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Modernization Project Charter
1. Purpose
Establish a clear, executable modernization project that moves an organization from fragmented, legacy-dependent identity, policy, and addressing systems to a governed, attribute-driven hybrid-cloud operating model.
The project restores a single authoritative origin for organizational structure and key claims, makes drift explicit and detectable, and enables controlled change without rip-and-replace disruption.
2. Problem Statement
Legacy directories (particularly hierarchical models such as Active Directory) have accumulated decades of implicit governance: organizational structure, delegation boundaries, policy inheritance, service dependencies, and authority chains are encoded in the directory itself rather than stated explicitly.
When organizations move to cloud identity platforms, that structure is flattened. The governance model is not automatically preserved. At the same time, data and configuration have fragmented across many systems, creating multiple competing copies of the same facts and making it difficult to answer basic questions such as “which value is authoritative?”
The result is: - Migration risk concentrated in hidden dependencies (policy, addressing, service accounts, certificates, naming). - Ongoing drift between intended and actual state. - Difficulty producing reliable evidence of change and compliance. - High reconciliation cost across fragmented stores.
3. Objectives
1. Establish a single authoritative origin for organizational structure, identity attributes, and key operational claims. All other representations are derived and subordinate.
1. Reconstruct organizational governance explicitly (attribute-driven structure, dynamic membership, scoped policy) rather than inheriting it from a hierarchical directory.
1. Make drift between desired and observed state a first-class, classifiable finding rather than an exception or surprise.
1. Execute modernization through controlled waves of change that originate from the authoritative source, execute under least privilege, and close with provenance and evidence.
1. Deliver domain-specific transformations (identity, policy, services/addressing, compute/device, access plane) that can proceed without requiring a full rip-and-replace.
1. Produce continuous, machine-usable evidence of state and change for operational and compliance needs.
4. Scope
In Scope
· Discovery and documentation of current-state governance surfaces and hidden dependencies.
· Definition of a target attribute-oriented structure and control-plane model.
· Phased transformation plans and execution approaches for identity, policy, addressing/services, compute, and access.
· Change-control discipline (wave-based moves, least-privilege execution, provenance closure).
· Drift detection approach and evidence expectations.
· Program governance, gates, and success measures.
Out of Scope (Initial Phase)
· Full replacement of existing compliance or audit frameworks.
· Vendor-specific product implementation details beyond worked examples.
· Real-time inline enforcement or data-plane components.
· Organization-specific data migration or cutover execution (the project defines the method; execution remains with the adopting organization).
5. Guiding Principles
· Authoritative origin: Every important claim or structural fact has exactly one origin. Other systems hold derived pointers or subordinate copies.
· Identity as root namespace: Organizational structure, policy scope, and addressing derive from identity attributes rather than independent hierarchies.
· Drift is explicit: Differences between intended and observed state are classified, visible, and actionable.
· Evidence-driven change: Changes originate from the authoritative source, execute under controlled privilege, and close with provenance.
· No rip-and-replace: Modernization proceeds by mapping, bridging, and progressively replacing implicit functions while preserving operational continuity.
· Least privilege and just-in-time access: Elevated rights exist only for the duration and scope of a governed change.
6. Success Criteria
· A documented current-state assessment of major governance surfaces and dependencies exists.
· A target attribute-driven structure and control-plane model is defined and agreed.
· At least one domain (identity or policy) has a complete transformation playbook with gates and evidence expectations.
· A change-control pattern (origination → authorization → least-privilege execution → provenance closure) is defined and ready for use.
· Drift classes and detection approach are specified.
· Leadership can describe the modernization path, major risks, and how success will be measured without reference to internal technical decision records.
7. High-Level Approach
1. Assess — Inventory legacy dependencies and the governance model currently encoded in the directory and related systems.
1. Define target — Establish the attribute-oriented structure, dynamic constructs, and control-plane boundaries that will replace implicit hierarchy.
1. Plan waves — Sequence domain transformations with clear entry/exit criteria and rollback conditions.
1. Execute under control — Perform changes as governed operations that originate from the authoritative source and close with evidence.
1. Validate and sustain — Detect drift continuously and treat the authoritative origin as the baseline for ongoing operations.
8. Risks and Assumptions
Key Risks
· Incomplete discovery of hidden dependencies leads to unplanned outages or residual drift.
· Organizational resistance to making previously implicit authority explicit.
· Over-reliance on tooling without first normalizing the governance model.
· Physics and sovereignty constraints limit how far logical centralization of truth can be physically centralized.
Assumptions
· The adopting organization has (or can designate) an authoritative source for human and non-human identity lifecycle events.
· Microsoft cloud identity and device management services (or equivalent) are available as target platforms for worked examples.
· Stakeholders accept that modernization is a governance reconstruction problem as much as a technical migration problem.
9. Governance and Ownership
· Project sponsor: (to be named)
· Project lead: (to be named)
· Domain leads: Identity, Policy, Services/Addressing, Compute, Access
· Decision rights: Major scope, sequencing, and target-model decisions rest with the project lead and sponsor; domain leads own playbook content and execution readiness.
10. Next Steps
· Finalize project name and stakeholder list.
· Complete current-state assessment scope and data sources.
· Draft the target architecture outline.
· Define the first wave (recommended: identity structure and dynamic membership).
· Establish the evidence and provenance expectations that will apply to all subsequent changes.

This charter describes the modernization project. It deliberately omits internal architectural decision records and document identifiers from source materials so that it can be used directly as a project planning artifact.
