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Book 12 — Security Operations & Telemetry
Why you can’t defend what you can’t see: emitting telemetry from every plane under one evidence contract, turning a log warehouse into detection and response, and feeding vulnerability, patch, posture and data findings into one queue an assessor can verify
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	This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s three-part SIEM telemetry emission guide and its telemetry specification, and draws on the Security Operations volumes of the Federal Compliance series, which stay in the repository for control-level depth. External claims were checked against primary sources beginning October 21, 2026; each carries a note with its own check date. The replaced pages are kept in the repository’s archive/b12-security-operations/ folder, and their old addresses forward to the chapters that replaced them.
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	b12-security-operations-bundle.docx: the whole book as one Word document, regenerated on every site deploy.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Technical deep dive (about 50 minutes live, 18 narrated): the evidence contract, telemetry to detection, vulnerability, patch and posture, and data protection, in modules on the Presentations page.
Executive briefing (about 30 minutes live, 13 narrated): for the CISO, SOC lead, CIO and authorizing officials: M-26-14, the evidence contract, telemetry through the migration, the SIEM and retention decisions, cost, who runs the queue and accepting the risk of what isn’t seen, with each decision’s owner and timing, on the Presentations page.



Detection and response are only as good as the telemetry that reaches them. A log warehouse isn’t a detection engine: storing everything satisfies nobody’s requirement to analyze it, and the gaps that matter most, a plane that never emitted, a connector that shows green while no data arrives, a log tier that raises no alerts, stay silent until an incident finds them. Book 12 starts from that problem. Telemetry has to be emitted deliberately from every plane, identity, cloud platform, Microsoft 365, endpoints, network and data, under one evidence contract whose join key is authoritative asset identity plus time. Vulnerability, patch, configuration, posture and data-protection findings then land in the same queue, against federal clocks such as BOD 26-04’s remediation timelines and M-26-14’s logging requirements. Detections need rules, rules need response, and both need evidence an assessor can verify. And remediation has no substitute: a finding closes only when the thing is fixed, with proof.
Why, what, who, how
	
	Question
	Chapters

	Why
	Why can’t you defend what you can’t see, and why is the evidence contract the precondition?
	01, 02

	What
	What each plane must emit, how a SIEM and XDR turn logs into detection, and how vulnerability, patch, configuration, posture and data protection feed the queue
	03, 04, 05, 06, 07, 08, 09

	Who
	Who runs security operations, who owns each plane, detection and playbook, and who accepts residual risk
	10

	How
	Engineer detections and automate response within the actuation ladder, then evidence the whole system with continuous monitoring and metrics
	11, 12


Appendices: A — Requirements mapping: controls, mandates and books; B — Identity and application detections for Zero Trust findings
Reading paths
· Executives (20 minutes): Chapters 01, 10 and 12, or the 15-minute presentation.
· SOC and detection engineers: Chapters 02, 05 and 11, then 03 and 04.
· Platform and cloud engineers: Chapters 03, 04, 07 and 08.
· Vulnerability and patch teams: Chapters 06 and 07.
· Data protection and records: Chapters 09 and 12.
· ISSOs and authorizing officials: Chapters 01, 10 and 12, with Appendix A.
Where this book sits in the workbook
This is Book 12 of the Federal Modernization Workbook. The identity and access signals it collects are designed in Book 02 and Book 04, the devices and servers that emit them in Book 05, DNS logging and Protective DNS in Book 08, CISA telemetry continuity at the network edge in Book 09, Chapter 03, feature availability by government cloud in Book 10, and SCuBA assessment evidence in Book 11. For control-level depth, the Federal Compliance Security Operations volumes remain in the repository.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
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Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first {.striped .hover}
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 12: fix confirmed crosswalk errors (risk acceptance split, PaaS guest OS, deployment order, appendix scope, references) (#400); Apply the open-choice decisions: text, plans, training, reference, register (#416); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); Book 12: align inconsistent numbers, terms, titles and cross-references (22 findings) (#434); Decisions pass, Books 05-12: apply Mike’s calls and take-the-recommendation items (#453); Nov 8 fixes: Start Here about 7 minutes; BOD 25-01 reporting methods per CISA; EO 14144 4(c) in Book 08; SP access review stage (#466); and 6 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Privacy for workforce identity: Book 03 Chapter 14, and privacy sections in six books (#317)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260)

	1.0
	2026.10
	2026-10-31
	First edition (20 merged changes since the book began)
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