Chapter
For the CISO: Leavers and Account Findings
The point: an orphaned account isn’t an administrator’s mistake. It’s the guaranteed output of systems that share no event channel with HR, so sweeps remove a batch and the accounts come back. Fix the wiring, not the symptom.
One leaver, day by day
	Day
	What happens

	−14
	HR records the separation. No other system is listening.

	0
	The separation takes effect. The account, application logins and badge are still live.

	+3
	A ticket disables the directory account. Nine application accounts stay enabled.

	+45
	A review flags two of them. Nobody owns the other seven.

	+180
	A penetration test signs in with one. The gap is now an incident.


Why it reaches you
· NIST SP 800-53 expects account management to align with personnel termination and transfer (AC-2 item l), and PS-5 covers transfers.
· Access reviews stay as the check (AC-2 item j), but they sample state. They can’t observe a transition when it happens.
What changes
· HR-driven identity gives those systems the event channel they’re missing.
· When automation turns on, it turns on leaver first, because revocation is where the risk and the evidence value are.
· The separation-to-block and separation-to-revocation intervals are measured from day one. That’s your before and after.
What we ask of you
· Set the control requirements: MFA strength, the Conditional Access baseline and logging.
· Say which assessment findings are priority one for Gate G0.
· Support the four-week pre-flight, and agree the leaver measure.
Our number
Days for a leaver to lose access, from the HR record to the last account disabled: [days], from [count] separations
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