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Federal Compliance Series — Volume I Books
Foundation and transport controls.
Book 00 — Foundation and Transport Overview
Scope of network, identity, and transport controls required for FedRAMP Moderate. Sets the boundary and evidence expectations for the volume.
Book 01 — Cloud Landing Zone, IPAM, and FedRAMP
Landing zone design, IP address management, and FedRAMP boundary considerations for cloud infrastructure.
Book 02 — Network Access Control (802.1X)
Port-based network access control. Covers authentication, authorization, and evidence for wired and wireless access.
Book 03 — Certificates, Tokens, and Cryptographic Identity
Certificate lifecycle, token binding, and cryptographic identity controls. Includes OCSP/CRL consistency and strong mapping.
Book 04 — HRIT Identity and Organizational SSOT
HR system of record as the authoritative source for identity and organizational attributes. Joiner/mover/leaver driven by HR events.
Book 05 — Network Modernization
Transition from legacy network controls to cloud and hybrid equivalents. Includes SD-WAN, private access, and boundary enforcement.
Book 06 — Federal Telecommunications Modernization
Telecommunications modernization aligned with TIC 3.0 and federal requirements. Covers trust zones and policy enforcement points.
Book 07 — Network Enforcement Substrate
Network-level enforcement mechanisms that produce evidence for access and boundary controls.
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