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Module 2: Run contractors from their own source
Part of the HR-Driven Identity learning path. Gate G2 Sources. Workbook Chapter 02. About 50 minutes.
Watch: the narrated deck for this module: Deck · ▶ Watch (about 13 minutes, captions) · MP4 · Script · Captions.
Introduction (3 minutes)
Employees come from HR. Your contractors don’t: they live on COR spreadsheets, a suitability register or the PIV sponsorship records, and nobody updates the end date in a spreadsheet when a contract is cut short. That end date keeps access alive.
In this module you give contractors an end date that can’t be left open. You compute each contractor’s earliest end from the contract, the completion date, suitability, the card and the sponsor; send it through the same middleware as employees; and reconcile what the register, the card system and the directory say, without changing anything.
The federal requirement. This gate supports NIST SP 800-53 AC-2 and PS-7 (external personnel security), IA-4(4) (identify each person by status, such as contractor), and OMB M-22-09’s expectation that enterprise identity draws on HR, contract management and personnel security. The gate’s output is evidence for these controls; your organization still sets their parameters, policy and procedures, and the assessor decides whether each is satisfied. The requirements and evidence are in the Gate 2 requirements table (under Federal requirements and evidence in Step 2) and the workbook chapter’s Federal requirements and evidence.
	Requirement
	KSI
	Evidence

	AC-2 and PS-7
	KSI-IAM-JIT; KSI-SCR-MON
	decisions.json, and the reconciliation’s findings.json with zero CR-01

	IA-4(4), worker type
	KSI-IAM-AAM, KSI-IAM-ELP, KSI-IAM-JIT
	contractors-extract.csv and the middleware’s provenance.json

	SA-9, FedRAMP use of the HR platform’s cloud (Oracle Cloud Infrastructure)
	KSI-SCR-MIT, KSI-SCR-MON, which the provider reports
	The FedRAMP authorization the agency relies on

	OMB M-22-09 and M-19-17; the Privacy Act
	None: not SP 800-53 controls
	The signed authority-per-fact table; the privacy office’s determination


KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI lists the row’s control among its related SP 800-53 controls on FedRAMP’s Key Security Indicators page (read November 2, 2026); which file supports which indicator is the program’s mapping (design guidance). The workbook chapter’s table has a row for every lab step.
Learning objectives (1 minute)
After this module, you’ll be able to:
· name the end conditions that make up a contractor’s earliest end, and say why the earliest one wins;
· run the extract, read its decisions, and hand the extract to the HR middleware;
· run the read-only reconciliation and explain each CR finding;
· describe the sponsor review settings that end access when a sponsor doesn’t respond.
Prerequisites (1 minute)
· Module 1: inbound provisioning is the writer of the leave date and of active.
· Lab 1 setup from the learning path. This lab also calls examples/hcm-entra from the same clone.
Unit 1: Contractors need their own source (7 minutes)
Read the guide’s Step 2. Note its order: measure before changing anything, settle the six questions with the register’s owner, then ship the contractor leaver before the joiner.
Then read where the design comes from:
· Book 03, Chapter 06, Contractors and vendors: why contractors fall outside Federal HR 2.0’s scope.
· Book 03, Appendix A, Contractor leavers: the end conditions and their order.
· The contractor evaluation’s recommendation: an agency-owned register now, the Oracle contingent worker as a later source swap.
Unit 2: The earliest end and the sponsor review (7 minutes)
Read two sections of workbook Chapter 02:
· The earliest end: how extract takes the first end that applies, the CS and CR rules, and the reconciliation’s one Graph call.
· The sponsor review: the review settings block, bi-annual, with the manager as reviewer, a fallback reviewer and remove-on-no-response.
The extract doesn’t send anything. The middleware from Book 19, Chapter 01 builds the SCIM requests, and its dry run is its default.
Exercise: Lab 1, fixtures, no tenant (20 minutes)
This is the workbook’s Lab 1. Work in examples/hr-lifecycle. The contractors are fictional.
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	Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1
python python/graph_export.py --task contractor-reconcile --list

# Step 2
python python/contractor_source.py extract --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv --sponsors tests/fixtures/ch02/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 --out out/ch02/extract

# Step 3
python -c "import json; [print(d['PersonKey'], d['Action'], d['EarliestEnd'], d['Reason']) for d in json.load(open('out/ch02/extract/decisions.json'))]"

# Step 4
python ../hcm-entra/python/hcm_to_scim.py --extract out/ch02/extract/contractors-extract.csv --as-of 2026-11-01 --out out/ch02/scim

# Step 5
python python/contractor_source.py reconcile --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv --sponsors tests/fixtures/ch02/hr-sponsors.csv --accounts tests/fixtures/ch02/contractor-users.json --rules config/contractor-rules.json --as-of 2026-11-01 --cloud gcc --out out/ch02/reconcile
python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch02/reconcile/findings.json'))]"

# Step 6
python python/contractor_source.py review --rules config/contractor-rules.json --out out/ch02/review

# Step 6
python -c "import json; print(json.dumps(json.load(open('out/ch02/review/assignment-policy-review.json')), indent=2))"

# Step 7
python -m pytest tests -q

# Step 7
rm -rf out



1. List the reconciliation’s read and permissions:
· python python/graph_export.py --task contractor-reconcile --list
· Task contractor-reconcile: User-LifeCycleInfo.Read.All, User.Read.All
  GET /users  [User-LifeCycleInfo.Read.All, User.Read.All]
1. Compute the earliest ends and write the extract:
· python python/contractor_source.py extract --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv --sponsors tests/fixtures/ch02/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 --out out/ch02/extract
· Contractors: 9 records: 3 active, 4 inactive (past their earliest end), 2 quarantined
Source: 2 Finding, 1 Warn, 1 Info
Extract written to out/ch02/extract/contractors-extract.csv; build the SCIM requests with examples/hcm-entra/python/hcm_to_scim.py
1. Read the decisions:
· python -c "import json; [print(d['PersonKey'], d['Action'], d['EarliestEnd'], d['Reason']) for d in json.load(open('out/ch02/extract/decisions.json'))]"
· Expect nine lines. Four contractors are inactive, each for a different reason: completion date, suitability withdrawn, sponsor gone past the grace period, and sponsor recertification due. Two are quarantine: 900007 has no contract end (CS-01) and 900008’s sponsor isn’t in the HR export (CS-02).
1. Build the SCIM requests with the middleware:
· python ../hcm-entra/python/hcm_to_scim.py --extract out/ch02/extract/contractors-extract.csv --as-of 2026-11-01 --out out/ch02/scim
· {"counts": {"ready": 7}, "batches": 1, "disables": 4, "held": false, "hold_reason": ""}
· Seven records in one batch, four of them disables. Nothing is sent.
1. Reconcile the register, the cards and the directory, and read the findings:
· python python/contractor_source.py reconcile --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv --sponsors tests/fixtures/ch02/hr-sponsors.csv --accounts tests/fixtures/ch02/contractor-users.json --rules config/contractor-rules.json --as-of 2026-11-01 --cloud gcc --out out/ch02/reconcile
python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch02/reconcile/findings.json'))]"
· Expect Reconciliation: 7 Finding, 1 Warn, 0 Info: four CR-01 (enabled past the earliest end), one CR-02 (an orphan account), one CR-03 (an active card the source doesn’t hold), one CR-05 (a leave date that isn’t the earliest end) and one CR-04 Warn (a register record with no account). The four CR-01 accounts are the four disables from step 4.
1. Write the sponsor review settings:
· python python/contractor_source.py review --rules config/contractor-rules.json --out out/ch02/review
· Expect Review settings written to out/ch02/review/assignment-policy-review.json for review; nothing was sent. Print the file:
· python -c "import json; print(json.dumps(json.load(open('out/ch02/review/assignment-policy-review.json')), indent=2))"
· expirationBehavior is removeAccess, the primary reviewer is the requestor’s manager at level 1, and the recurrence is absoluteMonthly with interval 6.
1. Run the tests:
· python -m pytest tests -q
· Expect 57 passed. Delete out when you’re done:
· rm -rf out
Exercise: Lab 2, your test tenant (5 minutes to read)
Not run by the authors. Follow the workbook’s Lab 2 in a worldwide or GCC test tenant, never production.
· What you do: set up a contractor provisioning app, send two test contractors through the middleware’s apply path, reconcile against the tenant, and apply the review settings to a test contractor package.
· Permissions: SynchronizationData-User.Upload.OwnedBy on the contractor provisioning app only, for the middleware’s identity; User.Read.All and User-LifeCycleInfo.Read.All for the reader app. Updating the policy uses the cmdlet and permission the chapter names.
· Back-out: restore the policy’s previous review settings from your read-back, pause the provisioning job (a paused job keeps its state), delete the test contractors, remove the permissions, and delete the export and output folders.
Knowledge check (5 minutes)
1. A contractor’s contract runs to January, but their sponsor recertification was due in October. Which end does extract use?
0. The contract end, because it’s the contractual date
0. The earliest condition that applies: the recertification due date
0. Whichever date the COR entered most recently
0. None; the record is quarantined
1. What does a CR-01 finding mean?
0. An enabled account past its earliest end
0. An account with no register record
0. A register record with no account
0. An active card for a person the source doesn’t hold
1. Why does the guide ship the contractor leaver before the joiner?
0. Joiners need Entra ID Governance licenses and leavers don’t
0. The leaver closes the gap where an end date nobody updates keeps access alive
0. Learn requires leavers first
0. Joiners can’t be sent through API-driven provisioning
1. In the sponsor review settings, what happens when the sponsor doesn’t respond?
0. No change, so access continues
0. The review is extended for another cycle
0. Access is removed, as the earliest-end rule says
0. The fallback reviewer’s decision is copied from the last review
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	1. b. extract computes every end condition that applies and takes the first. Taught in The earliest end and Appendix A, Contractor leavers.
1. a. CR-01 is an enabled account past its earliest end; once the disables are sent, the next reconciliation shows none. Taught in The earliest end.
1. b. A spreadsheet end date nobody updates keeps access alive; the middleware’s earliest-end rule closes it. Taught in the guide’s Step 2 and its Dangers.
1. c. expirationBehavior is removeAccess, so a missed recertification ends access. Taught in The sponsor review.



Summary (2 minutes)
You computed nine contractors’ earliest ends, built the SCIM requests that disable four of them, reconciled the register, the cards and the directory, and wrote the sponsor review that removes access on no response.
The evidence an ISSO keeps for Gate 2: both reconciliation output folders with their manifests, run before the contractor leaver ships and again after with zero CR-01; the extract and the middleware’s provenance manifest; the authority-per-fact table signed by the governance body; and the privacy office’s determination for the register and the card system. The full list is in the workbook’s Federal requirements and evidence.
Next: Module 3: Make joiners ready on day one.
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