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Book_07 — Access Control: Groups, Roles, and Dynamic Membership
The migration moves SQL Server’s groups from Active Directory to Microsoft Entra ID, but it keeps group-based authorization. What changes is who maintains the groups and how. A group that maps to a single database role can keep itself current from HR-sourced attributes, which removes the helpdesk ticket. That only works if the attributes are trustworthy, the rules are tested, delegation is scoped, and privileged access is just-in-time. This book covers that design and the governance it needs.
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The directory half of SQL Server access moves to Entra ID; the engine half barely changes.
Place in the dependency chain: Step 5 — Introduce Entra principals (groups and authorization).
Authoritative references
Checked 19 October 2026.
· Manage rules for dynamic membership groups in Microsoft Entra ID
· Privileged Identity Management (PIM) for Groups
· What are access reviews?
· Administrative units in Microsoft Entra ID
· CREATE LOGIN (Transact-SQL)
Chapter 1 — Groups, Roles, and How Membership Reaches the Engine
Group-based authorization survives the migration. Its plumbing, its timing, and its outer boundary do not.
In this chapter
How an Entra security group becomes a SQL Server login and a database role member. Why each group should grant exactly one role. Why the group model should stay flat. When a membership change actually takes effect at the engine. How the four kinds of AD group found in a SQL Server estate migrate. Why Conditional Access becomes the outer perimeter once every login is Entra-backed.[footnoteRef:19] [19:  Microsoft Learn, What is Conditional Access?.] 

SQL Server’s access model has two halves: roles and permissions inside the engine, and the directory outside it that decides group membership. For twenty years the outside half was Active Directory: a DBA mapped DOMAIN\SQL-Reporting-Readers to a login and role, and whoever controlled that AD group controlled access.
The transformation replaces the outside half and leaves the inside nearly untouched. Roles, GRANT and DENY, ownership chains, and module signing work as before. What changes is the principal (an Entra group), the proof of membership (an Entra token, not a Kerberos ticket), and when a membership change takes effect.
How an Entra Group Becomes SQL Server Access
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How one Entra group becomes exactly one database role.
Established in Book 05
CREATE LOGIN … FROM EXTERNAL PROVIDER creates type-E logins for Entra users and applications and type-X (EXTERNAL_GROUP) logins for groups.
A group enters SQL Server as an AD group did, as a server login created by display name, then a database user (CREATE USER … FROM LOGIN) added to a role. Book 09’s continuous audit must count type X as well as type E, because group logins are where most access should live.
The instance’s Microsoft Entra administrator receives sysadmin and, in any sizable estate, should be a group (Chapter 2). The instance’s Entra identity needs Microsoft Graph User.Read.All, GroupMember.Read.All, and Application.Read.All,[footnoteRef:25] granted by a Privileged Role Administrator: an identity-team step, not a DBA step. [25:  Microsoft Learn, Set up managed identity and Microsoft Entra authentication for SQL Server enabled by Azure Arc.] 

-- Instance level: one login per Entra group
CREATE LOGIN [SQL-PRD-FIN01-Ledger-Reader] FROM EXTERNAL PROVIDER;

-- Database level: the group becomes a member of exactly one role
USE Ledger;
CREATE USER [SQL-PRD-FIN01-Ledger-Reader] FROM LOGIN [SQL-PRD-FIN01-Ledger-Reader];
ALTER ROLE ledger_reader ADD MEMBER [SQL-PRD-FIN01-Ledger-Reader];
The Implementation Companion carries the full runbook. Authorization inside the engine is not redesigned; only the principal changes.
One Group, One Role
The most consequential design decision in this book is the simplest: each Entra group grants exactly one role, on one database, in one environment. A user who reads the ledger and runs the month-end job belongs to two groups.
The rule pays off three ways. The group name fully states what it grants, so an access review can be answered without opening SQL Server Management Studio.[footnoteRef:28] Revoking one capability never revokes another. And dynamic membership becomes tractable: “who should read the ledger?” can be written as a rule; “whoever this legacy group happened to include” cannot. [28:  Microsoft Learn, What are access reviews?.] 

Permissions go to user-defined database roles, never directly to group users, and db_owner and sysadmin are kept for the few who need them. Every legacy group mapped to db_owner “because the application needed it” is a finding to resolve before its replacement is created.
Flat by Design
AD estates are full of nested groups. Don’t rebuild that tree in Entra ID; the platform’s constraints point to a flat model.
· Dynamic groups can’t contain groups. A dynamic rule selects users (or devices) by attribute, never other groups.
· The memberOf operator is ending. It was the preview workaround for building a dynamic group from other groups. Microsoft has announced that its public preview ends on 3 November 2026. After that date, groups that use it stop updating and stay in their last-known state.
· Role-assignable groups can’t nest. These are the groups with the strongest protection against privilege escalation, and they accept no group members at all.
· Group claims are capped. Applications that read group membership straight from the token get at most 200 groups in a JWT, and above that receive an overage indicator instead of the list.
· Nested-group evaluation is undocumented for SQL Server. Microsoft’s SQL Server documentation doesn’t describe how nested Entra group membership is evaluated for an on-premises instance’s group logins.
Nesting builds on behavior that is unsupported, ending, or undocumented. A flat model costs a few more groups and gives up nothing: each role-mapped group lists members directly, by rule or assignment, and several populations needing one role share one rule. Where a nested chain is unavoidable, test it on the target instance version first.
When a Change Takes Effect
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The chain between an HR change and the engine, and the urgent path that doesn’t wait for it.
Under Windows Authentication a membership change arrived with the next Kerberos ticket, usually the next logon. The Entra chain is longer:
1. Rule processing. A dynamic group is recalculated when a relevant attribute changes. Microsoft documents that this usually completes within a few hours, but that it can take more than 24 hours in large tenants, after bulk changes, or with complex rules.
1. Token lifetime. An access token already issued to the user stays valid until it expires. By default that’s a randomized 60 to 90 minutes.
1. Session and pool lifetime. An open SQL Server session keeps the security context it was established with. A connection pool can keep that session open for hours.
That latency is acceptable for routine joiners, movers, and leavers, and often beats the ticket queue it replaces. Urgent removal doesn’t wait for a rule: disable the Entra account, revoke the user’s sign-in sessions, and end the user’s SQL Server sessions (KILL, or disabling the individual or group login if the threat is broader). Write this path into the operations runbook before the first dynamic group grants production access.
Migrating the Four AD Group Patterns
Groups in a long-lived SQL Server estate fall into four patterns:
· Organization-derived access groups, kept in step with the org chart by hand, become dynamic groups whose rules read HR-maintained attributes such as department, companyName, jobTitle, an extensionAttribute, or a directory extension property (Chapter 2).
· Explicit role-assignment groups such as PROD-SQL-SYSADMIN reflect specific people given a specific permission, so no rule should define them. They become flattened assigned groups managed by a delegated administrator or, for privileged roles, PIM (Chapter 2).
· Distribution lists for SQL Server Agent notifications become mail-only groups; the operator address is updated and no login is created.
· Mail-enabled security groups split into a mail-only group and an assigned security group, with the pairing recorded in both descriptions and the migration record.
Conditional Access as the Outer Perimeter
Once every login is Entra-backed, every connection needs a token and every token request passes Conditional Access. A non-compliant device, a sign-in outside named locations, or a high-risk sign-in is refused a token, so the connection never opens.[footnoteRef:36] [36:  Microsoft Learn, What is Microsoft Entra ID Protection?.] 

None of this reaches a Windows or SQL-authenticated login, so the perimeter is binary: one surviving Windows login bypasses every policy. Privileged-access workstations, bastions, segmentation, and vaulting are legitimate interim controls, but none evaluates identity, device, and risk per connection. Book 05 therefore treats each surviving legacy login as a documented, sunset-dated exception.
What Book 07 establishes — Chapter 1
1. An Entra group reaches SQL Server as a type-X login and grants exactly one role, on one database, in one environment.
1. The group model stays flat, and membership changes reach the engine only after rule processing, token expiry and session turnover, so urgent removal needs its own runbook.
1. Each kind of AD group maps to a specific Entra replacement, and Conditional Access then sits in front of every login.
Authoritative references
· CREATE LOGIN — Microsoft Entra group logins and sys.server_principals principal types
· Set up Microsoft Entra authentication for SQL Server enabled by Azure Arc and Managed identity for SQL Server enabled by Azure Arc (Graph permissions)
· Rules for dynamic membership groups and the memberOf preview and its end date
· Role-assignable groups and group claims limits
· Dynamic group processing times and access token lifetimes
Chapter 2 — Dynamic Membership, Delegation, and Privileged Access
A dynamic group is a policy that executes itself. It is only as trustworthy as the data it reads and the people who can change it.
In this chapter
Why the attribute a rule reads is itself an access control. Which user attributes Entra dynamic rules can use, and where those values should come from. How to write, name, test, and change rules safely within Microsoft’s processing limits. How administrative units scope DBA delegation, and where restricted management collides with governance tooling. Why privileged SQL Server access belongs in PIM for Groups rather than in a dynamic rule. How access reviews, break-glass, and monitoring close the loop. What a FedRAMP Moderate system in the commercial cloud can adopt as written, and why preview features stay out of production.
Chapter 1 turned the organization-derived groups of the old estate into dynamic groups, whose membership Entra ID recomputes from a rule such as user.department -eq "Finance" whenever attributes change. No ticket, no DBA action. This chapter covers what has to be true for that to be safe.
The Attribute Is the Access Control
Principle: the attribute writer controls access
The person or process that can write the attribute a dynamic rule reads controls access to everything that rule grants. Write access to an access-driving attribute is therefore a privileged permission, governed and reviewed like any other.
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HR-sourced attributes drive dynamic membership, and no group grants access until its rule is proven.
Under assigned membership, whoever can add a member controls access; under dynamic membership, whoever can write the attribute does. Microsoft’s dynamic-group guidance says to review who can write an attribute in Entra ID and in any source directory that syncs it, especially on-premises attributes users can edit on their own objects.
The single source of truth for access-driving attributes is therefore the HR system of record, which knows when someone joins, moves, or leaves and has the governance to make those changes defensible. The path from HR to the directory is automated and one-way:
· For identities still mastered in Active Directory, HR-driven provisioning populates AD, and Microsoft Entra Connect or Cloud Sync carries the values into Entra ID.[footnoteRef:53] [53:  Microsoft Learn, What is Microsoft Entra Connect?.] 

· For cloud-mastered identities, Entra ID’s inbound provisioning writes them directly. There are built-in connectors for the major cloud HR suites, and an API-driven inbound provisioning endpoint covers any other HR system that can produce a feed.
Either way, a provisioning service account writes the attribute, and self-service and helpdesk write access to it is removed.
Choosing the Attributes
Entra dynamic rules can read a fixed set of user properties. Microsoft’s current list includes department, companyName, jobTitle, employeeId, employeeHireDate (preview), userType, accountEnabled, and location fields. It also includes the fifteen extensionAttribute1–extensionAttribute15 values, which are commonly synced from on-premises AD, and directory extension properties (user.extension_<appId>_<name>), which can be synced from AD or created through Microsoft Graph. Two cautions apply. First, not every attribute on the user object is usable. For example, employeeType doesn’t appear in the supported-properties list at the time of writing, so check that list before designing around any attribute. Second, multi-value extension properties aren’t supported in rules.
Good rule inputs are HR-owned codes that change only when the business fact changes: an organization code in a directory extension property, not a display string someone will eventually retype. Publish a small, documented set of HR-sourced access attributes (organization code, position category, employment status) and write rules only against those:
(user.accountEnabled -eq true) -and (user.userType -eq "Member")
  -and (user.extension_<appId>_orgCode -in ["FIN-LED","FIN-AP"])
  -and (user.extension_<appId>_positionCategory -eq "Analyst")
A rule body can’t exceed 3,072 characters, and a tenant can have at most 15,000 dynamic groups. Prefer -eq, -startsWith, and -in over -match, -contains, and chains of -or; such rules process faster and review more easily. Every access rule excludes disabled accounts and guests explicitly, as above.
Dynamic membership needs a Microsoft Entra ID P1 license for each user in one or more dynamic groups. Most federal tenants have it through Microsoft 365 or EMS; confirm the count before rollout.
Writing, Naming, and Testing Rules
Two practices keep a dynamic group from becoming an untested access grant.
The first is naming and ownership. Entra’s naming policy covers only Microsoft 365 groups, so the convention for SQL Server access groups is enforced by the provisioning automation or a review gate. A pattern such as SQL-<env>-<instance or app>-<database>-<role> carries Chapter 1’s one-group-one-role meaning. Each description records the rule’s business intent, the owning team, and the last change record; each group has at least two named owners.
The second is testing before granting. A rule should be proven before its group is attached to a SQL Server login:
1. Validate. The Validate Rules feature in the Entra admin center evaluates a draft rule against up to 20 chosen users and shows which expression each one passes or fails.
1. Shadow. Create the group first with no login attached. Once processing reports complete, compare its membership with the legacy AD group it replaces, and explain every difference before the login is created.
1. Watch processing. For a rule change on a group that’s already live, check the group’s processing status and its audit-log entries for the additions and removals the change caused.
1. Pause bulk changes. For HR reorganizations or bulk attribute loads that will touch thousands of users, Microsoft recommends pausing non-essential dynamic groups, letting processing catch up, and resuming in phases.
The rollout gate for the whole pattern follows from this. No dynamic group grants production access until the access attributes are populated and verified for a pilot cohort, and its rule has been validated, shadowed, and reconciled against the group it replaces.
Scoped Delegation with Administrative Units
Someone still has to manage the assigned groups and the dynamic groups’ owners and descriptions, and tenant-wide Groups Administrator for a DBA lead would just move the privilege concentration. Administrative units solve this: Groups Administrator assigned at AU scope manages only the groups in that AU. The scoped administrator needs P1; AU members need nothing extra. Draw one AU per DBA team, application portfolio, or data owner, so a team’s authority matches its accountability.
Restricted management administrative units go further. Only administrators scoped to the AU can modify its objects, even Global Administrators can’t, and that is attractive for protecting access groups. But it has costs that matter here:
· Groups in a restricted management AU can’t be managed by PIM, access reviews, entitlement management, or lifecycle workflows.
· Restricted management AUs accept only plain security groups.
· The setting can’t be changed after the AU is created.
Use regular AUs for groups that need governance tooling; reserve restricted management for cases where tamper-resistance outweighs reviewability. Dynamic AU membership is generally available in the commercial cloud (not Azure Government), but its rules select users or devices, not groups, so access groups are added to an AU explicitly or by automation.
Privileged Access Belongs in PIM, Not in a Rule
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Which groups may be dynamic, which belong in PIM, how delegation is scoped, and the break-glass path that bypasses all of it.
Groups mapped to sysadmin, the instance’s Entra administrator, and db_owner on sensitive databases are never dynamic. Microsoft makes the same judgment for directory roles: role-assignable groups must have assigned membership. The SQL Server equivalent is PIM for Groups: DBAs are eligible, not standing, members, and each logged activation is time-bound and requires MFA and, where policy demands, approval and justification.
PIM for Groups can’t manage dynamic or on-premises-synced groups, so privileged groups are cloud-only and assigned by construction; making them role-assignable also blocks credential changes by lower-tier administrators. PIM for Groups and access reviews require Microsoft Entra ID P2 or Microsoft Entra ID Governance for eligible users, approvers, and reviewers.
Access Reviews
A dynamic group’s membership can’t be edited by hand, so a member-by-member review has no remediation path. Review the rule and its inputs instead: on a fixed cadence the data owner confirms the rule still expresses the intended population, and the identity team confirms its attributes are still HR-sourced and write-protected. For assigned groups and PIM eligible assignments, use Entra access reviews; a recurring review can remove access when the reviewer doesn’t respond, and its results are the AC-2 evidence an assessor will ask for.
Break-Glass
Two kinds of break-glass access are needed, and they must not depend on the machinery they exist to bypass. At the tenant level, Microsoft’s guidance for emergency-access accounts applies:
· at least two cloud-only accounts, with phishing-resistant credentials stored securely
· excluded only from the Conditional Access policies that could lock them out[footnoteRef:64] [64:  Microsoft Learn, What is Conditional Access?.] 

· alerting on every sign-in
· tested on a regular schedule
At the SQL Server level, Book 05’s position stands. The built-in sa is disabled and renamed, and any retained emergency path is a documented exception with its own monitoring. Neither emergency path may sit in a dynamic group or rely on HR data, Entra Connect, or rule processing being healthy.
Monitoring
The access model is now spread across HR, the provisioning service, Entra ID, and the engine, so monitoring has to cover each hand-off:
· Entra audit logs record rule edits, membership additions and removals, PIM activations, and AU and role-assignment changes. A change to the rule of any SQL Server access group should raise an alert.
· Entra sign-in logs show every token issued for SQL Server and the Conditional Access result.[footnoteRef:66] [66:  Microsoft Learn, Sign-in logs in Microsoft Entra ID.] 

· SQL Server Audit records successful and failed logins, and changes to server and database role membership.[footnoteRef:68] [68:  Microsoft Learn, SQL Server Audit (Database Engine).] 

The continuous audit described in Book 09 should reconcile all three. Every type-E and type-X principal on an instance must map to a known user, application, or group. Every group must follow the naming convention and have an owner. No privileged role may have a standing member that PIM doesn’t account for.
FedRAMP Moderate in the Commercial Cloud
The series assumes Microsoft’s commercial cloud (Entra ID at login.microsoftonline.com, Azure public US regions) under an agency authorization at FedRAMP Moderate.
What the cloud authorization covers. Azure’s public cloud holds a FedRAMP High P-ATO for its US regions. The Moderate baseline (325 controls) is a subset of High (421), so a Moderate system can draw on High-authorized services; whether it inherits them is the agency’s call. The public-cloud audit-scope list includes the services this book relies on:
· Entra ID (Free, P1 and P2), Entra ID Governance, the Entra provisioning service, and Entra multifactor authentication
· Microsoft Graph
· Azure Arc-enabled servers and Azure Arc-enabled SQL Server
· Azure Monitor (Log Analytics), Microsoft Sentinel, and Key Vault
The list names services, not features; confirm dynamic groups, AUs, PIM for Groups, and access reviews against the agency’s boundary and Microsoft’s FedRAMP package (requestable through the FedRAMP Marketplace). The SQL Server hosts and Arc agent are part of the agency’s own system, and a third-party HR system has its own authorization. As Microsoft’s Entra FedRAMP guidance says, the authorization makes compliant configuration possible; the agency configures it.
Keep previews out of the production access path. Microsoft’s Data Protection Addendum says previews “may employ lesser or different privacy and security measures” and, unless noted otherwise, should not be used for regulated data; Entra’s preview terms add that SLAs don’t apply. For a Moderate system, that rules out:
· the memberOf dynamic-rule operator (a preview that ends on 3 November 2026; see Chapter 1)
· preview user properties in membership rules, such as employeeHireDate
· any PIM, access-review, or provisioning capability that the Entra admin center or Microsoft Learn still marks as preview
Check for the preview label at adoption and again at the rollout gate.
What is in scope as recommended. The generally available pieces of this design are delivered by services on the High list:
· Entra group logins and Entra authentication for SQL Server through Azure Arc. Microsoft notes that the SQL Server instance needs access to the Azure public cloud for this.
· Dynamic security groups built on supported properties and directory extension attributes
· Regular and restricted-management administrative units, including dynamic AU membership for users
· PIM for Groups and access reviews, licensed through P2 or Entra ID Governance
· Emergency access accounts and Log Analytics monitoring
Treat any feature not verifiable at feature level as unconfirmed until the agency’s ATO documentation says otherwise.
What Book 07 establishes — Chapter 2
1. Whoever can write the attribute a rule reads controls access, so only HR-driven provisioning writes access attributes.
1. Rules are validated, shadowed against the groups they replace and piloted; privileged groups are assigned, cloud-only and governed by PIM for Groups and access reviews.
1. Only generally available features sit in the production access path, and break-glass paths depend on none of this machinery.
Authoritative references
· Rules for dynamic membership groups: supported properties, extension attributes, attribute write-permission guidance, 3,072-character limit, 15,000-group limit, P1 licensing
· Create simpler, more efficient rules, validate rules, and dynamic group processing and pausing
· Plan cloud HR provisioning and API-driven inbound provisioning
· Group naming policy (Microsoft 365 groups)
· Administrative units, restricted management administrative units, and dynamic membership for administrative units
· PIM for Groups, role-assignable groups, and ID Governance licensing
· Access reviews and emergency access accounts
· Azure services in FedRAMP audit scope (Azure public cloud: FedRAMP High P-ATO; Entra ID, Entra ID Governance, provisioning, Graph, Arc-enabled SQL Server) and Azure FedRAMP offering (Moderate and High baselines; requesting the package)
· Configure Microsoft Entra ID to meet FedRAMP High (customer configuration responsibility)
· Microsoft Entra preview program terms and the Microsoft Products and Services Data Protection Addendum (May 2026 edition, “Previews” section)
· Microsoft Entra authentication for SQL Server and managed identity for Arc-enabled SQL Server (requires Azure public cloud access)
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