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Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-19 16:20 ET
Series Context — This is the Volume VI overview of the Federal Compliance series. Volumes I–IV establish the architecture — the network and transport plane, the data platform, security operations, and governance and assurance — as what must be true and why, argued from control text, physics, and protocol behavior. Volume V addresses training and certification. Volume VI is the deployable counterpart to the architecture volumes: the infrastructure-as-code, detection rules, response playbooks, configuration baselines, and evidence wiring that actually stand the architecture up. Where an architecture book says a control is closed by a mechanism, the corresponding Volume VI book carries the artifact that deploys that mechanism.
What This Document Addresses
The architecture volumes answer what and why: which controls a mechanism closes, and why no alternate mechanism closes them. They deliberately stop short of the deployment detail, because architecture that is entangled with a specific tenant’s wiring ages badly and reads as advocacy for a product rather than demonstration of a control.
This volume answers how. It carries the artifacts an engineering team applies to a tenant to make the architecture real: landing-zone and network infrastructure-as-code, identity and access policy expressed as code, the detection-engineering rule library, response-automation playbooks, data-protection deployment packs, configuration baselines, the evidence-and-continuous-monitoring pipeline, and the validation harnesses that prove the deployment works.
A control-closure claim in an architecture volume is a design assertion. The matching Volume VI artifact is the operational realization of that assertion — and the thing an assessor can actually run, inspect, and trace to a control. This volume is where “the SSP says we do X” becomes “here is the code that does X and the evidence that it ran.”
Architecture vs. Implementation — The architecture volumes are mechanism-level and, by design, product-neutral: they name the function that closes a control. This volume is necessarily more concrete — you cannot deploy a function, you deploy a product that realizes it. Every artifact here therefore names a deployed example (for the Agency estate, most often the Microsoft-cloud realization) while preserving a substitution column, because the series is multi-CSP and the mechanism, not the product, is the load-bearing claim. Swapping the deployed example changes the artifact’s syntax, never the control it closes.
The Deploy Model
Three principles govern every artifact in this volume.
Everything as code, applied through a pipeline
No artifact in this volume is a click-path. Landing zones are Terraform or Bicep; Conditional Access, DLP policy, and sensitivity labels are declarative policy files; detection rules and playbooks are versioned YAML. Each is applied through a change-controlled pipeline (GitOps), so that the deployed state is reproducible, reviewable, and diffable against its intended state. This is the precondition for CM-2/CM-3/CM-6 to mean anything: a baseline you cannot re-derive from source is not a baseline.
In-boundary by construction
Every artifact that processes identity-attributed or behavioral telemetry runs inside the agency’s own FedRAMP-authorized boundary. The constraint a modern SaaS boundary imposes is about the destination of raw telemetry, not the data itself: the same sign-in, audit, device, and data-protection telemetry that may not be exported to a vendor’s commercial multi-tenant analytics service may be analyzed inside the agency’s own workspace, because that is exactly the in-boundary monitoring SI-4 and AU-2/AU-3 contemplate. The moment an artifact ships that telemetry to an out-of-scope service for convenience, it recreates the very flow the boundary forbids — as the agency’s own finding. Every component an artifact depends on must itself carry an authorization commensurate with the data it handles.
Evidence-emitting by default
An artifact that deploys a control but produces no machine-readable evidence of doing so has done half the job. Each Volume VI artifact emits to the series evidence contract — the normalized record every deployed mechanism writes so that the continuous-monitoring pipeline (Book VI-07) can bind it to the control it closes and carry it into the authorization package. Deployment and evidence are one act, not two.
How This Volume Maps to the Architecture
Each implementation book is the deployable realization of one or more architecture books. The volume is organized by artifact class rather than by re-mirroring the architecture domains, because deployable artifacts share tooling and lifecycle regardless of which domain they serve.
	Book
	Deployable artifacts
	Implements
	Representative controls operationalized

	VI-00 (this book)
	Deploy model, in-boundary principle, evidence emission, GitOps pipeline
	all volumes
	CM-2, CM-3 (the pipeline itself)

	VI-01 — Landing Zone & Network as Code
	Terraform/Bicep: landing zone, IPAM/DDI, SASE/TIC PEP
	Vol I
	SC-7, SC-20/21/22, CM-8

	VI-02 — Identity & Access as Code
	Conditional Access-as-code, PIM config, 802.1X/NAC profiles, cert/token automation
	Vol I identity, Vol III PAM
	IA-2, AC-2/5/6, IA-3

	VI-03 — Detection Engineering
	The in-boundary analytics rule library (SIEM/XDR)
	Vol III SIEM/XDR
	AU-6, SI-4, IR-4

	VI-04 — Response Automation (SOAR)
	Containment/enrichment playbooks
	Vol III SIEM/XDR
	IR-4/6, AC-12

	VI-05 — Data Protection Deployment
	Label taxonomy-as-code, DLP policy packs, key-vault/CMK IaC
	Vol III Data Protection
	AC-4, SC-12/28

	VI-06 — Configuration Baselines & Hardening
	SCuBA/CIS/STIG policy-as-code
	Vol III posture & patch
	CM-2/6/7, SI-2

	VI-07 — Evidence & ConMon Pipeline
	Telemetry→evidence-contract→KSI wiring, OSCAL emission
	Vol III Evidence Fabric, Vol IV
	CA-7, AU-6(1)

	VI-08 — Validation & Test Harnesses
	Detection-efficacy tests, telemetry-completeness workbooks, deploy smoke tests
	all
	CA-2, CA-7(3)


Closure Necessity — What Implementation Does and Does Not Close
Closure Necessity — Implementation operationalizes, it does not re-close
Volume VI does not claim to close controls the architecture volumes already claim; that would double-count. Its necessity is of a different kind: a control-closure claim that is not deployed as code, and does not emit evidence, is not assessable. AU-6 is not satisfied by a SIEM with no rules; CM-6 is not satisfied by a baseline no pipeline enforces; CA-7 is not satisfied by evidence no pipeline emits. The architecture volumes prove the mechanism is sufficient; this volume is what makes the closure demonstrable. Remove it and the SSP describes controls no assessor can exercise — the gap between a designed control and an operating one.
What This Volume Is and Is Not
It is the agency-side build layer — the code and evidence that turn the architecture into an operating, assessable posture. It is not a claim that any single product is the only way to deploy the architecture: every artifact names a deployed example and preserves the substitution path, because the mechanism is the invariant. And it is not a replacement for the operate-and-tune discipline: deployed detections rot, baselines drift, and sources silently stop emitting — the standing engineering capability that maintains these artifacts is the real cost, addressed per-book and validated in Book VI-08.
Cross-References
· Architecture spine: the four doctrine volumes (I–IV) each carry the control-closure claims this volume operationalizes.
· Evidence contract: the normalized deployment-evidence record every artifact emits (Book VI-07).
· Series compliance spine: federal-compliance-compliance-spine.yml — the single source of truth for the control × book closure map.
Provenance
This overview establishes the deployable-artifact layer of the Federal Compliance series. It follows the series authoring conventions: functions and planes are named, not organizations; products are deployed examples of a mechanism, never the mechanism itself; and every artifact carries a Date Code and cites vendor sources for vendor-specific claims.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 01. This is the deployable realization of Volume I (Foundation & Transport): the landing zone, IPAM/DDI naming-and-addressing plane, and the SASE/TIC distributed policy-enforcement edge, expressed as infrastructure-as-code applied through the Book VI-00 pipeline.
What This Document Addresses
Volume I argues that authoritative naming/addressing and a distributed enforcement edge are the only mechanisms that close the DNS-authority, boundary-protection, and component-inventory controls: you cannot attest authoritative name resolution without an authoritative resolver, and you cannot inventory what you cannot enumerate. No scanner creates that source of truth; it can only measure drift from one.
This book carries the code that stands the source of truth up. It expresses the landing-zone scaffolding, the DDI plane, and the enforcement-edge configuration as version-controlled modules, so the closure Volume I designs is reproducible from source and diffable against intent — not assembled by hand and then hoped to be correct.
The Module Topology
The deployment is a layered set of modules, each owning one plane and depending only on the layer beneath it. The layering is deliberate: the naming/addressing plane must exist before workloads can be enumerated against it, and the enforcement edge must read from it.
	Layer
	Module
	Owns
	Depends on

	Foundation
	platform
	Management groups, subscriptions/accounts, org policy
	—

	Addressing
	ipam
	Address-space allocation, subnet plan (source of truth)
	platform

	Naming
	ddi
	Authoritative DNS, DNSSEC signing, RPZ, DHCP scopes
	ipam

	Transport
	network
	Hub-spoke, segmentation, NGFW/route intent
	ipam

	Enforcement
	edge
	SASE/TIC 3.0 PEP capability set
	network, ddi


Each module emits its state to the evidence contract (Book VI-07); the ipam module’s output — the authoritative address plan — is the join key that later makes CM-8 inventory possible.
Deployable Artifacts
	Artifact
	Realizes (Vol I)
	Deployed example
	Multi-CSP substitution

	platform module
	Governed cloud foundation
	Azure Landing Zone (Bicep/Terraform)
	AWS Control Tower + Terraform; GCP org policy

	network module (hub-spoke, segmentation, NGFW/route intent)
	SC-7 boundary + traffic-class separation
	Terraform (VNet, Azure Firewall)
	AWS VPC + Network Firewall; GCP VPC-SC

	ddi module (authoritative DNS, DNSSEC signing, RPZ, DHCP scopes)
	SC-20/21/22 naming plane; CM-8 address-keyed inventory
	InfoBlox / cloud DNS as code
	BlueCat; Route 53 + IPAM

	edge config (SASE/TIC 3.0 PEP capability set)
	AC-4 flow enforcement at the distributed PEP
	SASE tenant-as-code
	Zscaler/Netskope GovCloud config-as-code


Illustrative module — the DNSSEC-signed authoritative zone
The naming plane is the load-bearing one, because it is the source of truth SC-20/21/22 and CM-8 depend on. The zone, its DNSSEC signing posture, and its protective-DNS (RPZ) response policy are all declared, so “the resolver is authoritative and signing” is an attestable property of source, not a portal setting.
# ddi module — authoritative, DNSSEC-signed zone with protective-DNS RPZ (deployed example: cloud DNS)
resource "dns_zone" "agency" {
  name        = var.zone_fqdn          # e.g. agency.gov
  dnssec      = "on"                    # SC-20: signed responses (data origin authentication)
  query_log   = "on"                    # SI-4 / AU-12: every resolution is telemetry
}

resource "dns_resolver" "agency" {
  dnssec_validation = "on"              # SC-21: recursive resolver validates upstream signatures
}

resource "dns_rpz_policy" "protective" {
  zone            = dns_zone.agency.id
  feed            = var.protective_dns_feed   # CISA Protective DNS / commercial TI
  action          = "nxdomain"                # SC-21 protective-DNS complement: block known-bad resolution
  log_only        = false                     # TUNE: run log_only first to baseline
}

output "authoritative_zone_id" {              # consumed by CM-8 inventory join
  value = dns_zone.agency.id
}
The DHCP scopes and the address plan come from the same ipam source, so a device’s lease, its address, and its inventory record are one chain of custody rather than three independent guesses.
Deployment
1. Apply platform, then ipam, then ddi/network in dependency order through the change-controlled pipeline (Book VI-00) — never a portal.
1. Run ddi in RPZ log_only mode first to baseline benign resolution, then flip to enforcing.
1. Register the ipam output as the authoritative inventory source the CM-8 join reads.
1. Point the edge (SASE/TIC PEP) at the ddi resolver so egress name resolution is governed at the enforcement point.
Closure Necessity
Closure Necessity — a source of truth you cannot re-derive is not one
Volume I’s claim is that no scanner creates authoritative naming or inventory — it only measures drift from a source of truth. This book is what makes that source of truth reproducible: an IPAM/DDI plane and a boundary defined in code can be re-derived, diffed, and attested. A hand-built landing zone weakens the accuracy and completeness evidence CM-8’s System Component Inventory demands, because there is no authority to point at — only a snapshot no one can regenerate.
Controls Operationalized
	Control
	Title
	How this book deploys it

	SC-7
	Boundary Protection
	Segmentation + NGFW/route intent as code at the enforcement edge

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	DNSSEC-signing authoritative resolver as code

	SC-21
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	Validating recursive resolver + RPZ protective DNS

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	Authoritative and recursive resolver roles declared as distinct resources in the ddi module

	CM-8
	System Component Inventory
	Address-keyed inventory derived from the IPAM source of truth

	AC-4
	Information Flow Enforcement
	Application-aware flow policy at the SASE/TIC PEP


Honest Limits
· The IaC deploys the mechanism; it does not repeal operational discipline — an out-of-band portal change still causes drift, which is why Book VI-08’s smoke tests re-assert the intended state.
· Protective-DNS efficacy is bounded by the threat-intelligence feed the agency subscribes to (the RPZ is only as current as its feed).
· Multi-CSP substitution changes the module syntax and the connector estate; the naming/addressing/enforcement mechanism it realizes is invariant.
Cross-References
· Volume I — Foundation & Transport — the architecture this book deploys.
· Book VI-00 — the pipeline and evidence-emission model.
· Book VI-06 — the baselines that harden the deployed platform.
· Book VI-07 — where deployment state emits to the evidence contract.
· Book VI-08 — smoke tests that re-assert the deployed boundary.
Provenance
Draft. Products named are deployed examples of the naming/addressing and enforcement mechanisms Volume I identifies; multi-CSP substitutions preserve the mechanism. The Terraform above is an illustrative pattern to adapt, not a drop-in module — validate against the agency’s cloud and current provider schema. Vendor-specific IaC claims cite vendor documentation as the source.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 02. Deployable realization of the identity plane of Volume I and the privileged-access architecture of Volume III (PAM): Conditional Access, PIM/JIT, port authentication, and certificate lifecycle as versioned policy applied through the Book VI-00 pipeline.
What This Document Addresses
The architecture volumes establish that a verified identity, phishing-resistant authentication, and just-in-time elevation are the mechanisms that gate access. Those decisions are worthless as portal clicks — a Conditional Access estate no one can diff is a control no assessor can trace, and IA-2/AC-6 become assertions rather than evidence.
This book expresses the access decisions as code: Conditional Access as a reviewable policy set, privileged roles as declarative JIT configuration, port authentication as profiles, and certificates as an automated lifecycle. The invariant it enforces is that every access decision has a reviewable source of truth that the pipeline applies and Book VI-08 re-asserts.
The Policy-as-Code Model
Access policy is held as declarative files, applied idempotently, and guarded by two safety rules that prevent the classic self-lockout and silent-drift failures.
	Element
	As-code form
	Safety rule

	Conditional Access
	Policy JSON per named scenario
	A break-glass exclusion group is mandatory in every blocking policy

	Privileged roles
	PIM role-setting policy
	Activation requires approval + justification + MFA; no standing global admin

	Port authentication
	802.1X EAP-TLS + MAB profiles
	Certificate-based device identity; MAB only for enumerated exceptions

	Certificates
	ACME / short-lived issuance policy
	Rotation automated; no long-lived secrets in config


Deployable Artifacts
	Artifact
	Realizes
	Deployed example
	Multi-CSP substitution

	Conditional Access policy set (as code via Graph)
	IA-2, AC-3 access decisions
	Entra CA JSON/Bicep/Terraform
	Okta/Ping policy-as-code

	PIM / JIT role configuration
	AC-5/6 separation of duties and least privilege, IA-11 re-auth
	Entra PIM as code
	CyberArk/BeyondTrust JIT config

	Port-authentication profiles (802.1X EAP-TLS, MAB)
	IA-3 device identity at the edge
	NPS/RADIUS + switch profiles
	Cisco ISE / Aruba ClearPass profiles

	Certificate lifecycle automation (ACME, short-lived certs)
	IA-5(2), SC-17
	Keyfactor/Sectigo + ACME as code
	Venafi / AppViewX


Illustrative artifact — a phishing-resistant Conditional Access policy as code
The policy below requires a phishing-resistant authentication strength for all users reaching any cloud app, with the mandatory break-glass exclusion. Held as code, it is diffable against intent; a reviewer can see in the pull request that the exclusion group is present and scoped, which a portal screenshot can never prove over time.
// Conditional Access policy (deployed example: Entra, applied via Graph) — IA-2(1)/(2)
{
  "displayName": "CA001 - Require phishing-resistant MFA for all cloud apps",
  "state": "enabled",
  "conditions": {
    "users":        { "includeUsers": ["All"], "excludeGroups": ["grp-breakglass"] }, // SAFETY: break-glass
    "applications": { "includeApplications": ["All"] },
    "clientAppTypes": ["all"]
  },
  "grantControls": {
    "operator": "OR",
    "authenticationStrength": { "id": "phishing-resistant" }   // BOD 25-01 / M-22-09 alignment
  }
}
The PIM configuration is the privileged-access counterpart: it declares that eligible roles require approval, justification, and MFA to activate, and that no principal holds a standing high-privilege assignment — so AC-6 least privilege is a property of the declared role policy, not an audit finding waiting to happen.
Deployment
1. Apply Conditional Access in report-only first, review the impact against sign-in logs, then enable — the break-glass exclusion is verified present before any policy is set to enabled.
1. Apply PIM role settings; migrate any standing privileged assignments to eligible-with-approval.
1. Deploy 802.1X EAP-TLS profiles (Vol I Book 03 supplies the cert authority they trust).
1. Stand up ACME/short-lived certificate automation so no long-lived credential lives in a config file.
Closure Necessity
Closure Necessity — a policy you cannot review is a policy you cannot assess
Volume I/III prove that phishing-resistant, JIT-scoped identity is the closure mechanism. This book makes those decisions reviewable: Conditional Access and privileged-role settings held as code can be diffed against intent and attested. Portal-clicked access policy has no reviewable source — IA-2 and AC-6 become assertions no assessor can trace, and drift is invisible until it is a finding.
Controls Operationalized
	Control
	Title
	How this book deploys it

	IA-2(1)/(2)
	Identification & Authentication (MFA)
	Phishing-resistant CA policy set as code

	AC-2/5/6
	Account Management / Separation of Duties / Least Privilege
	PIM/JIT role config

	IA-3
	Device Identification & Authentication
	802.1X EAP-TLS profiles

	IA-5(2)/SC-17
	Public Key-based Authentication / Public Key Infrastructure Certificates
	Certificate lifecycle automation

	IA-11
	Re-authentication
	PIM activation re-auth; sign-in frequency in CA


Honest Limits
· Conditional Access as code governs the policy; a global administrator can still change it out of band — Book VI-08 diffs deployed state against the source to catch that.
· The break-glass account is a deliberate, monitored exception; its use must itself be a high-severity Book VI-03 detection.
· Substituting the identity provider changes the policy syntax and the connectors; the access-decision mechanism is invariant.
Cross-References
· Volume I (identity plane) and Volume III (PAM) — the architecture this book deploys.
· Vol I Book 03 — the certificate authority the port-auth profiles trust.
· Book VI-04 — SOAR playbooks that consume identity risk to drive revocation.
· Book VI-07 — access-policy state and reviews emit to the evidence contract.
· Book VI-08 — deployed-vs-intended policy diffing.
Provenance
Draft. Products are deployed examples; substitution columns preserve the mechanism. The policy JSON is an illustrative pattern to adapt, not a drop-in policy — validate against the tenant and current Graph schema. Vendor capability claims name deployed examples and substitution candidates; their vendor-documentation sources are carried in the briefing deck spec, not inline here.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure) and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and thresholds are subject to revision.
Date Code: 2026-07-09 15:13 ET
Series Context — This is Volume VI Book 03 of the Federal Compliance series. The Volume III SIEM/XDR Detection book establishes the architecture: the connector fabric that lands every log source into a single analytics workspace and the requirement that a connected SIEM carry configured detection rules, not a passive archive. This book is the deployable realization of that architecture — the versioned analytics-rule library an engineering team applies to the workspace to turn the log warehouse into an operating detection engine.
What This Document Addresses
The Volume III SIEM/XDR book makes the assessor-facing argument that AU-6 is not satisfied by log collection alone: a SIEM with zero configured analytics rules, or every rule disabled pending tuning, fails the control. It stops at the architecture. This book carries the rules.
The specific engineering problem it solves is this: the richest behavioral and real-time detections a modern cloud offers — machine-learning risk scoring, impossible-travel, sub-second session revocation, behavioral data-loss analytics — are computed in the vendor’s commercial multi-tenant analytics pipeline. Inside a federal authorization boundary, that pipeline is frequently out of scope: the raw telemetry may not leave the boundary for commercial multi-tenant ML. The detection capability is therefore degraded not because the data is missing, but because the analytic layer over it sits outside the boundary.
The rules in this book reconstruct that analytic layer inside the agency’s own boundary. They run over the telemetry the Volume III connector fabric already lands — sign-in logs, unified audit, device events — and produce rule-and-baseline equivalents of the commercial ML outputs, feeding the result back into the agency’s own access and response decisions.
Deployed example — The rule library ships in the Microsoft Sentinel scheduled-analytics-rule format (kind: Scheduled), because Sentinel is the deployed example for the Agency estate and its KQL runs directly over the Volume III tables. The mechanism — deterministic detections and baselines reconstructing a commercial ML output in-boundary — is portable; the same detections are portable to Splunk (SPL) and Elastic (EQL/ES|QL) so a different SIEM realizes them (the library README documents the portability; the shipped rules are authored in the Sentinel format). The mechanism is the invariant; the query language is the deployed example.
The In-Boundary Principle
The single fact that makes this library lawful where inheriting the commercial analytic is not: the boundary constrains the destination of raw telemetry, not the data itself. The blocked flow is raw, identity-attributed behavioral telemetry leaving the boundary for a commercial multi-tenant analytics service. The rebuild flow is the same telemetry routed to the agency’s own analytics workspace inside its own authorized boundary — exactly the in-boundary monitoring SI-4 and AU-2/AU-3 contemplate. Every component the library depends on (the workspace, any model-training compute) must itself be authorized and in-boundary; the moment the telemetry is shipped to an out-of-scope service for convenience, the library has recreated the flow the boundary forbids.
The Rule Library
The library is a versioned set of analytics rules under impl/detection-rules/. Each rule carries entity mappings, MITRE ATT&CK tags, tuning thresholds flagged inline, and a cross-reference to the architecture book it implements and the controls it operationalizes.
	Rule
	Reconstructs (commercial signal)
	Implements (Vol III)
	Controls operationalized

	01-impossible-travel
	Identity Protection ML impossible-travel
	SIEM/XDR
	SI-4, AC-7, IA-2

	02-atypical-ip-asn
	Identity Protection atypical-IP / unfamiliar properties
	SIEM/XDR
	SI-4, AC-2, IA-2

	03-password-spray-lowandslow
	ML spray / low-and-slow (incl. non-interactive)
	SIEM/XDR
	SI-4, AC-7

	04-token-theft-session-anomaly
	Session-anomaly heuristic; triggers CAE-approximation response
	SIEM/XDR
	SI-4, AC-12

	05-mass-label-removal-decrypt
	Sensitivity-label usage analytics
	SIEM/XDR + Data Protection
	SI-4, AU-6, AC-4

	06-dlp-override-pattern
	Behavioral-DLP override / near-miss richness
	SIEM/XDR + Data Protection
	SI-4, AU-6, AC-4

	07-anomalous-elevation-epm
	Endpoint privilege-management elevation analytics
	SIEM/XDR + PAM
	SI-4, AC-6(9)


Illustrative rule shape
Each rule is a scheduled KQL analytic over the Volume III tables. The impossible-travel rule is representative: a geo-velocity correlation across successful sign-ins, firing when the implied travel speed exceeds a commercial flight.
SigninLogs
| where ResultType == 0
| extend Lat = todouble(LocationDetails.geoCoordinates.latitude),
         Lon = todouble(LocationDetails.geoCoordinates.longitude)
| sort by UserPrincipalName asc, TimeGenerated asc
| serialize
| extend PrevLat = prev(Lat), PrevLon = prev(Lon),
         PrevTime = prev(TimeGenerated), PrevUser = prev(UserPrincipalName)
| where UserPrincipalName == PrevUser
| extend Hours = datetime_diff('minute', TimeGenerated, PrevTime) / 60.0
| extend Km = geo_distance_2points(PrevLon, PrevLat, Lon, Lat) / 1000.0
| where Hours > 0 and (Km / Hours) > 900   // faster than a commercial flight — TUNE per estate
The full, deployable rules — with entity mappings, ATT&CK tags, and per-rule tuning notes — are in the impl/detection-rules/ catalog alongside this book.
Deployment
The rules use the Sentinel scheduled-analytics-rule YAML schema and deploy through the SIEM’s repository connection (GitHub / Azure DevOps), a PowerShell module, or ARM conversion — through the change-controlled pipeline of Book VI-00, never by click-path. Every threshold is a conservative starting point flagged // TUNE: and must be calibrated against the agency’s own baseline before the rule is enabled. The prerequisite is the Volume III connector fabric: the sign-in (interactive and non-interactive), unified-audit, and device-event tables the rules query must already be landing.
Closure Necessity
Closure Necessity — the rule is what makes AU-6 assessable
The Volume III architecture proves a connected SIEM is the mechanism that satisfies AU-6/SI-4. This book is what makes that closure demonstrable: an assessor’s actual evidence request is “show me an alert that fired in the last 30 days and the incident it generated.” A SIEM with no rules cannot produce that artifact. The rules here are not an alternate closure path — they are the deployed form of the one the architecture names. Without them, the SSP describes a detection control no assessor can exercise.
Honest Limits
Carry these into any assessment; the library does not pretend to commercial parity.
· These are minutes-to-hours detections, not the continuously-tuned commercial-minutes fidelity of the vendor’s pipeline.
· They carry no global threat intelligence — the agency sees only its own tenant. The atypical-IP and leaked-credential joins are bounded by whatever threat-intel feed the agency subscribes to.
· The session-anomaly rule (04) triggers a response playbook (Book VI-04) that approximates real-time session revocation at minutes, not sub-second.
· Detections rot: thresholds drift and sources silently stop emitting. The operate-and-tune capability — the standing detection- and data-engineering that maintains and re-tunes the library — is the real cost and the precondition for the maturity claim holding over time. Book VI-08 carries the validation harnesses that catch silent decay.
Cross-References
· Volume III — SIEM/XDR Detection — the connector architecture and the AU-6 argument this library deploys.
· Book VI-04 — Response Automation (SOAR) — the playbooks high-confidence firings trigger.
· Book VI-07 — Evidence & ConMon Pipeline — where rule firings and incidents emit to the evidence contract.
· Book VI-08 — Validation & Test Harnesses — detection-efficacy and telemetry-completeness testing.
· Rule catalog: impl/detection-rules/.
Provenance
This book operationalizes the detection layer of the Volume III SIEM/XDR architecture. Vendor-specific claims (table schemas, KQL functions, Sentinel rule format) are sourced to Microsoft Learn, whose links are carried in the briefing deck spec and the Volume III architecture book rather than inline here; the reconstruction logic and thresholds are agency-authored and must be tuned to the local estate. Products named are deployed examples of the deterministic-detection mechanism, not the mechanism itself.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 04. The response half of the detection engine: the playbooks that Book VI-03’s rules trigger. It rebuilds the containment speed that a commercial cloud’s real-time revocation provides, approximated in-boundary to minutes.
What This Document Addresses
Detection without response only shortens the investigation, not the exposure. The Volume III SIEM/XDR architecture ends at the alert; this book carries the automation that acts on it. It is the in-boundary substitute for the sub-second Continuous Access Evaluation revocation the boundary removes — and it is honest that the substitute lands at minutes, not sub-second, because a playbook triggered by a scheduled analytic cannot beat the analytic’s cadence.
The design rule for every playbook here is confidence-gated action: high-confidence detections auto-contain; medium-confidence detections enrich and ticket for a human; nothing low-confidence auto-acts. Auto-containment on a noisy rule is its own denial-of-service.
The Response Ladder
	Confidence
	Action
	Human in loop?
	Substitutes for

	High (e.g. rule 04 session-anomaly with corroboration)
	Revoke sessions, confirm-compromised, force re-auth
	No — auto
	CAE sub-second revocation (→ minutes)

	Medium
	Enrich (identity/device/IP context), open ticket, raise risk
	Yes
	Vendor auto-remediation

	Standing control
	Bound token lifetime to 60–90 min
	n/a — config
	CAE exposure ceiling


Deployable Artifacts
	Playbook
	Trigger (Book VI-03)
	Action
	Substitutes for

	revoke-session
	Token-theft / session-anomaly (rule 04)
	Graph revokeSignInSessions + confirm-compromised
	CAE sub-second revocation (→ minutes)

	disable-principal
	High-confidence account compromise
	Disable account, block sign-in
	Automated account containment

	short-token-lifetime (config)
	Standing control
	Bound token lifetime to 60–90 min
	CAE exposure ceiling

	enrich-and-ticket
	Medium-confidence detections
	Enrich with identity/device context, open ticket (human-in-loop)
	Vendor auto-remediation


Illustrative playbook — session revocation on a high-confidence session anomaly
The revoke-session playbook is the containment path for Book VI-03 rule 04. It runs entirely in-boundary against the management plane; the containment action is a Graph call, and the whole run is itself logged as an incident action into the evidence contract.
// Logic App / Automation runbook (deployed example) — pseudocode of the revoke-session flow
{
  "trigger": "Sentinel incident: rule 'token-theft-session-anomaly'",
  "steps": [
    { "guard": "incident.severity == 'High' && entities.Account != null" },        // confidence gate
    { "graph": "POST /users/{account}/revokeSignInSessions" },                      // AC-12 containment
    { "graph": "PATCH /identityProtection/riskyUsers/confirmCompromised",
      "body": { "userIds": ["{account}"] } },                                       // raise risk state
    { "ticket": "create IR record, link Sentinel incident, attach entity context" },// IR-4 record
    { "evidence": "emit response-action to the evidence contract (Book VI-07)" }     // CA-7 evidence
  ],
  "notes": "Containment latency = detection cadence (minutes), not CAE sub-second. TUNE the confidence gate."
}
The short-token-lifetime artifact is not a playbook but a standing configuration: it bounds the maximum exposure window so that even a missed detection cannot leave a stolen token valid indefinitely. It is the exposure ceiling under which the playbooks operate.
Deployment
1. Deploy playbooks through the pipeline (Book VI-00); grant the automation identity only the Graph scopes each action needs (least privilege — the revocation identity should not also be able to create accounts).
1. Wire each Book VI-03 rule to its playbook via the SIEM automation rules; start every auto-containment playbook in alert-only mode and promote to auto-action only after the triggering rule’s false-positive rate is measured (Vol III Book 06).
1. Set the standing token-lifetime bound in the certificate & token identity plane (Vol I Book 03).
Closure Necessity
Closure Necessity — a detection with no response is exposure, not control
IR-4 requires incident handling, not just detection. These playbooks are what convert a Book VI-03 firing into a bounded containment action and a documented incident record — the artifact an assessor asks for. Without them, the detection layer shortens time-to-know but not time-to-contain, and the token-theft window stays open for the full token lifetime.
Controls Operationalized
	Control
	Title
	How this book deploys it

	IR-4/6
	Incident Handling / Reporting
	Automated containment + enriched incident records

	AC-12
	Session Termination
	Session revocation + short token lifetime

	AC-2(13)
	Disable Accounts (high-risk)
	disable-principal on high-confidence compromise


Honest Limits
· Containment is minutes, not sub-second — bounded by the detection cadence. The short-token-lifetime config is the standing ceiling that makes that latency tolerable.
· Auto-containment amplifies a noisy rule into an availability incident; the confidence gate and the alert-only ramp (Vol III Book 06) are mandatory, not optional.
· The playbooks act only on the agency’s own tenant; a compromised identity federated elsewhere is outside their reach.
Cross-References
· Book VI-03 — the detections these playbooks respond to.
· Vol I Book 03 — the token-lifetime standing control (short-lived tokens, refresh-token policy gate).
· Volume III — SIEM/XDR — the incident-workflow architecture.
· Book VI-07 — response actions emit to the evidence contract.
· Vol III Book 06 — false-positive measurement that gates auto-action.
Provenance
Draft. Containment latency is honestly minutes, not sub-second. The playbook pseudocode is an illustrative flow to adapt, not a deployable runbook. Products are deployed examples of the SOAR-containment mechanism, which is portable across automation engines.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 05. Deployable realization of Volume III (Data Protection): the federal CUI sensitivity-label taxonomy, DLP policy packs, and agency-controlled cryptographic key management, expressed as code and applied through the Book VI-00 pipeline.
What This Document Addresses
Volume III establishes that the payload — not the pipe — is the unprotected surface: a network boundary can see a file move but cannot tell whether it is a press release or a Privacy Act record, so it cannot enforce “block external sharing of CUI.” Classification, movement restriction, and agency-controlled encryption are the closing mechanisms.
This book deploys them as code: the CUI label taxonomy, DLP policies as versioned packs, and key management (customer-managed keys, rotation, revocation) as infrastructure. Deploying the taxonomy as code is what makes the classification travel with the payload and the enforcement reproducible — the label is the machine-readable signal every downstream control (DLP, the CASB, the Book VI-03 detections) acts on.
The Federal CUI Taxonomy as Code
The taxonomy is a declared hierarchy, not a set of portal-created labels, so that the protection settings at each tier are reviewable and consistent across the estate.
	Tier
	Label
	Encryption
	Access scope
	Audit

	Public
	none / “Public”
	none
	unrestricted
	standard

	Internal
	“Internal”
	none
	agency domain (informational)
	standard

	CUI-Basic
	“CUI-Basic”
	yes — BYOK
	agency domain (enforced)
	standard + label events

	CUI-Specified
	“CUI-Specified — [Category]”
	yes — BYOK
	named holders, time-limited
	premium


Illustrative artifact — label taxonomy and BYOK protection as code
# Sensitivity label taxonomy (deployed example: Purview, applied via PowerShell) — AC-4 / SC-28
New-Label -Name "CUI-Basic" -DisplayName "CUI-Basic" `
  -EncryptionEnabled $true -EncryptionProtectionType "Template" `
  -EncryptionRightsDefinitions $agencyDomainRights `        # access scope = agency domain (enforced)
  -ContentType "File, Email, Site, UnifiedGroup"
New-Label -Name "CUI-Specified-PrivacyAct" -DisplayName "CUI-Specified — Privacy Act" `
  -ParentId (Get-Label "CUI-Specified").Guid `              # child of the Specified parent
  -EncryptionEnabled $true -EncryptionContentExpiredOnDateInDaysOrNever "90"  # time-limited holders
# Keys are agency-held (BYOK): rotation and revocation live in the key-vault module below.
The key material is the other half: sensitivity-label encryption for the CUI tiers binds to agency-held keys, so the agency can rotate or revoke them — for instance after an administrator with access departs. The key vault, its customer-managed keys, rotation policy, and access policy are declared as infrastructure (SC-12/12(1)), giving the audit trail SC-28 and AU-10 expect.
Deployable Artifacts
	Artifact
	Realizes (Vol III)
	Deployed example
	Multi-CSP substitution

	Sensitivity-label taxonomy (CUI tiers, parent/child, protection settings)
	Information classification & marking
	Purview labels via PowerShell/Graph as code
	AWS Macie classifications; data-tagging policy

	DLP policy packs (service/endpoint/network)
	AC-4 movement restriction
	Purview DLP as code
	Symantec/Forcepoint DLP policy-as-code

	Key management (CMK/BYOK, rotation, access policy)
	SC-12/12(1), SC-28
	Key Vault + CMK Terraform
	AWS KMS + CloudHSM as code

	Audit-retention configuration
	AU-10 non-repudiation (agency-elected, above the Moderate baseline), retention
	Purview Audit tier + export as code
	CloudTrail Lake retention config


Deployment
1. Deploy the key vault and customer-managed keys first (the labels’ encryption depends on them); set the rotation policy and restrict key access to a minimal, audited set.
1. Apply the label taxonomy as code, then the label auto-labeling / publishing policy scoped to the pilot before tenant-wide.
1. Apply DLP policy packs in test/notify mode, measure false positives, then enforce — the Book VI-03 DLP-override detection (rule 06) watches for abuse of the override path once enforcing.
1. Set the audit tier and export so retention meets the OMB M-26-14 event-logging maturity level and the Volume III audit-retention rationale (this is also the fix for the retention cliff, the point at which standard audit retention lapses, that the detection layer depends on for long-tail forensics).
Closure Necessity
Closure Necessity — a label the pipe can read is what makes payload control possible
Volume III shows a network boundary cannot enforce “block external sharing of CUI” because it cannot read the payload. This book deploys the label that carries the classification with the file, and the keys the agency alone can rotate — the deployed form of the payload-protection mechanism. Without a machine-readable label taxonomy and agency-held keys, AC-4 and SC-12 are policy statements no control enforces, and the CASB has no payload signal to act on.
Controls Operationalized
	Control
	Title
	How this book deploys it

	AC-4
	Information Flow Enforcement
	Label-derived DLP movement restriction

	SC-12/12(1)
	Cryptographic Key Establishment & Management
	CMK/BYOK, rotation, revocation as code

	SC-28
	Protection of Information at Rest
	CMK-backed encryption of classified stores

	AU-10
	Non-repudiation (agency-elected, above the Moderate baseline)
	Premium audit tier + immutable export

	MP-3
	Media Marking
	Label-driven electronic marking of CUI; physical-media controls (MP-2/4/5) out of scope


Honest Limits
· Auto-labeling accuracy is bounded by the classifier; manual-label discipline and the Book VI-03 mass-label-removal detection are the compensations for mislabeled or stripped content.
· Agency-held keys shift the operational burden of key custody to the agency — rotation and recovery become the agency’s responsibility, not the platform’s.
· DLP pattern packs restrict movement of matched content; they do not reconstruct a content-fingerprint behavioral model (see Book VI-03 rule 06 residual).
Cross-References
· Volume III — Data Protection (Purview) — the architecture this book deploys.
· Book VI-03 — the label/DLP detections that watch this deployment for abuse.
· Book VI-01 — the landing zone and authorized boundary the key vault is deployed inside.
· Book VI-07 — label and key events emit to the evidence contract.
Provenance
Draft. Products are deployed examples; substitution columns preserve the mechanism. The PowerShell is an illustrative pattern to adapt, not a drop-in script — validate against current cmdlet schemas and the agency’s CUI category set. Vendor capability claims name deployed examples and substitution candidates; their Microsoft Learn and AWS documentation sources are carried in the briefing deck spec (Vol_VI_Book_05.yaml), not inline here.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 06. Deployable realization of the configuration and posture architecture of Volume III (Cloud-Native Posture, Patch & Systems Management): secure-baseline policy-as-code with continuous drift detection, applied through the Book VI-00 pipeline.
What This Document Addresses
A baseline that no pipeline enforces is a document, not a control. Volume III establishes the required secure-configuration posture — SCuBA for the cloud business applications, CIS/STIG for the platforms — and makes the sharp point that conformance tooling measures drift from an intended state; it cannot author one.
This book authors the intended state as machine-enforced policy, detects drift against it continuously, and reconciles or reports it. It operationalizes, through CM-6(1)/(2) automation, the enforce-detect-reconcile loop over base CM-6: an enforced configuration, a detection of deviation, and a documented reconciliation — not a spreadsheet of settings someone once applied.
The Baseline Lifecycle
Each baseline moves through four as-code stages; the last two are what turn a one-time hardening into a standing control.
	Stage
	Artifact
	Control tie

	Author
	Baseline definition (SCuBA/CIS/STIG mapped to policy)
	CM-6 settings

	Assign
	Policy assignment to the target scope
	CM-2 baseline

	Detect
	Continuous compliance scan → drift record
	CM-3 change; CM-6

	Reconcile / report
	Auto-remediate where safe; POA&M where not
	CM-6; SI-2 feed


Deployable Artifacts
	Artifact
	Realizes (Vol III)
	Deployed example
	Multi-CSP substitution

	SCuBA baseline conformance packs
	CM-6 cloud business-app baseline
	ScubaGear assessment + policy-as-code
	equivalent CIS cloud benchmark packs

	Guest/machine-config baselines
	CM-2/6 OS configuration
	Azure Machine Config (Guest Config)
	AWS SSM State Manager; GCP OS Config

	Host hardening roles
	CM-6/7 least functionality
	Ansible/DSC roles mapped to STIG/CIS
	Chef/Puppet equivalents

	Drift detection + reconciliation
	CM-3 change control; SI-2 flaw feed
	Config drift export to evidence contract
	native config-compliance exports


Illustrative artifact — a machine-config baseline with drift export
The baseline declares the desired setting and what to do when the fleet drifts from it. The drift record is not a dashboard tile — it is emitted to the evidence contract so CM-6 compliance is continuously attestable and SI-2 sees the remediation feed.
# Guest/machine-config baseline (deployed example: Azure Machine Config) — CM-6
baseline: cis-l1-win-server
assignment:
  scope: /subscriptions/*/resourceGroups/prod
  enforcementMode: AuditThenRemediate     # detect first, remediate the safe rules
rules:
  - id: 2.3.1.1
    setting: "Accounts: Administrator account status"
    desired: "Disabled"
    onDrift: remediate
  - id: 18.9.x
    setting: "Configure SMBv1 client driver"
    desired: "Disabled"
    onDrift: report          # TUNE: report-only where auto-remediation risks a break
driftExport:
  target: evidence-contract  # Book VI-07: every drift + reconciliation is an evidence record
The SCuBA conformance packs are the cloud-business-application counterpart: the assessment output is diffed against the intended SCuBA baseline, and any governed exception is carried as a documented deviation rather than an open drift — so an assessor sees a governed exception backed by policy, not a silent gap.
Deployment
1. Assign each baseline in audit-only first; measure the drift population before enabling any auto-remediation — a baseline that auto-remediates a setting the estate depends on is an availability incident.
1. Split rules into remediate (safe, idempotent) and report (needs human judgment); the split is itself reviewed in the pull request.
1. Wire drift and reconciliation records to the evidence contract (Book VI-07) so CM-6 is continuously evidenced.
1. Feed unremediated drift into the SI-2 remediation queue and the POA&M.
Closure Necessity
Closure Necessity — an unenforced baseline is not a baseline
Volume III proves conformance tooling measures drift from an intended state; it cannot author one. This book authors the intended state as code and enforces it. Base CM-6 requires an established, documented, and implemented baseline; this book operationalizes it through CM-6(1) automated management and verification and CM-6(2) response to unauthorized changes, so the baseline is machine-enforced and drift is detected and dispositioned — a spreadsheet of settings no pipeline applies closes nothing, and a scanner with no authored baseline has nothing to measure against.
Controls Operationalized
	Control
	Title
	How this book deploys it

	CM-2/6
	Baseline Configuration / Settings
	Policy-as-code baselines + drift detection

	CM-3
	Configuration Change Control
	Drift records + reconciliation through the pipeline

	CM-7
	Least Functionality
	Host hardening roles

	SI-2
	Flaw Remediation
	Drift/patch-state feed into the remediation queue


Honest Limits
· Auto-remediation is safe only for idempotent, low-blast-radius settings; the report path exists precisely because not every drift can be closed without human judgment.
· SCuBA/CIS/STIG baselines are point-in-time; they must track the publishing authority’s updates, or the “baseline” silently ages out of currency.
· Cloud-native posture (CSPM) findings on multi-CSP estates require per-CSP packs; the mechanism is uniform, the pack content is not.
Cross-References
· Volume III — Cloud-Native Posture / Patch & Systems Management — the architecture this book deploys.
· Book VI-07 — drift and conformance results emit to the evidence contract.
· Book VI-08 — baseline conformance is validated by the test harnesses.
Provenance
Draft. Products are deployed examples; substitution columns preserve the mechanism. The baseline YAML is an illustrative pattern to adapt, not a drop-in pack. Baseline sources (CISA SCuBA, CIS Benchmarks, DISA STIG) cite their publishing authority.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 07. Deployable realization of the Volume III Multi-Cloud Evidence Fabric and the Volume IV continuous-monitoring and authorization-package architecture: the pipeline that turns the telemetry every deployed mechanism emits into machine-readable, control-bound continuous-monitoring evidence.
What This Document Addresses
Each Volume VI book emits deployment and operating evidence — a drift record, a detection firing, a revocation action, a key rotation. Scattered, that telemetry proves nothing. This book carries the pipeline that consumes it: the normalized evidence contract every mechanism writes to, the correlation keyed to authoritative asset identity and time, the binding of each record to the control and Key Security Indicator it satisfies, and the emission of the machine-readable authorization package.
It is where “we deploy the control” becomes “here is continuously-refreshed evidence, bound to the control, in the package an assessor reads.”
The Evidence Contract
The contract is a single normalized record shape that every deployed mechanism emits. It is the interface that keeps the pipeline engine-neutral: any conformant back-end can consume the contract and produce the package.
// evidence-contract record — the normalized shape every Vol VI mechanism emits
{
  "source":      "vi-06/machine-config",     // which deployed mechanism
  "assetId":     "ipam:10.4.2.17",           // authoritative identity (Book VI-01 IPAM/DDI join key)
  "timestamp":   "2026-07-09T15:13:00Z",
  "control":     ["CM-6"],                    // control(s) this record evidences
  "ksi":         ["KSI-CMT"],                 // FedRAMP 20x KSI theme(s)
  "verdict":     "compliant",                 // compliant | drift | remediated | exception
  "detail":      { "rule": "2.3.1.1", "desired": "Disabled", "observed": "Disabled" },
  "evidenceRef": "loganalytics://.../row/abc123"
}
Two properties make the record load-bearing: the assetId is the authoritative IPAM/DDI identity from Book VI-01, so records from different surfaces correlate to the same asset (AU-12(1)); and the control/ksi fields are what bind raw telemetry to the authorization package rather than leaving it as undifferentiated logs.
Deployable Artifacts
	Artifact
	Realizes
	Deployed example
	Multi-CSP substitution

	Evidence-contract emitters (per mechanism)
	AU-3 normalized record
	Diagnostic settings + DCR to the workspace
	native audit export to the lake

	Cross-surface correlation (asset-id + time)
	AU-12(1) time-correlated trail
	Workspace joins keyed to IPAM/DDI identity
	equivalent lake correlation

	KSI binding layer
	FedRAMP 20x KSI attestation
	evidence-slot → KSI mapping as code
	same mapping over any lake

	Machine-readable package emission
	CA-7 ConMon; OSCAL AP/AR/POA&M
	OSCAL emitter over the evidence contract
	any OSCAL-conformant emitter


Engine-neutral by contract — The evidence contract is an open, normalized record; the emitters and the OSCAL generator are named by function. Any conformant evidence engine can produce the package from the contract. The series does not bind the pipeline to a particular back-end — the contract is the interface, and the back-end is a swappable deployed example.
The Pipeline
1. Collect — each mechanism’s emitter writes evidence-contract records (via diagnostic settings / data-collection rules) to the telemetry lake, in-boundary.
1. Correlate — records are joined on assetId + time, producing the system-wide time-correlated trail AU-12(1) expects.
1. Bind — the KSI binding layer maps each control-tagged record to its evidence slot and KSI theme.
1. Emit — the OSCAL emitter produces the Assessment Plan / Assessment Results / POA&M bundle on a schedule, so the package is continuously current rather than assembled at audit time.
Closure Necessity
Closure Necessity — evidence no pipeline emits does not exist to an assessor
Volume III/IV prove the evidence fabric is the mechanism that makes continuous monitoring real. This book deploys it: CA-7 is satisfied by a pipeline that continuously refreshes control-bound evidence and emits the package, not by a claim that monitoring occurs. Remove it and every other Volume VI deployment is invisible to the authorization process — the controls operate but cannot be shown to.
Controls Operationalized
	Control
	Title
	How this book deploys it

	CA-7
	Continuous Monitoring
	Telemetry→evidence→KSI→package pipeline

	AU-6(1)
	Automated Process Integration
	Automated aggregation and analysis across surfaces

	AU-12(1)
	System-wide and Time-correlated Audit Trail
	Asset-id + time correlation across the lake

	CA-5
	Plan of Action & Milestones
	POA&M items emitted from unremediated drift/findings


Honest Limits
· The pipeline is only as complete as its emitters — a mechanism that deploys but does not emit an evidence-contract record is invisible; Book VI-08’s telemetry-completeness workbook is the guard against silent emitter failure.
· Correlation depends on the authoritative assetId; where the IPAM/DDI identity is missing, records cannot be joined and the trail fragments.
· The OSCAL package reflects the evidence present; it cannot attest a control whose mechanism emits nothing.
Cross-References
· Volume III — Multi-Cloud Evidence Fabric and Volume IV — Authorization Package & ConMon — the architecture this book deploys.
· Books VI-01…VI-06 — the mechanisms whose evidence this pipeline consumes.
· Book VI-08 — telemetry-completeness validation that guards the emitters.
Provenance
Draft. The pipeline is engine-neutral by contract; back-ends named are deployed examples. The evidence-contract record is an illustrative shape to adapt. Format standards (OSCAL, the FedRAMP 20x KSI schema) cite their publishing authority.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 08. The validation layer for the whole volume: the harnesses that prove each deployed artifact actually works and keeps working, closing the gap between “deployed” and “operating.”
What This Document Addresses
The most dangerous failure in this volume is the silent one: a detection that never fires because a source stopped emitting, a baseline that drifted unnoticed, an IaC change that regressed a control, an evidence emitter that went dark. A rebuild fails silently far more often than it fails loudly, and a control that fails silently is worse than one known to be absent — it carries false confidence into an authorization.
This book carries the harnesses that make failure loud: detection-efficacy tests against known-good events, telemetry-completeness workbooks that alert when a source goes dark, and smoke tests that verify a deployment actually closed what it claims.
The Three Harnesses
	Harness
	Question it answers
	Fires when

	Detection-efficacy
	Do the Book VI-03 rules still catch what they should?
	A replayed known-bad event does not raise its rule

	Telemetry-completeness
	Is every expected source still emitting?
	A table’s freshness exceeds its SLA

	Deploy smoke test
	Did the IaC actually close the control?
	A post-apply assertion fails


Deployable Artifacts
	Artifact
	Realizes
	Deployed example
	What it catches

	Detection-efficacy tests
	CA-2 assessment
	Replay of known-good/attack events against Book VI-03 rules
	False-negative posture; rule regressions

	Telemetry-completeness workbook
	CA-7(3) trend monitoring
	Data-freshness checks across every expected table
	Sources that silently stopped emitting

	Deploy smoke tests
	CA-2 assessment
	Post-apply assertions on IaC (Books VI-01/02/05/06)
	Deployments that did not close the control

	Baseline conformance re-check
	CM-6 verification
	Scheduled re-scan vs. the intended baseline
	Configuration drift past reconciliation


Illustrative artifact — the telemetry-completeness check
The single most valuable harness, because every other control in the volume depends on its source still emitting. It asserts that each expected table has produced data within its freshness SLA; a table that goes silent is the leading indicator of a blind detection.
// Telemetry-completeness — alert when any expected source exceeds its freshness SLA (CA-7(3))
let expected = datatable(TableName:string, SlaMinutes:long) [
  "SigninLogs", 60, "AADNonInteractiveUserSignInLogs", 60,
  "OfficeActivity", 120, "DeviceEvents", 120
];
expected
| join kind=leftouter (
    union withsource=TableName SigninLogs, AADNonInteractiveUserSignInLogs, OfficeActivity, DeviceEvents
    | summarize LastSeen = max(TimeGenerated) by TableName
  ) on TableName
| extend AgeMin = datetime_diff('minute', now, LastSeen)
| extend Status = iff(isnull(LastSeen) or AgeMin > SlaMinutes, "STALE", "ok")
| where Status == "STALE"        // any row here is a source that went dark — a blind detection
| project TableName, LastSeen, AgeMin, SlaMinutes
The detection-efficacy harness is the active counterpart: it replays a library of known-bad events (a benign impossible-travel pair, a scripted spray burst) into a test scope and asserts the corresponding Book VI-03 rule raises — so a rule that silently regressed after a schema change is caught by a test, not by a missed incident.
Deployment
1. Schedule the telemetry-completeness workbook at the tightest source SLA; route STALE results to a high-severity alert — a dark source is a control outage.
1. Maintain the known-bad event library as code alongside the Book VI-03 rules; run efficacy tests on every rule change (regression gate) and on a schedule.
1. Attach smoke tests to each IaC pipeline (Books VI-01/02/05/06) so a deploy that does not close its control fails the pipeline, not the audit.
1. Schedule the baseline conformance re-check against the Book VI-06 intended baseline; surface drift past reconciliation as a CM-6 verification finding.
1. Emit all harness results to the evidence contract (Book VI-07) as CA-2 assessment evidence.
Closure Necessity
Closure Necessity — an unverified control is a hope, not a control
CA-2 requires that controls be assessed, and CA-7(3) that monitoring detect degradation. This book is what makes the rest of the volume trustworthy over time: without a harness that fires when a detection goes blind or a baseline drifts, the deployment decays into false confidence — the exact operate-and-tune failure Book VI-00 warns against. The harnesses are the difference between “deployed once” and “operating.”
Controls Operationalized
	Control
	Title
	How this book deploys it

	CA-2
	Control Assessments
	Efficacy + smoke tests exercising deployed controls

	CA-7(3)
	Trend Analyses
	Telemetry-completeness and drift trend monitoring

	CM-6
	Configuration Settings
	Scheduled baseline conformance re-scan against the intended baseline

	SI-4
	System Monitoring
	Source-liveness monitoring as a first-class signal


Honest Limits
· Detection-efficacy tests prove a rule can fire on a known pattern; they do not prove coverage of unknown attacker variants — they bound false-negative regression, not the false-negative floor.
· The known-bad event library must be maintained as attacker behavior and schemas change, or the efficacy test silently ages into a rubber stamp.
· Smoke tests assert what they are written to assert; a control dimension no test covers is still unverified.
Cross-References
· Books VI-01…VI-07 — every artifact this volume validates.
· Book VI-00 — the operate-and-tune discipline these harnesses enforce.
· Book VI-03 — the detections whose efficacy is tested here.
· Book VI-07 — validation results emit to the evidence contract as assessment evidence.
Provenance
Draft. The harnesses are the standing quality gate for the deployable-artifact layer. The KQL is an illustrative pattern to adapt, not a drop-in workbook. Products named are deployed examples of the validation mechanism.
