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[bookmark: _Toc00000699]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s modernization overview brief, the federal modernization case study and its framing pattern, the modernization principles, the guide to using the repository, and the program’s master project plan and its short twin. Every external claim was checked against a primary source, on the date given in its note, and carries that note. The earlier pages are kept in the repository’s archive/b00-orientation/ folder, and their old addresses forward to the chapters that replaced them. The repository’s own charter and plan stay where they are; Chapters 03 and 05 are their book editions.
[bookmark: _Toc00000700]Guidance, not federal policy
The Federal Modernization Workbook is independent technical guidance. Where it says a law, memorandum, directive or standard requires something, it cites that source and the note gives the passage. Everything else, including the program’s prerequisites, phases, gates, principles and decision rights, is the workbook’s own recommendation, offered as one way to meet those requirements, not as a requirement itself. The reference design targets Microsoft’s identity and management stack (Entra ID, Intune, Azure Arc and the Microsoft 365 government clouds). Book 01, Appendix B says what still applies when an agency’s stack differs.
15-minute presentation (about 12 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 23 narrated): the decisions leadership must make, with owners and timing, on the Presentations page.
Most federal IT estates still run on a client/server model built around Active Directory, and for twenty years that directory quietly did governance nobody wrote down: where an account or a computer sat in the tree decided what it could reach and who could change it. Federal policy and vendor lifecycles now set clocks the estate can’t ignore, from Zero Trust and cloud-configuration directives to logging rules and end-of-support dates. Meeting them one product at a time rebuilds the same governance gaps in a new place. Book 00 makes the case for running modernization as one governed program, explains how the workbook is built and how to read it, and sets out that program: a charter with measurable success criteria, fifteen principles, a plan of seven phases and six gates, seven chartered complementary projects and an eighth that draws on two of them, clear decision rights, and the work from pre-flight to steady state. The other books carry each domain in depth.
[bookmark: _Toc00000701]Why, what, who, how
	
	Question
	Chapters

	Why
	Why modernize now, and how is this workbook meant to be used?
	01, 02

	What
	The program’s charter, its principles, its plan of phases and gates, and the complementary projects
	03, 04, 05, 06

	Who
	Who runs the program, and who decides what
	07

	How
	Pre-flight and the assessment; design, pilot and rollout; retirement, steady state and measuring success
	08, 09, 10


Appendices: A — Risk register and control traceability · B — The engagement archetype (illustrative) · C — Funding and acquiring the program · D — Control states, authority labels and evidence
[bookmark: _Toc00000702]Reading paths
· Executives and sponsors (20 minutes): Chapters 01, 03 and 07, or the 15-minute presentation.
· Program and project managers: Chapters 03, 05, 06 and 07, then 08–10, with Appendix A.
· Architects and technical leads: Chapters 01, 04 and 05, then the domain books from Book 01.
· New readers of the workbook: Chapter 02 first.
[bookmark: _Toc00000703]Where this book sits in the workbook
This is Book 00 of the Federal Modernization Workbook, the front door to the series. Book 01 — The Transformation Arc carries the technical arc and sets the roadmap’s phases and gates, which this book’s plan follows; Book 01, Chapter 09 holds the program-wide decision matrix. Each principle in Chapter 04 names the book and chapter that carry it in depth, and each project in Chapter 06 names its book.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Appendix D.
[bookmark: _Toc00000704]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Workbook Map replaces the Site Map (#364); Approve Book 19’s index and the Source Register; settle the sweep’s judgment calls (#365); Book 00: fix confirmed crosswalk errors (published scope, Reference menu, Foundation gate, gate template link, Cloud PKI entitlement, test plan catalog) (#410); Apply the open-choice decisions: text, plans, training, reference, register (#416); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); Book 00: fix 18 inconsistencies (G0 conditions, phases, drift classes, charters, GPO link order, reading paths) (#421); and 6 more (all changes)

	1.4
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.3
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344); Source links: slides link their sources, YouTube descriptions, and sources on the Watch page (#349); Source Register: a permanent row for every source, under revision control (#350); Book 00 Chapter 01: the workbook’s Windows Server planning standard (#352); YouTube descriptions: a bare link names its Source Register row (#354); Decks and narration: the Windows Server standard in ten decks (#355)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269)

	1.0
	2026.10
	2026-10-31
	First edition (23 merged changes since the book began)


[bookmark: _Toc00000705]Chapter 01 — Why Modernize, and Why Now
The estate’s governance was never written down because the directory supplied it, and the clocks that now set the schedule belong to other people.
[bookmark: _Toc00000706]In this chapter
The governance a typical federal estate runs on without knowing it, because Active Directory supplied it through where objects sit. The external clocks, federal policy and vendor support dates, that now set the modernization schedule, each checked against its primary source on the date in its note, and what those clocks do and don’t require. Why the work can’t be run as a set of separate projects, and what the rest of this book sets up instead: a charter, principles, a gated plan, decision rights and a portfolio of complementary projects.
Most federal IT estates still run on the client/server model they built in the early 2000s. Users sign in to a Windows domain, servers trust that domain, and an Active Directory forest sits at the center, answering questions nobody thinks to ask any more. The model has outlasted several waves of change because it works. Email and collaboration moved to Microsoft 365, workloads spread into one or more commercial clouds, and the directory kept answering.
Two things have changed. First, the target estate doesn’t have a directory that answers those questions on its own. A cloud tenant has no organizational units to inherit policy from, no forest that every server trusts by default, and no place in a tree that quietly decides who administers what. Every one of those answers has to be rebuilt as an explicit decision. Second, the schedule is no longer the agency’s own. Federal policy and vendor support dates now arrive from outside, on fixed dates, whether the agency is ready or not.
This chapter makes the case that both facts together turn modernization into a program, not a set of projects. Book 01, Chapter 01 tells the longer history of how federal IT reached its current shape; this chapter starts from where the estate is now.
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Active Directory supplied governance through where an object sat; in the cloud estate each of those functions has to become an explicit, owned decision.
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When an agency describes its governance, it usually points to policies, boards and authorization packages. Much of the governance that actually operates every day is somewhere else: in the shape of the directory.
Active Directory introduced the organizational unit with Windows 2000, as a container for grouping objects “for administrative purposes, such as delegating administrative rights and assigning policies.”1 That one design decision carries most of the argument. Placing a user or computer in an OU decided, at the same moment and without a separate record, several things that a modern estate has to decide explicitly:
· Who administers it. Control over an OU and the objects in it is set by the access control lists on the OU, and AD DS lets owners delegate full or limited control over those objects to other users or groups.2 Moving an account into a regional OU quietly handed it to that region’s administrators.
· Which policy applies to it. Group Policy objects are linked to sites, domains and OUs, and are applied in that order, with the container closest to the user or computer winning.3 Security baselines, firewall rules, drive mappings and certificate settings followed the object’s position in the tree.
· What it can reach. Group membership granted access to file shares, applications and databases, and nested groups carried access a long way from the decision that granted it.
· How it is named. DNS zones stored in Active Directory replicate through directory replication, and domain controllers accept secure dynamic updates to them.4 Name resolution for the whole estate rode on the forest.
· Whether it is trusted. An enterprise certificate authority uses identity information already in Active Directory, and Group Policy designates which users and machines receive which certificates.5 Wi-Fi, VPN, smart-card sign-in and server TLS trusted whatever the directory enrolled.
None of this was wrong. It was efficient, and for a quarter century it meant an agency got a working governance model as a side effect of running a directory. The cost is that the model was never stated. The decisions live in OU placement, group nesting, GPO links and inherited permissions. Book 01 counts eleven categories of object the directory governs this way (Book 01, Chapter 02), and Book 02 maps them as the hidden migration surface (Book 02, Chapter 04).
Why the cloud doesn’t inherit it
Microsoft Entra ID doesn’t reproduce the tree. Its closest equivalent, the administrative unit, restricts a role’s permissions to a defined part of the organization, but administrative units can’t be nested and an object can belong to several at once.6 Policy in the cloud estate is assigned to groups and evaluated per sign-in, not inherited from a container (Book 05, Chapter 01). Access is a Conditional Access decision (Book 04). Names and addresses move to a DDI platform (Book 08), and certificate trust to a target PKI (Book 07).
Each replacement is better defined than what it replaces, and each requires someone to decide what the old placement meant. That is the work most migration plans leave out. An agency that moves users and groups and retires the forest without recovering those decisions doesn’t modernize its governance. It deletes it, and finds out later which decisions the directory had been making. Book 02, Chapter 01 traces the consequences for identity in detail.
The same pattern runs through the people side of the estate. In many agencies the directory, not the HR system, is the working record of who exists, who reports to whom and who should approve what. When the directory changes, that implicit authority changes with it. Book 03 argues that HR, not IT, should decide who exists, and shows how to rebuild the authority deliberately.
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For most of the client/server era, an agency could choose when to change its estate. That is no longer true. Two kinds of clock now set dates from outside: federal policy, and the support lifecycles of the products the estate runs on. Neither waits for the agency’s own plan.
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The external clocks as of October 21, 2026: federal policy and vendor support dates already passed and still ahead, all landing on the same estate.
Federal policy
The federal clocks are set by a small number of documents. Each carries a different kind of authority, and the dates matter less than what each actually asks for. Book 11, Chapter 03 reads the Zero Trust instruments in full; this table gives the dates.
	Instrument
	Issued
	What it sets
	Dates

	OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles
	January 26, 2022
	A federal Zero Trust strategy “requiring agencies to meet specific cybersecurity standards and objectives”; it covers on-premises and hybrid systems as well as cloud7
	By the end of fiscal year 2024 (passed; the actions remain in force)

	CISA BOD 25-01, Implementing Secure Practices for Cloud Services
	December 17, 2024
	Mandatory SCuBA configurations for production cloud tenants with a finalized CISA baseline, continuous assessment and reporting8
	Tenant inventory February 21, 2025; tools April 25, 2025; mandatory policies June 20, 2025; new tenants baselined before their authorization to operate

	CISA BOD 26-02, Mitigating Risk From End-of-Support Edge Devices
	February 5, 2026
	Inventory and removal of end-of-support devices on the agency network boundary that are reachable from the internet9
	Inventory within 3 months; decommission listed devices within 12 months (February 5, 2027); all identified devices within 18 months; continuous discovery within 24 months

	OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats
	May 22, 2026
	Rescinds M-21-31; a risk-based logging approach built on continuous event monitoring and on threat hunting, investigation, response and forensics10
	Agency Logging Plan within 90 days of CISA’s Logging Reference Architecture, then maturity Levels 1, 2 and 3 within 120, 180 and 320 days

	FedRAMP Consolidated Rules for 2026
	Launched June 25, 2026
	How cloud service offerings are certified, in Classes A to D11
	Mandatory for all stakeholders January 1, 2027, with some areas carrying their own applicability and effective dates; over the following year every cloud service provider must follow the rules to keep its certification; no new Rev5 certification applications after June 11, 202712


CISA published the Logging Reference Architecture on August 20, 2026.13 Counted from that date, M-26-14’s agency deadlines fall on November 18, 2026 for the logging plan, December 18, 2026 for Level 1, February 16, 2027 for Level 2 and July 6, 2027 for Level 3. Those four dates are the program’s arithmetic, not dates OMB published; an agency should confirm them with its own CISO office.
Vendor support
The second set of clocks is the support lifecycle of what the estate runs. After end of support there are no new security updates, non-security updates, assisted support or content updates.14 For an estate built in the early 2000s, the dates cluster:
	Product
	End of support
	Status on October 21, 2026

	Windows 10 (Enterprise, Education, Home and Pro)
	October 14, 202515
	Passed

	Exchange Server 2016 and 2019; Office 2016 and 2019
	October 14, 202515
	Passed

	SQL Server 2016; SharePoint Server 2016 and 2019
	July 14, 202614
	Passed

	Windows Server 2012 and 2012 R2, Extended Security Updates Year 3
	October 13, 202614
	Passed

	Windows Server 2016
	January 12, 202716
	The workbook’s planning deadline; see the standard below

	SQL Server 2017
	October 12, 202716
	About a year away

	Windows Server 2019; Microsoft Identity Manager 2016
	January 9, 202917
	Within a typical program’s horizon


Two of these deserve a note. Microsoft extended Microsoft Identity Manager 2016’s end of support from January 13, 2026 to January 9, 2029,18 so an agency that synchronizes HR data into Active Directory through it has a date, not an open-ended bridge. And Windows Server 2019, the minimum in the standard below, shares that date, which falls inside the window in which most agencies will still be running a forest.
A vendor date is not a federal mandate on its own, but the two connect. BOD 26-02 turns end of support into a directed action for internet-facing edge devices,9 and every system security plan asserts flaw remediation that an unsupported product can’t deliver. Running past end of support becomes a risk acceptance an authorizing official has to sign.
The workbook’s server standard
This workbook plans on Windows Server 2016 being gone from production by its January 12, 2027 end of support, with Windows Server 2019 as the minimum. Any 2016 server that remains is an exception, with Extended Security Updates through Azure Arc, a signed risk acceptance and a retirement date.
This is the workbook’s planning standard. It isn’t a federal requirement, and it isn’t a count of where agencies stand. An agency that still runs 2016 servers on that date can use everything here, and handles each of those servers as an exception.
Microsoft doesn’t offer the exception path as a way to stay. It calls Extended Security Updates a “last resort” and “a temporary bridge.”19 They deliver Critical and Important security updates for up to three years, through 2030, and they don’t extend the product’s lifecycle or add general technical support.1920 Enrollment through Azure Arc has been open since August 3, 2026, and billing begins January 13, 2027.20 Book 05, Chapter 09 covers the enrollment.
A current operating system buys time, but it doesn’t modernize the estate. A domain controller on Windows Server 2019 serves the same forest as the one it replaced, and the same implicit governance still sits in that forest. Server 2019 has its own date, January 9, 2029, so the next upgrade is already on the clock.
One use of the name continues. Windows Server 2016 is also a functional level: the most recent one for domain controllers on Server 2019 and 2022, and the minimum for adding a Server 2025 domain controller.21 A forest with no 2016 servers can still report that level, and that’s expected.
What the clocks don’t require
The clocks are often quoted for more than they say. Four corrections recur, and the program plans against the documents, not the summaries:
· FedRAMP certifies cloud services; it doesn’t authorize the agency’s estate. FedRAMP says agencies use its certifications as reusable security evidence, but “each agency still authorizes its own federal information systems,” and should never create a standalone authorization to operate for a cloud service offering.22 The 2027 date changes what providers publish and agencies inherit. It doesn’t put an agency’s own systems out of compliance. Book 10, Chapter 03 sets out what changed.
· “Moderate” is now a certification class. FedRAMP’s notice on the new designations says Class C “will include the current Moderate baseline” and Class D the High baseline.23 The workbook uses the class names.
· No federal document requires a Zero Trust maturity stage. M-22-09 sets specific actions; CISA’s Zero Trust Maturity Model calls itself a guide (Book 11, Chapter 03).
· BOD 25-01 covers cloud tenants, not the forest. Its scope is production cloud tenants with a finalized SCuBA baseline,8 so it says nothing directly about on-premises Active Directory (Book 11, Chapter 04). The forest still matters to it: hybrid identity, synchronized accounts and on-premises administrators decide much of what a tenant’s configuration can actually enforce.
The result is less dramatic than the usual pitch and harder to argue with. Nothing makes the estate fail on a single date. Instead the estate is surrounded by deadlines, each binding a different part of it, and each assuming the agency knows what it runs, who owns it and what governs it.
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Federal modernization has usually been attempted as a sequence of independent projects: a mail migration, a device refresh, a cloud landing zone, a Zero Trust initiative. Each has its own sponsor, budget and finish line. The governance argument above explains why that approach stalls.
Every project touches the same implicit decisions. Moving devices to Intune needs the policy that GPO links carried. Retiring AD-integrated DNS needs the names the forest registered. Moving certificate trust needs the enrollment the directory controlled. Enforcing Conditional Access needs the access that groups granted. If each project rediscovers those decisions on its own, they are rediscovered differently, and the estate ends up with several partial answers to the same question. If no project owns them, they fall between projects until something breaks.
The clocks make the cost visible. The external dates in the tables above don’t line up with any single project’s scope. A Windows Server end-of-support date, as 2016’s does and 2019’s will, touches domain controllers, certificate authorities, file servers and line-of-business applications at once. M-26-14’s logging objectives apply to every information system the agency owns or operates, including those run by third parties on its behalf.10 A program can sequence the work against those dates. A collection of projects can only race them.
The sequencing has a logic of its own, and it starts with identity. Policy, access, devices and data all decide on the basis of who or what is asking, so identity has to be authoritative before the decisions that depend on it can be trusted. Network services, addressing and certificates follow, because they carry the names and trust everything else relies on. Telemetry and automated governance come last in the build and first in importance once running, because they are how the program proves that the target state holds. That is the program’s design position, and Book 01, Chapter 12 turns it into seven phases and six gates.
A typical starting state
The workbook describes the estate it is written for as a framing pattern, not a real engagement. No agency’s names, metrics or timelines appear, and none should be inferred. The pattern is recognizable across the civilian government:
· decades of client/server architecture, with Active Directory, on-premises SQL Server and a traditional network perimeter;
· Microsoft 365 in a government cloud as the main collaboration platform, with some workloads in other clouds or on-premises virtualization;
· an Active Directory environment in some stage of migration to Entra ID, with hybrid identity in place;
· a Zero Trust effort run pillar by pillar, with little correlation across pillars;
· telemetry from many tools, partly normalized in a SIEM;
· authorization evidence assembled by hand for each assessment cycle, and a backlog of findings with a long tail.
Appendix B develops the pattern into a full engagement archetype, labeled as illustrative throughout.
What a governed program needs
The program’s answer, set out in the rest of this book, has five parts. Each is a chapter.
	Part
	What it settles
	Chapter

	A charter
	Why the program exists, what is in and out of scope, and what success means
	Chapter 03

	Principles
	The fifteen rules every domain follows, each carried in depth by a named book
	Chapter 04

	A phased plan with gates
	Seven phases and six gates, and the evidence each gate requires
	Chapter 05

	Complementary projects
	The portfolio of projects that run inside the program rather than beside it
	Chapter 06

	Decision rights
	Who sponsors, who decides, who does the work and who clears each gate
	Chapter 07


Chapters 08 to 10 then walk the plan in order, from pre-flight and assessment through design, pilot and rollout to retirement and steady state.
What leadership should take from this
Three working conclusions follow, and they shape everything after this chapter.
1. Fund and govern the program as a sequence. Projects inside it can run in parallel, but they share one dependency chain and one set of gates. Budget lines that treat them as independent will produce independent answers to shared questions.
1. Hold gates on evidence, not on the calendar. A gate passes when the evidence shows the target state holds: the inventory is complete, the decision was recorded, the drift is zero. Schedules matter, and the external clocks above are real, but a gate passed on a date without its evidence only moves the failure later.
1. Be honest about maturity. Much of what this workbook describes is a target design, not a claim about what any agency has finished. Where a chapter describes the program’s reference design or an illustrative example, it says so. A roadmap is a governed delivery arc, not a statement that the work is done.
The case for modernizing now is not that something breaks on a particular date. It is that the estate’s governance was never written down, the dates that bind the estate now belong to OMB, CISA, FedRAMP and the vendors, and the only way to meet them without losing the governance is to recover it deliberately, once, in one program. Chapter 02 explains how the workbook is built to help.
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1. Microsoft Learn, “Users in Active Directory Domain Services” (Windows 2000 introduces the organizational unit, used for delegating administrative rights and assigning policies), https://learn.microsoft.com/windows/win32/ad/users-in-active-directory-domain-services (accessed Oct 21, 2026).
1. Microsoft Learn, “Understanding the Active Directory Logical Model,” Active Directory organizational units (control determined by ACLs on the OU; delegation of authority), https://learn.microsoft.com/windows-server/identity/ad-ds/plan/understanding-the-active-directory-logical-model (accessed Oct 21, 2026).
1. Microsoft Learn, “Group Policy processing” (local, site, domain and OU processing order; the closest container overrides), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-policy/group-policy-processing (accessed Oct 21, 2026).
1. Microsoft Learn, “Active Directory-Integrated DNS Zones” (zone data replicated by Active Directory replication; secure dynamic updates), https://learn.microsoft.com/windows-server/identity/ad-ds/plan/active-directory-integrated-dns-zones (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Active Directory Certificate Services?,” Benefits (endpoint identity information in Active Directory used to register certificates; Group Policy designates which users and machines receive which certificates), https://learn.microsoft.com/windows-server/identity/ad-cs/active-directory-certificate-services-overview (accessed Oct 21, 2026).
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1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026 (rescission of M-21-31; prioritization of continuous event monitoring and of threat hunting, investigation, response and forensics for all information systems owned or operated by or for the agency; agency actions at 90, 120, 180 and 320 days from release of the Logging Reference Architecture), https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
1. FedRAMP, “Propelling Change: FedRAMP Launches Consolidated Rules for 2026,” June 25, 2026, https://www.fedramp.gov/2026-06-25-propelling-change-fedramp-launches-consolidated-rules-for-2026/ (accessed Oct 21, 2026).
1. FedRAMP, “Important Dates for the Consolidated Rules for 2026,” entries “Mandatory Adoption” (January 1, 2027: the rules “take mandatory effect for all stakeholders, subject to specific overall applicability and effective dates within certain areas”; over the next year all cloud service providers must follow them to maintain FedRAMP Certification) and “End of New Rev5 Certifications” (June 11, 2027), https://www.fedramp.gov/2026/timeline/ (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Logging Reference Architecture” (publish date August 20, 2026; supports the Agency Logging Plan required by M-26-14), https://www.cisa.gov/resources-tools/resources/logging-reference-architecture (accessed Oct 21, 2026).
1. Microsoft Learn, “Ending Support in 2026” (what end of support means; SQL Server 2016 and SharePoint Server 2016 and 2019 on July 14, 2026; Windows Server 2012 and 2012 R2 ESU Year 3 on October 13, 2026), https://learn.microsoft.com/lifecycle/end-of-support/end-of-support-2026 (accessed Oct 21, 2026).
1. Microsoft Learn, “Ending Support in 2025,” https://learn.microsoft.com/lifecycle/end-of-support/end-of-support-2025 (accessed Oct 21, 2026).
1. Microsoft Learn, “Ending Support in 2027,” https://learn.microsoft.com/lifecycle/end-of-support/end-of-support-2027 (accessed Oct 21, 2026).
1. Microsoft Learn, “Ending Support in 2029” (Windows Server 2019 and Microsoft Identity Manager 2016, January 9, 2029), https://learn.microsoft.com/lifecycle/end-of-support/end-of-support-2029 (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Identity Manager 2016 news and updates,” Updates in MIM 2016 SP3 (end of support extended from January 13, 2026 to January 9, 2029), https://learn.microsoft.com/microsoft-identity-manager/microsoft-identity-manager-2016 (accessed Oct 21, 2026).
1. Microsoft Learn, “Lifecycle FAQ - Extended Security Updates” (“a last resort paid option”; “a temporary bridge to stay secure while one migrates”; the program doesn’t extend the product’s lifecycle and doesn’t include general technical support), https://learn.microsoft.com/lifecycle/faq/extended-security-updates (accessed Nov 5, 2026).
1. Microsoft Learn, “Prepare to deliver Extended Security Updates for Windows Server” (Windows Server 2016: Critical and Important security updates for up to three years, through 2030; configurable in the Azure portal from August 3, 2026; billing begins January 13, 2027), https://learn.microsoft.com/azure/azure-arc/servers/prepare-extended-security-updates (accessed Nov 5, 2026).
1. Microsoft Learn, “Active Directory Domain Services functional levels” (Windows Server 2019 and 2022 use Windows Server 2016 as the most recent functional level), https://learn.microsoft.com/windows-server/identity/ad-ds/active-directory-functional-levels, and “Identifying your functional level upgrade” (existing domains must be at the Windows Server 2016 domain and forest functional levels to promote a Windows Server 2025 domain controller), https://learn.microsoft.com/windows-server/identity/ad-ds/plan/identifying-your-functional-level-upgrade (accessed Nov 5, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. FedRAMP, Notice NTC-0004, Initial Outcome from RFC-0020 FedRAMP Authorization Designations, February 25, 2026, https://www.fedramp.gov/notices/0004/ (accessed Oct 21, 2026).
[bookmark: _Toc00000711]Chapter 02 — How to Use This Workbook
Twenty topic books, one question each, and every external claim traceable to the source that makes it.
[bookmark: _Toc00000712]In this chapter
How the Federal Modernization Workbook is organized into twenty topic books and why each one follows the same Why / What / Who / How shape. How claims are verified and footnoted, and how to tell an external fact from a program design position or an illustrative example. What the diagrams, Word editions and presentations are, and how they stay in step with the chapters. What happened to the workbook’s earlier pages. What the workbook covers and what it doesn’t, reading paths for each role, and a map of the books, including one by Cybersecurity Framework Function.
The workbook grew the way most program material grows: as whitepapers, operational guides, executive briefs, case studies and series, each written when a question came up. That produced depth on many topics and no reliable way through them. The same subject could appear in four places, in four states of currency, with no sign of which one to trust.
The books fix that. Each book takes one topic, consolidates every page the workbook had on it into an ordered reading sequence, checks every external claim against a primary source as of the day it was built, and replaces the earlier pages. This chapter explains how the books are built so that a reader can use them with confidence, and so that a reader who finds a problem knows where to look.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b00-orientation/png/ch02-map-of-the-books.png]
The Federal Modernization Workbook’s twenty topic books in five groups: orientation and the transformation arc, identity and access, the estate, boundary and assurance, and running the modernized estate.
[bookmark: _Toc00000713]Twenty topic books
The workbook is organized as twenty topic books, numbered B00 to B18 and B20, and a code-first developer workbook, Book 19. Book 00, this one, is the front door: it makes the case for modernizing now and sets out the program that the other books carry out. Book 01 tells the end-to-end transformation arc from client/server to hybrid cloud. Books 02 to 18 each take one domain in depth. Book 20, Information Protection & Microsoft Purview, added in November 2026 with the Zero Trust Assessment closure update, carries the data pillar; it is a draft, shown in amber in the map above with the boundary and assurance books, and listed in the table below and the book index.
The numbering follows the dependency chain Chapter 01 describes. Identity comes first because every later decision depends on it; the estate’s infrastructure follows; boundary, assurance and operations come after. The map above groups the books that way, and the book index lists them with their status.
The books are written to be read in any order. Each one states what it assumes and links to the book that carries a topic in depth rather than repeating it. When two books touch the same subject, one is the authoritative home and the other links to it. Book 01, for example, is the canonical source for the program’s phases and gates, and every other book, including this one, uses its phase names.
[bookmark: _Toc00000714]Every book asks four questions
Each book opens with one question, its Why, and then answers three more. The four questions are the same in every book so that a reader who has learned one can find their way through any other.
	Part
	Question it answers
	What you find there

	Why
	Why does this topic matter, and why can’t it stay as it is?
	The argument and the stakes, in plain language

	What
	What actually changes?
	The concepts, the federal requirements read from the documents, and the target design

	Who
	Who decides, who does the work and who owns the result?
	Roles, decision rights and the tools each role uses

	How
	How is it done?
	Discovery, assessment, build, migration and steady-state operation, with procedures and scripts


Appendices follow the How chapters and carry reference material: requirements crosswalks, assessment modules, interface catalogs and illustrative examples. Every book’s index page has a table that maps its chapters to the four parts, reading paths for its audiences, and a note on where it sits among the other books.
The four questions are also the shape of every presentation and every executive summary in the workbook. A sponsor who reads only the Why chapters of each book will understand the case for the program; an engineer who reads only the How chapters will be able to do the work, with links back to the reasons.
How chapters, and the implementation guides that build on them, follow one set of conventions for every procedure they give: the five control states, a standard How-section template, authority labels on each recommendation, an evidence checklist, change safety and a Zero Trust mapping block. They are defined once, in Appendix D.
[bookmark: _Toc00000715]How claims are verified
Every external factual claim in a book is checked against a primary source on the day the book is built, and carries a footnote. “External” means anything the workbook didn’t decide for itself: Microsoft product behavior and names, feature tiers, limits and retirement dates; federal policy from OMB, CISA, NIST and FedRAMP; protocol facts; and statistics.
Reading a footnote
A footnote names the source, its title and date where it has one, the link, and the date it was opened:
Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, (link) (accessed Oct 21, 2026).
The access date matters. Product names change, retirement dates move and federal guidance is revised or rescinded, as M-26-14 rescinded M-21-31 in May 2026.1 A footnote tells you what the source said on that date. If a claim matters to a decision you are about to make, open the source and check it again.
Primary sources come first. Microsoft claims are checked on Microsoft Learn and Microsoft’s lifecycle pages; federal claims on whitehouse.gov, cisa.gov, nist.gov and fedramp.gov. Secondary reporting is used only to find a primary source, never as the citation.
Three kinds of statement
The books distinguish three kinds of statement, and it is worth learning to tell them apart.
· External fact. Something a vendor or the government says. It is footnoted. If a book got it wrong, the fix is to correct the claim and its footnote.
· Program design position. Something the Federal Modernization Program decides: that identity comes first, that a gate passes on evidence, that a particular attribute carries a particular meaning. These are stated as the program’s position (“the program’s position is…”, “in the program’s model…”) and need no footnote, because the program is the source. They are open to argument, not to fact-checking.
· Illustrative example. A worked example, a sample estate, a sample timeline or a framing pattern. These are labeled as illustrative. The case studies in the workbook are framing patterns, not real engagements: they describe a recognizable kind of agency without naming one, and no metric in them comes from a real program.
The workbook is agency-agnostic throughout. Where an agency-specific fact helps, it appears only as a generic example.
The verification record
Each book keeps a verification file for every chapter, in a _verification/ folder beside the chapters. Those files aren’t published on the site but are in the repository; Book 02’s are an example. Each file has two tables:
· a claims log, listing every external claim in the chapter, where it appears, the verdict (verified, corrected, removed, restated as design, or unverifiable) and the source; and
· a carry-forward ledger, recording where each section of each earlier page went, or why it wasn’t carried.
The claims log is where corrections are visible. When an earlier page said something the primary source doesn’t support (a section number that doesn’t exist, a deadline stated in calendar days when the rule says business days, a requirement that turns out to be guidance), the log records the original claim and what replaced it. The ledger is the guarantee that consolidation lost nothing by accident.
[bookmark: _Toc00000716]Diagrams
Diagrams are drawn in one house style and committed as source files. Each one is generated from a short text source by a shared renderer, so every diagram in every book uses the same palette, type and layout rules, and changing a diagram means editing its source and rendering it again. The site shows the SVG rendering; the Word editions use a PNG rendering at twice the resolution.
Colors carry meaning, and the meaning is the same in every book:
	Color
	Meaning

	Blue
	Microsoft Entra ID, the target path

	Slate
	Active Directory, neutral infrastructure

	Green
	Done, satisfied, recommended

	Amber
	Interim, conditional, needs a decision

	Red
	Legacy risk, blocked, fails

	Violet
	Governance, monitoring, delegation


Every diagram has a white background and no title inside the image. The caption beneath it carries the title, and each figure has a full text description for screen readers. A diagram states only what its chapter argues or what a vendor documents; color is never the only signal, because each box carries its words. Where a diagram and its chapter disagree, the chapter is authoritative.
[bookmark: _Toc00000717]Word editions
Each book is published as one Word document, regenerated from the chapters on every site deploy, and linked from the book’s index page. The Word edition carries the same text, footnotes, tables and diagrams as the site, with a table of contents, so it can be printed, annotated, attached to a decision memo or read offline. Because it is rebuilt from the chapters each time, it never drifts from the site. Some longer books also publish their parts as separate documents.
[bookmark: _Toc00000718]Presentations
Every book has a 15-minute briefing deck that follows the book’s four questions. The Presentations page lists them all, each in four forms:
· Deck: the editable PowerPoint file, with full speaker notes, for presenting live. Every slide names the chapter and the primary sources behind it.
· Narrated: the same deck with recorded narration on every slide, set to play on its own.
· Script: the narration as text, for rehearsal or for reading instead of watching.
· Captions: the narration as timed captions in WebVTT, the W3C text format for captions and other time-aligned data,2 built into each narrated deck and also published as a separate .vtt file for video players.
PowerPoint can carry WebVTT captions for audio and video in current Windows and Mac versions,3 and the Presentations page explains how to turn them on in a slide show. The decks are built to meet Section 508, whose standards for electronic content incorporate the WCAG Level A and AA success criteria,4 and the workbook targets WCAG 2.1 AA. Like the Word editions, the decks are generated from the chapters by scripts in the repository, so a changed chapter produces a changed deck.
[bookmark: _Toc00000719]What happened to the earlier pages
When a book is built, the pages it replaces leave the site. They move to the repository’s archive/ folder, one subfolder per book, where their history stays intact. Their old web addresses don’t break: a redirect at each old address forwards the reader to the chapter that replaced it, so bookmarks and links in old emails keep working. The redirects are listed in one file in the repository, scripts/redirects.yml.
Two consequences follow for readers. First, if a link lands you on a chapter rather than the page you expected, the chapter is the current version of that material. Second, the site publishes the books, presentations, guides, training, project plans, evaluations and reference pages. Anything else in the repository is either archived, waiting for its book, or working material, and none of it is authoritative over a published chapter.
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How one book is built: chapters in four parts with appendices, each backed by a verification file and diagram sources, and published as a site book, a Word edition and a deck with narrated and captioned editions, with the pages it replaced archived and redirected.
[bookmark: _Toc00000720]Reading paths
Nobody needs to read the whole workbook. These paths start with the chapters that answer each role’s first questions; every book’s index page has its own paths for going deeper.
	Role
	Start with
	Then

	Executive sponsor
	This book, Chapters 01, 03 and 07; Book 01, Chapter 01
	The 15-minute presentation of each book in scope; Book 01, Chapter 09 for the questions to ask each month

	CIO and CISO
	This book, Chapters 01 to 05 and 07
	Book 11, Chapter 03 for the Zero Trust mandates; Book 10, Chapter 03 for FedRAMP

	Program and project managers
	This book, Chapters 03 and 05 to 10 and Appendix A
	Book 01, Chapter 12 for the roadmap; the Who chapter of each book in the portfolio

	Architects
	This book, Chapters 01, 04 and 05; Book 01, all of it
	Book 02 and Book 05, then Books 08 to 10

	Engineers doing the work
	This book, Chapter 08; Book 02, Chapter 07 for read-only discovery
	The How chapters and assessment appendices of the book for your domain

	Authorizing officials, ISSOs and assessors
	Book 10, Chapters 03, 08 and 11; Book 11, Chapters 03, 08 and 10
	This book, Appendix A, for control traceability

	HR and identity data owners
	Book 03, Chapters 01 to 03
	Book 02, Chapter 06 for who owns the migration


Training and education have their own book, Book 16, People: Training & Education. For a quick team briefing, the narrated presentations are the fastest route.
[bookmark: _Toc00000721]What the workbook covers, and what it doesn’t
The workbook covers workforce identity and the internal systems that federal employees and contractors use, and the access an external partner person has to them (Book 03, Chapter 15): the directory, devices, access, certificates, naming, the network, security operations and the day-two help desk. It doesn’t cover public-facing digital services or the sign-on the public uses for them. OMB M-26-18 governs that side: it requires agencies to offer Login.gov on in-scope public-facing websites with authentication, defines “public-facing” as “intended to be accessed and used by members of the public, rather than by Federal Government employees or contractors acting on behalf of an agency,” and says agencies “remain responsible for applying appropriate digital identity controls for enterprise identity.”5 The statute behind it draws the same line: 6 U.S.C. §1523(b)(1) requires a single sign-on platform for public websites that require authentication and, in the next clause, multi-factor authentication for remote access and for every account with elevated privileges.6 The workbook carries the second of those, not the first. Likewise, OMB M-23-22 applies to websites and digital services “intended for use by the public,” and only encourages agencies to apply it to internal-facing ones, with one internal requirement: HTTPS on all web traffic, internal and public.7
Two federal obligations do reach the internal systems the program builds, and the books apply them where they arise. The 21st Century IDEA Act requires each agency to ensure, “to the greatest extent practicable, that any Intranet established after the date of enactment of this Act” meets the Act’s criteria for websites and digital services, among them Section 508 accessibility, a secure connection, a search function and usability on mobile devices.8 And Section 508 applies to the information technology federal employees use, not only what the public uses; Book 04, Chapter 09 and Book 15, Chapter 03 apply it to self-service portals and the help desk.9 The Federal Framework Crosswalk on the Reference menu maps the books against the wider set of federal frameworks.
[bookmark: _Toc00000722]Map of the books
The table below shows the books. The Workbook Map lists every object in the workbook, with what it does, where it lands, and when it was last updated and verified.
	Book
	Topic
	Opening question
	Group

	B00
	Orientation & Program
	Why modernize, and why now?
	Orientation and arc

	B01
	The Transformation Arc: Client-Server to Hybrid Cloud
	Why is modernization so hard?
	Orientation and arc

	B02
	Identity & Directory: AD to Entra ID
	Why does identity matter?
	Identity and access

	B03
	HR-Driven Identity & Lifecycle
	Why should HR, not IT, decide who exists?
	Identity and access

	B04
	Access & Privilege
	Why is every access decision a policy decision?
	Identity and access

	B05
	Devices & Endpoints: GPO to Intune and Arc
	Why can’t Group Policy come to the cloud?
	The estate

	B06
	Data Platform: SQL Server Identity
	Why is the database where legacy authentication hides?
	The estate

	B07
	PKI & Certificates
	Why do certificates outlive every migration?
	The estate

	B08
	DNS, DHCP & IPAM
	Why is DNS now the control plane?
	The estate

	B09
	Network & Transport
	Why does physics decide the architecture?
	The estate

	B10
	Cloud Boundary & Landing Zone
	Why does the authorization boundary decide what you can use?
	Boundary and assurance

	B11
	Zero Trust & Assessment
	Why is Zero Trust a whole-agency property, not a product?
	Boundary and assurance

	B12
	Security Operations & Telemetry
	Why can’t you defend what you can’t see?
	Running it

	B13
	Governance, Drift & Evidence
	Why does compliance decay the day after the audit?
	Running it

	B14
	Federal Compliance & Authorization
	Why does every control need proof, not a promise?
	Boundary and assurance

	B15
	Compliance Automation & Day-2 Operations
	Why does modernization succeed or fail at the help desk?
	Running it

	B16
	People: Training & Education
	Why do people, not tools, close the gap?
	Running it

	B17
	AI Identity Governance
	Why do AI agents need identities and owners?
	Identity and access

	B18
	Application Modernization
	Why is application modernization a portfolio decision, not a rewrite?
	Running it

	B20
	Information Protection & Microsoft Purview
	Why does protection have to travel with the data?
	Boundary and assurance


The book index shows each book’s status and when it was last updated.
The books by NIST Cybersecurity Framework Function
NIST’s Cybersecurity Framework 2.0 organizes cybersecurity outcomes under six Functions.10 The table gives each Function’s definition in NIST’s words and the books that carry it as a primary subject. It is the workbook’s own reading of the books, not a NIST mapping.
	Function
	NIST’s definition
	Primary books

	GOVERN
	“The organization’s cybersecurity risk management strategy, expectations, and policy are established, communicated, and monitored.”
	Book 00 — Orientation & Program; Book 01 — The Transformation Arc; Book 10 — Cloud Boundary & Landing Zone; Book 13 — Governance, Drift & Evidence; Book 14 — Federal Compliance & Authorization; Book 17 — AI Identity Governance

	IDENTIFY
	“The organization’s current cybersecurity risks are understood.”
	Book 01 — The Transformation Arc; Book 11 — Zero Trust & Assessment; Book 17 — AI Identity Governance

	PROTECT
	“Safeguards to manage the organization’s cybersecurity risks are used.”
	Book 02 — Identity & Directory; Book 03 — HR-Driven Identity; Book 04 — Access & Privilege; Book 05 — Devices & Endpoints; Book 06 — Data Platform: SQL Server Identity; Book 07 — PKI & Certificates; Book 08 — DNS, DHCP & IPAM; Book 09 — Network & Transport; Book 16 — People: Training & Education; Book 20 — Information Protection & Microsoft Purview

	DETECT
	“Possible cybersecurity attacks and compromises are found and analyzed.”
	Book 12 — Security Operations & Telemetry

	RESPOND
	“Actions regarding a detected cybersecurity incident are taken.”
	Book 12 — Security Operations & Telemetry

	RECOVER
	“Assets and operations affected by a cybersecurity incident are restored.”
	Book 14 — Federal Compliance & Authorization (Chapter 06)


RECOVER is the thinnest. The program’s rollback points and gates recover from a failed change, not from an incident, so incident recovery rests on Book 14’s contingency planning.
[bookmark: _Toc00000723]If you find a problem
The workbook is maintained in public. If a claim is wrong, a source has changed, a link is broken or something in a deck or a page isn’t accessible to you, open an issue in the repository. Name the book, chapter and claim, and the source you think is right. Corrections go through the same check as the original: the claim is re-verified against the primary source, the footnote and the verification file are updated, and the Word edition and deck are rebuilt from the corrected chapter.
[bookmark: _Toc00000724]Notes
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026 (“Effective immediately, OMB Memorandum M-21-31 is rescinded”), https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
1. World Wide Web Consortium, WebVTT: The Web Video Text Tracks Format, Candidate Recommendation Draft, May 20, 2026, https://www.w3.org/TR/webvtt1/ (accessed Oct 21, 2026).
1. Microsoft Support, “Add closed captions or subtitles to media in PowerPoint” (WebVTT caption files for video and audio; supported versions on Windows and Mac), https://support.microsoft.com/office/add-closed-captions-or-subtitles-to-media-in-powerpoint-df091537-fb22-4507-898f-2358ddc0df18 (accessed Oct 21, 2026).
1. U.S. Access Board, Information and Communication Technology (ICT) Standards and Guidelines (Revised 508 Standards), E205.4 and 702.10.1 (electronic content conforms to WCAG 2.0 Level A and AA success criteria, incorporated by reference), https://www.access-board.gov/ict/ (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-18, Scaling Use of Login.gov to Deliver a Universal Sign-on for Public Services, August 31, 2026, Scope and Applicability and note 3, https://www.whitehouse.gov/wp-content/uploads/2026/08/M-26-18-Scaling-Use-of-Login.gov-to-Deliver-a-Universal-Sign-on-for-Public-Services.pdf (accessed Oct 23, 2026).
1. 6 U.S.C. §1523(b)(1)(D)–(E) (2023 edition), https://www.govinfo.gov/content/pkg/USCODE-2023-title6/html/USCODE-2023-title6-chap6-subchapII-sec1523.htm (accessed Oct 23, 2026).
1. Office of Management and Budget, M-23-22, Delivering a Digital-First Public Experience, September 22, 2023, §II (scope) and §III.A.5 (“Agencies shall encrypt all web traffic across their websites and digital services as HTTPS, including both public-facing (internet-facing) and internal-facing traffic”), https://www.whitehouse.gov/wp-content/uploads/2023/09/M-23-22-Delivering-a-Digital-First-Public-Experience.pdf (accessed Oct 23, 2026).
1. 21st Century Integrated Digital Experience Act, Pub. L. 115-336, §3(a) and §3(c), December 20, 2018, https://www.govinfo.gov/content/pkg/PLAW-115publ336/html/PLAW-115publ336.htm (accessed Oct 23, 2026).
1. 29 U.S.C. §794d(a)(1)(A)(i) (2023 edition), https://www.govinfo.gov/content/pkg/USCODE-2023-title29/html/USCODE-2023-title29-chap16-subchapV-sec794d.htm (accessed Oct 23, 2026).
1. NIST, The NIST Cybersecurity Framework (CSF) 2.0, CSWP 29, February 26, 2024, §2, https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf (accessed Oct 23, 2026).
[bookmark: _Toc00000725]Chapter 03 — The Program Charter
A modernization program needs a charter for the same reason a migration needs a source of truth: someone has to be able to say what was agreed, and check it later.
[bookmark: _Toc00000726]In this chapter
The charter of the Federal Modernization Program: why it exists, the problem it solves, its six objectives and its scope. It sets out the guiding principles in short form, turns each success criterion into something a sponsor can measure at a named gate, and describes the five-step approach, the main risks and assumptions, who decides what, and the first steps.
[bookmark: _Toc00000727]What the charter is for
Chapter 01 made the case for modernizing now. This chapter writes that case down as a commitment. A charter is short on purpose. It doesn’t replace the plan (Chapter 05), the principles (Chapter 04) or the decision rights (Chapter 07). It is the page the sponsor signs, and the page every later decision is checked against: is this inside the scope we chartered, does it serve one of the objectives, and does it move a success criterion?
The charter makes no reference to internal decision records or document identifiers. An adopting agency can use it as written, put its own names in the governance section, and set its own thresholds where the criteria below give illustrative ones.
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The charter on one page: the problem, the six objectives, the five-step approach and the six success criteria, each criterion measured at a Book 01 gate.
[bookmark: _Toc00000728]Purpose
The program moves an organization from fragmented, legacy-dependent identity, policy and addressing systems to a governed, attribute-driven hybrid-cloud operating model. It does three things on the way:
· It restores a single authoritative origin for organizational structure and the key claims that depend on it.
· It makes drift between intended and actual state explicit and detectable.
· It lets the organization change in controlled steps, without rip-and-replace disruption.
[bookmark: _Toc00000729]The problem
Hierarchical directories, Active Directory above all, have accumulated decades of implicit governance. Organizational structure, delegation boundaries, policy inheritance, service dependencies and authority chains are encoded in the directory itself rather than stated anywhere. Group Policy shows the pattern: on-premises policy applies in local, site, domain and organizational-unit order, each layer overwriting the one before, so an object’s position in the tree is its policy.1 The tree is the governance model, and nobody wrote it down. Book 01, Chapter 02 tells that story in full.
When the organization moves to a cloud identity platform, that structure is flattened, and the governance model doesn’t come with it automatically. Microsoft Intune applies policy to groups with no hierarchy at all; where two policies set the same value differently, the result is a conflict to resolve, not an inheritance rule.1 Microsoft Entra ID’s administrative units, the nearest thing to a delegation boundary, can’t be nested.2 Every rule the tree expressed by position has to be re-expressed on purpose, or it is lost.
Much of what depends on the directory doesn’t announce the dependency. Network Policy Server, the Windows RADIUS server, uses the Active Directory domain as its user account database when it is a domain member, so wireless, VPN and switch authentication ride on the directory.3 Certificate auto-enrollment is configured through Group Policy and depends on an enterprise certification authority integrated with Active Directory.4 Retire the directory without mapping these and they stop, often without an error anyone sees.
At the same time, data and configuration have spread across many systems. Several stores hold competing copies of the same facts, and a basic question, “which value is authoritative?”, has no reliable answer. The result is four costs the charter sets out to remove:
1. Migration risk concentrated in hidden dependencies: policy, addressing, service accounts, certificates and naming.
1. Ongoing drift between intended and actual state.
1. Weak evidence. It is hard to produce reliable proof of change and compliance.
1. High reconciliation cost across fragmented stores.
[bookmark: _Toc00000730]Objectives
1. One authoritative origin. Establish a single authoritative origin for organizational structure, identity attributes and key operational claims. Every other representation is derived and subordinate.
1. Explicit governance. Rebuild organizational governance explicitly, through attribute-driven structure, dynamic membership and scoped policy, instead of inheriting it from a hierarchical directory.
1. Drift as a finding. Make drift between desired and observed state a first-class, classified finding, not an exception or a surprise.
1. Controlled waves. Carry out modernization in controlled waves of change that originate from the authoritative source, run under least privilege, and close with provenance and evidence.
1. Domain transformations without rip-and-replace. Deliver transformations for identity, policy, services and addressing, compute and devices, and the access plane, each able to proceed on its own schedule.
1. Continuous evidence. Produce continuous, machine-usable evidence of state and change for operations and compliance.
The objectives line up with federal policy without being dictated by it. OMB M-22-09 requires agencies to employ centralized identity management systems for agency users, and its vision is staff who use enterprise-managed identities to reach the applications they work in.5 Objective 1 is the program’s way of making that identity system authoritative for structure as well as for sign-in.
[bookmark: _Toc00000731]Scope
In scope
· Discovery and documentation of current-state governance surfaces and hidden dependencies.
· Definition of a target attribute-oriented structure and control-plane model.
· Phased transformation plans and execution approaches for identity, policy, addressing and services, compute, and access.
· Change-control discipline: wave-based moves, least-privilege execution and provenance closure.
· The drift-detection approach and the evidence expected from it.
· Program governance, gates and success measures.
Out of scope for the initial phase
· Replacing existing compliance or audit frameworks. The program produces evidence those frameworks consume; it doesn’t replace them.
· Vendor-specific implementation detail beyond worked examples. The books use Microsoft services as the worked example (Assumptions).
· Real-time inline enforcement and data-plane components. Identity providers, network fabrics and device managers stay the enforcers; the program governs them.
· Organization-specific data migration and cutover execution. The program defines the method; execution stays with the adopting organization.
[bookmark: _Toc00000732]Guiding principles
The charter carries six principles. Chapter 04 sets out the full set of fifteen and names the book and chapter that carries each.
The charter’s six guiding principles
	Principle
	What it commits the program to

	Authoritative origin
	Every important claim or structural fact has exactly one origin. Other systems hold derived pointers or subordinate copies.

	Identity as the root namespace
	Organizational structure, policy scope and addressing derive from identity attributes, not from independent hierarchies.

	Drift is explicit
	Differences between intended and observed state are classified, visible and actionable.

	Evidence-driven change
	Changes originate from the authoritative source, run under controlled privilege and close with provenance.

	No rip-and-replace
	Modernization maps, bridges and progressively replaces implicit functions while keeping operations running.

	Least privilege and just-in-time access
	Elevated rights exist only for the duration and scope of a governed change.


The last principle has direct product support in the worked example. Microsoft Entra Privileged Identity Management makes a user eligible for a role rather than permanently assigned to it, and provides time-based and approval-based activation, so the right exists only while the change is being made.6 The first principle has a constraint that shapes the plan. For a user synchronized from Active Directory, the source of authority for the fifteen extension attributes is the on-premises directory, and the cloud copy is read-only.7 While users are synced, the authoritative origin for organizational attributes is reached through Active Directory, and moving that origin to the cloud is a deliberate, scheduled change, not a side effect.
[bookmark: _Toc00000733]Success criteria
The source charter states its criteria as outcomes (“an assessment exists,” “a model is agreed”). A sponsor can’t sign off an outcome with no test attached, so each criterion below has a measure, the evidence that shows it, and the Book 01 gate at which it is checked. Numeric thresholds are the program’s illustrative defaults; the agency sets its own, records them, and doesn’t change them silently afterwards.

Success criteria, measures and the gate at which each is checked
	#
	Criterion
	Measure
	Evidence
	Checked at

	1
	A documented current-state assessment of the major governance surfaces and dependencies exists
	The assessment covers every forest in scope and all eleven dependency object types (Book 02, Chapter 04); zero open priority-one findings
	Assessment output committed to the authoritative repository
	G0 Ready to Plan

	2
	A target attribute-driven structure and control-plane model is defined and agreed
	Every attribute that drives access has exactly one designated source (100%); the attribute schema and the administrative-unit registry are approved by their decider
	Canonical attribute schema (Book 03, Chapter 06) and unit registry (Book 02, Chapter 05) merged with the approver recorded
	G1 Foundation Complete

	3
	At least one domain, identity or policy, has a complete transformation playbook with gates and evidence expectations
	The playbook’s entry and exit criteria are written as queries the engine can evaluate; the pilot division passes them
	The pilot division clears G2: zero drift for a hold period (for example fourteen consecutive days, illustrative) and retrospective committed
	G2 Pilot Clean

	4
	A change-control pattern (origination, authorization, least-privilege execution, provenance closure, evidence emission) is defined and in use
	Share of pilot changes that carry all five clauses of the change lifecycle (Chapter 04): target 100%; every human-only closure logged as an exception
	Closure records with verification payload, timestamp and checker identity; exception count reported weekly
	G1, then every gate after

	5
	Drift classes and the detection approach are specified
	Every drift class has a detection signal, a severity and a response expectation; detection runs at its set cadence with no missed run
	Drift catalogue and scheduled-run history; a missed run is itself a halt condition in Book 01’s rollback table
	G1 Foundation Complete

	6
	Leadership can describe the path, the major risks and how success is measured without reference to internal decision records
	The sponsor answers “yes” to each pre-start question in Book 01, Chapter 09; the steering committee reviews the drift trend monthly
	Signed charter; recorded steering-committee reviews
	G0, then monthly



The criteria deliberately stop at the pilot. They are the charter’s criteria for the initial phase: method proven on one domain, one division and one change pattern. Program-level success, measured all the way to Active Directory’s retirement and steady state, is the subject of Chapter 10.
[bookmark: _Toc00000734]Approach
The program works in five steps. They repeat for each domain and each wave; they don’t run once for the whole estate.
1. Assess. Inventory legacy dependencies and the governance model currently encoded in the directory and related systems. The assessment is read-only.
1. Define the target. Set the attribute-oriented structure, dynamic constructs and control-plane boundaries that replace implicit hierarchy.
1. Plan waves. Sequence domain transformations with clear entry and exit criteria and rollback conditions.
1. Execute under control. Run changes as governed operations that originate from the authoritative source and close with evidence.
1. Validate and sustain. Detect drift continuously, and treat the authoritative origin as the baseline for operations from then on.
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The charter’s five steps placed on the Book 01 roadmap: assessment and target definition before G0 and G1, planned waves and controlled execution through the pilot, rollout and retirement gates, and validation as steady state.
The steps map onto the roadmap as follows. Book 01 is canonical for phases and gates; Chapter 05 sets out the full plan.
Charter steps mapped to the Book 01 phases and gates
	Charter step
	Book 01 phase
	Gate it feeds

	Assess
	Phase 0, Pre-flight
	G0 Ready to Plan

	Define the target
	Phase 0 into Phase 1, Foundation
	G1 Foundation Complete

	Plan waves
	Each of Phases 2 to 5, before each wave
	G2 to G5, wave by wave

	Execute under control
	Phases 2 to 5: pilot division, general rollout, legacy retirement, AD DS retirement
	G2 Pilot Clean, G3 Rollout Complete, G4 Legacy Quiet, G5 AD Retired

	Validate and sustain
	Every phase, and Phase 6, Steady state
	No gate: a standing cadence


Steps 3 and 4 are the engine of Book 01, Chapter 11: analyze, plan, deliver, with a validation gate and an authorization gate between plan and delivery, and an actuation ceiling that keeps high-blast-radius changes under human approval.
[bookmark: _Toc00000735]Risks and assumptions
Key risks
Key risks and the program’s response
	Risk
	Why it matters
	How the program responds

	Discovery misses a hidden dependency
	Unplanned outages, or drift that persists after cutover
	Read-only assessment of all eleven dependency types before G0; a pilot division before rollout (Chapter 08)

	The organization resists making implicit authority explicit
	People who held authority by position in the tree lose it, or have to state it
	Decision rights written down with one decider per row (Chapter 07)

	Tooling is bought before the governance model is normalized
	Tools automate the old ambiguity faster
	Define the target (step 2) before any wave; no tool selection is an objective

	Physics and sovereignty limit centralization
	A single logical source of truth can’t always be one physical store
	Separate logical from physical centralization (Book 09, Chapter 04); model the cloud boundary (Book 10)


Appendix A holds the full risk register.
Assumptions
· An authoritative lifecycle source exists or can be designated for human and non-human identities. For employees that is normally the HR system; contractors usually need a source of their own (Book 03).
· Microsoft cloud identity and device management services, or equivalents, are available as target platforms for the worked examples: Microsoft Entra ID, Intune and Azure Arc. Which of their features are available depends on the cloud the agency uses; Book 10 covers the boundary.
· Stakeholders accept that modernization is a governance reconstruction problem as much as a technical migration. If they don’t, risk 2 above becomes the program’s main risk.
[bookmark: _Toc00000736]Governance and ownership
The source charter left the names blank, and so does this one: the agency fills them in. What the charter fixes is the shape.
Charter roles and their place in the program’s decision model
	Charter role
	Role in the program model
	Decides

	Project sponsor
	Executive sponsor, with the CIO
	Scope, funding and sequence; gates G3 and G5; when Active Directory components retire

	Project lead
	The steward, the program office’s accountable lead
	Target architecture and the authoritative repository; gates G0, G1 and G4; co-signs G2 with the sponsor

	Domain leads
	The five workstream leads: identity, policy, services and addressing, compute, access
	Playbook content and execution readiness in their domain


Major scope, sequencing and target-model decisions rest with the sponsor and the steward; domain leads own their playbooks and say when their domain is ready. The gate authorities follow Book 01, Chapter 09, and Chapter 07 sets out the full decision matrix, including the authorizing official, the CISO and HR.
Two federal requirements usually already name people who belong in these rows. OMB M-22-09 required each agency to designate a zero trust strategy implementation lead within 30 days, and says the whole agency leadership, the “C-suite,” must be aligned and committed to the overhaul.5 OMB M-19-17 requires each agency to designate an integrated, agency-wide ICAM office, team or other governance structure.8 The program’s steward and steering committee should be built from those, not alongside them.
[bookmark: _Toc00000737]Next steps
1. Name the program and its stakeholders. Put names in the governance table above, starting with the sponsor and the steward.
1. Scope the current-state assessment and its data sources: which forests, which tenants, which read-only accounts.
1. Draft the target architecture outline: attribute schema, unit model and control-plane boundaries.
1. Define the first wave. The recommended first wave is identity structure and dynamic membership, because every later wave scopes itself with them.
1. Set the evidence and provenance expectations that every later change must meet, before the first change is made.
[bookmark: _Toc00000738]Notes
1. Microsoft Learn, “Walkthrough - Create an Intune settings catalog policy and compare with on-premises ADMX,” section “Create groups, and add users” (on-premises policies apply in LSDOU order; in Intune there isn’t a hierarchy, and conflicting settings show as conflicts), https://learn.microsoft.com/intune/device-configuration/settings-catalog/tutorial-group-policy-migration (accessed Oct 21, 2026).
1. Microsoft Learn, “Administrative units in Microsoft Entra ID,” section “Constraints” (administrative units can’t be nested), https://learn.microsoft.com/entra/identity/role-based-access-control/administrative-units (accessed Oct 21, 2026).
1. Microsoft Learn, “Network Policy Server overview,” section “RADIUS server and proxy” (NPS uses an AD DS domain or the local SAM database to authenticate connection attempts), https://learn.microsoft.com/windows-server/networking/technologies/nps/nps-top (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure auto-enrollment of certificates for Network Policy Server” (prerequisite: AD CS with an Enterprise CA; auto-enrollment configured through Group Policy), https://learn.microsoft.com/windows-server/networking/core-network-guide/cncg/server-certs/configure-server-certificate-auto-enrollment (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III, opening text (agency leadership and the “C-suite”; designation of a zero trust strategy implementation lead within 30 days) and §III.A (Identity: enterprise-managed identities; centralized identity management systems), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Microsoft Entra Privileged Identity Management?” (time-based and approval-based role activation; eligible versus active assignments; just-in-time access), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-configure (accessed Oct 21, 2026).
1. Microsoft Graph documentation, “onPremisesExtensionAttributes resource type” (for an onPremisesSyncEnabled user, the source of authority is on-premises Active Directory and the properties are read-only), https://learn.microsoft.com/graph/api/resources/onpremisesextensionattributes?view=graph-rest-1.0 (accessed Oct 21, 2026).
1. Office of Management and Budget, M-19-17, Enabling Mission Delivery through Improved Identity, Credential, and Access Management, May 21, 2019, Governance, item 1 (an integrated agency-wide ICAM office, team or other governance structure), https://www.whitehouse.gov/wp-content/uploads/2019/05/M-19-17.pdf (accessed Oct 21, 2026).
[bookmark: _Toc00000739]Chapter 04 — The Modernization Principles
Fifteen principles, one idea underneath them: keep the record of what should be true apart from the systems that enforce it, and make every change prove itself against that record.
[bookmark: _Toc00000740]In this chapter
The fifteen principles the program runs on, written for leaders, architects and operators who need the rules without the full narrative. Each principle is stated as a short set of rules, the product and policy facts behind it are checked and footnoted, and each one ends with the book and chapter that carries it in depth. Two source rules turned out to be wrong and are corrected here: Intune configuration conflicts and token lifetimes.
[bookmark: _Toc00000741]How to read the principles
The principles fall into five groups. Foundation principles (1, 2 and 11) apply to every change in every domain. Directory and structure (3, 4, 5) say what replaces the organizational-unit tree. Devices and policy (6, 7, 9, 10) govern endpoints, servers and access policy. Identity and data (8, 12) cover the HR feed and the database tier. Program principles (13, 14, 15) cover people, Zero Trust governance and the overall direction.
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The fifteen principles in five groups, with the book that carries each in depth.
Rules marked as the program’s design are design positions. They need no footnote, but they aren’t presented as vendor or federal requirements. Where a rule rests on how a product or a policy actually works, the footnote says where that was checked.
[bookmark: _Toc00000742]1. Single source of truth
Every important claim has exactly one authoritative origin. Every other representation is a provenance-anchored pointer, not an independent copy.
· Runtime systems read from the authoritative source. They write to it only through a governed change process.
· Every derived artifact cites the document and version it was derived from.
· Drift is evaluated against the single source of truth, and nothing else.
Without one, every system holds a slightly different copy of the same claim; over time the copies diverge, and nobody can say which is right. The principle has a hard edge in a hybrid estate. For a user synchronized from Active Directory, the fifteen extension attributes are mastered on premises and are read-only in Microsoft Entra ID.1 The source of truth isn’t wherever an administrator would like it to be; it is wherever the platform says writes are accepted, and the program moves it deliberately.
Carried in depth by: Book 03, Chapter 04 — Attribute Authority (which system is authoritative for which fact), and Book 09, Chapter 04 — Logical Centralization and Token-Based Security (one logical source, not necessarily one physical store).
[bookmark: _Toc00000743]2. Change control and provenance
Every operational change, every move, add, change, deletion and reset (MACD-R), travels five clauses. An operation that skips one is unauthorized by construction.
1. It originates with the source of truth. Work is created by divergence between the source of truth and the estate, not by a request that bypasses it.
1. It carries an authoritative authorization. The approval resolves from the authority model, not from whoever is nearby.
1. It executes under least privilege, elevated just in time. The executing actor activates a time-boxed, scoped role and holds no standing privilege.
1. It closes with provenance. No closure counts unless it carries its proof: the verification payload, a timestamp and the identity of the checking mechanism.
1. It emits verified, secured evidence automatically. The closure record flows into the continuous-monitoring stream with no human assembly.
The closure rule is the strictest of the five, and it is the program’s design. A task closed by a person clicking “complete” with no machine-readable verification is prose, not evidence. Human-only closure is an exception state to be logged, not a path. Reports are derived from the closure stream; they are never compilations of assertions. Clause 3 is supported directly in the worked example: Privileged Identity Management assigns roles as eligible rather than active and activates them for a limited, approved period.2
Carried in depth by: Book 01, Chapter 02 — The Problem (the lifecycle and its per-class sources of truth) and Book 01, Chapter 11 — Analysis, Plan, Delivery (the plan, the authorization gate and the evidence packet).
[bookmark: _Toc00000744]3. Attribute-driven structure
Hierarchical governance (organizational units, Group Policy inheritance, delegation boundaries) is rebuilt inside a flat directory from organizational attributes.
· The attributes live in extension attributes on users and devices.
· Dynamic group membership, administrative-unit scoping, Conditional Access targeting and license assignment are all driven by them. Administrative units can hold users and devices by dynamic membership rule,3 Conditional Access can target any group type, including dynamic groups,4 and Microsoft recommends dynamic groups for group-based licensing.5
· Administrative units can’t be nested.3 An OU tree becomes a flat set of attribute-selected units, and the hierarchy lives in the attribute values, not in the containers.
· For synced users, the attributes that drive unit membership are mastered in Active Directory, not in the cloud.1
Carried in depth by: Book 02, Chapter 05 — Delegation Without OUs (the three-tier unit model, registry and drift checks) and Book 01, Chapter 04 — Identity Transformation (attributes, dynamic groups, units and Conditional Access targeting as the four mechanisms).
[bookmark: _Toc00000745]4. Directory migration: the hidden surface
Active Directory was the implicit governance model for eleven categories of infrastructure object: users, computers, service accounts, security groups, Group Policy Objects, DNS and DHCP, PKI, RADIUS, LDAP, service principal names and trust relationships. When Active Directory goes away, every one of them loses its governance anchor, and most fail silently.
Three silent failures matter most:
· PKI and certificate services. Certificate auto-enrollment is configured through Group Policy against an enterprise CA integrated with Active Directory;6 without it, certificates stop enrolling and renewing, and the failure shows up weeks later as expiry.
· RADIUS, 802.1X and VPN. Network Policy Server uses the Active Directory domain as its account database when it is a domain member;7 network access control stops authenticating.
· LDAP. Legacy applications that authenticate by LDAP bind stop working.
Each category migrates through the same six phases: Discover, Normalize, Map, Migrate, Validate, Decommission, each with its own governance gate.
Carried in depth by: Book 02, Chapter 04 — The Hidden Migration Surface (the eleven types, the adapter matrix and the six phases), with the PKI, DNS and network categories in Book 07, Chapter 02, Book 08, Chapter 04 and Book 09, Chapter 07.
[bookmark: _Toc00000746]5. Eight core concepts
Eight concepts carry the program’s design vocabulary. They are design positions, not product features.
The eight core concepts
	#
	Concept
	Definition

	1
	Single source of truth
	Every claim has one authoritative origin.

	2
	The conversation as the atomic unit
	Every interaction binds identity, certificates, addressing, path, quality of service and telemetry.

	3
	Identity as the root namespace
	Every address, certificate, subnet, policy and telemetry event derives from identity.

	4
	Deterministic addressing
	Addressing is identity-derived and policy-driven.

	5
	Certificate-anchored overlay
	Mutual TLS anchors tunnels, services and trust relationships.

	6
	Telemetry as control
	Telemetry is a real-time control input, not passive reporting.

	7
	Embedded governance
	Governance runs through orchestrated workflows, not manual tickets.

	8
	User experience first
	If governance was done right, the migration is invisible to end users.


Carried in depth by: Book 02, Chapter 03 — Active Directory and Entra ID, Side by Side (the concepts and how they map to the migration adapters), with addressing in Book 08 and certificates in Book 07. Telemetry as a control input is the subject of Book 12, Security Operations & Telemetry.
[bookmark: _Toc00000747]6. Hybrid join without governance
Converting a large domain-joined fleet to Microsoft Entra hybrid join is close to a tenant-wide switch: publish a service connection point, or push its two registry values by Group Policy, and devices register themselves.8 That effortlessness is the hazard.
The ungoverned path keeps the connectivity benefit and spends the truth-and-accountability layer: ownership, one object per machine, scoped rollout, provenance, lifecycle and a single console of record. It also tends to make a waypoint permanent. Microsoft’s own guidance is that hybrid join shouldn’t be a long-term or end state, and that existing hybrid-joined devices must be reset to become Entra joined.9
The governed path reaches the same end state but routes the bulk change through an active reconciliation control plane:
1. Address before you actuate: organizational attributes on every device.
1. Cap the blast radius: high-blast-radius operation classes stay gated on human approval.
1. Execute through plan and apply, with a dry run.
1. Bake enforcement in report-only mode first.
1. Reconcile duplicates and lifecycle.
1. Emit evidence an authorizing official can sign.
1. Cover the whole denominator: non-Windows devices, personal devices, guests and servers.
Book 05 adds an eighth step that follows from Microsoft’s guidance: give every hybrid-joined device an exit to Entra join and a trigger event, such as its refresh date.
Carried in depth by: Book 05, Chapter 02 — The Hybrid Join Trap, with the governed, manual and retrofit paths in Book 05, Chapter 05.
[bookmark: _Toc00000748]7. Device and server modernization
Observe before you change anything. The work runs in four phases:
1. Observe: NTLM audit, service principal name inventory, SQL Server audit, device-management posture.
1. Onboard: hybrid management onboarding for servers, device-management auto-enrollment for clients.
1. Harden: service principal name repair, NTLM restriction, the Conditional Access baseline.
1. Watch: Conditional Access drift and cross-domain status.
The key rules:
· Audit before you restrict NTLM. Windows provides audit-only settings that log the NTLM requests a block would deny, before anything is blocked.10 Microsoft notes that reducing NTLM requires knowing which deployed applications need it, and that applications may still use it even where Kerberos is preferred.11 Premature blocking breaks legacy applications.
· Never embed a service-principal secret in a Group Policy startup script. It is readable by any domain user through SYSVOL.
· Exclude break-glass accounts from Conditional Access before enforcing. Microsoft recommends excluding emergency access accounts from policies to prevent lockout through misconfiguration.12
· Domain unjoin is a separately sequenced decision. Onboarding a server to Azure Arc doesn’t imply removing its domain join.
Carried in depth by: Book 05, Chapter 09 — Servers Under Azure Arc (onboarding, the startup-script rule and the separate unjoin decision), Book 05, Chapter 04 — Intune-First Onboarding and Book 05, Chapter 10 — Operating and Evidencing the Fleet (the Watch phase). The NTLM audit and restriction sequence for the database tier is Book 06, Chapter 15.
[bookmark: _Toc00000749]8. HR-driven lifecycle
The HR system is the system of truth for organizational placement. The directory is the system of record for identity.
· Organizational attributes are derived, never hand-set.
· The match key must be populated before the first full sync. The HR person identifier and the directory’s employee identifier are joined before anything is provisioned. Microsoft’s HR provisioning guidance is to match on employeeId; the fifteen extension attributes can’t be used as a matching attribute.13
· Every event produces a provenance record. No record, no closure.
· One master per attribute. Writeback carries only identity-plane-mastered values, such as username and work email, to HR for display.
· Cutover from hybrid to cloud-native is a configuration change, not a rebuild. While users are synced, the attributes are written to Active Directory and flow up; at cutover the HR feed writes to the cloud directory instead.
Carried in depth by: Book 03, Chapter 04 — Attribute Authority (the operating rules), Book 03, Chapter 05 — Provisioning Services (matching, landing zones and writeback) and Book 03, Chapter 08 — Joiner, Mover, Leaver.
[bookmark: _Toc00000750]9. Conditional Access principles
Conditional Access has no precedence order. Its rules are few, and each is documented:
· All matching policies apply. When several policies apply to a user, all of them must be satisfied; there is no priority number.14
· Block overrides grant. If any applicable policy blocks, enforcement stops and the user is blocked.14
· Multiple grant controls combine as AND by default. A policy can instead require one of the selected controls, but “require all” is the default.14
· Session controls from every applicable policy apply. They are applied once all grant controls are met.14 Because every policy must be satisfied, the strictest setting is the one the user experiences.
· Exclusions win within a policy. A user both included and excluded is excluded.4 An exclusion removes one policy, not every policy: another policy can still apply.
The program’s operating rules follow from those:
· Deploy in report-only first. Report-only policies are evaluated but not enforced,14 so their impact can be read before promotion; promotion to enforcement is a separate change.
· Exclude a break-glass group before enforcing.12
· Target through dynamic groups built from organizational attributes.
· Unpopulated attributes cause policy bypass. A user with an empty attribute falls out of the dynamic group, and so out of every policy that targets it. Attribute completeness is a security control, not a data-quality nicety.
Carried in depth by: Book 04, Chapter 03 — The Conditional Access Model and Book 04, Chapter 07 — The Conditional Access Policy Library.
[bookmark: _Toc00000751]10. Group Policy Object sunset
Three related but distinct programs:
· Net-new device onboarding: governance at procurement time.
· Existing-fleet GPO sunset: replacing Group Policy Objects on endpoints already deployed.
· Regenerate, not copy: the philosophy for authoring replacement policies, which are written from intent, not translated setting by setting.
Assignment precedence, corrected
The source’s precedence rules were partly wrong. The corrected rules, from Microsoft’s documentation:
Policy conflict rules, corrected against Microsoft documentation
	Conflict
	What happens
	Source said

	Compliance policy against compliance policy
	The most restrictive setting applies.15
	Most restrictive wins (correct)

	Compliance policy against configuration policy
	The compliance policy’s setting takes precedence.15
	Not stated

	Configuration against configuration, including endpoint security policies and baselines
	The conflict is flagged and must be resolved manually; the setting might fail to apply.16
	“Last write wins” for profiles, and endpoint security takes precedence over profiles (both incorrect)

	Intune (MDM) against a Group Policy Object, settings in the Policy CSP
	Group Policy wins unless MDMWinsOverGP is set to 1.17
	Last writer wins

	Intune against a GPO, settings in other CSPs
	MDMWinsOverGP doesn’t apply; Microsoft warns of a race condition with no guarantee which wins.17
	Last writer wins


The conflict rule. Each setting is owned by exactly one policy. Where Intune and a GPO target the same setting, document the overlap, set MDMWinsOverGP where it applies, and retire the GPO copy as soon as Intune owns the setting. A conflict is a fault to fix, not a rule to rely on.
Carried in depth by: Book 05, Chapter 07 — The GPO Sunset Program (which made the same correction) and Book 05, Chapter 08 — GPO to Intune Policy Migration; why the two can’t simply run side by side is Book 05, Chapter 01.
[bookmark: _Toc00000752]11. Drift detection
The drift engine doesn’t believe that the HR system and the directory still agree. It re-checks on a schedule and emits a structured finding when they don’t.
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Drift detection runs as a loop, and the record of what should be true stays separate from the systems that enforce it.
The six-phase loop: Snapshot, Compare, Classify, Alert, Remediate, Verify, and back to Snapshot.
Four categories for attribute values:
Drift categories for organizational attribute values
	Category
	What it means
	Severity
	Response

	Format
	A typed value fails its expected pattern
	Critical
	No auto-fix; halts the remediation pass

	Value
	An enumerated value isn’t in the enumeration
	High
	Sometimes auto-fixed

	Orphan
	An enumeration value has no matching principals
	Medium
	Flag only

	Phantom
	A principal carries a deprecated value
	Medium
	Reassign when a successor is defined


Book 01 uses “Value” and “Orphan” differently (Value for a value that differs from the HR record, Orphan for a security group outside the governed library), and Book 13’s drift classes resolve the two meanings (Book 13, Chapter 06). Critical findings halt the remediation pass. The severities are the program’s defaults, not an external standard. The four categories govern the attribute values themselves. Each domain adds its own classes on top: HR-to-directory drift (missing identities, stale access, orphan accounts, unauthorized writes, credential drift) and administrative-unit drift (rule differences, paused rule processing, unexpected role assignments) are defined in the books below.
Carried in depth by: Book 03, Chapter 11 — Drift, Metrics and Evidence, Book 02, Chapter 05 for administrative units, and Book 01, Chapter 04. Book 13, Governance, Drift & Evidence, consolidates them.
[bookmark: _Toc00000753]12. SQL Server identity transformation
Windows Authentication was good engineering for its world. The destination is cloud identity authentication: tokens for applications, a managed identity for the engine, multifactor authentication for people. For SQL Server outside Azure, that destination is SQL Server enabled by Azure Arc, which supports Microsoft Entra authentication from SQL Server 2022 and removes self-managed secrets through managed identity.18
The precondition most narratives skip: you can’t migrate the authentication of an estate you haven’t first assessed and consolidated.
Three states:
· Before. The domain controller is the authentication authority, and NTLM is the silent fallback. When a client can’t form or find a valid service principal name, Windows negotiation falls back from Kerberos to NTLM, and the sign-in usually succeeds, so nobody notices.19
· During. Both paths are live at once. That is a controlled risk, held for a defined period.
· After. No domain controller is in the path; the token carries identity and context.
Carried in depth by: Book 06 — Data Platform: SQL Server Identity, from the inventory and consolidation gate (Chapter 04, Chapter 06) through the authentication audit (Chapter 07), Arc and the engine identity (Chapter 09) and the closure condition (Chapter 20).
[bookmark: _Toc00000754]13. Education, training and test plans
· Education builds the mental model: governance is a system, identity is the primitive, maps replace inventories, provenance is non-negotiable, modernization is a lifecycle, and drift is the feedback signal.
· Training has two audiences and four tracks. Contributors learn to land a reviewed change. Operators learn to run the discovery and drift tools and interpret their output. Book 16 builds four tracks inside those audiences: compliance, implementation, vendor training and labs, and end-user training (Book 16, Chapter 01).
· Test plans live in one catalog. Every plan has a canonical entry, declares its pass signal, and stays in the catalog when retired.
These are the program’s design. Carried in depth by: Book 16, People: Training & Education. The books’ own acceptance and validation material shows the test-plan pattern: Book 03, Appendix C — Acceptance and Cutover and the validation test plan in Book 04, Chapter 08. The test plan catalog itself appears in Book 14, Chapter 11.
[bookmark: _Toc00000755]14. Zero Trust governance
CISA’s Zero Trust Maturity Model, version 2.0 (April 2023), has five pillars (Identity, Devices, Networks, Applications and Workloads, and Data) and three cross-cutting capabilities (Visibility and Analytics, Automation and Orchestration, and Governance), with four stages from Traditional through Initial and Advanced to Optimal.20 Programs that read it as a five-pillar shopping list and buy a tool per pillar tend to stall at Initial or low in Advanced. That is the program’s observation, not a CISA finding: maturity is the pillars operated through the cross-cutting capabilities, and Governance is the one programs fund least.
Five governance principles:
1. Identity is a necessary anchor, not a sufficient one. Identity has to be the addressing root the other pillars resolve against, and that root has to be defended as the highest-value target. It isn’t self-authenticating once established. Phishing-resistant credentials are required; M-22-09 requires phishing-resistant MFA for agency staff, contractors and partners.21 Access has to be re-evaluated continuously rather than trusted for a token’s lifetime (see the correction under principle 15).
1. Privileged and administrative identity needs controls of its own. Administrative identity is the root of the root. Privileged access is time-boxed and just in time, not standing,2 and break-glass accounts are governed artifacts, not unwritten exceptions.
1. Continuous evidence is a governance property, not a tool feature. Evidence must be reproducible, machine-readable and regenerable from the closure stream. Per-tool evidence that can’t be re-run is an assertion, not evidence.
1. Governance must enforce, not only observe. A program that names an owner and writes a policy but never wires in automated, preventive enforcement has built a reporting system, not a control.
1. The cloud boundary must be modeled, not assumed away. The network, every cloud provider and on-premises virtualization are assessed as one governed system. A provider’s own tool sees only its own platform; only the organization can hold one Zero Trust posture across all of them.
Neither CISA’s model nor M-22-09 requires an agency to reach a particular stage, so targets are the agency’s choice (Book 11, Chapter 03).
Carried in depth by: Book 11, Chapter 02 — Governance Principles for Zero Trust, with the boundary principle in Book 11, Chapter 06 and Book 10, Chapter 02, and privileged identity in Book 04, Chapters 02 and 04.
[bookmark: _Toc00000756]15. The modernization journey
The path from session-based, perimeter-era architecture to continuous verification rests on five principles:
1. Single source of truth. Every important claim has exactly one authoritative origin; other systems hold derived or subordinate copies.
1. Application-aware networking. Policy is written against named services and identities, not only packets and addresses.
1. Token-based identity. Continuously evaluated tokens replace long-lived, network-bound sessions.
1. Continuous verification. Continuous drift detection and evidence replace periodic assessment.
1. Fewer synchronous round trips. The architecture reduces how often an application must reach a distant authority.
Token lifetimes, corrected
The source said “short-lived” tokens, and its Zero Trust principle called for “short token lifetimes.” That isn’t how the worked example’s platform achieves continuous evaluation. Microsoft tried reduced token lifetimes and found they degrade user experience and reliability without eliminating risk. Its answer is continuous access evaluation: the resource and Entra ID exchange critical events, such as a disabled account, a password reset or a change of network location, and the session is revoked in near real time. In a CAE session, access tokens can be valid for up to 28 hours, because revocation is driven by events, not by expiry.22 The principle that survives is continuous evaluation, not a short clock.
Separating the record from the enforcer
These principles separate the system of record from the in-path enforcer. Active Directory fused them: the directory that held the truth was also the domain controller in the path of every logon. Every era conflates the two; the destination keeps them apart. The federal reference architecture draws the same line. NIST SP 800-207 states that the data plane and the control plane are logically separate, with the policy components and enforcement points communicating on their own control network.23 The program treats that as alignment, not as a mandate.
Book 01 states the fourth principle in its operational form, “govern actively”: the control plane reconciles toward intent, under an actuation ceiling for each class of operation.
Carried in depth by: Book 01, Chapter 12 — The Migration Roadmap (the structural move and the five principles, each tied to a chapter) and Book 09, Chapter 04 (token security and logical centralization); application-aware networking and round-trip reduction are Book 09.
[bookmark: _Toc00000757]Where each principle lives

The fifteen principles and the chapters that carry them
	#
	Principle
	Group
	Primary home
	Also

	1
	Single source of truth
	Foundation
	B03 Ch04
	B09 Ch04

	2
	Change control and provenance
	Foundation
	B01 Ch02
	B01 Ch11

	3
	Attribute-driven structure
	Directory and structure
	B02 Ch05
	B01 Ch04

	4
	The hidden surface
	Directory and structure
	B02 Ch04
	B07 Ch02, B08 Ch04, B09 Ch07

	5
	Eight core concepts
	Directory and structure
	B02 Ch03
	B07, B08

	6
	Hybrid join without governance
	Devices and policy
	B05 Ch02
	B05 Ch05

	7
	Device and server modernization
	Devices and policy
	B05 Ch09
	B05 Ch04, B05 Ch10, B06 Ch15

	8
	HR-driven lifecycle
	Identity and data
	B03 Ch04
	B03 Ch05, B03 Ch08

	9
	Conditional Access
	Devices and policy
	B04 Ch03
	B04 Ch07

	10
	Group Policy Object sunset
	Devices and policy
	B05 Ch07
	B05 Ch08

	11
	Drift detection
	Foundation
	B03 Ch11
	B02 Ch05, B01 Ch04; B13

	12
	SQL Server identity transformation
	Identity and data
	B06
	B06 Ch07, B06 Ch20

	13
	Education, training and test plans
	Program
	B16
	B03 App C; test plan catalog: B14 Ch 11

	14
	Zero Trust governance
	Program
	B11 Ch02
	B11 Ch06, B04 Ch02

	15
	The modernization journey
	Program
	B01 Ch12
	B09 Ch04



[bookmark: _Toc00000758]Notes
1. Microsoft Graph documentation, “onPremisesExtensionAttributes resource type” (for an onPremisesSyncEnabled user, the source of authority is on-premises Active Directory and the properties are read-only), https://learn.microsoft.com/graph/api/resources/onpremisesextensionattributes?view=graph-rest-1.0 (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Microsoft Entra Privileged Identity Management?” (time-based and approval-based role activation; eligible assignments; just-in-time access), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-configure (accessed Oct 21, 2026).
1. Microsoft Learn, “Administrative units in Microsoft Entra ID,” sections “Constraints” (administrative units can’t be nested) and “Administrative unit management” (users and devices can be added by dynamic membership rules; groups can’t), https://learn.microsoft.com/entra/identity/role-based-access-control/administrative-units (accessed Oct 21, 2026).
1. Microsoft Learn, “Conditional Access: Users, groups, agents, and workload identities,” sections “Include users” (a group can be any type, including dynamic groups) and “Exclude users” (the exclude action overrides the include action in a policy), https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-users-groups (accessed Oct 21, 2026).
1. Microsoft Learn, “Learn about group types, membership types, and access management,” section “Best practices to manage groups in the cloud” (use group-based licensing with dynamic membership groups), https://learn.microsoft.com/entra/fundamentals/concept-learn-about-groups (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure auto-enrollment of certificates for Network Policy Server” (prerequisite: AD CS with an Enterprise CA; auto-enrollment configured through Group Policy), https://learn.microsoft.com/windows-server/networking/core-network-guide/cncg/server-certs/configure-server-certificate-auto-enrollment (accessed Oct 21, 2026).
1. Microsoft Learn, “Network Policy Server overview,” section “RADIUS server and proxy” (a domain-member NPS uses the directory service as its user account database), https://learn.microsoft.com/windows-server/networking/technologies/nps/nps-top (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra hybrid join targeted deployment” (clear the SCP and configure the client-side SCP registry setting with a GPO), https://learn.microsoft.com/entra/identity/devices/hybrid-join-control (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra joined vs. Hybrid Microsoft Entra joined in cloud-native endpoints,” section “Which option is right for your organization” (hybrid join shouldn’t be long term nor the end goal; no supported path to Entra join without a Windows reset), https://learn.microsoft.com/intune/solutions/cloud-native-endpoints/entra-join-types (accessed Oct 21, 2026).
1. Microsoft Learn, “Policy CSP - LocalPoliciesSecurityOptions,” NetworkSecurity_RestrictNTLM_AuditIncomingNTLMTraffic (logs NTLM requests that would be blocked by the corresponding restriction setting), https://learn.microsoft.com/windows/client-management/mdm/policy-csp-localpoliciessecurityoptions (accessed Oct 21, 2026).
1. Microsoft Learn, “NTLM overview,” section “Current applications” (Kerberos is preferred, but applications might still use NTLM; reducing NTLM requires knowledge of deployed application requirements), https://learn.microsoft.com/windows-server/security/kerberos/ntlm-overview (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan a Conditional Access deployment,” section “User exclusions” (exclude emergency access or break-glass accounts to prevent lockout due to policy misconfiguration), https://learn.microsoft.com/entra/identity/conditional-access/plan-conditional-access (accessed Oct 21, 2026).
1. Microsoft Learn, “Troubleshoot HR user update issues,” section “User match with extensionAttribute not working” (extensionAttributes1-15 can’t be used as a matching attribute; use employeeID), https://learn.microsoft.com/entra/identity/app-provisioning/hr-user-update-issues (accessed Oct 21, 2026).
1. Microsoft Learn, “Build a Conditional Access policy” (all applicable policies must be satisfied; a block ends enforcement; multiple grant controls require all by default; session controls applied after grant controls; report-only policies evaluated in phase 1 only), https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-policies (accessed Oct 21, 2026).
1. Microsoft Learn, “Common questions, answers, and scenarios with policies and profiles in Microsoft Intune,” section “Compliance and device configuration policies that conflict,” https://learn.microsoft.com/intune/device-configuration/troubleshoot-device-profiles (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage endpoint security in Microsoft Intune,” section “How Intune resolves conflicts” (configuration policy conflicts, including endpoint security and baselines, require manual resolution and the setting might fail to apply), https://learn.microsoft.com/intune/device-security/endpoint-security-policies (accessed Oct 21, 2026).
1. Microsoft Learn, “Policy CSP - ControlPolicyConflict,” MDMWinsOverGP (default 0; applies only to policies in the Policy CSP; other CSPs such as Defender risk a race condition), https://learn.microsoft.com/windows/client-management/mdm/policy-csp-controlpolicyconflict (accessed Oct 21, 2026).
1. Microsoft Learn, “SQL Server enabled by Azure Arc,” section “Microsoft Entra authentication” (requires SQL Server 2022 or later; managed identity removes self-managed secrets), https://learn.microsoft.com/sql/sql-server/azure-arc/overview (accessed Oct 21, 2026).
1. Microsoft Learn, “‘Cannot generate SSPI context’ error when using Windows authentication to connect to SQL Server,” section “Frequently asked questions” (negotiate tries Kerberos, and if the SPN isn’t found the SSPI layer switches to NTLM and the sign-in typically succeeds), https://learn.microsoft.com/troubleshoot/sql/database-engine/connect/cannot-generate-sspi-context-error (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023 (five pillars, three cross-cutting capabilities, stages Traditional, Initial, Advanced and Optimal), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.A (Identity: phishing-resistant MFA is required for agency staff, contractors and partners), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. Microsoft Learn, “Continuous access evaluation,” sections “Overview” (reduced token lifetimes degrade user experience and reliability without eliminating risks), “Critical event evaluation” and “Token lifetime” (up to 28 hours in CAE sessions), https://learn.microsoft.com/entra/identity/conditional-access/concept-continuous-access-evaluation (accessed Oct 21, 2026).
1. NIST, SP 800-207, Zero Trust Architecture, August 2020, §3.4.1, item 5 (the data plane and control plane are logically separate), https://csrc.nist.gov/pubs/sp/800/207/final (accessed Oct 21, 2026).
[bookmark: _Toc00000759]Chapter 05 — The Program Plan: Phases and Gates
A modernization plan earns its keep by saying what has to be true before the next step starts, not by putting dates on a chart.
[bookmark: _Toc00000760]In this chapter
The five constraints every phase of the program obeys, and the seven phases and six gates that Book 01, Chapter 12 sets for the whole workbook. One table maps the program’s master project plan, which numbers its phases differently, onto those phases and gates. Then the five workstreams that run in parallel, the critical path through them, what the plan needs in licenses, infrastructure and people, the risks that shape it, and the success measures it is judged by.
[bookmark: _Toc00000761]One plan, three altitudes
The charter sets the program’s approach in five verbs: assess the estate, define the target, plan the waves, execute under control, and validate and sustain. The program plan turns those verbs into phases, and each phase into entry work, deliverables and an exit gate.
The program wrote its plan at three altitudes, and this chapter consolidates them. A short project plan states the phases in governance terms: charter and alignment, current-state assessment, target architecture, domain playbooks and wave planning, a pilot wave, then progressive rollout into steady-state governance. A one-page reference structure gives the same arc as a reusable template, with a typical gate per phase. And a detailed master project plan sequences the work week by week for one reference design: 48 milestones over an illustrative 52 weeks, every phase transition gated by a formal review, documented approval and a commit to the program’s repository.
The three agree on the order of the work. They disagree on how to number it, and none of them retires Active Directory Domain Services (AD DS) itself. The workbook settles both questions the same way: Book 01, Chapter 12 is canonical. Its seven phases and six gates are the ones every book uses, and the master plan’s phases are read through the mapping table below.
The master plan is also aspirational in a specific sense. It was written for one platform design, a Gitea repository on Windows Server 2025 behind an IIS reverse proxy, with AD and Microsoft Entra ID sign-in. The workbook treats that as the program’s reference design, not the only option (Book 01, Chapter 03 sets out what any platform host has to do). Its week numbers, milestone counts and thresholds are illustrative throughout.
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The seven phases and six gates, with the master plan’s phases mapped onto them.
[bookmark: _Toc00000762]The constraints every phase obeys
Five constraints apply to every phase, every workstream and every complementary project. They are the principles stated as planning rules.
1. Changes originate from a designated authoritative source and close with provenance. A change that can’t name its source and its record didn’t happen under the program.
1. Elevated privilege is time-bounded and scoped. Every wave runs under just-in-time elevation, not standing administrative rights.
1. Derived copies stay explicitly non-authoritative. Subordinate systems may hold copies of a fact; only one system originates it.
1. Drift between intended and observed state is classified and visible. Drift is a tracked finding with an owner, not a surprise at audit time.
1. No full rip-and-replace is required to make progress. Every phase maps, bridges and then replaces, with the old path kept until the new one is proven.
A sixth rule follows from the master plan’s core principle, assessment before action: no migration activity starts until the whole forest has been inventoried, classified and committed to the repository as machine-readable artifacts, and every modernization plan is generated from that data rather than designed in isolation. In Book 01’s terms, that is gate G0.
[bookmark: _Toc00000763]The seven phases and six gates
The table summarizes each phase. Chapters 08 to 10 of this book walk through them in order, and Book 01 Chapter 12 sets the gate criteria in full.
	Phase
	Goal
	Exit gate
	Detailed in

	0 — Pre-flight
	Charter accepted, owners named, platform host and repository stood up, read-only assessment committed
	G0 — Ready to Plan
	Chapter 08

	1 — Foundation
	Designs approved from the assessment; enterprise groups, administrative units, the Conditional Access baseline and the HR feed in place
	G1 — Foundation Complete
	Chapter 09

	2 — Pilot division
	The whole pattern proven on one representative scope, with rollback tested
	G2 — Pilot Clean
	Chapter 09

	3 — General rollout
	The pattern scaled wave by wave to every remaining division
	G3 — Rollout Complete
	Chapter 09

	4 — Legacy retirement
	Each legacy artifact retired through its own plan
	G4 — Legacy Quiet
	Chapter 10

	5 — AD DS retirement
	Domain controllers decommissioned, or a documented Kerberos island with an end date
	G5 — AD Retired
	Chapter 10

	6 — Steady state
	Assessment, planning and drift checks on a cadence, indefinitely
	—
	Chapter 10


The short project plan’s first phase, charter and alignment, has no separate number here. It is the entry work of Phase 0: sponsor, project lead and domain leads named, scope and constraints confirmed, evidence and provenance expectations agreed, and a first risk register opened. Its exit test stays useful as Phase 0’s first check: leadership can state the problem, the target outcome and how success will be measured.
Who clears each gate is settled in Book 01, Chapter 09 and summarized in Chapter 07 of this book. In short, the steward clears G0, G1 and G4 and co-signs G2 with the executive sponsor; the sponsor and steering committee clear G3; the sponsor and the CIO clear G5.
[bookmark: _Toc00000764]Mapping the master plan onto the gates
The master plan numbers seven phases from 0 to 6, the same count as Book 01, but it cuts the work at different points. It gives the platform build and the assessment a phase each, puts all design work in a phase of its own before the pilot, and ends its cutover phase with AD DS still running. The table reads each master-plan phase in Book 01’s terms, with the short project plan’s phase alongside.

	Master plan phase (illustrative weeks)
	Short project plan phase
	Book 01 phase
	Gate it feeds
	What changes in the mapping

	0 — Platform build (1–3): platform host, repository mirror, governance hooks, server connected through Azure Arc
	0 — Charter and alignment (entry work)
	0 — Pre-flight
	— (inside Phase 0)
	Book 01 adds the charter, named owners and least-privilege service principals to the same phase, and connects the platform host to Azure Arc in Phase 1 with the pilot servers

	1 — Assessment (4–9): twelve assessment domains, 23 deliverables, eight derived modernization plans, steering committee approval
	1 — Current-state assessment
	0 — Pre-flight
	G0 — Ready to Plan
	G0 needs the platform host operational, the assessment committed, no open priority-one findings, a provisional target end state recorded and the no-new-AD-dependency rule in force; plan generation and approval (master plan weeks 7–8) and pre-pilot readiness (week 9) are the first work after G0

	2 — Planning and design (10–13): attribute taxonomy, dynamic groups, Intune and Conditional Access designs, sync, resolver and Cloud PKI designs
	2 — Target architecture; 3 — Domain playbooks and wave planning
	1 — Foundation
	G1 — Foundation Complete
	Book 01 builds the foundation, not just its design: G1 needs the Conditional Access baseline enforced, emergency access accounts tested and the HR feed running

	3 — Pilot (14–21): sync deployed, pilot devices and policies, Conditional Access enforced, PIM, hybrid DNS, Cloud PKI and certificate-based authentication, Arc pilot servers
	4 — Pilot / first wave
	2 — Pilot division
	G2 — Pilot Clean
	Book 01 adds a drift-clean hold period and requires every hybrid-joined pilot device to have a cut date

	4 — Scale (22–33): four waves of about a quarter of scope each, ordered region, site, department
	5 — Progressive rollout
	3 — General rollout
	G3 — Rollout Complete
	The master plan’s last two scale milestones (GPO links off migrated OUs, attribute coverage at 100%) are G3 and G4 evidence

	5 — Cutover (34–41): AD FS, AD CS issuance, DNS forwarders, GPO links, trusts, legacy servers
	5 — Progressive rollout (residual scope)
	4 — Legacy retirement
	G4 — Legacy Quiet
	The master plan’s cutover keeps AD for authentication; the AD domain’s own DNS zones and domain controller certificates stay until Phase 5

	No counterpart
	No counterpart
	5 — AD DS retirement
	G5 — AD Retired
	Added by Book 01: domain controllers demoted, or a dated Kerberos island

	6 — Steady state (42 on): weekly re-assessment, daily drift detection, monthly compliance report, quarterly access review, annual architecture review
	5 — Steady-state governance
	6 — Steady state
	—
	Same intent; Book 01’s illustrative schedule reaches it at week 49 because it includes Phase 5



Two consequences matter for planning. First, the master plan’s 52 weeks do not include retiring AD DS, so an estate that intends to get there should budget Book 01’s extra phase on top. Book 01’s own forty-eight-week sequence, which runs through AD DS retirement, is a model for a mid-size, clean forest; large federal estates typically run multi-year. Second, the master plan’s single design phase becomes, in Book 01, the first half of the Foundation phase: designs are approved from the assessment, then the same phase builds the enterprise primitives the designs describe.
[bookmark: _Toc00000765]Five workstreams, run in parallel
Inside the phases, five domain workstreams carry the work. They run together rather than one after another; finishing one before starting the next roughly doubles the program and produces worse results (Book 01, Chapter 12). The master plan organized the same work as five technology pillars (identity, devices, DNS, PKI and server management). The table shows how the two line up and which complementary project (Chapter 06) and book carry each.

	Workstream
	Primary focus
	Typical dependency
	Suggested position
	Master plan pillar
	Carried by

	Identity
	Attribute model, dynamic membership, lifecycle origin
	Assessment complete
	Early (wave 1)
	Identity
	Identity Lifecycle project; Book 02, Book 03

	Policy
	Existing policy mapped to attribute-driven scope
	Identity structure
	After identity
	Split between devices (GPO to Intune) and security (Conditional Access)
	Endpoint project; Book 05, Book 04

	Services
	Naming, IP address management and their dependencies
	Assessment; may bridge
	Parallel or mid
	DNS
	Network & Access project; Book 08

	Compute
	Device and server identity and management
	Identity structure
	Mid to late
	Devices; server management
	Endpoint and Data Platform projects; Book 05, Book 06

	Access
	Token-based, application-aware access
	Identity and policy
	Later
	PKI (certificate-based authentication); no ZTNA pillar
	Network & Access and Privileged Access projects; Book 04, Book 07, Book 09



The pillar view leaves two gaps that the workstream view closes. Policy has no pillar of its own, so nobody owns the question of which policy surface (Group Policy, Intune, Conditional Access or machine configuration) owns a setting; Book 01 gives it a security-engineering lead. And the access plane, identity-aware access to applications instead of network location, has no pillar at all; Book 01 gives it a joint identity and security lead.
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The five workstreams and the dependencies that order them.
[bookmark: _Toc00000766]The critical path
The master plan traced one critical path through its milestones. Restated in Book 01’s phases, it runs:
1. Platform host built, repository mirrored and governance hooks in place (Phase 0).
1. Read-only assessment, then the full assessment, committed; modernization plans generated and approved (Phase 0 into Phase 1).
1. Attribute taxonomy, then dynamic group design, then Intune policy design (Phase 1).
1. Pilot devices joined and pilot policies assigned; pilot success criteria met (Phase 2).
1. Each rollout wave in turn (Phase 3).
1. Cutover validation (Phase 4).
Everything else can run alongside. Conditional Access design and hybrid DNS design run in parallel with the identity and device track; PIM, hybrid DNS, Cloud PKI and Azure Arc work run in parallel inside the pilot once their designs are approved; and the retirement actions (AD FS, AD CS issuance, DNS forwarders, Group Policy links and trusts) can all run together after the last wave. One dependency never relaxes: PKI waits for identity. Certificate-based authentication can’t be validated until the user and device objects it maps certificates to are synced and mapped (Book 07, Chapter 07).
The path shows where schedule risk sits. Every week lost in assessment or attribute design moves every later gate. A week lost in, say, resolver design moves nothing, as long as it finishes before the pilot needs it.
[bookmark: _Toc00000767]What the plan needs
Licenses
The program needs no license of its own, but the services it orchestrates do. The master plan listed the licenses below; the table states each as of October 2026, with the corrections noted. Plan by license tier, not price, and check availability in the agency’s own cloud: feature sets in the Microsoft government clouds lag the commercial cloud (Book 10, Chapter 04).
	Service
	What the program uses it for
	License it needs
	Needed by

	Microsoft Entra ID
	Conditional Access, dynamic groups, HR-driven provisioning
	Entra ID P11
	Phase 1

	Microsoft Entra ID
	PIM and risk-based Conditional Access (ID Protection)
	Entra ID P2 or Entra ID Governance for PIM; P2 for ID Protection1
	Phase 1 (PIM for Tier 0), Phase 2 at scale

	Microsoft Entra ID Governance
	Access reviews for member users, Lifecycle Workflows
	Entra ID Governance; the master plan’s “P2 for access reviews” is now only partly true, since some review capabilities still run on P21
	Phase 2

	Microsoft Intune
	Device enrollment, compliance, configuration profiles
	Intune Plan 1
	Phase 1

	Microsoft Cloud PKI
	Certificate issuance to Intune-managed devices
	A subscription in addition to Intune Plan 1 or 2: the Intune Suite or the standalone add-on;2 from July 2026 it is also included in Microsoft 365 E5 and E7 for commercial customers, so confirm the entitlement on the agency’s government SKU3
	Phase 1

	Microsoft Defender for Identity
	AD security posture and lateral-movement findings during assessment
	Microsoft 365 E5 or G5, EMS E5, or a standalone license4
	Phase 0

	Azure Arc-enabled servers
	Server inventory, policy and machine configuration for on-premises servers
	Management services at no extra cost for servers with Windows Server Software Assurance or pay-as-you-go licensing; other servers pay as they go5
	Phase 1 (platform host and pilot servers)

	Azure DNS Private Resolver
	Hybrid DNS resolution
	Azure consumption; an inbound and an outbound endpoint, each in its own dedicated subnet6
	Phase 1


The master plan priced several items in dollars per month. The workbook doesn’t carry those figures; they change, and they depend on the agreement the agency buys under.
Every one of these purchases is an IT contract, so the CIO must review and approve it under FITARA, and since March 31, 2026, OMB M-26-10 requires agencies to ask current vendors for their utilization rates and prices paid and to put provisions requiring that disclosure into new IT solicitations and contracts.7 Appendix C has the acquisition checklist, and how the plan’s phases and gates become the investment record capital planning requires.
Infrastructure
The reference design’s infrastructure is small: one hardened platform host for the repository and the transformation engine (illustratively 4 vCPU, 8 GB of memory and 100 GB of SSD), a temporary privileged access workstation for the assessment that is sanitized under NIST SP 800-88 Rev. 2 after it,8 a sync server sized to Microsoft’s guidance, a Log Analytics workspace for Entra, Intune and Arc telemetry, and backup storage for the repository. The platform host is a Tier 0 system and a single point of failure until it is replicated; the master plan’s mitigation was a daily backup plus a mirror of the repository, and its follow-on list included an active-passive replication guide (Chapter 08 and Book 01, Chapter 03).
People
The master plan estimated 5.5 full-time equivalents across eight roles for the program office and workstreams. That estimate, and the people it leaves out, are in Chapter 07.
[bookmark: _Toc00000768]Risks that shape the plan
The plan is built around five risks. The full register, with likelihood, impact, owner and status, is Appendix A.
	Risk
	How the plan answers it

	Hidden dependencies are missed in discovery
	A structured assessment, and a pilot designed to surface unknowns early

	Competing sources of truth persist
	An authoritative origin designated per object class, and contention on the authoritative source tracked as authorization drift

	The organization resists making authority explicit
	Early stakeholder alignment in Phase 0, and a pilot that shows controlled rather than disruptive change

	Tooling leads the design
	Target architecture and change-control pattern defined before any tool is selected or configured

	Physics or data residency limits centralization
	Truth centralized logically; only subordinate copies distributed physically (Book 09)


[bookmark: _Toc00000769]External clocks
The plan’s dates are the agency’s to set, but some clocks are set outside it. FedRAMP’s Consolidated Rules for 2026 take mandatory effect for all stakeholders on January 1, 2027, with some areas carrying their own applicability and effective dates; over the following year every cloud service provider must follow them to keep its certification. FedRAMP stops accepting applications for new Rev5 certifications on June 11, 2027.9 Those dates govern how the program’s cloud providers are certified, not the agency’s own authorization of its systems. OMB’s logging requirements, CISA’s cloud-configuration baselines and the end-of-support dates of what the estate runs bind the agency directly. Book 01, Chapter 12 lays them side by side, and Chapter 01 of this book makes the case for why they make now the time to start.
[bookmark: _Toc00000770]How success is measured
The program-level success measures are deliberately few and checkable:
1. The current-state assessment is complete and accepted.
1. The target architecture is documented and understood by the domain leads.
1. The first wave has run with full provenance and evidence.
1. Drift detection is operational for the domains in scope.
1. Residual risks are documented and each has an owner.
1. Leadership can describe the modernization path and its outcomes without reference to internal technical decision records.
Each maps to a gate. Measures 1 and 2 are G0 and G1 evidence, measure 3 is G2, measure 4 is a G2 and G3 condition, and measure 5 is checked at every gate and closed at G5. Measure 6 is the plainest test of all, and the one most often failed: a program whose leaders can only explain it by citing document numbers hasn’t made its governance explicit. The plan closes when the charter’s success criteria are met or explicitly deferred with a reason, and when ownership of the authoritative source and of drift detection has passed to steady-state operations. Chapter 10 sets the operational measures that follow.
[bookmark: _Toc00000771]The first five actions
The plan’s own next steps are short, and they match Book 01’s “an inventory, an owner and a date”:
1. Review and accept the plan against the charter.
1. Confirm the Phase 0 stakeholders and decision rights (Chapter 07).
1. Scope the assessment: data sources, read access and timeline (Chapter 08).
1. Identify the candidate authoritative source for human identity lifecycle events (Book 03).
1. Draft the outline of the target attribute model.
[bookmark: _Toc00000772]Key takeaways
1. Book 01’s seven phases and six gates are canonical; the master plan’s phases map onto them, and its cutover stops short of retiring AD DS.
1. Five constraints bind every phase: authoritative origin with provenance, time-bound privilege, non-authoritative copies, visible drift, and no rip-and-replace.
1. Five workstreams run in parallel; the critical path runs through assessment, attribute design, the pilot and the rollout waves, and PKI always waits for identity.
1. License by tier and check availability in the agency’s cloud; access reviews now sit in Entra ID Governance, and Cloud PKI has moved into Microsoft 365 E5 for commercial customers, so confirm the entitlement on the agency’s government SKU.
1. Week numbers are illustrative. The gates, not the calendar, decide when the next phase starts.
[bookmark: _Toc00000773]Notes
1. Microsoft Learn, “Microsoft Entra licensing,” sections “Microsoft Entra Conditional Access,” “Microsoft Entra ID Governance” (access reviews and Lifecycle Workflows), “Microsoft Entra ID Protection” and “Microsoft Entra Privileged Identity Management,” https://learn.microsoft.com/entra/fundamentals/licensing (accessed Oct 21, 2026).
1. Microsoft Learn, “Overview of Microsoft Cloud PKI for Microsoft Intune,” Prerequisites (licensing requirements), https://learn.microsoft.com/intune/cloud-pki/; and “Use Microsoft Intune Suite add-on capabilities,” Available add-ons, https://learn.microsoft.com/intune/fundamentals/add-ons (both accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Intune planning guide,” Step 3, “Determine costs and licensing” (from July 2026, Microsoft 365 E5 and E7 include Endpoint Privilege Management, Microsoft Cloud PKI and Enterprise Application Management), https://learn.microsoft.com/intune/fundamentals/planning-guide (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Defender service description,” section “Microsoft Defender for Identity,” https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-defender-service-description; and “Microsoft Defender for Identity for US Government offerings,” Licensing requirements, https://learn.microsoft.com/defender-for-identity/us-govt-gcc-high (both accessed Oct 21, 2026).
1. Microsoft Learn, “Modernize server management from Configuration Manager to Azure Arc,” Benefits (pricing), https://learn.microsoft.com/azure/azure-arc/servers/modernize-server-management (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Azure DNS Private Resolver?,” sections “Inbound endpoints,” “Outbound endpoints” and “Subnet restrictions,” https://learn.microsoft.com/azure/dns/dns-private-resolver-overview (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-10, Reinforcing Transparency, Accountability, and Oversight of Federal Technology, March 31, 2026, §1 (citing 40 U.S.C. §11319(b)(1)(C)) and §2 Requirements, https://www.whitehouse.gov/wp-content/uploads/2026/03/M-26-10-Reinforcing-Transparency-Accountability-and-Oversight-of-Federal-Technology.pdf (accessed Oct 23, 2026).
1. NIST, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025 (final September 26, 2025; supersedes Rev. 1, December 2014), https://csrc.nist.gov/pubs/sp/800/88/r2/final (accessed Oct 21, 2026).
1. FedRAMP, “Important Dates for the Consolidated Rules for 2026,” entries “Mandatory Adoption” (January 1, 2027: the rules “take mandatory effect for all stakeholders, subject to specific overall applicability and effective dates within certain areas”; over the next year all cloud service providers must follow them to maintain FedRAMP Certification) and “End of New Rev5 Certifications” (June 11, 2027), https://www.fedramp.gov/2026/timeline/ (accessed Oct 21, 2026).
[bookmark: _Toc00000774]Chapter 06 — The Complementary Projects
The program sets the direction and the gates; the projects are where a sponsor, a lead and a pilot population turn one gap into finished work.
[bookmark: _Toc00000775]In this chapter
What a complementary project is and the shape every project charter shares. The seven chartered projects in their suggested order, why that order holds and where it bends, and an eighth project, Content Delivery Modernization, that draws on the endpoint and network projects, and how the projects sit inside the program’s workstreams and gates. For each project: what it delivers, how its success is judged at pilot scale, what it leaves out, and which book carries it in depth.
[bookmark: _Toc00000776]Why the program has projects
The Federal Modernization Workbook supplies the principles, the architecture and the governance framing. A program that stopped there would be a reading list. The complementary projects take the gaps the program finds most often and charter each one as executable work, with its own sponsor, lead, domain leads, pilot scope and success criteria.
Each project has two documents. The charter states the purpose, the problem, the objectives, what is in and out of scope, the guiding principles, the success criteria, a high-level approach, the risks and assumptions, governance and next steps. The plan sequences that approach into work. Both are written to be adopted as they stand: they carry no internal decision-record numbers, and every named role is “to be named” until the adopting agency fills it. The charters link to their plans, and this chapter links to the charters in the workbook’s repository. Projects 4 and 7 have no charter file of their own; their charters are carried in Book 13, Chapter 12 and Book 14, Chapter 07, and the table below links to those chapters. Project 8, Content Delivery Modernization, has no charter yet: its scope is set by its decision guide and its plan, and an adopting agency charters it once it decides to proceed. The site also publishes a sample plan for each project on the project plans page.
All seven projects share one change path, the one the identity project states as five clauses: a change originates from an authoritative source, carries an authorization, executes under least privilege, closes with provenance, and emits evidence. They also share a deliberately modest definition of success. Every charter asks for a working pilot, not a finished estate: one engine migrated, one role class under just-in-time elevation, one object class under drift detection. The program’s rollout phase is where pilots become coverage.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b00-orientation/png/ch06-project-portfolio.png]
The seven complementary projects in their suggested starting order, with the book that carries each.
[bookmark: _Toc00000777]The projects at a glance

	#
	Project
	What it delivers
	Program workstream
	Carried in depth by

	1
	Identity Lifecycle & Provisioning
	Joiner, mover and leaver flows from an authoritative source; attribute-driven access; owners for non-human identities
	Identity
	Book 03, Book 02, Book 04

	2
	Endpoint & Device Modernization
	Governed device lifecycle; Group Policy sunset; Conditional Access baseline; NTLM restriction plan
	Compute, Policy
	Book 05

	3
	Network & Access Modernization
	Authoritative naming and addressing plane; identity-driven remote access; customer-edge enforcement
	Services, Access
	Book 08, Book 09, Book 04

	4
	Continuous Monitoring & Evidence Fabric
	One evidence contract; aggregated, reconciled evidence; operational drift detection; authorization artifacts from the evidence stream
	All (steady state)
	Book 11; Book 13

	5
	Privileged Access & Administrative Identity
	Standing privilege inventoried and reduced; just-in-time elevation; governed break-glass; separation of duties
	Access
	Book 04

	6
	Data Platform Identity Transformation
	Token-based or managed-identity database authentication; NTLM eliminated after audit; continuous authentication evidence
	Compute
	Book 06

	7
	Supply Chain & Software Bill of Materials
	Software bill of materials pipeline; risk-based remediation; cloud-service certification status as a provisioning gate
	Cross-cutting
	Book 14; Book 10 for cloud certification

	8
	Content Delivery Modernization
	A distribution point refresh decided on evidence; a hub content tier sized to client count; peer caching; branch distribution points retired in waves; standard packaging; the last distribution point retired through five gates
	Compute, Services
	Book 09, Chapter 11; Book 05



[bookmark: _Toc00000778]Why this order
The suggested sequence is a starting order, not a waterfall. Projects overlap, and the program’s workstreams run in parallel regardless (Chapter 05). The order says which project has to be far enough along before the next can show results.
1. Identity first, because everything else keys off it. Device scoping, access policy, network decisions and data-platform logins all consume the organizational attributes and owners this project establishes. A device project started on unreliable attributes produces policy bypass, which is exactly the risk the endpoint charter names.
1. Endpoints second, because device identity depends on user identity and attribute scoping, and because the Conditional Access baseline that protects every later project lands here.
1. Network and access third, because identity-driven access needs identity claims and device posture to consume, and the naming and addressing plane becomes the join key every inventory reconciles to.
1. Continuous monitoring fourth, because an evidence fabric needs at least two sources already emitting records. By this point identity, endpoint and network sources exist.
1. Privileged access fifth as a chartered project, but not fifth in practice. The identity project already introduces just-in-time elevation for one privileged role class, and the program’s Foundation gate requires emergency access accounts vaulted and tested, and Phase 1 opens phishing-resistant sign-in registration (FIDO2 security keys and passkeys) to Tier 0 administrators (Book 01, Chapter 12). The fifth slot is where the remaining standing privilege, non-human privileged identities and separation of duties are taken on as a program of their own.
1. Data platform sixth, because database authentication depends on cloud identity, managed identities and the network path to the data, and because its NTLM audit needs the endpoint project’s observation work.
1. Supply chain last, because it is the most independent of the identity chain and draws on the evidence fabric to report component and remediation status.
1. Content delivery alongside two and three, not after them. It is listed last because it was added last, and because it draws on both: its office waves follow the network project’s circuits, and its last distribution point waits on the endpoint project’s workload moves. Its first step, an inventory and a decision on any distribution point refresh, should start as soon as such a refresh is proposed, so the money isn’t committed before the questions are answered.
[bookmark: _Toc00000779]How the projects fit the program
The projects don’t replace the program’s phases. They run inside them. A project’s observation or inventory step belongs to the program’s Pre-flight phase and feeds gate G0; its pilot runs in the program’s pilot phase or a later wave; its scale-out is rollout work; and its evidence joins the steady-state cadence. Each project’s charter names a sponsor, a lead and domain leads, and each reports into the program’s governance (Chapter 07). No project clears a program gate on its own. The gate owner does, using the evidence the projects produce.
Two rules keep the portfolio coherent. First, a project never designates a second authoritative source for something another project already owns: the identity project owns organizational attributes, the network project owns asset naming and addressing, and every other project consumes them. Second, every project emits evidence in the shape the continuous monitoring project defines, so the fourth project’s contract applies to the first three retroactively.
[bookmark: _Toc00000780]The projects one by one
1. Identity Lifecycle & Provisioning
Purpose. Every human and non-human identity originates from an authoritative source, receives only the access its attributes justify, and produces continuous evidence of its state and changes.
The problem. Joiner, mover and leaver events still arrive through tickets, spreadsheets and local directory changes; service accounts, application registrations and devices lack a clear origin; access accumulates and is rarely reviewed. Nobody can reliably answer who authorized an access and when it expires.
Success at pilot scale. An authoritative origin designated for human lifecycle events (typically the HR system) and for each non-human identity class in scope; joiner, mover and leaver flows working for a pilot population with provenance records; access for that population driven by attributes, with residual manual group membership inventoried and falling; just-in-time elevation for at least one privileged role class; a first access-review cycle complete for high-risk entitlements; drift between the source and the directory detected and classified.
Out of scope at first. Replacing the directory or identity provider, authorization logic inside business applications, physical access control, and configuring the agency’s HR system: the project defines the contract, and the agency owns the source.
Where it lives. Book 03 carries the HR-driven lifecycle, including the canonical attribute map in Chapter 06; Book 02 the directory migration; Book 04 access reviews and elevation. The project’s principle that HR, not the directory, is the source of organizational truth is the workbook’s position throughout. Contractors usually need an authoritative source of their own, because HR usually doesn’t hold them.
2. Endpoint & Device Modernization
Purpose. Move endpoints from Group Policy and domain join to a governed, attribute-driven device lifecycle that produces continuous evidence and reduces NTLM and standing-privilege risk.
The problem. Hybrid join was adopted for connectivity without the governance to match; overlapping Group Policy and Intune settings produce unpredictable results; NTLM remains a silent fallback; Conditional Access is deployed unevenly. Devices that are governed only through domain controllers can’t be inventoried or governed once the domain controllers leave the path.
The principles that make it work. Observe before changing anything. Regenerate policy against the target model rather than copying Group Policy settings. Treat overlapping Group Policy and Intune settings as conflicts to resolve and retire: Intune flags conflicting settings for an administrator to resolve rather than applying whichever was written last (Chapter 04). Deploy Conditional Access in report-only mode first. Keep break-glass exclusions documented. And treat onboarding and domain-unjoin as separate decisions.
Success at pilot scale. NTLM usage, service principal names and Group Policy overlap inventoried; a pilot population under governed management with attribute-driven scoping; at least one class of Group Policy setting regenerated and retired; the Conditional Access baseline in report-only for the pilot with an enforcement plan; an NTLM restriction plan with the legacy dependencies identified. The program’s gate overrides the charter’s floor on the Conditional Access baseline: G1 requires it enforced before the pilot opens (Chapter 09).
Why the NTLM work can’t wait. Microsoft deprecated every version of NTLM in June 2024, removed NTLMv1 from Windows 11 version 24H2 and Windows Server 2025, and recommends replacing NTLM calls with Negotiate, which tries Kerberos first.1 Deprecated isn’t removed: NTLMv2 still works. But an estate that hasn’t audited its NTLM dependencies can neither restrict them safely nor plan for their removal, which is why the charter makes audit the first step and restriction a later one.
Where it lives. Book 05, including the Group Policy sunset program in Chapter 07 and servers under Azure Arc in Chapter 09.
3. Network & Access Modernization
Purpose. Replace perimeter-and-VPN remote access and static wide-area networking with identity-driven, application-aware access and an authoritative naming and addressing plane that every other control reconciles to.
The problem. Access decisions don’t consume identity as authoritative input; DNS, DHCP and IP address management are fragmented or per-cloud, so there is no single join key for asset identity; encrypted transport exists only inside a provider’s boundary or not at all; enforcement at the customer edge is ungoverned.
The principles. Identity is the root namespace. The naming plane is a truth plane. Access decision points consume identity rather than keeping a parallel identity store. Overlay trust is anchored in identity-plane certificates where feasible. And the customer-owned half of boundary and encryption controls, the half no provider’s authorization covers, is in scope.
Success at pilot scale. The naming and addressing plane designated and operating for the pilot; an identity-driven access path for a pilot population, with the VPN path documented as residual; at least one access or path decision emitted as a claim with provenance; an approach for edge enforcement (802.1X or equivalent) with an accreditation path; a boundary disposition declared for every network service in scope.
Where it lives. Book 08 for DNS, DHCP and IPAM; Book 09 for transport, TIC 3.0 posture and network access control; Book 04 for Conditional Access; Book 10 for the boundary.
4. Continuous Monitoring & Evidence Fabric
Purpose. Turn continuous monitoring from a periodic reporting exercise into a fabric that aggregates evidence from many sources, detects drift, and assembles authorization artifacts from the record of closed changes rather than from after-the-fact assertions.
The problem. Evidence is still assembled for assessments. Several management stacks produce inventories that can’t be reconciled, drift surfaces at audit time, the same findings recur every cycle, and authorization packages describe controls an assessor can’t exercise.
The design. One evidence contract: every deployed mechanism emits a normalized record that can be bound to a control. Records join on the authoritative asset identity from the naming plane. Drift detection runs as an operation (snapshot, compare, classify, alert, remediate, verify), with findings classified as schema, semantic, provenance, authorization or identity drift. Actuation stays platform-native; only the evidence is unified. And coverage is labeled honestly, proven or asserted.
The federal context. NIST defines the purpose of an information security continuous monitoring program as visibility into assets, awareness of threats and vulnerabilities, and visibility into the effectiveness of deployed controls.2 FedRAMP’s 2026 rules move cloud providers the same way: under FedRAMP 20x, Key Security Indicators are meant to provide measurable validation that protections are working, with evidence collected continuously.3 The charter keeps full Key Security Indicator coverage for every control out of its first phase. It aims at the contract and a pilot, so that the agency’s own evidence and its providers’ line up later.
Success at pilot scale. The evidence contract documented and at least two sources emitting normalized records; one reconciled picture for a limited scope; drift detection operating for one object class (identity attributes or device posture); authorization artifacts generated from the stream for the pilot; a coverage report that separates proven from asserted claims.
Where it lives. Book 11, Chapter 10 for evidence rather than verdicts; Book 01, Chapter 11 for drift and the evidence packet; Book 13, Governance, Drift & Evidence, carries it in full.
5. Privileged Access & Administrative Identity
Purpose. Treat administrative identity as the root of the root: time-box privileged access, remove standing administrative privilege where feasible, and make every privileged action authorized, least-privilege and evidenced.
The problem. Privileged roles are granted permanently; service accounts and application registrations hold broad permissions; break-glass accounts are undocumented; separation of duties is procedural rather than enforced. A compromised administrative identity grants persistent access, and nobody can say who elevated, for what, and for how long.
Success at pilot scale. Standing privilege inventoried and classified by blast radius; just-in-time elevation in use for at least one high-risk role class and that class’s standing privilege measurably reduced (the program’s own pilot goes further and makes every role a pilot administrator holds eligible, milestone M-026 in Chapter 09); break-glass accounts identified, excluded from standard policy and tested; named owners for the non-human privileged identities in scope; requester and approver kept distinct for at least one high-risk change class; evidence for every elevation in the pilot.
Two facts that shape it. Privileged Identity Management needs Microsoft Entra ID P2 or Entra ID Governance licenses for every user with an eligible or time-bound assignment and every approver.4 And “no standing privilege” has one deliberate exception: Microsoft’s guidance is at least two cloud-only emergency access accounts holding Global Administrator as a permanent active assignment, not an eligible one, protected by phishing-resistant methods, excluded from blocking Conditional Access policies, monitored on every use and validated at least every 90 days.5 A target of “zero permanent Global Administrators” has to carve out those accounts by name, or it locks the agency out of its own tenant in exactly the emergency they exist for.
Where it lives. Book 04, especially Chapter 04 on roles and tiers and Chapter 08 on self-request with approval.
6. Data Platform Identity Transformation
Purpose. Extend identity modernization to the data platform: remove stored credentials, remove NTLM fallback, and produce continuous evidence of database and application-tier authentication.
The problem. Crown-jewel systems are authenticated by long-lived secrets; credential rotation is manual and unverifiable; application-tier service principals hold broad standing permissions; nobody can say continuously who or what authenticated to the data tier.
The principles. Assess before migrating. Managed identities or token-based authentication replace stored passwords, and what limits a stolen token is revocation on events, continuous access evaluation where the resource supports it, not a short clock (Chapter 04).6 NTLM is removed only after audit, because blocking it early breaks legacy clients. Authentication events flow into the evidence stream. And physics constrains consolidation: speed-of-light and consistency limits are stated, not discovered.
Success at pilot scale. The estate inventoried by engine, authentication method, stored credential and NTLM use; at least one engine migrated to token-based or managed-identity authentication for a pilot; NTLM use for that scope audited with a restriction plan; the pilot’s application tier on managed identity or scoped credentials; network-physics constraints documented for any consolidation under consideration.
Where it lives. Book 06 carries SQL Server in full, from the authentication audit to the closure condition; Book 09 carries the physics.
7. Supply Chain & Software Bill of Materials
Purpose. Govern the software supply chain: produce and consume software bills of materials (SBOMs), apply risk-based remediation timelines, and track the authorization status of vendors and cloud services so that third-party components don’t become ungoverned residual risk.
The problem. Software enters through procurement, open source and cloud services with uneven visibility; vulnerability intake is manual; remediation is best-effort; cloud services are adopted without a recorded authorization status.
The federal context has changed. OMB rescinded M-22-18 and its companion M-23-16 on January 23, 2026, ending the requirement to collect standardized secure-development attestations. Its replacement, M-26-05, still requires agencies to maintain a complete inventory of software and hardware and to set assurance policies that match their risk determinations. It leaves agencies free to use the attestation form, and to require a current SBOM from a producer on request, citing CISA’s 2025 draft minimum elements for an SBOM.7 That fits the charter’s principles closely: inventory before remediation, risk-based rather than uniform timelines, and a named owner for supply-chain risk acceptance. An SBOM is now an agency choice backed by contract terms, not a government-wide mandate, and the project should say so.
Cloud services: certification, not authorization. Under FedRAMP’s 2026 rules, FedRAMP certifies a cloud service offering, and the agency’s authorizing official authorizes the agency’s own system that uses it. FedRAMP is explicit that an agency should not issue an authorization to operate for the cloud service itself.8 The project’s provisioning gate therefore checks two things: the service’s FedRAMP certification status, and the agency authorization of the system that will use it.
Success at pilot scale. An SBOM for at least one pilot system or service; vulnerability intake working, with at least one finding tracked to closure on a risk-based timeline; certification status inventoried for in-scope cloud services; new SaaS provisioning gated on a recorded status for the pilot; a named owner for supply-chain risk acceptance.
Where it lives. Book 14, Chapter 07 carries it in depth; Book 10, Chapter 03 covers the FedRAMP changes.
8. Content Delivery Modernization
Purpose. Retire the model of a Configuration Manager distribution point in every office: decide any refresh on evidence, consolidate to a small hub content tier sized to client count, keep content in the office with peers, deliver from the cloud as workloads move to Intune, and retire the last distribution point when five gates close.
The problem. Distribution points went into offices because the circuits were too slow to do anything else. Microsoft’s published limit is 4,000 clients per distribution point, so most of a per-office estate exists because of the circuits, not because Configuration Manager needs it (Book 09, Chapter 11). A refresh at that scale buys servers whose useful life the endpoint strategy is already shortening, and each one is a component to baseline, patch and carry in the system security plan.
The principles that make it work. Size the content tier to clients, not offices. Fix the transport problem at the transport layer. Treat peer caching and Connected Cache as optimizations, never dependencies. Add no Configuration Manager infrastructure for new assets, in line with the Intune-first doctrine (Book 05, Chapter 04). Package every application once, in one standard wrapper, so it behaves the same from either tool. And retire the last distribution point on a gate, not a date.
Success at pilot scale. A validated endpoint count and distribution point inventory; a recorded decision on any refresh, with the ask decomposed; one hub built and serving content; the pilot offices served from the hub and their peers, their distribution points drained and removed with evidence; the most-installed applications on the standard wrapper; and the five retirement gates tracked.
Out of scope at first. Air-gapped and separately accredited enclaves, which keep local distribution points; the circuits themselves, which the network project owns; and the co-management workloads other than the app workloads, which the endpoint project moves.
Where it lives. Book 09, Chapter 11 carries the worked case; the decision guide the questions before money moves; the implementation guide the steps; the Content Delivery Modernization plan the schedule; and Book 05 the Intune side.
[bookmark: _Toc00000781]What the charters leave to the agency
Every charter ends the same way: a sponsor and a lead “to be named,” four domain leads by function, and five next steps that begin with an inventory. That is deliberate. The charters define the method and the contract, and the adopting agency supplies the people, the source systems and the risk decisions. Only the identity charter states decision rights, giving source-of-truth designation and the attribute model to the project lead and sponsor. In the program’s model the meaning of those attributes is HR’s decision and the flow is identity engineering’s (Chapter 07). Filling in the names is the first act of each project, and Chapter 07 says who they answer to.
A charter is also the natural unit for funding. Appendix C maps a charter’s sections to the Technology Modernization Fund’s initial proposal, whose milestone-gated phases have the same shape as the charters’ pilots.
[bookmark: _Toc00000782]Key takeaways
1. Seven chartered projects turn the program’s most common gaps into executable work, each with its own sponsor, lead and pilot-scale success criteria.
1. Start identity first; everything else consumes its attributes and owners. Privileged access is chartered fifth but starts in Phase 1 for Tier 0 and emergency access.
1. Projects run inside the program’s phases and feed its gates; they never create a second authoritative source.
1. Two source claims have moved: OMB’s attestation mandate is rescinded, so SBOMs are an agency choice; and FedRAMP certifies services while the agency authorizes its own systems.
1. “Zero permanent Global Administrators” must exempt the emergency access accounts by name.
1. An eighth project, Content Delivery Modernization, runs alongside the endpoint and network projects and draws on both. Its first act is a decision on any distribution point refresh, made on evidence before money moves.
[bookmark: _Toc00000783]Notes
1. Microsoft Learn, “Deprecated features for Windows client,” entry “NTLM” (deprecation announced June 2024; NTLMv1 removed starting in Windows 11, version 24H2 and Windows Server 2025), https://learn.microsoft.com/windows/whats-new/deprecated-features; and “Features removed or no longer developed in Windows Server,” Windows Server 2025, entry “NTLM,” https://learn.microsoft.com/windows-server/get-started/removed-deprecated-features-windows-server (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-137, Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations, September 2011, abstract, https://csrc.nist.gov/pubs/sp/800/137/final (accessed Oct 21, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP 20x Certification Rules, Consolidated Rules for 2026, https://www.fedramp.gov/2026/providers/20x/key-security-indicators/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra licensing,” section “Microsoft Entra Privileged Identity Management,” https://learn.microsoft.com/entra/fundamentals/licensing (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” sections “Create emergency access accounts” and “Security guardrails summary,” https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Oct 21, 2026).
1. Microsoft Learn, “Continuous access evaluation,” sections “Overview” (reduced token lifetimes degrade user experience and reliability without eliminating risks; initial implementation focuses on Exchange, Teams and SharePoint Online) and “Token lifetime” (up to 28 hours in CAE sessions; critical events and policy evaluation drive revocation), https://learn.microsoft.com/entra/identity/conditional-access/concept-continuous-access-evaluation (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-05, Adopting a Risk-based Approach to Software and Hardware Security, January 23, 2026, https://www.whitehouse.gov/wp-content/uploads/2026/01/M-26-05-Adopting-a-Risk-based-Approach-to-Software-and-Hardware-Security.pdf (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
[bookmark: _Toc00000784]Chapter 07 — Who Runs the Program
A program is run by the people who are allowed to say no: name them, give each decision one of them, and make the repository remember who said yes.
[bookmark: _Toc00000785]In this chapter
Book 01, Chapter 09 sets who leads, decides and does the work across the whole program, and this chapter doesn’t repeat it. It maps the roles named in the program’s charter and plans onto that model, corrects the places where the plans gave a decision to the wrong person, and covers the running mechanics: the workstream-level RACI, the meeting rhythm, the gate review, artifact management in the repository, the people estimate, and the separation of roles the program depends on.
[bookmark: _Toc00000786]Three vocabularies, one model
The program’s documents name its people three ways. The charter and the short project plan speak of a project sponsor, a project lead and five domain leads (identity, policy, services and addressing, compute, access). The master project plan, written for a reference design, names a canon steward, six technology leads (infrastructure, identity, endpoint, DNS, PKI and security) and a project manager. And Book 01 sets the program-wide model, with the executive sponsor and CIO, the CISO and authorizing official, a program office led by a steward, platform teams, application owners, the help desk, HR, and records and privacy.
This book uses Book 01’s model. The table reads the other two vocabularies into it.
	Role in this workbook
	Charter and short plan
	Master plan
	What the role does

	Executive sponsor (with the CIO)
	Project sponsor
	“Organizational leadership,” for budget only
	Owns scope, funding and sequence; breaks ties; decides when AD components retire; clears G3 with the steering committee and G5 with the CIO

	Steering committee
	—
	Biweekly steering committee
	Reviews the drift trend and gate readiness; clears G3 with the sponsor

	Authorizing official
	—
	Not named
	The only official who can accept security and privacy risk for the agency

	CISO
	—
	Partly the security lead
	Sets the control requirements every target surface must meet

	Steward, leading the program office
	Project lead
	Canon steward
	Owns the plan, wave sequencing, cross-domain dependencies and the repository; clears G0, G1 and G4; co-signs G2

	Project manager
	—
	Project manager
	Timeline, milestone tracking, the risk register, status reporting, steering committee logistics

	Workstream leads
	Domain leads
	Infrastructure, identity, endpoint, DNS, PKI and security leads
	Own playbook content, execution readiness and domain evidence inside the CISO’s requirements

	Application owners, help desk, HR, records and privacy
	—
	Not named
	Decide for their applications, attributes and records; support users (Book 01, Chapter 09)


Two gaps stand out. The master plan names no authorizing official, application owners, HR or records officer, so decisions that belong to them land on the steward or the security lead by default. And it treats the steward as the final authority on nearly everything, which Book 01 deliberately does not. The rest of this chapter closes both gaps.
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How the program is governed: who decides, who orchestrates and who does the work.
[bookmark: _Toc00000787]Who decides what
The charter put major scope, sequencing and target-model decisions with the project lead and sponsor, and gave domain leads playbook content and execution readiness. The short plan added that the sponsor approves scope changes, major sequencing shifts and acceptance of residual risk, and that any material change to the target architecture or to the rules for authoritative origin needs both the project lead and the sponsor. The master plan’s decision framework set an authority and a recording process for five decision types.
Most of that holds. Three items don’t. Residual risk can’t be accepted by the sponsor, the steward or the security lead: under the Risk Management Framework, the authorizing official is the only organizational official who can accept security and privacy risk to the organization’s operations, assets and individuals, and the authorizing official’s designated representative can do everything except make that authorization decision.1 Budget and licenses belong to the sponsor and CIO, who own funding in the program-wide matrix; the steward prepares the case. And gate decisions are not the steward’s alone: the master plan made the steward the review chair and sole signatory at every gate, but Book 01 spreads the gates across the steward, the sponsor, the steering committee and the CIO in proportion to what each gate ends.
	Decision
	Master plan said
	Program model
	How it is recorded

	Governance artifacts: status, naming, schema
	Steward alone
	Steward
	Pull request with the steward’s review required

	Technical design inside a workstream
	Pillar lead, with steward review
	Workstream lead, inside the CISO’s requirements, with steward review
	A decision record committed to the repository with a fixed review period (the master plan used 48 hours)

	Changes to the target architecture or authoritative-origin rules
	—
	Steward and sponsor concurrence
	Decision record plus the sponsor’s recorded concurrence

	Control requirements: authentication strength, Conditional Access baseline, logging
	Security lead designs
	CISO decides; security lead designs to them
	Requirement committed as policy; designs reference it

	Risk acceptance
	Security lead and steward jointly
	Authorizing official; security lead and steward prepare and recommend
	Risk acceptance with justification, compensating controls and an end date, recorded in the exception register; deferred remediation also stays on the plan of action and milestones, and a pure acceptance with no planned fix stays in the register only

	Milestone date changes
	Project manager and steward
	Project manager and steward; the sponsor for major sequencing shifts and gate dates
	Schedule change request with impact analysis

	Budget and licenses
	Steward and organizational leadership
	Sponsor and CIO; steward prepares
	Business case committed to the repository

	Gate decisions
	Steward signs every gate
	Steward: G0, G1, G4; steward and sponsor: G2; sponsor and steering committee: G3; sponsor and CIO: G5
	The pull request that merges the gate decision records who made it


The gate assignments are Book 01’s, set out with their backups in Book 01, Chapter 12; the program-wide decision matrix, with application cutovers, legacy-authentication end dates, records retention and the rest, is in Book 01, Chapter 09. Where a book’s own Who chapter goes deeper for its domain, it governs.
[bookmark: _Toc00000788]The workstream RACI
Below the program-wide matrix, the master plan assigned every major activity across its eight working roles. The table keeps that assignment, relabels the activities with Book 01’s phases, and adds a column for the decider above the workstream wherever the program model puts the decision there. R = responsible (does the work), A = accountable (owns the outcome), C = consulted, I = informed.

	Activity (phase)
	Steward
	Infra
	Identity
	Endpoint
	DNS
	PKI
	Security
	PM
	Decided above the workstream by

	Platform host provisioning (0)
	I
	R/A
	C
	I
	I
	I
	C
	I
	—

	Repository service and reverse proxy (0)
	A
	R
	C
	I
	I
	I
	I
	I
	—

	Directory and Entra ID sign-in to the repository (0)
	A
	C
	R
	I
	I
	I
	C
	I
	CISO sets the authentication requirement

	Governance hooks (0)
	R/A
	C
	I
	I
	I
	I
	C
	I
	—

	Read-only assessment (0)
	A
	C
	R
	C
	C
	C
	C
	I
	—

	Full delegated assessment (0)
	A
	C
	R
	C
	R
	R
	C
	I
	—

	Security assessment (0)
	A
	I
	C
	I
	I
	C
	R
	I
	CISO sets which findings are priority one for G0

	Modernization plan generation (1)
	A
	I
	R
	R
	R
	R
	R
	I
	—

	Plan review and approval (1)
	R/A
	C
	C
	C
	C
	C
	C
	C
	— (the steward approves each plan after the workstream and security leads review it; the steering committee reviews the combined set but doesn’t sign)

	Attribute taxonomy (1)
	A
	I
	R
	C
	I
	I
	I
	I
	HR decides what each attribute means

	Intune policy design (1)
	A
	I
	C
	R
	I
	I
	C
	I
	CISO’s control requirements

	Conditional Access design (1)
	A
	I
	C
	C
	I
	I
	R
	I
	CISO decides the baseline

	Sync deployment (2)
	A
	C
	R
	I
	I
	I
	C
	I
	—

	Hybrid DNS resolver deployment (1–2)
	A
	C
	I
	I
	R
	I
	I
	I
	—

	Cloud PKI deployment (1–2)
	A
	C
	C
	C
	I
	R
	C
	I
	—

	Pilot execution (2)
	A
	R
	R
	R
	R
	R
	R
	R
	G2: steward and sponsor

	Wave-based rollout (3)
	A
	R
	R
	R
	R
	R
	C
	R
	G3: sponsor and steering committee

	Legacy decommissioning (4–5)
	R/A
	R
	R
	R
	R
	R
	C
	I
	Sponsor and CIO decide retirement; records officer consulted first

	Cutover validation (4)
	R/A
	C
	C
	C
	C
	C
	C
	R
	G4: steward

	Drift detection (6)
	A
	C
	C
	C
	C
	C
	R
	I
	CISO decides on evidence and drift findings

	Quarterly access reviews (6)
	A
	I
	R
	I
	I
	I
	C
	I
	—

	Risk register maintenance (all)
	C
	C
	C
	C
	C
	C
	C
	R/A
	Authorizing official accepts residual risk

	Milestone tracking and reporting (all)
	I
	I
	I
	I
	I
	I
	I
	R/A
	—



Read the last column as the limit on the steward’s “A”. The steward is accountable for delivering each activity; the person in the last column decides the question the activity serves. A Conditional Access design the steward approves but the CISO hasn’t accepted isn’t ready, and a domain controller the workstreams are ready to demote doesn’t go until the sponsor and CIO decide and the records officer has been consulted about the logs it holds (Book 01, Chapter 09).
[bookmark: _Toc00000789]The rhythm
The master plan and Book 01 set meeting rhythms at different grains. They fit together.
	Forum
	Frequency
	Who
	Output

	Standup
	Daily, 15 minutes
	Workstream leads
	Blockers and the day’s priorities

	Status, dependency sync, plan reviews, deliveries, evidence review
	Weekly: status Monday, cross-workstream dependency sync Tuesday, plan reviews merged Wednesday, off-peak deliveries Thursday, evidence and drift review Friday
	Program office and workstream leads
	A written weekly status report committed to the repository, with a green, yellow or red rating per workstream

	Steering committee
	Every two weeks
	Steward, workstream leads, sponsor’s delegate
	Decision log and action items committed to the repository

	Gate schedule review
	Monthly
	Steward, sponsor
	Gate readiness against the schedule

	Gate review
	At each gate, 90 minutes
	All roles and the gate’s deciders
	Go, no-go or conditional go, recorded in the gate pull request


One escalation rule cuts across the table: two consecutive red weeks for any workstream go to the sponsor (Book 01, Chapter 12). The monthly questions a steering committee should ask, from the drift trend to the count of open risk acceptances, are in Book 01, Chapter 09.
[bookmark: _Toc00000790]The gate review
Every gate uses one template, committed to the repository with the decision. The master plan’s agenda runs 90 minutes:
1. Phase objective review (5 minutes).
1. Milestone completion status (15 minutes).
1. Deliverable checklist walkthrough (20 minutes).
1. Risk register updates (10 minutes).
1. Open issues and blockers (15 minutes).
1. Go/no-go discussion (15 minutes).
1. Decision and action items (10 minutes).
The template records each deliverable’s status (complete, partial or blocked), its repository path and who verified it. Five go/no-go criteria are all required: every mandatory milestone complete; every critical or high risk mitigated or accepted; every deliverable committed with approved status; no unresolved blocker; stakeholder sign-off obtained. The decision is one of three: go, no-go, or conditional go with conditions and a deadline. Open action items carry an owner and a due date.
Two corrections make the template fit the program. The decision authority is the gate’s owner from the table above, not the steward for every gate. And “accepted” in the risk criterion means accepted by the authorizing official in writing. The rest of the review is a check on data, not a debate: in Book 01’s model each gate criterion is a query against the repository and the drift reports, the engine reports green, the gate owner concurs, and a criterion the engine can’t evaluate needs rewriting (Book 01, Chapter 12).
[bookmark: _Toc00000791]The repository as the program’s memory
Every program artifact lives in the authoritative repository, and the repository’s own controls carry part of the governance. The master plan’s reference design used three kinds of branch: main, the canonical branch, protected so that only a reviewed pull request approved by the steward can change it; feature/ branches for work in progress; and release/ branches frozen at each gate approval as a snapshot of what the gate saw. Artifacts are named FMP_NNN_Short_Title_vMajor.Minor.md and move through five states.
	Status
	Meaning
	Who moves it there

	DRAFT
	Being written; may be incomplete
	The author creates it

	IN_REVIEW
	Pull request open, awaiting review
	The author submits the pull request

	APPROVED
	Approved and merged to main
	The steward merges

	CURRENT
	The active, governing version
	Automatic on merge

	DEPRECATED
	Superseded; kept for history
	The steward marks it


These are program conventions, and any Git service with protected branches can enforce them. The reference design’s Gitea, for example, can require a number of approvals before merge, restrict who may push or merge to an allowlist, require named status checks to pass, block a merge while an official reviewer has requested changes, and stop repository administrators from bypassing the rules.2 That last setting matters most: a protection the steward can quietly override is a convention, not a control.
[bookmark: _Toc00000792]The people the program needs
The master plan estimated the program office and workstreams at about 5.5 full-time equivalents for an illustrative 52-week program. The figures are a planning model for a mid-size estate, not a staffing standard.
	Role
	Estimate
	Engaged

	Steward
	0.5 FTE
	Throughout, and ongoing

	Infrastructure lead
	1.0 FTE
	Pre-flight through legacy retirement

	Identity lead
	1.0 FTE
	Assessment through legacy retirement

	Endpoint lead
	1.0 FTE
	Foundation through legacy retirement

	DNS lead
	0.5 FTE
	Assessment through legacy retirement

	PKI lead
	0.5 FTE
	Assessment through legacy retirement

	Security lead
	0.5 FTE
	Assessment onward, into steady state

	Project manager
	0.5 FTE
	Throughout


The estimate counts only the program’s own core. It leaves out the people Book 01 shows the program can’t run without: application owners for every application that moves, help desk capacity for every wave, the HR and contractor-source owners who define the attributes, the records officer and privacy office, and the CISO’s and authorizing official’s staff time for requirements and risk decisions. Budget for them explicitly. The master plan’s own mitigation for key-person risk also applies: cross-train two people per workstream and keep every procedure in the repository, so that no step depends on one person.
[bookmark: _Toc00000793]Keeping the roles apart
The program’s governance only works if the people in it can’t mark their own homework. Four separations follow.
1. The authorizing official is a government official and stays outside the program office. For federal agencies the role is an inherently governmental function assigned only to government personnel, and the authorization decision can’t be delegated.1 A program office staffed largely by contractors can prepare every risk acceptance, but can’t sign one.
1. No one holds two roles that check each other. The Risk Management Framework asks organizations to make sure there are no conflicts of interest when one person is given several risk-management roles.1 The steward should not also be the authorizing official, and the security lead who designs Conditional Access should not be the CISO who accepts the design.
1. Requesters don’t approve their own changes. Every high-risk change has a distinct requester and approver, which the repository’s protected branches enforce mechanically and the Privileged Access project (Chapter 06) extends to role elevation.
1. The component that decides isn’t the one that acts. The governance layer reconciles toward intent and a human approves corrective changes before they run, so nothing can both decide and cover its tracks (Book 01, Chapter 11).
[bookmark: _Toc00000794]Where the federal roles fit
Two federal requirements already name people the program should use rather than duplicate. OMB M-22-09 required each agency to designate a zero trust strategy implementation lead within 30 days and said agency leadership and “the entire C-suite” must be aligned behind the change.3 OMB M-19-17 requires each agency to designate an integrated, agency-wide ICAM office, team or other governance structure to govern and enforce ICAM efforts.4 Many agencies will make the zero trust lead the steward or the sponsor’s delegate, and run the program’s steering committee as, or alongside, the ICAM governance body. Neither memo says who decides when a forest retires; that is the program’s model, set out above and in Book 01.
[bookmark: _Toc00000795]The complementary projects
Each of the seven chartered projects in Chapter 06 has its own sponsor, project lead and four domain leads, all “to be named.” They don’t form a second governance structure. Each project lead reports to the steward, each project’s milestones sit in the program’s schedule, and each project’s risks enter the program’s register. Project decisions follow the same table as program decisions: the identity project’s charter, for example, gives source-of-truth designation and the attribute model to its lead and sponsor, while the meaning of each attribute stays with HR and the way it flows stays with identity engineering (Book 03, Chapter 07).
[bookmark: _Toc00000796]Key takeaways
1. Use Book 01’s model: the sponsor and CIO own scope, funding and retirement; the CISO owns requirements; the authorizing official owns risk; the steward owns the plan and the repository.
1. The plans misplaced three decisions: residual risk belongs to the authorizing official, budget to the sponsor and CIO, and gates to the owners Book 01 names.
1. The steward is accountable for delivering every activity, but the decider above the workstream answers the question each activity serves.
1. Make the repository enforce the governance: protected main branch, required approvals, no administrator bypass, and every gate decision recorded in its pull request.
1. Staff more than the 5.5-FTE core: application owners, help desk, HR, records and the authorizing official’s time are part of the program.
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1. Gitea, “Protected Branches,” Gitea documentation, https://docs.gitea.com/usage/access-control/protected-branches (accessed Oct 21, 2026).
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[bookmark: _Toc00000798]Chapter 08 — Pre-Flight: Platform and Assessment
Before the program changes anything, it builds the place where every decision will be written down, then reads the whole estate into it.
[bookmark: _Toc00000799]In this chapter
Phase 0 of the roadmap, Pre-flight, seen from the program office: what has to exist, who signs for it, and what evidence clears gate G0, Ready to Plan. The platform host is the program’s reference design, and the chapter sets out its seven build milestones and the repository conventions that every later artifact follows. Then the read-only assessment: twelve Active Directory domains, twenty-three deliverables and the eight modernization plans they feed, run as a five-step sequence from default read to approved plans, of which the first three clear G0 and the last two are the first work after it. The chapter ends with the G0 go/no-go checklist. The engineering detail lives in Book 01, Book 02 and Book 10; this chapter links to it rather than repeating it.
[bookmark: _Toc00000800]Where pre-flight sits in the program
Book 01, Chapter 12 sets the roadmap: seven phases and six gates. Phase 0, Pre-flight, has one goal, to produce the planning artifacts and stand up the platform host, and one exit, gate G0, Ready to Plan: the platform host is operational, the assessment is committed, no priority-one findings are open, a provisional target end state is recorded, and the no-new-AD-dependency rule is in force. Everything in this chapter serves those five conditions.
The program’s master plan covers the same ground in more detail and numbers it differently. Its Phase 0, Platform Build, and most of its Phase 1, Assessment, fall inside Book 01’s Phase 0. The tail of that assessment phase, generating and approving the plans and preparing the pilot, is the first work after G0, because G0 is the gate that makes the program ready to plan; Chapter 05 gives the full mapping. Two calendars follow from that. Book 01’s illustrative calendar gives pre-flight four weeks. The master plan spends about nine weeks on the same work: three to build the host, then six to assess, generate plans, review them and prepare for the pilot. Neither figure is a commitment, and large estates run longer. Plan from the milestone list, not the week count, and expect the assessment to take as long as the forest needs.
The master plan rests on one rule, and this book adopts it unchanged: assessment before action. No migration work starts until the whole forest has been inventoried, classified and committed to the program’s repository as machine-readable artifacts, and every modernization plan is generated from that assessment rather than designed on its own. A plan without an assessment is a guess.
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Pre-flight and the step after it: build and govern the platform host, read the estate at default rights, fill the recorded gaps with narrow additions and assess security to clear G0, then generate and approve the eight plans as Phase 1’s first work.
[bookmark: _Toc00000801]The platform host: the program’s reference design
Book 01, Chapter 03 describes the platform host in full: one governed server, with a standby, that holds the authoritative repository and runs every analysis, plan, delivery and evidence step. The property that matters is a single authoritative writer. The master plan builds that host one particular way, Gitea on Windows Server 2025 behind IIS, joined to Active Directory and signed into through Microsoft Entra ID, and that build is the program’s reference design. It is one well-understood way to meet the requirement, not the only one; Book 10, Appendix B compares the repository options and documents every interface the reference build exposes.
The reference components are all current, supported products. Windows Server 2025 is the current Long-Term Servicing Channel release, available since November 1, 2024, with mainstream support to November 13, 2029 and extended support to November 14, 2034.1 Gitea documents running as a Windows service, registered with sc.exe and started with its web command and an app.ini file,2 and documents IIS as a reverse proxy using the URL Rewrite and Application Request Routing modules, forwarding to Gitea on 127.0.0.1:3000.3 Gitea’s database can be PostgreSQL, MySQL, Microsoft SQL Server or SQLite;4 the master plan’s choice of a separate PostgreSQL host is the full-production profile in Book 10’s interface reference.
Seven build milestones
The master plan builds the host in seven milestones over about three weeks. The table keeps its milestones, owners and gate criteria, folds each milestone’s task list into one column, and marks where this chapter corrects the source.

Phase 0 platform milestones (master plan M-001 to M-007)
	ID
	Milestone
	Key tasks
	Gate criteria
	Owner

	M-001
	Server provisioned
	Provision a VM or server (the master plan sizes it at 4 vCPU, 8 GB RAM, 100 GB SSD, Windows Server 2025 Standard); join the domain in a designated OU; apply a hardening baseline; patch; create the data directory with NTFS permissions for the Gitea service account
	Online, domain-joined, hardened, updates current
	Infrastructure lead

	M-002
	IIS and Gitea operational
	Install IIS with URL Rewrite and ARR; bind an enterprise-CA TLS certificate on 443; install Gitea as a Windows service with its PostgreSQL backend; write the reverse-proxy rule; test from a workstation
	Clone, push and pull over HTTPS verified from a workstation
	Infrastructure lead

	M-003
	Directory sign-in configured
	Create a read-only LDAP bind account; add Gitea’s LDAP source over LDAPS (636), with base DN and user filter; map the stewards group to Gitea administrators; test with an administrator, a contributor and a read-only account
	Directory users can sign in; the stewards group holds the administrator role
	Identity lead

	M-004
	Entra ID sign-in configured
	Register Gitea as an application in Entra ID with its redirect URI; add Gitea’s OpenID Connect source; add a Conditional Access policy requiring MFA for the app; test sign-in, the MFA prompt and account linking
	Entra sign-in verified; MFA enforced for every Gitea session
	Identity lead

	M-005
	Upstream repository mirrored
	Create the program organization with stewards, contributors and readers teams; configure a scheduled pull mirror of the public upstream; verify branches, tags and commit count
	All branches, tags and full history verified
	Steward

	M-006
	Governance hooks deployed
	Deploy the receive hooks and branch protection; test each with known-good and known-bad pushes; commit the test results
	Marking rejection and branch protection verified, with evidence committed
	Steward

	M-007
	Azure Arc connected (may finish in Phase 1)
	Install the Connected Machine agent; tag the resource (Region, Site, Department, Role = GitServer); assign Azure Policy machine configuration for Windows Server 2025; check heartbeat and compliance
	Agent heartbeat confirmed; policies assigned and compliant
	Infrastructure lead



M-003 and M-004 can run in parallel once Gitea is up, and M-007 can run alongside M-002 to M-006, since it depends only on the server existing. Book 01 schedules the host’s Arc connection in Phase 1, together with the pilot servers, so M-007 isn’t a G0 condition; it must be done by G1. The critical path runs M-001, M-002, M-005, M-006.
Five corrections to the source apply to this table:
· Hardening baseline. The master plan names CIS Level 1. CIS publishes a Windows Server 2025 benchmark, revised to version 2.1.0 in September 2026 and listed at version 2.1.1 in November 2026, with separate Level 1 profiles for member servers and domain controllers.5 Use the Level 1 member-server profile or the baseline the agency already mandates, and record which one in the decision log.
· Who registers the application. The master plan required Entra ID Global Administrator access to register Gitea. Microsoft’s least-privileged role for creating an enterprise application is Cloud Application Administrator, and an Application Developer can create the registration when registration is restricted.6 Use the narrowest role that does the job.
· Report-only versus enforced MFA. The tasks start the MFA policy in report-only mode while the exit criterion says MFA is enforced. Both are right in sequence: Microsoft recommends running each Conditional Access policy in report-only mode for at least a week before enforcing it.7 The policy is enforced before G0, which in the master plan’s own schedule means the platform build’s third week can’t be its last.
· Guest Configuration is now machine configuration. Azure Policy’s Guest Configuration was renamed Azure machine configuration. On Arc-enabled servers it needs no separate extension, because the agent is built into the Connected Machine agent.8
· The engine’s PowerShell. The source said PowerShell 7.x. Use PowerShell 7.6, the current Long-Term Servicing release, supported to November 14, 2028; PowerShell 7.4 reaches end of support on November 10, 2026.9
Gitea supports both sign-in paths the master plan uses, an LDAP source bound with a service account and an OpenID Connect source with an auto-discovery URL, and it requires the redirect URI {ROOT_URL}/user/oauth2/{source name}/callback to be registered with the provider.10 Book 10’s interface reference corrects three details of the Entra ID side (the groups claim, overage, and when team mapping happens) that matter for who keeps access after they leave (Appendix B, B.2).
[bookmark: _Toc00000802]Repository conventions
Every artifact the program produces, from an assessment run to a gate decision, is a file in the repository, changed only through a reviewed commit. Three conventions from the master plan make that workable, and the hooks enforce them.
Branches. main is canonical: only approved artifacts live there, and it is protected so that changes arrive through a pull request the steward approves. feature/* branches hold work in progress, such as feature/phase1-assessment. release/* branches freeze a snapshot when a gate is approved, such as release/phase-1-assessment. Book 10’s hook table adds develop, bugfix/*, hotfix/* and canon/* to the allowed names.
Names. Governed documents follow FMP_NNN_Short_Title_vMajor.Minor.md. Assessment runs follow Book 01’s run identifier instead, assessments/<run-id>/, with the identifier in the form YYYY-MM-DD-HHmm-<host>-<tier> (Book 01, Chapter 10). Gate records live under reports/phase-gates/, weekly reports under reports/weekly/YYYY-WNN.md.
Status. Every governed document carries one of five states:
Document status lifecycle
	Status
	Meaning
	Transition authority

	DRAFT
	Under active authoring; may be incomplete
	Author creates

	IN_REVIEW
	Pull request submitted; awaiting review
	Author submits the pull request

	APPROVED
	The steward has approved; merged to main
	Steward merges

	CURRENT
	The active, governing version
	Automatic on merge to main

	DEPRECATED
	Superseded by a newer version; kept for history
	Steward marks


Hooks and protection. The master plan specified three server-side hooks: a pre-receive hook that rejects commits carrying controlled-information markings and enforces the commit-message format, an update hook that enforces branch protection, and a post-receive hook that sends notifications and updates the assessment manifest. Git runs all three from git-receive-pack, so they fire on pushes.11 Gitea ships with custom Git hooks disabled (DISABLE_GIT_HOOKS defaults to true), so server-side hooks are an explicit, administrator-controlled change.4 Its protected-branch settings already cover most of what the update hook was for: push allowlists by user or team, required approvals, required status checks, signed commits and a ban on force pushes.12 Use the native protections where they fit and keep the hooks for what they can’t express, such as content checks. Book 10 lists the full rule set (Appendix B, D.1).
Two corrections apply. First, the source’s hook rejects “FOUO” markings. FOUO is a legacy marking: the National Archives’ CUI program says that once agencies implement it, legacy markings such as FOUO and SBU are no longer used, though some information once marked FOUO is now marked CUI.13 The rejection rule should match the agency’s CUI banner and category markings and keep matching the legacy ones, because old documents still carry them. Second, the mirror. A pull mirror is updated by fetching from the upstream, and the receive hooks run only on pushes, so mirrored commits never pass through them. Gitea syncs a pull mirror on a schedule, every eight hours by default and no more often than every ten minutes,4 and it can only create one as a new repository.14 So the mirror is a quarantine copy. Content becomes canon only when a reviewed push or pull request moves it into the authoritative repository, which runs the hooks and the protections (Book 10, Appendix B, F.1). For the same reason, the master plan’s control for a stale mirror (a post-receive hook that checks the sync timestamp) can’t work as written; the drift reporter checks the mirror’s last sync instead.
Platform checklist
The master plan’s Phase 0 go/no-go checklist becomes the platform half of G0. Every item needs evidence in the repository:
· Gitea web interface reachable at the program’s internal HTTPS name (for example https://git.example.internal).
· Directory (LDAPS) and Entra ID (OpenID Connect) sign-in both working and tested, with MFA enforced for the Gitea application.
· The upstream repository mirrored with full commit history, and the promotion path into the authoritative repository tested.
· Hooks and branch protection rejecting controlled-information markings and unauthorized pushes to main, with test evidence committed.
· Azure Arc connected, resource tags applied, and machine configuration policies compliant, or scheduled to finish in Phase 1 (required by G1).
· Every deliverable in M-001 to M-007 verified and signed off by its owner.
· Platform completion report committed at reports/phase-gates/phase-0-completion.md.
[bookmark: _Toc00000803]The read-only assessment
The assessment discipline itself is set out in Book 01, Chapter 10: read-only by policy, least privilege in two tiers, and provenance on every run. Forest-level depth, the delegation request and the assessment module are in Book 02, Chapters 07 and 08. This section is the program’s schedule for it and the list of what it must deliver.
Twelve domains
The master plan organizes the assessment into twelve Active Directory domains, each with a planned assessment function, an output and the stream in Book 01 that carries the method. The functions are the program’s planned FMP module set; the master plan lists them as work to build, so treat the names as specifications rather than shipped tools. The workbook’s own Start Kit implements every domain as a read-only collector, named in the last column: download start-kit.zip or read it on GitHub. It’s illustrative: unit-tested against fixtures, not proven against a live estate.

The twelve assessment domains and the Book 01 streams that carry them
	Domain
	Planned function
	Output
	Book 01 Chapter 10 stream
	Start Kit

	Forest topology
	Export-FMPForestTopology
	ForestTopology.json
	1, Forest and domain topology
	Get-FMPForestTopology

	OU hierarchy
	Export-FMPOUHierarchy
	OUHierarchy.json, OUTree.txt
	2, OU hierarchy
	Get-FMPOUHierarchy

	GPO inventory
	Export-FMPGPOInventory
	GPOInventory.json, XML reports
	7, Group Policy Objects
	Get-FMPGPOInventory

	DNS infrastructure
	Export-FMPDNSAssessment
	DNSInventory.json
	8, DNS zones and records
	Get-FMPDNSAssessment

	PKI and AD CS
	Export-FMPPKIInventory
	PKIInventory.json, ESCVulnerabilities.csv
	10, Certificate services
	Get-FMPPKIAssessment

	Computer objects
	Export-FMPComputerInventory
	ComputerInventory.json
	4, Computers
	Get-FMPComputerInventory

	User objects
	Export-FMPUserInventory
	UserInventory.json, PrivilegedUsers.csv
	3, Users
	Get-FMPUserInventory

	Group memberships
	Export-FMPGroupInventory
	GroupInventory.json
	6, Security and distribution groups
	Get-FMPGroupInventory

	Trust relationships
	Export-FMPTrustMap
	TrustMap.json
	1 (trusts are collected with the topology)
	Get-FMPTrustMap

	Service accounts
	Export-FMPServiceAccountInventory
	ServiceAccounts.csv
	5, Service accounts and SPNs
	Get-FMPUserInventory, Get-FMPKerberosSpnMap

	ACL and delegation
	Export-FMPACLReport
	OUDelegation.json
	2 (delegation ACLs are part of the OU stream)
	Get-FMPOUHierarchy

	Schema extensions
	Export-FMPSchemaExtensions
	SchemaExtensions.json
	1 (schema version15); also feeds the attribute design
	Get-FMPSchemaExtensions



The twelve domains and Book 01’s eleven streams don’t match one to one, and the program needs the union of both. The master plan has no domain for DHCP scopes and reservations (Book 01 stream 9) or for LDAP bindings and the Kerberos SPN map (stream 11), and it doesn’t call for the transaction profiles that decide whether an application may move away from its data. Book 01 also inventories RADIUS and NPS separately from its streams, because they depend on AD rather than living in it (Book 01, Chapter 10), and the charter counts RADIUS among the eleven dependency types the assessment must cover by G0 (Chapter 03). Book 01’s G0 requires all of them, so they are added to the assessment rather than left to a later phase. The Start Kit covers DHCP (Get-FMPDHCPInventory), the Kerberos SPN map (Get-FMPKerberosSpnMap) and LDAP binding events (Get-FMPLdapBindingEvent), counts the SQL Server estate from three independent signals (Invoke-FMPSqlEstateDiscovery, the instrument Book 06, Runbook R02 describes), and inventories RADIUS and NPS (Invoke-FMPNpsInventory): every NPS server in each domain’s RAS and IAS Servers group, its RADIUS clients, network and connection request policies, and the AD groups and certificates each policy authorizes against, with shared secrets reduced to a length and a label before anything is written. It also builds the transaction profiles (Invoke-FMPTransactionProfile) from a catalog the application teams fill in: the measured round trips per business transaction, from a packet capture export, SQL Server’s own connection counters or a named measuring tool, what they would cost at the round-trip time after separation, and which applications clear Book 01’s separation gate. The kit measures and applies the arithmetic; the response-time budgets and the target round-trip times are the program’s inputs.
Five steps from default read to approved plans
The master plan runs the assessment as a week-by-week sequence. Each step ends in a milestone, and each milestone is a committed, reviewed artifact. Steps 1 to 3 produce what G0 needs; steps 4 and 5 run immediately after G0, as Phase 1’s first work, and are described here because they finish the assessment’s deliverables.
Step 1, read-only assessment (M-008). Build a dedicated assessment workstation: a privileged access workstation or a hardened, domain-joined Windows 11 VM with restricted network access, PowerShell and Git. On Windows 11 the Remote Server Administration Tools install as Features on Demand, for example Rsat.ActiveDirectory.DS-LDS.Tools, with separate capabilities for Group Policy, DNS and AD CS tools.16 Run the permission pre-flight (Test-FMPReadAccess) to record what this forest lets a default account read, then the read-only orchestrator (the Start Kit’s Invoke-FMPStartKit.ps1 runs both, writes a one-page summary of counts and drafts the delegation request from the gaps), commit the output on the assessment feature branch and open a pull request for the steward. From the recorded gaps, write the delegation request. The master plan estimated that default read captures about 87 percent of the assessment’s value. Treat that as the program’s estimate, not a measured fact: Book 01 shows that default read is broader than most teams expect, covering most GPO settings, certificate templates and often the AD-integrated DNS zones, and the pre-flight is what measures it in a given forest. Milestone check: the steward has reviewed the read-only run and the delegation request has gone to the directory team.
Step 2, delegated assessment (M-009). With the narrow Tier B additions granted, finish the parts default read couldn’t see: DNS server settings such as aging, scavenging and forwarders; the CA’s issued-certificate database and CA configuration; a full GPO backup; and the Deleted Objects container. Each needs care in how it is requested:
· Group Policy. Backup-GPO -All backs up every GPO in a domain to an existing directory,17 and the XML reports feed a per-setting classification. Most GPOs are already readable at default rights, so request extra read only where security filtering hides a GPO.
· Deleted objects. By default only System and the Administrators group can view the Deleted Objects container. Microsoft documents delegating read with dsacls, granting List Children and Read Property, which matches the Administrators group’s default access and allows no changes.18 Objects stay in the container for the tombstone lifetime, plus the deleted-object lifetime when the Recycle Bin is on.18 (The source called it the “recycled objects container”; it is the Deleted Objects container.)
· Certificate services. Ask for read-only access to the CA, or an administrator-run export of the database, never the CA administrator role. Rights that expose secrets are never requested.
Commit the delta under the same run and update the assessment manifest. Milestone check: the full assessment is reviewed, all twelve domains (and the added streams) are covered, and no critical gaps remain.
Step 3, security assessment (M-010). Run the certificate-template analysis, the privileged access audit and the imports, then merge them into one findings set:
· Certificate escalation. The master plan looked for ESC1 to ESC8. The named patterns now go further. Microsoft Defender for Identity reports, among others, ESC1 (a template that lets the requester supply the subject name and allows authentication), ESC4 (a template owned or editable by an unprivileged group), ESC8 (web enrollment open to NTLM relay) and ESC15 (CVE-2024-49019, arbitrary application policies).19 Scan for the current list, not a fixed range.
· Privileged access. Accounts with AdminCount=1, Kerberoastable service principal names, unconstrained delegation, accounts without Kerberos pre-authentication (AS-REP roastable), passwords that never expire, and privileged accounts inactive for more than 90 days.
· Imported posture. Where Defender for Identity is deployed, its security posture assessments appear in Microsoft Secure Score, grouped into hybrid security, identity infrastructure, certificates, Group Policy, accounts and cloud identities. Certificate-template assessments need only a Defender for Identity license; certificate-authority assessments need a sensor on the AD CS server.20 Results from third-party Active Directory assessment tools, where the agency already runs one, are imported and de-duplicated the same way.
Then classify every finding. The master plan’s four classes map onto the roadmap’s gates:
Finding classes and the gates that close them
	Class
	Master plan meaning
	Must be closed by

	Critical
	Blocks migration
	G0: Book 01’s “no open priority-one findings”

	High
	Must be remediated before the pilot
	G1, before Phase 2 opens

	Medium
	Remediated during rollout
	G3

	Low
	Accepted or tracked
	Tracked; reviewed at each gate


This is stricter than the source in one place. The master plan let Critical findings carry a drafted remediation plan into planning and required them fixed only before the pilot. Book 01’s G0 says no priority-one findings may be open, so a Critical finding is either remediated before G0 or formally accepted by the authorizing official, who holds risk acceptance (Book 01, Chapter 09). Milestone check: every finding classified, every Critical finding closed or accepted, and every High finding scheduled before G1.
Step 4, plan generation (M-011), the first work after G0. The planning step takes the committed assessment, and only the committed assessment, and generates eight machine-readable plans. This is Book 01’s plan stage (Chapter 11): the plans are produced by generators from data, not drawn up by hand.
The eight modernization plans
	Plan
	What it classifies
	Inputs
	Corrections and links

	ComputerModernizationPlan.json
	Every computer object into Entra join, hybrid join, Azure Arc, retain or decommission, with OS version, last logon, attribute values and target policy group
	ComputerInventory.json
	Hybrid join is a waypoint with a cut date, never an end state; servers go to Arc, since Intune doesn’t manage Windows Server (Book 05, Chapters 02 and 09)

	IdentityModernizationPlan.json
	Every user, group and service account into cloud-only, synced, managed service account, workload identity or retain; privileged accounts mapped to PIM roles
	UserInventory.json, GroupInventory.json, ServiceAccounts.csv
	Windows Server 2025 adds delegated managed service accounts as a path for existing service accounts (Book 01, Chapter 10); matrix in Book 02, Chapter 09

	GPOMigrationPlan.json
	Every GPO decomposed into configuration intents, each mapped to settings catalog, endpoint security, imported ADMX, custom OMA-URI or no equivalent, with per-intent status
	GPOInventory.json
	Method and crosswalk in Book 05, Chapter 07 and Appendix A

	DNSModernizationPlan.json
	Every zone and record into Azure private zone, Azure public zone, Private Resolver forwarding, retain AD-integrated, or decommission
	DNSInventory.json
	The domain’s own locator zones stay AD-integrated until the last domain controller goes (Book 08, Chapter 10)

	PKIModernizationPlan.json
	Every certificate template into migrate (Cloud PKI), bridge, retain or retire, with escalation-remediation status
	PKIInventory.json
	Cloud PKI issues only to Intune-enrolled devices; domain controller and LDAPS certificates stay on AD CS until AD retires (Book 07, Appendix B)

	AttributeDesign.json
	The attribute dimensions (Region, Site, Department, Role, Environment), their value lists and assignments
	OUHierarchy.json, SchemaExtensions.json
	The OU tree seeds the crosswalk; authority for each value comes from HR or the named writer, and the slots come from the program attribute map (Book 03, Chapter 06)

	TrustDecommissionPlan.json
	Every trust as essential or non-essential, with decommission prerequisites and validation
	TrustMap.json
	Trust-to-cross-tenant mapping in Book 02, Chapter 10

	SecurityRemediationPlan.json
	Every finding with owner, severity-based deadline and verification
	SecurityFindings.json
	Deadlines follow the class table above


Milestone check: all eight plans committed under plans/ and passing schema validation.
Step 5, review and approval (M-012). The steward reviews all eight for completeness, consistency and cross-references. Each workstream lead reviews their own: identity and trust plans by the identity lead, computer and GPO plans by the endpoint lead, the DNS plan by the DNS lead, the PKI plan by the PKI lead. The security lead validates severities, deadlines and owners. Conflicts between plans (the PKI plan depending on the identity plan’s timing, for example) are resolved and recommitted, and the steering committee reviews the combined result. The steward then approves each plan: plans are governance artifacts, and their status is the steward’s decision (Chapter 07); the steering committee’s review is an input, not a second signature. Milestone check: every plan has status APPROVED. The designs in Chapter 09 start from these approved plans, and G1 requires them.
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Twelve domains feed fifteen assessment deliverables, which feed eight plans; the plans, not the raw inventory, drive every later phase.
[bookmark: _Toc00000804]The twenty-three deliverables
The assessment phase produces twenty-three deliverables: fifteen assessment artifacts, committed before G0, and the eight plans, approved just after it. The table keeps the master plan’s list, with the file name Book 01’s committed layout uses where it differs, and adds what each one feeds. Three working files the sequence also produces, SecurityFindings.json, PrivilegedUsers.csv and OUTree.txt, are committed with the run but aren’t counted.

The twenty-three assessment-phase deliverables
	#
	Deliverable
	Book 01 layout
	Produced by
	Consumed by

	1
	ForestTopology.json
	forest-topology.json
	Assessment orchestrator
	All plans

	2
	OUHierarchy.json
	ou-hierarchy.json
	Export-FMPOUHierarchy
	Attribute design, GPO plan

	3
	GPOInventory.json
	gpos/gpo-index.json
	Export-FMPGPOInventory
	GPO plan

	4
	GPO XML reports
	gpos/{guid}.xml
	Get-GPOReport
	GPO plan

	5
	DNSInventory.json
	dns-zones.json, dns-records.jsonl
	Export-FMPDNSAssessment
	DNS plan

	6
	PKIInventory.json
	adcs/
	Export-FMPPKIInventory
	PKI plan

	7
	ESCVulnerabilities.csv
	adcs/
	Test-FMPESCVulnerabilities
	Security remediation plan

	8
	ComputerInventory.json
	computers.jsonl
	Export-FMPComputerInventory
	Computer plan

	9
	UserInventory.json
	users.jsonl
	Export-FMPUserInventory
	Identity plan

	10
	GroupInventory.json
	groups.jsonl
	Export-FMPGroupInventory
	Identity plan

	11
	ServiceAccounts.csv
	spn-inventory.json
	Export-FMPServiceAccountInventory
	Identity plan

	12
	TrustMap.json
	forest-topology.json
	Export-FMPTrustMap
	Trust decommission plan

	13
	OUDelegation.json
	ou-hierarchy.json
	Export-FMPACLReport
	Identity plan

	14
	SchemaExtensions.json
	forest-topology.json
	Export-FMPSchemaExtensions
	Attribute design

	15
	AssessmentManifest.json
	provenance.yaml
	Assessment orchestrator
	Governance tracking

	16
	ComputerModernizationPlan.json
	plans/
	Plan generator
	Phases 1 to 4

	17
	IdentityModernizationPlan.json
	plans/
	Plan generator
	Phases 1 to 4

	18
	GPOMigrationPlan.json
	plans/
	Plan generator
	Phases 1 to 4

	19
	DNSModernizationPlan.json
	plans/
	Plan generator
	Phases 1 to 4

	20
	PKIModernizationPlan.json
	plans/
	Plan generator
	Phases 1 to 4

	21
	AttributeDesign.json
	plans/
	Plan generator
	Phases 1 to 6

	22
	SecurityRemediationPlan.json
	plans/
	Plan generator
	Phases 1 to 4

	23
	TrustDecommissionPlan.json
	plans/
	Plan generator
	Phases 4 and 5



The “Consumed by” phases are Book 01’s. The master plan said “Phases 3 to 5” for most plans, meaning its own pilot, scale and cutover phases, which are Book 01’s Phases 2, 3 and 4; the table widens them to include Phase 1, because the foundation work in Chapter 09 is designed from these plans.
The set is sensitive. It maps privileged groups, service accounts and certificate-template permissions, so it is stored encrypted and handled under the agency’s data classification policy. The master plan’s matching risk entry, a compromised assessment workstation, is met with a privileged access workstation, restricted network access and encrypted output, and the workstation is sanitized under NIST SP 800-88 Rev. 2 once the initial assessment is committed, not merely rebuilt or retired, because its storage held the assessment data.21 Continuous re-assessment then runs from the platform host at default read (Book 01, Chapter 10).
[bookmark: _Toc00000805]Gate G0: the go/no-go checklist
G0 combines the platform checklist above with assessment milestones M-008 to M-010 and Book 01’s five conditions. The steward decides it, with the executive sponsor as backup (Book 01, Chapter 12); the steering committee’s review is an input to that decision, not a second signature. Each item is answered from the repository, and the gate record is committed under reports/phase-gates/ using the program’s gate review template (Chapter 07).
Platform host operational
· Every item in the platform checklist above is met, with evidence committed.
· Least-privilege service principals exist for Entra ID, Intune and Azure Arc (Book 01, Chapter 12).
· The host is protected as a Tier 0 asset and its logs reach central logging (Book 01, Chapter 03).
Assessment committed
· The read-only run is reviewed and the delegation request recorded (M-008).
· The delegated run covers all twelve domains plus DHCP, LDAP bindings and the SPN map, with provenance on every file (M-009).
· The RADIUS and NPS inventory is committed: every NPS server, RADIUS client and network policy, with the AD groups and certificates each policy authorizes against (Book 09, Chapter 07); the Start Kit’s Invoke-FMPNpsInventory writes it as NPS\PolicyGroups.csv and its companions.
· Transaction profiles are committed for every application proposed to move away from its data (Book 01, Chapter 10); the Start Kit’s Invoke-FMPTransactionProfile writes them under transaction-profiles\, with SeparationGate.csv naming the applications that may move.
· The fifteen assessment deliverables are committed under one run identifier.
Findings
· Every security finding is classified; no Critical (priority-one) finding is open, and any accepted one carries the authorizing official’s acceptance (M-010).
· Every High finding has an owner and a remediation date before G1.
· The workstream leads and the steering committee have reviewed the assessment and the classified findings.
Direction
· A provisional target end state is recorded: AD retired, or a Kerberos island for named workloads with an end date. The executive sponsor and CIO confirm or revise it before Phase 5 (Book 01, Chapter 12).
· The change process asks of every change whether it adds a dependency on Active Directory, and routes a yes to the exception path (Book 13, Chapter 04).
Gate record
· The G0 decision (go, no-go or conditional go, with any conditions and their dates) is merged by pull request, and the merge records who decided.
· The approved state is frozen on a release/ branch.
Three pieces of the master plan’s assessment phase come after G0, in Book 01’s Phase 1: plan generation and approval (steps 4 and 5 above), and the pre-pilot week (milestone M-013: pilot selection, attribute-based groups, High-finding remediation, report-only Conditional Access, Cloud PKI and the DNS Private Resolver), which builds things in the target tenant. All three are G1 evidence, in Chapter 09.
[bookmark: _Toc00000806]Key takeaways
1. Pre-flight has one exit: the platform host works, the assessment is committed, no priority-one finding is open, a provisional target end state is recorded, and the no-new-AD-dependency rule is in force. The plans come right after, because G0 is the gate that makes the program ready to plan.
1. Gitea on Windows Server 2025 behind IIS is the reference design, not the only option; the requirement is one authoritative, protected writer.
1. Every artifact is a reviewed commit with a status, and canon enters only through a push the hooks and protections can see, never through the mirror.
1. The assessment runs in five steps from default read to approved plans, and it covers the master plan’s twelve domains plus the DHCP, LDAP and transaction-profile streams and the RADIUS and NPS inventory that Book 01 adds.
1. The assessment phase delivers twenty-three artifacts: fifteen committed before G0 and eight plans approved just after it, which drive everything that follows.
[bookmark: _Toc00000807]Notes
1. Microsoft Learn, “Windows Server release information,” Windows Server 2025 row (LTSC; availability 2024-11-01; mainstream support to 2029-11-13; extended support to 2034-11-14), https://learn.microsoft.com/windows/release-health/windows-server-release-info (accessed Oct 21, 2026).
1. Gitea Documentation, “Register as a Windows Service,” https://docs.gitea.com/installation/windows-service (accessed Oct 21, 2026).
1. Gitea Documentation, “Reverse Proxies,” IIS section (URL Rewrite, Application Request Routing, WebSocket Protocol; backend 127.0.0.1:3000), https://docs.gitea.com/administration/reverse-proxies (accessed Oct 21, 2026).
1. Gitea Documentation, “Configuration Cheat Sheet” ([database] DB_TYPE values; [security] DISABLE_GIT_HOOKS, default true; [mirror] DEFAULT_INTERVAL 8h and MIN_INTERVAL 10m), https://docs.gitea.com/administration/config-cheat-sheet (accessed Oct 21, 2026).
1. Center for Internet Security, “CIS Microsoft Windows Server Benchmarks,” https://www.cisecurity.org/benchmark/microsoft_windows_server (lists “Microsoft Windows Server 2025 (2.1.1),” accessed Nov 9, 2026), and “CIS Benchmarks September 2026 Update” (CIS Microsoft Windows Server 2025 Benchmark v2.1.0), https://www.cisecurity.org/insights/blog/cis-benchmarks-september-2026-update (from search results, accessed Oct 21, 2026). The Level 1 member-server and domain-controller profiles are listed for the v1.0.0 release; confirm the profile names against the version you download.
1. Microsoft Learn, “Least privileged roles by task in Microsoft Entra ID,” enterprise applications (create enterprise application: Cloud Application Administrator) and application registration when registration is disabled for users (Application Developer), https://learn.microsoft.com/entra/identity/role-based-access-control/delegate-by-task (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan a Conditional Access deployment,” Deploy Conditional Access policies (“Enable each policy in report-only mode for at least one week before enforcement”), https://learn.microsoft.com/entra/identity/conditional-access/plan-conditional-access#deploy-conditional-access-policies (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud-native governance and policy with Azure Arc-enabled servers,” Azure machine configuration (“previously called Azure Policy Guest Configuration”), https://learn.microsoft.com/azure/azure-arc/servers/cloud-native/governance-policy#azure-machine-configuration, and “Azure Machine Configuration prerequisites” (the extension isn’t required for Arc-enabled servers because it is included in the Connected Machine agent), https://learn.microsoft.com/azure/governance/machine-configuration/overview/02-setup-prerequisites (both accessed Oct 21, 2026).
1. Microsoft Learn, “PowerShell Support Lifecycle,” end-of-support dates (PowerShell 7.6 LTS to 14-Nov-2028; PowerShell 7.4 LTS to 10-Nov-2026), https://learn.microsoft.com/powershell/scripting/install/powershell-support-lifecycle (accessed Oct 21, 2026).
1. Gitea Documentation, “Authentication” (LDAP via BindDN; OAuth2 and OpenID Connect with auto-discovery; redirect URI {ROOT_URL}/user/oauth2/{Authentication Name}/callback), https://docs.gitea.com/usage/authentication (accessed Oct 21, 2026).
1. Git documentation, “githooks” (pre-receive, update and post-receive are invoked by git-receive-pack), https://git-scm.com/docs/githooks (accessed Oct 21, 2026).
1. Gitea Documentation, “Protected branches,” https://docs.gitea.com/usage/access-control/protected-branches/ (accessed Oct 21, 2026).
1. National Archives and Records Administration, “Controlled Unclassified Information (CUI),” frequently asked questions (“Once agencies implement the CUI program, legacy markings such as FOUO or SBU will no longer be used”), https://www.archives.gov/cui/faqs.html (accessed Oct 21, 2026).
1. Gitea Documentation, “Repository Mirror” (pull mirrors are created through a new migration and synced periodically; an existing repository can’t be converted into a pull mirror), https://docs.gitea.com/usage/repo-mirror (accessed Oct 21, 2026).
1. Microsoft Learn, “Find the current Active Directory schema version” (the schema’s objectVersion attribute, read with ADSI Edit, dsquery or Get-ItemProperty, and its mapping to Windows Server versions), https://learn.microsoft.com/windows-server/identity/ad-ds/deploy/find-active-directory-schema (accessed Nov 9, 2026).
1. Microsoft Learn, “Install and manage Remote Server Administration Tools in Windows” (install RSAT as Features on Demand; Rsat.ActiveDirectory.DS-LDS.Tools~~~~0.0.1.0), https://learn.microsoft.com/windows-server/administration/install-remote-server-administration-tools (accessed Oct 21, 2026).
1. Microsoft Learn, “Backup-GPO” (GroupPolicy module; backs up one GPO or all the GPOs in a domain; the backup directory must already exist), https://learn.microsoft.com/powershell/module/grouppolicy/backup-gpo?view=windowsserver2025-ps (accessed Oct 21, 2026).
1. Microsoft Learn, “Let nonadministrators view the contents of the Active Directory deleted objects container” (default visibility; dsacls ... /g ...:LCRP; retention for the tombstone lifetime, plus the deleted-object lifetime with the Recycle Bin), https://learn.microsoft.com/troubleshoot/windows-server/active-directory/non-administrators-view-deleted-object-container (accessed Oct 21, 2026).
1. Microsoft Learn, “Security assessment: Certificates” (ESC1, ESC4, ESC8 and ESC15 assessments), https://learn.microsoft.com/defender-for-identity/security-posture-assessments/certificates (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Defender for Identity’s security posture assessments” (available in Microsoft Secure Score; six categories; license and sensor prerequisites), https://learn.microsoft.com/defender-for-identity/security-assessment (accessed Oct 21, 2026).
1. NIST, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025 (final September 26, 2025; supersedes Rev. 1, December 2014), https://csrc.nist.gov/pubs/sp/800/88/r2/final (accessed Oct 21, 2026).
[bookmark: _Toc00000808]Chapter 09 — Design, Pilot and Rollout
Design from the plans, prove the design on people who can tolerate a bad day, then repeat what worked until there is no one left to move.
[bookmark: _Toc00000809]In this chapter
Book 01’s Phases 1 to 3 as the program office runs them. Phase 1, Foundation, turns the approved plans into designs and blueprints and builds the shared foundation they need, ending at gate G1. Phase 2, the pilot, proves the full pattern on one division against measured success criteria, with a rollback for every surface, ending at G2. Phase 3, general rollout, scales it in waves defined by attribute values rather than by OUs, ending at G3. For each phase: the milestones, the corrections this book makes to the master plan, and the gate checklist. The working detail stays in the domain books, which are linked throughout.
[bookmark: _Toc00000810]From approved plans to a moving estate
Pre-flight ends with a committed assessment and no open priority-one findings (Chapter 08). Phase 1 opens by generating the eight modernization plans from it and approving them, the last two steps of that chapter’s assessment sequence. The next three phases of Book 01’s roadmap are where the estate starts to move:
Phases 1 to 3 and their master plan sources
	Book 01 phase and gate
	Master plan source
	What the phase delivers

	Phase 1, Foundation → G1 Foundation Complete
	The end of Phase 1, Assessment (plan generation and approval, M-011 and M-012, and pre-pilot preparation, M-013), and Phase 2, Planning and Design (M-014 to M-021)
	Approved plans and designs; enterprise groups, administrative units and the Conditional Access baseline; the HR feed; Cloud PKI, the DNS resolver and Arc ready for the pilot

	Phase 2, Pilot division → G2 Pilot Clean
	Phase 3, Pilot (M-022 to M-031)
	The whole pattern working on one division, measured against success criteria

	Phase 3, General rollout → G3 Rollout Complete
	Phase 4, Scale (M-032 to M-037)
	Every remaining division moved, in waves


Book 01’s illustrative calendar gives these phases weeks 5 to 36; the master plan’s runs from week 9 to week 33. Both are sequencing models. The five workstreams (identity, policy, services, compute and access) run in parallel through all three phases, and the gates follow the dependency chain (Book 01, Chapter 12).
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Phases 1 to 3 and the gates between them: design and build the foundation, prove the pattern on one division, then roll it out in waves, each gate evaluated from repository and drift data.
[bookmark: _Toc00000811]Phase 1 — Foundation
Phase 1 opens with the eight plans: generated from the committed assessment, reviewed by the workstream leads and the security lead, and approved by the steward, with the steering committee reviewing the combined set (Chapter 08, steps 4 and 5). Then it has two halves that run together: designing every surface from the approved plans, and building the shared primitives the pilot needs. The master plan treated the second half as the last week of assessment, but it creates objects in the target tenant, so it belongs here.
Design milestones
Phase 1 design milestones (master plan M-014 to M-021)
	ID
	Milestone
	Deliverable
	Owner

	M-014
	Attribute taxonomy finalized
	Attribute dimensions mapped to slots, canonical value lists, validation and governance rules, committed as AttributeTaxonomy.json with status APPROVED
	Identity lead

	M-015
	Dynamic group design complete
	Rules for every dimension combination the waves use, tested in a non-production tenant, with a naming convention and lifecycle
	Endpoint lead

	M-016
	Intune policy design complete
	Every GPO intent mapped to settings catalog, endpoint security or imported ADMX; intents with no equivalent decided and recorded; profiles and compliance policies exported under plans/intune/
	Endpoint lead

	M-017
	Conditional Access design
	The policy set designed and running in report-only mode for at least seven days, with impact analysis, exceptions and emergency access accounts documented
	Security lead

	M-018
	Sync design
	Scope filtering, attribute flow (including the extension attributes), sign-in method and a safe first-sync plan documented
	Identity lead

	M-019
	DNS Private Resolver design
	Hub-and-spoke topology, forwarding rulesets, split-brain patterns and resolution-failure monitoring documented
	DNS lead

	M-020
	Cloud PKI design complete
	Root of trust decided (Cloud PKI root or bring-your-own CA) and recorded as a decision; template migration matrix; SCEP profile and certificate-based authentication binding designs; lifecycle procedures
	PKI lead

	M-021
	Design review approved
	Every design approved by the steward and reviewed by the steering committee
	Steward


M-017 (Conditional Access) and M-019 (DNS) run in parallel with the attribute, group and Intune track (M-014 to M-016), which is the critical path. M-020 runs in parallel too, but needs the security assessment’s escalation findings, and PKI always follows identity: certificate-based authentication can’t be validated until the user and device objects it binds to are synced and mapped.
The attribute taxonomy
Everything the waves do is scoped by attributes, so M-014 comes first. The master plan names five dimensions, Region, Site, Department, Role and Environment, and maps them onto extensionAttribute1 to 15. The workbook already has one assignment of those slots for the whole site, the program attribute map in Book 03, Chapter 06, and the taxonomy uses it rather than choosing slots locally:
The master plan’s dimensions in the program attribute map
	Master plan dimension
	User object
	Device object

	Region
	extensionAttribute4, region code
	extensionAttribute1, region

	Department
	extensionAttribute6, division code, and extensionAttribute10, organization code
	extensionAttribute3, department or function

	Role
	extensionAttribute12, position category
	extensionAttribute12, device role

	Environment
	—
	extensionAttribute13, environment

	Site
	No slot assigned
	No slot assigned


Two things follow. Site has no slot. A program that waves by site either uses a native location property that membership rules can already read, or asks the map’s owner for a reserved slot; it doesn’t take one locally. The OU tree isn’t the authority. The master plan derived dimension values from the OU hierarchy. The OU analysis is a good seed for the crosswalk and for the transition, but each user value has one designated source, normally HR through the provisioning feed, and each slot has one writer (Book 03, Chapter 06). Microsoft’s own guidance points the same way: a dynamic group is only as secure as the write permissions on the attributes its rule reads, in Entra ID and in any source directory.1
The two object types are written differently. For synced users, extensionAttribute1 to 15 flow from Active Directory, and both Microsoft sync engines carry them.2 Device extension attributes are set on the Entra ID device object through Microsoft Graph, and a device rule can use them only once they are written there.13
Dynamic groups, policy and access
Dynamic groups (M-015). Dynamic membership groups need Microsoft Entra ID P1 for each unique user who is a member of one; device-based groups need no license.1 The master plan required group processing to finish within fifteen minutes. Microsoft doesn’t offer that: membership changes are usually processed within a few hours and can take more than 24, depending on the number of groups, the number of changes and the complexity of the rules.4 So the design measures processing time in the non-production tenant and plans each wave around hours, not minutes. Rules that use -match or -contains are slower and are kept out of wave groups where possible.4 Rules don’t use the memberOf operator at all: Microsoft ended its preview on November 3, 2026, and rules that still use it have stopped updating (Book 02, Chapter 09).
Intune policy (M-016). The GPO plan’s intents become Intune profiles. Intune’s Group Policy analytics imports GPO reports, shows which settings have an MDM equivalent and can create a settings catalog policy from the supported ones.5 The intents with no equivalent get a recorded decision (a custom OMA-URI, an accepted gap, or a different control) in the GPO sunset program (Book 05, Chapter 07), and the working policy set is Book 05, Chapter 08.
Conditional Access (M-017). The master plan called for “15+” policies. The program’s library is now one numbered set in Book 04, Chapter 07, enforced in five waves, and Phase 1 enforces its foundation wave and the baseline. Report-only mode evaluates a policy and logs the result without enforcing it,6 and Microsoft recommends at least a week in report-only before enforcement,7 which matches the master plan’s seven days. Seven days is the gate minimum (M-017 and G1); the plan in Book 02 and the guides is two to four weeks in report-only, so a policy that meets the minimum earlier can move on, and one with unresolved impact stays. Emergency access accounts are designed here too: Microsoft’s guidance is at least two cloud-only accounts, and the program standard is two, with phishing-resistant methods, excluded from every policy that blocks or restricts sign-in, monitored on every use and validated at least every 90 days.8
Sync (M-018). The master plan assumed Microsoft Entra Connect Sync with staging mode. Microsoft now describes Cloud Sync as its strategic direction and the recommended path for most organizations,2 and Book 02, Chapter 09 sets the program’s rule: Cloud Sync unless a forest needs something only Connect Sync does. Password hash sync is the program’s sign-in method either way. Staging mode is a Connect Sync feature; Cloud Sync gets its resilience from multiple active agents, so the first-sync plan names which engine it is written for.
DNS (M-019). Azure DNS Private Resolver has an inbound endpoint that on-premises conditional forwarders target to resolve Azure private zones, and an outbound endpoint whose forwarding rulesets send Azure queries for on-premises names to the domain’s DNS servers. Each endpoint needs its own dedicated subnet, and a ruleset holds up to 1,000 rules.9 The coexistence design and split-brain rules are Book 08, Chapters 02 and 10.
Cloud PKI (M-020). Cloud PKI offers two models: a root and issuing CAs in the cloud, or an issuing CA in the cloud anchored to your own private root (bring your own CA).10 Three facts bound the design: it issues leaf certificates only through SCEP to Intune-enrolled devices, a tenant can hold at most three CAs, counting roots, issuing CAs and BYOCA issuing CAs together, and CRLs are valid for seven days.11 Server certificates, including domain controller and LDAPS certificates, stay on AD CS (Book 07, Chapters 04 and 07).
Foundation build and pre-pilot readiness
While the designs are reviewed, the shared foundation is built. Book 01 sets the content: enterprise dynamic groups, administrative units for Tier 1 and selected Tier 2 scopes, the HR-to-cloud provisioning feed for the foundation scope (Book 03, Chapter 12), the enterprise Conditional Access baseline, IP address management for Tier 0 infrastructure, Arc for the platform host and the pilot servers, and single sign-on with FIDO2 security keys and passkeys open to Tier 0 administrators. The master plan’s pre-pilot week (M-013) adds the pilot-specific readiness:
· Pilot selection. Pilot scope defined (see Phase 2) and attribute-based dynamic groups built and validated for it.
· High findings. Remediation of every High finding from the security assessment, verified by re-scan. This is the master plan’s “before Phase 3” deadline, which is Book 01’s pilot.
· Intune staged. Pilot configuration profiles and compliance policies created from the GPO plan and held back from enforcement until the pilot opens.
· Conditional Access. The pilot policies running in report-only mode against pilot users, with sign-in logs reviewed.
· Cloud PKI. The root or BYOCA issuing CA created and the first SCEP profile drafted for the pilot certificate.
· DNS. The Private Resolver deployed in the hub network with forwarding rulesets for the AD zones, and no conditional-forwarder changes on-premises yet.
Gate G1 — Foundation Complete
The steward decides G1 (Book 01, Chapter 09). The checklist combines Book 01’s criteria with the master plan’s design and pre-pilot milestones:
· All eight modernization plans have status APPROVED (M-011, M-012).
· Every design in M-014 to M-020 has status APPROVED, and the design review (M-021) is merged.
· Enterprise groups and administrative units are drift-clean.
· The baseline Conditional Access policies are enforced, after at least seven days in report-only with no unexpected impact, and no user sits outside the MFA requirement except the documented emergency access accounts.
· Emergency access accounts are vaulted, monitored and tested.
· Tier 0 infrastructure is covered by IPAM.
· The platform host is connected through Azure Arc with machine configuration compliant (M-007), and the pilot servers are connected; their own compliance is M-030, checked at G2.
· HR-to-cloud provisioning is operational for the foundation scope, and the attribute slots in use are confirmed free and single-writer.
· Every High finding is remediated and verified by re-scan.
· Pilot scope, pilot groups, staged Intune policies, the Cloud PKI CA and the Private Resolver are in place (M-013).
· Zero drift across the foundation.
[bookmark: _Toc00000812]Phase 2 — The pilot
The pilot proves the complete pattern, identity, devices, DNS, PKI and server management, on real people before anything scales.
Scope
Book 01 sets the pilot’s scope as one division, typically IT, which tolerates disruption best. The master plan sized its pilot by surface instead:
The master plan’s pilot sizes, used as a floor
	Surface
	Pilot scope
	Selection criteria

	Devices
	50 to 100 devices across 2 or 3 sites
	Laptops and desktops on supported Windows, with representative attribute values

	Identity
	20 to 50 users across 3 or 4 departments
	Standard users, power users and 2 or 3 pilot administrators

	Servers
	2 or 3 servers for Arc
	Non-critical tier, representative OS versions

	PKI
	1 or 2 certificate use cases
	Wi-Fi authentication and VPN certificates

	DNS
	Pilot sites only
	Sites with both on-premises and Azure workloads


The two fit together: the division is the scope, and the master plan’s sizes are a floor for what the pilot must exercise. If the pilot division can’t supply them (it sits at one site, say, or has no non-IT users), add a small group of willing volunteers from other departments so that the pilot covers representative attribute values. The source’s device mix included Windows 10, which reached end of support on October 14, 2025.12 Intune now treats Windows 10 as an “allowed” version whose functionality isn’t guaranteed,13 so the pilot targets Windows 11, and any Windows 10 device in it is a documented exception.
Milestones
Phase 2 pilot milestones (master plan M-022 to M-031)
	ID
	Milestone
	Deliverable
	Owner

	M-022
	Sync deployed
	Sync running with password hash sync; the first sync validated; pilot users synced
	Identity lead

	M-023
	Pilot devices joined
	Pilot devices registered with attributes populated in Entra ID: new devices Entra joined, existing ones reset and re-enrolled, or hybrid joined with a cut date
	Endpoint lead

	M-024
	Intune policies assigned
	GPO-equivalent policies deployed through attribute-based dynamic groups
	Endpoint lead

	M-025
	Conditional Access enforced for the pilot
	MFA, device compliance and authentication strength policies active
	Security lead

	M-026
	PIM for privileged roles
	Every pilot administrator eligible, not permanent; no permanent Global Administrator except the emergency access accounts
	Identity lead

	M-027
	Hybrid DNS validated
	On-premises to Azure and Azure to on-premises resolution confirmed at pilot sites
	DNS lead

	M-028
	Cloud PKI certificates issued
	SCEP profiles deployed; Wi-Fi and VPN authentication verified with Cloud PKI certificates
	PKI lead

	M-029
	Certificate-based authentication validated
	Certificate sign-in working for pilot users through staged rollout
	PKI lead

	M-030
	Pilot servers under Arc
	Machine configuration applied; Azure Policy compliance confirmed
	Infrastructure lead

	M-031
	Pilot success criteria met
	Every criterion in the table below at or above target
	Project manager


Three corrections apply. Permanent Global Administrators. The master plan wanted “zero permanent Global Admins.” Microsoft’s guidance is the opposite for one case: emergency access accounts hold Global Administrator as a permanent active assignment, not an eligible one.8 Every other privileged assignment is eligible through PIM. Staged rollout is temporary. Microsoft supports staged rollout for certificate-based authentication to test a few groups before converting a federated domain to managed authentication, but it isn’t meant to be a permanent mixed state, and the domain cutover is still a separate step.14 Hybrid join is a waypoint. Every hybrid-joined pilot device carries a cut date (Book 05, Chapter 02).
M-026 is wider than the privileged-access project’s pilot. That project’s pilot-scale criterion is just-in-time elevation for at least one high-risk role class (Chapter 06; Book 04, Chapter 02). M-026 asks for more: every privileged role a pilot administrator holds is eligible, not permanent. The two don’t conflict. The project’s criterion is the floor, proved on its first role class; M-026 is what the program’s G2 checks, so the pilot exercises the whole pattern on real administrators before the rollout carries it to everyone else.
Pilot success criteria
The master plan measured the pilot against eight criteria, each with a target and a failure threshold. The values are illustrative; set them in the program’s decision log before the pilot opens, and evaluate them from the systems named, not from opinion.
Pilot success criteria
	Criterion
	Target
	Measurement
	Fails below or above

	Device enrollment success rate
	Above 98%
	Intune enrollment report
	Below 95%

	Policy compliance rate
	Above 95%
	Intune compliance dashboard
	Below 90%

	Authentication success rate
	Above 99%
	Entra sign-in logs
	Below 97%

	Certificate issuance success
	Above 95%
	Intune certificate report
	Below 90%

	DNS resolution success
	Above 99.5%
	Synthetic and organic monitoring queries
	Below 99%

	User satisfaction (survey)
	Above 80% positive
	Pilot user survey
	Below 70%

	Help desk ticket volume
	Below 5% of pilot users
	Ticket tracking system
	Above 10%

	Mean time to compliance
	Under 4 hours
	Intune reporting
	Over 24 hours


The source’s summary milestone said “zero auth failures,” which contradicts its own 99 percent target; the table governs. A mid-pilot check-in, the master plan’s mitigation for a poor survey result, comes halfway through so that concerns are fixed before the final survey.
Rollback, surface by surface
Every surface in the pilot has a rollback trigger and a procedure, and Book 01’s program-level triggers (drift above threshold, Conditional Access blocking legitimate sign-ins, drift detection going silent) sit above them (Book 01, Chapter 12).
Pilot rollback procedures
	Surface
	Rollback trigger
	Procedure
	Recovery time

	Identity (sync)
	Sync corruption, duplicate objects, authentication failures
	Stop the sync schedule; for Connect Sync, promote the staging-mode server; for Cloud Sync, revert the configuration change; keep directory sign-in to the platform host available
	Under 2 hours

	Devices (Intune)
	Policy conflict locks devices out, or compliance failures above 10%
	Unassign the profiles from the pilot group; for domain-joined and hybrid-joined devices, re-enable the GPO links on the pilot OUs
	Under 4 hours

	Conditional Access
	Legitimate users blocked; emergency access needed repeatedly
	Switch the pilot policies back to report-only; never delete them
	Under 30 minutes

	DNS
	Resolution failures above 1%; SRV lookup failures
	Revert the conditional-forwarder changes on-premises; disable the resolver’s forwarding rules; check for records a rollback can delete in Azure private zones (Book 08, Chapter 10)
	Under 1 hour

	PKI (Cloud PKI)
	Issuance failures, or authentication failures with the new certificates
	Remove the SCEP profiles from the pilot group; for domain-joined devices, re-enable AD CS autoenrollment for the pilot templates
	Under 4 hours

	Servers (Arc)
	Agent degrades performance or conflicts with policy
	Disconnect the server, which deletes its Arc resource; the Connected Machine agent can stay installed15
	Under 1 hour


Gate G2 — Pilot Clean
G2 is signed jointly by the steward and the executive sponsor, one of three joint gates with G3 and G5 (Book 01, Chapter 09).
· Milestones M-022 to M-030 complete, with evidence in the repository.
· Every pilot success criterion met (M-031).
· Zero drift for the agreed hold period, for example fourteen consecutive days (illustrative).
· No AD-only users in the pilot division, and no hybrid-joined PC without a cut date.
· No rollback trigger fired and left unresolved.
· Retrospective, runbook updates and any changed thresholds committed.
[bookmark: _Toc00000813]Phase 3 — General rollout
Phase 3 repeats the proven pattern until every division has moved. It is the longest phase.
Waves defined by attribute values
The master plan scaled in four waves, each about a quarter of the estate and three weeks long, organized by the attribute dimensions Region, then Site, then Department. Book 01 rolls out division by division, two or three at a time, two or three weeks each. The two are the same method seen from different heights. A wave is a set of divisions chosen by attribute value, usually by region, and inside a wave each division follows the same sub-pattern: plan, in-division pilot, full availability, drift-clean hold, and a weekly green, yellow or red report. Because waves are defined by attribute values rather than by OUs, the scope of each wave is a query on the authoritative source, and the dynamic groups that target it already exist from Phase 1.
Each of the migration’s four tracks selects its wave members from its own source of truth. Users are selected by their HR-sourced attributes and devices by the attributes provisioning writes on the device object, so a region’s people and their workstations can move in the same wave without one reading the other. Servers are selected by Azure resource group and tag once they’re Arc-enabled. Non-person identities move with their owning application, so a service account joins the wave of the application that owns it, not the wave of the division it once sat in.
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Waves are defined by attribute value: each wave is a set of divisions selected by region, the lowest-risk first, and every division in a wave follows the same sub-pattern before the wave closes.
The master plan’s scaling rules carry over unchanged:
· Waves start with the lowest-risk region and move toward more complex environments.
· Every wave passes the same validation the pilot did, against the same success criteria.
· Drift detection runs daily against the migrated scope from the first wave.
· GPO links stay in place during a wave; each is then disabled and, only after seven days of clean compliance, removed from the migrated OU; the GPO objects themselves are retired in Phase 4 (Book 05, Chapter 07).
Book 05 also talks about waves, but its waves are by workload, not by division: compliance, Endpoint Protection, device configuration, then Windows Update, each moved from Configuration Manager to Intune on co-managed devices. The two fit together. The division waves here decide which devices move; inside them, Book 05 uses each division wave as the next ring for every workload (Book 05, Chapter 08).
Milestones
Phase 3 rollout milestones (master plan M-032 to M-037)
	ID
	Milestone
	Scope
	Owner

	M-032
	Wave 1 complete (first region)
	About 25% of devices, users and servers
	All leads

	M-033
	Wave 2 complete (second region)
	About 50% cumulative
	All leads

	M-034
	Wave 3 complete (third region)
	About 75% cumulative
	All leads

	M-035
	Wave 4 complete (all remaining)
	100% moved, or recorded as a documented exception
	All leads

	M-036
	GPO links removed from migrated OUs
	No GPO links remain on migrated OUs
	Endpoint lead

	M-037
	Dynamic groups populated and validated
	Attribute coverage at 100% for every in-scope object
	Identity lead


Scaling risks
Scale exposes what a pilot can’t. The master plan’s risk table for this phase, with its mitigations and contingencies:
Phase 3 scaling risks
	Risk
	Impact
	Mitigation
	Contingency

	A wave exposes applications the pilot didn’t see
	Authentication failures, business disruption
	Application discovery before each wave; Conditional Access in report-only for at least a week before enforcement, as for the pilot7
	Exclude the application through a governed exception policy

	GPO-to-Intune gaps appear at scale
	Configuration drift, compliance failures
	Keep GPO links during the wave; disable, then remove, a link only after seven days of clean compliance
	Re-enable GPO for the affected OUs; record the gap

	Dynamic group processing slows at high user counts
	Policy assignment delays, enrollment gaps
	Stagger attribute writes; monitor processing time; plan in hours
	Convert critical policies to assigned groups for the wave

	Mass certificate issuance strains Cloud PKI
	Issuance failures, Wi-Fi and VPN disruption
	Stagger SCEP profile deployment across the wave; monitor issuance
	Throttle enrollment; extend the wave

	Split-brain DNS inconsistencies across many sites
	Name resolution failures for hybrid resources
	Monitoring probes at each site; forward and reverse tests
	Revert specific forwarding rules; keep AD DNS for affected zones

	User resistance grows with scale
	Help desk spikes, negative sentiment
	Communications before each wave, training, department champions
	Pause the wave; add training and support

	Key people unavailable during a wave
	Delay, knowledge gaps
	Cross-train two people per workstream; every procedure in the repository
	Shift the wave; activate backups


Two of these rest on facts worth checking before the wave, not after. Dynamic group processing can take more than 24 hours under a large volume of attribute changes,4 so staggering attribute writes is a schedule input, not a nicety. Microsoft doesn’t publish a Cloud PKI issuance rate limit that the program could plan against, so the certificate risk is the program’s own judgment; measure issuance in the pilot and size the stagger from that.
Gate G3 — Rollout Complete
The executive sponsor decides G3 with the steering committee (Book 01, Chapter 09).
· Every division has passed its own exit gate, signed by the division lead and the steward.
· Every HR-listed employee has valid attributes (M-037).
· Every user PC is cloud-joined and every server Arc-connected, or recorded in a documented exception with an owner and an end date (M-035).
· No GPO links remain on migrated OUs (M-036).
· Every Medium finding is remediated or accepted.
· Zero cross-division drift.
After G3 the estate runs on the target, and what remains is retiring what it ran on before: Phases 4 and 5, Legacy retirement and AD DS retirement, in Chapter 10.
[bookmark: _Toc00000814]Key takeaways
1. Phase 1 designs every surface from the approved plans and builds the shared foundation; G1 needs the baseline enforced, the HR feed live and every High finding closed.
1. Attribute dimensions come from the program attribute map, with authority from HR and one writer per slot, not from the OU tree.
1. The pilot is one division, topped up to the master plan’s sizes where needed, measured against eight numeric criteria with a rollback for every surface.
1. Rollout waves are sets of divisions chosen by attribute value, and dynamic groups are planned in hours, not minutes.
1. The steward alone clears G0, G1 and G4. G2, G3 and G5 are joint: steward and executive sponsor; sponsor and steering committee; sponsor and CIO.
[bookmark: _Toc00000815]Notes
1. Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID” (extension attributes 1 to 15 in rules; device extension attributes must be set on the device; security consideration on attribute write permissions; license requirements), https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership (accessed Oct 21, 2026).
1. Microsoft Learn, “Migrate from Microsoft Entra Connect to Cloud Sync: Decision Guide” (Cloud Sync as the strategic direction and recommended path for most organizations; directory extensions 1 to 15 supported by both engines), https://learn.microsoft.com/entra/identity/hybrid/cloud-sync/connect-to-cloud-sync-decision-guide (accessed Oct 21, 2026).
1. Microsoft Graph, “Update device,” Example 2, “Write extensionAttributes on a device,” https://learn.microsoft.com/graph/api/device-update?view=graph-rest-1.0 (accessed Oct 21, 2026).
1. Microsoft Learn, “Understand and manage dynamic group processing in Microsoft Entra ID” (typically within a few hours; can take more than 24 hours; factors include the number of groups, the number of object changes and rule operators such as Match, Contains and memberOf), https://learn.microsoft.com/entra/identity/users/manage-dynamic-group (accessed Oct 21, 2026).
1. Microsoft Learn, “Create a Settings Catalog policy using your imported GPOs in Microsoft Intune,” https://learn.microsoft.com/intune/device-configuration/migrate-group-policy, and “Import and analyze your on-premises GPOs using Group Policy analytics in Microsoft Intune,” https://learn.microsoft.com/intune/device-configuration/import-group-policy-analytics (both accessed Oct 21, 2026).
1. Microsoft Learn, “Analyze Conditional Access policy impact” (report-only mode evaluates policies without enforcing them; results are logged in the sign-in logs), https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-report-only (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan a Conditional Access deployment” (“Enable each policy in report-only mode for at least one week before enforcement”), https://learn.microsoft.com/entra/identity/conditional-access/plan-conditional-access#deploy-conditional-access-policies (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” Security guardrails summary (at least two cloud-only accounts; phishing-resistant methods; Global Administrator as permanent active, not eligible; excluded from policies that block or restrict sign-in; validated at least every 90 days), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Azure DNS Private Resolver?” (inbound and outbound endpoints, each on a dedicated delegated subnet; DNS forwarding rulesets of up to 1,000 rules), https://learn.microsoft.com/azure/dns/dns-private-resolver-overview (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Cloud PKI deployment for Microsoft Intune” (Cloud PKI root CA or bring your own CA), https://learn.microsoft.com/intune/cloud-pki/deployment-models (accessed Oct 21, 2026).
1. Microsoft Learn, “Overview of Microsoft Cloud PKI for Microsoft Intune,” Overview of features (SCEP leaf issuance to Intune MDM-enrolled devices; CRL valid seven days) and Known issues and limitations (up to three CAs per tenant, counting root, issuing and BYOCA issuing CAs), https://learn.microsoft.com/intune/cloud-pki/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Windows 10 reaching end of support” (October 14, 2025), https://learn.microsoft.com/lifecycle/announcements/windows-10-end-of-support (accessed Oct 21, 2026).
1. Microsoft Learn, “Supported operating systems and browsers in Intune” (Windows 10 is an allowed version after end of support; Windows client editions listed, no Windows Server), https://learn.microsoft.com/intune/fundamentals/ref-supported-platforms (accessed Oct 21, 2026).
1. Microsoft Learn, “Migrate to cloud authentication using Staged Rollout” (certificate-based authentication is a staged rollout option; staged rollout isn’t designed to be permanent; the domain cutover is separate), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-staged-rollout (accessed Oct 21, 2026).
1. Microsoft Learn, “How to rename Azure Arc-enabled servers and migrate across regions,” Disconnect from Azure Arc (azcmagent disconnect deletes the machine resource and doesn’t remove the Connected Machine agent), https://learn.microsoft.com/azure/azure-arc/servers/manage-howto-migrate (accessed Oct 21, 2026).
[bookmark: _Toc00000816]Chapter 10 — Retirement, Steady State and Measuring Success
Retire each legacy dependency only when the data shows nothing uses it, keep the way back open until the gate is green, and then measure the program by what it keeps true, not by what it switched off.
[bookmark: _Toc00000817]In this chapter
The program’s last three phases in Book 01’s terms: Phase 4 legacy retirement (where the master plan’s cutover milestones land) and its gate G4, Phase 5 AD DS retirement (which the master plan doesn’t reach) and its gate G5, and Phase 6 steady state. For each, what is done, what has to stay running until the domain itself retires, how to check it and how to back out. The chapter closes with the program scorecard: the charter’s and the plan’s success criteria, joined to the outcome measures that steady state keeps green.
The program reaches this chapter when gate G3, Rollout Complete, has cleared: every division has passed its exit gate, every user PC is cloud-joined and every server Arc-connected or recorded as an exception (Chapter 09). From here on, the work changes character. The earlier phases built new things alongside old ones; these phases take old things away. That is where the program’s rule that every change carries its own rollback matters most, because some of these steps have no cheap way back.
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The last stretch of the program: legacy retirement, AD DS retirement and steady state, with what stays on Active Directory until the domain retires.
[bookmark: _Toc00000818]Where the master plan’s last phases land
The master plan calls its last two phases Cutover (weeks 34 to 41) and Steady State (week 42 on). In Book 01’s terms they are Phase 4 and Phase 6. The full mapping is in Chapter 05; the part that matters here is short:

	Master plan
	Milestones
	Book 01 phase
	Exit gate
	Gate owner

	5 — Cutover
	M-038 to M-044
	4 — Legacy retirement
	G4 — Legacy Quiet
	Steward, with the executive sponsor as backup

	No counterpart
	—
	5 — AD DS retirement
	G5 — AD Retired
	Executive sponsor and CIO

	6 — Steady state
	M-045 to M-048
	6 — Steady state
	— (runs indefinitely)
	Program office, handing over to operations



Gate owners are Book 01’s (Book 01, Chapter 09). The master plan’s cutover ends with Active Directory still running “for auth”: its own validation checklist requires the AD service-location records to keep resolving. That is a sound place to stop a cutover, but it isn’t the end of the modernization. Book 01 adds a Phase 5 to take AD DS itself out, or to reduce it to documented Kerberos islands with end dates, and this chapter covers it from Book 01 because the master plan doesn’t.
[bookmark: _Toc00000819]Phase 4 — Legacy retirement
Phase 4 retires the legacy components the rollout has made redundant, each through its own plan with steward approval. The master plan opened its cutover phase by calling every action “irreversible,” then listed a rollback for each, most of them reversible. The second statement is the accurate one, and it’s the one the program runs on: an action is retired only while its rollback still works, and the rollback stays available until the next gate.
The retirement actions
The master plan’s seven cutover milestones can run in parallel after the last rollout wave, with the legacy server decommission waiting on three of them. Each is shown with the correction the published books make to it.
	Milestone
	Action
	Owner
	What the program does differently

	M-038 — AD FS out of the path (if present)
	Convert federated domains to managed authentication; take the AD FS farm out of the sign-in path1
	Identity lead
	Convert with the Microsoft Graph PowerShell cmdlets; conversion can take up to 60 minutes per domain,2 and Microsoft’s AD FS FAQ allows up to 4 hours for the change to take full effect.3 Before decommissioning, Microsoft says to test cloud authentication for at least a week and confirm with Connect Health and the sign-in logs that no relying party still uses the farm.4 Procedure: Book 02, Chapter 10 and Book 07, Chapter 07

	M-039 — AD CS issuance stopped
	Disable auto-enrollment and lock templates
	PKI lead
	Stop issuance for user and device templates that have moved to Cloud PKI; keep domain controller and LDAPS templates enrolling, because those certificates stay on AD CS until AD retires (Book 07, Chapter 07)

	M-040 — DNS forwarders migrated
	Hybrid forwarding through Azure DNS Private Resolver; remove on-premises forwarders
	DNS lead
	Remove forwarders only for zones that have moved; the AD domain’s own zones, including _msdcs, stay on a DNS service that accepts secure dynamic registration from domain controllers and move last (Book 08, Chapter 10)

	M-041 — GPO links removed
	Remove the remaining GPO links from every OU (each link disabled first); keep the objects for audit
	Endpoint lead
	Not every link can go while domain controllers run: domain controllers take their password, lockout and Kerberos policy only from a GPO linked at the domain root.5 What remains is the minimum set the running domain and any Kerberos island need

	M-042 — Trusts reduced
	Remove non-essential trusts per the trust decommission plan
	Identity lead
	Unchanged; each removal is a recorded plan with its recreation procedure

	M-043 — Legacy servers decommissioned
	NDES, secondary issuing CAs, secondary DNS servers
	Infrastructure lead
	An issuing CA retires only when its certificates have expired or been superseded, and its final CRL stays published for as long as any certificate it issued could still be validated.67 DNS servers that are also domain controllers wait for Phase 5

	M-044 — Cutover validation
	All modernization plans at 100% in the repository; no legacy dependencies
	Steward
	Becomes the G4 evidence; “no legacy dependencies” is read as Book 01’s G4 criteria below


Book 01’s G4 also covers three things the master plan’s cutover leaves out: OU-based security groups superseded by dynamic groups, AD-authorized DHCP, and the service principal names still bound to AD, each migrated, retired or islanded application by application (Book 01, Chapter 12). They belong to the same phase and the same evidence packet.
Four more dependencies keep AD alive and are easy to miss because no cutover milestone names them. Each needs an owner and a dated response in the same packet (design guidance):
	Dependency
	Response

	Synced users’ attributes: while users are synced, HR provisioning writes to AD and AD masters most attributes
	Move the source of authority population by population, as a gated step. Entry checks for a population: HR provisions it directly to Entra ID, and it has no on-premises Exchange mailbox, no AD FS dependency and no password-based application. Whether source-of-authority transfer is available in GCC is an open question to confirm with Microsoft; until it’s answered, the AD-mastered path is the default (Book 02, Chapter 10)

	Cloud groups written back to AD for Kerberos applications
	Each written-back group is a dependency to retire: move the application to SAML or OpenID Connect, or record it in a Kerberos island with an end date

	SQL Server Windows logins, which keep AD in the authentication path and bypass Conditional Access
	Report them as an IA-2 gap in the program’s control mapping, and close them through Book 06’s login migration (Book 06, Appendix A)

	Domain GPOs that hybrid-joined devices still apply
	Keep the domain baselines until the last hybrid-joined device is gone; links come off population by population with rollback tested (Book 05, Chapter 07)


The cutover validation checklist
The master plan’s twenty-five-item checklist is the most useful single artifact for this phase, because each item names its check and its owner. It is kept here, with the items that would fail a correctly built estate corrected.
	#
	Validation item
	Method
	Owner

	1
	Every user account synced to Entra ID with correct organizational attributes
	Entra ID export compared with the identity modernization plan
	Identity lead

	2
	No permanent Global Administrator assignments except the emergency access accounts
	PIM role assignment report. Microsoft says emergency access accounts should hold Global Administrator as permanent active, not eligible, so “zero permanent assignments” as written would remove them8
	Identity lead

	3
	Every baseline Conditional Access policy enforced; any policy left in report-only mode has a recorded decision
	Conditional Access policy status report
	Security lead

	4
	Every user device enrolled in Intune and compliant
	Intune compliance report (servers are covered by item 14, not by Intune)
	Endpoint lead

	5
	No GPO linked to any OU beyond the minimum set the running domain needs
	Get-GPInheritance for the domain root and every OU (the source named a Get-GPLink cmdlet, which doesn’t exist)9
	Endpoint lead

	6
	No migrated device receiving GPO-delivered settings
	gpresult /r on sample devices
	Endpoint lead

	7
	Every user and device certificate issued by Cloud PKI
	Intune certificate report; no AD CS issuance from migrated templates in the last 30 days
	PKI lead

	8
	AD CS auto-enrollment disabled on every migrated template
	Template audit with certutil -template; domain controller and LDAPS templates excepted
	PKI lead

	9
	Every AD CS misconfiguration finding remediated or accepted with documentation
	Security remediation plan: all items closed (Book 07, Chapter 03)
	Security lead

	10
	CRL distribution points still reachable for existing certificates
	certutil -verify against issued certificates
	PKI lead

	11
	Name resolution working for every zone through the hybrid resolver
	Resolution tests from every site
	DNS lead

	12
	No conditional forwarders left on on-premises DNS for zones that have moved
	DNS server configuration audit
	DNS lead

	13
	AD service-location records still resolvable while AD runs
	nslookup -type=SRV _ldap._tcp.dc._msdcs.<domain>
	DNS lead

	14
	Every in-scope server Arc-connected
	Arc inventory compared with the computer modernization plan
	Infrastructure lead

	15
	Machine configuration (formerly Guest Configuration) compliant on every Arc server
	Azure Policy compliance view10
	Infrastructure lead

	16
	Every trust marked for removal removed
	Trust decommission plan: all non-essential trusts gone
	Identity lead

	17
	AD FS farm out of the sign-in path (if present)
	No federated domains remain; no AD FS sign-in activity
	Identity lead

	18
	Service accounts migrated to group managed service accounts or workload identities, or documented as exceptions
	Service account inventory
	Identity lead

	19
	Drift detection running daily by default (a check with its own cadence in Book 13, Chapter 06 follows that), with weekly reassessment reports
	Repository history shows daily drift results and weekly assessment diffs
	Steward

	20
	Every planning document at its current, approved status
	Repository status audit
	Steward

	21
	Decommissioned servers removed from AD computer objects
	Re-scan of the computer inventory
	Infrastructure lead

	22
	Monitoring and alerting configured for every modernized service
	Alert test for each workstream
	All leads

	23
	Emergency access accounts tested and documented
	Successful test sign-in; Microsoft’s minimum is a validation at least every 90 days8
	Security lead

	24
	Operational runbooks drafted for steady state
	Runbooks committed to the repository
	All leads

	25
	Phase completion report committed
	Gate review report in the repository
	Project manager


Item 5 is easy to script. The example below lists every container that still has a GPO linked directly to it. On a correctly retired estate the output is short and expected: the domain root with the default domain policy, the Domain Controllers OU with its default policy, and any OU that holds a Kerberos island.
[bookmark: _Toc00000820]Illustrative, not tested against a production forest
The script below is an illustrative read-only check. It hasn’t been tested against a production forest. Review it before running it, and run it with an account that has only read access.
# List the domain root and every OU that still has a GPO linked directly to it.
Import-Module ActiveDirectory, GroupPolicy

$targets = @((Get-ADDomain).DistinguishedName) +
           (Get-ADOrganizationalUnit -Filter * |
                Select-Object -ExpandProperty DistinguishedName)

foreach ($target in $targets) {
    $links = (Get-GPInheritance -Target $target).GpoLinks
    if ($links) {
        [pscustomobject]@{
            Target     = $target
            LinkedGpos = ($links.DisplayName -join '; ')
        }
    }
}
Rollback for each retirement action
	Action
	Can it be undone?
	How
	Window

	AD FS out of the path
	Yes, while the farm is restorable
	Re-federate the domain with New-MgDomainFederationConfiguration from the recorded configuration and restore the claim rules2
	The master plan allowed 72 hours, shorter than Microsoft’s one-week observation before decommissioning. The program uses the windows in Book 07, Chapter 07 (30 days out of the path) and Book 02, Chapter 10 (restorable for 90 days after decommission)

	AD CS issuance stopped
	Yes
	Re-enable the templates and restart issuance; the CRL must stay valid
	While the CA is online

	DNS forwarders migrated
	Yes
	Recreate the on-premises forwarders; disable the resolver rules
	Indefinite, but see the record-deletion warning in Book 08, Chapter 10

	GPO links removed
	Yes
	Re-link the retained GPO objects
	Until the GPO objects are deleted

	Trust removed
	By recreation
	Recreate the trust; needs administrative rights on both sides
	Hours

	Legacy server decommissioned
	Only by rebuild
	Restore from backup or rebuild from the documented procedure; the program plans 8 to 12 hours to restore a CA (Book 07, Chapter 07)
	The point of no easy return


Gate G4 — Legacy Quiet
The steward clears G4, with the executive sponsor as backup. The criteria are Book 01’s, evaluated from the repository and the drift reports rather than by signature: no active GPOs beyond the minimum the running domain and any Kerberos island need; no AD security groups in active use; every DNS zone moved or retired except the AD domain’s own; user and device certificate issuance off AD CS; every service principal name migrated, retired or islanded; and AD authentication volume below an agreed threshold (Book 01, Chapter 12). The cutover checklist above is the evidence; the gate review records the decision in the repository, using the program’s gate review template.
[bookmark: _Toc00000821]Phase 5 — AD DS retirement
Phase 5 is the shortest phase because the earlier ones did the work. Book 01 sets its steps: freeze AD changes and run a final assessment and evidence packet; demote the domain controllers that hold no operations master roles; transfer those roles to a survivor if a Kerberos island is kept; demote or isolate the rest, with the domain’s DNS zones moving or retiring with them; then decommission the hosts, archive the final state and commit the retirement record (Book 01, Chapter 12). Two facts from Book 01 shape the plan. Demoting the last domain controller in a domain removes the domain itself, and a backup can restore Active Directory only within the tombstone lifetime, so the archive is a records copy, not an indefinite rollback. The real rollback point is the last moment a domain controller still runs.
Two steps are easy to forget because no technical check fails without them:
· Records before hardware. Domain controllers, AD FS farms, sync servers and SIEM connectors hold years of access records with retention rules of their own. The program consults the agency records officer before any of them is decommissioned, and archives what the schedule requires first; the checklist below sets out the steps (Book 01, Chapter 09).
· Sanitize what you retire. Domain controllers store the password hashes of every account in the domain,11 so a retired domain controller’s disks hold them until they’re sanitized. The program sanitizes retired hosts and their storage under the agency’s media sanitization procedure; NIST’s current guidance is SP 800-88 Rev. 2, Guidelines for Media Sanitization, published in September 2025.12
Removing each domain controller cleanly
Each domain controller leaves Active Directory by demotion, not by being switched off. A normal demotion removes the domain controller’s metadata from Active Directory as part of the operation. Forced removal demotes it without removing that metadata, and Microsoft reserves it for a domain controller that can’t contact other domain controllers when there’s no reasonable way to fix the network problem: it leaves orphaned metadata on the remaining domain controllers and loses any changes that hadn’t replicated.13 Metadata cleanup is then required.14
1. Demote normally wherever the domain controller can reach a partner. On the domain controller, run the demotion cmdlet; adding -WhatIf first shows the values it will use. For the last domain controller in a domain, Microsoft’s example adds -LastDomainControllerInDomain and -RemoveApplicationPartitions, and the demotion needs Enterprise Admins membership because it removes the domain.13
· Uninstall-ADDSDomainController
1. Force removal only when a graceful demotion can’t work. Microsoft’s forced-demotion example uses -ForceRemoval and -DemoteOperationMasterRole. Any operations master roles the domain controller holds must be seized from another domain controller immediately afterwards, and metadata cleanup must follow at once.13 A domain controller that is permanently offline skips this step and goes straight to cleanup.14
1. Clean up the metadata after any forced removal or permanently offline domain controller. Work on a domain controller in the same domain that is a replication partner of the removed one, with Domain Admins rights at least (the command prompt may ask for Enterprise Admin credentials). Deleting the removed domain controller’s computer object from the Domain Controllers OU in Active Directory Users and Computers, and confirming that it is permanently offline, does the cleanup automatically. From the command line, type each command at the prompt that follows the one before; in connect to server, <ServerName> is the domain controller doing the cleanup:14
· ntdsutil
· metadata cleanup
· connections
· connect to server <ServerName>
· quit
· remove selected server <ServerName>
· Confirm the removal in the Server Remove Configuration dialog, then type quit at the metadata cleanup: and ntdsutil: prompts. If cleanup returns “Access is denied,” clear Protect object from accidental deletion on the computer object and the NTDS Settings object.14
1. Verify and record. The removed domain controller no longer appears under Domain Controllers in Active Directory Users and Computers, and its server object in Active Directory Sites and Services has no NTDS Settings object.14 The result goes into the Phase 5 evidence packet with the retirement record.
Records before hardware: the decommissioning checklist
Federal records law applies to every system the program retires. Agency heads “shall make and preserve records containing adequate and proper documentation” of the agency’s functions and decisions, and records may not be destroyed except under a NARA-approved schedule or the General Records Schedules.1516 Destroying an unscheduled record, a temporary record before its retention period ends, or a record under a FOIA request or litigation hold is unlawful destruction, and the agency must report it to NARA.16 The checklist applies the rules to each domain controller, AD FS farm, sync server, certificate authority, DNS and DHCP server, file server and SIEM connector before it is decommissioned; the ordering is the workbook’s recommendation.
1. Name the records owner. The agency records officer signs off on each system’s disposition before the hardware is touched.
1. Map each record class to a disposition authority. Every federal record must be covered by a NARA-approved agency schedule or the General Records Schedules, and anything unscheduled may not be destroyed.17 The usual items for these systems: user profiles, log-in files and audit trails are system access records under GRS 3.2 items 030 and 031, and for systems “requiring special accountability for access” are kept 6 years after the password is altered or the account terminated; cybersecurity event logs are GRS 3.2 item 036, kept 30 months; system security plans and disaster recovery plans are item 010; certificate authority records are items 060 to 062; configuration and change records, and system development records, are GRS 3.1 items 030 and 011, kept 5 years after the system is superseded or terminated.1819 NARA is revising GRS 3.2 items 035 and 036, which still cite the rescinded M-21-31, so check the current transmittal.20 The General Records Schedules for technology don’t cover a system’s data or content, so file shares need the owning program’s own schedule.19
1. Migrate before retiring, if the retention outlives the system. Agencies must determine whether a record’s retention period is longer than the life of the system holding it, “If so, plan for the migration of the records to a new system before the current system is retired,” keeping the link between records and their metadata.21
1. Don’t treat backups as the archive. “System and file backup processes and media do not provide the appropriate recordkeeping functionalities and must not be used as the agency electronic recordkeeping system.”21 A domain controller backup restores only within the tombstone lifetime anyway.
1. Keep the names that make email records readable. Where mail identifies people by codes, nicknames or distribution lists, agencies must “retain the intelligent or full names on directories or distributions lists,” so the directory’s mapping of aliases and groups to full names is kept with the mail archive.21
1. Keep what’s needed to read the records: the software and documentation that the migrated records depend on, for their whole retention period.1921
1. Check holds first, then transfer any permanent records to NARA in electronic form with their metadata, which has been required since June 30, 2024.22
1. Destroy only what the schedule allows, and sanitize the media under SP 800-88 Rev. 2, as above.
1. File the disposition record with the G4 or G5 evidence packet.
Gate G5 — AD Retired
The executive sponsor and the CIO clear G5 together. The criteria: domain controllers decommissioned, or kept as a documented Kerberos island with an end-of-life date; the final evidence packet in the repository and the SIEM; no live production dependency on AD authentication. G5 is also where the last open item of the success scorecard closes: every residual risk documented, with an owner.
[bookmark: _Toc00000822]Phase 6 — Steady state
Steady state has no exit gate. The master plan’s objective for it holds: operate the modernized environment under continuous governance, with automated drift detection, scheduled reassessment and periodic access reviews, all tracked in the repository. Book 01 adds the finish line: zero drift findings, zero actions from the nightly plan run, signed evidence flowing to the SIEM and to continuous monitoring, and only routine tickets (Book 01, Chapter 12). That is the operating form of the continuous monitoring that SP 800-53 control CA-7 asks for: metrics, monitoring frequencies, ongoing assessment, analysis and response, and status reporting.23
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Steady state as a loop: drift becomes a finding with an SLA, the finding becomes an authorized plan, delivery emits evidence, and periodic reviews feed the same repository.
The operating cadence
	Operation
	Cadence
	How
	Output

	Reassessment
	Weekly
	The assessment runs on a schedule and commits its diff to the repository. While AD runs it reads the forest; afterward it reads the cloud surfaces (Entra ID, Intune, Arc, DNS and PKI)
	A weekly delta in the repository

	Drift detection
	Daily by default; a check with its own cadence follows it (Book 13, Chapter 06)
	Current state compared with the approved plans
	A tracked finding per drift, with an owner and a severity SLA

	Compliance monitoring
	Continuous
	Intune compliance, Azure Policy and machine configuration compliance, Entra sign-in health
	A monthly compliance report committed to the repository

	Certificate lifecycle
	Daily
	Renewal monitoring on all three engines: Intune for device certificates, AD CS autoenrollment for domain controllers, and the CLM platform for everything else; certificate-based authentication binding checks
	Expiry alerts at 30, 14 and 7 days

	DNS health
	Continuous
	Service-location record probes, resolver health checks, query analytics
	Alert when the resolution failure rate exceeds 0.1%

	Access reviews
	Quarterly
	Privileged role reviews, group attestation, application consent reviews
	Review results committed to the repository


Two licensing notes apply. Access reviews for member users now need Microsoft Entra ID Governance (or the Entra Suite), with some capabilities still running on Entra ID P2; PIM itself needs P2 or ID Governance.24 And any surface the agency’s cloud doesn’t offer has to be planned around, not assumed (Book 10, Chapter 04).
The master plan made four of these into standing milestones, each committed to the repository when it runs:
	Milestone
	Cadence
	Owner

	M-045 — Drift assessment
	Daily drift detection and a weekly reassessment diff, automated
	Automation, reviewed by the steward

	M-046 — Compliance report
	Monthly
	Security lead

	M-047 — Access review
	Quarterly
	Identity lead

	M-048 — Architecture review
	Annual
	Steward


Drift remediation SLAs
Every finding gets a severity, and every severity a clock. These are the program’s default values from the master plan; the agency sets its own, and they become part of its continuous monitoring strategy. (The engagement archetype in Appendix B uses a different set of tiers; the values matter less than having one set, written down and measured.)
	Severity
	Detect within
	Remediate within
	Escalation

	Critical
	1 hour
	4 hours
	Steward and security lead notified immediately

	High
	4 hours
	24 hours
	Workstream lead notified within 4 hours

	Medium
	24 hours
	7 days
	Workstream lead notified within 24 hours

	Low
	7 days
	30 days
	Tracked as an issue; reviewed at the weekly status meeting


Handing over to operations
The project plan’s last phase ends when two things are true: the charter’s success criteria are met or explicitly deferred with a reason, and ownership of the authoritative source and of drift detection has passed from the project to steady-state operations. The handover is a decision like any other, recorded in the repository: who owns the repository and its branch protections, who owns each drift class, who answers each severity, and who runs the periodic reviews. Without that record, steady state decays into the implicit governance the program set out to remove. The ongoing evidence work belongs to the continuous monitoring project in the portfolio (Chapter 06).
[bookmark: _Toc00000823]Measuring success: the program scorecard
The charter and the project plan each list success criteria, and they overlap. The charter’s are method measures, because the charter’s scope is the method and leaves execution with the adopting organization; the plan’s add execution. Read together, and joined to the steady-state outcomes above, they make one scorecard. Each measure says where its evidence lives and at which gate it should turn green, consistent with Chapter 05.
Delivery measures

	#
	Measure
	From
	Evidence
	Green by
	Owner

	1
	A current-state assessment of the major governance surfaces and dependencies exists and is accepted
	Charter; plan
	The committed assessment and its approval record (Chapter 08)
	G0
	Program office

	2
	The target attribute-driven structure and control-plane model is defined, agreed and understood by the domain leads
	Charter; plan
	Approved target architecture; each domain lead can explain how an organizational fact is expressed, how policy attaches to it and how drift is detected
	G1
	Program office with platform teams

	3
	At least one domain has a complete playbook with gates and evidence expectations
	Charter
	The first wave’s playbook in the repository
	G2 Pilot Clean
	Domain lead

	4
	The change-control pattern (origination, authorization, least-privilege execution, provenance closure, evidence emission) is defined and in use
	Charter
	The plan, review and delivery pipeline (Book 01, Chapter 11)
	G1
	Program office

	5
	The first wave has run with full provenance and evidence
	Plan
	Pilot evidence packets
	G2
	Steward

	6
	Drift classes and the detection approach are specified, then operational for every domain in scope
	Charter; plan
	Drift taxonomy; daily detection results
	Specified by G1; operational by G2 and G3
	Program office

	7
	Residual risks are documented and each has an owner
	Plan
	The risk register (Appendix A)
	Checked at every gate; closed at G5
	Project manager; the authorizing official accepts residual risk

	8
	Leadership can describe the modernization path, its major risks and how success is measured, without citing internal decision records
	Charter; plan
	A sponsor briefing given without document numbers
	G0, then monthly
	Executive sponsor



Outcome measures
These are the program’s own design measures, read from the repository and the drift reports. They are what the steady state keeps green.
	Measure
	Target at steady state
	Source

	Open drift findings past their SLA
	Zero; trend reported monthly by severity
	Drift reports

	Nightly plan runs with zero actions
	The normal case; any action traces to an authorized change
	Plan run logs

	AD authentication volume
	Below the agreed G4 threshold, then zero or confined to dated Kerberos islands
	Domain controller logs, then none

	Evidence packets
	Every delivery emits one; every packet signed and forwarded to the SIEM
	Repository and SIEM

	Access reviews
	Completed on schedule, with decisions applied
	Review results in the repository

	Certificate expiries
	None missed; every alert answered before the 7-day mark
	The CLM platform’s inventory, with Intune and domain controller monitoring (Book 07, Chapter 08)

	Gate decisions
	Every criterion evaluated from data; every decision recorded with its maker
	Gate review records

	Ownership
	Every drift class, severity and periodic review has a named operational owner
	Handover record


A program can meet every delivery measure and still fail if the outcome measures drift after the project team leaves. That is why the handover is part of the scorecard, not an afterthought, and why the architecture review is annual and owned by the steward.
[bookmark: _Toc00000824]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Platform host (Gitea and IIS) TLS on 443
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	Requests and renews it; the CAPI driver installs it and binds IIS

	RADIUS and NPS server certificates in the G0 inventory
	RADIUS and 802.1X servers
	Retained AD CS
	CyberArk Certificate Manager
	Renews them; installs through the CAPI driver on NPS

	Domain controller and LDAPS certificates
	Domain controller and LDAPS
	Retained AD CS
	AD CS autoenrollment
	Watches through CA Import and discovery; never renews

	CRL and OCSP endpoints checked at cutover
	CA certificates and CRLs
	The hierarchy
	AD CS autoenrollment
	Revocation monitoring checks them at least daily

	Wi-Fi, VPN and CBA certificates from the pilot
	Device and user auth (Intune)
	Cloud PKI
	Intune
	Nothing: Intune renews them
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This book’s certificates and the engine that renews each.
The operating cadence’s certificate row therefore watches three engines, not one: Intune for device certificates, AD CS autoenrollment for domain controllers, and the CLM platform for everything else, which also holds the inventory.2526
[bookmark: _Toc00000825]Key takeaways
1. The master plan’s cutover is Book 01’s Phase 4 and gate G4; AD DS retirement (Phase 5, G5) is the step the master plan didn’t take, and the program does.
1. Retire only what the data shows is unused, and keep each rollback working until the next gate. The domain’s own DNS zones, domain controller certificates and default account policies stay until the domain retires.
1. Before any domain controller goes, retain its records and plan to sanitize its storage.
1. Steady state is a loop: drift becomes a finding with an SLA, the finding an authorized plan, the plan evidence. The agency sets the SLA values; the program sets that there are some.
1. Measure success twice: delivery measures that turn green gate by gate, and outcome measures that operations keeps green after the project ends.
[bookmark: _Toc00000826]Notes
1. Microsoft Learn, “AD FS Decommission” (the decommission guide, the AD FS to Microsoft Entra FAQ, and the resources for migrating authentication and applications from AD FS to Microsoft Entra ID), https://learn.microsoft.com/windows-server/identity/ad-fs/ad-fs-decommission (accessed Nov 9, 2026).
1. Microsoft Learn, “Migrate from federation to cloud authentication” (plan the maintenance window: conversion may take up to 60 minutes; plan for rollback with New-MgDomainFederationConfiguration; convert with Update-MgDomain -AuthenticationType "Managed"), https://learn.microsoft.com/entra/identity/hybrid/connect/migrate-from-federation-to-cloud-authentication (accessed Oct 21, 2026).
1. Microsoft Learn, “Active Directory Federation Server to Microsoft Entra FAQ,” entry “When switching a domain from federated to managed how long does it take for the change to take place?” (up to 4 hours to fully cut over), https://learn.microsoft.com/windows-server/identity/ad-fs/decommission/ad-fs-to-azure-ad-faq (accessed Nov 9, 2026).
1. Microsoft Learn, “Active Directory Federation Services (AD FS) decommission guide” (run Connect Health for at least one week; test cloud authentication for at least one week before decommissioning), https://learn.microsoft.com/windows-server/identity/ad-fs/decommission/adfs-decommission-guide (accessed Oct 21, 2026).
1. Microsoft Learn, “Group Policy application rules for domain controllers” (account policies, including password, lockout and Kerberos policy, apply to domain controllers only from a GPO linked to the domain container), https://learn.microsoft.com/troubleshoot/windows-server/active-directory/group-policy-application-rules-for-domain-controller (accessed Oct 21, 2026).
1. Microsoft Learn, “How to decommission a Windows enterprise certification authority and remove all related objects” (the CRL’s lifetime should be longer than the remaining lifetime of revoked certificates; AIA and CDP objects are retained while issued certificates are outstanding), https://learn.microsoft.com/troubleshoot/windows-server/certificates-and-public-key-infrastructure-pki/decommission-enterprise-certification-authority-and-remove-objects (accessed Oct 21, 2026).
1. Microsoft Learn, “Operate certificate revocation, CRL publication, and CDP changes in AD CS” (keep a CDP endpoint and current CRL content available until no unexpired certificate or CA certificate in scope references it), https://learn.microsoft.com/windows-server/identity/ad-cs/operate-certificate-revocation-crl-cdp (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” Configuration requirements and Security guardrails summary (Global Administrator assigned as permanent active, not eligible; validate at least every 90 days), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Oct 21, 2026).
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1. Microsoft Learn, “Active Directory accounts,” Secure and manage domain controllers (“domain controllers store credential password hashes of all accounts in the domain”), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/understand-default-user-accounts (accessed Oct 21, 2026).
1. NIST, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025 (supersedes Rev. 1, December 2014), https://csrc.nist.gov/pubs/sp/800/88/r2/final (accessed Oct 21, 2026).
1. Microsoft Learn, “Demote domain controllers and domains,” sections “Demotion and role removal by using PowerShell,” “Credentials,” “Warnings,” “Confirmation” and “Demotion,” https://learn.microsoft.com/windows-server/identity/ad-ds/deploy/demoting-domain-controllers-and-domains--level-200- (accessed Nov 9, 2026).
1. Microsoft Learn, “Clean up Active Directory Domain Controller server metadata,” sections “Clean up server metadata using Active Directory Users and Computers” and “Clean up server metadata using the command line,” https://learn.microsoft.com/windows-server/identity/ad-ds/deploy/ad-ds-metadata-cleanup (accessed Nov 9, 2026).
1. 44 U.S.C. §3101 (2023 edition), https://www.govinfo.gov/content/pkg/USCODE-2023-title44/html/USCODE-2023-title44-chap31-sec3101.htm (accessed Oct 23, 2026).
1. 36 CFR 1230.3 (unlawful or accidental destruction), 1230.10(a) and 1230.14 (reporting to NARA), https://www.ecfr.gov/current/title-36/chapter-XII/subchapter-B/part-1230 (accessed Oct 23, 2026).
1. 36 CFR 1225.10 (“All Federal records … must be covered by a NARA-approved agency disposition authority, SF 115, Request for Records Disposition Authority, or the NARA General Records Schedules”) and 36 CFR 1226.10, https://www.ecfr.gov/current/title-36/chapter-XII/subchapter-B/part-1225 and https://www.ecfr.gov/current/title-36/chapter-XII/subchapter-B/part-1226 (accessed Oct 23, 2026).
1. National Archives, General Records Schedule 3.2, Information Systems Security Records (Transmittal 33, January 2023), items 010, 030, 031, 036 and 060–062, https://www.archives.gov/files/records-mgmt/grs/grs03-2.pdf (accessed Oct 23, 2026).
1. National Archives, General Records Schedule 3.1, General Technology Management Records (Transmittal 30, November 2019), introduction (“This schedule does not apply to system data or content”), items 011 and 030, and the note on keeping software needed to read the records, https://www.archives.gov/files/records-mgmt/grs/grs03-1.pdf (accessed Oct 23, 2026).
1. National Archives, “GRS Status Updates” (as of October 2026), Transmittal 38: “GRS 3.2, Information Systems Security Records — Revision to items 035-036 (related to rescission of OMB Memo M-21-31 and issuance of OMB M-26-14) — Drafting,” https://www.archives.gov/records-mgmt/grs/grs-status-updates (accessed Oct 23, 2026).
1. 36 CFR 1236.14(a) and (b)(3) (migration), 1236.20(c) (backup systems) and 1236.22(a)(3) (email directories), https://www.ecfr.gov/current/title-36/chapter-XII/subchapter-B/part-1236 (accessed Oct 23, 2026).
1. Office of Management and Budget and National Archives, M-23-07, Update to Transition to Electronic Records, December 23, 2022, §1.2 (“After June 30, 2024, Federal agencies must transfer all permanent records in an electronic format and with appropriate metadata”), https://www.archives.gov/files/records-mgmt/policy/m-23-07.pdf (accessed Oct 23, 2026).
1. NIST, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0 (August 27, 2025), control CA-7, Continuous Monitoring, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control text read from NIST’s OSCAL Rev. 5 catalog, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (both accessed Oct 21, 2026).
1. Microsoft Learn, “What are access reviews?,” License requirements, https://learn.microsoft.com/entra/id-governance/access-reviews-overview, and “Microsoft Entra ID Governance licensing fundamentals,” Privileged Identity Management, https://learn.microsoft.com/entra/id-governance/licensing-fundamentals (both accessed Oct 21, 2026).
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[bookmark: _Toc00000827]Appendix A — Risk Register and Control Traceability
A program plan doesn’t satisfy a control, but it can show which controls each milestone moves forward and which risks each gate has to look at.
[bookmark: _Toc00000828]In this appendix
What the plan’s two compliance hooks, SP 800-53 controls PL-2 and RA-3, actually ask for and how the program’s artifacts feed them. Then the milestone-to-control-family traceability, phase by phase in Book 01’s terms. Then the risk register: the master plan’s twenty-two risks and the project plan’s five program risks, re-keyed to Book 01’s phases, corrected where the published books have overtaken them, and joined to the controls they bear on.
[bookmark: _Toc00000829]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse the program’s plan and register in its own security documentation. It doesn’t claim that following the program satisfies any control. Whether a control is satisfied depends on the agency’s system boundary, implementation and assessor, and the agency authorizes its own systems. Control identifiers and titles are from SP 800-53 Rev. 5, release 5.2.0, checked on October 21, 2026.1 Book 01, Appendix A maps the program’s design to federal requirements; this appendix maps its plan.
[bookmark: _Toc00000830]What PL-2 and RA-3 ask for
The master plan’s compliance amendment tied its milestone traceability to PL-2 and its risk register to RA-3. Both controls are about the system, not the project, and it helps to be exact about what each asks.
· PL-2, System Security and Privacy Plans, asks for security and privacy plans for the system that, among other things, define its components, describe its dependencies and connections, describe the controls in place or planned with the rationale for any tailoring, and are reviewed and approved by the authorizing official before implementation. It also asks that the plans be reviewed on a defined frequency and updated when the system or its environment changes.1
· RA-3, Risk Assessment, asks the organization to identify threats and vulnerabilities, determine the likelihood and magnitude of harm, document and review the results, and update the assessment on a defined frequency or when there are significant changes to the system or its environment.1
So the program plan isn’t the PL-2 plan and the program’s register isn’t the RA-3 assessment. What they are is the record of planned change that both must keep up with. A modernization changes the system’s components, dependencies and controls at every gate; each gate is therefore a point where the agency’s system security plan needs updating (PL-2) and its risk assessment re-reviewing (RA-3). Security risks that carry residual exposure past a gate become plan of action and milestones items under CA-5, which asks for remediation actions to be planned and the plan kept current from assessments and continuous monitoring.1 The program’s evidence, assessment output and drift reports are inputs to all three.
The amendment pointed to a system security plan and a POA&M by internal document number. Neither belongs to this workbook; the documents that count are the agency’s own.
[bookmark: _Toc00000831]The control families
SP 800-53 Rev. 5 groups its controls into twenty families. The program’s milestones touch most of them; the table below names them so the traceability can use the two-letter identifiers.1
	ID
	Family
	ID
	Family

	AC
	Access Control
	PE
	Physical and Environmental Protection

	AT
	Awareness and Training
	PL
	Planning

	AU
	Audit and Accountability
	PM
	Program Management

	CA
	Assessment, Authorization, and Monitoring
	PS
	Personnel Security

	CM
	Configuration Management
	PT
	Personally Identifiable Information Processing and Transparency

	CP
	Contingency Planning
	RA
	Risk Assessment

	IA
	Identification and Authentication
	SA
	System and Services Acquisition

	IR
	Incident Response
	SC
	System and Communications Protection

	MA
	Maintenance
	SI
	System and Information Integrity

	MP
	Media Protection
	SR
	Supply Chain Risk Management


Every control named in this appendix is in the Moderate baseline; the ones that aren’t also in the Low baseline are noted below the traceability table.2
[bookmark: _Toc00000832]Milestone-to-control-family traceability (PL-2)
Each row reads one of Book 01’s phases (Chapter 05), the master-plan milestones that fall in it, and the control families those milestones advance, with example controls. “Advance” means the milestone produces an implementation or evidence the agency can cite for that control in its plan; it doesn’t mean the control is satisfied. The mapping is the program’s, made at the family level as the master plan intended; the agency’s system security plan holds the per-control disposition.

	Book 01 phase and gate
	Master-plan milestones
	What they produce
	Families advanced (example controls)
	Evidence the agency can cite

	0 — Pre-flight; G0 Ready to Plan
	M-001 to M-007 (platform host); M-008 to M-010 (read-only, delegated and security assessments)
	The platform host and repository; the read-only and full assessments; the security assessment
	CM (CM-2, CM-3, CM-8); RA (RA-3, RA-5); PL (PL-2 component and dependency inputs); AC (AC-6 for the assessment and service principals)
	Committed assessment with provenance; security findings; repository branch protections and review history (Chapter 08)

	1 — Foundation; G1 Foundation Complete
	M-011 to M-013 (plan generation and approval, pre-pilot preparation), the first work after G0; M-014 to M-021 (attribute taxonomy, dynamic groups, Intune policy, Conditional Access, sync, hybrid DNS and Cloud PKI designs; design approval)
	The eight approved modernization plans; approved designs; the identity primitives and Conditional Access baseline that Book 01 builds in this phase
	AC (AC-2, AC-3, AC-6); IA (IA-2, IA-2(1), IA-2(2), IA-5); CM (CM-2, CM-6); SC (SC-17, SC-20, SC-21, SC-22); PL (PL-8)
	Design records and their approvals; Conditional Access policy set; emergency access account records

	2 — Pilot division; G2 Pilot Clean
	M-022 to M-031 (sync deployed, pilot devices joined, Intune policies, Conditional Access enforced, PIM, DNS, Cloud PKI, Entra certificate-based authentication, Arc servers, pilot success)
	The whole pattern working on one scope, held drift-clean
	IA (IA-2(12), IA-5(2)); AC (AC-6(5)); CM (CM-3, CM-6); SC (SC-17); CA (CA-7)
	Pilot evidence packets; PIM role settings; certificate-based authentication configuration; drift-hold results

	3 — General rollout; G3 Rollout Complete
	M-032 to M-037 (four waves; GPO links disabled, then removed, for migrated OUs; dynamic groups fully populated)
	Every division migrated; attribute coverage complete
	AC (AC-2); CM (CM-6, CM-8); SI (SI-4); CA (CA-7)
	Wave exit records; device and server inventories reconciled with the assessment; drift reports

	4 — Legacy retirement; G4 Legacy Quiet
	M-038 to M-044 (AD FS, AD CS issuance, DNS forwarders, GPO links, trusts, legacy servers; cutover validation)
	Legacy components retired, each with its rollback
	CM (CM-3, CM-7, CM-8); IA (IA-5(2)); SC (SC-17); SA (SA-22)
	Cutover validation checklist (Chapter 10); retirement plans and rollback records

	5 — AD DS retirement; G5 AD Retired
	None: the master plan stops before this phase
	Domain controllers retired or islanded; records retained; storage sanitized
	CM (CM-8); AU (AU-11); SI (SI-12); MP (MP-6); SA (SA-22); CA (CA-5)
	Final assessment and evidence packet; records disposition; sanitization records

	6 — Steady state
	M-045 to M-048 (drift assessment: daily drift detection and a weekly reassessment; monthly compliance report, quarterly access review, annual architecture review)
	Continuous governance
	CA (CA-5, CA-7); RA (RA-3, RA-5); AC (AC-2, AC-6(7)); AU (AU-6); SI (SI-4); PL (PL-2 review and update)
	Drift reports and SLA adherence; compliance reports; access review results; architecture review record

	Every gate
	Gate review
	The gate decision and the updated register
	PL (PL-2 update); RA (RA-3 review); CA (CA-5)
	Gate review record; risk register as of the gate; POA&M items opened or closed



Three notes on reading it:
· SA-22, Unsupported System Components, asks that components be replaced when vendor support ends, or that alternative support be arranged.1 It’s where the program’s retirement milestones meet the end-of-support dates in Chapter 01.
· Some controls start at Moderate. CM-3, AC-6, AC-6(5), AC-6(7), IA-5(2), SC-17, SC-28 and PL-8 are in the Moderate baseline but not the Low.2 An agency authorizing a Low system can still use the evidence, but shouldn’t cite those controls as baseline requirements.
· Phase 5 has no master-plan milestones, which is why its row cites Book 01 (Chapter 10). Its controls are the ones a decommission most often skips: retention of audit records (AU-11) and information (SI-12) before hardware goes, and media sanitization (MP-6) after.1
[bookmark: _Toc00000833]The risk register (RA-3 input)
The register below is the program’s starting register. Every risk opens as Open; the live status, the review date and the residual rating belong in the agency’s own register, which is reviewed at every gate review. Likelihood and impact use the master plan’s scale (likelihood Low, Medium or High; impact Low to Critical); an agency can re-rate them on whatever scale its risk assessment uses, and NIST’s guide for conducting risk assessments is SP 800-30 Rev. 1.3
Two decision rights apply to every row. Risk acceptance belongs to the authorizing official, not to the program: the master plan gave it jointly to the security lead and the steward, but in the program’s decision matrix the authorizing official accepts residual risk (Book 01, Chapter 09). And a security risk that stays open past a gate with residual exposure becomes a POA&M item (CA-5).
Program-level risks
These come from the project plan and shape the whole program rather than one phase. Chapter 05 explains how the plan answers each.

	ID
	Risk
	Mitigation
	Owner
	Controls

	P-1
	Hidden dependencies are missed in discovery
	Structured assessment; a pilot designed to surface unknowns early
	Program office
	RA-3, CM-8

	P-2
	Competing sources of truth persist
	One authoritative origin designated per object class; contention on the authoritative source tracked as authorization drift
	Program office
	CM-2, AC-2

	P-3
	The organization resists making authority explicit
	Early stakeholder alignment; a pilot that shows controlled rather than disruptive change
	Executive sponsor
	PL-2 (roles and responsibilities)

	P-4
	Tooling leads the design
	Target architecture and change-control pattern defined before any tool is chosen or configured
	Program office
	PL-8, SA-8

	P-5
	Physics or data residency limits centralization
	Truth centralized logically; only subordinate copies distributed physically (Book 09)
	Program office
	PL-8



Delivery risks
The master plan’s twenty-two risks, re-keyed to the Book 01 phase where each bites, with the corrections noted.

	ID
	Risk
	L
	I
	Phase
	Mitigation (corrected where noted)
	Owner
	Controls

	R-001
	The assessment finds undocumented trusts that block migration
	M
	H
	0
	The read-only assessment maps every trust before anything moves; the trust map drives the trust decommission plan
	Identity lead
	CM-8, RA-3

	R-002
	Critical AD CS misconfiguration findings force emergency PKI remediation
	H
	Crit
	0
	The security assessment scans for the current list of certificate escalation patterns, not a fixed range: SpecterOps’s 2021 research named ESC1 to ESC8,4 and Microsoft Defender for Identity now also assesses later ones such as ESC15 (Chapter 08);5 Critical findings are closed before G0 (no open priority-one findings) and High findings before the pilot. Detection and remediation: Book 07, Chapter 03
	PKI lead
	RA-5, SC-17

	R-003
	Legacy applications depend on NTLM
	H
	H
	0, 4
	Inventory during assessment; NTLM auditing from Phase 1. Corrected: the source’s “exception policies in Conditional Access” can’t work, because Conditional Access can’t evaluate NTLM (Book 01, Chapter 08); each NTLM dependency is a finding with an owner and a dated exception (Book 06, Chapter 15)
	Security lead
	IA-2, CM-7

	R-004
	Directory synchronization fails during the pilot
	M
	H
	2
	Cloud Sync by default, Connect Sync where a Connect-only requirement applies, with a staging server; validate before enabling the schedule; monitor sync health (Book 02, Chapter 09)
	Identity lead
	AC-2, CM-3

	R-005
	Cloud PKI licensing is delayed
	M
	M
	1
	Confirm entitlement before the pilot. Updated: Cloud PKI needs an add-on to Intune Plan 1 or 2 (the Intune Suite or the standalone add-on), and from July 2026 Microsoft 365 E5 and E7 include it for commercial customers, so confirm the entitlement on the agency’s government SKU;6 confirm availability in the agency’s cloud: Cloud PKI became available in GCC High in the week of September 28, 2026, isn’t supported in DoD, and in GCC follows the commercial service (Book 07, Chapter 04)
	Project manager
	SA-2

	R-006
	Name resolution fails during hybrid coexistence
	M
	H
	2, 3
	Two-way resolution tested at pilot sites; synthetic probes; AD DNS kept as fallback (Book 08, Chapter 10)
	DNS lead
	SC-20, SC-21, SC-22

	R-007
	Users resist passwordless sign-in
	M
	M
	2, 3
	Willing early adopters first; training; departmental champions; phased enforcement
	Identity lead
	AT-2

	R-008
	The platform host fails (single point of failure)
	L
	H
	0 on
	Daily backup; a standby replica that never becomes a second writer (Book 01, Chapter 03); restore tested
	Infrastructure lead
	CP-9, CP-10

	R-009
	Endpoint security blocks the Azure Arc agent
	M
	M
	1, 2
	Pre-approve the Connected Machine agent in endpoint protection policy; test on pilot servers first
	Infrastructure lead
	CM-7

	R-010
	GPO settings have no Intune equivalent
	H
	H
	1–3
	Gap analysis names unsupported settings; custom OMA-URI or ADMX ingestion where possible; accepted gaps documented (Book 05, Chapter 08)
	Endpoint lead
	CM-6

	R-011
	Certificates without strong mapping fail authentication against AD
	M
	Crit
	0 on
	Corrected: this is no longer a future risk. Domain controllers moved to Full Enforcement with the February 2025 Windows update, and the option to fall back to Compatibility mode ended with the September 9, 2025 update;7 certificates without a strong mapping already fail certificate-based authentication against domain controllers. Audit templates and Intune certificate profiles for the SID mapping. Entra certificate-based authentication uses its own username bindings and is a separate check (Book 07)
	PKI lead
	IA-5(2), SC-17

	R-012
	Budget constraints delay license procurement
	M
	M
	0
	License business case submitted in Phase 0; budget approved before design begins
	Project manager
	SA-2

	R-013
	Key people leave during a critical phase
	L
	H
	Any
	Two people cross-trained per workstream; procedures in the repository; no single-person dependencies
	Project manager
	AT-3

	R-014
	A regulatory audit falls in a migration window
	L
	M
	Any
	Full audit trail in the repository; change freeze during the audit if required
	Security lead
	CA-2

	R-015
	Split-brain DNS causes a production outage
	L
	Crit
	2–4
	Split-brain patterns designed deliberately; tested at each wave; AD DNS authoritative until its zones move (Book 08, Chapter 10)
	DNS lead
	SC-20, SC-22

	R-016
	Dynamic group rules produce the wrong scope
	M
	M
	1–3
	Rules validated in non-production first; membership changes monitored; workflows designed around processing that can take more than 24 hours (Book 01, Chapter 04)
	Endpoint lead
	AC-2, AC-3

	R-017
	Certificate-to-user binding breaks for Entra certificate-based authentication
	M
	H
	2, 3
	Staged rollout; sign-in logs monitored for binding failures; a documented, time-limited fallback method during the transition
	PKI lead
	IA-2(12), IA-5(2)

	R-018
	The repository mirror stops syncing without warning
	L
	L
	0 on
	Corrected: a hook can’t watch a pull mirror, because mirrored commits never pass through the receive hooks; the drift reporter checks the mirror’s last sync and alerts if it is stale for more than 24 hours (Chapter 08)
	Infrastructure lead
	SI-4

	R-019
	Schema conflicts block the organizational attributes
	L
	M
	1
	The assessment lists attributes already in use; the program uses the canonical attribute map (Book 03, Chapter 06)
	Identity lead
	CM-2

	R-020
	Retiring AD FS breaks legacy application sign-in
	M
	H
	4
	Every relying party trust inventoried and moved to Entra ID first. Corrected: the source’s 72-hour rollback window is shorter than Microsoft’s one-week observation before decommissioning; the program keeps the farm restorable for the windows in Chapter 10
	Identity lead
	CM-3, IA-2

	R-021
	The assessment workstation is compromised with sensitive AD data
	L
	M
	0
	Privileged access workstation with restricted network access; assessment output encrypted at rest; updated: the workstation is sanitized, not just “destroyed,” after the assessment, under SP 800-88 Rev. 28
	Security lead
	AC-6, SC-28, MP-6

	R-022
	Pilot users report a poor experience
	L
	L
	2
	Mid-pilot check-in; concerns addressed before the end-of-pilot survey
	Project manager
	AT-2



Risks the corrections add
The published books surfaced three risks the master plan didn’t list. They’re the program’s additions.

	ID
	Risk
	L
	I
	Phase
	Mitigation
	Owner
	Controls

	R-023
	The AD domain’s own DNS zones or domain controller certificates are retired before the domain
	M
	Crit
	4
	Locator zones and domain controller and LDAPS certificates stay until Phase 5; G4 criteria exclude them explicitly (Chapter 10)
	DNS lead; PKI lead
	SC-22, SC-17

	R-024
	Access records are lost when domain controllers, AD FS or sync servers are decommissioned
	M
	H
	4, 5
	Records officer consulted before any decommission; retention completed first (Book 01, Chapter 09)
	Program office
	AU-11, SI-12

	R-025
	Steady-state governance decays after the project team leaves
	M
	H
	6
	Handover recorded in the repository with an owner per drift class, severity and review; annual architecture review
	Steward
	CA-7, PL-2



[bookmark: _Toc00000834]Key takeaways
1. PL-2 and RA-3 are system controls. The program plan and register don’t satisfy them; they tell the agency when its security plan and risk assessment have to be updated, which is at every gate.
1. Traceability is kept at the family level, per Book 01 phase; the agency’s system security plan holds the per-control disposition.
1. Risk acceptance belongs to the authorizing official; residual security risk past a gate becomes a POA&M item.
1. Two of the source’s risks were stale: certificate strong mapping is already enforced, and the AD FS rollback window was too short.
[bookmark: _Toc00000835]Notes
1. NIST, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0 (August 27, 2025), control families and controls PL-2, RA-3, CA-5, SA-22, AU-11, SI-12 and MP-6, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control titles and statements read from NIST’s OSCAL Rev. 5 catalog, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (both accessed Oct 21, 2026).
1. NIST, SP 800-53 Rev. 5 Low and Moderate baseline profiles (OSCAL), NIST_SP-800-53_rev5_LOW-baseline_profile.json and NIST_SP-800-53_rev5_MODERATE-baseline_profile.json, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026). Every control cited in this appendix is in the Moderate profile; CM-3, AC-6, AC-6(5), AC-6(7), IA-5(2), SC-17, SC-28 and PL-8 are absent from the Low profile.
1. NIST, SP 800-30 Rev. 1, Guide for Conducting Risk Assessments, September 2012, https://csrc.nist.gov/pubs/sp/800/30/r1/final (accessed Oct 21, 2026).
1. Will Schroeder and Lee Christensen, “Certified Pre-Owned,” SpecterOps, June 17, 2021 (escalation classes ESC1 through ESC8), https://specterops.io/blog/2021/06/17/certified-pre-owned/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Security assessment: Certificates” (includes “Prevent Certificate Enrollment with arbitrary Application Policies (ESC15),” CVE-2024-49019), https://learn.microsoft.com/defender-for-identity/security-posture-assessments/certificates (accessed Oct 21, 2026).
1. Microsoft Learn, “Overview of Microsoft Cloud PKI for Microsoft Intune,” Prerequisites, https://learn.microsoft.com/intune/cloud-pki/, and “Microsoft Intune planning guide,” Step 3 (from July 2026, Microsoft 365 E5 and E7 include Microsoft Cloud PKI), https://learn.microsoft.com/intune/fundamentals/planning-guide (both accessed Oct 21, 2026).
1. Microsoft Support, “KB5014754: Certificate-based authentication changes on Windows domain controllers,” Timeline for Windows updates, https://support.microsoft.com/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16 (accessed Oct 21, 2026).
1. NIST, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025 (final September 26, 2025; supersedes Rev. 1, December 2014; no withdrawal or later revision listed), https://csrc.nist.gov/pubs/sp/800/88/r2/final (accessed Oct 21, 2026).
[bookmark: _Toc00000836]Appendix B — The Engagement Archetype (Illustrative)
Before there is a real engagement to report, there can be an honest pattern of one, and a list of what the report would have to prove.
[bookmark: _Toc00000837]In this appendix
The engagement archetype the program is designed for: the typical starting state, the five-step intervention and how it maps onto Book 01’s phases and gates, the measures a real engagement would have to report, why the pattern differs from a tool-by-tool modernization, and what it would take to turn the pattern into a published case study.
[bookmark: _Toc00000838]A framing pattern, not a real engagement
Nothing in this appendix describes a real agency or a completed engagement. It contains no agency identifiers, metrics or timelines, and it shouldn’t be read as evidence that the program has been deployed anywhere. It is a pattern for planning and for judging a future case study. Where it states what an engagement would show, that is the program’s expectation, to be tested, not a result.
[bookmark: _Toc00000839]The archetype
A federal civilian agency runs a multi-quarter modernization spanning identity, the cloud boundary, telemetry and zero trust controls. It carries the concerns the rest of this workbook addresses: identity spread across regional directories, telemetry that no one correlates, evidence assembled at a point in time for each authorization, and a cloud boundary few people can draw. It has tried modernization before as a sequence of independent projects.
The program’s intervention is structural. It doesn’t replace the tools one by one; it puts a governance layer under the existing tool stack: an authoritative repository, analysis and plans generated from it, governed delivery, and drift detection against it (Book 01, Chapter 11). The archetype is an agency at the scale where governing each tool separately has stopped being workable.
[bookmark: _Toc00000840]The typical starting state
	Area
	Typical condition

	Architecture
	Decades of client/server: Active Directory, on-premises SQL Server and a traditional network perimeter (Chapter 01)

	Cloud
	A Microsoft 365 government community cloud tenant as the primary cloud, with some workloads elsewhere under named exceptions (Book 10)

	Identity
	Active Directory in active migration to Microsoft Entra ID, with no single authoritative source for organizational attributes

	Zero trust
	A program run pillar by pillar, with little correlation across pillars (Book 11)

	Authorization
	The authorization package written by hand against a control catalog and re-engineered every cycle

	Telemetry
	Many tools, partly normalized in a SIEM

	Findings
	A compliance findings backlog with a multi-year tail
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The pattern names five steps. Its shorter companion gives the sequencing rule behind them: identity first, then addressing, overlay, telemetry, management automation and governance at runtime, with governance in place before any identity object moves. Book 01’s roadmap is the canonical sequence, so the table reads each step in its terms.
	Archetype step
	What happens
	Book 01 phase and gate
	Where the workbook carries it

	1. Adopt the governance layer
	Stand up the platform host and the authoritative repository; walk the estate and record what the repository should govern; put schema validation on every change to the repository, so structural drift becomes visible
	Phase 0, Pre-flight; G0
	Chapter 08; Book 01, Chapter 03

	2. Modernize identity
	Attributes defined in the repository first; adapters to the target platforms; drift-driven cleanup; cutover; post-cutover governance
	Phases 1 to 3 (G1 to G3), and the identity steps of Phases 4 and 5 (G4, G5)
	Chapter 09; Book 02; Book 03

	3. Treat the boundary
	Probe what the cloud boundary actually contains; bring telemetry inside it; add compensating enforcement where a feature is missing; document it for authorization
	Runs alongside Phases 0 to 3
	Book 10

	4. Set the drift tempo
	Every finding gets a severity and a clock; deterministic findings are remediated automatically within the actuation ceiling; escalations go to named roles
	Begins with the pilot’s drift-clean hold (G2); becomes the operating cadence of Phase 6
	Chapter 10; Book 01, Chapter 11

	5. Move the authorization package onto evidence
	The system security plan, POA&M and component descriptions generated from the repository and telemetry; attestations stay as the human accountability layer but stop being the main way of verifying
	Evidence accumulates from Phase 0; the package moves in Phase 6
	Book 10, Chapter 11


Three corrections keep the pattern accurate:
· The authorization is the agency’s. Step 5 moves the agency’s own package. FedRAMP certifies cloud service offerings, but “each agency still authorizes its own federal information systems,” and FedRAMP tells agencies never to create a standalone authorization for a cloud service.1
· Key Security Indicators belong to the providers. The source put “KSI dashboards” in the agency’s package. Key Security Indicators are part of FedRAMP’s 20x certification rules for cloud service providers, meant to give “measurable validation” that protections work.2 An agency can line its own evidence up with what its providers report against them; it doesn’t report KSIs itself.
· Generated documents have a standard form. The system security plan, the POA&M and the component definition the pattern generates are all models in NIST’s Open Security Controls Assessment Language (OSCAL), alongside the catalog, profile, assessment plan and assessment results models.3 Generating them in OSCAL is what makes them machine-readable for the agency’s assessors.
The drift tempo in step 4 used its own tiers: P1 immediate, P2 within an hour, P3 within 24 hours and P4 within 72 hours. The master plan’s defaults in Chapter 10 are different. Both are illustrative. What the pattern needs is one set of values, chosen by the agency for its staffing and risk, written into its continuous monitoring strategy and measured.
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A case study that claims the pattern works has to show it in numbers. These are the measures the pattern names, and they extend the outcome measures of the program scorecard in Chapter 10.
	Measure
	What it shows

	Drift findings over time, by class and severity
	Whether the estate converges on the repository or keeps diverging

	SLA adherence by severity
	Whether the tempo is realistic for the agency’s staffing

	Repository-change decisions versus operational changes
	How often the program has to change its own design, against routine governed work: a sign of how settled the model is

	Time to regenerate the authorization package
	Wall-clock time from deciding to regenerate to a bundle whose hash matches the expected one

	Independent re-execution
	Whether an assessor can re-run the evidence months after it was assembled and get the same result

	Change in tool count
	Whether parallel governance machinery was actually retired. The pattern expects a reduction; a real engagement has to measure it


[bookmark: _Toc00000843]Why the pattern differs from a tool-by-tool modernization
Three properties distinguish it. They are the program’s design claims, and a real engagement is how they would be tested.
1. The authoritative model outlives the tools. Tools, vendors and platforms change; the repository’s model changes only through a governed decision. Work put into the model accumulates instead of being redone at each platform change.
1. Evidence can be regenerated. Point-in-time bundles can be rebuilt from the repository and archived inputs. That doesn’t remove retention obligations: records schedules still govern what must be kept and for how long (Book 01, Chapter 09), so the archived inputs themselves are records. The source’s claim that long-term audit retention costs fall is a hypothesis to measure, not a result.
1. Drift is the operating signal. Drift findings replace the gap discovery that used to happen once per audit cycle, and security operations and governance work from the same taxonomy of findings.
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The pattern expects an end-to-end engagement to produce the widest set of lessons of any case study: refinements to the canonical attributes (identity), updates to what the boundary can and can’t do (cloud), new compensating-enforcement adapters (zero trust and Microsoft 365 features), tuning of the severity tempo against staffing, and improvements to how faithfully the authorization package is generated. Each lesson would land as a recorded decision, a repository update or an adapter change, so the case study becomes the provenance for each.
The shorter companion pattern adds three lessons for leadership:
· Fund and govern the program as one sequence, not as independent projects (Chapter 01).
· Modernization creates the operating conditions that make continuous authorization credible; it doesn’t confer it.
· Treat the roadmap as a governed delivery arc, not as a claim that every workstream is already complete. Hold phase gates on evidence quality and operational determinism, not only on dates.
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The pattern becomes a case study only when three conditions hold: engagement material that has been reviewed and cleared for external release; traceability from each cited lesson to the repository change it produced; and review and approval by the sponsoring agency. End-to-end engagements are the hardest case studies to publish, because the lessons are broad and the material is sensitive. Until then the workbook documents the pattern, and says plainly that it is one. When a real engagement is published, it will name what it measured against the table above, and the workbook will remain agency-agnostic by describing it as an example rather than as its subject.
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1. This is a framing pattern, not a report of a real engagement; it carries no agency, metric or timeline.
1. Its five steps map onto Book 01’s phases: governance layer in Phase 0, identity across Phases 1 to 5, the boundary alongside Phases 0 to 3, and the drift tempo and evidence-based package in steady state.
1. The authorization stays the agency’s; Key Security Indicators are a provider-side FedRAMP 20x measure; generated documents should be OSCAL.
1. A real case study has to report convergence, SLA adherence, regeneration time, independent re-execution and tool count, not adjectives.
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1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP 20x Certification Rules, FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/providers/20x/key-security-indicators/ (accessed Oct 21, 2026).
1. NIST, Open Security Controls Assessment Language, “Layers and Models” (control layer: catalog, profile and control mapping; implementation layer: system security plan and component definition; assessment layer: assessment plan, assessment results and POA&M), https://pages.nist.gov/OSCAL/learn/concepts/layer/ (accessed Oct 21, 2026).
[bookmark: _Toc00000848]Appendix C — Funding and Acquiring the Program
A modernization program is also an IT investment, and federal law says how an investment is chosen, funded, bought and measured.
[bookmark: _Toc00000849]In this appendix
· What capital planning requires of an IT investment record, and where the program’s own artifacts already supply it
· Why the program’s assessment, target and phase plan are the agency’s enterprise architecture for this estate
· How a project could be funded through the Technology Modernization Fund
· What FITARA and OMB M-26-10 require of the program’s IT purchases
The workbook is guidance, not federal policy. Where this appendix says a statute or OMB circular requires something, the note gives the passage; the mapping of the program’s artifacts onto those requirements is the workbook’s recommendation.
[bookmark: _Toc00000850]The investment record capital planning requires
The Clinger-Cohen Act’s capital planning section requires each agency head to “design and implement in the executive agency a process for maximizing the value, and assessing and managing the risks, of the information technology acquisitions of the executive agency,” integrated with the agency’s budget, financial and program management decisions.1 The same section sets what the process must contain: minimum criteria for undertaking an investment, “including criteria related to the quantitatively expressed projected net, risk-adjusted return on investment,” quantifiable measures of net benefits and risks, and “a system of milestones for measuring progress, on an independently verifiable basis, in terms of cost, capability of the system to meet specified requirements, timeliness, and quality.”1 The next section adds performance measures that show how the IT supports the agency’s programs, and requires agencies to revise their processes “before making significant investments in information technology.”2
OMB carries this into two documents. Circular A-130 requires that decisions on major IT investments be “supported by business cases with appropriate evidence,” that modernization decisions follow an alternatives analysis covering government-provided and commercial options, and that acquisitions weigh full life-cycle costs, from planning through sustainment, re-competition and retraining.3 Circular A-11 sets the reporting. Neither its 2025 edition nor the edition issued November 6, 2026 has an Exhibit 300 or a Section 300: IT investment reporting lives entirely in Section 55, and agencies “are no longer required to submit an IT Resources Statement.”4 For a major IT investment, Section 55 requires agencies to document, at a minimum, planned and actual costs, anticipated and achieved benefits, the extent to which other federal agencies or state or local governments are expected to share the benefits or costs, current performance, whether an incremental development approach is used and why, an assessment of cost, schedule and performance risks, and the CIO’s risk rating.5 Agencies report cost, schedule and performance data for major investments twice a year, and CIO risk ratings quarterly.5
The program already produces most of that record. The table maps it; the mapping is the workbook’s recommendation.
	What capital planning asks for
	Where the program supplies it

	The problem, and process redesign before investing
	The assessment and current-state baseline (Chapter 08); the principles that retire implicit governance before automating it (Chapter 04)

	Alternatives, including government-provided and commercial options
	Each book’s selection chapter, such as Book 08, Chapter 12 for DDI, and Book 01, Appendix B for other stacks

	Full life-cycle cost, split into development and operations
	The cost-evidence method in Book 09, Chapter 13, applied to the agency’s own instance counts and agreements; the license plan in Chapter 05

	Independently verifiable milestones for cost, capability, timeliness and quality
	The seven phases and six gates, each closed on evidence rather than a date (Chapter 05)

	Incremental development
	Pilots before rollout, and one project charter per domain (Chapter 06, Chapter 09)

	Performance metrics, benefits and operational analysis
	The program scorecard’s delivery and outcome measures (Chapter 10)

	Cost, schedule, performance and cybersecurity risks
	The risk register (Appendix A)


Two gaps are the agency’s to fill. The workbook deliberately carries no prices, so the risk-adjusted return on investment has to be computed from the agency’s own costs. And the CIO’s risk rating is the CIO’s.
Major or non-major
How the investment is classified matters beyond reporting. A-11 lets the agency or OMB designate an investment “major” when it needs special management attention, was designated major in the previous budget submission (unless the CIO downgraded it), has a high annual or life-cycle cost, is designated high risk by the CIO, involves a Tier I High Value Asset, or has a high-visibility profile.5 FITARA then ties contract approval to that designation: the CIO may delegate approval of contracts for a non-major investment to someone who reports directly to the CIO, but not for a major one.6 A program that retires the directory and rebuilds identity, devices and naming across the estate will usually meet more than one of the “major” factors, so plan for the CIO’s personal approval of its contracts (inference).
[bookmark: _Toc00000851]The program as the enterprise architecture
Circular A-130 requires every agency to “develop an enterprise architecture (EA) that describes the baseline architecture, target architecture, and a transition plan to get to the target architecture,” aligned to the agency’s information resources management strategic plan, and says the EA “should incorporate agency plans for significant upgrades, replacements, and disposition of information systems.”7 NIST SP 800-53 makes the same requirement a control, PM-7: “Develop and maintain an enterprise architecture with consideration for information security, privacy, and the resulting risk to organizational operations and assets, individuals, other organizations, and the Nation.”8 And OMB’s Capital Programming Guide requires “clear line-of-sight relationships between investments in capital assets and specific components in the EA.”9
For the estate this workbook covers, the program’s three planning artifacts are those three parts. The assessment in Chapter 08 is the baseline architecture. The target estate each book designs is the target architecture. And the phase plan in Chapter 05, with its retirement phases in Chapter 10, is the transition plan, including the disposition of the systems it retires. File them as the EA’s identity, device, naming and directory segments rather than as a parallel document, and the investment’s line of sight to the EA follows. Book 14, Chapter 05 implements PM-7 as five review gates in the system life cycle. That framing is the workbook’s recommendation; A-130 doesn’t name a framework, and the Federal Enterprise Architecture Framework v2 survives only on an archived 2013 page.10
[bookmark: _Toc00000852]Funding a project through the Technology Modernization Fund
The Technology Modernization Fund was created by the Modernizing Government Technology Act for transfers to agencies “to improve, retire, or replace existing Federal information technology systems to enhance cybersecurity and privacy and improve long-term efficiency and effectiveness.”11 The Act requires the agency to repay the fund under a written agreement, with terms that “may not exceed 5 years unless approved by the Director,” and funds are transferred “only on an incremental basis, tied to metric-based development milestones.”11 The fund’s board evaluates proposals on risk addressed, government-wide impact, and probability of success, judged on the business case, technical design, use of commercial products, procurement strategy and program management.11
The fund publishes what makes a proposal competitive. It expects agencies to “aim to repay the full amount of their investment,” with exemptions only “under extremely rare circumstances,” and says “Competitive projects are typically less than $25M and use a five year repayment timeline, though the Board may consider outliers.”12 It asks for measurable outcomes, ideally within 12 months of the project start date, cross-organization executive sponsorship from the CFO, CIO and program leadership, an agile approach, and a project driven and managed by agency employees rather than contractors.12 Its May 2025 funding guide also described a partial-repayment route for urgent cybersecurity and modernization work whose savings the agency can’t easily realize; the current proposal template states that “All proposals are expected to repay 100%.”13
The process has two phases. An agency submits an Initial Project Proposal of at most six pages; if the board advances it, the agency prepares a Full Project Proposal with phased milestones and a financial plan, and a funded project signs an interagency agreement.14 First funds can arrive seven to eight months after the initial proposal, and repayments typically begin within a year of the first transfer.1214 The fund runs calls for proposals with its own dates and priority areas: the 2026 call took initial proposals through October 20, 2026, and still accepts later ones without guaranteeing a decision by its December board.15
Mapping a project charter to an initial proposal
The seven project charters in Chapter 06 already answer most of the initial proposal’s questions. The mapping below is the workbook’s recommendation.
	Initial Project Proposal field
	Where the charter answers it

	“Describe the problem(s) the project will solve,” with data on its scale
	The problem, with the assessment’s counts from Chapter 08

	“How will this project solve the problem(s),” including savings and the memos it addresses
	Purpose, plus the federal clocks in Chapter 01 and the book that carries the domain

	Executive sponsorship and foundations for success
	The sponsor and lead each charter leaves “to be named,” and the decision rights in Chapter 07

	How the project is “iterative and evidence-driven,” with baseline measurements, success metrics and milestones
	Success at pilot scale, and the gates in Chapter 05

	How the agency will repay, naming “specific offset(s),” and future operations costs
	The agency’s own: decommissioned systems and retired licenses (Chapter 10) are the natural offsets (inference)


The template’s own fields are quoted from the fund’s 2026 initial proposal template.16 A full proposal then breaks the project into phases of generally three to twelve months, each with dependencies, outcomes and metrics, and the fund releases money for a phase “only if project expectations have been achieved.”17 That’s the same shape as the program’s pilots and gates, which is why a single charter, not the whole program, is the natural unit for a proposal (inference).
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FITARA gives the CIO the approval. A covered agency “may not enter into a contract or other agreement for information technology or information technology services, unless the contract or other agreement has been reviewed and approved by the Chief Information Officer of the agency,” may not reprogram IT funds without the CIO’s approval, and must have the CIO approve its IT budget request.6 Circular A-130 extends CIO review to every acquisition strategy, plan and requirement that includes IT, against eight factors, among them the ability to deliver functionality in short increments, the inclusion of government-wide requirements such as information security, and “Opportunities to migrate from end-of-life software and systems, and to retire those systems.”3 It also requires security, privacy, accessibility and records management requirements in solicitations.3
OMB M-26-10, issued March 31, 2026, reinforced both halves. Its first section required the CIOs of covered CFO Act agencies to report to OMB each month the IT contracts they personally approved, from May 2026; that reporting “shall sunset in October 2026, following covered CFO Act agencies’ submission of their sixth and final report, unless OMB notifies agencies beforehand that it will continue past that time.”18 Its second section has no sunset. Effective immediately, each agency must request that current vendors, including resellers, third-party vendors and manufacturers, provide the agency’s utilization rates and prices paid for IT hardware, software and services; must “Include appropriate provisions in solicitations and contracts issued after the date of this memorandum to require IT vendors to disclose utilization and pricing information to the Government, without limiting the extent to which that information may be shared across agencies”; and must compile the information in a machine-readable, open format and share it with OMB and GSA on request.18 The memo gives no clause wording. It says GSA will share “sample contract language,” and none was published as of October 23, 2026, so the wording is the agency’s contracting officer’s to draft (inference).18
An acquisition checklist for the program’s purchases
The program buys licenses, platform services and tools (Chapter 05), and every project may buy more. As the workbook’s recommendation, each purchase passes this checklist before award:
· CIO approval of the contract, and of the acquisition strategy against A-130’s eight factors; delegated only if the investment is non-major.
· Utilization and pricing disclosure provisions in any solicitation or contract issued after March 31, 2026, with nothing limiting sharing across agencies; for existing contracts, the vendor request made and its answer filed.
· Government-wide requirements in the solicitation: security (including the supply-chain terms in Book 14, Chapter 07), privacy, accessibility under Section 508, and records management.
· Cloud services checked for FedRAMP certification, with the agency’s own authorization of the system that uses them (Book 10, Chapter 03).
· Increments: the purchase supports a pilot or a phase rather than the whole estate at once, consistent with A-130’s useful segments.3
[bookmark: _Toc00000854]Key takeaways
· The program’s assessment, gates, charters, scorecard and risk register already supply most of the investment record that 40 U.S.C. §11312, Circular A-130 and A-11 Section 55 require; the agency adds its own costs, return on investment and the CIO’s risk rating.
· The assessment, target estate and phase plan are the baseline, target and transition plan A-130 requires of an enterprise architecture.
· One project charter, not the whole program, is the natural unit for a Technology Modernization Fund proposal, and its repayment offsets are the systems and licenses the program retires.
· Every IT purchase needs the CIO’s approval, and since March 31, 2026, new IT solicitations and contracts need provisions requiring vendors to disclose utilization and pricing.
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← Previous: Appendix B — The Engagement Archetype (Illustrative) · Book index · Next: Appendix D — Control States, Authority Labels and Evidence →
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Reading guidance doesn’t put a control in place; configuring it doesn’t prove it works; and only an assessor or authorizing official decides that a finding is resolved. These conventions keep the difference visible.
[bookmark: _Toc00000858]In this appendix
· Where the conventions apply, and how they relate to the claim-language rule
· The five control states, Designed, Configured, Enforced, Evidenced and Operated, and when a finding is ready for closure
· The How-section template, sources and last-verified dates, and terminology
· Authority labels, the evidence pattern and change safety
· The Zero Trust assessment-mapping block
· A copy-ready Markdown block for each, for chapters and guides to use
The conventions are the workbook’s own editorial design, not federal policy. They turn one lesson from Zero Trust assessments into a writing rule: a finding stays open when guidance describes a control but nobody can show that it was built, enforced, proved and kept running. Where this appendix says a source requires something, the note gives the passage.
[bookmark: _Toc00000859]Where the conventions apply
They apply to every chapter or guide section that gives an implementation procedure: a book’s How chapters, an implementation guide’s gates, a developer workbook’s labs where they change a tenant, and a training module that teaches a procedure. A Why or What chapter that argues or explains doesn’t need the How-section template, though its recommendations still carry authority labels where they say what an agency should do. New and changed How sections follow these conventions from November 11, 2026; existing pages are brought in line as they are next revised (CONTRIBUTING).
They sit beside the house rule on claim language: guidance, a kit or a configuration supports or addresses a control and provides evidence for it; it never by itself satisfies one (Sources and verification). The control states below are how a page says how far it takes a control, without claiming to settle it.
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A control moves through five states. Each state has its own evidence, and a later state doesn’t imply that an earlier one was done well: a policy can be enforced exactly as designed and the design can still be wrong.
	State
	What it means
	What shows it

	Designed
	The decision is made and written down: scope, target population, exclusions, owner, and the requirement or risk it addresses
	A decision record or design note, approved by the owner the book’s Who chapter names

	Configured
	The setting, policy or code exists in the tenant or platform as designed, but may not yet act on everyone it is meant to (report-only, audit, pilot scope)
	A configuration export or policy-as-code file, matched to the design

	Enforced
	The control acts on its full intended scope, with only approved exclusions
	The enforcing state in the export (for example a Conditional Access policy On, not Report-only), the assignment scope, and the exclusion register

	Evidenced
	A test shows the control works, and the result is kept where an assessor can inspect it
	A test record (expected and observed outcome, date, tester) and the log or event the test produced

	Operated
	The control has a named owner, a cadence of review, monitoring that would show it drifting or failing, and a support path
	The owner and cadence in the run book, alert or drift-rule definitions, and the last review record


A finding from an assessment tool is ready for closure only when every applicable state has evidence. Closing it is the call of the authorizing official, or of the assessor for an assessment finding, not the page’s and not the tool’s. A state can be not applicable with a reason (a detective control has nothing to enforce; a one-time decision record isn’t operated), but it is never skipped silently. NIST’s assessment procedures make the same split between doing and judging: each determination an assessor makes produces a finding of satisfied or other than satisfied, from evidence the assessor examines, obtains in interviews or produces by testing.1 
Book 11, Chapter 10 carries the states into the register a program keeps for each finding.
Copy-ready block: control states
**Control states.** <!-- Book 00, Appendix D: Designed, Configured, Enforced, Evidenced, Operated -->

| State | This page | Evidence |
|---|---|---|
| Designed | <section that records the decision> | <decision record> |
| Configured | <section or step> | <export or policy-as-code file> |
| Enforced | <section or step, or "not applicable: reason"> | <enforcing state and exclusion register> |
| Evidenced | <the Validate step> | <test record and the event it produced> |
| Operated | <day-two section> | <owner, cadence, alert or drift rule> |

A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000861]The How-section template
Every implementation procedure has the subsections below, in this order, or says “not applicable” with a one-line reason. The order is the safe order: nothing is enforced before it has been piloted and before the way back is written.
	Subsection
	What it says

	Prerequisites
	Licenses, roles, platform versions, government-cloud availability (Sources and last-verified dates), and what must already be in place, with links

	Pilot
	The pilot population or scope, how it is chosen, and what success looks like before going wider

	Report-only or audit phase
	How the control is observed without blocking (Conditional Access report-only, audit mode, simulation mode, -WhatIf), for how long, and what is read from it

	Enforcement
	The rings the control moves through (Change safety) and the exact step that turns it on

	Rollback
	The step that turns it off or restores the prior state, who can run it, and how long it takes

	Exclusions
	Who and what is excluded, why, who approved it, and when it is reviewed; emergency access accounts first

	Telemetry
	The logs, events and signals that show the control acting or failing, and where they go

	Evidence
	The evidence checklist (Evidence pattern)

	Day-two ownership
	The owner, the review cadence, the support path and what drift looks like, linking Book 15 for help-desk and operating cadence


Microsoft documents the report-only step for Conditional Access: a report-only policy is evaluated at sign-in but not enforced, and its result is written to the sign-in log, so its effect can be checked before the policy is turned on.2 Other products have their own audit or simulation modes, and the subsection names the one the product has.
Copy-ready block: How-section skeleton
### Prerequisites
<licenses, roles, versions; government-cloud availability with the Learn page and the date read, or "not yet specified" where Learn is silent>

### Pilot
<pilot scope, how chosen, success criteria>

### Report-only or audit phase
<mode, duration, what to read from it>

### Enforcement
<rings and the step that enforces; see Change safety>

### Rollback
<the step back, who runs it, how long it takes>

### Exclusions
<who and why, approver, review date; emergency access accounts>

### Telemetry
<logs and signals, and where they go>

### Evidence
<the evidence checklist>

### Day-two ownership
<owner, cadence, support path, drift signal>
[bookmark: _Toc00000862]Sources and last-verified dates
The workbook’s verification method already requires a primary source for every external claim, with the date it was read (Chapter 02). For implementation guidance it adds three things.
· Primary sources by kind. Microsoft Learn for how a Microsoft product behaves and is licensed; NIST, CISA, OMB and FedRAMP for what a federal agency is required to do and prove; the IETF for protocol behavior; a tool’s own repository and release for a tool’s behavior. Secondary reporting is used to find a source, never cited for the claim.
· A last-verified date on product behavior and licensing. Product behavior, licensing and government-cloud availability change without notice, so each such claim carries the date it was checked in its note (“accessed Nov 11, 2026”), and the page’s verification file records it.
· Government-cloud availability. For each feature a procedure relies on, the prerequisites say whether it is available in GCC, GCC High and DoD, from the Learn page that says so and the date it was read. Where Learn doesn’t say, the page says “not yet specified”, not “available”.
The verification file beside each chapter (_verification/<page>.md) records, for each claim, the source URL, the date checked, the claim and its disposition (verified, corrected, removed, restated as design, or unverifiable).
Copy-ready block: verification-log row
| # | Claim (short) | Where | Verdict | Source | Checked |
|---|---|---|---|---|---|
| <n> | <the claim> | <section> | verified / corrected / removed / restated-as-design / unverifiable | <title and URL> | <Mon D, YYYY> |
[bookmark: _Toc00000863]Terminology
Pages say “organization”, “agency” or “tenant”. They never embed a customer or agency name, a tenant domain, a person, an application name, a count from a private assessment, or a private object identifier. Examples use the documented example names and placeholders:
	Kind
	Use
	Not

	Organization
	Contoso, Fabrikam, “the agency”
	A real agency, bureau or component

	Tenant
	contoso.onmicrosoft.com, <tenant>.onmicrosoft.com
	A real tenant name

	Domain
	contoso.example, <domain>
	A real domain

	Object ID
	<object-id>, or Learn’s example format 00001111-aaaa-2222-bbbb-3333cccc4444
	A GUID copied from a tenant

	People and applications
	A role (“the identity engineer”), <app-name>
	A person’s name, a real application’s name

	Counts
	“most”, “a few”, or an illustrative figure labeled as illustrative
	A count from a real assessment


Two checks enforce this on every pull request. scripts/check_neutrality.py matches agency names from a salted-hash list, so the list itself names nothing. scripts/check_identifiers.py flags a .onmicrosoft.com tenant name that isn’t a documented example tenant, and a real-looking GUID in prose outside code; it reports the file and line, never the value.
[bookmark: _Toc00000864]Authority labels
A recommendation states its authority and where it applies. “Must” is kept for what a source actually requires; where a page says “must” and means a recommendation, it says which kind. Each recommendation carries one authority label and, where they apply, one or both applicability labels.
	Label
	Kind
	Use it when
	The page names

	Mandated
	Authority
	A law, OMB memorandum, CISA directive, NIST standard adopted by policy, or FedRAMP requirement requires it of the agency
	The source and the passage, in a note

	Microsoft-recommended
	Authority
	Microsoft’s documentation recommends it
	The Learn page and the date read

	Risk-based recommended
	Authority
	The workbook recommends it as the program’s position, for a stated risk
	The risk, and that it is the program’s position

	Optional
	Authority
	It adds value but nothing depends on it
	What it adds

	License-dependent
	Applicability
	It needs a license or add-on the agency may not hold
	The license, from Learn

	Environment-dependent
	Applicability
	It depends on the cloud (commercial, GCC, GCC High, DoD), the platform or the estate
	Where it applies, and what to do where it doesn’t


A Microsoft recommendation is never presented as a federal mandate, and a mandated baseline is never softened to a recommendation. A license-dependent control that a tenant isn’t licensed for is a licensing decision, not a failed control; an assessment tool that skips it hasn’t found a gap (Book 11, Chapter 10).
Copy-ready block: authority label
**Authority:** <Mandated | Microsoft-recommended | Risk-based recommended | Optional> (<source and passage, Learn page, or the program's stated risk>).
**Applies:** <all tenants | License-dependent: <license> | Environment-dependent: <cloud, platform or estate; GCC, GCC High, DoD availability or "not yet specified">>.
[bookmark: _Toc00000865]The evidence pattern
Every How section ends with an evidence checklist of five kinds. Together they answer what an assessor can inspect and what operations must keep.
	Kind
	What it is
	Example

	Configuration evidence
	The setting as it stands, exported or held as code
	A policy export, an Intune profile, a policy-as-code file and its commit

	Operational evidence
	The control acting over time
	Sign-in or audit log entries, alert history, drift-run results

	Test evidence
	A deliberate test with an expected and an observed outcome
	A test sign-in blocked as designed, a synthetic event that raised its alert

	Exception evidence
	Every exclusion and accepted deviation, with its approver and expiry
	The exclusion register, a risk acceptance, a ScubaGear omission with its rationale

	Assessor-ready artifact
	The package an assessor reads, traceable to the four above
	An OSCAL assessment-results observation, a sealed evidence bundle, a plan of action and milestones entry


The kinds follow the way assessors work. NIST’s assessment procedures name three methods, examine, interview and test, applied to specifications, mechanisms, activities and individuals;3 configuration and exception evidence are what an assessor examines, test evidence is what a test produces, and operational evidence shows the activities over time. Book 11, Chapter 09 shows how tool output becomes an assessor-ready artifact, and Book 13 how evidence is kept current.
Copy-ready block: evidence checklist
**Evidence checklist**

- [ ] **Configuration:** <export or policy-as-code file, and where it is kept>
- [ ] **Operational:** <logs, alerts or drift results, and their retention>
- [ ] **Test:** <the test, expected and observed outcome, date, tester>
- [ ] **Exception:** <exclusion register or risk acceptance, approver, expiry>
- [ ] **Assessor-ready artifact:** <the package entry, traceable to the four above>
[bookmark: _Toc00000866]Change safety
No enforcement step is given without a safe way to deploy it. Each one says:
· Rings. The staged scopes it moves through, for example the implementing team, a pilot group, a wider early-adopter ring, then everyone in scope, with the exit criteria for each.
· Emergency-access exclusions. Emergency access accounts are excluded from policies that block or restrict sign-in, and their exclusion is tested. Microsoft recommends excluding them from Conditional Access policies that block or restrict sign-in (report-only policies don’t block and needn’t exclude them) and testing them regularly, for example every quarter.4 Book 04 carries the emergency access design.
· Change windows. When the change is made, who approves it, and who is on hand. SP 800-53’s configuration change control asks organizations to review, approve and document changes, and its impact analysis control asks them to analyze a change’s security and privacy impact before it is made.5
· Backout triggers. The observed conditions that send the change back (a sign-in failure rate, a help-desk call volume, a blocked critical application), set before the change, not during it.
· Post-change validation. The test that shows the change did what it should and nothing it shouldn’t, run after each ring.
Copy-ready block: change safety
**Change safety**

| Ring | Scope | Exit criteria |
|---|---|---|
| 0 | <implementing team> | <criteria> |
| 1 | <pilot group> | <criteria> |
| 2 | <early adopters> | <criteria> |
| 3 | <everyone in scope> | <criteria> |

- **Emergency access:** <excluded group; exclusion tested on <date>>
- **Change window:** <when, approver, who is on hand>
- **Backout triggers:** <conditions set before the change>
- **Post-change validation:** <test run after each ring>
[bookmark: _Toc00000867]The assessment-mapping block
Each chapter or guide section that addresses a finding a Zero Trust assessment can raise carries a small mapping block, so the reader can see where it sits and what it protects against.
· Pillar. Microsoft’s Zero Trust technology pillars are Identity, Devices, Data, Apps, Infrastructure, Networks and SecOps.6 The Zero Trust Assessment groups its tests by its own pillars (Identity, Devices, Network, Data, Infrastructure, Security Operations and AI in release 3.1.0),7 and CISA’s Zero Trust Maturity Model has five pillars, Identity, Devices, Networks, Applications and Workloads, and Data, with three cross-cutting capabilities.8 The block names the Microsoft pillar and the CISA pillar; Book 11, Appendix A maps the CISA pillars to controls and books.
· Cross-pillar dependencies. What the control needs from another pillar to work. Device-based Conditional Access needs device identity and compliance; a network control that reads identity needs the identity plane. NIST’s Zero Trust architecture makes the dependency explicit: no asset is inherently trusted, and the enterprise evaluates an asset’s security posture when it evaluates a request.9
· Attack chain interrupted. The stage of an attack the control stops or exposes, in plain words, with the MITRE ATT&CK tactic name where the team uses it (for example Initial Access, Credential Access, Privilege Escalation, Persistence, Lateral Movement, Exfiltration).10
Copy-ready block: assessment mapping
::: {.callout-note appearance="simple"}
## Assessment mapping
- **Microsoft Zero Trust pillar:** <Identity | Devices | Data | Apps | Infrastructure | Networks | SecOps>
- **CISA ZTMM pillar:** <Identity | Devices | Networks | Applications and Workloads | Data>
- **Depends on:** <the other pillars' controls this one needs, with links>
- **Attack chain interrupted:** <the stage in plain words; ATT&CK tactic, if used>
:::
[bookmark: _Toc00000868]Key takeaways
· A control has five states, and a finding is ready for closure only when every applicable state has evidence; the authorizing official or assessor decides.
· Every implementation procedure runs prerequisites, pilot, report-only, enforcement, rollback, exclusions, telemetry, evidence and day-two ownership, or says why a step doesn’t apply.
· Every recommendation says whose it is and where it applies, and every How section ends with five kinds of evidence.
· Pages name no real organization, tenant, person, application, private count or object ID, and two checks enforce it.
[bookmark: _Toc00000869]Continue the book
← Previous: Appendix C — Funding and Acquiring the Program · Book index
[bookmark: _Toc00000870]Notes
1. NIST SP 800-53A Rev. 5, Assessing Security and Privacy Controls in Information Systems and Organizations, January 2022, §3.3 (each determination statement “produces one of the following findings: satisfied (S); or other than satisfied (O)”), https://doi.org/10.6028/NIST.SP.800-53Ar5 (accessed Nov 11, 2026).
1. Microsoft Learn, “Analyze Conditional Access policy impact” (report-only policies are evaluated during sign-in but not enforced; results are logged in the sign-in log’s Conditional Access and Report-only tabs), https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-report-only (accessed Nov 11, 2026).
1. NIST SP 800-53A Rev. 5, January 2022, §2.4.1 (assessment objects: specifications, mechanisms, activities and individuals) and §2.4.2 (assessment methods: examine, interview and test), https://doi.org/10.6028/NIST.SP.800-53Ar5 (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” section “Conditional Access considerations,” https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Nov 11, 2026).
1. NIST SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls CM-3 (Configuration Change Control) and CM-4 (Impact Analyses), checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 11, 2026).
1. Microsoft Learn, “Overview — Implement Zero Trust solutions,” section “Choose your starting point” (technology pillars Identity, Devices, Data, Apps, Infrastructure, Networks and SecOps), https://learn.microsoft.com/security/zero-trust/implement-overview (accessed Nov 11, 2026).
1. Microsoft Learn, “What is the Zero Trust Assessment?,” https://learn.microsoft.com/security/zero-trust/assessment/overview; Microsoft, Zero Trust Assessment release 3.1.0, October 20, 2026, still the latest release on Nov 11, 2026, test definitions in src/powershell/tests/ (Pillar attribute), https://github.com/microsoft/zerotrustassessment/tree/3.1.0/src/powershell (both accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5 (pillars) and §5.6 (Cross-Cutting Capabilities), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Nov 11, 2026).
1. NIST SP 800-207, Zero Trust Architecture, August 2020, §2.1, tenet 5 (“No asset is inherently trusted. The enterprise evaluates the security posture of the asset when evaluating a resource request”), https://doi.org/10.6028/NIST.SP.800-207 (accessed Nov 11, 2026).
1. The MITRE Corporation, ATT&CK, “Enterprise tactics,” ATT&CK content v20.1, https://attack.mitre.org/tactics/enterprise/ (accessed Nov 11, 2026).
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