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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
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[bookmark: _Toc00000872]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s Client-Server to Hybrid-Cloud series, the Modernization Journey whitepaper, the modernization overview page and an earlier copy of the series’ opening chapters. Every external claim was checked against a primary source on October 20–25, 2026 and carries a footnote. The earlier pages are kept in the repository’s archive/b01-transformation-arc/ folder, and their old addresses forward to the chapters that replaced them.
[bookmark: _Toc00000873]Guidance, not policy
The Federal Modernization Workbook is independent guidance. It isn’t federal policy or an official government publication. Where it says a federal document requires something, it cites that document, and the document governs; Appendix A maps each requirement to its source. The program design (the five prerequisites, the gates, the phases and the rollback points) is the workbook’s own recommendation. The target state assumes Microsoft’s cloud: Microsoft Entra ID, Microsoft Intune, Azure Arc and the Microsoft 365 government clouds. Appendix B says where that applies and what changes on other platforms.
15-minute presentation (about 15 minutes narrated): the Why / What / Who / How deck and its narrated, self-running edition, with built-in captions, are on the Presentations page.
Executive briefing (about 30 minutes live, 25 narrated): the transformation at decision level, who leads it and the roadmap’s gates, on the Presentations page.
Most agencies run on a client/server estate built around Active Directory, and for twenty years that directory quietly did governance nobody wrote down. Where a user or a computer sat in the tree decided what it could reach, which settings it received and who could change it; its domain controllers answered names, issued certificates and authorized network access. Moving to cloud identity, cloud device management and hybrid operations removes that machinery piece by piece, and each piece fails in its own way, often long after the cutover is declared done. That is why modernization is hard: it is a governance rebuild, not a platform swap. This book is the arc of that rebuild from end to end. It analyzes the estate before anything moves, plans the work as gated phases with a rollback at every step, and treats leadership’s job as conducting the orchestra rather than playing the instruments. It is also the map of the workbook: each chapter carries the argument at the level of the whole program and links the book that owns the detail.
[bookmark: _Toc00000874]Why, what, who, how
	
	Question
	Chapters

	Why
	Why is modernization so hard, and what governance was hiding in the directory?
	01, 02

	What
	What changes: the platform foundation, identity, policy, network services, compute and the access plane
	03, 04, 05, 06, 07, 08

	Who
	Who leads, decides and does the work across the program
	09

	How
	Analyze the estate, turn the analysis into a plan and deliver it, and follow the migration roadmap
	10, 11, 12


Appendices: A — Requirements mapping · B — Applicability
[bookmark: _Toc00000875]The books behind each chapter
	Book 01 chapter
	Carried in depth by

	04 Identity transformation
	Book 02 — Identity & Directory, Book 03 — HR-Driven Identity

	05 Policy transformation, 07 Compute transformation
	Book 05 — Devices & Endpoints, Book 06 — Data Platform

	06 Network services
	Book 08 — DNS, DHCP & IPAM, Book 09 — Network & Transport

	08 The access plane
	Book 04 — Access & Privilege, Book 07 — PKI & Certificates


[bookmark: _Toc00000876]Reading paths
· Executives (20 minutes): Chapters 01, 02 and 09, or the 15-minute presentation.
· Architects: Chapters 01–08, then 12.
· Program managers: Chapters 09–12, with Appendix A.
· New to the workbook: this book first, then the book for your part of the estate.
[bookmark: _Toc00000877]Where this book sits in the workbook
This is Book 01 of the Federal Modernization Workbook, and its overview. The other published books each take one part of the arc and carry it in depth; see the table above.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000878]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 01: fix confirmed crosswalk errors (appendix A rows, Ch 05, 07, 08, 09, 10, 11, 12) (#376); Book 01: resolve inconsistency findings (14 fixed, 4 held for decision) (#424); Books 00-03: decision fixes (AU naming, tiers, durations, drift ceilings, figures, ownership) (#452); Claim language: supports, not satisfies (rule, check, first sweep) (#474); Consistency read A (Books 00-04): risk-tier notation, memberOf, emergency accounts (#482); Decisions of Nov 8, items 1-9 (Books 00-08) (#486); and 2 more (all changes)

	1.4
	2026.11.4
	2026-11-05
	Sweep stale wording, and link sources on every deck (#361)

	1.3
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344); Windows Server standard across the books, guide, Arc policy and endpoint plan (#353); Decks and narration: the Windows Server standard in ten decks (#355)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260)

	1.0
	2026.10
	2026-10-31
	First edition (20 merged changes since the book began)


[bookmark: _Toc00000879]Chapter 01 — Why Modernization Is Hard
Every new mandate assumes a foundation the estate never built, so “just move it to the cloud” turns into a governance rebuild.
[bookmark: _Toc00000880]In this chapter
How federal IT moved from one mainframe holding one truth to a dozen regional directories and three clouds, and why nobody replaced the single source of truth along the way. What the shift from sessions to tokens really changes, and what distance does and doesn’t cost. Why Active Directory carries risk nobody owns, why each modernization step waits on the one before it, and the five prerequisites the rest of the workbook turns into work. No technical background is needed; the later chapters and books carry the detail.
This chapter is for agency leadership, IT managers, budget committees and anyone who has sat in a meeting wondering why “just move it to the cloud” keeps turning into a multi-year effort. It makes the argument. Chapter 02 states the problem precisely, and the rest of the book, with Books 02 to 18 behind it, turns the argument into work.
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Four eras of federal IT: each solved a real problem, none replaced the single source of truth, and the way forward separates truth from enforcement.
[bookmark: _Toc00000881]How the estate got here
Federal IT reached its current shape in four eras. Each one solved a real problem. None of them replaced the thing the first era had and every later era lost: one authoritative answer.
One machine, one truth
For decades an agency’s operation ran on a mainframe. One large computer in a locked room held all the data, all the logic and all the state. Users had terminals that sent keystrokes and received screens. When someone asked how many people a program served this month, there was one answer, and it came from one place.
Security was largely physical. If you weren’t at a terminal wired to that room, you couldn’t reach anything, so the network was the perimeter. And the machine that held the truth was the same machine that enforced access to it. Truth and enforcement lived in one box. That detail matters later, because the modern architecture has to pull them apart deliberately.
Distributed systems, distributed truth
By the late 1980s the economics had changed. Minicomputers, then PCs and faster networks, made it practical to put a database server in every region and applications in every office, and to let local teams build for local problems they understood better than headquarters did. The vision was good, and much of it worked.
The cost was distributed truth. One database became a dozen. Regional systems grew their own schemas, their own business rules and sometimes their own definitions of the same term. Regional directories followed the same pattern: offices built their own domains and their own organizational structures. Nobody replaced the single source of truth the mainframe had provided, and variations that looked like flexibility in the 1990s hardened into incompatible silos.
Consolidation and the security era
From 2010 the direction reversed. OMB launched the Federal Data Center Consolidation Initiative in February 2010, noting that the reported number of federal data centers had grown from 432 in 1998 to more than 1,100 in 2009,1 and the December 2010 IT reform plan set a target of closing at least 800 data centers by 2015 alongside a “Cloud First” policy.2 Regional offices that had their own servers were connected back to central facilities, sometimes hundreds or thousands of miles away. The directory stayed, but it was now far from many of the people who used it.
At the same time cybersecurity became a leadership priority, and agencies added protection layer by layer: firewalls, network address translation, intrusion detection, inspecting proxies and data-loss tools, many of them inline. Each solved a real problem. Most were designed for a world where users, servers and the network path were local and long-lived, and every one of them sat between a field office and the systems it depended on.
The breaking point
Then email, documents and meetings moved to Microsoft 365, and workloads spread across an on-premises virtualization estate and one or more commercial clouds, with the government-wide HR platform the next boundary to arrive (Book 03, Chapter 03). Identity, in many agencies, still lives in regional Active Directory domains and OU trees designed for the era when compute sat in each region.
The result is the situation many agencies now recognize. The same person can appear as several records across the directory, the cloud tenant, a cloud provider’s identity service and the HR system, and no one can say which record is authoritative. The infrastructure can do things across those boundaries but can’t verify them. The fragmentation that once made regional systems agile has become the place where errors hide: duplicate records, accounts that should have been closed years ago, and reconciliations nobody can complete. Book 03 traces how this fragmentation produces orphaned accounts (Book 03, Chapter 02).
The workbook’s position is that this is an architecture gap, not a technology gap. Commercial sectors made most of these transitions earlier and without the federal mandates that now govern them; the path is known, and the delay has a cost.
[bookmark: _Toc00000882]The session problem
The old world ran on long-lived sessions. The new world decides each request against current policy.
In Active Directory a user proves who they are once, at sign-in, and receives a Kerberos ticket-granting ticket. By default that ticket lasts 10 hours and can be renewed for 7 days,34 and the service tickets it obtains last 600 minutes.5 A service ticket authenticates new connections only; a connection that is already open isn’t interrupted when its ticket expires, and an account disabled during the day can keep reaching services with tickets issued before it was disabled.5 Much of traditional IT works this way, like a phone call: identity is established at the start and carried until someone hangs up.
Zero Trust, the strategy OMB M-22-09 directs agencies to adopt, works differently.6 NIST SP 800-207 grants no implicit trust based on network location, grants access to each resource per session, and decides it by dynamic policy.7 In Microsoft Entra ID that shows up as tokens checked against Conditional Access. An access token is valid for one hour by default. With continuous access evaluation, supporting services can instead hold longer-lived tokens of up to 28 hours, because they subscribe to critical events such as an account being disabled, a password reset or high user risk, and stop honoring the token in near real time; Microsoft notes that event propagation can take up to 15 minutes.8 The better analogy isn’t a stream of text messages that each re-prove identity. It’s a badge checked at every door against a central list that can revoke it.
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Sessions carry trust from sign-in; tokens are checked at each resource and can be revoked centrally.
Why this matters. When frequent re-evaluation and inline inspection are placed in front of applications built for long-lived sessions, those applications can see broken connections and users see failures that are hard to diagnose. That is a common pattern, not a universal one, and it is why the book treats compute and the access plane together (Chapter 07 and Chapter 08).
[bookmark: _Toc00000883]What distance does and doesn’t cost
The argument above is often overstated in ways that weaken it. Two corrections make it stronger.
First, Kerberos tickets aren’t broken by network address translation or by a changed source address. RFC 4120 makes client addresses in a ticket optional, says a ticket without addresses can be used from any location, and recommends that policy allow such tickets because of NAT; where addresses are present, the check belongs to the application server, which returns KRB_AP_ERR_BADADDR.9 Windows doesn’t put client addresses in tickets by default: the ClientIpAddresses setting is 0, and Microsoft attributes that default to DHCP and NAT.10 Nor is there a millisecond latency budget. The five-minute figure that circulates is clock-skew tolerance (SkewTime), and the Windows client waits 10 seconds for a KDC reply and retries three times.10
Second, what distance does cost is narrower and real: the operations that need a domain controller. Microsoft states that hybrid joined devices need line of sight to a domain controller for initial sign-in and password changes, and that without it users may be blocked from signing in and may not receive policy updates.11 Those devices also need periodic line of sight afterward; Microsoft lists device password change, user password change with cached credentials and TPM reset as scenarios that break without it.12 Stack enough inline inspection and distance in front of those operations and sign-in crawls, policy processing stalls and password changes fail, without a single ticket being invalidated.
[bookmark: _Toc00000884]The physics that can’t be negotiated
Light in optical fiber covers about 5 microseconds per kilometer, the planning value in ITU-T Recommendation G.114.13 Portland, Oregon, to Washington, D.C., is about 3,780 km on a great circle. Assume real fiber routes run about 20% longer, roughly 4,530 km, and the propagation floor is about 23 ms one way and 45 ms round trip, before any queueing, inspection or application processing. Bandwidth doesn’t change that number; bandwidth is volume, latency is distance. Book 09 develops the physics, the transport options and the protocols that genuinely need a domain controller on a re-routed path (Book 09, Chapter 01; Book 09, Chapter 06).
The durable answer to the domain controller dependency is to remove it. Microsoft’s own guidance, where line of sight is a concern, is to Microsoft Entra join devices instead,14 and the workbook treats hybrid join as a waypoint, not the end state (Book 05, Chapter 02).
[bookmark: _Toc00000885]The directory problem nobody talks about
Meanwhile Active Directory, the address book everything depends on, has accumulated risk. In many agencies:
· It was never set up cleanly. Regional offices built their own structures, and naming and policy grew to solve immediate problems.
· Consolidation stacked structures rather than rationalizing them.
· Nobody owns it. Everyone depends on it, nobody champions it, and symptoms get fixed while causes stay.
· Groups became hard to govern. Nested groups created by people who left years ago grant access nobody remembers approving: a group whose owner left in 2018, nested in a group that also contains a group of unknown purpose, can be the path to a critical system.
Microsoft hasn’t retired Active Directory. It states that it continues to support and enhance Windows Server Active Directory for on-premises identity,15 and Windows Server 2025 introduced new forest and domain functional levels.16 But Microsoft’s guidance now points toward a cloud-first model in which Entra ID is where identity is managed and Active Directory is minimized, moved there in phases rather than in one cutover,17 and it describes the journey as five states, from cloud attached to 100% cloud, that typically take large organizations several years.18 Federal policy points the same way: M-22-09 requires centralized identity management for agency users and phishing-resistant multifactor authentication for staff, contractors and partners.6 Book 02, Chapter 01 sets out exactly what is doing the forcing.
Entra ID suits cloud applications better, but it has no OU tree. The delegation and policy targeting that Active Directory’s tree encoded, however imperfectly, have to be rebuilt deliberately (Chapter 02; Book 02, Chapter 05). Agencies with a well-governed directory will find the transition demanding; agencies without one will find it much harder. Microsoft makes the same point about ownership: it says the transformation isn’t only the identity team’s responsibility and names device, network, security, application, HR, procurement and operations teams that have to take part.18
[bookmark: _Toc00000886]The cascade: each fix assumes the last one is done
This is why modernization stalls. Each step assumes the previous one is finished.
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The cascade: each modernization step depends on the one beneath it, and many agencies are stuck at the bottom.
Mandates arrive with dates attached. M-22-09 set Zero Trust goals for the end of fiscal year 2024.6 BOD 25-01 required agencies to implement CISA’s mandatory secure configuration baselines for Microsoft 365 cloud tenants by June 20, 2025, and to assess and report against them continuously.19 M-26-14, issued May 22, 2026, rescinded M-21-31 and reset the logging expectations agencies must meet.20 Each of those mandates assumes foundations that many agencies never built.
[bookmark: _Toc00000887]What has to be true
The workbook reads federal Zero Trust guidance as requiring five things before the target state can hold. They aren’t a list any single document publishes; they are the program’s synthesis of NIST SP 800-207, M-22-09, CISA’s Zero Trust Maturity Model and M-26-14.
	#
	What must exist
	Why it matters
	Where federal guidance points

	1
	A single authoritative source of identity
	Every user, device and service account needs exactly one authoritative record
	M-22-09’s centralized, agency-managed identity systems6

	2
	A governed directory before migration
	Groups, permissions and ownership should be rationalized before moving to a flat cloud directory, not after
	The ZTMM Identity pillar, where identity is a set of attributes that must be accurate21

	3
	Continuous verification, not one-time sign-in
	Access is re-evaluated as conditions change, not only at the start of a session
	SP 800-207’s per-session, dynamic-policy access7

	4
	Telemetry used for management, not just stored
	Sign-in and access events feed back into governance, not only incident response
	The ZTMM’s Visibility and Analytics capability and M-26-14’s continuous event monitoring2120

	5
	Governance that runs automatically
	Manual review alone can’t keep up with a hybrid estate; checks need to run continuously
	The ZTMM’s Automation and Orchestration and Governance capabilities21


The CISA model organizes Zero Trust into five pillars (Identity, Devices, Networks, Applications and Workloads, and Data) and three cross-cutting capabilities (Visibility and Analytics, Automation and Orchestration, and Governance), with four maturity stages from Traditional to Optimal.21 Prerequisites 4 and 5 are the cross-cutting capabilities in operational form.
[bookmark: _Toc00000888]What the book does about it
The chapters that follow turn each prerequisite into specific work, and each points to the book that carries the depth.
	Prerequisite
	What the program does
	Book 01 chapters
	Depth

	1. Single authoritative identity
	Makes the HR system and Entra ID the source of identity and access data, and retires Active Directory as the source of authority
	04, 12
	Book 02, Book 03

	2. Governed directory first
	Runs a read-only inventory of the whole Active Directory estate across eleven dependency categories, then rationalizes before anything moves
	02, 10
	Book 02, Chapter 07

	3. Continuous verification
	Replaces network location with Conditional Access, device compliance, phishing-resistant MFA and continuous access evaluation
	05, 08
	Book 04, Book 05

	4. Telemetry for management
	Compares the live tenant against the intended state every night and opens a tracked item for every difference
	11, 12
	Book 03, Chapter 11

	5. Governance that runs automatically
	Delivers every change as a reviewed, signed plan with a rollback and an evidence record
	03, 11
	Book 04, Chapter 10


For budget readers, the cost drivers are licensing, a small platform build (Chapter 03) and, above all, staff time for the inventory and rollout, phased as in Chapter 12. Licensing is mostly tiers the agency may already hold: features such as dynamic membership groups require Microsoft Entra ID P1, governance features sit in Microsoft Entra ID Governance, and device management needs Intune.22 Chapter 09 sets out who leads, decides and does the work, and the questions a sponsor should ask each month.
[bookmark: _Toc00000889]The bottom line
The technology exists. Modernization is hard because each new requirement assumes a foundation that was never built. Zero Trust assumes governed identity, governed identity assumes a clean directory, and a clean directory assumes someone owns it.
So start with the foundation, not the mandate: what do we actually know about our own identity environment, right now, with certainty? Chapter 02 begins there.
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1. Vivek Kundra, U.S. Chief Information Officer, 25 Point Implementation Plan to Reform Federal Information Technology Management, December 9, 2010 (items 1 and 3: consolidate at least 800 data centers by 2015; shift to a “Cloud First” policy), https://trumpwhitehouse.archives.gov/sites/whitehouse.gov/files/omb/assets/egov_docs/25-point-implementation-plan-to-reform-federal-it.pdf (accessed Oct 21, 2026).
1. Microsoft Learn, “Max-Ticket-Age attribute” (10 hours in the Default Domain Policy), https://learn.microsoft.com/windows/win32/adschema/a-maxticketage (accessed Oct 21, 2026).
1. Microsoft Learn, “Max-Renew-Age attribute” (7 days in the Default Domain Policy), https://learn.microsoft.com/windows/win32/adschema/a-maxrenewage (accessed Oct 21, 2026).
1. Microsoft Learn, “Maximum lifetime for service ticket” (Default Domain Policy 600 minutes; tickets authenticate only new connections; disabled accounts can keep using tickets issued earlier), https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/maximum-lifetime-for-service-ticket (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022 (goals by the end of FY2024; centralized identity management; phishing-resistant MFA for staff, contractors and partners), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-207, Zero Trust Architecture, August 2020, https://csrc.nist.gov/pubs/sp/800/207/final (accessed Oct 21, 2026).
1. Microsoft Learn, “Continuous access evaluation” (one-hour default access token; up to 28 hours in CAE sessions; critical events; up to 15 minutes event propagation), https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-continuous-access-evaluation (accessed Oct 21, 2026).
1. C. Neuman, T. Yu, S. Hartman and K. Raeburn, RFC 4120, The Kerberos Network Authentication Service (V5), July 2005, sections 3.2.3 (KRB_AP_ERR_BADADDR) and 5.3 (caddr optional; addressless tickets usable from any location and recommended because of NAT), https://www.rfc-editor.org/rfc/rfc4120.txt (accessed Oct 21, 2026).
1. Microsoft Learn, “Kerberos protocol registry entries and KDC configuration keys in Windows” (ClientIpAddresses default 0 because of DHCP and NAT; SkewTime 5 minutes; KdcWaitTime 10 seconds; KdcSendRetries 3), https://learn.microsoft.com/troubleshoot/windows-server/windows-security/kerberos-protocol-registry-kdc-configuration-keys (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra joined vs. Hybrid Microsoft Entra joined in cloud-native endpoints” (hybrid joined endpoints need line of sight to a domain controller for initial sign-in, password change and policy updates), https://learn.microsoft.com/intune/solutions/cloud-native-endpoints/entra-join-types (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan your Microsoft Entra hybrid join implementation,” Prerequisites (periodic line of sight to domain controllers; device password change, user password change with cached credentials and TPM reset break without it), https://learn.microsoft.com/entra/identity/devices/hybrid-join-plan (accessed Oct 21, 2026).
1. International Telecommunication Union, Recommendation ITU-T G.114 (05/2003), One-way transmission time, Table A.1 (optical fibre cable system, 5 µs/km), https://www.itu.int/rec/T-REC-G.114-200305-I/en (accessed Oct 21, 2026). The great-circle distance is computed from city-center coordinates; the 20% route allowance is an assumption.
1. Microsoft Learn, “Microsoft Entra hybrid joined devices” (periodic line of sight required; consider Microsoft Entra join if that is a concern), https://learn.microsoft.com/entra/identity/devices/concept-hybrid-join (accessed Oct 21, 2026).
1. Microsoft Learn, “New name for Azure Active Directory” (FAQ: “Does Microsoft still support on-premises identity management?”), https://learn.microsoft.com/entra/fundamentals/new-name (accessed Oct 21, 2026).
1. Microsoft Learn, “What’s new in Windows Server 2025,” Active Directory Domain Services (new forest and domain functional levels), https://learn.microsoft.com/windows-server/get-started/whats-new-windows-server-2025 (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra cloud-first identity guidance for IT architects” (hybrid to cloud-first and AD-minimized states; phased source-of-authority transfer instead of a big-bang cutover), https://learn.microsoft.com/en-us/entra/identity/hybrid/guidance-it-architects-source-of-authority (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud transformation posture” (five states; typically a multi-year effort; transformation isn’t only the identity team’s responsibility), https://learn.microsoft.com/entra/architecture/road-to-the-cloud-posture (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, BOD 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026 (rescinds M-21-31; prioritizes continuous event monitoring and threat hunting, investigation, response and forensics), https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023 (five pillars; three cross-cutting capabilities; four maturity stages), https://www.cisa.gov/sites/default/files/2023-04/CISA_Zero_Trust_Maturity_Model_Version_2_508c.pdf (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra licensing,” https://learn.microsoft.com/entra/fundamentals/licensing (accessed Oct 21, 2026); Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID” (P1 license requirement), https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership (accessed Oct 21, 2026).
[bookmark: _Toc00000891]Chapter 02 — The Problem: Governance Hidden in the Directory
Active Directory was never just an identity store; it was the governance model nobody wrote down, and retiring it without rebuilding that model breaks things quietly.
[bookmark: _Toc00000892]In this chapter
How Active Directory became the implicit governance model for every Windows-era service, and the eleven categories of object it governs that most migration plans never count. Why the OU tree was a delegation and policy engine, not a folder system, and what has to replace it. Why naive migrations fail, what the Federal Modernization Program provides, and the dependency chain, from inventory to proven steady state, that orders the rest of the book. Chapter 01 makes the plain-language case; this chapter takes it as given.
[bookmark: _Toc00000893]The thesis
Active Directory was the implicit governance model for every network service an organization ran. Teams that treat “AD to Entra ID” as a users-and-groups project retire the directory and silently break the governance, and most of the failures take months to surface. This book is about avoiding that.
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Most migration plans count the visible objects; the hidden coupling to Active Directory has to become explicit, owned contracts before AD retires.
[bookmark: _Toc00000894]What shipped with Windows 2000
Active Directory shipped with Windows 2000 as an identity directory: a replicated directory database, with Kerberos as the default authentication protocol, replacing Windows NT domains.12 That description was true but incomplete. Over the following twenty-five years every Windows-era infrastructure service wired itself into Active Directory, not by grand design but because it was the only enterprise-wide, governed, authenticated, replicated namespace available. What a server was called, where it sat in the organization, who could manage it, which certificates it trusted, which DHCP scope and policies applied to it, which service principal names its accounts held: Active Directory answered all of it. A ten-year-old forest was the most load-bearing governance infrastructure the organization owned, and nobody had written it down as such.
[bookmark: _Toc00000895]What breaks when AD goes away
Microsoft hasn’t deprecated Active Directory Domain Services. It states that it continues to support and enhance Windows Server Active Directory,3 and Windows Server 2025 added new forest and domain functional levels.1 What has changed is where Microsoft invests and what it recommends: a cloud-first model in which identity is managed in Entra ID and on-premises Active Directory is minimized, reached in phases rather than in one cutover.4 Retiring Active Directory is therefore an organizational decision, not a vendor deadline.
In that model each Active Directory function has a cloud counterpart, though few are one-to-one:
	Active Directory function
	Cloud counterpart
	What to know
	Depth

	AD DS as the directory
	Microsoft Entra ID
	Entra ID has no domain or forest trusts and no like-for-like features5
	Book 02

	Group Policy for client devices
	Microsoft Intune
	Intune manages Windows client editions; Windows Server isn’t among its supported operating systems6
	Book 05

	Group Policy and tools for servers
	Azure Arc-enabled servers
	Arc manages Windows and Linux servers outside Azure as Azure resources, with machine configuration to audit settings inside each machine7
	Book 05, Chapter 09

	The network perimeter as the access decision
	Conditional Access
	Microsoft calls Conditional Access its Zero Trust policy engine8
	Book 04

	Smart-card sign-in through the domain or AD FS
	Microsoft Entra certificate-based authentication
	CBA authenticates X.509 certificates directly in Entra ID without federated AD FS; it still relies on a PKI, whose CAs are uploaded to Entra ID9
	Book 07

	AD-integrated DNS zones
	Azure private DNS zones, with DNS Private Resolver for hybrid forwarding
	Private Resolver is a recursive resolver and conditional forwarder, not an authoritative name server10
	Book 08, Chapter 04


Each substitution is a valid target, but the tools arrived without a framework. When users are migrated into a flat directory and victory is declared, eleven categories of object that Active Directory silently governed are left behind. The eleven are the program’s inventory taxonomy; Book 02, Chapter 04 treats each in depth.
	#
	Object type
	What AD was doing
	What breaks without governance

	1
	Users
	Identity lifecycle, OU placement, attribute authority
	Orphaned accounts, privilege drift, compliance gaps

	2
	Computers
	Domain join, Group Policy targeting, machine certificates
	Unmanaged endpoints, missed patches, security exposure

	3
	Service accounts
	Service principal names, Kerberos delegation, password management
	Application authentication failures, silent service outages

	4
	Security groups
	Access control, policy scoping, resource permissions
	Permission sprawl, ungoverned access, audit findings

	5
	Group Policy Objects
	Device configuration, security baselines, software deployment
	Configuration drift, inconsistent baselines

	6
	DNS and DHCP
	Name resolution, IP allocation, AD-integrated zones
	Resolution failures, IP conflicts, split-brain DNS

	7
	PKI and certificate services
	Certificate issuance, auto-enrollment, CRL distribution
	Silent certificate expiration, authentication failures, broken mutual TLS

	8
	RADIUS and NPS
	802.1X network access, VPN and Wi-Fi authentication
	Network access failures, VPN outages

	9
	LDAP
	Application authentication, directory queries, legacy integrations
	Application sign-in failures, broken integrations

	10
	SPNs and app registrations
	Kerberos service principal names, application identity
	Single sign-on breaks, delegation failures

	11
	Trust relationships
	Cross-domain and forest trusts, selective authentication
	Cross-domain access failures between organizations


Silent failure is the real enemy
These failures rarely throw clear errors. A certificate doesn’t renew because enrollment was never re-pointed. A new device fails network access because a group lookup returns empty. An LDAP application stops working because its bind account was deleted with the domain. No log line says “governance has failed”; there is only a long tail of untraceable outages and an audit the organization can’t pass.
[bookmark: _Toc00000896]The OU tree was the governance tree
Active Directory’s OU tree was not a folder system. It was a delegation graph, a policy inheritance engine, an operational boundary and a security scope in one structure. Microsoft’s own design guidance says OUs exist to group objects for the application of Group Policy and the delegation of authority, that delegated permissions can be made inheritable down the subtree, and that GPOs linked high in the OU structure are inherited by default below.1112
So when an administrator placed a user in OU=IT,OU=Baltimore,OU=East,DC=example,DC=gov, that one action:
· Handed the account to the administrators delegated over that branch.
· Applied every GPO linked along the path, East to Baltimore to IT.
· Fed any scripts or tools that built group membership from OU position.
· Bound the account to the delegation authority of that branch.
· Drew an audit boundary of operational responsibility.
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In Active Directory placement did five things at once; in Entra ID each has to be rebuilt as an explicit construct.
A flat cloud directory does none of this by default. Entra ID has dynamic membership groups, whose members are added and removed automatically as user or device attributes change,13 and administrative units, which restrict a role’s permissions to a defined part of the organization but can’t be nested.14 Neither rebuilds the tree on its own. The reconstruction has to be explicit: organizational position expressed as attributes, dynamic groups materializing structure from them, administrative units scoping delegation, and Conditional Access enforcing policy. The program’s position is that, done well, the result is equivalent to what Active Directory provided and in several ways cleaner, because every rule is written down. Chapter 04 describes the rebuild at the arc level, and Book 02, Chapter 05 works through delegation without OUs in detail.
[bookmark: _Toc00000897]Why naive migrations fail
Most “AD to Entra ID” projects are scoped around users, groups and mailboxes, the visible part. The larger, invisible part is the eleven categories above. A successful modernization has to:
1. Enumerate the hidden dependencies before anything retires.
1. Map each to a modern target, which is not always one-to-one.
1. Preserve governance continuity, with no gap in who owns delegation during the transition.
1. Deliver changes through a deterministic, governed pipeline, not a series of one-off admin actions.
1. Detect drift between what the plan said should exist and what actually exists, continuously.
Organizations rarely fail because they can’t list objects. They fail at the conceptual level: nobody treats these five steps as a discipline, and the project is framed as users and groups.
[bookmark: _Toc00000898]What the program provides
The Federal Modernization Program treats all eleven categories as one governed surface, with one transformation approach, one authoritative source of intended state, one evidence pipeline and one drift detector. It moves a legacy estate forward without rip-and-replace. Nothing in it substitutes for a Microsoft or third-party product; it sits above those tools and orchestrates them. Its core is vendor-neutral: adapter interfaces for the directory, devices, PKI, RADIUS, DNS, DHCP and IP address management, driven by an assessment engine, a defined target surface and change-controlled program management. Active Directory to Entra ID is the leading worked path, but the same pattern governs other stacks; Book 06 applies it end to end to a twenty-year SQL Server estate moving off Windows Authentication.
It runs from a platform host with version control for governance artifacts, an HTTPS reverse proxy, Kerberos and PKI bridges to the legacy forest, and automation that reads the estate, computes and validates plans, and delivers them (Chapter 03). The target surface spans Entra ID, administrative units, Intune, Azure Arc, IP address management, DNS, DHCP, the access plane, phishing-resistant MFA and certificate-based authentication.
One lifecycle for every change
Every operational change the program touches, every move, add, change, deletion and reset (MACD-R), travels the same authorized path. It originates with the source of truth, carries an authoritative authorization, executes under least privilege with just-in-time elevation, closes with provenance, and emits verified evidence automatically to continuous monitoring. A migration applies that rule at scale: a wave is a batch of moves originated by the plan’s source of truth, each run under a just-in-time role and each emitting its own closure evidence. That is how a migration stays an audited operation instead of a weekend of standing administrator rights.
The non-human objects a migration moves have designated sources of truth of their own. Devices originate in the asset-lifecycle registry, because MDM enrollment is enforcement, not truth. Declared infrastructure originates in the infrastructure-as-code repository. Every migrated item must have a human owner who can be resolved in the HR source of truth, and an item with no owner is an orphan finding before it is a migration candidate. The full doctrine, including the per-class source-of-truth registry, is in the MACD-R lifecycle doctrine; Book 14, Chapter 04 extends it to closure with proof.
[bookmark: _Toc00000899]What this book covers
	Chapter
	Part
	Covers

	01
	Why
	Why modernization is hard: the plain-language argument

	02
	Why
	This chapter: governance hidden in the directory

	03
	What
	The platform host: what runs on it and why

	04
	What
	Identity: attribute-driven structure, dynamic groups, administrative units; the OU-tree replacement

	05
	What
	Policy: Group Policy retirement, Intune compliance, Conditional Access

	06
	What
	Network services: DNS, DHCP and IP address management in the hybrid model

	07
	What
	Compute: domain-joined devices to cloud identity and device management; servers under Azure Arc

	08
	What
	The access plane: MFA, Zero Trust, SASE, certificate-based authentication

	09
	Who
	Who leads, decides and does the work; instruments versus orchestra

	10
	How
	Analyzing the legacy estate: forest discovery, GPO inventory, DNS and DHCP, Kerberos, certificate services

	11
	How
	Analysis, plan, delivery: turning analysis into a plan and a plan into delivered state

	12
	How
	The roadmap: phased plan, gates, rollback, cutover

	Appendix A
	—
	Federal requirements mapping (M-22-09, CISA ZTMM v2.0, NIST SP 800-207, SP 800-53)

	Appendix B
	—
	Applicability and scope: which clouds and environments the target state assumes


[bookmark: _Toc00000900]The dependency chain
Every chapter places itself on one chain. The arrows are dependencies, not a calendar: workstreams overlap (Chapter 12), but nothing on the right can finish before what is on its left.
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The dependency chain from inventory to proven steady state; each step must be true before the next can finish.
	Step
	What must be true before moving on
	Chapter

	Inventory
	All eleven categories enumerated, read-only, with provenance
	10

	Plan
	Changes expressed as reviewed, authorized, rollback-paired plans
	03, 11

	Identity
	Entra ID authoritative for people and delegation; HR drives lifecycle
	04

	Policy
	Group Policy regenerated into Intune, Conditional Access and machine configuration
	05

	Network services
	DNS, DHCP and IPAM governed outside Active Directory
	06

	Devices and servers
	PCs Entra joined; servers Arc-connected; SPNs resolved
	07

	Access plane
	Phishing-resistant MFA, Conditional Access, ZTNA; certificate issuance off Active Directory
	08

	Retire AD DS
	No live dependency on AD authentication, or documented Kerberos islands
	12

	Prove steady state
	Zero drift and zero-action plans, evidenced continuously
	12, 09


Hybrid join appears on this chain only as a waypoint. Microsoft’s guidance is that an organization moving away from an on-premises domain must also move away from hybrid join for its devices.15
[bookmark: _Toc00000901]The bottom line
Active Directory retirement is a governance transformation, not a migration project. The hard part isn’t the API calls; it’s deciding the target state, proving it is right and keeping it right. This book describes how, and Books 02 to 18 carry each part in depth.
The argument in brief:
1. Active Directory governs eleven categories of infrastructure, not just users and groups, and each must be mapped before it retires.
1. Retiring Active Directory is an agency decision supported by Microsoft’s cloud-first guidance, not a vendor deadline.
1. The OU tree did delegation, policy and audit scoping at once; in Entra ID each has to be rebuilt explicitly.
1. The work follows one dependency chain, from inventory to proven steady state, and every change travels the same authorized path.
[bookmark: _Toc00000902]Notes
1. Microsoft Learn, “What’s new in Windows Server 2025,” Active Directory Domain Services (Active Directory has used the ESE database since its introduction in Windows 2000; new forest and domain functional levels), https://learn.microsoft.com/windows-server/get-started/whats-new-windows-server-2025 (accessed Oct 21, 2026).
1. Microsoft Learn, “Security Support Provider Interface Architecture” (Kerberos has been the default authentication protocol since Windows 2000), https://learn.microsoft.com/windows-server/security/windows-authentication/security-support-provider-interface-architecture (accessed Oct 21, 2026).
1. Microsoft Learn, “New name for Azure Active Directory” (FAQ: “Does Microsoft still support on-premises identity management?”), https://learn.microsoft.com/entra/fundamentals/new-name (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra cloud-first identity guidance for IT architects,” https://learn.microsoft.com/en-us/entra/identity/hybrid/guidance-it-architects-source-of-authority (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud transformation posture” (Active Directory and Entra ID don’t have like-for-like features; Entra ID has no notion of domain and forest trusts), https://learn.microsoft.com/entra/architecture/road-to-the-cloud-posture (accessed Oct 21, 2026).
1. Microsoft Learn, “Supported operating systems and browsers in Intune,” https://learn.microsoft.com/intune/fundamentals/ref-supported-platforms (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Azure Arc-enabled servers?,” https://learn.microsoft.com/azure/azure-arc/servers/overview (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Conditional Access?,” https://learn.microsoft.com/entra/identity/conditional-access/overview (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Microsoft Entra certificate-based authentication?,” https://learn.microsoft.com/entra/identity/authentication/concept-certificate-based-authentication (accessed Oct 21, 2026); Microsoft Learn, “Set up Microsoft Entra certificate-based authentication” (CAs configured in Entra ID; internet-facing CRL), https://learn.microsoft.com/entra/identity/authentication/how-to-certificate-based-authentication (accessed Oct 21, 2026).
1. Microsoft Learn, Azure Architecture Center, “Azure DNS Private Resolver” (recursive resolver and conditional forwarding service, not an authoritative name server), https://learn.microsoft.com/azure/architecture/networking/architecture/azure-dns-private-resolver (accessed Oct 21, 2026).
1. Microsoft Learn, “Delegating Administration by Using OU Objects” (inheritable delegated permissions), https://learn.microsoft.com/windows-server/identity/ad-ds/plan/delegating-administration-by-using-ou-objects (accessed Oct 21, 2026); Microsoft Learn, “Understanding the Active Directory Logical Model” (OUs group objects for Group Policy and delegation of authority), https://learn.microsoft.com/windows-server/identity/ad-ds/plan/understanding-the-active-directory-logical-model (accessed Oct 21, 2026).
1. Microsoft Learn, “Group Policy overview for Windows Server” (the OU is the lowest-level container for Group Policy; GPOs linked higher are inherited below), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-policy/group-policy-overview (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership (accessed Oct 21, 2026).
1. Microsoft Learn, “Administrative units in Microsoft Entra ID” (restrict role permissions to a portion of the organization; can’t be nested), https://learn.microsoft.com/entra/identity/role-based-access-control/administrative-units (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra joined vs. Hybrid Microsoft Entra joined in cloud-native endpoints,” https://learn.microsoft.com/intune/solutions/cloud-native-endpoints/entra-join-types (accessed Oct 21, 2026).
[bookmark: _Toc00000903]Chapter 03 — The Platform Foundation
Before anything in the estate changes, the program needs one place where every decision is written down, signed and replayable.
[bookmark: _Toc00000904]In this chapter
The reference platform host: one Windows Server 2025 server with a standby, built from standard components, that holds the authoritative repository and runs the transformation engine. The chapter covers why one authoritative writer matters, the host’s five roles, the separation of governance from execution, the control-plane posture it supports, its integration surface and operating properties, and the things it deliberately is not.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state. This chapter builds the platform that runs every step.
[bookmark: _Toc00000905]The architectural claim
Every analysis, plan, delivery and evidence artifact the program produces can run on one Windows Server 2025 host, with a standby for recovery: not a cluster, and not a cloud-native control plane. The property that matters is a single authoritative writer, and one host is the simplest way to get it. This is a reference architecture to build from standard components, not an existing product. Windows Server 2025 is the current Long-Term Servicing Channel release, generally available since November 2024 with extended support to November 2034.1
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The platform host: five roles on one server, reading Active Directory read-only and writing to the target surfaces only through authorized plans.
[bookmark: _Toc00000906]Why one host
The host is a governance substrate, not an application server, and that brings four properties:
· Single source of truth. One repository holds the authoritative artifacts; two writers would diverge. Replication serves recovery, not load-sharing. Where high availability is required, a hot standby with automatic, witness-gated failover keeps one authority available without creating a second writer.
· Deterministic provenance. Every plan, delivery and drift report traces to a commit on the canonical repository. Distribution dilutes provenance; one host concentrates it.
· Bounded attack surface. One hardened host is a simpler security story than a fleet of services, though it is also a concentrated, high-value target and must be protected as one (see Operational properties).
· Operational simplicity. One patch cadence, backup policy, recovery playbook and compliance scope. Every extra moving part is another source of drift.
When scale is needed, it comes from the target surface (Entra ID, Intune and vendor APIs scale on their own), not from fanning out the substrate.
[bookmark: _Toc00000907]The five roles
1. Canonical source of truth
Version control (for example, Gitea). Every governance artifact is a versioned file: group rules, delegation matrices, plans, policy libraries, adapter manifests and drift reports. Every change is a signed, attributable commit; nothing is a portal click or a verbal assurance. Gitea, the example used here, verifies GPG and SSH commit signatures against the keys it holds and marks commits it can’t verify.2
The repository sits behind the reverse proxy, uses enterprise PKI for HTTPS and client certificates, and replicates to a standby. The baseline is a cold standby with manual failover and stated recovery point and recovery time objectives (RPO and RTO). Where high availability is required, the program’s design is a hot standby with automatic, witness-gated failover, aiming for near-zero RPO and an RTO measured in minutes. Off-premises backup covers total-site loss.
2. HTTPS reverse proxy and client-certificate terminator
IIS with URL Rewrite and Application Request Routing (ARR). Together, the URL Rewrite module and ARR turn IIS into a reverse proxy for back-end applications.3 IIS terminates TLS, requires client certificates for administrative access through its SSL settings,4 adds HSTS (native since IIS 10.0 version 1709)5 and serves HTTP/2 over TLS (supported since IIS 10.0 on Windows Server 2016),6 then forwards to version control on loopback. Gitea’s own IIS example forwards to 127.0.0.1:3000.7 The repository stays off the network while still supporting certificate-based administrative access. The program chose a full repository server behind the proxy over IIS serving Git directly, for authentication integration and operational reasons; record that choice in the project’s decision log.
3. Legacy-to-modern authentication bridge
Kerberos and enterprise PKI. The host holds three memberships at once:
· It is domain-joined to the legacy Active Directory forest, for Kerberos-anchored reads of the forest, Group Policy, DNS zones and certificate services.
· It is Azure Arc-connected. Arc gives the server a system-assigned managed identity: Azure Resource Manager creates a service principal for it, and local processes request tokens from a localhost endpoint to call Azure Resource Manager and other services that accept Microsoft Entra authentication.8 Microsoft Graph calls use a workload identity granted only the permissions it needs.
· It holds an enterprise-CA-issued server certificate for TLS.
Arc onboarding is a separate, one-time credential. The agent accepts interactive or device-code sign-in, a service principal with a secret or a certificate, an access token, or existing Azure CLI credentials.9 Microsoft recommends the certificate form of service principal, scoped to the Azure Connected Machine Onboarding role, and the credential isn’t needed after the server connects.10
The AD side is read-only by policy, using a least-privilege forest-reader account. The cloud side is read-write, because plans land there.
4. Transformation engine host
Assessment, planning and delivery run here:
· PowerShell for AD-side reads (the ActiveDirectory, GroupPolicy, DnsServer and DhcpServer modules), repository API calls, provenance writes and tests. Use PowerShell 7.6, the current Long-Term Servicing release (supported to November 14, 2028); PowerShell 7.4 reaches end of support on November 10, 2026.11 On Windows Server 2025 the ActiveDirectory and DnsServer modules are natively compatible with PowerShell 7, but GroupPolicy and DhcpServer are listed as untested with its compatibility layer, so run those reads in Windows PowerShell 5.1.12
· Python (a supported Python 3 release) for graph analysis of OU trees and dependencies, and for schema validation.
· API integrators that wrap Microsoft Graph, Azure Resource Manager, Intune, IPAM, ITSM, PAM and posture-assessment output behind uniform contracts.
Every script lives in the repository, every run writes a signed log entry, and every API call carries a correlation ID tied to a plan and a commit. The reads themselves are ordinary, documented cmdlets; the engine adds normalization, provenance and the commit. Chapter 10 describes the eleven ingestion streams, and Book 02 carries the forest-level assessment (Chapter 08 and its assessment module).
[bookmark: _Toc00000908]Illustrative code
The PowerShell in this chapter is illustrative and hasn’t been tested against a production forest. Review it, and run it first in a test forest with the narrow, read-only rights described in Book 02, Chapter 07.
# Illustrative, read-only: the kinds of forest reads the engine runs (PowerShell 7.6)
Import-Module ActiveDirectory, DnsServer

$forest  = Get-ADForest
$domains = $forest.Domains | ForEach-Object { Get-ADDomain -Identity $_ }
$trusts  = Get-ADTrust -Filter *
$links   = Get-ADReplicationSiteLink -Filter *
$ous     = Get-ADOrganizationalUnit -Filter * -Properties gPLink
$spnUsers = Get-ADUser -Filter 'servicePrincipalName -like "*"' -Properties servicePrincipalName
$msas    = Get-ADServiceAccount -Filter *

$dc    = (Get-ADDomainController -Discover).HostName | Select-Object -First 1
$zones = Get-DnsServerZone -ComputerName $dc
# Illustrative, read-only: run in Windows PowerShell 5.1
# (GroupPolicy and DhcpServer aren't tested with the PowerShell 7 compatibility layer)
Import-Module GroupPolicy, DhcpServer

Get-GPOReport -All -ReportType Xml -Path .\gpo-report.xml
$dhcpServers = Get-DhcpServerInDC
5. Adapter dispatcher
Each AD dependency category (PKI, RADIUS, LDAP, DHCP and so on) is reached through a defined adapter interface. Vendor implementations plug in behind it, so a new IPAM, CA or NAC vendor needs no engine change. Book 02 describes the dependency surface the adapters cover (Chapter 04).
[bookmark: _Toc00000909]Separation of governance and execution
Governance and execution never mix on the host. The governance layer validates plans, signs commits, enforces boundary rules and writes audit entries, but never touches the target. The execution layer takes an authorized plan, calls the adapters and writes back a structured result, but decides nothing. They run under separate service accounts, credential stores and log streams. Revoking either stops the system safely without leaving the other able to act alone. A component that both decides and acts can cover its tracks; separating them keeps every change auditable and reversible. This is the program’s design; Chapter 11 describes the plan, authorization and delivery pipeline that runs across it.
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Governance decides and execution acts: separate layers with their own identities, joined by an authorized plan and a human approval gate.
[bookmark: _Toc00000910]The control plane over the data planes
The flagship whitepaper put the structural move in one sentence: Active Directory conflated the directory, which held the truth, with the domain controller, which enforced access in the path of every request. The modern estate keeps them apart. NIST SP 800-207 describes zero trust as moving defenses from network perimeters to users, assets and resources,13 and it separates the components that decide (the policy engine and policy administrator) from the one that enforces (the policy enforcement point), with the identity management system as one of several inputs to the decision.14 The platform host sits on the decision side of that line. It holds desired state, observes actual state, classifies drift and proposes corrections. Entra ID, Intune, the network fabric, DDI and the SIEM remain the data planes that authenticate, route, resolve and store at runtime.
That makes the host an active reconciliation control plane, not a passive registry, and raises the question of how much it may do on its own. The program answers with an actuation ladder. CISA’s Zero Trust Maturity Model names four stages (Traditional, Initial, Advanced and Optimal);15 the mapping of governance postures to those stages below is the program’s own design, not CISA’s:
	Stage
	Governance posture
	What it means in practice

	Traditional
	Record and observe
	Desired state is documented; actual state is collected by hand. Nothing detects or corrects drift automatically.

	Initial
	Observe and advise
	Drift from policy is detected automatically, and corrective actions are generated and shown to operators. No automated writes.

	Advanced
	Gated actuation
	The host generates a corrective action; a person approves it before it runs, and a dry run comes first in production.

	Optimal
	Autonomous within guardrails
	The host closes the loop without a person for a named list of low-blast-radius operation classes. High-blast-radius operations stay gated permanently.


The program’s target for federal production is Advanced: gated actuation is the posture an authorizing official can sign, and some operations, such as tenant-wide role changes or network policy that touches thousands of endpoints, stay gated at every stage. That target is the program’s position, not a federal requirement; Chapter 11 sets out the actuation ladder behind it.
[bookmark: _Toc00000911]Integration surface
Each integration has an adapter specification and a validation approach:
	Integration
	Direction
	Purpose

	Active Directory forest (legacy)
	Read-only
	Forest, domain and OU discovery; GPO inventory; DNS and DHCP reads; Kerberos SPN audit

	Certificate services (legacy PKI)
	Read-only
	Template analysis, privilege-escalation path check, certificate inventory

	Cloud identity
	Read-write
	User, group, device, administrative-unit and policy provisioning

	Device management
	Read-write
	Compliance policies, configuration profiles, enrollment

	Hybrid management (Arc)
	Read-write
	Hybrid server enrollment, tag management, policy assignment

	IP address management
	Read-write
	IPAM records, DHCP scope governance

	Network access control
	Read-write
	RADIUS policy, 802.1X, device posture

	IT service management
	Read-write
	Change and incident integration

	Privileged access management
	Read-write
	Vault and safe integration


Drift detection re-validates every integration on a schedule. The books that own each target carry the detail: identity in Book 02 and Book 03, devices and Arc in Book 05, PKI in Book 07, and DNS, DHCP and IPAM in Book 08.
[bookmark: _Toc00000912]Operational properties
· A control-plane asset. The host reads the forest and writes to cloud identity, so treat it as Tier 0. Microsoft’s AD DS tier model puts identity services such as Microsoft Entra Connect and AD CS in Tier 0, and its enterprise access model widens Tier 0 into the control plane.1617 Harden it accordingly: a security baseline, application control (App Control for Business, formerly Windows Defender Application Control, which Microsoft prefers to AppLocker),18 code integrity, endpoint protection, and administration only from a privileged access workstation of the same tier.
· Logged centrally. Forward its logs to the agency’s central logging. OMB M-26-14 requires logs that identify the identity behind each operation and every change to privilege levels, held in a central location or with federated access.19
· Provenance-bound. Configuration changes are commits; portal changes are prohibited by procedure and caught by drift monitoring.
· Attribute-governed. Its organizational tags live in Azure Resource Manager, where Azure Policy definitions can target resources by tag20 and machine configuration audits or applies operating-system settings to Arc-enabled servers.21 Servers are governed through Arc, not an Intune compliance policy: Intune’s supported operating systems don’t include Windows Server,22 as Book 05, Chapter 09 describes.
· Drift-monitored. Attributes, administrative-unit membership, repository team mapping and Arc heartbeat are reported on a schedule.
· Recoverable. Nightly backup plus the standby described above, with documented recovery objectives.
[bookmark: _Toc00000913]What the platform host is not
· Not a domain controller. It is domain-joined, not domain-hosting. When the forest retires, the host is rebuilt as a workgroup, Arc-managed server.
· Not part of the target surface. It governs Entra ID, Intune and Arc from outside them, on-premises or Arc-projected, so it survives tenant-level events.
· Not a product. It is well-known components configured in a specific way, with no proprietary binary.
· Not a replacement for human review. People still review and authorize; the host runs execution and holds the repository.
[bookmark: _Toc00000914]Build and decision records
Build procedures belong in a separate, PowerShell-first runbook. Record the reverse-proxy choice, the standby model and the actuation stage in the project’s own decision log.
[bookmark: _Toc00000915]Key takeaways
1. One authoritative repository and writer; the host is the simplest way to get that, with a standby for recovery.
1. Governance (decide) and execution (act) run under separate identities, credentials and logs, with a person approving before anything writes.
1. The host reads AD read-only, writes to the cloud only through authorized plans, and is protected as a control-plane asset.
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[bookmark: _Toc00000917]Chapter 04 — Identity Transformation
The OU tree carried delegation, policy scope and accountability in one structure; a flat directory has none of that until the program writes it down as attributes and rules.
[bookmark: _Toc00000918]In this chapter
Why the attributes have to be true before anything else works, and the four mechanisms (attributes, dynamic groups, administrative units, Conditional Access) that rebuild what the OU tree did. The move from session-based Kerberos to token-based identity, including at the mainframe boundary. The HR-driven joiner-mover-leaver lifecycle, the drift categories, and the phased migration with its pass criteria. Book 02 and Book 03 carry the depth; this chapter is the arc.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00000919]The identity claim
The Active Directory organizational-unit tree was never just a folder structure. It encoded delegation, policy inheritance, operational accountability and security scope in a single hierarchical graph. Microsoft Entra ID has no OUs; its directory is flat, and it has none of that structure by default.
The attribute-driven model rebuilds those governance properties inside the flat directory with four governed mechanisms (organizational attributes, dynamic groups, administrative units and Conditional Access targeting) bound into one deterministic model. One act, setting a user’s organizational attributes from the HR record, produces every downstream effect.
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One governed set of HR-sourced attributes drives five outcomes; OU placement becomes data.
[bookmark: _Toc00000920]Why the attributes must be true first
Every later control reads these attributes, so the first principle is a single source of truth: each kind of fact the estate depends on has one authoritative source, and every copy traces back to it. Where regional systems define a fact differently, the difference is documented and traceable to policy rather than hidden in schema variation.
Federal zero trust policy points the same way. OMB M-22-09 requires agencies to use centralized identity management systems for agency users and to give staff enterprise-managed identities, consolidating identity systems so that protections and monitoring apply consistently.1 NIST SP 800-207 separates the components that decide access (the policy engine and policy administrator) from the one that enforces it (the policy enforcement point), and treats the identity management system as an input to the decision.2 The governance layer holds and reconciles authoritative state; the identity provider and enforcement points stay the runtime data planes (Chapter 03). For the workforce, the authoritative source is the HR system of record, which Book 03 develops in full: HR is authoritative for who works for the agency, where they sit and who they report to, while identity services remain authoritative for credentials, sessions and policy enforcement.
[bookmark: _Toc00000921]The four mechanisms
Cloud identity platforms provide individually powerful tools. The program uses them together to replace what the OU tree did.
	Mechanism
	What it replaces

	Organizational attributes
	OU placement

	Dynamic groups
	OU-derived security groups

	Administrative units
	OU-level delegation

	Conditional Access targeting
	Group Policy-based policy inheritance


Each mechanism is documented by Microsoft; the program’s contribution is the contract that binds them together, so that setting a user’s organizational attributes produces consistent downstream effects: group membership, administrative-unit scope, policy targeting, license assignment and drift-detector visibility.
Four populations, four tracks
An Active Directory forest holds four populations of identity, and they move to Entra ID and Azure by different paths, each with its own source of truth. The program treats them as four tracks:
The four tracks of the migration
	Track
	What it covers
	Source of truth for its attributes
	Where the workbook covers it

	HR
	Employees’ and contractors’ user accounts
	HR and the contractor source, through provisioning
	Book 03

	Intune
	Workstations, laptops and mobile devices
	Device provisioning: Autopilot registration, Intune enrollment, Graph writes
	Book 05, Chapters 03, 04 and 08

	Azure Arc
	Servers on premises and in other clouds
	Arc onboarding tags and resource group, then Azure Policy
	Book 05, Chapter 09

	Non-person identity
	Service accounts, service principals, managed identities and AI agents
	The owner or sponsor record in the system inventory, not HR
	Book 02, Chapter 09; Book 06; Book 17


The four mechanisms apply mostly to the first two tracks: dynamic groups hold users or devices, and administrative units and Conditional Access target them. HR never describes a device, a server or a service, and a device rule can’t read its owner’s attributes. Group Policy splits the same way: user-configuration settings move with people, to user-targeted Intune policy and Conditional Access, and computer-configuration settings move with devices (Intune device policy) and with servers (Azure Policy and machine configuration), which Chapter 05 covers. The rest of this chapter is the HR track.
Where this ends
The goal is that every person, device, server and workload is governed by attributes that are true, owned by exactly one source, and read by policy. Joining, moving and leaving then change access automatically, with no ticket and no hand-edited group; delegation and policy follow facts about the object, not its place in a folder tree; every non-person identity has a named owner and a credential that expires or is managed; every access decision leaves evidence; and Active Directory can be reduced and retired without losing any of the four jobs the OU tree did.3 The companion guide’s What this migration accomplishes sets out how the program knows each track is there (design guidance). Among the federal requirements, this work supports account management (NIST SP 800-53 AC-2) for people and inventory and configuration (CM-8, CM-2, CM-6) for devices and servers, in the program’s mapping in Appendix A.
[bookmark: _Toc00000922]Organizational attributes
Organizational position is carried in attributes on every governed user object (and, where applicable, device and group objects).
Where the attributes live
Use a native Entra attribute wherever one exists (department, jobTitle, employeeId, employeeType, employeeHireDate, employeeLeaveDateTime, employeeOrgData and manager), and add an extension attribute only where a dynamic membership rule needs a value it can’t read natively. Rules can read department, jobTitle, employeeId and extensionAttribute1 through 15, among others, plus directory extension properties; they can’t read employeeType, employeeOrgData or manager (direct-reports groups use a separate rule form).4 Book 03, Chapter 06 fixes the carriers: coded organization, worker-type and position-category attributes for access targeting, and the date attributes that drive the lifecycle. The examples below follow it. Book 03 reserves extensionAttribute2 and extensionAttribute3 for hire and termination dates on AD-landed users, so don’t use them for department or division.
Entra ID has several places an attribute can live: native properties, the fifteen extension attributes, directory extensions, custom security attributes, and the device object’s own properties, and dynamic rules can read only some of them. The companion guide’s attributes section compares each store with Active Directory, attribute by attribute, and Book 03, Chapter 06 sets out which store the program uses for what.
extensionAttribute1 through 15 exist in both landing zones. For synced users AD is the source and the Entra values are read-only; for cloud-only users they can be set directly.5 Once AD is no longer the source, HR-driven inbound provisioning writes the same values straight to Entra ID, so the attribute source has to be planned before AD retires. API-driven and HR-driven inbound provisioning are included with Microsoft Entra ID P1 and above, and need a P1 or higher license for every user they provision.67
Protect the write path
A dynamic rule is only as trustworthy as the controls on who can write the attributes it reads, in Entra ID and in any source directory. Microsoft warns specifically about synced AD attributes that users can modify themselves.4 Remove help-desk, self-service and mail-administration write paths to the access attributes; HR provisioning is the only writer.
What the attributes drive
One stamped set of attributes drives five downstream outcomes:
1. Dynamic group membership: every user whose attributes match a rule is in that group.
1. Administrative-unit scope: administrative units use the same attributes; delegated administrators of a unit manage only its members.
1. Conditional Access targeting: policies include or exclude groups keyed to attribute values.
1. License assignment: group-based licensing flows from attribute-scoped dynamic groups. Members joining a licensed group receive its licenses, and members leaving lose them.8
1. Drift detection: every user’s attributes are validated against the HR source of truth.
One stamp, five governance outcomes, no administrative-portal clicks to assign any of them.
[bookmark: _Toc00000923]Dynamic groups: materializing every subtree
Active Directory computed “who is in the Finance branch?” by walking the OU tree. Entra ID computes it by evaluating a dynamic-group rule against user attributes. Dynamic membership needs a Microsoft Entra ID P1 license for each unique member of one or more dynamic groups.4
The two query patterns
Every attribute-governed dynamic group uses one of two patterns. Rules join expressions with -and, -or and -not, and comparison operators work with or without the hyphen.4 The codes below are placeholders for the agency’s own code lists.
Pattern 1: node query (exact). Captures users at one place in the organization and nowhere else, by organization code. A roll-up over several codes uses -in rather than a chain of -or.
(user.accountEnabled -eq true) -and (user.extensionAttribute10 -eq "FIN-GRC")
(user.accountEnabled -eq true) -and (user.extensionAttribute10 -in ["FIN-GRC","FIN-LED"])
Pattern 2: functional query (cross-cutting). Combines an organizational attribute with another attribute for a question that isn’t about position at all.
(user.extensionAttribute10 -in ["IT-CIO","IT-OPS","IT-DEV"]) -and (user.extensionAttribute12 -eq "SECURITY")
The second produces every IT user in the security position category, in every region. Book 03 shows the full rule set (Chapter 10). Prefer -eq and -in to -contains and -match: Microsoft recommends minimizing -contains and -match because they slow processing.9
Membership is not instantaneous. Changes are usually processed within a few hours but can take more than 24 hours, depending on tenant size, the number of dynamic groups, the volume of attribute changes and rule complexity.10 Design the mover workflow and its evidence around that window.
Naming convention
Every governed structural dynamic group follows one pattern, for example Structure-[SCOPE]-[PURPOSE]. Groups built for another purpose carry their own governed prefix, such as the CA-Persona- groups that Book 04, Chapter 07 uses for Conditional Access:
· Structure-FIN-Users: Finance users
· Structure-IT-SEC-SOC-Users: SOC analysts
· Structure-HR-Licensed: HR users targeted for specific licenses
· Structure-EXEC-CA: executive users targeted by specific Conditional Access policies
Groups that match no governed prefix are orphan drift. The drift engine finds them, and cleanup is escalated.
[bookmark: _Toc00000924]Administrative units: the delegation replacement
Active Directory delegated OU-level rights through access-control lists on the OU object. Entra ID delegates through administrative units: containers of users, groups or devices against which roles can be assigned, so that the role applies only to the unit’s members.11 Three properties shape the design:
· Units don’t nest. A department unit and its division units are siblings; “division under department” is a naming convention, not containment.11
· Units scope management, not visibility. They don’t stop administrators or users from browsing objects outside the unit with their default permissions.11 Treat a unit as a write boundary, not a confidentiality boundary.
· Only some roles can be unit-scoped. User Administrator, Groups Administrator, Helpdesk Administrator, Password Administrator, Authentication Administrator and a few others can; Global Reader and Security Reader can’t.12
Book 02, Chapter 05 carries the full registry, role matrix and drift checks.
The three-tier model
	Tier
	Scope
	Pattern
	Typical roles

	Tier 1: Enterprise
	All governed users
	AU-Enterprise defines the governed population; reader roles are assigned at tenant scope
	Global Reader, Security Reader (tenant scope)

	Tier 2: Department
	All users in one department
	AU-Department-[DEPT], for example AU-Department-Finance
	User Administrator, Groups Administrator

	Tier 3: Division
	Users in one division of that department
	AU-[DEPT]-[DIV], for example AU-IT-CyberOps
	Helpdesk Administrator, Password Administrator


Assign the Tier 1 reader roles at tenant scope, not at the enterprise unit. Those roles can’t be scoped to an administrative unit, and because units don’t restrict reading anyway, a tenant-scoped reader role delivers the same visibility.12
Each unit uses a dynamic membership rule that mirrors the corresponding dynamic-group rule, so it holds the same users. Dynamic units have limits of their own: one object type per unit (users or devices), a Microsoft Entra ID P1 license count covering every unique user in one or more dynamic units, and availability only in the global Azure cloud, not in specialized clouds such as Azure Government.13 Microsoft 365 GCC pairs with Microsoft Entra ID in the global cloud, so a GCC Moderate tenant can use dynamic units; GCC High and DoD tenants, which pair with Entra ID in Azure Government, can’t, and must maintain membership another way.14
Restricted management
Two controls protect unit scope. Dynamic membership means no administrator can hand-add a user; the only way in is an attribute change through the governed workflow. Restricted management, applied to units that hold sensitive objects, goes further: only administrators assigned at the unit’s scope can change the Entra properties of its members, and tenant-scoped administrators can’t.15
Restriction is narrower than it sounds and costs more than it appears, so the program decides it per unit, with a default of no. A Global Administrator or Privileged Role Administrator still can’t edit a protected object directly, but can add or remove the unit’s members and assign themselves a role over it; restriction makes that bypass deliberate and audited, not impossible. Users and groups in a restricted unit also can’t be managed by Microsoft Entra ID Governance features (Privileged Identity Management, entitlement management, lifecycle workflows and access reviews), the setting can only be chosen when the unit is created, and a tenant can hold at most 100 such units.15 Use restriction for executives, emergency access accounts and groups that gate sensitive applications, not for the broad HR-driven populations that lifecycle workflows must manage. Dynamic membership and restriction together don’t recreate what OU access-control lists provided.
Role assignments
Roles are scoped to administrative units, never granted tenant-wide except for emergency access accounts and the Tier 1 readers. The assignment pattern:
role:        User Administrator
principal:   Finance-Admins    ← a role-assignable group (assigned membership, PIM-eligible)
scope:       /administrativeUnits/AU-Department-Finance
A member of the administrators group can reset passwords and manage users and groups, but only for the unit’s members, and AU-scoped password resets apply only to users who don’t hold administrator roles.12 Groups used as role principals must be role-assignable. A role-assignable group’s membership must be assigned, never dynamic, it can’t contain other groups, the property can only be set at creation, and a tenant can have at most 500 of them.16 Manage their membership as eligible assignments in Privileged Identity Management; every user eligible for membership in a PIM-managed group needs a Microsoft Entra ID P2 or Microsoft Entra ID Governance license.17 Book 04 covers privileged roles in depth.
The full role matrix is stored in the authoritative repository. Changes require review, and validation checks that new assignments respect least-privilege and tier-boundary rules.
[bookmark: _Toc00000925]Conditional Access: the policy-inheritance replacement
Group Policy Objects inherited down the OU tree. Conditional Access policies target users and groups; a targeted group can be any type, dynamic or assigned, and policy applies to nested members.18 The bridge is attribute-scoped dynamic groups that match the old inheritance pattern.
Example: a GPO linked at a regional OU required smart-card logon for everyone in that region. The Conditional Access equivalent targets a region-scoped dynamic group, whose rule is the region code alone (extensionAttribute4 in the program attribute map), and requires the built-in Phishing-resistant MFA authentication strength, which allows Windows Hello for Business or platform credentials, FIDO2 security keys and Microsoft Entra certificate-based authentication.19 Users in that region get the policy; everyone else doesn’t. Settings such as account lockout aren’t Conditional Access controls. Cloud sign-ins are protected by Entra smart lockout, which is always on (customizing its thresholds needs P1), and for hybrid users with password hash sync or pass-through authentication its threshold should sit below the AD lockout threshold.20 Local accounts move to Intune device policy (Chapter 05).
Two cautions. Conditional Access doesn’t inherit through administrative units the way Group Policy inherited through OUs; the model makes up the difference by having the branch group include everyone the ancestor policy would have targeted. And a policy that targets administrators by directory role doesn’t apply to roles scoped to an administrative unit;18 target the role-assignable administrator groups instead. Book 04, Chapter 03 covers the policy model.
[bookmark: _Toc00000926]From sessions to tokens
Active Directory’s Kerberos assumes the client can reach a domain controller. A Kerberos client contacts the Key Distribution Center, which runs on every domain controller, to obtain a ticket-granting ticket and then a service ticket for each service; the service validates the ticket without calling a domain controller on each connection.21 The dependency is the path to the KDC, not the service’s own check. A token works the other way round: Microsoft Entra ID issues a signed token after Conditional Access has evaluated the request, and the application validates its signature, issuer and audience against keys the identity provider publishes.22 No domain controller, and no trusted network, is in the path. Chapter 01 explains what distance and inline inspection do to the session model.
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Session-based Kerberos needs a path to a domain controller; a token is issued by the cloud identity provider and checked by the application, and both are only as true as the attributes behind them.
Federal policy requires what the move delivers rather than the move itself. OMB M-22-09 requires phishing-resistant MFA for agency staff, contractors and partners, and an option of it for public users.1 CISA BOD 25-01 requires agencies to implement the SCuBA secure configuration baselines for Microsoft 365, deploy CISA’s assessment tools and remediate deviations,23 and its required Entra ID policies include “Legacy authentication SHALL be blocked” and “Phishing-resistant MFA SHALL be enforced for all users.”24 CISA’s Zero Trust Maturity Model puts phishing-resistant MFA at the Advanced stage of the Identity pillar’s authentication function and continuous validation with it at Optimal.25 Certificate-based authentication is one way to meet that bar, not a separate requirement: Microsoft Entra’s built-in phishing-resistant MFA strength accepts multifactor certificate-based authentication alongside Windows Hello for Business and FIDO2 security keys.19 NTLM is on the way out: all versions are deprecated, NTLMv1 is removed in Windows Server 2025 and Windows 11 version 24H2, and Microsoft directs applications to Negotiate, which tries Kerberos first.26 Windows can audit NTLM use, and that audit is how the remaining dependencies are found.26
Tokens only work if the authoritative identity model is correct. If what a user is allowed to do is still encoded in regional OU trees with no HR-derived source, tokens won’t help: the estate will sign broken authorizations efficiently. That is why this chapter starts with the attributes. A token must assert an authorization that is true, not merely well-formed.
At the mainframe boundary
The same move applies where agencies run z/OS. Mainframe access is governed by RACF through the System Authorization Facility, and interactive access is typically session-bound (3270 emulation, or z/OS’s own Kerberos), with CICS and IMS transactions expecting a resolved RACF identity for the unit of work. Token-based access is a translation at the boundary, and the pieces exist today:
· The gateway validates the token. IBM z/OS Connect supports third-party authentication with a JSON Web Token and can map a distributed identity claim in the token to a SAF user ID through a RACF distributed identity filter, created with the RACMAP command in the IDIDMAP class.27
· RACF can audit the real user. Distributed identity filters let RACF record both the RACF user ID and the original distributed identity in its SMF audit records, so a transaction is logged against the person, not a shared service ID.28
· PassTickets avoid stored passwords. Where a downstream sign-on still needs a RACF credential, a PassTicket substitutes for the password: it can be used once, must be used within 10 minutes of generation, and is validated with Secure Signon keys shared between the systems, so applications don’t store or transmit passwords.29
What doesn’t change is the inside. CICS and IMS don’t natively understand OAuth tokens; the transaction engine remains region- and session-bound. Pseudo-conversational transactions that hold state across screens are the hard case: converting them to stateless, per-request calls is a refactoring exercise, and the same work that reduces an application’s synchronous round trips to its data. The program’s recommendation is to treat token-fronted mainframe access as a by-product of that interface consolidation, not as a separate initiative, and to validate against the actual z/OS subsystem versions and RACF configuration as the first implementation step.
[bookmark: _Toc00000927]HR-driven lifecycle: joiner, mover, leaver
Organizational attributes aren’t something administrators maintain. The HR system drives them. Book 03 sets out the full design (Chapter 05 for provisioning, Chapter 08 for the lifecycle), including the Federal HR 2.0 context (Chapter 03) and the fact that contractors need their own authoritative source. The arc is:
Joiner
1. The HR system creates the worker record with organization, department, location and manager.
1. HR-to-cloud provisioning populates the standard attributes.7
1. A governed workflow computes the organizational codes from HR attributes according to the mapping rules and writes them.
1. Dynamic groups and units recompute membership within the platform’s processing window.10
1. The user is now an administrative-unit member, Conditional-Access-scoped, group-licensed and visible to the drift engine, all automatically.
Mover
The worker’s HR record moves them from one division to another. The same workflow runs; the organization code updates; every downstream group, administrative unit, Conditional Access scope and license assignment follows. No hand edits, no ticket. The drift window is the dynamic-processing window, and the evidence records when the change converged.
Leaver
Separation in the HR system triggers the leaver workflow (for example, Microsoft Entra Lifecycle Workflows, which require Microsoft Entra ID Governance or Microsoft Entra Suite licenses);30 the account is disabled, the organizational attributes are cleared, and dynamic groups, administrative-unit membership, Conditional Access scope and licenses drop with them. Provenance points to the HR event that triggered it. Book 03, Chapter 09 covers the credential and certificate steps.
Every lifecycle workflow (joiner, mover, leaver, rehire, contractor onboarding, executive provisioning, emergency deprovisioning, name change, reorganization) is enumerated with its triggers, inputs, outputs and exception paths. There are no undocumented identity workflows.
[bookmark: _Toc00000928]Drift categories
The drift engine classifies identity findings into categories such as:
	Category
	Example

	Value drift
	HR says the user’s organization code is FIN-GRC; the user’s attribute says FIN-LED

	Orphan drift
	A security group exists that isn’t in the governed library

	Processing drift
	A dynamic group’s or unit’s rule processing is paused, so membership is frozen while every other check passes


Every finding opens a tracked item with defined response expectations. Book 03, Chapter 11 defines the metrics and evidence, and Book 02, Chapter 05 the administrative-unit checks.
[bookmark: _Toc00000929]Migration phases
Moving an existing forest into the attribute-driven model is a phased runbook, not a flag-day cutover.31 They are the identity workstream’s own phases, numbered within the workstream; Chapter 12 places them in the program roadmap, whose phases are numbered separately (identity steady state arrives with the program’s Phase 6), and Book 02, Chapter 10 carries the identity migration in detail, under its own eleven-phase playbook numbered 0 to 10.
Phase 0: assessment
The read-only assessment run in Chapter 10.
Phase 1: authoring
Dynamic-group rules and administrative units are authored, reviewed and committed.
Phase 2: pilot division
Pick one division, compute its attribute mappings, stage the transformation plan, authorize, deliver and validate. Any drift is fixed before moving on.
Phase 3: division-by-division rollout
Each division gets its own plan, review and delivery, and no division reaches full availability until its own in-division pilot is drift-clean. Two or three divisions can run in parallel (Chapter 12).
Phase 4: legacy retirement
Once every user has organizational attributes and every OU has a dynamic-group equivalent, the OU-based security groups and the legacy GPOs that remain are retired in a governed deprecation pass; GPOs already migrated for a division retire as that division moves (Chapter 05). This is the only destructive phase, and it requires explicit approval per item.
Phase 5: steady state
The daily assessment produces zero-action plans and the drift engine reports green. The forest may remain for a while (for DNS, DHCP, Kerberos-bound legacy applications, and as the source of synchronized attributes until HR-to-Entra provisioning writes them directly)32, but it is no longer the governance model. Chapters 06 and 07 remove those remaining dependencies.
[bookmark: _Toc00000930]Verification
Migration passes when:
· Every HR-listed worker has valid organizational attributes.
· Every dynamic group matches one of the two patterns.
· Every administrative unit’s membership rule mirrors its dynamic group’s rule, and no rule’s processing is paused.
· Every Conditional Access policy targets only governed groups.
· Drift detection reports zero findings.
· The nightly assessment-to-plan run produces a zero-action plan.
Only when every box is ticked is the tenant in steady state.
[bookmark: _Toc00000931]Key takeaways
1. The attributes come first: they must come from HR and be protected from every other writer, because every later control reads them.
1. Delegation moves from OU access-control lists to administrative units and PIM-managed, role-assignable groups; restriction is a per-unit decision, not a default.
1. Tokens replace sessions, but a token is only as true as the attributes behind it; identity is first in the chain because policy, devices and access all target identity groups.
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[bookmark: _Toc00000933]Chapter 05 — Policy Transformation
Group Policy delivered configuration through the shape of the directory; its replacement has to state every setting, its target and its owner on purpose.
[bookmark: _Toc00000934]In this chapter
How each Group Policy category maps to a modern surface, and why a setting-by-setting port fails. How configuration profiles, compliance policies and Conditional Access are written as versioned manifests, and how servers come under Azure machine configuration. The conflict rules, the emergency access exclusion and the four test stages every change passes, and the order in which the last GPOs retire. Book 05 carries the device-level detail and Book 04 the Conditional Access policy library.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00000935]The policy claim
Group Policy was Active Directory’s most ambitious delivery system: configuration, security, software, scripts and drive mappings, inherited down the OU tree and filtered by security groups. Its replacement is several surfaces: Intune for configuration and compliance, Conditional Access for access control, Azure machine configuration for servers, and tenant settings. The Federal Modernization Program maps every Group Policy category to its modern target, versions the mapping in the repository, and delivers policy through the same pipeline it uses for identity.
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Group Policy is regenerated into three modern surfaces, each reached by assignment rather than by position in the OU tree.
Group Policy is also the most network-bound part of the old estate. A client applies it only when it can reach a domain controller over Kerberos, LDAP, SMB and RPC; if any of those is blocked, policy doesn’t apply or update.1 Each GPO’s template lives in the SYSVOL folder on every domain controller, so every refresh is a trip to a domain controller.2 A field office behind a long or heavily inspected WAN path feels that as slow logons and stalled policy processing, without any ticket ever being invalidated. A cloud-native Windows endpoint, Microsoft Entra joined and enrolled in Intune, has no dependency on domain controllers or Group Policy at all; its configuration comes from the cloud.3 Moving policy off Group Policy removes the distance-to-a-domain-controller problem from the policy plane.
In the program’s model, Conditional Access and device compliance are the token-era successors to the access decisions Active Directory used to make implicitly. A signed token says who the user is and what state the device is in, and the resource checks the signature instead of calling back to a domain controller. That only works if the attributes behind the token are true, which is why policy follows identity in the dependency chain (Chapter 04).
[bookmark: _Toc00000936]The target surfaces
	Group Policy category
	Modern target
	Attribute-scoped?

	Device configuration (lock screen, power, Wi-Fi, certificates)
	Intune configuration profiles and the settings catalog
	Yes

	Security baselines (local password and lockout, audit, UAC)
	Intune security baselines and settings catalog for devices and local accounts; Entra authentication methods and smart lockout for cloud accounts
	Yes

	Software deployment (.msi, scripts)
	Intune application deployment, with Autopilot enrollment
	Yes

	Scripts and mappings (startup and logon scripts, drive-letter mapping, printers)
	Intune platform scripts and Remediations;45 OneDrive, SharePoint and Teams in place of mapped drives; Universal Print for printers3
	Yes

	Access control (user rights, logon restrictions)
	Conditional Access and session controls; Intune user-rights policy
	Yes

	Server configuration (roles, features, registry hardening)
	Azure machine configuration and Azure Policy on Arc-enabled servers
	Yes

	Browser and productivity-suite configuration
	Settings catalog and Microsoft 365 Apps policies
	Yes


The assessment (Chapter 10) classifies every GPO into exactly one category, and the Plan stage proposes its modern equivalent. Cloud-native endpoints have no built-in replacement for mapped network drives; Microsoft recommends moving the content to Teams, SharePoint and OneDrive and using scripts only where that isn’t possible.3 The setting-level crosswalk is in Book 05, Appendix A.
[bookmark: _Toc00000937]Why one-to-one mapping fails (and what to do instead)
Porting a fifty-setting GPO as fifty modern settings fails three ways. Dead weight: a decades-old GPO almost always holds settings no current requirement explains. Old conflicts: a faithful port reproduces conflicts born of Group Policy’s merge-versus-replace semantics. Wrong targeting: copying an OU-plus-security-group filter keeps manually curated groups that drift, instead of attribute-scoped dynamic groups. Intune doesn’t apply policy in site, domain, OU order at all; it applies by assignment to users and groups.6
Microsoft’s own planning guidance points the same way. Its recommended option is to start new rather than migrate, because starting fresh removes legacy, forgotten and harmful policies, and it warns against moving GPOs to Intune until you know what they do.7 The program’s pattern is regenerate, not copy: one canonical modern policy per category, keyed to attribute branches, with per-branch overrides only where assessment data justifies them. Book 05, Chapter 01 explains why the work can’t be a literal migration, and Chapter 07 of that book runs it as a program.
[bookmark: _Toc00000938]Configuration profiles — the workhorse
Intune Group Policy analytics imports GPO exports and reports, for each one, the percentage of its settings that have a matching setting in Intune.8 Microsoft publishes no typical figure; the share depends entirely on what is in a given estate, so the program treats it as a measurement, not a planning assumption. The readiness report shows that an equivalent exists, never that a setting is still needed.
Each profile is a versioned manifest in the repository, targeting user or device dynamic groups:
policy_id: CONF-ENDPOINT-BASELINE-v1
display_name: Endpoint Baseline (v1)
platform: windows-11
profile_type: settings-catalog
scope:
  include_groups:
    - Structure-Enterprise-Devices
  exclude_groups:
    - Structure-Enterprise-BreakGlass-Devices
settings:
  # Policy CSP paths; values are illustrative.
  - path: LocalPoliciesSecurityOptions/InteractiveLogon_MachineInactivityLimit
    value: 900            # seconds before the session locks
  - path: LocalPoliciesSecurityOptions/InteractiveLogon_MessageTitleForUsersAttemptingToLogOn
    value: "Authorized use only"
  - path: LocalPoliciesSecurityOptions/InteractiveLogon_MessageTextForUsersAttemptingToLogOn
    value: "This system is for authorized use only. Activity may be monitored."
  # Settings catalog: Microsoft Edge > SmartScreen settings
  - catalog: "Microsoft Edge\\SmartScreen settings\\Configure Microsoft Defender SmartScreen"
    value: enabled
provenance:
  derives_from_gpos:
    - { guid: "{8d1a7fc9-...}", gpo_name: "Enterprise Endpoint Baseline" }
    - { guid: "{2f6e4c7a-...}", gpo_name: "Global Browser Hardening" }
The three Policy CSP settings above are the MDM equivalents of the Security Options a GPO would set.9 The logon message settings carry a caveat worth recording in the manifest: Windows Autopilot pre-provisioning doesn’t work while they’re enabled.9 The SmartScreen setting is the settings catalog’s Microsoft Edge policy.10
A new version supersedes the old one. Both stay in the repository for audit, but only the newest enabled manifest is assigned.
Profiles target attribute-scoped dynamic groups at enterprise, division, department or role scope (for example, high-risk devices). Only the enterprise baseline targets every device; narrower scopes keep the blast radius small.
Compliance policies are separate. They evaluate device state (minimum OS version, disk encryption, firewall, real-time protection, health attestation, required and prohibited apps) and report compliant or noncompliant on a schedule. Where a compliance policy and a configuration profile touch the same setting, the compliance policy’s value takes precedence, and among compliance policies the most restrictive value applies.11 Conditional Access reads compliance directly through the “Require device to be marked as compliant” grant control; no separate compliant-devices group is needed, but the control does nothing until an Intune compliance policy exists.12
[bookmark: _Toc00000939]Conditional Access — the access gate
Conditional Access replaces the perimeter-based authority Group Policy inherited from network segmentation. Policies target attribute-scoped groups, evaluate signals (compliance, risk, location, session age) and enforce controls (MFA, block, session limits). The program writes the library as versioned manifests. This is the catch-all MFA policy from the program’s library:
policy_id: CA018-AllUsers-RequireMFA
display_name: "CA018-AllUsers-RequireMFA"
state: enabledForReportingButNotEnforced   # report-only until the pilot gate passes
conditions:
  users:
    include: all-users
    exclude_groups: [CA-Exclude-EmergencyAccess]
  applications:
    include: all-resources                 # no resource exclusions
grant:
  controls: [require_mfa]
  operator: OR
The program numbers its Conditional Access policies once, in a single library: CA001 to CA017 are the baseline that Book 02 builds during the migration, and Book 04, Chapter 07 adds CA018 to CA038 and the report-only instrument CA090. Each display name starts with its number, then the population, then the control. A new policy takes the next open number in that library. The workbook uses this one numbering scheme, not scope bands by enterprise, division, department or role.
Prefer “require” to “block”
A bad block rule locks users out; a bad require rule adds a step that can be fixed. Microsoft describes block access as a powerful control to apply only when you understand its impact, and to test in report-only mode first.13 The program therefore uses a require wherever a require achieves the goal: MFA, a compliant device, a session lifetime.
Blocks remain where a requirement can’t be met by a stronger sign-in or where federal configuration baselines demand one. Under BOD 25-01, federal civilian agencies must implement CISA’s mandatory SCuBA policies for their Microsoft 365 tenants,14 and the Entra ID baseline says legacy authentication shall be blocked, users detected as high risk shall be blocked, and sign-ins detected as high-risk shall be blocked.15 Book 04’s policy library is the list of sanctioned blocks, including device code flow, applications closed to everyone a grant doesn’t name, and the location and privileged access workstation blocks; any block outside it needs a recorded reason.
[bookmark: _Toc00000940]Server configuration
Intune’s supported platforms don’t include Windows Server,16 so server policy doesn’t follow the device path. Registry settings, service states and features on Arc-connected servers move to Azure machine configuration, which extends Azure Policy inside the operating system and can audit a setting or set it, using Desired State Configuration under the hood.17 The machine configuration extension is built into the Arc Connected Machine agent, and machine configuration policy assignments include Arc-enabled servers in their scope automatically.18
Azure Policy is assigned at Azure scopes (management group, subscription, resource group or machine), not at OUs.17 The program assigns at resource groups that mirror the organizational structure and filters on resource tags kept in sync with each server’s organizational attributes; a tag that drifts opens a tracked item. Book 05, Chapter 09 covers onboarding and the day-one server baseline.
[bookmark: _Toc00000941]The policy-delivery pipeline
Policy uses the pipeline described in Chapter 11. Analyze diffs the repository against live Intune, Conditional Access and Arc state; Plan proposes one action per policy (create, update or retire); Deliver calls the APIs, verifies the after-state and records it. A typical run has tens to hundreds of actions, and the evidence packet snapshots every policy after delivery.
[bookmark: _Toc00000942]Conflict resolution
When two Intune configuration policies set the same setting to different values on the same device, Intune doesn’t merge them by scope. It shows the conflict, and it has to be resolved manually.11 The program therefore uses this order as an authoring rule, so each setting is owned by exactly one layer:
1. Enterprise baseline profiles
1. Division profiles
1. Department profiles
1. Role-scoped profiles
1. Device-specific profiles (emergency patches)
A plan that sets one setting in two layers for the same device fails validation.
The coexistence period adds a second source. On a hybrid device that receives both a GPO and an Intune policy for the same setting, Group Policy wins by default. The MDMWinsOverGP setting reverses that, but only for settings in the Policy CSP; for settings defined in other CSPs Microsoft warns there is a race and no guarantee which one wins, so the same setting shouldn’t be configured in both.19 The program records every overlapping setting before Intune enforces it and retires the GPO side in the next wave (Book 05, Chapter 05).
Conditional Access has no layers to lean on. Every policy that applies to a sign-in must be satisfied, and if any applicable policy blocks, evaluation stops and the user is blocked.20 So the program doesn’t layer a block over a grant policy to correct a scoping mistake in it; a deliberate grant-and-block pair from Book 04’s library is a design, not a correction. A scoping mistake is fixed in the grant policy’s assignment, because a narrow block layered under a broad requirement produces lockouts that are hard to trace.
[bookmark: _Toc00000943]Emergency access exclusions and testing
Every library excludes the emergency access accounts (commonly called break-glass accounts). Microsoft recommends two or more cloud-only emergency accounts; the program standard is two. They are protected by a phishing-resistant method, excluded from every Conditional Access policy that blocks or restricts sign-in, and tested on a schedule (for example, every quarter). Report-only policies don’t block and don’t need the exclusion.21 The program puts the accounts in one group, CA-Exclude-EmergencyAccess, which every enforced policy excludes (Book 02, Chapter 09). The accounts are vaulted, used only in documented emergencies, and every use opens an incident ticket.
Every policy change passes four stages, and the pipeline rejects any change that skips one:
1. Plan validation: schema and boundary checks, including the one-owning-layer rule.
1. Simulated tenant: tests assert the expected effect.
1. Pilot: a pilot group, watched by the drift engine for a set period. Conditional Access policies run in report-only mode first, which evaluates them at sign-in and logs the result without enforcing it,22 and are then enforced for the pilot group.
1. Production: only after a clean pilot, expanding ring by ring.
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Every policy change passes four stages, and a failure at any stage returns it to the plan.
[bookmark: _Toc00000944]Retiring legacy Group Policy Objects
GPOs retire population by population, starting with the pilot (Chapter 12). Once a population’s devices are in Intune, its servers are Arc-connected and its Conditional Access policies are attribute-scoped, the GPOs migrated for it retire in three steps: unlink each migrated GPO from its OU; keep unlinked GPOs for a rollback window (for example, ninety days, illustrative); then delete them through a governed change once the modern surface shows zero drift.
The last GPO is typically the Default Domain Policy, because domain account policies (password and lockout) can be defined in only one GPO linked to the domain.23 Exceptions for specific users and groups live in fine-grained password policies, which are directory objects rather than GPOs and retire with the domain.24 Those policies still govern the remaining AD accounts, including Kerberos-application service accounts, so they retire only when compute migration is complete and no AD accounts remain in use (Chapter 07). The Default Domain Controllers Policy goes with the last domain controller.
[bookmark: _Toc00000945]Verification
Policy migration passes when every Intune profile, compliance policy, Conditional Access policy and machine configuration assignment derives from a repository manifest that targets attribute-scoped dynamic groups or tagged Azure scopes, and the forest has no linked GPOs except the two default domain policies, and the minimum set a remaining Kerberos island needs.
[bookmark: _Toc00000946]Key takeaways
1. Group Policy is regenerated into Intune, Conditional Access and machine configuration, not copied setting by setting, and the move also ends the policy plane’s dependency on reaching a domain controller.
1. Each setting has exactly one owning layer, enforced at plan validation; overlaps during coexistence are recorded before Intune enforces and the Group Policy side retires in the next wave.
1. Conditional Access follows one numbered library, prefers require to block, and blocks only where a requirement can’t help or a federal baseline demands it.
1. The last GPO retires only when no AD accounts remain in use.
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1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” sections “Create emergency access accounts” and “Conditional Access considerations,” https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Oct 21, 2026).
1. Microsoft Learn, “Analyze Conditional Access policy impact,” section “Overview” (report-only mode), https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-report-only (accessed Oct 21, 2026).
1. Microsoft Learn, “Password policy overview and frequently asked questions,” section “Policies evaluated during authentication (password expiration),” https://learn.microsoft.com/entra/identity/authentication/tutorial-password-policy-overview-frequently-asked-questions (accessed Oct 21, 2026).
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[bookmark: _Toc00000948]Chapter 06 — Network Services: DNS, DHCP and IPAM
DNS, DHCP and address management keep working after identity moves, which is exactly how they keep the old directory alive.
[bookmark: _Toc00000949]In this chapter
Why DNS, DHCP and IP address management form one surface and move together. How AD-integrated DNS gives way to a governed on-premises authority and Azure private resolution, what Active Directory’s authorization of DHCP servers does and doesn’t protect against, and why one IPAM authority owns the address space. Book 08 carries the full DDI design, migration sequence and federal requirements; Book 09 carries the network underneath.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00000950]The services claim
DNS, DHCP and IP address management are the services organizations most often defer when they modernize Active Directory, on the theory that because they still work they don’t need to move. In the program’s experience, AD-integrated DNS, AD-authorized DHCP and informal IPAM are frequent sources of post-migration governance regression: fine from the outside, quietly broken inside.
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IPAM is the authority for the address space; DNS and DHCP derive their records from it, across on-premises and Azure.
In the program’s reading of commercial practice, these stopped being background utilities some years ago: per-site Windows DNS gave way to unified DDI platforms in which DNS is a security control, and DHCP’s lease data became part of the authoritative device inventory that Zero Trust depends on. The federal requirements point the same way. NIST SP 800-53 carries secure name resolution as its own controls (SC-20 for authoritative sources, SC-21 for recursive and caching resolvers, SC-22 for the architecture of the service) and treats the system component inventory as CM-8, which an IP address inventory feeds.1 OMB M-22-09 directs agencies to encrypt DNS traffic,2 and OMB M-26-14, issued May 22, 2026, now governs agency logging and network visibility in place of the rescinded M-21-31.3 Book 08, Chapter 03 works through what each source requires of the name layer.
[bookmark: _Toc00000951]Why these three, why together
The three form one addressing and resolution surface:
· DNS resolves names, usually from AD-integrated zones that replicate with AD and inherit its access model.
· DHCP assigns addresses from servers authorized in the forest, and often registers DNS records on clients’ behalf.
· IPAM records which ranges exist, who owns them and which records point where. Without it, DNS and DHCP drift.
Moving DNS but leaving AD-authorized DHCP gives two authorities for assignment and resolution. Moving both but leaving IPAM in a spreadsheet produces conflicts and ghost records. The program treats the three as one domain: IPAM owns addressing, and DNS and DHCP derive from it.
[bookmark: _Toc00000952]DNS — AD-integrated to private resolution
AD-integrated zones live inside the AD replication graph. DNS servers running on domain controllers can store their zones in AD DS, so zone data replicates through AD replication instead of zone transfers, every domain controller that runs DNS for the domain can accept updates, and secure dynamic updates become available.4 Secure dynamic updates work only in AD-integrated zones, and zone permissions are AD access control lists.5 In the common design every domain controller also runs DNS. As a result, every domain controller sits in the name-resolution trust path; AD can’t retire until DNS moves; stale records from deleted computer objects need AD-side aging and scavenging; and domain-joined clients find domain controllers through the SRV records the Netlogon service registers in DNS,6 so DNS retirement and AD retirement must be sequenced together.
The target has three layers:
	Layer
	Target
	Purpose

	Authoritative on-premises
	A governed DNS authority outside AD: a DDI platform under one policy plane, or file-backed Windows DNS as a waypoint
	Records for the on-premises namespace once AD-integrated zones retire

	Hybrid resolution
	Azure DNS Private Resolver (inbound and outbound endpoints, forwarding rulesets)7
	Resolution in both directions between virtual networks and on-premises

	Authoritative cloud
	Azure private DNS zones linked to virtual networks, including the Private Link zones8
	Records for cloud workloads and private endpoints


On-premises conditional forwarders point to the resolver’s inbound endpoint, which answers from the private zones linked to its virtual network.9 Virtual networks keep using Azure-provided DNS at 168.63.129.16.10 A forwarding ruleset attached to the outbound endpoint and linked to those networks sends on-premises domains to the on-premises servers.7 Records in a private zone resolve only from virtual networks linked to it, and a virtual network that uses custom DNS servers doesn’t query its linked private zones automatically,8 which is why the resolver sits in the path. The Private Resolver is a forwarding bridge, not an authority; the agency’s own resolver stays the first hop for its clients, and every forwarding rule lives in the policy plane (Book 08, Chapter 07 and Chapter 08). Arc-connected servers stay on-premises and use on-premises DNS.
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Hybrid resolution runs both ways through the Private Resolver: Azure names inbound from on-premises, on-premises names outbound from virtual networks.
Cloud-delivered DDI is available at federal impact levels. Infoblox Government Cloud, for example, has been FedRAMP certified at Moderate since December 15, 2022.11 Platform choice, cost and residual risk are in Book 08, Chapter 12.
The program’s DNS adapter discovers zones, records (with age and staleness), forwarders and recursion settings; flags risk (stale records, ownerless zones, aliases to decommissioned resources); proposes a target per zone (private DNS, keep on-premises, or retire); migrates one zone at a time with per-zone rollback; and validates record by record, including names other services depend on, such as certificate revocation (CRL and OCSP) endpoints. Records carry the owning object’s attributes, so a record whose device has been deleted shows up as orphan drift. Scavenging needs care once workloads move: Azure’s DHCP leases are long, and Microsoft warns that scavenging can remove dynamically registered records prematurely if it isn’t adjusted.10
Migration runs in six steps: inventory (Chapter 10); a steward-reviewed target for each zone; one low-risk pilot zone; zone-by-zone cutover with a validation gate per zone; deletion of AD-integrated zones, with the forest’s own _msdcs and domain zones retiring last alongside the domain controllers; and steady state with zero DNS drift. Book 08, Chapter 04 lists every record the domain maintains today, and Chapter 10 of that book runs the same work as six phases from inventory to hardening.
Domain controllers in Azure during coexistence
Where workloads move to Azure before Active Directory retires, domain controllers on Azure virtual machines can extend the existing domain so those workloads don’t send every authentication request back on-premises. Microsoft’s reference architecture places them in their own subnet behind a network security group, creates an AD DS site for the Azure subnets with a site link to the on-premises sites, gives each one a static private IP address rather than a DHCP address, and keeps the database, logs and SYSVOL on a separate data disk with host caching set to None.12 Before promotion the virtual network’s DNS settings must include the on-premises DNS servers so the new domain controllers can resolve on-premises resources and replicate; once promoted, they become that network’s custom DNS servers,13 which makes it an exception to the Azure-provided DNS described above. They’re backed up like any domain controller: Microsoft doesn’t recommend restoring a domain controller from a virtual machine snapshot in place of a backup, because rolling a domain controller back in time risks USN rollback, which VM-GenerationID safeguards are designed to catch, and it warns against copying a domain controller’s virtual hard disk files as a backup.1412 These domain controllers are a bridge, not a destination: they follow the workbook’s server standard (Windows Server 2016 gone by January 12, 2027, with 2019 as the minimum) and retire with the rest of the domain in Phase 5 (Chapter 12).
[bookmark: _Toc00000953]DHCP — AD-authorized to governed DHCP
In an AD domain, a Windows DHCP server must be authorized before it leases addresses. Authorization writes the server into a list in the Configuration container of AD; the DHCP server checks that list every hour and, if its address isn’t there, stops serving clients.1516 That check is a Windows DHCP Server service policing itself. It stops a misconfigured or unauthorized Windows server, but it doesn’t stop a rogue device that was never a Windows DHCP server; switch-level controls do that (Book 08, Chapter 05). Authorization isn’t rogue-server detection; it is narrower than that.
Assessments commonly find reservations for MAC addresses not seen in years, options that push DNS servers whose addresses will change, oversized scopes, and failover relationships never tested.
The target depends on the environment:
· On-premises-heavy: keep DHCP on dedicated, governed hosts or a DDI platform, decoupled from forest authorization.
· Cloud-forward: Azure virtual networks provide DHCP and DNS to Azure virtual machines, with no scopes to manage. A DHCP server running in an Azure VM can serve on-premises clients only through a DHCP relay agent; direct client-to-server DHCP traffic into Azure isn’t supported, and renewals succeed only through the relay.17 On-premises subnets therefore still need a governed DHCP service.
· Hybrid: both, with IPAM as the single source of truth.
The DHCP adapter discovers every server (joined or not), scope, reservation, failover relationship and option set, especially scope-level DNS server options, and writes changes only through the plan pipeline. Scopes are tagged with the site they serve, which enables ownership drift checks and blast-radius analysis.
[bookmark: _Toc00000954]IPAM — informal to governed
Many organizations discover during modernization that they have no real IPAM: a spreadsheet one person maintains, a stale wiki page, or partial tools covering some subnets, with reservations that conflict with actual use. The goal is one governed IPAM authority covering the full address surface, on-premises and cloud.
Inside Azure, Azure Virtual Network Manager IPAM provides hierarchical address pools that assign non-overlapping CIDRs to virtual networks, supports IPv4 and IPv6, and accepts reserved ranges for addresses used elsewhere.18 It is generally available in all regions where Virtual Network Manager is available, apart from a short list of exceptions.19 Pools can be nested up to seven layers deep, but teams can still create virtual networks with directly assigned address space outside the pools, so Microsoft pairs IPAM with an Azure Policy definition that denies any virtual network without a pool allocation.2019 In the program’s design the enterprise IPAM stays the authority, and the Azure pools mirror the blocks reserved there (Book 08, Chapter 07).
Whatever the product, the IPAM adapter discovers ranges, syncs host records with DNS and reservations with DHCP, tags every change with a correlation ID, and commits it to the repository.
IPAM is the source of truth, and DNS and DHCP produce matching records from it. Disagreement between IPAM and either service is hierarchy drift: the tree exists, but the leaves don’t agree. Every services run therefore produces one coordinated plan of IPAM, DNS and DHCP actions, and the plan fails validation if any of the three would drift from the others. There is no DNS-only run. Three checks run continuously and produce evidence: no CIDR overlap between environments, every zone’s integrity protection (DNSSEC signing or validation) in its expected state, and every workload address matched to an inventory entry.
[bookmark: _Toc00000955]Validation
Services migration passes when:
· IPAM covers the full address surface, every private DNS record and DHCP reservation matches an IPAM entry, and no two environments’ address blocks overlap;
· every on-premises conditional forwarder targets the resolver’s inbound endpoint, and every virtual network that needs on-premises names is linked to a forwarding ruleset on the outbound endpoint;
· AD-integrated zones are retired or excluded with a documented rationale.
[bookmark: _Toc00000956]Why “Phase 2” never comes
The common pattern is to modernize identity and policy and leave DNS, DHCP and IPAM for “Phase 2,” which rarely happens. AD is retired for sign-in but kept because DNS still lives there. A forest that still hosts AD-integrated DNS has not been retired. Services migration is core modernization, not a follow-on.
[bookmark: _Toc00000957]Key takeaways
1. DNS, DHCP and IP address management move together, with one IPAM authority as the source of truth.
1. Hybrid resolution runs through Azure DNS Private Resolver as a bridge, not an authority; AD-integrated zones retire last, with the domain controllers.
1. AD authorization stops unauthorized Windows DHCP servers, not rogue devices.
1. A forest that still hosts DNS has not been retired.
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[bookmark: _Toc00000959]Chapter 07 — Compute Transformation
A machine leaves Active Directory only when its identity, its policy and its trust have each been replaced; the domain join is the last thing to go, not the first.
[bookmark: _Toc00000960]In this chapter
The device states and which one each class of machine ends in. Three migration patterns for user PCs, the Arc path for servers, and where compute should run while its data stays put. How Kerberos service principal names and NTLM are resolved before any server leaves the domain, how device attributes and certificates replace OU placement and AD CS logon, and what device lifecycle looks like afterward. Book 05 carries the device and server detail, Book 06 the SQL Server estate, and Book 07 the certificates.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00000961]The compute claim
Once identity (Chapter 04), policy (Chapter 05) and network services (Chapter 06) have moved, domain-joined PCs and servers are the largest remaining Active Directory dependency. PCs move to Microsoft Entra join and Intune. Servers move to Azure Arc and Azure machine configuration. Kerberos-bound applications lose their domain-join anchor and either move to modern authentication or retire. This chapter ends when no device authenticates to Active Directory, the last device precondition for retiring AD DS.
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User PCs and servers take different roads out of the domain: PCs to Entra join through a reset, servers to Azure Arc with the domain unjoin as a separate decision.
[bookmark: _Toc00000962]The device states
	State
	Primary auth
	Managed by
	When to use

	Domain-joined (legacy)
	AD Kerberos
	Group Policy
	Migration origin

	Entra registered1
	Personal device with a work account added
	Intune (optional)
	Bring-your-own-device and mobile scenarios; the program keeps it to a minimum for government-furnished equipment

	Hybrid joined2
	AD and Entra ID together
	Group Policy and Intune
	Transition state, not a target

	Entra joined
	Entra ID
	Intune
	Target for user PCs

	Arc-connected server3
	OS logon unchanged; system-assigned managed identity for Azure-plane operations
	Azure Arc, Azure Policy and machine configuration
	Target for servers


Two rules follow. Hybrid join is a transition, not a destination. Microsoft describes hybrid join as an interim step on the road to Entra join,4 and says it shouldn’t be any organization’s long-term or end-goal state.5 A program that leaves devices hybrid joined has not finished. Hybrid-joined devices also need periodic line of sight to a domain controller; without it, device and user password changes and TPM resets break and the device eventually becomes unusable.6 The target depends on device class. User PCs go to Entra join and Intune; Windows and Linux servers go to Arc and machine configuration, because Intune’s supported platforms don’t include Windows Server.7 The two share compliance telemetry but not a management model.
Before a device leaves the domain, three AD dependencies need replacements, or it ships with a gap:
· Identity. The computer account authenticates with Kerberos and receives Group Policy through its OU.
· Policy. Local administrators, registry settings, software and startup scripts arrive through Group Policy.
· Trust. The certificate store trusts AD-issued CAs, smart-card logon relies on AD CS, and network access control may use AD credentials (Book 07, Chapter 02).
[bookmark: _Toc00000963]Three migration patterns for user PCs
1. Greenfield. New hardware ships from the OEM already registered with Windows Autopilot, and first boot is an Entra join. An OEM can register devices on the organization’s behalf only after a Global Administrator approves it.8 No AD dependency is ever created. Every hardware refresh should use this pattern, whatever the state of the wider program (Book 05, Chapter 04).
1. Reset and re-enroll. Back up user state, reset the device, and re-enroll it as Entra joined. It is heavy for the user but technically clean, and a common choice for high-privilege users’ devices.
1. Hybrid, then cloud. Where an immediate reset isn’t feasible, devices are hybrid joined first while workloads move from Group Policy to Intune. There is no Microsoft-supported path to convert a hybrid-joined device to Entra join without resetting Windows, and Autopilot Reset doesn’t support hybrid-joined devices, so the last step is a full wipe;5 Windows Autopilot for existing devices, a Configuration Manager task sequence that reimages the machine, is one documented way to do it.9 Microsoft recommends timing the move to a complementary event such as a hardware refresh or rebuild.5 This is the most common and slowest path; it defers the reset rather than avoiding it, and drift detection keeps devices from stalling in hybrid state. Book 05, Chapter 02 covers why the fleet-wide hybrid flip is close to a tenant switch and how to govern it.
[bookmark: _Toc00000964]Servers — the Arc path
Azure Arc projects an on-premises or other-cloud server into Azure as a resource. The server stays where it is physically. It gains a system-assigned managed identity for Azure-plane operations, receives Azure Policy and machine configuration assignments, appears in Defender for Cloud and Azure Monitor, and is governed like a native Azure VM.3 Each projected server is tagged with its organizational attributes, and policy assignments target those tags, the same pattern Intune uses for user devices.
Onboarding doesn’t change how people sign in to the server. Windows Server 2025 with Desktop Experience can optionally use Microsoft Entra ID for Remote Desktop sign-in, with Azure roles deciding who may sign in. Enabling it Entra joins the machine, so it is meant for servers that won’t stay joined to AD, and Conditional Access isn’t supported for those servers.10
For each domain-joined server:
1. Connect to Arc. Install the Connected Machine agent, register, and apply tags.3
1. Onboard reporting. Defender for Servers and machine configuration report posture. Microsoft recommends onboarding non-Azure servers to Defender for Cloud through Arc,11 and Defender for Cloud onboards the Defender for Endpoint extension to Arc-enabled machines automatically.12 Conditional Access governs user and workload sign-ins to Entra-protected resources; it doesn’t evaluate server compliance for server-to-server traffic.
1. Assign policy. Settings that came from Group Policy now come through Azure Policy and machine configuration (Chapter 05).
1. Validate. Machine configuration reports compliant and drift is zero.
1. Leave the domain, only once Kerberos-bound clients have moved and no local administrators are AD-anchored. In the program’s target, Arc-enabled servers run without a domain join, and the unjoin is a separately sequenced decision for each workload (Book 05, Chapter 09).
1. Re-validate. The server reboots clean, the Arc heartbeat continues, and configuration reapplies without AD.
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The server path: six steps, with the domain unjoin gated on resolved service principal names.
Duration depends mostly on the Kerberos-application inventory, so budget per application, not per server. SQL Server hosts are the largest single class and have their own sequence in Book 06, Chapter 10.
Where compute runs
Arc changes how a server is governed, not where it runs, and the program keeps it that way until the application is ready to move. Every synchronous call between an application and its authoritative data pays the network’s propagation delay once, and no amount of bandwidth removes it. Separating an application from its data therefore multiplies that delay by the number of round trips a business transaction makes. The program’s rule is that an application’s compute stays co-located with its authoritative data until transaction profiling shows the round-trip count has been reduced: by consolidating fine-grained calls into one, moving work off the user’s critical path with asynchronous processing, caching repeat reads, batching operations, and reusing connections. That check is a gate in the migration plan, not a network purchase. Book 09 covers the network physics behind it.
[bookmark: _Toc00000965]Kerberos and SPN retirement
Every service principal name in the inventory’s Kerberos map (Chapter 10) is an application that expects Kerberos. Each needs one of three decisions:
· Migrate to OAuth 2.0 and OpenID Connect through an Entra app registration. This is the preferred path. For a web application that can’t be rewritten yet, Entra application proxy can publish it with Entra pre-authentication and use Kerberos constrained delegation to reach the back end, which keeps the SPN but moves the user’s sign-in to Entra ID.13
· Retire it, often the cheapest option for end-of-life applications.
· Island it, as a last resort: a minimal AD island hosting only that application, with a documented end-of-life date.
No server leaves the domain until every SPN on it is resolved. Book 06, Chapter 18 sorts SQL-consuming applications by a four-class taxonomy instead (OIDC, SAML, application proxy and Entra Domain Services). Its Entra Domain Services class is the nearest counterpart to a Kerberos island: the last resort for an application that needs real LDAP and Kerberos, which keeps the AD dependency and carries a documented exception with a sunset date, until the application moves to a higher class or is retired.
NTLM is resolved in the same pass. Microsoft has deprecated every version of NTLM and recommends replacing NTLM calls with Negotiate, which tries Kerberos first.14 NTLMv1 is removed starting with Windows 11, version 24H2 and Windows Server 2025, and NTLMv2 still works on Windows Server 2025 but will be removed in a future release.15 NTLM authentication is opaque to Entra ID’s sign-in logs and to Conditional Access, so the program treats every remaining NTLM flow as an item to remove, not to accept (Book 06, Chapter 15).
What distance does and doesn’t break
Kerberos is often blamed for failures that distance causes elsewhere, so the program states the protocol facts precisely. By default a user’s ticket-granting ticket lasts 10 hours and can be renewed for 7 days,1617 and a service ticket lasts 600 minutes.18 The well-known five-minute figure is the clock-skew tolerance between client, server and KDC, not a latency budget.19 What distance does hurt are the operations that need a domain controller: initial ticket acquisition at logon, Group Policy and SYSVOL retrieval (Chapter 05), password changes and hybrid-join registration.6 Moving devices to Entra join removes most of those calls. Access to remaining Kerberos resources from Entra-joined devices still needs a domain controller: Microsoft Entra Kerberos can issue a partial ticket-granting ticket at sign-in, but the device must exchange it with an on-premises domain controller for a full one, which needs line of sight.20
[bookmark: _Toc00000966]Devices, attributes and certificates
Devices carry organizational attributes, typically the device extension attributes 1 to 15 set through Microsoft Graph, or rules on properties such as the enrollment profile name.21 Those attributes drive device dynamic groups, Intune compliance scoping and Conditional Access device-state targeting. A device whose attributes disagree with its owner’s is value drift.
When domain-joined PCs go, AD CS-anchored smart-card logon goes with them. Microsoft Entra certificate-based authentication replaces it: users can sign in to Windows with a smart card directly against Entra ID on Entra-joined and hybrid-joined devices, with no special client configuration, provided they use managed authentication rather than federation.22 It still needs a reader, a valid user certificate and a configured username binding (Chapter 08; Book 07, Chapter 06). Single sign-on from Entra-joined devices to on-premises resources keeps working, but it needs line of sight to on-premises domain controllers and a sync service that carries the user’s on-premises attributes, so those resources still depend on AD until they retire.23
[bookmark: _Toc00000967]Lifecycle after the move
· Joiner. The device ships from the OEM, the user signs in with Entra ID, compliance enrollment and Conditional Access apply, and apps install from Intune. Silent BitLocker encryption backs the recovery key up to Entra ID automatically on Entra-joined devices.24
· Mover. Attribute changes recompute device groups and Intune reapplies policy.
· Leaver. The device is retired or wiped in Intune first, after its BitLocker recovery key and local administrator credentials are backed up, because retiring or deleting the Intune object suspends BitLocker on the OS volume.25 Its Entra device object is deleted last; that deletion is nonrecoverable and removes the device’s BitLocker keys.26 A device that is reused is reset for its next user instead. Book 05, Chapter 06 sets out who owns each step.
There are no OU moves, domain unjoins, GPO re-links or AD cleanup. Device lifecycle becomes policy, not infrastructure.
[bookmark: _Toc00000968]Validation
Compute migration passes when:
· every user PC is Entra joined, and every server is Arc-connected or exempt with a retirement date;
· every device has valid attributes, and Intune and Azure Policy assignments target attribute-scoped groups or tags;
· every SPN in the legacy map is migrated, retired or islanded with an end-of-life date, and no NTLM flow remains outside a dated exception.
When every device, application, DNS zone, DHCP scope, SPN and GPO has moved, AD DS has no active consumers. The retirement itself is mechanical (Chapter 12); the hard part is Chapters 04 to 07.
[bookmark: _Toc00000969]Key takeaways
1. User PCs end Entra joined; reaching that from hybrid join requires a reset or reimage, best timed to a refresh.
1. Servers are Arc-connected for governance; their operating-system logon and domain membership are separate decisions.
1. No server leaves the domain until every SPN on it is migrated, retired or islanded, and NTLM is removed in the same pass.
1. Compute stays with its data until the application’s round trips have been reduced.
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[bookmark: _Toc00000971]Chapter 08 — The Access Plane
When Active Directory retires, being inside the network stops meaning anything; every access decision has to be made again, per request, from who is asking, from what device and with what proof.
[bookmark: _Toc00000972]In this chapter
The four surfaces of the access plane that replaces the AD network perimeter: Zero Trust as the model, Conditional Access as the decision, SASE as the edge, and phishing-resistant MFA with certificate-based authentication as the proof. Why the move from session-based to token-based identity is the heart of it, how smart-card sign-in is re-anchored in Entra ID before AD DS retires, how privileged access works without standing rights, what continuous access evaluation can and can’t revoke, and how the same token pattern reaches the mainframe. Book 04 owns the policy library and the privilege model in depth; this chapter is the arc-level view.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00000973]The access claim
Retiring Active Directory removes the network perimeter as an authorization boundary. Its replacement is an identity-bound access plane with four coordinated surfaces: Zero Trust (the architectural model), Conditional Access (policy enforcement, Chapter 05), SASE (edge delivery), and phishing-resistant MFA with certificate-based authentication (proof of identity). Every access decision becomes a per-request evaluation of identity, device and signal, made at the cloud edge, logged, and visible to the drift engine.
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The identity-bound access plane: four coordinated surfaces feed one per-request decision that replaces the AD-era perimeter.
Federal policy states the same move in plain terms. OMB M-22-09 says that users should log into applications rather than networks, that every application should be treated as internet-accessible from a security perspective, and that MFA belongs at the application layer rather than in network authentication such as a VPN.1 Book 04, Chapter 01 develops the consequence: once network location stops deciding access, the policy engine does, and the policy library becomes the agency’s access control in practice.
[bookmark: _Toc00000974]The model — Zero Trust
Zero Trust is a set of architectural principles, not a product. NIST SP 800-207 defines it through basic tenets, including that all communication is secured regardless of network location and that access to each enterprise resource is granted per session, with least privilege, by dynamic policy that weighs the client’s identity, the requesting asset’s state and other attributes.2 Microsoft condenses the same idea into three principles:3
1. Verify explicitly. Identity, device posture, risk and session state are evaluated per request; being inside the network confers no trust.
1. Use least-privilege access. Access is time-bound and scoped to resource and purpose, with no standing privilege.
1. Assume breach. Treat every session as potentially compromised; continuous access evaluation can revoke it mid-flight, and emergency access exclusions stay minimal and audited.
No single control is Zero Trust. The pattern is Conditional Access, Intune compliance, privileged identity management and certificate-based authentication working together. Three AD-era patterns retire with it:
· Network segment as authority. IP allowlists stop being authoritative; policy is per identity, device and session. CISA’s Zero Trust Maturity Model places perimeter macro-segmentation and bulk-traffic VPN tunnels at its lowest, Traditional stage of the Networks pillar.4
· Pass-through AD Kerberos. Modernized services accept short-lived cloud tokens instead of domain-controller tickets. Services on a documented Kerberos island keep Kerberos until they retire. Microsoft’s bridges for those islands are Entra Application Proxy or Entra Private Access with Kerberos constrained delegation, where the user authenticates to Entra ID and a connector obtains the Kerberos ticket on the user’s behalf, and cloud Kerberos trust for passwordless sign-in to on-premises resources.5
· Persistent administrative rights. Domain Admins, local administrator groups and never-expiring service accounts move to just-in-time elevation, group managed service accounts on remaining Kerberos islands,6 or workload identity federation for workloads that would otherwise hold a secret.7
[bookmark: _Toc00000975]From sessions to tokens
Active Directory Kerberos assumes clients and servers sit in the same building. Tokens assume they are strangers on the internet. A token is a signed assertion: this user is who they claim to be, this device is compliant, this request is authorized, issued now, signed here. The resource doesn’t have to trust the network or call back to a domain controller; it verifies the signature. Entra ID, Conditional Access and device compliance are the token-based equivalents of what AD used to do, and Book 02, Chapter 03 sets the two models side by side.
Three federal anchors push in this direction:
· OMB M-22-09 requires phishing-resistant MFA for agency staff, contractors and partners, and requires agency systems to stop supporting, for routine self-service access by those users, methods that fail to resist phishing, including SMS or voice codes, one-time codes and push notifications.1
· CISA BOD 25-01 makes the policies CISA lists as mandatory in its SCuBA baselines binding on federal civilian agencies.8 The mandatory list for Microsoft Entra ID includes MS.AAD.1.1v1, “Legacy authentication SHALL be blocked,” and MS.AAD.3.1v1, phishing-resistant MFA for all users.9
· CISA’s Zero Trust Maturity Model describes the Identity pillar’s Advanced stage as beginning to authenticate all identity with phishing-resistant MFA, including passwordless MFA through FIDO2 or PIV, and the Optimal stage as validating identity continuously with phishing-resistant MFA, not only when access is first granted.4 The model names FIDO2 and PIV as examples; it doesn’t make certificate-based authentication the required primary method, and CISA says the model is a guide, not a strict set of requirements.4
NTLM is the protocol with the weakest story here. It can’t carry a device signal or an authentication strength, so Conditional Access can’t evaluate it. It isn’t invisible, though: domain controllers log NTLM logons, and Microsoft documents NTLM auditing as the way to find what still uses it.10 Microsoft deprecated all versions of NTLM in June 2024 and removed NTLMv1 starting with Windows 11, version 24H2 and Windows Server 2025; NTLMv2 still works and is slated for removal in a future release.11 The program treats every NTLM dependency as a finding with an owner and a date. Book 06, Chapter 14 works through the patterns that generate it on the data platform.
Tokens only work if the identity model behind them is right. If what a user is allowed to do is still encoded in OU trees with no authoritative HR-derived source, tokens won’t fix it; they will sign broken authorizations very efficiently. A token has to assert an authorization that is true, not merely well-formed. That is why the access plane depends on the identity work in Chapter 04 and on the HR source of authority in Book 03.
[bookmark: _Toc00000976]SASE — the edge delivery surface
Secure Access Service Edge (SASE) is the cloud-delivered security surface that replaces the on-premises firewall, VPN, proxy and CASB stack. CISA defines SASE as a framework that combines networking tools such as SD-WAN, routing and bandwidth optimization with security tools such as a secure web gateway, a cloud access security broker, zero trust network access and a next-generation firewall, so that a distributed workforce can reach internal and external resources securely.12 SD-WAN alone chooses paths by application; it doesn’t decide access by user identity or device posture. That is what the security half of SASE adds. Microsoft’s own security service edge is Global Secure Access, made up of Entra Internet Access and Entra Private Access; Private Access gives per-app access to private resources without a VPN.1314 Global Secure Access is available in GCC but not yet in GCC High or the DoD cloud.15 The program doesn’t pick a vendor; it governs the integration contract.
	Component
	Function
	Integration

	Zero Trust Network Access
	Per-application access; replaces VPN
	Attribute-scoped application groups; Conditional Access enforces compliance and MFA16

	Secure Web Gateway
	Outbound web filtering and DLP
	Attribute-scoped user groups;17 logs to the SIEM

	Cloud Access Security Broker
	Inline enforcement for sanctioned cloud apps
	Reads the cloud app catalog; attribute-scoped policies

	Firewall as a Service
	Distributed firewall plane
	Policy targeted by projected tags

	Data Loss Prevention
	Content-aware filtering
	Attribute-scoped sensitive-data groups


Whatever the vendor, the contract is the same:
1. Federation. Users authenticate through Entra ID; there is no local SASE user database.
1. Group targeting. Policies reference attribute-scoped dynamic groups.
1. Device posture. The Intune compliance signal is a policy input.
1. Logging. Access logs go to the SIEM, and the drift engine correlates them with Entra sign-in logs. Agencies adopting TIC 3.0 use cases also have to work out with CISA what telemetry they share, because traffic that no longer passes the old TIC sensors still has to be visible to CISA.12
1. Provenance. Policy changes flow through the repository, never through direct portal edits.
Transport, branch control and the TIC 3.0 posture behind this edge are Book 09’s subject; its Chapter 05 covers SD-WAN, SASE and governed transport, and Chapter 03 what TIC 3.0 requires.
[bookmark: _Toc00000977]Phishing-resistant MFA
Phishing-resistant methods are the target for every user. M-22-09 requires them for agency staff, contractors and partners and requires agencies to offer them to the public.1 Privileged users and high-risk resources move first, because that is where a phished credential costs the most.
	Method
	Phishing-resistant
	Typical use

	FIDO2 security keys
	Yes
	Tier-0 administrators, high-privilege users

	Windows Hello for Business (and Platform SSO on macOS)1819
	Yes
	Default daily sign-in on user PCs

	Certificate-based authentication (PIV/CAC), configured as multifactor19
	Yes
	Smart-card holders

	Passkey in Authenticator (device-bound)20
	Yes
	Mobile and cross-device sign-in

	Authenticator push (number matching always on)21
	No; resists push fatigue, not phishing
	Transition and secondary method

	SMS / voice
	No
	Not permitted


Two details in that table matter more than they look. Passkeys in Authenticator are device-bound and never leave the device that created them; synced passkeys also exist, but they can’t be attested, so the program uses device-bound passkeys where it needs attestation.20 And a smart card is only phishing-resistant MFA if the tenant’s CBA binding policy treats it as multifactor: the default protection level for certificates is single-factor, and Microsoft’s deployment guidance says to configure the smart card policy OID and affinity binding so that users truly complete multifactor authentication.2219
The program’s Conditional Access design (Chapter 05; the policy library itself lives in Book 04, Chapter 07) requires FIDO2 or CBA for Tier-0 administrators and privileged roles, and requires phishing-resistant authentication for everyone else as the end state. On the way there it uses an authentication strength that excludes SMS and voice. The built-in “Multifactor authentication” strength still accepts SMS and voice as a second factor; the built-in “Phishing-resistant MFA” strength accepts only Windows Hello for Business or a platform credential, passkeys (FIDO2), and CBA configured as multifactor.23 CISA’s Entra ID baseline says SMS, voice call and email one-time passcode methods shall be disabled.24 Emergency access accounts are the deliberate exception: they use phishing-resistant credentials of their own but are excluded from blocking policies, so they work when everything else fails (Book 04, Chapter 04). Where smart cards exist, CBA is the user default: card plus PIN reaches the same phishing-resistant session as Windows Hello for Business.25 Which methods roll out in what order is Book 02, Chapter 10’s subject.
[bookmark: _Toc00000978]Cloud certificate-based authentication — the AD CS retirement path
Smart-card logon has historically been anchored in AD CS and AD DS. When AD DS retires, that validation path goes with it unless the chain is re-anchored in Entra ID.
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Re-anchoring smart-card sign-in: the card and PIN stay; validation moves from the domain controller to Entra ID; issuance is a separate decision.
Entra CBA accepts X.509 certificates from CAs in the tenant’s PKI-based trust store, which holds root and issuing CA certificates and their revocation-list locations. Every CA up to the root must be uploaded, or CBA fails.26 Each CA gets one CRL distribution point, which must be an internet-facing HTTP or HTTPS URL; OCSP and LDAP URLs aren’t supported, and if no CRL URL is set, a revoked certificate still authenticates.2627 At sign-in, Entra ID validates the chain, binds the certificate to a user through username-binding rules, issues a token, and evaluates Conditional Access. Microsoft classes bindings on the SAN principal name, RFC 822 name, subject, or issuer and subject as low affinity, and bindings on the subject key identifier, SHA-1 public key, or issuer and serial number as high affinity, and tells administrators to use high-affinity bindings exclusively for the highest assurance.2822 The user still inserts a card and enters a PIN; only the end of the validation chain moves.
The retirement sequence:
1. Add root and issuing CA certificates, with revocation-list locations, to the PKI-based trust store.
1. Configure username bindings, and the authentication binding that makes smart-card certificates multifactor.
1. Enable CBA as an authentication method.
1. Require CBA for designated attribute-scoped groups through Conditional Access.
1. Validate smart-card sign-ins in the sign-in logs.
1. Retire the AD smart-card logon GPO (Chapter 05).
Issuance is a separate decision. An AD CS enterprise CA is integrated with AD DS and uses it to approve requests; only stand-alone CAs work without it.29 So issuance must move before AD retires. For PIV and CAC, the agency’s PIV issuer under the Federal PKI usually already fills this role. Microsoft Cloud PKI is a managed cloud CA, but it issues only to Intune-enrolled devices through SCEP profiles, so it covers device certificates such as Wi-Fi and VPN, not smart cards, domain controllers or servers.30 Everything else needs a stand-alone, third-party or federal shared-service CA. The program keeps issuance and the Entra trust store pointed at the same CAs. Book 07 carries the depth: Chapter 04 on the target PKI, Chapter 06 on Entra CBA, and Chapter 07 on what stays on AD CS until Active Directory retires.
[bookmark: _Toc00000979]Privileged access management
Privileged access in the target has two mechanisms and two special populations, and the program uses each where it fits:
· No standing privilege in Entra ID and Azure. Every human administrative assignment is held as eligible in Privileged Identity Management, which provides just-in-time, time-bound, approval-based activation with MFA and a recorded justification.31 The only standing active assignments are the emergency access accounts and service principals that can’t perform an activation. Book 04, Chapter 08 is the build, including the step that has to come first so approval settings can’t lock the agency out of its own tenant.
· A vault for what can’t be made just-in-time. Standing credentials that PIM can’t govern, such as on-premises Tier-0 accounts during coexistence, appliance and hypervisor administrators and non-federated systems, go through a PAM vault, whichever vendor supplies it, with check-out, session recording and rotation on release. Session recording (video, keystrokes, command lines) is a third-party PAM capability, not part of Entra PIM, and goes to the SIEM.
· Emergency access accounts follow Book 04, Chapter 04: two cloud-only accounts with permanent Global Administrator, phishing-resistant credentials stored securely, excluded from blocking Conditional Access policies, alerted on every use, and validated at least every 90 days.
· Elevated service accounts use managed identities and workload identity federation where possible, gMSAs on remaining Kerberos islands, and vaulted accounts only as a last resort.
Two drift types apply here: a standing privileged assignment that isn’t one of the documented exceptions is privilege drift; a vaulted credential whose owner or system no longer exists is orphan drift. Both become tracked items.
[bookmark: _Toc00000980]Continuous access evaluation
A Zero Trust session is not “good for twelve hours.” With continuous access evaluation (CAE), Entra ID and participating services revoke a live session in near real time, with up to 15 minutes of propagation delay, when:32
· the user’s account is disabled or deleted, the password is changed or reset, MFA is enabled for the user, or an administrator revokes the user’s refresh tokens;
· user risk rises to high, as detected by Entra ID Protection;33
· the network location moves outside an allowed IP range, which is enforced immediately for IP-based named locations.
CAE works only with CAE-capable services and clients: the initial implementation covers Exchange Online, SharePoint Online and Teams, and Microsoft Graph can also synchronize location policies.3234 Global Secure Access extends the same idea to the traffic it carries: Universal CAE revalidates network access through its tunnels in near real time when Entra ID signals a change such as a disabled account, a password reset or high user risk, without the application itself having to be CAE-capable.35 It reacts to the critical events above and to IP-location changes, not to every Conditional Access condition. Three limits shape policy design. First, clients in CAE sessions get long-lived access tokens of up to 28 hours, so a condition CAE doesn’t watch, such as a device falling out of compliance, can take effect only at the next token refresh, potentially many hours later. Second, Conditional Access policy and group membership changes can take up to a day to reach the resource providers; to apply them immediately, revoke the user’s sessions. Third, CAE doesn’t support guest accounts.32 Strict location enforcement, which removes CAE’s tolerance for IP addresses that differ between Entra ID and the resource, is in public preview,32 and Microsoft warns that with Global Secure Access it can block users who are in a trusted range for non-Microsoft resources.15 Book 04, Chapter 03 explains where CAE sits in the Conditional Access model.
[bookmark: _Toc00000981]Mainframe access: tokens at the boundary
Many agencies still run core transactions on z/OS, so the access plane has to reach the mainframe too. The same move from sessions to tokens applies one layer further back.
Mainframe access is natively governed by RACF through the System Authorization Facility. Interactive access is typically session-bound, through 3270 terminal emulation or z/OS’s own Kerberos implementation, and CICS and IMS transactions run in a region that expects a resolved RACF identity for the whole unit of work. None of that is token-based in the OAuth or OpenID Connect sense.
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Token-based access at the mainframe boundary: the gateway validates the Entra token and maps it to a RACF identity; the transaction engine inside is unchanged.
The established pattern puts an API gateway or IBM z/OS Connect in front of CICS, IMS or batch assets, exposes them as REST services, and terminates a token issued by the enterprise identity provider. z/OS Connect validates a third-party token and can map the identity in it to a user ID in its registry.36 Where the identity isn’t a RACF user ID, a RACF distributed identity filter, defined with the RACMAP command, maps it to one; IBM documents the same mapping for JSON Web Tokens accepted by a CICS Liberty JVM server.37 Where a back end needs a RACF credential, a PassTicket replaces a stored password: a one-time password generated for a specific RACF user ID and application from a shared secret key, usable once and within ten minutes of generation.38 z/OS identity propagation carries the end user’s distributed identity into the RACF security context, so RACF audit records show both the RACF user ID and the original identity. That keeps transactions accountable to the real user rather than a shared technical ID.39
What doesn’t change is the inside. The transaction engine still runs under a RACF user ID; token-based access is a translation at the boundary, not a replacement for the mainframe’s security model. Pseudo-conversational transactions, which hold state across several screen interactions, are the hard case: converting them to stateless, per-request calls is a refactoring job. That is the same round-trip reduction work that moving an application away from its data already demands, so the program treats mainframe token access as part of the gateway and interface-consolidation work, not a separate initiative. Sequence it by transaction type. Discrete, read-mostly transactions come first; multi-step pseudo-conversational ones are refactored toward statelessness first. Validate PassTicket and identity-propagation configuration against the actual z/OS estate, including CICS and IMS versions, RACF class configuration and the gateway’s posture, before committing to a timeline.
[bookmark: _Toc00000982]Federal anchors for the access plane
Appendix A holds the book’s full requirements mapping. For this chapter the anchors are:
	Access-plane element
	Requirement or reference
	What it says

	Users log into applications, not networks; ZTNA instead of VPN
	OMB M-22-091; NIST SP 800-207 §2.12
	Treat applications as internet-accessible; MFA at the application layer; no trust from network location

	Phishing-resistant MFA, PIV through CBA
	OMB M-22-091; CISA ZTMM v2.0 Identity pillar4
	Required for staff, contractors and partners; Advanced stage uses FIDO2 or PIV

	Block legacy authentication; phishing-resistant MFA for all users
	BOD 25-01 and SCuBA MS.AAD.1.1v1, MS.AAD.3.1v189
	Mandatory Entra ID policies

	SASE as the edge
	CISA SASE guidance for TIC 3.012
	SASE components and CISA telemetry sharing

	Device compliance as an access input
	OMB M-22-091
	Consider at least one device-level signal alongside identity


[bookmark: _Toc00000983]The access plane in one flow
1. Boot. Intune compliance checks pass and the disk unlocks with an escrowed key.
1. Sign-in. Smart card and PIN; CBA validates the chain; a CAE-capable token is issued.
1. Conditional Access. Compliant device, phishing-resistant MFA, expected location and low risk: allowed.
1. Apps. Single sign-on covers later authentications; CAE can revoke the session if risk rises.
1. Internal apps. ZTNA accepts the cloud token, checks compliance, MFA and attribute scope, proxies the connection and logs it. No VPN.
1. Mainframe transactions. The gateway validates the same token and maps it to a RACF identity; RACF audits against the real user.
1. Privileged change. Just-in-time elevation re-challenges MFA, grants a time-boxed window, records the activation and, for vaulted systems, the session, and emits the event.
1. End of day. Tokens expire or refresh at the next sign-in, and the cycle restarts.
Each step is attribute-scoped and logged. Any failure becomes a tracked item.
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Access-plane migration passes when:
· every user’s primary method is FIDO2, a passkey, Windows Hello for Business or CBA configured as multifactor, with no SMS or voice in any role;
· every smart-card user signs in through Entra CBA, not AD-anchored smart-card logon, and every CA in the trust store has a reachable CRL;
· user-facing policies target attribute-scoped dynamic groups;
· at least ZTNA, a secure web gateway and a CASB are in place and federated with Entra ID;40
· every human Entra and Azure administrative assignment is eligible in PIM, every standing credential outside PIM goes through the PAM vault with session recording, and emergency access use is audited on a schedule;
· CAE is enabled for supported applications, with strict location enforcement only where the network’s egress addresses are stable and known;
· legacy authentication is blocked and every remaining NTLM dependency has an owner and an end date;
· the VPN remains only for named legacy applications with an end-of-life date.
[bookmark: _Toc00000985]Key takeaways
1. Access decisions move from network location to identity, device and risk, enforced by Conditional Access.
1. Phishing-resistant MFA (FIDO2, Windows Hello for Business, passkeys, PIV/CAC through CBA configured as multifactor) is the target for all users.
1. Certificate issuance needs a successor before AD retires, because an enterprise CA depends on AD DS, and Cloud PKI covers Intune-managed devices only.
1. The token pattern reaches the mainframe at the gateway: validate the token, map it to RACF, and leave the transaction engine alone.
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[bookmark: _Toc00000987]Chapter 09 — Who Leads the Transformation
Microsoft supplies excellent instruments, but nobody hands an agency the orchestra or the conductor; leading the transformation means naming who decides, who does the work and who signs for the risk, before the first change reaches production.
[bookmark: _Toc00000988]In this chapter
Why retiring Active Directory is a governance transformation that has to be led, not a platform swap that can be delegated. Who leads, decides and does the work across the whole program: the sponsor and CIO, the CISO and authorizing official, the program office, the platform teams, application owners, the help desk, HR and records. A program-level decision matrix, a map of where each book in the workbook assigns ownership for its own domain, and the questions a sponsor should ask before and during the program.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state — this chapter is the leadership view of the whole chain.
[bookmark: _Toc00000989]The framing that matters
Microsoft provides the instruments. The program provides the orchestra.
Cloud identity, device management, hybrid server management, Conditional Access, private DNS resolution, privileged identity management and baseline assessment tools are each excellent. None of them tells an organization how to govern the move from the Active Directory-centric client/server era to the hybrid-cloud, Zero Trust era. That is the gap the program fills, and it is a leadership gap before it is a technical one.
Microsoft’s own guidance now points hybrid customers toward a cloud-first, AD-minimized identity model, moving the source of authority for users and groups from AD to Entra ID in phases rather than in one cutover.1 AD DS itself remains supported and still gets new capabilities: Windows Server 2025 added a new forest and domain functional level, a 32k database page option and security changes such as LDAP signing by default for new deployments.2 So there is no vendor deadline that forces the decision. The replacements are individually strong, but replacing them together needs something no platform vendor supplies: a way to decide the target, get there, prove it was done right, and keep it right. Without one, organizations migrate in pieces, lose governance continuity, and finish with a modernized surface that can’t answer last year’s audit questions.
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Microsoft provides the instruments; the program provides the orchestra.
[bookmark: _Toc00000990]What the program is — and is not
The program is an orchestration, governance and evidence layer above Microsoft and third-party modernization tools:
· A platform host that holds the canonical repository, terminates client certificates behind a reverse proxy, bridges legacy and modern authentication, and runs the transformation engine and its adapters (Chapter 03).
· A canonical repository of policies, plans and evidence, stored as versioned, signed files.
· A transformation engine (PowerShell, Python and API integrators) that reads the estate, produces deterministic plans and delivers them (Chapters 10 and 11).
· A target surface of identity, policy, network services, compute and access, one chapter each (Chapters 04–08).
· An illustrative program roadmap with six gates (G0–G5), five workstreams and mechanically evaluable exit criteria (Chapter 12).
It is not a replacement for the native tools; it orchestrates them. It is not a product: it is a reference architecture to be built, and while the program needs no license of its own, the services it orchestrates do. Conditional Access requires Microsoft Entra ID P1, Privileged Identity Management requires P2 or Entra ID Governance, and Lifecycle Workflows and access reviews for member users require Entra ID Governance.3 It is not a shortcut: running without it tends to produce the failure modes Chapter 12 lists, half-finished identity, permanent hybrid join and evidence-less migration among them.
[bookmark: _Toc00000991]The instruments, revisited
	Instrument
	What it does
	What it does not decide

	Cloud identity
	Cloud identity directory
	What your organizational structure should become

	Device management
	Device enrollment and policy
	Which Group Policy Objects map to which profiles

	Hybrid management
	Hybrid server management
	Which servers retire versus move under Azure Arc

	Conditional Access
	Access-policy enforcement
	Which users need which policies

	Just-in-time privilege
	Time-bound, approval-based role activation4
	Which roles, if any, stay standing

	Baseline assessment tools
	Baseline assessment
	What to do with the findings

	Private resolver
	Hybrid DNS resolution through conditional forwarding; it isn’t an authoritative name server5
	Which zones are authoritative where

	Certificate-based authentication
	Certificate-based authentication
	Who gets certificates versus FIDO2


The middle column is operationally mature. The right-hand column is what the program governs, and every entry in it is a decision someone has to own. The rest of this chapter names who.
[bookmark: _Toc00000992]Who leads, decides and does the work
Federal policy already says that modernization of this kind belongs to more than the IT shop. OMB M-22-09 says agency CFOs, chief acquisition officers, senior agency officials for privacy and other leaders should work with IT and security leadership to deploy and sustain zero trust capabilities, that it is critical the whole “C-suite” be aligned and committed to overhauling the agency’s security architecture, and it required each agency to designate a zero trust strategy implementation lead within 30 days.6 OMB M-19-17 requires an integrated, agency-wide ICAM office, team or other governance structure that includes the offices of the CIO, CFO, Human Resources, General Counsel, CISO, the Senior Agency Official for Privacy, the Chief Acquisition Officer and physical security.7 NIST’s Risk Management Framework defines who carries accountability for a system’s risk.8 None of them says who decides when a forest retires, or who signs off on the last legacy-authentication exception. That is the program’s recommended model, set out below as design.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b01-transformation-arc/png/ch09-who-leads.png]
Who leads, decides and does the work across the program.
The executive sponsor and the CIO
The sponsor owns scope, funding and sequence, breaks ties between teams, and decides when Active Directory components retire. Those are system-ownership decisions that end a fallback the rest of the program relies on. Under the RMF, the CIO designates the senior agency information security officer, maintains security policy, oversees personnel with significant security responsibilities and reports to the head of the agency on the security program’s effectiveness.8 In most agencies the CIO’s organization also holds the system owner role for the identity platform, the official responsible for a system’s procurement, development, integration, modification, operation, maintenance and disposal.8 In the Chapter 12 roadmap the sponsor shares gate G3 (rollout complete) with the steering committee and gate G5 (AD retired) with the CIO. The sponsor’s job is to keep the program a program: five workstreams running in parallel, not five projects that finish one at a time.
The CISO and the authorizing official
The CISO, acting as the senior agency information security officer, carries out the CIO’s security responsibilities and is the CIO’s primary liaison to authorizing officials, system owners and system security officers.8 In the program’s model the CISO decides the control requirements every target surface must meet: phishing-resistant authentication, the Conditional Access baseline, the privileged-access model and logging. Logging requirements now come from OMB M-26-14, which rescinded M-21-31 on May 22, 2026 and replaced its fixed baselines with a risk-based, prioritized approach and a logging maturity model.9
The authorizing official is the only organizational official who can accept security and privacy risk on the organization’s behalf, and approves plans of action and milestones.8 Every place the program proposes to carry risk instead of removing it reaches the authorizing official: a deferred legacy-authentication cutoff, a Kerberos island with no retirement date, a deviation from a mandatory baseline. CISA’s BOD 25-01 says this outright for cloud baselines: authorizing officials may accept risk for deviations from the mandatory SCuBA policies, under agency policy, and agencies must explain those deviations when they report.10
The program’s posture for automated change is gated actuation: the governance layer detects drift and generates the corrective action, and a human approves it before it runs, with a dry run before production. High-blast-radius operations, such as tenant-wide role changes or network policy that touches thousands of endpoints, stay gated permanently. That is a program design choice, chosen because it is a posture an authorizing official can sign. It isn’t a federal mandate: neither M-22-09 nor CISA’s Zero Trust Maturity Model requires a particular maturity stage, and CISA describes the model as a general guide rather than a strict set of requirements.11
The program office and the steward
The program office runs the orchestra. It holds the authoritative repository, turns assessments into authorized plans, evaluates every gate criterion from the repository and drift reports, and reports the drift trend to the steering committee. The steward is the program office’s accountable lead: in Chapter 12 the steward clears gates G0, G1 and G4 and co-signs G2, and the pull request that merges a gate decision records who made it. Many agencies will give this role to the zero trust implementation lead M-22-09 required them to designate.6 The program office doesn’t decide risk or scope. It makes sure the people who do decide have the evidence in front of them, and that nothing reaches production without a plan.
The platform teams
Five workstreams do the work (Chapter 12): identity, policy, services, compute and access, each with a named lead. Behind them stand the teams that own each technology after the migration: identity engineering, endpoint engineering, server infrastructure, network engineering, the DNS and DDI team, PKI and CA administrators, the data platform team, and the AD administrators who run the source estate until it retires. Each team designs and does the work inside its domain under the CISO’s requirements, and each book in this workbook assigns those teams their decisions in detail (see the table below).
Application owners
Application owners decide for their own applications. Only they know which service accounts, Kerberos dependencies, LDAP binds and hard-coded groups an application needs, and only they can accept a test result or a cutover window. No application moves without its owner’s sign-off, and an application that can’t move needs its owner to fund the change or carry a dated exception to the authorizing official. Microsoft’s own cloud-first guidance starts with an application inventory for the same reason: users can’t move off AD while the applications they use still depend on it.1
The help desk
The help desk supports users through every wave and becomes a high-value target while it does. CISA’s advisory on the Scattered Spider group describes attackers phoning IT help desks to get passwords reset and MFA tokens transferred, and recommends phishing-resistant MFA as the defense.12 The program scopes help desk roles narrowly, makes the identity-verification procedure for resets and Temporary Access Passes a CISO decision rather than a help desk one, and treats ticket volume and method-registration rates as go/no-go inputs for each wave.
HR and the contractor sources
HR supplies the facts the directory can’t verify on its own: who is a worker, what kind, where they sit and who they report to. In an AD estate those facts were typed in by administrators. In the target they arrive from the HR system of record and drive account creation, changes and removal, and contractors need an authoritative source of their own because HR usually doesn’t hold them. HR decides what the authoritative attributes mean; identity engineering decides how they flow. Book 03 carries this in full.
Records management and privacy
Retiring AD and its servers retires the systems that hold years of access records, and those records have retention rules of their own. NARA’s General Records Schedule 3.2 covers system access records, including user profiles, log-in files and audit trail files, and keeps records for systems that require special accountability for access for six years after the password is altered or the account is terminated, unless business use requires longer.13 Federal regulation requires each agency to assign records management responsibility to a person and office with the authority to carry it out, and to build records requirements into the design of electronic systems.14 The program therefore consults the agency records officer before it decommissions any domain controller, AD FS farm, sync server or SIEM connector, and the privacy office before any new attribute flow carries personal data. Both are named in M-19-17’s ICAM governance structure, as the Senior Agency Official for Privacy and General Counsel.7 Book 00, Chapter 10 sets out the decommissioning checklist, including the rule that records whose retention outlives a system are migrated before the system is retired, and that backups aren’t the archive.15
[bookmark: _Toc00000993]Decision rights across the program
The matrix is the program’s recommended model at the level of the whole program. Each book’s Who chapter refines it for its domain; where they go deeper, they govern. Adapt it to the agency’s governance structure, but keep one decider per row; the deliberate exceptions are gate G2, which the steward and the executive sponsor co-sign (Chapter 12), and a change to the target architecture or the rules for authoritative origin, which needs the sponsor’s concurrence (Book 00, Chapter 07).
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most.

	Decision or work item
	Sponsor / CIO
	CISO
	AO
	Program office
	Platform teams
	App owners
	Help desk
	HR
	Records / privacy

	Program scope, funding and sequence
	D
	C
	C
	R
	C
	C
	
	C
	

	Target architecture and the authoritative repository (a change to either needs the sponsor’s concurrence)
	D
	C
	
	D, R
	R
	C
	
	
	

	Control requirements (MFA strength, Conditional Access baseline, logging)
	
	D
	C
	C
	R
	
	
	
	

	Gate decisions G0, G1, G4 (Chapter 12)
	C
	C
	
	D
	R
	C
	
	
	

	Gate decision G2 (co-signed)
	D
	C
	C
	D, R
	R
	C
	C
	
	

	Gate decisions G3, G5
	D
	C
	C
	R
	R
	C
	C
	
	

	Authorize systems and boundary changes; accept residual risk
	C
	C
	D
	R
	C
	
	
	
	

	Authoritative worker attributes and their meaning
	
	
	
	C
	R
	
	
	D
	C

	Application cutover and test sign-off, per application
	
	
	
	C
	R
	D
	C
	
	

	Help desk identity verification and recovery procedure
	
	D
	
	C
	C
	
	R
	
	C

	Legacy authentication and NTLM end dates
	C
	C
	D
	R
	R
	C
	C
	
	

	Retention of AD-era logs and records before decommission
	C
	C
	
	R
	R
	
	
	
	D

	Retire domain controllers, AD FS and AD-dependent services
	D
	C
	C
	R
	R
	C
	
	
	C

	Continuous monitoring evidence and drift findings
	
	D
	C
	R
	R
	
	
	
	



Two rows need comment. Legacy-authentication end dates sit with the authorizing official because keeping legacy authentication open is a risk acceptance, and BOD 25-01 makes blocking it a mandatory baseline.10 Retention before decommissioning sits with the records officer because once a domain controller is gone, its logs can’t be recovered for an audit or a legal hold.
[bookmark: _Toc00000994]Where each book assigns ownership
Every other book in the workbook has a Who chapter that applies this model to its own domain; the table lists Books 02 to 09, and Books 00 and 10 to 18 carry theirs in the same way. Read the one for the domain you are about to change.
	Book
	Who chapter
	What it settles

	Book 02 — Identity & Directory
	Chapter 06 — Who Owns the Migration
	The migration-wide model: RMF roles, the decide/do/consult rule, Entra roles per team, and which native tools the program consumes

	Book 03 — HR-Driven Identity
	Chapter 07 — Who Owns Workforce Identity
	Who owns, guards and uses the workforce data; the data architect; contractor sources

	Book 04 — Access & Privilege
	Chapter 06 — Who Decides Access
	Day-to-day access decisions after the migration: approvers don’t execute, risk tiers, emergency access

	Book 05 — Devices
	Chapter 06 — Who Owns the Endpoint
	Workstations in Intune and servers under Azure Arc; three role systems, one access model

	Book 06 — Data Platform
	Chapter 13 — Who Owns the Data Platform
	SQL Server’s move from Windows authentication to Entra ID; consolidation verdicts and closure

	Book 07 — PKI
	Chapter 05 — Who Owns the Certificate Estate
	CA hierarchy, trust anchors, CBA bindings and a renewal owner per certificate class

	Book 08 — DNS, DHCP and IPAM
	Chapter 09 — Who Owns DNS, DHCP and IPAM
	Zones, the resolver path, record change approval and the AD DNS departure

	Book 09 — Network
	Chapter 09 — Who Owns the Network and Its Transport
	Transport, branch control, TIC 3.0 posture, network access control, and an owner for each step of the decision sequence


The books agree on three habits. Deciding and doing are separate: the person whose role lets them make a change is rarely the person who should decide it. Every decision has exactly one decider. And every risk that the program carries rather than removes reaches the authorizing official in writing.
[bookmark: _Toc00000995]The governance properties that matter
1. The authoritative source is the operational truth. Attributes, dynamic groups, Conditional Access policies, device profiles and server tags are defined in the repository before they exist in the target. The target is a materialization, not the source.
1. Every change is a plan. Nothing reaches the target except through an authorized plan, so every change has provenance by construction.
1. Drift is detected, not reported. Divergence between source and reality becomes a tracked item at the next drift run, at least nightly by default for checks with no cadence of their own (Book 13, Chapter 06), before auditors find it.
1. Evidence is built in. Every plan produces an evidence packet, and authorization packages regenerate from the source instead of spreadsheets.
1. Governance and execution are separate. A component that could both decide and act could cover its tracks; these can’t.
[bookmark: _Toc00000996]How a sponsor evaluates the program
An executive sponsor should require a “yes” to each of these before the program starts:
· Is the authoritative source in version control, not a vendor portal or shared drive?
· Can every production change be traced to a signed commit?
· Is drift detection continuous, not quarterly?
· Does the target surface come from plan artifacts, so every change has a rollback?
· Is the platform host one hardened Tier-0 box?
· Does every row of the decision matrix have one named decider, and has the authorizing official agreed to the risk-acceptance rows?
Once the program is underway, the steering committee should ask monthly (thresholds are illustrative):
1. What is the drift trend? Rising drift is a leading indicator of failure.
1. What share of production changes had a signed plan? In steady state, anything short of all of them means ad-hoc changes have returned.
1. What share of workers have valid organizational attributes? Set a threshold, such as 95% during rollout, and treat a drop as a regression; Gate G3 and the identity verification need every record valid (Chapter 12).
1. How many Group Policy Objects are active? The number should fall every month from the Phase 2 pilot onward; a plateau above the default policies and any Kerberos island’s minimum set is a blocker.
1. How many devices have stayed hybrid-joined past the agreed limit (for example, 180 days)? Hybrid join is a waypoint, not the end state; a growing number means the program is stuck at Chapter 07.
1. How many risk acceptances are open, and how many are past their end date? Exceptions that never close are how a half-migration becomes permanent.
[bookmark: _Toc00000997]What to do next
None of this requires a vendor decision on day one. It requires an inventory, an owner and a date.
1. Name the owners. Fill in the decision matrix with names, starting with the sponsor, the authorizing official and the steward, and confirm who in the agency already holds the zero trust implementation lead and ICAM governance roles.
1. Treat the workbook as project guidance. Turn it into versioned artifacts: adapter interfaces, policy libraries, validation checks. The workbook is the narrative; the artifacts are the authority.
1. Stand up the platform host (Chapter 03). The assessment runs from it and commits to its repository, and everything else follows from it.
1. Run a read-only assessment (Chapter 10). In the program’s experience a first pass takes days to a few weeks, depending on forest size and access approvals, and its output feeds every later decision.
1. Set the dates. Put the gate dates from Chapter 12 on the sponsor’s calendar, and the end date of every exception on the authorizing official’s.
Microsoft has supplied the instruments for the new era. The program is the orchestra, this workbook is the score, and the people named in this chapter are the ones who have to play it. Retiring Active Directory is a governance transformation, and it should be led as one.
[bookmark: _Toc00000998]Key takeaways
1. The platform tools exist; what is missing is a governed way to sequence and evidence them, and named people to decide.
1. One decider per decision: the sponsor owns scope and retirement, the CISO owns requirements, the authorizing official owns risk, the program office owns the plan, and application owners own their applications.
1. Ask monthly: drift trend, share of changes with a signed plan, active GPOs, hybrid-joined age, open risk acceptances.
1. Start with the owners and a read-only assessment (Chapter 10).
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[bookmark: _Toc00001000]Chapter 10 — Analyzing the Estate
Nothing in the estate can be retired until someone has written down, read-only and with proof of how they looked, everything it was quietly doing.
[bookmark: _Toc00001001]In this chapter
The assessment discipline that starts every modernization: why it is read-only, how the access it needs is split into a default tier and a narrow, requested tier, and what provenance every run carries. Then the eleven ingestion streams, which with the NPS inventory cover the eleven dependency categories, what each captures and which later chapter consumes it; the analysis layer; the committed artifact set; and the transaction profile that has to exist before any application is separated from its data. The forest-level depth is in Book 02, Chapters 07 and 08.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00001002]The assessment discipline
You can’t modernize what you haven’t enumerated. Every modernization in the Federal Modernization Program begins with a read-only, least-privilege, provenance-bound analysis of the existing client/server estate. The output is a structured, versioned artifact set, eleven ingestion streams and an NPS inventory covering the eleven dependency categories, committed to the program’s authoritative repository and consumed by every later chapter.
No writes. No guesses. No “we’ll handle that later.”
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The assessment pipeline: a read-only account, a narrow requested tier, eleven streams, analysis, and one committed artifact set that is the planning step’s only input.
[bookmark: _Toc00001003]The assessment problem
Ask what is in a long-lived Active Directory forest and the honest answer is usually “more than anyone on the current team knows.” Twenty-five years of organic growth leave:
· Forests with trust relationships no one can fully map.
· OU trees with orphan branches created for long-dismissed projects.
· Group Policy Objects whose authors left a decade ago and whose effects are unknown.
· Service accounts with service principal names pointing at applications no one operates.
· Certificate templates whose permissions silently open privilege-escalation paths. An enterprise CA decides what to issue from information in AD DS and the template, so the template’s permissions decide who can obtain which certificate.1
· DNS zones with stale records that still resolve and still route.
· DHCP scopes whose reservations reference machines retired years ago.
A successful modernization starts with the complete, structured, current-state picture. Not a best-effort inventory, not a sample: the full record, good enough to attest to.
[bookmark: _Toc00001004]Three design principles
The assessment layer enforces three principles that distinguish it from a general-purpose Active Directory scan.
1. Read-only by policy
Every assessment operation is limited to read rights. No group membership is changed, no Group Policy Object is edited, no password is reset. The program enforces this at three levels: the account (it holds no write rights), the code (no write cmdlets are imported) and the audit trail (every call is logged with its operation class). Read-only isn’t an honor system.
Because the assessment changes nothing, it usually qualifies for a lighter change process than a write operation would. Whether it needs a change record is the agency’s configuration-management decision. It is not invisible, though: broad directory enumeration looks like reconnaissance to monitoring tools, so the security operations team is told the window, the account and the expected query pattern before the first run (Book 02, Chapter 07).
2. Least-privilege delegation in two tiers
The assessment needs forest-wide read, but never Domain Admin or Enterprise Admin. Least privilege for the assessment account is NIST SP 800-53 AC-6 applied to the assessment team itself.2
A basic read-only account sees more Group Policy, certificate-template and DNS data than is often assumed. In most domains a standard authenticated account can read the topology, the OU tree and Group Policy links, most Group Policy settings, users, groups, computers and their service principal names, the certificate templates and enrollment services in the configuration partition, and often the AD-integrated DNS zones, because those come from default grants to Authenticated Users and Pre–Windows 2000 Compatible Access.3 What it can’t see are server-side settings and secrets. The tiers are therefore defined by what has to be added, not by what is withheld:
· Tier A, default read. A dedicated account with no added rights: a standard user for interactive runs, and for scheduled runs the group managed service account described in Book 02, Chapter 08, before any delegation is added. It reads everything the defaults expose, and a pre-flight records what this forest actually lets it read, since hardened OUs and trimmed groups change the result.
· Tier B, narrow additions. Read-only rights or administrator-run exports for the gaps Tier A recorded: membership of the DHCP Users group on each DHCP server, which is limited to read-only access to the server;4 DNS server settings such as aging, scavenging and forwarders; the CA’s issued-certificate database; replication health and domain controller event logs. Rights that expose secrets (replicating secret domain data, reading confidential attributes) are never requested.
The tier is a governance decision. A common pattern is Tier B for the initial full assessment and Tier A for the continuous re-assessment cadence. Book 02, Chapter 07 sets out the default read boundary and the delegation request; Chapter 08 the privileged half.
3. Provenance-bound output
Every assessment run produces an artifact set with required metadata:
· Who ran it (account or service principal).
· When (UTC timestamp).
· Against what (forest DNS name, domain FQDNs, the domain controller that served each read).
· With what profile (Tier A, Tier B or a recorded custom profile).
· Producing what (a SHA-256 hash of each output file).
· Committed where (repository branch and commit).
The engine rejects a run without provenance.
[bookmark: _Toc00001005]The eleven ingestion streams
The assessment produces eleven streams organized along the dependency categories in Chapter 02. They don’t map one to one: DNS and DHCP are separate streams, the forest topology and the OU hierarchy get streams of their own, trust relationships are collected with the forest topology, and RADIUS/NPS, which depends on AD rather than living in it, is inventoried separately from the NPS servers themselves, by the Start Kit’s Invoke-FMPNpsInventory, whose output goes in the NPS/ folder of the artifact set. Book 09, Chapter 07 covers the migration of RADIUS and NPS, not the inventory. Each stream has its own normalized schema and its own committed location. Where a stream needs Tier B, the stream says which part.
Stream 1 — Forest and domain topology
Forest and domain functional levels, trust relationships, sites and site links, domain controller roles, replication intervals, operations master (FSMO) holders, DNS integration mode and schema version. The functional level matters to the plan: Windows Server 2025 introduced a new forest and domain functional level, which only Windows Server 2025 domain controllers can run.5 Replication health is a Tier B item. Feeds identity strategy (Chapter 04) and the AD DS retirement gates (Chapter 12).
Stream 2 — OU hierarchy
Every OU, its distinguished name, parent-child relationships, linked Group Policy Objects, delegation ACLs and user and computer counts. Feeds attribute mapping and policy-linkage mapping (Chapter 05).
Stream 3 — Users
Every user object: UPN, sAMAccountName, distinguished name, enabled state, password last set, last logon, manager, group memberships, extension attributes, mail, employee identifier, department, office and any HR-sourced attributes. Feeds user migration and the attribute plan, which takes its authority from HR (Book 03). Production exports redact identifiers under the agency’s data-handling rules.
Stream 4 — Computers
Every computer object: distinguished name, DNS host name, operating system and version, password last set, service principal names, last logon timestamp, delegation settings and supported encryption types. Feeds compute migration (Chapter 07) and risk scoring:
· Unconstrained delegation. A host trusted for delegation to any service can be made to impersonate any user who authenticates to it, including a domain admin; Microsoft’s guidance is to remove it or move to constrained delegation.6
· Weak encryption types. Windows Server 2025 domain controllers no longer issue ticket-granting tickets with RC4,7 so a host or account that supports only RC4 is a finding before migration starts.
· Unsupported operating systems. Windows Server 2012 and 2012 R2 Extended Security Updates through Azure Arc ended on October 13, 2026, and Windows Server 2016’s end of support is January 12, 2027.8 Every server on those versions needs a disposition in the plan. Under the workbook’s server standard, any 2016 server that remains is an exception, with Extended Security Updates, a signed risk acceptance and a retirement date.
Stream 5 — Service accounts and service principal names
All accounts with a populated servicePrincipalName, grouped by likely application boundary; delegation targets; managed service account status; and password-age gaps that indicate stale credentials. Microsoft recommends group managed service accounts wherever a service can use one and documenting every remaining service account’s owner, purpose, permissions, risk and lifetime.9 Windows Server 2025 adds delegated managed service accounts as a migration path for existing service accounts.7 Feeds compute and application migration: a Kerberos-bound application needs a modern application registration or a documented Kerberos island (Chapter 07; for SQL Server, Book 06).
Stream 6 — Security and distribution groups
Every group: distinguished name, sAMAccountName, scope, type, members, memberOf, and whether membership is static or rule-based. Feeds dynamic-group authoring from attribute rules (Chapter 04).
Stream 7 — Group Policy Objects
Every GPO: display name, GUID, link targets, security filtering, WMI filters, enabled state, the full Computer and User configuration, and the date each section last changed. Most of this is readable at Tier A unless security filtering restricts a GPO. Feeds the Group Policy to device-management mapping and is typically the highest-complexity stream (Book 05, Chapter 07).
Stream 8 — DNS zones and records
AD-integrated zones, non-integrated zones hosted on domain controllers, conditional forwarders, per-record TTL and timestamp, and stale records whose owning computer object has aged out. Zone and record objects are often readable at Tier A; recursion, aging and scavenging settings are server settings and come from a Tier B export. Feeds network services (Chapter 06; Book 08, Chapter 10).
Stream 9 — DHCP scopes and reservations (Tier B)
All DHCP servers, scopes, reservations, option sets and failover relationships, read through DHCP Users membership on each server or an administrator export. Feeds network services.
Stream 10 — Certificate services (highest sensitivity)
All CAs in the forest (root and issuing), published templates, template permissions including escalation patterns, certificates issued for high-value enhanced key usages, and CRL distribution health. Templates and enrollment services are Tier A; the issued-certificate database is a Tier B export. The escalation patterns have names and detections: a template that lets the requester supply the subject alternative name, allows client authentication and grants enrollment to an unprivileged group is the pattern Microsoft Defender for Identity reports as ESC1, alongside assessments for other template and CA patterns, among them ESC2 to ESC4, ESC6 to ESC8, ESC11 and ESC15.10 Feeds certificate-based authentication migration and compliance findings (Chapter 08; Book 07, Chapter 02).
Stream 11 — LDAP bindings and the Kerberos SPN map
Every application that binds over LDAP or LDAPS or authenticates with Kerberos against a service principal name, found from computer accounts, SPN patterns and, where available, application-server configuration and domain controller logs (a Tier B item). In practice it is a major source of modernization blockers.
[bookmark: _Toc00001006]The analysis layer
PowerShell is good at Active Directory reads; it is less good at graph analysis. Every stream that produces relational data (the OU hierarchy, the Group Policy link graph, the SPN-to-application map, the trust graph) is post-processed by an analyzer, in the program’s reference build a Python one, that produces:
· Dependency graphs: which OUs inherit which GPOs; which applications depend on which SPNs.
· Risk scores: stale accounts, over-privileged delegation, certificate-template escalation exposure, unsupported operating systems.
· Gap findings: OUs with no linked GPOs, GPOs with no enabled settings, empty groups, computers that haven’t logged on within a stale threshold (for example 90 days; the threshold is the agency’s choice).
The analyzer writes JSON and Markdown reports into an analysis folder, readable by the engine and by a human reviewer.
These graphs cover the infrastructure an application leans on. The application side (which systems read which master records, which outside partners depend on them, and on what evidence) is recorded as an evidence map in Book 18, Chapter 02. The two should share identifiers, so an application’s map can point at its SPNs, certificates and service accounts here.
[bookmark: _Toc00001007]One artifact set per run
Every run produces the same folder layout, committed under assessments/<run-id>/. The run identifier is YYYY-MM-DD-HHmm-<host>-<tier> (UTC).
assessments/
└── 2026-04-24-1030-host-tierB/
    ├── provenance.yaml              ← who, what, when, hashes
    ├── forest-topology.json
    ├── ou-hierarchy.json
    ├── users.jsonl
    ├── computers.jsonl
    ├── spn-inventory.json
    ├── groups.jsonl
    ├── gpos/
    │   ├── gpo-index.json
    │   └── {guid}.xml
    ├── dns-zones.json
    ├── dns-records.jsonl
    ├── dhcp-scopes.json
    ├── adcs/
    ├── ldap-bindings.jsonl
    ├── kerberos-spn-map.json
    ├── NPS/                         ← Invoke-FMPNpsInventory output
    ├── transaction-profiles/        ← see below
    └── analysis/
        ├── attribute-mapping.md
        ├── risk-scorecard.md
        ├── dependency-graph.json
        └── gap-findings.md
Every commit of this folder is signed and attributable. No assessment artifact lives outside the repository, and no run identifier is used twice. The set is sensitive: it maps privileged groups, service accounts and certificate-template permissions, so it is stored encrypted and handled under the agency’s data classification policy.
[bookmark: _Toc00001008]Profiling transactions before separation
The eleven streams describe what the directory governs. One more input decides whether an application may move: how chatty it is with its authoritative data.
Chapter 07 sets the rule: an application’s compute stays co-located with its authoritative data until profiling shows its round trips have been reduced, because each synchronous call pays the propagation delay once and separation multiplies it by the number of calls. That makes profiling an assessment job. For each application proposed to move away from its data, the assessment records, per business transaction:
· the number of synchronous round trips to the authoritative store, measured, not estimated;
· which of them can be removed by the program’s techniques: consolidating fine-grained calls into one aggregated call, moving work off the user’s critical path with asynchronous or event-driven processing, read-through caching, batching, connection pooling (which removes repeated setup, not the data round trip), and converting multi-step conversational transactions into atomic calls;
· the measured result after reduction, from performance testing.
The workbook’s read-only Start Kit (start-kit.zip, or examples/start-kit on GitHub) builds this folder with Invoke-FMPTransactionProfile. The application teams list each transaction with its store, today’s round-trip time, the round-trip time after separation and the network wait it can afford; the kit takes the round trips from a packet capture export, from SQL Server’s own connection counters, or from a measuring tool the team names, refuses estimates, and marks each application Pass or Blocked, with the number of round trips still to remove.
The profiles are committed under transaction-profiles/ in the same run, and the plan’s gated actuation (Chapter 11) treats “profiled and reduced” as a required check before approving a separation. A cache or aggregation layer is only safe once there is one authoritative source to reconcile against, which is why this follows the identity work rather than preceding it. The physics behind the rule, and the measurements that confirm or refute it in a given estate, are in Book 09, Chapter 01 and Chapter 13; SQL Server’s version of the same discovery is Book 06, Chapter 04.
[bookmark: _Toc00001009]What happens next
The output of this chapter is the input to the next. The transformation engine takes the assessment folder, runs it through the plan generator, and produces a matched plan folder of deterministic actions, which is reviewed, authorized and then dispatched for delivery.
Assessment and planning are deliberately separate steps. An assessment without a plan is a report; a plan without an assessment is a guess. Only together do they produce governed modernization.
[bookmark: _Toc00001010]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Platform host TLS behind the IIS reverse proxy
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	Renews it; the CAPI driver installs and binds it

	RADIUS and NPS server certificates
	RADIUS and 802.1X servers
	Retained AD CS
	CyberArk Certificate Manager
	Renews them on the NPS hosts

	AD CS templates, CAs and issued-certificate inventory (Stream 10)
	CA certificates and CRLs
	AD CS
	AD CS autoenrollment
	CA Import becomes the long-term inventory the stream starts

	Smart-card sign-in to Entra CBA
	PIV
	Federal PKI
	PIV card system
	Nothing: the card system renews PIV

	Arc onboarding service principal certificate
	Not a Book 07 class
	Generated for onboarding
	The app’s owner or Key Vault
	Nothing: an Entra credential, rotated by its owner
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This book’s certificates and the engine that renews each.
Stream 10’s read-only inventory is a snapshot; the CLM platform keeps it current after the assessment through CA Import and network discovery.11
[bookmark: _Toc00001011]Key takeaways
1. Nothing is retired until it has been inventoried, read-only, across all eleven categories.
1. Tier A is broader than most teams expect; Tier B adds only the server-side settings and exports Tier A recorded as gaps, and never secrets.
1. Every run carries provenance: who, when, against what, with which rights.
1. No application leaves its data until its transactions have been profiled.
1. The committed artifact set is the only input the planning step accepts.
[bookmark: _Toc00001012]Notes
1. Microsoft Learn, “What is the Certification Authority Role Service in Windows Server?” (enterprise CAs use AD DS information and certificate templates to approve or deny requests), https://learn.microsoft.com/windows-server/identity/ad-cs/certification-authority-role (accessed Oct 21, 2026).
1. NIST, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0, AC-6 Least Privilege, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; title checked against NIST’s OSCAL Rev. 5 catalog, version 5.2.0, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (both accessed Oct 21, 2026).
1. Microsoft Learn, “Troubleshoot password writeback access rights and permissions” (default permissions for Authenticated Users and Pre-Windows 2000 Compatible Access), https://learn.microsoft.com/troubleshoot/entra/entra-id/user-prov-sync/password-writeback-access-rights-permissions; the full read-boundary analysis is in Book 02, Chapter 07 (accessed Oct 21, 2026).
1. Microsoft Learn, “Active Directory security groups” (DHCP Users: “limited to read-only access to the DHCP server”), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/understand-security-groups (accessed Oct 21, 2026).
1. Microsoft Learn, “Active Directory Domain Services functional levels” (only Windows Server 2025 domain controllers run at the Windows Server 2025 functional level), https://learn.microsoft.com/windows-server/identity/ad-ds/active-directory-functional-levels (accessed Oct 21, 2026).
1. Microsoft Learn, “Accounts security posture assessments,” Unsecure Kerberos delegation, https://learn.microsoft.com/defender-for-identity/security-posture-assessments/accounts (accessed Oct 21, 2026).
1. Microsoft Learn, “What’s new in Windows Server 2025” (Active Directory Domain Services: the KDC no longer issues RC4 ticket-granting tickets; delegated managed service accounts), https://learn.microsoft.com/windows-server/get-started/whats-new-windows-server-2025 (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud-native licensing and cost management with Azure Arc-enabled servers,” Extended Security Updates, https://learn.microsoft.com/azure/azure-arc/servers/cloud-native/licensing-cost-management (accessed Oct 21, 2026).
1. Microsoft Learn, “Introduction to Active Directory service accounts,” https://learn.microsoft.com/entra/architecture/service-accounts-on-premises (accessed Oct 21, 2026).
1. Microsoft Learn, “Security assessment: Certificates” (ESC1 and related template and CA assessments), https://learn.microsoft.com/defender-for-identity/security-posture-assessments/certificates, and “What’s new archive for Microsoft Defender for Identity” (ESC15, December 2024), https://learn.microsoft.com/defender-for-identity/whats-new-archive (both accessed Oct 21, 2026).
1. CyberArk, 26.1, “Importing certificates from a CA” and “Certificate discovery,” https://docs.venafi.com/Docs/current/TopNav/Content/Discovery/cco-Discovery-importingCertsfromCA.php (accessed Oct 23, 2026).
[bookmark: _Toc00001013]Chapter 11 — Analysis, Plan, Delivery
Nothing touches the target surface without a plan, and no plan touches it without someone of record having read it first.
[bookmark: _Toc00001014]In this chapter
The pipeline contract of the Federal Modernization Program’s transformation engine: why it has three stages rather than one, what Analyze and Plan produce, how a plan is validated and authorized, and how the execution layer delivers it, with correlation, failure handling and rollback. Then the actuation ladder that caps how far automation may go for each class of change, the evidence packet a run leaves behind, and a worked example. Book-level depth for each surface is in Book 04, Chapter 10 (access as code) and Book 05, Chapter 02 (gated device-state change).
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state
[bookmark: _Toc00001015]The pipeline contract
The engine turns an Active Directory assessment into delivered hybrid-cloud change through three sequential stages: Analyze, Plan and Deliver. Each stage produces a signed, versioned artifact in the authoritative repository. Each has a distinct responsibility (governance review or execution) and a distinct gate. Nothing skips a stage. Nothing touches the target surface without a plan, and no plan touches it without authorization.
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Analyze, Plan and Deliver, separated by a validation gate and an authorization gate, ending in an evidence packet.
[bookmark: _Toc00001016]Why three stages, not one
The obvious alternative, “scan the forest, apply the changes,” is how many one-off migration scripts work. It fails for three reasons:
1. The change can’t be reviewed. A tool that reads and writes in one pass gives no one a chance to inspect what is about to happen.
1. Provenance is thin. If the source drifts between read and write, the change is attributed to an input nobody can reproduce.
1. Rollback is impossible. Without a materialized plan there is no diff to invert.
Separating the stages gives three review points, three audit trails and three named artifacts per run. That is what “governed modernization” means in practice.
[bookmark: _Toc00001017]Stage 1 — Analyze
Input: the committed assessment artifact set from Chapter 10. Output: a normalized analysis and a proposed change set. Responsibility: governance layer.
Analyze reads the eleven ingestion streams and writes four artifacts under plans/<plan-id>/analysis/:
· Current-state graph. One normalized graph of the forest: OUs, users, computers, groups, Group Policy links, trust edges and the SPN map. Every later decision reads it.
· Target-state graph. The proposed hybrid-cloud equivalent: attribute-driven hierarchy, dynamic group rules, administrative-unit map, Conditional Access targeting, device compliance groupings, hybrid-management tags and the IP address management record set.
· Diff. The machine-readable delta: additions, modifications, retirements and no-change items, each typed and each linked to a source record in the assessment.
· Risk score. The blast-radius model for the change set: which users are affected, which downstream systems are touched, which boundaries are crossed and which controls are in scope.
Analysis is deterministic: the same assessment input produces the same four artifacts. The review gate depends on that property, so an analysis whose output varies from run to run is treated as broken and rejected.
[bookmark: _Toc00001018]Stage 2 — Plan
Input: the Analyze output, plus the authoritative group library, delegation matrix and decision guidance. Output: a signed, executable plan. Responsibility: governance layer.
Plan expands the diff into a deterministic action sequence. Each action is:
· Typed: one of a defined set, for example create-user, set-extension-attribute, create-dynamic-group, create-administrative-unit, assign-role-scoped, set-conditional-access-target, create-compliance-policy, update-ipam-record, enroll-hybrid-server, rotate-service-principal.
· Scoped: bounded to a single target object. No action type permits “update all users whose…”; the scope is pre-materialized.
· Dependency-ordered: create the administrative unit before scoping a role to it.
· Rollback-paired: every action has a generated inverse, so the plan can run in reverse.
· Provenance-linked: it points back to the assessment record, the governing rule and the analysis step that produced it.
[bookmark: _Toc00001019]Illustrative, not tested against a production tenant
The plan below shows the shape of the program’s plan format. It isn’t a Microsoft schema, and the action types are the engine’s own. Review any generated plan against the current Microsoft Graph documentation before delivery.
A plan is a YAML document; in abbreviated form:
plan_id: 2026-04-24-1200-structure-phase2
assessment_id: 2026-04-24-1030-host-tierB
authorized_by: ~          # filled at the authorization step
boundary: defined-scope
actions:
  - id: A0001
    type: create-administrative-unit
    target:
      display_name: AU-Department-Finance
      membership_rule: '(user.extensionAttribute10 -in ["FIN-LED","FIN-AP"])'
      restricted: false   # see "Restricted management" below
    provenance:
      source: assessments/2026-04-24-1030-host-tierB/ou-hierarchy.json#ou/FIN
      rule: delegation-matrix/tier2-au
    rollback:
      type: delete-administrative-unit
      target: AU-Department-Finance
    depends_on: []
  - id: A0002
    type: assign-role-scoped
    target:
      role: User Administrator
      principal: Finance-Admins   # role-assignable group, assigned membership
      scope: /administrativeUnits/AU-Department-Finance
    provenance: …
    depends_on: [A0001]
Three platform facts shape these two actions:
· Dynamic administrative units. Rules use the same syntax as dynamic groups, and extensionAttribute1 through extensionAttribute15 are usable as string properties.1 The example reads the organization code from extensionAttribute10, its slot in the program attribute map. Each member of an administrative unit that uses a dynamic membership rule needs a Microsoft Entra ID P1 license, as does each administrator assigned a role over the unit.2
· Role-assignable groups. A role assignment in a plan always targets a role-assignable group with assigned membership, because Microsoft Entra ID doesn’t allow dynamic membership for role-assignable groups.3
· Restricted management. The program sets restricted: false for department administrative units. A restricted management administrative unit blocks modification by anyone not explicitly assigned at its scope, which is its purpose, but its members also can’t be managed with Privileged Identity Management, entitlement management, Lifecycle Workflows or access reviews; the setting can’t be changed after creation; a tenant can have at most 100 of them; and Microsoft Graph application permissions don’t apply to their objects, so the execution layer’s service principal would need a Microsoft Entra role assigned at that unit’s scope.4 Restricted units are reserved for small, sensitive populations such as executive accounts and emergency access groups, and their plans carry that role assignment explicitly.
Plan validation
Before a plan is eligible for authorization, it is validated:
· Schema: it conforms to the plan schema.
· Rules: every dynamic-group name fits the naming pattern, every administrative unit matches the tier structure, every role assignment is valid at the chosen scope, and no administrative unit is restricted outside the reserved list.
· Boundary: no action targets an out-of-scope service, and classification tags are set.
· Safety: no action deletes more than a defined number of items without explicit confirmation; no rotation of credentials marked high-permanence; no change to the governance substrate itself outside a controlled change process; no separation of an application from its data without a transaction profile (Chapter 10).
· Idempotency: the plan is equivalent to re-planning from current state, so re-running a partly completed plan is safe.
A plan that fails any check is rejected and its diff returned for correction; no action in a failed plan is dispatched. A plan that passes can still halt mid-delivery (see failure modes below).
Authorization gate
A validated plan isn’t yet executable. Authorization requires:
· Review in the repository’s pull-request interface.
· A summary of the plan’s blast radius attached to the pull request.
· At least one approver of record other than the author (separation of duties).
· Explicit sign-off on every action marked require-confirmation.
· A signed commit merging the plan into plans/<plan-id>/authorized/.
Only then does the plan move from proposed to authorized, and only an authorized plan crosses to the execution layer. This is the same change-control rule Book 04, Chapter 10 applies to access policy: the repository is the only normal path to production.
[bookmark: _Toc00001020]Stage 3 — Deliver
Input: the authorized plan. Output: a result log, an evidence packet and updated state on the target surface. Responsibility: execution layer.
The execution layer is deliberately a different process, running under a different service principal, with a different credential store and a different log stream from the governance layer. That is the separation of governance and execution from Chapter 03 made concrete.
Delivery walks the plan’s action list in order. For each action:
1. Fetch the action from the authorized plan.
1. Resolve the target object (a Microsoft Graph lookup, an IPAM fetch, a device-management policy lookup).
1. Compare live state with the action’s expected-before state. If the object already matches expected-after, mark the action skipped as already-matching and continue.
1. Invoke the adapter’s write method.
1. Verify by re-reading the object and comparing it with expected-after.
1. Record the result (correlation identifier, API response, timing, actual-after state) to plans/<plan-id>/results/<action-id>.json.
Correlation identifiers
Every invocation carries a correlation record that ties the plan identifier, the action identifier and the run identifier together, and the record appears in the local event log and commit message, the evidence packet’s provenance chain and the telemetry stream.
The run identifier doesn’t go into Microsoft Graph request headers as is. Microsoft asks callers to generate a unique GUID for every request, send it in the client-request-id header and log it, so that Microsoft support can trace the call.5 The engine therefore sends a fresh GUID per request and records the mapping from that GUID to its plan, action and run in the result file. A support case on a specific action can then be traced end to end through every log stream, including Microsoft’s.
Failure modes and rollback
An action can fail in three ways:
· Transient: a network error or throttling. Microsoft Graph signals throttling with HTTP 429 and a Retry-After header; the engine waits the stated interval and retries, falls back to exponential backoff when no header is present, and caps the number of attempts.6
· Adapter error: the vendor API returned an error. The action is marked failed, delivery stops and no dependent action runs.
· Verification mismatch: the call succeeded but the re-read doesn’t match expected-after. The action is marked drift and the plan pauses.
On any non-transient failure the plan either:
· Halts: stops at the failure, leaves completed actions in place and returns for remediation; or
· Rolls back: invokes the inverse of every completed action in reverse order, each as a verified operation with its own result.
The choice is set per action type, and the default is halt; rollback is explicit. Some action types are rollback-never by design. A leaver’s deprovisioning is the clearest case: Microsoft Entra ID can restore some deleted objects, including users and groups, within 30 days,5 but the program doesn’t treat that window as an undo. A wrongly deprovisioned person is restored through the cancellation path: a cancelled separation is a first-class event that re-enables what the separation disabled, from the corrected record and with evidence, so the lifecycle record stays true (Book 03, Chapter 08).
[bookmark: _Toc00001021]How far automation may go
The three stages say how change flows. A separate rule says how much of the flow may run without a person: the actuation ladder. It is the modernization whitepaper’s fourth principle, “govern actively,” stated as a design position. The governance layer isn’t a passive registry that records desired state and reports divergence; it holds desired state, observes actual state, classifies drift and reconciles toward intent, while Microsoft Entra ID, Intune, the network fabric, DDI and the SIEM remain the data planes that authenticate, enforce, resolve and store at runtime.
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The program’s actuation ladder: Record, Observe, Advise, Gated actuation as the default ceiling, and autonomy only for enumerated low-risk classes.
Every operation class has a ceiling on this ladder. Chapter 03 names the same postures against the four stages of CISA’s Zero Trust Maturity Model, and Book 05, Chapter 02 numbers them L0 to L4 for fleet-wide device-state change. Both namings are the program’s own correspondence, not CISA’s definitions:
	Rung
	Name
	Chapter 03 stage
	What the engine may do

	L0
	Record
	Traditional (record and observe)
	Hold desired state in the authoritative source

	L1
	Observe
	Initial (observe and advise)
	Collect actual state and detect drift; read-only

	L2
	Advise
	Initial (observe and advise)
	Generate a corrective plan and surface it; no writes

	L3
	Gated actuation
	Advanced
	Execute a plan a human has authorized, after a dry run; the default ceiling for every class, program-wide

	L4
	Autonomous within guardrails
	Optimal
	Close the loop without a person, only for enumerated low-blast-radius classes


Tenant-wide role changes, Conditional Access enforcement changes, bulk device-state changes and network policy that touches thousands of endpoints stay at L3 permanently, whatever the program’s overall maturity.
L3 is the program’s target because it is a posture an authorizing official can sign, not because a federal document requires it. At Advanced, the maturity model’s Automation and Orchestration capability describes an agency that “automates orchestration and response activities enterprise-wide,” and CISA calls the model “a general guide,” not “a strict set of requirements.”7 M-22-09 organizes its goals by the model’s pillars but sets specific actions, not a maturity stage.8 What the ladder gives an authorizing official is narrower and more useful: for each class of change, a record of the ceiling, the dry run, the approver and the rollback.
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At the end of delivery the engine produces one immutable evidence packet that summarizes the run for compliance and audit:
· The authorized plan, with the approver’s signature.
· Every action result, with verification state and correlation records.
· The actual-after state of every affected object.
· The full structured run log.
· A telemetry export.
· A signed attestation from the execution layer that the authorized plan ran to completion with the results recorded.
The packet is committed at plans/<plan-id>/evidence.json and forwarded to the SIEM. Federal logging requirements now come from OMB M-26-14, which rescinded M-21-31 on May 22, 2026, and asks each agency for a risk-based Agency Logging Plan and logging maturity levels on a timeline counted from CISA’s Logging Reference Architecture.9 The packet is one of the event sources that plan names. The SP 800-53 controls this evidence supports are mapped in Appendix A.
[bookmark: _Toc00001023]A worked example
Illustrative. An assessment finds a Finance OU with 312 users. Analyze proposes attribute values (department Finance, with divisions GRC and Data), three dynamic groups, one Tier 2 administrative unit and one scoped role assignment.
Plan expands that into roughly 320 actions: 312 user attribute updates, three dynamic-group creates, one administrative-unit create, one role assignment and the validation actions.
Validation runs. The reviewer reads the summary (blast radius 312 users, boundary respected, no out-of-scope calls, every action rollback-paired, no restricted unit) and approves, and the plan merges to authorized.
The execution layer delivers in dependency order: the administrative unit first, the dynamic groups second, the user attributes third, the role assignment last. Each action writes a result file, and the evidence packet closes the run.
The next assessment reads the new state and, because the world now matches the target, produces a zero-action plan. That is the steady-state contract: when nothing has drifted, nothing needs to happen.
[bookmark: _Toc00001024]What governed modernization feels like
A long-lived forest has usually been modernized by:
· Running vendor tools by hand, project by project.
· Writing change tickets after the change.
· Reconciling outcomes in spreadsheets.
· Discovering drift during the audit.
Governed modernization instead:
· Reads the forest once, structurally, into a versioned artifact.
· Proposes the whole target state as a reviewable diff.
· Executes the diff under governance, with evidence for every action.
· Detects drift continuously, before the audit finds it.
Every stage produces a file in the repository, every file has a signature, and every signature points to a person or a service principal. “Who changed what, when and why?” has a literal answer in the commit history.
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1. Analyze, Plan and Deliver are separate stages with separate gates and separate identities.
1. Every action is scoped, dependency-ordered, rollback-paired and traceable to its source.
1. Each operation class has an actuation ceiling; high-blast-radius classes stay at gated actuation permanently.
1. When nothing has drifted, the next run produces a zero-action plan.
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1. Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID” (extension attributes extensionAttribute1–15 as string properties), https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership (accessed Oct 21, 2026).
1. Microsoft Learn, “Administrative units in Microsoft Entra ID,” License requirements, https://learn.microsoft.com/entra/identity/role-based-access-control/administrative-units (accessed Oct 21, 2026).
1. Microsoft Learn, “Use Microsoft Entra groups to manage role assignments,” https://learn.microsoft.com/entra/identity/role-based-access-control/groups-concept (accessed Oct 21, 2026).
1. Microsoft Learn, “Restricted management administrative units in Microsoft Entra ID,” Limitations and Programmability, https://learn.microsoft.com/entra/identity/role-based-access-control/admin-units-restricted-management (accessed Oct 21, 2026).
1. Microsoft Learn, “Best practices for working with Microsoft Graph” (Reliability and support: a unique GUID in the client-request-id header on every request; Handling expected errors: some deleted resources such as users and groups can be restored within 30 days), https://learn.microsoft.com/graph/best-practices-concept (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Graph throttling guidance,” Best practices to handle throttling, https://learn.microsoft.com/graph/throttling (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5 and §5.6, Table 7 (cross-cutting capabilities), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026, https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
[bookmark: _Toc00001027]Chapter 12 — The Migration Roadmap
Run the workstreams together, open each phase only when the last gate is green, and let the data, not a signature, say when a gate is green.
[bookmark: _Toc00001028]In this chapter
The structural move the whole program turns on and the five principles that follow from it. Then the roadmap: seven phases, each with entry work and an exit gate; the five workstreams that run in parallel through them; how gates are evaluated, what triggers a rollback and who decides; the external clocks (FedRAMP’s Consolidated Rules and the agency’s own authorization); where mainframe access fits in the sequence; the common failure modes; and the first three things to do. Each book in the workbook carries its own phase plan for its surface, linked from the workstream table.
Dependency chain: Inventory → Plan → Identity → Policy → Network services → Devices and servers → Access plane → Retire AD DS → Prove steady state. This chapter sequences the whole chain as a program.
[bookmark: _Toc00001029]The program claim
This chapter sequences Chapters 03 to 08 as an illustrative forty-eight-week program (steady state follows from week 49) with five parallel workstreams (identity, policy, services, compute, access) and six named gates, G0 to G5. The week numbers are a sequencing model, not a commitment: large federal estates typically run multi-year. The roadmap lives in the authoritative repository, and every gate criterion can be evaluated mechanically.
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The seven phases of the roadmap and the six gates between them.
Two properties define the program:
1. Parallel, not sequential. The five workstreams run together. Finishing one before starting the next doubles the duration and produces worse outcomes.
1. Gated, not open-ended. A phase starts only when the prior gate clears, and ends only when its own criteria are green.
Illustratively, a mid-size organization (5,000 to 50,000 users, 500 to 5,000 servers) with a clean forest and few Kerberos applications might reach AD DS retirement in the illustrative forty-eight weeks. Scale changes the duration of each phase, not the structure.
[bookmark: _Toc00001030]The direction of travel
The roadmap rests on one structural move, carried over from the modernization whitepaper’s closing argument. Active Directory combined the directory, which held the truth about people, devices and their relationships, with the domain controller, which enforced it in the path of every logon. The target keeps them apart: a governance layer holds and reconciles authoritative state, while identity providers, enforcement points, network fabrics and data platforms remain the runtime data planes.
That is the program’s design position, and it is consistent with the federal reference architecture rather than dictated by it. NIST SP 800-207 separates the policy decision point from the enforcement points and puts their control traffic on a control plane logically separate from the data plane.1 It is guidance, not a mandate, so the program cites it as alignment. Chapter 01 tells how the two were fused; Chapter 03 puts the platform host on the decision side of the line.
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The structural move and the five principles that follow from it, with the chapter and book that carry each.
Five principles follow from it, and each phase below advances all five:
	Principle
	What it means for the roadmap
	Carried by

	1. One authoritative source
	Every attribute that drives access has one designated source, with lineage from source to decision; regional variation is documented, not hidden in schema
	Chapter 04; Book 03

	2. Application-aware networking
	Access decisions use identity, device and application context, not network location
	Chapter 08; Book 09

	3. Token-based identity
	Signed tokens replace session-bound Kerberos and NTLM; the token must assert an authorization that is true, which is why Principle 3 depends on Principle 1
	Chapter 08; Book 04

	4. Govern actively
	The control plane reconciles toward intent under an actuation ceiling per operation class
	Chapter 11; Book 05, Chapter 02

	5. Fewer synchronous round trips
	No application leaves its data until its transactions are profiled and reduced
	Chapter 10; Book 09


[bookmark: _Toc00001031]The seven phases
Phase 0 — Pre-flight (weeks 1–4)
Goal. Produce the planning artifacts and stand up the platform host.
· Entry: executive sponsor and steward named; platform host provisioned; read-only assessment account created.
· Work: build the platform host (Chapter 03); run the assessment (Chapter 10); seed the repository; create least-privilege service principals for Microsoft Entra ID, Intune and Azure Arc; profile the transactions of any application proposed to move away from its data; record a provisional target end state from what the assessment finds; and add the no-new-AD-dependency rule to the change process (Book 13, Chapter 04).
· Gate G0, Ready to Plan: platform host operational; assessment committed; no open priority-one findings; provisional target end state recorded; no-new-AD-dependency rule in force.
The last two G0 conditions come straight from Microsoft’s guidance for leaving Active Directory. Its cloud-first phase is “mainly a process and policy-driven phase” to stop adding dependencies on AD DS, and it recommends updating change approval to evaluate whether each change adds one.2 Without that rule, the 48 weeks of migration compete with new domain joins, service principal names and Group Policy settings added by projects that never heard of the program. Microsoft also leaves the end state to the organization: the goal “might remove the need for Active Directory entirely,” or some capability may stay in place.3 The program writes that goal down at G0, as AD retired or a Kerberos island for named workloads, with an end date, so owners and budgets plan against it. It’s provisional because the evidence comes later: the decision is confirmed or revised before Phase 5, once Phase 4 shows what’s left.
Phase 1 — Foundation (weeks 5–8)
Goal. Put the identity primitives in place before anything else moves.
· Identity: enterprise-level dynamic groups; administrative units for Tier 1 and selected Tier 2 scopes; the HR-to-cloud provisioning feed for the foundation scope: the feed built and proved end to end in a test tenant, before any population is cut over. That is the work of Book 03’s own Phases 0 to 2, which Book 03, Chapter 12 maps to this roadmap’s Phase 1; its Phase 3 pilot go-live feeds this roadmap’s Phase 2, and its Phases 4 and 5 run inside this roadmap’s Phase 3.
· Policy: the enterprise Conditional Access baseline: MFA for all users, legacy authentication blocked, emergency access accounts excluded from every policy that blocks or restricts sign-in. Microsoft’s own procedure starts the legacy-authentication block in report-only mode so the impact can be read before enforcement.4 Microsoft recommends at least two cloud-only emergency access accounts using phishing-resistant methods, monitored on every use and tested at least every 90 days.5
· Services: IP address management covering the platform host and Tier 0 infrastructure.
· Licensing and design: Microsoft Cloud PKI and Azure DNS Private Resolver are licensed and designed in Phase 1 and built in Phase 2, which is why the license table in Book 00, Chapter 05 lists both under Phase 1.
· Compute: the platform host and pilot servers connected through Azure Arc.
· Access: single sign-on configured; FIDO2 security keys and passkeys open for registration to Tier 0 administrators.
· Gate G1, Foundation Complete: enterprise groups and administrative units drift-clean; baseline Conditional Access enforced, with no user outside the MFA requirement other than the documented emergency access accounts; Tier 0 covered by IPAM; emergency access accounts vaulted and tested; HR-to-cloud provisioning operational for the foundation scope; zero drift across the foundation.
Phase 2 — Pilot division (weeks 9–16)
Goal. Prove the full pattern on one division, typically IT, which tolerates disruption best.
· Identity: organizational attributes populated; dynamic groups, administrative units and delegated roles live.
· Policy: division-scoped Conditional Access and Intune policies applied; the first Group Policy Objects retired (Book 05, Chapter 07).
· Services: the division’s DNS zones migrated, DHCP scopes re-homed, address space in IPAM (Book 08, Chapter 10).
· Compute: PCs moved by pattern (new devices Entra joined, existing devices reset and re-enrolled, or hybrid joined as a waypoint with a cut date); servers connected through Azure Arc, since Intune doesn’t manage Windows Server (Book 05, Chapters 02 and 09).
· Access: certificate-based authentication for PIV and CAC holders, which Microsoft Entra ID supports directly without a federated identity provider;6 ZTNA for the division’s applications.
· Gate G2, Pilot Clean: zero drift for a hold period (for example fourteen consecutive days, illustrative); no AD-only users and no hybrid-joined PCs without a cut date; retrospective and runbook updates committed.
Phase 3 — General rollout (weeks 17–36)
Goal. Scale the pattern to every remaining division.
This is the longest phase. Illustratively, budget two to three weeks per division, with two or three divisions in parallel. Each division follows the same sub-pattern (plan, in-division pilot, full availability, drift-clean hold), reports green, yellow or red weekly, and draws on the shared authoritative source.
· Gate G3, Rollout Complete: every division has passed its exit gate; every HR-listed worker has valid attributes; every user PC is cloud-joined and every server Arc-connected, or recorded in a documented exception; zero cross-division drift.
Phase 4 — Legacy retirement (weeks 37–44)
Goal. Retire legacy infrastructure, each artifact through its own plan with steward approval. Typical order:
1. Group Policy Objects already migrated to Intune.
1. OU-based security groups superseded by dynamic groups.
1. AD-integrated DNS zones, one at a time, except the domain’s own locator zones.
1. AD-authorized DHCP.
1. The Group Policy configuration for AD CS smart-card logon.
1. The remaining AD-bound service principal names, application by application.
Gate G4, Legacy Quiet:
· No active GPOs beyond the Default Domain Policy, the Default Domain Controllers Policy and the minimum set a Kerberos island needs (Chapter 05), and no AD security groups in active use.
· Every DNS zone moved or retired except the AD domain’s zones, including _msdcs. Don’t make “zero AD-integrated DNS zones” a G4 criterion: while any domain controller runs, its domain’s zones must stay on a DNS service that accepts secure dynamic registration from domain controllers; they move last (Book 08, Chapter 10).
· Certificate issuance for users and devices moved to a CA that doesn’t depend on AD DS, and AD CS no longer used for smart-card logon. Domain controller and LDAPS certificates stay on AD CS until Active Directory itself retires (Book 07, Chapter 07).
· Every service principal name migrated, retired or islanded.
· AD authentication volume below an agreed threshold (for example 5% of the peak-migration rate, illustrative).
Phase 5 — AD DS retirement (weeks 45–48)
Goal. Shut down AD DS. This is the shortest phase, because Phases 0 to 4 did the work.
1. Freeze AD changes and run a final assessment and evidence packet.
1. Demote the domain controllers that hold no operations master roles.
1. If the confirmed end state keeps a Kerberos island, transfer the operations master roles to a surviving domain controller.
1. Demote or isolate the remaining domain controllers. Demoting the last domain controller in a domain needs Enterprise Admins membership because it removes the domain itself, and the forest if it is the last domain.7 The domain’s DNS zones move or retire with it.
1. Decommission the VMs, archive the final state, and commit the retirement record.
“The forest in backup” isn’t a lasting fallback. A backup is only valid for restoring Active Directory within the tombstone lifetime, 180 days by default in forests created since Windows Server 2003 SP1,8 so the archive is a records copy, not an indefinite rollback. The real rollback point is the last moment a domain controller still runs.
· Gate G5, AD Retired: domain controllers decommissioned, or retained as a documented Kerberos island with an end-of-life date; evidence packet in the repository and the SIEM; no live production dependency on AD authentication.
Phase 6 — Steady state (week 49 on)
Goal. Operate under governed control, indefinitely. Assessments, plans and drift checks run on a cadence (Chapters 10 and 11), every delivery emits evidence, continuous monitoring feeds compliance reporting, and changes flow through reviewed pull requests. Periodic retrospectives confirm that the authoritative source still matches organizational intent.
[bookmark: _Toc00001032]The five parallel workstreams

	Workstream
	Lead
	Book 01 chapter
	Detailed phase plan
	Key artifacts

	Identity
	Identity architect
	04
	Book 02, Chapter 10; Book 03, Chapter 12
	Dynamic groups, administrative units, HR feed

	Policy
	Security engineer
	05
	Book 05, Chapter 07; Book 04, Chapter 07
	Intune configurations, Conditional Access, machine configuration

	Services
	Network engineer
	06
	Book 08, Chapter 10; Book 09, Chapter 13
	DNS, DHCP and IPAM adapters; transport

	Compute
	Endpoint administrator and server engineer
	07
	Book 05, Chapter 09; Book 06
	Device enrollments, Arc projections, SQL Server authentication

	Access
	Identity and security jointly
	08
	Book 04; Book 07, Chapter 07
	ZTNA, certificate-based authentication, PIM, MFA



A weekly cross-workstream sync resequences work around dependencies; a division’s devices can’t move, for example, until its Conditional Access policies are in place. Who leads, decides and does the work across the program is Chapter 09.
[bookmark: _Toc00001033]Gates, rollback and authority
Every gate criterion is evaluated from the repository and the drift reports. “Zero drift for fourteen days” is a filtered drift query, “valid attributes for every worker” a query on the canonical user table, and “every PC cloud-joined” a device-inventory query. The engine reports green, the steward concurs, and the pull request merges. A gate the engine can’t evaluate needs a better criterion.
Rollback triggers are thresholds, not judgment calls. The values are the agency’s to set:
	Trigger
	Scope
	Action

	Drift above threshold for more than 24 hours
	Phase
	Halt; no new deliveries until clean

	Conditional Access blocks more than a set share of legitimate sign-ins
	Enterprise
	Revert the policy; authorize a replacement

	Drift detection stops reporting
	Platform
	Escalate; halt all phase work

	An evidence packet fails hash or signature validation, whichever the package carries
	Delivery
	Halt; investigate; restore the last known-good state

	SLA breach on a priority-one finding
	Any
	Notify steward and sponsor


Pilots exist to catch problems before they become rollbacks.
	Gate
	Authority
	Backup

	G0 — Ready to Plan
	Steward
	Executive sponsor

	G1 — Foundation Complete
	Steward
	—

	G2 — Pilot Clean
	Steward and executive sponsor
	—

	G3 — Rollout Complete
	Executive sponsor and steering committee
	—

	G4 — Legacy Quiet
	Steward
	Executive sponsor

	G5 — AD Retired
	Executive sponsor and CIO
	—

	Division-level exit
	Division lead and steward
	—


The pull request that merges a gate decision records who made it.
[bookmark: _Toc00001034]The clocks the roadmap runs against
Two external clocks bear on the schedule, and they are easy to conflate.
FedRAMP certifies cloud services; the agency authorizes its own systems. FedRAMP’s Consolidated Rules for 2026, announced June 25, 2026, govern how cloud service offerings are certified. They become mandatory for all stakeholders on January 1, 2027, after optional early adoption from July 4, 2026, the end of new FedRAMP Ready submissions on July 28, 2026, and the opening of the 20x Class A pipeline on August 3 and the Class B and C pipelines on August 31; FedRAMP stops accepting new Rev5 certification applications on June 11, 2027.9 Under 20x, cloud providers demonstrate Key Security Indicators, measurable indicators meant to support continuous validation rather than one-time compliance.10 None of this certifies the agency’s own estate. FedRAMP is explicit that each agency “still authorizes its own federal information systems” and should never create a standalone authorization to operate for a cloud service offering; it authorizes the system that uses the service.11 So the 2027 date doesn’t stop an agency that hasn’t modernized from producing the evidence its own authorization needs. What the date does is change the evidence the program’s cloud providers publish and the agency inherits, and it makes the program’s own machine-readable evidence (Chapter 11) easier to line up with what the providers report. Book-level indicator mappings are in Book 04, Chapter 10 and Book 02, Chapter 10.
The agency’s own deadlines. The program’s systems are authorized by the agency under its own process, and the deadlines that bind the agency directly come from OMB and CISA: OMB M-26-14’s logging plan and maturity levels,12 CISA BOD 25-01’s secure configuration baselines for in-scope Microsoft 365 tenants,13 and the end-of-support dates of what the estate runs (Windows 10 reached end of support on October 14, 2025;14 Windows Server 2012 and 2012 R2 Extended Security Updates ended on October 13, 2026, and Windows Server 2016’s end of support is January 12, 202715). Appendix A maps them to the chapters and books that answer them.
[bookmark: _Toc00001035]Mainframe access in the sequence
Where the estate includes a z/OS mainframe, access to it joins the access workstream late and in steps. The pattern, a gateway that validates the enterprise token and maps it to a RACF identity while CICS and IMS stay unchanged inside, is in Chapter 08, with the identity side in Chapter 04. For the roadmap the rule is sequencing by transaction type: discrete, read-mostly transactions first; multi-step pseudo-conversational transactions only after they have been refactored toward stateless calls, which is the round-trip reduction Chapter 10 profiles. The mainframe also needs its own answer for the device workstream: OMB M-22-09 notes that mainframes may not have compatible endpoint detection and response tools and may need other zero trust mechanisms to mitigate risk.16
[bookmark: _Toc00001036]Common failure modes
1. Half-finished identity. The HR connector breaks mid-rollout and the program stalls. Mitigation: G1 requires HR provisioning before rollout.
1. Unscoped Conditional Access. A broad MFA policy blocks critical edge-case sign-ins. Mitigation: attribute scoping, report-only first, pilot groups first.
1. DNS left for “phase 2.” Identity moves, DNS stays AD-integrated, and AD can never retire. Mitigation: DNS, DHCP and IPAM move together, with the locator zones last.
1. Permanent hybrid join. Mitigation: treat hybrid join as a waypoint, give every hybrid-joined device a cut date, and monitor time in that state.
1. Evidence-less migration. Ad hoc changes leave no provenance. Mitigation: plan-based delivery.
[bookmark: _Toc00001037]Cadence and finish line
Weekly: Monday status, Tuesday dependency sync, Wednesday plan reviews merge, Thursday off-peak deliveries, Friday evidence and drift review. Monthly: gate reviews against the schedule. Two consecutive red weeks escalate to the sponsor.
At steady state the program meeting sees zero drift findings, zero actions from the nightly plan run, signed evidence flowing to the SIEM and continuous monitoring, a refreshed authorization package, and only routine tickets. The program is never “done,” but the modernization is: AD is gone, or reduced to documented Kerberos islands with end-of-life dates.
[bookmark: _Toc00001038]Where to start
None of this requires a vendor decision on day one. It requires three things, and Phase 0 produces them:
1. An inventory. The read-only assessment of Chapter 10, committed with provenance.
1. An owner. A named executive sponsor and steward, and a lead for each workstream (Chapter 09).
1. A date. Gate G0 on the calendar, with the external clocks above beside it.
[bookmark: _Toc00001039]Key takeaways
1. Workstreams run in parallel, but gates follow the dependency chain.
1. Gate criteria are evaluated from data, not executive signature.
1. The AD domain’s own DNS zones and domain controller certificates are the last things to move, not the first.
1. FedRAMP’s 2027 date governs how cloud services are certified, and the same 2026 rules include Agency Use rules for how agencies use certified services;17 none of them sets a deadline for the agency’s own migration. The agency’s own systems run on the agency’s authorization and OMB’s and CISA’s deadlines.
1. Week numbers are illustrative; large estates run multi-year.
[bookmark: _Toc00001040]Notes
1. NIST, SP 800-207, Zero Trust Architecture, August 2020, §3 (logical components; policy decision and enforcement points) and §3.4.1 (the data plane and control plane are logically separate), https://csrc.nist.gov/pubs/sp/800/207/final (accessed Oct 21, 2026).
1. Microsoft Learn, “Implement a cloud-first approach” (a process and policy phase to stop or limit new dependencies on AD DS; update change approval to evaluate whether a change adds one and to evaluate Microsoft Entra alternatives), https://learn.microsoft.com/entra/architecture/road-to-the-cloud-implement (accessed Oct 25, 2026).
1. Microsoft Learn, “Cloud transformation posture” (five states of transformation; the goal might remove the need for Active Directory entirely, or leave some capability in place; the organization decides what end state to target), https://learn.microsoft.com/entra/architecture/road-to-the-cloud-posture (accessed Oct 25, 2026).
1. Microsoft Learn, “Block legacy authentication with Conditional Access” (exclusions; create the policy in report-only mode), https://learn.microsoft.com/entra/identity/conditional-access/policy-block-legacy-authentication (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage emergency access admin accounts,” Security guardrails summary, https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Oct 21, 2026).
1. Microsoft Learn, “Meet multifactor authentication requirements of memorandum 22-09” (Microsoft Entra certificate-based authentication without a federated identity provider, including CAC, PIV and derived PIV credentials), https://learn.microsoft.com/entra/standards/memo-22-09-multi-factor-authentication (accessed Oct 21, 2026).
1. Microsoft Learn, “Demote domain controllers and domains,” https://learn.microsoft.com/windows-server/identity/ad-ds/deploy/demoting-domain-controllers-and-domains--level-200- (accessed Oct 21, 2026).
1. Microsoft Learn, “Back up and restore Active Directory domain controllers using Azure Backup,” Best practices (backup age mustn’t exceed the tombstone lifetime; 180 days by default), https://learn.microsoft.com/azure/backup/active-directory-backup-restore (accessed Oct 21, 2026).
1. FedRAMP, “Propelling Change: FedRAMP Launches Consolidated Rules for 2026,” June 25, 2026, https://www.fedramp.gov/2026-06-25-propelling-change-fedramp-launches-consolidated-rules-for-2026/, and “Important Dates for the Consolidated Rules for 2026,” https://www.fedramp.gov/2026/timeline/ (both accessed Oct 21, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP 20x Certification Rules, Consolidated Rules for 2026, https://www.fedramp.gov/2026/providers/20x/key-security-indicators/ (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026, https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026).
1. Microsoft Learn, “Windows 10 reaching end of support,” https://learn.microsoft.com/lifecycle/announcements/windows-10-end-of-support (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud-native licensing and cost management with Azure Arc-enabled servers,” Extended Security Updates, https://learn.microsoft.com/azure/azure-arc/servers/cloud-native/licensing-cost-management (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.B (Devices), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. FedRAMP, “Agency Use of FedRAMP Certified Cloud Services,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/reference/agency-use/ (accessed Oct 21, 2026); and the machine-readable ruleset fedramp-consolidated-rules.json, version 2026.10.13.01, family AGU, https://github.com/FedRAMP/rules (accessed Oct 21, 2026). The general (AGC) and use (USE) subsets apply to 20x and Rev5; for example, AGU-AGC-NAA (notify FedRAMP after authorizing, with the ATO letter) and AGU-USE-RSG (review the provider’s Secure Configuration Guides and configure relevant settings).
[bookmark: _Toc00001041]Appendix A — Requirements Mapping
Book 01 is the map of the workbook, so its requirements mapping says where each requirement is argued and which book does the work.
[bookmark: _Toc00001042]In this appendix
What each federal requirement that touches the transformation asks for, in its own words where the wording matters; the Book 01 chapters that address it; the book that closes it in depth; and the evidence an assessor can expect. Then the requirements that circulate with this arc but say something different from what is claimed, notes on reading the SP 800-53 controls, and the source list. Each book’s own requirements appendix carries the surface-level mapping; this one points to them rather than repeating them.
[bookmark: _Toc00001043]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse the workbook’s design and evidence in its own system security plan. It doesn’t claim that following Book 01, or the workbook, satisfies any requirement or control. Whether a control is satisfied depends on the agency’s own system boundary, implementation and assessor; the agency authorizes its own systems, and any cloud service they depend on needs its own FedRAMP certification (Appendix B). Requirement wording is summarized; the cited documents govern. Every source in this appendix was checked on October 21, 2026.
[bookmark: _Toc00001044]Requirements mapping

	Requirement (source)
	What it asks
	Book 01
	Closed in
	Evidence

	Zero trust architecture (EO 14028, May 12, 2021)
	Agencies develop plans to implement zero trust architecture; M-22-09 requires agencies to build on those plans with its additional requirements12
	Ch 01, Ch 12
	Every book; the agency’s implementation plan
	The agency’s zero trust implementation plan with this program’s phases in it

	Identity (OMB M-22-09 §III.A)
	Centralized identity management systems for agency users that integrate with applications; MFA enforced at the application layer; phishing-resistant MFA required for staff, contractors and partners and offered to the public; no password policies requiring special characters or regular rotation; at least one device-level signal alongside identity in authorization2
	Ch 04, Ch 08
	Book 02; Book 04; Book 03
	Directory consolidation record; Conditional Access authentication strength policies and sign-in logs; password policy settings

	Devices (M-22-09 §III.B)
	A complete inventory of every device authorized and operated for government use; EDR tools that meet CISA’s technical requirements, deployed widely2
	Ch 05, Ch 07, Ch 10
	Book 05
	Assessment computer stream; Intune and Arc inventory reconciled against it; EDR coverage report 

	Networks (M-22-09 §III.C)
	Encrypted DNS wherever technically supported; HTTPS for all web and API traffic; a plan to break perimeters into isolated environments2
	Ch 06, Ch 08
	Book 08; Book 09
	Resolver configuration; HTTPS enforcement; the isolation plan

	Applications and workloads (M-22-09 §III.D)
	Treat every application as internet-connected; rigorous testing; welcome external vulnerability reports2
	Ch 07, Ch 08
	Book 04, Chapter 05; Book 06
	Application registration inventory; SPN retirement record

	Data (M-22-09 §III.E)
	Data categorization; cloud security services to monitor access to sensitive data; enterprise-wide logging and information sharing2
	Not designed in Book 01
	Logging only: see M-26-14 below
	Plan it separately (Appendix B)

	Logging and network visibility (OMB M-26-14, May 22, 2026, which rescinds M-21-31)
	A risk-based, prioritized logging approach; an Agency Logging Plan within 90 days of CISA’s Logging Reference Architecture; maturity levels on a timeline counted from it3
	Ch 11, Ch 12
	Book 12, Chapter 01; Book 08, Chapter 11; Book 09, Appendix B
	Agency Logging Plan; evidence packets and their SIEM forwarding

	Secure cloud configuration (CISA BOD 25-01, December 17, 2024)
	For cloud tenants with a finalized SCuBA baseline (at issuance, Microsoft Office 365): inventory tenants, deploy the SCuBA assessment tools and report, implement the mandatory policies by June 20, 2025, and assess new tenants before an ATO4
	Ch 12
	Book 02, Appendix A
	SCuBA assessment output; deviation explanations

	Zero Trust Maturity Model v2.0 (CISA, April 2023)
	Five pillars and three cross-cutting capabilities, each with Traditional, Initial, Advanced and Optimal stages; “a general guide,” not “a strict set of requirements”5
	Ch 01, Ch 03, Ch 04, Ch 08, Ch 09, Ch 11
	Every book, by pillar
	The agency’s maturity self-assessment

	Zero trust architecture (NIST SP 800-207)
	Seven tenets; a policy decision point and enforcement points; control and data planes logically separate. Guidance, not a mandate6
	Ch 08, Ch 12
	Book 04; Book 09
	Architecture documentation mapping each enforcement point

	Digital identity (NIST SP 800-63-4, July 31, 2025)
	Identity proofing, authentication and federation assurance levels; supersedes SP 800-63-37
	Not addressed in Book 01
	Book 07, Chapter 09; Book 03, Chapter 09
	Assurance level per application; authenticator inventory

	Data inventory and governance (Evidence Act, Pub. L. 115-435, signed January 14, 2019)
	A comprehensive data inventory, maintained to the maximum extent practicable; a Chief Data Officer8
	Ch 04, Ch 12 (Principle 1)
	Book 03
	Attribute authority map; data inventory entries for identity sources

	Cloud service certification (FedRAMP Consolidated Rules for 2026)
	FedRAMP certifies cloud service offerings; “each agency still authorizes its own federal information systems” and never issues a standalone ATO for a cloud service. Mandatory for all stakeholders January 1, 2027; no new Rev5 certification applications after June 11, 2027910
	Ch 12, Appendix B
	Book 09, Chapter 03; Book 04, Chapter 10
	FedRAMP Marketplace listing for each service; the agency’s own authorization and boundary diagram

	Account management and least privilege (SP 800-53 AC-2, AC-3, AC-6, AC-6(7))
	Manage accounts through their lifecycle; enforce approved authorizations; least privilege, with periodic review of privileged accounts11
	Ch 04, Ch 11
	Book 03; Book 04
	Lifecycle Workflows runs; PIM settings; access review history; drift findings

	Remote access (SP 800-53 AC-17)
	Authorize, control and monitor remote access11
	Ch 08
	Book 09
	ZTNA policy and logs

	Identification and authentication (SP 800-53 IA-2, IA-2(1), IA-2(2), IA-2(12), IA-5, IA-5(2))
	Uniquely identify and authenticate users; MFA for privileged and non-privileged accounts; accept PIV credentials; manage authenticators11
	Ch 08, Ch 12
	Book 04; Book 07
	Authentication methods policy; certificate-based authentication trust store and username bindings

	Configuration (SP 800-53 CM-2, CM-3, CM-6)
	Baseline configuration; configuration change control; configuration settings11
	Ch 05, Ch 11
	Book 05; Book 04, Chapter 10
	Versioned Intune and machine-configuration manifests; authorized plans and their pull requests

	Inventory and unsupported components (SP 800-53 CM-8, SA-22)
	An accurate system component inventory; replace components no longer supported, or justify and document them11
	Ch 10, Ch 12
	Book 05, Chapter 10; Book 06, Chapter 04
	Assessment streams; operating-system disposition list (Windows Server 2012 and 2016 dates in Chapter 10)

	Name resolution (SP 800-53 SC-20, SC-21, SC-22)
	Data origin and integrity for authoritative name resolution; validation by recursive resolvers; fault-tolerant, role-separated name services11
	Ch 06
	Book 08, Appendix B
	DNS architecture and DNSSEC records

	Audit and monitoring (SP 800-53 AU-2, AU-6, AU-12, SI-4, CA-7)
	Define logged events; review and analyze audit records; generate them; monitor the system; continuous monitoring strategy11
	Ch 11, Ch 12
	Book 02, Chapter 10; Book 04, Chapter 10
	Evidence packets; drift reports; SIEM ingestion

	Engineering principles (SP 800-53 SA-8)
	Apply security and privacy engineering principles in specifying, designing, developing and modifying systems11
	Ch 10 (transaction profiling), Ch 12
	Book 09
	Transaction profiles and the separation decision for each application



[bookmark: _Toc00001045]Requirements that are cited but don’t say what is claimed
The modernization whitepaper that Chapters 10 to 12 absorbed, and much of what circulates about this arc, cites requirements that a reader who checks won’t find as stated. They are listed so a reviewer can recognize them.
	Claimed requirement
	What the record shows

	NIST SP 800-207 and M-22-09 “require” separating the directory from the domain controller
	SP 800-207 is guidance; it separates policy decision from enforcement and the control plane from the data plane.6 The program’s separation of truth from enforcement is a design position consistent with it (Chapter 12).

	“M-22-09 §4” requires application-layer traffic inspection
	M-22-09 has no §4. Its network actions are encrypted DNS, HTTPS for web and API traffic, and an isolation plan.2

	FedRAMP continuous monitoring and M-22-09 expect ZTMM “Advanced” maturity as the production standard
	Neither says so. M-22-09 organizes its goals by the maturity model’s pillars and sets specific actions; CISA calls the model a general guide.25

	The ZTMM Identity pillar at Advanced and Optimal requires certificate-based authentication as the primary mechanism
	At Advanced the model describes phishing-resistant MFA with initial passwordless MFA “via FIDO2 or PIV”; at Optimal, continuous validation with phishing-resistant MFA.5

	BOD 25-01 mandates modern authentication throughout and the elimination of NTLM
	BOD 25-01 applies to cloud tenants with a finalized SCuBA baseline, which at issuance meant Microsoft Office 365; it doesn’t address on-premises Active Directory or NTLM.4 NTLM retirement is the program’s design goal (Book 06, Chapter 15).

	The Evidence Act and the Federal Data Strategy mandate that identity attributes trace to a single authoritative system of record
	The Act requires a comprehensive data inventory and a Chief Data Officer; it says nothing about identity attributes or a system of record for identity.8 Principle 1 is the program’s position.

	FedRAMP 20x makes all agency continuous monitoring evidence machine-readable by January 1, 2027, and agencies that haven’t modernized can’t produce it
	The Consolidated Rules govern certification of cloud service offerings; Key Security Indicators belong to the 20x certification rules for providers. The agency authorizes its own systems.912

	“NIST SP 800-37 Rev. 2 CA-7”
	CA-7, Continuous Monitoring, is an SP 800-53 control.11 SP 800-37 Rev. 2 is the Risk Management Framework, whose final stage is continuous monitoring.13

	TIC 3.0 Branch Office v1.0 (April 2021), Remote User v2.2 and Cloud v1.2 (July 2025)
	CISA revised all four TIC 3.0 use cases in September 2026.14 Current versions and what they ask are in Book 09, Appendix B.

	M-21-31 event-logging tiers EL0 to EL3
	Rescinded May 22, 2026, by M-26-14.3


[bookmark: _Toc00001046]Reading the SP 800-53 controls
· Baseline membership. AC-2, AC-3, AC-17, IA-2 with enhancements (1), (2) and (12), IA-5, CM-2, CM-6, CM-8, SA-8, SA-22, SC-20, SC-21, SC-22, AU-2, AU-6, AU-12, SI-4 and CA-7 are in the Low, Moderate and High baselines. AC-6, AC-6(7), CM-3 and IA-5(2) are in Moderate and High.15
· SA-22 is the control the end-of-support dates land on. Windows Server 2012 and 2012 R2 Extended Security Updates through Azure Arc ended on October 13, 2026, and Windows Server 2016’s end of support is January 12, 2027 (Chapter 10); every such server needs a replacement or a documented justification. Under the workbook’s server standard, the justification for a remaining 2016 server is a recorded exception, with Extended Security Updates, a signed risk acceptance and a retirement date.
· Release. Control identifiers and titles are from SP 800-53 Rev. 5, release 5.2.0.11
[bookmark: _Toc00001047]Sources
Every URL below was opened, or taken from a search result where the site blocked automated retrieval, on October 21, 2026. Chapters cite Microsoft product sources in their own footnotes; they aren’t repeated here.
Executive orders, statutes and OMB memoranda
· Executive Order 14028, Improving the Nation’s Cybersecurity, May 12, 2021. https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf
· Foundations for Evidence-Based Policymaking Act of 2018, Pub. L. 115-435. https://www.congress.gov/115/plaws/publ435/PLAW-115publ435.htm
· OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022. https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
· OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026. https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf
CISA
· Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024. https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services
· Zero Trust Maturity Model, Version 2.0, April 2023. https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
· Trusted Internet Connections 3.0 core guidance documents, revision date September 23, 2026. https://www.cisa.gov/resources-tools/resources/trusted-internet-connections-tic-30-core-guidance-documents
NIST
· SP 800-207, Zero Trust Architecture, August 2020. https://csrc.nist.gov/pubs/sp/800/207/final
· SP 800-63-4, Digital Identity Guidelines, July 31, 2025. https://csrc.nist.gov/pubs/sp/800/63/4/final
· SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations, December 2018. https://csrc.nist.gov/pubs/sp/800/37/r2/final
· SP 800-53 Rev. 5, release 5.2.0, and the OSCAL Rev. 5 catalog and Low, Moderate and High baseline profiles. https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5
FedRAMP
· “Propelling Change: FedRAMP Launches Consolidated Rules for 2026,” June 25, 2026. https://www.fedramp.gov/2026-06-25-propelling-change-fedramp-launches-consolidated-rules-for-2026/
· “Important Dates for the Consolidated Rules for 2026.” https://www.fedramp.gov/2026/timeline/
· “Using a FedRAMP Certified Cloud Service.” https://www.fedramp.gov/2026/agencies/use/
· “Key Security Indicators,” FedRAMP 20x Certification Rules. https://www.fedramp.gov/2026/providers/20x/key-security-indicators/
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1. Executive Order 14028, Improving the Nation’s Cybersecurity, May 12, 2021, §3, https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III and §III.A–E, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026, https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5, §5.1 (Table 2, Authentication) and §5.6, https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026).
1. NIST, SP 800-207, Zero Trust Architecture, August 2020, §2.1, §3 and §3.4.1, https://csrc.nist.gov/pubs/sp/800/207/final (accessed Oct 21, 2026).
1. NIST, SP 800-63-4, Digital Identity Guidelines, July 31, 2025 (supersedes SP 800-63-3), https://csrc.nist.gov/pubs/sp/800/63/4/final (accessed Oct 21, 2026).
1. Foundations for Evidence-Based Policymaking Act of 2018, Pub. L. 115-435, §202 (44 U.S.C. 3511(a) data inventory; 44 U.S.C. 3520 Chief Data Officers), https://www.congress.gov/115/plaws/publ435/PLAW-115publ435.htm (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. FedRAMP, “Propelling Change: FedRAMP Launches Consolidated Rules for 2026,” June 25, 2026, https://www.fedramp.gov/2026-06-25-propelling-change-fedramp-launches-consolidated-rules-for-2026/, and “Important Dates for the Consolidated Rules for 2026,” https://www.fedramp.gov/2026/timeline/ (both accessed Oct 21, 2026).
1. NIST, SP 800-53 Rev. 5 (release 5.2.0), AC-2, AC-3, AC-6, AC-6(7), AC-17, IA-2 and enhancements (1), (2), (12), IA-5, IA-5(2), CM-2, CM-3, CM-6, CM-8, SA-8, SA-22, SC-20, SC-21, SC-22, AU-2, AU-6, AU-12, SI-4 and CA-7, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; titles checked against NIST’s OSCAL Rev. 5 catalog, version 5.2.0, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (both accessed Oct 21, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP 20x Certification Rules, Consolidated Rules for 2026, https://www.fedramp.gov/2026/providers/20x/key-security-indicators/ (accessed Oct 21, 2026).
1. NIST, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, abstract, https://csrc.nist.gov/pubs/sp/800/37/r2/final (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Trusted Internet Connections (TIC) 3.0 Core Guidance Documents,” revision date September 23, 2026, https://www.cisa.gov/resources-tools/resources/trusted-internet-connections-tic-30-core-guidance-documents (accessed Oct 21, 2026).
1. NIST, SP 800-53B, Control Baselines for Information Systems and Organizations; membership checked against NIST’s OSCAL Rev. 5 Low, Moderate and High baseline profiles, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026).
[bookmark: _Toc00001049]Appendix B — Applicability
A target state is only a plan if the cloud it assumes is the cloud the agency actually has.
[bookmark: _Toc00001050]In this appendix
The environments the target state in Chapters 03 to 08 assumes, and how far it applies in each; the platform, licensing and cost assumptions behind it; and what Book 01 is and isn’t. Read it alongside Chapter 01. Each book in the workbook states its own applicability for its surface.
[bookmark: _Toc00001051]The environment this book assumes
The target state in Chapters 03 to 08 is built on Microsoft’s commercial cloud services: Microsoft Entra ID, Microsoft Intune, Azure Arc, Azure DNS Private Resolver and Azure Private DNS, and Microsoft Defender. For a federal agency that means:
	Environment
	Fit

	Commercial cloud and Microsoft 365 GCC (Moderate)
	Primary target. Microsoft 365 GCC is paired with Microsoft Entra ID in the commercial Azure cloud,1 and its FedRAMP Marketplace listing, Microsoft 365 Government Community Cloud & Supporting Services, is FedRAMP Certified at Class C (Moderate).2 Azure itself holds a FedRAMP High authorization in the public cloud.3 The architecture applies as written, inside the agency’s own authorization boundary. Two known gaps: Microsoft 365 informed network routing isn’t available to GCC Moderate (Book 09, Chapter 12), and per-feature availability in GCC still has to be checked.

	GCC High and DoD (Azure Government)
	Applies in principle, with checks. Microsoft 365 GCC High and DoD are paired with Microsoft Entra ID in Azure Government,1 and feature availability and timing differ there. Confirm each named capability against the current per-cloud tables before committing to it. As of this writing Microsoft lists certificate-based authentication, Privileged Identity Management, access reviews and Lifecycle Workflows as available in Azure for US Government, and a few items, such as the Microsoft Entra threat intelligence risk detection and the My Staff portal, as not available.4 Microsoft Cloud PKI, for example, is supported in GCC High but not in DoD.5

	Air-gapped and classified enclaves
	Doesn’t apply as written. With no cloud control plane, Entra ID, Intune and Arc aren’t available. The assessment and plan-and-deliver discipline (Chapters 10 and 11) still applies to an on-premises target, which typically remains AD DS.

	Non-Microsoft identity or cloud stack
	The method applies; the product mappings don’t. For an agency whose cloud identity, device management or collaboration platform isn’t Microsoft’s, the governance model carries over: an authoritative source for every attribute, an HR-driven joiner-mover-leaver lifecycle, read-only analysis before any change, gated phases with a rollback at each gate, and drift detection with evidence. What changes is everything named in Chapters 03 to 08: the products, their features and licensing, and their per-cloud availability. Map each to the agency’s platform and check that platform’s own FedRAMP listing. Book 10, Chapter 10 works one alternative collaboration path.

	OT, lab and 802.1X-dependent networks
	Partial. Network access control that relies on NPS and RADIUS against Active Directory needs an explicit successor. Book 01 names the dependency; Book 09, Chapter 07 covers the 802.1X and RADIUS design.


[bookmark: _Toc00001052]Platform assumptions
· Windows Server 2025 for the platform host (Chapter 03). Windows Server 2019 is the minimum for the assessment role under the workbook’s server standard, which assumes Windows Server 2016 is gone from production by January 12, 2027. Check support dates for anything earlier: Windows Server 2012 and 2012 R2 Extended Security Updates ended on October 13, 2026, and Windows Server 2016’s end of support is January 12, 2027.6
· Windows 11 user devices for Microsoft Entra join and Windows Autopilot (Chapter 07). Windows 10 reached end of support on October 14, 2025.7
· Microsoft Entra ID P1 at minimum, for Conditional Access, dynamic groups and administrative-unit administration: each administrator assigned a role over an administrative unit needs P1, and so does each member of an administrative unit with a dynamic membership rule.8 Microsoft Entra ID P2 (or Microsoft Entra ID Governance) for Privileged Identity Management, and P2 for Identity Protection risk policies.9 Microsoft Entra ID Governance (or Microsoft Entra Suite) for Lifecycle Workflows and access reviews; P2 alone doesn’t include Lifecycle Workflows.1011
· Microsoft Intune licensing for every managed user device.
· Azure subscriptions for Arc-connected servers, Azure Policy machine configuration and Private Resolver. The Arc control plane itself (resource organization, Resource Graph, Azure RBAC, templates and extensions) carries no extra cost; the Azure services used on Arc-enabled servers, such as Defender for Cloud or Azure Monitor, are billed at their own rates.12 Cost is planned by service, not by connection (Book 05, Chapter 09).
[bookmark: _Toc00001053]What this book is, and isn’t
· It is a reference architecture and program model. The “framework” (the platform host, plan engine, adapters, drift detection and evidence packets) is a design to be built from standard components. It isn’t an existing product.
· It doesn’t replace Microsoft’s product documentation or the agency’s own authorization process. Each new cloud dependency it introduces has to sit inside an authorized boundary; FedRAMP certifies the cloud service, and the agency authorizes the system that uses it (Appendix A).
· Numbers in the book (percentages, durations, user counts, thresholds) are illustrative unless a source is cited.
· It covers workforce identity and the agency’s internal systems, not public-facing digital services or the Login.gov sign-on the public uses; Book 00, Chapter 02 states the scope and the federal obligations that still reach internal systems.
· Microsoft hasn’t deprecated AD DS. It remains a role in Windows Server 2025, which added a new forest and domain functional level.13 Retiring it is an agency decision that this book supports. Partial outcomes are legitimate end states: a minimized AD, or documented Kerberos islands with end-of-life dates.
· Data categorization and the Zero Trust data pillar, and encrypted DNS, are planned separately: data isn’t designed in this book, and encrypted DNS belongs to Book 08.
[bookmark: _Toc00001054]Notes
1. Microsoft Learn, “Cloud feature availability for US Government customers,” Microsoft 365 integration (Office 365 GCC pairs with Microsoft Entra ID in Azure; GCC High and DoD pair with Microsoft Entra ID in Azure Government), https://learn.microsoft.com/azure/security/fundamentals/feature-availability (accessed Oct 21, 2026).
1. FedRAMP Marketplace, “Microsoft 365 Government Community Cloud & Supporting Services” (MSO365MT): FedRAMP Certified, Class C (Moderate), https://www.fedramp.gov/marketplace/products/MSO365MT/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure Microsoft Entra ID to meet FedRAMP High Impact level” (Azure and Azure Government hold a P-ATO at the High impact level; P-ATO is Microsoft’s term from before FedRAMP’s 2026 rules, which Book 10, Chapter 03 explains), https://learn.microsoft.com/entra/standards/configure-for-fedramp-high-impact (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability in Azure for US Government,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Intune for US Government GCC High and DoD service description” (Cloud PKI and Remote Help support GCC High only, not DoD), https://learn.microsoft.com/intune/fundamentals/government-service (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud-native licensing and cost management with Azure Arc-enabled servers,” Extended Security Updates, https://learn.microsoft.com/azure/azure-arc/servers/cloud-native/licensing-cost-management (accessed Oct 21, 2026).
1. Microsoft Learn, “Windows 10 reaching end of support,” https://learn.microsoft.com/lifecycle/announcements/windows-10-end-of-support (accessed Oct 21, 2026).
1. Microsoft Learn, “Administrative units in Microsoft Entra ID,” License requirements, https://learn.microsoft.com/entra/identity/role-based-access-control/administrative-units (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra licensing” (Conditional Access requires P1; risk-based policies require ID Protection, a P2 feature; PIM requires P2 or Microsoft Entra ID Governance), https://learn.microsoft.com/entra/fundamentals/licensing (accessed Oct 21, 2026).
1. Microsoft Learn, “What are lifecycle workflows?” License requirements (Microsoft Entra ID Governance or Microsoft Entra Suite), https://learn.microsoft.com/entra/id-governance/what-are-lifecycle-workflows (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra ID Governance licensing fundamentals” (access reviews and Lifecycle Workflows require a Microsoft Entra ID Governance subscription for member users), https://learn.microsoft.com/entra/id-governance/licensing-fundamentals (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure Arc overview,” Pricing, https://learn.microsoft.com/azure/azure-arc/overview (accessed Oct 21, 2026).
1. Microsoft Learn, “What’s new in Windows Server 2025,” Active Directory Domain Services, https://learn.microsoft.com/windows-server/get-started/whats-new-windows-server-2025 (accessed Oct 21, 2026).
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