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[bookmark: _Toc00001234]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book brings together the workbook’s Physics of a Single Source of Truth series, the branch-networking whitepapers (The Branch Edge Gap, The Long Interim, SD-WAN vs. DIA Under TIC 3.0, Network Transport and Governance, and the field-office WAN paper), the Microsoft 365 Optimize exemption instruments, and the short SD-WAN, SASE and RADIUS pages. Every external claim was checked against a primary source starting October 20, 2026, with later additions dated in their footnotes, and carries a footnote; third-party sources are labeled as such. The earlier pages are kept in the repository’s archive/b09-network/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck and its narrated, self-running edition, with built-in captions, are on the Presentations page.
Executive briefing (about 30 minutes live, 22 narrated): the decisions, their owners and timing, on the Presentations page.
Technical deep dive (about 50 minutes live, 19 narrated): TIC 3.0 in practice, SD-WAN and SASE, network access control after AD, and the reference architecture, in modules on the Presentations page.
SD-WAN technical deep dive (about 50 minutes live, 18 narrated): transport physics, the branch edge and TIC 3.0, securing and governing the fabric, and the field-office transformation, on the Presentations page.
SD-WAN executive business case (about 7 minutes narrated): the field-office WAN case from Chapter 11, its cost, roadmap, gates and the decision to ask for, on the Presentations page. Research under review: the SD-WAN platform deep dive and the Cisco Catalyst SD-WAN implementation guide.
Every other book in this workbook moves something: identities, devices, databases, certificates, names. This one is about the paths they move over, and the one constraint no product removes. Light in fiber covers about 200 kilometers per millisecond, and conversational voice leaves the network roughly 70 to 100 milliseconds one way. A field office that hairpins through a distant data center spends much of that on the detour, and a faster circuit doesn’t straighten the path. So the architecture follows physics: centralize the source of truth logically, then need less global synchronization rather than trying to make it faster. The second idea is the book’s spine: transport is a physics decision; control is a compliance decision. Direct internet access, MPLS, satellite and 5G are pipes that support one control family, telecommunications diversity (CP-8 and SC-47). The governor above them, SD-WAN and the security service edge enforcing TIC 3.0 policy, provides the protection controls, leaves the agency and its assessor to own what is left, and is itself attack surface. Done in the wrong order, lighting up fast connections before the governor is live, modernization becomes a compliance regression with better latency.
[bookmark: _Toc00001235]Why, what, who, how
	
	Question
	Chapters

	Why
	Why does physics decide the architecture, and why are transport and control separate decisions?
	01, 02

	What
	What federal policy actually requires, and what the target network looks like: centralization and tokens, SD-WAN and SASE, legacy protocols on new paths, network access control and the reference architecture
	03, 04, 05, 06, 07, 08

	Who
	Who decides and who does the work for the network and its transport
	09

	How
	Hold a safe posture through the long interim, transform a field-office WAN, handle Microsoft 365 traffic, and sequence, cost and evidence the change
	10, 11, 12, 13


Appendices: A — Optimize exemption decision instruments · B — Requirements mapping and sources · C — Glossary
[bookmark: _Toc00001236]Reading paths
· Executives (20 minutes): Chapters 01, 02 and 13, or the 15-minute presentation.
· Network and security architects: Chapters 01–08, then 13.
· Authorizing officials and boundary owners: Chapters 02, 03, 09 and 12, with Appendices A and B.
· Program managers and acquisition: Chapters 09, 10, 11 and 13.
· Identity and endpoint engineers: Chapters 04, 06 and 07.
[bookmark: _Toc00001237]Where this book sits in the workbook
This is Book 09 of the Federal Modernization Workbook. Book 08 — DNS, DHCP & IPAM governs the name layer that SD-WAN interception and encrypted DNS touch (Chapter 05). Book 07 — PKI & Certificates issues the certificates 802.1X depends on, and Book 04 — Access & Privilege turns network location into one signal among many. Book 05 — Devices & Endpoints and Book 06 — Data Platform carry the device and database work that moves over these paths. For control-level depth, the Federal Compliance volumes on 802.1X network access control, network modernization and telecommunications modernization remain in the repository.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00001238]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 09: fix confirmed crosswalk error findings (#372); Book 09: MAB default to quarantine; re-time savings ramp to the roadmap (#375); Book 09: resolve 24 inconsistency findings (cutover gate, FedRAMP wording, glossary, cross-references) (#431); Decisions pass, Books 05-12: apply Mike’s calls and take-the-recommendation items (#453); Claim language: supports, not satisfies (rule, check, first sweep) (#474); Content Delivery Modernization: distribution point consolidation guides, plan and kit (#468); and 4 more (all changes)

	1.4
	2026.11.4
	2026-11-05
	Sweep stale wording, and link sources on every deck (#361)

	1.3
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269)

	1.0
	2026.10
	2026-10-31
	First edition (22 merged changes since the book began)


[bookmark: _Toc00001239]Chapter 01 — Why Physics Decides the Architecture
Bandwidth is something you can buy; latency is something distance charges you, and no contract renegotiates it.
[bookmark: _Toc00001240]In this chapter
The question this book answers and the case in one paragraph. Why the pendulum is swinging back from fragmented data toward logical centralization, and the three forces pushing it. The speed-of-light floor stated precisely, with measured, estimated and assumed figures kept apart. What ITU-T G.114’s 150 ms figure actually allows a network, what a hairpin spends of it, why no product shortens a fiber path, and why the correct response is to need less global synchronization rather than faster synchronization.
[bookmark: _Toc00001241]Why physics decides
Every network modernization argument eventually reaches a number measured in milliseconds. A voice call sounds wrong, a thick client takes four seconds to open a record, a database replica falls behind, and someone proposes a product to fix it. Some of those problems are product problems. Many are not. Part of every delay on a wide-area path is the time light takes to travel through glass, and that part is set by geography. Nothing sold to an agency changes it.
This book is about what follows from taking that seriously. If latency has a physical floor, then two kinds of decision get mixed up in most network programs and need to be pulled apart. Choosing a pipe (fiber, MPLS, satellite, cellular, direct internet access) is a physics decision: it settles how long packets take and how often they arrive. Choosing the control layer that governs those pipes (SD-WAN, a security service edge, TIC 3.0 policy enforcement) is a compliance decision: it settles whether the traffic is protected, inspected, measured and evidenced. Chapter 02 makes that split the organizing idea of the book. This chapter establishes the physics underneath it.
[bookmark: _Toc00001242]The case in one paragraph
Problem. Agencies are consolidating data and identity toward fewer authoritative sources, which is right, while routing branch traffic through distant inspection points and expecting faster circuits or better products to make the result feel local. Distance sets a latency floor of about 5 microseconds per kilometer of fiber, and a cross-country hairpin can spend most of what the network is allowed for a voice call before any inspection happens.
Solution. Centralize the truth logically, not physically. Keep strong consistency inside a region, where it is nearly free, and design everything that crosses long distances to need fewer synchronous round trips. Shorten the paths that must be short with local breakout, and govern those paths so the shorter path isn’t a compliance regression (Chapter 02).
Ask. Before approving any network or data-platform change justified by performance, require the path to be decomposed into its propagation floor and its addressable gap, with every figure labeled as a measurement, an estimate or an assumption. Treat a proposal that promises to move the floor as a proposal that hasn’t been checked.
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Three forces push toward logical centralization; physical centralization stops at the speed-of-light floor.
[bookmark: _Toc00001243]For decision makers
· Latency has a floor set by distance. Light in optical fiber covers roughly 200 km per millisecond, so every 1,000 km of path costs about 5 ms one way before any equipment touches the packet.1
· Optimization works on the gap above the floor, never the floor. Queueing, loss, jitter and indirect routing are often several times the floor on real internet paths, which is why network work can help, but none of it shortens the distance.2
· The 150 ms voice figure is mouth-to-ear, not network. ITU-T G.114 treats delays under 150 ms as essentially transparent, but terminals consume 50 to 80 ms of that, leaving the network roughly 70 to 100 ms.1 A cross-country hairpin can spend most of it.
· Strong consistency spends round trips, so it’s a latency problem. A fatter pipe doesn’t make a synchronous commit across a continent faster.
· The architectural answer is to need less global synchronization. Centralize the source of truth, keep strong consistency within a region, and make long-distance copies asynchronous and subordinate.
[bookmark: _Toc00001244]The pendulum
For a decade the default answer to “where should the data live?” has been to spread it out. Every microservice owns its own store, and a large shared database server is treated as a legacy embarrassment. Microsoft’s own architecture guidance states the rule plainly: two services shouldn’t share a data store, and each service manages its own private store that other services can’t access directly.3 The reasons were good ones: independent deployment, schemas that can change without coordinating every consumer, and freedom to choose a store that fits each workload.
The cost arrived later. Every service-owned copy of a customer, an employee, an organizational unit or a device is a copy that can disagree with the others, and the reconciliation work that fragmentation creates was rarely budgeted. The result is drift: two systems that each believe they hold the right answer, and an incident queue full of “which number is correct?” The same guidance that prescribes private stores also says to use a single source of truth where strong consistency is required, with other services holding copies that are eventually consistent with it but are not themselves the source of truth.3 That second rule is the one this book builds on.
The pendulum is now swinging back. The question worth asking is whether wide-area networks that are fast and application-aware, together with security that travels with each request as a token, make it efficient to consolidate onto fewer, larger authoritative stores and stay close to one source of truth. This book’s answer is a qualified yes, with one hard boundary set by physics. The qualification matters as much as the answer.
[bookmark: _Toc00001245]Three forces toward logical centralization
	Force
	What it removes
	Consequence for where data lives

	Fat, application-aware WAN
	The bandwidth penalty that forced data to sit next to the compute using it
	The system of record can be centralized without the old throughput tax, at least within a region

	Token-based (zero-trust) security
	The need to fragment data behind network perimeters to isolate it
	One logical store can safely serve many trust domains; data no longer has to be sharded for security

	Single-source-of-truth discipline
	The reconciliation cost of many divergent authoritative copies
	Fewer authoritative copies means less drift and a model one engineer can hold in their head


Each force is real. Chapter 04 develops the other two, the single-source-of-truth discipline and token-based security: why logical centralization beats fragmentation for governance, and why token-based security is the enabler that lets one store serve many tenants and trust domains (Chapter 04 — Logical Centralization and Token-Based Security). This chapter is about the force that pushes the other way.
Logical centralization is not physical centralization
The word “centralize” fuses two different things, and separating them prevents most of the mistakes that follow.
[bookmark: _Toc00001246]Centralize the truth; distribute the copies
Logical centralization means one authoritative source of record. Physical centralization means one big server in one place. The first is good. The second runs into walls that no network removes. Read replicas, caches and edge stores are fine, provided they stay explicitly derived, subordinate and disposable. A convenience copy must never quietly promote itself to a source of truth; that promotion is where drift is born.
Physical centralization hits three walls:
· The speed of light. Wide-area networks got fast in bandwidth. They did not get fast in latency, because the floor is distance. The rest of this chapter is about this wall.
· Blast radius. One central server is one outage, one bad schema migration or one noisy tenant away from taking everything down. Distribution is partly a failure-domain strategy, not only a performance one.
· Data residency. Some data must stay in a particular jurisdiction or boundary regardless of how good the network is. That constraint is legal and contractual, not technical, so no technology removes it.
[bookmark: _Toc00001247]The speed-of-light floor
Two latencies, added together
Wide-area round-trip time is the sum of two components with completely different physics:
	Component
	What it is
	Can engineering reduce it?

	Propagation delay
	The time for the signal to travel the distance at the speed of light in fiber
	No. Fixed by the length of the path

	Everything else
	Queueing, congestion, jitter, loss and retransmission, and routes longer than the great circle
	Yes, often substantially. This is the whole addressable surface


The first is a tax levied by physics. The second is the gap between the latency an agency observes and that floor. Every technique Chapter 05 examines (SD-WAN path selection, forward error correction, jitter smoothing, steering latency-critical flows onto lean paths) works on the second component. None of them removes a microsecond of propagation delay. The improvements are real because the gap is usually large, but the floor stays where distance puts it (Chapter 05 — SD-WAN, SASE and Governed-Path Transport).
[bookmark: _Toc00001248]Optimization attacks the gap, never the floor
A proposal that claims to make a long path faster than its propagation floor allows hasn’t been checked. A proposal that claims to shrink the gap above the floor can be true, and should be judged by measurement.
The numbers
The speed of light in vacuum is exactly 299,792.458 km/s.4 Light in optical fiber is slower. ITU-T Recommendation G.114, the international planning reference for one-way transmission time, uses a planning value of 5 µs per kilometer for optical fiber cable systems.1 That is the same as 200,000 km/s, about two-thirds of the vacuum speed, or roughly 1 ms for every 200 km, one way.
Applied to great-circle distances, that gives floors no optimization can beat:
	Path
	Great-circle distance
	One-way floor
	Round-trip floor

	Within a metro
	50 km (illustrative)
	0.25 ms
	0.5 ms

	Cross-region, same continent
	1,000 km (illustrative)
	5 ms
	10 ms

	New York to London
	5,570 km
	28 ms
	56 ms

	New York to Singapore
	15,330 km
	77 ms
	153 ms


Arithmetic, not measurement: distances by the haversine formula on a 6,371 km mean Earth radius between city centers, multiplied by G.114’s 5 µs/km. The metro and same-continent rows use round illustrative distances.
These are minimums for a perfectly straight fiber path. Real paths are longer. A 2017 measurement study that compared internet latencies with the speed-of-light bound along the great circle found minimum ping times about three times that bound (3.1 times in the median), attributing the excess to the physical infrastructure and routing, and found that fetching small web pages ran far slower still once protocol round trips were added.2 Since fiber alone accounts for about 1.5 times the vacuum bound, a measured path at three times the vacuum bound is running at roughly twice the straight-fiber floor. Some of that excess can be clawed back by better routing and peering. None of it can go below the straight-line floor.
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Observed latency is an immovable propagation floor plus an addressable gap; the floors for four paths.
Measurements, estimates and assumptions
Network business cases fail review when they mix kinds of number. This book labels every figure as one of four types, and expects agency documents to do the same:
	Type
	What it is
	Examples in this chapter

	Physical constant or standard
	A value fixed by physics or published by a standards body
	Speed of light; G.114’s 5 µs/km and its 150 ms and 400 ms thresholds

	Arithmetic
	A result computed from stated inputs, which anyone can recompute
	The floors table; the hairpin worked example below

	Measurement
	A value observed on a real network, with its method and population
	The 2017 path-inflation study; an agency’s own latency samples

	Design assumption
	A planning value chosen by the program, to be replaced with a measurement
	The 1.5 route-length factor and the 5 ms inspection allowance below


A figure with no label is treated as an assumption until someone shows otherwise.
[bookmark: _Toc00001249]The 150 ms budget, read correctly
Network documents often say that ITU-T G.114 “budgets 150 ms one way” for voice. The recommendation says something more careful, and the difference matters for branch design.
G.114 recommends not exceeding 400 ms of one-way delay for general network planning, and says that although a few applications may be slightly affected by end-to-end delays below 150 ms, if delays are kept under that figure most applications, speech and non-speech, will experience essentially transparent interactivity.1 Both figures are end to end: for speech, mouth to ear. They include the terminals as well as the network.
The terminals take a large share. G.114’s appendix on voice over IP works its examples with terminals contributing 50 ms of mean delay with 10 ms packets, or 80 ms with 20 ms packets, and links them to the 100 ms network delay objective of ITU-T Y.1541 Class 0.1 Subtracting the terminals from the 150 ms target leaves the network roughly 70 to 100 ms one way, which is consistent with that objective. That allowance, not 150 ms, is what a hairpin spends.
G.114 also makes a point about expectations that applies directly to field offices: delays in the mid-200 ms range may be tolerable on long inter-regional calls, but planners should not let local and regional calls encounter such delays, because users expect those calls to be delay-transparent.1 A call between two offices in the same state that hairpins across the country is a regional call with an inter-regional delay.
[bookmark: _Toc00001250]What a hairpin costs
A hairpin sends traffic to a distant inspection or egress point and back before it reaches its destination, even though a shorter path exists. It was the routing model the original Trusted Internet Connections consolidation required, and CISA now describes it bluntly: MTIPS backhaul increases contention and latency for remote and branch users.5 TIC 3.0’s Branch Office use case exists in part to help agencies gain application performance, naming latency, throughput and jitter, by letting branches connect more directly to sanctioned cloud services and the web (Chapter 03 — What TIC 3.0 and Federal Policy Actually Require).6
The cost is easy to work out. Take a field office in Seattle whose internet-bound traffic is routed to an inspection point in northern Virginia, and whose destination is a cloud region in the Pacific Northwest:
	Input or step
	Value
	Type

	Seattle to northern Virginia, great circle
	3,695 km
	Arithmetic (haversine)

	Detour out and back
	7,390 km
	Arithmetic

	Propagation floor of the detour, one way
	37 ms
	Arithmetic (× 5 µs/km)

	Route length relative to the great circle
	× 1.5
	Design assumption, conservative against the 2017 measurements

	Inspection stack at the hub
	+ 5 ms
	Design assumption

	Hairpin, one way
	about 60 ms
	Arithmetic from the above

	Local breakout to a nearby region, one way, including the stack
	5 to 15 ms
	Design assumption, to be replaced by measurement


Against a network allowance of roughly 70 to 100 ms, the hairpin spends most of the budget on geography before the call has gone anywhere useful. An office in Honolulu or Anchorage hairpinning through the East Coast does worse: the Honolulu to northern Virginia great circle alone is 7,730 km, a 39 ms one-way floor before the return leg.
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A cross-country hairpin spends most of the network’s share of the voice delay budget; local breakout leaves most of it.
Two cautions keep this honest. First, the 5 to 15 ms local-breakout figure is a planning assumption, not a measurement; the sources this book draws on reported it without a measurement method, so an agency should replace it with samples from its own offices. Second, an earlier version of this argument claimed a hairpin spends 100 to 130 ms one way on the detour. For a continental United States hairpin that doesn’t follow from the arithmetic above; it is plausible only for distant non-contiguous offices or as a round-trip figure. Use the worked method, not the headline.
[bookmark: _Toc00001251]No product shortens a fiber path
Distance is the one latency variable a buyer controls, and it is controlled by where traffic goes, not by what it goes through. Three consequences follow.
· A faster circuit doesn’t straighten the path. Buying more bandwidth on the same hairpin raises throughput and leaves latency where it was. Carrier topology is not geometry: a carrier’s backbone may route a short-haul circuit through a distant switching center, and only measurement shows it.
· Local breakout is the only fix for the geographic term. Moving the egress and the inspection point near the user deletes the detour. That is why Microsoft’s connectivity principles for Microsoft 365 tell customers to egress connections locally and avoid network hairpins, and define a hairpin as traffic first directed to an intermediate location such as a security stack, cloud access broker or cloud-based web gateway.7 Chapter 12 — Microsoft 365 Traffic and the Optimize Inspection Exemption deals with what that guidance means inside a boundary that inspects everything.
· The inspection point has a location too. A cloud-delivered security service is only “local” if its point of presence is near the user and well peered with the destination. Moving inspection from a distant hub to a distant cloud point of presence moves the hairpin without removing it.
Local breakout solves exactly one problem: the geographic hairpin. It satisfies none of the protection controls that are often claimed near it. A branch moved from a governed hairpin to ungoverned local breakout has better latency and less assessed boundary protection than it started with. That is the subject of Chapter 02.
[bookmark: _Toc00001252]Strong consistency is a latency problem
The same physics decides how far a single source of truth can stretch.
A strongly consistent, synchronous commit doesn’t need bandwidth; it needs agreement, and agreement means messages travel to other nodes and back. A commit that must be durable on a remote replica before it acknowledges pays at least one round trip every time. A consensus protocol pays at least one round trip to a quorum: in Raft, a command can complete in the common case once a majority of the cluster has responded to a single round of remote procedure calls.8 Across New York and London that is a floor of 56 ms per synchronous commit, multiplied by every dependent operation in a transaction. No amount of bandwidth changes it, because the limiting resource is the time light takes to make the trip.
There is a second, subtler effect. A quorum commit waits for the slowest response it needs, so commit latency is governed by a tail statistic, not an average. A path with an excellent mean and an ugly 99th percentile inflicts poor commit latency, because every so often the one packet the quorum is waiting for is the one that was queued, dropped and retransmitted. Large-scale systems work treats this tail as the thing that dominates service performance as systems grow, and designs for it explicitly.9 Propagation delay is constant and so doesn’t widen the tail. Congestion, loss and jitter, the addressable gap, are what widen it. That is the opening Chapter 05 exploits: network work can tighten the tail even though it can’t touch the floor.
[bookmark: _Toc00001253]Need less global synchronization
Two design rules fall directly out of the physics.
1. Keep strong consistency inside a region. At metro and intra-regional distances the propagation floor is under a millisecond to a few milliseconds, so synchronous consistency is close to free. A single-region writer is not a limitation to apologize for; it exploits the physics deliberately.
1. Across regions, stop spending round trips. The improvement is not a faster synchronous path, because physics caps that. It is an architecture that needs fewer synchronous crossings: asynchronous replication, bounded staleness, and data types that merge cleanly. Microsoft’s microservices guidance makes the same point from the data side: define the consistency each component needs, and prefer eventual consistency where possible.3
The Federal Modernization Program’s own SaaS data plane is designed this way, and Chapter 08 — Reference Architecture: Consistency Classes Meet Network Classes walks it end to end. In outline, as program design choices: one shared single-region PostgreSQL store is the tenant registry and system of record; applications authenticate to it without stored passwords, presenting a Microsoft Entra access token in place of the database password, which Azure Database for PostgreSQL supports;10 dedicated, physically separate resources are provisioned only for tenants whose compliance posture requires them; and no global synchronous write path exists, on purpose.
The same rule applies beyond databases. Identity, policy and configuration all have a source of truth and many consumers. Every place an agency design assumes a distant authority must answer synchronously, on the critical path of a user action, is a place where distance will show up as delay. Chapter 06 lists the ones that matter for legacy protocols on re-routed paths, including the short list of Active Directory operations that genuinely need a reachable domain controller (Chapter 06 — Legacy Protocols on Re-Routed Paths).
[bookmark: _Toc00001254]What this chapter establishes
1. Logical centralization of the source of truth is right; physical centralization stops at three walls: the speed of light, blast radius and data residency.
1. Wide-area latency is a propagation floor, about 5 µs per kilometer of fiber, plus an addressable gap. Optimization works on the gap, never the floor.
1. ITU-T G.114’s 150 ms is a mouth-to-ear figure; after the terminals, the network has roughly 70 to 100 ms one way, and a cross-country hairpin can spend most of it.
1. No product shortens a fiber path. Local breakout fixes the geographic term and nothing else.
1. Strong consistency spends round trips, so the architectural answer is to need less global synchronization, not faster synchronization.
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[bookmark: _Toc00001256]Chapter 02 — Transport Is Physics, Control Is Compliance
Choosing a pipe settles how fast traffic arrives; choosing what governs the pipe settles whether you can defend it to an assessor, and neither choice makes the other.
[bookmark: _Toc00001257]In this chapter
Why “SD-WAN versus DIA” answers two different questions as if they were one. What direct internet access solves (the hairpin), what it satisfies (none of the protection controls), and what bare local breakout breaks (the assessed boundary). What a branch with DIA and a SASE service still lacks. The transport menu, and the one control family that transport selection does support. What the governing layer contributes, why it is itself attack surface, and the order of operations.
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Federal network programs keep framing a procurement as “SD-WAN or DIA,” as if a buyer picks one. Direct internet access (DIA) is a pipe: local internet breakout at the branch instead of backhauling internet-bound traffic to a central access point. SD-WAN is a control surface that governs pipes. One provides connectivity. The other makes that connectivity measurable, governable and defensible at scale. They answer different questions, and an agency that treats them as alternatives ends up in one of two failure modes: a governed network too slow for voice, or a fast network that is a compliance finding.
The acronym causes its own confusion. In this book DIA always means direct internet access. It is not a Defense Information Systems Agency circuit (DISA is that agency, and its transport network is the Defense Information Systems Network, DISN)1, and it is not the Defense Intelligence Agency, which is what the letters DIA name in a defense context. An earlier version of one of this book’s source papers made exactly that error, and every finding built on it fell.
Chapter 01 established why latency has a physical floor. This chapter applies it. Transport is a physics decision: fiber, MPLS, low earth orbit (LEO) satellite and 5G differ enormously in latency, loss and capacity. Control is a compliance decision: the governing layer and the security service edge above it are what provide the protection controls, and the agency and its assessor still own what is left. TIC 3.0 is why an agency can’t stop at the pipe.
[bookmark: _Toc00001259]The case in one paragraph
Problem. Programs treat transport and control as competing options. A branch that moves from a governed hairpin to bare local breakout gains latency and loses assessed boundary protection, and a branch with DIA and a cloud security service but no branch-edge layer has inspection applied to traffic nobody governs or measures before it leaves the building.
Solution. Buy transport on measured physics, knowing it supports exactly one control family (telecommunications diversity, CP-8 and SC-47). Get the protection controls from the control layer: a branch-edge governor for path selection, encryption and telemetry, and policy enforcement points above it for boundary, flow, malware and monitoring. Protect that governor as the high-value, internet-facing system it is.
Ask. Before the next transport or SD-WAN procurement, run the decision sequence at the end of this chapter against the current portfolio, file the authorization-boundary change and have it decided before cutover rather than after, and name an owner for each step (Chapter 09 — Who Owns the Network and Its Transport).
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b09-network/png/ch02-pipe-and-governor.png]
Transport is a physics decision and supports one control family; control is a compliance decision and provides the protection controls.
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· DIA solves one problem, the geographic hairpin. It is the only fix for that problem; no security product shortens a fiber path (Chapter 01).
· DIA satisfies none of the protection controls claimed near it. Boundary protection, flow enforcement, transmission confidentiality, malware inspection and monitoring come from the control layer, never from the pipe.
· Bare local breakout is a compliance regression with better latency. With local breakout the branch becomes an external boundary, and the agency has to be able to say what monitors and controls it.
· Transport supports one control family: telecommunications diversity (CP-8 and SC-47). That is an argument for more than one pipe, not an argument that any pipe protects anything.
· The governor is itself attack surface. A controller with agency-wide routing authority and a fleet of internet-facing edges are exactly the kind of system CISA’s 2026 directives target.
· Order decides the outcome. Deploy the governor before production traffic, and treat the boundary change as the significant change it is.
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Under the original TIC model, branch traffic traveled to a consolidated access point before it could reach the internet or a cloud service, and Chapter 01 showed what that costs in milliseconds. TIC 3.0 no longer requires agencies to route traffic through TIC access points if they have an alternative that provides situational awareness to both the agency and CISA by other means.2 Local breakout is how a branch takes advantage of that.
What it removes is the detour. Moving egress near the user deletes the propagation and route-inflation terms of the hairpin, and lets inspection move to a point of presence where the latency budget can afford it. That is a real gain and, for latency-sensitive traffic, the only one available. It is also the whole of what the pipe contributes.
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Every transport is a pipe. The controls an agency asserts for the traffic crossing it are provided by whatever governs the pipe, and the agency still owns their parameters, policy and assessment:
	Control (NIST SP 800-53 Rev. 5)
	What it asks for
	Provided by the pipe?
	Where it is actually provided

	SC-7 Boundary Protection
	Monitor and control communications at external managed interfaces
	No
	Policy enforcement point at the boundary

	SC-7(4) External Telecommunications Services
	A managed interface and a traffic flow policy for each external telecommunication service, with documented exceptions
	No; each new pipe adds an interface to manage
	The governing layer, per circuit

	SC-8 and SC-8(1) Transmission Confidentiality and Integrity
	Protect transmitted information, with cryptographic mechanisms
	No
	Encryption at the branch edge or the endpoint

	AC-4 Information Flow Enforcement
	Enforce approved authorizations for information flow
	No
	Branch-edge policy and policy enforcement points

	SI-3 Malicious Code Protection
	Mechanisms at system entry and exit points
	No
	Inspection at the policy enforcement point

	SI-4 System Monitoring
	Detect attacks, indicators of attack and unauthorized connections
	No
	Telemetry from the governor and the enforcement points


Control statements from the SP 800-53 Rev. 5 catalog, release 5.2.0.3
MPLS is the case that most often confuses this. A carrier MPLS VPN separates one customer’s traffic from another’s, and agencies have long treated it as “private.” The standard is explicit that the architecture does not by itself encrypt data for privacy or detect tampering in transit, and that cryptographic measures must be applied in addition if those are wanted.4 Separation is a property of the carrier’s configuration, not a confidentiality control the agency can evidence.
[bookmark: _Toc00001263]What bare local breakout breaks: the assessed boundary
SC-7 asks a system to monitor and control communications at its external managed interfaces.3 Under a hairpin, the branch’s external interface was the access point, and someone had assessed it. Under local breakout, the branch is an external boundary. An agency asserting SC-7 there should be able to say what is monitored and controlled at that boundary, by what, and produce the record.
CISA’s Branch Office use case states the standard it will be held to. Its policy enforcement parity capability says that when branches connect directly to cloud and web services, their boundary protections should align with those at the agency campus, so that an attacker cannot evade security mechanisms by directing traffic down a forwarding path with less rigor; and where multiple means of conveyance are used, it names redundant links and SD-WAN as examples, path priorities, the order in which security functions execute, and policy enforcement should keep security parity on every path.5 A branch moved from an assessed hairpin to ungoverned breakout fails that test by construction. It has lost assessed boundary protection relative to where it started: a compliance regression with better latency.
None of this means an agency is out of compliance for lacking any particular product. TIC 3.0 is non-prescriptive guidance, and it names no required technology.6 The argument is about evidence: an agency with an ungoverned branch edge will find it hard to produce what its own control assertions promise, and the gap surfaces at assessment time rather than at deployment. Chapter 03 states what TIC 3.0 and federal policy actually require, and what they don’t (Chapter 03 — What TIC 3.0 and Federal Policy Actually Require).
[bookmark: _Toc00001264]What DIA plus SASE still leaves out
Most agencies that have adopted local breakout pair it with a Secure Access Service Edge (SASE) service: secure web gateway, cloud access security broker, firewall as a service and zero trust network access, delivered from nearby points of presence. That is the architecture TIC 3.0 was written to permit, and agencies adopting it are moving in the right direction. What it changes is where inspection happens. It doesn’t change whether the transport between the user and the point of presence is governed.
A branch with DIA and no branch-edge policy layer has:
· No path selection. One link is the path. If it degrades through latency, jitter or partial loss short of an outage, nothing at the branch detects it and moves traffic. A second link, if one exists, sits idle as a cold standby.
· No application awareness. Interactive database traffic, authentication exchanges, video calls, backups and patch downloads are forwarded identically.
· No queue management before the WAN. Quality of service has to be applied where traffic enters the constrained link. Without a device there, priority flows share an unmanaged queue with bulk transfers, and the agency’s stated prioritization exists only in a document.
· No use of two circuits at once. Links can’t be aggregated, and failover between them is manual or absent.
· No per-application transport telemetry. Interface counters say a link was busy. They don’t say which application experienced which latency over which path, which is what a monitoring or continuous-monitoring assertion about transport needs.
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The common branch applies inspection to traffic it doesn’t govern; the governed branch adds a policy layer between the users and the point of presence.
The governed branch is no more secure than the common one at the point of presence. It is governed and measured between the user and the point of presence, which the first is not, and that stretch is the most variable, most user-proximate and least instrumented part of the path.
Three objections usually follow, and each has an answer:
· “It’s redundant.” SASE inspects and enforces on traffic that has arrived at its point of presence. A branch-edge layer decides which traffic goes where, over which link, with what priority, before it leaves the building. They work at different points on the path and neither substitutes for the other. CISA’s own definition treats them as complementary: SASE combines networking tools such as SD-WAN with security tools such as a secure web gateway, cloud access security broker, zero trust network access and next-generation firewall.2
· “It adds risk.” It does, and the honest answer says so. The section on the governor below sets out what the risk is and what it costs to manage. The branch already has a router with a management plane; the replacement produces telemetry and enforces auditable policy the incumbent doesn’t, and has to be brought under the agency’s vulnerability management like any other internet-reachable device.
· “It isn’t authorized under our controls.” Ask which control or enhancement it violates. FedRAMP certifies the security posture of a cloud service; it doesn’t prescribe the network path used to reach one, and Chapter 03 sets out why a refusal with no identifiable control basis should be documented as a governance problem in its own right.
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Every transport is a pipe. Their physics differs enormously; their contribution to the protection controls is the same, which is none.
	Transport
	Physics that decides its use
	Planning figure
	Type of figure

	Terrestrial fiber (DIA, dedicated, dark fiber)
	Propagation at about 5 µs/km plus route length; lowest latency for a given distance
	5 µs/km7
	Standard (ITU-T G.114 planning value)

	MPLS from a carrier
	Rides the same fiber; latency set by the carrier’s topology, not geography; separation without encryption4
	Measure per circuit
	Measurement required

	Low earth orbit satellite
	Short space path, plus the distance from the ground station to the internet exchange and the destination
	12 ms between earth stations for a 400 km orbit7
	Standard (G.114 planning value, propagation through space only)

	Medium earth orbit satellite (about 14,000 km)
	Long space path
	110 ms between earth stations7
	Standard (G.114 planning value)

	Geostationary satellite (about 36,000 km)
	Space path alone exceeds the network share of the voice budget
	260 ms between earth stations7
	Standard (G.114 planning value)

	5G and LTE cellular
	Radio interface plus the carrier core and backhaul; contention varies by cell and hour
	4 ms (eMBB) or 1 ms (URLLC) one way across the radio interface, unloaded8
	Standard (IMT-2020 minimum requirement, radio only)

	Commodity broadband
	Shared access network; asymmetric; contention ratios vary
	Measure per site
	Measurement required


Two cautions apply to the table. First, the cellular figures are minimum requirements for the radio interface alone, under unloaded conditions with a single user;8 they say nothing about end-to-end latency through a carrier core to a cloud region, which has to be measured. Second, LEO operators publish median latency figures that change as constellations and ground infrastructure are built out, and none could be retrieved for this book from a primary source with its method stated. Treat any vendor latency claim for satellite or cellular service as a starting assumption and replace it with a measurement from the agency’s own sites. G.114’s planning values make the structural point without vendor figures: geostationary capacity, at 260 ms of space propagation alone, can’t carry conversational voice inside the transparent-interactivity target, while low orbit can.7
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Transport selection does support something: diversity of telecommunications services. SP 800-53’s CP-8 family asks for alternate telecommunications services that let essential functions resume when primary services are unavailable; its enhancements ask that the alternate not share a single point of failure with the primary (CP-8(2)) and that it come from a provider separated from the primary provider to reduce susceptibility to the same threats (CP-8(3)). SC-47 asks for alternate communications paths for system operations and organizational command and control.3
That is an argument for multiple pipes from separated providers over physically diverse routes, and a branch with fiber DIA and a cellular or LEO second path can evidence it. It is not an argument that any single pipe provides protection controls. And every additional external telecommunications service adds a managed interface that SC-7(4) expects to have its own traffic flow policy, confidentiality and integrity protection, and documented exceptions.3 Diversity supports one family and enlarges another; the governing layer is what keeps the second one manageable.
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The branch-edge layer, usually SD-WAN, is the transport governor. CISA’s SASE guidance defines its job narrowly and correctly: SD-WAN optimizes wide-area connectivity through dynamic, policy-driven routing based on user, device, network and application context.2 In practice the governor contributes:
· Encryption across every circuit. SD-WAN overlays typically run authenticated, encrypted tunnels between edges regardless of the underlay. In one vendor’s implementation, for example, IPsec is enabled by default in the data plane on all routers, using AES-GCM-256 for both encryption and authentication.9 That is the transport’s contribution to SC-8, and it is why the underlay can be untrusted broadband. (Whether the cryptographic module is validated is a separate question that Chapter 03 and Chapter 10 take up.)
· Traffic-class separation and path selection. Application-aware steering, quality of service at the point of entry to the constrained link, and active-active use of more than one circuit with failover driven by measured path health.
· Application-layer path telemetry. Per-application, per-path latency, loss and jitter, exportable to the agency’s logging pipeline. This is what makes transport claims in an authorization package evidence rather than assertion.
The boundary, flow and malware protections come from the security service edge above it: the secure web gateway, cloud access security broker, firewall and zero trust network access functions CISA groups under SASE.2 SD-WAN alone does not satisfy the Branch Office use case; the use case is a set of security capabilities, and SD-WAN appears in it only as an example of how multiple means of conveyance can be governed with parity.5 Chapter 05 develops the governor in depth: differentiated transport, what it can and can’t do at the propagation floor, SASE above SD-WAN, and how to secure the controller and edges (Chapter 05 — SD-WAN, SASE and Governed-Path Transport).
The governor is also available to buy. CISA notes that GSA’s Enterprise Infrastructure Solutions (EIS) vehicle provides SD-WAN networking and connectivity options to and from agency networks, cloud services and the internet.6 CISA’s FAQ also says agencies must consider FedRAMP authorization when selecting service providers, and the cloud-delivered parts of candidate products don’t all sit at the same level: listings for SD-WAN controllers and security service edges range from Moderate to High, and a listing covers the cloud service offering, not the edge appliances an agency installs in its own offices.10 Chapter 05 lists current examples and how to read them before a requirement names a service.
[bookmark: _Toc00001268]The governor is itself attack surface
A paper that credits the governor with providing controls owes the reader the controls that protect the governor. The exposure is consequential and new in two ways. The controller holds agency-wide routing and policy authority: whoever controls it decides where every branch’s traffic goes, including where DNS queries are redirected (Book 08 Chapter 05 — Edge Interception, Encrypted DNS and Rogue DHCP). And a fleet of internet-facing branch edges replaces a small number of hardened, centrally staffed egress points. 
CISA’s 2026 directives describe exactly this class of system. BOD 26-02 defines edge devices as technology that resides on the boundary of an agency’s network and is accessible from the public internet, says CISA is aware of widespread exploitation campaigns by advanced threat actors targeting end-of-support edge devices, and notes that edge devices are attractive targets because of their extensive reach into an organization’s network.11 Three weeks later, on February 25, 2026, CISA issued Emergency Directive 26-03 for Cisco SD-WAN systems, after CISA, NSA and four international partners reported actors globally compromising those systems through an authentication bypass and a privilege escalation and establishing long-term persistence; the revised directive of March 11, 2026 also required agencies to deliver Cisco SD-WAN syslog to CISA through CISA’s Comprehensive Log Aggregation Warehouse (CLAW).12 The controller and manager are the components named. The exploitation didn’t stop with the directive: Cisco has since added the validator to the scope of the CVE-2026-20127 advisory, and CISA’s Known Exploited Vulnerabilities (KEV) catalog lists nine Cisco Catalyst SD-WAN CVEs added during 2026, the newest on September 30 with a three-day due date.1314
Protecting the governor is ordinary security engineering, applied to a system that deserves more of it than a branch router ever did. As a program design position, the package for any SD-WAN or SASE deployment should show at least:
· Management-plane access limited to named administrators with phishing-resistant multifactor authentication and least privilege (AC-2, AC-6, IA-2(1)), with the management interfaces themselves not reachable from the internet (SC-7).
· A configuration baseline and least functionality for controllers and edges (CM-2, CM-7), so a change to agency-wide routing policy is a reviewed change, not a console edit.
· Flaw remediation inside the federal clock. BOD 26-04, issued June 10, 2026, replaced BOD 22-01 and BOD 19-02 with risk-based remediation timelines whose shortest window, three days, applies to the highest-risk vulnerabilities, such as an automatable, total-impact flaw in a publicly exposed asset (SI-2).15 Branch edges are publicly exposed assets. An agency that can’t patch them inside those windows has a different problem, and should solve that one first.
· Lifecycle discipline. BOD 26-02 requires agencies to remove listed end-of-support edge devices within 12 and 18 months and to keep a continuous discovery process afterwards (SA-22).11 A thousand-site SD-WAN fleet is a thousand edge devices on that clock.
· Logging of the governor itself (AU-2, AU-6, AU-12): controller audit records, policy changes and edge events in the agency’s pipeline, and to CISA where a directive requires it.
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The two decisions have to be made in the right order, because the order decides whether modernization is a gain or a regression:
1. Secure the governor first: bring the SD-WAN controller and its edges under vulnerability management, privileged-access control and off-box logging before they carry production traffic (Chapter 05).
1. Buy the pipe on measured physics, within the acquisition and supply-chain envelope, and with diversity where the mission needs it.
1. Deploy the governor before production traffic moves onto the new connections.
1. Treat the boundary change as the significant change it is, and file the authorization-boundary update so that it is decided before cutover, not after (filing alone doesn’t close the gate).
1. Handle Microsoft 365 traffic through its own documented exception rather than an ad hoc bypass (Chapter 12 — Microsoft 365 Traffic and the Optimize Inspection Exemption).
1. Register the supporting technical evidence: path assignments per application class, the quality-of-service policy, the failover policy and its measured recovery time, and the telemetry source.
Doing these out of order, and above all lighting up fast connections before the security layer is live, is the most common and most costly mistake in branch modernization. Chapter 13 turns this sequence into a decision plan with cost and evidence (Chapter 13 — Sequencing, Cost and Evidence); Chapter 10 covers the posture for agencies where neither SD-WAN nor a TIC 3.0 use case is close (Chapter 10 — The Long Interim).
[bookmark: _Toc00001270]What this chapter establishes
1. Transport is a physics decision and control is a compliance decision; “SD-WAN versus DIA” sets them against each other when they answer different questions.
1. DIA solves the geographic hairpin and satisfies none of the protection controls; bare local breakout turns the branch into an external boundary nobody governs, a compliance regression with better latency.
1. A branch with DIA and SASE but no branch-edge layer has inspection without transport governance: no path selection, application awareness, queue management, multi-circuit use or per-application telemetry.
1. Transport supports exactly one control family, telecommunications diversity (CP-8 and SC-47), and each new pipe adds a managed interface to govern.
1. The governor provides encryption, separation and telemetry; SASE above it provides boundary, flow and malware protection; the agency and its assessor still own what is left; and the governor is itself a high-value, internet-facing target that needs its own controls.
1. Order of operations decides the outcome: governor before traffic, boundary change before cutover.
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[bookmark: _Toc00001272]Chapter 03 — What TIC 3.0 and Federal Policy Actually Require
Federal network policy names no product, but it isn’t requirement-free, and the requirements it does set decide what a branch has to be able to prove.
[bookmark: _Toc00001273]In this chapter
What TIC 3.0 asks for, read from the current documents rather than from what is said about them, and the binding obligations around it that land directly on branch equipment: Protective DNS, BOD 23-02, BOD 26-02 and M-26-15. The control assertions an agency makes about its own boundary, the encryption requirement that is narrower than usually claimed, logging under M-26-14 and CISA telemetry once MTIPS goes away, why FedRAMP doesn’t constrain routing, and how the DoD comparison should be drawn. Appendix B maps every requirement to the chapters and evidence.
Most branch-network decisions in federal agencies are argued in policy terms. A proposal to break out locally is refused “for TIC reasons.” An SD-WAN is bought because “TIC 3.0 requires it.” A refresh is deferred because “FedRAMP won’t allow that path.” Each of those statements is checkable, and most of them fail the check. TIC 3.0 mandates no technology, FedRAMP says nothing about the path an agency uses to reach a service, and no federal instrument names SD-WAN or SASE as required.
The opposite mistake is just as common: concluding that because policy is technology-neutral, the branch is unconstrained. It isn’t. Four binding obligations dictate where DNS goes, how management interfaces are exposed, when edge hardware must be replaced and what anything terminating TLS or IPsec must support. And the agency’s own authorization packages assert controls about every external boundary, which is what a branch becomes the moment it breaks out locally. This chapter states both halves precisely, because the rest of the book depends on them: Chapter 02 argues that control is a compliance decision, and this chapter says what compliance actually asks for.
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The three layers of obligation on a branch network: TIC 3.0 sets goals, binding instruments set hard constraints, and the agency’s own control assertions set the evidence it must produce.
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The Trusted Internet Connections initiative began in 2007 as a consolidation mandate: civilian agencies were to reduce their external connections to a small approved set of access points, through which traffic would be routed and inspected. OMB M-08-05 operationalized it. Managed Trusted Internet Protocol Service (MTIPS) later moved the operation of those access points to commercial providers under GSA contract; today MTIPS is a service under GSA’s Enterprise Infrastructure Solutions (EIS) contract.1 Consolidation worked. The routing model it required didn’t age well, because every cloud interaction from every location had to detour through a physical access point first.
OMB M-19-26, Update to the Trusted Internet Connections (TIC) Initiative (September 12, 2019), rescinded M-08-05 along with M-08-16, M-08-27 and M-09-32, and replaced routing-based compliance with capability-based compliance.2 CISA’s June 2026 guidance on SASE states the consequence plainly: TIC 3.0 doesn’t require agencies to route traffic through TIC access points if they have an alternative that gives both the agency and CISA situational awareness.3 No instrument rescinding M-19-26 was found; TIC 3.0 is operative.
The TIC 3.0 Program Guidebook lists the program’s guiding principles, and one of them is “descriptive, not prescriptive.” It also states that the terms and logical components of the guidance are vendor and technology neutral, and that where TIC 3.0’s controls don’t adequately address residual risk, agencies “are obligated to apply the controls or explore options for compensating controls.”4 That last sentence matters as much as the first. Discretion comes with an obligation to close the gap by other means.
[bookmark: _Toc00001275]The document set, read from the cover pages
The versions below are taken from each document’s cover page. CISA republished the set in September 2026; the revision tables say the only 2026 changes were updated footnote links, so the substantive content of the current versions dates from July 2025 (April 2021 for the Traditional TIC Use Case). CISA’s landing page labels three volumes v1.1, but their cover pages read 1.2; cite the cover.5
	Volume or use case
	Cover version
	Content last revised
	What it is

	Volume 1, Program Guidebook
	1.2
	July 2025
	History, principles, telemetry and authorities

	Volume 2, Reference Architecture
	1.2
	July 2025
	Trust zones, policy enforcement points, management entities

	Volume 3, Security Capabilities Catalog
	3.3
	July 2025
	Universal and policy enforcement point (PEP) capabilities

	Volume 4, Use Case Handbook
	1.2
	July 2025
	How use cases are structured and combined

	Volume 5, Overlay Handbook
	1.2
	July 2025
	How vendors and agencies map products to capabilities

	Traditional TIC Use Case
	1.0
	April 2021
	The access-point model, still a valid choice

	Branch Office Use Case
	3.0
	July 2025
	Branch to cloud, branch to web, branch to campus

	Remote User Use Case
	2.2
	July 2025
	Users off the agency network

	Cloud Use Case
	1.2
	July 2025
	Agency use of IaaS, PaaS, SaaS and email


There are four use cases: Traditional, Branch Office, Remote User and Cloud.5 There is no “SASE use case.” An agency deploying SASE at its branches operates under the Branch Office and Cloud use cases. What CISA has published on SASE is a separate guidance document, The Journey to Zero Trust: Using Secure Access Service Edge in a Modern TIC 3.0 Solution, version 1.0, June 2026, which describes itself as an example approach based on CISA’s work with agencies that replaced MTIPS with SASE, and as vendor-agnostic.3 It is the one federal document that describes SASE in a TIC 3.0 architecture. It permits and describes; it doesn’t require.
[bookmark: _Toc00001276]What the Program Guidebook asks of the agency
Four parts of the Program Guidebook set expectations that sit above any single use case.4
Five security objectives. TIC 3.0 defines its goals as objectives for traffic, meaning data in transit between trust zones or stored in either zone, and gives agencies discretion to apply each one at a level that suits the resources being protected. The objectives stand independently; they aren’t an order of operations.
	Objective
	What it asks

	Manage Traffic
	Observe, validate and filter data connections to match authorized activities; least privilege and default deny

	Protect Traffic Confidentiality
	Only authorized parties can read data in transit; sender and receiver are identified and enforced

	Protect Traffic Integrity
	Prevent alteration of data in transit, and detect altered data

	Service Resiliency
	Application and security services keep operating as technology and threats change

	Effective Response
	React to discovered threats in time and adapt future response; policies defined and implemented


The guidebook maps the objectives to the six functions of NIST Cybersecurity Framework 2.0 (Govern, Identify, Protect, Detect, Respond and Recover); the capability-level mapping is in the Security Capabilities Catalog.
Compliance is the agency’s, and verification is meant to be automated. M-19-26 retired the TIC Compliance Validation (TCV) assessments that once served as the compliance mechanism at an access point, and moved responsibility for TIC capabilities to the agency, to examine “in the context of the TIC guidance that meet their business and risk management needs.” The guidebook replaces TIC-related FISMA metrics and manual TCV with automated metric collection that draws on the Continuous Diagnostics and Mitigation (CDM) program. Where a vendor’s service isn’t FedRAMP authorized, the agency is responsible for its assessment and authorization.
The TIC information cycle. The guidebook describes a four-step cycle: CISA provides guidance on strategy, architecture and visibility; agencies review that guidance and the TIC overlays against their risk tolerance when they select and configure services; agencies provide telemetry of their operating environments to CISA; and trust zones deliver the configured services and give agencies visibility. Telemetry is the third step, so a design that changes where traffic flows has to show where its telemetry goes (Logging and CISA telemetry after MTIPS).
Who speaks for the agency, and how it buys TIC services. CISA works through each agency’s CIO and CISO and through designated subject-matter experts, the TIC delegates, who are the agency’s primary point of contact for TIC questions and coordinate the views of the CIO, CISO, risk, CTO and information assurance offices. For the Traditional TIC Use Case, an agency either operates its own TIC access point as a TIC Access Provider (TICAP), secured by a network operations center and a security operations center, or obtains TIC services through a Multi-Service TICAP or MTIPS. MTIPS is bought under GSA’s Enterprise Infrastructure Solutions (EIS) contract, which also allows a managed-security-service model in which the agency selects only the MTIPS capabilities it needs. Network changes that touch TIC belong with the TIC delegates early; Chapter 09 sets out who owns the TIC 3.0 posture decisions that sit behind them.
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The Security Capabilities Catalog is precise about its own status. Its purpose is “to provide goals to be achieved, not detailed guidance on how to accomplish these goals,” and the choice of solution is left to each agency.1 It has two parts:
· Twenty universal security capabilities, enterprise-level principles that apply to every use case (backup and recovery, inventory, least privilege, situational awareness, policy enforcement parity and others).
· Policy enforcement point capabilities in twelve groups: Files, Email, Web, Networking, Resiliency, Domain Name System, Intrusion Detection, Enterprise, Unified Communications and Collaboration, Data Protection, Services and Identity. These may or may not apply, depending on the use case.
Two of the catalog’s statements constrain branch design more than any capability does. First, policy enforcement parity: once an agency decides a capability is needed to protect its network or data, it needs to implement that capability at all access points to that network or data. Second, telemetry: TIC 3.0 no longer specifies collection durations or timeliness (TIC 2.x required a 24-hour packet capture), but agencies must still meet the telemetry requirements set by law, OMB and CISA.1
The Branch Office Use Case applies those two ideas to three security patterns: branch office to an agency-sanctioned cloud service provider, branch office to the web, and branch office to the agency campus. An agency may implement a subset. Each pattern offers options, including direct connection with enforcement at the branch, routing through the campus, or routing through a cloud access security broker or other security-as-a-service provider. The web pattern is the riskiest, and the use case asks for “the greatest rigor” at the branch enforcement point for it.6
The use case is also the one TIC 3.0 core guidance document that names SD-WAN, and it does so in a specific way. Where multiple means of conveyance are used (“redundant links, SD-WAN, etc.”), path priorities, the order in which security functions execute, and policy enforcement “should ensure security parity on all conveyance paths,” so that an attacker can’t evade protections by steering traffic onto a path with less rigor.6 SD-WAN appears as an example of a conveyance whose paths must all be governed, not as a requirement. Its telemetry section is unambiguous about the other half: as branches connect directly to external services, “agencies must preserve CISA visibility through information sharing.”6
Read together, the TIC documents require a branch that breaks out locally to have a policy enforcement point that applies the agency’s chosen capabilities with the same rigor as the campus, on every path, while preserving CISA’s visibility. They don’t say what that enforcement point is. That’s why local breakout is gated on an authorized security architecture rather than on circuits: a circuit can be ordered in a quarter, while an authorized local-breakout architecture takes much longer, which is the critical path Chapter 11 plans around.
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Four binding obligations land directly on branch network equipment. (The figure also shows M-26-14, a logging requirement, among the binding instruments; it is taken up under logging below and isn’t one of the four.) None of them picks a product. All of them constrain what a branch can look like.
Egress DNS must go to CISA’s Protective DNS. M-22-09 records this as an existing obligation: agencies “are already required to have DNS requests routed through CISA-operated infrastructure.”7 CISA’s Encrypted DNS Implementation Guidance states that agencies must use Protective DNS for all egress DNS resolution, under both M-22-09 and 6 U.S.C. § 663 note; that agency DNS infrastructure must disable root hints; and that agency networks may permit communication with external third-party resolvers only from authorized internal DNS servers.8 The underlying obligation is statutory: the Federal Cybersecurity Enhancement Act of 2015 requires agencies to apply CISA’s capabilities to “all information traveling between an agency information system and any information system other than an agency information system.”4 This dictates where a class of traffic must go.
Internet-exposed management interfaces must be removed or fronted. BOD 23-02 (June 13, 2023) covers the management interfaces of “routers, switches, firewalls, VPN concentrators, proxies, load balancers,” and out-of-band server management interfaces. Within 14 days of discovery or CISA notification, an agency must take the interface off the internet or, as the preferred action, enforce access to it “through a policy enforcement point separate from the interface itself.”9 A branch appliance with an internet-reachable management plane is in scope regardless of where it sits.
End-of-support edge devices must come off agency networks. BOD 26-02, Mitigating Risk From End-of-Support Edge Devices (February 5, 2026), defines edge devices as technology “that reside on the boundary of an agency’s network and are accessible from the public internet”: routers, switches, firewalls, wireless access points, load balancers, network security appliances, software-defined networks and similar. The directive applies to devices that are edge devices, are end of support, and sit on the network boundary; it excludes operational technology and FedRAMP-authorized cloud services.10 A branch router with its own internet circuit meets that test. The milestones, counted from the issue date:
	Within
	Date
	Action

	3 months
	May 5, 2026
	Inventory devices on CISA’s end-of-support edge device list and report

	12 months
	February 5, 2027
	Decommission listed devices whose support ends by then; inventory devices reaching end of support in the next 12 months

	18 months
	August 5, 2027
	Decommission all identified end-of-support edge devices and report

	24 months
	February 5, 2028
	Continuous discovery; decommission devices on or before their end-of-support dates


This is a dated obligation to replace physical branch hardware, whatever architecture program is or isn’t funded. Chapter 10 explains why that makes the refresh the moment the branch architecture is chosen, and why the replacement specification matters.
Anything terminating TLS or IPsec must support post-quantum key exchange. OMB M-26-15, Execution of the Migration to Post-Quantum Cryptography (June 24, 2026), implements Executive Order 14412 of June 22, 2026.1112 It states that all network infrastructure terminating TLS or IPsec sessions, “including firewalls, Virtual Private Network concentrators, cloud gateways, and Application Programming Interface (API) proxies,” must be configured to support PQC-capable key exchanges using NIST PQC algorithms, and it adds that such terminators should sit as close to the endpoint as feasible. Agencies must mitigate as much quantum risk as feasible by December 31, 2030, and submit a migration plan within 120 days, which is October 22, 2026. The memorandum doesn’t apply to national security systems.11 A branch firewall or VPN concentrator that can’t perform a FIPS 203 (ML-KEM) key exchange won’t satisfy it, and that is a refresh decision.
The right formulation for a program document follows from these four: federal policy is technology-neutral, and it isn’t requirement-free.
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The obligations that bite hardest at a branch are often the ones the agency wrote into its own authorization packages. Where a branch performs local internet breakout, the branch is an external boundary, and the system security plan asserts controls about it. The table gives the controls that matter most, from NIST SP 800-53 Rev. 5 (release 5.2.0, August 27, 2025), with their SP 800-53B baseline membership.1314

	Control
	What it asserts
	Low
	Moderate
	High

	SC-7 Boundary Protection
	Monitor and control communications at external managed interfaces and key internal ones
	✓
	✓
	✓

	SC-7(4) External Telecommunications Services
	A managed interface and a traffic flow policy for each external telecommunication service; protect what crosses it; document and review each exception
	—
	✓
	✓

	SC-7(8) Route Traffic to Authenticated Proxy Servers
	Route defined internal traffic to defined external networks through authenticated proxies at managed interfaces
	—
	✓
	✓

	SC-8 and SC-8(1)
	Protect transmitted information; use cryptographic mechanisms to do it
	—
	✓
	✓

	AC-4 Information Flow Enforcement
	Enforce approved authorizations for flows within and between systems
	—
	✓
	✓

	AC-17 Remote Access
	Usage restrictions, authorization and monitoring of remote access
	✓
	✓
	✓

	SI-4 System Monitoring
	Detect attacks and indicators of potential attacks
	✓
	✓
	✓

	CA-7 Continuous Monitoring
	A monitoring strategy with defined metrics and ongoing assessment
	✓
	✓
	✓

	CP-8, CP-8(1), CP-8(2)
	Alternate telecommunications services that don’t share a single point of failure with the primary
	—
	✓
	✓

	CP-8(3) Separation of Primary and Alternate Providers
	Alternate services from a provider separated from the primary
	—
	—
	✓



None of this says an agency is out of compliance for lacking SD-WAN. It says an agency with an ungoverned branch edge will struggle to produce the evidence its own assertions promise: what is monitored and controlled at that boundary, by what, under which documented traffic flow policy, and where the record is. The gap surfaces at assessment time, not at deployment time. That is the honest form of the architectural argument, and it’s an evidence argument, not a mandate argument.
Two corrections to the control claims the sources made. First, a field-office design that pairs local internet with a physically diverse cellular path supports CP-8(2) at the Moderate baseline, but CP-8(3), provider separation, is a High-baseline control and isn’t asserted in a Moderate package.14 Second, an SD-WAN overlay’s IPsec is one way to implement SC-8(1), not the only one, as the next section shows. Which enforcement layer supports which control (overlay, SASE, firewall) is Chapter 05’s subject. CISA’s own mapping in the SASE guidance is a useful cross-check: it maps Networking PEP capabilities to SASE and next-generation firewalls, DNS PEP capabilities to SASE plus Protective DNS, and Identity PEP capabilities to identity and access management.3
The same evidence logic runs through CISA’s Zero Trust Maturity Model, whose cross-cutting capabilities (Visibility and Analytics, Automation and Orchestration, and Governance) apply to every pillar. A flat branch fleet with nothing at the edge gives the Networks pillar nothing to report under any of them. The model describes itself as “a general guide,” not “a strict set of requirements,” so this is a maturity argument rather than a compliance one.15
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What is required
· SC-8, in the Moderate and High baselines, requires protecting the confidentiality or integrity of transmitted information on internal and external networks. Its discussion says how: “Protecting the confidentiality and integrity of information can be accomplished by physical or logical means,” physical by protected distribution systems and logical by encryption.13
· SC-8(1), also Moderate and High, requires cryptographic mechanisms during transmission, and its discussion names them: “Cryptographic mechanisms that protect the confidentiality and integrity of information during transmission include TLS and IPSec.” The two are listed as alternatives; nothing requires both.13
· SC-13, in all three baselines, is a selection control: the agency determines its cryptographic uses and the type of cryptography each needs. Its statement doesn’t itself require FIPS validation; its discussion lists FIPS-validated and NSA-approved cryptography among the generally applicable standards.13
· M-22-09 requires encrypted DNS “wherever it is technically supported,” HTTPS “for all web and application program interface (API) traffic” in the agency’s environment, and a zero trust architecture plan describing the agency’s approach to environmental isolation.7
· Executive Order 14028 §3(d) required agencies to adopt encryption for data in transit “to the maximum extent consistent with Federal records laws and other applicable laws.” It names no protocol or layer.16
· BOD 18-01 requires HTTPS with HSTS on publicly accessible federal websites and STARTTLS on internet-facing mail servers, so its scope is public-facing systems only.17
TLS versions are two different requirements. NIST SP 800-52 Rev. 2 (August 2019) “requires support for TLS 1.3 by January 1, 2024.”18 Separately, Executive Order 14306 (June 6, 2025) directs requirements for agencies to support TLS 1.3 or a successor “as soon as practicable, but not later than January 2, 2030,” and M-26-15 repeats that date as the foundation for post-quantum key exchange.1911 The 2030 date is a post-quantum readiness deadline, not a relaxation of 2024. An agency citing 2030 to justify TLS 1.2-only servers today is out of step with SP 800-52 Rev. 2.
What isn’t required
No federal instrument requires the WAN transport itself to be encrypted where the payload is already protected end to end. Three lines of evidence in the control catalog support that:
1. The controls that would require it aren’t baselined. SC-8(3), Cryptographic Protection for Message Externals, covers “message headers and routing information,” which is exactly what application-layer TLS doesn’t protect. SC-8(4) covers concealing traffic patterns. Neither is in the Low, Moderate or High baseline.1314 If policy intended to require protection beyond the payload, SC-8(3) is where it would live.
1. SC-8 can be met without encryption. A protected distribution system satisfies it, so an encrypted tunnel isn’t compelled. 
1. The assessment is layer-blind. The SC-8(1) assessment objective asks only that cryptographic mechanisms are implemented during transmission, and its assessment objects include “mechanisms supporting and/or implementing alternative physical safeguards.”13
M-22-09 confines its network actions to DNS and HTTP and says so: the strategy “focuses agencies on two critical and widely used protocols in the near-term, DNS and HTTP traffic.” Its sentence “All traffic must be encrypted and authenticated as soon as practicable” is often quoted as a mandate for encrypted transport. It belongs to the memorandum’s vision, and its own actions don’t reach WAN transport as a category.7
The practical consequence: an agency whose branch traffic is TLS-protected end to end with validated modules, whose egress DNS reaches Protective DNS, and which has a documented managed interface and traffic flow policy at each external telecommunication service under SC-7(4), has a defensible SC-8, SC-8(1) and SC-7(4) implementation with no overlay in it. The residual exposure is real (destination addresses, server names in TLS handshakes and unencrypted DNS, packet sizes and timing, routing metadata) and no baselined control names it. An overlay addresses it. That is a defensible risk decision, not a compliance obligation, and it shouldn’t be budgeted as one.
Where encryption is load-bearing
SC-8(1) applies to the information, not to the protocol. A cleartext protocol carrying in-scope information across an unprotected path is an SC-8 finding whatever the transport looks like, and for those flows an overlay or tunnel is often the only practical remedy because the application can’t be changed. Two supporting controls point the same way. CM-7(1), Moderate and High, requires periodic review to identify and disable nonsecure functions, ports, protocols and services, and its discussion names FTP among unsecure protocols. AC-4’s discussion includes “keeping export-controlled information from being transmitted in the clear to the Internet.”13
The action that follows is cheap: inventory the cleartext protocols crossing branch WAN links and treat the inventory as an SC-8 exposure register. Cleartext LDAP, SMB without encryption, FTP, telnet, unencrypted database connections and legacy line-of-business protocols are where the absence of transport encryption is a real finding. Each entry gets one of three dispositions: encrypt at the application, tunnel that flow specifically, or retire it. Chapter 10 carries the same action in its interim sequence.
One date sits on the same equipment. On September 22, 2026, all FIPS 140-2 certificates moved to the CMVP Historical List. That isn’t revocation: CMVP “supports the purchase and use of these modules for existing systems,” and agencies set their own transition to FIPS 140-3-only modules.20 Acquisition documents written now should state the validation expectation explicitly, particularly given M-26-15’s post-quantum requirement on the same devices.
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The Protective DNS obligation is the one hard external-path mandate, and an enterprise DDI platform satisfies half of it. The platform provides the authorized internal resolvers, the place where root hints are disabled, the enforcement that endpoints resolve only through those resolvers, and encrypted DNS transport under M-22-09. It doesn’t replace CISA’s resolvers. The compliant chain is endpoints, then agency resolvers, then egress forwarded to Protective DNS. Book 08 Chapter 03 sets out the full DNS requirement set, and Book 08 Chapter 05 covers interception at the SD-WAN edge and the redirect-dns target.
The trap is easy to configure by accident. A vendor’s own protective-DNS or threat-intelligence resolver has the same shape as CISA’s, and a deployment that forwards egress queries to the vendor’s cloud resolvers instead of CISA’s satisfies the product design and breaches the federal requirement. So does an endpoint agent that opens its own DNS-over-HTTPS session to a vendor cloud, bypassing the agency resolvers. Vendor threat intelligence applied at the internal resolver, with egress still forwarded to CISA, is compatible; vendor resolution instead of CISA isn’t. The failure is silent (resolution works, users notice nothing), so it deserves a verification task in the running estate, not an assumption. 
A SASE deployment can carry this obligation too. CISA’s SASE guidance describes agencies configuring SASE agents to intercept traditional DNS and DNS over HTTPS, routing network DNS through the SASE service, and configuring the SASE service to forward to Protective DNS using DNS over HTTPS, which it says also supports M-22-09’s encrypted DNS requirement.3 The same rule applies: egress must terminate at CISA.
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M-21-31 is rescinded
OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats (May 22, 2026), states: “Effective immediately, OMB Memorandum M-21-31 is rescinded.”21 The event-logging tiers EL0 to EL3 no longer exist in federal policy. In their place, agencies prioritize two objectives, continuous event monitoring and threat hunting, investigation, response and forensics, and are measured against a five-level maturity model (Level 0 Ineffective to Level 4 Optimal) in which a system’s overall maturity is its lowest-scoring element. CISA was to publish a Logging Reference Architecture within 90 days; it did so on August 20, 2026.22 Reading M-26-14’s action table against that date:
	Action
	Due after the reference architecture
	Date (worked from August 20, 2026)

	First Agency Logging Plan to OMB and CISA
	90 days
	November 18, 2026

	At least Level 1 on every element
	120 days
	December 18, 2026

	At least Level 2 on every element
	180 days
	February 16, 2027

	At least Level 3 on every element
	320 days
	July 6, 2027


The memo sets one minimum for every log it covers: searchable for at least six months and retrievable for at least a year (its Appendix B baseline). The maturity model then states retention level by level, and Level 4 restates that same minimum.21 Among the minimum log content, agencies must be able to determine “source and destination network address information, including protocols, ports, and session attributes.”21 That’s the transport-layer record a branch with nothing at its edge doesn’t produce.
CISA telemetry: CLAW and Protective DNS replace the MTIPS sensors
The TIC Program Guidebook is clear that TIC doesn’t replace or negate telemetry requirements, including telemetry collected and shared with CISA, and that the Security Capabilities Catalog doesn’t detail what telemetry to provide.4 In the legacy architecture, network telemetry came from sensors at MTIPS provider locations and agency access points and reached CISA through the EINSTEIN 1 Enhanced (E1E) capability. CISA’s SASE guidance states what happens at local breakout: when agencies move to a SASE-based architecture, “this telemetry is no longer provided to CISA.” For comparable visibility, agencies can send telemetry to CISA’s Comprehensive Log Aggregation Warehouse (CLAW), a cloud-based service, and doing so “requires coordination among agencies, CISA, and SASE.”3 For telemetry, the Program Guidebook points agencies to the CISA Cloud Interface Reference Architecture (C-CIRA, formerly NCIRA), which in two volumes explains how agencies provide cloud-generated security information to CLAW.4
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Telemetry continuity when branches leave MTIPS: CISA visibility moves from EINSTEIN sensors to CLAW and Protective DNS, and the MTIPS circuits stay until CISA confirms parity.
Two consequences belong in a program plan, not in a cutover runbook:
· CLAW onboarding is a three-party effort (agency, CISA and the SASE or SD-WAN provider) with its own lead time. It belongs on the critical path next to the authorization package for local breakout.
· MTIPS shouldn’t be decommissioned before CLAW telemetry is confirmed flowing. Cutting the circuits first trades a gap in transport for a gap in CISA visibility, which is worse than the position being fixed. The exit criterion for leaving MTIPS is confirmed CLAW parity, not branch cutover completion. This is the program’s design position, derived from the Branch Office use case’s requirement to preserve CISA visibility.6
CLAW was earlier called the “Cloud Log Aggregation Warehouse,” and older documents, including this book’s sources, still use that name. CISA’s current name is Comprehensive Log Aggregation Warehouse; the Program Guidebook’s July 2025 revision changed the word from “Cloud” to “Comprehensive.”4
[bookmark: _Toc00001283]FedRAMP does not constrain routing
FedRAMP certifies cloud service offerings. It governs the security posture of the service, not the network topology an agency uses to reach it, and it doesn’t prohibit SD-WAN, require hairpin routing or mandate any path. Under FedRAMP’s 2026 rules, “each agency still authorizes its own federal information systems,” the authorizing official accepts the risk of the agency’s specific use of a service, and an agency “should never create a standalone authorization to operate for a cloud service offering.”23 The route from a branch to a certified service is part of the agency’s own system, authorized under the agency’s own boundary.
Agencies still refuse network changes on stated FedRAMP grounds. The right response is one question: name the control or control enhancement the change violates. There isn’t one. A refusal with no identifiable control basis is a governance failure in its own right and should be recorded as one.
Three points of precision for packages written now:
· Don’t cite a FedRAMP Moderate control count. FedRAMP Notice 0013 (June 16, 2026) removed “the vast majority of FedRAMP-assigned control parameter values” and “nearly all FedRAMP-specific control guidance” from the Rev5 baselines, and gives no new counts.24
· Use the new vocabulary without overstating it. The 2026 rules use “FedRAMP Certified” as the current program term and define Certification Classes A through D, from minimal to significant assurance.25 The Marketplace labels the former Moderate level as Class C (Moderate); Microsoft 365 GCC, for example, is listed as FedRAMP Certified, Class C (Moderate).26 Optional early adoption began July 4, 2026, and mandatory adoption is January 1, 2027.27
· Rev5 dates. FedRAMP stops accepting new Rev5 certification requests on June 11, 2027; the end date for existing Rev5 certifications “has not been finalized but is likely to be no later than 2029.”24 The sources’ statement that existing authorizations remain valid to at least December 31, 2028 isn’t in FedRAMP’s notice and shouldn’t be repeated.
Microsoft 365 informed network routing is a separate question: it’s a Microsoft feature limited to commercial tenants, not a FedRAMP constraint, and Book 08 Appendix C records that GCC Moderate tenants can’t use it. Chapter 12 covers Microsoft 365 traffic.
[bookmark: _Toc00001284]Policy currency, October 2026
Network documents written before mid-2026 are likely to carry at least one stale citation. The current position:
	Instrument
	Status as of October 21, 2026

	OMB M-19-26 (TIC 3.0)
	Operative; no rescinding instrument found2

	OMB M-22-09 (Federal Zero Trust Strategy)
	Operative and cited as current in CISA’s 2026 TIC and SASE documents; its actions were set to be met by the end of FY 2024, so its deadlines have passed and no successor was found73

	OMB M-21-31 (event logging)
	Rescinded May 22, 2026, by M-26-1421

	OMB M-26-15 (post-quantum migration)
	Issued June 24, 2026; plans due October 22, 202611

	Executive Order 14028
	In effect; EO 14306 (June 6, 2025) amends EO 13694 and EO 14144, including striking Section 5 of EO 14144, and adds the TLS 1.3 date19

	CISA BOD 22-01 and BOD 19-02
	Revoked by BOD 26-04, Prioritizing Security Updates Based on Risk (June 10, 2026), which sets remediation timelines from four variables: asset exposure, KEV status, exploit automation and technical impact. Phase II is due August 9, 2026 and Phase III December 7, 202628

	CISA ED 26-03
	Mitigate Vulnerabilities in Cisco SD-WAN Systems, issued February 25, 2026 and superseded in its actions by Version 1 on March 11, 2026; required affected agencies to provide SD-WAN syslog to CISA through CLAW29. The exploitation continued: CISA’s KEV catalog lists nine Cisco Catalyst SD-WAN CVEs added during 2026, the newest on September 30, 2026, so its sequence is a standing posture rather than a closed event30

	GSA Networx and WITS 3
	Expired May 31, 2026 and February 28, 202631

	GSA EIS
	Option period 1 runs to July 31, 2027, option period 2 to July 30, 2032; 219 agencies had completed transition as of August 31, 20263233


Two corrections to the sources here. EO 14306 doesn’t amend EO 14028; its title and text amend EO 13694 and EO 14144.19 And ED 26-03 was issued on February 25, 2026, not February 26.29 ED 26-03 matters to this book for a reason beyond its date: it is a reminder that a branch-edge controller is itself attack surface, which Chapter 05 takes up.
With Networx and WITS 3 gone, a recommendation to “exit MTIPS” is no longer a contract-vehicle question. The vehicle question has resolved itself; the remaining question is which EIS services the agency has ordered, which Chapter 09 assigns to the telecom acquisition owner.
[bookmark: _Toc00001285]The DoD contrast, correctly drawn
The Department of Defense is often cited as the prescriptive counterexample to civilian TIC policy. It is, but not in the way usually claimed. The DoD Zero Trust Strategy (November 2022) set a dated capability target: a minimum set of 91 target-level activities that components must reach by the end of FY 2027 (September 30, 2027), with 61 further activities for the advanced level.3435 That is a harder, more binding deadline than anything civilian agencies face.
But the strategy doesn’t point to specific technologies or solutions; it sets the capabilities DoD must implement and leaves components to decide how.36 The civilian and defense difference is about bindingness and deadlines, not technology prescription. An agency drawing the contrast the other way will be corrected.
[bookmark: _Toc00001286]What this chapter establishes
1. TIC 3.0 is descriptive: four use cases and a catalog of goals, with policy enforcement parity on every path and preserved CISA visibility. There is no SASE use case, and no federal instrument requires SD-WAN or SASE.
1. Four binding obligations constrain branch equipment anyway: Protective DNS for all egress resolution, BOD 23-02 for management interfaces, BOD 26-02 for end-of-support edge devices (all removed by August 5, 2027), and M-26-15 for post-quantum key exchange on anything terminating TLS or IPsec.
1. The hardest test is the agency’s own control assertions (SC-7, SC-7(4), SC-7(8), SI-4, CA-7, CP-8) at a branch that has become an external boundary. It is an evidence argument.
1. SC-8 doesn’t require an encrypted WAN where the payload is already protected; cleartext protocols are where encryption is load-bearing.
1. M-21-31 is rescinded; M-26-14 governs logging. CLAW and Protective DNS replace the MTIPS sensors, and MTIPS stays until CISA confirms CLAW parity.
1. FedRAMP certifies services, not routes. Ask for the control.
[bookmark: _Toc00001287]Notes
1. Cybersecurity and Infrastructure Security Agency, Trusted Internet Connections 3.0, TIC Core Guidance Volume 3: Security Capabilities Catalog, Version 3.3, publication September 2026 (revision history: v3.3 July 2025; 2026 changes were footnote links only), §1.1 (MTIPS defined as services under GSA’s EIS contract), §2, §4 and §4.1 (Policy Enforcement Parity, 3.UNI.PEPAR), §4.2, https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Security_Capabilities_Catalogs_September_2026_17.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-19-26, Update to the Trusted Internet Connections (TIC) Initiative, September 12, 2019 (rescinds M-08-05, M-08-16, M-08-27 and M-09-32), https://www.whitehouse.gov/wp-content/uploads/2019/09/M-19-26.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, The Journey to Zero Trust: Using Secure Access Service Edge in a Modern TIC 3.0 Solution, Version 1.0, June 2026 (published June 24, 2026), Preface, §3, §5.5 (CISA Telemetry and Security Services), Appendix A (Table 2, TIC Security Capability Solutions) and Appendix B, https://www.cisa.gov/sites/default/files/2026-07/The_Journey_to_Zero_Trust-Using_SAS_in_a_Modern_TIC3.0_Solution.pdf, linked from https://www.cisa.gov/resources-tools/resources/using-sase-modern-tic-30-solution (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Trusted Internet Connections 3.0, TIC Core Guidance Volume 1: Program Guidebook, Version 1.2, publication September 2026 (revision history: v1.2 July 2025, including “changed word ‘Cloud’ to ‘Comprehensive’ to describe CLAW”), guiding principles (§4), §5 (Security Objectives, Table 3), §9 (Integrating TIC into a Risk Management Plan), §10 (Telemetry Requirements) and §10.1 (TIC Information Cycle), §11 (Agency Engagement), §12 (TIC Service Options), §13 (TIC and EINSTEIN, including CLAW and the CISA Cloud Interface Reference Architecture) and Appendix A (TIC Authorities, quoting 6 U.S.C. § 663 note), https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Program_Guidebook_September_2026_47.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Trusted Internet Connections (TIC) 3.0 Core Guidance Documents” (revision date September 23, 2026), https://www.cisa.gov/resources-tools/resources/trusted-internet-connections-tic-30-core-guidance-documents; versions read from the cover pages and revision tables of the linked Program Guidebook, Reference Architecture, Security Capabilities Catalog, Use Case Handbook, Overlay Handbook, and Branch Office, Remote User and Cloud use cases (all accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Trusted Internet Connections 3.0 Branch Office Use Case, Version 3.0, publication September 2026 (revision history: v3.0 July 2025), §3, §6 (Security Patterns 1–3), §7 (Policy Enforcement Parity guidance; §7.2.3 Networking PEP) and §8 (Telemetry Requirements), https://www.cisa.gov/sites/default/files/2026-10/tic-3-branch-office-use-september-2026-508c.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.C (Networks) and “Encrypting DNS traffic,” https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Encrypted DNS Implementation Guidance, May 16, 2024, executive summary and §2, https://www.cisa.gov/sites/default/files/2024-05/Encrypted%20DNS%20Implementation%20Guidance_508c.pdf, linked from https://www.cisa.gov/resources-tools/resources/encrypted-dns-implementation-guidance (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 23-02, Mitigating the Risk from Internet-Exposed Management Interfaces, June 13, 2023, https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02 (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 26-02, Mitigating Risk From End-of-Support Edge Devices, February 5, 2026, Definitions, Scope and Required Actions, https://www.cisa.gov/news-events/directives/bod-26-02-mitigating-risk-end-support-edge-devices (accessed Oct 21, 2026). Calendar dates are computed from the issue date.
1. Office of Management and Budget, M-26-15, Execution of the Migration to Post-Quantum Cryptography, June 24, 2026, §1, §3.A–D and §4 (TLS 1.3) and the zero trust “Networks” item, https://www.whitehouse.gov/wp-content/uploads/2026/06/M-26-15-Execution-of-the-Migration-to-Post-Quantum-Cryptography.pdf (accessed Oct 21, 2026). The October 22, 2026 plan date is computed as 120 days from June 24, 2026.
1. Executive Order 14412, Securing the Nation Against Advanced Cryptographic Attacks, June 22, 2026, https://www.whitehouse.gov/presidential-actions/2026/06/securing-the-nation-against-advanced-cryptographic-attacks/ (accessed Oct 21, 2026).
1. NIST, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, September 2020 (release 5.2.0, August 27, 2025), https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control statements, discussions and assessment objects for SC-7, SC-7(4), SC-7(8), SC-8, SC-8(1), SC-8(3), SC-8(4), SC-13, CM-7(1), AC-4, AC-17, SI-4, CA-7 and CP-8(2)–(3) checked in NIST’s OSCAL Rev. 5 catalog (version 5.2.0), https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (both accessed Oct 21, 2026).
1. NIST, SP 800-53B, Control Baselines for Information Systems and Organizations; membership checked against NIST’s OSCAL Rev. 5 Low, Moderate and High baseline profiles, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §3 and §5.6 (Cross-Cutting Capabilities), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026).
1. Executive Order 14028, Improving the Nation’s Cybersecurity, May 12, 2021, §3(d), 86 Fed. Reg. 26633, https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 18-01, Enhance Email and Web Security, October 16, 2017, https://www.cisa.gov/news-events/directives/bod-18-01-enhance-email-and-web-security (accessed Oct 21, 2026).
1. NIST, SP 800-52 Rev. 2, Guidelines for the Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations, August 2019, abstract, https://csrc.nist.gov/pubs/sp/800/52/r2/final (accessed Oct 21, 2026).
1. Executive Order 14306, Sustaining Select Efforts to Strengthen the Nation’s Cybersecurity and Amending Executive Order 13694 and Executive Order 14144, June 6, 2025, §§1–2 (including the TLS 1.3 text added to EO 14144 §4(f)), https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14144/ (accessed Oct 21, 2026).
1. NIST Computer Security Resource Center, “FIPS 140-3 Transition Effort,” https://csrc.nist.gov/projects/fips-140-3-transition-effort (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026, rescission, “Prioritization,” “Agency Actions,” Appendix B item 5 and Appendix C (Logging Maturity Model), https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026). Calendar dates in the table are computed from the reference architecture’s publication date.
1. Cybersecurity and Infrastructure Security Agency, “Logging Reference Architecture” (published August 20, 2026), https://www.cisa.gov/resources-tools/resources/logging-reference-architecture (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. FedRAMP, Notice NTC-0013, Rev5 Baseline Changes, June 16, 2026, https://fedramp.gov/notices/0013 (accessed Oct 21, 2026).
1. FedRAMP, “Definitions,” FedRAMP Consolidated Rules for 2026 (“FedRAMP Certified” and “Certification Class”), https://www.fedramp.gov/2026/definitions/ (accessed Oct 21, 2026).
1. FedRAMP Marketplace, Microsoft 365 Government Community Cloud & Supporting Services (MSO365MT): FedRAMP Certified, Class C (Moderate), Rev5, agency path, https://www.fedramp.gov/marketplace/products/MSO365MT/ (accessed Oct 21, 2026).
1. FedRAMP, “Important Dates for the Consolidated Rules for 2026,” https://www.fedramp.gov/2026/timeline/ (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026, https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk (accessed Oct 21, 2026). Phase dates are computed from the issue date.
1. Cybersecurity and Infrastructure Security Agency, Emergency Directive 26-03 (V1), Mitigate Vulnerabilities in Cisco SD-WAN Systems (original February 25, 2026; V1 March 11, 2026), https://www.cisa.gov/news-events/directives/v1-ed-26-03-mitigate-vulnerabilities-cisco-sd-wan-systems (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Known Exploited Vulnerabilities catalog, JSON feed, catalog version 2026.10.23, https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json (accessed Oct 24, 2026). Cisco Catalyst SD-WAN entries added in 2026: CVE-2026-20127 and CVE-2022-20775 (February 25, due February 27), CVE-2026-20122, CVE-2026-20128 and CVE-2026-20133 (April 20), CVE-2026-20182 (May 14, due May 17), CVE-2026-20245 (June 9), CVE-2026-20262 (June 15) and CVE-2026-76504 (September 30, due October 3).
1. General Services Administration, “Legacy IT contracts” (Networx contracts ended May 31, 2026; WITS 3 contracts ended February 28, 2026), https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/legacy-it-contracts (accessed Oct 21, 2026).
1. General Services Administration, “Enterprise Infrastructure Solutions” (contract periods and ceiling; last updated October 15, 2026), https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/telecommunications-and-network-services/enterprise-infrastructure-solutions (accessed Oct 21, 2026).
1. General Services Administration, “Enterprise Infrastructure Solutions Transition” (219 agencies completed as of August 31, 2026; last updated September 29, 2026), https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/telecommunications-and-network-services/enterprise-infrastructure-solutions/eis-transition (accessed Oct 21, 2026).
1. Third-party source (news report). C. Todd Lopez, “New ‘Overlays’ Provide Guide on Path to Zero Trust,” DOD News, June 4, 2024: by fiscal year 2027 the department expects “target level” implementation, “91 out of the 152 target activities identified in DOD’s Zero Trust Strategy and Roadmap, which was released in November 2022,” https://www.war.gov/News/News-Stories/Article/Article/3795170/new-overlays-provide-guide-on-path-to-zero-trust/ (accessed Oct 21, 2026). The strategy PDF on dodcio.defense.gov serves only as a file download.
1. Third-party source (trade press). DefenseScoop, “DOD zero trust implementations” (April 4, 2024), reporting the DoD Zero Trust Strategy’s 91 target-level and 61 advanced-level activities and the September 30, 2027 target, https://defensescoop.com/2024/04/04/dod-zero-trust-implementations-phase-2027/ (accessed Oct 21, 2026). The strategy PDF on dodcio.defense.gov refused automated retrieval.
1. Third-party source (trade press). Breaking Defense, “DoD releases zero trust strategy to thwart hackers who often breach perimeter,” November 22, 2022, https://breakingdefense.com/2022/11/dod-releases-zero-trust-strategy-to-thwart-hackers-who-often-breach-perimeter/ (accessed Oct 21, 2026).
[bookmark: _Toc00001288]Chapter 04 — Logical Centralization and Token-Based Security
Centralize the truth and distribute the copies; identity, not network location, is what makes one shared store safe, and consistency classes are what keep it inside the speed of light.
[bookmark: _Toc00001289]In this chapter
Why the old reasons for fragmenting data into many small authoritative stores have weakened, and what a single source of truth actually buys. The distinction between logical and physical centralization that the rest of the book depends on. Why token-based security, not hardware, removes the strongest historical reason to fragment, and the risk it moves into code. Then the consistency classes, from strong to eventual, that let a centralized system serve distant readers without spanning distance synchronously.
Chapter 01 set out the three forces pulling architecture back toward centralization and the one wall none of them moves: propagation delay over distance. This chapter takes the other two forces in turn, the single-source-of-truth discipline and token-based security. The first says there should be fewer authoritative copies of anything. The second says those fewer copies can safely serve many trust domains. Neither one says the copies should sit on one server in one place. That last step is where physics, failure domains and law push back, and the consistency classes at the end of the chapter are how a design respects them.
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Many small authoritative stores drift; one logical source of truth keeps every other copy derived and subordinate.
[bookmark: _Toc00001290]The objection that no longer holds
The case for splitting data into many small databases rested on two claims: that one server couldn’t carry the workload, and that independent services needed independent stores so they could deploy and fail independently. Both claims have weakened.
The scaling claim weakened because single machines grew. A memory-optimized cloud virtual machine today can offer up to 832 vCPUs and about 15 TiB of memory, with remote storage rated in the hundreds of thousands of IOPS.1 A workload that needed a sharded cluster a decade ago may now fit on one well-provisioned node with room to spare. The Federal Modernization Program’s position follows from that: scale up before scaling out, and shard only when a measured limit forces it, not against a hypothetical one.
The independence claim carried a cost nobody priced. Every independent store that holds a customer record, a price or an entitlement is a copy of some shared truth, and every copy is a place to go stale, diverge or silently disagree. The cost arrives later, as reconciliation jobs, eventual-consistency archaeology and incidents that begin with “which system has the right number?”
[bookmark: _Toc00001291]What a single source of truth buys
One authoritative source of record is cheaper to reason about, and the cost of reasoning about a system is usually its scarcest resource.
	Property
	Many small authoritative stores
	One logical source of truth

	Cross-entity invariants
	Enforced by application code and reconciliation, eventually
	Enforced by the database, with real foreign keys and transactions

	Joins across the data
	Distributed query, fan-out or duplicated data
	A local join

	“Which value is correct?”
	A judgment call, often an incident
	Defined: there is exactly one

	Drift surface
	One per copy, multiplied by every replication path
	Limited to the derived copies you deliberately create

	Mental model
	N schemas and their interactions
	One schema and its invariants


This is the program’s first operating principle applied to data: every claim has exactly one canonical source, and every other representation is a pointer back to it. Drift is treated as a named failure mode the architecture prevents, not an accident to clean up afterward. Fewer authoritative copies is the most direct lever on it.
[bookmark: _Toc00001292]Logical and physical centralization
The word “centralize” covers two different decisions. Most mistakes in this debate come from treating them as one.
[bookmark: _Toc00001293]Two meanings of “centralize”
· Logical centralization: one source of truth. One place is authoritative for a given fact, and everything else is derived from it. This is almost always right.
· Physical centralization: one server in one location. One machine holds and serves all the data. This is sometimes right, and it is limited by propagation delay, blast radius and data-residency law.
The goal is the first. The second is an implementation choice, made only as far as it stays safe and cheap and abandoned when physics, failure domains or law push back. One logical source of truth can be physically replicated across three regions for durability and still be a single source of truth, because exactly one copy accepts authoritative writes and the others are explicitly subordinate. Chapter 01 explains why the physical step stops at the propagation floor; the last section of this chapter shows how consistency classes let a design stop there without losing distant readers.
[bookmark: _Toc00001294]Small databases survive, repurposed
“The era of small SQL servers is over” is accurate only in a narrower form: the era of small SQL servers as sources of truth is ending. Small databases keep two roles.
1. Disposable accelerators. Read replicas, caches and materialized edge stores are derived and rebuildable. Because none of them is authoritative, none can drift authoritatively: you can discard one and regenerate it from the source of truth. Keeping them current across distance is a transport question, taken up in Chapter 05.
1. Compliance-stamped exceptions. Where a customer’s regulatory posture demands hard physical isolation, a dedicated small store is provisioned for that customer. It is a deliberate exception with its own boundary, not the default layout.
Patterns that push SQL to the edge, close to the application, point the same way. They create near-cache copies derived from a central truth, not distributed sources of truth. Truth consolidates while convenience copies multiply.
[bookmark: _Toc00001295]Where drift is born
Drift rarely starts in the database engine. It starts when a team finds the central store too slow or too hard to reach and creates an unofficial local copy “just for performance.” That copy slowly turns into a shadow source of truth nobody approved.
So the way to stay close to a single source of truth is to remove the incentive to fork it. The central store has to be easy enough and fast enough to reach that nobody is tempted to copy it. Two forces do that work. Token-based security removes the access friction, as the next section explains. Application-aware transport removes the latency friction within the limits Chapter 05 describes. Centralization of truth is sustained by making the central path the easiest one, not by policy alone.
[bookmark: _Toc00001296]Token-based security as the enabler
A great deal of historical fragmentation had nothing to do with scale. It came from isolation by perimeter. When the only way to enforce “who may touch this data” was network segmentation, the safest way to separate two trust domains was to give each its own database behind its own boundary. No hardware advance addresses that reason.
Token-based security does. NIST’s zero trust architecture starts from the premise that no implicit trust is granted to assets or accounts based solely on their physical or network location.2 OMB M-22-09 applies the same rule to federal agencies: MFA is enforced at the application layer rather than the network layer, and approaching an application from a particular network must not be treated as any less risky than approaching it from the public internet.3 Once every request carries a verifiable statement of who is asking and what they are entitled to, the trust boundary travels with the request instead of living in the network. One logical store can then serve many trust domains.
	Dimension
	Perimeter model
	Token model

	Where trust lives
	In the caller’s network location
	In a signed, verifiable claim the caller presents

	Unit of isolation
	A network segment, often with its own datastore
	A verified identity, scoped per request

	Default posture
	Trust inside the perimeter
	Verify every request

	Effect on data layout
	A store per trust domain
	One store across many trust domains

	Highest-value secret
	Long-lived credentials guarding the perimeter and the database
	Short-lived tokens minted on demand


The consequence for data architecture is direct: you no longer shard for security. Two customers, two business units or two sensitivity levels can share a logical store when the store enforces scoping on a verified identity in every request.
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The perimeter model needs a store per trust domain; the token model lets one store serve many.
Inbound: identity travels with the request
A multitenant service that accepts Microsoft Entra tokens from many customer tenants shows how this works. Microsoft’s validation rules for such an application are specific. It verifies the token’s signature against the issuer’s published signing keys, checks that the tenant ID (tid) claim is a GUID and that the issuer claim matches that tenant, and uses tid as part of the key for any data it stores about the caller.4 Microsoft states the rule plainly: always check that the token’s tid matches the tenant the data was stored under, and never allow data in one tenant to be reached from another.5 Isolation holds because the tenant’s identity is proven on every call, not assumed from where the call came from.
Outbound: the database password disappears
The sharper demonstration is how the service authenticates to its own database. Azure Database for PostgreSQL flexible server, for example, accepts a Microsoft Entra access token in the password field of the connection. An application running under a managed identity requests a token for the database resource and connects with it, so no credential is stored in code or configuration.6 A user token is valid for 5 to 60 minutes (managed-identity tokens can last up to 24 hours; see Chapter 05) and is acquired just before connecting, and the resource identifier it is requested for differs between clouds.7
[bookmark: _Toc00001297]The highest-value secret is removed, not protected
A stored database password is usually the most valuable secret in a deployment: steal it once and the central store is exposed. Token-based authentication doesn’t guard that secret better; it eliminates it. Each connection is authorized by a token minted on demand, scoped to the database audience and refreshed before it expires. There is nothing durable to steal.
The program’s own SaaS data plane uses both halves, inbound tenant verification and outbound passwordless database sign-in, around a single regional store. Chapter 08 walks through it as the book’s worked example.
Why this makes centralization safe
Together, inbound verification and outbound passwordless sign-in change the risk calculation that originally justified fragmentation:
· There is no shared trust zone to break into. Every request proves its identity again, so a single foothold doesn’t yield ambient access to every tenant’s data.
· There is no long-lived database credential to steal. The “one leaked connection string compromises everything” failure is designed out.
· Per-request scoping replaces per-store isolation. A tenant’s reach is bounded by its verified identity on each call, so one store holding many tenants isn’t a security downgrade compared with many stores.
Token security removes access friction as well as risk. When reaching the central store means presenting the right scoped identity, instead of requesting a network path, a firewall exception and a shared secret, the central store becomes easier to reach than a private copy. Security turns from a reason to fragment into a reason to centralize.
Chapter 05 carries the same idea one layer down: a credential minted per event, rather than a standing session or a durable secret, applied to the network path the request travels on.
The risk it imports
The consolidation bet has a cost, and it should be named. When isolation between tenants or domains is enforced in code, by per-request identity scoping, rather than by physical separation, the blast radius moves into that code path. A defect in tenant resolution or namespace scoping isn’t a contained single-tenant fault; it is a potential cross-tenant exposure. The trade is deliberate: you give up the failure-domain isolation of many physical stores in exchange for the simplicity and drift resistance of one logical store. In return you owe the shared isolation path disproportionate rigor. It must be small, exhaustively tested and fail-closed, rejecting unsigned, unknown and inactive tenants by default. The single most valuable test of such a design is that no code path lets a validated identity for tenant A address tenant B’s data.
The constraint token security doesn’t remove
Token security removes the security reason to fragment. It doesn’t remove the legal one. Data-residency and sovereignty rules can still require certain data to sit in a certain place or boundary, and no identity model overrides them. The program’s answer is to keep the default plane centralized and provision a dedicated, physically isolated stamp for the customers who need one, with cloud-specific token audiences handled explicitly in the authentication layer. The exception is provisioned on purpose, with its own boundary; it doesn’t become the default layout.
[bookmark: _Toc00001298]Consistency classes: needing less global synchronization
Logical centralization still leaves a physical question: how do readers and writers far from the authoritative copy see its data? Chapter 01 showed that no product shortens the round trip across a continent. The answer is to need fewer synchronous crossings of it, and the tool for that is choosing a consistency class per flow.
Consistency models form a spectrum. Microsoft’s Azure Cosmos DB, used here as a documented example, defines five levels from strongest to weakest: strong, bounded staleness, session, consistent prefix and eventual. Its documentation shows what strong consistency costs over distance. For an account spanning several regions with strong consistency, write latency equals twice the round-trip time between the two farthest regions plus 10 milliseconds at the 99th percentile, and strong consistency across regions more than 8,000 kilometers apart is blocked by default because the write latency is too high.8 Bounded staleness instead guarantees that a region lags the writer by no more than a configured number of versions or a configured time interval.8 That is the physics of Chapter 01 written into a product’s service terms.
The techniques for needing less global synchronization each move a workload off a synchronous cross-region path it can’t afford:
· Strong within a region, asynchronous across regions. At metro and regional distances the propagation floor is small enough that synchronous consistency costs little. Keep the single authoritative writer and its quorum inside one region, and replicate to other regions asynchronously. This is the default for most systems and the program’s choice.
· Bounded staleness instead of global serializability. Where the business tolerates reads that are a known, small interval behind, a local read from a slightly stale replica replaces a cross-region round trip. The staleness bound is a contract, not an accident.
· Causal consistency. Preserving cause-and-effect order without imposing a total global order costs far less across distance and is enough for many applications.
· Conflict-free replicated data types (CRDTs). For genuinely multi-writer data, replicas accept writes locally and merge deterministically. Shapiro and colleagues formalized the conditions under which such replicas are guaranteed to converge.9 Cross-region traffic becomes a mergeable bulk update rather than a coordination round trip.
· Voting replicas placed by path. Put quorum members on short, low-latency links so the fastest paths decide the quorum, and put non-voting replicas on the long paths for durability and read scale.
A short decision procedure turns these into a layout:
1. Does this data have one source of truth? It should. Identify the single authoritative writer; everything else is a derived copy.
1. What is the weakest consistency each reader and writer actually tolerates? Not the strongest anyone can imagine needing, but the weakest that is still correct. Use strong consistency only where it’s required.
1. Which network class matches each flow? Strong, synchronous flows stay inside a region on low-latency paths. Everything that crosses regions is asynchronous or merge-based and can use bulk transport.
The third question is where the data layer meets the network layer. Chapter 08 maps each consistency class to a network class and applies the result to the program’s SaaS data plane and to branch architectures.
[bookmark: _Toc00001299]What this chapter establishes
· Larger single machines have removed the scaling objection for most workloads; scale up before scaling out.
· A single source of truth is cheapest where it matters most: in the cost of reasoning about the system and in the absence of drift.
· Logical centralization (one truth) is almost always right; physical centralization (one server in one place) is limited by propagation delay, blast radius and law.
· Small databases survive as disposable caches and compliance-stamped exceptions, not as competing sources of truth.
· Token-based security removes the perimeter reason to fragment. One store can serve many trust domains, and the long-lived database secret disappears.
· The price is that isolation is enforced in code, so the tenant-resolution path must be small, tested and fail-closed.
· Choosing the weakest tolerable consistency for each flow is how a centralized truth serves distant readers without spanning distance synchronously.
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[bookmark: _Toc00001301]Chapter 05 — SD-WAN, SASE and Governed-Path Transport
SD-WAN can take a path down to the floor physics sets and SASE can make the traffic on it lawful, but neither one governs the path itself, and the device that does the governing is the newest thing an adversary will aim at.
[bookmark: _Toc00001302]In this chapter
What SD-WAN’s differentiated transport buys: path classes, route-inflation recovery, tail-latency tools such as forward error correction and packet duplication, and protection of latency-critical traffic from bulk transfers, with the hard ceiling it can’t pass. How SASE security services sit above SD-WAN in CISA’s model and in the TIC 3.0 Branch Office Use Case, and why a SASE or VPN path must not break Teams emergency calling. Microsoft’s Global Secure Access as one SASE candidate, with its government-cloud and licensing gates first: Private Access as the VPN and DirectAccess replacement, deployment, remote networks, Internet Access policy and coexistence with other vendors. The bridge from those TIC 3.0 and SASE capabilities to identity-aware access (compliant network, secure web gateway, private application segmentation, traffic steering, coexistence and bypass governance), with the architecture decision and pilot exit criteria. The program’s proposed governed-path model, in which the path is leased per intent and bound to a short-lived token. The decision records the fabric must emit, and the controls the controller and edges need before they’re credited with closing anything.
Chapter 02 separated the pipe from the governor: transport is a physics decision, and control is a compliance decision. This chapter is about the governor. It has three layers, and each answers a different question. SD-WAN decides which traffic takes which path and measures how each path is doing. SASE decides whether a flow is allowed and inspects it at a policy enforcement point (PEP). The governed path, which is still a proposal in the program, decides whether the path itself was authorized for this caller and this intent, and records the answer as evidence. Sitting over all three is a question the sources answered only briefly: who protects the governor?
[bookmark: _Toc00001303]SD-WAN as differentiated transport
Software-defined WAN selects among several underlay paths per traffic class. It can put latency-sensitive traffic on a short, low-jitter path and push bulk traffic onto a larger, slower or cheaper one. The question worth asking precisely is whether that helps systems that must stay in sync over distance, and whether it helps with the speed-of-light problem Chapter 01 describes.
The answer is yes, meaningfully, but only inside the gap between observed latency and the physical floor. SD-WAN never moves the floor. The gap is usually large, and it hurts distributed systems disproportionately because it inflates the latency tail, so working inside it is valuable. Describing that as “beating the speed of light” is the error to avoid.
The split into a lean class and a bulk class maps onto what a distributed database, and most branch traffic, actually emits:
	Traffic class
	What it carries
	Wants
	Best path

	Lean, low-latency
	Consensus heartbeats, leader election, synchronous-commit quorum acknowledgements, clock synchronization; at a branch, voice, interactive sessions and sign-in
	Minimum round-trip time (RTT) and jitter
	Shortest, least-congested path; small packets

	Fat, bulk
	Base snapshots, backups, re-sync after a partition, analytics replication, asynchronous log shipping; at a branch, patch and content distribution
	Throughput and cost efficiency
	High-bandwidth path; latency-tolerant


This is differentiated transport per traffic class. It is the network layer’s reflection of a decision the data layer already makes: what must be strongly consistent and what can be eventually consistent (Chapter 04). When the two decisions agree, a design gets the best synchronization physics allows. Chapter 08 turns that agreement into a reference architecture.
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SD-WAN carries each traffic class on the path built for it, down to the floor but never below it.
Recovering route inflation
Real paths are longer than the great-circle distance and slower than light in fiber. Measurements across the public internet found minimum ping times about three times (3.1 times in the median) the vacuum speed-of-light bound between the same endpoints.1 Light in fiber accounts for roughly a factor of 1.5 of that on its own (it travels about 200 km per millisecond), so the rest is route length, peering and queueing: the part a better path can recover.
A premium backbone shows how much is recoverable. Microsoft publishes median round-trip times between its regions measured by continuous probes; in the dataset ending July 30, 2026, traffic from UK South to East US took a median 78 ms.2 As worked arithmetic: London to the East US region in southern Virginia is about 6,150 km great-circle, so the fiber floor for a round trip is about 2 × 6,150 ÷ 200 ≈ 62 ms. A managed backbone runs about 1.3 times the floor on that pair. That ratio, not a vendor claim, is the ceiling on what path selection can do for a cross-ocean flow: SD-WAN that steers the latency-critical class onto a premium underlay recovers the difference between an internet path and a backbone path, and nothing below the floor.
Shrinking the tail
This is the underrated effect, and the most valuable one for synchronization. A quorum commit waits for the slowest member it must hear from, so commit latency is a tail (p99) statistic, and the tail is inflated by loss, congestion and jitter rather than by propagation. SD-WAN’s loss tools act on the tail directly:
· Forward error correction (FEC). The edge sends redundant parity data so a lost packet can be rebuilt at the receiver without waiting for a retransmission. Cisco Catalyst SD-WAN, as one documented example, sends a parity packet for every group of four, which recovers up to one lost packet per group, and can send parity always or only when measured loss crosses a threshold.3 FEC trades bandwidth for latency. For a quorum gated by its unluckiest packet, removing retransmission waits can cut p99 commit latency far more than any reduction in the mean.
· Packet duplication across two paths. The edge sends a copy of each latency-critical packet on an alternate tunnel and the receiver keeps the first to arrive, so a lossy path stops setting the tail. Cisco positions the feature for voice and video on noisy links and requires multiple WAN links.4
· Fast path failover. Continuous path-quality measurement moves a class off a degrading link before the transport protocol’s own loss detection reacts.
[bookmark: _Toc00001304]The leverage point
Distributed-database performance is a tail problem, and SD-WAN’s loss and jitter tools are tail tools. A path can go from three times the floor with a ragged tail to close to the floor with a tight one, a large improvement in how well replicas stay in sync, without anyone violating physics.
Keeping bulk traffic off the commit path
A re-sync or backup can saturate a link and queue the small, latency-critical consensus packets behind it: self-inflicted tail latency. Class separation means a bulk transfer can’t starve or delay heartbeats and commit acknowledgements, so the database stays in sync during exactly the heavy-transfer events that would otherwise destabilize it. At a branch the same separation keeps a patch wave from degrading a voice call.
The clock angle
A second way networking helps runs through time rather than distance. Google’s Spanner orders transactions with TrueTime, an interface that exposes clock uncertainty explicitly. Google’s implementation keeps that uncertainty generally under 10 ms by using GPS and atomic clock references, and a coordinator makes a commit visible only after its timestamp is certain to be in the past, a step the paper calls commit wait.5 Ordering then costs bounded clock uncertainty instead of an extra round trip across a continent.
You can’t make light faster, but you can make a system need fewer trips through it by spending clock certainty instead of round trips. The program’s design position is that clock synchronization traffic belongs in the lean class, alongside consensus traffic, because the same short, quiet path that serves a quorum is the one a time service wants. SD-WAN assists the speed-of-light problem here not by reducing propagation but by supporting a design that propagates less often.
The hard ceiling
[bookmark: _Toc00001305]SD-WAN gets a path to the floor with a tight tail. It never gets it below the floor.
A synchronous, strongly consistent commit across continents pays at least one round trip every time. Microsoft’s own worked figure for New York to London is 5,585 km straight-line, 28 ms one way and 56 ms round trip at 200 km per millisecond (Chapter 01 gives 5,570 km from its own great-circle calculation; Microsoft’s figure differs slightly and gives the same 56 ms), before any route is longer than a straight line.6 SD-WAN removes the excess over that floor and tames the tail; the floor is the speed-of-light tax on strong consistency, and it doesn’t negotiate.
So SD-WAN doesn’t change the architectural conclusion of Chapter 01: need less global synchronization. It makes that conclusion cheaper to live with. The synchronization a design keeps becomes more reliable and tighter in the tail, and asynchronous bulk replication runs efficiently on its own path.
[bookmark: _Toc00001306]What the branch edge adds, and what TIC 3.0 asks of it
At a field office the same capabilities answer a governance question rather than a database one. Chapter 02 explains why a direct internet access (DIA) circuit and a SASE service together leave the stretch between the user and the PoP ungoverned. The branch-edge layer is what governs it: application-aware steering, queue management where traffic enters the constrained link, concurrent use of two circuits, continuous path-health measurement with failover, and per-application path telemetry. That telemetry is the piece that matters most for evidence. Interface counters say a link was busy; they don’t say which application saw which latency over which path, which is what a monitoring assertion about branch transport needs (Chapter 13).
The TIC 3.0 Branch Office Use Case, Version 3.0 (September 2026), anticipates multiple paths and puts one requirement on them. Its policy enforcement parity capability says that when branch locations connect directly to cloud and web services, their protections should match those enforced at the agency campus so that an attacker can’t evade security by steering traffic onto a path with less rigor, and that where multiple means of conveyance such as redundant links or SD-WAN are used, path priorities, the order security functions execute in and policy enforcement should keep security parity on every path.7 The same document’s networking guidance asks agencies to verify that flows go to the right destinations and that the points making that decision can’t easily be bypassed or manipulated.7 Read together, those two sentences are a requirement on the SD-WAN policy itself: every path class has to land on enforcement of equal strength, and the steering decision is a security control.
[bookmark: _Toc00001307]SASE above SD-WAN
SD-WAN governs paths. It doesn’t inspect content, enforce web or cloud-application policy, or broker access to private applications. Those functions belong to the security services above it, the security service edge. “Above SD-WAN” here means SASE’s security services; CISA’s definition below counts SD-WAN as part of SASE.
CISA’s June 2026 guide on SASE in a TIC 3.0 solution defines SASE as a framework combining networking tools, giving SD-WAN, routing and bandwidth optimization as examples, with security tools such as a secure web gateway (SWG), cloud access security broker (CASB), zero trust network access (ZTNA) and next-generation firewall (NGFW).8 The guide is vendor-agnostic and describes SD-WAN as optimizing wide-area connectivity through policy-driven routing on user, device, network and application context. In its notional reference architecture, SWG, CASB and NGFW capabilities manage traffic to external resources, SD-WAN manages and routes internal agency traffic, ZTNA controls access to private applications, and the SASE solution sends telemetry to CISA’s Comprehensive Log Aggregation Warehouse (CLAW).8 Branch offices reach the service either through agents on devices or through branch firewalls that forward traffic to it.8
Two corrections follow from reading the primary documents rather than earlier summaries of them. CISA does list SD-WAN among SASE’s networking tools, so the program’s earlier statement that CISA’s material on SD-WAN is only procurement-oriented no longer holds. But “for example” is not “required”: neither the SASE guide nor the Branch Office Use Case mandates SD-WAN, and TIC 3.0 stays technology-neutral (Chapter 03). The program’s position is that a branch-edge policy layer is an architecture requirement the agency decides on, stated as such, not a CISA mandate.
	Function
	Provided by
	Control families it supports

	Path selection, traffic-class separation, failover, multipath
	SD-WAN overlay
	Availability; traffic-flow policy (SC-7(4))

	Encryption across every circuit
	SD-WAN overlay tunnels
	Transmission confidentiality and integrity (SC-8)

	Per-application path telemetry
	SD-WAN edges and controller
	Monitoring (SI-4) and logging

	Web and cloud-application policy, inspection, malware
	SASE: SWG, CASB, NGFW or firewall-as-a-service
	Boundary protection (SC-7), malicious code protection

	Access to private applications
	SASE: ZTNA
	Remote access (AC-17), access enforcement

	Telemetry to CISA
	SASE solution, per CISA’s guide
	CISA telemetry obligations (Chapter 03)

	Telecommunications diversity
	The pipes themselves
	CP-8 (Chapter 02)


SD-WAN alone doesn’t satisfy the Branch Office Use Case’s security capabilities; the boundary, flow and malware protections come from the services above it.
The enforcement point has a location
The physics argument applies to the PEP too. A SASE PoP that is far from the branch, or poorly peered with the cloud the user is reaching, reintroduces the hairpin the agency was trying to delete. Microsoft’s connectivity guidance says this plainly for its own services: routing traffic through a cloud-based network or security provider can hurt connections if the provider isn’t well peered, and agencies should evaluate the number and location of the provider’s PoPs relative to their branch offices and to Microsoft’s peering points, and the cost of backhaul inside the provider’s network.9 Choosing a SASE service is therefore partly a geography decision. Ask for PoP locations near each office cluster, measure branch-to-PoP latency before cutover, and treat a distant PoP as a hairpin with a different name. Microsoft 365 traffic Microsoft classifies as Optimize has its own documented handling (Chapter 12); Microsoft 365 informed network routing isn’t available to GCC Moderate tenants (Book 08 Appendix C), so path selection rests on the SD-WAN’s own measurements. How an SD-WAN edge handles DNS, and why its redirect target decides whether agency DNS policy applies at all, is in Book 08 Chapter 05.
Teams emergency calling constrains the path
A SASE or VPN design also decides whether a Teams caller’s 911 location can be found. Teams dynamic emergency calling matches the client’s network against a map the agency keeps in the Location Information Service: wireless access points, switches, switch ports and subnets, each linked to an emergency address. It tries a subnet match only when the client’s public IP address is on the tenant’s list of trusted IP addresses; access point and switch lookups happen regardless. Microsoft also states that cloud proxy service deployments that modify the source IP addresses from Teams clients don’t support network configuration setting lookups.10 Two design constraints follow.
· Don’t put a source-rewriting cloud proxy in front of Teams clients that depend on network lookups. Where a SASE service carries Teams traffic, confirm with the vendor whether it rewrites the client’s source address. If it does, users behind it lose those lookups, which carry the network-site emergency policies and, through the trusted-address check, the subnet-based location; their calls then depend on an address the user confirms or types, or on the address registered on the number. In the United States a typed address not picked from the address suggestions, and an address registered on the number, are screened by a national call center before the call is transferred.11 Record that as a known gap in the architecture decision, not a surprise found at the first 911 call.
· Leave VPN address pools out of the location map. This is an inference from the trusted-address rule, not a Microsoft statement: a full-tunnel VPN’s exit address is the agency’s and is likely on the trusted list, so if the VPN address pool is mapped to an emergency location, a home worker on the VPN gets that location. Keeping the pool unmapped lets the client fall through to the address the user confirmed for that network. Microsoft’s separate guidance to route Teams media and the other Optimize endpoints around the VPN tunnel is for performance;12 it doesn’t change which address the location lookup sees.
The Location Information Service and the emergency calling policies are operated through the Teams Phone catalog in Book 15, Chapter 05, which also covers the IPv6 case in which a client matches its site but not a location.
Authorization status is not uniform
Before a requirement names a SASE or SD-WAN service, check what each candidate’s FedRAMP listing actually covers. The Marketplace shows, as of October 21, 2026, for some widely used examples:13
	Example offering (as listed)
	Status and level
	Since
	What the listing describes

	Palo Alto Networks GCS-HIGH
	FedRAMP Certified, Class D (High)
	December 9, 2024
	Strata network security platform, Prisma Access and Prisma SD-WAN; Palo Alto’s own FedRAMP support table marks Prisma SD-WAN and its controller as supported at Moderate only14

	Palo Alto Networks Government Cloud Services
	FedRAMP Certified, Class C (Moderate)
	January 21, 2021
	The same platform family at Moderate

	Zscaler Internet Access – Government (High)
	FedRAMP Certified, Class D (High)
	July 2, 2022
	Secure web gateway (security service edge)

	Zscaler Private Access – Government
	FedRAMP Certified, Class D (High)
	April 29, 2020
	Zero trust access to private applications

	Netskope NewEdge Government
	FedRAMP Certified, Class D (High)
	December 19, 2023
	Security service edge platform

	Cisco Security Cloud for Government
	FedRAMP Certified, Class D (High)
	August 6, 2026
	Umbrella for Government and Secure Access for Government

	Cisco Catalyst SD-WAN for Government
	FedRAMP Certified, Class C (Moderate)
	March 14, 2024
	Cloud-delivered SD-WAN manager, validator and controller

	Cisco Meraki US Government Region
	FedRAMP Certified, Class C (Moderate)
	February 18, 2025
	Cloud-managed networking, including MX security and SD-WAN appliances


These are examples, not a market survey or a recommendation. Three cautions apply. A listing covers the cloud-delivered management and service plane; the edge appliances in each office are agency-operated equipment inside the agency’s own boundary. Nor does a FedRAMP-certified, vendor-hosted controller move directive obligations off the agency: ED 26-03 V1 has separate required actions for off-premises (cloud) deployments, under which the agency obtains forensic images and cloud logs from the vendor, and Cisco’s 2026 SD-WAN advisories list its FedRAMP environment among the affected deployment types.1516 Several vendors carry both a Moderate and a High listing for different offerings, so cite the offering, not the vendor. Zscaler is one: the High offering in the table (FR2227062482, Class D, certified July 2, 2022) and Zscaler Internet Access – Government (FR1720454205, Class C (Moderate), certified December 14, 2018) are two separate Marketplace listings.17 And statuses change; read them from the Marketplace data at the time the requirement is written. On the acquisition side, GSA lists SD-WAN among the Enterprise Infrastructure Solutions (EIS) services for the non-traditional TIC 3.0 use cases, as fully managed, co-managed or do-it-yourself implementations.18 Chapter 09 covers who orders it.
[bookmark: _Toc00001308]Microsoft’s security service edge: Global Secure Access
Many agencies already license part of Microsoft’s security service edge, Global Secure Access, through Microsoft Entra ID, so it is often the first candidate a program evaluates. It has three parts. Microsoft Entra Private Access is the ZTNA function, Microsoft Entra Internet Access is the secure web gateway, and the Microsoft traffic profile carries traffic to Microsoft’s own services. Microsoft states that all three are generally available.19 This section covers what each part does, where the program’s gates are, and how it coexists with the vendors listed above. It assumes the identity design in Book 02 and the access plane in Book 01, Chapter 08.
The gates come first
Government cloud. Learn’s only statement on government availability covers the whole product: “Global Secure Access is available in the US Government Community Cloud (GCC), but isn’t yet supported in the US Government Community Cloud High (GCC-H), Department of Defense cloud, or other government or sovereign cloud environments.”20 The Microsoft Entra feature availability page for Azure Government doesn’t list Global Secure Access at all.21 Learn breaks GCC availability down by feature nowhere, so this section treats each feature as available in GCC only on the strength of that product-wide sentence, and as not yet specified where the feature’s own page says nothing more. For a GCC High or DoD tenant, none of this section applies until Microsoft changes that sentence. Those tenants keep the vendor offerings in the table above, or an existing VPN. Learn also documents installing the private network connector in Azure Government, with ENVIRONMENTNAME="AzureUSGovernment", but that procedure is for Application Proxy, not Private Access.22
Licensing. Private Access and Internet Access are each sold standalone and in Microsoft Entra Suite, and their users also need Microsoft Entra ID P1 or P2. The Microsoft traffic profile is included in P1 or P2. Most Global Secure Access services are licensed per user.19
Authorization. Microsoft’s certifications page for Global Secure Access lists FedRAMP High and DoD SRG Level 2. It doesn’t say which cloud environment that authorization covers, and it lists no higher DoD impact level.23 The agency reads the authorization package before a requirement names the service, as it would for any offering in the table above. Book 10, Chapter 04 records its network and data-handling facts for the boundary.

	Capability
	GCC
	GCC High
	DoD
	License
	Status on Learn

	Private Access: Quick Access, per-app access, private DNS, application discovery
	Available (product-wide statement)
	Not yet supported
	Not yet supported
	Private Access, plus P1 or P2
	Generally available; Intelligent Local Access is labeled preview in the macOS client release notes

	Microsoft traffic profile, universal tenant restrictions, compliant network check
	Available (product-wide statement)
	Not yet supported
	Not yet supported
	P1 or P2
	Generally available

	Internet Access: web content filtering, threat intelligence, TLS inspection
	Available (product-wide statement); feature pages say nothing more
	Not yet supported
	Not yet supported
	Internet Access, plus P1 or P2
	Generally available

	Cloud firewall for clients; Purview data loss prevention integration; Netskope integration
	Not yet specified
	Not yet supported
	Not yet supported
	Internet Access; Purview DLP also needs Microsoft 365 E5 or the Purview DLP add-on
	Preview

	Remote networks (branch IPsec tunnels)
	Available (product-wide statement)
	Not yet supported
	Not yet supported
	At least 50 P1 and Internet Access licenses combined
	Generally available



Sources: the known limitations, overview, client and feature pages cited in this section, read November 9, 2026.201924
Private Access as the VPN and DirectAccess replacement
Private Access lets a remote user reach private applications by fully qualified domain name (FQDN) or IP address, without a VPN, on a device running the Global Secure Access client. There are two ways to publish applications. Quick Access is one group of FQDNs, IP addresses and ranges that is always tunneled. Per-app access publishes each application separately, with its own assignment and its own Conditional Access policy. Each becomes an enterprise application, is reached through a private network connector group, and is assigned to users or groups.25
Traffic flows from the user’s device to the client, then to Microsoft’s service edge, then to a private network connector inside the agency’s network, and on to the application. The service edge checks the user’s assignment and Conditional Access before it brokers the connection, and the connector does the DNS lookup and opens the connection to the target.2627 The difference from a VPN is the scope. A VPN puts the device on a network. Private Access gives an assigned user a path to a named application and port, and nothing else.
Start broad, then narrow. Microsoft’s own advice is to treat Quick Access as a migration bridge: “Use Quick Access as a transition state in your Zero Trust journey. After Quick Access has enabled you to replace your VPN, configure per-app access to achieve application segmentation and per-app granular controls.”28 Its VPN-replacement tutorial publishes a whole address range in Quick Access, for example 10.0.0.0/24 on ports 0-52,54-65535 for TCP and UDP. Port 53 is left out because private DNS handles name resolution.27 Application discovery then lists the FQDNs, addresses and ports actually used through Quick Access in the last 30 days, with users and devices, so each can be moved into its own application.29
Microsoft’s deployment guide describes the move as creating a per-app application scoped to the Quick Access users, adding segments to it gradually, and watching the traffic leave Quick Access, “until no app segments appear in Quick Access.” Then Quick Access is turned off.30 Two rules matter during the move:
· Segments may not overlap between Private Access applications. The one exception is between a per-app application and Quick Access, where the per-app segment wins.
· Moving a segment out of Quick Access doesn’t move its assignments, and clients take up to 15 minutes to pick up the change.26
Users must be assigned directly, or through a group assigned to the application, because nested groups aren’t supported.28 The segmentation that results is the program’s least-privilege evidence for remote access: an assignment list for each application, in place of a VPN address pool.
Conditional Access on the application. Policies target each Private Access application. Learn’s example grant requires multifactor authentication and a compliant or hybrid-joined device, starts in report-only mode, and excludes the emergency access and service accounts.31 Learn also lists two limitations. Conditional Access can’t be applied to Private Access traffic as a whole, only at the application level for Quick Access and Global Secure Access apps. And the compliant network check isn’t supported for Private Access applications.20 Microsoft’s VPN-replacement tutorial advises against requiring multifactor authentication with a sign-in frequency on Quick Access, because DNS queries can trigger unexpected prompts.27
Connectors. A private network connector is a lightweight agent on Windows Server that makes only outbound connections (“You don’t have to open inbound ports”). Each connector group should have at least two connectors. Microsoft’s sizing guidance is 8 GiB of memory and 4 cores, with peak CPU and memory kept under 70 percent.32 The connector supports Windows Server 2016 or later, which the program’s standard narrows to 2019 or later (2016 is gone by January 12, 2027). It needs TLS 1.2 enabled before installation, and it shouldn’t share a server with the Microsoft Entra Password Protection proxy. Microsoft says to avoid any inline inspection or termination of the connector’s outbound TLS. The minimum connector version for Private Access is 1.5.3417.0.3328 Its outbound requirements in a commercial or GCC tenant are:33
80   Downloading certificate revocation lists (CRLs) while validating the TLS/SSL certificate
443  All outbound communication with the Application Proxy service
These go to *.msappproxy.net and *.servicebus.windows.net on 443. The certificate revocation and registration endpoints the page lists include crl3.digicert.com, crl4.digicert.com, ocsp.digicert.com, crl.microsoft.com, oneocsp.microsoft.com and ocsp.msocsp.com on 80, and login.windows.net, *.microsoftonline.com and management.azure.com on 443. The full list is on the page and belongs in the firewall request.33 For an unattended installation, install without registering, then register with a token:34
MicrosoftEntraPrivateNetworkConnectorInstaller.exe REGISTERCONNECTOR="false" /q
.\RegisterConnector.ps1 `
    -modulePath "C:\Program Files\Microsoft Entra private network connector\Modules\" `
    -moduleName "MicrosoftEntraPrivateNetworkConnectorPSModule" `
    -Authenticationmode Token `
    -Token $SecureToken `
    -TenantId <tenant GUID> `
    -Feature ApplicationProxy
Microsoft warns: “Store the script or code in a secure location as it contains sensitive credential information.”34 After installation, the “Microsoft Entra private network connector” and “Microsoft Entra private network connector updater” services should both be running. The updater updates one connector in each group at a time, and a connector inactive for 10 days is removed.3332 For patching, Microsoft suggests moving a connector into a maintenance group assigned only to a test application, draining it, patching it, and moving it back.33
DNS. Private DNS sends queries for the DNS suffixes added in Quick Access through the service edge to the connector group’s DNS servers, and the client gives the application a synthetic address. Microsoft says to add the Active Directory forest name among the suffixes.3527 Single-label names get a synthetic suffix appended, and Microsoft warns that this “might break Kerberos flow,” so applications that use Kerberos should be published and reached by FQDN.35 Two client limits follow. The client doesn’t support DNS over HTTPS, which has to be disabled for FQDN-based tunneling. And name resolution policy table rules delivered by Group Policy override the client’s own rules and break private DNS.20 Domain-joined devices that still carry a DirectAccess or VPN name resolution policy from Group Policy therefore have to lose it before Private Access works. Kerberos single sign-on through Private Access, which publishes the domain controllers as an application, is in Chapter 06.
Retiring DirectAccess. Microsoft is explicit that “DirectAccess and Microsoft Entra Private Access can’t coexist on the same device.” The migration has four phases:36
1. Deploy the client without assigning Private Access. The client shows “Disabled by your organization.”
1. Remove DirectAccess from the pilot devices.
1. Turn on Private Access forwarding for the pilot users. The tunnel takes 10 to 15 minutes to come up.
1. Expand in waves.
Microsoft says not to decommission the DirectAccess servers until every user is confirmed on Private Access.36 For phase 2, remove each device from the security group that filters the DirectAccess client Group Policy object, let replication finish, and then run on the device:36
gpupdate /force
shutdown /r /t 0
Microsoft says to restart twice. Then confirm that no DirectAccess name resolution policy entries remain (DirectAccess-NLS.*) and that ipconfig no longer shows the IP-HTTPS tunnel adapter:36
Get-DnsClientNrptPolicy
Local access. Intelligent Local Access lets a device on the corporate network reach selected Private Access applications directly while Conditional Access still applies. It detects the corporate network with a DNS probe.37 The macOS client’s release notes call it preview, so the program treats it as preview until Learn says otherwise.37
Deployment and proof of concept
The licensing and government-cloud gates above come before any pilot. Microsoft’s deployment guide sets out three scenarios: replace the VPN with ZTNA, secure Microsoft traffic, and secure internet traffic. It budgets “up to seven hours” for a proof of concept and runs the project in initiate, plan, execute, monitor and close phases, with a pilot of “fewer than 20” users before production waves.38 The proof-of-concept guidance asks for a test tenant, a Windows 11 test device that is joined or hybrid-joined and has no direct path to the private network, and a Windows Server 2019 or 2022 connector host that can reach the test applications.39 The guide also gives an emergency path to plan for: “When Global Secure Access is down, users can’t access resources that the Global Secure Access-compliant network check secures.” Microsoft publishes break-glass and recovery scripts that switch those policies to report-only and back.38 The program records that procedure in the identity runbook of the contingency plan (Book 14, Chapter 06).
The sections above say what each part is and where its gates are; the procedures that deploy them are the implementation guide’s, and each step there runs the workbook’s How template (prerequisites, pilot, report-only or audit phase, enforcement, rollback, exclusions, telemetry, evidence and day-two ownership, Book 00, Appendix D) with its own evidence checklist:
Where each part’s procedure lives
	Part, as this chapter describes it
	Procedure in the GSA implementation guide

	The gates: government cloud, licensing, authorization
	Step 1: Decision and licensing

	Client and traffic forwarding profiles
	Step 3: Client deployment, Step 4: Microsoft traffic

	Private Access, connectors and private DNS
	Step 6: Private applications

	Internet Access policy
	Step 5: Internet traffic, Step 9: TLS inspection

	Retiring DirectAccess, coexistence and remote networks
	Step 11: Coexistence and migration

	Logs and evidence
	Step 12: Telemetry and evidence


The DirectAccess retirement above is the one enforcement step this chapter gives in full, so its way back is written here too. The program’s rollback within a wave (program decision, settled as WD-150; Microsoft’s migration page gives the forward steps only) is putting the device back in the security group that filters the DirectAccess client Group Policy object, removing the user from the group assigned to the Private Access traffic forwarding profile, and running the same gpupdate /force and two restarts; it works only while the DirectAccess servers are still running, which is why Microsoft says not to decommission them until every user is confirmed on Private Access.36 Each wave’s exit evidence is the Get-DnsClientNrptPolicy output showing no DirectAccess-NLS.* entries, a Private Access application reached by the pilot user, and the help desk’s ticket count for the wave.
Remote networks for branches
The licensing and government-cloud gates above apply. Remote networks also need at least 50 Microsoft Entra ID P1 and Internet Access licenses combined, and bandwidth grows with the license count.1940 A remote network is a clientless IPsec tunnel from the branch’s customer premises equipment (CPE) to Global Secure Access. It carries the Microsoft traffic and Internet Access profiles, but not Private Access, which needs the client.40 The CPE must support IKEv2 and BGP, must initiate the tunnel, and needs UDP 500, UDP 4500 and TCP 179 open.41 User-aware policy and Conditional Access apply only to devices running the client. Tunnel traffic gets the tenant’s baseline profile.4020 The listed remote network regions include no Azure Government region.42 Chapter 11 applies this to the field offices.
Internet Access policy
The licensing and government-cloud gates above apply. Several Internet Access features are still in preview. Internet Access is an identity-aware secure web gateway. Its web content filtering, threat intelligence filtering, TLS inspection and file and data loss prevention policies are grouped into security profiles, which Conditional Access applies to users. A baseline profile applies to all traffic, even without a policy.24 Microsoft lists the order in which the controls run: “(1) TLS inspection > (2) Web content filtering > (3) Threat intelligence > (4) File type > (5) Data loss prevention > (6) Third-party”.43
· Web content filtering blocks or allows by web category or FQDN. For HTTPS it sees only the server name unless TLS inspection is on.24
· Threat intelligence filtering blocks “high-severity known malicious internet destinations” from Microsoft and third-party feeds.43
· Cloud firewall applies 5-tuple rules to remote network traffic through the baseline profile. For clients it is in preview.44
· Data loss prevention. Basic content policies, which block by file type, don’t need Purview. Inline Purview data loss prevention is in preview, needs TLS inspection, and needs Microsoft 365 E5 or the Purview DLP add-on.45
· TLS inspection decrypts at the service edge with a Microsoft-managed certificate or the agency’s own intermediate. Clients must trust it. Microsoft says to establish and communicate a TLS policy to users first. It creates an editable bypass rule that excludes the Education, Finance, Government, and Health & Medicine categories.46 Chapter 06 covers what inspection breaks.
These controls overlap with the campus web gateway the TIC 3.0 parity requirement compares against. Choosing Internet Access, or a partner’s gateway, is the decision this chapter’s SASE table frames, not a separate one.
Coexistence with Cisco, Zscaler, Palo Alto Networks, Netskope and Infoblox
Microsoft documents splitting traffic between Global Secure Access and another security service edge. The Microsoft traffic, internet traffic and private-application traffic can each go to one or the other.47 The tested combinations include:
· Zscaler: Private Access alongside Zscaler Internet Access, and Microsoft traffic through Global Secure Access with Zscaler Private Access and Internet Access.48
· Palo Alto Networks Prisma Access, in the same four scenarios.49
· Netskope steering configurations.50
· Cisco: Umbrella, Secure Access, and the ASA and Secure Access VPNs in split-include mode.51
· Infoblox Threat Defense, where Global Secure Access handles private applications and Infoblox handles DNS security for internet sites.52
Each scenario needs the same two things. The partner client has to bypass Global Secure Access’s own addresses and names, and Global Secure Access has to bypass the partner’s. The Global Secure Access side, as Microsoft lists it:48
150.171.15.0/24, 150.171.18.0/24, 150.171.19.0/24, 150.171.20.0/24,
13.107.232.0/24, 13.107.233.0/24, 151.206.0.0/16, 6.6.0.0/16
*.globalsecureaccess.microsoft.com
6.6.0.0/16 is the client’s synthetic address range for private DNS. Where Quick Access is used, the partner also bypasses the Quick Access application’s .globalsecureaccess.local name and the private DNS suffixes.4851 Endpoint protection may need the client’s processes excluded if it causes CPU problems, and Microsoft lists those processes.53 None of the coexistence pages mentions a government cloud. Their availability is the product’s: GCC only.20 Coexistence is how a program that already holds a FedRAMP High SSE from the table above can add Private Access for the Kerberos and VPN-replacement cases without giving up its authorized gateway.
	Requirement
	What Global Secure Access supports
	Evidence

	NIST SP 800-53 AC-17 (remote access)
	Private Access per application, with assignment and Conditional Access on each
	Application segments and assignments; Conditional Access policies; sign-in logs

	AC-3, AC-6 (access enforcement, least privilege)
	Segmentation from Quick Access to per-app access
	Application discovery report; per-app assignment lists

	SC-7 (boundary protection)
	Internet Access policy; remote network baseline profile
	Security profiles and policies; traffic logs

	SI-4 (system monitoring)
	Traffic and remote network health logs exported to the SIEM
	Diagnostic settings; retained logs

	TIC 3.0 Branch Office policy enforcement parity
	Identical security profiles for client and remote network paths, where the features exist
	Profile assignments for each path


The rows say what the service supports. The agency still sets each control’s parameters and owns its policy and procedures, and the assessor decides whether each is satisfied. Traffic logs and remote network health logs are kept for 30 days and are exported through diagnostic settings.54
[bookmark: _Toc00001309]From TIC capability to identity-aware access: the bridge
TIC 3.0 and CISA’s SASE guide describe security capabilities and where the policy enforcement points sit. A Zero Trust assessment of the network asks a different question: does the access decision use who the user is, what the device is and which path the request came over, and can the agency show it? This section is the bridge between the two. It maps each capability a TIC 3.0 or SASE architecture already names to the identity-aware control that carries it, says what has to be decided before any of it is enforced, and sets the exit criteria for the pilot. The engineering (client packaging, traffic profiles, connector builds, TLS inspection, telemetry export) belongs to the Global Secure Access & Zero Trust Network Engineering implementation guide, and the Conditional Access policy shapes are Book 04, Chapter 07’s. This section doesn’t repeat either.
Authority: Risk-based recommended (the program’s position, for the risk that a network control which can’t see identity lets a stolen token or an unmanaged device through a permitted path); it builds on TIC 3.0’s policy enforcement parity, which is the federal requirement (What the branch edge adds). Applies: Environment-dependent and License-dependent. Global Secure Access is available in GCC and not yet supported in GCC High or DoD,20 so in those tenants every row below is carried by a FedRAMP-authorized partner service or the existing VPN, and the decision record says which.
The bridge, capability by capability

	TIC 3.0 or SASE capability
	Identity-aware control that carries it
	With Global Secure Access (GCC)
	With another SSE, or none
	Evidence

	Policy enforcement parity across paths
	Every path the user can take lands on the same identity-aware policy
	Client and remote-network paths given the same security profiles, where the features exist
	The partner’s equivalent profile on each path, recorded per path
	Profile assignment per path

	Compliant network
	Conditional Access accepts a sign-in only if it came through the agency’s own SSE tenant
	Conditional Access signaling on, and the All Compliant Network locations named location used in a block-except policy (guide Step 7);55 Microsoft’s Zero Trust configuration guidance checks that signaling is on56
	Named locations of the SSE’s egress addresses, kept by hand: a weaker signal
	Signaling setting; named location; policy in report-only, then on; a blocked test sign-in

	Secure web gateway
	Internet policy chosen per user or group by Conditional Access, not per site
	Internet Access security profiles linked through Conditional Access (Internet Access policy; guide Step 5)
	The partner gateway’s identity-integrated policy
	Profiles; policy assignments; traffic logs

	Private application segmentation
	Each private application reached by an assigned user on a named port, with its own access policy
	Per-app access replacing Quick Access (Private Access; guide Step 6)
	The partner’s ZTNA per application, or VPN pools narrowed by group
	Per-app assignment lists; application discovery report

	Traffic steering
	The client or tunnel decides which traffic is acquired, and the decision is policy, not a local setting
	Traffic forwarding profiles (Microsoft, Internet, Private) on for the users in scope (guide Steps 3 and 4)56
	The partner client’s steering configuration
	Profile state and assignment

	Branch and remote-user coexistence
	Branches and remote users get equal enforcement through the transition
	Remote networks for clientless branch traffic, the client for user-aware policy, and coexistence with a partner (Coexistence; guide Step 11)
	The partner’s branch connectors
	Coexistence design; per-path profile record

	Bypass governance
	Every path that skips the enforcement point is registered, owned and expires
	Bypass governance
	Same
	Bypass register



One limit shapes the design: the compliant network check isn’t supported for Private Access applications, and Conditional Access applies to Private Access per application, not to its traffic as a whole.20 Private applications therefore rest on per-app assignment and per-app Conditional Access, and the compliant network check protects Microsoft and internet resources.
Bypass governance
Every SSE design has paths around the enforcement point, and each is a place where parity can fail silently. The program records each one as a governed object, as Appendix A records an Optimize-category exemption. The kinds of bypass to register:
· Traffic not acquired: a traffic forwarding profile left off for some users, or destinations excluded from a profile.
· Inspection bypass: TLS inspection bypass rules, including the category bypass Microsoft creates by default (Internet Access policy).
· Coexistence bypass: the address and name lists each SSE client bypasses for the other (Coexistence).
· Direct paths: Microsoft 365 Optimize traffic sent around the tunnel (Chapter 12), and any split-tunnel VPN route.
· User or device bypass: a client a user can disable, or a device the client isn’t on. This is why the compliant network policy blocks the absence of the signal rather than trusting it.
Each register entry carries the fields below; an entry without an owner or an expiry is a finding.
- id: BYP-<nnn>
  kind: <traffic-not-acquired | inspection | coexistence | direct-path | user-or-device>
  scope: <users, groups, devices or sites>
  destinations: <FQDNs, address ranges or categories>
  reason: <the application or technical cause>
  compensating_control: <what still applies on the bypass path>
  owner: <role, not a person>
  approved_by: <network owner and security office>
  expires: <YYYY-MM-DD>
  telemetry: <the log that shows traffic on the bypass path>
Changes to the register are reviewed weekly, and the whole register each quarter, on Book 15’s operating cadence.
The architecture decision and the pilot exit criteria
The decision record names the option chosen for each row of the bridge table and, for each, the license, cloud availability, prerequisites, the compensating control where a feature isn’t available, and the exit criteria that end the pilot:
decision: identity-aware-network-access
options_considered: [global-secure-access, partner-sse, vpn-with-conditional-access]
chosen: <option, per bridge row>
license: <Entra ID P1/P2; Internet Access; Private Access; partner SKU>
cloud_availability: <GCC available | GCC High and DoD not yet supported; source and date read>
prerequisites: [client packaging, device compliance, source IP restoration, emergency access exclusion tested]
compensating_controls: <where a feature is unavailable or in preview>
pilot_scope: <users, devices, sites>
exit_criteria: <the list below, each with its measured value>
rollback: <the step back and who runs it>
owner: <network owner>
approved_by: <CISO; the authorizing official where the boundary changes>
The pilot ends when every criterion below is measured and met. A missed criterion is a reason to stay in the pilot, not to waive it.
1. Every pilot device runs the client and reports healthy, and devices without it are blocked by the compliant network policy, which ran in report-only for the period Book 04, Chapter 07 sets before it was turned on.
1. With the client disabled, a fresh sign-in to a protected application is blocked, and with it re-enabled access returns, the validation Microsoft’s tutorial gives.57
1. Every private application the pilot uses is reached through per-app access, and the application discovery report shows no remaining Quick Access traffic for those users.
1. Every bypass in use is in the register with an owner and an expiry.
1. Traffic logs reach the SIEM, and the telemetry-completeness check covers them (Book 15, Chapter 12).
1. The emergency access accounts are excluded from the compliant network policy and were tested at the pilot’s start and end, and the break-glass procedure for an SSE outage was rehearsed (Deployment and proof of concept).
1. Help desk tickets for blocked access in the pilot were routed by Book 15’s Conditional Access runbook, not resolved with exclusions.
Change safety. The rings are Book 04, Chapter 07’s, with the network owner’s pilot as ring 1. Microsoft cautions that turning off Global Secure Access signaling while compliant network policies are active can block the users they target, so the policies are deleted before signaling is ever turned off.55 That order is a backout rule written into the change, not left to the day.
Control states. 
	State
	This page
	Evidence

	Designed
	The architecture decision
	Signed decision record

	Configured
	Traffic profiles, signaling, security profiles and per-app applications (the GSA implementation guide, Steps 3 to 7)
	Configuration exports

	Enforced
	Compliant network and per-app policies on, after report-only (Book 04, Chapter 07)
	Policy state; exclusion register

	Evidenced
	Exit criteria 1, 2 and 5
	Blocked and allowed test sign-ins; traffic log samples

	Operated
	The bypass register on the operating cadence
	Register review records; telemetry alerts


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00001310]Assessment mapping
· Microsoft Zero Trust pillar: Networks
· CISA ZTMM pillar: Networks
· Depends on: device compliance (Book 05) and the Conditional Access library (Book 04); emergency access accounts excluded and tested
· Attack chain interrupted: a stolen token replayed from outside the agency’s own path, and an attacker on a permitted path reaching more than the one application assigned (Credential Access, Lateral Movement)
[bookmark: _Toc00001311]The governed path
[bookmark: _Toc00001312]Forward-looking section: a proposed direction, not a ratified one
This section rests on the program’s decision on application-aware networking and a token-bound transport plane, whose status is Proposed. Its implementing specifications (FMP_122, token-based transport authorization; FMP_123, application-aware overlay fabric model; FMP_124, transport-plane telemetry contract) are still open. Read it as where the architecture is going, not where it has arrived.
Identity is the new boundary, but only halfway
Chapter 04 showed how token-based security lets one logical store serve many trust domains, because the trust boundary travels with the request. That argument was about the data plane: who may touch the data. The same principle applies to the transport plane, the path the request rides on, and there it doesn’t yet hold.
NIST’s zero trust architecture says access to individual enterprise resources is granted per session, with trust in the requester evaluated before access is granted.58 Data-plane tokens meet that rule at the moment of connection and then stop. AWS states the limit for its own token-based database sign-in directly: the token is used only for authentication and doesn’t affect the session after it is established.59 Microsoft documents managed-identity tokens for Azure Database for PostgreSQL as valid for up to 24 hours.60 The program’s proposed decision names the gap in its own words: identity is the new boundary, “but only halfway,” because a TLS connection established once can ride for minutes to hours carrying intent its issuer can no longer vouch for. The data plane re-proves identity on every call; the transport plane proves it once and coasts.
[bookmark: _Toc00001313]The unified thesis
“Identity is the new boundary” has to hold on both planes. The data plane is anchored by token-bound access, a fresh, scoped credential per call. The proposal anchors the transport plane by token-bound transport, a fresh, scoped credential per path. A central source of truth reached over an ungoverned, session-trusted network is half secured: the front door checks identity and the hallway doesn’t.
An efficient edge device is necessary, not sufficient
Take a well-tuned edge device: identity-anchored, emitting telemetry, compliant with policy. Put it on a flat datacenter LAN that isn’t application-aware and its value is bounded by the fabric under it, in three ways:
	What the flat LAN lacks
	Consequence for the edge device

	Local breakout with application-aware path selection
	Traffic hairpins through a central perimeter; the device’s efficiency is spent on the detour

	Identity-aware routing, where identity, telemetry and routing meet
	Every flow is treated alike; no per-user or per-application path selection or segmentation, so the device’s identity signals have nowhere to land

	Per-call authorization
	Trust collapses into a long-lived session: authorize once, ride for hours, and a hijacked session inherits that trust


The pattern is the same each time. The edge device emits identity, posture and application context, and a flat Layer-3/4 network discards it. The program can then govern what runs and who runs it, but not how it gets there, and the blind spot surfaces as authorization drift findings nobody can explain, because the transport context is invisible.
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A flat LAN discards the edge device’s context; the proposed application-aware overlay turns it into a governed path.
Leased, not opened
The requirement isn’t a faster LAN. It is an application-aware overlay in which the path is a typed, identity-anchored, governed object. The proposal defines it as an OverlayTunnel carrying identity, application, posture, location, token, lease and certificate chain. Tunnels are leased, not opened: the lease is bounded by the token’s lifetime, and the record of it is tied to the source of truth. The authorizing token is short-lived and audience-scoped, bound to the caller’s identity, the target application, the device’s posture and an organizationally derived location. A session, meaning any authorization that outlives a single authorized intent, stops being a first-class concept.
This is the data-plane move transposed onto the network. There, a stored database password was replaced by a freshly minted, audience-scoped token per connection. Here, the open session is replaced by a freshly leased, audience-scoped tunnel per path. In both cases the durable, hijackable artifact is removed and authorization becomes a per-event act. Short-lived workload identity of this kind already exists as an open standard: SPIFFE issues short-lived cryptographic identity documents that workloads present to each other to set up TLS or to sign and verify JWTs.61 The proposal deliberately picks no token format. The certificate chain in the lease comes from the agency’s PKI (Book 07 Chapter 06), and the identity and posture claims come from the same Conditional Access model that governs sign-in (Book 04 Chapter 03).
NIST SP 800-53 already has the hooks an assessor would test such a design against: session authenticity (SC-23), session termination (AC-12), network disconnect at the end of a session or after inactivity (SC-10), and a documented traffic-flow policy for each external telecommunications interface (SC-7(4)).62 The proposal doesn’t add a requirement so much as give those controls a mechanism that produces evidence on every path.
A flat LAN is a drift generator
The sharpest consequence for a governance program: a flat LAN doesn’t merely run slower, it manufactures drift. The proposal adds a sixth drift class, DRIFT-TRANSPORT, beside the existing five (DRIFT-SCHEMA, DRIFT-SEMANTIC, DRIFT-PROVENANCE, DRIFT-AUTHZ, DRIFT-IDENTITY). Under it, a tunnel or flow observed without an issuing token is a P2 finding, and variance between the canonical organizational and location binding and the observed path is a P4 finding. Drift is born where the governed path is the path of most resistance and an ungoverned shortcut exists; a flat, session-trusted LAN is that shortcut one layer down, the network equivalent of an unofficial local database nobody blessed.
Lane discipline
The program’s stake in the overlay is governance, not packet forwarding. Under the proposal, transport adapters observe, reconcile and emit evidence; they don’t route packets or terminate tunnels. The decision is doctrinal rather than implementation-prescriptive: it names no SD-WAN vendor and no token format, and it keeps the program out of the data plane. The agency runs whatever SASE and SD-WAN fabric it chooses; the program requires only that the fabric be application-aware and token-bound, so identity, application, posture and location can drive routing and authorization and the path becomes auditable.
[bookmark: _Toc00001314]The evidence the fabric must emit
Whether or not the governed path is adopted, the program’s modernization specifications for SD-WAN and SASE set the same contract for any adapter that observes them. Both consume identity from the identity plane rather than keeping a parallel identity store; SASE’s overlay binds to certificates issued against identity-plane objects, not to per-device pre-shared keys or location-based trust. And both treat every decision as a record with full provenance, consumed as control input rather than as an after-the-fact report.
[bookmark: _Toc00001315]Illustrative schema
The records below are the program’s adapter contract shapes, shown for structure. Field names are design positions, not a vendor API; map them to what a given controller and PEP actually export, and review before relying on them.
sdwan_decision:
  controller_id: "{controller}"
  decision_kind: "path-selection | failover | application-steering | qos"
  source_site: "{site_id}"
  destination: "{site_id | application_id}"
  selected_path: "{transport_id}"
  identity_context: "{issuer_identity | n/a}"
  sla_state: "{sla_class}"
  policy_refs:
    - "{authoritative_policy_id}"
  evaluation_timestamp: "ISO 8601"

sase_decision:
  pdp_id: "{policy_decision_point}"
  decision: "permit | deny | escalate"
  identity_context: "{issuer_identity}"
  resource_scope: "{application_id | url | dns_name}"
  network_overlay: "{overlay_id}"
  certificate_thumbprint: "{cert_id}"
  policy_refs:
    - "{authoritative_policy_id}"
  evaluation_timestamp: "ISO 8601"
Each adapter declares a mission class (enforcement, telemetry or integration), a class (modernization, replacing a legacy WAN or VPN, or conformance, observing state) and a boundary disposition. SD-WAN controllers often sit outside the agency’s cloud boundary, so the disposition must be explicit: in-boundary, a named exception, or a compensating controller. A controller that fits none of those needs an authorizing decision before it’s registered.
The drift the specifications watch for is concrete:
	Drift
	SD-WAN example
	SASE example

	Schema
	Controller policy schema diverges from the canonical shape
	Vendor policy schema diverges from the canonical shape

	Provenance
	Telemetry chain breaks between site, controller and program, most often at a boundary crossing
	Overlay certificate fails to bind to an identity-plane object

	Authorization
	A policy decision emitted outside its declared scope
	A decision recorded outside the consent envelope

	Semantic or identity
	Service-level class means different things to the controller and the canonical model
	The PDP receives an identity claim it can’t resolve: halt and alert


The specifications are candid about limits. Vendor maturity inside government cloud boundaries varies, so an adapter may carry significant compensating logic. Some vendors’ path-quality telemetry is proprietary, and some PDPs don’t emit decision records at all, so records may have to be synthesized from logs and labeled as derived. A controller with no identity-aware policy can’t realize the full specification, and a certificate-anchored overlay depends on an agency PKI that issues certificates bound to identity objects. How these records become evidence for the boundary change is the subject of Chapter 13.
[bookmark: _Toc00001316]Securing the controller and the edges
A paper that credits the governor with providing controls owes the reader the controls that protect the governor. An SD-WAN deployment replaces a few hardened egress points with a fleet of internet-facing edges, one per office, and adds a management, orchestration and control plane with authority over routing and policy for the whole estate. CISA’s definition of an edge device, any device on the boundary of an agency network that is reachable from the public internet, covers every one of those branch edges.63 
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The governor’s own exposure: an estate-wide control plane, internet-facing edges, and the controls they need.
The risk isn’t hypothetical. On February 25, 2026, CISA issued Emergency Directive 26-03 for Cisco Catalyst SD-WAN Manager (formerly vManage) and Controller (formerly vSmart), covering an authentication bypass that lets an unauthenticated remote attacker gain administrative privileges (CVE-2026-20127) and a privilege-escalation flaw (CVE-2022-20775).64 The directive’s sequence is a template for any SD-WAN control plane: inventory every in-scope system, collect logs and forensic images and store logs off the device, patch, hunt for compromise, rebuild the management plane from patched images if root compromise is found and then migrate the edges, harden against the vendor’s guide, and send SD-WAN syslog to CISA through CLAW.64 The exposure didn’t end with the directive. CISA’s Supplemental Direction extends the hunt to CVE-2026-20133 and CVE-2026-20182 and says the malicious activity likely began in 2023;65 Cisco added the Validator (formerly vBond) to the CVE-2026-20127 advisory on June 16, 2026;66 and CISA’s Known Exploited Vulnerabilities (KEV) catalog lists nine Cisco Catalyst SD-WAN CVEs added during 2026, the newest, CVE-2026-76504, on September 30 with a due date of October 3.67 The directive’s sequence is a standing posture, not a one-time event. The point is not that one vendor had a bad year. It’s that an SD-WAN control plane is exactly the kind of high-value, estate-wide target an emergency directive gets written about, and an agency should be ready to execute that sequence before it’s ordered to.
Two standing directives govern the fleet in normal times. BOD 26-02 (February 5, 2026) requires agencies to inventory edge devices on CISA’s end-of-support list, decommission listed devices, and within 24 months maintain continuous discovery of edge devices approaching end of support.63 BOD 26-04 (June 10, 2026), which revokes BOD 22-01 and BOD 19-02, replaces flat remediation clocks with a risk model built on asset exposure, presence in the Known Exploited Vulnerabilities catalog, exploit automation and technical impact; the shortest window is three days.68 An internet-facing SD-WAN edge scores high on exposure by definition, so the program’s working assumption is that its vulnerabilities will land in the shortest windows. An agency that can’t patch a branch appliance inside those windows has a problem to solve before it deploys several hundred of them.
	Exposure
	What to require
	NIST SP 800-53 anchor62

	Administrative takeover of the manager or controller
	Phishing-resistant MFA for every privileged account; management interfaces reachable only from an administrative network; privileged actions logged
	IA-2(1), AC-6(9), SC-7(5)

	Rogue edges or peers joining the overlay
	Certificate-based edge onboarding from the agency PKI; validator allow-list; alert on unexpected peers
	IA-3, CM-8

	Unpatched or end-of-support edges
	Fleet inventory with software versions and support dates; remediation inside BOD 26-04 windows; replacement plan under BOD 26-02
	CM-8, SI-2

	Configuration drift across hundreds of edges
	Hardened baseline from the vendor’s hardening guide; drift detection against the controller’s intended state
	CM-6

	Lost forensic trail
	Management-plane and edge logs exported off-box to the agency log pipeline and to CISA
	AU-6, AU-9

	Cloud-hosted control plane
	The controller’s own authorization status and boundary disposition recorded in the package
	CA-3, SA-9


None of this argues against SD-WAN. The branch already has a router with a management plane; the replacement adds telemetry and auditable policy the incumbent lacks. It does mean the order of operations in Chapter 13 has a step zero: bring the governor under vulnerability management, privileged-access control and logging before it carries production traffic, because once it does, it is the most consequential network device the agency owns.
[bookmark: _Toc00001317]What this chapter establishes
· SD-WAN’s lean and bulk path classes mirror the data layer’s strong and eventual consistency split; aligning them gives the best synchronization physics permits.
· SD-WAN recovers route inflation and, more importantly, shrinks the tail with FEC, packet duplication and fast failover, and keeps bulk transfers off the commit path. It reaches the floor; it never goes below it.
· At the branch, TIC 3.0’s policy enforcement parity makes the steering policy a security control: every path class must land on enforcement of equal strength.
· SASE security services sit above SD-WAN. CISA lists SD-WAN among SASE’s networking tools but mandates neither; the boundary, flow and malware closures come from the services above it, and the PEP’s location is a physics decision too.
· FedRAMP status differs by offering, not by vendor; read it from the Marketplace data when the requirement is written.
· The bridge to identity-aware access maps each TIC 3.0 and SASE capability to a control that reads identity, device and path; every bypass is registered with an owner and an expiry, and the pilot ends on measured exit criteria.
· The proposed governed path extends per-call identity to the transport plane: tunnels leased per intent, bound to a short-lived token, with the path recorded as evidence and the program kept out of the data plane.
· The controller and edges are new, estate-wide attack surface. ED 26-03, BOD 26-02 and BOD 26-04 define what protecting them looks like; that protection comes before production traffic.
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1. Cybersecurity and Infrastructure Security Agency, Known Exploited Vulnerabilities catalog, JSON feed, catalog version 2026.10.23, https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json (accessed Oct 24, 2026). Cisco Catalyst SD-WAN entries added in 2026: CVE-2026-20127 and CVE-2022-20775 (February 25, due February 27), CVE-2026-20122, CVE-2026-20128 and CVE-2026-20133 (April 20), CVE-2026-20182 (May 14, due May 17), CVE-2026-20245 (June 9), CVE-2026-20262 (June 15) and CVE-2026-76504 (September 30, due October 3).
1. CISA, BOD 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026 (revokes BOD 19-02 and BOD 22-01; four risk variables; three-day window with forensic triage at the top), https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk (accessed Oct 21, 2026).
[bookmark: _Toc00001319]Chapter 06 — Legacy Protocols on Re-Routed Paths
Re-routing a branch breaks things for a short list of specific reasons; design around the list, not around the folklore.
[bookmark: _Toc00001320]In this chapter
What fails when traffic is proxied through an enforcement point or moved to a new path, and the one widely repeated mechanism that doesn’t occur. What Kerberos and NTLM actually need from the network, and why a branch on local breakout can find that everything works except signing in. Why chatty applications are fixed by cutting round trips more than by changing transport. And where transport does matter for token-based access: queue priority and a stable, documented egress address that Conditional Access and continuous access evaluation can rely on.
Long-lived, stateful sessions fail more often when an enforcement point sits in the path and when the path itself changes. Earlier versions of the program’s own analysis said so correctly, then gave the wrong reasons: a TCP sequence-number break that doesn’t happen, a Kerberos address check that Windows doesn’t perform, a 5-millisecond domain controller requirement that doesn’t exist and a 15-minute token refresh that no policy mandates. Wrong mechanisms produce wrong remedies. This chapter replaces them with the documented ones. Chapter 05 covers the transport and enforcement layers themselves; this chapter covers what the applications and protocols riding on them need.
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On local breakout, cloud access rides the internet egress, but the operations that need a domain controller ride whatever private path the agency provides.
[bookmark: _Toc00001321]What actually breaks
These are the documented reasons sessions fail on proxied and re-routed paths:
· Connection resets and idle timeouts. An enforcement point that terminates and re-originates connections holds state on both sides and reaps idle connections on its own schedule. A database connection pool or thick client (for SQL Server, a client speaking TDS) that assumes an idle connection stays open indefinitely will find it closed.
· Certificate pinning and end-to-end mutual TLS. TLS inspection works by decrypting and re-encrypting with the inspector’s own certificate,1 so an application that pins a server certificate, or a protocol that requires mutual TLS end to end, fails when inspected. Microsoft’s own inspection service handles this with bypass rules: the connection fails if inspection terminates a pinned application’s traffic, so those destinations are excluded.23 This is a genuine incompatibility, not a tuning problem.
· Authentication bound to the TLS channel. Windows Extended Protection for Authentication can bind Kerberos or NTLM authentication to the outer TLS channel with a channel binding token. A proxy that terminates TLS changes the channel, and Microsoft lists NTLM authentication failures through proxy servers among the symptoms.4
· Connection-oriented authentication over HTTP. NTLM’s challenge-response over HTTP takes several round trips on one connection, and the server keeps that connection open for the sequence. Proxies that don’t preserve the client-to-server connection prevent it from working.5
· Applications that key state to the client address. Some applications tie session state, licensing, geolocation or authorization to the client IP. Behind a cloud enforcement point the client presents the point’s egress address, and it may present a different one after a point-of-presence change.6 Microsoft’s Delivery Optimization is a documented example: its service calls can’t pass through a proxy that alters the client’s IP address, because the service uses that address for geolocation and peer matching.7
· Protocols the enforcement point can’t parse. Non-HTTP protocols may be passed through untouched, blocked or handed to a generic proxy that behaves differently from what the endpoints expect. Even within HTTP, an inspection service may not support every version; Microsoft documents that its TLS inspection doesn’t negotiate HTTP/2, so HTTP/2-only sites need a bypass rule.8
· Path changes that alter the effective MTU. Classic path MTU discovery depends on ICMP “packet too big” messages. Where those are filtered, connections hang instead of failing cleanly,9 which presents as a stalled transfer rather than an outage and is correspondingly hard to diagnose.
Address continuity, not sequence continuity
One widely cited mechanism doesn’t occur. A path change doesn’t cause TCP sequence-number discontinuity. A TCP connection is defined by its pair of sockets, and its sequence numbers live in the connection state each endpoint keeps.10 The route packets take between the endpoints isn’t part of that state. It follows that the earlier claim, that a proactive SD-WAN path switch preserves a session while a reactive router reroute terminates it, isn’t true as a general statement.
What does break an established connection is a change in the address the server sees. If the new path egresses through a different NAT, the server receives segments from a socket that doesn’t match the connection, and TCP’s reset processing tears it down.10 A re-route that leaves the apparent source address unchanged generally won’t break it. The operative property is address continuity, and stating it correctly makes the case for a deterministic egress policy stronger, not weaker.
[bookmark: _Toc00001322]Kerberos: the real dependencies
Kerberos is often described as breaking under source address translation. The usual version says Microsoft key distribution centers (KDCs) record the client’s IP address in the ticket and reject tickets when NAT at a cloud point of presence changes it. That doesn’t happen under Microsoft’s defaults.
The protocol makes addresses optional. RFC 4120 defines the client address field in a ticket as optional: a ticket with no addresses can be used from any location, and because of NAT the RFC recommends that policy allow such tickets to be issued and accepted.11 Where addresses are present, the check belongs to the application server processing the request, which returns KRB_AP_ERR_BADADDR on a mismatch; it isn’t a KDC function.11 Windows doesn’t populate or enforce the field by default. KdcUseClientAddresses, which controls whether the KDC adds IP addresses to the service ticket reply, defaults to 0; KdcDontCheckAddresses defaults to 1; and the client-side ClientIpAddresses defaults to 0, which Microsoft attributes to DHCP and NAT.12 This is why Kerberos works across NAT in ordinary deployments.
Two timing figures that circulate are also wrong. There is no sub-5-millisecond round-trip requirement to a domain controller and no 5-millisecond Kerberos timeout. The figure they appear to come from is clock-skew tolerance, SkewTime, which defaults to 5 minutes.12 The Kerberos client waits 10 seconds for a KDC response by default and retries three times,12 which is a tolerance measured in seconds. Ticket lifetimes are long. The default domain policy sets the ticket-granting ticket (TGT) lifetime to 10 hours and its renewal period to 7 days,1314 and service tickets to 600 minutes. A service ticket that expires during an authenticated connection doesn’t interrupt it; tickets authenticate only new connections.15 Kerberos also travels well over modern paths: the Windows client has used TCP rather than UDP by default since Windows Vista,12 and RFC 4120 requires KDCs to accept TCP on port 88.11
What genuinely needs a reachable domain controller
The list to design around is short and specific. Earlier versions of the program’s analysis gave four items; the documented list is slightly longer.
1. Initial TGT acquisition at logon, including the first sign-in on a device. Kerberos contacts the KDC for a TGT when a user logs on with a network account.16
1. Service tickets for on-premises services. To reach an on-premises service, the client presents its TGT to the KDC and requests a service ticket for that service.17 Cached tickets cover repeat access within their lifetime, but the first access to each service needs a KDC, and so does TGT renewal.
1. Group Policy retrieval from SYSVOL.
1. Password changes, including expiry-forced changes, which cached credentials can’t satisfy.
1. Microsoft Entra hybrid join. Registration needs line of sight to a domain controller, and hybrid joined devices need it periodically afterward. Microsoft names device password change, user password change with cached credentials and TPM reset as scenarios that break without it.18
Cloud access isn’t on the list. After hybrid join completes and the user has signed in once, the device doesn’t need a domain controller to reach cloud resources, except after a password change.19
A branch on local internet breakout whose domain controllers sit in a datacenter reaches them over whatever private path or connector the agency has provided, not over the enforcement point’s internet egress. An architecture that leaves that path out breaks logon, policy and password change while cloud applications keep working. That asymmetry produces the characteristic report that “everything works except signing in,” and it is a design question to settle explicitly for every branch.
What happens when the KDC is out of reach: NTLM
When Kerberos can’t reach a KDC, Windows falls back to the older NTLM authentication package and pass-through authentication.16 The fallback is silent, and it moves the dependency rather than removing it. Under NTLM, the resource server must contact a domain controller for the account’s domain every time it needs a new access token, whereas with Kerberos the server authenticates the client from the ticket alone, contacting a domain controller only to validate a privilege attribute certificate.2017 So a re-routed branch that hides the domain controllers from clients can quietly convert Kerberos traffic into NTLM, which the program is eliminating. Book 06, Chapter 14 tracks Microsoft’s NTLM deprecation and the unreachable-domain-controller pattern as it appears in SQL Server connections; the network’s job is not to create new instances of that pattern.
Ways to provide the path
Three mechanisms can give a branch on local breakout a defined path to a domain controller. Which one fits is a design decision for each branch class.
· A private path. An MPLS circuit, an IPsec tunnel or an SD-WAN overlay carries domain controller traffic to the datacenter, separate from the internet egress.
· A zero trust network access connector that publishes the domain controllers. Microsoft Entra Private Access is one example: its Kerberos single sign-on guidance requires publishing the domain controllers, with Kerberos, NTP, LDAP, SMB, password change and Global Catalog ports, so clients can obtain tickets.21 The same guidance states that it covers single sign-on only and excludes the configuration domain-joined clients need for domain operations such as password change and Group Policy.21 Publishing the domain controllers for single sign-on doesn’t by itself cover items 3 to 5 of the list above.
· A Kerberos KDC proxy. The KDC proxy protocol lets a client change passwords and obtain service tickets through a proxy server over HTTPS.22 Windows clients use a configured KDC proxy for a domain when they can’t locate a domain controller.23
The durable answer is to remove the dependency. Microsoft’s own guidance, where the line-of-sight requirement is a concern, is to Microsoft Entra join devices instead.24 Book 05 covers that transition.
The corrected remediation
The audit the earlier analysis recommended asked whether the network was breaking a Kerberos address check. The right audit has three parts:
1. Confirm the KDC address settings are at their defaults. If a hardening baseline in the estate has set KdcUseClientAddresses or KdcDontCheckAddresses away from the defaults, that setting, not the network, is the exposure, and it should be reconsidered.
1. Confirm every branch has a defined, monitored path to a domain controller for each operation on the list above.
1. Where applications key state to a client source address, establish a deterministic egress policy so those applications see a stable address.25
Only the third is a transport remedy, and it is the one a branch-edge policy layer actually delivers.
[bookmark: _Toc00001323]Illustrative, not tested against a production estate
The command below is a read-only example. Review it, and run it first against a test domain controller, before using it across an estate.
# Report the Kerberos address-handling values on a domain controller.
# An absent value means the default applies:
#   KdcUseClientAddresses = 0, KdcDontCheckAddresses = 1.
$kdc = 'HKLM:\SYSTEM\CurrentControlSet\Services\Kdc'
Get-ItemProperty -Path $kdc -ErrorAction SilentlyContinue |
    Select-Object KdcUseClientAddresses, KdcDontCheckAddresses
[bookmark: _Toc00001324]Round trips dominate
Chatty database access over a long path is a real problem, and the arithmetic is worth doing carefully, because the earlier analysis drew conclusions its own inputs didn’t support.
Take a branch with one-way latency of 20–30 ms to its enforcement or breakout point and 40–60 ms from there to the cloud region. One query’s round trip is then 2 × (60–90 ms), or 120–180 ms. A transaction that issues 30 sequential queries spends 3.6–5.4 seconds on network latency before any database work. That is why chatty applications feel broken from branch offices.
The earlier analysis then claimed that SD-WAN-optimized routing to a nearby point of presence at 25 ms round trip would take the same transaction to 750 ms, a sixfold improvement. That can’t happen. The path has two legs, and a branch-edge device acts on the first one only. The leg from the point of presence to the cloud region is set by geography and the provider’s backbone, and no branch appliance deletes it. A 25 ms end-to-end round trip would require the cloud region to be about as close as the point of presence.
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A branch device acts on the first leg only; cutting round trips from 30 to 3 gains about an order of magnitude on either path.
Inputs, stated so they can be replaced: 30 sequential round trips per transaction; one-way leg latencies as shown; no application change. These are illustrative design assumptions, not measurements; substitute values measured in your own estate, using the method in Chapter 13.
With branch-edge policy and a nearer breakout, the round trip falls to 2 × (45–75 ms), or 90–150 ms, and the 30-query transaction to 2.7–4.5 seconds: between 17 and 25 percent less. That is worth having, and it is what the intervention delivers. (Earlier versions put the gain at 20 to 25 percent; at the slow end of the range it is closer to 17.)
The larger gain is elsewhere. Cutting the transaction from 30 sequential round trips to 3, through batching, stored procedures or a server-side API, takes it to 0.36–0.54 seconds on today’s path and 0.27–0.45 seconds with the branch improvement: about an order of magnitude either way. (Earlier versions gave 270–540 ms, which mixed the best case of one path with the worst case of the other.) Network work and application work aren’t competing options here; the application change dominates. A business case that offers transport modernization as the cure for chattiness invites a reviewer to point that out. Where transport can’t change at all, as in the interim posture of Chapter 10, cutting round trips is the only lever available.
One case is different, and many agencies are in it. A branch still hairpinning across the country to a central access point before reaching a cloud region has a first leg of 40–60 ms one way rather than 20–30. Replacing that hairpin with local breakout to a nearby point of presence recovers far more than the increment above, and that change, discussed in Chapter 02, is where most of the available latency recovery already happened. The branch-edge layer is worth roughly the increment in the table, plus the governance and telemetry properties that are the real reason to deploy it.
[bookmark: _Toc00001325]Token-based access and continuous verification
What the policy says, and doesn’t
Token-based authentication is the access mechanism for modern federal applications: OAuth 2.0 and OpenID Connect tokens from agency identity providers, SAML assertions from federation services and session tokens from zero trust access points. OMB M-22-09 requires phishing-resistant MFA for agency staff, contractors and partners, enforced at the application layer rather than the network layer.26 Chapter 03 covers the policy set in full.
M-22-09 mandates no token lifetime. Earlier versions of the program’s analysis twice cited “the 15-minute token refresh cycles mandated by M-22-09.” The memorandum contains no such mandate. What it says about sessions is that a zero trust architecture should be able to evaluate any active session continuously and, where it finds undue risk, respond by requiring reauthentication, limiting access or denying it.26
The intervals that do exist come from NIST SP 800-63B-4, Digital Identity Guidelines: Authentication and Authenticator Management, final July 2025.27 It sets an overall reauthentication timeout that should be no more than 30 days at AAL1, no more than 24 hours at AAL2 with an inactivity timeout of no more than one hour, and no more than 12 hours at AAL3 (a “shall”) with an inactivity timeout that should be no more than 15 minutes.28 Earlier versions of the analysis gave the publication’s title as Authentication and Lifecycle Management; the title above is the published one.
On the platform side, Microsoft Entra access tokens are valid for one hour by default. In sessions where the client and service support continuous access evaluation (CAE), tokens can live up to 28 hours, because critical events and policy evaluation, not expiry, drive revocation. Critical events can take up to 15 minutes to propagate, while IP-location policy is enforced immediately.29 Zero trust didn’t abolish sessions; it made them revocable. The design question at the branch isn’t how to survive a refresh cycle that doesn’t exist. It is whether the agency can see and revoke a session it issued, and whether the signals that drive revocation reach the enforcement point. Book 04, Chapter 03 covers how Conditional Access and CAE evaluate those signals.
Where transport actually matters
Authentication and token exchanges are small, latency-sensitive and on the critical path of every user interaction. Two properties of a branch-edge policy layer bear on them directly.
Queue priority. Small authentication exchanges that share an unmanaged queue with a backup job wait behind it. Classifying and prioritizing identity traffic where it enters the constrained link is straightforward and cheap, and it is impossible without a device there.
Deterministic egress. Conditional Access location policies, and CAE’s enforcement of them, depend on the IP address that Microsoft Entra ID and each resource see. Microsoft documents that SD-WAN deployments, source NAT across load-balanced egress, proxies, split-tunnel VPNs and branches with direct internet access for some applications all produce “IP address variation,” where the identity provider and the resource see different addresses.29 The consequences are concrete:
· When egress addresses are dedicated and enumerable for both sign-in and resource traffic, and named locations contain all of them, CAE enforces both critical events and location changes, with long-lived tokens.
· When resource traffic leaves through addresses that aren’t dedicated or can’t be enumerated, CAE enforces critical events only, and tokens fall back to the one-hour default. Microsoft warns against adding such shared addresses to trusted named locations, because doing so weakens security.29
· CAE sees only IP-based named locations. Country-based locations and MFA trusted IPs aren’t enforced in real time, and named locations totaling more than 5,000 IP ranges disable real-time location-change enforcement.29
· Strict location enforcement, which blocks access as soon as the resource sees a disallowed address, requires that all sign-in and resource traffic leave through known, dedicated egress addresses. Microsoft advises against enabling it where traffic uses shared or undefinable egress.30
An egress address that changes unpredictably between sessions therefore produces both false risk detections and gaps in the location signal policy depends on. A stable, documented egress presentation for each branch makes location policies mean what they are written to mean. It is the same address-continuity property that keeps legacy sessions alive, serving the modern access model.
Token protection, a Conditional Access session control, approaches token replay from the other direction. It accepts only sign-in session tokens cryptographically bound to the device they were issued to, so a stolen token can’t be used from another device, regardless of the network path it arrives on.31 It complements a stable egress rather than replacing it: one binds the token to a device, the other makes the network signal trustworthy.
Earlier versions also claimed “sub-10 ms path selection decisions by SD-WAN policy engines” and token-relay degradation of 250–400 ms. No source supports either figure, and both are removed. Where an agency needs such numbers, Chapter 13 gives the method for measuring them in its own estate.
[bookmark: _Toc00001326]What this chapter establishes
· Proxied and re-routed paths break sessions for documented reasons: idle timeouts, certificate pinning and mutual TLS, channel binding, connection-oriented HTTP authentication, address-keyed applications, unparsed protocols and MTU black holes.
· A path change doesn’t break TCP sequence continuity; a change in the apparent source address does. Address continuity is the operative property.
· Windows Kerberos doesn’t put client addresses in tickets or check them by default, has no millisecond-scale timing requirement and issues long-lived tickets.
· A short list of operations needs a reachable domain controller: initial logon, service tickets for on-premises services, Group Policy, password change and hybrid join. Every branch needs a defined path for them, or Kerberos quietly falls back to NTLM.
· For chatty applications, cutting round trips gains about an order of magnitude; branch transport improvements gain roughly 17 to 25 percent.
· No federal policy mandates a token lifetime. Transport matters to token-based access through queue priority and a stable, enumerable egress address that Conditional Access and CAE can rely on.
[bookmark: _Toc00001327]Notes
1. Microsoft Learn, “Tutorial: Enable TLS inspection,” sections “How does TLS inspection work?” and “Deep dive: The certificate chain” (the service terminates TLS, inspects and re-encrypts with a certificate from the enterprise CA; bypass for certificate pinning or mutual TLS), https://learn.microsoft.com/entra/global-secure-access/tutorial-internet-access-tls-inspection; “Configure TLS inspection with your own certificate” (two-tier intermediate model issuing dynamically generated leaf certificates), https://learn.microsoft.com/entra/global-secure-access/how-to-transport-layer-security-settings; and “Configure TLS inspection with a Microsoft-managed certificate (preview),” https://learn.microsoft.com/entra/global-secure-access/how-to-transport-layer-security-settings-managed-certificate (all accessed Nov 9, 2026).
1. Microsoft Learn, “Frequently asked questions for Transport Layer Security inspection,” sections on certificate pinning and the system bypass list, https://learn.microsoft.com/entra/global-secure-access/faq-transport-layer-security (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure Transport Layer Security inspection policies,” Step 1 (a system rule is created to exclude destinations that don’t work with TLS inspection), https://learn.microsoft.com/entra/global-secure-access/how-to-transport-layer-security; and “Troubleshoot Global Secure Access Transport Layer Security inspection errors,” section “Applications don’t work on mobile platforms” (certificate pinning; create a TLS bypass rule), https://learn.microsoft.com/entra/global-secure-access/troubleshoot-transport-layer-security (both accessed Nov 9, 2026).
1. Microsoft Learn, “Authentication failure from non-Windows NTLM or Kerberos servers” (KB 976918; Extended Protection for Authentication and channel binding tokens; NTLM authentication failures from proxy servers), https://learn.microsoft.com/troubleshoot/windows-server/windows-security/authentication-fails-non-windows-ntlm-kerberos-server (accessed Oct 21, 2026).
1. Microsoft Learn, “IIS authenticates browser clients,” section on Windows NT Challenge/Response (multiple round trips on one connection; some proxies prevent it from working), https://learn.microsoft.com/troubleshoot/developer/webapps/iis/www-authentication-authorization/iis-authenticates-browser-client (accessed Oct 21, 2026).
1. Microsoft Learn, “Source IP restoration” (behind a cloud proxy the service sees the proxy’s egress address, so IP-based Conditional Access and audit locations lose the user’s address), https://learn.microsoft.com/entra/global-secure-access/how-to-source-ip-restoration; and “Tutorial: Enable source IP restoration,” https://learn.microsoft.com/entra/global-secure-access/tutorial-microsoft-traffic-source-ip-restoration (both accessed Nov 9, 2026).
1. Microsoft Learn, “Using a proxy with Delivery Optimization,” section “TLS inspection and certificate pinning” (service calls can’t go through a proxy that alters the client’s IP address), https://learn.microsoft.com/windows/deployment/do/delivery-optimization-proxy (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Transport Layer Security inspection?,” section “Known limitations” (no HTTP/2 negotiation; bypass HTTP/2-only sites), https://learn.microsoft.com/entra/global-secure-access/concept-transport-layer-security (accessed Oct 21, 2026).
1. M. Mathis and J. Heffner, RFC 4821, Packetization Layer Path MTU Discovery, March 2007, section 2 (classical PMTUD fails with connection hangs when ICMP Packet Too Big messages aren’t delivered), https://www.rfc-editor.org/rfc/rfc4821.html (accessed Oct 21, 2026).
1. W. Eddy, ed., RFC 9293, Transmission Control Protocol (TCP), August 2022, sections 3.3.1 (connection state in the TCB), 3.4 and 3.4.1 (sequence numbers; a connection is defined by a pair of sockets) and 3.5.2 (reset generation), https://www.rfc-editor.org/rfc/rfc9293.html (accessed Oct 21, 2026).
1. C. Neuman, T. Yu, S. Hartman and K. Raeburn, RFC 4120, The Kerberos Network Authentication Service (V5), July 2005, sections 3.2.3 (server address check, KRB_AP_ERR_BADADDR), 5.3 (caddr OPTIONAL; addressless tickets recommended because of NAT) and 7.2.2 (KDCs MUST accept TCP, port 88), https://www.rfc-editor.org/rfc/rfc4120.txt (accessed Oct 21, 2026).
1. Microsoft Learn, “Kerberos protocol registry entries and KDC configuration keys in Windows” (KdcUseClientAddresses default 0; KdcDontCheckAddresses default 1; ClientIpAddresses default 0 because of DHCP and NAT; SkewTime default 5 minutes; KdcWaitTime 10 seconds; KdcSendRetries 3; MaxPacketSize 0 since Windows Vista so UDP is never used), https://learn.microsoft.com/troubleshoot/windows-server/windows-security/kerberos-protocol-registry-kdc-configuration-keys (accessed Oct 21, 2026).
1. Microsoft Learn, “Max-Ticket-Age attribute” (10 hours in the Default Domain Policy), https://learn.microsoft.com/windows/win32/adschema/a-maxticketage (accessed Oct 21, 2026).
1. Microsoft Learn, “Max-Renew-Age attribute” (7 days in the Default Domain Policy), https://learn.microsoft.com/windows/win32/adschema/a-maxrenewage (accessed Oct 21, 2026).
1. Microsoft Learn, “Maximum lifetime for service ticket” (Default Domain Policy 600 minutes; ongoing operations aren’t interrupted when the ticket expires during the connection), https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/maximum-lifetime-for-service-ticket (accessed Oct 21, 2026).
1. Microsoft Learn, “Kerberos SSP/AP” (TGT obtained from the KDC at network logon; if a KDC isn’t available, Windows uses MSV1_0 and pass-through authentication), https://learn.microsoft.com/windows/win32/secauthn/kerberos-ssp-ap (accessed Oct 21, 2026).
1. Microsoft Learn, “Kerberos authentication overview in Windows Server,” sections “How Kerberos authentication works” and “More efficient authentication to servers,” https://learn.microsoft.com/windows-server/security/kerberos/kerberos-authentication-overview (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan your Microsoft Entra hybrid join implementation,” section “Prerequisites” (periodic line of sight; device password change, user password change and TPM reset break without it), https://learn.microsoft.com/entra/identity/devices/hybrid-join-plan (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra device management FAQ,” Microsoft Entra hybrid join FAQ (no line of sight needed for cloud resources after first sign-in, except when the password changes), https://learn.microsoft.com/entra/identity/devices/faq (accessed Oct 21, 2026).
1. Microsoft Learn, “NTLM overview” (the resource server contacts a domain controller for a domain account whenever a new access token is needed), https://learn.microsoft.com/windows-server/security/kerberos/ntlm-overview (accessed Oct 21, 2026).
1. Microsoft Learn, “Use Kerberos for single sign-on (SSO) to your resources with Microsoft Entra Private Access,” section “Publish domain controllers,” https://learn.microsoft.com/entra/global-secure-access/how-to-configure-kerberos-sso (accessed Oct 21, 2026).
1. Microsoft, [MS-KKDCP], Kerberos Key Distribution Center (KDC) Proxy Protocol, as summarized in Microsoft Learn, “Networking transport task protocols,” https://learn.microsoft.com/openspecs/document_programs/ms-docproglp/2aa736a8-0727-4748-afe9-941120f3f4ae (accessed Oct 21, 2026).
1. Microsoft Learn, “Policy CSP - ADMX_Kerberos,” setting KdcProxyServer (“Specify KDC proxy servers for Kerberos clients”), https://learn.microsoft.com/windows/client-management/mdm/policy-csp-admx-kerberos (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra hybrid joined devices” (periodic line of sight required; without it devices become unusable; consider Microsoft Entra join if this is a concern), https://learn.microsoft.com/entra/identity/devices/concept-hybrid-join (accessed Oct 21, 2026).
1. Microsoft Learn, “Source IP anchoring with Global Secure Access” (route an application’s traffic through a private network connector so the application sees a known egress address), https://learn.microsoft.com/entra/global-secure-access/source-ip-anchoring (accessed Nov 9, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, identity actions (phishing-resistant MFA at the application layer) and section on user authorization (continuous evaluation of active sessions), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-63B-4, Digital Identity Guidelines: Authentication and Authenticator Management, July 2025 (final, July 31, 2025), https://csrc.nist.gov/pubs/sp/800/63/b/4/final (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-63B-4, “Authentication Assurance Levels,” reauthentication requirements for AAL1, AAL2 and AAL3, https://pages.nist.gov/800-63-4/sp800-63b/aal/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Continuous access evaluation” (one-hour default access token; up to 28 hours in CAE sessions; up to 15 minutes event propagation, instant IP-location enforcement; IP address variation table; supported location policies; 5,000-range limit), https://learn.microsoft.com/entra/identity/conditional-access/concept-continuous-access-evaluation (accessed Oct 21, 2026).
1. Microsoft Learn, “Strictly enforce location policies using continuous access evaluation (preview),” https://learn.microsoft.com/entra/identity/conditional-access/concept-continuous-access-evaluation-strict-enforcement (accessed Oct 21, 2026).
1. Microsoft Learn, “Token Protection in Microsoft Entra Conditional Access,” https://learn.microsoft.com/entra/identity/conditional-access/concept-token-protection (accessed Oct 21, 2026).
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Every token, policy and inspection point in this book assumes the device on the wire is the device it claims to be; 802.1X turns that assumption into a proof, and the RADIUS server that checks the proof is usually the last piece of the network still standing on Active Directory.
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Why device admission is a separate control from user sign-in, and how 802.1X, EAP and RADIUS divide the work. Which EAP method to use and why password-based methods are now breaking on their own. Why Windows Network Policy Server (NPS) is an Active Directory dependency, what can replace it, and how Intune compliance becomes the posture signal. Then the policy tiers, the wired and wireless configuration, RADIUS transport security after Blast-RADIUS, the inventory and logging the design produces, a phased rollout, and the controls it closes.
A device plugged into a conference-room jack in most federal buildings gets an address and a route before anyone asks who it is. Physical access controls are strong at the building door, but they aren’t port authentication. Conference rooms are open to vendors and visitors with facility badges and no IT authorization. Wiring closets in older buildings often sit behind the same badge reader as the floor. Vacated office wings keep live switch ports for weeks or months. Hoteling desks have live ports by design, with a different occupant every day. Printers, badge readers, HVAC controllers and video endpoints share the switch fabric with workstations. Each of these is a working network connection with no authentication gate.
User identity doesn’t close that gap. Consider two cases in a modernized estate. In the first, an attacker steals a user’s credential and presents a valid Microsoft Entra ID token from an unmanaged laptop; Conditional Access requires a compliant device and refuses (Book 04, Chapter 03). In the second, the attacker skips the credential entirely and plugs the laptop into a jack. Without network access control the port issues a lease and routes traffic at once, and the window for reconnaissance, ARP and DNS poisoning and lateral scanning opens before any user control is involved. Network access control (NAC) closes the second case at the port. Zero Trust has to verify both the user and the device, independently, and NAC is the device half at the one place a connection is physically made.
The same function has a migration problem. NPS, the RADIUS server built into Windows Server, authenticates 802.1X wired and wireless access and VPN connections against Active Directory. Every access point, switch and VPN concentrator that sends it RADIUS requests is therefore an AD dependency. Book 02, Chapter 04 rates the RADIUS and NPS adapter as critical for that reason: if NPS goes away before its replacement is validated, the result is not a degraded experience but a total loss of network access. This chapter covers the design that replaces it. The Federal Compliance book on network access control with 802.1X carries the full engineering detail, including sample switch, wireless and query configurations; certificates are Book 07’s subject.
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Every port admission decision asks the same two questions in order, and the answers place the device in one of five segments before it receives a routable address.
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IEEE 802.1X-2020, Port-Based Network Access Control, is the current standard. It lets administrators restrict the use of LAN ports to authenticated and authorized devices, and it supersedes 802.1X-2010.1 It defines three roles in every admission event:
· The supplicant is software on the device. Windows has a built-in supplicant configured through Intune profiles; macOS uses its native supplicant through MDM; Linux commonly uses wpa_supplicant.
· The authenticator is the switch or wireless access point. It doesn’t validate credentials. It relays the exchange and enforces the result it is given.
· The authentication server is the RADIUS server. It validates the credential and returns the decision: accept or reject, plus attributes such as a VLAN, a session timeout or a filter.
The exchange between supplicant and server is the Extensible Authentication Protocol (EAP). The authenticator carries EAP to the server inside RADIUS, and any RADIUS packet that carries an EAP-Message attribute must also carry a Message-Authenticator attribute.2 RADIUS itself dates from 2000; its assigned authentication port is UDP 1812, and it protects responses with an MD5 hash computed over the packet and a shared secret.3 That last detail matters later in this chapter.
The voice VLAN precedent: assertion before proof
Network access control didn’t begin with 802.1X. It began with the desk phone. When IP telephony arrived, a phone and a workstation had to share a wall jack while landing in different segments with different quality of service. The mechanism that solved it was DHCP. A phone booting on the data VLAN declared its class in its DHCP request, using option 60, the vendor class identifier, and the server answered with vendor-specific options that told it which VLAN to move to.4 The switch authenticated nothing. The naming and addressing plane classified the device, and the network gave it a segment scoped to its function before it touched anything else.
That is the pattern this chapter generalizes: a device asserts an identity, an authoritative service classifies it, and the network admits it to a segment scoped to what it is. The precedent also carries the weakness that motivates the rest of the design. DHCP option steering is identity by assertion, not proof; any device can send a phone’s vendor class string. That is acceptable when the worst outcome is mis-prioritized traffic and not acceptable when the worst outcome is an unauthorized device in a production segment. EAP-TLS replaces the assertion with a proof, a certificate whose private key never leaves the device. The assertion-based methods survive in two deliberately narrow roles below: MAC Authentication Bypass for devices that can’t run a supplicant, and DHCP fingerprinting as a classification and anomaly signal.
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The program’s position is EAP-TLS for every managed device. The comparison:
	EAP method
	Credential
	Client certificate
	Program position

	PEAP with MS-CHAPv2
	Password
	No
	Retire. MS-CHAPv2 is subject to the same attacks as NTLMv1, and Windows now blocks its single sign-on (below)

	EAP-TTLS with PAP
	Password
	No
	Don’t use for managed devices; the password travels in the tunnel

	PEAP with EAP-TLS
	Certificate
	Yes
	Acceptable where a platform requires it; adds a tunnel EAP-TLS doesn’t need

	EAP-TLS
	Certificate
	Yes
	Required for managed devices: mutual certificate authentication


EAP-TLS authenticates both ends. The RADIUS server presents its certificate to the supplicant, and the supplicant presents a machine certificate to the server; neither side can be impersonated without the private key. RFC 9190 updates the original EAP-TLS specification, RFC 5216, for TLS 1.3, while RFC 5216 still governs earlier TLS versions.5 Microsoft calls certificate-based EAP methods generally the most secure option and notes that EAP-TLS is the only EAP method allowed for WPA3-Enterprise 192-bit mode.6 With strict server validation (a pinned root and named server certificates in the profile), EAP-TLS also defeats the rogue access point that offers a look-alike SSID and a self-signed certificate.
Two corrections to the source material belong here. NIST SP 800-120, Recommendation for EAP Methods Used in Wireless Network Access Authentication, was withdrawn in October 2018 as out of date, with readers directed to the relevant IETF standards; it can’t be cited as current federal guidance.7 NIST SP 800-153, Guidelines for Securing Wireless Local Area Networks, remains final and gives configuration and monitoring recommendations for WLANs,8 but the claim that FedRAMP Moderate makes a FIPS-approved, mutual-certificate EAP method mandatory couldn’t be traced to any FedRAMP or NIST text. EAP-TLS everywhere is the program’s design position, grounded in the control requirements under Controls below.
The password-based methods are also failing on their own schedule. Credential Guard is enabled by default on eligible devices upgraded to Windows 11, version 22H2, and on Windows Server 2025. With it on, MS-CHAPv2 can’t use the signed-in credentials for single sign-on, so PEAP-MSCHAPv2 Wi-Fi and VPN connections prompt for a password or fail. Microsoft’s resolution is to move to certificate-based authentication such as EAP-TLS or PEAP-TLS, which Credential Guard doesn’t block.9 Beginning with the October 2026 security update, Windows 11 versions 24H2 through 26H2 and Windows Server 2025 also restrict NTLMv1-derived credentials for single sign-on on devices without Credential Guard, which Microsoft warns can break Wi-Fi, Ethernet and VPN connections that use MS-CHAPv2.10 Older NPS guidance still recommends PEAP-MSCHAPv2 for wireless,11 and agencies that followed it now have a deadline they didn’t choose.
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NPS works today because most estates are hybrid-joined. It accepts an EAP-TLS or PEAP-TLS client certificate when the certificate is issued by an enterprise CA or maps to a user or computer account in Active Directory, and computer certificates are expected to carry the device’s DNS name in the subject alternative name.12 Network policies typically authorize by the AD group membership of the computer or user. Microsoft’s Entra join planning guidance states the consequence plainly: Microsoft Entra joined devices don’t support RADIUS authentication that relies on an on-premises computer object and certificate, and the alternatives are certificates pushed by Intune or user credentials.13 An NPS server can only authorize a cloud-native device through workarounds such as placeholder computer objects in AD, which the program treats as unsustainable at fleet scale. NPS’s usefulness therefore shrinks in direct proportion to the progress of the AD-to-Entra migration.
Three more facts limit NPS as a target:
· Entra ID has no RADIUS service. The NPS extension for Microsoft Entra multifactor authentication adds a second factor, but NPS still performs primary authentication against AD before handing off.14 Microsoft recommends federating VPNs to Entra ID with SAML instead, so they get Conditional Access, MFA and device compliance.15 The source registry’s “entra-radius” cloud proxy doesn’t exist as a Microsoft product; Book 02, Chapter 04 records the same correction.
· NPS has no posture engine. Network Access Protection, which once made NPS a health evaluator, was deprecated in Windows Server 2012 R2 and isn’t available in Windows Server 2016 or later.16 NPS is also absent from the list of NAC products that integrate with Intune’s compliance service (next section).17 The source’s “NPS Extension for Intune NAC” isn’t a real component; it has been removed.
· NPS is a Windows Server role with Windows Server constraints. It isn’t available on Server Core installations.16 Configuration doesn’t replicate between servers; it is exported and imported as XML with Export-NpsConfiguration and Import-NpsConfiguration, and the exported file contains RADIUS shared secrets in clear text, so it has to be stored and moved like a secret.18
None of this means NPS must be ripped out on day one. The program’s decision, carried in the Federal Compliance book as governance decision D3, is that the RADIUS platform is gated by the Entra migration timeline, not by preference. An agency can run NPS through the hybrid-joined phase, and the hybrid configuration should be done well (two servers in each region, every RADIUS client configured with primary and secondary, configuration synchronized by export and import, and an alert when accounting from a production authenticator stops for more than five minutes). But the D3 decision record must name the migration trigger, and the replacement must authorize Entra-native devices before cloud-native cutover retires the AD computer objects NPS depends on.
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NPS carries the hybrid phase; the target splits the RADIUS workload by what each connection actually needs.
What can replace it

	Option
	What it is
	Entra-joined devices
	Posture from Intune
	Where it runs and how it is authorized

	NPS on Windows Server
	Built-in RADIUS server and proxy
	Only through AD workarounds
	No
	Agency-operated inside the boundary; the hybrid-phase interim

	On-premises NAC platform (examples: Cisco ISE 3.1 and later, Aruba ClearPass with the Intune extension v6 and later, Forescout eyeExtend, Fortinet FortiNAC)
	Customer-deployed RADIUS and policy engine
	Yes, by certificate and Intune device ID
	Yes, through the compliance retrieval service17
	Agency-operated software, assessed as a component of the agency system; no FedRAMP listing applies

	Cloud-delivered NAC or RADIUS service
	Vendor-operated RADIUS, often with a cloud PKI
	Yes
	Depends on the product (Portnox Cloud is on Intune’s partner list)17
	Must be FedRAMP Certified at the right impact level; see below

	VPN or ZTNA federated to Entra ID
	Removes RADIUS from remote access
	Yes
	Yes, through Conditional Access
	The access broker’s own authorization; Chapter 05 covers SASE



Cloud-delivered RADIUS is the option most constrained by authorization status, so state it precisely. As of October 21, 2026, the FedRAMP Marketplace lists no Portnox, SecureW2 or HPE Aruba cloud offering. IronWiFi’s “Cloud RADIUS and Wi-Fi Authentication Platform” is listed at Initial Implementation, entered August 13, 2026, with no certification class. Juniper Mist is FedRAMP Certified at Class C (Moderate), certified March 28, 2025, but its Marketplace description covers wireless, wired and SD-WAN operations and doesn’t name a cloud NAC or RADIUS service. Cisco Meraki US Government Region is certified at Class C (February 18, 2025), and Forescout for Government at Class D (High, March 20, 2026).19 A listed offering covers only what is inside its authorized boundary, so the agency has to confirm that the specific RADIUS or NAC function it plans to use is part of the certified service before it designs around it. Chapter 03 explains the 2026 vocabulary, in which “authorization” became “certification” and impact levels became certification classes.
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The program uses Intune device compliance as the posture signal instead of an inline NAC probe. A second agent or agentless probe would be a second management plane that has to be reconciled with the MDM inventory, with its own false positives and negatives. Intune’s compliance policy already evaluates the controls a probe would check (patch level, antivirus, encryption) on every enrolled Windows and macOS device. Book 05 owns those policies. The NAC minimum the program asks for is OS patches current within 30 days, BitLocker on with the recovery key escrowed to Entra ID, Microsoft Defender Antivirus on with definitions current within seven days, Secure Boot, a TPM, and the firewall on for every profile.
The integration point is Intune’s compliance retrieval service, which replaced the legacy Intune NAC service in 2021; Intune supported the legacy service only through March 31, 2024.17 It works like this:
1. The NAC product is registered with Microsoft Entra ID and granted delegated permissions to the Intune NAC API.
1. The NAC product is configured with the Intune discovery URL and for certificate authentication.
1. When a device connects to Wi-Fi or VPN, the NAC product asks Intune for the device’s enrollment and compliance state, and redirects an unenrolled or noncompliant device to enrollment or remediation.17
The service requires certificate-based authentication with the Intune device ID in the certificate’s subject alternative name, as a URI value defined by the NAC vendor; Microsoft’s example is IntuneDeviceId://{{DeviceID}}. Querying by MAC address is the fallback where certificates can’t be used. The service returns the compliance state, whether Intune manages the device, the MAC address and the Intune device ID.17 The source’s certificate profile put {{DeviceId}}@<tenant> in a UPN-type SAN and had NPS validate it against Entra ID through Graph; that design matched no documented integration and is corrected here. The SAN format belongs in the SCEP or PKCS profile; Book 07, Chapter 06 covers the general profile and SAN choices, and the NAC-specific Intune device ID value is the one given here.
Two timing facts shape the enforcement design. First, posture is only as fresh as Intune’s knowledge of the device. Intune’s estimated maintenance check-in is about every eight hours, and a device gets at most one maintenance sync every 6.5 hours.20 For Windows, Intune also supports client-driven compliance evaluation: the device watches certain settings (firewall, antivirus, BitLocker, Defender status, OS build, real-time protection, Secure Boot) and requests a check-in when one changes, which shortens the lag considerably for those settings.21 Second, the compliance retrieval service throttles broad queries. A NAC product may make as many single-device queries as it needs, but an unfiltered “all noncompliant devices” query should run at most once every four hours; more frequent calls get HTTP 503.17
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Re-authentication alone would leave a device that fails compliance mid-shift on the production VLAN until its session expires. RADIUS Change of Authorization (CoA), defined in RFC 5176, closes that window: a dynamic authorization client sends a CoA-Request or Disconnect-Request to the authenticator, by default on UDP port 3799. RFC 5176 is an Informational RFC, not a standard.22 Ports vary in practice; Cisco’s Catalyst 1300 switches, for example, listen for CoA on UDP 1700 by default and support Cisco ISE as their only dynamic authorization client.23 Check every authenticator model’s port and supported clients before writing firewall rules.
Dedicated NAC platforms issue CoA from their own session state. Microsoft’s NPS documentation describes no dynamic authorization client function, so the program treats NPS as unable to initiate CoA. The source design routed around that gap with a purpose-built cloud function that polled Intune and sent CoA to switches. If an agency builds one, it is real engineering:
· Network path. The function needs reachability to the CoA port on every switch’s management interface, a cloud-to-management-plane path that must be firewalled to exactly that flow.
· Authenticator trust. Every switch must trust the function as a dynamic authorization client, with its own shared secret under the same rotation regime as the RADIUS secrets.
· Session identity. A CoA must carry the attributes that identify the session (Calling-Station-Id, NAS-IP-Address, Acct-Session-Id), which exist only in RADIUS accounting. The accounting feed stops being telemetry and becomes enforcement infrastructure, with Tier 0-adjacent integrity and availability requirements.
· Throttling. The source design polled every 15 minutes for devices whose state had changed. A broad noncompliant-devices query at that rate exceeds the compliance retrieval service’s four-hour limit;17 a poller has to work device by device or use another Microsoft-supported interface with its own limits.
The engineering cost of that list is one of the strongest arguments for a NAC platform in the D3 decision. Whatever issues the CoA, state its timing honestly. “Within 20 minutes” means 20 minutes after Intune registers the state change, and Intune’s own evaluation can lag the device. The only fixed bound is the session timer below, plus Intune’s detection lag: even with the CoA path down, a noncompliant device is re-evaluated at the next re-authentication, but that check reads only what Intune currently knows.
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The RADIUS server returns a VLAN (and optionally a filter and a session timeout) for every authenticated device. The VLAN is the enforcement: it decides which segment the device enters and what it can reach. The VLAN numbers below are the program’s examples.
	Tier
	Example VLAN
	Condition
	Network access

	Production
	100–190, by department
	Valid certificate and Intune compliant
	Agency resources, governed by network ACLs

	Remediation
	200
	Valid certificate, Intune noncompliant
	Intune, Windows Update and Defender update endpoints, and DNS for those names only

	Quarantine
	999
	No certificate, unknown CA, expired or revoked
	Captive portal only; no internal routing or internal name resolution

	Guest
	500
	Explicitly registered guest or visitor device
	Internet only

	IoT and OT
	300
	MAC Authentication Bypass, approved device class
	That device class’s management systems only


A device reaches production only by passing two independent checks: a certificate that is valid, issued by the device identity CA and not revoked, and a compliant state in Intune. A device that passes the first and fails the second goes to remediation, never silently to production. The remediation segment lets the device fix itself: updates install, definitions refresh, Intune re-evaluates, and CoA moves the port back without a reconnect. Build its allow list from Microsoft’s published endpoint lists for the tenant’s cloud rather than from a copied list of host names, because the endpoints differ between commercial, GCC and GCC High clouds (Chapter 12 covers how those lists are maintained).
Quarantine catches devices that fail certificate authentication entirely. A captive portal tells the person at the keyboard that the device isn’t authorized and to contact the help desk, which prevents a flood of “the network is down” tickets.
MAC Authentication Bypass
Devices that can’t run a supplicant, such as IP phones, printers, badge readers, cameras and HVAC controllers, are admitted by MAC Authentication Bypass (MAB): when the 802.1X timeout expires with no answer, the switch sends the device’s MAC address to the RADIUS server as the credential. The policy matches it against approved device-class prefixes (to the IoT segment) and lets everything else fall to quarantine. Only devices explicitly registered as guest or visitor devices are placed in the guest segment.
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MAC addresses are trivially spoofed. An attacker who learns an approved device’s MAC address can claim its segment. Restrict MAB to device classes where a supplicant is technically impossible, keep the IoT segment’s routing to the minimum each class needs, and require 802.1X for every class that can do it.
Session timers
	Parameter
	Program value
	Purpose

	Session-Timeout
	28,800 seconds (8 hours)
	Re-authenticate once per shift: re-check the certificate and compliance even with no CoA

	Termination-Action
	RADIUS-Request
	Re-authenticate rather than disconnect at timeout

	Idle-Timeout
	1,800 seconds (30 minutes)
	Release ports whose device has gone quiet


A device compliant at 08:00 that fails a check at 14:00 is re-evaluated at its next re-authentication, 16:00 if the session started at 08:00. Whether that re-evaluation reads it as noncompliant depends on Intune’s lag: up to about eight hours for most changes, much less for the Windows settings that trigger client-driven evaluation, and quick when CoA is working and Intune has registered the change.
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EAP-TLS needs a machine certificate on every managed device, in the computer store rather than the user store so that authentication works before anyone signs in, with its key generated on the device and held in the TPM where one exists. The RADIUS server trusts the device identity issuing CA; Microsoft Cloud PKI or AD CS through the Intune certificate connector can issue it, and the EAP-TLS exchange is the same either way. Book 07, Chapter 06 covers the trusted root, SCEP and PKCS profiles, revocation and renewal; Book 07, Chapter 07 covers the RADIUS server’s own certificate, which stays on AD CS while NPS remains, requested and renewed through CyberArk Certificate Manager with the network team as its owner (Book 07, Chapter 05). Two operational rules from the source carry forward: revoke a device’s certificate in the same change window as a wipe or decommission, and publish CRLs over HTTP so every RADIUS server can reach them.
Intune delivers the supplicant configuration. Wi-Fi and wired network profiles for Windows let the administrator pick EAP-TLS, name the expected RADIUS server certificate names, choose the trusted root profiles used to validate the server, and select the SCEP or PKCS certificate profile the device presents.2425 Deploy the network profile, the certificate profile and the trusted root profile to the same groups.26 One wired setting deserves a warning of its own. When the Windows wired profile’s 802.1X setting is Enforce, Wired AutoConfig requires 802.1X on the port, and if the profile doesn’t match the network the device loses network access, can’t fetch a corrected profile, and needs the policy removed by hand.25 Pilot it on a small group, and keep it at Do not enforce until the switch side is in enforcement for that site.
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Wired 802.1X goes on every access port that faces an end device. Uplinks and trunks between switches are excluded and depend on the physical security of the infrastructure. The setting that matters most for rollout is multi-authentication mode: a phone in the wall jack and a PC daisy-chained behind it authenticate independently, the phone by MAB to the IoT segment and the PC by EAP-TLS to the data segment, on the same physical port.
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The switch configuration below is a vendor-specific illustration from the program’s design, not tested against a production network. Command syntax differs across platforms and software releases; check it against your vendor’s documentation and test in monitor mode before enforcing anything.
! Example access port facing an endpoint (Cisco IOS XE style)
interface GigabitEthernet1/0/1
 switchport mode access
 switchport access vlan 10              ! fallback only; 802.1X overrides it
 authentication port-control auto       ! enable 802.1X on the port
 authentication host-mode multi-auth    ! phone and PC authenticate separately
 authentication order dot1x mab         ! try 802.1X first, then MAB
 authentication priority dot1x mab      ! 802.1X wins when both are present
 dot1x pae authenticator
 dot1x timeout tx-period 10
 dot1x max-reauth-req 3
 spanning-tree portfast
 ip dhcp snooping limit rate 15
Wireless uses the same supplicant and certificates, with the access point or wireless controller as authenticator. The managed SSID should be WPA3-Enterprise. The source described it as “SAE plus EAP-TLS”; that is a mix-up. Simultaneous Authentication of Equals (SAE) is WPA3-Personal. WPA3-Enterprise uses IEEE 802.1X, like WPA2-Enterprise, with mandatory server certificate validation and protected management frames.27 The source’s claim that WPA3-Enterprise eliminates KRACK-class attacks has also been removed; it couldn’t be verified as stated. WPA3-Enterprise 192-bit mode is a stricter variant aligned with the CNSA suite that permits only EAP-TLS with restricted cipher suites.6 Windows 11 supports WPA3-Enterprise with enhanced server certificate validation and TLS 1.3 for EAP-TLS, and Microsoft notes that Wi-Fi 7 for enterprise requires WPA3-Enterprise.28 Personal devices and visitors get a separate guest SSID on its own VLAN with no route to agency resources.
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RADIUS over UDP protects its responses with MD5, and in 2024 that became exploitable. Blast-RADIUS (CVE-2024-3596) lets an attacker positioned between a RADIUS client and server forge an Access-Accept for a failed login, without learning the credential or the shared secret. Nearly all RADIUS-over-UDP implementations were affected for non-EAP methods such as PAP; EAP is largely protected because the Message-Authenticator attribute that RFC 3579 requires can’t be forged. The short-term mitigation is to require Message-Authenticator on all requests and responses; the long-term one is to run RADIUS inside TLS.29 For NPS, Microsoft’s KB5040268 adds settings to send and require Message-Authenticator and to drop unprotected responses from remote RADIUS servers. All of them are off by default, and Microsoft recommends turning them on for unsecured networks.30 NPS already requires Message-Authenticator for EAP clients by default.31 The program turns the KB5040268 settings on everywhere, because a RADIUS client that sends PAP for a single legacy device is enough to expose that path.
The program’s rules for the rest of the trust chain:
· Shared secrets. One secret per authenticator, 32 or more characters of cryptographic randomness, stored in a managed secret store and rotated every 180 days.
· RADIUS over TLS where firmware supports it. RadSec replaces the shared-secret-and-MD5 model between authenticator and server with mutual TLS. Its original specification, RFC 6614 (2012), is Experimental. The standards-track replacement for RADIUS over TLS and DTLS was in IESG evaluation as a Proposed Standard as of September 2026, and RFC 9765 (RADIUS/1.1, April 2025, Experimental) removes MD5 by negotiating a new version over TLS.32 Prefer RadSec on new equipment and record where it isn’t available.
· Refresh. CISA’s BOD 26-02 requires agencies to inventory and replace end-of-support edge devices, which it defines to include switches and wireless access points, but only devices that sit on the agency’s network boundary; it sets decommissioning milestones at 12 and 18 months from February 5, 2026.33 Interior access switches may fall outside that scope, so don’t assume the directive funds the access layer. Where a refresh does happen, specify 802.1X, RadSec, CoA and WPA3-Enterprise support in the purchase (Chapter 09 assigns who writes that requirement).
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The naming and addressing plane and NAC complete each other. Book 08 makes DHCP, DNS and IPAM authoritative; this chapter annotates that record with the identity each device proved, or didn’t.
· Profiling. DHCP fingerprinting classifies devices that can’t run a supplicant by the pattern of options they request, so MAB policy can assign a segment by device type rather than by MAC prefix alone. The same signal catches anomalies: a valid agency certificate presented by a device whose fingerprint matches no managed platform suggests a certificate copied off a managed device.
· The inventory record. When a device is placed in a segment, IPAM records its MAC address, its DNS name, the VLAN and address it received, the time and lease, and the NAC result (certificate SAN and compliance verdict). That record covers managed and unmanaged devices alike.
· Closing the static-address bypass. A device with a manually configured address never touches DHCP. On enforced segments 802.1X quarantines it regardless of how it addressed itself, and DHCP snooping with IP source guard drops traffic from addresses that have no lease (Book 08, Chapter 05 covers rogue DHCP defenses). With that bypass closed, DHCP is the only working way to get an address, and IPAM annotated with NAC results becomes the one record that enumerates every component.
RADIUS accounting records every Start, Interim-Update and Stop with the MAC address (Calling-Station-Id), switch and port (NAS-IP-Address, NAS-Port), the result, the VLAN (Tunnel-Private-Group-ID), the rejection reason and the certificate identity, and the program forwards it to the agency SIEM. Three detections are the minimum: a device in a production VLAN whose Intune state isn’t compliant; repeated 802.1X failures from one MAC address in an hour, which suggests a rogue device or an expired certificate; and a valid device certificate presented from a MAC address that doesn’t match the enrolled device, which suggests certificate theft and should trigger quarantine. The Federal Compliance book gives sample queries; adapt their table and field names to the agency’s own log schema, since they depend on how accounting is ingested.
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Turning on enforcement before every device is enrolled is how a NAC program causes an outage: printers, badge readers and anything else that can’t run a supplicant lose connectivity at once. The program’s sequence runs four phases over roughly 90 to 180 days, and it sits inside the RADIUS migration sequence in Book 02, Chapter 04 (inventory every RADIUS client and policy, run old and new in parallel, cut clients over, and decommission NPS only after a 30-day validation window). The inventory can start from the workbook’s read-only Start Kit (start-kit.zip, or examples/start-kit on GitHub): Invoke-FMPNpsInventory lists every NPS server, RADIUS client and policy with the AD groups and certificates each policy authorizes against, and flags this chapter’s rules: secrets under 32 characters or shared between clients, Message-Authenticator not required, PAP or MS-CHAP allowed, and KB5040268 protections left in Disable or Audit mode. It’s illustrative: unit-tested against fixtures, not proven against a live estate.
1. Monitor mode (weeks 1–4). Run 802.1X on every port in open mode: the exchange happens, RADIUS returns accept or reject, and the switch ignores the reject. Log everything. The phase ends with a baseline: devices that passed EAP-TLS and were compliant, passed but noncompliant, had no supplicant and fell to MAB, had missing or expired certificates, and unrecognized MAB devices. That baseline decides Phase 2 readiness and seeds the exception list.
1. Wired enforcement (weeks 5–10). Remove open mode from workstation ports. Re-push certificate profiles to devices with expired certificates, register every approved IoT and OT device with a device-class tag in IPAM, stand up the captive portal, enable and test CoA, and turn on the detections with alert routing to the SOC.
1. Wireless enforcement (weeks 11–14). Push the WPA3-Enterprise profile through Intune, let devices move to the new SSID with their machine certificates, and retire the legacy SSID once the logs show every managed device has moved. Deploy the guest SSID in parallel.
1. IoT segmentation and hardening (weeks 15–20). Tighten the IoT segment’s ACLs per device class (phones to the voice gateway, badge readers to the access control server), make IPAM registration a prerequisite for any new MAB approval, and run a tabletop in which a rogue device is plugged into a conference-room port: the quarantine fires, the SOC is alerted, and CoA responds.
For assessors, the program keeps RADIUS accounting exports (90 days, per the agency’s AU-11 retention), Intune compliance reports for NAC-enrolled devices, the DHCP audit log for NAC-controlled scopes, and the Phase 1 baseline report.
Authority: Mandated for device identification and authentication before connection, which SP 800-53 IA-3 asks of systems at the baselines that select it (The controls this closes); Risk-based recommended for 802.1X with EAP-TLS, Intune posture and the tier design, which are the program’s position, for the risk that an unmanaged or noncompliant device reaches a production segment. Applies: Environment-dependent: the access layer’s switch and wireless models and their software releases decide which of 802.1X, CoA and RadSec are available; License-dependent: the Intune compliance retrieval service needs devices enrolled in Intune.
Network access control rollout against the How template
	How template
	Network access control rollout

	Prerequisites
	Machine certificates and supplicant profiles (Certificates and supplicant profiles); Intune compliance policies (Book 05); the NAC product registered with the compliance retrieval service; KB5040268 settings on every NPS server

	Pilot
	One site’s workstation ports in monitor mode first, then the same site in enforcement before the next site

	Report-only or audit phase
	Phase 1 monitor mode: the switch ignores rejects for four weeks; the baseline report is what’s read from it. The Windows wired profile stays at Do not enforce until the switch side enforces

	Enforcement
	Phases 2 to 4, site by site, in the rings below

	Rollback
	Return the site’s ports to open mode (and the wired profile to Do not enforce); the network operations team runs it from the switch management plane in one change, in minutes per switch stack

	Exclusions
	Uplinks and trunks; MAB device classes registered in IPAM with a device-class tag; time-limited vendor exceptions with an approver and expiry. Each is in the exception list the Phase 1 baseline seeded

	Telemetry
	RADIUS accounting to the SIEM, with the three detections in Inventory, profiling and logs; Intune compliance reports; DHCP audit logs

	Evidence
	The checklist below

	Day-two ownership
	The network owner (Chapter 09); the exception list reviewed monthly; shared secrets rotated every 180 days; drift looks like a port back in open mode, a MAB entry with no IPAM registration, or a rise in quarantine placements


Change safety
	Ring
	Scope
	Exit criteria

	0
	The network team’s own ports and a lab switch
	EAP-TLS, remediation, quarantine and CoA each tested

	1
	One pilot site’s workstation ports
	The Phase 1 baseline shows every managed device passing EAP-TLS, and every non-supplicant device registered

	2
	A region’s sites, wired then wireless
	No production outage; help desk ticket volume back to baseline within a week

	3
	Every site, then IoT segmentation
	The rogue-device tabletop passed; every MAB class registered


· Emergency access: every switch keeps an out-of-band management path that doesn’t depend on 802.1X or RADIUS, and the behavior when every RADIUS server is unreachable is set and tested per vendor before ring 1, so a RADIUS outage doesn’t quarantine a site (program decision, settled as WD-150; the setting’s name and default differ by vendor).
· Change window: enforcement at a site is a normal change approved by the network owner, scheduled outside the site’s core hours with on-site or remote hands available.
· Backout triggers: a critical device class losing connectivity, more than a small, pre-agreed share of managed devices in remediation or quarantine in the first hour, or RADIUS response time above the switch timeout.
· Post-change validation: after each ring, a managed compliant device lands in production, a noncompliant one in remediation, an unknown one in quarantine, and an approved IoT device in its segment.
Control states. 
	State
	This page
	Evidence

	Designed
	The policy tiers and the D3 decision (Choosing the EAP method; The RADIUS server is the Active Directory dependency)
	The decision record and the tier table, approved by the network owner and ISSO

	Configured
	Phase 1 monitor mode
	Switch configuration backups; RADIUS policy export; Intune profile exports

	Enforced
	Phases 2 to 4, per site
	Port configuration without open mode; the exception list

	Evidenced
	Post-change validation and the rogue-device tabletop
	Test records with the accounting entries they produced

	Operated
	Detections, exception review and secret rotation
	Alert history; exception review records; rotation records


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: switch and wireless controller configuration backups, the RADIUS policy export and the Intune Wi-Fi, wired and certificate profile exports, in the evidence repository
· Operational: RADIUS accounting and detection alert history, kept 90 days per the agency’s AU-11 retention
· Test: the post-change validation per ring and the rogue-device tabletop (expected and observed placement, date, tester)
· Exception: the exception list (MAB classes, vendor exceptions, ports left in open mode), each with an approver and expiry
· Assessor-ready artifact: the Phase 1 baseline and the current coverage report per site, traceable to the four above and to the control table below
[bookmark: _Toc00001343]Assessment mapping
· Microsoft Zero Trust pillar: Networks; Devices
· CISA ZTMM pillar: Networks; Devices
· Depends on: device certificates (Book 07, Chapter 06); Intune compliance (Book 05); DHCP and IPAM (Book 08)
· Attack chain interrupted: an unauthorized or rogue device plugged into an agency port, and lateral movement from a noncompliant or spoofed IoT device (Initial Access, Lateral Movement)
[bookmark: _Toc00001344]The controls this closes
	Control
	Before
	After

	IA-3 Device identification and authentication
	A port can’t tell a managed device from an unauthorized one
	Every device presents an EAP-TLS machine certificate, checked against the device identity CA and Intune, before it gets a routed address

	IA-3(1) Cryptographic bidirectional authentication
	No mutual device-to-network authentication
	The RADIUS server and the device each prove possession of a certificate’s private key

	AC-3 Access enforcement
	Policy is enforced only once a device has layer 3 connectivity
	Policy is enforced at the port, before connectivity

	AC-18(1) Wireless access: authentication and encryption
	The managed SSID admits anything that knows the passphrase
	WPA3-Enterprise with EAP-TLS admits only enrolled devices with valid certificates

	AC-19 Access control for mobile devices
	Personal devices reach the managed SSID
	Unmanaged devices can’t authenticate; registered guest devices are pointed to guest, and all others are quarantined

	AC-20 Use of external systems
	Vendor laptops in conference rooms are treated as agency devices
	Vendor devices are quarantined unless an approved, time-limited exception exists

	SC-7(5) Deny by default, allow by exception
	Unauthenticated devices get whatever the port’s VLAN offers
	The default is quarantine; access requires a successful authentication

	CM-6, CM-7 Configuration settings, least functionality
	A noncompliant device reaches production; IoT devices move laterally
	Noncompliant devices go to remediation; each IoT class reaches only its management systems

	CM-8 System component inventory
	Unmanaged devices appear in no inventory
	Every connection produces an accounting record tied to an IPAM lease


IA-3 asks the system to uniquely identify and authenticate devices before establishing a local, remote or network connection, and NIST’s discussion names IEEE 802.1X with EAP and a RADIUS server with EAP-TLS as example mechanisms.34 The connection is made at exactly one place, the port or the wireless association, so the authentication has to interpose there. A scanner finds a device only after it has connected, an MDM agent reports only from devices already enrolled, and a firewall evaluates packets from devices already admitted. For remote devices there is no agency port to interpose at; IA-3 is supported at the access broker instead, as the next section explains.
One correction to the source’s control table: it listed SC-7(3) Access Points as closed by making every switch port an enforcement point. SC-7(3) actually requires limiting the number of external network connections to the system, and NIST’s discussion cites the Trusted Internet Connections initiative as its example.34 Switch ports aren’t what it means. SC-7(3) belongs with the TIC consolidation story told in Chapter 03 (its control table lists SC-7, SC-7(4) and SC-7(8) only), and the row has been replaced here with AC-18(1), which is the wireless control this design does close.
[bookmark: _Toc00001345]From port to token
Every admission decision in this chapter answers three questions: is the device known, is its identity proven, and is its posture current? What changes across the rest of the book is where the answer is enforced. At the port it is enforced by a VLAN, and that enforcement is location-bound by construction; it protects the wire and only the wire. When the same device reaches an application through a cloud front door or a Zero Trust Network Access broker, the port’s verdict is out of scope. The broker asks the same three questions at every request and enforces the answer in a token: the device certificate becomes a claim, the Intune compliance state becomes a claim, and Conditional Access carries both to the resource (Book 04, Chapter 03). Chapter 04 explains why that token is what lets the network stop being the trust boundary, and Chapter 05 covers the SASE layer that enforces it for branches and remote users.
This is a continuum, not a replacement. The machine certificate provisioned for the RADIUS exchange is the same certificate, from the same pipeline and with the same TPM-bound key and revocation, that the identity plane uses elsewhere. The port remains the enforcement point for the one layer no token reaches, the physical wire, while the token carries the same device identity everywhere the wire doesn’t go.
[bookmark: _Toc00001346]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	RADIUS server certificate presented in EAP-TLS
	RADIUS and 802.1X servers
	Retained AD CS
	CyberArk Certificate Manager
	Renews it; CAPI driver on NPS, then re-select it in the NPS policy (inference)

	Replacement NAC servers (ISE, ClearPass and others)
	RADIUS and 802.1X servers
	Retained AD CS
	CyberArk Certificate Manager
	No listed driver; Cisco documents a signing request and import for ISE’s own certificates, so an Adaptable driver calling the import, or a manual request (inference)35

	NPS extension for Entra MFA client certificate
	Not a Book 07 class
	Self-signed by the extension’s setup script
	The NPS administrator, rerunning the script before the 2 years run out
	Nothing today; inventory it, or replace it with a CLM-issued certificate, which Microsoft allows (design guidance)36

	RadSec, SD-WAN edge and network-device certificates
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	EST or SCEP enrollment from the devices

	Firewalls, VPN concentrators and load balancers
	Internal server TLS
	Retained AD CS or public CA
	CyberArk Certificate Manager
	F5, NetScaler and Palo Alto drivers

	EAP-TLS machine certificates on devices
	Device and user auth (Intune)
	Cloud PKI or AD CS through the connector
	Intune
	Nothing: Intune renews them

	TLS-inspection signing CA
	Not a Book 07 class
	Not stated
	Platform-managed, or not X.509
	Not a Book 07 class; treat as a subordinate CA (inference)
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This book’s certificates and the engine that renews each.
The NPS extension’s own certificate is easy to miss: the setup script “Creates a self-signed certificate”, valid for two years, on each NPS server.36 The research explainer Certificates, Tokens and Keys Across the Hybrid Estate follows RADIUS, 802.1X and NAC through all three stages. The network team owns the RADIUS and NAC server certificates, and the CLM platform renews them (Book 07, Chapter 05).37383940
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[bookmark: _Toc00001348]Chapter 08 — Reference Architecture: Consistency Classes Meet Network Classes
The data layer and the network layer are answering the same question from opposite ends, and the architecture works only where their answers agree.
[bookmark: _Toc00001349]In this chapter
The single design rule that ties the data layer to the network layer, and the mapping from each kind of data flow to a lean or bulk network class. The program’s multitenant SaaS data plane as the worked example: one regional writer, token security on both sides, derived stores, a provisioned exception, and the narrow place where differentiated transport would matter. Four branch egress architectures (hairpin, bare local breakout, governed local breakout and agent-delivered SASE) compared on path, enforcement and evidence. Then the five decisions that carry most of the risk, each with how to check it.
The preceding chapters argued a doctrine in pieces. Centralize the truth and distribute the copies (Chapter 04). Let token security make the central store safe to share. Refuse to span the speed of light synchronously (Chapter 01). Use SD-WAN to take the paths you keep down to the floor, and SASE to make the traffic on them lawful (Chapter 05). This chapter puts the pieces together twice: once for a data plane, where the question is which flows may cross a region synchronously, and once for a branch office, where the question is where traffic leaves the building and what enforces policy when it does. The same rule governs both.
[bookmark: _Toc00001350]The single design rule
[bookmark: _Toc00001351]Align consistency class with transport class.
The data layer asks what must be strongly consistent and what can be eventually consistent. The network layer asks what rides the lean, low-latency path and what rides the fat, bulk path. They are the same question viewed from opposite sides. When the answers agree, a design gets the best synchronization physics permits. When they disagree, it pays for the mismatch.
A mismatch costs in both directions. Strong-consistency traffic on the bulk path inherits the bulk path’s latency and tail, and every commit waits on it. Trivial asynchronous replication on the premium path wastes the scarce resource the quorum actually needs. The architecture works when each class of data rides the class of transport built for it.
[bookmark: _Toc00001352]The mapping
Chapter 04 gave the decision procedure: identify the single authoritative writer, choose the weakest consistency each reader and writer tolerates, then match each flow to a network class. Applied to the common data needs, the third step produces this layout:
	Data need
	Consistency model
	Network class
	Crosses regions synchronously?

	Authoritative writes to the source of truth
	Strong or serializable
	Lean, low-latency
	No; kept inside a region

	Quorum durability across nearby zones
	Synchronous replication
	Lean, low-latency
	Within a region only

	Cross-region durability and disaster recovery
	Asynchronous replication
	Fat, bulk
	No; asynchronous by design

	Read-mostly access far from the writer
	Bounded staleness or read replica
	Fat, bulk (refresh)
	No

	Multi-writer collaborative data
	Causal or CRDT merge
	Fat, bulk
	No; merges, not round trips

	Analytics and reporting
	Eventual
	Fat, bulk
	No


The pattern is stark: only the top two rows ride the lean path, and neither crosses a region synchronously. Everything that spans distance is asynchronous and rides the bulk path. That is the physics of Chapter 01 made into a layout.
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Only intra-region flows need the lean path; everything that crosses regions is asynchronous on the bulk path.
Managed databases document the same split as service behavior. Azure Database for PostgreSQL flexible server, the store in the worked example below, lists high availability within a region with a recovery point objective of zero, while its cross-region read replicas are updated asynchronously and Microsoft gives their RPO as typically 30 seconds to 5 minutes.1 Microsoft says replica lag across regions is typically at least several minutes and can be longer, depends on write load and the latency between primary and replica, and that replicas aren’t intended for synchronous scenarios that need up-to-the-minute accuracy.23 The lean path, in other words, is a zone-to-zone path inside a region; the bulk path is everything else.
Three placement techniques make the mapping concrete:
· Voting members on the lean links, learners on the bulk links. In Raft-based systems a learner replicates from the leader but can neither vote nor count toward quorum; etcd’s design adds learners as non-voting members for exactly this reason.4 Put voters where the paths are short so the fastest links decide the quorum, and put learners across regions for durability and read scale without dragging the quorum across a continent.
· Merge rather than coordinate for genuinely multi-writer data. Conflict-free replicated data types let replicas accept writes locally and converge deterministically, under conditions Shapiro and colleagues formalized.5 Cross-region traffic becomes a bulk-class merge stream, not a lean-class round trip.
· Spend clock certainty only where strong cross-region semantics are required. Clock-based ordering of the Spanner kind (Chapter 05) replaces round trips with bounded clock uncertainty, and the clock traffic belongs on the lean class. It is the exception, not the default.
The output is a layout in which the lean path carries a small volume of latency-critical, intra-region consensus and clock traffic, and the bulk path carries everything that spans distance, which by design tolerates latency.
[bookmark: _Toc00001353]Worked example: the program’s SaaS data plane
The program offers governance as a service: many customer Microsoft Entra tenants governed by one operated service. Its SaaS architecture decision had to answer this book’s central question, one shared store or many, and chose deliberately. The decision, paraphrased: one shared, elastically scaled data plane with strong per-tenant data-namespace isolation, plus a control plane that can stamp dedicated resources where a customer’s compliance posture requires it. The durable tenant registry and per-tenant state live in a single PostgreSQL flexible server, and a data_namespace derived from each tenant’s directory GUID is the isolation handle. That is logical centralization with a deliberate physical-isolation escape hatch, written down as an accepted decision before this book named the doctrine.
	Doctrine
	The program’s realization
	Where it’s decided

	One logical source of truth
	A single PostgreSQL flexible server holds the saas_tenants registry and per-tenant state
	SaaS architecture decision

	Token security, inbound
	Per-request verification of the Entra token’s signature against the issuing tenant’s keys (RS256) and of its tid claim; tenants not onboarded or not active get 403
	SaaS architecture decision, security section

	Token security, outbound
	Passwordless sign-in: a short-lived Entra token used as the PostgreSQL password; no long-lived database secret exists
	Passwordless database authentication decision

	Distribute the copies
	Evidence bundles in Blob Storage and per-tenant secrets in Key Vault, keyed by the same namespace
	SaaS architecture decision

	Compliance-stamped exception
	The control plane’s ProvisioningService stamps a dedicated schema, Blob prefix and Key Vault scope for hard-isolation customers
	SaaS architecture decision

	Refuse to span light synchronously
	Single-region writer; no global synchronous multi-writer commit path exists
	Single flexible server

	Sovereign-cloud readiness
	Token audience and issuer, Graph and Azure Resource Manager resolution branch per cloud
	Authentication layer
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The SaaS data plane: one shared registry, token security on both sides, derived stores, and a provisioned exception.
One registry, one writer
The tenant registry is the system of record for who is onboarded and in what state. A tenant is identified by its Entra directory GUID and moves through an explicit lifecycle (PENDING → ACTIVE → SUSPENDED → ACTIVE, or on to DEPROVISIONED), and illegal transitions are rejected at the model boundary. There is exactly one authoritative copy of that truth. Evidence in Blob and secrets in Key Vault are keyed by a namespace derived deterministically from the tenant GUID (t-<guid>), so the derived stores are subordinate pointers to the registry, never independent sources of it.
Because the writer is in one region, the strong-consistency path never crosses a continent. That isn’t a limitation to engineer away. At single-region distances strong consistency costs little, so the program takes it, and the first two rows of the mapping table are satisfied by the database’s in-region high availability rather than by anything the WAN does.
Token security on both sides
Chapter 04 explains the mechanism; the worked example shows where it sits. Inbound, the service never trusts a caller because of where it connects from. It validates each Entra token against the issuing tenant’s published keys and binds the tenant from tid, which is what Microsoft’s guidance requires of a multitenant API: check that tid matches the tenant the data was stored under, and never let one tenant’s data be reached from another.6 Outbound, the service’s managed identity is the database’s Entra administrator and connects with an access token in the password field, so no credential sits in code or configuration.7 The token provider caches and refreshes the token off the connection hot path and never presents one about to expire. The same connection seam accepts an AWS RDS IAM token, whose lifetime is 15 minutes, so passwordless sign-in isn’t tied to one cloud.8
The escape hatch, and the trigger to revisit
The program doesn’t pretend physical centralization suits every customer. A customer whose compliance posture can’t accept shared-plane, in-code isolation gets a stamp: a dedicated schema, Blob prefix and Key Vault scope, provisioned by the control plane. Provisioning is dry-run by default, so the stamp executor only plans until a concrete executor is injected in production, which makes the control plane safe to exercise in CI. A government tenant plan and per-cloud token audiences exist for customers under stricter boundaries; Azure Database for PostgreSQL’s Entra token resource differs between clouds, which is why the audience has to be resolved per cloud rather than hard-coded.9 Sovereign SaaS itself is a future decision and a named review trigger.
The decision also writes “scale up before scaling out” into its own expiry conditions. One stated review trigger is the tenant registry outgrowing a single PostgreSQL flexible server. The architecture stays on one writer until a measured limit forces a change, rather than sharding pre-emptively against a hypothetical one.
Where SD-WAN would enter, and where it wouldn’t
Because the data plane has one writer in one region, there is no global synchronous commit path for SD-WAN to optimize; the design already removed the workload that would need it. Differentiated transport would matter in exactly two bulk-class places:
· Cross-region disaster-recovery replication of the registry, asynchronous by design. SD-WAN would improve its lag and resilience, not its correctness.
· Read-replica and evidence freshness for tenants far from the home region, read at bounded staleness.
The day a sovereign-cloud stamp needs a second region that must stay in sync, the full toolkit of Chapter 05 becomes load-bearing: path classes, FEC for the commit tail, a lean class for clock traffic. Until then, the program’s answer to the speed-of-light tax is the cheapest one available: don’t span it synchronously in the first place. The proposed next step is orthogonal to the data topology. Governing the path itself, with token-bound tunnels and a DRIFT-TRANSPORT finding class, would hold the network that carries the program’s claims to the same per-call standard as the data plane (Chapter 05, “The governed path”).
The one risk, named plainly
Tenant isolation on the shared plane is enforced in code, by tenant-resolution middleware and namespace scoping, so the blast radius lives in that code path, and the decision record lists it as a negative trade-off (Chapter 04, “The risk it imports”). The database topology isn’t where this architecture can quietly fail; the tenant-resolution path is. The single highest-value verification for the whole design is a test that no code path lets a validated tid for tenant A address tenant B’s data_namespace.
[bookmark: _Toc00001354]Branch architectures
At a branch office the rule changes vocabulary but not shape. The lean class is interactive traffic, voice, sign-in and the few Active Directory operations that still need a reachable domain controller (Chapter 06). The bulk class is backups, patch waves and content distribution (Chapter 11). The question the branch adds is where traffic leaves and what enforces policy when it does. Four architectures cover the options in practice.
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Four branch egress architectures compared on path, enforcement and evidence.
A. Hairpin. Branch traffic travels to the agency campus or a managed access point and leaves from there. It is the TIC 2.0 shape: CISA’s SASE guide describes legacy architectures in which branch offices and remote users tunnel to the agency’s MTIPS provider, and lists the cost first among the challenges: backhaul increases contention and latency.10 The boundary is assessed and the telemetry reaches CISA. Every flow pays the detour, and Chapter 01 works through what that does to a one-way voice budget. Microsoft defines the same thing from the other side: a hairpin happens when traffic bound for a destination is first sent to an intermediate location such as a security stack or cloud gateway.11
B. Bare local breakout. A direct internet circuit with a router and nothing else. It fixes the latency and loses the boundary: a branch moved from a hairpin to ungoverned local breakout has lost assessed boundary protection relative to where it started. This is a compliance regression with better latency, and Chapter 02 explains why no transport choice closes the gap.
C. Governed local breakout. An SD-WAN edge at the branch steers each class: lean traffic to a nearby enforcement point and on to the cloud, bulk traffic where it’s cheapest, campus-bound traffic over the overlay. Enforcement is split between the branch edge and a SASE PoP close to the office. This is the TIC 3.0 Branch Office Use Case implemented with an edge, and it is the program’s reference pattern. Its requirement is the one Chapter 05 drew from the use case: every path class lands on enforcement of equal strength.
D. Agent-delivered SASE. Agents on managed devices send traffic to the nearest SASE PoP regardless of where the device is, and a branch firewall forwards traffic for devices that can’t run an agent; CISA’s notional architecture describes both.10 It suits small sites and roaming users and needs little branch hardware. Its blind spots are the agentless devices, path quality between the branch and the PoP, and the PoP’s distance, which is a physics decision like any other.
The four map onto the TIC 3.0 Branch Office Use Case’s own options. For branch-to-cloud and branch-to-web traffic it describes direct access with enforcement at the branch (and the cloud service), access through the agency campus, and access through a CASB or other security-as-a-service provider; for branch-to-campus traffic, a protected connection over a private link or shared infrastructure such as the internet.12 Architecture A is the campus option, C combines direct access with a security service, and D is the security-service option delivered by agents. Architecture B isn’t an option in the use case at all: every option in it puts a policy enforcement point somewhere the agency defines policy.

	
	A. Hairpin
	B. Bare breakout
	C. Governed breakout
	D. Agent SASE

	Propagation to a cloud region
	Detour to the access point and back out
	Shortest
	Branch to nearby PoP to region
	Device to nearest PoP to region

	Policy enforcement
	Central access point
	None the agency controls
	Branch edge and SASE PoP
	SASE PoP; branch firewall for agentless devices

	Per-application path telemetry
	Only at the access point
	None
	At the edge, per path
	Agent-side; none for agentless devices

	CISA telemetry
	Existing access-point integration
	None
	SASE to CLAW
	SASE to CLAW

	Boundary status
	Assessed
	Regression
	Assessed after the boundary change
	Assessed once PoP proximity and telemetry are verified



Three branch-specific constraints apply whichever pattern a site uses. Microsoft 365 traffic Microsoft classifies as Optimize needs its own documented exception, not an ad hoc bypass (Chapter 12). Microsoft 365 informed network routing isn’t available to GCC Moderate tenants, so path selection for it rests on the SD-WAN’s own measurements (Book 08 Appendix C). And DNS must reach the agency’s resolver whatever the egress, which is a redirect-target decision on the edge (Book 08 Chapter 05). Where neither an SD-WAN edge nor a TIC 3.0 use case is close, the posture to hold in the meantime is in Chapter 10; the full field-office case, with sizing and cost, is Chapter 11.
[bookmark: _Toc00001355]The five design decisions
Most of the risk in this architecture sits in five decisions. Each one fails quietly when it’s skipped: nothing breaks on the day, and the cost appears later as latency nobody can attribute, a finding at assessment, or a breach of a device nobody patched.
Decision 1 — one writer, one region
Keep each source of truth’s authoritative writer and its synchronous quorum inside one region, and make every cross-region copy asynchronous, bounded-stale or merge-based. Treat a requirement for synchronous cross-region consistency as an exception to be justified, with its round-trip cost stated in milliseconds.
How to check: for each system of record, name the writer’s region and list every replica with its replication mode. Any synchronous replica outside the writer’s region needs a written justification and a measured commit latency.
Decision 2 — classify every flow and write the path policy
Assign each application class a path class, priority, failover behavior and source-address presentation, and write it down as the application-to-path policy. NIST SP 800-53 already asks for this: SC-7(4) requires a traffic-flow policy for each managed interface to an external telecommunications service, with each exception documented with its business need and duration and reviewed.13 Writing the policy before it can be enforced turns the eventual SD-WAN purchase into enforcement of an existing policy rather than a technology acquisition (Chapter 10).
How to check: an assessor asking for the SC-7(4) traffic-flow policy gets a document that names every application class and its path, and the SD-WAN configuration can be diffed against it.
Decision 3 — choose the egress pattern per site, and change the boundary first
Choose A, C or D per site from measured latency and the site’s device mix, never B. File the authorization-boundary change for local egress before the first production flow leaves locally, not after. The boundary change is a significant change and should be treated as one (Chapter 13).
How to check: for every site already egressing locally, there is an approved boundary change dated before cutover and a named PEP that enforces policy for each path class.
Decision 4 — bring the governor under control before it carries traffic
Put the SD-WAN manager, controller and every edge under privileged-access control, configuration baselines, vulnerability management on BOD 26-04’s windows and end-of-support tracking under BOD 26-02, with management-plane logs held off the devices (Chapter 05, “Securing the controller and the edges”). An unprotected governor is a single point of compromise for the whole estate.
How to check: the fleet inventory lists every edge with its software version and support date, and the agency could execute an ED 26-03-style inventory, log collection and patch sequence within a day.
Decision 5 — make the path evidence
Export per-application path telemetry and the SD-WAN and SASE decision records (Chapter 05, “The evidence the fabric must emit”) to the agency’s log pipeline, and send the telemetry CISA requires through the SASE solution to CLAW (Chapter 03). CISA’s guide is explicit that replacing MTIPS requires equivalent telemetry.10 Without this the architecture works but can’t be shown to work, and the transport baseline that attributes post-migration cost doesn’t exist (Chapter 13).
How to check: for a sample branch and application, the agency can produce which path a flow took, the latency it saw, the policy that chose the path and the PEP that inspected it, for any hour in the retention window.
[bookmark: _Toc00001356]What this chapter establishes
· One rule unifies the data and network layers: align each flow’s consistency class with its transport class.
· Only authoritative writes and intra-region quorum durability need the lean path, and neither crosses a region synchronously; managed databases document the same split as RPO zero in-region and asynchronous lag across regions.
· The program’s SaaS data plane implements the doctrine: one regional writer, token security inbound and outbound, namespace-keyed derived stores, a dry-run-by-default compliance stamp, and a review trigger instead of pre-emptive sharding. SD-WAN would help only its asynchronous replication until a second synchronous region is required.
· At the branch, governed local breakout is the reference pattern; bare local breakout is a regression; agent-delivered SASE suits small and roaming sites if the PoP is close and agentless devices are covered.
· Five decisions carry most of the risk: one writer per region, a written path policy, the boundary change before cutover, a protected governor, and the path as evidence.
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1. Microsoft Learn, “Overview of business continuity in Azure Database for PostgreSQL flexible server” (high availability RPO = 0; read replicas RPO typically 30 seconds to 5 minutes; replicas updated asynchronously), https://learn.microsoft.com/azure/postgresql/backup-restore/concepts-business-continuity (accessed Oct 21, 2026).
1. Microsoft Learn, “Reliability in Azure Database for PostgreSQL,” section “Resilience to region-wide failures” (up to five read replicas; asynchronous physical replication; cross-region lag typically at least several minutes, depending on write load and latency), https://learn.microsoft.com/azure/reliability/reliability-database-postgresql (accessed Oct 21, 2026).
1. Microsoft Learn, “Read replicas in Azure Database for PostgreSQL flexible server,” section “When to use a read replica” (not intended for synchronous replication scenarios; geo-replicas typically lag more than same-region replicas), https://learn.microsoft.com/azure/postgresql/read-replica/concepts-read-replicas (accessed Oct 21, 2026).
1. etcd, “Learner” design note (a learner joins as a non-voting member and can neither vote nor count toward quorum until promoted), https://etcd.io/docs/v3.5/learning/design-learner/ (accessed Oct 21, 2026).
1. M. Shapiro, N. Preguiça, C. Baquero and M. Zawirski, “Conflict-free Replicated Data Types,” SSS 2011, LNCS 6976, pp. 386–400; INRIA Research Report RR-7687, https://hal.sorbonne-universite.fr/inria-00609399v1 (accessed Oct 21, 2026).
1. Microsoft Learn, “Secure applications and APIs by validating claims,” section “Validate the tenant,” https://learn.microsoft.com/entra/identity-platform/claims-validation (accessed Oct 21, 2026).
1. Microsoft Learn, “Connect with managed identity in Azure Database for PostgreSQL flexible server” (the access token is passed in the password field), https://learn.microsoft.com/azure/postgresql/security/security-connect-with-managed-identity (accessed Oct 21, 2026).
1. Amazon Web Services, Amazon RDS User Guide, “IAM database authentication for MariaDB, MySQL, and PostgreSQL” (authentication token lifetime 15 minutes; used in place of a password), https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html (accessed Oct 21, 2026).
1. Microsoft Learn, “Use Microsoft Entra ID authentication in Azure Database for PostgreSQL flexible server,” section “Authenticate with Microsoft Entra ID” (token resource value differs by cloud; look it up with az cloud show), https://learn.microsoft.com/azure/postgresql/security/security-entra-configure (accessed Oct 21, 2026).
1. CISA, The Journey to Zero Trust: Using Secure Access Service Edge in a Modern TIC 3.0 Solution, Version 1.0, June 2026, Sec. 5.1 (legacy architectures: branch offices tunnel to the MTIPS provider; backhaul increases contention and latency), Sec. 5.2 (trust zones: SASE agents or branch NGFWs forwarding to SASE), Sec. 5.5 (replacing MTIPS requires equivalent telemetry; CLAW) and Appendix C, https://www.cisa.gov/resources-tools/resources/using-sase-modern-tic-30-solution (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft 365 network connectivity principles,” section “Avoid network hairpins,” https://learn.microsoft.com/microsoft-365/enterprise/microsoft-365-network-connectivity-principles (accessed Oct 21, 2026).
1. CISA, Trusted Internet Connections 3.0 Branch Office Use Case, Version 3.0, publication September 2026, Secs. 6.1–6.3 (security patterns and their options), https://www.cisa.gov/sites/default/files/2026-10/tic-3-branch-office-use-september-2026-508c.pdf (accessed Oct 21, 2026).
1. NIST SP 800-53 Rev. 5, release 5.2.0, SC-7(4) External Telecommunications Services (managed interface and traffic-flow policy per service; documented, time-bound, reviewed exceptions), OSCAL catalog https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026).
[bookmark: _Toc00001358]Chapter 09 — Who Owns the Network and Its Transport
The most expensive network mistakes in this book are not engineering errors but ownership gaps: a circuit bought before anyone owned the governor, a cutover before anyone filed the boundary change, a telemetry contract cancelled before anyone confirmed its replacement; naming one decider for each of those steps is cheaper than any product.
[bookmark: _Toc00001359]In this chapter
The people who decide, do and advise when transport, branch control, TIC 3.0 posture and network access control change: the sponsor and CIO, the authorizing official, the system owner, the CISO and ISSO, security architecture, network engineering, telecommunications acquisition and the contracting officer, security operations and its CISA reporting, endpoint and identity engineering, field-office facilities, application owners and the help desk. A responsibility matrix covers each decision; the decision sequence gets an owner per step; and a role map shows where each team needs access.
Network ownership used to look simple because the network was one thing. A network team ran the circuits, the routers and the firewall; the telecom office paid the bills; security reviewed changes when asked. The architecture in this book breaks that into pieces with different owners. Chapter 02 separates transport, which is a physics and acquisition decision, from control, which is a compliance decision. Chapter 03 puts TIC 3.0 capability mapping, CISA telemetry and the authorization boundary in front of every branch change. Chapter 07 moves device admission from an Active Directory server role to a policy decision that reads Intune. Each piece now has a natural owner, and none of them is “the network team” in general.
The sources keep arriving at the same instruction. The short paper on SD-WAN and direct internet access ends with an ask: before the next transport or SD-WAN procurement, run the decision sequence, file the boundary update and have it decided before cutover, and name an owner for each step. The Long Interim explains why branch-edge programs take years by listing things that are all ownership problems: acquisition competes for the same contracting staff as everything else, a new device class at every branch is assessment work for the same security staff, TIC 3.0 adoption is mapping and telemetry work rather than a purchase, and an agency promising an SD-WAN program alongside its other deadlines is promising the same people twice. The field-office paper names the failure that costs the most: decommissioning managed TIC circuits before CISA confirms the replacement telemetry, which trades one compliance gap for a worse one.
Book 02, Chapter 06 sets out the migration-wide ownership model and the Risk Management Framework roles. Book 05, Chapter 06 applies it to endpoints, Book 07, Chapter 05 to certificates and Book 08, Chapter 09 to DNS, DHCP and IPAM. This chapter applies it to transport, the branch control layer and network access control. The roles, the matrix and the role map are the program’s recommended model. Adapt them to the agency’s governance, but keep one decider per row.
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Who decides, who builds and runs, and who supports the network, its transport and network access control.
[bookmark: _Toc00001360]Where the roles come from
Four parts of the series supply the inputs.
The decision sequence comes from Chapter 02 and is sequenced in Chapter 13: secure the governor first (step 0), then buy the pipe on measured physics within the acquisition and supply-chain envelope; deploy the governor before production traffic; treat the boundary change as the significant change it is; handle Microsoft 365 traffic through its own documented exception; and register the supporting evidence. Doing these out of order, especially lighting up fast connections before the security layer is live, is the most common and most costly mistake in the series. Each step has a different natural owner, which is why it goes wrong: the person who can order a circuit isn’t the person who can accept a boundary change.
The exception instruments for Microsoft 365 Optimize traffic (Chapter 12 and Appendix A) already assign signers on purpose. The authorizing official signs the SC-7(4) traffic-flow exception memo, because the exception is the one thing that can’t be transferred. The system owner signs the site register that says which sites and circuits are in scope and when each ends. The architecture review board signs the determination that the design is TIC 3.0 conformant and where each policy enforcement point (PEP) capability now sits, and the ISSO concurs. Keeping the architecture determination separate from the risk acceptance is deliberate: each signer answers a question that is actually theirs. This chapter generalizes that discipline to the rest of the network.
The field-office case in Chapter 11 supplies the coordination items that sit on the critical path: acquisition engaged in Chapter 11’s Phase 0 rather than at cutover, branch migration waves keyed to contract renewal dates already in the pipeline, CLAW onboarding started alongside the accreditation package, and each branch’s MPLS or managed TIC decommission gated on confirmed telemetry parity. CISA’s guidance for agencies replacing MTIPS with SASE says that integrating SASE telemetry with CISA’s Comprehensive Log Aggregation Warehouse (CLAW) “requires coordination among agencies, CISA, and SASE”; that is a three-party dependency, not a configuration change one team completes.1
The program’s network and access modernization charter supplies the structure. Its purpose is to replace perimeter-and-VPN remote access and static wide-area networking with identity-driven, application-aware access over an authoritative naming and addressing plane. It names four domain leads (naming and addressing, identity-driven access, customer-edge enforcement, and certificates) under a project sponsor and lead who are still to be named, and its principles assign authority before technology: identity is the root namespace; the naming plane is a truth plane that other inventories reconcile to; access decisions consume identity and don’t keep a parallel identity authority; overlays are certificate-anchored where feasible; and the customer-owned half of boundary and encryption controls, which no cloud provider’s authorization covers, is in scope. The domain leads map onto this book’s roles: naming and addressing is Book 08’s DNS/DDI team, certificates are Book 07’s PKI administrators, and identity-driven access and customer-edge enforcement are split below between network engineering, security architecture and endpoint and identity engineering.
[bookmark: _Toc00001361]Decision rights and work are different things
The program separates three kinds of involvement, as Book 02 does. A role decides when it is accountable for the outcome and can say no. A role does the work when it builds, configures, buys or runs the thing. A role is consulted when the decision can’t be made well without its input, even though the decision isn’t its to make.
The split matters more for networks than for most systems, because many network decisions are risk decisions that look like engineering or purchasing. Turning on local internet breakout at a branch before the governor’s inspection is live leaves that branch’s egress outside any assessed boundary. Terminating a managed TIC circuit before CISA confirms CLAW telemetry removes visibility CISA had yesterday. Exempting Microsoft 365 Optimize traffic from inspection punctures named controls (SI-3, SI-4(10), AC-4 and AU-3, as Chapter 12 records). Keeping a MAC Authentication Bypass exception with no end date leaves a spoofable path into a segment. The authorizing official is the senior official who accepts security and privacy risk to organizational operations, assets and individuals under the Risk Management Framework,2 so decisions that amount to accepting risk have to reach that person, not stop at a change ticket or a purchase order.
Two more facts shape the split. FedRAMP certifies the security posture of a cloud service; it says nothing about the network topology an agency uses to reach it, and it neither prohibits SD-WAN nor requires hairpin routing (Chapter 03 states this precisely). An architectural refusal with no identifiable control basis is therefore a governance failure in its own right, and the program records it as one, with the refusing role named. And the contract is a decision right of its own: under the Federal Acquisition Regulation only contracting officers have authority to enter into, administer or terminate contracts, within the limits of their written delegation.3 No engineer can cancel a circuit, however obviously redundant it is.
[bookmark: _Toc00001362]The roles
The sponsor and CIO set scope, funding and sequence. In the program’s model they decide which governor platforms the agency adopts (SD-WAN, SASE, NAC), the order of branch waves, and when legacy transport and NPS are retired. They also own the honest version of the plan. A program conceived now usually lands in a later budget year, a capital refresh across hundreds of sites rarely fits inside operations and maintenance, and the same network and security staff are carrying other federal deadlines at the same time (Chapter 10 lists them). Saying so in the program plan is more credible than promising the same people twice. The CIO breaks ties between network engineering, security architecture and the cloud and endpoint teams, which will happen, because all of them can reasonably claim the branch edge.
The authorizing official accepts residual risk. For this book that means four things. The boundary change: a new device class at every branch, a new egress path or a new governor changes the system described in the authorization package, and the program treats it as a significant change that is decided before cutover, not discovered by an assessor afterwards. The SC-7(4) traffic-flow exception for Microsoft 365 Optimize traffic, which SP 800-53 requires to be documented with its mission need and duration and reviewed on a cadence.4 The interim posture: when neither SD-WAN nor a TIC 3.0 use case is close, The Long Interim recommends recording which control assertions depend on transport evidence that doesn’t exist, the compensating measures, and the funded remediation, because an undocumented gap found by an assessor is a finding and a documented gap with a plan is an accepted risk (Chapter 10). And every standing exception: a MAB device class with no end date, a site that can’t be redirected to an agency resolver, a branch that keeps a path around the governor.
The system owner owns the authorization boundary and the package that describes it. In the program’s model the system owner signs the site register for any exception, prepares the boundary change with the ISSO, owns each site’s cutover go/no-go against the gates in Chapter 13, and names a revert owner for every site who can act within one shift without a change board. The system owner is also where the “governor before traffic” rule is enforced: a site whose control layer isn’t live and logging doesn’t get its new egress turned on.
The CISO and ISSO decide the control requirements the network has to meet: which TIC 3.0 security capabilities apply and at what level, encryption on each path, what is logged and for how long, posture requirements for network admission, the MAB policy, and the evidence an assessor will read. The CISO also sets the acquisition envelope for security: cryptographic module validation, supply-chain requirements and post-quantum readiness for equipment that terminates TLS or IPsec. FIPS 140-2 validations moved to the CMVP Historical List in September 2026; CMVP supports their continued use in existing systems, but new purchases should state the validation expectation explicitly rather than inherit it.5 The ISSO assembles the evidence, tracks findings to closure and concurs on the architecture review determination. The CISO owns the confirmation that CISA telemetry has reached parity before any legacy TIC path is decommissioned.
Security architecture owns the design determinations that sit between engineering and risk: TIC 3.0 use case selection and capability mapping, where each PEP capability lives (campus, SASE, endpoint), the reference architecture choices in Chapter 08, and the target attributes every equipment refresh must carry. In many agencies it chairs or staffs the architecture review board. It decides whether a design is conformant. It doesn’t accept the risk of a non-conformant one; that goes to the authorizing official.
Network engineering owns transport and the control layer as built and run. It chooses each site’s transport on measured physics (fiber, MPLS, LEO satellite, 5G) and verifies diversity physically, because two circuits in one conduit aren’t diverse. It designs and operates SD-WAN edges and controllers, SASE connectors, branch switching and wireless, the NAC platform and its RADIUS service, the CoA path, and the edge settings other books depend on: the redirect-dns target that Book 08, Chapter 05 makes a DNS/DDI decision, DHCP relay and snooping, and 802.1X on every access port. It also owns the hardening of the governor itself. Chapter 02 makes the point that the governor is attack surface; Chapter 05 covers securing the controller and edges. Network engineering is the team most likely to be over-trusted, because its administrators can change every path at once. The program’s answer is the same as for the DNS/DDI team in Book 08: scoped administrative roles in the controller, a second approver for changes to policy that affect inspection or egress, and privileged access that is eligible rather than standing where the platform supports it.
Telecommunications acquisition and the contracting officer own the contracts. Enterprise Infrastructure Solutions (EIS) is GSA’s multiple-award contract for federal telecommunications and networking; its first option period runs to July 31, 2027 and its second to July 30, 2032, agencies order through task orders, and GSA solutions brokers can help define requirements and execute those orders.6 A branch-edge program is an EIS task order or a competed acquisition, and requirements, market research, solicitation, evaluation and award take quarters before a device ships. The acquisition team’s job in this book is to be engaged in Chapter 11’s Phase 0, to sequence branch waves to renewal dates already in the pipeline, to write the security envelope the CISO sets into every order, and to terminate circuits only when the matrix below says the gate has passed. Telecommunications services diversity (CP-8, alternate telecommunications services with agreements that let essential functions resume within a defined time4) is the one control family that transport selection itself supports, so acquisition and network engineering own it together.
Security operations receives what the network emits: governor and SASE logs, NAC accounting and alerts, Protective DNS hits, and the telemetry CISA receives. It is the agency’s working end of the three-party CLAW coordination with CISA and the vendor.1 It confirms, per branch, that the replacement telemetry is flowing before the CISO signs off on a decommission, and it runs the detections Chapter 07 specifies, including the one that matters most: a valid device certificate presented from the wrong hardware. Security operations is consulted on every inspection exception and every MAB exception, because it is the team that finds out when an exception gets used.
Endpoint and identity engineering own the device and identity side of network decisions. Endpoint engineering builds the Wi-Fi, wired and VPN profiles, the certificate and trusted root profiles they reference and the Intune compliance policies that become NAC posture; in Intune the built-in Policy and Profile Manager role is enough to create wired network profiles.7 Identity engineering registers the NAC product with Microsoft Entra ID and grants it delegated permissions to the Intune NAC API, which is how the compliance retrieval service is enabled,8 and builds the Conditional Access inputs that carry device posture into tokens; per Book 04, Chapter 06, security approves Conditional Access changes through change control and a security administrator makes them. Both do the work. Neither decides the posture requirement; the CISO does.
Field-office facilities own the physical layer that the architecture assumes: wiring closets and their access control, power and cooling for new edge equipment, building entrances for diverse carriers, and the on-site hands that every branch cutover needs. Two NAC facts make facilities a real party. Vacated office space keeps live switch ports until someone tells network engineering to shut them, and many of the devices that fall to MAB (badge readers, HVAC controllers, cameras) are owned by facilities or physical security, not IT. Facilities is consulted on every site wave and does the work of registering its own devices before MAB approval. The field-office paper’s assumptions about seat distribution by office also come from facilities and HR headcount data, so facilities is the source of record for site sizing.
Application owners own the part of user experience that transport can’t fix. In an interval where transport can’t change, reducing an application’s round trips is the only lever that moves its performance (Chapter 06), and it belongs to the application owner. Application owners also accept cutover windows for their own traffic, state which path class their application needs, and are consulted on any inspection exception that covers their traffic.
The help desk fields what users report as “the network is down”: a quarantined device behind the captive portal, a laptop whose certificate expired, a slow application at a newly cut-over branch. It needs read access to NAC session results and SD-WAN path status, runbooks, and a clear escalation path. It doesn’t hold write roles in the controller or the NAC policy. Re-pushing a device’s certificate profile is a help desk action. Changing a VLAN assignment isn’t.
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D = decides (accountable) · R = does the work · C = consulted · blank = informed at most.

	Decision or work item
	Sponsor / CIO
	AO
	System owner
	CISO / ISSO
	Security arch.
	Network eng.
	Acquisition / CO
	SecOps
	Endpoint and identity
	Facilities
	App owners

	Governor platforms: SD-WAN, SASE, NAC
	D
	C
	C
	C
	C
	R
	R
	C
	C
	
	

	Transport per site on measured physics
	C
	
	
	
	C
	D, R
	C
	
	
	C
	C

	Telecommunications diversity (CP-8) and physical path verification
	
	
	C
	C
	
	D, R
	R
	
	
	R
	

	Security envelope for purchases: module validation, supply chain, PQC
	
	
	
	D
	C
	C
	R
	
	
	
	

	Target attributes for every equipment refresh, including BOD 26-02 replacements
	C
	
	
	C
	D, R
	R
	R
	
	
	
	

	EIS task orders and modifications
	C
	
	
	C
	
	C
	D, R
	
	
	
	

	TIC 3.0 use case and PEP capability placement
	
	C
	C
	C
	D, R
	C
	
	C
	C
	
	

	Architecture review determination (conformance)
	
	
	C
	C
	D
	R
	
	C
	
	
	

	Boundary change filed and decided before cutover
	C
	D
	R
	R
	C
	C
	
	
	
	
	

	Governor live and logging before production traffic, per site
	
	
	D
	C
	
	R
	
	C
	
	C
	C

	Site cutover window, rollback and revert owner
	
	
	D
	
	
	R
	
	C
	
	R
	C

	SC-7(4) exception for Microsoft 365 Optimize traffic
	C
	D
	R
	C
	R
	R
	
	C
	C
	
	C

	Controller and edge hardening; administrative access to the governor
	
	
	
	D
	C
	R
	
	C
	
	
	

	CLAW onboarding with CISA and the vendor
	C
	
	C
	D
	C
	R
	C
	R
	
	
	

	CISA telemetry parity confirmed, per branch
	
	
	C
	D
	
	C
	
	R
	
	
	

	Managed TIC and MPLS circuit termination, per branch
	C
	
	C
	C
	
	C
	D, R
	C
	
	
	

	NAC posture requirements and policy tiers
	
	
	
	D
	C
	R
	
	C
	R
	
	

	802.1X enforcement phase per site (monitor, then enforce)
	
	
	C
	C
	
	D, R
	
	C
	R
	C
	

	MAB exception for a device class
	
	
	
	D
	
	R
	
	C
	
	R
	

	Standing MAB or bypass exception with no end date
	
	D
	R
	C
	
	R
	
	C
	
	C
	

	NPS retirement timing
	D
	C
	C
	C
	
	R
	
	C
	R
	
	

	Interim posture: documented gap and compensating measures
	C
	D
	R
	R
	C
	C
	
	C
	
	
	

	Application chattiness remediation
	
	
	
	
	
	C
	
	
	
	
	D, R

	Logging and detections for governor and NAC
	
	
	
	D
	C
	R
	
	R
	C
	
	



Five rows need comment. The governor row gives the platform decision to the CIO because it fixes cost and the boundary for years, while network engineering and acquisition do the work. The boundary change and the governor before traffic rows split on purpose: the authorizing official decides whether the boundary may change, but the system owner decides, site by site, whether a site is ready, because a site without its control layer live is the cheapest way to turn an approved design into an unapproved one. The telemetry rows split three ways: the CISO decides CLAW onboarding and parity, security operations does the confirming, and the contracting officer terminates the circuit only after that confirmation, which is how the field-office paper’s (Chapter 11’s) Phase 2 exit criterion becomes enforceable. The MAB rows split on time, like the exception rows in Books 05 and 08: the CISO can approve an exception for a device class, but one with no end date goes to the authorizing official. And the refresh row gives security architecture the decision, because BOD 26-02 has put boundary edge-device replacement on a directive clock (decommissioning milestones at 12 and 18 months from February 5, 2026),9 and a refresh run as like-for-like replacement forecloses the architecture question for the life of the new equipment. The Long Interim calls telling the people scoping those replacements, in writing, what the eventual target needs the cheapest high-value action available. The directive covers devices on the network boundary, so interior access switches may need their own justification.
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Each step in the decision sequence has one decider, and the gate between steps is a named person, not a date.
	Step
	Decides
	Does
	The gate that ends the step

	0. Secure the governor first
	CISO / ISSO
	Network engineering, with security architecture and security operations consulted
	Controller and edges under vulnerability management, privileged-access control and off-box logging before they carry production traffic

	1. Buy the pipe on measured physics within the acquisition and supply-chain envelope
	Network engineering for the physics; contracting officer for the order
	Network engineering, acquisition, facilities
	Measured latency and diversity recorded per site; order placed against a renewal date

	2. Deploy the governor before production traffic
	System owner, per site
	Network engineering
	Control layer live, inspecting and logging to the SIEM

	3. Treat the boundary change as a significant change
	Authorizing official
	System owner and ISSO
	Boundary change decided before the first production cutover

	4. Handle Microsoft 365 traffic through its own documented exception
	Authorizing official
	System owner, security architecture
	SC-7(4) memo signed; site register current

	5. Register the supporting evidence
	CISO
	ISSO, security operations
	Evidence registered; CISA telemetry parity confirmed before any legacy circuit ends


Chapter 13 explains why the order matters and what evidence each gate needs. This table only answers who can say the gate has passed.
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Decision rights don’t change what a console lets someone do. Roles do, and a modernized network has more consoles than the old one: the SD-WAN or SASE controller, the NAC platform (and NPS until it retires), the switches and wireless controllers, Intune, Microsoft Entra ID, and the contract record. The program maps each team to the least-privileged role in each system it touches. Role names below are generic because they differ by product; map them to the platform’s own role model.

	Team
	SD-WAN / SASE controller
	NAC platform and NPS
	Switches and wireless
	Intune and Entra ID
	Contract record

	Network engineering
	Administrator, eligible not standing; second approver for egress and inspection policy
	Administrator; NPS local administrators until retirement
	Administrator through the controller or an AAA-backed account
	Read device and compliance data
	Read

	Security architecture
	Read; policy reviewer
	Read
	Read
	Read
	Read

	Security operations
	Read and log export
	Read session and accounting data; quarantine action if the CISO assigns it
	Read
	Read compliance data
	None

	ISSO and assessors
	Auditor
	Auditor
	Read configuration exports
	Read reports
	Read

	Endpoint and identity engineering
	None
	Read, to diagnose posture
	None
	Policy and Profile Manager for network and certificate profiles;7 consent for the NAC application8
	None

	Acquisition and contracting officer
	None
	None
	None
	None
	Owner

	Facilities
	None
	Request MAB registrations
	None
	None
	Read

	Help desk
	Read path status
	Read session results; re-run authentication
	None
	Sync device; re-push profiles
	None



Two notes. The service accounts that connect these systems are the most powerful identities in the design: the NAC platform’s application registration can read the compliance state of every device, the CoA client can move any port, and the controller’s integration accounts can change every branch’s policy. They belong to the team that owns the platform, they are non-interactive, and their credentials are rotated and evidenced like any other privileged secret. And the NPS column gets shorter every phase; by the time NPS retires, its local administrators and its exported configuration files, which carry RADIUS shared secrets in clear text (Chapter 07), should be gone with it.
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The program’s network and access plan runs in five phases. Its success measures are deliberately small: an authoritative naming plane operational for the pilot, an identity-driven access path for a pilot population with the VPN path documented as residual, at least one access or path decision emitted as a claim with provenance, and the customer-edge approach and boundary dispositions documented for every network service in scope.
	Phase
	What it establishes
	Who owns it in this book

	0. Charter and alignment
	Naming-plane ownership, pilot population, boundary dispositions
	Sponsor and CIO; system owner for dispositions

	1. Naming and addressing
	The authoritative DNS, DHCP and IPAM plane as the asset-identity join key
	DNS/DDI team (Book 08)

	2. Identity availability
	Identity claims reachable by every access decision point; gaps listed
	Identity engineering (Book 04)

	3. Identity-driven access pilot
	ZTNA or SASE for a pilot population; residual VPN path documented
	Network engineering, with security architecture

	4. Customer-edge enforcement and evidence
	The 802.1X or equivalent approach and its accreditation path; one decision emitted as a claim
	Network engineering for enforcement; CISO and ISSO for evidence


The charter’s out-of-scope list is worth keeping visible: it doesn’t replace existing wide-area contracts in the first phase, doesn’t attempt microsegmentation inside every workload, and doesn’t design for non-federal networks. Its first actions are the ones this chapter’s matrix makes assignable: confirm who owns the naming plane, inventory current remote-access paths and residual VPN use, find where identity claims can be consumed, and define the pilot.
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	Old habit
	What replaces it

	The network team decides the network
	One decider per row; network engineering does most of the work and decides physics and enforcement phasing

	Circuits are ordered when they’re cheap
	Orders follow measured physics and the CISO’s envelope, sequenced to renewal dates, placed by the contracting officer

	The fast connection goes live first
	The system owner confirms the governor is live and logging before production traffic moves

	The boundary change is written after cutover
	The authorizing official decides the boundary change before the first production cutover

	Inspection exemptions are a firewall rule
	An SC-7(4) exception signed by the authorizing official, with a site register and a review date

	A managed TIC circuit is cancelled when the branch moves
	It is terminated only after security operations confirms CISA telemetry parity for that branch

	NPS belongs to whoever runs the domain controllers
	The NAC platform belongs to network engineering, posture to the CISO, profiles to endpoint engineering, and retirement timing to the CIO

	A refresh replaces like with like
	Security architecture writes the target attributes into every refresh, including directive-driven ones

	“FedRAMP won’t allow it” ends the conversation
	The refusing role names the control, or the refusal is recorded as a governance failure
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[bookmark: _Toc00001369]Chapter 10 — The Long Interim
The years before the architecture can be bought aren’t a waiting room: most of the program’s work can start now, and one directive is already spending the money.
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Why a branch-edge policy layer feeding a cloud-delivered security stack is the architecture that remains once every alternative has closed, and which of its functions an agency can assemble before any award. Why the target is years away, and the one directive (BOD 26-02) that pulls the branch hardware refresh into the interval anyway. The ten interim actions that need no acquisition, and the engineering realities they have to respect. Cost and the measurement plan are Chapter 13’s subject; the policy facts behind this chapter are set out in Chapter 03.
Most writing about federal branch networking assumes the agency is about to deploy SD-WAN and adopt a TIC 3.0 use case. For many agencies neither is true, and neither will be true for years. The acquisition isn’t funded, the task orders aren’t placed, the branch count runs to hundreds or thousands, and the network and security staff who would run the program are already carrying three other federal deadlines that fall inside the next fifteen months.
This chapter is about that interval. Its argument has three parts. First, the architecture this book recommends is the residual one: it is what is left after the alternatives closed, one at a time, and it should be argued that way rather than as a mandate. Second, the target is genuinely far off, for structural reasons a program plan should state honestly. Third, the interval is not empty. Five of the six functions a branch-edge layer provides are partly obtainable now, a directive-driven hardware refresh will happen inside the interval whatever is funded, and ten actions the eventual program needs anyway can be done without an award.
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Five alternatives to a branch-edge policy layer, each closed for its own reason; what remains is local breakout, a cloud-delivered security stack and a policy layer at the branch edge.
[bookmark: _Toc00001371]The case by elimination
The case for a branch-edge policy layer is usually made forward, from its benefits. It is stronger made backward, from what is left. Chapter 03 establishes that no federal instrument requires SD-WAN or SASE; CISA’s June 2026 SASE guidance describes SASE as a compliant path for TIC 3.0, and it presents itself as guidance for agencies, not as a requirement.1 So the architecture can’t be justified by mandate. It can be justified because every alternative has closed.
The legacy transport vehicles have expired
GSA reports that the expiring telecommunications contracts, Networx among them, had all ended by May 31, 2026.2 As of August 31, 2026, 219 agencies had completed their transition to Enterprise Infrastructure Solutions (EIS), whose first option period runs to July 31, 2027 and second to July 30, 2032.34 (The source paper’s figure of 214 agencies as of July 31, 2026 is superseded by GSA’s later count. GSA’s own August report tabulates 221; this book uses the figure on GSA’s transition page.)
MTIPS is still orderable under EIS as a managed security service for the TIC 3.0 Traditional use case, so the expiry doesn’t eliminate managed TIC services.5 What it does mean is that every agency has already been through a transition decision. The architecture is now a task-order question rather than a contract-vehicle question, and an agency that meant to defer the decision until its vehicle changed has run out of deferral.
One scoping detail is worth settling early. GSA’s TIC page lists “SD-WAN Service as fully managed, co-managed, or do-it-yourself implementations” among the EIS services for the Branch Office, Remote User, Cloud and other TIC 3.0 use cases,5 and CISA’s TIC FAQ says EIS provides SD-WAN networking and connectivity options to and from agency networks, cloud services and the internet.6 The summary service list on GSA’s main EIS page doesn’t name SD-WAN separately,4 so before the requirement is written, the agency should confirm with GSA and its EIS contractor which EIS service and line items the branch-edge layer will be ordered under. Chapter 09 assigns that to the telecom acquisition owner.
The hairpin is what policy moved away from
OMB M-19-26 (September 12, 2019) rescinded M-08-05 and the related TIC memoranda and replaced physical-routing compliance with capability-based compliance; agencies can use approved TIC 3.0 use cases “without being required to route traffic through a TICAP/MTIPS solution.”7 CISA’s account of why is unusually direct. The TIC 3.0 Program Guidebook says that over time “greater bandwidth demands, transport encryption, and perimeter services were placed on agency TIC access points beyond their ability to scale,” and that the growing demands and degraded performance “increased the cost and decreased the effectiveness of the TIC initiative when using cloud services.”8
That is the government stating in policy that the transport model degraded performance and raised cost for cloud services. The hairpin architecture is still permitted, and an agency running it is not out of compliance. It is now the expensive option, defended on its own merits. Chapter 01 prices the hairpin in milliseconds.
A new agency-operated access point is a capital and staffing commitment
Standing up or expanding an agency-operated TIC access point is still allowed. It takes capital, floor space, a refresh cycle, and staff to run an inspection stack around the clock. For an agency that already has one, continuing is rational. For an agency that doesn’t, building one now to serve cloud-bound branch traffic has to be defended against every alternative in this section, and the program knows of few agencies making that case.
VPN backhaul is a hairpin under another name
Backhauling branch traffic over IPsec to a data center and egressing there still works and is still widely deployed. It is also a hairpin: it adds the data center round trip to every cloud interaction, concentrates capacity at the aggregation point, and gives the branch none of the functions in the table below. Where it persists, it usually persists because the concentrator is already paid for.
Cloud-provider private connectivity solves less than agencies assume
Dedicated private connectivity into a cloud provider, the ExpressRoute and Direct Connect family, is good for what it covers: traffic between agency infrastructure and that provider’s regions. It doesn’t cover SaaS in general, the open internet or a second provider, and it governs nothing at the branch. An agency with private connectivity to its primary cloud and nothing at the branch edge has solved the leg it was least worried about.
Microsoft 365 deserves separate treatment, because many agencies were approved for ExpressRoute for Office 365 years ago and haven’t revisited the approval. An authorization granted then is not a statement of current Microsoft guidance, and the guidance has changed underneath it:
· Microsoft no longer recommends it. The Azure documentation’s section on when to use ExpressRoute for Microsoft 365 now reads, in full, “We no longer recommend the use of ExpressRoute for Microsoft 365 traffic.”9 The Microsoft 365 documentation adds that Microsoft authorization is required and is granted “only in the rare scenarios where it’s necessary.”10
· Microsoft’s flagship connectivity guidance doesn’t mention it. The Microsoft 365 network connectivity principles page (updated August 2026) doesn’t contain the word “ExpressRoute.” Its recommendation runs the other way: direct internet access “should be prioritized for the Microsoft 365 domains by reducing reliance on wide area network (WAN) backhauling, avoiding network hairpins.”11 Microsoft’s endpoint-management guidance names SD-WAN devices that support automated Microsoft 365 configuration as the easiest way to choose which requests to trust.12 (The source paper placed that SD-WAN sentence on the principles page; it is on the endpoint-management page.)
· It can’t carry all Microsoft 365 traffic, and never could. Microsoft states that “some Microsoft 365 traffic can only be routed through the Internet,” and that Microsoft 365 requires internet connectivity however the rest is managed.912 Route filters advertise IP prefixes, and Default-category endpoints publish none. In the Worldwide endpoint data current on November 9, 2026 (version 2026103000), 10 of 62 endpoint sets are marked for ExpressRoute and 52 are not. The 52 include the device-registration endpoint enterpriseregistration.windows.net and the certificate revocation (CRL and OCSP) endpoints, all marked required.13 (The source paper counted roughly seven against forty.) A circuit can never be an agency’s only path to Microsoft 365, so a compliant internet egress path is mandatory beside it, and the branch-edge question isn’t avoided by having a circuit.
· Old circuits may still be advertising. Microsoft documents that Microsoft peering on circuits configured before August 1, 2017, “will have all Microsoft Office service prefixes advertised through Microsoft peering, even without route filters.”14 An agency with an older circuit may be advertising Office 365 prefixes today with no route filter and no current authorization on file. Check it as a discrete action rather than assuming.
· The GCC arrangement is documented as working but not as to how. Office 365 GCC pairs with Microsoft Entra ID in commercial Azure, while GCC High and DoD pair with Azure Government.15 GCC has no endpoint web service instance of its own (the valid instances are Worldwide, China, USGovDoD and USGovGCCHigh) and uses the Worldwide list.13 The ExpressRoute FAQ nonetheless says Office 365 GCC endpoints “are reachable through the Azure US Government ExpressRoute,” after a support ticket listing the prefixes to be advertised.16 Nearby on the same page, Microsoft says Azure Government peering is limited to public IPs within Azure Government regions and doesn’t extend to commercial ranges, which is where GCC endpoints sit. Microsoft doesn’t reconcile the two or state which prefixes the GCC arrangement uses. Don’t assume an existing Azure Government circuit carries GCC traffic; confirm the prefix arrangement with Microsoft in writing, and record the ambiguity in the architecture documentation.
· Hairpinning to a circuit is a defect, not a design. Microsoft’s implementation guidance says a discovered hairpin “should be remediated before continuing. Either find another meet-me location, or use selective Internet breakout egress points to avoid the hairpin.”17
Microsoft’s guidance to bypass inspection for Microsoft 365 applies to circuit paths as well as internet paths, so a circuit creates no inspection-friendly exception. How an agency reconciles that guidance with an inspect-everything boundary is Chapter 12’s subject. For GCC-Moderate tenants, Microsoft 365 informed network routing isn’t available either (Book 08, Appendix C).
What is left, and what is actually scarce
What remains is local internet breakout at the branch, a cloud-delivered security stack at a nearby point of presence, and a policy layer at the branch edge deciding what goes where (Chapter 08 draws it). The scarcity is in the product category, not in the functions, and an agency that can’t buy for three years should be clear about which it is short of:
	Function
	What it provides
	Obtainable before an award?

	Application-aware steering
	Per-application path assignment
	Partly: policy-based routing on existing edge equipment, for a small number of classes

	Multi-link use and failover
	Concurrent links, sub-second failover
	Rarely: the function most dependent on the product

	Path-health measurement
	Continuous per-path latency, jitter and loss
	Yes: synthetic transactions, IPFIX or NetFlow, endpoint telemetry

	Queue management before the WAN
	Priority queuing where traffic enters the constrained link
	Partly: most branch routers can mark and queue

	Deterministic egress
	A stable, documented source address per branch
	Usually: a NAT configuration decision

	Per-application telemetry
	Evidence for SC-7, SI-4 and CA-7 assertions
	Partly: flow records plus application logs, correlated by hand


Five of the six are obtainable now, at least in part; only multi-link use is rarely available. That is the practical content of this chapter for an agency that is years away, and the interim actions below build on it. The assessments in the right-hand column are the program’s engineering judgment, not measurements.
This is also where the argument is weakest, and the chapter should say so. “No alternative” is partly an artifact of how the market names things. A capable multi-WAN firewall with policy-based routing and good flow export delivers a meaningful share of the table without being sold as SD-WAN, and an agency with a modern firewall estate at its branches may be closer than it thinks. The defensible claim is narrower: no alternative product category has emerged, and assembling the functions separately costs more integration effort than it saves in license fees. In a long interim, though, integration effort is what an agency has, and license fees are what it doesn’t.
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The interval is long for structural reasons, and a program plan that names them is more credible than one that doesn’t.
· Acquisition. A branch-edge program is an EIS task order or a competed acquisition. Requirements, market research, solicitation, evaluation and award take several quarters before a device ships, and they compete for the same contracting staff as everything else.
· The budget cycle. Agencies send their initial budget submissions to OMB in September, and the President’s budget goes to Congress by the first Monday in February, for a fiscal year that starts the following October.18 A program conceived now has typically missed the submission for the next budget year, so it is a later-year execution item unless it can be absorbed into operations and maintenance, which a capital refresh across hundreds of sites generally can’t.
· Site count and field logistics. An agency with a thousand or more branches is running a multi-year deployment on physical logistics alone.
· Authorization. A new device class at every branch changes the boundary described in existing packages. That is assessment work, done by the same security staff (Chapter 13 covers the boundary change).
· TIC 3.0 adoption is not a purchase. It takes capability mapping, telemetry integration with CISA and documentation. That work is independent of hardware and can begin earlier. Chapter 03 explains why CLAW onboarding belongs on the critical path.
The binding constraint, though, is the competing mandates. Three federal requirements fall inside roughly fifteen months, and all of them draw on the staff a branch-edge program would need:
	Requirement
	What it demands
	When

	OMB M-26-14, agency logging
	An agency logging plan; maturity measured on a five-level model; retention re-architecture
	Plan due 90 days after CISA’s Logging Reference Architecture, published August 20, 2026: November 18, 2026; maturity milestones through mid-20271920

	OMB M-26-15, implementing EO 14412
	A post-quantum migration plan and cryptographic inventory; PQC-capable key exchange on infrastructure that terminates TLS or IPsec
	Plan due within 120 days of June 24, 2026 (October 22, 2026); migration through 203021

	CISA BOD 26-04
	Vulnerability management re-tooled to a four-variable risk model; tagging of externally reachable assets; quarterly attestation of exposed IP addresses
	Phase I immediately; Phase II (processes) at 60 days, about August 9, 2026; Phase III (remediation timelines and asset tagging) at 180 days, about December 7, 202622


(The source paper gave BOD 26-04’s dates as a policy update due August 7 and full compliance by December 7. The directive is phased: the policy update is immediate, and the 60-day phase covers processes and procedures. Chapter 03 tabulates M-26-14’s maturity milestones.)
An agency promising an SD-WAN program in the next fiscal year alongside these three is promising the same people twice. Saying so in the program plan is more credible than not saying it.
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There is one countervailing fact, and it is the most important planning item in this chapter.
BOD 26-02, Mitigating Risk From End-of-Support Edge Devices (February 5, 2026), requires agencies to decommission all identified end-of-support edge devices from their networks within 18 months, about August 5, 2027, after an inventory at three months and a first decommissioning milestone at twelve.23 Its definition of an edge device is a device on the boundary of an agency network that is accessible from the public internet: routers, switches, firewalls, wireless access points, load balancers and similar. A branch router with its own internet circuit meets that test. An interior access switch with no internet-facing interface does not, which is narrower than the source paper’s reading that every end-of-support switch and access point at a branch is in scope. Chapter 03 gives the full milestone table.
For an agency with aging branch equipment, a hardware refresh is now on a directive clock whether or not any architecture program is funded. That changes the interim calculation in two ways.
First, part of the capital the agency assumed it didn’t have is going to be spent anyway, on a compliance basis, inside the window this chapter calls years away. The refresh is not the architecture program, but it is money and field logistics committed to branch network hardware on a schedule.
Second, and more consequential: a refresh is exactly the moment a branch architecture gets chosen again, and the default choice is like-for-like. An agency that runs BOD 26-02 as a pure replacement exercise (same device class, same topology, same absence of policy and telemetry) will have spent the money and closed the architecture question for the service life of the new equipment.
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The BOD 26-02 refresh is the fork: a like-for-like replacement closes the architecture question for the life of the equipment; a replacement specified to the target’s attributes costs requirements time and keeps it open.
The recommendation is narrow and cheap: whoever is scoping BOD 26-02 replacements should be told, in writing, what the eventual target architecture requires of a branch device. The attributes are:
· application-aware steering and continuous path measurement;
· deterministic egress, with a stable and documented source address;
· per-application telemetry exportable to the agency’s log pipeline, which M-26-14 now makes a logging-maturity question;
· PQC-capable key exchange, because M-26-15 requires all network infrastructure that terminates TLS or IPsec, “including firewalls, Virtual Private Network concentrators, cloud gateways,” to support PQC-capable key exchanges using NIST PQC algorithms (in practice, ML-KEM under FIPS 203);2124
· a management plane built to BOD 23-02, which requires internet-exposed management interfaces of routers, firewalls and similar devices to be taken off the internet or placed behind a policy enforcement point separate from the interface itself, the preferred action;25 and
· an explicit cryptographic module validation expectation. NIST’s transition schedule moved all FIPS 140-2 certificates to the Historical List on September 22, 2026.26 That isn’t a ban on existing modules, but acquisition documents written now should state the FIPS 140-3 expectation rather than inherit an older one.
Current products don’t meet every attribute in every operating mode, which is why the attributes belong in writing. One example: Cisco documents hybrid ML-KEM key exchange for IKEv2 on its Catalyst 8000 edges only in autonomous mode, not in SD-WAN mode;27 and while its SD-WAN controllers are covered by an active FIPS 140-3 module (#4747), its current letters for the Catalyst 8200 and 8300 edges cite firmware-library certificates without naming SD-WAN mode, and the Catalyst 8300 platform certificate is on the Historical List.28 Chapter 11 carries both as risks for its example bill of materials.
Specifying those attributes in a compliance-driven refresh costs almost nothing at requirements time and preserves the option. Not specifying them spends the same money and closes it.
[bookmark: _Toc00001374]The interim posture
These are the actions an agency can take in the twelve to twenty-four months before it can buy an architecture. None needs an award or a completed use-case adoption, and all of them are work the eventual program needs anyway.
1. Write the policy before you can enforce it. Produce the application-to-path routing policy as a document: for each application class, the intended path, priority, failover behavior and source address presentation. Say plainly that enforcement is currently manual and partial. SC-7(4) requires a traffic flow policy for each managed interface to an external telecommunication service, and each exception to it documented with its mission need and duration.29 This document is what an assessor asks for when testing that assertion, and its absence is the finding, not the absence of a device. It also turns the eventual acquisition from a technology purchase into the enforcement of existing agency policy.
1. Measure what you can already measure. Synthetic transactions from branch endpoints, flow records from existing edge equipment and endpoint telemetry together produce per-branch latency, loss and jitter trends. Instrument a representative sample rather than everything. The output is a baseline: what fraction of user-visible application latency is transport-attributable, by branch and by application. Chapter 13 explains why having it before the next migration wave matters far more than having it after.
1. Establish deterministic egress. Usually a NAT configuration decision, and it pays three times. Applications keyed to a client address stop failing intermittently; location-aware Conditional Access policies start meaning what they were written to mean (Book 04); and the agency gains a documented, testable fact about each branch.
1. Close the cleartext-protocol exposure. SC-8(1) attaches to the information, not to the protocol, and CM-7(1) requires periodic review to find and disable nonsecure ports, protocols and services.29 Inventory the cleartext protocols crossing branch WAN links (LDAP, SMB, FTP, telnet, unencrypted database traffic, legacy line-of-business protocols) and treat the inventory as an SC-8 exposure register, with one of three dispositions per entry: encrypt at the application, tunnel that flow specifically, or retire it. A point-to-point tunnel for three legacy flows is small work and the highest-value encryption action available without an overlay. Chapter 03 explains why this, and not the WAN as a whole, is where encryption is load-bearing.
1. Verify the DNS path end to end. Confirm that egress resolution terminates at CISA’s Protective DNS, that root hints are disabled, and that no DDI platform or endpoint agent holds an independent resolver path to a vendor cloud. Test it rather than reading the design, because the failure is silent: resolution works and users notice nothing. Chapter 03 states the obligation and Book 08, Chapter 05 covers SD-WAN interception and encrypted DNS.
1. Finish the obligations that already apply. Encrypted DNS where supported, HTTPS for web and API traffic including internal traffic, HSTS and STARTTLS on public-facing services, and TLS 1.3 support (Chapter 03). An agency that hasn’t completed these is exposed on requirements that exist while contemplating an architecture justified by requirements that don’t.
1. Confirm the Active Directory paths. Five operations genuinely need a reachable domain controller: initial ticket-granting ticket acquisition at sign-in, service tickets for on-premises services, Group Policy retrieval from SYSVOL, password change, and Microsoft Entra hybrid join, whose devices need periodic line of sight to domain controllers.30 Give every branch a defined, monitored path for them (Chapter 06; Book 05, Chapter 02).
1. Fix chattiness where it dominates. In an interval where transport can’t change, cutting an application’s sequential round trips is the only lever that moves user experience, and it belongs to application owners (Chapter 06 does the arithmetic).
1. Specify the target attributes into the BOD 26-02 refresh. As set out above. It is the cheapest high-value action in this list.
1. Document the gap as an accepted risk. Record in the risk register and the affected packages which control assertions depend on transport evidence that doesn’t exist, the compensating measures above, and the remediation with its funding dependency. An undocumented gap found by an assessor is a finding; a documented gap with compensating measures and a plan is an accepted risk. The technical situation is identical; the institutional position isn’t. The authorizing official owns that acceptance (Chapter 09).
[bookmark: _Toc00001375]Engineering realities the interim has to respect
The interim posture changes paths without a governor at the branch, so it meets the same failure modes a full deployment would. Chapter 06 owns them; the three that most affect the interim actions are these.
· Address continuity, not sequence continuity. Long-lived stateful sessions fail on proxied and re-routed paths through resets, proxy idle timeouts, pinned or mutual TLS, unparseable protocols and MTU changes. A path change doesn’t break TCP sequence numbers, which belong to the endpoints; a re-route that changes the client’s apparent source address does break established connections. That is why deterministic egress (action 3) comes early.
· Kerberos tolerates NAT under Microsoft’s defaults. What breaks when a branch moves to local breakout is the private path to the domain controllers for the five operations in action 7, which produces the characteristic report that everything works except signing in.
· Round trips dominate. For a chatty transaction, a branch-edge device recovers roughly 17 to 25 percent of the network time, while cutting 30 sequential round trips to 3 recovers about an order of magnitude. An agency justifying a future branch-edge program on latency alone has chosen the weaker of its two arguments; the stronger is governance and evidence.
[bookmark: _Toc00001376]What to put in the program plan
The interval is easier to defend when the plan states its position plainly:
· Make the case by elimination, not by mandate. No federal policy requires SD-WAN or SASE; TIC 3.0 is technology-neutral; CISA’s SASE guidance describes a permitted path, not a required one; and the branch-edge architecture is what remained after the legacy vehicles expired and the alternatives were assessed. That framing survives scrutiny.
· State the four obligations that do land on branch equipment: Protective DNS egress, BOD 23-02 management interfaces, BOD 26-02 end-of-support devices and M-26-15 post-quantum key exchange (Chapter 03). “Technology-neutral, not requirement-free” is a stronger position than either half alone.
· Put the BOD 26-02 specification in writing now. It is the highest-leverage action in this chapter, and it costs requirements-writing time.
· Re-examine any ExpressRoute arrangement for Microsoft 365, and confirm any GCC prefix arrangement with Microsoft in writing.
· Instrument a sample of branches before the next migration wave. The baseline can’t be reconstructed afterward, and it costs staff time rather than capital. Chapter 13 gives the measurements and the paired-branch study.
[bookmark: _Toc00001377]What this chapter establishes
1. The branch-edge policy layer feeding a cloud-delivered security stack is the residual architecture: the legacy vehicles expired, the hairpin is what policy moved away from, a new access point is a heavy commitment, VPN backhaul is a hairpin, and private cloud connectivity covers one provider and not the branch.
1. ExpressRoute for Microsoft 365 is no longer recommended, can’t carry all Microsoft 365 traffic, may still be advertising prefixes on pre-August-2017 circuits, and has an undocumented GCC arrangement to confirm in writing.
1. The scarcity is in the product category, not the functions; five of six are obtainable, at least in part, before an award.
1. The target is years away for structural reasons, and three federal deadlines compete for the same staff.
1. BOD 26-02 puts the branch refresh on a directive clock; specifying the target’s attributes into it is the cheapest high-value action available.
1. Ten interim actions need no award, and the last of them turns an unevidenced gap into an accepted risk.
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[bookmark: _Toc00001379]Chapter 11 — Field Office WAN Transformation
When every office needs its own copy of the content library, the circuit is the problem, and the fix belongs at the transport layer.
[bookmark: _Toc00001380]In this chapter
A worked case: a large field-office estate is asked to fund a refresh of a Configuration Manager distribution point at every office. The chapter tests that request against Microsoft’s published capacity limits, shows why the office count, not the client count, drives it, and sets out the alternative: SD-WAN over direct internet access with a 5G continuity path, and a consolidated content tier at 12 hub sites. It carries the author’s cost model with every input labeled as an assumption, the roadmap, the five gates that decide when the last distribution point can retire, and the risks.
[bookmark: _Toc00001381]Run this case as a project
The case now has a project of its own, Content Delivery Modernization. The decision guide turns this chapter into the questions to answer before a refresh is funded, with a worksheet; the implementation guide runs the consolidation step by step with Configuration Manager commands and a scripts kit; and the project plan schedules it.
The case is a framing pattern, not a real engagement. The numbers describe an estate that many civilian agencies will recognize: about 1,500 field offices, about 70,000 managed Windows endpoints, branch traffic carried over MPLS to a central gateway, and a Configuration Manager distribution point in nearly every office because the circuit to that office was once too slow to do anything else. A proposal asks for about $50 million to refresh those distribution points. This chapter is the analysis a program would put in front of the budget authority before that money is committed.
The argument runs in three steps. First, the unit cost doesn’t reconcile to a distribution point, and the timing directs capital at a tier the endpoint strategy is already shrinking. Second, Configuration Manager’s own limits say the estate needs about 24 distribution points, not 1,500; the other 1,476 exist only because of the branch circuits. Third, fixing the circuits is cheaper, may pay for itself, and is a prerequisite for the Intune migration, which Book 05 covers.
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The target: two data centers source content to ten regional hubs, and field offices reach the hubs over an SD-WAN overlay without a local distribution point.
[bookmark: _Toc00001382]Read this first
Every cost figure in this chapter is a planning estimate from the program’s own analysis, not a quote and not a vendor’s published price unless a footnote says so. The financial case turns on one number the analysis doesn’t hold: current MPLS cost per office per month. The assumptions section lists it and nine others that must be replaced with the estate’s own data before any figure here goes into a budget submission.
[bookmark: _Toc00001383]Scope
The case answers three questions. Does every field office need a distribution point? If not, how many are needed, and where? What network investment makes a consolidated content tier work, and what does it cost against the refresh?
In scope are the Configuration Manager content architecture for the field offices, branch transport and edge design, hub count and placement, content-tier sizing, a five-year cost comparison with sensitivity, and alignment with the co-management and Intune migration. Out of scope are air-gapped and separately accredited enclaves, which keep Configuration Manager and local distribution points; data center and headquarters campus networks; endpoint hardware refresh, application packaging and the sequencing of Intune workloads (Book 05 owns those); and voice, contact center and physical security networks.
Cloud-dependent elements are scoped to Microsoft 365 Government Community Cloud (GCC). Microsoft 365 GCC is listed on the FedRAMP Marketplace as FedRAMP Certified at Class C, the Marketplace’s label for Moderate; a second listing for the same service is in process at High.1 GCC is a favorable place to run Intune: Intune has no separate GCC instance, so a GCC tenant uses the commercial Intune service, and the Intune feature gaps Microsoft documents apply to GCC High and DoD.2 One exception matters to this design, and it is closed rather than open: Microsoft 365 informed network routing isn’t available to GCC tenants (see Microsoft 365 path optimization).
[bookmark: _Toc00001384]The proposal under review
The request is about $50,000,000 to refresh distribution point hardware across about 1,500 offices: $33,333 per office. The program’s unit-cost reconciliation, using its own planning prices, looks like this:
	Configuration
	Planning unit cost (assumption)
	× 1,500
	Assessment

	Small form factor PC, right-sized
	$3,500
	$5.3M
	Adequate for a small office; no ECC memory or out-of-band management

	1U rack server, ECC, out-of-band management, redundant power
	$12,000
	$18.0M
	An appropriate server-class platform

	1U server plus $4,000 per-site deployment
	$16,000
	$24.0M
	Includes field installation labor

	Proposed estimate
	$33,333
	$50.0M
	About twice the fully loaded server case


The gap means one of two things, and the difference decides how to compare the alternative:
· A five-year total cost of ownership presented as an equipment refresh. Hardware, warranty extension, deployment labor at 1,500 dispersed sites, compliance sustainment and contractor overhead can reach this figure. If that is what it is, the alternative has to be compared on total cost of ownership too, which the cost model does.
· Scope bundled beyond the distribution point. Circuit upgrades, branch switching, uninterruptible power or racks. All may be worth funding, but none is a distribution point, and each should be judged on its own merits.
[bookmark: _Toc00001385]Decomposition request
Before any comparison is credible, the sponsor should state whether $50M is acquisition cost or five-year total cost of ownership, and itemize any scope beyond the distribution point itself.
The timing problem
Independent of unit cost, the money goes to a tier the endpoint strategy is already shrinking. Microsoft has moved Configuration Manager to an annual release cadence starting with version 2609, said that Intune is where all new device-management innovation will happen, and said that Configuration Manager will keep serving on-premises devices with a focus on security, stability and long-term support.3 Version 2609 shipped on September 28, 2026, and is supported until March 28, 2028; each current-branch version is supported for 18 months.4
Configuration Manager isn’t end-of-life, and the distribution point role isn’t deprecated. But hardware bought in FY26 depreciates through FY31. If co-management completes in three to four years, the estate will have funded 1,500 devices for one or two years past their use, and will own their disposal.
It is also a doctrine question. The program’s Intune-first onboarding decision allows no greenfield Configuration Manager and no co-management for new assets (Book 05, Chapter 04); existing co-management workloads continue on their migration path. The 24-distribution-point tier in this chapter consolidates the existing footprint; it doesn’t expand it. A budget submission built on this case should say so, so that it reads as consistent with that decision rather than in tension with it.
[bookmark: _Toc00001386]The question that sizes the requirement
What is the planned distribution point count when co-management completes, and in which fiscal year? A refresh needs a target inventory. If the answer is well below 1,500, the proposal buys assets whose useful life is shorter than their depreciation schedule.
[bookmark: _Toc00001387]Why per-office distribution points are no longer the model
A distribution point is a content host. Configuration Manager separates policy from content: the management point tells the client what to do, and the distribution point serves the bytes. The role runs on IIS, transfers content with the Background Intelligent Transfer Service (BITS) and needs Remote Differential Compression; it serves files from the content library, a single-instance store that the site keeps on every distribution point.56 It holds no site database and makes no policy decisions. That thinness is why placement is an economic question, not a functional one.
Published capacity limits
	Constraint
	Documented limit
	What it means at this scale

	Clients per distribution point
	4,000
	70,000 endpoints need 18 at the ceiling; 24 with headroom

	Standard distribution points per primary or secondary site
	250
	A 1,500-DP topology is impossible without pull DPs

	Additional pull distribution points per site
	2,000
	1,500 is possible only as, for example, 250 standard plus 1,250 pull

	Distribution points per primary site, including its secondary sites
	5,000
	Not binding here; with a stand-alone primary and no secondary sites, the 2,250 figure above is the ceiling

	Packages and applications per distribution point
	10,000
	Not binding

	Windows clients per stand-alone primary site
	150,000 (175,000 devices in all)
	70,000 endpoints fit in one site

	Clients per management point
	25,000
	70,000 endpoints need at least three management points, wherever the DPs sit


All of these figures are from Microsoft’s size-and-scale page.7 The same page warns that the real number of clients one distribution point can serve depends on network speed and server hardware, and that a pull DP acts like a client when it fetches content from its source. Treat 4,000 as a ceiling to stay under, not a target.
The first row decides the case. On capacity grounds, 70,000 endpoints need 24 distribution points. The proposal contemplates 1,500. The other 1,476 serve no Configuration Manager requirement; they compensate for branch transport.
What the distributed model costs
	Dimension
	At 1,500 distribution points

	Duplicated storage
	1.5 to 3 PB of replicated content (1,500 copies of a 1–2 TB library), most of it never requested at most sites

	Distribution fan-out
	Every package replicates to 1,500 targets. Microsoft warns that pull DPs all request content at the same time and can request all available content, loading the source DP and delaying distribution7

	Topology complexity
	Needs a tiered pull hierarchy, distribution point groups and staggered schedules to stay stable

	Compliance sustainment
	1,500 servers to baseline, scan, patch and carry in the system security plan

	Field support
	No out-of-band management on small form factor platforms; a hung server is a site visit

	Refresh obligation
	A capital event every five years, indefinitely


What changed since the model was adopted
· Content moved to the cloud. Windows feature and quality updates, Microsoft 365 Apps, Defender definition updates, Store apps and Intune Win32 apps come from Microsoft’s content delivery network, and Delivery Optimization and Microsoft Connected Cache handle that class of content without agency-owned content infrastructure.8
· Peer distribution matured. Configuration Manager peer cache lets designated clients serve content from their own cache to other clients in the same boundary group; BranchCache and Delivery Optimization peering do the same for other content. The goal is one WAN transfer per site instead of one per client, with no server to accredit or refresh.9 The mechanics are covered below.
· Branch transport economics inverted. The per-office model was justified against expensive, congested, low-bandwidth circuits. The program’s working assumption is that direct internet access at 200 Mbps to 1 Gbps now costs less per office than the MPLS it replaces while carrying several times the bandwidth. That is Assumption 1 in disguise, and it is the first thing to check.
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The distribution point role isn’t obsolete. The distribution-point-per-office topology is. Distribution points remain the right mechanism for serving Configuration Manager content to on-premises clients; what is obsolete is the assumption that every office needs a local copy of the content library.
Distribution points and Intune sit in different compliance postures
Apart from cost and capacity, a distribution point and Intune carry different compliance work, and the difference matters to the cost model.
	Dimension
	Configuration Manager distribution point
	Intune in a GCC tenant

	Authorization boundary
	An on-premises Windows Server and IIS site system the agency owns end to end
	A cloud service. Intune serves GCC from its commercial instance and is in scope for the Azure commercial FedRAMP High authorization (a P-ATO, in Microsoft’s pre-2026 term; Book 10, Chapter 03); the agency inherits through that package’s customer responsibility matrix21011

	Hardening baseline
	The agency’s CM-6 configuration settings for Windows Server and IIS, which NIST SP 800-53 leaves the agency to choose from common secure configurations,12 drawn for example from the CIS Microsoft Windows Server 2022 or 2025 Benchmarks and, for IIS, the DISA Microsoft IIS 10.0 Server and Site STIGs, the program’s IIS baseline, taken at their current release,13 applied and scanned per server. CIS listed a Microsoft IIS 10 Benchmark on October 29, 2026 but no longer lists one as of November 9, 2026;14 where neither source settles a setting, Microsoft’s own IIS security guidance is the fallback
	The agency configures policies and profiles; hardening of the service is the provider’s inherited responsibility

	Vulnerability and flaw remediation (RA-5, SI-2)
	Scanning and patching every DP’s OS and IIS stack, for as many DPs as exist
	The service backend is the provider’s; the endpoint OS is scanned either way

	Continuous monitoring (CA-7)
	A DP has no compliance state of its own; a stalled or compromised DP is invisible unless separately instrumented
	Per-device compliance is evaluated continuously and feeds Conditional Access (Book 04)

	Transmission confidentiality (SC-8)
	Available, by configuring the DP for HTTPS with a PKI certificate, but a per-server setting to verify
	TLS to the service is the default

	System security plan footprint
	Each DP is a component: its own inventory line, POA&M items and place in the boundary
	Covered by the service’s authorization, not a separate component


High only marks material that applies to FedRAMP High or Defense environments, such as DISA STIGs and DoD Impact Levels, not to the Moderate civilian baseline this workbook targets. It’s kept as an optional reference. The IIS STIGs are the exception: since CIS stopped listing an IIS benchmark, the program uses them as its IIS hardening baseline at Moderate as well.
None of this is a substitution. For as long as any distribution point exists, its baseline, scan cadence and SSP entries are a compliance program in addition to whatever covers the Intune-managed fleet. The cost model prices DP hardware and licensing; it doesn’t price that labor. Consolidating to 24 servers cuts the component count to under 2 percent of 1,500, though the labor doesn’t fall in strict proportion, and it doesn’t fall to zero until the retirement gates close.
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Design principles
1. Size the content tier to client capacity, not to office count.
1. Solve the transport problem at the transport layer instead of working around it with distributed content.
1. Put network aggregation, internet breakout and content services at one set of hub facilities under one accreditation boundary.
1. Design the hubs so they can host Microsoft Connected Cache later without re-siting or re-accrediting.
1. Sequence branch migration to MPLS contract renewal dates so the program funds itself as it goes.
1. Treat every cloud-dependent optimization as an enhancement, never as a design dependency.
Hub topology: 12 sites
	Hub class
	Count
	Location basis
	Role

	Primary data center
	1
	Headquarters campus
	Source content library, SD-WAN control plane primary, breakout

	Secondary data center
	1
	Existing disaster recovery facility
	Library replica, control plane secondary, breakout

	Regional hub
	10
	Existing regional office locations
	SD-WAN aggregation, regional internet breakout, pull distribution points


The hubs use existing facilities, so no new real estate, power or accreditation boundary is needed. Twelve sites puts every office within a reasonable latency of an aggregation point and produces a perimeter that can actually be monitored and accredited. Local breakout at 1,500 offices is a multi-year undertaking; breakout at 12 hubs fits in one package, which is why regional breakout is the usual first step. Chapter 02 makes the physics argument and Chapter 03 the TIC 3.0 one; this chapter doesn’t repeat them.
Content tier: 24 distribution points
	Sizing input
	Value
	Basis

	Managed endpoints
	70,000
	Assumption 2; validate from the Configuration Manager device count

	Clients per distribution point
	4,000
	Published limit7

	Theoretical minimum
	18
	70,000 ÷ 4,000, rounded up

	Design utilization
	73%
	70,000 ÷ 96,000; headroom for growth and regional imbalance

	Distribution points deployed
	24
	2 per hub across 12 sites

	Deployed capacity
	96,000 clients
	37% above the current estimate



	Site
	DPs
	Type
	Function

	Primary data center
	2
	Standard (source)
	Full content library; source for all pull DPs; high-availability pair

	Secondary data center
	2
	Standard (source)
	Full library replica; secondary pull source; high-availability pair

	Regional hubs (10)
	20
	Pull
	Targeted content subset; two per hub for capacity and availability

	Total
	24
	—
	96,000-client capacity across 12 sites


Making the regional DPs pull distribution points that source from the two data centers takes distribution load off the site server and turns the fan-out problem into a 2-to-20 relationship instead of 1-to-1,500.15 Distribution point groups then limit each hub to the packages its region actually uses. Every office’s boundary must be in a boundary group whose content sources are its regional hub’s DPs, with the other hubs as fallback, so clients land on the right pair.
	Tier
	Usable storage
	Rationale

	Data center source DP
	8 TB
	Full library plus growth and a prestaging area

	Regional pull DP
	4 TB
	Targeted subset, estimated at 60% of the full library, plus growth

	Current library size
	1.5 TB
	Assumption 3; measure SCCMContentLib on an existing DP
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Add two distribution points per 8,000 net new managed endpoints, or when sustained load at any hub exceeds 3,200 clients per DP (80% of the published ceiling). If the validated population exceeds 90,000, go to 28 DPs by adding a third at the four largest regional hubs (112,000 capacity, 80% utilization at 90,000).
Branch network
Every office gets two paths: a direct internet access (DIA) circuit sized to seat count, and a 5G fixed-wireless secondary for continuity. An SD-WAN overlay provides application-aware routing and segmentation; Chapter 05 covers what SD-WAN can and can’t do. The bill of materials uses one vendor’s line as a costable example, not a recommendation; the sizing and topology don’t depend on the vendor.

	Tier
	Offices (assumption)
	Seats
	Primary circuit
	Example edge platform (Cisco Catalyst)

	S
	750
	Up to 25
	200–300 Mbps DIA
	C8200L-1N-4T, up to 500 Mbps IPsec

	M
	525
	26–50
	500 Mbps DIA
	C8200-1N-4T, up to 1 Gbps IPsec

	L
	225
	51–100
	1 Gbps DIA
	C8300-1N1S-4T2X

	All
	1,500
	—
	5G secondary path
	P-5GS6-GL pluggable module or CG522-E cellular gateway



The throughput figures for the 8200 models are Cisco’s published 1,400-byte IPsec numbers; Cisco rates them lower for mixed (IMIX) traffic, at 400 Mbps and 900 Mbps.16 The 8300 and the 8500L hub platform are rated well above these circuits.1718
· Symmetric and SLA-backed beats raw bandwidth. A 20-seat office needs low jitter and a service-level agreement, not a gigabit. The program’s position is that 300 Mbps of DIA serves voice, virtual desktop and Teams better than 1 Gbps of best-effort cable.
· 5G is a continuity path, not a capacity path. Carrier fixed-wireless plans commonly let the carrier prioritize traffic by plan and usage during congestion; read the plan’s network-management terms before relying on it.19 It will keep an office working through an outage. It won’t carry a feature-update wave, and content policy should keep bulk downloads off the secondary path.
· Verify diversity physically. Cable plus 5G is genuinely diverse. Two nominally different fiber providers often share one conduit into the building. Require documented physical path diversity per site.
· Confirm encrypted-throughput licensing. On this platform family, ordering more than 250 Mbps of encrypted throughput requires an HSECK9 license on every model except the 8500 and 8500L.20 Tier S offices at 300 Mbps therefore need it too. Buying 1 Gbps circuits against a 250 Mbps crypto entitlement is the most common, and most expensive, costing error with this class of edge.
The example vendor’s cloud-hosted controller service, Cisco Catalyst SD-WAN for Government, is listed as FedRAMP Certified at Class C (Moderate).21 The cost model below assumes an on-premises control plane instead; either way, the controller and edges are attack surface that Chapter 05 covers. CISA’s ED 26-03 hardening guidance for this platform points the other way: it says to host the infrastructure in GovCloud and that federal organizations should migrate to FedRAMP-compliant cloud infrastructure, so the on-premises control-plane line in the bill of materials may change; the risks table carries it.22
Keeping content local without a server
Without a branch distribution point, three peer mechanisms keep most bytes off the WAN. They are optimizations, not dependencies: if any is blocked, clients pull from the hub over a circuit sized for it.
· Configuration Manager peer cache. Clients you enable as peer cache sources serve content from their cache to clients in the same current boundary group; the management point doesn’t offer peer sources from a neighbor group. A source must be a domain-joined Configuration Manager client, and sources refuse requests when on low battery, above 80% CPU or under heavy disk I/O.9 Peer downloads use HTTP or HTTPS on TCP 8003, with UDP 8004 for the Windows PE broadcast, not SMB.23
· BranchCache. Configuration Manager can enable BranchCache on clients through client settings; clients use it when the distribution point supports it.923
· Delivery Optimization. For cloud content, Delivery Optimization peers on TCP 7680; blocking that port disables peering but not downloads.24 Its default LAN mode groups devices that share a public IP address. That is right for an office with its own DIA breakout, and wrong while branch traffic still egresses at a hub, because every office behind one hub then shares the hub’s address. Microsoft’s guidance for hub-and-spoke topologies is Group mode, restricting peer selection to the subnet, or both; Group mode is the option it recommends for most organizations.2425
So the segmentation question isn’t whether workstation-to-workstation SMB is allowed. It is whether the branch segmentation policy allows client-to-client traffic on these ports at all (Assumption 9).
Microsoft 365 path optimization in GCC
Microsoft 365 informed network routing (INR) shares circuit-quality feedback between Microsoft and an SD-WAN controller so the edge can move Microsoft 365 traffic off a degraded circuit. Microsoft’s page lists one integrated solution, Cisco IOS XE SD-WAN 20.4/17.4 or later, and states that INR supports tenants in the worldwide commercial cloud “but not the GCC Moderate, GCC High, DoD, Germany, or China clouds.”26 For this estate that is settled, not pending. Book 08, Chapter 05 and Appendix C record the same finding.
The absence of INR doesn’t remove SD-WAN’s value. Direct breakout of Microsoft 365 traffic, application-aware routing on path metrics the edge measures itself, and QoS marking on the overlay are all available in GCC, and they are the baseline design, in production by Phase 3 when Microsoft 365 direct-path optimization lands, not a separate later enhancement. How Microsoft 365 traffic meets an inspect-everything boundary is Chapter 12’s subject.
Security and TIC 3.0
Regional breakout means operating under a CISA TIC 3.0 use case for branch offices, with a security service edge doing the inspection the central gateway used to do.27 It also removes branch traffic from the MTIPS sensors that feed CISA’s telemetry, which has to be replaced before MPLS is turned off. Chapter 03 states the TIC 3.0 requirements, the telemetry replacement through CISA’s Comprehensive Log Aggregation Warehouse (CLAW) and Protective DNS, and the control mapping for SD-WAN and branch breakout. This chapter takes three consequences from it:
· Accreditation is the critical path. The program plans on circuits in about ninety days; an authorized breakout architecture takes far longer. Starting with 12 hubs instead of 1,500 offices shrinks the accreditation surface by two orders of magnitude, and it is the main reason the roadmap starts at the hubs.
· Telemetry continuity gates MPLS retirement. No office’s MPLS circuit is decommissioned until replacement telemetry for that office is confirmed, and the coordination with CISA and the SASE provider starts in Phase 0.28
· The compliance case and the cost case point at the same build. The controls that branch breakout has to answer for are claimed by the SD-WAN, SASE and diverse-transport design in this section, not by servers in a closet. So the design holds even if the sensitivity analysis comes out against it.
Several security service edge offerings are FedRAMP Certified: for example, Zscaler Internet Access – Government and Palo Alto Networks Government Cloud Services at Class C (Moderate), and Netskope NewEdge Government and Skyhigh Security Service Edge at Class D (High).29 The Zscaler entry is the Moderate listing (FR1720454205); Zscaler’s High offering is a separate listing (FR2227062482, Class D), the one shown in Chapter 05.29 The SD-WAN design doesn’t depend on which one is chosen.
Remote networks to a security service edge
If the security service edge is Microsoft’s Global Secure Access, the hubs can reach it through remote networks: IPsec tunnels from customer premises equipment to the service, with no client on the devices behind them. The gates come first. Global Secure Access is available in GCC and isn’t yet supported in GCC High or DoD,30 and a remote network needs at least 50 Microsoft Entra ID P1 and Internet Access licenses combined.31 Chapter 05 has the full gate table. Five facts from Learn shape the field office design:
· Hubs, not offices. A tenant can have up to 200 remote networks, with up to 25 device links each.30 A tunnel from each of 1,500 offices is outside that limit. Tunnels from the 12 hubs fit easily, and that is one more reason the hub topology above comes first.
· Bandwidth follows licenses. Each Microsoft Entra ID P1, Internet Access and Entra Suite license adds to a tenant-wide pool. For example, 1,000 to 1,499 licenses give 3,500 Mbps. Tunnels are 250, 500, 750 or 1,000 Mbps, and Microsoft recommends at least two for each location.32 Sizing the hub tunnels therefore starts from the license count, and the cost model has to account for it.
· Not Private Access. Remote networks carry the Microsoft traffic and Internet Access profiles. Private Access needs the client on the device,32 so office devices that reach private applications through Private Access still run it.
· Baseline policy only. Traffic arriving through a tunnel gets the tenant’s baseline security profile, and user-aware profiles linked to Conditional Access require the client.32 Cloud firewall rules for remote networks are linked to the baseline profile.33 Parity between office and remote paths therefore comes from running the client on managed devices. The tunnel covers what can’t run a client, such as printers and cameras.
· The edge must fit. Microsoft’s side responds to the tunnel but doesn’t initiate it, and it requires IKEv2 and BGP. Its list of device types includes Cisco Meraki, Fortinet, Palo Alto Networks, VMware SD-WAN and Versa.3435 For resilience, Microsoft describes zone-redundant tunnels in one region and a second remote network in another region, with BGP to choose between them.36 Its remote network region list includes no Azure Government region.35
The SD-WAN design doesn’t depend on this choice. If the agency’s security service edge is another vendor’s, the same questions about limits, bandwidth, policy scope and edge support go to that vendor.
When to retire the last distribution point
The 24-DP tier is the interim consolidated state, not a new floor. Co-management has seven workloads: compliance policies, Windows Update policies, resource access policies, Endpoint Protection, device configuration, Office Click-to-Run apps and client apps. Resource access is no longer a separate decision; Configuration Manager stopped supporting it in version 2203, and from version 2403 its slider is mandated to Intune.37 A distribution point still has work for every content path that hasn’t moved. “Some workloads are on Intune” isn’t the same claim as “the content tier can be decommissioned,” and modernization timelines often conflate the two. So the trigger is a checklist, not a date.
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The last distribution point retires only when five gates have closed; any open gate keeps the 24-DP tier in place.
	Gate
	Closed when
	Why it binds

	1. App content
	The client apps and Office Click-to-Run apps workloads are on Intune for the whole validated population, and no required or available deployment is still published from Configuration Manager
	Switching the client apps slider doesn’t withdraw Configuration Manager deployments: apps deployed from Configuration Manager stay in Software Center, and they still download from a DP.37 The app catalog has to move, not just the slider

	2. Update content
	The Windows Update policies and device configuration workloads are on Intune, and Configuration Manager’s software-update client setting is turned off for those devices
	After the Windows Update workload moves, the Configuration Manager client settings must be changed by hand to disable its update workflow.37 These two workloads are also Windows Autopatch’s co-management prerequisite, a useful external anchor for the timeline38

	3. OS provisioning
	Bare-metal imaging has moved from task sequences to Windows Autopilot
	OS deployment isn’t a co-management workload, so the slider model doesn’t cover it. It is the most common reason a “just in case” DP survives everything else (Assumption 8)

	4. Caching role
	No Connected Cache instance runs on distribution-point hardware, or none is needed on the new circuits
	Connected Cache can run on a DP and serve Intune Win32 apps and other cloud content to co-managed and cloud-managed clients, so a DP can pass Gates 1–3 in a caching-only role and still need patching, accreditation and a site-system footprint39

	5. Compliance evidence
	Compliance and Endpoint Protection reporting no longer cite the Configuration Manager site database as their evidence source
	Closing content delivery doesn’t close the reporting dependency; confirm with security architecture before decommissioning the site infrastructure that produces the evidence


[bookmark: _Toc00001391]A gate, not a date
The roadmap’s Phase 3 narrows Configuration Manager “as co-management progresses,” and that vagueness is intentional. An estate that closes all five gates in month 30 should retire its last distribution point in month 30. One that hasn’t closed them by month 60 should keep the 24-DP tier rather than force a cutover against an open gate.
Connected Cache at the hubs
Connected Cache is the natural successor to the hub DPs for cloud content, and there are two forms. The Configuration Manager–integrated cache runs on an on-premises distribution point that has no other site roles; it serves only content for workloads that have moved to Intune, never Configuration Manager’s own deployments, and it serves only clients in the same boundary group.39 Microsoft Connected Cache for Enterprise and Education is a stand-alone software cache managed from the Azure portal. It runs on Windows Server 2022 or later, Windows 11 or Ubuntu 24.04; it needs an Azure subscription (the resource itself carries no Azure charge); and its host must have nothing else on port 80, which rules out sharing a server with a distribution point.840 Microsoft lists a decommissioned distribution point as suitable host hardware, and a Windows 11 client as a host option for a branch office of 10 to 50 devices.8 Each device that downloads from either form needs a Windows Enterprise E3 or E5 (or equivalent education or VDA) license.3940
For a GCC tenant, the stand-alone form is listed as not available only in GCC High and DoD, consistent with GCC using Intune’s commercial service.2 The design consequence: principle 4 holds, but “the hub becomes the Connected Cache footprint” means a separate host (or a re-purposed DP after Gate 4) at each hub, inside the same accreditation boundary, and the Azure resource that manages the caches has to be placed in the boundary analysis. Nothing in Phases 0 through 2 depends on it.
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Hardware figures apply a 40% discount to the program’s planning list prices, its estimate of typical reseller and enterprise-agreement terms. Vendor list prices aren’t published for most of these items, so treat every list figure as the program’s assumption except where a footnote cites the vendor. An agency choosing a different SD-WAN vendor substitutes equivalent lines; the sizing logic doesn’t change.
Branch equipment

	Item
	Qty
	Planning list
	Net
	Extended

	Tier S edge (example C8200L-1N-4T)
	750
	$2,500
	$1,500
	$1,125,000

	Tier M edge (example C8200-1N-4T)
	525
	$4,000
	$2,400
	$1,260,000

	Tier L edge (example C8300-1N1S-4T2X)
	225
	$10,000
	$6,000
	$1,350,000

	5G module or cellular gateway
	1,500
	$1,500
	$900
	$1,350,000

	Branch subtotal
	—
	—
	—
	$5,085,000



Hub equipment

	Item
	Qty
	Planning list
	Net
	Extended

	Hub edge, high-availability pairs at 12 sites (example C8500L-8S4X)
	24
	$30,000
	$18,000
	$432,000

	Distribution point servers (1U, ECC, out-of-band management)
	24
	$12,000
	$12,000
	$288,000

	Windows Server 2025 Standard, 16-core license
	24
	$1,176
	$1,176
	$28,224

	Hub switching, rack, power, cabling
	12
	$25,000
	$25,000
	$300,000

	Hub subtotal
	—
	—
	—
	$1,048,224



The Windows Server figure is Microsoft’s suggested retail price for a 16-core Standard license.41
Control plane and services
	Item
	Basis
	Extended

	SD-WAN manager, validator and controller cluster, on premises, two sites
	14 virtual machines plus compute
	$400,000

	Zero-touch provisioning staging and remote configuration
	1,500 sites at $800
	$1,200,000

	Field installation where zero-touch isn’t viable
	300 sites at $2,500
	$750,000

	Architecture, control plane build, hub deployment, migration engineering
	Professional services
	$1,500,000

	Control plane and services subtotal
	—
	$3,850,000


The 14 virtual machines match Cisco’s 20.18 on-premises sizing for 1,500 to 2,000 devices: a three-node Medium manager cluster, two controllers and two validators at each of the two sites. A manager cluster tops out at 2,000 devices, and Cisco’s answer beyond that is multiple overlays; this design’s roughly 1,524 edges (1,500 offices plus 24 hub edges) would use about 76% of it.42
Year 1 capital
	Component
	Amount

	Branch equipment
	$5,085,000

	Hub equipment
	$1,048,224

	Control plane and services
	$3,850,000

	Total Year 1 capital
	$9,983,224


[bookmark: _Toc00001393]Cost model and sensitivity
Annual recurring cost at steady state
	Component
	Basis (assumption)
	Annual

	DIA, tiered by office class
	750 at $350, 525 at $500, 225 at $800 per month
	$8,460,000

	5G secondary path
	1,500 at $75 per month
	$1,350,000

	SD-WAN subscription, branch
	1,500 at $500 per year
	$750,000

	SD-WAN subscription, hub
	24 at $3,000 per year
	$72,000

	Analytics and control plane support
	Annual
	$100,000

	Hub internet transit
	12 at $3,000 per month
	$432,000

	Security service edge licensing
	70,000 users at $65 per year
	$4,550,000

	Total recurring
	—
	$15,714,000

	Less: MPLS retired
	1,500 at $1,200 per month (Assumption 1)
	−$21,600,000

	Net annual position
	—
	−$5,886,000


At steady state, on these assumptions, the program returns about $5.9M a year against today’s transport spend.
Five-year phased position
Savings ramp as offices move to local transport at MPLS contract renewal, not on day one. Office migration runs from month 18 to month 48 (roadmap). Assuming an even pace, 6 of the 30 months fall in Year 2, so the average share of offices on local transport is 5% in Year 2, 40% in Year 3 and 80% in Year 4, and full steady state arrives in Year 5.

	Year
	Migration
	Capital
	Net savings
	Cumulative

	1
	Design, hubs, pilot
	$10.0M
	$0
	−$10.0M

	2
	Migration begins at month 18 (5% average)
	$0
	$0.29M
	−$9.71M

	3
	40% average
	$0
	$2.36M
	−$7.35M

	4
	80% average; all offices migrated by month 48
	$0
	$4.71M
	−$2.64M

	5
	Steady state
	$0
	$5.89M
	+$3.25M



The network program reaches a positive cumulative position in year five. The refresh reaches −$50M in year one and recurs at the next refresh cycle. The five-year difference is about $53.3M.
The comparison isn’t scope for scope, deliberately. The $50M funds content delivery only. The $10M funds the network that consolidation depends on, and the same transport and hubs also carry Microsoft 365, Teams, TIC 3.0 breakout and the Intune migration. Funding the hub and transport layer once, instead of piecemeal under separate initiatives, is the argument. A sponsor who wants only the content problem solved should weigh the $10.0M capital against the transport savings above, not against the full capability list.
Sensitivity to current MPLS cost
	MPLS per office per month
	Annual MPLS
	Net annual position
	Character

	$1,500
	$27.0M
	−$11.29M
	Strongly cash-positive

	$1,200 (base case)
	$21.6M
	−$5.89M
	Cash-positive; capital repaid in about 20 months of steady-state savings

	$873
	$15.7M
	$0
	Breakeven

	$800
	$14.4M
	+$1.31M
	Modest net cost

	$600
	$10.8M
	+$4.91M
	Net cost; justify on capability

	$400
	$7.2M
	+$8.51M
	Net cost; the financial argument inverts


Breakeven is $15,714,000 ÷ (1,500 offices × 12 months) = $873 per office per month. Above it, the program funds itself and the recommendation is unambiguous. Below it, the program is still the better architecture and still cheaper than the refresh, but it has to be justified on capability and mission rather than cost avoidance, and the briefing should change accordingly once the number is known. Chapter 13 covers how to measure these costs in your own estate.
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	Phase
	Timing
	Activities
	Exit criteria

	0
	Months 0–6
	Architecture and detailed design; the TIC 3.0 branch use-case package and accreditation; on-premises SD-WAN control plane; a ten-site pilot across all transport types and tiers; telemetry coordination with CISA started; serviceability survey
	Authorization to operate for regional breakout; pilot sites stable for 30 days; validated per-site costs replacing this chapter’s estimates

	1
	Months 6–18
	Twelve hubs: SD-WAN aggregation, regional breakout, security service edge enforcement, 24 consolidated DPs, content library migration and prestaging; replacement telemetry and encrypted DNS integration (Chapter 03)
	All hubs in production; content served from the hub tier; office DPs in read-only fallback; replacement telemetry confirmed for the pilot sites

	2
	Months 18–48
	Office migration in waves keyed to MPLS renewal dates: DIA and 5G installation, overlay, cutover, MPLS termination
	All offices on local transport; each office’s MPLS retired only after its replacement telemetry is confirmed; office DPs retired

	3
	Months 36+
	Microsoft 365 direct-path optimization in production (not INR); Connected Cache at the hubs as Intune workloads shift; DPs retired as the gates close
	Microsoft 365 path optimization in production with GCC’s available mechanisms; Connected Cache serving cloud content; each gate tracked and closed explicitly


Phase 0 is funded first, at about $1.8M over six months, out of the Year 1 total.
Why this order
· Accreditation, not procurement, is the critical path. Phase 0 exists to remove that constraint before capital is committed at scale.
· Hubs first, because they close three problems at once. Aggregation, regional breakout and the consolidated content tier arrive in one capital event at one set of facilities under one boundary.
· Office waves follow contract expiry, not geography. Migrating at renewal avoids early-termination liability and lets each wave fund the next.
· Cloud dependencies wait for Phase 3, and INR is out of scope. Nothing in Phases 0 to 2 depends on Connected Cache or co-management maturity. If Connected Cache slips or isn’t authorized, the program still delivers.
· The final cutover is gated, not scheduled. “Months 36+” is a placeholder; the five gates decide.
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	Risk
	Rating
	Mitigation

	TIC 3.0 branch breakout accreditation slips
	High
	Start Phase 0 with the accreditation package. Fall back to hub-only breakout, a defensible end state that still removes the per-office DP. If a 12-month slip delays every migration wave, the five-year net falls from about +$3.3M to about −$2.6M and the advantage over the refresh from about $53.3M to about $47.4M; the case survives against the refresh, but breakeven moves beyond year five

	Current MPLS cost is below the assumption
	High
	Validate before submission. Below $873, re-present the case on capability; it stays cheaper than $50M

	Replacement telemetry lags cutover, leaving a gap when MPLS is retired
	High
	Start the agency–CISA–provider coordination in Phase 0; gate each office’s MPLS retirement on confirmed telemetry for that office (Chapter 03)

	Encrypted throughput licensed below circuit speed
	Medium
	State the throughput entitlement per platform in the bill of materials; test under load in the pilot

	Segmentation blocks client-to-client traffic
	Medium
	Peer cache, BranchCache and Delivery Optimization peering are optimizations. If blocked, offices pull from the hub over circuits sized for it

	Twelve hubs concentrate risk
	Medium
	High-availability pairs at every hub, diverse transport, and a defined fallback to a secondary hub in SD-WAN policy

	Terrestrial transport unavailable at some sites
	Medium
	Serviceability survey in Phase 0. The program’s planning range is 5–15% of sites; use satellite or bonded cellular for that subset only

	Telecom task-order changes across 1,500 sites delay transport
	Medium
	Engage acquisition in Phase 0 (Chapter 09); sequence waves to renewals already in the pipeline

	Control-plane hosting moves from on premises to a FedRAMP cloud
	Medium
	CISA’s ED 26-03 hardening guidance says to host the infrastructure in GovCloud. Decide the hosting model in Phase 0 and record it as the boundary disposition (Chapter 05); the $400,000 on-premises control-plane line may change. A hosted controller doesn’t remove the directive’s obligations, which include steps for off-premises deployments2243

	Static edge addresses conflict with zero-touch provisioning and the 5G path
	Medium
	CISA’s hardening guidance expects a firewall in front of the controllers that allow-lists only known edge, controller, validator and manager addresses, so every edge needs a static IP. Cisco’s hardening guide opens the onboarding port to any source only where zero-touch or dynamically addressed edges are needed, and the 5G secondary path probably conflicts too unless the carrier provides static addresses. Plan static addressing per circuit and confirm it with carriers in Phase 02244

	No FIPS 140-3 certificate found covering the example edges in SD-WAN mode
	Medium
	The controllers are covered (Cisco FIPS Object Module, #4747). Cisco’s current letters for the Catalyst 8200 and 8300 cite firmware-library certificates (#5356, #5430) without naming SD-WAN mode, and the Catalyst 8300 platform certificate (#4461) is historical. Ask the vendor in writing to name the 140-3 certificate covering the edges in SD-WAN mode, and record any gap as an accepted risk (Chapter 10)45

	Post-quantum key exchange not yet available in SD-WAN mode on the example edges
	Medium
	M-26-15 requires PQC-capable key exchange on equipment that terminates IPsec (Chapter 03). Cisco documents hybrid ML-KEM for IKEv2 on these platforms only in autonomous mode. Require a dated vendor commitment for SD-WAN mode, and record the gap in the agency’s M-26-15 migration plan46

	Chosen security service edge isn’t FedRAMP Certified at the needed level
	Low
	Several are FedRAMP Certified at Moderate or High;29 confirm the chosen one in Phase 0

	Connected Cache placement or authorization not settled
	Low
	The stand-alone cache isn’t excluded for GCC, but its Azure management resource needs a boundary decision; nothing before Phase 3 depends on it

	5G coverage inadequate indoors
	Low
	Per-site survey; outdoor-mount gateway where needed


[bookmark: _Toc00001396]Assumptions to validate
These must be replaced with the estate’s own data before any figure is used in a budget submission. They are ordered by impact on the conclusion.
	#
	Assumption
	Value used
	How to validate

	1
	Current MPLS cost per office per month
	$1,200
	Telecom contract records; decides whether the program is cash-positive

	2
	Managed endpoint population
	70,000
	Configuration Manager device count; drives the DP count directly

	3
	Content library size
	1.5 TB
	Measure SCCMContentLib on an existing DP

	4
	Seat distribution across offices
	750 / 525 / 225
	Facilities and HR headcount by location

	5
	Terrestrial transport availability
	85–95% of sites
	Serviceability survey against site addresses

	6
	Current TIC 3.0 posture
	Not yet authorized for branch breakout
	Security architecture organization

	7
	Co-management maturity
	Early
	Track against the five gates rather than estimating a date; it also paces the consolidation framing

	8
	Field office OS deployment
	Centralized or vendor-staged
	If offices re-image locally, revisit PXE and local content

	9
	Client-to-client traffic at branches
	Assumed blocked
	Network security policy for TCP 8003, UDP 8004 and TCP 7680; affects peering only

	10
	Replacement telemetry onboarding
	Not started
	CISA; decides whether Phase 0 and 1 must absorb coordination lead time before any MPLS is retired


[bookmark: _Toc00001397]Confidence statement
The architectural conclusion, about 24 distribution points across 12 hubs instead of 1,500, comes from Microsoft’s published limits and holds across the plausible range of Assumptions 2 to 10. The financial conclusion doesn’t hold on its own: it depends on Assumption 1, and the case shouldn’t be presented as a cost argument until that number is confirmed.
[bookmark: _Toc00001398]Recommendation
The refresh solves content delivery over constrained links by distributing infrastructure instead of fixing the constraint, at the moment the estate has committed to a management platform that reduces the need. A network program that addresses the same problem needs about $10.0M in first-year capital, reaches a positive cumulative position in year five on base-case assumptions, helps every cloud workload rather than one, and is a prerequisite for the Intune migration, which makes it an enabling investment rather than a competing one.
1. Defer the $50M refresh pending a network modernization assessment.
1. Ask the sponsor to state whether $50M is acquisition cost or five-year total cost of ownership, and to itemize scope beyond the distribution point.
1. Validate the ten assumptions above, starting with MPLS cost per office and the endpoint population.
1. Fund Phase 0 (architecture, TIC 3.0 accreditation package, control plane, ten-site pilot) at about $1.8M over six months.
1. Confirm the planned distribution point count when co-management completes, and the fiscal year. No refresh can be sized without it.
1. Put network modernization and content-tier consolidation under one program, since both resolve at the same twelve facilities.
1. Track the five retirement gates as the criterion for retiring the last distribution point, not the Phase 3 placeholder date.
[bookmark: _Toc00001399]Position statement for a briefing
The $50M distribution point refresh solves content delivery over constrained field office links. An SD-WAN and regional breakout program solves the same problem for about $10M in capital, is expected to be cash-positive by year five if current MPLS spend is above $873 per office per month, is a prerequisite for the Intune migration, and helps every other cloud workload. Recommend deferring the refresh pending a network modernization assessment.
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1. Cisco, Cisco Catalyst SD-WAN Hardening Guide, revision 1.1, February 9, 2026, network perimeter controls for self-hosted deployments (UDP 12346 to the Validator and Manager from any source only where zero-touch provisioning or dynamically addressed edges are needed), https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide (accessed Oct 24, 2026).
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[bookmark: _Toc00001401]Chapter 12 — Microsoft 365 Traffic and the Optimize Inspection Exemption
Microsoft says don’t inspect it and the boundary says inspect everything. Both positions hold up, so the gap between them is a decision somebody has to sign, not a setting to quietly change.
[bookmark: _Toc00001402]In this chapter
What Microsoft’s three endpoint categories are and what its current guidance asks for each. Why that guidance collides with an agency boundary that inspects everything, and which controls an inspection bypass actually affects. How a documented traffic-flow exception under NIST SP 800-53 SC-7(4) turns the collision into a bounded, reviewable decision. What happens to tenant restrictions when the proxy is no longer in the path, what’s different for GCC-Moderate tenants, and the three instruments (exception memo, site register, architecture review) that carry the decision. Appendix A holds the instruments themselves.
A branch site that reaches Microsoft 365 over local direct internet access has to decide what happens to the traffic Microsoft classifies as Optimize. Microsoft’s connectivity guidance says to send that traffic straight to Microsoft without proxies or TLS inspection. The agency’s boundary says every flow leaving the enterprise passes a policy enforcement point (PEP) that can see into it. Chapter 01 explains why the backhaul that satisfies the boundary costs latency no product can recover, and Chapter 08 places governed local breakout among the branch architectures. This chapter deals with the narrower question that local breakout raises for Microsoft 365: what exactly is given up when one category of traffic skips inspection, and how that’s recorded so an authorizing official can accept it knowingly.
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Only the Optimize endpoint sets leave the branch locally; everything else still reaches the campus PEP.
[bookmark: _Toc00001403]Microsoft’s endpoint categories
Microsoft publishes every Microsoft 365 endpoint set through a REST web service. Each set carries a category of Optimize, Allow or Default, and where an address appears in more than one set, Microsoft says to “follow the recommendation for the highest priority category,” so an endpoint that’s both Optimize and Allow is treated as Optimize.1 The web service offers four instances (Worldwide, China, USGovDoD and USGovGCCHigh). There’s no separate GCC instance: Microsoft’s Worldwide list covers “Microsoft 365 plans, including Government Community Cloud (GCC).”2 A GCC-Moderate site that loads the GCC High or DoD feed has scoped its exemption to the wrong cloud.
The Optimize category is small. In the Worldwide list (last updated August 14, 2026) it has three endpoint sets:2
	ID
	Service
	Addresses
	Ports

	1
	Exchange Online
	outlook.cloud.microsoft, outlook.office.com, outlook.office365.com and published IP ranges
	TCP 443, 80; UDP 443

	31
	SharePoint Online and OneDrive
	*.sharepoint.com and published IP ranges
	TCP 443, 80; UDP 443

	11
	Microsoft Teams media
	Published IP ranges only, no FQDNs
	UDP 3478–3481


Two properties of this table shape the design. Teams media has no names, so the branch edge has to steer it by IP prefix; a name-based policy alone misses it. And Exchange and SharePoint use UDP 443 as well as TCP, which matters because Microsoft lists blocking protocols such as QUIC, and forcing UDP-to-TCP fallback, among network practices it hasn’t tested and that are “known to cause connectivity issues.”3 Allow includes the Microsoft Entra ID sign-in and Microsoft Graph endpoints (set 56), Teams signaling (set 12) and the Exchange Online Protection relays; Default is everything else, much of it published as names without IP addresses.2
What Microsoft actually recommends
The exemption is often described as simply following Microsoft’s guidance for Optimize. Microsoft’s current guidance goes further than that. Its connectivity principles recommend, for all Required endpoints and categories, that agencies “bypass Microsoft 365 domains from TLS decryption, traffic interception, deep packet inspection, and network packet and content filtering,” prioritize direct internet access, keep DNS resolution close to the egress, and bypass proxies and VPN services.3 Its endpoint-management guidance describes SD-WAN branch egress for “Optimize category of endpoints, or Optimize and Allow categories,” and says TLS break and inspect and proxy authentication “are incompatible with both the Optimize and Allow category endpoints.”4
Exempting only Optimize is therefore narrower than Microsoft asks, not identical to it. That’s the program’s deliberate design position: the exemption covers the smallest set that carries the latency-sensitive workloads (mailbox access, document transfer and real-time media), leaves sign-in traffic on the inspected path, and keeps the decision small enough for an authorizing official to reason about. Agencies that inspect Allow traffic at the campus proxy should expect Microsoft to treat that as an unsupported configuration. That’s a separate decision with its own exception, and this one doesn’t settle it.
Microsoft also updates the lists at the beginning of each month. It publishes new addresses 30 days before they go live and sometimes changes the lists out of band.2 The exemption’s scope has to be defined by category and endpoint set ID, applied from the current list version through automated change management, not from a snapshot copied into a firewall once.4
[bookmark: _Toc00001404]Why bypass guidance meets an inspect-everything boundary
The agency’s campus PEP exists to do exactly what Microsoft says not to do to its traffic: decrypt it, look inside it, and log what it sees. Neither side is wrong. Microsoft’s case is that inspection adds latency and breaks protocols on a service that brings its own controls (Purview data loss prevention, Defender for Office 365, multifactor authentication and the rest) and that the shortest path to the nearest front door is the main performance lever.3 The boundary’s case is that an assessor must be able to show the agency’s protections apply to every flow.
TIC 3.0 leaves room for both. The Branch Office Use Case’s first security pattern, branch office to cloud service provider, permits direct access to agency-sanctioned cloud services from the branch, with capabilities traditionally provided at the campus “deployed at the branch office or the sanctioned CSP so long as policy enforcement parity is ensured.”5 The Reference Architecture says enforcement “may occur at any point between endpoints.”6 The constraint the design strains against is the universal capability Policy Enforcement Parity (3.UNI.PEPAR), defined as “consistently applying security protections and other policies, independent of the communication mechanism, forwarding path, or endpoints used.”7 A per-category exemption at a named set of sites is, on its face, a departure from that. The honest move is to record the departure and its bounds rather than to claim parity holds. Chapter 03 sets out the catalog and use cases in full.
Name the controls, not “inspection forgone”
“Inspection forgone” invites an assessor to decide for themselves what was lost. The exemption punctures four things on the Optimize flows, and the instruments name them:
· SI-3, Malicious Code Protection: no inline secure web gateway scanning of content on those flows.
· SI-4(10), Visibility of Encrypted Communications: the encrypted traffic isn’t made visible to monitoring tools. NIST places this enhancement in the High baseline, not the Moderate one, so in a Moderate system it’s affected only if the agency selected it; record it either way.8
· AC-4, Information Flow Enforcement: no CASB or proxy flow enforcement on the path.
· AU-3, Content of Audit Records (with AU-12 by reference): AU-3 asks that records establish what happened, when, where, the source, the outcome and the identity involved.9 On the bypassed flows the network record is the five-tuple plus steering metadata. User, application, action and data come from the service’s own logs, not the PEP.
SC-8 is not a gap. Exchange and SharePoint traffic is TLS, Teams media is encrypted with SRTP using keys exchanged over the TLS signaling channel,10 and the SD-WAN overlay encrypts the flows that don’t carry their own protection. SC-7(4)(c), which asks the agency to protect the confidentiality and integrity of information crossing each external interface, is met by the application-layer encryption on the exempt flows.9
[bookmark: _Toc00001405]The SC-7(4) documented traffic-flow exception
The decision isn’t a generic risk acceptance. SC-7(4), External Telecommunications Services, is in the Moderate baseline.8 It requires a managed interface and a traffic-flow policy for each external telecommunication service, and then:9
· (d) “Document each exception to the traffic flow policy with a supporting mission or business need and duration of that need”; and
· (e) review exceptions at an organization-defined frequency and “remove exceptions that are no longer supported by an explicit mission or business need.”
Earlier drafts of the instruments cited these as SC-7(4)(c) and (d). In the current Rev. 5 text they’re (d) and (e), and Appendix A uses the current lettering. An exception under this enhancement has a specific discipline: it’s named, it has a mission need and a duration, it’s reviewed on a stated cadence, and it comes with enforcement evidence that its boundaries hold. For a branch Optimize exemption, the evidence is the SD-WAN steering log showing that only the listed endpoint sets left locally from the listed circuits. That shape is what lets an authorizing official sign a bounded departure rather than a standing hole.
[bookmark: _Toc00001406]Tenant restrictions: the case an assessor will build
The attack an assessor will construct against the exemption is tenant-to-tenant exfiltration: a user signs in to a personal or hostile Microsoft 365 tenant and moves agency data there over a path nobody inspects. Tenant restrictions are the control for it, so it matters precisely which form survives the bypass.
Microsoft documents three ways to signal tenant restrictions v2 (TRv2):11
	Signaling path
	Authentication plane
	Data plane
	Needs a proxy

	Corporate proxy header injection
	Yes
	No
	Yes; Microsoft supports decrypting sign-in URLs for header insertion as an exception to its no-inspection guidance

	Universal tenant restrictions through Global Secure Access12
	Yes, all platforms
	Microsoft Graph only
	No

	Windows device (Group Policy or Microsoft Entra–managed)
	Yes
	Yes, including SharePoint Online and Exchange Online
	No


Two common misreadings follow from that table.
First, an Optimize-only exemption doesn’t remove proxy-based sign-in enforcement by itself. The Entra sign-in endpoints are in the Allow category,2 so in this design they still cross the campus proxy, and header injection at sign-in still works. What the bypass exposes is the data plane: an access token copied in from another device, or anonymous access to a SharePoint file or Teams meeting, isn’t stopped by sign-in signaling. Proxy-based TRv2 never protected the data plane. Microsoft says it covers only authentication-plane protection.11 The exemption makes an existing gap more consequential; it doesn’t create it. If a site later sends Allow traffic locally too, as Microsoft recommends, the proxy path goes entirely.
Second, Global Secure Access is often ruled out on the grounds that it isn’t FIPS-validated in GCC Moderate. Microsoft’s current documentation says Global Secure Access “is available in the US Government Community Cloud (GCC)” and isn’t yet supported in GCC High or the DoD cloud;13 the FIPS statement couldn’t be confirmed on Microsoft Learn as of October 21, 2026. The design conclusion stands on firmer ground anyway: Global Secure Access gives data-plane protection for Microsoft Graph only, so Windows device-side signaling is the only documented path that reaches the SharePoint and Exchange data plane.11
Device-side TRv2 has limits that the instruments make the agency enumerate. It works on managed Windows 10 and Windows 11 devices and covers Office apps, Universal Windows Platform .NET apps and Microsoft Edge. Microsoft says it “doesn’t protect the .NET stack, Chrome, or Firefox,” and recommends App Control for Business to block unenlightened apps from Microsoft resources. Microsoft labels its data-plane support for Teams, SharePoint Online, Exchange Online and Office.com, and its anonymous-access blocking for Forms and Teams, as preview.11 The program’s position is therefore that device-side TRv2, verified in force at the site from the endpoint and with the uncovered device and browser population listed rather than assumed empty, is a precondition to cutover in all three instruments. Microsoft documents Group Policy deployment; for an Intune-managed fleet, confirm how the same Windows setting is delivered (Book 05). The rest of the identity layer, Conditional Access and token protection, becomes the primary control on a less-inspected path (Book 04, Chapter 03).
The tenant restrictions v2 policy itself, which blocks external accounts and applications by default, is Book 04, Appendix C’s, and universal tenant restrictions through Global Secure Access are built in Step 8 of the Global Secure Access implementation guide, each with its pilot, rollback and evidence. This chapter adds only what the exemption needs from them: proof that device-side signaling is in force at each site before cutover.
Authority: Risk-based recommended (device-side TRv2 as a precondition to cutover is the program’s position, for the risk of tenant-to-tenant exfiltration over an uninspected path); Microsoft-recommended for App Control for Business against unenlightened apps.11 Applies: Environment-dependent: managed Windows 10 and 11 devices only, with data-plane coverage labeled preview, and the rest of the device and browser population listed as uncovered; tenant restrictions v2’s government-cloud availability is not yet specified on Learn (Book 04, Appendix C).
Control states. 
	State
	This page
	Evidence

	Designed
	The memo’s precondition (The three instruments)
	The memo and the TRv2 policy’s allow list

	Configured
	Device-side TRv2 delivered to the site’s managed Windows devices
	The Group Policy or Intune setting export, scoped to the site

	Enforced
	The policy in force before the site’s cutover
	Attachment A’s readiness date for the site

	Evidenced
	A sign-in from a site device to a tenant outside the allow list is blocked, and data-plane access with a copied token is refused
	Test record with the sign-in log entry

	Operated
	The uncovered population list and the policy reviewed on the register’s cadence
	Attachment A change log; review records


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: the TRv2 policy export and the device setting export for each site
· Operational: sign-in log entries showing tenant restrictions blocks, kept for the program’s log retention
· Test: the blocked sign-in and the refused data-plane request per site (date, tester)
· Exception: the uncovered device and browser population, with the compensating control and owner for each
· Assessor-ready artifact: Attachment A’s readiness row for the site, citing the four above
[bookmark: _Toc00001407]Assessment mapping
· Microsoft Zero Trust pillar: Data; Networks
· CISA ZTMM pillar: Data; Networks
· Depends on: managed Windows devices (Book 05); the cross-tenant access policy (Book 04, Appendix C)
· Attack chain interrupted: moving agency data to a personal or hostile tenant over a path nobody inspects (Exfiltration)
[bookmark: _Toc00001408]The three instruments
The decision needs three documents, each signed by the person whose question it answers.
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The three instruments, who signs each, and what each binds to.
	Document
	What it decides
	Who signs

	SC-7(4) traffic-flow exception memo
	Whether to grant the exception, on named controls and stated compensating controls
	Authorizing official

	Attachment A, site register
	Which sites and circuits are in scope, why each needs the exemption and when it ends
	System owner; the memo cites its version

	Attachment B, architecture review determination
	Whether the design is TIC 3.0 conformant and where each PEP capability now sits
	Architecture review board


Keeping the memo and Attachment B separate is deliberate. The architecture review answers whether the design is conformant and where capabilities moved; it doesn’t accept risk. The authorizing official accepts the one thing that can’t be transferred. Chapter 09 places these roles in the book’s ownership model.
Attachment A is the exception record itself, not an annex to it. Its Table A1 carries the SC-7(4)(d)–(e) fields per site: a site-specific mission need (a sentence that would fit every row answers nothing), a start date, an expiry date or ending condition that may not be blank, and the last review. Table A2 lists one row per circuit, because the post-NAT egress range is a property of the circuit while the mission need is a property of the site. Completion rules R1–R5 catch the errors that make a fabric look configured while attributing traffic to the wrong place: an interface address recorded instead of the post-NAT address, shared NAT pools, dynamic addresses, ranges copied from an ISP order rather than verified from the site, and unlisted IPv6. Table A3 records readiness as dates rather than ticks, because a date is an event a reviewer can check. A change log records every scope change and every review, including those that change nothing. A register that lists circuits without mission need and expiry can’t evidence the control the memo claims.
Attachment B records the TIC 3.0 analysis. It classifies the traffic under the Branch Office Use Case’s pattern 1 (branch office to cloud service provider). Classifying Microsoft 365 as “branch office to web” would pull in a web-proxy capability set whose inspection expectations contradict the category’s purpose. It then records the trust zone and PEP location, and completes one row for each of the twelve PEP capability groups in Security Capabilities Catalog version 3.3. Only the Web row is referred to the authorizing official; a blank row is a gap, and a gap blocks sign-off. The catalog’s revision history shows the Services and Identity groups were added in version 3.0 (April 2023), and that version 3.3 (July 2025) only removed an NCPS reference in Appendix A. The current publication, dated September 2026, changed only footnote links.7 A table copied from a pre-3.0 revision is two groups short and still looks complete, so the revision is named wherever the list is used. Attachment B also records the three universal capabilities that a routing change does affect: Central Log Management with Analysis (3.UNI.CLMAN), Auditing and Accounting (3.UNI.AACCO) and Policy Enforcement Parity.7
Its telemetry section had to be updated: earlier drafts asked for an “NCPS Cloud Interface” reporting pattern. The Branch Office Use Case’s July 2025 revision replaced its NCPS references with CISA services, and it now directs agencies to their TIC delegates and to CISA points of contact for services such as the Comprehensive Log Aggregation Warehouse (CLAW), CDM and Protective DNS, saying agencies “must preserve CISA visibility through information sharing” as branches connect directly to external services.5 Chapter 03 covers CLAW and Protective DNS as the telemetry path.
The memo names the controls affected and the compensating controls, states the duration and review cadence the register must show, makes device-side TRv2 a precondition, and cites the register version that defines scope. The memo’s full text isn’t part of the published set, so Appendix A carries a skeleton built from what the attachments cite.
[bookmark: _Toc00001409]What’s different for GCC-Moderate tenants
Two Microsoft features that branch designs often assume aren’t available to the tenants this book is written for. Microsoft 365 informed network routing (INR), which shares Microsoft’s per-circuit quality measurements with a supported SD-WAN, “supports tenants in WW Commercial cloud but not the GCC Moderate, GCC High, DoD, Germany, or China clouds.”14 Network connectivity in the Microsoft 365 admin center, where office locations and their egress IP ranges are entered, likewise “supports tenants in WW Commercial and China … but not GCC Moderate, GCC High, or DoD.”15 This is consistent with Book 08, Appendix C.
So in GCC-Moderate, the egress ranges in Attachment A aren’t registered with Microsoft. They serve the agency’s own steering policy, its synthetic probes and its scope evidence. Path selection rests on the SD-WAN’s own measurements (Chapter 05), and any monitoring service that sees branch telemetry needs its own authorization. Cisco ThousandEyes, for example, lists a separate government offering, ThousandEyes for Government, as FedRAMP Certified at Class C (Moderate).16 A branch agent registered to a commercial console is outside the boundary the memo describes. A worked Cisco Catalyst SD-WAN build is in Federal Compliance Vol I Book 05, Appendix A. Read its INR material as the commercial-cloud target state.
Name resolution is the other quiet failure. Microsoft asks that DNS resolution happen close to the network egress so connections reach the nearest front door.3 A conditional forwarder that sends branch Microsoft 365 queries back to a core resolver defeats local egress silently, and the probes won’t report it. The governed answer follows Book 08, Chapter 05: the agency resolver remains the first hop, with Protective DNS upstream. Placing it so that resolution happens at the branch’s egress is this chapter’s own design position.
[bookmark: _Toc00001410]What the exemption doesn’t settle
The exemption covers Optimize traffic at the listed branch circuits and nothing else. It doesn’t decide whether Allow traffic can be inspected at the campus proxy, which Microsoft says is incompatible. It doesn’t carry over to remote users, whose split tunneling is a different flow. It doesn’t make telemetry to CISA optional: Attachment B treats telemetry as a condition of fleet rollout and requires a pilot that runs without it to say so. And it doesn’t survive scope drift: a new site, a changed egress address or a widened category is a scope change that goes back to the authorizing official. Chapter 13 puts the exemption in the book’s order of operations (boundary change before cutover) and sets out the evidence that confirms or refutes it. Appendix B maps each requirement named here to its evidence.
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[bookmark: _Toc00001412]Chapter 13 — Sequencing, Cost and Evidence
Order decides whether branch modernization is a gain or a compliance regression, and a cost case only survives review when every number in it came from the agency’s own estate.
[bookmark: _Toc00001413]In this chapter
The decision sequence (governor before traffic, boundary change before cutover) and the phase dependencies behind it, which are technical rather than mandated. Phase inversion: what happens to cost attribution when cloud migration runs ahead of transport, what the federal record supports, and what competes with it. How to build the cost case from your own circuits and branches, what to stop doing, the evidence an authorization package needs for the boundary change, and three measurements that would confirm or refute the whole argument in a given estate.
The earlier chapters establish what to build. This one is about the order in which to build it and how to prove that it paid. Both arguments are easy to make badly. Sequencing is often presented as a federal requirement, which it isn’t; cost is often presented with figures nobody measured, which a budget examiner will check. The honest versions are weaker in tone and stronger in review: the sequence is an engineering dependency, and the cost is something an agency measures in its own estate with a stated method.
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The decision sequence: a step zero for the governor’s own security, then five steps, each closed by a gate; doing them out of order is the costliest mistake.
[bookmark: _Toc00001414]The decision sequence
Chapter 02 introduced the order of operations; this chapter sets out what each step depends on and what closes it. Chapter 09 names who decides each gate.
1. Secure the governor first. The SD-WAN controller and its edges are internet-facing infrastructure with estate-wide authority, so they come under vulnerability management, privileged-access control and off-box logging before they carry production traffic (Chapter 05 lists the controls and the 2026 emergency directive that shows why).
1. Buy the pipe on measured physics, within the acquisition and supply-chain envelope, with diversity where the mission needs it. Measured means per-site latency and loss recorded before the order, not a carrier’s marketing figure (Chapter 01, Chapter 02).
1. Deploy the governor before production traffic. The gate is a control layer that is live, inspecting and logging at that site. A site whose control layer isn’t live doesn’t get its new egress turned on.
1. Treat the boundary change as the significant change it is. NIST defines a significant change as one “likely to substantively affect the security or privacy posture of a system,” and such changes may trigger an event-driven authorization action under either reauthorization or ongoing authorization.1 A new egress path, a new device class at every branch or a new governor changes the system the package describes. File it and have it decided before the first production cutover, not discovered by an assessor afterward.
1. Handle Microsoft 365 traffic through its own documented exception. SC-7(4) requires each exception to the traffic flow policy to be documented “with a supporting mission or business need and duration of that need,” and reviewed on a defined cadence.2 Chapter 12 and Appendix A carry the exemption and its instruments.
1. Register the supporting evidence, and confirm CISA telemetry parity before any legacy circuit or MTIPS service ends (Chapter 03 explains why CLAW parity is the exit criterion).
Doing these out of order, and above all lighting up fast connections before the security layer is live, is in the program’s experience the most common and most costly mistake in branch modernization. A field office moved from a centralized hairpin to ungoverned local breakout has lost assessed boundary protection relative to where it started: a compliance regression with better latency.
[bookmark: _Toc00001415]The phases behind the sequence
The same logic applies at program scale. Federal modernization proceeds through phases whose order reflects technical dependency, not policy mandate: no OMB memorandum, CISA directive or executive order specifies the sequence below. An earlier version of the source analysis treated network attestation as a policy precondition for cloud authorization; it isn’t, and the argument has to stand on engineering. It does.
	Phase
	Activity
	Depends on

	0
	Assessment and inventory
	Nothing; it documents the current WAN, including whether branch transport is governed and measurable

	1
	Identity and access modernization
	Can run in parallel with 2; must precede zero trust network access enforcement in 4

	2
	Network and transport modernization
	TIC 3.0 use case adoption, local breakout, the branch-edge policy layer, telemetry to CISA

	3
	Cloud workload migration
	Phase 2, for a performance and cost baseline that can be attributed

	4
	Zero trust continuous verification
	Phase 1 for identity, 2 for observable transport, 3 for protected resources


The dependency that matters most is 3 on 2. It isn’t that migration fails without governed transport. It’s that without it, nobody can tell afterward why migration cost what it did.
[bookmark: _Toc00001416]Phase inversion
Most agencies are migrating workloads to cloud now, while transport modernization is years away (Chapter 10). The consequence is less about performance than about attribution, and this book calls the failure mode phase inversion: cloud migration completes before the agency can govern and measure the transport its users reach the cloud over.
After migration, application response times and cloud bills are both worse than the business case assumed. The agency has cloud metrics and application metrics. It doesn’t have per-application transport metrics, because those come from the device it hasn’t deployed. Cost is attributed to the only thing being measured, the cloud, and the remedies follow the attribution: more instances, more caching, read replicas, a delivery layer. Each raises cloud spend, which strengthens the “cloud is too expensive” narrative, which generates pressure to repatriate. The transport contribution is never identified, because it never appears in the data anyone examines.
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Phase inversion as a loop: with no transport metrics, slowness is attributed to the cloud, the remedies raise cloud spend, and the transport cause never enters the data.
The self-reinforcing property is what makes it worth naming: the remedy for a misattributed cost raises the cost that was misattributed.
What the federal record supports
The individual links in that chain have support in the federal record. The composed phenomenon does not appear in any literature the sources could find, and it is presented here as the program’s own inference. The distinction matters, so the parts are set out separately.
· Agencies can’t track cloud costs and savings consistently. GAO reviewed 16 agencies in 2019 and found they “identified issues in tracking and reporting cloud spending and savings data,” concluding it was likely that agency-reported figures “were underreported.”3 In 2022 GAO named tracking costs and savings as one of four federal cloud challenges, finding agencies “often using inconsistent data to calculate cloud spending.”4 In June 2026, across all 24 CFO Act agencies, 17 reported that control of cloud costs required changes in IT management approaches.5
· Transport requirements weren’t understood at migration time. In the same 2026 report, Commerce officials said cloud usage and requirements, including “data volume, bandwidth, throughput,” did not translate one for one from the on-premises solution, which created “a large degree of uncertainty in the first few years following the migration.”5 GAO filed this as a cost-tracking problem. It is an agency saying bandwidth and throughput weren’t understood at migration; it is not a claim of misattribution and shouldn’t be represented as one.
· Transport constraints raised cost in a federal cloud context. CISA’s TIC Program Guidebook says the demands placed on agency TIC access points and the resulting degraded performance “increased the cost and decreased the effectiveness of the TIC initiative when using cloud services.”6
· Transport cost has been assumed out of a federal cloud estimate. GAO’s own Inspector General found that GAO “did not include data egress fees in a major system’s cost estimate,” deeming them minimal, and had not established formal procedures implementing cloud cost management policies.7 Narrow, but a clean primary-source instance of the estimating blind spot.
· Latency is a first-order, non-obvious performance driver. A University of Cambridge study injected latency at fine resolution and found “10 µs latency in each direction enough to have a noticeable effect,” with 50 µs significantly negative and Memcached degrading over 20 percent at 100 µs.8 That is a data-center study at microsecond scale. WAN latency is about three orders of magnitude larger, which makes the mechanism more plausible at WAN scale, but the microsecond findings aren’t WAN measurements and shouldn’t be quoted as such.
What is not documented is the composed claim: no GAO or inspector general report, academic paper or research-firm study the sources found describes transport-attributable cost being misattributed to cloud and driving compensatory spend. The best-known public debate on cloud cost, Andreessen Horowitz’s “The Cost of Cloud, a Trillion Dollar Paradox” and its rebuttals, doesn’t discuss network transport on either side.9 That silence is the gap this section addresses, and it is also why the claim has to be labeled an inference.
The competing explanations a reviewer will raise
These are better evidenced than the transport explanation, and a business case has to address them rather than ignore them.
· Idle and oversized resources. Flexera’s 2026 State of the Cloud survey of 753 cloud decision-makers puts estimated wasted cloud spend at 29 percent, up for the first time in five years.10 Flexera sells cost-management tools, so read it as a vendor survey, but it is the best-evidenced driver of overspend and it isn’t network-related.
· Egress fees are small. The UK Competition and Markets Authority, with access to provider financial data, found egress fees were 0–5 percent of 2022 UK public cloud revenues at each of the three largest providers, and that a majority of each provider’s customers paid less than 1 percent of their spend on egress.11 This book’s argument is not about egress fees; it is about transport-induced compute and operating spend. It will be read as an egress argument unless it says otherwise, so it says otherwise here.
· Licensing. GAO found restrictive software licensing raised costs at four of six agencies reviewed, with officials in several cases “unable to specify the actual amount of increase.”12 (The source paper said six agencies were unable to specify; the finding is narrower.) Federally documented, and not transport.
· Management and accounting change. The 17 of 24 agencies that needed changed IT management approaches to control cloud cost are an organizational explanation competing directly with the transport one.5
· Repatriation is smaller than claimed. Uptime Institute’s 2022 survey data found 33 percent of respondents had moved some production applications off public cloud and 6 percent had abandoned public cloud altogether, and its analysis concludes that high costs drive repatriation but the impact is overstated.13 Neither Uptime nor comparable surveys list network or latency among stated reasons. The widely repeated claim that a large majority of organizations will repatriate comes from vendor-sponsored surveys without published methods and shouldn’t be cited.
That last point bears on falsifiability. The phase-inversion claim predicts that organizations would not name transport as the cause, since by hypothesis they can’t see it. Survey silence is therefore weak evidence in either direction, and the claim is hard to test from survey data. It isn’t untestable; the last section of this chapter says what would settle it.
If you are already inverted
Most agencies reading this have already migrated. The correction isn’t to unwind anything:
1. Instrument before you buy. Deploy transport measurement at a representative sample of branches; many agencies can get per-path latency and loss from existing equipment without new capital (Chapter 10, action 2). Establish what fraction of application latency is transport-attributable before proposing a transport program.
1. Re-baseline the attribution. Take the last four quarters of cloud spend growth and test how much correlates with user-experience complaints and help desk volume by branch rather than with workload growth.
1. Fix chattiness first where it dominates. The round-trip arithmetic in Chapter 06 will identify applications where an application change returns more than any transport change can.
1. Then scope the branch-edge program to the branches and applications where the measurement says it pays, rather than to every branch on principle.
That sequence produces a business case a reviewer can’t take apart, because every number in it came from the agency’s own estate.
[bookmark: _Toc00001417]Measuring cost in your own estate
An agency building a business case needs numbers, and the honest report on where public ones come from is partly negative. The negative findings are useful in themselves: they explain why so many figures in circulation are unsourced.
What the public record doesn’t give you
· No realized EIS savings figure. The sources found no GAO quantification of savings realized under EIS. GAO’s most recent EIS report (August 2026) is about transition delays and service disruption, not savings.14
· No published before-and-after SD-WAN cost from a federal agency. Task order ceilings are public; the sources found no realized cost deltas.
· No federal figure that isolates legacy WAN or MPLS operating cost. The federal operations-and-maintenance figures the sources found cover all of IT, not network.
· EIS unit prices exist but must be pulled per service and location. GSA’s EIS Public Pricer is open to the public and offers downloads of awarded services by geography and vendor, plus CLIN data, but prices for specific circuits and sites still have to be looked up for the agency’s own locations.15 (The source paper said the pricer has no bulk export; it does offer downloads.) GSA says MTIPS pricing can be found in the EIS pricing tool, with port charges monthly and optional features priced separately.16 (The source paper said MTIPS is priced only on an individual case basis and excluded from the pricer; GSA’s current MTIPS page doesn’t say that. Any feature that is priced case by case still won’t appear as a unit price.)
What is citable
	Figure
	Source

	Agencies could have saved about $329 million had they transitioned to Networx on time, against savings of 28.4 percent of FTS2001 spending; GSA’s transition costs rose $66.4 million, 44 percent over the baseline
	GAO-14-63, December 201317

	Billing for six agencies’ legacy Networx contracts rose from about $13.4 million in February 2025 to about $40.9 million in March 2025, a 206 percent increase, with their transitions more than three years past GSA’s revised deadline
	GAO-26-107919, August 202614

	37 EIS task orders worth over $7.4 billion in just over a year of the program
	ACT-IAC case study, as reported June 202018

	About 80 percent of more than $100 billion in annual federal IT spending goes to operations and maintenance
	GAO-25-107795, July 202519

	Up to $50 billion in combined EIS contract value; about $2.5 billion spent through GSA telecom contracts in FY2019
	CRS IF11668, October 202020


The GAO-26-107919 figure is now the strongest cost-of-delay number in the federal record, because it prices deferral directly rather than modeling it. (The source paper’s “$2.08 billion” Networx-extension figure couldn’t be traced to any source and is dropped.)
The MPLS-versus-broadband multiple
The claim that MPLS costs three to ten times broadband per megabit circulates widely, mostly from WAN brokers, SD-WAN vendors and their content marketing, none of whom publish a method. The one independent dataset the sources found, from TeleGeography, a research firm that sells WAN pricing data, reports a smaller and less consistent gap. On Q4 2019 data with local access included, DIA was cheaper than MPLS almost everywhere, but at 20 Mbps in New York “most carriers price DIA at a slight discount—one offered a significant discount and two offered it at a premium.”21 The data is several years old and the free publication gives percentages rather than absolute prices. An agency shouldn’t build a business case on the marketing multiple; it should price its own circuits and sites in the EIS pricer.
The cost structure, which you can build without unit prices
EIS charging units make the drivers explicit, and the structural difference between architectures is which variable the cost scales with. This table is the program’s analysis of the cost structure, not a price list.
	Architecture
	Recurring
	One-time
	Scales with

	MPLS with central TIC or MTIPS
	VPN service port charge per site; access charge per location; equipment lease and maintenance; MTIPS port charge plus optional features
	Access installation; CPE procurement and installation; site preparation; design and engineering
	Site count × port speed; largely insensitive to actual traffic, because you buy ports

	DIA plus SASE, no branch edge
	Internet service port charge; access charge per site; SASE subscription; any usage-based egress
	Access installation; minimal CPE; SASE onboarding
	User count: the structural break from the row above

	DIA plus SASE plus a branch edge
	The row above, plus appliance license and orchestration per site (or a managed network service charge per site), usually plus a second access circuit
	Appliance procurement and installation labor per site
	Site count × bandwidth tier, plus user count for the SASE layer

	Agency-operated access point
	Around-the-clock SOC staffing; facilities; security stack subscriptions and support; transport into the access point
	Security stack capital; build-out; accreditation
	Internal; the sources found no published federal figure


The move from the first row to the second changes the cost variable, from site count and port speed to user count. For an agency with many small branches that tends to be favorable; for one with few large sites and many users it may not be. That’s the calculation to run, and it can be run in the EIS pricer with real numbers before anything is procured. Note the term most often left out: a per-user annual SASE subscription across a large workforce is the line most likely to dominate the comparison, and SD-WAN-versus-MPLS framings routinely omit it. Vendor GSA schedule price lists show per-user pricing for some SASE products; price the specific candidates from their current schedule contracts rather than from a figure in a paper. (The source paper’s per-user range for one vendor couldn’t be confirmed against a public GSA price list and is dropped.) Chapter 11 applies this structure to a large field-office estate with its inputs labeled.
The mechanisms worth measuring
Four effects plausibly move compute cost, and all four are measurable:
	Mechanism
	What happens
	What to measure

	Connection re-establishment
	Each re-established session costs a TLS handshake, an authentication exchange and application session setup on both sides
	Server-side new-connection rate against active-session count; connection setups per transaction

	Retry after a path event
	Clients that reconnect at once produce a burst of server-side connection handling
	Connection-rate spikes correlated with WAN path events, and their duration

	Authentication replay
	Failed token exchanges generate repeat cycles at the identity provider
	Authentication request volume against successful authentications

	Cache invalidation
	Dropped sessions discard application caches and force cold execution
	Cache hit ratio and query time distribution around session-drop events


A worked example, every input stated
To show the shape of the arithmetic, not to supply a result. Every input is an assumption chosen for illustration:
	Input
	Value

	Branch users
	5,000

	Application server instances, running continuously
	40

	On-demand-equivalent rate
	$0.192 per instance-hour

	Measured reduction in average CPU from less connection churn
	X percent


Annual compute at baseline is 40 × $0.192 × 8,760 hours = $67,277. If lower utilization allows a proportional reduction in instances, the annual saving is about $67,277 × X; at X = 10 percent, that’s $6,728 a year.
The example is deliberately unflattering. Compute savings alone rarely justify a branch-edge program, and a business case resting on them won’t survive a budget examiner who asks for the instance count. The defensible case rests on four other cost categories, each measurable from data the agency already holds and, in most estates, each larger than the compute term:
· help desk volume by branch, normalized by user count;
· circuit capacity bought as headroom for unmanaged queuing;
· analyst hours spent on alerts closed as benign network behavior;
· the risk cost of control assertions that can’t be evidenced.
This cost structure is also the core of the investment record federal capital planning asks for: full life-cycle cost split into development and operations, risk-adjusted return, and milestones measured on cost, capability, timeliness and quality. Book 00, Appendix C maps it to 40 U.S.C. §11312, Circular A-11 Section 55 and the Technology Modernization Fund’s financial template.
[bookmark: _Toc00001418]What to stop doing
· Stop putting a routing-attributable percentage into a TCO model on the authority of a white paper, including this book. Put in a measured figure with its method attached, or a range with the assumption labeled as an assumption. A migration business case that omits routing architecture as a cost variable is incomplete; one that includes an invented figure for it is worse, because it will be checked.
· Stop using the unsourced figures in circulation. Claims such as 12–18 percent extra application-server CPU from hairpin routing, or $200,000–$400,000 a year of cloud overspend for a 5,000-user agency, came with no derivation, no measurement, no instance count and no rate. Earlier versions of this book’s sources offered them; they are withdrawn.
· Stop citing the MPLS-to-broadband multiple. Price your own circuits.
· Stop justifying a branch-edge program on latency alone. For chattiness the application change dominates (Chapter 06); the stronger argument is governance and evidence.
· Stop presenting the sequence as a mandate. It is a technical dependency, and saying so is what makes it survive review.
· Stop treating an undocumented gap as a private matter. An assessor who finds it records a finding. Document it as an accepted risk with compensating measures (Chapter 10).
[bookmark: _Toc00001419]Evidence for the boundary change
The boundary change in step 3 is decided on evidence, and the evidence is the same material that later supports the control assertions. Where an agency asserts SC-7, SI-4, AC-17 or CA-7 for a system whose users reach it over branch transport (Chapter 03 lists what each asserts), the package should carry:
	Evidence
	What it shows
	Produced by

	Application-to-path routing policy
	The path, priority, failover behavior and source-address presentation for each application class; the SC-7(4) traffic flow policy
	The policy document from Chapter 10, action 1

	QoS policy at the branch edge
	Where and how priority is applied before the constrained link
	Branch-edge configuration export

	Failover policy and its measured recovery time
	That failover works, and how fast
	A test record per site class, with date and method

	Path-performance monitoring
	Per-application latency, loss and jitter by path
	Governor telemetry, or flow records plus synthetic transactions in the interim

	Decision records
	Which path or policy decision was made, under which policy, when
	The SD-WAN and SASE decision records in Chapter 05

	Traffic-flow exceptions
	Each exception with its mission need, duration and review
	The SC-7(4) instruments in Appendix A

	CISA telemetry parity
	That CISA’s visibility survives the move off MTIPS
	CLAW onboarding confirmation (Chapter 03)

	Known limitations
	Which assertions lack a mechanism, and the compensating measures
	The accepted-risk entry


Under OMB M-26-14, the transport question is now also a logging-maturity question: among its minimum log content, agencies must be able to determine “source and destination network address information, including protocols, ports, and session attributes.”22 Where no mechanism produces that record at a branch, the package should say so as a known limitation rather than leave it implicit. Appendix B maps each requirement to its chapter and evidence.
[bookmark: _Toc00001420]How to confirm or refute the case
When funding becomes possible, the number that survives a budget examiner is a measurement. The direct test is a paired-branch study, run around a migration wave or a device deployment:
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b09-network/png/ch13-paired-branch.png]
The paired-branch study: two comparable branches instrumented for 30 days, a change at one, 30 more days, and the effect size as the difference in differences.
1. Select two branches with comparable user counts and application mix.
1. Instrument both for 30 days: WAN path events, application server CPU and new-connection rate, identity provider authentication volume, database cache hit ratio, and help desk tickets tagged by application.
1. Make the change at one branch only: deploy the branch-edge layer, or, to test phase inversion, run the study across a migration wave.
1. Instrument both for a further 30 days.
1. The difference in the post-period, adjusted for the pre-period difference, is the effect size. It is agency-specific and defensible, and it is the number to put in a business case.
Three further measurements would settle the phase-inversion question in a given estate:
1. Instance-count elasticity to path events. If autoscaling or manual capacity increases correlate with branch WAN path degradation rather than with user or transaction volume, the mechanism is present. If they correlate only with volume, it isn’t.
1. Cache and replica additions traced to a diagnosis. Where a caching layer or read replica was added after migration, examine the incident or performance record that justified it. If the diagnosis was “slow application” with no transport measurement available, the attribution was unavailable rather than wrong, which is the claim.
1. Help desk ticket clustering by branch. Ticket volume per user that varies significantly by branch, uncorrelated with application mix, points at transport; a uniform distribution points away from it.
An agency that runs these has either evidence or a disproof, and either is worth more than the argument.
[bookmark: _Toc00001421]What this chapter establishes
1. The order is fixed by engineering, not mandate: secure the governor, buy the pipe on measured physics, deploy the governor before traffic, decide the boundary change before cutover, handle Microsoft 365 through its own exception, and register the evidence.
1. Phase inversion is the program’s inference, built on documented parts: agencies can’t track cloud cost consistently, transport needs weren’t understood at migration, and CISA says the hairpin raised cloud cost. Better-evidenced explanations compete with it and must be answered.
1. The public cost record is thin: no realized EIS savings figure and no federal before-and-after SD-WAN figure. GAO’s 206 percent Networx billing increase is the strongest cost-of-delay number available.
1. Build the cost case from your own circuits, sites and users. The SASE per-user subscription is the term most often left out; compute savings are the smallest term.
1. The boundary-change package needs the routing policy, QoS and failover evidence, path telemetry, exceptions, CISA telemetry parity and stated limitations.
1. A paired-branch study and three targeted measurements confirm or refute the case in a given estate.
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[bookmark: _Toc00001423]Appendix A — Optimize Exemption Decision Instruments
Each signer answers one question that is actually theirs. The paperwork’s shape is what makes the exemption a bounded decision instead of a quiet hole in the boundary.
[bookmark: _Toc00001424]In this appendix
The three instruments that Chapter 12 explains, as usable templates: a skeleton for the SC-7(4) traffic-flow exception memo, Attachment A (the pilot site register and egress IP ranges, which is the exception record itself), and Attachment B (the architecture review determination). Use them in that order of preparation, A then B, with the memo last, because the memo cites the versions of both.
[bookmark: _Toc00001425]These are templates, not completed records
All three carry bracketed fields that need agency values, and Attachment A’s example rows use documentation addresses reserved by RFC 5737 and RFC 3849.12 Nothing here is an agency-approved form. Confirm the structure against your own risk-acceptance procedure and delegation of authority before use.
[bookmark: _Toc00001426]How the set fits together
	Document
	What it decides
	Who signs
	Binds to

	SC-7(4) traffic-flow exception memo
	Whether to grant the exception, on named controls and stated compensating controls
	Authorizing official
	Attachment A version [n]; Attachment B date [date]

	Attachment A — pilot site register
	Which sites and circuits are in scope, why each needs it and when it ends
	System owner
	The memo cites its version

	Attachment B — architecture review determination
	Whether the design is TIC 3.0 conformant and where each PEP capability now sits
	Architecture review board
	Attachment A version [n]; catalog revision


The architecture review doesn’t accept risk, and the authorizing official doesn’t re-run the architecture review. If the documents disagree about scope, the register version cited in the signed memo wins, and the disagreement is a finding.
[bookmark: _Toc00001427]The SC-7(4) traffic-flow exception memo (skeleton)
The memo’s full text isn’t part of the published set. This skeleton carries only what the two attachments cite (clause 4 for tenant restrictions, clause 6 for compensating controls) and what SC-7(4)(d) and (e) require: a mission need, a duration and a review cadence.3 Write it in your agency’s own memorandum format.
	Clause
	Content

	1. Decision sought
	Grant a documented exception to the traffic-flow policy for the Microsoft 365 Optimize endpoint sets (Worldwide instance IDs [1, 11, 31 as current]) at branch direct internet egress, so they’re not subject to TLS break-and-inspect.

	2. Scope
	The sites and circuits in Attachment A, version [n], and no others. Adding a site, circuit or category is a scope change that returns to the authorizing official.

	3. Controls affected
	SI-3, AC-4, AU-3 (with AU-12 by reference) and, where selected for this system, SI-4(10), on the exempt flows only. SC-8 and SC-7(4)(c) are not affected: the flows carry TLS or SRTP, and the overlay encrypts the rest.

	4. Tenant restrictions precondition
	Tenant restrictions v2 is signaled from the Windows device and verified in force at each site before cutover (Attachment A, Table A3). The device and browser population it doesn’t cover is listed: [population].

	5. Telemetry
	Branch telemetry reaches CISA services under [reporting arrangement agreed with the agency’s TIC delegates] (Attachment B, B3). State any pilot gap.

	6. Compensating controls
	[Identity, service and endpoint controls in force: Conditional Access policies; Defender for Office 365 and Exchange Online Protection; Purview DLP and endpoint DLP; device-side tenant restrictions; steering log retention], as recorded in Attachment B, B2.

	7. Duration and review
	In force from [date] until [date or ending condition]. Reviewed every [frequency], with each review recorded in the Attachment A change log; exceptions without a current mission need are removed.

	8. Reversion
	Reverting a site returns its Optimize traffic to the campus PEP and restores the prior posture. Revert owner per site in Attachment A, Table A3.

	9. Decision
	☐ Granted ☐ Granted with conditions [conditions] ☐ Not granted. Authorizing official signature, date.


[bookmark: _Toc00001428]Attachment A — pilot site register and egress IP ranges
The SC-7(4) exception record: mission need, duration and review per site; egress ranges per circuit.
[bookmark: _Toc00001429]Template — example rows use documentation addresses
The example rows use 203.0.113.0/24, 198.51.100.0/24 and 192.0.2.0/24 (RFC 5737) and 2001:db8::/32 (RFC 3849), which are reserved for documentation and safe to publish.12 Delete them once real rows exist, so no reader has to work out which is which.
	Field
	Value

	Attaches to
	SC-7(4) traffic-flow exception — Microsoft 365 Optimize endpoint set at branch direct internet egress

	Prepared by
	[Name, title]

	Version
	[n] — [date]

	Site count
	[N] sites, [N] circuits, approximately [N] users

	Endpoint list version applied
	[Worldwide instance version, YYYYMMDDNN]


The sites listed here are the entire scope of the exemption. Adding a site is a scope change and requires a return to the authorizing official, so this register is a controlled document, and its version is what the signed memo refers to.
This register is the SC-7(4) exception record itself, not a supporting annex. SC-7(4)(d) requires each exception to the traffic-flow policy to be documented with its supporting mission or business need and the duration of that need; SC-7(4)(e) requires exceptions to be reviewed at an organization-defined frequency and removed when no explicit need supports them.3 Table A1 carries those fields. Tables A2 and A3 carry the network and readiness detail beneath them. A register that lists circuits but records no mission need and no expiry can’t evidence the control the memo claims.
Table A1 — Exception record
One row per site: the SC-7(4)(d) and (e) fields.

	Site ID
	Supporting mission need
	In force from
	Expiry, or the condition that ends it
	Last review

	BR-001
	[Mission need] — example
	[date]
	[date or condition]
	[date]

	[ID]
	[Why this site needs the exemption, specific to the site, not the program]
	[date]
	[date or condition]
	[date]

	[ID]
	[Why this site needs the exemption, specific to the site, not the program]
	[date]
	[date or condition]
	[date]



Table A1 has one row per site, while A2 has one row per circuit: the mission need is a property of the site, and the egress range is a property of the circuit.
Two fields need careful writing. A mission need copied from the program justification isn’t a site-level need. If the same sentence would serve every row, none of them answers the question. The expiry may be a date or a condition (“until the site moves to the SASE fabric”), but it may not be blank. An exception with no end is a permanent change to the traffic-flow policy, which is a different decision from the one the memo asks for.
Table A2 — Scope
One row per circuit: what the exemption covers.

	Site ID
	Location
	Users
	Circuit
	Public egress range (post-NAT)
	Egress model

	BR-001
	[City, ST] — example
	140
	ISP-A primary
	203.0.113.16/28; 2001:db8:10::/48
	Local direct internet access

	BR-001
	[City, ST] — example
	—
	ISP-B secondary
	198.51.100.64/28
	Local direct internet access

	BR-002
	[City, ST] — example
	62
	ISP-A primary
	192.0.2.128/28
	Local direct internet access, gateway fallback

	[ID]
	[Location]
	[n]
	[Circuit]
	[a.b.c.d/nn; IPv6 prefix]
	[Local / gateway]

	[ID]
	[Location]
	[n]
	[Circuit]
	[a.b.c.d/nn; IPv6 prefix]
	[Local / gateway]



A site with two internet circuits occupies two rows that share a Site ID, because steering and attribution both work per circuit.
Completion rules for egress ranges
R1–R5, referenced by the admission checklist. These are the errors that actually occur, roughly in the order they occur. Each one produces a fabric that looks configured but attributes traffic to the wrong place.
· R1. Record the post-NAT public address the branch presents to the internet, not the WAN interface address and not the inside pool. The post-NAT address is the source every external service sees, and the one the agency’s probes and steering policy key on, so it’s the one that identifies the circuit. An interface address recorded here silently mis-attributes every measurement from that site. In GCC-Moderate these ranges aren’t registered with Microsoft’s network connectivity or informed network routing features, which aren’t available to those tenants; they serve the agency’s own steering, probes and scope evidence.45
· R2. Give each circuit a unique range. If two circuits at a site share a NAT pool, per-circuit attribution isn’t possible. Fix the NAT design before listing the site, or accept that path comparison at that site is meaningless and record why.
· R3. Ranges must be static and assigned to the agency for the life of the exemption. Dynamically assigned or ISP-rotated addresses don’t qualify. A changed egress address moves the site outside the approved scope without anyone deciding to move it.
· R4. Verify each range from the branch itself before listing it, not from documentation or the ISP order. Recorded and deployed ranges drift apart over time. The site is the authority; the record isn’t.
· R5. Where IPv6 is enabled on the circuit, list the IPv6 range too. An IPv6-capable client leaving on an unlisted range is outside the recorded scope even though the site is listed. Microsoft publishes IPv6 prefixes for the Optimize endpoint sets, so IPv6 Optimize traffic is a real case, not a theoretical one.6
Table A3 — Readiness
One row per site, completed before cutover. Product names in brackets are examples only.

	Site ID
	Edge platform / memory
	On-box inspection co-resident [e.g. Cisco UTD]
	Monitoring agent [e.g. ThousandEyes]
	Government instance confirmed
	TRv2 device signaling
	Baseline captured
	Probe verified
	Cutover
	Revert owner

	BR-001
	[Platform] / [n] GB
	Yes
	Embedded
	[date]
	[date]
	[date]
	[date]
	[date]
	[team]

	[ID]
	[Platform] / [n] GB
	[Y/N]
	[Embedded / standalone]
	[date]
	[date]
	[date]
	[date]
	[date]
	[team]



Use dates rather than ticks throughout. A tick records an intention; a date records an event, and a reviewer can check it.
Government instance confirmed is the date the monitoring agent was confirmed registered to the authorized government instance of the monitoring service and absent from any commercial console. Cisco ThousandEyes, for example, lists ThousandEyes for Government separately on the FedRAMP Marketplace, as FedRAMP Certified at Class C (Moderate).7
TRv2 device signaling is the date tenant restrictions v2 was confirmed in force at the site from the endpoint rather than the proxy. Proxy header injection only ever protected sign-in, never the data plane, and Windows device signaling is the only documented path that protects the SharePoint Online and Exchange Online data plane.8 Unless the device-side path is configured and verified, the site is cut over with data-plane tenant restrictions silently absent. Record alongside it the device and browser population that the Windows path doesn’t cover. Microsoft documents coverage for Office apps, Universal Windows Platform .NET apps and Microsoft Edge on managed Windows 10 and 11 devices, and says it doesn’t protect the .NET stack, Chrome or Firefox.8 List what App Control for Business blocks and what remains.
Admission checklist
Every line must be true before a site is listed in Table A2. A site that fails any line isn’t ready to be in scope, and adding it later is a scope change.
· Egress ranges verified from the site, satisfying completion rules R1–R5.
· Table A1 complete for this site: a site-specific mission need, a start date, and an expiry or ending condition that isn’t blank.
· Endpoint feed confirmed as the Worldwide instance, which is the one that includes GCC, not the DoD or GCC High instance.6
· Exemption keyed to the Optimize endpoint set IDs from the current list version, with automated updates in place (Microsoft publishes new addresses 30 days before they go live).6
· Teams media (endpoint set 11, UDP 3478–3481, IP ranges only) steered by IP prefix, not by name.6
· Probe endpoint resolves and responds from this branch, not only from the datacenter.
· Name resolution for Microsoft 365 happens local to this branch’s egress. No conditional forwarder returns these queries to a core resolver. Central resolution defeats local egress silently, and the probes won’t report it.
· Monitoring agent registered to the government instance of the monitoring service, and absent from any commercial console.
· Tenant restrictions v2 signaled from the endpoint and verified in force, with the device and browser population it doesn’t cover listed rather than assumed empty.
· Pre-cutover baseline captured and retained. This is the one step that can’t be recovered afterward.
· Branch telemetry reaching CISA services under the arrangement named in the memo. For a pilot site this line may be open if the gap is recorded at Attachment B, B3; it must be true before the site joins fleet rollout.
· Edge device sized for the finished architecture, including on-box inspection if the capability transfer places it there.
· Revert owner named, reachable and able to act within one shift without an approval cycle.
[bookmark: _Toc00001430]Handling
Once completed, this register is a map of the agency’s branch egress: public addresses, circuit topology, per-site user counts, which sites have reduced inline inspection and, with Table A1, why each was granted it. Handle and mark it under the agency’s own rules for network architecture information, and check before circulating it beyond the signature chain.
Change log
Record every scope change here with its date and the authorizing official’s decision that authorized it. The register version cited in the signed memo is the authoritative scope; a later version without a corresponding decision is a finding, not an update.
Record the SC-7(4) reviews here too, on the cadence the memo states, including reviews that change nothing. The control requires exceptions to be reviewed and removed when the supporting need lapses; a register that shows no reviews evidences no reviews, whatever happened in practice.
	Version
	Date
	Change or review
	Authorizing decision

	v1
	[DD MMM YYYY]
	Initial scope, [N] sites
	Approved [DD MMM YYYY]

	[v]
	[date]
	[Scope change, or “review: no change”]
	[decision reference]


[bookmark: _Toc00001431]Attachment B — architecture review determination
TIC 3.0 classification and PEP capability transfer for Microsoft 365 Optimize local egress, against Security Capabilities Catalog version 3.3.
[bookmark: _Toc00001432]Template — complete against the current catalog and Reference Architecture before the review convenes
	Field
	Value

	Attaches to
	SC-7(4) traffic-flow exception — Microsoft 365 Optimize endpoint set at branch direct internet egress

	Scope
	Sites listed in Attachment A, version [n]

	Prepared by
	[Name, title]

	Reviewed by
	[Architecture review board / date convened]

	Guidance used
	TIC 3.0 Security Capabilities Catalog version 3.3 (publication September 2026); Reference Architecture version [1.2 or current]; Branch Office Use Case version [3.0 or current]


[bookmark: _Toc00001433]Sourcing of the catalog facts in this document
The catalog facts below were read from the current publication of the TIC 3.0 Security Capabilities Catalog, Version 3.3. Its cover is dated September 2026; its revision history dates version 3.3 to July 2025, and says the 2026 publication changed only footnote links.9 The twelve PEP capability groups below are Tables 4 through 15 of that document and match its own list in Section 4.2. The universal security capabilities in the separate table come from Table 3, with their capability identifiers.
The catalog says “the PEP security capability groups listing is not exhaustive” and that more groups may be developed for new use cases,9 so the count is a property of the revision. Confirm the revision in the header against the current one before the review convenes.
The NIST control references in B2 are this document’s own proposal and carry no external authority. The catalog maps PEP capabilities to NIST Cybersecurity Framework categories, not to SP 800-53 controls.9 That column is the review board’s work product and still needs confirming.
[bookmark: _Toc00001434]What this determination is, and isn’t
This document records the architecture review’s finding that the design is TIC 3.0 conformant and that campus PEP capabilities have been accounted for at the branch. It doesn’t accept risk. The single item requiring the authorizing official’s decision, the Optimize-category inspection exemption sought as a documented SC-7(4) traffic-flow exception, is referred to them in the covering memo. Keeping those decisions separate lets each signer answer a question that’s actually theirs.
B1 — Security pattern classification
The Branch Office Use Case defines three security patterns, and an agency may implement a subset of them.10 Classification isn’t bookkeeping: it decides which PEP capabilities apply, and a misclassification here carries into every row of B2.
· Branch office to cloud service provider — proposed. Branch users reaching an agency-sanctioned CSP. Microsoft 365 is a sanctioned service under [reference], which places locally egressing Optimize traffic in this pattern. The use case permits direct access from the branch, with campus capabilities or commensurate ones deployed at the branch or the CSP “so long as policy enforcement parity is ensured.”10
· Branch office to web — generic internet destinations. Choosing this pattern for Microsoft 365 pulls in a general web-proxy capability set whose inspection expectations contradict the Optimize category’s purpose.
· Branch office to agency campus — branch access to internal resources. Applies to the site’s other traffic and is unchanged by this design; recorded here for completeness.
Board rationale where the determination differs from the proposal: [record here]
Trust zone and enforcement point
The Reference Architecture says PEPs may be devices, tools, services or applications and that enforcement “may occur at any point between endpoints.”11 Record the definition this design adopts:
	Field
	Value

	Trust zone
	[Branch site as defined: scope and boundary]

	PEP location
	[Device and position relative to the zone]

	Prior state
	Enforcement at the campus PEP, reached by backhaul

	Reversion
	Returns enforcement to the campus PEP; the prior posture is restored, not degraded


B2 — Capability transfer register
One row per PEP capability group in the catalog: twelve in version 3.3. Complete every row. A blank row is a gap, not an omission, and this review treats it as one.
The control reference column is the agency’s own NIST SP 800-53 mapping, not a catalog citation. The entries shown are proposed; confirm or replace them.

	PEP capability group
	What branch direct internet access changes
	Where enforcement now sits
	Control reference (proposed)
	Status

	Files
	SharePoint and OneDrive transfers bypass campus file inspection when steered locally.
	[Defender for Office 365 Safe Attachments; Purview DLP; endpoint DLP]
	SI-3, AC-4
	Enforced tenant-side

	Email
	Exchange Online client traffic steered locally no longer passes campus email inspection on that path.
	[Exchange Online Protection; Defender for Office 365 policies in force]
	SI-3, SI-8, AC-4
	Enforced tenant-side

	Web
	Optimize traffic no longer crosses the campus web PEP. What that punctures, named: no inline malicious-code inspection (SI-3); no visibility into encrypted content (SI-4(10), where selected); no CASB information-flow enforcement (AC-4); and network audit records holding the five-tuple plus steering metadata rather than user, device, application, action and data type (AU-3). SC-8 isn’t punctured: the flows carry TLS or SRTP, and the overlay encrypts the rest.
	[Identity, service and endpoint controls per the SC-7(4) exception memo, clause 6]
	SI-3, SI-4(10), AC-4, AU-3/AU-12; sought under SC-7(4)
	Referred to AO

	Networking
	Enforcement moves to the branch edge: NAT, access control lists and the SD-WAN policy that governs local egress. The steering log is the SC-7(4) enforcement evidence for the Web row.
	[Branch device and policy; steering log retention and location]
	SC-7, SC-7(4), AC-4
	Enforced at branch

	Resiliency
	Microsoft 365 reachability at the site now depends on the local circuit. Failure behavior must be defined, not incidental.
	[Failback to backhaul on loss of local access: state the trigger and timing]
	SC-5, SC-6, CP-8
	[status]

	Domain Name System
	Resolution moves local. DNS security enforcement on the campus path doesn’t follow automatically, and resolver location also decides which Microsoft front door the site reaches.
	[Agency resolver as first hop at the branch; Protective DNS upstream]
	SC-21, SC-22 (SC-20 only where the branch hosts authoritative zones)
	[status]

	Intrusion Detection
	Branch egress isn’t seen by the sensors covering campus egress.
	[Branch on-box inspection or equivalent, or state the coverage gap plainly]
	SI-4, SI-4(4)
	[status]

	Enterprise
	Identity enforcement doesn’t change with routing but becomes the primary control on a less-inspected path. Tenant restrictions v2 data-plane signaling has to come from the endpoint: proxy header injection protects only sign-in, and Windows device signaling is the only documented path to the SharePoint and Exchange data plane. Global Secure Access is available in GCC but gives data-plane protection for Microsoft Graph only, and isn’t supported in GCC High or DoD.812 See the SC-7(4) exception memo, clause 4.
	[Conditional Access policies; cross-tenant access policy; device-side TRv2 configuration and the population it doesn’t cover]
	IA-2, AC-2, AC-6, AC-4
	Enforced tenant-side

	Unified Communications and Collaboration
	Teams media leaves locally. It’s one of the workloads this design exists to improve, and squarely in scope.
	[UCC controls applying to Teams media at the branch]
	SC-8, SC-8(1), AC-4
	[status]

	Data Protection
	Content leaving by branch egress is outside campus data-protection enforcement on that path.
	[Purview DLP coverage; sensitivity labeling; endpoint DLP]
	AC-4, SC-8 (SC-28 only if the agency maps labeling at rest to it)
	[status]

	Services
	Catalog Table 14: active content mitigation, data loss prevention, protocol compliance enforcement, malicious content filtering, access control. Several restate at the service layer what the Web row gives up at the network layer, so this row is where the exemption is answered rather than repeated.
	[Assess each against the design]
	[map from catalog]
	[status]

	Identity
	Catalog Table 15: adaptive authentication, service identity, entitlement inventory, secrets management, behavioral baselining, enterprise identity, credential and access management, multifactor authentication and continuous authentication. Overlaps Enterprise, so record the split your agency uses.
	[Assess each; note which carry the tenant-restrictions signaling from the Enterprise row]
	[map from catalog]
	[status]



[bookmark: _Toc00001435]The group list is a property of the catalog revision, not of TIC 3.0
The list has grown, and not in the revision you might assume. The catalog’s revision history records that Services and Identity were added as groups in version 3.0 (April 2023), bringing the total to twelve. Version 3.1 (December 2023) removed the EINSTEIN 3 Accelerated email protections; version 3.2 (December 2024) remapped capabilities to NIST CSF 2.0 and added Govern; version 3.3 (July 2025) removed an NCPS reference in Appendix A; and the September 2026 publication changed only footnote links.9 A table copied forward from a pre-3.0 revision is two groups short and still reads as complete, which is why the revision must be named wherever the list is used.
Universal security capabilities
These aren’t PEP capability groups and don’t belong in the table above. The catalog expects universal capabilities to apply in every use case, whereas PEP capabilities “may or may not be applicable based on the use case scope.”9 Conflating the two is a common way for a capability-transfer register to look complete while leaving the enterprise layer unexamined.
Most universal capabilities are unchanged by a routing decision. Three aren’t, and this review records them:
	Universal capability
	What branch direct internet access changes
	Where enforcement now sits
	Status

	Central Log Management with Analysis (3.UNI.CLMAN)
	Branch egress doesn’t cross the sensors that observed campus egress, so the log sources feeding central analysis change.
	[Branch PEP log sources; collection path; retention]
	[status]

	Auditing and Accounting (3.UNI.AACCO)
	Audit record content thins on the bypassed flows, as recorded in the Web row.
	[AU-3 content actually captured at the branch; CISA reporting arrangement]
	[status]

	Policy Enforcement Parity (3.UNI.PEPAR)
	The capability this design is most in tension with. The catalog defines it as “consistently applying security protections and other policies, independent of the communication mechanism, forwarding path, or endpoints used,”9 and a per-category exemption at one set of sites is, on its face, a departure from that. The SC-7(4) exception is the mechanism for recording the departure rather than denying it.
	[Statement of how parity is maintained, or the bounded departure and its review cadence]
	[status]


Enumerate the remaining universal capabilities from catalog Table 3 and confirm each is genuinely unaffected before signing. “Unchanged by routing” is an assertion this review makes, not a default.
Status values
	Status
	Meaning

	Enforced at branch
	The capability is delivered by a device or policy at the branch trust zone boundary.

	Enforced tenant-side
	Delivered by a service-side or endpoint control rather than a network device. A legitimate answer where the control is named and verifiable.

	Referred to AO
	Not transferred; a decision is sought in the covering memo. Permitted only for the item the memo actually covers.

	Gap
	Neither transferred nor referred. A gap blocks sign-off. Resolve it, or convert it to an explicit referral, before this determination is signed.


B3 — Telemetry
The Branch Office Use Case says that as branches connect directly to external services, “agencies must preserve CISA visibility through information sharing,” and points agencies to their TIC delegates and to CISA points of contact for services such as the Comprehensive Log Aggregation Warehouse (CLAW), CDM and Protective DNS. Its July 2025 revision replaced the earlier NCPS references with CISA services.10
	Field
	Value

	Reporting arrangement
	[Arrangement agreed with the agency’s TIC delegates and CISA services, e.g. CLAW]

	Sources
	[Branch PEP log sources feeding the arrangement]

	Verified
	[Date telemetry confirmed arriving, per site or per arrangement]

	Gap during pilot
	[If any, state it; don’t leave blank]


Telemetry reaching CISA is a condition of fleet rollout, not of pilot cutover. A pilot that runs without it should say so here rather than leave the reviewer to infer it.
Architecture review determination
· Conformant — classification at B1 confirmed; capability transfer at B2 complete with no gaps.
· Conformant with conditions — conditions stated below; each must close before the site enters scope.
· Not conformant — basis stated below. The design returns for rework before it goes to the authorizing official.
Conditions or basis: [record here]
By signing, the review asserts that the classification at B1 is correct for this traffic; that every PEP capability group in the catalog revision named in the header has been assessed and recorded at B2, along with the universal capabilities; that the control references at B2 are the agency’s considered mapping, not placeholders; and that the only capability forgone is the one referred to the authorizing official as an SC-7(4) exception. It asserts nothing about whether that exception should be granted.
	Signature block
	

	Architecture review chair — signature
	

	Date
	

	Concurrence — ISSO
	

	Next review or re-assessment trigger
	


[bookmark: _Toc00001436]Re-assessment triggers
This determination is bound to Attachment A at the version cited above. Re-assess if sites are added; the exemption scope widens beyond the Optimize category (for example, to Allow); a control named at B2 changes or lapses, including device-side tenant restrictions or the arrival of a device or browser population it doesn’t cover; Microsoft re-categorizes an endpoint set into or out of Optimize; the catalog is revised in a way that changes the group list; or the telemetry arrangement at B3 changes.
[bookmark: _Toc00001437]Notes
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[bookmark: _Toc00001438]Appendix B — Requirements Mapping and Sources
A requirement is only useful in a mapping if it says what the source asks for, and nothing more.
[bookmark: _Toc00001439]In this appendix
What each federal requirement that touches branch network and transport design asks for, in its own words where the wording matters; the chapters that address it and the evidence an assessor can expect; the requirements that are often cited but don’t exist; notes on reading the SP 800-53 controls; and the source list, with primary sources separated from third-party ones.
[bookmark: _Toc00001440]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse the book’s design and evidence in its own system security plan. It doesn’t claim that following the book satisfies any requirement or control. The branch network, its enforcement points and its transport are part of the agency’s own systems; the agency authorizes them, and any cloud-delivered security service they depend on needs its own FedRAMP certification (Chapter 03). Control selection, implementation statements and assessment belong to the agency and its assessors. Requirement wording is summarized; the cited documents govern. Every source in this appendix was checked on October 21, 2026.
[bookmark: _Toc00001441]Requirements mapping
	Requirement (source)
	What it asks of the branch network
	Addressed in
	Evidence

	Capability-based TIC (OMB M-19-26)
	Rescinds the consolidation memoranda (M-08-05, M-08-16, M-08-27, M-09-32) and replaces mandatory routing through access points with capability-based use cases1
	Ch 01, Ch 02, Ch 03
	The agency’s TIC use-case mapping; architecture documentation for each branch pattern

	TIC 3.0 Security Capabilities Catalog, v3.3 (CISA)
	Goals, not methods: 20 universal capabilities for every use case and PEP capabilities in 12 groups. Once a capability is needed, apply it at all access points to that network or data (policy enforcement parity). No telemetry duration or timeliness requirement, but law, OMB and CISA telemetry requirements still apply2
	Ch 03, Ch 05, Ch 08
	Capability-to-control mapping for each enforcement point; parity evidence across campus, branch and SASE paths

	TIC 3.0 Branch Office Use Case, v3.0 (CISA)
	Three security patterns (branch to cloud, to web, to campus), each with options for where enforcement happens; greatest rigor on branch-to-web; where multiple conveyances such as redundant links or SD-WAN exist, security parity on every path; “agencies must preserve CISA visibility”3
	Ch 03, Ch 05, Ch 08, Ch 10, Ch 11
	Per-pattern data-flow diagrams; enforcement placement per path; path-priority and failover configuration showing parity

	TIC 3.0 Cloud and Remote User use cases (CISA)
	Protections for agency use of cloud services and for users off the agency network; a SASE deployment at branches operates under Branch Office and Cloud, since there is no SASE use case4
	Ch 03, Ch 05, Ch 12
	Use-case mapping for each cloud service and remote access method

	TIC telemetry continuity (TIC 3.0 Program Guidebook; CISA SASE guidance)
	TIC doesn’t replace or negate telemetry requirements. When branches leave MTIPS, the E1E telemetry from access-point sensors stops; agencies can send comparable telemetry to CISA’s Comprehensive Log Aggregation Warehouse (CLAW), which needs coordination among the agency, CISA and the provider56
	Ch 03, Ch 09, Ch 11, Ch 13
	CLAW onboarding record; CISA confirmation of equivalent visibility before MTIPS is decommissioned

	Protective DNS for all egress (6 U.S.C. § 663 note; OMB M-22-09; CISA Encrypted DNS Implementation Guidance)
	Agencies must route all egress DNS to CISA’s Protective DNS, disable root hints on agency DNS infrastructure, and permit external third-party resolvers only from authorized internal DNS servers; agencies “are already required to have DNS requests routed through CISA-operated infrastructure”789
	Ch 03, Ch 05, Ch 08
	Forwarding chain from internal resolvers to Protective DNS; SD-WAN or SASE DNS configuration; tests showing no endpoint agent resolves through a vendor cloud

	Encrypted DNS and HTTPS (OMB M-22-09)
	“Agencies must resolve DNS queries using encrypted DNS wherever it is technically supported”; enforce HTTPS for all web and API traffic in the environment; a zero trust architecture plan describing the approach to environmental isolation8
	Ch 03, Ch 10
	Resolver and endpoint encrypted DNS configuration; HTTPS enforcement; the isolation plan

	Logging and network visibility (OMB M-26-14, which rescinds M-21-31)
	Prioritize continuous event monitoring and threat hunting, investigation, response and forensics; an Agency Logging Plan 90 days after CISA’s Logging Reference Architecture (published August 20, 2026); maturity Levels 1, 2 and 3 at 120, 180 and 320 days; minimum logs include “source and destination network address information, including protocols, ports, and session attributes”1011
	Ch 03, Ch 10, Ch 13
	Agency Logging Plan; maturity self-assessment per system; flow and session logs from every branch enforcement point

	Management interfaces (CISA BOD 23-02)
	Management interfaces of routers, switches, firewalls, VPN concentrators, proxies and load balancers that are reachable from the internet: within 14 days remove them from the internet or, preferably, enforce access “through a policy enforcement point separate from the interface itself”12
	Ch 03, Ch 10
	External scan results; management-plane access path; PEP policy

	End-of-support edge devices (CISA BOD 26-02)
	Internet-accessible devices on the agency boundary that are end of support: inventory by May 5, 2026; decommission those ending support by February 5, 2027; all identified devices removed by August 5, 2027; continuous discovery by February 5, 202813
	Ch 02, Ch 03, Ch 05, Ch 07, Ch 08, Ch 09, Ch 10
	EOS inventory submissions to CISA; decommission reports; replacement specifications

	Risk-based vulnerability remediation (CISA BOD 26-04, which revokes BOD 22-01 and BOD 19-02)
	Remediation timelines set by asset exposure, KEV status, exploit automation and technical impact; Phase II by August 9, 2026; Phase III, including continuous tagging of internet-reachable assets, by December 7, 202614
	Ch 02, Ch 03, Ch 05, Ch 08, Ch 10
	Vulnerability management policy; asset tags for branch edges and controllers; CDM reporting

	Post-quantum key exchange (OMB M-26-15; EO 14412)
	All network infrastructure terminating TLS or IPsec, “including firewalls, Virtual Private Network concentrators, cloud gateways,” must support PQC-capable key exchange using NIST algorithms; migration plan within 120 days (October 22, 2026); mitigate quantum risk as far as feasible by December 31, 20301516
	Ch 03, Ch 10, Ch 11
	Cryptographic inventory of branch devices; PQC capability in replacement specifications; the migration plan

	TLS 1.3 (NIST SP 800-52 Rev. 2; EO 14306)
	SP 800-52 Rev. 2 requires TLS 1.3 support by January 1, 2024; EO 14306 separately sets “not later than January 2, 2030” for TLS 1.3 or a successor as a post-quantum readiness date1718
	Ch 03, Ch 10
	TLS configuration of branch-facing services and enforcement points

	Encryption in transit (EO 14028 §3(d); BOD 18-01)
	Adopt encryption in transit “to the maximum extent consistent with Federal records laws and other applicable laws,” naming no protocol or layer; HTTPS and HSTS on public websites and STARTTLS on internet-facing mail servers1920
	Ch 03
	Encryption coverage by flow; public-facing HTTPS and mail scans

	Cryptographic modules (FIPS 140; CMVP)
	All FIPS 140-2 certificates moved to the Historical List on September 22, 2026; CMVP supports their purchase and use for existing systems, and agencies set their own move to FIPS 140-321
	Ch 03, Ch 09, Ch 10, Ch 11
	Module certificates for every encrypting device; validation language in acquisition documents

	Boundary protection (SP 800-53 SC-7, SC-7(4), SC-7(8))
	Monitor and control communications at external managed interfaces; a managed interface and traffic flow policy for each external telecommunication service, with documented and reviewed exceptions; route defined traffic through authenticated proxies22
	Ch 03, Ch 05, Ch 08, Ch 12, Appendix A
	Managed-interface inventory per branch; traffic flow policy; exception register and review records

	Transmission protection (SP 800-53 SC-8, SC-8(1), SC-13)
	Protect transmitted information by physical or logical means; cryptographic mechanisms “include TLS and IPSec”; the agency selects cryptographic uses and types22
	Ch 03, Ch 05, Ch 10
	End-to-end TLS evidence; the cleartext-protocol exposure register with a disposition for each flow

	Flow enforcement and nonsecure protocols (SP 800-53 AC-4, CM-7(1))
	Enforce approved information flows; periodically review and disable nonsecure ports, protocols and services (FTP is named)22
	Ch 03, Ch 10
	Flow policy; protocol review records

	Monitoring and remote access (SP 800-53 SI-4, CA-7, AC-17, AU-12)
	Detect attacks and indicators of attack; continuous monitoring strategy and metrics; control and monitor remote access; generate audit records22
	Ch 03, Ch 05, Ch 07, Ch 13
	Per-application and per-path telemetry; SIEM ingestion; continuous monitoring reports

	Telecommunications diversity (SP 800-53 CP-8, CP-8(1), CP-8(2), CP-8(3))
	Alternate telecommunications services; avoid sharing a single point of failure with the primary; CP-8(3), provider separation, is in the High baseline only2223
	Ch 02, Ch 03, Ch 05, Ch 09, Ch 11
	Circuit diversity records; provider and physical-path documentation

	Device and network access authentication (SP 800-53 IA-3; 802.1X)
	Identify and authenticate devices before establishing a connection22
	Ch 07; Book 07 Chapter 06
	NAC and RADIUS policy; certificate enrollment records

	Zero trust architecture (CISA Zero Trust Maturity Model v2.0; NIST SP 800-207)
	ZTMM is “a general guide,” not “a strict set of requirements”; its cross-cutting capabilities (Visibility and Analytics, Automation and Orchestration, Governance) apply to every pillar2425
	Ch 03, Ch 04, Ch 05
	Network-pillar maturity self-assessment

	Authentication assurance (NIST SP 800-63B-4)
	Authenticator and reauthentication requirements by assurance level; the operative source for session and reauthentication intervals, which M-22-09 doesn’t set26
	Ch 06; Book 04 Chapter 03
	Conditional Access and session policy

	Cloud service certification (FedRAMP Consolidated Rules for 2026)
	FedRAMP certifies cloud services; “each agency still authorizes its own federal information systems,” and an agency “should never create a standalone authorization to operate for a cloud service offering.” It sets no requirement on the route to a service27
	Ch 03, Ch 05, Ch 12
	FedRAMP Marketplace listing for each SASE or SSE service; the agency’s own system authorization and boundary diagram

	Telecommunications contract vehicle (GSA EIS)
	Networx and WITS 3 have expired; EIS option period 1 runs to July 31, 2027; MTIPS is an EIS service28292
	Ch 03, Ch 09, Ch 10
	EIS task orders and service inventory


[bookmark: _Toc00001442]Requirements that are cited but don’t exist
The book’s sources, and much of what circulates about federal networking, cite requirements that a reader who checks will not find. They are listed so a reviewer can recognize them.
	Claimed requirement
	What the record shows

	A TIC 3.0 “SASE use case”
	There are four use cases: Traditional, Branch Office, Remote User and Cloud.4 CISA’s SASE document is guidance, not a use case.6

	TIC 3.0 or any federal instrument requires SD-WAN or SASE
	The TIC documents are vendor and technology neutral; the Branch Office Use Case names SD-WAN only as an example of a conveyance whose paths need security parity.53 M-22-09, M-26-14, M-26-15 and the Zero Trust Maturity Model don’t mention either.8101524

	A CISA “SASE Roadmap for Federal Civilian Agencies” (2023)
	No document of that title appears in CISA’s TIC guidance; the SASE document CISA has published is the June 2026 guidance.46

	FedRAMP prohibits SD-WAN or requires hairpin routing
	FedRAMP certifies services and sets no routing requirement.27

	An encrypted WAN overlay is required where the payload is already TLS-protected
	SC-8 can be met by physical or logical means; SC-8(3) and SC-8(4) are in no baseline.2223 

	M-22-09 mandates a 15-minute token refresh
	M-22-09 sets no token lifetime; reauthentication intervals come from SP 800-63B-4.826

	M-21-31 event-logging tiers EL0 to EL3
	Rescinded May 22, 2026, by M-26-14.10

	A citable FedRAMP Moderate control count
	FedRAMP Notice 0013 removed most FedRAMP-assigned parameters and gives no new counts.30

	EO 14306 amends EO 14028
	EO 14306 amends EO 13694 and EO 14144.18


[bookmark: _Toc00001443]Reading the SP 800-53 controls
· SC-7(4) is the branch control. Its items require a managed interface and a traffic flow policy for each external telecommunication service, protection of what crosses each interface, and documented, periodically reviewed exceptions to the flow policy.22 A branch with its own internet circuit is an external telecommunication service. The exception items are what the Microsoft 365 Optimize exemption in Chapter 12 and Appendix A documents.
· SC-8(1) names TLS and IPsec as alternatives. Its discussion lists both, and its assessment objects include mechanisms implementing alternative physical safeguards.22 Protection of headers and routing information is SC-8(3), which is in no baseline.23
· Baseline membership. SC-7, SC-13, AC-17, SI-3, SI-4, CA-7 and AU-12 are in the Low, Moderate and High baselines. SC-7(4), SC-7(8), SC-8, SC-8(1), AC-4, CM-7(1), CP-8, CP-8(1) and CP-8(2) are in Moderate and High. CP-8(3) and CP-8(4) are High only. SC-8(2) through SC-8(5) are in none.23 FedRAMP’s Rev5 baselines are built on these, with most FedRAMP-assigned parameter values removed by Notice 0013.30
· Release. Identifiers are from SP 800-53 Rev. 5, release 5.2.0.22
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Every URL below was opened on October 21, 2026. Primary sources (federal documents, standards, and providers’ own documentation of their services) are listed separately from third-party sources, which the chapters label in their footnotes. Chapters cite product, measurement and cost sources specific to their subject in their own footnotes; those are not repeated here unless a requirement depends on them.
Primary sources: TIC 3.0 and CISA guidance
· CISA, Trusted Internet Connections 3.0 core guidance and use cases, revision date September 23, 2026. https://www.cisa.gov/resources-tools/resources/trusted-internet-connections-tic-30-core-guidance-documents
· CISA, TIC Core Guidance Volume 1: Program Guidebook, Version 1.2, September 2026. https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Program_Guidebook_September_2026_47.pdf
· CISA, TIC Core Guidance Volume 2: Reference Architecture, Version 1.2, September 2026. https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Reference_Architecture_September_2026_14.pdf
· CISA, TIC Core Guidance Volume 3: Security Capabilities Catalog, Version 3.3, September 2026. https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Security_Capabilities_Catalogs_September_2026_17.pdf
· CISA, TIC Core Guidance Volume 4: Use Case Handbook, Version 1.2, September 2026. https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Use_Case_Handbook_September_2026_86.pdf
· CISA, TIC Core Guidance Volume 5: Overlay Handbook, Version 1.2, September 2026. https://www.cisa.gov/sites/default/files/2026-10/TIC_3.0_Overlay_Handbook_September_2026_508c.pdf
· CISA, TIC 3.0 Traditional TIC Use Case, Version 1.0. https://www.cisa.gov/sites/default/files/2026-09/CISA_TIC_3.0_Traditional_TIC_Use_Case.pdf
· CISA, TIC 3.0 Branch Office Use Case, Version 3.0, September 2026. https://www.cisa.gov/sites/default/files/2026-10/tic-3-branch-office-use-september-2026-508c.pdf
· CISA, TIC 3.0 Remote User Use Case, Version 2.2, September 2026. https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Remote_User_Use_Case_September_2026_61.pdf
· CISA, TIC 3.0 Cloud Use Case, Version 1.2, September 2026. https://www.cisa.gov/sites/default/files/2026-09/TIC_3.0_Cloud_Use_Case_September_2026COPY.pdf
· CISA, The Journey to Zero Trust: Using Secure Access Service Edge in a Modern TIC 3.0 Solution, Version 1.0, June 2026. https://www.cisa.gov/resources-tools/resources/using-sase-modern-tic-30-solution
· CISA, Encrypted DNS Implementation Guidance, May 16, 2024. https://www.cisa.gov/resources-tools/resources/encrypted-dns-implementation-guidance
· CISA, Protective Domain Name System (DNS) Resolver service. https://www.cisa.gov/resources-tools/services/protective-domain-name-system-dns-resolver
· CISA, Logging Reference Architecture, August 20, 2026. https://www.cisa.gov/resources-tools/resources/logging-reference-architecture
· CISA, Zero Trust Maturity Model, Version 2.0, April 2023. https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
Primary sources: OMB memoranda, executive orders and CISA directives
· OMB M-19-26, Update to the Trusted Internet Connections (TIC) Initiative, September 12, 2019. https://www.whitehouse.gov/wp-content/uploads/2019/09/M-19-26.pdf
· OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022. https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
· OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026 (rescinds M-21-31). https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf
· OMB M-26-15, Execution of the Migration to Post-Quantum Cryptography, June 24, 2026. https://www.whitehouse.gov/wp-content/uploads/2026/06/M-26-15-Execution-of-the-Migration-to-Post-Quantum-Cryptography.pdf
· Executive Order 14028, Improving the Nation’s Cybersecurity, May 12, 2021. https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf
· Executive Order 14306, Sustaining Select Efforts to Strengthen the Nation’s Cybersecurity and Amending Executive Order 13694 and Executive Order 14144, June 6, 2025. https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14144/
· Executive Order 14412, Securing the Nation Against Advanced Cryptographic Attacks, June 22, 2026. https://www.whitehouse.gov/presidential-actions/2026/06/securing-the-nation-against-advanced-cryptographic-attacks/
· CISA, Binding Operational Directive 18-01, Enhance Email and Web Security, October 16, 2017. https://www.cisa.gov/news-events/directives/bod-18-01-enhance-email-and-web-security
· CISA, Binding Operational Directive 23-02, Mitigating the Risk from Internet-Exposed Management Interfaces, June 13, 2023. https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02
· CISA, Binding Operational Directive 26-02, Mitigating Risk From End-of-Support Edge Devices, February 5, 2026. https://www.cisa.gov/news-events/directives/bod-26-02-mitigating-risk-end-support-edge-devices
· CISA, Binding Operational Directive 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026 (revokes BOD 19-02 and BOD 22-01). https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk
· CISA, Emergency Directive 26-03 (V1), Mitigate Vulnerabilities in Cisco SD-WAN Systems, February 25, 2026; V1 March 11, 2026. https://www.cisa.gov/news-events/directives/v1-ed-26-03-mitigate-vulnerabilities-cisco-sd-wan-systems
Primary sources: NIST and other standards
· NIST SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0 (August 27, 2025), and the OSCAL Rev. 5 catalog and SP 800-53B baseline profiles. https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5
· NIST SP 800-52 Rev. 2, Guidelines for the Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations, August 2019. https://csrc.nist.gov/pubs/sp/800/52/r2/final
· NIST SP 800-63B-4, Digital Identity Guidelines: Authentication and Authenticator Management, July 31, 2025. https://csrc.nist.gov/pubs/sp/800/63/b/4/final
· NIST SP 800-207, Zero Trust Architecture, August 2020. https://csrc.nist.gov/pubs/sp/800/207/final
· NIST SP 1800-35, Implementing a Zero Trust Architecture, June 10, 2025. https://csrc.nist.gov/pubs/sp/1800/35/final
· NIST CMVP, “FIPS 140-3 Transition Effort” (FIPS 140-2 certificates to the Historical List, September 22, 2026). https://csrc.nist.gov/projects/fips-140-3-transition-effort
· ITU-T Recommendation G.114, One-way transmission time, May 2003, with Amendments 1 (September 2003) and 2 (November 2009). https://www.itu.int/rec/T-REC-G.114
Primary sources: FedRAMP and GSA
· FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026. https://www.fedramp.gov/2026/agencies/use/
· FedRAMP, “Important Dates for the Consolidated Rules for 2026.” https://www.fedramp.gov/2026/timeline/
· FedRAMP, “Definitions,” FedRAMP Consolidated Rules for 2026. https://www.fedramp.gov/2026/definitions/
· FedRAMP, Notice NTC-0013, Rev5 Baseline Changes, June 16, 2026. https://fedramp.gov/notices/0013
· FedRAMP Marketplace product data, and Microsoft 365 Government Community Cloud & Supporting Services (MSO365MT): FedRAMP Certified, Class C (Moderate). https://www.fedramp.gov/marketplace/products.json; https://www.fedramp.gov/marketplace/products/MSO365MT/
· GSA, “Enterprise Infrastructure Solutions.” https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/telecommunications-and-network-services/enterprise-infrastructure-solutions
· GSA, “Enterprise Infrastructure Solutions Transition.” https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/telecommunications-and-network-services/enterprise-infrastructure-solutions/eis-transition
· GSA, “Legacy IT contracts.” https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/legacy-it-contracts
Primary sources: provider documentation
· Microsoft Learn, “Microsoft 365 informed network routing” (supports WW Commercial tenants, “but not the GCC Moderate, GCC High, DoD, Germany, or China clouds”). https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwide
Third-party sources
Used only where no primary source could be retrieved. They are labeled “Third-party source” in each footnote.
· DOD News, “New ‘Overlays’ Provide Guide on Path to Zero Trust,” June 4, 2024 (91 of 152 target activities by fiscal year 2027). https://www.war.gov/News/News-Stories/Article/Article/3795170/new-overlays-provide-guide-on-path-to-zero-trust/
· DefenseScoop, “DOD zero trust implementations,” April 4, 2024 (DoD Zero Trust Strategy target and advanced activity counts and the FY 2027 target). https://defensescoop.com/2024/04/04/dod-zero-trust-implementations-phase-2027/
· Breaking Defense, “DoD releases zero trust strategy to thwart hackers who often breach perimeter,” November 22, 2022. https://breakingdefense.com/2022/11/dod-releases-zero-trust-strategy-to-thwart-hackers-who-often-breach-perimeter/
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Most arguments about branch networking are arguments about words, so the words are defined once, here.
[bookmark: _Toc00001447]In this appendix
Definitions of the terms Book 09 uses, in alphabetical order, each in one or two sentences. Where a definition rests on an external fact, such as a standard, a directive or a product behavior, it carries a footnote. Where the book’s sources used a term wrongly, the entry says so. Program design terms (phase inversion, governor, residual architecture) are the book’s own and carry no footnote. Appendix B maps the requirements behind these terms to chapters and evidence.
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Access point (TIC)
A physical location where agency traffic enters or leaves the internet through a TIC inspection stack, operated by the agency or by an MTIPS provider. See TICAP.
AC-17 Remote Access
The NIST SP 800-53 control for establishing, documenting, monitoring and controlling remote access methods. Application-to-path assignment is part of how a branch answers it.1
Address continuity
Whether a server keeps seeing the same client source address when the path changes. A re-route that changes the apparent source address breaks established connections; one that doesn’t generally won’t. See Chapter 06.
Allow, Default and Optimize
Microsoft’s three categories for Microsoft 365 network endpoints. Optimize covers the Microsoft-owned and managed endpoints dedicated to core Microsoft 365 workloads, the traffic Microsoft most wants sent directly and uninspected; see Chapter 12.2
Application-aware steering
Choosing a path for each flow by the application it belongs to, rather than by destination address alone. One of the six branch-edge functions in Chapter 10.
Authorizing official (AO)
The senior official who accepts the residual risk of operating a system, and who decides boundary changes and traffic-flow exceptions. See Chapter 09.
BOD (Binding Operational Directive)
A compulsory direction from CISA to federal civilian executive branch agencies. Book 09 relies on BOD 23-02 (internet-exposed management interfaces), BOD 26-02 (end-of-support edge devices) and BOD 26-04 (risk-based remediation, which revoked BOD 19-02 and BOD 22-01).34
Boundary change
A change to what an authorization package describes, such as a new egress path or a new device class at every branch. The program treats it as a significant change, decided before cutover. See Significant change.
Branch-edge policy layer
The function at the branch that decides which traffic takes which path, measures each path’s health and produces per-application transport telemetry. SD-WAN is the usual product; a capable multi-WAN firewall delivers part of it.
CAE (Continuous Access Evaluation)
Microsoft Entra ID’s mechanism for revoking sessions on critical events rather than waiting for token expiry. In CAE sessions, access tokens can live up to 28 hours.5
Chattiness
How many sequential round trips an application needs to finish a transaction. For chatty applications the round-trip count, not the per-trip latency, dominates response time.
CIS Benchmarks
The Center for Internet Security’s consensus configuration guides for operating systems, cloud platforms and network products, including Cisco IOS XE 17.x, Cisco NX-OS, Cisco ASA, Juniper OS, Palo Alto Firewall 11 and F5. For network gear, a Moderate civilian agency typically draws its CM-6 settings from a CIS Benchmark and the vendor’s own hardening guide. There is no CIS Benchmark for Cisco Catalyst SD-WAN Manager.6
CLAW (Comprehensive Log Aggregation Warehouse)
CISA’s cloud-based service for collecting and aggregating agency-provided telemetry, and the route by which agencies that leave MTIPS keep CISA’s visibility. CISA earlier called it the Cloud Log Aggregation Warehouse, and the NCPS Cloud Interface Reference Architecture is now the CISA Cloud Interface Reference Architecture (C-CIRA), which explains how agencies provide cloud-generated security information to CLAW. (One of the book’s sources had the two names backward, calling “Comprehensive” the error.)7
CM-6 Configuration Settings
The NIST SP 800-53 control under which the agency sets and documents the most restrictive configuration consistent with operations, using common secure configurations it chooses, and approves and records any deviation. The control’s discussion says those configurations can come from product vendors, federal agencies, consortia and others. It doesn’t require any one checklist.8
Conditional Access
Microsoft Entra ID’s policy engine that grants, limits or blocks sign-in based on user, device, location and risk signals. Location conditions depend on a stable egress address; see Book 04.
Consistency class
A grouping of data by how much synchronization it really needs: strong consistency inside a region, causal or eventual consistency across regions. See Chapter 04 and Chapter 08.
CP-8 Telecommunications Services
The NIST SP 800-53 control for alternate telecommunications services. CP-8(2) (no shared single point of failure) is in the Moderate and High baselines; CP-8(3) (separation of primary and alternate providers) is in High only. It is the one control family transport selection supports.9
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Deterministic egress
A stable, documented source address for each branch’s outbound traffic, usually a NAT configuration decision. It keeps address-keyed applications and location-aware policies working.
DIA (direct internet access)
Local internet breakout at the branch, instead of backhauling internet-bound traffic to a central access point. Carriers also sell “dedicated internet access” circuits under the same abbreviation; Book 09 uses DIA for the circuit or service that provides local breakout. The sources once expanded DIA as a Defense Information Systems Agency circuit, which is wrong twice: DISA is that agency, its network is DISN, and DIA is the Defense Intelligence Agency (Chapter 02).
DNS over HTTPS (DoH) and DNS over TLS (DoT)
Protocols that encrypt DNS queries between a client and a resolver, standardized in RFC 8484 and RFC 7858. M-22-09 calls for encrypted DNS where technically supported; see Book 08, Chapter 03.1011
EAP-TLS
The Extensible Authentication Protocol method that authenticates with certificates over TLS, standardized in RFC 5216 and updated for TLS 1.3 by RFC 9190. It is the certificate-based method for 802.1X in Chapter 07.12
ED (Emergency Directive)
A CISA directive issued for an urgent, specific threat. ED 26-03 (February 25, 2026) covered Cisco SD-WAN systems and is the book’s example that the governor is itself attack surface.13
Edge device (BOD 26-02)
A device on the boundary of an agency network that is accessible from the public internet, such as a router, firewall, switch, wireless access point or load balancer. BOD 26-02 requires end-of-support edge devices to be off agency networks within 18 months of February 5, 2026.3
EIS (Enterprise Infrastructure Solutions)
GSA’s government-wide telecommunications and infrastructure contract, which replaced Networx and the other expiring vehicles. Its option periods run to July 31, 2027 and July 30, 2032.14
FedRAMP
The federal program that certifies cloud service offerings against NIST SP 800-53 (each agency still authorizes its own use of a service). It governs the security posture of the service, not the path an agency uses to reach it. Under the Consolidated Rules for 2026, “authorization” becomes “certification,” with mandatory adoption on January 1, 2027.15
FedRAMP Certification Class
The 2026 replacement for FedRAMP impact levels, Classes A through D; Class C includes the former Moderate baseline. FedRAMP stops accepting new Rev. 5 certification requests on June 11, 2027; the end date for existing Rev. 5 certifications “has not been finalized but is likely to be no later than 2029.”1617
FEC (forward error correction)
Sending redundant data so the receiver can rebuild lost packets without a retransmission. SD-WAN uses it, with packet duplication, to tighten tail latency on lossy paths; see Chapter 05.
FIPS 140-3
The current federal standard for cryptographic module security requirements. NIST moved all FIPS 140-2 certificates to the Historical List on September 22, 2026.18
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Governor
The book’s term for the control layer that governs pipes: the SD-WAN overlay plus the SASE stack above it. It provides protection controls that transport can’t, the agency and its assessor still own what is left, and it is a high-value target that needs its own controls.
Governed-path transport
A proposed program direction in which transport decisions are bound to identity and tokens rather than to network location. It is a proposal, not ratified design; see Chapter 05.
Hairpin routing
Sending traffic to a central point and back before it reaches its destination, even where a shorter path exists. The TIC 1.0 and 2.0 model, which TIC 3.0 lets agencies leave.
ITU-T G.114
The ITU recommendation on one-way transmission time. It treats one-way delays below 150 ms as giving most applications essentially transparent interactivity, recommends not exceeding 400 ms for general network planning, and gives a planning value of 5 µs per kilometer for optical fiber.19
Jitter
Variation in packet delay over time. Real-time voice and video suffer more from jitter than from steady latency.
Kerberos
The ticket-based authentication protocol (RFC 4120) Active Directory uses. Windows domain controllers don’t populate or check the ticket’s client-address field by default, so Kerberos works across NAT; see Chapter 06.20
KEV (Known Exploited Vulnerabilities) catalog
CISA’s authoritative list of vulnerabilities exploited in the wild. KEV status is one of the four variables in BOD 26-04’s remediation model.21
LEO (low-earth-orbit) satellite
Satellite internet service from constellations in low orbit, whose short path to the satellite gives far lower delay than geostationary service (Chapter 02 gives the ITU planning values). It is a transport option and, like every pipe, provides no protection control; see Chapter 02.
Local breakout
Sending a branch’s internet- and cloud-bound traffic out through a local circuit instead of backhauling it. Bare local breakout, with nothing governing it, is a compliance regression with better latency.
Logical centralization
One authoritative source of truth, wherever its copies physically sit. It is distinct from physical centralization, which puts everything in one place; see Chapter 04.
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Managed interface
A boundary point where traffic to an external network is monitored and controlled. SC-7(4) requires one for each external telecommunication service.
Microsoft 365 informed network routing (INR)
A Microsoft 365 feature that shares network quality data with SD-WAN devices. It supports Worldwide commercial tenants but not GCC Moderate, GCC High or DoD. The physics series used “INR” for a program concept, identity-aware routing; Book 09 uses INR only for the Microsoft feature.22
M-22-09
OMB’s federal zero trust strategy memorandum of January 26, 2022. It remains operative, though its deadlines have passed; see Chapter 03.
M-26-14
OMB’s logging memorandum of May 22, 2026, which rescinded M-21-31 and replaced its EL0–EL3 tiers with a five-level maturity model. Cite it, not M-21-31, for current logging and telemetry obligations.23
M-26-15
OMB’s post-quantum cryptography memorandum of June 24, 2026, which requires infrastructure that terminates TLS or IPsec to support PQC-capable key exchange.24
ML-KEM
The module-lattice key-encapsulation mechanism standardized in FIPS 203 (August 2024), the NIST post-quantum algorithm for key exchange.25
MPLS (Multiprotocol Label Switching)
A carrier technique for forwarding packets along pre-established label-switched paths, defined in RFC 3031, and the basis of most carrier private WAN services. An MPLS VPN separates traffic but doesn’t encrypt it.26
MTIPS (Managed Trusted Internet Protocol Service)
GSA’s managed TIC service, offered through EIS for the TIC 3.0 Traditional use case. Agencies leaving it must keep CISA’s telemetry through CLAW.27
NAT and SNAT (source network address translation)
Replacing a packet’s address at a gateway; SNAT replaces the source address. It matters for address-keyed applications and location policies, not because it breaks Kerberos.
NCP (National Checklist Program)
NIST’s program and repository for security configuration checklists, described in SP 800-70 Rev. 5 (May 2026). NIST notes that checklists are typically written by IT vendors for their own products, and also by consortia, academia and government agencies.28
Path class
A category of WAN path built for one kind of traffic: a lean, low-latency path for small latency-critical flows and a fat, bulk path for large transfers. See Chapter 05.
PEP (policy enforcement point)
In NIST’s zero trust architecture, the component that enables, monitors and terminates connections between a subject and a resource. In TIC 3.0 terms, the place a security capability is applied.29
Phase inversion
The book’s name for completing cloud migration before transport is governed and measured, so that transport-attributable cost is absorbed as cloud cost and the remedies raise the cost that was misattributed. The book presents the composed claim as its own inference; see Chapter 13.
Point of presence (PoP)
A provider location where a cloud-delivered service, such as a SASE stack, terminates and inspects traffic. Its distance from the branch is part of the latency budget.
Policy enforcement parity
The TIC 3.0 universal capability requiring the same security policy on every path, whatever route the traffic takes. See Chapter 12.
Post-quantum cryptography (PQC)
Cryptographic algorithms designed to resist attack by quantum computers, such as ML-KEM. See M-26-15.
Propagation delay
The time a signal takes to cross a distance, set by physics: about 5 µs per kilometer in fiber, or 1 ms per 200 km one way.19 No product reduces it; see Chapter 01.
Protective DNS
CISA’s recursive resolver service for federal agencies, launched in 2022 as the successor to EINSTEIN 3 Accelerated, which blocks queries to known-malicious destinations. Agencies must route egress DNS to it; a DDI vendor’s own protective DNS doesn’t substitute.30
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RADIUS
The Remote Authentication Dial In User Service protocol (RFC 2865), which network devices use to ask a server whether to admit a user or device. NPS is Microsoft’s RADIUS server; see Chapter 07.31
Residual architecture
The book’s term for the architecture left once the alternatives have closed: local breakout, a cloud-delivered security stack and a branch-edge policy layer. See Chapter 10.
Round-trip time (RTT)
The time for a request to reach its destination and the reply to come back: at least twice the one-way propagation delay.
SASE (Secure Access Service Edge)
An industry architecture that delivers network security functions (secure web gateway, cloud access security broker, firewall as a service, zero trust network access) from cloud points of presence, usually alongside SD-WAN. CISA’s June 2026 guidance describes it as a compliant TIC 3.0 path; no federal instrument requires it.7
SC-7 Boundary Protection
The NIST SP 800-53 control for monitoring and controlling communications at external and key internal boundaries. With local breakout, the branch is an external boundary.1
SC-7(4) External Telecommunications Services
The SC-7 enhancement requiring a managed interface and a traffic flow policy for each external telecommunication service, with every exception documented with its mission need and duration and reviewed. It is the basis of the Microsoft 365 Optimize exemption.1
SC-8 and SC-8(1) Transmission Confidentiality and Integrity
Controls requiring protection of transmitted information, with cryptographic mechanisms in SC-8(1) that “include TLS and IPSec.” The enhancements for message externals and traffic-pattern concealment, SC-8(3) and SC-8(4), are in no baseline, so no baseline compels an encrypted WAN under an already-encrypted payload.19
Security Capabilities Catalog
Volume 3 of the TIC 3.0 core guidance, listing the security capabilities agencies apply at policy enforcement points. The current edition is Version 3.3, September 2026.32
SD-WAN (software-defined wide area network)
Branch-edge WAN control that provides application-aware routing, concurrent use of several links, continuous path-health measurement, queue management and per-application telemetry. No federal instrument requires it.
SI-4 System Monitoring
The NIST SP 800-53 control for monitoring a system to detect attacks and indicators of attack. Per-application, per-path telemetry is directly responsive to it at a branch.1
Significant change
A change “likely to substantively affect the security or privacy posture of a system,” which may trigger an event-driven authorization action.33
SSE (security service edge)
The security services layer of SASE: the secure web gateway, cloud access security broker, firewall and zero trust network access functions that sit above SD-WAN and inspect and govern traffic. See Chapter 02 and Chapter 05.
STIG (Security Technical Implementation Guide) (High only)
A Defense Information Systems Agency configuration guide for a specific product and version, based on DoD policy and a DoD baseline.34 It’s Defense material, not the Moderate civilian baseline; some civilian agencies borrow one as an optional reference where no other product checklist exists. High only marks material that applies to FedRAMP High or Defense environments, such as DISA STIGs and DoD Impact Levels, not to the Moderate civilian baseline this workbook targets. It’s kept as an optional reference. See CIS Benchmarks, CM-6 and NCP.
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TDS (Tabular Data Stream)
Microsoft SQL Server’s client-server protocol, which a default instance carries on TCP port 1433. It is stateful and sensitive to resets, proxy idle timeouts and source-address changes; see Chapter 06.35
Telecommunications diversity
Alternate telecommunications paths and providers that don’t share a single point of failure with the primary. See CP-8.
Tenant restrictions v2
A Microsoft Entra ID feature that limits which external tenants users can sign in to from agency networks or devices, enforced through a proxy header, Global Secure Access or Windows signaling. See Chapter 12.36
TIC 3.0 (Trusted Internet Connections 3.0)
The capability-based TIC model established by OMB M-19-26 (September 12, 2019), which rescinded M-08-05. It is descriptive, not prescriptive: it mandates no technology, vendor or topology.37
TIC 3.0 use cases
CISA’s published patterns for applying TIC 3.0: Traditional, Branch Office, Remote User and Cloud. There is no SASE use case.38
TICAP (TIC Access Provider)
“An agency or vendor that manages and hosts one or more TIC access points.”32
Token protection
A Microsoft Entra Conditional Access control that accepts only device-bound sign-in session tokens, such as Primary Refresh Tokens, so a stolen token can’t be replayed from another device. See Book 04.39
Traffic flow policy
The documented rules for what may cross a managed interface, in which direction and under what conditions, with every exception recorded. SC-7(4) requires one per external telecommunication service.
ZTNA (zero trust network access)
Per-session, per-application access decisions based on verified identity, device posture and context rather than network location.
802.1X
The IEEE standard for port-based network access control, under which a switch or access point admits a device only after it authenticates, usually through RADIUS. The current edition is IEEE Std 802.1X-2020; see Chapter 07.40
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(Many small stores

Service A store

arit [ Service B store

customers
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“Which value is
correct?”

« Reconciliation jobs

« N schemas, N sources of
error
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Source of truth
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« Real foreign keys and
transactions

« One schema, one answer
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4 i g i i i R n n o A
/ Perimeter model: trust lives in network location (Tokenmodel: trustiives in a verifiabie claim

1
I 1
1 g g 1
| Domain A store ’ Domain B store ’ : /Tenant A Tenant B R\
I . . . .
behind its own behind its own | : n : n

: boundary boundary | \Entra token (tid claim) Entra token (tid claim) )
1 1
I 1
I 1 e \ / ~
: Long-lived credentials /| (One shared store
! | The highest-value secret: steal it once and the store : Each request verified and scoped to its tenant
! | is exposed namespace
1 AN J
N o ___. ’ l

(Database sign-in with a short-lived token )

Minted on demand; no long-lived database
\password exists )
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|—»t cost-efficient,
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(What SD-WAN buys h

| "= « Better underlay: route inflation

pulled toward the floor

 Tighter tail: FEC, packet
duplication, fast failover

 Bulk transfers can't starve

latency-critical traffic
. 4 J

(Hard ceiling h

It reaches the floor, never below it:
New York to London stays at least

56 ms per synchronous round tri
\C per sy p )
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Edge device

Emits identity, posture and application context

context discarded context used
(TODAY
(P B
Flat Layer-3/4 LAN PROPOSED
« No local breakout: traffic hairpins Application-aware overlay

through a central perimeter « OverlayTunnel is leased, not opened

< No identity-aware routing: every flow

Carries identity, application, posture
treated alike ° Y, app , P ,

Iocqtion, token, lease, certificate
« Session trust: authorize once, ride for chain
hours; a hijack inherits it « Lease bounded by a short-lived,

 Result: transport drift the program \_ audience-scoped token
L can't explain

(The path becomes evidence

* Local breakout
« Identity-aware routing

Per-intent authorization
N J

Lane discipline

The program observes, reconciles and emits evidence; it does not route packets or
terminate tunnels. The agency runs its own SASE and SD-WAN fabric.
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“Control and management plane: estate-wide authority

I
|
| "
1 (Manager Validator Controller
|
1| Configures and provisions Authenticates and Distributes routes and
I (every edge onboards edges policy
I
N S~ -7
_______________ _\_\_____________’_J________________
A A
~

(Internet-facing edges

One per office, replacing a few hardened egress
\points

KCOntroIs owed to the governor

« MFA for privileged access; log privileged
functions

« Hardened configuration and component
inventory

« Flaw remediation on BOD 26-04 windows
« End-of-support replacement under BOD 26-02

« Management-plane logs held off-box

- J

/Why it matters h

ED 26-03 (2026): authentication bypass in a
widely used SD-WAN manager and controller,

actively exploited
\8 y exp





rId318.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



rId36.png
Fat, application-aware Token-based (zero-trust)
WAN

security Single source of truth
Removes the bandwidth One store can serve many trust Fewer authoritative copies: less
penalty that kept data next to domains; no sharding for drift, lower reasoning cost

compute security /

Logical centralization

One source of truth; every other copy is derived
and subordinate

Physical centralization Speed-of-light floor

Only where physics allows: About 5 ps per km of fiber; no
within a region product moves it

bounded by
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‘ Branch device on local breakout ’

Domain-joined or hybrid joined Windows client

Internet egress through the enfo‘r}efnent point

Token-based cloud access
 Entra sign-in and token refresh
« Microsoft 365 and other SaaS
Keeps working with no DC in reach

(F Pri%path or connector to a domain controller )

(Client operations that need h
aDC

Initial logon (TGT)

Server-side

« Service tickets for on-premises dependency
services ¢ NTLM pass-through:
e Group Policy from SYSVOL the resource server

asks a DC for every
new logon

Password change, including
forced

« Hybrid join registration and

q periodic line of sight )

S o J

* if the path is missing
3
No defined path: everything works except signing in

Logon, policy and password change fail while cloud applications
keep working
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rId471.png
Branch policy + nearer

Component (one way) Baseline breakout What changes it

Branch > enforcement point  20-30 ms 5-15ms Nearer breakout; link
selection

Enforcement point - cloud  40-60 ms 40-60 ms Region choice; provider

region backbone, not the branch
device

Round trip per query 120-180 ms 90-150 ms —

30 sequential queries 3.6-5.4s 2.7-4.5s About 17-25% less

3 queries (batched or 0.36-0.54 s 0.27-0.45 s About 10x less, on either

server-side) path
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(Observed round-trip time =)

+

Propagation delay Everything else
Distance at the speed of light in fiber Queueing, congestion, jitter, loss and
(about 5 ps per km). Engineering cannot retransmits, routes longer than the great
reduce it. circle. This is where optimization works.
\:Ioors by path
Path (great-circle) One-way floor Round-trip floor
Within a metro (50 km) 0.25 ms 0.5ms
Ero)ss-region, same continent (1,000 5 ms 10 ms
m
New York to London (5,570 km) 28 ms 56 ms
New York to Singapore (15,330 km) 77 ms 153 ms

Straight-fiber minimums. Measured internet round trips run several times the
vacuum speed-of-light bound.
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Device connects to a switch port or the
managed SSID

MAC AUTHENTICATION BYPASS

S o Approved loT or OT
Does a supplicant answer device class?
802.1X? Classification, not
authentication
yes yes
(RADIUS / NAC SERVER ) (TR ~
Valid EAP-TLS machine no | capti 10T SEGMENT
er aptive portal onl
certificate? LAY p p _ y Management systems
Chains to the device identity CA, ann:r;tsernal routing or only
\not revoked ) g J
yes
(REMEDIATION N
(INTUNE COMPLIANCE RETRIEVAL ) 1o GUEST SEGMENT
; . »| Update and
\Is the device compliant? ) management Internet only
(endpoints only )
yes
v
(PRODUCTION N
\Agency resources per ACL/
T
v

Change of Authorization moves the port when compliance
changes; re-authentication each shift is the backstop
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rId55.png
One-way budget component

Mouth-to-ear target for transparent
interactivity

Terminals: codec, packetization, jitter
buffer

Left for the network

HAIRPIN

Seattle > northern Virginia >
Seattle

7,390 km great-circle detour: 37 ms
floor

x 1.5 route length, + 5 ms inspection
stack

About 60 ms one way: most of what the
network is allowed

Value Type
150 ms Standard (G.114)
50 to 80 ms Standard (G114
App. 1)
70 to 100 ms Arithmetic
LOCAL BREAKOUT

Seattle -> nearby region

Tens of kilometers: well under 1 ms floor

Planning assumption 5 to 15 ms one way
including the stack

Most of the network allowance survives
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TODAY, HYBRID PHASE
NPS on Windows Server

* 802.1X and VPN against AD
computer and user objects

* No posture engine
« No support for cloud-native devices

Trigger: retirement of the AD objects NPS
authorizes against

(MANAGED-DEVICE 802.1X N
NAC platform

« EAP-TLS with Intune-delivered
certificates

« Compliance from Intune's compliance
retrieval service

e Change of Authorization from its own
L session state

(REMOTE ACCESS A

VPN or ZTNA federated to Entra
ID

« SAML or OIDC instead of RADIUS

« Conditional Access and device
L compliance apply

NO SUPPLICANT POSSIBLE
MAB with profiling

« DHCP fingerprint and approved device
class

* Restricted segments only
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rId575.png
Renewed by its owner

« NPS extension for Entra MFA client
certificate

Renewed by the platform

« RADIUS server certificate presented in
EAP-TLS

« Replacement NAC servers (ISE,
ClearPass and others)

* RadSec, SD-WAN edge and
network-device certificates

« Firewalls, VPN concentrators and load
balancers

Renewed by Intune

e EAP-TLS machine certificates on devices

No CLM lifecycle
¢ TLS-inspection signing CA

OUTSIDE BOOK 07'S CLASSES
The NPS administrator

RENEWS AND INSTALLS

CyberArk Certificate
Manager

(RENEWS DEVICE CERTIFICATES
Intune
AN

NO CLM LIFECYCLE

Platform-managed, or not
X.509
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rId664.png
Data need Consistency model Network class
Authoritative writes to the  Strong / serializable Lean, low-latency
source of truth

Quorum durability across Synchronous Lean, low-latency
nearby zones replication

No synchronous cross-region path: physics makes it expensive

Cross-region durability / Asynchronous Fat, bulk
disaster recovery replication

Read-mostly access far Bounded staleness / Fat, bulk (refresh)
from the writer read replica

gllt.{lti-writer collaborative Causal / CRDT merge Fat, bulk
ata

Analytics / reporting Eventual Fat, bulk

Crosses regions
synchronously?
No — kept intra-region

Within a region only

No — async by design
No

No — merges, not round
trips

No
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rId669.png
/Customer Entra tenants

Each request carries an Entra access
\token (tid claim) )
token per request
(Data plane service )
Where rigor concentrates « Verifies the token signature against
A defect in tid-to-namespace -~ | thetenant's keys (RS256)
mapping is a cross-tenant exposure « Binds the tenant from tid; non-active
N tenants get 403 . )
short-lived token as \\ hard-isolation
the password \\ customers
\
PostgresQL flexible server S|
) ) ) Compliance stamp
* Single-region writer (exception)
« saas_tenants registry and per-tenant

ProvisioningService stamps a
dedicated schema, Blob prefix and
* Managed identity signs in with a Key Vault scope; dry-run by default

state

token; no long-lived DB password

T
. S
! ~

.
Derived, subordinate stgre% (keyed t-<guid>) hN N
L . N
. ¥ =
L Cross-region
Blob Storage ’ Key Vault replica
Evidence bundles Per-tenant secrets Asynchronous, bulk

class
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rId679.png
Architecture

A. Hairpin

B. Bare local breakout

C. Governed local
breakout

D. Agent-delivered SASE

Path to cloud

Branch to campus or
MTIPS access point, then
out

Branch straight to the
internet

SD-WAN edge to a
nearby PEP, then the
cloud

Device agent forwards to
the nearest PoP

Where enforcement sits

Central access point

Nowhere the agency
controls

Branch edge and SASE
POP

SASE PoP; edge NGFW
for agentless devices

Boundary and evidence

Assessed; every flow pays
the detour

Regression: egress outside
any assessed boundary

Assessed after the
boundary change; per-app
telemetry

Assessed once PoP
proximity and telemetry are
verified
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rId710.png
(DECIDES
Authorizing official

Boundary change,
SC-7(4) exception, interim
\risk

DECIDES
Sponsor and CIO

Funding, sequence,
platform selection

funding risk decision

DETERMINES
Security architecture

TIC 3.0 mapping, PEP
placement, refresh
attributes

DESIGNS AND DOES
Network engineering

Transport, SD-WAN and
SASE edges, switches,

NAC
-

determinations

logs, telemetry | site waves

OPERATES
Security operations

CLAW telemetry, NAC
alerts, governor logs

DOES, ON SITE
Field-office facilities

Closets, power, path
diversity, on-site hands

/

DECIDES
CISO and ISSO

Control requirements,
telemetry, evidence

requirements

BUYS AND ENDS
Acquisition and CO

EIS task orders,
modifications,
terminations

requirements,
orders

DOES, PER DEVICE

Endpoint and
identity

Supplicant and certificate
profiles, compliance

1
| consulted

windows and are consulted

[Application owners own chattiness and cutoverj
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rId718.png
(STEP O
Secure the governor first

CISO and ISSO decide; network engineering hardens the controller
and edges, with security architecture and operations consulted

) I
(STEP1
Buy the pipe on measured physics

Network engineering decides the physics; the contracting officer

\buys; the CISO sets the envelope
(STEP2

Deploy the governor before production traffic

Network engineering builds; the system owner confirms the gate per

\site ¢
(STEP 3
File the boundary change before cutover

\System owner and ISSO prepare; the authorizing official decides

(STEP4

Microsoft 365 Optimize traffic under its own SC-7(4)
exception

Authorizing official signs; system owner keeps the site register; review
A

board signs conformance

(STEPS
Register the evidence

ISSO assembles; security operations confirms CISA telemetry parity
\before any legacy circuit ends

4
[Out of order, above all fast circuits before thej

security layer, is the costliest mistake
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rId740.png
(CLOSED h
Legacy transport vehicles

Networx and the other expiring contracts
ended by May 31, 2026; the architecture is
\now an EIS task-order question

(CLOSED h
Hairpin through a TIC access point

Still permitted; M-19-26 moved to
capability-based compliance, and CISA
\says the hairpin raised cost for cloud

< @
\ WHAT REMAINS
(CLOSED h The residual architecture
A ne":N agency-operated access « Local internet breakout at the branch
pou « Cloud-delivered security stack at a
Capital, floor space, refresh cycle and nearby PoP
\around—the—clock staff J « Branch-edge policy layer deciding what
/\ goes where
(CLOSED A 3
VPN backhaul to a data center (INTERIM
A hairpin under another name Scarce: the product, not the
~ J functions
(CLOSED N Four of six branch-edge functions are
. . \partly obtainable before an award
CIoud-pyoylder private
connectivity

One provider's regions only; not SaaS, the
internet or the branch

Microsoft no longer recommends it for
\Microsoft 365
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rId752.png
BOD 26-02
The refresh is on a directive clock

All identified end-of-support edge devices off
agency networks by about August 5, 2027,

funded program or not

DEFAULT

Like-for-like replacement

* Same device class and topology

« Same absence of policy and telemetry

Money spent; architecture question
closed for the life of the equipment

N\

(RECOMMENDED
Specified to the target

« Application-aware steering, path
measurement

« Deterministic egress

« Exportable per-application telemetry
PQC-capable key exchange (M-26-15)
* Management plane meets BOD 23-02
Stated FIPS 140-3 expectation

|

/Option preserved

Costs requirements-writing time, not

\ca pital
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rId816.png
Two data centers (existing facilities)

PRIMARY

Headdquarters data center

2 standard (source) DPs, full library
* SD-WAN control plane primary
 Internet breakout

SECONDARY

Disaster recovery facility

« 2 standard (source) DPs, full replica

« SD-WAN control plane secondary

 Internet breakout

pull source

ya

y 3

,” secondary source
/

(10 SITES
Regional hubs

DP group

« 2 pull DPs each: 20 in all, targeted content by

SD-WAN aggregation and regional breakout
 Security service edge enforcement
« Later: Connected Cache on its own host

~N

l SD-WAN overlay

(~1,500 SITES
Field office

« DIA primary circuit sized to seats
e 5G secondary path for continuity only
o No local distribution point

AN

Capacity check

24 DPs x 4,000 clients = 96,000;
about 70,000 endpoints (assumption)
= 73% utilization

Content stays local

* Peer cache, BranchCache, Delivery
Optimization peers

* One WAN copy per site, not per
client

Cloud-sourced content

« Windows and Microsoft 365 Apps
updates, Defender definitions,
Intune Win32 apps

« Delivered over the branch circuit
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rId842.png
(INTERIM )
24-DP hub content tier

\Consolidated, not permanent

(GATE1 A
App content

« Client apps and Office Click-to-Run workloads
on Intune

« No deployment still sourced from
L Configuration Manager

(GATE 2 A
Update content

e Windows Update and device configuration
workloads on Intune

« Configuration Manager software updates
L turned off in client settings

(GATE 3 A

Any gate open

. . . Keep the tier; don't force the
Task-sequence imaging replaced by Windows cutover

Autopilot; not a co-management workload

OS provisioning open gate

N

(GATE4 A
Caching role
No Connected Cache instance still running on

\distribution—point hardware

(GATES A
Compliance evidence
No control evidence still sourced from the

\Configuration Manager site database

1 all closed

Retire the last distribution point

When all five are closed, in whatever month that
is
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rId89.png
(CONTROL: SECURITY SERVICE EDGE A
SASE policy enforcement points
« Boundary and flow enforcement (SC-7, AC-4)
« Malware and web inspection (SI-3)

Y Monitoring and telemetry to CISA (SI-4, AU)

rides on

(CONTROL: TRANSPORT GOVERNOR A
SD-WAN or equivalent branch edge
e Encryption across every circuit (SC-8)

« Traffic-class separation and path selection
o Per-application path telemetry

governs

TRANSPORT: PHYSICS

i . . .5G - The one family transport
E:‘%:t;l[;lal-}ldMPLS LE DY more than one pipe (supports

Latency, loss and capacity differ enormously L’ (Ees?goggir;i)cations diversity

Protection controls provided: none
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rId947.png
Preconditions on the
exempt path

« Tenant restrictions v2 signaled
from the Windows device

« Branch DNS resolution local to
the egress

« Branch telemetry reaching CISA
services

/\

Branch site

* Users and managed
Windows devices

« Edge classifies by Microsoft
endpoint set ID

('SC-7(4) EXCEPTION
Optimize sets 1, 31and 11

« Exchange Online, SharePoint and
OneDrive, Teams media

« Local direct internet access, no TLS
break-and-inspect

« Steering log is the enforcement
evidence

Nearest Microsoft 365
front door

TLS and SRTP protect the flow
(SC-8 not punctured)

Allow, Default and web traffic

e Includes Microsoft Entra sign-in
endpoints (Allow)

« Backhauled over the overlay, as
before

Campus PEP

« TLS inspection, web gateway,
CASB

* Proxy-based tenant
restrictions (sign-in only)
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rId958.png
(ATTACHMENT A — SYSTEM OWNER A
Site register: the SC-7(4) exception record
e Per site: mission need, in force from, expiry or ending condition, last review

e Per circuit: post-NAT egress ranges (IPv4 and IPv6)
Y Readiness dates and the admission checklist

binds to register version n

(ATTACHMENT B — ARCHITECTURE REVIEW BOARD N
Architecture review determination
« Security pattern, trust zone and PEP location

« All twelve PEP capability groups plus the affected universal capabilities
\- Conformant, conformant with conditions, or not conformant; accepts no risk

/efers only the Web row AN
Y
A}
MEMO — AUTHORIZING OFFICIAL

Y
SC-7(4) traffic-flow exception A gap in Attachment B blocks
sign-off
« Names the controls affected and the A A .
f Resolve it, or convert it to an explicit
SCMPEREERIE) Gl referral, before the determination goes
« Grants or refuses the one item referred to it, to the authorizing official
for a stated duration and review cadence
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rId97.png
(‘Common: inspection without transport governance ) (‘Governed: a branch-edge policy layer )

Branch users Branch users

Branch edge

Static router « Application-aware steering and

* No application steering or QoS QoS
. « Continuous path-health
* No path-health measurement TR

« No failover, no per-app telemetry

« Sub-second failover, per-app

Second circuit or
5G

telemetry

One DIA circuit DIA (primary)

SASE PoP SASE PoP
SWG - CASB - FWaaS$ - ZTNA SWG - CASB - FWaaS$ - ZTNA
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rId997.png
(STEP O
Secure the governor

\off—box logging be

Vulnerability mana?ement, privileged access and
ore it carries traffic

J/

(STEP1

Buy the pipe on measured physics

\Within the acquisition and supply-chain envelope )

~N

-

(STEP2 N

Deploy the governor before production
traffic

\Gate: control layer live, inspecting and logging

/

(STEP3 N

Boundary change as a significant
change

\Decided before the first production cutover

(STEP 4 N

Microsoft 365 through its own
exception

\Documented SC-7(4) traffic-flow exception

(STEPS A
Register the evidence
CISA telemetry parity before any legacy circuit

\ends )

\\\skipZand3
Z'N

OUT OF ORDER

Fast circuits before the
security layer

A compliance regression with better
latency
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