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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
Table of Contents
Book 10 — Cloud Boundary & Landing Zone: What the Boundary Lets You Use
Status — baseline book
Why, what, who, how
Reading paths
Where this book sits in the workbook
Version and revision history
Notes
Chapter 01 — Why the Boundary Decides What You Can Use
In this chapter
The catalog is not the boundary
The case in one paragraph
For decision makers
Three checks, three owners
Impact level and feature availability are different axes
What 2026 changed about “the boundary”
The same pattern at the network edge
Where the boundary shows up: late
A framing pattern, not an engagement
Three responses when a capability is outside
Where the boundary becomes concrete
What this chapter establishes
Notes
Chapter 02 — The Invisible Boundary
In this chapter
Why the boundary is invisible
The case in one paragraph
The worked example, corrected
Four things that change across a boundary
Making the boundary visible
Why this is architecture, not compliance
What this chapter establishes
Notes
Chapter 03 — What Changed at FedRAMP
In this chapter
Certification replaces authorization
The rules have no provider authorization boundary
Minimum Assessment Scope: a test about data, not topology
Change control replaces re-authorization
Certification data becomes a feed
Rev5 and the 2026 rules side by side
What changes for the agency
Notes
Chapter 04 — GCC, GCC High and the Commercial Feature Gap
In this chapter
What GCC is, in Microsoft’s own words
What agencies verifiably lose
Build the register on documented exclusions only
A note on names
Microsoft is pursuing High for GCC, and what that doesn’t change
Fact and inference, separated
Impact level and feature availability are different axes
A worked case: Global Secure Access’s network and privacy facts
Notes
Chapter 05 — The Landing Zone
In this chapter
What a landing zone is
The substrate beneath it
The management group hierarchy
Where each boundary decision lands
Enforcing without breaking things
The same pattern on AWS
Internet-facing workloads: ingress and resilience
Assessment mapping
A multi-environment estate
Every automation declares its boundary
What a landing zone can’t prove
What this chapter establishes
Notes
Chapter 06 — IPAM and Network as Code
In this chapter
The address plan is the join key
Addresses without broadcast
Azure: mirror the authority, enforce the pool
Network as code
Inputs that change underneath the code
Why reproducible matters
Controls the network code puts into operation
Honest limits
What this chapter establishes
Notes
Chapter 07 — The Landing Zone Front Door
In this chapter
Why code isn’t change control by itself
Microsoft’s model: subscription vending
The provisioning loop
Building the loop on ServiceNow and Terraform
The pipeline is inside the boundary too
After apply: drift
The evidence the loop leaves
Honest limits
What this chapter establishes
Notes
Chapter 08 — Who Owns the Boundary
In this chapter
Where the roles come from
Decision rights and work are different things
The roles
The responsibility matrix
Three parties, not two
An owner for each impact dimension
Roles in each system
What changes from “the cloud team owns the cloud,” in one table
Notes
Chapter 09 — In-Boundary Equivalents and Documented Exceptions
In this chapter
Start with a register, not a boundary
Probe what actually works
Build in-boundary equivalents
Use documented exceptions
Make the scope arguments the 2026 rules allow
Buy the capability, not the badge
A higher class doesn’t restore an excluded feature
The playbook, in order
Notes
Chapter 10 — Alternative Collaboration Paths
In this chapter
The third answer
Read the certification, not the announcement
A public example: a department moves its suite
Keep the identity plane where it is
What the boundary still asks of you
When the path fits
The decision record
Notes
Chapter 11 — Evidencing the Boundary in the Authorization Package
In this chapter
What the package is
The boundary as one artifact
Know whose package you are reading
Writing control narratives at the boundary
Keeping the package current
Two models at once
What an assessor should find
What changes, in one table
Notes
Appendix A — What to Ask a Cloud Provider For
In this appendix
How to make the ask
Requests about the offering’s scope and gaps
Requests about evidence and change
Summary
Notes
Appendix B — Platform Host Interface Reference
In this appendix
What this reference covers
The six families at a glance
Illustrative configuration
Family A — client and operator transport
Family B — identity and authentication
Family C — cloud management plane
Family D — governance and telemetry
Family E — local management
Family F — outbound integrations
Boundary and egress posture
Control crosswalk
Group governance
Other repository options
Closing position
Certificates in this book and the CLM platform
Notes
[bookmark: _Toc00000764]Book 10 — Cloud Boundary & Landing Zone: What the Boundary Lets You Use
[bookmark: _Toc00000765]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s Boundary Impact Model, the cloud boundary case studies, the FedRAMP 20x feature-gap whitepaper, the Google Workspace collaboration path, the cloud modernization spec and the platform host’s Git server interface paper. Every external claim was checked against a primary source from October 20, 2026 and carries a footnote with its date. The earlier pages are kept in the repository’s archive/b10-cloud-boundary/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 21 narrated): for authorizing officials and ISSOs, on the Presentations page.
Technical deep dive (about 50 minutes live, 18 narrated): the boundary and the 2026 FedRAMP rules, GCC and the feature gap, the landing zone, IPAM as code and the front door, and the authorization package, in modules on the Presentations page.
A cloud product’s feature list describes the commercial service. What an agency can actually use is decided by three separate checks, each with its own owner. First, the provider documents, feature by feature, what its government cloud environment leaves out: Microsoft’s network connectivity reporting in the Microsoft 365 admin center, for example, supports commercial tenants “but not GCC Moderate, GCC High, or DoD.”1 Second, FedRAMP certifies a named cloud service offering at a Certification Class, and the provider’s assessment scope says what that certification covers; Microsoft 365 GCC, for example, is listed as FedRAMP Certified at Class C.2 Third, the agency authorizes its own system: FedRAMP says each agency “still authorizes its own federal information systems.”3 A feature can pass one check and fail another, so none of them stands in for the other two. The book’s worked case is Microsoft 365 GCC, with GCC High for comparison, and Azure, including Azure Government, where Microsoft lists each security feature as generally available, in preview or not available.4 Much of what these checks remove is invisible. A feature that isn’t offered in a government cloud rarely announces itself; a design simply depends on it, and the gap surfaces later as missing data or a capability that never arrives. FedRAMP’s 2026 rules changed the vocabulary (services are certified in Classes A through D, and “the boundary” is now a set of scope rules rather than a drawn shape) and gave agencies more to ask a provider for. The landing zone is where the boundary becomes concrete, in management groups, subscriptions, policy, address authority and the front door every change passes through. When a capability is outside the boundary, an agency has three responses: compensate in-boundary, use a documented exception, or choose an alternative path, and in every case evidence the choice in its own authorization package. Going without the capability is also a legitimate outcome when someone decides it and records it.
[bookmark: _Toc00000766]Why, what, who, how
	
	Question
	Chapters

	Why
	Why does the boundary decide what you can use, and why is so much of it invisible?
	01, 02

	What
	What changed at FedRAMP, what GCC leaves out, and how the landing zone, IPAM, network as code and the front door make the boundary concrete
	03, 04, 05, 06, 07

	Who
	Who owns the boundary, and who decides inside it
	08

	How
	Compensate or take a documented exception, choose an alternative path when that’s the honest answer, and evidence the boundary in the authorization package
	09, 10, 11


Appendices: A — What to ask a cloud provider for · B — Platform host interface reference
[bookmark: _Toc00000767]Reading paths
· Executives (20 minutes): Chapters 01, 04 and 08, or the 15-minute presentation.
· Architects: Chapters 01–07, then 09.
· Authorizing officials and ISSOs: Chapters 02, 03, 08, 09 and 11, with Appendix A.
· Cloud platform engineers: Chapters 05–07, with Appendix B.
[bookmark: _Toc00000768]Where this book sits in the workbook
This is Book 10 of the Federal Modernization Workbook. Book 08 — DNS, DHCP & IPAM owns the name and address layer the landing zone depends on, and Book 09 — Network & Transport the TIC 3.0 and transport decisions at its edge. Book 04 — Access & Privilege carries Conditional Access, and Book 01, Chapter 03 the platform host whose interfaces Appendix B lists. For control-level depth, the Federal Compliance volumes on the cloud landing zone, landing zone and network as code and the landing zone front door remain in the repository.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000769]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 10: fix confirmed crosswalk errors (GCC example counts, egress allowlist, POA&M vs exception, table description) (#399); Book 10: make chapter terms, cites and Rev5 dates agree (inconsistency wave) (#432); Decisions pass, Books 05-12: apply Mike’s calls and take-the-recommendation items (#453); Claim language: supports, not satisfies (rule, check, first sweep) (#474); Decisions 10-27 (Nov 8): Books 10-19, guides, training, help desk guide (#487); Decks: supports, not satisfies (wording, narration, re-rendered videos) (#489); and 1 more (all changes)

	1.4
	2026.11.4
	2026-11-05
	Sweep stale wording, and link sources on every deck (#361)

	1.3
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269); Content rules: one home per type, and the federal layers every guide carries (#271)

	1.0
	2026.10
	2026-10-31
	First edition (17 merged changes since the book began)
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1. Microsoft Learn, “Network connectivity in the Microsoft 365 Admin Center,” https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide (accessed Oct 21, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-10-21T16:12:00Z (accessed Oct 21, 2026). Listing MSO365MT, “Microsoft 365 Government Community Cloud & Supporting Services”: status FedRAMP Certified, cert_class Class C.
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Cloud feature availability for US Government customers,” https://learn.microsoft.com/azure/security/fundamentals/feature-availability (accessed Oct 21, 2026).
[bookmark: _Toc00000771]Chapter 01 — Why the Boundary Decides What You Can Use
The license says what you bought; the boundary says what you may use, and a design that confuses them fails in front of the assessor rather than in the lab.
[bookmark: _Toc00000772]In this chapter
The question this book answers and the case in one paragraph. The three things that together decide whether an agency can use a cloud feature: the FedRAMP certification of the offering, the provider’s published exclusions for the agency’s cloud environment, and the agency’s own authorization of the system that uses the service. Why impact level and feature availability are different axes, what FedRAMP’s 2026 rules changed about the word “boundary,” how the same pattern shows up at the network edge, and the three responses available when a capability falls outside.
[bookmark: _Toc00000773]The catalog is not the boundary
Two agencies can hold the same Microsoft 365 license and be entitled to different products. One runs a commercial tenant and sees, in its admin center, per-location network assessment scores, informed network routing to its SD-WAN and an Adoption Score for its workforce. The other runs a Government Community Cloud (GCC) tenant and sees none of those, because Microsoft documents each of them as unavailable there.123 Nothing in the license, the price list or the commercial product documentation tells the second agency this. The product catalog describes what the provider sells. It doesn’t describe what an agency may put into production.
That gap is the subject of this book. Book 10 asks one question: why does the authorization boundary decide what you can use? The short answer is that three separate decisions, made by three different parties, have to line up before a feature is usable in a federal system:
1. The certification. FedRAMP certifies a specific cloud service offering at a certification class. A feature that sits outside the certified offering isn’t covered by it, whatever the portal shows.
1. The environment. The provider runs each government environment (for Microsoft, GCC, GCC High and DoD) with a published set of features that differ from commercial. Those exclusions are documented one feature at a time, on many different pages.
1. The agency’s authorization. The agency authorizes its own federal information system, which uses the cloud service as an external service. Its authorizing official accepts the risk of the specific configuration selected and the integrations enabled.4
The feature an agency can actually use is the overlap of all three. Most of this book is about finding that overlap before a design depends on something outside it.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b10-cloud-boundary/png/ch01-what-decides.png]
What decides whether a feature is usable: the certified offering, the environment’s published exclusions and the agency’s own authorization, in sequence.
[bookmark: _Toc00000774]The case in one paragraph
Problem. Federal cloud designs are written against the product catalog and the commercial documentation, then discover, often late in an authorization cycle, that a feature they depend on is excluded from their environment, outside the certified offering, or outside what their own authorization covers. The usual explanation, that a “FedRAMP boundary” attenuates features, is imprecise enough to be wrong in both directions: it blames the certification for exclusions the provider publishes per feature, and it hides features that are in fact available.
Solution. Treat the boundary as three checks with three owners: the FedRAMP Marketplace listing for the certified offering and its class, the provider’s per-feature exclusion documentation for the agency’s environment, and the agency’s own authorization package. Record each capability a design depends on against all three, with a citation per row. When a capability falls outside, choose one of three responses (compensate inside the boundary, use a documented exception, or take an alternative path) and evidence the choice in the agency’s package.
Ask. Before the next architecture review or authorization milestone, require every cloud feature a design depends on to be listed with its Marketplace package, its environment availability and the source page that says so. Treat a feature with no citation as unverified, not as available.
[bookmark: _Toc00000775]For decision makers
· The license isn’t the authorization. FedRAMP’s 2026 rules say each agency “still authorizes its own federal information systems,” should never issue a standalone authorization to operate for a cloud service offering, and should confirm “that the planned use is within the scope of FedRAMP and that the agency is using the FedRAMP Certified version” of the service.4
· GCC exclusions are published per feature. Microsoft documents, on separate pages, that Adoption Score, network connectivity in the admin center, informed network routing and the Office 365 content delivery network aren’t available to GCC tenants.3125 There is no single machine-readable list.
· Restriction isn’t a ladder. Some features are available in GCC and not in GCC High or DoD, such as Windows release health and Office Scripts in Excel.67 Moving “up” doesn’t restore everything.
· Impact level and feature availability are different axes. The FedRAMP Marketplace lists the GCC offering at Class C (Moderate) and a second, same-named package pursuing Class D (High).8 A higher class changes what data the agency may place in the service. It doesn’t by itself restore a feature the provider has excluded.
· The word “boundary” changed meaning in 2026. FedRAMP’s Minimum Assessment Scope rules define the certified offering by the resources likely to handle federal customer data, and allow security categories to vary by resource.9 Chapter 03 covers the change in full.
[bookmark: _Toc00000776]Three checks, three owners
The certification: what FedRAMP certified
FedRAMP certifies cloud service offerings. Its 2026 definitions describe a cloud service offering as “a specific, packaged cloud computing product or service” that is the subject of a FedRAMP certification, and a certification class as the category of assurance the offering supplies, “increasing from minimal assurance at Class A to significant assurance at Class D.”10 The FedRAMP Marketplace is the record of which offering is certified at which class, and it is the source this book uses for any status it states.
The first check is therefore a lookup, not an inference: is the service the design depends on part of a certified offering, and at what class? For Azure, Microsoft publishes which services are inside the scope of its FedRAMP High provisional authorization for Azure public and Azure Government, service by service.11 For Microsoft 365, the certified offering is a package on the Marketplace, and the services and features inside it are what the package describes. A feature delivered by a separate service, or by a third party, needs its own answer. Microsoft’s own GCC service description shows two such edges plainly: GCC customer support “is not included in the service accreditation boundary,” and Viva Engage, which can be added to some GCC plans, “does not support FedRAMP accreditation.”12
The environment: what the provider excludes
The second check is about the cloud environment. Microsoft runs Microsoft 365 for US government customers in separate environments: GCC, GCC High and DoD. GCC is paired with Microsoft Entra ID in commercial Azure, while GCC High and DoD are paired with Microsoft Entra ID in Azure Government.13 Intune goes further: it has no separate GCC instance at all, and Microsoft states that “GCC is the same instance as Microsoft Intune in the commercial space.”14
Each environment has its own list of features that differ from commercial, and Microsoft publishes those differences per feature, in the documentation for each product. A few examples that bear on this book:

	Capability
	Commercial
	GCC
	GCC High / DoD
	Source

	Network connectivity in the Microsoft 365 admin center (per-location network assessments and insights)
	Available
	Not available
	Not available
	1

	Microsoft 365 informed network routing (INR)
	Available
	Not available
	Not available
	2

	Adoption Score
	Available
	Not available
	Not available
	3

	Office 365 content delivery network for SharePoint
	Available
	Not available
	Not available
	5

	Windows release health in the admin center
	Available
	Available
	Not available
	6

	Office Scripts in Excel
	Available
	Available
	Not available
	7

	Analyze Data and Researcher in Office apps
	Available
	Not available
	Not available
	7



Two lessons follow from the table. First, the exclusions are specific and citable, which makes them something an agency can inventory and argue about one at a time. Second, they don’t form a ladder: the last three rows show features that GCC has and GCC High doesn’t, and features that no government environment has. Chapter 04 works through the GCC and GCC High differences in detail.
The agency’s authorization: what the agency accepts
The third check belongs to the agency. FedRAMP is explicit that the agency authorizing official “accepts risk for the agency’s specific use of that service,” including “the configuration selected, the integrations enabled,” and that the agency must configure and integrate the service securely, “including identity, logging, monitoring, data protection.”4 A feature can be inside the certified offering, available in the agency’s environment and still be outside what the agency has authorized, because nobody described it in the system security plan or assessed the integration it requires.
This check is also where agency-operated components live. The resolvers, appliances, agents and on-premises servers an agency runs are inside its own authorization boundary, not the provider’s. FedRAMP’s Minimum Assessment Scope guidance goes further for software installed on agency systems: software “delivered separately for installation on agency systems and not operated in a shared responsibility model,” typically “agents, application clients, mobile applications,” is “entirely outside the scope of FedRAMP.”9 That doesn’t make the agent unassessed. It makes it the agency’s to assess.
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Much federal reasoning about Microsoft 365 runs the two together: GCC is “Moderate,” Moderate is why the feature is missing, and a High certification would bring it back. The Marketplace data and Microsoft’s documentation don’t support that chain.
Read on October 21, 2026, the Marketplace lists three Microsoft 365 government packages that are routinely confused:8

	Package
	Offering as listed
	Status
	Class
	Authorizations

	MSO365MT
	Microsoft 365 Government Community Cloud & Supporting Services
	FedRAMP Certified (certification date November 20, 2014)
	Class C (Moderate)
	100

	MSO365MTA
	Microsoft 365 Government Community Cloud & Supporting Services (the same name)
	FedRAMP In Process, Initial Implementation; status events July 1, July 20 and October 19, 2026
	Class D (High)
	0

	FR1824057433
	Microsoft 365 Government Community Cloud-High
	FedRAMP Certified (certification date December 26, 2024)
	Class D (High)
	5



MSO365MT is the GCC offering agencies run today. FR1824057433 is GCC High, a different environment with its own endpoints and namespaces. MSO365MTA is new: a package with the same name as the certified GCC offering, pursuing Class D. The straightforward reading is a High certification effort for the GCC service alongside the existing Moderate one, but the Marketplace doesn’t state the relationship between two packages that share a name, or whether one will replace the other. Treat that reading as a question to put to the provider, not as a roadmap.
Microsoft’s own GCC service description adds a further wrinkle: it says Office 365 Government “supports the Federal Risk and Authorization Management Program (FedRAMP) accreditation at a High Impact level.”12 For an authorization decision, the Marketplace listing and the package are the record; the service description is the provider’s summary of it.
Whatever the class turns out to be, it answers a different question from the one a design usually asks. The class governs the assurance the offering supplies and, through the agency’s own categorization, what data the agency may place in it. Feature availability is a product decision the provider publishes per environment. The clearest evidence is the table above: network connectivity, informed network routing and Adoption Score are unavailable in GCC High and DoD too, and the GCC High offering is already certified at Class D.8123 An agency waiting for a High certification of GCC to restore those features is waiting for something the certification was never going to deliver. Chapter 04 develops this point, and Appendix A turns it into specific requests.
[bookmark: _Toc00000778]What 2026 changed about “the boundary”
Under FedRAMP Rev5 the authorization boundary was a provider artifact: drawn by the cloud service provider, diagrammed in its system security plan, with everything crossing it treated as an interconnection. FedRAMP’s Consolidated Rules for 2026 describe the offering differently. The Minimum Assessment Scope rule requires providers to “identify a set of information resources to assess for FedRAMP Certification,” and FedRAMP’s 20x rules allow those resources to vary by security category “as appropriate to the type of information handled by or impacted by the information resource.” Metadata, including metadata about federal customer data, is included whenever the resource it describes is in scope.9 The 20x rules page doesn’t use the phrase “authorization boundary” at all.
For this book, three consequences matter, and Chapter 03 covers each in depth:
· Scope is a data question. Whether a resource is in the offering depends on whether it is likely to handle federal customer data or affect it, not on where a line was drawn on a network diagram.
· One impact level no longer has to cover everything. A capability refused because it would pull a whole environment up to the high-water mark may deserve a second look.
· Rev5 and the new rules coexist. FedRAMP stops accepting new Rev5 certification requests on June 11, 2027, and the end date for existing Rev5 certifications “has not been finalized but is likely to be no later than 2029.”15 Agencies will hold services certified under both models at the same time, and Rev5 packages keep their boundary vocabulary.
None of this moves the agency’s own boundary. The agency still authorizes the federal information system that includes the cloud service, and that system still has a boundary its authorizing official signs for.4 The word changed meaning at the provider’s side; at the agency’s side it means what it always did.
[bookmark: _Toc00000779]The same pattern at the network edge
The boundary decides what an agency can use at the network edge too, and the failure looks the same: a design assumes the boundary instead of modeling it.
A common starting state is an agency with a mix of on-premises systems and commercial cloud services, an authorization boundary that is assumed rather than drawn, traffic that hairpins through a traditional perimeter, and a wish for local internet breakout at branches to cut latency that nobody has governed. The program’s framing pattern for that case is short. Model the boundary explicitly. Permit local breakout only where the security capabilities the agency must provide are satisfied at a distributed policy enforcement point. Treat where that enforcement point sits as both a physics decision and a compliance decision, not as a product feature. The intended result is that branch traffic leaves locally only when those capabilities are met, the agency’s telemetry obligations to the federal monitoring program continue, and the authorization package cites a modeled boundary rather than an assumed one.
Three lessons come with the pattern, and Book 09 develops all of them: transport is a physics decision and control is a compliance decision; bare local breakout without a governing control plane is a compliance regression; and the governor itself is attack surface that must be protected. See Book 09, Chapter 02 — Transport Is Physics, Control Is Compliance and Book 09, Chapter 03 — What TIC 3.0 and Federal Policy Actually Require. Book 09 also records the edge version of this chapter’s feature problem: because network connectivity and informed network routing aren’t available to GCC Moderate tenants, path selection there rests on the agency’s own SD-WAN measurements, and any monitoring service that sees branch telemetry needs its own authorization (Book 09, Chapter 12).
[bookmark: _Toc00000780]Where the boundary shows up: late
[bookmark: _Toc00000781]A framing pattern, not an engagement
The archetype below is the program’s engagement pattern for a GCC boundary case. It describes a typical shape, not a specific agency, and it carries no agency identifiers or measured results.
The typical case begins with a Microsoft 365 GCC tenant in production and a system security plan and migration plans that reference features whose live behavior doesn’t match what was written. Zero Trust analytics, anomaly detection and insider-risk work are partly blocked by signals the tenant never receives. The posture is nominally compliant, but the agency’s observability of its own estate sits below that of a commercial peer running the same products.
The discovery tends to come late, during an authorization cycle or a Zero Trust analytics rollout, because nothing fails loudly before then. The admin portals and the commercial documentation describe the full product, and the exclusions are spread across product pages a design team has no reason to read until something is missing. Chapter 02 — The Invisible Boundary explains why the gap stays invisible and corrects the most-cited example of it.
The problem in this pattern is structural, not a misconfiguration: no setting in the tenant turns on a feature the environment doesn’t offer. That is why the usual remediation cycle, which treats each missing feature as an isolated finding, keeps reopening. The program’s approach is to treat the boundary itself as a named, governed object with structured properties, and each compensation as a registered, monitored mechanism that survives staff and vendor changes. Chapter 02 describes that model; Chapter 11 shows how it lands in the package.
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When the overlap of certification, environment and authorization doesn’t include a capability a design needs, an agency has three responses. Each is a decision with an owner, and each must be evidenced in the agency’s own authorization package.
1. Compensate in-boundary. Rebuild the capability, or enough of it, from signals and services that are inside the boundary, and label the result for what it is: an agency-derived substitute, not the provider’s feature. Chapter 09 covers in-boundary equivalents.
1. Use a documented exception. Some exclusions have a provider-defined path to an exception, with conditions the agency must meet and document. Chapter 09 covers when an exception path exists and what it requires, and Appendix A lists what to ask a provider to publish where none exists.
1. Choose an alternative path. Use a different certified service or a different collaboration pattern that delivers the outcome inside a boundary the agency can authorize. Chapter 10 works through collaboration alternatives.
Going without the capability is also a legitimate outcome when someone decides it and records it. Chapter 09 treats it as a risk acceptance by the authorizing official.
Whichever response is chosen, the decision belongs in the agency’s package as an explicit statement about the boundary, not as a footnote in one control narrative. Chapter 08 names who makes each decision, and Chapter 11 shows how to evidence it.
[bookmark: _Toc00000783]Where the boundary becomes concrete
For Azure workloads, the boundary stops being abstract in the landing zone: the management groups and subscriptions that separate what is authorized from what isn’t, the policies that keep resources inside it, the address plan, the network built as code and the front door through which traffic enters. Chapters 05, 06 and 07 cover those layers. The platform host they assume is described in Book 01, Chapter 03, and the DNS and IP address management authority they mirror is in Book 08.
[bookmark: _Toc00000784]What this chapter establishes
1. Whether an agency can use a cloud feature is decided by three checks with three owners: FedRAMP’s certification of the offering, the provider’s published exclusions for the agency’s environment, and the agency’s own authorization of the system that uses the service.
1. Exclusions are documented one feature at a time and don’t form a ladder; some features are in GCC and not in GCC High.
1. Impact level and feature availability are different axes. A higher certification class doesn’t by itself restore an excluded feature.
1. FedRAMP’s 2026 rules define the certified offering by the resources likely to handle federal customer data. The agency’s own boundary is unchanged.
1. When a capability is outside, the agency compensates in-boundary, uses a documented exception or takes an alternative path, and evidences the choice in its own package.
[bookmark: _Toc00000785]Notes
1. Microsoft Learn, “Network connectivity in the Microsoft 365 Admin Center,” https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide (accessed Oct 21, 2026). “Network connectivity in the Admin Center supports tenants in WW Commercial and China (Operated by 21Vianet …), but not GCC Moderate, GCC High, or DoD.”
1. Microsoft Learn, “Microsoft 365 informed network routing,” https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwide (accessed Oct 21, 2026). “Supports tenants in WW Commercial cloud but not the GCC Moderate, GCC High, DoD, Germany, or China clouds.”
1. Microsoft Learn, “Microsoft Adoption Score,” https://learn.microsoft.com/microsoft-365/admin/adoption/adoption-score?view=o365-worldwide (accessed Oct 21, 2026). Prerequisites: “This feature isn’t available in GCC High, GCC, and DOD tenants.”
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Office 365 Content Delivery Network (CDN) Quickstart,” https://learn.microsoft.com/microsoft-365/enterprise/office-365-cdn-quickstart?view=o365-worldwide (accessed Oct 21, 2026). “Tenants in the US Government, China, and Germany clouds don’t currently support the Office 365 CDN.”
1. Microsoft Learn, “How to check Windows release health,” https://learn.microsoft.com/windows/deployment/update/check-release-health (accessed Oct 21, 2026). “Windows release health is available for Government Community Cloud (GCC) tenants, but isn’t available for GCC High and DoD.”
1. Microsoft Learn, “Office application and feature availability in Government plans,” https://learn.microsoft.com/office365/servicedescriptions/office-applications-service-description/office-application-and-feature-availability-in-government-plans (accessed Oct 21, 2026). Excel: Office Scripts GCC yes, GCC High and DoD no; Analyze Data (Ideas) no in all three. Researcher (Word, OneNote): no in all three.
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-10-21T05:02:15Z (accessed Oct 21, 2026). Fields status, phase, cert_class, impact_level, cert_date, authorizations and event_log for packages MSO365MT, MSO365MTA and FR1824057433.
1. FedRAMP, “Minimum Assessment Scope,” FedRAMP 20x Certification Rules, FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/reference/minimum-assessment-scope/ (accessed Oct 21, 2026). Rules MAS-CSO-IIR (identify information resources, with the note on agents and application clients), MAS-CSO-FLO (resources “MAY vary by security category”) and MAS-CSO-MDI (metadata inclusion).
1. FedRAMP, “FedRAMP Definitions,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/definitions/ (accessed Oct 21, 2026). Entries “Certification Class” and “Cloud Service Offering.”
1. Microsoft Learn, “Azure, Dynamics 365, Microsoft 365, and Power Platform services compliance scope,” https://learn.microsoft.com/azure/azure-government/compliance/azure-services-in-fedramp-auditscope (accessed Oct 21, 2026).
1. Microsoft Learn, “Office 365 GCC,” Office 365 US Government service description, https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-us-government/gcc (accessed Oct 21, 2026). Sections “US Government community compliance,” “Office 365 Government GCC and Viva Engage” and “Office 365 Government GCC customer support.”
1. Microsoft Learn, “Cloud feature availability for US Government customers,” https://learn.microsoft.com/azure/security/fundamentals/feature-availability (accessed Oct 21, 2026). “Office 365 GCC is paired with Microsoft Entra ID in Azure. Office 365 GCC High and Office 365 DoD are paired with Microsoft Entra ID in Azure Government.”
1. Microsoft Learn, “Microsoft Intune for US Government GCC High and DoD service description,” https://learn.microsoft.com/intune/fundamentals/government-service (accessed Oct 21, 2026). Section “Intune commercial and government instances.”
1. FedRAMP, Notice NTC-0013, “Initial Outcome of Rev5 Baseline RFCs (RFC-0026 through RFC-0030),” June 16, 2026, https://fedramp.gov/notices/0013 (accessed Oct 21, 2026).
[bookmark: _Toc00000786]Chapter 02 — The Invisible Boundary
A boundary nobody can see gets crossed by every design that assumes it isn’t there, and gets blamed for every gap that has some other cause.
[bookmark: _Toc00000787]In this chapter
Why the features a boundary removes stay out of sight until a design depends on one. The most-cited GCC example, checked against Microsoft’s documentation and corrected: one of its five features is documented as unavailable in GCC, and the other four aren’t GCC gaps at all. The program’s model of the four things that change across a boundary and the drift class each raises. How the program makes the boundary visible, the rules for evidence about it, and why it is treated as architecture rather than as a compliance footnote.
[bookmark: _Toc00000788]Why the boundary is invisible
Chapter 01 established that three checks decide whether an agency can use a cloud feature: FedRAMP’s certification of the offering, the provider’s exclusions for the agency’s environment, and the agency’s own authorization. The difficulty is that none of the three is visible where designs are made.
The program’s working description of the problem, written from its GCC work, runs like this. Microsoft 365 GCC offers the same nominal product set as commercial. Features appear in the administrative portals, are described in commercial documentation, and get referenced in system security plans and migration plans. Some of them then produce no data in the GCC tenant, raise no error, and have no resolution path documented for GCC. That description is the program’s own observation, not a Microsoft statement, and this chapter tests it below. But the mechanism it describes is real, and it has four parts:
· Shared surfaces. Commercial and government tenants use the same admin centers and much of the same documentation. Microsoft’s Intune documentation states that “GCC is the same instance as Microsoft Intune in the commercial space,” with no separate GCC instance at all.1 A shared console is good engineering and poor signage.
· Scattered exclusions. Where a feature differs, the difference is noted on that feature’s own page, often in a single sentence. Network connectivity in the admin center, informed network routing, Adoption Score and the Office 365 content delivery network each carry their own one-line government-cloud exclusion on separate pages.2345 There is no single list to check a design against.
· Moving targets. Features change underneath the exclusions. Microsoft retired the whole “Technology experiences” area of Adoption Score, including its Network connectivity, Microsoft 365 Apps health and Endpoint analytics categories, for every tenant in January and February 2026.4 A gap analysis written in 2025 can list a GCC loss that is now a loss for everyone.
· Absence doesn’t announce itself. A missing signal looks like a quiet day. A detection that never fires because its input never arrives produces the same dashboard as a detection that never fires because nothing happened.
The last part is why the boundary matters operationally and not just on paper. An agency that designs a Zero Trust control on a signal its environment doesn’t deliver hasn’t built a weak control. It has built no control, and nothing tells it so.
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The program’s four impact dimensions of a boundary, the drift class each raises when violated, and how far detection has been built.
[bookmark: _Toc00000789]The case in one paragraph
Problem. What a boundary removes is spread across separate product pages, changes over time and fails quietly, so designs depend on it without knowing. The best-known GCC example makes the opposite error as well: of the five features it lists as silently unavailable in GCC, Microsoft documents one as unavailable there, and the other four are either available, unavailable only in GCC High and DoD, or not Microsoft 365 features at all. An unverified boundary claim is as dangerous as an unseen boundary.
Solution. Make the boundary a named, modeled object. Test which capabilities actually work, record each one with a citation and an evidence class (vendor-confirmed, inferred, restricted or retention-limited), describe what changes across the boundary along four dimensions, and mark every substitute signal as derived.
Ask. Rebuild any boundary gap list the agency relies on so that every row cites a vendor page, and drop or relabel every row that doesn’t. Build designs and authorization narratives only on the confirmed rows.
[bookmark: _Toc00000790]The worked example, corrected
The program’s earlier boundary model used five features as its worked example of the GCC invisible boundary: Endpoint Analytics, Device Health Attestation, “Locations / Network Fence,” Azure Arc server monitoring and Expedited Updates, each said to be unavailable in GCC despite appearing in the portal. The example has been widely repeated. Checked against Microsoft’s current documentation, it doesn’t hold:
	Feature in the original example
	What Microsoft documents
	Verdict for GCC

	Endpoint analytics
	Intune in GCC is the commercial Intune instance.1 The endpoint analytics prerequisites list device, network and license requirements and no GCC exclusion.6 The Advanced Analytics add-on lists the public cloud, GCC High and DoD as supported clouds.7
	Not a documented GCC gap. Its Adoption Score category was retired for all tenants in 2026.4

	Device Health Attestation
	Listed among Intune features “not available” and planned for GCC High and DoD.1
	A GCC High and DoD gap, not a GCC one

	“Locations / Network Fence”
	The Locations tab belongs to network connectivity in the Microsoft 365 admin center, which “supports tenants in WW Commercial and China … but not GCC Moderate, GCC High, or DoD.”2
	Confirmed unavailable in GCC

	Azure Arc server monitoring
	Arc is an Azure service, not a Microsoft 365 feature. Azure Arc-enabled servers are listed in Azure public’s FedRAMP High audit scope.8
	Not a GCC question. Decided by the Azure subscription and its boundary

	Expedited updates
	“Expedite updates for Windows in Intune” is listed among features not available and planned for GCC High and DoD.1
	A GCC High and DoD gap, not a GCC one


One of the five is a documented GCC gap. Two (Device Health Attestation and expedited updates) are real gaps in a different environment, and the example appears to have merged GCC High’s exclusions into GCC. One (endpoint analytics) isn’t a documented gap in any of these environments. One belongs to a different service family and a different boundary. The confirmed row is the important one: the per-location network assessment layer of the admin center, which Chapter 04 shows to be the largest single documented loss.
The correction cuts in both directions, and that is the lesson of this chapter. An invisible boundary hides features that are missing. An unverified boundary story hides features that are present, sends an agency to build compensations it doesn’t need, and gives a Microsoft reviewer an easy reason to dismiss the parts of the argument that are true.
The program’s own register of GCC telemetry gaps already draws this distinction. Of its 26 rows, eight are vendor-confirmed, fifteen are the program’s inference from the controls that constrain the environment, one is a restriction (a signal available with limits), and two are retention limits rather than absences. The confirmed rows cover the Adoption Score report, which isn’t available in GCC at all (Chapter 04; Microsoft now scores five categories, six with Copilot licenses, where the register counted seven) and informed network routing path metrics, each tied to a Microsoft statement.43 Even confirmed rows move: the three technology-experience categories were retired from Adoption Score for every tenant in early 2026, so those rows now describe a loss commercial tenants share. The separate network connectivity feature in the admin center, with its per-location assessments, remains unavailable to GCC and is the row that still matters.42 Inferred rows need the most care. For example, the register infers that Microsoft Entra ID Protection’s real-time risk scoring is degraded in GCC. GCC is paired with Microsoft Entra ID in commercial Azure,9 so that inference needs its own evidence before any design or narrative relies on it.
[bookmark: _Toc00000791]Four things that change across a boundary
A boundary in the program’s architecture isn’t only a network or tenant edge. It is any surface across which one of four things changes. This is the program’s Boundary Impact Model, not a FedRAMP or Microsoft construct, and it is what lets one boundary produce one coherent account instead of a list of unrelated findings.
	Dimension
	The question it asks
	Drift class when violated

	Telemetry fidelity
	Which signals are actually available on this side of the boundary?
	DRIFT-SCHEMA (missing fields) or DRIFT-PROVENANCE (broken chain)

	Identity authority
	Who can the issuer of a claim be resolved to on this side?
	DRIFT-IDENTITY

	Enforcement responsibility
	Who must enforce this control on this side, the platform or the agency?
	DRIFT-AUTHZ (an action outside the authorized envelope)

	Provenance classification
	Is a claim still authoritative on this side, or only derived?
	DRIFT-SEMANTIC


The drift classes come from the program’s five-class drift taxonomy, described in the workbook’s Drift Engine page. Mapping boundary crossings onto that taxonomy is deliberate: boundary crossings are the most common source of drift that spans several classes, and treating them as drift keeps boundary governance and configuration governance in one operational language. Be clear about maturity, though. On the Drift Engine page, detection for DRIFT-SCHEMA and DRIFT-PROVENANCE is shipped, DRIFT-SEMANTIC is a partial target, and DRIFT-AUTHZ and DRIFT-IDENTITY are design only. Two of the four dimensions are therefore modeled but not yet detected automatically.
Applied to a GCC tenant, using only documented facts:
· Telemetry fidelity. Admin-center network connectivity, informed network routing and Adoption Score are documented as unavailable.234 Any design input that came from them is absent on the GCC side, and a control built on it raises DRIFT-SCHEMA the first time it is checked.
· Identity authority. GCC is paired with Entra ID in commercial Azure, while GCC High and DoD are paired with Entra ID in Azure Government.9 A trust that crosses between those clouds crosses an identity boundary, and the rules for resolving an issuer differ on each side. Book 04 covers the access-policy consequences.
· Enforcement responsibility. Where a commercial tenant would steer branch traffic on Microsoft’s per-circuit quality feedback, a GCC agency has to measure and decide for itself: path selection rests on the agency’s own SD-WAN measurements, and any monitoring service that sees that telemetry needs its own authorization (Book 09, Chapter 12). A platform feature has become an agency responsibility.
· Provenance classification. A signal the agency rebuilds from audit logs or its own measurements to stand in for a missing Microsoft signal is useful, but it isn’t the provider’s signal. It has to be labeled as derived wherever it flows, so that nobody downstream treats an agency estimate as a vendor measurement.
There is a definitional reason this model has to be the agency’s and not FedRAMP’s. FedRAMP’s 2026 definition of federal customer data excludes “account information, service metadata, analytics, telemetry, or other similar metadata generated by the cloud service provider,”10 even though its Minimum Assessment Scope rules bring metadata about federal customer data into the assessed scope.11 Nothing in the certification promises an agency any particular analytics or telemetry feature. Whether a signal the agency’s controls depend on actually arrives is the agency’s question to model.
[bookmark: _Toc00000792]Making the boundary visible
The program addresses each dimension with mechanisms inside the boundary rather than waiting for the provider to change the platform. They are program design, and Chapter 09 and Chapter 11 develop them:
1. A boundary probe. A programmatic test of which features actually function in the agency’s environment, producing a structured disposition for each capability (works, absent, works with limits or fails silently) instead of a portal screenshot.
1. In-boundary telemetry. Adapters that run inside the agency’s boundary and emit claims explicitly classified as derived when they stand in for an unavailable provider signal, so consumers can always tell authoritative from substitute.
1. Compensating enforcement. Agency-side enforcement for controls the platform can’t provide in the environment, with evidence flowing through the same evidence chain as everything else (Evidence Chain).
1. One documentation surface. The boundary is recorded once, as a first-class artifact that the system security plan, the plan of action and milestones and the component definition all reference, rather than as a series of footnotes in separate control narratives.
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The GCC example corrected: one feature documented as unavailable, four that aren’t GCC gaps, and the in-boundary mechanisms that respond to the real ones.
Four evidence rules keep the visible boundary honest:
· Cite per row. Every capability on the boundary record carries the vendor page that states its availability, read on a stated date. “GCC withholds telemetry” will be rejected by a Microsoft reviewer; “network connectivity in the admin center is documented as unavailable in GCC Moderate, GCC High and DoD” won’t be.
· Label the evidence class. Keep vendor-confirmed, inferred, restricted and retention-limited rows apart, and build designs and authorization narratives on confirmed rows only. An argument resting on inferred rows won’t survive a reviewer holding the documentation.
· Name the environment. Record GCC, GCC High and DoD separately. The corrected example shows how easily one environment’s exclusions are attributed to another.
· Re-read on a schedule. Exclusions and features change; a register is a snapshot. The probe is what turns the snapshot into something current.
[bookmark: _Toc00000793]Why this is architecture, not compliance
The program treats the boundary as an architectural concern for two reasons.
First, a boundary changes the topology of the system. Crossing it changes which plane is authoritative for which claim: a signal authoritative on one side is derived or absent on the other, and a control enforced by the platform on one side is enforced by the agency on the other. That is a structural property of the architecture, not a control mapping that can be added afterward.
Second, it is the same problem on every boundary. GCC is the worked example, but an identity-federation boundary, a classified-network boundary and an agency-to-agency boundary all fit the same four dimensions. Solving it once in the architecture is cheaper than solving it again for each compliance regime, and it keeps the answer the same when the regime changes, as FedRAMP’s did in 2026 (Chapter 03).
The payoff shows up in the authorization package. In the program’s approach, every boundary the system crosses is named, modeled and monitored for drift. The boundary appears in the system security plan with a disposition along each of the four dimensions. Compensating mechanisms are documented per dimension rather than as generic mitigations. A drift finding cites the boundary it crossed (for example, DRIFT-PROVENANCE @ gcc-moderate-edge), which makes remediation scope explicit. Chapter 11 shows the package structure, and Chapter 08 assigns who keeps the boundary record current.
[bookmark: _Toc00000794]What this chapter establishes
1. What a boundary removes stays invisible because surfaces are shared, exclusions are scattered one per page, features change, and missing signals fail quietly.
1. The widely repeated five-feature GCC example is mostly wrong: one feature is a documented GCC gap, two are GCC High and DoD gaps, one isn’t a documented gap anywhere, and one is an Azure service decided by a different boundary.
1. The program models what changes across any boundary along four dimensions (telemetry fidelity, identity authority, enforcement responsibility, provenance classification), each tied to a drift class; detection for two of them is still design only.
1. The boundary becomes visible through a probe, derived-labeled substitute telemetry, compensating enforcement and one documentation surface, held to evidence rules: cite per row, label the evidence class, name the environment, re-read on a schedule.
1. The boundary is treated as architecture because it changes which plane is authoritative, and because every boundary instantiates the same model.
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1. Microsoft Learn, “Microsoft Intune for US Government GCC High and DoD service description,” https://learn.microsoft.com/intune/fundamentals/government-service (accessed Oct 21, 2026). Sections “Intune commercial and government instances” (“GCC is the same instance as Microsoft Intune in the commercial space”) and “Intune features planned for GCC High and DoD” (Expedite updates for Windows in Intune; Windows Device Health Attestation).
1. Microsoft Learn, “Network connectivity in the Microsoft 365 Admin Center,” https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide (accessed Oct 21, 2026). Includes the Locations tab and per-location network assessments; “supports tenants in WW Commercial and China … but not GCC Moderate, GCC High, or DoD.”
1. Microsoft Learn, “Microsoft 365 informed network routing,” https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwide (accessed Oct 21, 2026). “Supports tenants in WW Commercial cloud but not the GCC Moderate, GCC High, DoD, Germany, or China clouds.”
1. Microsoft Learn, “Microsoft Adoption Score,” https://learn.microsoft.com/microsoft-365/admin/adoption/adoption-score?view=o365-worldwide (accessed Oct 21, 2026). Note on the Technology experiences retirement starting January 22, 2026 and completing in February 2026 (Network connectivity, Microsoft 365 Apps health and Endpoint analytics categories); prerequisites note “This feature isn’t available in GCC High, GCC, and DOD tenants.” Section “How the score is calculated”: the score combines “five categories (six categories if you enabled Copilot licenses).”
1. Microsoft Learn, “Office 365 Content Delivery Network (CDN) Quickstart,” https://learn.microsoft.com/microsoft-365/enterprise/office-365-cdn-quickstart?view=o365-worldwide (accessed Oct 21, 2026). “Tenants in the US Government, China, and Germany clouds don’t currently support the Office 365 CDN.”
1. Microsoft Learn, “Endpoint analytics overview,” https://learn.microsoft.com/intune/endpoint-analytics/ (accessed Oct 21, 2026). Prerequisites: device platform, configuration, network (*.events.data.microsoft.com), licensing and role requirements.
1. Microsoft Learn, “Advanced Analytics overview,” https://learn.microsoft.com/intune/advanced-analytics/ (accessed Oct 21, 2026). Cloud requirements: public cloud; GCC High; DoD (DoD without device query or the resource performance report).
1. Microsoft Learn, “Azure, Dynamics 365, Microsoft 365, and Power Platform services compliance scope,” https://learn.microsoft.com/azure/azure-government/compliance/azure-services-in-fedramp-auditscope (accessed Oct 21, 2026). Azure Arc-enabled servers, Kubernetes and SQL Server listed under Azure public services in FedRAMP High scope.
1. Microsoft Learn, “Cloud feature availability for US Government customers,” https://learn.microsoft.com/azure/security/fundamentals/feature-availability (accessed Oct 21, 2026). “Office 365 GCC is paired with Microsoft Entra ID in Azure. Office 365 GCC High and Office 365 DoD are paired with Microsoft Entra ID in Azure Government.”
1. FedRAMP, “FedRAMP Definitions,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/definitions/ (accessed Oct 21, 2026). Entry “Federal Customer Data.”
1. FedRAMP, “Minimum Assessment Scope,” FedRAMP 20x Certification Rules, FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/reference/minimum-assessment-scope/ (accessed Oct 21, 2026). Rule MAS-CSO-MDI: “Providers MUST include metadata (including metadata about federal customer data) in the Minimum Assessment Scope.”
[bookmark: _Toc00000796]Chapter 03 — What Changed at FedRAMP
FedRAMP’s 2026 rules stopped describing a cloud service as a perimeter the provider draws and started describing it as a set of obligations and a published assessment scope (Rev5 packages still draw that scope as a boundary), which leaves the agency’s own system as the only boundary the rules name.
[bookmark: _Toc00000797]In this chapter
What the FedRAMP Consolidated Rules for 2026 say about the boundary, read from the published ruleset rather than from what is said about it: certification classes, the four rule families FedRAMP tags as “boundary,” Minimum Assessment Scope and its per-resource security categories, the software that falls outside FedRAMP altogether, Significant Change Notification, FedRAMP-compatible trust centers, and the years during which Rev5 packages and the new rules run side by side. Chapter 04 applies this to Microsoft 365 GCC.
Federal cloud conversations use one word for two different things. “The boundary” sometimes means the perimeter a cloud provider drew around its service in its system security plan, and sometimes means the line around the agency’s own information system that its authorizing official signs for. Under the older FedRAMP model the two were easy to blur, because the provider’s diagram was the thing every agency reused. The 2026 rules pull them apart. They describe what a provider must do, not a shape the provider must draw, and the only boundary they name belongs to the agency.
That matters to this book’s argument. If the boundary were a perimeter, an agency could only accept it or move to a different one. If it is a set of obligations and a published scope, an agency can read the scope, ask questions about specific services, and decide what its own system includes. This chapter sets out what changed so that the rest of the book can use it precisely.
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The Consolidated Rules for 2026 replace a provider-drawn perimeter with four rule families tagged “boundary,” and the only boundary they name is the agency’s own information system.
[bookmark: _Toc00000798]Certification replaces authorization
The 2026 rules rename the product of the program. A cloud service offering is now FedRAMP Certified, and its level of assurance is a Certification Class: “increasing from minimal assurance at Class A to significant assurance at Class D.”1 FedRAMP announced the classes in February 2026 and mapped them to the old baselines for Rev5: Class B covers the former Li-SaaS and Low baselines, “Class C will include the current Moderate baseline,” and “Class D will include the current High baseline.” It dropped numbered levels on purpose, “to avoid confusion with the DOD/DOW Impact Level/IL system.”2
Two cautions come with the new labels. First, the class describes what FedRAMP assessed, not the agency’s use. The same notice says agencies may use a certification package to authorize a cloud service “at any security category they deem appropriate following the Risk Management Framework.”2 Second, the Marketplace still shows the old word in parentheses: Microsoft 365 GCC, for example, is listed as FedRAMP Certified, Class C (Moderate).3 Cite the class; treat the parenthetical as a convenience.
Certification also doesn’t replace the agency’s decision. FedRAMP’s guidance to agencies says that “each agency still authorizes its own federal information systems,” that the authorizing official accepts the risk of the agency’s own use (the data handled, the settings chosen, the integrations enabled and the controls the agency runs itself), and that an agency should never create a standalone authorization to operate for a cloud service offering. It authorizes its own system, which uses the cloud service as an external service.4 Book 09 Chapter 03 draws the same line for network paths.
The dates, as FedRAMP publishes them:
	Date
	What happens

	July 4, 2026
	Optional early adoption of the Consolidated Rules for 2026

	July 6, 2026
	Marketplace listings open for providers in the Initial Implementation phase

	December 7, 2026
	The Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules become mandatory, earlier than the rest (Book 14, Chapter 02)

	January 1, 2027
	Mandatory adoption for all stakeholders

	June 11, 2027
	FedRAMP stops accepting new Rev5 certification requests


The timeline page lists June 11, 2027 as its only Rev5 end date.5 For existing Rev5 certifications, FedRAMP says the end date “has not been finalized but is likely to be no later than 2029.”6
[bookmark: _Toc00000799]The rules have no provider authorization boundary
The Consolidated Rules are published as a single machine-readable ruleset, so their vocabulary can be counted rather than characterized. In version 2026.11.02.01, the current release, the phrase “authorization boundary” occurs zero times. The word “boundary” occurs nine times:7
· Once in the definition of Minimum Assessment Scope, added in that release: “the boundary of the assessment and FedRAMP Certification for the cloud service offering,” which “effectively defines the cloud service offering itself.”
· Three times in agency rules that describe the agency’s own system: Authorizations to Operate for “the federal information system that includes the cloud service offering in its boundary” (rules AGU-USE-ROR, CCM-AGM-ROR and CCM-AGM-CSC).
· Four times as a classification tag on rule families.
· Once in inherited supply-chain guidance under control SR-03, about devices “being introduced to the boundary.”
The four families FedRAMP tags boundary say what the word now means:7
	Family
	Name
	What it governs

	MAS
	Minimum Assessment Scope
	What is in the offering

	CMU
	Cryptographic Module Use
	How the offering protects federal customer data with validated cryptography

	VDR
	Vulnerability Detection and Response
	How weaknesses are detected and handled

	CDS
	Certification Data Sharing
	How the evidence reaches agencies


So “the boundary” of a certified offering is four sets of obligations, not a line on a diagram. The second family is CMU, and its rules are about documenting and using cryptographic modules validated under NIST’s Cryptographic Module Validation Program, with force rising by class (MAY for Classes A and B, SHOULD for Class C, MUST for Class D).8
None of this removes the agency’s authorization boundary. NIST still defines that boundary, from OMB Circular A-130, as “all components of an information system to be authorized for operation by an authorizing official,” excluding separately authorized systems it connects to,9 and FedRAMP’s own agency rules assume it. What has gone is a provider-drawn perimeter that agencies inherit wholesale. Chapter 11 covers how the agency evidences its boundary.
[bookmark: _Toc00000800]Minimum Assessment Scope: a test about data, not topology
The first boundary family defines what a cloud service offering is. Rule MAS-CSO-IIR requires a provider to identify “all information resources that are likely to handle federal customer data or likely to impact the confidentiality, integrity, or availability of federal customer data handled by the cloud service offering,” and says that set of resources is the offering.10 The test follows the data. A resource is in scope because of what it touches, not because of which subnet it sits in.
Five rules in the family carry most of the weight for an agency:
	Rule
	What it requires

	MAS-CSO-IIR
	Identify every resource likely to handle, or affect the security of, federal customer data; that set is the offering

	MAS-CSO-FLO
	Document information flows and security categories for all resources; resources “MAY vary by security category”

	MAS-CSO-TPR
	For each third-party resource, document its use, the reason for it, mitigations and compensating controls

	MAS-CSO-MDI
	Include metadata, “including metadata about federal customer data,” whenever the resource is in scope

	MAS-CSO-SUP
	Material about resources outside the offering may be supplied, but must be marked and separated, and isn’t certified


The rules apply to Classes B through D, and each requires machine-readable output with the code that generates it, not only a narrative.10
Security category is a property of each resource
MAS-CSO-FLO’s note is the provision most likely to change a federal design conversation: information resources “MAY vary by security category as appropriate to the type of information handled by or impacted by the information resource.”10 An offering is no longer described by a single impact level carried across every component. A provider can show that one resource handles data at one category and another resource at a different one.
Much “we can’t have that feature” reasoning in federal estates rests on the opposite habit: one level stamped over an entire environment, so that anything which might raise the level for one component is refused for all of them. The 2026 rules don’t require that habit. Whether a provider uses the flexibility is the provider’s choice, and whether an agency can rely on it depends on what the provider documents. Chapter 09 treats it as one of the arguments an agency can now make.
Some software is outside FedRAMP entirely
The guidance on MAS-CSO-IIR draws a line that most boundary documents never ask about. Software a provider delivers “separately for installation on agency systems and not operated in a shared responsibility model (typically including agents, application clients, mobile applications, etc. that are not fully managed by the cloud service provider)” is “not a cloud computing product or service” and is “entirely outside the scope of FedRAMP.”10
FedRAMP’s scope page sets the wider frame. It quotes OMB M-24-15’s definition of the program’s scope (cloud products and services “that create, collect, process, store, or maintain Federal information on behalf of a Federal agency”) and its list of exclusions, and it is explicit that “only a federal agency can determine if their use case for a cloud service falls within the scope of FedRAMP.”11
For an estate full of management agents, endpoint sensors, sync engines and desktop clients, the consequence is practical. An agent installed and operated by the agency on agency hardware isn’t certified as part of the provider’s offering, so the agency’s own authorization has to cover it: its configuration, its updates, and the data it sends to the service. The cloud service it reports to is in FedRAMP’s scope; the agent is in the agency’s. The question to settle for each one is whether it is operated in a shared-responsibility model or simply delivered to the agency.
The scope has to be visible without asking
A companion rule in the data-sharing family makes scope inspectable. CDS-CSO-SVC requires a provider to publish a list of the specific services in the offering and their security categories, “using clear feature or service names that align with standard public marketing materials,” complete enough “for a potential customer to determine which services are and are not included in the FedRAMP Minimum Assessment Scope without requesting access to underlying FedRAMP Certification Data.”12 Public information about the offering must be available in both human-readable and JSON form (CDS-CSO-PUB).12
That rule answers a different question from the one Chapter 04 raises. It tells an agency which services are inside the certified scope. It doesn’t tell an agency which features of those services are switched off in a given government environment. Appendix A asks for both.
[bookmark: _Toc00000801]Change control replaces re-authorization
Under the old model, a provider making a significant change to a certified service went back through an approval. The Significant Change Notification (SCN) family replaces that with notification, scaled to risk. The provider evaluates every potential significant change and classifies it in a fixed order (SCN-CSO-EVA):13
1. If it changes the certification class, it “requires a new assessment and cannot be done under the Significant Change Notification rules.”
1. If it recurs regularly, it is a routine recurring change.
1. If it introduces substantive new risk, it is a transformative change.
1. Otherwise it is an adaptive change.
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Significant Change Notification under the 2026 rules: the provider evaluates each change, a class change needs a new assessment, routine recurring changes are exempt, and adaptive and transformative changes carry notification deadlines.
	Change type
	What it is
	What the provider owes

	Routine recurring
	Regularly recurs in ongoing operations, vulnerability mitigation or remediation (patching, signature updates, capacity changes, firewall rule maintenance)
	No formal notification; the rules say providers “SHOULD NOT” file one

	Adaptive
	Doesn’t recur routinely and doesn’t introduce substantive new risk; FedRAMP expects most non-routine changes to land here
	Notify within 10 business days after finishing, with any new risks identified

	Transformative
	Introduces substantive risk likely to affect existing risk determinations
	Initial plans at least 30 business days before starting, final plans at least 10 business days before, notice within 5 business days after finishing and within 5 business days after verification; updated service documentation within 30 business days


The deadlines are in business days throughout, not calendar days. Every notification and its audit records must be available “in human-readable and JSON formats,” and the provider keeps 12 months of past notifications with its certification data. In an emergency or incident, a provider may make a significant change first and supply the notification materials retroactively.13
Two consequences follow for an agency. A provider that ships continuously can treat most of that cadence as routine recurring and file nothing, so “keeping current with commercial” no longer carries a per-release compliance cost on the provider’s side. And because notifications are machine-readable, an agency can ingest them as data and test each one against its own authorization, which is what the agency rules expect: agencies “MUST review each Ongoing Certification Report” for changes that affect the risk tolerance in their own ATO.7
[bookmark: _Toc00000802]Certification data becomes a feed
The fourth boundary family, Certification Data Sharing, changes how evidence reaches an agency. A provider “MUST use a FedRAMP-compatible trust center to store and share FedRAMP Certification Data” (CDS-CSO-UTC), and FedRAMP defines a trust center as “the complete and definitive source” for that data.121 The trust center rules are specific:12
	Rule
	Requirement

	CDS-TRC-USH
	Share certification data with all necessary parties “without interruption”; on-demand, just-in-time access provisioning is the preferred way

	CDS-TRC-PAC
	“MUST provide documented programmatic access to all FedRAMP Certification Data, including programmatic access to human-readable materials”

	CDS-TRC-AAI
	Keep an inventory and history of agency users and systems with access

	CDS-TRC-ACL
	Log access and keep summaries for at least six months

	CDS-TRC-HMR
	Offer the data in human-readable and machine-readable formats (SHOULD)

	CDS-TRC-SSM
	Let agencies provision and manage their own access (SHOULD)


A related subset governs providers “using a FedRAMP-compatible trust center instead of USDA Connect,” and requires them, for example, to tell FedRAMP within five business days of denying an agency’s access request (CDS-UTC-AAD).12 The Marketplace data now carries a trust-center field for each listing; on October 21, 2026, 110 of 781 listings had one populated.3
This is the provision that most rewards a provider with an evidence pipeline and most penalizes one with a document library. For an agency, it turns the provider’s package from a set of files requested once a year into a source its own governance tooling can read. Chapter 11 uses it.
[bookmark: _Toc00000803]Rev5 and the 2026 rules side by side
The Consolidated Rules aren’t only for new 20x certifications. Each rule family declares the certification types it applies to, and the boundary families (MAS, CMU, VDR and CDS) and SCN all list both “20x” and “Rev5.”7 FedRAMP publishes Rev5 versions of fifteen rule families, including MAS and SCN, for Classes B through D.14 An existing Rev5 certification adopts each family on its own schedule rather than all at once (Federal HR 2.0 Across Agencies and Boundaries).
In practice the two will coexist for years. A Rev5 package was written in the older vocabulary, with a provider-drawn authorization boundary in its system security plan, and that document doesn’t rewrite itself on January 1, 2027. An agency will hold Rev5 packages and 20x packages for different services at the same time, and should read each in its own terms: the boundary diagram in a Rev5 package describes the provider’s assessed scope; the Minimum Assessment Scope output in a 20x package describes the same thing as data.
FedRAMP hasn’t fixed an end date for existing Rev5 certifications. Its notice says the end date is not final and “likely to be no later than 2029,” and new Rev5 requests stop on June 11, 2027.6 Plan against those words, not a specific date.
[bookmark: _Toc00000804]What changes for the agency
The program draws five working conclusions from the rules. They are the program’s positions, built on the rule text above:
1. Stop describing the provider’s service as “the boundary.” Describe the agency’s system, the certified offerings it uses, and the obligations each provider carries. The word belongs to the agency.
1. Ask scope questions per service and per resource. Minimum Assessment Scope is a data test, and security category can vary by resource. A refusal that rests on “it would raise the whole environment’s level” needs to show which resource and which data.
1. Decide who owns each agent. Software delivered for installation on agency systems and not operated in a shared-responsibility model is outside FedRAMP. Inventory it, and cover it in the agency’s own authorization.
1. Consume change notifications and trust-center data as feeds. Both are machine-readable by rule. Routing them into the agency’s own continuous monitoring is cheaper than reading PDFs.
1. Keep two vocabularies for a while. Rev5 packages describe boundaries; 20x packages describe scope. Don’t force one into the other.
Chapter 04 shows why the first of these matters for Microsoft 365 GCC in particular, and Chapter 09 turns the second, third and fourth into an agency playbook. The explainer Federal HR 2.0 Across Agencies and Boundaries applies the rules to one Rev5 platform, the HR 2.0 Core HCM service, including when its scope has to become public.
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[bookmark: _Toc00000806]Chapter 04 — GCC, GCC High and the Commercial Feature Gap
GCC isn’t a compliance perimeter that dims the commercial service; it is the commercial footprint with a list of features left out, and a list can be read, argued and asked about one line at a time.
[bookmark: _Toc00000807]In this chapter
How Microsoft itself describes GCC, GCC High and DoD; why their feature gaps form a list rather than a ladder; what an agency in GCC verifiably loses, starting with the network connectivity layer of the Microsoft 365 admin center; the three Microsoft 365 government packages on the FedRAMP Marketplace, including a second GCC package now pursuing Class D (High); and why a higher certification class would not by itself bring the missing features back. Chapter 09 covers what to do about each gap.
Federal reasoning about Microsoft 365 Government Community Cloud (GCC) usually starts from a picture: a compliance boundary drawn around the commercial service that filters out telemetry and withholds features for accreditation reasons. If that picture were right, an agency would have two moves: accept the boundary, or leave for GCC High. Microsoft’s documentation doesn’t describe GCC that way. It describes a service that shares the commercial network footprint, with specific features excluded and each exclusion published in its own note. That is a different problem with different remedies, because a published list of exclusions can be inventoried, prioritized and argued feature by feature.
This chapter uses only what Microsoft and FedRAMP publish. It builds the case on documented exclusions because, for an agency arguing with a provider or an assessor, a documented exclusion is stronger evidence than any inference drawn from a boundary model.
[bookmark: _Toc00000808]What GCC is, in Microsoft’s own words
Five documented facts set the shape:
	Documented fact
	What it means

	GCC has no endpoint list of its own: Microsoft publishes one list for “Worldwide (including GCC),” and separate lists for GCC High and DoD1
	GCC users reach the same network endpoints as commercial users; it isn’t a separate network regime

	“Office 365 and Office 365 GCC are paired with Microsoft Entra ID in Azure. Office 365 GCC High and Office 365 DoD are paired with Microsoft Entra ID in Azure Government”2
	Integration with Azure services follows the identity pairing: GCC integrates with commercial Azure, GCC High and DoD with Azure Government

	The GCC service description says “Office 365 GCC operates in conjunction with Azure Public Cloud,” and that GCC customer support is “not included in the service accreditation boundary”3
	Even inside GCC, some parts of the service relationship sit outside the accredited scope, and Microsoft says so per item

	Microsoft describes GCC High and DoD as environments with “extra network restrictions on which external endpoints the services are permitted to access,” where on-premises connections need an allowlist request with a three-week service level that “can’t be expedited”4
	The restricted, separately networked environment begins at GCC High, not at GCC

	Feature gaps are documented feature by feature, and some run the other way: “Windows release health is available for Government Community Cloud (GCC) tenants, but isn’t available for GCC High and DoD”5
	There is no single ladder of restriction from commercial to DoD


One documented fact points the other way and is worth knowing before a reviewer raises it. The FedRAMP Marketplace description of the GCC package says that “M365 GCC leverages Azure Government as the IaaS/PaaS for the underlying infrastructure and hardware.”6 That is a statement about the infrastructure the package inherits controls from. It doesn’t change the endpoint list or the Entra ID pairing an agency designs against, but an agency’s system security plan should cite both statements and not paraphrase either into “GCC runs on commercial Azure” or “GCC runs on Azure Government.”
The gaps form a list, not a ladder
Microsoft publishes feature availability for government plans per product and per feature. A few examples from its own tables show both directions:
	Feature
	GCC
	GCC High
	DoD

	Network connectivity in the Microsoft 365 admin center7
	No
	No
	No

	Adoption Score8
	No
	No
	No

	Office 365 Content Delivery Network for SharePoint9
	No
	No
	No

	Microsoft 365 informed network routing10
	No
	No
	No

	Windows release health5
	Yes
	No
	No

	Word version history; Excel Office Scripts11
	Yes
	No
	No
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Feature gaps are published one feature at a time: some features are missing from every government environment, others reach GCC and stop there, and the agency’s register records each one with its citation.
The two diagnoses lead to different remedies. If GCC were a boundary, the only move would be to accept it or move to GCC High, and GCC High is more restricted on several of these lines, not less. Because GCC is the worldwide service with an enumerated set of exclusions, each exclusion is its own question with its own answer, and some answers are obtainable: a compensating capability inside the boundary, a documented exception, or an alternative path (Chapter 09 and Chapter 10).
[bookmark: _Toc00000809]What agencies verifiably lose
The most consequential single exclusion isn’t a telemetry detail. It is the whole network connectivity layer of the Microsoft 365 admin center, which “supports tenants in WW Commercial and China (Operated by 21Vianet, released on 2024-09-23), but not GCC Moderate, GCC High, or DoD.”7 A commercial tenant gets all of the following at no extra license cost (the only requirement is a license that provides access to the admin center).7
· A network assessment for the tenant and for each location, a points value from 0 to 100 averaging TCP latency, download speed and UDP connection quality, compiled once a day. Microsoft treats 80 as the healthy baseline, “above which you shouldn’t expect to receive regular user complaints.”12 Each location’s assessment is compared with other Microsoft 365 customers in the same city, and history can be reported for up to two years.12
· A per-location view of the network perimeter: the egress point, the in-use and optimal Exchange and SharePoint front doors, the DNS recursive resolver and any proxy, with an estimated latency improvement calculated against other organizations in the same city.7
· Network insights, including detection of TLS interception, where users’ connections present certificates not issued by Microsoft 365, with service health notifications.13
· Network provider attribution. The admin center identifies each network provider between users and Microsoft’s network as ISP, Overlay (“VPN, Cloud Proxy, SD-WAN, and SASE”) or Corporate, and attributes performance and availability to each: Exchange, SharePoint and Teams assessments, SharePoint throughput, Exchange latency, and Teams packet loss, jitter and latency. A Network Provider Index chart, currently for the United States only, ranks the highest-performing providers in the same state.14
An agency choosing between SASE or transport providers in a commercial tenant has comparative evidence about those providers, produced by Microsoft, in its own admin center. The same agency in GCC has none of it, and has to fund its own measurement to reach a decision a commercial enterprise makes from a dashboard. Book 09 Chapter 12 covers how a GCC agency steers and measures Microsoft 365 traffic without it.
Some measurement does remain. Microsoft’s network connectivity test tool lists US Government (GCC) as a supported version, with public report sharing disabled.15 Its insights are run locally from the location being tested rather than aggregated daily from the tenant, but they include, for example, a flag when the network egress is more than 500 miles from the user’s office, “since that’s likely to increase the TCP latency by more than 25 ms.”15 That insight comes from the test tool, which GCC can use, not from the admin center’s network connectivity page.
Alongside that layer, other documented exclusions follow the same pattern:
· Adoption Score, the admin center’s usage-and-readiness report, “isn’t available in GCC High, GCC, and DOD tenants.”8 Microsoft’s page describes five scored categories (six with Copilot); in GCC the whole report is unavailable, not individual categories.
· Informed network routing, the feedback channel that lets a supported SD-WAN steer Microsoft 365 traffic between circuits, “supports tenants in WW Commercial cloud but not the GCC Moderate, GCC High, DoD, Germany, or China clouds.”10 Book 08 Appendix C and Book 09 Chapter 12 record the same limit.
· The Office 365 CDN for SharePoint static assets “is only available to tenants in the production (worldwide) cloud”; tenants in the US Government, China and Germany clouds don’t support it.9
[bookmark: _Toc00000810]Build the register on documented exclusions only
Every row in an agency’s exclusion register should carry a citation to the provider’s own statement that the feature is unavailable in its environment. Gaps inferred from a boundary model, or from a feature that “seems” to return nothing, belong in the register marked as inferred, and stay out of any claim until they are tested (Chapter 02). An argument built on inferred rows won’t survive a reviewer holding the provider’s documentation; one built on cited rows can’t be dismissed.
[bookmark: _Toc00000811]A note on names
“GCC Moderate” isn’t a Microsoft offering name. The offering is Government Community Cloud, and its Marketplace package is Microsoft 365 Government Community Cloud & Supporting Services, MSO365MT.6 Microsoft does use the phrase for the environment, as the network connectivity and informed network routing pages above show,710 and the workbook’s other books follow that usage. Writing “GCC Moderate” for the environment is fine. Treating it as the name of a distinct product or a distinct FedRAMP certification isn’t, because there is neither.
[bookmark: _Toc00000812]Microsoft is pursuing High for GCC, and what that doesn’t change
The FedRAMP Marketplace carries three Microsoft 365 government packages that are routinely run together. Read from FedRAMP’s Marketplace dataset on October 21, 2026:6
	Package
	Offering
	Status
	Class

	MSO365MT
	Microsoft 365 Government Community Cloud & Supporting Services
	FedRAMP Certified (certification date November 20, 2014); 100 authorizations, 91 agencies listed
	Class C (Moderate)

	MSO365MTA
	Microsoft 365 Government Community Cloud & Supporting Services (the identical name)
	FedRAMP In Process, Initial Implementation; 0 authorizations
	Class D (High)

	FR1824057433
	Microsoft 365 Government Community Cloud-High
	FedRAMP Certified (December 26, 2024); 5 authorizations
	Class D (High)
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The three Microsoft 365 government packages on the FedRAMP Marketplace, and the network connectivity exclusion that applies to all of them.
MSO365MT is the GCC service most civilian agencies run, certified at Class C. FR1824057433 is GCC High, a different product with its own endpoints and its own Entra ID pairing. Neither is new. MSO365MTA is. It carries the same offering name and the same service description as the certified GCC package, at Class D, with the same independent assessor; its Marketplace history starts with status changes on July 1 and July 20, 2026, and records another on October 19, 2026.6
[bookmark: _Toc00000813]Fact and inference, separated
The fact is the table above, read from FedRAMP’s own dataset. The inference is that MSO365MTA is an effort to certify the GCC service at High, running in parallel with its existing Class C certification. That is the straightforward reading of a same-named Class D package in Initial Implementation, and it is consistent with FedRAMP’s rule that a change of certification class “requires a new assessment and cannot be done under the Significant Change Notification rules.”16 But the Marketplace doesn’t state the relationship between two packages sharing a name, or whether one will supersede the other, run alongside it, or be withdrawn. Treat the reading as a question to put to Microsoft (Appendix A), not as a roadmap commitment.
Microsoft’s own documentation adds a complication. Its GCC service description says that “Office 365 Government supports the Federal Risk and Authorization Management Program (FedRAMP) accreditation at a High Impact level,”3 and its Azure feature-availability page says the GCC environment “helps customers comply with US government requirements, including FedRAMP High.”2 The Marketplace record for the certified GCC package says Class C (Moderate).6 For an authorization package, cite the Marketplace record and the package itself, and record the discrepancy; Book 08 Appendix C takes the same position.
Why the High package matters. A great deal of federal “we can’t have that in GCC” reasoning rests on an assumed Moderate ceiling. If GCC is certified at Class D, that premise has a shelf life, and a multi-year architecture that hard-codes Moderate (in a schema value, a control-parameter narrative or an acquisition assumption) is building on a foundation that may move. FedRAMP’s guidance already loosens the link from the other side: an agency may use a certification package for a cloud service “at any security category they deem appropriate following the Risk Management Framework.”17
[bookmark: _Toc00000814]Impact level and feature availability are different axes
Raising the certification class doesn’t restore excluded features. The exclusions in this chapter are product decisions published per feature, not consequences of an impact level. The admin center’s network connectivity layer is documented as unavailable in GCC, GCC High and DoD alike,7 and GCC High is already certified at Class D.6 A Class D certification for GCC would change what data an agency may place in the service and how its authorizing official reasons about it. It would not, by itself, return the per-location network assessments, the provider attribution or informed network routing.
That distinction is the book’s argument in small. The authorization boundary decides what an agency may put where; the provider’s per-feature decisions decide what the service does in each environment. Conflating the two produces the boundary framing this chapter rejects, and it is why an agency waiting for a certification to restore a capability may wait indefinitely for something the certification was never going to deliver.
The practical conclusions:
1. Describe GCC as the worldwide service with a documented set of exclusions, and cite the exclusions; don’t describe it as a perimeter.
1. Keep a per-feature register, one row per exclusion, each with its citation and its environment columns (GCC, GCC High, DoD). Expect rows that differ between environments in both directions.
1. Treat the network connectivity layer as the largest documented loss for network decisions, and budget for the independent measurement that replaces it.
1. Cite the Marketplace class for the package the agency actually uses, and plan for MSO365MTA as an open question, not a commitment.
1. Never plan to recover a missing feature by waiting for a higher certification class. Ask the provider, per feature, what would move it.
[bookmark: _Toc00000815]A worked case: Global Secure Access’s network and privacy facts
A security service edge is where the boundary question gets concrete, because the agency’s traffic, not only its data, passes through the provider. Microsoft’s Global Secure Access shows what the register row has to carry (Book 09, Chapter 05).
· Environment. “Global Secure Access is available in the US Government Community Cloud (GCC), but isn’t yet supported in the US Government Community Cloud High (GCC-H), Department of Defense cloud, or other government or sovereign cloud environments.”18 It is a row that differs between environments, as the conclusions above expect.
· Where traffic is processed. Microsoft states that Private Access and Internet Access “are available in the same locations” and that “These locations are Microsoft data centers.” Its North American list names commercial Azure regions, such as East US, Central US and West US 2, and no Azure Government region.19 The remote network region list likewise has no Azure Government region.20 The inference, labeled as one: a GCC tenant’s traffic through Global Secure Access is handled in the commercial regions on that list, which the agency records in its boundary description and confirms with the provider.
· Addresses. Microsoft says the service “doesn’t provide dedicated or static public IP addresses per individual data center or geographic location.” Clients reach it on anycast ranges under *.globalsecureaccess.microsoft.com, and traffic leaves it from 128.94.0.0/19 and 151.206.0.0/16, which any destination that filters by source address has to allow.1921 Location-based rules that key on the agency’s own egress addresses stop matching unless source IP restoration is used for Microsoft Entra sign-in (Book 09, Chapter 06).
· Data handling. For Microsoft 365 enriched logs, Microsoft states that a subset of audit logs is copied to the service, retained for 24 hours, and that processing “strictly occurs within the US or Europe,” with customers outside Europe processed in the United States.22 Traffic logs and remote network health logs are kept for 30 days unless exported.23
· Certifications. Microsoft’s certifications page lists FedRAMP High and DoD SRG Level 2 for Global Secure Access, without saying which environment’s authorization that is.24 That is a question for Appendix A: which package covers the GCC service, and at what class.
· Ciphers. The private network connector supports TLS 1.2 and 1.3 with default Windows cipher suites, and Microsoft’s own table marks the CBC and RSA key-exchange suites as weak.25 Connector hosts follow the agency’s server hardening, which removes them.
None of those facts is an impact level. They are what Microsoft documents about one service in one environment, which is the kind of row the register is built from.
Chapter 09 turns the register into decisions, and Appendix A lists the specific questions to put to the provider.
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[bookmark: _Toc00000817]Chapter 05 — The Landing Zone
The boundary stops being a diagram in the authorization package when it becomes a hierarchy, a set of subscriptions and a policy that says no.
[bookmark: _Toc00000818]In this chapter
What a landing zone is in Microsoft’s current terms, and the substrate it depends on. How the management group hierarchy and subscriptions are organized, and how each boundary decision (which cloud, which regions, which services, which settings, which exceptions) becomes a specific policy at a specific scope. How the same pattern looks on AWS, including the differences in AWS GovCloud (US). How internet-facing workloads are selected and governed: Front Door, Application Gateway, WAF rules and rate limits, DDoS Protection tiers, Private Link, Azure Firewall and public IP policy, with the AWS, Google Cloud and Oracle Cloud equivalents, and the inventory and exercise that evidence them. Why every piece of automation that touches the cloud has to declare its boundary, and what a landing zone can’t prove on its own.
The earlier chapters argued that the authorization boundary, not the product catalog, decides what an agency can use. That argument stays abstract until something enforces it. The landing zone is the first place that happens: it’s the pre-built environment every workload lands in, and its structure decides what a workload team can deploy, where, and with which settings, before anyone writes an application. If the boundary says a service is out of scope and the landing zone lets a team deploy it anyway, the boundary is a document, not a control.
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The baseline management group hierarchy, with boundary policy assigned near the top and inherited by every subscription below.
[bookmark: _Toc00000819]What a landing zone is
Microsoft’s Cloud Adoption Framework defines an Azure landing zone as an architecture “for governing, securing, and scaling a multi-subscription Azure environment,” made of two parts: a platform landing zone, the centralized foundation of governance, security and shared resources, and workload landing zones, where workload teams deploy within the platform’s guardrails. Microsoft recommends one platform landing zone per Microsoft Entra tenant, and the platform needs a repeatable way to hand workload landing zones to teams.1 In Microsoft’s terms, a landing zone is an individual Azure subscription.2
Before building, Microsoft asks for decisions in eight design areas: Azure billing and Microsoft Entra tenant, identity and access management, resource organization, network topology and connectivity, security, management, governance, and platform automation and DevOps.3 For a federal agency, every one of those areas has a boundary dimension. Resource organization decides where boundary policy is assigned; network topology decides how traffic reaches the agency’s enforcement points (Book 09); governance decides how the boundary is audited and enforced; platform automation decides whether the whole thing can be rebuilt from reviewed source (Chapter 06).
Microsoft publishes accelerators that deploy the platform landing zone from infrastructure as code (Bicep or Terraform, built on Azure Verified Modules), and recommends them over portal deployment.4 For an agency in Azure Government there’s a catch that’s easy to miss: Microsoft’s portal, Bicep and Terraform deployment options are supported only for the public Azure cloud. The architecture is valid in every Azure cloud, but in Azure Government the platform team has to adapt the code by hand: remove policies that don’t exist in that cloud, adjust API versions, and remove resources that aren’t available.5 That’s the boundary’s first appearance in the build: the commercial accelerator doesn’t run unmodified in the government cloud.
[bookmark: _Toc00000820]The substrate beneath it
A landing zone sits on top of four things that have to exist and be authoritative first. The Federal Modernization Program’s design position, from Federal Compliance Volume I, is that a control can’t be scanned, an identity authorized or a package assembled until these planes are in place:
	Plane
	What it provides
	Where the workbook covers it

	Naming and addressing
	DNS, DHCP, IP address management and certificate issuance, as one authoritative record
	Book 08; this book’s Chapter 06

	Device and cryptographic identity
	What’s connected, and the certificates and keys that prove it
	Book 07, Book 09, Chapter 07

	Organizational identity
	The human and organizational source of truth every account and access decision asserts
	Book 03, Book 02

	Governed transport
	Encrypted, policy-enforced paths between sites and clouds
	Book 09


The landing zone consumes all four. Its subscriptions draw address space from the addressing plane, its administrators sign in through the identity plane, and its hub connects to the transport plane. The order matters: a landing zone built before the address plan exists will invent address space that the agency later has to reconcile.
[bookmark: _Toc00000821]The management group hierarchy
Management groups organize subscriptions so that policy and access can be applied once and inherited. Microsoft’s baseline hierarchy puts an intermediate root directly under the tenant root group, so the agency never has to assign anything at the tenant root itself, and divides everything beneath it into platform and workload groups:6
	Management group
	Holds
	Boundary role

	Intermediate root
	Every group below; named with the organization’s prefix
	Where agency-wide boundary policy is assigned

	Platform: Security
	A subscription for SIEM tooling (Microsoft Sentinel, syslog collectors)
	Logging and monitoring infrastructure

	Platform: Management
	A subscription for monitoring (Azure Monitor Logs workspace)
	Operational evidence

	Platform: Connectivity
	Hub networking: Azure Firewall, gateways, Azure DNS private zones
	The enforcement path to the agency edge

	Platform: Identity
	AD DS or Microsoft Entra Domain Services virtual machines
	Hardened identity services

	Landing zones: Corp
	Workloads that connect to the corporate network through the hub
	Private, hub-routed workloads

	Landing zones: Online
	Workloads that need direct internet connectivity or no virtual network
	Internet-facing workloads, with stricter ingress policy

	Landing zones: Local
	Azure Local clusters and their workloads
	Hybrid workloads with different policy needs

	Sandbox
	Isolated experimentation, with less restrictive policy
	Outside the production boundary by design

	Decommissioned
	Cancelled landing zones, deleted after 30 to 60 days
	Retirement path


Microsoft’s recommendations for the hierarchy carry directly into a federal design:6
· Keep it flat: three to four levels at most. A tree can be six levels deep, not counting the tenant root or the subscription level, but depth multiplies inherited-policy debugging.
· Don’t mirror the org chart. Management groups are for policy assignment, not billing or RBAC. Use tags for horizontal navigation.
· Don’t create management groups for production, test and development. Separate environments by subscription within the same group, so a test subscription faces the same boundary policy as production.
· Don’t assign workload teams permissions at management group scope. Assign them at the subscription or resource group the team needs, normally during subscription vending (Chapter 07). Platform-team access at management group scope should be eligible through Privileged Identity Management, not standing (Book 04, Chapter 04 places these roles in the tier model).
· Protect the hierarchy. By default any principal in the tenant can create management groups, and new subscriptions land under the tenant root. Turn on RBAC authorization for management group operations and set a default management group (Sandbox is a good candidate) so no subscription arrives under the root, outside the boundary policy.
· Limit assignments at the root. Assign broadly only what genuinely applies to everything.
Subscriptions are the unit of management and scale. Microsoft calls this “subscription democratization”: workloads get their own subscriptions, rather than sharing a few large ones divided by resource group.7 For the boundary, that matters because a subscription’s placement in the hierarchy is what decides which boundary policy applies to it. Moving a subscription is a boundary change.
[bookmark: _Toc00000822]Where each boundary decision lands
The authorization package says what’s in the boundary. The landing zone has to say the same thing in a form that Azure Resource Manager enforces. Each decision has a mechanism and a scope. The security baseline that sits on top of these boundary policies (protecting the hierarchy, the Microsoft cloud security benchmark and FedRAMP initiatives in audit, platform diagnostic logs and Defender for Cloud) is built, with its commands, in Step 1 of the Azure Security Engineering implementation guide.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b10-cloud-boundary/png/ch05-boundary-to-policy.png]
Five boundary decisions and the landing-zone mechanism that enforces each.
Which cloud
Azure (the public cloud) and Azure Government both hold FedRAMP High authorizations, and Microsoft says the High authorization covers all Azure public regions in the United States.8 On the FedRAMP Marketplace both are listed as FedRAMP Certified at Class D (High): Azure Commercial Cloud (F1209051525) and Azure Government (F1603087869).9 Azure Government adds contractual commitments on US data storage and screened US personnel; Microsoft frames the public cloud’s High authorization as meeting “the needs of many US government customers.”10
The choice isn’t free-standing. Microsoft 365 GCC pairs with Microsoft Entra ID in the public Azure cloud, while GCC High and DoD pair with Azure Government (Chapter 04; Book 02, Chapter 11). The workbook’s reference environment is a GCC tenant with commercial Azure subscriptions in the same directory. An agency that picks Azure Government for workloads gets a separate cloud with its own endpoints (for example, Azure Resource Manager at management.usgovcloudapi.net rather than management.azure.com) and its own feature availability.11
Which regions
The built-in Allowed locations policy restricts the regions a deployment can name, with Audit, Deny or Disabled effects. It excludes resource groups and resources that use the “global” region, so pair it with Allowed locations for resource groups.12 Assigned with Deny at the intermediate root, these two policies make “US regions only” an enforced property of every subscription.
Which services
Microsoft publishes which Azure services are in the audit scope of each authorization, last updated February 2026 for both clouds.8 A service that isn’t in scope isn’t automatically forbidden (the agency can carry it in its own package with its own assessment), but it isn’t inherited either, and that difference is the one between the inherited and agency-implemented control patterns in Chapter 11. To enforce the list, assign Allowed resource types (or the less restrictive Not allowed resource types) with Deny. Read the fine print: the built-in Allowed resource types definition only affects resource types that support tags and location. Microsoft says to duplicate it and change its mode to All to restrict everything.1213
The audit-scope list is also where the boundary shows up in places a designer doesn’t expect. Azure Virtual Network Manager, the service behind Azure’s IP address management pools, isn’t named in either cloud’s table. Chapter 06 works through what that means for the address plan.
Which settings
Azure Policy ships built-in Regulatory Compliance initiatives for FedRAMP Moderate and FedRAMP High, in separate versions for Azure and Azure Government.10 Assign the one that matches the boundary in audit mode at the intermediate root. It maps policy definitions to FedRAMP controls and shows which controls are the customer’s, Microsoft’s or shared. Microsoft is explicit about its limit: “Compliant” refers only to the policy definitions, there’s often no one-to-one match between a control and a policy, some controls have no policy at all, and the initiative is “only a partial view of your overall compliance status.”14
Which exceptions
A deliberate deviation is recorded as a policy exemption. Exemptions have two categories: Mitigated, when the policy’s intent is met another way, and Waiver, when non-compliance is temporarily accepted. An optional expiresOn date ends the exemption, and the expired object is kept for the record.15 That’s a close fit for the exception record Chapter 09 describes: a Mitigated exemption points to an in-boundary equivalent, and a Waiver points to a documented, time-limited exception. The program’s rule is that every exemption carries an expiry date and a reference to the decision that authorized it.
[bookmark: _Toc00000823]Enforcing without breaking things
Azure Policy evaluates a create or update request before it reaches the resource provider. disabled is checked first, then append and modify, then deny, then audit; auditIfNotExists and deployIfNotExists run after the provider returns success.16 A deny match fails the request with a 403.17 A policy can be assigned at a management group, but only resources in subscriptions and resource groups are evaluated, and Microsoft recommends starting with audit or auditIfNotExists before switching to an enforcing effect.18 Existing resources are re-evaluated on a 24-hour standard cycle, and a subscription created or moved within the hierarchy is evaluated against subscription-targeted assignments in about 30 minutes.19
The program’s rollout follows that guidance. Each boundary policy goes in at the intermediate root in audit mode, the compliance report is reviewed with the system owner and the information system security officer, non-compliant resources are either fixed or given an exemption, and only then does the effect change to Deny. A policy that blocks a production deployment on day one teaches teams to ask for exemptions instead of fixing designs. The commands for each stage (assignment with --enforcement-mode DoNotEnforce, the switch to Default, remediation tasks, exemptions with an expiry and the monthly compliance export) are in Step 9 of the Azure Security Engineering implementation guide, which applies the same rollout to the security policies.
Authority: Microsoft-recommended (start with audit or auditIfNotExists before an enforcing effect;18 exemptions with a category and an expiry15); Risk-based recommended for the rings and the exemption rule below, which are the program’s position, for the risk that a deny policy blocks a production deployment nobody tested. Applies: all subscriptions under the intermediate root; Environment-dependent: built-in definitions differ between Azure and Azure Government, so each definition is looked up in the cloud it’s assigned in (What a landing zone is).
Boundary policy rollout against the How template
	How template
	Boundary policy rollout

	Prerequisites
	The hierarchy and the default management group in place (The management group hierarchy); Resource Policy Contributor eligible through Privileged Identity Management at the intermediate root

	Pilot
	The Sandbox management group, then one Corp subscription chosen by the platform owner

	Report-only or audit phase
	audit effect, or the assignment in DoNotEnforce, for at least one 24-hour evaluation cycle and one compliance review with the system owner and ISSO

	Enforcement
	The rings below; the step that enforces is the change of effect to Deny, or of enforcement mode to Default

	Rollback
	Set the assignment back to DoNotEnforce (or the effect back to audit); minutes; the platform owner runs it

	Exclusions
	Policy exemptions only, each Mitigated or Waiver, with an expiry and the decision reference (Which exceptions); no notScopes for convenience. Sign-in exclusions such as emergency access accounts don’t apply: Azure Policy evaluates resource requests, not sign-ins

	Telemetry
	Policy compliance state and activity-log deny events, sent to the Management subscription’s workspace

	Evidence
	The checklist below

	Day-two ownership
	The platform owner for assignments; the ISSO for exemptions, reviewed monthly, expired ones reported (Chapter 08)


Change safety
	Ring
	Scope
	Exit criteria

	0
	Sandbox management group
	The deny fires on a test deployment with the policy’s message; nothing else is blocked

	1
	One Corp subscription
	One evaluation cycle with no unexplained non-compliance

	2
	Corp and Online landing zones
	Every non-compliant resource fixed or exempted, with an expiry

	3
	The intermediate root
	A month of compliance exports with no deny event that wasn’t a design error


· Emergency access: not applicable to resource policy; the platform team keeps an eligible Owner path through Privileged Identity Management to change an assignment during an incident (Book 04, Chapter 04).
· Change window: the switch to Deny is a normal change approved by the platform owner and ISSO, made in a window with the platform team on hand (Chapter 07).
· Backout triggers: a deny that blocks a production deployment of an approved design, or a remediation task that changes resources outside the policy’s intent.
· Post-change validation: a test deployment that should be denied is denied, and one that should pass passes, after each ring.
Control states. 
	State
	This page
	Evidence

	Designed
	Where each boundary decision lands
	The boundary decisions in the package (Chapter 11)

	Configured
	Assignments in audit or DoNotEnforce
	Assignment exports, or the policy-as-code file and its commit

	Enforced
	Deny (or Default) at the intermediate root
	Assignment export showing the effect; the exemption register

	Evidenced
	The post-change validation
	The denied and the allowed test deployments (date, tester) and their activity-log entries

	Operated
	Monthly compliance review
	Compliance exports; exemption review record


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: policy assignment and initiative exports at the intermediate root, or the policy-as-code file and its commit
· Operational: monthly compliance summaries and deny events in the workspace, kept for the program’s log retention
· Test: the denied and allowed test deployments after each ring (expected and observed result, date, tester)
· Exception: the exemption register (az policy exemption list), each with its category, expiry and decision reference
· Assessor-ready artifact: the compliance summary for the boundary with its exemptions, linked from the package (Chapter 11)
[bookmark: _Toc00000824]The same pattern on AWS
AWS expresses the same structure with AWS Organizations: accounts instead of subscriptions, organizational units instead of management groups, and service control policies instead of deny assignments. An SCP never grants a permission; it sets the maximum permissions available to IAM users and roles in member accounts, including the root user. SCPs don’t affect the management account, and they require an organization with all features enabled.20
AWS Control Tower builds the landing zone on top of Organizations. It runs in the commercial Regions and in both AWS GovCloud (US) Regions; AWS’s GovCloud guide notes it can be used there even for workloads that require a High categorization. The GovCloud version works differently in ways that shape the build:21
· Accounts can’t be created inside GovCloud. The CreateGovCloudAccount API runs from a management account in the commercial partition and creates a pair: a standalone GovCloud account and a linked commercial account for billing and support.
· An organization in GovCloud is independent of commercial organizations, and the Audit and Log Archive accounts must already exist in it before Control Tower is set up.
· Account Factory’s Create account feature isn’t available, and new customers can’t deploy Account Factory for Terraform there.
· Some controls have no effect in GovCloud, and some Security Hub CSPM controls in the Control Tower standard aren’t available.
· Control Tower metadata (account names, email addresses, organizational unit names) must not contain export-controlled data.
AWS recommends Landing Zone Accelerator on AWS on top of Control Tower for regulated workloads. It’s open-source infrastructure as code, supports the GovCloud (US) partition, and comes with AWS’s own warning that it “will not, by itself, make you compliant.”22 On the Marketplace, AWS GovCloud (F1603047866) is listed at Class D (High) and AWS US East/West at Class C (Moderate).9
Those classes describe what each region was assessed against, not who may use it. AWS states that US East/West is FedRAMP Certified Class C (formerly the Moderate baseline) and GovCloud (US) Class D (formerly the High baseline), and its services-in-scope list marks each service separately for each, so a service can be in scope in one and not the other.23 The High baseline contains the Moderate controls, so a Moderate system can run in GovCloud (US) as well as in the commercial Regions (inference). An agency may run most of its AWS workloads in GovCloud (US) at Moderate and put a service such as a contact center in the commercial Regions; both are Moderate locations. The landing zone then has two organizations, one per partition, and the package names which services run where (design guidance). Check each service, per region, on the FedRAMP Marketplace and AWS’s list before the design depends on it.
[bookmark: _Toc00000825]Internet-facing workloads: ingress and resilience
The Online management group holds the workloads that face the internet, and its policy is where the boundary decides how they may be reached. This section covers selection and control patterns only: which ingress, firewall and DDoS service fits which need, the policy that keeps every public endpoint behind one of them, and the evidence. The engineering (WAF rule tuning, origin lock-down, TLS, health probes, Firewall rules, Private Link DNS, response exercises) belongs to the Azure Security Engineering implementation guide, and the network paths themselves to Book 09.
Authority: Microsoft-recommended for putting a web application firewall and DDoS protection in front of internet-facing web workloads;24 Mandated for knowing and attesting what is exposed, which BOD 26-04 asks of agencies quarterly for publicly exposed IP addresses and domains;25 Risk-based recommended for the selection rules below, which are the program’s position. Applies: License-dependent (DDoS Protection and Front Door Premium are paid tiers) and Environment-dependent: Azure Front Door Standard and Premium are generally available in Azure Government in US Gov Arizona and US Gov Texas, and Learn records no other networking variation for the services below, deferring to Microsoft’s products-by-region list, so their Azure Government availability is checked there when the design is written.26
Selection

	Need
	Service
	Choose it when
	Control pattern
	Evidence

	Global HTTP(S) entry with an edge WAF
	Azure Front Door Premium with a WAF policy
	The application spans regions, needs global load balancing or caching, or should be protected at the edge; Front Door has layer 3 and 4 DDoS protection by default and accepts only HTTP and HTTPS27
	Managed rules need Premium (Standard supports custom rules only); origins reached over Private Link so they aren’t public2427
	Profile and WAF policy export; origin with no public access

	Regional HTTP(S) entry, public or private
	Application Gateway WAF v2
	A single-region application, or region-specific rules behind Front Door
	Its public IP is in the agency’s virtual network, so it needs DDoS Network Protection on that network for tuned layer 3 and 4 mitigation28
	WAF policy export; DDoS plan association

	Both
	Front Door in front of Application Gateway
	A multiregion application that also needs regional rules
	Front Door as the first line, Application Gateway rules per region29
	Both exports

	Request floods and abuse
	WAF rate-limit custom rules on either service; the HTTP DDoS ruleset is in preview
	Every internet-facing web workload
	At least one catch-all rate-limit rule, in place before an attack28
	Rule export; WAF logs

	Volumetric attack on a public IP
	Azure DDoS Protection: infrastructure protection (free, automatic), IP Protection (per IP) or Network Protection (a plan covering up to 100 public IPs across the tenant’s subscriptions)
	Network Protection for production estates: it adds DDoS Rapid Response, cost protection and a WAF discount, which IP Protection doesn’t;30 Microsoft’s FAQ puts the cost crossover at about 15 public IPs31
	Built-in policy “Virtual networks should be protected by Azure DDoS Protection,” in Audit, then Modify32
	Policy compliance; plan associations

	No public endpoint at all
	Private Link and private endpoints for PaaS services
	The service has no reason to be reached from the internet
	Fewer public IPs are fewer DDoS targets32
	Private endpoint inventory; public network access disabled

	Egress and east-west control
	Azure Firewall in the Connectivity hub
	All spoke traffic to the internet and between spokes
	Central, logged application and network rules33
	Firewall policy export; logs

	Public IP governance
	Azure Policy at the landing-zone groups
	Always
	Not allowed resource types with Deny for Microsoft.Network/publicIPAddresses in Corp (see Which services); in Online, every public IP behind Front Door or an Application Gateway, or registered as an exception
	Policy assignment; exemption register; the inventory below



The guide carries the build for each row, with its pilot, rollback and evidence: DDoS Protection in Step 3, WAF policies and their Detection-to-Prevention move in Step 4, Front Door and Application Gateway with origin lock-down in Step 5, Azure Firewall and segmentation in Step 6, Private Link and its DNS in Step 7, and the policies that hold them in place in Step 9.
The same pattern on other platforms

	Need
	Azure
	AWS
	Google Cloud
	Oracle Cloud Infrastructure

	Global edge with WAF
	Front Door Premium
	CloudFront with AWS WAF; CloudFront isn’t available in AWS GovCloud (US), though it can front GovCloud resources from the standard Regions34
	Global external Application Load Balancer with Cloud Armor; not listed for Assured Workloads FedRAMP Moderate or High35
	WAF edge policy, reached through DNS36

	Regional L7 with WAF
	Application Gateway WAF v2
	Application Load Balancer with AWS WAF, available in GovCloud (US) with AWS managed rule groups only37
	Regional external Application Load Balancer with Cloud Armor; regional backend security policies are the only Cloud Armor policies listed for FedRAMP High35
	Load Balancer with a regional WAF policy36

	Rate limiting
	WAF rate-limit rules
	AWS WAF rate-based rules37
	Cloud Armor rate-based rules38
	WAF rate limiting36

	DDoS
	DDoS IP or Network Protection
	Shield Standard (automatic) or Shield Advanced; Shield Advanced isn’t yet available in GovCloud (US)39
	Cloud Armor; Adaptive Protection and DDoS response support come with Cloud Armor Enterprise38
	Layer 3 and 4 protection included with every tenancy40

	Private service access
	Private Link
	PrivateLink interface endpoints41
	Private Service Connect42
	Private endpoints and service gateway43

	Managed firewall
	Azure Firewall
	AWS Network Firewall, available in GovCloud (US)44
	Cloud NGFW, listed for FedRAMP Moderate and High35
	OCI Network Firewall; available in Oracle US Government Cloud45

	Public exposure guardrail
	Azure Policy deny on public IP resources
	VPC Block Public Access; AWS Config rule ec2-instance-no-public-ip (detects only)46
	Organization policy constraints/compute.vmExternalIpAccess, which can’t be applied retroactively47
	Security Zone policies deny public_subnets and deny internet_gateway48



Government availability is read per offering, not per vendor, as Book 09, Chapter 05 argues for SASE services: in Oracle US Government Cloud, WAF, Network Firewall and the Network Load Balancer have listed endpoints and the Layer 7 Load Balancer isn’t listed, so for it availability is not yet specified.45
The inventory and the exercise
The closure evidence an assessor looks for is coverage, not configuration: every internet-facing resource known, owned and protected, and a test that shows the protection responds. Inventory every public IP and its DDoS protection mode with Azure Resource Graph, from the Azure CLI signed in to the agency’s cloud (az cloud set --name AzureUSGovernment first in Azure Government):
az extension add --name resource-graph
az graph query --first 1000 -q "
Resources
| where type =~ 'microsoft.network/publicipaddresses'
| project subscriptionId, resourceGroup, name, ipAddress = tostring(properties.ipAddress),
          ddosMode = tostring(properties.ddosSettings.protectionMode),
          attachedTo = tostring(properties.ipConfiguration.id)
| order by subscriptionId asc, name asc" --output table
Microsoft recommends exactly this kind of inventory of public IPs and their protection status, with Resource Graph to find the gaps.32 Step 2 of the guide turns the query into the exposure register, adding the owner, the DNS names and certificates that point at each exposure, and whether a WAF covers it. Each row is matched to an owner in the CMDB (Book 15, Chapter 07); a row with no owner, or attached to nothing, is a finding. The monthly comparison and the quarterly BOD 26-04 attestation run on Book 15’s operating cadence.
The exercise has two parts. A WAF policy starts in Detection mode, which logs and blocks nothing, and moves to Prevention after tuning; Microsoft’s design guidance puts that at one to two weeks of clean logs, and is explicit that Detection mode gives no protection.29 A DDoS test is run only through Microsoft’s approved simulation partners, against public IPs the agency owns that are already under DDoS Protection; Microsoft’s penetration-testing rules prohibit any other denial-of-service testing.49 The simulation report, the DDoS metrics and alerts it raised, and the response team’s record are the exercise evidence.
Control states. 
	State
	This page
	Evidence

	Designed
	Selection, recorded per workload in the request (Chapter 07)
	The workload’s ingress decision

	Configured
	WAF policies, DDoS plan, Private Link, Firewall (the Azure Security Engineering guide, Steps 3 to 7)
	Exports

	Enforced
	Public IP policy with Deny in Corp; DDoS policy in Modify; WAF in Prevention
	Policy assignments; WAF mode; exemption register

	Evidenced
	The inventory and the exercise above
	Inventory output; simulation report; WAF logs

	Operated
	Monthly inventory comparison, quarterly attestation, annual exercise
	Cadence records


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000826]Assessment mapping
· Microsoft Zero Trust pillar: Infrastructure; Networks
· CISA ZTMM pillar: Networks; Applications and Workloads
· Depends on: the asset inventory and CMDB (Book 15); logging to the SIEM (Book 12); the landing-zone policy above
· Attack chain interrupted: exploitation of an unprotected public endpoint and denial of service against it (Initial Access, Impact)
[bookmark: _Toc00000827]A multi-environment estate
Many agencies don’t have one landing zone; they have several environments that have to behave as one boundary. A typical pattern looks like this:
	Environment
	How addresses are assigned
	Whose authorization covers the infrastructure

	On-premises VMware (NSX overlay)
	NSX DHCP on the logical gateways, or the enterprise IPAM
	The agency’s own authorization

	Azure virtual networks
	The Azure fabric assigns from the subnet range; virtual networks are Layer 3 overlays with no Layer 2 semantics50
	Azure’s certification for the service; the agency’s authorization for its use

	AWS VPCs
	The VPC assigns from the subnet; AWS reserves five addresses per subnet, and the Amazon DNS server sits at the VPC range base plus two51
	AWS’s certification for the service; the agency’s authorization for its use

	A shared service another agency runs in its own tenancy
	The partner controls addressing; the agency documents what it connects to
	The partner’s authorization; the agency documents the connection as an external service


None of these environments uses broadcast DHCP in the traditional sense, so none of them can be inventoried by watching the wire. That’s why the address plan has to be held above the fabrics, which is Chapter 06’s subject. The fourth row is the one most often left out: an integration with a service another agency operates (an HR shared service, for example) crosses into a boundary the agency doesn’t control, and the agency’s side of it (name resolution, certificate monitoring, the documented interconnection) still belongs in the agency’s package.
[bookmark: _Toc00000828]Every automation declares its boundary
The landing zone constrains what people deploy. The program also has to constrain what its own automation does, because a collector or adapter that calls a commercial-only API from inside the boundary is a boundary crossing nobody approved. The program’s cloud specification sets the contract every cloud adapter inherits:
· A declared boundary. Each adapter operates in-boundary, reading state through in-boundary APIs, or through a named exception that a formal decision added to a short, canonical list. There’s no third option: an adapter that needs a commercial-only API can’t register against the boundary without an authorizing decision.
· No hardcoded hostnames. Endpoints resolve from the declared cloud, because they differ by cloud (Resource Manager’s address, above, is one example).
· Fail closed on an unknown cloud.
· An endpoint class on every claim. Each emitted claim records its boundary, tenant, region and endpoint class (Graph v1.0, Graph beta, Resource Manager or Arc), which makes it possible to tell later whether a finding came from inside the boundary.
These are design positions, not vendor facts. Their purpose is to make the boundary checkable for software the same way policy makes it checkable for deployments: a claim that crosses the boundary without a declared exception shows up as provenance drift, and an adapter emitting outside its declared scope shows up as an authorization finding. The specification also states its own limit. Platform feature gaps remain the agency’s responsibility; the contract doesn’t remove them, it makes them governable.
[bookmark: _Toc00000829]What a landing zone can’t prove
A landing zone enforces structure. It doesn’t authorize anything. NIST defines the authorization boundary as all components of an information system to be authorized for operation by an authorizing official, excluding separately authorized systems it connects to,52 and FedRAMP’s 2026 rules are explicit that “each agency still authorizes its own federal information systems” and that the agency’s system security plan focuses on “what the agency implements, configures, operates, or inherits.”53 The landing zone is a large part of what the agency implements and configures, and its policy assignments, compliance reports and exemptions are evidence. But Azure Policy’s own documentation calls its compliance view partial, and AWS says the same of its accelerator. The authorizing official still decides; the landing zone makes the decision checkable. Chapter 11 covers how this evidence enters the package.
[bookmark: _Toc00000830]What this chapter establishes
1. A landing zone is a platform landing zone plus workload landing zones, and in Azure each workload landing zone is a subscription placed in a management group that carries its policy.
1. Every boundary decision has a mechanism: the cloud and tenant choice, Allowed locations, allowed resource types checked against Microsoft’s audit-scope list, the FedRAMP regulatory compliance initiative in audit mode, and exemptions with an expiry.
1. Microsoft’s landing zone accelerators aren’t supported unmodified in Azure Government, and AWS Control Tower works differently in GovCloud; both differences have to be planned, not discovered.
1. Internet-facing workloads sit behind a chosen ingress (Front Door, Application Gateway or both), with the WAF in Prevention, DDoS Protection on every public IP and a public IP policy; the evidence is the inventory and a partner-run DDoS exercise.
1. Automation needs a boundary contract too: declared boundary or named exception, no hardcoded endpoints, fail closed.
1. Policy compliance is evidence, not authorization.
[bookmark: _Toc00000831]Notes
1. Microsoft Learn, “What is an Azure landing zone?,” Cloud Adoption Framework, https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure landing zone frequently asked questions (FAQ)” (“landing zones are individual Azure subscriptions”), https://learn.microsoft.com/azure/cloud-adoption-framework/ready/enterprise-scale/faq (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure landing zone design areas and conceptual architecture,” https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-areas (accessed Oct 21, 2026).
1. Microsoft Learn, “Platform landing zone implementation options,” https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/implementation-options (accessed Oct 21, 2026).
1. Microsoft Learn, “Deploy Azure landing zones,” sections “Choose a platform landing zone approach” and “Azure sovereign cloud deployments,” https://learn.microsoft.com/azure/architecture/landing-zones/landing-zone-deploy (accessed Oct 21, 2026).
1. Microsoft Learn, “Management groups,” Azure landing zone design area (design considerations, recommendations, and the baseline hierarchy table), https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/resource-org-management-groups (accessed Oct 21, 2026).
1. Microsoft Learn, “Subscription vending,” Azure landing zone design area, https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/subscription-vending (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure and other Microsoft cloud services compliance scope” (Azure public and Azure Government services by audit scope, both last updated February 2026; Azure and Azure Government FedRAMP High authorizations), https://learn.microsoft.com/en-us/azure/azure-government/compliance/azure-services-in-fedramp-auditscope (accessed Oct 21, 2026).
1. FedRAMP Marketplace, products.json (meta last_change 2026-10-21): Azure Commercial Cloud, F1209051525, FedRAMP Certified, High, Class D; Azure Government (includes Dynamics 365), F1603087869, FedRAMP Certified, High, Class D; AWS GovCloud, F1603047866, FedRAMP Certified, High, Class D; AWS US East/West, AGENCYAMAZONEW, FedRAMP Certified, Moderate, Class C, https://www.fedramp.gov/marketplace/products.json (accessed Oct 21, 2026).
1. Microsoft Learn, “Federal Risk and Authorization Management Program (FedRAMP),” Azure compliance offerings (Azure and FedRAMP; regulatory compliance built-in initiatives for Azure and Azure Government), https://learn.microsoft.com/azure/compliance/offerings/offering-fedramp (accessed Oct 21, 2026).
1. Microsoft Learn, “Compare Azure Government and global Azure,” Guidance for developers (endpoint mapping), https://learn.microsoft.com/azure/azure-government/compare-azure-government-global-azure (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure Policy built-in policy definitions,” General category (Allowed locations, Allowed locations for resource groups, Allowed resource types, Not allowed resource types), https://learn.microsoft.com/azure/governance/policy/samples/built-in-policies (accessed Oct 21, 2026).
1. Microsoft Learn, “Tutorial: Disallow resource types in your cloud environment,” https://learn.microsoft.com/azure/governance/policy/tutorials/disallowed-resources (accessed Oct 21, 2026).
1. Microsoft Learn, “Details of the FedRAMP Moderate Regulatory Compliance built-in initiative,” https://learn.microsoft.com/azure/governance/policy/samples/fedramp-moderate (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure Policy exemption structure,” sections “Exemption category” and “Expiration,” https://learn.microsoft.com/azure/governance/policy/concepts/exemption-structure (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure Policy definitions effect basics,” Order of evaluation, https://learn.microsoft.com/azure/governance/policy/concepts/effect-basics (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure Policy definitions deny effect,” https://learn.microsoft.com/azure/governance/policy/concepts/effect-deny (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Azure Policy?,” sections “Resources covered by Azure Policy” and “Recommendations for managing policies,” https://learn.microsoft.com/azure/governance/policy/overview (accessed Oct 21, 2026).
1. Microsoft Learn, “Get compliance data of Azure resources,” Evaluation triggers, https://learn.microsoft.com/azure/governance/policy/how-to/get-compliance-data (accessed Oct 21, 2026).
1. AWS, AWS Organizations User Guide, “Service control policies (SCPs),” https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html (accessed Oct 21, 2026).
1. AWS, AWS GovCloud (US) User Guide, “AWS Control Tower in AWS GovCloud (US),” https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-controltower.html (accessed Oct 21, 2026).
1. AWS, Landing Zone Accelerator on AWS Implementation Guide, “Deploy a cloud foundation to support highly-regulated workloads and complex compliance requirements,” https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html (accessed Oct 21, 2026).
1. Amazon Web Services, “FedRAMP” (US East/West FedRAMP Certified Class C, formerly Moderate; GovCloud (US) Class D, formerly High), https://aws.amazon.com/compliance/fedramp/; and “FedRAMP — Services in Scope” (per-service, per-Region columns), https://aws.amazon.com/compliance/services-in-scope/FedRAMP/; baselines are cumulative per NIST SP 800-53B, https://csrc.nist.gov/pubs/sp/800/53/b/upd1/final (accessed Oct 29, 2026).
1. Microsoft Learn, “Azure Web Application Firewall on Azure Front Door” (for web workloads Microsoft highly recommends Azure DDoS Protection and a web application firewall; WAF natively integrated with Front Door Premium with full capabilities, custom rules only on Standard), https://learn.microsoft.com/azure/web-application-firewall/afds/afds-overview (accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026, Phase I required actions (attest to publicly exposed IP addresses and domains quarterly), https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk (accessed Oct 21, 2026, as cited in Book 12, Chapter 06).
1. Microsoft Learn, “Compare Azure Government and global Azure,” sections “Service availability” (availability without a listed variation implies the service’s features are available; Microsoft points to its products-by-region list) and “Networking” (“Azure Front Door (AFD) Standard and Premium tiers are available in general availability in Azure Government regions US Gov Arizona and US Gov Texas”), https://learn.microsoft.com/azure/azure-government/compare-azure-government-global-azure (accessed Nov 11, 2026).
1. Microsoft Learn, “DDoS protection on Azure Front Door” (layer 3, 4 and 7 protection; only HTTP and HTTPS; Private Link to origins), https://learn.microsoft.com/azure/frontdoor/front-door-ddos (accessed Nov 11, 2026).
1. Microsoft Learn, “Application (layer 7) DDoS protection,” sections “Platform DDoS protection differs by platform” (Application Gateway’s public IP needs DDoS Network Protection), “Automated protection with the HTTP DDoS ruleset (preview)” and “Baseline configuration checklist” (at least one catch-all rate-limit rule), https://learn.microsoft.com/azure/web-application-firewall/application-ddos-protection (accessed Nov 11, 2026).
1. Microsoft Learn, “Web Application Firewall for Azure networks,” sections “Azure WAF platform comparison” (Front Door, Application Gateway, or both layered) and “Detection mode vs. Prevention mode” (Detection logs only and provides no protection; switch after one to two weeks of clean logs), https://learn.microsoft.com/azure/networking/design-guide/web-application-firewall (accessed Nov 11, 2026).
1. Microsoft Learn, “About Azure DDoS Protection tier comparison” (IP Protection lacks DDoS rapid response support, cost protection and the WAF discount), https://learn.microsoft.com/azure/ddos-protection/ddos-protection-sku-comparison; and “DDoS protection for Azure networks,” section “Azure services and features” (infrastructure protection free and automatic; a Network Protection plan covers up to 100 public IPs across the tenant), https://learn.microsoft.com/azure/networking/design-guide/ddos (both accessed Nov 11, 2026).
1. Microsoft Learn, “Azure DDoS Protection frequently asked questions,” “Which Azure DDoS Protection tier should I choose?” (fewer than 15 public IP resources: IP Protection is the more cost-effective), https://learn.microsoft.com/azure/ddos-protection/ddos-faq (accessed Nov 11, 2026).
1. Microsoft Learn, “Secure your Azure DDoS Protection deployment,” sections “Network security” (Private Link reduces exposed public IPs) and “Compliance and governance” (built-in policy “Virtual networks should be protected by Azure DDoS Protection” with Modify or Audit; inventory public IPs and their protection status with Azure Resource Graph; regular simulation testing), https://learn.microsoft.com/azure/ddos-protection/secure-ddos-protection (accessed Nov 11, 2026).
1. Microsoft Learn, “Azure networking services overview,” section “Azure network security services” (Azure Firewall centrally creates, enforces and logs application and network connectivity policies across subscriptions and virtual networks; WAF with Application Gateway is regional, with Front Door at the edge), https://learn.microsoft.com/azure/networking/networking-overview (accessed Nov 11, 2026).
1. Amazon Web Services, “Setting Up Amazon CloudFront with Your AWS GovCloud (US) Resources,” AWS GovCloud (US) User Guide (“CloudFront is not available in AWS GovCloud (US), but you can use CloudFront in the standard Regions and point to your AWS GovCloud (US) resources”), https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/setting-up-cloudfront.html (accessed Nov 11, 2026).
1. Google Cloud, “Supported products by control package,” Assured Workloads (FedRAMP High and Moderate list Cloud Armor, regional Application Load Balancers and Cloud NGFW, and don’t list the global external Application Load Balancer; “If a service is not listed for a given control package, that service is unsupported”), https://docs.cloud.google.com/assured-workloads/docs/supported-products; and “Google Cloud Armor compliance” (FedRAMP High: regional backend security policies), https://docs.cloud.google.com/armor/docs/compliance (both accessed Nov 11, 2026).
1. Oracle, “Overview of Web Application Firewall,” OCI documentation (a regional WAF policy as a plug-in for the load balancer; an edge policy as a global solution reached through DNS; protection rules and rate limiting), https://docs.oracle.com/en-us/iaas/Content/WAF/Concepts/overview.htm (accessed Nov 11, 2026).
1. Amazon Web Services, “AWS WAF in AWS GovCloud (US)” (available in US-West and US-East; only AWS managed rule groups), https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-waf.html; and “Using rate-based rule statements in AWS WAF,” https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html (both accessed Nov 11, 2026).
1. Google Cloud, “Rate limiting overview,” Cloud Armor, https://docs.cloud.google.com/armor/docs/rate-limiting-overview; and “Cloud Armor Enterprise overview” (Adaptive Protection; DDoS response support with the Enterprise Annual subscription), https://docs.cloud.google.com/armor/docs/managed-protection-overview (both accessed Nov 11, 2026).
1. Amazon Web Services, “AWS Shield Standard overview” (automatic, at no additional charge), https://docs.aws.amazon.com/waf/latest/developerguide/ddos-standard-summary.html; and the AWS Regional Services List, which shows Shield Advanced as planned, not available, in us-gov-west-1 and us-gov-east-1, https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/ (both accessed Nov 11, 2026).
1. Oracle, “Security Overview,” OCI documentation (“L3/4 DDoS protection is included with all Oracle Cloud Infrastructure accounts and no configuration or monitoring is required”), https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm (accessed Nov 11, 2026).
1. Amazon Web Services, “What is AWS PrivateLink?,” https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html (accessed Nov 11, 2026).
1. Google Cloud, “Private Service Connect,” https://docs.cloud.google.com/vpc/docs/private-service-connect (accessed Nov 11, 2026).
1. Oracle, “Private Access,” OCI Networking documentation (private endpoints; service gateway), https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/privateaccess.htm (accessed Nov 11, 2026).
1. Amazon Web Services, “AWS Network Firewall in AWS GovCloud (US)” (available in US-West and US-East, no differences), https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-nf.html (accessed Nov 11, 2026).
1. Oracle, “Oracle US Government Cloud,” OCI documentation (API endpoints in us-langley-1 and us-luke-1 listed for Web Application Firewall, Network Firewall and Network Load Balancer; the Layer 7 Load Balancer isn’t listed), https://docs.oracle.com/en-us/iaas/Content/gov-cloud/govfedramp.htm (accessed Nov 11, 2026).
1. Amazon Web Services, “Block public access to VPCs and subnets,” https://docs.aws.amazon.com/vpc/latest/userguide/security-vpc-bpa.html; and “ec2-instance-no-public-ip,” AWS Config Developer Guide, https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html (both accessed Nov 11, 2026).
1. Google Cloud, “Configure static external IP addresses,” section on restricting external IP addresses (constraints/compute.vmExternalIpAccess; “You cannot apply the constraint retroactively”), https://docs.cloud.google.com/compute/docs/ip-addresses/configure-static-external-ip-address (accessed Nov 11, 2026).
1. Oracle, “Security Zone Policies,” OCI documentation (deny public_subnets, deny internet_gateway), https://docs.oracle.com/en-us/iaas/security-zone/using/security-zone-policies.htm (accessed Nov 11, 2026).
1. Microsoft Learn, “Tutorial: Azure DDoS Protection simulation testing,” section “Azure DDoS simulation testing policy” (approved partners only; targets must be the customer’s own Azure public IPs under DDoS Protection; Red Button is available only for the public cloud), https://learn.microsoft.com/azure/ddos-protection/test-through-simulations; and “Penetration testing,” section “Prohibited testing,” https://learn.microsoft.com/azure/security/fundamentals/pen-testing (both accessed Nov 11, 2026).
1. Microsoft Learn, “Azure Virtual Network frequently asked questions (FAQ),” Configuration (“Virtual networks are Layer 3 overlays. Azure does not support any Layer 2 semantics”; five reserved addresses per subnet), https://learn.microsoft.com/azure/virtual-network/virtual-networks-faq (accessed Oct 21, 2026).
1. AWS, Amazon VPC User Guide, “Subnet CIDR blocks,” Subnet sizing for IPv4, https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations, December 2018, Appendix A glossary, “authorization boundary” (from OMB Circular A-130), https://csrc.nist.gov/pubs/sp/800/37/r2/final (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
[bookmark: _Toc00000832]Chapter 06 — IPAM and Network as Code
An inventory needs a denominator, and in a cloud estate the only plane that sees every component at the moment it joins is the one that hands out its address.
[bookmark: _Toc00000833]In this chapter
Why the address plan is the join key the rest of the boundary evidence correlates on, and what IPAM can’t tell you. How software-defined networks assign addresses without broadcast DHCP. How the enterprise IPAM stays the authority in Azure: Virtual Network Manager pools mirror its reservations and Azure Policy refuses any virtual network that doesn’t take its address from a pool, with a boundary caveat about the service itself. Then network as code: the five layered modules, the order they deploy in, the external inputs that change underneath them, and the controls they put into operation.
Chapter 05 built the structure that decides what can be deployed. This chapter covers the two things every deployment draws on: an address, and a network path. Both have to come from a single authority, and both have to be reproducible from reviewed source. If they aren’t, the boundary evidence has no denominator: nobody can say what should be in the boundary, only what a scan happened to find.
The naming half of this plane (authoritative DNS, DNSSEC, split-horizon views and response policy zones) is Book 08’s subject, and the per-cloud details of private DNS and address management are in Book 08, Chapter 07. This chapter takes the landing-zone view: what the address plan has to do for the boundary, and how it gets built.
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The enterprise IPAM is the authority; Azure pools mirror it and Azure Policy enforces it.
[bookmark: _Toc00000834]The address plan is the join key
NIST SP 800-53 CM-8 asks for an inventory of system components that “accurately reflects the system,” “includes all components within the system,” and doesn’t double-count components or include ones assigned to other systems.1 Every one of those tests needs a reference population. A discovery scan enumerates what answered a probe during a scan window; an IPAM database enumerates what was allocated. The scan’s results have to be reconciled against the allocation, or the scan is a sample with no denominator. That’s the Federal Modernization Program’s design position, carried from Federal Compliance Volume I, Book 01: the address plan is the key every other inventory joins on, because every component has to take an address before it can do anything else.
Federal policy points the same way. CISA’s BOD 23-01 requires agencies to perform automated asset discovery every 7 days covering, at minimum, “the entire IPv4 space used by the agency,” and applies to IP-addressable assets in on-premises, roaming and cloud deployment models (it excludes ephemeral assets such as containers, and third-party-managed SaaS).2 “The entire IPv4 space used by the agency” is a number only the address plan can supply. For cloud providers, FedRAMP’s 2026 Key Security Indicators include KSI-PIY-GIV: “Authoritative sources are used to automatically generate real-time inventories of all information resources when needed.”3 KSIs bind providers, not the agency’s own system, but the indicator states the same principle the program applies to its landing zone.
One correction to the way this argument is often made: an authorization boundary isn’t defined by IP ranges. NIST defines it as the components of the system being authorized,4 and SaaS components inside a boundary may hold no agency address at all. The IPAM export is the authoritative record of the agency-addressed assets, and it feeds the component inventory and the network diagram; it’s reconciled against the service and interconnection list, not a substitute for it.
What IPAM can’t see
IPAM sees every device that holds an address. It doesn’t see installed software, patch state, the owner or data classification of a workload, which system boundary an asset belongs to, the relationships between assets, or assets with no IP address at all (smart cards, hardware security modules, air-gapped devices). The address record is the network-layer identity of an asset, not the asset record. Most agencies also run several partial inventories at once: Intune for endpoints, Azure Arc for enrolled servers, AWS Systems Manager for instances with its agent, vCenter for VMware guests. Each misses what the others manage; every one of their assets has an address.
So the program treats IPAM as the join key and a configuration management database (CMDB) as the asset record, and sets requirements for the CMDB rather than naming one:
	Requirement
	What it means
	Driver

	Cross-platform discovery
	Ingest from Intune, Arc, AWS Systems Manager, vCenter, the IPAM and network management without manual entry
	CM-8

	Address correlation
	Every asset record links to its IPAM record (address, FQDN, lease state)
	CM-8

	Deduplication
	One normalized record when several sources report the same asset
	CM-8

	Boundary classification
	Each record carries its environment and its system-boundary membership, and in-boundary versus out-of-boundary is queryable
	CM-8, CA-3

	Owner scoping
	Each asset is assigned to an owner, who sees only their own assets
	AC-3, AC-6

	Change audit
	Every change records time, source, before and after, and actor, and feeds the SIEM
	AU-3, AU-12

	Unmanaged devices
	Devices seen only by address and DHCP fingerprint appear as unmanaged, not omitted
	CM-8

	Certification
	The platform holds its own FedRAMP certification at Moderate or above, or is carried inside the agency’s boundary
	Boundary

	Lifecycle
	Provisioning, active, decommissioning and retired states, with a release of the address triggering review
	CM-8(1)


Until a CMDB is selected, IPAM is the best available proxy for CM-8: every in-scope address is documented, but that’s the network-layer foundation, not full closure. A proof of concept should test three things at once: one managed laptop producing one deduplicated record that joins the MDM record, the DHCP lease, the device certificate and the FQDN; an unenrolled device appearing as unmanaged within one lease cycle; and two owners who can’t see each other’s assets. The full requirement set and a candidate landscape are in Volume I, Book 01; check every candidate’s status on the FedRAMP Marketplace at the time of procurement.
[bookmark: _Toc00000835]Addresses without broadcast
Classic DHCP depends on a Layer 2 broadcast, and software-defined networks don’t carry one. Each fabric assigns addresses itself:
· Azure. Virtual networks are Layer 3 overlays with no Layer 2 semantics. Azure assigns private addresses from the subnet range and reserves five in every subnet: the network address, the default gateway, two addresses that map Azure DNS into the virtual network, and the last address.5
· AWS. The VPC assigns addresses from the subnet and also reserves five: the network address, the VPC router, the Amazon DNS server at the base of the VPC range plus two, one reserved for future use, and the broadcast address, which is reserved because VPCs don’t support broadcast.6 (The base-plus-two address is the DNS server, not a DHCP responder, as some descriptions have it.)
· VMware NSX. DHCP is handled by the NSX logical gateways, and VMware Cloud Foundation 9.1 integrates natively with Infoblox, as its example of an enterprise IPAM, for block allocation and DNS registration (Book 08, Chapter 07).
Because no fabric’s assignments are visible to the others, the address plan has to live above all of them, and each fabric has to draw from it. How deeply each platform can integrate with an external authority differs: AWS VPC IPAM can hand a scope’s allocation authority to an external IPAM in commercial Regions but not in GovCloud, VMware Cloud Foundation 9.1 integrates natively, and Azure needs a mirror-and-reconcile pattern (Book 08, Chapter 07). The Azure pattern is the one this book’s reference environment uses.
[bookmark: _Toc00000836]Azure: mirror the authority, enforce the pool
Azure Virtual Network Manager’s IP address management (IPAM) feature creates address pools: a root pool for the whole range and child pools beneath it, up to seven layers. Virtual networks allocate non-overlapping CIDRs from a pool, static CIDRs reserve ranges that are in use outside Azure, both IPv4 and IPv6 pools are supported, one pool can serve virtual networks in several regions, and the IPAM Pool User role lets teams consume a pool without managing it.7 Microsoft lists the feature as generally available in every region where Virtual Network Manager is available except six (none of them in the United States).8
The pattern that keeps the enterprise IPAM authoritative has three parts:
1. Reserve first in the enterprise IPAM. The Azure range is carved there, alongside on-premises and other-cloud space.
1. Mirror into Azure. The Azure root pool holds the Azure range; every range used elsewhere that overlaps it is entered as a static CIDR, so Azure can’t hand it out.
1. Enforce the pool. Virtual Network Manager doesn’t stop overlapping address space on its own. Microsoft’s documented fix is an Azure Policy definition that denies any virtual network without an allocation from a designated pool; since a pool hands out only non-overlapping prefixes, overlap becomes impossible inside the policy’s scope.9
Then reconcile: DDI discovery reads what Azure actually allocated and compares it with the enterprise reservations, and a mismatch is a finding (Book 08, Chapter 07).
The code in this chapter is illustrative, adapted from Microsoft’s published samples, and hasn’t been tested against a production tenant. Replace the names, ranges and identifiers, validate against the current resource provider API versions, and deploy through the change-controlled pipeline in Chapter 07, not from a workstation.
The pool and its mirrored reservation, in Bicep (adapted from Microsoft’s sample):8
param locationName string = resourceGroup().location
param networkManagerName string = 'vnm-platform-001'
param ipamPoolName string = 'ipam-pool-azure-root'
param azureRangePrefix string = '10.40.0.0/14'        // the Azure block reserved in the enterprise IPAM
param mirroredPrefix string = '10.41.128.0/20'        // a range in use outside Azure, mirrored as a static CIDR

resource networkManager 'Microsoft.Network/networkManagers@2024-05-01' = {
  name: networkManagerName
  location: locationName
  properties: {
    networkManagerScopes: {
      managementGroups: []
      subscriptions: [
        subscription().id
      ]
    }
    networkManagerScopeAccesses: [
      'Connectivity'
    ]
  }
}

resource ipamPool 'Microsoft.Network/networkManagers/ipamPools@2024-05-01' = {
  parent: networkManager
  name: ipamPoolName
  location: locationName
  properties: {
    addressPrefixes: [
      azureRangePrefix
    ]
  }
}

resource mirrored 'Microsoft.Network/networkManagers/ipamPools/staticCidrs@2024-05-01' = {
  parent: ipamPool
  name: 'static-onprem-dc-east'
  properties: {
    addressPrefixes: [
      mirroredPrefix
    ]
  }
}
A virtual network then asks for a size, not a range, and the pool picks a non-overlapping prefix:8
param ipamPoolId string   // resource ID of the pool above

resource vnet 'Microsoft.Network/virtualNetworks@2024-05-01' = {
  name: 'vnet-workload-001'
  location: resourceGroup().location
  properties: {
    addressSpace: {
      ipamPoolPrefixAllocations: [
        {
          numberOfIpAddresses: '256'
          pool: {
            id: ipamPoolId
          }
        }
      ]
    }
  }
}
And the policy that refuses anything else, assigned at the Landing zones management group (adapted from Microsoft’s sample to one pool):9
{
  "mode": "All",
  "parameters": {},
  "policyRule": {
    "if": {
      "allOf": [
        {
          "field": "type",
          "equals": "Microsoft.Network/virtualNetworks"
        },
        {
          "not": {
            "field": "Microsoft.Network/virtualNetworks/addressSpace.ipamPoolPrefixAllocations[*].pool.id",
            "equals": "/subscriptions/<subscriptionID>/resourceGroups/<resourceGroupName>/providers/Microsoft.Network/networkManagers/vnm-platform-001/ipamPools/ipam-pool-azure-root"
          }
        }
      ]
    },
    "then": {
      "effect": "deny"
    }
  }
}
Roll it out the way Chapter 05 describes: audit first, list the existing virtual networks that would fail, associate them with the pool, then switch to deny. Chapter 05’s How template, rings, backout triggers and evidence checklist apply to this policy unchanged; what differs is below.
· Authority: Microsoft-recommended (the deny policy is Microsoft’s documented way to prevent overlap with pools9); Risk-based recommended for keeping the enterprise IPAM authoritative, which is the program’s position. Applies: Environment-dependent: the IPAM feature’s regional availability and its FedRAMP audit-scope status are recorded in the boundary check below.
· Exclusions: a virtual network that can’t take a pool allocation (for example one that predates the pool and can’t yet be associated with it) gets a policy exemption with an expiry and a static CIDR in the pool, never a hole in the address plan.
· Rollback: set the assignment’s effect back to audit; existing allocations stay in place.
Control states. 
	State
	This page
	Evidence

	Designed
	The three-part pattern above
	The enterprise IPAM reservation for the Azure range

	Configured
	Pools and static CIDRs (the Bicep above)
	Pool export or the module’s state output

	Enforced
	The deny policy at the landing-zone scope
	Assignment export showing Deny; exemption register

	Evidenced
	A test virtual network outside the pool is denied
	Activity-log deny event (date, tester)

	Operated
	DDI discovery reconciliation
	Reconciliation reports; mismatches raised as findings (Book 08, Chapter 07)


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
A boundary check on the IPAM service itself
This is the book’s argument in miniature. Azure Virtual Network Manager isn’t named in Microsoft’s FedRAMP audit-scope tables for Azure or Azure Government (both last updated February 2026); Virtual Network, DNS, Firewall and Private Link are.10 The tables don’t say whether pool management is covered under another listed service. Until Microsoft confirms it in writing, treat the pool as a dependency the agency records and decides on, using one of three options: confirm coverage, carry it as a documented exception (Chapter 09), or keep the authority entirely in the enterprise IPAM and reconcile Azure allocations by discovery alone. The enterprise IPAM’s own status matters too. Infoblox Government Cloud (FR2017257053), for example, is listed as FedRAMP Certified at Class C (Moderate), certified December 15, 2022; its Marketplace description now covers Universal DDI and Universal Asset Insights as well as the threat-defense services it was first authorized for, so read the current listing for scope rather than older press releases.11 An agency that runs its own DDI grid on premises carries it in its own boundary and inherits nothing.
[bookmark: _Toc00000837]Network as code
The landing zone, the address plan and the network can all be built from reviewed source. Federal Compliance Volume VI, Book 01 organizes the build as five modules, each owning one plane and depending only on the layers beneath it. The layering is the design: the address plan has to exist before workloads can be counted against it, and the enforcement edge has to read from the naming plane.
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Five layered modules, each depending only on the layers beneath it, all emitting state as evidence.

	Layer
	Module
	Owns
	Depends on
	Deployed example
	Substitution

	Foundation
	platform
	Management groups, subscriptions or accounts, organization policy
	—
	Azure landing zone (Bicep or Terraform)
	AWS Control Tower with Landing Zone Accelerator

	Addressing
	ipam
	Address-space allocation and subnet plan (the source of truth)
	platform
	Enterprise IPAM plus mirrored Virtual Network Manager pools
	AWS VPC IPAM

	Naming
	ddi
	Authoritative DNS, DNSSEC signing, response policy zones, DHCP scopes
	ipam
	Enterprise DDI or cloud DNS as code
	Another DDI platform; Route 53

	Transport
	network
	Hub and spoke, segmentation, firewall and route intent
	ipam
	Virtual networks and Azure Firewall
	VPC and AWS Network Firewall

	Enforcement
	edge
	The SASE or TIC 3.0 policy enforcement point capability set
	network, ddi
	SASE tenant configuration as code
	Another SASE provider’s configuration as code



Each module writes its deployed state to the program’s evidence record, and the ipam module’s output, the authoritative address plan, is what later makes the CM-8 join possible. The substitution column is the point of naming mechanisms rather than products: changing vendors changes the module syntax and the connectors, not what the module has to do.
The naming module, declared
The naming module carries the load, because it’s the source of truth the name-resolution controls depend on. What it declares, whatever the provider’s syntax:
	Declared property
	Why it’s declared, not clicked
	Control

	The zone is authoritative and DNSSEC-signed
	Signed responses become an attestable property of source
	SC-20

	The recursive resolver validates DNSSEC
	Validation can’t be turned off in a portal without a diff
	SC-21

	Authoritative and recursive roles are separate resources
	Role separation is visible in the code
	SC-22

	Query logging is on
	Every resolution is telemetry
	AU-12

	The response policy zone is attached to a named Protective DNS feed, starting in log-only mode
	Blocking is a reviewed change, not a toggle
	SC-7, SI-4

	The zone’s identifier is an output
	The inventory join consumes it
	CM-8


The workbook gives no resource code for this module, because the resource schema depends on the provider chosen. Use the DDI vendor’s provider or the cloud’s DNS resources, and see Book 08, Chapter 06 for DNSSEC and Book 08, Chapter 05 for Protective DNS. Because DHCP scopes and the address plan come from the same ipam source, a device’s lease, its address and its inventory record form one chain of custody instead of three independent guesses.
Deployment order
1. Apply platform, then ipam, then ddi and network, in dependency order, through the change-controlled pipeline, never a portal.
1. Run the response policy zone in log-only mode first to baseline normal resolution, then switch it to enforcing. (It’s the same discipline as Azure Policy’s audit-then-deny rollout.)
1. Register the ipam output as the authoritative inventory source the CM-8 join reads.
1. Point the edge at the ddi resolver, so egress name resolution is governed at the enforcement point (Book 08, Chapter 05).
[bookmark: _Toc00000838]Inputs that change underneath the code
Some of what the network code enforces comes from outside the agency. The clearest example is Microsoft 365’s endpoint list, which feeds firewall rules, proxy bypass lists and DNS policy. Three facts about it are often wrong in older designs, including this book’s source volume:
· There’s no separate GCC list. Microsoft’s IP Address and URL web service has four instances (Worldwide, China, USGovDoD and USGovGCCHigh), and a GCC tenant uses Worldwide.12 A design that blocks “commercial” Microsoft 365 endpoints to keep GCC traffic inside the boundary would block GCC itself; Book 09, Chapter 12 covers the right scoping.
· The cadence is monthly, with notice. Microsoft updates the entries at the beginning of each month, publishes out-of-band changes when needed, and gives 30 days’ notice before new endpoints are used.12
· Poll the version, not the list. Microsoft recommends checking the version method no more than once an hour and calling the endpoints method only when the version changes.12
The program’s position is that an external list like this is an input to the network code, fetched by a scheduled job, turned into a change, and applied through the same pipeline as everything else, so the time between Microsoft’s change and the agency’s enforcement is bounded and recorded. Book 09 owns the routing and inspection decisions; this chapter only insists that the list arrives as code.
[bookmark: _Toc00000839]Why reproducible matters
The program’s closure argument from Volume I is that no scanner creates an authoritative naming plane or inventory; a scanner can only measure drift from one. Network as code is what makes that source of truth reproducible. A boundary and an address plan defined in code can be re-derived, diffed and attested; a hand-built landing zone leaves an assessor nothing to point at but a snapshot no one can regenerate. Two Moderate-baseline enhancements state the operational version of this: CM-2(2) asks for automated mechanisms that keep the baseline current, complete, accurate and available, and CM-8(1) asks that the inventory be updated “as part of component installations, removals, and system updates.”113
[bookmark: _Toc00000840]Controls the network code puts into operation
	Control
	Title
	How the code deploys it

	SC-7
	Boundary Protection
	Segmentation and firewall and route intent as code at the enforcement edge

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	A DNSSEC-signing authoritative zone declared in code

	SC-21
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	A validating resolver plus a Protective DNS response policy

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	Authoritative and recursive roles as distinct resources

	CM-8
	System Component Inventory
	An address-keyed inventory derived from the IPAM source of truth

	AC-4
	Information Flow Enforcement
	Flow policy at the SASE or TIC policy enforcement point


Control titles are from SP 800-53 Rev. 5, release 5.2.0.1 How the evidence is presented in the package is Chapter 11’s subject.
[bookmark: _Toc00000841]Honest limits
· The code deploys the mechanism; it doesn’t repeal operational discipline. An out-of-band portal change still causes drift, which is why the deployed state is re-asserted by tests and Azure Policy keeps evaluating (Chapter 07).
· Protective DNS is only as current as the threat feed behind it.
· Mirroring isn’t federation. Until a cloud lets an external IPAM allocate directly, the mirror and the reconciliation job are a second copy that can lag; monitor sync health.
· Multi-cloud substitution changes syntax and connectors, not the mechanism, but each substitution has its own boundary status to check.
[bookmark: _Toc00000842]What this chapter establishes
1. The address plan is the join key: IPAM enumerates what was allocated, and every scan and inventory reconciles against it. It isn’t the boundary itself and isn’t an asset manager.
1. In Azure, the enterprise IPAM stays the authority; Virtual Network Manager pools mirror it as static CIDRs, and an Azure Policy deny makes pool allocation mandatory.
1. Virtual Network Manager isn’t named in Microsoft’s FedRAMP audit-scope tables, so the pool is a recorded dependency until coverage is confirmed.
1. Network as code is five layered modules (platform, address plan, naming, network, enforcement edge), deployed in dependency order through a pipeline, with external inputs such as Microsoft 365’s endpoint list arriving as code.
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[bookmark: _Toc00000844]Chapter 07 — The Landing Zone Front Door
Landing-zone code that anyone can apply from a laptop is a click path with extra steps; it becomes change control only when every run starts from an approved request and ends reconciled to the address plan.
[bookmark: _Toc00000845]In this chapter
Why infrastructure as code isn’t change control by itself. Microsoft’s own model for the front door, subscription vending, and what it asks the request to capture. The six-step provisioning loop (request, approve, plan, apply, reconcile, close) and the control each step evidences, with reconciliation to the address plan as the step that carries the most weight. Two documented ways to build the loop on ServiceNow and Terraform, why the pipeline and its state are themselves a boundary question, how the front door composes with drift detection, and the evidence the loop leaves behind.
Chapter 06 put the landing zone, the address plan and the network into reviewed modules. That solves reproducibility, not governance. A Terraform or Bicep module that any engineer with credentials can apply is no more controlled than the portal it replaced: there’s no approval trail, no guarantee the plan was reviewed, and no guarantee the address block it took ever reached the IPAM. The missing piece is the front door: the governed request that turns “run the module” into “an approved, evidenced, reconciled provisioning event.”
A note on the name: this chapter’s front door is the request path into the landing zone. It has nothing to do with Azure Front Door, Microsoft’s global load-balancing and web application firewall service.
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The provisioning loop: six steps from catalog request to closed change, with a rejected plan discarded.
[bookmark: _Toc00000846]Why code isn’t change control by itself
NIST SP 800-53 CM-3 asks an organization to determine which changes are configuration-controlled, review proposed changes and “approve or disapprove such changes with explicit consideration for security and privacy impact analyses,” document the decisions, implement only approved changes, keep records, and monitor the activity.1 Infrastructure as code supplies the reviewable artifact CM-3 needs, but not the approval, the record or the guarantee that only approved changes run. CM-3(2) adds that changes are tested, validated and documented before they’re finalized, and CM-8(1) asks that the component inventory be updated as part of installations and removals, not afterward.1 All three are in the Moderate baseline.2
The program’s position, from Federal Compliance Volume IX, Book 02, is that the code is necessary and the governed front door is what makes it assessable. Without it, CM-3 becomes an assertion and the inventory forks the first time someone applies a module outside the pipeline.
[bookmark: _Toc00000847]Microsoft’s model: subscription vending
Microsoft’s Cloud Adoption Framework has a name for this: subscription vending, a platform mechanism for programmatically issuing subscriptions to workload teams, which it describes as giving teams “an official front door” for requests.3 The model involves three groups. A Cloud Center of Excellence sets the business rules and the approval process; workload teams make requests; the platform team creates and configures the subscription and hands it over. Microsoft’s guidance maps closely onto what a federal boundary needs:3
· Automate request capture and approval, inside the existing ITSM tool, and tie the approval’s business logic to the platform team’s deployment pipeline.
· Gather requirements at intake: anticipated budget, subscription owner, networking expectations, and business criticality and confidentiality classification, enough for the platform team to place the subscription in the right management group (Chapter 05).
· Use an IPAM system in the vending process for address assignment, and never use overlapping addresses in one routing domain.
· Enforce network governance with Azure Policy on the management group hierarchy, or with Virtual Network Manager security admin rules. The platform team always creates the virtual networks that peer to the hub; workload teams can be allowed to create subnets.
· Create and configure with infrastructure as code. Microsoft publishes subscription vending modules for Bicep and Terraform. Creating the subscription itself programmatically requires a commercial agreement (Enterprise Agreement, Microsoft Customer Agreement or Microsoft Partner Agreement) with the right role; configuring it doesn’t.
· Set up access at creation. Designate an owner, use Microsoft Entra groups, and use Privileged Identity Management for groups for elevated access. Workload identities used for deployment can’t use PIM and receive standing access, so Microsoft recommends managed identities to avoid managing secrets.
Two consequences matter for the boundary. The intake form is where the classification that drives placement is captured, so a missing or wrong classification is a boundary error made at the front door. And the vending pipeline’s identity holds standing access to every subscription it touches, which makes it one of the most privileged identities in the landing zone (Book 04, Chapter 05 covers workload identities).
[bookmark: _Toc00000848]The provisioning loop
The front door is a loop with six steps. The step names and their order are the program’s design; the control mappings use SP 800-53 Rev. 5 titles.1
	Step
	What happens
	Control it evidences

	1. Request
	A catalog item captures the landing-zone parameters (environment, size, address need, owner, budget, classification) as typed variables, not free text
	CM-3 (the change is defined)

	2. Approve
	The request routes for approval; the requester can’t approve their own request
	CM-3, AC-5 (Separation of Duties), CM-5 (Access Restrictions for Change)

	3. Plan
	A speculative plan shows exactly what will change; the approver reviews it before any state changes
	CM-3, CM-3(2)

	4. Apply
	The pipeline applies the reviewed source; deployed state equals reviewed source
	CM-2, CM-3

	5. Reconcile
	The address and subnet allocation is written to and reconciled with the enterprise IPAM, and the CMDB is updated
	CM-8, CM-8(1)

	6. Close
	A validation gate confirms the landing zone matches intent; the change record and the gate’s verdict are the evidence
	CM-3, AU-2


Separation of duties isn’t CM-5 alone. The control that names it is AC-5, Separation of Duties; CM-5, Access Restrictions for Change, covers who can make changes.1 Both apply: AC-5 to the approval, CM-5 to the pipeline identity that’s the only thing allowed to apply.
Step 5 carries the most weight
No landing zone stands up outside the address plan. An address block that infrastructure as code allocated but never reconciled to the IPAM is shadow inventory the moment it exists: CM-8’s “includes all components” fails, and BOD 23-01’s weekly discovery, which has to cover “the entire IPv4 space used by the agency,” is now chasing a range the agency’s own records don’t contain.4 The front door makes reconciliation part of provisioning rather than a cleanup job. In practice that means the pipeline asks the enterprise IPAM for the block (or confirms the block the Virtual Network Manager pool chose against the enterprise reservation), writes the allocation back with the request number and owner, and fails the run if the two disagree.
[bookmark: _Toc00000849]Building the loop on ServiceNow and Terraform
Many agencies already run their change process in ServiceNow. Two documented integrations can carry this loop, and they differ in where Terraform runs and how approval works.
ServiceNow Cloud Provisioning and Governance (CPG) with its Terraform connector. A cloud catalog item is created from a Terraform template, and the provider type decides where Terraform runs: a Linux-based Terraform open-source server (“Terraform Environment”), a Windows-based server, or Terraform Enterprise or Terraform Cloud, reached through a MID Server. ServiceNow’s documentation says not to hard-code credentials in templates (they come from Terraform variables fetched from the platform) and notes that the connector doesn’t support AWS IAM role-based authentication with Terraform templates by default. The CPG page doesn’t describe a plan-review step.5
HashiCorp’s ServiceNow Service Catalog for Terraform. Version 2.9 (October 2025) added catalog items with an approval workflow: requesting one generates a plan-only run that goes to a designated approver; if the approver accepts, an apply run provisions; if the approver rejects, “the run is discarded, and no changes are made.” The announcement describes the integration with HCP Terraform.6
The documented plan-approval workflow is HashiCorp’s: a plan-only run goes to the approver, and an apply run follows only on acceptance.6 ServiceNow’s CPG instructions for a Terraform catalog item describe no plan-review step.5 Either way, the program’s requirement is the same: the approver sees the plan that will be applied, not a description of it, and an approved plan is applied without regeneration or drift.
The DDI side of the loop already has a pattern. ServiceNow documents an IntegrationHub spoke that reserves addresses from a catalog request and a Service Graph Connector that imports subnets, pools, allocated addresses and DNS data into the CMDB (Book 08, Chapter 11). The landing-zone front door reuses the same records: the same spoke and the same connector, extended from one subnet to a whole landing zone. ServiceNow’s own government offering is listed on the FedRAMP Marketplace as Government Community Cloud (F1305072116), FedRAMP Certified at Class D (High).7
[bookmark: _Toc00000850]The pipeline is inside the boundary too
The front door holds the most sensitive material in the landing zone: credentials that can create subscriptions, the plans that describe every resource, and Terraform state. HashiCorp warns that secrets in configuration end up in state and plan files, that values marked sensitive are still stored there, and that anyone with access to those files can read them, so state is sensitive data.8 Where the runner, the state and the repository live is therefore a boundary decision, not a tooling preference.
The FedRAMP Marketplace makes that concrete. As of October 21, 2026, it has no listing for HashiCorp’s HCP Terraform; GitHub Enterprise Cloud is listed at Class B under the low-impact SaaS level (LI-SaaS); and GitLab Dedicated for Government is listed at Class C (Moderate).7 None of that forbids a tool; it means each one either inherits a certification that matches the boundary, gets carried in the agency’s own package, or goes through the exception process in Chapter 09. The program’s default is a self-hosted runner and state backend inside the agency’s boundary, with the repository on a platform whose certification covers what it stores. The runner is not one of the platform host’s five roles (Book 01, Chapter 03), and the host’s closed interface list (Appendix B) has no runner or Terraform egress; where the runner sits is a design decision still to be made, inside the boundary.
[bookmark: _Toc00000851]After apply: drift
The front door governs provisioning. What happens after apply is Azure Policy’s job: existing resources are re-evaluated on a 24-hour cycle, and a subscription created or moved in the hierarchy is evaluated against subscription-level assignments in about 30 minutes.9 The two compose: provisioning is governed, then drift is monitored, and a drift finding opens a request that goes back through the same front door. A portal change that fixes a problem without a request is itself a finding.
Two further rules from the program’s design. A plan’s risk is bounded by the module’s blast radius, so plans that destroy or replace resources carry a heightened approval (a second approver, or the change board). And reconciliation is only as good as the authoritative record it targets: until the enterprise IPAM decision lands, step 5 reconciles against whatever authoritative address record exists, and says so in the evidence.
[bookmark: _Toc00000852]The evidence the loop leaves
Every run produces the same artifacts, which is what makes the loop assessable:
	Artifact
	What it shows
	Where it goes

	The catalog request
	Who asked, for what, with which classification
	Change record

	The approval
	Who approved, and that they weren’t the requester
	Change record

	The plan
	Exactly what was to change
	Attached to the change record

	The apply log
	What changed, by which identity, from which commit
	Pipeline log, retained

	The reconciliation result
	The allocation matches the IPAM; the CMDB is updated
	IPAM and CMDB audit trail

	The gate verdict
	The landing zone matches intent
	Change record; evidence store


FedRAMP’s 2026 Change Management indicators describe the same discipline for cloud providers: KSI-CMT-LMC asks that modifications be “logged and monitored,” KSI-CMT-VTD that “persistent testing and validation of changes throughout deployment is automated,” and KSI-CMT-RMV favors redeploying version-controlled resources over modifying them directly.10 Those indicators bind providers seeking certification, not the agency’s own system (Chapter 06), but an agency that runs its landing zone this way can show its authorizing official the same kind of evidence its providers show FedRAMP. Chapter 11 covers how these artifacts enter the package.
[bookmark: _Toc00000853]Honest limits
· The front door governs only what goes through it. Break-glass access to the portal has to exist, and every use of it is an exception to review.
· The speculative plan is only as safe as the reviewer’s attention; a large plan that nobody reads is approval theater. Keep modules small enough that a plan is reviewable.
· Reconciliation depends on the IPAM decision. Until it’s made, the loop reconciles against the best authoritative record available and records which one.
· Subscription creation by API depends on the agency’s commercial agreement and its roles, which some agencies don’t control directly.
[bookmark: _Toc00000854]What this chapter establishes
1. Infrastructure as code becomes change control only behind a governed front door; Microsoft calls its version subscription vending.
1. The loop is request, approve, plan, apply, reconcile, close, and each step evidences a named control; separation of duties is AC-5.
1. Reconciliation to the address plan is the step that keeps the inventory whole.
1. ServiceNow’s CPG Terraform connector and HashiCorp’s Service Catalog for Terraform are documented ways to build it; the documented plan-approval workflow is HashiCorp’s.
1. The runner, the state and the repository are inside the boundary question, and Terraform state is sensitive data.
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1. Microsoft Learn, “Get compliance data of Azure resources,” Evaluation triggers, https://learn.microsoft.com/azure/governance/policy/how-to/get-compliance-data (accessed Oct 21, 2026).
1. FedRAMP, “Change Management,” Key Security Indicators, Consolidated Rules for 2026 (KSI-CMT-LMC, KSI-CMT-RMV, KSI-CMT-VTD), https://fedramp.gov/2026/providers/20x/key-security-indicators/change-management/ (accessed Oct 21, 2026).
[bookmark: _Toc00000856]Chapter 08 — Who Owns the Boundary
A cloud boundary has more owners than anything else in this workbook: the provider draws the service, the authorizing official draws the agency’s system, the platform team builds the landing zone that makes it real, and the gaps between those three are where features quietly disappear; naming one decider for each of them is the cheapest control an agency has.
[bookmark: _Toc00000857]In this chapter
The people who decide, do and advise when an agency places a system on a certified cloud service: the sponsor and CIO, the authorizing official and the designated representative, the system owner as boundary owner, the CISO and ISSO, the cloud platform team, workload and application owners, identity, endpoint and network engineering, security operations, acquisition and the contracting officer, the cloud provider and FedRAMP. A responsibility matrix covers each decision; a three-party table splits responsibility between the provider, the platform team and the workload team; and each of the four boundary impact dimensions gets an owner.
Earlier chapters describe the boundary as a thing: a certification that covers some features and not others (Chapter 03), a feature gap that runs in more than one direction (Chapter 04), and a landing zone of management groups, subscriptions, policy and address space that makes the boundary concrete (Chapter 05 to Chapter 07). This chapter describes it as a set of decisions, because that is how it fails. A feature is designed in before anyone confirms it works in the agency’s cloud. A workload is placed in a subscription that no one has added to the system description. A provider changes the service and the notice goes to a mailbox no one reads. None of these is an engineering error. Each is a decision that no one owned.
The 2026 FedRAMP rules make the split explicit. FedRAMP certifies the cloud service offering; the agency’s own authorizing official accepts the risk of the agency’s specific use, including its data, configuration and integrations; and an agency “should never create a standalone authorization to operate for a cloud service offering,” but should authorize its own federal information system that uses the service.1 That sentence assigns two boundaries to two owners. The provider owns the service boundary and the certification behind it. The agency owns the boundary of its own system, and everything it builds, configures and connects inside it.
Book 02, Chapter 06 sets out the program’s ownership model and the Risk Management Framework roles. Book 05, Chapter 06, Book 07, Chapter 05, Book 08, Chapter 09 and Book 09, Chapter 09 apply it to endpoints, certificates, DNS and the network. This chapter applies it to the cloud boundary and the landing zone. The roles, the matrix and the tables are the program’s recommended model. Adapt them to the agency’s governance, but keep one decider per row.
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Who decides, who builds and runs, and who supplies the evidence for the agency’s cloud boundary.
[bookmark: _Toc00000858]Where the roles come from
Four sources supply the roles.
The Risk Management Framework supplies the decision rights. NIST SP 800-37 gives the authorizing official primary responsibility for determining a system’s authorization boundary, with the CIO, system owner, mission owner, senior agency information security officer and enterprise architect in supporting roles, and says boundaries “are determined by authorizing officials with input from the system owner.”2 The same publication gives the system owner the job of assembling the authorization package and the authorizing official the risk decision, and states that “the explicit acceptance of risk is the responsibility of the authorizing official and cannot be delegated.” That is why this chapter separates the person who decides where the boundary runs from the person who keeps the record of where it runs.
The FedRAMP 2026 rules supply the division between provider and agency. Agencies must complete the authorization process for systems that use certified services, review the provider’s secure configuration guides and configure the relevant settings, notify FedRAMP after authorizing use with a copy of the authorization letter, and keep governance, risk and compliance tools that can produce and ingest machine-readable artifacts, at minimum OSCAL and JSON.3 The agency system security plan “should only contain information that the agency is responsible for.”4 Each of those obligations lands on a named role below.
The shared responsibility model supplies the line between the provider’s work and the agency’s. Microsoft’s model puts customer data, configurations and settings, and identities and users with the customer in every service model, including software as a service; physical hosts, network and datacenter with Microsoft in every cloud model; and splits applications, network controls and client devices according to whether the service is IaaS, PaaS or SaaS.5 The three-party table later in this chapter applies it to the agency’s own organization.
The Boundary Impact Model supplies the program’s own test of whether ownership is complete. It describes a boundary as any surface across which four things change: telemetry fidelity, identity authority, enforcement responsibility and provenance classification (Chapter 02). The third dimension, enforcement responsibility, is an ownership question by definition: a control that a commercial customer consumes as a platform feature can become the agency’s to enforce when the boundary removes it. The model is useful here because it turns “who owns the boundary” into four questions with four owners, set out at the end of the chapter.
[bookmark: _Toc00000859]Decision rights and work are different things
The program separates three kinds of involvement, as Book 02 does. A role decides when it is accountable for the outcome and can say no. A role does the work when it builds, configures, buys or runs the thing. A role is consulted when the decision can’t be made well without its input, even though the decision isn’t its to make.
The split matters more for a cloud boundary than for most systems, because the most consequential boundary decisions look like engineering. Choosing a feature that turns out not to deliver data in the agency’s cloud is a design choice that becomes an undocumented control gap. Placing a workload in a new subscription is a platform operation that changes the system the authorization describes. Accepting a provider’s change notice without reading it is an operations choice that can move the agency’s residual risk. SP 800-37 says the authorizing official determines “whether significant changes in the information systems or environments of operation require reauthorization,”2 so decisions that change the system have to reach that person, not stop at a pull request or a ticket.
Two more facts shape the split. The authorizing official can delegate the day-to-day work of the role to a designated representative, but not the authorization decision and signature; and for federal agencies the role “is an inherent U.S. Government function and is assigned to government personnel only.”2 And the contract is a decision right of its own: under the Federal Acquisition Regulation only contracting officers can enter into, administer or terminate contracts, within the limits of their written delegation.6 Neither the platform team nor the provider’s account team can change what the agency has bought.
[bookmark: _Toc00000860]The roles
The sponsor and CIO decide which clouds the agency uses for which workloads, fund the landing zone and the platform team that runs it, and set the order in which workloads move. In the program’s model they also own the honest version of the plan: a certification class or a second listing in progress is not a commitment that excluded features will arrive, and a plan that assumes they will has a date no one controls (Chapter 04). The CIO breaks ties between the platform team, security and the workload owners, which will happen, because all of them can reasonably claim the landing zone.
The authorizing official determines the authorization boundary and accepts residual risk. For this book that means four things. The boundary itself: which cloud services, subscriptions, tenants and connections are inside the agency’s system, decided before workloads arrive rather than discovered by an assessor. The documented exceptions in Chapter 09: every gap the agency accepts rather than closes, with an owner and an end or review date. The significant-change decisions: whether a new subscription class, a new connection or a provider’s transformative change requires reauthorization. And the plan of action and milestones, which SP 800-37 lists among the things authorizing officials approve.2 A designated representative can run the process; only the authorizing official signs.
The system owner is the program’s boundary owner. SP 800-37 makes the system owner responsible for the procurement, development, integration, operation and maintenance of the system, for developing and maintaining its security and privacy plans with the system security officer, and for assembling the authorization package and submitting it to the authorizing official.2 In the program’s model the system owner also keeps the boundary record: the list of in-scope services, subscriptions and connections, the capability dispositions from the boundary probe (Chapter 09), and the exception register. The system owner is where the rule “nothing enters production outside the recorded boundary” is enforced: a workload whose subscription isn’t in the record doesn’t go live.
The CISO and ISSO decide the control requirements the cloud configuration must meet and assemble the evidence. The CISO decides which baselines and secure configuration settings apply to the agency tenant and subscriptions, which provider configuration guidance becomes agency policy, and what counts as evidence of an in-boundary equivalent. FedRAMP recommends that agencies designate a federal senior information security official to review each provider’s Ongoing Certification Reports and represent the agency at Quarterly Reviews;3 in the program’s model that is the CISO or a named delegate, because a provider’s report can change the risk the agency accepted. The ISSO maintains the security posture of the system day to day, serves as principal advisor on its controls, and helps the system owner keep the plans current.2 The ISSO is the role that reads the provider’s change notices against the agency’s boundary record.
The cloud platform team builds and runs the landing zone. Microsoft’s Cloud Adoption Framework describes a platform landing zone as a management group hierarchy, centralized shared services and a repeatable way to distribute workload landing zones, usually one platform landing zone per Microsoft Entra tenant; in subscription vending, workload teams get autonomy inside their subscriptions while “the platform team remains responsible for subscription governance.”7 In the program’s model the platform team owns the management group hierarchy, the policy assignments that enforce the boundary (allowed regions, allowed services, diagnostic settings), subscription vending, the hub network and address pools (Chapter 06), the front door (Chapter 07) and the boundary probe. It decides how a control is implemented in the platform. It doesn’t decide whether a gap is acceptable; that goes to the authorizing official. The platform team is the most likely to be over-trusted, because its administrators can change every subscription at once. The program’s answer is the same as for network engineering in Book 09: scoped roles, a second approver for policy changes that affect the boundary, and privileged access that is eligible rather than standing.
Workload and application owners build inside vended subscriptions and own their applications’ fit to the boundary. They state which cloud features their designs depend on, so the system owner can check each against the capability dispositions before the design is built; they accept the policy guardrails the platform team sets; and they own the data classification of what their workloads hold, which drives the security category the agency asserts. A workload owner who needs a feature the boundary doesn’t deliver brings it to the system owner as a requirement, not to the platform team as a policy exception.
Identity, endpoint and network engineering own the parts of the boundary that other books describe. Identity engineering owns the tenant’s Conditional Access and the identity authority dimension (Book 04); endpoint engineering owns the agents and clients on agency devices, which the 2026 rules treat differently from the service (Chapter 09); network engineering owns the paths to the service and their TIC 3.0 posture (Book 09). Each does work the boundary record depends on, and each is consulted when a boundary decision touches its domain.
Security operations receives what the boundary emits: drift findings when a resource appears outside the recorded boundary or a policy assignment changes, telemetry from in-boundary equivalents, and the provider’s notices. It is consulted on every exception, because it is the team that finds out when an exception gets used, and it runs the detections that tell the system owner the record is wrong.
Acquisition and the contracting officer own the contract, and in the cloud the contract decides more of the boundary than most people expect. On October 21, 2026, the Marketplace listing for Microsoft 365 GCC stated that customers must purchase a GCC SKU to be covered by the GCC FedRAMP authorization,8 so a licensing choice is a boundary choice. The listing’s message field was empty on November 9, 2026,8 so the contracting officer confirms the condition with the provider and in the package rather than from the listing. The 2026 rules also limit what a contract may ask for. Agencies must not require a certified offering to supply information or materials beyond what FedRAMP requires, or to hold a specific certification type or path, unless the agency head or a delegate determines there is a demonstrable need and notifies FedRAMP; and agencies must avoid contract terms that would prevent the provider from meeting its FedRAMP obligations to other agencies.34 SP 800-53’s SA-4 makes the other half of the job explicit: acquisition contracts include security and privacy requirements and the “allocation of responsibility or identification of parties responsible for information security, privacy, and supply chain risk management.”9 The acquisition team’s job in this book is to write the shared responsibility split into the order, to buy the SKU the boundary assumes, and to specify capabilities rather than program badges (Chapter 09). 
The cloud provider owns the service boundary and the certification behind it. It supplies the certification package, ongoing certification reports, significant change notifications and secure configuration guidance, and it decides which features exist in which cloud. It is not an agency role and it decides nothing about the agency’s system, but almost every row in the matrix below depends on something it publishes. SP 800-37 puts the agency’s side of that dependency plainly: when controls are implemented by an external provider, “the organization ensures that the information needed to make risk-based decisions is made available by the provider.”2
FedRAMP is consulted, not in charge. Agencies notify FedRAMP after authorizing use, must collaborate with FedRAMP when agency security determinations conflict with a provider’s package, and must notify FedRAMP if something in an ongoing certification report is a serious concern.3 FedRAMP’s certification is an input to the authorizing official’s decision; it never replaces it.
[bookmark: _Toc00000861]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most.

	Decision or work item
	Sponsor / CIO
	AO
	System owner
	CISO / ISSO
	Platform team
	Workload owners
	Identity, endpoint, network
	SecOps
	Acquisition / CO

	Which clouds and services the agency uses, for which workloads
	D
	C
	C
	C
	C
	C
	C
	
	C

	Authorization boundary: services, tenants, subscriptions and connections in scope
	C
	D
	R
	C
	C
	C
	C
	
	

	Boundary record and package kept current
	
	C
	D, R
	R
	R
	C
	C
	C
	

	Security category and information types for the system
	
	D
	R
	C
	
	R
	
	
	

	Landing zone design: management groups, policy, regions, address pools
	C
	
	C
	C
	D, R
	C
	C
	C
	

	Secure configuration settings from provider guides, as agency policy
	
	
	C
	D
	R
	C
	R
	C
	

	Subscription vending and placement of a new workload
	
	
	D
	C
	R
	R
	
	C
	

	Feature dependency checked against capability dispositions
	
	
	D
	C
	R
	R
	C
	
	

	Boundary probe and capability dispositions
	
	
	C
	C
	D, R
	C
	R
	C
	

	In-boundary equivalent: design and evidence
	
	C
	C
	D
	R
	C
	R
	R
	

	Documented exception with an end or review date
	
	D
	R
	C
	C
	C
	C
	C
	

	Provider-side exception request (for example ExpressRoute for Microsoft 365)
	C
	C
	D
	C
	R
	C
	R
	
	R

	Review of ongoing certification reports and Quarterly Reviews
	
	C
	C
	D, R
	C
	
	
	C
	

	Provider change notice: does it change the agency’s risk?
	
	D
	R
	R
	C
	C
	C
	C
	

	Significant change in the agency’s own system
	
	D
	R
	R
	R
	C
	C
	C
	

	Drift findings on the boundary
	
	
	C
	D
	R
	C
	C
	R
	

	Cloud contract, SKU and shared responsibility terms
	C
	
	C
	C
	C
	
	
	
	D, R

	Request for provider materials beyond FedRAMP’s requirements
	D (agency head or delegate)
	C
	R
	C
	
	
	
	
	C

	ATO letter and notification to FedRAMP
	
	D
	R
	R
	
	
	
	
	



Six rows need comment. The boundary row gives the decision to the authorizing official and the work to the system owner because that is how SP 800-37 assigns it, and because a boundary drawn by the team that builds the landing zone tends to follow the landing zone rather than the mission. The placement row gives the decision to the system owner rather than the platform team: subscription vending is the platform team’s mechanism, but whether a workload is inside the authorized system is a boundary question, and the cheapest way to turn an authorized system into an unauthorized one is to vend it a new subscription no one recorded. The feature dependency row is the one the invisible boundary punishes most (Chapter 02): the system owner decides, before a design is built, whether the feature it depends on is dispositioned as working in the agency’s cloud. The two exception rows split on whose exception it is. An agency-side exception is a risk acceptance, so the authorizing official decides. A provider-side exception is a request to the provider through its own process, so the system owner decides whether to make it and acquisition and engineering do the work. And the provider materials row exists because the 2026 rules put that decision above the program: only the agency head or a delegate can decide that an agency needs more than FedRAMP requires of a certified offering.3
[bookmark: _Toc00000862]Three parties, not two
The shared responsibility model is usually drawn with two parties, the provider and “the customer.” Inside an agency the customer is at least two teams: the platform team that runs the tenant and landing zone, and the workload teams that build in it. The table applies Microsoft’s published split5 to those three parties. The table has one column per service model, and within each cell the split between the platform team and the workload owner is the program’s recommended model.
	Responsibility area
	SaaS (Microsoft 365 GCC)
	IaaS and PaaS (Azure subscriptions)

	Customer data and its classification
	Workload owner, under CISO policy
	Workload owner, under CISO policy

	Configurations and settings
	Platform team for tenant-wide settings; workload owner for site, team and application settings
	Platform team for policy and guardrails; workload owner inside the subscription

	Identities and users
	Identity engineering
	Identity engineering; workload owner for application identities

	Client devices
	Shared: Microsoft supplies management capabilities; endpoint engineering protects and evidences devices
	Endpoint engineering

	Applications
	Shared: Microsoft runs the application; the workload owner configures it and its access
	Workload owner (IaaS); shared with Microsoft (PaaS)

	Network controls
	Microsoft inside the service; network engineering for the agency’s paths to it
	Platform team for hub, address pools and front door; workload owner for application-level rules (PaaS); all of it in IaaS

	Operating system, hosts, physical network and datacenter
	Microsoft
	Microsoft for hosts and below; workload owner for guest operating systems in IaaS


Two things follow. First, the rows Microsoft marks “customer” in every model (data, configuration, identities) are exactly the rows where a feature the boundary removes becomes an agency enforcement duty, so they are where in-boundary equivalents land (Chapter 09). Second, the agency’s system security plan describes only these agency-side rows. FedRAMP’s guidance for using a Rev5 package says: “Do not copy and paste provider controls into the agency System Security Plan.”10 Chapter 11 describes what the plan says instead.
[bookmark: _Toc00000863]An owner for each impact dimension
The Boundary Impact Model’s four dimensions give the program a completeness test: if any dimension has no owner, a boundary crossing can change it without anyone noticing.
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Each boundary impact dimension has one decider and one team that does the work, and each raises its own drift class when violated.

	Dimension
	Question
	Decides
	Does
	Drift class on violation

	Telemetry fidelity
	Which signals actually arrive on this side?
	CISO
	Platform team (boundary probe); security operations
	DRIFT-SCHEMA, DRIFT-PROVENANCE

	Identity authority
	Who can a claim’s issuer be resolved to here?
	CISO
	Identity engineering
	DRIFT-IDENTITY

	Enforcement responsibility
	Who must enforce this control on this side?
	Authorizing official
	Platform team or the owning engineering team
	DRIFT-AUTHZ

	Provenance classification
	Is the claim still authoritative here, or only derived?
	ISSO
	System owner
	DRIFT-SEMANTIC



The drift classes are the program’s taxonomy, described in the workbook’s Drift Engine page. The owners are the program’s model. The enforcement row is the one to watch: it is the dimension where a gap becomes a risk decision, so it is the only one the authorizing official decides.
[bookmark: _Toc00000864]Roles in each system
Decision rights don’t change what a console lets someone do. Roles do. A cloud boundary touches at least five systems: the FedRAMP Marketplace and the provider’s package repository or trust center, the Azure management group hierarchy and its policy, the Microsoft 365 admin centers, the agency’s governance, risk and compliance tool, and the contract record. The program maps each team to the least-privileged role in each. Role names are generic because they differ by product and agency.

	Team
	Provider package and trust center
	Azure management groups and policy
	Microsoft 365 admin centers
	GRC tool and package
	Contract record

	Authorizing official and designated representative
	Read
	None
	None
	Approver
	Read

	System owner
	Read; requests access
	Read
	Read reports
	Owner of the boundary record and package
	Read

	CISO and ISSO
	Read; reviewer of ongoing reports
	Read; policy reviewer
	Read security and compliance settings
	Editor
	Read

	Cloud platform team
	Read secure configuration guides
	Administrator at platform scope, eligible not standing; second approver for boundary policy
	Tenant-wide settings their role requires
	Contributor of evidence
	Read

	Workload owners
	None
	Owner within their subscription, inside platform policy
	Settings for their own sites, teams and applications
	Contributor of evidence
	None

	Security operations
	Read change notices
	Read; drift alerts
	Read audit and security data
	Contributor of findings
	None

	Acquisition and contracting officer
	None
	None
	None
	Read
	Owner



Two notes. FedRAMP’s guidance for packages hosted in USDA Connect says the agency’s authorizing official must sign the package access request, and access requires a .gov or .mil address; a provider using a FedRAMP-compatible trust center must instead offer certification data through APIs.11 Either way, the access request is a step with an owner, and the program puts it with the system owner. And the automation that connects these systems (the identity that deploys policy, the pipeline that vends subscriptions, the connector that pulls provider data into the GRC tool) belongs to the team that owns the platform, is non-interactive, and is evidenced like any other privileged identity.
[bookmark: _Toc00000865]What changes from “the cloud team owns the cloud,” in one table
	Old habit
	What replaces it

	The cloud team decides what’s in the cloud
	One decider per row; the authorizing official determines the boundary and the system owner keeps the record

	FedRAMP authorized it, so it’s authorized
	The provider’s certification is an input; the agency authorizes its own system and never issues a standalone ATO for a cloud service

	A new subscription is a platform ticket
	Placement inside the authorized system is the system owner’s decision; vending is the platform team’s mechanism

	A feature in the admin portal is a feature the agency has
	The system owner checks each design dependency against the capability dispositions before it’s built

	The provider’s package is copied into the SSP
	The SSP describes only what the agency implements, configures, operates or inherits

	Provider change notices go to whoever is on the distribution list
	The ISSO reads them against the boundary record, and the authorizing official decides whether one changes the agency’s risk

	The contract is a licensing matter
	The SKU and the shared responsibility split are boundary decisions, written into the order by the contracting officer

	Asking the provider for more is a negotiation
	Only the agency head or a delegate can require more than FedRAMP does, and FedRAMP is notified
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[bookmark: _Toc00000867]Chapter 09 — In-Boundary Equivalents and Documented Exceptions
A boundary can’t be negotiated, but a published exclusion can be inventoried, tested, compensated, excepted or argued one feature at a time; the work is to stop treating the gap as a perimeter and start treating it as a list.
[bookmark: _Toc00000868]In this chapter
The playbook for a capability the agency’s cloud boundary doesn’t deliver: build a per-feature exclusion register with a citation per row, run a boundary probe to record what actually works, build in-boundary equivalents that say they are derived, use a provider’s documented exception path where one exists or a dated risk acceptance where it doesn’t, make the scope arguments the 2026 FedRAMP rules allow, and specify capabilities rather than program badges in acquisitions. It ends with why a higher certification class doesn’t restore an excluded feature.
Chapter 02 describes the invisible boundary: features that appear in the admin portal and in commercial documentation, and may be written into system security plans and migration plans, but deliver nothing in the agency’s cloud. Chapter 04 describes the gap itself. This chapter is about what to do once a gap is found.
NIST frames the choice in four options. When an agency’s trust in an external provider doesn’t give enough assurance, SP 800-37 says the organization “employs compensating controls; accepts greater risk; contracts with a more trustworthy external provider; or does not obtain the service.”1 The program’s playbook uses the same four moves under different names. An in-boundary equivalent is a compensating control built inside the boundary. A documented exception is either a request through the provider’s own exception process or the agency accepting greater risk, in writing, with an end date. An alternative path is a different provider or a different way of meeting the mission need, which Chapter 10 covers for collaboration. Going without the capability is also a legitimate outcome when someone decides it and records it.
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Three responses to a capability outside the boundary, each ending in evidence the authorization package can cite.
[bookmark: _Toc00000869]Start with a register, not a boundary
The prevailing federal framing treats Microsoft 365 GCC as a compliance perimeter that attenuates telemetry and withholds features for accreditation reasons. The program’s FedRAMP whitepaper argues that this framing produces the wrong remedy. A perimeter can only be accepted or left, and the usual alternative, GCC High, is more restricted on several axes rather than fewer. A list of individually published exclusions can be worked one row at a time (Chapter 04 sets out the evidence). The first move is therefore a per-feature register with a citation per row.
The citation is what makes the register usable. Compare two statements. “GCC withholds network telemetry” is an inference a Microsoft reader will reject. “Network connectivity in the Microsoft 365 admin center supports tenants in worldwide commercial and China, but not GCC Moderate, GCC High or DoD” is a sentence from Microsoft’s own documentation, and no reader can reject it.2 The first starts an argument. The second starts a design.
Each register row records:
	Field
	What it holds

	Capability
	The feature, in the provider’s own name for it

	Clouds affected
	Each cloud the exclusion applies to, because exclusions run in more than one direction

	Evidence class
	Vendor-confirmed (the provider documents the exclusion), inferred (the program’s reading, not yet confirmed), restricted (available, but with narrower access or other limits) or retention-limited (available, but kept for a shorter period)

	Citation
	The provider page and section, with the date it was read

	Probe result
	What the boundary probe observed in the agency’s own tenant, with the date

	Dependent designs
	Which agency designs, controls or plans rely on the capability

	Response
	Use, equivalent, exception or alternative path, or going without (decided and recorded), with its owner


The program keeps its own register of this kind for Microsoft 365 GCC telemetry gaps. Of its 26 rows, 8 are vendor-confirmed, 15 are the program’s own inference, 1 is a restriction (a signal available with limits) and 2 are retention limits rather than absences (Chapter 02). The program’s rule is that only vendor-confirmed rows support a claim made to a provider or an assessor; inferred rows are hypotheses for the boundary probe to test.
That rule exists because inferred rows go wrong. The program’s own earlier worked example of the invisible boundary named five features as unavailable in GCC Moderate, and Chapter 02 shows that Microsoft’s documentation supports only one of them. The clearest miss is in Intune, which has no separate GCC instance: “GCC is the same instance as Microsoft Intune in the commercial space.” Device Health Attestation and expedited Windows updates appear in Microsoft’s Intune government service description as features not yet available in GCC High and DoD, a different cloud.3 A design that marked those features unavailable in GCC would have built compensating controls for capabilities the agency already had. Rows like those belong in the register as inferred, for the probe to test, not as findings.
[bookmark: _Toc00000870]Probe what actually works
A register says what the provider documents. A boundary probe says what the agency’s own tenant actually does. In the program’s design it’s a scripted test, owned by the platform team (Chapter 08), that exercises each capability the agency’s designs depend on and records a capability disposition: the capability, the tenant or subscription tested, the test performed, the observed result (works, absent, works with limits, fails silently), the date, and the register row it confirms or contradicts.
Three properties make the probe worth more than a portal screenshot.
· It tests for silence. The failure mode the invisible boundary produces isn’t an error message; it’s a report that never fills in. A probe that only checks whether a setting can be turned on will pass a feature that delivers no data. The probe checks for the output, not the switch.
· It runs on a schedule. Exclusions change in both directions, and providers ship continuously. A disposition that was true at authorization can stop being true, and a gap can close without notice. The program reruns the probe on a fixed cadence and after any provider change notice that names an affected capability.
· It feeds the record. Every disposition goes into the boundary record the system owner keeps, so the system security plan, the plan of action and milestones and the component definition all cite the same result (Chapter 11).
[bookmark: _Toc00000871]Build in-boundary equivalents
An in-boundary equivalent is a compensating mechanism that runs inside the agency’s boundary and does part of what the excluded capability would have done. The Boundary Impact Model names four kinds, one for each way a boundary can change a claim:
	Impact dimension
	What the boundary can remove
	In-boundary equivalent
	What the evidence must say

	Telemetry fidelity
	A signal or report that never arrives
	An adapter inside the boundary that collects a substitute signal
	source_classification: derived, and the signal it substitutes for

	Identity authority
	A trust that resolves differently on each side
	An explicit resolution rule for each federated issuer
	Which issuer is authoritative on this side

	Enforcement responsibility
	A control the platform enforces commercially
	An agency-side enforcement mechanism whose evidence flows through the same evidence chain
	That the control is agency-enforced, not inherited

	Provenance classification
	An authoritative claim that is only derived on this side
	A label carried with the claim through every report
	derived (or absent), never silently upgraded


The rule that runs through every row is say that it’s derived. An equivalent rarely matches the original. A substitute signal may be sampled rather than continuous, collected by the agency rather than the provider, or produced by a tool with its own failure modes. That doesn’t make it worthless, but it changes what the agency can assert. A control narrative that says “the agency monitors network performance at each location” on the strength of a substitute signal, without saying it’s a substitute, is the kind of claim an assessor will take apart. One that says “the provider’s per-location network assessment isn’t available in this cloud; the agency runs scheduled connectivity tests from each location, and results are marked derived” survives review.
A worked example shows the pattern. Network connectivity in the Microsoft 365 admin center, which gives commercial tenants per-location network assessments and insights, isn’t available to GCC Moderate, GCC High or DoD tenants.2 Microsoft’s separate network connectivity test tool, by contrast, lists the US Government (GCC) version as supporting signed-in tests, saved reports, sharing within the tenant, network health status and command-line testing; only sharing reports publicly is disabled for GCC.4 The two aren’t the same thing. The admin center’s insights come from regular in-product measurements aggregated daily for the tenant, while the test tool’s results are run locally in the tool.4 So an in-boundary equivalent built on the test tool needs a schedule (tests run from each location, from the command line, on a cadence the network team sets), a place for the results to land, and the derived label. It closes part of the gap. The comparative per-provider scoring that commercial tenants receive isn’t replaced by it, and the register row should say so, because an agency choosing a transport or SASE provider will have to fund its own measurement for that (Book 09).
Microsoft 365 informed network routing is the opposite case: Microsoft documents that it isn’t available to GCC Moderate tenants, and Book 08, Appendix C records the limit and Book 09, Chapter 12 covers what an agency does instead. Not every exclusion has an equivalent. When none exists, the honest entry is an exception.
[bookmark: _Toc00000872]Use documented exceptions
A documented exception comes in two kinds, and they have different owners (Chapter 08).
The provider’s own exception path
Some excluded or restricted capabilities have a provider-defined path for getting them anyway. ExpressRoute for Microsoft 365 is the worked example, and it cuts both ways. Microsoft says it does “not recommend” ExpressRoute for Microsoft 365 because it doesn’t provide the best connectivity model in most circumstances, requires Microsoft authorization, and authorizes it “only in the rare scenarios where it’s necessary”; a subscription that isn’t authorized gets an error when it tries to create Microsoft 365 route filters.5 Microsoft’s network assessment guidance is more specific: it authorizes ExpressRoute for Microsoft 365 “only when a customer’s regulatory requirement mandates direct connectivity,” and asks the customer to provide “the text excerpt and web link to the regulation” in its request form.6
Two lessons follow. The first is a warning. Federal readers often assume that FedRAMP or FISMA supplies that regulatory hook. The program hasn’t found a FedRAMP rule or a FISMA provision that mandates private connectivity to Microsoft 365, and TIC 3.0 mandates no specific technology (Book 09, Chapter 03). An agency that writes ExpressRoute for Microsoft 365 into a task order without the authorization in hand may find the gate afterwards. The second is a template. Microsoft’s process shows what a feature-level ask looks like when it works: a named requirement, quoted, with a link. The program uses the same structure for every provider-side ask, whether or not the provider has a form for it, and records the request and the answer in the register.
The agency’s own risk acceptance
When no provider path exists, or the agency decides not to use one, the remaining exception is an agency risk acceptance: the authorizing official accepts the residual risk of going without the capability, or of an equivalent that only partly closes the gap. SP 800-37 is clear that “the explicit acceptance of risk is the responsibility of the authorizing official and cannot be delegated.”1 SP 800-53’s CA-5 requires a plan of action and milestones that documents planned remediation of weaknesses and deficiencies found in assessment, updated from assessments, audits and continuous monitoring.7 The program uses both, deliberately:
· A gap the agency intends to close (with an equivalent still being built, a provider ask outstanding, or a migration planned) goes on the plan of action and milestones, with a milestone and an owner.
· A gap the agency has decided to live with goes into a signed exception with an end date or a review date, so that “permanent” is a decision someone repeats, not a default.
Each exception record carries the register row, the capability disposition, the dependent designs, what compensates (if anything) and its evidence, the residual risk in plain words, the signer, the end or review date, and the event that would reopen it: a provider change notice, a certification change, or a probe result that changes. Book 09, Appendix A shows the same discipline applied to Microsoft 365 traffic exemptions, with separate signers for the risk acceptance, the scope register and the architecture determination.
[bookmark: _Toc00000873]Make the scope arguments the 2026 rules allow
Chapter 03 describes what changed at FedRAMP. Four of the changes give an agency arguments it can actually use when a capability is refused, and each one comes with a limit.
1. Security categories can vary by resource, on the provider’s side. The Minimum Assessment Scope rule MAS-CSO-FLO requires providers to identify and document information flows and security categories for the resources in their offering, and says those resources “MAY vary by security category as appropriate to the type of information handled by or impacted by the information resource.”8 Under Rev5 practice one impact level was stamped across an entire boundary. Where a provider has withheld a capability because it would pull a whole offering to a higher level, this rule removes the premise, and the agency can ask the provider which resources carry which category. The limit: the rule binds the provider’s description of its offering. The agency’s own system is still categorized under the Risk Management Framework, and the agency’s system owner and authorizing official still decide that.
2. Software installed on agency systems is outside FedRAMP’s scope. The guidance on MAS-CSO-IIR says that “agents, application clients, mobile applications, etc. that are not fully managed by the cloud service provider” are software delivered for installation on agency systems rather than services operated under shared responsibility, and are “entirely outside the scope of FedRAMP.”8 For an estate full of management agents, endpoint sensors and synchronization engines, that answers a scoping question many boundary documents never ask. The limit, and it’s important: outside FedRAMP’s scope doesn’t mean outside the agency’s authorization. Software installed on agency systems is part of the agency’s system, assessed and monitored by the agency like any other component on its devices and servers. The argument moves the agent from “constrained by the provider’s certification” to “owned by the agency’s endpoint engineering,” which is often the more useful place for it, but it is not a free pass.
3. Routine recurring changes don’t generate notices. Under the Significant Change Notification rules, providers “SHOULD NOT make formal Significant Change Notifications for routine recurring changes”; adaptive changes are notified within 10 business days after they finish; and transformative changes need notice at least 30 business days before work starts, final plans at least 10 business days before, and further notices within 5 business days after finishing and after verification.9 A provider that ships continuously can classify that cadence as routine recurring, which changes what keeping current with commercial costs on the compliance side. The limit: the agency still has to decide whether a provider change affects its own risk, and FedRAMP’s rules put the review of ongoing certification reports on the agency (Chapter 11).
4. Agencies can’t simply demand more. An agency must not require a certified offering to provide information or materials beyond what FedRAMP requires, or to hold a specific certification type or path, unless the agency head or an authorized delegate determines there is a demonstrable need and notifies FedRAMP.10 This cuts against agencies as much as for them. An ask to a provider is strongest when it’s a request for something FedRAMP already requires (machine-readable certification data, change notices, configuration guidance) or a feature-level ask with a cited requirement, and weakest when it’s an open-ended demand for parity.
These rules apply to Rev5 certifications as well as to new ones: FedRAMP’s Rev5 Class C ruleset includes the Minimum Assessment Scope, Significant Change Notification and Certification Data Sharing families,11 and adoption of the 2026 rules becomes mandatory on January 1, 2027, except that the Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules became mandatory earlier, on December 7, 2026 (Book 14, Chapter 02).12 An existing Rev5 certification adopts each family on its own schedule, with grace periods running into 2028 (Federal HR 2.0 Across Agencies and Boundaries).
[bookmark: _Toc00000874]Buy the capability, not the badge
Acquisition is where an exception path gets closed by accident. The Microsoft 365 Network Provider Program is the example: Microsoft’s documentation says the program “is no longer open for new network providers,” although other Microsoft pages still invite network equipment vendors to join it.13 A solicitation that names membership as a qualification or evaluation criterion restricts competition to a closed pool and gives a new entrant no way in.
The program’s position is to specify the capability instead: automated ingestion of the Microsoft 365 IP address and URL web service, direct egress and inspection bypass for the Optimize and Allow categories, and checking the web service’s /version method no more than once an hour, which is Microsoft’s recommendation, before fetching new endpoint data.14 Program membership, if a solicitation mentions it at all, is evidence a bidder may offer, not a gate. The same rule applies to every boundary-related purchase: write the requirement the register row describes, not the product or program that happens to meet it today.
[bookmark: _Toc00000875]A higher class doesn’t restore an excluded feature
The FedRAMP Marketplace lists Microsoft 365 Government Community Cloud & Supporting Services twice. The package most agencies run, MSO365MT, is FedRAMP Certified at Class C (Moderate). A second package with the identical name, MSO365MTA, is FedRAMP In Process at Class D (High), in Initial Implementation, with no authorizations.15 The Marketplace doesn’t state how the two relate. The straightforward reading is a High certification effort for the GCC service, but whether it will supersede the Moderate package, run alongside it or be withdrawn is a question for Microsoft, not a roadmap.
Whatever the answer, a higher class is a different axis from feature availability. The network connectivity layer of the admin center is documented as unavailable in GCC High and DoD as well as GCC Moderate,2 and GCC High is already certified at Class D.15 A certification at High would change what information an agency may place in the service. It would not, by itself, return the per-location network assessments. An agency that defers an in-boundary equivalent because “High is coming” may wait for something the certification was never going to deliver. The register row should record the certification status as context and keep the response it already has.
[bookmark: _Toc00000876]The playbook, in order
	Step
	Action
	Owner (Chapter 08)
	Output

	1
	List every capability the agency’s designs depend on
	Workload owners, with the system owner
	Dependency list

	2
	Find the provider’s statement for each, per cloud
	Platform team
	Register rows with citations and evidence class

	3
	Probe each dependency in the agency’s own tenant
	Platform team
	Capability dispositions

	4
	For each gap, choose a response: equivalent, provider exception, risk acceptance or alternative path, or going without (decided and recorded)
	System owner proposes; authorizing official decides exceptions
	Response per row

	5
	Build equivalents and label their evidence as derived
	Platform team or owning engineering team; CISO decides what counts as evidence
	Equivalent and its evidence

	6
	File provider-side requests with a quoted requirement and link
	System owner, with acquisition
	Request and answer recorded

	7
	Record gaps being closed on the POA&M and accepted gaps in a dated, signed exception
	System owner; authorizing official signs
	POA&M entry or signed exception

	8
	Rerun the probe on a cadence and after relevant provider notices
	Platform team; ISSO reviews
	Updated dispositions and reopened rows


Chapter 11 shows where each output lands in the authorization package.
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[bookmark: _Toc00000878]Chapter 10 — Alternative Collaboration Paths
The collaboration suite is a workload that consumes identity; it can change without moving the place where identity is decided.
[bookmark: _Toc00000879]In this chapter
The third answer to a capability the boundary doesn’t give you: choosing a different certified service for the workload. The chapter separates the identity plane from the collaboration plane, shows how to read a provider’s certification before trusting its announcement, walks through a public example of a cabinet-level department moving its suite (and a public counter-example), and gives the identity patterns, the gaps to close and the decision record that keep the choice governable.
[bookmark: _Toc00000880]The third answer
Chapter 09 covered two answers to a capability that sits outside the boundary: compensate with an in-boundary equivalent, or take a documented exception. The third answer is to change the service that delivers the workload. For collaboration (mail, documents, chat, meetings and the AI features now bundled with them), that means a different suite, or a different certified service for one piece of the suite, such as meetings.
That choice is only safe if it leaves the identity plane where it is. The identity plane is where attributes have one authoritative source, where organizational structure and policy scope come from, and where access is decided. The collaboration plane is where people do their daily work. The two can be separated, and the program treats them as separable by design: a collaboration suite is a workload that consumes identity, not a second directory of record.
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The identity plane stays put; the collaboration suite is a workload it provisions and federates, and the agency’s package records whichever suite is chosen.
	Layer
	What it does
	Can it move?

	Identity and governance
	Authoritative attributes, groups, policy scope, drift detection
	Not as part of a suite decision; it stays the root

	Collaboration
	Mail, documents, chat, meetings, embedded AI
	Yes, if it’s provisioned and federated from the identity plane

	Access control
	Conditional Access, app access, zero trust signals
	Stays with the identity platform; it applies at federated sign-in


[bookmark: _Toc00000881]Read the certification, not the announcement
A suite’s suitability starts with its FedRAMP status, and the status that counts is the one in the Marketplace data, not in a press release. Under FedRAMP’s 2026 rules, services are certified in Classes A to D, Class C includes the former Moderate baseline, and the agency still authorizes its own system: it “should never create a standalone authorization to operate for a cloud service offering,” and instead authorizes its own system as one that uses the service as an external service.1 Chapter 03 covers the rules; this chapter applies them.
Some collaboration services, as the Marketplace lists them today. They’re examples, not recommendations, and the status of any service can change, so read the listing again on the day you decide.2
	Service (Marketplace listing)
	Status
	Class (impact level)

	Microsoft 365 Government Community Cloud & Supporting Services (MSO365MT)
	FedRAMP Certified
	Class C (Moderate)

	Microsoft 365 GCC, second listing (MSO365MTA)
	FedRAMP In Process
	Class D (High)

	Microsoft 365 Government Community Cloud-High (FR1824057433)
	FedRAMP Certified
	Class D (High)

	Google Workspace (F1206081364)
	FedRAMP Certified
	Class D (High)

	Gemini for Government (FR2604952026)
	FedRAMP Certified, January 21, 2026
	Class B (Low)

	Zoom for Government (FR1825941347A)
	FedRAMP Certified
	Class C (Moderate)

	Webex for Government (F1511207635)
	FedRAMP Certified
	Class C (Moderate)

	Slack (FR1823447014) / GovSlack (FR2230252267)
	FedRAMP Certified
	Class C (Moderate) / Class D (High)

	Box Enterprise Cloud Content Collaboration Platform (F1212191840A)
	FedRAMP Certified
	Class D (High)


Two cautions come out of that table. First, the provider’s description and the listing don’t always say the same thing. Google states that “Google Workspace, Gemini in Workspace apps and the Gemini app are FedRAMP High authorized,”3 and Google’s own FedRAMP scope page lists the Gemini app and Workspace with Gemini among its Workspace services.4 The separately listed Gemini for Government offering, though, appears on the Marketplace at Class B, and was listed with an impact level of Low on October 21, 2026.2 Which AI features fall inside the Workspace authorization and which belong to a different offering is a question to settle from the certification package, not from marketing copy. Second, the listing is only the start. The Marketplace description of Google Workspace says its boundary is assessed against the High baseline but that services marked with an asterisk “do not meet the SA-9(5) requirement,” the control enhancement on where processing and storage happen.2 Google also says that meeting its FedRAMP High configuration requires specific editions, such as Enterprise Plus, and that not every service in those editions is authorized.4 Those details decide which features an agency can turn on. 
[bookmark: _Toc00000882]A public example: a department moves its suite
In September 2025 a cabinet-level department awarded a five-year enterprise license agreement, with a ceiling of up to $89 million and a reseller as prime contractor, to move its workforce from Microsoft’s collaboration suite to Google Workspace with Gemini and NotebookLM.5 The award ran under the General Services Administration’s April 2025 agreement with Google, which GSA described as “a temporary price reduction of 71%” off Multiple Award Schedule pricing, with the temporary pricing expiring on September 30, 2025;6 GSA later folded it into its OneGov strategy.7 The department’s deputy CIO said the discount “got us to the table.”8 The award was signed days before that window closed.
This is drawn from public reporting about a real department, not from an engagement of the Federal Modernization Program, and the figures come from the department, the vendor and the press. What the record shows:
	Aspect
	Public record

	Scale
	More than 50,000 employees across the department and its largest component83

	Speed
	Google says the foundational system was deployed and initial users migrated in 22 days; the press reports initial users within 30 days and agency-wide AI tool access within 6038

	Coexistence
	A period of coexistence with the Microsoft tools until the rollout completes8

	Security posture claimed
	Workspace Enterprise Plus with Assured Controls Plus “for 100% U.S.-based support,” per Google3

	Status, October 2026
	Department staff fully migrated to Gmail; the largest component’s mail migration expected “in the coming months”; all 50,000-plus employees have access to Gemini and NotebookLM9


Three things the record doesn’t say matter as much. None of the sources describes how identity was integrated: which directory is authoritative, how users are provisioned, or where Conditional Access applies.83 The identity patterns below are therefore the program’s design, not a description of what the department did. The discount was temporary and tied to an agreement window, so a five-year cost model has to price the renewal years on terms the agency can see, not on the launch price. And speed of first deployment says nothing about the cost of coexistence, which runs until the last component moves.
A counter-example
The public record also holds a move in the other direction. A military department that had bought about 150,000 Google email licenses decommissioned them on February 28, 2025, after an audit found low use: about 16% were in use at any given time, and its chief information officer said “the return on investment wasn’t there.” Users moved to the department’s Microsoft environment.10 The lesson isn’t about either vendor. A suite that people don’t adopt is a cost with no capability behind it, so adoption has to be measured in the pilot, not assumed.
[bookmark: _Toc00000883]Keep the identity plane where it is
Two patterns keep the identity plane authoritative. Both are the program’s design; the product behavior they rely on is documented by Microsoft and Google.
Pattern 1: Entra ID as the source, with provisioning and federated sign-in
Entra ID’s provisioning service creates, updates and disables users and groups in Google Workspace based on assignment to the enterprise app or on scoping filters.11 The details shape the design:
· Every provisioned user needs a user name on a custom domain verified in both Entra ID and Google; onmicrosoft.com names aren’t accepted. Matching is on primaryEmail only.11
· The default mappings carry suspended, manager, department, title and OrgUnitPath, so Google organizational units can be derived from governed attributes rather than maintained by hand. Groups carry name, email, description and members.11
· Users who already have a personal Google account on the agency’s address cause conflicts, which Google’s transfer tool resolves before the first sync.11
Sign-in federates to Entra ID over SAML: Google’s third-party SSO profile points at Entra ID’s sign-in and sign-out URLs and trusts its signing certificate, and Entra ID maps the user’s email as the identifier Google expects.12 Because the suite is now an Entra-integrated app, Conditional Access policies can target it like any gallery app,13 which keeps device, risk and authentication-strength rules in one place (Book 04). Conditional Access applies at the federated sign-in; what happens inside the Google session afterward is Google’s session control, which the agency configures separately.
Pattern 2: Federated coexistence
During a transition, a limited set of users, attributes and groups flows one way into the second suite, and both suites run side by side. Conditional Access and high-assurance signals stay with the identity platform; the second suite is treated as a workload that consumes identity. This is the shape the public example describes as coexistence, and its cost is a second set of mailboxes, sharing settings and retention rules to govern for as long as it lasts.
Gaps both patterns must close
· Administrators who bypass SSO. Google assigns SSO profiles to organizational units or groups, never per user.14 Super administrators are a special case: SSO for them works only through the legacy SSO profile and only in some situations, and signing in at the admin console takes the administrator’s Google email address and Google password, not the identity provider’s credentials. Google recommends 2-Step Verification for super administrators at both the identity provider and Google.15 Those accounts sit outside Conditional Access. Keep them few, enforce that recommendation, and log their use.
· A second directory that drifts. Google keeps its own directory of users, groups and organizational units. Under both patterns it’s derived, and the program treats any object or attribute there that the provisioning service didn’t write as drift to report, not as an accepted edit. Provisioning logs and the Google audit log are the evidence that the derived directory still matches the source.
· What the identity plane carries today. A mature Entra ID deployment already carries Conditional Access, Privileged Identity Management, app registrations and zero trust signals. Changing the suite doesn’t move any of that, and it shouldn’t. If a plan for a new suite starts to include rebuilding those controls inside it, the plan has turned into an identity migration.
[bookmark: _Toc00000884]What the boundary still asks of you
A Class D suite removes the largest barrier, but the agency still accepts risk for “the configuration selected, the integrations enabled, and the controls the agency is responsible for operating,” and FedRAMP expects it to configure identity, logging, monitoring and data protection securely.1 For a collaboration suite that means, at least:
· Service by service scope. Turn on only the services and features inside the certification, using the edition the provider names, and record which asterisked services (those not meeting SA-9(5)) are disabled or accepted.24
· Retention, eDiscovery and records. Check that the suite’s retention and eDiscovery tools (for Google, Vault is listed in the FedRAMP scope)4 meet the agency’s records schedule before the first mailbox moves. The counter-example kept its old mail for National Archives and eDiscovery purposes, which is a cost of exit worth planning at entry.16
· Encryption and data location. Options such as client-side encryption and data regions change what the provider can see and where data lives. Validate them against the agency’s own requirements; they aren’t settled by the listing.
· Logging. Bring the suite’s audit logs into the agency’s central logging alongside Entra ID’s sign-in and provisioning logs, so the identity and collaboration planes can be correlated (Chapter 11).
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The path is worth evaluating when:
· The pain is in the collaboration experience, its cost, or a missing feature, not in the identity governance model.
· AI features embedded in the suite are a real requirement, and the specific features are inside the certification.
· The agency is already comfortable running more than one cloud provider.
· Provisioning and federation from the existing identity plane can be governed and monitored for drift.
· There’s capacity to run coexistence: training, support, two sets of sharing and retention settings.
It’s probably the wrong path when:
· The real problem is directory hierarchy, attribute authority, dynamic groups or policy scope. Those stay identity-plane problems (Book 02), and a new suite doesn’t touch them.
· High-assurance Conditional Access, privileged access workflows or many application integrations already run on Entra ID and would be expensive to re-create around a different suite.
· The organization can’t govern two directories during the transition.
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Start from where the problem is, check the certification class, confirm the identity plane can drive the suite, then pilot and record the decision.
[bookmark: _Toc00000886]The decision record
Whatever the outcome, record it the way Chapter 09 records equivalents and exceptions, so the authorizing official sees one consistent kind of entry:
1. Identity origin. State that Entra ID (or the agency’s governed directory) stays authoritative, and which pattern (provisioning and federation, or federated coexistence) connects the suite.
1. Dependency inventory. List the applications and workflows that depend on the current suite’s identity, mail or files: mail-enabled applications, shared mailboxes, sites and channels used as records stores, embedded Power Platform or add-ins.
1. Certification check. Record the Marketplace listing, class and date read, the edition required, and the services and features turned off because they’re outside the certification.
1. Identity design. Record the provisioning scope, attribute mappings, SSO profile assignments, the handling of administrators outside SSO, and the drift report between directories.
1. Coexistence plan. Set the coexistence duration, training, adoption measures and the rollback triggers before the first cutover wave.
1. Separation. Treat the suite decision as separate from the identity and governance modernization program, with its own approval, so neither one’s schedule silently depends on the other.
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[bookmark: _Toc00000888]Chapter 11 — Evidencing the Boundary in the Authorization Package
The provider’s certification covers the service; the agency’s package has to cover everything the agency did with it, including every place where the service didn’t deliver what the design assumed, and the cheapest way to do that is to write the boundary down once and cite it everywhere.
[bookmark: _Toc00000889]In this chapter
What an authorization package contains and what the 2026 FedRAMP rules say goes in the agency’s half of it; the boundary record as a single named artifact that the system security plan, the plan of action and milestones and the component definition all reference; control narrative patterns for inherited, shared, agency-implemented and compensating controls; how provider change notices and ongoing certification reports feed the agency’s continuous monitoring; and a checklist of what an assessor should find.
An agency never authorizes a cloud service. It authorizes its own system, which uses the service. FedRAMP’s 2026 rules say so directly: an agency “should never create a standalone authorization to operate for a cloud service offering,” and should instead authorize its own federal information system that uses the service as an external service; agencies “remain responsible for issuing their own ATO or ATU even when they rely on a FedRAMP Certification.”1 The provider’s certification is evidence the agency reads. The agency’s authorization package is evidence the agency writes.
This chapter is about what the agency writes when the system crosses a boundary of the kind this book describes. The Boundary Impact Model’s answer is that the boundary should be named, modeled and monitored for drift in the package rather than an assumption embedded in every control narrative (Chapter 02). The rest of this chapter turns that into artifacts.
[bookmark: _Toc00000890]What the package is
NIST SP 800-37 defines the package and who builds it. The system owner (with the common control provider and, for systems that process personally identifiable information, the senior agency official for privacy) assembles it, and it includes “security and privacy plans, security and privacy assessment reports, plans of action and milestones, and an executive summary,” with more at the authorizing official’s request.2 The authorizing official reviews it and issues one of a defined set of decisions: authorization to operate, authorization to use, common control authorization, or a denial of any of them. When controls are implemented by an external provider, “the organization ensures that the information needed to make risk-based decisions is made available by the provider.”
Two kinds of authorization matter for cloud use. An authorization to operate covers a system the agency operates. An authorization to use is issued when an agency accepts the authorization package another federal entity produced for a system that entity authorized; SP 800-37 says the official issuing it “has the same level of responsibility and authority for risk management” as one issuing an authorization to operate, and that the customer organization remains “responsible and accountable for the risks.”2 In practice the agency’s system that uses Microsoft 365 or Azure is authorized to operate, and it inherits from the provider’s certified service. Either way the decision and the risk stay with the agency’s authorizing official.
The 2026 rules then say what the agency’s half contains, and, as important, what it doesn’t:
· The agency’s system security plan “should only contain information that the agency is responsible for,” and covers what the agency implements, configures, operates or inherits.31
· The agency shouldn’t copy the provider’s package into its own. FedRAMP’s guidance for Rev5 packages says: “Do not copy and paste provider controls into the agency System Security Plan,” and provider vulnerabilities and corrective actions “should not be blindly copied into agency POA&Ms.”4
· The agency reviews the provider’s package for the service boundary, included services, inherited controls and customer responsibilities, and configures the agency’s tenant, accounts, integrations, logging and data flows accordingly.4 It must review the provider’s secure configuration guides and configure the relevant security settings.5
· After authorizing, the agency notifies FedRAMP through its ATO letter form, with a copy of the authorization letter.5
· The agency’s governance, risk and compliance tools must be able to produce and ingest machine-readable artifacts in formats FedRAMP identifies, at minimum OSCAL and JSON.5
The boundary is the hinge between those two halves. The provider’s package says what the service does. The agency’s package has to say where the agency’s use of it starts, what crosses the line, and what the agency does about anything the design expected and the service didn’t deliver.
[bookmark: _Toc00000891]The boundary as one artifact
The Boundary Impact Model asks for three things in a package that treats the boundary as a governed object:
1. The boundary itself appears in the system security plan, with disposition data for each of the four impact dimensions.
1. Compensating mechanisms are documented per impact dimension, not as generic mitigations.
1. Drift findings cite the boundary they crossed (for example DRIFT-PROVENANCE @ gcc-moderate-edge), so remediation scope is explicit.
The program implements this as a boundary record, kept by the system owner (Chapter 08), that every other artifact cites rather than restates. One source, many references, is the point: when the boundary probe finds that a capability started or stopped working, one record changes, and every narrative that cites it is current.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b10-cloud-boundary/png/ch11-package-map.png]
The boundary record is the single source the system security plan, the POA&M, the component definition and continuous monitoring all cite.
The table shows where each part of the record goes and what requires it.
	Package artifact
	What the boundary contributes
	Basis

	System security plan: system description and boundary
	The authorization boundary, determined by the authorizing official; the components inside it; the operational environment and every dependency on or connection to other systems
	SP 800-37 Task P-11; SP 800-53 PL-226

	System security plan: external services
	Each certified service used, its Marketplace package and class, the agency’s oversight roles, and how the agency monitors the provider’s compliance on an ongoing basis
	SP 800-53 SA-96

	System security plan: information exchanges
	Each exchange that crosses the boundary (a federated trust, a connector, a private link), with interface characteristics, requirements, responsibilities and the impact level of the information
	SP 800-53 CA-36

	System security plan: control narratives
	For each affected control, whether it is inherited, shared, agency-implemented or compensating, citing the record (patterns below)
	FedRAMP agency responsibilities3

	Plan of action and milestones
	Each gap the agency intends to close, with a milestone and owner; not the provider’s own findings
	SP 800-53 CA-5; FedRAMP Rev5 package guidance64

	Component definition
	Each in-boundary equivalent described as a component, with the controls it supports and how
	OSCAL component definition model7

	Security assessment report
	Assessor results for the agency-side controls, including tests of the equivalents and the probe
	SP 800-37 Task R-12

	Signed exceptions
	Gaps the authorizing official has accepted, with an end or review date (Chapter 09)
	SP 800-37 Task R-42

	Continuous monitoring
	Probe reruns, drift findings that cite the boundary, and the review of provider change notices and ongoing certification reports
	SP 800-53 CA-7; FedRAMP CCM rules68


Two of these rows deserve emphasis. SA-9 asks the agency to define and document “organizational oversight and user roles and responsibilities with regard to external system services” and to monitor the provider’s control compliance on an ongoing basis.6 That is Chapter 08’s responsibility matrix and three-party table, written into the plan. And CA-3 is where most boundary crossings that aren’t the service itself belong: a federated identity trust whose resolution rules differ on each side, a connector that copies data out of the service, a private connection into a subscription. Each one is an exchange with an agreement, and each one is a place where the identity authority or provenance dimension can change.
[bookmark: _Toc00000892]Know whose package you are reading
An agency reviewing a provider’s package should confirm what the package itself inherits. The FedRAMP Marketplace record for Microsoft 365 GCC (MSO365MT) states that the service “leverages Azure Government as the IaaS/PaaS for the underlying infrastructure,” relies on Azure Government-inherited services, and refers readers to the Azure Government package for them; on October 21, 2026 the same record also stated that customers must purchase a GCC SKU to be covered by the GCC authorization, a message the listing no longer carried on November 9, 2026.9 The Marketplace lists Azure Government (F1603087869) and Azure Commercial Cloud (F1209051525) as separate packages, both FedRAMP Certified at Class D (High).9 Chapter 04 explains how that statement sits beside Microsoft’s description of GCC as paired with Entra ID in commercial Azure. For the package, the consequence is that the chain of inheritance for a Microsoft 365 GCC system runs through two provider packages before it reaches the agency, and the agency’s external-services entry should name both, together with the SKU that puts the tenant inside the certified service.
The same Marketplace record carries empty fields for a trust center and for secure configuration guidance as of October 21, 2026.9 That isn’t evidence that the guidance doesn’t exist; it’s evidence that the agency has to obtain it through the package rather than from the listing, and the system owner should record where it came from. Microsoft’s own FedRAMP page states that customers can use the certifications of Microsoft cloud services as the foundation of an agency authorization, but “need to achieve your own authorizations for components outside these services.”10 Those components are what the boundary record lists.
[bookmark: _Toc00000893]Writing control narratives at the boundary
Most of the controls in an agency package aren’t affected by the boundary at all. The ones that are fall into four patterns. Naming the pattern in each narrative is what lets an assessor follow it.
	Pattern
	When it applies
	What the narrative says
	Evidence

	Inherited
	The provider implements the control for the service, and the agency relies on it
	Which package and control the agency inherits, and that the agency has reviewed it
	The provider’s package; the agency’s review record

	Shared
	The provider implements part and the agency configures or operates the rest
	The provider’s part by reference; the agency’s part in full, including the settings from the secure configuration guide
	Configuration exports; policy assignments

	Agency-implemented
	The control is entirely the agency’s, including for agents and clients on agency systems
	How the agency implements it
	The agency’s own evidence

	Compensating
	A capability the control relied on is outside the boundary, and an in-boundary equivalent does part of the work
	What isn’t available and the citation; what the equivalent does and doesn’t do; that its evidence is derived; the register row and disposition
	Equivalent’s output, labeled derived; probe result; POA&M entry or signed exception for the remainder


The compensating pattern is the one the invisible boundary requires, and it is easy to write badly. A narrative that names the commercial capability as if it were in use, because the feature appears in the portal, is the failure Chapter 02 describes. A narrative that hides the substitution is nearly as bad. A good one has four sentences: what the control needs; what the provider documents as unavailable in this cloud, with its citation; what the agency runs instead and what that does and doesn’t cover, with the evidence marked derived; and where the remaining gap is recorded. Agents and clients installed on agency systems belong in the agency-implemented pattern: the 2026 rules place them outside FedRAMP’s scope, which puts them inside the agency’s (Chapter 09).
[bookmark: _Toc00000894]Keeping the package current
A package describes the system on the day it was signed. The boundary moves after that, in both directions, and the agency needs a way to notice.
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Provider changes, probe results and drift findings flow into one review, and only the authorizing official decides whether the agency’s risk changed.
Three inputs feed the review.
Provider change notices. Under the 2026 Significant Change Notification rules, providers don’t notify routine recurring changes, notify adaptive changes within 10 business days after they finish, and give at least 30 business days’ notice before starting a transformative change, with further notices before and after; notices must be available in human-readable and JSON formats, and providers keep 12 months of them with their certification data.11 SP 800-37 puts the customer side of this plainly: it is “incumbent on the customer organization” to make sure the provider shares monitoring information and notifies the customer of significant changes.2 In the program’s model the ISSO reads each notice against the boundary record and asks one question: does this change a disposition, an equivalent or an exception?
Ongoing certification reports and Quarterly Reviews. FedRAMP’s collaborative continuous monitoring rules say agencies must review each Ongoing Certification Report to understand how changes to the service may affect the risk tolerance agreed in their authorization, and should consider the security category in their authorization when they assign security staff to reviewing reports, attending Quarterly Reviews and reading other certification data.8 The agency-use rules add that agencies should designate a federal senior information security official to review the reports and represent the agency at Quarterly Reviews, and must notify FedRAMP if a report raises a serious concern.5
The agency’s own signals. The boundary probe reruns on its cadence (Chapter 09), and drift detection reports any resource, policy or connection that no longer matches the record. Both are continuous monitoring under CA-7, which asks for ongoing control assessments, ongoing monitoring of defined metrics, analysis, and response actions.6
Every item that might change the agency’s risk goes to the authorizing official, who decides whether it is a significant change. SP 800-37 defines a significant change as one “likely to substantively affect the security or privacy posture of a system,” and lists among its examples new or upgraded applications, changes to ports, protocols or services, changes to cryptographic modules or services, and changes in the information types the system handles.2 A provider removing a capability that a compensating narrative depends on, or restoring one that an exception covers, is exactly that kind of change.
[bookmark: _Toc00000895]Two models at once
An agency will hold packages in more than one form for several years. Providers certified under Rev5 keep Rev5 packages; FedRAMP stops accepting new Rev5 certification requests on June 11, 2027, and adoption of the 2026 rules becomes mandatory on January 1, 2027, except that the Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules became mandatory earlier, on December 7, 2026 (Book 14, Chapter 02).12 The 2026 rule families on minimum assessment scope, significant change notification and certification data sharing apply to Rev5 Class C certifications as well, each on its own adoption schedule for an existing certification (Federal HR 2.0 Across Agencies and Boundaries).13 The program’s response is to keep the boundary record in a form that doesn’t depend on which model a provider uses, and to read each provider’s data in whatever form it arrives. FedRAMP-compatible trust centers must provide documented programmatic access to all certification data;14 where a provider has one, the system owner should pull certification data and change notices into the agency’s governance tool as data. NIST’s OSCAL models give the agency’s side the same shape: the system security plan and component definition sit in OSCAL’s implementation layer, and the plan of action and milestones in its assessment layer,7 which is what the agency-use rule on machine-readable artifacts expects.
[bookmark: _Toc00000896]What an assessor should find
	Check
	Where

	The authorization boundary is documented, determined by the authorizing official, and matches what the landing zone actually contains
	System security plan; boundary record; drift report

	Every certified service used is named with its Marketplace package, class and inheritance chain, and the SKU that puts the tenant in scope
	External services section

	No provider control text is copied into the agency plan; inherited controls are cited by reference
	Control narratives

	The provider’s secure configuration guidance has been reviewed and the relevant settings applied
	Configuration evidence; review record

	Every design dependency on a cloud capability has a disposition with a date
	Boundary record

	Every compensating narrative names the unavailable capability with a citation and marks its evidence as derived
	Control narratives; component definition

	Every gap is either on the POA&M with a milestone or in a signed exception with an end or review date
	POA&M; exceptions

	Every boundary crossing that isn’t the service itself is an information exchange with an agreement
	CA-3 entries

	Provider change notices and ongoing certification reports have a named reviewer and a record of review
	Continuous monitoring records

	FedRAMP was notified with the authorization letter
	ATO letter submission record


[bookmark: _Toc00000897]What changes, in one table
	Old habit
	What replaces it

	The agency gets an ATO for Microsoft 365
	The agency authorizes its own system that uses the certified service

	The provider’s SSP is pasted into the agency’s
	The agency plan describes what the agency implements, configures, operates or inherits, and cites the provider by reference

	The boundary is a diagram in an appendix
	The boundary record is one artifact that every narrative, POA&M entry and component definition cites

	A feature in the portal is written up as a control
	Each capability has a disposition; compensating narratives say what is missing and mark the substitute derived

	Provider findings are copied into the agency POA&M
	The agency POA&M holds only gaps the agency intends to close; accepted gaps go in a signed exception

	Provider change notices are informational
	Each is reviewed against the boundary record, and the authorizing official decides whether it is a significant change

	The package is refreshed every three years
	The probe, drift findings and provider data keep it current, in machine-readable form
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[bookmark: _Toc00000899]Appendix A — What to Ask a Cloud Provider For
“Give us commercial parity” can’t be answered; a specific question tied to a published rule or a published exclusion can.
[bookmark: _Toc00000900]In this appendix
A set of requests an agency can put to a cloud provider about its government offering, each with the rule or documented fact it rests on and what a useful answer looks like. Microsoft 365 GCC is the worked example throughout, because Chapter 04 documents its gaps, but every request applies to any provider. Chapter 09 covers what the agency does while it waits for an answer, and Chapter 11 covers where the answers go in the authorization package.
[bookmark: _Toc00000901]How to make the ask
The productive conversation with a provider isn’t “grant us commercial parity.” It is a short list of questions, each of which the provider can answer yes, no, or with a date. Three habits make a request hard to deflect:
1. Name the item. One feature, one package, one rule. “GCC withholds telemetry” invites a general reply; “the admin center’s network connectivity layer is documented as unavailable in GCC, GCC High and DoD”1 doesn’t.
1. Cite the basis. Quote the provider’s own documentation or the FedRAMP rule, with a link. Microsoft’s ExpressRoute for Microsoft 365 process is the model: Microsoft reviews each request and authorizes it only “when a customer’s regulatory requirement mandates direct connectivity,” and asks the customer for “the text excerpt and web link to the regulation.”2 A provider that uses that standard for its own exceptions can’t object to it being used in return.
1. Ask for data, not documents. The 2026 FedRAMP rules make much of a provider’s certification data machine-readable by requirement.34 Ask for the feed and its documentation, not a PDF.
Each request below follows the same layout: what to ask, why the provider can answer it, and what a useful answer looks like.
[bookmark: _Toc00000902]Requests about the offering’s scope and gaps
A1. Publish the per-feature exclusion list as data
Ask. Publish, for each government environment, the list of features that are unavailable or limited compared with the commercial service, as a machine-readable artifact with a stable identifier per feature and a date per entry.
Basis. The exclusions already exist as individual notes in the provider’s documentation: Microsoft states them page by page for the admin center’s network connectivity, Adoption Score, informed network routing, the Office 365 CDN, Windows release health and others (Chapter 04). The gap is that they can’t be enumerated without reading every page. FedRAMP already requires a related list: a public list of the services in the offering and their security categories, complete enough for a customer “to determine which services are and are not included in the FedRAMP Minimum Assessment Scope without requesting access to underlying FedRAMP Certification Data” (CDS-CSO-SVC), with public offering information in human-readable and JSON form (CDS-CSO-PUB).3 That rule covers services, not features within them, so this request extends a list the provider already has to keep.
A useful answer. A JSON or CSV file, updated on a stated cadence, that an agency can diff month to month and load into its exclusion register.
A2. Name the exception path per feature
Ask. For each excluded feature, state whether any exception process exists, and if one does, what requirement (quoted, with a link) would move it, as ExpressRoute for Microsoft 365 already does.
Basis. The ExpressRoute process shows that feature-level exceptions exist and that the provider can describe their trigger precisely.2 Note what that trigger is: a regulatory requirement that mandates the capability. FedRAMP certification and FISMA don’t supply that hook by themselves, so an agency shouldn’t assume an exception is available because it is a federal customer. Chapter 09 walks through the ExpressRoute case.
A useful answer. Per feature: “no exception path,” or “exception path exists; the trigger is X; the request goes to Y.”
A3. Restore the network observability layer, or publish the obstacle
Ask. Make the Microsoft 365 admin center’s network connectivity layer available in GCC: network assessments per location, network insights, network provider attribution and the Network Provider Index. If it can’t be, publish the specific obstacle (which data, which processing location, which control) that prevents it.
Basis. Microsoft documents the feature as supporting commercial and 21Vianet tenants “but not GCC Moderate, GCC High, or DoD.”1 It is the broadest documented loss for network decisions: it is the source of the per-location assessments and of the attribution of performance to named network providers, classified as ISP, Overlay (“VPN, Cloud Proxy, SD-WAN, and SASE”) or Corporate.5 Without it, an agency funds its own measurement to choose between transport and SASE providers (Book 09 Chapter 12).
A useful answer. A target date for GCC, or a named obstacle specific enough that the agency can judge whether a compensating capability or an alternative path is the better use of its money.
A4. State what each environment’s certification would and wouldn’t change
Ask. Explain the relationship between packages that share a name. For Microsoft 365 GCC: does MSO365MTA (Class D, FedRAMP In Process) supersede MSO365MT (Class C, FedRAMP Certified), run alongside it, or get withdrawn; what is its target date; and which of the documented GCC exclusions, if any, a Class D certification would lift.
Basis. The Marketplace shows two packages with the identical offering name, one Certified at Class C and one In Process at Class D, and doesn’t state how they relate.6 FedRAMP’s rules say a change of certification class “requires a new assessment and cannot be done under the Significant Change Notification rules,”4 which is consistent with a separate package but doesn’t explain it. Microsoft’s own service description says GCC “supports” FedRAMP “at a High Impact level,”7 which the Class C Marketplace record doesn’t match.
A useful answer. A plain statement of the plan and its date, and a per-exclusion answer to “would Class D change this?” An agency planning against a Moderate ceiling needs that answer before it commissions a compensating capability it may not need, or defers one it will.
A5. Say which delivered software is outside the certified offering
Ask. List the agents, clients and other software the provider delivers for installation on agency systems, and state for each whether it is operated in a shared-responsibility model (and so inside the certified offering) or delivered to the agency to operate (and so outside FedRAMP’s scope).
Basis. The Minimum Assessment Scope rules say software “delivered separately for installation on agency systems and not operated in a shared responsibility model” is “entirely outside the scope of FedRAMP.”8 Whatever falls outside has to be covered by the agency’s own authorization (Chapter 03).
A useful answer. A list the agency can reconcile against its own software inventory, one line per component.
[bookmark: _Toc00000903]Requests about evidence and change
A6. Provide a FedRAMP-compatible trust center with programmatic access
Ask. Provide certification data through a FedRAMP-compatible trust center with documented programmatic access, just-in-time access provisioning, and self-service access management for agency users and systems. For an offering certified under Rev5, state the date the trust center will be in place. The Certification Data Sharing rules reach an existing Rev5 certification on their own schedule: 2027-08-01 for one already maintaining its certification, with a grace period to 2028-02-01 (Federal HR 2.0 Across Agencies and Boundaries).
Basis. The 2026 rules require providers to “use a FedRAMP-compatible trust center to store and share FedRAMP Certification Data” (CDS-CSO-UTC), and require trust centers to “provide documented programmatic access to all FedRAMP Certification Data, including programmatic access to human-readable materials” (CDS-TRC-PAC), to share it “without interruption” (CDS-TRC-USH) and to log access for at least six months (CDS-TRC-ACL).3 On October 21, 2026, the Marketplace data showed a trust-center entry for 110 of its 781 listings and none for the three Microsoft 365 government packages.6
A useful answer. A trust-center URL, API documentation, and an access process the agency’s governance tooling can use without a human request each time; or, for a Rev5 offering without one yet, the provider’s committed date.
A7. Deliver Significant Change Notifications as a feed
Ask. Deliver Significant Change Notifications in JSON through a documented mechanism the agency can subscribe to, with the 12-month history the rules require.
Basis. Providers must make all notifications and related audit records available “in human-readable and JSON formats” (SCN-CSO-HRM) and keep 12 months of them with the certification data (SCN-CSO-HIS); the notification mechanism must be documented in the certification package (SCN-CSO-NOM).4 Agencies, for their part, must review ongoing certification reports for changes that affect their own authorization.9
A useful answer. An endpoint or subscription, a schema, and a statement of which changes the provider classes as routine recurring and so won’t notify.
A8. Document the cryptographic modules per service
Ask. Provide the list of cryptographic modules used to protect federal customer data in each service, with their CMVP validation status, and the defaults applied to agency tenants.
Basis. CMU-CSO-CMD requires that documentation; CMU-CSO-UVM makes validated modules a SHOULD at Class C and a MUST at Class D; CMU-CSO-CAT asks providers to configure agency tenants by default to use validated modules where available.10 NIST moved all FIPS 140-2 certificates to the Historical List on September 22, 2026 (Book 09 Chapter 03), so the validation status of each module is now a live question.
A useful answer. A per-service module list with certificate numbers and the tenant defaults, in machine-readable form.
[bookmark: _Toc00000904]Summary
	#
	Request
	Rule or documented basis

	A1
	Per-feature exclusion list as data
	Provider’s per-feature notes; extends CDS-CSO-SVC and CDS-CSO-PUB

	A2
	Exception path per feature
	ExpressRoute for Microsoft 365 authorization process

	A3
	Network observability layer in GCC, or the named obstacle
	Admin center network connectivity documented as not in GCC

	A4
	What each certification would and wouldn’t change
	Same-named packages on the Marketplace; class change needs a new assessment

	A5
	Delivered software outside the offering
	MAS-CSO-IIR guidance on agents and clients

	A6
	FedRAMP-compatible trust center with programmatic access
	CDS-CSO-UTC; CDS-TRC-USH, -PAC, -ACL

	A7
	Change notifications as a feed
	SCN-CSO-HRM, -HIS, -NOM

	A8
	Cryptographic modules per service
	CMU-CSO-CMD, -UVM, -CAT


Each request is answerable, none needs a boundary argument, and A1, A5, A6, A7 and A8 rest on obligations the 2026 rules already place on providers, which reach an existing Rev5 package on each rule family’s own date (Federal HR 2.0 Across Agencies and Boundaries). Record each request, its date and the provider’s answer in the authorization package (Chapter 11): a documented “no” is evidence too. The explainer Federal HR 2.0 Across Agencies and Boundaries works through A6 and A8 against one Rev5 SaaS platform, with the questions an agency would put to its provider.
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[bookmark: _Toc00000906]Appendix B — Platform Host Interface Reference
A host that holds the program’s source of truth should have a finite list of conversations, and anything off the list is a finding.
[bookmark: _Toc00000907]In this appendix
The interface surface of the platform host once it’s built: client transport, identity, the cloud management plane, governance and telemetry, local management, and outbound integrations. For each plane the appendix gives its listener or endpoint, how it authenticates, which boundary it sits in and what evidence it produces, with illustrative configuration. It closes with the boundary and egress posture, the control crosswalk, and how the inventory changes under other repository options.
[bookmark: _Toc00000908]What this reference covers
The platform host is the program’s single governed server: one Windows Server 2025 machine, with a standby for recovery, that holds the authoritative repository and runs analysis, planning, delivery and evidence. Book 01, Chapter 03 explains its roles and why one authoritative writer matters. This appendix answers the question that comes after the build: once it’s installed, what does it talk to, what talks to it, and what governs each conversation?
That question belongs in a book about the boundary because the host’s interfaces cross several boundaries at once: the agency’s own network, Active Directory, Microsoft Entra ID, Azure commercial, and the public internet. An unenumerated interface on a control-plane host is exactly what an assessor finds and a drift report can’t score. The program’s position is that the list below is closed: every plane is enforced by the build runbook, pinned by the release manifest, and observed by the conformance adapter, and anything not on it is a drift finding or a decision to record, never a tolerated exception.
The reference architecture runs Gitea behind IIS. Gitea and IIS are the program’s example components, chosen over IIS serving Git directly through the git-http-backend CGI for authentication integration and operational reasons; the reduced surface of that alternative is summarized at the end. Host names use contoso as the example domain throughout.
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The platform host’s six interface families: one TLS endpoint at IIS and Gitea’s own SSH listener for clients, two identity sources, the Azure management planes as a documented exception, and a read-only upstream mirror.
[bookmark: _Toc00000909]The six families at a glance
	Family
	Planes
	Primary consumer

	A. Client and operator transport
	HTTPS Git (Smart HTTP), Gitea SSH, Gitea web UI, Gitea REST API, Git LFS, optional program API
	Contributors, automation, auditors

	B. Identity and authentication
	Active Directory over LDAPS, Entra ID over OpenID Connect, Windows Authentication for the optional API, the host’s own identities, signed-commit verification
	Operators and service identities

	C. Cloud management plane
	Azure Arc agent, Azure Policy and machine configuration, Azure Monitor Agent, Azure Blob backup target
	Platform engineering, security operations

	D. Governance and telemetry
	Server-side Git hooks, Gitea webhooks, the drift reporter, the conformance adapter, IIS W3C logs
	The program’s governance pipeline and continuous monitoring

	E. Local management
	PowerShell 7.6 (signed scripts only), Windows PowerShell 5.1 for legacy IIS cmdlets, the Gitea CLI, IIS Manager and appcmd, NTFS storage
	Tier 0 administrators

	F. Outbound integrations
	GitHub upstream pull mirror, PostgreSQL back end (or embedded SQLite), build-time package sources
	Upstream ingest, supply chain


Two planes are absent on purpose. The host reports no Intune compliance policy and isn’t hybrid joined to Entra ID; neither is possible for Windows Server 2025, as family B and family C explain.
[bookmark: _Toc00000910]Illustrative configuration
The configuration and PowerShell in this appendix are illustrative and haven’t been tested against a production forest or tenant. Host names, group names and paths are examples. Review every block, check option names against the documentation for the versions you install, and run it first on a test host.
[bookmark: _Toc00000911]Family A — client and operator transport
A.1 HTTPS Git over Smart HTTP, TCP 443
	Attribute
	Value

	Listener
	IIS site FMPReverseProxy, host name git.fmp.corp.contoso.com, port 443

	TLS
	Enterprise-CA-issued certificate (program template), 4096-bit RSA; private key readable only by the IIS app pool identity

	Back end
	http://127.0.0.1:3000 (Gitea), through URL Rewrite and Application Request Routing

	Forwarded headers
	Host and X-Forwarded-Proto, so Gitea builds correct public URLs1

	Security headers
	HSTS (max-age=31536000, includeSubDomains), set with IIS’s native site-level <hsts> element, available since IIS 10.0 version 1709;2 X-Content-Type-Options: nosniff; X-Frame-Options: DENY

	Request size
	maxAllowedContentLength raised to 524,288,000 bytes (500 MB); the IIS default is 30,000,000 bytes (about 28.6 MB)3

	Authentication
	Interactive sign-in through Entra ID OIDC for the web UI; personal access tokens for git over HTTPS; for administrative access, a client certificate over mutual TLS, required through IIS’s SSL settings (Book 01, Chapter 03)

	Audit
	IIS W3C extended logs, read by the conformance adapter and forwarded by the Azure Monitor Agent


This is the only plane that answers on the host’s network address for HTTP. Gitea is bound to loopback and unreachable directly. The rewrite rule is single, catch-all and stop-processing, with no static-content fall-through. Gitea’s own IIS guidance adds the steps that are easy to miss: install the WebSocket Protocol feature (Gitea’s real-time updates use a WebSocket at /-/ws), don’t let the proxy decode the request URI (an encoded %2F must stay encoded), turn off ARR’s reverse rewrite of the host in response headers (otherwise redirects send browsers to the internal address), and serve a certificate with its full chain so git clone works.1
<!-- Illustrative: D:\inetpub\FMPReverseProxy\web.config (excerpt) -->
<configuration>
  <system.webServer>
    <rewrite>
      <rules>
        <rule name="ReverseProxyToGitea" stopProcessing="true">
          <match url="(.*)" />
          <!-- {UNENCODED_URL} keeps the request path exactly as the client sent it -->
          <action type="Rewrite" url="http://127.0.0.1:3000{UNENCODED_URL}" />
        </rule>
      </rules>
    </rewrite>
    <security>
      <requestFiltering>
        <!-- Large pushes and LFS uploads; IIS default is 30000000 bytes -->
        <requestLimits maxAllowedContentLength="524288000" />
      </requestFiltering>
    </security>
  </system.webServer>
</configuration>
Used by every git clone, git fetch and git push against the canonical repositories, every browser session in the web UI, and every REST call.
A.2 SSH Git transport, TCP 2222
Gitea runs its own SSH server; the operating system’s OpenSSH server isn’t installed and port 22 isn’t used. Gitea’s built-in server needs START_SSH_SERVER = true, which defaults to false; DISABLE_SSH = false alone only leaves the SSH feature enabled. SSH_PORT is the port shown in clone URLs and SSH_LISTEN_PORT the port the built-in server listens on.4 Users authenticate with SSH public keys they upload in the web UI or through POST /api/v1/user/keys.5
The SSH plane is equivalent to HTTPS for git operations but bypasses IIS, so it doesn’t appear in the IIS W3C logs. Its audit trail is Gitea’s own log under D:\Gitea\log\, which the conformance adapter reads alongside the IIS log. HTTPS is the default for people (web UI, README, configured push URLs); SSH is for build agents that can’t reach HTTPS through the agency’s authenticating forward proxy, because SSH doesn’t use HTTP proxies.
; Illustrative: D:\Gitea\custom\conf\app.ini (excerpt)
RUN_USER = svc-fmp-gitea$

[server]
PROTOCOL         = http
HTTP_ADDR        = 127.0.0.1
HTTP_PORT        = 3000
ROOT_URL         = https://git.fmp.corp.contoso.com/
DISABLE_SSH      = false
START_SSH_SERVER = true
SSH_DOMAIN       = git.fmp.corp.contoso.com
SSH_PORT         = 2222
SSH_LISTEN_PORT  = 2222
LFS_START_SERVER = true

[service]
DISABLE_REGISTRATION = true
REQUIRE_SIGNIN_VIEW  = true

[security]
INSTALL_LOCK      = true
; Keep browser-editable server hooks off; hook bodies are deployed by the signed build
DISABLE_GIT_HOOKS = true

[database]
DB_TYPE = postgres
HOST    = pg01.corp.contoso.com:5432
NAME    = fmp_gitea
; USER and PASSWD are supplied by the build from the secret store

[mirror]
MIN_INTERVAL = 10m
A.3 Gitea web UI, on TCP 443
Routed through IIS to Gitea’s HTML surface: repository browsing, blame, raw files, diffs, issues, pull requests and reviews; OAuth2 application management; personal access token issuance for the signed-in user; and mirror status with a Synchronize Now control for the upstream pull mirror.6
Anonymous access is off. DISABLE_REGISTRATION = true (Gitea’s default) means only administrators create accounts, and REQUIRE_SIGNIN_VIEW = true (default false) forces sign-in to view any page or use the API.4
Hook bodies aren’t edited in the browser, and they aren’t part of the webhook settings. Gitea does offer per-repository Git hook editing, but only when DISABLE_GIT_HOOKS is set to false, and Gitea’s documentation warns that doing so lets users with the Git Hook privilege run arbitrary code on the host.4 On a Tier 0 host the program keeps the default (true) and deploys hook bodies to disk through the signed build instead.
A.4 Gitea REST API v1, https://git.fmp.corp.contoso.com/api/v1/
The REST API is the machine-to-machine control plane for Gitea. What the web UI does is reachable here under the same authentication: a personal access token sent as Authorization: token <value>, an OAuth2 token, or a session.5
	Endpoint
	Method
	Build step
	Purpose

	/api/v1/orgs
	POST
	Phase 8
	Create the fmp organization

	/api/v1/repos/migrate
	POST
	Phase 8
	Create the GitHub pull mirror (mirror: true, mirror_interval)

	/api/v1/orgs/{org}/teams
	GET
	Phase 14.4
	Drift reporter compares the team list with group claims

	/api/v1/admin/users
	GET
	Runtime
	Audit and drift reporting

	/api/v1/admin/users/{username}
	PATCH
	Runtime
	Leaver handling (prohibit_login)

	/api/v1/repos/{owner}/{repo}/hooks
	GET, POST
	Phase 9
	Webhook registration


All of these exist in Gitea’s API definition.5 There’s no /api/v1/admin/sources endpoint, though, so authentication sources can’t be registered through the REST API. Register them with the Gitea CLI (gitea admin auth add-ldap and add-oauth, shown in family B) or in the site administration pages.7 The REST surface isn’t extended by the program; adapters that need new behavior add server-side hooks, not Gitea endpoints.
A.5 Git LFS
With LFS_START_SERVER = true (default false), Gitea serves Git LFS on the same loopback listener.4 The objects live under D:\Gitea\data\lfs\, with the same backup, ACL and quota posture as the bare repositories in D:\GitRepos\; there’s no separate object-storage back end. The conformance adapter reports LFS bytes stored in each poll’s repository inventory, and LFS quota drift is a CM-8 finding.
A.6 Optional program API, through HttpPlatformHandler
Separate from Gitea. When the optional API extra is installed, a Python (uvicorn) application runs under IIS HttpPlatformHandler and exposes the program’s own evidence and assessment surfaces. It’s off by default: the standard build doesn’t install it, and the governance pipeline doesn’t depend on it.
	Property
	Value

	Process
	python.exe running the program’s run.py; one worker, bound to loopback

	Bind
	127.0.0.1:%HTTP_PLATFORM_PORT%, the port HttpPlatformHandler assigns

	TLS
	Terminated at IIS, with the same certificate as Gitea or a sibling

	Authentication
	IIS Windows Authentication, providers Negotiate then NTLM; anonymous off

	Token forwarding
	forwardWindowsAuthToken="true": HttpPlatformHandler passes the caller’s token to the process in the X-IIS-WindowsAuthToken header on each request, and the process must close the handle (default false)8

	Headers
	HSTS, X-Frame-Options, X-Content-Type-Options, Referrer-Policy, Permissions-Policy; X-Powered-By removed

	Logging
	The IIS W3C log is authoritative; the application’s own access log is turned off deliberately


[bookmark: _Toc00000912]Family B — identity and authentication
B.1 Active Directory over LDAPS, outbound TCP 636
The path for users whose identity is still only in the forest. Gitea’s LDAP source binds with a least-privilege account, searches only the governed Users OU, and grants administrator rights through an LDAP filter on the canon stewards group. A successful bind creates a Gitea account on first sign-in. With user synchronization turned on, Gitea’s sync_external_users job (on by default, nightly at midnight) also creates new users, updates existing ones and disables users no longer found in the source.4 The host’s own computer account uses Kerberos, separately, for domain services and Group Policy.
# Illustrative: register the AD source with the Gitea CLI (run under the Gitea service identity)
$gitea  = 'D:\Gitea\gitea.exe'
$config = 'D:\Gitea\custom\conf\app.ini'
$bindPw = Get-Secret -Name 'svc-fmp-ldap' -AsPlainText   # Microsoft.PowerShell.SecretManagement

& $gitea --config $config admin auth add-ldap `
    --name 'corp-ad-ldaps' `
    --security-protocol 'LDAPS' `
    --host 'dc01.corp.contoso.com' `
    --port 636 `
    --bind-dn 'CN=svc-fmp-ldap,OU=ServiceAccounts,DC=corp,DC=contoso,DC=com' `
    --bind-password $bindPw `
    --user-search-base 'OU=Users,OU=ORG-IT-INF-PLATFORM,DC=corp,DC=contoso,DC=com' `
    --user-filter '(&(objectCategory=person)(objectClass=user)(sAMAccountName=%[1]s))' `
    --admin-filter '(memberOf=CN=IT-INF-PLATFORM-CanonStewards,OU=Groups,DC=corp,DC=contoso,DC=com)' `
    --username-attribute 'sAMAccountName' `
    --email-attribute 'mail' `
    --synchronize-users
--name, --security-protocol, --host, --port, --user-search-base, --user-filter and --email-attribute are required; the rest are optional.7 Passing the bind password on the command line exposes it to anyone who can read process arguments on the host, so run this once, at build, from the signed runbook.
B.2 Entra ID over OpenID Connect
The federated sign-in path. The build registers an application in the agency’s tenant with sign-in audience AzureADMyOrg, redirect URI https://git.fmp.corp.contoso.com/user/oauth2/EntraID/callback (Gitea’s callback is /user/oauth2/<source name>/callback), and a groups claim in the ID token. Gitea’s OIDC source then uses the tenant’s discovery document.
# Illustrative: register the Entra ID source with the Gitea CLI
$tenantId = '<tenant ID>'
$clientId = '<application (client) ID>'
$secret   = Get-Secret -Name 'fmp-gitea-oidc' -AsPlainText

& $gitea --config $config admin auth add-oauth `
    --name 'EntraID' `
    --provider 'openidConnect' `
    --key $clientId `
    --secret $secret `
    --auto-discover-url "https://login.microsoftonline.com/$tenantId/v2.0/.well-known/openid-configuration" `
    --scopes 'email profile' `
    --group-claim-name 'groups' `
    --admin-group '<object ID of the canon stewards group>' `
    --group-team-map '{"<object ID of the contributors group>": {"fmp": ["Contributors"]}}' `
    --group-team-map-removal
The Gitea options exist as shown;7 check the --group-team-map JSON shape against the reference for your version. Four points follow from how Entra ID issues the claim:
· groups isn’t a scope. Don’t request openid profile email groups. Group membership comes from the app registration’s groups claim configuration, not from a requested scope; request the ordinary OIDC scopes.
· The claim carries object IDs. By default the groups claim contains group object IDs, so --admin-group and the team map are keyed by object ID, not display name. Synchronized groups can instead emit sAMAccountName, and cloud-only groups their display name, through optional claim settings.9
· Overage. If a user is in more than 200 groups, a JWT carries no groups claim at all, only an overage indicator pointing to Microsoft Graph.9 Gitea’s mapping would then see no groups. Configure the claim as Groups assigned to the application, which Microsoft recommends for large organizations, and assign only the groups that map to Gitea roles.10
· Mapping happens at sign-in. Gitea applies the group-to-team map when the user signs in, and Gitea’s only background sync of external users is the LDAP job in B.1; nothing re-reads OIDC group membership between sign-ins.4 A user removed from a group keeps their Gitea team membership, personal access tokens and SSH keys until they sign in again or someone acts. The leaver step therefore disables the Gitea account directly (PATCH /api/v1/admin/users/{username} with prohibit_login), and the drift reporter flags any Gitea account whose Entra ID user is disabled.
Dynamic groups need Microsoft Entra ID P1.11 A joiner, mover or leaver event doesn’t reach Gitea in minutes. Microsoft says dynamic membership changes are usually processed within a few hours and can take more than 24 hours, depending on the number of groups, the volume of changes and rule complexity.12 For a synced user, the attribute change also waits for a directory sync cycle first. Treat propagation as hours, not minutes, and close the gap for leavers with the direct disable above.
B.3 Windows Authentication for the optional API
When the optional API is on, IIS authenticates callers with Negotiate (Kerberos preferred, NTLM fallback) and forwards the token to the Python process (A.6). This applies only to that API. Gitea handles its own authentication through LDAPS or OIDC.
B.4 The host’s own identities
Three identities matter, and they’re different things:
· The Gitea service account is a group managed service account (CORP\svc-fmp-gitea$). Services configured through the Service Control Manager, IIS application pools and scheduled tasks can all run as a gMSA, and Windows rotates its password automatically.13 Gitea’s own Windows service instructions register the service with sc.exe and run it as the local system account by default, so the service account is set separately (family E).14
· The Arc managed identity is the host’s identity in Azure. Arc creates a system-assigned managed identity whose tokens come from a local endpoint, http://localhost:40342.15 A local process can request a token only if it can read the challenge file in the agent’s token directory, which is limited to administrators and members of the Hybrid agent extension applications group,16 so the account that runs backups and the drift reporter must be in that group. The managed identity has no Azure permissions until role assignments grant them.
· A device object in Entra ID isn’t one of them: the host isn’t hybrid joined, so it has no device extensionAttributes to carry its organizational attributes. Microsoft’s supported devices for hybrid join are Windows 11, Windows 10, and Windows Server 2016, 2019 and 2022; Windows Server 2025 isn’t on the list.17 The host’s organizational attributes therefore live as tags on its Arc resource, as Book 01 describes. The underlying distinction still holds where a device object exists: device extensionAttributes are managed only in Entra ID, while a synced user’s onPremisesExtensionAttributes are read-only in Microsoft Graph because their source of authority is on-premises AD.18
B.5 Signed-commit verification
The hook chain rejects unsigned pushes to main, canon/* and any path under the canon directory. Gitea already does most of this natively: it verifies GPG and SSH commit signatures against keys in its own database (without checking key expiry, revocation or key servers),19 and a protected branch’s Require signed commits setting rejects pushes containing unsigned or unverifiable commits.20 Use the branch protection setting as the primary control and keep the hook’s own gpg.exe check only for rules Gitea can’t express, such as path-based requirements. If gpg.exe stays, pin its version in the release manifest; the current release is Gpg4win 5.1.1 (September 23, 2026).21
B.6 Authentication identity matrix
	Caller
	Authentication path
	Where the identity comes from
	Bound to

	Federated contributor
	Entra ID OIDC sign-in (web UI), then a personal access token for git
	Entra ID tenant and group claims
	Groups assigned to the Gitea app registration

	Administrator
	Client certificate over mutual TLS at the IIS reverse proxy, required for administrative access
	Enterprise PKI, per Book 01, Chapter 03; the certificate template and the mapping of a certificate to an administrator are not yet specified
	The administrative access that IIS’s SSL settings gate

	AD-only contributor
	LDAPS bind through the Gitea source
	Forest user in the governed Users OU
	IT-INF-PLATFORM-CanonStewards admin filter

	Optional API caller
	IIS Negotiate (Kerberos, then NTLM)
	Forest user, impersonated in the API process
	NTFS ACLs on what the API touches

	Gitea service
	gMSA CORP\svc-fmp-gitea$
	Forest service account
	D:\GitRepos, D:\Gitea

	IIS reverse-proxy app pool
	IIS AppPool\FMPReverseProxy
	Built-in app pool identity
	TLS private key (read), nothing else

	Backup and drift tasks
	Arc system-assigned managed identity, used by the gMSA
	Arc resource’s service principal
	Storage account and Arc resource scope, by role assignment

	GitHub upstream mirror
	Anonymous HTTPS fetch
	None; the upstream is public
	None


[bookmark: _Toc00000913]Family C — cloud management plane
These planes run in Azure commercial. That matters for the boundary: an agency’s Microsoft 365 GCC tenant uses Microsoft Entra ID in Azure public,22 and Azure Arc-enabled servers, Azure Monitor (including Log Analytics), Azure Policy’s guest configuration and Blob storage are all listed in Azure public’s FedRAMP High audit scope.23 Azure Commercial Cloud is its own Marketplace listing, certified at Class D (High), separate from the Microsoft 365 GCC listing at Class C.24 The program records the Arc, Monitor and Blob dependency as a documented exception with a risk acceptance, as Chapter 09 describes, and evidences it in the package (Chapter 11).
C.1 Azure Arc
Phase 11 onboards the host as a Microsoft.HybridCompute/machines resource named FMP-GIT01 in resource group rg-fmp-governance, with DeviceRole and DeviceTier tags so Azure Policy assignments can be scoped by tag. The Connected Machine agent’s outbound endpoints in Azure public include:25
	Endpoint
	Purpose
	When

	login.microsoftonline.com, *.login.microsoft.com, pas.windows.net
	Microsoft Entra ID tokens (regional endpoints in normal operation)
	Always

	*.his.arc.azure.com
	Metadata and hybrid identity services
	Always

	*.guestconfiguration.azure.com
	Extension management and guest configuration
	Always

	guestnotificationservice.azure.com, *.guestnotificationservice.azure.com, azgn*.servicebus.windows.net
	Notification service for extensions and connectivity
	Always

	management.azure.com
	Azure Resource Manager
	Only when the server connects or disconnects

	download.microsoft.com
	Windows installation package
	Install and automatic updates


management.azure.com doesn’t carry resource updates or extension installs: Microsoft documents it as needed only to create or delete the Arc resource, and lists the notification and Entra ID endpoints above as always required.25 Book 05, Chapter 09 covers Arc onboarding and operations for servers in general.
C.2 Azure Policy and machine configuration
Once the host is in Arc, Azure Policy assignments at rg-fmp-governance project machine configuration (formerly Guest Configuration) audits onto it. Results return through the Arc agent to Azure and to the drift engine.
There is no Intune compliance policy (windows10CompliancePolicy) assigned to the host attesting Secure Boot, BitLocker, code integrity, firewall, antivirus and TPM state. Intune’s supported platforms don’t include Windows Server,26 so the host can’t enroll and the policy can’t apply. The same signals are audited through machine configuration baselines and Defender for Servers on the Arc resource, as Book 05 describes.
C.3 Azure Monitor Agent
Installed as the Arc extension AzureMonitorWindowsAgent, governed by data collection rules. It forwards the IIS log, Gitea’s log, the Windows security audit categories set in Phase 13 (logon and logoff, object access, privilege use, system, account management, policy change) and the Defender event log to the agency’s Log Analytics workspace. The agent’s endpoints are global.handler.control.monitor.azure.com, <region>.handler.control.monitor.azure.com, <workspace-id>.ods.opinsights.azure.com, <region>.monitoring.azure.com and, where used, a data collection endpoint’s ingest.monitor.azure.com address.27 *.oms.opinsights.azure.com isn’t among them.
Three details of IIS log collection affect the evidence:28
· The IIS log must be W3C format on a local drive, without circular logging or renaming.
· The X-Forwarded-For custom field isn’t supported by the IIS log data source; collect the file as a custom text log if that field matters.
· The agent collects when the log file rolls over. With the default daily rollover, data arrives once a day; Microsoft recommends hourly rollover.
C.4 Azure Blob backup target
Phase 12’s backup function uploads the nightly gitea dump archive (Gitea’s single-archive backup of files and databases)7 and the zipped D:\GitRepos\ to storage account stfmpgovernance, container gitea-backups, with 30-day retention, authenticating with the Arc managed identity (B.4). This is the default for the full-production (PostgreSQL) profile. The single-host SQLite profile, and any deployment without reachable Blob storage, instead quiesces Gitea, takes a Volume Shadow Copy-consistent snapshot of gitea.db, and ships the archive to local and SMB targets under the same retention.
Both paths meet the program’s cold-restore baseline of a 24-hour recovery point and 4-hour recovery time; the optional hot standby raises that to near-zero data loss and a recovery time in minutes, with witness-gated failover so only one node accepts commits at a time. For backup data, Blob is the only outbound path in the full-production profile; in the single-host profile, backups stay on-premises and none leaves the host. Logs (C.3) and the other planes on the egress allowlist are separate.
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D.1 Server-side Git hooks
Every bare repository under D:\GitRepos\ carries the program’s hook bodies, deployed by the signed build and signed with the program’s code-signing certificate; application control would refuse to run an unsigned script anyway. Hooks write their own audit log to D:\Gitea\log\hooks\.
	Hook
	Rule

	pre-receive
	Reject pushes to main unless the author is in the canon stewards group

	pre-receive
	Reject any commit containing FOUO or “For Official Use Only” markings, or CUI banner and category markings (for example CUI or CONTROLLED)

	pre-receive
	Validate canon-file YAML front matter (document_id, version, status, owner)

	pre-receive
	Reject canon files not matching ^FMP_\d{3}_[\w]+_v\d+\.\d+\.md$

	pre-receive
	Reject unsigned .ps1 files under scripts/

	update
	Enforce the branch-name allowlist: main, develop, feature/*, bugfix/*, hotfix/*, canon/*, release/*

	post-receive
	Log the push and notify the public mirror’s CI (D.2)


Git invokes pre-receive, update and post-receive from git-receive-pack, that is, when something pushes into the repository.29 They don’t run when Gitea fetches from an upstream, which matters for the mirror in F.1. Gitea’s protected-branch settings (push allowlists by user or team, required approvals, required status checks and signed commits) cover several of these rules natively and should carry them where they can.20
D.2 Gitea webhooks
Configured per repository in the web UI or through /api/v1/repos/{owner}/{repo}/hooks, and used for three receivers: the drift engine (push events alongside the scheduled Arc state), the documentation build (pushes under docs/**), and the public mirror’s CI. Gitea signs each delivery with the webhook secret: X-Gitea-Signature carries the hex HMAC-SHA256 of the raw body, and X-Hub-Signature-256 the GitHub-compatible form. It can also send a custom Authorization header, and an earlier delivery can be resent from the delivery history.30 The receiver verifies the signature before acting.
Two cautions. Gitea’s webhook documentation describes manual redelivery of failed deliveries, not automatic retries with backoff, so the drift engine must tolerate a missed event and reconcile from the scheduled poll. And a GitHub repository_dispatch can’t be sent from a Gitea webhook. GitHub’s dispatch endpoint (POST /repos/{owner}/{repo}/dispatches) takes its own body (event_type, optional client_payload) and a token with the repo scope for classic tokens,31 and Gitea’s webhook types don’t include a GitHub dispatch format.5 Send it from the post-receive hook or a small relay, with a narrowly scoped token held in the secret store. That makes it an authenticated outbound call to api.github.com, which belongs on the egress allowlist.
D.3 Drift reporter
Phase 14.4 registers a scheduled task that runs as the gMSA (scheduled tasks support gMSAs)13 and authenticates to Azure and Graph with the Arc managed identity, so no interactive credential lives on the host. It collects the Arc resource’s tags, the Gitea team list, administrative-unit membership through Graph, the Arc agent’s last heartbeat, and the Gitea accounts whose Entra ID users are disabled, then submits them to the drift engine, which reports DRIFT-SCHEMA, DRIFT-SEMANTIC, DRIFT-PROVENANCE, DRIFT-AUTHZ and DRIFT-IDENTITY findings (the last two classes are design only and are not yet detected at runtime; see Chapter 02). It also checks the upstream pull mirror (F.1). A hook can’t, because mirror syncs never pass through the receive hooks, so the reporter reads the mirror’s repository record (GET /api/v1/repos/fmp/fmp-upstream), whose mirror_updated and mirror_last_sync_at fields carry date-times for the mirror’s sync,32 and raises a stale-mirror finding when the last sync is more than 24 hours old. The 24 hours is the program’s threshold, from the risk register’s R-018 (Book 00, Appendix A). With the 15-minute interval in F.1 it catches a mirror that has stopped, not one that is briefly late. Gitea’s API definition doesn’t describe how the two fields differ, so confirm on the host’s Gitea version which one changes after Synchronize Now before the reporter relies on it. Non-zero counts open service-level tickets. The build guide marks this Phase 14 capability as declared but still under operational validation.
D.4 Conformance adapter
The program’s read-only conformance adapter emits four evidence files per polling interval: service health (IIS app pool, Gitea service), TLS certificate inventory (expiry, chain, key algorithm, subject alternative names), repository inventory (size, last push, branch count, quota, LFS bytes), and IIS access summaries (request volume, response codes, top principals). It supports CA-7, CM-8, AU-2, AU-6 and SI-4.
D.5 IIS W3C extended logs
The record of every request on port 443: authenticated principal, URL, user agent, response code and bytes. Files land under %SystemDrive%\inetpub\logs\LogFiles\W3SVC<siteId>\ and feed the conformance adapter and the Azure Monitor Agent.28 Set the rollover to hourly (C.3). They’re evidence for AU-2 and AU-6.
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E.1 PowerShell
The administrative shell is PowerShell 7.6, the current Long-Term Servicing release (supported to November 14, 2028). PowerShell 7.4 reaches end of support on November 10, 2026.33 Windows PowerShell 5.1 stays only for Install-WindowsFeature and the legacy WebAdministration cmdlets; new automation runs on pwsh.
Signed-only execution comes from application control, not from the execution policy. An AllSigned policy at the user scope isn’t enough: the CurrentUser and Process scopes are set by the user and the Process scope overrides the others, while a policy set by Group Policy (MachinePolicy) can’t be overridden; Windows PowerShell 5.1 and PowerShell 7 also keep separate settings.34 Set the policy by Group Policy for both shells, and rely on App Control for Business (formerly Windows Defender Application Control), which Microsoft recommends over AppLocker because AppLocker receives only security fixes, to refuse unsigned code.35 Keep AppLocker only where it adds user- or group-specific rules.
E.2 Gitea CLI and the service
gitea.exe is the local management surface: gitea dump for backup, gitea admin user for break-glass operator actions, gitea admin auth for authentication sources, and gitea generate secret for INTERNAL_TOKEN, JWT_SECRET and SECRET_KEY.7 Gitea has no gitea service install command; its Windows guidance registers the service with sc.exe.14
# Illustrative: install and test the gMSA on the host, then register Gitea as a service under it
Install-ADServiceAccount -Identity 'svc-fmp-gitea$'
Test-ADServiceAccount   -Identity 'svc-fmp-gitea$'

sc.exe create gitea start= auto binPath= '"D:\Gitea\gitea.exe" web --config "D:\Gitea\custom\conf\app.ini"'
# A gMSA logs on with an empty password; Windows retrieves the managed password
sc.exe config gitea obj= 'CORP\svc-fmp-gitea$' password= ''
sc.exe config gitea start= delayed-auto

# Let the gMSA request Arc managed identity tokens for backup and drift reporting
Add-LocalGroupMember -Group 'Hybrid agent extension applications' -Member 'CORP\svc-fmp-gitea$'
RUN_USER in app.ini must name the same account (A.2). Gitea’s guidance also suggests a delayed start if the service times out at boot.14 There’s no SSH-into-the-host workflow: Tier 0 administration uses WinRM over HTTPS on 5986, restricted to the admin subnet 10.1.20.0/24, from a privileged access workstation.
E.3 IIS management
IIS Manager, appcmd and the IISAdministration module are used at install (Phases 2 and 5) and during incident response. The conformance adapter’s read access to IIS configuration comes from a scoped group membership for its identity, not from administrator rights.
E.4 Storage
	Path
	Owner
	Contents

	D:\GitRepos\
	gMSA (Modify, inherited)
	Bare repositories and their hooks: the Git object store

	D:\Gitea\
	gMSA (Modify, inherited)
	gitea.exe, custom\conf\app.ini, data\, data\lfs\, log\

	E:\Backups\Staging\
	Backup identity, opt-in
	Staging before the Blob upload


NTFS ACLs are the only authorization boundary inside the host. In the full-production profile the Gitea database is off-host on pg01.corp.contoso.com:5432; in the single-host profile it’s D:\Gitea\data\gitea.db, under the same ACL as the rest of D:\Gitea\. Gitea recommends an absolute path for the SQLite file when running as a Windows service.14
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F.1 GitHub upstream pull mirror
Phase 8 creates a pull mirror of the public upstream https://github.com/example-org/fmp.git with POST /api/v1/repos/migrate, mirror: true and a 15-minute interval. Gitea’s minimum mirror interval is 10 minutes and its default 8 hours.4 Authentication is anonymous because the upstream is public.
# Illustrative: create the upstream pull mirror through the Gitea REST API
$pat  = Get-Secret -Name 'fmp-gitea-admin-pat' -AsPlainText
$body = @{
    clone_addr      = 'https://github.com/example-org/fmp.git'
    repo_owner      = 'fmp'
    repo_name       = 'fmp-upstream'
    service         = 'git'
    mirror          = $true
    mirror_interval = '15m0s'
    private         = $true
} | ConvertTo-Json

Invoke-RestMethod -Method Post `
    -Uri 'https://git.fmp.corp.contoso.com/api/v1/repos/migrate' `
    -Headers @{ Authorization = "token $pat" } `
    -ContentType 'application/json' `
    -Body $body
The program’s rule is that GitHub is where canon is ingested and the on-premises repository is where canon is authoritative: a commit pushed to GitHub isn’t canon until it has been accepted on the host. Mirrored commits don’t pass through the hook chain that governs operator pushes: a pull mirror updates by fetching, the receive hooks run only on pushes,29 and a pull mirror is read-only: it changes only when it syncs from its upstream,6 and Gitea refuses pushes to a mirror repository over both HTTPS and SSH.36 So the mirror (fmp-upstream above) is a quarantine copy, and canon moves into the authoritative repository only by a push or merged pull request from it, which runs the hook chain and the branch protections. The drift reporter flags any difference between the two that hasn’t been promoted.
F.2 Database: PostgreSQL or embedded SQLite
The program sanctions two profiles for Gitea’s metadata (users, teams, OAuth applications, issue and pull request state, webhook history). Full production uses the fmp_gitea database on a separate PostgreSQL host, pg01.corp.contoso.com:5432, with connection details in the [database] section of app.ini and the password from the secret store; the database team owns its backup, and gitea dump adds a logical dump for cold restore. Single host (lab, disconnected or small footprint) uses Gitea’s embedded SQLite (DB_TYPE = sqlite3; Gitea supports mysql, postgres, mssql and sqlite3),4 with no relational tier and no outbound database connection. Only the full-production profile adds an outbound plane to this family.
F.3 Build-time supply chain
Every binary the Phase 1–13 build downloads is pinned to a URL and SHA-256 hash in the release manifest. The hosts are github.com, objects.githubusercontent.com, download.microsoft.com, aka.ms, dotnetcli.azureedge.net, packages.microsoft.com, the Gpg4win site, *.powershellgallery.com and timestamp.digicert.com. Operators with an internal artifact mirror substitute its URLs; the hashes stay the same. This plane is build-only except for two hosts: after cutover, the hosts used only at build aren’t on the runtime egress allowlist, while github.com (the mirror) and download.microsoft.com (Arc automatic updates, C.1) stay on it.
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Which boundary each plane sits in
	Plane
	Boundary

	Gitea HTTPS, SSH, web UI, REST
	The agency’s own system boundary (on-premises, agency network)

	Active Directory LDAPS
	The agency’s own system boundary (the forest)

	Entra ID OIDC and Microsoft Graph
	Microsoft Entra ID in Azure public, paired with the Microsoft 365 GCC tenant22

	Azure Arc, Azure Policy and machine configuration
	Azure commercial (Class D) — documented exception

	Azure Monitor and Log Analytics
	Azure commercial (Class D) — documented exception

	Azure Blob backup target
	Azure commercial (Class D) — documented exception

	GitHub pull mirror
	Public internet, read-only ingest


None of these planes is “GCC Moderate.” The on-premises host is inside the agency’s own authorization boundary, not a cloud service’s; Entra ID for a GCC tenant runs in Azure public; and Intune no longer appears because it doesn’t manage the server (C.2). The Azure set is recorded as a discrete exception, with a decision record and risk acceptance, not as a quiet departure from the tenant’s boundary.
Runtime egress allowlist
Phase 0.5 enumerates the runtime egress allowlist, and the proxy and firewall team permits only those host names through the agency’s forward proxy; everything else is denied. The list is the union of family C’s endpoints, the PostgreSQL host in the full-production profile, graph.microsoft.com for the drift reporter’s Microsoft Graph calls, github.com for the mirror, and api.github.com for the CI notification (D.2). The proxy environment variables (HTTPS_PROXY, HTTP_PROXY, NO_PROXY) are set at machine scope so Git, PowerShell and the Arc agent use the same proxy; the Arc agent can also take its own proxy setting.27
Inbound posture
	Port
	Protocol
	Allowed sources
	Purpose

	443
	HTTPS
	Agency network and VPN ranges
	Web UI, REST API, Git over HTTPS, optional API

	2222
	SSH
	Agency network and VPN ranges
	Git over SSH (Gitea’s built-in server)

	5986
	WinRM over HTTPS
	10.1.20.0/24 (Tier 0 admin subnet) only
	Tier 0 administration

	Anything else
	—
	Denied by the domain firewall profile (DefaultInboundAction Block)
	—


There’s no inbound access from the public internet. Operators outside the agency network come through the documented VPN and privileged access workstation path.
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Control identifiers are from NIST SP 800-53 Revision 5.37 The mapping is the program’s.
	Interface
	Controls
	Mechanism

	HTTPS Git
	SC-8, SC-13, AU-2, AU-12
	TLS 1.2 or later at IIS, W3C log, conformance adapter

	Gitea REST API
	AC-3, AC-6, AU-2
	OIDC and LDAPS authentication, W3C log, Gitea log

	SSH transport
	SC-8, AU-2
	Gitea host key and per-user keys, Gitea log

	AD LDAPS
	IA-2, IA-5
	Least-privilege bind, scoped search base

	Entra ID OIDC
	IA-2, IA-8, AC-2
	Group claims mapped to roles; direct disable for leavers

	Server-side hooks and branch protection
	CM-3, CM-5, SI-7
	Pre-receive validation, signed-commit enforcement

	Drift reporter
	CM-8, SI-4, IR-4
	Scheduled task, drift taxonomy

	Conformance adapter
	CA-7, CM-8, AU-2, AU-6, SI-4
	Health, TLS, repository and access-log evidence

	Azure Arc and machine configuration
	CM-2, CM-6, CM-7
	Azure Policy assignments and baselines

	Azure Monitor Agent
	AU-6, AU-9, SI-4
	Log Analytics forwarding

	Azure Blob backup
	CP-9, CP-10
	Nightly archive and retention

	Application control
	CM-7, SI-7
	App Control for Business publisher rules


CM-6, SI-2 and SI-7 don’t map to an Intune compliance plane, because Intune doesn’t manage the host: CM-6 sits with machine configuration, and patch evidence (SI-2) comes from Azure Update Manager on the Arc resource, as Book 05 describes.
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Gitea roles map to three groups:
	Gitea role
	Group

	Owner
	IT-INF-PLATFORM-CanonStewards

	Write
	IT-INF-PLATFORM-Contributors

	Read
	IT-INF-Users


These groups are driven by user attributes, and a synced user’s attributes are written in on-premises AD and reach Entra ID through directory sync before any group recalculates. The attributes have exactly one writer, the governance plane, and drift against it is a finding, not an accepted edit. A move in the HR feed reaches Gitea after directory sync, dynamic group processing (B.2) and the user’s next sign-in, so the program measures it in hours and handles leavers directly. The group mapping is part of Phase 14, which the build guide marks as under operational validation. Book 03, Chapter 08 covers the joiner-mover-leaver flow.
The program’s own posture-indicator library (the agency’s checks of this host, not FedRAMP’s provider Key Security Indicators) tests this host’s posture on every evaluation run: continuous-monitoring presence and freshness (CA-7), repository and TLS inventory completeness (CM-8), IIS log presence and retention (AU-2, AU-6), and monitoring evidence freshness (SI-4). A failure opens a service-level ticket and gates the next authorization review.
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The program evaluated alternatives before choosing Gitea behind IIS. The inventory changes under each:
	Option
	Interface change from the reference

	IIS with git-http-backend (CGI)
	No web UI, native LFS, OIDC, team model, REST API or webhooks; authentication collapses to IIS Windows Authentication. Kept for lab use (see below).

	GitHub Enterprise Server
	A vendor-supplied Linux appliance with its own upgrade path and REST API; adds a licensing surface.

	GitLab self-managed, Bitbucket Data Center
	Linux-first, with more components (clustered database, cache, background workers, web tier) to govern, without proportional governance value at this scale.

	Azure DevOps Server
	Still a current product: its latest release shipped December 9, 2025, with an upgrade path from 2022, 2020, 2019 and TFS 2015.38 It wasn’t retired after 2020, as is sometimes assumed. A heavier Windows and SQL Server footprint than this host needs.

	SaaS repositories (GitHub Enterprise Cloud, GitLab Dedicated for Government, Azure DevOps Services)
	Available at various classes (GitHub Enterprise Cloud is listed at Class B, GitLab Dedicated for Government at Class C)24 but they move the authoritative copy outside a host the agency controls. The program keeps canon authority on-premises by design; that’s a design choice, not a boundary prohibition.

	Plain bare repositories over SSH
	No per-URL access control, no read audit, no LFS or OIDC without add-ons. Acceptable only as an emergency offline mirror.


Deviating from the reference is a recorded decision that supersedes the program’s Git-infrastructure decision, and the conformance adapter reports any surface it doesn’t expect as DRIFT-SCHEMA until that decision exists.
The CGI option’s smaller surface
Use this table when inventorying a lab or proof-of-concept host still on the CGI option. Any such host promoted to production needs a recorded decision first.
	Interface
	Reference (Gitea behind IIS)
	CGI option (lab only)

	HTTPS Git
	Yes, Gitea behind the reverse proxy
	Yes, git-http-backend.exe as an IIS CGI handler

	SSH transport
	Yes, Gitea’s built-in server on 2222
	No

	Web UI
	Yes
	No; Git command line only

	REST API
	Yes
	No

	LFS
	Yes, built in
	Needs a hand-built IIS handler

	Entra ID federation
	Yes, OIDC source
	No; IIS Windows Authentication only

	AD LDAPS
	Yes, LDAP source with admin filter
	AD groups map to IIS authorization rules only; no per-repository teams

	Server-side hooks
	Same hook bodies
	Same hook bodies

	Webhooks
	Yes, signed
	Custom PowerShell and Task Scheduler

	Conformance adapter
	Full coverage
	Partial: TLS and IIS log only

	Drift integration
	Team list included
	No team or group state


[bookmark: _Toc00000921]Closing position
Every plane in the six families is one of four kinds:
1. Inbound and gated by IIS, Gitea’s OIDC or LDAPS sources, or the firewall’s subnet allowlist.
1. Outbound and pinned to a host name on the egress allowlist.
1. Local and signed, with application control refusing anything the program didn’t sign.
1. Telemetry, observed by the conformance adapter and reported to the drift engine.
Anything outside that list is a finding: DRIFT-SCHEMA if a plane appeared without a recorded decision, DRIFT-PROVENANCE if its origin can’t be traced, DRIFT-AUTHZ if its authorization drifted from the group mapping (that class is design only and is not yet detected at runtime). The host is governed by the closure of this list, not by the absence of incidents.
[bookmark: _Toc00000922]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	HTTPS Git (Gitea) TLS on 443
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	Renews it; the CAPI driver binds IIS and grants the app pool read access to the key

	Optional API TLS and WinRM over HTTPS
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	Renews them

	Gitea’s LDAPS connection to domain controllers
	Domain controller and LDAPS
	Retained AD CS
	AD CS autoenrollment
	Watches the DC certificates

	Hook signing
	Code signing
	CA chosen by the CISO
	Approved request, never unattended
	At most watches; signing is a separate CyberArk product

	Google’s trust of Entra’s SAML signing certificate
	Not a Book 07 class
	Entra
	The app’s owner or Key Vault
	Nothing
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This book’s certificates and the engine that renews each.
The conformance adapter’s TLS inventory (D.4) duplicates what the CLM platform already holds; reconcile the two, or read the platform’s inventory through its API (inference).39
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1. Gitea Documentation, “Repository Mirror,” https://docs.gitea.com/usage/repo-mirror (accessed Oct 21, 2026). Pull mirroring: the repository “gets mirrored periodically from the remote repository,” and Synchronize Now in the repository settings forces a sync.
1. Gitea Documentation, “Gitea Command Line” (admin auth add-ldap, admin auth add-oauth, dump, generate secret, admin user), https://docs.gitea.com/administration/command-line (accessed Oct 21, 2026).
1. Microsoft Learn, “HttpPlatformHandler Configuration Reference,” https://learn.microsoft.com/iis/extensions/httpplatformhandler/httpplatformhandler-configuration-reference (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure group claims for applications by using Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-fed-group-claims, and “ID token claims reference,” groups overage claim, https://learn.microsoft.com/entra/identity-platform/id-token-claims-reference#groups-overage-claim (both accessed Oct 21, 2026).
1. Microsoft Learn, “Configure and manage optional claims in ID tokens, access tokens, and SAML tokens,” section “Configure groups optional claims,” https://learn.microsoft.com/entra/identity-platform/optional-claims#configure-groups-optional-claims (accessed Oct 21, 2026).
1. Microsoft Learn, “Create or update a dynamic membership group in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/groups-create-rule (accessed Oct 21, 2026).
1. Microsoft Learn, “Understand and manage dynamic group processing in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/manage-dynamic-group (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage group Managed Service Accounts,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/manage-group-managed-service-accounts (accessed Oct 21, 2026).
1. Gitea Documentation, “Register as a Windows Service,” https://docs.gitea.com/installation/windows-service (accessed Oct 21, 2026).
1. Microsoft Learn, “Access Azure resources by using managed identity on Azure Arc-enabled servers,” https://learn.microsoft.com/azure/azure-arc/servers/managed-identity-authentication (accessed Oct 21, 2026).
1. Microsoft Learn, “Identity and authorization” (Azure Arc-enabled servers security), section “Microsoft Entra ID managed identity,” https://learn.microsoft.com/azure/azure-arc/servers/security-identity-authorization (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan your Microsoft Entra hybrid join implementation,” section “Review supported devices,” https://learn.microsoft.com/entra/identity/devices/hybrid-join-plan (accessed Oct 21, 2026).
1. Microsoft Learn, “onPremisesExtensionAttributes resource type” (Microsoft Graph v1.0), https://learn.microsoft.com/graph/api/resources/onpremisesextensionattributes?view=graph-rest-1.0 (accessed Oct 21, 2026).
1. Gitea Documentation, “GPG/SSH Commit Signatures,” https://docs.gitea.com/administration/signing (accessed Oct 21, 2026).
1. Gitea Documentation, “Protected branches,” https://docs.gitea.com/usage/access-control/protected-branches/ (accessed Oct 21, 2026).
1. Gpg4win, home page news list (Gpg4win 5.1.1, released 2026-09-23), https://www.gpg4win.org/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Planning identity for Azure Government applications,” frequently asked questions (“Why does Office 365 GCC use Microsoft Entra Public?”), https://learn.microsoft.com/azure/azure-government/documentation-government-plan-identity#frequently-asked-questions (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure, Dynamics 365, Microsoft 365, and Power Platform services compliance scope,” Azure public services by audit scope (last updated February 2026), https://learn.microsoft.com/azure/azure-government/compliance/azure-services-in-fedramp-auditscope (accessed Oct 21, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-10-21T05:02:15Z (accessed Oct 21, 2026). Listings F1209051525 (Azure Commercial Cloud: FedRAMP Certified, Class D, High), MSO365MT (Microsoft 365 GCC: Class C, Moderate), FR1812058188 (GitHub Enterprise Cloud: Class B, LI-SaaS) and FR2411959145 (GitLab Dedicated for Government: Class C, Moderate).
1. Microsoft Learn, “Azure Arc network requirements,” Azure Arc-enabled servers, Azure cloud platform, https://learn.microsoft.com/azure/azure-arc/network-requirements-consolidated#azure-arc-enabled-servers (accessed Oct 21, 2026).
1. Microsoft Learn, “Supported operating systems and browsers in Intune,” https://learn.microsoft.com/intune/fundamentals/ref-supported-platforms (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage and maintain Azure Connected Machine agent proxy settings,” proxy bypass values (AMA endpoints), https://learn.microsoft.com/azure/azure-arc/servers/manage-agent-proxy-settings (accessed Oct 21, 2026).
1. Microsoft Learn, “Collect IIS logs from virtual machine with Azure Monitor,” https://learn.microsoft.com/azure/azure-monitor/vm/data-collection-iis (accessed Oct 21, 2026).
1. Git documentation, “githooks” (pre-receive, update, post-receive), https://git-scm.com/docs/githooks (accessed Oct 21, 2026).
1. Gitea Documentation, “Webhooks,” https://docs.gitea.com/usage/webhooks (accessed Oct 21, 2026).
1. GitHub Docs, “REST API endpoints for repositories,” “Create a repository dispatch event,” https://docs.github.com/en/rest/repos/repos#create-a-repository-dispatch-event (accessed Oct 21, 2026).
1. Gitea API definition (Swagger), version 29.0.0+dev-160-g55186ca39b, GET /repos/{owner}/{repo} returns the Repository object, which includes mirror, mirror_interval, mirror_updated (date-time) and mirror_last_sync_at (date-time), https://gitea.com/swagger.v1.json (accessed Nov 9, 2026).
1. Microsoft Learn, “PowerShell Support Lifecycle,” end-of-support dates, https://learn.microsoft.com/powershell/scripting/install/powershell-support-lifecycle (accessed Oct 21, 2026).
1. Microsoft Learn, “about_Execution_Policies,” scope and precedence, https://learn.microsoft.com/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.6, and “Set-ExecutionPolicy,” notes, https://learn.microsoft.com/powershell/module/microsoft.powershell.security/set-executionpolicy?view=powershell-7.6 (both accessed Oct 21, 2026).
1. Microsoft Learn, “App Control for Business and AppLocker Overview,” section “Choose when to use App Control or AppLocker,” https://learn.microsoft.com/windows/security/application-security/application-control/app-control-for-business/appcontrol-and-applocker-overview (accessed Oct 21, 2026).
1. Gitea source code, routers/web/repo/githttp.go (a push over HTTP(S) to a mirror is answered 403, “mirror repository is read-only”) and routers/private/serv.go (write access over SSH to a mirror is refused, “Mirror Repository %s is read-only”), commit 0948aed, https://github.com/go-gitea/gitea/blob/0948aed411afbcac956c3c9a76cadf5260c6452f/routers/web/repo/githttp.go#L202-L205 and https://github.com/go-gitea/gitea/blob/0948aed411afbcac956c3c9a76cadf5260c6452f/routers/private/serv.go#L171-L175 (accessed Oct 21, 2026). The documentation doesn’t state the rule; confirm it on the host’s Gitea version with a test push to the mirror.
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, September 2020 (updated December 10, 2020; minor release 5.2.0, August 27, 2025), https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final (accessed Oct 21, 2026).
1. Microsoft Learn, “Azure DevOps Server Release Notes,” Azure DevOps Server release date December 9, 2025, https://learn.microsoft.com/azure/devops/server/release-notes/azuredevopsserver?view=azure-devops (accessed Oct 21, 2026).
1. CyberArk, Certificate Manager, Self-Hosted 26.1, “CAPI” application driver (installs certificates and keys into the Windows CAPI store over WinRM, optionally binds IIS, and can grant a named Windows identity read access to the private key), https://docs.venafi.com/Docs/current/TopNav/Content/Drivers/cco-CAPI-AppDriverConfig-tpp.php and https://docs.venafi.com/Docs/current/TopNav/Content/Drivers/r-CAPI-AppObjSettings-tpp.php (accessed Oct 23, 2026).
Federal Modernization Workbook · Book	Page 1 of 1
rId120.png
REV5 PACKAGE HABIT
A perimeter the provider draws

One impact level stamped across everything

inside it

T

1

, replaced by

(Provider obligations tagged "boundary” |

1

 J
MAS cMmu VDR ebe
Minimum ; i

Cryptographic Vulnerability oo o

Assessment Scope Module Use Detection and gﬁ;trlii::;atlon Data
What is in the offering: Response
resources likely to g':tve\)l ifsedftl;?:egtueséoinms?ée H K How the evidence
handle or affect federal i B f @LT WEELGIEEES e reaches agencies
customer data l ound and handled

THE BOUNDARY THE RULES NAME

The agency's federal information system

Includes the certified offering "in its boundary"; the agency authorizes
it and accepts the risk of its own configuration and integrations





rId120.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




rId130.png
SCN-CSO-EVA
Provider evaluates every potential significant change

Records of the evaluation kept and available to FedRAMP on request

TRANSFORMATIVE

Substantive new

CLASS CHANGE risk

Changes the ROUTINE RECURRIN? . 30 busingss days ADAPTIVE'
certification class Regular opgrqtlons before: initial plans Everything else
Needs a new ety * 10 business days Notify within 10
assessment; can't be Exempt: no formal before: final plans business days after
handled as a significant notification « 5 business days after finishing

change finishing

« 5 business days after
verification

EVERY NOTIFICATION

Human-readable and JSON, 12 months kept with the
certification data

Emergency changes may go first and be notified retroactively





rId130.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 



rId164.png
/WORLDWIDE COMMERCIAL
The full feature set

\GCC rides the same Worldwide endpoints; gaps are documented feature by feature

(MISSING IN GCC, GCC HIGH AND DOD \

IN GCC, NOT IN GCC HIGH OR DOD
Excluded further up

* Windows release health

Excluded everywhere

* Admin center network connectivity

Adoption Score

i * Word version history
Office 365 CDN

« Excel Office Scripts

Informed network routing

(e

(THE AGENCY'S REGISTER

One row per feature, with the citation

\Feeds the compensate, exception or alternative-path decision in Chapter 09





rId164.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 



rId173.png
MSO0365MT

M365 Government Community
Cloud & Supporting Services

« FedRAMP Certified, Class C
(Moderate)

* 100 authorizations
« Worldwide endpoint set
« Paired with Entra ID in Azure

~

~

MSO365MTA
Same name as MSO365MT

e FedRAMP In Process, Class D (High)

« Initial Implementation, O
authorizations

« Relationship to MSO365MT not
stated

~
~
~

FR1824057433

M365 vaernment Community
Cloud-High

« FedRAMP Certified, Class D (High)
« 5 authorizations
« Own endpoint set

« Paired with Entra ID in Azure
Government

~
FEATURE AVAILABILITY IS A SEPARATE AXIS

Admin center network connectivity: not in GCC, GCC High or DoD
Already absent at Class D in GCC High, so a higher class for GCC would not by itself bring it back





rId173.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



rId227.png
TENANT
Tenant root group

Nothing assigned here

BOUNDARY POLICY

Intermediate root (agency prefix)
« Allowed locations (deny)

* Allowed resource types (deny)

* FedRAMP compliance initiative (audit)

PLATFORM \

Platform WORKLOADS

« Security Landing zones

« Management ¢ Corp: hub-connected
« Connectivity * Online: internet-facing
« Identity ¢ Local: Azure Local

One dedicated subscription Workload subscriptions
each

DEFAULT FOR NEW SUBSCRIPTIONS

Decommissioned Policy assigned at a management group is
Sandbox inherited by every subscription below it.
. Cancelled subscriptions until Only resources in subscriptions and
Looser policy; isolated from deletion resource groups are evaluated.

corporate networks





rId227.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 


 
 


 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




rId235.png
(WHICH cLOUD
Tenant and subscription choice

Azure or Azure Government; both FedRAMP
\High

-

(WHICH REGIONS

Allowed locations

Deny at the intermediate root; add the
/re'source—group variant

(WHICH SERVICES
Allowed resource types

| Deny, checked against Microsoft's audit-scope
list; built-in covers only types with tags and
location

PACKAGE
Authorization boundary

As written in the system
security plan

X
Y

A

~ WHICH SETTINGS

N

N FedRAMP compliance initiative

S \Audit mode; a partial view, not a verdict
~

~

PN
(WHICH EXCEPTIONS
Policy exemption

Mitigated or Waiver, with an expiry and a

\decision reference





rId235.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



rId370.png
WORKLOAD
Virtual network

Asks for a size; the
pool picks the prefix

discovery'and
reconcilidtion

AUTHORITY
Enterprise IPAM

Blocks reserved here first:
on-premises, other
clouds, Azure

mirrgr

MIRROR
Virtual Network
Manager IPAM pools

Root and child pools; other
ranges as static CIDRs

Not named in FedRAMP
audit-scope tables: confirm

ENFORCE
Azure Policy deny

No virtual network
without a pool allocation





rId370.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 


 
 


 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




rId379.png
EVIDENCE
Evidence record

Deployed state from every

module
. X
+ deployed state [IEERY
/ 1 \
L \ 1 \
ENFORCEMENT | \
edge Lo
SASE or TIC 3.0 policy enforcement : :
point capabilities ) I I
I 1
1 1
1 1
1 1
WL (TRANSPORT A h |
1
ddi network B X
Authoritative DNS, DNSSEC . ! 1
h ! 4 Hub and spoke, segmentation, 7 I
response policy zones, DHCP x H
scopes \ﬂrewall and route intent ) /I 1
\ X ’ :
4
, 1
1
(ADDRESSING )
. 1
ipam |
1
Address-space allocation and subnet 1
plan: the source of truth ’
N ’
\ ,
7’
FOUNDATION
platform

Management groups, subscriptions or
accounts, organization policy





rId379.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 



 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




rId415.png
STEP1
Request

Catalog item with typed variables: environment,
size, address need, owner, budget, classification

(STEP2
Approve

Routed approval; the requester can't approve

their own request
\U q

(STEP3
Plan

Speculative plan reviewed before anything

\changes

A}
‘Aroved *| rejected
4

(STEP 4 Y (REJECTED
Apply Run discarded
\The pipeline applies the reviewed source ) Nothing changes
('STEP 5: CARRIES THE MOST WEIGHT A
Reconcile
Allocation written to and checked against the
enterprise IPAM; CMDB updated
N J
(STEP 6 A
Close
Validation gate; change record and verdict
\become evidence )





rId415.svg
 
 
 
 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



rId43.png
WHAT THE PROVIDER SELLS
Product catalog and license

Commercial documentation describes the full
product

THE TRAP
Visible is not usable

A feature can appear in the portal and
still fail one of the three checks

(CHECK 1- FEDRAMP
Certified offering

« Is the service part of a certified package?

o At what class? Read the Marketplace listing

(CHECK 2 - PROVIDER
Environment exclusions

 Published per feature for GCC, GCC High, DoD

O Not a ladder: some features are GCC-only

(CHECK 3 - AGENCY
Agency's own authorization

e The AO accepts the configuration and
integrations

* Agency-installed agents are the agency's to

\_ assess l
(RESULT
What the agency can use

\The overlap of all three, each row cited





rId43.svg
 
 
 
 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



rId445.png
DECIDES DECIDES

DECIDES Authorizing CISO and ISSO
Sponsor and CIO official q
Control requirements,

Funding, choice of Authorization evidence, provider
cloud, sequence boundary, residual reports and change
risk, every exception notices

boundary
decision

. 4 .
funding + consulted requirements
4

7

FedRAMP receives the
agency's ATO letter and
handles package
conflicts; consulted

KEEPS THE RECORD
System owner

Boundary record and
authorization package

boundary
record

BUILDS AND RUNS
Cloud platform

SUPPLIES
Cloud provider

BUYS
Acquisition and

configuration requirements,

guides team orders co
Certification package, | . .
change notices, Igﬁggérglg tzigrr:e\;eaglilr?y' Cloud contract, SKU,
configuration guides 2 9 responsibility terms
probe
vended drift, probe
subscriptions results
BUILDS INSIDE OPERATES
Workload owners Security
operations

Applications in vended
subscriptions Drift detection





rId445.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 




rId454.png
/DRIFT-SCHEMA, DRIFT-PROVENANCE
Telemetry fidelity

Which signals actually arrive on this
\side’?

(OWNERS
CISO decides

(DRIFT-IDENTITY
Identity authority

Who can a claim's issuer be resolved
\to here?

Platform team runs the boundary probe; security

\operations runs in-boundary telemetry

(OWNERS
CISO decides

(DRIFT-AUTHZ
Enforcement responsibility
Who must enforce this control on this

\side’?

Identity engineering sets and runs the resolution

rules
o

(OWNERS
Authorizing official decides

(DRIFT-SEMANTIC
Provenance classification

Still authoritative here, or only
\derived?

Compensate or accept; the platform team or
owning engineering team builds the

compensation
\C P

(OWNERS
ISSO decides

How derived evidence is labeled; the system

\owner keeps the record





rId454.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



rId483.png
(START h
A capability the design depends on

\Named in the provider's own words, per cloud

(INVENTORY AND PROBE A
Register row and capability disposition

Citation and evidence class; what the agency's own tenant actually

does
Ms

o
(Works: use it, disposition recorded) gap gap

e e EXCEPT CHANGE PATH
In-boundary equivalent Documented exception Alternative path
I X Provider's own path with a Another provider or another
S\e;g;ggf?ﬂ;ﬁi&oggﬂ%ﬁ quoted requirement, or a dated way to meet the need (Chapter
risk acceptance 10)

EVIDENCE

One boundary record entry

Cited by the SSP, the POA&M and the component definition





rId483.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 


 
 


 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 



rId520.png
AUTHORITATIVE SOURCE

HR and governed
attributes

Joiner, mover and leaver
events

attributes

IDENTITY PLANE (STAYS)
Microsoft Entra ID

« Users, groups, attributes

« Conditional Access at sign-in
« Provisioning and sign-in logs

native \)‘rovision + federate

COLLABORATION WORKLOAD
Alternative suite

COLLABORATION WORKLOAD
Microsoft 365 GCC For example, a Class D (High) suite

Certified Class C (Moderate) « Its directory is derived, not

N authoritative
Y

A 4
A 7’
4 y 3
AGENCY EVIDENCE

Authorization package

« Certification class checked
« Configuration and integrations
« Drift between planes reported





rId520.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 



rId533.png
QUESTION1
Where is the problem?

Collaboration experience, cost or a
missing feature, or the identity model?

/dentity \c;llaboration

IDENTITY PROBLEM QUESTION 2

Not a suite decision Is the suite certified at the class
?

Hierarchy, attribute authority and SEEE

policy scope stay identity-plane Check the Marketplace listing, not the

work announcement

\ies

QUESTION 3

Can the identity plane drive it?

no « Provisioning and federated sign-in

« Admin accounts outside SSO protected

« Drift between directories reported

.
.,

&

no

NO
Compensate or except

Use an in-boundary equivalent or a
documented exception

\yes

(PROCEED
Pilot with coexistence

« Adoption measured, not assumed

\ Rollback triggers set in advance

(EVIDENCE
Record it in the package

Decision, certification class,

\configuration, integrations





rId533.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



rId573.png
PROVIDER
Certification package

Inherited controls, customer
responsibilities, secure configuration

AGENCY
Boundary probe

Capability dispositions, rerun on a

quide cadence

KEPT BY THE SYSTEM OWNER

Boundary record

« In-scope services, tenants, subscriptions, connections

« Exclusion register and dispositions

+ In-boundary equivalents and evidence class

Documented exceptions

CITES THE RECORD CITES THE RECORD CITES THE RECORD CITES THE RECORD
System security plan POA&M Component Continuous
BEnRitRY, G definition monitoring
services, 'exchanges, ?apls the agency intends Each equivalent, in Drift findings, provider
narratives DEEES OSCAL notices

~. N J _—

DECISION
Authorizing official

Authorization, with signed exceptions





rId573.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 



rId580.png
PROVIDER

AGENCY

Change notices and AGENCY
Drift findings

reports
P Probe rerun

Significant change - .
notifications, ongoing Dispositions on a cadence E?::sglc}es the boundary it
certification reports, Quarterly

Reviews

REVIEW
1SSO and the CISO's designated official

Does this change a disposition, an equivalent or an exception?

no \aybe

MAY CHANGE RISK
Authorizing official

NO CHANGE IN RISK

Record updated
Significant change, new
PRCIEE SEYS @UliEhl POA&M entry or new exception





rId580.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 




rId631.png
A.CLIENT TRANSPORT

Contributors and
automation

e HTTPS 443 through IIS
¢ SSH 2222 to Gitea directly

("Platform host, Windows Server 2025

E.LOCAL MANAGEMENT

Signed PowerShell, Gitea
CLI

e WinRM 5986 from the admin
subnet

443

REVERSE PROXY
1IS with URL Rewrite and

D. telemetry, backup

C.CLOUD MANAGEMENT
Azure Arc, Monitor, Blob

\ 222 ARR
\ . * Azure commercial
\ ¢ TLS, security headers, W3C .
\\ log Documented exception
Y
Y
N lloopback
A
SOURCE OF TRUTH
Gitea on 127.0.0.1:3000
* Web Ul, REST API, LFS
« Server-side hooks
* Webhooks out
& ~_
LDAPS [ell>]e * fetch
“a
B.IDENTITY B.IDENTITY F.OUTBOUND

Active Directory
LDAPS 636, read-only bind

Microsoft Entra ID

OIDC sign-in with groups claim

GitHub upstream

Read-only pull mirror





rId631.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 




rId681.png
Renewed by the platform RENEWS AND INSTALLS

« HTTPS Git (Gitea) TLS on 443 CyberArk Certificate
« Optional API TLS and WinRM over HTTPS Manager
Watched by the platform RENEWS; THE PLATFORM ONLY WATCHES
« Gitea's LDAPS connection to domain AD CS autoenroliment
controllers

No CLM lifecycle
— Platform-managed, or not

NO CLM LIFECYCLE
« Hook signing X.509 ’

Rotated by the app's owner (OUTSIDE BOOK 07'S CLASSES

« Google's trust of Entra's SAML signing > The app's owner or Key
certificate \Vault





rId681.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 



rId90.png
Impact dimension

Telemetry fidelity

Identity authority

Enforcement
responsibility

Provenance
classification

What changes across the boundary

Which signals are actually available
on this side

Who the issuer of a claim can be
resolved to here

Who must enforce the control on this
side: platform or agency

Whether the claim is still authoritative
here, or only derived

Drift class on violation

DRIFT-SCHEMA (Missing
fields),
DRIFT-PROVENANCE
(broken chain)

DRIFT-IDENTITY

DRIFT-AUTHZ

DRIFT-SEMANTIC

Detection

Shipped

Design only

Design only

Partial target




rId90.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



rId98.png
WHAT THE PORTAL AND COMMERCIAL DOCS SUGGEST
Five features said to be missing

« Endpoint analytics

Device Health Attestation

Locations / network fence

Arc server monitoring

Expedited updates

4
, 7 documented per feature checked and corrected
e

DOCUMENTED UNAVAILABLE IN GCCé CHECKED AND CORRECTED

Real GCC gaps Not GCC gaps

« Admin-center network connectivity, incl. « Endpoint analytics: available (Intune GCC is
Locations the commercial instance)

« Informed network routing « Health attestation, expedited updates: GCC

X High and DoD gaps
* Adoption Score L

) « Arc: an Azure service in Azure's FedRAMP
« Office 365 CDN High scope

IN-BOUNDARY MECHANISMS

How the real gaps are answered

* Boundary probe: test what actually works
 In-boundary telemetry, marked derived

« Compensating enforcement by the agency

« One documentation surface the SSP, POAGM
and component definition cite





rId98.svg
 
 
 
 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



