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[bookmark: _Toc00000489]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s Zero Trust whitepapers (whole-agency unification, governance principles and governance model, the ScubaGear integration, the SCuBA and Zero Trust Assessment relationship, and closing BOD 25-01 before assessing), the Zero Trust executive brief, the assessment guide and the Zero Trust spec. Every external claim was checked against a primary source between October 21 and October 31, 2026 (each footnote gives its access date) and carries a footnote. The earlier pages are kept in the repository’s archive/b11-zero-trust/ folder, and their old addresses forward to the chapters that replaced them. 
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 22 narrated): for CISOs and authorizing officials, on the Presentations page.
Technical deep dive (about 50 minutes live, 18 narrated): the mandates, BOD 25-01 and the two assessment tools, ownership and closing before assessing, and running the assessment for evidence, in modules on the Presentations page.
Zero Trust maturity is a property of the whole agency: its identities, devices, networks, applications and data, across every cloud, every on-premises system and every virtualized estate. No single product or tenant score can certify it, because each tool sees only the part of the estate it was built for, and an attacker needs only the part nobody assessed. A whole-agency picture needs one naming and identity plane underneath the tools. CISA’s Zero Trust Maturity Model and OMB M-22-09 set the direction; CISA’s SCuBA baselines and BOD 25-01 set the required configuration for the agency’s cloud tenants. The order matters: close the known BOD 25-01 findings before assessing, so the assessment measures the target state rather than gaps everyone already knew about. And the assessment tools, CISA’s ScubaGear and Microsoft’s Zero Trust Assessment, produce evidence for the program to act on, not verdicts to report.
[bookmark: _Toc00000490]Why, what, who, how
	
	Question
	Chapters

	Why
	Why is Zero Trust a whole-agency property, and what principles govern it?
	01, 02

	What
	What the mandates actually require, what SCuBA and BOD 25-01 demand, how the two assessment tools relate, and what lies beyond Microsoft 365
	03, 04, 05, 06

	Who
	Who owns Zero Trust, pillar by pillar
	07

	How
	Close before you assess, run the assessment and ingest its evidence, and turn findings into a program
	08, 09, 10


Appendix: A — Requirements mapping: pillars, controls and books
[bookmark: _Toc00000491]Reading paths
· Executives (20 minutes): Chapters 01, 03 and 07, or the 15-minute presentation.
· CISO staff and architects: Chapters 01–06, then 10.
· Assessment and SOC teams: Chapters 04, 05, 08 and 09.
· Authorizing officials: Chapters 03, 08 and 10, with Appendix A.
[bookmark: _Toc00000492]Where this book sits in the workbook
This is Book 11 of the Federal Modernization Workbook. The pillars are carried in depth elsewhere: identity in Book 02 and Book 03, access in Book 04, devices in Book 05, networks in Book 08 and Book 09, and the cloud boundary in Book 10. Appendix A maps each pillar and control to the book that closes it.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000493]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 11: fix confirmed crosswalk errors (vendor-tool wording, Book 09/12/02 pointers, drift classes, Appendix A) (#386); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); Book 11: fix 19 cross-page inconsistencies (Security Suite, pillars, stall point, role set, Book 12/13 links, drift status, dates) (#433); Nov 8 fixes: Start Here about 7 minutes; BOD 25-01 reporting methods per CISA; EO 14144 4(c) in Book 08; SP access review stage (#466); Claim language: supports, not satisfies (rule, check, first sweep) (#474); Consistency read C (Books 10 to 14): BOD 25-01 methods, anchor, closes-to-supports (#480); and 4 more (all changes)

	1.4
	2026.11.4
	2026-11-05
	Sweep stale wording, and link sources on every deck (#361)

	1.3
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Cite CISA’s Hybrid Identity Solutions Guidance and its sources (#265)

	1.0
	2026.10
	2026-10-31
	First edition (17 merged changes since the book began)


[bookmark: _Toc00000494]Chapter 01 — Zero Trust Is a Whole-Agency Property
No tool can certify an architecture it can’t see, and no single tool sees the whole agency.
[bookmark: _Toc00000495]In this chapter
The question this book answers and the case in one paragraph. What CISA’s Zero Trust Maturity Model, OMB M-22-09 and NIST SP 800-207 actually say about scope. Why three separately run assessments of the network, the clouds and the virtualization estate are three partial results rather than one score, and why a shared naming and identity plane has to come first. Two incidents that sat beneath what any single tool could observe, a worked example showing that even two assessment tools for one vendor’s platform don’t add up to a whole-agency answer, and what the Federal Modernization Program adds to the stack an agency already runs.
[bookmark: _Toc00000496]The question this book answers
Book 11 asks one question: why is Zero Trust a property of the whole agency, not a product? The question matters because most of what an agency buys, deploys and reports on in the name of Zero Trust is scoped to something smaller than the agency. A Microsoft 365 tenant has a configuration score. A cloud account has a posture dashboard. A firewall estate has a rule review. A hypervisor cluster has a hardening checklist. Each of these is real, and each is useful. None of them is the agency.
The pattern this book argues against is familiar. A network team reviews the boundary against Trusted Internet Connections (TIC) 3.0 (see Book 09). A cloud security team runs each provider’s native posture scan. A virtualization team works through a hypervisor hardening checklist. Each produces its own report on its own schedule for its own owner, and at the end of the year someone puts the three reports behind one cover page and calls the result the agency’s Zero Trust maturity. It’s three partial assessments with one title.
The reason this fails is architectural, not organizational. Zero Trust policy decisions are supposed to be made the same way wherever a workload runs. That only works if the network, every cloud the agency operates in, and the on-premises virtualization estate all resolve the same workload to the same asset, the same name and the same identity. When each domain keeps its own inventory, its own naming and its own identity source, the same physical workload shows up as three different objects to three different assessors, and no score computed across them is measuring one architecture.
[bookmark: _Toc00000497]The case in one paragraph
Problem. Agencies assess the network, their cloud service providers and their on-premises virtualization as three separate exercises, staple the reports together and call the result a whole-agency Zero Trust score. Federal guidance describes Zero Trust as enterprise-wide and independent of network location, which only holds if all three domains resolve to the same asset, naming and identity records. When they don’t, one workload is three objects to three assessors, and even the two assessment tools for Microsoft’s platform, run together, can’t see past that platform.
Solution. Unify first, assess second. Build one authoritative naming and identity plane across the network, every cloud and the virtualization estate, govern that plane as a high-value target once it exists, close the known Microsoft 365 baseline findings before measuring maturity, and treat every vendor’s assessment tool as an evidence input reconciled at the control level, not as the score.
Ask. Reconcile network, cloud and virtualization asset identity to one authoritative source before scoring any of them. Name an agency-level owner of the Zero Trust posture who is separate from every cloud provider relationship. Treat any “whole-agency” score that can’t point to that unified record as three partial assessments, not one.
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Three separately scoped assessments stapled together produce a score that doesn’t measure one architecture; assessments that resolve to one naming and identity plane can be added up.
[bookmark: _Toc00000498]For decision makers
· The guidance describes the enterprise, not a tenant. CISA’s Zero Trust Maturity Model asks agencies to turn stove-piped, siloed IT services and staff into coordinated parts of one strategy with agency-wide buy-in for a common architecture and governance policies.1 OMB M-22-09 asks for enterprise-managed identities, a complete inventory of every device the government operates, and a named zero trust strategy implementation lead in every agency.2
· Network location doesn’t confer trust, so neither does the platform a workload runs on. NIST SP 800-207 defines Zero Trust as granting no implicit trust based on physical or network location or asset ownership, and it extends the approach to virtual and cloud components.3
· Stapled reports are not a score. If the network, the clouds and the hypervisors each name the same workload differently, a total across them counts objects, not architecture.
· The worst incidents sit beneath any one tool’s view. A forged-token intrusion into federal email in 2023 was first detected by an agency’s own logging, not by the provider,4 and hypervisor attacks compromise every virtual machine on a host from a layer that many security products barely see.5
· Assessment tools are evidence inputs, not verdicts. ScubaGear checks Microsoft 365 against the baselines Binding Operational Directive (BOD) 25-01 requires;6 Microsoft’s Zero Trust Assessment checks a Microsoft tenant against Microsoft’s guidance.7 Neither sees another vendor’s cloud, the network or the hypervisor estate. Only the agency can hold one posture across all of them.
[bookmark: _Toc00000499]What the federal guidance actually describes
Three documents set the target this book works toward, and none of them is scoped to a product.
CISA’s Zero Trust Maturity Model (ZTMM), version 2.0, describes five pillars (Identity, Devices, Networks, Applications and Workloads, and Data), three cross-cutting capabilities (Visibility and Analytics, Automation and Orchestration, and Governance) and four stages from Traditional through Initial and Advanced to Optimal.1 Its language is consistently enterprise-wide. The Advanced stage calls for cross-pillar coordination, centralized visibility and identity control, policy enforcement integrated across pillars, and “building toward enterprise-wide awareness (including externally hosted resources).”1 The Advanced stage of Visibility and Analytics expands automated collection of logs and events enterprise-wide, explicitly including virtual environments, for analysis that correlates across sources.1 The model also says plainly what kind of document it is: “a general guide,” not “a strict set of requirements.”1 Neither the model nor M-22-09 requires an agency to reach a particular stage; Chapter 03 sets out what each actually requires.
The model adds one caution that matters for this book. It is generally aligned to a federal enterprise’s single administrative domain or accreditation boundary, and CISA tells agencies to assess separately how their reliance on external partners and service providers factors into their architecture.1 A cloud provider is inside the agency’s Zero Trust architecture as a dependency, not as the owner of it.
OMB M-22-09 turns the strategy into goals organized by the same five pillars. Agency staff use enterprise-managed identities to reach the applications they use; agencies employ centralized identity management systems and consolidate authentication onto as few agency-managed identity systems as practicable; the government keeps a complete inventory of every device it operates and authorizes; and each agency designates a zero trust strategy implementation lead.2 The memo calls a complete understanding of the devices, users and systems interacting within an organization “a necessary foundation for any enterprise-wide zero trust architecture.”2
NIST SP 800-207 supplies the logic. Zero Trust grants no implicit trust to assets or user accounts based solely on physical or network location or on ownership, and it focuses on protecting resources rather than network segments.3 Its second tenet is that all communication is secured regardless of network location, and requests from inside a legacy perimeter must meet the same requirements as requests from anywhere else.3 NIST describes the approach as one that “can and should be expanded to include all enterprise assets (devices, infrastructure components, applications, virtual and cloud components).”3
The whitepaper this chapter draws on said SP 800-207 defines the policy decision as “infrastructure-agnostic.” NIST doesn’t use that phrase. What it says is close and sufficient: location and ownership confer no trust, and the same requirements apply on every network. The consequence is the same. A policy engine that evaluates subject, device and resource together can only do so consistently if the subject, device and resource have one identity wherever they run.
[bookmark: _Toc00000500]Three partial assessments are not one score
Put the guidance next to the usual assessment calendar and the gap is plain. The network team, the cloud team and the virtualization team each assess against their own inventory. The network list is keyed by address, the cloud estate by each provider’s resource tags, and the hypervisor estate by whatever the virtualization management plane calls a machine. Reconciliation, if it happens, happens by hand at audit time.
When those three inventories disagree, three things follow:
1. The same workload is counted three times, or not at all. A database server that runs as a virtual machine, sits on an agency subnet and backs up to a cloud bucket can appear as three unrelated objects, each scored by a different tool.
1. No policy decision is made the same way twice. A policy engine evaluating a request needs one answer to “what is this device and who owns it.” Three inventories give three answers.
1. Findings can’t be added up. A score summed across domains that don’t share identifiers is a sum of unlike things.
None of this is fixed by a better scanner. A scan can confirm that an architecture is unified; it can’t make it unified. The work comes first, and it is the subject of Chapter 06 — Beyond Microsoft 365: one authoritative asset inventory, one naming and address-resolution authority, and segmentation that applies the same way on premises, in every cloud and on virtualized networks. That chapter also takes up a consequence this chapter only names. Once one plane names and identifies everything the agency runs, it is a complete map of the attack surface and, if it carries reconciliation privileges, a privileged broker in its own right. NIST already warns that the policy engine and policy administrator are “the key components of the entire enterprise” and that stored network and policy information becomes a target for attackers.3 The unification layer belongs in the same category and needs the same protection.
[bookmark: _Toc00000501]Two incidents that sat beneath any single tool
Two documented incidents show why the whole-agency view is a security property rather than a reporting preference.
A forged token from a provider’s own signing key. In May and June 2023, a threat actor Microsoft tracks as Storm-0558 used a Microsoft consumer signing key it had acquired to forge authentication tokens and read Exchange Online mail. The federal Cyber Safety Review Board found that the actor reached 22 enterprise organizations, including the Departments of State and Commerce, and 503 related personal accounts, with access to some mailboxes for at least six weeks; Microsoft still did not know how or when the key was obtained when the Board reported.4 The Board’s finding was blunt: “this intrusion was preventable and should never have occurred.”4 The detail that matters most for this book is who noticed. The State Department detected the intrusion on its own, through a custom alert it had built on mailbox-access logs it had paid for; few, if any, other victims had that logging.4 (The whitepaper said “roughly 25 organizations”; the Board’s count is 22 enterprise organizations plus 503 personal accounts.) The tokens were valid to every system that checked them. What caught the intrusion was evidence the agency held and analyzed itself.
Attacks on the layer beneath the guest. In February 2023, CISA and the FBI issued recovery guidance for the ESXiArgs ransomware campaign, which had compromised more than 3,800 VMware ESXi servers worldwide by encrypting the configuration files of the virtual machines on each host.8 CISA attributed it to known vulnerabilities in unpatched or out-of-date ESXi and recommended disabling the Service Location Protocol service;8 researchers reported the likely vulnerability as CVE-2021-21974 in ESXi’s OpenSLP service, patched in 2021, though that link was never officially confirmed.9 (The whitepaper stated the CVE as settled.) In July 2024, Microsoft reported that several ransomware operators were exploiting CVE-2024-37085: ESXi hosts joined to an Active Directory domain gave full administrative access by default to any member of a domain group named “ESX Admins,” matched by name rather than by security identifier, so a domain user able to create that group, or rename an existing one, could take over the hypervisor.5 (The whitepaper described the method as deleting and recreating the group; Microsoft’s account is that the actively exploited method was creating it.) Microsoft also noted that many security products have limited visibility into an ESXi hypervisor, and that encrypting one hypervisor’s file system reaches every virtual machine it hosts at once.5
The hypervisor case is a distinct threat class, not a naming inconvenience. Endpoint detection, identity signals and network controls inside each guest observe the guest. An attacker who controls the host acts beneath all of them. And the hypervisor’s management plane often has its own identity source: every vCenter Single Sign-On instance has an internal identity source (vsphere.local by default), and Active Directory or LDAP directories are added to it as further sources.10 Bringing that estate into the agency’s identity plane is the right target, but CVE-2024-37085 shows the integration itself carries risk when the hypervisor trusts a directory group by name. Treating the virtualization estate as already unified, or as a low-risk configuration change, is the mistake.
Both incidents make the same point from opposite ends. A provider’s tool sees the provider’s platform, and the most consequential failures happened where no single platform’s tool was looking: in a provider’s signing infrastructure, and beneath every guest operating system.
[bookmark: _Toc00000502]Even two tools for one vendor’s platform don’t add up
The sharpest illustration of the whole-agency problem sits inside a single vendor’s ecosystem. Federal agencies running Microsoft 365 have two free, read-only assessment tools available, and they are often treated either as interchangeable or as together amounting to full Zero Trust coverage. Both readings are wrong, in opposite directions.
	
	CISA SCuBA and ScubaGear
	Microsoft’s Zero Trust Assessment

	Question it answers
	Compliance: does the Microsoft 365 configuration match the federal secure configuration baselines?
	Maturity: how closely does the tenant follow Microsoft’s Zero Trust guidance?

	Federal mandate
	Yes. BOD 25-01 requires agencies to deploy CISA’s assessment tools against every in-scope tenant, report results by integrating with CISA’s continuous monitoring solution or by quarterly submission, and implement the mandatory policies6
	No. It is Microsoft’s own guidance, aligned to its Secure Future Initiative and the Zero Trust pillars7

	Scope
	Microsoft 365 workloads with SCuBA baselines, including Entra ID, Security Suite (which replaced Defender in ScubaGear 2.0.0), Exchange Online, Power Platform, SharePoint and OneDrive, and Teams; Google Workspace baselines (assessed by ScubaGoggles) are also in the required configurations1112
	Tests drawn from Microsoft’s guidance for Entra, Intune, Azure networks and Purview, reported in a redesigned report with one tab per pillar across seven default pillars (Identity, Devices, Network, Data, Infrastructure, Security Operations and AI)7

	Where they overlap
	Mainly Entra identity (legacy authentication, MFA, Conditional Access, privileged roles) and, as of the Zero Trust Assessment’s version 3.1.0, Defender threat policies (Chapter 05)
	The same identity surface, alongside device, network and data checks SCuBA’s baselines don’t make


Dropping either tool leaves gaps the other doesn’t fill. Dropping ScubaGear because the Zero Trust Assessment covers identity abandons the tool the directive actually names and the federal baseline for workloads such as Exchange Online, Teams and Power Platform. Dropping the Zero Trust Assessment because ScubaGear already runs leaves device, network and data configuration unmeasured against Microsoft’s guidance. Chapter 05 compares them in detail.
But running both, fully, still doesn’t produce a whole-agency assessment, because both are scoped to one vendor’s platform. The two exist side by side for a reason: a compliance-baseline check and a maturity assessment answer structurally different questions, and neither was built to answer the other’s. (The whitepaper said Microsoft controls both tools. It doesn’t: ScubaGear is CISA’s tool, built against CISA’s baselines;12 only the Zero Trust Assessment is Microsoft’s.) Multiply that by every other cloud provider the agency uses, each with its own native posture tooling, and by the network and the virtualization estate, and “run every vendor’s tool” produces as many disconnected reports as there are vendors.
[bookmark: _Toc00000503]Tools are evidence inputs, not verdicts
The governance principle follows directly: agency-level Zero Trust ownership can’t be delegated to any single provider’s assessment tool, however good that tool is. A provider assessing its own platform is necessarily scoped to its own platform. It has no visibility into, and no structural reason to reconcile against, the other providers, the network or the hypervisors. The agency is the only party positioned to hold one posture across all of them.
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Assessment tools feed a control-level reconciliation against one asset and identity record; the agency, not any tool, owns the resulting posture.
That gives every tool a clear job. Keep ScubaGear for BOD 25-01, because it is the tool the directive names. Add the Zero Trust Assessment for breadth across device, network and data configuration in a Microsoft tenant. Reconcile both, and every other domain’s evidence, at the control level, using NIST SP 800-53 as the common vocabulary, because the tools use different finding identifiers and severity models (Chapter 10). And sequence the work so the assessment measures the target state rather than known gaps: close the BOD 25-01 findings first, then assess (Chapter 08).
One federal caveat belongs here. In a government cloud tenant, feature availability differs from the commercial service, so a maturity assessment run there can’t credit capabilities the tenant can’t use. Microsoft documents those differences per service; Chapter 02 treats modeling the cloud boundary as a governance principle in its own right, and Book 10 covers the boundary itself.
[bookmark: _Toc00000504]What the program adds to an existing stack
The Federal Modernization Program applies Zero Trust by anchoring every claim, certificate event and governance decision to an identity that is verified rather than assumed. As a program design rule, a binding between an identity and anything else (a device, an address, a certificate, a role) is untrusted by default until it is backed by cryptographic proof, independent corroboration or an explicit governance authorization.
The program is an overlay, not a replacement identity platform. It is designed to sit above the systems an agency already runs, such as Microsoft Entra ID, network access control and next-generation firewalls, normalize their identity-linked signals, and record traceable policy outcomes across them. Its design places Zero Trust policy in five mission classes:
	Mission class
	How Zero Trust policy lands

	Identity
	Establishes identity truth and binding confidence before any trust decision is made

	Telemetry
	Continuously ingests identity-linked events and detects drift or anomalous behavior

	Policy
	Encodes conditional access, separation of duties and compliance rules as auditable decisions

	Enforcement
	Pushes approved decisions into control points, such as session revocation and network or device controls

	Integration
	Coordinates execution across the incumbent tools so controls are applied consistently end to end


One figure in the program’s design is a target, not a measurement. The program sets an objective of under 120 seconds for leaver revocation across identity and the access surfaces that depend on it. That is a target-state objective; it should not be read as shipped production performance. Book 03 covers the leaver process that feeds it, and Book 04 and Book 09 cover the session controls, including continuous access evaluation, that determine how fast revocation actually takes effect.
[bookmark: _Toc00000505]How the rest of the book is organized
· Why (this chapter and Chapter 02): the whole-agency argument, and the five governance principles that move a program past the stall below Advanced.
· What (Chapters 03 to 06): what the maturity model and M-22-09 actually require, what SCuBA and BOD 25-01 cover, how the two assessment tools for Microsoft’s platform differ, and the estate beyond Microsoft 365.
· Who (Chapter 07): who owns the agency’s Zero Trust posture.
· How (Chapters 08 to 10): closing BOD 25-01 findings before assessing, running the assessment and ingesting the evidence, and turning findings into a program.
· Appendix A: requirements mapped to pillars, controls and books.
[bookmark: _Toc00000506]What this chapter establishes
1. Federal Zero Trust guidance is written for the enterprise: CISA’s model, M-22-09 and SP 800-207 all describe agency-wide identity, inventory and policy, and none is scoped to a product or tenant.
1. Separately run network, cloud and virtualization assessments are three partial results. They become one score only when all three resolve to one naming and identity plane, and that plane then has to be defended as a high-value target.
1. The most consequential incidents sat where no single platform’s tool was looking; in the 2023 email intrusion, the agency’s own evidence caught what the provider didn’t.
1. Even two assessment tools for one vendor’s platform, run together, are a vendor-scoped answer. Every tool is an evidence input; the agency owns the verdict.
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1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026). §4, p. 6 (transition from stove-piped and siloed IT services and staff, “agency-wide buy in for a common architecture and governance policies”); §5, pp. 7–10 (five pillars, three cross-cutting capabilities, stage guiding criteria including Advanced “building toward enterprise-wide awareness (including externally hosted resources)”); p. 12 (model “generally aligned to a federal enterprise’s single administrative domain or accreditation boundary”; external service providers; “not … a strict set of requirements but … a general guide”); §5.6, Table 7 (Visibility and Analytics at Advanced, “including virtual environments”).
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[bookmark: _Toc00000508]Chapter 02 — Governance Principles for Zero Trust
Pillars are bought one tool at a time; maturity is decided by the capability nobody sells, which is governance.
[bookmark: _Toc00000509]In this chapter
How CISA’s Zero Trust Maturity Model is built (five pillars operated through three cross-cutting capabilities) and the three failure patterns that keep programs below the Advanced stage. Five governance principles that address them: identity as a necessary but defended anchor, controls of their own for privileged identity, continuous evidence as a governance property, enforcement rather than observation, and a cloud boundary that is modeled rather than assumed. Eight decisions an agency can make this quarter, none of them a purchase.
[bookmark: _Toc00000510]The model is not a shopping list
CISA’s Zero Trust Maturity Model (ZTMM) is easy to misread. Its best-known figure shows five pillars (Identity, Devices, Networks, Applications and Workloads, and Data), and a program that reads only that figure plans five procurements. Underneath the pillars, the model draws three cross-cutting capabilities that “highlight activities to support interoperability of functions across pillars”: Visibility and Analytics, Automation and Orchestration, and Governance.1 The pillars say what has to be protected. The cross-cutting capabilities say how the protections are operated together.
Governance, in the model’s own definition, “refers to the definition and associated enforcement of agency cybersecurity policies, procedures, and processes, within and across pillars.”1 Definition and enforcement, within and across pillars: a program can buy a strong tool for every pillar and still have none of that.
The common result is a program that spends two years or more buying a tool per pillar and stalls below Advanced. This chapter argues that the stall is structural, that governance is the capability programs invest in least, and that five principles, most of which are decisions rather than purchases, are what move a program past it. Chapter 01 made the case that Zero Trust belongs to the whole agency; this chapter sets out how the agency governs it.
[bookmark: _Toc00000511]The case in one paragraph
Problem. Programs read the maturity model as a five-pillar shopping list, buy a tool per pillar, and stall below Advanced, because the model defines maturity as five pillars operated through three cross-cutting capabilities, and Governance is the one programs fund least.
Solution. Five governance principles. Identity is a necessary anchor but not a self-authenticating one. Privileged and administrative identity needs controls of its own. Continuous evidence is a governance property, not a tool feature. Governance must enforce, not only observe. And the cloud boundary must be modeled, not assumed away.
Ask. Eight governance decisions this quarter, none of them a procurement: find out which pillar evidence is reproducible, name a cross-pillar correlation owner, stand up drift detection as a governance function, model the cloud boundary, reconcile network, cloud and virtualization asset identity to one source, assign agency-level Zero Trust ownership separate from any cloud provider, convert one detective control to a preventive one, and time-box privileged access.
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CISA’s Zero Trust Maturity Model: five pillars operated through three cross-cutting capabilities, of which Governance is the one programs fund least.
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· Maturity is cross-pillar by definition. The model’s Advanced stage calls for cross-pillar coordination, centralized visibility and identity control, and policy enforcement integrated across pillars.1 No single pillar’s tool delivers any of those.
· The target is a guide, not a mandate. CISA calls the model a general guide rather than a strict set of requirements,1 and neither it nor OMB M-22-09 requires a particular stage. Agencies choose their targets; Chapter 03 sets out what is actually required.
· Identity is the anchor, and the anchor is the target. A forged token signed with a stolen provider key passed every check in 2023.2 Identity has to be continuously re-evaluated, not trusted once issued.
· Standing privilege is the model’s lowest stage. At Traditional, an agency “authorizes permanent access with periodic review” for privileged accounts; at Optimal, it automates just-in-time, just-enough access.1
· A policy without enforcement is a report. Governance in the model means definition and enforcement, and its Optimal stage is continuous enforcement with dynamic updates.1
[bookmark: _Toc00000513]Why programs stall below Advanced
Three failure patterns recur, whichever pillar tools an agency has bought.
1. Pillars are administered, not governed. Each pillar gets an owner, a tool and a roadmap, but no shared authority correlates decisions across them. When a policy decision needs input from two pillars, it degrades to whatever both can agree on, which is the lowest common denominator.
1. Evidence is per tool, not per claim. Each pillar’s tool emits evidence in its own schema. Assembling it into a single authorization narrative is a manual, point-in-time exercise that can’t be re-run, so the next assessment starts again from scratch.
1. Drift is found at audit time. The gap between declared policy and what is actually running surfaces only when an assessor finds it, months after it opened.
Set those against the model’s own stage criteria and the stall is predictable. CISA describes the Advanced stage as automated controls for lifecycle and configuration “with cross-pillar coordination,” “centralized visibility and identity control,” and “policy enforcement integrated across pillars,” and the Optimal stage as “cross-pillar interoperability with continuous monitoring.”1 The same document’s description of the Traditional stage reads like a list of the failure patterns: “siloed pillars of policy enforcement,” “manual response and mitigation deployment,” and “limited correlation of dependencies, logs, and telemetry.”1 Adding another per-pillar tool doesn’t move any of those. They are properties of how the pillars are run together, which is what governance is.
The five principles below address the patterns directly. The first two concern what the program governs most closely, identity and privilege. The third and fourth concern how governance works: through evidence that can be regenerated and controls that enforce. The fifth concerns where governance stops, at the boundary of what the agency’s cloud can actually do.
[bookmark: _Toc00000514]Principle one: identity is a necessary anchor, not a sufficient one
Identity has to work as the addressing root the other pillars resolve against. The Federal Modernization Program takes this further than the maturity model, which treats identity as one pillar of five. As a program design position, identity is the root namespace: devices, addresses, network paths, applications and data classifications are named through the identity plane rather than through parallel naming systems. In practice that means a device claim is keyed to an identity-plane object (for example, a Microsoft Entra object ID) rather than a separate device-pillar identifier; an address is derived from identity context rather than assigned by an independent address-management system; and a workload’s access decision consumes identity claims as authoritative input rather than as one signal among many. The architectural payoff is that cross-pillar correlation reduces to resolving identity, which the identity plane already does authoritatively.
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Under Principle One, devices, addresses, workloads and data are named through the identity plane, and the plane is defended because it is not self-authenticating.
Federal guidance points the same way, though it doesn’t use the program’s terms. NIST SP 800-207 describes an “enhanced identity governance” approach that “uses the identity of actors as the key component of policy creation,” with device, asset status and environment adjusting the result.3 OMB M-22-09 requires centralized identity management systems for agency users that can be integrated into applications and common platforms, and directs agencies to consolidate authentication onto as few agency-managed identity systems as practicable.4 The model’s Identity Stores function reaches Optimal when an agency “securely integrates their identity stores across all partners and environments as appropriate.”1
Root namespace is a naming and addressing claim, not a trust claim. It means every other pillar resolves its objects through the identity plane; it does not mean a validated identity is trusted unconditionally once issued. Treating identity as a self-authenticating root recreates the failure Zero Trust exists to retire. The 2023 Exchange Online intrusion described in Chapter 01 is the clearest case: the actor forged tokens signed with a Microsoft consumer signing key it had acquired, and because of a validation flaw the tokens were accepted by enterprise mail.2 Every token checked out. The anchor itself had been subverted, and the root of the namespace is therefore the highest-value target in the estate.
So the identity plane needs operational hardening of its own:
· Session re-evaluation, not one-time trust. Microsoft Entra continuous access evaluation lets services such as Exchange Online, SharePoint Online and Teams act on critical events (account disabled or deleted, password changed or reset, all refresh tokens revoked by an administrator, high user risk) in near real time, and to enforce certain Conditional Access location policies inside the service.5 The whitepaper paired continuous evaluation with “short token lifetimes.” The two are alternatives, not a pair: in sessions that negotiate continuous access evaluation, tokens become long-lived (up to 28 hours) because critical events, not expiry, drive revocation; clients that can’t negotiate it keep the default one-hour lifetime.5 The requirement is that a session can be revoked promptly, by whichever mechanism the client and resource support. Book 04 and Book 09 cover the session controls in detail.
· Phishing-resistant credentials. M-22-09 requires phishing-resistant MFA for agency staff, contractors and partners and defines it as authentication designed to detect and prevent disclosure of secrets to a site or application masquerading as a legitimate system.4 The model puts phishing-resistant MFA, including FIDO2 or PIV, at the Advanced stage of authentication and continuous validation with it, “not just when access is initially granted,” at Optimal.1
· Its own telemetry and blast-radius design. Changes to the identity plane’s configuration should be logged and monitored as a distinct, high-priority stream, consistent with NIST’s warning that the components making access decisions are “the key components of the entire enterprise” and that anyone with configuration access to them can make unapproved changes.3
[bookmark: _Toc00000515]Principle two: privileged and administrative identity needs controls of its own
If identity is the root, administrative identity is the root of the root. Whoever can change the identity plane, its policies or the systems it federates with can change every decision that depends on them.
The maturity model makes the progression explicit in its Access Management function. At Traditional, an agency “authorizes permanent access with periodic review for both privileged and unprivileged accounts.” At Advanced, it authorizes need-based and session-based access, including for privileged requests, tailored to actions and resources. At Optimal, it “uses automation to authorize just-in-time and just-enough access tailored to individual actions and individual resource needs.”1
In a Microsoft estate, Microsoft Entra Privileged Identity Management (PIM) is the mechanism. A user with an eligible role assignment has to activate it, through steps such as an MFA check, a business justification or an approval, and then holds the role for a preconfigured period; Microsoft describes this just-in-time model as preventing access after the permissions expire.6 Microsoft’s deployment guidance is to keep zero permanently active assignments for roles other than emergency access accounts.6 Book 04, Chapter 02 makes the case against standing privilege, and Chapter 08 of the same book gives the activation pattern.
Two further rules follow from the principle:
· Break-glass accounts are governed artifacts, not unwritten exceptions. Emergency access accounts exist because an agency can lock itself out: a federation outage, an MFA provider outage, or every privileged assignment left eligible with no one able to approve activation. Microsoft’s guidance is two or more such accounts, limited to emergencies, with monitoring and alerting on their use, and drills at least every 90 days and after staff changes to confirm they work and that the alerts fire.7 An emergency account that nobody has tested, or whose use nobody would notice, is an unmanaged standing privilege.
· Administrative trust must not hang on a name. CVE-2024-37085, described in Chapter 01, gave full hypervisor administration to any member of a directory group named “ESX Admins,” matched by name rather than by security identifier, so a domain user who could create that group could take over the host.8 Privilege granted by a recreatable label rather than a continuously verified identity is exactly the condition this principle exists to remove, and it applies to every system that federates administrative rights from the directory, not only to identity providers.
[bookmark: _Toc00000516]Principle three: continuous evidence is a governance property, not a tool feature
The second failure pattern, evidence per tool rather than per claim, isn’t fixed by a tool with a better export. It’s fixed by a rule about what counts as evidence. Under this principle, evidence has to be:
· Reproducible. An assessor can re-run the pipeline that produced it, without coordinating with the operator, and get the same result from the same inputs.
· Machine-readable. It is structured data, not a screenshot or a narrative. NIST’s Open Security Controls Assessment Language (OSCAL) is the federal reference for this: XML, JSON and YAML formats for control-based assessment and compliance.9
· Regenerable from the record of what was closed. Every finding that was remediated can be traced to the change that closed it, and the evidence can be rebuilt from that record.
Per-tool evidence that can’t be re-executed is an assertion, not evidence. The maturity model’s Visibility and Analytics capability describes the same progression from the other side: from manually collecting limited logs with minimal analysis at Traditional to “comprehensive visibility enterprise-wide via centralized dynamic monitoring and advanced analysis of logs and events” at Optimal.1 Visibility at that level is only useful to an authorizing official if the evidence it produces can be checked.
This is the principle that turns drift detection into a governance function rather than a scanner feature. Drift is the gap between declared policy and running state, and it’s only detectable continuously if the declared state is machine-readable and the observed state can be regenerated on demand. Chapter 10 — Evidence, Not Verdicts sets out how the program’s evidence chain and drift classes work, and what is shipped versus target state.
[bookmark: _Toc00000517]Principle four: governance must enforce, not only observe
A program that names an owner and writes a policy but never wires in automated, preventive enforcement has built a reporting system, not a control. The maturity model’s definition already says so: governance is the definition and associated enforcement of policy.1 Its Governance capability runs from policies enforced “via manual processes or static technical mechanisms” at Traditional, through “tiered, tailored policies enterprise-wide” that use automation where possible at Advanced, to policies that are fully automated “with continuous enforcement and dynamic updates” at Optimal.1
Enforcement is not the same as autonomy. The program’s posture for automated change is gated: the governance layer detects drift and generates the corrective action, and a human approves it before it runs, with high-blast-radius operations gated permanently. That is a program design choice, explained in Book 01, Chapter 09, and it is compatible with this principle. A gated preventive control is still a control. What fails the principle is a detective control that only ever produces a dashboard.
The practical test is simple. For each policy the program reports on, ask what happens when the running state violates it. If the answer is “a finding appears in next quarter’s report,” the policy is observed, not enforced. The quarter’s work is to convert at least one such policy into a preventive control: a Conditional Access policy that blocks rather than reports, a configuration baseline that is reapplied rather than compared, an access assignment that expires rather than waits for review.
[bookmark: _Toc00000518]Principle five: the cloud boundary must be modeled, not assumed away
The last principle carries Chapter 01’s argument into governance. The network, every cloud service provider and the on-premises virtualization estate have to be assessed as one governed system. A provider’s own tool can only ever see its own platform. The organization is the only party positioned to hold one Zero Trust posture across all of them, and the maturity model says as much when it asks agencies to assess how their reliance on service providers factors into their architecture, separately from the single administrative domain the model is aligned to.1
Modeling the boundary has two parts.
What each cloud can actually do. Government cloud offerings don’t have the same features as the commercial service. Microsoft publishes the differences service by service: Office applications list cloud-backed features that aren’t available in GCC, GCC High or DoD,10 and Intune’s government service description lists features that are planned or unavailable for GCC High and DoD.11 A program that reads a maturity score from a government tenant without knowing which capabilities that tenant can use is crediting or penalizing itself for things the platform decides. The governance response is to record each platform gap as a governed finding, with a compensating control or an accepted risk, rather than as an unstated assumption. (The whitepaper named specific device signals as “silently unavailable” in GCC, including Endpoint Analytics and Device Health Attestation. Microsoft’s documentation doesn’t support that: Intune has no separate GCC instance, so GCC tenants use the commercial Intune service, and Device Health Attestation appears among the features still planned for GCC High and DoD, not GCC.11 The whitepaper’s other items couldn’t be matched to Microsoft’s service descriptions, so the chapter keeps the principle and drops the list. The program’s own inference that continuous access evaluation behaves differently in its GCC tenants is a tracked program finding, not a published Microsoft statement.)
Where each mandate stops. Binding Operational Directive 25-01 covers cloud tenants that have a finalized SCuBA baseline, starting with Microsoft 365;12 it does not reach the network, other cloud platforms without a baseline, or the virtualization estate. The whole-agency requirement rests on the enterprise-wide guidance in Chapter 01, not on the directive’s legal scope. Chapter 04 covers what the directive does reach, and Book 10 covers the federal cloud boundary itself.
Boundary exceptions are a governance object too. Where an agency deliberately uses a service outside its main cloud boundary, the program’s design is to record each one as a named, discrete exception with its own authorizing decision, added to the boundary model at the same time as that decision, so that every exception is governed rather than glossed over.
[bookmark: _Toc00000519]Governance decisions for this quarter
None of the principles waits on a procurement. Each maps to a decision an agency can make now.
	Decision
	Principle
	What done looks like

	Find out which pillar evidence is reproducible today
	Three
	For each pillar, a yes or no: can the evidence pipeline be re-run without operator coordination? The “no” answers are the adoption boundary

	Name a cross-pillar correlation owner
	One, four
	One accountable person or team for decisions that need input from more than one pillar

	Stand up drift detection as a governance function
	Three, four
	Declared state is machine-readable, and differences from running state are reported continuously, not at audit

	Model the cloud boundary
	Five
	Each platform gap and boundary exception recorded as a governed finding with a disposition

	Reconcile network, cloud and virtualization asset identity to one source
	One, five
	One authoritative inventory every domain resolves to (Chapter 06)

	Assign agency-level Zero Trust ownership separate from any provider
	Five
	An owner of the agency posture who is not the owner of any single provider relationship (Chapter 07)

	Convert one detective control to a preventive one
	Four
	One policy that now blocks, reapplies or expires instead of reporting

	Time-box privileged access
	Two
	Zero permanently active privileged assignments other than tested, monitored emergency accounts


Each is a structural step that compounds. Together they are the governance capability the maturity model describes and no vendor sells.
[bookmark: _Toc00000520]What this chapter establishes
1. CISA’s model defines maturity as five pillars operated through three cross-cutting capabilities. Its Advanced and Optimal criteria are cross-pillar, so another per-pillar tool doesn’t move a program past the stall below Advanced.
1. Identity is the root namespace the other pillars resolve through, but it is not self-authenticating. It must be continuously re-evaluated and defended as the highest-value target.
1. Privileged identity needs time-boxed, verified access, with emergency accounts governed and tested rather than left as exceptions.
1. Evidence that can’t be regenerated is an assertion, and policy that isn’t enforced is a report.
1. The cloud boundary, including what each government cloud can actually do and where each mandate stops, has to be modeled explicitly. Only the agency can hold the posture across every provider.
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1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026). §5, pp. 9–11 (stage guiding criteria; definitions of the three cross-cutting capabilities, including Governance as “the definition and associated enforcement” of policy); p. 12 (single administrative domain; external service providers; “a general guide”); §5.1, Table 2, pp. 13–15 (Authentication; Identity Stores; Access Management from permanent access with periodic review to just-in-time and just-enough access); §5.6, Table 7, pp. 29–30 (Visibility and Analytics; Governance from manual enforcement to continuous enforcement and dynamic updates).
1. Cyber Safety Review Board, Review of the Summer 2023 Microsoft Exchange Online Intrusion, March 20, 2024, https://www.cisa.gov/sites/default/files/2025-03/CSRBReviewOfTheSummer2023MEOIntrusion508.pdf (accessed Oct 21, 2026). Forged tokens signed with an acquired 2016 MSA consumer signing key; a validation flaw let consumer-key tokens access enterprise Exchange Online.
1. Scott Rose, Oliver Borchert, Stu Mitchell and Sean Connelly, NIST Special Publication 800-207, Zero Trust Architecture, August 2020, https://doi.org/10.6028/NIST.SP.800-207 (accessed Oct 21, 2026). §3.1.1 (enhanced identity governance: identity of actors as “the key component of policy creation”); §5.1 (policy engine and administrator as “the key components of the entire enterprise”; administrators with configuration access can make unapproved changes; changes must be logged and subject to audit).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026). Pp. 5–6, Identity actions 1 and 2 (centralized identity management systems; phishing-resistant MFA required for staff, contractors and partners; consolidate to as few agency-managed identity systems as practicable) and footnote 6 (definition of phishing-resistant).
1. Microsoft Learn, “Continuous access evaluation,” https://learn.microsoft.com/entra/identity/conditional-access/concept-continuous-access-evaluation (accessed Oct 21, 2026). Critical event evaluation (account deleted or disabled, password changed or reset, MFA enabled, administrator revokes refresh tokens, high user risk); Conditional Access policy evaluation in Exchange Online, SharePoint Online, Teams and Microsoft Graph; token lifetime up to 28 hours in CAE sessions, configurable token lifetime not honored, one-hour default for clients that aren’t CAE-capable.
1. Microsoft Learn, “What is Microsoft Entra Privileged Identity Management?,” https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-configure, and “Plan a Privileged Identity Management deployment,” https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-deployment-plan (accessed Oct 21, 2026). Eligible and active assignments; activation through MFA, justification or approval for a preconfigured period; just-in-time access; “Keep zero permanently active assignments for roles other than your emergency access accounts.”
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1. Microsoft Learn, “Office application and feature availability in Government plans,” https://learn.microsoft.com/office365/servicedescriptions/office-applications-service-description/office-application-and-feature-availability-in-government-plans (accessed Oct 21, 2026). Per-feature availability for GCC, GCC High and DoD.
1. Microsoft Learn, “Microsoft Intune for US Government GCC High and DoD service description,” https://learn.microsoft.com/intune/fundamentals/government-service (accessed Oct 21, 2026). GCC is the same instance as commercial Intune (“Intune doesn’t have a separate GCC instance”); features in planning (including Windows Device Health Attestation) and features not available for GCC High and DoD.
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026). Scope: FCEB production cloud tenants with a finalized SCuBA baseline, Microsoft Office 365 at issuance, other products as baselines are issued.
[bookmark: _Toc00000522]Chapter 03 — What CISA’s Maturity Model and M-22-09 Actually Require
Only one of the federal Zero Trust documents sets a list of specific actions by pillar, and none of them sets a score.
[bookmark: _Toc00000523]In this chapter
The four documents that define the federal Zero Trust target and the different kind of authority each one carries. The specific actions OMB M-22-09 requires, pillar by pillar, and how to read them now that its FY 2024 deadlines have passed and one of its cross-references has been rescinded. What CISA’s Zero Trust Maturity Model v2.0 says about itself, what NIST SP 800-207 contributes, the requirements that are often cited but don’t exist, and the design contract the program takes from all of them. Appendix A maps every requirement to the chapters and books that close it.
Zero Trust programs are usually argued by citation. A tool is bought because “the maturity model requires Optimal.” An assessment is scheduled because “M-22-09 requires a Zero Trust score.” A tenant is called compliant because its dashboard shows a high number against “CISA’s pillars.” Each of those statements can be checked against the documents, and most fail. The maturity model calls itself a guide. M-22-09 sets specific actions, not a maturity stage. No federal document defines a Zero Trust score at all.
That doesn’t make the target vague. M-22-09 contains binding actions with deadlines, the maturity model gives a common vocabulary of pillars, functions and stages, and SP 800-207 defines the architecture both of them assume. The rest of this book depends on reading them precisely. Chapter 01 argues that Zero Trust maturity is a property of the whole agency; this chapter shows that the documents describe it that way, and says exactly what they ask for.
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The federal Zero Trust instruments by kind of authority: an executive order that requires a plan, an OMB memorandum that sets binding actions, a CISA guide that supplies the vocabulary, a NIST architecture, and the adjacent instruments that bind particular surfaces.
[bookmark: _Toc00000524]Four documents, four kinds of authority
The federal Zero Trust target is set by four documents that are often cited as if they were one. They differ in who issued them and in whether an agency must follow them.
	Document
	Issuer and date
	Authority
	What it does

	Executive Order 14028, Improving the Nation’s Cybersecurity
	The President, May 12, 2021
	Binding on agencies
	Directs the government to “advance toward Zero Trust Architecture” and required each agency head, within 60 days, to “develop a plan to implement Zero Trust Architecture” incorporating NIST’s migration steps1

	OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles
	OMB, January 26, 2022
	Binding on agencies
	Sets a federal Zero Trust strategy “requiring agencies to meet specific cybersecurity standards and objectives by the end of Fiscal Year (FY) 2024,” organized by the maturity model’s pillars2

	Zero Trust Maturity Model, Version 2.0
	CISA, April 2023
	Guidance
	Five pillars, three cross-cutting capabilities and four maturity stages; “should not be viewed as a strict set of requirements but as a general guide”3

	NIST SP 800-207, Zero Trust Architecture
	NIST, August 2020
	Guidance
	The definition of zero trust and zero trust architecture, seven tenets, the logical components and deployment approaches the other documents rely on4


Executive Order 14028 also defines the term. Its definition describes zero trust as a security model that “eliminates implicit trust in any one element, node, or service” and that embeds monitoring, risk-based access control and automation “throughout all aspects of the infrastructure.”1 That phrase is the first place the whole-agency scope of Chapter 01 appears in federal text.
The maturity model and M-22-09 were written to fit each other. M-22-09 says its goals “are organized using the zero trust maturity model developed by CISA,” and the model says CISA revised it “to further align with M-22-09’s direction for agencies.”23 The relationship runs one way, though. M-22-09 borrows the model’s structure for its own actions; it doesn’t adopt the model’s stages as requirements.
Three adjacent instruments bind particular surfaces rather than the Zero Trust program as a whole. BOD 25-01 binds the configuration of cloud tenants that have a published SCuBA baseline (Chapter 04). OMB M-26-14 binds logging, and the Logging Reference Architecture it calls for “will align with the Zero Trust Maturity Model.”5 And every system security plan binds the agency to the NIST SP 800-53 controls it asserts. These instruments are where much of the Zero Trust evidence is actually demanded, which is why Appendix A maps them alongside the four documents above.
[bookmark: _Toc00000525]What M-22-09 requires
M-22-09 is the only one of the four that sets specific, dated actions for the Zero Trust program itself. It frames them modestly: the strategy “is a starting point, not a comprehensive guide to a fully mature zero trust architecture,” and agencies are pointed to the maturity models and reference architectures in its Appendix A for long-term planning.2 Its scope is not limited to the cloud. The memorandum “frequently references cloud services, but also addresses on-premise and hybrid systems.”2
Program actions
Agencies had 30 days to designate a zero trust strategy implementation lead, and 60 days to build on their EO 14028 plans and submit an implementation plan for FY 2022 to FY 2024 and a budget estimate to OMB and CISA.2 M-22-09 also says agency leadership and “the entire ‘C-suite’” should be aligned and committed to overhauling the agency’s security architecture; Chapter 07 builds the ownership model on that sentence.
Actions by pillar
The table restates the memorandum’s numbered actions. “Must” and “should” are M-22-09’s own words.
	Pillar
	Vision (M-22-09)
	Actions (M-22-09 §III.A to §III.E)

	Identity
	Staff use enterprise-managed identities; phishing-resistant MFA protects them
	Agencies must use centralized identity management systems that integrate with applications and common platforms. MFA must be enforced at the application layer, not the network layer; phishing-resistant MFA is required for agency staff, contractors and partners and must be an option for public users. Password policies must not require special characters or regular rotation. Authorization must consider at least one device-level signal alongside identity information2

	Devices
	A complete inventory of every device authorized and operated for official business; prevent, detect and respond to incidents on those devices
	Agencies must create reliable asset inventories through CISA’s Continuous Diagnostics and Mitigation (CDM) program, and must ensure their endpoint detection and response (EDR) tools meet CISA’s technical requirements and are deployed widely, as described in M-22-012 

	Networks
	Encrypt all DNS requests and HTTP traffic; begin breaking perimeters into isolated environments
	Agencies must resolve DNS using encrypted DNS wherever technically supported, enforce HTTPS for all web and API traffic, preload agency .gov domains as HTTPS-only, and develop, in consultation with CISA, a zero trust architecture plan describing the agency’s approach to environmental isolation2

	Applications and Workloads
	Treat all applications as internet-connected; rigorous testing; welcome external vulnerability reports
	Agencies must operate dedicated application security testing programs, use high-quality firms for independent third-party evaluation, maintain a public vulnerability disclosure program, make at least one internal-facing FISMA Moderate application fully operational over the public internet, and provide CISA and GSA their non-.gov hostnames; they should work toward immutable workloads2

	Data
	Protections built on thorough data categorization; cloud security services to discover, classify and protect sensitive data; enterprise-wide logging
	Agencies must implement initial automation of data categorization and security responses, audit access to any data encrypted at rest in commercial cloud infrastructure, and work with CISA on comprehensive logging and information sharing “as described in OMB Memorandum M-21-31”2


Several of these actions are narrower or more specific than they are usually quoted.
· Phishing resistance has a defined meaning and a defined consequence. M-22-09 defines phishing-resistant authentication as processes “designed to detect and prevent disclosure of authentication secrets and outputs to a website or application masquerading as a legitimate system.” For routine self-service access by staff, contractors and partners, agency systems must stop supporting methods that fail that test, including SMS or voice codes, one-time codes and push notifications. PIV, including Derived PIV, is named as the simplest route; FIDO2 and Web Authentication authenticators are permitted.2 Book 04 implements this as authentication strength policy.
· “Partners” are a class the agency has to define. M-22-09 names partners alongside staff and contractors for phishing-resistant MFA but does not say how an agency identifies, sponsors or removes them. Book 03, Chapter 15 defines the External Partner Person class and the readiness checks that let the identity pillar cover it.
· The network action is an isolation plan, not a product. M-22-09 lists three approaches from SP 800-207 (enhanced identity governance, logical micro-segmentation and network-based segmentation), says the right one “may vary from agency to agency,” and requires only that agencies “move away from the practice of maintaining a broad enterprise-wide network.”2 Book 09 carries the network design.
· Inline decryption is neither required nor prohibited. The memorandum says so directly and warns against static keys with an overly broad ability to decrypt enterprise-wide traffic.2
· The device signal is a minimum. “At least one device-level signal” is the floor for authorization decisions, not a description of a mature policy engine.2 Book 05 supplies the device compliance signal.
Reading M-22-09 in October 2026
M-22-09’s FY 2024 deadlines have passed. OMB hasn’t rescinded it: its memoranda index for 2025 and 2026 lists no rescission of M-22-09, and the memorandum is still published on whitehouse.gov.62 The program treats it as in force, with two adjustments.
The first is logging. The Data pillar’s logging action points to M-21-31, and M-26-14 rescinded M-21-31 on May 22, 2026, replacing its event-logging tiers with a risk-based approach and a Logging Reference Architecture.5 The program reads M-22-09’s logging action through M-26-14.
The second is the deadline itself. A passed deadline doesn’t retire an action. The actions in the table above remain the specific federal requirements for each pillar; what changed is that agencies are now measured against them as an existing obligation rather than a target date.
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CISA’s Zero Trust Maturity Model, Version 2.0, is dated April 2023 on its cover (its revision table records Version 2.0 as March 2022).3 CISA describes it as “one of many paths” an organization can take in designing its transition to zero trust architectures in accordance with EO 14028.3 No later version has been published. CISA’s landing page for the model is now marked “Archived Content,” still offers Version 2.0 for download, and directs readers to the Federal Zero Trust Resource Hub that OMB and CISA maintain at zerotrust.cyber.gov.7 (That site didn’t resolve when it was checked for this chapter.)
Structure
The model has five pillars (Identity, Devices, Networks, Applications and Workloads, and Data) and three cross-cutting capabilities (Visibility and Analytics, Automation and Orchestration, and Governance). Each pillar is broken into functions, and each function is described at four stages: Traditional, Initial, Advanced and Optimal.3
	Pillar
	Functions (ZTMM v2.0 Tables 2 to 6)

	Identity
	Authentication; Identity Stores; Risk Assessments; Access Management

	Devices
	Policy Enforcement and Compliance Monitoring; Asset and Supply Chain Risk Management; Resource Access; Device Threat Protection

	Networks
	Network Segmentation; Network Traffic Management; Traffic Encryption; Network Resilience

	Applications and Workloads
	Application Access; Application Threat Protections; Accessible Applications; Secure Application Development and Deployment Workflow; Application Security Testing

	Data
	Data Inventory Management; Data Categorization; Data Availability; Data Access; Data Encryption


Every pillar also carries its own Visibility and Analytics, Automation and Orchestration, and Governance rows, and Table 7 describes the three capabilities at enterprise level.3 Version 2.0 marks several functions as new or renamed (Access Management, Device Threat Protection, Network Resilience and Data Categorization among the new ones), which is why counts of the model’s functions quoted from Version 1.0 don’t match.
The stages describe the enterprise, not a product
The stage definitions are where the whole-agency argument is written into the model. Traditional describes “static security policies and solutions that address one pillar at a time” and “siloed pillars of policy enforcement.” Advanced describes “cross-pillar coordination,” “centralized visibility and identity control,” “policy enforcement integrated across pillars” and “building toward enterprise-wide awareness (including externally hosted resources).” Optimal describes “cross-pillar interoperability with continuous monitoring” and “centralized visibility with comprehensive situational awareness.”3
None of those properties can be observed by examining one tool or one tenant. A product can be configured to Advanced settings; a stage describes how the agency’s enterprise behaves. The model also allows uneven progress: each pillar “can progress at its own pace” until cross-pillar coordination is required, and that coordination “can only be achieved with capabilities and dependencies compatible with one another and the enterprise-wide environment.”3
Two examples show how specific the stage text is, and how often it’s paraphrased wrongly.
· Identity, Authentication. Advanced: the agency “begins to authenticate all identity using phishing-resistant MFA and attributes, including initial implementation of passwordless MFA via FIDO2 or PIV.” Optimal: the agency “continuously validates identity with phishing-resistant MFA, not just when access is initially granted.”3 FIDO2 and PIV are examples; neither stage requires certificate-based authentication.
· Networks, Network Segmentation. Traditional: “large perimeter/macro-segmentation with minimal restrictions on reachability within network segments,” possibly relying on “bulk traffic VPN tunnels.” Optimal: “fully distributed ingress/egress micro-perimeters and extensive micro-segmentation based around application profiles.”3
What the model says about itself
The model is explicit about its limits, and an assessment that treats it as a checklist ignores them.
· It is a guide: “This maturity model should not be viewed as a strict set of requirements but as a general guide.”3
· It is generally aligned to “a federal enterprise’s single administrative domain or accreditation boundary,” but agencies “should also assess how their interactions with and reliance upon external partners, stakeholders, and service providers factor into their ZTA.”3 Chapter 06 takes that sentence to its conclusion.
· It does not address incident response, “specifics for logging, monitoring, alerting, forensic analysis, risk acceptance, recovery,” challenges specific to operational technology, or certain classes of IoT devices.3
· It tells agencies to assess their current systems, resources, infrastructure, personnel and processes “before investing in zero trust capabilities.”3 That instruction is the basis for the read-only assessment in Chapter 09, and for closing known gaps first in Chapter 08.
· It warns that agencies “should be careful to not create new opportunities for exploitation or weaken security protocols” as they mature each pillar.3 Chapter 06 applies the warning to the unification layer itself.
[bookmark: _Toc00000527]What SP 800-207 contributes
NIST SP 800-207 is the architecture both other documents assume. The maturity model quotes its definitions and lists its seven tenets; M-22-09 takes its three deployment approaches from it.32 It is guidance, not a mandate, and three parts of it matter most to this book.
The tenets put the decision in a policy, not a place. Access to each resource is granted per session; access is determined by dynamic policy that weighs client identity, the application or service and the state of the requesting asset; the enterprise “monitors and measures the integrity and security posture of all owned and associated assets”; and “all communication is secured regardless of network location.”4 NIST adds that the tenets “attempt to be technology agnostic.”4
The logical components separate deciding from enforcing. A policy engine makes the access decision, a policy administrator establishes or shuts down the communication path, and a policy enforcement point enables, monitors and terminates the connection.4 Book 04 maps these onto Conditional Access and its enforcement points.
The network assumptions extend the architecture past the agency’s own infrastructure. SP 800-207 assumes that “not all enterprise resources are on enterprise-owned infrastructure,” and that assets and workflows moving between enterprise and non-enterprise infrastructure “should have a consistent security policy and posture,” including workloads “migrating from on-premises data centers to nonenterprise cloud instances.”4 It also warns what happens without the knowledge the policy engine needs: “Incomplete knowledge will most often lead to a business process failure where the PE denies requests due to insufficient information.”4 That is the architectural reason a whole-agency program needs one inventory and one naming plane (Chapter 06).
NIST’s practice guide, SP 1800-35 (final June 2025), demonstrates 19 example zero trust implementations built with commercial technology from 24 collaborators, consistent with SP 800-207.8 It shows that the architecture can be built in many ways. It doesn’t add requirements.
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Claims like these circulate in proposals, vendor material and earlier drafts of this program’s own documents. They are listed so a reviewer can recognize them.
	Claimed requirement
	What the record shows

	M-22-09 or FedRAMP requires a particular maturity stage, such as Advanced
	M-22-09 organizes specific actions by the model’s pillars and sets no stage; the model calls itself a general guide.23 FedRAMP certifies cloud services and leaves each agency to authorize its own systems.9

	The maturity model’s Identity pillar requires certificate-based authentication at Advanced or Optimal
	Advanced names passwordless MFA “via FIDO2 or PIV” as examples; Optimal requires continuous validation with phishing-resistant MFA.3

	“M-22-09 §4”
	M-22-09 has sections I (Overview), II (Executive Summary) and III (Actions), with the pillar actions at §III.A to §III.E and policy alignment at §III.F.2

	A federal Zero Trust score, or a tool whose output certifies Zero Trust maturity
	No federal document defines a score. The model describes stages per function and pillar; M-22-09 sets actions.32 Assessment tools are evidence inputs (Chapter 05, Chapter 10).

	M-22-09 requires ScubaGear or any SCuBA tool
	M-22-09 predates SCuBA’s directive; the requirement to deploy SCuBA assessment tools comes from BOD 25-01 (Chapter 04).10

	Inline decryption of all traffic is required for Zero Trust
	M-22-09: current OMB policies “neither require nor prohibit inline decryption of enterprise network traffic.”2

	SP 800-207 makes the policy decision “infrastructure-agnostic”
	SP 800-207 says its tenets “attempt to be technology agnostic” and that assets moving between enterprise and non-enterprise infrastructure should keep a consistent policy and posture.4 The consequence for a multi-platform estate is the program’s reading, developed in Chapter 06.

	M-21-31 event-logging tiers (EL0 to EL3) still govern the Data pillar’s logging action
	M-26-14 rescinded M-21-31 on May 22, 2026.5
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The documents set a target and leave the architecture to the agency. The program fills that space with a short design contract that every book applies. These are the program’s positions, consistent with the documents above but not required by them.
1. Every decision is anchored to an identity that is verified, not assumed. Every access decision, certificate event and governance decision traces to an identity proven by cryptographic evidence, independent corroboration or explicit governance authorization. Bindings are untrusted until one of those backs them.
1. Identity is necessary, not sufficient. Decisions evaluate several signals together, as SP 800-207’s tenets and M-22-09’s device-signal floor describe, and they re-evaluate during a session.
1. Privileged identity has controls of its own. Administrative access is separately tiered, time-bound and monitored (Book 04).
1. Continuous evidence is a governance property, not a tool feature. Evidence is produced by how the agency runs, and assessment tools sample it (Chapter 10).
1. Governance enforces; it doesn’t only observe. A finding has an owner, a deadline and a closure record, or it isn’t governance (Chapter 02).
1. The program sits above the systems already running. It normalizes their identity-linked signals and enforces traceable outcomes across them without requiring a rip-and-replace, so the same contract applies to the Microsoft cloud, other clouds, the network and virtualized estates.
The contract is meant to support controls with evidence rather than describe intent: access control (the AC family), continuous monitoring (CA-7, SI-4) and incident response (IR-4), by making each access decision an identity-anchored evaluation that can be regenerated and shown to an assessor. Appendix A lists the controls and the books that carry the evidence.
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BOD 25-01 is a short list of concrete obligations, and the one that matters most is the one agencies count least: fixing what the scan finds.
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What CISA’s Secure Cloud Business Applications (SCuBA) project publishes, and the six required actions of BOD 25-01 with their dates. How the mandatory-policy list differs from the full baselines, how Google Workspace came into scope, and the ways agencies can report. What the directive doesn’t cover, and why half of its required actions are administrative while the rest, which amount to remediation, are architectural.
CISA’s Zero Trust Maturity Model and OMB M-22-09 describe a target for the whole agency (Chapter 03). BOD 25-01 is narrower and more concrete. It doesn’t ask for “Zero Trust” or “better cloud security.” It names a set of configuration settings for cloud business applications, tells agencies to implement them, and tells them how to prove it. For Microsoft 365 it is the most specific federal statement of what a correctly configured tenant looks like, which is why this book treats it as the Microsoft 365 baseline that a whole-agency assessment builds on.
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BOD 25-01’s six required actions split into administrative obligations and the substantive one they exist to serve.
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CISA established the SCuBA project in 2022 to address cybersecurity and visibility gaps in federal cloud business applications. It publishes secure configuration baselines for Microsoft 365 and Google Workspace, two no-cost assessment tools (ScubaGear for Microsoft 365 and ScubaGoggles for Google Workspace), and supporting guidance, including Hybrid Identity Solutions guidance on identity interoperability between on-premises and cloud systems and a Technical Reference Architecture.1 The Hybrid Identity Solutions Guidance compares federation, pass-through authentication, password synchronization and cloud primary authentication, and recommends passwordless, cloud-primary authentication with cloud-only privileged accounts;2 Book 02, Appendix A maps each of its recommendations to the workbook.
Each baseline is a document of numbered policies, each written as a SHALL or a SHOULD and identified by product and version, for example MS.AAD.1.1v1, “Legacy authentication SHALL be blocked.”3 The baselines and the tool ship together: ScubaGear’s repository holds the Microsoft 365 baseline documents alongside the code that tests them. The current release is ScubaGear 2.0.0, published October 22, 2026; its baselines cover Microsoft Entra ID, Security Suite, Exchange Online, Power BI, Power Platform, SharePoint and Teams. Security Suite replaces the Defender baseline that the previous release, 1.8.0 (May 7, 2026), shipped, and 2.0.0 also adds and renumbers policies.45 This chapter’s policy counts come from the 2.0.0 baseline documents. CISA’s Required Configurations page still lists the 1.8.0-era policy IDs, so the tool and the list now disagree; the section on the mandatory list below sets out where, and Chapter 05 covers what the version change means for an assessment.
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CISA issued Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, on December 17, 2024. It binds Federal Civilian Executive Branch agencies, and it applies to every production or operational cloud tenant operating in or as a federal information system for which CISA has published a finalized SCuBA baseline. At issuance that meant Microsoft 365 only; baselines CISA finalizes later come into scope when they’re issued.6 It has six required actions:6
	#
	Required action
	Deadline

	1
	Identify every in-scope tenant and report its name and the owning agency or component
	February 21, 2025; updated every year in the first quarter

	2
	Deploy all SCuBA assessment tools for in-scope tenants and begin continuous reporting, either through CISA’s continuous monitoring solution or by reporting quarterly in a CISA-approved, machine-readable format
	April 25, 2025

	3
	Implement all mandatory SCuBA policies in effect at issuance, as listed on CISA’s Required Configurations page
	June 20, 2025

	4
	Implement later updates to the mandatory policies
	On the timelines the Required Configurations page sets

	5
	For a new tenant, implement the mandatory baselines and begin continuous monitoring before granting an authorization to operate
	Before the ATO

	6
	Identify and explain deviations in the tool output when reporting to CISA
	With each report


Three further provisions shape how an agency lives with the directive. Authorizing officials may accept risk for deviations from the mandatory policies to meet operational needs, under agency policy, and CISA reviews and resolves the deviations they submit. CISA maintains the list of mandatory policies and notifies agencies when it changes. And any baseline not updated within one year automatically falls out of scope.6
The directive’s own background states the purpose plainly: agencies are to implement the baselines, use the tools, and “remediate deviations from the secure configuration baselines.”6 (The source paper for this chapter tabulated BOD 25-01 as five obligations ending in “remediate”; the directive has six required actions, and remediation is what actions 3 to 5 amount to in practice, not a separate numbered action.)
What “in scope” means
CISA’s implementation guidance (updated July 27, 2026) defines the boundary more tightly than the directive’s one sentence. A production or operational tenant is one used to conduct official government business; tenants used mainly for testing or development are out. The tenant must be part of a federal information system inside the agency’s authorization boundary. And the scope is limited to software as a service: platform and infrastructure services are out, so Azure subscriptions are not covered even when they share an Entra ID tenant with Microsoft 365. Only the mandatory policies are required.7
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The baselines and the mandatory list are different things, and confusing them leads to two opposite mistakes: treating every SHALL in a baseline as binding, or treating the mandatory list as the whole of good practice.
The Required Configurations page is the authority for what BOD 25-01 makes binding. For Microsoft 365 it lists 50 policies:8
	Product
	Mandatory policies (Required Configurations page)
	Policies in the ScubaGear 2.0.0 baseline
	Marked as a BOD 25-01 requirement in 2.0.0

	Microsoft Entra ID
	20
	34
	22

	Microsoft Defender
	8
	retired
	—

	Security Suite
	none listed
	24
	8

	Exchange Online
	10
	12
	10

	Power Platform
	4
	9
	4

	SharePoint Online and OneDrive
	4
	8
	8

	Microsoft Teams
	4
	14
	4

	Power BI
	none listed
	8
	0

	Total
	50
	109
	56


The third column counts the numbered policy statements in each 2.0.0 baseline document, and the fourth counts the policies each document marks with its BOD 25-01 requirement indicator.9 So in Entra ID, for example, 20 of 34 policies are on CISA’s list. The rest are CISA’s recommendations but not BOD 25-01 obligations at the time of writing, though ScubaGear now marks two of them as required (see the next section).83
The fall from 134 policies in 1.8.0 to 109 in 2.0.0 is mostly a move, not a loss. Release 2.0.0 retired the Defender baseline and moved its policies, Exchange Online sections 8 to 17 (data loss prevention, attachment filtering, malware scanning, impersonation, anti-spam, Safe Links, alerts and audit logging) and Teams sections 6 to 8 (data loss prevention and malware scanning) into the new Security Suite baseline, combining some of them along the way. It dropped a small number of SHOULD policies that ScubaGear couldn’t assess. CISA publishes a migration file that maps every old policy ID to its new one, and a removed-policies document with the reason for each removal.910
The tool and the list disagree
The list changes. Revised policies carry a new version suffix: MS.AAD.3.3v2 was modified in July 2025, and three Teams policies (MS.TEAMS.1.2v2, 2.1v2 and 2.2v2) in February 2026.8 ScubaGear 2.0.0 is now ahead of the list. Its release notes group the changes below under “BOD 25-01 required configuration policy changes,” and its baselines mark 56 policies as BOD 25-01 requirements, against 50 on CISA’s page.119 On October 26, 2026, the page still listed the MS.DEFENDER policies, MS.AAD.3.2v1 and MS.EXO.2.2v2.8
	Product
	CISA’s Required Configurations page
	ScubaGear 2.0.0

	Entra ID
	MS.AAD.3.2v1: an alternative MFA method, if phishing-resistant MFA isn’t yet enforced
	MS.AAD.3.2v2: MFA for all users, checked independently of MS.AAD.3.1v1

	Entra ID
	MS.AAD.3.5 not listed
	MS.AAD.3.5v2: SMS, voice call and email one-time passcodes disabled, no longer dependent on the authentication methods migration (MS.AAD.3.4v1)

	Entra ID
	Not listed
	MS.AAD.9.1v1, new: risky AI agents blocked. Requires Entra ID P2 and either Microsoft Agent 365 or Microsoft 365 E7; not applicable to GCC High and DoD tenants

	Defender, now Security Suite
	Eight MS.DEFENDER policies: preset security policies (1.1 to 1.5), data loss prevention (4.1v2), alerts (5.1) and audit logging (6.1)
	Eight MS.SECURITYSUITE policies: 1.1 to 1.3 (click-to-run attachments blocked, post-delivery scanning, malware quarantined or dropped) in place of the preset-policy requirements; 3.1 (data loss prevention), 4.1 (alerts) and 5.1 (audit logging) in place of their Defender counterparts; and two new ones, 6.1 (spam and phishing kept out of the inbox) and 6.2 (no allowed domains in inbound anti-spam policies)

	Exchange Online
	MS.EXO.2.2v2: SPF must hard-fail (-all)
	MS.EXO.2.2v3: hard fail or soft fail (~all) both comply

	SharePoint and OneDrive
	Four policies
	All eight marked, adding 1.3v1 (external sharing limited to approved domains or security groups), 3.1v1 (expiry of 30 days or less for “Anyone” links), 3.2v1 (“Anyone” links view-only) and 3.3v2 (reauthentication within 30 days for verification-code users, now also when sharing is set to existing guests)


The SharePoint policies and MS.AAD.3.5 aren’t new to the baselines; 2.0.0 is the first release to mark them as required.113 The table’s sources are the release notes, the 2.0.0 baseline documents and CISA’s page.1198
Three consequences follow, and none of them goes away until CISA changes its page.
1. A 2.0.0 report can’t be matched to the list by ID. The list’s eight Defender IDs, MS.AAD.3.2v1 and MS.EXO.2.2v2 don’t appear in 2.0.0’s output. Reconcile through CISA’s migration file, not by string match.10
1. A 2.0.0 failure isn’t always a BOD 25-01 deviation yet. A tenant that fails MS.AAD.3.5v2, MS.AAD.9.1v1, MS.SECURITYSUITE.6.1v1 or 6.2v1, or one of the four added SharePoint policies, is failing a policy the tool calls required and the page doesn’t. Record it as notice of what’s coming, with a date, not as a deviation from a mandatory policy.
1. A 2.0.0 pass isn’t always compliance with the list. A domain whose SPF record ends in ~all passes MS.EXO.2.2v3 but doesn’t meet MS.EXO.2.2v2 as the page lists it.
Until CISA’s page changes, the page governs: the directive makes later updates mandatory on the timelines the page sets.6 An agency should track the page, pin the baseline version it assesses against, and treat a new indicator in the repository as notice of what is coming rather than as an obligation already in force. ScubaGear 2.0.0 also adds three Entra ID SHOULD policies, MS.AAD.5.5v1 to 5.7v1 (application password and certificate lifetimes), that carry no BOD 25-01 indicator.3
[bookmark: _Toc00000536]Google Workspace is in scope
BOD 25-01 is no longer a Microsoft 365 directive only. CISA’s Required Configurations page now lists mandatory policies for Google Workspace: Common Controls, Gmail, Google Calendar, Chat, Drive and Docs, Groups for Business and Meet, all with a due date of December 1, 2026.8 The implementation guidance sets the Workspace milestones as tenant inventory by November 2, 2026, deployment of the assessment tools by December 1, 2026, and implementation of the mandatory policies by December 31, 2026.7 The two CISA pages disagree on the policy date, so plan to December 1.
The Workspace assessor is ScubaGoggles. Version 1.0.0 (July 24, 2026) added a BOD 25-01 requirement indicator to the applicable policies and removed the project’s alpha-state warning; 1.0.1 followed on July 28, 2026 as a fix to the installation dependencies, and 1.1.0 on October 22, 2026 added checks without changing the BOD 25-01 required configurations.12 An agency with a Workspace tenant, even a small one used by a single component, now carries the same six obligations for it.
[bookmark: _Toc00000537]How agencies report
The directive allows continuous integration with CISA’s monitoring or quarterly manual reporting.6 CISA’s implementation guidance, updated July 27, 2026, lets agencies choose among three methods, the third with variants:7
	Option
	How it works

	CISA-hosted ScubaConnect (Microsoft 365)
	CISA manages reporting after initial setup; results feed the CDM dashboard

	Agency-hosted (semi-automated)
	The agency runs the tool and can keep local copies of the results. Runs and reports at least once a quarter, as self-hosted ScubaConnect reporting through CLAW or TALON, self-hosted ScubaConnect with a manual CyberScope upload, or manual ScubaGear runs reported through CLAW or TALON; the automated variants require development work on the agency side

	Manual (CyberScope)
	Results uploaded to CyberScope quarterly, or more often, from the most recent version of the tool


ScubaConnect is CISA’s cloud-native infrastructure for running the assessors centrally across many tenants, with GearConnect for ScubaGear and GogglesConnect for ScubaGoggles.13 Whatever the route, the reported artifact is the tool’s JSON output file, named ScubaResults_ plus a UUID, which agencies are told not to rename. A deviation that is operationally required appears in the output as “Omitted,” with its rationale, and the guidance says omissions must be approved through the organization’s security risk management process. CISA also provides a CSV template for tracking non-compliant policies, planned fixes and target dates, in effect a plan of action and milestones.7
[bookmark: _Toc00000538]What BOD 25-01 doesn’t cover
The directive governs cloud tenant configuration for products with a finalized SCuBA baseline. It says nothing about on-premises Active Directory, NTLM, domain controllers, Group Policy, endpoints, networks, or Azure infrastructure and platform services.67 A tenant that passes every mandatory policy can sit on top of a forest full of NTLM dependencies and unmanaged devices.
That limit is the reason this book doesn’t stop here. BOD 25-01 sets a firm floor for the Microsoft 365 and Workspace tenants. It doesn’t certify Zero Trust maturity, which Chapter 01 argues is a property of the whole agency. The estates the directive leaves out are covered in Chapter 06; NTLM retirement is Book 06, Chapter 15; and the Conditional Access policies that answer the mandatory Entra ID items are in Book 04, Chapter 07.
[bookmark: _Toc00000539]Administrative obligations and substantive work
Agencies met the early dates: tenants inventoried, ScubaGear deployed, reports flowing. Many now treat “ScubaGear is running and reporting” as the compliance answer. That reading counts the wrong things.
Look at what each obligation takes. Reporting a tenant name is administrative. Installing an assessor and wiring its output to CISA is mechanical. Explaining a deviation is paperwork. Each of them can be done in days, and each is satisfied by a report that faithfully lists forty open deviations every week. Implementing the mandatory policies, keeping up with their revisions and bringing every new tenant to baseline before its ATO is different work. Some of it is a setting change. Much of it depends on things outside the tenant: legacy authentication can’t be blocked until the applications and devices that use it have moved, and phishing-resistant MFA for every user can’t be enforced until every user has a credential that qualifies. That is architecture, and it is the part of BOD 25-01 the directive exists for.
The program’s position follows. Count the administrative obligations as done when they’re done, and measure compliance by the substantive work: how many mandatory policies hold, how many deviations are open, and whether every open deviation is either being remediated on a date or carried as a documented risk acceptance by the authorizing official. Chapter 08 turns that position into a sequence. Chapter 05 first looks at the two tools agencies use to measure it.
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[bookmark: _Toc00000541]Chapter 05 — ScubaGear and Microsoft’s Zero Trust Assessment
One tool asks whether a tenant meets the federal baseline, the other asks how far the environment is from Zero Trust; an agency needs both answers, and neither tool closes a finding.
[bookmark: _Toc00000542]In this chapter
What CISA’s ScubaGear and Microsoft’s Zero Trust Assessment each check, how they run and what they need to run. Where they overlap (mostly Entra ID identity, and now part of email and collaboration threat protection) and where each covers ground the other doesn’t. Why their findings should be reconciled at the control level, and why the output of both is sensitive.
Agencies routinely run two free assessments of their Microsoft cloud and then ask whether they need both, or drop one because “it covers identity.” They answer different questions. ScubaGear answers a compliance question: does this Microsoft 365 tenant meet CISA’s secure configuration baselines, and the BOD 25-01 mandatory policies among them (Chapter 04)? The Zero Trust Assessment answers a maturity question: how close is this Microsoft cloud environment, across identity, devices, network and data, to Microsoft’s Zero Trust guidance? The two tools intersect heavily on one surface, Entra ID identity, and each covers a large area the other doesn’t.
The program’s recommendation is to run both: ScubaGear to demonstrate and keep the federal baseline for Microsoft 365, the Zero Trust Assessment to drive maturity across the wider Microsoft estate. Reconcile them at the control level, never tool to tool. And treat both as what this book calls them throughout: evidence inputs to a whole-agency picture, not verdicts on it.
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ScubaGear and the Zero Trust Assessment overlap on Entra ID identity and part of threat protection; each covers ground the other doesn’t.
[bookmark: _Toc00000543]The two tools at a glance
	
	ScubaGear (CISA)
	Zero Trust Assessment (Microsoft)

	Question it answers
	Does the tenant meet the federal baseline?
	How mature is the environment against Zero Trust guidance?

	Authority behind it
	CISA’s SCuBA secure configuration baselines; BOD 25-01 requires agencies to deploy it1
	Microsoft’s Zero Trust and Secure Future Initiative guidance, drawing on NIST, CISA and CIS standards and Microsoft’s internal baselines2

	Current version
	2.0.0, October 22, 2026 (previously 1.8.0, May 7, 2026)3
	3.1.0, October 20, 20264

	Scope
	Microsoft 365: Entra ID, Security Suite (which replaced Defender in 2.0.0), Exchange Online, Power BI, Power Platform, SharePoint and OneDrive, Teams5
	Entra ID, Intune, Azure, Exchange Online, SharePoint and Microsoft Purview, organized by Zero Trust pillar67

	How it runs
	PowerShell queries the Microsoft 365 APIs; Open Policy Agent evaluates the settings against Rego policies5
	PowerShell 7 module (ZeroTrustAssessment) connecting to Microsoft Graph, Azure, Exchange, SharePoint and Azure Information Protection6

	Output
	HTML, JSON and CSV5
	HTML report, with the collected data in a local export folder6

	Finding identifier
	Policy ID, for example MS.AAD.1.1v18
	Numeric test ID, for example 410397

	Severity model
	SHALL or SHOULD in the baseline; BOD 25-01 mandatory or not9
	Risk level High, Medium or Low7

	Changes the tenant?
	No; it reads configuration5
	No; Microsoft describes it as read-only and keeping all data on the local machine6


[bookmark: _Toc00000544]ScubaGear
ScubaGear is CISA’s assessment tool for Microsoft 365. It runs in Windows PowerShell 5, installs from the PowerShell Gallery, and is invoked with Invoke-SCuBA.5 By default it assesses Entra ID, Security Suite, Exchange Online, SharePoint and OneDrive, and Teams; Power Platform and Power BI are added with -ProductNames. The -M365Environment parameter selects the cloud (commercial, gcc, gcchigh or dod) and is required when signing in interactively to a GCC, GCC High or DoD tenant; with service principal authentication, 2.0.0 works the environment out itself.1011
“Read-only” describes what ScubaGear does, not the roles it needs. Global Reader is enough for Entra ID, the security suite, Exchange Online, SharePoint and Teams, but Power Platform needs the Power Platform Administrator role with a Power Apps for Office 365 license, and Power BI needs a Fabric Administrator (or Global Administrator) with a Power BI or Fabric license. The first run also asks an administrator to consent to a set of Microsoft Graph read permissions.12 Plan the run account accordingly, and keep it under the same privileged-access controls as any administrator (Book 04).
For BOD 25-01 reporting, CISA wants results from the most recent version of the tool.13 That matters now: ScubaGear 2.0.0, released October 22, 2026, replaces the Defender baseline with a Security Suite baseline and adds and renumbers policies, and its release notes list changes that affect the BOD 25-01 required configurations before CISA’s Required Configurations page shows them; on October 26, 2026 that page still listed the 1.8.0-era policy IDs.893 Chapter 04 sets out where the two disagree. Pin the version and the baseline you assess against, record both with every result, and expect the score to move when the version changes even though the tenant didn’t.
[bookmark: _Toc00000545]The Zero Trust Assessment
Microsoft’s Zero Trust Assessment is a PowerShell module, ZeroTrustAssessment, that tests a tenant against hundreds of configuration items aligned with Microsoft’s Secure Future Initiative and the Zero Trust pillars, and then guides remediation.2 It is open source, maintained on GitHub, and it is also the assessment component of Microsoft’s Zero Trust Workshop.14 (“ZTTT” in some program documents is internal shorthand, not a Microsoft name.)
Running it takes more privilege than its read-only behavior suggests. Microsoft’s instructions require PowerShell 7 (release 3.1.0 asks for 7.6 or later), a Global Administrator for the first connection and consent, and for later runs Global Reader, Security Reader, Exchange Administrator and SharePoint Administrator; the same page also says later runs can be performed as a Global Reader.64 The two statements disagree. The program’s role set is stated once, in Chapter 07, and follows the guide in the tool’s repository; test which applies in your tenant before you write the run book. Connect-ZtAssessment requests 21 Microsoft Graph read permissions, then signs in separately to Azure, Exchange and SharePoint; Invoke-ZtAssessment writes ZeroTrustAssessmentReport.html to a local folder. A large tenant can take more than 24 hours.6
Microsoft’s documentation doesn’t discuss government clouds. The 3.1.0 source code does: Connect-ZtAssessment takes an -Environment parameter (Global, USGov, USGovDoD and others) and an -ExchangeEnvironmentName parameter for GCC High and DoD.7 A GCC tenant uses the commercial endpoints. Confirm the run in your own cloud before relying on it.
The Zero Trust Assessment implementation guide turns this into a procedure, from consent and the per-cloud connection to a normalized, re-run and hashed result.
The tool grows quickly. Release 3.1.0 holds 364 tests. By the pillar each test declares, Identity is the largest group at 135, followed by Network (70), Security Operations (57) and Devices (43), with smaller groups for Data, AI and Infrastructure.7 Microsoft’s get-started page still describes the report’s tabs as Identity, Devices, Network and Data.6
[bookmark: _Toc00000546]Where they overlap, and where they don’t
	ScubaGear only
	Both
	Zero Trust Assessment only

	Exchange Online mail flow: external forwarding, SPF, DKIM, DMARC, SMTP AUTH
	Entra ID identity: legacy authentication, MFA, Conditional Access, privileged roles, risky users, application consent
	Intune device compliance and configuration

	Teams meeting and external-access policies
	Defender for Office 365 threat policies: Safe Links, Safe Attachments, anti-phishing, anti-spam (SCuBA’s Security Suite baseline from 2.0.0; the Zero Trust Assessment’s Security Operations tests in 3.1.0)
	Azure networking and infrastructure; Global Secure Access

	SharePoint and OneDrive sharing
	
	Microsoft Purview labels, data loss prevention, rights management

	Power Platform and Power BI governance
	
	Security operations (Sentinel, Defender for Endpoint) and AI agents


The left column is the content of the SCuBA baselines that has no Zero Trust Assessment test in 3.1.0: none of its tests checks SPF, DKIM, external forwarding, SharePoint sharing settings or Power Platform governance.157 The middle row on threat policies is new. The source paper for this chapter said SCuBA’s Defender baseline, now its Security Suite baseline, had essentially no Zero Trust Assessment counterpart; release 3.1.0 tests Safe Links, Safe Attachments, anti-phishing and anti-spam policies and Teams protection policies.47 The overlap will keep moving as both tools release.
[bookmark: _Toc00000547]ILLUSTRATIVE — replace before external release
An earlier analysis of Microsoft’s public demo report, with 295 checks, put about 47% of the Zero Trust Assessment’s checks (140) in an area a SCuBA baseline also covers, almost all of it Identity, and about 53% (155) in areas with no SCuBA baseline. Those figures predate release 3.1.0, which has 364 tests and adds threat-protection checks that change the split. Your tenant’s split comes from running both tools against it; Chapter 09 shows how the program ingests both reports, and Chapter 10 shows how it reconciles them at the control level.
Two caveats matter more than any percentage.
1. Shared surface isn’t duplicate checks. SCuBA’s Entra ID baseline has 34 policies in ScubaGear 2.0.0. Twenty of them are on CISA’s BOD 25-01 list, and ScubaGear marks 22 as required; the Zero Trust Assessment has 135 identity tests.897 “Shared” means the same area, not the same check. Only a subset have a true one-to-one counterpart (legacy authentication, MFA, Conditional Access basics, privileged-role hygiene, risky users, application consent). The rest is the Zero Trust Assessment going deeper than the federal baseline.
1. The inverse gap. SCuBA’s Exchange Online, Teams, SharePoint and Power Platform baselines still have no Zero Trust Assessment counterpart, and 22 of BOD 25-01’s 50 mandatory Microsoft 365 policies sit in those four products (26 of the 56 that ScubaGear 2.0.0 marks as required).915 Dropping ScubaGear because “the Zero Trust Assessment covers identity” would leave mandatory policies unassessed, and it would stop the reporting BOD 25-01 requires. The Zero Trust Assessment isn’t a BOD 25-01 tool; the directive names CISA’s SCuBA assessment tools.1
[bookmark: _Toc00000548]What this means for an agency
· Keep ScubaGear for BOD 25-01. It is the tool aligned to the federal Microsoft 365 baseline, including the workloads the Zero Trust Assessment doesn’t touch, and its JSON output is what CISA receives.13
· Add the Zero Trust Assessment for breadth. It extends coverage to devices, Azure infrastructure, network, data and security operations, and its risk levels help put the findings in order.
· Reconcile at the control level. The two tools use different identifiers and different frameworks, so match their findings through a common spine: the tenant setting itself, and the NIST SP 800-53 control it supports. CISA maps each SCuBA policy to NIST SP 800-53 Rev. 5 controls, “limited to controls found within the FedRAMP High baseline.”16 The High baseline contains every Moderate control, so the mapping serves a Moderate system too (inference). The program holds that mapping as data, SCuBA policy ID to control to typed remediation task; the operating model is in Control Compliance Automation: Microsoft 365 and Azure (Vol VII Book 02 of the Federal Compliance series), and Appendix A maps pillars to controls.
· Treat all output as sensitive. Each report is a map of where the tenant is weak. Microsoft warns that the report and export folder contain information attackers could use and should be shared only with authorized staff, and advises deleting the local folder once the report is stored securely.6 Keep both tools’ output inside the authorization boundary and remediate through normal change control.
[bookmark: _Toc00000549]What neither tool does
Both tools read configuration and score it, against a prescriptive baseline in ScubaGear’s case and against a maturity-oriented test set in the Zero Trust Assessment’s. Neither writes to the tenant, and neither can design the Conditional Access set, the legacy-authentication retirement or the device-identity layer that a finding depends on. A score is a reading, not a treatment plan. Chapter 08 puts the two tools where they belong in the sequence, and Chapter 10 turns their findings into a program.
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[bookmark: _Toc00000551]Chapter 06 — Beyond Microsoft 365: Networks, Other Clouds and Virtualized Estates
Three assessments stapled together are three partial answers, unless all three estates resolve to the same records first.
[bookmark: _Toc00000552]In this chapter
Why assessing the network, each cloud service provider and the virtualized estate as separate exercises can’t produce a whole-agency Zero Trust score. What the federal documents say about scope, and where the Microsoft 365 baseline stops. The three things an agency has to reconcile before it assesses (one inventory, one naming authority and no implicit trust from any boundary), why the hypervisor is a distinct threat class, why the unification layer becomes the most valuable target in the estate, and why each provider’s own tooling answers only for its own platform.
Most agencies assess their infrastructure in three separate exercises. The network team reviews the boundary against TIC 3.0. The cloud security team runs each provider’s posture scanner against that provider’s accounts or subscriptions. The virtualization team works through a hypervisor hardening checklist. Each exercise produces its own report, on its own schedule, for its own owner. When a “whole-agency” Zero Trust maturity figure is needed, the three reports are combined.
That figure isn’t a whole-agency assessment. It is three partial assessments under one cover page. The reason is architectural, not organizational. A zero trust policy decision evaluates a subject, a device and a resource against policy, and it can only do that consistently if every platform describes those things the same way. When the network, each cloud and the virtualized estate keep their own inventories, their own names and their own identity sources, the same workload appears as three different objects to three different assessors, and no score computed across them measures one architecture. A scan can confirm that an architecture is unified. It can’t substitute for unifying it.
This chapter is the infrastructure half of the argument Chapter 01 opens. Chapter 04 and Chapter 05 cover the Microsoft 365 baseline and the two Microsoft-ecosystem assessment tools; this chapter covers everything they don’t reach.
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Who can answer for which estate: each baseline and each provider’s tool reaches only its own platform, and only the agency spans all of them.
[bookmark: _Toc00000553]What the federal documents say about scope
None of the federal Zero Trust documents limits Zero Trust to one platform. Read together, they describe a property of the agency’s whole infrastructure.
· Executive Order 14028 defines zero trust architecture as embedding monitoring, risk-based access control and automation “throughout all aspects of the infrastructure.”1
· OMB M-22-09 “frequently references cloud services, but also addresses on-premise and hybrid systems,” and requires a complete inventory of every device authorized and operated for official business.2
· CISA’s Zero Trust Maturity Model defines a device as any asset that can connect to a network, including servers and networking equipment, and extends device management to cloud and virtual assets: virtual machines, containers, storage, platform services and virtual networks, VPNs, gateways and DNS services. At Optimal the agency has “a comprehensive, at- or near-real-time view of all assets across vendors and service providers.”3 The model is generally aligned to one administrative domain or accreditation boundary, but tells agencies to assess how their reliance on service providers factors into their architecture.3
· NIST SP 800-207 assumes that “not all enterprise resources are on enterprise-owned infrastructure” and that assets and workloads moving between enterprise and non-enterprise infrastructure “should have a consistent security policy and posture.”4 In its multi-cloud use case it states the principle directly: there “should be no difference between enterprise-owned and -operated network infrastructure and infrastructure owned and operated by any other service provider,” with enforcement points at each application and data source. It also names the cost: “different cloud providers have unique ways of implementing similar functionality,” and architects must work out how to implement the agency’s architecture with each one.4
SP 800-207 also explains why fragmented records break the architecture rather than just the report. Migrating to zero trust “requires an organization to have detailed knowledge of its assets (physical and virtual), subjects (including user privileges), and business processes,” and incomplete knowledge “will most often lead to a business process failure where the PE denies requests due to insufficient information.”4 A policy engine can’t evaluate a workload that three platforms describe three ways.
[bookmark: _Toc00000554]Where the Microsoft 365 baseline stops
BOD 25-01 is the binding baseline for cloud tenant configuration, and it’s narrower than the Zero Trust target. It applies to production cloud tenants of products for which CISA has published a final SCuBA Secure Configuration Baseline.5 CISA’s current list of required configurations covers Microsoft 365 (Entra ID, Defender, Exchange Online, Power Platform, SharePoint Online and OneDrive, and Teams) and Google Workspace, whose required policies carry a due date of December 1, 2026.6 Nothing on that list covers infrastructure-as-a-service accounts or subscriptions, the agency network or a virtualized estate. BOD 25-01 also doesn’t reach on-premises Active Directory (Chapter 04).
The argument in this chapter therefore doesn’t rest on the directive. It rests on the Zero Trust documents above and on the NIST SP 800-53 controls every system security plan asserts, which apply to whatever infrastructure the system runs on.
[bookmark: _Toc00000555]Three things to reconcile before assessing
One authoritative asset inventory
SP 800-53 CM-8 requires a system component inventory that “accurately reflects the system,” “includes all components within the system,” and “does not include duplicate accounting of components or components assigned to any other system.”7 M-22-09 requires reliable asset inventories through CISA’s CDM program, and says CISA will work toward a CDM program that better supports a cloud-oriented architecture, possibly through automated asset discovery over the technical interfaces cloud infrastructure providers offer.2 BOD 23-01 makes discovery operational: automated asset discovery every 7 days, vulnerability enumeration every 14 days across all discovered assets, and results in the CDM Agency Dashboard within 72 hours; its scope includes cloud-operated virtual machines alongside on-premises and roaming assets.8
None of those instruments says “one inventory” in so many words. The program reads them together that way: an inventory that must not double-count components can’t be the network team’s list, the cloud team’s tag taxonomy and the virtualization team’s inventory reconciled by hand at audit time. Every cloud account and every hypervisor cluster has to resolve to the asset identity the rest of the estate already uses. Book 08, Chapter 07 covers keeping cloud and VMware NSX address records consistent with the agency IPAM, and Book 05 covers bringing servers into one device inventory.
One naming and address-resolution authority
SC-20 and SC-21 require integrity and data-origin authentication for the name resolution a system serves and receives, and SC-22 requires that the systems collectively providing name and address resolution for an organization be fault-tolerant and separate internal and external roles.7 Each cloud provider and VMware ships its own private DNS, with its own console, zone model and failure behavior (Book 08, Chapter 07). An agency can run them all, but the controls apply to the organization’s resolution service as a whole, and a workload’s name is one of the attributes a policy decision depends on. The program’s position is that names are authoritative from one source before the fact, not reconciled after the fact. Per-platform naming reconciled at audit time is the pattern that produces reactive remediation instead of continuous evidence (Chapter 02).
No implicit trust from any boundary
The maturity model puts “large perimeter/macro-segmentation with minimal restrictions on reachability within network segments” and “bulk traffic VPN tunnels” at the Traditional stage of the Networks pillar.3 M-22-09 requires agencies to “move away from the practice of maintaining a broad enterprise-wide network that allows enhanced visibility or access to many distinct applications.”2 SP 800-207’s first network assumption is that “the entire enterprise private network is not considered an implicit trust zone.”4
A site-to-site VPN, a cloud provider’s default virtual-network boundary and a flat virtualized network segment are, architecturally, the same mistake: each extends trust to whatever is already inside it. Segmentation and policy enforcement have to apply the same way whether the workload is on premises, in any cloud or on a hypervisor cluster. An agency that segments its cloud workloads but leaves its virtualized estate on a flat, VPN-reachable network hasn’t removed implicit trust; it has moved it. Book 09 carries the network design.
[bookmark: _Toc00000556]The hypervisor is a distinct threat class
The virtualized estate isn’t only a naming problem. A hypervisor sits beneath every guest workload’s own telemetry, so a compromise there can bypass the controls the rest of the program builds. Chapter 01 recounts the two incidents that show it: the ESXiArgs campaign of February 2023, which CISA and the FBI reported had compromised over 3,800 ESXi servers by encrypting virtual machine configuration files,9 and CVE-2024-37085 in July 2024, an authentication bypass in ESXi hosts joined to Active Directory that ransomware operators used to take over hypervisors and that CISA added to its Known Exploited Vulnerabilities catalog on July 30, 2024.1011
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The hypervisor sits beneath the guest controls: an attacker who controls the host or its management plane acts below the EDR, identity and network controls inside each virtual machine.
For this chapter, two consequences matter. The first is assessment scope. Microsoft’s own description of the visibility problem is that “many security products have limited visibility and protection for an ESXi hypervisor,” and its mitigations include forwarding ESXi logs to a SIEM.10 Guest-level EDR, identity and network controls run inside the guests, so guest posture says little about the host beneath them. The program therefore assesses the hypervisor management plane as its own surface, with its own inventory entries, hardening baseline, vulnerability scans and log stream, rather than inferring it from the posture of the workloads it hosts.
The second is identity. CVE-2024-37085 shows why unifying the hypervisor’s identity with the agency’s isn’t a low-risk configuration change. The weakness was a trust relationship with Active Directory that relied on a group’s name rather than a verified, non-recreatable identity: the NVD entry describes recreating the configured group after it was deleted, and Microsoft adds that the group didn’t need to exist beforehand at all.1110 vCenter keeps its own single sign-on with a local identity source, and supports only one external identity provider alongside it; federation with Microsoft Entra ID over OpenID Connect, with SCIM provisioning, is available from vSphere 8.0 Update 2.1213 The federation documentation covers sign-in to vCenter; it doesn’t describe ESXi host authentication.12 Bringing the virtualized estate into the agency identity plane is the right target, and Book 04, Chapter 04 places vSphere roles in the program’s privilege tiers. The program treats each such integration as a project with its own risk: identities bound by verified identifiers, privileged groups that can’t be recreated by a directory user, and host-level authentication assessed separately from vCenter sign-in.
[bookmark: _Toc00000557]The unification layer becomes the target
Reconciling the network, every cloud and the virtualized estate to one plane creates something new: a complete map of the agency’s attack surface and, if it also holds reconciliation privileges across those domains, a privileged-access broker. SP 800-207 describes the same risk for the components that make access decisions. The policy engine and policy administrator “are the key components of the entire enterprise”; an administrator with configuration access to the engine’s rules “may be able to perform unapproved changes”; and the mitigation is that they “must be properly configured and monitored, and any configuration changes must be logged and subject to audit.”4 The maturity model warns agencies not to “create new opportunities for exploitation” as they mature.3
An agency that builds the unification layer and doesn’t harden it separately has built the most attractive target in its own architecture. The program’s minimum for that layer:
· Tier 0 administration. Administrative access follows the privileged-identity controls of Book 04: time-bound, independently approved and never standing.
· Its own telemetry. A high-priority log stream for the layer itself, monitored separately from the domains it reconciles.
· A blast-radius design. The layer is designed on the assumption that it will be attacked directly, not only reached through one of the estates it unifies: writes to the estates are scoped and logged, and loss of the layer degrades reconciliation rather than access.
· Open formats where possible. SP 800-207 warns that reliance on proprietary data formats can lock an enterprise into a subset of providers and make migration costly.4 The layer’s records should be exportable without the tool that built them.
Tenants and engineering systems are part of the estate
The same reasoning applies to the identity tenants themselves and to the systems that build and deploy everything else. Microsoft’s Zero Trust guidance for Entra, drawn from its own Secure Future Initiative, treats both as separate surfaces. On tenants: by default any user can create a new Entra tenant and becomes its Global Administrator, which puts an identity platform outside the agency’s governance and monitoring; the remediation is to restrict non-admin users from creating tenants, give the Tenant Creator role only to those who need it, and review tenant-creation events in the audit log. The same guidance keeps production isolated from test and pre-production environments, limits guest access to approved tenants and puts protected actions on high-impact changes such as Conditional Access policies and cross-tenant access settings.14 On engineering systems: Global Administrator activation through PIM requires approval, Global Administrators hold no standing access to Azure subscriptions, only privileged users create applications and service principals, and workload identities aren’t assigned privileged roles.15 For this chapter the point is scope: an unmanaged tenant or an unreviewed deployment pipeline is an estate the inventory doesn’t see, so both belong in the one inventory and under the Tier 0 controls above. Book 04 carries the role and consent controls themselves.
[bookmark: _Toc00000558]Each provider’s tool answers for its own platform
Every cloud provider offers native posture and compliance tooling, and each describes its own limits.
· AWS. Security Hub CSPM’s NIST SP 800-53 Rev. 5 standard “support[s] a subset” of the framework’s requirements through automated checks on certain AWS services and resources, and doesn’t support requirements that need manual checks.16
· Microsoft Azure. In Azure Policy’s NIST SP 800-53 Rev. 5 regulatory compliance initiative, “Compliant” refers only to the policy definitions, “this doesn’t ensure you’re fully compliant with all requirements of a control,” and “compliance in Azure Policy is only a partial view of your overall compliance status.”17
· VMware. Broadcom publishes security configuration and hardening baselines and regulatory compliance guidance for VMware Cloud Foundation and vSphere Foundation, with a disclaimer that the material is general guidance whose assumptions “may not be valid in your environment.”18
FedRAMP draws the same line from the other side. FedRAMP “certifies the cloud service offering,” while “each agency still authorizes its own federal information systems,” and the authorizing official accepts risk for the agency’s specific use of the service, “including the information processed, the configuration selected, the integrations enabled.” Agencies are told to configure and integrate the service securely, “including identity, logging, monitoring.”19 A provider’s certification covers the provider. The agency’s configuration of it, and how it connects to everything else the agency runs, are the agency’s to assess.
The conclusion follows. A provider assessing its own platform is necessarily scoped to that platform and has no view of the other providers, the network or the virtualized estate. Running every vendor’s native tool produces as many reports as there are vendors, not one agency-level answer. The agency is the only party positioned to hold one Zero Trust posture across all of them. The program reconciles each tool’s output at the control level, NIST SP 800-53 as tailored by the FedRAMP baselines, because the tools use different finding identifiers and severity models and none was built to substitute for another. Chapter 05 applies this to ScubaGear and Microsoft’s Zero Trust Assessment inside one vendor’s ecosystem, and Chapter 09 and Chapter 10 build the ingestion and the finding-to-program path.
[bookmark: _Toc00000559]What a whole-agency score requires
The practical test is short. An agency can claim a whole-agency Zero Trust maturity figure only when it can show:
1. One inventory. Every network device, cloud account resource and hypervisor host resolves to one authoritative asset record, with no component counted twice (CM-8).
1. One naming and identity plane. Names and identities come from one authoritative source per kind, and every platform’s identity source is either that source or federated to it with verified identifiers.
1. No implicit trust anywhere. No VPN, default virtual network or flat virtualized segment confers access on its own.
1. A hardened unification layer. The plane that reconciles the estates is a Tier 0 asset, with its own privileged access, telemetry and blast-radius design.
1. An agency-level owner. One owner of the Zero Trust posture who sits above every provider relationship (Chapter 07).
1. Control-level reconciliation. Each provider’s and each tool’s findings mapped to the same controls before any figure is computed.
A figure that can’t point to that unified record is three partial assessments, and the program reports it that way. Unify first; then let assessment confirm it.
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[bookmark: _Toc00000561]Chapter 07 — Who Owns Zero Trust
Every pillar of a Zero Trust program already has an owner; what most agencies lack is an owner for the posture itself, the one person who can say what the whole-agency score covers, and that person can’t sit inside any cloud provider’s relationship or any single pillar.
[bookmark: _Toc00000562]In this chapter
The people who decide, do and advise when an agency sets a Zero Trust target, assesses against it and acts on what it finds: the CIO and executive sponsor, the Zero Trust program lead, the CISO and ISSO, the authorizing official, the five pillar owners and the owner of the naming and identity plane, security operations, the assessment operators, control assessors, and the privacy and records offices. A responsibility matrix covers each decision, a table maps each pillar to its owner and its book, and a role map shows the access each team needs in the assessment tools.
Zero Trust programs don’t usually fail for lack of owners. They fail because every owner is a pillar owner. Identity engineering owns Conditional Access, endpoint engineering owns Intune, network engineering owns the edge, application owners own their applications, and the data office owns classification. Each runs its own tool, reports on its own schedule, and can truthfully say its pillar is improving. Nobody owns the question this book keeps asking: what is the agency’s posture, across all five pillars and every estate it runs, and what does the number on the cover page actually measure?
Chapter 01 argues that Zero Trust maturity is a property of the whole agency and that three assessments stapled together are not one assessment. Chapter 02 names Governance as the cross-cutting capability programs invest in least. This chapter turns both arguments into names. CISA’s Zero Trust Maturity Model makes the same point about people: adoption needs engagement from senior leadership, IT staff, data and system owners and users, and it requires agencies to move stove-piped IT services and staff into a coordinated strategy with agency-wide buy-in for a common architecture and governance policies.1 OMB M-22-09 says agency leadership and the whole “C-suite” should be aligned behind the overhaul, and it required each agency to designate a zero trust strategy implementation lead within 30 days.2 What neither document says is who decides when a ScubaGear omission expires, or who can declare that a Zero Trust Assessment score covers the agency. That is the program’s recommended model, set out below as design.
Book 01, Chapter 09 sets out the program-wide model and the Risk Management Framework roles. Book 04, Chapter 06, Book 05, Chapter 06 and Book 09, Chapter 09 apply it to access, endpoints and the network. This chapter applies it to the posture that sits across all of them. Adapt the roles to the agency’s governance, but keep one decider per row.
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Who decides, who does the work and who supports a whole-agency Zero Trust posture.
[bookmark: _Toc00000563]Why the posture needs its own owner
Three facts from earlier chapters make the posture a separate thing to own.
The first is scope. CISA’s ScubaGear and Microsoft’s Zero Trust Assessment overlap mainly on Microsoft Entra ID and, as of version 3.1.0, on Defender threat policies (Chapter 05), and both stop at the edge of Microsoft’s platform. Every other cloud provider offers its own native posture tooling, and the on-premises virtualization estate has none of theirs (Chapter 06). A provider assessing its own platform is scoped to that platform. It has no view of the other providers, the network layer or the hypervisors, and no reason to reconcile against them. The agency is the only party that can hold one posture across all of them, so the agency, not any provider’s tool or account team, has to own it. Chapter 02 puts this as an ask: assign agency-level Zero Trust ownership separately from any cloud service provider relationship.
The second is correlation. A finding about a stale service-principal credential matters to the identity pillar, the applications pillar and whichever data the principal can reach. If those three pillars resolve objects through three naming systems, someone has to correlate the finding by hand, and in most programs nobody is assigned to. Chapter 02 asks agencies to name a cross-pillar correlation owner. In the program’s model that is the Zero Trust program lead.
The third is risk. CISA’s maturity model is explicit that it does not address risk acceptance, among other things,1 and it describes itself as a general guide, not a strict set of requirements.1 Risk acceptance sits where it always has, with the authorizing official under the Risk Management Framework. The authorizing official is the only organizational official who can accept security and privacy risk on the organization’s behalf, approves plans of action and milestones, and decides whether a significant change needs reauthorization.3 A maturity target, a tool score and a risk decision are three different things owned by three different people. Programs that blur them end up with a tool vendor’s dashboard quietly standing in for an authorization decision.
[bookmark: _Toc00000564]Decision rights and work are different things
The program separates three kinds of involvement, as Book 01 does. A role decides when it is accountable for the outcome and can say no. A role does the work when it builds, configures, runs or remediates. A role is consulted when the decision can’t be made well without its input, even though the decision isn’t its to make.
The split matters for Zero Trust because many assessment decisions are risk decisions that look like configuration. Marking a ScubaGear policy as omitted removes it from the report. Marking a result incorrect changes what the tool says about the tenant. Treating a skipped Zero Trust Assessment check as a pass, because the license for it isn’t in the agency’s boundary, overstates the posture. ScubaGear’s own documentation warns that omitting policies or marking results incorrect can introduce blind spots, and says omissions must only be made if approved within the organization’s security risk management process.4 CISA’s BOD 25-01 says the same thing at the directive level: authorizing officials may accept risk for deviations from the mandatory SCuBA policies to meet operational needs, under agency policy, and agencies must identify and explain those deviations when they report.5 The decision behind an edit to a configuration file therefore belongs to the authorizing official, even though an engineer types it.
[bookmark: _Toc00000565]The roles
The CIO and executive sponsor set the Zero Trust strategy, its scope and its funding, and they break ties. Under the Risk Management Framework the CIO designates the senior agency information security officer, maintains security policy and reports to the head of the agency on the security program’s effectiveness, and, with authorizing officials, allocates the resources that protect the agency’s systems.3 For this book that means three decisions. The scope decision: which estates the whole-agency score covers (every tenant, every cloud, the network, the virtualization estate), stated in writing so the score can’t quietly shrink to the estates that assess well. The sequence decision: Chapter 08 closes BOD 25-01 findings before the maturity assessment, and that order competes for the same engineers as every other deadline. And the tie-break: identity engineering, endpoint engineering and network engineering can each reasonably claim a cross-pillar control, such as device posture in a token, and the CIO decides which team owns it.
The Zero Trust program lead owns the posture. Many agencies will give this role to the zero trust strategy implementation lead M-22-09 required them to designate.2 In the program’s model the lead owns four things. The definition of the whole-agency score: what it covers, what it excludes, and the unified record each assessed object resolves to; a score that can’t point to that record is reported as partial assessments, not one. The cross-pillar correlation: when one finding touches several pillars, the lead’s team routes it and makes sure it isn’t closed in one pillar while open in another. The assessment calendar: which tool runs against which estate, when, with which pinned version, and when results are re-run after remediation. And the prioritized program in Chapter 10: turning findings into a ranked worklist that each pillar owner executes. The lead decides priority and sequence. The lead doesn’t accept risk; that goes to the authorizing official. The lead’s independence from any cloud provider relationship is the point of the role, so the lead shouldn’t also be the agency’s account owner for its largest cloud vendor.
The CISO and ISSO decide what the posture has to meet. The CISO, as the senior agency information security officer, carries out the CIO’s security responsibilities and is the CIO’s primary liaison to authorizing officials, system owners, common control providers and system security officers.3 In the program’s model the CISO sets the control requirements for each pillar, the evidence standard (what makes an assessment output acceptable as evidence: a pinned tool version, a recorded run time, an unaltered output file, a hash), which assessment tools the agency may run against production tenants, and the rules for the accounts that run them. The CISO also owns the requirement that assessment outputs are handled as sensitive data, because Microsoft warns that the Zero Trust Assessment report and its export folder contain sensitive tenant information that threat actors could use, and should be shared only with authorized personnel.6 A ScubaGear report describes the same weaknesses from a different angle and gets the same handling. The ISSO for each system assembles the evidence, keeps the system’s plan of action and milestones current and reviews the security impact of each remediation change, as the system security officer role does under the RMF.3
The authorizing official accepts residual risk. For this book that covers four kinds of decision. Deviations from a mandatory SCuBA policy, which BOD 25-01 lets authorizing officials accept under agency policy.5 Omissions and incorrect-result markings in the ScubaGear configuration file that have no expiration date, since a standing omission is a standing risk acceptance. The plan of action and milestones for each system, which the authorizing official approves.3 And the degree of assessor independence, which the authorizing official determines explicitly when an assessment supports an authorization or ongoing authorization.3 Most agencies have several authorizing officials, so the whole-agency posture spans more than one of them. The program lead aggregates; each authorizing official accepts risk only for the systems and common controls they authorize. The authorizing official can delegate day-to-day work to a designated representative, but not the acceptance of risk itself.3
The pillar owners do the remediation and own their pillar’s maturity. The program maps each pillar of CISA’s model, which M-22-09 also uses to organize its goals,2 to the team that owns it after modernization, and each team’s book assigns it decisions in detail (see the table below). Pillar owners triage findings in their pillar, remediate through their normal change control, and record the closure evidence that lets the finding be re-tested. Many of them are also common control providers in RMF terms: the identity platform, for example, provides controls that every application inherits. A common control provider is responsible for implementing, assessing and monitoring those controls and for producing plans of action and milestones for any that are deficient.3 A pillar owner decides how to fix a finding. A pillar owner doesn’t decide that a finding doesn’t need fixing.
The owner of the naming and identity plane holds the unified record the score depends on. Chapter 06 explains why Network, every cloud and the virtualization estate have to resolve objects against one authoritative naming and identity plane before their assessments mean the same thing, and why that plane, once it exists, is the most valuable target in the estate: a complete asset map that may also carry reconciliation privileges across every domain. In the program’s model identity engineering owns the identity half and the DNS/DDI team (Book 08) owns naming and addressing. Whoever owns it, the plane (the unification layer of Chapter 06) is governed as a Tier 0 asset: administrative access is eligible rather than standing and time-boxed, it has its own monitored telemetry stream, and its design assumes it will be attacked directly.
Security operations receives what the posture emits. OMB M-26-14, which rescinded M-21-31, requires that logs be readily available to the agency’s top-level security operations center for continuous event monitoring and for threat hunting, investigation, response and forensics, and that the logs collected identify the identity used for each operation and every change to privilege levels.7 For this book that means three duties. Security operations consumes drift findings (a control that passed last interval and fails this one), because some of them are the first sign of an intrusion rather than an administrative slip. It monitors the assessment accounts themselves, which hold broad read access to every tenant they assess. And it is consulted on every omission and every exception, because it is the team that finds out when one is used.
The assessment operators run the tools. In most agencies this is a security engineering or compliance team inside the CISO’s organization. They run ScubaGear and the Zero Trust Assessment on the calendar the program lead sets, under accounts the CISO approves, on hosts inside the authorization boundary, and they deliver unaltered outputs to the evidence repository. BOD 25-01 required agencies to deploy the SCuBA assessment tools for in-scope tenants and report results to CISA, either continuously through CISA’s monitoring integration or quarterly in a CISA-approved machine-readable format.5 CISA’s implementation guidance offers three methods: manual quarterly upload through CyberScope, CISA-hosted ScubaConnect, and an agency-hosted model (semi-automated) that runs and reports at least quarterly, including self-hosted ScubaConnect through CLAW or TALON (Chapter 04).8 Whichever route the agency picks, the operators own it. They don’t edit results, and they don’t decide omissions.
Control assessors assess with the independence the authorizing official sets. Under the RMF the assessor determines whether controls are implemented correctly, operating as intended and producing the desired outcome, reports deficiencies and their severity, and can recommend corrective actions.3 SP 800-53 provides for independent assessors both for point-in-time assessments and for ongoing monitoring.9 In the program’s model a ScubaGear or Zero Trust Assessment run is evidence the assessor reads, not an assessment the tool performs. The assessor can re-run the evidence assembly, compare hashes and walk a finding back to its raw output (Chapter 09), and that is what makes the tool output assessable rather than merely archived.
The privacy and records offices are consulted. The Zero Trust Assessment’s own guide warns that reports, exports and diagnostics can contain tenant configuration and personal information.10 The senior agency official for privacy is consulted before assessment outputs are retained, shared outside the security organization or loaded into a reporting tool. The records officer sets how long each output is kept. That retention is a records decision, not a tool default.
[bookmark: _Toc00000566]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most.

	Decision or work item
	CIO / sponsor
	ZT program lead
	CISO / ISSO
	AO
	Pillar owners
	Identity-plane owner
	SecOps
	Assessment operators
	Assessors
	Privacy / records

	Zero Trust strategy, scope and funding
	D
	R
	C
	C
	C
	
	
	
	
	

	Designate the zero trust strategy implementation lead
	D
	
	C
	
	
	
	
	
	
	

	Definition of the whole-agency score: what it covers and excludes
	C
	D, R
	C
	C
	C
	C
	
	
	C
	

	The unified naming and identity record that assessments resolve to
	C
	C
	C
	
	C
	D, R
	C
	
	
	

	Cross-pillar correlation and routing of findings
	
	D, R
	C
	
	R
	C
	C
	
	
	

	Control requirements and evidence standard per pillar
	
	C
	D
	C
	C
	C
	C
	C
	C
	

	Maturity target per pillar (program design, not a mandate)
	C
	D
	C
	C
	R
	
	
	
	
	

	Approved assessment tools and pinned versions
	
	C
	D
	
	
	
	C
	R
	C
	

	Assessment accounts, consent grants and their scope
	
	
	D
	
	
	R
	C
	R
	
	

	Assessment calendar and re-runs after remediation
	
	D
	C
	
	C
	
	C
	R
	C
	

	BOD 25-01 tenant inventory and reporting route to CISA
	C
	C
	D
	
	
	
	
	R
	
	

	ScubaGear annotations (comments, remediation dates)
	
	C
	D
	
	R
	
	
	R
	
	

	Omission or incorrect-result marking with an expiration date
	
	C
	D
	C
	R
	
	C
	R
	
	

	Omission, deviation or incorrect-result marking with no end date
	
	C
	R
	D
	C
	
	C
	R
	
	

	Finding priority and sequence
	
	D
	C
	C
	R
	C
	C
	
	
	

	Remediation through change control
	
	C
	C
	
	D, R
	R
	C
	
	
	

	Plan of action and milestones per system
	
	C
	R
	D
	R
	
	
	
	C
	

	Degree of assessor independence
	
	
	C
	D
	
	
	
	
	R
	

	Drift findings surfaced to the authorizing official
	
	R
	R
	D
	C
	
	R
	
	
	

	Logs and detections for assessment accounts and drift
	
	
	D
	
	
	C
	R
	C
	
	

	Agency Logging Plan coverage of Zero Trust telemetry
	C
	C
	D
	
	R
	R
	R
	
	
	

	Handling, retention and sharing of assessment outputs
	
	C
	D
	
	
	
	
	R
	
	C

	Cloud provider native-tool findings admitted as evidence
	
	D
	C
	
	R
	
	
	R
	C
	



Seven comments follow, one for each row or pair of rows.
The score row gives the program lead the decision because the definition of “whole agency” is the thing every other role has an incentive to narrow. A pillar owner whose estate assesses badly would prefer it excluded; a cloud account team would prefer its own tool’s score to stand in for the whole. The lead decides, the authorizing official and the assessors are consulted, and the exclusions are written down.
The identity-plane row gives that decision to the plane’s owner rather than the program lead, because the plane is infrastructure with its own privileged access and blast radius, not a reporting artifact. The program lead depends on it and is consulted.
The omission rows split on time, as the exception rows do in Books 05, 08 and 09. The CISO can approve an omission that expires, because it is a bounded, reviewable decision recorded in the configuration file itself. An omission, deviation or incorrect-result marking with no end date is a standing risk acceptance and goes to the authorizing official, which matches BOD 25-01’s assignment of deviation risk to authorizing officials.5
The priority row gives the program lead priority and sequence, while the remediation row gives each pillar owner the decision about how to fix. The lead can say a finding is first; only the pillar owner can say how it is closed, and the closure evidence has to satisfy the CISO’s standard.
The drift row gives the authorizing official the decision because drift is change to an authorized system. A control that passed every interval and failed the last one is a different finding from one that has always failed, and the authorizing official decides whether it amounts to a significant change.3 The program lead and security operations prepare it; the adoption step in Chapter 10 is to treat these findings as artifacts the authorizing official sees, not only security operations.
The native-tool row is the governance principle in one line. A cloud provider’s native posture tool is admitted as evidence for its own platform, by the program lead, under the CISO’s evidence standard. It is never admitted as the agency’s score.
[bookmark: _Toc00000567]Who owns each pillar
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b11-zero-trust/png/ch07-pillars-and-owners.png]
Each pillar has an owner; the cross-cutting capabilities have owners too, and Governance belongs to the program lead and the authorizing official, not to a tool.
	ZTMM pillar or capability
	Owner in the program’s model
	Decides
	Where the book assigns it

	Identity
	Identity engineering
	Authentication methods, Conditional Access design, privileged identity model, within the CISO’s requirements
	Book 02, Book 04

	Devices
	Endpoint engineering
	Compliance policies, enrollment paths, device posture signals
	Book 05

	Networks
	Network engineering, with security architecture
	Transport, enforcement points, segmentation phasing
	Book 09

	Applications and workloads
	Application owners, with the platform teams
	Application dependencies, workload identities, cutover windows
	Book 04, Chapter 05, Book 06

	Data
	Data owners and the data office
	Categorization and labeling, access to sensitive data
	Designed in Book 12, Chapter 09; M-22-09’s data actions are also mapped in Book 01, Appendix A

	Naming and identity plane
	Identity engineering and the DNS/DDI team
	The authoritative record every pillar resolves to
	Book 08, Chapter 06

	Other clouds and virtualization
	The platform team for each estate
	Native configuration of each estate, reconciled to the plane
	Book 10, Chapter 06

	Visibility and analytics
	Security operations
	Detections, alert tuning, log coverage
	Book 12; M-26-14 Agency Logging Plan

	Automation and orchestration
	Pillar owners, under gated change
	Which corrective actions run, and with whose approval
	Book 01, Chapter 03; Book 04, Chapter 10; Book 13 for the drift engine and adapters

	Governance
	Zero Trust program lead, with the CISO and the authorizing official
	Policies and their enforcement across pillars
	This chapter; Book 13


CISA defines Governance in the model as the definition and enforcement of agency cybersecurity policies, procedures and processes within and across pillars.1 “Across pillars” is the part no pillar owner can deliver alone, which is why the program puts it with the program lead rather than distributing it.
[bookmark: _Toc00000568]Roles in each system
Decision rights don’t change what a console lets someone do. Roles do, and the assessment tools need broad read access to the tenants they assess. The program maps each team to the least-privileged role in each system it touches.

	Team
	ScubaGear run
	Zero Trust Assessment run
	CISA reporting
	Evidence repository
	SIEM

	Assessment operators
	Global Reader for most products; Power Platform Administrator with the required license only if Power Platform is assessed, and Fabric Administrator with a Power BI or Fabric license only if Power BI is assessed11
	Global Reader for the Graph context; Security Reader for protection-policy checks; SharePoint Administrator for SharePoint tenant commands; Azure Reader on in-scope subscriptions10
	Upload or operate ScubaConnect
	Write unaltered outputs
	Read own account activity

	Identity engineering
	Grants the one-time application consent
	Grants the one-time consent through an authorized consent role; doesn’t run the assessment under that account10
	None
	Read
	Read

	ZT program lead and team
	None
	None
	Read
	Read; maintain the score definition
	Read

	CISO and ISSO
	None
	None
	Approve
	Read; approve evidence
	Read

	Pillar owners
	None
	None
	None
	Read own pillar’s findings; write closure evidence
	Read

	Control assessors
	None
	None
	Read
	Read; re-run evidence assembly
	Read

	Security operations
	None
	None
	None
	Read drift findings
	Detections on assessment accounts



Three notes. The Zero Trust Assessment’s guide is explicit that a highly privileged administrator should be used for the initial consent only, and that consent doesn’t assign runtime roles: the assessment account should be a reader.10 Microsoft’s get-started page still describes a Global Administrator granting first-run consent and later runs as Global Reader;6 the program follows the narrower guide in the tool’s own repository. The assessment accounts are among the most sensitive identities in the design, because between them they can read the configuration of every tenant the agency runs; they are eligible rather than standing where the platform allows, and their sign-ins are logged to the top-level SOC as M-26-14 requires for privileged operations.7 And the Zero Trust Assessment sends a telemetry event by default that carries the tenant ID; it can be disabled with -DisableTelemetry.10 Whether to disable it is a CISO decision recorded with the tool approval, not an operator’s choice on the day.
[bookmark: _Toc00000569]What changes, in one table
	Old habit
	What replaces it

	Each pillar reports its own maturity
	The program lead owns one posture, with a written definition of what the score covers

	The cloud provider’s tool score is the Zero Trust score
	Native tools are evidence for their own platform, admitted under the CISO’s evidence standard

	Whoever runs ScubaGear decides what to omit
	Expiring omissions are a CISO decision; standing ones go to the authorizing official

	Exceptions live in a Word document
	Exceptions live in the versioned configuration file, with a rationale and an expiration date

	A skipped check is quietly scored as a pass
	A skipped check is recorded as absence of evidence, a different claim

	The assessment runs before audits
	The program lead runs a calendar, and re-runs after remediation

	Drift findings go to security operations only
	Drift findings reach the authorizing official as changes to an authorized system

	Assessment output is shared freely
	Output is handled as sensitive, kept inside the boundary and retained on a records decision

	The naming and identity plane is just plumbing
	It is a Tier 0 asset with its own owner, privileged controls and telemetry
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[bookmark: _Toc00000571]Chapter 08 — Close Before You Assess
Run the assessor before the architecture exists and you get an accurate list that never shrinks; build the architecture first and the same assessor becomes proof that it holds.
[bookmark: _Toc00000572]In this chapter
What ScubaGear and the Zero Trust Assessment can’t do, and why “remediate deviations” collapses into re-scanning when the architecture beneath a finding is missing. The six-phase sequence that puts assessment at the fifth step, the four layers to build before it, and the three responses every finding is routed to. How continuous reassessment then keeps each open deviation owned, dated and aging, and where this argument stops.
Agencies met BOD 25-01’s early dates: tenants were inventoried by February 21, 2025, and ScubaGear was deployed and reporting by April 25, 2025.1 Many now treat “ScubaGear is running and reporting” as the answer. It isn’t one. ScubaGear measures deviation from a baseline; it doesn’t close any. Neither does Microsoft’s Zero Trust Assessment, which Microsoft describes as read-only.2 Both are diagnostic instruments, in the same category as a thermometer. A thermometer that reports a fever every day for a year isn’t a treatment plan, and an agency that runs ScubaGear on a schedule without an architecture to close what it finds is reading the same thermometer on a loop.
The program’s discipline is the reverse order: close the architectural gap first, then assess, and keep assessing afterward, because continuous reporting is itself a BOD 25-01 obligation. Run in the wrong order, both tools produce an accurate, growing list of findings and no way to act on it coherently. Run in the right order, they become what the directive intends: confirmation that a built architecture is holding, in evidence an assessor can trust.
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The program’s six-phase sequence: four phases close findings, then assessment confirms and the authorizing official decides.
[bookmark: _Toc00000573]What the assessors can’t do
ScubaGear and the Zero Trust Assessment both read configuration and score it, ScubaGear against SCuBA’s SHALL and SHOULD policies and the Zero Trust Assessment against Microsoft’s pillar-organized tests (Chapter 05). The question this chapter turns on isn’t which tool to run. The answer there is both, for different questions. It is what either tool is structurally able to do once it runs. Neither can:
· Design the Conditional Access set, the legacy-authentication retirement and the device and workload identity chain that move a tenant’s identity pillar toward the Advanced stage of CISA’s maturity model (Chapter 03). The Zero Trust Assessment can score the gap; it can’t close it.
· Build the naming and addressing plane underneath the DNS records the baselines check. ScubaGear’s Exchange Online baseline requires an SPF policy that fails non-approved senders for every domain and a DMARC policy at p=reject for every second-level domain, and ScubaGear checks the published records. Since ScubaGear 2.0.0 the SPF policy, MS.EXO.2.2v3, accepts a soft fail (~all) as well as a hard fail (-all); CISA’s BOD 25-01 list still names MS.EXO.2.2v2, which accepted only the hard fail (Chapter 04).34 It can tell you a record is missing; it can’t give the agency an authoritative DNS service with an owner for every zone (Book 08). (The source paper said ScubaGear reports DNSSEC; none of the 2.0.0 Microsoft 365 baselines mentions DNSSEC, and neither did those of 1.8.0.5)
· Resolve a conflict between obligations. Where TIC 3.0, Zero Trust and FedRAMP pull in different directions on a boundary (Book 09, Book 10), both assessors report the symptoms as separate findings. Neither identifies the conflict as structural, because that isn’t what a conformance check does.
BOD 25-01 asks agencies to “remediate deviations from the secure configuration baselines.”1 That presumes an agency can: that there is an architecture able to absorb the fix. Where it doesn’t exist yet, “remediate” collapses into “re-run the scan and file another plan-of-action line,” which is compliance theater dressed as continuous monitoring.
[bookmark: _Toc00000574]Two kinds of finding
Some SCuBA deviations are one-line configuration changes an administrator can make today. Others can’t be closed without architecture beneath them. Legacy authentication stays reachable because nobody has a plan to move the applications, devices and service accounts that still use it. Conditional Access gaps trace back to devices that carry no verifiable identity. Treating both kinds the same way, as “ScubaGear says fix it,” is how a remediation backlog becomes permanent instead of shrinking.
The same shape appears at the authorization level. In the program’s reading of the Federal Compliance series, part of its control set reduces to Microsoft 365 tenant configuration, the surface ScubaGear measures, while the rest exists as evaluable rules only because architecture was built under it: supply-chain evidence, privacy data-flow mapping, training records, incident response and continuity (The series as a map). That split is the program’s reading, not a count the series publishes and not a FedRAMP figure. FedRAMP’s 2026 Key Security Indicators, which apply to cloud service providers, run to 46 indicators across ten themes, and the pattern holds there too: an indicator such as automated configuration management reviewed for drift can be evidenced by conformance tooling, while supply-chain monitoring or recovery planning can’t.6 No amount of running ScubaGear more often produces evidence for work that hasn’t been built.
[bookmark: _Toc00000575]ILLUSTRATIVE — replace before external release
For example, an MS.AAD.1.1v1 (“Legacy authentication SHALL be blocked”) finding flagged in month [N] remained open for [X] months under scan-only operation, with repeated re-scans and no remediation owner, before being closed in [Y] weeks once routed through the sequence below.
[bookmark: _Toc00000576]The sequence: architecture before assessment
The close-then-assess sequence has six phases, and it puts the assessment tools at the fifth step, not the first:
	Phase
	What happens
	Where the assessment tools fit

	1 — Understand
	Identify gaps and root causes against the target control set, including the SCuBA baselines and the Zero Trust pillars
	Not run as an operating loop yet. A first read-only run can inform the gap list, but running the assessor as the program here only produces an unowned findings list

	2 — Design
	Choose the pattern that closes each gap with continuous evidence: DNS and PKI, network access control, certificate-based authentication, the Conditional Access design
	Not yet

	3 — Implement
	Run the runbooks, deploy the infrastructure, configure the integrations
	Not yet

	4 — Govern
	Put owners, plans of action and milestones, risk acceptances and a responsibility matrix around what has been built
	Not yet

	5 — Validate
	Confirm the built architecture produces the state it was designed to produce
	ScubaGear and the Zero Trust Assessment run here, as confirmation, not discovery

	6 — Authorize
	The authorizing official decides on the evidence; continuous monitoring follows
	Continuous ScubaGear and Zero Trust Assessment evidence feeds the authorization package and BOD 25-01 reporting


This isn’t an idiosyncratic order. NIST’s Risk Management Framework runs Implement, then Assess, then Authorize, then Monitor.7 BOD 25-01 makes the same point for new tenants: the mandatory baselines are implemented, and continuous monitoring begins, before the authorizing official grants the ATO.1 (The source paper described phase 6 as submitting KSI-ready evidence to FedRAMP 20x evaluators. FedRAMP certifies the cloud service offering; an agency’s own Microsoft 365 tenant is authorized by the agency’s authorizing official, so phase 6 here is the agency’s decision.6)
An agency that runs ScubaGear as its program before phase 2 is reading a thermometer before the treatment plan exists. The findings are accurate. There’s no framework yet to act on them coherently, so they pile up as point fixes that never add up to a defensible, integrated posture, and the continuous-reporting feed reports that pile to CISA faithfully, on schedule, indefinitely.
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For the surface BOD 25-01 governs, closing findings before assessing means building, in this order, the layers a SCuBA deviation or a Zero Trust Assessment gap actually depends on:
1. Naming and addressing, and certificates. Authoritative DNS with owned zones makes the SPF and DMARC records the Exchange Online baseline requires something an agency publishes deliberately rather than discovers missing; a governed certificate lifecycle underpins certificate-based authentication and device identity. See Book 08 and Book 07.
1. Device and workload identity. The Conditional Access policies that answer the mandatory Entra ID items, and the identity-pillar maturity the Zero Trust Assessment scores, assume that devices and workloads carry verifiable identity: managed, compliant devices (Book 05), device certificates (Book 07, Chapter 06), network access control (Book 09, Chapter 07) and managed identities for workloads.
1. Legacy-authentication elimination. A phased retirement of legacy protocols, not a single Conditional Access toggle, is what closes the findings that reference them. Book 04’s CA001 addresses MS.AAD.1.1v1 only after every remaining legacy client has moved to modern authentication (Book 04, Chapter 07); on-premises, NTLM goes the same way in phases (Book 06, Chapter 15). Flipping the toggle without the plan just breaks whatever still depends on the old path.
1. Governance of exceptions. Remediation under BOD 25-01 doesn’t mean zero deviations at all times. The directive lets an authorizing official accept risk for a deviation under agency policy, and requires agencies to explain deviations when they report.1 CISA’s guidance has operationally required deviations appear in the tool output as “Omitted” with a rationale, approved through the organization’s risk management process, and supplies a template for tracking planned fixes and dates.8 The program’s rule is that every open deviation is either being remediated on a date or is a documented, dated, owned risk acceptance, never a silent gap.
Only once these layers exist does “remediate deviations” become a bounded task that can be finished, instead of an open-ended chase.
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Not every finding waits for architecture. The program routes each current ScubaGear and Zero Trust Assessment finding to exactly one response, and records which:
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Every finding goes to one of three responses, and each response ends in an owner and a date.
	Response
	When
	What it produces

	Configuration change
	The fix is a setting and nothing depends on the old behavior
	A change record and, at the next run, a passing result

	Architectural work
	The fix depends on a layer that doesn’t exist yet
	An owner, a target date and a link to the work item for that layer

	Risk acceptance
	The deviation is operationally required for now
	An authorizing-official decision with a review date, reflected as “Omitted” with a rationale in the tool output


A finding with no response recorded is the only state the program treats as a failure. Routing is also what stops the two kinds of finding from being worked as one queue.
[bookmark: _Toc00000579]Where each finding family is closed
Zero Trust assessments raise the same families of finding again and again. The architectural work for each lives in the book or guide that owns the subject; this table is the map. Each destination follows Book 00, Appendix D’s conventions, and Chapter 10 carries each finding through the closure chain. A finding is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
	Finding family
	Where the closure content is

	Emergency access
	Book 04, Chapter 04; alerts in Book 12, Appendix B; incident runbook in Book 15, Appendix B

	Standing privilege and PIM
	Book 04, Chapter 08; exception governance in Book 13, Chapter 14

	Phishing-resistant admin authentication
	Book 04, Appendix D; Book 07, Chapter 09; Book 05, Chapter 08

	Conditional Access gaps
	Book 04, Chapter 07

	Application secrets
	Book 13, Chapter 14; Book 18, Appendix A, WP3

	Ownerless privileged applications
	Book 13, Chapter 14; Book 18, Appendix A, WP1

	Redirect URI risk
	Book 08, Chapter 06; Book 18, Appendix A, WP4

	Device compliance gaps
	Book 05, Chapter 10

	Endpoint hardening gaps
	Book 05, Chapter 08; the Defender XDR implementation guide

	Network access gaps
	The Global Secure Access implementation guide; Book 09, Chapter 05

	DDoS, WAF and public exposure
	The Azure Security Engineering implementation guide; Book 10, Chapter 05

	No labels, defaults or containers
	Book 20, Chapters 02 to 04

	Rights Management and mail encryption
	Book 20, Chapters 05 and 06

	Audit and visibility gaps
	Book 12, Chapter 02; Book 20, Chapter 10; the Defender XDR implementation guide

	Skipped or unevaluated tests
	Chapter 10; Book 13, Chapter 12


[bookmark: _Toc00000580]Then assess, continuously
BOD 25-01’s reporting obligation can be met by continuous integration with CISA’s monitoring or by quarterly reporting, and CISA’s implementation guidance offers three methods for doing so: manual CyberScope upload, CISA-hosted ScubaConnect, or an agency-hosted semi-automated model (Chapter 04).1 Any of them is an accepted way to meet the directive’s reporting requirement. What a point-in-time scan doesn’t give the program on its own is a durable run-to-run record, aging of each open deviation against a remediation target, and a clean signal for “this deviation is new” versus “this is a known, governed exception.” 
The program builds that layer on top of the assessors’ output without reimplementing either assessor. For ScubaGear it layers drift detection, exception lifecycle and a continuous-monitoring gate over the pass and fail verdicts. For Zero Trust Assessment results, and for maturity self-assessments against CISA’s model, it sorts every below-target finding into one of three dispositions: actionable new drift, a lapsed acceptance, or a governed exception. It flags acceptances that can be retired, computes drift between runs, and fails the pipeline only when something is genuinely unowned. The layer is explicit about what it isn’t: not an assessor, not a maturity model, not a remediator. It stands on the tool’s own output and doesn’t guess at its format. Chapter 09 covers running the tools and ingesting their output, and Chapter 10 turns findings into a program. (The three dispositions classify a below-target finding in that layer’s output; the three responses above route each finding to a fix. They are separate sets.) The Microsoft 365 operating model, SCuBA drift as typed remediation tasks with closure evidence, is in Control Compliance Automation: Microsoft 365 and Azure (Vol VII Book 02 of the Federal Compliance series).
That is what turns “remediate deviations” and “continuous reporting” from a narrative claim into something an assessor or CISA can check independently: a re-runnable disposition of every open finding, dated, owned and aging against a target.
[bookmark: _Toc00000581]Where this argument stops
· It doesn’t replace the directive’s deadlines. The inventory and deployment dates have passed; for Google Workspace tenants the inventory is due November 2, 2026, and tool deployment December 1, 2026.8 The sequence is about how an agency spends its ongoing remediation effort, not about whether it deploys ScubaGear in the first place.
· Some findings really are one-line fixes. The point isn’t to fix nothing until the architecture is done. It’s not to mistake the scan for the fix, and to route each finding to the right response.
· The Zero Trust Assessment isn’t a BOD 25-01 requirement. The directive names CISA’s SCuBA tools.1 Assuming the Zero Trust Assessment substitutes for the federal baseline, or the reverse, reintroduces the gap Chapter 05 exists to close.
· The configuration-versus-architecture split is the program’s reading. It is a useful proxy for how much of a control set reduces to configuration a conformance tool can see. It isn’t a FedRAMP figure or a claim about any agency’s control catalog, which will vary.
BOD 25-01 asks agencies to do two structurally different things: run an assessor, and remediate what it finds. ScubaGear and the Zero Trust Assessment do the first job well. Neither does, or is designed to do, the second. The order that serves the directive is architecture, then assessment, then continuous reassessment: build what closes the gap, measure that it’s closed, and keep measuring.
[bookmark: _Toc00000582]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	HTTPS for every web and API endpoint (M-22-09)
	Internal server TLS and Public-facing TLS
	Retained AD CS; public CA
	CyberArk Certificate Manager
	Discovers and renews them

	PIV and derived PIV for phishing-resistant MFA
	PIV
	Federal PKI
	PIV card system
	Nothing

	Device certificates
	Device and user auth (Intune)
	Cloud PKI, or AD CS through the Intune connector
	Intune
	Nothing

	DNSSEC validation
	Not a Book 07 class
	The DNS platform
	Platform-managed, or not X.509
	Nothing: not X.509
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This book’s certificates and the engine that renews each.
The governed certificate lifecycle that certificate-based authentication and device identity rest on is three renewal engines, Intune, AD CS autoenrollment for domain controllers, and CyberArk Certificate Manager for server and public TLS, with PIV running on its own card and credential lifecycle (Book 07, Chapter 08; Chapter 05).9
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[bookmark: _Toc00000584]Chapter 09 — Running the Assessment and Ingesting the Evidence
A ScubaGear report that someone archives and rereads at audit time is a point-in-time opinion; the same output, wrapped with its provenance and sealed into a bundle an assessor can rebuild months later, is evidence.
[bookmark: _Toc00000585]In this chapter
How to prepare for an assessment run, run ScubaGear and the Zero Trust Assessment against a federal tenant, and handle their outputs. It then follows the outputs into the program’s evidence chain: ScubaGear as a registered adapter, the claim each result becomes, the four-stage pipeline, interval evidence, the government-cloud boundary case and the drift classes a finding can raise, with one worked trace from a policy result to an OSCAL observation.
Chapter 05 explains what the two tools measure and why an agency needs both. Chapter 08 explains why the BOD 25-01 findings are closed before the maturity assessment runs. This chapter is the run itself, and what happens to the output afterwards.
Most agencies already run ScubaGear. The usual pattern is that someone runs it, saves the HTML report, and opens it again when an assessor asks. The report is accurate on the day it is produced. What it lacks is everything an authorization package needs: a record of which tool version and which baseline version produced it, a link from each finding to the control it bears on, a way to show whether the finding is new or has been failing for a year, and a way for an assessor to confirm months later that the file in the package is the file the tool wrote. The program’s answer is to treat each tool as an adapter, an input to one evidence chain, rather than as a freestanding report. The tools stay exactly as their publishers ship them. What changes is what happens to their output.
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Each assessment run flows through four stages, from the tool’s own output to an OSCAL artifact an assessor can rebuild.
[bookmark: _Toc00000586]Before the first run
Five things are decided before either tool touches a production tenant. Each is owned in Chapter 07.
Scope. BOD 25-01 required agencies to inventory their in-scope cloud tenants, with the tenant name and the owning agency or component, and to update the inventory “in the first quarter annually.”1 That inventory is the scope list for ScubaGear. The Zero Trust Assessment’s scope is wider (Microsoft Entra, Intune, Azure, Purview and more) and its coverage depends on connections, permissions and licenses, so its scope is written down per run, including which Azure subscriptions are tagged for its Infrastructure pillar.2
The host. ScubaGear runs only on Windows, because at least one of the Microsoft libraries it depends on is tied to Windows PowerShell 5.3 The Zero Trust Assessment needs PowerShell 7 and, for full coverage, Windows: on other platforms its SharePoint Online and Azure Information Protection checks are skipped.4 Both tools pull tenant configuration onto the host that runs them. The program runs them on dedicated Windows hosts inside the authorization boundary, a separate clean host or session for each tool, because their PowerShell dependencies conflict and because the Zero Trust Assessment’s guide recommends a dedicated virtual machine for that reason.4 A shared, internet-hosted build runner is the wrong place for a file that maps a federal tenant’s weaknesses.
Accounts. Each tool gets a dedicated reader account, approved by the CISO, with the roles in the table in Chapter 07. Consent for the tools’ Microsoft Graph permissions is a separate, one-time act by an administrator authorized to grant it, and that administrator doesn’t run the assessment.
Output handling. Microsoft warns that the Zero Trust Assessment’s report and export folder contain sensitive tenant information that threat actors could use, and recommends storing the report securely and deleting the generated folder from the local drive once the assessment is complete.5 The program treats every output of both tools as Controlled data: written to a protected directory on the assessment host, moved to the evidence repository unaltered, and deleted from the host. Raw findings aren’t published, and remediation guidance from either tool is advisory: changes go through normal change control.
Logging. The assessment accounts read every tenant they touch. OMB M-26-14 requires agencies to collect logs that identify the identity used for operations and every change to privilege levels, and to make logs readily available to the agency’s top-level security operations center; retained logs must be searchable for at least six months and retrievable for a year.6 The assessment accounts’ sign-ins and consent grants are in that scope. CISA published the Logging Reference Architecture that M-26-14 called for on August 20, 2026,7 and the memo gives agencies 90 days from its release for the first Agency Logging Plan,6 so the assessment hosts and accounts belong in that plan now.
[bookmark: _Toc00000587]Running ScubaGear
ScubaGear is CISA’s PowerShell assessor for Microsoft 365. It collects tenant configuration through Microsoft’s APIs and evaluates it with Open Policy Agent against Rego policies written from the SCuBA secure configuration baseline documents. It is released under the CC0 license.8 The current release is v2.0.0, published October 22, 2026, and this chapter’s commands, parameters and outputs were checked against its documentation.9 It assesses Microsoft Entra ID, Security Suite, Exchange Online, Power BI, Power Platform, SharePoint Online and OneDrive, and Microsoft Teams. Security Suite replaced the Defender product of earlier releases, and 2.0.0 no longer accepts defender as a product name. Without -ProductNames, a run covers every product except Power Platform and Power BI, which have their own licensing and first-run requirements.1011
[bookmark: _Toc00000588]Illustrative code
The commands in this chapter are illustrative. They haven’t been tested against a production tenant. Check them against the documentation for the tool version you have pinned, and run them first against a test tenant with the narrow roles described in Chapter 07.
Install from the PowerShell Gallery in a Windows PowerShell 5 session, then install the dependencies, which include OPA. The dependency command is Install-ScubaDependencies; it was named Initialize-SCuBA before 2.0.0, and the old name remains as an alias, so older scripts still run.3
# Windows PowerShell 5.1, on the dedicated assessment host
Install-Module -Name ScubaGear
Install-ScubaDependencies             # installs module dependencies and OPA
Invoke-SCuBA -Version                 # record the version in the run log
For BOD 25-01 submissions, CISA’s documentation calls for a configuration file and the organization’s tenant name; other runs can silence the BOD warnings instead.12 A tenant in Microsoft 365 GCC uses the gcc environment value, and gcchigh and dod cover the other government clouds; the parameter is required when signing in interactively to any of the three, while a service principal run works out the environment itself.109
# Assess all products against the agency's reviewed configuration file
Invoke-SCuBA -ConfigFilePath .\config\scuba-tenant01.yaml `
             -Organization 'agency.onmicrosoft.com' `
             -M365Environment gcc `
             -OutPath D:\Assessments\ScubaGear
The configuration file is where the agency’s decisions about the baseline live: annotations that document an action plan for a failing control, omissions with a rationale and an optional expiration date, and exclusions for accounts such as emergency access accounts.13 Chapter 10 covers who approves each kind of entry. Here the point is mechanical: the configuration file is an input to the run, so it is versioned in the program’s repository and its hash is recorded with each run, exactly like the tool version.
A configuration file written for 1.8.0 has to be migrated before it runs under 2.0.0. Replace defender with securitysuite in ProductNames, rename a Defender: section to SecuritySuite:, and replace each migrated policy ID in annotations, omissions and exclusions with its new ID from CISA’s migration file. Where an old policy was split across several new ones, choose the new policies the entry actually applies to, and drop entries for policies that were removed.11 Treat the migrated file as a new version that goes back through approval (Chapter 10): an omission approved against MS.DEFENDER.2.1v1 isn’t automatically an approved omission of its successor.
Each run writes a new time-stamped directory. The 2.0.0 documentation lists the same outputs as 1.8.0; the 2.0.0 release notes also add a CSV of risky applications.149
	Output
	What it is
	How the program uses it

	BaselineReports.html
	Summary report, opened in a browser after the run
	Human review only

	IndividualReports
	Detailed report per product
	Human review only

	ScubaResults_{UUID}.json
	Run and tenant metadata, summary counts, every result and the raw provider output, in a format meant for downstream parsing
	The evidence source the adapter reads

	ScubaResults.csv
	Results only, without metadata or raw output
	Convenience copy

	ActionPlan.csv
	Failing SHALL controls only, with fields for failure reasons and remediation timelines
	Seed for the plan of action and milestones (Chapter 10)


The JSON file is the one that matters. It carries each control’s ID, requirement text, result, criticality and details, and, for annotated or omitted controls, the original result and the comments.15 CISA’s implementation guidance asks agencies that report manually through CyberScope to submit this file without changing the file name ScubaGear produced.16 The program applies the same rule to its own evidence: the file is never edited, renamed or regenerated, only hashed and copied.
Reporting to CISA. BOD 25-01 required agencies to deploy the SCuBA assessment tools and report results to CISA, either through integration with CISA’s continuous monitoring solution or quarterly in a CISA-approved machine-readable format.1 The implementation guidance describes three methods: manual quarterly upload through CyberScope, CISA-hosted ScubaConnect, and an agency-hosted model (semi-automated) that runs and reports at least quarterly, including self-hosted ScubaConnect through CLAW or TALON (Chapter 04).16 ScubaConnect is CISA’s cloud-native infrastructure, provided as Terraform, that automates ScubaGear and its Google Workspace counterpart across many tenants.17 The evidence chain in this chapter is separate from that reporting and doesn’t replace it. Both read the same output.
Google Workspace. SCuBA isn’t only Microsoft 365. CISA’s BOD 25-01 Required Configurations page now lists Google Workspace baselines, with a due date of December 1, 2026,18 and ScubaGoggles, the Workspace assessor, reached version 1.0.0 on July 24, 2026.19 The program’s adapter registry has no ScubaGoggles entry. That is a real coverage gap for any agency with a Workspace tenant in BOD 25-01 scope, and the program states it rather than registering an adapter that hasn’t been built.
[bookmark: _Toc00000589]Running the Zero Trust Assessment
Microsoft’s Zero Trust Assessment checks hundreds of configuration items, drawn from Microsoft’s published guidance for Entra, Intune, Azure networking and Purview, against the Secure Future Initiative and the Zero Trust pillars.20 Two facts about it shape how the program uses it. It is a community project maintained by Microsoft employees, not an official Microsoft product, and it isn’t supported through any Microsoft support program.2 And it changes quickly: release 2.6.0 introduced a redesigned report and seven default pillars (Identity, Devices, Network, Data, Infrastructure, Security Operations and AI), and release 3.1.0 shipped on October 20, 2026.421 Its source tracks the newest dependencies: the current guide asks for PowerShell 7.6 or later, while published packages can differ.4 The version is pinned per run, and a version change is reviewed before the score is compared with an earlier one.
# PowerShell 7, on a separate clean session or host from ScubaGear
Install-PSResource -Name ZeroTrustAssessment -Scope CurrentUser
Connect-ZtAssessment -Tenant agency.onmicrosoft.com
Invoke-ZtAssessment -Path D:\Assessments\ZTA\2026-10-21 -DisableTelemetry
Microsoft Learn shows Install-Module for the same package and the default output path .\ZeroTrustReport\ZeroTrustAssessmentReport.html; -Path sets a custom location.5 Connect-ZtAssessment connects separately to Microsoft Graph, Azure, Exchange Online, Security & Compliance, SharePoint Online and Azure Information Protection, and a successful Graph connection doesn’t grant access to the others.4 A Microsoft 365 GCC tenant uses the default Global environment, because GCC uses the worldwide Microsoft Graph and Azure portal endpoints; GCC High and DoD tenants use their own.2223 -DisableTelemetry suppresses a telemetry event that otherwise carries the tenant ID;4 whether to use it is the CISO’s decision when approving the tool (Chapter 07).
Microsoft warns that the assessment can take more than 24 hours on a large tenant and shouldn’t be stopped even if it logs warnings or errors.5 Its outputs are:4
	Output
	What it is
	How the program uses it

	ZeroTrustAssessmentReport.html
	Redesigned report with an overview and one tab per pillar
	Human review; the program’s dashboard reads the report data inside it

	ZeroTrustAssessmentReport-classic.html
	Classic report
	Human review

	zt-export\ZeroTrustAssessmentReport.json
	Report data
	The evidence source the adapter reads

	zt-export\ZeroTrustWorkshop.json
	Experimental import for Microsoft’s Zero Trust Workshop
	Optional planning input

	zt-export\ (database, exported entities, logs)
	Assessment data, not just logs
	Retained only as the records decision allows; contains sensitive tenant data


Each result carries a status (Passed, Failed, Investigate, Skipped, Planned or Error) and a risk rating.24 Chapter 10 explains which of those are findings. The one rule that matters at ingestion is that a skipped check is not a pass. The tool’s own guide says that missing prerequisites can produce skipped checks, “not evidence that the tenant meets a recommendation.”4 The Zero Trust Assessment implementation guide gives the run step by step, with the results kit that normalizes the export, writes the closure register and seals each run as evidence; its learning path has the labs.
[bookmark: _Toc00000590]ScubaGear as a registered adapter
In the program’s substrate, ScubaGear is the registered conformance and policy adapter for Microsoft 365. Its declaration in the adapter registry (excerpt; the full entry adds the policy-engine pin, scope, outputs, controls and invariants) reads:
- id: scubagear
  name: CISA ScubaGear (M365 SCuBA Assessor)
  class: conformance
  mission-class: policy
  status: active
  phase: phase-1
  vendor: CISA
  license: CC0-1.0
  runtime: windows-powershell-5.1
  runtime-version: "2.0.0"
  runner-class: github-hosted
  tenancy: per-customer
  evidence-class: interval
  retention-years: 3
The runtime-version pin moves only through a reviewed registry change. Moving it from 1.8.0 to 2.0.0 also moves the configuration file and the program’s mapping table to the Security Suite policy IDs, and earlier results are compared with later ones through CISA’s migration file, not by policy ID (Chapter 04).11 The runtime value is not cosmetic: a Linux runner can’t execute ScubaGear at all, so the runner is Windows. The program’s reading of runner-class: github-hosted is “a Windows runner driven by the repository’s workflow,” and for a production federal tenant that runner is one the agency controls inside its boundary, for the output-handling reasons above.
Five properties of the declaration matter to an authorizing official.
1. class: conformance. ScubaGear observes; it doesn’t change tenant state. Its evidence is read-only.
1. mission-class: policy. It evaluates state against policies, the SCuBA Rego baselines, which distinguishes it from adapters that only collect telemetry.
1. gcc-boundary: gcc-moderate (a registry invariant). The adapter is designed to run against a tenant in the GCC Moderate boundary, and treats the boundary’s effect on what it can see explicitly.
1. evidence-class: interval. Findings carry a time interval, not a single instant, and the claim preserves it.
1. retention-years: 3. Retention is set in the registry, not by an operator. It is the program’s default; the records officer’s schedule governs where it differs.
Registration means the substrate’s drift engine governs the adapter itself: a ScubaGear configuration that emits outside its declared envelope is designed to raise DRIFT-AUTHZ (design only at runtime today), and a registry edit that breaks the schema raises DRIFT-SCHEMA in continuous integration.
[bookmark: _Toc00000591]From policy results to claims
ScubaGear’s results per policy are Pass, Fail, Warning (a failed SHOULD policy), N/A (typically a manual check), Omitted, Incorrect Result and Error, each with a criticality of SHALL or SHOULD.15 The adapter wraps each result in the program’s provenance envelope and maps it to the program’s control and indicator rules through the mapping table held in the program’s canon. Three properties follow.
Every result is a claim. Each result carries claim_id, issuer_identity, source_classification, extraction_timestamp and lineage_hash. No raw ScubaGear result floats outside the chain: Pass, Fail, Warning and N/A results all become claims, so the record shows what passed as well as what failed.
The mapping lives in canon, not in adapter code. Which control a SCuBA policy bears on is a reviewed, schema-validated registry entry. An adapter author can’t silently remap a policy. CISA publishes its own mapping of every SCuBA policy to NIST SP 800-53 Rev. 5 controls in the FedRAMP High baseline,25 and the program’s table starts from it. The High baseline contains every Moderate control, so the mapping serves a Moderate system too (inference).
The interval is preserved. ScubaGear runs on an interval: on demand, on a schedule or on a dispatched event. Each run’s claims carry the interval, and the bundle respects it. evidence-class: interval is an attribute the OSCAL emission consumes, not a hint.
[bookmark: _Toc00000592]The four-stage pipeline
tool run  ->  claim normalization  ->  bundle assembly and seal  ->  OSCAL artifact
ScubaGear is one of the inputs at stage 1 for a Microsoft 365 deployment. Its claims feed four things downstream: the indicator dashboard for the Microsoft 365 controls SCuBA covers; the system security plan narratives for Microsoft 365 control implementation; plan of action and milestones items when a result fails outside an accepted exception; and component definition evidence for Microsoft 365 components. OSCAL, NIST’s machine-readable assessment format, has models for each: assessment results record when an assessment ran, its scope, the evidence and the findings, for periodic or continuous assessments, and the plan of action and milestones model tracks the findings the system owner must address.26
The bundle is deterministic. The same tenant state, the same SCuBA policy version and the same canon version produce a byte-identical bundle, so an assessor can re-run the assembly months after the original audit and check the bundle hash. That property is the difference between evidence and an assertion: per-tool evidence that can’t be re-executed is a claim someone made once.
What ScubaGear sees, and what it doesn’t. ScubaGear evaluates configuration in the Microsoft 365 tenant, the cloud half of the identity picture. The on-premises half comes from the program’s Active Directory survey adapter, which produces the readiness bundle and its phase-tagged service principal name inventory (Book 02, Chapter 11). Both emit into the same evidence bundle, so together they describe the identity posture the agency carries through the move from Active Directory to Microsoft Entra ID, not just the cloud baseline on one day. The bounded claim is the honest one: ScubaGear is the configuration-conformance evidence source for the Microsoft 365 components in the boundary. Detecting and investigating intrusions needs more than configuration evidence, which is why its claims meet the drift engine and the logs security operations holds.
[bookmark: _Toc00000593]Interval evidence
An adapter declared evidence-class: interval behaves differently from a point-in-time one.
· The bundle can state windowed conformance: for example, that a policy passed in every interval of the quarter except one week, which is tracked as a plan of action and milestones item.
· Drift findings detect trend changes, not just point changes. A control that passed every interval and fails one is a different finding from one that has always failed.
· Determinism holds per interval: re-running a given interval reproduces that interval’s bundle.
This is what lets a package built on ScubaGear carry continuous-conformance language honestly. It doesn’t make ScubaGear continuous. It runs on an interval, and continuous event-time capture across every adapter is target-state maturity for the substrate.
[bookmark: _Toc00000594]The government-cloud boundary case
ScubaGear reads tenant state through the APIs the tenant’s own cloud exposes, which has four consequences in the program’s boundary model.
· Telemetry fidelity. ScubaGear reads the configuration state the boundary exposes, which is most of what its policies evaluate, since the SCuBA baselines target configuration rather than cloud-only telemetry features.
· Identity authority. The issuer identity for SCuBA claims is the tenant’s identity plane, resolved in the boundary.
· Enforcement responsibility. ScubaGear observes; it doesn’t enforce. Where enforcement is needed, a compensating-enforcement adapter is a separate registry entry with its own evidence.
· Provenance classification. SCuBA claims are authoritative for configuration state and derived for any value computed from tenant data.
The Zero Trust Assessment is a different case. Many of its checks depend on premium licenses and features, and feature availability in Microsoft’s government clouds is defined as differences from the commercial service descriptions.27 A check that is skipped because a feature isn’t available or authorized in the boundary is recorded as a boundary finding, not as a failed control and not as a pass. Book 10 covers the boundary model in full.
[bookmark: _Toc00000595]Drift: what a finding can raise
ScubaGear claims map onto the substrate’s drift classes as follows. The classes and severities are the program’s drift standard. These P1 to P4 severities are separate from the priority buckets in Chapter 10, which come from the severity-divided-by-effort score.
	SCuBA finding pattern
	Drift class
	Default severity

	Tenant configuration drifts from a baseline that previously passed
	DRIFT-SCHEMA or DRIFT-SEMANTIC, depending on whether the structure or the value drifted
	P3; P2 if the drift affects a live indicator

	A SCuBA claim emitted without a complete provenance envelope
	DRIFT-PROVENANCE
	P1: claim integrity is load-bearing

	Conditional Access state contradicts the authentication assurance recorded for the user population
	DRIFT-AUTHZ
	P1: authorization integrity is load-bearing

	A principal named in a SCuBA finding can’t be resolved in the identity plane
	DRIFT-IDENTITY
	P1: identity attribution is load-bearing


Book 02, Chapter 11 catalogs four drift conditions specific to service principal names that surface when the Active Directory inventory is compared across migration phases. ScubaGear evidence and that inventory join in the same bundle the assessor reads. Neither alone describes the identity posture; together they can be compared interval by interval.
[bookmark: _Toc00000596]A worked trace: one finding, four hops
The claim abstraction is easier to trust with a concrete walk-through. What follows is an illustrative worked example, not a historical finding: a representative SCuBA check traced through the four stages.
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One SCuBA result, traced from the Rego evaluation to an OSCAL observation an assessor can walk back.
1. Rego policy result. A ScubaGear run evaluates MS.AAD.1.1v1, “Legacy authentication SHALL be blocked,” a SHALL policy that CISA maps to NIST SP 800-53 control CM-7.28 The check reads the tenant’s Conditional Access policies. Say it returns Fail because no enabled policy blocks legacy authentication for all users.
1. Claim. The adapter wraps the raw result in the provenance envelope: a claim_id of the form urn:fmp:claim:m365:scuba-policy:{uuid}, issuer_identity resolved to the tenant’s Microsoft Entra ID identity plane, source_classification: authoritative (SCuBA claims are authoritative for configuration state), an extraction_timestamp for the run, and a lineage_hash, a SHA-256 hash over the raw result, so the claim traces back to the exact output it came from.
1. Evidence bundle. The claim lands in the run’s findings for that interval, joins the indicator entry its control maps to, and, because it fails outside any accepted exception, opens a plan of action and milestones item. Bundle assembly seals it with every other claim from the run.
1. OSCAL artifact. The sealed bundle emits an OSCAL assessment-results observation against the mapped control, cross-referenced to the open plan of action and milestones item. An assessor reviewing the package months later can re-run the assembly for that interval and get the same bundle hash, and can use the lineage hash to walk back from the observation to the raw result without re-running ScubaGear.
Every result in a real run, whether Pass, Fail, Warning or N/A, takes the same four hops. MS.AAD.1.1v1 is a stand-in for the class. It is also on CISA’s list of mandatory BOD 25-01 configurations,18 which is why Chapter 08 expects it closed before the maturity assessment, and why a Fail here, in a real run, is a directive gap before it is a maturity finding.
[bookmark: _Toc00000597]Ingesting the Zero Trust Assessment
The program’s toolkit reads the report data inside the Zero Trust Assessment’s HTML report, or its JSON export, so no separate export step is needed, and produces three kinds of output: a dashboard workbook and a Power BI-ready CSV, a set of lighter digests, and a remediation playbook with a tracker. Chapter 10 explains how the dashboard scores and ranks findings. This section is how to produce them.
[bookmark: _Toc00000598]Install the toolkit from the program’s repository, not from PyPI
The toolkit provides the fmp command and needs Python 3.11 or later, PowerShell 7 and the openpyxl and matplotlib packages. Install it from the program’s own repository. A package named fmp on the public Python Package Index is an unrelated third-party project, a Python import formatter,29 so a plain pip install fmp against the public index installs someone else’s code on a host that holds tenant data. Verify any downloaded script against its published SHA-256 hash before running it.
# Confirm the program toolkit is the one on PATH
fmp --version
fmp zta --help

# Dashboard workbook, chart images and Power BI CSV
fmp zta dashboard --input D:\Assessments\ZTA\2026-10-21\ZeroTrustAssessmentReport.html `
                  --out-dir D:\Assessments\ZTA\2026-10-21\dashboard

# Executive summary, Markdown and worklist digests
fmp zta digest --input D:\Assessments\ZTA\2026-10-21\ZeroTrustAssessmentReport.html `
               --out-dir D:\Assessments\ZTA\2026-10-21\digest

# Per-finding remediation playbook and tracker
fmp zta remediate --input D:\Assessments\ZTA\2026-10-21\ZeroTrustAssessmentReport.html `
                  --out-dir D:\Assessments\ZTA\2026-10-21\remediation
The program’s wrapper script, Invoke-ZtDashboard.ps1, calls the same toolkit and falls back to python -m fmp.cli.app when the fmp command isn’t on the path.
	Parameter
	Type
	Default
	Purpose

	-ReportPath
	string
	required
	The ZeroTrustAssessmentReport.html or JSON export; falls back to the FMP_REPORTPATH environment variable

	-OutputDirectory
	string
	./zt-dashboard
	Where the workbook, charts and CSV go; falls back to FMP_OUTPUT

	-CheckPrereqs
	switch
	off
	Checks PowerShell 7, Python 3.11, the toolkit and the Microsoft Graph context, if the program’s FMP.ConfigTools module is installed

	-EnableLogging
	switch
	off
	Writes a timestamped transcript under the output directory’s logs folder, if FMP.ConfigTools is installed


# Install the shared module from the program's kit, then run with checks and logging
$dest = "$env:USERPROFILE\Documents\PowerShell\Modules\FMP.ConfigTools"
Copy-Item .\fmp-cli\scripts\FMP.ConfigTools $dest -Recurse -Force

.\Invoke-ZtDashboard.ps1 -ReportPath D:\Assessments\ZTA\2026-10-21\ZeroTrustAssessmentReport.html `
    -CheckPrereqs -EnableLogging

Get-FileHash .\Invoke-ZtDashboard.ps1 -Algorithm SHA256   # compare with the published hash
	Symptom
	Fix

	fmp: command not found
	The toolkit isn’t installed or active; install it from the program’s repository, or let the wrapper fall back to python -m fmp.cli.app

	Unicode or cp1252 errors in the console
	Set $env:PYTHONUTF8 = 1 before running, or use PowerShell 7

	could not locate an embedded reportData object
	The input isn’t a Zero Trust Assessment report; point -ReportPath at the real report HTML or a JSON export


The playbook gives portal steps and Microsoft Learn links only, no scripts. For each failed check it names the admin console the fix lives in, the check’s remediation steps, its Microsoft Learn references and deep links to the failing objects; --status Investigate adds manual-review items. The tracker has blank Status, Owner and Notes columns for the pillar owners to work.
The dashboard and digests are working views. The evidence is the unaltered report and its JSON export, wrapped and sealed through the same four stages as ScubaGear’s output, with the tool version, run time and scope recorded.
[bookmark: _Toc00000599]Control states and evidence for an assessment run
Running the two assessors is a procedure, but one that changes nothing in the tenant. Book 00, Appendix D’s conventions apply to it as below. A run is evidence for the controls it reads; it isn’t one of them, so the states describe the assessment capability itself.
Authority: Mandated: BOD 25-01’s tool deployment and reporting for in-scope Microsoft 365 tenants, and for Google Workspace from its due date (Before the first run); M-26-14’s logging baseline for the assessment accounts. Microsoft-recommended for storing the Zero Trust Assessment’s output securely and deleting the local folder after the run (Learn, read Oct 21, 2026). Optional for the Zero Trust Assessment itself, which no directive requires (Chapter 08); the program runs it as risk-based recommended. Applies: ScubaGear: every in-scope tenant, with the gcc, gcchigh or dod environment value. Zero Trust Assessment: License-dependent and Environment-dependent coverage; a check skipped for a missing license or government-cloud feature is recorded as not applicable, not as a pass or a failure (Chapter 10).
Control states. 
	State
	This page
	Evidence

	Designed
	Before the first run: scope, host, accounts, output handling, logging
	The scope list and the CISO’s approval of the reader accounts (Chapter 07)

	Configured
	The pinned tool versions and the versioned ScubaGear configuration file
	Invoke-SCuBA -Version and the module version in the run log; the configuration file’s commit

	Enforced
	Not applicable: both assessors read and enforce nothing (The government-cloud boundary case)
	—

	Evidenced
	Each run’s unaltered ScubaResults_{UUID}.json and zt-export\ZeroTrustAssessmentReport.json, sealed into an interval bundle
	The sealed bundle and its hash; the BOD 25-01 submission record

	Operated
	The interval cadence, drift classes and re-assessment in Chapter 10
	The run history; drift findings raised; the quarterly CISA report


How-section coverage. Prerequisites: Before the first run. Pilot: the illustrative-code warning’s test tenant, then one production tenant with the narrow roles. Report-only or audit phase, Enforcement and Change safety: not applicable, because nothing in the tenant changes; the risk to manage is the output, which is Controlled data. Rollback: revoke the tools’ consent grants and disable the reader accounts if a run must stop; nothing in the tenant needs restoring. Exclusions: the configuration file’s omissions and exclusions, approved as Chapter 10 describes; skipped and unevaluated checks go to the disposition register in Book 13, Chapter 12. Telemetry: the assessment accounts’ sign-ins and consent grants in the identity logs (Book 12, Chapter 03). Day-two ownership: the Zero Trust program owner in Chapter 07.
Evidence checklist
· Configuration: the configuration file at its commit, the tool and module versions, and the reader accounts’ role assignments
· Operational: the run history and the sealed interval bundles, kept as the records decision allows
· Test: a test-tenant run after every tool upgrade, compared with the previous version’s results for the same tenant (expected and observed, date, tester)
· Exception: omissions and annotations with approver and expiry; skipped checks with their disposition
· Assessor-ready artifact: the OSCAL assessment-results observations and the BOD 25-01 submission, traceable to the four above
[bookmark: _Toc00000600]Honest limits
· ScubaGear’s coverage is per policy. It evaluates the SCuBA baselines, not every Microsoft 365 control. The program’s adapter taxonomy has other slots (vulnerability scanning, host configuration against CIS Benchmarks or the agency’s CM-6 settings, patch state) for the rest; ScubaGear is the policy adapter, not the universal one.
· Both tools run on an interval. Continuous capture across every adapter is target-state maturity.
· The mapping from SCuBA policies to the program’s rules is curated. Mapping a new SCuBA policy is a canon change, not an adapter edit.
· Google Workspace isn’t covered: the registry has no ScubaGoggles adapter.
· The Zero Trust Assessment is a community project that changes fast. A score from one version isn’t directly comparable with a score from another without review.
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[bookmark: _Toc00000602]Chapter 10 — Evidence, Not Verdicts: From Findings to a Program
An assessment tool can tell an agency what its configuration looked like on the day it ran; only the agency can decide what that means, what to fix first, and what risk it is willing to carry, and a program that lets the score make those decisions has handed its governance to a report.
[bookmark: _Toc00000603]In this chapter
How to read the two tools’ results before counting them, the seven normalized results the program counts, which results are findings and which are absence of evidence, how the program scores, weighs and ranks findings, and where exceptions belong. It then turns the worklist into a program: plans of action and milestones and the closure chain each finding carries, the pillar-by-pillar contribution of a shared evidence substrate, the evidence properties Advanced and Optimal maturity need, drift as continuous verification, re-assessment, and what an agency can do this quarter.
Chapter 09 ends with sealed evidence: each tool’s unaltered output wrapped in provenance and emitted as OSCAL. This chapter is what the agency does with it. The book’s argument shapes the answer. Zero Trust maturity is a property of the whole agency (Chapter 01); Governance is the cross-cutting capability programs shortchange (Chapter 02); and each tool is an evidence input reconciled at the control level, not a verdict (Chapter 05). A Zero Trust Assessment overview isn’t a maturity stage, and a clean ScubaGear report isn’t an authorization. Both are inputs to decisions that belong to named people (Chapter 07).
The program’s assessment method has five steps, whatever tools feed it:
1. Collect signals from directory, endpoint, network and application telemetry, and from the assessment tools.
1. Map each signal to a pillar and a maturity stage.
1. Identify gaps where evidence is missing or contradictory.
1. Prioritize remediation by residual risk and dependency.
1. Re-assess on a defined cadence.
The value is in the evidence trail, not the score alone.
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A tool result becomes a program decision only after it is read, scored, reconciled and owned.
[bookmark: _Toc00000604]Read the result before counting it
The two tools use different words for the same outcomes, and some of their outcomes aren’t findings at all.
ScubaGear. Each policy result is one of Pass, Fail, Warning, N/A, Omitted, Incorrect Result or Error, and each policy’s criticality is SHALL or SHOULD, with variants for policies that can be met by a third-party service or aren’t yet implemented in the tool.1 The summary counts make the split explicit: Failures counts failed SHALL policies, Warnings counts failed SHOULD policies, and Manual counts checks the tool couldn’t assess automatically.1
	ScubaGear result
	What it means
	How the program treats it

	Fail
	A SHALL policy isn’t met
	A finding; if the policy is on BOD 25-01’s mandatory list, a directive gap first (Chapter 08)

	Warning
	A SHOULD policy isn’t met
	A finding at lower default priority

	N/A
	Typically a manual check
	A work item for the pillar owner to verify by hand; not a pass

	Omitted
	Excluded by the configuration file
	Not a finding, but the omission itself is a decision with an owner and an expiry

	Incorrect Result
	Marked wrong by the configuration file
	Not a finding, but a reviewed claim that the tool is wrong, with the original result kept

	Error
	The tool couldn’t evaluate the policy
	Absence of evidence; fix the run and re-run

	Pass
	The policy is met
	Evidence of conformance for that interval


Zero Trust Assessment. Each check returns Passed, Failed, Investigate, Skipped, Planned or Error.2 Skipped covers checks that couldn’t run because a service wasn’t connected, a license wasn’t present, a feature wasn’t supported, the check didn’t apply or it timed out; Planned is a check marked as still under construction.2
	Zero Trust Assessment status
	How the program treats it

	Failed
	A finding

	Investigate
	A finding that needs manual review before it is confirmed or dismissed

	Skipped
	Not a gap and not a pass: absence of evidence, recorded with the reason

	Planned
	A check Microsoft hasn’t implemented yet; ignored

	Error
	Absence of evidence; fix the connection or permission and re-run

	Passed
	Evidence of conformance for that run


The program’s dashboard recomputes outcomes from the per-check results rather than reading the report’s own summary block, because in the program’s testing the summary didn’t reconcile with the checks beneath it.
A normalized result taxonomy
The two tools’ words don’t line up, and an assessment register that mixes them can’t be counted honestly. The program records every result twice: the tool’s own value, unchanged, and one of seven normalized results. The normalized result is what the register, the dashboard and any report count.

	Normalized result
	Meaning
	Zero Trust Assessment 3.1.0
	ScubaGear 2.0.0
	Counted as

	Pass
	The check ran and the configuration matched
	Passed
	Pass
	Evidence of conformance for that run

	Fail
	The check ran and the configuration didn’t match
	Failed; Investigate, until the manual review confirms or dismisses it
	Fail (a SHALL policy); Warning (a SHOULD policy)
	A finding

	Planned
	The tool hasn’t implemented the check yet
	Planned (skip reason UnderConstruction)
	A policy whose criticality is Shall/Not-implemented or Should/Not-implemented
	Neither; ignored until the tool implements it

	Skipped-Licensing
	The check needs a license the tenant doesn’t hold
	Skipped, with NotLicensedEntraIDP1, NotLicensedEntraIDP2, NotLicensedEntraIDGovernance, NotLicensedEntraWorkloadID, NotLicensedIntune or NoCompatibleLicenseFound
	No equivalent result; ScubaGear’s Power Platform and Power BI runs need their licenses before they run at all
	Neither; a licensing decision

	Skipped-Disconnected
	The tool wasn’t connected to the service the check reads
	Skipped, with NotConnectedAzure, NotConnectedExchange, NotConnectedSecurityCompliance, NotConnectedToService or NoAzureAccess
	No equivalent result; a product left out of -ProductNames isn’t in the report
	Neither; fix the run’s scope and re-run

	Skipped-Not-Applicable
	The check doesn’t apply to this tenant, or the feature isn’t supported where it runs
	Skipped, with NotApplicable, NotDotGovDomain or NotSupported
	No equivalent result
	Neither; record the reason, and treat a feature unsupported in a government cloud as a boundary finding

	Unable-to-Evaluate
	The check should have produced a result and didn’t
	Error; Skipped with TimeoutReached
	Error; N/A (typically a manual check the tool can’t assess)
	Neither; fix the run, or verify by hand and record the manual result



The status values and skip reasons are those in the Zero Trust Assessment’s 3.1.0 source,3 and ScubaGear’s result and criticality values those in its 2.0.0 output schema.1 Both change with releases, so the mapping is versioned with the tool pin (Chapter 09). ScubaGear’s Omitted and Incorrect Result aren’t results of the check: they are exception records from the configuration file, and the output keeps the original result beside them. The register normalizes the original result and carries the exception separately, with its approver and expiry (Exceptions belong in the configuration file).
The rule that follows is the one the tool’s own guide states: a skipped check is not a failed control, and it isn’t a pass either.4 Planned, the three Skipped results and Unable-to-Evaluate are never added to the failures or to the passes. They are reported in their own columns, each with its reason, so that a report can’t turn a missing license or a disconnected service into a control failure, or quietly drop it from the count.
Absence of evidence is a different claim
A skipped check is the easiest result to misread. The Zero Trust Assessment’s guide says that missing prerequisites can produce skipped checks, not evidence that the tenant meets a recommendation, and that permission errors should be investigated rather than treated as security failures.4 Many checks need premium licenses, flagged in the dashboard’s applicability column. In a government-cloud tenant some of those capabilities may not be available or authorized, since feature availability there is defined by its differences from the commercial service.5 So a “skipped” or “failed” premium check may not be a real gap. Confirm the license applies in the boundary before scoring it as one.
The same discipline applies when results go into any authorization package. Scoring an unavailable capability as a failed control overstates the gap; scoring it as a pass overstates the posture. The program records it as what it is: absence of evidence, with the boundary or licensing reason attached, which is a boundary finding for Book 10 rather than a control failure.
[bookmark: _Toc00000605]Score and rank the findings
Only the findings (ScubaGear Fail and Warning; Zero Trust Assessment Failed and Investigate) get scored. The scoring is the program’s method, documented on the dashboard’s Methodology sheet so anyone can check it.
· Severity, 0 to 100, is the check’s risk weighted by its status, so a failed high-risk check outranks an Investigate item of the same risk.
· Priority is severity divided by effort, so a high-severity, low-effort check (a quick win) outranks a high-severity, high-effort one.
· Buckets are P1 at 50 or above, P2 at 30 or above, P3 at 15 or above, and P4 above zero. These priority buckets are a separate scale from the P1 to P4 drift severities later in this chapter and in Chapter 09, which carry fixed responses.
The Zero Trust Assessment supplies the inputs. Microsoft rates each recommendation on three scales: Risk Level (High means potential environment-wide exposure until mitigated; Low means defense in depth or an operational optimization), User Impact (how many non-privileged users have to act or be told) and Implementation Cost (from targeted actions to programs that need ongoing commitment).6 The program uses Risk Level for severity and Implementation Cost for effort. User Impact doesn’t change the rank; it changes the communications plan and the change window.
Weigh the finding, not the pass rate
The tool’s risk level is a starting point. It doesn’t know the agency’s estate, so the program weighs each finding on six factors before it sets the order of work, and writes the rationale into the finding’s register entry:
	Factor
	The question
	Where the answer comes from

	Exploitability
	How easily could an attacker use the gap, and is it being used in attacks now?
	The tool’s risk level; threat intelligence from security operations (Book 12)

	Blast radius
	What would an attacker reach through it: one application, a tier, the tenant?
	The privileged-access tiers (Book 04) and the affected identities and resources

	Exposure
	Is the affected surface reachable from the internet, by guests or partners, or only from managed devices inside the boundary?
	Conditional Access scope; network paths (Book 09)

	Compensating controls
	Does another control already reduce the risk, and is its evidence registered?
	The exception record and the compensating control’s own evidence

	Implementation effort
	How much change, testing and user impact does the fix need?
	The tool’s implementation cost and user impact; the change-safety plan (Book 00, Appendix D)

	Dependency order
	Does the fix need another fix first, or unblock others?
	The closure chain’s dependency field (The closure chain)


The severity and priority score above stays the program’s default sort. The weighting moves a finding up or down from it, and the register says why: an exposed, tenant-wide gap with no compensating control goes first even at high effort; a gap that depends on another fix waits for it, however quick it looks on its own. RA-7 asks organizations to respond to findings in accordance with their risk tolerance,7 and a written rationale is how a reviewer sees that the response did.
A pass percentage is never the maturity score on its own. Its denominator moves with licensing, connections and the tool’s version (release 3.1.0 holds 364 tests, and a later release will hold a different number), every test counts the same whatever its risk, and a high percentage can sit beside one exposed, tenant-wide gap. Report the counts by normalized result and by pillar, the weighted backlog, and the maturity stage per pillar in CISA’s model, which describes maturity per pillar and per cross-cutting capability rather than as one number.8
The dashboard workbook lays the worklist out for a team:
	Sheet or output
	What it holds

	Dashboard
	Four charts: status, findings by pillar, a pillar-by-risk heatmap, and a severity-by-effort remediation quadrant

	Findings
	The worklist, sorted P1 first, color-scaled by severity

	By Pillar
	Findings grouped by pillar

	All Tests
	Every check, including passes and skips

	Methodology
	The scoring, written out

	Power BI CSV
	One row per check with severity, priority, applicability and license columns


The remediation quadrant splits findings into quick wins (high severity, low effort, top left) and major projects (high severity, high effort, top right). Quick wins go into the next change window. Major projects go into a pillar owner’s roadmap with a funded milestone.
Power BI. In Power BI Desktop, choose Get Data, then Text/CSV, and select the CSV. It is already one row per check, so visuals build directly: a matrix of Pillar by Status, a bar of PriorityBucket, or a card counting rows where IsFinding is yes. Useful measures are the count of findings, average SeverityScore by Pillar, and P1 count by Pillar. The CSV is assessment output and gets the same Controlled handling as the report.
[bookmark: _Toc00000606]Reconcile at the control, not tool to tool
The two tools use different identifiers (ScubaGear policy IDs such as MS.AAD.1.1v1; Zero Trust Assessment numeric test IDs) and different severity models (SHALL and SHOULD; risk levels). Matching one tool’s output to the other’s directly doesn’t work. The program reconciles both against a common spine: the specific tenant setting and the NIST SP 800-53 control. CISA publishes a mapping of every SCuBA policy to SP 800-53 Rev. 5 controls in the FedRAMP High baseline,9 which contains every Moderate control (inference), and the program’s mapping table carries the Zero Trust Assessment checks onto the same controls. When a ScubaGear Fail and a Zero Trust Assessment Failed land on the same control and setting, they are one finding with two pieces of evidence, routed to one pillar owner. Chapter 05 covers where the two tools overlap and where they don’t.
[bookmark: _Toc00000607]Exceptions belong in the configuration file, with an owner
Some findings won’t be fixed on the schedule the worklist implies, and a few won’t be fixed at all. The program’s rule is that an exception is a governed artifact, not a sentence in a Word document.
ScubaGear already provides the mechanism. Its configuration file can annotate a policy with a comment and a remediation date, and ScubaGear warns about any failing control that isn’t documented this way unless the warning is silenced; it can mark a result incorrect, with a comment; and it can omit a policy with a rationale and an optional expiration date, after which the policy returns to the report.10 CISA’s BOD 25-01 implementation guidance treats this as the federal mechanism: operationally required deviations appear as Omitted in the output with their rationale, omissions must be approved within the organization’s security risk management process, and agencies coordinate deviations with CISA.11 The directive lets authorizing officials accept risk for deviations from mandatory policies under agency policy, and agencies explain deviations when they report.12
The program adds three rules on top.
· The configuration file is canon. It lives in the program’s repository, changes by reviewed pull request, and its hash is recorded with every run. A schema check catches an omission whose policy no longer exists or whose expiration has passed.
· Time decides the approver. An omission or incorrect-result marking with an expiration date is a CISO decision. One without an end date is a standing risk acceptance and goes to the authorizing official (Chapter 07).
· Observation isn’t enforcement. ScubaGear observes; it doesn’t enforce. Where a finding is accepted because a compensating control covers it, that control is registered as its own adapter and its evidence flows beside ScubaGear’s, so the exception points at evidence rather than at a promise.
ScubaGear’s documentation warns that both omitting policies and marking results incorrect can introduce blind spots.10 The Zero Trust Assessment has no equivalent exception file, so the program records accepted Zero Trust Assessment findings in the same repository, against the same control spine, with the same approval rule.
[bookmark: _Toc00000608]From findings to plans of action and milestones
Every finding that isn’t fixed in the next change window and isn’t covered by an approved exception becomes a plan of action and milestones item. SP 800-53 requires a plan of action and milestones for each system that documents planned remediation of weaknesses found in control assessments, updated from assessments, audits and continuous monitoring,7 and the authorizing official approves it.13 RA-7 asks organizations to respond to assessment and monitoring findings in accordance with their risk tolerance,7 which is the decision the worklist exists to inform.
Three outputs seed it. ScubaGear’s ActionPlan.csv lists only failing SHALL controls, with fields for the reason and the remediation timeline.14 The Zero Trust Assessment playbook’s tracker has blank status, owner and notes columns for each failed check. And the OSCAL bundle from Chapter 09 can emit plan of action and milestones items directly, since OSCAL’s POA&M model exists to track findings from periodic or continuous assessments that the system owner must address.15 Each item names the pillar owner who will fix it, the control it bears on, the evidence that will show it closed, and the re-assessment that will test that evidence.
The closure chain
A plan of action and milestones item says what will be fixed and by when. The program’s assessment register keeps, for every finding, the whole chain from the tool’s result to the reassessment that confirms the fix, so that nothing between them is assumed. Every field is filled in, or marked not applicable with a reason.
	Field
	What it records

	finding
	The finding’s register ID; the tool, its version, the test or policy ID and the run date; the raw result and the normalized result

	attack_path
	The attack the gap enables, in plain words, and the pillar (Book 00, Appendix D)

	owner
	The pillar owner accountable for the fix (Chapter 07)

	dependency
	The findings or capabilities that must be in place first, by register ID or book chapter

	change
	The change record that carries the fix through change control

	pilot
	The pilot or report-only scope, dates and result

	enforcement
	The date and scope the control was enforced, and its approved exclusions

	test
	The test that shows the control works: expected and observed outcome, date, tester

	evidence
	Where the configuration, operational, test and exception evidence is kept (Book 00, Appendix D)

	residual_risk
	What risk remains after the fix or the exception, and who accepted it (the CISO for an expiring exception, the authorizing official for a standing one)

	reassessment
	The run that re-tested the finding: tool version, date and normalized result

	weighting
	The six factors and the rationale for the finding’s place in the backlog


The fields follow the five control states in Book 00, Appendix D: owner, dependency and attack_path belong to Designed; change and pilot to Configured; enforcement to Enforced; test and evidence to Evidenced; and reassessment, with the drift checks below, to Operated. A finding is ready for closure when every applicable field has evidence and the reassessment shows a Pass. Closing it is the authorizing official’s decision for a plan of action and milestones item, or the assessor’s for an assessment finding, and the register records who decided and when. A copy-ready register entry:
- finding: ZTA-<test-id>-<run-date>      # or SCUBA-<policy-id>-<run-date>
  tool: {name: "<Zero Trust Assessment | ScubaGear>", version: "<x.y.z>", test: "<test or policy ID>"}
  result: {raw: "<tool value>", normalized: "<Pass | Fail | Planned | Skipped-Licensing | Skipped-Disconnected | Skipped-Not-Applicable | Unable-to-Evaluate>", reason: "<skip or error reason>"}
  attack_path: "<the attack the gap enables>"
  pillar: {microsoft: "<pillar>", cisa: "<pillar>"}
  owner: "<role>"
  dependency: ["<register ID or book chapter>"]
  change: "<change record>"
  pilot: {scope: "<group or ring>", from: "<date>", to: "<date>", result: "<observed>"}
  enforcement: {date: "<date>", scope: "<scope>", exclusions: "<exclusion register entry>"}
  test: {expected: "<outcome>", observed: "<outcome>", date: "<date>", tester: "<role>"}
  evidence: ["<configuration>", "<operational>", "<test>", "<exception>"]
  residual_risk: {statement: "<what remains>", accepted_by: "<CISO | authorizing official | none>", expires: "<date>"}
  reassessment: {tool_version: "<x.y.z>", date: "<date>", normalized: "<result>"}
  weighting: {exploitability: "<H|M|L>", blast_radius: "<H|M|L>", exposure: "<H|M|L>", compensating: "<control or none>", effort: "<H|M|L>", rationale: "<why this place in the backlog>"}
  closure: {ready: false, decided_by: "<authorizing official | assessor>", date: "<date>"}
Microsoft’s Zero Trust Workshop is an optional planning aid. The Zero Trust Assessment writes a ZeroTrustWorkshop.json file that imports mapped findings into the workshop’s task notes; the integration is experimental, skipped checks are left out, and imported tasks start as not reviewed, so the import doesn’t mark anything complete.4
[bookmark: _Toc00000609]From a worklist to a pillar program
A ranked worklist is still a list of tool findings. A Zero Trust program has to answer a different question: why do most programs stall below Advanced maturity, and what moves them? Chapter 02 gives the governance answer. Pillars are administered rather than governed; evidence is shaped by each tool rather than by the claim it supports; and drift is found at audit time rather than continuously. CISA’s maturity model describes Zero Trust as five pillars operated through three cross-cutting capabilities, Visibility and Analytics, Automation and Orchestration, and Governance, and says each pillar can mature in those capabilities and each capability can mature independently of the pillars.8 None of the three failures is fixed by buying another pillar tool.
The program doesn’t replace pillar tooling. It supplies the shared evidence substrate beneath all five pillars: one authoritative record per object, a provenance envelope on every claim, the drift taxonomy as continuous verification, and OSCAL-native evidence. Each pillar keeps its tools; the substrate is what makes their output verifiable in one form an assessor can read.
	ZTMM pillar
	What the shared substrate contributes
	In practice

	Identity
	One identity record that the other pillars resolve against
	A stale service-principal credential is one finding visible to every pillar that uses the principal, not two findings someone correlates by hand

	Devices
	Device claims in the same provenance envelope, keyed to the identity plane
	Intune compliance and the Conditional Access device signal arrive from two adapters but filter by device, identity or pillar without re-querying either tool

	Networks
	Addressing computed from identity context rather than administered in parallel
	Access and path decisions can be emitted as claims with provenance (Book 09)

	Applications and workloads
	Workload controls mapped onto the program’s control rules
	Application findings join the same plan of action and milestones as identity findings

	Data
	The same hashed provenance chain as identity and device claims
	Confirming that a sensitivity label hasn’t drifted since the last package uses the same bundle re-execution as any other claim


The program’s own status per pillar, stated plainly:
	Pillar
	Substrate posture today

	Identity
	Identity as the root namespace ships; the identity-plane record is enforced by schema gates

	Devices
	Device claims in the provenance envelope and cross-pillar correlation ship; per-device runtime drift is target state

	Networks
	The addressing-plane record ships; identity-derived addressing is canonical and partly shipped

	Applications and workloads
	The adapter taxonomy and control mapping ship; workload-side enforcement runtime is library-only

	Data
	The provenance envelope and deterministic evidence chain ship; continuous event-time capture is target state


For each pillar the structural floor is in place. The gap to Optimal is engineering at the runtime layer, not an architectural redesign.
[bookmark: _Toc00000610]What Advanced and Optimal evidence looks like
CISA describes the Optimal stage as fully automated, with dynamic policies driven by automated or observed triggers, cross-pillar interoperability with continuous monitoring, and centralized visibility.8 In the program’s reading, getting to Advanced and Optimal requires evidence with three properties.
1. Continuous. Emitted as state changes, not periodically.
1. Cross-pillar. One evidence record carries identity, device and workload context.
1. Reproducible. An assessor can re-execute it without the operator’s help.
The program’s evidence chain delivers the second and third today. Cross-pillar evidence is structural, because every claim carries the full provenance envelope, so a bundle spans pillars. Reproducibility is structural, because the same canon and the same inputs produce a byte-identical bundle. Continuous emission is target state: the envelope and bundle lifecycle support it, and the remaining work is wiring every adapter for continuous capture.
Neither maturity stage is mandatory. CISA calls the model a general guide rather than a strict set of requirements,8 and the program’s targets per pillar are its own design choices (Chapter 03).
[bookmark: _Toc00000611]Drift is continuous verification
The program detects drift in five classes, each mapped to a Zero Trust concern.
	Drift class
	Zero Trust concern

	DRIFT-IDENTITY
	An identity assertion no longer resolves. A P1 finding routed for governed remediation; the provider’s own enforcement plane denies access, and the program is the governing record

	DRIFT-AUTHZ
	An action was emitted outside its consent envelope. It alerts and suspends autonomous remediation; enforcement stays with the provider’s data plane

	DRIFT-PROVENANCE
	A claim chain is broken, so that pillar’s evidence is no longer trustworthy

	DRIFT-SCHEMA
	Declared and observed state don’t match structurally

	DRIFT-SEMANTIC
	State is structurally valid but stale


Schema and provenance drift run in continuous integration today. Runtime detection of drift is defined in the program’s drift standard, and its status differs by class (Book 13, Chapter 06): semantic drift is partly built, for the adapters that implement the runtime contract, while identity and authorization drift are design only.
Drift findings go to the authorizing official, not only to security operations. A control that passed every interval and fails one is a change to an authorized system, and the authorizing official decides whether it is significant.13 Treating interval-to-interval drift as an artifact the authorizing official sees is the cheapest adoption step in this chapter.
One distinction keeps this honest. Drift detection is continuity of evidence and posture, not of sessions or tokens. Revoking a session when a critical event occurs (which can take up to 15 minutes to propagate) is the job of Microsoft Entra’s Continuous Access Evaluation and token protection (Book 04, Book 09, Chapter 06), and how well that works inside a given government cloud is a separate question from anything an assessment tool reports.
[bookmark: _Toc00000612]Re-assess on a cadence
The program re-runs both tools on a calendar the program lead owns, and after each remediation wave, so that a closed finding is closed by evidence rather than by a ticket status. BOD 25-01’s reporting routes set the floor for ScubaGear: at least quarterly for manual and agency-hosted reporting,11 and new tenants must meet the mandatory baselines and begin continuous monitoring before they receive an authorization to operate.12 SP 800-53’s continuous monitoring control asks for a system-level strategy with defined monitoring and assessment frequencies, ongoing assessments, correlation and analysis of the results, response actions, and reporting.7
Because ScubaGear’s adapter is interval-class (Chapter 09), each re-run adds an interval rather than replacing a report, and the bundle can state windowed conformance: a policy passed in every interval of the quarter but one, and that interval is tracked as a plan of action and milestones item. ScubaGear 2.0.0 adds Invoke-SCuBADiff, an offline command that compares two ScubaResults JSON files without contacting the tenant and writes the delta as JSON, CSV and HTML.16 The program uses it as a cross-check; the drift engine’s comparison remains the one the bundle records. A Zero Trust Assessment score is compared across runs only when the tool version is the same, or after a review of what changed between versions.
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Re-assessment adds an interval; drift between intervals goes to the authorizing official.
[bookmark: _Toc00000613]The boundary as a governed finding
Programs in government clouds meet one more structural constraint. Some platform signals that commercial tenants use for Zero Trust analytics aren’t available, or aren’t authorized, inside a given government boundary. The program handles this as a governed object rather than an assumption. A boundary probe records which features work on each side of the boundary. In-boundary telemetry adapters emit claims marked source_classification: derived where they substitute for an unavailable feature. Compensating-enforcement adapters provide agency-side enforcement for controls the platform can’t deliver. And the authorization documentation treats the boundary as a first-class object. The operational work of inventorying boundary impacts and building compensating mechanisms is per agency. Book 10 covers it.
[bookmark: _Toc00000614]What an agency can do this quarter
None of these is a procurement. Each is a decision with an owner from Chapter 07.
1. Inventory which pillar evidence is reproducible. For each pillar, ask whether the evidence pipeline can be re-run without the operator’s help. Where it can’t, that is the adoption boundary. (Program lead.)
1. Name a cross-pillar correlation owner and an agency-level owner of the Zero Trust posture separate from any cloud provider relationship. (CIO.)
1. Bring one adapter under the canonical taxonomy. Pick the highest-leverage tool in any pillar, declare it in the registry, and emit its findings as OSCAL beside the existing evidence. ScubaGear is the usual first choice. (Program lead, with the pillar owner.)
1. Move exceptions into the configuration file and the repository, with expirations, and route every standing one to the authorizing official. (CISO.)
1. Stand up drift detection as a governance function. Run the substrate’s schema and provenance checks in continuous integration, and surface interval-to-interval drift to the authorizing official. (Program lead and security operations.)
1. Model the cloud boundary explicitly. In a government cloud, record platform feature gaps as governed findings rather than implicit constraints. (CISO and ISSO.)
1. Reconcile asset identity first. Reconcile Network, every cloud and the virtualization estate to one authoritative source before scoring any of them (Chapter 06). (Identity-plane owner.)
1. Convert one detective control to preventive, and time-box privileged access, including the assessment accounts. (CISO, with identity engineering.)
None needs a year-long program. Each is a structural step that compounds.
[bookmark: _Toc00000615]Honest limits
· Optimal maturity needs continuous, automated, cross-pillar policy evaluation. The program supplies the substrate that makes it tractable; it doesn’t supply every pillar’s runtime today.
· Semantic drift is detected at runtime only by adapters that implement the runtime contract, and that coverage is partial. Identity and authorization drift detection at runtime is design only.
· The scoring method is the program’s. It is documented and repeatable, but it isn’t a federal standard, and a P1 priority bucket is a priority, not a risk acceptance (drift severities P1 to P4 are a separate scale).
· The boundary model is structural; inventorying a particular agency’s boundary impacts is that agency’s work.
· No tool, and no number of tools, certifies Zero Trust maturity. The evidence supports the decisions; named people make them.
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[bookmark: _Toc00000617]Appendix A — Requirements Mapping: Pillars, Controls and Books
A maturity model, a memorandum and a control catalog ask different things; a map is only useful if it keeps them apart.
[bookmark: _Toc00000618]In this appendix
CISA’s Zero Trust Maturity Model pillars and cross-cutting capabilities, OMB M-22-09’s objectives and actions, the adjacent binding instruments, and the NIST SP 800-53 controls a Zero Trust program asserts. For each: what the source asks, where this book addresses it, the workbook book that closes it, and the evidence an assessor can expect. Then the requirements that are cited but don’t exist, notes on reading the controls, and the source list.
[bookmark: _Toc00000619]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse the workbook’s design and evidence in its own Zero Trust implementation plan and system security plans. It doesn’t claim that following the workbook satisfies any requirement or control. CISA’s Zero Trust Maturity Model is a guide, not a set of requirements; M-22-09 sets actions, not a maturity stage; and no federal document defines a Zero Trust score (Chapter 03). Control selection, implementation statements and assessment belong to the agency and its assessors. Requirement wording is summarized; the cited documents govern. Every source in this appendix was checked on October 21, 2026.
[bookmark: _Toc00000620]How to read the tables
· Addressed in names the Book 11 chapters that discuss the requirement. Book 11 is about assessing and governing the whole agency’s Zero Trust posture, so it mostly addresses how a requirement is evidenced and scored, not how it’s built.
· Closed by names the workbook book whose design produces the capability. Where no workbook book designs it, the row says so.
· Evidence is what an assessor can expect to see, drawn from the closing book.
[bookmark: _Toc00000621]Zero Trust Maturity Model pillars and cross-cutting capabilities
The model’s five pillars and three cross-cutting capabilities, with the functions Version 2.0 lists for each.1 Stage text is quoted only where it’s often misread.

	Pillar or capability (ZTMM v2.0)
	What the model describes
	Addressed in
	Closed by
	Evidence

	Identity: Authentication, Identity Stores, Risk Assessments, Access Management
	Advanced: begin authenticating all identity with phishing-resistant MFA, “including initial implementation of passwordless MFA via FIDO2 or PIV”; Optimal: continuous validation, “not just when access is initially granted.” Identity stores consolidated and integrated across partners and environments; just-in-time, just-enough access at Optimal1
	Ch 03, Ch 04, Ch 05, Ch 06
	Book 02; Book 03; Book 04; Book 07 for PIV and certificates
	Directory consolidation record; authentication strength policies and sign-in logs; PIM role settings and activation history; ScubaGear identity results

	Devices: Policy Enforcement and Compliance Monitoring, Asset and Supply Chain Risk Management, Resource Access, Device Threat Protection
	Devices include servers, networking equipment and cloud and virtual assets; Optimal is “a comprehensive, at- or near-real-time view of all assets across vendors and service providers”1
	Ch 05, Ch 06, Ch 09
	Book 05; Book 05, Chapter 09 for servers
	Reconciled device inventory across Intune, Arc, cloud accounts and hypervisor hosts; compliance policy results; EDR coverage report

	Networks: Network Segmentation, Network Traffic Management, Traffic Encryption, Network Resilience
	Traditional: “large perimeter/macro-segmentation” and “bulk traffic VPN tunnels”; Optimal: distributed micro-perimeters and micro-segmentation around application profiles1
	Ch 03, Ch 06
	Book 09; Book 08 for DNS
	Isolation plan; segmentation and flow policy per platform; encrypted DNS and HTTPS configuration

	Applications and Workloads: Application Access, Application Threat Protections, Accessible Applications, Secure Application Development and Deployment Workflow, Application Security Testing
	Contextual, per-request authorization; applications available over public networks to authorized users; immutable workloads and automated testing at Optimal1
	Ch 03, Ch 05
	Book 04, Chapter 05; Book 06 for SQL Server workloads
	Application registration inventory; Conditional Access coverage of applications; testing and disclosure program records

	Data: Data Inventory Management, Data Categorization, Data Availability, Data Access, Data Encryption
	Inventory, categorize and label data; protect it at rest and in transit; detect and stop exfiltration1
	Ch 03, Ch 05
	Book 12, Chapter 09; the Zero Trust Assessment’s data findings (Chapter 05) are an input
	Data categorization scheme; labeling and DLP policy; access audit records for cloud data

	Visibility and Analytics
	Observable artifacts from enterprise-wide environments inform policy decisions and response; Optimal: centralized dynamic monitoring and advanced analysis of logs and events. The model doesn’t address “specifics for logging”1
	Ch 06, Ch 09, Ch 10
	M-26-14 logging (below); Book 12 for telemetry and security operations; Book 09 for network telemetry
	Log source inventory per estate; the agency logging plan; SIEM ingestion of assessment output

	Automation and Orchestration
	Automated tools and workflows across products and services, with oversight; Optimal: orchestration that responds dynamically to changing requirements1
	Ch 09, Ch 10
	Book 01, Chapter 03; Book 04, Chapter 10; Book 13 for the drift engine and adapters
	Policy-as-code repositories; automated drift detection and remediation records

	Governance
	Definition and enforcement of cybersecurity policies, procedures and processes within and across pillars; Optimal: enterprise-wide policies fully automated with continuous enforcement1
	Ch 02, Ch 07, Ch 08, Ch 10
	Book 11; Book 01 for the program arc; Book 13 for the drift engine and adapters
	Named posture owner; finding register with owners, deadlines and closure records; POA&M



[bookmark: _Toc00000622]OMB M-22-09 objectives and actions
M-22-09’s program actions and its five pillar objectives, with the actions summarized from §III.A to §III.E.2 Its FY 2024 deadlines have passed; it hasn’t been rescinded (Chapter 03).

	Objective (M-22-09)
	What it asks
	Addressed in
	Closed by
	Evidence

	Program (§III introduction)
	A zero trust strategy implementation lead within 30 days; an FY 2022 to FY 2024 implementation plan and budget estimate to OMB and CISA within 60 days; C-suite alignment2
	Ch 02, Ch 07
	Book 11; Book 01
	Designation of the lead; the implementation plan with the program’s phases in it

	Identity (§III.A)
	Centralized identity management integrated with applications; MFA at the application layer, not the network layer; phishing-resistant MFA for staff, contractors and partners and as an option for the public; no special-character or rotation password policies; at least one device-level signal in authorization2
	Ch 03, Ch 04, Ch 05
	Book 02; Book 04; Book 07
	Authentication strength policies; method registration reports showing SMS, voice, one-time code and push disabled for routine access; password policy settings; device compliance in Conditional Access

	Devices (§III.B)
	Reliable asset inventories through CISA’s CDM program; EDR tools that meet CISA’s technical requirements, deployed widely, as in M-22-012
	Ch 06, Ch 09
	Book 05
	CDM participation; reconciled inventory; EDR coverage by estate 

	Networks (§III.C)
	Encrypted DNS wherever technically supported; HTTPS for all web and API traffic; .gov preloading; a zero trust architecture plan for environmental isolation, in consultation with CISA2
	Ch 03, Ch 06
	Book 08; Book 09
	Resolver and endpoint encrypted DNS configuration; HTTPS enforcement; the isolation plan

	Applications and Workloads (§III.D)
	Dedicated application security testing; independent third-party evaluation; a public vulnerability disclosure program; at least one internal FISMA Moderate application made fully operational over the internet; non-.gov hostnames to CISA and GSA; work toward immutable workloads2
	Ch 03
	Book 04, Chapter 05 for application access; testing programs aren’t designed in the workbook
	Testing program records; disclosure policy; the internet-accessible application’s authorization

	Data (§III.E)
	Initial automation of data categorization and security responses; audit of access to data encrypted at rest in commercial cloud; comprehensive logging with CISA “as described in OMB Memorandum M-21-31”2
	Ch 03
	Book 12, Chapter 09; logging now follows M-26-14 (below)
	Categorization scheme; cloud key and data access audit records



[bookmark: _Toc00000623]Adjacent binding instruments
These bind particular surfaces of a Zero Trust program rather than the program as a whole.

	Requirement (source)
	What it asks
	Addressed in
	Closed by
	Evidence

	Zero trust plan (EO 14028 §3(b)(ii))
	Each agency develops a plan to implement zero trust architecture, incorporating NIST’s migration steps, with a schedule. §10(k) defines the architecture as applying “throughout all aspects of the infrastructure”3
	Ch 01, Ch 03, Ch 06
	Every book
	The agency’s implementation plan

	Cloud tenant configuration (CISA BOD 25-01)
	For production tenants of products with a final SCuBA baseline: report tenants, deploy SCuBA assessment tools, implement mandatory policies, remediate or document deviations; new tenants meet the baselines before an ATO. Required configurations currently cover Microsoft 365 and Google Workspace, the latter due December 1, 202645
	Ch 04, Ch 05, Ch 08, Ch 09
	Book 04 for the Entra ID policies
	Tenant inventory submission; ScubaGear and ScubaGoggles results; deviation records with risk acceptance

	Asset visibility (CISA BOD 23-01)
	Automated asset discovery every 7 days; vulnerability enumeration every 14 days across discovered assets, including cloud-operated virtual machines; results to the CDM Agency Dashboard within 72 hours6
	Ch 06, Ch 09
	Book 05; Book 08, Chapter 07
	Discovery and enumeration schedules; CDM dashboard coverage by estate

	Logging (OMB M-26-14, which rescinds M-21-31)
	Prioritize continuous event monitoring and threat hunting, investigation, response and forensics; the Logging Reference Architecture “will align with the Zero Trust Maturity Model”7
	Ch 03, Ch 09
	Book 12 for telemetry and security operations; Book 09 for network telemetry; Book 11 for assessment evidence
	The agency logging plan; maturity self-assessment per system

	Cloud service certification (FedRAMP Consolidated Rules for 2026)
	FedRAMP certifies the cloud service offering; “each agency still authorizes its own federal information systems” and accepts risk for its use of the service, including the configuration selected and the integrations enabled8
	Ch 06
	Book 10
	FedRAMP Marketplace listing for each service; the agency’s own system authorization and configuration evidence



[bookmark: _Toc00000624]NIST SP 800-53 controls a Zero Trust program asserts
The program’s design contract (Chapter 03) is meant to support, and produce evidence for, access control, continuous monitoring and incident response controls. These are the controls an agency’s Zero Trust evidence most often supports. Titles and wording are from SP 800-53 Rev. 5, release 5.2.0.9

	Control
	What it asks
	Addressed in
	Closed by
	Evidence

	AC-2, AC-2(1) Account Management
	Defined account types, account managers, approvals, and automated account management9
	Ch 03
	Book 03; Book 02
	Joiner-mover-leaver records; provisioning logs

	AC-3 Access Enforcement; AC-6 Least Privilege
	Enforce approved authorizations; allow only the accesses “necessary to accomplish assigned organizational tasks”9
	Ch 03, Ch 06
	Book 04
	Conditional Access and role assignment exports; PIM settings

	AC-4 Information Flow Enforcement; SC-7, SC-7(5) Boundary Protection
	Enforce approved information flows; monitor and control external and key internal managed interfaces; deny by default, allow by exception9
	Ch 06
	Book 09
	Flow and segmentation policy per estate, including cloud and virtualized networks

	AC-17 Remote Access
	Usage restrictions and authorization for each type of remote access9
	Ch 03, Ch 06
	Book 09; Book 04
	Remote access policy; application-layer access logs replacing VPN authentication

	IA-2, IA-2(1), IA-2(2), IA-2(12) Identification and Authentication
	Uniquely identify and authenticate users; MFA for privileged and non-privileged accounts; accept and electronically verify PIV credentials9
	Ch 03, Ch 04
	Book 04; Book 07
	Authentication methods policy; certificate-based authentication configuration; sign-in logs

	IA-3 Device Identification and Authentication; IA-5 Authenticator Management
	Authenticate devices before connection; manage authenticators9
	Ch 03
	Book 05; Book 07
	Device certificates and compliance records

	CM-2, CM-6 Baseline Configuration and Configuration Settings
	Baseline configurations and settings “that reflect the most restrictive mode consistent with operational requirements”9
	Ch 04, Ch 05, Ch 08
	Book 04; Book 05
	SCuBA baseline results; Intune and Azure Policy compliance; hypervisor hardening results

	CM-8 System Component Inventory
	An inventory that “accurately reflects the system,” includes all components and “does not include duplicate accounting of components or components assigned to any other system”9
	Ch 06, Ch 09
	Book 05; Book 08
	One reconciled inventory across network, cloud and hypervisor estates

	SC-8 Transmission Confidentiality and Integrity; SC-12, SC-13 Cryptography
	Protect transmitted information; manage keys; use the cryptography the organization selects9
	Ch 03
	Book 09; Book 07
	TLS and encrypted DNS configuration; certificate lifecycle records

	SC-20, SC-21, SC-22 Name/Address Resolution
	Data origin authentication and integrity for resolution served and received; fault-tolerant resolution with internal and external role separation9
	Ch 06
	Book 08
	Resolver architecture; DNSSEC and validation configuration; forwarding chain across platforms

	SC-28 Protection of Information at Rest
	Protect specified information at rest9
	Ch 03
	Book 12, Chapter 09
	Encryption configuration and key access audit

	RA-2 Security Categorization
	Categorize each system and the information it handles9
	Ch 03
	Not designed in the workbook
	Categorization in each system security plan

	RA-5, RA-5(11) Vulnerability Monitoring; SI-2 Flaw Remediation
	Scan for vulnerabilities; a public reporting channel; remediate flaws9
	Ch 06
	Book 05; Book 09; Book 12
	Scan coverage by estate, including hypervisor hosts; disclosure policy; remediation records

	SI-3 Malicious Code Protection; SI-4 System Monitoring
	Malicious code protection; monitor the system to detect attacks and unauthorized use9
	Ch 06, Ch 09
	Book 05; Book 09; Book 12
	EDR coverage; hypervisor log forwarding; SIEM detections

	AU-2, AU-6, AU-12 Audit and Accountability
	Identify loggable events; review and analyze audit records; generate audit records9
	Ch 09
	Book 09; Book 12; Book 11
	Log source inventory; review records; the logging plan under M-26-14

	CA-2 Control Assessments; CA-5 Plan of Action and Milestones; CA-7 Continuous Monitoring; RA-7 Risk Response
	Planned assessments; a POA&M for weaknesses; a continuous monitoring strategy; responding to findings in accordance with the organization’s risk tolerance9
	Ch 08, Ch 09, Ch 10
	Book 11; Book 12
	Assessment plan; POA&M entries traced to findings; the assessment register’s normalized results, closure chain and weighting rationale (Chapter 10); continuous monitoring reports

	IR-4 Incident Handling
	Preparation, detection and analysis, containment, eradication and recovery9
	Ch 03
	Book 12, Chapter 11; the maturity model doesn’t address incident response1
	Incident response plan and records

	PL-8 Security and Privacy Architectures; SA-8 Engineering Principles
	Security architectures reviewed against the enterprise architecture; engineering principles the organization selects9
	Ch 03, Ch 06
	Book 01
	Architecture documentation mapping each policy decision and enforcement point

	SA-9 External System Services; SR-3, SR-6 Supply Chain
	Providers comply with organizational requirements, with defined oversight and ongoing monitoring of their compliance; supply chain controls and supplier reviews9
	Ch 06
	Book 10
	Provider certification evidence; the agency’s configuration evidence for each service. Book 11 maps the provider’s evidence for SR-3 and SR-6; supplier assessment remains open in Book 14, Appendix A



[bookmark: _Toc00000625]Requirements that are cited but don’t exist
Chapter 03 lists the misreadings of M-22-09, the maturity model and SP 800-207 in full. Three more concern scope and tooling.
	Claimed requirement
	What the record shows

	BOD 25-01 covers the agency’s infrastructure-as-a-service accounts, network or VMware estate
	It covers tenants of products with a published SCuBA baseline; the required configurations list Microsoft 365 and Google Workspace.45

	A provider’s compliance dashboard shows that a control is met
	AWS says its NIST SP 800-53 standard supports “a subset” of requirements through automated checks; Microsoft says Azure Policy compliance “is only a partial view of your overall compliance status.”1011 

	A FedRAMP certification covers the agency’s use of a cloud service
	FedRAMP certifies the service; the agency authorizes its own systems and accepts risk for the configuration selected and the integrations enabled.8


[bookmark: _Toc00000626]Reading the controls
· Baseline membership. Every control and enhancement in the table above is in the SP 800-53B Moderate baseline, checked against the OSCAL Moderate profile.12 FedRAMP’s Rev. 5 baselines are built on these.
· CM-8 is per system. Its no-duplicate-accounting item applies within each system’s inventory and across systems. The program reads it, with BOD 23-01 and M-22-09’s CDM requirement, as requiring one reconciled inventory across estates (Chapter 06); that is the program’s reading, not the control’s wording.
· No Zero Trust control. No control, enhancement or discussion text in the release 5.2.0 catalog mentions zero trust.9 Zero Trust evidence supports existing controls; it doesn’t add a control family.
· Release. Identifiers and titles are from SP 800-53 Rev. 5, release 5.2.0.9
[bookmark: _Toc00000627]Sources
Every URL below was opened on October 21, 2026. Chapters cite product and incident sources specific to their subject in their own footnotes; those are not repeated here unless a requirement depends on them.
Primary sources: executive orders, OMB memoranda and CISA directives
· Executive Order 14028, Improving the Nation’s Cybersecurity, May 12, 2021. https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf
· OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022. https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
· OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026 (rescinds M-21-31). https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf
· OMB, “Memoranda” index. https://www.whitehouse.gov/omb/information-resources/guidance/memoranda/
· CISA, Binding Operational Directive 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks, October 3, 2022. https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks
· CISA, Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024. https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services
· CISA, “BOD 25-01: Implementing Secure Practices for Cloud Services Required Configurations.” https://www.cisa.gov/resources-tools/services/bod-25-01-implementing-secure-practices-cloud-services-required-configurations
Primary sources: CISA guidance
· CISA, Zero Trust Maturity Model, Version 2.0, April 2023. https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
· CISA, “Zero Trust Maturity Model” (landing page, marked archived). https://www.cisa.gov/zero-trust-maturity-model
· CISA, “Secure Cloud Business Applications (SCuBA) Project.” https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project
Primary sources: NIST
· NIST SP 800-207, Zero Trust Architecture, August 2020. https://csrc.nist.gov/pubs/sp/800/207/final
· NIST SP 1800-35, Implementing a Zero Trust Architecture, June 10, 2025. https://csrc.nist.gov/pubs/sp/1800/35/final
· NIST SP 800-53 Rev. 5, release 5.2.0, and the OSCAL Rev. 5 catalog and SP 800-53B baseline profiles. https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5
Primary sources: FedRAMP and providers
· FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026. https://www.fedramp.gov/2026/agencies/use/
· Amazon Web Services, “NIST SP 800-53 Revision 5 in Security Hub CSPM.” https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference-nist-800-53.html
· Microsoft Learn, “Details of the NIST SP 800-53 Rev. 5 Regulatory Compliance built-in initiative.” https://learn.microsoft.com/azure/governance/policy/samples/nist-sp-800-53-r5
[bookmark: _Toc00000628]Notes
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5 and §5.1 to §5.6 (Tables 2 to 7), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III and §III.A to §III.E, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026).
1. Executive Order 14028, Improving the Nation’s Cybersecurity, May 12, 2021, 86 Fed. Reg. 26633, §3(b)(ii) and §10(k), https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “BOD 25-01: Implementing Secure Practices for Cloud Services Required Configurations,” https://www.cisa.gov/resources-tools/services/bod-25-01-implementing-secure-practices-cloud-services-required-configurations (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks, October 3, 2022, https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026, Appendix A, https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0, OSCAL catalog, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026).
1. Amazon Web Services, “NIST SP 800-53 Revision 5 in Security Hub CSPM,” AWS Security Hub User Guide, https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference-nist-800-53.html (accessed Oct 21, 2026).
1. Microsoft Learn, “Details of the NIST SP 800-53 Rev. 5 Regulatory Compliance built-in initiative,” https://learn.microsoft.com/azure/governance/policy/samples/nist-sp-800-53-r5 (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53B, Moderate baseline, OSCAL profile NIST_SP-800-53_rev5_MODERATE-baseline_profile.json, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026).
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(Close findings first: build what the finding depends on

(PHASE 1 A
Understand
Gaps and root causes against SCUBA and the
\Zero Trust pillars ¢ )
(PHASE 2 A
Design
The cl ttern f h
\ The closure pattern for eeic gap )
(PHASE 3 A
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Runbooks, depl ts, int ti
| Runbooks, deploymen s,in egrations )
(PHASE 4 A
Govern
\Owners, POA&Ms, risk acceptances )
& J

(Then assess and authorizé: confirmation, not discovery)

PHASE 5
Validate

ScubaGear and the Zero Trust Assessment
confirm the built state

L | continuous reassessment
1

PHASE 6
Authorize

The authorizing official decides on evidence

Where remediation happens

BOD 25-01's remediation is phases 1
to 4, not phase 5
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From ScubaGear or the Zero Trust Assessment

Closable by a setting change today?
Without breaking something that depends on the old
behavior
no: a layer is mlweeded for now
Configuration change Architectural work Risk acceptance
Owner and target date on the layer it Authorizing official; dated; Omitted
Closes now through change control depends o i el

/

Confirms it closed, or shows it open and aging

Next assessment
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e HTTPS for every web and API endpoint
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* DNSSEC validation

(RENEWS AND INSTALLS )
—> CyberArk Certificate

Manager
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as a high-value target

Network Every cloud Virtualization
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plane plane plane

| .~

Agency Zero Trust posture

Assessments measure the same objects, so they can be

added up
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Tool run
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\boundary
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(STAGE 2
Claim normalization
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STAGE 3
Bundle and seal
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(INPUT
Tool results

\ScubaGear and the Zero Trust Assessment, sealed as evidence
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7

/READ BEFORE COUNTING
Which results are findings

Fail, Warning, Failed, Investigate are findings

\Skipped, Planned, N/A, Error are absence of evidence or manual checks

J/

(‘SCORE AND RANK
Severity and priority

Severity from risk and status; priority is severity over effort; P1to P4,
\quick wins

~

(RECONCILE AND DECIDE
Map to a control, then fix or except

\Expiring exceptions: CISO. Standing exceptions: authorizing official

.

\

(PROGRAM
POA&M, remediation, re-assessment

\Pillar owners fix through change control; the next run confirms

re-run and
compare
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The verdict; no single tool or
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