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Abstract
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[bookmark: _Toc00001197]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s three-part SIEM telemetry emission guide and its telemetry specification, and draws on the Security Operations volumes of the Federal Compliance series, which stay in the repository for control-level depth. External claims were checked against primary sources beginning October 21, 2026; each carries a note with its own check date. The replaced pages are kept in the repository’s archive/b12-security-operations/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Technical deep dive (about 50 minutes live, 18 narrated): the evidence contract, telemetry to detection, vulnerability, patch and posture, and data protection, in modules on the Presentations page.
Executive briefing (about 30 minutes live, 13 narrated): for the CISO, SOC lead, CIO and authorizing officials: M-26-14, the evidence contract, telemetry through the migration, the SIEM and retention decisions, cost, who runs the queue and accepting the risk of what isn’t seen, with each decision’s owner and timing, on the Presentations page.
Detection and response are only as good as the telemetry that reaches them. A log warehouse isn’t a detection engine: storing everything satisfies nobody’s requirement to analyze it, and the gaps that matter most, a plane that never emitted, a connector that shows green while no data arrives, a log tier that raises no alerts, stay silent until an incident finds them. Book 12 starts from that problem. Telemetry has to be emitted deliberately from every plane, identity, cloud platform, Microsoft 365, endpoints, network and data, under one evidence contract whose join key is authoritative asset identity plus time. Vulnerability, patch, configuration, posture and data-protection findings then land in the same queue, against federal clocks such as BOD 26-04’s remediation timelines and M-26-14’s logging requirements. Detections need rules, rules need response, and both need evidence an assessor can verify. And remediation has no substitute: a finding closes only when the thing is fixed, with proof.
[bookmark: _Toc00001198]Why, what, who, how
	
	Question
	Chapters

	Why
	Why can’t you defend what you can’t see, and why is the evidence contract the precondition?
	01, 02

	What
	What each plane must emit, how a SIEM and XDR turn logs into detection, and how vulnerability, patch, configuration, posture and data protection feed the queue
	03, 04, 05, 06, 07, 08, 09

	Who
	Who runs security operations, who owns each plane, detection and playbook, and who accepts residual risk
	10

	How
	Engineer detections and automate response within the actuation ladder, then evidence the whole system with continuous monitoring and metrics
	11, 12


Appendices: A — Requirements mapping: controls, mandates and books; B — Identity and application detections for Zero Trust findings
[bookmark: _Toc00001199]Reading paths
· Executives (20 minutes): Chapters 01, 10 and 12, or the 15-minute presentation.
· SOC and detection engineers: Chapters 02, 05 and 11, then 03 and 04.
· Platform and cloud engineers: Chapters 03, 04, 07 and 08.
· Vulnerability and patch teams: Chapters 06 and 07.
· Data protection and records: Chapters 09 and 12.
· ISSOs and authorizing officials: Chapters 01, 10 and 12, with Appendix A.
[bookmark: _Toc00001200]Where this book sits in the workbook
This is Book 12 of the Federal Modernization Workbook. The identity and access signals it collects are designed in Book 02 and Book 04, the devices and servers that emit them in Book 05, DNS logging and Protective DNS in Book 08, CISA telemetry continuity at the network edge in Book 09, Chapter 03, feature availability by government cloud in Book 10, and SCuBA assessment evidence in Book 11. For control-level depth, the Federal Compliance Security Operations volumes remain in the repository.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00001201]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 12: fix confirmed crosswalk errors (risk acceptance split, PaaS guest OS, deployment order, appendix scope, references) (#400); Apply the open-choice decisions: text, plans, training, reference, register (#416); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); Book 12: align inconsistent numbers, terms, titles and cross-references (22 findings) (#434); Decisions pass, Books 05-12: apply Mike’s calls and take-the-recommendation items (#453); Nov 8 fixes: Start Here about 7 minutes; BOD 25-01 reporting methods per CISA; EO 14144 4(c) in Book 08; SP access review stage (#466); and 6 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Privacy for workforce identity: Book 03 Chapter 14, and privacy sections in six books (#317)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260)

	1.0
	2026.10
	2026-10-31
	First edition (20 merged changes since the book began)


[bookmark: _Toc00001202]Chapter 01 — You Can’t Defend What You Can’t See
A security operations center can only analyze what reaches it, and the parts of the estate that send nothing look exactly like the parts where nothing happened.
[bookmark: _Toc00001203]In this chapter
The question Book 12 answers and the case in one paragraph. Why a log warehouse isn’t a detection engine, and what NIST SP 800-53 and OMB M-26-14 say about the difference. The six planes that must emit telemetry, mapped to the activities M-26-14’s minimum baseline requires logs to support. Four ways a coverage gap stays silent, with the vendor documentation that shows each one. The federal drivers, each read from the source: M-26-14, BOD 25-01 and its reporting path through CISA’s Comprehensive Log Aggregation Warehouse, BOD 23-01, CDM and the FedRAMP 20x indicators.
[bookmark: _Toc00001204]The question this book answers
Book 12 asks one question: why can’t you defend what you can’t see? The answer sounds obvious, and most agencies would say they already act on it. They run a SIEM, they pay for log storage, and they can show an auditor a dashboard with millions of events a day. The trouble is that each of those things measures what arrived. None of them measures what didn’t.
Detection and response are only as good as the telemetry that reaches them. A sign-in that was never logged can’t trigger a rule. A virtual machine that never got a diagnostic setting doesn’t appear in a query that returns no rows. A firewall that stopped forwarding syslog three weeks ago produces the same dashboard as a quiet firewall. Security operations fail most often not because an analyst missed an alert but because the evidence never arrived, and nothing said so.
This book’s argument runs in five steps. Visibility has to be designed, not assumed: every plane of the estate must emit telemetry deliberately. Collected telemetry has to be analyzed, not just stored, because a warehouse isn’t a detection engine. Everything that is collected has to share one evidence contract, with one join key, so that records from different stacks describe the same asset (Chapter 02). Vulnerability, patch, configuration, posture and data-protection findings feed the same queue as threat detections (Chapters 06 to 09). And detections need rules, rules need response, and both need evidence an assessor can verify (Chapters 11 and 12). Underneath all five is one rule the book doesn’t relax: remediation has no substitute. A finding closes when the thing is fixed, with proof.
[bookmark: _Toc00001205]The case in one paragraph
Problem. Agencies collect large volumes of logs and still can’t answer basic questions after an incident, because some planes never emit, some sources stop without anyone noticing, and much of what is stored is never analyzed. Coverage gaps don’t raise alerts; they look like quiet.
Solution. Treat telemetry as a designed control. Require every plane (identity, cloud platform, Microsoft 365, endpoints, network and data) to emit under one evidence contract keyed to authoritative asset identity and time; measure coverage against the asset inventory rather than against what arrived; put the data where rules can run on it; and route every kind of finding to one queue that ends in verified remediation.
Ask. Name the planes and assets that are expected to emit, and check each against what actually arrives. Count a log source as covered only when a detection runs on it and someone responds to what it finds. Fund the Agency Logging Plan that M-26-14 requires as the program’s visibility plan, not as a storage purchase.
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Telemetry from every plane has value only once it reaches analysis and response; storage alone, and sources that never connect, both end in silence.
[bookmark: _Toc00001206]For decision makers
· Storage isn’t detection. NIST’s audit review control requires an organization to review and analyze audit records for indications of inappropriate or unusual activity and report the findings.1 Holding the records satisfies none of that by itself.
· M-26-14 measures alerts, not volume. The memorandum that replaced M-21-31 scores each system partly on the share of its minimum logging baseline that generates actionable alerts, and a system’s overall maturity is its lowest-scoring element.2
· Gaps are silent by construction. A source that never connects sends nothing to complain about; a connector can show healthy while no data arrives; and logs kept in a low-cost tier don’t generate alerts at all.34
· Coverage is checked against inventory. M-26-14 tells agencies to use CDM and hardware and software asset data to confirm that log coverage spans all of their information technology.2 BOD 23-01 calls continuous and comprehensive asset visibility “a basic pre-condition” for managing cybersecurity risk.5
· CISA is a consumer of the same telemetry. Agencies report SCuBA results through CDM, either by CISA-hosted collection or through CISA’s Comprehensive Log Aggregation Warehouse,6 and CISA has used that warehouse to require specific device logs in an emergency.7
[bookmark: _Toc00001207]A warehouse is not a detection engine
The distinction this book rests on is between two things that are easy to buy as one: a place where logs are kept, and a capability that looks at them.
NIST SP 800-53 Rev. 5 keeps them in separate controls. AU-12 requires the system to generate audit records for the selected event types, with the content AU-3 defines. AU-6 is a different obligation: review and analyze the records, at a frequency the organization sets, “for indications of” inappropriate or unusual activity and its potential impact; report the findings; and adjust the level of review when risk changes. SI-4 adds the monitoring side: detect attacks and indicators of attack, identify unauthorized use, and analyze detected events and anomalies.1 An agency can implement AU-12 completely and still fail AU-6 and SI-4, if the records it generates are never read by anything that would notice an attack.
OMB M-26-14 makes the same distinction in federal policy. It directs agencies to organize logging around two objectives: continuous event monitoring, meaning logs that let the agency monitor activity in real time, flag anomalies and respond, typically in a security operations center; and threat hunting, investigation, response and forensics, meaning logs that support investigation after a known or suspected compromise.2 Its minimum baseline defines the difference precisely. Logs must be actively searchable for six months, which the memorandum defines as data that “can be immediately used for cyber defense,” with detections and analytics applied without preparation; and retrievable for a year, meaning usable after one or more steps such as moving it out of an archive.2 The last item in the baseline’s list of activities logs must support is “generating appropriate automated alerts for all of the above.”2
The maturity model in M-26-14’s Appendix C turns that into a measurement. Five levels run from Ineffective (Level 0) to Optimal (Level 4) across five elements: inventory visibility, collection coverage, collection operations, data retention and log management. The collection operations element is scored by alerting, not by collection. At Level 1 logs generate actionable alerts covering less than half of the minimum baseline; at Level 3, at least 70 percent, with detections routinely evaluated and tuned; at Level 4, at least 95 percent.2 (The memorandum’s table calls Level 1 “Initial” and its action timeline calls it “Basic”; it is the same level.) Agencies must reach Level 3 across all elements within 320 days of CISA’s Logging Reference Architecture, which CISA published on August 20, 2026.28 Book 00, Chapter 01 works out the calendar dates.
Vendor architecture now makes the distinction concrete. Microsoft Sentinel stores data in an analytics tier, built for real-time detection and alerting, and a lower-cost data lake tier built for long-term retention and hunting. Microsoft’s guidance is unambiguous: “You can’t run analytics rules or custom detections on data in the data lake tier. If you ingest logs only into the data lake tier, those logs don’t generate alerts.”4 Tiering is a sound cost decision for high-volume, low-signal sources. It becomes a visibility failure when a source with detection value is routed to the lake to save money and nobody records that it now has no detection coverage. In the program’s reading, such a source may count toward M-26-14’s retention baseline while contributing nothing to its alerting measure.
[bookmark: _Toc00001208]The six planes that must emit
Telemetry is emitted by a plane only when someone has designed it to be. The program treats the estate as six planes, each with its own native logging, its own defaults and its own ways of going quiet. The planes are the program’s design; the baseline activities in the third column are quoted from M-26-14’s Appendix B, item 5.2
	Plane
	What it must emit (examples)
	M-26-14 baseline activities it supports
	Where this book covers it

	Identity
	Sign-ins, directory and role changes, privileged activation, risk detections
	(a) the identity used for operations; (d) changes to privilege levels
	Chapter 03

	Cloud platform
	Control-plane activity, resource (data-plane) logs, policy and posture state
	(c) object and resource events; (e) infrastructure changes
	Chapter 04, Chapter 08

	Microsoft 365
	Unified audit events, mailbox and file access, administrative actions
	(a), (c), (i) the quantity and types of data affected
	Chapter 04

	Endpoints
	Process, file, network and sign-in events from clients and servers; security-tool alerts
	(f) suspicious activity identified by security tooling; (h) anomalous activity; (j) attack vectors and lateral movement
	Chapter 05, Chapter 07

	Network
	Flow and session records, firewall and proxy decisions, DNS queries, remote-access sessions
	(b) source and destination addresses, protocols, ports and session attributes; (g) known indicators of compromise
	Chapter 05; Book 08 for DNS; Book 09 for transport

	Data
	Classification and labeling events, data loss prevention matches, access to sensitive stores
	(c) accessed, modified or destroyed items; (i) data affected
	Chapter 09


Two properties of the table matter more than its rows. First, no plane covers the baseline alone. Identity tells you who; the network tells you from where and to where; the endpoint tells you what ran; the data plane tells you what was touched. An investigation that needs all four, which most do, fails if any one plane is dark. Second, every row applies to every system the agency owns or operates, including those run by third parties on its behalf and any Internet of Things or operational technology that is part of them.2 A plane that exists only in the cloud provider’s console, or only in a contractor’s tenant, is still in scope.
[bookmark: _Toc00001209]Why gaps stay silent
The hardest part of visibility isn’t collecting what you know about. It is noticing what you don’t. Coverage gaps don’t announce themselves, and the vendor documentation shows four distinct ways they stay quiet.
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Four ways a telemetry gap produces no signal, and the one check that finds all of them: compare what is expected to emit against what arrives.
Some sources are never connected. Many logs don’t exist until someone turns them on. Azure records control-plane activity in the activity log by default, but resource logs, which capture operations inside a resource such as reading a secret from a key vault, “aren’t collected by default” and need a diagnostic setting for each resource. The activity log itself is kept for 90 days and then deleted unless it is exported.9 A resource created without a diagnostic setting sends nothing. There is nothing for a rule to fire on and nothing to show as an error.
Some connected sources aren’t flowing. A connector can look healthy while delivering nothing. Microsoft’s troubleshooting guidance for the Sentinel connector for Amazon Web Services says the connector’s status “indicates that a collection rule exists; it doesn’t indicate that data was ingested,” and that a green status can coexist with no data.3 Sentinel’s own health monitoring helps, but only where it is turned on, and the health table is supported for a named set of connectors rather than for every source.10
Some collected data is never analyzed. Data routed only to a retention tier generates no alerts, as Microsoft states for the Sentinel data lake.4 The same is true of logs that land in an analytics workspace with no rule written against them. The data is present; the detection isn’t.
Some sources are switched off on purpose. CISA’s Microsoft expanded cloud logs playbook warns that “tampering with or disabling logging capabilities is a well-documented threat actor behavior,” and gives commands for verifying that audit logging is still enabled.11 A source that goes quiet during an intrusion is evidence, but only to a program that expected it to be talking.
The 2023 intrusion into Exchange Online mailboxes, which reached senior federal officials, shows what is at stake. It was first detected not by the provider but by a federal victim, using an in-house alert built on mailbox-access events that, at the time, were available only with a premium audit license; Microsoft later used the same events to identify other victims, and in response extended those logs to lower license tiers and lengthened default audit retention for standard customers from 90 to 180 days.11 The organizations that didn’t have the events weren’t warned by their absence. They simply had nothing to look at.
None of these four gaps can be found by looking at what arrived. They can only be found by comparing what arrived with what was expected. That is why M-26-14 directs agencies to use CDM, hardware asset management and software asset management data “to determine whether log coverage encompasses all information technology” in their systems,2 and why the inventory visibility element of its maturity model starts at 70 percent of a system’s assets captured in a centralized inventory at Level 1.2 It is also why Chapter 02 makes authoritative asset identity the join key of the evidence contract: the inventory defines the denominator, and coverage is measured against it.
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Several federal instruments land on security telemetry. Each is narrower, or different, from what is often said about it, so this section reads each from the source.
OMB M-26-14: logging and network visibility
M-26-14, issued May 22, 2026, rescinded M-21-31 “effective immediately.” OMB’s stated reason was that some M-21-31 requirements, “such as the retention of vast quantities of logging data without clear utility,” proved neither operationally feasible nor cost-effective; the new memorandum directs a risk-based, prioritized approach instead.2 The obligations that matter for this book are:
· The two objectives. Continuous event monitoring and threat hunting, investigation, response and forensics, pursued for every information system the agency owns or operates or that a third party operates on its behalf.2
· The Logging Reference Architecture and Agency Logging Plan. CISA’s architecture, published August 20, 2026, is the core guidance; each agency submits a plan to OMB and CISA within 90 days of it, describing how it will meet the minimum baseline and its monitoring and investigation objectives.28
· The minimum baseline. Searchable for six months and retrievable for a year; storage may be decentralized, but logs must be readily available to the agency’s top-level security operations center; timestamps synchronized to a traceable time source; coverage checked against CDM and asset data; and logs that support eleven listed activities, the ones in the table above plus automated alerts for all of them.2
· The maturity model and its clock. Level 1, 2 and 3 across all elements within 120, 180 and 320 days of the reference architecture, scored at the lowest element.2
· Log access. After a known or suspected compromise, agencies provide logs and other relevant data to CISA and the FBI on request, to the extent consistent with law.2
M-26-14 doesn’t name a product, a schema or a SIEM. It sets outcomes and leaves the architecture to the agency’s plan, which is why this book treats the Agency Logging Plan as the place where the evidence contract in Chapter 02 is written down. Book 08 and Book 02 apply the same memorandum to DNS and identity logging.
BOD 25-01 and SCuBA: configuration evidence, reported to CISA
Binding Operational Directive 25-01, issued December 17, 2024, is a configuration directive, not a logging directive. It requires agencies to inventory in-scope cloud tenants, deploy CISA’s SCuBA assessment tools, implement the mandatory SCuBA policies by June 20, 2025, and report results either by integrating the tool results feeds “with CISA’s continuous monitoring solution” or by quarterly manual submission in a CISA-approved, machine-readable format.12 Book 11, Chapter 04 covers the obligations in full.
The reporting path is where BOD 25-01 enters this book. CISA’s implementation guidance, updated July 27, 2026, lets agencies choose among three methods for Microsoft 365 tenants: manual upload to CyberScope at least quarterly; a CISA-hosted ScubaConnect, with results returned to the agency through the CDM dashboard; or an agency-hosted (semi-automated) model, such as a self-hosted ScubaConnect integrated with CDM through “CLAW (Comprehensive Log Aggregation Warehouse) TALON (Transfer at Location Optimized Node),” run at least quarterly.6 Either way, the configuration assessment becomes one more evidence stream that leaves the agency on a schedule. In this book’s design it is also one more input to the same queue as every other finding (Chapter 02); Book 11, Chapter 09 covers ingesting ScubaGear output as evidence.
CISA’s Comprehensive Log Aggregation Warehouse
CLAW is CISA’s cloud-based architecture “that collects and analyzes agency cloud security data.” CISA built it because traffic that moves to the cloud no longer passes the EINSTEIN sensors, and it points agencies to the CISA Cloud Interface Reference Architecture (formerly the NCPS Cloud Interface Reference Architecture) for how to send cloud-generated security information.13 The TIC 3.0 Program Guidebook is explicit that TIC “does not replace or negate” agencies’ telemetry and logging requirements, “to include requirements for telemetry to be collected and shared with CISA,” and that its Security Capabilities Catalog doesn’t detail the telemetry agencies owe CISA.13 Its information cycle includes, as a standing step, agencies providing telemetry of their operating environments to CISA.13
CLAW is also the channel CISA uses when it needs specific logs quickly. Version 1 of Emergency Directive 26-03 (March 11, 2026) required agencies running affected Cisco SD-WAN systems to provide all syslog for those devices, past, current and future, through CISA’s CLAW program by March 23, 2026, and to send other applicable cloud logs the same way.7 (The directive uses the older expansion, “Cloud Logging Aggregation Warehouse”; the TIC guidebook’s July 2025 revision changed “Cloud” to “Comprehensive.”13) The lesson for planning is that a log source the agency can’t forward on demand is a gap even if the agency itself analyzes it. Book 09, Chapter 03 covers CLAW from the network side, including keeping CISA’s visibility intact when branches leave managed TIC services.
BOD 23-01 and CDM: the asset denominator
BOD 23-01 (October 3, 2022) requires automated asset discovery every 7 days across at least the agency’s IPv4 space, vulnerability enumeration of all discovered assets, including roaming devices, every 14 days, and automated ingestion of enumeration results into the CDM Agency Dashboard within 72 hours of discovery completing.5 Its premise is the one this chapter argues from: “Continuous and comprehensive asset visibility is a basic pre-condition for any organization to effectively manage cybersecurity risk.”5 CDM supplies the tools, integration services and dashboards; agency dashboards receive information from CDM tools and push summarized information onward.14 For this book, BOD 23-01 and CDM provide the inventory against which telemetry coverage is measured. Chapter 06 covers the vulnerability side.
NIST continuous monitoring and FedRAMP’s indicators
NIST SP 800-137 defines information security continuous monitoring as “maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions.”15 The definition is about awareness, which is to say analysis, not collection. FedRAMP’s 2026 Key Security Indicators for cloud service providers say the same thing in their monitoring, logging and auditing theme: KSI-MLA-OSM asks for a SIEM or similar system used and persistently reviewed for centralized, tamper-resistant logging, and KSI-MLA-RVL is one line, “Logs are persistently reviewed and audited.”16 The indicators bind cloud service providers seeking FedRAMP certification, not agencies, but the program uses the same distinction for its own estate: review is the indicator, and storage is a means to it.
[bookmark: _Toc00001211]What the program adds
Agencies already own most of the tools this book discusses. What the Federal Modernization Program adds is a way of running them as one visibility system. Its design position, set out in the Federal Compliance volume’s Security Operations overview, splits the work in two. Actuation stays platform-native: each platform’s own tools patch, harden, grant privileged access and enforce posture. Governance and evidence are unified: every one of those tools emits into one machine-readable evidence contract, which flows to CDM and to the authorization package. The program doesn’t ask which single console runs everything. It asks which native stack acts, and how its evidence joins the one picture.
That design depends on two things that come before any SIEM. The first is the naming plane: one authoritative identity for every asset, so that five stacks don’t produce five inventories that can’t be reconciled (Book 08, Chapter 07 and Book 10, Chapter 06). The second is the evidence contract itself, which is the subject of Chapter 02. Book 14, Chapter 11, the authorization package and continuous monitoring, takes the contract’s output and freezes it into the package an authorizing official signs; Book 14, Federal Compliance & Authorization, carries that part.
[bookmark: _Toc00001212]How the rest of the book is organized
· Why (this chapter and Chapter 02): why visibility comes first, and the evidence contract every source emits into.
· What (Chapters 03 to 09): identity telemetry from Entra ID; Azure platform and Microsoft 365 audit telemetry; turning a log warehouse into detection with SIEM and XDR; and the finding streams that share the queue: vulnerability management, patch and configuration baselines, cloud-native posture, and data protection.
· Who (Chapter 10): who runs security operations and who decides.
· How (Chapters 11 and 12): detection engineering and response automation, then evidence, metrics and continuous monitoring.
· Appendix A: controls, mandates and books mapped together.
[bookmark: _Toc00001213]What this chapter establishes
1. Generating and storing audit records (AU-12) is not reviewing and analyzing them (AU-6, SI-4). M-26-14 measures logging maturity partly by the share of the baseline that produces actionable alerts.
1. Six planes must emit by design: identity, cloud platform, Microsoft 365, endpoints, network and data. No one plane covers the minimum baseline, and third-party-operated systems are in scope.
1. Coverage gaps are silent: sources never connected, connected but not flowing, collected but not analyzed, or switched off. They are found only by comparing what arrives with an authoritative inventory of what should.
1. The federal drivers are specific: M-26-14 for logging outcomes and maturity, BOD 25-01 for configuration evidence reported through CDM or CISA’s warehouse, BOD 23-01 and CDM for the asset denominator, and SP 800-137 and FedRAMP’s indicators for review over storage.
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[bookmark: _Toc00001215]Chapter 02 — Telemetry Is the Precondition: The Evidence Contract
Five stacks can’t produce one compliance picture by being put on one dashboard; they produce it by agreeing, in advance, what a record says and which asset it is about.
[bookmark: _Toc00001216]In this chapter
The problem the evidence contract solves and the case in one paragraph. The contract’s fields and how they support AU-3. The join key, authoritative asset identity plus time, and why AU-12(1)’s system-wide, time-correlated audit trail depends on the naming plane. How vulnerability, patch, configuration, posture and data-protection findings become records in one queue, and what closes them. The roles that realize the contract, the continuous-monitoring pipeline CA-7 describes, the controls this chapter supports and where they sit in the FedRAMP baselines, and an illustrative coverage query. Then the connector and retention plan for data and endpoint telemetry (Purview audit, data loss prevention, sensitivity labels, Intune, Defender for Endpoint, endpoint analytics and encryption state) with its government-cloud availability, and a test that proves each source is searchable.
[bookmark: _Toc00001217]Five stacks, five inventories
A multi-cloud agency runs several management stacks, and each produces its own telemetry in its own schema. Azure Update Manager reports patch state one way, AWS Systems Manager another, the virtualization platform’s lifecycle manager a third, a firewall’s syslog a fourth, a Linux host’s agent a fifth. Five stacks, five inventories, five log formats. When an assessor asks “is this vulnerability remediated across the whole estate, and prove it,” five partial views that don’t reconcile can’t answer.
Chapter 01 argued that visibility has to be designed. This chapter is the design. The Federal Modernization Program’s answer is an evidence contract: one normalized record shape that every source emits, correlated on one authoritative asset identity and on time, and delivered to the consumers an agency owes, CISA’s Continuous Diagnostics and Mitigation (CDM) program first among them. The contract is program design. The controls it supports, and the federal requirements that make it necessary, are external and cited below.
The contract has a clear boundary. It isn’t detection engineering: rules, correlation logic, user and entity behavior analytics and playbooks find threats in the data, and they belong to Chapter 05 and Chapter 11. It isn’t the authorization package either: the package is assembled from the contract’s output, and Book 14, Federal Compliance & Authorization, carries it. The contract sits beneath both. Detection analyzes what it carries; the authorization package attests to it.
[bookmark: _Toc00001218]The case in one paragraph
Problem. Every platform’s own tools patch, scan, harden and alert, and each reports in its own schema against its own inventory. Records from different stacks can be stored together but can’t be joined, so no one can say what is true about one asset across all of them, and an assessor gets five partial answers.
Solution. Define one evidence contract that every source emits, with fields fixed in advance; key it to the authoritative asset identity from the naming plane and to synchronized time; route every finding, from threat alerts to missing patches to data-loss matches, into one queue as a record of that contract; and close a record only when the measured state changes, with the proof attached.
Ask. Stand up the naming plane before the evidence pipeline, and reconcile every stack’s inventory to it. Write the contract into the Agency Logging Plan. Fund the normalization work for each source as part of onboarding that source, not as a later dashboard project.
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Every stack emits the same record, joined on asset identity and time, into one queue that serves detection, remediation, CDM and the authorization package.
[bookmark: _Toc00001219]For decision makers
· The contract is the coordination mechanism, not a console. NIST’s AU-3 requires every audit record to establish what happened, when, where, from what source, with what outcome and involving whom.1 The program raises that to a cross-stack rule: every source emits the same fields, so records are comparable, joinable and countable.
· Aggregating isn’t correlating. Two records describe the same asset only if they carry the same identifier. AU-12(1) asks for a system-wide audit trail “time-correlated” to a set tolerance,1 and M-26-14 requires timestamps synchronized to a traceable time source.2
· Each vendor has its own device identifier. Even Microsoft’s normalization model lists separate device ID types for Defender for Endpoint, Azure resources, AWS and others, and calls a hostname used as an ID a last resort.3 The join key has to come from an authority outside every stack: the naming plane.
· Findings and detections share one queue. Posture, patch and vulnerability findings can be exported as records alongside security alerts,4 and a vendor default can still move a finding type out of the queue without notice.5
· The baselines differ. FedRAMP’s Moderate baseline includes cross-source correlation (SI-4(16)) and automated review integration (AU-6(1)), but not AU-12(1), which NIST and FedRAMP place in the High baseline.67 At Moderate, the program selects AU-12(1) as its own design choice.
[bookmark: _Toc00001220]The contract: one record, every source
Coordination across stacks that don’t share a vendor isn’t achieved with a console. It is achieved with a contract that fixes, before any data flows, what every record must say. The program’s record has eight fields.
	Field
	Meaning
	AU-3 element it carries

	asset_id
	The authoritative name or address of the asset, from the naming plane (IPAM and DDI). This is the join key.
	Where the event occurred; identity of the object or entity

	source
	The stack, appliance or agent that produced the record
	Source of the event

	surface
	The kind of surface: cloud service provider, network enforcement, operating system, identity, data
	Where the event occurred

	control
	The NIST SP 800-53 control the record is evidence for (for example SI-2, CM-6, SC-8)
	What type of event occurred, stated in control terms

	state
	The measured value: patch level, baseline conformance, cipher, posture, label
	What occurred

	verdict
	Pass, warn or fail against the intended state
	Outcome of the event

	observed_at
	When the state was measured, in synchronized time
	When the event occurred

	disposition
	Applied, accepted risk (with its POA&M reference) or open
	Not an AU-3 element; the record’s remediation status


AU-3 requires audit records to contain information establishing six things: the type of event, when it occurred, where, its source, its outcome, and the identity of any individuals, subjects, objects or entities associated with it.1 The contract’s fields carry each one. What the contract adds is uniformity across stacks: the content is standardized, so a record from a patch stack and a record from a firewall can be compared, joined and rolled up. The program treats the contract as a closure necessity: without a schema the sources agreed on in advance, no dashboard built afterward can recover one.
Two enhancements follow from the same design. AU-3(1), Additional Audit Information, asks for audit records that carry additional information the organization defines; the program defines it as the control, verdict and disposition fields and the provenance envelope described next. AU-6(5), Integrated Analysis of Audit Records, asks for the analysis of audit records to be integrated with the analysis of vulnerability scanning information, performance data, system monitoring information or other sources, to find inappropriate or unusual activity.1 A scanner’s finding and a sign-in or firewall record for the same asset share asset_id and time, so the program can analyze them together; Chapter 06 builds the vulnerability side.
The program’s telemetry design adds a provenance envelope to every record: the issuer, the classification of the source, the chain of transformations applied between the source and the contract, and a lineage hash. Its rules are that telemetry is a control input rather than after-the-fact reporting, that evidence bundles are assembled and sealed deterministically, that the combination is reproducible from raw telemetry plus the authoritative source, and that drift findings are first-class artifacts of the authorization package rather than a parallel log. These are design positions. One external anchor sits close to them: M-26-14’s maturity model, at Level 3 for log management, calls for logs “encrypted in transit and at rest, and regularly hashed for veracity.”2
The contract doesn’t require one vendor’s schema. Microsoft Sentinel’s Advanced Security Information Model (ASIM) is an example of the same idea inside one SIEM: a normalization layer between diverse sources and the analyst, with schemas for authentication, network sessions, DNS, DHCP, file, process, audit and other events, so that one analytics rule “work[s] across sources, on-premises and cloud.”8 An agency using Sentinel can implement much of the contract by normalizing to ASIM and adding the fields ASIM doesn’t carry, such as control, verdict and disposition. What ASIM can’t supply is the authoritative asset identity, which is the subject of the next section.
[bookmark: _Toc00001221]The join key: authoritative asset identity plus time
Putting records in one place isn’t the same as correlating them. Two records describe the same asset only if they carry the same asset_id, and every stack has its own idea of what that is. ASIM shows the problem plainly. Its device fields allow a DvcId whose type may be a Defender for Endpoint ID, an Azure resource ID, a Defender for IoT ID, a VM Insights connection ID, an AWS VPC ID or several vendor-specific IDs; when an event carries several, the others go in separate fields; and using the hostname as the device ID “implies reusing the hostname. Use it only as a last resort.”3 Each stack’s identifier is correct inside that stack and meaningless outside it.
The program’s join key is therefore the naming plane’s authoritative name or address, not any stack’s local inventory ID. NIST’s component inventory control, CM-8, already asks for an inventory that accurately reflects the system, includes all components, and “does not include duplicate accounting of components or components assigned to any other system.”1 An inventory that does what CM-8 asks across stacks is the naming plane. Book 08, Chapter 07 and Book 10, Chapter 06 describe how IPAM and DDI become that authority across clouds. An IT service management CMDB has a role here too, as the workflow and correlation hub, but in the program’s design the CMDB reconciles to the naming plane; it doesn’t replace the join key.
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The same asset seen by three stacks becomes one correlated story only when each record carries the naming plane’s identity and synchronized time.
Add time and the contract produces what AU-12(1) describes: audit records from system components compiled “into a system-wide (logical or physical) audit trail that is time-correlated to within” a tolerance the organization sets.1 AU-8 requires time stamps that use Coordinated Universal Time or carry a fixed or recorded offset from it, and M-26-14 requires network time synchronized to a traceable source the agency designates, encouraging sources traceable to the U.S. Naval Observatory or NIST.12 The result is one story about one asset, assembled from several surfaces: as of 06:00, asset A was unpatched for a given vulnerability (from the patch stack), reachable on an unencrypted segment (from network telemetry) and out of baseline (from the configuration stack).
Time is easier to get wrong than it looks, because “when” has more than one meaning in a pipeline. Two examples from one connector show why the contract carries observed_at explicitly. When Microsoft Sentinel ingests AWS VPC flow logs in a customized format, the format must include the start attribute, because it maps to TimeGenerated; otherwise TimeGenerated is the ingestion time, “which doesn’t accurately describe the log event.” GuardDuty findings, by default, are exported to the S3 bucket the connector reads from every six hours, and their TimeGenerated is the finding’s update time.9 A pipeline that correlates on arrival time instead of observation time will join the wrong records, or miss the right ones, without any error.
AU-12(1) is downstream of the naming plane and of the federal asset-visibility directive. BOD 23-01 requires automated asset discovery every 7 days and vulnerability enumeration every 14 days, with results in the CDM Agency Dashboard within 72 hours.10 The patch and vulnerability chapters of this book (Chapter 06 and Chapter 07) use the same key for SI-2 at scale: the evidence contract and the patch plane share it.
[bookmark: _Toc00001222]One queue for every finding
Detection is only one kind of finding. A missing patch, a known exploited vulnerability, a configuration that drifted from its baseline, a storage account open to the internet and a file that left the agency with a sensitive label are all statements about an asset’s state, against an intended state, at a time. In the program’s design they are all records of the same contract, and they land in the same queue as threat detections.

	Finding stream
	Typical source
	control
	Example state and verdict
	Book 12 chapter

	Threat detection
	SIEM analytics, XDR
	SI-4, AU-6
	Rule matched on the asset; fail
	05, 11

	Vulnerability
	Scanner, vulnerability management
	RA-5
	Vulnerability present; fail
	06

	Patch
	Update and patch management
	SI-2
	Update missing past its due date; fail
	07

	Configuration baseline
	Machine configuration, SCuBA, hardening checks
	CM-6
	Setting differs from baseline; warn or fail
	07

	Cloud posture
	Cloud security posture management
	CM-6, CM-7, AC-3
	Resource exposed; fail
	08

	Data protection
	Data loss prevention, classification
	AC-4, SC-28
	Policy match on labeled content; warn or fail
	09



The control assignments are the program’s mapping, not a published crosswalk; each chapter refines its own. The product capability underneath is documented. Microsoft Defender for Cloud’s continuous export streams security recommendations, secure score, security alerts, regulatory compliance and attack paths to a Log Analytics workspace or an event hub whenever they change. Recommendations carry sub-recommendations: the system-updates recommendations carry one per outstanding update, and “Machines should have vulnerability findings resolved” carries one per vulnerability the scanner finds. In a workspace they land in the SecurityRecommendation and SecurityAlert tables.4 Patch, vulnerability, posture and alert data can therefore sit side by side, which is the precondition for one queue. Two cautions apply. Streaming export sends an assessment only when a resource’s health state changes (“if no updates occur, no data is sent”),4 so the absence of new records doesn’t prove the absence of open findings. And the records still carry the stack’s own resource identifiers until they are mapped to asset_id.
Data-protection findings show how a queue can lose a finding type silently. Microsoft Purview data loss prevention alerts have been routed to the Microsoft Defender XDR incident queue, where they can be correlated with alerts from Defender for Endpoint, Defender for Office 365 and Sentinel. Microsoft’s documentation now notes that a built-in alert tuning rule for DLP signals “took effect in early October 2026”: it sets those signals as behaviors instead of alerts, so they no longer generate alerts or appear in the incident queue, though they remain available for advanced hunting. To keep seeing them as alerts, an administrator disables the rule.5 Whatever the merits of the default, it is exactly the kind of change Chapter 01 warns about: a finding stream left the queue and nothing failed. Whether to keep the rule is a tuning decision for the rule owner in security engineering, with the SOC consulted, under Chapter 10’s matrix, and a standing suppression follows the matrix’s suppression rows, and Chapter 09 covers the DLP policies that produce the signals; the general lesson is that queue membership is part of the contract and has to be checked, not assumed.
The disposition field is where the book’s last rule lives. A record is applied when the measured state matches the intended state, with the observation that shows it; accepted risk when the authorizing official has accepted the residual risk, with the POA&M reference that records it; and open otherwise. Only the authorizing official accepts residual risk (Book 01, Chapter 09). Nothing else closes a record: not a ticket marked resolved, not a suppressed alert, not an expired scan. Remediation has no substitute, and a finding closes only when a later observation of the same asset_id shows the fixed state.
[bookmark: _Toc00001223]Realizing the contract
Because the fabric is a contract, more than one product can fill each role. The program states the roles and a default for each; the defaults are design choices, not requirements, and every authorization and feature should be checked against the agency’s cloud and the FedRAMP Marketplace at procurement (Book 10).
	Role
	What it does
	Program default and notes

	Aggregation and analytics
	Ingests the multi-surface record set; runs analytics
	Microsoft Sentinel, by breadth of native ingestion: AWS service logs (CloudTrail, VPC flow logs, GuardDuty and CloudWatch through the S3 connector)11 and syslog or CEF from network and security appliances through a log forwarder running the Azure Monitor Agent.12 An agency running a second SIEM can run the same contract in parallel for continuity.

	Workflow and correlation hub
	Tickets, ownership, CMDB
	The agency’s IT service management platform. Its CMDB reconciles to the naming plane; it doesn’t replace the join key.

	Federal rollup
	Agency and federal visibility
	CDM’s Agency and Federal Dashboards; agency dashboards receive information from CDM tools and push summarized information onward13

	Attestation
	Machine-readable assessment evidence
	OSCAL assessment results and POA&M, assembled for the authorization package14


The guardrail is the same in every row: the program mandates the contract, never the vendor. Any lake that ingests the record set, any hub that correlates on the authoritative asset_id, and any pipeline that emits the assessment evidence is admissible. The one product position the program holds firmly is negative: no stack’s own inventory is the join key.
[bookmark: _Toc00001224]The continuous-monitoring pipeline
The contract is the continuous-monitoring evidence pipeline. Sources emit on their own cadence; records are normalized to the contract; they are correlated on asset identity and time; they are bound to the control and indicator they evidence, aggregated in the lake and rolled up to CDM; they are reported, with the machine-readable results attested in the authorization package; and findings are responded to (Chapter 12 names the six stages). CA-7 describes the same loop in control terms. A system-level continuous monitoring strategy includes ongoing monitoring of the metrics the organization sets, “correlation and analysis of information generated by control assessments and monitoring,” response actions to address the results, and reporting security status to designated roles at a set frequency.1 NIST SP 800-137 supplies the purpose: ongoing awareness of security, vulnerabilities and threats in support of risk decisions.15
Three enhancements describe what automation adds. AU-6(1) integrates audit review, analysis and reporting with automated mechanisms; AU-6(3) analyzes and correlates audit records across repositories “to gain organization-wide situational awareness”; and SI-4(16) correlates information from monitoring tools throughout the system.1 The contract is what makes those correlations possible across vendors: records that share fields and a join key can be correlated; records that don’t, can’t.
On the attestation side, NIST’s OSCAL defines an assessment layer with three models, assessment plan, assessment results and plan of action and milestones,14 which is where the contract’s records go when the authorization package is assembled. FedRAMP’s 2026 indicators show the same chain from the cloud service provider’s side: the related controls for KSI-MLA-OSM, operating a SIEM capability, include AU-3, AU-6(1), AU-6(3), AU-8, AU-12(1) and SI-4(16).16 Those indicators bind cloud service providers rather than agencies, but the program uses the same control set for its own estate, so that an agency’s evidence and its providers’ evidence describe monitoring in the same terms. Chapter 12 covers metrics and the ongoing reporting cycle.
[bookmark: _Toc00001225]Data and endpoint telemetry in the contract
Zero Trust assessments find data and device controls that are configured but can’t be shown working: labels published that nobody can count, a data loss prevention policy whose matches go nowhere, devices reported encrypted by one console and unknown to another. Each is a contract problem. The source exists; its records don’t reach the queue, or reach it without a join key, or age out before an assessor asks. The matrix below is the program’s connector and retention plan for the data and endpoint sources, so the Agency Logging Plan can name each one. Purview’s own audit depth (the audit tiers, audit retention policies and searches inside Purview) belongs to Book 20, Information Protection & Microsoft Purview, Chapter 10; Chapter 04 carries the unified audit log’s collection and retention tiers, and this section only places its records in the contract.

	Source
	What reaches the workspace, and how
	control and state it carries
	Latency and gaps
	GCC
	GCC High and DoD

	Microsoft 365 unified audit (Purview Audit)
	Exchange, SharePoint and Teams activity in OfficeActivity through the Microsoft 365 connector; every other workload, including Audit.General and DLP.All, through the Management Activity API collector (Chapter 04)
	AU-2, AU-12; the activity and its result
	Records arrive out of order and can be duplicated (Chapter 04)
	Connector GA17
	Connector GA17

	Data loss prevention
	Policy matches in the DLP.All content type through the collector; DLP alerts in the Defender XDR incident queue, and through the Defender XDR connector into Sentinel (One queue for every finding)
	AC-4, SC-28; the policy, the rule matched and the action taken
	A built-in tuning rule can turn DLP alerts into behaviors that never reach the queue (above)
	Defender XDR connector GA
	Defender XDR connector: GCC High GA, DoD to be confirmed in the agency’s portal (Chapter 05)

	Sensitivity labels
	Label applied, changed and removed, and labeled-file events, are Microsoft 365 audit records; the Microsoft Purview Information Protection connector lands them in MicrosoftPurviewInformationProtection18
	AC-16, SC-28; label, action, and justification where the user gave one
	Label names aren’t populated in events from the Office Management API, so a watchlist maps label IDs to names; the connector’s table and OfficeActivity can hold duplicates18
	Connector in public preview17
	Connector not available in Azure Government;17 collect the same records with the Management Activity API collector

	Intune audit and operational logs
	IntuneAuditLogs (create, update, delete, assign and remote actions) and IntuneOperationalLogs (enrollment results, noncompliant device details) through Intune diagnostic settings19
	CM-3, CM-6; who changed which policy, enrollment success or failure
	Sent to Azure Monitor immediately after the action19
	Available (GCC uses the commercial Intune service)20
	Log Analytics export listed as available in GCC High and DoD20

	Intune compliance and device inventory, including encryption state
	IntuneDeviceComplianceOrg and IntuneDevices; the inventory carries CompliantState, EncryptionStatusString, Ownership, JoinType and LastContact1921
	CM-8, CM-6, SC-28; compliant or not, encrypted or not, per device
	Exported once in each 24-hour period and can take up to 48 hours to arrive;19 Intune can take up to 24 hours to report an encryption change, and for Windows reports the OS drive only22
	Available
	Available

	Defender for Endpoint
	Raw Device* tables streamed through the Defender XDR connector; alerts and incidents through incident integration23
	SI-4, SI-3, CM-8; sensor events, alerts, onboarding and health
	Streaming the raw tables is a per-table choice with ingestion cost (Chapter 05)
	Raw tables GA23
	Raw device tables GA in Defender XDR and public preview in Sentinel23

	Defender cloud app events
	CloudAppEvents, Microsoft 365 activity enriched by Defender for Cloud Apps, in advanced hunting and through the connector23
	AU-6, SI-4
	Needs the Microsoft 365 app connector in Defender for Cloud Apps
	GA23
	Unsupported in the Sentinel connector;23 stays in Defender advanced hunting

	Endpoint analytics
	Not one of Intune’s diagnostic-setting categories (audit, operational, compliance and devices);19 scores and reports are read in the Intune admin center or exported as reports
	CM-6, SI-2 evidence of drift and delayed patching (Book 05)
	A periodic export, not a stream
	Available
	Advanced Analytics listed as supporting GCC High and DoD;20 base endpoint analytics reports: not yet specified



The matrix is design built on Microsoft’s documentation, read November 11, 2026. Two rules follow from it.
· Every source has a state the contract can carry. Device encryption and compliance land as daily snapshots keyed by Intune’s device ID and the Entra device ID (ReferenceId), which the naming plane maps to asset_id (The join key). A snapshot table is evidence of state at a time, not of change; the change itself is in IntuneAuditLogs.
· Retention is set per table, in the Agency Logging Plan. Each table in the matrix goes on the plan’s retention list, with the same six-month searchable and one-year retrievable floor Chapter 12 applies to the identity and platform tables, and its retention conformance export reads them like any other. The Purview tier keeps its own clock (Chapter 04); the workspace copy is the evidence store.
Proving each source is searchable
A connector that shows green proves nothing until a known event is found at the other end. For each source, the program makes one synthetic event and finds it in the workspace, then records the delay, on the quarterly cadence of Chapter 05. Microsoft 365 audit has its own emission test in Chapter 04. Placeholders: <test-managed-device-id> is a pilot device’s Intune device ID; <test-device-name> the same device’s name.
Intune audit: a remote sync on a pilot device, a remote action the audit log records.19 For GCC High use -Environment USGov, for DoD USGovDoD.
Connect-MgGraph -Environment Global -Scopes "DeviceManagementManagedDevices.PrivilegedOperations.All" -NoWelcome
Sync-MgDeviceManagementManagedDevice -ManagedDeviceId '<test-managed-device-id>'
IntuneAuditLogs
| where TimeGenerated > ago(2h)
| where OperationName has "sync"
| project TimeGenerated, OperationName, Identity, Properties
Defender for Endpoint: Microsoft’s detection test on a pilot Windows device, from an elevated Command Prompt, after creating C:\test-MDATP-test; an alert should appear in about 10 minutes.24
powershell.exe -NoExit -ExecutionPolicy Bypass -WindowStyle Hidden $ErrorActionPreference = 'silentlycontinue';(New-Object System.Net.WebClient).DownloadFile('http://127.0.0.1/1.exe', 'C:\\test-MDATP-test\\invoice.exe');Start-Process 'C:\\test-MDATP-test\\invoice.exe'
SecurityAlert
| where TimeGenerated > ago(2h)
| where CompromisedEntity has "<test-device-name>"
| project TimeGenerated, AlertName, ProviderName, CompromisedEntity, Status
Intune inventory and encryption state: the daily export, checked for freshness rather than triggered.
IntuneDevices
| where TimeGenerated > ago(2d)
| summarize LastExport = max(TimeGenerated), Devices = dcount(DeviceId),
            NotEncrypted = dcountif(DeviceId, EncryptionStatusString !~ "Encrypted")
The value strings in EncryptionStatusString vary by platform; read them from one export before relying on the NotEncrypted count. A source whose synthetic event isn’t found within its documented delay is a coverage finding in the same queue as everything else, and the delay observed is the number the Agency Logging Plan records.
[bookmark: _Toc00001226]Controls this chapter supports
	Control
	Title
	How the contract closes it
	FedRAMP Rev. 5 Moderate baseline

	AU-3
	Content of Audit Records
	One record shape every source emits
	Included

	AU-3(1)
	Additional Audit Information
	The control, verdict and disposition fields and the provenance envelope
	Included

	AU-8
	Time Stamps
	observed_at in synchronized UTC time
	Included

	AU-12
	Audit Record Generation
	Every plane emits by design (Chapter 01)
	Included

	AU-12(1)
	System-wide and Time-correlated Audit Trail
	Correlation on authoritative asset_id plus time
	Not included (High baseline); selected by program design

	AU-6(1)
	Automated Process Integration
	Automated aggregation and analysis in one lake
	Included

	AU-6(3)
	Correlate Audit Record Repositories
	Cross-repository correlation on the join key
	Included

	AU-6(5)
	Integrated Analysis of Audit Records
	Vulnerability findings and audit records joined on asset_id and time (Chapter 06)
	Not included (High baseline); selected by program design

	SI-4(16)
	Correlate Monitoring Information
	Correlation across vendor and surface boundaries
	Included

	CA-7
	Continuous Monitoring
	The emit, normalize, correlate, bind, report, respond pipeline
	Included


The baseline column is read from FedRAMP’s Rev. 5 baseline workbook, which FedRAMP marked as a legacy document on June 23, 2026 while it is replaced by the Consolidated Rules for 2026;6 NIST’s own SP 800-53B profiles agree for AU-12(1), which appears in the High baseline only, and they don’t select SI-4(16) at either level, which FedRAMP adds at Moderate.7 (The source volume listed all of these as FedRAMP Moderate controls; AU-12(1) isn’t one.) For the control-level depth, including the authorities each row draws on, see the Federal Compliance volume’s Multi-Cloud Evidence Fabric; Appendix A maps them across the book. None of these controls can be shown by a scan of a single tenant: the evidence is the aggregated, correlated record set, which a per-tenant tool can’t produce.
[bookmark: _Toc00001227]Checking coverage against the inventory
The contract makes the coverage check in Chapter 01 concrete. With the naming plane’s inventory loaded into the SIEM, the question “which assets should be emitting and aren’t” is a query rather than an audit finding.
[bookmark: _Toc00001228]Illustrative, not tested against production
The query below is illustrative. It hasn’t been tested against a production workspace. The watchlist name FMP-AssetInventory and its columns are the program’s own example, not a Microsoft default. Review it and adapt the tables and time windows before relying on it.
The query assumes a Microsoft Sentinel watchlist exported from the naming plane, with the authoritative host name as its SearchKey, and uses the Heartbeat table, which monitoring agents write once a minute, as the simplest evidence that a machine is reporting.25 Watchlists are queried with _GetWatchlist() and joined on SearchKey.26 The Computer column holds the computer name as the agent reports it, so the mapping to asset_id (short name or fully qualified) has to match the naming plane’s convention.
// Assets the naming plane says exist, with no agent heartbeat in the last 24 hours
let expected = _GetWatchlist('FMP-AssetInventory')
    | project asset_id = tolower(SearchKey);
let reporting = Heartbeat
    | where TimeGenerated > ago(24h)
    | summarize LastSeen = max(TimeGenerated) by asset_id = tolower(Computer);
expected
| join kind=leftanti reporting on asset_id
| project asset_id
A heartbeat proves only that an agent is talking, not that every plane is. The same pattern extends per plane: join the inventory to each source’s table on the mapped asset_id, and treat every asset with no record in a window as a coverage finding in the same queue as everything else. Agentless sources, such as appliances that send syslog through a forwarder, need their own expected-source list, because a forwarder’s heartbeat says nothing about the devices behind it.
[bookmark: _Toc00001229]What this chapter establishes
1. Coordination across stacks is a contract, not a console: every source emits the same fields, which carry AU-3’s six elements plus control, verdict and disposition.
1. The join key is authoritative asset identity plus synchronized time. Every stack has its own identifier, so the key must come from the naming plane, and the naming plane must exist before the pipeline.
1. Threat detections and vulnerability, patch, configuration, posture and data findings are all records of the same contract in one queue. Queue membership has to be checked, because vendor defaults can remove a finding type silently.
1. A record closes only when a later observation of the same asset shows the fixed state, or the authorizing official accepts the risk with a POA&M reference.
1. AU-12(1) is in the High baseline, not FedRAMP Moderate; at Moderate the program selects it by design, alongside the Moderate controls AU-3, AU-6(1), AU-6(3), SI-4(16) and CA-7.
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1. Microsoft Learn, “Investigate data loss prevention alerts with Microsoft Defender XDR” (note on the built-in DLP alert tuning rule, early October 2026), https://learn.microsoft.com/defender-xdr/dlp-investigate-alerts-defender (accessed Oct 21, 2026).
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1. Microsoft Learn, “Connect Microsoft Sentinel to Amazon Web Services to ingest AWS service log data,” https://learn.microsoft.com/azure/sentinel/connect-aws (accessed Oct 21, 2026).
1. Microsoft Learn, “Syslog and Common Event Format (CEF) via AMA connectors for Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/cef-syslog-ama-overview (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Continuous Diagnostics and Mitigation (CDM) Program” (CDM Agency and Federal Dashboards), https://www.cisa.gov/resources-tools/programs/continuous-diagnostics-and-mitigation-cdm-program (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, “OSCAL Layers and Models,” Open Security Controls Assessment Language, https://pages.nist.gov/OSCAL/learn/concepts/layer/ (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-137, Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations, September 2011, §2, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-137.pdf (accessed Oct 21, 2026).
1. FedRAMP, “Monitoring, Logging, and Auditing,” Key Security Indicators, FedRAMP Consolidated Rules for 2026 (KSI-MLA-OSM related controls), https://fedramp.gov/2026/providers/20x/key-security-indicators/monitoring-logging-and-auditing/ (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Sentinel feature support for Azure commercial/other clouds,” Data collection table (Office 365 GA in Azure commercial and Azure Government; Microsoft Purview Information Protection public preview, Azure commercial only), https://learn.microsoft.com/azure/sentinel/feature-availability (accessed Nov 11, 2026).
1. Microsoft Learn, “Stream data from Microsoft Purview Information Protection to Microsoft Sentinel,” sections “Overview” (MicrosoftPurviewInformationProtection table, gathered through the Office Management API) and “Known issues and limitations” (label names not populated; duplicates with OfficeActivity), https://learn.microsoft.com/azure/sentinel/connect-microsoft-purview, and “Microsoft Purview Information Protection connector reference - audit log record types and activities support,” https://learn.microsoft.com/azure/sentinel/microsoft-purview-record-types-activities (both accessed Nov 11, 2026).
1. Microsoft Learn, “Send Intune log data to Azure Storage, Event Hubs, or Log Analytics” (the four log categories; audit and operational logs sent immediately; compliance organizational and devices data once every 24 hours, up to 48 hours to arrive; audit logs record create, update, delete, assign and remote actions), https://learn.microsoft.com/intune/governance/integrate-azure-monitor (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Intune for US Government GCC High and DoD service description” (Log Analytics export available; GCC uses the commercial Intune instance; Advanced Analytics among the Intune Suite features supporting GCC High and DoD), https://learn.microsoft.com/intune/fundamentals/government-service (accessed Nov 11, 2026).
1. Microsoft Learn, Azure Monitor Logs table reference, “IntuneDevices” (CompliantState, EncryptionStatusString, Ownership, JoinType, LastContact, ReferenceId as the Entra device ID), https://learn.microsoft.com/azure/azure-monitor/reference/tables/intunedevices, and “IntuneAuditLogs,” https://learn.microsoft.com/azure/azure-monitor/reference/tables/intuneauditlogs (both accessed Nov 11, 2026).
1. Microsoft Learn, “Monitor device encryption with Intune,” section “Device encryption status” (up to 24 hours to report; for Windows, the OS drive only), https://learn.microsoft.com/intune/device-management/monitor-encryption (accessed Nov 11, 2026).
1. Microsoft Learn, “Support for Microsoft Defender XDR connector data types in different clouds,” section “Raw event data” (Defender for Endpoint tables GA in commercial and GCC; in GCC High and DoD GA in Defender XDR and public preview in Sentinel; CloudAppEvents unsupported in GCC High and DoD), https://learn.microsoft.com/azure/sentinel/microsoft-365-defender-cloud-support (accessed Nov 11, 2026).
1. Microsoft Learn, “Run a detection test on a device recently onboarded to Microsoft Defender for Endpoint,” https://learn.microsoft.com/defender-endpoint/run-detection-test (accessed Nov 11, 2026).
1. Microsoft Learn, “Heartbeat” (Azure Monitor Logs table reference: records logged by agents once per minute; Computer and TimeGenerated columns), https://learn.microsoft.com/azure/azure-monitor/reference/tables/heartbeat (accessed Oct 21, 2026).
1. Microsoft Learn, “Build queries or detection rules with watchlists in Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/watchlists-queries (accessed Oct 21, 2026).
[bookmark: _Toc00001231]Chapter 03 — Identity Telemetry from Entra ID
Identity is the first plane an attacker touches and the first one a defender loses sight of, because Entra ID keeps its own logs for only a month unless someone deliberately sends them somewhere.
[bookmark: _Toc00001232]In this chapter
Which Microsoft Entra ID log categories exist, which Log Analytics table each lands in, and which ones the program enables in every tenant. How to deploy the tenant-scope diagnostic setting by portal, Bicep or az rest, why the retention block on that setting does nothing, and how to prove emission is working. It closes with the endpoint changes for GCC High and DoD, with Microsoft Graph’s audit APIs as a tool for pulling specific evidence, not for feeding a SIEM, and with the signals that sit beside the diagnostic setting: Entra Health and recommendations, Global Secure Access logs and alerts, the Entra Connect server’s own audit events, and domain controller monitoring while the forest remains.
Chapter 02 set the rule that every plane emits deliberately, under one evidence contract. Identity comes first because it is the join key for almost everything else: a mailbox read, a Key Vault secret retrieval and a role assignment all trace back to a sign-in. It is also the plane where the default is most misleading. Entra ID records audit and sign-in activity whether or not anyone configures anything, and the admin center shows it. That makes the tenant look instrumented. But with Entra ID P1 or P2, audit and sign-in data is kept for 30 days (seven days on the Free tier), Microsoft Graph activity logs aren’t kept at all unless they are routed somewhere, and an upgrade never recovers data that already expired.1 An agency that hasn’t created a diagnostic setting has a rolling 30-day window of identity history and nothing older.
The mechanism that fixes this is the Entra diagnostic setting: a tenant-level object that streams selected log categories to a Log Analytics workspace, an Event Hubs namespace, a storage account or a partner solution.2 This chapter is about getting that one object right, keeping it right, and proving it works.
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Entra ID log categories flow through one tenant-scope diagnostic setting to the workspace tables the SOC queries; Microsoft Graph answers specific questions on the side.
[bookmark: _Toc00001233]Before you start
	Requirement
	Detail

	Role
	Security Administrator on the tenant, to create or edit a diagnostic setting.3

	Custom security attributes
	The CustomSecurityAttributeAuditLogs category is configured separately, on the Custom security attributes tab, and needs Attribute Log Administrator as well as Security Administrator.3

	Destination
	The workspace, event hub or storage account must exist before the setting is created.2

	Event Hubs tenancy
	The subscription and Event Hubs namespace must both be associated with the Entra tenant whose logs are streamed.4

	Licensing
	Microsoft Graph activity logs need Entra ID P1 or P2.5 Microsoft Sentinel’s Entra ID connector needs P1 or P2 to ingest sign-in logs, and Workload ID Premium for the two service-principal risk tables.6


[bookmark: _Toc00001234]The log categories and their tables
The category name you tick in the diagnostic setting is not always the table name you query. Microsoft says so directly in the ID Protection export guidance: the names in diagnostic settings “are not the same as the table names” used in KQL, and most of the tables carry an AAD prefix.7 The mapping isn’t mechanical (SignInLogs lands in SigninLogs, with a lowercase i), so detection rules and retention settings must name the table, not the category.
The tier column is the program’s design: Core categories carry the event-logging, record-content and record-generation evidence (NIST SP 800-53 AU-2, AU-3 and AU-12)8 for every tenant regardless of which features it uses; High value categories need ID Protection licensing; Conditional categories produce data only when a feature is deployed. Where a system’s baseline selects AU-3(1), Additional Audit Information, which asks for audit records that carry additional information the organization defines,8 the program names the High value and Conditional categories it enables as that additional information for the identity plane.
	Category (diagnostic setting)
	Log Analytics table
	Tier
	What it captures

	AuditLogs
	AuditLogs
	Core
	Changes to applications, groups, users and licenses

	SignInLogs
	SigninLogs
	Core
	Interactive sign-ins: password entered or MFA challenge passed

	NonInteractiveUserSignInLogs
	AADNonInteractiveUserSignInLogs
	Core
	Sign-ins a client performs on a user’s behalf with a token or code

	ServicePrincipalSignInLogs
	AADServicePrincipalSignInLogs
	Core
	Apps and service principals authenticating with certificates or client secrets

	ManagedIdentitySignInLogs
	AADManagedIdentitySignInLogs
	Core
	Managed identities, where Azure manages the secret

	ProvisioningLogs
	AADProvisioningLogs
	Core
	Users, groups and roles provisioned by the Entra provisioning service

	MicrosoftGraphActivityLogs
	MicrosoftGraphActivityLogs
	Core
	Every HTTP request against the tenant’s resources through Microsoft Graph

	RiskyUsers
	AADRiskyUsers
	High value
	Users ID Protection assesses as at risk

	UserRiskEvents
	AADUserRiskEvents
	High value
	Individual user risk detections

	RiskyServicePrincipals
	AADRiskyServicePrincipals
	High value
	Workload identities assessed as risky

	ServicePrincipalRiskEvents
	AADServicePrincipalRiskEvents
	High value
	Workload identity risk detections

	RiskyAgents
	AADRiskyAgents
	Conditional
	Agent identities assessed as risky

	AgentRiskEvents
	AADAgentRiskEvents
	Conditional
	Agent identity risk detections

	ADFSSignInLogs
	ADFSSignInLogs
	Conditional
	AD FS application sign-ins; keep it while federation remains

	CustomSecurityAttributeAuditLogs
	AADCustomSecurityAttributeAuditLogs
	Conditional
	Changes to custom security attribute definitions and assignments

	NetworkAccessTrafficLogs
	NetworkAccessTraffic
	Conditional
	Global Secure Access traffic; no data without Internet or Private Access

	RemoteNetworkHealthLogs
	RemoteNetworkHealthLogs
	Conditional
	Global Secure Access remote-network health

	EnrichedOffice365AuditLogs
	EnrichedMicrosoft365AuditLogs
	Conditional
	Global Secure Access enriched Microsoft 365 logs; needs Internet Access and enrichment turned on

	MicrosoftServicePrincipalSignInLogs
	—
	Not enabled
	Microsoft first-party service-to-service sign-ins (preview)


Category names and descriptions are from Microsoft’s list of identity logs that can be streamed;3 table names from the Sentinel Entra ID connector reference,6 the ID Protection export mapping (including the agent risk tables)7 and the Azure Monitor table reference for custom security attributes.9 Microsoft recommends sending custom security attribute logs to a different destination from the directory audit logs, so attribute assignments aren’t revealed by accident, and only Attribute Log Reader or Attribute Log Administrator can read them.10 The program routes them to a separate workspace with narrower access.
[bookmark: _Toc00001235]Leave MicrosoftServicePrincipalSignInLogs off
Microsoft describes these preview logs as complex and high in volume, says they are “not essential for security investigations,” and strongly advises against acting on them, for example by disabling applications, because that can cause misconfiguration and even tenant lock-out.3 They cost money to ingest and invite exactly the wrong response. The program doesn’t enable them.
Why all four sign-in streams are core
SignInLogs covers only interactive human sign-ins. It doesn’t see a client app refreshing a token for a user, a service principal authenticating with a client secret, or a managed identity reading from Key Vault. Those are the other three sign-in categories, and they are where unattended credentials (the ones nobody is watching) do their work: a service principal signs in with its own certificate or client secret, and managed identity sign-ins are recorded only in their own log.11 A tenant that streams only SignInLogs is blind to every non-human authentication in the estate while appearing, on the sign-ins blade, to be fully instrumented.
The cost argument against them is real but doesn’t change the answer. Microsoft notes that non-interactive and service-principal sign-ins can be five to ten times larger than interactive ones.4 Graph activity logs are larger again: Microsoft’s own planning estimate is about 15 GiB a month of Azure Monitor Logs data for a 1,000-user tenant and about 1,200 GiB for 100,000 users, and diagnostic settings can’t filter them, although a workspace transformation or the Basic table plan can reduce cost.5 The program’s position is that volume is managed with table plans and transformations, never by leaving a sign-in stream off. Microsoft Graph activity logs are what show what a compromised account or app actually did with its token, and Microsoft recommends routing them to the same workspace as the sign-in logs so the two can be joined.3
[bookmark: _Toc00001236]Path A: the portal
For a one-time setup in a lab or a first tenant:
1. Sign in to the Microsoft Entra admin center as at least a Security Administrator.
1. Browse to Entra ID > Monitoring & health > Diagnostic settings. (Export Settings on the Audit Logs or Sign-ins page reaches the same place.)4
1. Select Add diagnostic setting.
1. Enter a name. The name can’t be changed when the setting is edited later,4 so choose one an assessor will recognize, such as fmp-siem-emission-core.
1. Select the Core categories, plus the High value categories if ID Protection is licensed.
1. Under Destination details, choose Send to Log Analytics workspace (and, for a non-Microsoft SIEM, Stream to an event hub), then the subscription and destination.
1. Select Save.2
Don’t judge success in the first hour. Microsoft’s general guidance is that logs can take up to three days to start appearing in the destination; its ID Protection guidance suggests around 15 minutes for the risk tables.27 Graph activity logs usually arrive within 30 minutes and occasionally take up to two hours.5 Microsoft’s latency reference sets the same expectation for a first-time setup: about 24 hours before data appears in a new storage account or SIEM, and up to three days in a Log Analytics workspace.12 The verification query later in this chapter is run at 24 hours and again at 72.
[bookmark: _Toc00001237]The portal is right for the first tenant and wrong for the fleet
A setting someone clicked once has no source of truth, no review trail and no drift detection. FedRAMP’s Consolidated Rules for 2026 include KSI-MLA-EVC, Evaluating Configurations, which expects the configuration of machine-based information resources, especially infrastructure as code, to be continuously evaluated and tested, and KSI-MLA-LET, which expects a current list of the event types that will be logged.13 The program deploys the Entra setting from code (Path B or C), keeps the category list in the repository as that list, and compares the deployed setting against it on a schedule.
[bookmark: _Toc00001238]Path B: tenant-scope Bicep
Entra diagnostic settings are the Azure Resource Manager resource type microsoft.aadiam/diagnosticSettings, API version 2017-04-01, and they deploy only at tenant scope.14 That is why the usual resource-scope tooling doesn’t reach them.
[bookmark: _Toc00001239]Illustrative code
The templates, scripts and queries in this chapter are illustrative. They haven’t been tested against a production tenant. Check every resource type, API version, category and table name against the Microsoft Learn pages cited, run them first in a test tenant, and put them through the program’s change control before they touch a production identity system.
// entra-diagnostics.bicep
// Deploy with:
//   az deployment tenant create --location <region> \
//     --template-file entra-diagnostics.bicep \
//     --parameters workspaceId=<log-analytics-workspace-resource-id>
targetScope = 'tenant'

@description('Full resource ID of the destination Log Analytics workspace.')
param workspaceId string

@description('Diagnostic setting name. It cannot be changed after creation.')
param settingName string = 'fmp-siem-emission-core'

// Core and High value tiers. Keep this list in the repository; it is the
// program's record of which identity event types are logged.
var categories = [
  'AuditLogs'
  'SignInLogs'
  'NonInteractiveUserSignInLogs'
  'ServicePrincipalSignInLogs'
  'ManagedIdentitySignInLogs'
  'ProvisioningLogs'
  'MicrosoftGraphActivityLogs'
  'RiskyUsers'
  'UserRiskEvents'
  'RiskyServicePrincipals'
  'ServicePrincipalRiskEvents'
]

resource entraDiagnostics 'microsoft.aadiam/diagnosticSettings@2017-04-01' = {
  name: settingName
  properties: {
    workspaceId: workspaceId
    logs: [for category in categories: {
      category: category
      enabled: true
    }]
  }
}
The resource schema still includes a retentionPolicy block on each log entry,14 and the source template this chapter replaces set it. It is left out on purpose.
[bookmark: _Toc00001240]The retention block on a diagnostic setting does nothing
Diagnostic-settings storage retention is deprecated, and Microsoft disabled all of its retention functionality on September 30, 2025; any value left on a setting no longer has any effect. Storage retention is now set with an Azure Storage lifecycle management policy on the storage account, and Log Analytics retention is set per table in the workspace.15 Setting days: 3650 here and recording it as the agency’s retention control is a finding waiting to happen.
[bookmark: _Toc00001241]Path C: az rest
az monitor diagnostic-settings create creates a setting on a resource identified by its resource ID,16 and the Entra setting is not a resource inside a subscription. The direct route is az rest against the tenant-scope Resource Manager path:
#!/usr/bin/env bash
# Create or update the Entra tenant diagnostic setting.
# Requires: Security Administrator on the tenant.
set -euo pipefail

ARM="https://management.azure.com"   # Azure Government: https://management.usgovcloudapi.net
SETTING_NAME="fmp-siem-emission-core"
WORKSPACE_ID="/subscriptions/${SUBSCRIPTION_ID}/resourceGroups/${RG}/providers/Microsoft.OperationalInsights/workspaces/${WORKSPACE}"

CATEGORIES=(
  AuditLogs SignInLogs NonInteractiveUserSignInLogs
  ServicePrincipalSignInLogs ManagedIdentitySignInLogs
  ProvisioningLogs MicrosoftGraphActivityLogs
  RiskyUsers UserRiskEvents
  RiskyServicePrincipals ServicePrincipalRiskEvents
)

LOGS_JSON=$(printf '%s\n' "${CATEGORIES[@]}" \
  | jq -R . | jq -s 'map({category: ., enabled: true})')

az rest --method PUT \
  --uri "${ARM}/providers/microsoft.aadiam/diagnosticSettings/${SETTING_NAME}?api-version=2017-04-01" \
  --headers "Content-Type=application/json" \
  --body "$(jq -n --arg ws "$WORKSPACE_ID" --argjson logs "$LOGS_JSON" \
      '{properties: {workspaceId: $ws, logs: $logs}}')"
Read the state back. This is also the way to see which categories a given tenant offers, because Microsoft’s reference says to perform a GET on diagnostic settings to obtain the category list for a resource.14
az rest --method GET \
  --uri "${ARM}/providers/microsoft.aadiam/diagnosticSettings?api-version=2017-04-01" \
  --query "value[].{name:name, workspace:properties.workspaceId, categories:properties.logs[?enabled].category}" \
  -o jsonc
The program commits the output of that GET with each change, so the evidence package carries the deployed setting itself, not just the template that was meant to produce it.
[bookmark: _Toc00001242]Retention: what the logging baseline asks for
OMB M-26-14 rescinded M-21-31 and set a minimum baseline: retained logs must be searchable for at least six months after creation and retrievable for a year. The memo defines the two words. Searchable data “can be immediately used for cyber defense,” with no preparation step; retrievable data can be used after one or more intermediate steps, such as replaying it from long-term storage.17 The baseline also lists the activities logs must support, including “determining the identity used for performing operations” and “identifying actions that affect changes to privilege levels.”17 Entra audit and sign-in logs are the primary evidence for both.
A Log Analytics workspace maps onto those definitions cleanly. Tables on the Analytics plan keep data in analytics retention, where it can be queried immediately, for up to two years; total retention, which adds low-cost long-term retention, can run to 12 years, and data in the long-term portion is reached through a search job.18 The default for most tables is 30 days.18 The program’s design for every identity table above:
	Setting
	Value
	Why

	Analytics retention
	At least 183 days (six months)
	Immediately queryable: M-26-14’s searchable

	Total retention
	At least 366 days (one year), longer where a records schedule requires it
	Long-term retention reached by search job: retrievable

	Table plan
	Analytics for tables that detections query; Basic considered only for high-volume tables (Graph activity) that are hunted rather than alerted on
	Cost managed by plan, not by leaving categories off


Retention is set per table, by portal, az monitor log-analytics workspace table update with --retention-time and --total-retention-time, or Update-AzOperationalInsightsTable.18 Shortening a table’s total retention takes effect only after a 30-day wait, which protects against mistakes; lengthening it applies to data already in the table.18 The Entra admin center’s own 30-day window is no substitute: it is a viewing convenience, not evidence storage.
[bookmark: _Toc00001243]Sovereign clouds
The endpoint you deploy to depends on which Entra cloud the tenant lives in, and that follows the Microsoft 365 environment. Office 365 GCC is paired with Microsoft Entra ID in commercial Azure; GCC High and DoD are paired with Entra ID in Azure Government.19
	Microsoft 365 environment
	Resource Manager (diagnostic setting)
	Microsoft Graph
	Sign-in authority

	GCC
	management.azure.com
	https://graph.microsoft.com
	login.microsoftonline.com

	GCC High
	management.usgovcloudapi.net
	https://graph.microsoft.us
	login.microsoftonline.us

	DoD
	management.usgovcloudapi.net
	https://dod-graph.microsoft.us
	login.microsoftonline.us


Graph endpoints and the GCC rule (keep using the worldwide endpoints) are from Microsoft’s national cloud deployment page;20 Resource Manager endpoints from the Azure Government comparison.21 Microsoft Graph activity logs and the Graph audit log APIs are available in the US Government L4 and L5 (DoD) deployments.522 Microsoft Sentinel’s Entra ID connector is generally available in both commercial Azure and Azure Government.23 Feature availability still differs by cloud in places, and Book 10 is the place to check each capability against the agency’s boundary.
[bookmark: _Toc00001244]Microsoft Graph: targeted evidence, not the feed
Graph’s auditLogs APIs answer the question show me this specific thing: who granted this role, which sign-ins this app made last Tuesday. They are the wrong tool for continuous collection, and Microsoft says so: the API “isn’t designed for pulling large amounts of activity data,” and doing so “might lead to issues with pagination and performance.”24 Graph also returns only what Entra still holds, which is the 30-day default window with P1 or P2.221 The diagnostic setting is the feed; Graph is the magnifying glass.
	Endpoint
	Returns

	GET /v1.0/auditLogs/directoryAudits
	Directory audit history: user, group, app and device management, PIM, access reviews, password resets and more25

	GET /v1.0/auditLogs/signIns
	Interactive sign-ins and successful federated sign-ins; up to 1,000 per page, newest first22

	GET /beta/auditLogs/signIns with signInEventTypes
	Non-interactive, service-principal and managed-identity sign-ins (beta; not for production use)24

	GET /v1.0/auditLogs/provisioning
	Provisioning service activity24


The v1.0 signIns endpoint does not return the three non-human sign-in streams; Microsoft’s examples reach them only through the beta endpoint with a signInEventTypes filter.2224 That is one more reason the evidence of record is the workspace, where all four streams are first-class tables.
Permissions
AuditLog.Read.All is the least-privileged permission, delegated or application, for listing both directory audits and sign-ins; getting a single directory audit item needs AuditLog.Read.All and Directory.Read.All.25 For delegated access the signed-in user also needs a supporting role: Reports Reader, Security Reader or Security Administrator for directory audits, with Global Reader and Security Operator also supported for sign-ins.2522
[bookmark: _Toc00001245]Conditional Access results are separately gated, and silently omitted
The appliedConditionalAccessPolicies property is left out of a signIns response unless the caller can read Conditional Access data: for an app, Policy.Read.All, Policy.Read.ConditionalAccess or Policy.ReadWrite.ConditionalAccess; for a user, a role such as Global Reader, Security Reader, Security Administrator or Conditional Access Administrator.22 Nothing in the response says the property was dropped. An evidence pull built without one of those permissions produces sign-in records that look complete and contain no Conditional Access evaluation, which is exactly what account management and least-privilege assessment (AC-2 and AC-6) turn on.8 Grant the narrowest of the three, Policy.Read.ConditionalAccess, to every evidence-collection app that reads sign-ins.
Examples
Always bound the time range; Microsoft advises a createdDateTime filter so the request doesn’t time out.22 Conditional Access failures in one week:
GET https://graph.microsoft.com/v1.0/auditLogs/signIns?$filter=conditionalAccessStatus eq 'failure' and createdDateTime ge 2026-10-01T00:00:00Z and createdDateTime lt 2026-10-08T00:00:00Z&$top=999
Authorization: Bearer {token}
Role-management changes since a date, with the Microsoft Graph PowerShell SDK (Get-MgAuditLogDirectoryAudit and Get-MgAuditLogSignIn are the audit and sign-in cmdlets24):
Connect-MgGraph -Scopes 'AuditLog.Read.All', 'Policy.Read.ConditionalAccess'

Get-MgAuditLogDirectoryAudit -All `
  -Filter "category eq 'RoleManagement' and activityDateTime ge 2026-10-01T00:00:00Z"
In GCC High, the app registration must be created in the Azure Government Entra admin center, and a scope that names the Graph domain must use the national-cloud domain; for app-only access the correct value is https://graph.microsoft.us/.default.26 In PowerShell that is Connect-MgGraph -Environment USGov, as in Microsoft’s example.26 For DoD, use the dod-graph.microsoft.us domain from the table above.20
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A setting that saved without error is not proof that logs are arriving. The program runs the query below against the destination workspace 24 and 72 hours after any change, and daily thereafter. It compares an explicit list of expected tables with what actually arrived, so a table that never received data shows up as a row marked MISSING instead of silently disappearing from the results. It uses union isfuzzy=true, which lets the query run when some of the named tables don’t exist yet; without it, a single missing table makes the whole query fail.27
// Entra diagnostic-setting completeness.
// Pass: every expected table returns Status == "OK".
let expected = datatable(TableName: string) [
    "SigninLogs", "AADNonInteractiveUserSignInLogs",
    "AADServicePrincipalSignInLogs", "AADManagedIdentitySignInLogs",
    "AuditLogs", "AADProvisioningLogs", "MicrosoftGraphActivityLogs",
    "AADRiskyUsers", "AADUserRiskEvents",
    "AADRiskyServicePrincipals", "AADServicePrincipalRiskEvents"
];
let observed = union isfuzzy=true withsource=TableName
    SigninLogs, AADNonInteractiveUserSignInLogs,
    AADServicePrincipalSignInLogs, AADManagedIdentitySignInLogs,
    AuditLogs, AADProvisioningLogs, MicrosoftGraphActivityLogs,
    AADRiskyUsers, AADUserRiskEvents,
    AADRiskyServicePrincipals, AADServicePrincipalRiskEvents
    | where TimeGenerated > ago(7d)
    | summarize RecordCount = count(), LastRecord = max(TimeGenerated) by TableName;
expected
| join kind=leftouter observed on TableName
| project TableName, RecordCount, LastRecord,
    Status = case(isnull(LastRecord), "MISSING",
                  LastRecord < ago(24h), "STALE",
                  "OK")
| order by Status asc, TableName asc
MISSING means the category was never enabled, was enabled against a different workspace, or (for the risk tables) has had nothing to report; check the GET output from Path C before concluding anything. STALE is the more dangerous result: emission worked and then stopped, and any query over a wide time range will keep returning the old data and hide the gap. Some tenants legitimately produce no provisioning or risk events in a quiet week, so the program records an expected-quiet exception for those tables rather than lowering the bar for the sign-in tables. The query checks all eleven categories the setting deploys. The two workload-identity tables, AADRiskyServicePrincipals and AADServicePrincipalRiskEvents, receive records only when ID Protection flags a service principal or detects risk against one, and managed identities aren’t in scope for those detections, so a tenant with no risky workload identities shows them as MISSING and they carry the same expected-quiet exception.7 28 Tenants without Workload Identities Premium still receive the detections, with limited reporting detail.28
Where the workspace is Microsoft Sentinel, its Microsoft Entra ID data connector writes these same categories to these same tables, and needs read and write permission on the Entra diagnostic settings to show its status.6 The program still treats the tenant diagnostic setting, deployed from code, as the control of record, and checks for duplicate settings sending the same categories to the same workspace. How the tables become detections is Chapter 05, and the control-level detail is in the compliance volume Vol III Book 06, SIEM, XDR, and Detection Engineering.
[bookmark: _Toc00001247]Signals beyond the diagnostic setting
The diagnostic setting carries the identity record. Four other sources belong next to it during the migration, because they report on the identity plane’s health and on the on-premises pieces that still hold Tier 0 authority. None replaces the workspace tables above; each is either a pointer into them or a log the tenant setting can’t reach.
Microsoft Entra Health and Entra recommendations
Entra Health watches a set of sign-in scenarios (MFA sign-ins, sign-ins that need a compliant or managed device, SAML sign-ins and Conditional Access block policies among them),29 learns the tenant’s normal pattern and raises an alert when a scenario’s signal changes significantly. Scenario monitoring and alerts are in preview. Viewing the signals needs Entra ID P1 or P2; viewing alerts and receiving notifications needs a non-trial P1 or P2 tenant with at least 100 monthly active users, and a newly onboarded tenant may not have enough data to alert for about 30 days. Reports Reader is the least-privileged role to view signals and alerts, and Helpdesk Administrator to update them.30 An alert names the affected users or applications; the investigation itself runs in the sign-in and audit tables this chapter streams.30 The signals and alerts are also exposed through Microsoft Graph (beta), so the program can pull open alerts into the evidence record:
GET https://graph.microsoft.com/beta/reports/healthMonitoring/alerts?$filter=state eq microsoft.graph.healthmonitoring.alertState'active'&$select=id,alertType
Authorization: Bearer {token}
That request is Microsoft’s own example; it needs HealthMonitoringAlert.Read.All.30 Entra recommendations are a separate, daily comparison of the tenant’s configuration with Microsoft’s best practices. Each recommendation carries an action plan and the affected resources; Reports Reader, Security Reader and Global Reader can read them; and several, most of them in preview, apply directly to the hybrid estate, such as removing non-admin accounts with DCSync permissions, rotating the password of the Entra Connect AD DS Connector account, fixing misconfigured certificate templates and disabling the Print Spooler service on domain controllers.31 The program reads the recommendations list at each monthly evidence review and records what it accepted, fixed or deferred. Availability of Entra Health and of recommendations in Azure Government (GCC High and DoD) is not yet specified on Microsoft Learn; check it against the agency’s boundary (Book 10).
Global Secure Access logs and alerts
Where the agency licenses Internet Access or Private Access, Global Secure Access writes its own categories through the same Entra diagnostic setting: traffic (NetworkAccessTrafficLogs), connection events (NetworkAccessConnectionEvents), remote-network health (RemoteNetworkHealthLogs), generative AI insights (NetworkAccessGenerativeAIInsights, preview) and its own alerts (NetworkAccessAlerts). Each lands in a table of the same name, except traffic, which lands in NetworkAccessTraffic. Microsoft’s Global Secure Access solution in the Sentinel content hub adds three workbooks and seven analytics rules over those tables, among them threat-intelligence matches on destinations and a rule for connections outside operational hours.32 The alert types include Token/Device Inconsistency (one access token used on more than one device), Increased External Tenant Activity and Unhealthy Remote Network, and the alert structure follows Sentinel’s security alert schema.33 The program adds these categories to the setting in Path B or C only once Global Secure Access is deployed, and treats them as Conditional, like the Global Secure Access rows already in the table above. Global Secure Access is available in GCC but not yet supported in GCC High or DoD.34
The Entra Connect server
The Connect server is a Tier 0 system for as long as it synchronizes, and changes to its own configuration don’t appear in the tenant’s audit log. From version 2.4.129.0, Connect Sync records administrator actions taken in the wizard, in PowerShell or in the Synchronization Rules Editor (sync rule changes, domain and OU filtering, the sign-in method, password hash sync, AD DS Connector credential changes, ADSync permissions) in the server’s Application log under the source Entra Connect Admin Actions, event IDs 2603 to 2626. It’s on by default, and Microsoft recommends raising the Application log from its 20 MB default to at least 250 to 500 MB so the events aren’t overwritten.35 The program forwards that log from the Connect servers to the workspace and leaves the registry value that disables it (AuditEventLogging under HKLM\SOFTWARE\Microsoft\Azure AD Connect) at its default. To check each Connect server:
# Run on the Entra Connect server. Read-only.
Get-ItemProperty -Path 'HKLM:\SOFTWARE\Microsoft\Azure AD Connect' -Name AuditEventLogging -ErrorAction SilentlyContinue
Get-WinEvent -FilterHashtable @{ LogName = 'Application'; ProviderName = 'Entra Connect Admin Actions' } -MaxEvents 20
A value of 0 turns the auditing off and 1 turns it back on; with no value set, the default (on) applies.35 One older component is worth an inventory check on the same servers: the Microsoft Entra Connect Administration Agent, which lets a Microsoft support engineer see a user’s data from AD, the connector spaces and the metaverse during a support case. It is deprecated and can’t be used with Connect 2.1.12.0 or later; where an older server still has it, its UserDataEnabled setting controls that access.36 Upgrading the server removes the question.
Domain controllers while they remain Tier 0
Until the last domain controller retires, a compromise of one means the forest can’t be trusted again without recovery from a known good backup, so Microsoft’s guidance is to secure domain controllers separately from, and more strictly than, the rest of the infrastructure. During the hybrid period it recommends Microsoft Defender for Identity sensors on domain controllers and AD FS servers, no web browsing from domain controllers, and outbound internet access from them blocked at the perimeter.37 Defender for Identity is how Sentinel and Defender see on-premises Kerberos and NTLM behavior (Chapter 05); the Windows Security log on each domain controller is the other half.
Microsoft recommends configuring the advanced audit subcategories rather than the nine legacy categories, enabling the security option that forces subcategory settings to override category settings, and checking the effective policy with auditpol, because Group Policy doesn’t always report it accurately.38 Run this on each domain controller and keep the output with the evidence:
# Run elevated on each domain controller. Read-only. Create C:\Evidence first.
auditpol /get /category:* | Out-File "C:\Evidence\$env:COMPUTERNAME-auditpol-$(Get-Date -Format yyyyMMdd).txt"
Microsoft’s list of events to monitor rates a handful of events High, meaning a single occurrence should be investigated: 4618, 4649, 4719 (system audit policy changed), 4765 and 4766 (SID History added to an account, or the attempt failed), 4794 (an attempt to set the Directory Services Restore Mode), 4897, 4964 (special groups assigned to a new logon) and 5124. Event 1102 (audit log cleared) is rated Medium to High.39 The program’s detection rules for domain controllers start from that list and from Microsoft’s single-occurrence examples, such as a Domain Admins member signing in to a workstation, which event 4964 surfaces.40 Book 04 sets the tier rules those events test (Chapter 04).
[bookmark: _Toc00001248]Control states, rollout and evidence
This section applies Book 00, Appendix D’s conventions to the procedure above, Paths A to C and the verification query. It reuses what the chapter already says and adds only what was missing.
Authority: Mandated for the retention floor: OMB M-26-14’s six months searchable and one year retrievable (Retention). Microsoft-recommended for routing Graph activity logs to the same workspace as the sign-in logs and for keeping MicrosoftServicePrincipalSignInLogs off (Learn pages cited above, read Oct 21, 2026). Risk-based recommended for the Core, High value and Conditional tiers and for deploying from code, which are the program’s design. Applies: All tenants for the Core tier. License-dependent: Entra ID P1 or P2 for Graph activity logs; ID Protection licensing for the High value tier. Environment-dependent: endpoints by cloud, in Sovereign clouds; Global Secure Access categories not yet supported in GCC High or DoD.
Control states. 
	State
	This page
	Evidence

	Designed
	The log categories and their tables and Retention: the category list and retention per table
	The category list in the repository, approved by security engineering (Chapter 10)

	Configured
	Path B or Path C
	The GET output from Path C, committed with each change; the table retention export (Chapter 12)

	Enforced
	Not applicable: a diagnostic setting emits records and blocks nothing; its scope is the whole tenant from the first save
	—

	Evidenced
	Verify emission at 24 and 72 hours
	The query result with every expected table OK or carrying a recorded expected-quiet exception

	Operated
	The daily run of the verification query and the scheduled comparison of the deployed setting with the repository
	The query history, the comparison output, and the stale-source incidents Chapter 12 routes to the SOC


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
How-section coverage. The procedure carries each subsection of the template, or says why it doesn’t apply:
	Subsection
	Where, or why not

	Prerequisites
	Before you start; government-cloud endpoints and availability in Sovereign clouds

	Pilot
	Path A in a lab or first tenant, then Path B or C in a test tenant, as the illustrative-code warning requires

	Report-only or audit phase
	Not applicable: emission has no blocking effect to observe first

	Enforcement
	Not applicable for the same reason; the Verify emission runs at 24 and 72 hours take its place

	Rollback
	Redeploy the previous template from the repository (Path B), or PUT the previous category list (Path C). Removing the setting stops emission and is itself a change that needs approval, because it ends the identity record

	Exclusions
	MicrosoftServicePrincipalSignInLogs, left off by design; expected-quiet exceptions for the provisioning and risk tables, each recorded with an owner

	Telemetry
	The workspace tables themselves, the completeness query, and the Entra audit events for changes to diagnostic settings

	Evidence
	The checklist below

	Day-two ownership
	Security engineering owns the setting and the category list; the SOC owns the daily query and the stale-source response (Chapter 10)


Evidence checklist
· Configuration: the template or category list in the repository, and the Path C GET output committed with each change
· Operational: the daily verification-query results and the table retention export, kept for the evidence period
· Test: the 24-hour and 72-hour query runs after each change, with expected tables, observed status, date and tester
· Exception: the expected-quiet register for the provisioning and risk tables, and the record that MicrosoftServicePrincipalSignInLogs is off by design, each with its approver and review date
· Assessor-ready artifact: the evidence package entry for AU-2, AU-3 and AU-12 pointing to the four above (Chapter 02)
[bookmark: _Toc00001249]Assessment mapping
· Microsoft Zero Trust pillar: SecOps (with Identity as the source)
· CISA ZTMM pillar: Identity, and the Visibility and Analytics cross-cutting capability
· Depends on: the workspace and its retention (Chapter 12); the identity detections that read these tables (Appendix B)
· Attack chain interrupted: Defense Evasion: an attacker’s sign-ins, consent grants and role changes stay on record past Entra’s 30-day window, so Credential Access, Persistence and Privilege Escalation can be investigated after the fact
[bookmark: _Toc00001250]Privacy: identity telemetry is PII
Every record this chapter collects is about a person. A sign-in event identifies the user by name, username and user ID, and records the application and resource, the IP address and an approximate location, and the browser, operating system and compliance state of the device.41 Under A-130’s definition that is personally identifiable information, and a workspace holding a year of it is a profile of each worker’s day.42 M-26-14 sets what to log and for how long; it doesn’t address privacy, and the Privacy Act and A-130 apply to the logs as to any other PII. Where the agency retrieves log records by a person’s name or identifier, they are records in a system of records, and the privacy office decides which notice covers them.43
Three controls in the privacy baseline, which applies at every impact level, shape the design: AU-3(3) limits the PII in audit records to the elements the agency names, PT-3 confines processing to its documented purposes, and SI-12 governs retention and disposal.44 The program’s position is that identity logs are collected for security monitoring and incident response, and that using them to measure an individual’s productivity or attendance is a new purpose that needs the privacy office’s approval first. Pipelines the program writes log the enterprise person key and a hash, not names or payloads (Book 03, Appendix B); Microsoft’s logs arrive as Microsoft defines them, so access to the workspace is the control that matters there. Book 03, Chapter 14 covers the wider obligations.
Privacy obligations for identity telemetry
	Obligation
	What the engineer does
	Who signs off

	Purpose limitation (PT-3)
	Documents security monitoring and incident response as the purposes; routes any other proposed use of identity logs to the privacy office
	Privacy office; CISO

	Limit PII in audit records (AU-3(3))
	Keeps program-written log lines to the person key, the event and a hash; adds nothing to exports beyond what detection needs
	ISSO; privacy office

	Access to the logs
	Restricts workspace and table access to the SOC and named investigators, and reviews that access with the other privileged roles
	ISSO

	SORN and PIA coverage
	Asks the privacy office which notice covers the workspace and the SIEM; updates the PIA when a new log category or a new consumer is added
	Privacy office

	Retention and disposal (SI-12)
	Sets retention to the logging baseline and the records schedule, and no longer
	Records officer; ISSO


[bookmark: _Toc00001251]What this chapter doesn’t cover
Entra diagnostic settings emit identity events. They don’t emit Azure control-plane or resource activity, and they don’t emit the Microsoft 365 unified audit log; both are Chapter 04. Conditional Access and PIM policy design, which produce many of the events logged here, is Book 04. Telemetry that the authorization boundary itself blocks, and its compensating controls, is a boundary question for Book 10.
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[bookmark: _Toc00001253]Chapter 04 — Azure Platform and Microsoft 365 Audit Telemetry
An agency that exports only the activity log can prove a key vault was created and can’t prove who read its secrets; one that never checks its unified audit log may have no Microsoft 365 history at all.
[bookmark: _Toc00001254]In this chapter
The two Azure emission paths, the activity log (control plane) and resource logs (data plane), and how to export each by CLI and Bicep. Why the program sends resource logs to resource-specific tables, and how Azure Policy’s DeployIfNotExists enforces emission on new resources, with the limits that leave gaps if nobody runs a remediation task. Then the third emission path, the Microsoft 365 unified audit log: confirming it is on, registering for the Office 365 Management Activity API, the subscription and content rules that break first-time collectors, the GCC endpoints, and the license tiers that decide how long the evidence survives.
Chapter 03 covered identity. Neither of the two pipelines in this chapter is touched by the Entra diagnostic setting: Azure resource activity has its own diagnostic settings, and Microsoft 365 workload activity (Exchange, SharePoint, OneDrive, Teams, Power Platform, Purview) lives in the unified audit log, read through its own API. An agency can have perfect identity telemetry and still be blind to what happened inside its subscriptions and its mailboxes.
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Three emission paths, three mechanisms: subscription diagnostic settings for the activity log, per-resource settings enforced by Azure Policy for resource logs, and the Management Activity API for the unified audit log.
[bookmark: _Toc00001255]Part 1: the Azure activity log
The activity log records control-plane operations: creating a virtual machine, changing a key vault access policy, a failed deployment. Azure collects it by default, keeps it for 90 days and then deletes it, and doesn’t charge for it during that time.1 It “doesn’t typically capture read operations.”1 Exporting it to a Log Analytics workspace incurs no ingestion charge, only retention beyond 90 days, and the data lands in the AzureActivity table.1 One more reason to export it: the activity log is the only place Azure records who created a resource, and that record expires with the 90-day window.1
Categories
	Category
	Contains

	Administrative
	Every create, update, delete and action operation through Resource Manager, including all Azure RBAC changes in the subscription

	Security
	Alerts generated by Microsoft Defender for Cloud

	Policy
	Every effect action Azure Policy performs, such as audit and deny

	ServiceHealth
	Azure service health incidents affecting the subscription’s resources

	ResourceHealth
	Resource health changes: Available, Unavailable, Degraded, Unknown

	Alert
	Azure alert activations

	Autoscale
	Autoscale engine operations

	Recommendation
	Azure Advisor recommendations


Definitions are from the activity log schema.2 Administrative, Security and Policy are the core of the evidence: Administrative is where Azure RBAC changes are recorded,2 which makes it the account-management and least-privilege evidence (AC-2, AC-6) for the Azure estate.3 The program enables all eight. The volume is small next to resource logs and there is no ingestion charge, and the two health categories are what lets an incident team rule out a platform outage before blaming an attacker.
Export by CLI
The activity log needs the subscription form of the command. Microsoft’s guidance is to use az monitor diagnostic-settings subscription create or update; the plain az monitor diagnostic-settings create is resource-scoped.4
[bookmark: _Toc00001256]Illustrative code
The commands, templates and queries in this chapter are illustrative. They haven’t been tested against a production subscription or tenant. Check each command, parameter, table and endpoint against the Microsoft Learn pages cited, run it first in a test environment, and put it through the program’s change control before production.
az monitor diagnostic-settings subscription create \
  --name "fmp-activity-log-export" \
  --location "<region>" \
  --workspace "/subscriptions/${SUBSCRIPTION_ID}/resourceGroups/${RG}/providers/Microsoft.OperationalInsights/workspaces/${WORKSPACE}" \
  --logs '[
    {"category": "Administrative", "enabled": true},
    {"category": "Security",       "enabled": true},
    {"category": "Policy",         "enabled": true},
    {"category": "ServiceHealth",  "enabled": true},
    {"category": "ResourceHealth", "enabled": true},
    {"category": "Alert",          "enabled": true},
    {"category": "Autoscale",      "enabled": true},
    {"category": "Recommendation", "enabled": true}
  ]'
The command’s parameters (--name, --location, --workspace, --logs) and the eight category names match Microsoft’s CLI reference and its example.5
[bookmark: _Toc00001257]New-AzDiagnosticSetting can’t export the activity log
Microsoft’s PowerShell guidance for diagnostic settings is explicit: “You can’t use this method for an activity log.” It directs PowerShell users to deploy a Resource Manager template instead.4 Teams that standardize on PowerShell sometimes conclude from a failed New-AzDiagnosticSetting call that the activity log can’t be exported. It can; use the subscription CLI command or the template below.
Export by Bicep at subscription scope
// activity-log-export.bicep
// Deploy with: az deployment sub create --location <region> --template-file activity-log-export.bicep
targetScope = 'subscription'

param workspaceId string
param settingName string = 'fmp-activity-log-export'

var categories = [
  'Administrative'
  'Security'
  'Policy'
  'ServiceHealth'
  'ResourceHealth'
  'Alert'
  'Autoscale'
  'Recommendation'
]

resource activityLogExport 'Microsoft.Insights/diagnosticSettings@2021-05-01-preview' = {
  name: settingName
  properties: {
    workspaceId: workspaceId
    logs: [for category in categories: {
      category: category
      enabled: true
    }]
  }
}
Management groups don’t replace subscription settings
The source pages for this chapter suggested setting the activity log export once at the top management group instead of on every subscription. Microsoft’s guidance doesn’t support that. A management-group diagnostic setting exports activity log events for that management group and all management groups beneath it, but it “doesn’t capture every subscription-level activity log event.” Resource Manager writes a hierarchy property on its events, resource providers outside Resource Manager don’t, and events without it never propagate upward, not even to the root management group.1 Microsoft’s answer is a subscription-level setting on every subscription, with all categories selected, kept even when a management group also exports.1
The program does both: a management-group setting for management-group events (policy assignments, hierarchy changes) and a subscription setting everywhere, enforced by policy (Part 3). That produces some duplicate events, which Microsoft accepts as the price of not missing any, and removes at query time with a hash of all fields:1
AzureActivity
| extend Hash = hash(dynamic_to_json(pack_all()))
| summarize arg_max(TimeGenerated, *) by Hash
An assessor accepts a deduplicated stream. Nobody accepts a gap.
[bookmark: _Toc00001258]Part 2: resource logs
Resource logs record data-plane operations inside a resource, such as getting a secret from a key vault or making a request to a database. They aren’t collected by default, and each resource needs its own diagnostic setting.16 Each resource can carry up to five diagnostic settings, and a single setting can send to at most one destination of each type.4 Microsoft also notes that resource logs “aren’t completely lossless”: the pipeline retries but doesn’t give transactional guarantees,6 which is one reason the program’s verification checks for liveness rather than assuming delivery.
Categories vary by resource type. Discover what a resource supports before writing its setting:
az monitor diagnostic-settings categories list \
  --resource "${RESOURCE_ID}" \
  --query "value[].{name:name, type:categoryType, groups:categoryGroups}" -o table
Then create the setting with a category group. allLogs means every category the resource has, and audit means the logs that record customer interactions with data or the service’s settings; if Microsoft adds a category to a group later, collection picks it up automatically.4 The program uses allLogs as the baseline because it survives new categories:
az monitor diagnostic-settings create \
  --name "fmp-resource-logs" \
  --resource "${RESOURCE_ID}" \
  --workspace "${WORKSPACE_RESOURCE_ID}" \
  --logs '[{"categoryGroup": "allLogs", "enabled": true}]' \
  --metrics '[{"category": "AllMetrics", "enabled": true}]' \
  --export-to-resource-specific true
Two notes from Microsoft’s guidance apply. Not every service offers category groups, and where it doesn’t, the option isn’t there.4 And enabling the audit category for Azure SQL Database doesn’t turn on database auditing; that is configured on the database’s auditing pane.4 A diagnostic setting routes logs; it doesn’t make a service generate them.
Resource-specific tables, not AzureDiagnostics
--export-to-resource-specific true sends logs to a dedicated table per category instead of the shared AzureDiagnostics table. Microsoft lists the advantages (easier queries, discoverable schemas, better ingestion and query performance, and RBAC on a specific table), says all Azure services will eventually use resource-specific mode, and recommends it for any new diagnostic setting where a choice is offered.6 Most resources don’t offer a choice; they write in one mode or the other.6
For compliance work the deciding issue is the column limit. Every Log Analytics table is limited to 500 columns, and AzureDiagnostics, which collects the superset of every resource type’s fields, is the table most likely to hit it.7 Data isn’t lost when that happens, as the source page claimed; it is moved into a dynamic property bag column called AdditionalFields.7 The effect on detection is nearly as bad, though: a rule written against a named column silently stops matching once that field starts arriving inside AdditionalFields, and every query has to typecast what it extracts.7 Resource-specific tables have their own schema and can’t be crowded out. The trade-off is that rules must name the specific table. The program decides once, resource-specific wherever offered, and applies it everywhere, because a fleet that mixes modes is the hardest to write detections for. Switching an existing setting to resource-specific mode leaves earlier data in AzureDiagnostics until retention removes it, so queries need a union across both tables for the transition period.6
[bookmark: _Toc00001259]The self-reference loop and the rename trap
A storage account or Event Hubs namespace can’t be selected as the destination for its own resource logs in the portal, because writing logs about writing logs would loop forever. Microsoft notes that this block exists only in the portal: PowerShell, the CLI, the REST API and Resource Manager templates will create the loop if told to.4 Any script that applies a setting to every resource in a subscription must exclude the logging storage accounts and event hubs explicitly.
Microsoft also warns to delete a resource’s diagnostic settings when the resource is deleted, renamed or moved; otherwise a resource re-created with the same identity can inherit the old setting.4 Decommissioning runbooks include that step.
[bookmark: _Toc00001260]Part 3: enforce emission with Azure Policy
Everything above configures what exists today. A resource created tomorrow is born silent unless policy makes emission a property of the platform rather than a checklist item. Azure Policy’s built-in definitions cover both Azure paths:
	Built-in
	Effect
	Scope

	Configure Azure Activity logs to stream to specified Log Analytics workspace
	DeployIfNotExists
	Subscription activity log8

	Enable allLogs category group resource logging for supported resources to Log Analytics (initiative, 140 policies)
	DeployIfNotExists per resource type
	Resource logs9

	Enable audit category group resource logging for supported resources to Log Analytics (initiative, 69 policies)
	DeployIfNotExists per resource type
	Resource logs, audit group only9

	Enable logging by category group for <resource type> to Log Analytics
	DeployIfNotExists, AuditIfNotExists or Disabled
	One resource type10


The program assigns the activity log policy and the allLogs initiative at the top management group, with an AuditIfNotExists assignment where an assessment-only view is wanted first. The initiatives cover “supported resources,” a list of resource types, not every resource type in Azure, so a resource type outside the list needs its own definition or a documented exception.
[bookmark: _Toc00001261]Where DeployIfNotExists stops
A DeployIfNotExists policy acts when a resource provider handles a create or update request and returns success; it then waits a configurable delay (10 minutes by default) and deploys its template if the related resource, here the diagnostic setting, doesn’t exist or doesn’t meet the existence condition.11 During a regular compliance evaluation it only marks matching resources non-compliant and takes no action; existing resources are fixed only by a remediation task.11 The common failure: the initiative is assigned, new resources comply, the dashboard trends green, and every resource that predates the assignment goes on emitting nothing.
Remediation tasks have limits of their own. One task remediates one DeployIfNotExists policy at a time, so an initiative of 140 policies needs a task per non-compliant policy. A task remediates 500 resources by default, up to 50,000. A remediation task can be created during assignment only for subscription-level assignments; for management-group assignments it is created after evaluation has determined compliance.12
The assignment’s managed identity does the deployment and needs the roles in the definition’s roleDefinitionIds. Built-in definitions carry those roles already, and the portal grants them automatically; an assignment created by SDK, template or pipeline must grant them by hand, or every remediation deployment fails.12 Changing a definition doesn’t update the identity’s roles.12
The PowerShell and CLI forms are Start-AzPolicyRemediation -Name <name> -PolicyAssignmentId <id> and az policy remediation create --name <name> --policy-assignment <id>, with -ResourceCount and -ParallelDeploymentCount to size the run.12 The program’s sequence is: assign, wait for the first evaluation, run a remediation task per policy, then compare the compliant count with the resource inventory.
That comparison is also the program’s answer to FedRAMP’s KSI-MLA-EVC (configurations, especially infrastructure as code, continuously evaluated and tested) and KSI-MLA-LET (a current list of the event types logged).13 A policy assignment that evaluates continuously against the full inventory is that evaluation; a spreadsheet of resources somebody checked once is not. Servers outside Azure are governed through Azure Arc and machine configuration, covered in Book 05.
Verify Azure emission
Control-plane liveness, by subscription and category:
// Azure control-plane emission health.
AzureActivity
| where TimeGenerated > ago(24h)
| summarize Events = count(), LastEvent = max(TimeGenerated)
    by SubscriptionId, CategoryValue
| extend Stale = LastEvent < ago(6h)
| order by Stale desc, SubscriptionId asc, CategoryValue asc
CategoryValue and SubscriptionId are the documented AzureActivity columns for category and subscription.14 Microsoft notes that string values in this table can vary in case, so comparisons should use case-insensitive operators such as =~.1 A quiet category, such as Autoscale in a subscription with no autoscale settings, is normal; a quiet Administrative category in a working subscription is not.
The query can’t show a subscription that has never sent an event, which is precisely the one to find. Check the settings directly against the subscription list:
# Subscriptions with no activity-log diagnostic setting.
for sub in $(az account list --query "[].id" -o tsv); do
  count=$(az monitor diagnostic-settings subscription list \
            --subscription "$sub" --query "length(value)" -o tsv 2>/dev/null || echo 0)
  [ "${count:-0}" -eq 0 ] && echo "NO ACTIVITY LOG EXPORT: $sub"
done
Resource types still arriving in the shared table are the migration backlog for resource-specific mode:
AzureDiagnostics
| where TimeGenerated > ago(24h)
| summarize Events = count(), LastEvent = max(TimeGenerated) by ResourceType, ResourceProvider
| order by Events desc
None of these queries proves completeness; they prove that something is arriving. Only the policy compliance state, evaluated against the full resource inventory, shows coverage. The program reports the compliance percentage as the policy input to the collection coverage metric in Chapter 12, which divides inventory assets with required logs by inventory assets, and treats the queries as liveness checks on top of it.
[bookmark: _Toc00001262]Part 4: the Microsoft 365 unified audit log
The unified audit log covers Exchange Online, SharePoint, OneDrive, Microsoft Entra ID, Teams, Power BI and other Microsoft 365 services.15 It is the plane most often assumed rather than checked.
Step 1: confirm auditing is on
Microsoft says audit logging is on by default for Microsoft 365 organizations but tells administrators to verify it. It isn’t on by default for Small and Medium Business licenses (Business Basic, Standard and Premium) or for unmanaged tenants on enterprise free trials.16 Check in Exchange Online PowerShell:
Connect-ExchangeOnline
Get-AdminAuditLogConfig | Format-List UnifiedAuditLogIngestionEnabled
True means auditing is on.16
[bookmark: _Toc00001263]Run it in Exchange Online PowerShell, not Security & Compliance PowerShell
Get-AdminAuditLogConfig exists in both modules, but in Security & Compliance PowerShell the UnifiedAuditLogIngestionEnabled property “is always False, even when auditing is turned on.”16 An operator or an automated check that runs it in the wrong session records a finding against a compliant tenant. The program’s check script connects with Connect-ExchangeOnline and records the module in its output.
Step 2: turn it on if needed
In the Microsoft Purview portal, open the Audit solution and select the Start recording user and admin activity banner; or, in Exchange Online PowerShell:
Connect-ExchangeOnline
Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true
The change can take up to 60 minutes to take effect, and events can take several more hours to become searchable. The operator needs the Audit Logs role in Exchange Online, which the Compliance Management and Organization Management role groups hold by default.16
[bookmark: _Toc00001264]Turning auditing off blinds everything downstream
With auditing off, neither the Office 365 Management Activity API nor Microsoft Sentinel can reach audit data, Purview audit searches return nothing, and Search-UnifiedAuditLog returns nothing.16 Changes to the auditing status are themselves recorded, with the time, the administrator and the IP address,16 and the program treats Set-AdminAuditLogConfig as a high-severity detection: disabling tenant auditing is one of the few actions that destroys the record of everything after it. The tenant-side check:
Search-UnifiedAuditLog -Operations Set-AdminAuditLogConfig `
  -StartDate (Get-Date).AddDays(-90) -EndDate (Get-Date) `
  -SessionCommand ReturnLargeSet
Search-UnifiedAuditLog returns 100 records by default, so an investigation that needs more uses -SessionCommand ReturnLargeSet, which pages to 50,000 unsorted results.15 Microsoft recommends the Management Activity API, not this cmdlet, for programmatic download of audit data.15
Step 3: register the collector
The Management Activity API relies on Entra ID and OAuth2; the collector is an app registered in the tenant with the Office 365 Management APIs permission Read activity data for your organization, which grants the ActivityFeed.Read claim every call must carry.1718 Most collectors use the client-credentials flow.18 The API host depends on the Microsoft 365 plan:17
	Plan
	API root
	Entra ID authority

	Enterprise (commercial)
	https://manage.office.com
	login.microsoftonline.com

	GCC
	https://manage-gcc.office.com
	login.microsoftonline.com

	GCC High
	https://manage.office365.us
	login.microsoftonline.us

	DoD
	https://manage.protection.apps.mil
	login.microsoftonline.us


GCC tenants sit in commercial Entra ID and GCC High and DoD tenants in Azure Government’s,19 which is where the authority column comes from.20 The source page listed login.windows.net for GCC; the program uses login.microsoftonline.com, the commercial authority Microsoft documents.
[bookmark: _Toc00001265]GCC differs here even though it matches worldwide elsewhere
In GCC, Microsoft Graph and the Azure portal use the worldwide endpoints.20 The Management Activity API does not: GCC has its own manage-gcc.office.com host.17 A collector that authenticates and calls Graph successfully, and then points at manage.office.com, fails on this API, and because the Graph calls worked, the cloud mismatch is the last thing anyone suspects.
Step 4: subscribe to the content types
The API has no per-event selection. A collector subscribes, per tenant, to content types:17
	Content type
	Contents

	Audit.AzureActiveDirectory
	Entra ID events as recorded in the unified audit log

	Audit.Exchange
	Exchange events

	Audit.SharePoint
	SharePoint (and OneDrive) events

	Audit.General
	All other workloads, including Teams21

	DLP.All
	Data loss prevention events for all workloads


DLP sensitive data in the feed is visible only to callers granted the Read DLP sensitive data permission.17
# $headerParams holds an Authorization header with a token for the API root.
$tenantGuid = '<tenant-guid>'
$publisher  = '<tenant-guid>'                     # in-house collector: the agency's own tenant GUID
$resource   = 'https://manage-gcc.office.com'     # GCC; see the endpoint table

foreach ($contentType in 'Audit.AzureActiveDirectory', 'Audit.Exchange',
                         'Audit.SharePoint', 'Audit.General', 'DLP.All') {
    Invoke-RestMethod -Method Post -Headers $headerParams `
      -Uri "$resource/api/v1.0/$tenantGuid/activity/feed/subscriptions/start?contentType=$contentType&PublisherIdentifier=$publisher"
    Start-Sleep -Seconds 900   # 15-minute wait between start requests
}

# Confirm what is subscribed.
Invoke-RestMethod -Method Get -Headers $headerParams `
  -Uri "$resource/api/v1.0/$tenantGuid/activity/feed/subscriptions/list?PublisherIdentifier=$publisher"
PublisherIdentifier is the tenant GUID of the organization that wrote the collector, not the app ID. For an agency’s own collector that is its own tenant GUID; for a vendor product it is the vendor’s. Requests without it share one global throttling quota with every other caller who omitted it, and Microsoft says it belongs on every production call, including the GET for each content blob.1718
Step 5: list and retrieve content
Invoke-RestMethod -Method Get -Headers $headerParams `
  -Uri "$resource/api/v1.0/$tenantGuid/activity/feed/subscriptions/content?contentType=Audit.AzureActiveDirectory&startTime=2026-10-20T00:00&endTime=2026-10-21T00:00&PublisherIdentifier=$publisher"
The rules, all from Microsoft’s API reference and FAQ:1718
· startTime and endTime must both be given or both omitted, no more than 24 hours apart, with the start no more than seven days in the past. Results for a longer span “could be partial results and should not be taken into account.”
· The times select content by when it became available (contentCreated), not by when the events happened. There is no way to ask the API for events that occurred in a given period.
· Results are paged. Keep following the NextPageUri response header until a response arrives without one.
· Content can be fetched for seven days after it becomes available. A collector outage longer than that is a permanent gap.
· Stopping a subscription loses whatever became available while it was stopped; restarting doesn’t recover it.
· Webhooks are optional and Microsoft is de-emphasizing them; polling the /content operation is the simpler design, and Microsoft reports that webhook notifications have lately been slower than polling.
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The collector loop: start each subscription once, then list, fetch and deduplicate on every run, re-listing a trailing window because content arrives out of order.
[bookmark: _Toc00001266]Two timing rules that break first-time collectors
After a subscription-start request, wait 15 minutes before making another; stopping a subscription isn’t throttled. And after a subscription is created, “it can take up to 12 hours for the first content blobs to become available.”17 A team that starts all five subscriptions in a tight loop and declares failure an hour later has hit both rules at once.
Once flowing, there is still no latency guarantee. Microsoft says most notifications go out within an hour, core services (Exchange, SharePoint, OneDrive, Teams) typically appear in 60 to 90 minutes, and it prioritizes completeness over latency without committing to a delivery time.18
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Content blobs are aggregated across many servers and datacenters, so events “will not necessarily appear in the order in which they occurred,” and a blob can contain events older than those in an earlier blob.17 Separately, the audit service may write the same event twice when it retries after an error, and the API, unlike the Purview export, doesn’t remove the duplicates; Microsoft makes that the SIEM’s job.18
A collector that uses “last blob retrieved” or “latest event time” as its high-water mark will drop events. The program’s collector tracks each contentId it has fetched, deduplicates records on the audit record Id,22 and re-lists a trailing window of content on every run.
Retention: the tier that decides the evidence
Turning on the unified audit log doesn’t by itself meet M-26-14’s baseline of six months searchable and a year retrievable.23 How long Microsoft keeps each record depends on the license of the user who performed the activity and on audit retention policies:
	Tier
	Retention

	Audit (Standard)
	180 days for records generated on or after October 17, 2023 (90 days for older records)24

	Audit (Premium), default policy
	One year for records whose workload is Microsoft Entra ID, Exchange, OneDrive or SharePoint; the policy can’t be modified24

	Audit (Premium), other workloads
	180 days unless a custom audit retention policy sets longer24

	Audit (Premium) plus the 10-Year Audit Log Retention add-on
	Up to 10 years, per licensed user, under a policy that selects it2425

	Non-user entities (service principals, system events, application activity)
	A fixed one year, not configurable; custom policies don’t apply25


Audit (Premium) comes with Microsoft 365 or Office 365 E5 and G5, the Microsoft Purview Suite, and the E5/G5 eDiscovery and Audit add-ons.26 In GCC and GCC High, Microsoft lists Audit (Standard), Audit (Premium), one-year log retention, the 10-year retention option and increased Management Activity API bandwidth as available.2728
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The one-year default applies only to activity by users with an E5-level license (Office 365 or Microsoft 365 E5, Microsoft Purview Suite, or the E5 eDiscovery and Audit add-on): “If you have non-E5 users or guest users in your organization, their corresponding audit records are retained for 180 days.”24 Federal tenants are rarely uniformly licensed, so most have a split retention horizon that no dashboard shows: licensed users at a year, everyone else, including every guest, at 180 days.
Three more rules from the same page. Custom policies take priority over the default, so a custom policy with a shorter duration for a workload shortens retention for licensed users too. Retaining a record longer than 180 days requires the acting user to hold the license; without it, the highest-priority policy that does apply wins. And changes aren’t retroactive: a policy created today doesn’t extend records already committed.24
The program’s position is that the Purview retention tier is not the evidence store. The Management Activity API collector writes every record to the agency’s own workspace, where table retention is set to the M-26-14 baseline as in Chapter 03, and the licensing map is recorded in the system security plan as a known split rather than discovered during an incident. The workspace’s table retention is also where the program answers AU-4, Audit Log Storage Capacity, which asks for audit log storage capacity allocated to accommodate the retention requirements;3 Chapter 12 sets out the tiers.
Microsoft Sentinel ingestion
For Microsoft Sentinel, the Microsoft 365 (formerly Office 365) connector ingests Exchange, SharePoint and Teams activity into the OfficeActivity table, with no custom client.29 Those three data types are free to ingest.30 The connector is generally available for GCC (on commercial Azure) and for GCC High and DoD (on Azure Government).19 It doesn’t cover every workload in the unified audit log, so the program runs both: the connector for SOC detections on the three core workloads, and a Management Activity API collector for the full feed, including Audit.General and DLP.All, with the provenance the evidence contract in Chapter 02 requires.
Verify Microsoft 365 emission
In the workspace:
// Unified audit emission health by workload.
OfficeActivity
| where TimeGenerated > ago(24h)
| summarize Events = count(), LastEvent = max(TimeGenerated) by OfficeWorkload, RecordType
| extend Stale = LastEvent < ago(6h)
| order by Stale desc, Events desc
OfficeWorkload and RecordType are documented OfficeActivity columns.29 In the tenant, independent of any SIEM:
# Does the unified audit log itself hold recent records for each record type?
Connect-ExchangeOnline
foreach ($rt in 'AzureActiveDirectory', 'ExchangeAdmin', 'ExchangeItem',
                'SharePointFileOperation', 'MicrosoftTeams') {
    $n = @(Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-1) -EndDate (Get-Date) `
             -RecordType $rt -ResultSize 1).Count
    '{0,-24} {1}' -f $rt, $(if ($n -gt 0) { 'OK' } else { 'NO RECORDS' })
}
The record types are values of AuditLogRecordType.22 The source script used Exchange and SharePoint; Exchange isn’t a record type (Exchange activity is ExchangeAdmin, ExchangeItem or ExchangeItemGroup), and file activity is SharePointFileOperation. Run both checks. The workspace query shows the SIEM is receiving; the tenant check shows the tenant is recording. Only the second one can tell “nothing happened” from “nothing is being captured.”
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The chapter has two procedures: Azure emission (Parts 1 to 3) and Microsoft 365 audit collection (Part 4). This section applies Book 00, Appendix D’s conventions to both, reusing what the parts already say.
Authority: Mandated for the retention floor (OMB M-26-14, Retention: the tier that decides the evidence). Microsoft-recommended for verifying that unified auditing is on and for using the Management Activity API rather than Search-UnifiedAuditLog for programmatic collection (Learn pages cited above, read Oct 21, 2026), and for staging policy assignments with DoNotEnforce before enforcing them.31 Risk-based recommended for enabling all eight activity log categories, the allLogs initiative at the top management group, and running both the Sentinel connector and the API collector, which are the program’s design. Applies: All Azure subscriptions and Microsoft 365 tenants. License-dependent: audit retention beyond 180 days follows each user’s license (the warning above). Environment-dependent: the Management Activity API host by plan (Step 3); the Microsoft 365 connector is GA in GCC, GCC High and DoD.
Control states. 
	State
	This page
	Evidence

	Designed
	The category choices in Parts 1 and 2, the policy assignments in Part 3, and the content-type list in Step 4
	The program’s logging design in the repository and the Agency Logging Plan

	Configured
	Subscription diagnostic settings; the policy assignments in audit mode; UnifiedAuditLogIngestionEnabled True; the collector’s subscriptions
	The policy assignment export; the Get-AdminAuditLogConfig output recorded with its module; the subscription list from Step 4

	Enforced
	Part 3: the allLogs initiative and the activity log policy assigned with enforcement on, and a remediation task run per policy
	The assignment’s enforcementMode Default; remediation task results; the policy exemptions list

	Evidenced
	Verify Azure emission and Verify Microsoft 365 emission
	The query and script outputs, with the subscription check showing no NO ACTIVITY LOG EXPORT line

	Operated
	Policy compliance against the inventory as the coverage input to Chapter 12; the high-severity detection on Set-AdminAuditLogConfig
	Compliance history; the detection’s alert history; the collector’s run log


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
How-section coverage
	Subsection
	Azure emission (Parts 1 to 3)
	Microsoft 365 audit (Part 4)

	Prerequisites
	The roles in each part; the remediation identity’s roles (Where DeployIfNotExists stops)
	The Audit Logs role; the collector’s app registration and ActivityFeed.Read; the plan’s API host

	Pilot
	One non-production subscription, then one management group below the root
	A test tenant, or the production tenant read-only before the collector writes anywhere

	Report-only or audit phase
	AuditIfNotExists, or DeployIfNotExists with enforcementMode DoNotEnforce, until the first evaluation is read31
	Not applicable: reading the audit log changes nothing

	Enforcement
	enforcementMode Default, ring by ring (below), then a remediation task per policy
	Step 2 turns auditing on where it was off; nothing else enforces

	Rollback
	Set the assignment back to DoNotEnforce; diagnostic settings already deployed stay and are removed only by change
	Stop the collector; never turn tenant auditing off (it blinds everything downstream)

	Exclusions
	The logging storage accounts and event hubs (the self-reference loop); resource types outside the initiative, each with a documented exception
	None for auditing; split retention by license is recorded in the system security plan

	Telemetry
	The Policy activity log category; compliance state; the queries above
	OfficeActivity; the collector’s contentId log; the audit record of any Set-AdminAuditLogConfig

	Evidence
	The checklist below
	The checklist below

	Day-two ownership
	Platform engineering owns the assignments; security engineering owns the category list (Chapter 10)
	Security engineering owns the collector; the SOC owns the auditing-disabled detection


Change safety (Part 3, the only step here that enforces)
	Ring
	Scope
	Exit criteria

	0
	A sandbox subscription
	Assignment deploys; first evaluation completes; one remediation task succeeds

	1
	One non-production management group
	Compliant count matches the inventory; no failed remediation deployments

	2
	Production management groups except Tier 0 platform subscriptions
	No deployment failures attributed to the policy for one week

	3
	The top management group
	Compliance against the full inventory reported in Chapter 12


· Emergency access: not applicable to sign-in; the policies change no access. The remediation identity’s role assignments are reviewed with the other privileged roles (Book 04).
· Change window: the platform team’s standard window, approved through change control; the platform engineer on hand.
· Backout triggers: a remediation deployment fails on a production resource, or a resource’s own logging destination loops; set back to DoNotEnforce and fix before going on.
· Post-change validation: the subscription check and the AzureDiagnostics backlog query after each ring.
Evidence checklist
· Configuration: policy assignment exports with their enforcement mode; subscription diagnostic settings; Get-AdminAuditLogConfig output; the collector’s subscription list
· Operational: compliance history, the AzureActivity and OfficeActivity liveness results, and the collector run log, kept for the evidence period
· Test: the Azure checks and the tenant script after each ring and each collector change, with expected and observed results, date and tester
· Exception: policy exemptions and excluded resource types with approver and expiry; the license split on audit retention
· Assessor-ready artifact: the evidence package entry for AU-2, AU-4, AU-12 and CM-6 (the policy) pointing to the four above
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· Microsoft Zero Trust pillar: SecOps; Infrastructure for the Azure planes
· CISA ZTMM pillar: Applications and Workloads, and the Visibility and Analytics cross-cutting capability
· Depends on: the identity telemetry in Chapter 03; the workspace retention in Chapter 12; Purview audit depth in Book 20, Chapter 10
· Attack chain interrupted: Defense Evasion (turning tenant auditing off, or a resource born without logging); Collection and Exfiltration in mailboxes and sites stay visible
[bookmark: _Toc00001271]Where the evidence goes next
All three emission paths now land in one workspace, with one verification loop and retention set to the baseline. Chapter 05 turns these tables into detections, and Chapter 12 turns the coverage and liveness checks into continuous-monitoring evidence. The control-level detail for SIEM and detection is in Vol III Book 06.
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[bookmark: _Toc00001273]Chapter 05 — From Log Warehouse to Detection: SIEM and XDR
Logs that nobody’s rules read are a record of what happened to you, not a defense against it; the control is the rule that fires, the incident it opens and the closure someone can show.
[bookmark: _Toc00001274]In this chapter
What NIST SP 800-53 AU-6 and its enhancements ask for, and why storage alone does not meet it. The difference between a log warehouse and a detection engine, what bounds mean time to detect, and the four-part evidence record the program prepares for every assessment. Then the Microsoft Sentinel connector architecture for the program’s main sources (Entra ID, Defender XDR, DNS and DDI appliances, SASE, SQL audit), the health-check queries that prove each connector is still delivering, availability in GCC and GCC High, and the role Defender XDR plays alongside Sentinel.
Chapter 03 and Chapter 04 set out how identity, platform and Microsoft 365 telemetry is emitted deliberately and lands under the evidence contract of Chapter 02. Most agencies that have done that work reach the same uncomfortable place. The DNS service logs every query and policy hit. The SASE platform records every outbound session with the user, the device and the bytes moved. Entra ID exports sign-ins with location, authentication method and Conditional Access results. SQL Server writes its audit trail. Defender for Endpoint watches every enrolled device. And none of it matters if nothing reads it on a schedule and nothing fires when the pattern of an attack appears.
The clearest federal illustration runs the other way. In June 2023 a civilian agency noticed MailItemsAccessed events in its Microsoft 365 audit log with an application ID that did not normally touch mailboxes, and reported it. That observation, made against a baseline of normal Outlook activity, exposed an intrusion that used forged tokens to read Exchange Online mail. CISA and the FBI wrote that they were “not aware of other audit logs or events that would have detected this activity.”1 The log existed because the agency had the licensing and configuration to emit it; the detection existed because someone was looking for the anomaly. Either half alone would have produced nothing.
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The same telemetry can end in a warehouse that answers only the questions someone thinks to ask, or in a detection engine whose rules open incidents that end in a recorded closure.
[bookmark: _Toc00001275]What AU-6 requires
AU-6, Audit Record Review, Analysis, and Reporting, has three parts. The organization must review and analyze system audit records at a frequency it defines “for indications of” inappropriate or unusual activity “and the potential impact” of that activity; report findings to defined personnel or roles; and adjust the level of review “when there is a change in risk.”2 All three are continuing activities. A log store that is never queried performs none of them.
The enhancements make the expectation more concrete. AU-6(1) asks the organization to integrate review, analysis and reporting processes using automated mechanisms it defines. AU-6(3) asks it to analyze and correlate audit records “across different repositories” for organization-wide situational awareness. AU-6(4) asks for the capability to “centrally review and analyze audit records from multiple components within the system.”2 System monitoring says the same from the other side: SI-4 requires the organization to “analyze detected events and anomalies,” SI-4(2) to employ automated tools for “near real-time analysis of events,” SI-4(4) to define criteria for unusual inbound and outbound traffic and monitor for it, and SI-4(5) to alert defined personnel when system-generated indications of compromise occur.2
None of these texts names a product, and none says in words that a log aggregator fails. The source volume for this chapter put it more strongly than the controls do. What the controls do say is that review and analysis are activities with a frequency, an output and a recipient, and that the organization has to be able to show them happening. A workspace with no enabled analytics rules, or with every rule disabled pending tuning, can show storage. It cannot show analysis.
OMB M-26-14, which rescinded M-21-31 in May 2026, points the same way for logging generally. Its minimum logging baseline lists the activities agency logs must support, from determining the identity behind an operation to “monitoring, detecting, and hunting for anomalous system or user activity,” and ends with “generating appropriate automated alerts for all of the above.” Its maturity model scores an information system’s collection operations by whether “logs generate actionable alerts” and by how much of the baseline those alerts cover, from under half at the initial level to at least 95 percent, with detections “routinely evaluated and tuned,” at the optimal level.3 FedRAMP’s 2026 key security indicators for monitoring, logging and auditing ask, among other things, that logs be persistently reviewed and that a SIEM or similar system be used and persistently reviewed for centralized, tamper-resistant logging.4 Retention and the federal logging requirements are covered in Chapter 03 and Chapter 12, which also turns them into metrics; Book 08 covers DNS logging.
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The distinction is about behavior, not about which product an agency bought. Microsoft Sentinel stores its data in a Log Analytics workspace; the workspace alone is a warehouse, and Sentinel’s analytics rules, incidents and automation are what make it a detection engine. The same is true of any SIEM.
	Property
	Log warehouse
	Detection engine

	What runs on a schedule
	Nothing, or only ingestion
	Analytics rules over defined lookback windows

	What happens when an attack pattern appears
	Nothing until someone queries
	A rule fires, an alert is created, an incident opens

	Who decides what to look for
	Whoever happens to query
	The rule library, version-controlled and reviewed (Chapter 11)

	Cross-source correlation
	Manual joins, if anyone writes them
	Normalized schemas and rules that span sources

	Record of review
	Query history, if retained
	Incident record: rule, evidence, owner, actions, closure

	What an assessor can be shown
	That logs exist
	That analysis happened, when, and what it led to


The program’s design rule follows from the table: no source counts as monitored until at least one enabled rule reads it, and no rule counts as enabled until its output reaches an incident queue someone owns. Chapter 10 names who owns that queue.
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Mean time to detect (MTTD) is the interval between the first malicious activity the logs record and the moment the detection engine raises an incident about it. Without a detection engine it is undefined in the worst way: detection happens when someone looks, which may be weeks later or never. The source volume estimated detection without a SIEM at “days to weeks” or “days to never” for patterns such as DNS beaconing, password attacks against Entra ID and off-hours privileged-role activation. Those are the program’s planning estimates, not measurements, and this chapter keeps them as that.
What can be stated precisely is the floor a detection engine imposes. A Sentinel scheduled rule runs at an interval and looks back over a period, both between 5 minutes and 14 days, and Sentinel runs scheduled rules on a five-minute delay from their scheduled time to allow for ingestion latency.5 A near-real-time (NRT) rule runs every minute over the preceding minute’s ingested events, on a two-minute delay; a workspace may enable at most 50 NRT rules, and they work properly only on sources whose ingestion delay is under 12 hours.6 So the fastest a scheduled rule can raise an alert is roughly its interval plus five minutes plus the source’s own delivery latency, and an NRT rule roughly three minutes plus latency. Behavioral detections that compare activity to a baseline are slower by design, because the baseline has to exist first.
	Pattern
	Primary table
	Rule type the program uses
	What bounds detection time

	DNS beaconing from one host
	Syslog or CommonSecurityLog, read through _Im_Dns
	Scheduled, hourly
	Rule interval and the hour of data the pattern needs

	Password spray or credential stuffing
	SigninLogs, AADNonInteractiveUserSignInLogs
	Scheduled, 15 to 60 minutes
	Rule interval plus Entra ID log delivery

	Repeated MFA prompts the user declines
	SigninLogs
	Scheduled, 15 minutes
	Rule interval plus delivery

	Privileged role activation outside hours
	AuditLogs
	NRT or scheduled, 5 minutes
	NRT cadence or the five-minute minimum

	A sensitive role assigned outside PIM
	AuditLogs
	NRT
	NRT cadence

	Endpoint exploitation or credential theft
	Defender XDR alerts
	Defender’s own detections
	The XDR pipeline, not a Sentinel rule

	Unusual upload volume through SASE
	CommonSecurityLog or vendor table
	Scheduled, daily, against a 30-day baseline
	The baseline window


MTTD is measurable once incidents exist, because each incident records when its first activity occurred and when the incident was created. The query below computes it by severity over the last 30 days. Treat the result as a lower bound: the first activity is the earliest event the logs captured, not necessarily when the intrusion began.
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The queries and scripts in this chapter are illustrative. They have not been tested against a production workspace. Check table and column names against the schema in your own workspace and cloud, and run them first in a test workspace with read-only permissions.
// Detection latency and closure discipline by severity, last 30 days
SecurityIncident
| where CreatedTime > ago(30d)
| summarize arg_max(TimeGenerated, *) by IncidentNumber   // latest state of each incident
| extend DetectMinutes = datetime_diff('minute', CreatedTime, FirstActivityTime)
| summarize
    Incidents        = count(),
    MedianMTTDMin    = percentile(DetectMinutes, 50),
    P90MTTDMin       = percentile(DetectMinutes, 90),
    Closed           = countif(Status == "Closed"),
    ClosedClassified = countif(Status == "Closed" and isnotempty(Classification))
    by Severity
| order by Severity asc
The SecurityIncident table records a row each time an incident changes, with CreatedTime, FirstActivityTime, ClosedTime, Status, Classification, Owner and the IDs of the analytics rules behind it, which is why the query keeps only the latest row per incident number.7
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The practical test of AU-6 in an assessment is whether the program can produce the chain from detection to response for a real event. The source volume described the request an assessor typically makes: show an alert that fired in the last 30 days, the incident it generated and what was done about it. That wording is practitioner experience rather than a published FedRAMP procedure, but it is the right standard to prepare for, and the program adopts it as its own. If no alert fired in 30 days, one of three things is true: the environment had no suspicious activity, which is unlikely; the rules are misconfigured and produce nothing; or there are no rules. The second and third are findings.
The program’s evidence record for any incident has four parts:
1. Alert record. The Sentinel or Defender incident: which rule fired, what evidence triggered it, which entities it names and when.
1. Incident ticket. The ticket in the agency’s service-management system, linked to the incident by ID.
1. Response documentation. Timestamped notes on what the analyst checked, decided and did, including every automated action a playbook took.
1. Closure record. A determination (true positive, benign positive or false positive), and for a true positive the remediation and the verification that it worked.
Sentinel produces the first part natively and can produce the second through a ticketing integration. The third and fourth depend on analyst discipline and on playbooks that write their own actions into the incident, which Chapter 11 builds in. The query below lists every incident closed in the last 30 days with the fields an assessor will ask about; exported, it is the sampling frame for the evidence request.
// Sampling frame for the "show me an alert from last month" request
SecurityIncident
| where CreatedTime > ago(30d)
| summarize arg_max(TimeGenerated, *) by IncidentNumber
| where Status == "Closed"
| project IncidentNumber, Title, Severity, CreatedTime, ClosedTime,
          Owner = tostring(Owner.assignedTo), Classification, ClassificationReason,
          RuleIds = RelatedAnalyticRuleIds, IncidentUrl
| order by CreatedTime desc
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Microsoft Sentinel connects to sources through named data connectors, most of them installed as solutions from the Content hub. Each connector authenticates to its source, lands events in documented tables, and in many cases ships parsers into the Advanced Security Information Model (ASIM), so that one rule can read DNS events from several vendors through a single schema.8 The figure below shows the paths this chapter covers.
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The program’s main sources reach the Sentinel workspace through three kinds of path, each landing in named tables.
Where Sentinel runs, and which cloud’s table to read
Two platform facts shape every deployment decision in this chapter. First, Sentinel is moving into the Microsoft Defender portal. Microsoft has announced that after March 31, 2027 Sentinel will be supported only there, not in the Azure portal, and it is already generally available in the Defender portal with or without Defender XDR licensing.9 In the Defender portal, Microsoft states that all generally available Sentinel features are available in the commercial, GCC, GCC High and DoD clouds, while preview features are available only in the commercial cloud.10 Plan new work in the Defender portal.
Second, the cloud a workspace lives in decides which availability column applies. Office 365 GCC is paired with Microsoft Entra ID in commercial Azure, and GCC High and DoD with Entra ID in Azure Government.11 Microsoft’s Sentinel availability page compares Azure commercial with Azure Government; several capabilities this book relies on differ. ASIM is in public preview in both; the Repositories feature for detections as code and the peer and blast-radius UEBA enrichments are not available in Azure Government; and the Entra ID, Entra ID Protection, Defender XDR, CEF via AMA, Syslog via AMA, Windows Security Events via AMA, TAXII threat intelligence, automation rules, NRT rules and UEBA anomalies are generally available in both.10 For connectors that pair with Microsoft 365, Microsoft’s government availability page lists the Defender XDR connector as generally available for GCC in Azure and for GCC High in Azure Government, and not available for DoD.11 That conflicts with the Defender-portal statement above that all generally available Sentinel features reach DoD; until Microsoft reconciles the two pages, a DoD tenant should confirm the connector in its own portal before designing on it. Every capability named below should be checked against the column for the agency’s own cloud before it goes into a design; Book 10 explains why feature availability is a separate question from authorization.
Microsoft Entra ID
The Microsoft Entra ID connector streams the directory’s logs through Entra diagnostic settings into the workspace. The program enables, at minimum, interactive sign-ins (SigninLogs), audit logs (AuditLogs), non-interactive user sign-ins (AADNonInteractiveUserSignInLogs), service principal and managed identity sign-ins (AADServicePrincipalSignInLogs, AADManagedIdentitySignInLogs), provisioning logs (AADProvisioningLogs), Microsoft Graph activity logs (MicrosoftGraphActivityLogs), and the ID Protection tables for user risk events and risky users (AADUserRiskEvents, AADRiskyUsers). Where Global Secure Access is the agency’s secure service edge, its traffic lands in NetworkAccessTraffic through the same connector. Ingesting sign-in logs requires a Microsoft Entra ID P1 or P2 license, and the risky service principal tables require Workload ID Premium.12 What each category contains, and why non-interactive sign-ins matter as much as interactive ones, is Chapter 03.
Two column facts trip up rules copied from older material. In SigninLogs, ResultType is a string holding the error code, with “0” for success, and MfaDetail is deprecated; authentication step results live in AuthenticationDetails.13 Chapter 11 uses both.
Microsoft Defender XDR
The Defender XDR connector brings Defender incidents and alerts into Sentinel, keeps incidents synchronized between the two, and can stream raw advanced hunting tables. When Sentinel is onboarded to the Defender portal the connector is enabled automatically.14 The streamable tables include AlertInfo, AlertEvidence, DeviceEvents, DeviceProcessEvents, DeviceNetworkEvents, DeviceLogonEvents, DeviceFileEvents, DeviceRegistryEvents, DeviceInfo, the email tables, IdentityLogonEvents, IdentityQueryEvents, IdentityDirectoryEvents, CloudAppEvents and UrlClickEvents, all generally available in GCC, GCC High and DoD.15
The source volume listed two tables that do not exist in this form, DeviceAlertEvents and DeviceVulnerabilityAssessmentEvent, and built a vulnerability-exploitation rule on the second. Neither appears in Microsoft’s list of streamable tables, and no vulnerability management table does.15 Vulnerability and exposure data stays in Defender, where advanced hunting can query it; Chapter 06 carries the vulnerability program and the CISA Known Exploited Vulnerabilities catalog, and actual exploitation of a vulnerability surfaces as a Defender alert, which arrives through this connector.
Streaming every raw table is a cost decision, not a default. The program streams the device and identity tables its own Sentinel rules join to non-Microsoft sources, and relies on the incident integration for the rest.
DNS and DDI appliances
Appliances that speak Syslog or Common Event Format (CEF) reach Sentinel through a Linux log forwarder running the Azure Monitor Agent (AMA). The appliance sends to the forwarder’s syslog daemon (rsyslog or syslog-ng, usually on port 514); the daemon hands messages to the agent; the Syslog via AMA and CEF via AMA connectors, driven by data collection rules, land plain syslog in the Syslog table and CEF in CommonSecurityLog. Microsoft notes that sending the same facility as both formats duplicates data across the two tables, and that TimeGenerated on forwarded records reflects when the forwarder processed the message while EventTime comes from the syslog header converted with the forwarder’s time zone, so the two can disagree if the forwarder and the device are in different zones.16 That second point matters to the evidence contract’s join on identity plus time; M-26-14 separately requires logs to carry a consistently accurate timestamp synchronized to a traceable time source.3
For the DDI platform Book 08 uses as its example, Infoblox, there are two paths. NIOS appliances send syslog, which lands in Syslog and is parsed by a function the Infoblox NIOS solution installs; Microsoft notes the solution still references the deprecated Log Analytics agent but works with the Syslog via AMA connector.17 Infoblox’s cloud service has its own Cloud Data Connector via AMA, which lands in CommonSecurityLog.18 Other DNS sources follow the same pattern or have their own connectors: Windows DNS servers through the Windows DNS Events via AMA connector, which Book 08, Chapter 11 covers. Whatever the vendor, the program writes DNS rules against the ASIM unifying parser _Im_Dns, not against a vendor table. Microsoft ships built-in ASIM DNS parsers for Infoblox NIOS (which also handles BIND and BlueCat), Infoblox BloxOne, Zscaler ZIA and others, and the schema’s key fields are DnsQuery, SrcIpAddr and EventResultDetails.19 8 A rule written that way keeps working when the DNS platform changes.
SASE and secure web gateway
SASE platforms reach Sentinel either over CEF through the same forwarder or through the vendor’s own connector. Zscaler, the example the source volume used, documents CEF over TCP 514 to the syslog agent, and its Internet Access data also has Cloud NSS push connectors for web, firewall, DNS, tunnel and DLP logs, all landing in CommonSecurityLog.20 18 Netskope’s connectors land in custom tables such as NetskopeAlerts_CL; the source volume’s table names for Netskope were not the current ones, and the right names come from the connector reference at deployment time.18 Microsoft’s own secure service edge, Global Secure Access, uses the Entra ID connector described above. Write rules against the ASIM network session and web session parsers where a parser exists for the vendor, so the rule library does not depend on which SASE contract the agency holds.
The SI-4(4) row of the control table at the end of this chapter depends on this source. Router flow logs record addresses, ports and byte counts; the per-session fields that SASE rules need (user identity, URL, device posture, transfer volume) exist only because an application-aware enforcement point decoded the traffic and emitted them. Without that point in the path, no connector can recover them. Book 09 covers the network side.
SQL audit
SQL audit data takes different paths depending on where the database runs, and the source volume merged them. For Azure SQL Database, auditing can write directly to a Log Analytics workspace, where events land in AzureDiagnostics with the category SQLSecurityAuditEvents.21 For SQL Server on Windows, including instances enabled by Azure Arc, the audit target can be the Windows Security log, which Microsoft describes as the appropriate location in a high-security environment because other targets are more subject to tampering; it requires the “application generated” audit subcategory and the generate-security-audits right for the service account.22 From there the Windows Security Events via AMA connector carries the events to the SecurityEvent table. The Database Engine’s message catalog defines event 33205 as “Audit event,” which is how SQL Server audit records appear in the Windows logs; confirm the event ID on a test instance before writing rules against it.23 Separately, Microsoft Defender for SQL Servers on Machines raises threat alerts for suspicious database activity, SQL injection and anomalous access on Arc-enabled and Azure-hosted instances, and those alerts reach Sentinel as SecurityAlert records.24
Threat intelligence
The Threat Intelligence - TAXII connector imports STIX indicators from TAXII 2.0 and 2.1 servers, which is how most commercial and government feeds, including DDI vendors’ feeds, reach Sentinel. Indicators now land in ThreatIntelIndicators and ThreatIntelObjects. Microsoft stopped writing to the legacy ThreatIntelligenceIndicator table after July 31, 2025, so rules and workbooks written against it, as the source volume’s were, need migration.25 The TAXII connector is generally available in Azure Government; Microsoft’s own threat intelligence matching analytics rule is in preview in commercial Azure and not available in Azure Government.10
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A connector that silently stops is worse than one that was never configured, because the program believes it is monitored. Detection rot is the subject of Chapter 11; the first defense is a freshness check on every table the rule library reads.
Sentinel’s own SentinelHealth table records connector health events, but only for a subset of connectors, among them AWS, Office 365, Defender for Endpoint, the TAXII and threat intelligence platform connectors, and any connector built on the Codeless Connector Framework. It does not cover the Entra ID diagnostic-settings path or the syslog and CEF forwarders.26 Where it applies, use Microsoft’s query for each connector’s latest failure:
// Latest failure per supported connector (requires health monitoring turned on)
SentinelHealth
| where TimeGenerated > ago(3d)
| where OperationName == 'Data fetch status change'
| where Status in ('Success', 'Failure')
| summarize TimeGenerated = arg_max(TimeGenerated, *) by SentinelResourceName, SentinelResourceId
| where Status == 'Failure'
For everything else, the program checks the data itself. The query below compares the last event in each listed table with the longest silence that table is allowed. It shows the core tables as an example: every other table the library reads, among them AzureDiagnostics, ThreatIntelIndicators and the Purview tables, gets its own row and threshold. The thresholds are program design and belong in the rule library next to the rules that depend on each table.
// Freshness of the core tables the rule library depends on (extend the list to every table it reads)
let Expected = datatable(TableName:string, MaxSilence:timespan) [
    "SigninLogs",                      1h,
    "AADNonInteractiveUserSignInLogs", 1h,
    "AuditLogs",                       4h,
    "AADUserRiskEvents",               24h,
    "SecurityIncident",                24h,
    "DeviceLogonEvents",               1h,
    "Syslog",                          30m,
    "CommonSecurityLog",               30m,
    "SecurityEvent",                   1h
];
union withsource = TableName isfuzzy = true
    SigninLogs, AADNonInteractiveUserSignInLogs, AuditLogs, AADUserRiskEvents,
    SecurityIncident, DeviceLogonEvents, Syslog, CommonSecurityLog, SecurityEvent
| where TimeGenerated > ago(7d)
| summarize LastEvent = max(TimeGenerated), Events24h = countif(TimeGenerated > ago(24h)) by TableName
| join kind = rightouter Expected on TableName
| extend TableName = coalesce(TableName, TableName1), Silence = now() - LastEvent
| extend Status = case(isnull(LastEvent), "NO DATA IN 7 DAYS",
                       Silence > MaxSilence, "STALE",
                       "OK")
| project TableName, Status, LastEvent, Silence, MaxSilence, Events24h
| order by Status asc, TableName asc
A table can be fresh while one appliance behind it has gone quiet, so the appliance tables need a per-device view as well. These two queries show the last event from each reporting device and each DNS product the ASIM parser sees:
// Per-device freshness for forwarded appliances
CommonSecurityLog
| where TimeGenerated > ago(24h)
| summarize LastEvent = max(TimeGenerated), Events = count()
    by DeviceVendor, DeviceProduct, Forwarder = Computer
| order by LastEvent asc
// DNS sources visible through the ASIM unifying parser, last hour
_Im_Dns(starttime = ago(1h), endtime = now())
| summarize Queries = count(), LastEvent = max(TimeGenerated) by EventVendor, EventProduct, Dvc
| order by LastEvent asc
The freshness query can run as a scheduled analytics rule that opens an incident when any row is stale, which puts connector failure into the same queue as everything else; Microsoft suggests Azure Monitor alert rules on SentinelHealth for immediate notification.26 For evidence packages, the same query runs from PowerShell with Invoke-AzOperationalInsightsQuery, whose results are in the returned object’s Results property:27
# Export the connector freshness check as dated evidence
# Requires Az.OperationalInsights and Log Analytics Reader on the workspace
$WorkspaceId = '<log-analytics-workspace-id>'
$Query       = Get-Content -Raw -Path '.\queries\fmp-table-freshness.kql'

$Response = Invoke-AzOperationalInsightsQuery -WorkspaceId $WorkspaceId -Query $Query -Wait 120
$Rows     = [System.Linq.Enumerable]::ToArray($Response.Results)

$Stamp = (Get-Date).ToUniversalTime().ToString('yyyyMMddTHHmmssZ')
$Rows | Export-Csv -Path ".\evidence\FMP-table-freshness-$Stamp.csv" -NoTypeInformation

$Stale = $Rows | Where-Object { $_.Status -ne 'OK' }
if ($Stale) {
    Write-Warning ("{0} table(s) stale or empty: {1}" -f $Stale.Count, (($Stale.TableName) -join ', '))
}
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Threshold rules find the patterns someone anticipated. Sentinel’s user and entity behavior analytics (UEBA) builds behavioral baselines for users, hosts, IP addresses and applications and flags deviations. Its output lands in the BehaviorAnalytics table, whose InvestigationPriority field scores how unusual a single event is on a 0 to 10 scale, and in the Anomalies table, whose AnomalyScore (0 to 1) reflects machine-learning analysis across many events; IdentityInfo and UserPeerAnalytics hold the entity profiles and peer groups.28 The source volume described the priority score as a continuously updated per-user score fed by Entra ID Protection risk and recommended reviewing every user above 7 daily. Microsoft documents it as a per-event score, so the program’s review practice (design, not a Microsoft recommendation) is to hunt daily over high-priority BehaviorAnalytics events for privileged and sensitive-data users, not to rank users by a single number.
UEBA’s data sources are Entra sign-in and audit logs, Azure Activity and Windows security events from either portal, and, from the Defender portal only, managed identity and service principal sign-ins, device logon events, several cloud platforms and supported CommonSecurityLog events from Check Point, Fortinet and Zscaler; on-premises Active Directory users sync through Microsoft Defender for Identity.29 During the transition from Active Directory, Defender for Identity is how Sentinel and Defender see on-premises Kerberos and NTLM behavior at all. The peer and blast-radius enrichments are not available in Azure Government.10 UEBA anomalies feed hunting and the enrichment of incidents; they are not a substitute for the rule library.
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Defender XDR and Sentinel overlap, and a program that does not decide the division of labor pays twice and triages everything twice. The facts that decide it are these.
Defender XDR detects with its own sensors and correlates signals from endpoints, identities, email and collaboration tools, and SaaS applications into single incidents.30 When Sentinel is onboarded to the Defender portal, Defender becomes responsible for creating incidents from Sentinel’s alerts as well, the “Microsoft security” analytics rules that used to create Sentinel incidents from Defender alerts are disabled automatically, and an analytics rule’s incident-creation setting must stay enabled for Defender to turn its alerts into incidents.5 One queue, in one portal, is the result.
Defender XDR can also act on its own. Automatic attack disruption correlates signals into a high-confidence incident, identifies attacker-controlled assets and contains them, for example by revoking user sessions, suspending users in Entra ID, containing devices and users at the endpoint layer, and acting on compromised OAuth applications; every action is logged in the Action Center, can be undone, and specific users, device groups and IP ranges can be excluded.30 That is autonomous response by the vendor, and it has to be reconciled with the program’s actuation ladder, which Chapter 11 does.
The program’s division of labor, which is design:
· Defender XDR detects what its sensors see: endpoint behavior, on-premises identity attacks through Defender for Identity, email threats and cloud-app activity. Sentinel does not re-implement those detections.
· Sentinel rules cover what Defender cannot see: DNS and DDI, SASE, SQL audit, non-Microsoft clouds and appliances, and correlations across them and the Microsoft sources.
· Detection logic for Defender data is written once. Microsoft now recommends Defender custom detections as the preferred way to create new rules across Sentinel and Defender XDR.6 Where a rule reads only Defender tables, write it as a custom detection; where it joins non-Microsoft sources, write it as a Sentinel analytics rule. Confirm custom detection availability in the agency’s cloud first.
· Raw streaming is selective. Stream the Defender hunting tables that Sentinel rules join; leave the rest in Defender.
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Detection needs recent data at hand; investigation needs older data retrievable. M-26-14 sets the federal floor: logs searchable for at least 6 months after creation, meaning analytics can run on them without preparation, and retrievable for a year, meaning they can be restored to an analytics tier after intermediary steps; it adds that these minimums do not relieve agencies of records schedules.3 The source volume cited M-26-14 as setting “12 months of active storage plus 18 months of cold storage.” Those were M-21-31’s figures, and M-21-31 is rescinded. Set retention per table in the workspace so the tables the rule library reads meet the searchable floor; Chapter 12 covers the tiers and the evidence that retention is configured as designed.
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The procedure in this chapter is connecting each source and proving it still delivers. Book 00, Appendix D’s conventions apply as below; the rules that read these tables have their own lifecycle in Chapter 11.
Authority: Mandated in substance for AU-6 review and the M-26-14 baseline the sources serve (What AU-6 requires). Microsoft-recommended for writing rules over Defender-only data as Defender custom detections (Learn, read Oct 21, 2026). Risk-based recommended for the division of labor between Defender XDR and Sentinel and for selective raw streaming, which are the program’s design. Applies: License-dependent per connector (Entra ID P1 or P2 for sign-in logs; Defender XDR licensing for incident integration). Environment-dependent: Where Sentinel runs, and which cloud’s table to read lists what differs in Azure Government.
Control states. 
	State
	This page
	Evidence

	Designed
	Microsoft Sentinel connector architecture and What Defender XDR contributes
	The connector inventory and the division-of-labor decision, approved by security engineering

	Configured
	Each connector section
	The workspace’s connector list and data collection rules, exported

	Enforced
	Not applicable: connectors collect; they block nothing
	—

	Evidenced
	Proving the connectors still deliver
	The freshness export with every required table OK; SentinelHealth failures for the connectors it covers

	Operated
	The daily freshness run; stale sources routed to the SOC as AU-5 failures (Chapter 12)
	The freshness history and the incidents it raised


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
How-section coverage. Prerequisites: each connector’s licensing and the cloud table above. Pilot: one connector at a time into a test workspace, then production. Report-only or audit phase and Enforcement: not applicable, because a connector blocks nothing; the freshness check stands in for both. Rollback: disconnect the connector or remove its data collection rule under change control; the tables keep what arrived. Exclusions: raw Defender tables not streamed by design, each named in the connector inventory. Telemetry: SentinelHealth where supported, and the freshness export everywhere. Day-two ownership: security engineering owns the connectors and the SOC the freshness response (Chapter 10).
Evidence checklist
· Configuration: the connector inventory and data collection rules, exported with each change
· Operational: the daily freshness CSVs and SentinelHealth history, kept for the evidence period
· Test: a freshness run after each new connector, and a synthetic event from each source found in its table (expected and observed, date, tester; Appendix B gives the identity and application cases)
· Exception: sources not connected or not streamed, with the reason, approver and review date
· Assessor-ready artifact: the evidence package entry for AU-6 and SI-4 pointing to the four above
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	Control
	What the program implements
	Evidence it produces

	AU-6
	Enabled analytics rules over every source; incidents reviewed within the queue’s service level
	Incident records with rule, evidence, owner, actions and closure

	AU-6(1)
	Automation rules and playbooks link incidents to ticketing and enrichment
	Ticket IDs on incidents; playbook run history

	AU-6(3)
	ASIM parsers and cross-source rules
	Rules that read more than one table; their firings

	AU-6(4)
	One workspace, one incident queue in the Defender portal
	Workspace configuration; connector inventory

	SI-4, SI-4(2)
	Scheduled and NRT rules, UEBA anomalies, Defender XDR detections
	Rule inventory with cadence; alert history

	SI-4(4)
	DNS and SASE telemetry read through _Im_Dns and session parsers
	DNS and egress rules and their firings

	SI-4(5)
	Incidents routed to named personnel with severity
	Assignment and notification records

	AU-7
	KQL queries, hunting and workbooks over the workspace for on-demand review, reporting and after-the-fact investigation, reading records without changing them (Chapter 12)
	Saved queries and workbooks; queries attached to incident records

	AU-11 (in part)
	Per-table retention at or above M-26-14’s floor
	Retention configuration export (Chapter 12)


The control-by-control treatment, including the incident-response controls, is in the Federal Compliance volume Vol III Book 06, SIEM, XDR, and Detection Engineering. Chapter 11 builds the rule library and the response that these connectors feed.
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Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the single lifecycle tool for the certificate classes that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	The CLM platform’s own events and expiry findings
	-
	-
	CyberArk Certificate Manager
	Sends them to the SIEM over syslog with TLS

	Syslog collector certificate, if TLS is used
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	Renews it; it needs the collector’s IP address in the SAN

	Private keys in local stores with no owner
	Internal server TLS
	Mixed
	CyberArk Certificate Manager
	Network and agent discovery find them

	Service principal and Graph app certificates
	Not a Book 07 class
	The app’s owner
	The app’s owner or Key Vault
	Nothing
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This book’s certificates and the engine that renews each.
Book 07 gives security operations the certificate alerts (Chapter 05), so the CLM platform is a SIEM source like any other. Its syslog channel sends BSD, CEF or JSON over TCP with TLS, From release 26.2 the receiving collector’s certificate must carry the channel’s Host value exactly as configured: a DNS-name subject alternative name for a host name, an IP-address one for an address. Earlier releases checked the IP address the Host resolved to, so a certificate with only that IP address, which worked before, fails after an upgrade when the Host is a name.31
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[bookmark: _Toc00001289]Chapter 06 — Vulnerability Management
A vulnerability program is judged by one record: which flaw, on which asset, found when, due when, fixed when, and whether the fix beat the clock.
[bookmark: _Toc00001290]In this chapter
The three places federal vulnerability programs fail, and the record an assessor asks for under NIST SP 800-53 RA-5 and SI-2. The directive that now governs known exploited vulnerabilities: CISA BOD 26-04, which revoked BOD 22-01 and BOD 19-02 on June 10, 2026 and replaced severity buckets with a four-factor remediation clock. How Microsoft Defender Vulnerability Management reaches Azure Arc-enabled servers, what it covers, and how to prove every enrolled server is actually reporting. A daily queue that joins scanner findings to the KEV catalog, CISA’s exploitation metadata and the agency’s own exposure record. SQL Server’s servicing branches, the shared-responsibility line for software as a service, and the handoff to Chapter 07, because a scanner measures a gap and never closes one.
Federal vulnerability management fails at three points, and assessors probe all three.
The first is enumeration. An assessor asks for the asset inventory and finds a list produced months ago by a one-time network scan. It misses cloud-hosted workloads and everything added since the scan. A scanner can only report on what answers it, so a stale inventory produces a clean-looking report on a partial estate. Book 08 and Book 05 close that gap with an authoritative address and device record; this chapter assumes it.
The second is prioritization. Findings arrive ranked by CVSS score and land in generic buckets: Critical in so many days, High in so many more. That ordering ignores the one fact that matters most, whether anyone is exploiting the flaw. A medium-scored vulnerability on an internet-facing appliance that criminals are using today is more urgent than a critical-scored one nobody can reach. Since June 2026, the federal rule says so explicitly.
The third is evidence. The assessor picks one CVE on one server and asks when it was found, when it was due, when it was fixed and whether the fix met the deadline. Most agencies can show a scan report and a policy document but not that record. They assemble it by hand from the scanner, the patch tool and the change tickets, every assessment cycle.
This chapter covers the second and third failures for the Microsoft side of the estate, and defines the record the program asks every other platform to produce too (program design, risk-based recommended; Chapter 07). It’s the program’s reference implementation, not the only one: the mechanism is an inventory-bound continuous scan, a daily join to CISA’s exploitation data, a deadline per finding and a machine-readable record. Products can change; that contract doesn’t.
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From inventory to record: the scan follows the inventory, the daily join assigns each finding a deadline, actuation closes it on its own platform, and the record proves it.
[bookmark: _Toc00001291]What assessors check: RA-5 and SI-2
Two NIST SP 800-53 controls carry the work, and they split it cleanly.
RA-5, Vulnerability Monitoring and Scanning, requires the organization to monitor and scan for vulnerabilities in the system and hosted applications on a defined frequency and when new vulnerabilities are reported; to use tools that automate parts of the process through standards for enumerating platforms and flaws and measuring impact; to analyze the results; to “remediate legitimate vulnerabilities” within organization-defined response times “in accordance with an organizational assessment of risk”; and to use tools that can readily update the vulnerabilities they scan for.1 RA-5(2) requires updating the vulnerabilities to be scanned on a defined frequency, and RA-5(5) requires implementing privileged access authorization to selected system components for selected scanning activities.1
SI-2, Flaw Remediation, requires the organization to “identify, report, and correct system flaws,” test updates before installation, install security-relevant updates within a defined period of their release, and fold flaw remediation into configuration management.1 Two enhancements turn the policy into a measurement. SI-2(2) requires determining, with automated mechanisms, whether components have the applicable security-relevant updates installed. SI-2(3) requires measuring “the time between flaw identification and flaw remediation” and setting benchmarks for corrective action.1
Read together, the controls produce the assessor’s three questions, in order:
1. Is there a scanner, and does it run continuously over the whole system? A quarterly scan answers the letter of RA-5 and invites the next question about continuous monitoring.
1. Is there a documented remediation deadline for each class of finding? Most agencies have one in a policy document.
1. Is the deadline being met, and can the agency show it as a record? This is where assessments stall. SI-2(3) asks for a measured interval, and a measured interval needs two timestamps per finding and a deadline to compare them with.
The architecture in this chapter produces that record every day, so the third question becomes a query against a file that already exists.
[bookmark: _Toc00001292]The directive that governs KEV: BOD 26-04
[bookmark: _Toc00001293]Correction: BOD 22-01 is revoked
CISA issued Binding Operational Directive 26-04, Prioritizing Security Updates Based on Risk, on June 10, 2026. It revokes BOD 19-02 (Vulnerability Remediation Requirements for Internet-Accessible Systems) and BOD 22-01 (Reducing the Significant Risk of Known Exploited Vulnerabilities) and consolidates their remediation requirements.2 CISA’s BOD 22-01 page now states that the directive “has been revoked” and is superseded by BOD 26-04.3 The source volume’s directive number is right. Its remediation tiers (14 and 28 days for KEV findings, 15 and 30 days for non-KEV critical and high) are not BOD 26-04’s timelines and are replaced below.
BOD 22-01, issued November 3, 2021, made the Known Exploited Vulnerabilities (KEV) catalog binding: remediate each listed vulnerability within two weeks, or within six months for CVEs assigned before 2021, unless CISA set a different date.3 It said nothing about exposure. BOD 19-02 had set severity-based clocks for internet-accessible systems. BOD 26-04 replaces both with one model built on four questions about each vulnerable asset:2
	Factor
	The question
	Values

	Asset exposure
	Is the vulnerable asset publicly exposed, reachable by unauthenticated or untrusted entities over public networks such as the internet?
	Yes or no

	KEV status
	Is the CVE in CISA’s KEV catalog?
	Yes or no

	Exploit automation
	Can an adversary automate every step needed to exploit it?
	Yes or no

	Technical impact
	Does exploitation give the adversary partial or total control of the asset?
	Partial or total (total includes exploits that reliably reveal sign-in credentials)


The directive’s Appendix A sets the maximum remediation timeline, in calendar days, for every combination:4

	Row
	Publicly exposed
	In KEV
	Automatable
	Technical impact
	Timeline

	1
	Yes
	Yes
	Yes
	Total
	3 days and forensic triage

	2
	Yes
	Yes
	Yes
	Partial
	3 days

	3
	Yes
	Yes
	No
	Total
	3 days and forensic triage

	4
	Yes
	Yes
	No
	Partial
	14 days

	5
	Yes
	No
	Yes
	Total
	3 days

	6
	Yes
	No
	Yes
	Partial
	14 days

	7
	Yes
	No
	No
	Total
	14 days

	8
	Yes
	No
	No
	Partial
	60 days

	9
	No
	Yes
	Yes
	Total
	3 days and forensic triage

	10
	No
	Yes
	Yes
	Partial
	14 days

	11
	No
	Yes
	No
	Total
	14 days

	12
	No
	Yes
	No
	Partial
	14 days

	13
	No
	No
	Yes
	Total
	60 days

	14
	No
	No
	Yes
	Partial
	60 days

	15
	No
	No
	No
	Total
	Fix on system upgrade

	16
	No
	No
	No
	Partial
	Fix on system upgrade



Five rules govern how the table is applied:2
· The clock starts early. A timeline starts when CISA adds the vulnerability to the KEV catalog or when the agency identifies it on an asset and updates the CDM dashboard, whichever comes first.
· “And forensic triage” means more than a patch. Those rows require remediation or mitigation within three days plus a forensic triage of the asset. CISA’s announcement gives the reason: “Applying a patch generally does not evict a threat actor.”5 The implementation guidance lays out a recommended, not mandatory, sequence from scoping in the first two hours to an escalation decision by 72 hours, and confirmed compromises are reported through CISA’s incident reporting system.6
· “Fix on system upgrade” means the next scheduled major upgrade or rebuild, unless conditions change. Agencies don’t need to prioritize those findings.6
· Timelines are dynamic and are maximums. Removing an asset from the internet changes its exposure value and can lengthen its clock; agencies with a lower risk tolerance may set shorter ones.6
· There are no waivers. CISA doesn’t grant exceptions to directive actions; if an action can’t be met in time, the guidance’s alternative is to remove the asset from the agency network.6
By revoking BOD 19-02, CISA also ended the requirement to use CVSS for federal vulnerability prioritization.6 CVSS can still order work inside a timeline; it no longer sets one.
What the directive requires, and by when
The required actions come in three phases.2 Phase I took effect on issuance: update the vulnerability management policy to cover KEV remediation, roles, response procedures, validation, enforcement and reporting; monitor the catalog and mitigate on its timelines; automate KEV status reporting through the CDM dashboard (agencies not yet fully automated report manually every two weeks); keep CISA’s Cyber Hygiene scanning unblocked; and attest to publicly exposed IP addresses and domains quarterly. Phase II, within 60 days (August 9, 2026), moves vulnerability management onto the CVE database or an equivalent service and the KEV catalog. Phase III, within 180 days (December 7, 2026), requires remediation no later than the Table 1 timelines, continuous tagging of every asset reachable from outside the agency network by organization, environment, exposure and asset type (reported every seven days in a machine-readable format where CDM isn’t fully automated), and CDM records that include each asset’s private as well as public addresses.
Exposure is the agency’s call. CISA computes each KEV entry’s due date from the exposure, automation and impact data it has, but “the final determination for asset exposure is determined by the agency,” asset by asset. Where an agency hasn’t supplied exposure, CISA’s fallback marks an asset public if it has a public routable address, if its asset type is network, or if the software is KEV-listed and generally public-facing.6 For CVEs with no automation or impact metadata, CISA treats automation as no and impact as total until metadata arrives.6 An agency without an exposure tag on every asset therefore gets CISA’s conservative default. That’s one more reason the inventory comes first.
BOD 23-01 remains in force alongside it: automated asset discovery every 7 days and vulnerability enumeration across all discovered assets every 14 days, with results in the CDM dashboard within 72 hours of discovery completing.7 BOD 26-02 adds a separate obligation for end-of-support edge devices: inventory listed devices within three months, decommission those with an end-of-support date inside 12 months, and remove all identified end-of-support edge devices within 18 months.8 Edge appliances matter here because no host patch tool reaches them (Book 09).
What it means for cloud services
BOD 26-04’s guidance draws the shared-responsibility line explicitly. For on-premises systems and infrastructure as a service, the agency “retains full responsibility for managing vulnerabilities.” For platform and software services the provider takes the layers it operates, and a commercial provider “must report the status of outstanding vulnerabilities to the agency receiving the service.” CISA strongly recommends writing remediation timelines into the service-level agreement.6 FedRAMP’s response makes its Vulnerability Detection and Response (VDR) and Vulnerability Evaluation and Reporting (VER) rules mandatory for every certified offering on December 7, 2026, with a corrective-action grace period to March 7, 2027, and says that following both meets BOD 26-04’s timelines and approach; it also calls the legacy monthly scanning process insufficient.9 The VDR rules tell providers to remediate KEVs by the catalog due date even when the vulnerability is fully mitigated, and not to deploy new machine-based resources that carry KEVs.10 Chapter 07 turns that line into a scoping rule. 
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The BOD 26-04 clock: four questions per vulnerable asset set the maximum timeline, and the clock starts at KEV listing or first detection, whichever is earlier.
[bookmark: _Toc00001294]The KEV catalog is data, not a newsletter
CISA publishes the catalog as a JSON feed at https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json, with no authentication. On October 21, 2026 the feed reported catalog version 2026.10.21 and 1,754 entries, 270 of them added since January 1, 2026.11 Each entry carries cveID, vendorProject, product, vulnerabilityName, dateAdded, shortDescription, requiredAction, dueDate, knownRansomwareCampaignUse, notes and cwes, and since BOD 26-04 a forensicTriage field that marks the entries requiring triage. New entries’ required action now cites BOD 26-04 and its forensic triage guidance, and tells stakeholders to evaluate each asset’s internet exposure.11
Three practical consequences follow for the daily job:
· Use dueDate, not a computed window. CISA calculates it from the exposure, automation and impact data available to it.6 An entry added October 20, 2026 with forensic triage required showed a due date of October 23.11 Old entries keep the due dates BOD 22-01 gave them, many of them years past.
· Pull before the morning review. The catalog changes daily; a pull scheduled before the operations stand-up means overnight additions are already in the day’s queue.
· The KEV join is the agency’s job. Defender’s vulnerability resource carries cvssV3, publicExploit, exploitVerified, exploitInKit and an EPSS probability, but no KEV flag.12 Some products do tag KEV status, and Microsoft’s own firmware analysis notes that its KEV value is a static snapshot from scan time and points to CISA’s catalog as authoritative.13 Treat any tool’s KEV tag as a convenience and the CISA feed as the record.
The automation and impact factors come from the same place CISA gets them. CISA publishes them as SSVC decision points in its “Vulnrichment” container on CVE records; the record for CVE-2024-37085, for example, carries Exploitation: active, Automatable: no and Technical Impact: total, plus the KEV date added.14 BOD 26-04 commits CISA to supplying this metadata to the CVE database, and the program reads it from there.2
[bookmark: _Toc00001295]The program’s remediation clock
The source volume used six priority tiers, P0 to P5, keyed to KEV status, an internet-facing flag and CVSS bands. BOD 26-04 makes that model obsolete for the federal deadline, and the program replaces it. The program’s design is:
	Input
	Source of truth
	When it’s missing

	Asset identity
	The authoritative inventory (CM-8), keyed the way Chapter 02 defines
	The finding can’t be attributed; it’s an inventory defect, raised as its own finding

	Exposure
	The agency’s exposure tag on the asset record, which Phase III requires for every externally reachable asset
	Treat as publicly exposed (stricter than CISA’s fallback, by design)

	KEV status, KEV date added, catalog due date, forensic triage flag
	CISA KEV feed, pulled daily
	Not in KEV

	Automatable, technical impact
	CISA Vulnrichment SSVC on the CVE record
	Automatable no, impact total, as CISA’s guidance specifies

	First detected
	The program’s own finding history (first time this CVE was seen on this asset)
	Today, and the history starts now

	Deadline
	BOD 26-04 Table 1 from the start date; for KEV findings, the earlier of that date and the catalog due date
	—


Two design choices are deliberate. The program uses the agency’s exposure tag rather than a sensor’s guess, because the directive makes exposure the agency’s determination and requires the tag anyway; Defender’s own internet-facing flag currently identifies only Windows devices,15 so it’s a useful cross-check, not the record. And for KEV findings the program takes the earlier of its own calculation and CISA’s due date, so neither a missing exposure tag nor a generous catalog date can extend the clock. An agency may set internal targets shorter than Table 1, and many will for Tier 0 assets; the table is the ceiling, not the goal.6
The source’s script computed non-KEV deadlines from “today” on every run, which quietly reset every clock each morning. SI-2(3) measures from identification,1 so the program persists the first-detected date per asset and CVE and never recalculates it.
[bookmark: _Toc00001296]Defender Vulnerability Management on Arc-enabled servers
Microsoft Defender Vulnerability Management is the vulnerability assessment capability of Microsoft Defender for Endpoint. It gathers device vulnerability information regularly from devices onboarded to Defender for Endpoint, whether Defender Antivirus runs in active or passive mode.16 It’s the program’s scanner for servers and endpoints because the sensor follows the inventory: a server enrolled in Azure Arc, in a subscription with Defender for Servers enabled, is onboarded automatically.
[bookmark: _Toc00001297]Correction: the scanner doesn’t ride the Azure Monitor Agent
The source described the vulnerability scanner as riding the Azure Monitor Agent installed at Arc enrollment, with Windows Server 2012 R2 falling back to the Microsoft Monitoring Agent. Neither is how it works today. Defender for Cloud deploys the Defender for Endpoint extension (MDE.Windows or MDE.Linux) to Arc-connected machines, including machines in AWS and Google Cloud; the extension wraps the Defender for Endpoint installer and reports status to the Azure management plane.17 Windows Server 2016 and 2012 R2 use the modern unified solution, which removed the Microsoft Monitoring Agent dependency in April 2022; Defender for Cloud migrates legacy MMA-based machines to it and disables the old process.1817 The Azure Monitor Agent still matters for other Defender for Servers features, such as file integrity monitoring on AWS and Google Cloud machines.19
The architectural point survives the correction. Arc enrollment is still the single gate: a server added to the Arc inventory in a covered subscription is scanned, and a server removed from Arc leaves the scan scope. The inventory and the scan scope remain one list, which is what RA-5’s “the system” needs.
Licensing and plan choice are covered in Book 05, Chapter 09: Plan 2 of Defender for Servers adds premium Defender Vulnerability Management capabilities and OS configuration assessment, and Microsoft recommends it for most organizations.18 Two boundary facts belong here. Microsoft states that server endpoint monitoring through the Defender for Cloud integration “isn’t currently available for Office 365 GCC customers,”18 and US Government customers call Defender for Endpoint’s APIs at government endpoints (api-gcc.securitycenter.microsoft.us for GCC, api-gov.securitycenter.microsoft.us for GCC High and DoD), with Defender Vulnerability Management core and premium capabilities available in all three but without the report-inaccuracy and request-CVE-support functions.20 Confirm the tenant’s actual path with the per-feature register and boundary probe in Book 10, Chapter 09 before designing around the integration.
Coverage matrix
	Platform
	OS and software vulnerabilities
	Configuration assessment
	Lifecycle status, October 21, 2026

	Windows Server 2025, 2022, 2019
	Yes
	Yes
	Supported. Windows Server 2022 moved to extended support on October 13, 2026.21

	Windows Server 2016
	Yes
	Yes
	End of support January 12, 2027; Extended Security Updates through Arc available22

	Windows Server 2012 R2
	Yes
	Yes
	Extended Security Updates ended October 13, 2026; Arc ESU licenses deactivated October 14.22 A scanner can still list its flaws; nothing can fix them.

	Windows 10 (1709 or later) and Windows 11
	Yes
	Yes
	Client lane, managed through Intune (Book 05)

	Red Hat Enterprise Linux 7.2 or later, Oracle Linux 7.2 or later, Ubuntu 16.04 LTS or later, SUSE Linux Enterprise Server 12 or later, Debian 9 or later, Amazon Linux 2 and 2023, Alma Linux 8.4 or later, Rocky Linux 8.7 or later
	Yes
	Yes
	Per distribution. Red Hat data is supplied “as is” from Red Hat; Ubuntu Pro and RHEL Extended Life Support are excluded.16

	macOS 12 or later
	Yes
	Yes
	Client lane


Source: Microsoft’s supported-platform table for Defender Vulnerability Management, which also limits Windows Server support to Long-Term Servicing Channel builds.16 Defender for Servers lists the Defender for Endpoint integration for Windows Server 2025, 2022, 2019, 2016 and 2012 R2 on Arc-enabled servers.23 Network appliances, container images and firmware aren’t in this matrix and need their own assessment sources (below).
Verifying that every enrolled server is reporting
Enrollment isn’t coverage. A server can be connected to Arc and missing from Defender because the extension failed, the sensor is unhealthy, or the machine belongs to another Defender tenant. Microsoft’s troubleshooting sequence starts with the extension’s detailed status and the Client Analyzer, and allows up to 12 hours for the first subscription in a tenant and about an hour for later machines before a device appears in the Defender portal.24 The program runs a coverage check daily and after every onboarding wave, a few hours after the last machine connects, and treats every enrolled server that isn’t reporting as an RA-5 finding.
[bookmark: _Toc00001298]Illustrative, not tested against a production estate
The scripts in this chapter are examples. They haven’t been run against a production tenant or subscription. Read each one, run it first against a test scope, and review the output before relying on it. They read data only; none of them changes a machine.
The check compares the Arc machine list with Defender’s device inventory. It joins on the Azure resource ID that Defender records for Azure and Arc devices in the advanced hunting DeviceInfo table, and falls back to the host name.25 It uses the Microsoft Graph security API’s runHuntingQuery, which needs the ThreatHunting.Read.All permission;26 the older Defender for Endpoint advanced hunting endpoints are being retired and stop returning data on February 1, 2027.27
# Daily coverage check: every Arc-enabled server should appear in Defender
# with an active sensor. Requires Az.ConnectedMachine and Microsoft.Graph.Authentication.
# Permissions: Azure Connected Machine Resource reader rights on the scope;
# Microsoft Graph ThreatHunting.Read.All (delegated or application).

param(
    [Parameter(Mandatory)] [string]   $SubscriptionId,
    [string]                          $ResourceGroupName,
    [string]                          $OutputPath = '.\arc-defender-coverage.csv'
)

Connect-AzAccount -Subscription $SubscriptionId | Out-Null
Connect-MgGraph -Scopes 'ThreatHunting.Read.All' -NoWelcome   # or app-only with a certificate

$arc = if ($ResourceGroupName) {
    Get-AzConnectedMachine -ResourceGroupName $ResourceGroupName
} else {
    Get-AzConnectedMachine
}

# Latest DeviceInfo row per device, excluding merged records
$kql = @'
DeviceInfo
| summarize arg_max(Timestamp, *) by DeviceId
| where isempty(MergedToDeviceId)
| project DeviceId, DeviceName, AzureResourceId, OnboardingStatus, SensorHealthState, OSPlatform, Timestamp
'@

$resp = Invoke-MgGraphRequest -Method POST `
    -Uri 'https://graph.microsoft.com/v1.0/security/runHuntingQuery' `
    -Body (@{ Query = $kql } | ConvertTo-Json)

$byResourceId = @{}
$byShortName  = @{}
foreach ($row in $resp.results) {
    if ($row.AzureResourceId) { $byResourceId[$row.AzureResourceId.ToLower()] = $row }
    if ($row.DeviceName)      { $byShortName[$row.DeviceName.Split('.')[0].ToLower()] = $row }
}

$report = foreach ($m in $arc) {
    $hit = $byResourceId[$m.Id.ToLower()]
    $matchedOn = 'AzureResourceId'
    if (-not $hit) { $hit = $byShortName[$m.Name.ToLower()]; $matchedOn = 'HostName' }

    [pscustomobject]@{
        ArcResourceId     = $m.Id
        MachineName       = $m.Name
        ArcStatus         = $m.Status
        OS                = $m.OSName
        InDefender        = [bool]$hit
        MatchedOn         = if ($hit) { $matchedOn } else { '' }
        OnboardingStatus  = if ($hit) { $hit.OnboardingStatus } else { 'NotFound' }
        SensorHealthState = if ($hit) { $hit.SensorHealthState } else { '' }
        LastSeenUtc       = if ($hit) { $hit.Timestamp } else { '' }
        CheckedUtc        = (Get-Date).ToUniversalTime().ToString('o')
    }
}

$gaps = $report | Where-Object { -not $_.InDefender -or $_.OnboardingStatus -ne 'Onboarded' }
Write-Host ("Arc machines: {0}  In Defender: {1}  Coverage gaps: {2}" -f `
    $report.Count, ($report | Where-Object InDefender).Count, $gaps.Count)
$gaps | ForEach-Object { Write-Warning "Not reporting to Defender: $($_.MachineName) ($($_.ArcStatus))" }

$report | Export-Csv -Path $OutputPath -NoTypeInformation
A host-name match is weaker evidence than a resource-ID match, and the report says which one it used. Advanced hunting returns at most 100,000 rows and 30 days of data per query,27 which is enough for a device inventory; very large estates page the query by platform.
[bookmark: _Toc00001299]Building the daily queue
The queue is one row per CVE per asset, each with a start date, a deadline and an outcome. The job runs once a day, before the operations review:
1. Pull the KEV feed.
1. Pull current findings. The program reads Defender’s DeviceTvmSoftwareVulnerabilities table through runHuntingQuery; it carries the device, software, CVE ID, severity and recommended security update for each finding.28 The REST export GET /api/machines/SoftwareVulnerabilitiesByMachine returns the same snapshot at larger page sizes, and the delta export adds change events.29 Both are current-state snapshots: Microsoft notes they contain no history, so the program keeps its own.29 A hunting query returns at most 100,000 rows,27 so an estate with more open findings than that uses the export API instead.
1. Join each device to the authoritative asset record, which carries the asset ID and the exposure tag.
1. Look up CISA’s automation and impact metadata for each distinct CVE, cached so each CVE is fetched once.
1. Apply Table 1, record the first-detected date if the pair is new, and compute the deadline.
1. Write the queue and a summary, and archive both.
One limit shapes the evidence design. The Defender vulnerability management tables aren’t ingested into Microsoft Sentinel; Sentinel shows their schema, but queries against them return nothing there.28 A workspace-based evidence record therefore needs its own ingestion path, which is what the queue files provide. Each queue row carries the authoritative asset ID from step 3, the same join key every audit record carries under the evidence contract in Chapter 02, so a finding can be analyzed alongside the sign-in, endpoint and network records for the same asset. That is the integrated analysis of audit records with vulnerability scanning information that AU-6(5) asks for where a system’s baseline selects it.1
# Daily remediation queue: Defender findings + CISA KEV + CISA Vulnrichment + agency exposure.
# Applies BOD 26-04 Appendix A Table 1. Run daily before the operations review.
# Inputs: an asset register exported from the authoritative inventory (CSV with
#   AssetId, AzureResourceId, HostName, Exposure [public|internal], Environment, Owner).
# Requires Microsoft.Graph.Authentication with ThreatHunting.Read.All.

param(
    [Parameter(Mandatory)] [string] $AssetRegisterPath,
    [string] $KevFeedUrl  = 'https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json',
    [string] $StateDir    = '.\vuln-state',      # first-detected history and CVE metadata cache
    [string] $OutputDir   = '.\vuln-queue'
)

foreach ($d in @($StateDir, $OutputDir)) { if (-not (Test-Path $d)) { New-Item -ItemType Directory -Path $d | Out-Null } }
$today = [datetime]::UtcNow.Date

# 1. KEV catalog
$kev = Invoke-RestMethod -Uri $KevFeedUrl -TimeoutSec 60
$kevById = @{}
foreach ($e in $kev.vulnerabilities) { $kevById[$e.cveID] = $e }

# 2. Current findings joined to device identity
Connect-MgGraph -Scopes 'ThreatHunting.Read.All' -NoWelcome
$kql = @'
DeviceTvmSoftwareVulnerabilities
| join kind=leftouter (
    DeviceInfo | summarize arg_max(Timestamp, AzureResourceId) by DeviceId
  ) on DeviceId
| project DeviceId, DeviceName, AzureResourceId, OSPlatform, SoftwareVendor, SoftwareName,
          SoftwareVersion, CveId, VulnerabilitySeverityLevel, RecommendedSecurityUpdate
'@
$findings = (Invoke-MgGraphRequest -Method POST `
    -Uri 'https://graph.microsoft.com/v1.0/security/runHuntingQuery' `
    -Body (@{ Query = $kql } | ConvertTo-Json)).results

# 3. Authoritative asset record
$assets = Import-Csv $AssetRegisterPath
$assetByRid  = @{}; $assetByName = @{}
foreach ($a in $assets) {
    if ($a.AzureResourceId) { $assetByRid[$a.AzureResourceId.ToLower()] = $a }
    if ($a.HostName)        { $assetByName[$a.HostName.Split('.')[0].ToLower()] = $a }
}

# 4. CISA Vulnrichment SSVC (Automatable, Technical Impact), cached per CVE
$cachePath = Join-Path $StateDir 'ssvc-cache.json'
$ssvc = @{}
if (Test-Path $cachePath) {
    (Get-Content $cachePath -Raw | ConvertFrom-Json).PSObject.Properties | ForEach-Object { $ssvc[$_.Name] = $_.Value }
}
function Get-Ssvc([string]$CveId) {
    if ($ssvc.ContainsKey($CveId)) { return $ssvc[$CveId] }
    $result = [pscustomobject]@{ Automatable = $null; TechnicalImpact = $null }
    try {
        $rec = Invoke-RestMethod -Uri "https://cveawg.mitre.org/api/cve/$CveId" -TimeoutSec 30
        foreach ($adp in $rec.containers.adp) {
            foreach ($m in $adp.metrics) {
                if ($m.other.type -eq 'ssvc') {
                    foreach ($o in $m.other.content.options) {
                        if ($o.Automatable)          { $result.Automatable     = $o.Automatable }
                        if ($o.'Technical Impact')   { $result.TechnicalImpact = $o.'Technical Impact' }
                    }
                }
            }
        }
    } catch { }   # leave nulls; defaults apply below
    $ssvc[$CveId] = $result
    return $result
}

# 5. BOD 26-04 Appendix A, Table 1. Key: Exposed, InKEV, Automatable (Y/N) + Impact (T/P)
$table1 = @{
    'YYYT' = @(3,$true);  'YYYP' = @(3,$false);  'YYNT' = @(3,$true);  'YYNP' = @(14,$false)
    'YNYT' = @(3,$false); 'YNYP' = @(14,$false); 'YNNT' = @(14,$false); 'YNNP' = @(60,$false)
    'NYYT' = @(3,$true);  'NYYP' = @(14,$false); 'NYNT' = @(14,$false); 'NYNP' = @(14,$false)
    'NNYT' = @(60,$false);'NNYP' = @(60,$false); 'NNNT' = @($null,$false); 'NNNP' = @($null,$false)
}

# First-detected history: key "AssetId|CVE" -> yyyy-MM-dd. Never recalculated.
$histPath = Join-Path $StateDir 'first-detected.json'
$firstSeen = @{}
if (Test-Path $histPath) {
    (Get-Content $histPath -Raw | ConvertFrom-Json).PSObject.Properties | ForEach-Object { $firstSeen[$_.Name] = $_.Value }
}

$queue = foreach ($f in $findings) {
    $asset = $null
    if ($f.AzureResourceId) { $asset = $assetByRid[$f.AzureResourceId.ToLower()] }
    if (-not $asset -and $f.DeviceName) { $asset = $assetByName[$f.DeviceName.Split('.')[0].ToLower()] }
    $assetId = if ($asset) { $asset.AssetId } else { "UNATTRIBUTED:$($f.DeviceId)" }

    $exposed = if ($asset -and $asset.Exposure -eq 'internal') { 'N' } else { 'Y' }  # missing tag = public, by design
    $k       = $kevById[$f.CveId]
    $inKev   = if ($k) { 'Y' } else { 'N' }
    $s       = Get-Ssvc $f.CveId
    $auto    = if ($s.Automatable -eq 'yes') { 'Y' } else { 'N' }            # absent = no (CISA guidance)
    $impact  = if ($s.TechnicalImpact -eq 'partial') { 'P' } else { 'T' }    # absent = total (CISA guidance)

    $key = "$assetId|$($f.CveId)"
    if (-not $firstSeen.ContainsKey($key)) { $firstSeen[$key] = $today.ToString('yyyy-MM-dd') }
    $detected = [datetime]$firstSeen[$key]

    $start = $detected
    if ($k -and ([datetime]$k.dateAdded) -lt $start) { $start = [datetime]$k.dateAdded }

    $rule  = $table1["$exposed$inKev$auto$impact"]
    $due   = if ($null -ne $rule[0]) { $start.AddDays($rule[0]) } else { $null }
    if ($k -and $k.dueDate) {
        $catalogDue = [datetime]$k.dueDate
        if (-not $due -or $catalogDue -lt $due) { $due = $catalogDue }   # earlier of the two, by design
    }
    $triage = $rule[1] -or ($k -and $k.forensicTriage -eq 'Yes')

    [pscustomobject]@{
        AssetId          = $assetId
        DeviceName       = $f.DeviceName
        CveId            = $f.CveId
        Software         = "$($f.SoftwareVendor) $($f.SoftwareName) $($f.SoftwareVersion)"
        Severity         = $f.VulnerabilitySeverityLevel
        FixReference     = $f.RecommendedSecurityUpdate
        Exposed          = $exposed
        InKev            = $inKev
        Automatable      = $auto
        TechnicalImpact  = $impact
        Bod2604Row       = "$exposed$inKev$auto$impact"
        FirstDetected    = $detected.ToString('yyyy-MM-dd')
        ClockStart       = $start.ToString('yyyy-MM-dd')
        DueDate          = if ($due) { $due.ToString('yyyy-MM-dd') } else { 'next-system-upgrade' }
        DaysRemaining    = if ($due) { ($due - $today).Days } else { $null }
        PastDue          = [bool]($due -and $due -lt $today)
        ForensicTriage   = [bool]$triage
        AsOf             = $today.ToString('yyyy-MM-dd')
    }
}

$queue = $queue | Sort-Object @{ Expression = { if ($_.PastDue) { 0 } elseif ($_.ForensicTriage) { 1 } else { 2 } } },
                                @{ Expression = { if ($null -eq $_.DaysRemaining) { 99999 } else { $_.DaysRemaining } } }

$summary = [ordered]@{
    AsOf                 = $today.ToString('yyyy-MM-dd')
    Findings             = $queue.Count
    Assets               = ($queue.AssetId | Sort-Object -Unique).Count
    Unattributed         = ($queue | Where-Object { $_.AssetId -like 'UNATTRIBUTED:*' }).Count
    KevFindings          = ($queue | Where-Object InKev -eq 'Y').Count
    ForensicTriageOpen   = ($queue | Where-Object ForensicTriage).Count
    PastDue              = ($queue | Where-Object PastDue).Count
    PastDueKev           = ($queue | Where-Object { $_.PastDue -and $_.InKev -eq 'Y' }).Count
    WithinDeadlinePct    = if ($queue.Count) { [math]::Round(100 * (($queue | Where-Object { -not $_.PastDue }).Count / $queue.Count), 1) } else { 100 }
    KevCatalogVersion    = $kev.catalogVersion
    KevCatalogCount      = $kev.count
}

$queue   | ConvertTo-Json -Depth 4 | Set-Content (Join-Path $OutputDir "queue-$($summary.AsOf).json")   -Encoding utf8
$summary | ConvertTo-Json -Depth 2 | Set-Content (Join-Path $OutputDir "summary-$($summary.AsOf).json") -Encoding utf8
$firstSeen | ConvertTo-Json | Set-Content $histPath  -Encoding utf8
$ssvc      | ConvertTo-Json | Set-Content $cachePath -Encoding utf8

if ($summary.PastDueKev -gt 0) { Write-Warning "$($summary.PastDueKev) KEV findings are past their BOD 26-04 deadline." }
The summary answers the assessor’s third question for the whole estate. Two fields matter most. PastDueKev is the count of KEV findings past their deadline, which the directive’s Phase III makes a compliance failure, not a metric.2 WithinDeadlinePct is the share of open findings still inside their clock. It is a working signal for the queue’s owners only, never the reported measure: an open-queue share improves whenever new findings arrive, so the program reports remediation as closures within their timeline plus open items past it (Chapter 12), and nothing is allowed to hide a past-due KEV row. Unattributed counts findings on devices the inventory doesn’t know, which are inventory defects (Chapter 02).
The record also feeds the CDM reporting the directive requires. Phase I asks for automated KEV status reporting through the CDM dashboard, or manual reports every two weeks until that’s automated;2 coordinate the field mapping with the agency’s CDM integrator rather than inventing a format.
Keeping the history
Defender’s exports are current-state snapshots, so the history is the program’s. The daily queue and summary files are archived to immutable storage, and the summary is also sent to a Log Analytics custom table for dashboards and the trend an assessor asks for (typically 90 or 180 days). The source sent it through the HTTP Data Collector API with a workspace shared key. That API reached end of support on September 14, 2026; ingestion still works for TLS-compliant clients, but Microsoft directs customers to the Logs Ingestion API, which uses Microsoft Entra authentication scoped to a data collection rule instead of a shared key.30
# Archive the daily files and send the summary to a Log Analytics custom table
# through the Logs Ingestion API (data collection rule + Entra token; no shared key).
param(
    [Parameter(Mandatory)] [string] $StorageAccountName,
    [Parameter(Mandatory)] [string] $ContainerName,          # immutability policy set on the container
    [Parameter(Mandatory)] [string] $SummaryFilePath,
    [Parameter(Mandatory)] [string] $IngestionEndpoint,      # DCR or DCE logs ingestion endpoint, https://...
    [Parameter(Mandatory)] [string] $DcrImmutableId,
    [string] $StreamName = 'Custom-VulnComplianceSummary_CL'
)

$ctx = New-AzStorageContext -StorageAccountName $StorageAccountName -UseConnectedAccount
Set-AzStorageBlobContent -File $SummaryFilePath -Container $ContainerName `
    -Blob ("vulnerability-compliance/" + (Split-Path $SummaryFilePath -Leaf)) -Context $ctx | Out-Null

$summary = Get-Content $SummaryFilePath -Raw | ConvertFrom-Json
$summary | Add-Member -NotePropertyName TimeGenerated -NotePropertyValue ([datetime]::UtcNow.ToString('o'))
$body = ConvertTo-Json @($summary) -Depth 3          # the API takes a JSON array

$secure = (Get-AzAccessToken -ResourceUrl 'https://monitor.azure.com' -AsSecureString).Token   # monitor.azure.us in Azure Government
$token  = [System.Net.NetworkCredential]::new('', $secure).Password

Invoke-RestMethod -Method POST `
    -Uri "$IngestionEndpoint/dataCollectionRules/$DcrImmutableId/streams/${StreamName}?api-version=2023-01-01" `
    -Headers @{ Authorization = "Bearer $token" } -ContentType 'application/json' -Body $body
The ingestion call is a POST to {endpoint}/dataCollectionRules/{dcrImmutableId}/streams/{streamName} with a bearer token for https://monitor.azure.com (or https://monitor.azure.us in Azure Government); the body is a JSON array that matches the stream declared in the rule, and custom table names end in _CL.31 Check the current API version on Microsoft Learn before deploying.
[bookmark: _Toc00001300]SQL Server: two servicing branches
SQL Server needs its own lane because its updates follow a different model. Each servicing baseline branches in two: a General Distribution Release (GDR) branch with only security and other critical fixes, and a cumulative update (CU) branch with the same fixes plus every other fix for the baseline.32 Once an instance takes a CU it’s on the CU branch, and from then on its security fixes arrive as the CU-branch version of each security release (a CU<nn>-GDR build), not as the RTM GDR; a later CU includes the earlier GDR fixes, and Microsoft recommends the latest CU for the version.33
The source suggested applying a GDR to a CU-branch instance as a stopgap while CU testing finished. That isn’t how the branches work: a CU-branch instance can only take CU-branch updates.34 The stopgap for a CU-branch instance is the CU<nn>-GDR for the CU it already runs, where one exists.
Two Arc facts set the delivery lane:
· Automatic updates for SQL Server enabled by Azure Arc set a maintenance window and configure Windows Update and Microsoft Update on the host. They work only on Windows hosts, apply only updates marked Important or Critical, and require Software Assurance or pay-as-you-go licensing; cumulative updates not marked Important or Critical must be installed some other way.35
· Azure Update Manager patches hybrid machines, including SQL Server enabled by Azure Arc, and Microsoft documents that it installs SQL Server cumulative updates (unlike the older Automated Patching for Azure virtual machines). Use one mechanism per instance, not both.3637
The source’s Update-AzConnectedMachineExtension script with an enableAutoPatching settings block isn’t a documented configuration and isn’t carried; configure automatic updates through the portal, the Update Manager REST API or Azure Policy, as Microsoft documents.35 The SQL Server inventory itself, including which instances Arc discovered and what they run, belongs to Book 06, Chapter 04.
Lifecycle sets the hard edge. As of today:
	Version
	Status on October 21, 2026

	SQL Server 2014
	Extended support ended July 9, 2024; Extended Security Updates year 3 runs to July 12, 20273839

	SQL Server 2016
	End of support July 14, 202621; Extended Security Updates available (Book 05, Chapter 09)

	SQL Server 2017
	End of support October 12, 202739

	SQL Server 2019
	End of support January 8, 203040

	SQL Server 2022
	Mainstream support ends January 11, 202841


An instance past end of support with no ESU coverage produces findings no patch will close. It’s an upgrade, isolation or risk-acceptance decision for the authorizing official, recorded as a POA&M item, not a queue row that ages forever.
[bookmark: _Toc00001301]Remediation beyond the server queue
The scanning half is operating-system neutral: a Linux CVE flows through the same KEV join, the same Table 1 and the same record as a Windows one. What changes by platform is delivery, which is Chapter 07’s subject. Four surfaces never enter a host patch tool and need their own assessment sources feeding the same queue:
· Network devices and edge appliances. Firewalls, VPN concentrators, load balancers and similar devices are patched on vendor firmware cadences outside every host tool. They’re also where BOD 26-02’s end-of-support deadlines apply.8 Book 09 owns them; their findings still enter this queue keyed to the same asset identity.
· Container images. Remediated by rebuilding the image from a fixed base and redeploying, not by patching running hosts; registry scanning is the assessment source.
· Firmware and BIOS. Vendor tooling on its own cadence (Chapter 07 covers the hypervisor and host firmware column).
· macOS and mobile. Intune and the Defender sensor (Book 05).
[bookmark: _Toc00001302]Control states and evidence for the scanner and the queue
The procedure here is onboarding the scanner through Arc, checking coverage, and building the daily queue. Book 00, Appendix D’s conventions apply as below. Defender’s own exposure management, the recommendations and remediation requests inside the Defender portal, is engineered in the Defender XDR implementation guide, Step 5; this chapter keeps the federal clock and the record.
Authority: Mandated: BOD 26-04’s remediation timelines and KEV deadlines, and its CDM reporting (The directive that governs KEV). Microsoft-recommended for Defender for Servers Plan 2 (Learn, read Oct 21, 2026). Risk-based recommended for using the agency’s exposure tag over the sensor’s flag and for the earlier-of rule on KEV deadlines, which are the program’s design. Applies: License-dependent: Defender for Servers on Arc-enabled servers. Environment-dependent: server monitoring through the Defender for Cloud integration isn’t available for Office 365 GCC customers, and government API endpoints differ (Defender Vulnerability Management on Arc-enabled servers).
Control states. 
	State
	This page
	Evidence

	Designed
	The program’s remediation clock
	The clock design and the exposure-tag rule, approved by the CISO

	Configured
	Arc enrollment with Defender for Servers; the queue job
	Extension status per server; the job definition in the repository

	Enforced
	Not applicable: a scanner measures and changes nothing (The scanner is not remediation); enforcement of the fix is Chapter 07’s
	—

	Evidenced
	Verifying that every enrolled server is reporting
	The daily coverage result with no enrolled server missing

	Operated
	The daily queue, its archive and the CDM feed (Keeping the history)
	Archived queue and summary files; PastDueKev history; the BOD 26-04 reports


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
How-section coverage. Prerequisites: Book 05, Chapter 09 for Arc and plan licensing, and the boundary facts above. Pilot: one onboarding wave, checked a few hours after the last machine connects, before the next. Report-only or audit phase and Enforcement: not applicable, because the scanner and the queue read only. Rollback: remove the Defender for Servers plan or the extension from a scope under change control; the queue history stays in immutable storage. Exclusions: assets outside Arc and the surfaces in Remediation beyond the server queue, each with its own assessment source; an enrolled server that isn’t reporting is a finding, never an exclusion. Telemetry: extension status, the coverage check and the summary custom table. Day-two ownership: vulnerability management owns the queue and platform owners own the fixes (Chapter 10).
Evidence checklist
· Configuration: Defender for Servers plan settings and extension status per subscription; the queue job in the repository
· Operational: the archived daily queue and summary files, and the custom-table trend for 90 or 180 days
· Test: the coverage check after each onboarding wave, with expected and observed device counts, date and tester
· Exception: past-due findings carried as POA&M items or risk acceptances, and end-of-support assets with no ESU, each with the authorizing official’s decision and review date
· Assessor-ready artifact: the evidence package entry for RA-5 and SI-2 pointing to the four above
[bookmark: _Toc00001303]Software as a service and the shared-responsibility line
The architecture above governs assets the agency operates. Forcing a software-as-a-service product into the server model is a category error. Under shared responsibility the provider patches the platform; the agency can’t reach those CVEs and shouldn’t put them in its patch queue. The provider’s open findings are the agency’s inherited risk, and BOD 26-04’s guidance requires a commercial provider to report the status of outstanding vulnerabilities to the receiving agency.6 For FedRAMP-certified offerings that reporting runs through the VDR and VER rules from December 7, 2026.9
The agency’s obligation for software as a service is configuration posture and consumption of the provider’s evidence. For Microsoft 365 that’s the SCuBA baselines under BOD 25-01 and continuous assessment with ScubaGear (Book 11, Chapter 04); for cloud resource posture it’s Chapter 08. The two failure modes are symmetric: treating a service like a server the agency patches, or ignoring it because the vendor handles it.
[bookmark: _Toc00001304]Mechanism, not product
The Microsoft tools here are the program’s deployed example, chosen because the sensor already follows the Arc inventory. The contract is the mechanism, and each layer has alternatives:
	Layer
	Deployed example
	Other examples
	What must not change

	Continuous scanning (RA-5)
	Defender Vulnerability Management
	Tenable, Qualys, Rapid7; Amazon Inspector on AWS (Chapter 07)
	Scan scope equals the authoritative inventory

	Exploitation data (SI-5)
	CISA KEV feed and Vulnrichment, pulled daily
	The same sources; no substitute
	The catalog due date and Table 1 set the clock

	Remediation (SI-2)
	Azure Update Manager, Intune
	Platform-native stacks (Chapter 07)
	Every closure emits a status record

	Evidence (CA-7, SI-2(2), SI-2(3))
	Daily JSON, immutable archive, Log Analytics
	Any SIEM or data lake
	One row per CVE per asset with start, due and fixed dates


Verify each candidate product’s current FedRAMP status on the Marketplace at procurement; the table names examples, not authorizations (Book 10).
[bookmark: _Toc00001305]The scanner is not remediation
A scanner authors no state. It measures the distance between what a machine runs and what it should run, and it measures that only for machines it can see. It never applies a patch, never changes a setting and never proves that a fix stayed in place. The queue in this chapter is therefore an input, not a result: it hands each row, keyed to the asset’s authoritative identity and carrying its deadline, to the platform that can act on it, and it waits for that platform’s remediation-status record to come back. A finding closes when the next scan no longer sees it on that asset and the actuation record says what fixed it. Until both are true, it’s open. Chapter 07 is the other half: who acts on each platform, and the record every platform must return.
The full control-level treatment, including the closure table this chapter summarizes, is in the Federal Compliance volume Vulnerability Management; note that its directive tiers predate the corrections above.
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[bookmark: _Toc00001307]Chapter 07 — Patch, Configuration and Hardening Baselines
Only the platform that runs a workload can fix it; only a record that every platform emits in the same shape can prove the whole estate is fixed.
[bookmark: _Toc00001308]In this chapter
The remediation half of the vulnerability plane. How the shared-responsibility line decides where SI-2 applies; why the program lets each platform patch with its own stack but governs every stack through one record; why that record only works if every row carries the same authoritative asset identity (CM-8); why configuration state matters as much as patch level; when a single cross-cloud management overlay is worth its cost; how a hardening baseline moves from document to enforced, measured control, worked with Azure machine configuration and a drift export; how management agents that cross a boundary are documented; and how the same contract extends to Red Hat workloads on AWS.
Chapter 06 built the assessment half on one stack: Defender Vulnerability Management finds the flaws, the daily join to CISA’s data gives each one a deadline, and the queue says what must be fixed by when. That’s a complete reference implementation for the Microsoft side of the estate. It isn’t the whole estate.
An agency at FedRAMP Moderate typically runs compute on more than one platform at once: Microsoft 365 and Azure, often AWS, sometimes Oracle Cloud Infrastructure, usually an on-premises VMware estate, and Red Hat Enterprise Linux across several of them. Each platform ships its own patch and systems-management stack. Each stack spans Windows and Linux guests, and below the guest there are hypervisors, firmware and managed services that no single vendor’s tool reaches.
So the question is the one Chapter 02 poses for every plane: is flaw remediation closed by forcing every workload under one management plane, or by each platform’s native stack coordinated through a common contract? The program’s answer is a design position, and this chapter is its justification: actuation is platform-native; governance is unified. Each platform patches and configures with the stack its support model expects. Every stack emits the same remediation record, keyed to the same asset identity, into the same queue.
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Actuation is platform-native, governance is unified: the assessment queue hands each finding to the stack that can fix it, and every stack returns the same record keyed to authoritative asset identity.
[bookmark: _Toc00001309]The shared-responsibility line is the SI-2 scoping rule
SI-2 requires the organization to “identify, report, and correct system flaws,” test updates before installing them, install security-relevant updates within a defined period, and fold flaw remediation into configuration management.1 It doesn’t apply uniformly to every layer of a cloud service. It applies to the layers the agency operates, and the shared-responsibility line moves with the service model.
CISA’s implementation guidance for BOD 26-04 draws the line for vulnerability management directly. For on-premises systems and infrastructure as a service, the agency “retains full responsibility for managing vulnerabilities.” For platform as a service, the agency oversees security, identity, access, guest operating system, data and content, and audit logging, while the provider handles network security. For software as a service, the provider handles web application security, identity, operations and network protection, and the agency handles access, authentication, guest data and content, and audit logging. Commercial providers must report the status of outstanding vulnerabilities to the receiving agency.2
	Service model
	Who patches the guest OS
	Who patches the platform
	Agency SI-2 scope

	Infrastructure as a service (a VM on any provider)
	Agency
	Provider (hypervisor, host)
	Full guest remediation: OS, middleware, applications

	Platform as a service (managed database, functions)
	Agency oversees (CISA’s guidance lists the guest operating system as an agency duty)
	Provider
	Oversight of the guest operating system, plus the application and configuration layers the agency controls

	Software as a service (Microsoft 365, managed applications)
	Provider
	Provider
	Tenant configuration and consumption of the provider’s vulnerability reporting, not patching


The scoping rule, as program design: enumerate the estate by service model first, and place SI-2 obligations only where the agency operates the operating system or the application. Two assessment errors are common and opposite. One claims SI-2 evidence for a fully managed database the provider patches, without noting that the agency still oversees the guest operating system for platform as a service. The other fails to claim it for an IaaS virtual machine because “it’s in the cloud,” when the agency patches every byte above the hypervisor. The line, not the location, decides. For software as a service the agency’s work is configuration posture (Chapter 06, Chapter 08) and the provider’s reporting, which for FedRAMP-certified offerings runs through the Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules from December 7, 2026.3
[bookmark: _Toc00001310]CM-8 is the precondition for SI-2 at scale
Five platforms produce five inventories: Azure resource IDs, EC2 instance IDs, OCI OCIDs, vCenter managed object IDs and Satellite host records. Each is correct inside its own stack and meaningless outside it. They become one compliance picture only if every remediation record carries the same authoritative identity for the asset it describes. Without that join key the agency can answer “is CVE-X fixed?” one stack at a time, which isn’t asset visibility.
CM-8 requires a component inventory that “accurately reflects the system,” “includes all components within the system,” and “does not include duplicate accounting of components or components assigned to any other system.”1 BOD 23-01 makes discovery and enumeration operational, with automated asset discovery every 7 days and vulnerability enumeration across all discovered assets every 14 days.4 FedRAMP’s 2026 Key Security Indicators ask the same of providers: “Authoritative sources are used to automatically generate real-time inventories of all information resources when needed” (KSI-PIY-GIV, mapped to CM-8 and its enhancements).5
The program reads these together as one requirement, which is a design position: the authoritative asset_id comes from the naming plane (Book 08, Chapter 02), every platform’s native identifier is mapped to it before any compliance claim is made, and a remediation record that can’t be mapped proves nothing about any real asset. Multi-platform flaw remediation is therefore a consequence of the inventory problem, not a separate one.
[bookmark: _Toc00001311]The scanner is not remediation: the handoff
A scanner authors no state. It measures drift from one. Closing the gap is platform-specific work done by a patch orchestration stack, not by the scanner.
The handoff between Chapter 06 and this chapter is a contract, not a merge, and neither side duplicates the other:
· Assessment emits one queue row per CVE per asset, keyed to asset_id, with the KEV flag, the BOD 26-04 row, the clock start, the deadline and the forensic-triage flag. There is one priority queue for the estate. A platform’s own scanner, such as Amazon Inspector, is an assessment source feeding that queue, never a second prioritization authority.
· Actuation consumes the rows for its platform, schedules or applies the fix in its own maintenance model, and emits a remediation-status record back.
· Closure happens only when both are true: the actuation record says what was applied, and a later assessment of the same asset_id no longer sees the finding (Chapter 02 defines the disposition rule).
[bookmark: _Toc00001312]Actuation is platform-native
Each platform patches with the stack its support model expects. Forcing an overlay past that boundary breaks support and often breaks physics: a guest-OS agent can’t patch the hypervisor underneath it.

	Platform
	Windows guests
	Linux guests
	Hypervisor, host firmware
	Managed services

	Microsoft
	Azure Update Manager for Azure and Arc-enabled servers; Intune for Windows clients
	Azure Update Manager
	Azure Local instances through Update Manager6
	Provider-patched

	AWS
	Systems Manager Patch Manager
	Systems Manager Patch Manager
	Provider (EC2)
	Provider-patched (for example RDS, Lambda)

	Oracle Cloud Infrastructure
	OS Management Hub
	OS Management Hub; Ksplice
	Provider
	Provider-patched

	On-premises VMware
	Guest stack of choice (for example Update Manager through Arc)
	Guest stack of choice
	vSphere Lifecycle Manager
	—

	Red Hat (any platform)
	—
	Red Hat Satellite; Ansible Automation Platform
	—
	—

	Cross-platform overlay (optional)
	Tanium, BigFix, Ivanti and similar, on any platform above
	Same
	Not reachable from the OS
	—



What each native stack does, from its own documentation:
· Azure Update Manager manages and governs updates for Windows and Linux machines in Azure, on-premises and other clouds from one service. It offers scheduled patching in customer-defined maintenance windows, on-demand updates, periodic assessment every 24 hours, dynamic scoping, and patching for Arc-enabled servers, SQL Server enabled by Arc and VMware machines connected through Arc.7 On Arc-enabled Windows Server 2025 Datacenter and Standard, Update Manager delivers hotpatches that install certain security updates without a restart; a reboot is needed only for the baseline cumulative update, typically every three months.8 Microsoft made Arc-enabled hotpatch for Windows Server 2025 available at no extra cost.9 Servers are covered in depth in Book 05, Chapter 09.
· Intune handles the Windows client lane. Windows Update ring policies support the Pro, Pro Education, Enterprise, Education and IoT Enterprise editions, not Windows Server,10 and expedite policies push a specific security update past deferral settings when the monthly cadence is too slow for a KEV deadline.11 The source’s server “production ring” for domain controllers and database servers was a category error; servers use Update Manager. Rings, deadlines and Autopatch are in Book 05, Chapter 10.
· AWS Systems Manager Patch Manager patches EC2 instances, edge devices, on-premises servers and virtual machines running Windows Server, supported Linux distributions and macOS. It runs a Scan (report only) or Scan and install operation against a patch baseline the customer defines, through patch policies, maintenance windows or on-demand “Patch now.” It doesn’t upgrade major OS versions, doesn’t test patches before making them available, and uses the publisher’s severity rather than CVSS. Its compliance data is “a point-in-time snapshot from the latest successful patching operation,” and compliance with a baseline “doesn’t mean that a managed node is necessarily secure.”12 Patch compliance can be sent to Security Hub.12
· Oracle OS Management Hub manages updates and patches for instances in OCI, private data centers and supported third-party clouds from one console.13 Ksplice applies critical security patches to Linux kernels on OCI instances in memory, without a reboot, and on Oracle Linux also patches the glibc and OpenSSL user-space libraries. It doesn’t replace package maintenance: on-disk packages still have to be updated so the system starts from the current release after its next reboot.14
· vSphere Lifecycle Manager images update both the software and the firmware on an ESXi host in a single operation. Firmware comes from a hardware support manager, a vendor-supplied plug-in that registers with vCenter, lists available firmware and applies the firmware specified in the image’s add-on.15
· Red Hat Satellite imports content from Red Hat and custom sources, manages it across lifecycle environments, manages packages on hosts and provisions physical and virtual machines.16
Two properties of the matrix carry weight.
The hypervisor and firmware column has no cross-platform tool. ESXi is patched by vSphere Lifecycle Manager, server firmware through the vendor’s hardware support manager, and network appliance firmware through vendor tooling (Book 09). “Everything under one agent” can’t reach this column, which is where some of the most damaging exploitation of recent years has landed (Book 11, Chapter 06).
Live patching changes the remediation math, but doesn’t end it. The source presented Ksplice as a capability unique to Oracle. Reboot-free patching now exists on several platforms: Ksplice on Oracle Linux, hotpatch on Windows Server 2025 through Arc, and Kernel Live Patching on Amazon Linux 2 through Systems Manager.14812 Each shrinks the maintenance window that gates most patching, which matters when BOD 26-04 allows three days. None removes the periodic baseline: Ksplice still needs on-disk updates and hotpatch still needs the quarterly baseline reboot. The program schedules both, and counts a live patch as remediation only when the stack records it against the finding.
[bookmark: _Toc00001313]Governance is unified: the record
Coordination isn’t a console. It’s a record the program asks every stack to emit (risk-based recommended: one record is what lets one queue exist). The program’s unified remediation record is the patch-and-configuration specialization of the evidence contract in Chapter 02; the field names below are program design:
	Field
	Meaning
	Chapter 02 contract field

	asset_id
	Authoritative name or address from the naming plane; the join key
	asset_id

	source_stack
	The stack that produced the record: update-manager, ssm, osmh, vlcm, satellite, aap, machine-config
	source

	surface
	Guest OS, application, hypervisor, firmware or appliance class; these refine the Chapter 02 values (operating system, network enforcement) for patch and baseline records
	surface

	control
	SI-2 for a patch record, CM-6 for a baseline record
	control

	finding_ref
	CVE or advisory ID, KEV flag, and the queue row it closes
	— (links to the assessment record)

	deadline
	The BOD 26-04 deadline assigned at assessment
	— (carried from the queue)

	patch_state / baseline_conformance
	Current against required patch level; pass or fail against the CM-2 baseline
	state, verdict

	observed_at
	When the state was measured, in synchronized UTC
	observed_at

	disposition
	Applied, accepted risk with its POA&M reference, or open; a scheduled or failed attempt stays open and is traced through evidence_ref
	disposition

	evidence_ref
	The stack’s job, run or association ID, so an assessor can trace the record to its source
	provenance


Every native stack can produce these fields; the program writes the mapping once per stack. The native outputs that carry them are documented:
· Azure Update Manager writes assessment and installation results to Azure Resource Graph, in the PatchAssessmentResources and PatchInstallationResources tables, for both Azure VMs and Arc-enabled machines.17
· Azure machine configuration writes guest assignment compliance to the guestconfigurationresources table, with the per-setting reasons for noncompliance.18
· Systems Manager emits a Configuration Compliance State Change event to EventBridge when a managed node’s patch or association compliance changes between compliant and non_compliant, and State Manager emits association state changes;19 Patch Manager also writes scheduled compliance reports to S3.12
· Amazon Inspector publishes findings to EventBridge and to Security Hub, and automatically closes a finding when it detects the remediation.20
The record lands in the program’s evidence store and the same queue as everything else (Chapter 02, Chapter 12). It’s the SI-2(2) evidence, because SI-2(2) requires determining with automated mechanisms whether components have the applicable updates installed, and the SI-2(3) evidence, because SI-2(3) requires measuring the time between identification and remediation.1 The program mandates the record, never a single vendor’s tool.
[bookmark: _Toc00001314]Configuration state, not just patch level
SI-2 closes flaws. CM-2 and CM-6 hold the configuration that keeps them closed. CM-2 requires a current baseline configuration maintained under configuration control and reviewed when components are installed or upgraded; CM-6 requires configuration settings that “reflect the most restrictive mode consistent with operational requirements,” implemented, with approved deviations documented and changes monitored and controlled.1 A patch applied to a host that then drifts out of its hardened baseline hasn’t stayed remediated: an SMBv1 client re-enabled, a local administrator account switched back on or a firewall rule widened reopens the exposure the patch closed.
Each platform has a desired-state mechanism that is the configuration analogue of a patch baseline:
· Azure machine configuration (formerly Azure Policy Guest Configuration) audits or sets OS settings inside Azure VMs and Arc-enabled servers through Desired State Configuration, scoped by Azure resource scope rather than OU (Book 05, Chapter 09).21
· AWS Systems Manager State Manager keeps managed nodes and other AWS resources “in a state that you define” through associations that specify the configuration, the schedule and the targets; it can run SSM documents, MOF files, Ansible playbooks or Chef recipes.22
· Red Hat Ansible Automation Platform expresses the desired state as versioned playbooks.
The discipline is the same on all of them: declare a baseline, detect drift, reconcile or report, and emit a baseline_conformance record into the same contract. FedRAMP’s 2026 indicators describe the target for providers in the same terms: configuration “managed using automation and persistently reviewed for drift” (KSI-SVC-ACM) and “persistently evaluated and tested” (KSI-MLA-EVC).5
[bookmark: _Toc00001315]The baseline lifecycle
A baseline that no pipeline enforces is a document, not a control. Conformance tooling measures drift from an intended state; it can’t author one. The program authors the intended state as machine-enforced policy, detects drift continuously and reconciles or reports it. That’s CM-6 base, operationalized through CM-6(1), which requires managing, applying and verifying configuration settings with automated mechanisms, and CM-6(2), which requires defined actions in response to unauthorized changes.1
Each baseline moves through four stages. The last two are what turn a one-time hardening into a standing control.
	Stage
	Artifact
	Control

	Author
	Baseline definition: agency CM-6 settings drawn from SCuBA, a CIS Benchmark or the vendor’s hardening guide, mapped to policy, versioned in the governance repository
	CM-6 settings

	Assign
	Policy assignment to the target scope, audit-only first
	CM-2 baseline

	Detect
	Continuous compliance evaluation producing a drift record per setting per asset
	CM-3, CM-6, CM-6(1)

	Reconcile or report
	Automatic remediation where safe; a POA&M item and an SI-2 queue row where not
	CM-6(2), SI-2
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The baseline lifecycle: author as code, assign in audit mode, measure drift, then split each rule into automatic remediation or reported drift, and emit every result to the evidence contract.
Baselines come from their publishing authorities, and the agency chooses which. CM-6 asks for settings drawn from organization-defined common secure configurations, and its discussion says those can come from product developers, vendors, federal agencies, consortia and others.1 CISA’s SCuBA baselines cover two products, Microsoft 365 and Google Workspace, and are binding for those tenants under BOD 25-01 (Book 11, Chapter 04).23 They don’t cover servers, network devices, hypervisors or cloud accounts. For those, NIST’s National Checklist Program maintains a public repository of security configuration checklists, hosting some (mainly federal ones) and linking to others;24 NIST’s guidance for checklist users notes that checklists are typically created by IT vendors for their own products.25 The usual sources for a Moderate civilian agency are CIS Benchmarks, which cover operating systems such as Red Hat Enterprise Linux 9 and Windows Server 2022 and 2025, network devices and cloud accounts,26 and the vendor’s own hardening guide. Some civilian agencies borrow a DISA STIG where it is the only published checklist for a product (High only); it is an optional reference, not the baseline a civilian ATO expects.
High only marks material that applies to FedRAMP High or Defense environments, such as DISA STIGs and DoD Impact Levels, not to the Moderate civilian baseline this workbook targets. It’s kept as an optional reference.
Microsoft’s built-in Azure compute security baselines for Windows and Linux are a practical starting point on Azure and Arc (Book 05, Chapter 09). Every baseline is point-in-time and should track its publisher’s updates (risk-based recommended), or it silently ages out of currency; for SCuBA’s mandatory policies, BOD 25-01 itself requires later updates on CISA’s timelines (Book 11, Chapter 04).
Azure machine configuration and the drift export
Machine configuration has three assignment types, set by the assignmentType property:27
	Assignment type
	Behavior
	Evidence consequence

	Audit
	Reports compliance; never changes the machine
	Every drift is visible as NonCompliant

	ApplyAndMonitor (the default)
	Applies the configuration, then reports NonCompliant if the machine drifts, without correcting it
	Drift is visible; remediation is a separate, recorded action

	ApplyAndAutoCorrect
	Applies the configuration and corrects drift at the next evaluation
	The machine always reports Compliant unless an error occurs; Microsoft states there’s “no way to report when a drift was automatically corrected”21


[bookmark: _Toc00001316]Correction: there is no “audit then remediate” mode, and autocorrect hides drift
The source’s illustrative baseline used an AuditThenRemediate enforcement mode. Machine configuration has no such mode; the three types are Audit, ApplyAndMonitor and ApplyAndAutoCorrect.27 “Audit first, then remediate” is a rollout sequence, done by assigning in Audit and changing the assignment later. The more important point for evidence: ApplyAndAutoCorrect corrects drift without recording that drift happened.21 A setting under autocorrect can be reversed by an attacker and silently restored at the next evaluation, and the record shows only compliance. The program’s design is to use ApplyAndMonitor or Audit for every setting whose drift must be evidenced (anything a CM-6(2) response depends on), reserve ApplyAndAutoCorrect for idempotent, low-risk settings where silent correction is acceptable, and say which is which in the baseline file.
The baseline file below is the program’s own baseline-as-code format, not a Microsoft schema. A pipeline translates it into machine configuration packages and Azure Policy assignments, or into State Manager associations and Ansible roles on other platforms. Its job is to declare the desired setting, the response to drift and the evidence destination in one reviewed artifact.
[bookmark: _Toc00001317]Illustrative, not tested against a production estate
The baseline file and query in this chapter are examples. They haven’t been run against a production subscription. The rule identifiers follow the CIS Windows Server benchmark’s numbering pattern and must be checked against the benchmark version the agency adopts. Assign in Audit first and review the drift population before enabling any remediation.
# Program baseline-as-code (not a Microsoft schema). CM-2 / CM-6.
# Translated by the pipeline into machine configuration packages and
# Azure Policy assignments for Azure and Arc-enabled servers.
baseline: cis-l1-windows-server
version: 2026.10.1                 # every drift record carries this version
source: CIS Microsoft Windows Server Benchmark (adopted version recorded in the repo)
scope:
  - /subscriptions/<subscription-id>/resourceGroups/<arc-servers-prod>
rollout:
  phase: audit                     # audit -> monitor; changed by pull request only
rules:
  - id: 2.3.1.x                    # verify against the adopted benchmark version
    setting: "Accounts: Administrator account status"
    desired: Disabled
    onDrift: remediate             # assignmentType ApplyAndMonitor; remediation is a recorded action
  - id: 18.x.x                     # verify against the adopted benchmark version
    setting: "Configure SMB v1 client driver"
    desired: "Disable driver"
    onDrift: report                # needs judgment: may break a legacy dependency
evidence:
  export: evidence-contract        # every drift and reconciliation is a record (Chapter 02)
  poam_on: report                  # unremediated drift opens a POA&M item and an SI-2 queue row
The drift export reads machine configuration results from Azure Resource Graph, one row per noncompliant setting per machine, and maps each to the evidence contract. The query follows Microsoft’s published sample for finding every reason a machine is noncompliant.28
// Drift export: every noncompliant machine configuration setting, per machine.
// Source: Azure Resource Graph, guestconfigurationresources.
guestconfigurationresources
| where type =~ 'microsoft.guestconfiguration/guestconfigurationassignments'
| extend machine = tostring(split(properties.targetResourceId, '/')[-1]),
         targetResourceId = tostring(properties.targetResourceId),
         assignment = name
| extend resources = properties.latestAssignmentReport.resources
| extend resources = iff(isnull(resources[0]), dynamic([{}]), resources)
| mv-expand resources
| extend reasons = resources.reasons
| extend reasons = iff(isnull(reasons[0]), dynamic([{}]), reasons)
| mv-expand reasons
| extend settingCompliant = tobool(resources.complianceStatus)
| where settingCompliant == false
| project targetResourceId, machine, assignment,
          setting = tostring(resources.resourceId),
          reason = tostring(reasons.phrase),
          exportedAtUtc = now()
Each row becomes a contract record: asset_id mapped from targetResourceId, control CM-6, verdict fail, observed_at from the export run (the evaluation itself recurs on the machine’s own cycle), disposition open until a later evaluation shows the setting compliant or the authorizing official accepts the risk. If an Arc-enabled server disconnects, its guest assignments are kept locally for 14 days and then deleted (Book 05, Chapter 09), so a server that stops appearing in this export is a coverage finding, not a clean result.
Deployment sequence
The program’s deployment sequence for any baseline, on any platform:
1. Assign in audit mode first and measure the drift population before enabling remediation. A baseline that auto-remediates a setting the estate depends on is an availability incident.
1. Split every rule into remediate and report. Remediate only idempotent, low-blast-radius settings; anything that needs judgment is reported. The split is reviewed in the pull request that changes the baseline.
1. Wire drift and reconciliation records to the evidence contract, so CM-6 is evidenced continuously, not at assessment time.
1. Feed unremediated drift into the SI-2 queue and the POA&M. A governed exception is a documented deviation under CM-6, backed by an approval, not a silent gap.
For SCuBA, the same pattern applies to the cloud business applications: the ScubaGear output is compared with the intended SCuBA baseline, and each governed exception is carried as a documented deviation, so the assessor sees a decision rather than an open drift (Book 11, Chapter 09).
Honest limits
· Automatic remediation is safe only for idempotent, low-blast-radius settings. The report path exists because not every drift can be closed without human judgment.
· SCuBA, CIS and vendor baselines are point-in-time. SCuBA’s mandatory policies follow CISA’s updates because BOD 25-01 requires it (mandated); CIS and vendor baselines should follow their publishers’ revisions (risk-based recommended).
· Cloud posture findings across several providers need a pack per provider. The mechanism is uniform; the pack content isn’t (Chapter 08).
[bookmark: _Toc00001318]Control states, rollout and evidence for a baseline
The deployment sequence above is the procedure. This section applies Book 00, Appendix D’s conventions to it, on any platform; the example is Azure machine configuration.
Authority: Mandated: CM-2 and CM-6 where the system’s baseline selects them, and the SCuBA baselines for Microsoft 365 and Google Workspace under BOD 25-01. Microsoft-recommended for staging Azure Policy assignments before enforcing them.29 Risk-based recommended for the remediate-or-report split and for not using ApplyAndAutoCorrect where drift must stay visible, which are the program’s design. Applies: All servers in scope. Environment-dependent: machine configuration on Azure and Arc-enabled servers; State Manager and Ansible elsewhere (Configuration state, not just patch level).
Control states. 
	State
	This page
	Evidence

	Designed
	The baseline file, authored and reviewed in a pull request (The baseline lifecycle)
	The approved pull request and the remediate-or-report split

	Configured
	Assignment in Audit (step 1 of the sequence)
	The assignment export with assignmentType Audit; the first drift population

	Enforced
	ApplyAndMonitor for the remediate rules, ring by ring (below)
	The assignment export with the enforcing type; the exception list

	Evidenced
	The drift export after each ring
	Contract records showing the expected settings compliant and nothing else changed

	Operated
	Steps 3 and 4: drift wired to the evidence contract and unremediated drift to the SI-2 queue and POA&M
	The drift export history; queue rows and POA&M items


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
How-section coverage. Prerequisites: Arc enrollment and machine configuration (Book 05, Chapter 09). Pilot: ring 1 below. Report-only or audit phase: the Audit assignment type, kept until the drift population is measured and every remediate rule has been shown harmless on the pilot. Enforcement: the rings below. Rollback: change the assignment back to Audit; a setting already applied stays until the baseline’s previous version is applied under change, so each remediate rule names its prior value. Exclusions: a governed deviation under CM-6 with an approval, never a silent gap (step 4). Telemetry: the drift export and the platform’s compliance state. Evidence: the checklist below. Day-two ownership: platform owners run the assignments; the governance board reviews the baseline when its publisher revises it (Book 13, Chapter 06).
Change safety
	Ring
	Scope
	Exit criteria

	0
	Lab servers built from the same images
	No service failure after a full evaluation cycle

	1
	A pilot set of non-production servers per role
	Application owners confirm service; drift population shrinks as expected

	2
	Production servers except Tier 0 and database servers
	No incident attributed to the baseline for two weeks

	3
	Everything in scope, Tier 0 last, in its own window
	Drift export shows only approved deviations


· Emergency access: break-glass local administrator accounts and the recovery path for each server role are tested in ring 0, so a baseline that tightens local sign-in can’t lock out recovery.
· Change window: each ring in the platform’s maintenance window, approved by the change advisory board, with the platform owner and the application owner on hand.
· Backout triggers: a service on a ring’s servers fails after the assignment changes, or a remediate rule’s setting conflicts with an application’s documented requirement.
· Post-change validation: the drift export after the next evaluation, and the application owner’s service check.
Evidence checklist
· Configuration: the baseline file and its pull request; the assignment exports with type and scope
· Operational: the drift export history and the contract records it produced
· Test: each ring’s post-change validation, with expected and observed results, date and tester
· Exception: governed deviations with approver and expiry
· Assessor-ready artifact: the evidence package entry for CM-2, CM-6, CM-6(1) and SI-2 pointing to the four above
[bookmark: _Toc00001319]Assessment mapping
· Microsoft Zero Trust pillar: Infrastructure
· CISA ZTMM pillar: Applications and Workloads (servers), Devices for Windows clients through Intune
· Depends on: the authoritative inventory (CM-8) and the vulnerability queue (Chapter 06); endpoint hardening for clients in Book 05
· Attack chain interrupted: Exploitation for Privilege Escalation and Lateral Movement through a known flaw or a weakened setting; Defense Evasion through a reverted hardening setting that drift detection reports
[bookmark: _Toc00001320]The cross-cloud overlay decision
An agency may choose one OS-agnostic management plane, such as Tanium, BigFix or Ivanti, on top of every platform instead of stitching the native stacks together. The trade is explicit:
	Option
	Gains
	Costs

	Native per-platform stacks
	No extra product; each stack inherits its provider’s support model and authorization boundary
	The evidence contract must normalize five or more outputs

	Single overlay
	One console and one normalized output
	One more product in the boundary to authorize and operate, an agent on every host, and a support seam with each platform’s own tooling


Neither is required by the program; both satisfy it as long as every stack, or the overlay, emits the record. The overlay doesn’t replace the hypervisor and firmware column: vSphere Lifecycle Manager and vendor firmware tooling remain, because an OS-level agent can’t patch below the OS. If an overlay is chosen, verify its FedRAMP status on the Marketplace at procurement and treat it as a high-value target in its own right, because a tool that can push software to every host is a path to every host (Chapter 11).
[bookmark: _Toc00001321]Accreditation and the boundary
Most stacks in the matrix are cloud provider services (Update Manager, Systems Manager, OS Management Hub), so their gate is the provider’s FedRAMP certification; verify each one’s status and the cloud it’s available in, and don’t claim above the system’s baseline (Book 10). Others are customer-operated: vSphere Lifecycle Manager on on-premises VMware and Red Hat Satellite or Ansible Automation Platform on agency infrastructure carry no provider certification. The authorization boundary documents them as agency-operated components, hardened and evidenced like any other, rather than inherited services.
One boundary nuance recurs. A hybrid management agent, such as the Arc agent on an on-premises or AWS host or the Systems Manager agent on a non-AWS host, creates a connection the boundary must document, because the management channel crosses a boundary edge. CA-3 requires approving and managing information exchange between the system and other systems, and documenting the interface characteristics, security requirements, controls and responsibilities in each exchange agreement.1 The program’s position is to record each such channel as an external connection with its own agreement, and never to treat a reached host as silently in-boundary because a management agent touches it.
[bookmark: _Toc00001322]Extending the contract to a second cloud: Red Hat on AWS
A common next estate is Red Hat Enterprise Linux virtual machines in AWS. The program’s design extends the existing contract in place rather than building an AWS-specific program, under three invariants:
1. Same queues. Satellite, Ansible Automation Platform and Systems Manager results land in the same SI-2 remediation queue as the rest of the estate, as updates to the open rows they close, not as a new record type.
1. Same join key. AWS assets reconcile to the authoritative naming plane before any compliance claim is made about them (Book 08, Chapter 07).
1. Same evidence path. AWS control state feeds the same attestation and continuous-monitoring loop (Chapter 12); there’s no separate AWS compliance narrative.
The emission contract for this estate is deliberately small, the same shape every other stack emits:
	Field
	Content
	Why it matters

	Join key
	The asset’s authoritative identity from the naming plane
	An unreconciled record proves nothing about a real asset; reconciliation runs first

	Source stack
	satellite, aap or ssm
	Which platform-native orchestrator acted

	Finding reference
	Erratum or patch ID, CVE, KEV flag
	Joins the record to the queue row it closes

	Deadline
	The BOD 26-04 deadline assigned at assessment
	Whether the fix beat its clock is a fact, not a recollection

	Status and evidence pointer
	Success, failed or deferred, with the job or association ID
	The pointer the evidence contract carries into attestation


The emitters are existing capabilities. Systems Manager patch compliance changes surface as EventBridge Configuration Compliance State Change events;19 Satellite and Ansible Automation Platform job results are posted to the coordination layer’s inbound integration (program design). The baseline artifacts that define the estate’s desired state, the State Manager association and the Ansible playbook version, are recorded as CM-2 baseline versions, so drift is judged against a versioned baseline and not a console’s memory.
The companion guide Ansible for Configuration Automation works this through for Ansible: playbook versions as CM-2 baselines, pull requests as CM-3 change control, job results to the evidence store, with example playbooks.
The assessment side stays in Chapter 06. Amazon Inspector discovers and continually scans EC2 instances, ECR container images and Lambda functions, publishes findings to EventBridge and Security Hub, and closes a finding when it detects the remediation.20 Its findings enter the one KEV-weighted queue, keyed to the same asset_id, alongside Defender’s, through the same evidence path as every other source (Chapter 02). Red Hat Insights, a software-as-a-service analytics service, is excluded from the boundary by default until an authorization review admits it; Satellite and Ansible Automation Platform carry the full contract without it.
[bookmark: _Toc00001323]Closure necessity: remediation has no substitute
No conformance scan, policy document or single-vendor console is enough to support SI-2 on a multi-platform estate. The flaw is closed only when the platform-native stack applies the fix on its own platform, and the estate is provably closed only when each stack emits a remediation record keyed to authoritative asset identity and a later assessment confirms it. Remove the actuation and SI-2 is open. Remove the join key and SI-2 is unprovable. The same holds for configuration: an unenforced baseline closes nothing, and a scanner with no authored baseline has nothing to measure against.
[bookmark: _Toc00001324]Controls and indicators
	Control
	Title
	How this chapter closes it

	CM-8
	System Component Inventory
	Authoritative asset_id from the naming plane as the join key across every native inventory (precondition; Chapter 02)

	RA-5
	Vulnerability Monitoring and Scanning
	Handoff from Chapter 06; per-platform scanners feed the one queue

	SI-2
	Flaw Remediation
	Platform-native patch orchestration per platform and layer

	SI-2(2)
	Automated Flaw Remediation Status
	The unified remediation record emitted by every stack

	SI-2(3)
	Time to Remediate Flaws and Benchmarks for Corrective Actions
	Detected, deadline and fixed dates per finding; BOD 26-04 Table 1 as the benchmark

	CM-2
	Baseline Configuration
	Versioned baseline-as-code per platform

	CM-3
	Configuration Change Control
	Baseline changes by pull request; drift and reconciliation records

	CM-6, CM-6(1), CM-6(2)
	Configuration Settings; Automated Management, Application, and Verification; Respond to Unauthorized Changes
	Machine configuration, State Manager and Ansible enforcement, drift export, defined response per rule

	CA-3
	Information Exchange
	Hybrid management channels documented as external connections


The control mapping is the program’s. FedRAMP’s 2026 Key Security Indicators are written for cloud service providers, not agency systems, but they describe the same evidence and the program uses them as a model. The ones that touch this chapter are KSI-SVC-ACM (configuration managed with automation and reviewed for drift), KSI-MLA-EVC (configuration persistently evaluated and tested), KSI-PIY-GIV (inventories generated from authoritative sources), KSI-CMT-VTD (automated testing and validation of changes, mapped among others to SI-2 and CM-6(2)) and KSI-SVC-EIS (persistent security improvement, mapped among others to SI-2(2)).5 Vulnerability timeframes for providers sit in the separate Vulnerability Detection and Response rules, not in an indicator.30 The source volume’s mapping (SI-2 to KSI-SVC and KSI-MLA, CM-2 and CM-6 to KSI-CMT) predates the 2026 rules and isn’t carried.
Control-level depth for the multi-platform remediation plane and the baseline deployment pattern is in the Federal Compliance volumes Patch & Systems Management and Configuration Baselines & Hardening.
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[bookmark: _Toc00001326]Chapter 08 — Cloud-Native Posture
A storage account open to the internet has no missing patch, so a vulnerability scanner will never report it; the cloud control plane needs its own sensor.
[bookmark: _Toc00001327]In this chapter
Why misconfiguration, excessive entitlement and exposure in the cloud control plane need a sensor of their own, and how cloud security posture management (CSPM) applies CM-6 to cloud resources. The program’s owned-tool-first rule for choosing a posture mechanism on each platform, with each platform’s FedRAMP listing checked as of today. The overlapping views of a cloud-native application protection platform (CNAPP), Kubernetes admission control and runtime detection, and how every posture finding enters the same evidence contract and lines up with FedRAMP’s current Key Security Indicators.
Chapter 06 finds the known vulnerabilities on hosts, and Chapter 07 patches them and holds operating systems to a hardening baseline. Neither one looks at the layer where many cloud failures start. A host scanner answers “which CVEs are on this virtual machine.” It doesn’t answer “is this storage bucket public,” “can this workload reach the internet,” “does this role grant far more than it uses” or “was this container image scanned before it ran.” Those are questions about the cloud control plane and the container layer. On an estate that spans Azure, AWS, Google Cloud, Oracle Cloud Infrastructure, a VMware private cloud and Kubernetes clusters on several of them, the answers come from each provider’s API, not from an agent on a guest.
This chapter covers three overlapping disciplines that answer those questions:
· Cloud security posture management (CSPM): continuous detection of cloud resource misconfiguration against a secure baseline, on every provider (CM-6).
· Cloud-native application protection (CNAPP): one platform that combines workload vulnerability scanning, network exposure and attack-path analysis, entitlement analysis and pre-deployment code and infrastructure-as-code scanning.
· Kubernetes and container security: image scanning, admission control that refuses non-compliant workloads (CM-7), and runtime threat detection (SI-3).
The argument is the book’s argument. A posture tool isn’t a dashboard to look at. It is one more emitter on the evidence contract that Chapter 02 defines, and its findings go into the same queue as everything else.
[bookmark: _Toc00001328]CSPM: CM-6 applied to cloud resources
NIST SP 800-53 CM-6 asks an organization to establish and document configuration settings that “reflect the most restrictive mode consistent with operational requirements,” implement them, approve and document deviations, and “monitor and control changes to the configuration settings.”1 Chapter 07 applies that control to operating systems. In the cloud, the same control covers a different kind of setting: whether a storage account allows public access, what a network security group admits, whether a key vault has purge protection, whether resource logs are on, and whether an identity’s role assignment has grown since it was granted. CSPM reads those settings continuously through each provider’s API and compares them with a baseline.
Same control, different layer. The program treats the two as separate contributions to CM-6: Chapter 07’s operating-system baseline and this chapter’s cloud-resource baseline. An assessor who sees only one of them hasn’t seen CM-6 closed.
[bookmark: _Toc00001329]The owned-tool-first decision across a multi-cloud estate
No single posture tool sees every provider equally well, and every provider ships its own. The program’s rule for choosing is a design position, not a vendor requirement:
1. A Microsoft product is the default only where it coordinates the multi-vendor surface. The preference has to be earned by actually reaching the other platforms, not assumed.
1. Where the agency already owns a platform-native posture mechanism, that tool is primary for its own platform’s evidence. The coordinating tool’s role there narrows to cross-account correlation, not sole source.
1. Where nothing is owned yet, the chapter names an adoption default: the specific mechanism to stand up the day the agency procures that platform, recorded as a plan, not as a capability in place.
1. Every mechanism’s FedRAMP status is checked on the Marketplace at procurement, and a mechanism certified at a higher class than the system’s impact level is usable when the boundary treatment is documented. FedRAMP’s 2026 rules say each agency “still authorizes its own federal information systems,” and the authorizing official accepts risk for “the configuration selected, the integrations enabled.”2 Book 10, Chapter 03 covers certification classes and how an agency uses them.
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The owned-tool-first decision: each platform’s own posture mechanism is primary for that platform, Defender for Cloud coordinates where it actually reaches, and every finding goes to one evidence contract.
Per-platform mechanisms
The table below gives the mechanism for each platform and what the FedRAMP Marketplace lists for the offering that includes it, as of the dataset published October 21, 2026.3 Whether a platform is “owned” is agency-specific; the right-hand column states the program’s treatment either way.
High only marks material that applies to FedRAMP High or Defense environments, such as DISA STIGs and DoD Impact Levels, not to the Moderate civilian baseline this workbook targets. It’s kept as an optional reference.
Posture mechanism, FedRAMP listing and program treatment per platform
	Platform
	Posture mechanism
	FedRAMP listing of the offering that includes it
	Program treatment

	Azure
	Microsoft Defender for Cloud: Foundational CSPM (free) and the Defender CSPM plan4
	Defender for Cloud is in the FedRAMP High audit scope of both Azure and Azure Government;5 both offerings are FedRAMP Certified at Class D (High)
	Primary for Azure and the coordinating default where its connectors reach

	AWS
	AWS Config conformance packs (including the NIST SP 800-53 Rev. 5 pack) and AWS Security Hub CSPM, including its CIS AWS Foundations Benchmark standard678
	Both services are listed under AWS US East/West (Class C, Moderate) and AWS GovCloud (Class D, High); either is a valid location for a Moderate system
	Primary for AWS where owned, ahead of routing AWS evidence through Defender for Cloud

	Google Cloud
	Security Command Center for posture; Assured Workloads for data-boundary control packages910
	Both sit within the Google Services offering, FedRAMP Certified at Class D (High)
	Adoption default; until then, Defender for Cloud’s Google Cloud connector is the only mechanism

	Oracle Cloud Infrastructure
	Cloud Guard11
	Listed in the Oracle Cloud Infrastructure-Government Cloud offering, Class D (High)
	Adoption default and the only posture mechanism for OCI and its Kubernetes clusters; Defender for Cloud doesn’t cover OCI12

	VMware private cloud
	Broadcom’s VMware Cloud Foundation Security Configuration and Hardening Guide, measured by Security Posture Management in VCF Operations, with the CIS VMware ESXi benchmarks as a cross-check;1314 Broadcom’s STIG readiness content is an optional reference (High only)15
	Customer-operated software has no FedRAMP certification of its own
	Inherits the agency system’s own authorization; posture evidence is the agency’s to produce


Three corrections to the program’s earlier drafts come out of checking those listings:
· Defender for Cloud is an Azure service, not a Microsoft 365 GCC one. It is in the FedRAMP High scope of Azure and Azure Government.5 Microsoft 365 GCC tenants pair with Microsoft Entra ID in commercial Azure, which is where most GCC agencies’ Defender for Cloud subscriptions live.16
· AWS’s posture services aren’t High-only. AWS Config and Security Hub CSPM appear in the certified-services lists of both the Moderate commercial-region offering and the High GovCloud offering.3 GovCloud (US) isn’t High-only either: AWS lists FedRAMP scope per service and per Region, and a High baseline includes the Moderate controls, so a Moderate system can run there (inference).17 An agency may run most AWS workloads in GovCloud (US) at Moderate and a contact center in a commercial Region; the posture mechanism is the same in both.
· Prisma Cloud isn’t High-only. Palo Alto Networks lists Prisma Cloud and Cortex Cloud in both its Government Cloud Services offering (Class C, Moderate) and GCS-HIGH (Class D, High). Wiz for U.S. Government is certified at Class D (High); a separate Wiz Moderate package that was listed as FedRAMP In Process on October 21, 2026 no longer appeared in the Marketplace data on October 26, 2026.3 Either platform is a legitimate whole-estate CNAPP alternative to Defender for Cloud. Choosing one is a procurement and boundary decision for the authorizing official, recorded with the listing it relied on.
Where Defender for Cloud does and doesn’t reach
Defender for Cloud’s multicloud plans cover Azure, AWS and Google Cloud: Defender CSPM, Defender for Servers and Defender for Containers are generally available on all three.12 Two limits matter for a federal estate:
· No Oracle Cloud coverage. The plan-availability table lists Azure, AWS and Google Cloud only, so OCI posture comes from Cloud Guard or a third-party CNAPP.12
· Azure Government is a different feature set. Microsoft’s own quickstart says the AWS connector “isn’t available on the national government clouds,” including Azure Government.18 The cloud support matrix marks Cloud Infrastructure Entitlement Management (CIEM), DevOps security, code-to-runtime mapping and the data and AI security dashboard as not available in Azure Government, while agentless VM scanning, internet exposure analysis, regulatory compliance and Defender for Containers are generally available there.4 The same matrix lists attack path once as unavailable and once as generally available in Azure Government. Treat attack path in Azure Government as unconfirmed until a test subscription shows it, and record the result in the feature register Book 10, Chapter 09 describes.
An agency whose AWS accounts are governed from an Azure Government subscription therefore can’t use Defender for Cloud as its AWS posture source at all. That is one more reason the owned native tool is primary on its own platform.
For Azure itself, the Azure Security Engineering implementation guide carries the build this chapter only chooses: the landing-zone security baseline and its policy initiatives (Step 1), the public exposure inventory that the attack-path view reads (Step 2), policy and drift (Step 9) and the operations evidence catalog (Step 10), each with its own rollout, rollback and evidence. The guide also compares the same controls on AWS, Google Cloud and Oracle Cloud (The same controls on AWS, Google Cloud and Oracle Cloud).
[bookmark: _Toc00001330]CNAPP: one platform, overlapping views
A CNAPP combines tools that used to be bought separately. Each view answers a different question and supports a different control.
CNAPP views, the question each answers and the control it supports
	CNAPP view
	Question it answers
	NIST SP 800-53 control
	Where the workbook covers it

	CSPM
	Is the cloud resource misconfigured?
	CM-6
	This chapter

	Workload protection (CWPP)
	Is the workload or image vulnerable?
	RA-5
	This chapter for images and cloud workloads; Chapter 06 owns host RA-5 and Chapter 07 the SI-2 fix

	Network exposure and attack path
	Can this workload be reached, and what can it reach?
	SC-7
	This chapter for the cloud plane; Book 09 for the network edge

	Entitlement management (CIEM)
	Does this identity hold far more access than it uses?
	AC-6
	Cross-reference to Book 04, which carries privileged access

	Code and infrastructure-as-code scanning
	Is the flaw or misconfiguration present before deployment?
	SA-11
	This chapter; NIST’s Secure Software Development Framework19
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A cloud-native application protection platform’s five views each feed one control, and the attack-path view composes the other four into a single prioritized finding.
The attack-path view is the capability a host scanner can’t reproduce. It joins misconfiguration, exposure, vulnerability and entitlement into one statement: this internet-reachable workload has a critical vulnerability and a role that reaches the data store. Microsoft describes Defender for Cloud’s version as an algorithm over a “cloud security graph” of assets, connections, internet exposure, permissions and vulnerabilities, starting from “an external entry point, such as an internet-exposed vulnerable resource” and following lateral movement “until the attacker reaches a critical target.”20 In the program’s control map it is a cloud-plane SC-7 contribution, distinct from the customer-edge SC-7 that Book 09 closes on network equipment.
[bookmark: _Toc00001331]Kubernetes and container security (CM-7, SI-3)
Containers add a layer that host tools don’t reach. NIST’s container security guide was written for exactly this layer and is still the federal reference for it.21 Three mechanisms close it.
Image scanning in the registry. A container image is scanned for vulnerabilities and secrets when it is built and while it sits in the registry, so remediation is a rebuild and redeploy, not a patch on a running host as in Chapter 07. Defender for Containers scans images in Azure Container Registry, Amazon ECR and Google’s registries and, in preview, running containers across clouds.22
Admission control (CM-7). CM-7 asks the system to provide only essential capabilities and to prohibit or restrict the functions and services the organization names.1 In Kubernetes the enforcement point is the admission step, where a request to create a workload is accepted or refused before it runs:
· Kubernetes’ built-in Pod Security Admission enforces the Pod Security Standards per namespace. Its Baseline and Restricted levels disallow privileged pods, which “disable most security mechanisms,” and in enforce mode a violation “will cause the pod to be rejected.”2324
· Policy engines cover what the standards don’t, such as registry allowlists or a ban on mutable latest tags. Azure Policy for Kubernetes extends Gatekeeper, “an admission controller webhook for Open Policy Agent,” on AKS and on Azure Arc-enabled clusters; Microsoft lists EKS and GKE as supported for the Arc extension but not yet conformance-validated.2526
· Gated deployment ties admission to vulnerability findings. Defender for Containers can “audit or block deployments when images don’t meet your organization’s vulnerability policy.”22
The program’s admission baseline is a design choice: no privileged pods, no images from outside the approved registries, no unscanned images and no mutable tags, enforced at the gate rather than discovered afterward.
Runtime threat detection (SI-3). SI-3 asks for malicious code protection at system entry and exit points, with real-time scanning and alerting.1 For containers that means behavioral detection inside running workloads: an unexpected process, drift from the image, or a container reaching somewhere it never has. Defender for Containers’ sensor detects binary drift and can block it, adds antimalware and DNS detection, and maps its alerts to MITRE ATT&CK for Containers.22 Runtime alerts go to the SIEM like any other detection; Chapter 05 covers that path.
[bookmark: _Toc00001332]Feeding the evidence contract
Every finding in this chapter is an evidence record: a CSPM misconfiguration verdict, a workload or image vulnerability, an attack-path alert, an admission denial or a runtime detection. Each is emitted under the evidence contract in Chapter 02, keyed to authoritative asset identity and time, so a misconfigured storage account in AWS and the host that reads it in Azure resolve to the same records the rest of the estate uses.
That has three practical consequences:
1. Export, don’t screenshot. Defender for Cloud’s continuous export to Log Analytics or Event Hubs is generally available in both Azure and Azure Government.4 AWS Security Hub CSPM, Security Command Center and Cloud Guard each have their own export paths. Each one is configured as an emitter, not left as a console someone checks.
1. One queue. Posture findings join vulnerability, patch, configuration and data-protection findings in the same remediation queue, with the same owners and due dates (Chapter 06).
1. A finding closes when the resource is fixed. A suppressed recommendation, an exemption or a lowered secure-score target isn’t a closure. The record shows the resource re-evaluated as compliant (Chapter 12).
[bookmark: _Toc00001333]Alignment with FedRAMP’s Key Security Indicators
FedRAMP’s Consolidated Rules for 2026 launched on June 25, 2026 (the date of FedRAMP’s launch announcement; its changelog counts changes from June 23). Their Key Security Indicators are grouped in themes (Change Management KSI-CMT, Cloud Native Architecture KSI-CNA, Service Configuration KSI-SVC, Monitoring, Logging, and Auditing KSI-MLA and others), and each theme holds individually named indicators such as KSI-SVC-ACM; FedRAMP last updated their control mappings on October 13, 2026.27 Evidence should be mapped to an individual indicator, not only to a theme. The indicators are written for cloud service providers: they describe what a provider demonstrates about its cloud service offering. An agency system isn’t certified against them. The program uses them as a shared vocabulary for its own continuous evidence, so a provider’s evidence and the agency’s evidence can be compared indicator by indicator. That mapping is the program’s design; the indicator text is FedRAMP’s.
Posture evidence mapped to FedRAMP’s 2026 Key Security Indicators
	Posture evidence
	Current indicator and FedRAMP’s wording
	Related controls FedRAMP lists

	CSPM drift verdicts on cloud resources
	KSI-SVC-ACM Automating Configuration Management: configuration “is managed using automation and persistently reviewed for drift”
	CM-2, CM-6, CM-7(1)

	Policy that corrects drift automatically
	KSI-CNA-EIS Enforcing Intended State: automated services “automatically enforce their intended operational state”
	CM-6(2), SI-7

	Infrastructure-as-code and template scanning
	KSI-MLA-EVC Evaluating Configurations: configuration, “especially infrastructure as code, is persistently evaluated and tested”
	CM-6, CM-6(1), RA-3

	Internet exposure and attack-path findings
	KSI-CNA-MAT Minimizing Attack Surface; KSI-CNA-RNT Restricting Network Traffic
	SC-7 enhancements, CM-7(1)

	Admission control and redeploy-not-modify for containers
	KSI-CMT-RMV Redeploying vs Modifying: changes are made “through the redeployment of version controlled resources rather than direct modification”
	CM-2, CM-7, SI-3

	Entitlement findings
	KSI-IAM-ELP Ensuring Least Privilege
	AC-6

	Runtime detections reaching the SIEM
	KSI-MLA-OSM Operating SIEM Capability: “centralized, tamper-resistant logging of events, activities, and changes”
	AU-2, AU-9, AU-6 and SI-4 enhancements


Vulnerability findings from image and workload scanning don’t sit in the KSI set. The 2026 rules carry them in separate Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rulesets, which Chapter 06 covers.28
None of these indicators is satisfied by a single-account conformance scan. The evidence is the cross-account, cross-cloud finding set delivered through the evidence contract, with its closure history.
[bookmark: _Toc00001334]The control map for this chapter
Controls this chapter contributes to, by layer
	Control
	Closing mechanism (function, not product)
	Layer distinction

	CM-6
	Cloud resource misconfiguration detection on every provider (CSPM)
	Cloud resources; Chapter 07 closes the operating-system baseline

	CM-7
	Container hardening and Kubernetes admission control
	Container workloads

	RA-5
	Agentless cloud-workload and container-image scanning
	Images and cloud workloads; Chapter 06 owns host scanning

	SC-7
	Network exposure and attack-path analysis
	Cloud plane; Book 09 closes the edge

	SA-11
	Code, image and infrastructure-as-code scanning in the pipeline
	Before deployment

	SI-3
	Container and workload runtime threat detection
	Running workloads


The full control-level treatment, including the per-platform rationale, is in the Federal Compliance volume Cloud-Native Security Posture & Containers. Appendix A maps the book’s core controls.
[bookmark: _Toc00001335]What to take from this chapter
1. Cloud misconfiguration, exposure and excess entitlement are invisible to a host scanner. CSPM is the sensor for them, and it supports, with evidence, the cloud-resource half of CM-6.
1. Choose posture tools platform by platform. An owned native tool is primary for its own platform; a coordinating tool earns that role only where it actually reaches.
1. Check every mechanism on the FedRAMP Marketplace, not from memory. AWS Config and Security Hub CSPM are listed at Moderate and High, Prisma Cloud at Moderate and High, and Wiz at High.
1. Defender for Cloud doesn’t cover Oracle Cloud, and its AWS connector isn’t available in Azure Government. Plan the gap before an assessor finds it.
1. Admission control is where CM-7 is enforced for containers. Refuse the privileged, unscanned or untrusted workload at the gate.
1. Every posture finding is an evidence record in one queue, and it closes only when the resource re-evaluates as compliant.
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[bookmark: _Toc00001337]Chapter 09 — Data Protection and Classification
Every control in the pipe can be satisfied while the payload leaves, because nothing upstream ever said what the payload was. 
[bookmark: _Toc00001338]In this chapter
The classification gap that remains after network and identity hardening, and why a cloud access security broker (CASB) can’t close it alone. What the federal CUI framework in 32 CFR Part 2002 and the CUI Registry actually define, and how the program maps CUI Basic and CUI Specified to Microsoft Purview sensitivity labels, deployed as code. Automatic labeling, DLP on three enforcement surfaces, and the three different things “customer-managed key” can mean in Microsoft 365, with each feature’s availability in GCC and GCC High checked on Microsoft Learn.
Network controls decide which paths traffic can take. Authentication decides who is asserting an identity, Conditional Access decides whether that identity may reach a workload from a given device, and privileged access management decides how long an administrator holds elevated scope. Book 09, Book 02 and Book 04 build those controls. None of them answers a different question: what is in the file?
A user who is legitimately authenticated, on a compliant device, sending a file to an approved destination passes every one of those controls. If the file holds a Social Security number list extracted for a workflow, it leaves anyway, because nothing upstream identified it as sensitive before it moved. This chapter closes that gap with three coordinated mechanisms: a classification taxonomy enforced through sensitivity labels, DLP policies that act on the label and on content inspection, and encryption under keys the agency controls. They are the data-layer contributions to AC-4, the AC-16 attribute controls, MP-3, SC-12, SC-13 and SC-28.
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One label, three enforcement surfaces: Purview classifies the payload, and the service, the endpoint and the CASB each act on the label it carries.
[bookmark: _Toc00001339]The classification gap
An assessment of a Microsoft 365 tenant that has finished network and identity hardening, but has no classification program, finds the same structural gaps from agency to agency. They are framing patterns drawn from the program’s assessments, not findings from a named engagement.
· No classification scheme. Documents carry no labels. Sensitivity, where it’s recorded at all, lives in a file name, a free-text metadata field or a folder name, none of which a control can read or enforce.
· Sharing is set per container, not per document. SharePoint external sharing is configured for a site or library, so a CUI document and a public document in the same library get the same policy.
· No DLP on Teams. A Social Security number pasted into a Teams chat reaches the service without any rule looking for it.
· Keys without an owner. Database encryption keys, certificate private keys and application secrets sit in configuration files, local certificate stores or individual subscriptions, with no central inventory, rotation policy or access audit. Nobody can show whether keys were rotated after an administrator with access left.
· Access is granted to containers. Read access to a site is read access to everything in it, whatever its sensitivity.
Why CASB alone is insufficient
A CASB sees the application, the user, the device’s compliance state, the destination and the volume. It enforces access policy on those signals (Book 09, Chapter 05 places it in the SASE design). What it can’t do by itself is tell a released press statement from a Privacy Act record. Without a classification on the file it can apply only coarse policies, such as blocking all uploads to consumer storage or all downloads above a size, and it can’t enforce “block external sharing of CUI” because it can’t tell which files are CUI.
The sensitivity label supplies that signal. Microsoft describes the label as stored “in clear text in the metadata for files and emails,” so third-party apps and services can read it, and as persistent: it “stays with the content, no matter where you save or store it.”1 (An earlier draft of this program said the label travels as an encrypted property; that is wrong. The label is readable; the content is what label encryption protects.) Defender for Cloud Apps session policies can filter on the label: block the download of labeled files to unmanaged devices, or block the upload of a file that contains sensitive data and doesn’t carry the right label.2 Purview classifies; the CASB enforces on the classification. They work on different layers, and neither substitutes for the other.
[bookmark: _Toc00001340]The federal CUI framework
The framework for unclassified federal information that needs protection is Executive Order 13556, which designates the National Archives and Records Administration as the CUI Executive Agent; NARA’s Information Security Oversight Office issued 32 CFR Part 2002 to implement it.3 Four provisions shape any label design:
1. CUI is the only lawful category of controlled unclassified information. “All unclassified information throughout the executive branch that requires any safeguarding or dissemination control is CUI,” and agencies “may not implement safeguarding or dissemination controls for any unclassified information other than those controls consistent with the CUI Program.”4
1. There are two control levels, not four. CUI Basic is CUI whose authorizing law, regulation or policy “does not set out specific handling or dissemination controls.” CUI Specified is CUI whose authority “contains specific handling controls that it requires or permits agencies to use that differ from those for CUI Basic.”4 Everything else is uncontrolled unclassified information, which “agencies must still handle … in accordance with” FISMA.4
1. CUI sets a confidentiality floor. Systems that process, store or transmit CUI Basic are categorized at “no less than the moderate confidentiality impact level,” with NIST SP 800-53 controls applied.4 NIST SP 800-171 is the requirement set for CUI on non-federal systems.4
1. Marking is prescribed. Every CUI item carries a banner marking whose control marking is “CUI” (or “CONTROLLED”); category markings are mandatory for CUI Specified and optional for CUI Basic unless agency policy requires them; and “authorized holders who designate CUI may not use alternative markings.”4
The CUI Registry decides which category a record falls in and whether its authority is Basic or Specified. Four examples from the registry correct the program’s earlier drafts:
CUI Registry entries that drive the label design
	Information
	Registry category
	Basic or Specified
	Banner marking

	Privacy Act records (5 U.S.C. 552a(b))
	Privacy (PRVCY)
	Basic
	CUI, or CUI//PRVCY where agency policy requires category markings5

	Federal taxpayer information (26 U.S.C. 6103)
	Federal Taxpayer Information (TAX)
	Specified
	CUI//SP-TAX6

	Health information
	Health Information (HLTH)
	Specified or Basic, depending on the authority
	CUI//SP-HLTH for specified authorities, CUI for basic ones7

	Law enforcement techniques and procedures
	General Law Enforcement (LEI)
	Basic for the authorities listed
	CUI or CUI//LEI8


Two of the program’s earlier assumptions don’t survive that reading. Privacy Act records aren’t CUI Specified: the registry lists 5 U.S.C. 552a(b) as a Basic authority, so a “CUI Specified — Privacy Act” label with a CUI//SP-PRVCY banner would mark them wrongly. And “Internal” and “Law Enforcement Sensitive” aren’t CUI categories. “Internal” is the program’s name for uncontrolled unclassified information that isn’t cleared for release; it may not carry a dissemination control of its own.
[bookmark: _Toc00001341]Mapping CUI to sensitivity labels
The program’s label taxonomy is a design built on that framework. The parent and sublabel structure follows Purview: a parent label groups sublabels, and the sublabel carries the protection.9

The program’s CUI label taxonomy (design)
	Tier
	Label (parent / sublabel)
	Content marking
	Encryption
	Who can open it

	Public
	Public
	None
	None
	Anyone

	Uncontrolled, not for release
	Internal
	None (no CUI or dissemination legend)
	None
	Not restricted by the label

	CUI Basic
	CUI / CUI Basic
	Header CUI
	Yes, tenant key
	Everyone in the agency’s tenant

	CUI Basic with category marking (where agency policy requires it)
	CUI / CUI//PRVCY
	Header CUI//PRVCY
	Yes, tenant key
	Everyone in the agency’s tenant

	CUI Specified
	CUI / CUI//SP-TAX (one sublabel per specified authority the agency holds)
	Header with the category marking
	Yes, tenant key; Double Key Encryption for the narrowest set
	A named, mail-enabled security group of authorized holders
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The CUI framework’s two control levels map to label tiers; the CUI Registry, not the label name, decides which sublabel a record takes.
Three rules come with the taxonomy:
· Use groups, not people. Encryption permissions can be granted to “any specific user or email-enabled security group, distribution group, or Microsoft 365 group,” but not to a security group that isn’t email-enabled.10 Holders of a specified category are a group whose membership the identity lifecycle maintains (Book 03).
· Don’t let records expire by default. A label can set encrypted content to expire after a number of days.9 For federal records under a retention schedule, an expiry date is a decision for the records officer, not a default.
· The label carries the banner. The header marking is how the program applies the CUI banner on screen and on paper. Content markings are inserted by Office apps, while labels applied by services such as SharePoint auto-labeling apply the metadata and encryption without inserting the marking until the file is relabeled in an Office app.11
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The taxonomy is declared, reviewed and deployed from source control, not clicked into the portal, so that the protection settings at each tier are visible in review and identical across environments. The same applies to label policies, auto-labeling and DLP. The program’s pipeline treats each as a versioned artifact, and a change goes through review like any other configuration (Chapter 07).
[bookmark: _Toc00001343]Illustrative code
The PowerShell in this chapter is illustrative. It hasn’t been tested against a production tenant or subscription. Cmdlet and parameter names were checked against Microsoft Learn on October 21, 2026; review every value, the agency’s own CUI categories and its authorized-holder groups before running anything, and run against a test tenant first.
# Security & Compliance PowerShell (ExchangeOnlineManagement module).
# GCC: no extra parameters. GCC High: add
#   -ConnectionUri 'https://ps.compliance.protection.office365.us/powershell-liveid/'
#   -AzureADAuthorizationEndpointUri 'https://login.microsoftonline.us/organizations'
Connect-IPPSSession -UserPrincipalName 'labels-admin@example.gov'

# Rights granted to everyone in the tenant for CUI Basic.
$tenantRights = 'example.gov:VIEW,VIEWRIGHTSDATA,DOCEDIT,EDIT,PRINT,EXTRACT,REPLY,REPLYALL,FORWARD,OBJMODEL'

# Uncontrolled tiers: no marking, no encryption.
New-Label -Name 'Public' -DisplayName 'Public' -ContentType 'File, Email' `
  -Tooltip 'Cleared for public release.'
New-Label -Name 'Internal' -DisplayName 'Internal' -ContentType 'File, Email' `
  -Tooltip 'Not cleared for public release. Not CUI.'

# CUI parent. The sublabels carry marking and encryption.
New-Label -Name 'CUI' -DisplayName 'CUI' -ContentType 'File, Email' `
  -Tooltip 'Controlled Unclassified Information. Choose the sublabel for the authority.'

New-Label -Name 'CUI-Basic' -DisplayName 'CUI Basic' -ParentId 'CUI' -ContentType 'File, Email' `
  -Tooltip 'CUI Basic. Banner marking: CUI.' `
  -ApplyContentMarkingHeaderEnabled $true -ApplyContentMarkingHeaderText 'CUI' `
  -EncryptionEnabled $true -EncryptionProtectionType 'Template' `
  -EncryptionRightsDefinitions $tenantRights `
  -EncryptionContentExpiredOnDateInDaysOrNever 'Never'

# One sublabel per CUI Specified authority the agency holds.
# The rights go to a mail-enabled security group of authorized holders.
New-Label -Name 'CUI-SP-TAX' -DisplayName 'CUI//SP-TAX' -ParentId 'CUI' -ContentType 'File, Email' `
  -Tooltip 'Federal taxpayer information, 26 U.S.C. 6103. Banner marking: CUI//SP-TAX.' `
  -ApplyContentMarkingHeaderEnabled $true -ApplyContentMarkingHeaderText 'CUI//SP-TAX' `
  -EncryptionEnabled $true -EncryptionProtectionType 'Template' `
  -EncryptionRightsDefinitions 'fti-holders@example.gov:VIEW,VIEWRIGHTSDATA,DOCEDIT,EDIT,REPLY,REPLYALL,OBJMODEL' `
  -EncryptionContentExpiredOnDateInDaysOrNever 'Never'

# Publish to a pilot group first, then widen to All.
New-LabelPolicy -Name 'FMP-CUI-Labels-Pilot' `
  -Labels 'Public','Internal','CUI','CUI-Basic','CUI-SP-TAX' `
  -ExchangeLocation 'label-pilot@example.gov'
Four corrections to the program’s earlier scripts are built into that block. -LabelActions is “reserved for internal Microsoft use,” so content marking uses the -ApplyContentMarking* parameters instead.9 New-Label requires -Tooltip as well as -Name and -DisplayName.9 -ParentId accepts the parent label’s name, so the parent’s GUID isn’t needed.9 And a label policy is scoped to users through -ExchangeLocation (mailboxes, or All); its -SharePointLocation parameter is “reserved for internal Microsoft use” and there is no Teams location on a label policy.12 Labels appear in SharePoint, OneDrive and Teams for the users the policy covers.
Labels on Teams, groups and sites
A label on a document travels with the document. A label on a container does something different: applied to a Microsoft 365 group, a team or a SharePoint site, it sets the container’s privacy, whether owners can add guests, and how unmanaged devices reach the content, but the files inside don’t inherit it. Content taken out of a labeled site is unprotected unless it carries its own label.13 That is how the program answers the “sharing is set per container” gap above: CUI lives in sites and teams whose container label blocks guests, and the files in them still carry item labels from auto-labeling. Container labels depend on group label support being turned on in Entra ID (the EnableMIPLabels directory setting, which needs at least one Entra ID P1 license) and on the labels being synchronized to Entra ID, which can take up to 24 hours to show.14 Microsoft advises against changing a published label’s group settings afterwards, because the change isn’t applied to groups that already carry the label.14 Automatic classification and labeling for Teams, Microsoft 365 groups and SharePoint sites is listed as available in GCC and GCC High;1516 its DoD status is not yet specified on the pages the program checked.
To turn on label support for groups (Microsoft’s steps; run once per tenant by an administrator):
Install-Module Microsoft.Graph.Authentication -Scope CurrentUser
Install-Module Microsoft.Graph.Beta.Identity.DirectoryManagement -Scope CurrentUser
Connect-MgGraph -Scopes "Directory.ReadWrite.All"

# Read the current group settings. If nothing comes back, create the Group.Unified settings first.
$grpUnifiedSetting = Get-MgBetaDirectorySetting | Where-Object { $_.Values.Name -eq "EnableMIPLabels" }
$grpUnifiedSetting.Values

$params = @{ Values = @( @{ Name = "EnableMIPLabels"; Value = "True" } ) }
Update-MgBetaDirectorySetting -DirectorySettingId $grpUnifiedSetting.Id -BodyParameter $params

# Then, in Security & Compliance PowerShell, synchronize the labels to Entra ID.
Execute-AzureAdLabelSync
Container labels govern a site’s settings; they don’t replace the tenant’s sharing settings. Entra ID’s external collaboration settings sit above Microsoft 365’s: if external sharing is disabled or restricted in Entra ID, that overrides SharePoint’s own settings, and Teams can be more restrictive than Entra ID but not less. Microsoft recommends integrating SharePoint and OneDrive with Entra B2B so every external recipient becomes a guest account that Entra policies govern, sharing with “New and existing guests” rather than “Anyone” links, defaulting file and folder links to people in the organization, and limiting guest invitations to the Guest Inviter role.17 Guest access itself, and the partner route into the tenant, are Book 03, Chapter 15.
[bookmark: _Toc00001344]Automatic labeling
Manual labeling puts the classification decision on the author. Authors label the obviously sensitive document correctly and miss the routine one: a spreadsheet of Social Security numbers extracted for a workflow, or a chat message with a taxpayer number sent while answering a question. Automatic labeling classifies on content, whether or not the author recognized it as sensitive.
Sensitive information types
Sensitive information types (SITs) are pattern classifiers. The built-in U.S. types include U.S. social security number (SSN), U.S. individual taxpayer identification number (ITIN), U.S. bank account number, U.S. driver’s license number and U.S./U.K. passport number, plus Drug Enforcement Agency (DEA) number and IP address.18 There is no built-in U.S. employer identification number (EIN) type, so EINs need a custom SIT, as do agency identifiers such as case or claim numbers. Custom SITs are defined as XML rule packages and imported with New-DlpSensitiveInformationTypeRulePackage -FileData.19 An earlier program script built the rule package as a PowerShell hashtable converted to JSON; that format isn’t accepted.
Trainable classifiers
For categories that have no pattern, such as case notes, budget working papers or policy drafts, trainable classifiers use machine learning. Microsoft provides pretrained classifiers. A custom classifier needs “at least 50 positive samples (up to 500) and at least 150 negative samples (up to 1,500),” supports English only and is seeded from dedicated SharePoint folders.20 Draw the samples from the real document population, informal documents included; a classifier trained only on formally formatted documents will miss the rest.
Auto-labeling policies
Service-side auto-labeling labels content at rest in SharePoint and OneDrive and messages in Exchange. Client-side labeling in Office apps recommends or applies a label as the author works. Both are available in GCC and GCC High, along with machine learning classifiers for client-side auto-labeling.1516
# Service-side auto-labeling for SharePoint and OneDrive, in simulation first.
New-AutoSensitivityLabelPolicy -Name 'FMP-Auto-CUI-Basic' `
  -ApplySensitivityLabel 'CUI-Basic' `
  -SharePointLocation 'All' -OneDriveLocation 'All' `
  -Mode 'TestWithoutNotifications'

# One rule per workload; -Workload is required.
$ssn = @(@{ Name = 'U.S. Social Security Number (SSN)'; minCount = '1'; minConfidence = '85' })

New-AutoSensitivityLabelRule -Policy 'FMP-Auto-CUI-Basic' -Name 'SSN in SharePoint' `
  -Workload 'SharePoint' -ContentContainsSensitiveInformation $ssn
New-AutoSensitivityLabelRule -Policy 'FMP-Auto-CUI-Basic' -Name 'SSN in OneDrive' `
  -Workload 'OneDriveForBusiness' -ContentContainsSensitiveInformation $ssn

# After the simulation results are reviewed and false positives resolved:
Set-AutoSensitivityLabelPolicy -Identity 'FMP-Auto-CUI-Basic' -Mode 'Enable'
TestWithoutNotifications is “an audit mode where no actions are taken, and no notifications are sent”; TestWithNotifications sends notifications without acting; Enable applies the label.21 The rule’s -Workload parameter is required and takes Exchange, SharePoint or OneDriveForBusiness.22 Run every policy in simulation first and review what it would label. A false-positive spike that stamps CUI Specified on routine documents becomes a help desk event across the agency.
[bookmark: _Toc00001345]DLP on three enforcement surfaces
DLP acts at three points in the data’s life, each with a different reach. All three are available in GCC and GCC High: DLP for files and email, Teams chat and channel messages, endpoint DLP, the on-premises scanner and the Defender for Cloud Apps integration.1516
The three DLP enforcement surfaces
	Surface
	Where it’s enforced
	What it catches
	Prerequisite

	Microsoft 365 service DLP
	Server-side in Exchange, SharePoint, OneDrive and Teams
	External sharing, external send, sensitive data in chat
	None beyond licensing; independent of the device’s state

	Endpoint DLP
	On the device
	Print, removable media, network share, copy and paste of labeled or sensitive content
	Device onboarded; onboarding is shared with Defender for Endpoint, so devices already onboarded there need no further step23

	CASB
	At the session, through Defender for Cloud Apps
	Upload and download of labeled files to and from cloud apps
	Apps routed through Conditional Access app control2


Endpoint DLP covers onboarded Windows 10 and 11 and macOS devices, and Windows Server 2019 and later, where it’s off until turned on for servers.2324 A device excluded from onboarding receives no endpoint policy, so check onboarding coverage before relying on endpoint DLP (Book 05).
The minimum policy baseline
The program’s baseline for a Moderate system is a design, named by surface, tier and action:
The program’s minimum DLP baseline (design)
	Policy
	Surface
	Condition
	Action

	Block external sharing of CUI
	SharePoint, OneDrive
	Label is any CUI sublabel
	Block for external users, policy tip, incident report

	Block external send of CUI
	Exchange
	Label is any CUI sublabel and the recipient is external
	Block, policy tip

	Block print and removable media for CUI Specified
	Endpoint
	Label is a CUI Specified sublabel
	Block, audit event

	Audit copy to network shares for CUI
	Endpoint
	Label is any CUI sublabel
	Audit

	Block CUI upload to unapproved cloud apps
	CASB
	Label is any CUI sublabel; app not on the approved list
	Block, alert

	Alert on bulk download
	SharePoint, CASB
	Unusual volume in a short window
	Alert to security operations

	Detect Social Security numbers in Teams
	Teams
	SSN SIT, high confidence
	Block, policy tip, alert


# Labels are matched through ContentContainsSensitiveInformation groups.
$cuiLabels = @(@{
  operator = 'And'
  groups   = @(@{
    operator = 'Or'; name = 'CUI labels'
    labels   = @(
      @{ name = 'CUI-Basic';  type = 'Sensitivity' },
      @{ name = 'CUI-SP-TAX'; type = 'Sensitivity' }
    )
  })
})

# 1. Block external sharing of CUI in SharePoint and OneDrive.
New-DlpCompliancePolicy -Name 'FMP-DLP-CUI-ExternalShare' `
  -SharePointLocation 'All' -OneDriveLocation 'All' -Mode 'TestWithNotifications'
New-DlpComplianceRule -Policy 'FMP-DLP-CUI-ExternalShare' -Name 'Block external access to CUI' `
  -ContentContainsSensitiveInformation $cuiLabels `
  -AccessScope 'NotInOrganization' -BlockAccess $true -BlockAccessScope 'PerUser' `
  -NotifyUser 'Owner' `
  -NotifyPolicyTipCustomText 'This file is labeled CUI and cannot be shared outside the agency.' `
  -GenerateIncidentReport 'secops-dlp@example.gov' -ReportSeverityLevel 'High'

# 2. Block external email of CUI.
New-DlpCompliancePolicy -Name 'FMP-DLP-CUI-ExternalEmail' -ExchangeLocation 'All' -Mode 'TestWithNotifications'
New-DlpComplianceRule -Policy 'FMP-DLP-CUI-ExternalEmail' -Name 'Block external send of CUI' `
  -ContentContainsSensitiveInformation $cuiLabels `
  -AccessScope 'NotInOrganization' -BlockAccess $true `
  -NotifyUser 'Owner' `
  -NotifyPolicyTipCustomText 'This message is labeled CUI and cannot be sent outside the agency.'

# 3. Social Security numbers in Teams chat and channel messages.
New-DlpCompliancePolicy -Name 'FMP-DLP-SSN-Teams' -TeamsLocation 'All' -Mode 'TestWithNotifications'
New-DlpComplianceRule -Policy 'FMP-DLP-SSN-Teams' -Name 'SSN in Teams' `
  -ContentContainsSensitiveInformation @(@{ Name = 'U.S. Social Security Number (SSN)'; minCount = '1'; minConfidence = '85' }) `
  -BlockAccess $true -NotifyUser 'LastModifier' `
  -NotifyPolicyTipCustomText 'This message appears to contain a Social Security number. Use the approved secure transfer service.' `
  -GenerateAlert 'secops-dlp@example.gov' -ReportSeverityLevel 'Medium'

# 4. Endpoint: block print and removable media for CUI Specified; audit network shares.
$cuiSpecified = @(@{
  operator = 'And'
  groups   = @(@{ operator = 'Or'; name = 'CUI Specified'
                  labels = @(@{ name = 'CUI-SP-TAX'; type = 'Sensitivity' }) })
})
New-DlpCompliancePolicy -Name 'FMP-DLP-Endpoint-CUI-SP' -EndpointDlpLocation 'All' -Mode 'TestWithNotifications'
New-DlpComplianceRule -Policy 'FMP-DLP-Endpoint-CUI-SP' -Name 'Restrict CUI Specified on devices' `
  -ContentContainsSensitiveInformation $cuiSpecified `
  -EndpointDlpRestrictions @(
    @{ Setting = 'Print';          Value = 'Block' },
    @{ Setting = 'RemovableMedia'; Value = 'Block' },
    @{ Setting = 'NetworkShare';   Value = 'Audit' }
  ) `
  -NotifyUser 'Owner' -GenerateAlert 'secops-dlp@example.gov' -ReportSeverityLevel 'High'
The program’s earlier DLP scripts used parameters that don’t exist. There is no -ContentContainsSensitivityLabel; labels are matched inside -ContentContainsSensitiveInformation with a group whose labels entries have type = "Sensitivity".25 Severity is -ReportSeverityLevel, not -Severity. -GenerateAlert takes an email address or SiteAdmin, not a role name such as SecurityManager. Endpoint restriction settings are names like Print, RemovableMedia, NetworkShare and CopyPaste, with values Audit, Block, Ignore or Warn, and Block or Warn also needs -NotifyUser.25 -BlockAccessScope PerUser blocks external users while leaving the owner’s access intact.25 A DLP policy’s Mode takes the same simulation values as auto-labeling, so every policy here starts in TestWithNotifications.26
Once DLP is enforcing, the override path becomes something to watch. A user who overrides a policy tip repeatedly, or a sudden removal or downgrade of labels across many files, is a detection, not a report line. Chapter 11 carries those rules as FMP-DET-05 (mass label removal or decryption) and FMP-DET-06 (DLP override pattern).
[bookmark: _Toc00001346]Keys the agency controls
“Bring your own key” means three different things in Microsoft 365, and an assessor will ask which one the system security plan means. All three are listed as available in GCC and GCC High.1516
Three meanings of “customer-managed key” in Microsoft 365
	Option
	What it protects
	Where the key lives
	What the agency gives up

	BYOK for the Azure Rights Management root key
	Every item protected by label encryption, tenant-wide. The tenant key is “your organization’s root key” for that encryption service, and other keys chain to it.27
	An RSA 2048-bit key in the agency’s Azure Key Vault (Premium for HSM protection), ideally a dedicated vault; the service needs get, decrypt and sign on it28
	Nothing functional; it adds a key the agency must keep available

	Microsoft Purview Customer Key
	Service encryption at rest for Exchange, SharePoint and OneDrive, and multiple workloads, through data encryption policies
	Two keys in two Azure Key Vaults in two separate subscriptions, per workload29
	Nothing functional; it adds two vaults per workload and strict key hygiene

	Double Key Encryption (DKE)
	Only the content labeled with a DKE label
	One key in the agency’s own DKE service, one in Azure; “viewing data protected with Double Key Encryption requires access to both keys”30
	eDiscovery, search and indexing, Office for the web and coauthoring, and Copilot for that content30


That table corrects the program’s earlier label mapping, which showed “AIP BYOK” as a per-tier encryption setting. BYOK replaces the tenant root key for every encrypted label at once; it doesn’t distinguish CUI Basic from CUI Specified. The per-label key choice is DKE, and Microsoft positions it for the small set of “highly sensitive” content that justifies losing those services.30 The program’s design is BYOK or Microsoft-managed for the tenant key, Customer Key where the authorizing official requires agency-held keys for service encryption at rest, and DKE only for the narrowest CUI Specified categories whose authority demands it.
Customer Key has rules that an ordinary key-rotation policy would break:
· Each vault must have soft delete and purge protection enabled at creation with a 90-day retention period.29
· Keys must be RSA (up to 4,096 bits), and Customer Key “can’t use expired keys”: the onboarding service “only accepts keys without an expiration date,” and Microsoft cautions against setting one.29
· Microsoft keeps an availability key that lets the service recover if both customer keys are lost; its use is logged in the unified audit log as CustomerKeyServiceEncryption with the activity “Fallback to availability key.”31
A rotation policy that sets an expiry, appropriate for an Azure SQL protector, will cause an outage if applied to a Customer Key key.
AD RMS has to leave before the domain does
An agency that still runs Active Directory Rights Management Services has encryption whose keys live in the forest. AD RMS is no longer in active development, and Microsoft points its customers to Azure Information Protection, now Purview’s Azure Rights Management service, through a migration that doesn’t require re-protecting content.32 The migration moves the AD RMS trusted publishing domains, keys, templates and URLs into the tenant, reconfigures Windows clients, Exchange and SharePoint to use the cloud service. Every trusted publishing domain has to be exported and imported, not only the active one, or content protected under an archived key can’t be opened afterwards; and partner organizations that exchanged AD RMS content must plan their own migration in step.3334 If AD RMS uses an HSM-protected key that can’t be exported, the cluster can stay in read-only mode for old content while new content is protected under the tenant key.34 The program treats an AD RMS cluster as a dependency that blocks domain retirement: it is migrated, with its old keys imported, before the last domain controller goes. The key choice for the imported keys is the BYOK decision above.
Azure workloads: Key Vault and TDE with a customer-managed key
For Azure workloads, the customer-managed key sits in Key Vault Premium or Managed HSM. Microsoft states that Premium HSM-protected keys are “generated and protected by FIPS 140-3 Level 3 validated Marvell LiquidSecurity HSMs,” and Managed HSM is a single-tenant FIPS 140-3 Level 3 service whose security domain the customer holds.3536 SC-13 is a property of the validated module, so check the CMVP certificate for each one. FIPS 140-2 certificates moved to the CMVP Historical List in September 2026; NIST says the CMVP “supports the purchase and use of these modules for existing systems,” so a 140-2 module in an existing system isn’t automatically noncompliant, but new procurements should rely on 140-3 modules.37
# Azure PowerShell. Azure Government: Connect-AzAccount -Environment AzureUSGovernment
Connect-AzAccount
Set-AzContext -Subscription '<key-management-subscription-id>'

New-AzResourceGroup -Name 'rg-fmp-keys' -Location '<region>'

# Premium for HSM-protected keys. Soft delete is on by default for new vaults;
# purge protection must be requested. Azure RBAC is the default access model.
New-AzKeyVault -Name 'kv-fmp-sql-01' -ResourceGroupName 'rg-fmp-keys' -Location '<region>' `
  -Sku 'Premium' -EnablePurgeProtection -SoftDeleteRetentionInDays 90

# An HSM-protected RSA key for the Azure SQL TDE protector.
$key = Add-AzKeyVaultKey -VaultName 'kv-fmp-sql-01' -Name 'cmk-sql-tde' `
  -Destination 'HSM' -KeyType 'RSA' -Size 3072

# Rotation policy as a reviewed file (see the JSON below), not inline values.
Set-AzKeyVaultKeyRotationPolicy -VaultName 'kv-fmp-sql-01' -Name 'cmk-sql-tde' `
  -PolicyPath '.\policies\cmk-sql-tde.rotation.json'

# Grant the SQL server's managed identity the data-plane role it needs.
$sql = Get-AzSqlServer -ResourceGroupName 'rg-fmp-data' -ServerName 'sql-fmp-01'
New-AzRoleAssignment -ObjectId $sql.Identity.PrincipalId `
  -RoleDefinitionName 'Key Vault Crypto Service Encryption User' `
  -Scope (Get-AzKeyVault -VaultName 'kv-fmp-sql-01').ResourceId

# Make the key the TDE protector and let SQL follow new key versions.
Add-AzSqlServerKeyVaultKey -ResourceGroupName 'rg-fmp-data' -ServerName 'sql-fmp-01' -KeyId $key.Id
Set-AzSqlServerTransparentDataEncryptionProtector -ResourceGroupName 'rg-fmp-data' -ServerName 'sql-fmp-01' `
  -Type 'AzureKeyVault' -KeyId $key.Id -AutoRotationEnabled $true
{
  "lifetimeActions": [
    { "trigger": { "timeAfterCreate": "P12M" }, "action": { "type": "Rotate" } },
    { "trigger": { "timeBeforeExpiry": "P30D" }, "action": { "type": "Notify" } }
  ],
  "attributes": { "expiryTime": "P14M" }
}
The program’s earlier scripts used -EnableSoftDelete and -EnableRbacAuthorization, which New-AzKeyVault doesn’t have; soft delete is on by default, and RBAC is the default access model unless -DisableRbacAuthorization is used.38 They also granted the SQL identity “Key Vault Crypto User.” Microsoft’s TDE guidance names Key Vault Crypto Service Encryption User for the server identity under RBAC, or get, wrapKey and unwrapKey under an access policy.39 With automatic rotation on, the TDE protector moves to a new key version “within 24 hours” of its creation.40 The 12-month cryptoperiod in the JSON is the program’s choice; the rotation-policy file format follows Microsoft’s example.41 SQL Server instances on premises and on Azure Arc are covered in Book 06.
Keys on other clouds
Key custody is per platform. Each provider runs its own key management service, and a key in one doesn’t protect data in another. AWS Key Management Service and AWS CloudHSM, for example, appear in the certified-services lists of both AWS FedRAMP offerings.42 The program’s position is that classification and DLP policy can coordinate across the estate, while key custody stays native to each platform and is unified only at the governance layer: an inventory of which keys protect which classified data, emitted under the evidence contract. Purview’s labeling for multicloud data sources through the Data Map is in preview, so the program doesn’t yet rely on it for evidence.43
[bookmark: _Toc00001347]Non-repudiation is a separate question
The program’s earlier drafts argued that Purview Audit (Premium) satisfies AU-10’s irrefutability standard through signed records in storage tenant administrators can’t reach. Microsoft doesn’t describe the product that way. It documents Audit (Premium) as audit log retention policies, longer retention (one year by default for some workloads, up to ten years with an add-on), intelligent insights such as MailItemsAccessed and search events, and higher bandwidth to the Management Activity API.44 None of those is a non-repudiation mechanism, and the claim has been removed. 
AU-10 is in the NIST SP 800-53B High baseline and not the Moderate baseline.45 An agency that adopts it above the Moderate floor needs a design for it: exporting the high-value events this chapter and Chapter 04 name into write-once storage that tenant administrators can’t alter, with the export itself evidenced. That is program design. Chapter 04 carries audit retention and the license that decides it.
The certificate practice statement the source volume pairs with SC-17 belongs to the PKI: Book 07, Chapter 05 covers the certificate policy and trust anchors, and the full RFC 3647 outline stays in the Federal Compliance volume linked below.
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The order matters because each step depends on the one before it. It is the program’s design:
1. Decide the key options first. Choose Microsoft-managed or BYOK for the tenant key, whether Customer Key applies, and which categories, if any, need DKE, before labels encrypt production content.
1. Deploy the taxonomy as code to a pilot. Publish labels to a pilot group, confirm markings and encryption in Office apps and in SharePoint, then widen the policy.
1. Turn on the detections. Label downgrade, mass label removal and DLP override patterns (FMP-DET-05 and FMP-DET-06) go to the SIEM before enforcement begins (Chapter 11).
1. Run auto-labeling and DLP in simulation, then enforce. Measure false positives against real content before any policy acts.
1. Set audit retention to the requirement. Licenses and retention policies decide how long label and DLP events survive (Chapter 04).
Control states, rollout and evidence
Book 20, Information Protection & Microsoft Purview, now carries each of these steps as a full procedure with its own pilot, simulation, enforcement, rollback, exclusions and evidence: the taxonomy in a test tenant (Chapter 02), publication and defaults (Chapter 03), Rights Management (Chapter 05), workload and endpoint DLP (Chapter 08), service-side auto-labeling (Chapter 09) and Purview Audit (Chapter 10). Follow those for the build; this chapter keeps the security-operations view, and the sequence above states the order. Book 00, Appendix D’s conventions apply to the sequence as below.
Authority: Mandated in substance: the CUI program’s marking and safeguarding rules (The federal CUI framework). Microsoft-recommended for running auto-labeling in simulation before enabling it (Learn, read Oct 21, 2026). Risk-based recommended for the CUI label mapping, the minimum DLP baseline and the key choices, which are the program’s design. Applies: License-dependent: Purview Information Protection and DLP licensing per surface; Customer Key and DKE need their own licenses. Environment-dependent: the surfaces and key options are listed as available in GCC and GCC High above; DoD and the Information Protection Sentinel connector by cloud are in Chapter 02.
Control states. 
	State
	This page
	Evidence

	Designed
	Mapping CUI to sensitivity labels, The minimum policy baseline and step 1’s key decisions
	The approved taxonomy file and DLP baseline, and the key-option decision record

	Configured
	Steps 2 and 4 in pilot or simulation (TestWithoutNotifications)
	Get-Label, Get-LabelPolicy, Get-AutoSensitivityLabelPolicy and Get-DlpCompliancePolicy exports showing mode and scope

	Enforced
	Step 4 after the simulation review (Enable), ring by ring (below)
	The same exports showing Enable and full scope; the DLP exception groups

	Evidenced
	A labeled test file blocked from external sharing, and a test CUI message blocked from external send
	The test record and the DLP event in the workspace

	Operated
	Step 3’s detections and the drift rules for Purview in Book 13, Chapter 14
	Detection alert history; the Purview drift export


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Change safety
	Ring
	Scope
	Exit criteria

	0
	The data protection team, in a test tenant and then in production
	Markings, encryption and policy tips behave as designed on every client the agency supports

	1
	A pilot group that handles CUI daily
	Simulation results reviewed; false positives below the threshold the data owner set; overrides understood

	2
	One component or office
	Help-desk volume within the backout triggers for two weeks

	3
	Everyone in scope
	Detections live; drift export matches the baseline


· Emergency access: emergency access accounts hold no mailbox content and aren’t in label or DLP policy scopes; recovery of encrypted content goes through the super-user procedure in Book 20, Chapter 05, not an exclusion.
· Change window: the messaging and collaboration change window, approved by change control, with the data protection owner and the help desk briefed.
· Backout triggers: a business process that must send CUI externally is blocked with no approved path; a false-positive rate above the data owner’s threshold; a label that encrypts content a required recipient can’t open.
· Post-change validation: the two test cases above after each ring, and the policy exports compared with the baseline.
Evidence checklist
· Configuration: the taxonomy file, the label, auto-labeling and DLP policy exports, and the key-option record
· Operational: label and DLP events in the workspace, and the detection alert history, kept for the evidence period
· Test: the external-sharing and external-send tests after each ring, with expected and observed results, date and tester
· Exception: DLP exception group membership and override justifications, with approver and review date
· Assessor-ready artifact: the evidence package entry for AC-4, AC-16 and SC-28 pointing to the four above
[bookmark: _Toc00001349]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data
· Depends on: identity and device signals for access to labeled content (Book 04, Book 05); the audit pipeline in Chapter 04
· Attack chain interrupted: Collection and Exfiltration of CUI by external share, external mail, removable media or unapproved cloud apps; Defense Evasion by mass label removal, which the step 3 detections report
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· Auto-labeling is only as accurate as its classifiers. Manual labeling discipline and the label-removal detection compensate for mislabeled or stripped content.
· Agency-held keys move the burden of custody to the agency. Rotation, backup and recovery become the agency’s job, and a deleted key without a backup is unrecoverable data.29
· DLP restricts the movement of content it matches. It doesn’t model behavior; insider risk and detection engineering cover what pattern matching misses.
[bookmark: _Toc00001351]The control map for this chapter
Controls this chapter contributes to
	Control
	How this chapter contributes
	Note

	AC-4
	Label-derived DLP on the service, the endpoint and the CASB
	The primary data-layer flow control

	AC-16
	Labels as security attributes associated with the information and retained with it
	AC-16 isn’t in any NIST SP 800-53B baseline; adopt it explicitly if the SSP relies on it45

	MP-3
	Label content markings as electronic CUI marking
	MP-2, MP-4 and MP-5 govern system media; claim them only for removable media and print, which endpoint DLP controls

	SC-12
	Key Vault, Customer Key and BYOK with inventory, rotation and access audit
	SC-12(1) is in the High baseline only45

	SC-13
	FIPS 140-3 validated modules
	Check each module’s CMVP certificate

	SC-28
	TDE with a customer-managed key; label encryption beyond the database boundary
	Label encryption follows the file wherever it’s stored


A 3PAO may prefer label-based attribute control anchored to AC-16 and AC-4, with MP claims reserved for physical and removable media. Read the MP row as supporting evidence for the data-layer intent, not the sole closure of the media controls.
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As in Chapter 08, FedRAMP’s 2026 indicators are written for cloud service providers, and the program borrows them as a vocabulary for its own evidence.46 The mapping is the program’s design.
Data-protection evidence mapped to FedRAMP’s 2026 Key Security Indicators
	Data-protection evidence
	Indicator and FedRAMP’s wording

	Label encryption, TDE with customer-managed keys, DLP enforcement logs
	KSI-SVC-SIN Securing Information: “Information is encrypted or otherwise secured from unwanted access or modification” (related controls include SC-13, SC-28 and AC-21)

	Key inventory, rotation policy compliance, access reviews
	KSI-SVC-ASM Automating Secret Management: “Management, protection, and regular rotation of digital keys, certificates, and other secrets is automated and persistently reviewed” (SC-12, SC-12(1), SC-17)

	Spill response for CUI placed where it doesn’t belong
	KSI-SVC-RUD Removing Unwanted Data, which names spills explicitly

	Label and DLP events in the event-type list
	KSI-MLA-LET Logging Event Types (related controls include AU-2, AU-10 and AU-12)


The earlier drafts mapped classification to KSI-CNA. The current Cloud Native Architecture indicators are about privileges, intended state, attack surface, network traffic and availability, so the program now maps data protection to the Service Configuration indicators above.46
The control-level depth for this chapter is in two Federal Compliance volumes: Data Protection: Microsoft Purview and Cryptographic Key Management and Data Protection Deployment. Appendix A maps the book’s core controls.
[bookmark: _Toc00001353]What to take from this chapter
1. Network and identity controls regulate the pipe. Only classification tells any control what the payload is, and a CASB can enforce on it only once the label is there.
1. The CUI framework has two control levels. Basic or Specified is decided by the authority in the CUI Registry, not by how sensitive the content feels: Privacy Act records are CUI Basic, federal taxpayer information is CUI Specified.
1. Non-CUI information can’t carry a dissemination control of its own. “Internal” is a label for uncontrolled information, not a third control level.
1. Deploy labels, auto-labeling and DLP as code, simulate before enforcing, and watch the override path once enforcement starts.
1. BYOK, Customer Key and Double Key Encryption are three different choices. Only DKE is per label, and it costs search, eDiscovery, coauthoring and Copilot for that content.
1. Customer Key keys must never expire. A rotation policy written for an Azure SQL key will break Microsoft 365 if applied to them.
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[bookmark: _Toc00001355]Chapter 10 — Who Runs Security Operations
The security operations center runs the queue, but it doesn’t decide what reaches the queue, how long the evidence lasts or which blind spots the agency can live with; those decisions belong to other people, and a SOC that makes them by default is carrying risk nobody signed for.
[bookmark: _Toc00001356]In this chapter
Why “the SOC owns security operations” is the wrong model, and where the federal roles come from: NIST SP 800-37, OMB M-26-14, CISA’s incident notification guidelines, BOD 26-04 and the TIC 3.0 program guidebook. The people who decide, do and advise: the CIO, the CISO, the authorizing official, system owners and ISSOs, the top-level SOC, security engineering, the owner of each telemetry plane, the records officer, the privacy office and counsel, and control assessors. Three questions get one owner each: what is collected and kept, who owns each detection and playbook, and who accepts the risk of a gap. A responsibility matrix, an ownership record for every rule, the roles each team needs in Microsoft Sentinel, and the separations that keep the evidence honest.
Most agencies can name their SOC. Fewer can say who decided that a given log source is collected, who decided how long its records are kept, who owns the analytics rule that reads it, or who accepted the risk when the source went quiet for three weeks. In practice those decisions get made by whoever holds the console: an engineer sets a table’s retention to the default, an analyst disables a noisy rule, a platform team turns off a diagnostic setting to save cost. Each choice looks operational. Each one changes what the agency can see, and Chapter 01 argues that a gap in visibility raises no alarm on its own.
This chapter assigns those decisions. It applies the program-wide model in Book 01, Chapter 09 and the running mechanics in Book 00, Chapter 07 to security operations, and it agrees with the Who chapters that touch the same ground: Book 10, Chapter 08 for the boundary and Book 11, Chapter 07 for the Zero Trust posture. Where those chapters go deeper for their domain, they govern. The model below is the program’s recommended design. Adapt it to the agency’s structure, but keep one decider per row.
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Who decides, who runs and who supplies security operations.
[bookmark: _Toc00001357]Where the roles come from
Five sources supply the roles. None of them uses the program’s vocabulary, and only two of them use the word SOC.
The Risk Management Framework supplies the decision rights. NIST SP 800-37 Rev. 2 defines the authorizing official as “the only organizational official who can accept the security and privacy risk to organizational operations, organizational assets, and individuals,” says the role is an inherent U.S. Government function assigned only to government personnel, and allows a designated representative to do everything except make and sign the authorization decision.1 The same publication gives continuous monitoring its own step. Monitoring the system for changes (task M-1) belongs to the system owner or common control provider with the senior agency information security officer; ongoing assessments (M-2) to the control assessor; risk response (M-3) to the authorizing official, system owner and common control provider; updates to the plans and plans of action and milestones (M-4) to the system owner and common control provider; posture reporting (M-5) to the system owner, common control provider and senior agency information security officer; and the ongoing authorization decision (M-6) to the authorizing official alone.2 SP 800-37 also warns organizations to make sure there are no conflicts of interest when one person holds several risk management roles.1
OMB M-26-14 supplies the security operations center. It directs agencies to organize logging around two objectives, continuous event monitoring and threat hunting, investigation, response and forensics, and notes that the first kind of log is “typically ingested and monitored by a Security Operations Center (SOC).”3 Its minimum baseline lets log storage be decentralized, but logs “must be readily available to the top-level agency security operations center (SOC).”3 It requires an Agency Logging Plan, due to OMB and CISA within 90 days of CISA’s Logging Reference Architecture, and it requires agencies to give logs to CISA and the FBI on request after a known or suspected compromise.3 The memo assigns these obligations to the agency, not to a named official. Deciding who inside the agency owns them is the work of this chapter.
CISA’s incident notification guidelines supply the clock. Federal civilian agencies must notify CISA of an incident within one hour of its identification by the agency’s top-level Computer Security Incident Response Team (CSIRT), Security Operations Center (SOC) or information technology department.4 That phrase names functions, not an organization chart, and the program places the identifying function in the top-level SOC so that the one-hour clock starts in the same place the queue does.
BOD 26-04 supplies an explicit instruction to name owners. Issued June 10, 2026, it revoked BOD 22-01 and BOD 19-02 and requires agency vulnerability management policies to, among other things, “assign roles and responsibilities for executing agency actions as required by this Directive” and to set internal tracking, validation and enforcement procedures.5 Remediation timelines are the subject of Chapter 06; the role assignment it requires appears in the matrix below.
The TIC 3.0 Program Guidebook supplies one more role and one more shift. OMB M-19-26 moved responsibility for TIC capabilities to the agency, replacing the old DHS TIC Compliance Validation assessments, and the guidebook says agencies keep responsibility for implementing TIC use cases and overlays.6 It also names TIC delegates, the technical points of contact who represent the agency to CISA, coordinate the views of the CIO, CISO, risk and other offices, and act as liaison between the CIO’s office and CISA.6 Book 09, Chapter 03 covers what TIC requires of the network; this chapter gives the delegate a row in the matrix.
[bookmark: _Toc00001358]Decision rights and work are different things
The program separates three kinds of involvement, as Book 01 does. A role decides when it is accountable for the outcome and can say no. A role does the work when it builds, configures, runs or remediates. A role is consulted when the decision can’t be made well without its input, even though the decision isn’t its to make.
The split matters more in security operations than almost anywhere else, because nearly every consequential decision looks like an operational setting. Lowering a table’s retention is a slider in a portal. Suppressing an analytics rule is a toggle. Excluding a subscription from a diagnostic-settings policy is one line in a template. Each is an edit an engineer can make in a minute, and each can remove evidence an assessor, an investigator or a court will later ask for. The program’s rule is that the person whose role lets them make the change is rarely the person who decides it, and that every decision that narrows what the agency can see is recorded with its decider.
[bookmark: _Toc00001359]The SOC is a common control provider
SP 800-37 has no SOC role. The closest fit is the common control provider: an individual, group or organization responsible for implementing, assessing and monitoring controls that systems inherit, documenting them, making sure they are assessed by qualified assessors with appropriate independence, and producing plans of action and milestones for controls that are deficient.1 An agency’s top-level SOC provides monitoring and incident handling to every system that sends it logs. In the program’s model, that makes the SOC, together with the security engineering team that runs its platform, the common control provider for the monitoring, audit review and incident response controls those systems inherit.
The framing has three consequences.
· The SOC’s controls get assessed like anyone else’s. If every system’s security plan says “monitoring is inherited from the enterprise SOC,” the SOC owes those systems an assessed control, a current plan and a plan of action and milestones when the control falls short. A SOC that can’t produce them is an unassessed dependency in every package that cites it.
· Most of these controls are hybrid. AU-6 asks the organization to review and analyze audit records “for indications of” organization-defined inappropriate or unusual activity and to report findings to organization-defined personnel.7 The SOC does the review. The system owner knows what unusual looks like in a particular application and who must hear about it. A control inherited without that system-specific part is half a control.
· The system owner stays accountable for the system. Inheriting monitoring doesn’t move the system owner’s monitoring task (M-1) onto the SOC. It means the system owner relies on the SOC for part of it, and needs evidence that the reliance is justified.
[bookmark: _Toc00001360]The roles
The CIO and executive sponsor decide the scope and funding of security operations, designate which organization is the agency’s top-level SOC, and break ties between teams. Under the RMF the CIO designates the senior agency information security officer, maintains security policy, oversees personnel with significant security responsibilities and reports to the head of the agency on the security program’s effectiveness; with authorizing officials, the CIO allocates the resources that protect the agency’s systems.1 For this book that means three decisions. Which SOC is top-level, so that M-26-14’s availability requirement points at one place. How the SOC is staffed and sourced: an agency SOC, a departmental SOC serving several components, or a managed service under agency direction, all of which work if the next role is clear. And the funding line for ingestion and retention, which is where most visibility gaps are actually decided.
The CISO, as the senior agency information security officer, carries out the CIO’s security responsibilities and is the primary liaison to authorizing officials, system owners, common control providers and system security officers.1 In the program’s model the CISO decides the requirements security operations runs against: what each telemetry plane must emit, the minimum retention for security purposes, the detection coverage priorities, the evidence standard an artifact must meet to count, who may read log data, and the approval of automated containment that acts on production. The CISO also owns the Agency Logging Plan. M-26-14 asks the plan to describe the operational steps for continuous event monitoring and for threat hunting, investigation, response and forensics, with consideration of the agency’s threat environment, risk profile and mission.3 That is a requirements document, and requirements are the CISO’s. Finally, the CISO decides whether an incident is major. CISA’s guidelines defer to the most recent OMB guidance for that determination,4 and the decision has reporting consequences beyond the SOC.
The authorizing official accepts residual risk, and for this book that includes the risk of not seeing. Four kinds of decision reach the authorizing official. A telemetry gap the agency carries rather than closes: a system that doesn’t emit what the CISO’s requirement says, or a plane whose logs don’t reach the top-level SOC. A remediation deadline the agency will miss, including a BOD 26-04 timeline, since a deferred fix stays on the plan of action and milestones, which the authorizing official approves (a pure acceptance with no planned fix stays in the exception register instead).1 A suppression or disabled rule with no end date, which leaves a monitored source unanalyzed indefinitely. And the ongoing authorization decision itself (M-6), made from the posture reports Chapter 12 describes. Most agencies have several authorizing officials. Each accepts risk only for the systems and common controls they authorize, so the SOC’s common controls need an authorizing official of their own.
System owners and ISSOs own their systems’ part of security operations. The system owner is responsible for the system’s procurement, development, integration, modification, operation, maintenance and disposal, and for its security and privacy plans.1 The system security officer maintains the system’s security posture, advises on its controls, often runs its day-to-day security operations, and may be responsible for incident handling; SP 800-37 also describes the role managing changes to the system and assessing their security impact.1 In the program’s model the system owner decides how a finding on the system is remediated and on what schedule within the required timeline, and owns the system-level continuous monitoring strategy (SP 800-37 task S-5, which supplements the organizational strategy).2 The ISSO is the SOC’s counterpart for the system: the person the SOC calls when an incident touches it, the person who keeps its plan of action and milestones current, and the person who confirms that the system’s logs meet the CISO’s requirement. 
The top-level SOC runs the queue. It monitors, triages, investigates, contains within approved playbooks, hunts, and reports. Inside it sits the top-level CSIRT whose identification of an incident starts CISA’s one-hour clock.4 The SOC manager decides incident severity, assignment and closure, and declares an incident; the CISO decides whether it is major. The SOC is consulted on almost every other row in the matrix because it is the team that finds out when a decision about collection, retention or suppression was wrong. What the SOC doesn’t do is decide those things on its own. A SOC that lowers retention to fit a budget, or permanently silences a rule that pages too often, has made a risk acceptance it has no authority to make.
Security engineering builds and runs the instruments the SOC uses. In the program’s model it owns the SIEM and its workspaces, the data connectors and data collection rules, the detection rule library, the playbooks, the evidence pipeline that Chapter 12 describes, and the health checks that prove each source is still delivering (Chapter 05). In the program’s model it also holds the TIC delegate role, because the delegate needs to understand the agency’s network, email, security and cloud architecture.6 Detection engineering, the subject of Chapter 11, is a function inside security engineering in this model, with each rule owned by a named engineer. Security engineering decides how a requirement is implemented in the platform. It doesn’t decide the requirement.
The platform owners own their planes. Telemetry is emitted, not collected: the setting that makes a source emit lives in that source’s platform, and the team that owns the platform owns the setting.
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Each telemetry plane has an owner who keeps it emitting; security engineering lands the data; the SOC reads it.
	Plane
	Owner in the program’s model
	Owns the emission of
	Where it’s built

	Identity
	Identity engineering
	Entra ID audit, sign-in, provisioning and risk logs; PIM activity
	Chapter 03; Book 02, Book 04

	Cloud platform
	Cloud platform team
	Azure activity log, resource logs, the policy that keeps new resources emitting, posture findings
	Chapter 04, Chapter 08; Book 10

	Microsoft 365
	Collaboration platform team
	Unified audit log, its retention tier, ScubaGear runs
	Chapter 04; Book 11

	Endpoints and servers
	Endpoint engineering; server infrastructure
	Defender telemetry, onboarding coverage, patch and configuration state for workstations in Intune and servers under Azure Arc
	Chapters 06 and 07; Book 05

	Network and DNS
	Network engineering; the DNS and DDI team
	DNS query and Protective DNS logs, SASE and firewall logs, TIC telemetry
	Chapter 05; Book 08, Book 09

	Data
	Data owners and the data office; the data platform team
	Purview audit and DLP events, SQL audit, key vault logs
	Chapter 09; Book 06

	Naming plane
	The DNS and DDI team, with identity engineering
	The authoritative asset identity every record joins on
	Chapter 02; Book 08


Each platform owner decides how its platform meets the CISO’s emission requirement, keeps the emission on through change, and remediates the findings the SOC and the vulnerability, posture and configuration feeds raise on its platform. The naming-plane row is there because every other row depends on it: without one authoritative asset identity, five stacks produce five inventories that can’t be joined (Chapter 02). 
The records officer, the privacy office and counsel are consulted on most rows and decide three. The records officer decides disposition: how long each class of log is kept beyond the security minimum, and when it may be destroyed. M-26-14 says its retention minimums don’t relieve agencies of records schedules,3 and the General Records Schedule is where those obligations sit. GRS 3.2 schedules system access records, including log-in files and audit trail files, for six years after the password is altered or the account is terminated where the system requires special accountability for access, and it has two cybersecurity logging items, 035 for full packet capture and 036 for cybersecurity event logs, whose legal citation is the rescinded M-21-31.8 NARA’s status page lists a revision of items 035 and 036, tied to the rescission of M-21-31 and the issuance of M-26-14, in drafting as of October 2026.9 Until it lands, how those items apply is a records decision, not an engineering default. The privacy office decides whether a log source’s content is acceptable to collect and who may see it; M-26-14 directs the Logging Reference Architecture to include guidance that logs not capture or expose data in contravention of law.3 And counsel advises on monitoring itself: SI-4 asks organizations to “obtain legal opinion regarding system monitoring activities.”7
Control assessors assess with the independence the authorizing official sets. The assessor determines whether controls are implemented correctly, operating as intended and producing the desired outcome; for ongoing assessments the assessor has the degree of independence the authorizing official determines.1 Chapter 12 sets out what an assessor verifies about security operations. In the program’s model the assessor reads the SOC’s and security engineering’s evidence and can re-run it, but never edits it.
[bookmark: _Toc00001361]Three questions, one owner each
Who decides what is collected and how long it is kept
Collection is decided in three layers. The CISO decides what must be emitted, plane by plane and system by system, in the Agency Logging Plan: the event types M-26-14’s baseline lists, from the identity behind each operation to changes in privilege levels and infrastructure,3 plus what the agency’s own threat model adds. Each platform owner decides how its platform emits it and keeps it emitting. Security engineering decides where it lands and how it is parsed. The SOC is consulted on all three, because it knows which sources its detections actually read.
Retention splits in two. The CISO sets the security minimum: at least M-26-14’s floor of 6 months actively searchable and 1 year retrievable,3 and longer for classes the investigation function needs. The records officer decides disposition above that floor. Security engineering configures both. Because a shorter retention setting can destroy evidence once it takes effect, the program treats any reduction as a records decision as well as a cost one: the change needs the records officer’s concurrence, and the CISO is consulted.
Who owns each detection and playbook
Every analytics rule and every playbook has exactly one owner, a named engineer in security engineering, recorded in the rule library next to the rule. The CISO decides coverage priorities; the owner decides how the rule is written, tested, tuned and retired; the SOC is consulted on every tuning change because it lives with the result. The ownership record is program design:
	Field
	What it holds

	Rule or playbook ID
	The identifier in the SIEM and in the repository

	Owner
	One named engineer, and a backup

	Purpose
	The activity it detects, mapped to M-26-14’s baseline activity or the agency’s threat model

	Source tables
	Every table it reads, so a silent table can be traced to the rules it blinds (Chapter 05)

	Response
	The playbook or runbook it hands to, and whether that response acts automatically

	Test
	The known-bad sample that should trigger it, and the date it last did (Chapter 11)

	Review date
	When the owner next confirms it still works and still matters

	Exceptions
	Any suppression, with its approver and end date


Playbooks add one more decision. A playbook that only enriches an incident is the owner’s to ship. A playbook that acts on production, isolating a device, disabling an account or revoking sessions, needs the CISO’s approval of the action and its conditions, with the affected platform owner consulted, because the playbook is exercising authority on someone else’s platform. The program’s posture for automated change is gated actuation (Book 01, Chapter 09): high-blast-radius actions stay behind a human approval permanently.
Who accepts the risk of what isn’t seen
The authorizing official, and only the authorizing official, accepts residual risk.1 Security operations generates four kinds of residual risk that tend to be accepted silently by whoever is closest to them: a source that isn’t collected or doesn’t reach the top-level SOC, a rule suppressed without an end date, a retention period below the requirement, and a remediation deadline that will be missed. Each one is written up by the role that found it, recommended by the CISO, and decided by the authorizing official for the affected system, with an end date, and a plan of action and milestones entry when a fix is planned (a pure acceptance with no planned fix stays in the exception register). The time split applies only to rule suppressions and configuration exceptions, and matches Books 05, 08, 09 and 11: a bounded suppression or exception with an end date is the CISO’s to approve; one without an end date goes to the authorizing official. A telemetry gap, a retention period below the requirement and a missed remediation deadline always go to the authorizing official, even with an end date.
[bookmark: _Toc00001362]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most.

	Decision or work item
	CIO / sponsor
	CISO
	AO
	System owner / ISSO
	Top-level SOC
	Security engineering
	Platform owners
	Records / privacy / counsel
	Assessors

	Security operations scope, funding and the top-level SOC designation
	D
	R
	C
	
	C
	C
	
	
	

	Agency Logging Plan: content, coverage and submission
	C
	D
	C
	C
	R
	R
	R
	C
	

	What each plane and system must emit (event types)
	
	D
	
	C
	C
	R
	R
	C
	

	How each platform emits, and keeping it on through change
	
	C
	
	C
	C
	C
	D, R
	
	

	Where telemetry lands, how it is parsed and joined
	
	C
	
	
	C
	D, R
	C
	
	

	Minimum security retention per log class
	
	D
	C
	
	C
	R
	
	C
	

	Disposition above the minimum; any shortening of retention
	
	C
	
	
	C
	R
	
	D (records)
	

	Privacy review of log content and access to it
	
	C
	
	C
	C
	R
	
	D (privacy)
	

	Legal review of monitoring activities
	
	C
	
	
	C
	
	
	D (counsel)
	

	Who may read log data, and how (least privilege, just in time)
	
	D
	
	C
	C
	R
	
	C
	

	Detection coverage priorities
	
	D
	C
	C
	R
	R
	C
	
	

	Each analytics rule: build, test, tune, retire
	
	C
	
	
	C
	D, R
	C
	
	

	Rule suppression with an end date
	
	D
	
	C
	R
	R
	
	
	

	Rule suppression or disabled rule with no end date
	
	R
	D
	C
	C
	R
	
	
	

	Playbook that enriches or notifies
	
	C
	
	
	C
	D, R
	
	
	

	Playbook that acts on production (isolate, disable, revoke)
	
	D
	C
	C
	C
	R
	C
	
	

	Incident triage, severity, handling and closure
	
	C
	
	C
	D, R
	C
	R
	
	

	Major incident determination
	C
	D
	C
	C
	R
	
	
	C (counsel)
	

	Notification to CISA within one hour
	
	C
	
	C
	D, R
	
	
	
	

	Logs for CISA or the FBI on request after a compromise
	C
	D
	
	C
	R
	R
	C
	C
	

	TIC delegate and CISA telemetry coordination (CLAW, Protective DNS)
	
	D
	
	
	C
	R
	R
	
	

	Remediation of a finding within its required timeline
	
	C
	
	D
	C
	
	R
	
	

	Missed or deferred remediation, including a BOD 26-04 timeline
	
	R
	D
	R
	C
	
	C
	
	C

	Telemetry gap carried rather than closed
	
	R
	D
	C
	C
	R
	C
	
	C

	Organization-level security metrics and reporting frequencies
	C
	D
	C
	C
	R
	R
	C
	
	C

	System-level continuous monitoring strategy
	
	C
	C
	D, R
	C
	C
	C
	
	C

	Ongoing control assessments
	
	C
	C
	C
	C
	C
	C
	
	D, R

	Posture reports to the authorizing official
	
	R
	C
	D, R
	R
	R
	
	
	

	Ongoing authorization decision
	C
	C
	D
	R
	
	
	
	
	C

	Assessor independence for ongoing assessments
	
	C
	D
	
	
	
	
	
	R



Seven rows need comment.
The Agency Logging Plan row gives the decision to the CISO, as Book 11, Chapter 07 does for the plan’s Zero Trust coverage. M-26-14 assigns the plan to the agency; inside the agency it is a requirements document, and requirements are the CISO’s in the program-wide matrix (Book 01, Chapter 09).
The emission rows split the decision three ways on purpose. The CISO decides what; the platform owner decides how; security engineering decides where. That keeps the CISO from configuring platforms and keeps platform teams from deciding, alone, that a category isn’t worth emitting.
The retention rows separate the security floor from disposition. The CISO’s floor answers M-26-14; the records officer’s disposition answers the records schedule, and M-26-14 is explicit that the first doesn’t satisfy the second.3 Shortening retention sits with the records officer for the reason Book 01, Chapter 09 gives for AD-era logs: once the data is gone it can’t be recovered for an investigation, an audit or a legal hold.
The suppression rows split on time. A suppression with an end date is a bounded, reviewable decision the CISO can make. One without an end date leaves a monitored source unanalyzed indefinitely, which is a standing risk acceptance and goes to the authorizing official.
The acting playbook row gives the CISO the decision and consults the platform owner. A playbook that disables an account exercises identity engineering’s authority; a playbook that isolates a server exercises server infrastructure’s. The platform owner needs to know the conditions under which that happens before it happens.
The notification row gives the SOC the decision and the work. CISA’s clock starts when the top-level CSIRT identifies the incident,4 and an hour leaves no time for a decision to travel up and back. The CISO’s major-incident determination, which can take longer, runs alongside it.
The missed remediation row matches Book 00, Chapter 07: risk acceptance belongs to the authorizing official, with the CISO and the system owner preparing and recommending. The program’s continuous-monitoring row in Book 01, where the CISO decides on evidence and drift findings, still holds; this row is what happens when a finding can’t be closed in time.
[bookmark: _Toc00001363]An owner for the evidence
Security operations produces evidence for every other book’s controls, and evidence has owners too. In the program’s model security engineering owns the pipeline that assembles it (Chapter 12), the CISO owns the evidence standard (what makes an artifact acceptable: a recorded run time, an unaltered output, a hash, a stated scope), each ISSO owns the system’s use of it in the authorization package, and assessors are the people it is for. Book 11, Chapter 07 applies the same split to ScubaGear and the Zero Trust Assessment; the same evidence standard covers both books, so an assessor reading a Book 11 claim and a Book 12 claim is reading artifacts made to one rule.
[bookmark: _Toc00001364]Roles in each system
Decision rights don’t change what a console lets someone do. Roles do. Microsoft Sentinel uses Azure role-based access control: Microsoft Sentinel Reader views data, incidents and workbooks; Microsoft Sentinel Responder adds incident management; Microsoft Sentinel Contributor adds creating and editing analytics rules, workbooks and other resources and managing the content hub; Microsoft Sentinel Playbook Operator can list, view and manually run playbooks; and creating or editing playbooks needs Logic App Contributor. Microsoft recommends assigning these at the resource group that holds the workspace, and notes that role assignments are cumulative.10 Changing a table’s retention needs Microsoft.OperationalInsights/workspaces/tables/write, which the Log Analytics Contributor role provides.11 Microsoft has also announced that after March 31, 2027 Sentinel will no longer be supported in the Azure portal and will be available only in the Microsoft Defender portal, so the role model should be planned for the Defender portal as well.10
The program maps each team to the least-privileged role it needs.

	Team
	Sentinel
	Log Analytics workspace
	Playbooks
	Source platforms
	Evidence repository

	SOC analysts
	Microsoft Sentinel Responder
	Read through Sentinel
	Playbook Operator, to run approved playbooks
	None, or read-only investigation roles
	Read

	SOC manager
	Microsoft Sentinel Responder
	Read
	Playbook Operator
	Read-only investigation roles
	Read; write incident closure records

	Security engineering (detection)
	Microsoft Sentinel Contributor, eligible rather than standing
	Read
	Logic App Contributor, eligible
	None
	Write rule library and test results

	Security engineering (platform)
	Contributor at the workspace’s resource group, eligible
	Log Analytics Contributor, eligible, for connectors and retention
	Logic App Contributor, eligible
	Diagnostic-settings rights granted per platform
	Write pipeline outputs

	Platform owners
	Microsoft Sentinel Reader for their own plane’s data, if any
	None
	None
	Administrator of their own platform, eligible
	Write closure evidence for their findings

	CISO and ISSOs
	Microsoft Sentinel Reader
	None
	None
	Read
	Read; approve evidence

	Control assessors
	Microsoft Sentinel Reader, time-bound, for the assessment
	None
	None
	Read, time-bound
	Read; re-run evidence assembly



Three notes. The service identity that lets automation rules run playbooks needs explicit permissions on the playbooks’ resource group, and once it has them any automation rule can run any playbook in that group,10 so acting playbooks belong in a resource group of their own. “Eligible” means activated through Privileged Identity Management under the review cadence in Book 04. And the retention row in the table is the reason for the next section.
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Security operations holds the record of what everyone else did, so its own separations matter more than most.
1. No one can quietly shorten the record. The rights to lower retention or delete tables sit with the platform side of security engineering, are eligible rather than standing, and are used only with the records officer’s recorded concurrence. AU-9 is the control for protecting audit information;7 an engineer who can change retention without a record can do what an intruder would most like done.
1. Platform owners can’t silence their own plane. A platform administrator can usually turn off the diagnostic setting that reports on that platform. The program detects that change through the platform’s own activity log and the freshness checks in Chapter 05, and treats an unexplained loss of emission as an incident, not a ticket.
1. The rule’s author doesn’t close the rule’s gap. The engineer who owns a rule can tune it. Suppressing it past its end date, or deciding that a source it reads no longer needs analysis, goes to the CISO or the authorizing official as the matrix says.
1. The SOC doesn’t assess the SOC. Monitoring and incident response controls inherited from the SOC are assessed by control assessors with the independence the authorizing official sets, not by the SOC’s own quality review. SP 800-37’s conflict-of-interest warning applies directly.1
1. The authorizing official stays outside security operations. For federal agencies the role is assigned to government personnel only, and the acceptance of risk can’t be delegated.1 A managed SOC or a contractor-staffed security engineering team can prepare every risk acceptance. It can’t sign one.
[bookmark: _Toc00001366]What changes, in one table
	Old habit
	What replaces it

	“The SOC owns security operations”
	The SOC runs the queue; the CISO owns requirements, platform owners own emission, the records officer owns disposition, the authorizing official owns risk

	Logs are collected from wherever they happen to be
	The CISO’s requirement says what each plane emits; each platform owner keeps it emitting; the Agency Logging Plan records both

	Retention is a cost setting
	The CISO sets a security floor at or above M-26-14’s; the records officer decides disposition; shortening needs concurrence

	Rules belong to the SIEM
	Every rule and playbook has one named owner, a test and a review date

	A noisy rule gets turned off
	A suppression has an end date and an approver; one without an end date goes to the authorizing official

	Playbooks act wherever they can
	Playbooks that act on production carry the CISO’s approval and the platform owner’s knowledge

	Monitoring is “inherited from the SOC” with no further detail
	The SOC is a common control provider, with assessed controls, a plan and a plan of action and milestones

	A blind spot is an engineering backlog item
	A telemetry gap carried rather than closed is a risk acceptance with an end date
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[bookmark: _Toc00001368]Chapter 11 — Detection Engineering and Response Automation
A rule that fires without a response shortens the time to know, not the time to contain; a response that acts without a gate turns a noisy rule into an outage.
[bookmark: _Toc00001369]In this chapter
The in-boundary principle that lets the program rebuild detections it cannot inherit, and the rule library that results, kept as code with example queries verified against current table schemas. How a rule moves from authoring through testing and an alert-only tuning window into production, and how the library is kept from rotting. Then response: the confidence-gated ladder mapped onto Book 01’s actuation rungs with gated actuation (L3) as the default, playbooks for session revocation, account disablement and device isolation, the approval gates around them, the incident response plan they sit inside, and the honest limits.
Chapter 05 built the connector fabric and argued that a workspace with no rules is a warehouse. This chapter carries the rules and the response. It consolidates two Federal Compliance volumes, Vol VI Book 03, Detection Engineering and Vol VI Book 04, Response Automation, with the detection and incident-handling parts of Vol III Book 06. The volumes stay in the repository for control-level depth.
[bookmark: _Toc00001370]The in-boundary principle
Some of the richest detections a modern cloud offers are computed in the vendor’s multi-tenant analytics: risk scoring trained on signals from many customers, travel and location anomalies, behavioral data-loss analytics. Microsoft describes Entra ID Protection, for example, as drawing on trillions of anonymized signals a day.1 An agency should use those detections wherever they are available in its cloud and within its authorization. But two things can put one out of reach. The capability may not exist in the agency’s cloud: Microsoft lists Sentinel’s peer and blast-radius UEBA enrichments, its threat intelligence matching analytics and SOC optimization as unavailable in Azure Government, for instance.2 Or the authorization decision may keep a given flow of identity-attributed telemetry from leaving the boundary for a service outside it. Book 10 explains how to tell those cases apart.
The program’s principle for both, which the source volume stated and this book keeps as design: the boundary constrains where raw telemetry may go, not whether it may be analyzed. Routing the same telemetry to the agency’s own analytics workspace, inside its own authorized boundary, is exactly the in-boundary monitoring SI-4 contemplates. So where a vendor analytic is unavailable, the program reconstructs a deterministic equivalent: a rule, a baseline, a watchlist, running on telemetry the connector fabric already lands. Every component the rebuilt detection depends on, the workspace and any compute that trains a baseline, must itself be inside the boundary. The moment the telemetry is shipped somewhere out of scope for convenience, the library has recreated the flow the boundary was drawn to prevent.
Reconstruction is not parity. The rebuilt detections see one tenant, not many; they run at rule cadence, not continuously; and their thresholds are the agency’s own guesses until tuned. The honest limits at the end of this chapter say so in the form an assessor can read.
[bookmark: _Toc00001371]A rule library as code
The rule library is a version-controlled set of analytics rules, each with its query, schedule, entity mappings, MITRE ATT&CK tactics and techniques, severity, tuning notes and the controls it operationalizes. Microsoft’s own rule templates use the same shape: a YAML file with an id, name, description, severity, requiredDataConnectors, queryFrequency, queryPeriod, triggerOperator, triggerThreshold, tactics, relevantTechniques, query, entityMappings and version.3 Keeping the program’s rules in that format means Microsoft’s templates and the program’s rules can be reviewed side by side, and a template Microsoft updates can be diffed against the program’s tuned copy.
The library is the source of truth, not the portal. Sentinel’s Repositories feature connects a workspace to a GitHub or Azure DevOps repository and deploys analytics rules, automation rules, hunting queries, parsers, playbooks, workbooks and (in preview) Defender custom detection rules from it; content deployed that way overwrites changes made in the portal.4 Repositories is in public preview and is not available in Azure Government.2 Where it is unavailable or not authorized, the program deploys the same content through its own change-controlled pipeline using the Azure Resource Manager templates that Sentinel’s export feature produces, which Microsoft documents as the format for rules and automation rules managed as code.4 Either way, nobody edits a production rule in the portal; a change is a commit, reviewed and deployed.
What the library holds
The library has two tiers. The first reconstructs vendor analytics in-boundary; it is the source volume’s seven-rule set. The second is the priority set of detections over the program’s own sources. Rules marked with a query below appear in full in the next section; the rest follow the same pattern and live in the library.

	ID
	Rule
	Reconstructs or detects
	Primary tables
	Controls

	FMP-DET-01
	Impossible travel
	Geo-velocity anomaly in successful sign-ins (query below)
	SigninLogs
	SI-4, AC-7, IA-2

	FMP-DET-02
	Atypical IP or ASN
	Sign-in from an address or network never seen for the user
	SigninLogs, AADNonInteractiveUserSignInLogs
	SI-4, AC-2

	FMP-DET-03
	Low-and-slow password spray
	Failures spread across many accounts and long windows, interactive and non-interactive
	Both sign-in tables
	SI-4, AC-7

	FMP-DET-04
	Session anomaly
	Token replayed from a new device, address and user agent; drives the session-revocation playbook
	Sign-in tables
	SI-4, AC-12

	FMP-DET-05
	Mass label removal or decryption
	Many sensitivity-label downgrades by one user (Chapter 09)
	Purview activity tables
	SI-4, AU-6, AC-4

	FMP-DET-06
	Data-loss policy override pattern
	Repeated overrides or near misses (Chapter 09)
	Purview activity tables
	SI-4, AC-4

	FMP-DET-07
	Anomalous elevation
	Endpoint privilege elevation outside the user’s pattern
	Endpoint privilege-management logs
	SI-4, AC-6(9)

	FMP-DET-10
	Repeated declined MFA prompts
	MFA fatigue (query below)
	SigninLogs, AADUserRiskEvents
	SI-4, IA-2

	FMP-DET-11
	Privileged role activation outside hours
	PIM activation off-schedule (query below)
	AuditLogs
	AC-2, AC-6

	FMP-DET-12
	Privileged role assigned outside PIM
	Direct assignment to a sensitive role (query below)
	AuditLogs
	AC-2, AC-6

	FMP-DET-13
	Conditional Access policy disabled, deleted or set to report-only
	Weakening of the access policy library in Book 04
	AuditLogs
	CM-5, AC-3

	FMP-DET-14
	New credential on an existing service principal
	Persistence through an application
	AuditLogs
	AC-2, IA-5

	FMP-DET-15
	DNS beaconing
	Regular-interval queries for one name from one host (query below)
	_Im_Dns
	SI-4, SI-4(4)

	FMP-DET-16
	DNSSEC validation failure spike
	Many validation failures from one resolver
	_Im_Dns
	SI-4, SC-20

	FMP-DET-17
	Database login from an unexpected address
	SQL login outside the application subnets (query below)
	AzureDiagnostics, SecurityEvent
	SI-4, AC-3

	FMP-DET-18
	sa login re-enabled
	A login that should stay disabled is turned back on
	SecurityEvent
	CM-6, AC-2

	FMP-DET-19
	NTLM after the block date
	Any NTLM authentication once it is blocked; the query is in Book 06
	SecurityEvent
	IA-2, SI-4

	FMP-DET-20
	Unusual upload volume through SASE
	Upload far above the user’s 30-day baseline
	SASE tables
	SI-4(4), AC-4

	FMP-DET-21
	Threat intelligence match
	Any source matching an active indicator
	ThreatIntelIndicators and source tables
	SI-4, SI-5

	FMP-DET-22
	Tenant auditing turned off
	Set-AdminAuditLogConfig run to turn audit logging off, which Chapter 04 treats as high severity
	OfficeActivity
	AU-9, AU-12, SI-4

	FMP-DET-23
	Diagnostic setting deleted
	A Microsoft.Insights/diagnosticSettings/delete operation on a resource the coverage check in Chapter 01 expects to emit
	AzureActivity
	AU-9, AU-12, SI-4

	FMP-DET-30 to 45
	Identity and application detections for Zero Trust findings
	Emergency access use and change, Tier 0 activation, privileged password and authentication method changes, tenant creation, federation changes, device code flow, risky users and sign-ins; application owner changes, consent, high-privilege grants, service principal roles and risk, redirect URI changes (Appendix B)
	SigninLogs, AADNonInteractiveUserSignInLogs, AuditLogs, ID Protection risk tables
	AC-2, AC-2(4), AC-6, IA-5, SI-4



Two of the source volume’s rules changed in consolidation. Its vulnerability-exploitation rule queried a table that Defender XDR does not stream, as Chapter 05 shows; exploitation surfaces as a Defender alert, and the response to it is a Defender incident, not a Sentinel rule. And Microsoft already ships templates for several of these patterns, including an MFA-spamming rule, privileged role assignment outside PIM, Conditional Access changes and new service principal credentials.5 The program starts from Microsoft’s template where one exists and records its own changes, rather than writing a parallel rule. Appendix B carries the rules a Zero Trust assessment’s identity and application findings need, each with its Learn source, its government-cloud availability and a synthetic test that makes it fire; it gives FMP-DET-14’s query there. FMP-DET-22 and FMP-DET-23 cover the fourth silent gap in Chapter 01, logging switched off on purpose. For FMP-DET-22, Microsoft’s “Exchange AuditLog Disabled” template queries OfficeActivity for the Set-AdminAuditLogConfig operation run by an administrator with auditing set to False, and tags it as defense evasion.6 For FMP-DET-23, the activity log records create, update and delete operations on Azure resources, lands in AzureActivity once exported to the workspace, and names the operation in OperationNameValue; deleting a resource diagnostic setting is the operation Microsoft.Insights/DiagnosticSettings/Delete.7 Microsoft says to compare AzureActivity values case-insensitively, so the rule matches the operation name with =~.7
Example rules
[bookmark: _Toc00001372]Illustrative code
The queries, payloads and scripts in this chapter are illustrative. They have not been tested against a production tenant or workspace. Every threshold marked TUNE is a starting point to calibrate against the agency’s own data. Run response automation first against test identities and devices, with the narrowest permissions shown.
FMP-DET-01, impossible travel. Successful sign-ins in time order per user, flagged when the implied speed between consecutive locations exceeds a commercial flight. In SigninLogs, ResultType is a string with “0” for success and LocationDetails is dynamic; geo_distance_2points takes longitude before latitude and returns meters.8 9 The source volume’s version compared ResultType to a number and used a self-join that compared every pair of sign-ins; this version compares only consecutive ones.
// FMP-DET-01 Impossible travel. Schedule: every 1h, lookback 1d.
let MaxKmPerHour = 900;   // TUNE: faster than a commercial flight
let MinKm        = 500;   // TUNE: ignore short hops and geolocation noise
let Egress = _GetWatchlist('FMP-ApprovedEgress') | project SearchKey;  // VPN and proxy exits
SigninLogs
| where TimeGenerated > ago(1d)
| where ResultType == "0"
| where IPAddress !in (Egress)
| extend Lat = todouble(LocationDetails.geoCoordinates.latitude),
         Lon = todouble(LocationDetails.geoCoordinates.longitude),
         Country = tostring(LocationDetails.countryOrRegion)
| where isnotnull(Lat) and isnotnull(Lon)
| project TimeGenerated, UserPrincipalName, IPAddress, Lat, Lon, Country, AppDisplayName
| sort by UserPrincipalName asc, TimeGenerated asc
| extend PrevUser = prev(UserPrincipalName), PrevTime = prev(TimeGenerated),
         PrevLat = prev(Lat), PrevLon = prev(Lon),
         PrevIP = prev(IPAddress), PrevCountry = prev(Country)
| where UserPrincipalName == PrevUser
| extend Km    = geo_distance_2points(PrevLon, PrevLat, Lon, Lat) / 1000.0,
         Hours = datetime_diff('second', TimeGenerated, PrevTime) / 3600.0
| where Km >= MinKm and Hours > 0 and Km / Hours > MaxKmPerHour
| project TimeGenerated, UserPrincipalName, PrevIP, PrevCountry, IPAddress, Country,
          Km = round(Km), Hours = round(Hours, 2), AppDisplayName
The watchlist of approved egress addresses is the exception list, maintained outside the rule so analysts can add a VPN exit without editing the query; Sentinel’s _GetWatchlist function returns a watchlist’s rows with its SearchKey column for joins.10 Travel that actually happened, split tunneling and mobile carriers that geolocate far from the user are the expected false positives.
FMP-DET-10, repeated declined MFA prompts. The source volume read MfaDetail, which is deprecated.8 Authentication step results are in AuthenticationDetails, whose authenticationStepResultDetail explains why each step succeeded or failed.11 The result strings below are the ones Microsoft’s own MFA-spamming template matches.5 CISA’s guidance on push bombing is to move to phishing-resistant MFA and, until then, to use number matching, under which a flood of prompts no longer works on its own;12 the rule still matters, because a burst of declined prompts means someone holds the user’s password.
// FMP-DET-10 Repeated declined or unanswered MFA prompts. Schedule: every 15m, lookback 1h.
let Threshold = 5;   // TUNE
SigninLogs
| where TimeGenerated > ago(1h)
| where AuthenticationRequirement == "multiFactorAuthentication"
| mv-expand Step = todynamic(AuthenticationDetails)
| extend StepResult = tostring(Step.authenticationStepResultDetail)
| summarize
    Declined  = countif(StepResult in ("MFA denied; user declined the authentication",
                                       "MFA denied; user did not respond to mobile app notification")),
    Completed = countif(StepResult == "MFA successfully completed"),
    SourceIPs = make_set(IPAddress, 20),
    Apps      = make_set(AppDisplayName, 10),
    First     = min(TimeGenerated),
    Last      = max(TimeGenerated)
    by UserPrincipalName
| where Declined >= Threshold
| extend RuleSeverity = iff(Completed > 0, "High", "Medium")   // a completion after a burst is worse
Users can also report an unexpected prompt. With the Report suspicious activity setting turned on, a report sets the user to high risk and appears as the ID Protection detection userReportedSuspiciousActivity, which lands in AADUserRiskEvents; the program treats any such event as an incident.13 14
// FMP-DET-10b User reported an MFA prompt as suspicious. NRT.
AADUserRiskEvents
| where RiskEventType == "userReportedSuspiciousActivity"
| project TimeGenerated, UserPrincipalName, IpAddress, RiskLevel, RiskState, Location
FMP-DET-11, privileged role activation outside business hours. PIM records an activation in the audit log as “Add member to role completed (PIM activation),” and Microsoft’s guidance is to alert on elevations outside a user’s standard pattern.15 The source volume shifted the time by a fixed five hours and compared dayofweek to an integer; datetime_utc_to_local handles daylight saving, and dayofweek returns a timespan, so Sunday is 0d and Saturday 6d.16 17
// FMP-DET-11 PIM activation outside business hours. NRT, or every 5m.
let Tz = "US/Eastern";              // the agency's primary time zone
let StartHour = 7; let EndHour = 19;  // TUNE: the agency's business day
AuditLogs
| where OperationName == "Add member to role completed (PIM activation)"
| extend Local = datetime_utc_to_local(TimeGenerated, Tz)
| extend LocalHour = hourofday(Local), LocalDay = dayofweek(Local)
| where LocalHour < StartHour or LocalHour >= EndHour or LocalDay in (0d, 6d)
| extend Initiator = tostring(InitiatedBy.user.userPrincipalName)
| mv-apply R = TargetResources on (
    where R.type =~ "Role"
    | extend RoleName = tostring(R.displayName))
| project TimeGenerated, Local, Initiator, RoleName, Result, CorrelationId
An off-hours activation is a signal to verify, not proof of compromise. Tier 0 activations (Book 04) go to the queue as high severity; others as medium.
FMP-DET-12, privileged role assigned outside PIM. Any direct assignment to a sensitive role is suspect in a tenant where privileged roles are eligible-only. The query follows the structure of Microsoft’s privileged-role template: role-management category, assignment operation types, and the role name from the target’s modified properties.5 The audit activity “Add member to role outside of PIM (permanent)” is the PIM service’s record of the same event.18
// FMP-DET-12 Sensitive role assigned outside PIM. NRT.
let Sensitive = dynamic(["Global Administrator", "Privileged Role Administrator",
                         "Privileged Authentication Administrator", "Security Administrator",
                         "Conditional Access Administrator", "Application Administrator"]);
AuditLogs
| where Category =~ "RoleManagement"
| where OperationName in ("Add member to role", "Add member to role outside of PIM (permanent)")
| mv-apply T = TargetResources on (
    where T.type in~ ("User", "ServicePrincipal")
    | extend Target = iff(T.type =~ "ServicePrincipal", tostring(T.displayName),
                          tostring(T.userPrincipalName)),
             Props = T.modifiedProperties)
| mv-apply P = Props on (
    where P.displayName =~ "Role.DisplayName"
    | extend RoleName = trim('"', tostring(P.newValue)))
| where RoleName in (Sensitive)
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName),
                              tostring(InitiatedBy.app.displayName))
| project TimeGenerated, OperationName, RoleName, Target, Initiator, Result, CorrelationId
FMP-DET-15, DNS beaconing. Command-and-control over DNS often looks like one host resolving one name at a regular interval. The source volume’s rule claimed to test for regular timing but only counted queries; this one computes the spread of the gaps. It reads the ASIM unifying parser, so it runs unchanged over any DNS source Chapter 05 connected.19
// FMP-DET-15 DNS beaconing. Schedule: every 1h, lookback 1h.
let MinQueries   = 20;    // TUNE
let MaxJitterSec = 5.0;   // TUNE: standard deviation of the gap, in seconds
let Allow = _GetWatchlist('FMP-DnsBeaconAllow') | project SearchKey;  // monitoring and health-check hosts
_Im_Dns(starttime = ago(1h), endtime = now())
| where isnotempty(SrcIpAddr) and isnotempty(DnsQuery)
| where SrcIpAddr !in (Allow)
| summarize Times = make_list(TimeGenerated, 1000), Queries = count() by SrcIpAddr, DnsQuery
| where Queries >= MinQueries
| mv-apply T = Times to typeof(datetime) on (
    order by T asc
    | extend GapSec = datetime_diff('second', T, prev(T))
    | where isnotnull(GapSec)
    | summarize MeanGapSec = avg(GapSec), StdGapSec = stdev(GapSec))
| where StdGapSec <= MaxJitterSec
| project SrcIpAddr, DnsQuery, Queries, MeanGapSec = round(MeanGapSec, 1), StdGapSec = round(StdGapSec, 2)
Monitoring agents, load balancer probes and software update checks are regular too. They belong on the allow watchlist with a named owner and an expiry, not in the query.
FMP-DET-17, database login from an unexpected address. For Azure SQL, audit records in AzureDiagnostics carry client_ip_s, server_principal_name_s, action_name_s and succeeded_s.20 The expected application subnets are a watchlist; ipv4_lookup matches addresses against it.21
// FMP-DET-17 Azure SQL login from outside the expected subnets. Schedule: every 15m, lookback 15m.
let Expected = _GetWatchlist('FMP-SqlClientSubnets') | project Network = SearchKey;  // CIDR ranges
AzureDiagnostics
| where TimeGenerated > ago(15m)
| where Category == "SQLSecurityAuditEvents"
| where action_name_s has "DATABASE AUTHENTICATION SUCCEEDED"
| evaluate ipv4_lookup(Expected, client_ip_s, Network, return_unmatched = true)
| where isempty(Network)
| summarize Logins = count(), First = min(TimeGenerated), Last = max(TimeGenerated)
    by client_ip_s, server_principal_name_s, database_name_s, application_name_s
For SQL Server on Windows, the same pattern runs against audit records in SecurityEvent (Chapter 05); the sa rule (FMP-DET-18) looks there for an ALTER LOGIN statement that enables the login. Confirm the action names and event layout on a test instance before enabling either.
[bookmark: _Toc00001373]Rule lifecycle and testing
Every rule passes through the same lifecycle, and every step leaves a record in the repository or the tuning log. The lifecycle is the program’s design; the Sentinel features it uses are Microsoft’s.
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One rule’s lifecycle in the library: authored, tested, run alert-only, promoted, and reviewed on a schedule until it is re-tuned or retired.
1. Author. The rule is written in the repository with its thresholds marked TUNE, its entity mappings and the reason it exists. Where Microsoft ships a template for the pattern, the rule starts from the template.
1. Test against history. The analytics rule wizard’s results simulation shows how many results the query would have produced over its last 50 scheduled runs, so a rule that would fire constantly is caught before it ships.22 The program also replays a known-bad sample, from a tabletop exercise or a test tenant, to confirm the rule fires when it should. A rule that cannot be shown to fire on a true positive is not finished.
1. Deploy alert-only. The rule is enabled with incident creation turned off, so it produces alerts that analysts review daily without flooding the queue. Sentinel supports disabling incident creation per rule, and alert-triggered automation exists precisely for rules that do not create incidents.22 23 The source volume set a two-week window; the program’s rule is to stay alert-only until the false-positive patterns are documented and the thresholds adjusted, with two weeks as the minimum. One caution for workspaces onboarded to the Defender portal: there, Defender creates the incidents, and a rule’s incident-creation setting must be enabled for its alerts to become incidents at all.22
1. Promote. Incident creation is turned on, the measured false-positive rate is recorded in the rule’s metadata, and the rule’s response is wired (the next section). Promotion is a commit.
1. Review on a schedule. Each rule is reviewed at least quarterly (program design): is it still firing at the expected rate, is every table it reads still fresh (Chapter 05), has its template changed? Sentinel disables a scheduled rule after repeated permanent failures, such as a deleted table or a changed function, and prefixes its name with “AUTO DISABLED”; Microsoft advises SOC managers to check the rule list for them regularly.24 The program’s review query checks for them every day. Sentinel’s analytics rule health monitoring, in public preview in both commercial and government Azure, records rule runs in SentinelHealth.2
Detections rot. Thresholds drift as the environment changes, sources stop emitting without an error, and a parser update can change a field name. The standing detection-engineering effort that reviews and re-tunes the library is the real cost of having one, and Chapter 10 staffs it. Telemetry-completeness testing and detection-efficacy testing feed the metrics in Chapter 12. Sentinel’s limits bound the library’s size: 512 enabled scheduled rules per workspace by default and 50 enabled NRT rules.25
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Detection without response shortens the investigation, not the exposure. The design rule for every playbook is confidence-gated action: high-confidence detections prepare containment, medium-confidence detections enrich and ticket for a human, and nothing low-confidence acts at all. Auto-containment on a noisy rule is its own denial of service.
Part of the response to identity risk doesn’t run through a playbook at all. Microsoft’s Zero Trust guidance for Entra asks for automated, risk-based responses that shorten the time between detection and containment, and names three checks: risk-based Conditional Access for workload identities, MFA for elevated sign-in risk, and a secure password change (or, for passwordless users, a block until investigation) for elevated user risk.26 Those act at sign-in, before any rule fires. They are Book 04’s policies; the ladder below governs what happens after an alert.
The program places every response on the actuation ladder of Book 01, Chapter 11. There, each operation class has a ceiling; gated actuation (L3), where a human authorizes a prepared action, is the default ceiling for anything with a large blast radius, and autonomous action (L4) is allowed only for enumerated low-blast-radius classes. NIST frames the same idea from the control side: SI-4(7) asks the organization to notify defined personnel of suspicious events and to take defined “least-disruptive actions” on detection.27
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The response ladder on Book 01’s actuation rungs: every alert observed, medium confidence advised, high confidence containment gated by a named approver, and autonomy only for accepted classes.

	Rung
	Confidence
	What happens
	Human in the loop
	Examples

	L1 Observe
	Any
	Incident opened, entities mapped, evidence kept
	Triage
	Every promoted rule

	L2 Advise
	Medium
	Enrichment playbook adds identity, device and IP context; ticket opened
	Analyst decides
	Off-hours PIM activation; database login from an unexpected address

	L3 Gated actuation
	High
	Playbook evaluates preconditions and prepares the containment; a named approver releases it
	Approver releases; analyst investigates
	Session revocation; disabling a standard user; isolating a workstation

	L4 Within guardrails
	High, enumerated class
	Runs without a person, logged, reversible
	Reviewed after the fact
	Closing incidents matching a known-benign watchlist; vendor attack disruption where the authorizing official has accepted it

	Standing control
	n/a
	Configuration that bounds exposure if detection misses
	n/a
	Sign-in frequency and token policies (Book 04)



The mapping is the program’s design. Three operation classes stay at L3 or below permanently, whatever the program’s maturity: isolating a server, disabling a privileged or emergency-access account, and any tenant-wide change. A false-positive isolation of a production database server is an outage, and a disabled emergency account during an incident is a lockout. In this book’s playbooks those classes are not run as gated playbooks: the playbook excludes them, and a named human decides and acts outside it, advised by the alert.
Defender XDR’s automatic attack disruption is the case that tests the ladder. It contains assets on its own when Defender correlates a high-confidence attack, revoking sessions, suspending users and containing devices and users at the endpoint layer, with every action logged, reversible, and subject to exclusions for named users, device groups and IP ranges.28 That is L4 by the vendor’s design. The program does not leave it as a default nobody chose. The authorizing official either accepts attack disruption as an enumerated L4 class, with exclusions configured for emergency-access accounts and the server device groups the permanent-L3 rule protects, or the program records why it is limited. Either way the decision is written down, which is what the ladder exists to produce. Confirm attack disruption’s availability in the agency’s cloud before relying on it.
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Sentinel automation has two layers. Automation rules run inside Sentinel when an incident is created or updated or an alert is created; they can change status and severity, assign an owner, add tags and tasks, close incidents with a reason, and run playbooks, in a defined order, and they can carry an expiration date. Playbooks are Azure Logic Apps workflows that act on other systems, and Sentinel runs them under a dedicated service account that must be granted permission on the playbooks’ resource group.23 The program keeps automation rules for triage and suppression, and playbooks for anything that touches an identity, a device or a ticket.
Every playbook follows four rules (design): it uses a managed identity with only the permissions its actions need, never a client secret; it writes each action, with the approver and timestamp, back to the incident as a comment, which is the response documentation Chapter 05’s evidence record needs; it evaluates its preconditions and stops if they fail, which is the playbook’s dry run; and it starts in alert-only mode, preparing its action without taking it, until the triggering rule’s false-positive rate has been measured.
Session revocation
The containment path for a high-confidence session anomaly (FMP-DET-04) or a confirmed compromise. Microsoft Graph’s revokeSignInSessions invalidates the refresh tokens issued to a user’s applications and their browser session cookies by resetting signInSessionsValidFromDateTime; Microsoft notes a delay of a few minutes before tokens are revoked, and that the call does not revoke sessions for external users. Its least-privileged permission is User.RevokeSessions.All.29 Marking the user confirmed-compromised in ID Protection sets the user’s risk to high, which risk-based Conditional Access can then act on; it is a POST to /identityProtection/riskyUsers/confirmCompromised with the user IDs, needs IdentityRiskyUser.ReadWrite.All, and requires Entra ID P2. The source volume showed it as a PATCH.30
// revoke-session playbook: logic as a Logic App would run it (pseudocode, not a deployable definition)
{
  "trigger": "Sentinel incident created by FMP-DET-04 or FMP-DET-01 with corroboration",
  "identity": "managed identity: User.RevokeSessions.All, IdentityRiskyUser.ReadWrite.All",
  "steps": [
    { "guard": "incident.severity == 'High' && entities.Account.count == 1" },          // confidence gate
    { "guard": "account not in watchlist FMP-EmergencyAccess and not privileged" },      // permanent-L3 classes are excluded: a human handles them outside this playbook
    { "prepare": "comment: proposed action, evidence, rollback (none needed: user re-authenticates)" },
    { "approve": "named approver from the on-call roster releases or rejects; timeout = reject" }, // L3 gate
    { "graph": "POST /users/{id}/revokeSignInSessions" },                                // AC-12
    { "graph": "POST /identityProtection/riskyUsers/confirmCompromised  { userIds: [id] }" },
    { "comment": "actions taken, approver, UTC timestamps" },                            // response record
    { "ticket": "link incident to the IR ticket" }                                       // IR-4
  ]
}
Revocation is not instant everywhere. Continuous access evaluation lets CAE-capable services such as Exchange Online, SharePoint Online and Teams act on critical events, including an administrator revoking a user’s refresh tokens, account disablement and high user risk, in near real time, but Microsoft states that latency of up to 15 minutes can be observed because of event propagation.31 Clients and resources that are not CAE-aware keep an existing access token until it expires; the default access token lifetime is a random value between 60 and 90 minutes, and CAE-aware sessions can receive tokens that live up to 28 hours because they can be revoked.32 So containment latency is the rule’s cadence plus the approval plus revocation propagation, and for non-CAE applications the remaining token lifetime. The source volume called the in-boundary playbook a minutes-scale substitute for “sub-second” CAE revocation; CAE itself is not sub-second, and this playbook triggers it rather than replacing it.
The source volume’s standing control, bounding token lifetime to 60 to 90 minutes, describes the platform default rather than a setting the program adds. Microsoft recommends Conditional Access session controls, such as sign-in frequency, over configurable token lifetimes, and notes that reduced token lifetimes degrade user experience and reliability without eliminating risk.33 31 The program’s standing controls are the Conditional Access policies in Book 04.
Account disablement
For a high-confidence compromise of a standard user, the program disables the account as well as revoking sessions. In Graph, that is a PATCH to the user setting accountEnabled to false, and the least-privileged combination is User.EnableDisableAccount.All with User.Read.All.34 In a hybrid environment, though, the authoritative account is in Active Directory. Microsoft’s procedure for revoking a hybrid user’s access starts there, disabling the account and resetting the password twice to mitigate pass-the-hash, and then disables the user in Entra ID, revokes refresh tokens and disables the user’s registered devices.35 A playbook that disables only the cloud object of a synchronized user is undone at the next synchronization, and leaves the on-premises account usable. The program’s playbook therefore runs the Active Directory step through an on-premises runbook worker, inside the boundary, as part of the same approved action. A partner person is the other case: the account is a federated guest with no on-premises half, so the agency’s containment is to suspend the guest object, revoke sessions and remove the access package, and the partner’s own identity service is outside the agency’s reach (Book 03, Chapter 15; Entra detail in Book 04, Appendix C).
The cloud half looks like this with the Microsoft Graph PowerShell cmdlets Microsoft documents for the procedure, connecting with the automation account’s managed identity:35 36
# disable-principal, cloud half: run by an automation account's managed identity after approval
# Graph permissions: User.EnableDisableAccount.All + User.Read.All, User.RevokeSessions.All,
# and device write permission for the device step
param(
    [Parameter(Mandatory)] [string] $UserId,             # Entra object ID from the incident entity
    [Parameter(Mandatory)] [string] $IncidentNumber,
    [Parameter(Mandatory)] [string] $ApprovedBy
)
Connect-MgGraph -Identity -NoWelcome

Update-MgUser -UserId $UserId -AccountEnabled:$false
Revoke-MgUserSignInSession -UserId $UserId

Get-MgUserRegisteredDevice -UserId $UserId -All | ForEach-Object {
    Update-MgDevice -DeviceId $_.Id -AccountEnabled:$false
}

# The playbook writes this line back to the incident as the response record
"{0:u} FMP disable-principal: user {1} disabled, sessions revoked, devices disabled; incident {2}; approved by {3}" -f `
    (Get-Date).ToUniversalTime(), $UserId, $IncidentNumber, $ApprovedBy
Re-enablement is a separate, recorded decision by the identity team after investigation: password reset, MFA re-registration and the account owner’s manager confirming the person is who they say they are. A wrongly disabled person is restored through that process with a recorded exception, the same principle Book 03 applies to leavers.
Device isolation
When Defender for Endpoint reports active exploitation or hands-on-keyboard activity on a device, isolation cuts the device off from the network while keeping its connection to the Defender service, preserving forensic state. The Defender for Endpoint API’s isolate action takes a required comment and an isolation type of Full, Selective or UnManagedDevice; it needs the Machine.Isolate permission, is limited to 100 calls a minute, and, Microsoft warns, a device behind a full VPN tunnel may lose its connection to the Defender service once isolated.37 The API host differs by cloud: Microsoft documents api.security.microsoft.com for commercial, and for the Defender for Endpoint API api-gcc.securitycenter.microsoft.us for GCC and api-gov.securitycenter.microsoft.us for GCC High and DoD, with sign-in through login.microsoftonline.us for the latter two.37 38 The source volume used the older commercial host and a client secret.
The program’s isolation playbook isolates workstations at L3 and never isolates a server without a human decision outside the playbook, per the permanent-L3 rule. The trigger is a Defender alert of active exploitation, not a vulnerability finding: a vulnerable package is a remediation item for Chapter 06, not an incident.
Enrich and ticket
For medium-confidence detections, the playbook gathers context and hands the decision to an analyst: the user’s ID Protection risk level and recent risk events, their PIM eligibilities, the device’s compliance and Defender exposure, recent sign-ins, and any watchlist the entities appear on. It writes the context to the incident as a comment, opens or updates the ticket in the agency’s service-management system with the incident’s ID, and tags the incident as enriched. This is L2: it changes nothing except the record.
Suppression of known-benign incidents
Health-check hosts that trip the beaconing rule, scheduled penetration tests and maintenance windows produce incidents the SOC already understands. An automation rule closes them as they are created, with a closing reason and a comment. Each rule carries an expiration date and a named approver (risk-based recommended: the program’s decision-rights matrix in Chapter 10 sets it, not a Microsoft or federal requirement), so a time-limited exception cannot become permanent; a suppression with no end date goes to the authorizing official.23 This is the one L4 class the program enables by default, because its blast radius is the incident queue, its condition is a watchlist with a named owner, and every closure is recorded. Better still is fixing the rule so it does not fire, which the lifecycle review does.
[bookmark: _Toc00001376]Control states, rollout and evidence for rules and playbooks
The rule lifecycle and the containment playbooks are this chapter’s procedures. The rule lifecycle already stages every rule (test against history, alert-only, promote), and the response ladder already gates every containment on a named approver; this section states the control states and evidence in Book 00, Appendix D’s form, and the change safety for the playbooks, which are the steps here that act on people and devices. The identity and application rules in Appendix B carry their own rollout.
Authority: Mandated in substance: IR-4 incident handling and AU-6 review where the system’s baseline selects them. Microsoft-recommended for automated, risk-based response to identity risk and for Conditional Access session controls over configurable token lifetimes (Learn pages cited above, read Oct 21, 2026). Risk-based recommended for the confidence gates, the permanent-L3 classes and the quarterly rule review, which are the program’s design. Applies: License-dependent: Sentinel automation and Logic Apps, Defender for Endpoint for isolation, ID Protection for risky-user actions. Environment-dependent: Sentinel features by cloud (Chapter 05).
Control states. 
	State
	This page
	Evidence

	Designed
	A rule library as code and The response ladder
	Each rule’s file and reason; the rung assigned to each playbook, approved by the SOC lead (Chapter 10)

	Configured
	Lifecycle steps 1 to 3: authored, tested against history, deployed alert-only
	The commit; the results simulation; the alert-only setting

	Enforced
	Step 4, promotion with incident creation on, and each playbook wired at its rung
	The promotion commit with the measured false-positive rate; the automation rule and playbook definitions

	Evidenced
	The known-bad replay for each rule, and a playbook run against a test account and test device
	The replay result; the incident comment the playbook wrote, with approver and timestamps

	Operated
	Step 5’s quarterly review and the suppression rules’ expiry dates
	The review record; AUTO DISABLED rules found and fixed; suppression rules with approver and expiry


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
How-section coverage. Prerequisites: the tables the rule reads are fresh (Chapter 05) and the playbook’s managed identity holds only the permissions its actions need. Pilot and Report-only or audit phase: lifecycle steps 2 and 3. Enforcement: step 4, and the rings below for playbooks. Rollback: disable the rule or the automation rule; reverse a playbook’s action through the separate, recorded re-enablement path in Account disablement or by releasing isolation. Exclusions: the emergency access watchlist and the permanent-L3 classes, which no playbook acts on. Telemetry: the incident comments each playbook writes, Logic Apps run history and SentinelHealth. Day-two ownership: detection engineering owns the library and its review (Chapter 10).
Change safety (playbooks at L3 and L4)
	Ring
	Scope
	Exit criteria

	0
	Test accounts and test devices in a test tenant
	Each guard stops the playbook when it should; the action and comment are recorded

	1
	Production, prepare-only: the playbook proposes the action and an analyst performs it by hand
	Proposed actions match what the analyst would have done for a month

	2
	Production at L3: approver releases the prepared action
	No wrongly contained person or device for a month

	3
	L4 only for classes the authorizing official has accepted
	Post-incident review shows every autonomous action was correct and reversible


· Emergency access: the FMP-EmergencyAccess watchlist guard is tested in ring 0 with a test account on the watchlist; the playbook must stop.
· Change window: playbook changes deploy in the SOC’s change window, with the SOC lead and the identity on-call on hand.
· Backout triggers: any containment of a wrong person or device, or a guard that fails to stop; the automation rule is disabled until the cause is fixed.
· Post-change validation: the ring 0 tests repeated after every playbook change.
Evidence checklist
· Configuration: the rule library and playbook definitions in the repository, with promotion commits
· Operational: incident records with playbook comments, approvers and timestamps; the tuning log
· Test: each rule’s known-bad replay and each playbook’s ring 0 run, with expected and observed results, date and tester
· Exception: suppression automation rules with approver and expiry; L4 classes with the authorizing official’s acceptance
· Assessor-ready artifact: the evidence package entry for AU-6, IR-4 and SI-4 pointing to the four above
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The playbooks operate inside an incident response plan, and the plan is assessed separately from the tooling. An agency can run a mature Sentinel deployment and still fail IR-8 for want of documents.
NIST SP 800-61 Rev. 3, published in April 2025, superseded Rev. 2 and recasts incident response recommendations as a CSF 2.0 Community Profile.39 The program keeps Rev. 2’s familiar phase names as an internal operating convention, and maps them to the CSF 2.0 functions that Rev. 3 uses. IR-4 itself still names the activities: an incident handling capability that “includes preparation, detection and analysis, containment, eradication, and recovery,” coordinated with contingency planning, with lessons learned fed back into procedures, training and testing.27
	Phase (program convention)
	Sentinel and Defender mechanism
	Record kept

	Preparation
	Rule library deployed; playbooks configured; on-call roster and contacts as watchlists
	Plan document; contact list; training records

	Detection and analysis
	Rule fires; incident opened; enrichment appended
	Incident with timeline and evidence

	Containment
	Gated playbook action or manual containment
	Action, approver and timestamps on the incident

	Eradication
	Patch, credential reset or policy fix; rescan confirms
	Eradication record and verification output

	Recovery
	System returned to service; heightened monitoring
	Recovery record; post-isolation validation

	Post-incident activity
	Lessons learned; plan updated; rule tuned
	Lessons-learned record; tuning log entry


IR-8 requires a plan that, among other things, provides a roadmap for the capability, defines reportable incidents, provides metrics for measuring the capability, addresses sharing of incident information, is reviewed and approved at a defined frequency, explicitly designates responsibility for incident response, and is distributed, updated and protected from unauthorized disclosure and modification. IR-3 requires the capability to be tested at a defined frequency.27 FedRAMP’s 2026 incident response indicators ask that the effectiveness of incident response procedures and past incidents be persistently reviewed and that after-action reports feed lessons learned back in.40
The program’s plan carries seven artifacts, which are its own design built on those requirements: the plan itself, reviewed annually; a contact list reviewed at least quarterly, including the CISA reporting channel; notification templates; an evidence preservation procedure (incident export, query results exported to immutable storage, device forensic collection, chain of custody); a lessons-learned template used after every high-severity incident; a tabletop exercise record from the last 12 months; and the annual test record. CISA’s Federal Incident Notification Guidelines, effective April 1, 2017, require agencies to report incidents to CISA within one hour of identification by the agency’s top-level CSIRT, SOC or IT department, and the plan documents that path explicitly.41 The source volume tied the one-hour requirement to a particular year’s FISMA guidance memo; the program cites the guidelines themselves and checks the current year’s FISMA guidance for any change. A tabletop built from this book’s own sources, a DNS beacon that leads to an off-hours privileged activation, exercises the rule library, the response ladder and the plan in one sitting. For testing response automation without a real attack, Defender for SQL Servers on Machines can simulate alerts that exercise downstream automation.42
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Carry these into every assessment. The library and the playbooks do not claim parity with what they replace.
· Detection is minutes to hours. Scheduled rules run no more often than every five minutes plus a five-minute ingestion delay, NRT rules about every minute, and baselines take as long as their windows.22 That is not the continuously tuned fidelity of a vendor’s multi-tenant pipeline.
· The library sees one tenant. It has no global view; atypical-address and leaked-credential logic is only as good as the threat intelligence feeds the agency subscribes to.
· Containment is bounded by cadence, approval and propagation. Session revocation takes effect in minutes, up to about 15 for CAE-aware services, and non-CAE clients keep tokens until they expire. The gated design adds an approver’s response time on purpose.
· Hybrid identities need both halves. Cloud-only containment of a synchronized user is incomplete and reversible by synchronization.
· Automation amplifies a noisy rule. The confidence gate, the alert-only ramp and the permanent-L3 classes are mandatory, not optional.
· The playbooks act only on the agency’s own tenant. An identity federated from elsewhere, or an external guest, is outside their reach; revocation does not apply to external users.29
· Detections rot. Without the standing engineering effort that reviews and re-tunes the library, the maturity this chapter describes decays quietly, and the freshness and auto-disable checks are what reveal it.
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	Control
	How the program implements it

	AU-6, SI-4
	The rule library over every connected source, promoted through the lifecycle

	SI-4(2)
	Scheduled and NRT rules running near real time

	SI-4(5)
	Incidents assigned to named roles by severity

	SI-4(7)
	Confidence-gated response; least-disruptive action first; permanent-L3 classes

	IR-4, IR-4(1)
	Incident queue, enrichment and gated containment playbooks with recorded actions

	IR-5
	Incident records tracked from creation to classified closure

	IR-6
	One-hour CISA notification path in the plan; templates

	IR-3, IR-8
	Seven-artifact plan; annual test and tabletop

	AC-12
	Session revocation, triggering continuous access evaluation

	AC-2(13)
	Account disablement on high-confidence compromise, both directory halves


The incident records, rule inventory and playbook run history these controls produce feed the evidence pipeline and metrics of Chapter 12.
[bookmark: _Toc00001380]Notes
1. Microsoft Learn, “Tutorial: Use risk detections for user sign-ins to trigger Microsoft Entra multifactor authentication or password changes,” https://learn.microsoft.com/entra/identity/authentication/tutorial-risk-based-sspr-mfa (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Sentinel feature support for Azure commercial/other clouds,” https://learn.microsoft.com/azure/sentinel/feature-availability (accessed Oct 21, 2026).
1. Microsoft, Azure-Sentinel repository on GitHub, analytic rule template “PIM Elevation Request Rejected” (Solutions/Microsoft Entra ID/Analytic Rules/PIMElevationRequestRejected.yaml), https://github.com/Azure/Azure-Sentinel/blob/master/Solutions/Microsoft%20Entra%20ID/Analytic%20Rules/PIMElevationRequestRejected.yaml (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage content as code with Microsoft Sentinel repositories,” https://learn.microsoft.com/azure/sentinel/ci-cd-custom-content, and “Deploy content as code from your repository,” https://learn.microsoft.com/azure/sentinel/ci-cd (both accessed Oct 21, 2026).
1. Microsoft, Azure-Sentinel repository on GitHub, Microsoft Entra ID solution analytic rules, including MFASpammingfollowedbySuccessfullogin.yaml (result strings for declined and unanswered prompts), UserAssignedPrivilegedRole.yaml, PrivlegedRoleAssignedOutsidePIM.yaml, the Conditional Access change rules and NewAppOrServicePrincipalCredential.yaml, https://github.com/Azure/Azure-Sentinel/tree/master/Solutions/Microsoft%20Entra%20ID/Analytic%20Rules (accessed Oct 21, 2026).
1. Microsoft, Azure-Sentinel repository on GitHub, Microsoft 365 solution analytic rule “Exchange AuditLog Disabled” (Solutions/Microsoft 365/Analytic Rules/exchange_auditlogdisabled.yaml), https://github.com/Azure/Azure-Sentinel/blob/master/Solutions/Microsoft%20365/Analytic%20Rules/exchange_auditlogdisabled.yaml (accessed Nov 9, 2026).
1. Microsoft Learn, “Activity log in Azure Monitor,” sections “Activity log entries” and “Export activity log” (Log Analytics workspace tab), https://learn.microsoft.com/azure/azure-monitor/platform/activity-log; “Azure Monitor Logs reference - AzureActivity,” https://learn.microsoft.com/azure/azure-monitor/reference/tables/azureactivity; and “Azure permissions for Monitor,” Microsoft.Insights/DiagnosticSettings/Delete, https://learn.microsoft.com/azure/role-based-access-control/permissions/monitor (all accessed Nov 9, 2026).
1. Microsoft Learn, “Azure Monitor Logs reference - SigninLogs,” https://learn.microsoft.com/azure/azure-monitor/reference/tables/signinlogs (accessed Oct 21, 2026). ResultType string, “0” success; LocationDetails dynamic; MfaDetail deprecated.
1. Microsoft Learn, “geo_distance_2points(),” Kusto Query Language, https://learn.microsoft.com/kusto/query/geo-distance-2points-function (accessed Oct 21, 2026).
1. Microsoft Learn, “Build queries or detection rules with watchlists in Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/watchlists-queries (accessed Oct 21, 2026).
1. Microsoft Learn, “authenticationDetail resource type,” Microsoft Graph, https://learn.microsoft.com/graph/api/resources/authenticationdetail (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “CISA Releases Guidance on Phishing-Resistant and Numbers Matching Multifactor Authentication,” October 31, 2022, https://www.cisa.gov/news-events/alerts/2022/10/31/cisa-releases-guidance-phishing-resistant-and-numbers-matching-multifactor-authentication (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure Microsoft Entra multifactor authentication settings,” Report suspicious activity, https://learn.microsoft.com/entra/identity/authentication/howto-mfa-mfasettings#report-suspicious-activity (accessed Oct 21, 2026).
1. Microsoft Learn, “What are risk detections?,” https://learn.microsoft.com/entra/id-protection/concept-identity-protection-risks, and “Azure Monitor Logs reference - AADUserRiskEvents,” https://learn.microsoft.com/azure/azure-monitor/reference/tables/aaduserriskevents (both accessed Oct 21, 2026).
1. Microsoft Learn, “Security operations for privileged accounts in Microsoft Entra ID,” Assignment and elevation, https://learn.microsoft.com/entra/architecture/security-operations-privileged-accounts#assignment-and-elevation (accessed Oct 21, 2026).
1. Microsoft Learn, “datetime_utc_to_local(),” Kusto Query Language, https://learn.microsoft.com/kusto/query/datetime-utc-to-local-function (accessed Oct 21, 2026).
1. Microsoft Learn, “dayofweek(),” Kusto Query Language, https://learn.microsoft.com/kusto/query/day-of-week-function (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra audit log categories and activities,” Privileged Identity Management, https://learn.microsoft.com/entra/identity/monitoring-health/reference-audit-activities#privileged-identity-management-pim (accessed Oct 21, 2026).
1. Microsoft Learn, “The Advanced Security Information Model (ASIM) DNS normalization schema reference,” https://learn.microsoft.com/azure/sentinel/normalization-schema-dns (accessed Oct 21, 2026).
1. Microsoft Learn, “SQL Database audit log format,” audit log fields, https://learn.microsoft.com/azure/azure-sql/database/audit-log-format (accessed Oct 21, 2026).
1. Microsoft Learn, “Handle false positives in Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/false-positives (accessed Oct 21, 2026).
1. Microsoft Learn, “Scheduled analytics rules in Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/scheduled-rules-overview (accessed Oct 21, 2026). Results simulation over the last 50 runs; incident settings; Defender portal incident creation; 5-minute to 14-day scheduling and five-minute delay.
1. Microsoft Learn, “Automate threat response in Microsoft Sentinel with automation rules,” https://learn.microsoft.com/azure/sentinel/automate-incident-handling-with-automation-rules (accessed Oct 21, 2026).
1. Microsoft Learn, “Troubleshooting analytics rules in Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/troubleshoot-analytics-rules (accessed Oct 21, 2026).
1. Microsoft Learn, “Service limits for Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/sentinel-service-limits (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure Microsoft Entra for Zero Trust: Accelerate response and remediation,” introduction and recommendations “Workload Identities are configured with risk-based policies,” “Restrict high risk sign-ins” and “Restrict access to high risk users,” https://learn.microsoft.com/entra/fundamentals/zero-trust-response-remediation (accessed Nov 9, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, controls SI-4(7), IR-3, IR-4, IR-8, AC-12 and AC-2(13), from NIST’s OSCAL catalog, https://raw.githubusercontent.com/usnistgov/oscal-content/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Oct 21, 2026).
1. Microsoft Learn, “Automatic attack disruption in Microsoft Defender,” https://learn.microsoft.com/defender-xdr/automatic-attack-disruption, and “Exclude assets from automated responses in automatic attack disruption,” https://learn.microsoft.com/defender-xdr/automatic-attack-disruption-exclusions (both accessed Oct 21, 2026).
1. Microsoft Learn, “user: revokeSignInSessions,” Microsoft Graph v1.0, https://learn.microsoft.com/graph/api/user-revokesigninsessions (accessed Oct 21, 2026).
1. Microsoft Learn, “riskyUser: confirmCompromised,” Microsoft Graph v1.0, https://learn.microsoft.com/graph/api/riskyuser-confirmcompromised (accessed Oct 21, 2026).
1. Microsoft Learn, “Continuous access evaluation,” https://learn.microsoft.com/entra/identity/conditional-access/concept-continuous-access-evaluation (accessed Oct 21, 2026). Critical events evaluated; near-real-time goal with latency of up to 15 minutes; reduced token lifetimes “degrade user experiences and reliability without eliminating risks.”
1. Microsoft Learn, “Access tokens in the Microsoft identity platform,” Token lifetime, https://learn.microsoft.com/entra/identity-platform/access-tokens#token-lifetime, and “Configurable token lifetimes in the Microsoft identity platform,” https://learn.microsoft.com/entra/identity-platform/configurable-token-lifetimes (both accessed Oct 21, 2026).
1. Microsoft Learn, “Reauthentication prompts and session lifetime for Microsoft Entra multifactor authentication,” https://learn.microsoft.com/entra/identity/authentication/concepts-azure-multi-factor-authentication-prompts-session-lifetime (accessed Oct 21, 2026).
1. Microsoft Learn, “Update user,” Microsoft Graph v1.0, permissions for accountEnabled, https://learn.microsoft.com/graph/api/user-update (accessed Oct 21, 2026).
1. Microsoft Learn, “Revoke user access in Microsoft Entra ID,” hybrid environment, https://learn.microsoft.com/entra/identity/users/users-revoke-access (accessed Oct 21, 2026).
1. Microsoft Learn, “Connect-MgGraph,” Microsoft.Graph.Authentication module (-Identity for managed identity, -NoWelcome), https://learn.microsoft.com/powershell/module/microsoft.graph.authentication/connect-mggraph (accessed Oct 21, 2026).
1. Microsoft Learn, “Isolate machine API,” Microsoft Defender for Endpoint, https://learn.microsoft.com/defender-endpoint/api/isolate-machine (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Defender for Endpoint for US Government customers,” API, https://learn.microsoft.com/defender-endpoint/gov (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-61 Rev. 3, Incident Response Recommendations and Considerations for Cybersecurity Risk Management: A CSF 2.0 Community Profile, April 2025 (supersedes SP 800-61 Rev. 2), https://csrc.nist.gov/pubs/sp/800/61/r3/final (accessed Oct 21, 2026).
1. FedRAMP, “Incident Response,” FedRAMP Consolidated Rules for 2026 (KSI-INR-RIR, KSI-INR-RPI, KSI-INR-AAR), https://www.fedramp.gov/2026/providers/20x/key-security-indicators/incident-response/ (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Federal Incident Notification Guidelines,” effective April 1, 2017, https://www.cisa.gov/federal-incident-notification-guidelines (accessed Oct 21, 2026).
1. Microsoft Learn, “Simulate alerts for SQL servers on machines,” https://learn.microsoft.com/azure/defender-for-cloud/simulate-alerts-sql-machines (accessed Oct 21, 2026).
[bookmark: _Toc00001381]Chapter 12 — Evidence, Metrics and Continuous Monitoring
Continuous monitoring is not a claim that monitoring happens; it is a pipeline that keeps producing control-bound evidence, a small set of metrics that say whether the monitoring works, and a finding that stays open until the thing is fixed and the fix is proven.
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What CA-7 and the RMF Monitor step ask for, and the continuous-monitoring pipeline that answers them: emit, normalize, correlate, bind, report and respond. What an assessor examines, asks and tests. A metric set built on OMB M-26-14’s logging maturity model and BOD 26-04’s remediation timelines, with queries for incident timing and a script for retention evidence. Which retention tier can hold which logs under M-26-14’s searchable and retrievable floor, and how a tamper-protected copy fits. How ScubaGear’s interval evidence from Book 11 and TIC 3.0’s automated validation fit the same pipeline. What FedRAMP’s 2026 Key Security Indicators are, who they bind, and how an agency uses them.
Every earlier chapter in this book ends with something an assessor could ask for: a diagnostic setting, a freshness check, a fired alert, a patch queue, a drift record, a label policy. Scattered, that output proves little. A query someone ran once is a screenshot. A workbook nobody reads is decoration. The question this chapter answers is how the agency turns all of it into evidence that is continuously current, bound to the controls it supports, and in front of the people who decide on it, and how it knows, from week to week, whether its security operations are working.
Chapter 02 defines the evidence contract: one normalized record every source emits, joined on authoritative asset identity plus time. This chapter is what runs on top of it. The control-level depth is in the Federal Compliance volumes, which stay in the repository: the Multi-Cloud Evidence Fabric and its deployment, Book 15, Chapter 11, Attestation, Evidence and the Compliance Application, with the evidence sections of the Vulnerability Management, Patch and Systems Management and SIEM, XDR, and Detection Engineering books.
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NIST SP 800-137 defines information security continuous monitoring as “maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions,” and says organizational security status “is determined using metrics established by the organization.”1 SP 800-53 turns that into a control. CA-7 asks for a system-level continuous monitoring strategy, implemented under the organization-level one, that includes:2
· system-level metrics to be monitored;
· frequencies for monitoring and for assessing control effectiveness;
· ongoing control assessments;
· ongoing monitoring of the system- and organization-defined metrics;
· correlation and analysis of what assessments and monitoring produce;
· response actions to address the results; and
· reporting the security and privacy status of the system to defined people at a defined frequency.
PM-31 asks for the same things at the organization level.2 Of CA-7’s seven items, three are about metrics (the system-level metrics, the frequencies and the ongoing monitoring of the metrics), two are about assessing and analyzing (the ongoing control assessments, and the correlation and analysis of what they produce) and two are about acting on what the results show (the response actions and the status reporting). None of them is about owning a tool. CA-7(4), Risk Monitoring, adds that risk monitoring be an integral part of the strategy and include effectiveness monitoring, compliance monitoring and change monitoring.2 The metric set below carries all three: detection efficacy and the time-to-detect, triage and close measures watch effectiveness; configuration conformance, retention conformance and KEV remediation watch compliance; and inventory coverage and telemetry completeness surface change in the estate and its sources, with configuration drift measured in Book 11, Chapter 10.
The Risk Management Framework’s Monitor step says who does each part. The system owner or common control provider monitors the system and its environment for changes, with the senior agency information security officer (task M-1); the control assessor runs ongoing assessments (M-2); the authorizing official, system owner and common control provider respond to the results (M-3); the system owner and common control provider update the plans, assessment reports and plans of action and milestones (M-4); the system owner, common control provider and senior agency information security officer report posture to the authorizing official (M-5); and the authorizing official decides whether the risk remains acceptable (M-6).3 SP 800-37 adds that a report generated from a security management tool can stand in for a formal assessment or posture report if it contains what the report must contain, and that metrics and dashboards help by consolidating data automatically for decision makers.3 That is the license for an automated pipeline: it can replace a document only if what it produces is the content the document would have held. Chapter 10 maps these tasks onto the program’s roles.
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The continuous-monitoring pipeline: from what each source emits to a risk decision.
The program’s pipeline has six stages. The first five come from the compliance volumes; the sixth is the part they assume.
	Stage
	What happens
	Controls it supports
	Where it’s built

	Emit
	Each plane writes records on its own cadence: diagnostic settings, data collection rules, scanner and posture exports, ScubaGear runs
	AU-2, AU-12
	Chapters 03, 04, 06–09

	Normalize
	Records take the evidence-contract shape: asset ID, source, surface, control, measured state, verdict, time, disposition
	AU-3
	Chapter 02

	Correlate
	Records join on the authoritative asset ID plus time into one system-wide trail
	AU-12(1), AU-6(3), SI-4(16)
	Chapter 02, Chapter 05

	Bind
	Each record maps to the control it evidences and the indicator it feeds
	CA-7 (correlation and analysis)
	This chapter

	Report
	Metrics, posture reports and machine-readable assessment results and plans of action and milestones, produced on a schedule
	CA-7 (reporting), PM-31
	This chapter; Book 14, Chapter 11

	Respond
	Findings are remediated, accepted or escalated; nothing closes without re-test evidence
	CA-7 (response actions), CA-5, RA-7
	This chapter; Chapter 10


The control text supports each mapping. AU-12(1) asks for audit records from organization-defined components compiled into a “system-wide (logical or physical) audit trail that is time-correlated” to within a defined tolerance; SI-4(16) asks for correlation of monitoring information; CA-5 asks for a plan of action and milestones updated from control assessments, audits and continuous monitoring.2 For the report stage, NIST’s OSCAL provides machine-readable models for assessment results and for the plan of action and milestones, which Book 11, Chapter 09 uses for ScubaGear evidence and Book 14, Federal Compliance & Authorization carries into the authorization package.
Three limits from the compliance volumes hold for every stage, and they are worth stating plainly. The pipeline is only as complete as its emitters: a mechanism that deploys but emits no record is invisible. Correlation depends on the authoritative asset ID: where a record carries only a stack’s local identifier, it can’t be joined and the trail fragments. And the package reflects the evidence present: it can’t attest a control whose mechanism emits nothing. The first metric in this chapter exists because of the first limit.
Who receives what
The pipeline feeds four audiences, each on its own clock.
· The SOC reads incidents continuously (Chapter 05).
· The authorizing official receives posture reports on the frequency the organization sets. SP 800-37 leaves the frequency to the organization, “not so frequently as to generate unnecessary work or expense,” and says reports at a minimum summarize changes to the plans, assessment reports and plans of action and milestones since the last one.3
· CISA receives what the directives require. BOD 26-04 requires agencies to automate reporting of the status of KEV-listed vulnerabilities through the CDM Dashboard, or to report manually every two weeks if they haven’t; to tag every asset reachable from outside the agency network; and to report that information every seven days in a CISA-approved machine-readable format if they haven’t automated it through CDM.4 BOD 25-01 reporting runs through ScubaConnect, CLAW or TALON, or quarterly CyberScope uploads (Book 11, Chapter 04). CISA telemetry after MTIPS goes to CLAW and Protective DNS (Book 09, Chapter 03).
· Assessors receive whatever they ask for, which is the subject of the next section.
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SP 800-53A gives assessors three methods: examine, interview and test.5 For CA-7, the objects it lists to examine include the organizational and system-level continuous monitoring strategies, control assessment reports, plans of action and milestones, system monitoring records, impact analyses and status reports; the people to interview are those with continuous monitoring and security responsibilities and system administrators; and the things to test are the mechanisms that implement continuous monitoring, support response actions and support status reporting.5 For AU-6, the objects to examine include reports of audit findings and “records of actions taken in response to reviews/analyses of audit records.”5 That last phrase is the assessor’s version of the argument in Chapter 05: storage isn’t review, and review without a recorded action isn’t evidence of review.
The program prepares one artifact per question an assessor is likely to ask. The questions are the program’s reading of the 800-53A objects, not a published assessor script.
	Control
	What the assessor asks
	The artifact
	Produced by

	CA-7, PM-31
	What do you monitor, how often, and against which metrics?
	The continuous monitoring strategy and the metric definitions below, versioned
	CISO; system owners (Chapter 10)

	CA-7
	Show me the monitoring operating, not described
	The dated metric series for the last 90 days, regenerated from the pipeline on request
	Security engineering

	AU-2, AU-12
	Which events does this system log, and does it still?
	The Agency Logging Plan entry for the system, and the freshness check for its tables
	CISO; platform owners; Chapter 05

	AU-5
	What happens when logging fails?
	The alert raised when a source went stale, and the incident it opened
	Security engineering; SOC

	AU-6
	Show an alert from last month, the incident and what was done
	The incident sampling frame and the four-part incident record
	SOC; Chapter 05

	AU-11
	How long are records kept, and where is that configured?
	The per-table retention export against the requirement
	Security engineering (script below)

	IR-4, IR-5, IR-8
	How are incidents handled, tracked and improved?
	Incident timing metrics, closure classifications, after-action records
	SOC; Chapter 11

	RA-5, SI-2(3)
	Was each vulnerability fixed within your benchmark?
	Remediation-within-timeline metrics and the patch queue history
	Platform owners; Chapter 06

	CM-6
	Do systems match their baselines, and what drifted?
	Conformance results and drift records, interval by interval
	Platform owners; Chapter 07, Book 11

	CA-5
	What is open, since when, and who decided to carry it?
	The plan of action and milestones, with ages and the authorizing official’s decisions
	ISSOs; Chapter 10


The second row matters most. A dashboard is a picture of the evidence. What an assessor can rely on is the ability to regenerate the series from the stored records and get the same numbers, which is the reproducibility property Book 11, Chapter 09 builds into ScubaGear bundles.
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CA-7 leaves the metrics to the organization. The program starts from the one federal measurement scheme that already scores logging: M-26-14’s maturity model. It defines levels 0 through 4 (Ineffective, Initial, Intermediate, Advanced, Optimal) across five elements, scores each information system, and says that overall maturity “is calculated based on the lowest watermark for each component in the maturity model”; agencies report progress as the percentage of systems at each level.6 The memo’s agency actions ask for at least Level 1 across all elements within 120 days of CISA’s Logging Reference Architecture, Level 2 within 180 days and Level 3 within 320 days.6 Book 00, Chapter 01 works out those dates from the reference architecture’s August 20, 2026 publication.

	Element
	Level 1
	Level 2
	Level 3
	Level 4

	Inventory visibility
	70% of the system’s IT, OT and IoT assets in a centralized HWAM/SWAM inventory
	80%, updated daily
	90%, updated daily
	95%, updated daily

	Collection coverage
	Required logs searchable and retrievable for 50% of the system’s hardware and software assets
	80%
	90%
	95%

	Collection operations
	Actionable alerts cover less than 50% of the minimum baseline; alerts used ad hoc
	50–70%; detections periodically evaluated and tuned
	At least 70%; routinely evaluated and tuned
	At least 95%; tuned with advanced techniques

	Data retention
	Retained and retrievable 6 months
	Retrievable 12 months
	Searchable 3 months, retrievable 12 months
	Searchable 6 months, retrievable 12 months

	Log management
	Stored
	Encrypted at rest
	Encrypted in transit and at rest, regularly hashed
	Just-in-time access, monitored permissions, two-gate approval to retire logs



Source: M-26-14, Appendix C, condensed.6
Two features of the model need care. First, the retention element doesn’t line up with the memo’s own minimum baseline. Appendix B says retained logs “must be actively searchable for a minimum of 6 months” and retrievable for a year,6 but the maturity model reaches 6 months searchable only at Level 4. An agency can be scored Advanced while missing the Appendix B minimum. The program’s design treats Appendix B as the floor at every level and the maturity model as the measure of everything else. Second, the memo calls Level 1 “Initial” in the model and “Basic” in its agency actions table.6 They are the same level.
The program’s metric set extends the model with the operational measures CA-7 and the other chapters need. Targets are the program’s design unless a row cites otherwise.
	Metric
	Definition
	Source
	Anchor

	Inventory coverage
	Assets in the authoritative inventory ÷ assets discovered by any source
	Naming plane, CDM, scanner and EDR inventories
	M-26-14 Inventory visibility; CM-8; BOD 23-01 discovery

	Collection coverage
	Inventory assets whose required logs are searchable and retrievable ÷ inventory assets
	Evidence contract joined to inventory
	M-26-14 Collection coverage; AU-12

	Telemetry completeness
	Required tables and devices within their freshness limit ÷ required tables and devices
	Freshness checks (Chapter 05)
	AU-5; CA-7(3)

	Detection coverage
	M-26-14 baseline activities (Appendix B items a–k) with at least one enabled, tested rule ÷ 11
	Rule library ownership records (Chapter 10)
	M-26-14 Collection operations; SI-4

	Detection efficacy
	Rules whose known-bad test sample fired in the last test cycle ÷ enabled rules
	Test harness (Chapter 11)
	CA-2; SI-4

	Retention conformance
	Tables whose analytics and total retention meet their requirement ÷ required tables
	Retention export (below)
	M-26-14 Appendix B item 1; AU-11 

	Mean time to detect
	Incident created − first recorded activity, median and 90th percentile, by severity
	SecurityIncident (Chapter 05)
	SI-4; IR-4

	Time to triage and to close
	First modification − creation; closure − creation, by severity
	SecurityIncident (below)
	IR-4, IR-5

	KEV remediated within timeline
	KEV findings closed within their BOD 26-04 timeline ÷ KEV findings closed in the period; and KEV findings open past their timeline
	Patch queue and remediation records (Chapter 06)
	BOD 26-04; SI-2(3)

	Configuration conformance
	Required baseline settings passing ÷ settings assessed, with omissions and exceptions counted separately
	ScubaGear, machine configuration, posture tools
	CM-6; BOD 25-01

	Plan of action and milestones age
	Open items past their scheduled completion; items with no end date
	Plan of action and milestones
	CA-5


Four definitions need comment.
Detection coverage is measured against the baseline, not the rule count. M-26-14’s Appendix B lists eleven activities logs must support, from determining the identity used for an operation to determining the attack vectors of an attack, and ends with “generating appropriate automated alerts for all of the above.”6 A library of two hundred rules that all watch sign-ins covers one item. The program counts an item as covered only when an enabled rule with a passing test reads a source that is within its freshness limit, which ties three metrics together: a rule over a stale table covers nothing.
Telemetry completeness is a control, not a health statistic. AU-5 asks the organization to alert defined people within a defined time “in the event of an audit logging process failure.”2 A silent source is exactly that failure. The program routes a stale required source to the SOC as an incident and counts the minutes it stayed stale.
KEV remediation is measured on closures and on overdue items, not on the open queue. The source volume’s daily summary computed a compliance rate as one minus the share of open findings past their deadline. That number improves whenever new findings arrive, because fresh findings aren’t overdue yet. The program reports two numbers instead: of the KEV findings closed in the period, how many closed within their timeline; and how many open KEV findings are past it. SI-2(3) asks for exactly this, measuring “the time between flaw identification and flaw remediation” against established benchmarks.2 The timeline is BOD 26-04’s, which depends on whether the asset is publicly exposed, whether the vulnerability is in the KEV catalog, whether exploitation is automatable and whether it gives partial or total control. For a KEV-listed vulnerability the timeline is 3 or 14 days depending on exposure, automatability and impact, and some combinations add forensic triage (Chapter 06 reproduces the directive’s full table); and the clock starts when CISA adds the vulnerability to the catalog or when the agency identifies it on an asset and updates the CDM dashboard, whichever comes first.4 Phase III of the directive, which requires remediation within the table’s timelines, takes effect within 180 days of June 10, 2026,4 which by the program’s arithmetic is December 7, 2026. Chapter 06 builds the queue.
Configuration conformance keeps exceptions visible. A tenant whose failing policies are all omitted scores 100% if omissions are left out of the denominator. The program reports passing settings, failing settings and omitted or excepted settings as three numbers, so an exception never looks like a pass (Book 11, Chapter 10).
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The queries and scripts in this chapter are illustrative. They have not been tested against a production workspace. Check table, column and property names against your own workspace, cloud and module versions, and run them first with read-only permissions in a test workspace.
Chapter 05 provides the detection-latency and freshness queries. Two more complete the metric set: incident timing, and retention evidence.
The SecurityIncident table adds a row every time an incident is created or updated, so incident metrics keep only the latest row per incident. Microsoft’s own examples measure time to triage as first modification minus creation and time to closure as closure minus creation.7
// Time to triage and time to close, by severity, incidents created in the last 30 days
SecurityIncident
| where CreatedTime > ago(30d)
| summarize arg_max(TimeGenerated, *) by IncidentNumber      // latest state of each incident
| extend TriageMin  = datetime_diff('minute', FirstModifiedTime, CreatedTime),
         CloseHours = iff(Status == "Closed", datetime_diff('hour', ClosedTime, CreatedTime), long(null))
| summarize
    Incidents          = count(),
    MedianTriageMin    = percentile(TriageMin, 50),
    P90TriageMin       = percentile(TriageMin, 90),
    MedianCloseHours   = percentile(CloseHours, 50),
    P90CloseHours      = percentile(CloseHours, 90),
    OpenOver7Days      = countif(Status != "Closed" and CreatedTime < ago(7d)),
    ClosedUnclassified = countif(Status == "Closed" and isempty(Classification))
    by Severity
| order by Severity asc
The last column is a discipline check. A closed incident with no classification is a closure an assessor can’t interpret, and the program counts it as a defect.
Retention evidence comes from the workspace configuration, not from the data. A Log Analytics table has an analytics retention period, during which it can be queried directly, up to two years, and a total retention period, up to 12 years; data past analytics retention is retrieved through search jobs.8 The program reads M-26-14’s “searchable,” which the memo defines as usable for cyber defense without preparation, as analytics retention, and “retrievable,” usable after intermediary steps such as moving data out of an archive tier,6 as total retention. That mapping is the program’s interpretation. Get-AzOperationalInsightsTable lists a workspace’s tables, and each returned object carries RetentionInDays and TotalRetentionInDays.9
# Export per-table retention against the program's requirement, as dated evidence
# Requires Az.OperationalInsights and read access to the workspace's tables
$ResourceGroup = '<resource-group>'
$Workspace     = '<workspace-name>'

# Requirement per table: analytics (searchable) and total (retrievable) days.
# 183 and 366 days express M-26-14's 6-month and 1-year floor; longer values are agency choices.
$Required = @{
    'SigninLogs'                      = @{ Analytics = 183; Total = 366 }
    'AADNonInteractiveUserSignInLogs' = @{ Analytics = 183; Total = 366 }
    'AuditLogs'                       = @{ Analytics = 183; Total = 366 }
    'AzureActivity'                   = @{ Analytics = 183; Total = 366 }
    'OfficeActivity'                  = @{ Analytics = 183; Total = 366 }
    'SecurityEvent'                   = @{ Analytics = 183; Total = 366 }
    'CommonSecurityLog'               = @{ Analytics = 183; Total = 366 }
    'Syslog'                          = @{ Analytics = 183; Total = 366 }
    'SecurityIncident'                = @{ Analytics = 183; Total = 366 }
}

$Tables = Get-AzOperationalInsightsTable -ResourceGroupName $ResourceGroup -WorkspaceName $Workspace

$Report = foreach ($Name in $Required.Keys) {
    $Table = $Tables | Where-Object TableName -eq $Name
    $Need  = $Required[$Name]
    [pscustomobject]@{
        TableName        = $Name
        Present          = [bool]$Table
        Plan             = $Table.Plan
        AnalyticsDays    = $Table.RetentionInDays
        TotalDays        = $Table.TotalRetentionInDays
        RequiredAnalytic = $Need.Analytics
        RequiredTotal    = $Need.Total
        Conforms         = [bool]$Table -and
                           $Table.RetentionInDays -ge $Need.Analytics -and
                           $Table.TotalRetentionInDays -ge $Need.Total
    }
}

$Stamp = (Get-Date).ToUniversalTime().ToString('yyyyMMddTHHmmssZ')
$Report | Sort-Object TableName |
    Export-Csv -Path ".\evidence\FMP-retention-conformance-$Stamp.csv" -NoTypeInformation

$Gaps = $Report | Where-Object { -not $_.Conforms }
if ($Gaps) {
    Write-Warning ("{0} table(s) below the retention requirement: {1}" -f $Gaps.Count, (($Gaps.TableName) -join ', '))
}
The table list belongs in the Agency Logging Plan, not in the script; the script reads it from there in practice. Two cautions apply. Basic and Auxiliary plan tables have only a total retention setting,8 so the analytics comparison needs adjusting for them. And the export proves configuration, not content: a table configured for a year that started receiving data last month holds a month. The collection coverage metric catches that.
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The retention conformance metric checks a number. Which tier holds the data decides what that number means, and the tiers differ in ways that matter to both of M-26-14’s objectives.
	Where the data sits
	What it supports
	Retention
	What it doesn’t do

	Log Analytics, Analytics plan (Sentinel’s analytics tier)
	Continuous monitoring and real-time detection: analytics rules, alerts, hunting, workbooks
	Analytics retention 30 days by default (90 days for Sentinel), extendable to two years; total retention up to 12 years
	Data past analytics retention needs a search job before it can be queried

	Log Analytics, Basic plan
	Troubleshooting and incident response, with discounted ingestion and per-query charges
	Queryable for 30 days; total retention up to 12 years
	Older data needs a search job; personal data can’t be purged

	Log Analytics, Auxiliary plan, and the Sentinel data lake tier
	Low-touch, high-volume and compliance data; KQL and Spark jobs, summary rules, search jobs
	Queryable for the total retention period, up to 12 years
	Alerts stop working when a table moves to this plan; in Sentinel, analytics rules, hunting queries, parsers, watchlists, workbooks and playbooks are limited; no data export; queries are slower

	Storage account with an immutability policy, fed by data export
	A tamper-protected copy for compliance and legal hold
	As long as the time-based retention policy or legal hold requires
	Not queryable from the SIEM; a copy for evidence, not a detection source


Sources: Microsoft Learn, Azure Monitor table plans and Sentinel data tiers.1011
Read against M-26-14, the table gives four design rules. They are the program’s interpretation of the memo, not text from it.
1. Detection sources stay in the analytics tier for at least six months. The memo’s “searchable” means detections and analytics can be applied without preparing the data.6 Only the Analytics plan supports alerts and the full rule set. Microsoft says plainly that logs ingested only into the Sentinel data lake tier don’t generate alerts, and advises keeping time-sensitive, high-fidelity sources in the analytics tier (Chapter 01),12 and that moving a table from Analytics to Auxiliary stops its alerts.10 A required detection source in the lake tier is a detection coverage gap, whatever its retention says.
1. Lake-tier and Auxiliary data can meet “retrievable,” and sometimes more. “Retrievable” allows intermediary steps before use.6 Data past analytics retention, reached through a search job, fits that definition. Auxiliary and lake-tier data is queryable for its whole retention, though slower and without real-time features, so it suits investigation and hunting over long windows for high-volume sources the SOC doesn’t alert on.
1. The tier choice is security engineering’s decision, with the CISO and the SOC consulted. Moving a table between plans changes what the SOC can detect, and plan changes are limited to one switch per table per week.10 Chapter 10 gives where telemetry lands to security engineering, so the SOC’s view of detection coverage has to be heard before a table changes tier.
1. Tamper protection is a separate copy. Microsoft’s guidance is that data in a Log Analytics workspace can’t be altered after ingestion but can be purged, and that exporting it to a storage account with immutability policies keeps it tamper protected; data export rules send selected tables continuously, as data arrives.13 Azure Blob immutable storage supports time-based retention policies, during which blobs can be created and read but not modified or deleted, and legal holds, which last until explicitly cleared.14 The exported copy supports AU-9 and M-26-14’s Level 3 and 4 log management criteria, which ask for logs “regularly hashed for veracity” and, at Level 4, two-gate approval before logs are retired.6 It doesn’t replace analytics retention, because nothing in it raises an alert.
The same tiers answer two audit controls. AU-4, Audit Log Storage Capacity, asks for audit log storage capacity allocated to accommodate the retention requirements; in the workspace that allocation is each table’s retention and plan, which the retention conformance metric checks. AU-7, Audit Record Reduction and Report Generation, asks for a capability that supports on-demand review, analysis and reporting and after-the-fact investigation without altering the original content or time ordering of the records.2 Queries, search jobs and workbooks read the workspace without changing it, and data in the workspace can’t be altered after ingestion.13
Two cautions follow from the same sources. The lake tier and the Basic and Auxiliary plans can’t purge individual records: the Sentinel data lake retains ingested data for its defined retention even if the data is deleted at the source or in the analytics tier, and personal data can’t be purged from Basic and Auxiliary tables.1516 That is the right property for evidence and the wrong one for a source that shouldn’t have been collected, so the privacy review in Chapter 10 has to happen before a source is routed there, not after. And how long any tier keeps data beyond the security floor is a records decision: GRS 3.2’s cybersecurity logging items are under revision following the rescission of M-21-31 (Chapter 10).
[bookmark: _Toc00001390]Where ScubaGear’s evidence fits
Book 11 runs CISA’s ScubaGear against Microsoft 365 tenants and carries its results into the program’s evidence chain. Three of its properties make it a model for the rest of this pipeline.
· It is interval evidence. Each run is a sealed interval rather than a replacement report, so the bundle can state windowed conformance, and a control that passed every interval and failed one is a different finding from one that has always failed (Book 11, Chapter 09). The configuration conformance metric above is computed per interval for the same reason.
· It is already bound to controls. CISA publishes a mapping of SCuBA policies to NIST SP 800-53 Rev. 5 controls, limited to controls in the FedRAMP High baseline.17 The High baseline contains every Moderate control, so the mapping serves a Moderate system too (inference), and a ScubaGear result arrives at the bind stage with its control attached.
· It already has a federal reporting clock. BOD 25-01’s implementation guidance lets agencies choose among three methods: CISA-hosted ScubaConnect, an agency-hosted (semi-automated) model such as a self-hosted ScubaConnect integrated with CLAW or TALON at a minimum of once a quarter, or manual upload of results to CyberScope quarterly.18 Whichever route the agency picks sets the minimum interval for the Microsoft 365 configuration metric.
ScubaGear evaluates configuration. It doesn’t detect intrusions, and its results don’t feed the detection metrics. Where a ScubaGear finding is drift in a previously passing control, Book 11, Chapter 10 sends it to the authorizing official as a change to an authorized system, and this book’s SOC receives it too, because some drift is the first sign of an intrusion rather than an administrative slip.
[bookmark: _Toc00001391]TIC: from point-in-time validation to continuous
The TIC program made the same move this chapter describes, from periodic validation to continuous evidence. CISA’s TIC 3.0 Program Guidebook says the modernized initiative eliminates the TIC-related FISMA metrics and the manual TIC Compliance Validation process, “with the intent to replace both with an automated metric collection as applicable,” leveraging the CDM program and other CISA programs, with the goal of continuous validation “in contrast to the point-in-time reviews.”19 It also says that OMB M-19-26 shifted responsibility for compliance with TIC capabilities to the agency, and that TIC “does not replace or negate” agencies’ telemetry and logging requirements, including telemetry collected and shared with CISA.19 Its information cycle ends with agencies providing telemetry of their operating environments to CISA, and it points agencies to CLAW and the CISA Cloud Interface Reference Architecture for how cloud-generated security information reaches CISA.19
For this chapter that means the network plane’s evidence has two consumers: the agency’s own pipeline, which measures it with the metric set above, and CISA’s, which receives it through CLAW. Book 09, Chapter 03 covers what TIC asks of the network; the TIC delegate who coordinates with CISA is in Chapter 10’s matrix.
[bookmark: _Toc00001392]FedRAMP’s Key Security Indicators
FedRAMP’s Consolidated Rules for 2026 launched on June 25, 2026 (the date of FedRAMP’s launch announcement; its changelog counts changes from June 23), opened for early adoption on July 4 and take mandatory effect on January 1, 2027, except that the Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules became mandatory earlier, on December 7, 2026 (Chapter 06).20 They include 46 Key Security Indicators across ten themes: Cybersecurity Education, Change Management, Cloud Native Architecture, Identity and Access Management, Incident Response, Monitoring, Logging, and Auditing, Policy and Inventory, Recovery Planning, Supply Chain Risk and Service Configuration.2122 Many indicators ask for an activity to be done “persistently,” which FedRAMP defines as occurring in a firm, steady way repeated over a long period, with the status of persistent activities “always known.”23
The indicators most relevant to this book are short enough to list.
	Indicator
	What it asks, in FedRAMP’s words
	Related SP 800-53 controls FedRAMP lists include

	KSI-MLA-OSM, Operating SIEM Capability
	A SIEM or similar system is used and persistently reviewed for centralized, tamper-resistant logging of events, activities and changes
	AU-2, AU-3, AU-5, AU-6(1), AU-6(3), AU-6(4), AU-11, AU-12(1), SI-4(16)

	KSI-MLA-RVL, Reviewing Logs
	Logs are persistently reviewed and audited
	AU-6, AU-6(1), SI-4

	KSI-MLA-LET, Logging Event Types
	A list of information resources and event types to be logged, monitored and audited is maintained and persistently reviewed
	AU-2, AU-12, SI-4(4)

	KSI-MLA-EVC, Evaluating Configurations
	The configuration of machine-based information resources, especially infrastructure as code, is persistently evaluated and tested
	CA-7, CM-2, CM-6

	KSI-MLA-ALA, Authorizing Log Access
	A least-privileged, role- and attribute-based, just-in-time model is used and persistently reviewed for access to log data
	AU-6(7), AU-12(3)

	KSI-INR-RIR, Reviewing Incident Response Procedures
	The effectiveness of documented incident response procedures is persistently reviewed
	IR-4, IR-6, IR-8

	KSI-INR-RPI, Reviewing Past Incidents
	Past incidents are persistently reviewed for patterns or vulnerabilities not previously apparent
	IR-4, IR-5, IR-8

	KSI-INR-AAR, Generating After Action Reports
	After action reports are generated and lessons learned persistently incorporated
	IR-4, IR-8

	KSI-PIY-GIV, Generating Inventories
	Authoritative sources are used to automatically generate real-time inventories of all information resources when needed
	CM-8


Source: FedRAMP, Key Security Indicators, Consolidated Rules for 2026 (control lists abridged).21
Three things follow, and the source volumes got two of them wrong.
The indicators bind cloud service providers, not agencies. They are the evidence a provider shows to earn and keep a FedRAMP certification. An agency’s own systems are authorized by the agency under the RMF. The source volumes described the indicators as “the FedRAMP 20x KSI pipeline” an agency delivers its evidence to, and said FedRAMP’s automation queries Sentinel’s alert and incident tables and fails a workspace with no enabled rules. FedRAMP’s published indicators say nothing of the kind; they state outcomes, not queries. The program uses the indicators in two ways instead. As a vocabulary: a metric set that would support KSI-MLA-OSM, RVL and LET for a provider is a reasonable standard for the agency’s own SOC, and the mapping is the program’s design choice. And as an input: when a system includes a certified cloud service, the agency must review each Ongoing Certification Report to understand how changes to the service may affect the risk tolerance in the agency’s authorization,24 and providers must supply those reports every three months, covering accepted vulnerabilities, transformative changes and reportable incidents among other things.24 That review is an agency continuous-monitoring task; Book 10, Chapter 11 assigns it.
The indicators are not a remediation clock for the agency. FedRAMP’s Vulnerability Detection and Response rules give providers graded timeframes by potential agency impact, internet reachability and likely exploitability, and say providers should not deploy new machine-based resources with known exploited vulnerabilities.25 They describe what to expect of a provider. The agency’s own assets run on BOD 26-04’s timelines.
The control mappings are FedRAMP’s, and they move. Each indicator’s page lists related controls and a changelog; several were updated on October 13, 2026.21 A mapping copied into a document in July is already stale. The program reads the mapping from FedRAMP’s machine-readable rules when it needs it rather than carrying its own copy.
[bookmark: _Toc00001393]Closing a finding
Continuous monitoring ends where this book’s argument starts: a finding closes only when the thing is fixed, with proof. In the program’s model, closure has three parts. The platform owner remediates through change control. The pipeline re-tests: the next scan, the next ScubaGear interval, the next freshness check or the rule’s known-bad test sample shows the condition gone. And the record links the two, so the plan of action and milestones item closes on evidence rather than on a ticket status. A finding that can’t be closed in time is not closed by exception. It is carried, by the authorizing official’s decision, with an end date (Chapter 10).
SP 800-37’s ongoing authorization depends on this discipline. It describes the authorizing official reviewing posture on an ongoing basis to decide whether risk remains acceptable, using the results of continuous monitoring,3 which is only possible if the results mean what they say.
[bookmark: _Toc00001394]The reporting rhythm
The metric set reaches each role on its own cadence. The frequencies are the program’s design, chosen to sit between CA-7’s “organization-defined” and the external clocks above.
	Audience
	What they see
	How often

	SOC manager
	Incident timing, open incidents past seven days, unclassified closures, stale sources
	Daily

	Security engineering
	Telemetry completeness, detection coverage and efficacy, retention conformance
	Daily for completeness; weekly for the rest

	Platform owners
	Findings on their plane, KEV items approaching or past their timeline, configuration conformance
	Daily for KEV; weekly otherwise

	ISSOs and system owners
	The system’s metrics, its plan of action and milestones, drift since the last interval
	Weekly

	CISO
	The full metric set, M-26-14 maturity by system, overdue KEV items, open risk acceptances
	Monthly, and on any overdue KEV item

	Authorizing official
	Posture report per system: changes to plans, assessments and plans of action and milestones; decisions needed
	Monthly, or on a significant change

	CISA
	KEV status through CDM; BOD 25-01 results; CLAW telemetry
	As each directive and the agency’s chosen reporting route require


[bookmark: _Toc00001395]What changes, in one table
	Old habit
	What replaces it

	Continuous monitoring means a SIEM is running
	A pipeline that emits, normalizes, correlates, binds, reports and responds, with each stage evidenced

	Evidence is assembled for the assessment
	The metric series is regenerated from stored records on request

	Coverage is a rule count
	Detection coverage is measured against M-26-14’s eleven baseline activities, over sources that are fresh

	A silent source is a health statistic
	A stale required source is an AU-5 failure, routed to the SOC as an incident

	Patch compliance is the share of the open queue not yet overdue
	KEV remediation is measured on closures within BOD 26-04 timelines and on overdue items

	Exceptions disappear from the score
	Passing, failing and excepted settings are reported separately

	FedRAMP KSIs are the agency’s pipeline
	KSIs bind providers; the agency uses them as vocabulary and reviews providers’ quarterly reports

	A finding closes when the ticket does
	A finding closes on re-test evidence, or is carried by the authorizing official with an end date
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[bookmark: _Toc00001397]Appendix A — Requirements Mapping: Controls, Mandates and Books
A control says what an assessor will look for, a mandate says when, and neither says who; a map is useful only if it keeps all three apart.
[bookmark: _Toc00001398]In this appendix
The NIST SP 800-53 Rev. 5 controls that security operations asserts, with their titles, what each asks, their baselines in NIST SP 800-53B and in FedRAMP’s 2026 Rev5 classes, the Book 12 chapter that carries each and the other workbook books that close part of it. Then the federal mandates: OMB M-26-14, BOD 26-04 and the KEV catalog, BOD 23-01, BOD 25-01, TIC 3.0, CISA’s incident notification guidelines, FedRAMP’s Consolidated Rules for 2026 and NIST’s RMF and continuous monitoring guidance. Then the requirements that are often cited for this book’s subject but don’t say what is claimed, and the source list.
[bookmark: _Toc00001399]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse the workbook’s design and evidence in its own Agency Logging Plan, continuous monitoring strategy and system security plans. It doesn’t claim that following the workbook satisfies any requirement or control. Control selection, implementation statements and assessment belong to the agency and its assessors, and the authorizing official alone accepts residual risk. Requirement wording is summarized; the cited documents govern. Every source in this appendix was checked on October 21, 2026.
[bookmark: _Toc00001400]How to read the tables
· Baselines gives two values. The first is the NIST SP 800-53B baseline that includes the control (L, M, H, or none), checked against NIST’s OSCAL baseline profiles.1 The second is the FedRAMP 2026 Rev5 classes whose baselines include it (B, C, D, or none), from FedRAMP’s control reference; Book 10 records Microsoft 365 GCC’s certification as Class C, Moderate.2 The agency’s own systems use the baseline its categorization selects.
· Carried in names the Book 12 chapters that design or evidence the control.
· Other books names the workbook books that build part of it.
· Control identifiers and titles are from SP 800-53 Rev. 5, release 5.2.0, checked against the OSCAL catalog and the CSRC publication page.3
[bookmark: _Toc00001401]NIST SP 800-53 Rev. 5 controls
Audit and Accountability (AU)

	Control
	Title
	What it asks, in short
	Baselines
	Carried in
	Other books

	AU-2
	Event Logging
	Identify the event types the system can log, coordinate with others who need audit information, select the event types to log with a rationale, and review the selection at a defined frequency
	L M H; B C D
	Ch 02, 03, 04, 10
	Book 02, Book 05, Book 08

	AU-3
	Content of Audit Records
	Records establish what happened, when, where, the source, the outcome and the identity involved
	L M H; B C D
	Ch 02
	Book 01, Chapter 11

	AU-3(1)
	Additional Audit Information
	Generate defined additional information in audit records
	M H; C D
	Ch 02, 03
	—

	AU-4
	Audit Log Storage Capacity
	Allocate storage capacity to accommodate retention requirements
	L M H; B C D
	Ch 04, 12
	—

	AU-5
	Response to Audit Logging Process Failures
	Alert defined people within a defined time when logging fails, and take defined actions
	L M H; B C D
	Ch 05, 12
	—

	AU-6
	Audit Record Review, Analysis, and Reporting
	Review and analyze records at a defined frequency for unusual activity, report findings, adjust review when risk changes
	L M H; B C D
	Ch 05, 10, 11
	Book 06, R09

	AU-6(1)
	Automated Process Integration
	Integrate review, analysis and reporting with automated mechanisms
	M H; C D
	Ch 05, 11, 12
	—

	AU-6(3)
	Correlate Audit Record Repositories
	Analyze and correlate records across repositories for organization-wide awareness
	M H; C D
	Ch 02, 05
	Book 08 for the naming plane

	AU-6(4)
	Central Review and Analysis
	Centrally review and analyze records from multiple components
	none; D
	Ch 05
	—

	AU-6(5)
	Integrated Analysis of Audit Records
	Integrate audit analysis with vulnerability scanning, performance and monitoring information
	H; D
	Ch 02, 06
	—

	AU-7
	Audit Record Reduction and Report Generation
	Provide on-demand review, analysis and reporting without altering original records
	M H; C D
	Ch 05, 12
	—

	AU-8
	Time Stamps
	Use internal clocks for timestamps that meet a defined granularity and use UTC or a fixed or recorded offset
	L M H; B C D
	Ch 02, 05
	Book 08 for time services

	AU-9
	Protection of Audit Information
	Protect audit information and tools from unauthorized access, modification and deletion, and alert defined roles when that is detected
	L M H; B C D
	Ch 10, 12
	—

	AU-10
	Non-repudiation
	Provide irrefutable evidence that an individual performed defined actions
	H; D
	Ch 09
	—

	AU-11
	Audit Record Retention
	Retain records for a defined period for investigations and retention requirements
	L M H; B C D
	Ch 05 (in part), 10, 12
	Book 01, Chapter 09

	AU-12
	Audit Record Generation
	Generate the selected records on defined components, with defined people able to select what is logged
	L M H; B C D
	Ch 03, 04
	Book 05, Book 09

	AU-12(1)
	System-wide and Time-correlated Audit Trail
	Compile records into a system-wide trail time-correlated to a defined tolerance
	H; D
	Ch 02, 12
	Book 10, Chapter 06 for the join key



Assessment, Authorization, and Monitoring (CA) and Program Management (PM)

	Control
	Title
	What it asks, in short
	Baselines
	Carried in
	Other books

	CA-2
	Control Assessments
	Plan and conduct assessments of control effectiveness and report results
	L M H; B C D
	Ch 11, 12
	Book 11

	CA-5
	Plan of Action and Milestones
	Document planned remediation of weaknesses; update from assessments, audits and continuous monitoring
	L M H; not listed in FedRAMP’s 2026 Rev5 control reference2
	Ch 10, 12
	Book 14, Chapter 11, Book 10, Chapter 11, Book 11, Chapter 10

	CA-7
	Continuous Monitoring
	A system-level strategy with metrics, frequencies, ongoing assessment and monitoring, correlation, response actions and status reporting
	L M H; B C D
	Ch 12
	Book 05, Chapter 10, Book 06, R09, Book 11

	CA-7(1)
	Independent Assessment
	Use independent assessors for ongoing monitoring
	M H; C D
	Ch 10, 12
	—

	CA-7(3)
	Trend Analyses
	Use trend analysis to decide whether controls or monitoring need to change
	none; none
	Ch 11, 12
	—

	CA-7(4)
	Risk Monitoring
	Include effectiveness, compliance and change monitoring in the strategy
	L M H; B C D
	Ch 12
	Book 11, Chapter 10 for drift

	PM-31
	Continuous Monitoring Strategy
	The organization-wide strategy, with metrics, frequencies, correlation, response and reporting
	none (program management); none
	Ch 10, 12
	—

	RA-7
	Risk Response
	Respond to findings from assessments, monitoring and audits in line with risk tolerance
	L M H; B C D
	Ch 10, 12
	Book 00, Chapter 07



Configuration Management (CM)

	Control
	Title
	What it asks, in short
	Baselines
	Carried in
	Other books

	CM-2
	Baseline Configuration
	Develop, document and maintain a current baseline configuration
	L M H; B C D
	Ch 07
	Book 05

	CM-6
	Configuration Settings
	Establish restrictive settings from common secure configurations, implement them, approve deviations, monitor changes
	L M H; B C D
	Ch 07, 08, 12
	Book 05, Book 11 for SCuBA

	CM-7
	Least Functionality
	Configure only essential capabilities; prohibit or restrict the rest
	L M H; B C D
	Ch 08
	Book 05, Book 11

	CM-8
	System Component Inventory
	An accurate, complete inventory without duplicate accounting, reviewed at a defined frequency
	L M H; B C D
	Ch 02, 06, 12
	Book 08, Book 10, Chapter 06



Risk Assessment (RA) and System and Information Integrity (SI)

	Control
	Title
	What it asks, in short
	Baselines
	Carried in
	Other books

	RA-5
	Vulnerability Monitoring and Scanning
	Scan at a defined frequency and when new vulnerabilities are reported, analyze results, remediate within defined response times
	L M H; B C D
	Ch 06
	Book 05

	RA-5(2)
	Update Vulnerabilities to Be Scanned
	Update the vulnerabilities scanned at a defined frequency, before a new scan or when new ones are identified
	L M H; B C D
	Ch 06
	—

	RA-5(5)
	Privileged Access
	Implement privileged access authorization to defined components for defined scanning activities
	M H; C D
	Ch 06
	Book 04

	SI-2
	Flaw Remediation
	Identify, report and correct flaws; test updates; install security updates within a defined period; fold remediation into configuration management
	L M H; B C D
	Ch 06, 07
	Book 05

	SI-2(2)
	Automated Flaw Remediation Status
	Determine whether components have applicable security updates installed, with automated mechanisms
	M H; C D
	Ch 07
	—

	SI-2(3)
	Time to Remediate Flaws and Benchmarks for Corrective Actions
	Measure time from identification to remediation; set benchmarks
	none; C D
	Ch 06, 12
	—

	SI-3
	Malicious Code Protection
	Signature- or non-signature-based malicious code protection at entry and exit points, updated and configured to respond
	L M H; B C D
	Ch 08
	Book 05

	SI-4
	System Monitoring
	Monitor for attacks and unauthorized connections, analyze detected events, adjust with risk, obtain legal opinion, provide monitoring information to defined roles
	L M H; B C D
	Ch 05, 10, 11
	Book 09

	SI-4(2)
	Automated Tools and Mechanisms for Real-time Analysis
	Automated tools for near real-time event analysis
	M H; C D
	Ch 05
	—

	SI-4(4)
	Inbound and Outbound Communications Traffic
	Monitor inbound and outbound traffic for unusual or unauthorized activity
	M H; C D
	Ch 05
	Book 08, Book 09

	SI-4(5)
	System-generated Alerts
	Alert defined people when defined indications of compromise occur
	M H; C D
	Ch 11
	—

	SI-4(16)
	Correlate Monitoring Information
	Correlate information from monitoring tools across the system
	none; C D
	Ch 02, 05
	—

	SI-5
	Security Alerts, Advisories, and Directives
	Receive, generate and disseminate alerts and directives; implement directives within their time frames or notify the issuer of noncompliance
	L M H; B C D
	Ch 06
	—



Incident Response (IR) and System and Communications Protection (SC)

	Control
	Title
	What it asks, in short
	Baselines
	Carried in
	Other books

	IR-4
	Incident Handling
	A handling capability covering preparation, detection and analysis, containment, eradication and recovery; lessons learned; consistent rigor
	L M H; B C D
	Ch 10, 11
	—

	IR-4(1)
	Automated Incident Handling Processes
	Support handling with automated mechanisms
	M H; C D
	Ch 11
	—

	IR-5
	Incident Monitoring
	Track and document incidents
	L M H; B C D
	Ch 11, 12
	—

	IR-6
	Incident Reporting
	Personnel report suspected incidents within a defined time; report incident information to defined authorities
	L M H; B C D
	Ch 10, 11
	—

	IR-8
	Incident Response Plan
	A plan that provides a roadmap, defines reportable incidents, provides metrics for the capability, explicitly designates responsibility, and is reviewed, distributed and protected
	L M H; B C D
	Ch 10, 11
	—

	SC-7
	Boundary Protection
	Monitor and control communications at external and key internal managed interfaces; separate public components; connect only through managed interfaces
	L M H; B C D
	Ch 05 for boundary-device telemetry, 08 for cloud-plane attack-path analysis
	Book 09, Book 10, Chapter 07



SC-7 is the one control in the list whose substance belongs to another book. Its telemetry, the logs boundary protection devices emit, is what Book 12 carries: SASE, firewall and DNS records landing in the SIEM and feeding SI-4(4) (Chapter 05), plus the cloud plane’s network exposure and attack-path analysis (Chapter 08). The boundary design is Book 09’s, and the cloud front door is Book 10’s.
[bookmark: _Toc00001402]Federal mandates

	Mandate
	What it asks
	Carried in
	Other books
	Evidence

	OMB M-26-14 (May 22, 2026), prioritization
	Organize logging around continuous event monitoring and around threat hunting, investigation, response and forensics, for all systems owned or operated by or for the agency, including IoT and OT; rescinds M-21-314
	Ch 01, 10
	Book 00, Chapter 01, Book 02, Book 08
	The Agency Logging Plan

	M-26-14, Agency Logging Plan
	Submit to OMB and CISA within 90 days of CISA’s Logging Reference Architecture; update it as needed4
	Ch 10
	Book 11, Chapter 07 for Zero Trust coverage
	The plan, its owner and its revision history

	M-26-14, Appendix B item 1
	Logs actively searchable for 6 months after creation and retrievable for 1 year; records schedules still apply4
	Ch 05, 12
	Book 08
	Per-table retention export; tier assignments

	M-26-14, Appendix B items 2–4
	Logs readily available to the top-level SOC; accurate timestamps from a traceable time source; CDM, HWAM and SWAM data used to confirm log coverage4
	Ch 02, 10, 12
	Book 08, Book 09
	Collection coverage metric; time-source configuration

	M-26-14, Appendix B item 5
	Logs supporting eleven activities, from the identity behind each operation to attack vectors, with automated alerts for all of them4
	Ch 03, 04, 05, 12
	Book 01, Chapter 03
	Detection coverage metric against items a–k

	M-26-14, Appendix C
	Maturity per system across inventory visibility, collection coverage, collection operations, data retention and log management, scored at the lowest watermark; Levels 1, 2 and 3 due 120, 180 and 320 days after the reference architecture4
	Ch 12
	Book 00, Chapter 01 for the dates
	Percentage of systems at each level

	M-26-14, log access
	Provide logs to CISA and the FBI on request after a known or suspected compromise, in an agreed format and timeframe4
	Ch 10
	—
	Documented procedure and its owner

	CISA BOD 26-04 (June 10, 2026)
	Revokes BOD 22-01 and BOD 19-02. Phase I: update vulnerability management policy, assign roles, monitor the KEV catalog, automate KEV status reporting through the CDM Dashboard or report manually every two weeks. Phase II (60 days): update processes for CVE and KEV data. Phase III (180 days): remediate within Table 1’s timelines; tag every asset reachable from outside the agency network5
	Ch 06, 10, 12
	Book 05
	Policy and role assignment; KEV remediation-within-timeline metric; asset tags

	CISA KEV catalog
	Maintained under BOD 26-04 with unchanged inclusion criteria; each entry carries a due date and a forensic triage flag; JSON and CSV feeds56
	Ch 06, 12
	—
	Daily cross-reference of findings to the catalog

	CISA BOD 23-01 (October 3, 2022)
	Automated asset discovery every 7 days; vulnerability enumeration of discovered assets every 14 days; results into the CDM Agency Dashboard within 72 hours7
	Ch 01, 06, 12
	Book 08
	Discovery and enumeration cadence records; inventory coverage metric

	CISA BOD 25-01 (December 17, 2024)
	Implement mandatory SCuBA configurations for in-scope cloud tenants; deploy the assessment tools and report results, continuously or at least quarterly8
	Ch 12
	Book 11, Chapters 04, 09, 10
	Interval ScubaGear evidence; configuration conformance metric

	TIC 3.0 Program Guidebook, v1.2 (September 2026)
	Agencies are responsible for TIC capabilities (M-19-26); TIC doesn’t replace telemetry requirements, including telemetry to CISA; automated, continuous validation through CDM replaces manual TIC Compliance Validation; TIC delegates represent the agency; cloud telemetry to CLAW per C-CIRA9
	Ch 10, 12
	Book 09, Chapter 03
	TIC delegate designation; CLAW telemetry route

	CISA Federal Incident Notification Guidelines
	Notify CISA within one hour of identification by the agency’s top-level CSIRT, SOC or IT department; major-incident criteria from the most recent OMB guidance10
	Ch 10, 11
	—
	Notification timestamps against identification

	FedRAMP Consolidated Rules for 2026
	Mandatory January 1, 2027, except that the VDR and VER rules were mandatory December 7, 2026. 46 Key Security Indicators in ten themes bind cloud service providers; agencies must review each provider’s Ongoing Certification Report, issued every 3 months; provider vulnerability timeframes are graded by potential agency impact111213
	Ch 12
	Book 10, Chapters 03 and 11
	Record of each OCR review against the agency’s ATO

	NARA GRS 3.2
	System access records kept 6 years after password change or account termination where special accountability applies; cybersecurity logging items 035 and 036 cite the rescinded M-21-31 and are under revision1415
	Ch 10, 12
	Book 01, Chapter 09
	The records officer’s disposition decision per log class

	NIST SP 800-37 Rev. 2, Monitor step
	Tasks M-1 to M-6 assign monitoring, ongoing assessment, risk response, package updates, posture reporting and ongoing authorization16
	Ch 10, 12
	Book 01, Chapter 09
	Posture reports; ongoing authorization decisions

	NIST SP 800-137
	Continuous monitoring as ongoing awareness to support risk decisions, with organization-defined metrics17
	Ch 12
	—
	The continuous monitoring strategy

	NIST SP 800-61 Rev. 3 (April 2025)
	Incident response recommendations as a CSF 2.0 community profile; supersedes Rev. 218
	Ch 11
	—
	IR plan mapped to the CSF 2.0 functions

	NIST SP 800-53A Rev. 5
	Assessment by examine, interview and test, with objects listed per control19
	Ch 12
	Book 14, Federal Compliance & Authorization
	The artifact list in Chapter 12



[bookmark: _Toc00001403]Requirements that are cited but don’t say what is claimed
The source volumes behind this book were drafted during a year of rescissions and new directives. These are the claims most worth checking before they reach a plan.
	Claimed requirement
	What the record shows

	BOD 22-01 requires agencies to remediate KEV entries by their catalog due dates
	BOD 22-01 was revoked by BOD 26-04 on June 10, 2026, along with BOD 19-02. The KEV catalog continues under BOD 26-04, whose timelines depend on exposure, KEV status, automatability and technical impact.5

	A 14-day remediation tier for KEV vulnerabilities on internet-facing systems is “at least as tight as” the federal deadline
	Under BOD 26-04, a KEV-listed vulnerability on a publicly exposed asset has 3 days in three of four cases and 14 days only when exploitation is neither automatable nor gives total control.5 A 14-day tier for all of them is looser than the directive.

	M-26-14 sets 12 months of active storage plus 18 months of cold storage, in EL0–EL3 tiers
	Those were M-21-31’s figures and tiers. M-26-14 sets 6 months searchable and 1 year retrievable, and a five-level maturity model.4

	AU-12(1), AU-6(4) and SI-4(16) close at the FedRAMP Moderate gate
	In NIST SP 800-53B, AU-12(1) is High only and AU-6(4) and SI-4(16) are in no baseline. In FedRAMP’s 2026 Rev5 reference, AU-12(1) and AU-6(4) are Class D only; SI-4(16) is Classes C and D.12 

	FedRAMP 20x KSI automation queries an agency’s Sentinel tables and fails a workspace with no enabled rules
	FedRAMP’s indicators state outcomes, such as a SIEM “used and persistently reviewed,” and bind cloud service providers seeking certification. They specify no query and no agency pipeline.11

	The SOC is an RMF role with its own risk authority
	SP 800-37 defines no SOC role; only the authorizing official accepts risk. M-26-14 names the top-level SOC as the place logs must be available, not as a decision maker.164

	A data lake or archive tier satisfies the 6-month “searchable” requirement for detection sources
	M-26-14 defines searchable as usable for detections without preparation. Microsoft says logs ingested only into the Sentinel data lake tier don’t generate alerts.420 The program keeps detection sources in the analytics tier (Chapter 12). 
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[bookmark: _Toc00001406]Appendix B — Identity and Application Detections for Zero Trust Findings
A control that can be switched off by the account it protects needs someone watching that account; a detection that has never fired on a test is a hope, not a control.
[bookmark: _Toc00001407]In this appendix
The detections that sit behind the identity and application findings a Zero Trust assessment raises, written for the rule library in Chapter 11: what each watches, its data source, its KQL (from Microsoft Learn or Microsoft’s own rule templates wherever they give one), its authority and its availability in each government cloud. Then the rollout in the order the workbook’s How-section template sets, the synthetic tests that show each rule fires, the evidence an assessor can inspect, and the day-two owner.
Zero Trust assessments find configuration: an emergency access account without monitoring, a privileged role assigned permanently, an application with a secret and no owner, user consent left open. Book 04 and Book 13 fix the configuration. This appendix is the other half: a configuration can be changed back, an exclusion can be widened and a credential can be added at 2 a.m., so each of these controls needs a detection that sees it happen. In the workbook’s terms a detection is how a control reaches the Operated state, and the test that makes it fire is part of the Evidenced state (Book 00, Appendix D).
The rules extend the library in Chapter 11. They use the same IDs, the same lifecycle (author, test against history, alert-only, promote, review) and the same response ladder. The telemetry under them is Chapter 03’s; the connectors and their cloud availability are Chapter 05’s.
[bookmark: _Toc00001408]Assessment mapping
· Microsoft Zero Trust pillar: SecOps, for Identity and Apps
· CISA ZTMM pillar: Identity, and Applications and Workloads, through the cross-cutting Visibility and Analytics capability
· Depends on: Entra diagnostic settings sending every sign-in and audit category to the workspace (Chapter 03); the emergency access design and PIM role settings in Book 04; the application owner and credential register in Book 13
· Attack chain interrupted: Persistence (a new credential, owner, consent or federation trust), Privilege Escalation (role activation or assignment), Credential Access (device code phishing, authentication method tampering) and Defense Evasion (changes to the accounts that bypass Conditional Access)
[bookmark: _Toc00001409]Authority and scope
Authority: Microsoft-recommended for every detection below: each row cites the Learn page or Microsoft rule template that recommends monitoring the event (accessed Nov 11, 2026). Logging and monitoring themselves are mandated for federal systems by OMB M-26-14 and supported here; the specific rules, thresholds and severities are the program’s risk-based choices. NIST SP 800-53 Rev. 5 controls are named as the controls a rule supports (AC-2(4), AU-6, SI-4 and others in Appendix A), never as controls it settles.
Applies: All tenants with Entra diagnostic settings sent to a Log Analytics workspace. License-dependent rows say so (Microsoft Entra ID P2 for user risk, Workload Identities Premium for full workload risk detail). Environment-dependent rows give GCC, GCC High and DoD availability below.
[bookmark: _Toc00001410]Prerequisites
Data sources and licenses
	Table
	Entra diagnostic setting category
	License
	Used by

	SigninLogs
	SignInLogs
	Microsoft Entra ID P1 or P2 to stream sign-in logs
	DET-30, 37, 39

	AADNonInteractiveUserSignInLogs
	NonInteractiveUserSignInLogs
	P1 or P2
	DET-30, 37

	AuditLogs
	AuditLogs
	Any
	DET-31 to 36, 14, 40 to 43, 45

	AADRiskyUsers, AADUserRiskEvents
	RiskyUsers, UserRiskEvents
	Microsoft Entra ID P2
	DET-38

	AADRiskyServicePrincipals, AADServicePrincipalRiskEvents
	RiskyServicePrincipals, ServicePrincipalRiskEvents
	Workload Identities Premium for full detail; without it detections still arrive with limited detail
	DET-44


The category-to-table names for the risk tables are Microsoft’s;1 the sign-in license requirement and the Workload ID Premium requirement for the risky service principal tables are as Chapter 05 records them. Workload identity risk reaches tenants without the Premium license as detections with limited reporting detail.2
Government-cloud availability
GCC tenants pair with Microsoft Entra ID in commercial Azure, so their workspace and Sentinel use the commercial column; GCC High and DoD pair with Entra ID in Azure Government (Chapter 03).
	Capability
	Commercial and GCC
	GCC High and DoD (Azure Government)
	Source, accessed Nov 11, 2026

	Microsoft Entra ID connector (sign-in and audit tables)
	GA
	GA
	Sentinel feature availability3

	Microsoft Entra ID Protection connector and risk tables
	GA
	GA; every listed risk detection available except Microsoft Entra threat intelligence
	Sentinel feature availability; Entra feature availability34

	Workload Identities Premium (workload risk detail)
	Available
	Available in Azure for US Government; no free trial there
	Entra feature availability; Workload ID FAQ45

	Scheduled and NRT analytics rules, automation rules, watchlists
	GA
	GA
	Sentinel feature availability3

	Sentinel in the Defender portal
	GA features available
	GA features available in GCC High and DoD; preview features commercial only
	Sentinel feature availability3

	Azure Monitor log search alert (Learn’s emergency access alert method)
	Available
	Not yet specified on the pages read
	Emergency access accounts page6


Every rule below runs in Sentinel’s analytics tier. A table moved to the Auxiliary plan or the data lake tier stops raising alerts (Chapter 12), so every table above stays on the Analytics plan.
Watchlists the rules read
Exclusions and scopes live in Sentinel watchlists, kept outside the queries so a change is a reviewed watchlist edit, not a rule edit (Chapter 11). The watchlist names are the program’s; Sentinel’s _GetWatchlist() returns each with its SearchKey column.7
	Watchlist
	SearchKey
	Owner

	FMP-EmergencyAccess
	Object ID of each emergency access account
	Identity engineering (Book 04)

	FMP-PrivilegedAccounts
	Object ID of each account eligible for or holding a Tier 0 or Tier 1 role
	Identity engineering

	FMP-DeviceCodeApproved
	Object ID of each account approved to use device code flow (for example a Teams device resource account), with its exception reference
	Identity engineering, with the exception’s risk owner

	FMP-ApprovedRedirectDomains
	A DNS domain the agency owns and has approved for redirect URIs
	Application owners (Book 08 for the DNS proof)


[bookmark: _Toc00001411]The identity detections
[bookmark: _Toc00001412]Illustrative code
The queries are adapted from Microsoft Learn and Microsoft’s rule templates and checked against the current table schemas, but they haven’t been run against a production workspace. Thresholds marked TUNE are starting points. Each rule goes through Chapter 11’s lifecycle, alert-only first, before it creates incidents.

	ID
	Detects
	Table
	Severity (program)
	Microsoft source

	FMP-DET-30
	Any sign-in by an emergency access account, success or failure
	SigninLogs, AADNonInteractiveUserSignInLogs
	High
	Learn, emergency access accounts6

	FMP-DET-31
	Any change to, or action by, an emergency access account
	AuditLogs
	High
	Learn, privileged accounts guide8

	FMP-DET-32
	Activation of a Tier 0 role through PIM
	AuditLogs
	Medium
	Learn, privileged accounts guide8

	FMP-DET-33
	Password reset or change on a privileged account
	AuditLogs
	High
	Learn, privileged accounts guide; Sentinel hunting query PrivilegedAccountPasswordChanges8

	FMP-DET-34
	Authentication method registered, changed or deleted on a privileged account; any authentication methods policy change
	AuditLogs
	High
	Learn, privileged accounts guide; audit activity reference89

	FMP-DET-35
	A new Microsoft Entra tenant created by an identity from this tenant
	AuditLogs
	Medium
	Learn, infrastructure guide; default user permissions1011

	FMP-DET-36
	Federation settings or domain authentication changed
	AuditLogs
	High
	Learn, monitor changes to federation configuration12

	FMP-DET-37
	Successful device code flow sign-in by an account not approved for it
	Both sign-in tables
	Medium; High for a privileged account
	Learn, applications guide; authentication flows1314

	FMP-DET-38
	User at high risk, or confirmed compromised
	AADRiskyUsers
	High
	Learn, export risk data1

	FMP-DET-39
	Successful sign-in at medium or high risk, or any risk for a privileged account
	SigninLogs
	Medium; High for a privileged account
	Learn, privileged accounts guide8



The existing rules FMP-DET-11 (PIM activation outside business hours) and FMP-DET-12 (sensitive role assigned outside PIM) stay as they are; DET-32 adds the every-activation record for Tier 0.
FMP-DET-30, emergency access sign-in. Microsoft’s guidance is to alert every time an emergency access account signs in, because these accounts are used only for drills and real emergencies; its sample query filters SigninLogs on the accounts’ object IDs.6 The program reads the IDs from a watchlist and adds the non-interactive table, so token refreshes are seen too. A failed sign-in is included: someone trying the account is as important as someone succeeding.
// FMP-DET-30 Emergency access account sign-in. NRT.
let Emergency = _GetWatchlist('FMP-EmergencyAccess') | project UserId = tostring(SearchKey);
union SigninLogs, AADNonInteractiveUserSignInLogs
| where UserId in (Emergency)
| project TimeGenerated, Type, UserPrincipalName, UserId, IPAddress, AppDisplayName,
          ResultType, ResultDescription, ConditionalAccessStatus, CorrelationId
FMP-DET-31, emergency access account changed. Microsoft lists four events on an emergency account that might mean an attacker is trying to compromise the environment: sign-in, password change, permission or role change, and credential or authentication method added or changed.8 The second three are audit events, so the rule matches any audit record that targets one of the accounts or was initiated by one.
// FMP-DET-31 Emergency access account changed or acting. NRT.
let EmergencyIds = toscalar(_GetWatchlist('FMP-EmergencyAccess') | summarize make_list(tostring(SearchKey)));
AuditLogs
| extend ActorId = tostring(InitiatedBy.user.id)
| mv-apply T = TargetResources on (
    summarize TargetIds = make_set(tostring(T.id)), TargetNames = make_set(tostring(T.userPrincipalName)))
| where set_has_element(EmergencyIds, ActorId) or array_length(set_intersect(TargetIds, EmergencyIds)) > 0
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, OperationName, Category, Result, Initiator, TargetNames, CorrelationId
FMP-DET-32, Tier 0 role activation. PIM records an activation as “Add member to role completed (PIM activation),” and Microsoft’s guidance is to monitor elevation.8 Every Tier 0 activation goes to the queue as a record to reconcile against its ticket; DET-11 raises the off-hours ones higher. The role list is the agency’s Tier 0 set from Book 04, Chapter 04.
// FMP-DET-32 Tier 0 role activated through PIM. NRT.
let Tier0 = dynamic(["Global Administrator", "Privileged Role Administrator",
                     "Privileged Authentication Administrator", "Security Administrator",
                     "Conditional Access Administrator", "Hybrid Identity Administrator"]);  // TUNE: the agency's Tier 0 list
AuditLogs
| where OperationName == "Add member to role completed (PIM activation)"
| mv-apply R = TargetResources on (
    where R.type =~ "Role"
    | extend RoleName = tostring(R.displayName))
| where RoleName in (Tier0)
| extend Initiator = tostring(InitiatedBy.user.userPrincipalName)
| project TimeGenerated, Initiator, RoleName, Result, ResultReason, CorrelationId
ResultReason carries the justification the user typed at activation, which the analyst compares with the change ticket (Book 04, Appendix B sets the ticket field where the role requires one).
FMP-DET-33, privileged account password reset. Microsoft’s guidance is to alert when any administrator account password changes, by an administrator or by self-service, success or failure, and to write the query for privileged accounts.8 The password activities in the audit log include “Reset password (by admin),” “Change password (self-service),” “Reset password (self-service)” and “Admin started password reset.”9 Matching on the word catches the variants and new names.
// FMP-DET-33 Password reset or change on a privileged account. NRT.
let Privileged = _GetWatchlist('FMP-PrivilegedAccounts') | project Id = tostring(SearchKey);
AuditLogs
| where Category == "UserManagement" and OperationName has "password"
| mv-apply T = TargetResources on (
    where tostring(T.type) =~ "User"
    | extend TargetId = tostring(T.id), Target = tostring(T.userPrincipalName))
| where TargetId in (Privileged)
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, OperationName, Target, Initiator, Result, ResultReason, CorrelationId
FMP-DET-34, authentication method changes. An attacker who adds a method to an account keeps access after a password reset; Microsoft rates changes to a privileged account’s authentication methods as high risk.8 The Authentication Methods audit activities include “Admin registered security info,” “Admin updated security info,” “Admin deleted security info,” “User registered security info,” “User deleted security info,” “User changed default security info” and “User updated security info,” and tenant-level changes appear as “Authentication Methods Policy Update” and the “Authentication Strength Policy” create, update and delete activities.9 DET-34a covers privileged accounts; DET-34b covers the tenant policy, for everyone.
// FMP-DET-34a Security info changed on a privileged account. NRT.
let Privileged = _GetWatchlist('FMP-PrivilegedAccounts') | project Id = tostring(SearchKey);
AuditLogs
| where OperationName has "security info"
| mv-apply T = TargetResources on (
    where tostring(T.type) =~ "User"
    | extend TargetId = tostring(T.id), Target = tostring(T.userPrincipalName))
| where TargetId in (Privileged)
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, OperationName, Target, Initiator, Result, CorrelationId
// FMP-DET-34b Authentication methods or authentication strength policy changed. NRT.
AuditLogs
| where OperationName in ("Authentication Methods Policy Update", "Authentication Methods Policy Reset")
     or OperationName startswith "Authentication Strength Policy"
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, OperationName, Initiator, Result, TargetResources, CorrelationId
FMP-DET-35, tenant creation. Creating a tenant is recorded in the audit log as category DirectoryManagement, activity “Create Company,” and the creator becomes that tenant’s Global Administrator. Microsoft’s Zero Trust guidance pairs the “Restrict non-admin users from creating tenants” setting, with the Tenant Creator role for those who need it, with reviewing these events; the restriction itself belongs to Book 04.1115 The infrastructure guide lists the target as the new tenant’s ID.10
// FMP-DET-35 New tenant created by an identity from this tenant. NRT.
AuditLogs
| where Category == "DirectoryManagement" and OperationName == "Create Company"
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| extend NewTenantId = tostring(TargetResources[0].id)
| project TimeGenerated, Initiator, NewTenantId, Result, CorrelationId
FMP-DET-36, federation change. Microsoft recommends an alert whenever the federation configuration changes, and gives the query: audit records whose activity is “Set federation settings on domain” or “Set domain authentication.”12 The program’s version keeps Microsoft’s filter and projects the actor. A federation trust added by an attacker lets them mint tokens the tenant accepts, so this rule is High in every agency, federated or not.
// FMP-DET-36 Federation configuration changed (Microsoft Learn's query, actor projected). NRT.
AuditLogs
| extend TargetResource = parse_json(TargetResources)
| where ActivityDisplayName contains "Set federation settings on domain"
     or ActivityDisplayName contains "Set domain authentication"
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, Domain = tostring(TargetResource[0].displayName), OperationName,
          Initiator, Result, ActivityDisplayName, CorrelationId
FMP-DET-37, device code flow. Device code flow is meant for input-constrained devices; Microsoft says that when a successful device code sign-in appears without a need for it, investigate.13 In both sign-in tables, AuthenticationProtocol records the grant type, with deviceCode as one value.16 Microsoft’s device code guidance also says to alert on unexpected use by privileged users, emergency access accounts, unfamiliar apps or unexpected locations, and to treat any non-Teams exception as a documented risk acceptance with an owner.17 Approved users come from the watchlist. Where a Conditional Access policy blocks device code flow (Book 04), this rule shows what the exclusions still allow.
// FMP-DET-37 Successful device code sign-in by an account not approved for it. Every 15m, lookback 15m.
let Approved   = _GetWatchlist('FMP-DeviceCodeApproved') | project Id = tostring(SearchKey);
let Privileged = _GetWatchlist('FMP-PrivilegedAccounts') | project Id = tostring(SearchKey);
union SigninLogs, AADNonInteractiveUserSignInLogs
| where TimeGenerated > ago(15m)
| where AuthenticationProtocol == "deviceCode" and ResultType == "0"
| where UserId !in (Approved)
| extend RuleSeverity = iff(UserId in (Privileged), "High", "Medium")
| project TimeGenerated, UserPrincipalName, UserId, AppDisplayName, ResourceDisplayName,
          IPAddress, Location, RuleSeverity, CorrelationId
For a session that started with device code flow and later refreshes, the sign-in’s OriginalTransferMethod shows the original method even when the current protocol doesn’t;1614 analysts read it during investigation.
FMP-DET-38, risky users. ID Protection exports risky users and user risk detections to AADRiskyUsers and AADUserRiskEvents.1 The rule raises users at high risk and any user an administrator has confirmed compromised; FMP-DET-10b already raises user-reported suspicious activity. License-dependent: Microsoft Entra ID P2.
// FMP-DET-38 User at high risk or confirmed compromised. Every 15m, lookback 1h.
AADRiskyUsers
| where TimeGenerated > ago(1h)
| summarize arg_max(RiskLastUpdatedDateTime, *) by Id
| where RiskState == "confirmedCompromised" or (RiskState == "atRisk" and RiskLevel == "high")
| project RiskLastUpdatedDateTime, UserPrincipalName, RiskLevel, RiskState, RiskDetail
FMP-DET-39, risky sign-ins. Microsoft rates any ID Protection risk on a privileged account sign-in as worth alerting on.8 For everyone else the program raises successful medium and high risk sign-ins, which risk-based Conditional Access (Book 04) should already have challenged; a success means the challenge was passed or the policy didn’t apply, and both need a look.
// FMP-DET-39 Successful risky sign-in. Every 15m, lookback 15m.
let Privileged = _GetWatchlist('FMP-PrivilegedAccounts') | project Id = tostring(SearchKey);
SigninLogs
| where TimeGenerated > ago(15m)
| where ResultType == "0"
| where RiskLevelDuringSignIn in ("medium", "high")
     or (UserId in (Privileged) and RiskLevelDuringSignIn in ("low", "medium", "high"))
| extend RuleSeverity = iff(UserId in (Privileged), "High", "Medium")
| project TimeGenerated, UserPrincipalName, RiskLevelDuringSignIn, RiskEventTypes_V2, IPAddress,
          Location, AppDisplayName, ConditionalAccessStatus, RuleSeverity, CorrelationId
Without a P2 license the risk fields come back hidden or none, and this rule sees nothing; that is a licensing decision for the agency to record, not a detection that failed (Book 11, Chapter 10).
[bookmark: _Toc00001413]The application detections
Microsoft’s security operations guide for applications names the events to alert on: credentials added to existing applications, applications assigned to roles, highly privileged permissions granted, end-user and administrator consent, risk-based consent stops, device code and ROPC flows, redirect URI and AppID URI changes, owner changes and sign-out URL changes; each row links a Sentinel template.13 The program starts from those templates.

	ID
	Detects
	Table
	Severity (program)
	Microsoft source

	FMP-DET-14
	New credential on an existing application or service principal (existing rule; query below)
	AuditLogs
	High
	Applications guide; template NewAppOrServicePrincipalCredential13

	FMP-DET-40
	Owner added to or removed from an application or service principal
	AuditLogs
	Medium
	Applications guide; template ChangestoApplicationOwnership13

	FMP-DET-41
	Consent to an application, flagged by admin or user consent
	AuditLogs
	Low (user), High (admin or all principals)
	Applications guide; app permission audit logs1318

	FMP-DET-42
	A highly privileged application permission granted to a service principal
	AuditLogs
	High
	Applications guide; template ServicePrincipalAssignedAppRoleWithSensitiveAccess13

	FMP-DET-43
	A service principal assigned a directory role
	AuditLogs
	High for privileged roles, Medium otherwise
	Applications guide; template ServicePrincipalAssignedPrivilegedRole13

	FMP-DET-44
	A workload identity at risk
	AADServicePrincipalRiskEvents
	Medium; High for a privileged service principal
	Learn, workload identity risk; table sample query219

	FMP-DET-45
	Redirect URI added or changed to a non-HTTPS, wildcard or unapproved domain
	AuditLogs
	High
	Applications guide; template ApplicationRedirectURLUpdate13



FMP-DET-14, new application credential. Microsoft rates credentials added to an existing application as high risk, and notes that application and service principal updates are logged as two entries.13 The audit activities are “Update application - Certificates and secrets management” and “Add service principal credentials.”9 An exception for an expected rotation comes from the application’s change ticket, not from the query; Book 13 owns the credential register and the replacement of secrets with managed identities or certificates.
// FMP-DET-14 New credential on an existing application or service principal. NRT.
AuditLogs
| where OperationName in ("Update application - Certificates and secrets management",
                          "Add service principal credentials")
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| mv-apply T = TargetResources on (
    extend AppName = tostring(T.displayName), AppObjectId = tostring(T.id))
| project TimeGenerated, OperationName, AppName, AppObjectId, Initiator, Result, CorrelationId
FMP-DET-40, owner changes. Microsoft’s guidance is to look for any user added as an application owner outside normal change management.13 Removal matters for the opposite reason: an application whose last owner is removed becomes ownerless, which is a governance finding in Book 13. The audit activities are “Add owner to application,” “Add owner to service principal,” “Remove owner from application” and “Remove owner from service principal.”9
// FMP-DET-40 Application or service principal owner added or removed. Every 15m, lookback 15m.
AuditLogs
| where TimeGenerated > ago(15m)
| where OperationName in ("Add owner to application", "Add owner to service principal",
                          "Remove owner from application", "Remove owner from service principal")
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| extend Owner = tostring(TargetResources[0].userPrincipalName),
         App   = tostring(TargetResources[1].displayName)
| project TimeGenerated, OperationName, App, Owner, Initiator, Result, CorrelationId
Confirm the order of TargetResources on a test event (the synthetic test below creates one) before promoting the rule; the owner and the application can appear in either position.
FMP-DET-41, consent. “Consent to application” records a user or administrator granting consent; Microsoft’s filter separates them on ConsentContext.IsAdminConsent, and treats end-user consent as low risk to investigate and administrator consent to privileged permissions as high.1318 Where Book 04’s consent governance turns user consent off or limits it to low-risk permissions, every user consent this rule sees is an exception to explain.
// FMP-DET-41 Consent to application, admin or user. Every 15m, lookback 15m.
AuditLogs
| where TimeGenerated > ago(15m)
| where OperationName == "Consent to application"
| mv-apply T = TargetResources on (
    extend App = tostring(T.displayName), Props = T.modifiedProperties)
| mv-apply P = Props on (
    summarize IsAdmin = take_anyif(tostring(P.newValue), tostring(P.displayName) == "ConsentContext.IsAdminConsent"),
              OnBehalfOfAll = take_anyif(tostring(P.newValue), tostring(P.displayName) == "ConsentContext.OnBehalfOfAll"),
              Scopes = take_anyif(tostring(P.newValue), tostring(P.displayName) == "ConsentAction.Permissions"))
| extend Initiator = tostring(InitiatedBy.user.userPrincipalName)
| extend RuleSeverity = iff(IsAdmin has "True" or OnBehalfOfAll has "True", "High", "Low")
| project TimeGenerated, App, Initiator, IsAdmin, OnBehalfOfAll, Scopes, Result, RuleSeverity, CorrelationId
The ConsentContext.IsAdminConsent property name is Microsoft’s;13 the OnBehalfOfAll and Permissions property names follow Microsoft’s consent templates and should be confirmed on a test consent before promotion.
FMP-DET-42, highly privileged application permission. Microsoft’s filter is “Add app role assignment to service principal” where the target is an API with sensitive data, such as Microsoft Graph, and AppRole.Value is a highly privileged application permission, such as Directory.ReadWrite.All or a wide Mail.* permission.13
// FMP-DET-42 Highly privileged application permission granted. NRT.
let Sensitive = dynamic(["Directory.ReadWrite.All", "RoleManagement.ReadWrite.Directory",
                         "AppRoleAssignment.ReadWrite.All", "Application.ReadWrite.All",
                         "Mail.ReadWrite", "Mail.Send", "Files.ReadWrite.All", "Sites.FullControl.All",
                         "User.ReadWrite.All", "Group.ReadWrite.All"]);   // TUNE: the agency's classification
AuditLogs
| where OperationName == "Add app role assignment to service principal"
| mv-apply T = TargetResources on (
    extend Props = T.modifiedProperties)
| mv-apply P = Props on (
    where tostring(P.displayName) == "AppRole.Value"
    | extend Permission = trim('"', tostring(P.newValue)))
| where Permission in (Sensitive)
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, Permission, Initiator, TargetResources, Result, CorrelationId
The sensitive list is the agency’s own permission classification, which Book 04’s consent governance maintains; the values above are starting examples drawn from Microsoft’s named examples and their peers.
FMP-DET-43, service principal assigned a role. Microsoft’s filter is target type service principal with activity “Add member to role,” “Add eligible member to role” or “Add scoped member to role”; high risk for highly privileged roles, medium otherwise.13
// FMP-DET-43 Service principal assigned a directory role. NRT.
let Tier0 = dynamic(["Global Administrator", "Privileged Role Administrator",
                     "Privileged Authentication Administrator", "Application Administrator",
                     "Cloud Application Administrator", "Hybrid Identity Administrator"]);  // TUNE
AuditLogs
| where OperationName in ("Add member to role", "Add eligible member to role", "Add scoped member to role")
| mv-apply T = TargetResources on (
    where tostring(T.type) =~ "ServicePrincipal"
    | extend ServicePrincipal = tostring(T.displayName), Props = T.modifiedProperties)
| mv-apply P = Props on (
    where tostring(P.displayName) =~ "Role.DisplayName"
    | extend RoleName = trim('"', tostring(P.newValue)))
| extend RuleSeverity = iff(RoleName in (Tier0), "High", "Medium")
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, OperationName, ServicePrincipal, RoleName, Initiator, RuleSeverity, CorrelationId
FMP-DET-44, workload identity risk. ID Protection detects risk on single-tenant, non-Microsoft SaaS and multitenant applications’ service principals, not on managed identities.2 Microsoft’s sample query for active detections takes the latest record per detection and keeps those at risk.19 License-dependent: full risk detail needs Workload Identities Premium.
// FMP-DET-44 Workload identity at risk (Microsoft's sample, with a lookback). Every 1h, lookback 1d.
AADServicePrincipalRiskEvents
| where TimeGenerated > ago(1d)
| summarize arg_max(LastUpdatedDateTime, *) by RequestId, ServicePrincipalId
| where RiskState == "atRisk"
| project LastUpdatedDateTime, ServicePrincipalDisplayName, ServicePrincipalId, AppId,
          RiskEventType, RiskLevel, IpAddress, DetectionTimingType
FMP-DET-45, redirect URI change. Microsoft rates redirect URI changes as high risk and says to look for URIs not using HTTPS, wildcards at the end or in the domain, URIs not unique to the application, and URIs on domains the agency doesn’t control; the change appears as “Update application” with property name AppAddress.13 A redirect to a domain that has lapsed lets whoever registers it receive authorization codes; Book 08 holds the DNS ownership proof, and Book 18 the per-application cleanup.
// FMP-DET-45 Redirect URI changed to a risky value. NRT.
let Approved = toscalar(_GetWatchlist('FMP-ApprovedRedirectDomains') | summarize make_list(tostring(SearchKey)));
AuditLogs
| where OperationName == "Update application" and Result == "success"
| mv-apply T = TargetResources on (
    extend App = tostring(T.displayName), Props = T.modifiedProperties)
| mv-apply P = Props on (
    where tostring(P.displayName) == "AppAddress"
    | extend NewValue = tostring(P.newValue), OldValue = tostring(P.oldValue))
| where isnotempty(NewValue) and NewValue != OldValue
| extend Url = extract_all(@"(https?://[^""\s,\]]+)", NewValue)
| mv-expand Url to typeof(string)
| where OldValue !contains Url                                   // only URIs this change added
| extend Host = tostring(parse_url(Url).Host)
| where Url startswith "http://" or Url has "*"
     or not(Host has_any (Approved))
| extend Initiator = coalesce(tostring(InitiatedBy.user.userPrincipalName), tostring(InitiatedBy.app.displayName))
| project TimeGenerated, App, Url, Host, Initiator, CorrelationId
http://localhost redirects used in development show up here by design; development applications belong in a development tenant, or their localhost URIs in an exception with an owner.
[bookmark: _Toc00001414]Rolling the pack out
The steps follow the workbook’s How-section template (Book 00, Appendix D). Detections don’t block anyone, so the risk in rolling them out is noise and missed signal, not lockout.
Pilot
Deploy the pack to the workspace with incident creation off, scoped as written. Success is each rule running without error for two weeks and the synthetic test below raising every rule’s alert at least once.
Report-only or audit phase
Chapter 11’s alert-only window: alerts without incidents, reviewed daily, every false positive logged with its cause, for at least two weeks (Chapter 11). Before enabling, run each query over 30 days of history in Log Analytics and record the hit count; a rule that would have fired hundreds of times needs its watchlists, not a higher threshold.
Enforcement
Promote rule by rule: turn on incident creation, record the measured false-positive rate, wire the response. Emergency access (DET-30, 31) and federation (DET-36) promote first, because their expected volume is zero outside drills. Response stays on Chapter 11’s ladder: these rules prepare containment at L3 at most, and disabling an emergency access account is never automated (Chapter 11).
Rollback
Disable the rule (a commit that sets enabled: false, deployed through the pipeline, or in an emergency the rule’s toggle in the portal, recorded afterward as a commit). It takes effect at the next scheduled run. Nothing in the tenant changes, so rollback has no user impact.
Exclusions
Exclusions are watchlist rows with an owner, reason and expiry, never edits to a query. The rule for emergency access is the reverse of Conditional Access: emergency accounts are excluded from blocking policies and included in every detection. No watchlist may list an emergency access account as an exception to DET-30, 31 or 37.
Telemetry
The rules’ own health: Sentinel’s SentinelHealth table for rule runs where analytics health monitoring is on, the daily check for “AUTO DISABLED” rules, and table freshness for every source table (Chapter 05). A rule over a table that stopped arriving is silent, not quiet.
Evidence
The synthetic test record, the rule export and the alert-only log, as the checklist below sets out.
Day-two ownership
The rule library is security engineering’s; the SOC triages; identity engineering owns the watchlists of emergency, privileged and device-code accounts; application owners answer DET-14, 40, 41 and 45 for their applications (Chapter 10). Each rule is reviewed quarterly with the library, and the synthetic test runs quarterly alongside the emergency access validation that Book 04 schedules. An emergency access alert is handled through Book 15’s incident path, with Microsoft’s post-use review: whether the use was a drill, a real emergency or misuse, and what the account did.6
[bookmark: _Toc00001415]Proving each rule fires
A detection is evidenced when a deliberate, recorded test produces its alert. Run these in the pilot ring against test objects, then quarterly. Every step is a command; placeholders are explained once:
· <test-app-object-id>: the object ID of an application registration created for testing, owned by the detection team
· <test-user-object-id>: a test user’s object ID, used only as a temporary owner
· <test-admin-upn>: a test account in FMP-PrivilegedAccounts, holding an eligible role and no standing access
· <workspace-id>: the Log Analytics workspace ID
· Global in -Environment: use USGov for GCC High and USGovDoD for DoD; GCC uses Global.20
1. Connect with the least permission the tests need.
Connect-MgGraph -Environment Global -Scopes "Application.ReadWrite.All","UserAuthenticationMethod.ReadWrite.All" -NoWelcome
$App = '<test-app-object-id>'
2. FMP-DET-14: add, then remove, a short-lived secret on the test application.
$Secret = Add-MgApplicationPassword -ApplicationId $App -PasswordCredential @{
    DisplayName = 'FMP-DET-14 synthetic test'; EndDateTime = (Get-Date).AddHours(2) }
Remove-MgApplicationPassword -ApplicationId $App -KeyId $Secret.KeyId
Add-MgApplicationPassword takes the application’s object ID and a password credential, as in Microsoft’s example.21
3. FMP-DET-40: add, then remove, a temporary owner.
$GraphRoot = (Get-MgEnvironment -Name (Get-MgContext).Environment).GraphEndpoint
New-MgApplicationOwnerByRef -ApplicationId $App -OdataId "$GraphRoot/v1.0/directoryObjects/<test-user-object-id>"
Remove-MgApplicationOwnerByRef -ApplicationId $App -DirectoryObjectId '<test-user-object-id>'
4. FMP-DET-45: add an unapproved redirect URI, then restore the original list.
$Before = (Get-MgApplication -ApplicationId $App).Web.RedirectUris
Update-MgApplication -ApplicationId $App -Web @{ RedirectUris = @($Before + 'https://unapproved.contoso.example/signin') }
Update-MgApplication -ApplicationId $App -Web @{ RedirectUris = $Before }
5. FMP-DET-34a: register, then remove, a phone method on the test administrator. The number is a fictional 555 number.
$Phone = New-MgUserAuthenticationPhoneMethod -UserId '<test-admin-upn>' -PhoneType mobile -PhoneNumber '+1 2065550100'
Remove-MgUserAuthenticationPhoneMethod -UserId '<test-admin-upn>' -PhoneAuthenticationMethodId $Phone.Id
6. FMP-DET-37: a device code sign-in with the test administrator (not in FMP-DeviceCodeApproved). Sign in with <test-admin-upn> at the prompt; for GCC High or DoD run az cloud set --name AzureUSGovernment first. If a Conditional Access policy blocks device code flow, the sign-in fails and the rule (which looks for successes) stays quiet; record that as the policy’s test, and test the rule from a pilot account in the policy’s exclusion.
az login --use-device-code --allow-no-subscriptions
az logout
7. FMP-DET-30 and 31: the quarterly emergency access drill. Microsoft asks for the accounts to be validated at least every 90 days;6 the drill’s sign-in is the test event for DET-30, and the drill’s password or method check is the test event for DET-31. Book 04 runs the drill; this appendix only records the alert.
8. FMP-DET-32 and 33: activate an eligible Tier 0 role for <test-admin-upn> through PIM with a ticket number in the justification, and reset its password from the admin center. Both are routine actions the rules must see.
9. Rules that can’t be tested by doing the thing in production. Creating a tenant (DET-35), changing federation (DET-36), real risk (DET-38, 39, 44) and admin consent to a privileged permission (DET-41, 42, 43) aren’t run in production. Test them in a non-production tenant whose logs go to a test workspace with the same rules, or by replaying the query over history to show it parses and returns the expected shape:
$Query = Get-Content -Raw '.\rules\FMP-DET-36.kql'
Invoke-AzOperationalInsightsQuery -WorkspaceId '<workspace-id>' -Query $Query -Timespan (New-TimeSpan -Days 90) |
    Select-Object -ExpandProperty Results
10. Confirm every alert, and keep the result.
SecurityAlert
| where TimeGenerated > ago(4h)
| where AlertName startswith "FMP-DET-"
| project TimeGenerated, AlertName, AlertSeverity, CompromisedEntity, Status, SystemAlertId
| order by AlertName asc
Export the result with the date, tester and the commands run; a rule with no row is a failed test, and goes back to authoring.
[bookmark: _Toc00001416]Evidence
Evidence checklist
· Configuration: the rule files (YAML or ARM) in the repository at the deployed commit, and the four watchlists exported with their owners and expiry dates
· Operational: the incident and alert history for each rule over the review period, the alert-only false-positive log, and the daily auto-disabled and table-freshness checks, kept at the analytics retention Chapter 12 sets
· Test: the synthetic test record from step 10, per rule: action, expected alert, observed alert ID, date, tester
· Exception: every watchlist exception row with its approver and expiry; the licensing record for any rule that can’t run (no P2, no Workload ID Premium)
· Assessor-ready artifact: an assessment-results observation per rule linking the four above, in the package Book 14, Chapter 11 assembles
Control states. 
	State
	This page
	Evidence

	Designed
	The two detection tables and the watchlists
	The rule library’s design record and watchlist owners

	Configured
	Pilot and alert-only phase
	The deployed rule export, incident creation off

	Enforced
	Not applicable: a detection doesn’t enforce. The preventive controls it watches are enforced in Book 04
	—

	Evidenced
	Proving each rule fires
	The synthetic test record and the alerts it produced

	Operated
	Day-two ownership
	Quarterly review, alert history, auto-disable and freshness checks


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00001417]Where this sits in the closure map
For the emergency access finding family, this appendix carries the alert (DET-30 and 31) and the alert test; Book 04 carries the two cloud-only accounts and the quarterly test, and Book 15 the help-desk and incident handling. For the audit and visibility family, this appendix and Chapter 02 carry identity, application, device and endpoint telemetry and its synthetic tests; Purview audit depth (audit tiers, retention policies and searches inside Purview) belongs to Book 20, Information Protection & Microsoft Purview, whose Chapter 10 turns on, retains and tests Purview Audit, and Defender XDR hunting depth to the Defender XDR implementation guide.
[bookmark: _Toc00001418]Notes
1. Microsoft Learn, “How To: Export risk data,” section “Log Analytics” (diagnostic categories RiskyUsers, UserRiskEvents, RiskyServicePrincipals, ServicePrincipalRiskEvents and their tables), https://learn.microsoft.com/entra/id-protection/howto-export-risk-data (accessed Nov 11, 2026).
1. Microsoft Learn, “Securing workload identities” (detections for single-tenant, non-Microsoft SaaS and multitenant apps; managed identities not in scope; full detail for Workload Identities Premium, limited detail without), https://learn.microsoft.com/entra/id-protection/concept-workload-identity-risk (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Sentinel feature support for Azure commercial/other clouds” (Defender portal statement; Analytics, Data collection, Incidents and Watchlists tables), https://learn.microsoft.com/azure/sentinel/feature-availability (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability” (Azure for US Government; ID Protection risk detections, Microsoft Entra threat intelligence not available; Workload Identities Premium available), https://learn.microsoft.com/entra/identity/authentication/feature-availability (accessed Nov 11, 2026).
1. Microsoft Learn, “Frequently asked questions about Microsoft Entra Workload ID” (free trial unavailable in Azure Government), https://learn.microsoft.com/entra/workload-id/workload-identities-faqs (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” sections “Monitor sign-in and audit logs” (sample SigninLogs queries by object ID; Azure Monitor log search alert, severity 0), “Prepare a post-mortem team” and “Security guardrails summary” (validate at least every 90 days), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Nov 11, 2026).
1. Microsoft Learn, “Build queries or detection rules with watchlists in Microsoft Sentinel,” https://learn.microsoft.com/azure/sentinel/watchlists-queries (accessed Nov 11, 2026).
1. Microsoft Learn, “Security operations for privileged accounts in Microsoft Entra ID,” sections “Emergency access accounts” (alert on sign-in, password change, role change, credential or authentication method change), “Privileged account sign-in” (ID Protection risk; password change by admin or self-service, write the query for privileged accounts; template PrivilegedAccountPasswordChanges) and “Assignment and elevation,” https://learn.microsoft.com/entra/architecture/security-operations-privileged-accounts (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Entra audit log categories and activities,” sections “Authentication Methods,” “Core Directory” (ApplicationManagement activities) and “Self-service password management,” https://learn.microsoft.com/entra/identity/monitoring-health/reference-audit-activities (accessed Nov 11, 2026).
1. Microsoft Learn, “Security operations for infrastructure,” section “Monitoring for creation of new Microsoft Entra tenants” (Directory Management, Create Company; target shows the created tenant ID), https://learn.microsoft.com/entra/architecture/security-operations-infrastructure (accessed Nov 11, 2026).
1. Microsoft Learn, “What are the default user permissions in Microsoft Entra ID?,” “Restrict non-admin users from creating tenants” (recorded as category DirectoryManagement, activity Create Company; creator becomes Global Administrator; Tenant Creator role), https://learn.microsoft.com/entra/fundamentals/users-default-permissions (accessed Nov 11, 2026).
1. Microsoft Learn, “Monitor changes to federation configuration in your Microsoft Entra ID,” section “Set up alerts to monitor the trust relationship” (the AuditLogs query on “Set federation settings on domain” and “Set domain authentication”), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-monitor-federation-changes (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Entra security operations guide for applications” (credentials, role assignment, highly privileged permissions with AppRole.Value, end-user consent with ConsentContext.IsAdminConsent, device code and ROPC flows, redirect URI AppAddress, ownership; linked Sentinel templates), https://learn.microsoft.com/entra/architecture/security-operations-applications (accessed Nov 11, 2026).
1. Microsoft Learn, “Conditional Access: Authentication flows,” section “Sign-in logs” (authentication protocol filter; original transfer method), https://learn.microsoft.com/entra/identity/conditional-access/concept-authentication-flows (accessed Nov 11, 2026).
1. Microsoft Learn, “Configure Microsoft Entra for Zero Trust: Protect tenants and isolate production systems,” recommendation “Permissions to create new tenants are limited to the Tenant Creator role,” https://learn.microsoft.com/entra/fundamentals/zero-trust-protect-tenants (accessed Nov 11, 2026).
1. Microsoft Learn, Azure Monitor Logs table reference, “SigninLogs” (AuthenticationProtocol values including deviceCode; OriginalTransferMethod; ResultType), https://learn.microsoft.com/azure/azure-monitor/reference/tables/signinlogs, and “AADNonInteractiveUserSignInLogs,” https://learn.microsoft.com/azure/azure-monitor/reference/tables/aadnoninteractiveusersigninlogs (both accessed Nov 11, 2026).
1. Microsoft Learn, “Restrict device code flow for Microsoft Teams devices with Conditional Access,” sections “If you use device code flow outside Teams devices” and “Maintain the policy after enforcement,” https://learn.microsoft.com/entra/identity/conditional-access/policy-teams-devices-device-code-flow (accessed Nov 11, 2026).
1. Microsoft Learn, “View activity logs of application permissions,” section “Audit logs” (Add app role assignment, Add delegated permission grant, Consent to application), https://learn.microsoft.com/entra/identity/enterprise-apps/app-perms-audit-logs (accessed Nov 11, 2026).
1. Microsoft Learn, “Queries for the AADServicePrincipalRiskEvents table,” “Active service principal risk detections,” https://learn.microsoft.com/azure/azure-monitor/reference/queries/aadserviceprincipalriskevents (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect-MgGraph,” -Environment (Global, USGov, USGovDoD), https://learn.microsoft.com/powershell/module/microsoft.graph.authentication/connect-mggraph (accessed Nov 11, 2026).
1. Microsoft Learn, “Add-MgApplicationPassword,” Microsoft.Graph.Applications module, https://learn.microsoft.com/powershell/module/microsoft.graph.applications/add-mgapplicationpassword (accessed Nov 11, 2026).
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automatable
3days 2,5 Exposed and automatable: KEV partial, or
non-KEV total
14 days 4,6,7,10,11,12  Most other KEV findings and exposed findings
60 days 8,13, 14 Exposed partial non-automatable; internal
automatable non-KEV
Fix on system upgrade 15, 16 Internal, not in KEV, not automatable

The deadline

« Starts at KEV listing or first detection, whichever is earlier
« A maximum: the agency may set shorter targets
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one row per CVE per asset, with its BOD 26-04 deadline

Actuation stays owits own platform

e Oracle VMware Red Hat
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© Tl T « 0S Management « vSphere « Satellite
« Machine « Patch Manager Hub Lifecycle
contioltalion « State Manager " « Manager, aansiich
« Ksplice anager Automation
« Intune (clients) firmware S

~ AN p —

(The unified record

> asset_id - source_stack - finding_ref - deadline - state - observed_at -
\disposition - evidence_ref )

(One compliance picture

Is CVE-X fixed across the whole estate? To CDM and the authorization
| package )

~
asset_id
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Remediate

« ldempotent, low blast radius
« ApplyAndMonitor; autocorrect
« only where silent repair is OK
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CcM-6
Author

« Baseline as code

+ SCUBA, CIS, agency CM-6
< Reviewed in a pull request

/
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Assign

 Audit first

* Measure drift before
« any remediation

CcM-6(1)
Detect

 Per setting, per asset
« guestconfigurationresources
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(cm-6(2)
Report

« Needs judgment

O POA&M item and SI-2 queue row

(Evidence contract

 Every drift and repair
« asset_id, baseline version,

G observed_at

publisher updates
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AT PROCUREMENT FOR EACH PLATFORM

Check the FedRAMP listing 5)(:;;‘? the agency own a native posture
Higher class than the system: usable, with . ~ e N
the boundary treatment documented Ownership is agency-specific; the rule is the same

everywhere

7’
+ where it reaches not yet
/

»
COORDINATING DEFAULT
BURED Microsoft Defender for Cloud NOT YET OWNED
Native tool is primary « Primary for Azure Name the adoption default
« AWS: config conformance packs, « Correlates Azure, AWS and Google * Google Cloud: Security Command
Security Hub CSPM Cloud Center, Assured Workloads
* VMware: vendor hardening guide + No OCl coverage * OCI: Cloud Guard
and CIS ESX], audited as code « AWS connector not available in Azure Recorded as a plan, not a capability
Government .
-
o
CHAPTER 02
One evidence contract

Every finding from every tool, keyed to asset identity and time, into
one remediation queue
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Workload Network -
CSPM protection exposure Entitlements Code and laC
Misconfigured : Permissions far Flaw before
Vulnerable image or Reachable from the
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(ATTACK PATH N

One prioritized finding

Internet-reachable workload + critical vulnerability + role that reaches the data

store. No host scanner produces this.
N 2 J

(CHAPTER 02 N
Evidence record, one queue

\Asset identity and time; closes only when the resource re-evaluates as compliant
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File or message
The payload the pipe can't read

MICROSOFT PURVIEW
Sensitivity label Label encryption

under the agency's key choice;
protects the content wherever it goes

« Manual, auto-labeling or classifier
 Clear text in metadata, travels with the file

SERVICE DLP ENDPOINT DLP CASB

Exchange, SharePoint, Onboarded Windows and Defender for Cloud Apps
OneDrive, Teams macOS sessions

Block external share and send; detect Block print and removable media; Filter on the label at upload and
SSNs in chat audit network shares download

I

CHAPTER 02
Evidence contract
Label, DLP, override and key events
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CUI Registry
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// \\
Uncontrolled ~ *
ncontro CUI Specified CUI Basic

unclassified
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G

Authority sets specific controls;
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J
(The program's I1bel taxonomy N
: : CUI / CUI//SP-TAX (GUI/ CUI Basic \
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only where agency policy requires

category markings on CUI Basic

o J

J

Privacy Act records are CUI Basic
under 5 U.S.C. 552a(b), not CUI
Specified
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Control assessors assess
with the independence the
authorizing official sets

T
: assessments
A J
DECIDES DECIDES DECIDES
€10 and sponsor Authorizing official CISO and ISSOs
i " Residual risk: telemetry Logging, detection and
g%"c";‘ ;ggﬂg,%wmm gaps, missed deadlines, evidence requirements;

standing suppressions major incidents

funding risk decisions requirements

requirements

BUILDS THE INSTRUMENTS CONSULTED; DECIDES THREE

Security Records, privacy,
Top-level SOC engineering constited | counsel

RUNS THE QUEUE

Triage, investigate, SIEM, rule library, Disposition, log content,
respond, report to CISA playbooks, evidence legal review o
pipeline monitoring

findings to
\ remediate

\
4

OWNS EMISSION, PER PLANE
Platform owners

emits telemetry

Identity; cloud platform and Microsoft 365; endpoints
and servers; network and DNS; data
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(‘Each plane's owner keeps it emitting N
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Identity Cloud platform Microsoft 365
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' remediate Security engineering - - =~ /Naming plane
1 Workspace, connectors, rule library
1
1
1
1

Authoritative asset identity
Ments

READS
Top-level SOC

Incidents, hunting, response





rId894.svg
 
 
 
 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




rId933.png
1
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Query, entities, ATT&CK tags, thresholds marked TUNE

~

~

(2 N
Test against history

\Results simulation and replay of known-good and known-bad data )

3 N
Deploy alert-only

Incident creation off; review output daily; log every false positive

o J
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\Measured false-positive rate recorded; response wired )
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L1- OBSERVE
Every alert

Incident opened, entities mapped, evidence retained

(L2- ADVISE
Medium confidence

Enrich with identity, device and IP context; open a ticket;
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(L3 GATED ACTUATION (DEFAULT)
High confidence

Playbook prepares the containment; a named approver

releases it
-
e 'only with a recorded ~ ~ N
. acceptance N
g N
L EY
L4 - ENUMERATED CLASSES ONLY Never autonomous

Accepted autonomous actions

Close known-benign incidents; vendor attack disruption if
the AO accepts it

Isolating servers, disabling
privileged or emergency accounts,
tenant-wide changes
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Platform-native stacks act on their own surface

Identity and Cloud Endpoints,
M365 audit platform network, data
Sign-ins, roles, mailbox and file Patch, posture and resource EDR, firewall syslog, DLP
access l0gs matches
/7 : N
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\findings )

Detection Remedlatlo CDM Authorization
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