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[bookmark: _Toc00000689]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s executive governance series, its architecture doctrine pages (single source of truth, the six planes, change control and provenance, the three-layer rule model, the drift engine, the evidence chain), the governance executive briefs, the modernization governance and ticket-to-machine whitepapers, and the continuous-monitoring project charter and plan. Every external claim was checked against a primary source and carries a note with its own check date. The earlier pages are kept in the repository’s archive/b13-governance/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Ticket-to-Machine reference (about 10 minutes narrated): Appendix B as a narrated walk-through of the coordination loop, the lanes, the tempo and the worked examples, on the Presentations page.
Technical deep dive (about 50 minutes live, 19 narrated): drift and the authoritative record, deterministic rules and the drift engine, evidence and adapters, and who governs, reciprocity and scale, in modules on the Presentations page.
Executive briefing (about 30 minutes live, 14 narrated): for the CIO, CISO, authorizing officials and program office: why compliance decays, one record and one change path, no new AD dependencies from G0, evidence that re-runs, the drift engine, exceptions and ongoing authorization, with each decision’s owner and timing, on the Presentations page.
A point-in-time assessment measures a moment. The estate starts drifting the next morning: a setting changes, an exception outlives its reason, a copy of the record starts being written to, and nothing fails loudly. NIST’s own guidance calls traditional reauthorization “static” and says ongoing authorization isn’t practical without substantial automation. Book 13 is about the governance that makes it practical. It starts from one authoritative record, a single source of truth whose every change is controlled and provenanced. Rules evaluate deterministically against that record, and a drift engine compares the actual state of every platform to it, continuously. Evidence is produced by the systems rather than attested by people, and adapters translate each platform into the same evidence. Routine remediation becomes a ticket to a machine, with people kept on the decisions that matter and the actuation ladder setting how far automation may go. Done that way, one body of continuously produced evidence supports each agency’s ongoing authorization, and reuse of authorizations across agencies becomes a matter of evidence rather than paperwork. That evidence, and the authoritative record itself, are also federal records: Chapter 13 separates the program’s meanings of “record” from the legal one and sets out the retention, hold and transfer rules that apply.
[bookmark: _Toc00000690]Why, what, who, how
	
	Question
	Chapters

	Why
	Why does compliance decay the day after the audit, and why is drift the primary threat?
	01, 02

	What
	One authoritative record, controlled change, deterministic rules, the drift engine, evidence over attestation, and the adapters that make it platform-neutral
	03, 04, 05, 06, 07, 08

	Who
	Who keeps the record, approves rule changes, reviews drift and accepts exceptions
	09

	How
	Run at machine tempo, support reciprocity and ongoing authorization, govern at scale, keep the evidence as federal records, and govern applications, secrets and configuration drift
	10, 11, 12, 13, 14


Appendices: A — Requirements mapping · B — Ticket-to-machine reference
[bookmark: _Toc00000691]Reading paths
· Executives (20 minutes): Chapters 01, 09 and 11, or the 15-minute presentation.
· Governance leads and stewards: Chapters 03, 04, 06 and 09, then 12.
· Engineers building the platform: Chapters 05, 06, 07 and 08, with Appendix B.
· Identity and platform engineers closing assessment findings: Chapter 14, for the application governance record, secrets governance and configuration drift exports, then Chapter 12’s disposition register for skipped and unevaluated results.
· ISSOs and authorizing officials: Chapters 01, 07, 09 and 11, with Appendix A.
· Records officers: Chapter 13, which separates the authoritative record and audit evidence from a federal record and says which records rules apply to the evidence the kits produce, then Chapter 09.
[bookmark: _Toc00000692]Where this book sits in the workbook
This is Book 13 of the Federal Modernization Workbook. The principles it puts into operation are in Book 00, Chapter 04; the transformation engine and its actuation ladder in Book 01, Chapter 11; the evidence contract and the security-operations side of continuous monitoring in Book 12; and the FedRAMP 2026 rules and the authorization boundary in Book 10. The Federal Compliance Governance Substrate Integration Overview remains in the repository for control-level depth.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000693]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 13: fix confirmed crosswalk errors (plane inputs, POA&M rule, exception approver, evidence-plane pointers, retention owner) (#380); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); Book 13: fix inconsistency findings (terms, severities, escalation, record class, evidence bundle) (#422); Decisions fix pass for Books 13 to 19: Book 18 gates and roles, Db2 spelling, Book 15 approvers, Book 16 criteria, Book 17 roles, Book 13 drift mapping (#456); Claim language: supports, not satisfies (rule, check, first sweep) (#474); Consistency read C2: full read of Book 11 Ch07/08, Book 12 Ch12, Book 13 Ch05/06/App B (#485); and 3 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Book 13, Chapter 13: records, evidence and retention (#316); Privacy for workforce identity: Book 03 Chapter 14, and privacy sections in six books (#317)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269)

	1.0
	2026.10
	2026-10-31
	First edition (17 merged changes since the book began)


[bookmark: _Toc00000694]Chapter 01 — Why Compliance Decays the Day After the Audit
An assessment measures one day; the estate starts changing the next morning, so a package that is only ever assembled by hand is less true every day it sits on the shelf.
[bookmark: _Toc00000695]In this chapter
Four structural reasons governance fails even in capable, well-funded programs, and why none of them is fixed by buying another tool. The compliance paradox: point-in-time evidence against an estate in constant change, and why adding checkboxes makes it worse. What federal guidance already asks for (ongoing authorization fed by continuous monitoring) and why so few systems get there. The response this book builds: evidence that is regenerated from one authoritative record rather than reassembled by people, and what that changes for an authorizing official.
Picture the week an authorization package is signed. The system security plan describes the system as it is. The assessment results match the configuration. The plan of action and milestones lists every known weakness. On that day the package is true.
The next morning an administrator changes a firewall rule to fix an outage. A contractor’s role ends, but the account stays enabled until someone notices. A cloud provider ships a new default. A management agent updates itself. None of this is unusual, and most of it is authorized. But none of it reaches the package, which goes on describing the day it was signed. When the next assessment comes, the assessor finds the differences, records them as new findings, and the program writes a fresh package that starts aging the moment it’s signed.
This book is about breaking that cycle. This chapter explains why it happens; Chapter 02 explains the mechanism, drift, and the rest of the book builds the response.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b13-governance/png/ch01-point-in-time-gap.png]
A point-in-time package stays fixed while the estate changes; only a continuous comparison turns each change into a finding when it happens.
[bookmark: _Toc00000696]Four structural failure modes
The teams running federal modernization programs are usually capable and well resourced. The failures below aren’t failures of people. They are properties of an environment that has plenty of tools but no single place where the program’s intent is recorded and checked. The program uses them as a diagnostic list: a program that recognizes all four in itself has a structural problem, not a staffing one.
Fragmented identity context
Identity facts are mastered in a directory but consumed everywhere else: by network policy, address management, telemetry, security tooling and compliance reporting. Each consumer has its own idea of how fresh its copy is. The same person can be current in one system and stale in another at the same moment. When a decision crosses those systems, there is no single moment at which the answer is settled, so the decision falls back to the weakest available evidence: someone attests that it’s right.
Uncorrelated telemetry
Every tool emits telemetry in its own shape. Turning those streams into one account of how a control is performing is a manual exercise, repeated at every audit. The combined view can’t be reproduced from the raw telemetry, because the work of combining it was done by people and never kept as an artifact in its own right. Book 12 treats this as a security operations problem and answers it with one evidence contract that every source emits into (Book 12, Chapter 02).
Point-in-time evidence
System security plans, plans of action and milestones, and assessor evidence packages capture the estate when they are assembled. Between assemblies, change is invisible to the package. Reassembly is rebuilt by hand each time instead of regenerated from what the systems already record.
Tool-shaped policy
Policy intent gets recorded inside the tool that enforces it. Move the tool and the policy goes with it. Replace the vendor and the policy has to be rewritten. Migrate to a new platform and someone has to rediscover the policy from a thousand configuration files. Because the intent never had a home of its own, it doesn’t survive a platform change. The Active Directory to Entra ID migration is the clearest federal example: an organizational-unit tree that encoded delegation, policy scope and accountability has no equivalent in a flat cloud directory, and whatever intent the tree held implicitly has to be found and restated (Book 02, Chapter 01).
Where each fix actually lives
The four failure modes and where the fix lives
	Failure mode
	Looks like a…
	Actually needs

	Fragmented identity context
	Directory problem
	Resolution rules that every consuming system follows, stated once

	Uncorrelated telemetry
	SIEM problem
	One record shape that every source emits before the SIEM sees it

	Point-in-time evidence
	GRC-tool problem
	Evidence regenerated from the authoritative record plus telemetry

	Tool-shaped policy
	Policy-engine problem
	Intent, its mapping to each platform, and its enforcement kept separate


[bookmark: _Toc00000697]Why more tooling doesn’t fix it
Each failure mode looks like a gap in tooling, and none is. A better directory doesn’t settle which copy of a fact wins when systems disagree; resolution rules that apply across all of them do. A better SIEM doesn’t correlate telemetry that arrives in incompatible shapes; a common record shape, emitted by each source’s adapter, does. A better governance, risk and compliance tool still stores a document someone assembled; evidence that can be regenerated from the record and the systems’ own output doesn’t depend on that assembly. A better policy engine is still a place where intent gets trapped; separating what the program intends from how each platform implements it is what lets the intent outlive the platform.
The common factor is that every fix sits underneath the tools, in how the program records what should be true and checks it. Without that layer, a program rebuilds the same fixes for each tool, each migration and each audit cycle. This chapter doesn’t claim the program’s design is the only way to build that layer. It claims some such layer is needed, and the four failure modes are how a program can tell whether the one it has is enough.
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Organizations that are driven by compliance often carry more operational risk over time, not less. The program’s explanation is three observations that are each unremarkable on their own:
1. Compliance reporting is point-in-time. The package reflects the estate at the moment it was assembled.
1. The estate changes continuously. Configurations, identities, telemetry formats and tool versions change every day.
1. Assessment cycles are slow. Federal law sets a floor of annual testing, and authorizations run for periods the agency sets.
Put together, the truth the package describes and the truth the estate exhibits diverge between cycles, and risk accumulates in the divergence. Each assessment rediscovers it as findings, treats them as new, and produces a new snapshot that starts diverging as soon as it’s signed.
NIST describes the same dynamic in plainer terms. In the Risk Management Framework’s Monitor step, SP 800-37 Rev. 2 says that “systems and environments of operation are in a constant state of change”: hardware, software and firmware upgrades, staff turnover, and changes to facilities and physical access. It adds that changes made by external providers “can be difficult to detect,” and that unauthorized changes come both from adversaries and from “inadvertent errors by authorized personnel.”1 SP 800-137 puts the consequence directly: an initial authorization “is based on evidence available at one point in time, but systems and environments of operation change.”2
Why checkbox governance makes it worse
The natural response to findings is to add controls, checkpoints and reviewers. Each addition is well meant. Together, they make reporting heavier while leaving the underlying change untouched. The program sees three patterns emerge:
· Reviewer fatigue. As checklists lengthen, reviewers approve by pattern rather than by evaluation, and an approval stops carrying information.
· The document becomes the artifact. Teams produce documents that describe what should be true, with no link to anything that checks whether it is.
· The findings backlog becomes permanent. Long-running plan of action and milestones items become part of the furniture: tolerated, never closed, and treated as a cost of doing business.
Every checkbox added this way raises the cost of reporting and lowers the share of the evidence that reflects the estate as it is. That, in one line, is the paradox.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b13-governance/png/ch01-two-responses.png]
Two responses to the same findings: checkbox governance adds weight and leaves drift alone; deterministic evidence regenerates the package so drift shows up between audits.
[bookmark: _Toc00000699]What federal guidance already asks for
None of this contradicts federal policy. The policy already points away from the snapshot. What lags is practice.
The law sets a floor, not a ceiling. FISMA requires each agency’s security program to include periodic testing and evaluation of the effectiveness of its security policies, procedures and practices, “with a frequency depending on risk, but no less than annually,” and requires that testing to include automated tools consistent with NIST standards.3 Annual is the minimum, and automation is part of the requirement, not an optional extra.
NIST defines continuous monitoring as awareness, not as a calendar. SP 800-137 defines information security continuous monitoring as “maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions.” It is careful about the words: “continuous” and “ongoing” mean controls and risks are assessed “at a frequency sufficient to support risk-based security decisions,” and “data collection, no matter how frequent, is performed at discrete intervals.”2 It describes what continuous monitoring is for: keeping the system security plan, risk assessment, assessment report and plan of action and milestones current, so that an assessment and risk determination process “otherwise static between authorizations” becomes a dynamic one.2 CA-7 turns that into a control: a system-level continuous monitoring strategy with defined metrics, monitoring and assessment frequencies, ongoing assessments, correlation and analysis, response actions, and status reporting.4 Book 12, Chapter 12 builds the pipeline that answers CA-7; this book is the governance view of the same requirement.
The Risk Management Framework expects ongoing authorization. SP 800-37 Rev. 2’s executive summary says organizations implementing the framework will be able to “make the transition to ongoing authorization a priority and use continuous monitoring approaches to reduce the cost and increase the efficiency of security and privacy programs.”1 Its Monitor step ends in Task M-6, ongoing authorization: the authorizing official reviews the system’s security and privacy posture “on an ongoing basis to determine whether the risk remains acceptable.”1 Appendix F draws the distinction this book relies on. Reauthorization is “the static, single point-in-time risk determination and risk acceptance decision that occurs after initial authorization.” Ongoing authorization is the follow-on risk determinations and acceptance decisions taken at agreed and documented frequencies, time-driven or event-driven, and “dependent on a robust continuous monitoring program.”1
OMB makes it agency policy. Circular A-130 directs agencies to transition systems and common controls to ongoing authorization when they’re eligible and the authorizing official approves, and to reauthorize on a time- or event-driven basis according to their risk tolerance. It sets two conditions for leaving “a static, point-in-time authorization process”: an initial authorization, and continuous monitoring programs that cover all implemented controls with appropriate rigor and frequency. Until the authorizing official formally approves the transition, systems “remain under a static authorization process with specific authorization termination dates enforced by the agency.”5
So the destination is settled. NIST also says why so few systems reach it: “if a substantial portion of monitoring is not accomplished via automation, it will not be feasible or practical to move from the current static authorization approach to an effective and efficient ongoing authorization approach.”1 It suggests a phased path, starting with automated information and filling gaps with manual assessments, and starting with low-impact systems.1 The compliance paradox, read this way, is what happens when a program has the ongoing-authorization policy without the automation that makes it workable: the frequency goes up, and the cost of each manual reassembly goes up with it.
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The fix isn’t tighter reporting. It is evidence that’s deterministic: the same authoritative record and the same inputs always produce the same evidence, and the package can be regenerated on demand without anyone coordinating the assembly. These are the program’s design properties, not an external standard:
1. No silent drops. Every input is accepted or rejected with a reason. Nothing disappears.
1. Append-only storage. Evidence is never edited in place. A correction is a new record that supersedes the old one.
1. Stable ordering. Re-running the assembly produces records in the same order.
1. Idempotent ingestion. Ingesting the same source twice yields the same record, not two.
Together these remove the reason the gap between cycles matters. If an assessor can re-run the assembly months after the original assessment and get an identical bundle, the bundle stops being a document someone vouches for and becomes a result anyone can check. Chapter 05 describes the rule model that makes this possible, and Chapter 07 the evidence chain.
Two responses to the same findings
	
	Checkbox governance
	Deterministic evidence

	Response to findings
	Add controls, checkpoints and reviewers
	Make evidence regenerable from the record

	Effect on reporting
	Heavier each cycle
	Constant; assembled on demand

	Effect on drift
	Untouched
	Surfaced continuously as findings

	How it’s verified
	Re-read the document
	Re-run the assembly and compare the result


What changes for an authorizing official
A package built this way gives the authorizing official four things an attested package can’t:
· Independent re-execution. The official, or an assessor working for them, can re-run the collection and the assembly without the operator’s help.
· Verifiable evidence. Each record carries a cryptographic hash, and the bundle’s hash is computed over them, so any change after the fact is detectable.
· Findings between assessments. Divergence from the record is reported as it is found, not discovered at the next assessment (Chapter 02).
· A source for every control’s intent. Each control’s implementation points to an entry in the authoritative record that states what should be true, not to a paragraph of narrative.
The official’s question changes from “is this document accurate today?” to “does the system keep proving that it is?” That is the question Task M-6 asks, and it’s a question an official can only answer with evidence that keeps arriving. The authorizing official alone accepts residual risk (Book 01, Chapter 09); the design changes what that decision rests on, not who makes it.
[bookmark: _Toc00000701]Governance has to lead the change, not follow it
A common federal pattern is to run a technical migration first and layer governance on top once the new platform is live. The program’s position is that this fails for three reasons, and the identity migration shows each one.
· Once the facts are wrong, every downstream decision is wrong. In an attribute-driven directory, access is computed from attribute values. A tenant migrated without agreed definitions for those attributes works, but it doesn’t govern, and tightening governance later means reclassifying every identity.
· The systems that consume the facts drift first. Network policy, address management and telemetry start using the new directory the day it goes live. If its facts aren’t settled at cutover, every consumer inherits the inconsistency.
· Evidence stops lining up. A system security plan written against the old directory can’t be regenerated against the new one if the definitions changed underneath it, so every authorization touchpoint becomes a reengineering exercise.
The response is to settle the record before the change: state the attribute model, the rules that compute group membership from it, and the provenance each value must carry, in the authoritative record, so the migration changes which system supplies a fact rather than what the fact means. Book 01, Chapter 04 walks the identity sequence, and Book 03 the HR source of those facts. The same pattern holds for every migration in this workbook. The platform is a consumer of the record; it isn’t the record.
[bookmark: _Toc00000702]Honest limits
· Determinism covers the evidence, not the truth. If the authoritative record is wrong, the platform will faithfully and reproducibly produce evidence of the wrong thing. Determinism doesn’t replace getting the record right. It makes the record the one place where being right matters, which puts the pressure on how the record is changed and reviewed (Chapter 04).
· It doesn’t shorten the technical work. Settling the record first shortens the governance timeline. A migration is still a multi-quarter program for a typical agency.
· Automation comes in phases. NIST’s own transition guidance expects a period in which automated evidence and manual assessment coexist.1 A program that is partly automated is on the path, not off it.
[bookmark: _Toc00000703]What this chapter establishes
1. Governance fails for structural reasons: fragmented identity context, uncorrelated telemetry, point-in-time evidence and tool-shaped policy. Each fix sits beneath the tools.
1. Point-in-time packages describe one day of an estate that changes constantly. Adding checkboxes makes reporting heavier without touching the change.
1. Federal guidance already points the other way: FISMA’s annual floor with automated testing, SP 800-137’s ongoing awareness, CA-7, SP 800-37’s Task M-6 and A-130’s transition to ongoing authorization. NIST says that transition isn’t practical without substantial automation.
1. The program’s response is evidence regenerated deterministically from one authoritative record, which an authorizing official can re-run and verify instead of trust.
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[bookmark: _Toc00000705]Chapter 02 — Drift Is the Primary Threat
Most controls don’t fail on assessment day; they fail quietly in between, when the estate stops matching the record and nothing is comparing the two.
[bookmark: _Toc00000706]In this chapter
What drift is and why the program treats it as the primary governance threat rather than one concern among many. The five ways it gets into an estate, drawn from NIST’s own description of how systems change. Why drift is silent, and why it is the opening other threats use. The configuration-management and continuous-monitoring controls (CM-2, CM-3, CM-6 and CA-7) that, read together, require it to be found. The program’s five drift classes, and what treating drift findings as evidence changes for operations and for the authorizing official.
Chapter 01 ended with a package that’s true on the day it’s signed and less true every day after. This chapter names the mechanism. Drift is any difference between what the authoritative record says should be true and what the running estate actually does. A setting that was changed and never recorded is drift. So is an account that outlived the person it belonged to, a group rule that stopped evaluating, a policy that was assigned but never applied, and a change that happened with nothing to show who authorized it.
Phishing, supply-chain compromise and insider misuse are real threats, and the program helps surface them. But as a governance threat, drift comes first, because it’s the one most programs track least and the one the others most often depend on.
[bookmark: _Toc00000707]What drift is, in NIST’s terms
NIST’s control catalog doesn’t use the word “drift.” It describes the same thing from the other side: a documented baseline, controlled change against it, and detection of change that wasn’t controlled.
· CM-2, Baseline Configuration, asks the organization to “develop, document, and maintain under configuration control, a current baseline configuration of the system,” and to review and update it on a set frequency, when circumstances require, and when components are installed or upgraded. CM-2(2) asks for automated mechanisms to keep the baseline current, complete, accurate and available.1
· CM-3, Configuration Change Control, asks the organization to decide which changes are configuration-controlled, review and approve or disapprove them with security and privacy impact in mind, document the decisions, implement only approved changes, retain the records, and “monitor and review activities associated with configuration-controlled changes.” CM-3(5) asks for automatic security responses “if baseline configurations are changed in an unauthorized manner.”1
· CM-6, Configuration Settings, asks for documented settings in the most restrictive mode consistent with operations, implemented, with every deviation identified, documented and approved, and for the organization to “monitor and control changes to the configuration settings.” CM-6(1) asks for automated mechanisms to manage, apply and verify the settings, and CM-6(2) for defined actions in response to unauthorized changes.1
· CA-7, Continuous Monitoring, asks for a system-level continuous monitoring strategy with defined metrics and frequencies, ongoing assessments and monitoring, correlation and analysis of the results, response actions, and status reporting. CA-7(6) asks for automated mechanisms to keep monitoring results accurate, current and available.1
Read together, these describe drift detection without naming it. CM-2 is the record of what should be true. CM-3 is the only legitimate way to change it. CM-6 says the running settings must match the record or carry an approved deviation. CA-7 says somebody has to keep checking, at a frequency that supports risk decisions, and act on what they find. Drift is what CM-6 calls an unapproved deviation and what CM-3(5) and CM-6(2) call an unauthorized change. The program’s term is shorter, and it covers more than configuration settings: identity facts, group rules, role assignments and the evidence chain itself can all drift.
Book 00, Chapter 04 states drift detection as one of the program’s principles: the drift engine doesn’t assume that systems still agree; it re-checks on a schedule and produces a structured finding when they don’t. Drift is measured against the single source of truth, and against nothing else (principle 1).
[bookmark: _Toc00000708]Where drift comes from
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Five sources of drift feed a divergence that is silent unless something compares the estate with the record; the comparison turns it into a classified finding.
SP 800-37 Rev. 2 opens its Monitor step by saying that systems and their environments “are in a constant state of change,” across technology, people and facilities.2 Its discussion of Task M-1 gives the sources the program designs for:
1. Unauthorized change. NIST says unauthorized changes “may occur because of purposeful attacks by adversaries or inadvertent errors by authorized personnel,” and asks organizations to monitor for them and find the root cause of each.2 The second half matters more than it looks. Most unauthorized change isn’t malicious; it’s an administrator fixing an outage at two in the morning.
1. Authorized change that never reaches the record. NIST’s examples include configuration changes and patches installed “outside of the established configuration change control process.”2 An emergency change that was approved by phone, applied, and never written back leaves the estate and the record disagreeing even though nobody did anything wrong.
1. Provider change. “Changes made by external providers can be difficult to detect.”2 In a cloud estate, the provider ships features, changes defaults and retires settings on its own schedule. The tenant drifts from its baseline without anyone on the agency side touching it.
1. Facts that decay. NIST lists staff turnover among the human changes that affect posture.2 When a person moves or leaves and the record that drives their access isn’t updated, their access stays where it was. Book 03, Chapter 11 catalogs this class between the HR record and the directory.
1. Tool and agent updates. NIST names upgrades to hardware, software and firmware.2 An agent that updates itself, a schema that gains a field, or an adapter whose new version changes its output format moves the estate away from what the record expects, even when every individual change is benign.
Configuration is the most volatile part of this. SP 800-137 uses the configuration management family as its example of volatile controls: system configurations “typically experience high rates of change,” and “unauthorized or unanalyzed changes in the system configuration often render the system vulnerable to exploits.” For that reason it says CM-6 and CM-8 may need more frequent assessment and monitoring, preferably with automated tools that provide alerts and status on demand.3
[bookmark: _Toc00000709]Why drift is the primary threat
The program gives drift first place among governance threats for three reasons.
It is continuous. Other threats are events. Drift is a gradient that builds every time a configuration changes, an adapter updates, a schema evolves or an identity is provisioned. There’s no single moment to catch it, so it can only be found by checking repeatedly.
It is silent. Without a deliberate comparison, drift produces no signal at all. The systems involved keep reporting what they were told: the directory reports the group rule as configured, the policy console reports the policy as assigned, the governance tool reports the control as implemented. None of them is lying. Each reports the declared state, and the declared state is exactly what drift has moved away from. Book 02, Chapter 05 gives a concrete case: an administrative unit whose dynamic rule has been paused keeps its membership frozen while every other check passes. Book 12, Chapter 01 makes the same point about telemetry: a log source that stops flowing raises no alarm.
It is the opening other threats use. In the program’s reasoning, an attack that succeeds often succeeds through drift. A phishing campaign pays off because an account that should have been disabled wasn’t, or a permission granted for a project was never removed. A compromised component spreads because no one noticed that the deployed version no longer matched the approved one. An insider acts beyond their role because their access stopped tracking their role. Federal red teams see the same ground. In a 2023 joint advisory, NSA and CISA listed the ten most common misconfigurations their red and blue teams found, among them default configurations, improper separation of user and administrator privilege, poor patch management, weak or misconfigured multifactor authentication, and poor credential hygiene, and called them “systemic weaknesses across many networks.”4 Not every misconfiguration is drift; some were wrong from the start. But a configuration that was right at assessment and wrong six months later is exactly what a point-in-time package can’t see.
The conclusion the program draws: watching for the events isn’t enough. Drift itself has to be a first-class signal, so the events have nowhere to hide.
[bookmark: _Toc00000710]How the program names drift
Calling everything “configuration drift” loses the ability to respond correctly, because different kinds of divergence need different fixes and carry different risk. The program names five classes, each the question it asks of a record or a change.
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The program’s five drift classes, each a question asked of the authoritative record; severity follows the class and whether the claim is in use.
The program’s five drift classes
	Class
	What has diverged
	Example

	Schema
	A record’s structure no longer fits the declared schema
	An attribute value that fails its expected format

	Semantic
	The structure is valid, but the meaning is stale or differs from the record
	A department code that no longer matches HR; a group rule that has stopped evaluating

	Provenance
	A change or reference has no resolvable, authorized record behind it
	A setting changed with no change record; an evidence chain with a missing link

	Authorization
	Something acted, or can act, outside what the record authorizes
	A role assignment that isn’t in the delegation matrix; a write to an HR-mastered attribute by the wrong principal

	Identity
	An object or issuer doesn’t resolve to the record
	An enabled account that matches no worker; a principal in the tenant with no counterpart in the registry


The five classes are the program’s design, not a NIST taxonomy. Each corresponds to a distinct failure and a distinct remediation. A schema finding is fixed by correcting the data or the schema. A semantic finding is fixed at the source of the fact, not in the copy. Provenance, authorization and identity findings can mean someone acted without authority, so they are investigated before anything is changed. Severity follows from the class and from whether the affected claim is in active use: the same divergence matters more on a live access path than on a dormant record.
Other books in the workbook name the drift checks for their own domains: attribute-value categories in Book 00, identity categories in Book 01, Chapter 04, administrative-unit checks in Book 02, Chapter 05, migration findings in Book 02, Chapter 11, and HR-to-directory drift in Book 03, Chapter 11. Those checks are instances of these five classes, not a competing list. Chapter 06 maps each of them to its class and describes the engine that detects, classifies and records drift, with its severity levels and response clocks.
[bookmark: _Toc00000711]From naming to discipline
Naming the classes is only the start. The program’s operating discipline has four steps:
1. Detect deterministically. The same record and the same observed state always produce the same findings. Structural and provenance checks run against the governed repository on every proposed change, before it merges. Runtime checks run as each adapter reads its platform.
1. Classify deterministically. Severity is a function of the class and whether the claim is in use. Operators don’t triage by judgment, and the same finding gets the same severity every time.
1. Remediate under contract. Each finding produces a remediation record: when it was found, what action was taken, the evidence, and the escalation path. Routine, deterministic fixes run as gated machine actions; findings that need judgment go to a person (Chapter 10).
1. Treat findings as evidence. Drift findings aren’t a side log. They are records in the same evidence chain as everything else, and they flow into the plan of action and milestones and the posture reports (Chapter 07).
How far step 3 may go without a person is set by the program’s actuation ladder in Book 01, Chapter 11: detection is L1, a proposed fix is L2, and gated actuation, where a person authorizes and the engine executes after a dry run, is L3 and the default ceiling.
What changes for security operations
In an attestation model, the security operations center finds drift through an outage, an incident or an audit. Here it receives drift as a structured stream with a class and severity already assigned. Most findings are routine and close through the gated path; what reaches an analyst is the subset that needs judgment. The center’s work shifts from finding drift to tuning the classification and handling escalations. Book 12 covers the detection and response side; this book is the governance view.
What changes for the authorizing official
For the authorizing official, drift handled this way provides:
· Visibility between assessments. Findings arrive continuously, not once a cycle.
· Consistent severity. The official can rely on the classification without re-evaluating each finding.
· Evidence per finding. Each finding carries its remediation record and its place in the evidence chain.
· A trend. Drift findings over time are a measurable property of the program’s health, and a rising count is information before it is a failure.
That is what CA-7 asks for in correlation, analysis, response and reporting,1 and what SP 800-37’s Task M-1 asks for in monitoring for unauthorized change.2 Book 12, Chapter 12 builds the reporting pipeline. It also moves the official from periodic reauthorization toward the ongoing authorization described in Chapter 01.
[bookmark: _Toc00000712]Honest limits
· Coverage is growing, not complete. In the program’s own tooling, schema and provenance checks run on every change today. Runtime detection of semantic, authorization and identity drift is partial or still in design across the adapters. Chapter 06 shows where each stands.
· Automatic fixes are limited to deterministic ones. Drift that needs human judgment escalates; it isn’t fixed automatically.
· Drift is measured against the record. If the record itself is wrong, the engine will faithfully report that nothing has drifted. That is why changes to the record carry their own control and provenance (Chapter 04).
[bookmark: _Toc00000713]What this chapter establishes
1. Drift is any difference between the authoritative record and the running estate. It is continuous, silent and the opening other threats use, which is why the program treats it as the primary governance threat.
1. It comes from five sources NIST itself names: unauthorized change, change outside change control, provider change, staff turnover and upgrades. SP 800-137 uses configuration management as its example of controls that change fastest.
1. CM-2, CM-3, CM-6 and CA-7 together require a baseline, controlled change, detection of unapproved deviation and ongoing checking. They describe drift detection without using the word.
1. The program names five classes (schema, semantic, provenance, authorization and identity), and the domain checks in other books are instances of them. Findings are classified, remediated under contract and kept as evidence.
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1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls CA-7 and CA-7(6), CM-2 and CM-2(2), CM-3 and CM-3(5), and CM-6, CM-6(1) and CM-6(2), https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control text checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, §3.7, Task M-1 (System and Environment Changes), discussion, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-137, Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations, September 2011, §3.2.2 (Establish Monitoring and Assessment Frequencies; security control volatility), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-137.pdf (accessed Oct 21, 2026).
1. National Security Agency and Cybersecurity and Infrastructure Security Agency, Cybersecurity Advisory AA23-278A, “NSA and CISA Red and Blue Teams Share Top Ten Cybersecurity Misconfigurations,” October 5, 2023, https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a (accessed Oct 21, 2026).
[bookmark: _Toc00000715]Chapter 03 — One Authoritative Record: Single Source of Truth and the Six Planes
Drift can only be measured against something. If every system holds its own copy of the truth, there is nothing to measure against, so the first thing governance needs is a single record that every other system points back to.
[bookmark: _Toc00000716]In this chapter
Why the estate needs one authoritative record, what that record holds, where it lives and the rules runtime systems follow to consume it. The provenance chain that ties every report, export and evidence bundle back to the record version it came from. The six control planes, what each one is authoritative for and why the cut is six. How the record relates to the systems that own facts upstream of it, including the HR system of record and the attribute map in Book 03. The governance platform’s own principles, and what an authorizing official can expect from all of it.
[bookmark: _Toc00000717]The governance nobody wrote down
For twenty years many enterprises ran their governance without writing it down. Active Directory was more than an identity store. Placing a user or a computer in an organizational unit set delegation boundaries, Group Policy scope, group membership and an audit boundary in one move, and DNS, DHCP, certificate services, RADIUS and LDAP-bound applications all leaned on the same tree. The OU tree was the governance model. Book 01, Chapter 02 sets out that coupling in full.
Microsoft has replaced the parts: Entra ID for the directory, Intune for Group Policy, Conditional Access for perimeter enforcement. What the replacements don’t supply is the framework for deciding what each part should hold. Migrations that move users into a flat directory without one lose every relationship the hierarchy encoded. Delegation boundaries vanish, policy inheritance breaks, group membership turns into a spreadsheet, and the infrastructure services that depended on the directory lose their anchor. Every system then holds its own slightly different idea of who belongs where, and nobody can say which one is right.
The program’s answer is to make the governance explicit and to keep it in one place: an authoritative record that defines structure, policy intent and authority exactly once, with every other representation treated as a pointer back to it.
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The authoritative record: upstream systems own their facts, the governed repository records desired state and authority, runtime systems read it, and derived artifacts point back to it.
[bookmark: _Toc00000718]What the record is
The single source of truth is the authoritative origin for every identity, addressing, enforcement, telemetry and governance claim the program handles. Every other representation of that claim is a provenance-anchored pointer: a copy that knows where it came from, can be checked against its origin, and can be refreshed or retired. That gives the record three jobs at once:
· The foundation of governed operations. Plans, rules and policy intent are read from it; nothing operational starts anywhere else (Chapter 04).
· The root of the provenance chain. Every artifact the program produces can be traced back to a specific version of the record.
· The baseline for drift. Every drift finding in Chapter 06 is a statement that the estate, or some copy, no longer matches the record.
“Single” means logically single, not one server in one building. One authoritative source can be replicated across regions for durability and still be a single source of truth, because exactly one copy accepts authoritative writes and the others are explicitly subordinate. Book 09, Chapter 04 draws that line between logical and physical centralization, and explains why unofficial “just for performance” copies are where drift is born.
The idea matches how federal controls already describe configuration. SP 800-53’s CM-2 requires an organization to “develop, document, and maintain under configuration control, a current baseline configuration of the system.” CM-2 is in all three NIST baselines and in FedRAMP’s Rev5 Class B, C and D baselines.12 The authoritative record is that baseline, kept in a form machines can read and compare against, extended from system settings to the organizational facts the settings depend on. “Record” here is an architectural term; the record’s history is also a federal record in the legal sense, and Chapter 13 separates the two.
[bookmark: _Toc00000719]Where the record lives
The program keeps its governance artifacts in a version-controlled repository. In the worked example the repository runs on the platform host that Book 01, Chapter 03 describes, with signed commits, a standby replica and off-site backup. The repository holds three kinds of artifact:
What the authoritative repository holds
	Surface
	What it holds
	Example

	Governance documents
	Policies, plans and evidence: the human-readable statement of intent and the record of what was done
	The delegation matrix, an authorized migration plan, an evidence bundle

	Schemas
	The authority for structure: what a valid object, attribute or plan looks like
	The plan schema, the attribute schema, the administrative-unit tier structure

	Rules
	Consumer rules and validation logic: what the platform checks and how
	Dynamic-group naming rules, plan validation checks, drift rules (Chapter 05)


A document registry lists every artifact, what it is and whether it is an authoritative origin or derived from another document. The registry is itself part of the record, which is why the change process in Chapter 04 starts by updating it.
The consumer rule
Runtime systems read the record. They don’t write to it, except through the governed change process (a reviewed pull request) or tooling explicitly designated to do so. The program’s design adds three rules for how code consumes the record:
1. Resolve by a stable reference. Code looks up a governance artifact through a stable, package-relative mechanism, so it can be found from any working directory of the installed system and survives installation and deployment.
1. Read-only at runtime. A running service never edits the record it is enforcing. If it needs a different value, that is a change request, not a write.
1. No private copies. Hardcoded absolute paths, and fallbacks that look for a sibling checkout of the repository, are forbidden outside test fixtures. Each one is a quiet second source of truth.
The rules are simple, and they are where most real-world drift starts. A script that reads a local copy of the delegation matrix “because the repository was slow that day” is now enforcing a matrix nobody reviewed.
[bookmark: _Toc00000720]The provenance chain
Every artifact the program produces cites the record it was derived from. Documents fall into two classes:
· Authoritative origins derive from nothing. They are the leaves of the chain: a policy, a schema, an authorized plan.
· Derived artifacts (reports, exports, evidence bundles, dashboards) must carry a provenance block naming the source document, its version, when the artifact was derived and what derived it.
The block is anchored with a content hash over the claim it carries, so that a changed claim no longer matches its provenance.
[bookmark: _Toc00000721]Illustrative, not a production schema
The block below shows the shape of a provenance record. Field names and values are examples, not tested against a production pipeline; adapt them to your own schema and review them before use.
# Illustrative provenance block carried by a derived artifact
provenance:
  source: governance/delegation-matrix.yaml   # the authoritative document
  version: 7f3c2a9e                            # commit of the record it was derived from
  derived_at: 2026-10-21T14:05:00Z
  derived_by: fmp-report-generator 2.4.1       # the mechanism, not a person
  content_sha256: 9b1d...e04a                  # hash over the claim content
Git already works this way underneath. It is a content-addressable store: every object is filed under a hash computed from its content, so the version identifier of a file in the record is a checksum of what the file says.3 Pinning a derived artifact to a commit pins it to exact content. That is what lets an auditor ask “what was the authoritative value on this date?” and receive a machine-readable answer instead of a recollection.
[bookmark: _Toc00000722]The six control planes
The record covers the whole control surface of the estate, and the program divides that surface into six control planes. Each plane is authoritative for its domain, with its own source of truth, its own schemas and its own class of drift findings. All six operate as one system.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b13-governance/png/ch03-six-planes.png]
The six control planes, in the order authority flows between them, with the single runtime loop back from management to identity.
The six control planes
	Plane
	Authoritative for
	Consumes
	Where the workbook carries it

	Identity
	The root namespace: every actor (person, service principal, device, workload) named exactly once, and the assurance level of each
	The HR system of record and other upstream authorities for the facts about each actor
	Book 02, Book 03, Book 04

	Addressing
	Deterministic IP address management, DNS and DHCP: names and addresses derived from identity and policy, not assigned by a parallel administrative process
	Identity
	Book 08

	Network
	Routing, segmentation and overlay transport: path decisions that flow from who (identity) and where (addressing)
	Identity and addressing
	Book 09

	Telemetry and location
	Real-time signals in a common claim form. Drift findings, evidence claims and policy decisions all begin as telemetry events
	Every plane’s emissions
	Book 12

	Security and compliance
	Zero Trust enforcement and authorization alignment: the policy decision and enforcement points that evaluate access
	Identity, addressing and telemetry
	Book 04, Book 11

	Management
	Governance and configuration management: drift detection, stewardship, evidence regeneration and device compliance reporting
	All five planes
	This book; Book 05 for devices


The security and compliance plane follows the federal reference model. NIST SP 800-207 describes access as granted through a policy decision point and a corresponding policy enforcement point, and requires the control plane those components use to be logically separate from the data plane that carries application traffic.4 The program keeps the record on the decision side of that line. Book 00, Chapter 04 calls the same idea separating the record from the enforcer.
[bookmark: _Toc00000723]Two different sixes
Book 12, Chapter 01 also names six planes: identity, cloud platform, Microsoft 365, endpoints, network and data. Those are the sources that have to emit telemetry, cut by where logs come from. The six control planes here are cut by authority: who is allowed to say what is true. The two lists answer different questions and aren’t meant to line up one to one. Book 12’s six sources all feed the telemetry and location plane here.
Why six
The cut is the program’s design, and it isn’t arbitrary. Each plane corresponds to a distinct authority boundary: one source of truth, one set of authoritative schemas, one class of drift findings. Six is the smallest cut that does three things:
1. It names every authoritative source an authorizing official needs to evaluate during review.
1. It maps cleanly to operational roles. Every mission class lands inside exactly one plane, so every finding has one owning team.
1. It avoids the “everything is identity” overload. Folding addressing, telemetry and management into the identity plane would make them impossible to drift-check independently. A stale DNS record and a stale group membership are different failures with different owners, and the record should say so.
How the planes interact
At the authoritative level, interaction runs one way: identity feeds addressing, addressing feeds network, network feeds telemetry, telemetry feeds security and compliance, and security and compliance feeds management. Each plane consumes only from the planes upstream of it, as the Consumes column above lists, and any deviation surfaces as a drift finding rather than as a silent inconsistency.
Cycles exist only at runtime. A management-plane drift finding can trigger an identity re-evaluation, for example, when a device falls out of compliance and access has to be reassessed. Every such cycle passes through an explicit artifact (a finding, a plan, a closure record), never through ad hoc coupling between systems. That is what keeps the loop auditable: the runtime cycle leaves the same kind of record as everything else.
[bookmark: _Toc00000724]Who is authoritative for what
The record doesn’t master every fact itself. A person’s employment status is created by a personnel action, not by a commit, and a credential is issued by the identity platform, not by a YAML file. What the record holds for those facts is the authority: which system owns each fact, which system receives a derived copy, how the copy is derived and who may write it. Facts flow in from their owners; desired state, rules and plans originate in the record.
Which system is authoritative for which fact
	Class of fact
	Authoritative source
	What the record holds
	Plane

	Who a worker is and where they sit: existence, status, worker type, position, organization, supervisor
	HR system of record (Book 03, Chapter 04)
	The authority map, the crosswalk to directory attributes and the derivation rules
	Identity

	Contractors and other workers outside the HR system
	One authority per fact, under an accountable federal sponsor (Book 03, Chapter 06)
	Which register owns which fact
	Identity

	How identity is proven, and whether a request is permitted now
	The identity platform
	Conditional Access and authentication policy as code (Book 04, Chapter 10)
	Identity; security and compliance

	Which attribute slot means what
	The record itself
	The program attribute map: one assignment of each extension attribute for the whole workbook (Book 03, Chapter 06)
	Identity

	Devices
	The asset-lifecycle registry; device-management enrollment is enforcement, not truth (Chapter 04)
	Device classes, tiers and the device attribute map
	Management

	Declared infrastructure
	The infrastructure-as-code repository
	The reference to it, and the drift rules that compare it with the running estate
	Network; addressing

	Structure, delegation, policy intent, plans and evidence
	The record itself
	Everything: these are authoritative origins
	All


Two rules follow from the table. First, corrections flow upstream: when a directory attribute is wrong, the fix is a correction at the owning source or in the derivation rule, never a hand edit of the copy (Book 03, Chapter 04). Second, the platform decides where a write is accepted, not the program’s preferences. For a user synchronized from on-premises Active Directory, Microsoft documents that the source of authority for the fifteen extension attributes is the on-premises directory and that the properties are read-only in Entra ID; for a cloud-only user they can be set directly.5 The record has to say, for each attribute, which of those two worlds it lives in, and moving that boundary is a recorded change. That is why Book 03’s attribute map names a single writer for every slot, and why a write by any other principal is a drift finding.
Book 00, Chapter 04 states the same rule as the program’s first principle: every important claim has exactly one authoritative origin, and drift is evaluated against it and nothing else.
[bookmark: _Toc00000725]Four layers inside the identity plane
Within the identity plane, where most of the directory-migration work happens, the program groups its artifacts in four layers. Each layer depends on the one below it, and every artifact names the layer it belongs to.
The four layers of identity-plane artifacts
	Layer
	Responsibility
	Typical artifacts
	Workbook home

	Governance
	Drift detection, telemetry, escalation, boundary impact, provenance and the error taxonomy
	Drift rules, escalation playbooks, telemetry contracts
	This book

	Policy
	Validation, enforcement tests, decision trees and service-level tracking
	Validation cmdlets, decision trees, service-level heat maps
	Book 01, Chapter 11, Book 04

	Structure
	Administrative-unit delegation, the workflow catalog and the migration runbook
	Delegation matrix, runbooks
	Book 02, Chapter 05

	Identity
	The dynamic-group library, attribute mapping and extension attributes
	Group rules, the attribute map
	Book 03, Chapter 06


[bookmark: _Toc00000726]The governance platform’s own principles
Book 00 states fifteen principles for the whole program. The governance platform that holds and enforces the record rests on a narrower set: three that apply wherever the platform is used, and three that bind only once the platform does more than record and report. All six are the program’s design.
The three that always apply:
1. Single source of truth. Governance artifacts define structure, policy intent and authority exactly once. Downstream systems resolve them by reference instead of duplicating the logic.
1. Evidence that cites its source. Every artifact the platform produces (a system security plan section, a plan of action and milestones, an indicator dashboard, a component definition) cites the record document and version it derives from, so a reviewer can trace a finding back to its requirement.
1. Drift is explicit. Structural and provenance mismatches are first-class findings in a fixed set of classes (Chapter 02, Chapter 06), not exception reports someone has to notice.
The three that bind later:
The three principles that bind as the platform does more
	Principle
	Binds when
	Why only then

	Separation of governance and execution: the component that decides never acts, and the one that acts never decides
	The platform begins writing to the estate (gated actuation, L3, on the actuation ladder)
	While the platform only records and advises, there is no runtime to split. Chapter 04 covers the mechanics

	Boundary enforcement: no governance artifact reaches beyond the declared authorization boundary, and out-of-scope references are rejected at validation
	The platform runs as a service inside the boundary
	Before that, the boundary is a documented scope; afterwards it is an enforced runtime check (Book 10)

	Tenant agnosticism: shipped artifacts carry no tenant-specific identifiers, user names or object IDs; environment values are injected at deployment
	Artifacts are shipped to other tenants or organizations
	A single agency’s deployment may carry local context; anything reused elsewhere must be portable


Earlier framings listed seven principles. Four of those names (deterministic state, schema fixity, provenance traceability, drift resistance) were partial statements of the first three and have been folded into them. “Assessment before action” is an operating discipline that follows from the first and third, not a separate principle.
One more design position runs underneath all of them: the core of the record is not federal-specific. Federal compliance (FedRAMP, machine-readable control documentation, indicator reporting) is a layer on top of a general governance core, so the same record can serve an enterprise that has never heard of an authorization package. Book 01, Chapter 02 makes the same point about the program’s vendor-neutral adapters.
[bookmark: _Toc00000727]Changing the record, and measuring against it
Because the record is the baseline for everything else, changing it is the most consequential act in the program. Every modification to the repository has to update the document registry. Doctrinal changes (superseding a document, retiring one, shifting its scope) also need a reviewed decision record, and every change passes the review its layer calls for before merge (Chapter 05). A direct commit to a doctrinal document without a decision record behind it is itself a drift signal. Chapter 04 sets out the full change path.
Drift is then evaluated against the record. Chapter 06 presents the program’s single drift model, with schema, semantic, provenance, authorization and identity classes, and maps the other books’ drift checks onto it. One finding belongs to the record specifically: contention, a write directed at a copy that has been demoted after the roster of authoritative sources was ratified. It is an authorization finding in Chapter 06’s model, since something acted on a copy it wasn’t authorized to write. It also matters for a second reason. It is the signal that a second source of truth is trying to grow back. A continuous-integration gate on the repository fails on any critical finding against the record’s own content, so the record can’t drift from itself.
[bookmark: _Toc00000728]What an authorizing official gets
Organized this way, an authorization package changes shape:
· A control narrative for each plane instead of one perimeter-centric narrative.
· A citation for every policy intent, pointing to a specific version of the record.
· Drift findings scoped per plane. Identity, addressing and telemetry drift each carry their own evidence trail instead of collapsing into a single “system drift” line item.
· A machine-readable answer to “what was the authoritative value on this date, and who changed it?”
Without one authoritative record, every system holds a slightly different copy of the same claim, the copies diverge, and nobody can say which is right. With one, every other system holds a pointer that can be validated, refreshed or retired. Drift becomes detectable, and provenance can be reconstructed.
[bookmark: _Toc00000729]Notes
1. National Institute of Standards and Technology, SP 800-53 Rev. 5 (release 5.2.0), Security and Privacy Controls for Information Systems and Organizations, control CM-2, Baseline Configuration (statement; security baselines Low, Moderate and High), Cybersecurity and Privacy Reference Tool, https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_2_0/home (accessed Oct 21, 2026).
1. FedRAMP, “Configuration Management (CM),” Full Rev5 Control Reference, FedRAMP Consolidated Rules for 2026 (CM-02: FedRAMP Rev5 Baselines Class B, Class C, Class D), https://www.fedramp.gov/2026/reference/controls/configuration-management/ (accessed Oct 21, 2026).
1. Scott Chacon and Ben Straub, Pro Git, 2nd ed., §10.2 “Git Internals — Git Objects” (“Git is a content-addressable filesystem”; object keys are SHA-1 checksums of the content plus a header), https://git-scm.com/book/en/v2/Git-Internals-Git-Objects (accessed Oct 21, 2026).
1. NIST, SP 800-207, Zero Trust Architecture, August 2020, §2 (access is granted through a policy decision point and a corresponding policy enforcement point) and §3.4.1, item 5 (the data plane and control plane are logically separate), https://csrc.nist.gov/pubs/sp/800/207/final (accessed Oct 21, 2026).
1. Microsoft Graph documentation, “onPremisesExtensionAttributes resource type” (for an onPremisesSyncEnabled user, the source of authority is on-premises Active Directory and the properties are read-only; for a cloud-only user they can be set on create or update; device extension attributes are managed only in Entra ID), https://learn.microsoft.com/graph/api/resources/onpremisesextensionattributes?view=graph-rest-1.0 (accessed Oct 21, 2026).
[bookmark: _Toc00000730]Chapter 04 — Change Control and Provenance
An authoritative record is only as good as the path into it. If a change can reach the estate without starting from the record, being approved by the right authority and leaving its proof behind, the record stops being authoritative the first time someone is in a hurry.
[bookmark: _Toc00000731]In this chapter
The five change classes (move, add, change, deletion and reset) and the five-clause path every one of them travels. Where legitimate work comes from, and the sources of truth for non-human objects. How changes to the authoritative record itself travel as reviewed pull requests. Why the identity that decides and the identity that acts are kept apart. What provenance a state change has to carry, and the rule that no closure counts unless it carries its proof. How all of this lines up with the SP 800-53 controls an assessor will ask about, and where it stops.
[bookmark: _Toc00000732]Where compliance actually decays
Chapter 01 argued that compliance decays because the estate keeps changing after the assessment, and Chapter 03 gave the program one record to measure the estate against. Neither helps if changes can bypass the record. Most drift isn’t malicious. It’s a help-desk technician fixing a group membership in the portal, an engineer applying a hotfix during an outage, a migration script run with a standing administrator account over a weekend. Each change may be correct. None of them leaves the record able to say who asked for it, who approved it or whether it worked.
The program’s answer is a single path for every operational change, with no second path for urgent or routine work. The path is the program’s design. It is the same lifecycle Book 00, Chapter 04 states as the second principle and Book 01, Chapter 02 applies to the migration. This chapter is its full statement.
[bookmark: _Toc00000733]Five change classes
The program calls every operational change one of five classes, abbreviated MACD-R. The classes exist so that every change has a type, and every type has a source of truth, an approver and a verification check. The examples below are illustrative.
The five change classes
	Class
	What it does
	Identity example
	Device or infrastructure example

	Move
	Relocates an existing object to a different scope, owner or placement
	A worker transfers division, so their administrative-unit and group memberships change
	A server moves from one management group or network segment to another

	Add
	Creates an object that didn’t exist
	A joiner’s account is created before their start date
	A new device is registered and enrolled

	Change
	Modifies the properties of an existing object in place
	A Conditional Access policy’s conditions are edited
	A DHCP scope option or DNS record is updated

	Deletion
	Removes an object
	A leaver’s account is disabled, then deleted
	A retired device’s records are removed

	Reset
	Returns an object’s state or secret to a known starting point
	A credential reset or reissue
	A device wipe and re-provision, or a certificate re-key


The classes don’t change what the path requires. They change which source of truth originates the work and which verification proves it done. A deletion, for example, is often irreversible in practice, which is why Book 01, Chapter 11 treats a leaver’s deprovisioning as a rollback-never action and restores a wrongly removed person through the joiner process instead.
[bookmark: _Toc00000734]The five-clause path
Every change in every class travels five clauses. An operation that skips one is unauthorized by construction: it isn’t a change with a missing form, it’s a drift finding.
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The five-clause path: originate from the source of truth, authorize from the authority model, execute just in time, close with provenance and emit evidence; skipping any clause makes the operation unauthorized.
1. It originates with the source of truth. Work is created by a divergence between the record and the estate: a joiner in the HR system of record, a control gap against the compliance baseline, a migration wave in the modernization plan. A task with no such origin is an ad hoc assertion. Nothing authoritative asked for it, so nothing authoritative can attest it.
1. It carries an authoritative authorization. The approval resolves from the authority model, not from whoever is nearby. The owner and approver come from the same source of truth that originated the work. Pre-authorized lanes are allowed, but they are standing authorizations: recorded grants with a scope and a review point (an expiry, or for an L4 class the governance board’s quarterly review, which confirms or withdraws it), never the absence of approval. They are how the enumerated low-risk classes at L4 on the actuation ladder run without a person in the loop.
1. It executes under least privilege, elevated just in time. The executing actor, human or automation, activates a time-boxed, scoped role at execution and holds no standing privilege. The activation record becomes part of the operation’s evidence, binding who could act to what was done.
1. It closes with provenance. The closing update carries the verification payload that justified it (the probe result, the posture query, the re-test output) with a timestamp and the identity of the checking mechanism. A closure record without a verification payload doesn’t validate.
1. It emits verified, secured evidence automatically. The closure record, integrity-protected and carrying its lineage, flows into the continuous-monitoring stream with no human assembly. Evidence a person compiles arrives late and can’t be verified; evidence the lifecycle emits arrives continuously and carries its own chain of custody.
The five clauses are one chain: originated from the source of truth, authorized by the authority model, executed with least privilege, closed with provenance, and emitted as evidence back to the reporting plane. The next comparison against the record then either finds nothing to do or originates the next piece of work.
Clause 3 has direct product support in the worked example. Microsoft Entra Privileged Identity Management makes a role assignment eligible rather than active, so the holder must activate it for a limited period. Activation can require approval, multifactor authentication and a justification, and PIM keeps an audit history of activations.1 Book 04, Chapter 08 builds that pattern in full.
[bookmark: _Toc00000735]Where work comes from
Clause 1 needs a source of truth for every kind of object a modernization touches, not just people. The program designates one per class:
The source of truth for each class of work
	Object class
	Source of truth
	Why not the obvious alternative

	People (employees)
	The HR system of record (Book 03)
	The directory records state; HR records effective-dated personnel actions

	Contractors and other non-employees
	One authority per fact, under an accountable federal sponsor (Book 03, Chapter 06)
	No single register holds every fact

	Devices
	The asset-lifecycle registry
	Device-management enrollment is enforcement, not truth: a device that enrolled itself isn’t thereby authorized

	Declared infrastructure
	The infrastructure-as-code repository
	Portal state is the result, not the intent

	Compliance work
	The compliance baseline and its plan of action and milestones
	A finding with no baseline behind it has nothing to close against

	Migration work
	The modernization plan (Book 01, Chapter 11)
	A wave is a batch of planned moves, not a weekend of improvisation


One rule ties the non-human classes back to people: every item migrated must carry a human owner who can be resolved in the HR source of truth. An item with no resolvable owner is an orphan finding (an identity finding in Chapter 06’s model) before it is a migration candidate. Ownership is what lets clause 2 find an approver.
[bookmark: _Toc00000736]No new dependencies on Active Directory
A migration that retires Active Directory runs for most of a year, and the estate doesn’t stop changing while it does. Every new domain-joined server, every application that binds over LDAP, every service account and every Group Policy setting added during that year is one more thing to unwind before the domain controllers can go. So from gate G0 the change process asks one question of every Add and Change: does this create a new dependency on Active Directory? Microsoft’s guidance for leaving AD puts the same step first in its cloud-first phase: update change approval so it evaluates whether a change adds a dependency on AD DS, and evaluate Microsoft Entra alternatives when it does.2
What counts as a new dependency (design guidance):
· a new server or device joined to the domain;
· a new application that authenticates with Kerberos or NTLM, or reads or writes the directory over LDAP;
· a new service principal name, group managed service account or other service account in AD;
· a new Group Policy Object, or new settings in an existing one (Book 05, Chapter 07 already freezes each GPO once it’s inventoried);
· a new AD security group used to grant access;
· a new AD-integrated DNS zone, a new trust, or a new AD CS template or consumer, other than the domain controller and LDAPS certificates that stay on AD CS until AD retires (Book 07).
A yes isn’t automatically a no. Some workloads have no modern path yet, and Microsoft names Microsoft Entra Domain Services as an option for applications that still need legacy protocols when nothing more current works.3 But a yes becomes an exception, not a routine approval: it carries an owner, a reason, an end date and the Entra alternative that was considered, it’s approved by the authorizing official, because keeping AD dependencies open is a risk acceptance (Book 01, Chapter 09), and it goes on the list of dependencies Phase 4 has to retire (Book 01, Chapter 12).
The rule is enforced by measurement as well as by the question. The weekly assessment compares the AD inventory with the G0 baseline: a new computer account, service principal name, group managed service account, GPO, trust or AD group that no approved change or exception explains is a drift finding (Chapter 06), handled like any other change that skipped the path.
[bookmark: _Toc00000737]Changing the record: pull requests
The path above governs changes to the estate. Changes to the record itself (a rule, a delegation matrix, a schema, a plan) travel the same path in repository form: the change is a pull request, and the pull request is the authorization.
The program’s design for a pull request against the record:
1. The registry moves with the change. The pull request updates the document registry entry for every artifact it adds, changes, supersedes or retires.
1. Doctrinal changes carry a decision record. Superseding, retiring or changing the scope of a document needs a reviewed decision record in the same change. A direct commit with no decision record behind it is a drift signal (Chapter 03).
1. Checks run before merge. Schema validation, the rule checks for that layer (Chapter 05) and, for an operational plan, the validation gate in Book 01, Chapter 11, with the plan’s dry-run output and blast-radius summary attached.
1. Two people per change. At least one approver of record other than the author, and explicit sign-off on any action marked require-confirmation (Book 01, Chapter 11). Changes to the most sensitive objects, such as emergency-access exclusions or the pipeline’s own permissions, need a second approver from the security team (Book 04, Chapter 10).
1. The merge is signed. The merging commit is signed and verified, so the approval itself carries provenance.
1. Rollback is a revert. Undoing a change means reverting its commit and redeploying, so the rollback carries the same record as the change.
Common repository platforms can enforce most of this rather than leaving it to habit. GitHub’s protected-branch rules, for example, can require a set number of approving reviews, dismiss stale approvals when new commits change the diff, require that the most recent push be approved by someone other than the person who pushed it, require status checks to pass, and accept only signed and verified commits. By default those rules don’t bind administrators, so a separate setting has to apply them to administrators and to roles that can bypass branch protection.4 Whatever platform holds the record, turn on the equivalent of that last setting. A rule administrators can skip is a standing exception.
Emergencies get a path, not an exemption. During an incident an administrator may change the estate directly under a just-in-time activation with a ticket as justification, and the change is back-ported to the record by pull request within one business day. Until then the drift monitor reports it, which is the point: an emergency change that never reaches the record stays visible (Book 04, Chapter 10).
FedRAMP’s 2026 change-management indicators point the same way for cloud service providers. KSI-CMT-RMV asks that changes to machine-based resources be made by redeploying version-controlled resources rather than by direct modification wherever reasonable. KSI-CMT-LMC asks that modifications be logged and monitored, and KSI-CMT-VTD asks that testing and validation throughout deployment be automated.5 The indicators bind providers, not agencies (Book 10, Chapter 03). An agency that governs its own tenant the same way is making a design choice, and it can show its assessor the same kind of evidence.
[bookmark: _Toc00000738]Two identities, not one
The identity that decides a change and the identity that carries it out are kept apart. The governance layer validates plans, signs commits, enforces boundary rules and writes audit entries, but never touches a target. The execution layer takes an authorized plan, calls the adapters and writes back a structured result, but decides nothing. Book 01, Chapter 03 describes the split. The program’s design gives each side its own:
· Service principal. A compromised execution identity can’t approve its own work, and a compromised governance identity can’t reach the estate.
· Credential store. No secret serves both sides.
· Log stream. Each side’s record of a change can be checked against the other’s.
Revoking either identity stops the system safely, without leaving the other able to act alone. A component that both decides and acts can cover its tracks; separating them keeps every change auditable and reversible. Where the execution identity runs in automation, Book 04, Chapter 10 gives it no secret at all, through workload identity federation, and treats it as a Tier 0 asset.
The split applies to people as well as services. The author of a change isn’t its approver (clause 2 and the pull-request rules above), and the person who approves a plan doesn’t hold standing rights to execute it (clause 3).
[bookmark: _Toc00000739]Provenance for every state change
Every state change in the estate, whether made by a person, by the execution layer or by a sanctioned emergency, has to leave a provenance record. The record is the change-specific counterpart of the provenance envelope that Chapter 07 defines for every evidence claim and Chapter 05 requires of it. Its originating record is the envelope’s lineage, its execution identity is the issuer identity, its observed and recorded times are the extraction timestamp, and its integrity row is the lineage hash and signature:
The provenance a state change carries
	Field
	What it answers

	Originating record
	Which divergence, request or plan entry asked for this change, by reference and version

	Authorization
	Who or what approved it, under which authority, or which standing grant covered it (with its scope and its expiry or review point)

	Execution identity and activation
	Which identity acted, and the just-in-time activation that let it

	Observed and recorded times
	When the change took effect and when it was written down, which aren’t always the same moment

	Verification payload
	The probe, query or re-test that shows the expected state, and the identity of the mechanism that ran it

	Integrity
	A hash over the record’s content and a signature from the emitting component


[bookmark: _Toc00000740]Illustrative, not a production schema
The record below shows the shape of a closure record. Field names, identifiers and values are examples, not tested against a production pipeline; map them to your own evidence schema and review them before use.
# Illustrative closure record for one Move action
closure:
  change_class: move
  originating_record: hr-event/2026-10-20/personnel-action-0042   # mover from the HR feed
  plan: plans/fmp-2026-10-20-mover-0042/authorized                # authorized plan, by commit
  authorization:
    approver_of_record: governance-approver-group
    standing_grant: null                                          # none; approved per change
  execution:
    identity: fmp-execution-sp                                    # not the governance identity
    activation: pim-activation/8c1e...                            # time-boxed role, expired after use
  observed_at: 2026-10-21T13:58:12Z
  recorded_at: 2026-10-21T13:58:40Z
  verification:
    mechanism: fmp-verifier 1.9.0
    check: group-membership re-read matches expected-after
    result: pass
  integrity:
    content_sha256: 4f0a...91c2
    signature: execution-layer-key-2026Q4
Two federal controls describe what this record is for. AU-10 asks for irrefutable evidence that an individual, or a process acting on behalf of one, performed defined actions, and NIST’s discussion names approving information among the actions it covers and digital signatures among the mechanisms.6 The signed merge and the signed closure record are the program’s way of binding an approval and an execution to an identity. AU-10 is in the NIST High baseline, not Moderate, and FedRAMP’s Rev5 reference lists it for Class D only.7 At lower baselines the binding is a design choice, not a control the program is obliged to show. CM-5(1) asks that access restrictions for change be enforced by automated mechanisms and that those mechanisms automatically generate audit records of their enforcement actions. That matches clauses 3 and 5: the just-in-time activation is the enforcement, and its audit record lands in the evidence.
[bookmark: _Toc00000741]No closure counts unless it carries its proof
Clause 4 is the strictest part of the path, and it gets its own rule. A remediation task, a daily operational check, a plan-of-action milestone or a control test closed by a person clicking “complete”, with no machine-readable verification attached, is prose, not evidence. It asserts that work happened. It proves nothing an assessor can consume.
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Closure provenance: a closure carrying its lineage and verification payload enters the evidence stream; a human-only closure is a flagged exception, counted separately; reports are derived from both and can be re-run.
The rule has three requirements, all program design:
1. Every closure carries provenance. The closing update carries the verification payload that justified it, with a timestamp and the identity of the checking mechanism. The close is the contract: a closure without a payload doesn’t validate.
1. Human-only closure is an exception state, not a path. Operations need an escape hatch, so it stays possible. But it is visibly flagged, counted separately and never silently aggregated into control tests, continuous-monitoring evidence or service-level attainment. A pipeline that can’t tell probe-backed closures from attested-only ones is attesting fiction.
1. Reports are derivations, never compilations. Every report (continuous-monitoring roll-ups, plan-of-action aging, patch service-level attainment, evidence feeds) is derived from the closure stream by a generator that can be re-run and diffed. A report that can’t be regenerated from closure records is an artifact of effort, not of state.
The third requirement is what connects this chapter to the rest of the book. Chapter 07 builds the evidence model on it, and Book 12, Chapter 02 defines the record every source emits. Book 12, Chapter 12 carries the closure stream into CA-7 continuous monitoring.
[bookmark: _Toc00000742]At migration scale
A migration wave is the same path run many times. The modernization plan originates a batch of moves. Each move is executed under a just-in-time role, and each emits its own per-object closure evidence. That is how a migration stays an audited operation rather than a weekend of standing administrator rights. When the wave is done, the evidence packet in Book 01, Chapter 11 summarizes it, and the next comparison against the record shows zero actions if nothing drifted.
[bookmark: _Toc00000743]How the path lines up with the controls
The path is the program’s design, not a federal requirement. It is built to make the following controls easy to show. The statements below are summarized from SP 800-53 Rev. 5, release 5.2.0; baselines are NIST SP 800-53B and FedRAMP’s 2026 Rev5 control reference.6879

Controls the change path is built to evidence
	Control
	What it asks
	NIST baseline
	FedRAMP Rev5 classes
	Where the path supports it

	CM-3 Configuration Change Control
	Determine which changes are configuration-controlled; review and approve or disapprove them with explicit consideration of security and privacy impact; document decisions; implement approved changes; retain records; monitor change activity; coordinate through a change control element
	Moderate, High
	C, D
	The five change classes; the pull request as the review and the decision record; retained history in the repository

	CM-3(2) Testing, Validation, and Documentation of Changes
	Test, validate and document changes before finalizing them
	Moderate, High
	C, D
	Pre-merge checks, the plan validation gate, dry runs

	CM-5 Access Restrictions for Change
	Define, document, approve and enforce physical and logical access restrictions associated with changes
	Low, Moderate, High
	B, C, D
	Separate governance and execution identities; protected branches; just-in-time roles

	CM-5(1) Automated Access Enforcement and Audit Records
	Enforce those restrictions with automated mechanisms that automatically generate audit records of their enforcement
	High
	C, D
	PIM activation records and branch-protection enforcement, both landing in the evidence stream

	AU-10 Non-repudiation
	Provide irrefutable evidence that an individual or a process acting for one performed defined actions
	High
	D
	Signed merges and signed closure records; a design choice below the High baseline

	SA-10 Developer Configuration Management
	Require the developer of a system, component or service to perform configuration management, control the integrity of changes to configuration items, implement only approved changes, document them and their impacts, and track security flaws
	Moderate, High
	C, D
	Applies to the governance platform’s own code and artifacts, where the program is the developer. For a cloud service, SA-10 is the provider’s obligation, evidenced in its own package



Two points in the table are easy to get wrong. AU-10 isn’t a Moderate control, so an agency at the Moderate baseline doesn’t have to evidence non-repudiation, though the program recommends the signing anyway. And SA-10 is a developer control. It covers the program’s own tooling and the providers’ services, not every configuration change an agency makes to its tenant; that is CM-3’s job. CM-5(4), dual authorization, is in no NIST baseline, and FedRAMP’s reference lists no class for it.8 The program’s two-person rule is its own design, not that enhancement.
[bookmark: _Toc00000744]Honest limits
· The path governs what the program can see. A Global Administrator can still change a tenant directly. The path doesn’t prevent that. Drift detection catches it (Chapter 06), and the investigation uses the platform’s own audit log.
· Verification is only as good as the probe. A closure carries a payload, but a payload from a weak check proves little. The quality of the checks is reviewed like any other rule (Chapter 05).
· Exception lanes grow if nobody counts them. Human-only closures and standing grants are both legitimate, and both need a number someone reports on. Chapter 09 says who that is.
[bookmark: _Toc00000745]Notes
1. Microsoft Learn, “What is Microsoft Entra Privileged Identity Management?” (just-in-time privileged access; time-based and approval-based role activation; eligible versus active assignments; multifactor authentication and justification on activation; audit history), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-configure (accessed Oct 21, 2026).
1. Microsoft Learn, “Implement a cloud-first approach” (stop or limit new dependencies on AD DS; update change approval to include a step that evaluates whether a change adds new dependencies on AD DS, and to evaluate Microsoft Entra alternatives), https://learn.microsoft.com/entra/architecture/road-to-the-cloud-implement (accessed Oct 25, 2026).
1. Microsoft Learn, “Implement a cloud-first approach,” Applications (new applications that need legacy protocols by exception only; Microsoft Entra Domain Services when more current alternatives won’t work), https://learn.microsoft.com/entra/architecture/road-to-the-cloud-implement#applications (accessed Oct 25, 2026).
1. GitHub Docs, “About protected branches,” sections “Require pull request reviews before merging,” “Require status checks before merging,” “Require signed commits” and “Do not allow bypassing the above settings,” https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/about-protected-branches (accessed Oct 21, 2026).
1. FedRAMP, “Change Management,” Key Security Indicators, FedRAMP Consolidated Rules for 2026 (KSI-CMT-LMC, KSI-CMT-RMV, KSI-CMT-RVP and KSI-CMT-VTD with related SP 800-53 controls; mappings updated October 13, 2026), https://www.fedramp.gov/2026/providers/20x/key-security-indicators/change-management/ (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5 (release 5.2.0), Security and Privacy Controls for Information Systems and Organizations, controls AU-10 (statement and discussion), CM-3, CM-3(2), CM-5, CM-5(1), CM-5(4) and SA-10 (statements and security baselines), Cybersecurity and Privacy Reference Tool, https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_2_0/home (accessed Oct 21, 2026).
1. FedRAMP, “Audit and Accountability (AU),” Full Rev5 Control Reference, FedRAMP Consolidated Rules for 2026 (AU-10: Class D; FedRAMP value for the actions parameter includes the addition, modification, deletion, approval, sending or receiving of data), https://www.fedramp.gov/2026/reference/controls/audit-and-accountability/ (accessed Oct 21, 2026).
1. FedRAMP, “Configuration Management (CM),” Full Rev5 Control Reference, FedRAMP Consolidated Rules for 2026 (CM-03 and CM-03(02): Class C, Class D; CM-05: Class B, C, D; CM-05(01): Class C, D; CM-05(04): no class listed), https://www.fedramp.gov/2026/reference/controls/configuration-management/ (accessed Oct 21, 2026).
1. FedRAMP, “System and Services Acquisition (SA),” Full Rev5 Control Reference, FedRAMP Consolidated Rules for 2026 (SA-10: Class C, Class D), https://www.fedramp.gov/2026/reference/controls/system-and-services-acquisition/ (accessed Oct 21, 2026).
[bookmark: _Toc00000746]Chapter 05 — Deterministic Governance: The Three-Layer Rule Model
Automation makes the answer arrive faster; determinism makes it the same answer no matter who asks, which is the only kind an assessor can check without taking your word for it.
[bookmark: _Toc00000747]In this chapter
What “deterministic” means for governance, and why it is a stronger property than “automated.” The three layers the program keeps its rules in, what each layer declares, how each is written as code and reviewed, and why there are three rather than two. How the layers line up with the drift classes of Chapter 06 and with the security controls and machine-readable formats an authorization package uses. The properties the evidence pipeline must hold for a re-run to count as verification, and the limits of the whole idea.
[bookmark: _Toc00000748]The same inputs, the same evidence
Chapter 03 gave the program one authoritative record, and Chapter 04 put every change to that record under control. Neither one answers the next question: when the program turns that record into a statement about the estate (“this control has current evidence,” “this account is compliant,” “this setting has drifted”), how does anyone know the statement is right?
The usual answer is trust. An engineer ran a script, a tool produced a report, a reviewer signed it. That is attestation, and Chapter 01 explained why it decays. The program’s answer is determinism: given the same version of the authoritative record and the same collected inputs, the governance platform produces the same evidence, byte for byte. If that holds, an assessor doesn’t have to trust the run. They can repeat it and compare.
Determinism is a design property of the program’s tooling, not a federal requirement. It is the program’s response to the problem every point-in-time assessment has: the evidence describes a moment, and nobody can reproduce the moment afterward.
[bookmark: _Toc00000749]Automation is not determinism
Three properties make governance deterministic, and none of them is speed.
1. Reproducibility. The same record version and the same inputs produce the same bundle of evidence. Independent re-execution is the test.
1. Provenance. Every claim carries its full envelope: who or what issued it, when it was observed and recorded, and the lineage that links it to the inputs and the rule that produced it. Chapter 07 defines that envelope; Chapter 04 applies the same discipline to changes.
1. Hash-verifiable lineage. The bundle’s hash is computed over the hashes of its claims, so a change to any claim anywhere breaks the bundle hash.
Automation and determinism
	Property
	What automation delivers
	What determinism delivers

	Speed
	Faster output
	Faster output

	Reproducibility
	Output may vary by run, operator or time
	Same record version and inputs, same bundle

	Provenance
	Optional
	A full envelope on every claim

	Independent verification
	Not guaranteed
	An assessor re-runs and compares hashes


Byte-for-byte reproducibility is harder than it sounds. Two runs that reach the same conclusion can still serialize it differently: keys in another order, a timestamp formatted another way, a floating-point number rounded differently. Their hashes then differ even though nothing meaningful changed. The cure is a canonical serialization. RFC 8785, the JSON Canonicalization Scheme, is one published approach: it defines a single representation of JSON data, including deterministic property sorting, so that hashing and signing give the same result on both sides.1 Whatever scheme the program’s tooling uses, it has to be fixed, documented and part of the rule set, or determinism fails on formatting alone.
[bookmark: _Toc00000750]Three layers of rules
The program keeps its governance rules in three distinct layers, so that what a rule means, where it applies and how it is evaluated can each be versioned, reviewed and checked for drift on its own. The common failure, sometimes called policy-as-config, puts all three in one configuration file. It collapses three change boundaries into one, and it loses the ability to judge each layer for its own risk.
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The three rule layers: each has its own change boundary and its own drift classes, and the two lower layers are read-only to the runtime.
The three rule layers
	Layer
	Authoritative for
	Change boundary

	1. Authoritative rules
	What rules exist and what they mean
	Governance review, with the decision recorded

	2. Policy mappings
	Which rules apply to which controls, indicators and scopes
	A schema-validated change

	3. Runtime enforcement
	How rules are evaluated against live state
	A code change with tests


Each layer has its own change cadence, its own review surface and its own drift classes. That is why the drift engine can tell a change in what a rule means from a mapping that points at a retired rule, and both from runtime code that disagrees with the rule it claims to enforce.
Layer 1: authoritative rules
The rule layer is the single source of truth for which rules exist and what they mean. It lives in the program’s governed repository and is shipped to the runtime as read-only data: the runtime reads it, never writes it, and never reads it from a working copy someone could have edited by hand. A rule declares four things:
· a stable, versioned identifier;
· a semantic statement a person can read;
· the schema constraints any concrete instance has to satisfy;
· its provenance: the document and the recorded decision that authored it.
A rule doesn’t declare which components apply it, which controls it supports or how it is enforced. Those belong to the other two layers.
Layer 2: policy mappings
The mapping layer joins rules to operational scope. A mapping entry says, in effect, “component X (or indicator Y) is evaluated against rule R within scope S.” The mappings live in registries beside the rules: the list of adapters the program maintains (Chapter 08), and the bindings between rules and the controls or indicators they support.
Schema validation runs on every proposed mapping change and checks that each entry references a rule that exists. A dangling entry (one that names a retired rule, a renamed scope or an adapter that no longer exists) becomes a provenance finding, not a runtime crash. Mapping changes happen more often than rule changes: an adapter owner can add or retire a mapping through a normal reviewed change without invoking the rule-change process, and the schema gates keep the mappings consistent.
Layer 3: runtime enforcement
The runtime layer is the evaluation logic. It reads rules and mappings and evaluates them against live state. It has two parts: the adapters, each of which implements the program’s conformance contract for its platform and emits observations and evidence (Chapter 07); and an enforcement library that holds the decision logic and evaluates the observations into drift findings. In the program’s current tooling the enforcement runtime is a library called by the engine, with no command-line surface of its own, by design: enforcement is reached through the engine’s path, where the ladder’s gates apply, not invoked ad hoc.
The runtime is the only layer allowed to change observable state. Rules and mappings are read-only at runtime. How far the runtime may act on its own is not set here; it is set per operation class by the actuation ladder in Book 01, Chapter 11, where gated actuation (L3) is the default ceiling.
[bookmark: _Toc00000751]Rules as code
Writing rules as code means each layer is a file in version control, changed through review, tested before it lands and evaluated by a program rather than read by a person. The idea is not unique to this program. CISA’s ScubaGear, which assesses Microsoft 365 tenants against CISA’s secure configuration baselines, works in the same three steps: PowerShell reads the tenant’s configuration settings, Open Policy Agent compares those settings against Rego policies written to the baseline documents, and the results are reported in HTML, JSON and CSV.2 Open Policy Agent describes itself as decoupling “policy decision-making from policy enforcement” and lets users “specify policy as code” in a declarative language, Rego.3 Collection, decision and reporting are separate, and the policy is a reviewable file. That is the same separation the three layers formalize.
[bookmark: _Toc00000752]Illustrative, not production code
The fragments below show the shape of a rule, a mapping and a finding in the program’s design. Field names are illustrative, not a published schema. They have not been run against a production estate; review and adapt them before use.
A rule in layer 1 states meaning and shape, and nothing about where it applies:
rule:
  id: FMP-RULE-ORG-004          # stable identifier
  version: 3
  statement: >
    Every enabled workforce account carries an organization code that
    exists in the governed organization registry.
  schema:
    attribute: orgCode
    type: string
    pattern: '^[A-Z]{2,4}-[A-Z0-9]{2,6}$'
    must_resolve_in: org-registry
  provenance:
    authored_by: decision-record/organization-code-format
    approved: 2026-08-14
A mapping in layer 2 binds that rule to scope and to the controls it supports, and says nothing about how it is evaluated:
mapping:
  rule: FMP-RULE-ORG-004
  rule_version: 3
  component: adapter/entra-directory
  scope: all-enabled-member-users
  supports_controls: [AC-2, CM-6]
The runtime in layer 3 reads both, evaluates the directory and emits a finding that carries everything an assessor needs to reproduce it:
finding:
  rule: FMP-RULE-ORG-004
  rule_version: 3
  mapping: adapter/entra-directory#all-enabled-member-users
  record_version: 3f9c2ab
  input_hash: sha256:<hash of the collected snapshot>
  subject: <object id>
  result: fail
  drift_class: DRIFT-SCHEMA
  observed_at: 2026-10-21T06:00:00Z
Evaluation is a pure function of the rule version, the mapping and the collected input. Nothing in it depends on the operator, the clock at evaluation time or the order in which objects happened to be returned. The observed_at time is part of the input, recorded when the state was collected, not when the rule ran.
[bookmark: _Toc00000753]Reviewing rules
Each layer has its own reviewer and its own evidence of review, and the difference is the point.
Each layer’s review
	Layer
	Who reviews
	What the review checks
	Evidence it leaves

	Authoritative rules
	The governance body that owns the record (Chapter 09)
	Is the meaning right, and is the change worth its blast radius?
	A recorded decision, linked from the rule’s provenance

	Policy mappings
	The adapter or indicator owner, with automated schema validation
	Does every entry resolve to a live rule, and is the scope correct?
	A schema-validated diff of the registry

	Runtime enforcement
	Engineering review, with tests
	Does the code do what the rule says, and only that?
	Test results and the remediation contracts the code emits


These reviews are how the program supports, and produces evidence for, the configuration-change controls an assessor will look for. SP 800-53’s CM-3 requires an organization to determine which changes are configuration-controlled, review and approve or disapprove proposed changes “with explicit consideration for security and privacy impact analyses,” document the decisions and retain records of the changes. CM-3(2) requires testing, validating and documenting changes before they are finalized, and CM-4 requires analyzing changes for security and privacy impact before they are implemented. All three are in the Moderate baseline.45 The three layers don’t add controls; they make it possible to show, for each kind of change, which review happened and what it produced. Chapter 04 covers the change-control mechanics.
[bookmark: _Toc00000754]Why three layers and not two
A tempting simplification folds the mappings into the rules, declaring where each rule applies inside the rule itself. The program doesn’t, for three reasons.
1. Cadence. Rule changes go through governance review; mapping changes don’t need to. Folding them together either slows mapping work to the pace of governance, or weakens governance review to the pace of mapping work.
1. Blast radius. A bad mapping is fixed by editing a registry. A bad rule is fixed only by a new decision that supersedes the old one. Changes with different blast radii deserve different change boundaries.
1. Drift attribution. With separate layers, the drift engine can tell an assessor whether a finding is a shift in meaning or a mapping mistake. In a single artifact that distinction is lost.
The same reasoning keeps the runtime out of the mapping layer. The runtime has to execute, act and emit; a mapping must not.
[bookmark: _Toc00000755]Where drift lives in the layers
The five drift classes of Chapter 06 each have a home layer, and the home layer says who has to act.
Drift classes by home layer
	Drift class
	Where the mismatch lives
	Who resolves it

	Schema
	Rules: the declared schema against the actual structure
	The owner of the data, or of the rule if the schema is wrong

	Semantic
	Between rules and runtime: meaning has shifted
	Governance review and a code change, both

	Provenance
	Mappings, for an entry that references something that no longer resolves; runtime, for a state change with no change record
	The mapping owner, often by a registry edit; for a change with no record, an investigation first (Chapter 02)

	Authorization
	Runtime: a component acted or emitted outside its authorized envelope
	The runtime owner, with security review

	Identity
	Runtime: an issuer or object can’t be resolved to the record
	The runtime owner and the record’s steward


Dangling-reference provenance findings are mapping-layer concerns and are often simple to resolve; a change with no record is found at runtime, is investigated first and is P1 when the claim is live (Chapter 06). Semantic findings cross from the rules into the runtime and need both a governance decision and a code change. Knowing the layer turns “something is wrong” into “this reviewer, through this change boundary.”
[bookmark: _Toc00000756]How rules map to controls
The mapping layer is where a rule is tied to a control. In the example above, the organization-code rule supports AC-2 and CM-6. CM-6 requires an organization to establish and document configuration settings, implement them, identify and approve any deviations, and “monitor and control changes to the configuration settings.” CM-2 requires a current baseline configuration under configuration control, and CM-2(2) requires keeping it current, complete, accurate and available using automated mechanisms. CA-7 requires continuous monitoring with organization-defined metrics and frequencies, ongoing control assessments, and response actions. All of those are in the Moderate baseline. CM-6(1), managing, applying and verifying configuration settings with automated mechanisms, is in the High baseline but not the Moderate one.45 A deterministic rule set is one way to support these controls with evidence rather than narrative: the rules are the documented settings, the mappings say which component they bind, and the findings are the monitoring.
The authorization package also has a machine-readable form to map into. NIST’s Open Security Controls Assessment Language (OSCAL) defines models in three layers: catalog, profile and control mapping in the control layer; system security plan and component definition in the implementation layer; and assessment plan, assessment results and plan of action and milestones in the assessment layer. A component definition describes how an individual component satisfies controls so that its content can be imported into a system security plan.6 The program’s three rule layers line up with those models as follows. The correspondence is the program’s own, not something OSCAL defines: 
The program’s artifacts and the OSCAL models
	Program artifact
	Closest OSCAL model
	Why

	The controls the rules support
	Catalog, selected and tailored by a profile
	The program doesn’t restate controls; it points at a published catalog and baseline

	Policy mappings for one adapter
	Component definition
	Both say how one component supports which controls

	All mappings in force for a system
	System security plan, implementation statements
	The plan imports what the components declare

	Runtime findings for an assessment window
	Assessment results
	Evidence and findings from a set of assessment activities

	Open findings with remediation dates
	Plan of action and milestones
	Findings the system owner still has to address


FedRAMP’s 2026 Key Security Indicators are a separate mapping target. They bind cloud service providers, not agencies, and an agency reviews each provider’s quarterly Ongoing Certification Report rather than measuring the indicators itself (Book 10, Chapter 03; Book 12, Chapter 12). A program that operates its own cloud service offering can bind rules to indicators in the same mapping layer; an agency consuming certified services maps its own rules to SP 800-53 controls. Chapter 11 takes up how one body of evidence serves both.
[bookmark: _Toc00000757]How the pipeline keeps determinism
Determinism is a property of the whole evidence pipeline, not of one step. The program’s design holds every evidence emission to four properties:
1. No silent drops. Every collected record either enters the bundle or is recorded as rejected, with the reason.
1. Append-only writes. Records are never updated in place; a correction is a new record that references the one it corrects.
1. Ordered records. Order is defined by the data (observation time, then a stable key), not by arrival.
1. Idempotent ingestion. Ingesting the same record twice produces the same state as ingesting it once.
A bundle moves through a fixed lifecycle: assemble, seal, submit, close. Once sealed, a bundle is immutable. An update produces a new bundle that supersedes the old one and says so in its provenance. The system security plan entries, the plan of action and milestones, indicator reports and component definitions all come out of this one pipeline in the design, so they can’t disagree with each other about the same window.
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Determinism makes the re-run the verification: the same record version and archived inputs, through the same pipeline, produce a byte-identical bundle.
This is also how determinism answers drift. A remediation contract the drift engine writes at time T (Chapter 06) is part of the bundle for any window that covers T. Re-running the bundle for that window months later produces the same contract record. An authorizing official can verify that the program responded to drift correctly by re-executing, not by reading a narrative. Drift detection without determinism is incomplete: the findings exist, but no assessor can reproduce them.
[bookmark: _Toc00000758]What changes for the program
· Evidence is regenerable. The program doesn’t have to keep every point-in-time bundle forever. A bundle can be recreated from the record version plus the archived inputs. The inputs still have to be retained for as long as the records schedule requires (Book 12, Chapter 12).
· Tool lock-in shrinks. The evidence doesn’t depend on one vendor’s governance, risk and compliance tool to assemble it. Any tool that reads the bundles can present them.
· Reconstruction after an incident is cheap. An assessor looking at a past period can regenerate that period’s evidence without the original team.
· The audit cycle changes job. If re-running is cheap and drift findings flow continuously, the annual assessment stops being the moment evidence is refreshed. It becomes a review of the rule changes, the decisions and the program’s posture over the year, which is what an assessment should spend its time on. CA-7(1) asks for independent assessors to monitor controls on an ongoing basis;4 a re-runnable pipeline is what makes that practical.
For the authorizing official the property is simple: independent verification becomes a re-run, not an interview. The decision stays theirs. Determinism makes the evidence checkable; only the authorizing official accepts residual risk (Book 01, Chapter 09).
[bookmark: _Toc00000759]Honest limits
· Determinism is faithful to the record, not a check on it. A wrong rule, evaluated deterministically, gives the same wrong answer every time. Whether the rules are correct is a separate concern, and the more important one. That is why layer 1 changes go through governance review and not just a test suite.
· Continuous capture is a target, not today’s state. Adapters that collect at intervals are deterministic per interval. ScubaGear, for example, produces a report for each run, not a continuous stream. Continuous, event-time capture across all adapters is still engineering ahead.
· Regeneration needs the inputs. A program that discards its collected inputs after assembling a bundle loses the ability to regenerate it. Archive the inputs with the record version, or the strongest property in this chapter disappears.
· Byte-identical depends on discipline. One unpinned library version, one locale-dependent date format or one unordered set is enough to break reproducibility without changing any conclusion. The canonical serialization and the pinned toolchain are part of the rule set and change under the same review.
[bookmark: _Toc00000760]Key takeaways
· Determinism, not automation, is what lets an assessor verify governance without trusting the operator: same record version and inputs, same evidence.
· It rests on three properties together: reproducibility, provenance and hash-verifiable lineage.
· Rules live in three layers (meaning, mapping, enforcement), each with its own change boundary, reviewer and drift classes; only the runtime may act, and the actuation ladder caps how far.
· The layers map onto SP 800-53’s configuration and monitoring controls and onto OSCAL’s models; the mapping is the program’s design, the controls and models are published.
· Determinism is faithful to the record. Getting the rules right remains the primary job.
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[bookmark: _Toc00000762]Chapter 06 — The Drift Engine
Drift isn’t an exception to be explained at the next audit; it is the signal that tells the program, every day, where the estate has stopped matching the record.
[bookmark: _Toc00000763]In this chapter
What the drift engine compares, and why it compares against a versioned record rather than a last-known-good snapshot. The program’s one drift model: five classes, and how the drift checks defined in Books 00 to 03 and Book 05 map onto them. How severity is computed and how it relates to the actuation ladder. When detection runs, what the engine remediates and what it never does, the remediation contract each finding leaves, and which parts of the engine are built today.
[bookmark: _Toc00000764]Drift as a signal
Chapter 02 argued that drift, not the dramatic breach, is what erodes a compliant estate: a setting changed under pressure, an account nobody removed, a rule paused and forgotten. This chapter describes the machinery that answers it. The drift engine is the part of the governance platform that finds the gap between the declared state in the authoritative record and the observed state of the estate, classifies it, sets its severity and records what was done about it.
The idea is old. NIST’s guide to security-focused configuration management has four phases (planning, identifying and implementing configurations, controlling configuration changes, and monitoring) and observes that planning secure configurations and controlling change “is usually not sufficient to ensure that a system which was once secure will remain secure.” Monitoring is how an organization finds when the actual configuration has become different from the approved baseline.1 What the program adds is a fixed model for classifying what monitoring finds, a severity that follows from the classification rather than from a debate, and a record of every response that becomes evidence.
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The drift engine’s loop: compare observed state with the versioned record, classify, set severity, act within the ladder ceiling, and write a remediation contract.
[bookmark: _Toc00000765]What the engine compares against
The engine measures drift against a versioned authoritative record, not against an arbitrary “last-known-good” snapshot. The difference matters in three ways.
· The expected state is reproducible. The same record version always yields the same expected state, so a drift finding can be re-derived later (Chapter 05).
· Approved change isn’t drift. A change that went through Chapter 04’s change control updates the record first; the estate then converges to it. A snapshot-based tool sees every change, approved or not, as a deviation from the snapshot. NIST describes this reconciliation step: changes detected by monitoring are reconciled against approved changes by asking who made the change, whether it happened in a scheduled window, and whether it matches an approved change request, ticket or release.1 The engine does that check structurally, because an approved change carries a provenance record and an unapproved one doesn’t.
· The record can be wrong, and that is a different finding. When the estate is right and the record is stale, the fix is a change to the record under review, not a remediation of the estate. The engine raises the finding either way; it doesn’t decide which side is right.
[bookmark: _Toc00000766]The program’s drift model: five classes
The program classifies every drift finding into exactly one of five classes. Five is the design choice because each class is a distinct failure that needs a distinct response; calling everything “configuration drift” loses the ability to set severity and response deterministically.
The five drift classes
	Class
	What has diverged
	Home layer (Chapter 05)
	Where it is detected

	DRIFT-SCHEMA
	A claim’s structure no longer matches the declared schema
	Rules
	On every change to the record, and at runtime

	DRIFT-SEMANTIC
	The structure is valid, but the meaning is stale or inconsistent with the record
	Between rules and runtime
	At runtime

	DRIFT-PROVENANCE
	The provenance envelope is missing, invalid or broken, or a reference no longer resolves
	Mappings for dangling references; runtime for a change with no record
	On every change to the record, and at runtime

	DRIFT-AUTHZ
	A claim was written, transmitted or acted on outside its authorized envelope
	Runtime
	At runtime (design only today)

	DRIFT-IDENTITY
	An issuer or object can’t be resolved to a verified object in the record
	Runtime
	At runtime (design only today)


One model, many domain checks
Earlier books defined drift checks for their own domains, with their own names. Those checks stay: each book owns the detail of its domain. They are not separate taxonomies. Each is an instance of one of the five classes, and this table is the reconciliation.
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One drift model: the five classes, and the domain checks from Books 00 to 03 and Book 05 that are instances of each.
Domain drift checks mapped to the five classes
	Book and check
	Class
	Book’s severity
	Why this class

	Book 00 Ch04: Format
	Schema
	Critical
	A typed value fails its declared pattern

	Book 00 Ch04: Value (not in the enumeration)
	Schema
	High
	The value is outside the declared set

	Book 00 Ch04: Orphan (an enumeration value with no principals)
	Semantic
	Medium
	The record holds a value that describes nothing; dormant

	Book 00 Ch04: Phantom (a principal carries a deprecated value)
	Semantic
	Medium
	Valid shape, retired meaning

	Book 01 Ch04: Value drift (attribute differs from HR)
	Semantic
	—
	Valid shape, different meaning from the record

	Book 01 Ch04: Orphan drift (a group not in the governed library)
	Identity
	—
	An object with no counterpart in the record

	Book 01 Ch04: Processing drift (rule processing paused)
	Semantic
	—
	The runtime no longer does what the rule says

	Book 02 Ch05: AU membership rule differs from the registry
	Semantic
	High
	Runtime disagrees with the record

	Book 02 Ch05: AU rule processing paused
	Semantic
	High
	Runtime disagrees with the record

	Book 02 Ch05: role assignment not in the matrix
	Authorization
	Critical
	An assignment outside the authorized envelope

	Book 02 Ch05: restriction mismatch
	Authorization
	Critical
	Who may manage the unit differs from the decision

	Book 02 Ch05: orphaned AU (no role assignments)
	Semantic
	Low
	A record entry with nothing using it; dormant

	Book 02 Ch05: missing AU
	Identity
	High
	A record entry with no counterpart in the tenant

	Book 02 Ch05: dynamic group as a role principal
	Schema
	Critical
	The registry declares something the platform can’t represent

	Book 02 Ch11
	All five, by their class names
	P1–P4
	Already uses this model

	Book 03 Ch11: missing identity
	Identity
	High
	A worker in the record with no account

	Book 03 Ch11: stale access
	Semantic
	High
	HR says separated; the directory says enabled

	Book 03 Ch11: orphan account
	Identity
	High
	An account with no worker in the record

	Book 03 Ch11: attribute drift
	Semantic
	Medium
	A value differs from HR

	Book 03 Ch11: unauthorized write
	Authorization
	High
	A write by a principal other than the provisioning service

	Book 03 Ch11: credential drift
	Identity
	High
	A live credential bound to a worker the record has separated

	Book 03 Ch11: contractor credential drift
	Identity
	High
	A card with no contractor record, or a record whose card ended while the engagement is still open

	Book 03 Ch11: schema drift
	Schema
	Medium
	A record fails validation

	Book 05 Ch04: DRIFT-PROCUREMENT-MISMATCH
	Semantic
	—
	Valid shape; the device’s organizational assignment differs from the procurement record

	Book 05 Ch04: DRIFT-VENDOR-PROGRAM-CARRIER
	Semantic
	—
	The assignment in the vendor program record differs from the procurement record, or is missing

	Book 05 Ch04: DRIFT-ENROLLMENT-VECTOR
	Authorization
	—
	A device enrolled through a non-zero-touch path without an exception grant

	Book 05 Ch04: DRIFT-CO-MANAGEMENT-NEW
	Authorization
	—
	A net-new endpoint landed in co-management instead of Intune-first, outside the authorized path

	Book 05 Ch04: DRIFT-PROCUREMENT-RECORD-ABSENT
	Identity
	—
	A device enrolled in Intune with no matching procurement record

	Chapter 03: contention (a write to a demoted copy)
	Authorization
	Critical when the copy is in use; otherwise High
	Something wrote to a copy it isn’t authorized to write: a second source of truth growing back


Book 00’s four categories govern attribute values only, which is why they map to schema and semantic and never to the other three classes. The words “Value” and “Orphan” mean different things in Book 00 and Book 01; the class column resolves the ambiguity.
Chapter 14 adds exports and drift rules for eight tenant security domains (Conditional Access, PIM, authentication methods, Intune, application permissions, Purview, Exchange protection and network access), each classed and given a default severity on this model, and checks for ownerless applications (identity) and client secrets without an exception (authorization).
[bookmark: _Toc00000767]Severity
Every finding carries one of four severities. Critical, High, Medium and Low in the domain books are the same scale as P1, P2, P3 and P4 here.
Severity, its default rule and the response
	Severity
	Default rule
	Response
	Response window

	P1, critical
	A claim in active use with provenance, authorization or identity drift
	Halt and alert; never remediated automatically
	Immediate

	P2, high
	A claim in active use with schema or semantic drift
	Remediate within the operation class’s ladder ceiling
	1 hour

	P3, medium
	Drift in a dormant or historical claim
	Remediate within the ceiling
	24 hours

	P4, low
	Style or metadata drift with no effect on meaning
	Remediate within the ceiling
	72 hours


These severities and response windows are the program’s defaults, not an external standard. SP 800-53’s CA-7 leaves the monitoring frequencies and response actions to the organization to define,2 and the program’s choice is this table.
Severity is computed, not argued. The default is a function of two inputs: the drift class, and whether the affected claim is in active use. A domain check may pin its own severity in the table of the book that owns it, as Book 00 does for Format (critical, and it halts the remediation pass) and Book 03 does for its HR classes. Where a check is pinned, the pinned value is what the engine uses; where it isn’t, the default rule applies. Either way the result is a lookup, so two operators looking at the same finding get the same severity. That turns the question “is this serious?” into “did the classifier run correctly?”, which can be tested.
The source design for this table listed only provenance and identity drift at P1. Authorization drift on a live claim is added here because Book 02, Chapter 11 already treats it as P1 (an SPN owner changed with no recorded migration event), and an action outside the authorized envelope is at least as serious as a missing provenance record.
[bookmark: _Toc00000768]Cadence
Detection runs in two places, on different clocks.
· On every proposed change to the record. Checks run in the change pipeline before a change to the rules, mappings or registries can land: declared paths and structures exist, and every referenced document resolves. These find schema and provenance drift in the record itself, before it reaches the estate. They use the same gates as Chapter 04.
· Against the estate. A scheduled comparison reads the platforms through their adapters and compares them with the record. Between comparisons, the engine can watch a platform’s own change events where the platform provides them. Book 02, Chapter 05 uses the Entra audit log this way for restricted administrative units.
The program doesn’t set one interval for everything. Each check’s cadence is set by the book that owns it, matched to how fast the drift matters and how fast the platform can be read, and recorded as part of the check. SP 800-53’s CA-7 requires the organization to establish frequencies for monitoring and for assessing control effectiveness, and CA-7(4) requires risk monitoring that includes effectiveness, compliance and change monitoring;2 the per-check cadence is how the program supports both. Book 12, Chapter 12 carries the continuous-monitoring metrics and reporting rhythm, and this chapter doesn’t repeat them.
[bookmark: _Toc00000769]What the engine remediates, and what it doesn’t
Two independent settings govern every response, and confusing them is the most common design mistake.
· Severity sets the clock, and whether the run halts.
· The operation class’s ceiling on the actuation ladder sets who may act. The ladder is defined in Book 01, Chapter 11: L0 Record, L1 Observe, L2 Advise, L3 Gated actuation as the default ceiling, and L4 Autonomous within guardrails only for enumerated low-blast-radius classes.
A P3 finding is therefore not automatically something the engine fixes on its own. If the fix belongs to an operation class enumerated at L4 (re-applying a dynamic membership rule from the registry, say, if the program has enumerated that class), the engine fixes it and records the contract. If the class sits at L3, the engine generates a corrective plan, runs it dry, and executes once a person authorizes it. Tenant-wide role changes, Conditional Access enforcement changes, bulk device-state changes and network policy touching thousands of endpoints stay at L3 permanently, whatever the severity. A domain book can add permanent classes of its own: Book 12, Chapter 11 keeps isolating a server at L3 or below, and so does disabling a privileged or emergency-access account. The source design’s phrase “auto-remediate if deterministic” is read here as “remediate up to the ceiling”: being deterministic is necessary for automatic remediation, not sufficient.
Platforms offer the same distinction natively, and the program uses them that way. Azure Machine Configuration, for example, has three enforcement modes: Audit (only report on the state of the machine), Apply and Monitor (apply the configuration, then monitor for changes), and Apply and Autocorrect (bring the machine back into conformance if drift occurs).3 In the program’s correspondence, Audit is an L1 posture and Apply and Autocorrect is L4 for that setting; choosing Autocorrect is a decision to enumerate that setting’s class at L4, and it belongs in the record like any other. Autocorrect is reserved for low-risk settings, because it corrects drift without recording that drift happened (Book 12, Chapter 07). An autocorrected setting therefore leaves no remediation contract unless its drift is exported to the engine.
SP 800-53 has controls for automatic response. CM-3(5) asks for organization-defined security responses to be implemented automatically when baseline configurations are changed in an unauthorized manner, and CM-6(2) asks for organization-defined actions in response to unauthorized changes to configuration settings. CM-6(2) is in the High baseline; CM-3(5) is in neither the Moderate nor the High baseline.24 Automatic response is something an agency chooses, and the ladder is how the program makes that choice explicit per class.
The engine never does five things:
1. It never remediates a P1 automatically. P1 halts the affected run and alerts a named role. A person investigates and decides.
1. It never fixes the copy instead of the record. When the record is wrong, the fix is a reviewed change to the record or the rule, and the estate converges afterward. Book 03, Chapter 11 closes HR drift the same way: at the record or the rule, never at the copy.
1. It never edits the record itself. The engine reads the record. Changing it is a change under Chapter 04, with its own review and provenance.
1. It never judges whether a rule is correct. It is faithful to the rules it is given (Chapter 05).
1. It never accepts risk. A finding that can’t be remediated becomes a plan of action and milestones entry or a risk decision, and only the authorizing official accepts residual risk (Chapter 09).
[bookmark: _Toc00000770]The remediation contract
Every drift event the engine records, remediated automatically or by a person, leaves a remediation contract: a structured record that enters the evidence chain (Chapter 07) and from there the authorization artifacts. There is no separate drift log disconnected from the system security plan.
[bookmark: _Toc00000771]Illustrative, not production code
The record below shows the shape of a remediation contract in the program’s design. Field names are illustrative, not a published schema, and the record has not been produced against a production estate.
remediation_contract:
  drift_class: DRIFT-SEMANTIC            # one of the five classes
  severity: P2                           # P1 | P2 | P3 | P4
  check: b02-ch05/au-membership-rule     # the domain check that fired
  record_version: 3f9c2ab                # commit the estate was compared with
  detection_timestamp: 2026-10-21T06:00:12Z
  detected_by: adapter/entra-directory   # adapter or workflow identifier
  ladder_ceiling: L4                     # the operation class's ceiling
  auto_remediated: true
  remediation_action: fix                # halt | fix | flag | log
  remediation_timestamp: 2026-10-21T06:04:40Z
  remediation_evidence: <change record id or commit hash>
  escalation_path: identity-platform-owner   # a named role, not a list
Every field is there so that a reviewer can re-derive the decision: the record version and the check reproduce the finding, the class and liveness reproduce the severity, and the ceiling explains who acted. The escalation path ends at a named role, defined in Chapter 09, not at a shared mailbox.
[bookmark: _Toc00000772]What is built today
The model above is complete; the engine that implements it is not. Be precise about the difference when describing it to an assessor.
Maturity of the program’s drift tooling, October 2026
	Drift class
	On every change to the record
	Against the estate at runtime

	DRIFT-SCHEMA
	Built
	Built

	DRIFT-PROVENANCE
	Built
	Built

	DRIFT-SEMANTIC
	Not applicable
	Partly built (target)

	DRIFT-AUTHZ
	Not applicable
	Design only

	DRIFT-IDENTITY
	Not applicable
	Design only


In practice, authorization and identity drift are found today by the assessment modules the domain books provide, and by people reviewing their output, not by a runtime engine. Book 02, Chapter 11 says the same. Semantic detection covers some checks and not others. The domain checks in the mapping table still run, through the domain books’ own tooling and scheduled comparisons; what isn’t built yet is the single runtime that runs all of them and writes their contracts uniformly. Until it is, a finding found by a person should still be recorded in the contract shape, so the evidence looks the same however it was found.
[bookmark: _Toc00000773]Why this isn’t a configuration-drift tool
Configuration-drift tools are useful, and the program uses the platforms’ own. Three properties make the drift engine something different.
1. Anchored to the record, not to a snapshot. Drift is measured against a versioned record, so approved change is distinguishable from unapproved change and the expected state is reproducible.
1. Five classes with computed severity. Operators don’t triage. Severity is a function of class and liveness, or a pinned value from the owning book.
1. Remediation contracts are evidence. Every response, automatic or human, leaves a record that flows into the authorization package.
An assessor looking at a system governed this way doesn’t have to accept a drift report on trust. With the record version, the archived inputs and the checks, they can re-run detection for a window and compare the result with what the program reported. Book 12, Chapter 12 covers what an assessor verifies from the monitoring side.
[bookmark: _Toc00000774]Key takeaways
· The drift engine compares observed state with a versioned record, so approved change isn’t drift and every finding can be re-derived.
· There is one drift model: five classes. The checks in Books 00 to 03 and Book 05 are instances of those classes, not separate taxonomies.
· Severity is computed from class and liveness, or pinned by the owning book; it sets the clock and whether the run halts.
· The actuation ladder, not the severity, decides who acts. P1 always halts for a person, and L3 is the default ceiling.
· Schema and provenance detection are built; semantic is partial; authorization and identity are design only and are found today by assessment modules and people.
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1. National Institute of Standards and Technology, SP 800-128, Guide for Security-Focused Configuration Management of Information Systems, August 2011 (updated October 10, 2019), §2.2 (the four SecCM phases; §2.2.4 Monitoring) and §3.4.1 (reconciling detected changes with approved changes; possible remediation actions), https://csrc.nist.gov/pubs/sp/800/128/upd1/final; text read from https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-128.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5 (release 5.2.0), Security and Privacy Controls for Information Systems and Organizations, controls CA-7, CA-7(4), CM-3(5) and CM-6(2); statements read from NIST’s OSCAL Rev. 5 catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Oct 21, 2026).
1. Microsoft Learn, “What is Azure Machine Configuration?” (enforcement modes for custom policies), https://learn.microsoft.com/azure/governance/machine-configuration/overview; and “Understand machine configuration assignment resources” (assignmentType values Audit, ApplyandMonitor and ApplyandAutoCorrect), https://learn.microsoft.com/azure/governance/machine-configuration/concepts/assignments (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53B Rev. 5 Moderate and High baseline profiles, OSCAL, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json and https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_HIGH-baseline_profile.json (both accessed Oct 21, 2026).
[bookmark: _Toc00000776]Chapter 07 — Evidence Over Attestation
An attestation tells the assessor what someone believed on the day they signed; evidence lets the assessor find out for themselves, and keeps doing so after the signature is dry.
[bookmark: _Toc00000777]In this chapter
The difference between attestation and evidence, and why the program makes evidence the primary artifact and attestation the accountability wrapper around it. What NIST SP 800-53A, SP 800-37 and FedRAMP’s 2026 rules already say about automated assessment. The evidence chain from a platform’s state to an authorization package, and the provenance envelope every claim carries. What a hash, a hash chain and a digital signature each prove, and what they don’t. What an assessor can verify, what doesn’t change, and the limits of the approach today.
[bookmark: _Toc00000778]Two artifacts, two questions
An attestation is a person, or a designated body, signing that a system was in a stated condition at a stated time. It answers who is accountable for this claim? Federal authorization needs that answer. An authorizing official signs an authorization decision, a system owner signs a plan, a control assessor signs a report, and nothing in this chapter removes any of those signatures.
Evidence is an artifact a machine produced, from the system itself, that shows the condition. It answers a different question: is the claim true, and can I check it? A screenshot of a settings page is weak evidence. A record produced by reading the setting through the platform’s interface, stamped with when and how it was read and bound to the source data by a hash, is strong evidence, because someone else can repeat the reading and compare.
The two artifacts fail in different ways. An attestation can’t be re-executed, only re-read. It says nothing about the hours and months between signatures, which is exactly when Chapter 01 and Chapter 02 show compliance decaying. And it can’t distinguish a value read from an authoritative source from a value someone typed into a spreadsheet. Evidence built the way this chapter describes has all three properties.
Attestation and evidence
	
	Attestation
	Evidence

	What it is
	A person signing that something is true
	A system-produced artifact showing that it is

	Question it answers
	Who is accountable?
	Is it true, and can I check?

	Time it covers
	The moment of signing
	Each collection, continuously or per interval

	How an assessor verifies it
	Re-reads it, interviews the signer
	Repeats the collection and compares hashes

	Role in the program
	The accountability wrapper
	The primary artifact


The program’s position is an inversion of the usual package. In a typical package, attestation is the substance and evidence is attached to support it. In the program’s design, evidence is the substance and attestation is the human review layered on top: people sign for the rules, the decisions and the acceptance of risk, and the systems produce the proof of state. That is a design position. The next section shows how far federal guidance already goes in the same direction.
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The evidence chain: platform state becomes provenance-wrapped claims, sealed bundles and package artifacts, and an assessor can repeat the chain and compare.
[bookmark: _Toc00000779]What federal assessment guidance already says
The argument for evidence over attestation isn’t new to federal guidance. Three sources go most of the way.
NIST SP 800-53A. The assessment guide defines three methods, examine, interview and test, and its appendix on ongoing assessment describes a strategy built on a “desired state specification”: express the intended state as data that can be compared automatically with the actual state, and treat a mismatch as a defect in one or more controls. Its example is an account-lockout policy of three attempts checked against a device configured for five. The guide then says that when this strategy is used, “security-related information generated from ISCM activities is equivalent to security control assessment results.” It names three prerequisites (defined actual-state specifications, data-based desired-state specifications and a defined method for computing the differences) and says that when automated tools conduct an assessment, the method in use is test, which can be supplemented with interview, examine or manual testing where more assurance is needed.1 That is the program’s model in NIST’s words: the authoritative record of Chapter 03 is the desired-state specification, the drift engine of Chapter 06 computes the differences, and the output counts as assessment results.
NIST SP 800-37. The Risk Management Framework says that if a report generated by a security or privacy management and reporting tool contains what an assessment report must contain, that report constitutes the assessment report. It is equally plain about the limit. Automated tools may not generate enough information for every control or every part of a control, and in those cases manual assessments fill the gaps at frequencies the organization sets.2 Evidence displaces attestation where machines can observe the control, and not elsewhere.
FedRAMP’s 2026 rules. FedRAMP’s Consolidated Rules for 2026 govern cloud service offerings, their providers and their assessors, not an agency’s own systems, but they point the same way. The rule requiring independent assessors to verify that the implemented measures match the documented ones carries a note asking for technical review and saying, in so many words, “don’t simply review documentation or screenshots.”3 A provider may use representative samples during verification, and the note to that rule observes that many modern services with effective automation can persistently verify most of their security measures automatically and don’t need sampling.3 Under the 20x path, providers maintain their certification packages with automation as changes occur, from every three months for Class A to every week for Class D, and the rule notes that it doesn’t expect persistent human review of everything at that cadence.4 Among the Key Security Indicators, one asks providers to use cryptographic methods to validate the integrity of machine-based information resources.5 Book 10, Chapter 03 covers what changed at FedRAMP and Chapter 11 of this book covers how an agency uses a provider’s evidence.
None of these sources tells an agency to stop attesting. Together they say that machine-generated evidence of the actual state is an acceptable, and often better, basis for an assessment, provided the organization defines what the tools assess and covers the rest by other means.
[bookmark: _Toc00000780]The evidence chain, from source to package
The program’s evidence chain has four stages. Book 12, Chapter 02 defines the record every source emits and the join key that makes records from different platforms comparable, and Book 11, Chapter 09 traces one ScubaGear result through all four stages. This section is the governance view of the same chain.
1. Capture. An adapter (Chapter 08) reads a platform’s native state through the platform’s own interface, read-only, and records when it read and by which method (an API call, a batch export, an event stream or a manual upload). The adapter declares its mission and the boundary it runs in, so each observation carries its source classification from the moment it is captured.
1. Normalize. Each observation becomes a claim in the program’s common record, wrapped in the provenance envelope described below. A claim that can’t be wrapped, because an issuer can’t be resolved or a field is missing, is rejected with a reason rather than dropped.
1. Assemble and seal. Claims for one window are grouped into a bundle (this book’s term for the sealed unit; the “evidence package” of Chapter 13 is the copy of it that an ISSO reviews for an authorization), validated against the bundle schema and sealed. The bundle lifecycle (assemble, seal, submit, close) and the four pipeline properties that keep it deterministic are in Chapter 05.
1. Emit. The sealed bundle produces the artifacts an authorization package uses. NIST’s OSCAL has machine-readable models for each: the system security plan, which expresses a system’s security implementation; the component definition, which describes the controls a component supports; assessment results, which record what an assessment found and when; and the plan of action and milestones, which holds the findings from a periodic or continuous assessment.6 Because all four come out of the same bundle, they can’t disagree about the same window.
The chain doesn’t end at the package. A drift finding from Chapter 06 and the remediation contract it produces enter at stage 2 as claims like any other, so a response to drift is evidenced in the same bundle as the state that drifted.
[bookmark: _Toc00000781]The provenance envelope
Every claim carries a provenance envelope. The envelope is the program’s design, and Chapter 04 applies the same discipline to changes to the authoritative record.
[bookmark: _Toc00000782]Illustrative, not production code
The envelope below shows the shape of the program’s design. Field names are illustrative, not a published schema, and the example has not been produced against a production estate. Review any implementation against your own records and key-management requirements before relying on it.
provenance:
  claim_id: "urn:fmp:claim:{domain}:{claim_type}:{uuid}"
  issuer_identity: "{directory object ID of the adapter's workload identity}"
  source_system: "{system_name}:{version}"
  source_classification: authoritative     # authoritative | derived | synthesized
  extraction_timestamp: "2026-10-21T06:00:12Z"
  extraction_method: api                   # api | batch | stream | manual
  transformation_chain:
    - step: 1
      transform: "{transform_name}"
      applied_by: "{adapter_id}@{adapter_version}"
      applied_at: "2026-10-21T06:00:13Z"
      previous_step_hash: "{SHA-256 of the record before this step}"
  lineage_hash: "{SHA-256 of the canonical source record at extraction}"
  schema_version: "1.0"
  signer_certificate: "{SHA-256 fingerprint of the signing certificate}"
  signature: "{signature over the canonical claim}"
Four of these fields carry most of the weight.
· source_classification says whether the value was read from the system that owns it (authoritative), computed from authoritative values (derived), or produced by the program, such as a default or an inference (synthesized). The classification is set by the adapter’s declaration, not by an operator, so an assessor can check it by re-running the adapter. A package that distinguishes the three at the field level tells an assessor which numbers to test directly and which to trace.
· transformation_chain records every step between the source and the claim. Each step includes the hash of the record before it, so removing or reordering a step breaks the chain. A re-run that produces a different chain is itself a provenance drift finding (Chapter 06).
· lineage_hash binds the claim to the exact source record it came from. A reviewer holding the archived source record can recompute the hash and confirm the claim wasn’t built from something else.
· signer_certificate and signature bind the claim to the identity that produced it. They are separate fields for a reason, covered in the next section.
Two corrections to the program’s earlier drafts are worth stating, because they would mislead an assessor. The drafts put a certificate thumbprint in the signature field. A thumbprint is a hash of the certificate, computed by the client; Microsoft’s .NET documentation notes that it “does not physically exist in the certificate” and that the standard property always uses SHA-1.7 It identifies which certificate was used. It doesn’t sign anything. And the drafts called the transformation chain append-only without saying what made it so. A list in a file is append-only only if each entry is bound to the one before it, which is what previous_step_hash does.
[bookmark: _Toc00000783]Integrity: what each mechanism proves
Integrity claims are easy to overstate. Three mechanisms do three different jobs.
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Claim hashes roll up into the bundle hash, so a change to any source record, claim or step changes the bundle hash; a signature adds who produced it.
A hash detects change. A cryptographic hash such as SHA-256 gives a fixed-length value that changes if any byte of the input changes. Computing the bundle hash over the claims’ hashes, in a fixed order, builds a tree: change any source record, any claim or any step and the bundle hash changes. OSCAL supports the same idea for the documents a package references. A resource link in a package’s back matter can carry one or more hashes, which NIST describes as being “for verification and change detection,” with SHA-2 and SHA-3 algorithms listed.8 What a hash can’t show is who produced the data. Anyone who can change the data can recompute the hash.
A hash chain detects removal and reordering. Binding each step to the hash of the previous one turns a list into a chain. Deleting an entry, inserting one, or swapping two breaks every hash after the change. This is what makes “append-only” checkable instead of promised.
A signature binds data to an identity. FIPS 186-5 describes digital signatures as used “to detect unauthorized modifications to data and to authenticate the identity of the signatory.”9 A signed bundle hash tells an assessor both that the bundle is unchanged and which key produced it. The strength of that second claim rests on how the key is protected and issued. Book 07 covers the certificate authority and key-protection side.
All three depend on the input being serialized the same way every time. Two runs can reach the same conclusion and serialize it differently, so the hashes differ although nothing meaningful changed. Chapter 05 covers canonical serialization and why it belongs in the rule set.
These mechanisms map onto controls an assessor already tests. SP 800-53 asks an organization to protect audit information and audit logging tools from unauthorized access, modification and deletion (AU-9), to protect their integrity with cryptographic mechanisms (AU-9(3)), to provide irrefutable evidence that an individual or process performed defined actions (AU-10), to use integrity verification tools to detect unauthorized changes to defined software, firmware and information (SI-7), and to document, monitor and maintain valid provenance of defined systems, components and associated data (SR-4).10 The program’s evidence store is the audit information those controls are about. Where M-26-14 describes mature log management, it calls for logs “encrypted in transit and at rest, and regularly hashed for veracity.”11 Book 12, Chapter 12 covers the storage side: retention tiers and tamper-protected copies.
[bookmark: _Toc00000784]What an assessor can verify
An evidence package built this way gives an assessor four things a package of signed narratives and screenshots doesn’t.
What an assessor can verify in an evidence package
	Property
	What the assessor does
	800-53A method

	Independent re-execution
	Re-runs the assembly for a window from the record version and archived inputs, and compares the bundle hash with the sealed one
	Test

	Per-claim source classification
	Samples authoritative claims and reads the same values from the source platform directly
	Test, examine

	Tamper-evident lineage
	Recomputes lineage hashes from archived source records and checks the transformation chains and signatures
	Examine, test

	Drift-coupled scope
	Follows a provenance drift finding to the exact claims it affects, rather than re-examining the whole package
	Examine


The re-execution test is the one that matters most. If the assessor’s run produces the same hash, the evidence is verified by reproduction, not by trust in the operator. If it doesn’t, the difference is a finding in its own right: an input was lost, a tool changed, or something was altered. Either way the assessor learns something an interview can’t tell them. The operational version of this question set, control by control, is in Book 12, Chapter 12.
SP 800-53A also tells assessors how to judge whether earlier assessment results can be reused, and its three tests read like a specification for this kind of evidence. Assessors consider changing conditions since the earlier assessment, because controls once effective may have become ineffective; the time elapsed, because credibility falls as it grows; and the degree of independence of the earlier assessment, which should match what the current one requires. Reuse is coordinated with and approved by the users of the results, and the date and type of the original assessment are documented.1 An evidence bundle answers the first two directly: each claim carries its extraction time, and drift findings record what changed and when. It answers the third only if the assessor, not the operator, performs the re-run. That is a reason to give assessors their own read access to the archived inputs and the pipeline, rather than handing them outputs.
[bookmark: _Toc00000785]What changes, and what doesn’t
For the people who run the program, three things change.
· Attestation moves up a level. People stop signing that each control was in place on each cycle, and sign instead for what the machines can’t decide: changes to the rules and the record (Chapter 04), exceptions, and the acceptance of risk.
· Audit preparation shrinks. A bundle assembles the same way every time. The team keeps the record truthful and the inputs retained, and the package follows; it doesn’t rebuild the package for each audit.
· Evidence is regenerated, not hoarded. A past window’s bundle can be rebuilt from the record version and the archived inputs, as Chapter 05 explains. The inputs still have to be kept for as long as the records schedule requires; Chapter 13 says which schedule items commonly apply and who decides.
Three things don’t change, by design.
· The authorizing official still authorizes. Evidence makes the posture checkable. Only the authorizing official accepts residual risk (Book 01, Chapter 09).
· People still own the rules. Determinism is faithful to the record, not a check on it. A wrong rule produces the same wrong evidence every time, which is why rule changes go through governance review and not just a test suite. Chapter 09 names who reviews what.
· Some controls remain attestations. A policy’s approval, a training record, a physical inspection or a contract clause isn’t a machine-observable state. SP 800-37 expects manual assessment to cover what tools can’t,2 and the package should say plainly which controls are evidenced by machines and which by people, instead of implying full automation.
[bookmark: _Toc00000786]Privacy: evidence contains identifiers
An evidence package proves controls by showing what happened to whom. Access review results name reviewers and reviewees, provisioning records carry person keys, approval chains name approvers, and screenshots show whatever was on the screen. That makes the evidence store a store of PII, and often the most complete copy outside the systems it describes. Handing it to an assessor under contract is a disclosure to a contractor working for the agency, so the privacy office decides its basis and whether the Privacy Act’s accounting of disclosures applies.12 Circular A-108 has the Senior Agency Official for Privacy review, before award, every contract that involves information that identifies and is about individuals.13
The provenance envelope helps: evidence can prove a control with a key and a hash rather than a name and a payload. The program’s design is to collect the least identifying form that still lets an assessor verify the control, and to resolve keys to names only on request, inside the agency’s boundary. A-130’s minimization principle and SP 800-53 AU-3(3), SI-12(1) and SI-19, De-identification, all in the privacy baseline that applies at every impact level, are the requirements behind it.1415 Book 03, Chapter 14 covers the identity side.
Privacy obligations for evidence stores
	Obligation
	What the engineer does
	Who signs off

	Minimization (SI-12(1); AU-3(3))
	Collects person keys and hashes instead of names and payloads wherever the control can still be verified; redacts screenshots
	Evidence owner; privacy office

	De-identification (SI-19)
	Where an assessor needs samples rather than people, provides de-identified or keyed samples and keeps the key in the boundary
	Privacy office

	Disclosure basis and contract terms (Privacy Act (b), (m); A-108 §6.j)
	Lists the assessor and every other recipient of the package; confirms the contract carries privacy clauses before evidence leaves
	Privacy office; contracting officer

	Accounting of disclosures (Privacy Act (c))
	Records what personal data went to which recipient, when and why, where the privacy office says an accounting is required
	Privacy office

	Retention (SI-12)
	Gives the evidence store a records schedule item and disposes of packages when it runs out
	Records officer


[bookmark: _Toc00000787]Honest limits
· Interval evidence is not continuous evidence. Adapters that collect on a schedule, ScubaGear for example, produce evidence that is deterministic for each interval but says nothing about the time between intervals. Continuous event-time capture across every adapter is target state for the program, not today’s state. A package should state each adapter’s evidence class.
· Signing is designed, not deployed. The envelope reserves the signing fields, and the hash tree works without them. End-to-end signing across all adapters, with keys issued by the agency’s own certificate authority, is target state. Until it exists, the evidence detects change but doesn’t by itself prove who produced a bundle; the protection of the evidence store and its access logs carries that weight.
· Evidence is only as good as its collection. A source that emits nothing is invisible to every later stage, and an adapter that reads the wrong scope produces consistent, verifiable, wrong evidence. Coverage checks against the inventory (Book 12, Chapter 02) are part of the chain, not an extra.
· Regeneration needs the inputs and the toolchain. Re-running a window months later needs the archived inputs, the record version and the same adapter and pipeline versions. Losing any of them turns a verifiable bundle back into a statement that it was once verified.
[bookmark: _Toc00000788]Key takeaways
· Attestation answers who is accountable; evidence answers whether the claim is true and lets someone else check. The program makes evidence primary and keeps attestation as the accountability wrapper.
· NIST SP 800-53A treats automated comparison of desired and actual state as equivalent to assessment results, SP 800-37 lets a tool’s report be the assessment report, and FedRAMP’s 2026 rules tell assessors not to rely on documentation or screenshots alone.
· The evidence chain runs capture, normalize, assemble and seal, emit; every claim carries a provenance envelope.
· A hash shows change, a hash chain shows removal and reordering, and a signature shows who produced the data. Don’t claim more than each proves.
· An assessor verifies by re-running and comparing hashes, and the assessor should be the one who re-runs.
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[bookmark: _Toc00000790]Chapter 08 — The Adapter Model
Every platform speaks its own language. An adapter translates that language into one record the program can govern, and the program doesn’t have to learn any platform’s dialect as a result.
[bookmark: _Toc00000791]In this chapter
What an adapter is and what it isn’t. The two kinds, read-only and change-making, and why the program keeps them in separate lists. The five missions an adapter can serve. The contract every adapter declares and the invariants it can’t opt out of. Why read-only comes first, how adapters are versioned against platform APIs that change underneath them, how an adapter earns active status and how it retires. How the model keeps the program platform-neutral, what an authorizing official gains from it, and its limits.
[bookmark: _Toc00000792]An overlay, not a replacement
The Federal Modernization Program doesn’t replace the platforms an agency already runs. The directory, the device manager, the IP address manager, the ticketing system, the firewall manager and the cloud console stay where they are, each holding its own state in its own format behind its own interface. The program’s authoritative record (Chapter 03) needs to know what each of them holds, and in a smaller number of cases needs to change it.
An adapter is the piece that does that. It is a translator with a fixed job: read one platform’s native state through that platform’s own interface and express it in the program’s common record, wrapped in the provenance envelope of Chapter 07. A change-making adapter also does the reverse: it takes an authorized plan written in the common record’s terms and turns it into the platform’s own calls. Either way, the platform’s idiosyncrasies stop at the adapter. The rules, the drift engine and the evidence chain see one record, whichever vendor’s product produced it.
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Adapters translate each platform’s native state into one common record; the rules, the drift engine and the evidence chain read only the record.
An adapter is deliberately narrow. It doesn’t hold rules: what the record should say lives in the rule layers of Chapter 05, and an adapter that embedded its own policy would be a second, unreviewed source of truth. It doesn’t decide: the drift engine classifies, the actuation ladder sets the ceiling and a named role approves (Chapter 06). And it never edits the authoritative record itself. It reports what it observed, and the record changes only through the controlled path in Chapter 04.
The platform host that runs the adapters is described in Book 01, Chapter 03, which gives adapter dispatch its own role and keeps the governance layer that decides separate from the execution layer that calls adapters. Book 02, Chapter 04 applies the model to the services that depend on Active Directory.
[bookmark: _Toc00000793]Two kinds: read-only and change-making
Every adapter declares one of two classes.
· Conformance adapters are read-only. They observe state and emit claims. They never change the platform. A policy assessor that compares a tenant’s configuration with a baseline is the typical example.
· Modernization adapters are change-making. They move a platform toward a target state on authorized plans: moving identities from Active Directory to Microsoft Entra ID, reshaping the addressing plan, retiring a dependency. They also read, because every change starts and ends with a read.
The program keeps the two classes in two separate lists, one file each, and a single schema constrains both. The separation is by file rather than by a field inside one file so that a reviewer can check the most important invariant before reading any code: a read-only adapter appearing in the change-making list, or a change to the change-making list that the reviewer didn’t expect, is visible in the change itself. The change-making list is, in effect, the grant of authority to write.
The two adapter classes
	
	Conformance adapter
	Modernization adapter

	Behavior
	Observes state and emits claims
	Changes state toward a target, on authorized plans

	Changes the platform
	Never
	Only through an authorized plan

	Changes the authoritative record
	Never
	Never directly; through the change-control path

	Actuation ladder
	L1 Observe
	Up to the operation class’s ceiling; L3 gated actuation by default

	Where it is listed
	The read-only list
	The change-making list


The ladder row ties this chapter to Book 01, Chapter 11: a conformance adapter lives at L1, collecting actual state and supporting drift detection with no writes. A modernization adapter is what the delivery stage calls at L3, after a human has authorized the plan and a dry run has passed. The few enumerated low-risk classes that may run at L4 run through modernization adapters too. Nothing at L4 is possible through a conformance adapter, by construction.
[bookmark: _Toc00000794]Five missions
Every adapter also declares exactly one mission: the concern it primarily serves.
The five adapter missions
	Mission
	What the adapter is for
	Examples

	Identity
	Who and what exists, and their attributes
	Directory readers, HR-feed connectors, migration of identities between directories

	Telemetry
	What happened, and when
	Log and event collection, health signals from the program’s own host

	Policy
	Whether state matches a baseline
	Secure-configuration assessors, baseline comparators

	Enforcement
	Whether the controls that act are in place and acting
	Conditional access, network access control, firewall rule state

	Integration
	Moving governed work between systems
	Ticketing, change management, the authorization tooling


Two classes by five missions makes ten cells, and every adapter sits in exactly one. There is no “miscellaneous” mission. A tool that serves two missions is split into two adapters, each with its own declaration, its own evidence and its own tests. That is a design choice with a cost (more adapters to maintain) and a benefit: the authorizing official can read the evidence by mission and map it to controls without untangling what a multi-purpose connector was doing at the time.
[bookmark: _Toc00000795]The contract
An adapter is defined by its declaration, not its code. The declaration is an entry in one of the two lists, schema-validated on every change. The example below shows the shape.
[bookmark: _Toc00000796]Illustrative, not production code
The entry below shows the shape of an adapter declaration in the program’s design. Field names and values are illustrative, not a published schema, and the entry has not been validated against a production tenant. Check every permission against current Microsoft Learn documentation, and grant the least set your own adapter needs, before relying on it.
- id: entra-directory
  name: Microsoft Entra ID directory reader
  class: conformance               # conformance (read-only) | modernization (change-making)
  mission-class: identity          # identity | telemetry | policy | enforcement | integration
  status: active                   # proposed | reserved | active | deprecated | retired
  version: 2.3.1                   # the adapter's own version
  platform-api:
    name: microsoft-graph
    version: v1.0                  # pinned; never beta in production
    cloud: global                  # global (also Microsoft 365 GCC) | gcc-high | dod
  permissions:                     # application permissions, all read-only
    - User.Read.All
    - GroupMember.Read.All
    - Policy.Read.All
  evidence-class: interval         # interval | continuous
  retention-years: 3               # program default; the records schedule governs
  invariants:
    boundary: system-boundary      # runs inside the declared boundary, or names its exception
    record-mutation: never         # never edits the authoritative record
    certificate-anchored: true     # emits under an identity bound to a certificate
    object-identity-only: true     # claims resolve to identified objects, not free text
  successor: null                  # set when deprecated
Four invariants apply to every adapter, whatever its class or vendor.
Invariants every adapter inherits
	Invariant
	What it means

	Boundary
	The adapter runs inside the authorization boundary declared for the system, or its declaration names the specific exception and the decision that allowed it (Book 10).

	No edits to the record
	No adapter writes the authoritative record. A read-only adapter never writes anything; a change-making adapter writes only to its platform, only on an authorized plan.

	Certificate-anchored
	The adapter emits claims under its own workload identity, bound to a certificate, so every claim’s issuer can be resolved (Book 07).

	Object identity only
	Every claim refers to an identified object (a user, device, address or group by its authoritative identifier), not to a display name or a free-text string. This is what makes the join in Book 12, Chapter 02 possible.


What the adapter must emit is fixed by the rest of the program: records in the shape of Book 12’s evidence contract, each wrapped in the provenance envelope of Chapter 07, with the adapter’s identifier and version in every transformation step. An emission outside the declared envelope (a claim the adapter isn’t declared to produce, or a write from a read-only adapter) is an authorization drift finding, and a declaration that breaks the schema is a schema drift finding when the change is proposed (Chapter 06).
[bookmark: _Toc00000797]Read-only first
The program’s default is that every platform is reached by a read-only adapter before any change-making adapter touches it, and that many platforms are never reached any other way. There are four reasons.
· Discovery comes before change. A migration planned without an accurate picture of current state is a migration that breaks things. Book 02, Chapter 07 makes the same argument for Active Directory.
· Least privilege is a control. SP 800-53 AC-6 asks organizations to allow only the accesses “necessary to accomplish assigned organizational tasks.”1 Observation needs read permissions. Microsoft’s guidance for Microsoft Graph says the same thing in platform terms: grant the app the minimum permission it needs for the operation, and treat broad permissions such as Directory.Read.All, which it calls the highest-privileged read-only permission for Entra ID resources, with caution.2
· A read-only adapter can be approved quickly. An adapter that can’t change anything carries far less risk, so it can go through review and into production well before any change-making counterpart, and the evidence starts flowing sooner.
· Every write needs a read on each side. The delivery stage in Book 01, Chapter 11 compares live state with the expected-before state, writes, then re-reads and compares with the expected-after state. The read path is used either way.
Read-only has to be verified, not assumed. CISA’s ScubaGear is a useful example because it is a read-only assessor in purpose. Its Microsoft Graph application permissions all end in .Read (among them Directory.Read.All, Policy.Read.All and RoleManagement.Read.Directory), and most of its product checks run under the Global Reader role. But its documentation lists Power Platform Administrator, with a Power Apps for Office 365 license, as the role needed to assess Power Platform, and, from release 2.0.0, Fabric Administrator or Global Administrator, with a Power BI or Fabric license, for Power BI; it notes that a Global Administrator always has the necessary permissions.3 A tool built to observe can still be run under an identity that is able to change things. The adapter’s declaration should therefore list the permissions and roles it holds, and the conformance check should compare what the identity is actually granted with what is declared. An identity holding more than its declaration says is a finding, whatever the code does. Book 11, Chapter 09 shows ScubaGear registered this way.
A change-making adapter runs under a different identity from its read-only counterpart, with separate credentials and a separate log stream. That is the separation of governance and execution from Book 01, Chapter 03 applied to a single platform: revoking the change-making identity stops all writes and leaves observation and evidence running.
[bookmark: _Toc00000798]Versioning
An adapter sits between two things that change on different schedules: the program’s common record and the platform’s API. Each needs its own version, and the adapter has to record both.
The adapter’s own version. The program uses Semantic Versioning for adapters: a major version for an incompatible change to what the adapter emits, a minor version for backward-compatible additions and a patch version for backward-compatible fixes.4 Because every claim’s transformation chain names the adapter and its version, an assessor regenerating a past window knows which adapter version produced it, and the program can re-run that version against the archived inputs (Chapter 05).
The platform’s API version. The adapter pins the API version it was tested against. For Microsoft Graph, Microsoft’s policy is that v1.0 holds the generally available APIs “ready for production use,” that beta APIs can change or be deprecated and that “use of beta APIs in production applications is not supported.” Microsoft declares a version, or a generally available API, deprecated at least 24 months before retiring or removing it.5 The program’s rule follows: production adapters pin v1.0. Where a capability exists only in beta, which Microsoft’s documentation shows for a number of features, the declaration says so, the dependency is recorded as a known risk with an owner, and the adapter’s tests run against the beta surface more often. The program’s earlier drafts defaulted one device-management adapter to beta without recording that as a risk; the declaration is where that decision has to be visible.
Tolerating additive change. Microsoft lists additions such as new nullable properties and new enumeration members as backward-compatible, and advises that clients “should be prepared to receive properties and derived types not previously defined.”5 An adapter that fails on an unknown property breaks every time the platform improves. An adapter that silently passes an unknown value into the record corrupts it. The program’s design does neither: unknown properties are ignored by the translation, and an unknown enumeration value becomes a semantic drift finding for a person to classify.
The cloud the platform lives in. The same API has different endpoints in different clouds. Microsoft Graph’s global endpoint, https://graph.microsoft.com, also serves Microsoft 365 GCC; GCC High uses https://graph.microsoft.us and DoD uses https://dod-graph.microsoft.us, and an access token issued for one cloud can’t be used in another.6 An adapter resolves its endpoint from the declared cloud rather than a hard-coded host name, and an unknown cloud fails at start-up instead of falling back to a default. That is what lets one adapter serve tenants in different clouds without per-tenant rewrites, and it is what Book 10 means by treating the boundary as a declared fact.
[bookmark: _Toc00000799]Earning active status, and retiring
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An adapter’s lifecycle: a declared name, tests at three levels before it may be active, and deprecation to retirement with a named successor.
An adapter’s status isn’t self-asserted. In the program’s design an entry moves through five states.
1. Proposed and reserved. A name and a declaration, with no claim of capability. Reserved names are a published roadmap of slots, not a statement that the program can do something today.
1. Active, earned through tests at three levels. Recorded contract fixtures run on every change, with no network access, and prove the adapter’s translation against known platform responses. A live non-production tenant runs on a schedule and catches platform changes the fixtures can’t. A reference deployment inside the target boundary runs before the adapter may be called active for that boundary and periodically after, and its results are themselves evidence. A failed test at any level blocks the change.
1. Deprecated, with a successor named. A deprecated adapter still runs, so evidence doesn’t stop while the successor is brought up.
1. Retired. The adapter no longer runs. Any remaining reference to it, in a mapping or a rule, is a provenance drift finding, so nothing silently keeps depending on it. Its past evidence stays reproducible from archived inputs and the archived adapter version.
Retirement is a transition in the record, not a deletion. That is what lets the program change vendors or replace an adapter without losing the history an authorizing official has already relied on.
[bookmark: _Toc00000800]Platform neutrality and lock-in
The adapter model is the program’s main defense against lock-in, and it works at three levels.
Between vendors. The common record belongs to the agency and is defined by the program, not by any vendor. Replacing one IP address manager, ticketing system or device manager with another means writing or acquiring a new adapter that emits the same record. The rules, the drift engine, the evidence chain and the authorization artifacts don’t change. This book names products only as examples; the model doesn’t depend on any of them, and nothing here is an endorsement.
Between the program and its tools. The program’s own tooling is not exempt. The record, the adapter declarations and the evidence bundles are files in a governed repository the agency owns, in documented formats, and the package artifacts use NIST’s OSCAL models. OSCAL’s component definition model is a published way for a product’s supplier to describe the controls the product supports, and NIST notes that component definitions are authored by the vendors of products or services.7 Where a vendor publishes one, the adapter can consume it instead of the program writing its own description of the product. Chapter 05 makes the related point that evidence assembled this way doesn’t depend on one governance, risk and compliance tool to present it.
Between clouds. Endpoint resolution by declared cloud, and the boundary invariant, mean the same adapter code serves commercial, GCC, GCC High and DoD tenants where the platform’s API exists in each. Where a feature doesn’t exist in a cloud, the adapter records a boundary finding rather than a pass or a failure (Book 11, Chapter 09).
The model doesn’t make lock-in disappear. It moves it to the adapter, which is small, specified and replaceable, and to the common record’s schema, which the agency controls. SP 800-53 SA-9 asks organizations to define their oversight of external service providers and monitor their control compliance on an ongoing basis;1 a read-only adapter per provider platform is one concrete way to do the monitoring part.
[bookmark: _Toc00000801]What an authorizing official gains
· An evidence trail per adapter. Every finding is labeled by class and mission, so the authorizing official can map evidence to controls by mission and see which adapter produced what.
· Read-only evidence kept apart from change-making evidence. Observations from an assessor that can’t change anything are structurally distinct from records of changes, and can be weighed differently.
· Invariants that can be checked by inspection. Boundary, record mutation, certificate anchoring and object identity are declared in a schema-validated entry, not described in a narrative.
· History that survives change. A retired adapter’s evidence stays reproducible, and a vendor change doesn’t reset the evidence trail.
[bookmark: _Toc00000802]Honest limits
· The taxonomy is opinionated. Tools that don’t fit one mission must be split, and some splits are awkward. The alternative, a catch-all category, would make the evidence harder to read.
· Adapters are engineering work. The program provides the contract, the lists and the tests. Someone still has to write, test and maintain each adapter, and platform API changes keep that work going. Most entries in the program’s lists are reserved names, not active adapters, and should be described that way.
· Drift detection finds violations after the fact. A read-only adapter that is granted write permissions, or a change-making adapter that writes outside its plan, is caught by the permission comparison and the drift engine, not prevented by the declaration. Preventing it is the job of identity and access controls on the adapter’s workload identity.
· Continuous capture is uneven. Many adapters collect on an interval, which is deterministic per interval but not continuous (Chapter 07).
[bookmark: _Toc00000803]Key takeaways
· An adapter translates one platform’s native state into the program’s common record, with provenance. It holds no rules, makes no decisions and never edits the authoritative record.
· Read-only and change-making adapters are kept in separate lists, so the grant of write authority is visible in a file a reviewer can check.
· Every adapter declares one class and one mission and inherits four invariants: boundary, no edits to the record, certificate-anchored and object identity only.
· Read-only comes first, and read-only is verified by comparing granted permissions with the declaration.
· Adapters version themselves, pin the platform API (v1.0, not beta, for Microsoft Graph in production), resolve endpoints by cloud, tolerate additive change and retire with a named successor.
· Lock-in moves to small, replaceable adapters and a record schema the agency owns.
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[bookmark: _Toc00000805]Chapter 09 — Who Governs
A governance platform can detect every drift and still decay, because the platform can’t decide anything; the record stays true only while named people own its content, approve its rules, answer its findings and sign for the gaps it can’t close.
[bookmark: _Toc00000806]In this chapter
Why the machinery in Chapters 03 to 08 needs owners, and where the federal roles come from: NIST SP 800-37 and SP 800-137, the configuration change control element in SP 800-53, and the records regulations. Five questions get one owner each: who keeps the authoritative record and who decides what it says, who approves rule changes, who reviews drift, who accepts exceptions, and who keeps the record as a federal record. Then the governance board and its cadence, the authorizing official’s role, a responsibility matrix consistent with the program’s other Who chapters, and the separations that stop the governors from marking their own work.
The earlier chapters of this book describe a machine. One authoritative record holds desired state (Chapter 03). Every change to it is controlled and provenanced (Chapter 04). Rules evaluate the same way every time (Chapter 05). The drift engine compares the estate with the record and writes a remediation contract for every difference (Chapter 06). Evidence comes from systems rather than from people’s assurances (Chapter 07), through adapters that translate each platform into the same shape (Chapter 08).
None of that decides anything. A drift finding is a question: should the estate change to match the record, should the record change to match the estate, or should the agency carry the difference for a while? The machine can answer the first question for routine classes, as Chapter 10 describes. The other two need a person with the authority to answer them. Governance decays the same way compliance does. If nobody owns a rule, it goes stale. If nobody reads the findings, they pile up. If nobody signs for an exception, it becomes permanent. The record then describes an estate that no longer exists, and it does so with full provenance.
This chapter names the owners. It applies the program-wide model in Book 01, Chapter 09 and the running mechanics in Book 00, Chapter 07 to the governance platform itself, and it agrees with Book 12, Chapter 10, which assigns the same kinds of decision for security operations. Where those chapters go deeper for their domain, they govern. The model below is the program’s recommended design. Adapt it to the agency’s structure, but keep one decider per row.
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Who governs the authoritative record: who decides, who keeps it, and who keeps it honest.
[bookmark: _Toc00000807]Where the roles come from
Federal guidance doesn’t describe a governance platform, but it describes every role the platform needs, and in two places it describes the platform’s job.
NIST SP 800-37 Rev. 2 supplies the decision rights. The authorizing official is “the only organizational official who can accept the security and privacy risk to organizational operations, organizational assets, and individuals,” and approves plans, plans of action and milestones, and determines whether significant changes to a system require reauthorization. For federal agencies the role is assigned to government personnel only, and a designated representative can do everything except make and sign the authorization decision.1 The same appendix defines the information owner or steward as the official with authority over specified information and responsibility for the policies governing its generation, collection, processing, dissemination and disposal; that person may or may not be the system owner.1 It defines the risk executive (function), led by the senior accountable official for risk management, which can be filled by one office or by a designated group such as “a risk board, executive steering committee, executive leadership council.”1 And it asks organizations to make sure there are no conflicts of interest when one person holds several risk management roles.1
The RMF’s tasks put continuous monitoring on the same people. The organization-wide continuous monitoring strategy (task P-7) belongs to the senior accountable official for risk management or the risk executive (function), who approves it, “including the minimum frequency with which controls are to be monitored.” The strategy should say how ongoing assessments use automated tools and how controls that can’t be monitored automatically are assessed.2 Monitoring the system for changes (M-1) belongs to the system owner or common control provider with the senior agency information security officer, and its discussion asks organizations to monitor for unauthorized changes and find their root cause, not only to follow the configuration management process.2 The ongoing authorization decision (M-6) belongs to the authorizing official alone.2
NIST SP 800-137 applies the same roles to continuous monitoring. The risk executive (function) oversees the strategy and program and reviews its status reports as input to risk-tolerance decisions. The CIO leads the program and works with authorizing officials to fund it. The senior information security officer establishes and maintains it, develops configuration management guidance, consolidates plans of action and milestones, and acquires or maintains the automated tools that support it. The authorizing official reviews security status reports and decides whether the risk from operating the system remains acceptable. The system owner conducts security impact analyses on changes and remediates to keep the system authorized.3 The publication also requires the strategy itself to be reviewed. Organizations establish a procedure for reviewing every aspect of it, from the relevance of the metrics to the monitoring frequencies, and change it when, among other things, risk tolerance, the threat, the architecture or the count of plans of action and milestones changes.3
SP 800-53 supplies the board. CM-3, configuration change control, asks the organization to decide which changes are configuration-controlled, review and approve or disapprove them with explicit consideration of security and privacy impact, document the decisions, retain records of the changes, and coordinate and oversee the process through an organization-defined “configuration change control element” that meets on a defined schedule or when defined conditions arise. CM-3(4) requires organization-defined security and privacy representatives to be members of that element.4 Both CM-3 and CM-3(4) are in the Moderate baseline.5 In the program’s model, the governance board is the change control element for the authoritative record.
The records regulations supply the last owner. Each agency must assign records management responsibility to a person and office with the authority to carry it out, and must build records management requirements into the design, development and implementation of its electronic systems.6 The authoritative record, its history and its evidence are records. Someone has to decide how long they last.
Two federal structures already exist that the program should use rather than duplicate. OMB M-19-17 requires each agency to designate an integrated, agency-wide ICAM office, team or other governance structure, including the offices of the CIO, CFO, Human Resources, General Counsel, CISO, the Senior Agency Official for Privacy, the Chief Acquisition Officer and physical security.7 And the risk executive (function) already exists in some form in every agency that runs the RMF. The governance board described below can sit alongside either, report to either, or be chartered as a working group of one of them. What matters is that it has a written charter and that its members are named.
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Who keeps the authoritative record, and who decides what it says
These are two jobs, and the program keeps them apart.
The steward keeps the record. In Book 00, Chapter 07, the steward leads the program office and owns the plan and the repository. For this book that means custody: the repository’s branch protections, who may approve and merge, the checks that run on every change, backups, and the platform that runs the rules and the drift engine. The steward decides governance artifacts’ status, naming and schema, with the steward’s review required on the pull request. The steward is accountable for the record being intact, current and available.
The steward does not decide what the facts mean. Each fact in the record has an information owner, in SP 800-37’s sense.1 HR decides what a worker type or an organization code means (Book 03); an application owner decides who should have access to the application (Book 04); a data owner decides how data is classified (Book 06); the CISO decides what a control requirement says. The record holds their decisions, with provenance pointing back to the decision. A steward who edits a fact to make a drift finding go away has made a decision that belonged to someone else.
The program’s word “steward” collides with SP 800-37’s “information owner or steward.” In this workbook the steward is the program role that keeps the record; the information owners are the many officials who decide what the facts in it mean. Agencies that already use “data steward” for the second meaning should rename one of them in the charter.
Who approves rule changes
Chapter 05 splits the rules into three layers, each with its own review. This chapter adds the decider.
	Change
	Reviewed by
	Decided by
	Recorded as

	An authoritative rule (layer 1) inside the agreed architecture
	The governance board
	The steward
	A decision record linked from the rule’s provenance

	An authoritative rule that encodes a control requirement, such as authentication strength, a configuration baseline or a logging floor
	The governance board
	The CISO; the steward implements
	The requirement committed as policy; the rule cites it

	A rule that changes the target architecture or the rules for authoritative origin
	The governance board
	The steward with the sponsor’s recorded concurrence
	Decision record plus the sponsor’s concurrence (Book 00, Chapter 07)

	A policy mapping (layer 2)
	Schema validation and the steward
	The owner of the adapter or indicator
	A schema-validated diff of the registry

	Runtime enforcement code (layer 3)
	Engineering review with tests
	The owning platform team
	Test results and the commit

	A change to the governance platform itself: the rule engine, the drift classifier, severity thresholds
	The governance board, and a reviewer outside the program office
	The steward
	Decision record and a signed commit

	Raising an operation class from L3 to L4 on the actuation ladder
	The governance board and the CISO
	The authorizing official
	A recorded risk acceptance with the class’s conditions (Chapter 10)


Three rows need comment.
The control-requirement row keeps the CISO’s decision with the CISO even when it is written as code. A rule that sets the minimum authentication strength is a requirement, and in Book 01, Chapter 09 requirements are the CISO’s. The steward turns the decision into a rule; the steward doesn’t make it.
The platform row covers the most dangerous change in the system: a change to the thing that decides what counts as drift. A classifier tuned to ignore a class, or a threshold raised until a noisy finding disappears, removes evidence as surely as deleting it. The program therefore requires a reviewer from outside the program office, typically from the CISO’s staff, on every such change. That is the program’s reading of CM-3(4).4
The L4 row gives the authorizing official the decision, as Book 12, Chapter 11 does for autonomous containment. Letting a machine close the loop without a person, for a whole class of change, accepts the risk that it will be wrong at machine speed. The gated ceiling of Book 01, Chapter 11 is the default because it is a posture an authorizing official can sign. Each exception to that default needs a signature.
Who reviews drift
Drift review has three layers, from the finding to the trend.
The program office triages. Every finding arrives as a remediation contract with a class, a severity, a window and an escalation path (Chapter 06). The program office checks that each one is routed to the right owner, that the window is running, and that anything the machine can’t fix has a human assigned. It doesn’t fix findings itself.
The owner of the affected system remediates. In the program’s model the system owner decides how a finding on the system is remediated and on what schedule within the window, and the platform team does the work, as in Book 12, Chapter 10. SP 800-137 gives the system owner the remediation activities needed to keep the system authorized.3 Where the finding is that the record is wrong, the information owner for that fact decides, and the correction goes through the rule-change table above.
The CISO decides on the evidence, and the board watches the trend. The program-wide matrix gives the CISO the decision on continuous monitoring evidence and drift findings (Book 01, Chapter 09): whether a finding class is serious enough to stop a wave, whether a closure carries enough proof, whether a source that stopped reporting is an incident. The governance board reviews the drift trend and the five measures that Chapter 10 defines: detection coverage, the share of findings closed inside their windows, the escalation rate, the machine-closure share and the declared-exception count. A rising trend is the board’s signal that something upstream, a process, a team or a rule, is producing drift faster than it is closed.
Who accepts exceptions
A finding that can’t be closed inside its window isn’t closed by exception. It is carried, by a named decision, with an end date. The program uses the time split Books 05, 08, 09, 11 and 12 already use (Book 12, Chapter 10), together with Book 04, Chapter 06’s rule that an exception leaving a control unmet with no compensating control is a risk acceptance.
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Where a drift finding goes when it can’t simply be fixed.
· A bounded exception has an end date and a compensating control. The system owner or platform team writes it up, the steward records it in the exception register, and the CISO approves it.
· A risk acceptance is a gap that is carried past the agency’s limit, or one that leaves a control unmet with no compensating control. It is defined by who decides and what stays unmet, not by whether a date exists: every acceptance still gets a review date, and none is open-ended without one. The CISO recommends; the authorizing official for the affected system decides. Deferred remediation stays on the plan of action and milestones; a pure acceptance with no planned fix leaves the plan and stays in the register, because OMB asks agencies to use the plan for weaknesses “not associated with accepted risks” (Chapter 12). SP 800-53’s CA-5 requires that plan to document planned remediation and to be updated from assessments, audits and continuous monitoring, and SP 800-37 gives its approval to the authorizing official.41
The register is reviewed quarterly by the board. No exception renews automatically. An exception renewed more than twice goes to the CISO and the authorizing official as a sign that the rule, or the system, needs to change, which is the rule Book 04, Chapter 06 applies to application access. And an exception never edits the rule. The rule stays as written, the exception is a separate record that points at it, and the drift engine keeps reporting the difference, marked as excepted, until the end date. That way an excepted setting never looks like a passing one (Book 12, Chapter 12).
Who keeps the record as a record
The authoritative record is a recordkeeping system whether or not anyone calls it one. Its commit history documents who changed configuration-controlled settings, who approved them and when, which is exactly what CM-3 asks the organization to retain.4 Its evidence bundles document control operation. Its decision records document how the agency governed its systems.
The records officer decides how long each class lasts and when it may be destroyed; the steward implements the schedule; the CISO is consulted. NARA’s General Records Schedule 3.1 covers configuration and change management records, including documents “identifying, requesting, and analyzing possible changes, authorizing changes, and documenting implementation of changes,” and schedules them for destruction five years after the system is superseded, terminated, defunded or no longer needed, with longer retention authorized for business use. Its item for IT oversight and compliance records covers reports, responses to findings and metrics, kept five years after the activity is completed or superseded. GRS 3.1 also says it doesn’t apply to system data or content.8 Which item fits which artifact in the repository, and whether any of it is permanent, is the records officer’s call. System access records, including audit trails, fall under GRS 3.2, which Book 01, Chapter 09 covers for AD-era logs.
The regulations also say what the repository must be able to do. NARA requires records management controls for electronic systems that protect a record’s reliability, authenticity, integrity, usability, content, context and structure, including protection against unauthorized addition, deletion, alteration, use and concealment, and audit trails that keep records complete and unaltered.9 A governed repository already has most of these. Protected branches and signed commits protect authenticity. The commit history is an audit trail. Provenance links supply context. The one feature that undoes them is rewriting history. A force-push to a protected branch, or a purge of an old commit, destroys records. The program’s rule is that history is never rewritten without the records officer’s concurrence and the CISO’s. If a credential is committed by mistake, it is revoked and rotated first, so the secret in the history is worthless, and any purge that follows is a recorded records decision.
The privacy office has a narrower role. The record holds attributes about people, and SP 800-37 makes the senior agency official for privacy responsible for reviewing systems that create or process personally identifiable information.1 The privacy office reviews any new attribute flow into the record before it lands, as Book 01, Chapter 09 requires for attribute flows generally.
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The program’s governance board is the change control element for the authoritative record. In most agencies it is the program’s steering committee (Book 00, Chapter 07) with a governance agenda added, rather than a second body.
	Member
	Why

	The steward, chairing
	Keeps the record and decides layer-1 rule changes

	Workstream leads
	Own the platforms the rules govern and the findings the rules produce

	A representative of the CISO
	The security representative CM-3(4) requires;4 decides control-requirement rules and reviews platform changes

	A representative of the privacy office
	The privacy representative CM-3(4) requires

	Information owners, as needed
	HR, application and data owners when a rule touches their facts

	The sponsor’s delegate
	Brings architecture and authoritative-origin changes to the sponsor

	The records officer, quarterly and on request
	Retention, disposition and any history rewrite

	The authorizing official’s designated representative, as an observer
	Sees the drift trend and the exception register before they reach the authorizing official


The board reviews. It doesn’t vote. Every item on its agenda has one decider from the tables above, and the board’s job is to make sure that person decides with the facts in front of them and that the decision is recorded. A board that decides by consensus has no one accountable for the decision.
The board should be chartered in writing: membership, the decisions it reviews, the decision record it produces, its quorum and how an urgent change is handled between meetings. The sponsor and CIO charter it, because they own the program’s scope and funding. If the agency’s risk executive (function) is itself an executive steering committee or risk board, as SP 800-37 allows,1 the governance board reports to it; it doesn’t replace it.
Cadence
The frequencies are the program’s design, chosen to fit the program rhythm in Book 00, Chapter 07 and the reporting rhythm in Book 12, Chapter 12.
	Forum
	Frequency
	Who
	Output

	Drift engine and record checks
	Continuous; on every change and on schedule
	The governance platform
	Remediation contracts; a P1 halts and alerts the named role at once

	Findings queue triage
	Daily
	Program office; platform team on call
	Every finding routed, every window running, every escalation assigned

	Evidence and drift review
	Weekly (the program’s Friday review)
	Program office and workstream leads
	Open findings by severity and age; closures without re-test evidence sent back

	Governance board
	Every two weeks, with the steering committee
	Members above
	Rule-change decisions, drift trend, decision log committed to the repository

	CISO metric review
	Monthly
	CISO, steward
	Drift and evidence metrics; open exceptions; findings past their window

	Posture report to the authorizing official
	Monthly, or on a significant change
	The ISSM prepares it for the system owner, with the steward and CISO
	Changes to plans, assessments and plans of action and milestones; decisions needed

	Exception register and L4 class review
	Quarterly
	Board, with the records officer
	Every exception confirmed, closed or sent for renewal; every L4 class confirmed or withdrawn

	Continuous monitoring strategy review
	At least yearly, and on the triggers SP 800-137 lists
	CISO prepares; the risk executive (function) approves
	A revised strategy, minimum frequencies and metrics32

	Board charter review
	Yearly
	Sponsor and CIO
	A re-signed charter with current names


Two rules cut across the table. A P1 doesn’t wait for any forum: it halts the run and goes to the named role at once, and Book 01, Chapter 12 adds that a missed window on a priority-one finding goes to the steward and the sponsor. And a governance board meeting that has nothing to decide still meets. Its standing items, the drift trend, the escalation rate and the exceptions nearing their end dates, are the reason it exists.
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The authorizing official sits outside the program and above the record. The role is small in time and large in consequence, and the program asks for four things from it.
1. Risk acceptances. Every gap that the program carries rather than closes reaches the authorizing official for the affected system in writing, with an end date or with the reason it has none: the open-ended exceptions above, missed remediation windows, and classes of change the platform can’t reach. The authorizing official approves the plan of action and milestones that holds the ones with planned remediation; a pure acceptance stays in the register.1
1. Ongoing authorization. The authorizing official reviews posture on an ongoing basis and decides whether risk remains acceptable (task M-6), and SP 800-37 says automated tools, metrics and dashboards support that decision by consolidating posture data for decision makers.2 The drift trend, the share of findings closed inside their windows and the exception register are the governance platform’s contribution to that review. They are only useful if they are regenerated from stored records and mean what they say (Chapter 07).
1. Significant change. The authorizing official decides whether a significant change requires reauthorization.1 A change to the authoritative-origin rules, the boundary or the actuation ceilings is the kind of change that question applies to, so the board sends those to the authorizing official’s designated representative as they are decided, not afterwards.
1. Assessor independence and the L4 classes. The authorizing official sets the degree of independence assessors need for ongoing assessments,1 and, in the program’s model, accepts each class of change allowed to run at L4.
The authorizing official doesn’t approve rule changes, triage findings or chair the board. The designated representative can attend the board and do the day-to-day work, but the acceptance of risk can’t be delegated.1 Because the role is assigned to government personnel only, a program office staffed largely by contractors can prepare every risk acceptance and can’t sign one. Most agencies have several authorizing officials. Each accepts risk only for the systems and common controls they authorize, so the governance platform’s own controls, the record, the drift engine and the evidence pipeline, need an authorizing official of their own when systems inherit them as common controls (Book 12, Chapter 10 makes the same point for the SOC).
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D = decides (accountable) · R = does the work · C = consulted · blank = informed at most. “Info owners” means HR, application owners and data owners, each for their own facts.

	Decision or work item
	Sponsor / CIO
	CISO
	AO
	Steward / program office
	Governance board
	Platform teams
	System owner / ISSO
	Info owners
	Records / privacy
	Assessors

	Charter the governance board; name the steward
	D
	C
	C
	R
	
	
	
	
	
	

	Custody of the record: protections, merge rights, checks, backups
	
	C
	
	D, R
	
	R
	
	
	C
	

	What a fact in the record means
	
	
	
	R
	C
	C
	C
	D
	C (privacy)
	

	Control requirements written as rules
	
	D
	C
	R
	C
	R
	C
	
	
	

	Authoritative rule change inside the agreed architecture
	
	C
	
	D, R
	C
	C
	C
	C
	
	

	Rule change to the target architecture or authoritative origin
	D
	C
	C
	D, R
	C
	C
	
	C
	
	

	Policy mapping change (layer 2)
	
	
	
	C
	
	D, R
	C
	
	
	

	Runtime enforcement code (layer 3)
	
	C
	
	C
	
	D, R
	
	
	
	

	Change to the governance platform: engine, classifier, thresholds
	
	C
	
	D, R
	C
	C
	
	
	
	

	Raise an operation class to L4
	
	R
	D
	R
	C
	C
	C
	
	
	

	Drift triage and routing
	
	
	
	D, R
	
	R
	C
	
	
	

	Remediation of a finding within its window
	
	C
	
	C
	
	R
	D
	C
	
	

	Continuous monitoring evidence and drift findings
	
	D
	C
	R
	C
	R
	C
	
	
	

	Bounded exception with end date and compensating control
	
	D
	C
	R
	C
	R
	R
	C
	
	

	Exception with no end date, or no compensating control
	
	R
	D
	R
	C
	C
	R
	C
	
	C

	Missed remediation window (plan of action and milestones)
	
	R
	D
	R
	
	C
	R
	
	
	C

	Exception register review
	
	C
	C
	R
	D
	C
	C
	
	C
	

	Retention and disposition of history, decisions and evidence
	C
	C
	
	R
	
	
	
	
	D (records)
	

	Any rewrite or purge of repository history
	
	C
	
	R
	
	
	
	
	D (records)
	

	Privacy review of a new attribute flow into the record
	
	C
	
	R
	
	C
	
	C
	D (privacy)
	

	Posture reports to the AO
	
	R
	C
	R
	
	
	D, R
	
	
	

	Ongoing authorization decision
	C
	C
	D
	R
	
	
	R
	
	
	C

	Assessor independence for ongoing assessments
	
	C
	D
	
	
	
	
	
	
	R



Six rows need comment.
The register review row is the one place the board decides. Confirming that each exception is still within its terms is a check of the register against its own conditions, not a risk decision, and the board is the forum that sees every exception at once. A finding from that review that changes risk, an exception that has failed its conditions, goes back to the CISO or the authorizing official under their rows.
The two exception rows split on time, as Books 05, 08, 09, 11 and 12 split them, and on Book 04’s compensating-control rule. A bounded exception is a reviewable decision the CISO can make. An open-ended one is a standing risk acceptance.
The remediation row gives the system owner the decision, as Book 12, Chapter 10 does. The steward doesn’t decide how another team’s system is fixed; the steward makes sure it is.
The architecture row has two deciders on purpose, the steward and the sponsor, because Book 00, Chapter 07 requires both to concur on a change to the target architecture or to the rules for authoritative origin; it is the second deliberate exception to one decider per row, after gate G2.
The evidence row matches Book 01, Chapter 09: the CISO decides on continuous monitoring evidence and drift findings. The missed-window row is what happens when a finding can’t be closed in time, and it matches the risk-acceptance row in Book 00, Chapter 07.
The history rows give the records officer the decision because, once history is rewritten, the record of who changed what is gone for an audit, an investigation or a legal hold, the same reasoning Book 01 gives for AD-era logs.
One decision sits above every column. The organization-wide continuous monitoring strategy, with its minimum monitoring frequencies, is approved by the senior accountable official for risk management or the risk executive (function) (task P-7).2 The CISO prepares it and the program’s tempo has to fit inside it. If the strategy says a control is assessed monthly, the program can monitor it more often but can’t promise less.
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The governance platform holds the record of what everyone else did, so its own separations matter more than any team’s.
1. The steward can’t approve the steward’s own changes. Every change to a rule or to the platform needs a reviewer other than its author, enforced by the repository’s protected branches rather than by convention. Administrators, including the steward, can’t bypass the protection (Book 00, Chapter 07). SP 800-53’s AC-5 asks the organization to identify the duties that must be separated and define access authorizations to support that separation.4
1. The component that detects drift doesn’t accept it. The drift engine reports; it can’t mark a finding excepted, lower its severity or close it without the evidence the contract requires. Excepted status comes only from an exception record a decider approved.
1. Platform changes get an outside reviewer. A change to what counts as drift is reviewed by someone outside the program office, as the rule-change table says.
1. Assessors read, re-run and never edit. Control assessors can read the record and regenerate any evidence from it, with the independence the authorizing official sets.1 They have no write access, and nothing they produce enters the record except as an assessment result.
1. The authorizing official stays outside the program office. The role belongs to government personnel and the risk acceptance can’t be delegated.1 The steward shouldn’t also be the authorizing official, and the CISO’s representative who reviews a platform change shouldn’t be the engineer who wrote it.
[bookmark: _Toc00000813]What changes, in one table
	Old habit
	What replaces it

	The tool owner governs the tool
	The steward keeps the record; information owners decide what its facts mean; the CISO decides requirements

	Rules change when an engineer edits them
	Each layer has a reviewer and a decider; platform changes get an outside reviewer

	Findings are read by whoever has time
	The program office triages daily; system owners decide remediation; the CISO decides on evidence; the board watches the trend

	A finding nobody can fix gets closed
	It is carried with an end date by the CISO, or without one by the authorizing official, and the drift engine keeps reporting it

	The board decides by consensus
	The board reviews; every item has one decider; the decision is recorded

	The authorizing official sees the package once every few years
	The authorizing official sees a monthly posture report built from the record, and signs every open-ended gap

	The repository is a tool
	The repository is a recordkeeping system; the records officer decides retention; history isn’t rewritten without a records decision
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[bookmark: _Toc00000815]Chapter 10 — Operational Tempo: Ticket to Machine, Not Ticket to Human
A ticket that sends a person to a console changes who is to blame, not what is proved; a ticket that authorizes a machine leaves the person the one job a machine can’t do, which is to approve.
[bookmark: _Toc00000816]In this chapter
Why a deterministic governance platform still decays without a declared tempo, and what that tempo is: response windows by severity, continuous detection, bounded remediation and escalation to named roles. Why native tools can change state but can’t, on their own, produce the record an assessor relies on, and why putting a ticket in front of a person doesn’t fix that. Which operation classes qualify for a machine, how instance and class approvals map to the actuation ladder of Book 01, Chapter 11, what happens when no machine can reach the surface, how the service desk fits, and what the tempo shows operations and leadership. The detailed reference, including the controls and the vendor landscape, is in Appendix B.
The drift engine in Chapter 06 turns every difference between the record and the estate into a remediation contract with a class, a severity and an escalation path. That is necessary and not sufficient. A platform that detects perfectly and closes slowly produces a growing, accurate, timestamped list of things nobody fixed. Its evidence then documents neglect rather than discipline, and an assessor who reads it will draw that conclusion.
What keeps the list short is tempo: the cadence at which detection, remediation, escalation and closure actually run, and a rule about who does each. This chapter sets the program’s tempo. Its argument is that most routine remediation shouldn’t wait for a person to log in at all. The ticket should authorize a machine, the person’s role should stop at approval, and the people the program has should spend their time on the findings that need judgment.
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The same drift finding handled two ways: a ticket to a human, and a ticket to a machine.
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The program declares a response window for each severity. The severities come from the drift engine’s classification in Chapter 06, which sets severity from the drift class and whether the affected claim is in active use. The windows are the program’s design, not an external standard.
	Severity
	May a machine fix it?
	Response window
	Who is in the loop

	P1, critical
	No. The run halts and alerts
	Immediate
	A named role decides before anything changes

	P2, high
	Yes, if the fix is deterministic and the class qualifies; otherwise a person decides the fix
	1 hour
	An approver for each instance, unless the class is enumerated at L4

	P3, medium
	Yes, if the class qualifies
	24 hours
	An approver for each instance, or the class approved in advance

	P4, low
	Yes, if the class qualifies
	72 hours
	The class approved in advance, reviewed after the fact, or an approver per instance


Two limits apply to every row. First, an external clock overrides the program’s window whenever it is shorter or different. A known exploited vulnerability runs on the remediation timelines of BOD 26-04, which revoked BOD 22-01 and BOD 19-02 on June 10, 2026 (Book 12, Chapter 06),1 and an incident runs on CISA’s clock, which requires notification within one hour of the incident’s identification by the agency’s top-level incident response team (Book 12, Chapter 10).2 The program’s windows govern drift against the record, not the agency’s other obligations. Second, “may a machine fix it” never overrides the ceiling for the class. The source of these windows said P3 and P4 findings auto-remediate. In the program’s model that is true only where the class has been enumerated for L4; everywhere else the machine executes after a human approves, which is still a ticket to a machine.
The tempo makes three operating commitments.
1. Detection is repeated. The record’s own checks run on every change to it, and adapters report runtime state on their collection interval (Chapter 08); continuous capture is a target, not today’s state (Chapter 07). Detection doesn’t wait for an audit cycle.
1. Remediation is bounded. Every finding has a window. A machine handles the deterministic fixes in qualifying classes; the rest go to a person with the window still running.
1. Escalation lands on named roles. Each remediation contract names its path: the steward for a finding about the record, the system owner and platform team for a finding on a platform, and the CISO for a finding that bears on a control requirement or on evidence (Chapter 09). Never a distribution list.
A program that declares a tempo and doesn’t keep it is generating drift of its own, in its operations rather than its estate. The governance platform shows this through its own backlog: a queue with chronic open findings past their windows says the program’s tempo and its staffing don’t match, and Book 01, Chapter 12 makes a missed window on a priority-one finding a rollback trigger that goes to the steward and the sponsor.
[bookmark: _Toc00000818]Native tools change state; they don’t close findings
“Doesn’t the cloud console already do this?” is really three questions.
1. Can the native tool detect drift and change state? Yes. Configuration management, patch orchestration and posture services remediate, and Book 12, Chapter 07 shows each platform’s stack doing it.
1. Can its dashboard show current posture? Yes, for its own boundary.
1. Can that dashboard, by itself, be the evidence an assessor relies on for an authorization decision? In the program’s assessment, no.
A console shows current state. An evidence record has to answer four questions about each finding: who owns it, what clock they are working against, who approved the change or the exception, and what re-test proves it closed. SP 800-53’s CM-3 asks for that record directly: approval or disapproval of configuration-controlled changes with explicit consideration of security and privacy impact, documented decisions, and retained records of the changes.3 SP 800-37 adds that the organization should monitor for unauthorized changes and work out their root cause, not only follow its change process.4 None of the native consoles is built to be the agency’s system of record for ownership and approval across teams. That is why the program puts a coordination layer in front of them, and why actuation still stays on the native surface: the coordination layer never writes the configuration, applies the patch or fixes the rule itself. Its job is to make every drift an owned, clocked, approved and evidenced piece of work (Book 12, Chapter 07 builds the record for patch and configuration).
The coordination pattern has five steps: test, detect drift, raise a typed task against the reconciled configuration item, actuate on the native surface, close with evidence. It shares its shape (a governed task, a native write, a verified close) with the provisioning loop in Book 10, Chapter 07, which has its own steps, and it applies the same five clauses Book 00, Chapter 04 requires of every change.
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The default shape of change management in most agencies is this: a ticket is raised, a person opens the console or runs a script because the ticket told them to, and the person replies “done.” Adding a ticket in front of that doesn’t change who is at the keyboard, what account they used or whether anything checked their work. The closure is an assertion, and Book 00, Chapter 04 is explicit that a task closed by a person clicking “complete” with no machine-readable verification is prose, not evidence.
The program’s rule is that wherever a machine can reach the surface, the ticket authorizes a machine, not a person. A human approves the change. The platform executes it under a service identity, from a versioned plan, after a dry run, and re-reads the object to verify the result. The human’s role stops at approval.
Running a change that way produces, without anyone assembling it, what an assessor checks for:
· the change traces to a prior approval by a named person who isn’t the requester;
· the artifact that ran is version-controlled and access-restricted;
· the execution is logged and attributed to the task and its service identity, not to a person’s memory;
· the result is verified by a re-read and can be re-tested.
The controls already describe this shape. CM-3(1) asks for automated mechanisms to document proposed changes, notify approvers, prohibit changes until approvals arrive and document every change; CM-3(3) asks for automated mechanisms to implement baseline changes and deploy them across the installed base; CM-6(1) asks for automated mechanisms to manage, apply and verify configuration settings; and SI-2(5) asks for security-relevant updates to install automatically on organization-defined components.3 Not all of these are in the Moderate baseline: CM-3(2) testing and SI-2(2) automated flaw-remediation status are, while CM-3(1) and CM-6(1) are in the High baseline only.5 The program adopts the shape for every system anyway, as design, because it is the cheapest way to produce the evidence CM-3 asks for at any baseline.
It also changes what people do. SP 800-137 encourages automating data collection, analysis and reporting where possible and is equally clear that an organization’s security program can’t be fully automated: the tools still need people to implement and maintain them and to interpret what they find.6 In the program’s model people tune the classifier, review the escalations, decide the exceptions and write the rules. They don’t triage routine drift ticket by ticket, and they don’t make routine changes by hand.
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An operation class, a kind of operation such as restoring a group rule, qualifies for a ticket to a machine when it passes all six tests. (The five change classes of Chapter 04, move, add, change, deletion and reset, are a different cut: they name the kind of change, not the unit the ladder governs.) The tests are the program’s design.
1. A machine can reach the surface. The platform exposes the change through an API or a management stack the execution layer can call under a scoped service identity.
1. The fix is deterministic. The correct end state comes from the record, not from a judgment about context. If two careful engineers could reasonably choose different fixes, the class doesn’t qualify.
1. The scope is bounded. Each action targets one object, or a pre-materialized list, and the blast radius is computed before approval (Book 01, Chapter 11).
1. There is a way back. Each action is rollback-paired, or the class is rollback-never by design with a defined recovery path, as a leaver’s deprovisioning is.
1. The result can be verified. A re-read can confirm the object now matches the record.
1. The class isn’t on the permanent-L3 list. Tenant-wide role changes, Conditional Access enforcement changes, bulk device-state changes and network policy that touches thousands of endpoints stay at gated actuation whatever the program’s maturity (Book 01, Chapter 11). A domain book can add permanent classes of its own: Book 12, Chapter 11 keeps isolating a server and disabling a privileged or emergency-access account at L3 or below.
The tests decide whether a machine executes. The ladder decides whether a human approves each instance first. Examples, all illustrative:
	Operation class
	Qualifies for a machine?
	Default ceiling
	Notes

	Re-apply a drifted configuration setting on one device or server, where the baseline is in the record
	Yes
	L3; an L4 candidate once its false-positive rate is known
	CM-6; the stack’s own remediation does the work (Book 12, Chapter 07)

	Deploy a security update through the native patch stack inside an approved window
	Yes
	L3, approved per ring or deployment
	SI-2; an external deadline can shorten the window

	Restore an attribute value on one person from the authoritative HR source
	Yes, when the source value is itself valid
	L3; L4 candidate for enumerated attributes
	A Format failure halts instead (Book 00, Chapter 04)

	Restore a dynamic group or administrative-unit rule to the version in the record
	Yes
	L3
	Membership recomputes for everyone the rule touches, so the blast radius is the group, not the rule

	Remove a group member added outside the governed process
	Yes, mechanically
	L3
	The write may have been a legitimate emergency; a person decides

	Change a Conditional Access policy
	Yes, mechanically
	L3 permanently
	On the permanent list

	Change a tenant-wide role assignment, or bulk device state
	Yes, mechanically
	L3 permanently
	On the permanent list

	Issue or renew a certificate within policy
	Not as a ticket
	Protocol automation
	Volume rules out a ticket per event; see below

	A value that fails its expected format, or a finding the classifier marks P1
	No
	Halt
	A person decides whether the record or the estate is wrong

	A surface with no API the execution layer can reach
	No
	Declared exception
	See below


Certificates are the deliberate exception to the ticket. A certificate estate generates issuance and renewal events at a volume no approval queue can absorb, and the volume is rising: the CA/Browser Forum adopted a schedule in April 2025 that cuts the maximum validity of publicly trusted TLS certificates from 398 days to 47 days between March 2026 and March 2029.7 Routing each renewal through an approval would train reviewers to approve without reading. Routine issuance is closed instead by protocol-enforced automation inside policy, as Book 07 describes. The exceptions in the certificate estate still use the front door: a new certificate authority, a non-standard lifetime, a trust-anchor change, or an unknown-issuer certificate found by the inventory. Appendix B carries the full reasoning.
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The tempo: severity sets the window, the class’s ceiling sets who approves, and every path ends in one closure record.
The program places every class on the actuation ladder of Book 01, Chapter 11: L0 Record, L1 Observe, L2 Advise, L3 Gated actuation and L4 Autonomous within guardrails. A ticket to a machine runs at L3 or L4. The difference is where the approval attaches.
· At L3 the approval attaches to the instance. The execution layer prepares a plan for this finding, validates it, runs a dry run, and a named approver who isn’t the author authorizes it through the repository’s review before it runs (Book 01, Chapter 11). This is the default ceiling. It keeps a person on every change while taking the person off the keyboard, and for most P2 and P3 work it is fast enough: the approver reads a blast-radius summary, not a console.
· At L4 the approval attaches to the class. The authorizing official accepts, in advance and in writing, that a named class may run without a person, under stated conditions: the scope limits, the exclusions, the verification, the rate at which a person reviews the closed work after the fact, and the conditions that drop the class back to L3. Chapter 09 gives that decision to the authorizing official, and the governance board reviews every L4 class quarterly. L4 is for enumerated low-blast-radius classes only.
Four mechanics keep both honest.
1. Separate identities. The governance layer that decides and the execution layer that acts run as different processes, under different service principals, with different credential stores and logs (Book 01, Chapter 11). A component that could decide and act could cover its tracks.
1. No standing privilege for people. Where a person must act, they activate an eligible role for a limited time. Microsoft Entra Privileged Identity Management provides time-bound, approval-based role activation with justification, notifications, access reviews and downloadable audit history, and its assignments can target users, groups, service principals or managed identities.8
1. Requesters don’t approve. The approver is never the requester or the author of the plan. SP 800-53’s AC-5 asks organizations to identify the duties that must be separated and define access authorizations to support that separation.3 The repository’s protected branches enforce it for plans; the ticket flow enforces it for everything else (Book 04, Chapter 06).
1. Closure is a re-read. A 2xx response from an API isn’t closure. The execution layer re-reads the object and compares it with the record before the task closes, and the next drift run must agree.
The ladder is also how the program answers the obvious objection, that automation is risky. It is, and the ladder says exactly how much of it each class is allowed. What an authorizing official gets is a record, per class, of the ceiling, the dry run, the approver and the rollback, which is a posture that can be signed. That is why L3 is the default and not a federal requirement: CISA’s Zero Trust Maturity Model describes itself as a general guide rather than a strict set of requirements (Book 01, Chapter 11).
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Some surfaces have no API the execution layer can call: an appliance managed only through its own console, a legacy application with a vendor-only admin tool, a hypervisor setting outside the management stack. For these the fallback is a declared exception, not a silent one.
The compensating control is a time-boxed, proxied, recorded privileged session. The sequence matters.
1. The finding is raised as a task like any other, with its owner and window.
1. The task is marked as having no machine actuator, which is itself recorded as an exception in the register (Chapter 09).
1. A named approver approves the session before it starts: the target, the change, the time box and the operator.
1. The operator activates an eligible role and connects through a privileged-access proxy that records the session.
1. The change is made; the session closes when the time box ends.
1. The re-read verifies the result, and the recording is attached to the task as part of its evidence.
SP 800-53’s AU-14 provides for exactly this: the capability for organization-defined users or roles to record, view, hear or log the content of a user session, with session auditing developed and used in consultation with legal counsel.3 Counsel’s role is real; recorded sessions capture whatever is on screen. Each such exception has an end date, and the end is either a machine actuator for the surface or the surface’s retirement. A class that stays manual for good is a standing risk acceptance for the authorizing official, not a permanent workaround.
The rule this section protects is short. The gap between a finding and a machine that can fix it is never closed by quietly sending a person to the console.
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The service desk is the front door, not a second governance system. In most agencies the IT service management platform already holds the tickets, the configuration items and the approval workflows. The program’s design is to use it as the place where every finding becomes a typed task, and to keep one front door for every source: drift findings from the governance platform, posture and vulnerability findings from native tools, access requests from the identity governance tools, and the requests people raise themselves. Detection engines feed the front door; they don’t each grow their own queue.
What changes is what happens after the ticket opens.
· Routing follows authority. Book 04, Chapter 06 routes every request by the authority it needs, from low-impact support through owner-governed access to governance actions that are never automated. Drift findings route the same way, by class and severity.
· The help desk executes, and doesn’t decide. Where a person must act, the help desk acts only against an approved, assigned ticket and has no approval authority of its own. Most routine tasks run as connector actions in the ITSM platform’s integrations, so the help desk does only the residual manual work (Book 04, Chapter 06).
· The help desk is protected as a target. The help desk becomes a high-value target during a modernization, and the identity-verification procedure for resets is a CISO decision, not a help desk one (Book 01, Chapter 09). Moving routine changes off the help desk’s keyboards also shrinks what an attacker who talks their way past it can do.
· Closure writes back. The ticket closes when the execution layer’s re-read and the next drift run agree, and the closure record flows into the evidence chain (Chapter 07). The ticket’s status is a view of the record, not a substitute for it.
Book 10, Chapter 07 shows the same front door for provisioning, including two documented ways to build it on a service management platform and an infrastructure-as-code pipeline. Day-2 operations at the help desk, and the help desk’s role in whether modernization sticks, are the subject of Book 15, Compliance Automation & Day-2 Operations.
Entra entitlement management with ServiceNow, compared with the SailPoint path
Microsoft offers two native ways to join Microsoft Entra entitlement management to ServiceNow. The first makes ServiceNow an alternative portal: users request access packages, see their request history, and approve or deny requests there, while entitlement management stays the system of record for catalogs, access packages, policies, approvers and assignments. It needs Entra ID P2 or Microsoft Entra Suite and is installed from the ServiceNow Store.9 The second is ticketed provisioning: a custom extension on an access package policy calls a Logic App when a request is approved, the Logic App opens a ServiceNow ticket for the manual provisioning, and entitlement management waits until the ticket’s closure calls back to resume the assignment. A ticket that isn’t closed within 14 days leaves the requester with a failed assignment.10
The workbook’s example path, the Ticket-to-Machine example guide, puts SailPoint Identity Security Cloud in the governance slot and ServiceNow at the front door. The two approaches fit different agencies:
· The native integration fits an agency whose access governance already runs on Entra ID Governance and whose access packages cover the resources that matter. It keeps one governance system of record and adds no second identity governance product to the authorization boundary.
· The SailPoint path fits an agency that already governs identities and entitlements across many non-Microsoft systems in SailPoint, or whose source-of-authority design puts the governance platform upstream of Entra ID.
Neither changes this chapter’s rule. Ticketed provisioning resumes on the ticket’s closure, and in this chapter’s terms that closure is an assertion until the execution layer’s re-read agrees with the record. Both paths support CM-3 and AC-2; the evidence still comes from the approval, the execution and the re-read, not from the product. Microsoft lists Entra ID Governance as available in GCC, GCC High and DoD;11 government-cloud availability of the ServiceNow Store integration and of the ticketed-provisioning path is not yet specified.
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For the team that runs the governance platform, the tempo shows up as four things:
· A live findings queue, scoped by severity, class and adapter, with each finding’s window counting down.
· A remediation contract per finding, recording what was done, by which identity, under whose approval, and whether a machine or a person executed it.
· A window dashboard showing burn-down by severity: how many P1 to P4 findings opened, closed inside their windows, and remain open past them.
· Escalation channels routed by the paths in each contract, not by ad hoc routing rules.
The work shifts from “monitor everything” to “tune the classifier and answer the escalations.” Most P3 and P4 findings close through approved plans or L4 classes; most deterministic P2 findings close through L3 approvals; P1 findings and the judgment subset of P2 reach a person before anything changes.
[bookmark: _Toc00000825]What the tempo shows leadership
Leadership needs three measures, and they are program health measures, not operations statistics. The drift trend that Chapter 09 gives the board is these measures read over successive periods, not one period’s value.
	Measure
	Definition
	What a bad trend means

	Detection coverage
	Share of the in-scope estate whose adapters report runtime findings, by drift class
	Drift on uncovered surfaces is invisible to the tempo; the program is measuring less than it thinks

	Window adherence
	Findings closed inside their response window ÷ findings closed in the period; and findings open past their window
	The tempo and the staffing don’t match, or a class needs a machine actuator

	Escalation rate
	Findings that reached a person ÷ all findings, by class
	Either drift severity is rising, or the classifier needs tuning, or a class that should qualify for a machine doesn’t yet


Two more belong beside them. The machine-closure share is the share of closures executed by a machine under an approval rather than by a person at a console; it should rise as actuators are added. And the declared-exception count is the number of open tasks with no machine actuator, which should fall. The targets are the agency’s to set. Window adherence follows the same rule Book 12, Chapter 12 applies to vulnerability remediation: measure closures within the window and overdue items separately, because a ratio of open findings that aren’t yet overdue improves every time new findings arrive. The board reviews all five in the cadence set in Chapter 09.
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· It doesn’t require round-the-clock staffing. P3 and P4 findings close inside their windows through approved plans and L4 classes. A P1 halts the run and alerts, which keeps the record intact until a person responds.
· It doesn’t require eliminating drift. Drift is the signal. The tempo bounds the response, not the occurrence.
· It doesn’t require a particular vendor. The tempo runs on the agency’s own governance platform and whatever ITSM platform the agency already has. The book’s model names no required product; the Ticket-to-Machine example guide shows one implementation. Appendix B gives the operation classes and the evidence each produces, and Book 10 explains how to check any product’s FedRAMP status and availability in the agency’s cloud.
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· Automation is bounded to deterministic fixes. As runtime detection matures, more classes qualify. Today, semantic, authorization and identity drift escalate to a person more often than schema and provenance drift do, because their fixes depend on context.
· Windows can only be kept for findings that are emitted. An adapter that hasn’t implemented runtime reporting contributes no findings, and its drift is invisible to the tempo. Detection coverage exists to show where.
· The escalation paths assume the roles exist. A program without a named steward, workstream leads and a CISO’s representative on the board has to name them first (Chapter 09). The platform can’t manufacture authority.
· Some surfaces will stay manual for a long time. The declared-exception path makes them visible and bounded. It doesn’t make them cheap.
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1. A deterministic platform still decays without a tempo: response windows by severity, continuous detection, bounded remediation and named escalation paths.
1. Native tools change state; the evidence an assessor relies on is the owner, the clock, the approval and the re-test, which a console alone doesn’t hold.
1. Wherever a machine can reach the surface, the ticket authorizes a machine and the person’s role stops at approval.
1. A class qualifies when it is reachable, deterministic, bounded, reversible and verifiable, and isn’t on the permanent-L3 list; L3 approves the instance, L4 approves the class, and the authorizing official accepts each L4 class.
1. Where no machine can reach, the fallback is a declared, approved, recorded privileged session with an end date, never a silent trip to the console.
1. The service desk is the one front door; routing follows authority, the help desk executes without deciding, and closure writes back from the record.
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[bookmark: _Toc00000830]Chapter 11 — Reciprocity, Indicators and One Authorization
Reciprocity doesn’t mean that one signature covers every agency. It means one body of evidence, kept current, is good enough for every authorizing official to reuse, and each of them still signs for their own agency’s risk.
[bookmark: _Toc00000831]In this chapter
What reciprocity means in NIST and OMB terms, and the three federal mechanisms for reusing someone else’s authorization work. What OMB M-24-15 and FedRAMP’s 2026 rules say about reuse: the presumption of adequacy, the limits on asking for more, and the agency’s own authorization. How the program applies this to a shared service that many agencies consume, and the corrections that requires to the program’s earlier “single ATO” wording. What the 2026 Key Security Indicators are, and that they bind providers. How SP 800-37’s ongoing authorization turns continuous evidence into a standing decision, and what is still the program’s own design.
The federal estate assesses the same controls over and over. A platform that twenty agencies use is examined by twenty assessment teams, each producing its own package, each package describing the same data center, the same identity service and the same patch process. The work is duplicated, and the packages also diverge: twenty snapshots taken at twenty different times, none of them current a month later. Chapter 01 of this book argued that a point-in-time assessment measures a moment. Multiplying the moments doesn’t fix that.
The alternative is older than any of the program’s tooling. NIST built the Risk Management Framework partly to “encourage reciprocity,”1 and the 2022 FedRAMP Authorization Act and OMB’s 2024 memorandum that implements it make reuse the default for cloud services.23 What the program adds is the evidence side: if the package that everyone reuses is produced continuously by the systems rather than assembled once by people, reuse stops meaning “reuse last year’s snapshot.”
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One body of continuously produced evidence keeps one authorization package current; each agency reuses it in its own decision.
[bookmark: _Toc00000832]What reciprocity means
NIST defines reciprocity as an “agreement among participating organizations to accept each other’s security assessments to reuse system resources and/or to accept each other’s assessed security posture to share information.”1 Two things in that definition matter. Reciprocity is about accepting assessments, not about transferring risk acceptance: nothing in it lets one organization’s authorizing official accept risk on another’s behalf. And it’s an agreement, so it has terms. OMB Circular A-130 lists reciprocity among the things the RMF supports, alongside “consistent, well-informed, and ongoing authorization decisions.”4
SP 800-37 gives three concrete mechanisms for reusing someone else’s authorization work.
	Mechanism
	What it is
	Who accepts the risk

	Authorization to use
	A customer organization accepts the authorization package another organization produced for a system a federal entity has authorized to operate. SP 800-37 calls it “a mechanism to promote reciprocity” and “a form of reciprocity”
	The customer’s authorizing official, with “the same level of responsibility and authority for risk management” as one issuing an ATO; the provider’s ATO covers the system, the customer’s ATU covers “the customer’s information”1

	Joint authorization
	Several authorizing officials, from the same organization or different ones, authorize one system together and “jointly accept” its risks. SP 800-53 has CA-6(1) for the same organization and CA-6(2) for different organizations
	All participating officials, collectively; it remains in effect “only while there is agreement among authorizing officials”15

	Type authorization
	One package for an archetype system deployed identically in many places, used with site-specific controls or a facility authorization
	The developing organization’s authorizing official issues the ATO; each site’s official accepts the risk of deployment and issues an authorization to use1


An authorization to use can only follow “a valid authorization to operate” by another federal entity, and it requires the customer to review the provider’s package “as the fundamental basis for determining risk.”1 Book 10, Chapter 11 covers what that review contains for a cloud service.
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OMB Memorandum M-24-15, Modernizing the Federal Risk and Authorization Management Program (July 25, 2024), is the governing policy for FedRAMP; FedRAMP’s 2026 site describes it as having “formally rescinded and replaced” the program created by the 2011 memorandum.23 Its central idea for reuse is the presumption of adequacy. Where a cloud product or service has a FedRAMP authorization at a FIPS 199 impact level, “the Act requires that agencies must presume the security assessment documented in the authorization package is adequate for their use in issuing an authorization to operate at or below that FIPS 199 impact level.”2
The memo sets limits on both sides of that presumption:
· It applies only while the authorization is maintained, “by satisfying ongoing requirements (i.e., continuous monitoring).” A stale package isn’t presumed adequate.2
· It doesn’t replace the agency’s decision. The presumption “does not supersede or conflict with” agency heads’ FISMA authorities, and when agencies reuse artifacts from the FedRAMP repository, “the appropriate agency authorizing officials must issue an authorization.”2
· It can be overcome, with reasons. An agency may set it aside if it has a “demonstrable need” for security requirements beyond the package, or if the package is “wholly or substantially deficient.” An agency that does further work must document why it found the earlier package deficient and inform the FedRAMP PMO.2
· Joint authorizations are encouraged for widely reused services. The memo supports agency authorizations, which can be issued by one agency or “conducted jointly by multiple agencies,” and program authorizations signed by the FedRAMP Director. It names offerings that “receive high reuse across the Federal enterprise” as likely candidates for joint authorization.2
It also gives every agency standing duties that make reuse work. Each agency must give the FedRAMP PMO a copy of its authorization letter when it issues an ATO or ATU based on a FedRAMP authorization, make sure its own artifacts “are of sufficient quality for reuse by other agencies,” leverage other agencies’ authorization materials “to the greatest extent possible,” make sure its governance, risk and compliance tools can produce and ingest OSCAL, and regularly review the continuous-monitoring materials providers supply.2 The memo also points agencies to SP 800-37 for ongoing authorization.2
[bookmark: _Toc00000834]What FedRAMP’s 2026 rules add
FedRAMP’s Consolidated Rules for 2026 rename the product, from “FedRAMP authorized” to “FedRAMP Certified” (Book 10, Chapter 03), and turn M-24-15’s reuse principles into agency rules. The guidance to agencies says it plainly: agencies “should reuse FedRAMP Certification materials to the greatest extent possible” and should “treat FedRAMP as a reuse system, not a paperwork substitution.” It is just as plain about what reuse is not. “Each agency still authorizes its own federal information systems,” the authorizing official “accepts risk for the agency’s specific use of that service,” and an agency “should never create a standalone authorization to operate for a cloud service offering.”6
The agency rules then enforce the presumption:7
	Rule
	Force
	What it says

	AGU-USE-ABU
	MUST
	Complete the ATO process for federal information systems that use FedRAMP Certified offerings

	AGU-AGC-NAA
	MUST
	Notify FedRAMP after authorizing use, with a copy of the ATO letter “for the information system leveraging the cloud service”

	AGU-AGC-NAR
	MUST NOT
	Require information or materials beyond FedRAMP’s requirements, unless the agency head or a delegate finds a demonstrable need and notifies FedRAMP; FedRAMP notes this relates to the presumption of adequacy

	AGU-AGC-TPP
	MUST NOT
	Require a specific certification type or path, on the same terms

	AGU-AGC-GRC
	MUST
	Have governance, risk, compliance and inventory tools that produce and ingest machine-readable artifacts, at minimum OSCAL and JSON

	CCM-AGM-ROR
	MUST
	Review each Ongoing Certification Report for how changes may affect the risk tolerance in the agency’s ATO


One inconsistency is worth knowing about. The same obligation to review each Ongoing Certification Report appears twice in the machine-readable ruleset: as CCM-AGM-ROR with the force MUST, and as AGU-USE-ROR with the force SHOULD.7 The program treats it as MUST, because the stricter rule is the one an assessor will read, and because the review is the only way an agency learns that the package it reused has changed. Providers supply those reports every three months.8
For a federal reader the consequence is straightforward. Reuse is the default and duplication needs a documented reason, but the reuse always ends in the agency’s own signature on its own system. The program’s model has to fit inside that.
[bookmark: _Toc00000835]One package for a shared service
The program’s reciprocity model was written for a specific case: one platform, operated once, consumed by many agencies. A government-wide HR platform is the example the program uses (Book 03). The question is whether such a platform is authorized once or once per consumer.
Earlier program material answered “one System Security Plan, one controlling Authority to Operate, covering all consuming agencies.” Read against the sources above, that wording needs correcting, though the intent survives. The program’s position, restated: one authorization package and one provider decision cover the platform; each consuming agency’s authorizing official issues its own decision that reuses the package. Where the platform is a FedRAMP Certified cloud offering, that decision is an ATO for the agency’s own system, which uses the offering as an external service.6 Where the platform is a shared service another federal entity has authorized, it can be an authorization to use.1 Where several agencies want to share the risk decision itself, the mechanism is a joint authorization under CA-6(2), with terms the participants agree in writing.15 No mechanism lets the provider’s authorizing official accept a consumer agency’s risk, and SP 800-37 says explicit risk acceptance “cannot be delegated.”1
What the program does keep from its earlier model is the part that makes the package worth reusing:
· Configuration latitude instead of forks. Agencies differ in configuration, not in packages. The system security plan carries a latitude table: which settings each agency may elect, and within what bounds. This is the program’s design.
· Latitude is drift-governed. An agency election outside the table is not a local preference; it’s a drift finding. A configuration the plan forbids is authorization drift, and an unrecognized principal in an agency’s tenant is identity drift, both P1 when the claim is in active use (Chapter 06).
· A reciprocity record per consuming agency. Each record names the provider’s authorization decision and package version, the consuming agency, the agency’s own decision that reuses it, the legal and policy basis the agency relies on, the agency’s configuration elections, and the dates. The record is the program’s design; it is not a federal form, and it doesn’t replace the authorization letter FedRAMP requires agencies to submit.7
· A per-agency evidence bundle. The record, a component definition scoped to the agency’s elections, current assessment results and a manifest of hashes, so the agency’s assessor can check the bundle without access to the program’s systems.
Two corrections to the earlier design
The earlier material described each reciprocity record as “signed (HMAC-SHA256)” and the bundle as self-verifying “with nothing but the Python standard library,” so that an auditor could verify it offline. Both claims overstate what the mechanisms do. An HMAC is a message authentication code computed “in combination with a shared secret key.”9 Anyone who can verify it holds the key, and so could also have produced it; an assessor without the key can’t verify it at all. A manifest of hashes proves the files match the manifest, but anyone who changes a file can also rewrite the manifest. Proof of who produced a record needs a digital signature, which FIPS 186-5 describes as used “to detect unauthorized modifications to data and to authenticate the identity of the signatory.”10 The program’s design is therefore a signed manifest: hashes detect change, the signature binds the bundle to the provider’s key, and an agency verifies with the provider’s published certificate. Chapter 07 sets out what each mechanism proves.
The earlier material also called the program’s health checks for this model “KSI-RECIP” indicators. The next section explains why that name collides with FedRAMP’s, and the program now calls them reciprocity health checks.
The trade-off, stated honestly
One package for many agencies concentrates risk by design. It is the point of leverage and the single point of failure: if the provider’s authorization lapses, or its evidence stops being current, every consuming agency is affected at once. The program’s response is to watch the package’s health continuously rather than at renewal. Its reciprocity health checks ask whether every record cites a current provider decision and a legal basis, whether any record has expired silently, whether every bundle’s hash verifies (and its signature, once signing is deployed), and whether the system security plan is kept current on the program’s cadence. The cadence targets the earlier material set (a draft plan update within 30 days of a change, a final one within 45, and reauthorization work started at least 30 days before any termination date) are the program’s own service levels, not federal requirements.
Ongoing authorization, covered below, changes the shape of this risk. A package under ongoing authorization has no termination date to lapse past, so the failure to watch for is the continuous-monitoring program going quiet.1
[bookmark: _Toc00000836]The 2026 Key Security Indicators
FedRAMP’s 2026 rules include 46 Key Security Indicators in ten themes. Each indicator is a short outcome statement with a list of related SP 800-53 controls.117
	Theme
	Indicators

	Cybersecurity Education (CED)
	1

	Change Management (CMT)
	4

	Cloud Native Architecture (CNA)
	8

	Identity and Access Management (IAM)
	6

	Incident Response (INR)
	3

	Monitoring, Logging, and Auditing (MLA)
	5

	Policy and Inventory (PIY)
	5

	Recovery Planning (RPL)
	4

	Supply Chain Risk (SCR)
	2

	Service Configuration (SVC)
	8


Two examples show the style. KSI-CMT-LMC, Logging Changes, reads in full “Modifications to the cloud service offering are logged and monitored.”11 KSI-CED-RAT asks that the effectiveness of cybersecurity education and training be “persistently reviewed.”7 FedRAMP defines “persistently” as “occurring in a firm, steady way that is repeated over a long period of time in spite of obstacles or difficulties.”12
The indicators bind cloud service providers, not agencies. The rules that use them are written to providers. A provider’s Security Decision Record must summarize, for each applicable indicator, the measures that demonstrate it, the cycle of any measure implemented persistently, and verification and validation that the measures work (SDR-CSX-KSI). A provider seeking 20x Class C certification must use at least two automated methods for each indicator to “persistently verify and validate” it, and at Class D at least four (FRC-CSX-VVK).713 An agency’s own systems are authorized by the agency under the RMF. Book 12, Chapter 12 reaches the same conclusion from the security-operations side and shows how an agency uses the indicators: as a vocabulary for its own metrics, and as an input through each provider’s quarterly report.
What the program’s own rules are, and aren’t
Earlier program material described “more than 190 KSI rules across eleven families” and an evaluation engine that scores a tenant against them. Those rules exist, but they aren’t FedRAMP’s indicators, and calling them KSIs invites exactly the confusion the previous paragraph corrects. They are the program’s own deterministic rule set (Chapter 05): each declares an objective, explicit pass criteria and the SP 800-53 controls it relates to, and the engine returns pass, fail, error or stale for each, backed by hashed evidence (Chapter 07). Many were written against CISA’s secure configuration baselines for Microsoft 365 first, so their coverage of FedRAMP’s themes is partial.
The useful relationship is a mapping, and it is the program’s design. Where a program rule produces evidence that bears on a FedRAMP indicator, the result carries a tag naming the indicator, the source of the mapping and how fresh the evidence must be. That keeps one evidence path: the same result feeds the agency’s own package and, where the agency is also a provider, the indicator summary. FedRAMP’s own mappings move (several indicators’ control lists changed on October 13, 2026), so the program reads them from FedRAMP’s machine-readable ruleset when it needs them instead of keeping a copy.7
[bookmark: _Toc00000837]One body of evidence, one standing decision
Reciprocity reuses one package across agencies. Ongoing authorization reuses one package across time. The second is what makes the first safe.
SP 800-37 defines ongoing authorization as “the subsequent (follow-on) risk determinations and risk acceptance decisions taken at agreed-upon and documented frequencies,” a time-driven or event-driven process that is “dependent on a robust continuous monitoring program.”1 OMB requires agencies to “transition information systems and common controls to an ongoing authorization process when eligible for such a process and with the formal approval of the respective authorizing officials.”4
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Ongoing authorization: two conditions, a new decision without a termination date, then time-driven reviews and event-driven triggers.
The mechanics are specific:1
1. Two conditions. The system has had an initial authorization based on “a complete, zero-based review,” and an organizational continuous monitoring program monitors its controls “with the appropriate degree of rigor and at the required frequencies.”
1. A new decision. The authorizing official documents the transition by issuing a new authorization decision, which makes clear the system is “no longer bound to the termination date” in the initial one.
1. Time-driven and event-driven review. The authorizing official reviews posture at a frequency set by the continuous monitoring strategy, and immediately when an organization-defined trigger occurs. Either way the official “acknowledges the ongoing acceptance of identified risks.”
1. Reauthorization becomes the exception. Under ongoing authorization, reauthorization is “in most instances, an event-driven action,” and “reauthorizations are unnecessary in situations where the continuous monitoring program provides authorizing officials with the information necessary.”
1. Automation is necessary but not sufficient. Automated tools may not generate information “for every control or every part of a control”; manual assessments fill the gaps. For moderate- and high-impact systems, the information is produced and analyzed by an entity that meets the organization’s independence requirements. 
This is where the book’s argument lands. The authoritative record (Chapter 03), controlled change (Chapter 04), deterministic rules (Chapter 05), drift detection (Chapter 06) and system-produced evidence (Chapter 07) are what a “robust continuous monitoring program” looks like when it is built rather than described. The evidence that keeps one agency’s ongoing authorization current is the same evidence that keeps the shared package current for every agency that reuses it. And because FedRAMP presumes a package adequate only while it is maintained by continuous monitoring,2 the evidence stream is what keeps reuse lawful as well as useful. The continuous-monitoring pipeline itself, with its metrics and retention, is Book 12, Chapter 12; how the program runs it as a project across many systems is Chapter 12.
[bookmark: _Toc00000838]One evidence model, more than one regime
The program’s compliance series includes an integration overview, kept in the repository, that explains how the evidence the series produces is routed and scored: Governance Substrate Integration Overview; that document’s “governance substrate” is the governance platform of this book. Its argument, which is the program’s design, is that the compliance regime is not the engine. The governance platform files evidence under seven surface slots (identity, addressing, network, telemetry, endpoint, security and continuity), and a regime is a crosswalk laid over them. A federal reviewer reads the identity area through IA-2 and AC-2 and FedRAMP’s Identity and Access Management theme; a SOC 2 auditor reads the same evidence through the Trust Services Criteria for logical access. Every crosswalk is generated from one table of control closures and gated against drift, and the traceability it produces says, per closure, whether a named test backs it or it is only asserted.
The overview is careful about the limit, and so is this chapter. Two regimes reading the same evidence is not two regimes satisfying each other. A FedRAMP certification, an agency ATO and a SOC 2 report each rest on their own boundary, assessor and rules. Shared evidence lowers the cost of each; it doesn’t merge them.
[bookmark: _Toc00000839]What is design and what is requirement
	Statement
	Status
	Basis

	Agencies presume a maintained FedRAMP package adequate, and need a documented demonstrable need to ask for more
	Requirement
	M-24-15; AGU-AGC-NAR, AGU-AGC-TPP27

	Each agency authorizes its own system; no standalone ATO for a cloud offering
	Requirement
	FedRAMP agency guidance; AGU-USE-ABU67

	An ATU or a joint authorization is how one package serves several organizations
	NIST guidance
	SP 800-37 Appendix F; CA-6(1), CA-6(2)15

	Transition to ongoing authorization when eligible
	Requirement
	OMB A-130 Appendix I4

	Key Security Indicators bind providers
	Requirement (on providers)
	SDR-CSX-KSI, FRC-CSX-VVK7

	One package per shared service, configuration latitude table, latitude deviations as drift
	Program design
	—

	Reciprocity record and per-agency bundle with a signed manifest
	Program design
	—

	Reciprocity health checks and the 30/45/30-day cadence targets
	Program design
	—

	Indicator tags on program rule results; one evidence path
	Program design
	—

	Seven functional evidence areas and regime crosswalks
	Program design
	Integration overview (repository)


The program builds the record, the hash-sealed bundle, the health checks and the cadence validation today. The signed manifest is target state, because signing is designed, not deployed (Chapter 07). Generating a complete OSCAL system security plan and plan of action and milestones for each consuming agency from the reciprocity record is a target, not yet built. Book 14, Federal Compliance & Authorization, carries the package itself.
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[bookmark: _Toc00000841]Chapter 12 — Governance at Scale and the Continuous-Monitoring Program
Governance scales when the parts that define it stay small and the parts that use it are allowed to grow, and it stays honest when every gap it can’t close is written down with an owner, a decision and the evidence that the decision was carried out.
[bookmark: _Toc00000842]In this chapter
What federal guidance asks of an organization-wide monitoring program, as distinct from one system’s. What the program holds small at scale and what it lets grow, how it hosts many programs on one record, and why it treats authorization boundaries as governed objects. The continuous-monitoring program run as a project: its charter, phases, success measures and cadence. Coverage classification, the gap closure register and the three ways a gap closes. What doesn’t scale automatically, and the honest limits of coverage.
The earlier chapters of this book describe governance for one estate: one authoritative record, controlled change, deterministic rules, drift detection, system-produced evidence and a machine tempo for routine work. A real agency doesn’t have one estate. It has dozens or hundreds of systems, each with a system owner and an authorizing official, several modernization programs running at once, more than one authorization boundary, and teams that were never designed to share anything. The question this chapter answers is how the same model survives that multiplication without turning into a separate governance arrangement for each program, each with its own exceptions.
Federal guidance has already drawn the line between one system and the organization. SP 800-53’s CA-7 asks for a system-level continuous monitoring strategy implemented “in accordance with the organization-level continuous monitoring strategy,” and PM-31 asks for that organization-wide strategy, with organization-wide metrics, monitoring and assessment frequencies, correlation and analysis, response actions and status reporting.1 SP 800-37 makes it a Prepare-step task (P-7), owned by the senior accountable official for risk management, who approves the strategy “including the minimum frequency with which controls are to be monitored.”2 OMB Circular A-130 requires agencies to establish and maintain an ISCM program with “metrics that provide meaningful indications of security status and trend analysis at all risk management tiers,” and to make sure that all selected and implemented controls are addressed in the strategy and “effectively monitored on an ongoing basis.”3 Governance at scale is the program’s answer to those organization-level obligations. Book 12, Chapter 12 is the security-operations answer to the system-level ones, with the pipeline, metrics and retention; this chapter doesn’t repeat them.
[bookmark: _Toc00000843]What stays small and what grows
The program’s scaling rule is a design choice: hold the definitions small and stable, and let the uses grow, as long as every new use conforms to the definitions.
	Held small
	Why
	Allowed to grow
	On what condition

	The authoritative record’s core: schemas, decision records and the program’s numbered governing documents
	Adding one is a governed decision (Chapter 04); the record doesn’t swell in step with the program
	Adapters
	Each declares its class and mission and is schema-validated on entry; retiring one is a state change, not a deletion (Chapter 08)

	The drift model: five classes, four severities
	A new class would mean a decision record and a schema migration across everything (Chapter 06)
	Policy mappings: rule-to-control bindings, indicator tags, adapter-to-mission declarations
	Each mapping is data the rules read, validated like any other record (Chapter 05)

	The tooling’s command and interface surface
	New capabilities go under existing domains, so the shape people learn doesn’t change as features arrive
	Evidence: assessment results, component definitions, drift findings, indicator results
	Each item conforms to the evidence contract (Chapter 07)


The held-small column is what keeps a hundred programs comparable. If every program could add its own drift class, a “P1” in one would mean something different from a “P1” in another, and the organization-wide metrics PM-31 asks for would add up incompatible numbers.
One repository, one merge gate
The program’s tooling went through a consolidation that matters for scale. Its record, schemas, runtime code and tests now live in one repository and ship as one installable package, where they once lived in several. The effect is that a whole class of drift can’t happen: there is no state in which the record has moved on and the code that reads it hasn’t. Schema validation, drift detection, adapter conformance checks and tests all run on the same merge gate, so adding an adapter or a program doesn’t need a new pipeline. This is the program’s engineering choice, not a federal requirement, but it is what keeps the cost of the hundredth program close to the cost of the tenth.
Many programs, one record
A governance platform hosting several concurrent programs scales in three ways, all of them the program’s design:
· Per-program artifacts under shared schemas. Each program’s records live in its own area of the repository; the same schemas validate all of them.
· Per-program adapter registration. New adapters declare what they connect and for which mission, and inherit the record’s invariants. Consistency is enforced by validation, not negotiated program by program.
· Per-program findings in one taxonomy. Drift findings are scoped to the program that owns the system, but they use the same classes and severities. Cross-program trends are visible without merging the program teams.
SP 800-37’s common controls are the federal version of the same idea. The organization identifies controls that systems can inherit, assigns them to common control providers and publishes them, at whatever level makes sense (department, bureau or program), and a control that is only partly inherited is recorded as hybrid, with the split stated.2 OMB adds that common controls protecting systems of different impact levels are implemented at the highest of those levels, or the gap is factored into the risk assessment.3 A control implemented once, evidenced once and inherited many times is governance at scale in its oldest form.
[bookmark: _Toc00000844]Boundaries as governed objects
Agencies don’t operate inside one authorization boundary. A typical estate has a primary cloud boundary, a small number of services used outside it under documented exceptions, on-premises systems, and federation with other agencies. Each boundary changes what can be seen, who is authoritative for identity, what can be enforced and what provenance is available, which is Book 10, Chapter 02’s Boundary Impact Model.
The program scales across boundaries by recording each one as an object in the authoritative record rather than assuming it:
· Adapters declare their boundary. Every adapter states which boundary it observes, so a reading from one boundary is never mistaken for another.
· The set of boundaries is closed. The schema lists the boundaries the program recognizes. A new exception is added as a new value, together with the decision that authorizes it (Book 10, Chapter 09).
· Findings cite their boundary. A provenance finding at the edge of a cloud boundary says so, as in DRIFT-PROVENANCE @ gcc-moderate-edge, which makes the remediation scope explicit and lets the package cite it (Book 10, Chapter 11).
Adding a boundary is therefore a governed change with its own decision record, not a runtime setting someone flips.
[bookmark: _Toc00000845]The continuous-monitoring program as a project
An organization-wide strategy doesn’t build itself. The program runs continuous monitoring as a chartered project whose purpose is to turn monitoring “from a periodic reporting exercise into an operational fabric”: evidence aggregated from many sources, drift detected as it happens, and authorization artifacts assembled from the closure stream instead of from assertions made after the fact. The charter, phases and success measures below are the program’s design.
Why it needs a charter
The charter’s problem statement is one most agencies will recognize. Evidence is still assembled for assessments. Several management stacks produce several inventories that can’t be reconciled. Drift is found during audits. The results are the same findings every cycle, no single compliance picture across identity, endpoint, network and data platforms, packages describing controls an assessor can’t exercise, and continuous-monitoring obligations met by dashboards rather than machine-readable evidence.
SP 800-137 describes the destination in its own terms: a mature program moves an organization “from compliance-driven risk management to data-driven risk management,” and “an organization’s strategy for action based on the data collected is as important (if not more important) than collecting the data.”4 It lays out six steps: define an ISCM strategy; establish the program (metrics, monitoring and assessment frequencies, technical architecture); implement it, automating collection, analysis and reporting “where possible”; analyze data and report findings; respond to findings; and review and update the strategy and program.4 The project below is how the program performs the establish and implement steps.
Objectives and scope
The project has five objectives:
1. Designate the evidence contract: every deployed mechanism emits a normalized record that can be bound to a control (Book 12, Chapter 02).
1. Aggregate evidence from identity, endpoint, network and data-platform sources into one picture, reconciled on the authoritative asset identity.
1. Operate drift detection end to end: snapshot, compare, classify, alert, remediate, verify.
1. Assemble authorization-package artifacts from the evidence stream instead of compiling them by hand.
1. Distinguish proven claims from asserted ones, and label coverage honestly.
In scope are the record shape and its control binding, aggregation across the four platform families, reconciliation to the naming and addressing plane, drift operations, package assembly and coverage reporting. Three things are deliberately out of scope for the first phase: replacing the agency’s existing monitoring tools (the project defines the contract; tools are realizations of it), implementing evidence for every one of FedRAMP’s Key Security Indicators (which bind providers in any case, Chapter 11), and real-time inline enforcement.
Its guiding principles restate the book: evidence is a byproduct of the change path, not assembled later; one picture from many sources, with actuation staying platform-native; reconcile on the naming plane; classify every drift finding; and treat honesty as a first-class output.
Phases and success measures
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The continuous-monitoring program as a project: charter, contract, emit, aggregate, then detect and assemble.
	Phase
	Work
	Done when

	0. Charter and alignment
	Confirm the record shape, the pilot sources and the naming-plane join key
	Sponsor, lead and domain leads named; pilot scope agreed

	1. Evidence contract
	Document the normalized record and its binding to controls
	The contract is published and versioned in the authoritative record

	2. Emission
	Enable at least two sources to emit normalized records
	Two sources emitting on their own cadence

	3. Aggregation
	Join records on the naming-plane identity into one picture for the pilot scope
	One reconciled picture, with unjoinable records counted, not dropped

	4. Detection and assembly
	Operate drift detection for one object class (identity attributes or device posture); generate package artifacts from the stream; publish coverage
	Drift loop running for one class; artifacts generated for the pilot; coverage report separates proven from asserted


The charter leaves the sponsor and lead “to be named,” and that gap is the first thing phase 0 closes. The program’s mapping is that the senior accountable official for risk management approves the strategy, as SP 800-37 Task P-7 assigns,2 and the domain leads (evidence contract, aggregation, drift detection, authorization package) sit under the governance roles in Chapter 09. Each phase ends at a gate in the same way as the program’s G0 to G5 migration gates in Book 01, Chapter 12: the “done when” column is the gate’s evidence.
Risks and assumptions
The charter names four risks, and each has a mitigation in the program’s design:
	Risk
	Mitigation

	Sources emit proprietary telemetry that can’t be normalized without synthesis
	An adapter per source translates to the contract; where it must derive a value, the evidence is labeled derived (Chapter 08)

	The naming-plane join key is incomplete, so records can’t be reconciled
	Unjoinable records are counted and reported as a coverage gap, not silently dropped

	Drift detection produces more findings than the organization can remediate
	Severity sets the order; routine classes move to the machine tempo (Chapter 10); the rest enter the gap register

	Authorization-package format requirements change
	Artifacts are generated from the stream, so a format change is a generator change, not a rewrite


It assumes three things: that at least two sources can emit or be adapted to emit, that an authoritative naming and addressing plane exists or will, and that stakeholders accept honest coverage reporting. The last is the one most often violated in practice, and the one the rest of this chapter depends on.
The cadence after cutover
Modernization doesn’t end at cutover, and neither does monitoring. The program’s continuous-monitoring strategy sets collection and review frequencies by signal type. The frequencies are the program’s design; CA-7 and PM-31 require the organization to define them, not these particular values.1
	Signal
	Collected
	Reviewed

	Critical (P1) drift findings
	Continuously or hourly
	Immediately

	Compliance-policy and Conditional Access results
	Daily
	Weekly

	Attribute and group-membership changes
	Daily
	Weekly

	Residual risk register
	—
	Monthly, or on change

	Evidence-quality review: stale evidence, verdicts resting on derived or manual evidence
	—
	Quarterly

	Full assessment of every control by the independent assessor, covering those automation doesn’t monitor
	—
	At least annually


The annual full assessment isn’t a design choice. FISMA requires testing and evaluation “with a frequency depending on risk, but no less than annually,”5 and continuous monitoring is how the agency meets that floor between assessments. Book 14, Chapter 11 sets out the whole cadence, with an owner for each activity.
Findings, approvals and verification results are kept long enough to support audit and incident review, and are immutable once written. Retention periods and tiers are Book 12, Chapter 12.
[bookmark: _Toc00000846]Coverage, gaps and how gaps close
No single platform delivers every control. A program that implies otherwise hides residual risk in the space between what the platform does and what the package says. The program’s coverage doctrine makes that space explicit.
Classify coverage
Every control, for each boundary or workload, gets one of four classifications:
	Classification
	Meaning

	Covered
	The platform enforces the control and produces evidence

	Partial
	The platform supports the control, but evidence or enforcement is incomplete

	Gap
	The control is required but not delivered by the platform

	Out of scope
	The control isn’t required for this boundary or workload


Coverage is not binary. “Partial” is the honest answer for many controls, and it is the classification most often rounded up to “covered” in a package. SP 800-37’s guidance on automation explains why partial coverage is normal: automated tools may not generate information “for every control or every part of a control,” and manual assessments are conducted to cover the gaps.2
The gap closure register
Every partial or gap classification becomes an entry in a living register of what remains after a modernization wave or a control implementation.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b13-governance/png/ch12-gap-lifecycle.png]
How a gap closes: classify, register, decide, and prove the decision with evidence.
	Field
	Content

	Gap ID
	A unique identifier that is never reused

	Description
	What is missing or incomplete

	Residual risk
	Impact and likelihood if it stays open

	Owner
	The accountable party

	Planned action
	How the gap will be closed

	Evidence required
	What will prove closure

	Target date
	When closure is expected

	Status
	Open, in progress, closed, accepted


Four operating rules govern it:
· No gap is closed without evidence. The evidence is named when the entry is opened, not found when someone wants to close it.
· Accepted residual risk needs explicit approval and a review date.
· The register is reviewed on a defined cadence, the residual-risk row in the table above.
· Closed items stay in the register for audit. The register is a history, not a to-do list.
Its purpose is to keep gaps from being forgotten once the project phase that created them ends, which is how most residual risk becomes invisible.
Three ways a gap closes
The program’s gap treatment has five steps: record the gap in the register; assign an owner and a residual-risk rating; decide how it will be closed; define the evidence that will prove the decision was carried out; and review it on the continuous-monitoring cadence. The decision has three possible outcomes, and each sits on an existing federal mechanism:
	Decision
	What it means
	Federal mechanism

	Close by configuration
	Change the platform so the control is covered
	A plan of action and milestones entry, which CA-5 asks the organization to develop and update from assessments, audits and continuous monitoring, until the change is verified1

	Close by compensating control
	Meet the control’s intent another way, with evidence labeled as coming from the substitute
	Mitigation, one of SP 800-137’s responses to findings;4 the narrative pattern is in Book 10, Chapter 11 

	Accept
	Leave the gap open, with a documented rationale and a review date
	Risk acceptance by the authorizing official, which SP 800-37 says “cannot be delegated”2


SP 800-137 lists the full set of responses as mitigation, acceptance, transference or sharing, and avoidance or rejection.4 The program’s three outcomes cover the first two directly. Transference and avoidance (moving the workload to a provider who covers the control, or not doing the thing at all) show up in the register as a planned action under “close by configuration,” because they also end in a changed estate that has to be verified.
The register and the plan of action and milestones are related but not the same artifact. OMB requires agencies to use plans of action and milestones “to record and manage the mitigation and remediation of identified weaknesses and deficiencies, not associated with accepted risks.”3 An accepted gap leaves the plan of action and milestones and stays in the register, with its acceptance and review date. A gap being closed appears in both, and PM-4 asks that the organization’s plans of action and milestones be reviewed “for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.”1 The register is how the program keeps that review possible across a hundred systems: one place where every open, accepted and closed gap is visible with its evidence.
Skipped and unevaluated results: the disposition register
Assessment tools return results that are neither a pass nor a failure: a check the tenant isn’t licensed for, a service the run wasn’t connected to, a check that doesn’t apply, one the tool hasn’t built yet, or one that errored. Book 11, Chapter 10 normalizes them into five results (Planned, Skipped-Licensing, Skipped-Disconnected, Skipped-Not-Applicable and Unable-to-Evaluate) and rules that none of them is counted as a failure or as a pass. They aren’t coverage either. A control that a tool couldn’t evaluate has no classification yet, and leaving it there is how a licensing gap or a broken connection disappears from the coverage report.
The program keeps them in a disposition register, beside the gap closure register and separate from it, so the cause of each is decided rather than assumed. The register reuses Book 11’s taxonomy unchanged and adds the cause, the decision and the reassessment:

The disposition register: cause, decision and owner for each result that isn’t a pass or a failure
	Normalized result
	Cause recorded
	Disposition the register records
	Owner
	Becomes a gap register entry when

	Skipped-Licensing
	Licensing: the check needs a license or add-on the tenant doesn’t hold
	A licensing decision: license it, cover the control another way, or accept that it isn’t covered
	The owner of licensing decisions, with the control’s owner
	The control is required for the boundary and nothing else covers it

	Skipped-Disconnected
	Connection: the run wasn’t connected to the service, or lacked permission
	Fix the run’s scope and re-run within the same cycle; not a decision about the control
	The assessment operator
	Never directly; a second consecutive disconnected run is escalated to the ISSO

	Skipped-Not-Applicable
	Applicability: the feature isn’t used, or isn’t supported in the cloud the tenant runs in
	Record the reason; a feature unsupported in a government cloud is a boundary finding for Book 10
	The ISSO
	The control is still required and the unsupported feature was the way to meet it

	Planned
	Tool or product stage: the tool hasn’t implemented the check, or the check depends on a preview capability the agency doesn’t run in production
	Wait for the tool or for general availability; verify by hand meanwhile if the control matters to the boundary
	The assessment operator
	A manual check finds the control missing

	Unable-to-Evaluate
	Error: the check should have produced a result and didn’t
	Fix the run, or verify by hand and record the manual result
	The assessment operator
	The manual result is a failure



Every entry carries the tool, its version, the test ID and run date, the raw and normalized result, the cause, the decision and who made it, the evidence (a license record, the corrected run’s log, the manual check), and the run that reassessed it. Four rules keep it honest:
· Every non-result gets a disposition within one assessment cycle. An entry without one is reported as undispositioned, in its own count.
· Licensing is a dependency, not a failure. A Skipped-Licensing check enters the coverage report as unclassified until the licensing decision is made, then as covered (licensed and passing), partial (a compensating control), gap, or out of scope.
· Preview stays visible. A check that waits on a preview capability carries the capability and its stage, and is re-read when the stage changes.
· Reassessment closes the loop. Each entry is re-checked at the next run; an entry whose cause is fixed takes the normalized result of that run, and the register keeps the history.
A copy-ready entry, in the shape of Book 11’s closure chain:
- disposition: DISP-<test-id>-<run-date>
  tool: {name: "<Zero Trust Assessment | ScubaGear>", version: "<x.y.z>", test: "<test or policy ID>"}
  result: {raw: "<tool value>", normalized: "<Planned | Skipped-Licensing | Skipped-Disconnected | Skipped-Not-Applicable | Unable-to-Evaluate>", reason: "<skip or error reason>"}
  cause: "<licensing | connection | applicability | preview | tool | error>"
  decision: {action: "<license | compensate | accept-uncovered | fix-run | manual-check | wait>", by: "<role>", date: "<date>"}
  evidence: ["<license record, corrected run log or manual check record>"]
  gap_register: "<gap ID, or none>"
  reassessment: {tool_version: "<x.y.z>", date: "<date>", normalized: "<result>"}
Chapter 14 applies the same discipline to the application, secret and configuration controls that assessments test.
[bookmark: _Toc00000847]What doesn’t scale automatically
Some work stays human however good the tooling becomes, and the program says so:
· Authoring the record. Writing good schemas, rules and decision records is human work. The platform scales the use of the authoritative record, not its production.
· Implementing adapters. Each new tool needs an adapter. The platform provides the contract; vendors and agencies write the per-tool code (Chapter 08).
· Cross-program review. Changes to the record’s core are reviewed by people under the decision rights in Chapter 09. Governance discipline scales that review, not tooling.
· Risk acceptance. Every accepted gap is an authorizing official’s decision, one system at a time.
The platform’s job is to reduce each of these to the irreducible human decision and remove the clerical work around it.
[bookmark: _Toc00000848]The honest limits of coverage
Federal guidance is clear that automation doesn’t excuse unmonitored controls. SP 800-137 says that “all implemented security controls, including management and operational controls, must be regularly assessed for effectiveness, even if the monitoring of such controls cannot be automated or is not easily automated.”4 A coverage report that counts only what the platform can see, and implies the rest is fine, fails that test.
The program’s own limits today are these:
· Runtime detection is partial. Schema and provenance drift are detected in continuous integration; semantic drift detection is partly built, and authorization and identity drift detection are still design. Coverage grows adapter by adapter as each is built (Chapter 06).
· Adapters are still engineering. The platform makes adapter work consistent; it doesn’t make it unnecessary.
· Cross-agency federation is designed, not built. Federation patterns appear in the program’s decision records, but the runtime that would govern drift across agency boundaries isn’t there yet. Chapter 11‘s reciprocity model works within one shared service; it doesn’t yet span agencies’ own estates.
· The package reflects the evidence present. A mechanism that emits nothing is invisible, and the package can’t attest a control whose evidence doesn’t exist. Those controls are assessed manually, at the frequency the strategy sets, and labeled as such.
The coverage report is how these limits reach the people who decide. It distinguishes proven claims, backed by a named test and current evidence, from asserted ones, and it reports the counts of each rather than a single percentage. The authorizing official then accepts a risk they can see. That is the whole point of the book: governance that doesn’t decay is governance whose gaps are written down, owned and evidenced, at whatever scale the agency runs.
	Before
	After

	A separate governance arrangement per program, with its own exceptions
	One record, one drift model, one merge gate; programs grow by adding adapters, mappings and evidence

	Boundaries assumed in every narrative
	Boundaries recorded as governed objects; findings cite the boundary they crossed

	Continuous monitoring as periodic reporting
	A chartered project with phases, success measures and a cadence that continues after cutover

	Coverage reported as a single percentage
	Each control classified covered, partial, gap or out of scope; proven separated from asserted

	Gaps remembered by the people who found them
	A register with an owner, a decision, required evidence and a review date for every gap
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[bookmark: _Toc00000850]Chapter 13 — Records, Evidence and Retention
The program calls three different things a record, and federal law has a fourth meaning that overrides the other three: whatever the scripts write as evidence, how long it lives and when it dies is a records decision, not an engineering default.
[bookmark: _Toc00000851]In this chapter
The four things the workbook means by “record”: the authoritative technical record, audit evidence, a federal record and operational data, and how they overlap. When audit evidence and logs are federal records, and the General Records Schedule items that commonly apply to them, checked against the National Archives on November 2, 2026. Disposition authority; legal holds and records freezes, with the steps to suspend an evidence purge or rotation; how immutable (write once, read many) storage interacts with disposition; transfer when a system is decommissioned; and who owns which decision. It closes with a likely records category for each kit’s evidence output, as design guidance to confirm with the agency records officer.
The book has used the word “record” in an architectural sense from the start. Chapter 03 makes the authoritative record the program’s source of truth. Chapter 07 makes the evidence record, produced by systems and chained by hash, the basis for an authorization. The kits now write those evidence records: the Ticket-to-Machine kit’s evidence export, the deployment scripts’ step records, and the drift pipeline’s evidence packages. None of them decides how long its output is kept, who may destroy it, or what happens to it when a lawyer says “keep everything.” Federal records law decides that, and it uses the word “record” in a sense of its own.
This chapter separates the meanings, says where federal records law reaches the program’s evidence, and gives each kit’s output a likely place in the General Records Schedules. Chapter 09 already names the records officer as the owner of the authoritative record’s retention. Book 00, Chapter 10 gives the decommissioning checklist for the directory-era systems, and Book 12, Chapter 10 covers security log retention. This chapter doesn’t repeat them; it covers the evidence the program itself produces.
[bookmark: _Toc00000852]Four things called a record

	
	Authoritative technical record
	Audit evidence
	Federal record
	Operational data

	What it is
	The governed repository, which holds the authority for each fact and the desired state; the system that owns a fact, such as the HR system of record for employment, holds the fact itself
	Proof that a control operated: the kits’ hash-chained JSON evidence records, drift reports, manifests, step outputs
	A legal status: recorded information an agency makes or receives and preserves, or should preserve, as evidence of its activities or for its informational value1
	The working content of a running system: directory objects, workflow state, queue messages, caches, telemetry in flight

	Defined by
	Program design (Chapter 03)
	Program design and the controls it supports (Chapter 07)
	44 U.S.C. §3301 and 36 CFR 1220.18 and 1222.10123
	The system’s own design

	The question it answers
	Which copy is right?
	Did the control work, and can anyone re-check it?
	Must the agency keep it, for how long, and may it be destroyed?
	What is the system doing now?

	Who decides how long it lives
	The records officer, inside the records schedule; the steward implements it
	The records officer, through the schedule; the ISSO says what the authorization needs
	The Archivist approves the schedule; the agency applies it45
	The system owner, inside the records schedule that covers the system



The columns aren’t exclusive. “Federal record” isn’t a kind of data; it is a status that the other three can have. The authoritative record’s commit history documents who changed what and who approved it, and evidence bundles document how the agency operated its systems, so both are made and preserved “as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities” of the government, in the statute’s words.1 Operational data can be a federal record too, but it is usually governed by the schedule for the system that holds it: the technology schedules, GRS 3.1 and 3.2, each say they don’t apply to “system data or content.”67
Three consequences follow (design guidance):
· Treat audit evidence as a federal record by default. It is made to be preserved as evidence of operations, which is the statutory test. NARA’s regulations say that if a clear determination can’t be made, materials should be treated as records.3
· A copy can be a record. Whether a document is a record “does not depend upon whether it contains unique information,” and duplicates can each have record status depending on how they are used.3 The copy of an evidence package that an ISSO reviews for an authorization decision is not automatically a convenience copy.
· Unscheduled means permanent. Federal records whose disposition NARA hasn’t approved “must be treated as permanent until a final disposition is approved.”2 A new kind of evidence with no schedule item can’t be deleted on a rotation the engineers chose.
Only two exclusions in the statute matter here: library and reference material, and “duplicate copies of records preserved only for convenience.”1 NARA calls these nonrecord materials, requires agencies to keep them identifiable and segregable from records, and lets them be purged without NARA approval when no longer needed.3 A developer’s local out/ folder, after the package it produced is in the evidence store, is the usual example.
[bookmark: _Toc00000853]When audit evidence and logs are federal records
Audit evidence and security logs are almost always federal records. The narrower question is which records schedule item covers them, because the item sets the retention period. The Archivist issues the General Records Schedules for records common to several or all agencies, and their disposal authorizations are mandatory.4 An agency can also have its own NARA-approved schedule for records the GRS doesn’t fit.
Two cautions apply before the table. First, the security minimums don’t replace the schedule. OMB M-26-14 sets log retention minimums (searchable for 6 months, retrievable for a year) and says that meeting them “does not relieve agencies of the obligation to comply with other applicable requirements, such as those established by agency-specific or government-wide records schedules.”8 Second, the cybersecurity logging items are being revised. GRS 3.2 items 035 and 036 still cite the rescinded M-21-31, and NARA’s status page lists their revision, for M-21-31’s rescission and M-26-14’s issuance, as “Drafting” in Transmittal 38, as of October 2026.9 Until it is issued, how those two items apply is the records officer’s call.
General Records Schedule items that commonly apply
Each row was read in the current schedule on the National Archives site on November 2, 2026. Which item fits which artifact is the records officer’s decision; the table shows the candidates.
General Records Schedule items that commonly apply to audit evidence and logs, as read on November 2, 202667101112
	GRS item
	Covers (abridged)
	Disposition instruction
	Disposition authority

	3.1, item 020
	IT operations and maintenance records: asset and configuration management, change management, run reports, error and exception reporting, performance monitoring
	Temporary. Destroy 3 years after agreement, control measures, procedures, project, activity or transaction is obsolete, completed, terminated or superseded; longer retention authorized for business use
	DAA-GRS-2013-0005-0004

	3.1, item 030
	Configuration and change management records, including documents “identifying, requesting, and analyzing possible changes, authorizing changes, and documenting implementation of changes”
	Temporary. Destroy 5 years after the system is superseded by a new iteration, or is terminated, defunded or no longer needed; longer retention authorized for business use
	DAA-GRS-2013-0005-0005

	3.1, item 040
	IT oversight and compliance records: responses to findings and recommendations, reports of follow-up, metrics, vulnerability assessment reports, compliance reviews, data measuring compliance
	Temporary. Destroy 5 years after the project, activity or transaction is completed or superseded; longer retention authorized for business use
	DAA-GRS-2013-0005-0010

	3.2, item 010
	Systems and data security records: system security plans, network vulnerability assessments, risk surveys, service test plans, test files and data
	Temporary. Destroy 1 year after the system is superseded by a new iteration or when no longer needed for agency/IT administrative purposes
	DAA-GRS-2013-0006-0001

	3.2, item 020
	Computer security incident handling, reporting and follow-up records
	Temporary. Destroy 3 years after all necessary follow-up actions have been completed; longer retention authorized for business use
	DAA-GRS-2013-0006-0002

	3.2, item 030
	System access records (user profiles, log-in files, audit trail files and extracts), systems not requiring special accountability for access
	Temporary. Destroy when business use ceases
	DAA-GRS-2013-0006-0003

	3.2, item 031
	System access records, systems requiring special accountability for access
	Temporary. Destroy 6 years after password is altered or user account is terminated; longer retention authorized for business use
	DAA-GRS-2013-0006-0004

	3.2, item 035
	Cybersecurity logging records: full packet capture (legal citation M-21-31; under revision)
	Temporary. Destroy when 72 hours old; longer retention authorized for business use
	DAA-GRS-2022-0005-0001

	3.2, item 036
	Cybersecurity event logs (legal citation M-21-31; under revision)
	Temporary. Destroy when 30 months old; longer retention authorized for business use
	DAA-GRS-2022-0005-0002

	3.2, items 040 and 041
	System backups: incremental and full backup files
	Temporary. Destroy when superseded (040) or when the second subsequent backup is verified (041), or when no longer needed for restoration, whichever is later
	DAA-GRS-2013-0006-0005, -0006

	4.1, item 020
	Records management program records, including “disposal authorizations, schedules, and reports”
	Temporary. Destroy no sooner than 6 years after the project, activity or transaction is completed or superseded; longer retention authorized for business use
	DAA-GRS-2013-0002-0007

	5.1, item 020
	Non-recordkeeping copies of electronic records, kept after the record is in a recordkeeping system
	Temporary. Destroy immediately after copying to a recordkeeping system or otherwise preserving; longer retention authorized for business use
	DAA-GRS-2016-0016-0002

	5.2, item 010
	Transitory records: needed only a short time (generally less than 180 days) and not needed to “provide evidence of decision-making”
	Temporary. Destroy when no longer needed for business use, or according to an agency predetermined time period or business rule
	DAA-GRS-2022-0009-0001

	5.2, item 020
	Intermediary records: exist “for the sole purpose of creating a subsequent record,” including extracted data sets used as source records
	Temporary. Destroy upon creation or update of the final record, or when no longer needed for business use, whichever is later
	DAA-GRS-2022-0009-0002


Notes that change how the table is read:
· The schedules come from different transmittals. GRS 3.1 is from Transmittal 30 (November 2019), GRS 3.2 from Transmittal 33 (January 2023), GRS 4.1 and 5.2 from Transmittal 34 (June 2023) and GRS 5.1 from Transmittal 28 (July 2017). Cite the item and its authority, not the transmittal, in the agency’s directive.
· Significant incidents need their own schedule. GRS 3.2 item 020 notes that significant incidents “must be documented in program records,” scheduled separately with an SF 115.7 Evidence pulled into an incident investigation may move with it.
· The transitory and intermediary items exclude evidence of decision-making. Both GRS 5.2 items apply only to records not required “to initiate, sustain, evaluate, or provide evidence of decision-making,” and item 010 excludes data extracts that significantly change the source content.12 A drift report that a go/no-go decision rested on isn’t transitory, however short its life in a pipeline.
· “Longer retention is authorized if required for business use” appears in most items. It allows an agency to keep evidence longer for an authorization cycle or an audit; it doesn’t allow destruction earlier.
[bookmark: _Toc00000854]Disposition authority
Every federal record, “including those created or maintained for the Government by a contractor,” must be covered by a NARA-approved agency schedule or the General Records Schedules, and applying an approved schedule is mandatory.135 Disposition means the actions taken on records no longer needed for current business; a disposition authority is the legal authorization for keeping and disposing of them.2 Three rules matter for evidence:
· The agency’s directive names the item. Agencies must issue disposition authorities through their internal directives within six months of approval, and the directive “must cite the legal authority (GRS or SF 115 and item numbers) for each schedule item.”5 An record class the program creates should appear in that directive, or in the records officer’s file plan under it, before its first purge.
· Early disposal is unlawful destruction. NARA defines unlawful or accidental destruction to include disposal of an unscheduled or permanent record, disposal of a temporary record before the end of its approved retention period, and “disposal of a record subject to a FOIA request, litigation hold, or any other hold requirement.”14 Agency heads must report it to NARA, and the statute requires them to notify the Archivist of any actual, impending or threatened unlawful “corruption, deletion, erasure, or other destruction.”1415
· An agency schedule and a GRS item can both reach the same records. The statute says that, as between the two, “application of the authorization providing for the shorter retention period shall be required,” subject to 44 U.S.C. §2909, under which NARA can also withdraw disposal authority.45 The records officer resolves that; engineers shouldn’t pick the longer period on their own.
In the program’s design, each record class has a row in a retention register kept in the governed repository: the class, the kits and paths that write it, the GRS or agency item the records officer assigned, the disposition instruction in words, the event that starts the clock, and where the recordkeeping copy lives (design guidance). Purge jobs read the register; they don’t carry their own numbers. That is the same rule Book 12, Chapter 12 applies to log tables, and it keeps a retention change a governed edit (Chapter 04) rather than a script change.
[bookmark: _Toc00000855]Legal holds and records freezes
A hold suspends disposition. NARA’s regulations put it in two places. The definition of unlawful destruction covers any record “subject to a FOIA request, litigation hold, or any other hold requirement to retain the records,” and an electronic recordkeeping system must be able to “apply records hold or freeze on disposition when required.”1416 Beyond a hold for a specific matter:
· Temporary extension. An agency may keep records past their approved retention period when “special circumstances alter the normal administrative, legal, or fiscal value of the records.” It needs NARA’s written approval unless the records will be needed for less than a year, a court order requires retention, or a schedule change has been requested. Once the circumstances have passed, the agency “must destroy the records in accordance with the NARA-approved disposition instructions.”5
· Privacy limits. An extension must stay consistent with the Privacy Act’s requirement that records about individuals be kept only if relevant and necessary, and records whose disposal a statute requires can’t be kept unless a court orders it.5
· A freeze from NARA. NARA can withdraw disposal authorizations “to ensure the preservation of Government records,” for one agency’s schedule items or for a type of record across agencies, and notifies agencies in writing.5
Who issues a hold is an agency matter: counsel for litigation, the FOIA office for a request, the records officer for a NARA freeze or extension. The program’s part is to make sure a hold actually stops every deletion path for the evidence it covers.
How to suspend an evidence purge or rotation
The kits’ packaging scripts don’t delete evidence; the drift pipeline refuses to overwrite a package that already exists. Deletion happens around them, in storage retention settings, pipeline artifact expiry, platform table retention and clean-up jobs. The steps below are design guidance; the hold itself, and its scope, come from counsel or the records officer.
1. Record the hold in the governed repository. The steward writes a hold record through the normal change path: an identifier, the issuing office, the date, the scope (systems, record classes, date range, tenants), and no end date. The hold record points at the retention register rows it suspends. Like an exception in Chapter 09, it never edits the register; it sits beside it.
1. List every deletion path for the evidence in scope. For the kits that means at least: the immutable evidence container’s retention interval and any lifecycle or clean-up rule on it; the pipeline’s short-lived hand-off artifacts (the drift pipeline keeps its drift report as a workflow artifact for 7 days); the issue tracker or finding table if it archives or purges closed items; table retention in the SIEM or log workspace that ingests the same evidence; and working folders on runners and workstations.
1. Suspend each path, closest to the data first. Turn off the lifecycle or clean-up rule. Extend retention, or apply the storage service’s legal-hold setting if it has one, so items whose interval ends during the hold can’t be deleted. Copy short-lived artifacts in scope into the held store, with their SHA-256 recorded at the copy, before they expire. Raise table retention where the hold reaches logs.
1. Make purge jobs fail closed. Every job that deletes evidence reads the hold records first and refuses to delete anything in scope. If it can’t read them, it deletes nothing and raises a finding.
1. Keep evidence of the suspension. Export the retention and lifecycle settings before and after, with times and the identity that changed them, and add the export to the evidence store. The hold record, the exports and the release are themselves records; GRS 4.1 item 020 covers records about “transferring, destroying, and retrieving records,” though counsel’s own hold files are usually scheduled with the matter.10
1. Release in writing, then resume disposition. When the issuing office releases the hold, the steward closes the hold record, restores the settings, and lets disposition run under the register. Records past their date are destroyed as the schedule instructs, the rule 36 CFR 1226.18(c) sets for the end of a temporary extension.5
Control states and evidence for a hold. The steps above change retention settings, so Book 00, Appendix D’s conventions apply. Authority: Mandated: NARA’s hold and disposition rules in 36 CFR Chapter XII, Subchapter B, as cited above; the six steps are the program’s design for meeting them. Applies: every system whose evidence the hold’s scope names.
	State
	This procedure
	Evidence

	Designed
	Step 1: the hold record, with scope from counsel or the records officer
	The hold record at its commit

	Configured
	Steps 2 and 3: every deletion path listed and suspended
	The before-and-after settings exports (step 5)

	Enforced
	Step 4: purge jobs fail closed against the hold records
	Job logs showing in-scope items refused

	Evidenced
	A test deletion of a held test item that the job refuses
	The test record and the refusal it logged

	Operated
	Step 6: release in writing, settings restored, disposition resumed
	The release record and the restored settings export


Pilot, report-only phase and change safety are not applicable: a hold is ordered, not rolled out, and suspending deletion can’t lock anyone out. Rollback is step 6, and only on written release. Exclusions are whatever counsel’s scope leaves out, recorded in the hold record. Day-two ownership is the steward’s, with the records officer (Who owns what).
Evidence checklist
· Configuration: the hold record and the retention and lifecycle settings exports before and after
· Operational: purge-job logs showing refusals for the hold’s duration
· Test: the held-item deletion test, with expected and observed results, date and tester
· Exception: any deletion path that couldn’t be suspended, with the records officer’s decision
· Assessor-ready artifact: the hold’s entry in the records file, pointing to the four above
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The program writes evidence once and keeps it in storage that can’t be changed or deleted until a retention interval ends: in the drift pipeline’s design, a container with a locked time-based retention policy (Book 19, Chapter 09 covers the platform settings). That serves records law well. NARA requires controls for electronic records that protect authenticity “against unauthorized addition, deletion, alteration, use, and concealment,” and integrity through audit trails that keep records “complete and unaltered.”16 Write-once storage and the hash chain from Chapter 07 provide both. It also interacts with disposition in five ways the records officer should hear about before the lock is set (design guidance):
· A lock longer than the schedule blocks lawful destruction. Most items in the table allow longer retention for business use, so over-retention is usually permitted. It isn’t when a statute requires disposal or when the Privacy Act’s relevance test applies, and after a temporary extension ends the agency “must destroy” the records.5 Book 19, Chapter 09 notes that the drift pipeline’s locked policy can’t be shortened, so set the lock to the shortest period the schedule certainly requires, and extend it when needed.
· A lock shorter than the schedule ends protection early. When the interval ends, the blob becomes deletable. Disposition still runs from the register, not from the lock’s expiry; a clean-up rule keyed to the lock would destroy temporary records early, which is unlawful destruction.14
· A retention lock isn’t a hold. It runs out on its own date whatever is pending. Holds are applied separately, as in the steps above.
· Storage isn’t a recordkeeping system on its own. NARA lists the functions electronic recordkeeping needs: declare, capture, organize (associate each record “with an approved records schedule and disposition instruction”), maintain security, manage access, preserve, and execute disposition, including holds.16 Immutable storage supplies one of them. The manifest, the retention register and the hold records supply most of the rest; the records officer decides whether the combination meets the agency’s recordkeeping requirements.
· Backups don’t count. “System and file backup processes and media do not provide the appropriate recordkeeping functionalities and must not be used as the agency electronic recordkeeping system.”16 A snapshot of the evidence store is a backup under GRS 3.2 items 040 and 041, not a second recordkeeping copy.7
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Evidence often outlives the system that produced it. A configuration and change record under GRS 3.1 item 030 runs five years from the day the system is superseded or terminated, and a special-accountability access record under GRS 3.2 item 031 runs six years from the account’s termination.67 Book 00, Chapter 10 gives the checklist for retiring the directory-era systems. For the program’s own evidence, the same rules add four points:
· Plan the migration before the retirement. Agencies must determine whether the approved retention period is longer than the life of the system holding the records and, “If so, plan for the migration of the records to a new system before the current system is retired,” keeping the link between records and their metadata, and capturing metadata “for both the records and the migration process.”16 For evidence, the metadata includes the manifests, the chain heads and the retention register rows.
· Keep the means to verify. A hash-chained package is only useful if someone can still recompute the chain. Records must be “located, retrieved, presented, and interpreted” for their whole retention period,16 so the verify commands (evidence_export.py --verify-dir, drift_pipeline.py verify, step_evidence.py --verify), or a documented equivalent such as sha256sum -c, are kept with the evidence store (design guidance).
· Transfer permanent records to NARA. Permanent records are transferred when the schedule says or after 30 years, in electronic form with appropriate metadata since June 30, 2024, and with the documentation NARA’s transfer rules require.1718 None of the GRS items above is permanent; if the records officer finds evidence that is, or an agency schedule makes it so, it goes to NARA rather than to destruction.
· File the disposition record. What was migrated, transferred or destroyed, under which item and on whose approval, goes to the records officer and into the G4 or G5 evidence packet, as step 9 of Book 00’s checklist says.
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Chapter 09 assigns the authoritative record’s retention to the records officer, and Book 12, Chapter 10 does the same for security logs. The program applies the same split to its evidence. The records officer’s authority comes from regulation: agencies must assign records management responsibility “to a person and office with appropriate authority,” assign records responsibilities in each program area, and build records requirements into the design of electronic systems.2 The other rows are design guidance.
	Role
	Owns
	Decides
	Doesn’t decide

	Records officer
	The retention register’s legal column; the agency’s directive and file plan
	Which GRS or agency item covers each record class; when a class needs a new schedule; temporary extensions and NARA requests; whether evidence is permanent; destruction approvals
	What an authorization package must contain

	ISSO
	What evidence the system’s authorization and continuous monitoring need
	The minimum the security documentation needs kept, for the authorizing official; whether a package is complete and verifies; when to escalate a gap
	The retention period, which can be longer than security needs but not shorter than the schedule

	System owner
	The system that produces the evidence and its storage
	How the system implements the register: storage, locks, lifecycle rules, purge jobs that read the register and the holds
	Which schedule item applies, or whether to delete early

	Steward
	The governed repository: the register, hold records, change history
	That every retention or hold change goes through the change path (Chapter 04)
	Retention values

	Counsel and the FOIA office
	Holds for litigation and requests
	When a hold starts, its scope and when it is released
	How the hold is carried out in each system


The handoffs are where evidence is usually lost: a storage engineer shortens a retention interval to save cost, or an expiry rule nobody listed keeps deleting during a hold. Both are prevented by the same rule: retention numbers and holds live in the governed repository, and systems read them.
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The table maps each kit’s evidence output to a likely records category. The categorization is design guidance, not a records determination. Confirm each row with the agency records officer, who may assign a different GRS item or an agency schedule item, and record the result in the retention register before any of it is purged.
Each kit’s evidence output and a likely records category — design guidance, to confirm with the agency records officer
	Kit
	Evidence output
	Likely records category (design guidance)
	Confirm with the records officer

	Ticket-to-Machine (examples/servicenow-sailpoint), clients/python/evidence_export.py
	Per period: records.jsonl (one hash-chained record per closed identity finding), summary.json, manifest.json
	GRS 3.1 item 040: responses to findings, follow-up and compliance metrics
	Whether findings about specific accounts are system access records under GRS 3.2 item 030 or 031 instead; when the clock starts (period closed, or finding closed)

	Ticket-to-Machine, deploy/ scripts
	Per stage, out/evidence/<stage>/: preflight, smoke test and rollback outputs, the workflows as deployed, and steps.jsonl, the hash-chained step log
	GRS 3.1 item 030: authorizing and documenting implementation of changes
	Whether the test-stage evidence (synthetic workers) is GRS 3.2 item 010 test files and data; that the 5-year clock runs from the system’s retirement, not the deployment

	Deploy evidence in the other kits (examples/*/deploy, as each kit adds it)
	One evidence record per scripted runbook step, with the controls it supports, the hash of its output and the hash of the record before it
	GRS 3.1 item 030, as above
	The same as above; for privileged access steps, whether any record is a GRS 3.2 item 031 access record

	Drift pipeline (examples/drift-pipeline), drift_pipeline.py package
	Per run: the validation kit run, drift-report.json, provenance from the other kits, EVIDENCE-MANIFEST.json, SHA256SUMS, in the immutable container
	GRS 3.1 item 040 (compliance reviews, vulnerability assessment reports) or GRS 3.2 item 010 (network vulnerability assessments, risk surveys)
	Which of the two; whether daily packages that only feed a monthly summary could be intermediary records (GRS 5.2 item 020), given that the exclusion for evidence of decision-making likely applies

	Drift pipeline, hr_evidence.py, pa_evidence.py, npi_evidence.py
	Run packages and period assemblies for the HR lifecycle, privileged access and non-person identity kits
	GRS 3.1 item 040; for privileged access audit content, GRS 3.2 item 031
	Whether person keys in HR evidence bring a system of records notice into play; the 6-year clock for item 031 runs per account, which a period package doesn’t track

	Drift pipeline, workflow hand-off artifact and drafted issues
	drift-report.json kept as a pipeline artifact for 7 days; issue drafts
	GRS 5.2 item 020 for the artifact, once the package in the container holds the same report
	Whether the issues themselves, as the finding record, follow GRS 3.1 item 040

	Validation kit, HCM-to-Entra, machine configuration, dynamic rules
	ValidationResults.json with ValidationManifest.json; provenance.json; check-results.json
	Inputs to the drift package; standalone copies are likely GRS 5.1 item 020 once the package is stored
	Which copy is the recordkeeping copy, and that it is the one in the evidence store

	Any kit, local runs
	Working folders under out/ on a workstation or runner
	Nonrecord convenience copies, or GRS 5.1 item 020, after the package is stored
	That the agency’s recordkeeping requirements identify them as such and that they’re segregable from records3


Two things are the same for every row. Security logs that the same runs send to the SIEM are covered by Book 12, Chapter 10 and GRS 3.2 items 030, 031 and 036, with 036 under revision. And none of the kits writes a retention or hold check today; the purge jobs and storage settings that need one belong to the system owner, under the register.
External partner persons add four evidence items to the same register, each confirmed with the records officer like the rows above: drift findings on the partner configuration and the partner list, the record of each suspension, the record of each termination, and the approval for each partner guest (who approved, the named sponsor, the expiry). The partner list is reconciled against the per-partner record, and the readiness checks and their evidence are in Book 03, Chapter 15.
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An application nobody owns, a secret nobody rotates and a policy nobody compares with its baseline decay the same way: quietly, until an assessment or an attacker finds them.
[bookmark: _Toc00000862]In this chapter
The governance record every application and service principal carries, and how to find the ones that are ownerless, privileged or unknown. Secrets governance: the default prohibition on long-lived client secrets, the exception criteria, vaulting, expiry limits, rotation windows, the managed-identity preference and source-code scanning. Continuous exports and drift rules for eight configuration domains, the baseline diff, and the remediation workflow that turns a difference into a remediation contract. The governance of the permanent privileged-role assignments that Book 04 leaves standing: approvers, expiry, review and drift. Each section follows the conventions of Book 00, Appendix D: the five control states, the How-section template, authority labels, the evidence checklist and change safety.
The earlier chapters of this book describe the machinery: one authoritative record (Chapter 03), change control (Chapter 04), the drift engine and its remediation contract (Chapter 06), and the ticket-to-machine tempo (Chapter 10). This chapter applies that machinery to three things Zero Trust assessments look at closely and governance programs most often leave to individual teams: who owns each application identity, how its credentials are governed, and whether the security configuration of the tenant still matches what was approved.
It doesn’t repeat the identity engineering. Book 04, Chapter 05 explains app registrations, consent, ownership and credentials; the Non-Person Identity implementation guide inventories, decides, converts and retires each non-person identity gate by gate; and the service account migration guide moves a service account to a gMSA, a dMSA or a Microsoft Entra workload identity. This chapter is the governance layer over them: the fields the record must hold, the rules that keep it true, and the exports that show whether it still is. Book 18 uses the same record as the identity part of its portfolio intake (Chapter 02) and runs the fixes as factory work packages (Appendix A).
Control states. 
	State
	This chapter
	Evidence

	Designed
	The record’s fields, the secrets rules and exception criteria, and the drift rules per domain, approved by the governance board (Chapter 09)
	The approved decision records and the drift-rule file

	Configured
	The exports run on a schedule; the tenant’s application management policy, Key Vault policies and secret scanning are set
	Export files with their run log; policy exports

	Enforced
	No high-impact workload without an accountable owner; new secrets blocked except by exception; secret scanning blocks pushes; every drift finding has a remediation contract
	The gap report at zero for high-impact rows; the policy’s enforcing state; push-protection settings; the contracts

	Evidenced
	The Validate steps in each How section
	Test records and the events they produced

	Operated
	The cadences and owners in each Day-two subsection
	The owner, the cadence, the drift rule and the last review record


A finding this chapter addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
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· Microsoft Zero Trust pillar: Apps (the application record and secrets); Infrastructure and SecOps (configuration drift)
· CISA ZTMM pillar: Applications and Workloads; Identity for the workload identities; the Visibility and Analytics and Governance cross-cutting capabilities for drift
· Depends on: the identity plane’s inventory of non-person identities (Non-Person Identity guide, Step 1); the authoritative record (Chapter 03); the audit and sign-in logs that Book 12 collects
· Attack chain interrupted: Persistence and Privilege Escalation through an unowned application whose credentials or permissions an attacker can add to; Credential Access through a secret left in code or a pipeline; Defense Evasion through an unapproved change to Conditional Access, PIM or mail protection that nobody compares with the baseline
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Every application and service principal in the tenant has a row in the authoritative record, and the row carries eight fields. The tenant knows some of them; only the agency knows the rest. The record joins the two, so a reviewer sees in one place who answers for an application, what it can do and why, and when it will be reviewed or retired.
The eight fields every application and service principal carries
	Field
	What it holds
	Where it comes from
	Authority

	Business owner
	The accountable person for the application as a business capability, who approves its access and answers for its retirement
	The record, mastered from the system inventory; mirrored in the app’s serviceManagementReference, not in the Entra Owners list
	Risk-based recommended: the program keeps the approver out of Owners because an owner can add a credential and act as the app (Book 04, Chapter 05)

	Technical owner
	Two named people who configure the app in Entra ID
	The Entra Owners list, checked against the record
	Microsoft-recommended: keep owners minimal, review them every few months, and keep at least two where possible1

	Data classification
	The highest classification of data the app can read or write, and the system’s FIPS 199 impact level
	The record (system security plan and data inventory)
	Mandated in substance: FIPS 199 categorization of the system the app belongs to (Book 18, Chapter 02); the per-app field is the program’s design

	Permissions justification
	For each application permission and tenant-wide delegated grant, why it is needed and who approved it
	The record; the grants themselves from the tenant
	Risk-based recommended, supporting AC-6 least privilege for processes acting on behalf of users2

	Credential type
	Managed identity, federated credential, certificate, client secret or none, with each credential’s expiry
	The tenant
	Microsoft-recommended order: managed identity, then federation, then certificate, never a secret (Book 04, Chapter 05)

	Last activity
	The most recent sign-in as client or resource, delegated or app-only
	The tenant’s service principal sign-in activity report
	Risk-based recommended; the report is in preview (see Prerequisites)

	Review date
	When owners, permissions and credentials were last certified, and when they next are
	The record, from the access review or attestation
	Risk-based recommended; cadence by risk tier (Book 04, Chapter 06)

	Retirement disposition
	Keep, convert (to a managed identity or federation), retire, or retire with the system, with a date
	The record; for a portfolio application, Book 18’s disposition
	Risk-based recommended


The program’s rule: no high-impact workload is ownerless. An application is high-impact when its system is FIPS 199 high in any objective, or when it holds an application permission or directory role on the program’s high-privilege list (Book 04, Chapter 06 holds the tiers). It is ownerless when the record names no business owner, or the Owners list holds fewer than one person still employed in that role. An ownerless high-impact application is the closure map’s “ownerless privileged app,” and it is handled first.
Unknown workloads. A service principal in the tenant with no row in the record is an unknown workload. The program’s response follows the orphan rule in the Non-Person Identity guide: the identity governance office takes interim ownership, the app is treated as Tier 1, and once the finding is confirmed a person deactivates it (nothing is deleted) and the 30-day claim window starts. Deactivation stops new tokens; existing tokens stay valid until they expire. Where an unknown workload can’t be deactivated yet because something depends on it, restrict it instead: require assignment on its service principal, so only assigned users and clients get tokens,3 and, for single-tenant service principals with Workload ID Premium, add a Conditional Access policy for workload identities (Non-Person Identity guide, Step 4).
Prerequisites
· The record. The system inventory or CMDB holds the eight fields keyed by appId (the program’s <record.csv> below: one row per application, with the columns AppId, SystemId, Impact, BusinessOwner, TechnicalOwner, DataClassification, PermissionJustification, ReviewDate and RetirementDisposition). The Non-Person Identity guide’s record is the same record; this chapter adds data classification, permissions justification, last activity and retirement disposition to it.
· Roles. Reading needs Global Reader, or Reports Reader plus Application Administrator read scopes; the export below uses the Graph scopes Application.Read.All, Directory.Read.All and AuditLog.Read.All. Run it as an app registration with a certificate, or a managed identity, never a secret.
· Licenses. Reading app registrations, service principals and grants is free. The service principal sign-in activity report reads with AuditLog.Read.All and the Reports Reader, Security Reader or Security Administrator role.4 Workload ID Premium is needed only for Conditional Access for workload identities and its app health recommendations (Book 04, Chapter 05).
· Government clouds. Microsoft Graph’s application, service principal and grant APIs serve all three US government environments; a GCC tenant uses the worldwide endpoint, GCC High graph.microsoft.us and DoD dod-graph.microsoft.us.5 The service principal sign-in activity API is preview, in Graph beta, and listed for the global service only, not for US Government L4 or L5 (accessed Nov 11, 2026);4 in GCC High and DoD, last activity comes from the service principal and managed identity sign-in logs instead (Book 12), and the field is marked measured from logs.
Pilot
Run the export and the gap report on one system’s applications first, chosen because its owner is engaged and it has both first-party and vendor apps. Success: every row joins, the owner agrees with the gaps the report lists, and nothing in the report contradicts what the owner knows.
Report-only or audit phase
The export and the gap report change nothing. Run them weekly for four weeks across the tenant before any app is deactivated or restricted, and read three numbers from them: unknown workloads, ownerless high-impact apps and stale apps (no activity in 90 days, the program’s threshold, design guidance, settled as WD-148). Each week’s report goes to the identity governance office, which confirms or dismisses each row.
Step 1. Export what the tenant knows. Connect, then run the export. Replace <out-dir> with a folder the evidence store collects from.
#Requires -Modules Microsoft.Graph.Applications, Microsoft.Graph.Identity.SignIns, Microsoft.Graph.Beta.Reports
# Commercial and GCC: no -Environment. GCC High: -Environment USGov. DoD: -Environment USGovDoD.
Connect-MgGraph -Scopes 'Application.Read.All','Directory.Read.All','AuditLog.Read.All' -NoWelcome
$out = '<out-dir>'; New-Item -ItemType Directory -Force -Path $out | Out-Null
$stamp = Get-Date -Format 'yyyyMMdd'

# The program's starting list of high-privilege application permissions (Book 04, Chapter 06 holds the full table).
$highPriv = @('RoleManagement.ReadWrite.Directory','AppRoleAssignment.ReadWrite.All','Application.ReadWrite.All',
              'Directory.ReadWrite.All','Group.ReadWrite.All','User.ReadWrite.All','Mail.ReadWrite','Mail.Send',
              'Sites.FullControl.All','Files.ReadWrite.All','Policy.ReadWrite.ConditionalAccess')

# Last activity per appId (preview; global service only — leave empty in GCC High and DoD).
$activity = @{}
try { Get-MgBetaReportServicePrincipalSignInActivity -All |
        ForEach-Object { $activity[$_.AppId] = $_.LastSignInActivity.LastSignInDateTime } } catch { }

$resourceCache = @{}
$rows = foreach ($sp in Get-MgServicePrincipal -All -Property 'id,appId,displayName,servicePrincipalType,accountEnabled,appRoleAssignmentRequired,appOwnerOrganizationId') {
    $app = Get-MgApplication -Filter "appId eq '$($sp.AppId)'" -Property 'id,signInAudience,serviceManagementReference,passwordCredentials,keyCredentials,web,spa,publicClient' -ErrorAction SilentlyContinue
    $owners = if ($app) { Get-MgApplicationOwner -ApplicationId $app.Id -All } else { Get-MgServicePrincipalOwner -ServicePrincipalId $sp.Id -All }
    $grants = Get-MgServicePrincipalAppRoleAssignment -ServicePrincipalId $sp.Id -All
    $perms = foreach ($g in $grants) {
        if (-not $resourceCache[$g.ResourceId]) { $resourceCache[$g.ResourceId] = Get-MgServicePrincipal -ServicePrincipalId $g.ResourceId -Property 'appRoles' }
        ($resourceCache[$g.ResourceId].AppRoles | Where-Object Id -eq $g.AppRoleId).Value }
    $delegated = Get-MgOauth2PermissionGrant -Filter "clientId eq '$($sp.Id)'" -All
    $secrets = @($app.PasswordCredentials); $certs = @($app.KeyCredentials)
    $redirects = @($app.Web.RedirectUris) + @($app.Spa.RedirectUris) + @($app.PublicClient.RedirectUris) | Where-Object { $_ }
    [pscustomobject]@{
        AppId = $sp.AppId; DisplayName = $sp.DisplayName; Type = $sp.ServicePrincipalType
        HomeTenant = if ($app) { 'this tenant' } else { $sp.AppOwnerOrganizationId }
        Enabled = $sp.AccountEnabled; AssignmentRequired = $sp.AppRoleAssignmentRequired
        ServiceManagementReference = $app.ServiceManagementReference
        OwnerCount = @($owners).Count
        CredentialType = if ($sp.ServicePrincipalType -eq 'ManagedIdentity') { 'managed identity' } elseif ($secrets.Count) { 'client secret' } elseif ($certs.Count) { 'certificate' } else { 'none or federated' }
        Secrets = $secrets.Count; Certificates = $certs.Count
        NextExpiry = (@($secrets.EndDateTime) + @($certs.EndDateTime) | Where-Object { $_ } | Sort-Object | Select-Object -First 1)
        AppPermissions = ($perms | Sort-Object -Unique) -join ' '
        HighPrivilege = [bool]($perms | Where-Object { $_ -in $highPriv })
        TenantWideDelegated = (($delegated | Where-Object ConsentType -eq 'AllPrincipals').Scope -join ' ').Trim()
        RedirectUris = $redirects -join ' '
        WildcardOrHttpRedirect = [bool]($redirects | Where-Object { $_ -match '\*' -or ($_ -like 'http://*' -and $_ -notmatch '^http://(localhost|127\.0\.0\.1)') })
        LastActivity = $activity[$sp.AppId]
    }
}
$rows | Export-Csv -Path "$out\app-governance-tenant-$stamp.csv" -NoTypeInformation
The export is the same read as Book 04, Chapter 05’s inventory, widened to every service principal (so vendor apps and managed identities appear) and to the fields this record needs. Treat the file as sensitive: it is a map of what each app can do.
Step 2. Join it to the record and list the gaps. Replace <record.csv> with the record’s export.
$tenant = Import-Csv "$out\app-governance-tenant-$stamp.csv"
$record = Import-Csv '<record.csv>'; $byApp = @{}; $record | ForEach-Object { $byApp[$_.AppId] = $_ }
$today = Get-Date
$gaps = foreach ($t in $tenant) {
    $r = $byApp[$t.AppId]
    $high = $t.HighPrivilege -eq 'True' -or ($r -and $r.Impact -eq 'High')
    $issues = @()
    if (-not $r) { $issues += 'unknown workload' }
    else {
        foreach ($f in 'BusinessOwner','TechnicalOwner','DataClassification','ReviewDate','RetirementDisposition') { if (-not $r.$f) { $issues += "missing $f" } }
        if ($t.AppPermissions -and -not $r.PermissionJustification) { $issues += 'permissions not justified' }
        if ($r.ReviewDate -and [datetime]$r.ReviewDate -lt $today) { $issues += 'review overdue' }
    }
    if ($t.HomeTenant -eq 'this tenant' -and [int]$t.OwnerCount -lt 2) { $issues += 'fewer than two technical owners' }
    if ($high -and (-not $r -or -not $r.BusinessOwner -or [int]$t.OwnerCount -eq 0)) { $issues += 'OWNERLESS HIGH-IMPACT' }
    if ($t.LastActivity -and [datetime]$t.LastActivity -lt $today.AddDays(-90)) { $issues += 'no activity in 90 days' }
    if ($issues) { [pscustomobject]@{ AppId = $t.AppId; DisplayName = $t.DisplayName; HighImpact = $high; Issues = $issues -join '; ' } }
}
$gaps | Sort-Object @{e={$_.Issues -like '*OWNERLESS*'};desc=$true}, HighImpact -Descending |
    Export-Csv -Path "$out\app-governance-gaps-$stamp.csv" -NoTypeInformation
$record | Where-Object { $_.AppId -notin $tenant.AppId } | Export-Csv "$out\app-governance-record-only-$stamp.csv" -NoTypeInformation
The last line lists record rows with no service principal: retired apps the record still carries, which is drift in the record, not the tenant (Chapter 06).
Enforcement
Enforcement is three rules, each turned on after the four-week audit phase:
1. At intake. No app registration is created, and no admin consent is granted, until its record row has all eight fields. The request carries them (Book 04, Chapter 05, stage 1); the ticket-to-machine lane refuses a request without them (Chapter 10).
1. Weekly. Every OWNERLESS HIGH-IMPACT row opens a P2 drift finding (identity class, Chapter 06) assigned to the identity governance office, which names an owner within the finding’s window or starts the orphan rule. Every unknown workload row starts the orphan rule.
1. On the review date. Owners, permissions and credentials are certified through an access review or the owner’s attestation (Non-Person Identity guide, access reviews of owners); a missed review sets the row’s review date overdue, which the gap report raises.
Deactivating or restricting an app is the step that can break something. It moves through the rings under Change safety.
Rollback
Reactivate a deactivated app registration, or set the service principal’s Enabled for users to sign-in? back to Yes, by the identity governance office through PIM; both take effect at once and keep the configuration (Non-Person Identity guide, decommissioning). To undo assignment-required:
Update-MgServicePrincipal -ServicePrincipalId '<sp-object-id>' -AppRoleAssignmentRequired:$false
<sp-object-id> is the service principal’s object ID from the export. Record the rollback in the finding’s remediation contract.
Exclusions
Microsoft first-party service principals and the tenant’s own platform identities (the governance pipeline’s own managed identity, the backup service) are excluded from deactivation, not from the record: each still gets a row with a business owner. Every other exclusion is an entry in the exception register with an approver and an expiry, reviewed by the governance board (Chapter 09). Emergency access accounts are user accounts and aren’t in scope; nothing here changes Conditional Access exclusions for them.
Telemetry
· Entra audit log: Add owner to application, Remove owner from application, Update application (including isDisabled for deactivation), Add service principal, consent and app role assignment events. Book 12 carries the detections for application credential, owner and consent changes.
· Service principal and managed identity sign-in logs, for last activity in clouds without the activity report.
· The weekly gap report’s three counts, trended.
Evidence
Evidence checklist
· Configuration: the tenant export and the record export for the run, with their hashes, kept in the evidence store
· Operational: the weekly gap reports, and the drift findings and remediation contracts opened from them
· Test: a test app registration created without a record row is refused at intake; a test service principal with no row appears as unknown workload in the next report (expected and observed, date, tester)
· Exception: the exception register rows for excluded apps, with approver and expiry
· Assessor-ready artifact: the closure-chain entry for each assessment finding about application owners (Book 11, Chapter 10), pointing at the gap report that shows no ownerless high-impact rows and the review records
Day-two ownership
The identity governance office owns the record’s application rows and the weekly report; each business owner owns their rows’ accuracy. Cadence: the export weekly, certification on the risk tier’s cadence (quarterly for Tier 1, design guidance), and the record reconciled at each Book 18 re-triage. The drift signal is a rising count of ownerless or unknown rows. The support path for an owner who can’t be found is the governance board.
[bookmark: _Toc00000865]Secrets governance
A client secret is a password an application keeps. Microsoft’s guidance is not to use them, and to prefer managed identities, then federated credentials, then certificates (Book 04, Chapter 05). The tenant enforces the order with an application management policy, set up in the Non-Person Identity guide, Step 3; this section is the governance around it: what an exception needs, where a secret lives, how long it lasts, how quickly it is rotated, how it is replaced, and how secrets are kept out of code.
Secrets rules
	Rule
	The program’s position
	Authority

	Default prohibition
	No new client secrets or symmetric keys on any application created after the policy’s effective date; certificates capped at 180 days
	Microsoft-recommended settings for the application management policy (Book 04, Chapter 05); ScubaGear checks related SHOULD policies MS.AAD.5.5v1 to 5.7v1, none a BOD 25-01 required configuration

	Managed-identity preference
	A workload on Azure or an Arc-enabled server uses a managed identity; one with its own OIDC issuer uses a federated credential; a certificate only where neither applies
	Microsoft-recommended (Book 04, Chapter 05); conversion follows the service account migration guide, Migration C and the Non-Person Identity guide, Step 5

	Approved exception
	Only when all four criteria below hold
	Risk-based recommended (the program’s criteria)

	Vaulting
	Every secret and private key in Azure Key Vault or an HSM, never in a file share, a pipeline variable or code
	Microsoft-recommended for keys and secrets; supports IA-5(7), which asks that unencrypted static authenticators not be embedded in applications or other static storage2

	Expiry limits
	An excepted secret lasts at most 180 days; never renewed automatically on the app registration without the owner’s approval
	Risk-based recommended; the 180 days follows ScubaGear’s MS.AAD.5.6v1 password-lifetime check

	Rotation windows
	See the table below
	Risk-based recommended

	Source-code scanning
	Secret scanning with push protection on every repository that holds the agency’s code or infrastructure as code
	Microsoft-recommended: monitor pipelines so credentials never reach a repository1


Exception criteria. An application may hold a client secret only when all four hold, and the exception names them: (1) the software can’t use a certificate, a federated credential or a managed identity, shown by the vendor’s documentation or a test, not by assertion; (2) the app is not Tier 1, or the CISO approves a Tier 1 exception personally; (3) a replacement date is set, at most one year out, tied to a vendor release, a Book 18 disposition or a conversion wave; and (4) the secret is vaulted and rotated within the windows below. The identity governance office and the CISO approve, as Book 04, Chapter 06 sets out, and the exception is per-application, recorded in the application management policy as an app-specific exemption and in the exception register.
The rotation windows below are the program’s settled position (WD-148, risk-based recommended).
Rotation windows
	Event
	Rotation window (program decision)
	Who acts

	Scheduled rotation of an excepted secret
	Before 80% of its lifetime has elapsed, and no later than 30 days before expiry
	The app’s technical owner; raised automatically

	Certificate renewal
	30 days before expiry, with the new credential uploaded to the app registration before the old one is removed
	Technical owner; Non-Person Identity guide, Step 3 item 5

	Secret found in code, a log or a ticket
	Within 24 hours: revoke the credential on the app, issue a new one, and treat the exposure as an incident
	Technical owner and the security operations center

	Owner leaves
	Within the owner-change window; credentials the departing owner could read are rotated
	New owner

	Suspected compromise
	Immediately: remove the credential, then investigate
	Security operations center


These windows are the program’s choice. SP 800-53 IA-5 leaves the time period for changing authenticators to the organization;2 Key Vault’s own rotation pattern publishes its near-expiry event 30 days before a secret expires,6 which is why the scheduled window ends there.
Prerequisites
· The application management policy from the Non-Person Identity guide, Step 3; application management policies are a free capability of Workload ID (Book 04, Chapter 05).
· Azure Key Vault in the agency’s subscription. The Key Vault built-in Azure Policy definitions used below have Audit as their default effect and support Deny.7 Whether each built-in is present in Azure Government isn’t stated on the Learn page; the lookup in Step 3 returns nothing if a definition isn’t there, which is the check (government availability not yet specified on Learn, Nov 11, 2026).
· Secret scanning: for GitHub repositories, GitHub’s secret scanning with push protection, enabled per repository by an admin or an organization owner or security manager;8 for Azure Repos, GitHub Advanced Security for Azure DevOps (or GitHub Secret Protection for Azure DevOps), which Microsoft makes available only for Azure DevOps Services and Git repositories.9 Both are license-dependent. Azure DevOps Services government-cloud availability isn’t stated on the Learn page (not yet specified, Nov 11, 2026); an agency on Azure DevOps Server uses a pipeline secret scanner instead.
Pilot
Pick one system whose apps hold secrets and whose owner will convert at least one. Run the inventory, file the exceptions for the rest, turn on push protection for its repositories, and run one conversion through the Non-Person Identity guide’s parallel run. Success: the inventory matches what the owner knows, each remaining secret has an exception with a replacement date, and the converted app runs on its new credential with the secret removed.
Report-only or audit phase
Step 1. Read the tenant’s default policy (no change), and keep the output as configuration evidence.10
Connect-MgGraph -Scopes 'Policy.Read.All' -NoWelcome
Get-MgPolicyDefaultAppManagementPolicy | ConvertTo-Json -Depth 10 | Set-Content "<out-dir>\app-mgmt-policy-$(Get-Date -Format yyyyMMdd).json"
If isEnabled is false, the default prohibition isn’t in force; set it through the Non-Person Identity guide, Step 3, not here.
Step 2. Build the secret inventory and the dated replacement plan. It reads the Step 1 export of the application record and the exception register (<exceptions.csv>, columns AppId, ExceptionId, Approver, Expires, ReplacementDate, Target).
$exceptions = @{}; Import-Csv '<exceptions.csv>' | ForEach-Object { $exceptions[$_.AppId] = $_ }
$plan = foreach ($app in Get-MgApplication -All -Property 'appId,displayName,passwordCredentials') {
    foreach ($s in $app.PasswordCredentials) {
        $e = $exceptions[$app.AppId]
        $lifetime = if ($s.StartDateTime -and $s.EndDateTime) { [int]($s.EndDateTime - $s.StartDateTime).TotalDays }
        [pscustomobject]@{
            AppId = $app.AppId; DisplayName = $app.DisplayName; KeyId = $s.KeyId; Hint = $s.Hint
            Expires = $s.EndDateTime; LifetimeDays = $lifetime
            DaysToExpiry = if ($s.EndDateTime) { [int]($s.EndDateTime - (Get-Date)).TotalDays }
            ExceptionId = $e.ExceptionId; Target = $e.Target; ReplacementDate = $e.ReplacementDate
            Finding = @(
                if (-not $e) { 'no exception' }
                if ($lifetime -gt 180) { 'lifetime over 180 days' }
                if ($s.EndDateTime -and $s.EndDateTime -lt (Get-Date)) { 'expired but still present' }
                if ($e -and $e.ReplacementDate -and [datetime]$e.ReplacementDate -lt (Get-Date)) { 'replacement date passed' }
            ) -join '; '
        }
    }
}
$plan | Sort-Object DaysToExpiry | Export-Csv "<out-dir>\secret-inventory-$(Get-Date -Format yyyyMMdd).csv" -NoTypeInformation
The file is the secret inventory and dated replacement plan: every secret, its expiry, its exception and the date it is to be replaced. It holds no secret values; Hint is the first characters Entra ID shows, enough to match a secret in a vault.
Step 3. Audit the vaults. Assign the Key Vault built-ins in Audit mode at the management group the vaults sit under. <mg> is the management group name; in Azure Government run az cloud set --name AzureUSGovernment first.
assign() {   # $1 = the built-in's display name, $2 = its parameters
  def=$(az policy definition list --query "[?displayName=='$1'].name" -o tsv)
  if [ -z "$def" ]; then echo "not available in this cloud: $1"; return; fi
  az policy assignment create --name "kv-$(echo "$def" | cut -c1-12)" --display-name "$1 (audit)"      --policy "$def" --scope "/providers/Microsoft.Management/managementGroups/<mg>" --params "$2"
}
assign "Key Vault secrets should have an expiration date" '{"effect":{"value":"Audit"}}'
assign "Secrets should have the specified maximum validity period" '{"effect":{"value":"Audit"},"maximumValidityInDays":{"value":180}}'
assign "Secrets should have more than the specified number of days before expiration" '{"effect":{"value":"Audit"},"minimumDaysBeforeExpiration":{"value":30}}'
az policy assignment list --scope "/providers/Microsoft.Management/managementGroups/<mg>" --query "[?starts_with(name,'kv-')].{name:name, display:displayName}" -o table
Step 4. Turn on secret scanning. For each GitHub repository (<owner>/<repo>):8
gh api -X PATCH "repos/<owner>/<repo>" \
  -F "security_and_analysis[secret_scanning][status]=enabled" \
  -F "security_and_analysis[secret_scanning_push_protection][status]=enabled"
gh api "repos/<owner>/<repo>" --jq '.security_and_analysis'
For Azure Repos, enablement is a portal step: Organization settings > Repositories > Enable all for Advanced Security (or Secret Protection) > Begin billing, and select Automatically enable Advanced Security for new projects. Push protection and repository scanning start when the product is turned on; push protection evaluates only pushes made after that, and repository scanning finds secrets already in history.9
Enforcement
· Vaults: after four weeks in Audit with no unexplained non-compliant secrets, move the three assignments to Deny, one management group at a time: delete each Audit assignment, then re-run the three assign lines from Step 3 with "Deny" in place of "Audit".
· for a in $(az policy assignment list --scope "/providers/Microsoft.Management/managementGroups/<mg>" --query "[?starts_with(name,'kv-')].name" -o tsv); do
  az policy assignment delete --name "$a" --scope "/providers/Microsoft.Management/managementGroups/<mg>"; done
· Repositories: push protection blocks from the start. Bypassing it (on Azure Repos, the skip-secret-scanning:true commit message) still raises an alert;11 every bypass is reviewed within one business day.
· Tenant: the application management policy’s prohibition is already enforcing for new apps; the replacement plan’s dates enforce it for old ones. A secret with no exception, or past its replacement date, is a P2 authorization-class drift finding (Chapter 06).
Rollback
Move a Key Vault assignment back to Audit the same way: delete it and re-run its assign line with "Audit", which the platform team can do in minutes. Push protection is disabled per repository by setting the two statuses to disabled with the same gh api call, only with the CISO’s approval. An app-specific exemption to the application management policy is the rollback for one application that a policy change broke; never disable the tenant default.
Exclusions
Exemptions are per application and expire; there is no tenant-wide exclusion. Emergency access accounts hold no application credentials and are out of scope. A Key Vault that holds only break-glass material for a recovery procedure may carry a policy exemption with its approver and review date.
Telemetry
· Entra audit log: Update application – Certificates and secrets management for every credential added or removed; Book 12 carries the detection for new application credentials.
· Key Vault SecretNearExpiry and SecretExpired events, sent to Event Grid, and Key Vault diagnostic logs.
· Secret scanning alerts and push-protection bypasses.
· Azure Policy compliance state for the three assignments.
Evidence
Evidence checklist
· Configuration: the default application management policy export; the three policy assignments; each repository’s security_and_analysis output or the Azure DevOps setting
· Operational: the secret inventory and dated replacement plan, weekly; Key Vault near-expiry events and the rotations they triggered; secret scanning alert history
· Test: a test push containing a documented test token is blocked; a test vault secret with no expiry is flagged (Audit) or refused (Deny); an attempt to add a client secret to a new test app is refused by the tenant policy (expected and observed, date, tester)
· Exception: each secret exception with its four criteria, approvers, expiry and replacement date
· Assessor-ready artifact: for each credential finding, the closure-chain entry with the inventory row before and after and the replacement proof (the app’s sign-in on its new credential and the removal event for the secret)
Day-two ownership
The identity governance office owns the exception register and the replacement plan; technical owners own their rotations; the platform team owns the vault policies; the DevSecOps lead owns secret scanning. Cadence: the inventory weekly, exceptions reviewed at expiry and at least every 180 days, and the plan reviewed monthly by the governance board until the count of secrets reaches the agreed floor. The drift signal is any secret without an exception or past its date.
[bookmark: _Toc00000866]Configuration drift exports
Chapter 06 compares the estate with the record, and Chapter 02 argues drift is the primary threat. For the tenant’s security configuration, comparison needs two things the platforms don’t give by default: a dated export of each control’s settings, and a rule that says which differences matter. This section gives both for eight domains.

Eight domains: what is exported and what counts as drift
	Domain
	What is exported
	Export source
	Drift rule (program design)
	Class and default severity (Chapter 06)

	Conditional Access
	Policies and named locations
	Graph v1.0 identity/conditionalAccess/policies, namedLocations
	Any change to state, conditions, grant or session controls, or exclusions not in an approved change; any policy moved to Off or Report-only
	Authorization; P1 when an enforced policy weakens, otherwise P2

	PIM
	Role settings (rules) for directory roles
	Graph v1.0 policies/roleManagementPolicies with rules12
	Activation duration, approval, justification, authentication context or notification rule differs from the baseline
	Authorization; P2

	Authentication methods
	The methods policy and authentication strengths
	Graph v1.0 policies/authenticationMethodsPolicy, policies/authenticationStrengthPolicies
	A method enabled or a target added outside a change; a strength weakened
	Authorization; P2

	Intune
	Compliance policies, configuration profiles and settings-catalog policies
	Graph v1.0 deviceManagement/deviceCompliancePolicies, deviceConfigurations; beta configurationPolicies13
	A setting differs from the baseline or an assignment changed
	Semantic; P2

	Application permissions
	Each service principal’s application permissions and tenant-wide delegated grants
	The application record export (Step 1 above)
	A new grant not in the record’s permissions justification
	Authorization; P2, P1 when the grant is on the high-privilege list

	Purview
	Sensitivity labels and label policies, DLP policies and rules, retention policies
	Security & Compliance PowerShell Get-Label, Get-LabelPolicy, Get-DlpCompliancePolicy, Get-DlpComplianceRule, Get-RetentionCompliancePolicy14
	A policy disabled, moved to simulation, or its scope narrowed
	Semantic; P2

	Exchange protection
	Anti-phishing, anti-spam, anti-malware, Safe Links and Safe Attachments policies, transport rules, DKIM, audit configuration
	Exchange Online PowerShell Get-AntiPhishPolicy, Get-HostedContentFilterPolicy, Get-MalwareFilterPolicy, Get-SafeLinksPolicy, Get-SafeAttachmentPolicy, Get-TransportRule, Get-DkimSigningConfig, Get-AdminAuditLogConfig14
	A protection weakened, a transport rule added that bypasses filtering, DKIM disabled, unified audit ingestion off
	Authorization for bypass rules and audit off (P1); semantic otherwise (P2)

	Network access
	Global Secure Access traffic forwarding profiles and their policies
	Graph beta networkAccess/forwardingProfiles?$expand=policies15
	A profile disabled or a forwarding rule changed outside a change
	Semantic; P2



Safe Links and Safe Attachments need Defender for Office 365 (license-dependent); Global Secure Access needs its own licensing, and its engineering is in the Global Secure Access implementation guide (listed on the Books page) and Book 09. An export that returns nothing because a product isn’t licensed is recorded as not applicable, not as a pass.
Two ways to collect. Microsoft now offers configuration monitoring as a service, and the scripted export below works everywhere. The program uses the service where it is available and the script where it isn’t, and keeps both outputs in the same evidence store.
· Tenant Configuration Management (TCM). Microsoft Graph’s Tenant Configuration Management APIs, surfaced in the Entra admin center as configuration management under Microsoft Entra Tenant Governance, take snapshots of current settings across Entra, Exchange Online, Intune, Defender, Purview and Teams, hold a JSON baseline, run monitors every six hours and report each drift with the properties that differ.16 A tenant can have up to 30 monitors and 800 monitored resources a day, snapshots are kept for seven days, a fixed drift is deleted 30 days after it is resolved, and changing a monitor’s baseline deletes its earlier results and drifts,17 so the program copies results to its own store on every run. The Basic capacity comes with Entra ID P1 or P2; ID Governance licenses add capacity (license-dependent).18 It detects and reports; it doesn’t deploy or remediate.19 Environment-dependent: the TCM API pages list the global service only, not US Government L4 or L5 (Nov 11, 2026),20 so it is available to GCC tenants, which use the worldwide endpoint, and not to GCC High or DoD. Learn’s pages disagree on its stage: the configuration management overview says the APIs are generally available, while the authentication setup page still refers to public preview;1621 treat it as preview until Learn is consistent.
· Scripted export. The script below reads each domain with the platform’s own read cmdlets or Graph calls, normalizes the output, and commits it to a Git repository whose history is the baseline record. It runs in every cloud the cmdlets support.
Prerequisites
· Read roles: Global Reader covers Entra and Intune reads; Security Reader or a View-Only role in Exchange Online and Purview covers their cmdlets; Global Secure Access reads need Global Reader, Global Secure Access Log Reader or Security Administrator with NetworkAccess.Read.All.15 Run the export as an app registration with a certificate or a managed identity; Exchange Online and Security & Compliance PowerShell support certificate-based app-only sign-in.22
· PowerShell 7 with Microsoft.Graph.Authentication and ExchangeOnlineManagement; Git; a private repository for the exports (they describe the tenant’s defenses and are Controlled).
· Government clouds: the Graph v1.0 and Intune beta reads, and the Global Secure Access forwarding-profile reads, are listed for the global service and US Government L4 and L5.1315 Exchange Online and Security & Compliance PowerShell connect to GCC High and DoD with their own parameters (in the script). Conditional Access, PIM and authentication-method reads: the national-cloud table on each Learn API page is the source; where a page omits it, record not yet specified. TCM: GCC only, as above.
Pilot
Export one domain, Conditional Access, for four weeks. Compare each week’s diff with the change records for that week. Success: every difference matches an approved change or is a real finding, and the normalization removes every difference that is only a timestamp.
Report-only or audit phase
Step 1. Create the export repository once. <exports> is a local folder backed by the private repository.
git init <exports> && cd <exports> && git commit --allow-empty -m "Configuration exports: start"
Step 2. Export the eight domains. Save as Export-SecurityConfig.ps1 in the repository’s parent folder and run it from the repository folder. Set $cloud to Global (commercial and GCC), USGov (GCC High) or USGovDoD (DoD), and <org>.onmicrosoft.com to the tenant’s initial domain.
param([ValidateSet('Global','USGov','USGovDoD')] [string] $cloud = 'Global', [string] $org = '<org>.onmicrosoft.com',
      [string] $appId = '<export-app-id>', [string] $thumb = '<cert-thumbprint>', [string] $tenantId = '<tenant-id>')
$ErrorActionPreference = 'Stop'
$volatile = '^(@odata\..*|modifiedDateTime|lastModifiedDateTime|createdDateTime|WhenChanged.*|WhenCreated.*|Guid|Identity|ExchangeObjectId|DistinguishedName|RunspaceId|.*Version)$'
function Normalize($o) {
    if ($o -is [System.Collections.IDictionary]) { $h = [ordered]@{}; foreach ($k in ($o.Keys | Sort-Object)) { if ($k -notmatch $volatile) { $h[$k] = Normalize $o[$k] } }; return $h }
    if ($o -is [System.Collections.IEnumerable] -and $o -isnot [string]) { return @($o | ForEach-Object { Normalize $_ }) }
    if ($o -is [psobject] -and $o.PSObject.Properties.Count -and $o -isnot [string] -and $o -isnot [ValueType]) {
        $h = [ordered]@{}; foreach ($p in ($o.PSObject.Properties | Sort-Object Name)) { if ($p.Name -notmatch $volatile) { $h[$p.Name] = Normalize $p.Value } }; return $h }
    return $o
}
function Save($name, $data) { New-Item -ItemType Directory -Force -Path (Split-Path $name) | Out-Null
    (Normalize $data) | ConvertTo-Json -Depth 30 | Set-Content -Path $name -Encoding utf8 }
function GraphAll($uri) { $items = @(); while ($uri) { $r = Invoke-MgGraphRequest -Method GET -Uri $uri -OutputType Hashtable; $items += $r.value; $uri = $r.'@odata.nextLink' }; $items }

Connect-MgGraph -Environment $cloud -ClientId $appId -CertificateThumbprint $thumb -TenantId $tenantId -NoWelcome
Save 'entra/conditional-access-policies.json' (GraphAll 'v1.0/identity/conditionalAccess/policies')
Save 'entra/named-locations.json'             (GraphAll 'v1.0/identity/conditionalAccess/namedLocations')
Save 'entra/pim-directory-role-settings.json' (GraphAll "v1.0/policies/roleManagementPolicies?`$filter=scopeId eq '/' and scopeType eq 'DirectoryRole'&`$expand=rules")
Save 'entra/pim-policy-assignments.json'      (GraphAll "v1.0/policies/roleManagementPolicyAssignments?`$filter=scopeId eq '/' and scopeType eq 'DirectoryRole'")
Save 'entra/authentication-methods-policy.json' (Invoke-MgGraphRequest -Method GET -Uri 'v1.0/policies/authenticationMethodsPolicy' -OutputType Hashtable)
Save 'entra/authentication-strengths.json'    (GraphAll 'v1.0/policies/authenticationStrengthPolicies')
Save 'intune/compliance-policies.json'        (GraphAll 'v1.0/deviceManagement/deviceCompliancePolicies?$expand=assignments')
Save 'intune/configuration-profiles.json'     (GraphAll 'v1.0/deviceManagement/deviceConfigurations?$expand=assignments')
Save 'intune/settings-catalog-policies.json'  (GraphAll 'beta/deviceManagement/configurationPolicies?$expand=settings,assignments')
Save 'network/gsa-forwarding-profiles.json'   (GraphAll 'beta/networkAccess/forwardingProfiles?$expand=policies')
if (Test-Path '../app-governance-tenant-latest.csv') {
    Save 'entra/application-permissions.json' (Import-Csv '../app-governance-tenant-latest.csv' | Select-Object AppId, DisplayName, AppPermissions, TenantWideDelegated | Sort-Object AppId) }

$exo = @{ Global = @{}; USGov = @{ ExchangeEnvironmentName = 'O365USGovGCCHigh' }; USGovDoD = @{ ExchangeEnvironmentName = 'O365USGovDoD' } }[$cloud]
Connect-ExchangeOnline -AppId $appId -CertificateThumbprint $thumb -Organization $org -ShowBanner:$false @exo
foreach ($c in 'Get-AntiPhishPolicy','Get-HostedContentFilterPolicy','Get-MalwareFilterPolicy','Get-SafeLinksPolicy',
               'Get-SafeAttachmentPolicy','Get-TransportRule','Get-DkimSigningConfig','Get-AdminAuditLogConfig') {
    try { Save "exchange/$($c.Substring(4)).json" (& $c) } catch { Save "exchange/$($c.Substring(4)).json" @{ notApplicable = $_.Exception.Message } } }
Disconnect-ExchangeOnline -Confirm:$false

$scc = @{ Global = @{}
          USGov = @{ ConnectionUri = 'https://ps.compliance.protection.office365.us/powershell-liveid/'; AzureADAuthorizationEndpointUri = 'https://login.microsoftonline.us/organizations' }
          USGovDoD = @{ ConnectionUri = 'https://compliance.dod.microsoft.com/powershell-liveid'; AzureADAuthorizationEndpointUri = 'https://login.microsoftonline.us/organizations' } }[$cloud]
Connect-IPPSSession -AppId $appId -CertificateThumbprint $thumb -Organization $org -ShowBanner:$false @scc
foreach ($c in 'Get-Label','Get-LabelPolicy','Get-DlpCompliancePolicy','Get-DlpComplianceRule','Get-RetentionCompliancePolicy') {
    try { Save "purview/$($c.Substring(4)).json" (& $c) } catch { Save "purview/$($c.Substring(4)).json" @{ notApplicable = $_.Exception.Message } } }
Disconnect-ExchangeOnline -Confirm:$false
Placeholders, explained once: <export-app-id> and <cert-thumbprint> are the export identity’s application ID and certificate; <tenant-id> is the tenant’s ID. Copy the application record export from the first section to app-governance-tenant-latest.csv beside the repository before the run, so application permissions are compared too.
Step 3. Commit the run and diff it against the approved baseline.
cd <exports>
pwsh ../Export-SecurityConfig.ps1 -cloud Global
git add -A && git commit -m "Export $(date -u +%Y-%m-%dT%H:%MZ)" || echo "no change since the last run"
git tag -l 'baseline-*' | tail -1                       # the approved baseline
git diff --stat "$(git tag -l 'baseline-*' | tail -1)" HEAD
git diff "$(git tag -l 'baseline-*' | tail -1)" HEAD > ../drift-$(date -u +%Y%m%d).diff
The first approved run is tagged by the change advisory board’s approver: git tag -a baseline-$(date -u +%Y%m%d) -m "Approved baseline, change <change-id>". An approved change later moves the tag the same way, so approved change isn’t drift (Chapter 06).
Step 4 (GCC, optional). Take a TCM snapshot to seed a monitor. The resource names for each workload are on Learn’s TCM resource pages; two Entra and Exchange examples:23
Connect-MgGraph -Scopes 'ConfigurationMonitoring.ReadWrite.All' -NoWelcome
Invoke-MgGraphRequest -Method POST -Uri 'v1.0/admin/configurationManagement/configurationSnapshots/createSnapshot' -Body (@{
    displayName = 'Security baseline seed'; description = 'Seed for the CA and transport-rule monitor'
    resources = @('microsoft.entra.conditionalaccesspolicy','microsoft.exchange.transportrule') } | ConvertTo-Json)
Invoke-MgGraphRequest -Method GET -Uri 'v1.0/admin/configurationManagement/configurationSnapshotJobs' | ConvertTo-Json -Depth 5
When the job shows succeeded, create the monitor from it in the Entra admin center (Tenant Governance > Monitors > New > Import from snapshot), after granting the TCM service principal its read permissions as Learn describes.21 Read drifts with Invoke-MgGraphRequest -Method GET -Uri 'v1.0/admin/configurationManagement/configurationDrifts' and save each run’s output into <exports>/tcm/.
Enforcement
Detection is enforced; remediation stays with people. Each non-empty diff, and each TCM drift, becomes one finding per changed object, classed and given severity by the table above, and written as a remediation contract (Chapter 06). The finding goes through the ticket-to-machine front door (Chapter 10): the owner either approves the change (the baseline tag moves under a change record) or restores the approved setting. Conditional Access enforcement changes stay at L3, gated actuation, permanently (Chapter 06); nothing in this section reverts a policy automatically. Turn on the schedule after the pilot: daily for Conditional Access, PIM and authentication methods, weekly for the rest (design guidance).
Rollback
Stopping the schedule stops collection without touching the tenant. A restore of a drifted setting is itself a change, made from the baseline file in the repository through the platform’s own write path, under change control; if the restore causes harm, the backout is the change’s own backout plan.
Exclusions
Settings that change by design (for example a named location of the agency’s current egress addresses maintained by the network team) are excluded by path in the normalization, each with an owner and a review date in the drift-rule file. Emergency access accounts’ exclusions from Conditional Access are not excluded from comparison: a change to them is a P1 finding.
Telemetry
The export run log and its exit status; the commit history; TCM monitoring results; and the platforms’ own audit events that the diff should correlate with (Entra audit log policy and role-setting changes, Exchange admin audit log, Intune audit log, Purview audit). A diff with no matching audit event is itself a finding: the platform changed without a logged change.
Evidence
Evidence checklist
· Configuration: the baseline tag and the exported files it points at; the drift-rule file
· Operational: the commit history of exports, the diffs, TCM monitoring results, and the remediation contracts opened from them
· Test: a deliberate, approved test change in a pilot policy (for example adding a test group to an exclusion) appears in the next diff and opens a finding; restoring it closes the finding (expected and observed, date, tester)
· Exception: the excluded paths with owner and review date
· Assessor-ready artifact: for each control the exports cover, the baseline file, the latest diff and the contracts, packaged as Chapter 07 describes
Day-two ownership
The governance platform team owns the export, the repository and the schedule; each domain owner (the identity platform owner for Entra, the endpoint owner for Intune, the messaging owner for Exchange, the data protection owner for Purview, the network owner for Global Secure Access) owns their domain’s drift rules and findings. The governance board reviews the drift rules quarterly. The signal that the exports themselves have drifted is a run that fails or a domain whose file stops changing while its audit log shows changes.
[bookmark: _Toc00000867]Standing privilege exceptions
Book 04, Chapter 08 converts standing privileged assignments to eligible ones and produces two artifacts: a read-only export of every directory role’s PIM settings with its list of permanent active assignments (role-settings.csv, permanent-active.csv), and a register of the permanent assignments that remain. This section is the governance side of that register: who approves an entry, when it expires, how often it is reviewed, how drift against the export is found, and what evidence the cycle leaves. It doesn’t repeat the build or the scripts; it reads their output.
Authority: Microsoft-recommended for eligible rather than permanent assignment of privileged roles and for emergency access accounts that stay permanently assigned (Learn, read Nov 11, 2026).24 Risk-based recommended for the approvers, expiry limits and drift severities below, which are the program’s settled position on the risk of standing privilege (WD-149). Applies: License-dependent: Microsoft Entra ID P2 or Entra ID Governance for PIM. Environment-dependent: PIM and the Graph reads the export uses are available in the global service, GCC High and DoD, as Book 04 records.
Who approves, for how long, and how often it is reviewed. The register’s Category decides the route. The routes reuse Chapter 09’s split between a bounded exception, which the CISO approves, and a risk acceptance, which the authorizing official decides.
	Category
	Who approves
	Expiry
	Review cadence

	EmergencyAccess
	The CISO, on the identity governance office’s request, as part of the emergency access design (Book 04, Chapter 04)
	None while the account is one of the designed emergency accounts; the entry ends when the account is retired
	At each 90-day emergency access drill; the drill record is the review

	ServicePrincipalCannotActivate
	The application’s business owner and the identity governance office propose; the CISO approves as a bounded exception with a compensating control
	The application’s next review date in its governance record (above), no later than one year
	On the application’s risk-tier cadence (Book 04, Chapter 06)

	Other
	The CISO recommends; the authorizing official for the affected system accepts the risk
	No more than six months
	Before expiry; a second renewal goes to the board as a sign the design needs to change


No entry renews automatically, and an entry never changes the rule that roles are eligible: the drift engine keeps reporting the permanent assignment, marked as excepted, until the entry ends (Chapter 09). The governance board reviews the whole register quarterly with the other exceptions.
Drift against the export. Each run of Book 04’s export, on the drift-export schedule (Configuration drift exports), is compared with the register and with the role-setting baseline. Three differences are findings, each written as a remediation contract (Chapter 06):
	Difference
	Drift class and default severity
	Response

	A permanent active assignment in permanent-active.csv with no register entry (Book 04’s => line)
	DRIFT-AUTHZ; P1 for a Tier 0 role, otherwise P2
	Convert to eligible, or open a register entry through the route above

	A register entry past its expiry or review date
	DRIFT-SEMANTIC; P2
	Renew through the route, or remove the assignment

	A role setting in role-settings.csv that differs from Book 04, Appendix B
	DRIFT-AUTHZ; P2, as in the PIM row of the drift table above
	Restore the setting, or approve the change and move the baseline


The second check is a date comparison over the register. <register> is the register’s path in the evidence store; it is read-only:
# READ-ONLY. List register entries whose next review date has passed.
Import-Csv -Path '<register>' |
    Where-Object { [datetime]$_.NextReview -lt (Get-Date) } |
    Select-Object EntryId, PrincipalId, RoleDefinitionId, Category, Approver, NextReview
Control states. 
	State
	This section
	Evidence

	Designed
	The approval routes, expiry limits and drift rules above, approved by the governance board
	The board’s decision record

	Configured
	The register exists, and the export and comparison run on the drift-export schedule
	The register at its commit; the export run log

	Enforced
	Every permanent active assignment has a current register entry, and every expired entry is renewed or removed
	A comparison with no => lines and no overdue entries

	Evidenced
	A deliberate test: a permanent assignment to a test account in a test tenant, with no entry, raises the P1 or P2 finding; removing it closes the finding
	The test record and the finding it produced

	Operated
	The drill-time, risk-tier and six-month reviews, and the board’s quarterly register review
	Review records and the board minutes


A finding this section addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: role-settings.csv, the per-role rules JSON and permanent-active.csv from each run (Book 04)
· Operational: the comparison outputs and the remediation contracts they opened
· Test: the unregistered-assignment test above, with expected and observed results, date and tester
· Exception: the register, each entry’s approval or risk acceptance, expiry and last review
· Assessor-ready artifact: the evidence package entry for AC-2, AC-6 and CM-3 pointing to the four above (Chapter 07)
[bookmark: _Toc00000868]Change safety
Deactivating apps, denying vault secrets and enforcing push protection are the steps here that can break a workload. Exports and reports can’t.
Change safety
	Ring
	Scope
	Exit criteria

	0
	The governance platform team’s own apps, vaults and repositories
	No breakage for two weeks; rollback tested

	1
	The pilot system
	Owner sign-off; every finding resolved or excepted

	2
	Tier 2 and Tier 3 applications and their vaults and repositories
	Help-desk and incident volume within the backout triggers for two weeks

	3
	Everything in scope, Tier 1 last
	Gap report at zero for ownerless high-impact rows; no secret without an exception


· Emergency access: emergency access accounts are user accounts outside this chapter’s controls; the drift rules treat any change to their Conditional Access exclusions as P1, tested in the ring 0 test change.
· Change window: deactivations and Deny assignments in the agency’s standard change window, approved by the change advisory board, with the app’s owner and the identity governance office on hand.
· Backout triggers: a production workload fails to authenticate; more than two help-desk tickets attributed to the change in the first day; a Tier 1 owner asks for backout.
· Post-change validation: the app’s next sign-in succeeds on its expected credential (sign-in log), and the next gap report, inventory and diff show the expected change and nothing else.
[bookmark: _Toc00000869]Government-cloud availability

Availability by government cloud
	Capability
	GCC
	GCC High
	DoD
	Source (accessed Nov 11, 2026)

	Graph reads of apps, service principals, grants
	Yes (worldwide endpoint)
	Yes
	Yes
	Graph national cloud deployments5

	Service principal sign-in activity (preview, beta)
	Yes
	No
	No
	API page4

	Application management policies
	Not yet specified on the Learn tutorial; covered for Azure Government through Workload ID (Book 04, Chapter 05)
	Same
	Same
	10

	Intune Graph reads (v1.0 and beta settings catalog)
	Yes
	Yes
	Yes
	API page13

	Global Secure Access forwarding-profile reads (beta)
	Yes
	Yes
	Yes
	API page15

	Exchange Online and Security & Compliance PowerShell
	Yes
	Yes (own parameters)
	Yes (own parameters)
	Connection pages14

	Tenant Configuration Management (TCM)
	Yes
	No
	No
	API pages20

	GitHub Advanced Security for Azure DevOps
	Not yet specified
	Not yet specified
	Not yet specified
	Learn says Azure DevOps Services only9

	Key Vault built-in policies used in Step 3
	Not yet specified (the lookup checks)
	Same
	Same
	7



[bookmark: _Toc00000870]Federal requirements this chapter supports
Requirements this chapter supports
	Requirement
	What in this chapter supports it

	NIST SP 800-53 CM-8, System Component Inventory
	The application governance record, joined weekly to the tenant

	AC-2, Account Management; AC-6, Least Privilege
	Owners, permissions justification, review dates, unknown-workload handling

	IA-5, Authenticator Management; IA-5(7), No Embedded Unencrypted Static Authenticators
	Secrets rules, rotation windows, vaulting and secret scanning

	CM-2, Baseline Configuration; CM-3, Configuration Change Control; CM-6, Configuration Settings
	The exported baseline, the baseline tag moved only by approved change, and the drift rules

	CA-7, Continuous Monitoring
	The scheduled exports, gap reports and inventories, on the cadences above

	FedRAMP 20x indicators, as vocabulary (Chapter 11)
	KSI-PIY-GIV Generating Inventories; KSI-IAM-SNU Securing Non-User Authentication; KSI-IAM-ELP Ensuring Least Privilege; KSI-SVC-ASM Automating Secret Management; KSI-MLA-EVC Evaluating Configurations; KSI-CMT-LMC Logging Changes25


The control statements are from NIST’s release 5.2.0 catalog.2 These records support the controls; the organization still sets their parameters, policy and procedures, and the assessor decides whether each is satisfied. The indicators bind cloud service providers, not agencies; the program uses their names to describe its own measures. Appendix A maps the book’s controls as a whole.
[bookmark: _Toc00000871]Key takeaways
· Every application and service principal carries eight fields in the record, and no high-impact workload is ownerless; an unknown workload is deactivated under the orphan rule, or restricted until it can be.
· Long-lived client secrets are prohibited by default; an exception meets four criteria and has a replacement date, and the secret inventory is also the dated replacement plan. Conversion follows the service account migration and Non-Person Identity guides.
· Eight configuration domains are exported, normalized and diffed against an approved baseline; each difference becomes a remediation contract and a person decides whether to approve or restore it.
· Tenant Configuration Management adds monitoring where it is available (GCC, preview by one Learn page’s account); the scripted export works in every cloud.
[bookmark: _Toc00000872]Notes
1. Microsoft Learn, “Security best practices for application properties in Microsoft Entra ID,” sections “Credentials (including certificates and secrets)” and “Redirect URIs” (monitor pipelines so credentials aren’t committed; maintain ownership of redirect URIs), https://learn.microsoft.com/entra/identity-platform/security-best-practices-for-app-registration (accessed Nov 11, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5 (release 5.2.0), controls AC-2, AC-6, CA-7, CM-2, CM-3, CM-6, CM-8, IA-5 and IA-5(7) (“Ensure that unencrypted static authenticators are not embedded in applications or other forms of static storage”), read from NIST’s OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 11, 2026).
1. Microsoft Learn, “Restrict a Microsoft Entra app to a set of users,” sections “Update the app to require user assignment” and “Restrict access to an app (resource) by assigning other services (client apps)” (Update-MgServicePrincipal -AppRoleAssignmentRequired:$true; user consent isn’t allowed for an app that requires assignment), https://learn.microsoft.com/entra/identity-platform/howto-restrict-your-app-to-a-set-of-users (accessed Nov 11, 2026).
1. Microsoft Learn, “List servicePrincipalSignInActivities” (beta; global service only, not US Government L4 or L5; AuditLog.Read.All; Reports Reader, Security Reader or Security Administrator), https://learn.microsoft.com/graph/api/reportroot-list-serviceprincipalsigninactivities?view=graph-rest-beta; and “What is the Usage and insights report?,” section “Service principal sign-in activity (preview)” (last activity can include partial sign-ins), https://learn.microsoft.com/entra/identity/monitoring-health/concept-usage-insights-report (both accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Graph national cloud deployments” (GCC uses the worldwide endpoints; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us), https://learn.microsoft.com/graph/deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Automate the rotation of a secret for resources that use one set of authentication credentials” (Key Vault publishes the near-expiry event to Event Grid thirty days before a secret’s expiration date), https://learn.microsoft.com/azure/key-vault/secrets/tutorial-rotation (accessed Nov 11, 2026).
1. Microsoft Learn, “Integrate Azure Key Vault with Azure Policy,” section “Available Built-In Policy Definitions” (secrets should have an expiration date; specified maximum validity period; more than the specified number of days before expiration; Audit default, Deny supported), https://learn.microsoft.com/azure/key-vault/general/azure-policy (accessed Nov 11, 2026).
1. GitHub Docs, REST API, “Update a repository” (security_and_analysis.secret_scanning and secret_scanning_push_protection, status enabled or disabled; requires repository admin, or organization owner or security manager), https://docs.github.com/en/rest/repos/repos#update-a-repository (accessed Nov 11, 2026).
1. Microsoft Learn, “Configure GitHub Advanced Security for Azure DevOps,” sections “Enable GitHub Advanced Security” and “Set up secret scanning” (available only for Azure DevOps Services and Git repositories; push protection evaluates pushes after enablement; repository scanning finds secrets in history), https://learn.microsoft.com/azure/devops/repos/security/configure-github-advanced-security-features (accessed Nov 11, 2026).
1. Microsoft Learn, “Tutorial: Enforce secret and certificate standards using application management policies,” section “Read your tenant application management policy” (Get-MgPolicyDefaultAppManagementPolicy; isEnabled false when no policy applies), https://learn.microsoft.com/entra/identity/enterprise-apps/tutorial-enforce-secret-standards (accessed Nov 11, 2026).
1. Microsoft Learn, “Set up secret scanning,” section “Push a blocked secret” (skip-secret-scanning:true bypasses push protection; an alert is still generated), https://learn.microsoft.com/azure/devops/repos/security/github-advanced-security-secret-scanning (accessed Nov 11, 2026).
1. Microsoft Learn, “Configure Microsoft Entra role settings in Privileged Identity Management,” section “Manage role settings by using Microsoft Graph” (policies/roleManagementPolicies?$filter=scopeId eq '/' and scopeType eq 'DirectoryRole'&$expand=rules), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-how-to-change-default-settings (accessed Nov 11, 2026).
1. Microsoft Learn, “List deviceManagementConfigurationPolicies” (Intune beta; available in the global service, US Government L4 and L5; requires an active Intune license), https://learn.microsoft.com/graph/api/intune-deviceconfigv2-devicemanagementconfigurationpolicy-list?view=graph-rest-beta (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Exchange Online PowerShell” (-ExchangeEnvironmentName O365USGovGCCHigh or O365USGovDoD) and “Connect to Security & Compliance PowerShell” (GCC High and DoD connection URIs), https://learn.microsoft.com/powershell/exchange/connect-to-exchange-online-powershell and https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (both accessed Nov 11, 2026).
1. Microsoft Learn, “List forwardingProfiles” (Graph beta; global service, US Government L4 and L5; NetworkAccess.Read.All; Global Reader, Global Secure Access Log Reader, Global Secure Access Administrator or Security Administrator), https://learn.microsoft.com/graph/api/networkaccess-networkaccessroot-list-forwardingprofiles?view=graph-rest-beta (accessed Nov 11, 2026).
1. Microsoft Learn, “Overview of the Tenant Configuration Management APIs in Microsoft Graph” (supported workloads Defender, Entra, Exchange Online, Intune, Purview and Teams), https://learn.microsoft.com/graph/unified-tenant-configuration-management-concept-overview; and “Configuration management” (Microsoft Entra Tenant Governance; built on the TCM APIs, “which are generally available”; monitors, drifts and snapshots), https://learn.microsoft.com/entra/id-governance/tenant-governance/configuration-management (both accessed Nov 11, 2026).
1. Microsoft Learn, “Use the Tenant Configuration Management APIs in Microsoft Graph,” section “API limits” (30 monitors; six-hour interval; 800 resources per day; baseline update deletes results and drifts; fixed drifts deleted after 30 days; snapshots kept seven days; 20,000 resources a month), https://learn.microsoft.com/graph/api/resources/unified-tenant-configuration-management-api-overview?view=graph-rest-1.0 (accessed Nov 11, 2026).
1. Microsoft Learn, “Licensing for Microsoft Entra Tenant Governance,” section “Configuration management” (monitoring and snapshots with Entra ID P1 or P2; ID Governance adds capacity per license), https://learn.microsoft.com/entra/id-governance/tenant-governance/licensing (accessed Nov 11, 2026).
1. Microsoft Learn, Azure Architecture Center, “Manage Microsoft 365 tenant configuration by using Microsoft365DSC and Azure DevOps,” section “Alternatives” (the TCM APIs support snapshots and drift detection, not deployment or remediation), https://learn.microsoft.com/azure/architecture/example-scenario/devops/manage-microsoft-365-tenant-configuration-microsoft365dsc-devops (accessed Nov 11, 2026).
1. Microsoft Learn, “Get configurationBaseline” (national cloud table: global service only), https://learn.microsoft.com/graph/api/configurationbaseline-get?view=graph-rest-1.0 (accessed Nov 11, 2026).
1. Microsoft Learn, “Set up authentication for Tenant Configuration Management APIs” (“During public preview, organizations must add the TCM service principal to their tenant and grant it the required permissions”), https://learn.microsoft.com/graph/utcm-authentication-setup (accessed Nov 11, 2026).
1. Microsoft Learn, “App-only authentication for unattended scripts in Exchange Online PowerShell and Security & Compliance PowerShell,” section “Connection examples,” https://learn.microsoft.com/powershell/exchange/app-only-auth-powershell-v2 (accessed Nov 11, 2026).
1. Microsoft Learn, “configurationBaseline: createSnapshot” (POST /admin/configurationManagement/configurationSnapshots/createSnapshot with displayName, description and resources; ConfigurationMonitoring.ReadWrite.All), https://learn.microsoft.com/graph/api/configurationbaseline-createsnapshot?view=graph-rest-1.0 (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan a Privileged Identity Management deployment,” section “Type of assignments” (“Keep zero permanently active assignments for roles other than your emergency access accounts”), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-deployment-plan, and “Manage emergency access accounts in Microsoft Entra ID,” section “Security guardrails summary” (permanent active Global Administrator for emergency accounts; validate at least every 90 days), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (both accessed Nov 11, 2026).
1. FedRAMP, FedRAMP Consolidated Rules for 2026, Key Security Indicator theme pages for policy and inventory, identity and access management, service configuration, monitoring, logging and auditing, and change management, https://fedramp.gov/2026/providers/20x/key-security-indicators/policy-and-inventory/, https://fedramp.gov/2026/providers/20x/key-security-indicators/identity-and-access-management/, https://fedramp.gov/2026/providers/20x/key-security-indicators/service-configuration/, https://fedramp.gov/2026/providers/20x/key-security-indicators/monitoring-logging-and-auditing/ and https://fedramp.gov/2026/providers/20x/key-security-indicators/change-management/ (indicator names as cited elsewhere in the workbook; accessed Nov 11, 2026).
[bookmark: _Toc00000873]Appendix A — Requirements Mapping: Controls, Mandates and Books
Every control in this appendix assumes a record that stays true between assessments; none of them supplies one.
[bookmark: _Toc00000874]In this appendix
The NIST SP 800-53 Rev. 5 controls that Book 13’s governance model relies on, with their titles, what each asks, their baselines in NIST SP 800-53B and in FedRAMP’s 2026 Rev5 classes, the FedRAMP 2026 Key Security Indicators that cite them, the Book 13 chapter that carries each and the other workbook books that close part of it. Then the risk management tasks and federal mandates behind the book’s argument: NIST SP 800-37 Rev. 2, SP 800-137, OMB Circular A-130, OMB M-24-15, the FedRAMP Consolidated Rules for 2026, and CISA BOD 25-01 and BOD 26-04. Then the requirements that the source material cites but that don’t say what is claimed, and the source list.
[bookmark: _Toc00000875]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse the workbook’s governance design and evidence in its own continuous monitoring strategy, system security plans and authorization packages. It doesn’t claim that following the workbook satisfies any requirement or control. Control selection, implementation statements and assessment belong to the agency and its assessors, and the authorizing official alone accepts residual risk. Requirement wording is summarized; the cited documents govern. Every source in this appendix was checked on October 21, 2026.
[bookmark: _Toc00000876]How to read the tables
· NIST SP 800-53B gives the NIST baselines that include the control (L, M, H, or none), read from NIST’s OSCAL Low, Moderate and High baseline profiles.1 FedRAMP 2026 gives the FedRAMP Rev5 classes whose baselines include it (B, C, D, or none), read from the “FedRAMP Rev5 Baselines” line on each control in FedRAMP’s 2026 control reference.2 The two columns are verified separately and don’t always agree. FedRAMP adds controls to NIST’s baselines, and the difference matters for this book: CM-3(2) and SI-2(2) are in NIST’s Moderate baseline, but CM-5(1) and CM-6(1) are NIST High only and CM-3(1) is NIST High only, while FedRAMP puts CM-5(1) and CM-6(1) in Classes C and D and CM-3(1) in Class D only. “Required at Moderate” therefore means nothing until it says which: an agency system categorized Moderate uses the NIST baseline its categorization selects, and a FedRAMP Class C service uses FedRAMP’s.
· Indicators lists the FedRAMP 2026 Key Security Indicators whose “Related SP 800-53 Controls” include the control, as published on October 21, 2026. FedRAMP revised many of these mappings on October 13, 2026, so check the page before relying on a row. The indicators bind cloud service providers seeking certification, not agencies.3
· Carried in names the Book 13 chapters that design or evidence the control.- Other books names the workbook books that build part of it.
· Control identifiers and titles are from SP 800-53 Rev. 5, release 5.2.0, checked against NIST’s control catalog export on CSRC and the OSCAL catalog.4
[bookmark: _Toc00000877]NIST SP 800-53 Rev. 5 controls
Configuration Management (CM)
The CM family is the control-level form of the book’s first three requirements: one authoritative baseline, every change to it controlled, and the estate compared against it.

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Indicators
	Carried in
	Other books

	CM-2
	Baseline Configuration
	Develop, document and maintain under configuration control a current baseline; review and update it at a defined frequency, when required and when components are installed or upgraded
	L M H
	B C D
	KSI-CMT-RMV, CNA-DFP, CNA-IBP, MLA-EVC, SVC-ACM
	Ch 02, 03, 05
	Book 05, Book 12, Chapter 07

	CM-2(2)
	Automation Support for Accuracy and Currency
	Keep the baseline current, complete, accurate and available with defined automated mechanisms
	M H
	C D
	KSI-PIY-GIV, SVC-ACM, SVC-VRI
	Ch 02, 05
	—

	CM-3
	Configuration Change Control
	Decide which changes are configuration-controlled; review and approve or disapprove them with security and privacy impact analysis; document decisions; implement approved changes; retain records; monitor; coordinate through a defined change control element
	M H
	C D
	KSI-CMT-LMC, CMT-RMV, CMT-RVP, CMT-VTD
	Ch 02, 04, 05, 09, 10
	Book 00, Chapter 07 for decision rights

	CM-3(1)
	Automated Documentation, Notification, and Prohibition of Changes
	Use defined automated mechanisms to document proposed changes, notify approvers, highlight changes not approved in time, prohibit changes until approved, document completed changes and notify defined people when approved changes are complete
	H
	D
	KSI-CMT-LMC
	Ch 10
	—

	CM-3(2)
	Testing, Validation, and Documentation of Changes
	Test, validate and document changes before finalizing them
	M H
	C D
	KSI-CMT-LMC, CMT-RVP, CMT-VTD
	Ch 04, 05, 09, 10
	Book 01, Chapter 11 for the dry run

	CM-3(3)
	Automated Change Implementation
	Implement changes to the baseline and deploy the updated baseline across the installed base with defined automated mechanisms
	none
	none
	none
	Ch 10
	Book 05

	CM-3(4)
	Security and Privacy Representatives
	Make defined security and privacy representatives members of the change control element
	M H
	C D
	KSI-CMT-RVP, PIY-RSD
	Ch 09
	—

	CM-3(5)
	Automated Security Response
	Implement defined security responses automatically when baselines are changed without authorization
	none
	none
	none
	Ch 02, 06
	—

	CM-4
	Impact Analyses
	Analyze changes for security and privacy impact before implementing them
	L M H
	B C D
	none
	Ch 05
	—

	CM-4(2)
	Verification of Controls
	After a change, verify that the affected controls are implemented correctly, operating as intended and producing the desired outcome
	M H
	C D
	KSI-CMT-LMC, CMT-VTD
	Appendix B
	—

	CM-5
	Access Restrictions for Change
	Define, document, approve and enforce physical and logical access restrictions for changes
	L M H
	B C D
	KSI-CMT-RMV, CMT-RVP, IAM-JIT
	Ch 04
	Book 04

	CM-5(1)
	Automated Access Enforcement and Audit Records
	Enforce change access restrictions with automated mechanisms and generate audit records of the enforcement automatically
	H
	C D
	KSI-IAM-ELP, IAM-JIT, IAM-SUS, MLA-LET
	Ch 04
	Book 04, Chapter 08

	CM-5(4)
	Dual Authorization
	Enforce dual authorization for changes to defined components and system-level information
	none
	none
	none
	Ch 04
	—

	CM-6
	Configuration Settings
	Establish restrictive settings from common secure configurations, implement them, approve and document deviations, monitor and control changes
	L M H
	B C D
	KSI-CMT-LMC, CMT-RMV, MLA-EVC, SVC-ACM
	Ch 02, 05, 10
	Book 11 for SCuBA, Book 12, Chapter 07

	CM-6(1)
	Automated Management, Application, and Verification
	Manage, apply and verify settings for defined components with defined automated mechanisms
	H
	C D
	KSI-MLA-EVC
	Ch 02, 05, 10
	Book 05

	CM-6(2)
	Respond to Unauthorized Changes
	Take defined actions in response to unauthorized changes to defined configuration settings
	H
	D
	KSI-CMT-VTD, CNA-EIS, IAM-SUS
	Ch 02, 06
	—

	CM-8
	System Component Inventory
	An inventory that reflects the system, includes every component, has no duplicates and carries accountability information, reviewed at a defined frequency
	L M H
	B C D
	KSI-PIY-GIV
	Ch 02, 03
	Book 08, Book 12, Chapter 02



Assessment, Authorization, and Monitoring (CA), Program Management (PM) and Risk Assessment (RA)
These are the controls the book’s second half argues about: assessment that measures a moment, continuous monitoring that doesn’t, and authorization decisions fed by the second rather than the first.

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Indicators
	Carried in
	Other books

	CA-2
	Control Assessments
	Select assessors; plan the assessment and have the authorizing official approve the plan; assess whether controls are implemented correctly, operating as intended and producing the desired outcome; report results
	L M H
	B C D
	KSI-PIY-RIS
	Ch 01, 07
	Book 11, Chapter 10

	CA-5
	Plan of Action and Milestones
	Document planned remediation of weaknesses; update the plan from assessments, audits and continuous monitoring
	L M H
	none listed
	none
	Ch 09, 12
	Book 10, Chapter 11

	CA-6
	Authorization
	Assign senior officials as authorizing officials for the system and for common controls; authorize before operation; update authorizations at a defined frequency
	L M H
	B C D
	none
	Ch 11
	Book 00, Chapter 07, Book 10, Chapter 11

	CA-6(1)
	Joint Authorization — Intra-organization
	A joint authorization by multiple authorizing officials from the same organization
	none
	none
	none
	Ch 11
	—

	CA-6(2)
	Joint Authorization — Inter-organization
	A joint authorization by multiple authorizing officials, at least one from another organization
	none
	none
	none
	Ch 11
	Book 03

	CA-7
	Continuous Monitoring
	A system-level strategy with metrics, monitoring and assessment frequencies, ongoing assessment and monitoring, correlation, response actions and status reporting
	L M H
	B C D
	KSI-MLA-EVC
	Ch 01, 02, 05, 06, 12
	Book 12, Chapter 12

	CA-7(1)
	Independent Assessment
	Use independent assessors to monitor the controls on an ongoing basis
	M H
	C D
	none
	Ch 05
	Book 12, Chapter 10

	CA-7(4)
	Risk Monitoring
	Make effectiveness, compliance and change monitoring part of the strategy
	L M H
	B C D
	KSI-CMT-LMC, SCR-MIT, SVC-EIS
	Ch 06
	Book 11, Chapter 10

	CA-7(6)
	Automation Support for Monitoring
	Keep monitoring results accurate, current and available with defined automated mechanisms
	none
	none
	none
	Ch 02
	—

	PM-10
	Authorization Process
	Manage the security and privacy state of systems through authorization processes; designate the roles; integrate authorization into an organization-wide risk management program
	none (program management)
	none
	none
	Ch 09
	Book 01, Chapter 09

	PM-4
	Plan of Action and Milestones Process
	A process that keeps program and system POA&Ms developed, maintained, documenting remedial actions and reported as required, and reviews them for consistency
	none (program management)
	none
	none
	Ch 12
	—

	PM-31
	Continuous Monitoring Strategy
	The organization-wide strategy, with metrics, frequencies, ongoing monitoring, correlation, response and reporting
	none (program management)
	none
	none
	Ch 12
	Book 12, Chapter 12

	RA-7
	Risk Response
	Respond to findings from assessments, monitoring and audits in line with the organization’s risk tolerance
	L M H
	B C D
	none
	Ch 09, 10
	Book 00, Chapter 07



Provenance and integrity of the record: AU, SA, SR and SI
Chapter 04’s provenance and Chapter 07’s evidence chain rest on these controls. None of them names a particular signing or hashing method; the method is the program’s design.

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Indicators
	Carried in
	Other books

	AU-9
	Protection of Audit Information
	Protect audit information and tools from unauthorized access, modification and deletion; alert defined roles when that is detected
	L M H
	B C D
	KSI-MLA-OSM
	Ch 07
	Book 12, Chapter 12

	AU-9(3)
	Cryptographic Protection
	Protect the integrity of audit information and tools with cryptographic mechanisms
	H
	D
	KSI-SVC-VRI
	Ch 07
	Book 12, Chapter 12

	AU-10
	Non-repudiation
	Provide irrefutable evidence that an individual, or a process acting for one, performed defined actions
	H
	D
	KSI-IAM-JIT, IAM-SNU, MLA-LET
	Ch 04, 07
	Book 07

	SA-10
	Developer Configuration Management
	Require the developer to perform configuration management, control the integrity of changes, implement only approved changes, document them and their impacts, and track flaws
	M H
	C D
	KSI-SCR-MIT
	Ch 04
	—

	SA-9
	External System Services
	Require providers of external services to meet organizational requirements and employ defined controls; define oversight roles; monitor compliance
	L M H
	B C D
	KSI-SCR-MIT, SCR-MON
	Ch 08
	Book 10

	SR-4
	Provenance
	Document, monitor and maintain valid provenance of defined systems, components and associated data
	none
	none
	none
	Ch 07
	—

	SI-4
	System Monitoring
	Monitor for attacks and unauthorized activity, analyze detected events, and provide monitoring information to defined roles
	L M H
	B C D
	KSI-IAM-SUS, MLA-RVL, SVC-EIS
	Ch 06, 08
	Book 12, Chapter 05

	SI-7
	Software, Firmware, and Information Integrity
	Use integrity verification tools to detect unauthorized changes to defined software, firmware and information, and act when they are found
	M H
	C D
	KSI-CNA-EIS, SVC-VRI
	Ch 07
	—



SR-4 appears in no NIST or FedRAMP baseline, and neither do CA-7(6), CM-3(3), CM-3(5), CM-5(4), CA-6(1), CA-6(2), SI-2(5) and AU-14 in the other tables. The chapters cite them because they name exactly what the book designs, not because an assessor will select them; an agency that wants them in its plan has to tailor them in.
Controls behind the ticket-to-machine lanes
Chapter 10 and Appendix B route remediation and access work through a machine wherever one can reach the surface, and route certificates through protocol-enforced automation. These are the controls those lanes produce evidence for. Their substance belongs to other books.

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Indicators
	Carried in
	Other books

	RA-5
	Vulnerability Monitoring and Scanning
	Scan at a defined frequency and when new vulnerabilities are reported; analyze; remediate within defined response times
	L M H
	B C D
	KSI-SCR-MON
	Ch 10, Appendix B
	Book 12, Chapter 06

	SI-2
	Flaw Remediation
	Identify, report and correct flaws; test updates; install security updates within a defined period; fold remediation into configuration management
	L M H
	B C D
	KSI-CMT-VTD
	Ch 10
	Book 12, Chapter 07

	SI-2(2)
	Automated Flaw Remediation Status
	Determine with automated mechanisms whether components have applicable security updates installed
	M H
	C D
	KSI-SVC-EIS
	Ch 10
	Book 05, Chapter 10

	SI-2(5)
	Automatic Software and Firmware Updates
	Install defined security-relevant updates automatically to defined components
	none
	none
	none
	Ch 10
	Book 05

	AC-2
	Account Management
	Define account types, conditions and approvals; create, modify, disable and remove accounts according to policy; monitor use; review accounts for compliance
	L M H
	B C D
	KSI-IAM-APM, IAM-JIT, IAM-SNU, IAM-SUS
	Ch 05, 11, Appendix B
	Book 03, Book 04, Chapter 09

	AC-3
	Access Enforcement
	Enforce approved authorizations for access
	L M H
	B C D
	KSI-IAM-APM, IAM-ELP, IAM-JIT
	Appendix B
	Book 04

	AC-5
	Separation of Duties
	Identify and document the duties to separate; define access authorizations to support the separation
	M H
	C D
	KSI-IAM-JIT, PIY-RIS, PIY-RSD
	Ch 09, 10
	Book 04, Chapter 06

	AC-6
	Least Privilege
	Allow only the access users and processes need for their assigned tasks
	M H
	C D
	KSI-IAM-ELP, IAM-JIT
	Ch 08, 10, Appendix B
	Book 04, Chapter 02

	AU-14
	Session Audit
	Provide the capability for defined users or roles to record, view, hear or log session content, used in consultation with legal counsel
	none
	none
	none
	Ch 10, Appendix B
	Book 04

	IA-5(2)
	Public Key-based Authentication
	Validate certificates to an accepted trust anchor, enforce authorized access to private keys, map the authenticated identity, and maintain cached revocation data
	M H
	C D
	KSI-IAM-APM, IAM-ELP, IAM-SNU, SVC-ASM
	Appendix B
	Book 07

	SC-12
	Cryptographic Key Establishment and Management
	Establish and manage cryptographic keys according to defined requirements
	L M H
	B C D
	KSI-SVC-ASM
	Appendix B
	Book 07, Chapter 08

	SC-17
	Public Key Infrastructure Certificates
	Issue certificates under a defined certificate policy or obtain them from an approved provider; include only approved trust anchors in trust stores
	M H
	C D
	KSI-SVC-ASM
	Appendix B
	Book 07



Controls the surface slots report against
Chapter 11 describes the seven surface slots, the places where each platform’s evidence lands, each with a primary control pair. The pairs are the program’s design; the indicator mappings below are FedRAMP’s, and they correct several the source material assumed.
	Plane (program design)
	Primary controls
	Indicators that cite them
	Source assumed

	Identity
	IA-2, AC-2
	KSI-IAM-APM, IAM-ELP, IAM-JIT, IAM-SNU, IAM-SUS
	KSI-IAM

	Addressing
	CM-8, AC-4
	CM-8: KSI-PIY-GIV. AC-4: KSI-IAM-ELP, IAM-JIT, IAM-SNU
	KSI-PIY and KSI-CNA

	Network
	SC-8, CA-7
	SC-8: KSI-CNA-MAT, CNA-ULN, SVC-SIN. CA-7: KSI-MLA-EVC
	KSI-CNA

	Telemetry
	CA-7, SI-4
	CA-7: KSI-MLA-EVC. SI-4: KSI-IAM-SUS, MLA-RVL, SVC-EIS
	KSI-MLA

	Endpoint
	CM-8, IA-3
	CM-8: KSI-PIY-GIV. IA-3: KSI-IAM-ELP, IAM-SNU
	KSI-PIY

	Security
	CM-2, AC-4
	CM-2: KSI-CMT-RMV, CNA-DFP, CNA-IBP, MLA-EVC, SVC-ACM. AC-4: as above
	KSI-CMT and KSI-SCR

	Continuity
	CP-9, CP-10
	CP-9: KSI-RPL-ABO. CP-10: KSI-RPL-ABO, RPL-ARP, RPL-RRO, RPL-TRC
	KSI-RPL and KSI-CED


All seven pairs are in FedRAMP’s Class C baseline. AC-4, IA-3 and SC-8 are Moderate and High in NIST SP 800-53B; the others are in all three NIST baselines.12
[bookmark: _Toc00000878]Risk management tasks and federal mandates

	Requirement
	What it asks
	Carried in
	Other books
	Evidence

	NIST SP 800-37 Rev. 2, tasks P-7 and S-5
	Develop and implement an organization-wide strategy, and then a system-level strategy, for monitoring control effectiveness5
	Ch 12
	Book 12, Chapter 12
	The continuous monitoring strategy at both levels

	SP 800-37, tasks A-5 and A-6
	Conduct initial remediation and reassess remediated controls; prepare the plan of action and milestones from the assessment findings5
	Ch 06, 10
	Book 10, Chapter 11
	Re-test records; POA&M items with milestones

	SP 800-37, tasks R-2 to R-5
	The authorizing official determines risk, chooses a response, decides whether the risk is acceptable and reports the decision and significant deficiencies; decisions include authorization to operate, authorization to use and denial, with terms, conditions and a termination date the official can change at any time5
	Ch 09, 11
	Book 00, Chapter 07
	Authorization decision documents and their terms

	SP 800-37, tasks M-1 to M-6
	Monitor the system and environment for changes; conduct ongoing assessments; analyze and respond to monitoring output; update the authorization package; report posture to the authorizing official; conduct ongoing authorization from continuous monitoring results5
	Ch 02, 06, 10, 12
	Book 12, Chapter 12
	Drift findings, posture reports, ongoing authorization decisions

	SP 800-37, reciprocity and Appendix F
	Reciprocity is an agreement to accept one another’s assessments; a customer organization’s authorizing official issues an authorization to use, with the same responsibility as one issuing an authorization to operate, only after a valid authorization to operate exists; joint and type authorizations are other approaches5
	Ch 11
	Book 03 for shared HR services
	Each consuming agency’s authorization to use, citing the provider’s authorization

	NIST SP 800-137
	Continuous monitoring is “maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions”; the program is defined, established, implemented, analyzed and reported, responded to, and reviewed and updated; organization-wide monitoring can’t be done efficiently by manual or automated processes alone6
	Ch 01, 12
	Book 12, Chapter 12
	The strategy and its review record

	OMB Circular A-130, Appendix I, §4.d
	Designate senior officials to authorize systems; complete an initial authorization before operation; transition to ongoing authorization when eligible and approved; reauthorize on a time- or event-driven basis; maintain an information security continuous monitoring strategy7
	Ch 09, 11, 12
	Book 01, Chapter 09
	Authorization and reauthorization records

	OMB M-24-15 (July 25, 2024), presumption of adequacy
	Agencies must presume the assessment in a FedRAMP authorization package adequate for an authorization at or below its impact level, while the authorization is maintained through continuous monitoring; the presumption can be overcome for a demonstrable need or a wholly or substantially deficient package, documented and reported to the FedRAMP office8
	Ch 11
	Book 10, Chapter 03
	The agency’s authorization citing the FedRAMP package

	M-24-15, automation and continuous monitoring
	Machine-readable artifacts; OSCAL until NIST designates a successor; agencies must be able to produce, accept and submit machine-readable materials; OMB encourages FedRAMP to build continuous monitoring that primarily monitors the provider’s change process itself rather than individual changes8
	Ch 11, Appendix B
	Book 12, Chapter 12
	OSCAL output from the governance platform

	FedRAMP Consolidated Rules for 2026, timeline
	Optional adoption from July 4, 2026; mandatory for all stakeholders January 1, 2027; no new Rev5 certification applications after June 11, 20279
	—
	Book 10, Chapter 03
	—

	FedRAMP 2026, Key Security Indicators
	46 indicators in ten themes (Cybersecurity Education, Change Management, Cloud Native Architecture, Identity and Access Management, Incident Response, Monitoring, Logging, and Auditing, Policy and Inventory, Recovery Planning, Supply Chain Risk, Service Configuration); outcome statements for providers, each mapped to related controls3
	Ch 11
	Book 12, Chapter 12
	The provider’s certification data

	FedRAMP 2026, Agency Use rules
	Agencies must keep agency-wide policy aligned with M-24-15; complete an ATO for systems using certified services; notify FedRAMP after authorizing; ensure governance, risk, compliance and inventory tools can produce and ingest OSCAL and JSON; not require more than FedRAMP requires without a head-of-agency determination; notify FedRAMP of concerns likely to rescind an ATO10
	Ch 07, 11
	Book 10, Chapter 11
	The agency’s policy, ATO letters and notifications

	FedRAMP 2026, Collaborative Continuous Monitoring
	Providers supply an Ongoing Certification Report every 3 months; agencies must review each report against the risk tolerance in their ATO11
	Ch 05, 11
	Book 12, Chapter 12
	Record of each review against the ATO

	FedRAMP 2026, Significant Change Notification
	Providers evaluate every potential significant change and classify it as routine recurring, transformative or adaptive; routine recurring changes, the day-to-day flaw, incident and maintenance work, are exempt from notification; auditable evaluation records are kept12
	Appendix B
	—
	The provider’s change evaluation records

	FedRAMP 2026, Vulnerability Detection and Response
	Provider remediation timeframes graded by certification class, potential agency impact rating, likely exploitability and internet reachability; KEVs remediated by catalog due dates under BOD 26-0413
	—
	Book 12, Chapter 06
	— (provider obligation)

	CISA BOD 25-01 (December 17, 2024)
	Report in-scope cloud tenants (by February 21, 2025, then annually); deploy SCuBA assessment tools and report continuously or quarterly (by April 25, 2025); implement mandatory SCuBA policies (by June 20, 2025) and future updates on CISA’s timelines; meet the baselines for new tenants before granting an ATO; authorizing officials may accept risk for deviations, which agencies identify and explain when reporting14
	—
	Book 11, Chapters 04 and 08
	Tool results feed; deviation record with risk acceptance

	CISA BOD 26-04 (June 10, 2026)
	Revokes BOD 19-02 and BOD 22-01. Phase I, immediately: update vulnerability management policy, assign roles, monitor the KEV catalog and automate KEV reporting through the CDM Dashboard or report every two weeks. Phase II, within 60 days: update processes for CVE and KEV data. Phase III, within 180 days: remediate within the Table 1 timelines and tag internet-reachable assets15
	Ch 10
	Book 12, Chapter 06
	Policy and roles; remediation-within-timeline record



Directives bind agencies through the Federal Information Security Modernization Act: a binding operational directive is a compulsory direction, and agencies are required to comply with it.14 OMB’s FedRAMP memorandum works differently. It sets a presumption agencies must apply, and it leaves the authorization decision with the agency: FedRAMP’s own rules require agencies to complete the ATO process for systems that use certified services.810
[bookmark: _Toc00000879]What non-compliance exposes
None of the documents cited in this appendix sets a monetary penalty for an agency. The consequences they name are of three kinds, and all three are written into the record the book’s governance model produces.
	Authority
	What makes it binding
	What a failure produces

	CISA BOD 25-01 and BOD 26-04
	Compulsory direction under 44 U.S.C. § 3554(a)(1)(B)(ii)14
	Reported deviations and missed timelines, visible to CISA through the reporting each directive requires

	The authorization
	A risk acceptance with terms, conditions and a termination date the authorizing official can change at any time; a denial is also a decision5
	A shortened, conditioned or denied authorization

	OMB Circular A-130
	Initial authorization before operation, reauthorization on a time- or event-driven basis, a continuous monitoring strategy7
	Reauthorization triggered by events, not just by the calendar

	FedRAMP 2026 Agency Use rules
	Agencies must notify FedRAMP when certification data raises concerns likely to result in rescinding their ATO10
	A notification to FedRAMP, and the ATO decision that follows it


The record of non-closure is the exposure that matters most in practice. An assessment tool that runs faithfully against an estate nobody remediates produces an accurate, lengthening list of open findings, and every auditor who asks can read it.
[bookmark: _Toc00000880]Requirements that are cited but don’t say what is claimed
The source material behind this book was drafted while FedRAMP’s rules, OMB’s FedRAMP policy and CISA’s vulnerability directive all changed. These claims are the ones most worth checking before they reach a plan.
	Claimed requirement
	What the record shows

	CM-3(2), CM-5(1), CM-6(1) and SI-2(2) are the Rev. 5 Moderate baseline enhancements that mandate automation
	In NIST SP 800-53B, CM-3(2) and SI-2(2) are Moderate and High, but CM-5(1) and CM-6(1) are High only, as is CM-3(1). In FedRAMP’s 2026 Rev5 reference all four are in Classes C and D.12 The claim holds for a FedRAMP Class C service, not for an agency system categorized Moderate.

	FedRAMP’s vulnerability rules set remediation timeframes of 4 to 192 days
	The timeframes depend on certification class. At Class D they run from 12 hours to 192 days, at Class C from 2 days to 192 days, and at Classes A and B from 4 days to 192 days. They are “SHOULD” statements for providers, not agency obligations.13

	SI-2 feeds KSI-SVC and KSI-MLA; RA-5, CA-2 and CA-5 feed KSI-MLA; IA-5(2) and SC-17 feed KSI-IAM
	On FedRAMP’s page, SI-2 is cited by KSI-CMT-VTD and SI-2(2) by KSI-SVC-EIS. RA-5 is cited by KSI-SCR-MON, CA-2 by KSI-PIY-RIS, and CA-5 by no indicator. SC-17 is cited by KSI-SVC-ASM, and IA-5(2) by KSI-SVC-ASM and three IAM indicators.3

	Eight reciprocity indicators, KSI-RECIP-001 to 008, are FedRAMP 20x Key Security Indicators
	FedRAMP publishes 46 indicators in ten themes and none is a reciprocity indicator.3 The reciprocity checks are the program’s own health checks and should be labeled that way (Chapter 11).

	One controlling ATO covers every consuming agency, and each agency’s reciprocity record is not a new authorization
	Under SP 800-37, a consuming organization’s authorizing official issues an authorization to use, carrying the same responsibility as an authorization to operate.5 M-24-15 has agencies presume the FedRAMP package adequate “for their use in issuing an authorization to operate,” and FedRAMP’s rules require agencies to complete the ATO process.810 A signed reciprocity record is good evidence for that decision. It doesn’t replace it.

	BOD 25-01 has five obligations, and the fifth, “remediate deviations,” is the one the directive is for
	The directive has six required actions: tenant inventory, tool deployment with continuous or quarterly reporting, implementing the mandatory policies, implementing later policy updates on CISA’s timelines, meeting the baselines for new tenants before an ATO, and explaining deviations when reporting (Book 11, Chapter 04). Remediating deviations is the purpose the directive states in its background, achieved through the mandatory policies, and authorizing officials may accept risk for deviations.14 The source’s practical point stands: the administrative actions, inventory, tool deployment and reporting, and explaining deviations, can be met without closing a single finding.

	Under BOD 26-04, agency policy updates were due August 7, 2026 and full compliance December 7, 2026
	The policy review is Phase I and took effect on issue, June 10, 2026. Phase II falls 60 days after issue and Phase III, the remediation timelines and asset tagging, 180 days after issue, which is December 7, 2026.15

	Agencies “must” review each provider’s Ongoing Certification Report
	The Collaborative Continuous Monitoring rule CCM-AGM-ROR says MUST; the Agency Use summary rule AGU-USE-ROR says SHOULD for the same review.1110 Treat the review as required and plan for it; the workbook follows the stricter rule.

	KSI-CMT-RMV forbids modifying a resource in place
	The indicator says changes are executed through redeployment of version-controlled resources “wherever reasonable.”3 It is a strong preference with room for a documented exception, which is how Appendix B treats it.
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Every URL below was opened on October 21, 2026.
Primary sources: NIST
· SP 800-53 Rev. 5, release 5.2.0. https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control catalog export from CSRC’s Cybersecurity and Privacy Reference Tool, https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_2_0/home; OSCAL catalog https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json
· SP 800-53B baselines, OSCAL profiles. https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json
· SP 800-37 Rev. 2, December 2018. https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
· SP 800-137, September 2011. https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-137.pdf
Primary sources: OMB and CISA
· OMB Circular A-130, Managing Information as a Strategic Resource, 2016. https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf
· OMB M-24-15, Modernizing the Federal Risk and Authorization Management Program (FedRAMP), July 25, 2024. https://www.whitehouse.gov/wp-content/uploads/2024/07/M-24-15-Modernizing-the-Federal-Risk-and-Authorization-Management-Program.pdf
· CISA BOD 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024. https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services
· CISA BOD 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026. https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk
Primary sources: FedRAMP Consolidated Rules for 2026
· Important Dates https://www.fedramp.gov/2026/timeline/; Key Security Indicators https://www.fedramp.gov/2026/reference/key-security-indicators/; Agency Use of FedRAMP Certified Cloud Services https://www.fedramp.gov/2026/reference/agency-use/; Collaborative Continuous Monitoring https://www.fedramp.gov/2026/reference/collaborative-continuous-monitoring/; Significant Change Notification https://www.fedramp.gov/2026/reference/significant-change-notification/; Vulnerability Detection and Response https://www.fedramp.gov/2026/reference/vulnerability-detection-and-response/; Full Rev5 Control Reference https://www.fedramp.gov/2026/reference/controls/
Federal Compliance volumes (control-level depth)
· Governance Substrate Integration Overview
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1. National Institute of Standards and Technology, SP 800-137, Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations, September 2011, Executive Summary and Chapter 3, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-137.pdf (accessed Oct 21, 2026).
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1. FedRAMP, “Significant Change Notification,” FedRAMP Consolidated Rules for 2026, SCN-CSO-EVA, SCN-CSO-MAR and SCN-RTR-NNR, https://www.fedramp.gov/2026/reference/significant-change-notification/ (accessed Oct 21, 2026).
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1. Cybersecurity and Infrastructure Security Agency, BOD 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026, Background and Required Actions, Phases I–III, https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk (accessed Oct 21, 2026).
[bookmark: _Toc00000883]Appendix B — Ticket-to-Machine Reference
A ticket is evidence only when it authorized something that then ran, and a re-read proved the result.
[bookmark: _Toc00000884]In this appendix
The tables that Chapter 10 relies on: the coordination loop and the five clauses every governed request passes through, the lanes that each operation class takes, the approval each lane needs and the evidence each lane leaves, and the severity tempo. Then four worked examples, the program’s exception for certificates, the one-front-door rule for detection tools, and the failure modes a security review of a reference implementation found. The control-by-control mapping is in Appendix A.
[bookmark: _Toc00000885]Program design, with illustrative examples
The lanes, ceilings, severities and response windows in this appendix are the Federal Modernization Program’s design, not federal requirements. Where a federal document says something relevant, it is cited. The worked examples are illustrative patterns, not records of a real engagement, and every identifier in them is invented. Product capabilities change quickly; confirm current behavior with each vendor before a plan, procurement or acquisition decision rests on this appendix.
Watch or present it: a narrated, self-running edition of this appendix (about 10 minutes, captions) walks through the loop, the lanes, the tempo and the worked examples; the deck, script and video are on the Presentations page. For the same loop on named products, see the draft example guide Ticket-to-Machine on ServiceNow and SailPoint, a companion to this vendor-neutral reference.
[bookmark: _Toc00000886]The coordination loop
Native consoles can detect drift and change state, and their dashboards show current posture inside their own boundary. What a console can’t do on its own is answer the four questions an assessor asks about a finding: who owns it, by when, under whose approval, and with what evidence of closure. The program puts a coordination layer in front of the native tools to answer them, and keeps every change on the native surface:
1. Test. A rule evaluates actual state against the authoritative record (Chapter 05).
1. Detect drift. A difference becomes a typed finding with a severity (Chapter 06).
1. Raise a typed task against the reconciled configuration item, with an owner and a clock.
1. Actuate on the native surface, under a service identity, through the platform’s own interface.
1. Close with evidence: re-read the post-change state and write one record of the whole chain.
The coordination layer never writes the configuration, applies the patch or edits the firewall rule itself. Its job is to make every drift an owned, clocked, approved and evidenced piece of work. The default shape of change management fails that job even with a ticket in front of it: a ticket tells a person to open a console, the person does the work and replies “done,” and the ticket records a claim. In the program’s model the ticket authorizes a machine; the person’s role ends at approval.
This lines up with where federal policy is pointing. OMB asked FedRAMP to oversee a cloud provider’s change process itself rather than each individual change.1 FedRAMP’s 2026 rules let providers make routine recurring changes, the daily work of fixing flaws, handling incidents and doing maintenance, without formal notification, while keeping auditable records of how each change was classified.2 And FedRAMP’s change management indicator prefers redeploying version-controlled resources to modifying them in place “wherever reasonable.”3 Those rules bind providers, not agencies; the program applies the same logic to an agency’s own estate.
[bookmark: _Toc00000887]The five-clause request chain
Every governed change, every move, add, change, deletion and reset, travels the five clauses of Book 00, Chapter 04. In the coordination layer they run in order, and if any clause fails the chain stops and the task is not treated as closed. A refusal is written to the record like a success.
	Clause
	What the coordination layer checks
	Refuses when
	Evidence it leaves

	1. Originates with the source of truth
	The task traces to a lineage record: a drift finding, an HR event or an approved request
	No origin record resolves
	The origin record’s identifier

	2. Carries an authoritative authorization
	The approver resolves from the authority model; separation of duties holds, fail-closed
	The requester or the plan’s author is the approver; the target isn’t reconciled to the authoritative record
	Approver, approval time, the authority rule that resolved

	3. Executes under least privilege, elevated just in time
	The executing identity activates a time-boxed, scoped role, then the native write runs through the platform’s interface
	No activation is issued (no activation, no actuation); the grant requested would be standing; the write is rejected
	Activation identifier and expiry; run log tied to the task; artifact version

	4. Closes with provenance
	The post-change state is re-read from the platform; a success response is not closure
	The re-read doesn’t show the intended state
	Verification payload, timestamp, identity of the checking mechanism

	5. Emits verified, secured evidence automatically
	One closure record flows into the continuous-monitoring stream with no human assembly
	The record can’t be written or signed
	The closure record in the evidence chain (Chapter 07)


The chain mirrors the Book 01 actuation ladder: clause 2 is the human authorization that L3 gated actuation requires for each instance, or the advance acceptance of the class at L4, and clause 4 is the re-test that makes the result something an authorizing official can rely on. Privileged elevation follows Book 04’s request-with-approval model.
[bookmark: _Toc00000888]Operation classes and their lanes
Each operation class takes one of five lanes. (The five change classes of Chapter 04, move, add, change, deletion and reset, are a different cut.) The lane decides who approves, what runs and what evidence results.

	Lane
	Who approves
	What executes
	Evidence produced
	Ladder ceiling

	Machine, autonomous
	The class, accepted in advance and in writing by the authorizing official, with its scope limits, exclusions and after-the-fact review rate; the governance board reviews each such class quarterly
	The execution layer through a native interface, inside the response window
	Finding, rule and baseline version, before and after state, re-read, run log
	L4, enumerated low-blast-radius classes only

	Machine, gated
	A named approver who isn’t the requester or the plan’s author, per instance, ring or approved batch
	The execution layer after a dry run, under a service identity
	The above, plus the approval, the dry run and the activation
	L3, the default ceiling

	Human decision
	The role that owns the decision
	Whatever the decision authorizes, usually the gated lane
	The decision record, then the gated-lane evidence
	L2 until decided

	Protocol-enforced
	The policy encoded in the protocol and in DNS
	The issuing protocol, with no ticket per event
	Issuance logs, inventory, policy records
	Not a ticket lane

	Declared exception
	The system owner writes it up with a named compensating control and an end date; the CISO approves a dated exception, and the authorizing official accepts an open-ended one
	A person, through a time-boxed, proxied and recorded privileged session
	The approval first, then the session recording
	Temporary; tracked to closure



The classes below are the program’s starting assignment. An agency tunes them in its own authoritative record; a class moves only by a reviewed change to that record.

	Operation class
	Example
	Lane
	Approval needed
	Evidence beyond the lane’s default

	Configuration drift with a deterministic fix, low or medium severity
	A setting on a dormant or historical configuration item reverted by hand away from the secure baseline
	Machine, gated; autonomous only where the class is enumerated at L4
	Per instance at L3; the class in advance at L4
	The baseline version the fix restored

	Configuration drift with a deterministic fix, high severity
	A storage account opened to public network access
	Machine, gated, inside a 1-hour window; a person decides the fix if it isn’t deterministic
	Named approver per instance, unless the class is enumerated at L4
	Exposure window, from first detection to re-read

	Critical drift, or authorization, provenance or identity drift on a claim in active use
	A change with no provenance event; a policy that contradicts a principal’s recorded assurance level
	Halt and alert, then human decision
	By the escalation path in the finding’s contract: the steward for a finding about the record, the system owner and platform team for a finding on a platform, the CISO for one that bears on a control requirement or on evidence
	Investigation notes linked to the finding

	Vulnerability remediation and patching
	A missing security update on a server fleet
	Machine, gated by maintenance window
	Change approval for the window or batch
	Scan before and after; time against the response window

	Access request inside policy
	A user requests a role an approver can grant
	Machine, gated through the five clauses
	The approver named for that role
	The just-in-time activation and its expiry

	Over-privilege or idle entitlement finding
	An identity holding an entitlement unused for 90 days
	Human decision by the entitlement owner, then gated removal
	Entitlement owner
	The owner’s decision and the re-read of the binding

	High-blast-radius change
	A tenant-wide role, a Conditional Access enforcement change, bulk device state, network policy touching thousands of endpoints
	Machine, gated, permanently
	Named approver, after a dry run
	Dry-run output and rollback plan

	Change to the authoritative record itself
	A new baseline, a rule threshold, a change to which source is authoritative
	Human decision
	Reviewed pull request; steward and sponsor for architecture or authoritative-origin rules
	The merged change and its review

	Routine certificate issuance and renewal within policy
	A web server’s certificate renewed automatically
	Protocol-enforced
	None per event
	Issuance and inventory records

	Certificate anomaly
	A new issuing CA, a non-standard lifetime, a trust anchor change, an unknown-issuer certificate found in inventory, a blocked issuance attempt against a CAA record
	Human decision, then gated
	PKI owner
	The anomaly finding and its disposition

	No machine actuator exists yet
	An appliance with no supported interface
	Declared exception
	System owner writes it up with compensating control and end date; CISO approves a dated exception, authorizing official an open-ended one
	Session recording; the exception’s POA&M item

	Emergency change
	Containment during an incident
	Act first under incident procedures, then record
	Incident commander; retrospective review
	Retroactive task and assessment



Two rules hold across the table. A machine never changes the authoritative record to make drift disappear: authority to change the record belongs to its review process, not to an adapter’s fix path. And no class routes a gap through a person at a console without saying so: where no machine can reach the surface, the exception is declared, approved first and recorded.
The emergency row follows the shape FedRAMP gives providers: significant changes may be made during an emergency without advance notification, provided procedures are followed, parties are notified and the materials and assessment are completed afterward.2 Decision rights for every approver named above are in Book 00, Chapter 07; the authorizing official alone accepts residual risk.
Drift classes and their default lanes
The program’s drift classes, as Book 02 names them, map to lanes by default. Chapter 06 carries the full model.
	Drift class
	What it means
	Default lane

	Schema
	A value’s encoding or structure doesn’t match the current schema
	Machine-executed when the transform is deterministic, gated at L3 unless the authorizing official has accepted the class at L4; a format failure is critical and halts (Chapter 06)

	Semantic
	A value is well formed but means the wrong thing, such as a deprecated naming pattern
	Machine, gated; often escalates

	Provenance
	A state change appears with no provenance event
	Halt and alert when the claim is in active use (P1); otherwise a P3 human decision (Chapter 06)

	Authorization
	A policy contradicts what the record says a principal may do
	Halt and alert when the claim is in active use (P1); otherwise a P3 human decision (Chapter 06)

	Identity
	A principal exists with no counterpart in the record, or the reverse
	Halt and alert when the claim is in active use (P1); otherwise a P3 human decision (Chapter 06)


[bookmark: _Toc00000889]Severity and tempo
The tempo is how quickly each severity must be handled. It bounds the response, not the occurrence: drift is the signal, and a program with no findings is more likely blind than clean.
	Severity
	May a machine fix it?
	Response window
	Who approves

	P1, critical
	No: the run halts and alerts
	Immediate
	A named role decides before anything changes

	P2, high
	Yes, if the fix is deterministic and the class qualifies
	1 hour
	An approver per instance, unless the class is enumerated at L4

	P3, medium
	Yes, if the class qualifies
	24 hours
	An approver per instance, or the class approved in advance

	P4, low
	Yes, if the class qualifies
	72 hours
	The class approved in advance, reviewed after the fact, or an approver per instance


The source of this tempo said P3 and P4 findings auto-remediate. In the program’s model that holds only for classes enumerated at L4; everywhere else the machine executes after a person approves, which is still a ticket to a machine. Chapter 10 gives the six tests a class must pass to qualify.
These are the program’s internal windows for drift against its own record. They don’t replace external timelines: CISA’s BOD 26-04 sets remediation timelines for vulnerabilities by exposure, KEV status, automatability and technical impact, and an agency’s vulnerability findings follow those.4 Where both apply, the external clock governs whenever it is shorter or different in kind (Chapter 10).
The tempo also names measures that belong to program leadership, not only to operations. Chapter 10 defines them:
	Measure
	Question
	What a bad value means

	Detection coverage
	What share of the estate emits drift findings?
	Drift outside coverage is invisible to the tempo

	Window adherence
	What share of findings close inside their window, and how many are open past it?
	The program is generating drift in its own operations

	Escalation rate
	What share of findings reach a human?
	Severity is rising, or the classifier needs tuning

	Machine-closure share
	What share of closures did a machine execute under an approval?
	Actuators aren’t being added

	Declared-exception count
	How many open tasks have no machine actuator?
	Manual work is becoming permanent


A tempo doesn’t need round-the-clock staffing: low and medium findings close through approved plans and L4 classes, and critical findings halt and hold until a person responds. It does need the escalation roles to exist. A program without a steward has to designate one; the tooling can’t create authority.
[bookmark: _Toc00000890]The evidence record
Every lane writes the same record shape, so an assessor reads one format whatever the platform.
	Field
	Machine lanes
	Declared exception
	Protocol-enforced

	Origin
	Finding or request identifier
	Finding identifier
	Issuance policy identifier

	Owner and clock
	Task owner, response window, due time
	System owner, end date
	PKI owner

	Approval
	Approver and time, or the L4 class acceptance and rule version
	Approver and time, before the session
	Policy version

	Executing identity
	Service identity, activation identifier
	The person, through the recorded session
	The protocol client’s identity

	What ran
	Version-controlled artifact and its hash
	The session recording
	The issuance transaction

	Result
	Re-read post-state and time
	Re-read post-state and time
	Certificate in inventory

	Closure
	One record linking all of the above
	Same, plus the POA&M item
	Inventory entry


This is what the assessor checks: the change traces to a prior approval, the artifact that ran is version-controlled and access-restricted, the execution is logged and attributable to the task, and the result is re-testable. The controls those properties evidence, CM-3, CM-5(1), CM-4(2) and AU-10 among them, are mapped in Appendix A. Chapter 07 covers how the record is protected and signed.
NIST’s guidance is balanced on the point that matters here: organization-wide monitoring “cannot be efficiently achieved through manual processes alone or through automated processes alone,” and where manual processes are used they must be repeatable and verifiable.5 The declared-exception lane exists to meet that test for the work machines can’t yet do.
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All four examples are illustrative. Names, identifiers and times are invented.
Example 1: a configuration setting drifts
1. The nightly rule run compares a cloud tenant’s sharing setting to the baseline in the authoritative record and finds it set to allow anonymous links. The rule is deterministic, the setting is live, so the finding is P2, and in this example the authorizing official has accepted this class, restoring one named sharing setting on one tenant to its baseline, for L4.
1. The governance platform raises task FMP-DRIFT-0412 against the tenant’s configuration item, owner the collaboration platform team, due in 1 hour.
1. Because the class is enumerated at L4, no per-instance approval is needed. The execution layer activates its service identity, calls the tenant’s configuration interface to restore the baseline value, and records the artifact version that ran.
1. It re-reads the setting, finds the baseline value, and closes the task with one record: finding, baseline version, before and after values, run log and re-read time. Without the L4 acceptance, step 3 would wait for a named approver; nothing else would change.
The evidence an assessor would read: a CM-6 deviation detected and corrected, a CM-3 record of the change, and a CA-7 monitoring result, all from one task. If the setting drifts again the next week, the second finding links to the first, and a pattern of repeats becomes a question for the record’s steward, not another silent fix.
Example 2: an access request through gated actuation
1. A user requests an administrative role for a project. The request carries origin record REQ-2291. Clause 1 passes.
1. The approver named for the role in the authoritative record approves. Clause 2 checks that the approver isn’t the requester; it passes.
1. The execution layer activates a just-in-time role for its own identity, expiring in one hour, and assigns the user’s role through the directory’s interface as eligible for the project’s duration, not standing. Clause 3 passes.
1. It re-reads the user’s role assignments and finds the eligible assignment with its end date. Clause 4 passes.
1. One closure record, with the request, approval, activation, run log and re-read, flows into the evidence chain. Clause 5 passes.
Had the requester tried to approve their own request, clause 2 would have refused and the refusal would be the record. Book 04, Chapter 09 covers the review cycle that later recertifies the grant.
Example 3: an unknown-issuer certificate
1. The certificate inventory finds a certificate on an internal web server issued by a CA that isn’t in the approved list. Routine issuance never raises a ticket; an anomaly does.
1. The finding becomes task FMP-PKI-0087, owner the PKI owner, severity P2. No automatic fix applies, because replacing a certificate without knowing who depends on it can break a service.
1. The PKI owner decides to replace the certificate through the approved issuer and to add the rogue CA to the trust-store deny list. The decision is recorded.
1. The replacement runs in the gated lane: the protocol client on the server requests a new certificate from the approved issuer, and the platform re-reads the endpoint to confirm the new chain.
Example 4: no actuator yet
1. A drift finding names a legacy network appliance whose only management surface is an interactive console. No machine actuator exists.
1. The system owner writes up a declared exception and the CISO approves it: a named engineer, a two-hour window, access through the privileged access proxy with session recording, and a compensating control of daily configuration export and comparison. The exception carries an end date and a POA&M item for building an actuator or retiring the appliance.
1. The engineer makes the change inside the recorded session. The platform re-reads the appliance’s exported configuration and closes the task with the recording attached.
The exception is visible, approved before the work, and temporary. A silent console session for the same change would have produced none of that.
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Certificates are a large share of operational work, so it’s tempting to route them through the same front door. The program doesn’t, for routine lifecycle events, and the reason is volume. A configuration-drift finding is occasional and each one deserves a decision. A certificate estate with short validity periods generates renewals continuously, and publicly trusted TLS certificates are moving from a maximum of 398 days to 47 days in steps from March 2026 to March 2029.6 Routing every renewal through an approval ticket wouldn’t add rigor; it would train approvers to approve without reading.
So routine issuance is protocol-enforced and engine-driven (see Certificates in this book and the CLM platform). ACME automates issuance once a client proves control of a name, with no person in the loop.7 CAA records let a domain holder name the CAs allowed to issue for it, which puts part of the issuance policy in DNS where machines check it.8 Short-lived certificates make expiry, not revocation, the normal end of a certificate’s life. The anomalies, listed in the lanes table, still come through the front door, because they are rare, consequential and need a human. Book 07, Chapter 08 covers the certificate lifecycle and the tooling.
[bookmark: _Toc00000893]One front door for detection tools
Many tools detect: native cloud posture engines, vulnerability scanners, entitlement-management tools for cloud identity, certificate inventories. The program’s rule is that each is a detection engine feeding the one coordination layer, not a second coordination layer of its own. An entitlement tool that finds over-privileged cloud roles raises tasks in the same queue, under the same five clauses, as a posture engine that finds an open storage account. Access requests and recertifications can come from an identity governance front end; they land in the same record, correlated to the same request identifiers, with closure written back.
Two cautions keep this honest. First, check each detection tool’s actual platform coverage before counting on it; in the program’s own research, coverage of on-premises virtualization platforms was the gap that recurred across tool categories, and it should be treated as open until a vendor’s current documentation shows otherwise. Second, a reviewer will raise alternative architectures: a single multi-cloud posture engine in place of several native ones, or a compliance platform that generates the authorization package directly from machine-readable evidence. Neither changes the one-front-door rule, and both deserve a build-or-buy look before custom investment.
[bookmark: _Toc00000894]Failure modes found in a reference implementation review
The program built a reference implementation of the five-clause chain on an IT service management platform, covering an identity-lifecycle domain with both a cloud directory leg and an on-premises directory leg. An adversarial security review of the on-premises leg found defects that were then fixed. They are worth listing because each is a way the pattern fails while looking correct.
	Failure mode
	What went wrong
	The fix, as a design rule

	Origin not enforced
	The chain accepted request identifiers without resolving them, so a caller with no lineage record could invoke it
	Clause 1 resolves the origin or refuses; a negative test proves the refusal

	Command injection
	Parameter names were rendered unescaped into a script for the on-premises directory
	Never build commands by string; escape or allow-list every name and value

	Target substitution
	A merge of caller input over defaults let input override the intended target
	Fix the target from the authorized record; caller input can’t override it

	Cleartext secret in a queue
	A password crossed a work queue in plain text
	Secrets never travel in task payloads; use a vault reference

	No post-state re-read
	One leg treated a successful dispatch as closure
	Clause 4 re-reads on every leg; a success code is not evidence

	Test mode skipped the risky path
	Every test ran in a mode that short-circuited before the vulnerable code, so the tests never exercised it
	Test mode refuses on production, and negative tests run the real path with hostile input


The same review supports two kinds of automated check. Negative tests prove the chain refuses what it must: self-approval, standing privilege, an unreconciled target, a missing origin and hostile parameter names. Build-time gates fail a build when a catalog item claims autonomous write without a recorded decision behind it, or when a control map names an actuator method that doesn’t exist. Neither proves the code does everything this appendix describes; they prove the specific refusals and mappings they test. The reference implementation is a starting point to build and test from, not evidence that any agency’s instance runs it.
[bookmark: _Toc00000895]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Routine server and public TLS renewals
	Internal server TLS; public-facing TLS
	Retained AD CS; public CA
	CyberArk Certificate Manager
	Drivers renew and install; ACME where the endpoint supports it

	Device certificates
	Device and user auth (Intune)
	Cloud PKI, or AD CS through the Intune connector
	Intune
	Nothing

	Domain controller certificates
	Domain controller and LDAPS
	Retained AD CS
	AD CS autoenrollment
	Watches

	Unknown-issuer and out-of-policy certificates (the anomaly lane)
	Internal server TLS
	Any
	CyberArk Certificate Manager
	Network discovery finds them; placement and owners bring them under policy

	Evidence signing certificate
	Not a Book 07 class
	Agency CA
	Platform-managed, or not X.509
	At most watches
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This book’s certificates and the engine that renews each.
“Protocol-enforced” means engine-driven: Intune profiles, AD CS autoenrollment and the CLM platform’s drivers renew most certificates, and ACME automates issuance only where the endpoint supports it (Book 07, Chapter 08).910
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