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[bookmark: _Toc00001057]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the Federal Compliance series’ orientation volume (its executive summary and brief, control crosswalk and product inventory questionnaire), the governance and assurance volume, the series overviews and volume summaries, the evidence contract specification, the federal compliance whitepaper, the test-plan catalog and the supply-chain project charter and plan. The series’ other volumes stay in the repository for control-level depth, and Chapter 12 maps each one to the book that carries it. Every external claim was checked against a primary source from October 21, 2026, as each note records. The replaced pages are kept in the repository’s archive/b14-compliance/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 11 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 15 narrated): for authorizing officials, the CISO, CIO and ISSOs: proof over promises, the federal clock, closure with proof, who owns compliance and the authorization package, with each decision’s owner and timing, on the Presentations page.
A control that is described in a plan but can’t be shown working is a promise. An authorization built on promises decays the day after the assessment. Book 14 is about the proof. It starts with who owes which proof: the cloud provider proves its service under FedRAMP’s 2026 rules, the agency proves its own system and its own controls, and the authorizing official alone decides whether the residual risk is acceptable. It sets out the federal clock that now drives the work, from BOD 26-04’s remediation timelines to M-26-15’s post-quantum plan. It keeps two facts apart that are often blurred: what NIST’s Moderate baseline contains and what FedRAMP’s classes contain. Then it works through the control families the other books don’t carry in depth: program management, contingency planning, supply chain risk management, privacy and PII processing, and training and awareness. The rule throughout is that a control closes only when the mechanism that closes it exists and its proof is recorded. The book ends with the authorization package itself, continuous monitoring and ongoing authorization, and a map of the whole Federal Compliance series to the books that carry it.
[bookmark: _Toc00001058]Why, what, who, how
	
	Question
	Chapters

	Why
	Why does every control need proof, not a promise, and what does the federal clock require now?
	01, 02

	What
	The baseline and the crosswalk, closure with proof, and the program-management, contingency, supply-chain, privacy and training controls
	03, 04, 05, 06, 07, 08, 09

	Who
	Who owns compliance, from the ISSO to the authorizing official
	10

	How
	Build the authorization package and run continuous monitoring, and use the series as a map
	11, 12


Appendices: A — Control crosswalk · B — Product inventory questionnaire · C — Security assessment plan template · D — Security assessment report template · E — Security impact analysis template · F — Categorization walk-through · G — Prepare-step templates · H — Recovering Active Directory during the hybrid period
[bookmark: _Toc00001059]Reading paths
· Executives (20 minutes): Chapters 01, 02 and 10, or the 15-minute presentation.
· ISSOs and compliance teams: Chapters 03, 04 and 11, with Appendices A and B. Control assessors and system owners: Chapter 11 with Appendices C, D and E.
· Authorizing officials: Chapters 01, 02, 10 and 11.
· Privacy offices: Chapter 08. Supply chain and acquisition: Chapter 07. Continuity planners: Chapter 06, with Appendix H for Active Directory forest recovery.
· Anyone choosing what to read next: Chapter 12.
[bookmark: _Toc00001060]Where this book sits in the workbook
This is Book 14 of the Federal Modernization Workbook. The evidence contract it relies on is in Book 12, Chapter 02; evidence over attestation, the drift model and reciprocity are in Book 13; and the FedRAMP 2026 rules and the authorization boundary in Book 10. Training in depth is Book 16.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00001061]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Approve Book 19’s index and the Source Register; settle the sweep’s judgment calls (#365); Book 14: fix confirmed crosswalk errors (AT-2(3), PT-6, PT-8 rows, SR citations, Book 07 classes, pointers, matrix) (#382); Book 14: SAP, SAR and CM-4 impact analysis templates with Copilot prompts (Appendices C-E) (#395); Book 14 Appendix C: categorization walk-through (P-12, C-1..C-3) (#394); Book 14 Appendix C: Prepare-step templates (P-2, P-14, P-6) with Copilot prompts (#392); Book 14: re-render two figures, add PM-18/PM-19, fix Appendix D kit row, Appendix F/G links, P-6 reference (#415); and 10 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Book 14, Ch 03: the privacy baseline holds all eight PT controls, PT-1 to PT-8 (#320)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260)

	1.0
	2026.10
	2026-10-31
	First edition (15 merged changes since the book began)


[bookmark: _Toc00001062]Chapter 01 — Proof, Not a Promise
A control is proven when the evidence for it exists and anyone can check it again, not when a document says it will be.
[bookmark: _Toc00001063]In this chapter
Why the agency’s compliance work is mostly a matter of producing proof, and who owes which proof: the cloud provider, the agency or the assessor. What “Moderate” means, traced from FIPS 199 categorization through the FIPS 200 high-water mark to the SP 800-53B moderate baseline, and why FedRAMP’s Class C is a separate fact. Why the law and OMB policy already expect continuous evidence rather than a periodic snapshot. And why assessment tools such as ScubaGear confirm a design but can’t produce one.
Federal compliance is usually described as a list of obligations: a control baseline, a set of directives, a stack of memoranda, a deadline for each. The list is real, but it hides what an authorizing official actually needs. An authorizing official doesn’t need to know that a control is supposed to be in place. They need to know that it is, today, and they need to be able to show anyone who asks how they know.
That is the difference between a promise and proof. A promise is a statement in a system security plan, backed by evidence someone gathered by hand for the last assessment. It was true on the day it was signed and has been aging since. Proof is a record the system itself produces: what the control covers, when it was last checked and what it found, in a form another reviewer can check again and get the same answer.
The program’s position, set out across this book, is that most of an agency’s compliance debt isn’t a shortage of staff or budget. It is a design mismatch. An estate built for a perimeter, with identity, addressing and evidence spread across separate tools, can describe its controls but can’t prove them continuously, because nothing in the design produces the records. Adding reviewers to that estate makes the reporting heavier without making it truer. Rebuilding the parts that produce the records, chiefly authoritative asset identity, cryptographic identity and a single evidence contract, changes what the agency can show. That is a design position, not an external requirement, and the rest of the workbook argues it domain by domain.
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The same control stated two ways: a promise is a snapshot assembled for the assessment; proof is a record the system emits and anyone can re-check. Both reach the authorizing official, who alone accepts the residual risk.
[bookmark: _Toc00001064]Who owes which proof
“Federal compliance” is often discussed as one obligation that falls on “the government.” It doesn’t. Three parties sit inside it, and most requirements bind one of them directly.
	Party
	Role
	Bound directly by

	Cloud service provider
	Builds and operates a cloud service offering and sells it to agencies
	FedRAMP: the statute, OMB’s implementing memorandum and FedRAMP’s own rules, including the 2026 Key Security Indicators

	Federal agency (authorizing official, ISSO, CISO, system owner)
	Operates its own systems, on premises or on top of a certified cloud service, and authorizes each one
	FISMA, OMB Circular A-130, NIST’s standards and the Risk Management Framework, CISA’s binding operational and emergency directives, OMB memoranda

	Assessor (an independent assessment organization, or the agency’s own assessment function)
	Tests either party’s evidence
	Whichever framework it assesses against


The table is a simplification, and the program uses it as one. An agency running its own tenant in a government cloud acts partly like a provider for the systems it hosts there, and an integrator building on a certified service for an agency sits in a fourth position. The common case is still the useful one: for any open compliance question, the first thing to settle is whether the answer starts with “we have to” or “our provider has to.”
The provider’s certification is evidence, not the agency’s authorization
The most common confusion runs in both directions. Some agencies treat FedRAMP as their provider’s problem and miss their own monitoring obligations. Others spend effort on paperwork that belongs to the provider.
FedRAMP’s 2026 guidance to agencies is plain on the point. FedRAMP certifies the cloud service; “each agency still authorizes its own federal information systems,” it should reuse the provider’s certification materials as “reusable security evidence,” and it “should never create a standalone authorization to operate for a cloud service offering.” Instead the agency authorizes its own system, which uses the service as an external service.1 OMB’s memorandum M-24-15 makes the reuse strong: a FedRAMP authorization at a given FIPS 199 impact level carries a statutory presumption of adequacy, so the agency starts from the provider’s assessment rather than repeating it. The same memorandum is equally clear that the agency’s authorizing official “must issue an authorization” when reusing those artifacts.2 Book 13, Chapter 11 works through what reciprocity does and doesn’t cover.
So a provider selling “FedRAMP authorized” as though it closes the agency’s compliance work oversells what the certification covers. It covers the provider’s side of a shared boundary. The agency’s side, its configuration of the service, its identities, its data, its integrations and its own systems around the service, is the agency’s to prove.
What the agency inherits from the provider
FedRAMP’s Consolidated Rules for 2026 replaced most periodic assessment with Key Security Indicators: 46 indicators in ten themes, from change management and cloud-native architecture to supply chain risk and recovery planning, several of them requiring persistent, automated validation.3 Those indicators bind providers. What changes for the agency is what it can expect to receive and what it has to do with it. Providers must supply an Ongoing Certification Report every three months, and under rule CCM-AGM-ROR agencies “MUST review each Ongoing Certification Report” to understand how changes to the service may affect the risk they accepted.4 (A separate agency rule, AGU-USE-ROR, says SHOULD; the program follows the MUST, as Book 13, Chapter 11 explains.)
The point for this chapter is the direction of travel. The provider side of the boundary now produces continuous, machine-readable evidence. The agency side is held to the same rising bar on a different legal basis, which the next two sections set out. An agency that reads “FedRAMP 20x” and concludes “not our problem” misses that its own authorization is moving the same way.
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Most civilian systems that run on commercial cloud services are authorized at “Moderate.” The word does real work, and it is worth tracing where it comes from, because three different documents use it for three different things.
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How a system becomes “Moderate”: categorize each information type under FIPS 199, take the high-water mark under FIPS 200, select and tailor the SP 800-53B moderate baseline, and authorize. FedRAMP Class C is a provider’s certification the agency reuses, not a substitute for its own decision.
FIPS 199: an impact level per security objective
FIPS 199, published in February 2004, is the federal standard for categorizing information and information systems. It applies to all federal information and systems other than classified information and national security systems.5 For each type of information a system holds, the agency rates the potential impact of a loss of confidentiality, integrity and availability as low, moderate or high. The definitions are about consequences, not technology. The impact is moderate if a loss “could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals,” which FIPS 199 amplifies as, for example, a significant degradation in mission capability, significant damage to assets, significant financial loss, or significant harm to individuals that doesn’t involve loss of life or serious life-threatening injury.5
The result is written as a triple: the security category of a system is its confidentiality, integrity and availability impact, each taken as the highest value across all the information types the system holds.5 OMB Circular A-130 makes the categorization an agency requirement: agencies shall identify authorization boundaries and “categorize information and information systems, in accordance with FIPS Publication 199 and NIST SP 800-60.”6 It also says agencies should generally categorize systems that handle personally identifiable information at the moderate or high confidentiality level.6 In the control catalog the same step is RA-2, Security Categorization, which requires the result and its rationale to be documented in the security plan and approved by the authorizing official or a designated representative.7
FIPS 200: the high-water mark
FIPS 200 turns the three values into one. A low-impact system has all three objectives at low; a moderate-impact system has “at least one of the security objectives” at moderate and none higher; a high-impact system has at least one at high. FIPS 200 explains why it uses the highest value: there are significant dependencies among the three objectives, and in most cases a compromise of one ultimately affects the others.8 The determination has to be made before any controls are selected.
Then FIPS 200 sets the floor. For moderate-impact systems, organizations “must, as a minimum, employ appropriately tailored security controls from the moderate baseline” in NIST SP 800-53, and must employ every control in that baseline unless the tailoring guidance allows an exception.8 The word “Moderate” in an authorization is a statement that this happened: the system was categorized, the high-water mark was moderate, and the moderate baseline was selected and tailored.
SP 800-53B: the moderate baseline
The baselines themselves live in SP 800-53B, published in October 2020 and updated in December 2020. It defines three security control baselines, one per impact level, and a separate privacy baseline that applies to systems regardless of impact level.9 The baselines are a starting point: organizations tailor them to their mission, environment and risk, following the tailoring guidance in the same publication and the tailoring tasks in SP 800-37.9
In the current release of the control catalog, 5.2.0, the moderate baseline lists 287 controls and control enhancements: 177 base controls and 110 enhancements, against 149 in the low baseline and 370 in the high.10 That number is the size of the promise a moderate system makes. Each of those entries is a control the system security plan will say is implemented, and each is a control the assessment will test.
FedRAMP Class C: a separate fact
FedRAMP’s 2026 rules replaced the old impact-level names for cloud services with certification classes. FedRAMP’s notice on the designations says Class C “will include the current Moderate baseline,” Class D the High baseline, and Class B the current LI-SaaS and Low baselines, with Class A a new pilot.11 The workbook uses the class names for provider certifications.
The two facts are related but not interchangeable. A NIST baseline says which controls an agency system at an impact level must implement. A FedRAMP class says how a provider’s service was certified. Class membership and NIST baseline membership can differ for the same control, which is why the workbook cites them separately; Book 13, Appendix A gives worked examples. A moderate agency system built on a Class C service inherits the provider’s evidence for the provider’s side. It still has to prove the agency’s side against its own tailored moderate baseline.
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None of this would require continuous evidence if the law asked only for an assessment every few years. It doesn’t. It never set a three-year rule, and the documents that govern agency authorization have pointed the other way for a decade.
FISMA requires each agency’s information security program to include periodic testing and evaluation of its security policies, procedures and practices, “to be performed with a frequency depending on risk, but no less than annually,” and that testing must cover the management, operational and technical controls of every system in the agency’s inventory.12 Annual is a floor, set by statute.
OMB Circular A-130 goes further. Agencies shall implement a risk management framework covering categorization, control selection and assessment, authorization and continuous monitoring; complete an initial authorization based on an explicit acceptance of risk; and “transition information systems and common controls to an ongoing authorization process when eligible for such a process and with the formal approval of the respective authorizing officials.”6 Until an authorizing official approves that transition, a system stays under a static authorization with specific termination dates the agency enforces.6 A-130 also requires agencies to conduct control assessments before operation and periodically thereafter, at the frequency their continuous monitoring strategy sets, and to use plans of action and milestones to track what remains open.6
The control catalog carries the same requirements into the system security plan. CA-7, Continuous Monitoring, requires a system-level strategy with defined metrics, monitoring and assessment frequencies, and ongoing control assessments. CA-5 requires a plan of action and milestones, updated from the findings of assessments, audits and continuous monitoring. CA-6 requires a senior official to authorize the system before it operates. All three are in the low baseline and every baseline above it.7 SP 800-37 adds the point that makes proof matter most: the explicit acceptance of risk is the authorizing official’s responsibility “and cannot be delegated to other officials within the organization.”13 The person who signs is accepting the risk that remains, and can only judge it from what the evidence shows.
Put together, the requirement is not exotic. The agency must know, at least annually and ideally continuously, whether each control is working; it must track what isn’t; and one named official must accept what remains. A promise can satisfy that once. Only proof can satisfy it on an ongoing basis, because only proof can be regenerated without assembling it again by hand.
What the program counts as proof
The program sets a definition, and it is a design choice, not a federal rule. A control counts as closed when four things are true:
1. The evidence is produced by the system, not assembled by staff for the assessment.
1. It is machine-readable, so a reviewer or a tool can read it without interpretation.
1. It is current, regenerated on a schedule the continuous monitoring strategy sets, not frozen at a point in time.
1. It can be checked again: another reviewer running the same check against the same records gets the same answer.
The shape of that evidence, every record keyed to an authoritative asset identity and a time, is Book 12, Chapter 02. Why evidence beats attestation, and how drift between the record and the estate becomes a finding, is Book 13, Chapter 07. Chapter 04 applies the definition control by control: a control closes only when the mechanism that closes it exists and its proof is recorded.
What a promise looks like at assessment
The program’s own reading of a typical estate, a framing pattern rather than any real engagement, is that the findings an assessor would record cluster where nothing produces the record:
· Component inventory (CM-8) assembled by hand per environment, so it diverges from the estate between scans.
· DNS integrity (SC-20, SC-21) unsigned in some zones because no single resolver spans every environment.
· Audit records (AU-2, AU-12) for DNS, DHCP and network sessions spread across formats no one correlates.
· Authentication events (IA-2) that legacy protocols don’t record in a form the SIEM can tie to a user and device.
· Stored credentials (IA-5) in database logins that no credential system inventories or rotates.
Each of these becomes a plan of action and milestones item that comes back every cycle, because manual evidence assembly can close the paperwork but can’t keep it closed. Each is closed, in the program’s design, by a mechanism that produces its own record: an IPAM platform that creates the address, name and inventory entry together, a signed and validating resolver, a single log stream, token-based authentication, managed identities in place of stored passwords. The books on those domains carry the detail (Book 08, Book 02, Book 12).
[bookmark: _Toc00001067]Why assessment tools aren’t a roadmap
Agencies are often told to run an assessment tool as their compliance answer: CISA’s ScubaGear for Microsoft 365, a vendor’s posture score, a Zero Trust maturity self-assessment. These tools are valuable, and some are required. They answer a different question from the one an authorization needs answered first.
ScubaGear is a good example because its purpose is precise. CISA describes it as an assessment tool that “verifies that a Microsoft 365 (M365) tenant’s configuration conforms to the policies described in” the SCuBA secure configuration baselines; it queries tenant settings for Entra ID, Exchange Online, SharePoint, Teams, Power BI, Power Platform and the security suite, compares them against those policies, and reports the result.14 BOD 25-01 makes running it mandatory for in-scope cloud tenants: agencies had to deploy the SCuBA assessment tools by April 25, 2025 and implement the mandatory policies by June 20, 2025, and the directive’s stated purpose includes requiring agencies to “remediate deviations from the secure configuration baselines,” with authorizing officials able to accept risk for specific deviations.15
What a tool like this can’t do follows from what it is. It measures a configuration against an intended state. It can tell an agency that DNSSEC isn’t enabled; it can’t design the naming platform that makes DNSSEC enforceable across every environment. It can score Zero Trust maturity as “Traditional”; it can’t design the identity, policy and device chain that moves it to “Advanced.” It covers the surface it was built for, a cloud tenant, and not the network, the data tier or the on-premises estate around it. A conformance tool measures drift from an intended state; it can’t author one. Run against an estate with no target design, it measures drift from nothing.
So the program puts assessment last, not first. The sequence below is the program’s design, not a federal requirement:
	Phase
	Activity
	What it produces

	Understand
	Find each control gap and its design root cause
	A gap list tied to causes, not symptoms

	Design
	Choose the pattern that closes each gap with continuous evidence
	A target design per domain

	Implement
	Build the infrastructure and integrations
	Mechanisms that produce their own records

	Govern
	Set up the plan of action and milestones, supply chain, training and decision-rights structures
	Owned findings and accountable decisions

	Validate
	Run the assessment tools, now as confirmation
	A near-clean report because the design produces it

	Authorize
	Assemble the machine-readable package for the assessor and the authorizing official
	An authorization based on proof


When an agency reaches validation in that order, the tool confirms what the design already guarantees: the tenant meets its baseline because the configuration is managed as code and drift is caught, not because someone fixed settings to pass the scan. When an agency runs the tool first, it gets an accurate list of open findings and no framework for closing them, so it closes them one at a time and the next scan finds them reopened. Book 11, Chapter 08 makes the same argument for BOD 25-01 in particular, and Book 11, Chapter 09 shows how to run the assessment once the design is in place.
[bookmark: _Toc00001068]Honest limits
Four limits keep this chapter’s argument in proportion.
· This is guidance, not legal advice. It is a way of sorting obligations and evidence, not a substitute for the agency’s own legal, privacy and ISSO review of its posture.
· Moderate is where most civilian cloud systems sit, not where all of them sit. High-impact systems, national security systems and Defense impact levels have their own baselines and rules, and are out of scope here.
· Proof doesn’t remove judgment. A record can show that a control ran and what it found. Whether the remaining risk is acceptable is still the authorizing official’s decision, and no evidence pipeline makes it for them.
· The program’s design isn’t the only way to produce proof. The four properties above can be met with many tools. What matters is that the evidence comes from the systems, stays current and can be checked again, not which product emits it.
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1. Ask who owes the proof before asking whether it exists. Provider evidence is reused; agency evidence is produced. Mixing them up either duplicates the provider’s work or leaves the agency’s side unproven.
1. Treat “Moderate” as a commitment of a known size. It means a categorization, a high-water mark and a tailored baseline of a few hundred controls and enhancements, every one of which the authorizing official is accepting on the evidence.
1. Fund the mechanisms that produce records before the tools that measure them. Assessment tools confirm a design. They can’t stand in for one, and the annual testing floor and ongoing authorization both assume the evidence is already there.
Chapter 02 sets out the dates by which all of this is being asked for, and whom each one binds.
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[bookmark: _Toc00001071]Chapter 02 — The Federal Clock
The dates that drive an authorization belong to FedRAMP, CISA and OMB, each binds a different party, and several had moved by the time anyone checked them.
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Every federal date that drives the program’s compliance and authorization work, sorted by whom it binds and checked against its primary source on October 21, 2026: FedRAMP’s 2026 rules and their vulnerability rules, CISA’s binding operational and emergency directives, OMB’s memoranda on logging, software assurance and post-quantum cryptography, and the standards and vendor dates that change what an agency can prove. Where the program’s earlier sources had a date wrong or out of date, the chapter says so. It ends with the dates still ahead and how the program keeps them current.
Book 00, Chapter 01 introduced the external clocks that set the modernization schedule: the federal policy dates and the vendor support dates that land on the same estate. This chapter takes the same clocks from the compliance side. The question here isn’t when the estate has to change. It is what each date asks the agency to prove, who has to prove it, and what goes into the authorization package as a result.
Dates in this area move quickly. Directives are revised and versioned, memoranda rescind earlier ones, and calendar dates are often quoted from a summary rather than counted from the document. Every date below was checked against the issuing document on October 21, 2026. Where a document gives a period rather than a date, such as “within 60 days of issuance,” the calendar date shown is the program’s own count from the issue date, and the chapter says so. Treat every date as a snapshot and check it again before relying on it for a procurement or an authorization decision.
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The federal clocks sorted by whom they bind: FedRAMP’s rules bind providers, CISA and OMB bind the agency, and standards and vendor lifecycles change what the agency can show. All of it lands in one authorization package.
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The instruments carry different kinds of authority, and the difference decides what the agency does with each date.
	Instrument
	Issued under
	Binds
	What the agency does with it

	FedRAMP rules
	The FedRAMP Authorization Act and OMB M-24-151
	Cloud service providers
	Reviews provider reports and reuses provider evidence in its own authorization

	Binding operational directive (BOD)
	44 U.S.C. § 3553(b)(2)
	Federal civilian agencies
	Implements the required actions and keeps evidence that they hold

	Emergency directive (ED)
	44 U.S.C. § 3553(h)
	Federal civilian agencies running the named products
	Acts on the stated deadlines and keeps any ongoing action running

	OMB memorandum
	OMB’s authority over agency information security policy
	Federal agencies
	Plans, reports and implements as the memorandum sets out

	NIST standard or catalog release
	FISMA and 40 U.S.C. § 11331
	Agencies, through the standards they must follow
	Updates its baseline, its control text and its evidence


The statute gives CISA, through the Secretary of Homeland Security, two directive powers: binding operational directives “to implement the policies, principles, standards, and guidelines” OMB develops, and emergency directives in response to a known or reasonably suspected threat, vulnerability or incident that represents a substantial threat to an agency’s information security.2 FISMA requires each agency’s security program to comply with both, along with NIST’s standards and OMB’s policies.3 A directive is not guidance. Its required actions become controls the agency has to evidence.
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FedRAMP’s Consolidated Rules for 2026 launched on June 25, 2026. FedRAMP publishes their schedule on a single page, and these are the dates as it gives them today:4
	Date
	What happens
	Status on October 21, 2026

	July 4, 2026
	Optional early adoption: all stakeholders “should begin incrementally adopting or transitioning”
	Passed

	July 6, 2026
	Initial Implementation Marketplace listings open
	Passed

	July 28, 2026
	FedRAMP Ready becomes legacy; no Ready submissions accepted after this date
	Passed

	August 3, 2026
	20x Class A pipeline opens
	Passed

	August 10, 2026
	Temporary Rev5 Program Certification pipelines open for Classes B and C (Ready conversion and lost sponsor)
	Passed

	August 31, 2026
	20x Class B and C pipeline opens
	Passed

	December 7, 2026
	Vulnerability Detection and Response (VDR) and Vulnerability Evaluation and Reporting (VER) rules mandatory
	Ahead

	January 1, 2027
	The Consolidated Rules take mandatory effect for all stakeholders
	Ahead

	June 11, 2027
	No new Rev5 certification applications accepted
	Ahead


The December 7 date comes from a separate notice. FedRAMP brought the VDR and VER rules forward from a planned June 1, 2027 adoption to December 7, 2026, to line up with CISA’s BOD 26-04. Providers that aren’t yet following the rules can keep their certification under a corrective action plan through March 7, 2027; after that, FedRAMP says certification is revoked for offerings that don’t follow them.5 FedRAMP states that, based on confirmation with CISA, providers following the VDR and VER rules will meet or exceed BOD 26-04’s expectations.5 
Two corrections to how these dates are often quoted, including in the program’s earlier sources:
· January 1, 2027 doesn’t close Rev5 to new applications. FedRAMP keeps accepting new Rev5 certification applications until June 11, 2027. January 1 is when the 2026 rules take mandatory effect for all stakeholders, and FedRAMP notes that specific applicability and effective dates vary in certain areas.4
· None of these dates is an agency submission window. The Class B and C pipeline that opened on August 31, 2026 is where providers of moderate services apply. An agency doesn’t submit into it. The agency’s date is the one on which its providers’ certification evidence starts arriving in the new form, and from then its obligation is to review it: providers supply an Ongoing Certification Report every three months, and agencies “MUST review each Ongoing Certification Report.”6 Book 10, Chapter 03 covers what changed for the boundary, and Book 13, Chapter 11 how the agency reuses the evidence.
The program’s earlier executive brief also said that from January 1, 2027 “all ConMon evidence must be machine-readable KSI format.” That overstates the rule. The Key Security Indicators bind providers. The agency’s own continuous monitoring is governed by OMB Circular A-130 and control CA-7, as Chapter 01 sets out. Structuring the agency’s own evidence on the same machine-readable model is the program’s design choice, made so that inherited and agency evidence can be read together. It is not a federal deadline.
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BOD 26-04: risk-based remediation
CISA issued BOD 26-04, Prioritizing Security Updates Based on Risk, on June 10, 2026. It revokes BOD 19-02 and BOD 22-01 and supersedes both.7 Its required actions come in three phases:7
· Phase I, effective on issuance: review and update vulnerability management policy, mitigate Known Exploited Vulnerabilities (KEV) on the directive’s timelines, automate KEV status reporting through the CDM dashboard (or report manually every two weeks), keep Cyber Hygiene scanning unblocked, and attest quarterly to publicly exposed IP addresses and domains.
· Phase II, within 60 days of issuance: update vulnerability management processes and procedures to support ongoing remediation based on the CVE database (or an equivalent service) and the KEV catalog. Counted from June 10, that is August 9, 2026.
· Phase III, within 180 days of issuance: remediate each vulnerability no later than the directive’s Table 1 timelines, continuously identify and tag every asset reachable from outside the agency network, and make sure CDM records include each asset’s private as well as public addresses. Counted from June 10, that is December 7, 2026.
The timelines in Table 1 come from four questions about each vulnerable asset: is it publicly exposed, is the CVE in the KEV catalog, can exploitation be automated, and does exploitation give partial or total control. The answers set a maximum that runs from three days with forensic triage down to fixing on the next system upgrade, and the clock starts when CISA adds the CVE to KEV or the agency finds it on an asset in CDM, whichever is first.7 Book 12, Chapter 06 carries the full table and the program’s implementation.
The program’s earlier sources gave August 7, 2026 as the date agency policies were due. That date also appears in FedRAMP’s notice on the directive.5 The directive itself says “within 60 days of issuance” for Phase II, which falls on August 9, and its policy review is a Phase I action, effective immediately.7 The workbook uses the directive’s own terms. Both dates have passed, so the difference matters only for evidence: what the authorization package needs to show is a policy and procedure set that implements the four-question model, dated on or before the Phase II deadline.
The same sources described December 7 as the date on which BOD 26-04 required “SBOM and vendor disclosure.” It doesn’t. BOD 26-04 sets agency remediation timelines; the VDR and VER rules that take effect the same day are FedRAMP rules for providers; and software bills of materials are now a contract choice for the agency, as the OMB section below explains.
BOD 25-01: secure cloud configurations
BOD 25-01, Implementing Secure Practices for Cloud Services, issued December 17, 2024, covers production cloud tenants that have a finalized SCuBA secure configuration baseline; at issuance that meant Microsoft 365.8 Its dated actions have all passed: tenant inventory by February 21, 2025, assessment tools deployed and reporting by April 25, 2025, and the mandatory policies in effect at issuance implemented by June 20, 2025.8 What remains are its standing obligations, and those are what an authorization package has to evidence today:
· update the tenant inventory in the first quarter of each year;
· report continuously through CISA’s monitoring integration, or quarterly by hand;
· implement future mandatory policies on the timelines CISA publishes for them;
· for a new tenant, implement all mandatory baselines and begin continuous monitoring before it receives an authorization to operate;
· identify and explain deviations in the reported results.
Book 11, Chapter 04 reads the directive in full.
BOD 26-02: end-of-support edge devices
BOD 26-02, Mitigating Risk From End-of-Support Edge Devices, issued February 5, 2026, covers devices on the agency’s network boundary that are reachable from the internet and no longer receive timely supported updates from the manufacturer. It works from a CISA list of end-of-support edge devices.9 Counted from issuance, its milestones fall on these dates:
	Required action
	Period
	Date

	Update supported devices running end-of-support software
	Immediately
	February 5, 2026

	Inventory devices on CISA’s list and report
	3 months
	May 5, 2026 (passed)

	Decommission listed devices whose end-of-support date falls on or before the deadline; inventory devices reaching end of support in the next 12 months
	12 months
	February 5, 2027

	Decommission all identified end-of-support edge devices
	18 months
	August 5, 2027

	Continuous discovery and an inventory of end-of-support and soon-to-be end-of-support devices, decommissioned by their dates
	24 months
	February 5, 2028


This is where a vendor’s support date becomes a federal deadline. Once the 24-month action is in place, every edge device’s end-of-support date is, in effect, the agency’s decommission date.
Standing directives that are easy to forget
Three older directives remain on CISA’s site without a revoked or closed marker, and each sets a recurring obligation rather than a one-time date:
· BOD 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks (October 3, 2022): automated asset discovery every 7 days, vulnerability enumeration started every 14 days, signatures no more than 24 hours old, and results in the CDM dashboard within 72 hours of discovery completing.10
· BOD 23-02, Mitigating the Risk from Internet-Exposed Management Interfaces (June 13, 2023): within 14 days of discovery or CISA notification, take a networked management interface off the internet or put it behind a separate Zero Trust policy enforcement point.11
· BOD 18-01, Enhance Email and Web Security (October 16, 2017): STARTTLS, SPF and DMARC, a DMARC reject policy for every second-level domain, HTTPS-only with HSTS, and no SSLv2, SSLv3, 3DES or RC4.12
Their deadlines passed years ago. Their requirements didn’t, and a recurring requirement needs recurring evidence: a discovery job that runs every seven days is only proven by records that show it ran every seven days.
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Emergency directives are shorter-lived, but they often leave ongoing actions behind. On January 8, 2026 CISA closed ten emergency directives issued between 2019 and 2024, including those on SolarWinds Orion, on-premises Exchange, Print Spooler and VMware. It explained that the vulnerability-specific ones were covered because “those vulnerabilities are now included in CISA’s Known Exploited Vulnerabilities (KEV) catalog,” and that the required actions were either implemented or covered by BOD 22-01, which BOD 26-04 has since replaced.13 Three directives from the last year still carry obligations: 
	Directive
	Issued
	Products
	What still applies

	ED 25-03, Identify and Mitigate Potential Compromise of Cisco Devices, V1
	September 25, 2025; V1 April 23, 2026
	Cisco ASA, Firepower and Secure Firewall
	Apply each subsequent Cisco update within 48 hours of release; keep legacy ASA devices whose support ended on or before September 30, 2025 disconnected; handle newly found ASA hardware under BOD 26-02. V1’s Firepower and Secure Firewall deadlines were April 24, April 30 and May 1, 2026, all passed.14

	ED 26-01, Mitigate Vulnerabilities in F5 Devices
	October 15, 2025
	F5 BIG-IP hardware and software
	Apply each subsequent F5 update within one week of release; disconnect and decommission public-facing F5 devices past end of support, or report the mission need and a decommissioning plan; follow BOD 23-02 for exposed management interfaces.15

	ED 26-03, Mitigate Vulnerabilities in Cisco SD-WAN Systems, V1
	February 25, 2026; V1 March 11, 2026
	Cisco Catalyst SD-WAN Manager and Controller
	Its dated actions ran from February 26 to March 23, 2026 and have passed; its hunting and hardening guidance has no end date.16


ED 25-03 V1 also shows how a vendor date enters a directive: it names ASA models whose end of support was August 31, 2026 and required them to be patched in the meantime.14 An agency that runs any of these products owes evidence for the ongoing actions, such as update timestamps against the 48-hour or one-week window, as part of its continuous monitoring.
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M-26-14: logging
OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, issued May 22, 2026, rescinded M-21-31 and counts its agency deadlines from the release of CISA’s Logging Reference Architecture: an Agency Logging Plan within 90 days, then logging maturity Levels 1, 2 and 3 within 120, 180 and 320 days.17 CISA published the reference architecture on August 20, 2026.18 Book 00, Chapter 01 counts the calendar dates, which are the program’s arithmetic rather than dates OMB published: November 18, 2026 for the plan, December 18, 2026 for Level 1, February 16, 2027 for Level 2 and July 6, 2027 for Level 3. Book 12 carries the logging requirements themselves.
M-26-05: software and hardware assurance
OMB M-26-05, Adopting a Risk-based Approach to Software and Hardware Security, issued January 23, 2026, rescinded M-22-18 and its companion M-23-16. Agencies “shall continue to maintain a complete inventory of software and hardware” and develop assurance policies that match their own risk determinations. The secure software development attestation form becomes optional, and agencies “may also choose to adopt contractual terms” requiring a producer to provide a current software bill of materials on request, for a cloud platform an SBOM of the runtime production environment.19 The compliance consequence runs in two directions. Collecting attestation forms is no longer a federal deadline. The inventory still is, and an SBOM requirement exists only if the agency writes it into its contracts. Chapter 07 covers the supply chain controls.
M-26-15: post-quantum cryptography
OMB M-26-15, Execution of the Migration to Post-Quantum Cryptography, issued June 24, 2026, implements an executive order of June 22, 2026 on post-quantum migration. It doesn’t apply to national security systems.20 It sets the dates that now govern the civilian migration. The program’s earlier sources gave only a general 2035 horizon; M-26-15 keeps 2035 for full migration but puts a firm 2030 deadline in front of it:
	Requirement
	Date

	Submit a post-quantum migration plan to OMB and the Office of the National Cyber Director
	Within 120 days of the memorandum: October 22, 2026 by the program’s count

	Support TLS 1.3 or a successor version, consistent with Executive Order 14306
	As soon as practicable, no later than January 2, 2030

	Mitigate as much quantum risk as feasible across systems the agency owns or operates
	December 31, 2030

	Plan phases: discovery 2026 to 2027, pilots 2027 to 2028, prioritized key-establishment migration 2028 to 2030, signature migration 2031, full migration 2035
	As stated in the plan guidance


High-impact systems, high value assets and systems with highly sensitive data come first, and systems that can’t support post-quantum or hybrid cryptography must be identified and prioritized for replacement or decommissioning. Agencies should engage their FedRAMP providers to set out post-quantum responsibilities in the shared responsibility model.20 The plan deadline falls the day after this chapter’s verification date, which makes it the nearest date on the whole clock. Book 07 and Book 09, Chapter 03 cover what it means for certificates and network equipment.
The program’s earlier sources also listed a January 1, 2027 CNSA 2.0 acquisition date. That requirement applies to national security systems, which M-26-15 and this workbook’s scope exclude, so it isn’t carried here.
M-21-07: IPv6
OMB M-21-07, Completing the Transition to Internet Protocol Version 6 (November 19, 2020), required agency plans with milestones of at least 20, 50 and 80 percent of IP-enabled assets on federal networks operating IPv6-only by the end of fiscal years 2023, 2024 and 2025, and a list of systems that can’t be converted with a schedule for replacing or retiring them.21 The last milestone passed with fiscal year 2025. The open item for an authorization is the list of systems that can’t convert and the evidence that their replacement is on schedule.
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FIPS 140-2 modules moved to the Historical List
NIST’s Cryptographic Module Validation Program set September 21, 2026 as the last day FIPS 140-2 validated modules could be used for new systems; after that, their certificates move to the Historical List, “allowing agencies to continue using these modules for existing systems only.”22 That date has passed. For SC-13, Cryptographic Protection, the practical effect is on new systems and new procurement: acquisition documents written now should ask for FIPS 140-3 validation, and existing systems that rely on 140-2 modules need the validation status recorded so an assessor can see which applies.
SP 800-53 releases
The current release of SP 800-53 Rev. 5 is 5.2.0, a minor release issued on August 27, 2025.23 NIST’s published schedule allows at most two minor releases a year, with comment periods beginning in February and August and publication, if needed, in May and November, and a major release every two years in November in place of a minor one.24 The program’s earlier sources described February and August as release windows; they are comment windows. Release 5.2.0 itself came out in August, outside the publication months, so the schedule is a planning guide rather than a guarantee. Each release can add or revise controls, and the agency’s baseline, its control text and the evidence mapped to it have to follow.
Vendor end of support
Vendor support dates aren’t federal deadlines, and Book 00, Chapter 01 lists the Microsoft dates that matter most to a typical estate, from Windows Server 2016 on January 12, 2027 to Windows Server 2019 in 2029. They become compliance dates in three ways:
· Through the baseline. SA-22, Unsupported System Components, is in the low and moderate baselines and requires replacing components when support is no longer available, or providing an alternative source of continued support. SI-2, Flaw Remediation, requires security-relevant updates within an organization-defined period, which an unsupported product can’t meet.25
· Through directives. BOD 26-02 turns end of support into a decommission deadline for internet-facing edge devices, and ED 25-03 and ED 26-01 do the same for the named products.
· Through the authorization. A system that keeps an unsupported component past its date carries an open finding, a plan of action and milestones item, and a risk the authorizing official has to accept explicitly.
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The compliance and authorization dates as of October 21, 2026: what has passed and is still in force, what falls in the next six months, and what runs from mid-2027 to 2035. Each goes into one dated register that the program re-verifies at every gate.
Counted from October 21, 2026, the dates that still lie ahead are these. Dates marked as counted are the program’s arithmetic from a stated period.
	Date
	Instrument
	Binds
	What the agency needs to show

	October 22, 2026 (counted)
	M-26-15
	Agency
	Post-quantum migration plan submitted

	November 18, 2026 (counted)
	M-26-14
	Agency
	Agency Logging Plan submitted

	December 7, 2026 (counted)
	BOD 26-04 Phase III
	Agency
	Remediation within Table 1 timelines; external assets tagged

	December 7, 2026
	FedRAMP VDR and VER rules
	Providers
	Agency reviews provider vulnerability reporting

	December 18, 2026 (counted)
	M-26-14
	Agency
	Logging maturity Level 1

	January 1, 2027
	FedRAMP Consolidated Rules
	Providers (all stakeholders)
	Agency reviews Ongoing Certification Reports every cycle

	February 5, 2027 (counted)
	BOD 26-02
	Agency
	Listed end-of-support edge devices decommissioned

	February 16, 2027 (counted)
	M-26-14
	Agency
	Logging maturity Level 2

	March 7, 2027
	FedRAMP NTC-0014
	Providers
	Corrective action window for VDR and VER ends; agency checks its providers’ status

	June 11, 2027
	FedRAMP
	Providers
	Last day for new Rev5 applications

	July 6, 2027 (counted)
	M-26-14
	Agency
	Logging maturity Level 3

	August 5, 2027 (counted)
	BOD 26-02
	Agency
	All identified end-of-support edge devices decommissioned

	February 5, 2028 (counted)
	BOD 26-02
	Agency
	Continuous edge discovery; decommission on each device’s date

	January 2, 2030
	M-26-15, EO 14306
	Agency
	TLS 1.3 supported

	December 31, 2030
	M-26-15
	Agency
	Quantum risk mitigated as far as feasible

	After 2030; after 2035
	NIST IR 8547 (guidance)
	Neither directly
	Quantum-vulnerable signature algorithms (RSA, ECDSA, EdDSA) deprecated after 2030 and disallowed under NIST standards and guidelines after 2035. For the systems M-26-15 prioritizes, its earlier deadlines take precedence26
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The program’s answer to a moving clock is a design choice, not a federal requirement. Every federal date it relies on lives in one dated register in the authoritative record. Each entry names the issuing document, the exact wording of the requirement, whether the calendar date was published or counted, whom it binds and the day it was last checked against the source. Chapters, plans and diagrams cite the register rather than restating dates from memory. The register is re-verified at each program gate (Book 01, Chapter 12) and whenever CISA, OMB or FedRAMP publishes a new version of a document it cites.
The register earns its keep the way the corrections in this chapter did. Several of the program’s own source dates had drifted: a deadline quoted from a secondary notice rather than the directive, a FedRAMP date that closed one path but not another, a provider rule described as an agency obligation, a release schedule that confused comment periods with publication, a 2035 horizon overtaken by a 2030 deadline. None of those was careless. Each was correct, or nearly so, when it was written. That is the point of re-verifying: a date in an authorization package is evidence, and evidence that can’t be traced back to its source on a known day is another promise.
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[bookmark: _Toc00001082]Chapter 03 — The Control Baseline and the Crosswalk
A crosswalk tells you where a control is treated. It doesn’t tell you the control applies, that it is closed, or that anyone else’s authorization covers it. Those are separate facts, and each has its own source.
[bookmark: _Toc00001083]In this chapter
The two baseline facts every control carries: membership in a NIST SP 800-53B baseline, and membership in a FedRAMP certification class. How the series control crosswalk was built and what a row in it does and doesn’t claim. Its coverage by volume and by book, checked again for this chapter. The FedRAMP 2026 Key Security Indicator view, corrected to the indicators FedRAMP actually publishes, and why those indicators bind cloud providers rather than agencies. Then how an agency uses the crosswalk together with the product inventory questionnaire. Appendix A holds the condensed crosswalk and Appendix B the questionnaire.
[bookmark: _Toc00001084]Two facts, not one
“Is this control required at Moderate?” sounds like one question. It is two, and the answers don’t always agree.
The first fact is NIST’s. SP 800-53B provides three security control baselines, one for each system impact level (low, moderate and high), and a separate privacy baseline that applies to systems whatever their impact level.1 An agency system categorized Moderate starts from NIST’s Moderate baseline and tailors it. In release 5.2.0 that baseline holds 287 controls and control enhancements.2 The release changed no baselines; NIST updated the version number to keep it in step with SP 800-53.1
The second fact is FedRAMP’s. Under the FedRAMP Consolidated Rules for 2026, launched on June 25, 2026, a cloud service offering is FedRAMP Certified in a certification class from A to D.3 FedRAMP’s notice on the designations said that for Rev5, “Class C will include the current Moderate baseline” and Class D the current High baseline.4 FedRAMP’s 2026 control reference lists, for every control, the Rev5 classes whose baselines include it. Counted across all twenty families, 322 controls and enhancements are listed for Class C.5 OMB’s FedRAMP memorandum explains the difference in a footnote: a FedRAMP authorization follows the steps in SP 800-37, “but the control baselines used have been specifically tailored for cloud offerings.”6
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The NIST Moderate baseline and FedRAMP Class C membership are separate facts; the crosswalk is an index that points into both and decides neither.
The two sets mostly overlap, and the places they don’t are the places a plan goes wrong. Class C includes 36 controls and enhancements that NIST’s Moderate baseline doesn’t, and the controls this book relies on show the pattern:
Where NIST baselines and FedRAMP classes diverge, for controls the series treats
	Control
	NIST SP 800-53B
	FedRAMP 2026 classes
	What it means for a plan

	AU-10 Non-repudiation
	High only
	D
	Not required of a Moderate agency system or a Class C service

	AU-12(1) System-wide and Time-correlated Audit Trail
	High only
	D
	Same: a design choice below High

	SC-12(1) Availability (of cryptographic keys)
	High only
	D
	Same

	CM-5(1) Automated Access Enforcement and Audit Records
	High only
	C, D
	Required of a Class C service, not of a Moderate agency system

	SI-2(3) Time to Remediate Flaws and Benchmarks for Corrective Actions
	none
	C, D
	FedRAMP adds it; NIST selects it in no baseline

	SI-4(16) Correlate Monitoring Information
	none
	C, D
	FedRAMP adds it

	AU-6(4) Central Review and Analysis
	none
	D
	FedRAMP adds it at Class D only

	SC-8 and SC-8(1) Transmission Confidentiality and Integrity, Cryptographic Protection
	Moderate, High
	B, C, D
	FedRAMP selects them a class lower than NIST

	CA-5 Plan of Action and Milestones
	Low, Moderate, High
	none listed
	FedRAMP’s 2026 reference page shows no class line for CA-5


Sources for the table: NIST’s OSCAL baseline profiles and FedRAMP’s 2026 Rev5 control reference, both read on October 21, 2026.25 Book 13, Appendix A reached the same results for its own controls. The CA-5 gap looks like an omission on the page rather than a policy: a plan of action and milestones is in every NIST baseline, and the program keeps one whatever the class line says.
The rule this chapter follows, and every chapter of this book follows, is to cite the two facts separately. “Required at Moderate” means nothing until it says which. An agency system categorized Moderate uses the NIST baseline its categorization selects. A FedRAMP Class C service uses FedRAMP’s.
Controls that sit outside both
Two families in the crosswalk have no security-baseline membership at all, and that is by design, not by omission. SP 800-53B says the program management controls “are implemented at the organization level and are not directed at individual information systems.” PM-1 is marked as deployed organization-wide, not associated with the security control baselines, and independent of any system impact level.1 The PII processing and transparency controls are selected through the privacy baseline instead: all eight, PT-1 to PT-8, are in it, with the enhancements PT-5(2), PT-6(1), PT-6(2), PT-7(1) and PT-7(2), and so is AT-3(5), role-based training on processing personally identifiable information.2 FedRAMP lists no class for the PM and PT controls the series indexes.5 Chapter 05 and Chapter 08 treat them as what they are: agency-level and privacy-program obligations, not things a cloud provider’s package can close.
[bookmark: _Toc00001085]How the crosswalk was built
The series crosswalk is a reverse index. It answers one question: for a given SP 800-53 Rev. 5 control, where in the Federal Compliance series is it treated? It exists for three jobs: answering an assessor, building a system security plan’s control-origination table, and checking that a control family is covered before an authorization review.
The rules for what earns a row are the author’s, and they are strict:
· Only first-class treatment counts. A row was extracted from the control-closure tables in each series volume’s books and from the sections where the control is the substantive subject. A control a book mentions in passing, cites in a framework cross-reference or names in a vendor appendix was deliberately left out.
· Titles are NIST’s. Every title is the official SP 800-53 Rev. 5 short title, which sometimes differs from a book’s prose. For this chapter all 152 identifiers and titles were checked against the CSRC control catalog export for release 5.2.0 and the OSCAL catalog, including the three added later, AT-2(3) (Social Engineering and Mining), PT-6 (System of Records Notice) and PT-8 (Computer Matching Requirements). All 152 exist and none is withdrawn; the titles match apart from capitalization and the crosswalk’s practice of prefixing an enhancement with its base control’s title.78
· Enhancements get their own row only when a book cites the enhancement. Otherwise coverage is recorded at the base control.
· Implementation rows sit beside architecture rows. Where the implementation volume turns a control into deployable code, it appears on the same row as the architecture book that closes it, so the “what” and the “how” are visible together.
· The training volume contributes only its own subject. It adds AT-2 and AT-3, the training program itself, not the many controls it teaches.
· Coordination is not a second closure. The three coordination and day-2 volumes (workflow-platform control-compliance automation, multi-cloud DDI automation and workflow-platform day-2 operations) record where a control is made operational and evidenced: drift raised as a tracked task, a change gated by an approved record, an asset reconciled to the inventory’s join key. A row for one of them is not an independent claim that the control closes there. Only four controls appear in those volumes and nowhere else: CM-5 (separation of duties over DDI change), AC-2(3), AC-2(4) and SA-9(2).
[bookmark: _Toc00001086]A pointer, not an inheritance claim
“Addressed here” is a coverage pointer. Whether a control is fully inherited from a provider, partly satisfied or shared depends on the authorization boundary and the assessor’s determination. Read the named book, and the evidence it names, for the substantive treatment. Chapter 04 sets out what it takes for a control to count as closed.
A hand-maintained superset and a generated slice
The crosswalk is maintained by hand. Alongside it, the program’s design generates a smaller crosswalk from its machine-checked closure record, behind the same drift gate as each series volume’s book’s generated “controls closed here” table, so that slice can’t silently fall out of step. The hand-maintained table is the superset: it indexes controls in books the closure record hasn’t yet reached. The difference between the two is a queue of controls that are claimed in prose but not yet proven by the record, and the series publishes it rather than hiding it. As the record is back-filled book by book, the generated slice grows toward the full index. That is the same rule Chapter 04 applies to closure itself: a number someone maintains by hand is a claim; a number a generator derives from records is evidence.
[bookmark: _Toc00001087]Coverage by volume and by book
The crosswalk indexes 152 distinct controls and enhancements in 18 families. Appendix A names the workbook chapter for each control and has no volume column, so the volume and book counts below were made from the archived series crosswalk, which is the table that carries the volume. The distinct controls each volume treats are below. A control treated in several volumes is counted in each, so the column doesn’t sum to 152. Three of the 152, AT-2(3), PT-6 and PT-8, were missing from the source and are treated by no volume.
Distinct controls treated in each volume, counted from the archived crosswalk on October 21, 2026
	Volume (subject)
	Distinct controls
	Where the depth is

	I — Foundation and transport
	41
	Volume overview; workbook Book 08, Book 09, Book 07

	II — Data platform
	22
	Volume overview; workbook Book 06

	III — Security operations
	54
	Volume overview; workbook Book 12

	IV — Governance and assurance
	54
	This book, Chapters 05 to 09 and 11

	V — Training and certification
	2
	Replaced by Book 16 chapter; Chapter 09

	VI — Implementation as code
	38
	Replaced by Book 15 chapter

	VII — Workflow-platform control-compliance automation
	9
	Replaced by Book 15 chapter

	VIII — Multi-cloud DDI landing-zone automation
	6
	Volume overview

	IX — Workflow-platform day-2 operations
	16
	Replaced by Book 15 chapter

	Series, distinct
	152
	Appendix A


The crosswalk’s own summary table gave 12 controls for the workflow-platform automation volume and 10 for the day-2 operations volume. Recounted from the rows themselves, the figures are 9 and 16: three enhancements the text attributes to the automation volume (AC-2(3), AC-2(4) and SA-9(2)) are indexed under the day-2 volume’s SaaS-integration book, and the day-2 volume’s per-book rows add up to 16 distinct controls. The table above uses the recount. Volumes VI to IX raise the per-volume figures far more than the series total, because they mostly operationalize controls the architecture volumes already treat.
By book, coverage is concentrated. The crosswalk has 293 book-to-control pointers, and the twelve books that treat the most controls account for 136 of them:
The books that treat the most controls
	Book (subject)
	Distinct controls
	Controls treated

	Cloud landing zone with authoritative DDI and IPAM
	16
	SC-20, SC-21, SC-22, SC-7, SC-8, AC-4, CM-2, CM-8, AU-2, AU-12, IA-5(2), IA-9, IR-4, SA-9, SI-3, PL-8

	Business continuity
	15
	CP-2 to CP-10 and seven CP enhancements

	SQL Server authentication modernization
	14
	AC-2, AC-3, AC-17, IA-2, IA-3, IA-5, IA-5(1), AU-2, AU-12, CM-2, CM-8, CA-7, SC-8, SI-4

	SIEM, XDR and detection
	13
	AU-6, AU-6(1), AU-6(4), AU-7, AU-8, AU-11, IR-4, IR-6, IR-8, SI-4 and three SI-4 enhancements

	Network access control (802.1X)
	11
	IA-3, IA-3(1), AC-3, AC-17, AC-19, AC-20, CM-6, CM-7, CM-8, SC-7(3), SC-7(5)

	Data protection
	11
	SC-12, SC-12(1), SC-13, SC-17, SC-28, MP-2 to MP-5, AC-4, AU-10

	Telecommunications modernization (SD-WAN and SASE)
	10
	SC-7, SC-7(7), SC-8, AC-4, AU-2, AU-12, CA-7, SA-9, SI-3, SI-4

	Privileged access management
	10
	AC-5, AC-6 and five AC-6 enhancements, AC-11, AC-12, IA-11

	Network enforcement
	9
	AC-4, AC-17, AC-19, IA-3, SC-7, SC-7(8), SC-8, SC-8(1), SI-4

	Database consolidation and network physics
	9
	AU-9, CA-3, CP-9, CP-10, SA-8, SC-5, SC-8, SC-28, SI-12

	Cybersecurity training and awareness
	9
	AT-2, AT-3, AT-4 and four AT enhancements, CP-3, IR-2

	Program management
	9
	PM-1, PM-2, PM-5, PM-7, PM-9, PM-11, PM-14, PM-15, PM-30


Of the 149 controls in the archived series crosswalk, ninety-four are treated in exactly one series book; the three added since, AT-2(3), PT-6 and PT-8, are treated in none, so the figure is ninety-four of 152. Counted instead from Appendix A, which names workbook chapters, 83 of the 152 are carried by exactly one of Books 00 to 13, 21 by two, and 48 by none of them. The contingency, supply chain, privacy and program management families each live almost entirely in one governance book, which is why this book carries them in their own chapters (06, 07, 08 and 05). Chapter 12 turns the index around and reads it as a map, volume by volume.
What the index doesn’t cover
The crosswalk says itself that it is not a gap analysis against a baseline. That can now be quantified. Of the 287 controls and enhancements in NIST’s Moderate baseline, the crosswalk indexes 122. Of the 322 FedRAMP lists for Class C, it indexes 123.25 The remaining Moderate controls include three kinds:
· Policy and procedure controls. The “-1” control of each of the eighteen security families (AC-1, AU-1 and so on) is in the Moderate baseline. The series indexes only one of them, SR-1.
· Families the series doesn’t build. Physical and environmental protection (18 Moderate controls) and maintenance (9) have no crosswalk rows. In a cloud boundary much of PE is inherited from the provider; on premises it is the agency’s.
· Enhancements the books don’t cite by number. Seventy-four Moderate-baseline enhancements, most of them in AC, CM and IA, have no row of their own; where a book treats them at all, it is under the base control.
None of this is a defect in the index. It is the reason the index can’t stand in for the system security plan. The plan has to address every control the system’s baseline selects, and the crosswalk only says where the workbook can help with some of them.
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The crosswalk also carried a column of FedRAMP 20x indicator labels: theme codes such as KSI-IAM and KSI-MLA, and a label, KSI-022, for the training controls. Those labels predate the 2026 rules. FedRAMP now publishes 46 Key Security Indicators in ten themes, each with its own identifier (KSI-CED-RAT, KSI-CMT-RMV and so on) and a list of “Related SP 800-53 Controls.” FedRAMP revised many of those mappings on October 13, 2026.9 No indicator is numbered KSI-022; the training controls are cited by KSI-CED-RAT, “Reviewing All Training.”
Recomputed from FedRAMP’s page on October 21, 2026, 118 of the 149 controls the crosswalk then indexed (before AT-2(3), PT-6 and PT-8 were added) are cited by at least one indicator. By theme:
Crosswalk controls by FedRAMP 2026 indicator theme (a control cited by several themes is counted in each)
	Theme
	Crosswalk controls cited
	Indicators that cite them

	Cybersecurity Education (CED)
	7
	KSI-CED-RAT

	Change Management (CMT)
	9
	KSI-CMT-LMC, CMT-RMV, CMT-RVP, CMT-VTD

	Cloud Native Architecture (CNA)
	13
	KSI-CNA-DFP, CNA-IBP, CNA-MAT, CNA-OFA, CNA-RNT, CNA-RVP, CNA-ULN

	Identity and Access Management (IAM)
	39
	KSI-IAM-AAM, IAM-APM, IAM-ELP, IAM-JIT, IAM-SNU, IAM-SUS

	Incident Response (INR)
	3
	KSI-INR-AAR, INR-RIR, INR-RPI

	Monitoring, Logging, and Auditing (MLA)
	23
	KSI-MLA-EVC, MLA-LET, MLA-OSM, MLA-RVL

	Policy and Inventory (PIY)
	9
	KSI-PIY-GIV, PIY-RIS, PIY-RSD

	Recovery Planning (RPL)
	14
	KSI-RPL-ABO, RPL-ARP, RPL-RRO, RPL-TRC

	Supply Chain Risk (SCR)
	15
	KSI-SCR-MIT, SCR-MON

	Service Configuration (SVC)
	25
	KSI-SVC-ACM, SVC-ASM, SVC-EIS, SVC-PRR, SVC-SIN, SVC-VCM, SVC-VRI


Several of the crosswalk’s theme assignments don’t survive the check. AC-4 and AC-17 are cited by identity indicators, not network-architecture ones. CA-3 is cited by KSI-SCR-MON, not by the inventory theme. SI-2 is cited by KSI-CMT-VTD and SI-2(2) by KSI-SVC-EIS, not by the logging theme. CA-5, CA-6, the media protection controls, and every PT control and every PM control the series indexes except PM-7 are cited by no indicator at all.9 Appendix A drops the indicator column; Book 13, Appendix A maps the current indicators, but only for the governance controls.
The indicators bind providers
The indicator view is useful to an agency, but it doesn’t describe the agency’s obligations. FedRAMP 20x, in FedRAMP’s own words, works “by asking cloud service providers to demonstrate desired security capabilities,” and FedRAMP describes the indicators as giving measurable validation that control protections are working.10 The indicators are outcome statements a provider demonstrates to become and stay certified (Book 10, Chapter 03).
What FedRAMP’s rules ask of agencies is different. Agencies must complete the Authorization to Operate process for federal information systems that use certified cloud services (AGU-USE-ABU), and must make sure their governance, risk, compliance and inventory tools can produce and ingest machine-readable artifacts, including at least OSCAL JSON (AGU-AGC-GRC).11 They also review each provider’s quarterly Ongoing Certification Report against the risk tolerance in their ATO. The Collaborative Continuous Monitoring rule says MUST and the Agency Use rule says SHOULD; the workbook follows the stricter one (Book 12, Chapter 12, Book 13, Chapter 11).
So read an indicator mapping in the crosswalk as a statement about the provider’s evidence. An agency that runs its own estate the same way, with logged and monitored changes and redeployment from version control, is making a design choice and can show its assessor the same kind of evidence. It isn’t meeting a FedRAMP requirement, because none applies to it.
[bookmark: _Toc00001089]The product inventory questionnaire
The crosswalk starts from controls. The questionnaire starts from the estate. It exists because a compliance plan executed without full visibility into the agency’s deployed tooling can’t select a coordination approach, or claim an inherited control, without first knowing what is already in place and how it is authorized.
It is organized by the workbook book each answer feeds. Each row is a product category (cloud platforms, DDI and IPAM, certificates and PKI, the HR system of record, directory and identity provider, network equipment, network access control, SD-WAN and SASE, privileged access, vulnerability assessment, patch and systems management, cloud posture, SIEM, XDR, SOAR, backup, SBOM tooling, GRC and OSCAL tooling, the workflow platform and its connectors, and so on) with example products. For each, the agency fills four working columns:
The questionnaire’s working columns
	Column
	What to record

	In use?
	Yes, no, or planned

	Product and offering
	The specific offering, not the vendor: a government edition and a commercial edition of the same product are different answers

	FedRAMP status
	The Marketplace status, certification class and FedRAMP ID, read on the day you fill the row

	Surface
	Cloud platform, network equipment, operating system, or across several of them


A fifth column, Feeds, is pre-filled. It names the workbook book, and the chapter where one fits, that uses the answer, and the controls in Appendix A the product is most likely to evidence, which is how the questionnaire hands off to the crosswalk.
The FedRAMP status column is the one that goes stale fastest. The Marketplace publishes its data as a dataset that records, for each listing, its status, certification class and impact level. On November 9, 2026 the impact-level field read “Unknown” for every listing, so the class is the field to record, with the impact level taken from the provider’s package.12 On October 21, 2026 it held 781 listings, and the statuses included “FedRAMP Certified,” “Initial Implementation,” “FedRAMP In Process,” “Agency Authorization In Process” and “Legacy FedRAMP Ready.”12 The last of those exists because FedRAMP stopped accepting FedRAMP Ready submissions after July 28, 2026.13 A status recorded in the spring may not be the status in the fall; record the date you read it.
The scope rule and its dispositions
The questionnaire asks the agency to name the security categorization of the system a dependency serves, and then to give every in-boundary dependency a disposition against it. Its dispositions, with two corrections:
Questionnaire dispositions, as corrected for this chapter
	Situation
	Disposition

	Certified at a class that matches the system’s categorization (Class C for a Moderate system)
	In scope. Record the FedRAMP ID

	Certified only at a higher class (Class D, no Class C offering)
	Usable. The questionnaire flagged this case for review; under M-24-15, agencies must presume a FedRAMP package adequate for an authorization “at or below” its impact level, and FedRAMP’s notice on the designations says agencies may use a certification package at any security category they deem appropriate under the Risk Management Framework.64 Record it; the higher class is not a defect

	Certified at a lower class than the system’s categorization
	Flag it. The authorizing official decides whether the certification package supports this use; record the decision, or find an offering certified at the matching class

	In an implementation or in-process status, not yet certified
	Flag it. Record the status and its date; plan as though certification may not arrive on time

	A cloud service the agency has determined is outside FedRAMP’s scope
	Record the scope determination and who made it. The service is still assessed in the agency’s own authorization

	On-premises equipment or software, not a cloud service
	Not a FedRAMP item. FedRAMP’s scope is cloud computing products and services that handle federal information for an agency.14 The equipment is assessed inside the agency’s own authorization, with its own evidence; Appendix B lists the instruments the series uses

	A cloud service that isn’t FedRAMP certified
	Flag it. Agencies must promote the use of certified services when the use is within FedRAMP’s scope, and some uses are outside it.14 The program’s design is to treat an uncertified in-boundary dependency as a decision for the authorizing official: find a certified or government edition, replace it, or document why the use is out of scope

	A category with no product at all
	Flag it as a gap


Everything flagged rolls up into the questionnaire’s flags-and-gaps list, which becomes the procurement and boundary-decision agenda.
Two rules of the instrument are worth keeping as program design. First, a published questionnaire ships empty. A pre-filled block answers the questions before the reader starts, and the reader’s own estate is the point; an agency’s filled-in edition stays with the agency. Second, a preference for products the agency already licenses is earned, not automatic: an incumbent suite is the default candidate for a role only where it genuinely reaches every surface the role covers, across providers, operating systems and network equipment. Where it reaches only its own vendor’s surfaces, the better cross-vendor option at the boundary’s level wins. Product names in the questionnaire are examples of a category, never recommendations, and Chapter 04 explains why every product claim in it carries a date.
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The inventory questionnaire comes first, its flags and gaps go to a decision agenda, the crosswalk points each control to its treatment, and the plan and package close the loop until the next review.
The order matters, and it is the program’s design:
1. Inventory first. Fill the questionnaire against the estate as it is. Verify each status on the Marketplace that day. Flag what fails the scope rule.
1. Decide the flags. The flags-and-gaps list goes to whoever owns boundary and procurement decisions (Chapter 10). A flag that nobody decides is a finding waiting to be written.
1. Look up the controls. For each control the system’s baseline selects, the crosswalk names the books that treat it. Use the row to find the mechanism and the evidence the book names; don’t copy the row into the plan as if it were an implementation statement.
1. Write what the index can’t. Every Moderate control with no crosswalk row still needs an implementation statement in the system security plan. Where a certified provider’s package covers it, the agency reuses that package under the presumption of adequacy and records its own decision; the provider’s indicators and quarterly reports become part of the agency’s continuous-monitoring input (Chapter 11).
1. Repeat. Product statuses, FedRAMP mappings and the index itself all change. The next review starts again at step 1.
For an assessor, the crosswalk answers “where does your program treat SC-20?” in one lookup. It doesn’t answer “is SC-20 closed?” That question has a different answer, and the next chapter sets the rule for it.
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[bookmark: _Toc00001092]Chapter 04 — Closure: A Control Closes Only With Its Proof
A control isn’t closed because someone planned it, bought it or ticked a box. It is closed when the mechanism that supports it is running and the record shows it working.
[bookmark: _Toc00001093]In this chapter
What “closed” means in this book, as two tests: the mechanism that supports the control exists, and its proof is recorded. Why the program states some closures as necessity claims, and why those claims are about mechanism classes, never products. The rule that no closure counts without its proof, the rule that a vendor roadmap is not a commitment, and the rule that every operation travels the authorized path, each stated plainly and linked to the Book 13 chapters that carry them in full. Then the federal controls these rules help an agency show, a sample mapping of Zero Trust implementation evidence to SP 800-53 control families with the caveats an assessor will raise, and where the rules stop.
[bookmark: _Toc00001094]What “closed” has to mean
Chapter 03 ended on a question the crosswalk can’t answer: is a control closed? A compliance program that can’t answer it precisely ends up answering it loosely. A control gets called closed when the product that would close it has been purchased, when a vendor has announced the feature, when a change ticket has been marked complete, or when a document describes how it will work. None of those is the control operating.
Federal assessment asks something harder. SP 800-53 has the assessor determine “the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome.”1 Weaknesses found that way go into a plan of action and milestones that documents the planned remediation, and that plan is updated from assessments, audits and continuous monitoring.1 An authorizing official reading a plan of action needs to know which items are genuinely done. A program that closes items without proof makes that impossible.
The program’s answer is two tests, applied in order. Both are program design.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b14-compliance/png/ch04-when-a-control-closes.png]
A control counts as closed only when it passes two tests: the mechanism that supports it exists, and its proof is recorded.
1. The mechanism exists. The mechanism that supports the control is deployed and operating in the estate. A purchase order, a pilot that ended, or a feature on a roadmap fails this test. So does a mechanism that exists but can’t reach the part of the estate the control covers.
1. Its proof is recorded. The closure carries a machine-readable verification, a time and the identity of what checked it. A closure without that payload is an assertion, however honest.
A control that fails the first test is open, and it belongs in the plan of action with a milestone. A control that passes the first test but fails the second is something worse than open: it looks closed and can’t be shown to be. The rest of this chapter is the rules that keep each test honest.
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The series states some of its closures as necessity claims: for a named set of controls, a named class of mechanism is the only way to support them. The claim is stronger than a recommendation, and it is meant to be falsifiable. Every “required” in it has to pair with the control text, the protocol behavior or the physics that rules the alternatives out, never with an adjective.
The series states three such anchors. Each is the program’s own argument, not a federal requirement; the corrections below come from checking the controls it names.
The program’s three necessity anchors, with the corrections made in checking them
	Mechanism class
	Controls the program says it supports
	Why the program says there is no alternative
	Checked against the control text

	An authoritative naming and addressing plane (IPAM and DDI)
	SC-20, SC-21, SC-22; CM-8, CM-8(1); IA-9
	You can’t attest authoritative name resolution without an authoritative resolver, and you can’t inventory what you can’t enumerate. A scanner measures drift from a source of truth; it can’t create one
	SC-20 asks the system to return data origin and integrity artifacts with its authoritative answers; CM-8 asks for an inventory that accurately reflects the system and includes every component. The source also cited SC-20(1), which NIST has withdrawn and folded into SC-20. IA-9 is in no NIST baseline and FedRAMP lists no class for it, so it is a design choice, not a baseline obligation12

	An encrypted, application-aware transport overlay (SD-WAN)
	SC-8, SC-8(1) on direct internet circuits; SC-5; SI-4
	A circuit has no encryption, path intelligence or telemetry of its own. Validated TLS provides SC-8’s transmission protection for the flow that negotiates it; a network-layer overlay provides it for every flow on the circuit at once, including the DNS queries and legacy protocols TLS doesn’t reach
	SC-8(1) asks for cryptographic mechanisms and names no protocol, so TLS per flow and an overlay per circuit are both valid mechanisms. The claim is about completeness, not exclusivity, and other overlays (plain IPsec, zero-trust tunnels) also encrypt every flow. SC-5 is denial-of-service protection; treating traffic-class separation as part of it is the program’s reading1

	Distributed policy enforcement for local breakout (TIC 3.0 enforcement points)
	SC-7, SC-7(7); AC-4
	Breaking out locally removes the old central access point; an ungoverned local circuit is a boundary finding, not a modernization
	SC-7(7) asks that split tunneling be prevented unless securely provisioned with defined safeguards; AC-4 asks for information flow enforcement. Book 09, Chapter 05 carries what TIC 3.0 asks of the branch edge1


The transport argument behind the second and third rows is Book 09, Chapter 02: local breakout solves a latency problem, provides none of the protection controls by itself, and without a governed edge it loses the boundary protection the old hairpin provided. The naming argument behind the first row is Book 08. This chapter needs only the shape of the argument: a necessity claim names the mechanism, says why no other mechanism can support the control, and shows the control text that makes it so.
Mechanism, not product
“No alternate closure path” is a claim about mechanism classes, never about vendors. “Only port-based authentication supports IA-3 for unmanaged network ports” names a protocol behavior. It doesn’t name a product. Every product the series names is a deployed example of its mechanism, and for each layer there are certified alternatives that implement the same mechanism.
The program’s design follows from that: many compliant paths exist before the agency chooses, and exactly one exists after. The agency selects one implementation per layer, and once chosen it becomes the governed path. Two implementations of the same truth plane (two IPAM systems, two inventories, two identity sources) recreate the fragmented-truth problem the program exists to end (Book 13, Chapter 03). The choice is a decision with an owner (Chapter 10), not a default that drifts.
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The second test has its own rule, and Book 13, Chapter 04 states it in full. In short: a remediation task, a daily check, a plan-of-action milestone or a control test closed by a person clicking “complete”, with no machine-readable verification attached, is prose, not evidence. It asserts that work happened. It proves nothing an assessor can consume.
The rule has three requirements, all program design:
1. Every closure carries provenance. The closing update carries the verification that justified it (the probe result, the posture query, the re-test output) with a timestamp and the identity of the checking mechanism. A closure record without that payload doesn’t validate.
1. Human-only closure is an exception state, not a path. Operations need an escape hatch, so it stays possible. It is visibly flagged, counted separately and never folded into control tests, continuous-monitoring evidence or service-level figures.
1. Reports are derivations, never compilations. Continuous-monitoring roll-ups, plan-of-action aging and patch service levels are generated from the closure records by something that can be re-run and compared. A report that can’t be regenerated from closure records is an artifact of effort, not of state.
For a compliance program the consequence is direct. Manual closure doesn’t just fail to prove a single item; it poisons everything built on it. A dashboard, a service-level report or a monthly continuous-monitoring summary assembled from manually closed tasks is a compilation of assertions, every row unverified. Reporting isn’t something added after closure. It is something a well-formed closure emits. Book 13, Chapter 07 builds the evidence model on that point, and Book 12, Chapter 02 defines the record every source emits: an asset identity and a time.
Proof is a read, so it can be automated fully
Verifying a closure is a read: probe the estate, attach the result, gate the close. That matters because the program caps how far automation may write to the estate (Book 01, Chapter 11). The cap doesn’t apply to proof. Where an estate change needs a human approver, the change still happens under that approval; checking that it happened and closing the coordination record with the result needs none. Closure verification is the one place a capped deployment can run at full automation.
The program holds itself to the same rule
The series applies the rule to its own documents. Each series volume’s book has a table of controls closed that is generated from the closure record and checked for drift, because hand-maintained numbers silently go wrong (Chapter 03). Beyond that, the program’s design binds each closure claim to a named test that would disprove it, and it reports the share of claims that have one. That share is the program’s own measure of how much of its closure story is proven rather than asserted. It is expected to rise, and it is published while it is low.
What “closed” means when the evidence is continuous
The series tied this rule to FedRAMP 20x, saying a control is “closed” under the 2026 rules when its evidence is generated automatically, machine-readable, continuously updated and validated against a published indicator schema. FedRAMP doesn’t define closure that way, and its indicators bind cloud providers, not agencies (Chapter 03). What FedRAMP does say points the same direction. It tells providers that indicators “aren’t one-time requirements” and that the processes fulfilling them should continuously collect evidence, detect configuration drift, monitor control effectiveness over time and alert on deviations from baselines.3 It publishes its rules, including the indicators, as a machine-readable dataset with schemas.4 And it requires agencies to make sure their governance, risk, compliance and inventory tools can produce and ingest machine-readable artifacts, including at least OSCAL JSON.5
The program therefore adopts the series’ four properties as its own design for agency evidence: generated by the systems rather than assembled by staff, machine-readable, current on a defined cadence, and checkable by a program. They describe proof that passes the second test. They aren’t a FedRAMP definition.
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The first test fails quietly when a plan treats a vendor’s announcement as a mechanism. The series names real products on purpose, because a necessity claim has to name a real mechanism, not a category: “the cloud provider’s configuration remediation actions,” not “some posture tool.” That specificity has a cost. The market the series describes moves in weeks, not review cycles. In the program’s own drafting, a workflow-platform capability documented as not yet built shipped within weeks, and native integrations treated as missing turned out to exist already. Neither statement was wrong when it was written; both were dated, sourced and stale within a month.
Authorization status moves the same way. FedRAMP stopped accepting FedRAMP Ready submissions after July 28, 2026, and on October 21, 2026 its Marketplace data listed 53 offerings as “Legacy FedRAMP Ready.”67 A status read from the Marketplace in the spring can be wrong by the fall without anyone having made a mistake.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b14-compliance/png/ch04-dated-vendor-claims.png]
Every vendor claim carries the date it was verified; before a plan or acquisition rests on it, it is confirmed again, and a changed claim goes back to the plan as an open item.
The rule, stated once for every book in the series, is program design:
1. Every vendor capability claim is dated, not permanent. A document’s date code marks when its vendor claims were last verified. It never asserts that they are still current.
1. Confirm before you commit. Before a claim becomes the basis of a project plan, a procurement action or an acquisition decision, confirm the current state directly with the vendor and, for authorization status, on the FedRAMP Marketplace. Don’t assume it from the series’ snapshot.
1. Gaps move both ways. A closed gap can reopen and an open gap can close between two drafting sessions. Treat every “not yet built” and every “ships natively” as equally perishable.
Two federal hooks make the rule practical rather than a slogan. SA-4 asks an agency to put security and privacy functional requirements, assurance requirements and acceptance criteria in the acquisition contract, so a capability the plan depends on can be written into the contract rather than left in a roadmap slide. SA-4 is in all three NIST baselines and in FedRAMP Classes B, C and D.12 And the plan of action is where a roadmap item belongs until it ships: an open weakness with a milestone, not a closed control with a footnote. Chapter 07 carries the supplier side of the same discipline.
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Proof governs the end of an operation. The program’s lifecycle rule governs the whole of it: every move, add, change, deletion and reset in the estate travels the same five clauses, and an operation that skips one is unauthorized by construction. It originates with the source of truth, carries an authorization that resolves from the authority model, executes under least privilege elevated just in time, closes with provenance, and emits verified evidence automatically. Book 13, Chapter 04 states the five clauses and their provenance record in full, and Book 00, Chapter 04 states the rule as the program’s second principle. This book doesn’t restate them; it adds the compliance reading.
For compliance work, the source of truth that originates an operation is the control baseline and its plan of action. A remediation task with no baseline gap behind it has nothing to close against, and a closure with no originating gap can’t be counted toward any control. Clause 3 is AC-6 in practice: SP 800-53 asks that only the access necessary to the assigned task be allowed, and a time-boxed, scoped elevation recorded in the closure is how the program shows it.1 Book 04, Chapter 08 builds the elevation pattern.
A source of truth for every object class
Clause 1 needs a source of truth for every kind of object a closure can touch, including non-human ones, where most estates have never designated one. Book 13, Chapter 04 gives the registry for people, contractors, devices, declared infrastructure, compliance work and migration work. The series extends it to object classes that compliance closures touch often. These rows are program design:
Further sources of truth the compliance closures depend on
	Object class
	Source of truth
	Projections (never truth)

	Network names, addresses and segments
	The IPAM and DDI system
	Zone dumps, spreadsheets, scanner output

	Assets and components (CM-8)
	The authoritative inventory, keyed on the naming plane’s join key
	The workflow platform’s configuration database (a reconciled projection), per-stack consoles

	Service accounts, workload identities, app registrations
	A non-human identity registry recording purpose, scope, expiry and owner
	Directory service principals, key vault entries

	AI systems
	The agency’s AI use case inventory, with a joiner, mover and leaver lifecycle
	Deployment manifests, model endpoints

	Applications
	The application portfolio registry
	App registrations, service-catalog entries

	Certificates
	The CLM platform’s inventory, reconciled with the PKI’s issuance records (Book 07, Chapter 08)
	Local certificate stores, binding configurations

	Organizational structure and physical location
	The governed organization and location attributes
	Directory OU trees, site topology


The AI row isn’t only design. OMB requires agencies to keep their annual AI use case inventory updated, and makes maintaining it a responsibility of the agency’s Chief AI Officer.8 Using that inventory as the source of truth for AI systems’ lifecycle reuses an obligation the agency already has.
Two rules make the registry work. Every non-human item anchors to a human owner who can be resolved in the HR source of truth. If the chain doesn’t end in a person, the item is orphaned: clause 2 can’t find an approver for it, so no operation against it can be authorized and nothing can attest it. And non-human objects get a lifecycle too. Provisioning is a joiner, re-scoping or re-owning is a mover, decommissioning is a leaver, and reset (rotating credentials, secrets and keys) is the high-risk verb, because rotation is where standing privilege hides. An estate item with no record in its source of truth, or with an owner who can no longer be resolved, is an orphan finding, the most valuable output a discovery scan can produce.
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The rules are the program’s design, not federal requirements. They are built to make the following controls easy to show. Statements are summarized from SP 800-53 Rev. 5, release 5.2.0; baselines are NIST SP 800-53B and FedRAMP’s 2026 Rev5 control reference, cited separately.192

Controls the closure rules are built to evidence
	Control
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026 classes
	Where the rules support it

	CA-2 Control Assessments
	Assess whether controls are implemented correctly, operating as intended and producing the desired outcome
	Low, Moderate, High
	B, C, D
	The two closure tests; the proof attached to every closure is what an assessor reads

	CA-5 Plan of Action and Milestones
	Document planned remediation of weaknesses; update it from assessments, audits and continuous monitoring
	Low, Moderate, High
	none listed on the page
	Every control failing the first test, and every roadmap item, is a plan-of-action entry with a milestone

	CA-7 Continuous Monitoring
	A system-level strategy with metrics, frequencies, ongoing assessment, correlation, response and status reporting
	Low, Moderate, High
	B, C, D
	Closure records stream into monitoring; reports are derived from them

	CM-8 System Component Inventory
	An inventory that accurately reflects the system and includes every component
	Low, Moderate, High
	B, C, D
	The authoritative inventory as the source of truth for assets; consoles and the configuration database as projections

	AC-6 Least Privilege
	Allow only the access necessary for assigned tasks
	Moderate, High
	C, D
	Clause 3: just-in-time, scoped elevation recorded in the closure

	SA-4 Acquisition Process
	Put security and privacy requirements, assurance requirements and acceptance criteria in acquisition contracts
	Low, Moderate, High
	B, C, D
	A capability the plan depends on goes into the contract, not a roadmap

	PM-4 Plan of Action and Milestones Process
	An organization-level process that keeps plans of action developed, maintained and reported, and reviews them for consistency
	none (organization level)
	none
	Plan-of-action aging derived from closure records, not compiled



The CA-5 row repeats the anomaly Chapter 03 noted: FedRAMP’s 2026 reference page shows no class line for CA-5. Keep a plan of action anyway. It is in every NIST baseline, and it is where every rule in this chapter sends an unfinished closure.
[bookmark: _Toc00001100]Zero Trust evidence, by control family
A Zero Trust assessment reports by pillar: identity, devices, networks, data, infrastructure, security operations. An authorization package is organized by SP 800-53 control. The two don’t line up one to one, and a package that pretends they do invites the wrong conclusion in both directions: that a passed Zero Trust test settles a control, or that a control with no Zero Trust test has no evidence. NIST’s own Zero Trust practice guide, SP 1800-35, maps Zero Trust principles and technologies to commonly used security standards and guidelines rather than treating Zero Trust as a control set of its own,10 and SP 800-53 Rev. 5 has no Zero Trust control or family (Book 11, Appendix A).
The table below is a sample of how the program carries Zero Trust implementation evidence into a package, family by family. Each row names the family’s intent in a phrase, the Zero Trust implementation that supports part of it, the evidence that implementation produces, and the caveat an assessor will raise. It is program design, a starting point for an agency’s own mapping, not a crosswalk to adopt as written. The control-level list of what a Zero Trust program supports is Book 11, Appendix A; this book’s Appendix A gives each control’s baselines and the chapter that carries it.

Sample Zero Trust evidence mapping to SP 800-53 families, with assessor caveats (program design)
	Family
	Control intent, in short
	Zero Trust implementation that supports part of it
	Implementation evidence
	Assessor caveat

	Access Control (AC)
	Accounts managed, access enforced as authorized, least privilege, information flow and remote access controlled (AC-2, AC-3, AC-6, AC-4, AC-17)
	Conditional Access policy set, PIM eligible assignments, emergency access design, consent governance (Book 04)
	Policy and role-setting exports with their enforcing state; the exclusion register; PIM activation records; emergency access alert and drill records (Book 12, Appendix B)
	The exports cover the Entra tenant. Least privilege also covers Azure RBAC, on-premises directories, databases and applications, which need their own evidence; a standing emergency access assignment is a documented exception, not a gap

	Identification and Authentication (IA)
	Users, devices and authenticators identified and authenticated; multifactor for privileged and non-privileged accounts (IA-2, IA-2(1), IA-2(2), IA-5)
	Phishing-resistant authentication strength for administrators, authentication methods policy, device identity (Book 04, Book 07)
	Authentication strength and methods policy exports; sign-in records showing the method used; registration coverage
	A policy shows what is required, not who is covered; registration coverage and the sign-in sample show it. Systems that don’t authenticate through Entra ID need their own evidence

	Audit and Accountability (AU)
	Events selected for logging, records generated, reviewed and retained (AU-2, AU-6, AU-11, AU-12)
	Diagnostic settings for every plane, the evidence contract, detections with synthetic tests (Book 12)
	Diagnostic-setting and retention exports; the synthetic event found in the workspace; alert and review records
	A log that exists isn’t a log that is reviewed. AU-2’s event selection and AU-11’s retention period are the agency’s own parameters, set in the system security plan

	Configuration Management (CM)
	Baselines and settings, change control, component inventory (CM-2, CM-3, CM-6, CM-8)
	Device compliance and configuration baselines, SCuBA tenant baselines, configuration drift rules (Book 05, Book 13)
	Compliance and configuration policy exports; ScubaGear and Zero Trust Assessment results; device inventory with ownership and encryption state
	A baseline result is evidence for the settings it tests, at the time it ran. Settings outside the tool’s scope, and the change record behind each difference, are still needed

	System and Communications Protection (SC)
	Boundaries and flows, transmission protection, cryptographic keys, information at rest (SC-7, SC-8, SC-12, SC-28)
	Compliant network and private access, encryption at rest on managed devices, sensitivity labels with encryption (Book 09, Book 12, Chapter 09)
	Traffic and access logs; device encryption state; label and protection policy exports with a labeled sample
	Device encryption covers devices, not every store of the information; SC-28 is scoped to the information the agency specifies, and SC-12 needs the key management evidence beside it

	System and Information Integrity (SI)
	Monitoring for attacks and unauthorized use, malicious code protection, flaw remediation (SI-4, SI-3, SI-2)
	Defender for Endpoint onboarding and prevention, detection rules, vulnerability and patch pipelines (Book 12)
	Sensor onboarding and health coverage; alert history; detection test records; remediation records
	Coverage is measured against the inventory, not the console’s own device list; an asset the console doesn’t know is invisible to both

	Incident Response (IR)
	Incident handling, monitoring and reporting, a tested plan (IR-4, IR-5, IR-6, IR-8)
	Response playbooks, automatic attack disruption decisions, incident queue (Book 12, Chapter 11)
	Incident records with actions, approvers and times; exercise records
	Tooling isn’t the plan; IR-8 is assessed on the plan document, its review and its distribution

	Assessment, Authorization and Monitoring (CA)
	Control assessments, plans of action, continuous monitoring (CA-2, CA-5, CA-7)
	The Zero Trust assessment itself, run on a cadence with a normalized result register (Book 11, Chapter 10)
	Tool output with each result’s disposition; the closure chain per finding; plan-of-action entries
	A tool’s pass is an input to the assessor, not a determination; a skipped or unlicensed test is a disposition, not a failure



Assessor caveats that apply to every row
· The assessor determines, the mapping doesn’t. SP 800-53A has the assessor reach each determination by examining, interviewing and testing; the evidence above is what the assessor examines and what a test produces, not the determination itself.11 
· One capability, several controls; one control, several capabilities. Conditional Access supports parts of AC-3, AC-17 and IA-2 at once, and AC-6 needs evidence from more systems than Entra ID. A row is not an implementation statement; the system security plan writes one per control.
· Organization-defined parameters come first. Many controls ask the organization to define a frequency, a set of events or a time period. Evidence is read against those parameters, so they belong in the plan before the evidence is collected.
· Shared responsibility. For a cloud service, part of a control is the provider’s, evidenced in its FedRAMP package, and part is the agency’s configuration, evidenced here (Book 10).
· Evidence has a date. Configuration exports, assessment output and coverage figures are true at the time they were taken; Chapter 11 sets how fresh each must be.
· The Zero Trust pillars aren’t families. CISA’s maturity model has five pillars and three cross-cutting capabilities;12 a family can draw on several pillars, and a pillar’s evidence can serve several families. Report both views; don’t fold one into the other.
[bookmark: _Toc00001101]Honest limits
· Proof is only as good as the probe. A closure that carries a payload from a weak check proves little. Checks are reviewed like any other rule (Book 13, Chapter 05).
· A necessity claim can be wrong. It is written to be falsifiable, so test it. If an alternative mechanism also supports the control, the claim narrows; the SC-8 row above already has.
· Dated claims still need someone to re-date them. The vendor rule works only if a named owner re-verifies before each decision (Chapter 10).
· The authorizing official still decides. Closure with proof makes residual risk visible. It doesn’t accept it; only the authorizing official does (Book 13, Chapter 09).
[bookmark: _Toc00001102]Key takeaways
· A control is closed when the mechanism that supports it exists in the estate and its proof is recorded. Otherwise it is open, or attested only.
· Necessity claims name mechanism classes and show the control text behind them. Products are examples.
· No closure counts without its proof, and reports are derived from closure records, never compiled.
· A vendor roadmap is not a commitment. Date every claim and confirm it before a plan or contract rests on it.
· Every operation travels the authorized path, starting from a source of truth that names an owner.
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1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0 (planning note of August 27, 2025), https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control statements read from the OSCAL catalog (version 5.2.0, last modified May 11, 2026), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json, and identifiers and titles checked against the CSRC Cybersecurity and Privacy Reference Tool export for SP_800_53_5_2_0 (accessed Oct 21, 2026). Controls cited: AC-2, AC-3, AC-4, AC-6, AC-17, AU-2, AU-6, AU-11, AU-12, CA-2, CA-5, CA-7, CM-2, CM-3, CM-6, CM-8, CM-8(1), IA-2, IA-2(1), IA-2(2), IA-5, IA-9, IR-4, IR-5, IR-6, IR-8, PM-4, SA-4, SC-5, SC-7, SC-7(7), SC-8, SC-8(1), SC-12, SC-20, SC-20(1) (withdrawn, incorporated into SC-20), SC-21, SC-22, SC-28, SI-2, SI-3, SI-4 (the family-mapping controls read Nov 11, 2026).
1. FedRAMP, “Full Rev5 Control Reference,” FedRAMP Consolidated Rules for 2026, family pages for AC, CA, CM, IA, PM, SA, SC and SI (“FedRAMP Rev5 Baselines” per control; IA-09, CA-05 and PM-04 show no class line), https://www.fedramp.gov/2026/reference/controls/ (accessed Oct 21, 2026).
1. FedRAMP, “Key Security Indicators,” Cloud Service Providers, FedRAMP 20x Certification Rules, FedRAMP Consolidated Rules for 2026, section “Encouraging Improvement,” https://www.fedramp.gov/2026/providers/20x/key-security-indicators/ (accessed Oct 21, 2026).
1. FedRAMP, FedRAMP Consolidated Rules for 2026, machine-readable rules repository (fedramp-consolidated-rules.json, the canonical rules dataset, with schemas), https://github.com/FedRAMP/rules (accessed Oct 21, 2026).
1. FedRAMP, “Agency Use of FedRAMP Certified Cloud Services,” FedRAMP Consolidated Rules for 2026, rule AGU-AGC-GRC, https://www.fedramp.gov/2026/reference/agency-use/ (accessed Oct 21, 2026).
1. FedRAMP, “Important Dates for the Consolidated Rules for 2026” (July 28, 2026: FedRAMP Ready goes legacy), https://www.fedramp.gov/2026/timeline/ (accessed Oct 21, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, dataset last changed October 21, 2026 (status field; 53 listings “Legacy FedRAMP Ready” of 781) (accessed Oct 21, 2026).
1. Office of Management and Budget, M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust, April 3, 2025, introduction (“updating their annual AI use case inventory”) and the Chief AI Officer responsibilities, item E (“maintain the agency’s AI Use Case Inventory”), https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53B, Control Baselines for Information Systems and Organizations, release 5.2.0, https://csrc.nist.gov/pubs/sp/800/53/b/upd1/final; baseline membership read from the OSCAL Low, Moderate and High baseline profiles, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 1800-35, Implementing a Zero Trust Architecture: High-Level Document, June 2025 (the guide includes mappings “of ZTA principles and technologies to commonly used security standards and guidelines”), https://csrc.nist.gov/pubs/sp/1800/35/final (accessed Nov 11, 2026).
1. National Institute of Standards and Technology, SP 800-53A Rev. 5, Assessing Security and Privacy Controls in Information Systems and Organizations, January 2022, §2.4.2 (assessment methods: examine, interview and test) and §3.3 (each determination produces a finding of satisfied or other than satisfied), https://doi.org/10.6028/NIST.SP.800-53Ar5 (accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5 (pillars) and §5.6 (cross-cutting capabilities), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Nov 11, 2026).
[bookmark: _Toc00001104]Chapter 05 — Program Management Controls
No product closes a program management control. Each one closes when a named official signs an artifact the agency wrote, and when the agency can show it still follows what it signed.
[bookmark: _Toc00001105]In this chapter
Why the Program Management family is organization-level, outside the NIST security baselines and absent from every FedRAMP class, so no cloud provider’s certification supplies it. What each of the thirteen PM controls the program depends on asks for, the artifact that answers it and the evidence an assessor can check. Which parts of the program’s templates are federal requirements and which are the program’s own design, and the corrections this chapter makes to the program’s earlier PM material.
Most of this book is about controls that a system carries: a configuration, a log, a backup. The Program Management family is different. NIST SP 800-53B, which sets the Low, Moderate and High control baselines, marks the whole family “deployed organization-wide,” “not associated with security control baselines” and “independent of any system impact level,” and says the controls “are implemented at the organization level and are not directed at individual information systems.”1 FedRAMP’s 2026 control reference, which lists the FedRAMP class for every control that has one, lists none for any of the 37 PM controls and enhancements.2
Two consequences follow. A cloud service’s FedRAMP certification never satisfies a PM control for the agency, because FedRAMP doesn’t ask the provider for one. And no system’s authorization package can close the family by itself, because the family describes the organization the systems belong to. OMB Circular A-130 puts the obligation on the agency directly: it must “develop and maintain an information security program plan” that “documents the program management controls and common controls in place or planned.”3
Earlier program material framed these controls as artifacts that “FedRAMP 20x Authorization requires.” That framing is corrected here. The requirement comes from FISMA, OMB Circular A-130 and SP 800-53, and it binds the agency whether or not it uses a single cloud service. What the earlier material got right is the point it made about mechanism: none of these controls closes through infrastructure. No resolver, overlay or enforcement point can write an organization’s risk tolerance or appoint its senior official. A PM control closes when the artifact exists, a named official has approved it, and the agency can show it is still being followed (Chapter 04).
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The program management controls form the organization-level layer that every system’s controls inherit and report into.
[bookmark: _Toc00001106]The controls at a glance
The table lists the thirteen PM controls this chapter covers, in the order the sections below take them. The control statements are paraphrased from SP 800-53 Rev. 5, release 5.2.0.4 None of them is in a NIST security baseline, though PM-4, PM-6, PM-7, PM-9, PM-10, PM-11, PM-14 and PM-31 are in the privacy baseline that applies to systems (Chapter 08), and none is in a FedRAMP class; every one is the agency’s.12

	Control
	Title
	What it asks, in short
	The artifact
	What an assessor can check

	PM-1
	Information Security Program Plan
	An organization-wide plan describing the program’s requirements, PM and common controls, roles and coordination, approved by a senior official accountable for the risk; reviewed at a set frequency; protected
	The security program plan
	Current approved version, approver, review record, access restrictions

	PM-2
	Information Security Program Leadership Role
	Appoint a senior agency information security officer with the mission and resources to run the program
	The appointment and the role matrix
	Signed appointment; roles named against activities

	PM-4
	Plan of Action and Milestones Process
	A process that keeps program and system POA&Ms developed, maintained and reported, and reviews them against the risk strategy
	The POA&M process description
	Process document, review records, consistency reviews

	PM-5
	System Inventory
	An inventory of organizational systems, updated at a set frequency
	The system inventory
	Inventory with dates; agreement with authorization records

	PM-6
	Measures of Performance
	Develop, monitor and report security and privacy measures of performance
	The measures and their reports
	Defined measures, reported results over time

	PM-7
	Enterprise Architecture
	An enterprise architecture that considers security, privacy and the resulting risk
	Architecture artifacts and review gates
	Gate records showing security review at each stage

	PM-9
	Risk Management Strategy
	A strategy for security risk and privacy risk, implemented consistently and reviewed at a set frequency
	The risk management strategy and risk tolerance statement
	Approved strategy; POA&M and acceptance decisions that cite it

	PM-10
	Authorization Process
	Manage systems’ security and privacy state through authorization; designate the roles; integrate authorization into organization-wide risk management
	The authorization process
	Role designations; decision documents; process tied to the strategy

	PM-11
	Mission and Business Process Definition
	Define mission and business processes with security and privacy in mind; determine the protection needs that arise; review them at a set frequency
	The mission and business process register
	Register with protection needs; review dates

	PM-14
	Testing, Training, and Monitoring
	A process that keeps testing, training and monitoring plans developed, maintained and executed, and reviews them against the risk strategy
	The testing, training and monitoring plan
	Schedule, execution records, review records

	PM-15
	Security and Privacy Groups and Associations
	Contact with security and privacy groups and associations, for training, current practice and information sharing
	The contact registry
	Registry with review dates; records of participation

	PM-30
	Supply Chain Risk Management Strategy
	An organization-wide strategy for supply chain risk across the system life cycle, implemented consistently and reviewed at a set frequency
	The supply chain risk management strategy
	Approved strategy; supplier assessments that follow it

	PM-31
	Continuous Monitoring Strategy
	An organization-wide continuous monitoring strategy with metrics, monitoring and assessment frequencies, correlation, response and status reporting
	The continuous monitoring strategy
	Approved strategy; metrics reported at its frequencies



Two enhancements belong with these. PM-5(1) asks for an inventory of every system, application and project that processes personally identifiable information, and PM-30(1) asks the organization to identify, prioritize and assess suppliers of critical or mission-essential technologies, products and services.4 Chapter 08 carries the first and Chapter 07 the second.
[bookmark: _Toc00001107]The information security program plan (PM-1)
PM-1 asks for one plan for the whole organization. It must give “an overview of the requirements for the security program,” describe the PM and common controls in place or planned, assign roles and responsibilities, reflect coordination among the organizational entities responsible for security, and be “approved by a senior official with responsibility and accountability for the risk being incurred.” The organization reviews and updates it at a frequency and after events it defines, and protects it “from unauthorized disclosure and modification.”4 OMB’s definition matches: a formal document that gives an overview of the organization-wide security requirements and describes the PM and common controls.3 FedRAMP’s control reference adds no guidance or parameter values for PM-1.2
The plan is the document every other control is read against. A system security plan says which common controls a system inherits; the program plan says who provides them and how they’re kept current. Without it there is no authoritative statement of what the program is trying to achieve, so an assessor has nothing to measure a system’s tailoring decisions against.
The program’s template for the plan has six sections. The structure is the program’s design; the content each section asks for comes from PM-1 and A-130.
	Section
	What it holds

	1. Purpose and scope
	The organization the plan covers; the systems in scope by reference to the system inventory (PM-5); the effective date, review cycle, owner (the senior agency information security officer) and approver

	2. Authorities
	The laws, policies and standards the program implements (below)

	3. Objectives
	The program’s risk-based objectives, in the agency’s own words and tied to its mission

	4. Roles and responsibilities
	The role matrix (PM-2, PM-10) and the coordination arrangements among the CIO’s office, privacy, acquisition and mission owners

	5. Program management and common controls
	Each PM control and each common control, its provider and the artifact that implements it; this chapter’s table is the starting point

	6. Resources
	The staff, tools, training and assessment funding the program needs; PM-3 asks that security and privacy resources be included in capital planning and investment requests4


The authorities section of the earlier template needed three corrections. FISMA is the Federal Information Security Modernization Act of 2014, codified at 44 U.S.C. chapter 35, subchapter II, beginning at §3551.5 The cloud authority is now the FedRAMP Consolidated Rules for 2026 under OMB M-24-15, not a “FedRAMP 20x Authorization Framework”; Book 10, Chapter 03 sets out what changed. And CISA’s BOD 26-04 is not an SBOM directive. It is Prioritizing Security Updates Based on Risk, issued June 10, 2026, which revokes BOD 19-02 and BOD 22-01 and sets vulnerability remediation, KEV reporting and asset-tagging actions in three phases, the last due within 180 days of issuance, which is December 7, 2026.6 FedRAMP’s Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules, which bind cloud providers, become mandatory the same day (Book 12, Chapter 06). Software bills of materials, vulnerability disclosure reports and exploitability statements belong to the supply chain strategy, covered below and in Chapter 07.
The objectives section needed one correction. The earlier template set an objective to “achieve and sustain KSI scores meeting the FedRAMP 20x Authorize threshold across all 10 KSI themes.” FedRAMP’s Key Security Indicators bind cloud service providers, not agencies; an agency’s obligation is to review each provider’s quarterly Ongoing Certification Report (Book 12, Chapter 12, Book 13, Chapter 11). The program restates the objective as maintaining each system’s authorization through continuous monitoring and reviewing every consumed provider’s reports.
[bookmark: _Toc00001108]The senior official and the authorization process (PM-2, PM-10)
PM-2 is one sentence: appoint “a senior agency information security officer with the mission and resources to coordinate, develop, implement, and maintain an organization-wide information security program.”4 The statute behind it is FISMA, which requires the agency head to delegate to the CIO the authority to ensure compliance, including “designating a senior agency information security officer.”5 OMB Circular A-130 says the same from the CIO’s side: agencies shall “ensure that the CIO designates a senior agency information security officer.”3
PM-10 asks the organization to manage its systems’ security and privacy state through authorization processes, to “designate individuals to fulfill specific roles and responsibilities within the organizational risk management process,” and to integrate authorization into an organization-wide risk management program.4 SP 800-37 Rev. 2 makes role assignment the first task of the Risk Management Framework (Task P-1), with the head of agency, the CIO and the senior agency official for privacy primarily responsible.7
Two of those roles are reserved to government staff. SP 800-37 calls the authorizing official “an inherent U.S. Government function” that “is assigned to government personnel only,” and says the same of the senior agency information security officer, which organizations may also call the chief information security officer.7 The authorizing official “is the only organizational official who can accept the security and privacy risk,” and the one activity the official can’t delegate to a designated representative is the authorization decision itself.7 The earlier template’s note that the system security officer “may be a contractor with documented oversight” is the program’s design position; SP 800-37 doesn’t reserve that role. Its note that the assessor “must be FedRAMP-recognized” is corrected: a FedRAMP-recognized assessor is how a cloud provider is certified, while an agency selects the assessors for its own systems under CA-2, with CA-2(1) asking for independent assessors at the Moderate and High baselines.4
The role matrix below is the program’s template. It names roles against activities; the PM-2 and PM-10 evidence is the same matrix with a named person in every cell that carries an R or an A, and the signed appointment of the senior agency information security officer.

	Activity
	Authorizing official
	Senior agency information security officer
	System security officer
	DevSecOps lead
	SOC lead
	Privacy officer
	System owner
	Assessor

	Authorization decision
	A
	R
	C
	I
	I
	C
	R
	C

	Annual assessment
	A
	C
	C
	C
	C
	C
	C
	R

	POA&M management
	C
	C
	R
	C
	C
	I
	A
	—

	Incident response
	C
	A
	C
	C
	R
	C
	C
	—

	Vulnerability remediation reporting (BOD 26-04)
	I
	A
	R
	R
	R
	I
	—
	—

	Review of providers’ Ongoing Certification Reports
	I
	A
	R
	C
	C
	I
	—
	—

	Privacy impact assessment
	I
	C
	C
	C
	I
	R
	—
	—

	Security training
	I
	A
	R
	C
	C
	I
	—
	—



R = responsible, A = accountable, C = consulted, I = informed, a dash = no part in the activity. The system owner keeps the POA&M and decides how findings are fixed, and the authorizing official approves it and accepts what can’t be fixed in time (Chapter 10); in incident response the SOC lead handles the incident and the senior agency information security officer makes the major incident determination (Book 12, Chapter 10). Book 13, Chapter 09 sets out the governance roles around these, and Chapter 10 of this book sets out who owns compliance as a whole.
[bookmark: _Toc00001109]The risk management strategy (PM-9)
PM-9 asks for “a comprehensive strategy” to manage security risk from operating the organization’s systems and privacy risk to individuals from the authorized processing of personally identifiable information, implemented consistently and reviewed at a frequency the organization sets.4 SP 800-37 makes it Task P-2: establish a risk management strategy “that includes a determination of risk tolerance,” with the head of agency primarily responsible.7
The strategy is what every later risk decision cites. When the authorizing official accepts a residual risk, when a POA&M sets a due date, when a supply chain finding is accepted rather than fixed, the record should point to the part of the strategy that allowed it. A strategy nobody cites is not being implemented “consistently across the organization,” which is what PM-9(b) asks.
SP 800-39, the NIST guide the earlier material built on, describes risk management as four components (frame, assess, respond and monitor) applied at three tiers: the organization, the mission and business process, and the information system.8 The earlier template mapped the tiers to the components (“Tier 2: risk assessment”; “Tier 3: risk response”). That is corrected: every tier frames, assesses, responds to and monitors risk, at its own level. SP 800-39 also lists five risk responses, not four: accepting, avoiding, mitigating, sharing and transferring.8
The center of the strategy is the risk tolerance statement, signed by the head of agency; the senior accountable official for risk management signs only where the agency delegates it (SP 800-37 Task P-2, Appendix G), with the authorizing official and the senior agency information security officer consulted (Chapter 10). The program’s template expresses tolerance per category; the values are an example of the form, which each agency sets for itself.
	Risk category
	Example tolerance
	Rationale to record

	Availability of mission-essential functions
	Low
	Set from the business impact analysis (Chapter 06)

	Confidentiality of personally identifiable information
	Very low
	Statutory obligations and public trust (Chapter 08)

	Confidentiality of internal information
	Moderate
	Business operations

	Integrity of payment and case records
	Low
	Accuracy and audit trail

	Supply chain
	Low
	The supply chain strategy (PM-30)


Appendix G gives a fill-in outline for the strategy and the tolerance statement, and leaves every value to the agency.
The program’s starting register in Book 00, Appendix A rates likelihood from Low to High and impact from Low to Critical, and says an agency can re-rate on whatever scale its risk assessment uses. For an agency register that scores numerically, the program’s design is to score each risk as likelihood times impact, each on a 1-to-5 scale, and set a response window by score: document and monitor at 1–4, a POA&M within 90 days at 5–9, within 30 days at 10–15, and escalation to the authorizing official with a POA&M within 15 days at 16–25. Those thresholds are the program’s design, not federal requirements. Where a federal timeline applies, it governs: a vulnerability in CISA’s Known Exploited Vulnerabilities catalog carries the remediation timeline BOD 26-04 sets, whatever the register’s score.6
[bookmark: _Toc00001110]The plan of action and milestones process (PM-4)
PM-4 is the organization-level process behind every system’s plan of action and milestones. It asks for a process that keeps the POA&Ms for the security, privacy and supply chain risk management programs and their systems “developed and maintained,” documenting remedial actions and “reported in accordance with established reporting requirements,” and it asks the organization to review them “for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.”4 FISMA requires every agency program to include “a process for planning, implementing, evaluating, and documenting remedial action.”5 OMB requires agencies to use POA&Ms “to record and manage the mitigation and remediation of identified weaknesses and deficiencies, not associated with accepted risks,” and to make them available to OMB, DHS, inspectors general and GAO on request.3 FedRAMP lists PM-4 in no class.2
The system-level POA&M is CA-5; PM-4 is what makes a hundred of them comparable. The process document says where POA&Ms live, which fields every item carries, who reviews them and how often, and how the review checks each item against the risk strategy. Book 13, Chapter 12 explains how an accepted risk leaves the open weaknesses on the POA&M and stays in the program’s gap register, which is the distinction OMB’s wording draws. The OSCAL export still carries the acceptance as a deviation-approved record, not as an open weakness (Chapter 11). The evidence for PM-4 is the process document plus dated records of the consistency reviews it promises.
[bookmark: _Toc00001111]The system inventory (PM-5)
PM-5 asks the organization to “develop and update” an inventory of organizational systems at a frequency it defines.4 OMB requires agencies to maintain an inventory of their major information systems, information holdings and dissemination products, and a separate inventory of the systems that process personally identifiable information.3 SP 800-37 Task P-18 has each system registered with the organization’s program or management offices.7
The earlier material conflated two inventories, and this chapter separates them. PM-5 is the list of systems: each authorization boundary, with its owner, impact level, authorizing official and authorization status. The list of components inside a boundary is CM-8, a system-level control in all three NIST baselines.4 An assessor reads PM-5 first, to find out which systems exist, and then each system’s CM-8 inventory, to find out what’s in it. The two must agree: every component belongs to a system on the PM-5 list, and every system on the list has a component inventory.
The program builds both from the same sources, in three layers. This is the program’s design.
· Infrastructure. A scheduled Azure Resource Graph query exports every resource in the subscriptions assigned to each boundary, tagged with the system’s identifier from the PM-5 list.
· Software. The build pipeline produces a software bill of materials for each deployed artifact (Chapter 07). A monthly reconciliation compares the software inventory with the infrastructure inventory, and an unexplained difference that lasts 30 days becomes a POA&M item.
· Identity. The directory is the authoritative account inventory for each boundary; Book 02 and Book 12, Chapter 03 cover how it is kept and monitored.
The infrastructure layer is a Resource Graph query of the Resources table, which Microsoft documents with the same project and order by operators used here.9 FedRAMP’s KSI-PIY-GIV, which asks providers to generate inventories automatically from authoritative sources, maps to CM-8, not to PM-5.10
[bookmark: _Toc00001112]Illustrative code
The query below is illustrative and hasn’t been tested against a production tenant. Check the tag names and subscription scope against your own environment, and run it with read-only permissions.
// Component inventory (CM-8) for one authorization boundary,
// tagged with the system identifier from the PM-5 system inventory
Resources
| where subscriptionId in ("<subscription-id-1>", "<subscription-id-2>")
| extend systemId = tostring(tags["fmp-system-id"])
| project
    resourceId = id,
    resourceType = type,
    resourceName = name,
    location,
    resourceGroup,
    systemId,
    tags
| order by resourceType asc, resourceName asc
A component whose systemId is empty, or names a system that isn’t on the PM-5 list, is the first thing the reconciliation flags.
[bookmark: _Toc00001113]Mission and business processes and the enterprise architecture (PM-11, PM-7)
PM-11 asks the organization to define its mission and business processes “with consideration for information security and privacy and the resulting risk,” to determine the information protection and PII processing needs those processes create, and to review the processes at a set frequency.4 SP 800-37 Task P-8 identifies the missions, business functions and processes each system supports.7
The PM-11 artifact is a register of mission and business processes, each with the systems it depends on, the impact of losing it and the protection needs that follow. The program’s template carries the recovery values from the business impact analysis, so the register and the contingency plans agree. The rows below show the form with illustrative values; the real values come from each agency’s analysis (Chapter 06), not from this table.

	Mission or business process
	System dependency
	Impact if unavailable
	RTO (example)
	RPO (example)

	Payment disbursement
	<system>
	Direct harm to the public
	4 hours
	1 hour

	Eligibility or case determination
	<system>
	Service delay
	24 hours
	4 hours

	Online public account services
	<system>
	Service degradation
	8 hours
	2 hours

	Contact center
	<system>
	Public service impact
	4 hours
	1 hour



PM-7 asks for an enterprise architecture developed and maintained “with consideration for information security, privacy, and the resulting risk.”4 OMB requires agencies to develop an enterprise architecture and to “incorporate Federal information security and privacy requirements into the agency’s enterprise architecture.”3 Circular A-130 also says what the architecture contains: agencies “shall develop an enterprise architecture (EA) that describes the baseline architecture, target architecture, and a transition plan to get to the target architecture,” aligned to the agency’s information resources management strategic plan.11 For the estate the workbook covers, the program’s assessment, target estate and phase plan are that baseline, target and transition plan (Book 00, Appendix C). SP 800-37 Task P-16 places each system within it.7
The program implements PM-7 as review gates in the system life cycle. A system passes five gates, and at each one the record shows the security and privacy review that happened. The gates are the program’s design.
1. Concept. Security categorization, a privacy threshold analysis, the proposed boundary and data flows.
1. Design. Control selection and tailoring, a threat model, supply chain requirements written into the acquisition.
1. Build. Security testing in the pipeline, the software bill of materials, configuration baselines.
1. Deploy. The authorization decision, or for a system that uses a consumed cloud service, the authorization of the agency’s system that uses it, before production.
1. Operate. Continuous monitoring, the annual assessment, POA&M management and the next review of the architecture.
An application modernized inside a system passes four application gates of its own (disposition, design review, pull request and release), which run inside these five; Book 18, Chapter 07 maps one set onto the other.
FedRAMP’s KSI-PIY-RSD, which asks providers to review how well they build security and privacy into the software life cycle, lists PM-7 among its related controls.10 For a provider, that indicator is the evidence. For an agency, the gate records are.
[bookmark: _Toc00001114]Measures of performance and the continuous monitoring strategy (PM-6, PM-31)
PM-6 is one sentence: “develop, monitor, and report on the results of information security and privacy measures of performance.”4 PM-31 asks for the organization-wide continuous monitoring strategy: organization-wide metrics, monitoring and assessment frequencies, ongoing monitoring, correlation and analysis, response actions, and reporting of the security and privacy status of organizational systems to defined roles at a defined frequency.4 SP 800-37 Task P-7 makes the strategy a Prepare-step task, owned by the senior accountable official for risk management.7 FedRAMP lists PM-31 in no class, like the rest of the family.2
The two controls fit together. PM-31’s metrics are the measures PM-6 reports, and a measure that isn’t in the strategy is a number with no frequency, owner or response behind it. Book 12, Chapter 12 defines the program’s metric set and the pipeline that produces it; Book 13, Chapter 12 explains why the organization-wide metrics have to stay comparable across programs. This chapter doesn’t repeat them.
The earlier material mapped each monitoring dimension to a FedRAMP Key Security Indicator theme, and two of the mappings were wrong: it put endpoint threats under the Policy and Inventory theme, which covers inventories and program reviews, not endpoints. The program no longer uses indicator themes to label the agency’s own monitoring, because the indicators bind providers. The dimensions themselves stand as the program’s design:
	Dimension
	Cadence (program design)
	Where it is built

	Identity anomalies
	Real time
	Book 12, Chapter 03

	Network anomalies
	Real time
	Book 12, Chapter 05

	Endpoint threats
	Real time
	Book 05, Chapter 10

	Vulnerability posture
	Daily
	Book 12, Chapter 06

	Software inventory drift
	Every build
	Chapter 07

	Log completeness
	Hourly
	Book 12, Chapter 12


[bookmark: _Toc00001115]Testing, training and monitoring (PM-14)
PM-14 asks for a process that keeps the organization’s plans for security and privacy testing, training and monitoring “developed and maintained” and executed, and that reviews those plans for consistency with the risk strategy.4 It doesn’t ask for any particular test. It asks that the plans exist, that they run, and that someone checks them against the strategy.
FISMA sets the floor for testing: periodic testing and evaluation of the effectiveness of security policies, procedures and practices “with a frequency depending on risk, but no less than annually.”5 There’s no three-year rule (Book 13). The program’s schedule, which is its design except where a row cites a requirement, is:
	Activity
	Frequency
	Responsible
	Evidence

	Control assessment by an independent assessor
	At least annually, as FISMA sets the floor5
	Assessor, selected by the authorizing official
	Assessment report

	Penetration test
	Annually (program design); CA-8 is in the NIST High baseline only4
	Assessor
	Test report

	Incident response tabletop
	Twice a year
	System security officer, SOC lead
	After-action report

	Automated control monitoring
	Continuous
	DevSecOps, SOC
	Monitoring dashboard and exported results

	Vulnerability scanning
	Continuous
	SOC
	Scanner output (Book 12, Chapter 06)

	Software composition scan
	Every merge
	DevSecOps
	Pipeline logs (Chapter 07)

	Contingency plan test
	Annually, at the exercise level SP 800-34 recommends for the system’s impact level
	Contingency planning coordinator
	Test plan, results and after-action report (Chapter 06)

	Configuration baseline review
	Quarterly
	DevSecOps
	Baseline comparison


The training plan covers role-based security awareness for all users, program procedures for the security team, incident response for the response team, supply chain awareness for developers and acquisition staff, and privacy for everyone with access to personally identifiable information. Chapter 09 covers the AT controls and their evidence; Book 16, People: Training & Education, carries training in depth. The monitoring plan is the continuous monitoring strategy above.
[bookmark: _Toc00001116]Security contacts (PM-15)
PM-15 asks the organization to “establish and institutionalize contact with selected groups and associations within the security and privacy communities” for three purposes: ongoing education and training, staying current with recommended practices and technologies, and sharing current threat, vulnerability and incident information.4 The artifact is a contact registry, kept by the senior agency information security officer and reviewed on a cadence the program sets (quarterly, in its design).
The earlier registry needed corrections. It listed email addresses for CISA’s incident reporting and KEV teams; federal agencies report incidents to CISA through the CISA Incident Reporting Form, within one hour of the incident being identified by the agency’s top-level computer security incident response team, security operations center or IT department.12 It listed the MS-ISAC as a federal threat-sharing membership; the MS-ISAC describes itself as the cybersecurity partner for “U.S. State, Local, Tribal, and Territorial (SLTT) government organizations,” and moved to a member-funded model in 2025.13 A federal agency’s primary government channel is CISA. The registry the program keeps has four groups:
	Group
	Examples
	Why the agency keeps the contact

	Government
	CISA (incident reporting, the Known Exploited Vulnerabilities catalog, directives), the FedRAMP program office, the agency’s inspector general
	Mandatory reporting, directive compliance, audit coordination, changes to consumed cloud services’ certifications

	Vendor advisories
	Each major vendor’s security response center and advisory feed, starting with those whose products are in the system inventory
	Vulnerability and exploitability information for the software inventory

	Vulnerability data
	NIST’s National Vulnerability Database
	Vulnerability records for the software inventory

	Professional and industry groups
	Cloud, audit and federal IT associations the agency chooses
	Education, practice and peer exchange


The evidence is the registry with its review dates, and a record that the contacts are used: subscriptions current, briefings attended, information received and acted on.
[bookmark: _Toc00001117]The supply chain risk management strategy (PM-30)
PM-30 asks for “an organization-wide strategy for managing supply chain risks associated with the development, acquisition, maintenance, and disposal of systems, system components, and system services,” implemented consistently and reviewed at a set frequency.4 OMB requires agencies to “develop supply chain risk management plans as described in NIST SP 800-161.”3 The current edition is SP 800-161 Rev. 1, Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations, published May 2022 and updated November 1, 2024.14
The strategy is the organizational commitment that turns a software-composition pipeline into a governed program. The pipeline produces bills of materials, vulnerability reports and exploitability statements; the strategy says who owns supply chain risk, how suppliers are assessed, what contracts require and how findings feed the risk register. Chapter 07 covers the pipeline, the formats and the supplier terms. This chapter covers only the strategy’s governance shape, which is the program’s design:
	Role
	Responsibility in the program’s charter

	CIO
	Approves the charter

	Senior agency information security officer
	Executive sponsor; owns the strategy and its annual review

	Supply chain risk lead
	Runs the program day to day; keeps the supplier assessments current and the supply chain entries in the risk register (Chapter 10)

	DevSecOps lead
	Owns the software-composition pipeline

	Acquisition security liaison
	Writes supply chain requirements into solicitations and contracts (SR-2, SR-3 and SR-5, Chapter 07)

	Supplier risk analyst
	Assesses suppliers (SR-6) and critical suppliers (PM-30(1))

	Legal and contracts
	Reviews contract clauses and foreign ownership questions


Assessments run annually for every critical supplier, at each new acquisition, when a component in the software inventory is added to the KEV catalog or named in a vendor advisory, and when the bill of materials shows a new dependency. The approved, dated and versioned charter is the PM-30 artifact.
Three of the earlier material’s claims about this strategy are corrected. The bill of materials, vulnerability report and exploitability statement are not “BOD 26-04 tiers”; BOD 26-04 is about remediating vulnerabilities by risk.6 The strategy doesn’t “seed” FedRAMP’s Supply Chain Risk indicators; those bind providers, and neither of them lists PM-30 among its related controls.10 And the charter’s “pre-deadline BOD 26-04 submission” row is dropped, because the directive sets no submission of that kind.
[bookmark: _Toc00001118]What is requirement and what is design
	Statement
	Status
	Basis

	The PM family is organization-level, outside the NIST security baselines (eight of the thirteen, PM-4, PM-6, PM-7, PM-9, PM-10, PM-11, PM-14 and PM-31, are in the privacy baseline)
	NIST guidance
	SP 800-53B Table 3-131

	No PM control is in a FedRAMP class
	Fact of the 2026 control reference
	FedRAMP Full Rev5 Control Reference, PM family2

	Agencies keep a security program plan, designate a senior agency information security officer, use POA&Ms, keep a system inventory and an enterprise architecture, and plan supply chain risk management
	Requirement
	FISMA; OMB Circular A-13053

	The authorizing official and senior agency information security officer roles are reserved to government personnel; risk acceptance can’t be delegated
	NIST guidance
	SP 800-37 Rev. 2, Appendix D7

	Security testing at least annually
	Requirement
	44 U.S.C. §3554(b)(5)5

	Federal incident reports to CISA within one hour
	Requirement
	CISA federal incident notification guidelines12

	The six-section program plan template and the role matrix
	Program design
	—

	The risk scoring matrix and its 90/30/15-day response windows
	Program design
	—

	The three-layer inventory build and the 30-day reconciliation rule
	Program design
	—

	The five life-cycle gates for enterprise architecture
	Program design
	—

	The testing schedule’s frequencies, except the annual floor
	Program design
	—

	The supply chain charter’s roles and assessment triggers
	Program design
	—
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[bookmark: _Toc00001120]Chapter 06 — Contingency Planning and Business Continuity
A failover that works is a capability. A plan that an official approved, that the people in it have rehearsed, and that changed after the last test is what the contingency planning controls ask for.
[bookmark: _Toc00001121]In this chapter
What each Contingency Planning control asks, at which NIST baseline and FedRAMP class. The SP 800-34 planning process, the business impact analysis that sets recovery objectives, and the contingency plan section by section, with the difference between a plan and a runbook. How alternate storage, backups, alternate processing and alternate telecommunications actually work in the cloud services the program uses, with corrections to several earlier claims about them. How the plan is tested and staff trained, and what an assessor can check for each control.
The other books in this workbook build infrastructure meant to survive failure. Book 08 builds name resolution and address management as a governed service, Book 09 puts two transport paths under an SD-WAN overlay, Book 06 consolidates databases onto standalone instances and availability groups, Book 02 keeps two emergency access accounts for when normal administrator sign-in fails, and Book 12 keeps tamper-protected copies of logs. Each of those capabilities comes with procedures, and the procedures work. An assessor reviewing all of them would find a resilient estate and an open CP-2 finding.
The reason is that CP-2 asks for a plan, not a capability. The control asks for a contingency plan for the system that identifies essential functions and their contingency requirements, sets “recovery objectives, restoration priorities, and metrics,” names roles and “assigned individuals with contact information,” addresses keeping essential functions going during a disruption and eventually restoring the system “without deterioration of the controls originally planned and implemented,” and is “reviewed and approved” by defined roles. The plan is distributed, coordinated with incident handling, reviewed, updated after changes and tests, and protected.1 FISMA requires every agency security program to include “plans and procedures to ensure continuity of operations for information systems,”2 and OMB requires agencies to develop and test contingency plans and to provide for “the recovery and reconstitution of information systems to a known state.”3
A runbook that walks a database administrator through an availability group failover is a recovery procedure. The SD-WAN configuration that moves traffic to a second circuit when the first degrades is a resilience capability. Neither says who decides that a contingency exists, who is told and in what order, which systems come back first, or when the organization is back to normal. The plan says those things, and it uses the runbooks as its appendices.
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The SP 800-34 planning process: a policy and a business impact analysis come before strategies and the plan, and testing feeds maintenance back into the plan.
[bookmark: _Toc00001122]What the family asks, and at which baseline
The table lists the CP controls and enhancements the program implements, with NIST SP 800-53B baseline membership and FedRAMP 2026 class membership as two separate facts.14 CP-5 was withdrawn and folded into CP-2.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026
	What it asks, in short

	CP-1
	Policy and Procedures
	L M H
	B C D
	A contingency planning policy and procedures, a designated official to manage them, and review at set frequencies

	CP-2
	Contingency Plan
	L M H
	B C D
	The plan, approved, distributed, coordinated with incident handling, reviewed, updated and protected

	CP-2(1)
	Coordinate with Related Plans
	M H
	C D
	Develop the plan with the owners of related plans

	CP-2(3)
	Resume Mission and Business Functions
	M H
	C D
	Plan to resume all or essential functions within a set time of activation

	CP-2(8)
	Identify Critical Assets
	M H
	C D
	Identify the critical assets that support those functions

	CP-3
	Contingency Training
	L M H
	B C D
	Role-based training within a set time of assuming a role, when the system changes, and at a set frequency

	CP-4
	Contingency Plan Testing
	L M H
	B C D
	Test the plan at a set frequency with defined tests, review the results and correct

	CP-4(1)
	Coordinate with Related Plans
	M H
	C D
	Coordinate testing with the owners of related plans

	CP-4(2)
	Alternate Processing Site
	H
	D
	Test at the alternate processing site

	CP-6
	Alternate Storage Site
	M H
	C D
	An alternate storage site with agreements for storing and retrieving backups, and equivalent controls

	CP-6(1)
	Separation from Primary Site
	M H
	C D
	Far enough from the primary to reduce exposure to the same threats

	CP-6(3)
	Accessibility
	M H
	C D
	Identify access problems in an area-wide disaster and how to mitigate them

	CP-7
	Alternate Processing Site
	M H
	C D
	An alternate processing site with agreements to resume operations within a set time, the equipment to do so, and equivalent controls

	CP-7(1), (2), (3)
	Separation; Accessibility; Priority of Service
	M H
	C D
	Separation, access planning and priority-of-service terms for the processing site

	CP-8
	Telecommunications Services
	M H
	C D
	Alternate telecommunications services, with agreements, to resume operations within a set time

	CP-8(1), (2)
	Priority of Service Provisions; Single Points of Failure
	M H
	C D
	Priority terms with both providers, Telecommunications Service Priority where it applies, and no shared single point of failure

	CP-9
	System Backup
	L M H
	B C D
	Back up user-level and system-level information and system documentation at set frequencies, and protect the backups

	CP-9(1)
	Testing for Reliability and Integrity
	M H
	C D
	Test backups at a set frequency

	CP-9(8)
	Cryptographic Protection
	M H
	C D
	Encrypt backups against disclosure and modification

	CP-10
	System Recovery and Reconstitution
	L M H
	B C D
	Recover and reconstitute to a known state within a time consistent with the recovery objectives

	CP-10(2)
	Transaction Recovery
	M H
	C D
	Transaction recovery for transaction-based systems



Three corrections follow from the table. The earlier material treated CP-1 as out of scope because it is an agency-level policy; CP-1 is in all three NIST baselines and every FedRAMP class, and the control lets the organization set the policy at the organization, mission or system level, so the plan cites it rather than omitting it.1 The alternate storage, processing and telecommunications controls (CP-6, CP-7 and CP-8) are not in the Low baseline or FedRAMP Class B; they begin at Moderate. And several enhancements the earlier material relied on are High-only: testing at the alternate processing site (CP-4(2)), sampling restores during plan tests (CP-9(2)) and transferring backups to the alternate storage site at a set rate (CP-9(5)) are in the NIST High baseline and FedRAMP Class D, not Moderate.14
FedRAMP’s 2026 reference assigns parameter values to only two CP controls, CP-2(3) and CP-10(4), and both defer the time period to “service provider and organization Service Level Agreements.” It sets no test type or frequency for CP-4 and no backup frequency for CP-9.4 Those values are the agency’s to set, in the plan, and SP 800-34 is where the agency’s choices should come from.
[bookmark: _Toc00001123]The planning process
NIST SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems (May 2010, updated November 11, 2010), is still the current edition.5 It defines a seven-step process “that an organization may apply to develop and maintain a viable contingency planning program”: develop the contingency planning policy, conduct the business impact analysis, identify preventive controls, create contingency strategies, develop the information system contingency plan, ensure plan testing, training and exercises, and ensure plan maintenance.6
The guide also places the system contingency plan among related plans: the business continuity plan, the continuity of operations plan, the crisis communications plan, the cyber incident response plan, the disaster recovery plan and the occupant emergency plan, among others.6 OMB lists the same family of plans as related to system contingency plans.3 CP-2(1) and CP-4(1) are the controls that make the system plan coordinate with them, which in practice means the plan names the continuity of operations coordinator and the incident response plan owner, and they take part in its tests.
[bookmark: _Toc00001124]The business impact analysis
The business impact analysis comes before the plan, and its critical inputs aren’t technical. A database administrator can say how long a failover takes. Only the mission owner can say how long the organization can work without the system. SP 800-34 describes three steps: determine the mission and business processes and their recovery criticality, identify the resources they require, and identify recovery priorities for the system’s resources.6 Its definitions anchor the numbers the plan uses:
· Maximum tolerable downtime (MTD) “represents the total amount of time the system owner/authorizing official is willing to accept for a mission/business process outage or disruption and includes all impact considerations.”6
· Recovery time objective (RTO) “defines the maximum amount of time that a system resource can remain unavailable before there is an unacceptable impact on other system resources, supported mission/business processes, and the MTD.” The RTO “must normally be shorter than the MTD.”6
· Recovery point objective (RPO) “represents the point in time, prior to a disruption or system outage, to which mission/business process data can be recovered.” It is about tolerable data loss and, unlike the RTO, “is not considered as part of MTD.”6
Two more points from the guide matter for federal systems. When it isn’t feasible to meet the RTO and the MTD can’t move, SP 800-34 says a plan of action and milestones “should be initiated to document the situation and plan for its mitigation.” And a system that supports continuity of operations mission essential functions “must be able to meet the function’s MTD of 12 hours or less” under Federal Continuity Directive 1, as the guide states it.6
The earlier material added a fourth value, work recovery time: the time after technical restoration to check data integrity, reconcile transactions and clear backlogs, with RTO plus work recovery time kept below the MTD. SP 800-34 doesn’t use the term. It makes the same point in its own words, that reprocessing time “must be added to the RTO to stay within the time limit established by the MTD.”6 The program keeps work recovery time as a column in its template, as its own design.
The program runs the analysis in five steps. The steps are its design, built on SP 800-34’s three.
1. Scope from the inventory. Every system on the system inventory (Chapter 05) is a candidate. A system that isn’t on the inventory isn’t in any contingency plan, which is one more reason to keep the inventory current.
1. Interview three people per system. The mission owner sets the MTD. The system owner says whether the RTO is technically achievable. One or two heavy users describe the reconciliation they do after an outage, which sets the work recovery time. Questions for mission owners: if this system went down now, when would you have to escalate? When would the outage affect external commitments or statutory obligations? Are there windows (end-of-day processing, batch jobs, reporting deadlines) when an outage is worse? What manual workarounds exist, and how long can staff sustain them?
1. Turn the RPO into a number of records. Pull peak transaction rates from monitoring for the last 90 days and calculate how many records accumulate in one RPO window at peak. For a contact center with a 15-minute RPO, that number is the call records the agency accepts losing if the failure comes at the worst time.
1. Map dependencies. A dependency with a longer RTO than the system that depends on it is a constraint: the dependent system can’t come back first, whatever its own RTO says. Resolve each one by changing an RTO or removing the hard dependency.
1. Compile and sign. The table goes to each mission owner and the system security officer for signature.
The values below show the form with illustrative numbers; each agency’s come from its own analysis.

	System
	MTD
	RTO
	RPO
	Work recovery time
	Primary dependencies

	Contact center (telephony platform)
	4 hours (business hours)
	2 hours
	15 minutes (call records)
	30 minutes
	Name resolution, identity provider, WAN

	Case management database
	8 hours
	4 hours
	5 minutes
	60 minutes
	Database replica, name resolution, directory

	Collaboration platform
	24 hours
	8 hours
	60 minutes
	2 hours
	Identity provider, storage

	Name resolution and addressing
	2 hours
	1 hour
	Not applicable (resolution is stateless; zone data isn’t)
	15 minutes
	Network, zone replication

	SD-WAN control plane
	30 minutes
	15 minutes (automatic path selection)
	Not applicable
	5 minutes
	Internet circuits

	Identity provider (cloud service)
	4 hours
	Provider-managed
	Provider-managed
	15 minutes (emergency access check)
	Internet connectivity

	Audit logging platform
	12 hours
	6 hours
	60 minutes
	30 minutes
	Storage, network

	Deployment artifact store
	48 hours
	24 hours
	24 hours
	4 hours
	Storage, name resolution



[bookmark: _Toc00001125]The MTD is the mission owner’s decision
Each mission owner reviews and signs the row for their system before the analysis goes into the plan. If the owner thinks the MTD is wrong, the technical RTO is re-evaluated to close the gap. The MTD isn’t lowered to fit a convenient technical answer. Where the gap can’t be closed, it becomes a plan of action and milestones item, as SP 800-34 describes.
[bookmark: _Toc00001126]The plan, section by section
SP 800-34 structures the information system contingency plan as five components: supporting information (an introduction and concept of operations), the activation and notification phase, the recovery phase, the reconstitution phase, and appendices.6 The program arranges those components into seven working sections. The arrangement is its design; every section maps to one of the guide’s components.
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The plan owns the beginning and the end of a contingency; the runbooks are its recovery-phase appendices.
Section 1: Introduction
The introduction states the plan’s purpose, its scope (each system from the business impact analysis, the network services they depend on, the cloud services inside the authorization boundary, and the third-party services under interconnection agreements), a plain-language system description that refers to the system security plan, the authorities (FISMA, OMB Circular A-130, SP 800-34 Rev. 1, SP 800-53 Rev. 5, the agency’s contingency planning policy under CP-1 and its continuity of operations plan), a record of changes, and the approval. The program’s design is that the system owner approves the plan, the contingency planning coordinator and the system security officer co-sign it, the authorizing official receives it with the authorization package (Chapter 10), and any change to roles, activation or recovery procedures needs re-approval. CP-2 asks only that the plan be “reviewed and approved by” roles the organization defines.1
Section 2: Concept of operations
The concept of operations describes the phases (activation, notification, recovery, validation and reconstitution) and the recovery order, which follows from the business impact analysis. Network services come first because everything depends on them; identity next because nothing else can be recovered without authentication.
	Priority
	System
	MTD
	Rationale

	1
	Name resolution and SD-WAN
	2 hours / 30 minutes
	Every other system depends on the network

	2
	Identity provider
	4 hours (emergency access available)
	Authentication comes before any application recovery

	3
	Contact center
	4 hours
	Public-facing mission obligation

	4
	Case management database
	8 hours
	Case work continuity

	5
	Audit logging platform
	12 hours
	Needed for investigation, not an operational blocker

	6
	Collaboration platform
	24 hours
	Manual alternatives exist

	7
	Deployment artifact store
	48 hours
	No live sessions depend on it


The section also records its assumptions: the alternate region is provisioned and tested at least annually; recovery staff have had their contingency training; the notification roster is reviewed quarterly; the alternate storage site holds current copies; internet connectivity at the alternate site returns within an hour if lost; and the loss of every person with recovery authority at once is the continuity of operations plan’s scenario, not this plan’s. It refers to Section 3 for contacts and keeps personal phone numbers out of the plan body, in a separately controlled roster. CP-2(h) asks for the plan to be protected from unauthorized disclosure and modification, and a roster of personal numbers is the part most worth protecting.1
Section 3: Roles and responsibilities
The contingency planning coordinator is the one person with authority to declare the plan active, direct recovery resources, brief management and declare the plan deactivated. A named alternate holds the same authority. The coordinator evaluates events against the activation thresholds, declares activation (verbally, then in writing within two hours), notifies management and external stakeholders, coordinates the recovery leads, authorizes the move from recovery to reconstitution, and runs the after-action review.
	Recovery lead
	Responsibilities

	Network
	SD-WAN path verification, name resolution failover, carrier coordination

	Database
	Availability group failover, data integrity checks, restore from backup if needed

	Identity
	Emergency access accounts, Conditional Access adjustments, directory validation

	Application
	Application tier failover to the alternate region, name resolution cutover checks

	Security and logging
	Logging continuity, the SIEM workspace in the alternate region


Each lead has a named backup. The management team (director level and above) is notified at activation, authorizes external communications and manual workarounds that affect the public or partner agencies, and receives status every two hours. A vendor directory lists the cloud provider’s support and incident channels, the SD-WAN vendor’s support, each carrier’s network operations center with circuit identifiers, and the name resolution platform vendor. External stakeholders (partner agencies with interconnection agreements, public-facing service channels, the inspector general) are listed with notification templates in an appendix.
Section 4: Activation and notification
The plan activates when any of these is confirmed: a Priority 1 or 2 outage that has lasted, or is projected to last, more than 30 minutes with no clear resolution path; a security incident that has caused or is likely to cause data destruction, encryption of production systems or loss of authentication; a facility event affecting the primary data center or cloud region; a cloud provider’s declaration of a regional outage; or direction from the continuity of operations plan. The coordinator, or the alternate, activates. Management is notified at the same time and doesn’t approve activation.
	Time after the decision
	Step

	0–15 minutes
	The coordinator declares activation and notifies all recovery leads at once through the emergency notification system, or the out-of-band roster if that system is down

	15–30 minutes
	Leads confirm and report to their stations; each checks team availability, access to procedures and access to credentials; the network lead reports first

	30–60 minutes
	The coordinator gives management an initial report: what failed, when, the impact, the projected timeline and the decisions needed now

	Every 2 hours
	Status to management: systems recovered, systems recovering, projected completion, blockers, decisions needed

	As needed
	Management authorizes external notification using the appendix templates


If any Priority 1 or 2 system won’t meet its MTD, the coordinator escalates to the CIO. If the cause is a security incident, the system security officer notifies the senior agency information security officer, and the incident response plan governs reporting to CISA, which federal agencies do within one hour of the incident being identified by the agency’s top-level incident response team, security operations center or IT department.7 CP-2(c) asks for contingency planning to be coordinated with incident handling, and this escalation path is where the two plans meet.1
Section 5: Recovery
The recovery section summarizes each component’s procedure, its acceptance criteria and its expected duration, and points to the appendix that holds the runbook. The appendices are the runbooks from the technical books: network recovery (SD-WAN path verification and name resolution failover), database recovery (availability group failover and point-in-time restore), identity recovery (emergency access and Conditional Access adjustment, and while Active Directory remains, the forest recovery runbook in Appendix H), application and cloud service recovery, logging recovery, notification templates, and the after-action report template.
	Component
	Expected duration
	Acceptance criteria

	SD-WAN path failover
	Automatic; record the observed time
	Every site passing traffic on the surviving path; no loss for 60 seconds

	Name resolution failover
	15–30 minutes
	Resolution working from every site; address leases active; address management data current

	Emergency identity access
	5 minutes
	Emergency accounts authenticate; use is logged and reviewed

	Database failover, synchronous replica
	5–15 minutes
	New primary read-write; applications connected

	Database failover, asynchronous replica
	30–60 minutes
	New primary read-write; integrity checks done; missing transactions identified and logged

	Application failover to the alternate region
	30–60 minutes
	Health checks pass; name records updated; user sessions work

	Logging validation
	30 minutes
	Events arriving; no ingestion gap longer than the RPO


Expected durations come from the last test, not from design estimates. For each Priority 1 system, the section also gives the manual workaround if recovery runs past the RTO. For the contact center: activate backup lines, brief supervisors on paper call-tracking, and post reduced capacity on the public status page. The coordinator authorizes a workaround; it runs alongside technical recovery, not instead of it.
Section 6: Reconstitution
The coordinator moves the plan to reconstitution when Priority 1 to 4 systems have met their acceptance criteria and have run in the recovery environment for an hour without incident. Lower priorities may still be recovering. Failback runs in reverse order: applications return after name resolution, network, database and identity are stable at the primary site, using failback procedures in each appendix. Before the database fails back, every transaction written at the alternate site must be present at the primary; if the primary is restored from backup rather than resynchronized, a reconciliation finds and reapplies the missing transactions. CP-10 asks for recovery to “a known state,” and CP-10(2) asks transaction-based systems to support transaction recovery.1
Each lead then confirms normal capacity on primary infrastructure, completed integrity checks with no unexplained gaps, logging resumed with no gap, every temporary measure reversed (manual tracking, emergency accounts, Conditional Access changes), and monitoring thresholds reset. SP 800-34 describes validation in the same terms: data testing to confirm the data is complete and current, and functionality testing before the system returns to use.6 The coordinator then deactivates the plan in writing, with the event timeline, and schedules an after-action review within five business days. Plan updates from the review are due within 30 days. The timelines are the program’s design.
Section 7: Maintenance
The plan is reviewed annually and after any activation, any test that finds significant gaps, any material system change (a new application, an architecture change, a new provider, a WAN topology change), any change in recovery staff or organization, and any change in law or policy. SP 800-34 recommends review “at an organization-defined frequency or whenever significant changes occur,” notes that contact lists need more frequent review, and says plans for moderate- and high-impact systems “should be reviewed more often.”6 The system security officer owns the review, each recovery lead keeps their appendix current, and mission owners revalidate their analysis values each year. The current version lives in the document management system, with a printed copy in the coordinator’s secure binder and at the alternate site, and every lead is told when a new version is published, which is what CP-2(f) asks.1
[bookmark: _Toc00001127]Alternate storage and backups (CP-6, CP-9)
CP-6 asks for an alternate storage site “including necessary agreements to permit the storage and retrieval of system backup information,” with controls equivalent to the primary site; CP-6(1) asks that it be “sufficiently separated from the primary storage site to reduce susceptibility to the same threats.”1 CP-9 asks for backups of user-level information, system-level information and system documentation at frequencies the organization sets, and for the backups’ confidentiality, integrity and availability to be protected; CP-9(1) asks for backups to be tested and CP-9(8) for them to be encrypted.1
A replica is not a backup, and the plan has to keep the two apart. A replica gives the alternate storage site an up-to-date copy. It also copies a deletion, a corruption or an encryption by ransomware as faithfully as it copies a good transaction. CP-9’s backups are the point-in-time copies that let the agency go back to before the event.
Databases
SQL Server Always On availability groups have two availability modes. Under synchronous-commit, the primary waits for the secondary to harden the log before committing, so a synchronized secondary holds every committed transaction. Under asynchronous-commit, the primary doesn’t wait, which “allows them to lag behind the primary databases, making some data loss possible,” and the only failover is a forced failover “with possible data loss.”8 An asynchronous replica in a second region is the usual alternate storage for the database tier, and its RPO is whatever log hadn’t been sent when the primary failed.
The earlier material said asynchronous replication lag is “under 60 seconds and bounded by the configurable maximum replication lag setting.” Microsoft documents no such setting for availability groups. Microsoft says the gap “is small” typically but “can become substantial if the server hosting the secondary replica is over loaded or the network is slow.”8 The plan records lag as it is measured and tests the RPO against measurements, not against a setting.
The replica also needs a backup behind it. In Azure, Azure Backup keeps vaulted backups in a Microsoft-managed subscription and tenant, isolated from production. It offers immutable vaults that stop recovery points being deleted before they expire, soft delete that keeps deleted backup data for 14 to 180 days, and multi-user authorization through a Resource Guard, so one administrator can’t disable those protections alone.9 Those are the features that make a backup survive the incident that destroyed the primary, which is what CP-9(d) asks for.
Microsoft 365 content
The earlier material said Microsoft 365 “multi-geo data residency configuration replicates content to a secondary geo location” and that confirming CP-6 meant verifying multi-geo. That is wrong. Multi-Geo is a licensed add-on for customers “who need to store data in multiple Geographies to satisfy Data Residency requirements”; it places each user’s or site’s data in a chosen geography.10 It doesn’t keep a second copy anywhere, and the United States is a single geography in its table.
Microsoft’s own resiliency is built in, and it is Microsoft’s control. Every Exchange Online mailbox database is in a database availability group “replicated to geographically separate datacenters within the same territory,” with at least three copies, one of them lagged to recover from catastrophic logical corruption. SharePoint and OneDrive write every file “simultaneously” to a primary and a secondary datacenter region, and the save fails if either write fails.11 Microsoft also says it keeps backups only of Microsoft 365 system documentation, relying on replication for customer data, and that “most data loss results from customer actions,” which is why it gives customers tools to restore deleted items themselves.11
For the agency’s plan that means three things. Microsoft’s replication is an inherited capability, documented in the provider’s authorization package, and the plan cites it rather than claiming it (Book 10, Chapter 11). The agency’s own share of CP-9 is recovering from what replication copies faithfully: a mass deletion, a malicious overwrite, an encryption by ransomware through a synced client. And it needs a point-in-time backup for that. Microsoft 365 Backup backs up SharePoint sites, OneDrive accounts and Exchange mailboxes and restores them to prior points in time, and Microsoft states it “is now available for Government Community Cloud (GCC) organizations.”12 Retention policies and third-party backup services are alternatives; whichever the agency chooses, the plan names it and the annual test restores from it.
Configuration baselines
The configuration that makes a system what it is must survive too: infrastructure as code, policy definitions, and device management policies. Infrastructure as code already lives in a replicated repository. Intune has no built-in export of its policies, but Microsoft Graph exposes them, and the Microsoft Graph PowerShell cmdlets Get-MgDeviceManagementDeviceCompliancePolicy and Get-MgDeviceManagementDeviceConfiguration read compliance and configuration policies with the DeviceManagementConfiguration.Read.All permission.13 A Microsoft 365 GCC tenant uses the worldwide Graph endpoint, https://graph.microsoft.com; a GCC High tenant uses https://graph.microsoft.us, which Connect-MgGraph -Environment USGov selects.14
The earlier script wrote its exports to “the alternate Key Vault.” Key Vault holds secrets, keys and certificates, not files. The corrected script writes to a storage account in the alternate region, using New-AzStorageContext -UseConnectedAccount (Microsoft Entra authorization) and Set-AzStorageBlobContent.15 Book 05 covers Intune policy itself.
[bookmark: _Toc00001128]Illustrative code
The scripts in this chapter are illustrative and haven’t been tested against a production tenant. Check module versions, permissions, cloud environment and endpoints against your own environment, and run them first in a test tenant with read-only permissions where the script only reads. The SD-WAN script calls a placeholder API: every SD-WAN orchestrator has its own, and the paths and field names must come from your vendor’s documentation.
# Export Intune compliance and configuration policies to storage in the
# alternate region (CP-6 / CP-9 configuration baseline). Run quarterly and
# after any policy change.
# Requires Microsoft.Graph.DeviceManagement and Az.Storage.
# GCC uses the default (worldwide) Graph environment; GCC High uses -Environment USGov.

$ExportPath = "C:\CP6\PolicyExports"
$Timestamp  = Get-Date -Format "yyyyMMdd-HHmmss"
New-Item -ItemType Directory -Path $ExportPath -Force | Out-Null

Connect-MgGraph -Scopes "DeviceManagementConfiguration.Read.All"

$Policies = @()
$Policies += Get-MgDeviceManagementDeviceCompliancePolicy -All |
    ForEach-Object { [PSCustomObject]@{ Kind = "compliance"; Policy = $_ } }
$Policies += Get-MgDeviceManagementDeviceConfiguration -All |
    ForEach-Object { [PSCustomObject]@{ Kind = "configuration"; Policy = $_ } }

foreach ($Item in $Policies) {
    $SafeName = $Item.Policy.DisplayName -replace '[^A-Za-z0-9-]', '-'
    $FilePath = Join-Path $ExportPath "$($Item.Kind)-$SafeName-$Timestamp.json"
    $Item.Policy | ConvertTo-Json -Depth 10 | Set-Content -Path $FilePath -Encoding UTF8
}

# Upload to a storage account in the alternate region, authorized with the
# signed-in account (Connect-AzAccount first; -Environment AzureUSGovernment
# for Azure Government).
$Context = New-AzStorageContext -StorageAccountName "<alternate-region-account>" -UseConnectedAccount

Get-ChildItem -Path $ExportPath -Filter "*-$Timestamp.json" | ForEach-Object {
    Set-AzStorageBlobContent -File $_.FullName `
        -Container "policy-exports" `
        -Blob "intune/$($_.Name)" `
        -Context $Context `
        -Force | Out-Null
}

Write-Output "Exported $($Policies.Count) policies to alternate-region storage."
Two limits are worth stating. These two cmdlets don’t cover every Intune policy type; settings catalog policies, for example, are read through a different Graph resource, so the export list has to be checked against what the tenant actually uses. And an export is only evidence if a restore from it has been tried, which belongs in the annual test.
Audit logs
The earlier material listed “a geo-redundant Log Analytics workspace” as the logging tier’s CP-9 evidence. Microsoft’s workspace replication is real but narrower than that suggests. It is “a paid, configurable feature” in which switching to the secondary workspace “is an action you trigger manually,” and it is supported only for workspaces in listed region groups, which name commercial Azure regions and no Azure Government region.16 Microsoft’s Sentinel continuity guidance tells customers in US government clouds to “create two workspaces, one in each of their relevant regions.”17 The plan states which arrangement the agency uses, and Book 12, Chapter 12 covers retention and tamper-protected copies of logs.
Testing the storage site
Once a year, for each data category, the system security officer:
1. Identifies the most recent backup or replica point in the alternate site.
1. Restores it into an isolated environment, never production.
1. Checks integrity: row counts, checksums on critical tables, and spot checks of representative records against a known-good baseline.
1. Records the backup’s age at the time of the test, the restore duration, the integrity results and any gaps.
1. Updates the plan with the date and results.
That record is the CP-9(1) evidence and part of the CP-4 test.
Control states and evidence for backups
The backup and export steps above, and the yearly restore test, are this chapter’s configuration procedure. Book 00, Appendix D’s conventions apply as below.
Authority: Mandated: CP-6, CP-9 and CP-9(1) where the system’s baseline selects them, with the frequencies the agency sets. Microsoft-recommended for immutable vaults, soft delete and multi-user authorization on Azure Backup (Learn, as cited above). Risk-based recommended for the quarterly Intune policy export and the yearly restore of every data category, which are the program’s design. Applies: All systems in the plan. Environment-dependent: Log Analytics workspace replication names no Azure Government region (Audit logs); the export script’s Graph and Azure environment parameters differ for GCC High.
Control states. 
	State
	This section
	Evidence

	Designed
	The business impact analysis’s RPOs and the backup design per data category
	The approved BIA and the plan’s backup section

	Configured
	Backup policies, vault settings and the policy-export schedule
	Backup policy and vault settings exports; the export script’s run log

	Enforced
	Not applicable: backups protect data and block no one. Locking a vault’s protections is a design decision recorded before it is made
	—

	Evidenced
	Testing the storage site: a restore into an isolated environment
	The restore record: backup age, restore time, integrity results, gaps

	Operated
	Backup job monitoring and the yearly test, with the plan updated after each
	Job reports; the dated test entries in the plan


How-section coverage. Prerequisites: the BIA and the alternate-region storage account. Pilot: one data category restored in a test environment before the schedule covers all. Report-only or audit phase: not applicable. Enforcement: not applicable, as above. Rollback: a backup or export job can be stopped or reverted without touching production; a restore always goes to an isolated environment first. Exclusions: data categories Microsoft’s resiliency covers as an inherited capability, recorded with the provider’s package (Microsoft 365 content). Telemetry: backup job results and alerts, and the export run log. Day-two ownership: the system security officer runs the test; the contingency planning coordinator keeps the plan current (Chapter 10).
Evidence checklist
· Configuration: backup policies and vault settings exports; the policy-export script and its schedule
· Operational: backup job reports and the dated Intune policy exports in the alternate region
· Test: the yearly restore record per data category, with expected and observed results, date and tester
· Exception: categories left to inherited provider resiliency, with the authorizing official’s acceptance
· Assessor-ready artifact: the CP-9 and CP-9(1) entries in the authorization package, pointing to the four above
[bookmark: _Toc00001129]Identity recovery during the hybrid period
Until the migration ends, the identity tier is two directories, and each recovers differently. Microsoft Entra ID is a provider service: Microsoft keeps it running, and the agency recovers its own objects and configuration in it. Active Directory is the agency’s own system, and a forest-wide failure is the agency’s to recover from backup.
Microsoft Entra ID
Sign-in during an outage. Microsoft runs a backup authentication system that issues tokens to supported applications when the primary authentication service is unavailable, for a user who used the same application on the same device within the last three days. Microsoft states that it is supported in every cloud environment except the one operated by 21Vianet, and lists Azure Government, which serves Microsoft 365 GCC High and DoD, at login.microsoftonline.us, protecting users and managed identities; Microsoft 365 GCC tenants sit in Azure Commercial, where it also protects users and managed identities.18 It extends existing sessions only: it “doesn’t support new sessions or authentications by guest users,” and it can’t evaluate group or role membership, sign-in risk or user risk in real time. Conditional Access resilience defaults are on for every policy, and disabling them on a policy reduces resilience for everyone that policy covers.19 The plan’s position is to leave them on, and to read the sign-in log filter “Token issuer type == Microsoft Entra Backup Auth” as the record of when the backup system carried sign-in.18
Fewer things that can fail. Microsoft’s resilience guidance comes down to dependencies. Phishing-resistant passwordless methods have the fewest; each method should be backed by another that doesn’t share its dependencies (voice calls and text messages share theirs); and certificate-based authentication depends on its revocation list being reachable.20 A device’s Primary Refresh Token is valid for 14 days and carries device and multifactor claims, so a joined device keeps meeting Conditional Access without a fresh multifactor prompt through a telecom or multifactor outage.21 Password hash synchronization is the simplest hybrid option, depending on Active Directory only while it synchronizes, and Microsoft recommends enabling it alongside federation or pass-through authentication as a fallback.22 For sites that must keep signing in to local applications while cut off from the cloud, Microsoft describes a relying-party token service in front of those applications that trusts Microsoft Entra ID normally and the local Active Directory during a disconnection;23 in this program that pattern can only be a bridge, because both of its local pieces are on the retirement list. Book 02 covers the authentication design these choices sit in.
Recovering the agency’s own objects. Microsoft Entra Backup and Recovery takes a backup of a workforce tenant’s supported objects once a day and keeps seven days of history; no administrator can disable, delete or change the backups. It compares a backup with the current state in a difference report and recovers all objects, a type, or listed objects: an object added since the backup is soft-deleted, a changed one reverted and a soft-deleted one restored, and Microsoft “never hard deletes customer objects as part of the recovery process.” It covers users, groups, applications, service principals, Conditional Access policies, named locations and the authentication methods policies, and it requires Microsoft Entra ID P1 or P2. It doesn’t recover hard-deleted objects, passwords, or objects synchronized from Active Directory, whose changes appear in difference reports but are excluded from recovery. Hard Deletion Protection, which blocks permanent deletion for seven days and can’t be turned off once enabled, is in preview.2425
Learn doesn’t say whether Backup and Recovery is available in government clouds. Its pages name no cloud, and the Microsoft Entra feature availability page for Azure Government has no row for it.26 Microsoft 365 GCC is paired with Microsoft Entra ID in Azure, and GCC High and DoD with Microsoft Entra ID in Azure Government,27 so for GCC High and DoD its availability is not yet specified, and for GCC the plan confirms it in the tenant before relying on it. Where it isn’t available, Microsoft’s recoverability guidance is the interim path: restore soft-deleted objects within their 30 days, and keep a documented known-good configuration (configuration snapshots or exports kept in version control) to reapply from.28
Active Directory
While domain controllers remain, a forest-wide failure stops sign-in for everything that hasn’t moved, and Microsoft’s answer is a forest recovery from backup. Appendix H is the runbook: the backups and passwords to hold, the recovery of the first writable domain controller in each domain, the resets that cut off whatever caused the failure, the redeployment, and the hybrid period’s addition, pausing Microsoft Entra Connect so the restored forest’s state isn’t carried into the cloud before it has been checked.
[bookmark: _Toc00001130]Alternate processing (CP-7)
CP-7 asks for an alternate processing site “including necessary agreements to permit the transfer and resumption” of operations within a set time, the equipment and supplies to resume there (or contracts to deliver them), and controls equivalent to the primary site’s. Its enhancements ask for separation, for planning around access problems in an area-wide disaster, and for “priority-of-service provisions” in the agreements.1 FedRAMP adds guidance only to CP-7(1): the provider “may determine what is considered a sufficient degree of separation,” and for a hostile cyber attack “the degree of separation between sites will be less relevant.”4
For a cloud workload the alternate processing site is a second region. Three things in the earlier material need correcting. First, a region pair isn’t a recovery plan; Microsoft says deploying resources to a paired region “doesn’t automatically make them more resilient, nor does it provide automatic high availability, disaster recovery capabilities, or failover,” and that Microsoft-managed failover of geo-redundant storage happens only “in catastrophic situations.”29 Second, the earlier claim that “the CSP’s FedRAMP ATO covers both regions” is something to check, not assume: the plan records that both regions are inside the boundary of the cloud service’s certification and of the agency’s own authorization (Book 10). Third, the RTO the plan records for failover comes from the last test, not from the design.
Azure Site Recovery replicates virtual machines to a secondary region, sequences multi-tier failover through recovery plans, and runs test failovers as drills that don’t affect “ongoing replication, or your production environment.”30 That makes it a direct source of CP-4 evidence: a dated test failover, the recovery point used, the elapsed time and the validation results. For the database tier, the plan records the primary, the synchronous secondary and the asynchronous secondary in the alternate region, with the last tested failover time for each.
The contact center
The earlier material described cloud contact center failover as “DNS-based health checks with automatic routing policy changes.” For Amazon Connect that is not the mechanism. Amazon’s multi-region feature, Global Resiliency (which current AWS documentation calls Connect Customer Global Resiliency), replicates an instance to a second region and links the two with a traffic distribution group, to which phone numbers are claimed; traffic is then shifted between the instances in 10% increments. It is available only in specific pairs of commercial regions (US East (N. Virginia) with US West (Oregon), Europe (Frankfurt) with Europe (London), and Asia Pacific (Tokyo) to Asia Pacific (Osaka)); access is through an AWS solutions architect or technical account manager; and AWS recommends testing the failover monthly.31 An agency whose contact center runs elsewhere, including in a government region, needs to confirm with the provider what multi-region option exists there, and record it in the plan.
Route 53 health checks still matter for the contact center’s web and chat endpoints, where DNS failover answers queries “using only the healthy resources.”32 The earlier script for checking them used the wrong cmdlet to list health checks and the wrong shape for the status output. In AWS Tools for PowerShell, Get-R53HealthCheckList lists the account’s health checks and Get-R53HealthCheckStatus -HealthCheckId returns a collection of observations.33
# Record the health checks behind the contact center's failover records
# (CP-7 evidence). Requires AWS.Tools.Route53 and read-only credentials.

Import-Module AWS.Tools.Route53

$ContactCenterChecks = Get-R53HealthCheckList | Where-Object {
    $_.HealthCheckConfig.FullyQualifiedDomainName -like "*<contact-center-domain>*"
}

foreach ($Check in $ContactCenterChecks) {
    $Observations = Get-R53HealthCheckStatus -HealthCheckId $Check.Id
    [PSCustomObject]@{
        HealthCheckId    = $Check.Id
        Fqdn             = $Check.HealthCheckConfig.FullyQualifiedDomainName
        Type             = $Check.HealthCheckConfig.Type
        FailureThreshold = $Check.HealthCheckConfig.FailureThreshold
        HealthyCheckers  = ($Observations | Where-Object { $_.StatusReport.Status -like "Success*" }).Count
        TotalCheckers    = $Observations.Count
        CheckedAt        = Get-Date -Format "o"
    }
}
The plan records the health check configuration, the failover records, and the observed time to fail over in the last test.
[bookmark: _Toc00001131]Alternate telecommunications (CP-8)
CP-8 asks for alternate telecommunications services, with agreements, so operations can resume within a set time “when the primary telecommunications capabilities are unavailable.” CP-8(1) asks for priority-of-service provisions in both the primary and alternate agreements and, where a common carrier provides the service, a request for Telecommunications Service Priority for services used for national security emergency preparedness. CP-8(2) asks that the alternate not share a single point of failure with the primary.1 Telecommunications Service Priority is an FCC program managed by CISA under which service providers must prioritize provisioning and restoration of enrolled circuits, for “organizations with national security and emergency preparedness missions.”34
The program’s position, set out in Book 09, Chapter 05, is that two circuits satisfy the “alternate services” clause on paper but resume nothing by themselves. Dual-homing that fails over on routing reconvergence is all-or-nothing, blind to brownouts (loss, latency and jitter that never drop the link), carries no per-class policy and leaves no record of path health. An SD-WAN overlay probes both paths continuously, steers traffic by class when one degrades, and records path quality, and that record becomes the CP-8 test evidence. This is the program’s design argument, and the one place in the CP family where it holds that the mechanism matters: most of the family closes on authored artifacts (a signed plan, a training record, a test report), while CP-8’s “resumption of operations” depends on how failover actually behaves. The plan documents detection thresholds and cutover times as observed in the last test, not as a datasheet states them.
The plan carries a circuit inventory:

	Circuit
	Provider
	Type
	Bandwidth
	Uptime commitment
	Role

	<primary-01>
	<carrier A>
	MPLS or dedicated
	<N> Mbps
	Per contract
	Primary

	<backup-01>
	<carrier B>
	Broadband internet
	<N> / <N> Mbps
	Per contract
	Alternate, overlay-steered

	<oob-01>
	<carrier C>
	Cellular
	<N> Mbps
	Best effort
	Out-of-band management only



It also records the failover detection threshold, the observed cutover time from the last test, the priority restoration terms with each carrier (and Telecommunications Service Priority enrollment where it applies), and evidence that the two circuits don’t share a building entry, conduit or exchange. The script below shows the shape of the path-quality evidence; the API is a placeholder.
# Record per-site path quality from the SD-WAN orchestrator (CP-8 evidence).
# PLACEHOLDER API: replace the base URL, paths and field names with your
# vendor's documented API. Store the token in a secret store, not in code.

$OrchestratorUrl = "https://<sdwan-orchestrator>/<api-base>"
$Headers = @{ Authorization = "Bearer $env:SDWAN_API_TOKEN" }

$Sites = Invoke-RestMethod -Uri "$OrchestratorUrl/<sites-path>" -Headers $Headers -Method Get

foreach ($Site in $Sites) {
    $Paths = Invoke-RestMethod -Uri "$OrchestratorUrl/<sites-path>/$($Site.id)/<path-quality-path>" `
        -Headers $Headers -Method Get
    foreach ($Path in $Paths) {
        [PSCustomObject]@{
            Site        = $Site.name
            Path        = $Path.name
            Underlay    = $Path.underlayType
            State       = $Path.state
            LossPercent = $Path.lossPercent
            LatencyMs   = $Path.latencyMs
            JitterMs    = $Path.jitterMs
            Active      = $Path.isActive
            CollectedAt = Get-Date -Format "o"
        }
    }
}
[bookmark: _Toc00001132]Testing and training (CP-4, CP-3)
CP-4 asks the organization to test the plan at a frequency it sets, “using the following tests to determine the effectiveness of the plan and the readiness to execute the plan,” then review the results and correct what needs correcting.1 FedRAMP sets neither the frequency nor the test type.4 SP 800-34 gives the recommendation the earlier material lacked, by impact level:6
· For low-impact systems, “a tabletop exercise at an organization-defined frequency is sufficient.”
· For moderate-impact systems, “a functional exercise at an organization-defined frequency should be conducted,” including all plan points of contact and “an element of system recovery from backup media.”
· For high-impact systems, “a full-scale functional exercise” that includes “a system failover to the alternate location” and a full recovery and reconstitution to a known state.
The earlier material said tabletop exercises are “generally accepted as the minimum” at Moderate. That is corrected: for a Moderate system the SP 800-34 recommendation is a functional exercise with a restore from backup, and the program follows it. The program’s cycle, as its design, is a tabletop in the plan’s first year to train staff and shake out the plan, then a functional exercise as each year’s CP-4 test, with a full-scale exercise for any High system and after any architecture change that resets the baseline. The guide’s own Moderate template says the plan “will be tested at least annually.”6
An assessor looks for four artifacts: a test plan written before the test (scenario, objectives, participants, schedule, metrics); an execution record (attendance, the completed script with pass or fail per step, the metrics collected); the lessons learned, categorized by severity; and evidence that the plan changed because of them, which is what CP-2(e) and (g) ask.1 A test with no findings usually means the scenario was too easy, so each test includes at least one deliberate complication: a key person unavailable, a wrong number in the roster, an expired credential at the alternate site.
A ransomware tabletop
Scenario. At 9:15 on a Tuesday morning the security operations center sees endpoint alerts for lateral movement and encrypted files on three servers. By 9:30 the primary database server is unresponsive and the team suspects its files are encrypted. Application workloads in the primary region are degraded. At 9:45 the coordinator is told.
Objectives. Practice activation and notification; decide which recovery procedures run and in what order; find gaps in the notification tree and roster; exercise the decision to fail over to the asynchronous replica and accept data loss up to the RPO; practice the management briefing.
	Time
	Activity
	Facilitator notes

	0:00–0:10
	Scenario and ground rules
	Read the scenario aloud; confirm roles

	0:10–0:25
	Activation decision
	Inject: the coordinator is in a meeting with external stakeholders; does the alternate know they hold the authority?

	0:25–0:45
	Notification
	Walk the tree; inject: one recovery lead’s number is wrong

	0:45–1:05
	Recovery sequencing
	Inject: the synchronous replica is in the same region and also affected; only the asynchronous replica is clean

	1:05–1:20
	Management briefing
	The coordinator briefs management at the one-hour mark

	1:20–1:45
	Gaps
	What did people need and not find? Which procedures were unclear?

	1:45–2:00
	Close
	Summarize gaps; assign owners and dates



	Metric
	Target
	Actual

	Inject to activation
	Under 30 minutes
	Record during the exercise

	Activation to all leads notified
	Under 15 minutes
	Record during the exercise

	Roster contacts reached first time
	Over 90%
	Record during the exercise

	Procedures located within two minutes
	100%
	Record during the exercise

	Briefing included every required element
	100%
	Record during the exercise


The ransomware scenario also tests the line between this plan and the incident response plan. Containment and forensics come first and belong to incident response (Book 12, Chapter 11); recovery into an environment that may still be compromised repeats the incident. That is CP-4(1) in practice: the incident response owner takes part in the test.
The after-action report
The after-action report ties the test evidence together: an exercise summary (date, participants, scenario, duration); what worked, stated specifically; findings in a structured form; the plan updates required, by section, with dates; and approvals. The signed report is the CP-4 artifact.

	Finding
	Category
	Description
	Root cause
	Corrective action
	Owner
	Due

	AAR-01
	Contact information
	The alternate coordinator’s number belonged to a former employee
	Roster not updated after a personnel change
	Update the roster; add a quarterly roster review
	System security officer
	30 days

	AAR-02
	Recovery procedure
	The team was unsure what data loss the asynchronous failover meant
	The procedure doesn’t state the RPO
	Add the RPO to the start of the database failover appendix
	Database recovery lead
	30 days



Training
CP-3 asks for contingency training consistent with each person’s role, “within” a set time “of assuming a contingency role or responsibility,” “when required by system changes,” and at a set frequency thereafter, with the training content itself reviewed.1 SP 800-34 recommends training “at least annually,” with newly appointed staff trained “shortly thereafter,” and sets the aim that staff can carry out their roles “without aid of the actual ISCP document.”6 Taking part in the annual exercise covers the annual training; the attendance record is the evidence. It doesn’t cover the onboarding requirement, which the plan meets with a short role briefing within the period the agency sets. Chapter 09 covers how training evidence is kept.
[bookmark: _Toc00001133]More than one cloud
The architecture above uses Microsoft’s services. An agency with workloads elsewhere supports CP-6 to CP-10 with each platform’s own services and produces each platform’s own evidence. The services below are examples.
	Platform
	Backup and recovery services (examples)

	Microsoft Azure
	Azure Backup; Azure Site Recovery930

	Amazon Web Services
	AWS Backup, with cross-region copies and Vault Lock; AWS Elastic Disaster Recovery, with non-disruptive drills35

	Oracle Cloud Infrastructure
	OCI Full Stack Disaster Recovery, whose DR plans are automated runbooks for a protection group36

	VMware
	VMware Live Site Recovery (formerly Site Recovery Manager), which Broadcom now delivers as part of VCF Protection and Recovery37


The program’s design is that recovery actions stay native to each platform, and what unifies them is evidence: each platform’s test results, backup status and replication lag are recorded under the same evidence contract (Book 12, Chapter 02), so the CP-4, CP-9 and CP-10 evidence for the agency reads as one picture rather than four consoles. Recovering a workload from one platform into another is a deliberate design choice the plan has to state, not something any of these services does by default.
[bookmark: _Toc00001134]FedRAMP’s recovery planning indicators
FedRAMP’s 2026 rules include four Recovery Planning indicators: KSI-RPL-ABO (backups aligned with recovery objectives), KSI-RPL-ARP (recovery plans aligned with recovery objectives), KSI-RPL-RRO (RTOs and RPOs defined and reviewed) and KSI-RPL-TRC (recovery capability tested), each “persistently reviewed” or “persistently tested,” and together mapped to CP-2, CP-4, CP-6 to CP-10 and their enhancements.38 They bind cloud service providers, not agencies (Book 12, Chapter 12). For an agency they matter twice: as what to look for when reviewing each provider’s quarterly Ongoing Certification Report, and as a useful vocabulary for its own evidence. The earlier material’s advice to expose “what is the current RPO for each critical system, and when was the last successful recovery test” stands as the program’s design for its own continuity dashboard, not as a FedRAMP requirement on the agency.
[bookmark: _Toc00001135]The controls and their evidence
	Control
	What the program produces
	Evidence an assessor can check

	CP-1
	The contingency planning policy, cited by the plan
	Approved policy; designated official; review dates

	CP-2
	The seven-section plan built on SP 800-34
	Approved plan; distribution record; change log; review record

	CP-2(1)
	Coordination with the continuity of operations and incident response plans
	Cross-references; coordinators named; joint review

	CP-2(3)
	Resumption times from the analysis
	Signed analysis with RTOs per function

	CP-2(8)
	Critical assets ranked by MTD
	The analysis table and recovery priority table

	CP-3
	Role briefings and annual exercise participation
	Training and attendance records

	CP-4, CP-4(1)
	Annual exercise at the SP 800-34 level for the impact level
	Test plan, execution record, metrics, signed after-action report, plan updates

	CP-6, CP-6(1), CP-6(3)
	Alternate-region replicas and backups; separation documented; access plan
	Region records; restore test results

	CP-7, CP-7(1)–(3)
	Alternate region for processing; tested failover; priority terms
	Test failover records with times; support terms

	CP-8, CP-8(1), CP-8(2)
	Two carriers under an overlay; priority terms; path diversity
	Circuit inventory; carrier terms; observed failover time; path-quality records

	CP-9, CP-9(1), CP-9(8)
	Point-in-time backups including Microsoft 365 content and configuration; encrypted; tested
	Backup reports; immutability and soft-delete settings; restore test results

	CP-9, CP-10 (identity tier)
	Microsoft Entra Backup and Recovery where available, or a known-good configuration kept in version control; the Active Directory forest recovery runbook while domain controllers remain
	Difference reports and recovery history; configuration exports; forest recovery drill records (Appendix H)

	CP-10, CP-10(2)
	Reconstitution procedures, data synchronization before failback, validation checklist, written deactivation
	Section 6 of the plan; failback test records; deactivation notices


[bookmark: _Toc00001136]What is requirement and what is design
	Statement
	Status
	Basis

	Agencies develop and test contingency plans and provide for recovery to a known state
	Requirement
	FISMA; OMB Circular A-13023

	CP-6, CP-7 and CP-8 begin at Moderate; CP-4(2), CP-9(2) and CP-9(5) are High only
	NIST baselines and FedRAMP classes
	SP 800-53B; FedRAMP control reference14

	FedRAMP sets no CP-4 test type or CP-9 frequency
	Fact of the 2026 control reference
	FedRAMP control reference4

	Functional exercise with a restore from backup for Moderate systems; full-scale with failover for High
	NIST guidance
	SP 800-34 Rev. 16

	MTD, RTO and RPO as defined above
	NIST guidance
	SP 800-34 Rev. 16

	Incident reports to CISA within one hour
	Requirement
	CISA federal incident notification guidelines7

	Work recovery time as a planning value
	Program design
	—

	The seven working sections, the activation thresholds and the notification timetable
	Program design
	—

	Recovery priority order, acceptance criteria and expected durations
	Program design, set from the agency’s tests
	—

	The 5-day after-action review and 30-day plan update
	Program design
	—

	The yearly cycle of tabletop, then functional exercises
	Program design, within SP 800-34’s recommendation
	—

	The SD-WAN overlay as the CP-8 mechanism
	Program design
	Book 09, Chapter 05

	Microsoft Entra Backup and Recovery’s availability in GCC High and DoD
	Not yet specified on Learn
	Microsoft Learn26

	Leave Conditional Access resilience defaults on; pause directory synchronization before reconnecting a recovered forest
	Program design, using Microsoft’s guidance
	Appendix H19

	Native recovery per platform, unified by the evidence contract
	Program design
	Book 12, Chapter 02


[bookmark: _Toc00001137]Notes
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls CP-1 to CP-10 and enhancements CP-2(1), (3), (8), CP-4(1), (2), CP-6(1), (2), (3), CP-7(1), (2), (3), CP-8(1), (2), CP-9(1), (2), (3), (5), (8), CP-10(2), (4) (CP-5 withdrawn); statements and baseline membership checked against the release 5.2.0 OSCAL catalog (last modified May 11, 2026) and the SP 800-53B Low, Moderate and High OSCAL baseline profiles, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Oct 21, 2026).
1. Federal Information Security Modernization Act of 2014, 44 U.S.C. §3554(b)(8), via Cornell Legal Information Institute, https://www.law.cornell.edu/uscode/text/44/3554 (accessed Oct 21, 2026).
1. Office of Management and Budget, Circular A-130, Managing Information as a Strategic Resource, July 2016, Appendix I, §4.g, Contingency Planning, with footnotes 88 and 89, https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf (accessed Oct 21, 2026).
1. FedRAMP, “Contingency Planning (CP),” FedRAMP Consolidated Rules for 2026, Full Rev5 Control Reference (“FedRAMP Rev5 Baselines” class listing per control; FedRAMP parameters for CP-02(03) and CP-10(04); FedRAMP guidance for CP-07(01)), https://www.fedramp.gov/2026/reference/controls/contingency-planning/; and “Rev5 Control Guidance,” https://www.fedramp.gov/2026/reference/rev5-control-guidance/ (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, “SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems,” publication page (May 2010; updated November 11, 2010), https://csrc.nist.gov/pubs/sp/800/34/r1/upd1/final (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems, May 2010 (updated November 11, 2010), Chapter 1 (the seven-step process), §2.2 (related plans), §3.2 (business impact analysis; MTD, RTO and RPO, with footnote 19), §3.5 (training; tests and exercises by impact level), §3.6 (plan maintenance), Chapter 4 (plan components; validation) and Appendix A (Moderate template, test attestation), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Federal Incident Notification Guidelines,” effective April 1, 2017, https://www.cisa.gov/federal-incident-notification-guidelines (accessed Oct 21, 2026).
1. Microsoft Learn, “What is an Always On availability group?” (availability modes; types of failover), “Differences between availability modes for an Always On availability group,” and “Failover and Failover Modes (Always On Availability Groups),” https://learn.microsoft.com/sql/database-engine/availability-groups/windows/overview-of-always-on-availability-groups-sql-server, https://learn.microsoft.com/sql/database-engine/availability-groups/windows/availability-modes-always-on-availability-groups and https://learn.microsoft.com/sql/database-engine/availability-groups/windows/failover-and-failover-modes-always-on-availability-groups (accessed Oct 21, 2026).
1. Microsoft Learn, “Overview of security and cyber recovery in Azure Backup” (titled “Overview of security features in Azure Backup” until November 2, 2026; data isolation, immutability, soft delete, multi-user authorization), and “Azure Backup security best practices to safeguard backup data” (soft delete retention of up to 180 days, default 14), https://learn.microsoft.com/azure/backup/security-overview and https://learn.microsoft.com/azure/backup/azure-backup-data-protection-best-practices (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft 365 Multi-Geo: Overview and requirements,” https://learn.microsoft.com/microsoft-365/enterprise/microsoft-365-multi-geo (accessed Oct 21, 2026).
1. Microsoft Learn, “Data resiliency in Microsoft 365” (resiliency principles), “Exchange Online data resiliency” (database availability groups; lagged copies), “SharePoint and OneDrive data resiliency in Microsoft 365” (blob storage resilience) and “Dealing with data corruption in Microsoft 365” (backups of system documentation), https://learn.microsoft.com/compliance/assurance/assurance-data-resiliency-overview, https://learn.microsoft.com/compliance/assurance/assurance-exchange-data-resiliency, https://learn.microsoft.com/compliance/assurance/assurance-sharepoint-onedrive-data-resiliency and https://learn.microsoft.com/compliance/assurance/assurance-dealing-with-data-corruption (accessed Oct 21, 2026).
1. Microsoft Learn, “Overview of Microsoft 365 Backup,” https://learn.microsoft.com/microsoft-365/backup/backup-overview (accessed Oct 21, 2026).
1. Microsoft Learn, Microsoft Graph PowerShell reference, “Get-MgDeviceManagementDeviceCompliancePolicy” and “Get-MgDeviceManagementDeviceConfiguration” (Microsoft.Graph.DeviceManagement module; permissions), https://learn.microsoft.com/powershell/module/microsoft.graph.devicemanagement/get-mgdevicemanagementdevicecompliancepolicy and https://learn.microsoft.com/powershell/module/microsoft.graph.devicemanagement/get-mgdevicemanagementdeviceconfiguration (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” service root endpoints, and “Connect-MgGraph” (environments), https://learn.microsoft.com/graph/deployments and https://learn.microsoft.com/powershell/module/microsoft.graph.authentication/connect-mggraph (accessed Oct 21, 2026).
1. Microsoft Learn, Az.Storage reference, “New-AzStorageContext” and “Set-AzStorageBlobContent,” https://learn.microsoft.com/powershell/module/az.storage/new-azstoragecontext and https://learn.microsoft.com/powershell/module/az.storage/set-azstorageblobcontent (accessed Oct 21, 2026).
1. Microsoft Learn, “Enhance resilience by replicating your Log Analytics workspace across regions” (switchover is manual; supported region groups), and “Reliability in Azure Monitor Logs,” https://learn.microsoft.com/azure/azure-monitor/logs/workspace-replication and https://learn.microsoft.com/azure/reliability/reliability-monitor-logs (accessed Oct 21, 2026).
1. Microsoft Learn, “Business continuity and disaster recovery for Microsoft Sentinel,” regional and cloud support, https://learn.microsoft.com/azure/sentinel/business-continuity-disaster-recovery (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra ID’s backup authentication system” (conditions for protected sessions; cloud environments that support it; the sign-in log filter), https://learn.microsoft.com/entra/architecture/backup-authentication-system (accessed Nov 9, 2026).
1. Microsoft Learn, “Conditional Access: Resilience defaults,” https://learn.microsoft.com/entra/identity/conditional-access/resilience-defaults (accessed Nov 9, 2026).
1. Microsoft Learn, “Build resilience with credential management,” https://learn.microsoft.com/entra/architecture/resilience-in-credentials (accessed Nov 9, 2026).
1. Microsoft Learn, “Build resilience with device states,” https://learn.microsoft.com/entra/architecture/resilience-with-device-states (accessed Nov 9, 2026).
1. Microsoft Learn, “Build resilience in your hybrid architecture,” https://learn.microsoft.com/entra/architecture/resilience-in-hybrid (accessed Nov 9, 2026).
1. Microsoft Learn, “Resilience for federated applications with colocated users,” https://learn.microsoft.com/entra/architecture/resilience-for-federated-applications-with-colocated-users (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Backup and Recovery overview,” “Backup, difference report, and recovery model,” “Soft deletion” and “Configure Hard Deletion Protection,” https://learn.microsoft.com/entra/backup/overview, https://learn.microsoft.com/entra/backup/backup-difference-report-recovery-model, https://learn.microsoft.com/entra/backup/soft-deletion and https://learn.microsoft.com/entra/backup/configure-hard-deletion-protection (accessed Nov 9, 2026).
1. Microsoft Learn, “Supported objects and recoverable properties,” https://learn.microsoft.com/entra/backup/scope-supported-objects-limitations (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability” (Azure for US Government), https://learn.microsoft.com/entra/identity/authentication/feature-availability (accessed Nov 9, 2026; no entry for Backup and Recovery).
1. Microsoft Learn, “Azure feature availability in US Government,” section “Microsoft 365 integration,” https://learn.microsoft.com/azure/security/fundamentals/feature-availability (accessed Nov 9, 2026).
1. Microsoft Learn, “Recoverability best practices” and “Recover from deletions,” https://learn.microsoft.com/entra/architecture/recoverability-overview and https://learn.microsoft.com/entra/architecture/recover-from-deletions (accessed Nov 9, 2026).
1. Microsoft Learn, “Azure region pairs and nonpaired regions,” https://learn.microsoft.com/azure/reliability/regions-paired (accessed Oct 21, 2026).
1. Microsoft Learn, “About Site Recovery,” and “Run a test failover (disaster recovery drill) to Azure,” https://learn.microsoft.com/azure/site-recovery/site-recovery-overview and https://learn.microsoft.com/azure/site-recovery/site-recovery-test-failover-to-azure (accessed Oct 21, 2026).
1. Amazon Web Services, Amazon Connect Administrator Guide, “Get started with Connect Customer Global Resiliency,” https://docs.aws.amazon.com/connect/latest/adminguide/get-started-connect-global-resiliency.html (accessed Oct 21, 2026).
1. Amazon Web Services, Amazon Route 53 Developer Guide, “Configuring DNS failover,” https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html (accessed Oct 21, 2026).
1. Amazon Web Services, AWS Tools for PowerShell Cmdlet Reference, “Get-R53HealthCheckList” and “Get-R53HealthCheckStatus,” https://docs.aws.amazon.com/powershell/latest/reference/items/Get-R53HealthCheckList.html and https://docs.aws.amazon.com/powershell/latest/reference/items/Get-R53HealthCheckStatus.html (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Telecommunications Service Priority (TSP),” https://www.cisa.gov/resources-tools/services/telecommunications-service-priority-tsp (accessed Oct 21, 2026).
1. Amazon Web Services, AWS Backup Developer Guide, “What is AWS Backup?” (cross-Region backup; AWS Backup Vault Lock), and AWS Elastic Disaster Recovery User Guide, “What is Elastic Disaster Recovery?” (non-disruptive recovery and failback drills), https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html and https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html (accessed Oct 21, 2026).
1. Oracle, OCI Full Stack Disaster Recovery, “Overview of Disaster Recovery Plans,” https://docs.oracle.com/en-us/iaas/disaster-recovery/doc/overview-dr-plans.html (accessed Oct 26, 2026; the page moved from its earlier address under docs.oracle.com/en/cloud/iaas/disaster-recovery/cssgm/).
1. Broadcom, “Build numbers and versions of VMware Live Site Recovery / VMware Site Recovery Manager,” knowledge base article 313905 (VMware Live Recovery renamed and integrated into VMware Cloud Foundation as VCF Protection and Recovery; VMware Live Recovery 9.0.5.1, April 20, 2026), https://knowledge.broadcom.com/external/article/313905 (accessed Oct 21, 2026).
1. FedRAMP, FedRAMP Consolidated Rules for 2026, machine-readable ruleset fedramp-consolidated-rules.json, version 2026.10.13.01, Key Security Indicators KSI-RPL-ABO, KSI-RPL-ARP, KSI-RPL-RRO and KSI-RPL-TRC, statements and related controls, https://github.com/FedRAMP/rules (accessed Oct 21, 2026).
[bookmark: _Toc00001138]Chapter 07 — Supply Chain Risk Management
Most of the code an agency runs was written by someone else, so supply chain risk is closed by knowing what you run, who made it and what is wrong with it, and by keeping that knowledge current.
[bookmark: _Toc00001139]In this chapter
The NIST SP 800-53 supply chain controls (the SR family and PM-30), what each asks for and which baselines carry it, and how SP 800-161 Rev. 1 spreads the work across the organization. Where federal policy stands in October 2026, after OMB M-26-05 rescinded the secure-development attestation mandate: the software and hardware inventory is still required, while attestations and SBOMs are now agency choices made through contract terms. The program’s evidence pipeline (software bill of materials, vulnerability disclosure report, exploitability statements) in the formats that matter, the FedRAMP rules that bind cloud providers from December 7, 2026, supplier disclosure, build provenance, and who owns each decision.
A federal system is mostly other people’s software. An operating system, a database engine, a web framework and the hundreds of open source packages underneath it arrive through procurement, package managers and cloud services. Each carries its own flaws, and the agency inherits them on the day it installs the product. Supply chain risk management is the discipline of keeping that inheritance visible: which components are in production, who produced them, which known vulnerabilities affect them, whether those vulnerabilities can be exploited where the component actually runs, and what the supplier has promised to tell the agency when something changes.
The program treats this as an evidence problem, not a paperwork one. The project charter that seeded this chapter states the principles plainly: inventory before you remediate, because you can’t prioritize what you haven’t named; remediation urgency follows exploitability and exposure, not a single calendar; a new software-as-a-service product needs a recorded authorization status before anyone provisions it; component and vulnerability status flow into the evidence stream continuously; and supply chain risk acceptance has a named owner (Book 00, Chapter 06). Those are program design positions. The rest of this chapter shows which of them federal requirements now compel and which the agency adopts by choice.
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The supply chain evidence pipeline: each build produces an SBOM, the SBOM is matched to known vulnerabilities, people decide exploitability, and the signed set lands in the evidence store and the remediation queue.
[bookmark: _Toc00001140]What the controls ask for
NIST SP 800-53 Rev. 5 puts supply chain risk management in its own family, SR, with twelve base controls, and adds one organization-wide program control, PM-30.1 The controls are short and parameter-heavy: the organization decides what systems, which suppliers and how often. That leaves the design to the agency and the burden of proof on the agency’s records.
The supply chain controls. Baseline membership is from the NIST SP 800-53B baselines; FedRAMP classes are from FedRAMP’s Rev5 control reference.
	Control
	What it asks for
	NIST baseline
	FedRAMP Rev5 classes

	PM-30 Supply Chain Risk Management Strategy
	An organization-wide strategy for supply chain risk across development, acquisition, maintenance and disposal, implemented consistently and reviewed on a set schedule
	None (program management)
	None listed

	SR-1 Policy and Procedures
	A supply chain risk management policy and procedures, an official who manages them, and scheduled reviews
	Low, Moderate, High
	B, C, D

	SR-2 Supply Chain Risk Management Plan
	A plan covering the life cycle from research and development to disposal for defined systems, reviewed and protected from unauthorized disclosure and modification
	Low, Moderate, High
	B, C, D

	SR-2(1) Establish SCRM Team
	A named team that leads defined supply chain activities
	Low, Moderate, High
	B, C, D

	SR-3 Supply Chain Controls and Processes
	A process to find and address supply chain weaknesses, the controls used against supply chain risk, and documentation of both
	Low, Moderate, High
	B, C, D

	SR-4 Provenance
	Valid provenance of defined systems, components and associated data
	None
	None listed

	SR-5 Acquisition Strategies, Tools, and Methods
	Acquisition strategies, contract tools and procurement methods that protect against and mitigate supply chain risk
	Low, Moderate, High
	B, C, D

	SR-6 Supplier Assessments and Reviews
	Assessment and review of supply chain risks tied to suppliers and what they provide, on a defined frequency
	Moderate, High
	C, D

	SR-7 Supply Chain Operations Security
	Operations security safeguards for supply chain information
	None
	None listed

	SR-8 Notification Agreements
	Agreements and procedures with supply chain entities to notify the agency of supply chain compromises, results of assessments or audits, or both
	Low, Moderate, High
	B, C, D

	SR-9 Tamper Resistance and Detection
	A tamper protection program for the system or component
	High
	D

	SR-10 Inspection of Systems or Components
	Inspection of defined components to detect tampering
	Low, Moderate, High
	B, C, D

	SR-11 Component Authenticity
	Anti-counterfeit policy and procedures and reporting of counterfeit components; SR-11(1) trains people to spot counterfeits and SR-11(2) keeps components under configuration control during repair
	Low, Moderate, High
	B, C, D

	SR-12 Component Disposal
	Disposal of defined data, documentation, tools or components by defined methods
	Low, Moderate, High
	B, C, D


Sources for the table: control statements from the NIST catalog, release 5.2.0;1 NIST baselines from SP 800-53B as published in NIST’s machine-readable baseline profiles;2 FedRAMP classes from FedRAMP’s Rev5 control reference for the SR family.3 The two lists are separate facts and differ at the edges: SR-6 is a NIST Moderate control and a FedRAMP Class C and D control, and SR-9 is NIST High and FedRAMP Class D. Book 13’s requirements mapping explains why the book cites them separately.
Three points shape the rest of the chapter.
The first is that most of the family isn’t about software at all. SR-9 through SR-12 are about tampering, counterfeits, repair and disposal, which are hardware and property-management questions. The source volume claimed its software pipeline closed SR-10 and SR-11. It contributes evidence to both (hash checks and signatures detect altered software), but anti-counterfeit training, configuration control during repair and component disposal need the agency’s procurement and property processes, and the program records them there. 
The second is that SR-1, SR-2, SR-3, SR-5 and SR-8 are in every NIST baseline. Even a Low system needs a policy, a plan, a named team, acquisition language and notification agreements.
The third is that the supporting artifacts are governance artifacts. A software bill of materials, a vulnerability report, an exploitability decision, a contract clause and a supplier notification agreement are what support these controls. No network technology produces any of them. The program says a technology is required only when the control text, physics or protocol behavior makes it the only way to support a control, and saying plainly that supply chain risk isn’t such a case is part of what makes that claim credible elsewhere (Chapter 04).
[bookmark: _Toc00001141]How SP 800-161 Rev. 1 frames the work
NIST SP 800-161 Rev. 1, Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations, is the companion guidance for the SR family. It was published in May 2022 and updated on November 1, 2024.4 It integrates supply chain risk into existing risk management at three levels, each producing different deliverables: at Level 1, the enterprise, the strategy, policy and implementation plan set the tone and boundaries; at Level 2, the mission and business process level, those are tailored to specific missions; and at Level 3, the operational level, system plans determine whether a system meets requirements and carries appropriately tailored controls.4
That maps cleanly onto the controls. PM-30’s strategy is a Level 1 artifact owned by the agency. SR-2’s plan exists at Levels 2 and 3 for each system. SR-3, SR-5 and SR-6 are where Level 1 policy turns into contract terms and supplier reviews. SP 800-161 also expects acquisition strategy to cover approved and prohibited supplier lists and to ensure products “are supplied with a software bill of materials that complies with appropriate agency-approved protocols,” and its supplemental guidance suggests SBOMs for purchased, open source and in-house software.4 For an open source project that publishes no SBOM, it lists three options: contribute SBOM generation to the project, fund the capability, or generate an SBOM on first consumption of each version used.4 The November 2024 update revised the online Appendix F, which carries the software supply chain guidance, to clarify the SBOM language and add the elements of vulnerability advisory reports according to ISO/IEC 29147.4
[bookmark: _Toc00001142]The federal position in October 2026
[bookmark: _Toc00001143]Correction: the attestation mandate is rescinded
The source volume described a mandatory framework built on Executive Order 14028 section 4, OMB M-22-18 and OMB M-23-16. On January 23, 2026, OMB Memorandum M-26-05, Adopting a Risk-based Approach to Software and Hardware Security, rescinded M-22-18 and its companion M-23-16.5 SBOMs and secure-development attestations are now agency choices made through contract terms, not a government-wide mandate.
M-26-05 is two pages long and worth reading whole. It says each agency head “is ultimately responsible for assuring the security of software and hardware” on the agency’s network, that there is no one-size-fits-all method, and that M-22-18 “imposed unproven and burdensome software accounting processes.”5 What it keeps and what it makes optional are specific:
What M-26-05 requires and what it leaves to the agency.
	Item
	Status under M-26-05

	A complete inventory of software and hardware
	Required: agencies “shall continue to maintain” it

	Software and hardware assurance policies and processes that match the agency’s risk determinations and mission needs
	Required

	The Secure Software Development Attestation Form and the other M-22-18 resources
	Agency choice

	A contract term requiring a producer to provide a current SBOM upon request
	Agency choice; for a cloud platform, the term should require an SBOM of the runtime production environment

	NIST SP 800-218 (SSDF), CISA’s 2025 SBOM minimum elements draft, CISA’s hardware bill of materials framework
	Listed as references for further options


Source: M-26-05 and its footnote on cloud platforms.5
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The federal position in October 2026: M-26-05 keeps the inventory and risk-matched assurance policies mandatory, makes attestations and SBOM clauses agency choices, and FedRAMP’s rules bind cloud providers from December 7, 2026.
Three related facts have moved with it.
· Executive Order 14028. Section 4 directed NIST to issue guidance on software supply chain practices, including “providing a purchaser a Software Bill of Materials (SBOM) for each product,” and directed Commerce to publish minimum elements for an SBOM.6 It directed guidance; it didn’t itself require any vendor to deliver an SBOM. The source’s claim that it “mandates SBOM for software sold to the federal government” is corrected here.
· The secure software development framework. Executive Order 14306 of June 6, 2025 rewrote the software provisions of Executive Order 14144, directing NIST to stand up an industry consortium, publish a preliminary update to SP 800-218 by December 1, 2025, and publish a final version within 120 days of the preliminary one; the order’s software provisions say nothing about attestation.7 NIST released SSDF version 1.2 (SP 800-218 Rev. 1) as an initial public draft on December 17, 2025, with comments closed January 30, 2026.8 As of October 21, 2026 the current final publication is still SSDF version 1.1 of February 2022.9
· The attestation form. CISA’s page for the Secure Software Development Attestation Form, released March 11, 2024, is now marked as archived content that “may not reflect current policy or programs.”10 An agency that still wants attestations asks for them in its contracts.
The program’s position follows directly. The inventory is mandatory, so the SBOM pipeline exists first to serve it: an SBOM is the most precise inventory of software the agency can have. For acquired software the agency decides, system by system, whether to write an SBOM-on-request clause into the contract, and for cloud services it asks for the runtime production environment, as M-26-05’s footnote suggests.5 This matches the charter’s own principle that remediation timelines are risk-based rather than uniform: the federal rule has moved toward the program, not away from it.
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The pipeline produces three linked artifacts per release: an SBOM that says what is in it, a vulnerability disclosure report that says which known vulnerabilities affect those components, and exploitability statements that say whether each one matters in this deployment. Each is a machine-readable file keyed to the release, signed and stored as evidence. Book 12, Chapter 02 defines the evidence contract every record follows (asset identity plus time); this pipeline is one producer under that contract.
Formats
Two SBOM formats are in wide use, and CISA’s guidance names both.11
· SPDX. The Linux Foundation’s System Package Data Exchange specification is recognized as the international standard ISO/IEC 5962:2021; its current version is 3.0.12
· CycloneDX. OWASP’s CycloneDX covers SBOMs, SaaSBOMs and hardware BOMs as well as vulnerability disclosure and VEX.13 The current version, 1.7, was released October 21, 2025, and Ecma International published it as the second edition of ECMA-424 in December 2025.1314
Two formats dominate exploitability statements.
· CSAF. The OASIS Common Security Advisory Framework 2.0 became an OASIS Standard on November 18, 2022 and defines five profiles, one of them VEX.15 A CSAF VEX document must give every vulnerability at least one product status (fixed, known_affected, known_not_affected or under_investigation); every product marked known_not_affected needs an impact statement and every product marked known_affected needs an action statement.15
· OpenVEX. The OpenVEX specification, version 0.2.0, uses the statuses not_affected, affected, fixed and under_investigation. A not_affected statement needs a justification or an impact statement, and an affected statement needs an action statement.16
CycloneDX can carry the same decisions in each vulnerability’s analysis block.17 The program accepts any of the three from suppliers and normalizes them on intake, because CISA’s guidance tells organizations to accept any widely used, interoperable, machine-processable format and to avoid deprecated versions for new software.11
The program’s normalization of exploitability statuses across formats. The values in each column are the formats’ own; the row alignment is the program’s design.
	Program status
	OpenVEX status
	CSAF VEX product_status
	CycloneDX analysis.state

	Not affected
	not_affected
	known_not_affected
	not_affected (or false_positive)

	Affected
	affected
	known_affected
	exploitable

	Fixed
	fixed
	fixed
	resolved (or resolved_with_pedigree)

	Under investigation
	under_investigation
	under_investigation
	in_triage


Sources for the column values: OpenVEX 0.2.0, CSAF 2.0 and the CycloneDX schema.161517
What an SBOM must contain
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The source cited the 2021 NTIA minimum elements and a “CISA 2025 update.” CISA’s 2025 document was a public-comment draft (comments closed October 3, 2025).18 On July 29, 2026 CISA and seventeen partner organizations published the 2026 Minimum Elements for a Software Bill of Materials, which “updates and replaces” the NTIA version and applies to all software, including open source, AI software and software as a service.11 M-26-05, written before the final version, cites the 2025 draft.5
The 2026 minimum elements define seventeen data fields. Ten are new since 2021 (the SBOM author’s signature, the data format’s name and version, the generation context, the tool’s name and version, the SBOM’s own version, and each component’s hash value, hash algorithm and license), and “Supplier Name” is renamed “Component Producer.”11 The document says the elements “do not create new requirements”; they refine how organizations generate and request SBOMs.11 Authors should say explicitly when a field is unknown rather than leave it blank, and an SBOM should cover transitive dependencies too.11
The CISA 2026 data fields and the CycloneDX fields that carry them. Field names are from the CycloneDX schema; the mapping is the program’s design.
	CISA 2026 element
	Where the program records it in CycloneDX JSON

	SBOM Author; SBOM Author Signature
	metadata.authors; signature

	SBOM Timestamp; SBOM Version
	metadata.timestamp; version

	SBOM Data Format Name and Version
	bomFormat; specVersion

	SBOM Tool Name and Version
	metadata.tools

	SBOM Generation Context
	metadata.lifecycles

	Component Producer
	components[].supplier or components[].manufacturer

	Component Name; Component Version
	components[].name; components[].version

	Component Identifiers
	components[].purl, cpe or swid

	Component Hash Value and Algorithm
	components[].hashes

	Component License
	components[].licenses

	Component Dependency Relationship
	dependencies


Sources: CISA’s 2026 minimum elements, Appendix A, and the CycloneDX 1.7 schema.1117 The source’s table mapped the author to metadata.author; current CycloneDX schemas use authors, and the component-level author field is marked deprecated.17
Vulnerability disclosure report
A vulnerability disclosure report (VDR) lists the known vulnerabilities affecting the components in an SBOM. CycloneDX describes the capability as communicating “known and unknown vulnerabilities affecting components and services” and aligns it with ISO/IEC 29147:2018, the same standard SP 800-161’s 2024 update cites for vulnerability advisory reports.194 The pipeline produces one from each SBOM with a scanner, then joins it to the CISA Known Exploited Vulnerabilities (KEV) catalog. Every KEV entry carries its own dateAdded, dueDate and forensicTriage fields.20 The deadline that governs the agency’s own remediation is BOD 26-04’s, set by four questions about each vulnerable asset; Book 12, Chapter 06 builds that queue, and this pipeline feeds it rather than computing deadlines of its own.
Watch the acronym. FedRAMP uses “VDR” for its Vulnerability Detection and Response rules, a set of provider obligations. The CycloneDX VDR is a document. The chapter spells out which one it means.
Exploitability statements
A scanner can say a vulnerable component is present; it can’t say whether the vulnerable code is reachable in this deployment. That judgment needs a person, and the program’s process records it:
1. Generate. The pipeline produces the SBOM and VDR for every release.
1. Escalate. Any component in the KEV catalog goes straight to the remediation queue and a person reviews it the same day.
1. Analyze. The owning team reviews each new vulnerability for exploitability in context.
1. Decide. The team writes a VEX statement with a status and, for not_affected, a justification from the format’s list, or for affected, an action statement.
1. Sign and publish. The statement is signed, stored with the SBOM and VDR, and shared with anyone downstream who consumes the software.
1. Review. Every under_investigation and not_affected statement is revisited when the vulnerability record or the deployment changes, and on a fixed cycle the agency sets.
Steps 2 through 6 are program design. The status and justification vocabularies come from the formats; the source’s example used the justification protected_by_mitigating_control, which is a CycloneDX value and is invalid in OpenVEX, whose closest values are inline_mitigations_already_exist and vulnerable_code_not_in_execute_path.1617
Illustrative code
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The workflow, documents, script and query below are illustrative. They have not been tested against a production pipeline or tenant. Action versions, inputs and schemas were checked against their publishers’ documentation on October 21, 2026; pin actions to a full commit SHA, review every step and adapt names, storage and permissions before running anything.
The workflow generates a CycloneDX SBOM on each push to main and each published release, scans it, attests the SBOM’s build provenance, and copies both files to immutable storage. It corrects four problems in the source’s version: cyclonedx-xml isn’t a valid format for the SBOM action (its values are spdx, spdx-json, cyclonedx and cyclonedx-json);21 the scan action is now at version 7;22 storage access used a long-lived SAS token held as a secret, which the workflow replaces with OpenID Connect sign-in;23 and it wrote evidence straight to the Archive tier, which takes the files offline. Immutability is a policy set on the container, not a tier, and every access tier supports it.24
# .github/workflows/sbom.yml
name: SBOM, vulnerability report and attestation

on:
  push:
    branches: [main]
  release:
    types: [published]

permissions:
  contents: write        # SBOM action uploads release assets on release events
  actions: read
  id-token: write        # OIDC for artifact attestations and Azure sign-in
  attestations: write

jobs:
  sbom:
    runs-on: ubuntu-latest
    steps:
      - uses: actions/checkout@v6

      - name: Generate SBOM (CycloneDX JSON)
        uses: anchore/sbom-action@v0
        with:
          path: .
          format: cyclonedx-json
          output-file: sbom-${{ github.sha }}.cdx.json

      - name: Scan SBOM and write vulnerability report
        id: scan
        uses: anchore/scan-action@v7
        with:
          sbom: sbom-${{ github.sha }}.cdx.json
          output-format: cyclonedx-json
          output-file: vdr-${{ github.sha }}.cdx.json
          fail-build: false   # the gate is the queue in Book 12 Ch06, not this step

      # In a pipeline that builds a deployable artifact, attest the artifact
      # itself and pass the SBOM with sbom-path. This repository-level example
      # attests build provenance for the SBOM file.
      - name: Attest build provenance for the SBOM
        uses: actions/attest@v4
        with:
          subject-path: sbom-${{ github.sha }}.cdx.json

      - name: Sign in to Azure with OIDC
        uses: azure/login@v3
        with:
          client-id: ${{ secrets.AZURE_CLIENT_ID }}
          tenant-id: ${{ secrets.AZURE_TENANT_ID }}
          subscription-id: ${{ secrets.AZURE_SUBSCRIPTION_ID }}
          # environment: AzureUSGovernment   # set for Azure Government

      - name: Copy SBOM and report to immutable evidence storage
        run: |
          for f in sbom vdr; do
            az storage blob upload \
              --auth-mode login \
              --account-name "${{ vars.EVIDENCE_STORAGE_ACCOUNT }}" \
              --container-name sbom-evidence \
              --name "$(date -u +%Y/%m/%d)/${f}-${{ github.sha }}.cdx.json" \
              --file "${f}-${{ github.sha }}.cdx.json" \
              --tier Cool
          done
Notes on the workflow. The SBOM action uploads SBOMs as release assets automatically when it runs on a release, which needs contents: write and actions: read.21 The scan action’s fail-build defaults to true with a medium severity cutoff;22 the program sets it to false here because the remediation deadline comes from BOD 26-04, not from a severity score, and a merge gate belongs in a separate pull-request workflow the team tunes deliberately. GitHub’s attestation action needs id-token: write, contents: read and attestations: write, and consumers verify with gh attestation verify.25 The az storage blob upload command accepts --auth-mode login and --tier.26 The container must already have a time-based retention policy, set to the period in the agency’s records schedule; the source’s flat “seven years (NARA standard)” isn’t carried, because retention comes from the schedule that covers the record.
A vulnerability entry in the CycloneDX JSON report looks like this. The source’s XML version nested the score in a base element and used a patch_available response; neither exists in the schema, where score is a number and the responses are can_not_fix, will_not_fix, update, rollback and workaround_available.17
{
  "id": "CVE-2024-12345",
  "source": { "name": "NVD", "url": "https://nvd.nist.gov/vuln/detail/CVE-2024-12345" },
  "ratings": [
    {
      "score": 9.8,
      "severity": "critical",
      "method": "CVSSv31",
      "vector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H"
    }
  ],
  "affects": [ { "ref": "pkg:pypi/requests@2.28.0" } ],
  "analysis": {
    "state": "exploitable",
    "response": ["update"],
    "detail": "A network-reachable API endpoint uses this version."
  }
}
The CVE identifier is a placeholder. In a real report affects[].ref points at the bom-ref of the component in the SBOM.17
An OpenVEX statement recording a not_affected decision:
{
  "@context": "https://openvex.dev/ns/v0.2.0",
  "@id": "https://example.gov/vex/2026/vex-0001.json",
  "author": "Agency application security team",
  "timestamp": "2026-10-21T00:00:00Z",
  "version": 1,
  "statements": [
    {
      "vulnerability": { "name": "CVE-2024-12345" },
      "products": [ { "@id": "pkg:pypi/requests@2.28.0" } ],
      "status": "not_affected",
      "justification": "vulnerable_code_not_in_execute_path",
      "impact_statement": "The vulnerable function is never called in the production configuration."
    }
  ]
}
The required document fields (@context, @id, author, timestamp, version) and the justification value are from the OpenVEX specification.16 Use a team or role as author, not a person’s name.
The KEV join below fixes two bugs in the source’s script (.json and .read were referenced without being called) and reads the CycloneDX JSON report. It records each KEV entry’s own fields and leaves the deadline calculation to the BOD 26-04 queue.
# kev_join.py: flag components in the vulnerability report that are in the KEV catalog
import json
import sys
import requests

KEV_URL = "https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json"

def kev_hits(vdr_path: str) -> list[dict]:
    kev = {e["cveID"]: e for e in requests.get(KEV_URL, timeout=60).json()["vulnerabilities"]}
    with open(vdr_path, encoding="utf-8") as f:
        vdr = json.load(f)
    hits = []
    for vuln in vdr.get("vulnerabilities", []):
        entry = kev.get(vuln.get("id", ""))
        if entry:
            hits.append({
                "cve": entry["cveID"],
                "components": [a["ref"] for a in vuln.get("affects", [])],
                "kev_date_added": entry.get("dateAdded"),
                "kev_due_date": entry.get("dueDate"),
                "forensic_triage": entry.get("forensicTriage"),
            })
    return hits

if __name__ == "__main__":
    print(json.dumps(kev_hits(sys.argv[1]), indent=2))
The field names cveID, dateAdded, dueDate and forensicTriage match the KEV JSON feed.20
The program loads the joined results into a custom table in the security analytics workspace through the Logs Ingestion API (Book 12, Chapter 06 shows the ingestion pattern). A detection that lists KEV-affected components still open past the deadline the queue assigned:
SupplyChainVulnerabilities_CL
| where TimeGenerated > ago(1d)
| where KevListed_b == true
| where VexStatus_s in ("affected", "under_investigation")
| where now() > Deadline_t
| project CVE = Cve_s, Component = Component_s, Deadline = Deadline_t,
          DaysOverdue = datetime_diff('day', now(), Deadline_t)
| order by DaysOverdue desc
The source called now without parentheses. datetime_diff(period, datetime1, datetime2) returns datetime1 - datetime2 in the given period, so the argument order above yields a positive number of overdue days.27 Table and column names are the program’s own.
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For cloud services the agency doesn’t build, FedRAMP sets the supply chain and vulnerability rules, and those rules bind the provider. The agency’s obligation is to consume what the provider reports.
Two of the 2026 Key Security Indicators sit in the Supply Chain Risk theme. KSI-SCR-MIT says a 20x provider’s “potential supply chain risks are persistently identified, reviewed, and mitigated” (reworded on October 31, 2026, with no change in meaning), and KSI-SCR-MON says third-party software information resources “are automatically monitored for upstream vulnerabilities,” through contractual notification requirements or active monitoring services.28 Rev5 providers carry the SR controls listed above for their class.3
FedRAMP’s vulnerability rules are the larger change. Its notice NTC-0014 of June 16, 2026 makes the Vulnerability Detection and Response (VDR) and Vulnerability Evaluation and Reporting (VER) rules mandatory for every FedRAMP-certified offering on December 7, 2026, with a corrective-action grace period through March 7, 2027, after which certification is revoked for offerings not following them.29 The VDR rules define vulnerability detection to include supply chain monitoring, tell providers to remediate KEV entries by the catalog’s due dates “even if the vulnerability has been fully mitigated,” and say providers should not deploy new machine-based resources that carry KEVs.30 The VER rules require providers to evaluate each detected vulnerability for exploitability, internet reachability and potential agency impact, rated N0 to N5, and to report detection and response activity persistently, at least monthly in human-readable form, with JSON for automated retrieval recommended at a frequency that rises with class.31 Book 12, Chapter 06 covers how these rules line up with BOD 26-04.
The VER rules also address agencies. Agencies should review provider vulnerability reports at intervals matching their risk posture and should use automated processing of the machine-readable data; FedRAMP’s note recommends reviewing only overdue and accepted vulnerabilities rated above N2 unless the service sits in a higher-risk system. Agencies should use the reported information to maintain their own plans of action and milestones when they mitigate a provider’s vulnerability or accept continued use of a service with accepted vulnerabilities.31 Both are SHOULD rules. The program adopts them as design: the provider’s report lands in the same queue and the same record as the agency’s own findings (Chapter 11 sets out the plan of action and milestones record those findings land in).
M-26-05’s cloud footnote completes the picture. Where the agency adopts an SBOM clause for a cloud platform, it asks for the runtime production environment, not the vendor’s client tools.5 The charter’s gate (no new software as a service without a recorded authorization status) checks the service’s FedRAMP certification on the Marketplace and the agency’s own authorization of the system that uses it, as Book 00, Chapter 06 and Book 10 describe.
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SR-6 asks the agency to assess suppliers; SR-8 asks for agreements under which suppliers notify it of compromises and assessment results.1 The program keeps a supplier record for every producer whose components appear in a production SBOM or who provides a cloud service in the boundary. The source’s matrix named specific vendors with FedRAMP package identifiers; those identifiers aren’t carried, because certification status changes and must be read from the Marketplace at the time of review.
The supplier record. Program design.
	Field
	What the program records

	Supplier and products
	The producer name as it appears in the SBOM, and the products in use

	Certification status
	For cloud services, FedRAMP certification and class from the Marketplace, with the date checked

	Advisory channel
	Where the supplier publishes advisories, and in what machine-readable format (CSAF, CycloneDX, OpenVEX, or none)

	SBOM availability
	Whether the supplier provides SBOMs, in which format, and whether the contract requires one on request

	Notification agreement
	The clause or terms under which the supplier must report compromises and assessment results (SR-8)

	Utilization and pricing
	Whether the agency has asked the vendor for its utilization rates and prices paid, and whether contracts issued after March 31, 2026 carry the disclosure provision OMB M-26-10 requires

	Last review
	Date and outcome of the most recent supplier assessment (SR-6)


The utilization and pricing row comes from OMB M-26-10. Effective March 31, 2026, agencies must request that current vendors, “This includes resellers, third-party vendors, and manufacturers,” provide the agency’s utilization rates and prices paid for IT products and services, and must “Include appropriate provisions in solicitations and contracts issued after the date of this memorandum to require IT vendors to disclose utilization and pricing information to the Government, without limiting the extent to which that information may be shared across agencies.”32 The memo gives no clause wording, so the contracting officer drafts it; Book 00, Appendix C has the acquisition checklist this fits into.
Machine-readable advisories make the record cheaper to keep. Microsoft, for example, began publishing CSAF files for its CVEs on November 12, 2024, listed through a provider metadata file,33 and in September 2026 began publishing VEX statements for all Microsoft-assigned CVEs.34 A supplier that publishes CSAF or OpenVEX can feed the exploitability step directly; one that publishes only web pages costs the agency analyst time on every advisory, which is a fair factor in an SR-6 review.
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An SBOM describes a build. Provenance proves the artifact that was scanned is the artifact that was deployed. SLSA, the Supply-chain Levels for Software Artifacts framework, is the reference model. Its current version, 1.2, has two tracks.3536
SLSA levels relevant to the program.
	Track and level
	Name
	What it requires

	Build L1
	Provenance exists
	A consistent build process; the build platform generates provenance automatically and it is distributed

	Build L2
	Hosted build platform
	L1, on a hosted platform that generates and signs the provenance, which consumers validate

	Build L3
	Hardened builds
	L2, on a platform that isolates builds from one another and keeps signing secrets away from user-defined build steps

	Source L4
	Two-party review
	Changes to protected branches must be agreed to by two or more trusted persons before submission


Sources: SLSA 1.2 build track basics and source track requirements.3536
The source said Build Level 3 meant “hardened build, two-party review.” That conflates the tracks: hardening is Build L3, and two-party review is Source L4.3536 GitHub’s artifact attestations provide SLSA Build Level 2 on their own; running the build in a reusable workflow shared across repositories isolates it from the calling workflow and meets Build Level 3.37 Attestations in public repositories use the Sigstore public-good instance and a public transparency log; private repositories use GitHub’s own Sigstore instance with no transparency log.37 GitHub also cautions that an attestation isn’t a guarantee an artifact is secure: the consumer still sets a policy and evaluates the attestation against it.37 The program targets Build L2 for every production release workflow first, then Build L3 through shared reusable workflows, and requires two-party review on protected branches as a change-control rule (Book 13, Chapter 04).
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What each control’s closure rests on in the program’s design, and what the pipeline can’t supply:
How the supply chain controls close. Program design.
	Control
	Closing evidence
	Not supplied by the pipeline

	PM-30
	The agency strategy, approved and on its review cycle
	Everything; it is an executive artifact

	SR-1, SR-2, SR-2(1)
	Policy, per-system plans, named team
	Approval and review records

	SR-3
	SBOM per release, VDR, VEX statements, documented controls
	Sub-tier supplier flow-down if the agency adopts SR-3(3)

	SR-5
	Contract clauses (SBOM on request, notification, runtime SBOM for cloud), pre-production scan
	The decision of which clauses each acquisition carries

	SR-6
	Supplier records with review dates and outcomes
	The assessment judgment

	SR-8
	Notification clauses; advisory-feed subscriptions; supplier vulnerability intake into the queue
	The contract negotiation

	SR-10
	Hash and signature verification of software artifacts at deployment
	Hardware inspection

	SR-11
	Signed provenance and attestations for software
	Anti-counterfeit policy for hardware, SR-11(1) training, SR-11(2) repair control

	SR-12
	None
	Disposal records from property management


A control closes only when the mechanism that closes it exists and its proof is recorded (Chapter 04). For SR-12 the honest entry is that this pipeline closes nothing, and the closure record says which process does.
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Ownership of supply chain decisions. Program design.
	Decision or artifact
	Owner

	Supply chain strategy (PM-30)
	The CISO owns it and its annual review, with the senior procurement executive consulted; the CIO approves the governance charter (Chapter 05, Chapter 10)

	Contract terms (SBOM on request, notification, runtime SBOM)
	The contracting officer, advised by the CISO’s supply chain team

	SBOM and provenance pipeline
	The engineering teams that build and release software

	Exploitability statements
	The owning application team, reviewed by security

	Supplier records and reviews
	The supply chain team named under SR-2(1)

	Residual supply chain risk
	The authorizing official, and no one else


The charter left the sponsor and lead “to be named” and asked only that supply chain risk acceptance have a named owner. Under SP 800-37 that owner is the authorizing official, who alone accepts residual risk; Chapter 10 and Book 13, Chapter 09 set out the decision rights. The source’s implementation checklist carried calendar targets from July to December 2026 that have passed; the sequence below is tied to the program’s phases instead (Book 01, Chapter 12).
1. Charter. Pick the pilot system, name the supply chain team and the risk-acceptance owner, and agree on risk-based timelines.
1. Inventory. Generate SBOMs for the pilot’s production releases; record every supplier and cloud service with its certification status.
1. Intake. Join SBOMs to the KEV catalog and the BOD 26-04 queue; subscribe to supplier advisory feeds in machine-readable form where they exist.
1. Remediate and gate. Track at least one finding to closure under its deadline; turn on the provisioning gate for new software as a service.
1. Evidence. Sign and store SBOMs, reports and statements; reach Build L2, then L3; put contract clauses into the next acquisitions.
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1. The SR family closes through governance artifacts: policy, plans, contracts, supplier records, SBOMs, vulnerability reports and exploitability statements. SR-1, SR-2, SR-3, SR-5 and SR-8 are in every NIST baseline.
1. M-26-05 rescinded M-22-18 and M-23-16 on January 23, 2026. The software and hardware inventory is still required; attestations and SBOMs are agency choices made through contract terms, and for cloud platforms the SBOM to ask for is the runtime production environment.
1. CISA’s 2026 minimum elements replaced the 2021 NTIA list on July 29, 2026, with seventeen fields; SPDX and CycloneDX are the two formats in wide use, and CSAF and OpenVEX carry exploitability.
1. From December 7, 2026 FedRAMP’s VDR and VER rules bind certified providers; agencies should consume the reports with automation and fold them into their own plans of action.
1. Build L3 is hardened builds; two-party review is a separate source-track level. Provenance proves the scanned artifact is the deployed one.
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1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0, controls PM-30 and SR-1 through SR-12 with enhancements, OSCAL catalog, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53B, Control Baselines for Information Systems and Organizations, Low, Moderate, High and Privacy baseline profiles in OSCAL, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Oct 21, 2026).
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[bookmark: _Toc00001154]Chapter 08 — Privacy: PII Processing and Transparency
Privacy compliance is a public promise about why the agency holds each kind of personal information and under what authority, and the work is keeping that promise true as systems change.
[bookmark: _Toc00001155]In this chapter
The NIST SP 800-53 PII processing and transparency controls, PT-1 through PT-8, and the privacy baseline they sit in. The legal frame behind them: the Privacy Act, OMB Circular A-130 and its Appendix II, OMB Circular A-108 on system of records notices, and privacy impact assessments under section 208 of the E-Government Act. The program’s templates for authority, purpose, notice and consent, specific categories of PII and the data-flow map, corrected against their primary sources, and who signs what before a system that processes PII goes live.
A system that processes personally identifiable information (PII) carries obligations that the security baseline doesn’t cover. Encryption and access control protect PII from people who shouldn’t have it. The privacy controls ask a different set of questions: by what authority does the agency collect this at all, for what purpose, did it tell the person, did it publish the system in the Federal Register, does it hold more than it needs, and does it still use the data only for the purposes it announced? Those questions are answered by documents the public can read and by records that show the documents match the system.
Two facts set the scope. First, NIST’s privacy baseline “is applied to systems irrespective of impact level.”1 A Moderate system and a Low system that hold the same PII carry the same privacy controls. Second, none of the PT controls carries a FedRAMP class; FedRAMP’s Rev5 control reference lists the family without class membership,2 and none of the ten themes of FedRAMP’s 2026 Key Security Indicators is a privacy theme.3 A cloud provider’s certification doesn’t close the agency’s privacy controls. They are the agency’s, end to end, and the privacy office and the system owner close them together.
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The privacy artifacts and the loop that keeps them true: a threshold decision and a PIA come first, authority, purpose and notice are written and published before collection, and the data-flow map is checked against the system whenever it changes.
[bookmark: _Toc00001156]The PT family
NIST SP 800-53 Rev. 5 groups the PII-specific transparency controls in the PT family. Every base control and the enhancements marked below are in the privacy baseline.41
The PT family. Base controls PT-1 to PT-8 and enhancements PT-5(2), PT-6(1), PT-6(2), PT-7(1) and PT-7(2) are in the NIST privacy baseline; PT-2(1), PT-2(2), PT-3(1), PT-3(2), PT-4(1) to PT-4(3) and PT-5(1) are not.
	Control
	What it asks for

	PT-1 Policy and Procedures
	A PII processing and transparency policy and procedures, an official who manages them, and scheduled reviews

	PT-2 Authority to Process PII
	Determine and document the authority that permits each kind of processing, and restrict processing to what is authorized; enhancements tag data with its authorized processing (PT-2(1)) and enforce it automatically (PT-2(2))

	PT-3 PII Processing Purposes
	Identify and document the purposes, describe them in public notices and policies, restrict processing to compatible purposes, and monitor changes in processing

	PT-4 Consent
	Mechanisms for individuals to consent to processing before collection that support informed decisions

	PT-5 Privacy Notice
	Notice on first interaction, in plain language, identifying the authority and purposes; PT-5(2) requires Privacy Act statements on forms that feed a system of records

	PT-6 System of Records Notice
	Draft SORNs to OMB guidance, submit new and significantly modified SORNs to OMB and Congress for advance review, publish them in the Federal Register and keep them accurate; PT-6(1) reviews routine uses and PT-6(2) reviews exemption rules on a set schedule

	PT-7 Specific Categories of PII
	Defined processing conditions for specific categories; PT-7(1) covers Social Security numbers and PT-7(2) prohibits processing information about how a person exercises First Amendment rights except where authorized

	PT-8 Computer Matching Requirements
	For a matching program: Data Integrity Board approval, a computer matching agreement, a Federal Register notice, independent verification before adverse action, and notice and an opportunity to contest


Source: NIST’s catalog, release 5.2.0, and its privacy baseline profile.41
The PT family isn’t the whole privacy baseline. It also carries program controls such as PM-18 (privacy program plan), PM-19 (privacy program leadership role) and PM-5(1) (inventory of PII), and RA-8 (privacy impact assessments), among others.1 Eight of the program management controls that Chapter 05 covers are in the same release 5.2.0 privacy baseline: PM-4, PM-6, PM-7, PM-9, PM-10, PM-11, PM-14 and PM-31.1 Two corrections to the source follow from that. The source called its PT-1 template a “Privacy Program Plan”; the privacy program plan is PM-18, an agency-level document, while PT-1 is the policy and procedures for this family. The source also covered only six of the eight PT controls; it left out PT-6 and PT-8, which are where the Privacy Act’s publication and matching rules land. This chapter covers all eight. PM-5(1) is covered here with the data-flow map, and PM-18 and PM-19 are covered in the next section. Chapter 05 covers the other agency-level program controls the series builds; it leaves these three to this chapter because they belong to the privacy program, and PM-19 appointments also appear in Chapter 10.
[bookmark: _Toc00001157]The privacy program plan and the privacy leadership role (PM-18, PM-19)
Two program management controls sit above every system’s privacy plan, and neither is in a FedRAMP class or a system baseline, so no provider supplies them. Like the controls in Chapter 05, they belong to the agency.
The privacy program management controls this chapter carries
	Control
	What it asks
	The artifact
	Evidence an assessor can check

	PM-18, Privacy Program Plan
	An organization-wide privacy program plan that describes the structure and resources of the privacy program, the privacy requirements and the program management and common controls that meet them, the role of the senior agency official for privacy and other privacy roles, management commitment, compliance and strategic goals, and coordination among the entities responsible for privacy; approved by a senior official accountable for the privacy risk; updated at a set frequency and for changes in law, organization and problems found
	The privacy program plan, with the common controls documented in an appendix or by reference to separate system privacy plans
	The approved plan with its approval record, update history and dissemination record 

	PM-19, Privacy Program Leadership Role
	Appoint a senior agency official for privacy with the authority, mission, accountability and resources to coordinate, develop and implement applicable privacy requirements and manage privacy risk through the organization-wide privacy program
	The appointment and the role matrix (Chapter 10)
	Signed appointment; the official’s responsibilities named against privacy activities


The two fit together the way PM-1 and PM-2 do for security. The plan names the official and says which privacy controls the organization treats as program management, common, system-specific or hybrid; the official is the one who designates them.4 The plan is an agency-level document that no single system owner can write, which is the reason the source’s PT-1 template could not stand in for it. The system privacy plans and the program plan together cover the privacy controls in use, so a system’s plan points up to the program plan for the controls it inherits.
[bookmark: _Toc00001158]The legal frame
The PT controls restate obligations that already exist in law and OMB policy. The assessor’s question is whether the agency meets those obligations, so it helps to know where each comes from.
· The Privacy Act of 1974. A system of records is a group of records under an agency’s control “from which information is retrieved by the name of the individual” or by an identifying number or symbol assigned to the individual.5 For such a system the Act requires the agency to tell each person it asks for information, on the collection form or a separate form the person can keep, the authority for the request and whether disclosure is mandatory or voluntary, the principal purposes, the routine uses, and the effects of not providing the information (subsection (e)(3)); to publish a notice describing the system in the Federal Register (e)(4); to keep no record of how a person exercises First Amendment rights unless authorized (e)(7); and to publish any new use at least 30 days in advance and invite comment (e)(11).5 Subsection (r) requires advance notice of new or significantly changed systems and matching programs to OMB and to the House and Senate oversight committees, and subsection (u) requires every agency that runs a matching program to have a Data Integrity Board.5
· Section 208 of the E-Government Act of 2002. It requires a privacy impact assessment before an agency develops or procures IT that collects identifiable information about the public, or starts a new electronic collection from ten or more people, and it requires privacy policies on agency websites, including policies in machine-readable formats. OMB Memorandum M-03-22 implements it and reproduces the section’s text.6
· OMB Circular A-130. Agencies must designate a Senior Agency Official for Privacy (SAOP), limit PII to what is authorized, relevant and necessary, “take steps to eliminate unnecessary collection, maintenance, and use of Social Security numbers,” conduct PIAs, and post privacy policies on websites, mobile applications and other digital services.7 Appendix II sets out how agencies manage PII, including the Fair Information Practice Principles, a PII inventory, and PIAs as an analysis that continues “throughout the information system and PII life cycles,” not a one-time milestone.7 Appendix I makes the SAOP review and approve the privacy plans for agency systems “prior to authorization, reauthorization, or ongoing authorization,” and review authorization packages for systems that handle PII before the authorizing official decides.7
· OMB Circular A-108. It governs how agencies write, report and publish SORNs, matching notices and Privacy Act statements, and how they review their privacy controls.8
· OMB Memorandum M-17-12. It sets how agencies prepare for and respond to a breach of PII, including a breach response plan and an SAOP-led tabletop exercise “not less than annually.”9
Book 03, Appendix B applies this frame to one concrete flow, personnel data moving from the HR system into the directory, and is a worked example of everything below.
[bookmark: _Toc00001159]Authority to process (PT-2)
PT-2 asks the agency to determine and document the authority for each kind of processing and to process nothing more.4 The program keeps that as a matrix, one row per category of PII. The rule that makes it useful is that each row names a specific statute, executive order or regulation; “general mission authority” isn’t enough, and agency counsel signs each citation.

Authority-to-process matrix. Template; program design.
	PII category
	Legal basis
	Citation
	Retention
	Disposal

	[Category, e.g., Social Security number]
	Statute / executive order / regulation / voluntary
	[Specific citation, from counsel]
	[Records schedule item]
	[Method, e.g., NIST SP 800-88 purge]

	[Name and date of birth]
	[Basis]
	[Citation]
	[Schedule item]
	[Method]

	[Contact information collected for optional notifications]
	Voluntary
	[Citation for the program; consent recorded]
	[Schedule item]
	[Method]

	[Additional category]
	[Basis]
	[Citation]
	[Schedule item]
	[Method]



The source’s sample rows carried fixed retention periods (“7 years post-case closure,” “5 years post-determination”). They aren’t carried. Retention comes from the records schedule that covers the record, which A-130 requires agencies to follow,7 and the matrix cites the schedule item rather than a number.
System of records notices (PT-6)
If the system retrieves records by a name or other personal identifier, it is a Privacy Act system of records and needs a published SORN, either the agency’s own or a government-wide one that covers it.58 The source got the timeline wrong. It described a “40-day advance review” and attributed it to A-108. The actual sequence has three parts:
1. Report to OMB and Congress. A-108 requires agencies to report a proposal to establish or significantly modify a system of records “at least 30 days prior to the submission of the notice to the Federal Register.” OMB has 30 days to comment, and that review period “may not run concurrently with” the Federal Register publication period. Only significant changes are reported.8
1. Publish. The SORN is published in the Federal Register (subsection (e)(4)).5
1. Comment on routine uses. New or significantly modified routine uses need a 30-day public comment period after publication before they take effect.58
Plan on at least 60 days from the report to OMB and Congress before a new system can collect under a new routine use, and longer if OMB extends its review. A-108 lists the kinds of change that count as significant, including a change that substantially increases who can access the information and a new or significantly changed routine use, and it requires every SORN to stay “accurate, up-to-date, and appropriately scoped.”8 The source’s “review every three years” cadence isn’t an OMB rule and isn’t carried; PT-6(1) and PT-6(2) leave the review frequency to the agency, and the program sets it in the privacy continuous monitoring strategy described below.4

SORN register for systems in the authorization boundary. Template; program design.
	System of records
	SORN
	Federal Register citation
	Published
	Routine uses last reviewed
	Exemptions last reviewed

	[System name]
	[Agency or government-wide SORN identifier]
	[Volume FR page, date]
	[Date]
	[Date]
	[Date]



If a SORN doesn’t exist yet, the gap goes on the plan of action and milestones with a milestone that leaves room for the full sequence above before the first collection.
[bookmark: _Toc00001160]Purposes (PT-3)
PT-3 asks the agency to document the purposes for processing, describe them publicly, restrict processing to compatible purposes, and watch for changes.4 The program records purpose at the level of individual data elements, because that’s where purpose creep happens: a field collected for one job gets reused for another.

Purpose specification matrix. Template; program design.
	PII element
	Collection purpose
	Secondary use permitted?
	Authorization for secondary use
	Minimization action

	[SSN]
	[Unique identification where a statute requires it]
	[No]
	—
	[Display last four digits; store full value encrypted; exclude from external APIs]

	[Name]
	[Identification and correspondence]
	[Yes, if a routine use or agreement covers it]
	[Routine use number in the SORN; agreement reference]
	[Limit to what each use needs]

	[Date of birth]
	[Eligibility check]
	[Only in de-identified form]
	[Authority]
	[Not returned by APIs unless required]

	[Email address]
	[Optional notifications]
	[No]
	Consent at enrollment
	[Withdrawable at any time]



A use not in the matrix needs a PIA update and, for a system of records, may need a SORN change before it starts.8 Once a year, and whenever the data-flow map changes, the owner checks that every PII element in the data dictionary appears in the matrix, that no element is used for an unlisted purpose, that secondary uses still match the SORN and any agreements, and that new elements were assessed for purpose and minimization. The SAOP signs the result. That cadence is program design.
Tagging purpose in the data catalog
PT-2(1) and PT-3(1), outside the privacy baseline, suggest tagging data elements with their authorized processing and purposes.4 The source mapped its purpose fields to “Purview Data Map custom attributes” and said they enforced purpose limits as DLP conditions. That overstates what the catalog does. In Microsoft Purview, managed attributes are key-value pairs that add structured metadata to cataloged assets so people can find and filter them.10 They describe an asset; they don’t block anything. Enforcement comes from sensitivity labels and data loss prevention policies, which Book 12, Chapter 09 builds. The program records collection purpose, legal authority and the minimization rule as managed attributes for traceability, and enforces through labels and DLP.
[bookmark: _Toc00001161]Notice and consent (PT-4, PT-5)
Most federal collections rest on a statute, not on consent. When a statute authorizes the collection, the person doesn’t have to agree for it to be lawful, but the person must still be told. Consent comes into play for collection that is voluntary, for a use beyond the original authority, and for web measurement that tracks people across sessions. PT-4 asks for consent mechanisms where they apply; PT-5 asks for notice in every case.4
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Notice or consent: a statutory collection needs notice and, for a system of records, a Privacy Act statement; voluntary collection, new uses and multi-session tracking with PII need consent as well.
Privacy Act statements
When the agency asks people for information that will go into a system of records, it gives them a Privacy Act statement on the form or on a separate form they can keep, whether the collection happens on paper, a website, a mobile app or the telephone; for telephone collection the agency reads the statement aloud and offers it in writing.8 A-108 requires five elements in plain language: the authority and whether disclosure is mandatory or voluntary, the principal purposes, the published routine uses, the effects of not providing the information, and a citation to the relevant SORN, with a link where practicable.8 The source attributed the required elements to M-03-22. Their origin is subsection (e)(3) of the Privacy Act, and A-108 adds the SORN citation.58
A model statement the program adapts per form (the bracketed text is filled in by the system owner and approved by counsel and the SAOP):
Privacy Act Statement. [System name], [program office], [agency name]. Authority: [Statute or executive order that authorizes the collection]. Purpose: We collect this information to [principal purpose]. [We may also use it to (secondary purpose authorized by the SORN).] Routine uses: We may share this information outside [agency name] as the Privacy Act permits, including [plain-language summary of the main routine uses]. The full list is in [SORN identifier], [Federal Register citation], at [link]. Disclosure: Providing [specific item] is [mandatory under (citation) / voluntary]. [If you don’t provide it, (effect).] [There is no penalty for not providing it.]
A-108 lets agencies summarize the routine uses in plain language and link to the full list rather than reprint it.8
Website privacy policies and web measurement
Section 208 and M-03-22 require a privacy policy on agency websites. M-03-22 tells agencies to call the general notice the “Privacy Policy”; to say when providing information is voluntary and how to consent to its use; to explain visitors’ rights under the Privacy Act and other privacy laws; to explain which information is kept in a system of records and provide a Privacy Act statement at the point of collection or through a link; and to say what the site collects automatically and why.6 The source cited “E-Gov Act §208(b)(1)” for the website privacy policy; subsection (b) is the PIA requirement, and website privacy policies are in subsection (c).6 The source also said FedRAMP’s 2026 rules require a machine-accessible privacy notice URL in the agency’s package. No such FedRAMP rule was found and the claim isn’t carried. The machine-readable requirement that does exist is section 208’s, for website privacy policies.6 Publishing the policy at a stable URL and checking it in each annual review is program design.
Web analytics are governed by OMB Memorandum M-10-22, which replaced M-03-22’s tracking rules. It defines three tiers: single-session technologies (Tier 1), multi-session without PII (Tier 2) and multi-session with PII (Tier 3). Agencies must not use measurement technologies “from which it is not easy for the public to opt-out,” must use opt-in for Tier 3, need SAOP review, a 30-day public comment period and written CIO approval before a new Tier 3 use, and should keep the data one year or less unless a law, policy or specific need requires longer.11 The source’s “cookie consent banner” for analytics is stricter than M-10-22 requires for Tiers 1 and 2, where an easy opt-out is the rule; the program uses opt-in only where the tier requires it or the agency chooses to.
The consent matrix

Consent mechanism matrix. Program design, with the web rows from M-10-22 and the telephone row from A-108.
	Data source
	Interaction
	Statutory authority?
	Consent needed?
	Mechanism
	Withdrawal

	Public web form, program application
	Statutory collection into a system of records
	Yes
	No; notice and Privacy Act statement
	Statement shown before the form
	Not applicable

	Public portal, optional notifications
	Voluntary
	No (for this element)
	Yes
	Unchecked opt-in box naming what is collected, how it’s used, and that it’s voluntary
	Account settings, effective immediately

	Contact center, call recording
	Collection by telephone
	Depends on the program
	If voluntary, yes
	Spoken notice at the start of the call; statement offered in writing
	Caller ends the call

	Web analytics
	Tier 1 or 2 measurement
	Not applicable
	No; easy opt-out
	Privacy policy explains; opt-out offered
	Opt-out

	Web analytics with PII
	Tier 3 measurement
	Not applicable
	Yes; opt-in
	Opt-in before collection
	Revoke opt-in

	Data received from another agency
	Interagency exchange
	Through the sending agency’s SORN and routine use
	No; the agreement governs
	Agreement on file; routine use confirmed
	Governed by the source SORN

	Employee records
	Employment
	Yes
	No
	Privacy Act statements on the personnel forms
	Not applicable



Sources for the web and telephone rows: M-10-22 and A-108.118 A pre-checked box is not a choice; the opt-in control starts unchecked. That is program design, consistent with PT-4’s requirement that consent mechanisms support informed decisions.4
[bookmark: _Toc00001162]Specific categories of PII (PT-7)
PT-7 lets the agency define stronger conditions for specific categories of PII and names two in its enhancements.4
· Social Security numbers, PT-7(1). Eliminate unnecessary collection, maintenance and use and explore alternatives; don’t deny any right, benefit or privilege because a person won’t disclose an SSN; and tell anyone asked for an SSN whether disclosure is mandatory or voluntary, under what authority, and how it will be used.4 The second and third duties come from section 7 of the Privacy Act, which applies to federal, state and local agencies.5 A-130 carries the first.7 The Social Security Number Fraud Prevention Act of 2017 adds that an agency may not include an SSN on any document sent by mail unless the agency head determines it’s necessary; the prohibition has applied since September 15, 2022.12
· First Amendment information, PT-7(2). Prohibit processing information about how a person exercises First Amendment rights unless a statute or the person authorizes it, or it is within an authorized law enforcement activity, which is subsection (e)(7) of the Privacy Act.45
[bookmark: _Toc00001163]Correction: the SSN authority is not M-17-12
The source attributed its SSN rules (eliminate SSNs as identifiers, display only the last four digits, minimize collection) to OMB M-17-12. M-17-12 governs breach preparation and response.9 The SSN reduction duty is in A-130 and PT-7(1), the disclosure notice is section 7 of the Privacy Act, and the mailing restriction is the 2017 Act.7512 Truncating SSNs to the last four digits on screens is a sound program design rule, not a quoted federal requirement.
The source’s table of “special categories” cited authorities that don’t say what it claimed (it attributed biometric and geolocation protections to memoranda on other subjects). The program replaces it with one rule: the categories that get heightened protection are those PT-7’s enhancements name, plus those counsel identifies from statutes that apply to the program. Health information is the common case; the HIPAA Privacy Rule applies to covered entities and, for a covered entity’s protected health information, to business associates,13 so whether it applies to a given flow is a determination counsel records in the data-flow map.

Specific-category control matrix. Program design; label names follow the agency’s taxonomy from Book 12 Chapter 09.
	Category
	Classification label (example)
	Protection
	Access
	Logging

	SSN, full
	Restricted
	Encrypted at rest with an agency-controlled key; never in logs or external API responses
	Named roles only; no standing service-account access
	Every read and write

	SSN, last four digits
	Confidential
	Standard encryption
	Standard roles
	Standard audit

	Financial account numbers
	Restricted
	Encrypted; never logged in clear text
	Payment roles; dual approval for changes
	Every access, with an alert threshold

	Health information
	Restricted
	Encrypted; field-level where practical
	Roles scoped to assigned cases
	Every access

	Biometric data
	Restricted
	Encrypted separately from application data
	System identity only; no routine human reads of raw data
	Alert on any human read

	First Amendment information
	Not collected unless authorized
	—
	—
	—



Automatic labeling finds these categories in content. Microsoft Purview ships built-in sensitive information types for U.S. Social Security numbers, credit card numbers and U.S./U.K. passport numbers, among others.14 Book 12, Chapter 09 maps them to labels and DLP policies; this chapter only requires that every category in the matrix has a matching classifier and policy, and that the PIA says which.
SSN display register for a system. Template; program design.
	Display location
	Format
	Full SSN accessible?
	Justification

	Public account page
	Last four digits
	No
	Confirmation only

	Case header
	Last four digits
	No
	Case association

	Identity verification screen
	Full
	Yes, with a role
	Identity match required by [authority]

	External API responses
	Never included
	Not applicable
	Excluded from every schema


[bookmark: _Toc00001164]The data-flow map
Every PT control assumes the agency knows where its PII goes. A-130 Appendix II requires privacy programs to “maintain an inventory of PII” and regularly review it,7 and PM-5(1) asks for an inventory of the systems and components that process PII.4 The data-flow map is the program’s form of that inventory at system level: one row per flow from source to destination, reviewed against the SORN, the PIA and the purpose matrix.

PII data-flow register. Template; program design. The source’s rows named specific programs and partner agencies and aren’t carried.
	Flow
	Source
	PII
	Purpose
	Destination
	Leaves the boundary?
	In transit
	At rest
	Retention
	Disposal

	F-001
	Public web form
	Name, date of birth, SSN, address, contact details
	Application intake
	Case management system
	No
	TLS
	Encrypted with an agency-controlled key
	[Schedule item]
	[Method]

	F-002
	Case management
	SSN, case data
	Determination
	Adjudication system
	No
	TLS
	Encrypted
	[Schedule item]
	[Method]

	F-003
	Contact center
	Name, last four of SSN, case number, recording
	Service
	Customer relationship system
	No
	TLS
	Encrypted
	[Schedule item]
	[Method]

	F-004
	Case management
	[Elements]
	[Purpose under a routine use or matching agreement]
	Another federal agency
	Yes
	TLS with mutual authentication
	Per the agreement
	Per the agreement
	Per the agreement

	F-005
	HR system
	Employee PII
	Workforce administration
	Directory and payroll services
	Depends on the provider
	TLS
	Encrypted
	[Schedule item]
	[Method]



The program requires four scenarios in every map before the authorizing official decides, wherever they apply: public intake, from the first form through case creation, with the notice shown before any PII is entered; contact center, including recordings, screen pops and the customer relationship system; HR and workforce flows, checked against the governing personnel SORN (Book 03, Appendix B); and every interagency exchange. That requirement is program design.
For an interagency exchange the first question is whether it’s a matching program under the Privacy Act. If it is, PT-8 applies: Data Integrity Board approval, a computer matching agreement, a published matching notice, independent verification before any adverse action, and notice and a chance to contest.45 A-108 sets the matching notice process, which mirrors the SORN process with its own 30-day advance reporting to OMB and Congress.8 If it isn’t, the exchange rests on a routine use in the sending agency’s SORN and an agreement between the agencies, and the receiving agency confirms the routine use covers its use before data flows.
Where the directory keeps its data
Flow F-005 ends in a directory service, and for Microsoft Entra ID the “Depends on the provider” column has a documented answer. A US government tenant is in a national cloud, where Microsoft states that data is stored “At rest, in the target location. No exceptions,” and that the US government cloud’s datacenters are operated by Microsoft.15 A Microsoft 365 GCC tenant is paired with Microsoft Entra ID in Azure Commercial (Chapter 06), where the tenant’s location maps to a geo-location such as North America, and data is stored at rest there, with exceptions listed per component. The exception that matters for a privacy map is multifactor authentication, whose logs (the user principal name, and for voice and text challenges the telephone number) are stored in “North America and/or in geo location.”15 Microsoft also states that the service’s log files are copied over TLS to Microsoft reporting and machine-learning systems “in Microsoft-owned datacenters in the continental United States.”16 And B2B collaboration copies a user’s data into the other tenant, which Microsoft notes “might have data residency implications.”15
For the map, that means three rows rather than one. The directory store goes in the tenant’s geo-location. Multifactor and service logs go to the locations Microsoft names. Each external tenant that holds a guest copy of an agency user is a destination of its own. The SORN and the PIA describe the same three (Book 10, Chapter 04 covers the GCC boundary itself).
What automated discovery adds
The source said Purview’s lineage scan “provides automated discovery of data flows.” It provides less than that, and the difference matters. Data Map scans capture metadata from registered sources (names, schemas, classifications), and lineage arrives from connected transformation services such as Azure Data Factory and Azure Synapse, which report the sources and outputs of the pipelines they run.17 A file exported by hand, an API call between applications or a flow through a service Purview doesn’t connect to won’t appear. The program uses the scans to find gaps in the manual map, not to replace it: each quarter it compares scan results with the register, and every flow found by the scan but missing from the register is investigated, documented or stopped before the next annual review. The record of each comparison (date, reviewer role, flows found, resolved and accepted) is evidence for PT-3 and PM-5(1).
[bookmark: _Toc00001165]Privacy impact assessments
A PIA is required before the agency develops or procures IT that collects, maintains or disseminates identifiable information about members of the public, or starts a new electronic collection from ten or more people, and it must be updated when a change creates new privacy risk.6 M-03-22 lists the usual triggers: converting paper records to electronic systems, making anonymous information identifiable, significant changes in how a system manages identifiable information, merging databases, newly applying authentication technology to a system the public uses, systematically incorporating commercial data, new interagency uses, significant new internal uses, and adding data that raises the risk, such as health or financial information.6 Systems that hold information only about government personnel and contractors fall outside the statutory requirement,6 and many agencies assess them anyway; the program does.
A-130 treats the PIA as a living analysis, conducted with program managers, system owners, security officials and counsel, that continues through the system’s life.7 The source’s milestone table began with a “privacy threshold analysis” to decide whether a PIA is needed. That is common agency practice, not an OMB-defined step, and the program keeps it as its own intake form. RA-8, in the privacy baseline, asks for PIAs before developing or procuring IT that processes PII and before new collections.4
[bookmark: _Toc00001166]Assessment and monitoring
A-108 replaced OMB’s old requirement for annual Privacy Act reviews with privacy continuous monitoring: agencies select privacy controls during system development, then “monitor and assess privacy controls … on an ongoing basis,” at a rigor and frequency that keeps up with changing risk.8 At a minimum the controls must keep information minimized to what a purpose requires, keep SORNs accurate and published with significant changes reported, and keep routine uses compatible with the original purpose.8 The SAOP approves each system’s privacy plan before authorization and reviews the package before the authorizing official decides.7
The program’s privacy continuous monitoring strategy sets these cadences. They are program design within the A-108 and A-130 requirements:
Privacy continuous monitoring cadences. Program design, except the tabletop frequency, which M-17-12 sets.
	Activity
	Owner
	Cadence
	Evidence

	PIA review
	System privacy officer
	On any change that triggers one; at least annually
	Updated PIA

	SORN, routine-use and exemption review (PT-6(1), PT-6(2))
	Counsel and SAOP
	Annually and on significant change
	Review record; revised SORN if needed

	Purpose matrix check (PT-3)
	System privacy officer
	Annually and on data-flow change
	Signed checklist

	Data-flow comparison with scan results
	Data owner and privacy officer
	Quarterly
	Comparison record

	Privacy notice and Privacy Act statement check
	Web owner and privacy officer
	Annually and on change
	Captured notice text and URL check

	Breach response tabletop
	SAOP
	At least annually (M-17-12)
	After-action report

	Privacy control assessment
	Senior agency official for privacy, with the assessor supporting (Chapter 10)
	With the security assessment cycle
	Privacy section of the assessment report


The breach tabletop frequency is M-17-12’s.9 Reporting a breach is an incident-response subject: the one-hour clock for notifying CISA is in Chapter 09 and Book 12, Chapter 10.
[bookmark: _Toc00001167]Before a system that processes PII goes live
Privacy milestones before go-live. Program design built on the cited requirements.
	Milestone
	What has to be true
	When
	Owner

	Threshold decision
	Whether a PIA is required and whether the system is a system of records
	At concept approval
	System privacy officer

	PIA
	Drafted with the design; updated before go-live
	Before design is final and again before go-live
	SAOP and system privacy officer

	SORN
	Reported to OMB and Congress at least 30 days before submission to the Federal Register; published; routine-use comment period closed
	Start at least 60 days before the first collection under a new routine use
	Counsel and SAOP

	Matching agreement and notice
	Board approval, agreement, published notice, if a matching program
	Before any match
	Data Integrity Board

	Authority and purpose matrices
	Complete for every element, citations signed by counsel
	Before the package goes to the SAOP
	System privacy officer and counsel

	Privacy notices
	Website policy published; Privacy Act statements on every collection form and script
	Before go-live
	Web owner and SAOP

	Data-flow map
	Every applicable scenario documented and compared with scan results
	Before the authorization decision
	Data owner and system privacy officer

	Privacy plan
	Approved by the SAOP
	Before authorization
	SAOP


The SORN timing and SAOP approval come from A-108 and A-130.87 Chapter 11 shows where the privacy plan sits in the authorization package.
A system that gives external partner persons access holds personal data about people the agency does not employ. The threshold decision, the system-of-records question, minimization, records retention and redress for that class are worked through in Book 03, Chapter 15.
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Privacy ownership. Program design, with SAOP duties from A-130.
	Role
	Owns

	Senior Agency Official for Privacy
	The privacy program, PIA and SORN approval, privacy plan approval before authorization, breach response

	System privacy officer
	The system’s PT artifacts: authority and purpose matrices, consent matrix, data-flow map, PIA drafts

	Agency counsel
	Legal citations, SORN and routine-use language, matching determinations, HIPAA and other statutory determinations

	System owner and data owner
	Keeping the system matched to the artifacts; reporting changes that trigger a PIA or SORN review

	ISSO
	Privacy controls in the assessment and plan of action

	Web and communications owner
	Privacy policy and notice publication

	Authorizing official
	Accepting residual privacy risk, after the SAOP’s review


The SAOP duties are A-130’s.7 Chapter 10 puts these roles in the wider compliance picture.
Privacy closes through documents, not technology. Labels and DLP enforce the purposes and categories the documents define, but no classifier can supply the statutory authority or publish the notice the Privacy Act requires. The program says so plainly, for the same reason it says it about supply chain controls in Chapter 07.
[bookmark: _Toc00001169]What to take from this chapter
1. The privacy baseline applies whatever the impact level, and FedRAMP certification doesn’t close it: the PT controls are the agency’s.
1. PT-1 is policy and procedures; the privacy program plan is PM-18. PT-6 and PT-8 carry the Privacy Act’s publication and matching rules and belong in every privacy review.
1. A new or significantly changed system of records is reported to OMB and Congress at least 30 days before its notice goes to the Federal Register, that review can’t overlap publication, and new routine uses wait out a 30-day comment period.
1. Privacy Act statements need five elements, including the SORN citation, at every point of collection, including the telephone.
1. A data catalog describes data; labels and DLP enforce rules; neither discovers every flow. The data-flow map, checked against scans each quarter, is what keeps the notices true.
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[bookmark: _Toc00001171]Chapter 09 — Training and Awareness Controls
Training is the one control family that no configuration can close; it closes when the right people have been trained for the roles they actually hold, and the record proves it.
[bookmark: _Toc00001172]In this chapter
The federal requirements for security and privacy training: FISMA, OMB Circular A-130, OPM’s rule at 5 CFR 930.301, and NIST SP 800-50 Rev. 1, which replaced the 2003 guide and SP 800-16 in 2024. Then the controls one by one, with their NIST and FedRAMP baselines stated separately: literacy training with its insider threat and social engineering enhancements, role-based training, incident response and contingency training, and training records. The last part shows how the agency turns those records into evidence an assessor can re-derive, and how a learning management system feeds that evidence. Book 16 covers curriculum, delivery and education in depth. This chapter stays with the controls and their evidence.
Almost every other control in this book closes through something a machine can show. A Conditional Access policy enforces access rules. A logging configuration emits events. A protective DNS resolver blocks known-bad domains. An assessor can read the setting, re-run the query and see the result. Training is different. The awareness and training (AT) family asks whether people know what to do, and the only thing that proves it is a record of who was trained, on what, and when, set against a list of who should have been.
That makes training controls easy to over-claim. A policy that says “all users complete annual training” is an attestation. A dashboard that shows 98 percent completion is a number with no denominator unless someone can say which roster the 98 percent was measured against, where the completions came from, and whether the people in high-risk roles are in the 2 percent who haven’t finished. This chapter treats training the way Book 13 treats every control: evidence over attestation, derived from the system that holds the facts, with the derivation repeatable by someone who didn’t produce it.
The chapter covers the controls and their evidence. Curriculum design, delivery methods, learning paths for the people who run the program, and how the agency measures whether training changes behavior belong to Book 16, People: Training & Education.
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How training becomes evidence: three sources, one derived record, independent readers.
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Four layers of requirement sit under the AT controls. They agree on the essentials and differ in age.
FISMA makes training part of every agency’s information security program. The program must include security awareness training that informs personnel, “including contractors and other users,” of the risks associated with their activities and their responsibilities under agency policy. The agency head must make sure the agency has trained personnel sufficient to comply, and the CIO’s delegated authority includes training and overseeing personnel with significant responsibilities for information security.1
OMB Circular A-130 turns that into seven obligations. Agencies must run mandatory agency-wide security and privacy awareness and training programs for all employees and contractors, consistent with OMB, NIST and OPM guidance. They must give users foundational and more advanced training and “ensure that measures are in place to test the knowledge level” of users. They must give role-based security and privacy training to people with assigned security and privacy roles, including managers, “before authorizing access” or before they perform their duties. And they must establish rules of behavior, with consequences for violating them, and make sure employees and contractors have read and agreed to them.2 The rules-of-behavior obligation is SP 800-53’s PL-4, which asks for a documented acknowledgment before access is granted.3
OPM’s rule at 5 CFR 930.301 is the oldest layer and the most specific about audiences. It requires each executive agency to have a plan for information systems security awareness and training, to identify employees with significant information security responsibilities and give them role-specific training under NIST guidance, and to expose all users of federal information systems, including “employees, contractors, students, guest researchers, visitors,” to security awareness materials at least annually. It lists what executives, program and functional managers, CIOs and security staff, and IT operations staff must each be trained in; requires new employees to receive awareness material before they get access; leaves the frequency of refresher training to the agency, based on the sensitivity of the information people use; and requires training when the system environment or procedures change significantly or an employee moves into a role that needs it.4 The section dates from June 14, 2004 and has not been amended since. It cites the 2002 FISMA as its authority and points to a NIST publications web address that predates the current site.4 Its substance still binds; its pointers are out of date.
NIST SP 800-50 Rev. 1, Building a Cybersecurity and Privacy Learning Program, published September 2024, is the current guidance those pointers lead to. It superseded the 2003 SP 800-50 and SP 800-16, which NIST withdrew the same day.56 It reframes training as a cybersecurity and privacy learning program with a four-phase life cycle (plan and strategy, analysis and design, development and implementation, assessment and improvement), adds privacy as a foundational element, and sends role definitions for cybersecurity work to the NICE Workforce Framework in SP 800-181 Rev. 1.5 It divides the audience into three segments: all users, privileged access account holders, and staff with significant cybersecurity or privacy responsibilities.5 The source material for this chapter cited SP 800-16 as current; it is not.
Two narrower requirements add content. OMB M-17-12 requires every person with access to federal information or systems to be trained on how to identify and respond to a breach of personally identifiable information, including the agency’s internal reporting process, before they get access, and suggests specialized breach training for supervisors and people responsible for high value assets.7 And Executive Order 13587, signed October 7, 2011, created the Insider Threat Task Force and directed it to issue minimum standards that are “binding on the executive branch.”8 The task force’s minimum standards require insider threat programs to create procedures for initial and recurring employee training, with documentation, and to verify that all cleared employees have completed insider threat awareness training.9 Those standards govern the agency’s insider threat program for classified information. AT-2(2), below, asks for insider threat awareness for every system user. The agency should build one module that satisfies both, and record it once.
[bookmark: _Toc00001174]The controls, one by one
The table gives each control’s NIST SP 800-53B baseline and FedRAMP 2026 class membership as separate facts, as Book 13, Appendix A does. An agency system categorized Moderate selects from the NIST column. A FedRAMP Class C cloud service is held to the FedRAMP column. The two agree for most of this family, but not for all of it.
	Control
	What it asks
	NIST SP 800-53B
	FedRAMP 2026

	AT-1, Policy and Procedures
	An awareness and training policy and procedures, a designated official to manage them, and review on a defined schedule
	L, M, H, Privacy
	B, C, D

	AT-2, Literacy Training and Awareness
	Security and privacy literacy training for all system users, including managers, senior executives and contractors, at initial training, at a defined frequency, and when system changes or defined events require it; content updated and incident lessons learned incorporated
	L, M, H, Privacy
	B, C, D

	AT-2(1), Practical Exercises
	Exercises in literacy training that simulate events and incidents
	—
	—

	AT-2(2), Insider Threat
	Training on recognizing and reporting potential indicators of insider threat
	L, M, H
	B, C, D

	AT-2(3), Social Engineering and Mining
	Training on recognizing and reporting potential and actual social engineering and social mining
	M, H
	C, D

	AT-3, Role-based Training
	Role-based security and privacy training for defined roles before access or duties, at a defined frequency, and on system changes; content updated and lessons learned incorporated
	L, M, H, Privacy
	B, C, D

	AT-3(3), Practical Exercises
	Practical exercises in role-based training
	—
	—

	AT-3(5), Processing Personally Identifiable Information
	Initial and recurring training for defined roles on the PII processing and transparency controls
	Privacy
	—

	AT-4, Training Records
	Document and monitor awareness and role-based training; retain individual training records for a defined period
	L, M, H, Privacy
	B, C, D

	AT-6, Training Feedback
	Feedback on training results to defined personnel at a defined frequency
	—
	—

	IR-2, Incident Response Training
	Training consistent with assigned roles within a defined period of assuming the role or gaining access, on system changes and at a defined frequency; content reviewed and updated
	L, M, H, Privacy
	B, C, D

	IR-2(1) and IR-2(2), Simulated Events; Automated Training Environments
	Simulated events in incident response training; an automated training environment
	H
	D

	IR-2(3), Breach
	Training on identifying and responding to a breach, including the reporting process
	Privacy
	—

	CP-3, Contingency Training
	Training consistent with contingency roles within a defined period of assuming the role, on system changes and at a defined frequency; content reviewed and updated
	L, M, H
	B, C, D

	CP-3(1), Simulated Events
	Simulated events in contingency training
	H
	D


Sources: control text from NIST SP 800-53 Rev. 5, release 5.2.0;3 NIST baselines from the SP 800-53B Low, Moderate, High and privacy baseline profiles;10 FedRAMP classes from the 2026 Rev5 control reference, which assigns no FedRAMP-specific parameter values to any AT, IR-2 or CP-3 control.11
Three corrections to the source material follow from the table.
· Two enhancements it claimed to close aren’t in any NIST or FedRAMP baseline. AT-2(1) and AT-3(3), the practical-exercise enhancements, are optional. Phishing simulation and hands-on labs are good practice, and SP 800-50 Rev. 1 recommends experiential learning,5 but an agency that adopts them is tailoring them in, not meeting a Moderate requirement. 
· AT-3(5) is a privacy-baseline control, not a Moderate one. It applies because the system processes PII and the privacy baseline is selected, which is Chapter 08’s ground.
· AT-2(3) was missing. Social engineering and mining is in NIST’s Moderate baseline and FedRAMP Classes C and D. The source’s awareness content covered phishing and social engineering but never claimed the control, so the control-closure table omitted one of the Moderate requirements it actually met.
Most of these controls leave the frequencies and time periods to the organization. Neither NIST nor FedRAMP sets “annual” for AT-2, AT-3, IR-2 or CP-3. The annual floor for awareness comes from 5 CFR 930.301,4 and the “before access” rule from A-130, AT-2, AT-3 and M-17-12.27 Every other number in this chapter is the agency’s to define, and the program’s suggested values are labeled as design.
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AT-2 covers everyone who uses the system, and its first requirement is timing. Training happens as part of initial training for new users, before access under A-130 and OPM’s rule, then at the agency’s frequency, which can’t be less often than annually for awareness, and again when a system change or a defined event calls for it.34 SP 800-50 Rev. 1, quoting SP 800-53’s discussion of AT-2, notes that subsequent literacy training can be one or more short ad hoc sessions on recent attack schemes or policy changes rather than a repeat of the full course.5
The program’s awareness content, by design, covers these modules. The controls each one helps evidence are in the right-hand column.
	Module
	Content
	Controls it evidences

	Zero trust and the agency’s access model
	Why access is verified each time; phishing-resistant sign-in; what a user should expect to be asked
	AT-2

	Phishing and social engineering
	Recognizing pretexts in email, phone and chat; help desk impersonation; reporting with the built-in report button
	AT-2, AT-2(3)

	Authentication hygiene
	Phishing-resistant methods, why SMS codes are a fallback, never approving an unexpected prompt
	AT-2, IA-5

	Insider threat
	Behavioral indicators, reporting obligations, the agency’s insider threat program
	AT-2(2)

	Data handling
	Controlled unclassified information markings, sensitivity labels, sharing rules
	AT-2

	Breach and incident reporting
	What a suspected breach is, how and to whom to report it, at once
	AT-2, IR-2(3) where selected

	Rules of behavior and acceptable use
	The system use notice; the rules of behavior acknowledgment
	PL-4, AC-8

	Remote and mobile work
	Device and network risks away from the office
	AT-2


Two items need care. The breach module is the M-17-12 requirement, and its point is speed: M-17-12 has the agency’s principal SOC report breaches to US-CERT, now part of CISA, under its notification guidelines,7 whose one-hour clock starts when the top-level SOC or CSIRT identifies the incident (Book 12, Chapter 10). The source material taught a “72-hour reporting window” for PII breaches. That figure is not the federal rule and the program doesn’t teach it; Chapter 08 carries the M-17-12 breach preparation requirements, the response plan and the annual tabletop. And the insider threat module should be the same module the insider threat program uses for cleared staff, so one completion record serves AT-2(2) and the task force’s standard.9
Phishing exercises (AT-2(1))
Phishing simulation is the most common form of the optional practical-exercise enhancement. SP 800-50 Rev. 1 recommends measuring click-through and report rates, ideally by work role, and offers the NIST Phish Scale for rating how hard a simulated message is. It also sets three conditions the source material didn’t: include the legal team in designing and reviewing exercises, avoid “using legitimate brands or naming federal organizations” in the bait, and tell employees that random exercises happen and that results guide learning, so that the exercises are not punitive and no one is called out.5 The source proposed scenarios that impersonate .gov and .mil senders. The program instead tests the same instincts with lures that don’t impersonate a real agency, after legal review.
In a Microsoft 365 GCC tenant, Attack simulation training in Microsoft Defender for Office 365 Plan 2 is one option. Microsoft documents it as available in GCC, GCC High and DoD, with some features missing in GCC High and DoD, and licensed through Microsoft 365 G5, Office 365 G5 or Defender for Office 365 Plan 2 for Government.12 Any platform that records results per user and exports them works the same way for evidence.
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AT-3 applies to the roles the agency defines, before those people get access or perform duties, and again at the agency’s frequency and on system changes.3 The hard part is the definition. SP 800-50 Rev. 1 describes it as a multi-step process that starts with defining the significant cybersecurity and privacy work roles and identifying the staff aligned to them, usually led by the CIO, CISO or chief privacy officer in partnership with HR.5 FISMA requires role-based training for personnel with significant security responsibilities,1 and A-130 extends it to privacy roles.2
The program’s model uses six role tiers. The tiers, examples and hours are the program’s design; the agency should set its own from its role definitions and the NICE Framework.

	Tier
	Examples
	Training focus
	Frequency (design)
	Hours per year (design)

	1. System and platform administrators
	Cloud, identity, network, DNS and server administrators
	Hardening the platforms they run, change control, break-glass procedures, backup and recovery
	Annual, and on adoption of a new platform
	24–40

	2. Privileged access users
	Holders of eligible administrative roles, privileged workstation users
	Just-in-time activation, session controls, the privileged access model in Book 04
	Annual
	8–16

	3. Developers and engineers
	Application developers, pipeline owners, infrastructure-as-code authors
	Secure coding, dependency management, software bills of materials, pipeline security
	Annual, plus lab exercises
	24–40

	4. Incident responders
	SOC analysts, incident handlers, detection engineers
	Playbooks, investigation, evidence handling, the incident response plan
	Semiannual
	16–24

	5. Data stewards and PII processors
	Records managers, HR system owners, staff who process PII
	Classification and labeling, data loss prevention, privacy notices and assessments, breach handling
	Annual
	8–12

	6. Executives and program officials
	Authorizing officials, system owners, ISSMs, contracting officer’s representatives
	Risk acceptance, plans of action and milestones, the authorization package, contract security clauses
	Annual
	4–8



Three notes on the tiers.
Tier membership is a fact the agency already holds. Who holds an eligible administrative role is in the identity platform. Who owns a system is in the system inventory. Who processes PII is, or should be, in the privacy program’s records. The program derives each tier’s roster from those sources rather than from a training coordinator’s spreadsheet, so a person who gains a role appears in the roster that day and is overdue on the date the role’s training requirement says. Book 03 builds the HR-driven identity record this depends on, and Book 04 the eligible-role model. A roster that lags the role assignment is the most common way an AT-3 record overstates completion.
Developers get a secure delivery track. The supply chain controls in Chapter 07 automate software bills of materials and vulnerability scanning in the pipeline. The automation produces findings; developers decide whether a finding is fixed or carried with a justified exploitability statement. The track teaches those decisions: dependency pinning and review, reading a scanner’s output, what a vulnerability exploitability statement asserts, pipeline secrets and workflow permissions, and secure code review. The source’s hands-on formats, an annual SBOM lab, an annual triage exercise, quarterly paired code review and an annual supply-chain tabletop with the incident response team, are good design. They count toward AT-3, and toward AT-3(3) if the agency selects it.
Data stewards get the privacy track. For a system on the privacy baseline, AT-3(5) asks for initial and recurring training on the PII processing and transparency controls,3 and SP 800-50 Rev. 1 says role-based privacy training for federal agencies should address the agency’s privacy artifacts, including system of records notices, privacy impact assessments and Privacy Act statements.5 Chapter 08 defines those artifacts; this track teaches the people who produce and use them.
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Four training populations, the controls each evidences, and the single record set behind them.
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IR-2 and CP-3 are written the same way. Each asks for training consistent with assigned roles, within an organization-defined period of taking on the role, when system changes require it, and at a defined frequency after that, with the content reviewed and updated.3 Both are in every NIST baseline and FedRAMP Classes B to D; their simulated-event enhancements are High and Class D only.1011
The guidance behind them is older than the controls. SP 800-34 Rev. 1, the contingency planning guide (May 2010, updated November 2010, still final), says training for people with contingency plan responsibilities should be provided at least annually, that people newly appointed to plan roles should be trained shortly afterward, and that recovery staff should ideally be able to do their jobs “without aid of the actual ISCP document,” because the plan may be unavailable in the first hours of a disruption.13 Both it and SP 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities (September 2006, still final), separate training, which teaches people their roles, from exercises and tests, which check that the plan and the people work.1314 SP 800-61 Rev. 3, the April 2025 incident response guide, adds one recommendation under the Cybersecurity Framework’s awareness and training category: role-based training should include incident-related responsibilities.15
The distinction matters for evidence. The source’s quarterly calendar counted three functional failover tests as CP-3 training. They are CP-4 contingency plan tests, which Chapter 06 covers. They train the people who take part, and the program records their attendance, but CP-3’s evidence is the training itself: a record that each person named in the contingency plan was trained for their role within the period the agency set.
The program’s cadence, by design:

	Event
	Frequency (design)
	Participants
	Evidence
	Controls

	Incident response procedure walkthrough
	Semiannual
	SOC and incident response team
	Attendance record, procedure version
	IR-2

	Playbook drill
	Quarterly
	SOC analysts
	Drill report
	IR-2; IR-2(1) if selected

	Tabletop: ransomware (one of the twice-yearly incident response exercises, Chapter 05)
	Annual
	Incident response team and leadership
	Attendance, after-action report
	IR-2, CP-3

	Tabletop: supply chain compromise
	Annual
	Incident response, development and leadership
	Attendance, after-action report
	IR-2, AT-3

	Contingency role training
	On appointment, then annual
	Everyone named in a contingency plan
	Completion record per person
	CP-3

	Contingency exercise: multi-system outage (the plan’s first-year tabletop, then the annual functional exercise, Chapter 06)
	Annual
	All recovery-designated staff and leadership
	Attendance, after-action report, plan updates
	CP-3, CP-4

	Failover tests by platform
	Per Chapter 06
	Platform teams
	Test report with measured recovery time
	CP-4



Every tabletop produces an after-action report that records attendance by role and date, the scenario and its injects, the gaps found against the plan, and corrective actions with owners and due dates. The ISSO reviews it and it is filed with the system’s evidence. The corrective actions go where Book 13, Chapter 09 sends every finding: fixed inside a window, or carried by a named decision. Lessons learned also go back into the training content, which CP-2 asks for explicitly, and AT-2 and AT-3 ask for in their own words.3 Book 12, Chapter 11 covers the playbooks the drills exercise.
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AT-4 is two sentences: document and monitor training activities, and retain individual training records for a period the organization defines.3 Everything else in this chapter becomes assessable through it.
What the record has to answer
An assessor reviewing AT-2, AT-3, IR-2 and CP-3 asks four questions, and the record should answer each one for a stated review window.
1. Did every system user complete literacy training, including the insider threat and social engineering content, before access and within the agency’s frequency?
1. Did every person in each defined role complete that role’s training?
1. Did developers and engineers complete the secure delivery track?
1. Were the people named in the incident response and contingency plans trained for their roles, and did the drills and tabletops happen on schedule?
Each answer has a numerator and a denominator. The numerator comes from the learning management system, which holds one completion record per person and course. The denominator comes from the role roster: the identity platform for users and privileged roles, the system inventory for owners, the contingency and incident response plans for recovery staff. A completion percentage that doesn’t say which roster it was measured against isn’t evidence, because it can’t be re-derived.
Where the record lives
The learning management system is the system of record for individual completions; the evidence record is derived from it. The program keeps the two apart for three reasons.
· It is how the platforms are built. Microsoft describes Viva Learning as a learning hub that ingests content and learner records from a learning management system, and says the LMS “is the ultimate source of content and learner records.”16 The hub is a view. The evidence should come from the source.
· It survives a product change. The derived record has a fixed shape. Replacing the learning platform means writing a new export mapping, not redefining the control. A vendor’s roadmap is not a commitment, and an evidence pipeline that depends on one product staying in service will break when it doesn’t.
· It keeps sensitive data where it belongs. SP 800-50 Rev. 1 warns that training records “are often part of employment or contract records” and can be tied to performance evaluations, and asks program managers to manage the risks of processing learning data, including risks in learning management systems and reporting.5 The derived record carries counts, not names. The per-person detail stays in the system of record, behind its access controls, where the ISSO and the assessor can sample it.
The derived record follows the evidence contract in Book 12, Chapter 02: what was measured, against what, from which sources, when, and with what integrity check. Book 13, Chapter 07 explains why an assessor should be able to regenerate it rather than trust it.
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The record layout and script below are illustrative. They haven’t been tested against a production learning management system or a real workforce. Field names, course identifiers and file layouts are examples; map them to the agency’s own systems and review the script before running it.
A derived training evidence record, as the program designs it:
{
  "recordType": "training-evidence-record",
  "generatedAt": "2026-10-01T06:00:00Z",
  "reviewWindow": { "start": "2025-10-01", "end": "2026-09-30" },
  "sources": [
    { "role": "completions", "system": "agency LMS export", "file": "lms-completions-2026-10-01.csv", "sha256": "<hash>" },
    { "role": "roster", "system": "role roster from HR and identity governance", "file": "role-roster-2026-10-01.csv", "sha256": "<hash>" }
  ],
  "populations": [
    { "population": "all-users",       "controls": ["AT-2", "AT-2(2)", "AT-2(3)"], "required": 4210, "complete": 4122, "overdue": 88 },
    { "population": "tier1-admins",    "controls": ["AT-3"],                       "required": 64,   "complete": 64,   "overdue": 0 },
    { "population": "tier3-developers","controls": ["AT-3"],                       "required": 91,   "complete": 89,   "overdue": 2 },
    { "population": "tier5-stewards",  "controls": ["AT-3", "AT-3(5)"],            "required": 47,   "complete": 46,   "overdue": 1 },
    { "population": "ir-dr-roles",     "controls": ["IR-2", "CP-3"],               "required": 38,   "complete": 38,   "overdue": 0 }
  ],
  "exercises": [
    { "type": "ir-tabletop", "controls": ["IR-2"], "date": "2026-08-14", "afterActionReport": "aar-2026-08-14.pdf", "sha256": "<hash>" },
    { "type": "contingency-tabletop", "controls": ["CP-3", "CP-4"], "date": "2026-07-22", "afterActionReport": "aar-2026-07-22.pdf", "sha256": "<hash>" }
  ],
  "review": { "reviewerRole": "ISSO", "reviewed": null, "nextReview": "2027-01-01" }
}
Four things differ from the source material’s version, on purpose. The record states its review window and its roster, so its percentages can be recomputed. It carries hashes of its source files, so an assessor can confirm the record was built from the files they are shown. It names the reviewer’s role, not a person, and leaves the review empty until the ISSO completes it. And it has no pass or fail field. Whether 88 overdue users is acceptable is a decision, made by the ISSO under the threshold the agency sets, and recorded as a review, not computed into the record by the script that produced it. The program’s suggested threshold is 95 percent completion per population, with every overdue person in a privileged tier treated as a finding regardless of the percentage, because the people the percentage hides are the ones the control exists for.
The script below builds the population counts from two exports. It uses only standard PowerShell cmdlets and reads files; it calls no service.
# Illustrative: derive training population counts from an LMS completion export
# and a role roster. Both inputs are CSV files exported by their systems of record.
param(
    [string]$CompletionsCsv = '.\lms-completions.csv',   # UserPrincipalName,CourseId,Status,CompletedDate
    [string]$RosterCsv      = '.\role-roster.csv',       # UserPrincipalName,Population,RequiredBy
    [datetime]$WindowStart  = '2025-10-01',
    [datetime]$WindowEnd    = '2026-09-30',
    [string]$OutFile        = '.\training-evidence-record.json'
)

# Which courses satisfy which population (agency-defined; examples only)
$requiredCourses = @{
    'all-users'        = @('SEC-AWARE-2026')
    'tier1-admins'     = @('ROLE-ADMIN-2026')
    'tier3-developers' = @('ROLE-SECDEV-2026')
    'tier5-stewards'   = @('ROLE-PRIVACY-2026')
    'ir-dr-roles'      = @('ROLE-IR-2026', 'ROLE-CP-2026')
}
$controls = @{
    'all-users'        = @('AT-2', 'AT-2(2)', 'AT-2(3)')
    'tier1-admins'     = @('AT-3')
    'tier3-developers' = @('AT-3')
    'tier5-stewards'   = @('AT-3', 'AT-3(5)')
    'ir-dr-roles'      = @('IR-2', 'CP-3')
}

$completions = Import-Csv -Path $CompletionsCsv | Where-Object {
    $_.Status -eq 'completed' -and
    [datetime]$_.CompletedDate -ge $WindowStart -and
    [datetime]$_.CompletedDate -le $WindowEnd
}
$roster = Import-Csv -Path $RosterCsv

$populations = foreach ($group in ($roster | Group-Object -Property Population)) {
    $courses  = $requiredCourses[$group.Name]
    $complete = 0
    $overdue  = 0
    foreach ($person in $group.Group) {
        $done = $completions | Where-Object {
            $_.UserPrincipalName -eq $person.UserPrincipalName -and $_.CourseId -in $courses
        }
        # A person is complete only when every required course for the population is done
        $doneIds = @($done | Select-Object -ExpandProperty CourseId -Unique)
        if ($doneIds.Count -eq $courses.Count) { $complete++ }
        elseif ([datetime]$person.RequiredBy -lt $WindowEnd) { $overdue++ }
    }
    [ordered]@{
        population = $group.Name
        controls   = $controls[$group.Name]
        required   = $group.Count
        complete   = $complete
        overdue    = $overdue
    }
}

$record = [ordered]@{
    recordType   = 'training-evidence-record'
    generatedAt  = [datetime]::UtcNow.ToString('o')
    reviewWindow = [ordered]@{ start = $WindowStart.ToString('yyyy-MM-dd'); end = $WindowEnd.ToString('yyyy-MM-dd') }
    sources      = @(
        [ordered]@{ role = 'completions'; file = (Split-Path $CompletionsCsv -Leaf); sha256 = (Get-FileHash -Path $CompletionsCsv -Algorithm SHA256).Hash }
        [ordered]@{ role = 'roster';      file = (Split-Path $RosterCsv -Leaf);      sha256 = (Get-FileHash -Path $RosterCsv -Algorithm SHA256).Hash }
    )
    populations  = @($populations)
    review       = [ordered]@{ reviewerRole = 'ISSO'; reviewed = $null }
}

$record | ConvertTo-Json -Depth 6 | Set-Content -Path $OutFile -Encoding utf8
The script counts a person complete only when every course their population requires is done inside the window, and overdue only when their required-by date has passed. It doesn’t decide anything. The exercise entries come from the filed after-action reports, which the ISSO adds when each report is approved.
Feeding the record from Microsoft 365
Agencies on Microsoft 365 sometimes plan to pull completions from Viva Learning through Microsoft Graph, as the source material did. Three facts about that interface matter. The employee learning API exists so that a learning management system or provider can push content and learner records into Viva Learning; it isn’t a reporting export.17 The documented call that lists course activities works per user (GET /users/{user-id}/employeeExperience/learningCourseActivities) and supports only delegated permissions, with LearningAssignedCourse.Read.All as the least privileged. The tenant-level path the source used, /employeeExperience/learningCourseActivities, is documented only for getting one activity by its ID, and the LearningAssignmentReport.Read.All permission the source required isn’t a Microsoft Graph permission.18 And Microsoft lists these APIs for the global service only, not the US Government L4 or L5 (DoD) clouds.18 A Microsoft 365 GCC tenant uses the global Graph service; a GCC High tenant can’t use them. For all three reasons the program takes its completions from the learning management system’s own export, as the script does, and treats any hub as a convenience for learners.
How long to keep it
AT-4 leaves the retention period to the organization, and FedRAMP sets no value for it.311 NARA’s General Records Schedule 2.6, item 010, covers non-mission employee training program records, including “mandatory training tracking and reporting files” and employee attendance records, for all federal workers, “civilian, military, and contractors,” and authorizes destruction when three years old or three years after superseded, with longer retention allowed for business use.19 Information security training is one of the schedule’s own examples. The records officer decides which item applies to the learning management system’s records and to the derived evidence records, as Book 13, Chapter 09 assigns for every record the program keeps. The program’s suggestion is to keep the derived records and their source hashes for at least as long as the system’s authorization package relies on them.
[bookmark: _Toc00001180]Cloud providers and the training indicator
FedRAMP’s 2026 Key Security Indicators include one for training. KSI-CED-RAT, Reviewing All Training, says the effectiveness of cybersecurity education and training is “persistently reviewed,” including at least general training for all employees, role-specific training for employees in high-risk roles, secure software delivery training for development and engineering staff, and training for staff involved in incident response or disaster recovery. FedRAMP relates it to AT-2, AT-2(2), AT-2(3), AT-3, AT-3(5), AT-4, CP-3, CP-3(1), IR-2 and its three enhancements, and several other controls.20
The indicator binds cloud service providers, not agencies (Book 12, Chapter 12). The source material treated it as the agency’s own requirement and as the last item in an internal checklist the agency had to finish. For the agency it does two smaller things. It is a provider’s obligation the agency can see: when a system relies on a certified cloud service, the agency reviews the provider’s quarterly Ongoing Certification Report under FedRAMP’s rules (Book 13, Chapter 11), and the provider’s training evidence is part of what it certifies. And it is a useful vocabulary. The four populations in this chapter are the indicator’s four dimensions, adopted as the program’s design because they cover the controls an agency must evidence anyway. The indicator’s emphasis on effectiveness, not only completion, is also where Book 16 picks up: AT-6’s feedback loop, SP 800-50 Rev. 1’s assessment and improvement phase, and metrics that show whether behavior changed.5
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Chapter 10 assigns the compliance roles in full. For training, the program’s model is short.
· The CISO owns the agency’s awareness and training policy (AT-1 asks for a designated official to manage it), defines which roles are significant, and sets the completion threshold.3
· The CIO oversees personnel with significant security responsibilities and makes sure they are trained, which SP 800-37 lists among the CIO’s duties.21
· The system owner makes sure the system’s users and support staff receive the security and privacy training they need, a responsibility SP 800-37 assigns by name.21
· The ISSO runs the system’s training day to day, which SP 800-37 says the system security officer’s duties may include, and reviews the derived record.21
· The senior agency official for privacy owns the privacy content and AT-3(5); the insider threat program owns the insider threat module; the training office runs the learning management system and its export; HR and identity engineering own the roster; and the records officer decides retention.
· Supervisors are accountable for their staff completing on time, and contracting officer’s representatives for contractor staff, whom every requirement in this chapter covers.
[bookmark: _Toc00001182]What changes, in one table
	Old habit
	What replaces it

	“Annual training” as the whole requirement
	Before access, at a defined frequency, on system changes and on new roles; annual is OPM’s floor for awareness, not NIST’s rule

	A completion percentage on a dashboard
	Counts per population, measured against a stated roster for a stated window, re-derivable from hashed sources

	A training coordinator’s list of who needs role training
	Rosters derived from the identity platform, the system inventory and the plans, so a new role holder is tracked from the day they get the role

	Optional enhancements claimed as Moderate closures
	NIST baseline and FedRAMP class stated separately; AT-2(1) and AT-3(3) tailored in by choice; AT-2(3) claimed because it’s required

	Failover tests counted as contingency training
	CP-3 evidenced by role training records; failover tests evidence CP-4

	Phishing tests that impersonate federal senders and name the people who clicked
	Legally reviewed lures that don’t impersonate real organizations, results used for learning, not discipline

	Evidence pulled from whatever learning tool is current
	The learning management system as system of record, a fixed derived record, and a mapping that changes when the tool does

	A script that marks the control as passed
	A record that states the facts and an ISSO review that makes the decision
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[bookmark: _Toc00001184]Chapter 10 — Who Owns Compliance
Compliance has no single owner, and that is the danger; the Risk Management Framework names a role for every task, and a system stays authorized only while each of those roles has a person in it who knows the task is theirs.
[bookmark: _Toc00001185]In this chapter
Where the compliance roles come from: FISMA, OMB Circular A-130, NIST SP 800-37 Rev. 2 and the controls that require them. Then each role in turn: the head of agency and the risk executive (function), the CIO, the CISO as senior agency information security officer, the senior agency official for privacy, the authorizing official and the designated representative, the system owner, the ISSO and ISSM, the control assessor, common control providers, the contingency planning coordinator and the supply chain risk lead. Which roles only government staff may hold, one owner for each step of the authorization path, a responsibility matrix consistent with Book 00 Chapter 07, Book 01 Chapter 09, Book 12 Chapter 10 and Book 13 Chapter 09, and the separations that keep an assessment honest.
Ask who owns compliance in most agencies and the answer is “the security office,” which means the answer is nobody in particular. The security office writes policy, but it doesn’t own the system whose plan is out of date. The system owner owns the system, but often learns about a failed control from the assessor. The assessor finds the gap and isn’t allowed to fix it. The authorizing official signs the decision and may never have seen the evidence behind it. Each of them is doing their job. The failures happen between the jobs: a plan of action and milestones that nobody updates, a privacy plan nobody approved, an assessor who also built the controls they assessed, a risk acceptance signed by someone who couldn’t sign it.
Federal guidance already prevents most of this by naming the roles and giving each task to one or two of them. The Risk Management Framework in NIST SP 800-37 Rev. 2 lists a primary responsibility for every task, from assigning roles to deciding whether a system may keep operating.1 This chapter maps those roles onto the program. It applies the program-wide model in Book 01, Chapter 09 and the running mechanics in Book 00, Chapter 07 to compliance and authorization, and it agrees with the Who chapters that cover parts of the same ground: Book 10, Chapter 08 for the cloud boundary, Book 12, Chapter 10 for security operations, and Book 13, Chapter 09 for the authoritative record. Chapter 05 of this book gives the program’s role template for the program management controls. Where those chapters go deeper for their domain, they govern. The model below is the program’s recommended design. Adapt it to the agency’s structure, but keep one decider per row.
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Who owns compliance: the officials who set the posture, the roles that own each system’s authorization, and the independent and specialist roles around them.
[bookmark: _Toc00001186]Where the roles come from
Four layers of requirement define the roles. None of them uses the word “compliance owner.”
FISMA puts accountability at the top. The head of each agency is responsible for providing information security protections commensurate with risk, and must delegate to the CIO the authority to ensure compliance with the law. That delegation includes designating a senior agency information security officer who carries out the CIO’s responsibilities, has the professional qualifications to do so, has information security duties “as that official’s primary duty,” and heads an office with the mission and resources to help the agency comply. It also includes training and overseeing personnel with significant information security responsibilities.2
OMB Circular A-130 adds privacy and the authorizing official. Agencies must designate a senior agency official for privacy with agency-wide responsibility and accountability for the privacy program, and must make sure the CIO designates the senior agency information security officer.3 Agencies must designate senior federal officials to authorize each system and each set of agency-designated common controls, and only federal government personnel may serve as an authorizing official. The authorizing official is a senior official with budgetary oversight for the system or responsibility for the mission it supports, and is accountable for its privacy risks as well as its security risks. The circular gives the senior agency official for privacy a voice in the decision: agencies must consider the privacy official’s input, the privacy official reviews the authorization package for any system that handles PII, and if the two can’t agree, the head of the agency decides. Agencies may make the CIO or the privacy official a co-authorizing official.3
NIST SP 800-37 Rev. 2 defines each role and gives it tasks. Appendix D describes the authorizing official and designated representative, chief information officer, common control provider, control assessor, head of agency, information owner or steward, risk executive (function), senior accountable official for risk management, senior agency information security officer, senior agency official for privacy, system owner and system security or privacy officer, among others.4 It allows one person to hold several roles and several people to share one, provided “there are no conflicts of interest.”4 And it gives every RMF task a primary owner, which the matrix below uses.1
SP 800-53 makes the role assignments themselves controls. PM-2 asks the agency to appoint a senior agency information security officer, PM-19 a senior agency official for privacy, and PM-29 a senior accountable official for risk management and a risk executive (function). PM-10 asks the agency to designate individuals for the roles in its risk management process. CA-6 asks for a senior official as authorizing official for each system and for each set of inheritable common controls.5 The evidence for those controls is a signed appointment with a name in it, not an organization chart.
Two specialist roles come from elsewhere. SP 800-34 Rev. 1 puts contingency planning under an information system contingency plan (ISCP) coordinator.6 And the Federal Acquisition Supply Chain Security Act makes the head of each executive agency responsible for assessing and responding to supply chain risk, while SP 800-161 Rev. 1 describes the cybersecurity supply chain risk management (C-SCRM) program office that usually does the work.78
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The head of agency and the risk executive (function)
The head of agency is accountable for the agency’s security and privacy, sets the risk management strategy and the agency’s risk tolerance (RMF task P-2), and makes sure the agency has adequately trained personnel.41 The head of agency, or someone the head designates, is the senior accountable official for risk management, who leads the risk executive (function). That function can be one office or a group, such as “a risk board, executive steering committee, executive leadership council,” and it owns the organization-wide view: aggregated risk, consistent decisions across authorizing officials, and the organization-wide continuous monitoring strategy (task P-7), including the minimum frequency for monitoring controls.41 In the program’s model the head of agency or the senior accountable official names each authorizing official, because A-130 asks the agency to designate them and RMF task P-1, assigning roles, belongs to the head of agency, the CIO and the senior agency official for privacy.31
The CIO
The CIO designates the senior agency information security officer, maintains security policies and procedures, oversees personnel with significant security responsibilities and makes sure they are trained, and reports to the head of agency on the security program’s effectiveness. With authorizing officials, the CIO decides the resources dedicated to protecting systems, coordinating with the privacy official for systems that process PII. The CIO may be an authorizing official or co-authorizing official for selected systems.4 In the program’s model the CIO, with the executive sponsor, also owns the program’s scope and funding (Book 01, Chapter 09), which is where most compliance gaps are actually decided: a control that has no budget will become a plan of action and milestones.
The CISO
The CISO is the senior agency information security officer, the official who carries out the CIO’s FISMA security responsibilities and is the CIO’s primary liaison to authorizing officials, system owners, common control providers and system security officers. SP 800-37 notes that organizations may also call the role the senior information security officer or chief information security officer.4 RMF task P-5 gives the CISO, with the privacy official, the job of identifying the organization-wide common controls systems can inherit.1 In the program’s model the CISO decides the control requirements every system must meet (Book 01, Chapter 09), owns the awareness and training policy (Chapter 09), owns the supply chain risk strategy (Chapter 05), and reviews each cloud provider’s Ongoing Certification Report or names a delegate to do so (Book 10, Chapter 08).
SP 800-37 says the senior agency information security officer “may serve as authorizing official designated representative or as a security control assessor.”4 Both are allowed. Both need care. A CISO whose office implements common controls can’t impartially assess them, and a CISO acting as a designated representative is preparing decisions about controls the CISO set. The program allows either only where the agency writes down why there is no conflict, which is what SP 800-37’s conflict-of-interest condition requires in any case.
The senior agency official for privacy
The senior agency official for privacy has agency-wide responsibility and accountability for privacy compliance and privacy risk. SP 800-37 gives the role eight duties that bear directly on authorization: coordinating with the CISO; reviewing and approving the categorization of systems that handle PII; designating which privacy controls are program management, common, system-specific or hybrid; setting assessment methods and metrics for privacy controls; reviewing and approving privacy plans before authorization, reauthorization or ongoing authorization; reviewing authorization packages for systems that handle PII; conducting privacy control assessments; and running a privacy continuous monitoring program.4 The privacy official keeps responsibility for privacy assessments even when an independent assessor performs them.4 Chapter 08 covers the privacy controls themselves.
The authorizing official and the designated representative
The authorizing official is “the only organizational official who can accept the security and privacy risk to organizational operations, organizational assets, and individuals.” The authorizing official approves plans, memorandums of agreement, and plans of action and milestones, and decides whether a significant change requires reauthorization. For federal agencies the role “is assigned to government personnel only.”4 The RMF gives the authorizing official, or the designated representative, the approval of the system’s categorization, the approval of its security and privacy plans, the selection of its assessor and approval of the assessment plan, the risk analysis and the risk response, and reserves to the authorizing official alone the authorization decision (R-4) and the ongoing authorization decision (M-6).1 The authorizing official also decides how independent the assessor must be.4
The designated representative coordinates and conducts the day-to-day work of managing risk on the authorizing official’s behalf. The only thing the representative can’t do is make and sign the authorization decision, “the acceptance of risk.”4 In practice the representative is the person the system owner, ISSO and assessor deal with week to week, and the person who decides whether an item needs the authorizing official’s own attention. The program’s rule is the one Book 13, Chapter 09 sets: the representative can prepare every risk acceptance and can attend every board, but every acceptance is signed by the authorizing official.
Most agencies have several authorizing officials. Each accepts risk only for the systems and common controls they authorize, so the SOC’s controls and the governance platform’s controls need authorizing officials of their own when other systems inherit them (Book 12, Chapter 10). A system that uses a FedRAMP-certified cloud service still needs the agency’s own authorization decision, as Book 13, Chapter 11 explains.
The system owner
The system owner is responsible for the system’s procurement, development, integration, modification, operation, maintenance and disposal, for meeting the user community’s operational needs, and for compliance with security requirements. With the system security and privacy officers, the system owner develops and maintains the security and privacy plans and makes sure the system runs according to them. The system owner decides who has access, with the information owner; makes sure users and support staff receive the training they need; provides access, information and documentation to assessors; receives the assessment results; and, after reducing the risks found, assembles the authorization package and submits it to the authorizing official or the representative.4 SP 800-37 notes that organizations may call system owners program managers or business or asset owners.4
The RMF makes the system owner the primary owner of more tasks than any other role: describing and categorizing the system, selecting, tailoring and documenting its controls, implementing them, remediating findings, preparing the plan of action and milestones, assembling the package, monitoring for change, updating the plans, reporting posture and disposing of the system.1 Compliance belongs to the system owner more than to anyone else. The security office helps; it doesn’t take the system owner’s place.
The ISSO and the ISSM
SP 800-37’s system security officer is the role most agencies call the information system security officer, or ISSO. The ISSO keeps the system’s security posture current, works closely with the system owner, and is the principal advisor on all matters involving the system’s controls. In many organizations the ISSO runs day-to-day security operations for the system, which can include physical and environmental protection, personnel security, incident handling, and security training and awareness. The ISSO helps develop and update the plans, manages and controls changes to the system, and assesses their security impact.4 A system privacy officer does the same for privacy, and SP 800-37 lets organizations combine or separate the two.4
The ISSM, the information system security manager, is a common title, not an RMF role. SP 800-37 allows for it in a footnote: organizations may define a system security manager or security manager role with responsibilities like a system security officer’s, or with oversight of a security program, and ISSOs may report to it.4 SP 800-50 Rev. 1’s example policies give the ISSM the authority to waive training-based account suspension and the duty to submit training plans and reports.9 In the program’s model the ISSM oversees a portfolio of systems and their ISSOs: the ISSM rolls up their plans of action and milestones, reviews their posture reports before they reach the authorizing official, and acts as the CISO’s named delegate for provider reports where the CISO chooses one. Agencies that don’t use the title give those duties to the CISO’s staff.
SP 800-37 doesn’t reserve the ISSO role to government personnel. The program’s position, as in Chapter 05, is that a contractor may serve as ISSO with documented government oversight, provided the ISSO doesn’t also assess the controls they manage.
The control assessor
The control assessor assesses whether controls are implemented correctly, operating as intended and producing the desired outcome, prepares the assessment reports, rates the severity of deficiencies and recommends corrective actions. Assessors don’t assess inherited controls at the system level; they assess only the system’s own part of a hybrid control.4 The authorizing official sets the required level of independence, explicitly, for any assessment that supports an authorization or ongoing authorization decision.4
CA-2(1) asks for independent assessors, and it is in NIST’s Moderate and High baselines; CA-7(1) asks the same for ongoing monitoring.5 SP 800-53’s discussion of CA-2(1) defines impartiality: assessors are free from conflicts of interest about the development, operation or management of the system, and don’t “assess their own work, act as management or employees” of the organizations they serve, or advocate for them. Independent assessment can come from inside the organization or by contract, and the authorizing official decides whether a contracted assessment is independent enough, including whether the system owner influenced the contracting. Where a small organization’s assessors must come from the system owner’s chain, independent experts should review the results.5 A FedRAMP-recognized third-party assessment organization is how a cloud provider earns certification; an agency selects the assessors for its own systems (Chapter 05).
Common control providers
A common control provider implements, assesses and monitors controls that systems inherit, documents them in plans, has them assessed by qualified assessors with appropriate independence, and produces plans of action and milestones for those that fall short. Those plans and reports go to the owners of inheriting systems after the authorizing official for the common controls approves them.4 In the program, the top-level SOC is the common control provider for monitoring and incident response (Book 12, Chapter 10); platform teams provide identity, endpoint and network controls; and the governance platform provides the authoritative record (Book 13, Chapter 09). Agency-wide programs, the awareness and training program and the privacy program among them, are common controls too, and the privacy official decides which privacy controls are common.4
The contingency planning coordinator
SP 800-34 Rev. 1 says responsibility for contingency planning “generally falls under the auspice of” the ISCP coordinator, “typically a functional or resource manager,” who develops the contingency strategy with the other managers of the system and the processes it supports and typically manages the plan’s development and execution. The guide says every federal information system must have a contingency plan; its sample policy statement has the coordinator document the plan and review it annually; and it has the coordinator design the test plan and keep a record of changes to the plan.6 CP-2 asks for the plan to address contingency roles and responsibilities with named individuals and to be reviewed and approved by personnel the organization defines.5
In the program’s model the coordinator is a named person for each system or group of systems, accountable to the system owner, who approves the plan; the coordinator owns the business impact analysis, the plan, the contingency training roster and the test schedule, and the ISSO makes sure the results reach the package. Chapter 06 covers the plan and its tests; Chapter 09 covers CP-3’s training record.
The supply chain risk lead
The Federal Acquisition Supply Chain Security Act makes the head of each executive agency responsible for assessing the supply chain risk of covered articles, avoiding, mitigating, accepting or transferring it, and prioritizing those assessments by mission criticality. That responsibility includes a supply chain risk management strategy and implementation plan, integrating supply chain practices across the system life cycle, sharing information with other agencies as the Federal Acquisition Security Council directs, and reporting on progress.7 SP 800-161 Rev. 1 describes a C-SCRM program office, made up of dedicated staff or matrixed representatives from information security, procurement, risk management, engineering, software development, IT, legal and HR, that “may include or report to a dedicated executive-level official,” chairs internal working groups, assesses suppliers and products, manages the supply chain risk register and drafts strategy and policy for the accountable risk executives.8
The program’s charter template in Chapter 05 makes the CISO the executive sponsor who owns the strategy and its annual review, with the CIO approving the charter. In this chapter the supply chain risk lead is the person who runs the program day to day: keeps the supplier assessments current, enters supply chain findings in the risk register and sees that they reach the right plan of action and milestones. The acquisition side, writing requirements into solicitations and contracts, stays with the contracting officer and the acquisition security liaison. Chapter 07 covers the controls and the pipeline. A supply chain risk the agency decides to carry on a system is a risk acceptance like any other, and goes to that system’s authorizing official.
The roles that keep the record
Two program roles complete the picture. The steward and program office keep the authoritative record that holds the plans, findings and evidence, and the records officer decides how long that record and its evidence are kept. Book 13, Chapter 09 assigns both. Information owners, the officials with authority over specific information, give system owners the security and privacy requirements for the systems that process it and help categorize them.41
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SP 800-37 marks six roles as inherent U.S. Government functions, assigned only to government personnel: the authorizing official, the CIO, the risk executive (function), the senior accountable official for risk management, the senior agency information security officer and the senior agency official for privacy.4 A-130 says the same of the authorizing official.3
	Role
	Government personnel only?
	Program position

	Authorizing official
	Yes (SP 800-37, A-130)
	Never delegated; signs every risk acceptance

	Designated representative
	Not stated
	A government official, because the role acts for the authorizing official; program design

	CIO, CISO, senior agency official for privacy
	Yes (SP 800-37)
	—

	Senior accountable official for risk management, risk executive (function)
	Yes (SP 800-37)
	—

	System owner
	Not stated
	A government official, because the role answers for the system to the authorizing official; program design

	ISSO, ISSM
	Not stated
	A contractor may serve, with documented government oversight; program design

	Control assessor
	Not stated
	Government or contracted, with the independence the authorizing official sets

	Contingency planning coordinator, supply chain risk lead
	Not stated
	Government or contractor; the approvals they need sit with government roles


A program office or security team staffed mainly by contractors can do almost all of the work in this chapter. It can prepare every plan, every assessment, every package and every risk acceptance. It can’t sign any of the decisions in the government-only rows.
[bookmark: _Toc00001189]One owner for each step of the authorization path
The authorization path is where ownership gaps show first, because each step hands off to the next. The figure gives each step its owner from the RMF.
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The authorization path, one owner per step.
The handoffs fail in predictable ways, and the program checks for each.
· The categorization is approved by nobody. C-3 asks the authorizing official or representative, and the privacy official for systems with PII, to approve it.1 A categorization that only the system owner signed is a draft.
· The system owner picks the assessor. A-1 gives assessor selection to the authorizing official or representative.1 When the system owner chooses and pays the assessor, the authorizing official has to decide whether that arrangement leaves the assessment independent enough, which is the case CA-2(1)’s discussion describes.5
· The privacy plan goes unapproved. For a system that handles PII, the package isn’t complete without the privacy official’s approval of the privacy plan and review of the package.4
· The plan of action and milestones belongs to the ISSO alone. A-6 gives it to the system owner and common control provider, and the authorizing official approves it.14 An ISSO who maintains it without the system owner’s commitment is maintaining a wish list.
[bookmark: _Toc00001190]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most. “Head / SAORM” is the head of agency or the senior accountable official for risk management and the risk executive (function). “AO” includes the designated representative except where the decision can’t be delegated. “Coordinators” are the contingency planning coordinator and the supply chain risk lead, each for their own rows. “Program office” is the steward and program office of Book 00 and Book 13.

	Decision or work item
	Head / SAORM
	CIO
	CISO
	SAOP
	AO
	System owner
	ISSO / ISSM
	Assessor
	Common control providers
	Coordinators
	Program office

	Risk management strategy and risk tolerance (P-2)
	D
	C
	R
	C
	C
	
	
	
	
	
	C

	Organization-wide continuous monitoring strategy (P-7)
	D
	C
	R
	R
	C
	C
	
	
	C
	
	C

	Designate the CISO (senior agency information security officer)
	
	D
	
	
	
	
	
	
	
	
	

	Designate the senior agency official for privacy
	D
	C
	
	
	
	
	
	
	
	
	

	Name the authorizing official for each system and set of common controls (CA-6)
	D
	R
	C
	C
	
	
	
	
	
	
	

	Security control requirements and organization-wide common controls (P-5)
	
	C
	D
	C
	C
	C
	C
	
	R
	
	C

	Which privacy controls are common, program-level or system-specific
	
	
	C
	D
	
	C
	C
	
	
	
	

	Security categorization (C-2, C-3)
	
	
	C
	D (PII)
	D
	R
	R
	
	
	
	

	Select, tailor and document controls (S-1, S-2, S-4)
	
	
	C
	C
	
	D
	R
	
	R
	C
	C

	Approve the security plan (S-6)
	
	
	C
	
	D
	R
	R
	
	
	
	

	Approve the privacy plan
	
	
	
	D
	C
	R
	R
	
	
	
	

	Select the assessor and set its independence; approve the assessment plan (A-1, A-2)
	
	
	C
	C
	D
	C
	C
	R
	
	
	

	Assess security controls and write the report (A-3, A-4)
	
	
	C
	
	
	C
	C
	D, R
	C
	
	

	Assess privacy controls
	
	
	
	D, R
	
	C
	C
	R
	
	
	

	Remediate findings within their windows (A-5)
	
	
	C
	
	
	D
	R
	C
	R
	
	C

	Keep the plan of action and milestones (A-6)
	
	
	C
	C
	C
	D
	R
	
	R
	
	C

	Approve the plan of action and milestones; accept residual risk
	
	
	R
	C
	D
	R
	R
	C
	
	
	

	Assemble and submit the authorization package (R-1)
	
	
	C
	R
	
	D, R
	R
	C
	R
	
	R

	Authorization decision (R-4)
	
	C
	C
	C
	D
	R
	R
	C
	
	
	

	Authorizing official and privacy official disagree on a system with PII
	D
	C
	C
	R
	R
	C
	
	
	
	
	

	Significant change: does it require reauthorization?
	
	
	C
	C
	D
	R
	R
	C
	
	
	

	Posture reports to the AO (M-5)
	
	
	R
	R
	C
	D, R
	R
	C
	R
	
	R

	Ongoing authorization decision (M-6)
	
	C
	C
	C
	D
	R
	R
	C
	
	
	

	Review of cloud providers’ Ongoing Certification Reports
	
	
	D
	C
	C
	C
	R
	
	
	
	

	Contingency plan, its training roster and test schedule (CP-2, CP-3, CP-4)
	
	
	C
	
	
	D
	R
	
	
	R
	

	Supply chain risk management charter (PM-30)
	
	D
	R
	C
	
	
	
	
	
	R
	

	Supply chain risk strategy and supplier assessments
	
	C
	D
	C
	C
	C
	C
	
	
	R
	

	Supply chain risk carried on a system
	
	
	R
	
	D
	R
	R
	
	
	R
	

	Awareness and training policy, roles and threshold (AT-1 to AT-4)
	
	C
	D
	C
	
	R
	R
	
	R
	
	

	Assessor independence for ongoing assessments
	
	
	C
	C
	D
	
	
	R
	
	
	



Seven rows need comment.
The categorization row has two deciders on purpose. RMF task C-3 names the authorizing official or representative and the senior agency official for privacy as primary owners of the approval,1 and SP 800-37 lists approving the categorization of systems with PII among the privacy official’s duties.4 For a system without PII the authorizing official decides alone.
The two plan rows split the security plan from the privacy plan for the same reason. S-6 gives plan approval to the authorizing official or representative,1 and the privacy official reviews and approves privacy plans before authorization.4 Both must be in place before the decision.
The disagreement row is A-130’s: when the authorizing official and the privacy official can’t resolve how a system with PII should be protected, the head of agency reviews the risks and decides whether the authorization is issued.3 It is rare, and it should be recorded when it happens.
The assessor rows separate who picks the assessor from who does the assessing. The authorizing official selects and sets independence; the assessor decides the findings. Nobody else edits an assessment report. The privacy official keeps responsibility for privacy assessments even when an assessor does the work.4
The plan of action and milestones rows match Book 00, Chapter 07 and Book 13, Chapter 09: the system owner keeps the plan and decides how findings are fixed; the authorizing official approves it and accepts what can’t be fixed in time. The remediation row matches Book 12, Chapter 10.
The provider report row matches Book 10, Chapter 08, which follows FedRAMP’s recommendation that agencies designate a federal senior information security official to review each provider’s reports. If a report shows something that may change the agency’s risk, the decision moves to the authorizing official under the significant-change row.
The supply chain rows follow Chapter 05’s charter: the CIO approves the charter and the CISO owns the strategy. The law makes the head of agency responsible for supply chain risk,7 and in the program’s model that responsibility is exercised through the risk management strategy the head approves and the authorizing officials who accept specific supply chain risks for their systems.
Two decisions sit above the matrix. The continuous monitoring strategy, with its minimum monitoring frequencies, belongs to the senior accountable official for risk management or the risk executive (function) (task P-7);1 the program’s cadence has to fit inside it. And the authorizing official’s acceptance of risk can’t be delegated to anyone in any column.4
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The compliance roles check each other, so the separations matter as much as the assignments.
1. Nobody assesses their own work. The assessor isn’t the ISSO, the system owner or the engineer who implemented the controls being assessed. CA-2(1)’s impartiality test is the program’s test.5
1. The authorizing official isn’t the system owner for the same system. SP 800-37 allows one person to hold several roles if there’s no conflict of interest.4 An official who owns a system’s budget and schedule and also accepts its risk is judging their own delivery. The program’s design keeps the two apart; where an agency can’t, the risk executive (function) should review that system’s acceptances.
1. The CISO doesn’t assess the CISO’s common controls. The CISO may serve as an assessor,4 but not over controls the CISO’s office implements or provides for inheritance.
1. Requesters don’t approve their own risk acceptances. The system owner or ISSO who writes up a gap doesn’t approve it. The bounded-exception and risk-acceptance split in Book 13, Chapter 09 applies to every compliance gap.
1. The privacy official’s review isn’t optional for systems with PII. An authorization package for such a system without the privacy official’s review is incomplete, whatever its security content.34
[bookmark: _Toc00001192]Where each Who chapter fits
	Chapter
	What it settles

	Book 00, Chapter 07 — Who Runs the Program
	Program roles, the decision table, gate deciders, the rhythm and the repository conventions

	Book 01, Chapter 09 — Who Leads the Transformation
	Program-wide decision rights: the sponsor, the CISO, the authorizing official, the program office, platform teams, application owners, HR, records and privacy

	Book 10, Chapter 08 — Who Owns the Boundary
	The cloud boundary, provider reports, capability exceptions and the authorization letter

	Book 12, Chapter 10 — Who Runs Security Operations
	Logging, detection, incident response, the SOC as a common control provider

	Book 13, Chapter 09 — Who Governs
	The authoritative record, rule changes, drift review, exceptions and records management

	Chapter 05 — Program Management Controls
	The program’s role template for the PM controls and the supply chain charter

	This chapter
	The RMF roles, the authorization path and who owns each step of a system’s compliance


[bookmark: _Toc00001193]What changes, in one table
	Old habit
	What replaces it

	“The security office owns compliance”
	The system owner owns the system’s compliance; the CISO sets requirements and common controls; the authorizing official accepts risk

	The authorizing official signs at the end
	The authorizing official, or the representative, approves the categorization, the plans, the assessor and the assessment plan before the assessment starts

	The system owner hires the assessor
	The authorizing official selects the assessor and sets the independence required

	The ISSO keeps the plan of action and milestones
	The system owner keeps it and commits to it; the authorizing official approves it

	Privacy reviews the system when asked
	The privacy official approves the categorization and privacy plan for systems with PII and reviews every such package

	The designated representative signs “for” the authorizing official
	The representative prepares; the authorizing official signs every acceptance of risk

	An organization chart as evidence of roles
	Signed appointments with names for PM-2, PM-19, PM-29 and CA-6, and a matrix with a person in every D and R

	A contractor-heavy team “owns” authorization
	Contractors prepare the work; government officials make the decisions only they may make


[bookmark: _Toc00001194]Notes
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, December 2018, Chapter 3, primary responsibilities for tasks P-1, P-2, P-5, P-7, C-2, C-3, S-1, S-2, S-4, S-6, A-1 to A-6, R-1 to R-5 and M-1 to M-7, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Oct 21, 2026).
1. Federal Information Security Modernization Act of 2014, 44 U.S.C. § 3554, subsections (a)(1)(A) and (a)(3)(A)–(D), https://www.law.cornell.edu/uscode/text/44/3554 (accessed Oct 21, 2026).
1. Office of Management and Budget, Circular A-130, Managing Information as a Strategic Resource, July 2016, §5.f.1 (Privacy, items a–b, and note 25) and §5.f.2 (Information Security, item a); Appendix I, §4.d.1 (designating authorizing officials) and §5.f (Authorizing Official), https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, Appendix D (introduction and footnotes 112–113; Authorizing Official; Authorizing Official Designated Representative; Chief Information Officer; Common Control Provider; Control Assessor; Head of Agency; Information Owner or Steward; Risk Executive (Function); Senior Accountable Official for Risk Management; Senior Agency Information Security Officer; Senior Agency Official for Privacy; System Owner and footnote 121; System Security or Privacy Officer and footnote 124), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls CA-2(1) (with discussion), CA-6, CA-7(1), CP-2 (items a.3 and a.7), PM-2, PM-10, PM-19 and PM-29, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control text checked against the release 5.2.0 OSCAL catalog, and CA-2(1) and CA-7(1) baselines against the SP 800-53B Moderate and High profiles, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems, May 2010 (updated November 11, 2010), Chapter 3 introduction (ISCP Coordinator), §3.1 (sample contingency policy statement), §3.5 (testing) and §3.6 (plan maintenance), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf (accessed Oct 21, 2026).
1. 41 U.S.C. § 1326, “Requirements for executive agencies,” subsections (a) and (b), https://www.law.cornell.edu/uscode/text/41/1326 (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-161 Rev. 1, Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations, May 2022, with updates as of November 1, 2024, §2.3.5 (C-SCRM PMO) and Appendix E (FASCSA), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1-upd1.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-50 Rev. 1, Building a Cybersecurity and Privacy Learning Program, September 2024, §2.2.1 (Examples of Learning Program Policy Statements), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-50r1.pdf (accessed Oct 21, 2026).
[bookmark: _Toc00001195]Chapter 11 — The Authorization Package and Continuous Monitoring
An authorization package is not a binder that gets signed every few years; it is four linked records, kept in a machine-readable form, that stay true for as long as the evidence behind them keeps arriving.
[bookmark: _Toc00001196]In this chapter
What the authorization package contains and which Risk Management Framework task produces each part. The OSCAL model for each artifact and how the models link. The assessment plan, the program’s catalog of test plans, and what assessment results must say. The plan of action and milestones as a lifecycle with dispositions rather than a list, with illustrative code that builds one in OSCAL. Continuous monitoring under CA-7 and SP 800-137, ongoing authorization, and what FedRAMP’s 2026 rules ask of cloud providers and of the agencies that review their quarterly reports.
Every chapter before this one ends in an artifact: a contingency plan that was tested, a supply chain register, a privacy notice, a training record. This chapter is where they meet the person who has to decide. The authorizing official doesn’t read the evidence directly. They read a package that summarizes it, and they accept the risk the package describes. If the package is assembled by hand once every few years, it describes the system on the day it was assembled. If it is generated from the evidence the systems produce, it can describe the system today.
Two framing facts govern everything below. First, the agency authorizes its own system. When that system uses a FedRAMP-certified cloud service, the provider’s certification is evidence the agency reads, not a decision the agency inherits; Book 10, Chapter 11 covers how the boundary with the provider is written into the package, and FedRAMP’s rules require the agency to complete its own authorization process before using a certified service.1 Second, the agency’s package is built from evidence, not from statements about evidence. The evidence contract that every source emits, keyed on authoritative asset identity plus time, is Book 12, Chapter 02; why a system-produced record outranks a signed statement is Book 13, Chapter 07. This chapter is the compliance view of the same machinery: what the package must contain, and how it stays current.
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NIST SP 800-37 Rev. 2 defines the package by its contents. Task R-1 says authorization packages “include security and privacy plans, security and privacy assessment reports, plans of action and milestones, and an executive summary,” with more at the authorizing official’s request, and that organizations “maintain version and change control” as the package is updated.2 Each part is the output of an earlier task, and each task has an owner.
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The four parts of an authorization package, the RMF task that produces each, and the OSCAL model that carries it.
	Artifact
	Common name
	RMF task that produces it
	Who is responsible

	System security plan (and privacy plan)
	SSP
	S-6: review and approve the security and privacy plans
	Authorizing official or designated representative approves; the system owner writes it

	Security assessment plan
	SAP
	A-2: develop, review and approve plans to assess implemented controls
	Authorizing official or designated representative, and the control assessor

	Security assessment report
	SAR
	A-4: prepare the assessment reports documenting findings and recommendations
	Control assessor

	Plan of action and milestones
	POA&M
	A-6: prepare the plan of action and milestones based on the assessment reports
	System owner or common control provider

	Authorization package
	—
	R-1: assemble the package and submit it to the authorizing official
	System owner, common control provider, and the senior agency official for privacy for systems that process personal information

	Authorization decision
	ATO or ATU
	R-4: determine if the risk is acceptable
	Authorizing official


Source: SP 800-37 Rev. 2, Tasks S-6, A-2, A-4, A-6, R-1 and R-4.2
Four details in those tasks shape the rest of the chapter.
· The package is meant to be generated. R-1’s expected output is a package “which may be generated from a security or privacy management tool,” and NIST encourages organizations “to maximize the use of automated tools in the preparation, assembly, and transmission of authorization packages.”2 Under ongoing authorization, the package is presented to the authorizing official “via automated reports.”2
· A comparable report counts. If another report contains what an assessment report or an authorization package must contain, SP 800-37 says that report “would itself constitute” the assessment report or the package.2 That is the license for a machine-readable bundle to replace a document, and the condition on it: the bundle has to hold the content.
· Risk acceptance stays with one person. “The explicit acceptance of risk is the responsibility of the authorizing official and cannot be delegated to other officials within the organization.”2 Everything the program automates stops short of that decision (Book 13, Chapter 09).
· The decision carries a date or a frequency. The decision conveys “the authorization termination date or time-driven authorization frequency”; a system under ongoing authorization has the frequency instead of the date.2 The section on ongoing authorization below explains how a system earns that.
The package isn’t submitted to FedRAMP. An agency’s authorization of its own system is its own decision under the RMF. What the agency does owe FedRAMP, when its system uses a certified cloud service, is notice: the 2026 rules require it to notify FedRAMP after authorizing use, with a copy of the authorization letter (Book 13, Chapter 11).
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NIST’s Open Security Controls Assessment Language gives each artifact above a machine-readable model. OSCAL arranges its models in three layers: the control layer (catalog, profile and control mapping), the implementation layer (component definition and system security plan), and the assessment layer (assessment plan, assessment results, and plan of action and milestones), which NIST describes as focusing “on assessment activities, on communicating all assessment findings including supporting evidence.”3 The current release is OSCAL 1.2.3, published August 7, 2026, with JSON and XML schemas for every model.4
	Package artifact
	OSCAL model
	Layer
	What it must link to

	Control baseline (for example the NIST Moderate baseline)
	Catalog and profile
	Control
	The NIST SP 800-53 catalog, which NIST publishes in OSCAL

	System security plan
	System Security Plan
	Implementation
	The profile it implements

	Reusable component narratives (an in-boundary equivalent, a shared platform)
	Component Definition
	Implementation
	The controls each component supports

	Security assessment plan
	Assessment Plan
	Assessment
	The system security plan (import-ssp, required)

	Security assessment report
	Assessment Results
	Assessment
	The assessment plan (import-ap, required)

	Plan of action and milestones
	Plan of Action and Milestones
	Assessment
	The system security plan (import-ssp) or a system identifier


Sources: OSCAL layers and models page; OSCAL 1.2.3 JSON schemas.34
The source volume said the POA&M imports the assessment plan. It doesn’t: in the 1.2.3 schema the POA&M’s import is import-ssp, an optional link to the system security plan (with system-id as the alternative), and its only required parts are a UUID, metadata and the POA&M items.4 The chain therefore runs SSP ← assessment plan ← assessment results, with the POA&M hanging from the SSP and pointing at observations and risks. The difference matters to a generator: a POA&M built only from one assessment run’s results loses the items that came from continuous monitoring, audits or earlier assessments, which CA-5 says it must also carry.
Machine-readable form isn’t only good practice. FedRAMP’s 2026 agency rules require that internal governance, risk, compliance and inventory tools “can produce and ingest machine-readable artifacts,” at minimum OSCAL and JSON.1 An agency whose package exists only as documents can’t meet that rule for its own system, and can’t read a provider’s certification data as data either.
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CA-2 asks for a control assessment plan that describes the controls under assessment, the assessment procedures, and the assessment environment, team, roles and responsibilities; that the authorizing official or a designated representative review and approve it before the assessment; and a control assessment report that documents the results.5 SP 800-37 adds that assessment plans “reflect the type of assessment the organization is conducting,” naming continuous monitoring and post-remediation assessments among the types, and that approved plans should “employ procedures, methods, techniques, tools, and automation to support continuous monitoring and near real-time risk management.”2 The procedures themselves come from SP 800-53A, which gives each control objectives to examine, interview and test; for CA-5, for example, the objects to examine include the control assessment plan, the assessment report, the assessment evidence and the plan of action and milestones, and the test is of the mechanisms for developing and maintaining it.6
Two features of the assessment plan need care.
Independence. CA-2(1) asks for independent assessors, and it is in the NIST Moderate baseline, as is CA-7(1), which asks for independent assessors to monitor controls on an ongoing basis.57 A self-assessment run by the system’s own team, however automated, is not the independent assessment. The source volume was candid about this: every verdict its evaluation engine produced was a self-assessment, advisory until an independent security control assessment confirmed it. The program keeps that line. Automated results are evidence the assessor uses; the assessor decides what they show. An agency may engage a FedRAMP-recognized assessment organization as its independent assessor, but nothing requires it to for its own system.
The test plans. An assessment plan names procedures. Something has to say which tests actually run, against what, and what counts as passing. The program keeps a single catalog of every test plan that governs behavior, and three rules keep the catalog honest. They are the program’s design.
1. Every plan has an entry. No plan lives only on a wiki, in a ticket or in someone’s head. If a plan governs behavior, the catalog names it and points to it.
1. Every plan declares its pass signal. An executable plan emits an exit code, a structured report or a test-result stream. A review plan names the reviewer and the date. A plan whose pass signal is “seems fine” is an essay, not a plan.
1. Retired plans stay in the catalog. They’re marked deprecated and point to their successor, so the audit trail survives the program’s own changes.
Four kinds of check run as blocking gates on every relevant change: discovery and drift smoke tests, schema validation of every registry, metadata validation of every authoritative document, and the drift findings the comparison emits. Their results stay in the same evidence chain as everything else. The catalog is what lets the assessment plan cite tests by name, and it is what makes an automated assessment repeatable: a re-run of the same plan against the same evidence gives the same verdict (Book 13, Chapter 05). A fill-in template for the plan, with a prompt that drafts it, is Appendix C.
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The assessment report is the authorizing official’s view of what the assessor found. SP 800-37 says it records findings “necessary to determine the effectiveness of the controls implemented within or inherited by the information system,” and, under ongoing authorization, presents information about deficiencies “(i.e., other than satisfied findings determined by assessors).”2 In OSCAL, the Assessment Results model carries one or more results, each with a start time and the controls reviewed, and each finding names its target and an objective status whose state is satisfied or not-satisfied, with an optional reason of pass, fail or other.4 (The source volume listed other as a third state; in the schema it is a reason, not a state.)
The program’s design adds three properties to each finding, all carried as OSCAL properties and links:
· The evidence behind it. Each finding links to the observations that support it, and each observation records how it was made (examine, interview or test), when it was collected and the asset it concerns. A finding with no observation is an assertion.
· The source of the verdict. A configuration result from a conformance scanner, a record from an evidence category the program built, or a manual review. The assessor weighs them differently, and the report says which is which (Chapter 04).
· The freshness. When the evidence was collected and when it stops being current. Stale evidence produces a finding about the monitoring, not a pass.
A report that shows every control satisfied deserves a second look before anyone celebrates. The source volume reported a clean result against the program’s own rule set while acknowledging that the rule set mapped to fewer than half of FedRAMP’s published indicators. A clean result against a partial yardstick says the yardstick is partial. The program’s rule is that the assessment report states what it measured against and what it didn’t, so the authorizing official sees the coverage, not just the score (Book 13, Chapter 12). The matching report template is Appendix D. 
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CA-5 asks for a plan of action and milestones that documents planned remediation of weaknesses or deficiencies found in assessment, and for updates to it at a defined frequency “based on the findings from control assessments, independent audits or reviews, and continuous monitoring activities.”5 SP 800-37’s Task A-6 says what each entry holds: the tasks to be accomplished, with a recommendation for completion before or after authorization; the resources required; milestones; and scheduled completion dates. The authorizing official reviews it “to ensure there is agreement with the remediation actions planned,” and it is then used to monitor progress.2
One sentence in Task A-6 is easy to misread. “Plan of action and milestones entries are not necessary when deficiencies are accepted by the authorizing official as residual risk.”2 That doesn’t make an accepted deficiency disappear. SP 800-37 says in the same paragraph that deficiencies are still documented in the assessment reports, which can be kept in an automated tool “to maintain an effective audit trail.” The program goes further, as a design choice: an accepted deficiency stays in the record as a governed exception, with the acceptance it rests on and a date it expires, so that an acceptance can’t silently outlive the conditions it was granted under.
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The plan of action and milestones as a lifecycle: every failing item resolves to one of three dispositions, and none of them is permanent.
The disposition vocabulary comes from the series’ evidence layer, and it is the program’s design. It refines the disposition field of the eight-field record in Book 12, Chapter 02, which carries applied, accepted risk or open: actionable drift and lapsed acceptance are open, and a governed exception is an accepted risk. Every item that can fail resolves to one of three dispositions, and no item may be “always satisfied”:
	Disposition
	Meaning
	POA&M treatment
	OSCAL risk status

	Actionable drift
	Failing, with no acceptance on file
	An open item with an owner, milestones and a deadline; blocks the pipeline gate
	open

	Governed exception
	Failing, covered by an in-date acceptance or a registered compensating decision
	Recorded with the acceptance reference and its expiry; doesn’t block the gate
	deviation-approved

	Lapsed acceptance
	Failing, and the acceptance has expired
	Reverts to an open item; blocks the gate
	open


OSCAL’s risk status vocabulary is open, investigating, remediating, deviation-requested, deviation-approved and closed;4 the mapping in the last column is the program’s. Three properties of this scheme matter to an assessor. First, an exception surfaces as a POA&M-linked entry rather than a silent pass. That entry is the acceptance carried as a record, with its reference and expiry, and not an open weakness: it fits Book 13’s rule that the plan of action and milestones covers weaknesses “not associated with accepted risks,” because the weakness is no longer open work while the acceptance holds. Second, every expiry is computed from a stated “as of” date, so a re-run with the same inputs gives the same dispositions. Third, an item closes only when re-test evidence shows the condition gone, not when a ticket closes (Book 12, Chapter 12). Where a gap closes by configuration, by a compensating control or by acceptance is the gap closure register in Book 13, Chapter 12.
The source volume called a zero-item POA&M “the correct target state.” The program doesn’t. An empty POA&M on a moderate system means either that every control is effective, which is unusual, or that the assessment didn’t look in the places where the findings are. The authorizing official should ask which.
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The data and script in this section are illustrative. They haven’t been tested against a production evidence pipeline. Check field names against the OSCAL release you target, validate every output against NIST’s published schema for that release, and review the script before running it on real findings.
The source volume’s commands invoked one particular evidence engine. The series’ own evidence contract is engine-neutral, and so is this example: any pipeline that can produce failing findings with a disposition can produce a POA&M.
A finding arrives from the evidence pipeline already carrying its disposition. The shape below follows the evidence contract in Book 12, Chapter 02: an asset identity, a control, a verdict, a time and a disposition. The names are examples; Book 12 names the time field observed_at, and collected in this example is the same fact.
[
  {
    "id": "F-0001",
    "asset_id": "srv-app-014",
    "control": "si-2",
    "source": "vulnerability scanner",
    "summary": "KEV-listed flaw open past its remediation timeline",
    "verdict": "fail",
    "disposition": "actionable_drift",
    "collected": "2026-10-20T14:05:00Z",
    "due": "2026-10-23T00:00:00Z"
  },
  {
    "id": "F-0002",
    "asset_id": "tenant-m365",
    "control": "cm-6",
    "source": "secure configuration baseline run",
    "summary": "Baseline setting fails; covered by a signed acceptance",
    "verdict": "fail",
    "disposition": "governed_exception",
    "collected": "2026-10-20T09:00:00Z",
    "due": "2026-12-31T00:00:00Z",
    "acceptance_ref": "RA-2026-017"
  }
]
The script turns each finding into an OSCAL observation, a risk and a POA&M item, linked by UUID, with the program’s own fields carried as properties in an agency namespace.
"""Build an OSCAL plan of action and milestones from evidence-contract findings.

Illustrative only. Input: a JSON list of failing findings, each already carrying
a disposition. Output: an OSCAL 1.2.3 POA&M document. Validate the output against
NIST's published JSON schema before relying on it.
"""
import json
import sys
import uuid
from datetime import datetime, timezone

NS = "https://agency.example.gov/ns/fmp"   # the agency's own property namespace
STATUS = {                                  # disposition -> OSCAL risk status
    "actionable_drift": "open",
    "lapsed_acceptance": "open",            # an expired acceptance reverts to open
    "governed_exception": "deviation-approved",
}

def now():
    return datetime.now(timezone.utc).isoformat(timespec="seconds")

def build(findings, ssp_href, system_name):
    observations, risks, items = [], [], []
    for f in findings:
        obs_id, risk_id = str(uuid.uuid4()), str(uuid.uuid4())
        observations.append({
            "uuid": obs_id,
            "title": f"{f['id']}: {f['control'].upper()} on {f['asset_id']}",
            "description": f["summary"],
            "methods": ["TEST"],
            "types": ["finding"],
            "props": [
                {"name": "asset-id", "ns": NS, "value": f["asset_id"]},
                {"name": "evidence-source", "ns": NS, "value": f["source"]},
            ],
            "collected": f["collected"],
        })
        risk = {
            "uuid": risk_id,
            "title": f"{f['control'].upper()} deficiency on {f['asset_id']}",
            "description": f["summary"],
            "statement": f"Control {f['control'].upper()} is not satisfied on {f['asset_id']}.",
            "status": STATUS[f["disposition"]],
            "props": [{"name": "disposition", "ns": NS, "value": f["disposition"]}],
            "deadline": f["due"],
            "related-observations": [{"observation-uuid": obs_id}],
        }
        if f["disposition"] == "governed_exception":
            risk["props"].append({"name": "acceptance-ref", "ns": NS, "value": f["acceptance_ref"]})
        risks.append(risk)
        items.append({
            "uuid": str(uuid.uuid4()),
            "title": f"{f['id']}: remediate {f['control'].upper()} on {f['asset_id']}",
            "description": f["summary"],
            "props": [{"name": "control-id", "ns": NS, "value": f["control"]}],
            "related-observations": [{"observation-uuid": obs_id}],
            "related-risks": [{"risk-uuid": risk_id}],
        })
    return {"plan-of-action-and-milestones": {
        "uuid": str(uuid.uuid4()),
        "metadata": {
            "title": f"Plan of action and milestones: {system_name}",
            "last-modified": now(),
            "version": now()[:10],
            "oscal-version": "1.2.3",
        },
        "import-ssp": {"href": ssp_href},
        "observations": observations,
        "risks": risks,
        "poam-items": items,
    }}

if __name__ == "__main__":
    findings = json.load(open(sys.argv[1], encoding="utf-8"))
    doc = build(findings, ssp_href="ssp.json", system_name="Example moderate system")
    json.dump(doc, sys.stdout, indent=2)
The output for the two findings above validates against the OSCAL 1.2.3 POA&M JSON schema.4 Validation is a step in the pipeline, not an afterthought. One practical trap: the OSCAL JSON schemas use Unicode property escapes such as \p{L} in their patterns, which Python’s standard re module rejects, so a validator built on the jsonschema package needs its pattern check routed through the third-party regex module:
# Validate a POA&M against NIST's published schema for the same OSCAL release.
# Requires the jsonschema and regex packages; the schema file comes from the
# OSCAL release assets (oscal_poam_schema.json).
import json
import regex
import jsonschema
from jsonschema import validators

def unicode_pattern(validator, pattern, instance, schema):
    if isinstance(instance, str) and not regex.search(pattern, instance):
        yield jsonschema.ValidationError(f"{instance!r} does not match {pattern!r}")

Validator = validators.extend(jsonschema.Draft7Validator, {"pattern": unicode_pattern})
schema = json.load(open("oscal_poam_schema.json", encoding="utf-8"))
doc = json.load(open("poam.json", encoding="utf-8"))
errors = list(Validator(schema).iter_errors(doc))
for e in errors:
    print(list(e.path), e.message[:200])
print("valid" if not errors else f"{len(errors)} error(s)")
Three things the script deliberately doesn’t do. It doesn’t decide dispositions: those come from the acceptance register and the evidence, upstream. It doesn’t drop governed exceptions: they appear with their status and reference, which is the point. And it doesn’t merge with earlier POA&M items; a production pipeline keeps item UUIDs stable across runs so an item’s history survives, and carries items from audits and earlier assessments alongside the ones monitoring found.
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A package describes the system on the day it was generated. Continuous monitoring is what keeps that day recent. CA-7 asks for a system-level continuous monitoring strategy, implemented under the organization’s, that establishes system-level metrics and the frequencies for monitoring and for assessing control effectiveness, and that includes ongoing assessments, ongoing monitoring of the metrics, correlation and analysis of what both produce, response actions, and reporting of the system’s security and privacy status to defined people at a defined frequency.5 CA-7(4) adds that risk monitoring, covering effectiveness, compliance and change monitoring, be an integral part of the strategy; it is in all three NIST baselines.57
SP 800-137 gives the program around the control. Organizations “define an ISCM strategy; establish an ISCM program; implement an ISCM program; analyze data and report findings; respond to findings; and review and update the ISCM strategy and program.”8 It is also explicit about automation’s limit: organization-wide monitoring “cannot be efficiently achieved through manual processes alone or through automated processes alone,” and all implemented controls, including management and operational controls, “must be regularly assessed for effectiveness, even if the monitoring of such controls cannot be automated or is not easily automated.”8 A contingency plan test or a training record is as much a part of continuous monitoring as a configuration scan.
The metric set, the pipeline from emission to response and what an assessor examines for CA-7 are in Book 12, Chapter 12. Running the monitoring program as a chartered project across many systems is Book 13, Chapter 12. What this chapter adds is the cadence that keeps the package itself current, and the contract that makes the cadence trustworthy.
The cadence
CA-7 leaves the frequencies to the organization. The program’s design is a four-tier rhythm.
	Cadence
	Activity
	Controls it evidences
	Owner

	Monthly
	Regenerate assessment results and the POA&M from current evidence
	CA-2, CA-5, CA-7
	ISSO

	Monthly
	Secure configuration baseline run against the cloud tenant, with drift dispositions (Book 11, Chapter 10)
	CM-6, CA-7
	ISSO

	Monthly
	POA&M review: items past their dates, items with no end date, acceptances approaching expiry
	CA-5
	ISSO and ISSM

	Monthly
	Posture report to the authorizing official: changes to plans, assessment results and the POA&M since the last report
	CA-7
	ISSM

	Quarterly
	Evidence quality review: which categories are stale, which verdicts rest on derived or manual evidence
	CA-7
	ISSM

	Quarterly
	Review of each provider’s Ongoing Certification Report, and attendance at its Quarterly Review
	CA-7, SA-9
	Designated senior official (below)

	Quarterly
	Training completion review (Chapter 09)
	AT-2, AT-3
	ISSO

	Semi-annual
	Incident response exercise
	IR-3
	SOC lead

	Annual
	Contingency plan test: a tabletop in the plan’s first year, then a functional exercise with a restore from backup (Chapter 06)
	CP-4
	Contingency planning coordinator

	Annual
	Full re-assessment of every control by the independent assessor, covering those not monitored by automation
	CA-2, CA-2(1), CA-7(1)
	Control assessor

	Annual
	Update of the contingency plan, the security plan and the continuous monitoring strategy
	CP-2, PL-2, CA-7
	System owner


The annual floor isn’t optional. FISMA requires each agency’s program to include “periodic testing and evaluation of the effectiveness of information security policies, procedures, and practices, to be performed with a frequency depending on risk, but no less than annually.”9 Continuous monitoring is how the agency carries out that requirement continuously; it doesn’t relieve the agency of it.
Trend analysis is worth a separate word. The source volume claimed CA-7(3), Trend Analyses, which asks the organization to use trend analyses to decide whether control implementations or the monitoring itself need to change.5 CA-7(3) isn’t in any NIST baseline.7 The program adopts it anyway, as a design choice: monthly results are kept, not overwritten, so a quarterly review can compare them, and a control that passed every month and then failed is a different finding from one that has always failed.
Evidence freshness
Each evidence category has a freshness limit, after which its evidence no longer supports a verdict. The limits below are the program’s design; they echo the monitoring frequencies an organization sets under CA-7.
	Evidence category
	What goes stale
	Review

	Identity
	Conditional Access policies, privileged role assignments
	Quarterly; privileged access per Book 04

	Data
	Data loss prevention policies, key rotation
	Annually, and on change

	Network
	Transport and boundary configuration baselines
	Semi-annually, and on change

	Telemetry
	Detection rules; retention configuration
	Rules quarterly; retention monthly

	Endpoint
	Vulnerability findings; privileged workstation posture
	Weekly for findings; quarterly for workstations

	Security
	Software inventory and supply chain records (Chapter 07)
	Monthly

	Continuity
	Contingency plan, tests and tabletop exercises (Chapter 06)
	Annually

	Training
	Completion and effectiveness records (Chapter 09)
	Exported monthly


The evidence contract’s five rules
The series specified the evidence layer as an open contract rather than a tool (the rules below are that layer’s; the record each source emits is Book 12’s, Chapter 02), so that any conformant engine, whether a purpose-built governance platform, a commercial governance, risk and compliance product or native OSCAL tooling, can satisfy it. It takes three inputs: a control map in the authoritative record, in which each row ties a requirement to the mechanism that supports it and the evidence category that proves it; evidence records per category; and the cadence and disposition rules above. It produces two outputs: the OSCAL assessment plan, results and POA&M, and the continuous monitoring stream that re-emits them on the cadence. Five rules hold it together. They are the program’s design.
1. The control map is the authoritative record. No document asserts a closure the map doesn’t carry, and a gate in continuous integration enforces it.
1. Mechanism, not product. A closure claim names protocol behavior, never a vendor. The product that realizes the mechanism is recorded in the agency’s selection record.
1. The evidence record is the truth. Narrative never overrides a machine-readable evidence record. If they disagree, the record governs and the disagreement is itself a finding.
1. Nothing is always satisfied. Every item that can fail carries a live disposition.
1. OSCAL is the boundary. Outputs are in an open format, so the engine can be replaced without losing the package.
The fifth rule is the one an authorizing official should care about most. A package locked inside one vendor’s tool is a package the agency can’t move, reuse or hand to another agency’s assessor. Book 13, Chapter 08 shows how the program keeps engines and sources replaceable.
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No federal rule sets a three-year authorization; authorizations run for periods the agency sets (Book 13, Chapter 01). There is FISMA’s annual testing floor, above, and there is OMB’s direction to move to ongoing authorization: Circular A-130 tells agencies to “transition information systems and common controls to an ongoing authorization process when eligible for such a process and with the formal approval of the respective authorizing officials,” and to reauthorize “on a time- or event-driven basis in accordance with agency risk tolerance.”10
SP 800-37 defines ongoing authorization as “the subsequent (follow-on) risk determinations and risk acceptance decisions taken at agreed-upon and documented frequencies,” time-driven or event-driven.2 An organization may eliminate the authorization termination date when the continuous monitoring program “is sufficiently robust and mature” to give the authorizing official what they need for ongoing risk determination; the authorization frequency then replaces the date, and at each review the official either acknowledges that the risk remains acceptable or says it no longer is.2 The two conditions, the Monitor-step tasks (M-1 to M-6) and the mechanics of the transition are set out in Book 13, Chapter 11. The Monitor step’s own task names say what the cadence above is for: ongoing assessments (M-2), ongoing risk response (M-3), authorization package updates (M-4), security and privacy reporting (M-5) and ongoing authorization (M-6).2
For this book the consequence is practical. The authorizing official can only stop signing a dated decision if the package they review is current, and it can only be current if it is generated. That is why the package, the POA&M generator and the cadence belong in one chapter.
A change that may be significant is the case the cadence doesn’t cover. Appendix E gives the impact analysis that CM-4 requires before a change, and the decision path to the authorizing official when the change is significant.
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FedRAMP’s Consolidated Rules for 2026 launched on June 25, 2026, and take mandatory effect on January 1, 2027, except that the Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules became mandatory earlier, on December 7, 2026 (Chapter 02); FedRAMP stops accepting applications for new Rev5 certifications after June 11, 2027.1112 The class pipelines that opened in August 2026 are for cloud providers seeking certification, not for agencies. Their continuous-monitoring rules are written mostly to providers, with a short list of agency duties.
What providers must do. A provider must supply an Ongoing Certification Report to all necessary parties every three months, covering, where applicable, changes to its certification data, planned changes for at least the next three months, accepted vulnerabilities, transformative changes, updated security and configuration recommendations, the agencies using the service, and FedRAMP reportable incidents or an attestation that none occurred.13 Providers at Classes C and D must also host a synchronous Quarterly Review every three months, open to all necessary parties (Class B should; Class A may).13 And FedRAMP’s Vulnerability Detection and Response and Vulnerability Evaluation and Reporting rules become mandatory for every certified offering on December 7, 2026, with certification kept through March 7, 2027 under a corrective action plan and revoked after that for offerings not following them.14 Book 12, Chapter 06 explains how those rules line up with BOD 26-04.
What agencies must do. The rule CCM-AGM-ROR says agencies “MUST review each Ongoing Certification Report” to understand how changes to the service may affect the risk tolerance agreed in their authorization; the agency-use rule AGU-USE-ROR states the same review as SHOULD, and the program follows the stricter MUST (Book 13, Chapter 11).131 Agencies should consider the security category of their authorization when assigning staff to review reports and attend Quarterly Reviews, and should designate a federal senior information security official to do it.131 And they must notify FedRAMP if a report, a Quarterly Review or other certification data raises a concern that would likely lead the authorizing official to rescind the authorization.1
The 2026 Key Security Indicators bind providers, not agencies. They are what a provider demonstrates to earn and keep certification; an agency uses them as vocabulary for its own metrics and as an input through each provider’s quarterly report (Book 12, Chapter 12). The source volumes modeled the agency’s own monitoring “on the FedRAMP 20x KSI schema” and counted the agency’s rule set against FedRAMP’s indicators. That comparison is useful as a coverage check and nothing more: the agency’s package is an RMF package, judged against its own baseline by its own authorizing official.
A correction the source got wrong
The source volume built a whole section around a “BOD 26-04 VDR/VER submission”: an SBOM for all production software by December 7, 2026, vulnerability disclosure and exploitability reports filed with CISA by email, and an annual SBOM certification. None of that is in BOD 26-04. The directive, Prioritizing Security Updates Based on Risk (June 10, 2026), sets risk-based remediation timelines, asset tagging and reporting through the CDM program; it doesn’t mention SBOMs or VEX, and gives no SBOM submission address.15 The “VDR” and “VER” in the source are FedRAMP’s provider rules above, which a provider follows and an agency reads about in the quarterly report. SBOMs themselves are now an agency choice: OMB M-26-05 (January 23, 2026) rescinded M-22-18 and M-23-16, kept the requirement to “maintain a complete inventory of software and hardware,” and lets agencies adopt contract terms requiring a producer to provide a current SBOM on request.16 Chapter 07 covers what that means for supply chain controls.
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An authorizing official will reasonably ask why the program builds its own results when the platform vendor already ships posture tooling. The answer is that the vendor tools measure something else. Microsoft describes Secure Score as “a measurement of an organization’s security posture, with a higher number indicating more recommended actions taken,” and a recommended action marked “risk accepted” simply earns no points: the status is a record in the portal, not an item in the agency’s POA&M.17 Microsoft’s own guidance on Compliance Manager says a high compliance score doesn’t mean full compliance: it “doesn’t express an absolute measure of organizational compliance with regard to a particular standard or regulation.”18
Both are useful to operators. Neither is the assessment. A score measures progress against the vendor’s recommendations; an assessment result states whether a control objective is satisfied, on what evidence, judged by an assessor against the agency’s baseline. The program’s design uses vendor scores as operational signals and keeps them out of the package, except where an assessor chooses to examine them. Configuration evidence against CISA’s secure configuration baselines, with dispositions and expiries, is a different thing, and Book 11 shows how it is produced.
[bookmark: _Toc00001208]What the authorizing official should find
	Check
	Where

	The security plan, assessment plan, assessment results and POA&M exist, in OSCAL, and link to each other
	The package; schema validation record

	The assessment plan was approved before the assessment, and names the procedures, the team and its independence
	Assessment plan; approval record

	Every test the plan cites has a catalog entry and a declared pass signal
	Test plan catalog

	The assessment results state what they measured against and what they didn’t
	Assessment results; coverage statement

	Every failing item is an open POA&M item, a governed exception with an expiry, or a lapsed acceptance that has reverted to open
	POA&M

	No acceptance is past its expiry without a new decision
	POA&M; acceptance register

	Controls that can’t be monitored by automation have a manual assessment at a stated frequency
	Continuous monitoring strategy

	Each provider’s Ongoing Certification Report has a named reviewer and a record of review
	Continuous monitoring records

	Contingency, incident response and training evidence is within its freshness limit
	Chapters 06 and 09 evidence

	The decision states a termination date or, under ongoing authorization, a review frequency
	Authorization decision


[bookmark: _Toc00001209]What changes, in one table
	Old habit
	What replaces it

	The package is a binder assembled before the assessment
	Four linked OSCAL records, regenerated from evidence on a cadence

	The POA&M imports the assessment results of one run
	The POA&M hangs from the security plan and carries items from assessments, audits and monitoring

	An empty POA&M is the goal
	An empty POA&M prompts the question of what the assessment didn’t look at

	Accepted risk drops out of the record
	Accepted risk stays as a governed exception with an expiry; a lapsed acceptance reverts to open

	A self-assessment score is presented as the assessment
	Automated results are evidence; the independent assessor decides what they show

	Authorization lasts three years
	FISMA’s annual floor, continuous monitoring, and ongoing authorization when the program is mature enough

	FedRAMP’s indicators and VDR rules are agency deliverables
	They bind providers; the agency reviews each quarterly report and notifies FedRAMP of serious concerns

	BOD 26-04 requires an SBOM submission
	BOD 26-04 sets remediation timelines; SBOMs are a contract choice under M-26-05
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[bookmark: _Toc00001211]Chapter 12 — The Series as a Map: Which Volume and Book Closes Each Control
The compliance series and the workbook books are two views of one program; the map tells a reader where each control is closed, where its proof is built, and what will still be open when everything on the map is done.
[bookmark: _Toc00001212]In this chapter
How the Federal Compliance series is organized, and why its volumes and the workbook’s books don’t line up one to one. A volume-by-volume map: what each volume covers, which book carries it now, which control families it claims closure for, and where the full volume still lives. What an agency’s first assessment can be expected to find before the program. And the residual compliance risk that remains even when every volume on the map is built, which only the authorizing official can accept.
The Federal Compliance series grew as eleven volumes written for one purpose: to show, control by control, how a moderate-impact agency implements the NIST SP 800-53 controls in its baseline across its estate and proves it. The workbook books reorganize the same material by topic. A reader who starts from a control, a volume or a book needs to know where the other two are. This chapter is that map.
The two organizations differ for a reason. The series is arranged by layer: the naming and identity floor, then the data tier, then security operations, then the governance artifacts, then the volumes that teach, deploy, automate and operate it. The books are arranged by the question a reader brings: why does identity matter, why does DNS matter, why does compliance decay. Most volumes therefore feed more than one book, and most books draw on more than one volume. Where a book has absorbed a volume’s argument, the book is the place to read it. Where a volume’s depth (its runbooks, scripts and long control tables) didn’t fit a book, the volume stays in the repository, and this chapter links it there.
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The Federal Compliance series volumes and the workbook books that carry them now.
Three conventions apply to everything below.
· “Closes” means the series’ claim, under this book’s rule. A volume claims a control closed when it specifies the mechanism that supports it and the evidence that proves it. Under Chapter 04’s rule, a control closes only when the mechanism exists in the estate and its proof is recorded. The map shows where each claim is made, not that the agency has met it.
· Families, not counts. The volumes carried their own control counts, which were internal and dated. The map lists the control families each volume works in, with representative controls. The per-control index is Appendix A.
· Two volumes are this book. The executive summary, questionnaire and crosswalk volume, and the governance and assurance volume, are this book’s sources. Their content is in Chapters 01 to 11 and the appendices; they aren’t linked separately.
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	Volume
	What it covers
	Carried now by
	Control families it claims closure for

	Executive summary, questionnaire and crosswalk
	The program’s thesis, the federal clock, the closure rule, the product inventory questionnaire and the control crosswalk
	This book: Chapters 01–04, Appendix A, Appendix B
	None directly; it indexes the rest

	I. Foundation and transport
	Naming and addressing, device and cryptographic identity, the HR source of truth, cloud identity and Zero Trust network access, telecommunications and edge enforcement
	Books 02, 03, 04, 07, 08, 09, 10
	SC (SC-7, SC-8, SC-12, SC-17, SC-20 to SC-22), IA (IA-2 to IA-5, IA-9), AC (AC-2 to AC-4, AC-17, AC-19), CM (CM-2, CM-6, CM-8), AU (AU-2, AU-12), PS (PS-4, PS-5), SI (SI-3, SI-4, SI-12), with SA-9, PL-8 and CA-7

	II. Data platform
	Database authentication without stored credentials, the implementation runbooks, and consolidation limits set by network physics
	Book 06
	IA and AC extended to the database tier; SC-5, SC-8, SC-28; AU-9; CP-9, CP-10; CA-3; SA-8 (the volume’s CP-9 and CP-10 claims were not carried into Book 06; Appendix A shows both open)

	III. Security operations
	Privileged access, vulnerability and patch management, cloud-native posture, data protection, detection, and the multi-cloud evidence fabric
	Book 12; privileged access in Book 04
	AC-5, AC-6 and enhancements, AC-11, AC-12, IA-11; RA-5, SI-2, SI-5, CM-7; MP-2 to MP-5, SC-12, SC-13, SC-28, AU-10; AU-6 to AU-8, AU-11, SI-4, IR-4, IR-6, IR-8

	IV. Governance and assurance
	Contingency, supply chain, program management, privacy, training, and the authorization package
	This book: Chapters 05–11
	CP, SR, PM, PT, AT; CA-2, CA-5, CA-6, CA-7; RA-3

	V. Training and certification
	The academy: a compliance track and an implementation track over the same material, rubrics, certification and labs
	Book 16, People: Training & Education; the training controls are Chapter 09
	No new closures; it produces the training evidence AT-2 and AT-3 rely on

	VI. Implementation
	The architecture as code: landing zone and network, identity and access, detection, response, data protection, baselines, the evidence pipeline and test harnesses
	Book 10 (landing zone as code), Book 04 (access as code), Book 12 (detection, response, data protection, baselines), Book 15 (evidence pipeline and test harnesses)
	No new closures; it deploys the mechanisms the architecture volumes claim (CM-2, CM-3, CM-6, CM-7, AC, IA, AU-6, SI-4, IR-4, CA-5, CA-7)

	VII. Automation
	The coordination layer: drift routed to an owner, change gated by approval, evidence rolled into the package, across Microsoft 365, Azure, AWS and VMware
	Book 15, Compliance Automation & Day-2 Operations; Microsoft 365 automation in Book 15, Chapter 08; attestation and native access governance in Book 04
	No new closures; it operates CM-3, CM-6, CM-8, AC-2, RA-5, SI-2, CA-2, CA-5, CA-7

	VIII. Multi-cloud DNS, DHCP and IPAM
	The naming plane built cloud by cloud, with a governed front door for change
	Book 08
	SC-20, SC-22, CM-8, CM-3, AU-2, and CM-5 for separation of duties over naming changes

	IX. Day-2 operations
	The governed catalog: help desk requests, the landing zone front door, application registration, telephony, SaaS integration and identity governance
	Book 15; front door in Book 10; application registration and identity governance in Book 04
	No new closures; it re-expresses AC-2, AC-5, AC-6, IA-4, IA-5, CM-2, CM-3, CM-8, SA-9, CA-3, AU-2 as governed requests

	X. Governance platform integration
	How the series’ evidence lands on a governance platform, and why that binding is optional
	Book 13
	No new closures; it routes and explains


Book 17, AI Identity Governance, and Book 18, Application Modernization, have no volume behind them; their material is new.
Where the full volumes still are
Some of the volumes outside this book stay in the repository as files. Each of those is a complete document with its own control tables, runbooks and scripts, written before the books were built; where a book and a volume disagree, the book is the later, footnoted text. Links to the repository go to those files. The rest, all of Volume V and parts of Volumes VI, VII and IX, were replaced by chapters of Books 15 and 16, and their links go to the chapters.
	Volume
	Files

	I. Foundation and transport
	Overview · Landing zone, IPAM and FedRAMP · Network access control (802.1X) · Certificates, tokens and cryptographic identity · HR identity and organizational source of truth · Network modernization · Telecommunications modernization · Network enforcement

	II. Data platform
	Overview · SQL Server authentication modernization · SQL Server implementation guide · Database consolidation and network physics

	III. Security operations
	Overview · Privileged access · Vulnerability management · Patch and systems management · Cloud-native posture · Data protection · SIEM and XDR detection · Multi-cloud evidence fabric

	V. Training and certification
	Overview, now Book 16 · Compliance track · Implementation track · Assessment and certification · Vendor training and labs

	VI. Implementation
	Overview, now Book 15 · Landing zone and network as code · Identity and access as code · Detection engineering · Response automation · Data protection deployment · Configuration baselines · Evidence and continuous monitoring pipeline · Validation and test harnesses

	VII. Automation
	Overview, now Book 15 · CMDB reconciliation · Microsoft 365 automation · Azure automation · Control attestation and evidence · The compliance app · AWS automation · VMware automation · Native access governance

	VIII. Multi-cloud DNS, DHCP and IPAM
	Overview and kit

	IX. Day-2 operations
	Overview, now Book 15 · Help desk catalog · Landing zone front door · Application registration · Telephony catalog · SaaS integration · Identity and access governance

	X. Governance platform integration
	Overview


The repository volumes predate the re-verification the books went through, and some of their dates and directive descriptions are stale. Two examples matter for compliance. They describe the agency’s evidence as feeding “the FedRAMP 20x KSI pipeline,” but FedRAMP’s 2026 Key Security Indicators bind cloud providers, not agencies (Book 13, Chapter 11). And some describe BOD 26-04 as an SBOM directive, which it isn’t (Chapter 11). Read a volume for its depth; check its federal facts against the book that carries it.
[bookmark: _Toc00001215]What the volumes depend on
The order a reader meets the volumes isn’t the order the estate needs them. The series makes two dependency claims, both the program’s design, that explain most of the map.
The naming and identity floor comes first. The foundation volume’s argument is that “you cannot inventory what you cannot name, authorize what you cannot identify,” and that without that floor the controls claimed in later volumes don’t degrade, they become impossible to evaluate. Authoritative asset identity from the naming plane is the join key the evidence contract runs on (Book 12, Chapter 02); the HR source of truth is what every account decision asserts (Book 03). The multi-cloud naming volume is read last only because it is the deepest implementation detail; in dependency order it sits near the root (Book 08).
Assurance comes last, and depends on everything. The governance and assurance volume, this book, turns technical evidence into an authorization. Its recurring point is that a well-configured control that can’t produce a signed, tested, machine-readable artifact is, from the assessor’s chair, an open finding. The package in Chapter 11 can only report what the earlier volumes made observable.
The build-and-run volumes sit across the others. Implementation deploys what the architecture volumes specify, automation operates it, day-2 operations governs the routine changes that otherwise erode it, and training makes people able to do all three. The series is explicit that these four volumes mostly re-express controls the architecture already closes rather than closing new ones; their necessity is that a closure nobody deploys, operates or evidences isn’t assessable.
[bookmark: _Toc00001216]What the first assessment will find
Before the program, the series expected an assessor to document a recognizable set of findings at a moderate-impact agency still running a perimeter-era estate. These are the program’s expectations from its own analysis, not a published audit list, and an agency’s own assessment will differ. They are worth knowing because each points at the book that closes it. Where a row names a book that differs from Appendix A, the row is the finding’s home and the appendix is the control’s: the finding is closed where its condition is fixed, and the control is closed where the appendix lists it.
	Expected finding
	The condition behind it
	Closed in

	CM-8: component inventory incomplete
	Inventory assembled per environment, by hand or by periodic scan; new workloads missed until the next scan
	Book 08 for the naming and addressing records; Book 12, Chapter 02; the control as a whole is closed in Books 10 and 12 (Appendix A)

	SC-20, SC-21: secure name resolution incomplete
	Internal zones unsigned; no consistent validation across environments
	Book 08

	SC-7: no DNS-layer boundary control
	Command-and-control and exfiltration domains resolvable through the standard resolver
	Book 08 for the DNS-layer control; the control as a whole is closed in Books 09 and 12 (Appendix A)

	AU-2, AU-12: naming and addressing events not in the SIEM
	DNS and DHCP logs per environment, in different formats, or not collected
	Books 08 and 12

	IA-9, SC-8: certificate-to-host binding undocumented
	Workload certificates issued by hand and not tied to the inventory
	Book 07 for the certificate binding; Appendix A lists IA-9 in Book 06, where it is partly closed, and SC-8 in Book 09, where it is closed (Appendix A)

	SC-8: no network-layer encryption on direct internet circuits
	Confidentiality depends on each application negotiating TLS
	Book 09

	AC-4, SC-7, SI-3: no application-layer inspection on direct internet paths
	Traffic controlled by address and port only
	Book 09

	AU-12: session records incomplete
	Flow logs without user, device, application or action
	Book 09

	IA-2: legacy authentication events hard to attribute
	NTLM fallback that doesn’t produce attributable, queryable sign-in records
	Books 02 and 06

	IA-5, CM-8: database credentials and estate undocumented
	Stored SQL logins, no central rotation, instances not fully enumerated
	Book 06


The source added that under FedRAMP’s 2026 rules an open finding would no longer carry a remediation deadline but a continuous-evidence requirement. That is wrong for an agency. FedRAMP’s rules bind providers; the agency’s plan of action and milestones is governed by CA-5, with milestones and scheduled completion dates, and its remediation clocks for known exploited vulnerabilities come from BOD 26-04 (Chapter 11; Book 12, Chapter 06). What is true is that continuous evidence is how the agency shows a finding stayed closed.
[bookmark: _Toc00001217]The residual risk after the whole program
Build every volume on the map and the agency still carries risk. The series is candid about this, and so is this book. The authorizing official needs to see the remainder, because they are the only person who can accept it: SP 800-37 says the explicit acceptance of risk “cannot be delegated.”1
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What remains when the whole program is in place: controls are closed with recorded proof, and six kinds of risk are left for the authorizing official to see and accept.
The remainder falls into six kinds.
1. Self-assessment until it is independently assessed. The program’s automated verdicts are the system’s own team grading its own work. CA-2(1) and CA-7(1), both in the NIST Moderate baseline, ask for independent assessors.2 Until an independent assessment confirms them, every verdict is advisory, however reproducible (Chapter 11).
1. What automation can’t see. SP 800-37 notes that automated tools may “not generate information for every control or every part of a control,” and that manual assessments then fill the gaps at frequencies the organization sets.1 Policies, plans, training effectiveness and physical protections are in this category. The program’s coverage report separates proven claims from asserted ones so the gap is visible (Book 13, Chapter 12).
1. Risk inherited from providers. Where the system runs on a certified cloud service, controls such as physical and environmental protection are the provider’s, and the agency’s assurance is the provider’s certification plus the agency’s review of each quarterly report. FedRAMP requires agencies to review each Ongoing Certification Report and to notify FedRAMP when one raises a concern serious enough that the authorizing official would likely rescind the authorization.34 Where a cloud capability the design assumed isn’t in the authorized boundary, the gap is the agency’s (Book 10). On premises, the agency owns the physical controls itself.
1. Evidence that stops arriving. A mechanism that emits nothing is invisible, and the package reflects only the evidence present (Book 12, Chapter 12). The program treats a silent required source as a monitoring failure, not a pass, but a source nobody knew to require is still a blind spot.
1. Risks outside control evaluation. The source volume named four: mission risk from a system’s failure; insider threat, which needs HR and behavioral programs as well as technical controls; physical security; and supply chain risk beyond what a software inventory can show, such as a supplier’s ownership or location. A control set that passes assessment doesn’t measure any of them. The agency’s risk management strategy and its supply chain program (Chapter 07) do.
1. Design not yet built, and vendor features not yet delivered. Parts of the program are designed but not built: governance across agencies’ own estates, and generating complete OSCAL security plans for every consuming agency of a shared service (Book 13, Chapter 11). And a vendor roadmap is not a commitment: a control that depends on a feature the vendor has announced but not shipped in the authorized boundary is open until the feature is there (Chapter 04).
Two more belong to the people rather than the technology. The program’s own rule set covers only part of FedRAMP’s indicator surface, so a clean run against it is a statement about the rule set, not about full coverage. And every mechanism on the map depends on people who can build, run and evidence it; that is the subject of Book 16, and of Chapter 09 for the controls.
None of this argues against the program. It argues for writing the remainder down. A package that lists what is proven, what is asserted, what is inherited and what is accepted gives the authorizing official a risk they can see. A package that reports a single green score hides the same risk and makes it theirs anyway.
[bookmark: _Toc00001218]What changes, in one table
	Old habit
	What replaces it

	Eleven volumes read front to back
	A map from each control and volume to the book that carries it now

	A volume’s control count stands for coverage
	Families per volume, with the per-control index in Appendix A and closure judged by Chapter 04’s rule

	The volumes are the current word on federal facts
	The books are; the volumes keep their depth but some of their dates and directive descriptions are stale

	Volumes read in reading order
	The naming and identity floor first; assurance last; build-and-run across all of them

	A clean self-assessment means the risk is gone
	Six kinds of residual risk remain, written down for the authorizing official to accept or not
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1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, Task R-4 (risk acceptance can’t be delegated) and Appendix F (ongoing authorization, limits of automated tools), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, controls CA-2(1) and CA-7(1), read from the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json; baseline membership from the release 5.2.0 SP 800-53B Moderate baseline profile, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (both accessed Oct 21, 2026).
1. FedRAMP, “Collaborative Continuous Monitoring,” FedRAMP Consolidated Rules for 2026, rules CCM-AGM-ROR and CCM-OCR-AVL, https://www.fedramp.gov/2026/reference/collaborative-continuous-monitoring/ (accessed Oct 21, 2026).
1. FedRAMP, “Agency Use” rules, FedRAMP Consolidated Rules for 2026, rule AGU-USE-NFC (Notify FedRAMP of Monitoring Concerns), https://www.fedramp.gov/2026/agencies/rules/agency-use/ (accessed Oct 21, 2026).
[bookmark: _Toc00001220]Appendix A — Control Crosswalk
A crosswalk row says where a control is built and whether its proof exists, not that an assessor has accepted either.
[bookmark: _Toc00001221]In this appendix
The reverse index for Chapter 03: for every NIST SP 800-53 Rev. 5 control the program addresses, its title, the NIST SP 800-53B baselines that select it, the FedRAMP 2026 classes whose Rev5 baselines include it, the workbook chapter that builds or operates it, and its status in the program’s design. Then what the crosswalk shows when the columns are read together, where it corrects its source, and the sources it was checked against.
[bookmark: _Toc00001222]A coverage index, not a compliance claim
A row here points to the chapter that treats a control as its subject. It doesn’t claim the control is satisfied, inherited or shared on any system; that depends on the system’s boundary and on the assessor’s determination, and the authorizing official alone accepts residual risk. The status column is the program’s design, not an assessment result. Control identifiers, titles, baselines and class memberships were checked on October 21, 2026.
[bookmark: _Toc00001223]How to read the crosswalk
· Control and title. Identifiers and titles are from SP 800-53 Rev. 5, release 5.2.0, which NIST issued on August 27, 2025.1 Every identifier and title was checked against the release 5.2.0 export of NIST’s Cybersecurity and Privacy Reference Tool on CSRC and against NIST’s OSCAL catalog for the same release.2 Enhancements carry the enhancement’s own title; the parent control is the row above or the base identifier.
· NIST SP 800-53B. The NIST baselines that select the control: L, M and H for the Low, Moderate and High security baselines, and “Privacy” for the privacy baseline, which applies to systems whatever their impact level.3 Release 5.2.0 of SP 800-53B made no changes to the baselines.3 Membership was read from NIST’s OSCAL baseline profiles and cross-checked against the CSRC export; the two agree for every row.24
· FedRAMP 2026 class. The FedRAMP Rev5 certification classes whose baselines include the control (B, C or D), read from the “FedRAMP Rev5 Baselines” line on each control in FedRAMP’s Full Rev5 Control Reference.5 FedRAMP’s February 2026 notice set Class B to include the former Li-SaaS and Low baselines, Class C the Moderate baseline and Class D the High baseline.6 “None” means the reference shows no class for that control. Keep this column apart from the NIST one: they often disagree, and the difference matters (What the crosswalk shows).
· Workbook chapter. The chapter in Books 00 to 13 where the program builds, configures or operates the control, written as book and chapter (B12 Ch07 is Book 12, Chapter 07). A dash means no book from 00 to 13 carries it; the family’s Book 14 chapter, named above each table, describes what the agency has to establish.
· Status (design). The program’s own design position, in three values:
· Closed: a workbook chapter builds the mechanism, and the program’s design records a machine-checked proof for it in the authoritative record. A control closes only when the mechanism exists and its proof is recorded (Chapter 04).
· Partly closed: one half is in place. Usually a workbook chapter builds the mechanism, but the program doesn’t yet record a proof for the control; the claim rests on the chapter’s prose and the evidence it describes.
· Open: the program describes the control, in Book 14 or in the Federal Compliance volumes, but no workbook book from 00 to 13 builds its mechanism and no proof is recorded. Most open rows are policies, plans and program-level functions the agency has to establish itself.
The program’s design moves a row from partly closed to closed by recording its proof, not by writing more about it. Treat every status as dated: a closed row reopens when its evidence stops arriving (Book 13, Chapter 07).
[bookmark: _Toc00001224]What the crosswalk shows
Read the columns together and four patterns stand out.
NIST baseline and FedRAMP class are different facts. FedRAMP’s class baselines add to NIST’s, so a control can be in a FedRAMP class without being in the matching NIST baseline:35
	Control
	NIST SP 800-53B
	FedRAMP 2026 class
	What it means

	SC-8, SC-8(1), SC-28
	M H
	B C D
	FedRAMP asks a Class B service for transmission and at-rest protection that NIST’s Low baseline doesn’t select

	SI-2(3), SI-4(16)
	none
	C D
	Remediation timeframes and correlated monitoring are FedRAMP additions at Class C; an agency system categorized Moderate selects neither unless the agency tailors them in

	AU-6(4)
	none
	D
	Central review and analysis is a FedRAMP High addition

	AU-12(1), SC-12(1)
	H
	D
	Both are High-only in both schemes; neither is a Moderate requirement

	AU-10
	H
	D
	Non-repudiation is High-only in both; the program builds it anyway, as provenance for the record (Book 13, Chapter 04)

	CA-5
	L M H
	none
	NIST selects the plan of action and milestones at every level; FedRAMP’s reference lists no class for it


The last row reports what the reference shows; it isn’t a reason to drop a POA&M. For an agency system, the NIST baseline its categorization selects is the starting point, and FedRAMP’s class tells the agency what was assessed in a provider’s service.7
Some controls the program addresses are in no baseline. AT-2(1), AT-3(3), CA-7(3), IA-3(1), IA-9 and SI-4(7) are in neither NIST’s nor FedRAMP’s baselines.35 The program addresses them because they name exactly what it builds. An agency that wants them in its plan has to tailor them in, and shouldn’t cite them as baseline requirements.
Program management and privacy controls sit outside the class baselines. None of the PM or PT controls here carries a FedRAMP class, and the PM and PT family pages in FedRAMP’s reference show no class line at all.5 On the NIST side, the PT controls and PM-7, PM-9, PM-11 and PM-14 are in the privacy baseline only, and the other PM controls are in no baseline.3 These are the agency’s own obligations: no cloud provider’s certification can supply them.
The open rows cluster in the governance families. Contingency planning, program management, PII processing and transparency, supply chain risk management and awareness and training are almost entirely open, because no infrastructure book builds a contingency plan, a supplier agreement or a training record. That’s why this book carries them: Chapter 05 to Chapter 09 describe what the agency has to establish and what evidence each control should leave. The technical families are mostly closed or partly closed, and the partly closed rows are the program’s own queue: each needs its proof recorded, not more design.
[bookmark: _Toc00001225]Control tables by family
Access Control (AC)
Built in the identity and access books. Joiner, mover and leaver events drive account management from the HR record (Book 03); privilege, separation of duties and session controls are Conditional Access and Privileged Identity Management design (Book 04); remote access and information flow are network design (Book 09). Book 14’s view: Chapter 03.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	AC-2
	Account Management
	L M H
	B C D
	B03 Ch08, B04 Ch09, B04 Ch10
	Closed

	AC-2(1)
	Automated System Account Management
	M H
	C D
	B03 Ch05, B03 Ch11
	Closed

	AC-2(3)
	Disable Accounts
	M H
	C D
	B03 Ch08
	Closed

	AC-2(4)
	Automated Audit Actions
	M H
	C D
	B04 Ch10
	Closed

	AC-2(13)
	Disable Accounts for High-risk Individuals
	M H
	C D
	B12 Ch11
	Partly closed

	AC-3
	Access Enforcement
	L M H
	B C D
	B04 Ch03, B04 Ch10
	Closed

	AC-4
	Information Flow Enforcement
	M H
	C D
	B09 Ch03, B12 Ch09
	Closed

	AC-5
	Separation of Duties
	M H
	C D
	B04 Ch02, B04 Ch09
	Closed

	AC-6
	Least Privilege
	M H
	C D
	B04 Ch02, B04 Ch10
	Closed

	AC-6(1)
	Authorize Access to Security Functions
	M H
	C D
	B04 Ch04
	Partly closed

	AC-6(2)
	Non-privileged Access for Nonsecurity Functions
	M H
	C D
	B04 Ch04
	Partly closed

	AC-6(5)
	Privileged Accounts
	M H
	C D
	B04 Ch04, B04 Ch08
	Partly closed

	AC-6(9)
	Log Use of Privileged Functions
	M H
	C D
	B04 Ch08
	Partly closed

	AC-6(10)
	Prohibit Non-privileged Users from Executing Privileged Functions
	M H
	C D
	B04 Ch04, B04 Ch08
	Partly closed

	AC-7
	Unsuccessful Logon Attempts
	L M H
	B C D
	B04 Ch07
	Partly closed

	AC-11
	Device Lock
	M H
	C D
	B05 Ch10
	Partly closed

	AC-12
	Session Termination
	M H
	C D
	B04 Ch07, B12 Ch11
	Partly closed

	AC-17
	Remote Access
	L M H
	B C D
	B09 Ch03
	Closed

	AC-19
	Access Control for Mobile Devices
	L M H
	B C D
	B05 Ch04
	Closed

	AC-20
	Use of External Systems
	L M H
	B C D
	B09 Ch07
	Closed



Awareness and Training (AT)
No infrastructure book builds a training program. Chapter 09 covers the AT controls and the evidence they should leave; Book 16, People: Training & Education, carries training in depth.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	AT-2
	Literacy Training and Awareness
	L M H, Privacy
	B C D
	—
	Open

	AT-2(1)
	Practical Exercises
	none
	none
	—
	Open

	AT-2(2)
	Insider Threat
	L M H
	B C D
	—
	Open

	AT-2(3)
	Social Engineering and Mining
	M H
	C D
	—
	Open

	AT-3
	Role-based Training
	L M H, Privacy
	B C D
	—
	Open

	AT-3(3)
	Practical Exercises
	none
	none
	—
	Open

	AT-3(5)
	Processing Personally Identifiable Information
	Privacy only
	none
	—
	Open

	AT-4
	Training Records
	L M H, Privacy
	B C D
	—
	Open



Audit and Accountability (AU)
The evidence contract and the security operations pipeline carry the logging controls (Book 12, Chapter 02); provenance and the protection of the record are governance design (Book 13). Book 14’s view: Chapter 11.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	AU-2
	Event Logging
	L M H, Privacy
	B C D
	B12 Ch03, B12 Ch04
	Closed

	AU-3
	Content of Audit Records
	L M H
	B C D
	B12 Ch02
	Closed

	AU-6
	Audit Record Review, Analysis, and Reporting
	L M H
	B C D
	B12 Ch05
	Closed

	AU-6(1)
	Automated Process Integration
	M H
	C D
	B12 Ch02, B12 Ch05
	Closed

	AU-6(4)
	Central Review and Analysis
	none
	D
	B12 Ch05
	Partly closed

	AU-7
	Audit Record Reduction and Report Generation
	M H
	C D
	B12 Ch05
	Partly closed

	AU-8
	Time Stamps
	L M H
	B C D
	B12 Ch02
	Partly closed

	AU-9
	Protection of Audit Information
	L M H
	B C D
	B13 Ch07, B12 Ch10
	Partly closed

	AU-10
	Non-repudiation
	H
	D
	B13 Ch04, B13 Ch07
	Partly closed

	AU-11
	Audit Record Retention
	L M H, Privacy
	B C D
	B04 Ch08, B12 Ch12
	Partly closed

	AU-12
	Audit Record Generation
	L M H
	B C D
	B12 Ch01, B12 Ch12
	Closed

	AU-12(1)
	System-wide and Time-correlated Audit Trail
	H
	D
	B12 Ch02
	Closed



Assessment, Authorization, and Monitoring (CA)
Continuous monitoring is built in Book 12 and governed in Book 13; the authorization decision itself is the authorizing official’s. Book 14’s view: Chapter 11.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	CA-2
	Control Assessments
	L M H, Privacy
	B C D
	B13 Ch07, B11 Ch10
	Closed

	CA-3
	Information Exchange
	L M H
	B C D
	B10 Ch11
	Closed

	CA-5
	Plan of Action and Milestones
	L M H, Privacy
	none
	B12 Ch12, B13 Ch09
	Closed

	CA-6
	Authorization
	L M H, Privacy
	B C D
	B13 Ch11
	Partly closed

	CA-7
	Continuous Monitoring
	L M H, Privacy
	B C D
	B12 Ch12, B13 Ch02
	Closed

	CA-7(1)
	Independent Assessment
	M H
	C D
	B13 Ch05
	Partly closed

	CA-7(3)
	Trend Analyses
	none
	none
	B12 Ch12
	Partly closed



Configuration Management (CM)
One authoritative baseline, every change to it controlled, and the estate compared against it: Book 13, Chapters 03 and 04 carry the design, and Book 12, Chapter 07 the baselines and patching. The component inventory is the join key for every other family (Book 10, Chapter 06). Book 14’s view: Chapter 04.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	CM-2
	Baseline Configuration
	L M H
	B C D
	B12 Ch07, B13 Ch03
	Closed

	CM-3
	Configuration Change Control
	M H
	C D
	B13 Ch04, B10 Ch07
	Closed

	CM-5
	Access Restrictions for Change
	L M H
	B C D
	B13 Ch04, B10 Ch07
	Closed

	CM-6
	Configuration Settings
	L M H
	B C D
	B12 Ch07, B12 Ch08
	Closed

	CM-7
	Least Functionality
	L M H
	B C D
	B12 Ch08
	Closed

	CM-7(1)
	Periodic Review
	M H
	C D
	B12 Ch08
	Partly closed

	CM-8
	System Component Inventory
	L M H
	B C D
	B10 Ch06, B12 Ch07
	Closed



Contingency Planning (CP)
Apart from the telecommunications controls, which the network book designs, the contingency family is open in the program’s design. Chapter 06 describes the plan, the testing and the alternate sites the agency has to establish.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	CP-2
	Contingency Plan
	L M H
	B C D
	—
	Open

	CP-2(1)
	Coordinate with Related Plans
	M H
	C D
	—
	Open

	CP-2(8)
	Identify Critical Assets
	M H
	C D
	—
	Open

	CP-3
	Contingency Training
	L M H
	B C D
	—
	Open

	CP-4
	Contingency Plan Testing
	L M H
	B C D
	—
	Open

	CP-4(1)
	Coordinate with Related Plans
	M H
	C D
	—
	Open

	CP-6
	Alternate Storage Site
	M H
	C D
	—
	Open

	CP-6(1)
	Separation from Primary Site
	M H
	C D
	—
	Open

	CP-7
	Alternate Processing Site
	M H
	C D
	—
	Open

	CP-7(1)
	Separation from Primary Site
	M H
	C D
	—
	Open

	CP-7(3)
	Priority of Service
	M H
	C D
	—
	Open

	CP-8
	Telecommunications Services
	M H
	C D
	B09 Ch02, B09 Ch03
	Partly closed

	CP-8(1)
	Priority of Service Provisions
	M H
	C D
	B09 Ch03
	Partly closed

	CP-9
	System Backup
	L M H
	B C D
	—
	Open

	CP-10
	System Recovery and Reconstitution
	L M H
	B C D
	—
	Open



Identification and Authentication (IA)
Built in the identity, access, device, certificate and data platform books. Book 14’s view: Chapter 03.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	IA-2
	Identification and Authentication (Organizational Users)
	L M H
	B C D
	B02 Ch10, B04 Ch10
	Closed

	IA-2(1)
	Multi-factor Authentication to Privileged Accounts
	L M H
	B C D
	B04 Ch07
	Partly closed

	IA-2(2)
	Multi-factor Authentication to Non-privileged Accounts
	L M H
	B C D
	B04 Ch07
	Partly closed

	IA-3
	Device Identification and Authentication
	M H
	C D
	B05 Ch04, B09 Ch07
	Closed

	IA-3(1)
	Cryptographic Bidirectional Authentication
	none
	none
	B09 Ch07
	Partly closed

	IA-4
	Identifier Management
	L M H
	B C D
	B03 Ch04, B03 Ch08
	Closed

	IA-5
	Authenticator Management
	L M H
	B C D
	B02 Ch10
	Closed

	IA-5(1)
	Password-based Authentication
	L M H
	B C D
	B02 Ch10
	Partly closed

	IA-5(2)
	Public Key-based Authentication
	M H
	C D
	B07 Ch08
	Closed

	IA-9
	Service Identification and Authentication
	none
	none
	B06 Ch09, B06 Ch10
	Partly closed

	IA-11
	Re-authentication
	L M H
	B C D
	B04 Ch07
	Partly closed



Incident Response (IR)
Incident handling, reporting and the response plan are security operations design (Book 12, Chapter 11). Incident response training is covered in Chapter 09.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	IR-2
	Incident Response Training
	L M H, Privacy
	B C D
	—
	Open

	IR-4
	Incident Handling
	L M H, Privacy
	B C D
	B12 Ch11
	Partly closed

	IR-6
	Incident Reporting
	L M H, Privacy
	B C D
	B12 Ch11
	Partly closed

	IR-8
	Incident Response Plan
	L M H, Privacy
	B C D
	B12 Ch11
	Partly closed



Media Protection (MP)
Treated as data protection and classification in Book 12, Chapter 09. Physical media handling stays with the agency.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	MP-2
	Media Access
	L M H
	B C D
	B12 Ch09
	Partly closed

	MP-3
	Media Marking
	M H
	C D
	B12 Ch09
	Partly closed

	MP-4
	Media Storage
	M H
	C D
	B12 Ch09
	Partly closed

	MP-5
	Media Transport
	M H
	C D
	B12 Ch09
	Partly closed



Planning (PL)
The program’s security and privacy architecture is set by its principles (Book 00, Chapter 04) and its platform foundation (Book 01, Chapter 03). The system-level architecture in each security plan is the agency’s. Book 14’s view: Chapter 03.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	PL-8
	Security and Privacy Architectures
	M H, Privacy
	B C D
	B00 Ch04, B01 Ch03
	Partly closed



Program Management (PM)
Program management controls are organization-wide, not system-level. Chapter 05 covers them, and Chapter 07 covers PM-30 with the supply chain family. PM-5 is the list of systems, which no workbook book builds; Book 06, Chapter 04 inventories databases and is input to CM-8 and PM-5(1), not the system inventory (Chapter 05).

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	PM-1
	Information Security Program Plan
	none
	none
	—
	Open

	PM-2
	Information Security Program Leadership Role
	none
	none
	—
	Open

	PM-5
	System Inventory
	none
	none
	—
	Open

	PM-7
	Enterprise Architecture
	Privacy only
	none
	—
	Open

	PM-9
	Risk Management Strategy
	Privacy only
	none
	—
	Open

	PM-11
	Mission and Business Process Definition
	Privacy only
	none
	—
	Open

	PM-14
	Testing, Training, and Monitoring
	Privacy only
	none
	—
	Open

	PM-15
	Security and Privacy Groups and Associations
	none
	none
	—
	Open

	PM-30
	Supply Chain Risk Management Strategy
	none
	none
	—
	Open



Personnel Security (PS)
Termination and transfer are leaver and mover events driven by the HR record (Book 03, Chapter 08).

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	PS-4
	Personnel Termination
	L M H
	B C D
	B03 Ch08
	Closed

	PS-5
	Personnel Transfer
	L M H
	B C D
	B03 Ch08
	Closed



Personally Identifiable Information Processing and Transparency (PT)
The PT family is open in the program’s design: no infrastructure book establishes the authority to process, the purposes, consent or notice. Chapter 08 describes what the agency’s privacy program has to put in place; Book 03, Appendix B applies the same questions to the HR-to-identity data flow.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	PT-1
	Policy and Procedures
	Privacy only
	none
	—
	Open

	PT-2
	Authority to Process Personally Identifiable Information
	Privacy only
	none
	—
	Open

	PT-3
	Personally Identifiable Information Processing Purposes
	Privacy only
	none
	—
	Open

	PT-4
	Consent
	Privacy only
	none
	—
	Open

	PT-5
	Privacy Notice
	Privacy only
	none
	—
	Open

	PT-6
	System of Records Notice
	Privacy only
	none
	—
	Open

	PT-7
	Specific Categories of Personally Identifiable Information
	Privacy only
	none
	—
	Open

	PT-8
	Computer Matching Requirements
	Privacy only
	none
	—
	Open



Risk Assessment (RA)
Vulnerability monitoring is built in Book 12, Chapter 06. RA-3 is carried at program level by the risk register in Book 00, Appendix A; a system-level risk assessment is the agency’s, and Book 14’s view is Chapter 11.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	RA-3
	Risk Assessment
	L M H, Privacy
	B C D
	B00 App A
	Partly closed

	RA-5
	Vulnerability Monitoring and Scanning
	L M H
	B C D
	B12 Ch06
	Closed

	RA-5(2)
	Update Vulnerabilities to Be Scanned
	L M H
	B C D
	B12 Ch06
	Partly closed

	RA-5(5)
	Privileged Access
	M H
	C D
	B12 Ch06
	Partly closed



System and Services Acquisition (SA)
External services are governed through the boundary and the adapter model (Book 10, Book 13, Chapter 08). Supplier-side risk is covered in Chapter 07.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	SA-8
	Security and Privacy Engineering Principles
	L M H
	B C D
	B01 Ch10, B01 Ch12
	Partly closed

	SA-9
	External System Services
	L M H, Privacy
	B C D
	B10 Ch11, B13 Ch08
	Closed

	SA-9(2)
	Identification of Functions, Ports, Protocols, and Services
	M H
	C D
	B09 Ch12
	Closed

	SA-11
	Developer Testing and Evaluation
	M H, Privacy
	C D
	B12 Ch08
	Closed

	SA-15
	Development Process, Standards, and Tools
	M H
	C D
	—
	Open



System and Communications Protection (SC)
The network, naming, certificate and data protection books carry the family (Book 08, Book 07, Book 09, Book 12). SC-5 is carried only as a resiliency condition in the network book’s exemption instruments.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	SC-5
	Denial-of-service Protection
	L M H
	B C D
	B09 App A
	Partly closed

	SC-7
	Boundary Protection
	L M H
	B C D
	B09 Ch02, B12 Ch08
	Closed

	SC-7(3)
	Access Points
	M H
	C D
	B09 Ch07
	Partly closed

	SC-7(5)
	Deny by Default — Allow by Exception
	M H
	C D
	B09 Ch05, B09 Ch07
	Partly closed

	SC-7(7)
	Split Tunneling for Remote Devices
	M H
	C D
	B09 Ch12
	Partly closed

	SC-7(8)
	Route Traffic to Authenticated Proxy Servers
	M H
	C D
	B09 Ch03
	Closed

	SC-8
	Transmission Confidentiality and Integrity
	M H
	B C D
	B09 Ch02, B09 Ch03
	Closed

	SC-8(1)
	Cryptographic Protection
	M H
	B C D
	B09 Ch03
	Closed

	SC-12
	Cryptographic Key Establishment and Management
	L M H
	B C D
	B07 Ch08, B12 Ch09
	Partly closed

	SC-12(1)
	Availability
	H
	D
	B12 Ch09
	Partly closed

	SC-13
	Cryptographic Protection
	L M H
	B C D
	B12 Ch09
	Partly closed

	SC-17
	Public Key Infrastructure Certificates
	M H
	C D
	B07 Ch05, B07 Ch08
	Closed

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	L M H
	B C D
	B08 Ch03, B08 Ch06
	Closed

	SC-21
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	L M H
	B C D
	B08 Ch03, B08 Ch06
	Closed

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	L M H
	B C D
	B08 Ch03, B08 Ch08
	Closed

	SC-28
	Protection of Information at Rest
	M H
	B C D
	B12 Ch09
	Partly closed



System and Information Integrity (SI)
Flaw remediation, malicious code protection and monitoring are security operations design (Book 12); information retention for identity records is in Book 03, Chapter 11.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	SI-2
	Flaw Remediation
	L M H
	B C D
	B12 Ch07, B05 Ch10
	Closed

	SI-2(2)
	Automated Flaw Remediation Status
	M H
	C D
	B12 Ch07, B13 Ch10
	Closed

	SI-2(3)
	Time to Remediate Flaws and Benchmarks for Corrective Actions
	none
	C D
	B12 Ch06
	Closed

	SI-3
	Malicious Code Protection
	L M H
	B C D
	B12 Ch08, B09 Ch02
	Closed

	SI-4
	System Monitoring
	L M H
	B C D
	B12 Ch11
	Closed

	SI-4(2)
	Automated Tools and Mechanisms for Real-time Analysis
	M H
	C D
	B12 Ch05
	Partly closed

	SI-4(4)
	Inbound and Outbound Communications Traffic
	M H
	C D
	B12 Ch05
	Partly closed

	SI-4(7)
	Automated Response to Suspicious Events
	none
	none
	B12 Ch11
	Partly closed

	SI-4(16)
	Correlate Monitoring Information
	none
	C D
	B12 Ch02
	Closed

	SI-5
	Security Alerts, Advisories, and Directives
	L M H
	B C D
	B12 Ch06
	Partly closed

	SI-12
	Information Management and Retention
	L M H, Privacy
	B C D
	B03 Ch11
	Closed



Supply Chain Risk Management (SR)
The supply chain family is open in the program’s design: no infrastructure book builds supplier assessment, the plan, the acquisition terms, notification agreements or component authenticity, and they are the agency’s to establish. Chapter 07 covers them.

	Control
	Title
	NIST SP 800-53B
	FedRAMP 2026 class
	Workbook chapter
	Status (design)

	SR-1
	Policy and Procedures
	L M H
	B C D
	—
	Open

	SR-2
	Supply Chain Risk Management Plan
	L M H
	B C D
	—
	Open

	SR-3
	Supply Chain Controls and Processes
	L M H
	B C D
	—
	Open

	SR-5
	Acquisition Strategies, Tools, and Methods
	L M H
	B C D
	—
	Open

	SR-6
	Supplier Assessments and Reviews
	M H
	C D
	—
	Open

	SR-8
	Notification Agreements
	L M H
	B C D
	—
	Open

	SR-10
	Inspection of Systems or Components
	L M H
	B C D
	—
	Open

	SR-11
	Component Authenticity
	L M H
	B C D
	—
	Open



[bookmark: _Toc00001226]Where this appendix corrects its source
The control-by-control mapping behind this appendix was drafted in July 2026, against FedRAMP’s 20x pilot vocabulary and a book-and-volume layout that the workbook has since replaced.
	Source said
	What the record shows

	Each control maps to a “FedRAMP 20x KSI” such as KSI-IAM, KSI-MLA or KSI-022
	FedRAMP’s 2026 Key Security Indicators are 46 outcome statements in ten themes, each with its own identifier (for example KSI-CED-RAT for reviewing training) and its own list of related controls; no indicator is numbered KSI-022, and a theme prefix such as KSI-IAM names a group, not an indicator.8 The indicators bind cloud service providers seeking certification, not agencies. This appendix drops the column; Book 13, Appendix A maps the governance controls to the current indicators.

	A control is “addressed” when a volume or book of the compliance series treats it
	The index now names the workbook chapter that builds the control, and says separately whether the program’s design records its proof. Many rows the source listed as addressed have no build chapter; they are open here.

	Control titles as written in each volume
	Every title was rechecked against release 5.2.0. The source’s titles were right in substance; capitalization now follows NIST’s, for example “Multi-factor,” “Re-authentication” and “Denial-of-service Protection.”2

	Baseline position not stated
	Both NIST baselines and FedRAMP classes are given for every row, as separate columns.


[bookmark: _Toc00001227]Sources
Every source below was opened on October 21, 2026.
· NIST, SP 800-53 Rev. 5, release 5.2.0. https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
· NIST, Cybersecurity and Privacy Reference Tool, SP 800-53 release 5.2.0 export. https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_2_0/home
· NIST, SP 800-53B, release 5.2.0. https://csrc.nist.gov/pubs/sp/800/53/b/upd1/final
· NIST, OSCAL catalog and Low, Moderate, High and Privacy baseline profiles for SP 800-53 Rev. 5. https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json
· FedRAMP, Full Rev5 Control Reference. https://www.fedramp.gov/2026/reference/controls/
· FedRAMP, Notice NTC-0004. https://www.fedramp.gov/notices/0004/
· FedRAMP, Key Security Indicators. https://www.fedramp.gov/2026/reference/key-security-indicators/
· FedRAMP, Using a FedRAMP Certified Cloud Service. https://www.fedramp.gov/2026/agencies/use/
[bookmark: _Toc00001228]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Server, appliance and public TLS (SC-8, SC-12, SC-17)
	Internal server TLS on servers, appliances and Linux hosts; public-facing TLS
	Retained AD CS; public CA
	CyberArk Certificate Manager
	Inventory, owners, renewal and installation are the evidence

	CA certificates and CRLs (SC-17)
	CA certificates and CRLs, root and issuing
	The hierarchy
	Key ceremony and CRL schedule
	Revocation monitoring

	PIV (IA-2, IA-5(2))
	PIV
	Federal PKI
	PIV card system
	Nothing

	Device certificates (IA-5(2))
	Device and user auth (Intune)
	Cloud PKI
	Intune
	Nothing



[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b14-compliance/png/certs-clm.png]
This book’s certificates and the engine that renews each.
For SC-13, no CMVP certificate names the CLM platform itself; the evidence is FIPS-mode Windows plus the HSM’s own validation, and the ACME servers can’t run in FIPS mode (Book 07, Appendix C).9
[bookmark: _Toc00001229]Notes
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, September 2020 (includes updates as of December 10, 2020), planning note of August 27, 2025 announcing release 5.2.0, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, Cybersecurity and Privacy Reference Tool, SP_800_53_5_2_0 JSON export (control and enhancement titles, and security and privacy baseline relationships), https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_2_0/home; titles cross-checked against the OSCAL catalog, version 5.2.0, last modified May 11, 2026, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53B, Control Baselines for Information Systems and Organizations, September 2020 (includes updates as of December 10, 2020), abstract and planning note of August 27, 2025 (release 5.2.0, “no changes to the baselines”), https://csrc.nist.gov/pubs/sp/800/53/b/upd1/final (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, OSCAL baseline profiles NIST_SP-800-53_rev5_LOW-baseline_profile.json, _MODERATE-, _HIGH- and _PRIVACY-baseline_profile.json, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Oct 21, 2026).
1. FedRAMP, “Full Rev5 Control Reference,” FedRAMP Consolidated Rules for 2026, built from the NIST SP 800-53 Rev. 5.2.0 OSCAL catalog; family pages for AC, AT, AU, CA, CM, CP, IA, IR, MP, PL, PM, PS, PT, RA, SA, SC, SI and SR, “FedRAMP Rev5 Baselines” line on each control, https://www.fedramp.gov/2026/reference/controls/ (accessed Oct 21, 2026).
1. FedRAMP, Notice NTC-0004, Initial Outcome from RFC-0020 FedRAMP Authorization Designations, February 25, 2026, https://www.fedramp.gov/notices/0004/ (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator identifiers, themes and “Related SP 800-53 Controls,” including the control mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (accessed Oct 21, 2026).
1. CyberArk, 26.1, “ACME” (RFC 8555 with http-01 and dns-01; tested with certbot, win-acme and acme.sh), https://docs.venafi.com/Docs/current/TopNav/Content/ACME/cco-ACME-about.php, and “Deploying on Windows Server” (“you cannot have FIPS enabled on any server that is used for ACMEv2”), https://docs.venafi.com/Docs/current/TopNav/Content/Install/r-deploy-windows-server.php (accessed Oct 23, 2026).
[bookmark: _Toc00001230]Appendix B — Product Inventory Questionnaire
You can’t claim an inherited control from a product until you know you run it, which offering you run, and how it is authorized.
[bookmark: _Toc00001231]In this appendix
A questionnaire the agency fills in about the products and services it already operates, so the program can be scoped against what is really in place. It explains how to complete it, sets out the scope rule the program applies to every cloud dependency, gives the discovery tables grouped by the workbook book each answer feeds, and ends with the flag list that turns gaps into decisions.
[bookmark: _Toc00001232]A discovery instrument, not a decision
A completed questionnaire is a record of what the agency runs. It isn’t a procurement decision, an authorization or a control-inheritance claim. Product names in the tables are examples of each category, not recommendations, and a product’s certification status changes: check every status on the FedRAMP Marketplace when the decision is made, not when the questionnaire was filled in.
[bookmark: _Toc00001233]Why the questionnaire comes first
The program can’t choose how its platforms coordinate, or claim that a control is inherited from a provider, without first knowing what is already deployed and how each piece is authorized. Agencies usually run more tools than any one team can list, and a plan built on an assumed estate reaches assessment with controls nobody can evidence. The questionnaire makes the estate explicit before the design starts. Its answers seed the component and system inventories (Book 13, Chapter 03) and the external-services record behind SA-9 (Appendix A).
The questionnaire ships empty on purpose. A pre-filled list answers the questions before the reader has looked at the estate, and the reader’s own estate is the point. An agency that completes it keeps the filled copy with its own program records, not in a shared or published document.
[bookmark: _Toc00001234]How to complete it
For each category in the discovery tables, fill the four working columns:
· In use? Yes, no, or planned. “No” is an answer: an empty category is often a gap the program has to fill.
· Product and offering. The product and the specific offering or edition the agency runs. The edition matters: a vendor’s government offering and its commercial offering are different services with different certifications.
· FedRAMP status. For a cloud service, the Marketplace status, certification class and FedRAMP ID (see Recording FedRAMP status). For on-premises equipment or software, write “not a cloud service” and record how it is accredited instead.
· Surface. Where it is deployed: a cloud platform, network equipment, an operating system, or across several of them.
The Feeds column is pre-filled. It names the workbook book, and the chapter where one fits, that uses the answer, and the controls in Appendix A the product is most likely to evidence. Anything that fails the scope rule goes on the flag list.
[bookmark: _Toc00001235]The scope rule for cloud dependencies
FedRAMP covers cloud products and services that create, collect, process, store or maintain federal information on behalf of an agency, with listed exceptions, and agencies must promote the use of FedRAMP Certified services when a use is within that scope. Only the agency can decide whether a given use case falls within it.1 The 2026 rules certify services in classes: Class B covers the former Li-SaaS and Low baselines, Class C the Moderate baseline and Class D the High baseline.2 A class describes what FedRAMP assessed. It doesn’t replace the agency’s own security categorization or risk decision, and agencies may use a certification package to authorize a service at any security category they deem appropriate under the Risk Management Framework.32
The program’s design turns that into one rule: name the security categorization of the system the dependency serves, then give every in-boundary dependency one of these dispositions.
	Situation
	Disposition (program design)

	A cloud service, FedRAMP Certified at a class that matches the system’s categorization
	In scope. Record the FedRAMP ID, class and listing date.

	A cloud service certified at a higher class than the system needs
	In scope. Record the class; the agency’s authorization still documents its own use, configuration and integrations.3

	A cloud service certified at a lower class than the system’s categorization
	Flag. The authorizing official decides whether the certification package supports this use; record the decision, or find an offering certified at the matching class.

	A cloud service in an implementation or in-process status, not yet certified
	Flag. Record the status and its date; plan as though certification may not arrive on time.

	A cloud service with no FedRAMP status, where the agency has determined the use is within FedRAMP’s scope
	Flag. Find a certified edition or offering, or replace the service.

	A cloud service the agency has determined is outside FedRAMP’s scope
	Record the scope determination and who made it. The service is still assessed in the agency’s own authorization.

	On-premises equipment or software, not a cloud service
	Not a FedRAMP item. Assess it inside the agency’s own authorization. Record whether its cryptographic modules hold current NIST Cryptographic Module Validation Program certificates (new validations are made against FIPS 140-3)4 and which configuration baseline it is held to (Book 12, Chapter 07).


Two more rules from FedRAMP apply once a service is in use. Agencies must complete the authorization to operate process for the systems that use a certified service, and must notify FedRAMP after authorizing the use of a service within FedRAMP’s scope.5 The questionnaire is where both start: it says which services need an authorization decision and which decisions need a notification.
Selection: preference is earned by coverage, not ownership
Where the agency already holds an enterprise agreement, that vendor’s product is a natural first candidate for a role. The program’s design treats it as the default only when it reaches every surface the role has to coordinate, across cloud platforms, network equipment and operating systems, at the required class. Where it covers only its own vendor’s surfaces, or can’t reach a surface at all, the product that coordinates the whole estate at the required class is the better choice. A license already paid for isn’t, by itself, a reason to leave a surface uncovered.
[bookmark: _Toc00001236]Recording FedRAMP status
Check each cloud service on the FedRAMP Marketplace.6 The same data is published in machine-readable form, and the fields to copy into the questionnaire are the service’s FedRAMP ID, its status, its certification class and its impact level as listed.7 On November 9, 2026 the impact-level field read “Unknown” for every listing; where it still does, record the class and take the impact level from the provider’s package.7 Statuses on the Marketplace on October 21, 2026 were FedRAMP Certified, Initial Implementation, FedRAMP In Process, Agency Authorization In Process and Legacy FedRAMP Ready; only the first is a certification.7 Record the date you checked, because the answer changes.
[bookmark: _Toc00001237]The discovery tables
Platforms, identity and transport

	Category
	Example products
	In use?
	Product and offering
	FedRAMP status
	Surface
	Feeds

	Cloud platforms
	Microsoft Azure Government and Microsoft 365 GCC, AWS GovCloud, Oracle Cloud Infrastructure, Google Cloud, VMware-based private cloud
	
	
	
	
	Book 10; all families

	Naming and addressing (DNS, DHCP, IPAM)
	Infoblox, BlueCat, NetBox
	
	
	
	
	Book 08; SC-20, SC-21, SC-22, CM-8

	Certificates and PKI
	Active Directory Certificate Services, Entrust, DigiCert, CyberArk Certificate Manager (formerly Venafi)
	
	
	
	
	Book 07; SC-17, IA-5(2)

	HR system of record
	Oracle HCM, Workday, SAP SuccessFactors
	
	
	
	
	Book 03; AC-2, IA-4, PS-4, PS-5

	Directory and identity provider
	Microsoft Entra ID, on-premises Active Directory, Okta, Ping Identity
	
	
	
	
	Book 02; IA-2, IA-5

	Identity governance
	Microsoft Entra ID Governance, SailPoint, Saviynt
	
	
	
	
	Book 04, Chapter 09; AC-2

	Network equipment
	Cisco, Palo Alto Networks, Juniper, Fortinet, Arista
	
	
	
	Network equipment
	Book 09; SC-7, AC-4

	Network access control
	Cisco ISE, Aruba ClearPass, Juniper Mist
	
	
	
	Network equipment
	Book 09, Chapter 07; IA-3, AC-20

	SD-WAN and SASE
	Cisco Catalyst SD-WAN, Prisma SASE, Zscaler, Netskope
	
	
	
	Cross-platform
	Book 09, Chapter 05; SC-8, SC-7(8)

	Network performance and observability
	Riverbed, ThousandEyes, Kentik, SolarWinds
	
	
	
	Cross-platform
	Book 09, Book 12; SI-4, CA-7

	Contact center and unified communications
	Amazon Connect, Microsoft Teams Phone
	
	
	
	Cloud platform
	Book 09, Chapter 12



Devices and data platform

	Category
	Example products
	In use?
	Product and offering
	FedRAMP status
	Surface
	Feeds

	Endpoint and server management
	Microsoft Intune, Azure Arc, Microsoft Configuration Manager, Jamf
	
	
	
	Operating system
	Book 05; CM-2, CM-6, AC-19

	Database platforms
	SQL Server, Oracle Database, PostgreSQL, Azure SQL, Amazon RDS
	
	
	
	Cloud platform or operating system
	Book 06; CM-8, PM-5

	Database authentication
	Azure Arc with Microsoft Entra authentication for SQL Server, cloud IAM database authentication
	
	
	
	Cross-platform
	Book 06; IA-2, IA-9



Security operations

	Category
	Example products
	In use?
	Product and offering
	FedRAMP status
	Surface
	Feeds

	Privileged access
	Microsoft Entra Privileged Identity Management, CyberArk, BeyondTrust, Delinea
	
	
	
	Cross-platform
	Book 04, Chapter 08; AC-6, AC-6(5)

	Vulnerability assessment
	Microsoft Defender Vulnerability Management, Tenable, Qualys, Rapid7, Amazon Inspector
	
	
	
	Cross-platform
	Book 12, Chapter 06; RA-5

	Patch and systems management
	Intune, Azure Update Manager, AWS Systems Manager, OCI OS Management Hub, VMware vSphere Lifecycle Manager, Red Hat Satellite and Ansible, Tanium, BigFix, Ivanti
	
	
	
	Operating system or cross-platform
	Book 12, Chapter 07; SI-2, SI-2(2)

	Cloud posture (CSPM, CNAPP)
	Microsoft Defender for Cloud, Wiz, Prisma Cloud, Orca
	
	
	
	Cloud platform
	Book 12, Chapter 08; CM-6, CM-7

	Container platforms and image scanning
	AKS, EKS, OKE, OpenShift
	
	
	
	Cloud platform
	Book 12, Chapter 08; SA-11

	Data protection and classification
	Microsoft Purview, Amazon Macie, Symantec DLP
	
	
	
	Cloud platform
	Book 12, Chapter 09; AC-4, SC-28

	Key management and HSM
	Azure Key Vault, AWS KMS, OCI Vault, Thales, Entrust
	
	
	
	Cloud platform
	Book 12, Chapter 09; SC-12, SC-13

	SIEM
	Microsoft Sentinel, Splunk, Elastic, Google Security Operations, IBM QRadar
	
	
	
	Cross-platform
	Book 12, Chapter 05; AU-6, SI-4

	Extended and endpoint detection and response
	Microsoft Defender XDR, Cortex XDR, CrowdStrike Falcon
	
	
	
	Operating system or cross-platform
	Book 12, Chapter 05; SI-3, SI-4

	Security orchestration and response
	Sentinel with Logic Apps, Cortex XSOAR, Splunk SOAR, ServiceNow Security Operations
	
	
	
	Cross-platform
	Book 12, Chapter 11; IR-4



Governance, coordination and assurance

	Category
	Example products
	In use?
	Product and offering
	FedRAMP status
	Surface
	Feeds

	IT service management and workflow
	ServiceNow, BMC Helix, Jira Service Management
	
	
	
	Cloud platform
	Book 13, Chapter 10; CM-3

	Configuration management database and discovery
	ServiceNow Discovery and Service Graph, native cloud inventory services
	
	
	
	Cross-platform
	Book 13, Chapter 03; CM-8, reconciled to IPAM

	In-boundary connectors to cloud APIs
	ServiceNow MID Server, other agent or gateway components
	
	
	
	Cross-platform
	Book 13, Chapter 08; AC-6, CA-3

	Microsoft 365 and Entra control assessment
	CISA ScubaGear, Microsoft Graph, Microsoft Purview
	
	
	
	Cloud platform
	Book 11; CM-6, CA-7

	Cloud control assessment
	Azure Policy, Defender for Cloud, AWS Config
	
	
	
	Cloud platform
	Book 12, Chapter 08; CM-6, CA-7

	Infrastructure as code
	Terraform, OpenTofu, Bicep, CI pipelines such as GitHub Actions
	
	
	
	Cross-platform
	Book 10, Chapter 06; CM-2, CM-3

	Governance, risk and compliance; OSCAL
	ServiceNow IRM, Xacta, eMASS, OSCAL-capable tools
	
	
	
	Cross-platform
	Chapter 11; CA-2, CA-5, CA-7

	Backup and disaster recovery
	Azure Site Recovery, AWS Backup, Veeam, Commvault, Cohesity
	
	
	
	Cross-platform
	Chapter 06; CP-9, CP-10

	Supply chain and SBOM tooling
	Syft, Grype, Anchore, Snyk
	
	
	
	Cross-platform
	Chapter 07; SR-3, SR-11

	Documentation and collaboration
	Confluence, SharePoint, ServiceNow Knowledge
	
	
	
	Cloud platform
	Chapter 05; PM-1

	Security awareness and training platforms
	Learning management systems, phishing-simulation services
	
	
	
	Cloud platform
	Chapter 09; AT-2, AT-4



FedRAMP’s rules require agencies to make sure their governance, risk, compliance and inventory tools can produce and ingest machine-readable artifacts in the formats FedRAMP identifies, including at least OSCAL JSON.5 Answer that row with the tool’s OSCAL capability, not just its name.
[bookmark: _Toc00001238]Flags and gaps
Roll up everything that failed the scope rule, and every category with no product at all. This list becomes the agenda for procurement and boundary decisions. The rows below are illustrative patterns, not findings about any product.
	Item
	Category
	Issue
	Action

	(example) An observability service
	Network performance
	Certified at Class D only; system is categorized Moderate
	Record the class; document the use in the system’s authorization

	(example) A WAN appliance
	Network equipment
	On-premises equipment, not a cloud service
	Assess in the agency’s authorization; record module validation and configuration baseline

	(example) A collaboration tool
	Documentation
	Agency uses the commercial edition; only the government edition is certified
	Move to the certified edition or replace

	(example) No product
	Backup and disaster recovery
	No product covers the hybrid estate
	Raise as a CP gap (Chapter 06)

	(add rows as discovery proceeds)
	
	
	


[bookmark: _Toc00001239]Notes
1. FedRAMP, “Scope of FedRAMP,” FedRAMP Consolidated Rules for 2026, quoting OMB Memorandum M-24-15, https://www.fedramp.gov/2026/scope/ (accessed Oct 21, 2026).
1. FedRAMP, Notice NTC-0004, Initial Outcome from RFC-0020 FedRAMP Authorization Designations, February 25, 2026, https://www.fedramp.gov/notices/0004/ (accessed Oct 21, 2026).
1. FedRAMP, “Using a FedRAMP Certified Cloud Service,” FedRAMP Consolidated Rules for 2026, https://www.fedramp.gov/2026/agencies/use/ (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, Cryptographic Module Validation Program, project page (“FIPS 140-3 validations are currently being accepted”; FIPS 140-2 validated modules accepted through September 21, 2026, then moved to the Historical list), https://csrc.nist.gov/projects/cryptographic-module-validation-program (accessed Oct 21, 2026).
1. FedRAMP, “Agency Use of FedRAMP Certified Cloud Services,” FedRAMP Consolidated Rules for 2026, rules AGU-USE-ABU, AGU-AGC-NAA and AGU-AGC-GRC, https://www.fedramp.gov/2026/reference/agency-use/ (accessed Oct 21, 2026).
1. FedRAMP Marketplace, products, https://www.fedramp.gov/marketplace/products/ (accessed Oct 21, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, produced by the General Services Administration, dataset last changed October 21, 2026; fields fedramp_id, status, cert_class and impact_level (accessed Oct 21, 2026); re-read Nov 9, 2026 (last_change 2026-11-09): the same five statuses, and impact_level “Unknown” on every listing.
[bookmark: _Toc00001240]Appendix C — Security Assessment Plan Template
An assessment plan is the agreement, made before anyone tests anything, about what will be examined, how deeply, by whom, and what counts as a result.
[bookmark: _Toc00001241]In this appendix
A template for the assessment plan (SAP) that Chapter 11 describes. It states what NIST requires of the plan, gives the sections to fill in with a worked pattern for each, offers a Copilot prompt to draft the first version from the system’s security plan, and ends with what the workbook’s kits supply toward it and what they leave to the assessor and the agency.
[bookmark: _Toc00001242]A template, not an approved plan
The plan becomes real only when the control assessor has written it for the system and the authorizing official, or the official’s designated representative, has approved it. Values marked (design) are the Federal Modernization Program’s own design choices, offered as defaults; they are not federal requirements and the agency may set them differently. Keep the filled copy with the agency’s own program records, not in a shared or published document.
[bookmark: _Toc00001243]What NIST asks of the plan
The Risk Management Framework’s Assess step has one task for the plan. NIST SP 800-37 Rev. 2, Task A-2, reads: “Develop, review, and approve plans to assess implemented controls.” Its expected output is “Security and privacy assessment plans approved by the authorizing official.” The primary responsibility is shared by the authorizing official or the official’s designated representative and the control assessor.1
The task’s discussion says what the plan holds. Control assessors develop it from the implementation information in the security and privacy plans, the program management control documentation and the common control documentation. It may be one integrated security and privacy plan. It “delineates roles and responsibilities for control assessment,” and it provides “the objectives for control assessments and specific assessment procedures for each control.” The plan reflects the type of assessment being conducted, and the authorizing official reviews it so that it is consistent with the organization’s objectives, employs “procedures, methods, techniques, tools, and automation” for continuous monitoring, and is cost-effective. Where an external provider supplies controls, the organization “can request security and privacy assessment plans and assessments results or evidence from the provider.”1
SP 800-53 Rev. 5 control CA-2 adds the content list: the controls and control enhancements under assessment, the assessment procedures used to determine effectiveness, and the assessment environment, assessment team, and assessment roles and responsibilities, with the plan reviewed and approved by the authorizing official or designated representative before the assessment is conducted.2 CA-2(1) asks for independent assessors or assessment teams; it is in the NIST Moderate and High baselines, not Low.3
SP 800-53A Rev. 5 supplies the method. Section 3.2 says the assessor determines which controls are assessed, selects the procedures, tailors them (“select appropriate assessment methods and objects, and assign depth and coverage attribute values”), develops procedures for requirements the catalog doesn’t cover, optimizes to reduce duplicated effort, and finalizes the plan and obtains approval. The methods are examine, interview and test. Depth and coverage each take the values basic, focused or comprehensive.4
[bookmark: _Toc00001244]How the plan connects to the rest of Chapter 11
	Chapter 11 element
	Where it lands in this template

	The package’s four linked records (What the package contains)
	Section 1 names the security plan the assessment plan imports. In OSCAL the Assessment Plan model’s link to the system security plan is required.

	The catalog of test plans, with a pass signal for every plan (The assessment plan and the test plans)
	Section 5 cites test plans by their catalog entry. A plan that has no catalog entry can’t be cited.

	Independence (same section)
	Section 4 records who assesses and whether they are independent of the system’s team.

	Assessment results and the report (Assessment results)
	Section 7 fixes the report’s format before testing starts. Appendix D is the matching report.

	POA&M dispositions (The plan of action and milestones)
	Section 8 says how a finding becomes a POA&M item or a governed exception.


[bookmark: _Toc00001245]The template
Copy the headings below into the agency’s document. Replace every bracketed prompt. Delete the italic guidance when the section is complete.
1. Identification
	Field
	Entry

	System name and identifier
	[ ]

	Security categorization (confidentiality, integrity, availability)
	[ ]

	Security plan and privacy plan assessed (title, version, date)
	[ ]

	Type of assessment
	[initial authorization / reauthorization / targeted assessment after a significant change / annual assessment under continuous monitoring / post-remediation / common control]

	Plan version, author, date
	[ ]


The type matters: SP 800-37 says the plan “reflect[s] the type of assessment the organization is conducting,” and lists, among others, assessments supporting authorization or reauthorization, program management control assessments, continuous monitoring and assessments after remediation.1
2. Purpose and scope
State why the assessment is happening and what it covers. List the system boundary, the environments in scope (production, and any test environment the controls are evidenced from), the sites, and what is out of scope with the reason. For a partial assessment, name the controls chosen and why. SP 800-53A notes that after an authorization, “targeted assessments may be necessary when changes are made,” with the focus “on the controls that may have been affected by the change.”4
3. Controls and objectives under assessment
One row per control or enhancement. The baseline column records the NIST baseline membership and, separately, any additional requirement (for example from a FedRAMP class) so the two aren’t conflated (Appendix A).

	Control
	Source of the requirement
	Implemented by (system, inherited, hybrid)
	Provider assessment relied on?
	Included? Reason

	[AC-2]
	[NIST Moderate baseline]
	[ ]
	[ ]
	[ ]



Controls inherited from a provider are assessed for the agency’s own part and for how the agency uses the provider’s service. The provider’s certification is evidence the assessor reads, not a substitute for the agency’s assessment (Chapter 11).
4. Assessment team, roles and independence
	Role
	Name or organization
	Independent of the system’s team?
	Responsibility

	Authorizing official or designated representative
	[ ]
	n/a
	Approves this plan

	Control assessor (lead)
	[ ]
	[yes / no, and why that is acceptable]
	Writes and executes the plan

	System owner
	[ ]
	no
	Provides access and documentation

	System security officer, system privacy officer
	[ ]
	no
	Supports the assessment

	Common control provider
	[ ]
	n/a
	Supplies inherited-control evidence


Where CA-2(1) is in the baseline, the plan states how independence is achieved. A self-assessment run by the system’s own team, however automated, is a different kind of assessment from an independent one; label it as such (Chapter 11). Nothing requires an agency to engage a FedRAMP-recognized assessment organization for its own system.
5. Methods, objects, depth and coverage
Select assessment procedures from SP 800-53A for each control in section 3, then tailor.

	Control
	Objective (SP 800-53A)
	Method (examine, interview, test)
	Objects
	Depth
	Coverage
	Test plan or evidence source

	[CM-6]
	[ ]
	[test]
	[configuration baselines; the tenant]
	[focused]
	[focused]
	[catalog entry; scheduled baseline run]



Default depth and coverage (design): basic for Low-impact inherited controls, focused for Moderate, comprehensive for the controls the authorizing official names as high risk. SP 800-53A ties these values to “the assurance requirements specified by the organization”; the defaults above are the program’s, not NIST’s.4
Cite each test plan by its name in the program’s catalog, with its pass signal. A test with no pass signal can’t be scored. Automated results are evidence the assessor uses; the assessor decides what they show.
6. Assessment environment, schedule and rules of engagement
	Item
	Entry

	Environment tested (production or a copy)
	[ ]

	Access the assessor needs, by account, role and time window
	[ ]

	Testing that could disrupt service, and the approval needed first
	[ ]

	Data handling: where evidence is stored, who can read it, retention
	[ ]

	Schedule (kickoff, evidence request, testing, draft report, final report)
	[ ]

	Escalation if the assessor finds an active compromise
	[Hand to incident response at once; do not wait for the report]


7. Reporting
State the report format and the finding scale before testing. SP 800-53A Appendix E expects each determination statement to result in “satisfied” or “other than satisfied,” and a report that lists the controls assessed with their overall status. Name the interim reports expected and who receives the executive summary. See Appendix D.
8. After the assessment
Say how each “other than satisfied” finding is handled: a POA&M item with owner and dates, a governed exception that rests on an in-date acceptance by the authorizing official, or immediate remediation and reassessment (Task A-5). The disposition vocabulary is in Chapter 11.
9. Approval
	Role
	Name
	Decision (approved / approved with changes / returned)
	Date

	Control assessor
	[ ]
	
	

	Authorizing official or designated representative
	[ ]
	
	


[bookmark: _Toc00001246]Draft it with Copilot
Use this at work, in a Copilot service the agency has approved for the system’s information. The prompt needs the security plan and the control list as input; paste only what the approved service is cleared to see. Review every line of what it returns: Copilot drafts, the assessor decides.
You are helping a federal control assessor draft a security and privacy assessment
plan under NIST SP 800-37 Rev. 2 Task A-2, CA-2 in NIST SP 800-53 Rev. 5, and
NIST SP 800-53A Rev. 5.

Inputs (attached or pasted below): the system security plan, the list of controls
to assess, the type of assessment, the schedule, and the roles.

Produce the plan in these sections: 1 Identification, 2 Purpose and scope,
3 Controls and objectives, 4 Team, roles and independence, 5 Methods, objects,
depth and coverage, 6 Environment, schedule and rules of engagement, 7 Reporting,
8 After the assessment, 9 Approval.

Rules:
- Use only the inputs. Where an input is missing, write "[NEEDED: <what>]". Do not invent
  names, dates, tool names, test results or control implementations.
- For section 5, use the SP 800-53A assessment methods examine, interview and test,
  and depth and coverage values basic, focused or comprehensive. Give one row per
  control. Flag any control for which the inputs don't say how it is implemented.
- Separate NIST baseline membership from any other source of a requirement.
- State in section 4 whether the assessor is independent of the system team, using
  only what the inputs say.
- After the draft, list the five weakest or least supported statements so a human
  can check them first.
[bookmark: _Toc00001247]What the workbook kits supply, and what they don’t
	Supplies
	Doesn’t supply

	A plan template and the draft prompt above
	An assessor. Independence is a staffing and contract decision the agency makes.

	The control-to-chapter map for choosing controls (Appendix A)
	Control selection for the agency’s system. The security plan is the agency’s.

	Read-only checks in the validation kit whose results carry the queries made, the time of each and the permissions used, so a result can be cited as an object of examination in section 5
	A catalog of the agency’s test plans. The catalog is a program-design practice (Chapter 11); the agency writes its own entries.

	Drift findings with dispositions, from the drift pipeline, as ongoing-assessment evidence
	An OSCAL Assessment Plan file. No kit generates one; the model and its links are described in Chapter 11.

	
	Approval. Only the authorizing official or designated representative approves the plan.


The kits’ outputs are illustrative and tested against fixtures, not against a live agency tenant; each kit’s own page says so.
[bookmark: _Toc00001248]Notes
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, §3.5, Task A-2 (task statement, expected outputs, primary responsibility and discussion), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls CA-2 and CA-2(1); text read from the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53B control baselines, release 5.2.0 OSCAL profiles (CA-2 in Low, Moderate and High; CA-2(1) in Moderate and High), https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53A Rev. 5, Assessing Security and Privacy Controls in Information Systems and Organizations, January 2022, §2.4 (assessment methods; depth and coverage attributes) and §3.2, Develop Security and Privacy Assessment Plans (§3.2.1 and §3.2.2), https://csrc.nist.gov/pubs/sp/800/53/a/r5/final; PDF at https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar5.pdf (accessed Nov 6, 2026).
[bookmark: _Toc00001249]Appendix D — Security Assessment Report Template
The report is the authorizing official’s view of what the assessor found. It states what was measured, what was found, and what the assessor recommends, and it leaves the decision to the official.
[bookmark: _Toc00001250]In this appendix
A template for the assessment report (SAR) that Chapter 11 describes. It states what NIST requires of the report, gives the sections to fill in, offers a Copilot prompt to draft the first version from the assessor’s own records, and ends with what the workbook’s kits supply toward it and what they leave to the assessor.
[bookmark: _Toc00001251]The assessor writes the findings
A draft produced by a tool is not an assessment. The control assessor determines every finding, and the report is the assessor’s document. Values marked (design) are the Federal Modernization Program’s own design choices, not federal requirements. Keep the filled copy with the agency’s own program records, not in a shared or published document.
[bookmark: _Toc00001252]What NIST asks of the report
NIST SP 800-37 Rev. 2, Task A-4, reads: “Prepare the assessment reports documenting the findings and recommendations from the control assessments.” The expected output is “Completed security and privacy assessment reports detailing the assessor findings and recommendations,” and the primary responsibility is the control assessor. The discussion says the reports are “key documents in the system or common control authorization package,” include information “necessary to determine the effectiveness of the controls implemented within or inherited by the information system,” and may be a single integrated security and privacy report. Results obtained during the system life cycle go into interim reports that feed the final one, and an organization may add an executive summary with “a synopsis of the assessment, findings, and the recommendations for addressing deficiencies.” A footnote adds that a comparable report that meets the requirements “would itself constitute the assessment report.”1 
SP 800-53A Rev. 5, Appendix E, gives the key elements: system name; security categorization; sites assessed and assessment dates; the assessor’s name or identification; previous assessment results, if reused; the control designator; selected assessment methods and objects; depth and coverage values; the finding summary (“satisfied” or “other than satisfied”); assessor comments on weaknesses or deficiencies; and assessor recommendations. Each determination statement results in satisfied or other than satisfied. The appendix expects a summary listing all controls assessed with the overall status of each, says organizations “are not restricted to the specific template format,” and says the rationale for each determination is part of the report, while “the complete set of records” produced is retained for the audit trail but “likely not included in the report.”2
The control behind the report is CA-2: it asks for “a control assessment report that documents the results of the assessment” and for the results to be provided to defined individuals or roles.3
[bookmark: _Toc00001253]How the report connects to the rest of Chapter 11
	Chapter 11 element
	Where it lands in this template

	The assessment plan the report answers to (Appendix C)
	Section 2 states every departure from the approved plan.

	Findings carry evidence, source and freshness (Assessment results)
	Section 5’s table has columns for each, so a finding without an observation is visibly an assertion.

	Stating what was measured and what wasn’t
	Section 3, coverage statement. A clean result against a partial yardstick says the yardstick is partial.

	POA&M dispositions (The plan of action and milestones)
	Section 6 proposes a disposition for each “other than satisfied” finding. The system owner builds the POA&M (Task A-6), the authorizing official decides.

	OSCAL Assessment Results model (One OSCAL model per artifact)
	Each finding’s state and reason map to the model’s objective status. See the note under section 5.


[bookmark: _Toc00001254]The template
1. Identification
	Field
	Entry

	System name and identifier
	[ ]

	Security categorization
	[ ]

	Assessment plan (title, version, approval date)
	[ ]

	Type of assessment
	[as in the plan]

	Sites and environments assessed; assessment dates
	[ ]

	Assessor name or identification; independence statement
	[ ]

	Previous assessment results reused (which controls, from when, why still valid)
	[ ]

	Report version and date
	[ ]


2. Summary of the assessment
Two paragraphs: what was assessed and how, and any departure from the approved plan (a control not tested, a method changed, access denied) with the reason. A departure the assessor doesn’t state is a finding about the report.
3. Coverage statement
	Question
	Answer

	Controls in the security plan
	[n]

	Controls assessed in this assessment
	[n]

	Controls not assessed, and why (reused, inherited and not yet evidenced, out of scope)
	[list]

	Evidence the assessor relied on from automated sources, and what the sources measure
	[list]

	What the automated sources do not measure
	[list]


4. Control summary

	Control
	Determination statements
	Satisfied
	Other than satisfied
	Overall

	[CM-6]
	[n]
	[n]
	[n]
	[satisfied / other than satisfied]



5. Findings
One row for each “other than satisfied” determination. SP 800-53A also expects the satisfied determinations to be recorded; list them in the working file, summarize them in section 4. 

	ID
	Control and objective
	Method and objects
	Finding
	Evidence (observation reference, how made, when collected, asset)
	Evidence source (design)
	Fresh until (design)
	Assessor comment
	Recommendation

	[F-001]
	[CM-6a.01]
	[test: tenant baseline run]
	[other than satisfied]
	[ ]
	[configuration scanner / program-built record / manual review]
	[ ]
	[ ]
	[ ]



In OSCAL’s Assessment Results model a finding’s objective status takes a state of satisfied or not-satisfied, with an optional reason of pass, fail or other. SP 800-53A’s “other than satisfied” corresponds to the not-satisfied state.4
6. Proposed dispositions

	Finding ID
	Proposed disposition
	Why
	Owner (proposed)
	Target date (proposed)

	[F-001]
	[POA&M item / request for the authorizing official’s acceptance as a governed exception / remediate and reassess now]
	[ ]
	[ ]
	[ ]



The assessor recommends; the system owner prepares the plan of action and milestones; only the authorizing official accepts residual risk, and that can’t be delegated. Task A-6 says entries aren’t necessary for deficiencies the official accepts as residual risk, but the deficiencies stay documented in this report.5
7. Executive summary
A page for the authorizing official: the system and the assessment type; the number of controls assessed and of findings; the three to five findings that most affect the risk decision, in plain language; what the assessor could not assess; and the recommendation. No finding appears here that isn’t in section 5.
8. Signature
	Role
	Name
	Date

	Control assessor
	[ ]
	


[bookmark: _Toc00001255]Draft it with Copilot
Use this at work, in a Copilot service the agency has approved for the system’s information. The input is the assessor’s own working records. The prompt drafts wording and checks structure; it doesn’t determine findings.
You are helping a federal control assessor assemble a security and privacy
assessment report under NIST SP 800-37 Rev. 2 Task A-4 and NIST SP 800-53A Rev. 5
Appendix E.

Inputs (attached or pasted below): the approved assessment plan, and the assessor's
working records: for each determination statement, the finding already decided by
the assessor (satisfied or other than satisfied), the evidence references, and the
assessor's notes.

Produce sections 1 Identification, 2 Summary, 3 Coverage statement, 4 Control
summary, 5 Findings table, 6 Proposed dispositions, 7 Executive summary.

Rules:
- Do not decide, change or soften any finding. Copy each finding exactly as given.
- Use only the inputs. Where an input is missing, write "[NEEDED: <what>]". Do not
  invent evidence, dates, asset names or control implementations.
- In section 5, mark any finding that has no evidence reference as
  "ASSERTION - no observation".
- In section 3, list every control in the plan that has no recorded finding.
- Write the executive summary in plain language for an authorizing official. It may
  repeat only findings that appear in section 5.
- Do not state that the system is or is not ready to be authorized.
- After the draft, list every place where the inputs disagree with the approved plan.
[bookmark: _Toc00001256]What the workbook kits supply, and what they don’t
	Supplies
	Doesn’t supply

	A report template and the assembly prompt above
	The findings. The control assessor determines them.

	Validation-kit results whose evidence block records each query, its time and the permissions used, which fill the evidence columns of section 5
	Independent assessment. A kit result is evidence the assessor weighs, not an assessor’s finding (Chapter 11).

	Drift-pipeline findings with dispositions (actionable drift, governed exception, lapsed acceptance) that feed section 6
	The authorizing official’s acceptance of any exception.

	The POA&M lifecycle and an illustrative OSCAL POA&M builder in Chapter 11 for the step after this report; and the drift pipeline’s oscal_export.py, which turns one verified evidence package into an OSCAL 1.2.3 Assessment Results file and a POA&M
	An assessment that has been done. The generated Assessment Results file records the drift pipeline’s findings only, not the assessor’s judgment on controls the kit doesn’t test, so the report stays the assessor’s document and the file is an input to it.


The kits’ outputs are illustrative and tested against fixtures, not against a live agency tenant.
[bookmark: _Toc00001257]Notes
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, §3.5, Task A-4 (task statement, expected outputs, primary responsibility, discussion and footnote 92), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53A Rev. 5, Assessing Security and Privacy Controls in Information Systems and Organizations, January 2022, Appendix E, Assessment Reports (“Key Elements for Assessment Reporting,” “The Assessment Findings” and footnotes 60 and 61), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar5.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, control CA-2, text read from the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, OSCAL release v1.2.3, oscal_assessment-results_schema.json (objective status state and reason), https://github.com/usnistgov/OSCAL/releases/tag/v1.2.3; as read in Chapter 11 (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, §3.5, Task A-6 (discussion of plan of action and milestones entries and accepted deficiencies), same document as above (accessed Nov 6, 2026).
[bookmark: _Toc00001258]Appendix E — Security Impact Analysis Template
Most changes are handled by continuous monitoring. A few change the system enough that the authorizing official has to look again. The impact analysis is how the agency tells them apart before the change is made.
[bookmark: _Toc00001259]In this appendix
What NIST requires, in SP 800-53 control CM-4 and in the Risk Management Framework’s Monitor step, when a system changes. A template for the impact analysis, the significant-change decision path that follows from it, a Copilot prompt that drafts the analysis from a change request, and what the workbook’s kits supply and don’t.
[bookmark: _Toc00001260]Design guidance where NIST leaves the choice to the agency
NIST defines a significant change only as “a change that is likely to substantively affect the security or privacy posture of a system,” and tells each organization to set its own criteria. The criteria table and the decision path below are the Federal Modernization Program’s design, marked (design). They are defaults to adapt, not federal requirements. The authorizing official, not the analyst and not this book, decides whether a change triggers an authorization action.
[bookmark: _Toc00001261]What NIST asks
CM-4, Impact Analyses. The control reads: “Analyze changes to the system to determine potential security and privacy impacts prior to change implementation.” Its guidance says the people who do it have “the necessary skills and technical expertise,” and that the analysis includes reviewing security and privacy plans, policies and procedures to understand control requirements; reviewing design documentation and operational procedures to see how a change might affect the controls; reviewing the effect on supply chain partners; determining how a change creates new privacy risks; and risk assessments “to understand the impact of the changes and determine if additional controls are required.” CM-4 is in the NIST Low, Moderate and High baselines.1
Two enhancements extend it. CM-4(1) requires analysis “in a separate test environment before implementation in an operational environment” and is in the High baseline. CM-4(2) requires, after changes, verifying “that the impacted controls are implemented correctly, operating as intended, and producing the desired outcome,” and is in the Moderate and High baselines.12 CM-3 sits beside it: configuration-controlled changes are approved or disapproved “with explicit consideration for security and privacy impact analyses.”1
Task M-1. NIST SP 800-37 Rev. 2 states it as “Monitor the information system and its environment of operation for changes that impact the security and privacy posture of the system.” The expected outputs are updated security and privacy plans, updated plans of action and milestones, and updated assessment reports. The primary responsibility is the system owner or common control provider, the senior agency information security officer and the senior agency official for privacy. The discussion adds that changes by external providers “can be difficult to detect,” and that organizations monitor for unauthorized changes, analyze their root cause, and also monitor for authorized changes that affect the privacy posture.3
Significant changes. SP 800-37 Appendix F lists event-driven triggers for ongoing authorization or reauthorization, including “significant changes to the system, common controls, or the environments of operation.” Its examples of significant system changes include a new or upgraded operating system, middleware or application; modified ports, protocols or services; new or upgraded hardware; modified processing of information including PII; modified cryptographic modules or services; changed information types; and modified security and privacy controls. The examples “are only significant when they represent a change that is likely to affect the security and privacy posture.” NIST adds that “risk assessment results or the results from an impact analysis may be used to determine if changes … are significant,” that an authorization action targets “only the specific controls affected by the changes,” reusing earlier assessment results, and that “most changes … can be handled through the continuous monitoring program and ongoing authorization.”3
[bookmark: _Toc00001262]The decision path (design)
Chapter 11 says an authorizing official can stop signing a dated decision only if the package stays current, and its cadence keeps the package current for ordinary change. It doesn’t set out what happens when a change is not ordinary. This appendix does.
1. Every proposed change gets a short analysis before approval (CM-4, template sections 1 to 4). A change that touches nothing in the criteria table is recorded as routine, with the reason, and goes through configuration change control (CM-3).
1. A change that meets any criterion goes to section 5 for the significance decision, made by the system owner with the information system security officer and the privacy officer, and reviewed by the senior agency information security officer.
1. If the change is not significant: implement it, verify the impacted controls afterward (CM-4(2) where in the baseline), and fold it into the monthly cadence: updated plan, regenerated assessment results and POA&M (Chapter 11). This is Task M-1’s expected output.
1. If the change is significant, or the analysis can’t tell: notify the authorizing official before implementation. The official decides whether to start an authorization action. If so, the next plan is a targeted assessment of the affected controls (Appendix C, type “targeted assessment after a significant change”), the report is Appendix D, and unaccepted deficiencies go to the POA&M.
1. An emergency change may be implemented first. The analysis is completed afterward, within a stated time (design: two business days), and the record says it was after the fact.
[bookmark: _Toc00001263]The template
1. The change
	Field
	Entry

	Change request reference
	[ ]

	System and environment affected
	[ ]

	Description of the change (what, where, when, who implements it)
	[ ]

	Made by the agency, or by an external provider? (provider changes: attach the notice)
	[ ]

	Emergency change?
	[yes / no]


2. What the change touches
	Question
	Answer
	Basis (document or evidence reviewed)

	Controls whose implementation could be affected
	[list]
	[security plan section]

	Information types or the way PII is processed
	[unchanged / changed: how]
	[ ]

	Boundary, ports, protocols, services, interconnections
	[ ]
	[ ]

	Cryptographic modules or services
	[ ]
	[ ]

	Inherited controls and provider dependencies
	[ ]
	[ ]

	Supply chain partners or components
	[ ]
	[ ]


3. Impact on security and privacy
For each affected control: how the change could weaken it, whether the weakening is mitigated, and whether a new control or a changed implementation is needed. State new privacy risks to individuals separately.
	Control
	Effect (none / weakens / strengthens / replaces)
	Mitigation or new control needed
	Residual impact (low / moderate / high) (design scale)

	[ ]
	[ ]
	[ ]
	[ ]


4. Testing and verification
	Item
	Entry

	Test environment used before implementation (required by CM-4(1) where it is in the baseline; otherwise record why none)
	[ ]

	Test plan or evidence source for each impacted control
	[catalog entry]

	Post-implementation verification of impacted controls (CM-4(2))
	[who, when, method]

	Rollback plan
	[ ]


5. Significance decision (design criteria)
Answer each question. A “yes” to any makes the change significant unless the analysis records why it is not.
	Criterion
	Yes / no
	Note

	Does it change the security categorization or the information types processed?
	
	

	Does it change the authorization boundary, or add an interconnection?
	
	

	Does it change ports, protocols or services exposed outside the boundary?
	
	

	Does it replace or materially upgrade an operating system, middleware, application or hardware platform in the boundary?
	
	

	Does it change how PII is collected, used or shared, or require a privacy notice change?
	
	

	Does it change a cryptographic module or service?
	
	

	Does it remove, replace or weaken a security or privacy control, or change who implements it?
	
	

	Does it change the environment of operation: facility, mission function, a provider’s service or a governing requirement?
	
	

	Does the residual impact in section 3 reach “high” for any control?
	
	



	Decision
	Entry

	Significant?
	[yes / no / cannot tell (treat as yes)]

	Reasoning in two sentences
	[ ]

	Documents to update (security plan, privacy plan, POA&M, risk register)
	[ ]

	Authorizing official notified (name, date)
	[ ]

	Authorizing official’s direction (continue under monitoring / targeted assessment / reauthorization / other)
	[ ]


6. Approval
	Role
	Name
	Decision
	Date

	Analyst
	[ ]
	
	

	System owner
	[ ]
	
	

	Information system security officer, privacy officer
	[ ]
	
	

	Change authority (CM-3)
	[ ]
	
	


[bookmark: _Toc00001264]Draft it with Copilot
Use this at work, in a Copilot service the agency has approved for the system’s information. Paste the change request and the relevant security plan sections. The analyst reviews and owns the result; the prompt never decides significance.
You are helping a federal system owner draft a security and privacy impact analysis
under NIST SP 800-53 Rev. 5 control CM-4, for use with NIST SP 800-37 Rev. 2 Task M-1.

Inputs (attached or pasted below): the change request, and the sections of the
system security plan and privacy plan that describe the affected components.

Produce sections 1 The change, 2 What the change touches, 3 Impact on security and
privacy, 4 Testing and verification, and for section 5 a table of the criteria with
a proposed yes or no and the sentence from the inputs that supports each answer.

Rules:
- Use only the inputs. Where an input is missing, write "[NEEDED: <what>]". Do not
  invent controls, components, tests or dates.
- Name each control the change could affect by its SP 800-53 identifier, and say
  why, citing the security plan section.
- Treat privacy impact separately from security impact.
- Do not decide that the change is or is not significant. Propose answers, mark any
  answer you are less than sure of as "UNCERTAIN", and say that an uncertain answer
  is treated as yes.
- Do not recommend approving or rejecting the change.
- After the draft, list the questions a reviewer should ask the change owner.
[bookmark: _Toc00001265]What the workbook kits supply, and what they don’t
	Supplies
	Doesn’t supply

	A template, the criteria table and the decision path above, and the draft prompt
	The agency’s own significance criteria. NIST tells each organization to set them; the table here is a starting point.

	Control-to-chapter mapping to find which controls a change could touch (Appendix A)
	The change-control process, the change authority or the test environment. Those are the agency’s CM-3 and CM-4(1) implementation.

	Validation-kit checks to run before and after a change, so the verification step in section 4 has recorded evidence
	Detection of changes made by an external provider. Task M-1 notes these are hard to detect; the agency reads provider notices (Chapter 11).

	Drift-pipeline findings that surface unauthorized or unrecorded change against the authoritative record, which feed M-1
	The authorizing official’s decision to start an authorization action.


The kits’ outputs are illustrative and tested against fixtures, not against a live agency tenant.
[bookmark: _Toc00001266]Notes
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls CM-3, CM-4, CM-4(1) and CM-4(2); text read from the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53B control baselines, release 5.2.0 OSCAL profiles (CM-4 in Low, Moderate and High; CM-4(1) in High; CM-4(2) in Moderate and High), https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, §3.7, Task M-1 (task statement, expected outputs, primary responsibility and discussion), and Appendix F, “Event-Driven Triggers and Significant Changes,” https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Nov 6, 2026).
[bookmark: _Toc00001267]Appendix F — Security Categorization Walk-Through
A categorization is four short records in a row: what the system is, what information it holds, what each piece of information is worth to lose, and who signed off on the answer.
[bookmark: _Toc00001268]In this appendix
One illustrative system taken through the Categorize step of the Risk Management Framework: the information types it holds, their provisional impact levels from NIST SP 800-60, the adjustments, the FIPS 199 high-water mark and the approval record. Then a fill-in template and a Copilot prompt for the reader’s own system, and the list of decisions the workbook can’t make for the agency.
[bookmark: _Toc00001269]An illustration, not the agency’s categorization
The system below is invented, and so is every adjustment. The information-type names, section identifiers and provisional levels come from NIST SP 800-60 Volume II, Revision 1 (August 2008), as read for this appendix. Where the walk-through maps a type to a function of the example system by judgment, the table says so, and the agency confirms that mapping for its own system. Nothing here is an agency’s recorded categorization, and the authorizing official alone approves one.
[bookmark: _Toc00001270]Where this fits
Chapter 01 explains FIPS 199, the FIPS 200 high-water mark and why “Moderate” is a statement that a process happened. This appendix does the process once, with the standards’ own text beside it. Four tasks of NIST SP 800-37 Rev. 2 are involved:
	Task
	What it asks (SP 800-37 Rev. 2)
	Where it is in this appendix
	Primary responsibility in the standard

	P-12
	Identify the types of information to be processed, stored and transmitted by the system
	Step 2
	System owner; information owner or steward

	C-1
	Document the characteristics of the system
	Step 1
	System owner

	C-2
	Categorize the system and document the results
	Steps 3 to 6
	System owner; information owner or steward

	C-3
	Review and approve the security categorization results and decision
	Step 7
	Authorizing official or designated representative; the senior agency official for privacy, for a system that processes personally identifiable information


SP 800-37 lists P-12 in the Prepare step and C-1 to C-3 in Categorize, so the order of work is P-12 as an input to C-2, with the system description (C-1) alongside it.1 The system boundary the description rests on is the artifact Book 10, Chapter 11 builds, and the learner’s version of this exercise is the compliance track’s orientation module (Book 16, Chapter 03). RA-2, Security Categorization, is the control that requires the result and its rationale to be documented in the security plan and approved (Chapter 01).
[bookmark: _Toc00001271]The method in SP 800-60
SP 800-60 Volume I describes four steps: identify information types, select provisional impact levels, review and adjust them, and assign the system security category.2 Volume II holds the catalog. Its Appendix C covers management and support information types, and Appendix D covers mission-based ones. Each type carries a recommended category written as a triple, for example {(confidentiality, Low), (integrity, Moderate), (availability, Low)}, and a discussion of special factors that justify moving a level.3
Two rules in the method matter most for this walk-through:
· The provisional level is a starting value. Volume I tells the organization to review it “in the context of the organization, environment, mission, use, and data sharing,” adjust it using the special factors, and document each adjustment and its justification.2
· The system takes the highest value per objective. For an information system, the level for each of confidentiality, integrity and availability is the highest level any one information type on the system has for it (the high-water mark), and Volume I then assigns the overall impact level as the highest of the three.2 FIPS 199 permits “not applicable” for a single type but not for the system, and Volume I notes a low minimum for confidentiality, integrity and availability on every system, because the system’s own processing functions and information need protection.2
[bookmark: _Toc00001272]The example system
Northwind identity platform is an invented agency workforce identity platform: a directory of employee and contractor accounts, a sign-in service with multifactor authentication, and a privileged access broker that issues time-limited administrator access to other agency systems. It writes sign-in and administrator-action logs to a retention store. It is government-operated, hosted on a certified cloud service the agency uses as an external service, and has about 20,000 accounts.
Step 1: describe the system (C-1)
SP 800-37 lists the kinds of descriptive information a plan can carry: the system’s name and identifier, purpose, mission or business processes supported, owner, authorization boundary, interfaces and interconnections, information types, users, and hosting and ownership arrangement.1 The example, in the template’s form:
	Field
	Northwind identity platform

	System name and identifier
	Northwind identity platform; identifier assigned by the agency’s inventory

	Purpose and mission supported
	Proves who each person is and what each is allowed to reach, for the agency’s other systems

	System owner / information owner
	Named roles, not people, in the template

	Boundary (in)
	Directory, sign-in service, multifactor service, privileged access broker, log store

	Boundary (out)
	The systems that trust it for sign-in; the cloud service’s own infrastructure, which is inherited

	Interconnections
	Every agency system that accepts its sign-in tokens (listed in the system inventory)

	Users
	Employees, contractors, and the administrators who manage the platform

	Hosting and operation
	Government-operated on a certified cloud service; the agency’s authorization documents its own use

	Processes PII?
	Yes: names, work contact details and account identifiers of individuals


Step 2: identify the information types (P-12)
The question is which SP 800-60 types describe what the system stores, processes and transmits. The walk-through selects four, all from Volume II Appendix C. The “Basis” column is the reason for the choice, which Volume I asks the organization to record.2
	Information type (SP 800-60 Vol. II, App. C)
	ID
	What it covers in the example
	Basis

	Personal Identity and Authentication
	C.2.8.9
	Account records of individuals: names, identifiers, credentials’ metadata
	The catalog’s own cross-references point here for personal (Privacy Act) information. Its description is about identifying people for federal benefits, so applying it to workforce accounts is a judgment to confirm

	Information Security
	C.3.5.5
	Security policy, authentication and access rules, configuration of the platform
	The type is defined as functions “covering such services as identification, authentication, and non-repudiation”

	System and Network Monitoring
	C.3.5.8
	Sign-in events, administrator actions, alerts
	The type covers “security operations [intrusion monitoring, auditing, etc.]”

	Record Retention
	C.3.5.6
	The retained copy of the logs and records
	The type covers management of official documents and records; whether the retained logs count as an official record is the agency’s call


The identifiers are the section numbers of Volume II. SP 800-60’s own worked figure labels types the same way, for example [D.7.1] Energy Supply.2 An agency may add types of its own where the catalog has none; if it does, the type is the agency’s, with the agency’s level and rationale, not an SP 800-60 type.1
Step 3: read the provisional impact levels
These are the recommended levels as written in Volume II, Revision 1.3
	Information type
	Confidentiality
	Integrity
	Availability

	Personal Identity and Authentication (C.2.8.9)
	Moderate
	Moderate
	Moderate

	Information Security (C.3.5.5)
	Low
	Moderate
	Low

	System and Network Monitoring (C.3.5.8)
	Moderate
	Moderate
	Low

	Record Retention (C.3.5.6)
	Low
	Low
	Low


Step 4: review and adjust
Volume I names the factors to apply. The example applies four, and each result is a recorded decision with a reason. These adjustments are illustrations of how the factors work, not findings about any real system.2

	Type and objective
	Factor (SP 800-60 Vol. I)
	Provisional
	Adjusted
	Rationale recorded

	Information Security, availability
	Critical system functionality (4.4.2.2): access to a system can result in access to others, so the criticality of dependent systems counts
	Low
	Moderate (illustration)
	Every dependent agency system is unusable to its users when sign-in is down; the dependents’ own categorization is Moderate

	Information Security, confidentiality
	Configuration and security policy information, at minimum Low; and credential material such as passwords and keys “need to be protected”
	Low
	Low (no change)
	The platform stores no secrets in this type; secrets are held by the hardware-backed service and are not part of the type

	Personal Identity and Authentication, confidentiality
	Privacy information: the level “should generally fall into the moderate range”
	Moderate
	Moderate (no change)
	Account data of 20,000 individuals; the privacy office has confirmed it is PII

	Record Retention, confidentiality
	The type’s special factor: data retained takes at least the level of the highest-impact type it holds
	Low
	Moderate (illustration)
	The retained logs contain the same account identifiers as the monitoring type



Two things in the table are worth noticing. The aggregation factor (4.4.2.1) says that a large body of otherwise ordinary data can be more sensitive together than in pieces; a directory of every account is the case, and the example resolves it by recording that the Moderate level already reflects it. And the discussion of Personal Identity and Authentication warns that where identity data controls access to facilities or border control, the consequences of forged credentials can justify High; the example platform controls access to systems, not buildings, and the agency decides whether any of its dependents changes that.3
Step 5: take the high-water mark
For each objective, take the highest value across the four types, using the adjusted levels.

	Objective
	Personal Identity and Authentication
	Information Security
	System and Network Monitoring
	Record Retention
	System value

	Confidentiality
	Moderate
	Low
	Moderate
	Moderate
	Moderate

	Integrity
	Moderate
	Moderate
	Moderate
	Low
	Moderate

	Availability
	Moderate
	Moderate
	Low
	Low
	Moderate



Security category of the example system: SC Northwind identity platform = {(confidentiality, Moderate), (integrity, Moderate), (availability, Moderate)}. The overall impact level is the highest of the three: Moderate.2 FIPS 200 then points to the SP 800-53B Moderate baseline as the starting set of controls, as Chapter 01 describes.
The adjustments changed nothing in the final triple here, because Personal Identity and Authentication already carries Moderate in all three objectives. That is typical, and it’s why the record matters: an assessor or a successor can see which levels came from the catalog and which came from judgment, and what would flip the result. In this example a dependent system categorized High, or a finding that the identity data opens physical or border access, would.
Step 6: record it (C-2)
The result and its rationale go into the security plan or an attachment to it, and are cross-referenced from the privacy plan for a system that processes PII.1 The template below is that record.
Step 7: approve it (C-3)
The approval is a decision by the people with authority, not a field the system owner fills in. In SP 800-37 the senior agency official for privacy reviews and approves the categorization of a system that processes PII before the authorizing official reviews it. The authorizing official or the designated representative then checks that the category fits the mission and the organization’s other systems and risk strategy, and may give guidance that limits tailoring at the Select step. If it isn’t approved, the system owner repeats the categorization and resubmits.1 Approved results then update the system’s registration information.
[bookmark: _Toc00001273]Fill-in template
Copy the tables into the agency’s own records. Leave a cell blank rather than guess; a blank is a question for the owner, and a guess is a finding for the assessor.
1. System description (C-1)
	Field
	Entry

	System name and identifier
	

	Purpose and mission or business processes supported
	

	System owner (role) / information owner or steward (role)
	

	Authorization boundary: in / out (link the boundary artifact)
	

	Interconnected systems and identifiers
	

	Users and roles
	

	Hosting, ownership and operation (government or contractor; external services used)
	

	Processes PII? Who confirmed (privacy office) and when
	

	Laws, directives or policies that set a minimum level (for example the Privacy Act, trade secrets)
	


2. Information types (P-12)

	SP 800-60 type name
	ID (volume II section)
	What it covers here
	Basis for selection
	Source of the level read (page or section)
	Confirmed by (role, date)

	
	
	
	
	
	

	(Agency-defined type, if the catalog has none: say so)
	n/a
	
	
	
	



3. Impact levels and adjustments (C-2)

	Type
	Objective
	Provisional (SP 800-60 or FIPS 199 criteria)
	Adjusted
	Factor applied
	Rationale

	
	C
	
	
	
	

	
	I
	
	
	
	

	
	A
	
	
	
	



4. Categorization record (C-2)
	Objective
	System value (highest across types)
	Driven by which type

	Confidentiality
	
	

	Integrity
	
	

	Availability
	
	

	Overall impact level (highest of the three)
	
	


SC system = {(confidentiality, __), (integrity, __), (availability, __)}
5. Approval (C-3)

	Role
	Name
	Decision (approved / not approved / approved with limits on tailoring)
	Date
	Reference to the system’s registration update

	Senior agency official for privacy (systems that process PII)
	
	
	
	

	Authorizing official or designated representative
	
	
	
	



[bookmark: _Toc00001274]Copilot prompt for the agency’s tenant
Paste this at work, in the agency’s own Copilot, with the system description and the SP 800-60 pages for the candidate types pasted below it. Nothing about the agency’s system leaves the agency’s environment, and the workbook never sees the answer.
You are helping a system owner prepare a security categorization record
for review. Use only the text I paste below. Do not use outside knowledge
of NIST publications.

I will paste: (1) a description of my system; (2) text from NIST SP 800-60
Volume II Revision 1 for the information types I think apply; (3) the
categorization section of my agency's policy, if there is one.

Do the following, in order:
1. List the information types from the pasted SP 800-60 text that appear to
   match the system. For each, give its name and section ID exactly as in
   the pasted text, and the reason. If a type seems to fit only by analogy,
   say "analogy" and why. Do not invent a type name, ID or level. If the
   pasted text does not contain a type I need, say so.
2. For each type, quote the recommended confidentiality, integrity and
   availability levels from the pasted text. If a level is not in the text,
   write "not in the pasted text: confirm" and do not guess.
3. For each type, list the special factors in the pasted text that could
   raise or lower a level, and whether my description triggers them. Mark
   these as questions for the information owner, not conclusions.
4. Using the pasted text on aggregation and critical system functionality,
   list what I should check about systems that depend on this one.
5. Build the table: type, objective, provisional level, adjusted level,
   rationale. Leave "adjusted level" blank where I have not given you a
   decision.
6. Take the highest level per objective across types and state the overall
   impact level as the highest of the three. Show which type drives each.
7. List every assumption and every item I must confirm, and who in my
   agency should decide it (system owner, information owner, privacy
   official, authorizing official).

Do not approve anything. Do not say the categorization is correct. End
with: "Draft for the system owner and the authorizing official to review."
Check the output against the pasted standard text before using any of it. The assistant can put a record in order; it can’t tell the agency what its information is worth.
[bookmark: _Toc00001275]What stays the agency’s decision
	Decision
	Why the workbook can’t make it
	Who decides (SP 800-37 Rev. 2)

	Which information types the system holds, and whether a catalog type fits
	The catalog is a guide; the types are the agency’s mission information
	System owner; information owner or steward

	Whether a provisional level is right for the agency’s mission and environment
	Volume I says the impact of one type “can vary” across agencies and over a type’s life cycle
	System owner; information owner; with the senior leaders the standard names

	Whether PII is present and what the privacy review requires
	A legal and policy determination
	System privacy officer; senior agency official for privacy

	The final categorization
	RA-2 and C-3 require the authorizing official or designated representative to approve it
	Authorizing official

	Any minimum level the agency’s own policy sets
	Agency policy
	Chief information officer; senior agency information security officer

	Whether the system is a high value asset or sits in an agency prioritization
	The agency’s list
	Authorizing official with the risk executive function


[bookmark: _Toc00001276]Honest limits
· The catalog is dated. SP 800-60 Revision 1 is from August 2008 and refers to the 2007 Federal Enterprise Architecture reference models. Its type names are still the common vocabulary; check the NIST publication page for a later revision before relying on a level.
· Mapped by judgment. Every example type is mapped by judgment; Personal Identity and Authentication and Record Retention each carry an explicit caveat above, in the Basis column of Step 2. A different agency could reasonably choose differently.
· The walk-through is not a baseline. It ends at the categorization. Selecting and tailoring controls is the next RMF step and is covered in Chapter 03 and Appendix A.
[bookmark: _Toc00001277]Notes
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations, December 2018, Tasks P-12, C-1, C-2 and C-3 (chapter 3) and Appendix E (roles), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-60 Vol. 1 Rev. 1, Guide for Mapping Types of Information and Information Systems to Security Categories, August 2008, sections 4.1 to 4.5 (steps, special factors, high-water mark, documentation and Figure 3), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-60 Vol. 2 Rev. 1, Volume II: Appendices to Guide for Mapping Types of Information and Information Systems to Security Categories, August 2008, Appendix C, sections C.2.8.9, C.3.5.5, C.3.5.6 and C.3.5.8, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf (accessed Nov 6, 2026).
[bookmark: _Toc00001278]Appendix G — Prepare-Step Templates
The workbook can supply the shape of these documents. It cannot supply the numbers, the tolerance or the signature, because those are the agency’s.
[bookmark: _Toc00001279]In this appendix
Three neutral templates for the Prepare step of the Risk Management Framework: the risk management strategy with its risk tolerance statement (P-2), the system-level risk assessment (P-14) and a way to prioritize systems that share an impact level (P-6). Each has a structure to fill in, the NIST text it rests on, who decides, and a prompt the reader can paste into the agency’s own Copilot at work. A table at the end lists what stays the agency’s decision.
[bookmark: _Toc00001280]Templates, not decisions
Nothing here is a risk tolerance, a score weight or an approval. A completed template is a draft until the official named for the task signs it. The values in the examples are placeholders. The workbook is guidance, not policy, and says “requires” only where a source it cites does.
[bookmark: _Toc00001281]Work stays at work
The prompts are written so that the reader pastes them into the agency’s approved Copilot together with the agency’s own documents, at work. Don’t put agency system names, findings, risk ratings or architecture details into any public tool or into this workbook. Treat every output as a draft for a person to check against the source documents.
[bookmark: _Toc00001282]Where the three tasks sit
SP 800-37 Rev. 2 groups the Prepare tasks into an organization level and a system level.1 These three are the ones where the organization or the system owner has to write something no product can write.

	Task
	NIST’s expected output
	Primary responsibility (NIST)
	Related controls
	Template

	P-2, Risk Management Strategy
	Risk management strategy and statement of risk tolerance, inclusive of security and privacy risk
	Head of Agency
	PM-9
	1

	P-6, Impact-Level Prioritization (optional)
	Organizational systems prioritized into low-, moderate- and high-impact sub-categories
	Senior Accountable Official for Risk Management or Risk Executive (Function)
	— (SP 800-37 Rev. 2 names none; checked only the task text)
	3

	P-14, Risk Assessment, System
	Security and privacy risk assessment reports
	System Owner; System Security Officer; System Privacy Officer
	RA-3
	2



The roles are those in SP 800-37 Rev. 2’s task descriptions, and Chapter 10 explains each one and who must be a government official. The control statements are in Chapter 05 (PM-9) and Book 00, Appendix A (RA-3).
[bookmark: _Toc00001283]Template 1: Risk management strategy and risk tolerance (P-2)
What the sources say
SP 800-37 Rev. 2 says the strategy “may be composed of a single document, or separate security and privacy risk management documents,” and that it “includes an expression of organizational risk tolerance; acceptable risk assessment methodologies and risk response strategies; a process for consistently evaluating security and privacy risks organization-wide; and approaches for monitoring risk over time.” It also says the strategy connects the security and privacy programs with the organization’s enterprise risk management strategy, and that supply chain considerations belong in it; a separate supply chain strategy document is called a supply chain risk management plan.1 Its listed inputs are the mission statement, organizational policies, and the organization’s risk assumptions, constraints, priorities and trade-offs.1
SP 800-39 supplies the structure behind those words: risk management has four components (frame, assess, respond, monitor) applied at three tiers (organization, mission and business process, information system), and there are five kinds of risk response (accept, avoid, mitigate, share, transfer).2 PM-9 is the control that asks for the strategy and for it to be implemented consistently and reviewed (Chapter 05).
Outline to fill in
	Section
	What goes in it
	Who decides

	1. Purpose, scope and form
	Which organization the strategy covers; whether security and privacy are one document or two; where the supply chain strategy lives
	Head of agency

	2. Roles
	The named officials: head of agency, risk executive (function) or senior accountable official for risk management, CIO, senior agency information security officer, senior agency official for privacy, with the appointment record for each
	Head of agency

	3. Risk assumptions, constraints, priorities, trade-offs
	The statements the later decisions rest on, each with its basis (mission statement, law, policy, budget)
	Head of agency, with the supporting officials

	4. Risk tolerance statement
	Table below
	Head of agency; signed as the agency decides

	5. Acceptable risk assessment methodologies
	The scales, risk model and approach assessments must use, or the range they may choose from (see Template 2, section 5)
	Risk executive (function)

	6. Risk response strategies
	When each of the five responses is allowed, who may choose it, and what it must record. Risk acceptance for a system stays with its authorizing official
	Head of agency

	7. Consistent evaluation
	How risks from different systems are compared: one scale, one register, one escalation path
	Risk executive (function)

	8. Monitoring risk over time
	What is watched, how often, and what triggers a re-assessment; link to the continuous monitoring strategy (PM-31)
	CISO and risk executive (function)

	9. Supply chain and privacy
	The supply chain risk management strategy or plan (PM-30) and the privacy risk handling; reference, don’t restate
	Senior agency official for privacy; supply chain risk lead

	10. Approval and review
	Approver, date, review frequency and the events that force a review (PM-9 asks for a review frequency the organization sets)
	Head of agency


The tolerance table for section 4. The categories are examples of the form that Chapter 05 shows; replace them with the agency’s own.

	Risk category
	Tolerance (agency sets)
	Basis to record
	Response allowed without escalation
	Escalates to

	(example) Availability of mission-essential functions
	
	Business impact analysis
	
	

	(example) Confidentiality of personally identifiable information
	
	Statute, policy, public trust
	
	

	(example) Integrity of payment or case records
	
	Accuracy, audit trail
	
	

	(example) Supply chain
	
	Supply chain strategy
	
	

	(add rows)
	
	
	
	



Copilot prompt
You are helping draft a risk management strategy outline for our agency under NIST SP 800-37 Rev. 2 Task P-2 and SP 800-53 control PM-9. Use only the documents I have attached or pasted: our mission statement, enterprise risk management policy, security and privacy policies, and the current security program plan.

Produce a draft outline with these sections: purpose and scope; roles; risk assumptions, constraints, priorities and trade-offs; risk tolerance statement; acceptable risk assessment methodologies; risk response strategies (accept, avoid, mitigate, share, transfer); consistent evaluation across systems; monitoring over time; supply chain and privacy; approval and review.

Rules:
1. For each section, quote or cite the attached document that supports each statement. If no attached document supports it, write "NEEDS AGENCY DECISION" and list the question the head of agency must answer.
2. Do not invent tolerance values, thresholds, review frequencies or names. Leave them blank.
3. List every place our existing documents disagree with each other about risk, with both citations.
4. End with a table of open decisions: decision, who decides, which section it blocks.
[bookmark: _Toc00001284]Template 2: System-level risk assessment (P-14)
What the sources say
SP 800-37 Rev. 2 lists the inputs for P-14: assets to be protected; the missions, business functions and processes the system supports; business impact or criticality analyses; stakeholder information; information about interacting systems; provider information; threat information; the data map; system design documentation; Cybersecurity Framework profiles; the risk management strategy; and the organization-level risk assessment results. The expected output is “security and privacy risk assessment reports,” and the task is carried out for new systems at initiation and for existing systems during operations, then updated “on an ongoing basis.”1 NIST says security risk assessment covers threat sources and events, whether and how assets are vulnerable, the likelihood of exploitation and the impact of loss, and that privacy risk assessment is a separate question: the likelihood that processing of personally identifiable information creates an adverse effect on individuals, and the impact on them. NIST also says impacts to the organization are not privacy risks, though they can inform prioritization.1
SP 800-30 Rev. 1 is the guide the task refers to. It divides the work into four steps: prepare for the assessment (Tasks 1-1 to 1-5: purpose, scope, assumptions and constraints, information sources, risk model and analytic approach), conduct it (Tasks 2-1 to 2-6: threat sources, threat events, vulnerabilities and predisposing conditions, likelihood, impact, risk), communicate and share the results (Tasks 3-1 and 3-2), and maintain the assessment (Tasks 4-1 and 4-2).3 It says organizations define or tailor their own assessment scales and combining rules, and that those rules should reflect the organization’s risk tolerance, so the strategy in Template 1 comes first.3 RA-3 is the control that asks for the assessment and for its update (Book 00, Appendix A).
Using the program risk register as an input
The program register in Book 00, Appendix A records risks to the modernization. It is an input to the system’s assessment, not the assessment: Appendix A says so, and says the live status, review date and residual rating belong in the agency’s own register. Carry rows across like this:
	Register column
	Goes to
	Note

	ID, Risk
	Risk row, “register reference”
	Keep the program’s ID so the two stay traceable

	Phase
	Scope and time frame (section 2 below)
	Marks when the risk bites, so the assessment can be re-run at the gate

	L (likelihood), I (impact)
	A starting point for likelihood and impact, re-rated on the agency’s scale
	The register’s scale (likelihood Low to High, impact Low to Critical) is the master plan’s, and Appendix A says an agency can re-rate it. SP 800-30 uses five levels, very low to very high, in its qualitative scale; the agency picks its own

	Mitigation, Owner
	Risk response and owner
	The response must be one the strategy allows

	Controls
	Controls affected
	Cross-check against the system security plan

	Anything left open past a gate
	Plan of action and milestones (CA-5)
	Per Appendix A


Outline to fill in
	Section
	Contents (SP 800-30 task)

	1. Purpose
	Why the assessment is being done, and what decisions it informs (1-1)

	2. Scope
	System and boundary, time frame, which parts of the organization are in scope, the phase of the system life cycle (1-2)

	3. Assumptions and constraints
	Including those inherited from the risk management strategy and from common control providers (1-3)

	4. Information sources
	System description, data map, business impact analysis, threat information, vulnerability scans, prior assessments, the organization-level assessment, the program register (1-4)

	5. Risk model and approach
	The scales and combining rules from the strategy, or the ones chosen here with the reason; qualitative, semi-quantitative or quantitative; threat-, asset- or vulnerability-oriented (1-5)

	6. Risk rows
	Table below (2-1 to 2-6)

	7. Privacy risk
	A separate section for risk to individuals from the processing of personally identifiable information, prepared with the system privacy officer. NIST points to NIST IR 8062 for a privacy risk model1

	8. Communication
	Who receives the results, in what form, and which decisions they support, including the authorizing official and the risk executive (function) (3-1, 3-2)

	9. Maintenance
	Review frequency, the events that trigger an update, what is monitored (4-1, 4-2)

	10. Approvals
	System owner, system security officer, system privacy officer; review by the authorizing official’s designated representative if the agency requires it


SP 800-30 says its Appendix K gives an exemplary template for a risk assessment report.3 Assumption to confirm: the layout above follows the structure of SP 800-30’s tasks, not Appendix K, which this workbook did not reproduce. Compare the two before the agency adopts either.
Risk rows for section 6. The columns follow the risk factors SP 800-30 names (threat source, threat event, vulnerability and predisposing condition, likelihood, impact, risk); the extra columns are the workbook’s design.

	Ref
	Threat source
	Threat event
	Vulnerability or predisposing condition
	Likelihood
	Impact
	Risk level
	Response (per strategy)
	Owner
	Register ref
	POA&M ref

	
	
	
	
	
	
	
	
	
	
	



Copilot prompt
You are helping prepare a system-level risk assessment under NIST SP 800-37 Rev. 2 Task P-14, using NIST SP 800-30 Rev. 1 and SP 800-53 control RA-3. Use only the documents I have attached: the system description and boundary, the data map, the business impact analysis, recent vulnerability scan summaries, the organization's risk management strategy and its risk scales, and the program risk register.

Step 1. Fill in sections 1 to 5 of the outline I will paste next (purpose, scope, assumptions and constraints, information sources, risk model and approach). Use the scales and combining rules in our risk management strategy. If the strategy gives none, say so and propose two options for the system owner to choose from; do not choose.

Step 2. For each risk in the program risk register, create one risk row with these columns: threat source, threat event, vulnerability or predisposing condition, likelihood, impact, risk level, response, owner, register ID, POA&M reference. Re-express the register's likelihood and impact on our scale and show both values. Do not create risks that are not supported by an attached document; mark gaps "NEEDS EVIDENCE".

Step 3. List separately any processing of personally identifiable information, and leave the privacy risk section for the system privacy officer with a list of the facts they need.

Rules: cite the document and section for every statement. Do not state risk acceptance; that belongs to the authorizing official. Output a draft marked "DRAFT, not reviewed".
[bookmark: _Toc00001285]Template 3: Impact-level prioritization (P-6)
What the sources say
P-6 is marked optional in SP 800-37 Rev. 2. It is carried out only after systems have been categorized, and the high-water mark applied. NIST’s own text cites Task C-1 for that categorization, but categorizing the system is Task C-2 in the task list (Appendix F), and C-1 is the system description it rests on. As a result each system is already low, moderate or high impact. An organization that wants more granularity can then prioritize systems within each level. NIST’s example splits moderate systems into low-moderate, moderate-moderate and high-moderate, and high-impact systems into low-high, moderate-high and high-high, and says the result helps with control selection and tailoring and with identifying systems that are critical or essential to missions. For the high-impact case it names the factors of complexity, aggregation and system interconnections. It adds that Cybersecurity Framework profiles can help, because their prioritized mission objectives can show that one system matters more than another of the same impact level. Prioritization may call for organizationally tailored baselines for the finer levels, and it can be done at any level of the organization from the categorization data the system owners report.1
What it is not. The sub-categories are the agency’s internal ordering. They don’t change a system’s FIPS 199 categorization or its impact level, and they aren’t a FedRAMP class. Whether to run the task at all is the agency’s choice, since NIST marks it optional.
Outline to fill in
	Section
	Contents
	Who decides

	1. Decision to run P-6
	Why the agency wants finer levels, which impact levels are split, and into how many sub-categories
	Risk executive (function) or senior accountable official for risk management

	2. Scope
	Which systems, taken from the categorization records and the system inventory (PM-5)
	Same

	3. Factors and scale
	The factors used, each with a definition and a scoring rubric (worksheet below)
	Same, consulting the supporting roles NIST lists

	4. Weights and cut-offs
	Weights per factor and the score ranges that map to each sub-category
	Agency only

	5. Results
	The ranked list, with each score and the evidence behind it
	System owners supply; the risk executive (function) approves

	6. Use
	What the ordering changes: sequence of assessments, depth of monitoring, tailored baselines, funding priority
	Authorizing officials and CISO, as the agency decides

	7. Review
	Frequency and events that force a re-score
	Agency


Scoring worksheet
Score each factor 0 to 3 using a rubric the agency writes for it (0 is the least significant). The factors are design guidance, except where the Source column says NIST names it. The worksheet is a way to make the judgment repeatable and show its reasoning. A score is not a risk rating and has no meaning outside the agency’s own ranking.

	#
	Factor
	Source
	What to score
	Score (0 to 3)
	Weight (agency sets)
	Evidence

	1
	Mission or business objective supported
	NIST: a system tied to a higher-priority objective in a Cybersecurity Framework profile can rank above one at the same impact level
	Rank of the objective the system supports, from the agency’s profile or mission priorities
	
	
	

	2
	Criticality to mission essential functions
	NIST: identifying systems critical or essential to missions is a purpose of the task
	Position in the business impact analysis
	
	
	

	3
	Complexity
	NIST names it for high-impact systems
	Components, technologies, providers
	
	
	

	4
	Aggregation
	NIST names it for high-impact systems
	Concentration of data or functions that raises the loss from one compromise
	
	
	

	5
	Interconnections
	NIST names it for high-impact systems
	Systems that depend on this one or connect to it
	
	
	

	6
	Number of people or other systems affected
	Design guidance
	Users, public-facing reach, downstream consumers
	
	
	

	7
	Volume or sensitivity of personally identifiable information
	Design guidance
	From the PII inventory (PM-5(1))
	
	
	

	8
	Recovery difficulty
	Design guidance
	Recovery time objective against what is achievable
	
	
	

	9
	Known open risk
	Design guidance
	Open plan of action and milestones items and assessed risk (Template 2)
	
	
	

	(add)
	
	
	
	
	
	



Total for a system = sum of (weight × score) for all factors. Divide by the maximum possible (sum of weights × 3) to give a percentage, then apply the agency’s cut-offs.
	Sub-category
	Score range (agency sets)

	Lower in the level
	

	Middle of the level
	

	Higher in the level
	


Run the worksheet only within an impact level. A high-scoring moderate system does not become a high-impact system by this method.
Copilot prompt
You are helping our risk executive prepare an optional impact-level prioritization under NIST SP 800-37 Rev. 2 Task P-6. Use only the attached documents: the system inventory with each system's FIPS 199 impact level, the business impact analysis, the mission priorities or Cybersecurity Framework profile, the PII inventory, and the open plan of action and milestones summary.

1. List the systems for the impact level I name, with the evidence for each of the worksheet factors I paste next. For each factor and system, give a proposed 0 to 3 score using the rubric I provide, and the document and section that supports it. If a rubric or evidence is missing, write "NEEDS INPUT" and stop; do not guess.
2. Do not propose weights or cut-off scores. Compute totals only if I supply weights.
3. Flag any system whose evidence conflicts across documents.
4. State clearly in the output that scores are a draft ordering for the risk executive and do not change any system's categorization.
[bookmark: _Toc00001286]What stays the agency’s decision
	Decision
	Template
	Decided by (SP 800-37 Rev. 2 unless noted)

	The risk tolerance values, and the statement that contains them
	1
	Head of Agency

	Whether security and privacy risk are one document or two
	1
	Head of Agency

	Which risk responses are allowed, and who may choose them
	1
	Head of Agency; risk acceptance for a system stays with its authorizing official

	The assessment scales, risk model and combining rules
	1, 2
	Risk executive (function), as the strategy sets them

	Review frequencies and triggers
	1, 2, 3
	Agency

	Whether to run P-6 at all, the factors, weights and cut-offs
	3
	Senior Accountable Official for Risk Management or Risk Executive (Function)

	Any approval, signature or acceptance of risk
	all
	The official named in the task; the authorizing official alone accepts residual risk (Chapter 10)


[bookmark: _Toc00001287]What is requirement and what is design
	Statement
	Status
	Basis

	The organization establishes a risk management strategy that includes a risk tolerance determination (P-2); a system-level assessment is conducted and updated (P-14)
	NIST guidance
	SP 800-37 Rev. 21

	The agency has a risk management strategy and does risk assessments
	Requirement of the control, where the agency applies SP 800-53
	PM-9 and RA-3, SP 800-53 Rev. 54

	P-6 is optional
	NIST guidance
	SP 800-37 Rev. 21

	The section lists of the three outlines
	Program design, built from the elements NIST lists
	—

	The mapping from register columns to risk rows
	Program design
	—

	The scoring worksheet’s scale, formula, and factors 6 to 9
	Program design
	—

	The Copilot prompts
	Program design
	—


[bookmark: _Toc00001288]Notes
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, Chapter 3, Tasks P-2 (including footnote 54), P-6 (including footnotes 61 to 63) and P-14 (including footnotes 67 and 68), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View, March 2011, Chapter 2 (the four components of risk management, the types of risk response, and the three tiers), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf (accessed Oct 21, 2026, as cited in Chapter 05).
1. National Institute of Standards and Technology, SP 800-30 Rev. 1, Guide for Conducting Risk Assessments, September 2012, Chapter 3 (Tasks 1-1 to 4-2) and Appendices G to I (assessment scales for likelihood, impact and risk), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf (accessed Nov 6, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, controls PM-9 and RA-3, as checked in Chapter 05 and Book 00, Appendix A against release 5.2.0 (accessed Oct 21, 2026); not re-opened for this appendix.
[bookmark: _Toc00001289]Appendix H — Recovering Active Directory During the Hybrid Period
The program is retiring the domain controllers. Until the last one is gone, a forest-wide failure can still stop sign-in to everything that hasn’t moved, and the plan has to say how the forest comes back.
[bookmark: _Toc00001290]In this appendix
When a forest recovery is the right response and when it isn’t. The backups it depends on and the decisions to make before an incident. The recovery of the first writable domain controller in each domain, step by step, with the commands Microsoft’s Active Directory Forest Recovery Guide gives. Reconnecting the recovered domain controllers, redeploying the rest, cleaning up and verifying replication. What the hybrid period adds, chiefly Microsoft Entra Connect, which would otherwise carry the restored state into the cloud. The controls and indicators the runbook supports, and the evidence it leaves.
Chapter 06 puts the runbooks in the contingency plan’s appendices and keeps the plan itself to decisions, roles and order. This appendix is the identity runbook for one event: a failure that leaves every domain controller in a forest unable to function. It follows Microsoft’s Active Directory Forest Recovery Guide, which states its steps apply to domain controllers running Windows Server 2022, 2019, 2016, 2012 R2 and 2012.1 The program’s server standard (Windows Server 2016 gone by January 12, 2027, 2019 the minimum) is inside that range. The guide doesn’t yet list Windows Server 2025. Active Directory runs on the agency’s own servers, so government-cloud availability doesn’t apply to anything in this appendix except the Microsoft Entra Connect steps, and Connect runs on the agency’s own server too.
The guide presents its steps as a template to customize, not a script to run unchanged,1 and so does this appendix. Each agency writes its own plan from it, with its own forest map, and tests it in a lab with copies of production backups before it’s needed.2
[bookmark: _Toc00001291]Not a security playbook
Microsoft’s guide says plainly that it doesn’t cover the security recommendations for recovering a compromised forest.3 It restores a working forest from a backup taken before the failure and resets the secrets an attacker would hold: administrator passwords, the krbtgt account, trust passwords and, where the database was exposed, the Key Distribution Service root key behind group managed service accounts.45 Investigation, eradication and the decision that a backup predates the compromise belong to the incident response plan (Chapter 06, Section 4).
[bookmark: _Toc00001292]When to use this runbook
A forest recovery is usually the last option. The guide assumes the cause has been worked out with Microsoft Support and that recovery from backup is the best remaining course.2 Its examples of forest-wide failures include every domain controller’s database being corrupted, a rogue administrator or a malicious script changing the directory beyond repair, a malicious schema extension, malware on the domain controllers, and a forest in which no domain controller can replicate, accept writes or be added. It also notes that an exposed backup of a domain controller may only need password resets for users, computers, trusts and managed service accounts, not a recovery.3
Everything written to the directory after the backup used is lost.5 For a program midway through its migration that loss has a second edge: anything Microsoft Entra Connect synchronized from Active Directory after that backup is in Microsoft Entra ID and not in the restored forest. The hybrid steps below exist for that reason.
[bookmark: _Toc00001293]Before an incident
The recovery is only as good as what exists before it starts. The guide asks for these things to be in place.
· A plan and a forest map. A detailed topology map, with each domain controller’s name, roles, backup status and the trusts, and a plan practised at least once a year and again when the membership of Enterprise Admins or Domain Admins changes.6
· The passwords. A Domain Admin password for each domain, preferably the built-in Administrator account, and the Directory Services Restore Mode password, with their history kept for as long as the backups are valid (the tombstone lifetime, or the deleted object lifetime if the Active Directory Recycle Bin is enabled).5
· Backups of at least two writable domain controllers in each domain. A backup of a read-only domain controller can’t restore a writable one. Restoring system state to a different server, or to a new Windows installation, isn’t supported; recovery to different hardware is a full server recovery.5
· The BitLocker recovery keys for every domain controller that uses BitLocker, and a check that none relies on BitLocker Network Unlock as its only protector where Windows Deployment Services is deployed.25
Windows Server Backup isn’t installed by default; install the feature first.7 The guide recommends a full backup, which supports both bare metal recovery and a system state restore.8 A system state backup:9
wbadmin start systemstatebackup -backuptarget:<targetDrive>:
A bare metal recovery backup, and a full server backup:7
wbadmin start backup -allCritical -backuptarget:<Drive_letter_to_store_backup>:
wbadmin start backup -backuptarget:<Drive_letter_to_store_backup>: -include:<Drive_letter_to_include>:
The guide doesn’t recommend virtual machine snapshots as the backup. If one is used, SYSVOL has to be marked authoritative by hand after the restore.8
[bookmark: _Toc00001294]The sequence
The guide’s high-level order is five steps: identify the problem, determine how to recover, perform the initial recovery in isolation (one writable domain controller in each domain), redeploy the remaining domain controllers, and clean up.10 The initial recovery starts with the forest root domain and always recovers a parent domain before its children.4
Determine how to recover
· Choose one writable domain controller in each domain with a trusted backup, preferably taken a few days before the failure, which trades recentness for confidence that the backup predates it. If the time of the failure is unknown, the guide points to ntdsutil snapshot and Dsamain.exe to find the last safe state.5
· Prefer a domain controller that is a virtual machine on a hypervisor that supports VM-GenerationID (so it can be a cloning source), is a DNS server and a global catalog, and has a good full server backup.5
· Isolate. Preferably shut down every writable domain controller, especially the operations master role holders, before the first recovered domain controller returns to production. Move virtual domain controllers to an isolated virtual network; disconnect physical ones. Read-only domain controllers can keep running and are all rebuilt afterwards.5
· If the recovered domain controller isn’t a global catalog, sign in first with the built-in Administrator account (RID 500), or set this registry value so sign-in doesn’t need a global catalog for group membership:5
Key:   HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
Value: IgnoreGCFailures
Type:  REG_DWORD
Data:  0 – Require GlobalCatalog for logon (default)
       1 – Allow logon without groups from GC
Pause synchronization to Microsoft Entra ID
This step is the hybrid period’s addition; the guide doesn’t cover it. Before any recovered domain controller is reachable by the Microsoft Entra Connect server, disable the Connect sync scheduler, which otherwise runs a cycle every 30 minutes:11
Import-Module ADSync
Set-ADSyncScheduler -SyncCycleEnabled $False
With the scheduler stopped, the restored forest’s state doesn’t reach Microsoft Entra ID until someone has looked at what would change. Objects created in Active Directory after the backup are missing from the restored forest, so to Connect they look like objects that have left its scope, and Connect deletes in Microsoft Entra ID the objects it once considered in scope. Microsoft’s filtering guidance warns that users deleted that way come back from the Microsoft Entra recycle bin when they are synchronized again, but other object types can’t be undeleted: a deleted security group, and the access it granted, is gone. If an export would delete more objects than the configured threshold, 500 by default, Connect stops the export with an error rather than deleting them.12 The threshold is a safety net, not the plan. The plan is to keep the scheduler off until cleanup is done and then review the pending exports. Where cloud sync is used instead of Connect, the equivalent is to pause its configuration; the program’s hybrid design is in Book 02.
Initial recovery of the first writable domain controller in each domain
The guide’s procedure for each domain’s first recovered domain controller, in its order:4
1. Isolate the domain controller from the network.
2. Restore it. Either a full server recovery followed by an authoritative synchronization of SYSVOL, or a nonauthoritative restore of Active Directory with an authoritative restore of SYSVOL from a system state backup in one step:13
wbadmin start systemstaterecovery <otheroptions> -authsysvol
For example:13
wbadmin start systemstaterecovery -version:01/01/2023-13:00 -authsysvol
The backup must explicitly include system state; a bare metal recovery backup does.13 After a full server recovery instead (Repair your computer, Troubleshoot, System Image Recovery from the installation media), mark SYSVOL authoritative by setting msDFSR-Options to 1 on the domain controller’s SYSVOL Subscription object (Domain Controllers, the domain controller, DFSR-LocalSettings, Domain System Volume, SYSVOL Subscription, in Active Directory Users and Computers with Advanced Features on), then restart the service and look for event 4602:1415
Restart-Service DFSR -PassThru
Get-WinEvent -LogName 'DFS Replication' | Where-Object ID -EQ 4602 | Format-Table -AutoSize -Wrap
The authoritative SYSVOL restore is for the first recovered domain controller only. The guide’s warning words it as “the first DC to be restored in the forest root domain,” while its step list asks for it on the first domain controller in each domain;4 the plan should state which the agency follows and test it. An authoritative restore on any further domain controller causes SYSVOL replication conflicts.4 SYSVOL still replicated by FRS is out of scope for the program’s standard (it should have been migrated to DFS Replication); the guide refers to the BurFlags procedure for that case.13
3. Check the restored data before going further. If it’s damaged, restore another backup. If the domain controller holds an operations master role, add this registry value (REG_DWORD, 0) so it doesn’t wait for initial synchronization with partners that won’t come back, and set it back to 1 when recovery is complete:4
HKLM\System\CurrentControlSet\Services\NTDS\Parameters\Repl
Perform Initial Synchronizations
4. If an intrusion is suspected, reset the passwords of every administrative account (Enterprise Admins, Domain Admins, Schema Admins, Server Operators, Account Operators and the like) and do the full krbtgt reset (step 11) before any additional domain controller is installed. If user accounts were compromised, plan a reset of every user password.4
5. Seize the operations master roles. On the first recovered domain controller in the forest root domain, seize the forest-wide and domain-wide roles; in each child domain, the domain-wide roles:16
ntdsutil
roles
connections
Connect to server ServerFQDN
quit
Then, at the FSMO maintenance: prompt, the command for each role:16
	Role
	Credentials
	Command

	Domain naming master
	Enterprise Admins
	Seize naming master

	Schema master
	Schema Admins
	Seize schema master

	Infrastructure master
	Domain Admins
	Seize infrastructure master

	PDC emulator master
	Domain Admins
	Seize pdc

	RID master
	Domain Admins
	Seize rid master


Confirm with Netdom Query FSMO. If the domain controller wasn’t the RID master before, seizing the role warns that it can’t synchronize with a partner; in isolation that’s expected, and the answer is Yes.16
6. Clean up the metadata of every other writable domain controller in the domain. From Active Directory Users and Computers (Windows Server 2012 or later, or the Remote Server Administration Tools), deleting a domain controller’s object in the Domain Controllers organizational unit, with “This Domain Controller is permanently offline and can no longer be demoted using the Active Directory Domain Services Installation Wizard (DCPROMO)” selected, performs the metadata cleanup and removes its server and computer objects.17 From the command line:18
ntdsutil
metadata cleanup
connections
connect to server <ServerName>
quit
remove selected server <ServerName>
Until this is done, a domain controller that wasn’t the RID master won’t take the role; the System log shows event 16650 and then 16648 when it succeeds.17 “Access is denied” means the object is protected from accidental deletion; clear that setting on the object.18
7. Configure DNS. Make sure the DNS Server service is installed and running. In the forest root, the domain controller’s preferred DNS server is its own address; in a child domain, it’s the first DNS server in the forest root. Delete the name server records of the domain controllers removed in step 6 from the _msdcs and domain zones, and check that their service records are gone; this speeds the removal:4
nltest.exe /dsderegdns:server.domain.tld
Store the zones in Active Directory, allow only secure dynamic updates, make sure each parent zone delegates to its child zones, and re-register the domain controller’s records:19
net stop netlogon
net start netlogon
Secure dynamic updates work only when a global catalog is available.19
8. Raise the RID pool by 100,000. Raising the value of rIDAvailablePool on CN=RID Manager$,CN=System,DC=<domain name> keeps the domain from reissuing security identifiers that objects created after the backup already used. The guide gives two methods, ADSI Edit (add 100,000 to the value) and LDP (Modify, the attribute rIDAvailablePool, operation Replace), and works an example: 4611686014132422708 becomes 4611686014132522708.20 Raise it by the lowest amount that is safe for the domain’s actual consumption, because RIDs are finite.4
9. Invalidate the current RID pool. A system state restore already does this; after any other kind of restore, run:21
$Domain = New-Object System.DirectoryServices.DirectoryEntry
$DomainSid = $Domain.objectSid
$RootDSE = New-Object System.DirectoryServices.DirectoryEntry("LDAP://RootDSE")
$RootDSE.UsePropertyCache = $false
$RootDSE.Put("invalidateRidPool", $DomainSid.Value)
$RootDSE.SetInfo()
Event 16654 in the System log confirms it. The first attempt to create a security principal afterwards fails and the retry succeeds.21
10. Reset the domain controller’s own computer account password, twice:22
Reset-ComputerMachinePassword
Run the same command a second time. The reset breaks replication with any other domain controller, which in a forest recovery is the point; run it only on the sole recovered domain controller.22
11. Reset the krbtgt password, twice. In Active Directory Users and Computers with Advanced Features on, reset the password of the krbtgt account in the Users container; the password typed doesn’t matter, because the system generates a strong one. Wait ten hours, the default maximum lifetime of user and service tickets, before the second reset, or longer if the domain’s ticket lifetimes are higher. The account keeps a password history of two, so the second reset removes the pre-failure password.234 The reset applies to the writable domain controllers’ krbtgt account; don’t delete the read-only domain controllers’ krbtgt_<number> accounts if they will be recovered.23
12. Reset trust passwords if the recovery follows a security breach. Reset on the trusting side and use the same password on the trusted side when that domain’s first domain controller is recovered. In the parent domain:24
netdom trust parent domain name /domain:child domain name /resetOneSide /passwordT:password /userO:administrator /passwordO:*
In the child domain:24
netdom trust child domain name /domain:parent domain name /resetOneSide /passwordT:password /userO:administrator /passwordO:*
passwordT must be the same on both sides. Run the command once: it resets the password twice by itself.24
13. Remove the global catalog if the forest has more than one domain and the recovered domain controller was a global catalog, so newer partial replicas of other domains don’t leave lingering objects:25
repadmin.exe /options DC_NAME -IS_GC
The guide prints this command with an en dash before IS_GC; type a hyphen.
14. Recreate group managed service accounts if their password generation details may have been exposed, after creating a new Key Distribution Service root key.45
15. Set the time source. Configure the forest root PDC emulator to synchronize time from an external source.4
Reconnect and verify
Connect the recovered domain controllers, one from each domain, to a common network that is still isolated from the rest of the environment. Virtual domain controllers keep their addresses; physical ones may need new addresses, which leaves their DNS records wrong until a global catalog is available. Create DNS delegations, forwarders and root hints as needed, temporary connection objects if recovered domain controllers aren’t direct replication partners, and check replication and the domain controller list:4
repadmin /replsum
Repadmin /viewlist *
Nltest /DCList:<domain>
DCDiag /v
Then add the global catalog back to a domain controller in the forest root domain:26
repadmin.exe /options DC_NAME +IS_GC
Directory Service event 1119, or the registry value Global Catalog Promotion Complete set to 1 under HKLM\System\CurrentControlSet\Services\NTDS\Parameters, shows that it’s done. A domain controller isn’t advertised as a global catalog until it has synchronized every partition.426 Take a new backup of each recovered domain controller before going further.4
Redeploy the remaining domain controllers
Install Active Directory Domain Services again on every domain controller that existed before the failure, after forcibly removing it from the existing ones or reinstalling the operating system; their old backups can’t be reused. Cloning a virtualized domain controller, or Install from Media (ntdsutil ifm on a trusted writable domain controller), shortens this. Point each one’s preferred DNS server at the first recovered domain controller in the forest root, rebuild every read-only domain controller, and stagger the installations.27 Cloning needs a hypervisor that supports VM-GenerationID, the source domain controller in the Cloneable Domain Controllers group, and the PDC emulator available while cloning.28
For a program that is retiring domain controllers, this is a decision point, not only a step. A domain controller that the retirement plan was going to remove in the next wave doesn’t have to come back; the plan records which domain controllers are redeployed and which are retired at recovery, and Book 00, Chapter 10 covers retiring one cleanly.
Verify replication and clean up
After every domain controller is back, check replication with repadmin /replsum, and check SYSVOL: DFS Replication event 4602 means SYSVOL initialized, 4614 means it is waiting for initial replication, and 4612 on the first recovered domain controller means a manual authoritative restore is needed.29 Then clean up: return DNS client settings to the original design and delete the DNS and WINS records of domain controllers that weren’t recovered; transfer the operations master roles and add global catalogs as the design before the failure had them; recreate the objects and reapply the changes lost since the backup; and restore outgoing trusts with external domains and forests, which aren’t restored from backup.30 Set Perform Initial Synchronizations back to 1.4
Resume synchronization to Microsoft Entra ID
Only after cleanup, and after the objects lost since the backup have been recreated, review what Connect would export: run an import and synchronization, check the pending exports, and only then re-enable the scheduler:12
Set-ADSyncScheduler -SyncCycleEnabled $True
If the review shows that cloud objects would be deleted because they’re missing from the restored forest, the fix is to recreate them in Active Directory first. Microsoft Entra Backup and Recovery can’t put back synchronized objects; it shows their changes in difference reports but recovers only cloud objects (Chapter 06).31
[bookmark: _Toc00001295]A single domain in a multidomain forest
When only one domain fails, recover its domain controllers as above, clean up the metadata of the rest and add new ones. The global catalogs in the other domains then hold a newer partial copy of the recovered domain; the guide gives two ways to fix that: unhost and rehost the recovered domain’s partition on every global catalog in the other domains (repadmin /unhost, then repadmin /rehost), or remove lingering objects from them using a domain controller in the recovered domain as the source.32
[bookmark: _Toc00001296]What the runbook supports, and the evidence
	Requirement or indicator
	What the runbook does for it
	Evidence an assessor can check

	NIST SP 800-53 CP-2, CP-2(1)
	The identity recovery appendix of the contingency plan, coordinated with the incident response plan
	The appendix, approved with the plan; forest map; cross-reference to the incident response plan

	CP-4, CP-4(1)
	The yearly recovery drill the guide asks for, in a lab with copies of production backups
	Drill plan, timings per step, after-action report, plan changes

	CP-9, CP-9(1)
	Backups of two writable domain controllers per domain; restore tested in the drill
	Backup job reports; restore test record with the backup’s age

	CP-10
	Recovery to a known state: one restored domain controller per domain, secrets reset, metadata cleaned, replication verified
	Recovery log with each step’s command output, repadmin /replsum and DCDiag /v results

	IA-5
	krbtgt, computer account, administrator and trust password resets after a compromise
	Change records with times; the 10-hour interval recorded

	IR-4
	The compromise case handed to incident handling, not solved by restore alone
	Incident record linking the recovery

	FedRAMP KSI-RPL-ABO, KSI-RPL-ARP, KSI-RPL-RRO, KSI-RPL-TRC
	Backups and the recovery plan aligned with the identity tier’s recovery objectives, and recovery tested
	The same records, reviewed on the program’s cycle


The rows support the controls; they don’t satisfy them. The agency sets each control’s parameters, owns the policy and procedures, and the assessor decides whether each is satisfied.33 The FedRAMP indicators bind cloud service providers; for the agency they are the vocabulary Chapter 06 uses for its own evidence.34
Control states, recovery safety and evidence. Book 00, Appendix D’s conventions apply to a recovery runbook as follows. Authority: Microsoft guidance for the sequence and commands; Mandated in substance for CP-2, CP-4 and CP-10 where the system’s baseline selects them; the hybrid steps are program design (the table below). Applies: every forest that still holds domain controllers; Windows Server 2019 or later is the program’s assumed minimum for domain controllers after January 12, 2027.
	State
	This runbook
	Evidence

	Designed
	Before an incident: the plan, the forest map and the choice of domain controllers to recover
	The approved plan and forest map

	Configured
	The backups and passwords held
	Backup job reports; the password and BitLocker key custody record

	Enforced
	Not applicable: recovery restores service; it enforces nothing
	—

	Evidenced
	The yearly lab drill with copies of production backups
	Drill timings per step, repadmin /replsum and DCDiag /v output, after-action report

	Operated
	Practice yearly and on changes to Enterprise Admins or Domain Admins membership
	The drill calendar and plan revisions


How-section coverage: the pilot is the lab drill; report-only and enforcement are not applicable; rollback is not available once a forest is restored from backup, which is why Pause synchronization comes before any domain controller is reachable and Resume synchronization only after the export review; exclusions are the domain controllers retired at recovery instead of redeployed. Recovery safety, in place of rings: the change window is an emergency change under the incident commander, with the identity engineer and Microsoft Support on hand; the backout trigger is any sign the chosen backup postdates the failure, which sends the team back to Determine how to recover with an older backup; post-change validation is the replication and SYSVOL checks, then the Connect export review. Emergency access to Microsoft Entra ID doesn’t depend on the forest: the cloud-only emergency accounts in Book 04 stay usable throughout. Day-two ownership: the identity platform owner keeps the runbook; the contingency planning coordinator schedules the drill (Chapter 10).
Evidence checklist
· Configuration: the forest map, the plan, and the backup job reports for two writable domain controllers per domain
· Operational: the custody record for passwords and BitLocker keys, and the drill calendar
· Test: the yearly drill record with timings, command output and the backup’s age
· Exception: domain controllers not backed up or not redeployed, with the decision and approver
· Assessor-ready artifact: the identity recovery appendix of the contingency plan and the drill’s after-action report, pointing to the four above
[bookmark: _Toc00001297]What is requirement and what is design
	Statement
	Status
	Basis

	The recovery sequence, commands and registry values
	Microsoft guidance
	Active Directory Forest Recovery Guide1

	Practise the plan at least yearly and when Enterprise Admins or Domain Admins membership changes
	Microsoft guidance
	Devise a plan6

	Pausing Microsoft Entra Connect before reconnecting, and reviewing exports before resuming
	Program design, using Microsoft’s Connect procedures
	1112

	Deciding at recovery which domain controllers are redeployed and which retire
	Program design
	Book 00, Chapter 10

	The evidence rows
	Program design
	Chapter 06


[bookmark: _Toc00001298]Notes
1. Microsoft Learn, “Active Directory Forest Recovery Guide” (applies to Windows Server 2022, 2019, 2016, 2012 R2 and 2012; steps are a template), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-guide (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Prerequisites,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-prerequisites (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Identify the problem,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-identify-the-problem (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Perform initial recovery” (the step list for the first writable domain controller in each domain; reconnection; adding the global catalog), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-perform-initial-recovery (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Determine how to recover the forest” (backups, passwords, domain controller selection, IgnoreGCFailures, isolation, KDS root key and gMSA), https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-determine-how-to-recover (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Devise a plan,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-devise-a-plan (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Backing up a full server,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-backing-up-a-full-server (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - FAQ,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-faq (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Backing up the System State data,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-backing-up-system-state (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Steps to restore the forest,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-steps-for-restoring-the-forest (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Sync: Scheduler” (default cycle every 30 minutes; disabling the scheduler), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-feature-scheduler (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Sync: Configure filtering” (disable and re-enable the scheduler; Connect deletes objects it once considered in scope; the export deletion threshold, 500 by default), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-configure-filtering (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Perform a nonauthoritative restore of AD DS,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-perform-nonauthoritative-restore (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Perform a full server recovery,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-perform-full-server-recovery (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Perform an authoritative synchronization of DFSR-replicated SYSVOL,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-authoritative-recovery-sysvol (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Seizing an operations master role,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-seizing-operations-master-role (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Cleaning metadata of removed writable domain controllers,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-cleaning-metadata-of-removed-dcs (accessed Nov 9, 2026).
1. Microsoft Learn, “Clean up Active Directory Domain Controller server metadata” (command line with ntdsutil), https://learn.microsoft.com/windows-server/identity/ad-ds/deploy/ad-ds-metadata-cleanup (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Configuring the DNS Server service,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-configure-dns (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Raising the value of available RID pools,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-raise-rid-pool (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Invalidating the current RID pool,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-invaildate-rid-pool (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Resetting the computer account password of the domain controller,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-reset-computer-account-dc (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Resetting the krbtgt password,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-reset-the-krbtgt-password (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Resetting a trust password on one side of the trust,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-reset-trust (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Removing the global catalog,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-remove-gc (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Adding the global catalog,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-add-gc (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Redeploy remaining DCs,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-restore-additional-dcs (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Virtualization,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-virtualization (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Verify replication,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-verify-replication (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Cleanup,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-cleanup (accessed Nov 9, 2026).
1. Microsoft Learn, “Supported objects and recoverable properties” (Microsoft Entra Backup and Recovery; synchronized objects appear in difference reports but are excluded from recovery), https://learn.microsoft.com/entra/backup/scope-supported-objects-limitations (accessed Nov 9, 2026).
1. Microsoft Learn, “AD Forest Recovery - Recovering a single domain within a multidomain forest,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-recover-single-domain-multidomain-forest (accessed Nov 9, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, controls CP-2, CP-4, CP-9 and CP-10 as checked in Chapter 06 against release 5.2.0 (accessed Oct 21, 2026); IA-5 (Authenticator Management) and IR-4 (Incident Handling) named from the same catalog, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json.
1. FedRAMP, FedRAMP Consolidated Rules for 2026, machine-readable ruleset fedramp-consolidated-rules.json, version 2026.10.13.01, Key Security Indicators KSI-RPL-ABO, KSI-RPL-ARP, KSI-RPL-RRO and KSI-RPL-TRC, as read for Chapter 06, https://github.com/FedRAMP/rules (accessed Oct 21, 2026).
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(STEP1-CP-1
\Develop the contingency planning policy

('STEP 2 - CP-2, CP-2(8)
Conduct the business impact analysis

\Sets MTD, RTO and RPO; signed by mission owners

(STEP3
\Identify preventive controls

(STEP 4-CP-6 TOCP-9
Create contingency strategies

Backup, alternate storage, alternate processing, alternate

\telecommunications

(STEP 5- CP-2,CP-10
\Develop the system contingency plan

(STEP 6 - CP-3,CP-4
\Plan testing, training and exercises

(STEP 7 - CP-2 REVIEW AND UPDATE
\Plan maintenance

S

\

\
, lessons learned

’
’
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rId306.png
RUNBOOKS AS APPENDICES
Recovery, in priority order
« Name resolution, SD-WAN
« Emergency identity access

THE PLAN
Activation and notification

¢ Thresholds
« Coordinator's declaration

THE PLAN
Reconstitution
 Validation

« Failback

« Written deactivation

o  Database failover
« Notification tree o i
« Application failover

<. * Logging

* Team assembly « After-action review

T Tested, trained, and updated after every test and
activation
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rId32.png
One control in the system security plan

For example: every component is in the inventory (CM-8)

(A promise /  (Proof \ h
7 P N
7 e B The system emits the
A statement that it is done Sear
\Wnuen by the contlrol owner ) \ASSEI identity plus time )
(Evidence gathered by hand ) | | (Machine-readable and h
current
Screenshots and exports for the
\assessor l ) \Regeneraleq ona Slcneuule )
(True on the day it is signed h /Anyone canre-checkit )
Ages until the next cycle Assessor, ISSO or the next reviewer
S AR )

~

N

A

< a snhapshot

/ record

/Authorizing official

\ideally on an ongoing basis

Accepts the residual risk on what can be shown, at least annually tested,
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rId39.png
(FIPS 199 A
Categorize each information type

confidentiality, integrity and availability each rated low, moderate or high

\Moderate: loss could have a serious adverse effect Y,

(FIPS 200 h
Take the high-water mark

At least one objective moderate and none high: a moderate-impact system

o J
('SP 800-538 A
Select the moderate baseline, then tailor it
287 controls and enhancements in release 5.2.0, plus the privacy baseline where it
\ applies )
The agency's own FEDRAMP CLASS C
authorization reused as evidence | A provider's certification
System security plan, assessment, Includes the current Moderate baseline;

POA&M, AO decision inherited, not a substitute
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rId431.png
INPUTS
What goes into a release

< Application code and its dependencies

< Container images and infrastructure as code
* SBOMSs and advisories supplied by producers

(EVERY RELEASE
Generate the SBOM

SPDX or CycloneDX, carrying the CISA 2026 minimum elements, transitive

\dependencies included

(Match to known vulnerabilities
Vulnerability disclosure report, joined to the CISA KEV catalog

) ]
(PEOPLE DECIDE
Exploitability statements (VEX)

Not affected, affected, fixed or under investigation, each with a justification or an

\aCtIOH

/Sign and store

Build provenance and signatures; immutable storage kept for the records schedule

) / ~

(Remediation queue Authorization evidence

\BOD 26-04 deadlines, Book 12 Ch06 Package and continuous monitoring
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rId439.png
JANUARY 23,2026
OMB M-26-05

Rescinds M-22-18 and M-23-16; each agency head owns software and

hardware assurance
/ AGENCY CHOICE

The agency may
* Use the attestation form

STILL REQUIRED
The agency must
+ Keep a complete software and

hardware inventory * Require an SBOM on request by
- . contract
« Setassurance policies that match its )
risk * For cloud: SBOM of the runtime

environment

cloud services

€« - — -

FROM DECEMBER 7, 2026
FedRAMP binds the provider

VDR and VER rules for certified offerings; supply chain KSis for 20x; agencies
consume the reports
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rId529.png
/System concept
L ”
\ Will it collect, use or share PlI? )
e e N\
Threshold decision and PIA
Is a section 208 PIA required? Is this a Privacy Act system of records?
A —
|
N
(PT-2,PT-3 N L
\
Authority and purpose Y
\Alegal citation and a documented purpose for every PIl element ) ‘|
1
1
PT-4,PT-5 PT-6,PT-8 !
Notice and consent SORN and matching K
« Privacy policy « OMB and Congress review I’ change detected
 Privacy Act statements « Federal Register 1
< consent where voluntary « Matching agreement if needed ,'
I
\ / !
1
Collect and operate !
1
under the privacy plan the SAOP approved before authorization ,/
P

Data-flow map and privacy continuous monitoring
Actual flows compared with the PIA, SORN and purpose matrix
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rId540.png
(A proposed collection or use of PII )

—

REQl_"RED SUSTALUIE VOLUNTARY OR NEW USE WEB MEASUREMENT
Notice Notice plus consent M-10-22 tiers

* Website privacy policy « Unchecked opt-in * Tiers 1and 2: easy opt-out
« Privacy Act statement at - Recorded, withdrawable « Tier 3, with PII: opt-in

collection, spoken on the phone

\ /

Evidence for PT-4 and PT-5
Notice text, consent records and the SORN citation, kept with the system
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rId590.png
THE DENOMINATOR
Role roster

Who holds which role, from HR
and identity governance

system

'SYSTEM OF RECORD
Learning management

One completion record per person
and course (AT-4)

EXERCISE RECORDS
Drills and tabletops

Attendance and after-action
reports (IR-2, CP-3)

/

/Training evidence record )
Derived on a schedule: population, required, complete, overdue, exercise
dates

\30urce files hashed; no names in the summary )

/ .
‘4

(REVIEWS READ, NEVER EDIT h
ISSO Assessors and the AO
confirms the record and routes Re-derive the record from its

\the gaps sources )
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rId598.png
/Every system user

« AT-2 literacy training

* AT-2(2) insider threat

* AT-2(3) social engineering

§ AT-2(1) phishing exercises

/Significant security or privacy
roles

« AT-3role-based training
* AT-3(3) practical exercises

\ AT-3(5) PIl processing

(Developers and engineers

« AT-3 secure delivery track

Ties to the supply chain controls

A J

(Incident response and recovery\
staff

 IR-2 incident response training

\- CP-3 contingency training

AT-4 training records

One record set for all four populations,
reviewed on a schedule
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rId656.png
SETS TOLERANCE PRIVACY

DESIGNATES

Senior agency

Head of agency
OB official for privacy

and risk executive

Security program,
policy, common
controls, training

Risk strategy,
monitoring strategy,
names the AOs

Privacy plans, privacy
controls, Pl
categorization

[
¢ privacy

requirements L’ review

ALONE ACCEPTS RISK OWNS THE SYSTEM

Authorizing official System owner and
. : package ||SSO
With a designated

representative for Plans, remediation,
everything but the POA&M, package,
decision posture reports

INHERITED CONTROLS

inherited | ©OMMonN control
_____ providers

SOC, platform teams,
enterprise programs

1 ] supplier
, assessment , plan N risk
1 ! \
X L
PLAN COORDINATOR PLAN COORDINATOR
INDEPENDENT . P
Contingency Supply chain risk
Control assessor planning lead
coordinator ’
Assesses; never Strategy, supplier
assesses own work Contingency plan, assessments, risk

training, tests register entries
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rId675.png
/SYSTEM OWNER, ISSO
Categorize and plan
C-2, S-1t0 S-4; AO approves (C-3, S-6); SAOP for Pl

) I
('AO OR DESIGNATED REP

Select assessor, approve plan
A-1, A-2; independence set by the AO

) I

(CONTROL ASSESSOR
Assess and report

| A-3, A-4; SAOP assesses privacy controls

/SYSTEM OWNER, ISSO
Remediate, POA&M, package

(A-5, A6, R-1

(AO ALONE
Authorization decision

\R-4, then ongoing decision M-6; never delegated
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rId697.png
TASK S-6

System security
pian

OSCAL System
Security Plan

imports

TASK A-2

Assessment imports
pan -

OSCAL Assessment
Plan

TASKA-4 TASK A-6

Assessment
report POAGM

OSCAL Assessment
Results

OSCAL Plan of Action

and Milestones

(TASK R-1
Authorization package

Plans, assessment reports, POA&M and an executive summary; may be

\generated from a tool

/

(TASK R-4
Authorizing official's decision

ATO or ATU, with a termination date or a review frequency; risk

\acceptance can't be delegated

~
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rId705.png
INPUT

A failing result
From an assessment, an audit or continuous monitoring
S

In-date acceptance on file?

Signed by the authorizing official

no YES
Shaidebnzelle i) Governed exception
qog:&iﬁgA&M item: owner, milestones, Acceptance reference and expiry
« open « deviation-approved
II .
1 expiry passes

Lapsed acceptance
Reverts to an open item

« open

/ /
.,
-

Remediate
Through change control g

]

Closed only on re-test evidence
The next scan, run or review shows the condition gone

next cycle
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rId751.png
(voLv B (Book 16 h
. o ops . >
\Tralnlng and certification ) | People: training and education
(VoL X N
(Book 13
ST G L T Governance, drift and evidence
integration ]
N g ) o J
(VOL 0 AND VOL IV N
(Book 14 A
Summary, crosswalk; >
|governance and assurance \This book
(voLn B (Book 06
Data platform
. ) \Data platform )
(voL i A (Book 12 N
Security operations i i
N /~ R —Qecurlty operations Y,
—“'«~_
(VoL vi Y T
) | _____(Books 02, 03, 04, 07 h
Implementation ~> ) o
- _/ Identity, HR identity, access, PKI )
T
(voL1 N el
\Foundation and transport /\IL./ Books 08, 09, 10 N
! DDI, network, cloud boundary
(voLvim " —- J
Multi-cloud DNS, DHCP, IPAM S .-
N J -
2 (E 2
(VIOLS VIl AND IX A Book 15
\Automation; day-2 operations ) \compliance automation and day-2 )
RS
(Book 11 h
\Zero Trust (Microsoft 365 automation) Y,
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