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[bookmark: _Toc00001171]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Chapter 14, on provider notices, was added after Release 2.0 and is a draft until the next baseline edition, as is Appendix B, the recovery and escalation runbooks. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s help-desk Entra operations guide, the day-two operator runbook, the ServiceNow compliance-kit roadmap, and the Federal Compliance series’ implementation, automation and day-two operations volumes that cover the help desk, ITSM and telephony catalogs, SaaS integration, the CMDB, control compliance automation, attestation, the evidence pipeline and validation harnesses. Every external claim was checked against a primary source between October 21 and November 2, 2026, and each note carries its own date. The replaced pages are kept in the repository’s archive/b15-day2-operations/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 12 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Technical deep dive (about 50 minutes live, 20 narrated): intake and triage, help desk authority in Entra ID, catalogs and the CMDB, and control automation, in modules on the Presentations page.
Executive briefing (about 30 minutes live, 14 narrated): for the CIO, service owner, help desk and operations leads and the CISO: the help desk as the risk point, one front door, executors who never decide, reconciled inventory, measuring day-two health and buying native compliance apps first, with each decision’s owner and timing, on the Presentations page.
In-house automation executive briefing (about 9 minutes narrated): for Chapter 13, building day-two automation in-house when there’s no funding for new products, with a pilot to approve, on the Presentations page.
Draft: the Microsoft automation reference, Module 1: Graph and Azure Foundations and Module 2: Microsoft Entra ID through Microsoft Graph, covers the endpoints, sign-in, permissions and request patterns behind this book’s control automation, with tested read-only checks in Python and PowerShell.
A modernized estate is judged on day two. The test is whether the help desk can reset, unlock, provision and recover safely under the new model, without becoming the easiest way in: help desks are a favored target for social engineering, and NIST’s recovery guidance and CISA’s advisories say so plainly. It is also whether every request reaches one front door, is routed by its authority class, is approved by the right person and leaves evidence behind; whether the CMDB knows what exists; and whether control evidence is produced continuously by automation in each cloud rather than assembled before an audit. Book 15 is about that work. It sets out the help desk’s least-privileged roles in Entra ID and the identity checks that come before any sensitive action, the service catalogs, the governance of SaaS integrations, the CMDB as a reconciled projection of authoritative sources, and control compliance automation for Microsoft 365, Azure, AWS and VMware. It is candid about what each platform already provides, including the ITSM platform’s own compliance and continuous-monitoring applications, and builds only what they lack, and, where there is no money to buy them, how the agency’s own staff can build the essentials safely. Operations is where modernization either becomes routine or quietly reverts.
[bookmark: _Toc00001172]Why, what, who, how
	
	Question
	Chapters

	Why
	Why does modernization succeed or fail at the help desk, and why is day two where compliance lives or dies?
	01, 02

	What
	Intake and triage, help-desk authority in Entra ID, the service catalogs, SaaS integration governance, the CMDB, and control compliance automation across clouds
	03, 04, 05, 06, 07, 08, 09

	Who
	Who executes, who approves, and who owns each catalog, runbook and record
	10

	How
	Attest and evidence controls through the compliance application, run the day-two runbook with harnesses that test the automation itself, build the automation in-house when there is no funding for new products, and own every provider’s notices through to closure
	11, 12, 13, 14


Appendices: A — Help desk task reference · B — Recovery and escalation runbooks
[bookmark: _Toc00001173]Reading paths
· Executives (20 minutes): Chapters 01, 02 and 10, or the 15-minute presentation.
· Service desk managers and staff: Chapters 03 and 04, with Appendices A and B.
· ITSM and ServiceNow platform teams: Chapters 05, 07, 11 and 13.
· Cloud and platform engineers: Chapters 06, 08, 09 and 14.
· Operations leads and ISSOs: Chapters 10, 11, 12 and 14.
[bookmark: _Toc00001174]Where this book sits in the workbook
This is Book 15 of the Federal Modernization Workbook. Privileged access and the help desk’s role tiers are in Book 04; routine remediation as a ticket to a machine, and the governance roles, in Book 13; the evidence contract and security operations in Book 12; and the authorization package and continuous monitoring in Book 14. Training for the help desk and the wider workforce is Book 16.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00001175]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 15: fix confirmed crosswalk errors (admin consent chain, Tier 1 notice, per-user MFA role, federated reset, CA exclusions, evidence record) (#403); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); External Partner follow-up: ch10 stages and TAP lifetime, guest-invitation decider, control-support wording (#420); Book 15: settle 33 inconsistency findings (contract values, read-only rule, approvers, terms, pointers) (#435); Decisions fix pass for Books 13 to 19: Book 18 gates and roles, Db2 spelling, Book 15 approvers, Book 16 criteria, Book 17 roles, Book 13 drift mapping (#456); Claim language: supports, not satisfies (rule, check, first sweep) (#474); and 4 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Section 508: accessibility gates in Books 18 and 16, notes in Books 04 and 15 (#314)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269); Content rules: one home per type, and the federal layers every guide carries (#271)

	1.0
	2026.10
	2026-10-31
	First edition (24 merged changes since the book began)


[bookmark: _Toc00001176]Chapter 01 — Modernization Succeeds or Fails at the Help Desk
Cutover proves the new estate can be built; the first locked-out user on Monday morning proves whether it can be run.
[bookmark: _Toc00001177]In this chapter
Why the help desk, not the migration team, decides whether a modernized estate holds. Why a password or authenticator reset is the most dangerous routine action in identity, what attackers have done with it, and what NIST SP 800-63-4 and OMB M-22-09 say about recovery. What the help desk has to be able to do safely under the new model: resets, unlocks, provisioning and recovery. And the three questions every request has to answer (who routes it, who authorizes it, what proves it happened), which the rest of the book builds out.
A modernization program spends most of its attention on day one. The forest is assessed, the tenant is built, the identities are synchronized, the policies are written, the cutover runs, and someone sends a note saying the wave went well. All of that work matters, and none of it is what the estate is judged on.
The estate is judged on day two. A user who changed phones over the weekend can’t sign in. A new hire starts on Monday and needs an account, a license and three groups. A manager wants a contractor’s access to an application removed today. A synchronized account has stopped matching its cloud object and the user sees two of everything. Each of these lands at the help desk, and each is a test of the new model. Can the help desk do the work at all? Can it do it without standing administrator rights? Does the request go to someone who is entitled to approve it? And when the work is done, is there a record that shows what happened, to whom, on whose authority?
If the answers are yes, modernization becomes routine. If they are no, the help desk finds a way to get the work done anyway: an administrator account kept “for emergencies,” a reset done on the strength of an email, a temporary password sent back to the mailbox that asked for it, a trip back to the old console. Each workaround is small and reasonable on the day. Together they rebuild the estate the program set out to replace, and nobody notices until an assessor, or an attacker, does.
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The same authenticator reset handled two ways. As found, an emailed request becomes a click and a reply; under the new model it becomes a typed request against the identity record, verified, executed under a just-in-time role, delivered on a separate channel and closed with a record.
[bookmark: _Toc00001178]Day two is most of the work
Migration is a project with an end date. Day-two operations are the steady state, and they are where most changes to identity and configuration happen. Onboarding a user, resetting an authenticator, adding someone to a group, assigning a license, standing up a subscription, registering an application, assigning a phone number: these are the highest-volume changes a cloud team makes, and each one touches a surface that a control governs.
Done as portal clicks, each one is an ungoverned change. It has no typed request, no approval the control would recognize, no record linking the change to the person who asked and the person who approved. One such change is a minor gap. Thousands a year are the largest continuous source of control erosion in the estate, and they are exactly what an assessor samples. Chapter 02 traces that erosion control by control. This chapter is about the people and the actions at the center of it.
[bookmark: _Toc00001179]The help desk holds the keys
In an Active Directory estate the help desk’s power was easy to underestimate. It reset passwords and unlocked accounts through a delegated console, and the delegation lived in organizational-unit permissions that few people read. In Microsoft Entra ID the same power is explicit, and Microsoft’s own documentation is blunt about what it means.
Microsoft labels the Helpdesk Administrator role a privileged role. Users with it can change passwords and invalidate refresh tokens, and Microsoft warns that “changing the password of a user may mean the ability to assume that user’s identity and permissions.” Its examples include application owners who manage the credentials of privileged applications, Azure subscription owners, owners of groups that grant access to sensitive information, administrators of other services, and non-administrators such as executives, legal counsel and human resources staff.1 The Authentication Administrator role goes further: it can set or reset any authentication method for non-administrators and some roles, and can require users to re-register their non-password credentials.1 Which accounts each role can reset is set out in a table that Microsoft maintains; neither the Helpdesk Administrator nor the Authentication Administrator can reset a Global Administrator or a member of a role-assignable group, which only a Privileged Authentication Administrator or Global Administrator can do.2
The single most dangerous routine action follows from this. When an administrator chooses Require re-register MFA, Entra ID deletes the user’s phone numbers, Microsoft Authenticator registrations and software OATH tokens, deactivates hardware OATH tokens, and asks the user to set up a new method at the next sign-in.3 Whoever signs in next with the password and registers a method controls the account. An authenticator reset performed on an unverified request is therefore not a support task. It is a transfer of the account to whoever asked.
Attackers know where the keys are
This isn’t a theoretical concern. CISA’s joint advisory on the Scattered Spider group, first published in November 2023 and revised in July 2025, describes the actors placing calls to “convince IT help desk personnel to reset passwords and/or transfer MFA tokens,” posing as employees to get a password reset, and probing help desks first to learn what steps a reset requires.4 The advisory’s defense is phishing-resistant MFA and training against voice and email phishing. It doesn’t offer a help-desk procedure, which is the point: the procedure is the agency’s to design.
A modernization makes the help desk a more attractive target, not a less attractive one. During the waves the desk handles unusual volumes of method registrations, device re-enrollments and “I can’t sign in” calls, and an attacker’s call blends in. Book 01, Chapter 09 settles the program’s response: help-desk roles are scoped narrowly, the identity-verification procedure for resets and Temporary Access Passes is a CISO decision rather than a help-desk one, and ticket volume and method-registration rates are go/no-go inputs for each wave.
Federal guidance treats recovery as a bypass
Two federal documents frame how an agency should think about the reset and recovery path.
OMB’s zero trust memorandum, M-22-09, requires phishing-resistant MFA for agency staff, contractors and partners. It then addresses the obvious hole: agencies still need procedures for emergencies and account recovery, but “recovery processes represent a potential bypass of standard authentication protocols, and thus can be a significant threat vector if not mitigated.” Agency recovery processes should be designed as exceptional and should “require high-friction methods that are costly for an adversary to overcome, such as in-person verification, live video interaction, or other similar methods.”5
NIST’s digital identity guidelines, revised as SP 800-63-4 and published in July 2025, give recovery its own section. SP 800-63B-4 §4.2 recognizes four classes of recovery method (saved recovery codes, issued recovery codes, recovery contacts and repeated identity proofing) and lets a credential service provider support an application-specific method, such as interaction with one of its agents, only on the basis of a documented risk analysis. Where an account was identity-proofed, repeated proofing has to be “consistent with the level of initial identity proofing,” and the provider has to confirm that the claimant’s identity is consistent with the existing account. In every case, “account recovery SHALL cause a notification to be sent to the subscriber or their designee.”6
The help-desk reset is the application-specific method. Read together, the two documents say what it has to be: an exception, not the main path; high-friction for the account’s risk; at least as strong as the original proofing; and always followed by a notice to the real account holder. The control catalog says the same in its own terms. IA-5 requires the agency to verify the identity of the person receiving an authenticator at initial distribution and to have administrative procedures for lost, compromised or damaged authenticators; IA-5(1) requires immediate selection of a new password after account recovery; and IA-12 requires identity proofing to an appropriate assurance level, all in the moderate baseline.7
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The help desk’s job doesn’t shrink after modernization. It changes shape. Some tasks move to self-service, some move to automation, some get harder because the estate is hybrid for years, and a few become governance actions the help desk must never perform alone. The table sets out the core day-two tasks, what changes in the target, and what “safe” looks like in the program’s design. Chapter 04 and Appendix A give the procedures.
	Task
	What changes in the target
	What safe looks like (program design)
	Controls it evidences

	Password reset
	Cloud-only users reset in Entra ID; synchronized users need password writeback to reach Active Directory
	Self-service first; a help-desk reset only after verification to policy; the new credential never sent to the requesting channel
	IA-5, IA-5(1)

	Account unlock
	Lockout may sit in Active Directory, Entra ID or both
	Self-service unlock where configured; help-desk unlock against a ticket, not a phone call alone
	AC-7, IA-5

	Authenticator reset or recovery
	Re-registration deletes the user’s methods; a Temporary Access Pass bootstraps the new one
	Treated as the highest-risk task on the desk: verification to the account’s risk tier, second approver for privileged accounts, notice to the account holder, alert on every reset
	IA-5, IA-12

	Provisioning a joiner
	Accounts originate from the HR event, not a request
	The account is created by the lifecycle workflow with derived entitlements; the help desk handles exceptions only
	AC-2

	Mover and leaver
	Access follows attribute changes; termination disables at the source
	Access re-derived on transfer; disablement driven by the personnel action, not a ticket someone remembers to raise
	AC-2, AC-2(3), PS-4, PS-5

	Group or application access
	Access is group-based and owner-approved
	The help desk executes an owner-approved change; it never decides one
	AC-2, AC-6

	Hybrid identity repair
	A synchronized account can lose its match with its cloud object
	A governance action with an identity-engineering approver, never a casual fix
	AC-2, CM-3


A few facts sit behind the table. Microsoft’s self-service password reset can write password changes back to on-premises Active Directory through Microsoft Entra Connect or cloud sync, and can be set to let users unlock their on-premises accounts without resetting their password.8 Writeback works for synchronized accounts using password hash synchronization, pass-through authentication or federation (an administrator’s reset of a federated user is the exception the program handles in on-premises AD, Chapter 03), and enforces the on-premises password policy at the moment of the reset.9 A Temporary Access Pass is a time-limited passcode, single-use or multi-use, that lets a user sign in and register a passwordless method; Microsoft notes that it “makes recovery easier when a user loses or forgets a strong authentication method,” and that Authentication Administrators can create one for members while only Privileged Authentication Administrators can create one for administrators.10 The control rows come from the SP 800-53 catalog: AC-2 requires approvals for account creation and alignment of account management with personnel termination and transfer, AC-2(3) requires disabling accounts that are no longer associated with a user, AC-7 governs lockout after invalid logon attempts, and PS-4 and PS-5 require revoking credentials on termination and reviewing access on transfer.7
The pattern in the right-hand columns is the program’s. Self-service and automation take the volume; the help desk handles what remains under a scoped, just-in-time role; and the highest-risk actions carry the most friction. Book 03, Chapter 08 builds the joiner, mover and leaver lifecycle the provisioning rows depend on.
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Every day-two request, whatever it is, has to answer the same three questions before anything changes.
1. Where does it go? Routing. The request is triaged and sent to the pipeline that matches the authority it needs.
1. Who may say yes? Authorization. The approver is the one the control requires, resolved from the organization’s authority model, and is never the requester.
1. What proves it happened? Evidence. The closing record carries the approval, the elevation, the change and a check that the change took.
The program answers them with a division of labor across three kinds of platform the agency already runs: the identity governance and administration (IGA) platform approves access decisions, the IT service management platform routes and tracks the work and approves routine support requests, and Entra ID is where the change is executed. The help desk performs only the residual manual action automation can’t reach, and never makes an access-governance decision on its own. That is program design, and it rests on the authority split Book 04, Chapter 06 already settles: requests are classified by the authority they need, from low-impact support through manager-approved and owner-governed access to governance actions that are never automated, and anything outside the help desk’s scope escalates.
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Every day-two request answers three questions on three platforms. The service management platform routes and tracks, the IGA platform approves access decisions, and Entra ID executes; the help desk performs only the residual manual step, and the closed ticket carries the evidence.
One control ties the model together, and the program treats it as unconditional. Admin consent to an application is approved through Book 04’s consent chain, which sets the approver by the application’s risk tier, and never by the help desk. The help desk triages and routes consent requests and application owners sponsor them; the identity governance office reviews every request, and a role holder there, not the approver, executes the grant. Book 04, Chapter 06 gives the consent chain, and Chapter 06 adds the check that matters most for a federal agency: whether the service at the other end is authorized to hold federal data at all.
Integrate what the platforms already ship
The program doesn’t ask an agency to build its own connectors. The platforms already ship most of the actions a help desk needs. ServiceNow’s Microsoft Entra ID Spoke, renamed from the Microsoft Azure Active Directory Spoke in December 2023, provides actions for user, group, application, license and password management, including revoking sign-in sessions, and for devices offers group membership and lookup only (Chapter 03).11 Where the agency runs ServiceNow, the program’s design integrates and customizes those actions into the help-desk model rather than reinventing them, so that most routine requests run as an integration action under a service identity and the help desk does only the steps no action covers. Chapter 03 maps each help-desk task to the action that can carry it.
Where a person does have to act, the role they act under is eligible, not active. Microsoft Entra Privileged Identity Management provides just-in-time, time-bound and approval-based role activation, can require MFA and a justification to activate, notifies on activation and keeps an audit history.12 Microsoft also recommends requiring phishing-resistant MFA for the Helpdesk Administrator, Authentication Administrator and Privileged Authentication Administrator roles, among others.13 Book 04, Chapter 08 builds the elevation pattern, and Chapter 04 applies it to the help desk.
[bookmark: _Toc00001182]No manual path, by design
Most of the workbook’s technical guidance offers two routes to the same end state: a manual one an operator can follow without the program’s tooling, and a governed one that adds automation and evidence. The help-desk model deliberately offers only the governed route. Its subject isn’t a configuration an operator could set by hand. It is the routing and approval model itself: who may approve what, and where the work is executed. There is no manual end state to split off, because the routing authority is the product. The residual manual steps the help desk does perform are still documented, task by task, in Chapter 04 and Appendix A.
The same reasoning explains why the program publishes its help-desk scripts as a reference implementation for review and adaptation rather than as a turnkey tool. The scripts are written against current Microsoft Graph PowerShell but not run against a live tenant, and every state-changing script honors -WhatIf. They belong inside the agency’s authorization boundary, with their inputs and outputs, and they are introduced in the chapters that use them.
[bookmark: _Toc00001183]How modernization quietly reverts
Reversion rarely looks like a decision. It looks like a sequence of reasonable exceptions.
· The emergency administrator account that never goes away. An account is kept with standing rights “until the help desk is comfortable,” and it becomes the way work gets done.
· The email that becomes the request. A request arrives by email, someone acts on it, and the email is the only record. Nothing checked that the sender was the account owner.
· The temporary password in the same inbox. A reset credential goes back to the channel that asked for it. If that mailbox is compromised, the reset hands over the account.
· The old console. A synchronized-account problem is fixed by editing the on-premises object directly, because that is the familiar tool, and the cloud side drifts.
· The script someone pasted. A requester supplies a command and an operator runs it with administrative rights. The requester is now the author of a tenant change and the operator is the execution engine.
None of these is visible on the day. Each shows up later as an unexplained privileged account, an access review with entitlements nobody can trace, or an assessment finding with no record behind it. The program’s position is that the cure isn’t more discipline at the desk. It is a model in which the governed path is also the easiest path: requests arrive as typed items, the approval is routed automatically, the change runs as an action, and the record writes itself. Chapter 12 rewrites the common as-found tasks as governed procedures.
[bookmark: _Toc00001184]Honest limits
· This is guidance, not policy. The verification procedure for resets, the risk tiers and the approval chains are the agency’s decisions. The program recommends that the CISO own the verification procedure; it doesn’t set it.
· Self-service doesn’t remove the help desk. It moves volume. Users without registered methods, devices or network access still call, and those are often the cases an attacker imitates.
· High friction has a cost. In-person or live-video verification is slow and expensive at scale. The program’s design spends that friction where the account’s risk justifies it, chiefly privileged and sensitive accounts, rather than on every reset.
· Hybrid estates stay hybrid for years. Many day-two tasks touch both Active Directory and Entra ID until the directory is retired, and the help desk has to be trained and scoped for both.
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1. Judge the modernization on day two. Ask how a reset, an unlock, a joiner and a leaver run under the new model before calling a wave complete.
1. Treat the authenticator reset as an account transfer. Put the verification procedure under the CISO, put the most friction on the most sensitive accounts, and alert on every reset.
1. Make the governed path the easy path. Requests routed by authority, approvals resolved automatically, changes executed by integration actions under just-in-time roles, and records produced as a side effect. Anything harder will be worked around.
Chapter 02 follows the same day-two work into compliance: why controls decay without operational automation, and the outline of the operating model the rest of this book builds.
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[bookmark: _Toc00001187]Chapter 02 — Day Two Is Where Compliance Lives or Dies
A control that is designed, deployed and then run by hand is compliant on the day it is assessed and a little less compliant with every request after.
[bookmark: _Toc00001188]In this chapter
Why compliance decays through routine operations rather than through dramatic failures, traced through the SP 800-53 controls that day-two work touches most. The three layers a control has to pass through before an assessor can rely on it: designed, deployed as code, and operated with an owner, a gate and an evidence feed. The program’s coordination contract, in which the service management platform coordinates the work and native tools make the change, with an honest note on what ServiceNow’s own products already cover. And the day-two operating model in outline, with a map of where each part is built in this book.
Chapter 01 argued that a modernized estate is judged at the help desk. This chapter makes the same argument from the other side of the desk: the authorization package. An authorization describes the system as it was assessed. The day after, the help desk resets a few hundred passwords, onboards a dozen people, changes group memberships, grants an application, and fixes a synchronization error. Every one of those changes touches a control. If each is routed, approved, executed under least privilege and recorded, the package stays true. If each is a portal click, the package ages with every click, and the next assessment finds the difference.
That is the sense in which day two is where compliance lives or dies. Controls are rarely defeated by an attack on the control itself. They erode through ordinary, well-meant work that leaves no record the control would recognize. The program’s answer isn’t more reviewers. It is to make the routine work produce its own evidence, so that operating the estate and proving the estate are the same activity.
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Two estates after the same go-live. Where day-two work is done by hand, each change erodes a control and evidence is assembled before the audit; where it is routed, gated and executed by automation, each change emits its record and the evidence is continuous.
[bookmark: _Toc00001189]Compliance decays through routine work
The controls that day-two work touches most are among the most frequently sampled in an assessment, and their text is specific about what has to be true. All of the following are in the moderate baseline of SP 800-53 release 5.2.0.1
	Control
	What the catalog asks
	How day-two work erodes it when done by hand

	AC-2, Account Management
	Approvals by defined roles for requests to create accounts; create, modify, disable and remove accounts according to policy; monitor account use; review accounts on a defined frequency; align account management with personnel termination and transfer
	An account created from an email has no approval the control recognizes; a leaver disabled only when someone remembers stays enabled

	AC-2(4), Automated Audit Actions
	Automatically audit account creation, modification, enabling, disabling and removal
	A change made outside the audited path, or recorded only in a reply, leaves the audit trail incomplete

	AC-6, Least Privilege
	Allow only the access necessary to accomplish assigned tasks
	Routine work done under standing global or portal administrator rights

	AC-6(9), Log Use of Privileged Functions
	Log the execution of privileged functions
	Privileged work done through an unlogged session or a pasted script

	IA-5, Authenticator Management
	Verify the identity of the person receiving an authenticator; procedures for lost or compromised authenticators; protect authenticator content from disclosure
	A reset on an unverified request; a temporary password sent to the requesting mailbox

	CM-3, Configuration Change Control
	Review and approve configuration-controlled changes; document decisions; retain records; monitor change activity
	A change with no change record, no before-and-after state and a “done” reply as its only trace

	CM-8, System Component Inventory
	An inventory that accurately reflects the system, includes all components, has no duplicate accounting, and is reviewed and updated
	A subscription or server stood up by hand that never reaches the inventory

	AU-9, Protection of Audit Information
	Protect audit information from unauthorized access, modification and deletion
	Logs written to a share that the administrators being audited can edit


None of these controls asks for automation in so many words, and that matters for an honest reading. At moderate, the catalog asks for automated support in specific places: AC-2(1) requires supporting account management with automated mechanisms, AC-2(4) requires automatic auditing of account actions, and CM-8(1) requires updating the inventory as part of installations and removals. Automated maintenance of the inventory’s currency and completeness, CM-8(2), is in the high baseline only, and automation support for monitoring, CA-7(6), is in none of the three baselines.2
So the program’s emphasis on automation isn’t a reading of the moderate baseline as demanding it everywhere. It is a design position about volume. A moderate system has to show, at every assessment and continuously in between, that every account approval, every authenticator issued, every privileged action and every component change met the control. At day-two volume, the program’s judgment is that people assembling that record by hand can’t keep up, and the record they produce is a reconstruction rather than evidence. Automation is how the moderate requirements stay true at the volume a real help desk runs.
What continuous monitoring asks for
CA-7, which every baseline includes, is where the decay becomes a compliance problem rather than a hygiene problem. It requires a system-level continuous monitoring strategy with defined metrics, defined frequencies for monitoring and for assessing control effectiveness, ongoing control assessments, correlation and analysis of what the assessments and monitoring produce, response actions to address the results, and reporting of the system’s security and privacy status at a defined frequency.1 NIST’s guideline on information security continuous monitoring, SP 800-137, describes the purpose as providing “visibility into organizational assets, awareness of threats and vulnerabilities, and visibility into the effectiveness of deployed security controls,” giving ongoing assurance that controls are aligned with the organization’s risk tolerance.3
Day-two work is the largest single input to that visibility. If a reset, a joiner or a group grant emits a record, the monitoring strategy can count, sample and assess it. If it doesn’t, the strategy is monitoring a system that changes every day through a channel it can’t see. Book 13, Chapter 01 sets out why point-in-time assessment against a constantly changing estate fails; this book is about the part of the change that runs through operations.
[bookmark: _Toc00001190]Designed, deployed, operated
A control has to pass through three layers before an assessor can rely on it, and the program’s guidance maps one body of work to each.
1. Designed. An architecture shows that a mechanism can implement the control, and the system security plan says the control is implemented. On its own this is a design assertion.
1. Deployed as code. The mechanism is applied to the estate from source, through a change-controlled pipeline, and emits evidence when it deploys. A closure that isn’t deployed as code and emits no evidence can’t be exercised by an assessor. A baseline no pipeline enforces doesn’t show CM-6, which asks for configuration settings to be implemented and changes to them monitored and controlled; a monitoring platform with no rules doesn’t show AU-6, which asks for audit records to be reviewed and analyzed for unusual activity.1
1. Operated. The deployed control has an owner, a change gate, a clock and an evidence feed. Drift becomes a task, the task gets an owner, the owner’s fix goes through an approval, and the closure produces evidence. A control that is configured but not run this way is, in the program’s phrase, a hope rather than an operating control: CM-3 isn’t satisfied by good intentions but by an approved, reviewable change record, and CA-7 isn’t satisfied by a dashboard nobody acts on.
Each layer depends on the one before and neither later layer re-closes a control the earlier one closed; that would double-count. The second layer makes a closure demonstrable; the third keeps it true. Day-two operations live in the third layer, and this book is mostly about it. Book 14, Chapter 04 sets the rule that no closure counts without its proof.
The deploy model
Three principles govern the second layer in the program’s design, and day-two operations inherit all three.
· Everything as code, applied through a pipeline. Landing zones, Conditional Access, data-protection policy, detection rules and playbooks are versioned files applied through a change-controlled pipeline, so the deployed state is reproducible, reviewable and comparable with its intended state. This is the precondition for CM-2 and CM-3 to mean much: CM-2 asks for a current baseline configuration maintained under configuration control, and a baseline that can’t be re-derived from source is hard to show as either.1
· In the boundary by construction. Every component that processes identity-attributed or behavioral telemetry runs inside the agency’s own authorized boundary, and every component a deployment depends on carries an authorization commensurate with the data it handles. The constraint is on where raw telemetry goes, not on whether it can be analyzed. Shipping it to an out-of-scope service for convenience recreates the flow the boundary forbids, as the agency’s own finding.
· Evidence-emitting by default. A deployment that produces no machine-readable evidence has done half the job. Every deployed mechanism writes to the evidence contract, the normalized record keyed on asset identity plus time that Book 12, Chapter 02 defines, so the continuous-monitoring pipeline can bind it to the control it supports.
Day-two work applies the same three rules to requests instead of deployments: the request is typed rather than free text, the execution happens inside the boundary through an approved path, and the closure emits evidence. Book 10, Chapter 07 shows the same discipline for provisioning a landing zone from a catalog request.
[bookmark: _Toc00001191]The coordination contract
The third layer needs a system of record: somewhere a request becomes a task with an owner, an approval trail, a clock and a link to the asset it touches. The program’s design divides the management plane in two to provide it.
1. Actuation is platform-native. Microsoft 365 is configured through Microsoft Graph, Conditional Access and its secure-baseline tooling; Azure through Azure Policy, Defender for Cloud and Update Manager; the other clouds and the agency’s own virtualization estate through their own native services. The coordination platform doesn’t patch a machine, flip a Conditional Access policy or rewrite a policy assignment as its main job.
1. Governance and evidence are unified. Every native surface reports its control state into one workflow-and-evidence system, so that there is a single compliance picture, a single approval trail and a single feed into the authorization package. The coordination platform orchestrates who acts, when, under what approval, and with what evidence.
The requirement is a contract, not a product. In the program’s design it has four properties, and a fifth guardrail holds throughout:
	Property
	What it means for day-two work

	Work routed to a named owner
	Every request and every drift finding becomes a task with an owner and a clock

	Change gated by an approval record
	The approval the control requires is recorded before the change, and the approver is never the requester

	Execution under a least-privilege service identity
	The platform reaches each surface through a scoped, auditable identity with only the permissions its role needs, never standing write over the estate it governs

	Machine-readable evidence emitted
	The request, approval, elevation, result and closing check become a record the authorization package can consume

	Guardrail: the configuration database reconciles to the authoritative inventory
	The service management platform’s configuration management database (CMDB) is a workflow projection of asset state, reconciled to the authoritative asset identity; it is depended on for routing and evidence, never for truth


The guardrail is what keeps coordination from becoming a second, competing inventory. CM-8 asks for an inventory that accurately reflects the system and includes no duplicate accounting of components.1 An estate with two inventories that disagree satisfies neither clause. A CMDB that drifts from the authoritative record is a reconciliation defect, not a new source of truth. Book 13, Chapter 03 sets the one-record rule, and Chapter 07 builds the reconciliation. Book 12, Chapter 07 shows why the inventory is the precondition for patching at scale.
ServiceNow as the reference platform, not a mandatory one
The program’s sources build the contract on ServiceNow, because many agencies already run their service desk, CMDB and governance-risk-compliance work there. The workbook names ServiceNow as the platform the sources describe, not as a requirement. An agency on a different stack can satisfy the same contract in either of two ways the program’s design recognizes:
· Another authorized workflow and configuration-database platform, re-targeting the catalog and the control mappings as data rather than redesigning the loop. Atlassian Government Cloud, for example, is listed on the FedRAMP Marketplace as FedRAMP Certified at Class C (Moderate).4
· A composed pipeline on tooling already inside the boundary, such as work items in an authorized source-control or DevOps service, routing through workflow automation, and security-monitoring automation rules that turn drift into tasks. This is acceptable if all four properties and the guardrail demonstrably hold, and it trades an integrated CMDB and compliance surface for assembly effort.
Substituting the platform changes none of the control claims. What supports CM-3 and CA-7 is the operated contract, not the vendor.
The boundary question
A reviewer is entitled to ask how a coordination platform sits relative to the boundary it coordinates. The FedRAMP Marketplace lists ServiceNow’s government offering as Government Community Cloud (F1305072116), FedRAMP Certified at Class D (High).4 (The sources call it “ServiceNow Government Cloud”; the Marketplace name is Government Community Cloud.) Many agencies operate the systems it would coordinate at Moderate.
The direction of that difference is conservative. In the release 5.2.0 baselines every control and enhancement in the moderate baseline is also in the high baseline,2 so the platform’s inheritable controls were assessed at or above the moderate bar. Customer-responsibility controls, including the instance’s configuration, the workflow design and the connectors, remain the agency’s either way. The program’s design is that the agency records this treatment explicitly in its own authorization, either as a documented decision to use a High-certified coordination platform against a moderate system or by choosing a Moderate-certified alternative. The coordination loop is the same either way. Certification status changes; check the Marketplace at procurement, as Book 10 explains.
The second boundary rule is about execution. Any call that reaches an agency surface, whether Microsoft Graph, a cloud management API or an address-management grid, runs through a connector inside the boundary so that credentials and execution stay there. In ServiceNow that connector is the MID Server, which ServiceNow describes as an intermediary between the network and the instance: administrators install it on hosts inside the network, and applications use it to communicate with systems in that network and transfer results back through the firewall.5 The service identity the connector uses carries only the read and task permissions its role needs, with any write scoped, logged and individually approved.
What the platform already ships
An honest account of the design has to say where the platform’s own products already cover part of it. ServiceNow sells a Continuous Authorization and Monitoring application that, in its documentation’s words, “employs the seven steps defined by the NIST Risk Management Framework,” with a workspace for continuously monitoring compliance with the framework; it is a separate subscription that requires activation.6 An agency that owns it already has a place for control assessments, plans of action and authorization tracking, and the program’s design should feed it rather than duplicate it. Chapter 11 sets the program’s own compliance application beside ServiceNow’s native products and treats the program’s design as one option among them.
[bookmark: _Toc00001192]The day-two operating rules
The program’s lifecycle rule applies to every operation in the estate: it originates with the source of truth, carries an authorization resolved from the authority model, executes under least privilege elevated just in time, closes with provenance, and emits verified evidence automatically. Book 13, Chapter 04 states the five clauses in full, and Book 14, Chapter 04 gives their compliance reading. This book adds the day-two reading.
1. Originate with the source of truth. An HR joiner, mover or leaver event for a person; the non-human identity registry for a service account; a governed request resolved against the authoritative record for everything else. An email is not a source of truth. The email opens a ticket, and the ticket resolves against the record.
1. Carry the authorization the control requires. The approval gate is a property of the control, not a workflow convenience. A password reset is identity-verified; a Conditional Access exception needs a security approver; a privileged group is time-bound and reviewed. Requester and approver are never the same person.
1. Execute under least privilege, elevated just in time. A scoped, time-boxed role activated at execution, with execution through the in-boundary connector. Never standing tenant or portal administrator rights for routine work. In Entra ID this is an eligible role assignment in Privileged Identity Management, activated for a limited time with MFA, a justification and, where configured, an approval, and recorded in its audit history.7
1. Close with provenance. The closing record carries the check that proves the state took, not a “done” reply.
1. Emit the evidence automatically. The request, approval, elevation, result and closing check become a change record reconciled to the authoritative asset identity, feeding attestation and continuous monitoring. No hand-compiled report.
If any of the five is missing, the program treats the operation as unauthorized by construction. The change to the estate may have been made correctly, but the finished action can’t be attested.
What changes for everyday tasks
The program’s runbook applies the rules to the tasks that most often arrive at a service desk in an ungoverned shape. The summary shows the pattern; Chapter 12 gives each task’s governed procedure.
	Task
	As found
	Under the operating rules

	Password reset
	Emailed request; standing admin; temporary password sent to the same mailbox
	Typed request against the identity record; verification to policy; just-in-time role; credential delivered on a separate channel; closing check

	Authenticator reset
	Emailed request; look up and click; “done” reply
	Treated as the highest-risk task: verification to the account’s risk tier, second approver for privileged accounts, alert on every reset

	Admin consent to an application
	One operator’s judgment that the permissions look reasonable
	Authorization status of the external service recorded before consent; scoped grant; approver distinct from requester

	Creating an account
	Ad hoc request; global admin; credentials emailed in clear text
	Provisioned from the HR joiner event with derived entitlements; Temporary Access Pass on a separate channel

	Running a script for a requester
	Requester’s pasted command run under admin rights
	Parameters, not commands: validated inputs to a pre-approved, version-controlled script; before-and-after state recorded

	Morning synchronization check
	Daily interactive logon to directory-sync hosts; errors pasted into an email
	Scheduled read-only probe; the report generated from its output; each error a tracked task

	Event-log handling
	Logs written to an administrative file share
	Logs forwarded to the central log platform, retained to policy, reviewed on a defined cadence

	Custom administrative roles
	One scoped role, everything else standing admin
	Every task under a scoped, just-in-time role with an enumerated permission set and a review cadence


Every “as found” row is a control eroded a click at a time. Every row on the right is the same task producing the evidence its control needs. No extra work is invented; the routine operation is routed through the path that makes it attestable.
[bookmark: _Toc00001193]Where the evidence goes
Day-two evidence has one destination: the agency’s own authorization. It feeds the system’s continuous monitoring strategy under CA-7, the plan of action and milestones when something fails, and the authorization package an authorizing official relies on. Book 14, Chapter 11 builds the package and its machine-readable form.
One correction to the sources belongs here. They describe day-two evidence as feeding FedRAMP’s Key Security Indicators. Those indicators bind cloud service providers, not agencies; Book 14, Chapter 01 explains the split. The agency’s day-two evidence supports the agency’s own monitoring and authorization. Where the agency’s records are organized along the same themes as the provider indicators, that is a convenience for reading them side by side, not a reporting obligation.
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The rest of this book builds the day-two operating model piece by piece. Its spine is the path a request takes: in through one front door, routed by the authority it needs, executed through a catalog item under a scoped identity, reconciled to the inventory, and closed into evidence. Around that path sit the automation that turns native control state into tasks, the people who run it, and the runbook and tests that prove it works.
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The day-two operating model as a path through this book: intake and routing, help-desk authority, the service catalogs and SaaS integration, the CMDB, control automation on each platform, attestation, and the runbook and validation, with the people who run day two alongside.
	Chapter
	The question it answers
	What it supplies to the model

	Chapter 03 — Intake, Triage and Routing
	How does a request get from an email to the right pipeline?
	One front door, classification by required authority, and the map of tasks to integration actions

	Chapter 04 — Help Desk Authority in Entra ID
	What may the help desk do, under which role, and which tasks carry the most risk?
	The authority model, eligible-not-active roles, and the high-risk task procedures

	Chapter 05 — The Service Catalogs
	What does a typed, control-mapped request look like for identity and for telephony?
	The help-desk and IT service management catalog, and the Teams telephony catalog

	Chapter 06 — SaaS Integration Governance
	How does a new SaaS integration get approved without leaking the boundary?
	The application gallery as a governed event, gated on a recorded authorization

	Chapter 07 — The CMDB and Asset Identity
	How does the configuration database know what exists without becoming a second source of truth?
	Discovery, reconciliation to authoritative asset identity, and the inventory join key

	Chapter 08 — Control Automation: Microsoft 365 and Azure
	How does configuration drift on the Microsoft clouds become owned work?
	Native posture and policy findings routed as tasks

	Chapter 09 — Control Automation: AWS and VMware
	How does the same loop run on AWS and the agency’s own virtualization estate?
	The same pattern on two more platforms

	Chapter 10 — Who Runs Day Two
	Who owns, approves and operates each part?
	Roles, decision rights and cadence for day-two operations

	Chapter 11 — Attestation, Evidence and the Compliance Application
	How do closures become control evidence an assessor accepts?
	Control tests, attestation, and the compliance application beside the platform’s native products

	Chapter 12 — The Day-Two Operator Runbook and Validation
	What does each everyday task look like when it is governed, and how do we prove the model works?
	The governed procedures and the validation tests

	Chapter 13 — Building Day-Two Automation In-House
	What can federal staff build on the platform the agency already owns when there is no funding for new products?
	The in-house build path, with AI-assisted development under a named reviewer and a sandbox-to-production route under change control


The model rests on decisions other books have already made. Book 13, Chapter 10 sets the tempo: routine remediation is a ticket that authorizes a machine, and the person’s role stops at approval. Book 01, Chapter 11 sets the actuation ladder, with gated actuation at L3 as the default ceiling. Book 04 sets the privileged-access model the help desk works within. This book applies them to the work that arrives at the desk every day.
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· This is program design, not a federal requirement. The three layers, the coordination contract and the operating rules are the program’s way of supporting the controls, and evidencing them, at day-two volume. The controls themselves are the requirement; other designs can meet them.
· Automation doesn’t remove judgment. Verification of a caller, approval of an exception and acceptance of residual risk stay with people. Automation removes the steps that don’t need judgment and records the ones that do.
· Some surfaces stay manual for a long time. Where no integration action or connector can reach a system, the work is a declared, approved, recorded session, as Book 13, Chapter 10 describes. That makes the gap visible and bounded, not cheap.
· The platform’s own products move. ServiceNow’s applications, certification status and integration actions change by release. Treat every product statement in this book as a dated observation and check it before it informs a plan.
[bookmark: _Toc00001196]What leadership should take from this
1. Measure compliance where the changes happen. Most changes to identity and configuration are day-two requests. A monitoring strategy that can’t see them is monitoring a different system from the one in production.
1. Fund the third layer. A designed and deployed control still decays without an owner, a gate, a clock and an evidence feed. That operating capability is the real cost of staying compliant, and it is mostly automation, not headcount.
1. Buy the contract, not the product. Whatever platform coordinates the work has to route to an owner, gate change with an approval record, execute under least privilege, emit machine-readable evidence, and reconcile its inventory to the authoritative one.
Chapter 03 starts building the model at its front door: how a request is taken in, triaged and routed.
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[bookmark: _Toc00001198]Chapter 03 — Intake, Triage and Routing
A help desk that decides what to do from whoever happened to email it has no authority model at all; one that triages every request by the authority it needs can show, for any change, who asked, who approved, who acted and what proves it.
[bookmark: _Toc00001199]In this chapter
How requests come in and how every source is funneled into one triage queue. How triage classifies a request by the authority the task needs, and how that class routes it to the ITSM pipeline, the identity-governance pipeline or escalation. Who executes and who approves, what the executor checks before acting, and how the person is verified before a password reset, an MFA reset or an account recovery. Then the evidence each ticket must leave, and how a new request type is described and wired in.
Book 04, Chapter 06 settled who decides access and set out the authority split: A0 to A3, plus out of scope. That chapter is the governance half. This one is the operations half, the day-two mechanics that make the split real. It covers how a request actually arrives, who looks at it first, how it reaches the right approver, what the help desk technician checks before touching the tenant, and what is left behind when the ticket closes.
These mechanics are where modernization is tested (Chapter 01). An estate with a clean role model and a well-built governance platform still reverts if the cloud services team keeps answering email, if a manager’s “please just do it” counts as approval, or if a caller who sounds right gets an MFA reset. The rules below are the program’s design unless a footnote says otherwise. The platforms named are the ones the program’s sources describe: ServiceNow as the ITSM platform, an identity governance and administration (IGA) platform for access decisions, and Microsoft Entra ID as the place the change lands. None is endorsed, and Microsoft Entra ID Governance can fill the IGA role (Book 04, Chapter 09).
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Every source of work lands in one triage queue, is classified by the authority the task needs, and is routed to the ITSM pipeline, the IGA pipeline or escalation.
[bookmark: _Toc00001200]One front door
The program’s operating rule is that nothing is handled as ad hoc email to the cloud services team. Every request is triaged inside the ITSM platform first and then routed by the authority the task requires. Cloud services is the escalation tier above the help desk, for work the help desk and automation can’t do. It isn’t a second intake queue.
Work arrives from four kinds of source, and the design gives each one the same destination.
	Source
	Example
	How it reaches the queue

	Self-service
	A user reports a OneDrive sync failure; a manager requests a license
	Catalog item in the ITSM portal, auto-assigned to triage

	Email
	A user writes to the cloud services mailbox
	Mail-flow rule to the ITSM inbound address; inbound email processing creates the record

	The IGA platform
	Approved access the IGA connector can’t provision; a certification revocation; a provisioning or license failure
	The IGA platform’s ITSM integration raises a request item and task

	Monitoring
	Repeated sign-in failures to one application from one user or group
	An alert rule fires a webhook that opens an incident


A fifth source, notifications that appear to come from Microsoft, arrives by email but is treated differently at triage, as the next section explains.
The front door has to be usable by everyone it serves. The Revised 508 Standards apply to help desks: “ICT support services including, but not limited to, help desks, call centers, training services, and automated self-service technical support, shall conform to 603,” which requires that support “accommodate the communication needs of individuals with disabilities.”1 A catalog item is a form, and agency forms are covered too.1 If the agency stands up the self-service portal as an intranet site, the 21st Century IDEA Act also asks, “to the greatest extent practicable,” that any intranet established after December 20, 2018 meet the Act’s website criteria.2 And OMB asks agencies to train help-desk staff on “assisting employees who use assistive technologies and identifying and troubleshooting reported ICT accessibility issues.”3
Redirecting the mailbox
The first mechanism moves the team mailbox’s traffic into the ITSM platform. In Exchange Online this is a mail-flow (transport) rule whose condition is the recipient and whose action sends the message to the address tied to the ServiceNow email account. The choice of action matters. BlindCopyTo adds a recipient in the Bcc field, so the original mailbox still receives the message and people can keep working from it; RedirectMessageTo redirects the message to the specified recipients instead.4 A single front door needs the redirect. A copy leaves two queues.
A transport rule also has a mode. In Audit mode, the actions the rule would have taken are written to the message tracking log and nothing that affects delivery happens; Enforce, the default, takes every action.4 That gives a safe pilot: run the rule in audit mode, compare what it would have redirected with what the team actually received, and only then enforce it.
[bookmark: _Toc00001201]Illustrative, not tested against a production tenant
The commands below are examples for review and adaptation. They haven’t been validated against a live tenant. Run the read-only command first, create the rule in audit mode, and pilot it with the mailbox owner before enforcing it. A transport rule changes mail flow for everyone who writes to the address.
# Read-only: list existing mail-flow rules that already mention the mailbox.
Get-TransportRule | Where-Object { $_.SentTo -match 'cloud-services' } |
    Format-List Name, State, Mode, SentTo, BlindCopyTo, RedirectMessageTo

# Illustrative: redirect intake to the ServiceNow inbound address, audit mode first.
# CONFIGURE both addresses before use.
New-TransportRule -Name 'Route cloud services intake to ITSM' `
    -SentTo 'cloud-services@agency.gov' `
    -RedirectMessageTo 'itsm-inbound@agency.gov' `
    -Mode Audit
On the ServiceNow side, each incoming email is classified as a forward, a reply or new, and inbound email actions use conditions and scripts to create or update records much as business rules do. By default an email without a recognizable watermark creates an incident, and one carrying an existing record’s watermark updates that record. Inbound email flows built with Flow Designer triggers take priority over inbound email actions, so an instance that has both must decide which one owns the triage mailbox.5 The program’s configuration sends new mail to a triage record with the assignee left blank, so nobody owns it until triage assigns it.
Email filters run before any of this. A filter either marks a message ignored, in which case it is saved but not processed, or moves it to a mailbox such as Junk; the defaults skip calendar responses and move mail whose sender equals the instance’s own address to Junk, which is what stops mail loops.6
The last piece is a reroute rule, a ServiceNow business rule that catches any ticket assigned directly to cloud services without passing triage and sends it back. Without it, the old habit of addressing work to the team that will “just do it” survives the redirect.
	Artifact
	Where it lives
	Purpose

	Mail-flow rule
	Exchange Online
	Redirect the team mailbox to the ITSM inbound address

	Email account
	ITSM platform
	Connect the inbound mailbox

	Email filters
	ITSM platform
	Drop loops and junk before processing

	Inbound email action or flow
	ITSM platform
	Create the triage record, assignee blank

	Reroute business rule
	ITSM platform
	Pull tickets assigned straight to cloud services back to triage

	Triage classifier
	ITSM flow or a script
	Set the authority class

	Approval subflows
	ITSM flows
	Manager, owner or IGO approval, with a due date

	Connector actions
	ITSM integration platform
	Execute covered tasks without a person at a console


[bookmark: _Toc00001202]Triage by required authority
Triage asks one question: what authority does this task need? Who received the request, how urgent the requester says it is, and how senior they are don’t change the answer. The classes are the ones Book 04, Chapter 06 defines, summarized here with the triage test that puts a request in each.
	Class
	The triage test
	Pipeline

	A0
	No access change: a cloud-only password reset after verification, a sign-in or audit log lookup, a client-side fix
	ITSM

	A1
	Changes to the requester’s own account or entitlements: an MFA method reset, a license, a profile attribute
	ITSM; the service desk supervisor or the requester’s manager approves

	A2
	Access governed by an owner: application access, group creation and ownership, a certification revocation, a joiner or leaver
	IGA; the approver the application’s risk tier sets decides: business approver (R3), application owner (R2), application owner then the identity governance office (R1) (a joiner or leaver instead follows the lifecycle gate in Chapter 05)

	A3
	Governance actions: admin consent, an ImmutableID hard-match repair, anything arriving as a Microsoft notification
	IGA; the approvers its task names (the IGO approves an ImmutableID repair and, above the lowest risk tier (R3), admin consent, and reviews every consent request); never automated

	Out of scope
	Conditional Access, directory roles, service principals and app registrations
	Escalated to security or identity engineering


The program’s triage checks run in a fixed order, because the first match wins and the early checks catch the dangerous cases.
1. Does the message claim to come from Microsoft? Force it to A3, escalate only.
1. Does the target hold a directory role, or is the task on the out-of-scope list? Escalate. A help desk role that can reset a non-administrator can’t safely reset an administrator, and Chapter 04 shows which Entra roles can act on whom.
1. Is it a governance action? A3.
1. Does it change who can reach what? A2.
1. Does it change only the requester’s own account? A1.
1. Otherwise A0.
Notifications that claim to come from Microsoft
Microsoft sends real administrative email: consent requests, risk alerts, Privileged Identity Management (PIM) notices, service health. The trouble is that attackers send look-alikes, and a technician with an elevated role who follows a “Review permissions” link can execute a consent grant. The program’s rule is that nothing is approved, denied or changed on the strength of an email.
The source guidance told technicians to confirm the sender is exactly MSSecurity-noreply@microsoft.com. That is the documented sender for PIM notifications,7 but it isn’t the only one. Microsoft’s operations guide names azure-noreply@microsoft.com for access reviews, Connect Health, ID Protection and application certificate and provisioning notices,8 and self-service password reset notices come from yet other addresses, with separate ones for Azure for US Government.9 A sender check is a quick way to spot an obvious fake, not proof that a message is genuine. The check that counts is the tenant itself: open the Entra audit log, find the event the email describes, and match it to an approved ticket.
	Notification
	Help desk action
	Escalation

	Admin consent request
	Triage and record. Never approve from the email
	Application owner, then the IGO (Book 04, Chapter 06)

	Sign-in risk alert
	Check the sign-in log; if compromise is likely, place the account on hold
	Security operations and the service desk supervisor

	Identity Protection detection
	Record it. Don’t change risk policies
	Security operations or identity engineering

	Service health
	Correlate with open tickets and add a known-issue note; every provider’s notices are owned and closed as Chapter 14 describes
	Help desk supervisor

	An audit-log entry showing a consent, role assignment or access grant with no approved ticket behind it
	Record and escalate immediately. Don’t remediate without direction
	The IGO and the security operations center


Book 04, Chapter 06 sets the clocks for this lane: verify within four business hours and escalate within an hour if the event can’t be matched to an approved ticket.
[bookmark: _Toc00001203]Routing: two pipelines and an escalation lane
The class decides the pipeline, and the pipeline decides who sees the approval.
The ITSM pipeline (A0 and A1). A ServiceNow flow asks the requester’s manager for approval, then executes. The flow action that does this, Ask for Approval, sends a sign-off request for a record and tracks the result, and a due date on the approval stops the flow waiting forever by approving, rejecting or canceling automatically when nobody responds.10 The program sets the due-date outcome to reject or cancel, never approve, so silence can’t grant access. A0 tasks that need no approval, such as reading a sign-in log, run straight to execution.
The IGA pipeline (A2 and A3). The IGA platform owns the access decision and the certification. The requester submits in the IGA portal; the approval chain follows the application’s risk tier: for R3 (low-risk) access the business approver decides, for R2 (moderate-risk) access the application owner decides, and for R1 (high-risk) access the application owner decides and then the identity governance office approves as a second stage (Book 04, Chapter 06). The IGO also approves ImmutableID changes and admin consent through the Book 04 consent chain. On approval the IGA platform provisions through its Entra connector where the connector has write access to the target. Where it doesn’t, most often for enterprise application role assignments, the IGA platform’s ITSM integration raises a request item and a task for the residual manual step. The help desk sees nothing of this pipeline until that task arrives, and it never processes IGA portal submissions or approvals itself.
The escalation lane (out of scope). These tickets go to security, identity engineering or the change advisory board. The help desk records what it found and doesn’t execute.
Prefer the connector, and check what it actually covers
Execution prefers automation. Where a connector action exists, the ticket authorizes the machine and the person’s role stops at approval, the shape Book 13, Chapter 10 sets as the default. For Entra ID tasks, ServiceNow ships the Microsoft Entra ID spoke, formerly the Microsoft Azure Active Directory spoke. It covers ten action categories: audit logs, group, license, application, device, organization, user authentication, service principal, password and user management. It requires an Integration Hub subscription, and it authenticates through a custom app registered in the agency’s tenant that obtains OAuth 2.0 tokens for Microsoft Graph, using delegated permissions with the authorization code grant or application permissions with client credentials.11
The source crosswalk mapped more tasks to the spoke than its documentation supports. Checked against ServiceNow’s current spoke page, the picture is this:
	Task
	Class
	What the spoke documents
	Execution in the program

	Password reset, cloud-only user
	A0
	Reset Password, for users created in Entra ID only; it doesn’t reset federated users
	Connector action after verification

	Password reset, synced user
	A0
	Not covered
	Help desk, from the Entra admin center with password writeback, or in on-premises AD

	Sign-in or audit log lookup
	A0
	Audit log actions
	Connector action, read-only

	MFA or authentication-method reset
	A1
	No action. The user authentication category lists only Revoke User SignIn Sessions
	Help desk task, after verification

	License assign or remove
	A1
	Assign User License, Remove User License
	Connector action

	User enable, disable, update
	A1 or A2
	Enable User, Disable User, Update User
	Connector action; joiners and leavers through the lifecycle workflow (Book 03, Chapter 08)

	Group membership, group creation, owners
	A1 or A2
	Add or remove user, create security group, add or remove owner
	Connector action

	Enterprise application access
	A2
	Create and Delete Application Assignment; the page doesn’t say whether these handle group-to-app-role assignment
	Connector for group membership; help desk task for the app-role binding until a pilot proves the action

	Device actions
	A2 or out of scope
	Group membership for devices only; no enable, disable or delete
	Device team

	ImmutableID hard-match repair
	A3
	Not covered
	Identity engineering, not the help desk: usually fixed in AD (mS-DS-ConsistencyGuid), after two approvals (Chapter 04)

	Admin consent
	A3
	Not covered
	An IGO office role holder who isn’t the approver, never automated

	Conditional Access, directory roles, service principals
	Out of scope
	Service principal actions exist; the program keeps them manual
	Security or identity engineering


Two corrections to the source matter for configuration. First, the source said reset, change-password and session-revocation actions can’t run with application permissions. Today’s documentation says Reset Password accepts the application permission User-PasswordProfile.ReadWrite.All, while Change Password and the user-management Revoke User SignIn Sessions action support only delegated work or school permissions.11 The connection type therefore decides which of those actions work. Second, an MFA reset has no spoke action, so it stays a person’s task, and that makes the verification step later in this chapter the control that matters. Coverage changes between releases, so validate the crosswalk against the installed spoke.
For synced users the reset path also needs care. Microsoft documents that an administrator can reset an on-premises-mastered user’s password only with password writeback turned on and the user’s domain managed; that page doesn’t support federated domains, and the reset has to happen in on-premises AD.12 Microsoft’s writeback article is broader: a reset made in the Entra admin center writes back for federated or password-hash-synchronized users, but one made in the Microsoft 365 admin center doesn’t, which leaves the cloud and on-premises passwords out of step.13 Because the two pages differ on federation, the program has the technician reset a federated user’s password in on-premises AD, and uses the Entra admin center only for password-hash-synchronized users on a managed domain. Appendix A names the admin center to use.
[bookmark: _Toc00001204]Who executes and who approves
The rule underneath every pipeline is that the team executes and a manager or owner approves. The help desk and cloud services have no approval authority of their own over access; the one approver inside the desk is the service desk supervisor, for routine credential work only (Chapter 10). The requester never approves, and the approver isn’t the executor. SP 800-53’s AC-5 asks organizations to identify the duties that must be separated and to define access authorizations that support the separation;14 the ticket flow is where the program enforces it. Entra ID enforces part of it natively, since PIM approvers can’t approve their own activation requests.15
Approval also follows the resolution, not the symptom. A OneDrive sync ticket shows the pattern: the same ticket can need no approval or two, depending on what the fix turns out to be.
	Resolution
	Approval
	Approver
	Executor proceeds after

	Client-side fix: sign out and in, reset or reinstall the client
	None
	—
	Ticket assigned

	License assignment or change
	Yes
	Departmental owner or manager
	Approval recorded; scoped role activated

	Storage provisioning trigger
	Yes
	Departmental owner or manager
	Approval recorded

	MFA reset to break an authentication loop
	Yes
	The service desk supervisor or the requester’s manager, after identity verification
	Approval and verification recorded; authentication role activated

	ImmutableID repair
	Yes, two-stage
	Identity engineering lead and the IGO
	Both approvals recorded; the fix made in AD, or in the cloud by a role that can write onPremisesImmutableId (not Hybrid Identity Administrator)

	Conditional Access exception or change
	Escalate
	The security office (acting as the security approver) and the IGO, through the change advisory board
	The help desk records and escalates; it doesn’t execute


When a fix turns out to need approval, the technician raises an approval task to the right approver and sets the ticket to pending approval. The ticket returns to the queue when the approver acts.
Before acting
The executor checks three things and puts the ticket on hold if any is missing:
1. Every approval stage shows approved. If a stage is pending, returned or incomplete, the executor waits. The help desk doesn’t contact approvers to hurry them.
1. The task is in the executor’s queue, assigned. New, pending-approval and on-hold tickets aren’t ready.
1. The ticket carries what the action needs: the approval chain with names and timestamps, the requester and their user principal name, the target application or object, the authority class and risk tier, and the specific action required.
A gap goes to the service desk supervisor or the IGA team, not around them. Urgency doesn’t change the rule. An ad hoc fix made outside the workflow, whoever asked for it, is a policy violation the next audit will find. If a request is genuinely urgent, the supervisor invokes the emergency change process inside the ITSM platform, so even the emergency leaves a ticket.
[bookmark: _Toc00001205]Verify the person before a sensitive action
Approval answers “should this be done?” It doesn’t answer “is this caller the person the account belongs to?” A manager’s approval of an MFA reset is worthless if the person on the phone is an attacker who has also emailed the manager. Password resets, MFA resets, Temporary Access Passes and account recovery all need the second answer, and the help desk is where attackers go to get it.
The threat is documented. CISA’s advisory on the Scattered Spider group, revised in July 2025, describes actors who posed as employees to convince IT and help desk staff to reset passwords and move MFA to devices the actors controlled, and who earlier posed as IT staff to get employees to read out one-time codes. Its mitigation is phishing-resistant MFA, such as FIDO/WebAuthn or PKI-based authenticators, for all services to the extent possible.16
NIST SP 800-63B-4, final in July 2025, is the federal reference for what a sound process looks like.17
· It names the risk. Where authenticator recovery is human-assisted, social engineering attacks also pose risks. Its threat tables give the examples of an attacker masquerading as a system administrator by phone and an insider such as a customer support representative colluding with an attacker. One of the listed mitigations is to avoid authenticators that present a social engineering risk to third parties such as customer service agents.
· It separates replacement from recovery. Replacing a forgotten password for a user who can still authenticate with another authenticator is binding a new authenticator, not recovery, and the binding has to be done at the maximum assurance level available in the account (Sec. 4.1.2.1 and 4.2).
· It sets what recovery may rely on (Sec. 4.2). The methods are saved recovery codes, issued recovery codes, recovery contacts and repeated identity proofing. At AAL2 recovery requires two recovery codes obtained by different methods, or one recovery code plus a single-factor authenticator already bound to the account, or repeated identity proofing. Recovery at AAL3 for an account proofed at IAL3 adds a biometric comparison against the sample collected at enrollment.
· It requires a notice. In all cases, account recovery must cause a notification to the subscriber or their designee (Sec. 4.2.3), with clear instructions and contact information in case the person repudiates the event (Sec. 4.6).
· It defines phishing resistance. Phishing, which earlier editions called verifier impersonation, is defeated only when the authentication protocol itself keeps secrets from an impostor verifier without relying on the claimant’s vigilance. That requires cryptographic authentication, and authenticators that make the user type an output, such as one-time passwords and out-of-band codes, don’t qualify (Sec. 3.2.5). Federal agencies must require their staff, contractors and partners to use phishing-resistant authentication to access federal information systems, and verifiers at AAL2 must offer at least one phishing-resistant option (Sec. 2.2.2).
SP 800-53 makes the same point as a control. IA-5 asks the organization to verify the identity of the individual receiving an authenticator as part of initial distribution, and to establish and carry out procedures for lost, compromised or damaged authenticators.14 A help desk reset is that procedure.
Microsoft’s guidance runs the same way. Its verified help desk pattern says personal information and knowledge-based questions are no match for attackers who use phishing, social engineering and AI voice cloning, and it describes two patterns: have users authenticate with their existing phishing-resistant credentials before the help desk acts, and, for total loss, verify the person with Microsoft Entra Verified ID and Face Check before the service desk issues a Temporary Access Pass or resets anything.18 Entra ID account recovery turns the second pattern into a product feature. A user who has lost every method is verified by a third-party identity verification provider using a government-issued document and a liveness check, presents the resulting Verified ID, is matched against their Entra profile, by first and last name unless a custom extension checks more, and receives a Temporary Access Pass to register new methods.19 Microsoft announced it generally available in May 2026.20 It needs Entra ID P1 and a Face Check license,21 and Verified ID has been supported in GCC, not GCC High, since September 2025.20 Confirm availability in the agency’s cloud and review the identity verification provider’s privacy terms with the privacy office before relying on it.
The Temporary Access Pass deserves its own care, because it is the credential a recovery hands over. Authentication Administrators can create one for members but not for administrators; Privileged Authentication Administrators can create one for administrators too. The policy sets lifetimes between 10 minutes and 30 days and can force every pass to be one-time use, and the pass’s value is shown once, when it’s created.22
The program turns all this into a verification ladder. The ladder is a CISO decision, not a help desk one (Book 01, Chapter 09), and the values below are program defaults.
	Situation
	Verification the program accepts
	Then

	The user can still sign in with a phishing-resistant method (a passkey or PIV)
	The user raises or confirms the ticket from an authenticated session
	Reset or bind the new method; no help desk judgment about identity needed

	The user can sign in with a weaker method only
	An authenticated session plus a second check the CISO approves, such as a video call matched against the badge photo
	Bind a phishing-resistant method as part of the fix

	The user has lost every method
	Identity proofing: Entra account recovery where available, or in-person verification against a PIV card or government ID
	One-time Temporary Access Pass with a short lifetime, handed over in the session

	The target holds a directory role
	None at the help desk
	Escalate to the role holders who can act on administrators

	Anything else
	Not accepted
	Email alone, caller ID, a callback to a number the caller supplies, knowledge questions and a manager’s say-so don’t verify anyone


Every reset and recovery then triggers a notice to the user through a channel other than the one just recovered, so a victim learns of a reset they didn’t ask for. The ticket records which rung of the ladder was used. It never records the evidence itself: no document numbers, no photos, no dates of birth. Keeping personal data out of operational records is the minimization that Book 14, Chapter 08 expects of every system.
Each rung needs an accessible way through it. By the program’s design, a video call offers captioning or a sign language interpreter to a user who is deaf or hard of hearing, and the help desk takes calls made through the telecommunications relay service, which M-24-08 asks agencies to explain in their accessibility statements.23 A one-time pass used to register a passwordless method has to be used within 10 minutes of signing in, a limit that doesn’t apply to a multi-use pass,24 and ten minutes can be too short for someone working with a screen reader or switch access. The help desk also stays on the session until the new method is registered, and the CISO’s ladder says when a multi-use pass with a longer lifetime may be issued as an accommodation. Book 18, Chapter 06 covers accessible sign-in and recovery more fully.
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Before a sensitive action the executor checks the ticket, verifies the person, activates the eligible role, makes and re-reads the change, notifies the user and closes the ticket with its evidence.
[bookmark: _Toc00001206]The evidence each ticket leaves
A ticket that closes with “done” is an assertion. Book 13, Chapter 10 makes the ticket’s status a view of the record, not a substitute for it, and Book 12, Chapter 02 requires every piece of evidence to carry the asset’s identity and a time. For the help desk that means three records that have to agree: the closed ticket records the decision, the PIM activation records the privilege, and the Entra audit log records the change. CM-3 asks for this shape, with documented change decisions and retained records of configuration-controlled changes.14
Before a ticket can close it carries:
	Field
	Why

	Requester, user principal name and the request as submitted
	Who asked, and for what

	Authority class and the triage outcome
	Why it took this pipeline

	Approval chain with names and timestamps
	Who decided, and that they weren’t the requester or executor

	Verification rung used, for resets and recovery
	That the person was proven, without storing personal data

	PIM activation, with its justification and ticket number
	Which privilege was used, when, and for how long

	The action taken, object IDs, group, application and app role
	What changed, by identifier rather than by display name

	Entra audit-log reference and the re-read result
	That the change happened and the object now matches the request

	User notification sent, for resets and recovery
	That the account owner was told

	Resolution summary and time closed
	How it ended


The program’s rule is that the ticket closes within an hour of the change (Book 04, Chapter 06), and a supervisor returns any ticket closed without these fields. When a resolution changed a license or a provisioning state, the executor updates the IGA platform too, so the two systems don’t disagree about who has what, and then ends the PIM session rather than letting it run out.
What Entra ID enforces, and what the program has to build
PIM can require a justification, a ticket number and approval on activation. The ticket number is an information-only field, though: Microsoft says correlation with information in any ticketing system isn’t enforced.25 The source guidance said activations whose justification lacked a valid ticket number were automatically flagged within 24 hours. That only happens if the program builds it. The design is a detection rule in the SIEM that compares each activation’s ticket number with the ITSM platform’s assigned tickets and opens a finding when there is no match, owned by identity engineering and reported to the IGO.
Retention needs the same attention. Entra ID keeps audit and sign-in logs for 30 days on P1 or P2 and seven days on the free tier,26 far shorter than any audit cycle, so the logs are forwarded to the agency’s SIEM and kept to the logging policy in Book 12, Chapter 03. Help desk access to those logs is read-only and limited to triage inside an open ticket. The help desk doesn’t export, copy, delete or change audit data.
The service desk supervisor reports these conditions to the IGO within one business day of finding them:
· a PIM activation with no valid, assigned ticket behind it;
· an Entra change found afterward with no approved ticket;
· an attempt to perform an action outside the help desk’s authority;
· an admin consent grant executed by a help desk account;
· audit data shared, copied or exported outside approved systems.
Service levels
The program sets acknowledgement and resolution targets by priority. They are program defaults, and an external clock such as an incident notification deadline overrides them when it is shorter.

	Priority
	Examples
	Acknowledge
	Resolve
	Supervisor alerted

	1, critical
	Security-related or IGO-directed
	15 minutes
	4 hours
	At half the resolution window

	2, high
	Certification revocation, ImmutableID repair
	1 hour
	8 business hours
	At 6 hours

	3, normal
	Enterprise application assignment, MFA reset
	4 hours
	3 business days
	On day 2

	4, low
	OneDrive sync, provisioning trigger
	8 hours
	5 business days
	On day 4



Chapter 10 assigns who watches the backlog.
[bookmark: _Toc00001207]Describing, changing and adding a request type
A request type is fully described by one row of a flow definition table. Building it means wiring that row into the mechanisms above.
	Field
	Meaning
	Example

	Task type
	Short name
	enterprise-app-access

	Intake match
	Catalog item, or the email filter or inbound condition
	Catalog item “Application access”, or subject matching “access to”

	Authority
	A0 to A3, or out of scope
	A2

	Approver
	Who owns the decision
	By risk tier: business approver (R3); application owner (R2); application owner, then the identity governance office (R1)

	Verification
	The ladder rung required, if any
	None; the requester is authenticated in the portal

	Pipeline
	ITSM or IGA
	IGA

	Execution
	Connector action, residual task or escalation
	IGA connector; help desk task for the app-role binding

	Evidence
	Fields beyond the standard set
	App role, group object ID

	Service level
	Priority and escalation
	Priority 3


To add a request type: define the row; add the catalog item or the intake condition; set the authority class in the triage classifier; clone the approval subflow and set the approver and a due date that rejects; wire the execution to a connector action, a task or the IGA platform; then test it end to end with a sample request and confirm that the ticket, the PIM activation and the audit log agree. To change one, change the row, then the one mechanism the change touches, and run the same test.
A worked example
A user emails the cloud services mailbox: “I need access to the payroll application.” The transport rule redirects the message, and inbound processing creates a triage record with no assignee. Triage classifies it A2, because it changes who can reach an owner-governed application, and replies with a link to the IGA request so the user submits it from an authenticated session. Payroll is a high-risk application, so the application owner approves and the identity governance office then approves as the second stage. The IGA connector adds the user to the application’s access group. The group is already bound to the right app role, so nothing is left for a person, and the request closes in the IGA platform with the audit-log reference attached. Had the group not yet been bound, the IGA platform would have raised a task. The help desk would then have checked the three preconditions, activated its scoped assignment role in PIM citing the ticket, bound the group, re-read the assignment and closed the ticket with the object IDs.
Nobody in that chain decided anything outside their authority, and every step left a record someone else can check. That is what Chapter 04 builds into the Entra role model.
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· One front door: redirect the team mailbox, use filters to stop loops, and reroute anything that bypasses triage.
· Triage by the authority the task needs, in a fixed order that catches Microsoft look-alikes and privileged targets first.
· The class picks the pipeline: ITSM for A0 and A1, IGA for A2 and A3, escalation for the rest. Prefer connector actions, but check what the connector documents, because MFA resets and synced-user resets aren’t on it.
· The team executes and a manager or owner approves. Approval isn’t identity verification, and the help desk verifies the person by a phishing-resistant sign-in or identity proofing, never by what a caller knows or says.
· A ticket closes with its evidence, and the PIM-to-ticket correlation Entra ID doesn’t enforce is one the program has to build.
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[bookmark: _Toc00001210]Chapter 04 — Help Desk Authority in Entra ID
A help desk is safe in Entra ID when the role it holds, not the caller on the line, decides whose account it can change, and when the changes that could hand an account to a stranger need two people besides the one making them.
[bookmark: _Toc00001211]In this chapter
The five built-in roles that cover most help desk identity work, what each can do, and whose credentials each can act on, with the corrections that Microsoft’s documentation forces on the older help desk design. How administrative units and restricted management units narrow those roles, and how the roles reach technicians through role-assignable groups and Privileged Identity Management (PIM). How to recover a user who has lost a sign-in method, with Temporary Access Pass and MFA re-registration, measured against NIST’s account recovery rules. Last, the high-risk tasks, why each needs a second approver, and the evidence every action leaves behind.
In Active Directory, help desk authority was a property of the tree. The help desk group got password-reset rights on an organizational unit, and every account placed in that OU was in scope. Nobody had to think about whose password could be reset, because the OU answered the question.
Microsoft Entra ID answers it differently, and the answer has three parts. The role decides what a technician can do. The target decides whether the role applies: most help desk roles can act only on users who hold no administrative role, or a short list of limited ones. The scope narrows the population further, to an administrative unit. A help desk design that gets any of the three wrong either can’t do its job or can do far more than it should.
Chapter 03 routed each request by the authority it needs. This chapter defines that authority inside Entra ID. Book 04 owns the privileged-access model the help desk sits inside, and Book 02, Chapter 05 owns the administrative-unit design; this chapter applies both to the help desk and doesn’t restate them. Appendix A gives the task-by-task reference.
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The role that may act on a user’s credentials depends on what the target holds: the help desk acts on users with no admin role, identity engineering on limited admins, and only Tier 0 holders on privileged or protected accounts.
[bookmark: _Toc00001212]The built-in roles that fit help desk work
Microsoft Entra ID has no single “help desk” role that covers everything a help desk does, and the older design this chapter replaces was right about that. It was wrong about the details, and the details are where the risk sits. Five built-in roles carry most of the identity work. All five carry Microsoft’s privileged label.1
	Role
	What it adds
	Whose credentials it can act on (tenant scope)
	Book 04 tier

	Password Administrator
	Reset passwords; nothing else of note1
	Users with no admin role, Directory Readers, Guest Inviter, Password Administrator2
	Tier 2

	Helpdesk Administrator
	Reset passwords, invalidate refresh tokens, manage service requests, monitor service health2
	The Password Administrator set plus Helpdesk Administrator, Message Center Reader, Reports Reader and a few reader roles2
	Tier 2

	Authentication Administrator
	Set, reset and delete authentication methods (including passwords); require re-registration of MFA; create Temporary Access Pass for members; perform sensitive actions for some users13
	Users with no admin role and some limited roles, including other Authentication Administrators and Password Administrators2
	Tier 2

	User Administrator
	Create users; update most properties; create and manage groups; assign licenses; reset passwords; delete and restore some users; can’t manage MFA1
	Non-admins and limited admins, including Helpdesk, Groups and User Administrators2
	Tier 2

	Privileged Authentication Administrator
	Everything Authentication Administrator does, for every user including Global Administrators; delete or restore any user; update sensitive properties for all users1
	Everyone, including members and owners of role-assignable groups2
	Tier 0


The tiers are Book 04, Chapter 04’s. Privileged Authentication Administrator is the only one of the five that can reset a privileged administrator, which is exactly why it sits in Tier 0 and outside the help desk.
Whose account the role can touch
The “whose credentials” column is the part help desk designs most often get wrong. Microsoft publishes two matrices. “Who can reset passwords” lists, for each role that can reset passwords and invalidate refresh tokens, the roles of the users it can act on. “Who can perform sensitive actions” does the same for a list of sensitive properties: enabling or disabling the account, business and mobile phone, other emails, the password profile, the user principal name, the on-premises immutable ID, and deleting or restoring the user.2 Two rows matter more than the rest:
· Members and owners of role-assignable groups can be reset only by Privileged Authentication Administrators and Global Administrators, even when they hold no role themselves.2 This is a deliberate protection: whoever could take over a member’s account would inherit the group’s role.
· Users with a role scoped to a restricted management administrative unit are in the same protected class.2
Both tables describe tenant-scoped assignments. When the role is assigned at administrative-unit scope, Microsoft restricts it further: reading and modifying authentication methods, resetting passwords, modifying sensitive properties, and deleting or restoring accounts apply only to members of the unit who hold no administrator role.4 An AU-scoped help desk can’t reset a limited administrator inside its own unit; that request goes to identity engineering.
Capability is not authority
Several of these roles can do more than a help desk should, and the older design treated its prohibitions as if the platform enforced them. It doesn’t:
· Authentication Administrator can delete, disable and enable users, and update their user principal name, for the users in its table.2 “The help desk doesn’t delete accounts” is a procedural rule for any technician holding it.
· User Administrator can delete users, create guests and change licenses15 and can reset passwords for limited administrators.2 The older design listed it as the broadest optional role for good reason.
· Application Administrator can grant consent to delegated permissions and to application permissions outside Microsoft Graph, and can create enterprise applications.5 A help desk that activates it can technically do the one thing the help desk must never do. Book 04, Chapter 06 works through this case and replaces Application Administrator in the help desk with a custom role holding only microsoft.directory/servicePrincipals/appRoleAssignedTo/update, which manages user and group assignments to enterprise apps, scoped to one app or the whole tenant, and needs Entra ID P1 for each assignee.67
Where the platform can’t enforce a boundary, the program enforces it twice: in the ticket, which must carry the approval, and in monitoring, which flags any audit event a help desk account produced outside an approved ticket (Evidence every action leaves).
Corrections to the older help desk design
The help desk guidance this chapter replaces made five claims that Microsoft’s documentation doesn’t support. Each one changes the design.
	The older design said
	What Microsoft documents
	What changes

	Helpdesk Administrator covers “only password resets and basic Microsoft 365 tasks” and isn’t used
	It resets passwords and invalidates refresh tokens for non-admins and several limited roles, and manages service requests and service health2
	Helpdesk Administrator (or the narrower Password Administrator) is the right role for routine resets; the program uses it

	Password reset rights map to Authentication Administrator
	The least-privileged role for resetting a non-admin’s password is Password Administrator5
	Password resets use Password or Helpdesk Administrator; Authentication Administrator is for methods

	Hybrid Identity Administrator resets the ImmutableID
	Hybrid Identity Administrator manages Entra Connect, cloud provisioning, pass-through authentication, password hash sync, seamless SSO and federation;1 it isn’t among the roles that can update onPremisesImmutableId (Authentication, User and Privileged Authentication Administrator, and Global Administrator, each for the users in Microsoft’s table)8
	ImmutableID repair moves to identity engineering under a two-approver gate (below)

	Role-assignable groups need Entra ID P2
	Role-assignable groups need Entra ID P1; just-in-time activation through PIM needs P29
	Licensing is P1 for the groups, P2 or Entra ID Governance for PIM

	Authentication Administrator can “temporarily disable MFA” for a user
	The role manages a user’s methods, can require re-registration and can revoke remembered MFA; it can’t manage per-user MFA or tenant MFA settings, which belong to Authentication Policy Administrator21
	No “disable MFA” step; a user who has lost every method gets a Temporary Access Pass instead


The older design also scripted its ImmutableID procedure against the MSOnline module. MSOnline and the Azure AD PowerShell modules are deprecated; Microsoft Graph PowerShell replaces them.10 Every script in this book uses Graph PowerShell.
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Every help desk role in the table above except Privileged Authentication Administrator is normally assigned at administrative-unit scope in the program, following Book 02, Chapter 05. Authentication, Helpdesk, Password, User, Groups and License Administrator can all be assigned to an administrative unit; Application Administrator, Cloud Application Administrator and Hybrid Identity Administrator can’t.4 Each administrator assigned a role over a unit needs Entra ID P1; members need only Entra ID Free, unless the unit’s membership is dynamic, in which case each member needs P1.411
The old AD habit translates directly. Where the help desk had reset rights on OU=Field-Offices, it now holds Password Administrator over a dynamic administrative unit whose rule selects the field-office population from an HR-sourced attribute. Two things don’t translate. An administrative unit limits what a technician can change, not what they can see,11 and an administrative unit can’t be nested, so “region inside department” is a naming convention.
Restricted management units for the accounts the help desk must not reset
Some accounts should be out of the help desk’s reach even when they hold no role: executives, their assistants, and other high-value targets. Microsoft’s own example is the chief executive’s account, which a tenant-wide Helpdesk Administrator could otherwise reset.12 A restricted management administrative unit solves this. Only administrators with a role assigned at the scope of that unit can change its members’ Entra properties; tenant-scoped Global Administrators and Privileged Role Administrators can’t edit the objects, though they can manage the unit itself, including assigning themselves a role over it, and those actions are audited.12
The program’s pattern for executive support:
1. Put the executive accounts and their devices in a restricted management unit, decided at creation because the setting can’t be changed later.1213
1. Assign Authentication Administrator and Password Administrator over that unit to a small executive-support group, eligible through PIM, with approval required.
1. Leave the general help desk without any assignment over it. A reset request for an executive reaches the help desk, fails the target check at the top of this chapter, and routes to executive support.
Don’t put the help desk technicians themselves in a restricted management unit. Users and groups in one can’t be managed by Entra ID Governance features, including PIM, entitlement management, lifecycle workflows and access reviews.12 The technicians are protected a different way, below.
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The older design called its mechanism a “Privileged Access Group.” That was Microsoft’s name, until January 2023, for what is now PIM for Groups.14 The program uses Book 04, Chapter 04’s pattern instead of one group holding every role:
· One role-assignable group per role and scope, named PRV-T2-<role>-<AU> (for example PRV-T2-PasswordAdmin-AU-FieldOps). The group holds an eligible assignment of the role at the unit’s scope. Technicians are members of the group and activate the role in PIM.
· Membership through an access package with approval, expiry and review (Book 04, Chapter 09), so onboarding a technician is itself an approved, recorded request.
· A custom role for application assignments, held the same way, in place of Application Administrator.
The role-assignable group does two jobs. It carries the role, and it protects its members. A role-assignable group can’t have dynamic membership or nested groups, its isAssignableToRole property is set only at creation, and a tenant can have at most 500 of them.9 Because only Privileged Authentication Administrators and Global Administrators can reset the credentials of a role-assignable group’s members,2 one technician can’t reset another technician’s password and inherit their access. That matters, because Helpdesk Administrators can otherwise reset other Helpdesk Administrators, and Authentication Administrators other Authentication Administrators.2
PIM settings for help desk roles
PIM settings are defined per role, and every assignment of a role follows that role’s settings.15 The help desk therefore inherits Book 04’s Tier 2 values (Book 04, Appendix B): eligible only, an 8-hour activation ceiling, justification and ticket number required, eligibility expiring after 180 days, and PIM approval not required under a documented risk acceptance. Four points apply to the help desk in particular.
· The approval lives in the ticket. Book 04’s risk acceptance for Tier 2 rests on scoping and on role-assignable groups protecting their members. The approval a help desk action needs, such as the supervisor’s approval of an MFA reset, is recorded in the ticket, not in PIM. High-risk tasks add a second approver, also recorded in the ticket (below).
· The ticket number is information only. PIM can require a ticket number on activation, but it doesn’t check the number against any ticketing system.15 The older design promised that activations without a valid request number would be flagged automatically. That only happens if the agency builds the correlation, which the program does in its SIEM: every activation’s ticket field is joined to the ITSM record and an unmatched number raises an alert.
· Shorter is possible but tenant-wide. A help desk working ticket by ticket rarely needs eight hours, and the activation maximum can be anything from one to 24 hours.15 Because the setting is per role, shortening Password Administrator to two hours shortens it for every holder in the tenant. Agree any change with the owners of Book 04’s role settings.
· Approvers can’t approve themselves. Where a role does require approval, the platform blocks self-approval, approvers have 24 hours to act, and an unanswered request expires.16
Hybrid Identity Administrator and Application Administrator stay in Book 04’s Tier 1, with identity engineering, behind approval by the Tier 1 approver group. The help desk doesn’t hold them.
Onboarding and offboarding technicians
Onboarding is an access-package request for the technician’s role groups, approved by the identity governance officer on the service desk supervisor’s request. PIM training and the verification check come first and are on record before the access package is requested (Book 16, Chapter 09), so no technician is made eligible, or activates a role, untrained. The program reviews help desk role membership quarterly, as Book 04 sets for Tier 2: the reviewers are the role owner (the administrative unit’s department lead) and the security office, with removal on non-response. The supervisor’s view of each technician’s continued need is an input to that review, not the review itself.
Offboarding is faster and needs no governance approval, because removing access never increases risk: the supervisor’s request removes the technician from the role groups. If the technician has an active activation at the time, identity engineering removes the active assignment as well, then revokes the technician’s sessions.
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The most common attack on a help desk is a phone call. CISA’s advisory on the Scattered Spider group describes actors calling IT help desk staff, posing as employees, to get passwords reset or MFA moved to a device they control, and it recommends phishing-resistant MFA and continued training against voice phishing.17 Every role in this chapter is only as safe as the check the technician performs before using it.
NIST SP 800-63B-4 (July 2025) treats a lost authenticator as account recovery. It recognizes four recovery methods: saved recovery codes, issued recovery codes, recovery contacts, and repeated identity proofing. To recover an account that authenticates at AAL2, it calls for two recovery codes delivered by different methods, one recovery code plus a bound single-factor authenticator, or repeated identity proofing if the account was identity-proofed. In every case, recovery must send a notification to the subscriber.18
For a workforce that was proofed at hiring, the program’s recovery rule follows the last option:
1. Re-proof, don’t interview. The technician confirms identity against the record the agency already holds: in person with the PIV card, or by a supervised video session against the HR-sourced identity. Knowledge questions, the caller’s own callback number, and email are never enough on their own.
1. Check the target before the method. If the user holds any role, is a member or owner of a role-assignable group, or sits in a restricted management unit, the help desk stops and routes the request, as the first figure in this chapter shows.
1. Notify the user through a channel other than the one the request came on, every time a credential or method changes.
Microsoft Entra ID also offers self-service account recovery for a user who has lost every method: a third-party identity verification provider checks a government-issued ID, Verified ID Face Check matches the user to it, and the user is issued a Temporary Access Pass to register new methods.19 The program holds it until it is available in GCC: Microsoft lists Verified ID itself as supported in GCC but not GCC High,20 and doesn’t state government-cloud availability for account recovery, so for this feature it is not yet specified.
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When a user has lost their only strong method, the help desk has two tools, and the older design had neither.
Require re-register MFA deactivates the user’s hardware OATH tokens and deletes their phone numbers, Microsoft Authenticator registrations and software OATH tokens; the user is asked to set up a new method at the next sign-in.21 Revoke sessions invalidates the user’s refresh tokens and forces reauthentication everywhere.21 Re-registration alone leaves a gap: the next sign-in, whoever makes it, gets to register the new method.
A Temporary Access Pass closes that gap. It is a time-limited passcode, for single or multiple use, that lets a user sign in and register a new method, including a passkey, without the method they lost.3 Its controls shape the procedure:
· Who can issue it. Authentication Administrators can create, delete and view a pass for members, not for themselves; Privileged Authentication Administrators can do so for admins too. The pass method must be enabled in the authentication methods policy, which takes Authentication Policy Administrator, and only users the policy includes can sign in with one.3
· Lifetime. The tenant sets a minimum, maximum and default between 10 minutes and 30 days; the defaults are one hour minimum and default and eight hours maximum. One-time use can be enforced tenant-wide, and each user can have only one pass at a time.3
· Ten minutes to register. With a one-time pass, the user must finish registering a passwordless method within 10 minutes of signing in.3
· Expiry doesn’t end the session. Tokens issued during a pass sign-in are capped at the pass’s expiry when issued, but expiry doesn’t invalidate sessions already established; sign-in frequency in Conditional Access governs how long access lasts.3
· Limits. A pass can’t be used with the NPS extension or the AD FS adapter, and can’t be issued to external guests.3
The program’s recovery sequence, executed by an Authentication Administrator scoped to the user’s unit against a supervisor-approved ticket:
1. Re-proof the user and run the target check above.
1. Revoke the user’s sessions.
1. Delete the lost method, or require re-registration if the user has lost several.
1. Issue a one-time pass with the shortest lifetime the handover allows, delivered to the verified person, never to an email address or a number supplied on the call.
1. Stay with the user while they register a phishing-resistant method, then confirm the old method is gone. Microsoft notes that users replacing lost credentials should remove the old ones.3
1. Notify the user, and close the ticket with the evidence in Evidence every action leaves.
Appendix B turns this sequence and its neighbors (a lost passkey, a Windows Hello for Business reset, a replaced device, a BitLocker recovery key, an emergency access account incident and a Conditional Access block) into runbooks with copy-paste commands, escalation and a quarterly help-desk simulation.
The pass policy settings (one-time use, the lifetime ceiling, which groups may use a pass) are policy, not help desk work. They belong to the authentication policy owners in Book 04.
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A task is high-risk in the program’s design when one person could use it to take over an identity, break the link between an identity and its source of truth, or open an application to the wrong people, and when the platform can’t stop the misuse by itself. For those tasks a single approval isn’t enough. NIST SP 800-53 asks organizations to identify the duties that must be separated and to define access authorizations that support the separation (AC-5), and to log the use of privileged functions (AC-6(9)).22 The program’s answer is two approvers besides the executor, both recorded in the ticket before any role is activated.
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A high-risk task in the program’s design: the requester is verified out of band, two independent approvers sign the ticket, and only then is the narrowest role activated, the change made and re-read, and the evidence joined in the SIEM.

	Task
	Why it’s high-risk
	Who executes
	First approver
	Second approver

	Credential or method reset, or a pass, for an account the help desk can’t touch (a privileged role, a role-assignable group member, a restricted unit member)
	Hands over an account that controls others
	Privileged Authentication Administrator (Tier 0), or the restricted unit’s scoped admins
	Account owner’s manager
	Security office

	ImmutableID or hard-match repair
	A wrong mapping links a cloud account to the wrong on-premises object, which then becomes its source of authority23
	Identity engineering
	Identity engineering lead
	Identity governance officer

	Delete, disable or restore an account outside the HR-driven lifecycle
	Destroys or revives access without the authoritative record
	User Administrator, in identity engineering
	Account owner’s manager
	Identity governance officer

	Enterprise-app assignment to a R1 (high-risk) application
	Opens high-risk data to a group
	Help desk, custom assignment role
	Application owner
	Identity governance office, as the second approval stage for a R1 (high-risk) application, per Book 04, Chapter 06

	Bulk change (many users, one request)
	One mistake repeated at scale
	Automation, under Book 13, Chapter 10’s change classes
	Change owner
	Change advisory board



Admin consent isn’t on the list because the help desk never performs it at all; it triages and escalates (Book 04, Chapter 06).
Why ImmutableID repair left the help desk
The older design let help desk technicians reset a user’s ImmutableID through PowerShell once two people had approved. The approvals were right; the executor and the method weren’t. Microsoft’s documentation explains why the task is dangerous and where it should be fixed:
· Matching happens on new objects only. Entra Connect evaluates hard match (on the source anchor, which becomes onPremisesImmutableId) and soft match (on UPN or primary SMTP address) only when a new object arrives from AD; changing an existing object so it matches produces an error instead.23
· Fix it at the source. For the common duplicate-object conflict, Microsoft’s fix is to set the on-premises user’s mS-DS-ConsistencyGuid to the existing cloud user’s ImmutableID, so the next sync makes the correct hard match.23 That is an AD change, made by the AD and identity engineering teams.
· Synced objects resist cloud edits. For synced users, whether a property can be updated in Microsoft Graph also depends on the source of authority and whether sync is enabled.24 Writing onPremisesImmutableId from the cloud is mainly a way to prepare a cloud-only account to be taken over.
· The platform now blocks risky matches. From July 1, 2026, Entra ID blocks a hard match when the target cloud account already has onPremisesObjectIdentifier set, or holds or is eligible for a privileged role, and Microsoft cautions against using hard match as a general repair tool.23
· Hard match should usually be off. Microsoft advises blocking hard matching unless it’s needed to take over cloud-only accounts, and turning the block back on once the match is done.23
So the program treats an ImmutableID mismatch as an identity engineering change: the help desk detects it (sign-in failures, a duplicate object, a stale last-sync time) and escalates with the evidence; identity engineering decides whether the fix is in AD or in the cloud, and executes it under the two approvals. Appendix A has the detection steps and a read-only comparison script.
What the second approver checks
A second approver who rubber-stamps adds nothing. The program asks the second approver to confirm three things the first may not:
1. The requester was verified by the method in Identity proofing, and the record of it is in the ticket.
1. The change is exactly specified: the target’s object ID, not just a display name; the values to set, supplied by the authoritative source and not worked out by the executor; and the rollback.
1. The urgency is real. A caller who presses for speed, or a manager who asks the technician to skip the queue, is routed to the supervisor’s emergency change process, which has its own approvals. Urgency is never a reason to skip the second approver.
[bookmark: _Toc00001218]Evidence every action leaves
Each help desk action produces three records, and the evidence contract in Book 12, Chapter 02 needs all three joined on the target’s identity and the time:
· The ticket: requester, verification method, approvers with timestamps, target object ID, the exact change, the executor, and the result.
· The PIM record: the activation request, its justification and ticket number, any approval, and the activation and deactivation times. PIM writes these to the audit log under activities such as “Add member to role completed (PIM activation).”25
· The directory audit entry for the change itself, for example “Reset password,” “Admin deleted security info,” “Admin registered security info,” “Update user,” “Delete user” or “Add app role assignment to group.”25
Entra ID keeps audit and sign-in logs for 30 days with P1 or P2 (seven with Free), and longer retention means routing them out through Azure Monitor or using Purview Audit.26 The program streams them to the SIEM (Book 12), where three rules run continuously:
1. Any privileged activation whose ticket number doesn’t match an assigned ticket in the ITSM tool.
1. Any directory change by a help desk account that has no matching ticket.
1. Any action the help desk may never take (a consent grant, a role assignment, a Conditional Access change) attributed to a help desk account, alerted immediately to the security operations center.
Help desk technicians read logs for triage; they don’t export, copy or delete them. The least-privileged role for reading audit and sign-in logs is Reports Reader,5 not Application Administrator as the older design assumed, and seeing which Conditional Access policies applied to a sign-in also needs permission to read the policies, which Security Reader provides.27
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The help desk’s boundary, both ways, is set in Book 04, Chapter 06: it executes approved work and never decides. This chapter adds the identity-specific edges:
	The help desk may
	The help desk may not

	Reset passwords and methods, and issue a Temporary Access Pass, for users with no admin role in its units
	Act on an admin, a role-assignable group member, or a restricted unit member

	Revoke a user’s sessions during recovery or a suspected compromise
	Disable MFA, change authentication method policy, or edit Conditional Access

	Detect sync and ImmutableID problems and escalate with evidence
	Write onPremisesImmutableId, or change sync rules or Entra Connect configuration

	Assign approved groups to enterprise apps with the custom assignment role
	Hold Application Administrator, or grant any consent

	Read sign-in and audit logs inside an assigned ticket
	Export, copy or retain log data outside the SIEM


External partner persons stay inside the same boundary. The help desk may reset a partner guest’s invitation on the sponsor’s request, but suspension, termination, guest approval and any change to the partner configuration are decided by the agency business owner and executed outside the help desk, and drift on the partner configuration is a finding for identity engineering and the IGO (Book 03, Chapter 15; Appendix A).
Who staffs the help desk and cloud services tiers, and how their work is measured, is Chapter 10’s subject. The catalog items that put these tasks in front of users are Chapter 05’s.
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The sections above describe a configuration: one role-assignable group per role and scope holding an eligible, administrative-unit-scoped assignment; a restricted management unit for executive support; the custom application-assignment role in place of Application Administrator; the SIEM rules; and the recovery sequence. Moving a help desk from standing portal rights onto it is an enforcement change, because a technician who held a tenant-wide role yesterday can reset fewer accounts today. This section gives that move the workbook’s implementation conventions (Book 00, Appendix D), pointing back to where the chapter already covers each part.
Authority: Microsoft-recommended for the least-privileged role per task, for scoping roles with administrative units and restricted management units, and for removing a lost method after recovery (the Learn pages cited above, read Oct 21 and Nov 9, 2026, and re-read for the Temporary Access Pass facts on Nov 11, 2026); Microsoft’s Zero Trust guidance also recommends restricting Temporary Access Pass to one-time use.28 Mandated where the system’s baseline selects AC-5 and AC-6(9), which ask for separated duties and logged use of privileged functions (above). Risk-based recommended, the program’s position: one group per role and scope, the restricted unit for executives, the two-approver rule and the ticket-to-activation correlation in the SIEM. Applies: License-dependent: Entra ID P1 for each administrator assigned a role over an administrative unit or a restricted management unit, and for the custom role’s assignees; Entra ID P2 or Entra ID Governance for PIM (above). Environment-dependent: Office 365 GCC pairs with Microsoft Entra ID in the commercial cloud, and GCC High and DoD with Microsoft Entra ID in Azure Government;29 Learn’s government feature table lists built-in delegated administration, role-based access control and PIM as available in Azure for US Government, but doesn’t list administrative units, restricted management units or Temporary Access Pass separately, so their availability in GCC High and DoD is not yet specified.30
	How-template step
	Where this chapter covers it, or what it adds

	Prerequisites
	The licenses and government-cloud status above; Book 04’s tiers and Tier 2 PIM settings; Book 02, Chapter 05’s administrative units built and populated; technicians trained before they are made eligible (Onboarding and offboarding technicians)

	Pilot
	One administrative unit and its technicians first, with identity engineering keeping its current rights until the pilot unit’s tickets close inside the scoped roles

	Report-only or audit phase
	Entra role assignments have no report-only mode. The audit phase runs the SIEM rules in Evidence every action leaves for two weeks while the old standing assignments still exist, listing every action a technician took that the new scoped role wouldn’t have allowed, before any standing assignment is removed

	Enforcement
	Eligible assignments through the role groups, then removal of standing and tenant-wide help desk assignments, ring by ring (change safety, below)

	Rollback
	Re-add the technician to the previous role group, or re-create a removed assignment from the export taken before the change; a Privileged Role Administrator does it through PIM against the change record, in minutes. A restricted management unit can’t be turned back into an ordinary one, because the setting is fixed at creation (above); its rollback is moving the members out

	Exclusions
	Emergency access accounts hold Global Administrator, so no help desk role can reset them (Whose account the role can touch); they stay out of every help desk group and administrative unit, and an emergency access incident goes to Appendix B, Runbook 5. No technician is excluded from the role-group model; an exception is a named, expiring assignment approved by the security office

	Telemetry
	PIM activation records, directory audit entries and the three SIEM rules (above)

	Evidence
	The checklist below

	Day-two ownership
	Identity engineering owns the role groups and the restricted unit; the service desk supervisor raises technician membership requests; the quarterly Tier 2 review and the cadence in Chapter 12 keep it current. Drift is a standing help desk assignment, a help desk account acting without a ticket, or a role-group member with no access package assignment


Change safety
	Ring
	Scope
	Exit criteria

	0
	Identity engineering’s own test technician accounts
	Each help desk task in Appendix A completed inside the scoped role, and each forbidden task refused

	1
	One administrative unit and its technicians
	Two weeks with no ticket that couldn’t be closed in the scoped role, and no SIEM rule hit left unexplained

	2
	The remaining administrative units, a few at a time
	The same criteria, unit by unit

	3
	Standing and tenant-wide help desk assignments removed; executive accounts moved into the restricted unit
	No standing help desk assignment in the export; the executive-support group completes a test reset, and the general help desk’s attempt fails the target check


· Emergency access: outside every help desk scope; the quarterly emergency access drill (Chapter 12) confirms the accounts still sign in after the change.
· Change window: business hours with identity engineering on hand, so a ticket the new role can’t close is escalated the same day; approved by the change advisory board as a normal change.
· Backout triggers: set before each ring, for example escalations from the help desk to identity engineering above the level the pilot showed, or a recovery that can’t be completed within its service level.
· Post-change validation: an in-scope test reset that succeeds and an out-of-scope one that is refused, for each unit, recorded on the change.
Control states. 
	State
	This page
	Evidence

	Designed
	The role table, the scope and restricted-unit pattern, and the boundary table
	This chapter as adopted by the identity governance officer, and the list of role groups

	Configured
	Role groups, eligible scoped assignments, the custom role and the restricted unit
	An export of role assignments and eligibility schedules by scope, and of the restricted unit’s members

	Enforced
	Standing and tenant-wide help desk assignments removed (ring 3)
	The export showing no active help desk assignment outside PIM, and the exception list

	Evidenced
	The post-change validation, and the SIEM rules firing on a deliberate test
	Test records: an in-scope reset that succeeded, an out-of-scope reset that was refused, and a test activation with no ticket that raised the alert

	Operated
	The quarterly review of help desk role membership; the SIEM rules running
	The review records, the alert history and the cadence task’s closure


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: the role-assignment and eligibility export by scope, the restricted unit’s settings and members, and the custom role’s definition, kept with the change record
· Operational: PIM activation records and directory audit entries joined to tickets in the SIEM, kept for the program’s log retention
· Test: the post-change validation for each ring, and a yearly test of each SIEM rule (expected and observed outcome, date, tester)
· Exception: any named assignment outside the role-group model, with approver and expiry
· Assessor-ready artifact: the quarterly review record and the exports, filed against AC-2, AC-5 and AC-6 in the package (Chapter 11)
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· Microsoft Zero Trust pillar: Identity
· CISA ZTMM pillar: Identity
· Depends on: Book 04’s privileged-access tiers and PIM (Identity); Book 12’s SIEM for the ticket correlation (SecOps); the HR-sourced attributes that populate dynamic administrative units (Book 03)
· Attack chain interrupted: a social-engineering call to the help desk that ends in a reset or a new method for the caller (Initial Access, Credential Access), and one technician’s account used to take over others (Privilege Escalation, Lateral Movement)
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[bookmark: _Toc00001223]Chapter 05 — The Service Catalogs: ITSM and Teams Telephony
The busiest surfaces in a modernized estate stay governed only if every routine change arrives as a typed request with an approval and leaves as evidence, and telephony is no exception, because a wrong emergency address sends responders to the wrong place.
[bookmark: _Toc00001224]In this chapter
The help-desk catalog: ten request types for joiners, movers, leavers, credentials, groups, licenses, Conditional Access exceptions and guests, each bound to the control it exercises and the approval it needs. The loop every item runs, the five verbs that every identity change reduces to, and why the reset and the leaver deserve the most care. Then the Teams Phone catalog: phone numbers, calling policy, voice routing, emergency addresses and call records, what federal rules ask of a multi-line telephone system’s operator and why the agency configures as if they bind it, how Teams meets them, including for softphone users off the agency’s network, in the commercial cloud, GCC and GCC High, and how Teams configuration drift joins the Microsoft 365 compliance loop.
A service desk makes hundreds of identity changes a week. Each one, whether a new account, a password reset or a group added, changes something that a control governs: account management (AC-2), authenticator management (IA-5) or least privilege (AC-6). Done as a portal click by a technician holding a standing administrator role, the change has no recorded reason, no recorded approval and no proof that it did only what was asked. Multiplied across a week, that is the largest steady source of control erosion in the estate, and none of it shows up until an assessor samples the accounts.
The program’s answer is a catalog. Every routine change is a request against a named target, not a click. The request carries the approval its control needs, a machine or a scoped technician carries it out, and the result is written back as a record. The catalog doesn’t add a control. It stops the most frequent operations from quietly undoing the controls the agency already claims. Chapter 03 explained how requests reach the desk and how they’re routed by the authority they need, and Chapter 04 defined that authority in Entra ID. This chapter defines what the requests are.
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Every catalog item runs the same loop: a typed request, the approval its control requires, execution through an in-boundary connector under a scoped identity, and a change record reconciled to the inventory that feeds attestation.
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Every catalog item, identity or telephony, runs the same four steps. They are the program’s design, the day-two form of the ticket-to-machine tempo in Book 13, Chapter 10.
1. Request. A typed item names the target (the identity record reconciled to the configuration database, Chapter 07), the requester and the justification. Free text is for context, never for the target.
1. Approve. The item carries the gate its control requires: self-service where policy allows it, the manager, identity operations, the resource owner or a security approver. The requester never approves their own request.
1. Execute. Microsoft Graph is called through the connector inside the boundary, under a service identity whose write permissions are scoped, logged and approved per change. No step runs under a standing tenant administrator. Where no connector action exists, the technician executes under the role Chapter 04 assigns and records what was done.
1. Evidence. The request, the approval and the Graph result become one change record, reconciled to the inventory and passed to attestation (Chapter 11). The record closes only when a read of the target confirms the change, the rule Book 14, Chapter 04 sets for every closure.
Chapter 02 explains why ServiceNow is the reference platform in the sources, what its in-boundary connector does, and how an agency on a different service-management platform satisfies the same contract. Chapter 03 maps each help-desk task to the actions ServiceNow’s Microsoft Entra ID spoke actually documents. Substituting the platform changes the catalog and connector syntax; it doesn’t change the loop.
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The catalog has ten items in three families: lifecycle (joiner, mover, leaver, license, guest), credentials (password, MFA method, unlock) and access (groups and Conditional Access exceptions). Each binds to the control it exercises in NIST SP 800-53 Rev. 5 and to the approval that control calls for. The control column records the control each item exercises; the approval column is the program’s design.
The help-desk catalog. Controls from SP 800-53 Rev. 5;1 approval gates and enforcement are program design.
	Catalog item
	Control
	Approval gate
	What the item enforces

	New account (joiner)
	AC-2
	The lifecycle workflow, with manager and identity operations confirmation
	Provisioned from the HR-sourced record (Book 03, Chapter 08) with a least-privilege baseline

	Role or scope change (mover)
	AC-6
	The lifecycle workflow, with manager and identity operations confirmation
	Entitlements re-derived from the new assignment; stale ones removed; an access review of what remains

	Deprovision (leaver)
	AC-2
	The lifecycle workflow, with manager and identity operations confirmation
	Disable, revoke sessions and tokens, reassign owned objects, all evidenced

	Password reset
	IA-5
	Self-service; otherwise no approver (an A0 task), with the service desk’s identity verification as the gate
	Self-service password reset where policy allows; otherwise the verified path in Chapter 04

	MFA method reset
	IA-5
	The service desk supervisor or the requester’s manager, after the service desk re-proofs the user
	Re-proofing required; the change is logged and alerts, because it is a social-engineering target

	Account unlock
	IA-5
	Self-service, or the service desk
	Repeated unlocks for one account are a detection signal, not just a ticket count

	Group membership
	AC-6
	Group owner and an approver
	Time-bound where the group grants elevation; linked to the access review

	License assignment
	AC-2
	Manager
	Group-based licensing preferred over per-user assignment

	Conditional Access exception
	AC-3
	Security approver
	Mandatory expiry and review, using the governed exclusion groups Book 04, Chapter 07 defines

	Guest invitation
	AC-2
	Agency business owner decides; the sponsor is a named role and requests; the application owner is consulted
	A named sponsor and an expiry on every guest


Two of these items reuse patterns that already exist elsewhere, and the catalog deliberately invokes them rather than building second copies. The Conditional Access exception is a membership change to one of the governed exclusion groups Book 04, Chapter 07 defines, where every member carries an expiry and the emergency-access exclusion is already on every enforced policy; Conditional Access changes themselves go to security through change control (Book 04, Chapter 06). The catalog item is a front door to that process, not a parallel path that could drift. Guest invitations follow the same sponsor-and-expiry pattern as any other external identity. Where an item’s work also has a home in Microsoft Entra ID Governance, such as access packages and access reviews (Book 04, Chapter 09), the catalog raises the request and the governance tooling carries the decision; the program doesn’t rebuild what the platform already does.
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Every identity operation the catalog fulfills is one of five verbs: add, move, change, delete or reset, which are the five change classes of Book 13, Chapter 04. Each travels the same authorized path: it starts from the authoritative record, is approved by the person with authority over it, runs under a just-in-time scoped role, closes with a check that proves the result, and emits its evidence automatically. The verbs differ in what starts them, what the closing check has to prove, and which controls they exercise.

The five verbs at the help desk. Control numbers from SP 800-53 Rev. 5;1 the rest is program design.
	Verb
	What it means for an identity
	What starts it
	The closing check proves
	Controls exercised

	Add
	Joiner: account created, groups and licenses derived, MFA registered, accounts created in every connected application
	HR joiner event
	The account exists with exactly the derived entitlements; an MFA method is registered; every connected application has the account
	AC-2, IA-4, IA-5

	Move
	Mover: role or unit change; attributes updated, group and license membership re-derived, application access re-evaluated
	HR mover event
	The new derivation matches the authoritative record, and entitlements from the old role are gone
	AC-2, AC-6

	Change
	An entitlement or attribute change outside a move: an access request, a group addition, a delegation
	A request checked against the authoritative record
	The scope granted equals the scope approved, and nothing broader
	AC-2, AC-6

	Delete
	Leaver: disable, revoke sessions and tokens, deprovision every connected application, reassign owned objects, including the person’s service accounts and app registrations
	HR separation event
	The account is unusable everywhere, no sessions remain, connected applications have disabled the account, and nothing owned is left without an owner
	AC-2, AC-2(3), IA-4

	Reset
	A credential event: password reset, MFA method reset, session revocation
	A request checked against the authoritative identity
	The person was re-proofed before issuance, the new credential meets policy, and the old one no longer works
	IA-4, IA-5, AC-2



The same five verbs govern every other kind of object the program manages, from devices to DNS records. At the help desk only the object changes (people, and on the delete row the non-human identities they own) and so do the checks.
Reset is the verb attackers order
A password or MFA reset reissues the keys to an identity on the strength of a conversation. That makes it the classic social-engineering entry point, and it is why Chapter 04 treats a lost authenticator as account recovery and requires re-proofing against the record the agency already holds, never against facts the caller supplies. The catalog’s reset items enforce that order mechanically. The verification result is a required field on the item, the reset runs under a scoped just-in-time role, and the item closes only when a check confirms the old credential no longer works and the new one meets policy. A reset closed by hand, with no verification result attached, is exactly the kind of closure Book 14, Chapter 04 declines to count.
The leaver is the one that fails audits
Deprovisioning is an obligation with evidence, not a courtesy. SP 800-53 asks the agency to disable accounts within a defined time once they are no longer associated with a user (AC-2(3)).1 The leaver item therefore does four things and records each one: disable the account, revoke active sessions and refresh tokens, deprovision the person from every connected application, and reassign everything they owned, including groups, application ownership and mailboxes. ServiceNow’s Entra ID spoke documents the first two as actions (Disable User, and Revoke User SignIn Sessions), and its sample offboarding flow disables the user and removes group memberships when the ServiceNow user record is deactivated.2 The other two depend on how the person’s applications are connected, which is Chapter 06’s subject: an application provisioned by SCIM receives the disable automatically, and one that isn’t becomes a manual task with no automatic check.
Ownership transfer covers non-human identities too. A leaver who owned service accounts or app registrations leaves them orphaned unless the item hands each one to a named successor; the program treats an ownerless non-human identity as a finding, as Book 04, Chapter 06 does for applications.
What the catalog doesn’t fix
· Self-service password reset and unlock are only as strong as the tenant’s authentication-methods policy. A weak policy is a configuration problem for Chapter 08, not something the catalog can repair.
· The catalog governs the request. A standing Global Administrator can still act outside it; detections and access reviews catch that, and Book 04 removes the standing role.
· Catalog coverage is only as good as the connector actions behind it. Where an action is missing, as it is for MFA method resets in the current Entra ID spoke (Chapter 03), the item routes to a person and the verification step carries the weight.
[bookmark: _Toc00001228]The telephony catalog
Teams Phone is the voice workload in Microsoft 365, and it carries day-two work that is usually run by ad hoc administrator action. Microsoft offers four ways to connect Teams Phone to the public telephone network: Microsoft Calling Plans, where Microsoft is the carrier; Operator Connect, where a participating carrier manages the connection; Teams Phone Mobile, through a participating mobile operator; and Direct Routing, where the agency connects its own session border controllers.3 Microsoft lists PSTN calling through Teams Phone as available in GCC. In GCC High and DoD, Direct Routing must be configured for Teams voice and audio conferencing to work.45
The architecture choice belongs to the network and telecommunications design; Book 09, Chapter 12 covers how Teams media crosses the network. This chapter governs the standing operator tasks on whatever architecture the agency chose, and every one of them is a change to a configured surface (CM-3) or a source of audit records (AU-2).
The Teams Phone catalog. Controls from SP 800-53 Rev. 5;1 the items are program design.
	Catalog item
	Control
	What the item enforces

	Phone number assignment or release
	CM-3
	Reconciled to the number inventory; a release returns the number to the pool and records it

	Calling policy and dial plan assignment
	CM-3
	Least-privilege calling scope (for example, domestic only by default); PSTN calling from the Teams web client turned off where dynamic emergency calling is in use

	Emergency address validation
	CM-3
	A validated emergency address is a gate on number assignment, not an optional field

	Network-to-location mapping
	CM-3
	Subnets, wireless access points and switches mapped to emergency locations whenever the network changes; VPN address pools left unmapped

	Remote-location emergency calling policy
	CM-3
	Every softphone user holds an emergency calling policy with external location lookup turned on, assigned by group rather than by one-off request

	Voice routing or session border controller change
	CM-3
	Change-controlled; a session border controller is a boundary-affecting component

	Call records and telephony administration telemetry
	AU-2
	Call detail records and telephony administrator actions routed into the evidence store at onboarding


Emergency calling: configure as if the rules bind the agency
The emergency-address item is the one telephony step where a silent error has physical consequences: a phone whose registered location is wrong sends responders to the wrong building. It is also where federal rules reach the phone system itself. Whether they reach the agency as its operator is a narrower question, taken up below; the catalog doesn’t wait for the answer.
Two statutes apply. Kari’s Law requires a multi-line telephone system to let a user dial 911 directly, without a prefix such as 9 for an outside line, and to notify someone (for example a front desk or security office) when a 911 call is made. It applies to systems manufactured, imported, first sold or leased, or installed after February 16, 2020.6 Section 506 of RAY BAUM’S Act directed the FCC to consider rules so that a caller’s dispatchable location is conveyed with every 911 call, whatever the technology; the FCC adopted those rules in its August 2019 order implementing both statutes.6
The rules sit in 47 CFR part 9, and three points in them matter to an agency.
· They cover the agency’s system. The FCC defines a multi-line telephone system to include network-based and premises-based systems, including VoIP, and states that it includes systems owned or leased by governmental agencies.7
· They put duties on the operator, not only the manufacturer. A person engaged in the business of installing, managing or operating such a system must configure it so a user can dial 911 directly, must configure notification to a central location or another person if the system can do it without new hardware or software, and must configure it so the caller’s dispatchable location reaches the 911 call center. Notification has to start at the same time as the call where technically feasible, mustn’t delay the call, and must go somewhere someone is likely to see or hear it.8
· They define “dispatchable location” and set dates. A dispatchable location is the validated street address of the caller plus information such as a suite or floor needed to locate them.7 On-premises fixed phones had to provide it automatically by January 6, 2021. Non-fixed on-premises devices and off-premises devices had to provide it by January 6, 2022: automatically where technically feasible, and otherwise from a location the user updates manually or, for off-premises devices, the best available location obtainable at reasonable cost, which may be coordinate-based.8
A notification under the rules has to say, at a minimum, that a 911 call was made, give a valid callback number, and pass on the location information the system sent with the call.7
[bookmark: _Toc00001229]Interpretation: does the rule bind a federal agency?
The system is plainly covered: the statute defines a multi-line telephone system to include systems owned or leased by governmental agencies.9 The duties, though, fall on “a person engaged in the business of” installing, managing or operating one,10 and the Communications Act defines “person” to include an individual, partnership, association, joint-stock company, trust or corporation, with no mention of government.11 The FCC’s 2019 order implementing both statutes counts government agencies among the operators, installers and managers of these systems in its regulatory flexibility analysis, but it doesn’t address federal agencies or how they fit that definition of “person.”6 So the text leaves open whether the FCC could enforce these rules against an agency that runs its own system; the carriers and Microsoft are covered either way. This book’s position, shared with Book 03, Chapter 10, is to configure the system as if the agency is bound, because the system is one the rules describe and a caller’s safety doesn’t depend on who could be fined.
This chapter is guidance, not legal advice; the agency’s counsel and telecommunications office own the compliance determination. What the catalog contributes is the evidence that the configuration meeting those rules was put in place and kept current.
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Teams resolves a caller’s emergency location from the network element it is connected to, sends it with the call to the emergency routing service and the 911 call center, and conferences in the security desk.
How Teams meets the rules
Teams provides the mechanisms; the agency has to configure them, and the catalog keeps them configured.
· Validated addresses. An emergency address must be marked validated before it can be assigned to a user or a network identifier. Addresses created with the map search in the Teams admin center are validated and geocoded automatically, and Microsoft recommends creating them that way. Places (floor, wing or office) can be added under an address to give the in-building detail.12 For Calling Plan users in the United States, an emergency location is required at the moment a number is assigned to the user.13 The catalog makes that requirement the gate for every connectivity option, not only Calling Plans.
· Dynamic locations. Dynamic emergency calling works with Calling Plans, Operator Connect, Teams Phone Mobile and Direct Routing. The Teams client sends its network connectivity to the Location Information Service at startup, periodically and when its connection changes, and the service returns the location linked to the first matching network element, in the order wireless access point, switch port, switch, subnet. Network identifiers used for dynamic locations need addresses with geocodes, and some network-settings changes take up to four hours to reach clients.14 That is why network-to-location mapping is its own catalog item, raised whenever the address-management system records a new subnet or access point (Book 08).
· Notification. The Teams emergency calling policy sets who is notified when someone places an emergency call and how, including conferencing the security desk into the call, and it can treat a test call to 933 differently. It applies to all four connectivity options and can be assigned to users, network sites or both; a site assignment overrides a user assignment.14
· Routing. Calling Plan, Operator Connect and Teams Phone Mobile users are enabled for emergency calling automatically. Direct Routing needs an emergency call routing policy, a session border controller set to pass location in PIDF-LO, and either an emergency routing service provider (in the United States and Canada) or an ELIN configuration on the session border controller.14
· Unsupported clients. Dynamic emergency calling, including security desk notification, isn’t supported on the Teams web client. Microsoft’s guidance is a calling policy that turns off web PSTN calling for those users.14 The calling-policy item applies it by default.
· Remote workers. A softphone leaves the mapped network, and Teams then sends the first location it has: the network location from the Location Information Service, an address the user confirmed or edited for the network the client is on, an address the operating system suggests, an address the user typed, and last an address an administrator assigned statically to the user’s number. In the United States the address type decides the routing. A dynamic address, an operating-system address the user confirmed, and an address picked from the address suggestions go directly to the 911 call center; an address assigned statically to the user or number, an unconfirmed operating-system address, a typed address and no address at all are screened by a national call center first, which then transfers the call.15 A user can confirm or enter an address only under an emergency calling policy with external location lookup turned on, and only in Teams desktop on Windows and Mac; Teams mobile detects location automatically, and Teams phones don’t support the experience.1516 The catalog’s remote-location item gives that policy to every softphone user, not only those with a telework agreement, by group from HR attributes (Book 03, Chapter 10). The registered address on the number stays as the screening center’s fallback; it isn’t what the call should depend on.
· VPN pools stay unmapped. Teams tries a subnet-based location only when the client’s public IP address is on the tenant’s trusted list, while access point and switch lookups happen regardless; and cloud proxy deployments that change Teams clients’ source IP addresses don’t support these lookups at all.14 It follows, as an inference rather than a Microsoft statement, that a full-tunnel VPN whose exit address is trusted would hand a home worker whatever location the VPN address pool is mapped to. The mapping item therefore leaves VPN pools out of the Location Information Service (Book 09, Chapter 05). Microsoft’s separate performance guidance on keeping Teams media out of the tunnel doesn’t change which address the location lookup sees.
· A site match isn’t a location. On Windows, an IPv6 address from stateful DHCPv6 can be reported with a /128 prefix. The client then matches its network site and gets that site’s emergency policies, but fails the subnet match in the Location Information Service and gets no emergency location. Microsoft’s alternatives are an IPv4 subnet entry for dual-stack endpoints and a switch, port or access point entry for IPv6-only ones, not per-device /128 entries.14 The Locations and Networks report separates the two: its Network Site tab shows site matches, and its Network Identifier tab shows whether a location was matched and which one.17 The mapping item closes on the Network Identifier tab and a test call, not on a site match.
· Testing. Calling Plan, Operator Connect and Teams Phone Mobile users in the United States and Canada can dial 933 to hear back their number, their location and whether a real call would route automatically; Direct Routing customers arrange testing with their emergency routing provider.14 A successful test call is the closing check on the address and mapping items.
Government clouds differ in client coverage, so the catalog has to know which cloud it is in. Microsoft lists dynamic emergency calling as available on all Teams clients in GCC; in GCC High it is available on Teams desktop and mobile clients and on Teams phones from a stated app version, and in DoD on desktop, mobile and Teams phone applications released through the Teams admin center.14
Putting emergency calling in place
The emergency items change what happens on every 911 call, so turning them on follows the workbook’s implementation conventions (Book 00, Appendix D). Most of each step is already above; the table says where.
Authority: Risk-based recommended, the program’s position: configure the system as if 47 CFR part 9 binds the agency (Emergency calling and its interpretation note). Microsoft-recommended for creating addresses with the map search and for turning off web PSTN calling where dynamic emergency calling is in use (above, read on the dates in the notes). Applies: every Teams Phone deployment. Environment-dependent: dynamic emergency calling’s client coverage differs in GCC, GCC High and DoD, and GCC High and DoD need Direct Routing (above).
	How-template step
	Where this section covers it, or what it adds

	Prerequisites
	Validated, geocoded addresses; the network inventory from Book 08; the connectivity option and, for Direct Routing, the emergency routing provider or ELIN configuration (How Teams meets the rules)

	Pilot
	One building’s network sites and the softphone users who work there

	Report-only or audit phase
	The Locations and Networks report’s Network Identifier tab shows which clients get a location before anyone relies on it; 933 test calls where the connectivity option supports them (above)

	Enforcement
	Number assignment gated on a validated address; emergency calling and calling policies assigned by group and site; rings below

	Rollback
	Reassign the previous emergency calling or calling policy to the group or site; a mapping that returns the wrong location is removed so the call falls back to the user’s confirmed or registered address rather than a wrong one. A Teams administrator does it in minutes; network changes take up to four hours to reach clients

	Exclusions
	VPN address pools stay unmapped (above); users on clients that don’t support dynamic emergency calling are covered by the web-PSTN restriction, not excluded. Emergency access accounts aren’t affected: nothing here touches sign-in

	Telemetry
	Call records, the PSTN usage report and telephony administrator actions routed to the evidence store (Call records are evidence)

	Evidence
	The checklist below

	Day-two ownership
	The telecommunications office owns the addresses and mappings; the network-to-location item runs whenever the address-management system records a change; drift is a subnet or access point with no mapping, or a softphone user without the remote-location policy


Change safety
	Ring
	Scope
	Exit criteria

	0
	The telephony team’s own phones and softphones
	933 test calls return the right number and location

	1
	One building
	Every network identifier there matches a location in the report; the security desk receives the notification on a test call

	2
	Buildings by region
	The same, per building

	3
	Every site, and every softphone user by group
	No unmapped subnet or access point in the report; the remote-location policy held by every softphone user


· Emergency access: not applicable; no sign-in control changes.
· Change window: outside the security desk’s busiest hours, with the telecommunications office and the security desk told in advance, because test calls ring there.
· Backout triggers: a test call that returns the wrong location, or a security-desk notification that doesn’t arrive.
· Post-change validation: a 933 call (or the emergency routing provider’s test for Direct Routing) from a sample of mapped locations in each ring.
Control states. 
	State
	This page
	Evidence

	Designed
	The catalog items and the position on the rules
	This chapter and the counsel’s determination, held by the telecommunications office

	Configured
	Addresses, places, network identifiers and policies
	A Teams PowerShell or admin-center export of emergency addresses, network mappings and policy assignments

	Enforced
	Number assignment gated on a validated address; policies assigned to every user and site in scope
	The assignment export with no user lacking a policy

	Evidenced
	The test calls
	Test records (location returned, notification received, date, tester)

	Operated
	The mapping item raised on every network change; call records kept
	Catalog task history and the call-record export


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: the export of addresses, network mappings and policy assignments, kept with each change
· Operational: call records and telephony administrator actions in the evidence store, kept beyond the portal’s retention
· Test: the test calls for each ring and after each network change (expected and observed outcome, date, tester)
· Exception: unmapped address pools and any site without dynamic location, with the reason and approver
· Assessor-ready artifact: the exports and test records filed for CM-3 and AU-2 in the package (Chapter 11)
The Zero Trust assessment-mapping block doesn’t apply: emergency calling is a life-safety configuration, not a finding family a Zero Trust assessment raises. That is the program’s settled position (WD-150).
Call records are evidence, and they expire
Call detail records and telephony administrator actions are the AU-2 half of the catalog. Microsoft Graph keeps a call record for 30 days after the call ends, and organizations can subscribe to call records as they are created to build their own reporting or alert on scenarios such as emergency calls.18 The PSTN usage report in the Teams admin center keeps detailed PSTN records for a period set by country; for most countries it is 365 days for Calling Plans and 150 days for Direct Routing.19 Both windows are shorter than most audit periods. The program’s design routes call records and telephony administrator actions into the evidence store when the service is onboarded, under the evidence contract in Book 12, Chapter 02, rather than relying on the portal’s retention when an investigation needs them.
Teams configuration drift joins the Microsoft 365 loop
Teams also carries the second kind of day-two work: drift from its secure configuration. CISA’s SCuBA project publishes a Teams baseline alongside the other Microsoft 365 baselines, and BOD 25-01 requires federal civilian agencies to implement the mandatory policies for in-scope tenants; the deadline for the policies in force at issuance was June 20, 2025.20 The required Teams policies are that anonymous users can’t start meetings (MS.TEAMS.1.2v2), external access is enabled only per domain (MS.TEAMS.2.1v2), unmanaged users can’t initiate contact with internal users (MS.TEAMS.2.2v2), and Teams email integration is disabled (MS.TEAMS.4.1v1).21
The program doesn’t build a separate loop for Teams. It extends the Microsoft 365 loop in Chapter 08 to the Teams surface: the assessment runs, a new failure becomes a typed change or incident against the Teams service record, an owner fixes it in the native console, and a re-test closes it with evidence (CM-6). One loop, one more surface.
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The catalog only works if the roles behind it stay separate. The program’s design, consistent with Chapter 03 and Chapter 10:
Who does what in the catalogs. Program design.
	Role
	Owns

	Service desk (first and second lines, Chapter 10)
	Verification, execution of items with no connector action, and the record of what was done; no approval of access (the supervisor approves routine credential work, per Chapter 10)

	Identity operations (the identity governance officer and identity engineering, Chapter 10)
	Confirmation of lifecycle items, alongside the manager; the joiner, mover and leaver derivations. Routine credential items other than a password reset, which has no approver, are approved by the service desk supervisor or the requester’s manager

	Resource and group owners
	Approval of access items for what they own

	Security approver (the security office, Chapter 10)
	Conditional Access exceptions, MFA resets for sensitive accounts

	Agency business owner
	The decision on guest invitations; the sponsor, a named role, requests them (Book 03, Chapter 15)

	Telephony administrators
	Numbers, policies, routing and the network-to-location map, through catalog items

	Facilities and the security desk
	The accuracy of building and floor addresses, and receiving emergency notifications

	Counsel and the telecommunications office
	The determination that the configuration meets the FCC rules


[bookmark: _Toc00001231]Honest limits
· The emergency-address check is only as good as the address data behind it. The catalog validates against the Teams address service and the agency’s own building records; someone has to keep those records current when offices move.
· Media-path confidentiality and the accreditation of session border controllers belong to the network and telecommunications design. This chapter governs operational changes to that design, not its transport security.
· Teams baseline coverage depends on the assessment tool’s Teams checks.
· The approval gates and the five-verb checks are the program’s design. They are a defensible reading of SP 800-53, not the only one, and an agency’s authorizing official may set different gates.
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[bookmark: _Toc00001233]Chapter 06 — SaaS Integration Governance
An administrator can federate a third-party service with the agency directory in fifteen minutes, so the authorization question has to be asked and recorded before anyone configures anything, because nothing in the vendor’s path will ask it.
[bookmark: _Toc00001234]In this chapter
What happens when an administrator connects a third-party SaaS application to Entra ID, and why that moment puts a whole set of controls in place or skips them at once. Why the gate has to be the agency’s own: in GCC the full commercial application gallery is available, and certification travels with the service, not with the federation trust. The authorization check against FedRAMP Marketplace data, and why restricting consent doesn’t replace it. OAuth application risk and app governance in the government clouds. How single sign-on and SCIM provisioning support account-management controls, and what they leave to the agency. A seven-phase catalog from request to offboarding, the least-privilege Microsoft Graph surface it needs (with corrections to the source design), the tests that would prove it wrong, and the review that keeps every integration current.
An administrator opens the Microsoft Entra admin center, searches the application gallery, follows the vendor’s tutorial, and configures SAML single sign-on and SCIM provisioning to a third-party service.1 In about fifteen minutes, a continuously synchronized copy of part of the agency directory (names, work email addresses, employee identifiers, manager chains, organizational structure) lives in that vendor’s cloud.
It is tempting to read that as one missing gate: a check on the external service, SA-9, that ought to sit in front of the configuration. That reading is too small. Onboarding a SaaS application is the densest control-supporting moment in the identity estate. SCIM provisioning is automated account management. The separation event reaching the vendor is account disablement. The signing certificate is an authenticator with a lifecycle. The service principal is a component to inventory. The user assignment is access enforcement. Each of those controls is either supported during onboarding or silently skipped there, and skipping is the default, because the vendor’s path has nowhere to put them.
This chapter is the design that supports them: a catalog, a control binding for each item, a least-privilege way to execute it, and tests that would show it failing. Book 04 owns the objects and the approval model for applications in general (Chapter 05 and Chapter 06 there); this chapter applies them to the specific case of a third-party service that receives agency identity data, and doesn’t restate them.
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A SaaS integration passes an authorization gate before anything is configured, then moves through registration, credentials, provisioning, lifecycle, evidence, and attestation and exit, with re-verification looping back to the gate.
[bookmark: _Toc00001235]Why the gate has to be the agency’s
Three facts put the whole burden on the agency.
The full commercial gallery is available. Microsoft states that Office 365 GCC is paired with Microsoft Entra ID in Azure, while GCC High and DoD are paired with Microsoft Entra ID in Azure Government.2 GCC uses the public Entra ID because it was created before Azure Government had its own directory,3 and a GCC tenant calls the worldwide Microsoft Graph endpoints.4 An agency on GCC therefore sees the same application gallery, single sign-on templates and provisioning connectors as any commercial tenant. Nothing is blocked and nothing is marked. (Book 10, Chapter 04 covers what the GCC pairing does and doesn’t change elsewhere.)
Nothing in the integration path asks about authorization. The vendor tutorials are accurate and written for their purpose, which is making an integration work. The gallery’s own risk scores, which Microsoft Defender for Cloud Apps calculates, weigh general, security, compliance and legal factors; Microsoft names SOC 2, ISO 27001, HIPAA and PCI as examples of the compliance standards they consider, and seeing the scores in the gallery requires a Microsoft Entra Suite or Microsoft Entra Internet Access license.5 A good score is useful information. It isn’t an authorization verdict. Microsoft says the same thing plainly about third-party apps in Teams: enabling them extends the system boundary, and the customer must make sure they meet compliance requirements including FedRAMP.6 
Certification travels with the service, not with the trust. FedRAMP’s 2026 rules say each agency still authorizes its own federal information systems, and the authorizing official accepts risk for the agency’s specific use of a cloud service, including “the integrations enabled.”7 A federation trust from the agency’s tenant to a third-party service makes that service part of what the agency’s authorization has to account for. Book 10, Chapter 02 explains why that boundary is invisible in the console, and Book 10, Chapter 11 shows how it is evidenced in the package.
The conclusion is the program’s design position: the control surface for third-party integrations is entirely the agency’s, and there is no technical backstop to inherit. The controls the gate answers are specific. SA-9 asks the agency to require providers of external system services to comply with its security and privacy requirements, to define oversight roles, and to monitor the providers’ control compliance on an ongoing basis; SA-9(2) asks providers to identify the functions, ports, protocols and services their service needs; AC-20 governs whether and how organization-controlled information may be processed, stored or transmitted on external systems; and CA-3 asks the agency to approve and manage information exchanges with other systems through a documented agreement.8
[bookmark: _Toc00001236]Consent restriction answers who, not whether
The strongest alternative a reviewer will propose is the consent baseline. CISA’s BOD 25-01 required configurations include three Entra ID policies on applications: only administrators may register applications (MS.AAD.5.1v1), user consent to applications must be restricted (MS.AAD.5.2v1, which CISA lets an agency meet either by allowing no user consent or by allowing it only for apps from verified publishers and for permissions an administrator has classified as low risk), and an admin consent workflow must be configured (MS.AAD.5.3v1).9 Book 04, Chapter 05 describes the consent settings, permission classifications and the admin consent workflow,10 and Book 04, Chapter 06 sets who approves each grant.
Those are good controls, and the program applies them. They don’t answer SA-9. Consent restriction governs who approves an integration. It says nothing about whether the service on the far end is authorized to hold federal data. A tenant fully compliant with administrator-only consent and a configured workflow can still have an administrator, correctly and within policy, consent to a service with no FedRAMP certification. Every check passes and data still leaves the boundary. That is a gap of scope, not of configuration, and no amount of configuration hardening reaches it. Only an authorization verdict recorded against the integration, before anything is configured, addresses it.
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Consent restriction answers who may approve an integration; only an authorization verdict answers whether the service may hold the data, and an integration proceeds only when both are answered.
OAuth application risk
The same gap has an attacker’s version. In an illicit consent grant, an attacker registers an application that requests access to data such as email, contacts or documents, then tricks a user into consenting through phishing or injected code.11 Once consent is granted the application has account-level access without needing an account in the organization, and Microsoft notes that resetting passwords or requiring MFA doesn’t remove it, because the application is outside the organization.12 The response is to disable the application rather than delete it: a disabled application can’t obtain new tokens and no one can consent to it again, while a deleted one can come back the next time someone consents.13
Microsoft Defender for Cloud Apps14 includes app governance, which tracks non-Microsoft applications that use OAuth to authenticate to Entra ID and adds detections and policies on their behavior beyond the basic OAuth app view.15 Microsoft announced app governance as available in the government clouds in May 2024.16 Its US Government documentation lists a set of predefined app policy alerts and threat detection alerts that are still on the roadmap for GCC, GCC High and DoD, including detections for dormant applications suddenly accessing new APIs and for suspicious reply URLs; agencies should read that list before relying on a detection.17 For GCC, Microsoft describes Defender for Cloud Apps as a commercial offering covered by the Azure Commercial FedRAMP High authorization that may not meet other GCC compliance attributes such as CJIS background screening, IRS 1075 or access to customer content only by screened US personnel.18 Where an agency owns it, app governance is the native monitoring layer for consented applications, and the catalog in this chapter feeds it rather than duplicating it.
[bookmark: _Toc00001237]Federation closes controls, and what it doesn’t close 
Configured through the gate, the Entra integration surface (single sign-on and provisioning) is the technical mechanism for a specific set of controls. The mapping is the program’s reading of SP 800-53; the platform behavior behind each row is Microsoft’s.
What a governed integration supports. Control mapping is program design; platform behavior from Microsoft Learn.
	Control
	How the integration supports it

	AC-2, AC-2(1), AC-2(3)
	The Entra provisioning service uses SCIM 2.0 to create and update accounts in the application and to disable them when a user is unassigned, goes out of scope or is disabled in the directory. It runs repeated incremental cycles and logs every read and write.1920 Accounts that outlive the person are the gap auditors find first.

	AC-3, AC-6
	With single sign-on, access to the application is a directory assignment decision governed by Conditional Access, not a separate credential in each application.

	IA-2
	Every sign-in to the application is the agency’s authentication event, so phishing-resistant MFA and session policy apply even to applications that couldn’t enforce them natively.

	SC-8
	With federation, Entra ID authenticates the user and passes identity information to the application through SAML 2.0 or OpenID Connect, so the application never handles the user’s credentials.2122

	AU-2, AU-12
	Federated sign-ins and provisioning actions land in the central sign-in and provisioning logs, which feed the evidence store; a directly credentialed application logs to a place the agency doesn’t read.


SCIM is how identity changes propagate. Every add, move, change, delete and reset executed against the directory (Chapter 05) reaches each connected application through provisioning: one authorized operation, one closing check, the connected estate converged. The converse is the finding. An integration without provisioning is a manual-closure island. Its joiners and leavers are hand-worked tickets whose closures carry no automatic check, the kind of closure Book 14, Chapter 04 declines to count. The catalog treats “single sign-on without provisioning” as a degraded state that has to be either fixed or recorded as an accepted, visible exception.
Password-based single sign-on is a weaker variant. With it, Entra ID collects and stores each user’s credentials for the application in encrypted form and supplies them at sign-in;23 the application still has its own passwords, and the agency is now storing them. The catalog permits it only by exception and treats it like a replica path for review purposes.
Configuration is not compliance. The federation mechanics support technical controls; they don’t satisfy them. They don’t write the policies (AC-1, IA-1), sign the agreements with external systems, or run the access reviews that SP 800-53 expects alongside them, and the assessor decides whether each control is satisfied. The gate in this chapter supports the external-system direction (AC-20 and SA-9, the authorization verdict before configuration); the reviews are Book 04, Chapter 09’s subject.
[bookmark: _Toc00001238]The catalog: seven phases
The order is the control. The authorization verdict is recorded before anything is configured, because a verdict collected afterward is a rationalization, not a gate. Each item below names what happens, who approves it and the control it exercises. Items, approvals and phase order are the program’s design; control numbers are from SP 800-53 Rev. 5.8
Phase 1: intake and authorization
Nothing is configured in this phase. It answers whether the integration may happen at all, and records the answer before anyone can act on the opposite.
Phase 1.
	Item
	What happens
	Approval
	Control

	Request
	Records the service, its business owner, the business need and the specific identity attributes it will receive. The last field is what makes classification possible; without it, exposure is reasoned about from vendor marketing.
	Owner
	AC-20

	Authorization verdict
	The gate. A FedRAMP Marketplace status recorded against the request. No verdict, no progress.
	Security approver
	SA-9

	Interfaces
	The service’s sign-in and provisioning endpoints, ports and protocols recorded; firewall allow-lists and DNS records derive from this record, so an undocumented endpoint shows up as drift.
	Security approver
	SA-9(2)

	Classification
	Assertion-only (sign-in only) or standing replica (provisioning)? Derived from the attributes captured at request, not judged case by case.
	Automated
	AC-4

	Interconnection agreement
	Replica path only: an agreement attached and approved before the provisioning job is enabled.
	Owner and security
	CA-3

	Approval
	The requester may never approve. A privileged scope or any replica path needs a security approver distinct from the owner.
	Security approver
	AC-5


Intake is also where the program asks for the service’s accessibility evidence. Section508.gov tells agencies to require “A written ACR for each ICT item, based on the product’s Voluntary Product Accessibility Template,” and warns that a “Partially Supports” entry means “the product does not conform to Section 508 standards.”24 OMB asks agencies to validate vendor conformance documentation before purchase, and again when the product changes.25 The program records the ACR, and any gaps in it, with the intake decision.
What the verdict checks. FedRAMP now labels certified services by certification class rather than impact level, and the Marketplace data shows both: a status such as FedRAMP Certified, a class from A to D, and the legacy impact level (Book 10, Chapter 03). The program’s default threshold for a service that will hold agency identity data is FedRAMP Certified at Class C or higher, which corresponds to the former Moderate and High baselines; a lower class or a non-certified status sends the request to the authorizing official as a risk decision rather than to the catalog. In the Marketplace data on October 21, 2026, the 42 listings whose impact level is Li-SaaS all carry Class B, so a Class C threshold excludes them automatically.26 The threshold is design; an agency’s authorizing official may set a different one for data that isn’t identity data.
Where the verdict comes from. The source design took the Marketplace export by hand and said the Marketplace had no API. That is no longer true. FedRAMP publishes the Marketplace as a machine-readable dataset that carries, for each listing, its FedRAMP identifier, provider, offering name, status, certification class, impact level and a trust-center field.26 The catalog reads that file on a schedule, date-stamps every verdict with the dataset’s last-change time, and stores the listing identifier with the request. Matching a vendor’s name to a listing is still a heuristic. The tooling produces a review queue and never an “unauthorized” verdict on its own, because the absence of a name match isn’t evidence that no authorization exists. Book 14, Appendix B shows how to record status in the product inventory.
Phase 2: register and configure
The integration becomes a governed object, a reconciled inventory record and an approved change, before it becomes a federation trust.
Phase 2.
	Item
	What happens
	Approval
	Control

	Inventory record
	The service principal, its gallery template, single sign-on mode and provisioning-job state become a configuration item reconciled to the authoritative asset identity (Chapter 07). A service principal in the tenant with no record is drift.
	Automated
	CM-8

	Change
	Every compliance-affecting change (enabling single sign-on, enabling provisioning, widening the attribute scope, rotating a credential) carries an approved change record before execution.
	Owner and security
	CM-3

	Single sign-on
	Configured through Microsoft Graph by the connector, never a portal click. The item records that the application’s local passwords are disabled or exception-approved: single sign-on available isn’t single sign-on required.
	Owner
	IA-2

	Identifier
	One enterprise identifier per person, from the HR-derived worker record (Book 03). The vendor never creates its own identifier for an agency user.
	Owner
	IA-4


Phase 3: credentials
The SAML signing certificate and the provisioning token are authenticators with lifecycles, not setup steps. This is the same rule Book 04, Chapter 05 applies to app registrations, applied to the federation trust.
Phase 3.
	Item
	What happens
	Approval
	Control

	Issue
	Certificate-based where the service supports it; a secret with a mandatory expiry where it doesn’t. No long-lived secret in configuration.
	Owner
	IA-5(2)

	Rotate
	Raised automatically ahead of expiry and approved by the owner, with the vendor-side update tracked as a change. The trust never depends on someone remembering a three-year certificate.
	Owner
	IA-5

	Certificate policy
	Issuance, publication to the service, rollover and revocation under the agency’s certificate policy.
	Owner
	SC-17


The platform facts behind this phase: when an administrator configures SAML single sign-on, Entra ID generates a self-signed signing certificate valid for three years by default. A new certificate can be created with any expiry up to three years, or uploaded, and Microsoft recommends a rollover in which the application picks up the new certificate from the federation metadata before it is made active. Entra ID emails expiry notices 60, 30 and 7 days ahead to up to five addresses.2728 The program’s design puts the agency’s own certificate policy in charge of that lifecycle (a SAML signing certificate isn’t one of Book 07’s certificate classes, and Appendix A names who renews it): a shorter lifetime than the default, a named distribution list in the notification slot, and rotation raised by the catalog well before the first notice.29
Phase 4: provision and authorize
Only now does directory data move, and only under an approved scoping filter and attribute mapping.
Phase 4.
	Item
	What happens
	Approval
	Control

	Enable provisioning
	Creating the provisioning job is automated account management. Blocked until the interconnection agreement is approved. The scoping filter and attribute mapping travel in the change record, so which attributes leave is reviewed, not discovered later.30
	Owner and security
	AC-2(1)

	Assignment
	Assignment required on the enterprise application; never available to all users. The assignment is the enforcement point the agency still controls once the trust exists.
	Owner
	AC-3

	Roles
	Application roles mapped from the authoritative organizational model, not a vendor default. Any role with administrative authority inside the service needs a security approver.
	Security approver
	AC-6


With Assignment required set to No, all users can sign in, other applications can obtain tokens, and any external user invited into the organization can sign in too; with it set to Yes, users must be assigned first.31 Global Administrators can sign in regardless of the setting.32 An application that requires assignment also can’t receive user consent, so its permissions always need admin consent.33 Both facts support the program’s rule in Book 04, Chapter 06, and the second is one more reason to keep standing Global Administrators close to zero.
Phase 5: lifecycle
HR owns the fact that someone has joined, moved or left (Book 03, Chapter 08). This phase is where the fact reaches the service.
Phase 5.
	Item
	What happens
	Approval
	Control

	Leaver
	The separation event drives disable or removal in the service on the effective date, with evidence for each step. The interval from separation to revocation inside the service becomes a continuous-monitoring measure.
	The lifecycle workflow, with manager and identity operations confirmation
	AC-2(3)

	Mover
	A transfer re-derives entitlements in the service from the new assignment and raises an access review of anything left over.
	Owner
	PS-5


Provisioning doesn’t act instantly.34 The service disables the account in the target application during its next incremental cycle after the user is disabled, unassigned or moves out of scope; it deletes the account after the user is hard-deleted, which Entra ID does 30 days after a soft delete. Cycles run at intervals set per application, and a job that fails consistently goes into quarantine, where cycles slow to once a day and the job is disabled after four weeks.19 For a separation that can’t wait, the provisioning API can provision a single user on demand.3536 The leaver item therefore records the cycle that carried the disable, falls back to an on-demand push when the separation is urgent, and treats a quarantined job as an open finding, not a status color.
Without this phase, the directory is clean and the vendor still holds a live account, which is exactly what an assessor probes. Separation can’t be seen from the network: an absence of sign-ins looks the same as leave. Only an event-driven feed from the owner of the fact starts revocation on time.
Phase 6: evidence
Collection isn’t review. Both are catalog items, because only an owned task proves somebody looked.
Phase 6.
	Item
	What happens
	Approval
	Control

	Account audit
	Account creation, change, enable, disable and removal produce audit records automatically, correlated to the HR or catalog event that started them.
	Automated
	AC-2(4)

	Logs
	Provisioning and sign-in telemetry routed to the SIEM at onboarding, not after an incident.37
	Automated
	AU-2

	Review
	A named reviewer, a cadence and a closure record. Collection is AU-2; evidence that somebody looked is AU-6.
	Security approver
	AU-6


The logs item collects what the tenant can see. It can’t produce what the cloud boundary withholds, and GCC’s telemetry limits bound what reaches the SIEM in the first place (Book 10, Chapter 04, Book 12). A continuous-monitoring claim built on this item has to state that limit rather than imply completeness.
Phase 7: attest and exit
Authorization isn’t a one-time fact, and the step most often skipped is the last one.
Phase 7.
	Item
	What happens
	Approval
	Control

	Attest
	Re-verifies on a cadence the Marketplace status, the owner and the attribute scope. A lapsed authorization or an orphaned integration raises a task that feeds attestation (Chapter 11).
	Owner and security
	CA-7

	Retention
	Records which attributes flow, from which authoritative source, and the vendor’s retention and deletion commitments where the data originates, because lineage can’t be rebuilt from the vendor’s copy at audit time.
	Owner
	SI-12

	Offboard
	Disables the provisioning job, removes assignments, revokes the trust and the credential, confirms vendor-side deletion against the retention record, and retires the inventory record.38
	Owner and security
	AC-2


A service can lose its certification, and an integration can outlive its business need. An integration nobody uses still holds a live directory replica and a valid signing certificate. Setting an enterprise application’s Enabled for users to sign in to No stops tokens being issued to it, for users and for service principals using application permissions alike,32 which makes it the first step of an offboarding and the immediate response to a lapsed authorization while the rest of the exit runs.
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The catalog executes through Microsoft Graph from the in-boundary connector (Chapter 02). The source design proposed a set of connector methods and a permission set for them. Checked against the Graph reference, the operations are right but the permission set isn’t, and the corrections matter more than the methods.
The Graph surface the catalog needs. Operations and permissions from the Microsoft Graph reference; the column of notes is the program’s reading.
	Operation
	Graph call
	Least-privileged application permission
	Notes

	Add a gallery or non-gallery application
	POST /applicationTemplates/{id}/instantiate
	Application.ReadWrite.OwnedBy
	Non-gallery template IDs are 8adf8e6e-67b2-4cf2-a259-e3dc5476c621 for the global service, which GCC uses, and 4602d0b4-76bb-404b-bca9-2652e1a39c6d for US Government39

	Set the single sign-on mode
	PATCH /servicePrincipals/{id} (preferredSingleSignOnMode)
	Application.ReadWrite.OwnedBy
	On an application the connector owns40

	Create a signing certificate
	POST /servicePrincipals/{id}/addTokenSigningCertificate
	Application.ReadWrite.OwnedBy
	Generates a self-signed certificate, valid up to three years; available in the global service, not in GCC High or DoD41

	Create the provisioning job
	POST /servicePrincipals/{id}/synchronization/jobs
	Application.ReadWrite.OwnedBy
	The job is created disabled; starting it is a separate call42

	Store provisioning credentials
	PUT /servicePrincipals/{id}/synchronization/secrets
	Application.ReadWrite.OwnedBy
	43

	Push one user now
	POST .../synchronization/jobs/{jobId}/provisionOnDemand
	Application.ReadWrite.OwnedBy
	Rate-limited to five requests per ten seconds35

	Assign a group to the application
	POST /servicePrincipals/{id}/appRoleAssignedTo
	AppRoleAssignment.ReadWrite.All and Application.Read.All
	Tenant-wide; see below44


Three corrections follow.
1. Application.ReadWrite.OwnedBy is enough, and Synchronization.ReadWrite.All isn’t needed. The source design gave the connector both and described the pair as limiting it to integrations it owns. For every provisioning call above, Microsoft lists Application.ReadWrite.OwnedBy as the least-privileged application permission and Synchronization.ReadWrite.All as a higher-privileged one.4243 Application.ReadWrite.OwnedBy allows the same operations as Application.ReadWrite.All but only on applications and service principals the calling app owns, although it can still list every application in the tenant.45 Adding the tenant-wide synchronization permission would undo the ownership boundary the design relies on.
1. Assignment needs a permission that can grant anything. Assigning users or groups to an application through appRoleAssignedTo requires AppRoleAssignment.ReadWrite.All,44 and Microsoft warns that permissions which allow granting authorization, including this one, let an application grant additional privileges to itself, other applications or any user.45 A connector holding it is effectively a privileged administrator. The program’s design keeps it off the connector: the one-time assignment of the application’s access group is executed by a person in the approved role, activated through PIM against the ticket, exactly as Book 04, Chapter 06 does for every enterprise application, and ongoing access changes are membership changes to that group.
1. The certificate call doesn’t apply the agency’s certificate policy. addTokenSigningCertificate creates a self-signed certificate.41 It is fine for a short-lived certificate on a controlled rotation, but it can’t put a certificate issued under the agency’s policy in place; that path is the upload described in Phase 3. The source design used this call for both.
The gate in the connector refuses any execution whose change record is unapproved or whose approver equals the requester, and the tests below hold it to that.
[bookmark: _Toc00001240]Illustrative and read-only
The script below is illustrative and hasn’t been tested against a production tenant. It changes nothing: it lists enterprise applications created from a gallery or non-gallery template, with their single sign-on mode, whether assignment is required and whether a provisioning job exists. Review it before running, run it with the read-only scopes shown (Application.Read.All and Synchronization.Read.All, the delegated read permissions for these calls),46 and use it to measure the population before sizing the catalog.
# Federal Modernization Program: read-only inventory of SaaS integrations.
# Requires the Microsoft Graph PowerShell SDK. Changes nothing.
Connect-MgGraph -Scopes 'Application.Read.All','Synchronization.Read.All' -NoWelcome

$sps = Get-MgServicePrincipal -All `
    -Property Id,DisplayName,AppId,ApplicationTemplateId,PreferredSingleSignOnMode,AppRoleAssignmentRequired,AccountEnabled |
    Where-Object { $_.ApplicationTemplateId }

$report = foreach ($sp in $sps) {
    $jobs = @(Get-MgServicePrincipalSynchronizationJob -ServicePrincipalId $sp.Id -ErrorAction SilentlyContinue)
    [pscustomobject]@{
        DisplayName        = $sp.DisplayName
        AppId              = $sp.AppId
        TemplateId         = $sp.ApplicationTemplateId
        SsoMode            = $sp.PreferredSingleSignOnMode
        AssignmentRequired = $sp.AppRoleAssignmentRequired
        Enabled            = $sp.AccountEnabled
        ProvisioningJobs   = $jobs.Count
    }
}

# Integrations with single sign-on but no provisioning are manual-closure islands.
$report | Sort-Object ProvisioningJobs, DisplayName | Format-Table -AutoSize
[bookmark: _Toc00001241]Tests that would prove the design wrong
A catalog that only tests the happy path proves nothing. The program’s design runs these negative tests on a sub-production instance before the catalog goes live and after every change to it.
Negative tests for the SaaS catalog. Program design.
	Test
	Asserts

	Configure without a verdict
	Single sign-on and provisioning items refuse when no authorization verdict is recorded. The ordering rule, mechanically.

	Replica without an agreement
	The provisioning item refuses when the classification is replica and no approved interconnection agreement exists.

	Sign-in only needs no agreement
	The sign-in-only path completes without an agreement; over-gating the cheap path is how a control gets routed around.

	Self-approval
	The approval item refuses when the approver is the requester.

	Over-privileged connector
	Execution refuses if the connector identity holds Application.ReadWrite.All, Synchronization.ReadWrite.All or AppRoleAssignment.ReadWrite.All.

	Unreconciled integration
	A service principal in the tenant with no inventory record raises drift (the ungoverned portal click).

	Lapsed authorization
	The attestation item raises a task when the recorded verdict ages past its cadence or the Marketplace status changes.

	Offboarding is complete
	Offboarding leaves no enabled provisioning job, no assignment and no valid signing certificate.


[bookmark: _Toc00001242]The Help Desk Kit audit
The inventory above counts integrations. The Help Desk Kit (download) carries the audit that tiers them: Get-EnterpriseAppInventory.ps1, run by identity operations, read-only and with read scopes only. It lists every enterprise application except Microsoft’s own, with its owners, the application permissions it holds, its delegated scopes and a risk tier, and writes app-inventory.csv. Three findings come out of it.
The Help Desk Kit audit. Checks from the kit’s script; tiers and owners are program design.
	Finding
	What the script checks
	Tier
	Who acts

	Orphaned application
	No owner on the service principal, nor on the application object for apps registered in the tenant
	Risk Tier 1
	The governance officer assigns an owner before any access is granted47

	Critical permission
	A critical permission, such as Mail.Send or RoleManagement.ReadWrite.Directory, held as an application permission or a delegated scope
	Risk Tier 1
	The application owner justifies it or it’s removed

	Acts as every user
	A delegated grant consented on behalf of all users with a critical or high-risk scope (the TenantWideRiskyScopes column)
	Flagged for review
	The application owner and the governance officer


The third finding needs a word. A delegated grant has a consent type: AllPrincipals authorizes the application to impersonate all users, and Principal authorizes it for one user.4849 An application admin-consented for every user can act as anyone who signs in to it, within the scopes granted. That is the nearest thing Entra ID has to Active Directory’s unconstrained delegation, which lets a server act as any user who connects to it against any service (Book 02, Chapter 08). The difference is the limit: the Entra grant stops at its scopes, so the finding is about which scopes, not whether delegation exists. The workbook’s Start Kit runs the Active Directory check; this script runs the Entra one.
Every finding is a governance action (A3 in Chapter 03), so the help desk never remediates one. A tenant-wide grant the catalog didn’t produce is drift and goes to the governance officer and security operations. Externally published applications aren’t detected by the script; raise them to risk Tier 1 by hand. The script isn’t tenant-tested: review it and run it in a sub-production tenant first.
[bookmark: _Toc00001243]Keeping integrations authorized
The review that keeps the estate current combines the catalog’s attestation item with what the platforms already do.
· Status. The attestation item re-reads the Marketplace data on a schedule and compares each integration’s listing with the verdict recorded at intake. A change of status or class raises a task to the owner and the security approver, and the service principal can be disabled while the decision is made.
· Access. Access reviews for each application run on its risk tier’s cadence under Entra ID Governance50 (Book 04, Chapter 09). Microsoft lists Entra ID Governance as available in GCC, GCC High and DoD.51
· Consent and behavior. App governance, where the agency has it, watches consented applications for anomalous behavior; consent grants the catalog didn’t produce are drift. The Help Desk Kit audit above lists the tenant-wide ones on every run.
· Inventory. Every service principal with a gallery or non-gallery template52 is either in the inventory with an owner and a verdict, or it is a finding (Chapter 07).
Who approves what is set by Book 04, Chapter 06; who runs the reviews is Chapter 10’s subject.
[bookmark: _Toc00001244]Putting the gate in place
The catalog becomes a control when the connector refuses to configure an integration without a verdict, every enterprise application requires assignment, and a service principal with no record is a finding. That is an enforcement change for every owner whose integration was set up by a portal click, so it follows the workbook’s implementation conventions (Book 00, Appendix D). The table points back to where this chapter already covers each step.
Authority: Mandated for the consent and registration baseline where BOD 25-01 applies (MS.AAD.5.1v1 to 5.3v1, above). Microsoft-recommended for the SAML certificate rollover (the Learn pages cited in Phase 3, read Oct 21, 2026). Risk-based recommended, the program’s position: the verdict before configuration, the Class C threshold, assignment required on every application, the replica-only agreement line and the connector’s permission set. Applies: all tenants. Environment-dependent: Office 365 GCC uses Microsoft Entra ID in the commercial cloud and sees the full gallery, while GCC High and DoD use Microsoft Entra ID in Azure Government (above); the self-signed certificate call isn’t available in GCC High or DoD (above); Entra ID Governance for the access reviews is available in GCC, GCC High and DoD (above). License-dependent: the gallery’s risk scores need Microsoft Entra Suite or Internet Access (above).
	How-template step
	Where this chapter covers it, or what it adds

	Prerequisites
	The consent baseline in place (Book 04, Chapter 05); the CMDB reconciliation (Chapter 07); the connector built with the least-privileged permissions (The actuation surface); the Marketplace dataset read on a schedule (Phase 1)

	Pilot
	The negative tests on a sub-production instance (Tests that would prove the design wrong), then new integration requests only

	Report-only or audit phase
	The read-only inventory and the Help Desk Kit audit measure the existing population, and each existing integration is recorded with an owner and a verdict before anything about it changes. Nothing is refused or disabled in this phase

	Enforcement
	The connector’s gate refusing unapproved changes; Assignment required set to Yes application by application; an unreconciled service principal raised as drift; rings below

	Rollback
	For one application, set Assignment required back to No, or Enabled for users to sign in back to Yes, under the owner’s change record; the application owner and identity operations can do it in minutes. For the gate, redeploy the previous connector version from source control

	Exclusions
	Microsoft’s own first-party applications, which the kit audit already leaves out. Emergency access accounts aren’t affected: Global Administrators can sign in to an application whatever its assignment setting (Phase 4). An integration that can’t require assignment, or that runs on a lapsed verdict while the authorizing official decides, is an exception with an approver and an expiry

	Telemetry
	Provisioning and sign-in logs routed at onboarding (Phase 6); audit events for consent grants and app role assignments, which the Chapter 04 rules already watch

	Evidence
	The checklist below

	Day-two ownership
	The application owner and the security approver attest each integration on its cadence (Phase 7); the identity governance officer owns the catalog and the drift queue; the reviews run under Keeping integrations authorized and the cadence in Chapter 12. Drift is a service principal with no record, a tenant-wide grant the catalog didn’t produce, or a verdict past its age


Change safety
	Ring
	Scope
	Exit criteria

	0
	Sub-production instance and test applications
	Every negative test passes

	1
	New integration requests
	A full quarter of requests through the catalog with no portal-click integration found by the inventory

	2
	Existing sign-in-only integrations: owner and verdict recorded, then assignment required
	Each application’s owner confirms sign-in still works for the assigned group

	3
	Existing provisioning integrations: agreement attached, attribute scope reviewed, assignment required; unrecorded service principals raised as drift
	No enabled provisioning job without an approved agreement; the drift queue owned and worked down


· Emergency access: not affected by assignment changes; no Conditional Access policy is changed by this rollout.
· Change window: each application’s change in its owner’s agreed window, with the owner on hand to test sign-in.
· Backout triggers: users of a business-critical application unable to sign in after assignment is required, or a provisioning job that stops; set per application before its change.
· Post-change validation: a test sign-in by an assigned user and a refused sign-in by an unassigned test user; for provisioning, one on-demand push of a test user.
Control states. 
	State
	This page
	Evidence

	Designed
	The seven phases and the authorization threshold
	The catalog design and the threshold the authorizing official set

	Configured
	The catalog items, the connector and its gate
	The catalog’s item definitions and the connector’s source and permission grant

	Enforced
	The gate refusing; assignment required on every in-scope application (rings 1 to 3)
	The inventory export showing AssignmentRequired and provisioning state per application, and the exception register

	Evidenced
	The negative tests, and the post-change validation per application
	Test records with expected and observed outcomes

	Operated
	Attestation on its cadence, access reviews and the drift queue
	Attestation records, review results and drift findings with their closures


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: the integration inventory export and the catalog record for each integration (verdict, owner, classification, agreement)
· Operational: provisioning and sign-in logs in the SIEM, attestation and review records, kept for the program’s log retention
· Test: the negative tests after every change to the catalog, and each application’s post-change validation (expected and observed outcome, date, tester)
· Exception: applications that don’t require assignment, integrations on a lapsed verdict, and any connector permission beyond the table, each with approver and expiry
· Assessor-ready artifact: the inventory joined to verdicts and agreements, filed for SA-9, CA-3 and AC-20 in the package (Chapter 11)
[bookmark: _Toc00001245]Assessment mapping
· Microsoft Zero Trust pillar: Apps, with Identity for consent and assignment
· CISA ZTMM pillar: Applications and Workloads
· Depends on: Book 04’s consent settings and approval chain (Identity); the CMDB’s reconciled inventory (Chapter 07); Book 12’s SIEM for provisioning and sign-in telemetry (SecOps)
· Attack chain interrupted: an over-consented or ungoverned application used for access that outlives its purpose (Persistence), and directory data replicated to an unauthorized service (Exfiltration)
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1. The population is unmeasured. The source design specified the gate before counting how many gallery integrations exist and how many carry provisioning. Run the read-only inventory above first; if the count is small, scale the catalog down and say so.
1. The connector surface is specified, not built. The Graph operations are the ones the catalog needs; the connector code that calls them, its flows and its tests are work to be built and proved on a sub-production instance.
1. The agreement line is a judgment. Requiring an interconnection agreement only for the replica path is asserted, not derived. Password-based single sign-on stores the users’ application passwords in Entra ID and replays them, which is arguably a standing flow of secrets; revisit the line with the authorizing official.
1. Name matching is permanent. Joining a vendor to a Marketplace listing by name will always need a person to confirm it.
1. Telemetry has a ceiling. What reaches the SIEM is bounded by what the cloud boundary lets the tenant see.
1. The vendor’s path changes. Tutorials, gallery entries and risk scores change continuously; the observation that the vendor path never asks the authorization question should be re-checked, not assumed.
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[bookmark: _Toc00001248]Chapter 07 — The CMDB and Asset Identity
Every ticket names an asset, so the help desk can only be as right as the inventory it routes to; the CMDB earns that trust by agreeing with one authoritative identity, not by being one.
[bookmark: _Toc00001249]In this chapter
What the CMDB is for in day-two operations, and why the program treats it as a workflow projection of the authoritative asset identity rather than a second source of truth. What CM-8 and its enhancements ask of an inventory, and which baselines select them. Where configuration items come from (discovery, service graph connectors and the cloud platforms’ own inventories), how ServiceNow’s identification and reconciliation engine decides what to create and who may write, and the program’s reconcile pass on top of it. The join key of asset identity plus time, duplicate and stale configuration items, and why patching and evidence depend on all of it.
A compliance task is only as good as the asset it names. “Remediate the storage account that allows public access” is work someone can do. “Remediate something in one of three subscriptions” is not. The same is true of every request the help desk handles: a laptop reimage, a server patch, a certificate renewal, a firewall exception. Each ticket points at a thing, and the thing has to exist, exactly once, with a name an assessor can follow from the ticket to the change to the evidence.
That pointer is the CMDB’s job. In most agencies the IT service management platform already holds the configuration management database, and every incident, request, change and finding is attached to a configuration item (CI) in it (Book 13, Chapter 10). When the CMDB is right, work routes to the right owner, a change’s blast radius can be computed, and a closed ticket proves something about a real asset. When it is wrong, the same virtual machine appears as three CIs, a remediation task closes against the wrong one, and the evidence trail forks without anyone noticing.
This chapter covers how the CMDB is populated from the cloud and on-premises surfaces, and the part that matters most: how it is reconciled to the authoritative asset identity so it never becomes a second, competing source of truth.
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The CMDB is a projection: each surface reports what it sees, connectors populate the CMDB, and every pass reconciles it to the naming plane, with mismatches sent to an exception queue.
[bookmark: _Toc00001250]The CMDB is a projection, not the authority
The program’s position is short. Discovery and connectors populate the CMDB; the authoritative naming and addressing record governs identity. Where the two disagree, the CMDB is wrong by definition, and the disagreement is itself a finding. That is a design choice, and it is the same one the published books already make. Book 12, Chapter 02 keys every evidence record to the naming plane’s authoritative name or address and gives the service management CMDB the role of workflow and correlation hub that reconciles to it. Book 13, Chapter 03 gives each class of fact one authoritative source and makes every other copy a pointer that knows where it came from. The CMDB is the most important of those pointers, because the most work flows through it.
Who owns what about an asset
	Layer
	Owns
	Realized by
	Reconciles to

	Naming and addressing plane
	Authoritative asset identity: name, address, DNS and IPAM record
	IPAM and DDI (Book 08, Book 10, Chapter 06)
	Nothing; it is the authority

	Cloud-native inventories
	Each surface’s own view of its resources
	Microsoft Graph, Azure Resource Graph, the Defender device inventory, Intune
	The naming plane, at ingest

	CMDB
	Workflow-addressable CIs and their relationships
	Discovery and service graph connectors
	The naming plane, on every reconcile pass


Why not make the CMDB the authority? Because it is built from what connectors and scanners report, and a scanner reports what it found, not what the agency decided should exist. NIST’s security-focused configuration management guide says the component inventory “is populated through a process of discovery,” and that even with automated tools some elements, among them organizational unique identifiers, system association and the component’s owner, still have to be entered by people.1 Those human-decided facts are the identity. The program keeps them in the record that decides addressing, and lets the CMDB inherit them.
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CM-8 is the control an assessor reads the CMDB against. It asks for an inventory of system components that accurately reflects the system, includes all components within it, “does not include duplicate accounting of components or components assigned to any other system,” sits at the granularity needed for tracking and reporting, includes the information the agency defines for accountability, and is reviewed and updated at a frequency the agency sets. Its discussion is direct about the mechanism: preventing duplicate accounting “necessitates use of a unique identifier for each component,” and it notes that scanning networks over both IPv4 and IPv6 can produce duplicate components in different address spaces.2
The enhancements describe what a mature inventory does. Several map directly to day-two work.
CM-8 and its enhancements, with NIST SP 800-53B baselines
	Enhancement
	What it asks
	NIST baselines
	Where it lands in day-two work

	CM-8
	The inventory itself: accurate, complete, no duplicates, reviewed on a set frequency
	Low, Moderate, High
	The reconcile pass and the exception queue

	CM-8(1)
	Update the inventory as part of installations, removals and system updates
	Moderate, High
	Every change record and decommission updates the CI (stale CIs)

	CM-8(2)
	Keep the inventory current, complete, accurate and available with automated mechanisms
	High
	Connectors and discovery, never hand entry

	CM-8(3)
	Detect unauthorized hardware, software and firmware automatically, and act (disable, isolate or notify)
	Moderate, High
	Shadow-asset exceptions

	CM-8(4)
	Identify, by name, position or role, the individuals responsible for administering each component
	High
	An owner and a managing group on every CI (Chapter 10)

	CM-8(5)
	Withdrawn; incorporated into CM-8
	—
	—

	CM-8(6)
	Include assessed configurations and approved deviations
	Not selected
	Configuration objects as CIs; exceptions linked to them

	CM-8(7)
	Provide a centralized repository
	Not selected
	The CMDB, as the program’s design

	CM-8(8)
	Track components by geographic location with automated mechanisms
	Not selected
	Location attributes, coordinated with privacy where it matters

	CM-8(9)
	Assign components to a system and get an acknowledgement from defined personnel
	Not selected
	System association on every CI, acknowledged by the system owner


The baseline column is read from NIST’s SP 800-53B profiles: Moderate selects CM-8, CM-8(1) and CM-8(3); High adds CM-8(2) and CM-8(4).3 Agencies may select the others, and the program uses CM-8(4), (6), (7) and (9) as design at every level because they are what make a CMDB usable for routing. CM-8(4) in particular is the reason a CI without an owner is a defect, not a missing nicety: its discussion says naming the responsible individuals lets the organization contact them “if some action is required,” such as when the component is the source of a breach.2
Two federal requirements push in the same direction. CISA’s BOD 23-01 requires agencies to perform automated asset discovery every 7 days, to start vulnerability enumeration across all discovered assets every 14 days, and to feed results into the CDM Agency Dashboard within 72 hours of discovery completing.4 Discovery on that cadence produces exactly the stream of records a CMDB has to reconcile. And FedRAMP’s 2026 Key Security Indicators ask cloud providers that “authoritative sources are used to automatically generate real-time inventories of all information resources when needed” (KSI-PIY-GIV), mapped to CM-8, CM-8(1), CM-8(2) and CM-8(4) among others.5 The indicators bind providers, not agencies, but they describe the same discipline: the inventory is generated from an authority, not typed.
[bookmark: _Toc00001252]Where configuration items come from
The program’s rule is that the CMDB is populated by connectors and discovery, never by hand entry, so it is reproducible and can be compared run to run. That follows CM-8(2) where it is selected and is good practice where it isn’t.
	Source surface
	Mechanism
	Representative CI classes

	On premises and hybrid
	ServiceNow Discovery through a MID Server inside the agency network
	Servers, network devices, Arc-enabled servers, the applications running on them

	Azure
	The Service Graph Connector for Microsoft Azure; Azure Resource Graph for change-driven updates
	Subscriptions, virtual machines, storage accounts, key vaults

	Microsoft 365 and Entra ID
	An integration over Microsoft Graph that the agency builds or acquires
	Users, groups, devices, and policy objects as configuration CIs

	Security posture
	Defender and Defender for Cloud findings, written as attributes and relationships on existing CIs
	No new CI tree; findings attach to the asset they describe


ServiceNow describes Discovery as finding “computers, servers, printers, a variety of IP-enabled devices, and the applications that run on them,” and updating the CMDB with what it finds. The MID Server runs the probes and patterns inside the network, starts every connection from inside the firewall, and doesn’t retain discovery data.6 The Service Graph Connector for Microsoft Azure pulls Azure data into the CMDB; ServiceNow documents that the data is mapped to CMDB classes by its Robust Transform Engine and inserted through the Identification and Reconciliation Engine, and that events pulled from Azure can create and update the connector’s CIs.7 The program’s design places the MID Server and the connector’s credentials inside the authorization boundary, so the CMDB’s reach into the estate is itself an assessed, least-privilege path.
Azure Resource Graph is the other half of the Azure picture. Microsoft describes it as querying “at scale across a given set of subscriptions,” with the last 14 days of resource configuration changes available, and lists keeping an up-to-date CMDB as a use for its change data: “instead of refreshing all resources and their full property sets on a scheduled frequency, you only receive their changes.”8 A connector’s full load and a change feed are complementary. The full load catches what the feed missed; the feed keeps the CMDB close to current between loads.
Configuration objects are CIs too. A Conditional Access policy, an Azure Policy assignment and a secure-baseline setting are configuration state the compliance workflow reasons about. The program models them as configuration CIs so a drift task can reference the exact object that drifted, not a free-text description of it. CM-8(6), which asks the inventory to carry assessed configurations and approved deviations, is the control that design answers.2 No ServiceNow connector the program relies on is claimed to import these objects; the integration is the agency’s to build, and Chapter 08 describes the drift work that consumes them.
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ServiceNow already does much of the reconciliation work natively, and the program’s design builds on it rather than replacing it. Its Identification and Reconciliation Engine (IRE) “prevents duplicate CIs by uniquely identifying CIs” and “reconciles CI attributes by allowing only authoritative data sources to write to CMDB.” It uses three kinds of rule:910
· Identification rules decide whether an incoming record is an existing CI or a new one. Where a source supplies its own name and native key, IRE can identify the CI from those without running the matching rules.
· Reconciliation rules decide which discovery sources may update which attributes of a class, so that “discovery sources can’t overwrite each other’s updates.” A rule on a parent class applies to its children unless a child rule overrides it. Data refresh rules decide when a CI is stale for a given source, so that a lower-priority authorized source can update it.
· IRE data source rules stop named sources from creating CIs of a given class at all.
On every payload IRE also updates the CI’s last_discovered and discovery_source, and first_discovered records when the CI was first created.9
That machinery answers “is this the same CI the CMDB already has?” It doesn’t answer “is this asset the one the agency’s naming plane says exists?” The program adds a reconcile pass for that second question, run before a CI is trusted for routing.
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One incoming record: the platform identifies the CI and decides which source may write each attribute, then the program’s pass matches it to the naming plane and either binds it or raises one of two exceptions.
1. Match. The incoming asset is matched to an authoritative IPAM and DDI record by name or address. The authoritative key is tried first and the cloud resource ID second, never the reverse; otherwise the CMDB would make the cloud’s identifier the truth.
1. Bind. The matched CI carries the authoritative identity as its correlation key, so every task, change and evidence record attached to it inherits one traceable identity across surfaces. In the program’s design that key is the asset_id of Book 12’s evidence contract.
1. Flag. An asset present on a surface but absent from the naming plane is a reconciliation exception. Either it is a shadow asset nobody authorized, which is a real finding under CM-8(3), or it is an authorized asset the naming plane never recorded, which is a defect in the naming plane. Either way it is raised, not absorbed.
The exception queue is a compliance artifact in its own right: its size and age are the running measure of how completely the estate is enumerated. SP 800-128 makes the same point about monitoring in general: confirm “that all items in the component inventory can be identified and are associated with the appropriate system,” and look for unapproved components, which “rarely have updated patches, are not configured using the approved baseline configurations, and are not assessed or included in the authorization to operate.”1
The direction of repair matters as much as the detection. A naming-plane gap is fixed in IPAM and DDI and then flows back to the CMDB on the next pass. Patching it in the CMDB would invert the relationship the whole design depends on, which is the upstream-correction rule Book 13, Chapter 03 sets for every derived copy.
Where ServiceNow’s CMDB 360 is enabled, dynamic reconciliation rules can choose an attribute’s value from the values several sources report rather than from source priority.10 That is a useful tool for attributes nobody owns authoritatively, such as an operating system build. It isn’t a substitute for the naming plane on identity, which isn’t decided by majority.
[bookmark: _Toc00001254]The join key: identity plus time
An inventory row says what exists. Evidence also needs when. Book 12, Chapter 02 makes the join key authoritative asset identity plus synchronized time, so records from different stacks can be joined into one story about one asset at one moment. The CMDB has to carry both halves.
The identity half is the bound key from the reconcile pass. The time half is easier to get wrong, because each source means something different by “last seen”:
· The CMDB’s own time. last_discovered is updated on every payload IRE processes, even when nothing else changes, and discovery_source records which source sent it.9 It says when a source last vouched for the CI, not when the asset was last used.
· Entra ID’s device activity timestamp. Microsoft calls it ApproximateLastSignInDateTime and says it “isn’t an audit.” It is replaced only when the new value is more than 14 days (plus or minus 5) newer than the old one, so Microsoft advises against treating any timestamp younger than 21 days as a sign of staleness, and notes that some active devices have a blank timestamp.11
· Defender’s device inventory. The DeviceInfo table’s Timestamp is the “last date and time recorded for the device.”12
· Azure Resource Graph. It is a cache over Resource Manager with 14 days of change history.8
The program’s rule is that every CI attribute that feeds evidence carries the time it was observed and the source that observed it, and that a join between a CMDB row and an evidence record uses the evidence record’s observed_at, not the CMDB’s refresh time. A row that says a server is patched, with no date, is a claim, not evidence.
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Duplicates are CM-8’s first named failure (“duplicate accounting of components”) and the most common one in practice.2 They come from the sources themselves, not from careless administrators.
· Microsoft’s guidance on stale devices lists “duplicate device objects after an OS reinstall, reimage, or recovery” among the common signs, and notes that duplicates “can make it difficult for your helpdesk staff to identify which device is currently active.”11
· Defender’s device inventory keeps a history of identifiers for one device: MergedDeviceIds holds “previous device IDs that have been assigned to the same device” and MergedToDeviceId “the most recent device ID.” Microsoft’s own sample queries filter out records where MergedToDeviceId is set to remove “invalidated/merged devices.”12
· CM-8’s discussion warns that scanning both IPv4 and IPv6 can surface one component twice.2
ServiceNow’s CMDB Health dashboard counts duplicates as part of its correctness score. Duplicates are found with identification rules, only independent CIs are evaluated, and in a set of duplicates the count is the number of CIs in the set minus one.13
The program resolves a duplicate by binding, not by deleting. The duplicates are matched to one naming-plane identity, the CI that will survive is the one that carries that identity, and the tickets, changes and findings attached to the others are moved to it before anything is retired. Deleting the wrong duplicate first is how an open vulnerability finding loses its asset and quietly stops counting. Where duplicates keep reappearing from one source, the fix is in that source’s identification rule or the connector’s mapping, which is a change to the platform and goes through change control like any other.
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A stale CI describes something that may no longer exist. It is the opposite failure from a missing one, and it is just as costly: patch compliance computed over CIs that no longer exist looks worse than it is, and a finding routed to a stale CI goes to an owner who may have moved on.
ServiceNow’s CMDB Health correctness score includes staleness: “A CI is stale if it was not updated within the Effective Duration time period,” which the base system’s default rule sets to 60 days.13 Its CMDB Data Manager turns that into lifecycle work through policies for retiring, archiving and deleting CIs, and an attestation policy that sends tasks asking owners to “verify the existence of actual IT infrastructure and applications that you own.” A separate task is created for each Managed By Group value among the target CIs, and when a policy requires approval, members of that group approve before it runs.14
Microsoft’s guidance for stale Entra ID devices shows why the sequence matters. It recommends defining a timeframe, disabling first and deleting only after a grace period, because “there is no way to recover deleted devices” and deleting a device also deletes the BitLocker recovery keys stored on it. Devices under Intune or another device manager are retired there first, and system-managed devices such as Autopilot objects aren’t deleted at all.11
The program’s lifecycle for a stale CI follows the same shape, as design:
1. Detect on the platform’s staleness rule, using a window longer than the slowest source’s refresh interval.
1. Attest through the CI’s managing group: the owner confirms the asset is gone, or that it still exists and a source has stopped reporting it. The second answer is a coverage problem, not a stale CI, and goes to the source’s owner.
1. Retire the CI, which keeps it visible with its history, and update the naming plane in the same change. CM-8(1) asks for the inventory to be updated as part of removals.2
1. Archive or delete only after open findings, changes and evidence attached to it are closed or moved, and only within the records schedule (Chapter 10 gives the records officer that decision).
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Book 12, Chapter 07 states the dependency plainly: CM-8 is the precondition for SI-2 at scale. A patch stack reports by its own machine ID, a vulnerability scanner by its own device ID, a cloud console by its resource ID. The question “is this vulnerability fixed across the estate?” can be answered only if every one of those records maps to one asset, and a remediation record that can’t be mapped proves nothing about any real asset.
The CMDB is where that mapping becomes operational. The daily remediation queue in Book 12, Chapter 06 reads an asset register exported from the authoritative inventory, with each asset’s identity, exposure and owner. Each queue row becomes a task on a CI. The CI decides who receives it, the change that fixes it is raised against it, and closure requires a later assessment of the same asset that no longer sees the finding. Break the CMDB at any point and each step fails differently:
	CMDB defect
	What it does to patching
	What it does to evidence

	Missing CI (shadow asset)
	Never scanned or patched; not in any window
	Coverage looks complete because the denominator is wrong

	Duplicate CI
	The fix lands on one copy; the finding stays open on the other, or closes against the wrong one
	Two partial histories; neither proves the asset was fixed

	Stale CI
	Work is routed to an asset that no longer exists
	Compliance percentages computed over phantoms

	CI without an owner
	Task sits unassigned until its window lapses
	No one to attest; CM-8(4) gap

	CI bound to a cloud ID only
	Breaks when the resource is redeployed with a new ID
	History splits at every redeployment


The same is true of control evidence generally. Chapter 11 assembles attestation from records that name assets, and an assessor will sample them. A sample that leads from a closed task to a CI to a naming-plane record to a scanner result for the same asset at a later time is evidence. A sample that leads to a CI nobody can find in the network is a finding about the inventory, whatever the ticket says.
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The program measures the CMDB with a small set of indicators, reviewed weekly by the CMDB owner and monthly by the CISO alongside the drift metrics of Book 13, Chapter 09. The measures and targets are program design.
	Measure
	What it shows
	Direction

	Open reconciliation exceptions, by kind and age
	How completely the estate is enumerated
	Down, and none older than one discovery cycle without an owner

	Share of CIs bound to a naming-plane identity
	Whether routing can be trusted
	Up, toward all CIs in scope

	Duplicate count (CMDB Health correctness)
	Identification rules and connector mappings working
	Down

	Stale CIs past the attestation window
	Lifecycle working
	Down

	CIs without an owner or managing group
	CM-8(4) readiness
	Zero for in-scope classes

	CIs not assigned to a system
	CM-8(9) readiness; boundary accuracy
	Zero for in-scope classes

	Discovery and connector runs that failed or returned fewer records than the last run
	Coverage decay before it becomes a finding
	Investigated within one business day


The last row matters most. A connector that silently returns half its usual records produces no error and a CMDB that is half right.
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· Coverage decays. A new resource type, a connector version that changes its mappings, or a credential that expires leaves assets unmodeled. The exception queue surfaces the gap only if someone works it; an unworked queue is a silent CM-8 regression.
· The CMDB can’t repair the naming plane. An IPAM gap is fixed in IPAM, not patched in the CMDB, or the fix inverts the authority relationship.
· The platform is replaceable; the discipline isn’t. Moving to a different service management platform changes the connectors, the identification rules and the health scoring. Reconciling to one authoritative identity, binding it, and flagging what doesn’t match stay the same.
· Native features overlap the design. IRE, CMDB Health and Data Manager already cover identification, attribute authority, duplicate and staleness scoring, and attestation. The program’s additions are the external identity authority and the exception queue. An agency whose naming plane isn’t ready can still get most of the hygiene benefit from the native features first.
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[bookmark: _Toc00001261]Chapter 08 — Control Compliance Automation: Microsoft 365 and Azure
Microsoft’s own tools already test most of the settings an assessor asks about, every day. Day two is about turning each failed test into owned work with a clock, and each closed task into a record an assessor can trace.
[bookmark: _Toc00001262]In this chapter
The five-step loop the program runs on every control surface, and why the coordination platform reads control state but holds no standing write to it. What produces control evidence in Microsoft 365 (ScubaGear, Microsoft Graph, Purview audit, Purview Compliance Manager) and in Azure (Azure Policy regulatory compliance initiatives, Defender for Cloud regulatory compliance, Azure Resource Graph), each checked for availability in GCC, GCC High and Azure Government. Three ways results reach the IT service management (ITSM) platform, where ServiceNow’s own compliance applications overlap the design, and a read-only collector to start from.
Chapter 07 gave every asset one identity in the configuration management database (CMDB). This chapter and Chapter 09 put control results against those identities. Microsoft 365 and Azure come first because most agencies run both, and because the two surfaces show the two shapes the problem takes. Microsoft 365 is software as a service: the agency configures it but doesn’t host it, so its control obligations are mostly about identity, configuration baselines and data protection. Azure is infrastructure the agency fills with its own workloads, so it adds resource configuration, vulnerabilities and patching.
On both, Microsoft already ships tools that test the settings continuously. That isn’t the gap. The gap is what Book 13, Chapter 10 describes: a native console shows current state, but an assessor needs to know, for each finding, who owns it, what clock they work against, who approved the change or exception, and what re-test showed it closed. Day two is where that record either gets built as a by-product of the work or gets assembled by hand the month before an audit.
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One loop on every surface: native tools test and actuate, the ITSM platform owns the task and the clock, and the closed task becomes an evidence record keyed to the asset.
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The program runs the same five steps on every control surface. The surface changes; the loop doesn’t. This is program design, and it is the same loop Book 13, Chapter 10 describes for every change.
The five-step loop (program design)
	Step
	What happens
	Where it happens

	1. Test
	The native tool reads control state: a ScubaGear result, a Conditional Access policy, an Azure Policy compliance state, a Defender for Cloud assessment
	On the native surface, read-only

	2. Detect drift
	The result is compared with the intended baseline; a difference is a candidate finding
	In the collector or the ITSM platform

	3. Raise
	A typed task (incident, change or request) is opened against the configuration item from Chapter 07, carrying the control, the severity and the due date
	In the ITSM platform

	4. Actuate
	The owning team, or a machine under an approved plan, makes the change on the native surface
	On the native surface

	5. Close with evidence
	The next native test confirms the fix; the task, approval trail and re-test result become the evidence record
	ITSM platform to the evidence store


Two rules hold the loop together.
The coordination platform reads; it holds no standing write. A workflow platform holding standing write access to Conditional Access or tenant configuration would itself be a privilege problem, the kind AC-6 least privilege exists to prevent.1 The ITSM platform needs read access to control state and the right to create tasks in its own tables. Where an automated fix is safe and reversible, it runs as a scoped, logged action under its own approval, through the execution layer Book 13, Chapter 10 describes, never through standing access granted to the workflow tool.
A task closes on a re-test, not on a click. The record closes when the next native test of the same asset shows the fixed state. That is the disposition rule of the evidence contract in Book 12, Chapter 02, and it is why the test in step 1 has to run on a schedule, not on demand.
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ScubaGear and the secure configuration baselines
CISA’s ScubaGear checks a Microsoft 365 tenant against the SCuBA secure configuration baselines. It queries the Microsoft 365 APIs with PowerShell, evaluates the settings with Open Policy Agent against policies written from the baselines, and reports the results as HTML, JSON and CSV.2 Its -M365Environment parameter takes commercial, gcc, gcchigh or dod, and it is required when signing in interactively to a GCC, GCC High or DoD tenant.3 Book 11, Chapter 05 covers running it, the roles it needs and the version to pin; Book 11, Chapter 04 covers what BOD 25-01 requires. The directive required agencies to deploy all SCuBA assessment tools for in-scope cloud tenants by April 25, 2025, and to report continuously, either by feeding the results to CISA’s continuous monitoring solution or by submitting the latest results each quarter in a machine-readable format.4 CISA’s implementation guidance turns those into three methods (CISA-hosted ScubaConnect, agency-hosted semi-automated reporting, and a manual CyberScope upload), set out in Book 11, Chapter 04.
For day two, the JSON output is what matters. Each policy result carries a stable policy identifier, such as MS.AAD.1.1v1 (“Legacy authentication SHALL be blocked”),5 so the program holds the mapping from policy to task as data: the same failing policy always raises the same type of task with the same control (CM-6 for a configuration setting) against the same tenant configuration item. A new failure is a change if fixing it is a planned configuration change, or an incident if the setting regressed unexpectedly. A policy the agency has decided not to meet appears in the output as omitted, with its rationale, and Book 11, Chapter 04 notes that CISA expects omissions to be approved through the agency’s risk process. In the program’s design an omission is an exception record with an approver and an expiry, not a line in a configuration file.
Microsoft Graph for identity state
Some identity controls are easier to test directly than through a baseline tool. Microsoft Graph’s list operation for Conditional Access policies needs only the Policy.Read.All permission, works with roles as limited as Global Reader or Security Reader, and is available in the global service and in both US Government national clouds.6 The endpoint depends on the tenant: a Microsoft 365 GCC tenant keeps using the worldwide https://graph.microsoft.com, while GCC High uses https://graph.microsoft.us and DoD uses https://dod-graph.microsoft.us, each with an app registration made in the matching cloud.7
Reading Conditional Access this way supports the identity workflows that generate the most standing human work: joiner, mover and leaver changes, privileged-role requests and Conditional Access exceptions such as an emergency-access account or a temporary exclusion for a service. The program’s design treats every exception as a request with a justification, a security approver (an exception weakens a blocking control) and an expiry, reviewed on the cadence Book 04 sets. The Graph read is the test that catches the exclusion still present after its request expired, which the program treats as a high-severity finding, not a quiet default. Who may approve what is in Book 02, Chapter 05 and Book 04.
Purview audit and data protection
Microsoft Purview is both the actuator and the evidence engine for data protection, and Book 12, Chapter 09 covers the policies. Two pieces reach day two. The unified audit log is retrievable through the Office 365 Management Activity API, which has its own endpoint per cloud: manage-gcc.office.com for GCC, manage.office365.us for GCC High and manage.protection.apps.mil for DoD.8 Audit (Standard) keeps records for 180 days; Audit (Premium) keeps Entra ID, Exchange, OneDrive and SharePoint records for one year by default, with retention policies up to ten years for users with the add-on license, and the Management Activity API is how Microsoft expects records to be kept longer than that.9 Microsoft’s GCC planning guide lists Audit (Standard), one-year and ten-year retention, and the higher Management Activity API bandwidth as available in GCC.10
The other piece is change control. In the program’s design a change to the sensitivity label taxonomy or to a DLP rule is a compliance-affecting change that carries a change record, so the data-protection posture has an approval trail rather than a silent edit; and a user override of a DLP block or a mass label removal opens an incident with a review task, because that is the human judgment the detection can’t make.
Purview Compliance Manager
Compliance Manager is the Microsoft product closest to what this chapter describes, so it is worth being precise about what it does. It assesses a tenant against regulatory templates. FedRAMP Moderate and a FedRAMP SSP High Baseline template are among the premium regulations; the Data Protection Baseline is included for everyone, and GCC Moderate, GCC High and DoD customers also get CMMC included.11 Universal templates, the general versions that can apply to any service, can’t currently be used by GCC Moderate, GCC High or DoD customers.12
Many improvement actions are tested automatically, from three sources: built-in signals from other Purview solutions, Microsoft Secure Score, and Microsoft Defender for Cloud, which extends testing to Azure, AWS and Google Cloud resources.13 Statuses refresh every 24 hours. Results can be exported to Excel: an assessment export is a snapshot as of the export time, and each improvement action has an exportable testing history.1314 In GCC, Microsoft lists Compliance Manager itself as available, but continuous compliance assessments as still rolling out and alerts and notifications as in development.10
The program uses Compliance Manager as a readiness signal, not as the evidence of record. Book 14, Chapter 11 explains why: Microsoft itself says a high compliance score doesn’t express an absolute measure of compliance with a standard. Its exports are snapshots, it has no documented feed into another system, and its control mapping is Microsoft’s. It is a useful place for an operator to see which improvement actions are open; the evidence record is still the task-plus-re-test the loop produces.
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Azure Policy and the FedRAMP regulatory compliance initiatives
Azure Policy evaluates resources against assigned definitions. Microsoft publishes regulatory compliance built-in initiatives that group those definitions by control, including a FedRAMP Moderate initiative for Azure and a separate FedRAMP Moderate (Azure Government) initiative with its own definitions.1516 Book 10, Chapter 05 assigns the initiative at the top of the landing zone in audit mode; day two is about what happens to its results.
Microsoft’s own caveat on every one of these initiatives is the most important sentence to carry into an assessment: “Compliant” in Azure Policy “refers only to the policy definitions themselves; this doesn’t ensure you’re fully compliant with all requirements of a control,” and “compliance in Azure Policy is only a partial view of your overall compliance status.”15 Many FedRAMP controls in the initiative map only to manual policies, which Azure can’t test. The initiative is a source of findings for the technical settings it covers, not a verdict on a control.
Timing matters for the evidence record. Azure Policy re-evaluates assignments in a standard cycle once every 24 hours; a newly created or updated resource’s result appears about 15 minutes after the change; and an on-demand scan can be started for a subscription or resource group.17 A task the loop closes on “the next evaluation” therefore closes up to a day after the fix, and the record should carry the evaluation time, not the time someone looked.
Exceptions have a native form. A policy exemption has a category, Waiver (the non-compliance is temporarily accepted) or Mitigated (the intent is met another way), and an optional expiresOn date. When the date passes the exemption is no longer honored, but the object isn’t deleted, which keeps the record.18 In the program’s design every exemption is created only from an approved request in the ITSM platform, with the expiry set, so the Azure object and the exception register agree. An exemption created any other way is itself a finding.
Defender for Cloud regulatory compliance
Defender for Cloud presents regulatory standards in its regulatory compliance dashboard; the standards are Azure Policy initiatives underneath. It assesses the controls that can be checked automatically and greys out those that can’t, and a standard assigned to a scope with no relevant resources doesn’t appear at all.19 Assigning a standard needs any Defender for Cloud plan except Defender for Servers Plan 1 or Defender for APIs Plan 1.20 Microsoft’s list of available standards shows FedRAMP High and Moderate for Azure and NIST SP 800-53 R5.1.1 across Azure, AWS and Google Cloud.19
For day two the useful features are continuous export, which streams regulatory compliance data (or weekly snapshots of it) to a Log Analytics workspace or an event hub, and workflow automation, which can start a Logic App when a regulatory compliance assessment changes state.21 Microsoft’s support matrix lists regulatory compliance, continuous export and workflow automation as generally available in both Azure and Azure Government.22 Continuous export’s limit from Book 12, Chapter 02 applies here too: it sends a record when state changes, so silence isn’t proof that nothing is open.
Vulnerability findings and patch results from Defender for Cloud, Defender Vulnerability Management and Azure Update Manager feed the same loop for RA-5 and SI-2. Book 12, Chapter 06 and Chapter 07 build those queues; this chapter doesn’t repeat them.
Azure Resource Graph as the read path
Azure Resource Graph is the simplest read-only way to pull both kinds of result at scale. Policy compliance states are in the PolicyResources table (microsoft.policyinsights/policystates), and Defender for Cloud’s per-standard regulatory compliance state, with passed, failed, skipped and unsupported control counts, is in the SecurityResources table (microsoft.security/regulatorycompliancestandards).2324 Exempt resources and the compliance state they would have without the exemption can be queried the same way.18 Resource Graph is generally available in Azure Government.25 It returns at most 1,000 records per request, so a collector has to page with a skip token.26
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There are three ways a result reaches the ITSM platform. The program’s design uses whichever one the agency can run in its own cloud, but always lands the same evidence record.
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Three routes from a native result to an owned task: the vendor’s connector, the ITSM platform’s own import, or the program’s read-only collector. Whichever route is used, the evidence record follows the same contract.
Three routes to the ITSM platform
	Route
	What it does
	Government-cloud note
	Program treatment

	Vendor connector
	Defender for Cloud’s ServiceNow integration creates and links ServiceNow incidents, changes or problems from recommendations, manually or through governance rules that set an owner and a remediation timeframe; synchronization runs every 24 hours27
	Requires the Defender CSPM plan; listed as generally available in Azure and not available in Azure Government2722
	Usable for Azure commercial subscriptions; a convenience for routing, not the evidence record

	Platform import
	ServiceNow Configuration Compliance imports Defender for Cloud test results on scheduled jobs and matches them to CMDB records through CI lookup rules; it “does not calculate the test results, but imports them”28
	Depends on what the agency’s Azure scope and ServiceNow instance can reach
	A strong option where licensed; remediation tasks live in ServiceNow

	Program collector
	A read-only service identity reads Resource Graph, Graph and ScubaGear output and writes evidence-contract records that open or update tasks
	Works in every cloud, with the endpoints set per cloud
	The default where neither of the others is available, and the only route that also covers ScubaGear


The routes can be combined, but each source should feed through exactly one of them. Two routes for the same finding produce two tasks with two clocks, and the record of which one closed it becomes ambiguous. The GCC case is common and easy to get wrong: Microsoft 365 GCC tenants pair with Entra ID in commercial Azure, so a GCC agency’s Defender for Cloud subscriptions are usually in commercial Azure, where the vendor connector works; an agency on Azure Government can’t use it.2922
The clock on each task
Every task carries a due date, and the source of that date matters. For vulnerabilities and patches the agency’s clock is BOD 26-04, Prioritizing Security Updates Based on Risk (June 10, 2026), which sets deadlines by four factors (whether an asset is publicly exposed, whether the vulnerability is in CISA’s Known Exploited Vulnerabilities catalog, and whether it is automatable and its technical impact), and is mandatory for federal civilian executive branch agencies.30 Book 12, Chapter 06 builds that clock. The source volume encoded FedRAMP’s Potential Agency Impact (PAIN) timeframe table as the agency’s service level instead. That table belongs to FedRAMP’s Vulnerability Detection and Response rules, which “apply to all providers with FedRAMP Certifications,” state their timeframes as “SHOULD” expectations, and vary them by certification class as well as by PAIN rating and exposure.31 An agency reads a provider’s results against those rules; it doesn’t run its own queue on them. For configuration findings with no external deadline, the due date is the program’s own service level, set per severity.
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Most agencies that run this loop run it on ServiceNow, and ServiceNow sells applications that cover part of it. They are an option to weigh, not a competitor to the design.
· Continuous Authorization and Monitoring (CAM) automates the seven-step NIST Risk Management Framework, evaluates controls with SP 800-53A assessment objectives mapped to Rev. 5, supports continuous monitoring from a workspace, and generates plans of action and milestones. It is a separate subscription that requires activation.32 Recent releases added import and export of system security plans and catalogs in OSCAL.33
· Configuration Compliance imports third-party test results, including Defender for Cloud’s, maps them to CMDB records and remediates them with remediation tasks, as the table above shows.28 Defender for Cloud’s own integration documentation names Configuration Compliance as the ServiceNow module for its posture findings.27
An agency that licenses CAM can land the roll-up of this chapter’s results there, and Chapter 11 covers how the program’s attestation design and a ServiceNow compliance application fit together. What none of these products supplies is the part this book argues for: the agency’s own decision about which native result raises which typed task against which configuration item, with which exception rule, and a closure that requires a re-test. That mapping is the agency’s to write and keep, whichever application holds the tasks.
[bookmark: _Toc00001268]Illustrative: a read-only collector
[bookmark: _Toc00001269]Illustrative, not tested against a production tenant or subscription
This script is an example of the collector route. It hasn’t been run against a production tenant or subscription. It reads data only and changes nothing, but read it, run it against a test scope first and review its output before relying on it. Connect with the environment that matches your cloud (AzureUSGovernment and USGov for Azure Government and GCC High; the defaults for commercial Azure and GCC).
# Read-only collector: Azure Policy FedRAMP Moderate states and Conditional Access
# policy inventory, written as evidence-contract records (Book 12, Chapter 02).
# Requires Az.Accounts, Az.ResourceGraph, Microsoft.Graph.Authentication and
# Microsoft.Graph.Identity.SignIns. Roles: Reader on the scope; Graph Policy.Read.All.
# Asset identity is resolved later against the CMDB (Chapter 07); this script
# carries the platform's own identifiers in source_ref.

param(
    [string] $AzEnvironment    = 'AzureCloud',   # or 'AzureUSGovernment'
    [string] $GraphEnvironment = 'Global',       # or 'USGov' (GCC High)
    [string] $OutFile          = '.\fmp-evidence-m365-azure.json'
)

Connect-AzAccount -Environment $AzEnvironment | Out-Null
Connect-MgGraph -Environment $GraphEnvironment -Scopes 'Policy.Read.All' -NoWelcome

$observedAt = (Get-Date).ToUniversalTime().ToString('o')
$records    = [System.Collections.Generic.List[object]]::new()

# 1. Non-compliant and exempt Azure Policy states. Add a filter on setName for the
#    FedRAMP initiative assigned in your cloud (its ID differs in Azure Government).
$query = @"
PolicyResources
| where type == 'microsoft.policyinsights/policystates'
| extend setName = tostring(properties.policySetDefinitionName),
         state   = tostring(properties.complianceState),
         resId   = tostring(properties.resourceId),
         defRef  = tostring(properties.policyDefinitionReferenceId),
         evalAt  = tostring(properties.timestamp)
| where state in ('NonCompliant', 'Exempt')
| project id, setName, state, resId, defRef, evalAt
"@

$skipToken = $null
do {
    $page = if ($skipToken) { Search-AzGraph -Query $query -First 1000 -SkipToken $skipToken }
            else            { Search-AzGraph -Query $query -First 1000 }
    foreach ($row in $page) {
        $records.Add([pscustomobject]@{
            source      = 'azure-policy'
            surface     = 'cloud service provider'
            control     = 'CM-6'
            state       = $row.defRef
            verdict     = if ($row.state -eq 'Exempt') { 'warn' } else { 'fail' }
            observed_at = $row.evalAt
            disposition = 'open'   # accepted risk only once the register and its POA&M reference confirm it
            source_ref  = $row.resId
        })
    }
    $skipToken = $page.SkipToken
} while ($skipToken)

# 2. Conditional Access inventory: one record per policy, for exception review.
foreach ($p in Get-MgIdentityConditionalAccessPolicy -All) {
    $records.Add([pscustomobject]@{
        source      = 'graph-conditional-access'
        surface     = 'identity'
        control     = 'AC-2'
        state       = "$($p.DisplayName) [$($p.State)] excluded users: $(@($p.Conditions.Users.ExcludeUsers).Count)"
        verdict     = 'warn'   # until compared with the approved exception register; fail if not on it
        observed_at = $observedAt
        disposition = 'open'
        source_ref  = $p.Id
    })
}

$records | ConvertTo-Json -Depth 4 | Set-Content -Path $OutFile -Encoding utf8
"Wrote $($records.Count) records to $OutFile"
The script uses the contract’s values: verdict is pass, warn or fail, and disposition is applied, accepted risk or open. An exempt resource is a warn and a non-exempt one a fail; both start open. The script deliberately stops at the record. Matching source_ref to the CMDB identity, comparing exclusions with the approved exception register, and opening or updating tasks belong to the platform side of the loop, under the identity and permissions Chapter 07 and Chapter 11 describe. The filter to the FedRAMP initiative is left to the reader because the built-in initiative’s definition differs between Azure and Azure Government.
[bookmark: _Toc00001270]Honest limits
· The loop is only as good as the test. A setting no native test covers is invisible to the loop. ScubaGear covers what the baselines cover; the FedRAMP initiative covers the technical settings it maps and leaves manual controls to people.
· “Closed” lags the fix. Azure Policy’s daily cycle and Compliance Manager’s 24-hour refresh mean a record closes up to a day after the change. Evidence timestamps record the evaluation, not the instant of the fix.
· Government clouds differ. Defender for Cloud’s ServiceNow integration isn’t available in Azure Government; Compliance Manager’s continuous assessments are still rolling out in GCC; universal templates aren’t available in GCC, GCC High or DoD. Check each feature against Microsoft’s current matrix before building on it, and record the result in the feature register Book 10, Chapter 09 describes.
· Automated remediation still needs a change record. An Azure Policy deployIfNotExists or modify remediation changes state; in the program’s design it still carries a change record, with the policy engine as the actuator instead of a person.
[bookmark: _Toc00001271]The control map for this chapter
The mapping is the program’s, not a published crosswalk.
Controls the loop helps an agency show
	Control
	What the loop contributes

	AC-2, AC-6
	Conditional Access and role exceptions raised as requests with an approver and expiry, reviewed, and re-tested through Graph; the coordination platform holds no standing write on the surface

	CM-3
	Label, DLP and baseline changes carried as change records, including those an automated remediation makes

	CM-6
	ScubaGear and Azure Policy failures raised as tasks against the configuration item and closed on a re-test

	RA-5, SI-2
	Defender for Cloud and Update Manager results routed into the queues of Book 12, clocked by BOD 26-04

	CA-7
	Every result emitted into one monitoring record keyed to asset identity, so monitoring is acted on, not only displayed


[bookmark: _Toc00001272]What to take from this chapter
· Microsoft already tests most of the settings; the agency’s job is to own the result, not to re-test it.
· Run one loop everywhere: test, detect, raise against the configuration item, actuate natively, close on a re-test.
· Give the ITSM platform no standing write on the estate it governs; writes run only as scoped, approved, logged actions.
· Use Compliance Manager and Defender for Cloud scores as signals, not as the evidence of record.
· Check every feature in your own cloud: GCC, GCC High and Azure Government don’t all have the same features.
· Choose one route per source into the ITSM platform, and make every exception a request with an expiry.
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[bookmark: _Toc00001274]Chapter 09 — Control Compliance Automation: AWS and VMware
In AWS the provider ships the tests and the agency owns the follow-through. In the agency’s own VMware estate nobody else ships anything the agency can inherit, so the agency owns the tests too.
[bookmark: _Toc00001275]In this chapter
The same five-step loop as Chapter 08, run on two very different estates. What produces control evidence in AWS, checked for AWS GovCloud (US) and the commercial Regions: AWS Config conformance packs, Security Hub CSPM and the new Security Hub, and Patch Manager, plus the corrections that come from checking them, chiefly that AWS Audit Manager closed to new customers in April 2026 and has no GovCloud endpoint. What produces it in an on-premises VMware Cloud Foundation estate, where the product names and compliance features changed between versions 9.0 and 9.1. How every source lands in the evidence contract, where ServiceNow’s own products overlap, and where the on-premises gap stays open.
Chapter 08 ran the loop on Microsoft 365 and Azure: test on the native surface, detect drift, raise a typed task against the configuration item, actuate natively, close on a re-test. This chapter runs it on the two other platforms most federal estates carry. The loop is deliberately the same, so that an assessor sees one story whatever the platform. What differs is how much of the evidence the agency can get from someone else.
AWS is like Azure. The provider operates the infrastructure, publishes control-mapped tests for it, and runs posture services the agency turns on. The agency’s day-two job is to take ownership of the results. A VMware estate in the agency’s own data center is different in kind. The hypervisor, the virtual network and the management plane are the agency’s to operate and patch; there is no provider authorization to inherit for them, and Book 12, Chapter 08 notes that customer-operated software has no FedRAMP certification of its own. Every piece of evidence about that layer is the agency’s to produce.
Both AWS locations are valid for a Moderate system. AWS lists its US East/West Regions as FedRAMP Certified Class C (formerly Moderate) and AWS GovCloud (US) as Class D (formerly High), and it lists FedRAMP scope per service and per Region; Amazon Connect Customer, for example, is listed in both.1 NIST’s baselines are cumulative, so a High offering includes the Moderate controls and a Moderate system can run in GovCloud (US) (inference). An agency may run most of its AWS workloads in GovCloud (US) at Moderate and a contact center in a commercial Region. The loop below is the same in both; the chapter flags where a feature differs between them (design guidance).
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AWS and VMware run the same loop into one evidence contract, but the AWS side starts from provider-published tests while the VMware side depends on the agency’s own scans.
[bookmark: _Toc00001276]AWS: what produces the evidence
AWS Config and conformance packs
AWS Config records resource configurations and evaluates them with rules. A conformance pack is “a collection of AWS Config rules and remediation actions that can be easily deployed as a single entity in an account and a Region or across an organization,” written as a YAML template.2 AWS publishes sample templates for many frameworks, among them Operational Best Practices for FedRAMP (Low), FedRAMP (Moderate), FedRAMP (High, in two parts) and NIST 800-53 rev 5.3 Conformance packs, including deployment across an organization, are supported in both AWS GovCloud (US-East) and AWS GovCloud (US-West).2
AWS is as plain about the limits of its templates as Microsoft is about its initiatives. The sample templates “are not designed to ensure your compliance with a specific governance standard” and “can neither replace your internal efforts nor guarantee that you will pass a compliance assessment”; AWS also advises checking which managed rules are available in the deployment Region and amending the template before deploying.3 The FedRAMP (Moderate) page describes its pack as letting a customer “align to a subset of the FedRAMP controls” and doesn’t say which revision of the baseline it maps to.4 For a Rev. 5 system, the program’s design uses the NIST 800-53 rev 5 pack as the primary mapping and treats the FedRAMP pack as a cross-check until AWS states its revision.
Config also gives the evidence trail. AWS recommends advanced queries to export current configuration items as CSV or JSON, and the get-resource-config-history API for the configuration and compliance state of a resource over a period.5 For day two the conformance pack’s per-resource results are the test in step 1 of the loop: get-conformance-pack-compliance-details returns each non-compliant result with the rule, the resource, when the rule ran and when Config recorded the result.6
Remediation in GovCloud needs testing first. Config remediates through Systems Manager Automation documents, manually or automatically, and the Config developer guide lists both GovCloud Regions as supporting remediation actions.7 The AWS GovCloud (US) user guide, however, says that “SSM documents for AWS Config remediation actions are not available” in GovCloud.8 The two pages may mean different things (the AWS-managed remediation documents, for example, rather than remediation as a feature), but they don’t say so. Until a test account in GovCloud shows which remediation actions work, the program plans GovCloud remediation through the agency’s own Automation documents or infrastructure as code, and records the result in the feature register Book 10, Chapter 09 describes.
Security Hub CSPM, and the new Security Hub
What used to be called Security Hub is now AWS Security Hub CSPM (cloud security posture management). It runs control checks against standards, including the AWS Foundational Security Best Practices standard and a NIST SP 800-53 Revision 5 standard, and receives findings from GuardDuty, Inspector, Macie and supported third-party products in one format, the AWS Security Finding Format (ASFF).9 Its NIST standard “support[s] a subset” of Rev. 5 requirements and doesn’t cover requirements that need manual checks; most of its controls run as service-linked AWS Config rules, so resource recording in Config has to be enabled and configured for the resource types the controls check.10 Security Hub CSPM is available in both GovCloud Regions, and its standards are available wherever it is.1112
Security Hub CSPM also runs the CIS AWS Foundations Benchmark, in versions 5.0.0, 3.0.0, 1.4.0 and 1.2.0, and AWS recommends 5.0.0.13 Like the other standards apart from Control Tower and Resource Tagging, it is available in every Region where Security Hub CSPM is, GovCloud (US) included.12 For a civilian agency this is the published hardening benchmark for the AWS account layer: the agency can name it as the common secure configuration behind its CM-6 settings for AWS, next to the NIST standard’s control mapping (design guidance). CIS’s own current release of the benchmark is 7.1.0,14 so the Security Hub standard can trail CIS; the agency’s baseline file records which version it measures against.
Three properties shape how it feeds the loop:
· No backfill. Security Hub CSPM “only detects and consolidates findings that are generated after you enable” it, and only in the Region where it is enabled.9 The first cycle in a new account or Region is a baseline, not a backlog.
· Ninety-day retention. A finding is kept for 90 days after its most recent update, or after creation if it is never updated.11 Security Hub is not an evidence archive; a finding that matters to the authorization record has to be copied into the evidence store before it ages out.
· Automatic resolution. For control findings, when the compliance status changes to passed Security Hub CSPM sets the workflow status to resolved, and a later failure resets it to new.15 That is the re-test the loop wants, but it also means a ticket synchronized from Security Hub can close itself; the program’s record still needs the closure tied to the task that owned it.
In GovCloud, Security Hub CSPM aggregates findings across Regions only between GovCloud (US-East) and GovCloud (US-West), and supports a shorter list of integrations. The AWS services list is AWS Config, Detective, Firewall Manager, GuardDuty, Health, IAM Access Analyzer, Inspector and IoT Device Defender; ServiceNow ITSM is on the third-party list.12 Systems Manager Patch Manager isn’t on the GovCloud list, so the source’s plan to see patch compliance in Security Hub alongside posture findings doesn’t hold there. In GovCloud, patch compliance comes from Systems Manager directly.
A newer, separate service now carries the Security Hub name. AWS Security Hub correlates signals from Security Hub CSPM, Inspector, Macie and GuardDuty, and became available in both GovCloud Regions on March 30, 2026.16 Its GovCloud page lists what is missing there: third-party integrations, automation rules for integrations, the cost estimator, the usage page and the Extended plan, and, as of November 9, 2026, its multicloud integration with Azure.17 Its ServiceNow ITSM integration, which creates incidents or problems from findings, is therefore a commercial-Region option only.18
Systems Manager Patch Manager
Patch Manager scans managed nodes against the agency’s own patch baseline and installs patches in approved windows. Book 12, Chapter 07 covers it as the SI-2 actuator for AWS and quotes the two cautions that matter for evidence: its compliance data is a point-in-time snapshot from the latest successful patching operation, and compliance with a baseline doesn’t mean a node is secure. Its results join the remediation record that chapter defines, clocked by BOD 26-04 as Chapter 08 explains, not by FedRAMP’s provider timeframes.
AWS Audit Manager is not a foundation any more
Earlier program drafts expected AWS Audit Manager to be part of the AWS evidence path. It shouldn’t be. Audit Manager is in maintenance mode: from April 30, 2026, it can’t be set up in new accounts, existing customers can’t extend it to new Regions or organizations, and AWS will not add new frameworks or new versions of existing ones.5 AWS’s Region table for it lists commercial Regions only, with no GovCloud endpoint.19 Its FedRAMP framework is built on the FedRAMP Security Baseline Controls r4 (Rev. 4), with 36 automated and 289 manual controls for Moderate, and AWS says the framework isn’t intended to verify FedRAMP compliance.20 AWS’s own migration advice is conformance packs, with partner products for the parts Config can’t hold, such as procedural controls and audit packaging.5
The program’s treatment follows. An agency that already uses Audit Manager in a commercial Region can keep its evidence; AWS retains evidence for two years after collection and recommends turning on evidence finder before disabling the service.5 Nobody should start a new federal evidence program on it.
Getting AWS results into the ITSM platform
The vendor connector most agencies used is going away. The AWS Service Management Connector for ServiceNow, which synchronized Security Hub findings with ServiceNow incidents and problems and fed AWS Config data to the CMDB, stopped taking new customers on March 31, 2026, and AWS will end support on March 31, 2027.21 AWS points to partner solutions, to direct integration through the Config, Security Hub CSPM and Systems Manager APIs, and to Security Hub’s native ServiceNow integration.21
Routes from AWS to the ITSM platform
	Route
	Status
	Program treatment

	AWS Service Management Connector
	No new customers since March 31, 2026; support ends March 31, 202721
	Plan the migration now; don’t build on it

	New Security Hub ServiceNow ITSM integration
	Creates incidents or problems from findings; third-party integrations aren’t available in GovCloud1817
	Commercial Regions only; a routing convenience

	Security Hub CSPM ServiceNow ITSM integration
	Listed among the third-party integrations supported in GovCloud12
	Usable in GovCloud; confirm its support path, since many deployments ran through the connector above

	Program collector
	Reads conformance pack results and Security Hub CSPM findings through the APIs; EventBridge can push finding changes as they happen9
	The default; it also writes the evidence record before Security Hub’s 90-day retention expires


As in Chapter 08, each source should feed through one route, so each finding has one task and one clock.
[bookmark: _Toc00001277]VMware: the on-premises evidence gap
On a hyperscaler the agency inherits the provider’s controls for the layers the provider runs. In its own data center it inherits nothing. Three facts make the VMware layer the hardest part of the estate to evidence:
1. Nothing below the guest is visible to the guest. Book 12, Chapter 07 shows that the hypervisor and firmware column has no cross-platform tool: an agent in a virtual machine can’t patch or assess the ESXi host it runs on.
1. No provider publishes the control mapping. Microsoft and AWS ship initiatives and conformance packs mapped to FedRAMP and SP 800-53. For the agency’s own VMware estate, the mapping from Broadcom’s hardening content to the agency’s baseline is the agency’s work.
1. The tooling changed under the agency’s feet. Between VCF 9.0 and 9.1 the compliance feature in VCF Operations was replaced, and the agency’s baseline has to follow it. Both are covered below.
Configuration: vSphere Configuration Profiles
vSphere Configuration Profiles sets one desired configuration for all hosts in a cluster, stored as a human-readable JSON document backed by a schema. It checks each host’s compliance against that configuration, shows drift, and remediates non-compliant hosts after a pre-check.22 It is the configuration test in step 1 of the loop for the ESXi layer, with two conditions: the cluster must be managed with a vSphere Lifecycle Manager image, with all hosts at ESXi 8.0 Update 1 or later and vCenter at 9.0 or later. Clusters still managed with baselines use the older Host Profiles, and switching a cluster to Configuration Profiles “is permanent.”22
Patching: vSphere Lifecycle Manager images
vSphere Lifecycle Manager assesses and remediates hosts against a desired image. In vSphere 9.0, using baselines to upgrade clusters and standalone hosts is deprecated; baselines remain only for patching 8.x hosts and updating third-party software, and images must be used to update and upgrade hosts at 8.0 and later.23 Book 12, Chapter 07 covers how an image also carries firmware through the hardware vendor’s support manager. For day two, the consequence is that the same image move unlocks both the patch test and the configuration test above. In the program’s design, a cluster still on baselines is tracked as its own finding with a migration date, not treated as a permanent second path.
Compliance posture: VCF Operations, and the 9.0 to 9.1 change
In VCF 9.0, VCF Operations (formerly Aria Operations)24 measures compliance with scorecards built on alert definitions. Its VMware SDDC benchmarks measure hosts, virtual machines and network objects against the vSphere, vSAN and NSX security configuration guides, and its regulatory benchmarks include DISA, FISMA, NIST SP 800-171 and NIST SP 800-53 R5. The same page says these benchmarks are slated for deprecation.25
In VCF 9.1 that happened: “Compliance Benchmarks are deprecated in VCF 9.1. Compliance is now managed by Security Posture Management.”26 Security Posture Management, part of VCF Operations, ships three benchmarks: the VMware Cloud Foundation Security Configuration and Hardening Guide, PCI DSS v4.0.1 for VCF, and VCF 9 General Controls. It can remediate non-compliant objects for a supported list of rules, and it exports assessment results as CSV and produces control-level compliance reports.27 Its documentation doesn’t list a NIST SP 800-53 or DISA benchmark. An agency moving from 9.0 to 9.1 can lose the 800-53 view it had and has to map the hardening guide to its own baseline, which is exactly the work point 2 above describes.
Broadcom also sells VMware Advanced Cyber Compliance, announced November 3, 2025 as an advanced service for VCF customers. It uses VMware Salt for desired-state configuration management and event-driven automation, and adds automated remediation of critical security threats.28 It is a separate purchase, and the program doesn’t assume it.
VMware hardening content: the vendor guide and CIS ESXi
For a Moderate civilian system, the agency’s CM-6 settings for the VMware layer come from the vendor’s own hardening guide and a civilian benchmark (design guidance). Broadcom’s VMware Cloud Foundation Security Configuration and Hardening Guide is the vendor guide, and it is the first of the benchmarks Security Posture Management ships in 9.1, so the same guide is both the baseline’s source and its automated test.27 CIS publishes VMware ESXi 8.0 (1.4.0) and 9.0 (1.0.0) benchmarks, a vendor-neutral cross-check for the host layer.14 NIST SP 800-53 CM-6 leaves the choice of common secure configuration to the agency and says such configurations can come from product developers, vendors, federal agencies, consortia and others,29 so the agency’s baseline file names the guide and version behind each setting (design guidance).
High only marks material that applies to FedRAMP High or Defense environments, such as DISA STIGs and DoD Impact Levels, not to the Moderate civilian baseline this workbook targets. It’s kept as an optional reference.
Broadcom also publishes DISA STIG content and automation for VCF (High only). For VCF 9.x it is “currently in STIG Readiness Guide status,” and an official DISA-reviewed STIG for VCF 9.1 is in progress. Audit runs with MITRE’s InSpec (or the open-source Cinc Auditor), remediation with Ansible playbooks for appliances and VCF.PowerCLI scripts for settings exposed through the vSphere and VCF APIs, and MITRE’s SAF CLI converts InSpec’s JSON output into STIG checklist files.30 A civilian ATO doesn’t require it. An agency that borrows its checks or automation as a reference, where the vendor guide is silent, gets a useful evidence artifact in the InSpec JSON: it is machine-readable, it carries a result per control, and it can be re-run to show a fix. If the agency does that, it records which readiness-guide version each scan used, because the control identifiers will change when DISA publishes the final STIG.
Running hardening content with Ansible under an orchestrator, with one owning tool per setting and the controller’s own credentials governed as a non-person identity, is covered in the companion guide Ansible for Configuration Automation.
Getting VMware results into the ITSM platform
There is no VMware counterpart to Defender for Cloud’s ServiceNow integration or Security Hub’s ServiceNow ITSM integration in the current documentation this chapter could verify. The source volume cited a VCF Operations management pack for ServiceNow and a VCF Automation plugin for ServiceNow; the official page found for the management pack is for an older Aria Operations release and describes pulling ServiceNow CMDB items into Aria Operations, not sending compliance results to ServiceNow,31 so neither is relied on here. The program’s collector route is therefore the default for VMware: it reads the Security Posture Management CSV export, the Configuration Profiles and image compliance results, and any InSpec JSON the agency produces, and writes evidence-contract records against the configuration items that ServiceNow discovery or the reconciliation in Chapter 07 maintains.
When no machine reaches the surface
The source volume spent many pages on one failure mode: an approver emails a script to an operator, who runs it by hand in a live vCenter session. Book 13, Chapter 10 states the program’s rule for that case, and this chapter doesn’t restate it: where no machine can reach the surface, the fallback is a declared exception through an approved, time-boxed, proxied and recorded privileged session, with the recording attached to the task and an end date for the exception. The vendor tooling above narrows how often that fallback is needed. Configuration Profiles remediates host configuration, Security Posture Management remediates a supported list of rules, and Broadcom’s Ansible and PowerCLI content can be run by an orchestrator under a service identity. Each of those is a machine actuator for the settings it covers. The declared exception is for what remains, and a manual session closes a task as a documented process, never as a pipeline-validated change.
The source also framed the vCenter pattern as satisfying FedRAMP’s change-management Key Security Indicators. KSIs bind providers, not agencies; an agency can model its evidence on them, as Book 12, Chapter 07 does, but doesn’t “meet” them. 
[bookmark: _Toc00001278]One contract, four platforms
Every source in this chapter and Chapter 08 lands in the same record, the evidence contract of Book 12, Chapter 02. The contract is what lets an assessor follow one finding from detection to closure whatever the platform. What changes per platform is where the fields come from.
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Each platform’s native artifact maps into the same contract fields; the asset identity always comes from the CMDB, never from the platform’s own identifier.

Where each contract field comes from (program mapping)
	Platform
	Native artifact
	source and its own identifier
	observed_at comes from
	Keep in mind

	AWS Config
	Conformance pack evaluation results
	aws-config; resource ID and type
	ConfigRuleInvokedTime or ResultRecordedTime6
	Sample packs don’t guarantee compliance; GovCloud remediation unconfirmed

	Security Hub CSPM
	ASFF finding
	aws-securityhub; finding ID and resource ID
	The finding’s update time
	90-day retention; no backfill

	Patch Manager
	Patch compliance report
	ssm; managed node ID
	The patching operation’s capture time
	Point-in-time snapshot

	vSphere Configuration Profiles
	Host compliance against the cluster’s desired configuration
	vcp; host and cluster
	The compliance check’s time
	Image-managed clusters only

	vSphere Lifecycle Manager
	Host compliance against the cluster image
	vlcm; host and cluster
	The compliance check’s time
	Baselines deprecated for upgrades

	VCF Operations Security Posture Management
	Assessment results export (CSV)
	vcf-spm; object
	The assessment’s time
	No 800-53 or DISA benchmark listed in 9.1

	Optional STIG readiness scan (High only)
	InSpec JSON
	inspec; target
	The scan’s time
	A reference some agencies borrow; readiness guide, not final STIG



The asset_id column is missing on purpose. On every row it comes from the CMDB reconciliation in Chapter 07, never from the platform’s own identifier; a record whose identifier has no CMDB match is raised as an inventory finding, the way Book 12, Chapter 02 requires.
[bookmark: _Toc00001279]Where ServiceNow’s own products overlap
Chapter 08 describes ServiceNow’s Continuous Authorization and Monitoring and Configuration Compliance applications, and they apply here in the same way. Configuration Compliance’s import-and-remediate model is the platform-side version of the collector, where an integration for the source exists. Continuous Authorization and Monitoring can hold the authorization-level roll-up across all four platforms. Neither removes the AWS connector migration or the VMware integration gap above, and neither supplies the agency’s mapping from Broadcom’s hardening guide to its own baseline. Chapter 11 covers how the program’s attestation design and a ServiceNow compliance application fit together.
[bookmark: _Toc00001280]Illustrative: reading AWS results for the collector
[bookmark: _Toc00001281]Illustrative, not tested against a production account
These commands are examples of the collector’s AWS reads. They haven’t been run against a production account. They read data only and change nothing, but run them against a test account first and review the output before relying on it. Set the Region to the workload’s Region, a GovCloud (US) Region or a commercial one, with the matching credentials.
#!/usr/bin/env bash
# Read-only: non-compliant conformance pack results and active failed
# Security Hub CSPM control findings, saved for the evidence store before
# Security Hub's 90-day retention expires. Requires AWS CLI v2 and read
# permissions for AWS Config and Security Hub CSPM in the target account.
set -euo pipefail

REGION="${REGION:-us-gov-west-1}"
PACK="${PACK:?set PACK to the conformance pack name}"
STAMP="$(date -u +%Y%m%dT%H%M%SZ)"

# 1. Conformance pack: each non-compliant evaluation with rule, resource and times.
aws configservice get-conformance-pack-compliance-details \
  --region "$REGION" \
  --conformance-pack-name "$PACK" \
  --filters ComplianceType=NON_COMPLIANT \
  --query 'ConformancePackRuleEvaluationResults[].{
      rule: EvaluationResultIdentifier.EvaluationResultQualifier.ConfigRuleName,
      resource_type: EvaluationResultIdentifier.EvaluationResultQualifier.ResourceType,
      resource_id: EvaluationResultIdentifier.EvaluationResultQualifier.ResourceId,
      invoked: ConfigRuleInvokedTime,
      recorded: ResultRecordedTime}' \
  --output json > "fmp-aws-config-${PACK}-${STAMP}.json"

# 2. Security Hub CSPM: active control findings that currently fail.
aws securityhub get-findings \
  --region "$REGION" \
  --filters '{"ComplianceStatus":[{"Value":"FAILED","Comparison":"EQUALS"}],
              "RecordState":[{"Value":"ACTIVE","Comparison":"EQUALS"}]}' \
  --query 'Findings[].{id: Id, control: Compliance.SecurityControlId,
      resource: Resources[0].Id, severity: Severity.Label,
      workflow: Workflow.Status, updated: UpdatedAt}' \
  --output json > "fmp-aws-securityhub-${STAMP}.json"

echo "Saved results for ${REGION} at ${STAMP}"
The AWS CLI pages through results by default. The two files are the raw artifacts; the collector then maps each resource_id to the CMDB identity and writes the contract record, as in Chapter 08.
[bookmark: _Toc00001282]Honest limits
· “Closed” lags the fix. Config evaluations, Security Hub checks, Patch Manager scans and VMware compliance checks all run on cycles. Evidence timestamps record the evaluation, not the instant of the fix.
· GovCloud is a different feature set. Config remediation documents, Security Hub integrations and the new Security Hub’s third-party integrations differ from the commercial Regions, and AWS’s own pages disagree on one of them. Test each one in an account in the Region the workload uses before relying on it.
· The VMware mapping is the agency’s. No provider publishes a FedRAMP or 800-53 mapping for an agency-operated VCF estate, and VCF 9.1’s Security Posture Management doesn’t list one. The agency maps Broadcom’s hardening guide, and CIS ESXi where it uses it, to its own CM-6 settings, and revisits the mapping when either publisher revises its content.
· Connectors are moving. The AWS Service Management Connector ends on March 31, 2027, and a current VMware-to-ServiceNow compliance integration wasn’t found. The collector route is the one the agency controls.
· Each guard rail covers its own layer. Hybrid-activated nodes under Systems Manager, like Arc-enabled servers under Azure, are governed at the guest operating system only. The hypervisor, firmware and managed services reconcile from their own stacks.
[bookmark: _Toc00001283]The control map for this chapter
The mapping is the program’s, not a published crosswalk.
Controls the loop helps an agency show
	Control
	AWS contribution
	VMware contribution

	CM-2, CM-6
	Conformance pack and Security Hub CSPM control results raised as tasks and closed on re-evaluation
	Configuration Profiles, Security Posture Management (hardening guide) and CIS ESXi results raised as tasks and closed on re-check

	CM-3
	Config and Automation remediations carried as change records
	Configuration Profiles, image and posture remediations carried as change records; manual sessions only as declared exceptions

	CM-8
	Every record joined to the CMDB identity; unmatched resources raised as inventory findings
	The same, for hosts, clusters and management appliances the agency discovers itself

	RA-5, SI-2
	Inspector findings through Security Hub CSPM and Patch Manager results into the Book 12 queues, clocked by BOD 26-04
	Image compliance into the same queue for the hypervisor

	CA-7
	One monitoring record per finding, copied out of Security Hub before it ages out
	One monitoring record per finding from exports and scans the agency runs


[bookmark: _Toc00001284]What to take from this chapter
· Run the same loop on AWS and VMware as on Microsoft 365 and Azure, and land every result in the same evidence contract.
· Build AWS evidence on Config conformance packs and Security Hub CSPM, not on Audit Manager.
· Check every AWS feature in the Region the workload uses, GovCloud (US) or commercial; several differ in GovCloud, and AWS’s documentation disagrees on Config remediation.
· Plan the move off the AWS Service Management Connector before March 31, 2027.
· Treat the VMware layer as evidence the agency produces end to end: move clusters to images, use Configuration Profiles and Security Posture Management, take the baseline from Broadcom’s hardening guide with CIS ESXi as a cross-check, and write the mapping to the agency’s CM-6 settings.
· Use machine actuators wherever the vendor provides them, and keep the recorded privileged session for what remains.
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[bookmark: _Toc00001286]Chapter 10 — Who Runs Day Two
Day two is run by the people who touch the estate most often and decide the least, so the design has to put every decision with someone who isn’t holding the keyboard.
[bookmark: _Toc00001287]In this chapter
Where the day-two roles come from: NIST’s Risk Management Framework, its configuration management guide and the CM-3, CM-5, CM-8 and CM-9 controls. Then each role: the service desk lines, identity operations, platform owners, the ITSM platform team, the CMDB owner, the change advisory board, security operations, the system owner and ISSO, and the authorizing official. Who owns each catalog item and runbook, how the change advisory board fits beside the program’s governance board, a responsibility matrix consistent with Book 00 Chapter 07, Book 01 Chapter 09, Book 12 Chapter 10, Book 13 Chapter 09 and Book 14 Chapter 10, and the separations that keep day-two work honest.
Every other Who chapter in this workbook is about decisions that happen a few times a year: an authorization, a gate, a rule change, a risk acceptance. Day two is about decisions that happen hundreds of times a week. A reset, a group change, a license, a firewall rule, a patch window, a retired server. The people closest to that work are the service desk and the platform teams, and the temptation is to let them decide as well as do, because they are there and the queue is long.
That is how modernization reverts. A service desk that can approve its own resets has rebuilt the standing administrator the program removed. A platform team that changes production without a change record has rebuilt the undocumented estate. A service management team that edits an approval rule to clear a backlog has quietly changed who may approve. None of them is acting in bad faith. Each is closing a ticket. The failure is that nobody else was in the loop.
This chapter applies the program-wide model in Book 01, Chapter 09 and the running mechanics in Book 00, Chapter 07 to day-two operations. It agrees with the Who chapters that cover neighboring ground: Book 04, Chapter 06 for access decisions and the help desk authority split, Book 12, Chapter 10 for security operations, Book 13, Chapter 09 for the authoritative record and exceptions, and Book 14, Chapter 10 for the authorization roles. Where those chapters go deeper for their domain, they govern. The model below is the program’s recommended design. Adapt it to the agency’s structure, but keep one decider per row.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b15-day2-operations/png/ch10-who-runs-day-two.png]
Who runs day two: the roles that set requirements and accept risk, the roles that govern the flow of work, and the roles that execute it.
[bookmark: _Toc00001288]Where the roles come from
No federal document defines a service desk tier or a CMDB owner. The roles come from four places that describe the work those teams do.
The Risk Management Framework gives the system-level roles. SP 800-37 Rev. 2 describes the system security or privacy officer as responsible for keeping a system’s security and privacy posture, often assigned day-to-day security operations, and, in close coordination with the system owner, playing an active role in “managing and controlling changes to the system, and assessing the security or privacy impact of those changes.” The authorizing official is “the only organizational official who can accept the security and privacy risk,” approves plans of action and milestones, and decides whether significant changes require reauthorization. The role is an inherent U.S. Government function, assigned to government personnel only.1 Monitoring the system and its environment for changes that affect its posture is RMF task M-1.1
SP 800-53’s configuration management family turns change and inventory into controls with roles inside them. CM-3 asks the organization to decide which changes are configuration-controlled, review and approve or disapprove them “with explicit consideration for security and privacy impact analyses,” document the decisions, implement only approved changes, retain the records, and coordinate oversight “through” a configuration change control element it defines; the discussion names Configuration Control Boards and Change Advisory Boards as such elements. CM-3(4) asks for security and privacy representatives to be members of that element. CM-5 asks for access restrictions on who may make changes, and lists workflow automation and change windows among them. CM-8(4) asks the inventory to identify, by name, position or role, the individuals responsible for administering each component, and CM-8(9) asks for each component to be assigned to a system with an acknowledgement from defined personnel. CM-9 asks for a configuration management plan that “addresses roles, responsibilities, and configuration management processes and procedures,” and CM-9(1) asks that the people who develop the configuration management process not be directly involved in system development.2 CM-3, CM-3(4), CM-5, CM-8 and CM-9 are in NIST’s Moderate baseline; CM-8(4) is in the High baseline.3
SP 800-128, NIST’s guide to security-focused configuration management, assigns those duties to people. The CIO designates a configuration management program manager and approves the organization’s plan and policies; the senior agency information security officer may serve as that manager and may provide security staff to the configuration control board. The authorizing official “manages or participates in” the board for the systems it authorizes and makes the final determination whether a change or set of changes is still an acceptable security risk. The system security officer helps the system owner implement configuration management, monitors configuration, and may sit on the board; system administrators implement agreed baselines and assist with impact analysis. The guide defines the board as “two or more individuals that have the collective responsibility and authority to review and approve changes,” and its change process starts with a request that may come from “the end user of the system, a help desk, or from management.”4
AC-5 asks the organization to identify the duties that must be separated and to define access authorizations that support the separation, including “dividing mission or business functions and support functions among different individuals or roles.”2 Day two is where that control is won or lost, because the support functions are the ones that touch the estate.
[bookmark: _Toc00001289]Deciding, doing and owning
The program separates three kinds of involvement, as Book 01 does, and adds a fourth that day two needs.
· Deciding means being accountable for the outcome and able to say no.
· Doing means building, configuring, executing or remediating.
· Being consulted means the decision can’t be made well without that role’s input.
· Owning an artifact means keeping a catalog item, a runbook, a workflow or a CI class correct over time, including when nobody is asking.
The fourth matters because day-two work runs on artifacts, and artifacts decay. A catalog item written for last year’s license model, a runbook that still says to use a retired console, or a CI class that nobody maps from the new connector is a decision nobody made, enforced every time someone follows it. The program gives every artifact one owner, recorded on the artifact, with a review date.
[bookmark: _Toc00001290]The roles
The service desk lines
The service desk executes; it doesn’t decide what it executes. That is Book 04, Chapter 06’s rule, and this book extends it from access to every day-two request. The program’s model has three lines of support. They are support lines, not the privilege tiers of Book 04, which Chapter 04 uses for the help desk’s roles.
· The first line, the service desk, is the front door. It takes every request, from people and from machines, classifies it by the authority it needs, verifies the requester’s identity to the procedure the CISO sets, and executes the work its scoped roles allow against an approved, assigned ticket. Chapter 03 covers intake and triage and Chapter 04 the roles in Entra ID.
· The second line, cloud services, is the escalation tier, not a second intake queue. It handles what the first line and automation can’t, under the same rule: it executes approved work and doesn’t approve its own. A request that lands directly on cloud services goes back to triage (Book 04, Chapter 06).
· The third line is the owning engineering team: identity engineering for identity, and the platform owners for everything else. It takes escalations that need design judgment, and it owns the runbooks the first two lines follow.
Classification isn’t approval. When the first line sorts a request into one of Book 04’s authority levels, from low-impact support (A0) through governance actions that are never automated (A3), it is choosing the pipeline and the approver, not granting anything. Technicians have no approval authority at any level, hold no standing privileged role, and activate their eligible roles through Privileged Identity Management with a justification for the ticket in hand.
The service desk supervisor is the one approver inside the desk, and the role is narrow. In this book’s task reference the supervisor, or the requester’s manager, approves routine credential work for ordinary users, such as an authenticator method removal or a Temporary Access Pass, after the technician has verified the person (Appendix A). A password reset needs no approver: it is an A0 task, and the technician’s identity verification is its gate. The supervisor never approves a ticket they execute, never approves access to an application or a group (those belong to the owners Book 04 names), and never acts as the second approver on a high-risk task (Chapter 04). The supervisor also runs the desk: tells the quarterly review of the desk’s role groups whether each technician still needs theirs (the role owner and the security office are the reviewers), watches the backlog against the service levels in Chapter 03, returns tickets closed without their evidence, invokes the emergency change process when a request is genuinely urgent, and reports the conditions Chapter 03 lists to the identity governance officer within one business day.
The CIO, or the service desk’s management under the CIO, decides how the desk is staffed and sourced, which is a scope and funding decision under Book 01, Chapter 09. A contracted service desk works under this model without change, because none of its rows carries a decision a contractor may not make.
Staffing, measuring and watching the queue
How well the desk is staffed shows up in its numbers before it shows up in an audit. The program’s measures are design, reviewed weekly by the supervisor and monthly by the service desk manager with the identity governance officer and the CISO’s representative.
	Measure
	What it shows

	Tickets past their service level, by priority
	Capacity, and whether escalations are stuck

	Share of tickets escalated to cloud services or engineering
	Whether runbooks and roles cover the work; a rising share is a runbook or catalog gap

	Tickets returned for missing evidence fields
	Whether closure discipline is holding (Chapter 03)

	Identity verifications that failed or were abandoned
	Social engineering pressure, or a verification step that doesn’t work for real users

	Privileged activations with no matching ticket
	A broken link between the queue and the roles; each one is a supervisor report

	Requests handled outside the front door
	Email or chat work that never became a ticket


The service desk manager owns the staffing response: more people for a capacity problem, a runbook or catalog change through its owner for a coverage problem, training for a discipline problem. The ITSM platform team produces the measures from the platform, so nobody on the desk reports on their own work by hand.
Identity operations
Identity operations is two roles from Book 04. The identity governance officer decides the risk tier of applications, the approval chain for access, admin consent outside the lowest tier, and the membership and scope of the service desk’s PRV-T2-* role groups, and runs their quarterly review, where the reviewers are the role owner and the security office, as Book 04 sets for Tier 2. Identity engineering designs and builds: app registrations, provisioning, group design, the custom roles and administrative-unit scopes the service desk uses, and the workload identities that let automation act. It handles the escalations the desk can’t, eligible rather than standing. In the target model, joiner, mover and leaver events run from the HR system of record through lifecycle workflows (Book 03), so most identity changes reach day two as automation to watch, not tickets to work.
Platform owners
The platform owners are the teams that own each technology: the cloud platform, collaboration, endpoint, server infrastructure, network, the DNS and DDI team, PKI and data, as Book 12, Chapter 10 lists them. On day two each one owns three things for its platform: the runbooks for the work done on it, the content of the catalog items that request that work, and the execution of approved changes that automation can’t make. Each platform owner also remediates the findings raised on its platform, on the schedule the system owner decides (Book 13, Chapter 09).
The DNS and DDI team has a further role that day two depends on. It owns the naming plane, the authoritative identity every CI is reconciled to (Chapter 07). When the reconcile pass finds an authorized asset the naming plane never recorded, the DDI team fixes the record; nobody fixes it in the CMDB.
The ITSM platform team
The ITSM platform team runs the service management platform itself: the instance, its catalog items, workflows and approval rules, its integrations and connectors, the MID Servers that reach into the estate, and the service identities that automation runs under. It builds what the platform owners and the control owners specify. It doesn’t decide what a catalog item does or which approval a control requires. Readiness measurement is one example: the steward specifies a ticket category for change-related tickets and a tag that records the wave a ticket belongs to, and the ITSM platform team adds both, so ticket trends can be read per wave (Book 16, Chapter 10).
That line is easy to cross by accident. An approval rule is configuration in the platform, and the team that maintains the platform can usually edit it. CM-5 names workflow automation as one of the access restrictions on change,2 and the program reads that literally: a change to an approval rule, a routing rule or an integration’s permissions is a change to a control, raised as a change record, reviewed by someone outside the ITSM platform team and authorized like any other normal change.
The platform is also a system in its own right. ServiceNow’s Government Community Cloud is listed on the FedRAMP Marketplace as FedRAMP Certified at Class D (High).5 A provider’s certification doesn’t authorize the agency’s use of it; the agency still needs its own decision, as Book 13, Chapter 11 explains, and the instance needs a system owner, an ISSO and an authorizing official of its own. Where the agency uses a different platform, the same roles apply.
ServiceNow also sells native products that cover parts of this book’s design, among them its compliance and continuous-monitoring applications (Chapter 11). Whichever the agency uses, the ITSM platform team builds and runs it, and the roles that decide what it enforces stay where this chapter puts them.
The CMDB owner
The CMDB owner keeps the inventory that every ticket points at. In the program’s model the role is a named person, usually in the ITSM platform team or the configuration management program SP 800-128 describes, who owns:
· the CI class model and which classes are in scope for each system;
· the identification and reconciliation rules that decide what is a new CI and which source may write each attribute;
· the reconciliation exception queue, worked to closure with the owners of each exception;
· CMDB health: duplicates, stale CIs, missing owners and connector coverage, reported weekly; and
· the lifecycle policies that retire, archive and delete CIs.
The CMDB owner doesn’t own the facts about an asset. The naming plane owns its identity; the system owner owns its assignment to a system; the platform owner owns its configuration. CM-8(4) asks the inventory to name the people responsible for each component, and CM-8(9) asks for a system assignment acknowledged by defined personnel;2 the CMDB owner makes sure those fields are filled and acknowledged, and the people named in them are the ones accountable. ServiceNow’s data model carries the same idea in its Managed by Group attribute, which “identifies the group that manages a CI class” and “might or might not be the same group as repairs an individual CI.”6 Its CMDB Data Manager assigns a lifecycle task to each Managed by Group and, when a policy requires approval, has that group’s members approve.7
The change advisory board
The change advisory board is the agency’s configuration change control element for production changes, the body CM-3(g) asks for.2 In ServiceNow’s change model it has a defined place. A standard change is pre-authorized, low risk and relatively common, and doesn’t need peer, group or CAB approval. A normal change needs “assessment, peer or technical approval, and CAB authorization before implementation.” An emergency change, implemented immediately to resolve a major incident or apply a security patch, goes “directly to the Authorization state for CAB approval.”8 The platform gives the CAB manager a workbench to set agendas, run meetings and record notes.9 SP 800-128 describes the same structure in federal terms: some changes are “exempt from configuration change control or pre-approved,” and approval of the rest “is usually performed by the CCB.”4
The program maps that structure onto its own tempo (Book 13, Chapter 10) as design.
	Kind of change
	Who authorizes it
	How it maps to the program

	Standard change
	The CAB, once, when it approves the standard-change model; then no per-instance CAB approval
	Catalog items and L3 classes whose steps, scope and rollback are fixed. Each instance still has its own approver where the class needs one

	Normal change
	The CAB, after peer or technical approval and a security impact analysis
	Everything else, including changes to the ITSM platform’s own approval rules and integrations

	Emergency change
	The CAB, or the emergency subset of it the charter names, at authorization
	A major incident or an urgent security fix; reviewed at the next full CAB meeting

	An operation class allowed to run without a person (L4)
	The authorizing official, in writing
	Not a CAB decision; the CAB is consulted (Book 13, Chapter 09)

	A change that may require reauthorization
	The authorizing official
	The CAB flags it; the system owner prepares it (Book 14, Chapter 10)


Membership follows the controls. CM-3(4) requires security and privacy representatives on the board, and its discussion lists system security officers, senior agency information security officers, senior agency officials for privacy and system privacy officers as examples.2 The program’s CAB therefore has the CISO’s representative and a privacy representative as standing members, the ISSOs of the systems on the agenda, the platform owners making the changes, the service desk lead, and security operations. The service desk lead is there because SP 800-128’s change process ends with stakeholders, the help desk among them, being told about a change, “especially if the change implementation requires a service interruption or alters the functionality of the system,” and notes that user and help desk training may be needed;4 the desk learns about a change at the CAB or from the first caller. The authorizing official’s designated representative may attend, as SP 800-128 allows the authorizing official to,4 but the CAB doesn’t accept risk. A change whose residual risk needs accepting goes to the authorizing official.
The CAB isn’t the program’s governance board. The governance board of Book 13, Chapter 09 reviews changes to the authoritative record and its rules; the CAB reviews changes to running systems. In a small agency the same people may sit on both, and a rule change that will cause many production changes reaches both. Keep the two agendas and the two decision records separate, because an assessor will ask for each.
Security operations
Security operations watches what day two does. Book 12, Chapter 10 assigns it in full; three points matter here. Every reset, authenticator change, privileged activation and consent grant raises an event the SOC monitors, and Book 04 gives security operations the decision on audit log review and alert triage, with the help desk doing the work. Security operations decides incident-driven revocation, because speed matters more than the approval chain, and the identity governance officer is consulted after the fact. And a playbook that acts on production, such as disabling an account the service desk just reset, needs the CISO’s approval of the action and its conditions.
The system owner and the ISSO
The system owner owns each system’s day-two posture: how a finding on it is remediated and on what schedule within its window (Book 12, Chapter 10), which components belong to it, and what its plan of action and milestones commits to (Book 14, Chapter 10). The ISSO is the system’s representative in day-two work: the person who assesses the security impact of a normal change before the CAB sees it, sits on the CAB when the system is on the agenda, confirms that day-two records for the system meet the evidence standard, and carries them into the authorization package (Chapter 11). That is what SP 800-37 describes when it gives the role managing and controlling changes and assessing their impact.1
The authorizing official
The authorizing official is outside day-two operations and above it. Four day-two decisions reach the role, and only these: an exception with no end date or no compensating control; an operation class allowed to run at L4; a change that may require reauthorization; and the ongoing authorization decision informed by day-two evidence. The designated representative can do the day-to-day work, but the acceptance of risk can’t be delegated, and the role is government-only.1 Book 13, Chapter 09 sets out the rest.
[bookmark: _Toc00001291]Who owns each catalog item and runbook
Day-two artifacts are owned the way facts in the authoritative record are: the person who decides what an artifact says is not the person who builds it. The table is program design.

	Artifact
	Owner (decides what it says)
	Builds and maintains it
	Consulted
	Reviewed

	A catalog item’s purpose, fields and fulfillment steps
	The platform owner of the surface it changes
	ITSM platform team
	Service desk lead, ISSO, CMDB owner
	Yearly, and on any change to the surface

	The approval gate a catalog item enforces
	The control owner: the CISO, or the identity governance officer for access items under Book 04’s risk tiers
	ITSM platform team
	ISSO, platform owner
	With the item, and whenever the control requirement changes

	The identity-verification step for resets and recovery
	The CISO (Book 01, Chapter 09)
	ITSM platform team and identity engineering
	Service desk lead, security operations
	Yearly, and after any incident involving social engineering

	A runbook for the first or second line
	The platform owner
	The platform owner, with the service desk lead
	ISSO
	Yearly, and after any escalation it didn’t cover

	A standard-change model
	The platform owner proposes; the CAB authorizes
	Platform owner and ITSM platform team
	ISSO, CISO’s representative
	Yearly, or when its failure rate rises

	The automation’s service identity and its permissions
	The CISO for privileged scopes; identity engineering designs
	Identity engineering and ITSM platform team
	Security operations
	Quarterly, with the privileged access reviews

	A CI class, its identification and reconciliation rules
	The CMDB owner
	ITSM platform team
	Platform owners for their classes
	On every connector upgrade

	Routing and assignment rules
	The service desk manager, inside the authority classification the identity governance officer sets
	ITSM platform team
	Platform owners
	Quarterly, against escalation data



Every artifact carries its owner and review date where people will see them: in the catalog item’s record, at the top of the runbook, in the CI class definition. An artifact past its review date is a finding for the owner, raised by the ITSM platform team, not something the platform team fixes on its own.
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One request, five owners: who owns each step from intake to closure, and who owns the artifact each step runs on.
[bookmark: _Toc00001292]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most. “Service desk” is the first and second lines, with the supervisor’s and manager’s rows marked. “Identity ops” is the identity governance officer (IGO) and identity engineering, each for their own rows. “Platform owners” includes the DNS and DDI team as owner of the naming plane. Approvers named by a request’s authority level (the requester’s manager, an application owner, a business approver) are outside the matrix; Book 04, Chapter 06 assigns them.

	Decision or work item
	CISO
	AO
	System owner / ISSO
	Service desk
	Identity ops
	Platform owners
	ITSM platform team
	CMDB owner
	CAB
	Security ops
	Records / privacy

	Identity-verification procedure for resets and recovery
	D
	
	C
	R
	C
	
	R
	
	
	C
	C (privacy)

	Authority classification (A0 to A3) and routing to approvers
	C
	
	
	R
	D (IGO)
	C
	R
	
	
	
	

	Execute an approved request against its runbook
	
	
	
	R
	R
	D, R
	R
	
	
	
	

	Escalation from the first line to cloud services and engineering
	
	
	
	R
	R
	D, R
	C
	
	
	
	

	Approve routine credential tasks for ordinary users
	C
	
	
	D (supervisor)
	C
	
	
	
	
	C
	

	Backlog, service levels and supervisor reports to the IGO
	
	
	
	D, R (supervisor)
	C
	C
	R
	
	
	
	

	Service desk staffing, sourcing and the response to its measures
	C
	
	
	D (manager)
	C
	C
	R
	
	
	
	

	A catalog item’s purpose, fields and steps
	C
	
	C
	C
	C
	D
	R
	C
	
	
	

	The approval gate a catalog item enforces
	D
	
	C
	
	D (IGO, access items)
	C
	R
	
	
	
	

	Runbook content and review
	
	
	C
	C
	R
	D, R
	C
	
	
	
	

	Service desk PRV-T2-* role groups: membership, scope, quarterly review
	C
	
	C
	
	D (IGO), R
	
	
	
	
	C
	

	Automation service identity and its permissions
	D
	
	C
	
	R
	C
	R
	
	C
	C
	

	Change to the ITSM platform’s approval rules, routing or integrations
	C
	
	C (platform’s ISSO)
	C
	C
	
	R
	C
	D
	C
	

	Standard-change model
	C
	
	C
	C
	
	R
	R
	
	D
	
	

	Normal change: impact analysis and authorization
	C
	
	R
	C
	C
	R
	
	C
	D
	C
	C (privacy)

	Emergency change
	C
	
	R
	C
	C
	R
	
	
	D
	R
	

	Does a change require reauthorization?
	C
	D
	R
	
	
	C
	
	
	C
	
	

	Raise an operation class to L4
	R
	D
	C
	
	C
	C
	C
	
	C
	
	

	Naming-plane identity of an asset
	
	
	C
	
	C
	D, R (DDI)
	
	C
	
	
	

	CI class model, identification and reconciliation rules
	
	
	C
	
	
	C
	R
	D, R
	C
	
	

	CI owner and system assignment (CM-8(4), CM-8(9))
	
	
	D
	
	
	R
	
	R
	
	
	

	Shadow-asset exception: authorize or remove
	C
	
	D
	
	
	R
	
	R
	
	C
	

	Retire a stale CI
	
	
	C
	
	
	D, R
	
	R
	
	
	

	Archive or delete CI and ticket history
	C
	
	C
	
	
	
	R
	R
	
	
	D (records)

	Remediation of a finding within its window
	C
	
	D
	R
	R
	R
	
	C
	
	
	

	Alert triage on resets, activations and grants
	C
	
	
	R
	C
	
	
	
	
	D, R
	

	Incident-driven revocation
	C
	
	C
	C
	R
	R
	
	
	
	D
	

	SaaS integration attestation and access reviews (Chapter 06)
	C
	
	C
	
	D (IGO), R
	
	R
	R
	
	C
	

	Bounded exception with an end date and compensating control
	D
	C
	R
	
	C
	R
	
	
	
	C
	

	Exception with no end date or no compensating control
	R
	D
	R
	
	C
	C
	
	
	
	C
	

	Evidence standard for a closed ticket
	D
	
	C
	
	
	
	R
	C
	
	C
	C (records)

	Day-two evidence in the authorization package
	C
	C
	D, R
	
	
	R
	R
	R
	
	
	



Rows for building the day-two automation in-house (who writes, reviews and approves the code, and who approves the AI assistants used to draft it) are in Chapter 13.
Nine groups of rows need comment.
The routine credential row gives the service desk supervisor a decision, the only one inside the desk. It matches Appendix A, where the supervisor or the requester’s manager approves routine credential work such as authenticator method removals for ordinary users (a password reset has no approver, only the verification), and Book 04, Chapter 06, where an authentication method reset is an A1 item. Accounts the desk can’t touch, and every access item, go to the approvers Chapter 04 and Book 04 name.
The identity-verification row matches Book 01, Chapter 09: the CISO decides the procedure and the service desk follows it. The privacy office is consulted because verification questions draw on personal data, and the procedure should collect no more than it needs.
The approval-gate row has two deciders on purpose, divided by scope. For access items the identity governance officer decides the chain under Book 04’s risk tiers; for every other item the CISO decides which gate the control requires. No item has both. The ITSM platform team builds the gate in either case and decides neither.
The execution and escalation rows give the platform owner the decision, because the platform owner owns the runbook that says how the work is done. The approver of the request decided whether; the runbook decides how. Neither is the service desk’s.
The ITSM platform change row is where the program’s separation is most often lost. The ITSM platform team does the work and the CAB decides, with the platform’s own ISSO consulted, because the change alters the controls every other system relies on.
The standard-change row gives the CAB one decision that replaces many. Approving a standard-change model is approving every future instance that stays inside it, so the CAB reviews the model’s scope, steps and rollback as carefully as a normal change, and withdraws it when its failure rate rises.
The L4 and reauthorization rows match Book 13, Chapter 09 and Book 14, Chapter 10. The CAB is consulted on both because it sees the change volume and the failure history, but neither is a change-control decision. Both are risk decisions, and risk is the authorizing official’s.
The CMDB rows split the inventory three ways, as Chapter 07 does: the DDI team decides identity, the system owner decides assignment and ownership, and the CMDB owner decides how the CMDB models and reconciles them. A shadow asset is a system owner’s decision because it is either a component the owner will accept into the boundary or one the owner will have removed.
The remediation, exception and revocation rows are copied from Book 12, Chapter 10, Book 13, Chapter 09 and Book 04, Chapter 06 so the books agree. The time split is the same throughout: a bounded exception is the CISO’s, an open-ended one is the authorizing official’s.
Two decisions sit above the matrix. How the service desk is staffed and funded belongs to the CIO and executive sponsor, as every scope and funding decision does in Book 00, Chapter 07. And how long ticket, change and approval records are kept is the records officer’s, under the schedules Book 13, Chapter 09 describes; the ITSM platform team implements it.
[bookmark: _Toc00001293]Keeping the roles apart
Day two is where separation of duties is tested hundreds of times a week, so the separations have to be enforced by the platform, not remembered by people.
1. Executors don’t approve. The service desk, cloud services, the platform owners acting as executors and the automation all act only against an approved, assigned ticket. The service desk supervisor approves routine credential work but never a ticket the supervisor executes. In the program’s design the platform records approver and executor as different identities and refuses a ticket where they match (Book 04, Chapter 06).
1. Nobody changes the gate they pass through. The ITSM platform team can’t approve changes to approval rules, routing or integrations; the CAB does. The service desk can’t edit the routing that sends work to it.
1. The CMDB owner doesn’t edit identity. A naming-plane gap is fixed by the DDI team at the source; a CI’s owner is set by the system owner. The CMDB owner keeps the model and the queue and has no write path around them.
1. The CAB doesn’t accept risk. It authorizes changes. A change that leaves a control unmet goes to the CISO or the authorizing official under the exception rows, with the CAB’s record attached.
1. The configuration management process isn’t written by the people it governs. CM-9(1) asks that responsibility for developing the configuration management process sit with people not directly involved in system development.2 In the program that means the CAB’s charter, the standard-change rules and the CMDB model are owned outside the platform teams whose changes they control.
1. The authorizing official stays outside day-two operations. The role is government-only and can’t be delegated.1 A contracted service desk, ITSM platform team or CAB secretariat can prepare every decision in this chapter except the ones in the authorizing official’s column.
[bookmark: _Toc00001294]Where each Who chapter fits
	Chapter
	What it settles

	Book 00, Chapter 07 — Who Runs the Program
	Program roles, the decision table, gates, rhythm and repository conventions

	Book 01, Chapter 09 — Who Leads the Transformation
	Program-wide decision rights, including the help desk and its identity-verification procedure

	Book 04, Chapter 06 — Who Decides Access
	Access decisions, the authority levels A0 to A3, the help desk and cloud services split

	Book 12, Chapter 10 — Who Runs Security Operations
	Logging, detection, incident response, platform owners’ emission duties

	Book 13, Chapter 09 — Who Governs
	The authoritative record, rule changes, drift review, exceptions, records management

	Book 14, Chapter 10 — Who Owns Compliance
	The RMF roles, the authorization path, the plan of action and milestones

	This chapter
	Day-two execution: the service desk lines and supervisor, catalog and runbook ownership, the CMDB owner, the change advisory board


[bookmark: _Toc00001295]What changes, in one table
	Old habit
	What replaces it

	The help desk approves what it can do
	The help desk executes against an approved ticket; approval belongs to the role the authority level names

	The service management team owns the catalog
	Platform owners own what each item does, control owners own its gate, and the service management team builds both

	Approval rules are platform configuration
	Approval rules are controls; changing one is a normal change the CAB authorizes

	Runbooks belong to whoever wrote them last
	Every runbook has one platform owner and a review date

	The CMDB is whatever discovery found
	The CMDB is reconciled to the naming plane; the CMDB owner keeps the model, owners keep the facts

	The CAB approves everything, including risk
	The CAB authorizes changes; risk goes to the CISO or the authorizing official

	Standard changes are a way around the CAB
	A standard-change model is a CAB decision, reviewed yearly and withdrawn when it fails

	A contractor-run desk “owns” day two
	Contractors execute and prepare; government officials make the decisions only they may make
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[bookmark: _Toc00001297]Chapter 11 — Attestation, Evidence and the Compliance Application
A closed ticket proves that someone did some work; an assessed control proves that the work held, and only the second one belongs in front of an authorizing official.
[bookmark: _Toc00001298]In this chapter
The rule that decides when a control is proven by system evidence and when a person has to attest to it. The four-step loop (map, test, gap, emit) that turns the day-two task stream into assessed control state, a plan of action and milestones, and continuous-monitoring output. What ServiceNow’s own Policy and Compliance Management, Continuous Authorization and Monitoring and Configuration Compliance applications already do, and where the program’s own compliance application fits beside them. The evidence and continuous-monitoring pipeline that carries every record into the authorization package, and the limits of all of it.
The chapters before this one put day-two work on rails. Requests arrive through the catalog (Chapter 05), the help desk acts under scoped, time-boxed roles (Chapter 04), the CMDB knows which asset each finding belongs to (Chapter 07), and drift in Microsoft 365, Azure, AWS and VMware becomes owned, tracked work (Chapter 08, Chapter 09). All of that is operational hygiene. None of it is yet something an authorizing official can sign.
The gap between the two is attestation in the broad sense: the periodic control test, the evidence that the test passed, the plan of action and milestones (POA&M) for what didn’t, and a machine-readable roll-up that lets continuous monitoring run as a standing activity rather than a scramble before each assessment. This chapter is about that join. It doesn’t repeat what the rest of the workbook already settles. Why a system-produced record outranks a signed statement is Book 13, Chapter 07. What the authorization package contains, the OSCAL model for each part, the POA&M lifecycle and the continuous-monitoring cadence are Book 14, Chapter 11. The evidence contract that every source emits, keyed on asset identity plus time, is Book 12, Chapter 02. This chapter shows how the IT service management (ITSM) platform that runs day two feeds all three.
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The attestation loop: day-two work becomes assessed control state, a plan of action and milestones, and continuous-monitoring output, with human attestation reserved for what no system can observe.
[bookmark: _Toc00001299]System evidence first, attestation where no system can see
The program’s rule is simple to state. A control is proven by evidence a system produced whenever a system can observe it. A person attests only to what no system can observe, and the package says which is which. That is a design position, and federal guidance supports both halves of it.
NIST’s Risk Management Framework expects automation and expects it to fall short. In its appendix on ongoing authorization, SP 800-37 says organizations “may begin by generating security and privacy information from automated tools and fill in gaps by generating additional information from manual assessments,” adjusting as more monitoring is automated.1 SP 800-137 makes the same point more bluntly: organization-wide monitoring “cannot be efficiently achieved through manual processes alone or through automated processes alone,” and every implemented control, including management and operational controls, “must be regularly assessed for effectiveness, even if the monitoring of such controls cannot be automated or is not easily automated.”2 Automation isn’t optional, and neither is the human part.
The practical question on day two is where the line falls. The program draws it by what the control is about, not by how convenient a signature would be.
	What the control is about
	Example
	How it is proven
	Who signs

	A configuration a platform exposes through an interface
	Conditional Access policy state, baseline settings, patch level
	A system reads the setting on a schedule and records when and how it read it
	Nobody per cycle; people sign for the rule and for exceptions

	An event a platform logs
	A privileged role activation, a password reset, a consent grant
	The platform’s own audit record, joined to the ticket that authorized it
	Nobody per event; the approver’s decision is itself in the record

	A process outcome that leaves a system trace
	An access review completed, a POA&M item closed on re-test
	The workflow record, with the evidence attached at closure
	The reviewer or owner, inside the workflow

	A decision or condition no system can observe
	A policy approved, a contract clause in force, a physical inspection, a tabletop exercise held
	A human attestation, dated, with the artifact it rests on
	The accountable official, on a stated cadence


Attestation in the bottom row isn’t second-class evidence; it is the only evidence there is. What the program won’t do is let a signature stand in for a reading a system could have taken. An attested control in the top three rows is a finding: the package is claiming less than it could prove. Book 13, Chapter 07 gives the long form of this argument and the integrity mechanisms (hashes, chains, signatures) that make system evidence checkable by an assessor.
[bookmark: _Toc00001300]The attestation loop
The program’s design lifts control state from the task stream to evidence in four steps. Each step has an output an assessor can examine.
The attestation loop (program design)
	Step
	Input
	What happens
	Output

	1. Map
	The control map: for each control, the tests and task types that evidence it
	The platform’s control records are loaded from the authoritative control map, not typed in by hand
	Each control knows which tests attest it

	2. Test
	The current posture roll-up from the remediation streams, plus spot evidence
	A scheduled control test reads the posture and attaches the evidence it read
	Pass, fail or partial per control, with evidence

	3. Gap
	Any fail or partial
	An issue is raised and becomes a POA&M item with one owner, a milestone and a required closure evidence type
	An owned item linked to the work that will close it

	4. Emit
	Assessed control state and the POA&M
	Both are exported in OSCAL and published to the continuous-monitoring stream
	Machine-readable records the authorization package consumes


The control map deserves a sentence of its own. Which controls the platform attests, and which test or evidence category stands behind each, is defined once, in the program’s authoritative control map, the same record that Book 14, Chapter 11 calls the first rule of the evidence contract. The ITSM platform’s control records are a projection of that map. If the two disagree, the map wins and the platform is out of date; the same discipline the CMDB follows toward the authoritative network and asset records in Chapter 07.
Assessed control state (CA-2)
CA-2 asks the organization to assess its controls at a defined frequency “to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome,” to produce a report, and to provide the results to defined people.3 The control test in step 2 is the program’s unit of that assessment. It reads the rolled-up posture the remediation streams produce (secure-baseline pass rates, Conditional Access exception review currency, Azure Policy compliance, the age of open vulnerability findings, patch timeliness) and renders a verdict with the evidence attached.
What makes the verdict worth something is what it reads. A test that reads actioned posture (drift that became a task, which closed with proof) is backed by an owned trail. A test that reads a dashboard tile is a screenshot with a schedule. The difference is the difference between CA-2 as an annual event and CA-2 as a standing indicator. It doesn’t remove the independent assessor: at the Moderate baseline CA-2(1) still requires independent assessors, and the automated results are evidence for them, not a substitute (Book 14, Chapter 11).4
The plan of action and milestones (CA-5)
CA-5 asks for a POA&M that documents planned remediation of weaknesses found in assessment, updated at a defined frequency “based on the findings from control assessments, independent audits or reviews, and continuous monitoring activities.”3 In the program’s design every fail or partial from step 2 becomes a POA&M item with a single owner, a milestone date and a required closure evidence type. Because items are issues in the same platform as the remediation work, they inherit the same service levels, approvals and audit trail, and each one links back to the remediation task that will close it. Three rules follow, all program design:
· A POA&M item closes on re-test, not on ticket closure. When the linked task closes and the next control test passes, the item closes with that test’s evidence. A closed task with a failing re-test reopens the item.
· A slipped milestone escalates. It doesn’t quietly move.
· The POA&M is never a parallel spreadsheet. If it lives apart from the work, it drifts from the work.
The disposition vocabulary (actionable drift, governed exception, lapsed acceptance), the OSCAL risk-status mapping and the generator that writes the POA&M are in Book 14, Chapter 11. This chapter only adds where the items come from on day two.
The emit (CA-7)
CA-7 asks for ongoing control assessments, ongoing monitoring of defined metrics, correlation and analysis of what both produce, response actions, and reporting of the system’s security and privacy status at a defined frequency.3 Step 4 is the reporting half. Assessed control state and the POA&M are exported as OSCAL assessment results and POA&M documents and handed to whatever assembles the authorization package. OSCAL’s current release is 1.2.3, published August 7, 2026.5 Because the package is generated, it can be diffed from one release to the next, and a reviewer can see what changed rather than reread everything.
A correction about FedRAMP’s indicators
The source design emitted each attested control “as FedRAMP 20x KSI evidence” into the agency’s package. That overstates what the indicators are. FedRAMP’s 2026 Key Security Indicators, 46 of them in 10 themes, are part of the rules for cloud service offerings seeking FedRAMP certification.6 The rules that require them are addressed to providers: for 20x certifications, “Providers MUST also include” a summary of the measures that demonstrate each applicable indicator in their Security Decision Record.7 An agency’s own system isn’t certified by FedRAMP; it is authorized by the agency under the Risk Management Framework (Book 14, Chapter 11).
So the program keeps the indicators in their place. A control record may carry an indicator tag as vocabulary, which helps when the agency reads a provider’s quarterly report alongside its own results, and the tag must name a real theme (the source used KSI-CM, which isn’t one; change management is KSI-CMT).6 The agency’s own package is an RMF package, judged against the agency’s baseline by its own authorizing official.
[bookmark: _Toc00001301]The platform is the workflow record, not the evidence store
ServiceNow, or whichever ITSM platform the agency runs, contributes one kind of record: the workflow and attestation record. That is the owned test, the approval trail, the POA&M item and the closure with its proof. It is not where the telemetry lives, and it shouldn’t become the place where the authorization narrative is written. Telemetry belongs in the log and evidence stores Book 12 describes; the package is assembled from the evidence contract, and the platform is one more source that writes to that contract. Keeping the roles separate matters for two reasons. It lets the agency change its ITSM platform without losing its evidence, and it stops the platform’s own dashboards from becoming a second, unofficial version of the package.
[bookmark: _Toc00001302]What ServiceNow already provides
Before anyone builds a compliance application, the agency should know what its platform already does. ServiceNow ships several applications that cover much of the attestation loop. The facts below are from ServiceNow’s documentation and its partners’ documentation as of October 2026; each release changes them, so recheck before relying on any of them.
· Policy and Compliance Management. ServiceNow’s governance, risk and compliance suite models controls as implementations of control objectives and tests them two ways. An indicator “allows you to do a test on the controls, and tests can be scheduled daily, weekly, monthly, or quarterly”; an attestation “assesses the control to continuously monitor its compliance”; and “if a gap is identified while testing a control, then that gap is termed as an issue.”8 That is steps 2 and 3 of the loop, natively.
· Continuous Authorization and Monitoring. This application “provides a standardized approach to defining an authorization package” by “walking through the seven stages of the NIST Risk Management Framework,” and lets the team view all POA&Ms in a single pane, with POA&Ms that “include all authorization package issues.”9 Its later releases added OSCAL: exporting the system security plan in OSCAL; generating and downloading OSCAL system security plan and POA&M files from within an authorization package, and importing individual POA&M files (Zurich release); and importing and exporting OSCAL assessment plans and assessment results (Australia release).10 That is much of step 4.
· Configuration Compliance. Microsoft documents an integration that brings Defender for Cloud’s posture-management findings into ServiceNow’s Configuration Compliance module, alongside an ITSM integration that creates incidents, problems and changes from Defender for Cloud recommendations.11 Microsoft’s support matrix lists that ServiceNow integration as generally available in commercial Azure and not available in Azure Government, which matters for an agency whose subscriptions live there.12
· Partner applications for FedRAMP’s indicators. In July 2026 a ServiceNow partner announced an application, planned for the ServiceNow Store, that runs inside Continuous Authorization and Monitoring, mirrors FedRAMP’s 46 indicators and opens remediation issues in ServiceNow’s risk management application when evidence falls short.13 That is a vendor announcement, not a verified capability; treat it as a sign that the gap is being filled commercially, and evaluate it like any other product.
The platform itself is FedRAMP Certified; the agency’s own authorization to use it is a separate decision. FedRAMP’s marketplace data lists ServiceNow’s Government Community Cloud as FedRAMP Certified at Class D (High impact), first certified in 2019, with 101 agency authorizations as of October 21, 2026.14 (The source volumes told writers never to cite High for the platform. The marketplace says High; the agency’s own system categorization is a separate question.)
Build, buy or both
The program’s recommendation is buy the native applications first, and build only what they don’t do. The native applications already provide the control records, scheduled tests, issues, the POA&M view and OSCAL import and export. What they don’t provide out of the box, as far as the program has been able to verify, is the part that is specific to this workbook’s design:
Native ServiceNow coverage and the program’s additions (as of October 2026)
	Need
	Native coverage
	What the agency adds

	Control records, scheduled tests, issues
	Policy and Compliance Management
	Load the controls from the authoritative control map; don’t type them in

	RMF workflow, authorization package, POA&M view
	Continuous Authorization and Monitoring
	Link each POA&M item to the remediation task that closes it

	OSCAL export of the security plan, POA&M, assessment plan and results
	Continuous Authorization and Monitoring (recent releases)
	Validate the export against the OSCAL release the package uses

	Posture findings into tracked work
	Configuration Compliance with the Defender for Cloud integration (commercial Azure)
	An equivalent path for Azure Government, AWS and VMware (Chapter 09)

	Join every finding to the authoritative asset identity before a task is raised
	Partial, through CMDB reconciliation
	The reconciliation rule from Chapter 07

	Close only with proof; flag human-only closures
	Workflow configuration
	The closure gate below

	Keep the platform’s control set in step with the control map
	None
	A check in continuous integration (below)


The bottom three rows are the reason a compliance application exists in the program’s design at all. If the agency’s platform team can deliver them as configuration of the native applications, it should, and skip the custom build. If the native applications can’t be funded at all, Chapter 13 covers building the application in-house.
[bookmark: _Toc00001303]The compliance application, if you build one
Where the native applications leave gaps, the program’s design is a scoped application in the agency’s ServiceNow instance. A scoped application keeps the program’s records, scripts and flows in their own namespace, packaged so they can be moved between instances as a unit. The design is a starter, not a finished product: an agency completes the connector settings and control map for its own tenant, pins API versions, and tests in a sub-production instance before anything reaches production. Where there is no funding for the native applications or an integrator, Chapter 13 shows how the agency’s own staff can build it on the instance it already owns, with AI-assisted drafting, a named reviewer for every line and a sandbox-to-production path under change control.
What it contains
	Component
	Kind of record
	Role

	Ingest
	Server-side script
	Reads Microsoft 365 and Azure control state (Graph, secure-baseline results, Purview, Resource Graph, Defender, Update Manager) through outbound REST calls and normalizes each result into a finding

	Reconcile
	Server-side script
	Matches each finding’s asset to the authoritative CMDB item before a task is raised; sends unmatched assets to the reconciliation exception queue (Chapter 07)

	Gate
	Server-side script
	After a change, re-reads the source, confirms the condition is gone, and stamps the re-test evidence on the task

	Outbound REST messages
	REST message records
	Calls to Microsoft Graph and Azure Resource Manager, with endpoints and credentials taken from connection aliases and routed through the MID Server; exported per tenant, never committed

	Control map
	Application data (JSON)
	The finding-to-control binding: control, task type, approval, actuation path, evidence category; a projection of the authoritative map

	Flows
	Flow Designer
	Detect and route control drift; review exceptions; run the scheduled emit

	Validation script
	MID Server script
	Runs the per-surface read and validate scripts on the MID Server and returns one verdict

	Automated tests
	Automated Test Framework suites
	The happy path (drift to task to closure to evidence) and the negative paths (unreconciled asset, self-approval blocked, missed service level escalates)

	Update set
	Update set
	The whole application assembled for import into another instance; assembled in sub-production, never committed


Boundary and least privilege
The design keeps the same boundary discipline as every other automated path in the workbook.
· The MID Server sits inside the authorization boundary. ServiceNow describes the MID Server as “a Java application that runs as a Windows service” on a server in the customer’s network, mediating between that network and the instance.15 Placing it in-boundary keeps credentials and execution where the agency’s controls apply.
· Connector identities read; they don’t administer. The Microsoft Graph and Azure identities hold read access to the state they evaluate, plus narrowly scoped write for specific, approved, logged remediations. They never hold standing tenant administration. Each newly automated remediation is a review of that scope, because scope creep is the sharpest risk in the whole design.
· The platform is FedRAMP Certified, and the agency authorizes the instance separately, and reaching any SaaS surface outside the boundary requires an explicit acknowledgement setting.
· The catalog approval, the change record, the gate verdict and the CMDB reconciliation are the audit evidence. Nothing in the application closes work without them.
Standing it up
The sequence below is the program’s design, written for a sub-production instance.
1. Create the scoped application, or import the update set, in sub-production.
1. Add the three server-side scripts and the two outbound REST messages.
1. Create connection and credential aliases for Graph and Azure Resource Manager, each bound to the in-boundary MID Server and pointing at the endpoints that serve the agency’s cloud. (Microsoft’s guidance is that a Microsoft 365 GCC environment keeps using the worldwide endpoints, https://graph.microsoft.com and https://portal.azure.com, while GCC High and DoD use their own Graph endpoints and the Azure US Government portal; those are a separate exercise.)16
1. Set the application properties: which MID Server, which boundary, where the MID scripts live, and the SaaS-acknowledgement flag.
1. Load the control map and run the continuous-integration check against the authoritative map.
1. Copy the validation script and per-surface read scripts to the MID Server.
1. Build the flows, publish the catalog items (control exception request, POA&M item, remediation change), and run the automated test suites before turning on any live connector.
Step 7 has a platform rule behind it. ServiceNow’s Automated Test Framework exists “to confirm that your instance works after making a change,” and the property that runs tests is disabled by default “to prevent you from accidentally running them on a production system.” ServiceNow’s guidance is to “run tests only on development, test, and other non-production instances to avoid data corruption and outage.”17 The program follows it. A further limit: the test suites exercise the workflow with simulated inputs. They prove the flow routes, approves, escalates and closes as designed; they don’t prove the native surfaces behave as the flow expects. Live-connector validation is a separate, gated step, and Chapter 12 covers how the program keeps checking the automation once it runs.
The control map is data, and it is checked
The binding from finding to task lives in a data file, not in code, so it can be reviewed and checked. An illustrative excerpt:
[bookmark: _Toc00001304]Illustrative, not production configuration
The control map, records and scripts in this chapter are illustrative. They haven’t been tested against a production ServiceNow instance or tenant. Review every entry, connector scope and API version against your own environment, and test in a sub-production instance before use.
{
  "boundary": "m365-gcc",
  "catalog": {
    "m365.baseline.drift": {
      "title": "Microsoft 365 secure-baseline drift",
      "control": "CM-6",
      "task_type": "change",
      "approval": "owner",
      "actuation": "platform-native",
      "evidence_category": "security",
      "ksi_tag": ["KSI-CMT"]
    },
    "azure.patch.remediation": {
      "title": "Azure patch / flaw remediation",
      "control": "SI-2",
      "task_type": "change",
      "approval": "owner",
      "actuation": "platform-native",
      "evidence_category": "endpoint",
      "ksi_tag": ["KSI-SVC"]
    },
    "azure.vuln.finding": {
      "title": "Defender vulnerability finding",
      "control": "RA-5",
      "task_type": "change",
      "approval": "owner",
      "actuation": "platform-native",
      "evidence_category": "security",
      "ksi_tag": ["KSI-MLA"]
    }
  }
}
The full map also carries account exceptions (AC-2) and the three attestation entries for the control test, the POA&M item and the continuous-monitoring roll-up (CA-2, CA-5 and CA-7). The ksi_tag field is vocabulary only, for the reason given above.
A check in continuous integration regenerates the expected control set from the authoritative map and fails the build when the application’s set differs, or when an evidence category or indicator tag isn’t valid vocabulary. That keeps the application and the map from drifting apart on which controls are covered. It doesn’t check every attribute of every entry: whether a given finding should map to a given task type or evidence category remains a review item for people.
[bookmark: _Toc00001305]The evidence and continuous-monitoring pipeline
Every automated mechanism in the estate produces operating evidence: a drift record, a detection firing, a revocation, a key rotation, a closed POA&M item. Scattered, that telemetry proves nothing. The pipeline is what turns it into continuously refreshed, control-bound evidence in the form an assessor reads.
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The evidence and continuous-monitoring pipeline: every mechanism, including the ITSM platform, writes one record shape; records are correlated on asset identity and time, bound to controls, and emitted as OSCAL.
One record, every source
The record shape is the evidence contract specified in Book 12, Chapter 02; the version below shows the fields that matter for attestation. It is an illustrative shape to adapt, and it is what keeps the pipeline independent of any one engine: anything that can read the contract can produce the package.
{
  "asset_id": "ipam:10.4.2.17",
  "source": "machine-config",
  "surface": "operating system",
  "control": "CM-6",
  "state": { "rule": "2.3.1.1", "desired": "Disabled", "observed": "Disabled" },
  "verdict": "pass",
  "observed_at": "2026-07-09T15:13:00Z",
  "disposition": "applied",
  "x_attestation": {
    "ksi_tag": ["KSI-CMT"],
    "evidence_ref": "loganalytics://.../row/abc123"
  }
}
Two fields carry the weight. asset_id is the authoritative identity from the network and asset records, so records from different surfaces about the same machine correlate; without it the trail fragments. control is what binds raw telemetry to the package; without it, the record is just a log line. verdict takes one of three values (pass, warn, fail), and disposition carries the remediation status (applied, accepted risk or open). The x_attestation block is this chapter’s extension for the key security indicator tag and the evidence pointer, not part of Book 12’s eight fields. The ITSM platform writes the same shape when a control test runs or a POA&M item closes.
Four stages
1. Collect. Each mechanism writes contract records to the log store inside the boundary, through diagnostic settings and data collection rules on Azure or the native export on other platforms.
1. Correlate. Records are joined on asset identity and time, producing a system-wide, time-correlated trail.
1. Bind. Each control-tagged record is tied to its evidence category, and optionally to an indicator tag.
1. Emit. On a schedule, the pipeline regenerates the OSCAL assessment plan, assessment results and POA&M, so the package is current rather than assembled at audit time. Book 14, Chapter 11 sets the monthly regeneration and the review cadence around it.
Controls the pipeline supports
Controls the evidence pipeline supports
	Control
	What the pipeline does for it
	Baseline note

	CA-7 Continuous Monitoring
	Telemetry to evidence to package, on a cadence
	Low, Moderate and High

	CA-5 Plan of Action and Milestones
	POA&M items generated from unremediated drift and failed tests
	Low, Moderate and High

	AU-6(1) Automated Process Integration
	Review, analysis and reporting integrated across surfaces
	Moderate and High

	AU-12(1) System-wide and Time-correlated Audit Trail
	Asset-identity and time correlation across the log store
	High only; at Moderate the program adopts it as design


The baseline column corrects the source, which listed AU-12(1) as if it were required at Moderate. In the NIST SP 800-53B baselines it appears only in High.4 The program does it anyway, because the correlation is what makes the pipeline work; that is a design reason, not a compliance requirement, and the package should present it that way.
One pipeline, every estate
The pipeline is the same whatever the platform. Remediation records from the AWS estate enter the same flaw-remediation task stream, AWS assessment findings rank in the same vulnerability queue, and AWS security telemetry lands in the same log store the emit reads (Chapter 09). A control is assessed over the whole estate, keyed to the one asset identity. There is no separate AWS attestation narrative, no second scorecard and no per-cloud OSCAL package. If there were, the authorizing official would be reconciling them by hand, which is exactly the work this chapter exists to remove.
[bookmark: _Toc00001306]What else the platform can carry
The source material sketched a portfolio of further ServiceNow applications beyond the compliance application and the day-two catalog. The program’s position on them is a sequence, not a schedule:
· Identity and access governance is the next candidate: joiner, mover and leaver automation driven by HR events, access certification campaigns, and identity evidence fed into the same attestation loop. It extends the day-two catalog’s joiner, mover and leaver requests rather than duplicating them (Chapter 05), and it depends on a reliable HR identity source (Book 03) and on the Entra ID work in Book 02. Microsoft’s own access reviews and lifecycle workflows cover part of this (Book 04, Chapter 09); the same buy-before-build test applies.
· Further candidates are just-in-time privileged access, device compliance, extending the queues to the AWS estate, and analytics over the access evidence, which must stay advisory and never act on its own.
Two gates apply to every one of them. Each needs its own requirements document, reviewed by the platform team, the security office and the people who will run it, before anything is built. And none starts until the applications already in place are running in sub-production with passing automated tests. The source dated these phases and tracked them by internal numbers; the workbook doesn’t repeat either, because neither is a commitment an agency can rely on.
[bookmark: _Toc00001307]Honest limits
· An attestation is only as strong as the test behind it. A control test that reads a shallow signal attests shallowly. Test depth is the subject of the validation harnesses in Chapter 12; the attestation inherits their coverage, good or bad.
· The pipeline sees only what emits. A mechanism that deploys but writes no contract record is invisible, and the package can’t attest a control whose mechanism is silent. The telemetry-completeness check is the guard.
· Continuous is a discipline, not a feature. The emit is only continuous if the tests run on cadence and someone works the POA&M. An idle compliance module produces a stale attestation that reads worse than an honest annual one.
· The platform’s record isn’t the package. The ITSM platform contributes the workflow record; the security plan and the authorization decision live elsewhere, and the platform must not grow a second authorization narrative.
· Vendor capabilities move fast. Everything under “What ServiceNow already provides” is dated October 2026. Recheck it before a build decision.
[bookmark: _Toc00001308]What changes, in one table
	Old habit
	What replaces it

	A control owner signs that each control was in place this cycle
	Systems prove what they can observe; people attest only to what no system can see, and the package says which is which

	Controls are typed into the compliance tool by hand
	The tool’s control records are loaded from the authoritative control map and checked against it

	A POA&M lives in a spreadsheet beside the work
	POA&M items are issues linked to the remediation tasks that close them, closing only on re-test

	The authorization package is assembled before each assessment
	The package is regenerated from the evidence pipeline on a cadence and diffed release to release

	FedRAMP’s indicators are treated as the agency’s deliverable
	Indicators bind providers; the agency may tag its records with them as vocabulary

	A custom compliance application is built first
	The platform’s native applications come first; the program builds only reconciliation, the closure gate and the map check

	Automated tests run wherever is convenient
	Tests run in non-production only, and they prove the workflow, not the native surfaces
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[bookmark: _Toc00001310]Chapter 12 — The Day-Two Operator Runbook and Validation
A runbook earns its place when every step leaves proof behind, and when something checks, on a schedule, that the steps the machines took on the operator’s behalf actually happened.
[bookmark: _Toc00001311]In this chapter
The operator’s runbook by cadence: what happens daily, weekly, monthly and quarterly, what each step proves and which control it supports, then the same cadence by control family (identity, devices, applications, data and network) through the annual cycle, with who does each task. The governed procedure for the eight everyday tasks that most often arrive in an ungoverned shape, from password resets to the morning synchronization check, with an illustrative read-only probe. The validation and test harnesses that check the automation itself (telemetry completeness, detection efficacy, deployment smoke tests and baseline re-checks), the controls they support, what the platforms already provide, and what the harnesses can’t prove.
Every chapter in this book has added a piece of machinery: one front door for requests (Chapter 03), scoped help-desk authority (Chapter 04), typed catalog items (Chapter 05), an authorization verdict before any SaaS consent (Chapter 06), a CMDB that reconciles to the authoritative inventory (Chapter 07), native control state turned into tracked work (Chapter 08, Chapter 09), and the attestation loop that turns the result into evidence (Chapter 11). This chapter is what the operators do with it, day after day.
Two things make a runbook more than a checklist. Each step has to say what it proves, so an operator who skips one knows what evidence stops arriving. And the runbook has to include steps that check the automation, not just the estate, because the most dangerous failure in an automated operation is a silent one: a log source that stops sending, a detection that stopped matching after a schema change, a pipeline that deployed without closing the control it was written for. A control that fails silently is worse than one known to be absent. It carries false confidence into an authorization.
The five operating rules every step obeys are in Chapter 02: originate with the source of truth, carry the authorization the control requires, execute under least privilege, elevated just in time, close with provenance, and emit the evidence automatically. This chapter doesn’t restate them; it applies them.
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The operator runbook by cadence: daily probing and routing, weekly tests of the detectors, monthly regeneration and review, quarterly step-back reviews, with every step emitting evidence.
[bookmark: _Toc00001312]The runbook at a glance
The table is the program’s design. NIST leaves almost every frequency here to the organization: CA-7 asks the organization to establish its own frequencies for monitoring and for assessing control effectiveness, and AC-6(7) asks for privilege reviews at an organization-defined frequency.1 Where another book in the workbook has already set a frequency, this table uses it.

The operator runbook by cadence (program design)
	Cadence
	Step
	What it proves
	Controls it supports
	Owner

	Daily
	Synchronization and service-health probe
	Directory synchronization ran, its errors are known, and each one is tracked work
	CA-7, SI-4, CP-9 (backup result)
	Identity operations

	Daily
	Telemetry-completeness check
	Every expected log source is still sending
	CA-7, SI-4
	Security operations

	Daily
	Catalog and remediation tasks
	Each change was requested, approved, executed under a scoped role and closed with a check
	AC-2, IA-5, CM-3, and the task’s own control
	Service desk; platform teams

	Daily
	Log review findings
	Review happened, and what it found entered the same queue as everything else
	AU-6
	Security operations

	Weekly
	Detection-efficacy replay
	Detection rules still fire on the patterns they were written for
	CA-2, SI-4
	Detection engineering

	Weekly
	Vulnerability finding freshness
	Open findings are current and inside their remediation deadlines
	RA-5, SI-2
	Vulnerability management

	Weekly
	Reconciliation exceptions
	Findings for assets the CMDB couldn’t match are being resolved, not ignored
	CM-8
	CMDB owner

	Weekly
	Human-only closures
	Every task closed without automated proof is reviewed and either evidenced or reopened
	CA-2, CA-7
	Service desk lead

	Monthly
	Regenerate assessment results and the POA&M
	The package reflects current evidence
	CA-2, CA-5, CA-7
	ISSO

	Monthly
	Baseline conformance re-check
	Configuration matches the intended baseline after reconciliation
	CM-6
	Platform owners

	Monthly
	Tier 0 privileged access review
	Every Tier 0 assignment is still needed
	AC-6(7), AC-2
	Governance office

	Monthly
	Harness results review
	The checks on the automation passed, or their failures are tracked
	CA-2, CA-7
	ISSO

	Quarterly
	Other privileged access reviews
	Every non-Tier-0 privileged assignment is still needed
	AC-6(7), AC-2
	Role owners

	Quarterly
	Custom role records
	Each custom role’s permissions, backing group and purpose are still right
	AC-6, AC-2
	Identity engineering

	Quarterly
	Trend and evidence-quality review
	Which controls drift repeatedly; which verdicts rest on manual evidence
	CA-7 (CA-7(3) as design)
	ISSM

	Quarterly
	Known-bad event library refresh
	The efficacy tests still reflect current attacker behavior and current schemas
	CA-2, SI-4
	Detection engineering



The monthly regeneration and review match the cadence in Book 14, Chapter 11. The Tier 0 monthly and other-privileged quarterly reviews are the program’s choice in Book 04, Chapter 09 and Book 04, Chapter 08, and they are never self-reviews. CA-7(3), Trend Analyses, isn’t in any NIST baseline;2 the quarterly trend review adopts it as a design choice, because a control that passed every month and then failed is a different finding from one that has always failed.
[bookmark: _Toc00001313]Daily: the eight everyday tasks, governed
The source runbook took eight tasks as they actually arrive at many service desks, by email, under standing administrator rights, closed with a reply, and rewrote each as a governed procedure. Chapter 02 has the one-line summary of each. Here is the procedure an operator follows. The first five are request-driven; the last three are standing operations. The illustrative catalog item names are the program’s design (Chapter 05).
1. Password reset
Catalog item: entra.credential.password_reset · Supports: IA-5
The ungoverned shape: an email arrives, an operator with standing portal rights resets the password and emails a temporary password back to the mailbox that asked. If that mailbox is compromised, the reset hands the account to whoever holds it.
1. Originate. The email opens a catalog request against the reconciled identity record. If the account is disabled, the request stops and routes to the security office rather than proceeding.
1. Authorize. Self-service where policy allows. Otherwise the service desk verifies the person against the record the agency already holds, never against facts the caller supplies (Chapter 04).
1. Elevate and act. The catalog actuator resets the credential through Graph under a just-in-time scoped role. The operator holds no standing administrator role.
1. Deliver on a separate channel. A Temporary Access Pass, Microsoft’s “time-limited passcode that can be configured for single use or multiple sign-ins,”3 or another channel distinct from the one the request came in on. Issuing a pass needs an authentication role, not the Password or Helpdesk Administrator role that does the reset. Two messages to the same inbox are still one channel.
1. Close with provenance. The closing check confirms the new credential is active and the old one no longer works. The change record holds who asked, who approved, what verification happened and the check result.
2. Authenticator (MFA) reset
Catalog item: entra.credential.mfa_reset · Supports: IA-5, with IA-2 and IA-12
[bookmark: _Toc00001314]The highest-risk task on the desk
After an authenticator reset, the next person to register a method controls the account. A reset performed on an emailed request with no verification is the classic help-desk social-engineering entry. It is never a look-up-and-click.
1. Originate. The request opens the reset item against the identity record.
1. Authorize: the gate is the point. The operator verifies identity to policy before anything happens, at the assurance level the account’s risk tier requires, and a privileged or sensitive account needs a second approver (Chapter 04).
1. Elevate and act. Require re-registration through Graph under a just-in-time role (Chapter 04).
1. Alert. Every reset raises an audit event and a security alert (SI-4). Repeated resets on one identity are a detection signal, not routine.
1. Close with provenance. The record carries the verification evidence and confirms the old method is gone and a new registration is pending under the user’s control.
3. Admin consent for a third-party application
Catalog item: the SaaS integration request (Chapter 06) · Supports: AC-20, SA-9, AC-6
Consent restriction governs who may approve an integration. It doesn’t decide whether the service at the other end is authorized to hold federal data. An administrator who correctly consents to an unauthorized cloud service passes every consent gate and still breaks the boundary.
1. Originate. The request records the application, its business owner and the directory attributes it will receive (what identity data leaves the boundary, and to which external system).
1. Authorize: verdict before configuration. Record the service’s authorization status at or above the required baseline before consent is granted. A missing or lapsed authorization stops the request. An approved-software list is necessary but not sufficient.
1. Least privilege on the grant. Consent is scoped to the minimum the application needs; the approver is not the requester; the grant is executed by an identity governance office role holder who activates the role through PIM against the ticket, not a portal click by a standing administrator and never by the help desk (Book 04, Chapter 06).
1. Declare the endpoints. The application’s sign-on and provisioning endpoints, ports and protocols are recorded, so network allow-lists derive from the declaration and an undeclared endpoint shows up as drift.
1. Close and re-check. Closure records the verdict, the scoped consent and the endpoint declaration; the authorization is re-checked on a cadence and a lapse raises a task (CA-7).
4. Creating an account
Catalog item: entra.jml.joiner · Supports: AC-2, with AC-6 and IA-5
1. Originate from the joiner event. The account is provisioned from the HR joiner event, not an ad hoc request (Book 03). Provisioning before the HR record exists is the exception path, flagged and time-boxed.
1. Authorize. The lifecycle workflow, with confirmation from the manager of record, taken from the authoritative record, and from identity operations.
1. Least privilege by derivation. Group, license and role membership are derived from the identity’s attributes (department, role, location), not picked by hand. Usage location and synchronization attributes are set from the record so the account is well formed at creation.
1. Elevate and act. Create through Graph under a just-in-time scoped role, never standing global administrator.
1. Deliver credentials on a separate channel. A Temporary Access Pass or other out-of-band channel; never a username and password in clear-text email.
1. Close with provenance. The check confirms the account exists with exactly the derived entitlements and an anchored owner.
5. Running a script for a requester
Catalog item: a typed extension of the catalog, never a free-form script · Supports: AC-2, AC-6, CM-3
[bookmark: _Toc00001315]Never run a command pasted from a request
If the requester writes the command and the operator runs it under administrator rights, the requester is the author and the operator is the execution engine. A spoofed or compromised mailbox then gets arbitrary execution in the tenant.
1. Parameters travel; commands don’t. The request supplies validated inputs to a pre-approved, version-controlled script held in the platform. The form can submit only the parameters the script declares, and the script is the only thing that runs. A secret is resolved on the connector host, never typed into a form.
1. Originate and authorize. The request resolves against the authoritative record for the objects it changes, and the change type’s approval gate holds it.
1. Elevate and act. The script acts through Graph under a just-in-time scoped role.
1. Close with provenance. The closing record captures the exact parameters, the before-and-after state of each changed object, and a check confirming the intended change and nothing broader. A genuinely one-off bulk change outside the catalog is a change-managed, peer-reviewed, logged operation (Book 13, Chapter 10); never an emailed command.
6. The morning synchronization check
Runs: daily, scheduled · Supports: CA-7, SI-4, AU-6, CP-9
The ungoverned shape is one of the purest examples of manual compilation: an operator logs on interactively every morning to the directory synchronization servers, which are Tier 0 assets, reads the latest import, synchronization and export results, and pastes them into an email in which “changes from yesterday must be bolded.” Errors found don’t become tracked work, and the daily privileged logon is itself a risk.
1. Probe, don’t log on. A scheduled read-only probe collects synchronization status and errors through APIs, under a read-only identity. Microsoft Entra Connect Health for sync already gathers server health, alerts, synchronization errors and data freshness in one view, and its alert catalog includes failed imports and exports, a stopped synchronization service and a skipped password-hash-synchronization heartbeat.4 Microsoft Graph reports the tenant’s last synchronization time and the synchronization conflicts recorded on each user.56 Daily interactive logon to the synchronization hosts ends (AC-6, and the privileged-access model in Book 04).
1. Generate the report; don’t compile it. The morning report is produced from the probe’s output, so it can be re-run and diffed, and “what changed since yesterday” is a computed difference rather than bold text.
1. Errors become tracked work. Each synchronization error or unhealthy connector opens a task with an owner and a service level. A failed backup of the synchronization server is a CP-9 finding, not a note.
1. Emit. The probe result and the report go to the evidence pipeline (Chapter 11).
What the probe should treat as late is grounded in the product’s own schedule: by default Microsoft Entra Connect runs a synchronization cycle every 30 minutes, and a modified schedule must still run a cycle at least once every seven days.7
[bookmark: _Toc00001316]Illustrative, not tested against a production tenant
The scripts and queries in this chapter are illustrative. They read state and change nothing, but they haven’t been tested against a production tenant or workspace. Review them, run them first against a test tenant under a read-only identity, and adapt the thresholds to your own schedule before relying on them.
# Morning synchronization probe: read-only.
# Requires the Microsoft Graph PowerShell SDK and an identity holding only
# Organization.Read.All and User.Read.All. It changes nothing in the tenant.

Connect-MgGraph -Scopes 'Organization.Read.All', 'User.Read.All' -NoWelcome

# 1. When did the tenant last synchronize with the on-premises directory?
$org = Get-MgOrganization -Property 'id', 'onPremisesSyncEnabled', 'onPremisesLastSyncDateTime'

$lastSync   = $org.OnPremisesLastSyncDateTime
$ageMinutes = $null
if ($lastSync) {
    $ageMinutes = [int]((Get-Date).ToUniversalTime() - $lastSync.ToUniversalTime()).TotalMinutes
}

# Default cycle is 30 minutes; flag anything past two missed cycles.
$syncLate = ($null -eq $ageMinutes) -or ($ageMinutes -gt 90)

# 2. Which users carry a synchronization conflict?
# Advanced query: needs ConsistencyLevel eventual and a count.
$conflicts = Get-MgUser -All `
    -Filter "onPremisesProvisioningErrors/any(o:o/category eq 'PropertyConflict')" `
    -ConsistencyLevel eventual -CountVariable conflictCount `
    -Property 'id', 'onPremisesProvisioningErrors'

# 3. One raw result per run. The collector maps it to the eight-field evidence contract.
[pscustomobject]@{
    source        = 'sync-probe'
    timestamp     = (Get-Date).ToUniversalTime().ToString('o')
    control       = @('CA-7', 'SI-4')
    syncEnabled   = $org.OnPremisesSyncEnabled
    lastSyncUtc   = $lastSync
    ageMinutes    = $ageMinutes
    syncLate      = $syncLate
    conflictCount = $conflictCount
    verdict       = $(if ($syncLate -or $conflictCount -gt 0) { 'drift' } else { 'compliant' })
} | ConvertTo-Json -Depth 4
The filter uses Graph’s advanced query support, in which onPremisesProvisioningErrors/any(o:o/category) is a supported filter on users and PropertyConflict is currently the only error category.89 The probe records object identifiers, not names; the task it opens carries what the operator needs. Connect Health’s own synchronization error report and export cover the detail the probe leaves out.4
7. Event-log handling
Runs: continuously, reviewed daily · Supports: AU-2, AU-6, AU-9, AU-11
The ungoverned shape: a scheduled script writes event-log output to an administrative file share that anyone with server administrator rights can change. The audit record can be altered by the very people it is meant to hold accountable, which is what AU-9 exists to prevent: it asks the organization to “protect audit information and audit logging tools from unauthorized access, modification, and deletion.”1 The source document ended with “Review Monday to see if this is enough.”
1. Forward to the central log platform, not a share. Event logs go to the log platform described in Book 12, in a store the monitored administrators can’t alter. An administrative share is never an evidence destination. Microsoft’s authentication operations guide likewise gives archiving sign-in activity in a SIEM to the security operations team.10 In an Azure Monitor Logs workspace, deleting data is a separate, permissioned operation, and each deletion appears in the workspace’s Activity Log with the caller, the target table and the status.11 The program grants that permission to nobody who administers the systems whose logs it holds.
1. Retain to policy. Retention follows the audit-record policy (AU-11) and the federal logging requirements in Book 12, Chapter 12, not the free space on a server.
1. Review is a procedure. Log review (AU-6) is scheduled and owned, and its findings enter the same remediation queue as everything else.
1. Emit. Collection status and review completion go to the evidence pipeline.
8. Custom administrative roles
Runs: the standing posture under every task above; reviewed quarterly · Supports: AC-6, AC-6(7), AC-2
The ungoverned shape is common: one well-scoped custom role exists (for example, a help-desk role limited to one device action) while everything else runs on standing global and portal administrator rights, and even the good role has no recorded permission set, activation policy or review.
1. Least privilege by default. Every task in this chapter runs under a scoped role activated just in time; standing global and portal administrator rights leave day-to-day operations. The one good scoped role becomes the pattern (Chapter 04).
1. Enumerate and bind. Each custom role is a governed record: its exact permissions, its backing group and the tasks it exists for.
1. Activation through Privileged Identity Management. Elevation is time-boxed, approved where configured and logged; the activation record is part of each task’s evidence, binding who could act to what was done (Book 04, Chapter 08).
1. Review on a calendar. Privileged role membership is reviewed (AC-6(7) asks the organization to review privileges “to validate the need for such privileges”1), and revocations become tracked work.
A note on the control the source cited here. It named AC-2(7), Privileged User Accounts, for the review. AC-2(7) is about administering privileged accounts under a role-based scheme and isn’t in any NIST baseline; the review of privileges is AC-6(7), which is in the Moderate and High baselines, together with AC-2’s own account review.2 The runbook cites AC-6(7).
Moving the desk onto the governed tasks
The eight procedures replace habits, and the last step of the move is enforcement: standing administrator rights leave day-to-day operations (task 8), and a request that arrives by email no longer gets actioned from the email. That step follows the workbook’s implementation conventions (Book 00, Appendix D); the role and scope configuration it relies on is Chapter 04’s, and the integration gate is Chapter 06’s.
Authority: Risk-based recommended, the program’s position, for the eight procedures. Mandated where the system’s baseline selects the controls each task names (IA-5, AC-2, AC-6(7), AU-9 and the others above). Microsoft-recommended for archiving sign-in activity in a SIEM run by security operations (task 7, above). Applies: all tenants. License-dependent: just-in-time activation needs PIM (Entra ID P2 or Entra ID Governance; Chapter 04).
	How-template step
	Where this chapter covers it, or what it adds

	Prerequisites
	The catalog items (Chapter 05); the scoped roles and PIM (Chapter 04); the central log platform (Book 12); the evidence pipeline (Chapter 11)

	Pilot
	One task type first, normally password reset, on one service desk line

	Report-only or audit phase
	The catalog items run beside the old path for a set period while the SIEM’s no-ticket rule (Chapter 04) counts the changes that still happen outside it, without blocking them

	Enforcement
	Standing administrator assignments removed from operators, and the shared request mailbox redirected to the front door (Chapter 03), task type by task type (rings below)

	Rollback
	Restore a removed standing assignment from the export taken before the change, through PIM against the change record, for a named operator and a stated period; a Privileged Role Administrator does it in minutes

	Exclusions
	Emergency access accounts are never used for daily tasks and keep their own design (Book 04); a task without a catalog item yet runs as a change-managed one-off (task 5) until its item exists

	Telemetry
	Each task’s closing record, PIM activations, directory audit entries and the no-ticket rule, all to the evidence pipeline

	Evidence
	The checklist below

	Day-two ownership
	The service desk lead owns the queue and the weekly human-only closure review; identity engineering owns the custom role records reviewed quarterly; the cadence is in the table by control family. Drift is a change with no ticket or a standing assignment that came back


Change safety
	Ring
	Scope
	Exit criteria

	0
	Password reset on the implementing team’s line
	Every reset closed with its provenance record; no change found outside a ticket

	1
	Password and authenticator resets for the whole desk
	Two weeks with the no-ticket rule silent for those tasks

	2
	Account creation, scripts and admin consent requests through their items
	The same, per task

	3
	Standing administrator assignments removed; the request mailbox redirected
	No standing operator assignment in the export; the redirect’s auto-reply sending people to the front door


· Emergency access: untouched by the change; the accounts aren’t operator accounts.
· Change window: one task type at a time, in business hours, with the service desk lead and identity engineering on hand.
· Backout triggers: set before each ring, for example a queue backlog past the service level for the task that just moved, or a task the new path can’t complete.
· Post-change validation: one test request per moved task, end to end, with its closing record checked.
Control states. 
	State
	This page
	Evidence

	Designed
	The eight procedures above
	This chapter and the catalog item definitions

	Configured
	Catalog items, roles and the log forwarding
	The item definitions, the role export and the collection configuration

	Enforced
	Standing rights removed and the mailbox redirected (ring 3)
	The role export with no standing operator assignment; the mailbox redirect setting

	Evidenced
	One test request per task, and the no-ticket rule firing on a deliberate test
	Test records with expected and observed outcomes

	Operated
	The daily queue, the weekly human-only closure review and the quarterly custom role review
	Review records and the cadence tasks’ closures


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: the catalog item definitions and the role export, kept with the change record
· Operational: each task’s closing record and the joined PIM and audit entries, kept for the program’s log retention
· Test: one test request per task after each ring, and the no-ticket rule’s yearly test (expected and observed outcome, date, tester)
· Exception: any restored standing assignment and any task still run outside the catalog, with approver and expiry
· Assessor-ready artifact: a sample of each task’s closure records, filed in the package (Chapter 11)
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· Microsoft Zero Trust pillar: Identity, with SecOps for the log handling
· CISA ZTMM pillar: Identity
· Depends on: Chapter 04’s scoped roles and PIM (Identity); Book 12’s log platform (SecOps)
· Attack chain interrupted: a spoofed or compromised mailbox used to order a reset, an account or a script (Initial Access, Execution), and standing administrator rights reused by whoever compromises an operator (Privilege Escalation)
[bookmark: _Toc00001318]Weekly, monthly and quarterly
The daily work produces most of the evidence. The longer cycles check that the evidence still means what it says.
Weekly. The detection-efficacy replay runs (below). Vulnerability findings are checked for freshness against their remediation deadlines (Book 12, Chapter 06); stale findings are themselves findings. The reconciliation exception queue from Chapter 07 is worked down, because a finding that can’t be tied to an asset can’t be attested. And every task closed without automated proof (a human-only closure) is reviewed: either the evidence is attached, or the task reopens. The program counts human-only closures separately so the number is visible; an attestation over unverified closures would attest something nobody checked.
Monthly. Assessment results and the POA&M are regenerated from current evidence (Chapter 11, Book 14, Chapter 11). The baseline conformance re-check compares current configuration with the intended baseline and raises drift that survived reconciliation as a CM-6 finding (Book 13, Chapter 06). Tier 0 privileged access is reviewed. And the ISSO reviews the harness results: which checks failed, whether each failure became work, and whether any check stopped running.
Quarterly. Non-Tier-0 privileged access is reviewed, custom role records are revisited, and the ISSM runs the trend and evidence-quality review: which controls drift repeatedly, which verdicts rest on manual or derived evidence, and which evidence categories are close to their freshness limits. The known-bad event library behind the efficacy tests is refreshed, because an efficacy test that hasn’t changed in a year has quietly become a rubber stamp.
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The table at the top of this chapter is organized by step. An assessor, and the owner of each control family, reads it the other way: for identity, devices, applications, data and network, what happens every day, week, month, quarter and year, and who does it. The table below is that view, with the annual cycle the steps above leave out. Each row is a recurring task in the ITSM tool (Chapter 05), generated on its schedule, assigned to its owner, and closed with an evidence record like every other task (Chapter 11), so the calendar and the evidence are the same thing.
Each task carries its authority (Book 00, Appendix D). M is mandated: a CISA binding operational directive sets the frequency. MS is Microsoft-recommended. Everything else is the program’s choice (P), inside the organization-defined frequencies NIST leaves open,1 and an agency should set its own and record why.

The operating cadence by control family (authority in each cell)
	Family
	Daily
	Weekly
	Monthly
	Quarterly
	Annual

	Identity
	Synchronization probe (task 6, P); Entra Health alerts (P); risky-user and risky-sign-in triage (Book 12, P); emergency access alert reviewed for any firing (MS)12
	Entra recommendations (P); Temporary Access Passes issued matched to tickets (P); Connect Sync server checks (P)
	Tier 0 privileged access review (P, Book 04); assessment results and POA&M regenerated (P)
	Emergency access validation drill, at least every 90 days (MS);12 other privileged reviews and custom role records (P); help-desk simulation (Appendix B, P)
	Identity-verification procedure and authentication methods policy reviewed (P); SCuBA results reported continuously or quarterly, and in-scope cloud tenants reported annually, under BOD 25-01 (M)13

	Devices
	Noncompliant-device queue worked (Book 05, P)
	Automated asset discovery every 7 days; vulnerability enumeration every 14 days (M, BOD 23-01)14
	Patch and update-ring compliance; BitLocker encryption report (P)15
	Stale and unmanaged devices cleaned up or claimed (P); recovery-key reads reviewed against tickets (P)
	Security baseline versions reviewed against the vendor’s current release (P)

	Applications
	Any consent, role or access grant with no ticket alerted (Chapter 04, P)
	New application credentials and ownerless applications reported (Book 13, P)
	Credentials expiring within the renewal window worked down (P)
	Application access reviews (Book 04, P); SaaS integration attestation (Chapter 06, P)
	Application portfolio recertified, with retirement candidates (Book 18, P)

	Data
	Data loss prevention and label-change alerts triaged (Book 12, P)
	Changes to label, retention and DLP policies compared with the baseline (Book 13, P)
	Audit-log retention and routing confirmed against the evidence contract (P)
	External sharing and guest access reviewed (P)
	Data inventory and classification recertified by data owners (P)

	Network
	Telemetry completeness, network sources included (P)
	Bypass and exemption register changes reviewed (Book 09, P)
	Public IP and endpoint inventory compared with last month’s (Book 10, P)
	Publicly exposed IP addresses and domains attested to CISA, under BOD 26-04 (M);16 bypass register reviewed in full (P)
	DDoS and WAF response exercise (Book 10, P); TIC 3.0 use-case alignment reviewed (Book 09, P)



Three cross-family cycles sit above the table: the trend and evidence-quality review each quarter, and each year the contingency plan test (CP-4) and the incident response test (IR-3), both at frequencies the organization defines,1 with the recovery runbooks and an emergency access scenario in the exercise.
Who does it
Six roles keep an operating control honest: policy owner, platform owner, operator, security monitor, help desk and assessor. They map onto this book’s roles in Chapter 10, so nobody is added; the table only says who holds each role for each family. R = does the task; A = accountable for the cadence being kept; C = consulted; I = informed.

	Family
	Policy owner (A)
	Platform owner (R)
	Operator (R)
	Security monitor (R for alerts)
	Help desk
	Assessor

	Identity
	CISO for verification; identity governance officer for access
	Identity engineering
	Identity operations
	Security operations
	R for recovery runbooks; I for the rest
	ISSO for the package; assessor reads the evidence

	Devices
	CISO
	Endpoint platform owner (Book 05)
	Device support
	Security operations
	R for device replacement and key requests
	Same

	Applications
	Identity governance officer
	Application owners and identity engineering
	Identity operations
	Security operations
	I; triage only
	Same

	Data
	Data owners, with the privacy officer consulted
	Purview platform owner
	Platform operators
	Security operations
	I
	Same

	Network
	Network owner (Book 09)
	Network and cloud platform teams
	Network operations
	Security operations
	I; routes blocked-access calls
	Same



The assessor consumes the cadence; it never runs a task in it, which keeps the separation the authorization depends on (Chapter 10). A task that misses its date opens a finding against the accountable owner, and three misses in a row reach the quarterly trend review.
[bookmark: _Toc00001320]The synchronization servers that stay
The morning probe reads synchronization from the cloud side. The Entra Connect Sync servers that remain during the migration need their own checks on the server side, because the failures that matter most there (a suspended scheduler, an upgrade that stalled, a database near its ceiling, a changed account password) don’t show up as a late synchronization until they have already stopped it. Microsoft’s operations reference guide for identity and access management makes the same point about baselines: the default delta cycle is 30 minutes, a delta cycle that consistently takes longer should be investigated, and synchronization errors left unresolved for more than 100 days should be cleaned up.17 The two entries below run alongside the daily probe in task 6 and the weekly cycle, and their results go to the evidence pipeline like every other step.
The synchronization servers are Tier 0 assets (Book 04), and under the program’s baseline assumption they run Windows Server 2019 or later. Where a server’s operating system has to change, Microsoft’s recommended method is a new server and a swing migration rather than an in-place upgrade.18
Entra Connect Sync server checks
Runs: weekly, and after any upgrade or configuration change · Supports: CM-2, CM-6, CP-9, SI-2, SI-4
1. Version and upgrade. Microsoft requires every Connect Sync server to be on version 2.6.84.0 or later, with application-based authentication configured, by April 7, 2027; synchronization stops after that date on servers that don’t meet both, and all 1.x versions are already unsupported and no longer synchronize.1819 Automatic upgrade is on by default only for eligible installations (express settings, SQL Server Express LocalDB, fewer than 100,000 metaverse objects), and it doesn’t proceed when, among other conditions, the LocalDB database is 8 GB or larger. Get-ADSyncAutoUpgrade reports Enabled, Disabled or Suspended, and -Detail gives the suspension reason.20 Microsoft suggests a swing migration rather than an in-place upgrade for a server that hasn’t been upgraded in 12 to 18 months.18
1. Staging server. Only one server exports at a time; every other server stays in staging mode, which runs import and synchronization but no export, password hash synchronization or password writeback. Microsoft recommends leaving synchronization running on the staging server so it can take over without a long catch-up.21 The check confirms StagingModeEnabled is True on every server except the active one.
1. Scheduler status. Get-ADSyncScheduler shows whether the cycle is enabled (SyncCycleEnabled), whether staging mode is on, the interval in effect, the next cycle’s start time, and the run-history retention (seven days by default). SchedulerSuspended is set by Connect during an upgrade and isn’t supported as a manual setting, and leaving the installation wizard open also suspends the scheduler. Get-ADSyncConnectorRunStatus returns nothing when the engine is idle and the running connector’s name when it isn’t.7 A disabled cycle, or a suspension that outlasts the upgrade window, is a task.
1. Service account and connector account passwords. The ADSync service account is created by the installation wizard with a 127-character password that doesn’t expire, and the account can’t be changed after installation. Microsoft warns that changing or resetting its password without following its procedure can leave the synchronization service unable to start or to read its encryption key.22 Changing the AD DS Connector account’s password means entering the new one in the connector’s properties in the Synchronization Service Manager and restarting the service.23 Both are change-managed tasks (Book 13, Chapter 10), done on the staging server first.
1. Configuration export. Each change made through the Connect wizard writes a time-stamped Applied-SynchronizationPolicy-*.json file to %ProgramData%\AADConnect; changes made through PowerShell, the Synchronization Service Manager or the Synchronization Rules Editor don’t, and need an on-demand export through the wizard’s View or Export Current Configuration task. Microsoft suggests keeping a copy in a protected location for disaster recovery.24 The check confirms the newest export is later than the last recorded change, and the protected copy is the CP-9 backup evidence.
1. Database. By default Connect installs SQL Server 2019 Express LocalDB, which has a 10 GB limit, enough for roughly 100,000 objects; beyond that it needs a full SQL Server installation.25 When LocalDB reaches the limit, the synchronization service can no longer start or synchronize properly, and the long-term fix is a new server with full SQL Server, brought in as a staging server through a swing migration.26 The check records the database file’s size and opens a task well before 8 GB, the point at which automatic upgrade stops.20
1. Required ports. The server needs DNS (53), Kerberos (88), MS-RPC (135), LDAP (389), SMB (445), LDAP over TLS (636, only if TLS is used) and the high RPC ports (49152–65535) to the domain controllers, and HTTPS (443) plus HTTP (80, for certificate revocation lists) to Microsoft Entra ID. The latest Connect Health agent needs only 443; older agents also use 5671.27 Microsoft’s ADConnectivityTool module tests DNS, Kerberos and LDAP to named domain controllers.28
1. Connect Health. The Health agent for sync is installed with Connect, needs Entra ID P1 or P2, and requires Connect Sync V2.294 Email notifications for alerts are on by default and go to the recipients set in Notification settings.30 The “Health service data isn’t up to date” alert fires when the service hasn’t received complete data for two hours; only the error state (no data at all) sends email, so the warning state needs a check of its own.31 Test-MicrosoftEntraConnectHealthConnectivity -Role Sync tests whether the agent can upload.29 For duplicate-attribute errors, Connect Health’s diagnose feature narrows the cause and, for orphaned objects only, can apply the fix from the cloud side.32
# Entra Connect Sync server check: read-only.
# Run on each synchronization server (active and staging). It changes nothing.

Import-Module ADSync

# 1. Scheduler: cycle enabled, staging mode, suspension, interval, next run, retention.
Get-ADSyncScheduler |
    Select-Object SyncCycleEnabled, StagingModeEnabled, SchedulerSuspended,
        CurrentlyEffectiveSyncCycleInterval, NextSyncCycleStartTimeInUTC, PurgeRunHistoryInterval

# 2. Is a connector running now? An empty result means the engine is idle.
Get-ADSyncConnectorRunStatus

# 3. Automatic upgrade state, with the suspension reason if suspended.
Get-ADSyncAutoUpgrade -Detail

# 4. Server configuration version, to compare with the 2.6.84.0 minimum.
(Get-ADSyncGlobalSettings).Parameters |
    Where-Object Name -eq 'Microsoft.Synchronize.ServerConfigurationVersion' |
    Select-Object Name, Value

# 5. Database: where it is, and the LocalDB data file's size against the 10 GB limit.
Get-ADSyncDatabaseConfiguration
Get-Item "$env:ProgramFiles\Microsoft Azure AD Sync\Data\ADSync.mdf" |
    Select-Object Name, @{ n = 'SizeGB'; e = { [math]::Round($_.Length / 1GB, 2) } }

# 6. Newest configuration export written by the wizard.
Get-ChildItem "$env:ProgramData\AADConnect" -Filter 'Applied-SynchronizationPolicy-*.json' |
    Sort-Object LastWriteTime -Descending |
    Select-Object -First 1 Name, LastWriteTime

# 7. Can the Connect Health agent still upload?
Test-MicrosoftEntraConnectHealthConnectivity -Role Sync
# Port check from the synchronization server to named domain controllers: read-only.
# Tests DNS (53), Kerberos (88) and LDAP (389). Replace the names with your own.

Import-Module "C:\Program Files\Microsoft Entra Connect\Tools\ADConnectivityTool.psm1"
Confirm-NetworkConnectivity -DCs 'dc01.agency.example', 'dc02.agency.example' -Verbose
The cmdlets are Microsoft’s: Get-ADSyncScheduler and Get-ADSyncConnectorRunStatus from the scheduler documentation,7 Get-ADSyncAutoUpgrade and Get-ADSyncDatabaseConfiguration from the ADSync reference,33 the server configuration version from Microsoft’s automatic-upgrade troubleshooting,34 and Confirm-NetworkConnectivity from the ADConnectivityTool reference.28
Government clouds. Microsoft lists directory synchronization (Connect Sync and cloud sync) and Connect Health reporting as available in Azure for US Government.35 Connect uses US-only endpoints there, with its own proxy list (*.microsoftonline.us and *.gov.us.microsoftonline.com among them); a server with no internet access needs the AzureInstance registry value set to 4 during a custom installation, and Microsoft asks hybrid environments that integrate with Azure Government to run the latest Connect release.36 The Connect Health agent has its own Azure Government endpoint list, and installing it with the Hybrid Identity Administrator role isn’t supported in Azure Government.29
Entra Health monitoring and recommendations
Runs: daily for health alerts, weekly for recommendations · Supports: CA-7, SI-4, RA-5
1. Health alerts, daily. Microsoft Entra Health monitoring (preview) turns sign-in data into signals for four scenarios (sign-ins requiring MFA, sign-ins requiring a managed device, sign-ins requiring a compliant device, and sign-ins to SAML applications) and raises an alert when a signal breaks the tenant’s own pattern; alerts also cover a Conditional Access block policy scenario. It needs at least four weeks of data to learn the pattern, and each alert emails the recipients the tenant chose.37 Viewing signals needs Entra ID P1 or P2; viewing and receiving alerts needs a non-trial P1 or P2 license and at least 100 monthly active users. Reports Reader is the least-privileged role to view them, and Helpdesk Administrator to update alerts and their notification settings.38 The operator reads the active alerts each morning and opens a task for each one; dismissing an alert is a closure that carries its reason.39
1. Recommendations, weekly. Microsoft Entra recommendations compare the tenant with Microsoft’s best practices and refresh every 24 hours with a one-day lag. Each one is active, completed, dismissed or postponed, and the service marks it completed only when every affected resource is addressed.40 Several apply directly to the synchronization servers, among them deprecated Connect versions, rotating the AD DS Connector account’s password, replacing an Enterprise or Domain Admin connector account, and removing unsafe permissions on Connect accounts.41 Each active recommendation becomes a task, and a dismissal records the reason Microsoft requires.
# Entra Health alerts and recommendations: read-only.
# Requires the Microsoft Graph PowerShell beta modules and an identity holding only
# HealthMonitoringAlert.Read.All and DirectoryRecommendations.Read.All. It changes nothing.

Connect-MgGraph -Scopes 'HealthMonitoringAlert.Read.All', 'DirectoryRecommendations.Read.All' -NoWelcome

# 1. Active health monitoring alerts.
Get-MgBetaReportHealthMonitoringAlert `
    -Filter "state eq microsoft.graph.healthmonitoring.alertState'active'" `
    -Property 'id', 'alertType', 'createdDateTime', 'state'

# 2. Active recommendations.
Get-MgBetaDirectoryRecommendation -All |
    Where-Object { $_.Status -eq 'active' } |
    Select-Object DisplayName, RecommendationType, Priority, Status, ImpactStartDateTime
Both cmdlets call Microsoft Graph beta APIs, which Microsoft doesn’t support for production applications.4243 Government clouds: Microsoft lists the health monitoring alerts API for the global service only, not US Government L4 or L5 (DoD), and the recommendations API for the global service and US Government L4 and L5.4243 Availability of Entra Health monitoring for GCC tenants is not yet specified.
[bookmark: _Toc00001321]Validation and test harnesses
Everything above depends on automation: log sources, detection rules, deployment pipelines, ITSM flows and the evidence pipeline. The harnesses are the part of the runbook that checks the automation itself. Their purpose is to make silent failure loud.
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Validation harnesses check the automation itself: telemetry completeness and detection efficacy turn silent failures into alerts, smoke tests and baseline re-checks fail the pipeline or raise drift, and every result is assessment evidence.
The validation harnesses (program design)
	Harness
	Question it answers
	Fires when
	Supports

	Telemetry completeness
	Is every expected source still sending?
	A source’s newest record is older than its freshness limit
	CA-7; SI-4

	Detection efficacy
	Do the detection rules still catch what they should?
	A replayed known-bad event doesn’t raise its rule
	CA-2; SI-4

	Deployment smoke tests
	Did the infrastructure-as-code change actually make the control test pass?
	A post-deployment assertion fails
	CA-2

	Accessibility checks
	Do the self-service pages, forms and help articles still meet Section 508?
	A scheduled scan, or a manual check after a change, finds a WCAG 2.0 AA failure
	Section 508 (M-24-08)44

	Baseline conformance re-check
	Does configuration still match the intended baseline after reconciliation?
	Drift survives a reconciliation cycle
	CM-6

	Workflow tests
	Do the ITSM flows still route, approve, escalate and close as designed?
	A test in the non-production instance fails
	CA-2; CM-3


Every harness result is written to the evidence contract as assessment evidence (Chapter 11), so the checks on the automation are themselves part of the package.
Which controls this supports, precisely
· CA-2, Control Assessments, asks for assessments that determine whether controls are “implemented correctly, operating as intended, and producing the desired outcome.”1 Efficacy and smoke tests are assessments of exactly that kind.
· CA-7, Continuous Monitoring, asks for ongoing monitoring of defined metrics and response actions to what the monitoring finds.1 A silent source is a monitoring outage, and the completeness check is how the program notices one.
· CA-7(3), Trend Analyses, isn’t in any NIST baseline; the program adopts it as design for the quarterly review.2 The source mapped the completeness check itself to CA-7(3). The check is monitoring, not trend analysis, so the runbook maps it to CA-7 and SI-4 and keeps CA-7(3) for the quarterly comparison of results over time.
· SI-6, Security and Privacy Function Verification, asks the organization to verify “the correct operation” of defined security and privacy functions, at defined times, and to alert defined people “to failed security and privacy verification tests.”1 That describes the harnesses closely, but SI-6 is in the High baseline only.2 At Moderate, the program presents the harnesses as CA-2 and CA-7 evidence and treats SI-6 as a design aspiration, not a claimed control.
· SI-4, System Monitoring, is where source liveness belongs as a first-class signal, and CM-6 is the baseline re-check.
There is a parallel worth noticing on the provider side. FedRAMP’s 2026 rules ask providers seeking 20x certification to include, for each applicable Key Security Indicator, “verification that the automation in place is accurate and sufficient” and “validation that the measures are accurately produced and are in place and working as intended.”45 Those rules bind providers, not agencies, but they make the same point this section does: automation is evidence only if something checks the automation.
The telemetry-completeness check
This is the most valuable harness, because every other control depends on its sources still sending. It asserts that each expected table has produced data within its freshness limit. A table that goes quiet is the leading indicator of a detection that has gone blind.
// Telemetry completeness: list every expected source that is past its freshness limit.
// Read-only. Limits are illustrative; set each one from the source's own expected cadence.
let expected = datatable(TableName: string, SlaMinutes: long) [
    "SigninLogs", 60,
    "AADNonInteractiveUserSignInLogs", 60,
    "OfficeActivity", 120,
    "DeviceEvents", 120
];
let lastSeen =
    union isfuzzy=true withsource=TableName
        SigninLogs, AADNonInteractiveUserSignInLogs, OfficeActivity, DeviceEvents
    | where TimeGenerated > ago(2d)
    | summarize LastSeen = max(TimeGenerated) by TableName;
expected
| join kind=leftouter lastSeen on TableName
| extend AgeMin = datetime_diff('minute', now(), LastSeen)
| where isnull(LastSeen) or AgeMin > SlaMinutes   // any row is a source that went dark
| project TableName, LastSeen, AgeMin, SlaMinutes
Two corrections to the source’s version. It called now without parentheses, which isn’t valid in KQL; the function is now(). And without isfuzzy=true, a union that names a table that doesn’t exist in the workspace fails outright. With it, the union proceeds over the tables that resolve and returns a warning for the rest,46 so a missing table shows up as a null LastSeen and is reported, which is what a completeness check should do. The two-day look-back keeps the query cheap; anything silent for longer is reported as null and is just as stale.
Schedule the query at the tightest source limit and route any result to a high-severity alert. A dark source is a control outage, not a hygiene item.
Detection efficacy, smoke tests and the baseline re-check
The detection-efficacy harness is the active counterpart. It replays a library of known-bad but harmless events into a test scope (a benign impossible-travel pair, a scripted password-spray burst) and asserts that the matching rule raises. Run it on every rule change, as a regression gate, and on the weekly schedule. A rule that silently stopped matching after a schema change is then caught by a test rather than by a missed incident. Book 12, Chapter 11 covers detection engineering itself; this harness is how the runbook keeps checking it.
Deployment smoke tests attach to each infrastructure-as-code pipeline, so a deployment that doesn’t close the control it was written for fails the pipeline, not the audit. The baseline conformance re-check runs monthly against the intended baseline and surfaces drift that survived reconciliation.
Workflow tests check the ITSM side. ServiceNow’s Automated Test Framework is the platform’s own mechanism, and ServiceNow’s guidance is to “run tests only on development, test, and other non-production instances to avoid data corruption and outage.”47 The program follows it: workflow tests run in the non-production instance on every change to a flow or catalog item, and they prove the workflow, not the behavior of the native platforms behind it (Chapter 11).
What the platforms already provide
As with the compliance application, the agency should use what its platforms ship before building. Microsoft Sentinel provides a data collection health monitoring workbook that “detects anomalies, and gives insight regarding the workspace’s data ingestion status,” and a SentinelHealth table that records connector health events, which Microsoft recommends pairing with Azure Monitor alert rules. The table currently covers only selected connectors (among them Amazon Web Services, Office 365 and Microsoft Defender for Endpoint), and the health feature must be turned on first.48 For synchronization, Connect Health supplies the alerts listed above.4 The custom completeness query still earns its place because it covers every table the agency depends on, regardless of connector, and because its output goes into the evidence pipeline in the program’s record shape.
What the harnesses can’t prove
· Efficacy tests bound regression; they don’t prove coverage. A test proves a rule can fire on a known pattern. It says nothing about attacker variants nobody has written down.
· The known-bad library ages. If it isn’t refreshed as attacker behavior and log schemas change, the efficacy test silently becomes a rubber stamp. That is why its refresh is on the quarterly runbook.
· Smoke tests assert what they were written to assert. A dimension of a control that no test covers is still unverified, however green the pipeline.
· The harnesses are automation too. A harness that stops running looks exactly like a harness that passes. The monthly harness review checks that each one ran, not just what it found.
[bookmark: _Toc00001322]Honest limits
· The runbook is design, not mandate. Every frequency in it is the program’s choice, within ranges NIST leaves to the organization, except the few a CISA directive sets, which the family cadence marks M; an agency should set its own and record why.
· Some steps still need people. Identity verification for a reset, the second approval on a high-risk task, the access review decision and the quarterly trend review are human judgments. The runbook makes them recorded and scheduled; it doesn’t automate them away.
· The probe sees what the APIs expose. Graph reports the last synchronization time and recorded conflicts, not every class of synchronization error; Connect Health reports more but needs its agent and, for full alert coverage, the default synchronization configuration.4
· Evidence is only as good as the step that produced it. A task closed by hand with a “done” note is still visible as a human-only closure. The runbook makes those visible; it can’t make them good.
[bookmark: _Toc00001323]What changes, in one table
	Old habit
	What replaces it

	A runbook lists steps
	Each step states what it proves and which control it supports

	The morning check is a privileged logon and a hand-edited email
	A scheduled read-only probe generates the report and opens a task per error

	Logs land on an administrative share
	Logs go to a store the administrators can’t alter, retained and reviewed on a schedule

	Requests carry commands for the operator to run
	Requests carry parameters for a pre-approved script, and the closing record shows before and after

	Automation is trusted once deployed
	Harnesses check it on a schedule, and a silent source or a blind rule raises an alert

	Workflow tests run wherever convenient
	Workflow tests run in non-production only, on every change

	Human-only closures disappear into the totals
	They are counted, reviewed weekly and either evidenced or reopened

	SI-6 is claimed because the harnesses look like it
	At Moderate the harnesses are presented as CA-2 and CA-7 evidence; SI-6 is High-only
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1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls AU-9, AC-6(7), CA-2, CA-7 and SI-6; text read from the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53B control baselines, release 5.2.0 OSCAL profiles for the Low, Moderate and High baselines (AC-6(7) in Moderate and High; SI-6 in High only; CA-7(3) and AC-2(7) in none), https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Oct 21, 2026).
1. Microsoft Learn, “Configure Temporary Access Pass to register passwordless authentication methods,” https://learn.microsoft.com/entra/identity/authentication/howto-authentication-temporary-access-pass (accessed Oct 21, 2026).
1. Microsoft Learn, “Monitor Microsoft Entra Connect Sync with Microsoft Entra Connect Health” (service overview, alerts, limited evaluation of alerts, object-level synchronization error report), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-health-sync; and “Microsoft Entra Connect Health Alert Catalog,” section “Alerts for Microsoft Entra Connect (Sync),” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-health-alert-catalog (both accessed Oct 21, 2026).
1. Microsoft Learn, “organization resource type” (onPremisesLastSyncDateTime, onPremisesSyncEnabled), https://learn.microsoft.com/graph/api/resources/organization?view=graph-rest-1.0; and “Get organization,” permissions (Organization.Read.All needed to read all properties), https://learn.microsoft.com/graph/api/organization-get?view=graph-rest-1.0 (both accessed Oct 21, 2026).
1. Microsoft Learn, “user resource type,” property onPremisesProvisioningErrors (“Errors when using Microsoft synchronization product during provisioning”), https://learn.microsoft.com/graph/api/resources/user?view=graph-rest-1.0 (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Sync: Scheduler,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-feature-scheduler (accessed Oct 21, 2026).
1. Microsoft Learn, “Advanced query capabilities on Microsoft Entra ID objects” (user properties supporting onPremisesProvisioningErrors/any(o:o/category)), https://learn.microsoft.com/graph/aad-advanced-queries; and “Get-MgUser” (-Filter, -ConsistencyLevel, -CountVariable, -Property, -All), https://learn.microsoft.com/powershell/module/microsoft.graph.users/get-mguser?view=graph-powershell-1.0 (both accessed Oct 21, 2026).
1. Microsoft Learn, “onPremisesProvisioningError resource type” (category: “Currently, there is only one possible value,” PropertyConflict), https://learn.microsoft.com/graph/api/resources/onpremisesprovisioningerror?view=graph-rest-1.0 (accessed Oct 21, 2026).
1. Microsoft Learn, “Microsoft Entra authentication management operations reference guide,” section “Assign owners to key tasks,” https://learn.microsoft.com/entra/architecture/ops-guide-auth (accessed Nov 9, 2026).
1. Microsoft Learn, “Delete data from a Log Analytics workspace by using the Delete Data API,” section “Check delete data operations and status,” https://learn.microsoft.com/azure/azure-monitor/logs/delete-log-data (accessed Oct 21, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” sections “Monitor sign-in and audit logs” and “Validate accounts regularly” (alert on every use; validate at least every 90 days), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, required actions (report in-scope cloud tenants annually; deploy the SCuBA assessment tools and report continuously or quarterly), https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026, as cited in Book 13, Appendix A).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks, October 3, 2022, required actions (automated asset discovery every 7 days; vulnerability enumeration every 14 days), https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks (accessed Oct 21, 2026, as cited in Book 12, Chapter 06).
1. Microsoft Learn, “Encrypt Windows devices with BitLocker using Intune,” section “Monitor and manage BitLocker” (the encryption report), https://learn.microsoft.com/intune/device-configuration/endpoint-security/encrypt-bitlocker-windows#monitor-and-manage-bitlocker (accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, Binding Operational Directive 26-04, Prioritizing Security Updates Based on Risk, June 10, 2026, Phase I required actions (attest to publicly exposed IP addresses and domains quarterly), https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk (accessed Oct 21, 2026, as cited in Book 12, Chapter 06).
1. Microsoft Learn, “Microsoft Entra operations reference guide,” https://learn.microsoft.com/entra/architecture/ops-guide-intro; and “Microsoft Entra identity and access management operations reference guide,” sections “Identify and resolve synchronization issues” and “Microsoft Entra Connect delta sync cycle baseline,” https://learn.microsoft.com/entra/architecture/ops-guide-iam (both accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: Upgrade from a previous version to the latest” (mandatory upgrade to 2.6.84.0 with application-based authentication by April 7, 2027; upgrade methods; swing migration; upgrading the server operating system), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-upgrade-previous-version (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: Version release history,” section “Non-functional Microsoft Entra Connect 1.x versions,” https://learn.microsoft.com/entra/identity/hybrid/connect/reference-connect-version-history (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: Automatic upgrade,” sections “Overview,” “Auto upgrade eligibility” and “Troubleshooting,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-install-automatic-upgrade (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: Staging server and disaster recovery,” section “Staging mode,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-staging-server (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Sync: Best practices for changing the default configuration,” section “Changes to the service account,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-best-practices-changing-default-configuration; “Changing the ADSync service account password,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-change-serviceacct-pass; and “ADSync service account,” https://learn.microsoft.com/entra/identity/hybrid/connect/concept-adsync-service-account (all accessed Nov 9, 2026).
1. Microsoft Learn, “Using connectors with the Microsoft Entra Connect Sync Service Manager,” section “Changing the AD DS account password,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-sync-service-manager-ui-connectors (accessed Nov 9, 2026).
1. Microsoft Learn, “Import and export Microsoft Entra Connect configuration settings,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-import-export-config (accessed Nov 9, 2026).
1. Microsoft Learn, “Prerequisites for Microsoft Entra Connect,” section “SQL Server used by Microsoft Entra Connect,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-install-prerequisites (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: How to recover from LocalDB 10-GB limit,” https://learn.microsoft.com/entra/identity/hybrid/connect/tshoot-connect-recover-from-localdb-10gb-limit (accessed Nov 9, 2026).
1. Microsoft Learn, “Hybrid Identity Required Ports and Protocols,” tables 1, 2 and 7a, https://learn.microsoft.com/entra/identity/hybrid/connect/reference-connect-ports (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: ADConnectivityTools PowerShell Reference,” section “Confirm-NetworkConnectivity,” https://learn.microsoft.com/entra/identity/hybrid/connect/reference-connect-adconnectivitytools; and “Troubleshoot Microsoft Entra connectivity with the ADConnectivityTool PowerShell module” (module location), https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-adconnectivitytools (both accessed Nov 9, 2026).
1. Microsoft Learn, “Install the Microsoft Entra Connect Health agents,” sections “Prerequisites,” “Install the agent for sync” and “Test connectivity to the Microsoft Entra Connect Health service,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-health-agent-install (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Health operations,” section “Enable email notifications,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-health-operations (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Health - Health service data isn’t up to date alert,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-health-data-freshness (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect Health - Diagnose duplicated attribute synchronization errors,” https://learn.microsoft.com/entra/identity/hybrid/connect/how-to-connect-health-diagnose-sync-errors (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: ADSync PowerShell Reference,” sections “Get-ADSyncAutoUpgrade” and “Get-ADSyncDatabaseConfiguration,” https://learn.microsoft.com/entra/identity/hybrid/connect/reference-connect-adsync (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect is not working correctly after an automatic upgrade,” section “Cause” (Get-ADSyncGlobalSettings, Microsoft.Synchronize.ServerConfigurationVersion, SchedulerSuspended), https://learn.microsoft.com/troubleshoot/entra/entra-id/user-prov-sync/cannot-work-automatic-upgrade (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability,” table “Microsoft Entra ID,” rows “Directory synchronization—Microsoft Entra Connect (sync and cloud sync)” and “Microsoft Entra Connect Health reporting,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (accessed Nov 9, 2026).
1. Microsoft Learn, “Microsoft Entra Connect: Special considerations for instances,” section “Microsoft Azure Government,” https://learn.microsoft.com/entra/identity/hybrid/connect/reference-connect-instances; and “Hybrid identity considerations for the Azure Government cloud,” https://learn.microsoft.com/entra/identity/hybrid/connect/reference-connect-government-cloud (both accessed Nov 9, 2026).
1. Microsoft Learn, “What is Microsoft Entra Health monitoring?” (preview; signals, alerts and the scenarios they cover), https://learn.microsoft.com/entra/identity/monitoring-health/concept-microsoft-entra-health (accessed Nov 9, 2026).
1. Microsoft Learn, “How to investigate sign-ins requiring Microsoft Entra multifactor authentication,” section “Prerequisites,” https://learn.microsoft.com/entra/identity/monitoring-health/scenario-health-sign-ins-mfa (accessed Nov 9, 2026).
1. Microsoft Learn, “How to investigate Microsoft Entra Health monitoring alerts (Preview),” https://learn.microsoft.com/entra/identity/monitoring-health/howto-investigate-health-scenario-alerts (accessed Nov 9, 2026).
1. Microsoft Learn, “How to use Microsoft Entra Recommendations,” sections “Prerequisites” and “How to read a recommendation,” https://learn.microsoft.com/entra/identity/monitoring-health/howto-use-recommendations (accessed Nov 9, 2026).
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No budget for a new product isn’t the end of the design; it moves the work to the agency’s own staff, and the controls that make a vendor’s code trustworthy have to be applied to the agency’s own.
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What federal staff can build on the ServiceNow instance the agency already owns when there is no funding for add-on modules or a commercial identity-governance product, and what that build doesn’t replace. How AI coding assistants can draft the scripts under the agency’s AI-use policy, with a named person reviewing every line and no production data in any prompt. The path from a developer sandbox through sub-production to production under change control, mapped to NIST’s Secure Software Development Framework and its generative-AI profile. Who writes, reviews, approves and operates, how existing staff are trained to do it, and why the development path itself is audit evidence.
Chapter 11 recommends buying the ITSM platform’s native compliance applications first and building only what they don’t do. That advice assumes there is money to buy them. Often there isn’t. An agency can own a ServiceNow instance for its service desk and still have no budget for the platform’s compliance modules, no identity-governance product, and no integrator to build the joins this book describes. When leadership’s answer to a funding request is no, the design in Chapters 03 through 12 doesn’t stop being right. The question becomes who builds it, and how the agency trusts what they build.
This chapter answers with a path the program considers workable: the agency’s own staff build the compliance application from Chapter 11 as a scoped application on the instance the agency already licenses, use approved AI coding assistants to draft the code, and put every line through the same review, testing and change control the agency would demand of a vendor. Nothing here is new technology. What makes it safe is discipline: a named reviewer, a sandbox that holds no real data, tests that run before anything moves, and a change record that someone other than the author approves.
The chapter is program design except where a footnote says otherwise. It names ServiceNow and SailPoint because they are the platforms the workbook’s examples use (Chapter 11, examples/servicenow-sailpoint); it doesn’t endorse either, and the same reasoning applies to any ITSM platform the agency already owns.
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Sandbox to production: AI-drafted code starts in a developer sandbox with synthetic data, passes a named reviewer, is tested in sub-production, and reaches production only through an approved change, and every step leaves evidence.
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What the native route costs, and why it may be closed
The native applications Chapter 11 recommends aren’t part of a basic ITSM subscription. ServiceNow’s documentation says the Policy and Compliance Management plugin “is available as a separate subscription and requires activation,” and says the same of the Continuous Authorization and Monitoring plugin.12 A commercial identity-governance product is a further purchase on top of that, and Microsoft’s own access reviews and lifecycle workflows need Entra ID Governance licensing (Book 04, Chapter 09). An agency that can’t fund any of these has two choices: leave the day-two design on paper, or build the parts it needs on what it already pays for.
What staff can build on the instance the agency already owns
The build is the scoped application Chapter 11 describes, nothing larger. It uses platform features that come with the instance (tables, server-side scripts, outbound REST messages, Flow Designer, the MID Server, the Automated Test Framework and update sets) rather than the separately licensed modules. In practice that means:
· Its own records for findings, control tests and plan of action and milestones (POA&M) items. A custom table that extends the platform’s task table inherits numbering, state, assignment, approvals and the audit trail, as the SailPoint and ServiceNow example does with its identity-finding table.
· The ingest, reconcile and gate scripts that read control state, match each finding to the authoritative CMDB item (Chapter 07), and close work only when a re-read confirms the fix.
· The control map as data, loaded from the authoritative map and checked against it in continuous integration (Chapter 11).
· Scheduled control tests and an export of assessed state and the POA&M in the shape the evidence pipeline expects (Chapter 11).
· Identity-lifecycle checks without an identity-governance product: the read-only drift reconciliation that joins the HR extract to Microsoft Graph, and the re-read-before-close rule, both of which the example implements without needing anything written into Entra ID (Book 03 describes the drift classes).
What it doesn’t replace
The build replaces the joins this workbook needs. It doesn’t replace a commercial product’s breadth, and the agency should say so in writing before it starts, so nobody later treats the custom application as if it were one.
What the in-house build does and doesn’t replace (program assessment)
	Capability
	A commercial identity-governance product
	The in-house build

	Access certification campaigns
	Built in: designated people, such as managers or system owners, review users’ access and decide whether it is appropriate or should be revoked3
	Possible as a catalog-driven review for a few high-value groups; not a general campaign engine

	Connectors that provision to many sources
	A library of connectors maintained by the vendor
	Only the reads the agency writes and maintains itself; the build reads and records, it doesn’t provision

	Role discovery
	Machine-learning analysis that proposes roles from access patterns (SailPoint describes a “patented network graph analysis”)4
	None; roles are designed by people

	Separation-of-duties policy engine
	Policy definitions evaluated at request time and in reviews
	Approver-is-not-executor checks inside the platform’s own workflows (Chapter 10)

	Vendor support, roadmap and authorization
	A provider’s support, upgrades and, where it applies, its own FedRAMP authorization
	The agency’s staff, its own testing, and its own authorization of the instance it already has

	The workbook’s joins: asset reconciliation, closure gate, control-map check
	Usually still custom configuration
	Built, because they are the point


Three limits follow. The build covers the agency’s own day-two loop; it isn’t an enterprise identity-governance program. It depends on the people who wrote it, so it needs documentation and a second trained maintainer from the start. And it must be retested on every platform upgrade, because nothing the agency writes is covered by the vendor’s upgrade testing.
A sister team as the model
The program’s preferred staffing model doesn’t start from nothing. Many agencies already have an infrastructure, cloud or platform team that writes its own scripts for the ITSM platform: discovery patterns, MID Server scripts, catalog fulfillment, integrations with the hypervisor or the cloud console. That team already knows the platform’s scripting model, the instance’s change process and the boundary. The workable model is to treat it as a sister team: the day-two developers borrow its conventions, its sub-production instance and its reviewers, and in return contribute their own reviewers to its queue. Neither team approves its own changes. The arrangement costs no new money, and it puts two teams’ worth of eyes on code that runs with access to the estate.
Where no such team exists, the ITSM platform team from Chapter 10 is the starting point, with the same rule: authors and reviewers are different people, recorded as such.
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An AI coding assistant is useful here for the same reason it is risky: it produces plausible platform scripts quickly. A draft business rule, a Flow Designer action, an Automated Test Framework (ATF) step or a REST payload parser can appear in seconds. Whether any of it is correct is a separate question, and the answer comes only from a person who reads it and a test that runs it.
The policy the agency’s tools sit under
The governing federal policy for agency use of AI is OMB Memorandum M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust, dated April 3, 2025, which rescinds and replaces M-24-10.5 Three parts of it shape this chapter:
· Each agency sets its own terms for generative AI. Section 3(b)(iv) says that within 270 days agencies “should develop a policy that sets the terms for acceptable use of generative AI for their missions and establishes adequate safeguards and oversight mechanisms.”5 The coding assistants used to build the compliance application are used under that policy, not beside it. If the agency’s policy doesn’t yet address code generation, the team asks the agency’s AI governance function before it starts, not after.
· Each agency has a Chief AI Officer and keeps an inventory. M-25-21 requires each agency to designate a Chief AI Officer and to inventory its AI use cases at least annually (Sections 3(a)(i) and 3(b)(v)).5 Whether an internal coding assistant is a use case the agency records is that office’s decision; the development team supplies what it needs to make it.
· High-impact AI has extra minimum practices. The memo treats AI as high-impact “when its output serves as a principal basis for decisions or actions that have a legal, material, binding, or significant effect on rights or safety” (Section 4(a)).5 In the program’s reading, a coding assistant whose every line is reviewed by a person before it can run isn’t the principal basis for any such decision; the reviewer and the change approver are. That reading is the program’s, and the agency’s Chief AI Officer makes the actual determination.
Two other OMB documents are worth knowing about. M-25-22 covers acquiring AI, which matters if the agency later buys an assistant rather than using one it already has.6 And M-26-05, January 23, 2026, rescinded the earlier secure-software attestation memoranda (M-22-18 and M-23-16) and told agencies to “develop software and hardware assurance policies and processes that match their risk determinations and mission needs,” naming NIST SP 800-218 among the references.7 So the Secure Software Development Framework used below is a reference the agency adopts by its own policy, not an attestation OMB now requires.
The rules
These are program design. Each one closes a specific way AI-assisted code goes wrong.
1. Only approved assistants. The team uses AI tools the agency has approved under its AI-use policy and, where the tool is a cloud service, authorized like any other cloud service (Book 13, Chapter 11). A personal account on a public chatbot is not an approved tool, however convenient.
1. A named person reviews every line before it is accepted. The assistant drafts; a developer accepts the draft into the code only after reading it, and a second, named reviewer reads it again before it leaves the sandbox. “The AI wrote it” is never a reason a line was accepted. NIST’s generative-AI profile takes the same position: its practices “do not distinguish between human-written and AI-generated source code, because it is assumed that all source code should be evaluated for vulnerabilities and other issues before use.”8
1. No production data, credentials or secrets in any prompt. Prompts use synthetic records, placeholder instance names, and field names without values. No real names, identifiers, ticket contents, tenant IDs, tokens, passwords, connection strings or log extracts. If the assistant needs a realistic shape, the team writes a fixture, as the example kit’s tests/fixtures/ folder does.
1. No secrets in the code, either. Credentials come from the platform’s credential and connection aliases, bound to the in-boundary MID Server (Chapter 11). A reviewer rejects any change that carries a literal secret, whoever or whatever wrote it.
1. Check every platform API against the vendor’s documentation. Assistants invent plausible methods, parameters and table names. The reviewer confirms each platform call against the vendor’s current documentation for the instance’s release, and a call nobody can find there is removed.
1. Treat suggested dependencies as acquisitions. If the assistant proposes a library, a Store application or a snippet from elsewhere, it is a third-party component, and the SSDF asks the organization to verify that such components “comply with the requirements, as defined by the organization, throughout their life cycles” (task PW.4.4).9
1. Record that AI was used. The review record notes which approved tool drafted the change. That isn’t a confession; it lets the agency answer its Chief AI Officer’s questions and see later whether AI-drafted changes fail review or test more often.
When the approved assistant is Microsoft 365 Copilot
Many agencies approve one assistant, and often it’s Microsoft 365 Copilot. Copilot’s model can’t be retrained by the agency, but it can be given a standing set of instructions as a Copilot agent built in Agent Builder.10 The workbook’s Copilot agent pack (download, source) writes these rules into one. The pack has the agent’s instructions, optional knowledge files condensed from this chapter, starter prompts, and a 17-test acceptance test to run before anyone relies on the agent. The agent drafts code, tests, review records and change-record text. It doesn’t run code or touch any system, so every gate below still applies. Agent Builder’s availability and knowledge sources depend on the cloud and the license. For example, government community cloud (GCC) tenants can’t use uploaded files as knowledge, so the pack’s instructions carry the rules on their own.11 The pack’s README describes the options.
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The development path is the agency’s ordinary system development life cycle, applied to code that happens to be drafted with AI help. NIST’s SA-3 asks the organization to “acquire, develop, and manage the system using” a defined life cycle that incorporates security and privacy, and to define and assign the security roles within it.12 The path below is the program’s version for an ITSM platform.
Three environments
The three environments (program design)
	Environment
	What it is
	What may be in it
	What happens there

	Developer sandbox
	A ServiceNow Personal Developer Instance (PDI) for learning and early drafts, or an agency-owned development instance
	Synthetic data only. A PDI belongs to ServiceNow, outside the agency’s boundary
	Drafting, including AI-assisted drafting; unit-level checks; the first ATF tests

	Sub-production
	The agency’s own test instance, inside its authorization boundary
	Test data; never a production copy that hasn’t been scrubbed under the agency’s privacy rules
	Update set committed from source control; full ATF suites; connector tests against non-production tenants

	Production
	The agency’s production instance
	Real data
	Only the approved update set, committed by an implementer who isn’t the author


A PDI is a useful place to learn and to draft. ServiceNow describes the developer program as free, and says PDIs “cannot be clone targets or clone sources for customer or partner instances” because they belong to ServiceNow.13 That ownership is the reason the program allows only synthetic data in one: it is not the agency’s system. PDIs are also temporary. ServiceNow’s developer blog announced in July 2026 that a PDI 90 days or older with no explicit login in the past 10 days is eligible for reclamation, and advised developers to export update sets and connect scoped apps to source control so nothing is lost.14 The program’s rule is that nothing exists only in a PDI: the code lives in the agency’s repository from the first day.
Source control, update sets and tests
· Source control is the record of the code. ServiceNow’s source control integration lets developers “save and manage multiple versions of a global or scoped application from a non-production instance,” and the documentation states that it “does not support managing applications on a production instance.”15 The repository is agency-owned, access to it is least privilege, and it holds every version. That is SSDF task PS.1.1: store all forms of code, including configuration-as-code, so that only authorized people, tools and services have access.9
· Update sets are the unit that moves. ServiceNow’s guidance is to “move update sets from dev to test and then from test to production,” to “never migrate the same update set from multiple sources,” and to set a completed update set on the production instance to Ignore.16 A defect found in sub-production is fixed in the sandbox in a new update set, never patched in place.
· ATF suites run before anything moves, and never in production. The Automated Test Framework exists to confirm that the instance works after a change; its test-execution property is disabled by default “to prevent you from accidentally running them on a production system,” and ServiceNow advises running tests “only on development, test, and other non-production instances.”17 The suites cover the happy path and the negative paths Chapter 11 lists: an unreconciled asset, a blocked self-approval, a missed service level that escalates.
The gates
Two gates stand between the sandbox and production, and neither is held by the author.
1. Code and design review (gate 1). A named reviewer reads the whole change, checks it against the agency’s secure coding standard and the rules in the previous section, and records the decision and any findings in the team’s issue tracker. A design review comes earlier for anything that adds a new integration, a new identity’s permissions or a new table. SSDF tasks PW.7.1 and PW.7.2 ask the organization to decide where code review or code analysis applies and to “record and triage all discovered issues.”9
1. Change approval (gate 2). Moving the update set to production is a normal change under Chapter 10’s model, with a security impact analysis, the ATF results attached and the change advisory board’s authorization. A change that alters an approval rule, a routing rule or an integration’s permissions is a change to a control, as Chapter 10 explains, and never qualifies as a standard change.
The controls behind the path
The development path against NIST controls
	Control
	What it asks (SP 800-53 Rev. 5)
	How the path meets it
	Baseline

	CM-3 Configuration Change Control
	Review proposed changes and approve or disapprove them “with explicit consideration for security and privacy impact analyses”; document decisions; implement only approved changes; retain the records
	Gate 2: the change record, its impact analysis and the CAB’s decision
	Moderate and High

	CM-3(2) Testing, Validation, and Documentation of Changes
	“Test, validate, and document changes to the system before finalizing the implementation”
	ATF suites in sub-production, results attached to the change
	Moderate and High

	CM-4 Impact Analyses
	Analyze changes for security and privacy impact before implementation
	The impact analysis on the change record
	Low, Moderate and High

	CM-4(1) Separate Test Environments
	Analyze changes in a separate test environment before the operational one
	Sub-production
	High only; the program adopts it as design

	CM-5 Access Restrictions for Change
	Define, document, approve and enforce access restrictions on change
	Authors have no rights to commit to production
	Low, Moderate and High

	AC-5 Separation of Duties
	Identify duties to separate and define access to support it
	Author, reviewer and change approver are different, recorded identities
	Moderate and High

	SA-10 Developer Configuration Management
	Control the integrity of changes; implement only approved ones; track flaws
	Source control, update sets, the issue tracker
	Moderate and High

	SA-11 Developer Testing and Evaluation
	Test at all post-design stages and “produce evidence of the execution of the assessment plan and the results”
	ATF results and review records, kept
	Moderate and High

	SA-15 Development Process, Standards, and Tools
	Follow a documented process that names its tools and tool configurations
	The team’s written process, which names the approved AI assistants
	Moderate and High


The control text is from the SP 800-53 Rev. 5 release 5.2.0 catalog, and the baseline column from the SP 800-53B profiles.1218 SA-10, SA-11 and SA-15 are written for “the developer”; when the agency’s own staff build the application, the program reads the agency as the developer and applies them to itself.
The SSDF and its generative-AI profile
NIST SP 800-218, the Secure Software Development Framework (SSDF) Version 1.1, published February 2022, is the current final version. A draft Version 1.2, SP 800-218 Rev. 1, was released for comment on December 17, 2025, and NIST’s publications page still listed it as a draft in October 2026.19 The mapping below uses Version 1.1.
The development path against SSDF Version 1.1
	SSDF practice or task
	What it asks
	What it looks like here

	PO.1.1, PO.1.2
	Identify and document security requirements for the development infrastructure and for organization-developed software
	The rules in this chapter, written into the team’s process

	PO.2.1, PO.2.2
	Define SDLC roles and responsibilities; “provide role-based training for all personnel with responsibilities that contribute to secure development”
	The roles table below; the training plan

	PO.3.2
	Follow recommended security practices to deploy, operate and maintain tools and toolchains
	Approved AI assistants only, configured under the agency’s AI-use policy

	PO.5.1
	“Separate and protect each environment involved in software development”
	Sandbox, sub-production and production, with synthetic data in the sandbox

	PS.1.1
	Store all forms of code under least privilege
	The agency-owned repository

	PW.4.4
	Verify acquired third-party components
	Suggested libraries and Store apps treated as acquisitions

	PW.7.1, PW.7.2
	Decide on code review and analysis; perform it and record issues
	Gate 1, every line, every change

	PW.8.1, PW.8.2
	Decide on executable-code testing; scope, perform and document it
	ATF suites in sub-production

	RV.1.1
	Gather and investigate reports of vulnerabilities
	Defects found after release go back through the same path


The practice and task wording is from SP 800-218.9
SP 800-218A, Secure Software Development Practices for Generative AI and Dual-Use Foundation Models: An SSDF Community Profile, published July 2024, adds AI-specific practices to SSDF 1.1.8 Its scope needs stating precisely. The profile is about AI model development, and it names three audiences: AI model producers, AI system producers, and “AI system acquirers,” organizations acquiring a product or service that uses AI. An agency using an approved coding assistant is in the third group. Most of the profile’s added practices are about model weights and training data, which the agency doesn’t touch. What carries over directly is the principle quoted above, that AI-generated and human-written code are evaluated alike, and two of its considerations, one under the practice on criteria for security checks (PO.4) and one under secure design (PW.1): requiring “review and approval from a human-in-the-loop for software security checks beyond risk-based thresholds,” and making sure an AI model isn’t in a critical path to make significant security decisions without a human in the loop.8 The program applies both without thresholds: a person approves every line.
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Who writes, reviews, approves and operates
The rows below extend Chapter 10’s responsibility matrix to building the automation. They use its codes: D = decides (accountable), R = does the work, C = consulted, blank = informed at most. “Developers” are the agency staff who write the application; “reviewers” are qualified developers from the same team or the sister team, never the author of the change they review.

Building the automation in-house, added to Chapter 10’s matrix (program design)
	Decision or work item
	CISO
	AO
	System owner / ISSO
	ITSM platform team
	Developers
	Reviewers
	CAB
	Security ops
	Chief AI Officer

	Which AI coding assistants are approved, and on what terms
	C
	
	C
	C
	
	
	
	C
	D

	Secure coding standard and the AI rules in this chapter
	D
	
	C
	R
	C
	C
	
	C
	C

	Design of a new integration, identity or table
	C
	
	D
	R
	R
	R
	
	C
	

	Write and unit-test a change in the sandbox
	
	
	
	C
	R
	
	
	
	

	Code review of every line (gate 1)
	
	
	
	C
	
	D, R
	
	
	

	ATF suites in sub-production, results recorded
	
	
	C
	R
	R
	R
	
	
	

	Change authorization to production (gate 2)
	C
	
	C
	R
	C
	C
	D
	C
	

	Commit the approved update set to production
	
	
	C
	R (implementer, not the author)
	
	
	
	
	

	Permissions of the application’s connector identities
	D
	
	C
	R
	C
	C
	C
	C
	

	Operate the application: schedules, queues, failures
	
	
	D
	R
	C
	
	
	C
	

	Does the build change the instance’s authorization?
	C
	D
	R
	C
	
	
	C
	
	



Five rows need comment. The Chief AI Officer decides which assistants are approved because M-25-21 makes that office responsible for promoting AI adoption “through a governance and oversight process” and for maintaining the agency’s AI use case inventory;5 the CISO decides the coding standard because it is a security requirement. The code-review row gives the reviewer the decision, not the developer’s supervisor: a supervisor under schedule pressure is the person most likely to wave a change through. The commit row repeats Chapter 10’s rule that executors don’t approve, turned the other way: the author doesn’t execute. And the authorization row is there because a custom application with new connector identities may be a significant change to the instance; the authorizing official decides that, not the team that built it.
Training existing staff rather than hiring
The program’s model trains people the agency already has. M-25-21 points the same way: it tells agencies to leverage AI training programs and resources “to strengthen the technical skills of staff in AI and AI-enabling roles” and to develop additional hands-on training as needed (Section 2(e)(i)).5 The SSDF asks for role-based training for everyone who contributes to secure development and periodic review of their proficiency (PO.2.2).9
A practical sequence, all program design:
1. Platform fundamentals in a PDI. Each new developer gets a PDI and works through the platform’s scripting, table and flow basics with synthetic data. The developer program is free.13
1. The agency’s process before its code. The secure coding standard, the AI rules, the repository, update sets and the change process, taught before the developer’s first real change.
1. Paired work with the sister team. The first few changes are written alongside an experienced platform developer and reviewed by one.
1. Reviewer qualification. A developer becomes a reviewer after a set number of changes reviewed under supervision. Reviewers are listed, and only listed reviewers can approve gate 1.
1. AI-assistant training. What the agency’s AI-use policy allows, what never goes in a prompt, and how to check an assistant’s output against the vendor’s documentation.
The curriculum fits Book 16‘s implementation track, and the reviewers’ qualification belongs in its assessment records (Book 16, Chapter 05). The minimum the program asks for is two trained maintainers for every component, so the application never depends on one person.
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A vendor’s product arrives with the vendor’s assurances. An in-house build has to make its own, and the development path makes them as a by-product. Every gate leaves a record:
	Record
	Produced by
	What it proves

	The review record: change, reviewer, decision, findings, AI tool used
	Gate 1, in the issue tracker or the repository
	A named person other than the author read every line (AC-5, SSDF PW.7)

	ATF results for the update set
	Sub-production
	The change was tested before it was finalized (CM-3(2), SA-11)

	The update set and its source-control commit
	The repository and sub-production
	What exactly moved, and that it matches what was reviewed (SA-10)

	The change record, its impact analysis and the CAB’s decision
	Gate 2
	The change was authorized with security impact considered (CM-3, CM-4)

	The production commit by an implementer
	Production
	The author didn’t move their own code (CM-5)


These records fit the model Book 13, Chapter 10 sets for every routine change: an owner, a clock, an approval and a result that someone other than the actor can check. A change to the compliance application is a ticket like any other, and its closure carries the review, the test results and the change record as its proof, the same way a remediation task carries its re-read (Book 13, Appendix B). CM-3 asks for the change records to be retained, and SA-11 asks the developer to “produce evidence of the execution of the assessment plan and the results of the testing and evaluation”;12 the path produces both without anyone assembling them. When an assessor asks how the agency knows the custom application does what it claims, the answer is a query, not a narrative.
The application’s own output then joins the same pipeline as everything else: its control tests, POA&M items and closures are written in the evidence contract’s record shape (Chapter 11), so the authorization package can’t tell, and doesn’t need to know, whether the code that produced them was bought or built.
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· This isn’t free; it moves the cost to people. Developer and reviewer time, sub-production capacity, and retesting on every platform upgrade are real costs, paid from existing staff time instead of a license line. Leadership should see that trade stated plainly.
· It doesn’t replace an identity-governance product. No certification engine at scale, no connector library, no role discovery, no provisioning. If the agency’s needs grow into those, the build buys time; it doesn’t remove the need.
· Review is only as good as the reviewer. A tired reviewer approving a long AI-drafted change is the weakest point in the path. Small changes, listed reviewers and a reviewer’s right to send a change back are the guards; none is a guarantee.
· AI assistance can speed up mistakes as well as code. Invented APIs, insecure defaults and confident but wrong logic are the usual failures. The path catches them only if the review and the tests are real.
· The federal AI policy and the SSDF are both moving. M-25-21 is the current memo as of October 2026, and SSDF Version 1.2 is still a draft. Recheck both before relying on this chapter’s mapping.
· Platform facts change with each release. The PDI rules, source control behavior and ATF guidance cited here are dated. Check them against the instance’s release.
· The PDI is outside the boundary. It is for learning and synthetic drafts only. Anything that touches agency data or a real tenant belongs in the agency’s own instances.
[bookmark: _Toc00001333]What changes, in one table
	Old habit
	What replaces it

	No funding means the design waits
	Staff build the joins on the instance the agency already owns, and state what that doesn’t replace

	Custom platform scripts are written and pushed by whoever knows the platform
	Every change has an author, a different reviewer, tests and an approved change record

	AI coding tools are used informally, or banned informally
	Approved assistants are used under the agency’s AI-use policy, with rules for prompts and a named reviewer for every line

	Code lives in the instance
	Code lives in an agency-owned repository from the first day; update sets carry it between instances

	Tests run when someone remembers, sometimes in production
	ATF suites run in sub-production before every move, never in production

	Expertise sits with one person
	Existing staff are trained, paired with a sister team, and every component has two maintainers

	Assurance for custom code is a narrative written for the assessor
	The review records, test results and change records are the evidence, produced by the path


[bookmark: _Toc00001334]Key takeaways
1. When the native compliance modules and an identity-governance product can’t be funded, the agency’s own staff can build the joins this book needs as a scoped application on the instance it already owns.
1. Say in writing what the build doesn’t replace: certification campaigns at scale, connectors, role discovery and vendor support.
1. AI coding assistants are used only under the agency’s generative-AI policy (OMB M-25-21, Section 3(b)(iv)); no production data, credentials or secrets go into a prompt; and a named person reviews every line, because NIST’s generative-AI profile evaluates AI-drafted code exactly like any other.
1. Code moves from a sandbox with synthetic data, through sub-production with ATF tests, to production through an approved change, with author, reviewer and approver as different people (CM-3, CM-3(2), CM-5, AC-5; SSDF PO.5, PS.1, PW.7, PW.8).
1. Train existing staff, borrow a sister team’s conventions and reviewers, and keep two maintainers for every component.
1. The path produces its own audit evidence, which joins the ticket-to-machine record like any other change.
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[bookmark: _Toc00001336]Chapter 14 — Provider Notices in Day-Two Operations
Every cloud provider tells the agency, in writing and ahead of time, what it will change, retire or patch in the agency’s own estate; day two fails when that notice lands in one person’s inbox and nobody owns it.
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Why the notices providers send about the agency’s own estate go unread, and the six kinds of notice across Azure, Microsoft 365, Oracle Cloud Infrastructure, AWS and Google Cloud. Who owns each kind, using the roles of Chapter 10 and the routing of Chapter 03. How a notice becomes a task in the front door and closes only when the provider’s own record shows it is done, and what the weekly digest is for. Then the evidence the process leaves and the federal requirements it supports, what is available in each government cloud, and where the implementation guide and kit take over.
Chapter 03 routes Microsoft’s service health email to the service desk supervisor, to correlate with open tickets and post as a known issue, and sets the rule that nothing is approved or changed on the strength of an email. Book 12, Chapter 04 sends the Azure activity log’s ServiceHealth category to the workspace. Both are right, and neither is enough. A service health email is one notice from one provider; the agency’s estate also gets maintenance windows, retirements with deadlines, security advisories and changes that need an administrator to act, from every cloud it uses. This chapter sets out the operating model for all of them: who owns each kind, how it becomes work, and how the agency knows it was done.
The procedures are in the Provider Notices implementation guide and the code in the provider notices kit, examples/provider-notices. This chapter doesn’t repeat them. It explains what they are for and who answers for them. The model is program design except where a footnote says otherwise.
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Providers don’t hide their notices. They publish them in a portal and send some of them by email, and every one of those channels ends at a person or a page, not a queue.
· Azure shows five kinds of event in Service Health: service issues, planned maintenance, health advisories (including deprecations and upgrade requirements), security advisories and billing updates. The portal keeps an event in its history for 90 days after it goes inactive.1 Nobody is told unless someone created a Service Health alert, and an alert fires only for the subscriptions, services and regions its rule names; Microsoft’s own FAQ gives a rule that left out the affected subscription as a reason an alert never arrived.2
· Microsoft 365 posts upcoming changes, retirements and required actions in the Message center. Each administrator’s view is their own: archiving a post removes it only from that administrator’s view, and the weekly digest goes by default to each administrator’s own primary email address. Microsoft gives at least 30 days’ notice of a major update that needs action, and the “Act by” date is rare enough that Microsoft says to pay extra attention when it appears.3
· Oracle Cloud Infrastructure contacts the tenancy administrator with service status announcements by email; anyone else receives them only through managed email preferences or announcement subscriptions.4 An agency whose HR platform runs on OCI therefore gets that platform’s maintenance and change notices at whatever address the tenancy was opened with.
· AWS sends account email to the root user’s address, plus up to three alternate contacts, one each for billing, operations and security.5 The AWS Health Dashboard and API keep events for up to 90 days.6
· Google Cloud sends notifications by category (billing, legal, product updates, security, suspension and technical) to the contacts set in Essential Contacts; a category with no contact falls back to principals chosen by IAM role.7
The pattern is the same everywhere. The notice reaches a mailbox that may belong to someone who left, or a portal that nobody opens on a schedule, and it carries no owner, no due date and no way to show it was dealt with. Two more problems follow. Attackers imitate provider email, which is why Chapter 03 never acts on it. And a notice that is read can still be forgotten: a retirement announced a year ahead is easy to agree with and easy to miss on the day.
The program’s answer is to treat the provider’s own record, read from its API, as the source of truth, and to run notices through the same front door as every other request (Book 13, Chapter 10). Email stays useful as an early warning; it stops being the system of record.
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Each provider names its notices differently. The program sorts them into six kinds, because the kind decides who owns the notice and what it asks of the agency. The guide’s track at a glance maps every provider type code to a kind; this table shows what each kind means.
The six kinds of provider notice
	Kind
	What the provider is saying
	Where it comes from (examples)
	What it asks of the agency

	Maintenance
	Work is scheduled that may affect availability
	Azure planned maintenance;1 OCI scheduled and emergency maintenance;8 AWS scheduled changes;6 Microsoft 365 “Stay informed” posts about planned maintenance3
	Check the window against the systems that depend on it; tell the desk and users before it lands

	Retirement
	A feature, version or resource type is ending, with a date
	Azure health advisories for deprecations;1 Message center posts tagged Retirement;3 AWS planned lifecycle and end-of-support events6
	Plan and approve the migration before the date; review the contingency plan if a system depends on it

	Advisory
	Information or a recommendation, often with no deadline
	Azure health advisories; OCI “action recommended” and “information” announcements;8 AWS account notifications6
	Read it, decide whether it applies, and record the decision

	Security
	A security-related notice about the agency’s resources or account
	Azure security advisories;1 AWS events for the security persona6
	Assess the exposure and act within the security response window

	Change
	A change the agency must plan for, or act on to avoid disruption
	Message center “Plan for change” and “Prevent or fix issues” posts;3 OCI planned changes and “action required” announcements8
	Treat it as a proposed change to the system: impact analysis, then the change process

	Incident
	Something is broken now
	Azure service issues; Microsoft 365 service health issues;9 OCI production event notifications;8 AWS issues;6 Google Cloud incidents10
	Correlate with open tickets, post a known issue, and activate contingency arrangements if the outage warrants it


Not every provider has every kind. Google Cloud’s Personalized Service Health reports incidents only: its event category has one value, for service outage or degradation, so planned maintenance and security notices reach a Google Cloud project by other channels, such as the Essential Contacts categories above.117 Some providers also say outright whether action is required. Microsoft 365 has its “Act by” date, OCI its “action required” type, and AWS an actionability field whose values are action required, action may be required and informational.386 Azure’s notification types include “action required,” and Microsoft notes that an incident, though labeled informational, may be the moment to activate contingency plans.12 Where the provider doesn’t say, the kit applies a rule and the record shows which.
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Ownership follows the roles this book already has. The table uses Chapter 10’s roles and Chapter 03’s routing; it adds no new role. The guide’s gate owners (“the cloud platform lead,” “the Microsoft 365 service owner”) are the platform owners named here.
Who owns each kind of notice (program design)
	Kind
	Owns it (decides what happens)
	Does the work
	Informed or consulted

	Incident
	The service desk supervisor, as Chapter 03 routes service health today
	The service desk: correlate with open tickets, post the known issue; the platform owner of the affected platform if anything must change
	Security operations, if the incident has a security element; the system owner, if the outage affects a system’s essential functions

	Maintenance
	The platform owner of the affected platform: the cloud platform owner for Azure, AWS, Google Cloud and each OCI tenancy; the collaboration owner for Microsoft 365
	The platform owner; the service desk prepares for the calls
	The service desk lead, through the change advisory board (Chapter 10); the system owner of each system the window touches

	Retirement
	The system owner of each affected system, who decides the schedule, as for any finding on the system (Chapter 10)
	The platform owner, through a normal change
	The ISSO; the change advisory board

	Change
	The platform owner proposes; the change advisory board authorizes, as a normal change after the ISSO’s security impact analysis
	The platform owner
	The service desk lead; the system owner

	Security
	Security operations, which decides alert triage in Chapter 10
	Security operations, with the platform owner for any fix
	The ISSO; the CISO for anything that acts on production

	Advisory
	The platform owner of the platform it names
	The platform owner records whether it applies
	The digest’s readers


Three more pieces of ownership come from rows Chapter 10 already has. The routing rules that send each kind to an assignment group are routing and assignment rules: the service desk manager owns them and the ITSM platform team builds them (Chapter 10). The identities that read each provider’s notices are automation service identities: identity engineering designs them and the CISO decides any privileged scope. And a change to the routing, like any change to the ITSM platform’s routing or integrations, goes to the change advisory board.
Book 15 doesn’t yet name an owner for two decisions the process needs, and this chapter doesn’t invent one:
· Who receives each provider’s notices at the source: the OCI tenancy administrator’s address, the AWS alternate contacts, Google Cloud’s Essential Contacts and the Message center recipients. Not yet specified. The guide’s preflight checks that the contacts are named and current; the agency decides who names them.
· Who reviews the contingency plan when a retirement or maintenance window names a system’s resources. Not yet specified in this book. Book 14, Chapter 06 sets out the contingency plan and its roles; the routing flags the notice for that review.
[bookmark: _Toc00001341]From notice to task to closure
The lifecycle is the one Book 13, Chapter 10 sets for every finding, applied to a provider’s notice.
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A provider notice is collected from the provider’s own record, held as one notice record, and routed by rules: a notice that needs action becomes a typed task in the ITSM front door with an owner, a severity and the provider’s date, and the rest go in the weekly digest. A task closes only when the next collection re-reads the provider’s record, and every run is kept as evidence.
Collect from the provider, not the mailbox. A read-only identity reads each provider’s notices on a schedule, at least weekly, through the provider’s own interface: Service Health through Azure Resource Graph, Message center and service health through Microsoft Graph, OCI Announcements, the AWS Health API and Google Cloud Personalized Service Health. Each notice becomes one record with its kind, whether action is required and by when, and which of the agency’s resources it names.
Route by rules, in order. The routing rules are tried in order and the first match wins, so the specific rules come first: security advisories, then retirements, then maintenance that names the agency’s resources, then open incidents that name them, then anything else the provider marks as needing action. A notice that matches none goes to the digest. The order matters: a retirement is often also marked “action required,” and the retirement rule, which carries the contingency review, should take it first.
A task is a typed task. A notice that needs action becomes a task in the ITSM front door, not a second queue (Chapter 03). It carries an owner, the program’s severity and response window from the finding contract (P1 immediate, P2 one hour, P3 24 hours, P4 72 hours; program design, Book 13, Appendix B), and the provider’s own action date kept separately. The response window says how fast the owner must pick the task up; the provider’s date says when the work must be done, and for a retirement it may be months away. The task is keyed to the provider and the provider’s notice ID, so a notice the provider hasn’t changed never makes a second task, and an update to the notice (a rescheduled window, a new date) updates the task.
Close on the re-read. A task closes when the next collection shows the provider’s notice closed or the agency’s resources no longer affected, and the owner’s change record is attached. That is the fourth clause of the request chain, closure with provenance (Book 13, Appendix B). The provider closing its notice isn’t enough by itself: a retirement can close on the provider’s side while the agency still runs the retired version. When the provider closes a notice, the task is asked for its re-read, not closed.
Changes go through change control. A maintenance window the agency must prepare for, a retirement that needs a migration and a change that needs an administrator are all proposed changes to the system. The platform owner raises them, the ISSO analyzes the impact, and the change advisory board authorizes them like any normal change (Chapter 10). A provider’s notice doesn’t authorize anything; it starts the agency’s own decision.
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Not every notice is a task, and most shouldn’t be. The digest is how the owners see the rest. Once a week it lists, for each provider: the open notices; every notice that needs action, with its due date and owner; the maintenance and changes starting in the next 30 days; what is new in the last week; and what closed or stopped being listed.
The digest goes to the owners in the table above, not to a shared mailbox. Its natural home is a standing review the book already has: the service desk supervisor’s weekly review of the queue (Chapter 10) and the change advisory board’s agenda, where the next 30 days of maintenance and changes belong (design guidance). Two numbers from it are worth watching over time: notices that needed action and reached their due date with the task still open, and notices that were never routed because no rule matched them.
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Each weekly run leaves the provider’s raw response, the notice records, the task payloads, the digest and a hashed evidence record that chains to the previous one. The ISSO keeps them with the system’s continuous-monitoring evidence. The guide’s evidence table lists the files by gate.
Federal requirements the notice process supports
	Requirement
	What the notice process contributes
	KSI

	SA-9 (external system services), part c: monitor control compliance by external service providers on an ongoing basis
	A weekly, recorded read of what each provider says about the agency’s estate
	KSI-SCR-MIT, KSI-SCR-MON

	SI-5 (security alerts, advisories and directives): receive them on an ongoing basis, disseminate them to the people who act, and implement directives in time or report the gap
	Collection, routing to a named owner, and tasks with due dates
	KSI-SCR-MON

	CM-3 (configuration change control), parts b and f; CM-4 (impact analyses)
	Announced changes, retirements and maintenance reviewed, analyzed and authorized before they land
	KSI-CMT-LMC, KSI-CMT-RVP

	CP-2 (contingency plan), part e: update the plan for changes to the system or its environment of operation
	Retirements and maintenance that name the agency’s resources flagged for a contingency plan review
	KSI-RPL-ARP

	RA-3 (risk assessment), part f: update the assessment when there are significant changes to the environment of operation
	The digest, as a weekly record of what is changing underneath the system
	KSI-SCR-MON, KSI-SCR-MIT

	SR-8 (notification agreements): agreements and procedures with supply chain entities for the notifications the organization defines
	The named, current recipients of each provider’s notices
	KSI-SCR-MON

	CA-7 (continuous monitoring) and AU-9 (protection of audit information)
	Every run kept in a hash-chained evidence record
	KSI-MLA-EVC, KSI-MLA-OSM


The control statements are from SP 800-53 Rev. 5 as published in release 5.2.0.13 The KSI pairs are the ones FedRAMP lists as related controls on its 2026 indicator pages: KSI-SCR-MON cites SA-9, SI-5, RA-3 and SR-8; KSI-SCR-MIT cites SA-9 and RA-3; KSI-CMT-LMC and KSI-CMT-RVP cite CM-3; KSI-RPL-ARP cites CP-2; KSI-MLA-EVC cites CA-7 and RA-3; and KSI-MLA-OSM cites AU-9. No KSI cites base CM-4.14 The indicators are written for cloud service providers; an agency uses them as vocabulary to line its evidence up with what its providers report, as Chapter 11 explains.
These records support the controls and address parts of them; they don’t by themselves decide whether a control is in place, and the agency’s assessor and authorizing official do. The agency still owns the organization-defined parameters, such as the external organizations SI-5 receives advisories from and the personnel it disseminates them to.
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The process works the same way in a government cloud, but each provider’s notices are read where the tenant lives, and not every feature is there. The guide’s providers compared table has the detail.
Provider notices in government clouds
	Provider
	In a government cloud

	Azure
	Azure Government is supported by the kit. Microsoft Learn doesn’t state Resource Graph’s Service Health table availability in Azure Government explicitly; the guide records it as not yet specified

	Microsoft 365
	The service communications API is available on Microsoft Graph’s national clouds: GCC High at graph.microsoft.us and DoD at dod-graph.microsoft.us.9 GCC uses the worldwide endpoint

	Oracle Cloud Infrastructure
	Oracle US Government Cloud, which Oracle lists with FedRAMP High and DISA Impact Level 4 authorizations, has Announcements endpoints in us-langley-1 and us-luke-1.15 The guide records the DoD realm’s endpoint as not yet specified

	AWS
	In AWS GovCloud (US), the Health API has a single regional endpoint in us-gov-west-1, and EventBridge doesn’t send the Service Health view’s public events.16 The API needs a qualifying AWS Support plan6

	Google Cloud
	Personalized Service Health isn’t among the supported products of Assured Workloads’ FedRAMP Moderate, FedRAMP High, IL2, IL4, IL5, CJIS or ITAR control packages.17 A project in those packages records the gap with the ISSO and relies on the provider’s other channels


An empty result from the wrong cloud looks like a quiet week. The kit refuses a session signed in to a different cloud, partition or realm from the one the settings name, for that reason.
[bookmark: _Toc00001345]Where the guide and the kit fit
This chapter is the operating model. The Provider Notices implementation guide is the procedure: seven gates, one per provider, then routing and the digest with evidence, each with its permissions, the evidence the ISSO keeps, an interim path and a read-only check. The kit, examples/provider-notices, is the code: collectors for the five providers, the notice record, the router, the digest, the evidence chain and the deployment scripts, with fictional fixtures that run on a laptop with no tenant. The routing and settings an agency writes from the kit’s templates stay inside its boundary.
Where each part lives
	If you need to
	Go to

	Decide who owns each kind of notice and how the desk handles it
	This chapter, and Chapter 03 for the desk’s triage

	Grant each reader its least-privileged role and collect from one provider
	The guide, Gates 1 to 5

	Write and test the routing rules
	The guide, Gate 6

	Schedule the weekly run, send the digest and check the evidence
	The guide, Gate 7

	Try the whole loop without a tenant
	The kit’s fixtures, from the guide’s Try it boxes

	Learn the gates in order, with a lab on fixtures and a knowledge check for each
	The Provider Notices learning path

	Build or change the code behind the kit
	The developer workbook, Building Provider Notices
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· The process is only as current as its last run. A weekly collection sees an incident after the fact; incidents still reach the desk as calls and alerts first. The weekly read is for owning and closing notices, not for incident detection.
· Providers change their own vocabularies. Type codes, tags and categories are the providers’, and they add new ones. The kit maps what each provider documented on November 9, 2026, and a new value may route to the digest until a rule names it.
· Google Cloud’s API doesn’t carry maintenance. Until it does, Google Cloud’s planned maintenance and security notices reach the agency by the contacts it sets, and the gap is recorded.
· AWS ties the API to the support plan. Without a qualifying AWS Support plan, the Health API refuses the call and the dashboard is the interim path. AWS’s own pages name the qualifying plans differently, so check the plan against the current AWS Health documentation.616
· Two owners aren’t named yet. Who keeps each provider’s notice contacts current, and who reviews the contingency plan when a notice names a system’s resources, are decisions this book leaves to the agency for now.
· Nothing here was run against a live tenant. The kit is fixture-tested. The guide lists what couldn’t be verified.
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What changes in provider notice handling
	Old habit
	What replaces it

	Provider notices go to whoever opened the account, or to each administrator’s own inbox
	Notices are read from each provider’s own record on a schedule, by a read-only identity

	Service health email is the only notice the desk sees
	Six kinds of notice from every cloud the agency uses, each with an owner from this book’s roles

	A retirement is read, agreed with and forgotten
	A retirement becomes a task with the provider’s date, a change through the change advisory board and a contingency review flag

	A notice is “done” when the provider closes it
	A task closes only when the next read shows the agency’s resources no longer affected

	Nobody can say which notices were acted on
	A weekly digest for the owners, and hashed evidence for the ISSO


[bookmark: _Toc00001348]Key takeaways
1. Providers publish what they will change, retire and patch in the agency’s estate; the gap is ownership, not information.
1. Read notices from each provider’s own record, not from email, and treat email as an early warning only.
1. Sort every notice into one of six kinds, because the kind decides the owner: incidents to the service desk supervisor, maintenance and advisories to the platform owner, retirements to the system owner, changes to the change advisory board, security to security operations.
1. A notice that needs action becomes a typed task in the front door, keeps the provider’s date beside the program’s response window, and closes only on a re-read.
1. The weekly digest belongs on the supervisor’s review and the change advisory board’s agenda.
1. The records support SA-9, SI-5, CM-3, CM-4, CP-2, RA-3, SR-8, CA-7 and AU-9; they don’t decide whether those controls are in place.
1. The guide and the kit do the work; this chapter says who answers for it.
[bookmark: _Toc00001349]Notes
1. Microsoft Learn, “Azure Service Health portal,” section “Service Health events” (service issues, planned maintenance, health advisories including deprecations and upgrade requirements, security advisories and billing updates; events kept in Health History for up to 90 days after they become inactive), https://learn.microsoft.com/azure/service-health/service-health-portal-update (accessed Nov 9, 2026).
1. Microsoft Learn, “Azure Service Health FAQ” (Service Health notifications versus alerts; an alert not received because the rule didn’t include the affected subscription, service or region, or its action group wasn’t set up), https://learn.microsoft.com/azure/service-health/service-health-faq (accessed Nov 9, 2026).
1. Microsoft Learn, “Track new and changed features in the Microsoft 365 Message center” (major updates communicated at least 30 days in advance when action is required; preferences and the weekly digest, on by default and sent to each admin’s primary email; the Act by column; the Retirement tag; the categories Prevent or fix issues, Plan for change and Stay informed, including planned maintenance; archiving is specific to the admin’s own view), https://learn.microsoft.com/microsoft-365/admin/manage/message-center (accessed Nov 9, 2026).
1. Oracle, Oracle Cloud Infrastructure documentation, “Console Announcements” (Oracle contacts the tenancy administrator with service status announcements through email; other delivery through tenancy administrator email preferences or announcement subscriptions), https://docs.oracle.com/en-us/iaas/Content/General/Concepts/announcements.htm (accessed Nov 9, 2026).
1. AWS, AWS Account Management Reference Guide, “Update the alternate contacts for your AWS account” (up to three alternate contacts, one each for billing, operations and security, in addition to the root user’s email address), https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html (accessed Nov 9, 2026).
1. AWS, AWS Health User Guide, “Concepts for AWS Health” (event type categories account notification, issue and scheduled change, including planned lifecycle and end-of-support events; events viewable for up to 90 days; actionability values; the OPERATIONS, SECURITY and BILLING personas; the Health API’s support plan requirement and SubscriptionRequiredException), https://docs.aws.amazon.com/health/latest/ug/aws-health-concepts-and-terms.html (accessed Nov 9, 2026).
1. Google Cloud, Resource Manager documentation, “Managing contacts for notifications” (Essential Contacts categories billing, legal, product updates, security, suspension and technical; fallback contacts chosen by IAM role), https://docs.cloud.google.com/resource-manager/docs/managing-notification-contacts (accessed Nov 9, 2026).
1. Oracle, OCI Python SDK reference, the Announcement model (announcement_type values, among them ACTION_RECOMMENDED, ACTION_REQUIRED, INFORMATION, PLANNED_CHANGE, SCHEDULED_MAINTENANCE, EMERGENCY_MAINTENANCE and PRODUCTION_EVENT_NOTIFICATION; “An announcement’s type signals its severity”), https://docs.oracle.com/en-us/iaas/tools/python/latest/api/announcements_service/models/oci.announcements_service.models.Announcement.html (accessed Nov 9, 2026).
1. Microsoft Learn, “Working with service communications API in Microsoft Graph” (service health and Message center posts for the tenant; national cloud availability, with the US Government L4 and L5 URLs), https://learn.microsoft.com/graph/api/resources/service-communications-api-overview (accessed Nov 9, 2026).
1. Google Cloud, “Personalized Service Health overview” (emerging and active Google Cloud incidents relevant to the agency’s projects or organization), https://docs.cloud.google.com/service-health/docs/overview (accessed Nov 9, 2026).
1. Google Cloud, Personalized Service Health REST reference, the Event resource (EventCategory: INCIDENT, “Event category for service outage or degradation,” is the only category besides unspecified), https://docs.cloud.google.com/service-health/docs/reference/rest/v1/projects.locations.events (accessed Nov 9, 2026).
1. Microsoft Learn, “Service Health notifications,” section “Service Health notification types” (action required; incident notifications, labeled informational, when “you might activate your contingency plans”; maintenance; information), https://learn.microsoft.com/azure/service-health/service-health-notifications-properties (accessed Nov 9, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls SA-9, SI-5, CM-3, CM-4, CP-2, RA-3, SR-8, CA-7 and AU-9; text read from the release 5.2.0 OSCAL catalog (last modified October 22, 2026), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 9, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, the supply chain risk, change management, recovery planning, and monitoring, logging and auditing theme pages (KSI-SCR-MON, KSI-SCR-MIT, KSI-CMT-LMC, KSI-CMT-RVP, KSI-RPL-ARP, KSI-MLA-EVC and KSI-MLA-OSM, with their related SP 800-53 controls), https://www.fedramp.gov/2026/providers/20x/key-security-indicators/ (accessed Nov 9, 2026).
1. Oracle, Oracle Cloud Infrastructure documentation, “Oracle US Government Cloud” (authorizations FedRAMP High and DISA Impact Level 4; Announcements API endpoints in us-langley-1 and us-luke-1), https://docs.oracle.com/en-us/iaas/Content/General/Concepts/govfedramp.htm (accessed Nov 9, 2026).
1. AWS, AWS GovCloud (US) User Guide, “AWS Health in AWS GovCloud (US)” (a single regional endpoint in us-gov-west-1; EventBridge doesn’t send public events from the Service Health view; the API for Business or Enterprise support plan customers), https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-health.html (accessed Nov 9, 2026).
1. Google Cloud, Assured Workloads, “Supported products” (Personalized Service Health, servicehealth.googleapis.com, is listed for the regional data boundary packages and not for Data Boundary for FedRAMP Moderate, FedRAMP High, IL2, IL4, IL5, CJIS, ITAR or IRS 1075), https://docs.cloud.google.com/assured-workloads/docs/supported-products (accessed Nov 9, 2026).
[bookmark: _Toc00001350]Appendix A — Help Desk Task Reference
One row per task: who may do it, over whom, on whose approval, after which check, and what record it leaves.
[bookmark: _Toc00001351]In this appendix
The reference behind Chapter 04: every identity task the help desk performs or escalates, with the least-privileged role Microsoft documents for it, the scope the program assigns, the approval, the verification required before and after, and the evidence produced. Then the escalation matrix, OneDrive triage, the service levels the program starts from, the conditions a supervisor must report, and read-only scripts for the pre-checks.
[bookmark: _Toc00001352]How to read the tables
	Column
	Meaning

	Least-privileged role
	The narrowest built-in or custom role that can do the task, from Microsoft’s documentation.1 “Not help desk” means the program routes the task elsewhere even if a help desk role could technically do it

	Scope
	Where the program assigns the role: an administrative unit (AU), one application, or the tenant

	Approval
	Who must approve in the ticket before the technician activates a role. All approvals are the program’s design

	Verify before
	What the technician confirms before acting. “Target check” means the user holds no admin role, isn’t a member or owner of a role-assignable group, and isn’t in a restricted management AU (Chapter 04)

	Evidence
	The audit activity Microsoft logs for the change,2 plus the ticket record. Every activation also logs “Add member to role completed (PIM activation)”2


Every task needs an assigned ticket. No task is done from an email, a chat message or a phone call alone. Roles are eligible and activated through PIM with the ticket number in the justification (Chapter 04). Requests that fall outside these tables go to the escalation matrix.
[bookmark: _Toc00001353]Credentials and authentication methods

	Task
	Least-privileged role
	Scope
	Approval
	Verify before
	Evidence

	Reset a non-admin’s password (cloud-managed account)
	Password Administrator; Helpdesk Administrator also can13
	User’s AU
	No approver: an A0 task, where the identity verification is the gate (Chapter 03)
	Identity re-proofed; target check
	“Reset password”; ticket notes the verification method; user notified

	Reset the password of a synchronized account
	With password writeback enabled and a managed domain, Password Administrator or Helpdesk Administrator in the Microsoft Entra admin center, which writes the new password back to AD; never the Microsoft 365 admin center, which doesn’t write back.4 Without writeback, or for a federated user, the reset happens in AD (Chapter 03)
	User’s AU, or AD delegation
	As above
	As above
	AD event plus ticket

	Revoke a non-admin’s sessions
	Helpdesk Administrator1
	User’s AU
	Supervisor or the requester’s manager (or immediately, on a security incident ticket)
	Target check
	“Update StsRefreshTokenValidFrom Timestamp”;2 ticket

	Reset a limited admin’s password
	User Administrator1
	Tenant (AU-scoped roles can’t act on admins)5
	Not help desk: identity engineering
	Re-proofed; role list confirmed against Microsoft’s table3
	“Reset password”

	Reset a privileged admin’s password or methods
	Privileged Authentication Administrator1
	Tenant
	Not help desk: two approvers (Chapter 04)
	Re-proofed in person
	“Reset password” or method entries; security office informed

	Delete a lost or broken MFA method
	Authentication Administrator1
	User’s AU
	Supervisor or the requester’s manager
	Re-proofed; target check
	“Admin deleted security info”2

	Require MFA re-registration
	Authentication Administrator1
	User’s AU
	Supervisor or the requester’s manager
	Re-proofed; target check; sessions revoked first
	Method deletion entries;6 ticket

	Issue a Temporary Access Pass
	Authentication Administrator (members only, not self); Privileged Authentication Administrator for admins7
	User’s AU
	Supervisor or the requester’s manager
	Re-proofed; target check; user in the pass policy’s scope7
	Authentication-method audit entry; ticket records lifetime and one-time setting, never the code

	Register a method on the user’s behalf (for example a phone number)
	Authentication Administrator1
	User’s AU
	Supervisor or the requester’s manager
	Re-proofed; number verified independently of the caller
	“Admin registered security info”2

	Restore MFA on all remembered devices
	Authentication Administrator1
	User’s AU
	Supervisor or the requester’s manager
	Target check
	Ticket

	Delete a user’s app passwords
	Authentication Policy Administrator; Authentication Administrator also can1
	User’s AU
	Supervisor or the requester’s manager
	Target check
	“Delete application password for user”2

	Enable or disable per-user MFA
	Authentication Policy Administrator1
	—
	Not done: the program doesn’t use per-user MFA; a user without a method gets a Temporary Access Pass
	—
	—

	Change authentication methods policy, MFA settings or the Temporary Access Pass policy
	Authentication Policy Administrator17
	Tenant
	Not help desk: policy owners in Book 04
	—
	Policy audit entries



[bookmark: _Toc00001354]Accounts and profiles

	Task
	Least-privileged role
	Scope
	Approval
	Verify before
	Evidence

	Update a non-admin’s basic profile (not the UPN)
	User Administrator1
	User’s AU
	Request from the authoritative source (HR-driven change) or the requester’s manager
	Attribute isn’t HR-mastered; for synced users, edit in AD instead8
	“Update user”2

	Change a non-admin’s UPN
	User Administrator or Authentication Administrator, for the users in Microsoft’s table3
	User’s AU
	Requester’s manager; HR record matches
	User warned that clients must sign in again
	“Update user”

	Enable or disable an account
	Authentication or User Administrator, for some users3
	Not help desk outside the lifecycle
	HR-driven lifecycle, or two approvers (Chapter 04); security incident disables follow the incident ticket
	Target check
	“Disable account” or “Enable account”2

	Delete or restore a user
	User Administrator1
	Not help desk
	Lifecycle workflow, or two approvers
	Deleted users can be restored for 30 days8
	“Delete user” or “Restore user”2

	Create a guest (B2B invitation)
	Guest Inviter1
	Tenant
	Agency business owner decides; the sponsor is a named role and requests; the application owner is consulted
	Sponsor named; for a partner person, the partner is on the IGO list (Book 03, Chapter 15)
	Invitation entries; ticket with the approval

	Reset a guest’s invitation
	Helpdesk Administrator1
	Tenant
	Sponsor
	Guest still needed
	Ticket

	Suspend a partner person
	Not help desk: identity engineering executes
	Tenant
	Agency business owner decides on the sponsor’s or security operations’ request; emergency suspension follows the incident ticket
	Partner record names the person and the sponsor
	Disable entry; ticket; record of the suspension

	Terminate a partner person or end the relationship
	Not help desk: identity lifecycle
	Tenant
	Agency business owner decides; the sponsor can’t approve their own request
	Partner record and access package expiry checked
	Removal entries; ticket; record of the termination

	Change partner configuration (tenant list, cross-tenant settings, mapping)
	Not help desk
	Tenant
	Not help desk: identity engineering through the change path; IGO owns the partner list
	—
	Drift findings against the partner record (Book 03, Chapter 15)

	Assign or remove a license
	License Administrator1
	User’s AU
	Manager, through the ITSM pipeline
	License isn’t group-assigned (change the group instead)
	“Change user license”2

	Set “on-premises sync enabled”
	Hybrid Identity Administrator1
	Tenant
	Not help desk: identity engineering
	—
	“Update user”



[bookmark: _Toc00001355]Groups and application access

	Task
	Least-privileged role
	Scope
	Approval
	Verify before
	Evidence

	Add or remove a member of an access group
	Group owner, or Groups Administrator scoped to the group’s AU5; Microsoft’s task list also names User Administrator1
	Group’s AU
	Identity governance platform approval (business approver, application owner)
	Group isn’t role-assignable, dynamic or governed by an access package
	Group membership entries; ticket

	Assign an approved group to an enterprise app role
	Custom role with servicePrincipals/appRoleAssignedTo/update; Microsoft’s built-in alternatives are app owner, Cloud Application Administrator, Application Administrator and User Administrator91
	One app, or tenant
	Application owner, then the identity governance office as a second approval stage for R1 apps (Book 04, Chapter 06)
	Group and app role named exactly in the ticket; group-based assignment needs Entra ID P110
	“Add app role assignment to group”2

	Remove a group from an enterprise app (revocation)
	Same custom role
	One app, or tenant
	Finalized access review decision, or identity governance officer direction
	Review decision is final, not in progress
	“Remove app role assignment from group”2; review ID in the ticket

	Read an app’s assignments
	Custom role with appRoleAssignedTo/read9
	One app, or tenant
	None (read-only, inside a ticket)
	—
	Ticket

	Create a security group
	Groups Administrator1
	Tenant
	Not help desk unless delegated: identity engineering creates groups to the naming standard
	—
	Group creation entry

	Change app roles, permissions, credentials or consent
	Not help desk (Book 04, Chapter 06)
	—
	—
	—
	—



[bookmark: _Toc00001356]Hybrid identity

	Task
	Least-privileged role
	Scope
	Approval
	Verify before
	Evidence

	Check a user’s sync state (sync enabled, last sync time, duplicates)
	Read access only; any reader role
	Tenant
	None
	—
	Ticket notes

	Read Entra Connect Health sync errors
	Azure role Reader on Connect Health (Owner and Contributor also can)1
	Connect Health resource
	None
	—
	Ticket

	Compare on-premises anchor and cloud onPremisesImmutableId
	Read access in AD and Entra ID
	—
	None
	Script 2
	Script output in the ticket

	Repair an ImmutableID mismatch or duplicate object
	Not help desk. The fix is usually in AD (mS-DS-ConsistencyGuid); a cloud write of onPremisesImmutableId needs Authentication, User or Privileged Authentication Administrator for the target, not Hybrid Identity Administrator1112
	Identity engineering
	Identity engineering lead and identity governance officer
	Target isn’t privileged or role-eligible (hard match is blocked for those since July 1, 2026);12 values supplied by the authoritative source
	“Update user”; sync export log; ticket

	Run a delta sync
	Identity engineering on the sync server: Start-ADSyncSyncCycle -PolicyType Delta13
	Sync server
	Identity engineering
	Change is ready to export
	Sync run history

	Change sync rules, filtering or Connect configuration
	Hybrid Identity Administrator, plus server administration1
	Tenant
	Change advisory board
	—
	Change record



Escalate to identity engineering and stop on any of these: a duplicate object for one on-premises account; an ImmutableID in the ticket that doesn’t match what the script reads; a sync agent in error; tenant-wide password hash sync or pass-through authentication failure; any error during a hybrid procedure; or an account that doesn’t recover after the next sync cycle. The sync scheduler runs every 30 minutes by default,13 so a last-sync time well beyond that suggests a sync problem rather than a user problem.
[bookmark: _Toc00001357]Diagnostics and notifications

	Task
	Least-privileged role
	Scope
	Approval
	Verify before
	Evidence

	Read a user’s sign-in and audit logs
	Reports Reader1
	Tenant
	None, inside an assigned ticket
	—
	Findings in the ticket; logs stay in the SIEM

	See which Conditional Access policies applied to a sign-in
	Security Reader (reads both logs and policies)14
	Tenant
	None, inside an assigned ticket
	—
	Policy name and result in the ticket

	Diagnose a Conditional Access block
	Read as above; changes are not help desk
	—
	Security operations, and the identity governance officer for exceptions
	Policy and result identified
	Escalation in the ticket

	Triage a Microsoft consent or security notification
	None needed to triage; never act from the email
	—
	Escalate: application owner, then identity governance officer; security operations for risk alerts
	Check the audit log for “Consent to application” events2
	Ticket with source, findings, escalation target and time

	Check a device’s join and compliance state
	A reader role in Entra ID, and an Intune role for compliance detail
	Tenant
	None
	—
	Ticket



Microsoft notifications are triaged the same way every time. Consent request notifications go to the application owner and the identity governance officer and are never approved by the help desk. A sign-in risk alert goes to the security operations center with the service desk supervisor informed; the help desk can revoke the user’s sessions on the incident ticket but doesn’t change risk policy. A service health notice is correlated with open tickets and posted as a known issue; who owns each kind of provider notice, and how it becomes a task and closes, is Chapter 14.
[bookmark: _Toc00001358]Escalation matrix
	Issue
	Help desk can handle
	Escalate to
	Trigger

	Admin consent request
	Triage only
	Application owner, then identity governance officer
	Any consent request, from any source

	Consent already granted with no matching ticket
	Document only
	Governance officer and security operations, immediately
	Any “Consent to application” event without an approved request

	Enterprise-app group assignment
	Yes, with the custom role and an approved ticket
	Identity engineering
	Assignment doesn’t persist; app or group not found; approval data incomplete

	ImmutableID or duplicate object
	Detect and document
	Identity engineering
	Any mismatch, duplicate or sync error

	Credential or method reset
	Yes, for non-admins in its AUs
	Identity engineering (limited admins); Tier 0 holders (privileged, protected)
	Target check fails; reset fails

	Conditional Access block
	Identify and document
	Security operations; identity governance officer for exceptions
	A policy is the confirmed cause

	Directory role assignment
	No
	Identity engineering and identity governance officer
	Any request to assign or remove a role

	App registration or service principal
	No
	Application owner and identity engineering
	Any create, change or delete

	OneDrive, client-side cause
	Yes
	End-user device support
	Reinstall fails; device policy conflict

	OneDrive provisioning or storage
	Partly
	SharePoint Administrator
	Pre-provisioning or quota change needed

	Any grant without an approved ticket
	Document only
	Governance officer and security operations, immediately
	Any consent, role or access grant with no matching ticket


[bookmark: _Toc00001359]OneDrive triage
OneDrive problems cross identity, licensing, Conditional Access, device state and the sync client. The table keeps the older design’s triage and corrects the claims Microsoft’s documentation doesn’t support.
	Cause
	Help desk can resolve
	Notes

	Client signed out or holding an expired token
	Yes
	Sign out of the sync app and back in

	Sync broken after a UPN change, password change or tenant migration
	Yes
	Microsoft documents that OneDrive might be unable to sync after any of these; sign out, remove %localappdata%/Microsoft/OneAuth and %localappdata%/Microsoft/IdentityCache, and sign in again15

	Corrupted client state
	Yes
	Quit OneDrive and run %localappdata%\Microsoft\OneDrive\onedrive.exe /reset, then restart and sign in; a reset triggers a full sync16

	Path too long
	Yes
	The decoded path, including the file name, can’t exceed 400 characters in OneDrive and SharePoint;17 the older design’s 260-character limit and error code are Windows-side, not the service limit

	No OneDrive or SharePoint license
	With License Administrator and department owner approval
	Accounts and profiles

	OneDrive not yet created
	Usually no action
	OneDrive is created the first time the user browses to it; pre-provisioning needs a SharePoint Administrator with a SharePoint license, and the user must be licensed and allowed to sign in18

	Conditional Access block
	No
	Identify the policy in the sign-in log and escalate

	Device not joined or not compliant
	Partly
	Guide re-enrollment where policy allows; otherwise device management

	Site storage or blocked file types
	No
	SharePoint Administrator

	ImmutableID mismatch or duplicate account
	No
	Hybrid identity

	MFA prompt loop
	Sometimes
	Sign out and in first; if a method is broken, the method tasks in Credentials apply


The older design’s step “trigger OneDrive provisioning in the Microsoft 365 admin center” with a Global Reader role is removed: Global Reader is read-only, and Microsoft documents pre-provisioning through Request-SPOPersonalSite run by a SharePoint Administrator.18
[bookmark: _Toc00001360]Service levels the program starts from
These are the program’s starting service levels for help desk identity tickets, to be tuned against the agency’s queue data. Application-access requests follow the end-to-end service levels in Book 04, Chapter 06.

	Priority
	Examples
	Acknowledge
	Resolve
	Supervisor alerted

	1, critical
	Security-related or IGO-directed
	15 minutes
	4 hours
	At half the resolution window

	2, high
	Certification revocation, ImmutableID repair
	1 hour
	8 business hours
	At 6 hours

	3, normal
	Enterprise application assignment, MFA reset
	4 hours
	3 business days
	On day 2

	4, low
	OneDrive sync, provisioning trigger
	8 hours
	5 business days
	On day 4



[bookmark: _Toc00001361]Conditions a supervisor reports
The service desk supervisor reports each of these to the identity governance officer within one business day of discovery (program design):
· A privileged activation whose ticket number doesn’t match an assigned ticket.
· A directory change by a help desk account with no approved ticket.
· An attempt to do anything in the “may not” column of Chapter 04’s boundary.
· Any consent grant attributed to a help desk account.
· Any copy or export of log data outside the SIEM.
[bookmark: _Toc00001362]Read-only pre-check scripts
[bookmark: _Toc00001363]Illustrative code
These scripts are illustrative and haven’t been tested against a production tenant or forest. All of them only read. Review them, run them first in a test tenant, and run them under a reader role inside an assigned ticket. None of them makes the change the ticket asks for; that is done in the admin center or by identity engineering after the approvals in this appendix.
Script 1: target check before any credential action
Checks whether a user holds or is eligible for a directory role, is a member or owner of a role-assignable group, or sits in a restricted management AU. Any hit means the help desk stops and routes the request.
# Illustrative, read-only. Graph scopes are the minimum reads this needs.
Connect-MgGraph -Scopes 'User.Read.All', 'RoleManagement.Read.Directory', 'GroupMember.Read.All', 'AdministrativeUnit.Read.All'

$Upn  = '<user principal name from the ticket>'
$user = Get-MgUser -UserId $Upn -Property Id, UserPrincipalName, OnPremisesSyncEnabled

$findings = @()

# Direct active and eligible role assignments
$active   = Get-MgRoleManagementDirectoryRoleAssignment -Filter "principalId eq '$($user.Id)'" -All
$eligible = Get-MgRoleManagementDirectoryRoleEligibilitySchedule -Filter "principalId eq '$($user.Id)'" -All
if ($active)   { $findings += "Active role assignment(s): $($active.Count)" }
if ($eligible) { $findings += "Eligible role assignment(s): $($eligible.Count)" }

# Membership or ownership of role-assignable groups (they can't be nested)
$memberGroups = Get-MgUserMemberOf -UserId $user.Id -All |
    Where-Object { $_.AdditionalProperties['@odata.type'] -eq '#microsoft.graph.group' }
$ownedGroups  = Get-MgUserOwnedObject -UserId $user.Id -All |
    Where-Object { $_.AdditionalProperties['@odata.type'] -eq '#microsoft.graph.group' }
foreach ($g in @($memberGroups) + @($ownedGroups)) {
    $grp = Get-MgGroup -GroupId $g.Id -Property Id, DisplayName, IsAssignableToRole
    if ($grp.IsAssignableToRole) { $findings += "Role-assignable group: $($grp.DisplayName)" }
}

# Restricted management administrative units (at most 100 per tenant)
$restricted = Get-MgDirectoryAdministrativeUnit -All -Property Id, DisplayName, IsMemberManagementRestricted |
    Where-Object { $_.IsMemberManagementRestricted }
foreach ($au in $restricted) {
    $members = Get-MgDirectoryAdministrativeUnitMember -AdministrativeUnitId $au.Id -All
    if ($members.Id -contains $user.Id) { $findings += "Restricted management AU: $($au.DisplayName)" }
}

if ($findings) {
    'STOP: route to identity engineering or a Tier 0 holder.'
    $findings
} else {
    'Target check passed: no role, no role-assignable group, no restricted AU.'
}
"Synchronized from AD: $([bool]$user.OnPremisesSyncEnabled)"
Role-assignable group membership matters because only Privileged Authentication Administrators and Global Administrators can reset those members,3 and restricted management AUs because only administrators scoped to the unit can change their members.19
Script 2: compare the on-premises anchor with the cloud account
Reads the on-premises source anchor and the cloud onPremisesImmutableId so the ticket carries both values. The default source anchor is the Base64 form of mS-DS-ConsistencyGuid, or objectGUID depending on configuration.12 Confirm which one the agency’s sync configuration uses before reading the result.
# Illustrative, read-only. Run where the ActiveDirectory module is available.
Import-Module ActiveDirectory
Connect-MgGraph -Scopes 'User.Read.All'

$Sam = '<sAMAccountName from the ticket>'
$Upn = '<user principal name from the ticket>'

$ad = Get-ADUser -Identity $Sam -Properties 'mS-DS-ConsistencyGuid', ObjectGUID, UserPrincipalName
$anchorConsistency = if ($ad.'mS-DS-ConsistencyGuid') { [Convert]::ToBase64String($ad.'mS-DS-ConsistencyGuid') } else { $null }
$anchorObjectGuid  = [Convert]::ToBase64String($ad.ObjectGUID.ToByteArray())

$cloud = Get-MgUser -UserId $Upn -Property Id, UserPrincipalName, DisplayName, OnPremisesImmutableId, OnPremisesSyncEnabled, OnPremisesLastSyncDateTime

# Other cloud accounts with the same display name (possible duplicates)
$sameName = Get-MgUser -Filter "displayName eq '$($cloud.DisplayName)'" -Property Id, UserPrincipalName, OnPremisesSyncEnabled -All

[pscustomobject]@{
    AdUpn                   = $ad.UserPrincipalName
    AnchorFromConsistency   = $anchorConsistency
    AnchorFromObjectGuid    = $anchorObjectGuid
    CloudUpn                = $cloud.UserPrincipalName
    CloudImmutableId        = $cloud.OnPremisesImmutableId
    CloudSyncEnabled        = $cloud.OnPremisesSyncEnabled
    CloudLastSync           = $cloud.OnPremisesLastSyncDateTime
    MatchesConsistencyGuid  = ($anchorConsistency -and $anchorConsistency -eq $cloud.OnPremisesImmutableId)
    MatchesObjectGuid       = ($anchorObjectGuid -eq $cloud.OnPremisesImmutableId)
    CloudAccountsSameName   = $sameName.Count
}
A mismatch, or more than one account with the name, goes to identity engineering with this output attached. The help desk doesn’t change either value.
Script 3: a user’s registered authentication methods
Lists method types before a recovery, so the ticket records what was there and the technician can confirm afterward that the lost method is gone.
# Illustrative, read-only.
Connect-MgGraph -Scopes 'UserAuthenticationMethod.Read.All'

$Upn = '<user principal name from the ticket>'
Get-MgUserAuthenticationMethod -UserId $Upn |
    ForEach-Object { [pscustomobject]@{ Id = $_.Id; Type = $_.AdditionalProperties['@odata.type'] } }
Script 4: a user’s recent sign-ins
Shows recent sign-ins with their error codes and Conditional Access result, for OneDrive and access triage. Reading applied policy details also needs Policy.Read.ConditionalAccess.14
# Illustrative, read-only.
Connect-MgGraph -Scopes 'AuditLog.Read.All', 'Policy.Read.ConditionalAccess'

$Upn = '<user principal name from the ticket>'
Get-MgAuditLogSignIn -Filter "userPrincipalName eq '$Upn'" -Top 25 |
    Select-Object CreatedDateTime, AppDisplayName, ClientAppUsed,
        @{ n = 'ErrorCode'; e = { $_.Status.ErrorCode } },
        @{ n = 'Reason';    e = { $_.Status.FailureReason } },
        ConditionalAccessStatus
Copy the relevant rows into the ticket as text. Don’t export log data to files outside the SIEM.
[bookmark: _Toc00001364]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Expired or missing device certificate; quarantined 802.1X device
	Device and user auth (Intune)
	Cloud PKI
	Intune
	Nothing: resync the Intune profile

	CBA sign-in failure with a PIV card
	PIV
	Federal PKI
	PIV card system
	Nothing: route to the PIV issuer’s process

	Server certificate expiring or failing
	Internal server TLS
	Retained AD CS
	CyberArk Certificate Manager
	Route to the certificate’s Server Owner in the platform, not a manual renewal

	SAML signing certificate rotation for an enterprise app
	Not a Book 07 class
	Entra
	The app’s owner or Key Vault
	Nothing, unless the agency uploads a CA-issued certificate
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This book’s certificates and the engine that renews each.
The help desk renews no certificates by hand: device certificates come back through Intune, PIV through its card system, and server certificates through the CLM platform’s owner and drivers (Book 07, Chapter 05).
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1. Microsoft Learn, “Least privileged roles by task in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/role-based-access-control/delegate-by-task (accessed Oct 21, 2026).
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[bookmark: _Toc00001366]Appendix B — Recovery and Escalation Runbooks
A recovery call is the moment an attacker most wants to be the caller, so every runbook starts with who is on the line and ends with a record someone else can check.
[bookmark: _Toc00001367]In this appendix
Six runbooks for the calls that hand an account, a device or a key to whoever is on the line: a lost or stolen passkey, a Windows Hello for Business reset, a replaced device, a BitLocker recovery key request, an emergency access account incident, and a user blocked by Conditional Access. Each gives the trigger, the identity check, who executes and who is escalated to, copy-paste commands, and the evidence it leaves. Then the help-desk simulation that tests the runbooks before an attacker does, the government-cloud availability of what they rely on, and the control states, change safety and assessment mapping the workbook’s conventions ask for.
Chapter 04 set the help desk’s authority: which roles it holds, whose accounts they can touch, how a user is re-proofed, and which tasks need a second approver. Appendix A lists every task in one row. This appendix takes the six calls where a mistake hands over an identity and writes each as a runbook an operator can follow on the phone. It adds no new authority: every role, approver and boundary is the one Chapter 04 and Book 04 already set.
[bookmark: _Toc00001368]How the runbooks work
Every runbook has the same three opening steps, from Chapter 04, and the same closing step:
1. Re-proof, don’t interview. Confirm the caller against the record the agency already holds: in person with the PIV card, or a supervised video session against the HR-sourced identity. Knowledge questions, a callback number the caller supplies, and email are never enough on their own. NIST SP 800-63B-4 treats a lost authenticator as account recovery and, for an identity-proofed workforce account at AAL2, allows repeated identity proofing as the recovery method, with a notification to the subscriber every time.1
1. Check the target before the method. If the user holds any role, is a member or owner of a role-assignable group, or sits in a restricted management unit, stop and route the ticket to the Tier 0 or restricted-unit executors Chapter 04 names (Script 1 in Appendix A runs the check).
1. Open or match the ticket. Every command below runs under a role activated through PIM with the ticket number as the justification (Chapter 04).
1. Close with the evidence and notify the user through a channel other than the one the request came on.
Microsoft Entra’s self-service account recovery with Verified ID Face Check is held until it is available in GCC: Microsoft states Verified ID is supported in GCC but not GCC High, and doesn’t state government-cloud availability for account recovery, so for this program it is not yet specified (Chapter 04).2
Placeholders. The commands use these, explained once: <ticket-id> is the ITSM ticket number; <user-upn> is the user’s sign-in name, for example pat@contoso.example; <method-id>, <device-object-id>, <managed-device-id> and <key-id> are identifiers the preceding command prints; <emergency-account-object-id-1> and <emergency-account-object-id-2> are the object IDs of the two emergency access accounts, held in the Book 04 register. Run every block in PowerShell 7 with the Microsoft Graph PowerShell SDK installed. In a GCC tenant, Connect-MgGraph uses the default environment; in GCC High or DoD, add -Environment with the national cloud name Get-MgEnvironment lists.
Authority. The runbook steps are the program’s design (Risk-based recommended, for the risk that a recovery call is the cheapest account takeover); where a step rests on Microsoft’s guidance or a federal requirement, the step says so and the note gives the source (Book 00, Appendix D).
What the runbooks rely on, by cloud

	Capability
	GCC (commercial Entra ID)
	GCC High (Azure Government, L4)
	DoD (L5)
	Source and date read

	Passkeys (FIDO2), Windows Hello for Business, certificate-based authentication
	Available
	Available
	Available
	Entra feature availability, Nov 11, 20263

	Temporary Access Pass, through Microsoft Graph
	Available
	Available
	Available
	Graph Create temporaryAccessPassMethod, Nov 11, 20264

	Delete a passkey, through Microsoft Graph
	Available
	Available
	Available
	Graph Delete fido2AuthenticationMethod, Nov 11, 20265

	Retire or wipe an Intune-managed device, through Microsoft Graph
	Available (needs an active Intune license)
	Available
	Available
	Graph retire action, Nov 11, 20266

	BitLocker recovery keys stored in Entra ID
	Available
	Not yet specified
	Not yet specified
	Learn doesn’t state government-cloud availability on the pages read7

	Windows Hello for Business nondestructive PIN reset (Microsoft PIN reset service)
	Not yet specified
	Not yet specified
	Not yet specified
	Learn’s PIN reset page doesn’t state it8

	Self-service account recovery with Verified ID
	Held
	Not supported (Verified ID isn’t)
	Not supported
	Verified ID what’s new, read Nov 9, 20262



Where a capability is not yet specified for the agency’s cloud, the runbook’s interim path is the one that doesn’t need it: re-proofing plus a Temporary Access Pass, which is available in all three.
[bookmark: _Toc00001369]Control states, the How template and change safety
The runbooks are one control: the help desk’s governed recovery procedure. It supports NIST SP 800-53 IA-5 (authenticator management), IA-12 (identity proofing), AC-2 (account management) and IR-4 (incident handling), and its evidence is evidence for them; the agency still sets their parameters and owns the policy, and the assessor decides whether each is satisfied.
Control states. 
	State
	This page
	Evidence

	Designed
	How the runbooks work and the identity-verification procedure the CISO decides (Chapter 10)
	The approved procedure, versioned

	Configured
	The help desk role groups, administrative-unit scopes and PIM settings (Chapter 04); the catalog items that start each runbook (Chapter 05)
	Role and PIM exports; catalog item definitions

	Enforced
	The SIEM rules that flag any recovery action without a matching ticket (Chapter 04)
	Rule definitions and their alert history

	Evidenced
	The help-desk simulation
	Simulation record: scenario, expected and observed outcome, audit events

	Operated
	Quarterly simulation and procedure review on the operating cadence
	Owner, cadence and the last review record


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Prerequisites
Microsoft Entra ID with the help desk roles scoped as Chapter 04 sets; PIM for activation (P2 or Governance); Intune for the device runbooks; the sign-in and audit logs streaming to the SIEM (Book 12); the emergency access alert from Book 04 in place. Government-cloud availability is in the table above.
Pilot
One service desk shift, with its supervisor, runs the runbooks for two weeks against real tickets, with identity engineering on hand; success is every ticket closed with the evidence below and no recovery action that the SIEM flags as unmatched.
Report-only or audit phase
A runbook has no report-only mode. Its audit phase is the simulation: every scenario is run in a test tenant, or as a tabletop against the production procedure, before the shift uses the runbook on live calls.
Enforcement
Change safety
	Ring
	Scope
	Exit criteria

	0
	Identity engineering and the service desk supervisors
	Every simulation scenario passes in the test tenant

	1
	One pilot shift
	Two weeks with every ticket evidenced and no unmatched action

	2
	All second-line technicians
	One month with the same result and the pretext-call scenario passed by each technician

	3
	All help desk staff who hold a recovery role
	Quarterly simulation passed


· Emergency access: the runbooks never act on the emergency access accounts; Runbook 5 only routes an incident about them.
· Change window: a change to a runbook is a normal change to the identity-verification procedure, approved by the CISO (Chapter 10).
· Backout triggers: any recovery action the SIEM flags as unmatched; a failed pretext-call scenario; a rise in repeat resets for one identity. Each sends the ring back one step.
· Post-change validation: rerun the simulation scenarios the change touches.
Rollback
Returning to the previous version of the procedure is a document change the supervisor can make the same day; the roles and scopes don’t change, so there is nothing to roll back in the tenant.
Exclusions
None. A caller who can’t be re-proofed is not excluded from the check; the ticket waits for an in-person or supervised video verification. The emergency access accounts are outside the help desk’s scope by design, not excluded from a check.
Telemetry
Directory audit events for each method change, Temporary Access Pass, session revocation and BitLocker key read (category KeyManagement); PIM activation records; sign-in logs; the ITSM ticket. The SIEM joins them on the target’s identity and the time (Chapter 04).
Evidence
Evidence checklist
· Configuration: the approved identity-verification procedure and this appendix’s version, with the role and PIM exports
· Operational: the joined ticket, PIM record and audit entry for each recovery, retained in the SIEM under Book 12’s retention
· Test: the latest simulation record, expected and observed outcome per scenario, date, tester
· Exception: every recovery that skipped a step, with the supervisor’s or security office’s approval
· Assessor-ready artifact: the quarterly simulation summary and a sample of joined recovery records, traceable to the four above
Day-two ownership
The service desk supervisor owns the runbooks’ use; the CISO owns the identity-verification procedure; security operations owns the alerts. The simulation runs quarterly and the procedure is reviewed annually on the operating cadence. Drift looks like a rising share of human-only closures on recovery tickets, or recovery actions with no matching ticket.
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· Microsoft Zero Trust pillar: Identity
· CISA ZTMM pillar: Identity
· Depends on: phishing-resistant methods and the Temporary Access Pass policy (Book 04); device identity and compliance (Book 05); identity detections in the SIEM (Book 12)
· Attack chain interrupted: the social-engineered recovery that gives an attacker a new sign-in method (Initial Access, Persistence), and the use of a disclosed recovery key or an emergency account (Credential Access, Privilege Escalation)
[bookmark: _Toc00001371]Runbook 1 — Lost or stolen passkey
Trigger: the user reports a lost or stolen FIDO2 security key, or a lost phone holding a passkey in Microsoft Authenticator. Executes: Authentication Administrator scoped to the user’s administrative unit; Privileged Authentication Administrator for any account the target check routes away. Approver: the service desk supervisor for an ordinary user (Appendix A).
Microsoft’s delete-passkey API supports Authentication Administrator and Privileged Authentication Administrator as the least-privileged built-in roles, and a Temporary Access Pass is created under the same two roles.54
1. Re-proof the user and run the target check (How the runbooks work).
1. Connect and list the user’s passkeys, so the lost one is identified by its name, model and registration date:
· Connect-MgGraph -Scopes 'UserAuthenticationMethod.ReadWrite.All', 'User.RevokeSessions.All' -NoWelcome
$upn = '<user-upn>'
Get-MgUserAuthenticationFido2Method -UserId $upn |
    Select-Object Id, DisplayName, Model, CreatedDateTime
1. Revoke the user’s sessions, then delete the lost passkey by the Id the list printed:
· Revoke-MgUserSignInSession -UserId $upn
Remove-MgUserAuthenticationFido2Method -UserId $upn -Fido2AuthenticationMethodId '<method-id>'
1. If the user has no other phishing-resistant method, issue a one-time Temporary Access Pass with the shortest lifetime the handover allows, and hand it only to the verified person, never to an email address or a number given on the call:
· $tap = New-MgUserAuthenticationTemporaryAccessPassMethod -UserId $upn -BodyParameter @{
    lifetimeInMinutes = 60
    isUsableOnce      = $true
}
$tap.TemporaryAccessPass
· A user can have only one usable pass at a time; creating a new one deletes the previous one.4 With a one-time pass the user has 10 minutes after sign-in to finish registering.9
1. Stay with the user while they register the replacement at Security info, then confirm the old passkey is gone and the new method is present:
· Get-MgUserAuthenticationMethod -UserId $upn |
    Select-Object Id, @{ n = 'Type'; e = { $_.AdditionalProperties['@odata.type'] } }
1. Close the ticket and notify the user on a second channel.
Escalate to security operations if the key was stolen rather than lost, or if the sign-in log shows a sign-in with the lost passkey after the reported loss (Runbook 6 shows the sign-in query). Evidence: the ticket with the verification method; the PIM activation; audit entries for the session revocation, the method deletion and the pass; the method list from step 5.
[bookmark: _Toc00001372]Runbook 2 — Windows Hello for Business reset
Trigger: the user forgot the Windows Hello PIN, the device locked the PIN after repeated attempts, or the Windows Hello container is broken. Executes: the user, for a PIN reset; end-user device support for a container reset; an Authentication Administrator scoped to the user’s unit for removing the cloud registration. Approver: none for a user-run PIN reset; the supervisor for removing the registration.
Windows offers two PIN resets. A destructive reset, the default, deletes the user’s PIN and the keys and certificates in the Windows Hello container and provisions new ones; a nondestructive reset keeps the container and keys and changes only the PIN, and needs the Microsoft PIN reset service and the PIN recovery policy. Both start from the lock screen or Settings and require the user to complete multifactor authentication to Microsoft Entra ID.8
1. Forgotten PIN. Guide the user to I forgot my PIN on the lock screen. The help desk doesn’t reset a PIN for the user; the user’s own multifactor authentication is the check. If the user can’t complete it, go to Runbook 1 step 4 for a Temporary Access Pass after re-proofing.
1. Confirm which reset the device supports. On the device, the user (or device support, in the user’s session) runs:
· dsregcmd /status
· In the user state section, CanReset : DestructiveOnly means only destructive reset is configured; DestructiveAndNonDestructive means the PIN reset service is in use.8
1. Broken container. Device support deletes the container in the user’s session:
· certutil.exe -deleteHelloContainer
· On recent Windows 11 builds this also removes passkeys stored on that device for other services, so the user confirms another way to sign in to those before it runs.10 The user then signs out and back in to provision again; on an already-joined device they first authenticate with another method before a Temporary Access Pass can be used to set up Windows Hello for Business.9
1. Lost or compromised device. Remove the cloud registration so the old device’s key can’t be used against Entra ID, after re-proofing and the target check:
· Connect-MgGraph -Scopes 'UserAuthMethod-WindowsHello.ReadWrite.All' -NoWelcome
$upn = '<user-upn>'
Get-MgUserAuthenticationWindowsHelloForBusinessMethod -UserId $upn |
    Select-Object Id, DisplayName, CreatedDateTime, KeyStrength
Remove-MgUserAuthenticationWindowsHelloForBusinessMethod -UserId $upn `
    -WindowsHelloForBusinessAuthenticationMethodId '<method-id>'
· The delete takes UserAuthMethod-WindowsHello.ReadWrite.All or a broader authentication-method permission.11 Then continue with Runbook 3 for the device itself.
Evidence: the ticket; for step 4, the PIM activation and the audit entry for the method deletion.
[bookmark: _Toc00001373]Runbook 3 — Device replacement
Trigger: a device is lost, stolen, broken or due for replacement. Executes: end-user device support with the Intune role Book 05 assigns; identity steps by an Authentication Administrator scoped to the user’s unit. Approver: the supervisor; security operations for a stolen device.
1. Re-proof the user, run the target check, and record whether the device was lost, stolen, broken or returned.
1. Find the Intune record for the old device:
· Connect-MgGraph -Scopes 'DeviceManagementManagedDevices.PrivilegedOperations.All', 'DeviceManagementManagedDevices.Read.All' -NoWelcome
Get-MgDeviceManagementManagedDevice -Filter "userPrincipalName eq '<user-upn>'" |
    Select-Object Id, DeviceName, SerialNumber, LastSyncDateTime, AzureAdDeviceId
1. Act on the old device by its Id. Lost or stolen: wipe it. Returned for reuse: retire it, which removes the agency’s data and management, before reimaging:
· # Lost or stolen
Clear-MgDeviceManagementManagedDevice -ManagedDeviceId '<managed-device-id>'
# Returned for reuse
Invoke-MgRetireDeviceManagementManagedDevice -ManagedDeviceId '<managed-device-id>'
· Both actions take DeviceManagementManagedDevices.PrivilegedOperations.All, and the Intune Graph API needs an active Intune license for the tenant.6
1. Remove the old device’s Windows Hello for Business registration and any device-bound passkey on it (Runbook 2 step 4, Runbook 1 step 3).
1. Provision the new device through the enrollment path Book 05 sets. During Microsoft Entra join, a user can authenticate with a Temporary Access Pass to join the device and register Windows Hello for Business, so the pass from Runbook 1 step 4 serves here too.9
1. Close the ticket when the new device shows as compliant and the old one is wiped or retired.
Escalate to security operations immediately for a stolen device, and to the data owner if it held data the wipe can’t be confirmed for. Evidence: the ticket; the Intune action and its completion state; the method deletions; the new device’s compliance state.
[bookmark: _Toc00001374]Runbook 4 — BitLocker recovery key request
Trigger: a Windows device boots to the BitLocker recovery screen. Executes: a technician holding one of the roles Microsoft lists for reading BitLocker keys: Cloud Device Administrator, Helpdesk Administrator, Intune Administrator, Security Administrator or Security Reader; the device’s registered owner can also read it.7 Approver: none for the device’s owner on a verified call; the supervisor for any other requester.
A recovery key unlocks the drive for whoever holds it. Reading one is recorded: showing a key in the Entra or Intune admin center writes an audit entry in the KeyManagement category, and the Graph call returns the key only when it is explicitly selected, which also writes the audit entry.712
1. Re-proof the caller and confirm they are the device’s registered user. A key is never read out to someone who isn’t.
1. Ask for the Key ID the recovery screen shows, and find the device’s keys:
· Connect-MgGraph -Scopes 'BitlockerKey.Read.All', 'Device.Read.All' -NoWelcome
$dev = Get-MgDevice -Filter "displayName eq '<device-name>'" -Property 'id', 'deviceId', 'displayName'
Get-MgInformationProtectionBitlockerRecoveryKey -Filter "deviceId eq '$($dev.DeviceId)'" |
    Select-Object Id, CreatedDateTime, VolumeType
1. Read only the key whose Id begins with the Key ID on the screen:
· (Get-MgInformationProtectionBitlockerRecoveryKey -BitlockerRecoveryKeyId '<key-id>' -Property 'key').Key
1. Read it to the verified user on the call, then treat it as disclosed: device support rotates the key through the device-management tool (Book 05), and the ticket records that it did. That rotation is the program’s position, not a Microsoft requirement.
1. If no key is found, Entra ID holds up to 200 recovery keys per device and silent encryption fails when the key can’t be backed up,13 so a missing key is itself a device finding for Book 05’s encryption report, not only a lost drive.
Escalate to security operations when the requester isn’t the registered user, when the device is reported stolen, or when the same device asks for recovery more than once in a week. Evidence: the ticket; the KeyManagement audit entry; the rotation record.
[bookmark: _Toc00001375]Runbook 5 — Emergency access account incident
Trigger: the SIEM’s alert on any sign-in by, or change to, an emergency access account; or a caller who says they need one. Executes: the help desk executes nothing on these accounts. It opens the incident and routes it. Owners: security operations leads the incident; the Tier 0 custodians named in the Book 04 register act on the accounts.
Microsoft recommends alerting on every use of an emergency access account, a post-use review of whether the use was a drill, a real emergency or misuse, and validation of the accounts at least every 90 days.14 Its security-operations guidance adds that a sign-in, a password change, a permission or role change, and a new or changed authentication method on one of these accounts should each raise a high-priority alert.15 The account design is Book 04’s.
1. A caller asks for an emergency account. Don’t discuss the accounts or their custodians. Open a priority 1 security ticket and transfer to security operations; the caller’s need is the incident.
1. The alert fires. The service desk supervisor opens a priority 1 incident and pages security operations and the Tier 0 custodians.
1. Security operations checks the drill calendar. A scheduled drill is closed as such, with the custodian’s confirmation. Anything else is treated as a compromise until shown otherwise.
1. Security operations pulls the accounts’ recent activity, from Microsoft’s own query pattern:14
· SigninLogs
| where TimeGenerated > ago(7d)
| where UserId == "<emergency-account-object-id-1>" or UserId == "<emergency-account-object-id-2>"
| project TimeGenerated, UserPrincipalName, UserId, IPAddress, ResultType, ResultDescription
· AuditLogs
| where TimeGenerated > ago(7d)
| where tostring(InitiatedBy.user.id) in ("<emergency-account-object-id-1>", "<emergency-account-object-id-2>")
    or TargetResources has "<emergency-account-object-id-1>" or TargetResources has "<emergency-account-object-id-2>"
| project TimeGenerated, OperationName, Result, InitiatedBy, TargetResources
1. Unauthorized use. The Tier 0 custodians, under Book 04’s two-person rule, revoke the account’s sessions, replace its credential with a new phishing-resistant one, and reverse every change the audit query shows; security operations runs the incident under Book 12.
1. Any use, authorized or not. Hold the post-use review Microsoft describes, then re-validate the account (sign-in and an administrative task) and confirm the alert fired, as the 90-day validation does.
Evidence: the incident record; the alert; the query results; the custodians’ actions with their approvals; the post-use review; the re-validation record.
[bookmark: _Toc00001376]Runbook 6 — Blocked by Conditional Access
Trigger: a user sees “You cannot access this right now” or an AADSTS53xxx error. Executes: the help desk reads; it never edits a policy or adds an exclusion. Reading the sign-in log takes Reports Reader, and seeing which policies applied also takes permission to read the policies, which Security Reader gives (Chapter 04). Escalates to: device support for device causes; security operations and the identity governance officer for policy causes.
1. Ask the user for the error code, request ID and time from the error page; no re-proofing is needed to read logs, but nothing is changed on the account.
1. Find the sign-in:
· Connect-MgGraph -Scopes 'AuditLog.Read.All', 'Policy.Read.All' -NoWelcome
$since = (Get-Date).ToUniversalTime().AddHours(-24).ToString('yyyy-MM-ddTHH:mm:ssZ')
Get-MgAuditLogSignIn -Filter "userPrincipalName eq '<user-upn>' and createdDateTime ge $since" -Top 50 |
    Where-Object { $_.Status.ErrorCode -ne 0 } |
    Select-Object CreatedDateTime, AppDisplayName, ConditionalAccessStatus,
        @{ n = 'ErrorCode'; e = { $_.Status.ErrorCode } }, CorrelationId
1. Read the error code against Microsoft’s list and route it:16
	Code
	Meaning
	Route

	53000
	DeviceNotCompliant
	Device support: bring the device into compliance (Book 05)

	53001
	DeviceNotDomainJoined
	Device support: join state

	53002
	ApplicationUsedIsNotAnApprovedApp
	Tell the user which approved app to use

	53003
	BlockedByConditionalAccess
	Identify the policy (step 4), then security operations

	53004
	ProofUpBlockedDueToRisk
	Security operations: risky user or sign-in; don’t help the user register methods

	53009
	Application needs to enforce Intune protection policies
	Device support: app protection


1. For 53003, open the sign-in in the admin center’s Conditional Access tab, or run the sign-in diagnostic or the What If tool, to name the policy that blocked.16 Record the policy name in the ticket.
1. Fix the cause, not the policy. A block that the policy intends stays; the user is told how to meet it. A block the business needs lifted goes to the identity governance officer as an exception request, which Book 04, Chapter 07 handles as a time-bound exclusion group with an owner and an expiry. The help desk never adds a user to an exclusion group.
1. Many users blocked at once is a backout trigger for the policy’s owner, not a help desk fix: escalate to identity engineering, who apply Book 04’s rollback (report-only first).
Evidence: the ticket with the error code, the policy named and the routing; any exception request and its decision.
[bookmark: _Toc00001377]The help-desk simulation
A runbook proves itself only when someone tries to break it. The simulation is how the program tests, before an attacker does, that each recovery is authorized as designed and leaves the audit record it should. It supports CA-2 (control assessments) and IR-3 (incident response testing) as evidence. Run it quarterly as a tabletop against the production procedure, and in a test tenant before any change to a runbook goes to ring 1.

	#
	Scenario
	What the tester does
	Pass when
	Evidence

	1
	Pretext call
	Calls as a named employee, urgent, with correct public details, asking for an authenticator reset
	The technician refuses to act without re-proofing and routes to the supervisor
	Call record; ticket shows refusal and routing

	2
	Lost passkey
	A test user reports a lost security key
	Runbook 1 completes; the old key is gone; the user registers a new one
	Audit entries; method list

	3
	Admin target
	The same request for a test user who holds a directory role
	The target check stops the technician and the ticket routes to Tier 0
	Ticket routing; no audit entry from the help desk

	4
	Recovery key to the wrong person
	A tester who isn’t the registered user asks for a BitLocker key
	Refused and escalated; no KeyManagement read
	Ticket; absence of the audit entry

	5
	Emergency account drill
	Custodians sign in with an emergency account on the drill calendar
	The alert fires within the rule’s window; the drill is closed as such
	Alert; incident record; drill record

	6
	Conditional Access block
	A test user on a noncompliant device signs in
	The technician names code 53000, routes to device support and doesn’t touch the policy
	Ticket with code and routing

	7
	Unmatched action
	Identity engineering performs a method reset with no ticket, in the test tenant
	The SIEM rule raises the unmatched-action alert
	Alert record



CISA’s advisory on the Scattered Spider group describes exactly scenario 1, help desk staff called by actors posing as employees, and recommends training against it;17 Book 16 carries the training. Each run is kept as a test record (scenario, expected and observed result, date, tester) and feeds the monthly harness review in Chapter 12.
[bookmark: _Toc00001378]Key takeaways
· Every recovery runbook opens with re-proofing and the target check and closes with joined evidence and a second-channel notice.
· The help desk executes the ordinary recoveries; it never acts on an emergency access account, a privileged account or a Conditional Access policy.
· A disclosed BitLocker key is a spent key, and a missing one is a device finding.
· The quarterly simulation, including a pretext call, is the evidence that the runbooks work.
[bookmark: _Toc00001379]Notes
1. National Institute of Standards and Technology, SP 800-63B-4, Digital Identity Guidelines: Authentication and Authenticator Management, July 2025, section 4.2, “Account Recovery,” https://pages.nist.gov/800-63-4/sp800-63b.html (accessed Oct 21, 2026, as cited in Chapter 04).
1. Microsoft Learn, “What’s new in Microsoft Entra Verified ID,” September 2025 (“Entra Verified ID is supported on Microsoft GCC environments … GCC only and not GCC High”), https://learn.microsoft.com/entra/verified-id/whats-new; and “Account recovery overview,” https://learn.microsoft.com/entra/identity/authentication/concept-account-recovery-overview (both accessed Nov 9, 2026, as cited in Chapter 04).
1. Microsoft Learn, “Microsoft Entra feature availability,” table “Microsoft Entra ID,” rows “Passwordless (Windows Hello for Business, Microsoft Authenticator, FIDO2 security key integrations)” and “Certificate-based authentication,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (accessed Nov 11, 2026). GCC tenants use Microsoft Entra ID in the commercial cloud (Book 10, Chapter 05).
1. Microsoft Learn, “Create temporaryAccessPassMethod” (Microsoft Graph v1.0; national clouds: global, US Government L4 and L5; built-in roles Authentication Administrator and Privileged Authentication Administrator; one usable pass per user), https://learn.microsoft.com/graph/api/authentication-post-temporaryaccesspassmethods (accessed Nov 11, 2026).
1. Microsoft Learn, “Delete fido2AuthenticationMethod” (Microsoft Graph v1.0; national clouds: global, US Government L4 and L5; built-in roles Authentication Administrator and Privileged Authentication Administrator; PowerShell Remove-MgUserAuthenticationFido2Method), https://learn.microsoft.com/graph/api/fido2authenticationmethod-delete (accessed Nov 11, 2026).
1. Microsoft Learn, “retire action” (Intune, Microsoft Graph v1.0; national clouds: global, US Government L4 and L5; permission DeviceManagementManagedDevices.PrivilegedOperations.All; an active Intune license is required), https://learn.microsoft.com/graph/api/intune-devices-manageddevice-retire; and “Microsoft.Graph.DeviceManagement.Actions” (Clear-MgDeviceManagementManagedDevice, wipe; Invoke-MgRetireDeviceManagementManagedDevice, retire), https://learn.microsoft.com/powershell/module/microsoft.graph.devicemanagement.actions/ (both accessed Nov 11, 2026).
1. Microsoft Learn, “Manage device identities using the Microsoft Entra admin center,” section “View or copy BitLocker keys” (roles; device owner; Show Recovery Key writes an audit entry in the KeyManagement category), https://learn.microsoft.com/entra/identity/devices/manage-device-identities#view-or-copy-bitlocker-keys (accessed Nov 11, 2026).
1. Microsoft Learn, “PIN reset” (destructive and nondestructive PIN reset; requirements; dsregcmd /status and the CanReset value), https://learn.microsoft.com/windows/security/identity-protection/hello-for-business/pin-reset (accessed Nov 11, 2026).
1. Microsoft Learn, “Configure Temporary Access Pass to register passwordless authentication methods,” section “Use a Temporary Access Pass” (10 minutes to register with a single-use pass; Windows device setup with a pass; users replacing lost credentials should remove the old methods), https://learn.microsoft.com/entra/identity/authentication/howto-authentication-temporary-access-pass (accessed Nov 11, 2026).
1. Microsoft Learn, “Common questions about Windows Hello for Business,” “How do I delete a Windows Hello for Business container on a device?” (certutil.exe -deleteHelloContainer; on recent Windows 11 it also clears passkeys stored on the device), https://learn.microsoft.com/windows/security/identity-protection/hello-for-business/faq (accessed Nov 11, 2026).
1. Microsoft Learn, “Remove-MgUserAuthenticationWindowsHelloForBusinessMethod” (deletes a windowsHelloForBusinessAuthenticationMethod; delegated permissions include UserAuthMethod-WindowsHello.ReadWrite.All), https://learn.microsoft.com/powershell/module/microsoft.graph.identity.signins/remove-mguserauthenticationwindowshelloforbusinessmethod (accessed Nov 11, 2026).
1. Microsoft Learn, “Get-MgInformationProtectionBitlockerRecoveryKey” (the key is returned only when selected, which triggers an audit entry), https://learn.microsoft.com/powershell/module/microsoft.graph.identity.signins/get-mginformationprotectionbitlockerrecoverykey; and “BitLocker recovery process,” section “Helpdesk recovery,” https://learn.microsoft.com/windows/security/operating-system-security/data-protection/bitlocker/recovery-process#helpdesk-recovery (both accessed Nov 11, 2026).
1. Microsoft Learn, “Encrypt Windows devices with BitLocker using Intune,” section “Monitor and manage BitLocker” (encryption report; recovery keys in the Intune admin center; a maximum of 200 keys per device, after which silent encryption fails), https://learn.microsoft.com/intune/device-configuration/endpoint-security/encrypt-bitlocker-windows#monitor-and-manage-bitlocker (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID,” sections “Security guardrails summary,” “Monitor sign-in and audit logs” (sample SigninLogs queries; post-mortem review) and “Validate accounts regularly” (at least every 90 days), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Nov 11, 2026).
1. Microsoft Learn, “Security operations for privileged accounts in Microsoft Entra ID,” section “Emergency access accounts” (high-priority alert on sign-in, password change, permission or role change, and credential or authentication method change), https://learn.microsoft.com/entra/architecture/security-operations-privileged-accounts (accessed Nov 11, 2026).
1. Microsoft Learn, “Troubleshoot sign-in problems with Conditional Access,” sections “Microsoft Entra sign-in events” and “Common Conditional Access error codes,” https://learn.microsoft.com/entra/identity/conditional-access/troubleshoot-conditional-access (accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, AA23-320A, Scattered Spider, November 16, 2023 (updated July 29, 2025), https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a (accessed Oct 21, 2026, as cited in Chapter 04).
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rId348.png
(An administrator wants to connect a third-party service j

~

AUTHORIZATION VERDICT

Whether the service may hold
the data?

 FedRAMP Marketplace status recorded
« Before any configuration
« Re-checked on a cadence

CONSENT BASELINE

Who may approve?

< Only administrators register apps
« Only administrators consent

< Admin consent workflow configured
T

1
1 without a verdict

¥

Consent alone

Egﬁ%g'r‘fc" passes and data still leaves the Integration proceeds through the catalog

Both answered
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rId43.png
(A request )
| From a user, a manager or an HR event )
(WHERE DOES IT GO? A
Service management platform
\Triaged by the authority it needs, routed to a pipeline, tracked )
(WHO MAY SAY YES? A
Identity governance tool
\ The approver the control requires; never the requester )
/ S a
Entra ID executes Admin consent
An integration action where one exists Approved only by the identity governance
otherwise the help desk, under a just-in-time role, for the residual step authority; never the help desk

?

WHAT PROVES IT HAPPENED?
The closed ticket
Approval, elevation, change and a check that it took
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rId482.png
Each surface reports what it sees

GRAPH

RESOURCE GRAPH, CONNECTOR DISCOVERY, MID SERVER
:glcrosoft 365 and Entra Azure on premises and hybrid
: : Subscriptions, VMs, storage, Servers, network devices,
g;ers, gIoUpSdevicesRolicy key vaults Arc-enabled servers
jects
populate
WORKFLOW PROJECTION
CMDB

Cls and relationships that tickets, changes and
findings route to

v

’ .
, 7 exception
’
vy 3

reconcile every
pass

DOESN'T MATCH OWNS IDENTITY

Reconciliation exception queue Naming plane (IPAM and DDI)

Shadow asset or naming-plane gap; fixed

upstream One authoritative name or address per asset
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rId489.png
/CONNECTOR OR DISCOVERY A
Incoming record

\A cloud resource ID, a hostname, an address, a time observed

(PLATFORM A
Identify and reconcile attributes

Identification rules find the ClI; reconciliation rules decide which source may

\Wflte each attribute Y,

|

(PROGRAM PASS A
Match to the naming plane
Authoritative name or address first; cloud resource ID second, hever the

\[everse )
not authorized,
match authorized unrecorded
Bound CI Shadow asset Naming-plane gap
Carries the authoritative identity; Nobody approved it; a CM-8

trusted for routing finding Fix in IPAM, never in the CMDB
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rId530.png
1-TEST

Native tool reads

ScubaGear, Graph, Azure Policy, Defender for Cloud

/ N
AY
\
2-DETECT \
\

Compare to baseline

A difference is a candidate finding

1
1
1
1
1
1
3. RAISE : a I
. xception !
Typed task in ITSM . 5 ot evele
. B N B A request with an approver and an 1 Y
Against the CMDB item, with control, severity, due expiry .
date X
\ 1
1
4- ACTUATE :
Change on the native surface .
ITSM never writes the setting !

\ ’
.
5-CLOSE

Re-test, then record

Task, approval and re-test become one evidence
record
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rId544.png
(ROUTE1
Vendor connector

+ Defender for Cloud to ServiceNow:
incident, change or problem

* GAin Azure; notin Azure Government
* Syncs every 24 hours

Native results

* ScubaGear JSON
* Graph reads

« Azure Policy states

« Defender for Cloud
assessments

(ROUTE 2
Platform import

* ServiceNow Configuration Compliance
imports Defender test resuits

* Matches them to CMDB records

. Imports results; doesn't calculate them

ROUTE 3
Program collector

< Read-only service identity

« Resource Graph, Graph, ScubaGear
output

§ Writes evidence-contract records

One task per finding

Against the CMDB item: control,
owner, due date, exception link;
closes on a re-test
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rId624.png
("AWS - provider-operated N (VMware - agency-operated
/Provider-published tests ) /Agency-run tests
« config conformance packs « configuration Profiles compliance
« Security Hub CSPM controls « Lifecycle Manager image compliance
< Patch Manager compliance « Security Posture Management
\The agency owns the follow-through ) \ CIS ESXi benchmark checks
T T
1 1
v
(Audit Manager h Nathing | - 1
9 Nothing inherited
\g'cf’vsgféﬁ% r;%v&/;;ﬁttomers since April 30, 2026; no )  The agency produces every piece of eviaence
N\ J N~

One evidence-contract record per finding

Asset identity from the CMDB plus time of observation; opens one typed task in the ITSM
platform
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rId641.png
(Microsoft 365 and Azure
ScubaGear JSON, Azure Policy states
\ Yy ~ No CMDB match
(AWS ~N Map and normalize _,\Raised as an inventory finding
conformance pack resuits, Security + Platform ID to CMDB asset_id -
\ Hub CSPM findings (ASFF) ) « Evaluation time to observed_at One evidence record
source, surface, control, state,
P \/' verdict, observed_at, disposition;
VMware opens or updates one task
Profile and image compliance, posture
CSV, Inspec JSON

. J
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rId718.png
SETS REQUIREMENTS ALONE ACCEPTS RISK OWNS THE SYSTEM

CISO Authorizing official System owner and
Identity verification, Open-ended exceptions, ISso

control requirements, L4 classes, significant Remediation decisions,
acting playbooks change change impact, evidence

! 1
requirements I risk only , acknoglsedges
! 1

CM-3 CHANGE ELEMENT

BUILDS THE FRONT DOOR .
Change advisory
ITSM platform team board

Catalog items, Authorizes normal and

workflows, approval emergency changes;

rules, integrations reviews standard-change
models

KEEPS THE INVENTORY
CMDB owner

Cl classes, owners,
reconciliation queue,
health

v
.

authorized 2" ¢l owners

7’
changes |

routed
tickets

EXECUTES, NEVER SELF-APPROVES OWHNRUNEOOKS

. . Identity operations
Service desk lines and platform
First-line intake and owners
triage; second-line cloud . .
services Design, escalapons,

¥ change execution

1
, reset alerts

1
WATCHES THE ACTIONS

Security operations

Alerts on resets and
grants; incident response
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rId735.png
/SERVICE DESK, FIRST LINE
Intake and triage

Classify by required authority; verify identity to the CISO's procedure
Catalog item owned by the platform owner; built by the ITSM platform team

-

) I

(THE APPROVER THE AUTHORITY NAMES
Approve

Supervisor or manager, application owner, IGO, or the CAB
Approval rule set by the control owner, never by the executor

) I

(AUTOMATION FIRST, THEN CLOUD SERVICES OR THE PLATFORM OWNER
Execute

Just-in-time role, against the approved ticket
Runbook owned by the platform owner

/

- I

(CMDB OWNER
Record against the CI

\Change, owner and time on one bound configuration item

/SYSTEM OWNER AND ISSO
Close with evidence

\Re-read confirms the result; the record joins the evidence chain
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rId759.png
INPUT

The day-two task stream

Remediation tasks, catalog requests, closures with their proof

(STEP1
Map

Each control knows which tests evidence it, from the
\autnoritative control map

J
(STEP2-CA-2 A
Test
scheduled test reads actioned posture and attaches
the evidence it read
G i J
: re-test on cadence
1
(STEP3-CA-5 A
Gap
Fail or partial becomes an owned POA&M item linked
to the task that closes it
o J
(STEP4-CA-7 A
Emit
| Assessed state and POA&M exported as OSCAL )

|

ONLY WHERE NO SYSTEM CAN SEE
Human attestation

Policy approval, contract clause,
physical inspection

Authorization package
Read by the authorizing official
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rId778.png
Platform mechanisms ITSM workflow record Native posture engines

: : : Tests, approvals, POA&M items, Microsoft 365, Azure, AWS,
Baselines, detections, key rotation eostios VMware
(" Y (Telemetry-completeness
Collect EL5E
. . . Chapter 12: a silent source raises
| Each source writes evidence-contract records to the in-boundary log store - analert
(2 R\
Correlate
\Joined on authoritative asset identity plus time )
(3 R\
Bind
\Each record tied to its control and evidence category )
(a-ca7 A
Emit
| OSCAL assessment plan, results and POA&M regenerated on a schedule )





rId778.svg
 
 
 
 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 



rId819.png
(DAILY
Probe and route

« Sync and service-health probe
« Telemetry-completeness check
 Catalog tasks closed with proof

§ Log review findings into the queue

(WEEKLY
Test the detectors

« Detection-efficacy replay
 Vulnerability finding freshness
« Reconcile-exception queue

§ Human-only closures reviewed

(MONTHLY

Regenerate and review

* Assessment results and POA&M
< Baseline conformance re-check
« Tier 0 privileged access review

§ Harness results reviewed

(QUARTERLY

Step back

Other privileged access reviews

* Custom role records

< Trend and evidence-quality review
« Known-bad library refreshed

/Every step emits evidence

\one evidence-contract record per run, bound to its control (Chapter 11)
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rId82.png
(Go-live

\The estate is assessed and the package is true

(Runby hand / h (Run by automation )
I ; ; N
Portal clicks on emailed e N
requests Typed requests
| Unaer standing admin ) | Each routed by the authority it needs )
]
(No record the control N\ || (Gate, role, action )
recognizes R
. Approval, just-in-time role,
\No approval, no Clofng check ) \mtegratlon action )
(Evidence assembled h — v ~
before the audit Closing check and record
Screenshots and exports; ages until Emitted to the evidence pipeline
 the next cycle ) S )

- J
~( findings continuous evidence
N,
'\

Authorizing official and continuous monitoring

CA-7: ongoing assessment, analysis, response and reporting
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rId844.png
UNDER TEST
The automation

Log sources, detection rules, laC pipelines, ITSM flows, the evidence pipeline

— /LN

Telemetry Detection efficacy | (Deploy smoke tests gggzl\;gskrf?c;\?vhfecsﬁs
(SIS B Fires when a replayed Fail the pipeline when a
Fires when a source is silent known-bad event raises no deploy doesn't close its ftlvgl\zltsptaessttg%c%ncnlauon;
past its freshness limit alert control non-production
.« CcA7 .« CA2-SI-4 ) a2 \ > GG
5 '\ / N /Assessment evidence
Silent failure becomes loud
High-severity alert o a failed pipeline Every harness result emits to the evidence

/| contract
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