Chapter
Book 16 — People: Training & Education
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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
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[bookmark: _Toc00000626]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s training and education pages, the end-user training guide, and the Federal Compliance series’ training and certification volume (its overview, compliance track, implementation track, assessment and certification, and vendor training and lab environments). Every external claim was checked against a primary source, starting October 21, 2026, and carries a note with its date. The replaced pages are kept in the repository’s archive/b16-people/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 15 narrated): for the CIO, HR leadership, CISO and training leads: who now decides what, training before cutover, the federal workforce rules, role tracks and certification, help desk readiness, waves that move on readiness and keeping knowledge when contracts change, with each decision’s owner and timing, on the Presentations page.
Every book before this one changes what people do. The help desk verifies before it resets. Owners approve access instead of inheriting it. Stewards keep the record, ISSOs assemble evidence, engineers build to a baseline, and users sign in with a PIV card, a passkey or Windows Hello instead of a password and a push prompt. Tools enforce the new model, but people run it, and a program that trains last pays twice: once for the training and once for the rework, the tickets and the exceptions that untrained staff create. Book 16 treats training as part of the program, not an afterthought. It sets out what federal rules actually require: FISMA’s duty to have trained staff, OPM’s 5 CFR 930.301 and the training evaluation rules in Part 410, the NICE Framework’s work roles and federal cybersecurity workforce coding. It then lays out two tracks, compliance and implementation, mapped module by module to the books that teach them, and assessments that test whether people can do the work, not just whether they finished a course. Vendor training and safe labs come next, along with end-user training timed to each migration wave and the people who own readiness. Readiness is measured and evidenced at each of the program’s gates.
[bookmark: _Toc00000627]Why, what, who, how
	
	Question
	Chapters

	Why
	Why do people, not tools, close the gap, and what do federal workforce rules require?
	01, 02

	What
	The compliance and implementation tracks, assessment and certification, vendor training and labs, and end-user training
	03, 04, 05, 06, 07

	Who
	Who owns workforce readiness
	08

	How
	Build and run the curriculum with the program’s phases and gates, and measure readiness
	09, 10


Appendix: A — The curriculum map: role, book and track
[bookmark: _Toc00000628]Reading paths
· Executives and sponsors (20 minutes): Chapters 01, 08 and 10, or the 15-minute presentation.
· Training and workforce leads: Chapters 02, 09 and 10, with Appendix A.
· ISSOs, assessors and compliance staff: Chapters 03 and 05.
· Engineers and administrators: Chapters 04 and 06.
· Communications and service desk leads: Chapter 07.
[bookmark: _Toc00000629]Where this book sits in the workbook
This is Book 16 of the Federal Modernization Workbook. The training controls and their evidence (AT-2, AT-3, AT-4, IR-2, CP-3) are in Book 14, Chapter 09; the roles people are trained for are in Book 00, Book 01, Book 13, Book 14 and Book 15; and the phases and gates training aligns to are in Book 01, Chapter 12. Book 17, AI Identity Governance, applies the same discipline to AI agents and their owners.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000630]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 16: fix confirmed crosswalk errors (#407); Apply the open-choice decisions: text, plans, training, reference, register (#416); Book 16: fix 24 inconsistency findings (gates, owners, ladder, counts, citations) (#437); Decisions fix pass for Books 13 to 19: Book 18 gates and roles, Db2 spelling, Book 15 approvers, Book 16 criteria, Book 17 roles, Book 13 drift mapping (#456); Decks: match Books 04, 16 and 18 pages after the Nov 7 decisions passes (#460); Re-render five videos after the #460 deck wording changes (#461); and 4 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Section 508: accessibility gates in Books 18 and 16, notes in Books 04 and 15 (#314)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269)

	1.0
	2026.10
	2026-10-31
	First edition (14 merged changes since the book began)


[bookmark: _Toc00000631]Chapter 01 — People, Not Tools, Close the Gap
Every control the earlier books configure is enforced by a tool but kept by a person, so the modernization is finished only when the people who run the estate do their jobs the new way.
[bookmark: _Toc00000632]In this chapter
The argument for the whole book. It lists what each earlier book changes in someone’s daily work, from the help desk to the authorizing official, and separates what tools enforce from what only people can decide. It then sets out the program’s design for teaching it: education that builds the mental model first, then training by role. It explains why training scheduled after cutover is paid for twice. And it makes training part of the readiness check at every gate from G0 to G5.
A Conditional Access policy can require phishing-resistant sign-in for every user. It can’t decide what happens when a caller tells the help desk that their security key is lost, they’re traveling, and they need to sign in now. An entitlement review can list every person with access to a system. It can’t make the application owner read the list before approving it. A drift check can find that a server has left its baseline. It can’t tell the change board whether the exception that caused it was ever approved. In each case the tool enforces a rule. A person then decides whether the rule still means anything.
That is the gap this book is about. The books before it describe a modernized estate: identity mastered from HR, access granted by policy and approved by owners, devices managed from the cloud, certificates issued by a governed authority, DNS run as a control plane, telemetry joined on one key, and every control backed by proof. Each of those designs works only if the people around it change what they do. Tools close the technical gap between the old estate and the target. People close the operational gap between the target as configured and the target as it’s run every day after cutover.
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Every earlier book changes someone’s work; the tools enforce the new rules, but people make the decisions the rules depend on, and training is how those people learn the new decisions before they have to make them.
[bookmark: _Toc00000633]What each book changes in people’s work
The workbook’s books are organized around technology, but each one moves a decision from one person to another, or from a habit to a rule. The table lists the main change in each book. It is the starting point for the curriculum in this book: every row is someone who needs to learn something before their part of the estate moves. Appendix A maps each row to a training track.
	Book
	Whose work changes
	What they do differently

	Book 00, Orientation & Program
	Executive sponsor, steward, program team
	Run the program through named decision rights, phases and gates instead of a project plan owned by one team

	Book 01, The Transformation Arc
	Program leadership, workstream leads
	Sequence five workstreams through six gates and treat each gate as a readiness decision, not a date

	Book 02, Identity & Directory
	Domain administrators, identity engineers
	Delegate through administrative units and scoped roles instead of organizational units and domain-wide rights

	Book 03, HR-Driven Identity
	HR staff, contractor sponsors, identity engineers
	HR keeps personnel data correct at the source, because accounts are now created, changed and disabled from it

	Book 04, Access & Privilege
	Administrators, application owners, the help desk
	Administrators activate roles just in time; owners approve access; the help desk executes approved tickets and never decides

	Book 05, Devices & Endpoints
	Endpoint engineers, server teams, the help desk, end users
	Manage workstations in Intune and servers through Azure Arc; users enroll and reset devices instead of waiting for a domain join

	Book 06, Data Platform
	Database administrators, application developers
	Grant database access to Entra ID principals and groups, and remove Windows-authentication and NTLM dependencies application by application

	Book 07, PKI & Certificates
	PKI operators, endpoint and identity teams
	Issue certificates from governed profiles, track renewal ownership per certificate class, and separate who decides what a CA issues from who operates it

	Book 08, DNS, DHCP & IPAM
	DNS, network and directory teams
	Change DNS records through an approval path on one policy plane instead of editing zones on domain controllers

	Book 09, Network & Transport
	Network engineers, field-office staff, the boundary owner
	Name an owner for each transport step and file boundary changes before a cutover, not after

	Book 10, Cloud Boundary & Landing Zone
	Platform team, authorizing official, cloud owners
	Check a feature against the authorization boundary before adopting it, and document every equivalent and exception

	Book 11, Zero Trust & Assessment
	Pillar owners, the Zero Trust posture owner
	Close known gaps before running an assessment, and read its output as evidence to act on, not a score

	Book 12, Security Operations & Telemetry
	SOC analysts, detection engineers, log owners
	Own each detection and playbook by name, and decide collection and retention as risk decisions

	Book 13, Governance, Drift & Evidence
	Stewards, the program office, system owners, the CISO, exception owners, the governance board
	Keep one authoritative record, review drift on a cadence, and accept exceptions only by a named, dated decision

	Book 14, Federal Compliance & Authorization
	ISSOs, system owners, control assessors, the authorizing official
	Assemble evidence from the systems that produce it, so an assessor can re-derive it, instead of collecting screenshots before each assessment

	Book 15, Compliance Automation & Day-2 Operations
	The help desk, cloud services, approvers
	Verify identity before every reset or recovery, work inside a written authority model, and route each request to the person who may approve it


Two patterns run through the table. First, almost every row splits a job that one person used to do into deciding and doing. The domain administrator who could change anything becomes an identity engineer who executes approved changes. The help desk technician who reset whatever was asked becomes an operator who verifies, executes and escalates. Splitting the job is the control. It also means two people now need to know the procedure where one used to. Second, many rows move a decision to people who aren’t in IT at all: HR staff, application owners, contracting officer’s representatives, records officers. They didn’t sign up for an identity program, and they won’t read its runbooks. They need short, specific training on the one decision that is now theirs.
[bookmark: _Toc00000634]Tools enforce; people decide
Every “who” chapter in the earlier books makes the same distinction: decision rights and work are different things. Book 04, Chapter 06 builds the help desk’s authority boundary on it. Book 13, Chapter 09 builds governance on it: a governance platform can detect every drift and still decay, because the platform can’t decide anything. Book 14, Chapter 10 shows the Risk Management Framework doing the same, with a named role for every task.
The program’s position, as design, is that the technology in this workbook moves the risk from configuration to judgment. In the old estate much of the risk sat in settings: a permissive Group Policy Object, a domain admin group with forty members, a service account that never expired. The target estate removes most of those settings, and what is left is a smaller number of human decisions that carry more weight:
· whether a caller is who they say they are;
· whether an access request is justified;
· whether a drift finding is fixed, accepted or escalated;
· whether an exception is still needed when it comes up for renewal;
· whether the evidence for a control is complete before it goes to the authorizing official.
Each of those decisions is made by a person, usually under time pressure, and usually by someone who learned the job in the old estate. A person who doesn’t know the new rule will fall back on the old habit, and the old habit is what the modernization was meant to remove. In Book 13’s terms, an untrained person is a source of drift that no drift check can see until after the fact.
[bookmark: _Toc00000635]Education before training
The program separates two kinds of learning, as design (Book 00, Chapter 04, Principle 13).
Education builds the mental model. It is for everyone who will work in or around the program, before they learn any tool. It teaches six ideas in order, because each one depends on the one before:
1. Governance is a system that runs continuously, not a report or a checklist.
1. Identity is the starting point. Every device, application, permission and record attaches to an identity.
1. One map of the environment replaces many inventories. The discovery tools produce one picture, not a pile of spreadsheets.
1. Every derived record names its source and version, so anyone can trace it back.
1. Modernization is a lifecycle that runs under change control, not a project that ends.
1. Drift is the feedback signal. The system reports when reality has moved away from the authoritative record, ranked by what matters most.
Someone who holds those six ideas understands why the help desk now asks for verification, why a role must be activated instead of held, and why a screenshot isn’t evidence. Someone who doesn’t will experience each new rule as friction. Chapter 09 covers the formats: a facilitated walkthrough for program kickoff, a self-paced written path for people who can’t attend, and a short briefing for auditors on traceability and drift.
Training teaches the job. It is by role, and it comes after education. The program’s design has two broad audiences. One is the people who change the authoritative record: engineers, stewards and the people who maintain the program’s own documents and checks. They need to land a reviewed change with valid metadata and passing checks. The other is the people who run and read the tools: operators, the help desk, ISSOs and assessors. They need to run discovery and drift checks against their own environment, interpret the results, and trace every output to its source. Within those audiences the book builds four tracks: a compliance track for people who evidence controls (Chapter 03), an implementation track for people who build the systems (Chapter 04), vendor training and labs for the product skills underneath (Chapter 06), and end-user training for everyone who signs in (Chapter 07). Chapter 05 covers how the program checks that the training worked.
[bookmark: _Toc00000636]Why training last costs twice
Many modernization programs schedule training at the end: build the target, migrate the users, then train. The program’s observation is that this is paid for twice.
The first payment comes at cutover. Users who haven’t been taught the new sign-in call the help desk. A help desk that hasn’t been taught the new verification procedure either refuses legitimate callers or resets accounts without the checks that were supposed to stop impersonation. Administrators who haven’t practiced just-in-time activation ask for standing roles “until things settle.” Each of those workarounds is a small exception, and exceptions granted under pressure during a wave tend to stay. Book 00, Chapter 09 lists user resistance and help desk spikes among the rollout risks, with training as the mitigation and pausing the wave as the response.
The second payment comes afterward. The workarounds have to be found and removed, the people who made them have to be retrained, and the habits they formed in the first weeks have to be unlearned. Unlearning is slower than learning. Meanwhile, the evidence for the training controls has a gap that someone has to explain. Federal requirements already put training before the change, not after it:
· OPM’s rule requires agencies to give new employees security awareness material before they get access, and to provide training “whenever there is a significant change in the agency information system environment or procedures” or when an employee moves into a position that needs role-specific training.1 A modernization that changes how everyone signs in, how devices are managed and how access is approved is that kind of change.
· NIST SP 800-53 asks for literacy training “when required by system changes,” and for role-based training before people get access or perform their duties, and again when system changes require it.2 IR-2 and CP-3 carry the same system-change trigger for incident response and contingency roles.2
· OMB Circular A-130 requires role-based security and privacy training for people with assigned security and privacy roles “before authorizing access” to federal information or systems or before they perform their assigned duties.3
So training last isn’t only more expensive. For the roles the earlier books create or change, it also puts the agency behind requirements it already has. Book 14, Chapter 09 carries those controls and their evidence in full.
[bookmark: _Toc00000637]Training is part of each gate’s readiness
The program’s roadmap moves through six gates, G0 to G5, each with exit criteria an approver checks before the next phase starts (Book 01, Chapter 12). The criteria in that chapter are technical: groups drift-clean, Conditional Access enforced, PCs cloud-joined, domain controllers decommissioned. The program’s design adds a training criterion to each gate, so that a gate can’t pass while the people who will run the next phase are still untrained. The table gives the criterion and the evidence for each one; the master list of criteria is the table in Chapter 08, and where the two differ, that one governs. The roles and contents are the program’s design; Chapter 10 explains how to measure them.
	Gate
	Technical exit (Book 01)
	Training readiness (design)
	Evidence

	G0 — Ready to Plan
	Platform host operational; assessment committed
	Sponsor, steward and core team have had the education walkthrough; the role roster of every person whose work changes is drafted; the training plan names the training lead as its owner
	Attendance record; roster with its source; training plan

	G1 — Foundation Complete
	Groups and administrative units drift-clean; baseline Conditional Access enforced; HR provisioning live for the foundation scope
	Administrators with eligible roles trained on just-in-time activation; help desk trained on the new verification and recovery procedures; platform team members who will change production in Phases 1 and 2 have passed their lab; HR staff trained on the data fields the provisioning feed uses; emergency access procedure rehearsed
	Completion counts per population against the roster; drill record

	G2 — Pilot Clean
	Zero drift for a hold period; retrospective committed
	Pilot division’s users trained before their cutover; help desk staffed and trained for the wave; pilot lessons folded back into the course content
	Completion before each user’s cutover date; content change log

	G3 — Rollout Complete
	Every division through its exit gate
	Each division’s users and department champions trained before their wave; division completion is part of the division’s own exit criteria
	Completion per division, measured before each wave

	G4 — Legacy Quiet
	Legacy GPOs, groups, and DNS zones and certificates other than the AD domain’s own, retired
	Owners of the retired systems trained on their replacements; retired procedures removed from runbooks and courses; incident response and contingency training updated for the changed estate
	Updated runbooks and course versions; IR-2 and CP-3 completion for named plan roles

	G5 — AD Retired
	Domain controllers decommissioned or islanded; evidence packet filed
	Steady-state roles (stewards, the program office, system owners, the CISO, ISSOs, the help desk) trained on the operating cadence; no course still teaches an Active Directory procedure, except the named procedures of a documented Kerberos island, taught only to the staff who run it, until its end date
	Completion for steady-state roles; course inventory review
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Each program gate carries a training check alongside its technical exit criteria, so the people who run the next phase are trained before it starts.
Two rules make the training check work. First, the evidence is measured against a roster, not a headcount. The roster comes from the same sources the earlier books build: the HR-driven identity record, the eligible-role assignments, the system inventory and the incident response and contingency plans (Book 14, Chapter 09). A gate that reports “92 percent trained” without saying 92 percent of which list hasn’t been checked. Second, the training check is a readiness decision like the technical ones. The gate’s approver records any gap as a named, dated exception, and the exception goes to the CISO to approve as a bounded exception, or to the authorizing official to decide as a risk acceptance, under the rule in Book 13, Chapter 09. A wave doesn’t start for users who haven’t been trained, any more than it starts for devices that haven’t been enrolled.
[bookmark: _Toc00000638]Training is also a control, with evidence
Training belongs in the readiness check for a second reason: it is a security control with evidence of its own. The awareness and training family, AT-1 to AT-4, together with IR-2 and CP-3, asks whether the right people have been trained for the roles they hold, and the only thing that proves it is a record. Book 14, Chapter 09 covers those controls one by one and shows how training records become evidence an assessor can re-derive. This book doesn’t repeat that chapter. It takes the people’s view: what to teach, to whom, in what order, and how to tell whether it worked.
One correction to the source material belongs here. It treated FedRAMP’s training indicator, KSI-CED-RAT, as the agency’s own obligation and as the last box in its checklist. The indicator binds cloud service providers, not agencies, as Book 14, Chapter 09 explains. The agency’s own training obligations come from federal law and policy, which Chapter 02 sets out. Training by role also does more than support a control. A-130 requires agencies to “track performance of workforce development training,” and to make sure the workforce that supports their information resources has the knowledge and skills those resources need.3 Readiness at each gate is how the program tracks that performance during the modernization itself.
[bookmark: _Toc00000639]How this book is organized
The book follows the same Why / What / Who / How shape as the others.
· Why. This chapter, and Chapter 02 on what federal workforce law and policy require: FISMA, OPM’s training rule, the NICE Workforce Framework, cybersecurity position coding and OMB A-130.
· What. The two tracks, compliance (Chapter 03) and implementation (Chapter 04), then vendor training and labs (Chapter 06) and end-user training for the modernized estate (Chapter 07), with assessment and certification across all of them (Chapter 05).
· Who. Chapter 08 names who owns workforce readiness: who decides what each role must learn, who delivers it, and who signs for it at each gate.
· How. Chapter 09 covers building and running the curriculum, and Chapter 10 covers measuring readiness and evidencing it.
· Appendix. Appendix A maps each role to the books it needs and the track that teaches them.
The book after this one, Book 17, AI Identity Governance, extends the same question to a new kind of worker: AI agents that act in the estate need identities, owners and rules, and the people who own them need to know what those rules are.
[bookmark: _Toc00000640]What changes, in one table
	Old habit
	What replaces it

	Train after the system is live
	Train each role before its phase starts, as part of the gate

	One annual awareness course as the whole program
	Education first, then role-based tracks, with end-user training timed to each wave

	Technical exit criteria only
	Every gate also checks training readiness against a roster

	“Most people have done the training”
	Completion counts against a stated roster, read before each wave

	The tool is the control
	The tool enforces the rule; a trained person makes the decision the rule depends on

	Training owned by the training office alone
	The training lead owns the curriculum, and each gate’s approver signs for training readiness (Chapter 08)


[bookmark: _Toc00000641]Notes
1. 5 CFR § 930.301, “Information systems security awareness training program,” paragraphs (b) and (d); text checked in the eCFR as of October 1, 2026, https://www.ecfr.gov/api/versioner/v1/full/2026-10-01/title-5.xml?part=930&subpart=C; also at https://www.law.cornell.edu/cfr/text/5/930.301 (both accessed Oct 22, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls AT-2 (item a.2), AT-3 (items a.1 and a.2), IR-2 and CP-3, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control text checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (both accessed Oct 22, 2026).
1. Office of Management and Budget, Circular A-130, Managing Information as a Strategic Resource, July 2016, Main Body §5.c (Leadership and Workforce), items 2 and 3, and Appendix I, §4.h (Awareness and Training), item 5, https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf (accessed Oct 22, 2026).
[bookmark: _Toc00000642]Chapter 02 — What Federal Workforce Rules Require
Federal law asks an agency to know which of its positions do cyber work, to say what that work is in a shared vocabulary, and to train the people in those positions for it; a training program that can’t name the positions it serves can’t show it meets any of those duties.
[bookmark: _Toc00000643]In this chapter
The workforce side of the federal training requirements. It covers what FISMA asks of the agency head and the CIO, what OPM’s rule at 5 CFR 930.301 requires for each audience, and what OMB Circular A-130 adds on competency requirements and workforce planning. It describes the NICE Workforce Framework for Cybersecurity in NIST SP 800-181 Rev. 1 and its current components, and the position coding the Federal Cybersecurity Workforce Assessment Act of 2015 requires, with the record of how well agencies have done it. The Department of Defense’s 8140 program appears at the end as a contrast, with its scope stated. The training controls themselves, AT-1 to AT-4, IR-2 and CP-3, are in Book 14, Chapter 09 and aren’t repeated here.
Book 14, Chapter 09 asks whether the right people were trained and whether the record proves it. This chapter asks the questions that come before that one. Which people does the agency have to identify? How must it describe their work? Who in the agency, and who in government, owns each part? The answers come from four kinds of source: two statutes, an OMB circular, an OPM regulation and its coding guidance, and NIST’s workforce framework. They were written over twenty years by different authors, and they fit together better than their ages suggest.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b16-people/png/ch02-workforce-rule-layers.png]
The workforce requirements in layers: statutes set the duties, OMB and OPM turn them into policy and rules, NIST supplies the vocabulary, and the agency’s role roster and curriculum are where they meet.
[bookmark: _Toc00000644]The sources at a glance
	Source
	Date
	Binds
	What it adds for the workforce

	FISMA, 44 U.S.C. § 3554
	2014
	The agency head, through the CIO
	Trained personnel sufficient to comply; a qualified senior agency information security officer; training for people with significant security responsibilities; awareness training for all users, contractors included

	Federal Cybersecurity Workforce Assessment Act
	December 18, 2015
	Agency heads, OPM, DoD
	Identify every position that does cyber work and assign it a code under the NICE coding structure

	OMB Circular A-130
	July 2016
	Agencies; OPM
	Competency requirements and workforce planning for information resources staff; awareness and role-based training programs

	5 CFR 930.301
	June 14, 2004
	Executive agencies
	A training plan; role-specific training by audience; awareness before access and at least annually; training on significant change

	OPM coding guidance
	January 2017, April 2022
	Agencies (as OPM’s procedures under the Act)
	Three-digit cybersecurity data standard codes on position descriptions, reported to OPM

	NIST SP 800-181 Rev. 1 and the NICE Framework Components
	November 2020; components v2.2.0, April 2026
	Guidance
	The shared vocabulary: tasks, knowledge, skills, competency areas and work roles

	NIST SP 800-50 Rev. 1
	September 2024
	Guidance
	The learning program’s life cycle, with role definitions sent to the NICE Framework (Book 14, Chapter 09)


[bookmark: _Toc00000645]FISMA: trained people, not only trained courses
FISMA’s training duties are usually read as a course requirement. Read as a whole, they’re a staffing requirement. The agency head must “ensure that the agency has trained personnel sufficient to assist the agency in complying” with the law’s requirements, which is a statement about capacity: enough trained people, in the right places, to run the program.1 The head delegates to the CIO the authority to ensure compliance, including “training and overseeing personnel with significant responsibilities for information security.”1 The senior agency information security officer the CIO designates must “possess professional qualifications, including training and experience, required to administer the functions” of the role.1 And the agency’s security program must include awareness training that informs personnel, “including contractors and other users,” of the risks of their activities and their responsibilities under agency policy.1
Two of those duties matter for a modernization. “Sufficient” is measured against the work, and the work changes. The earlier books move privileged access to just-in-time activation, account lifecycle to HR-driven provisioning, device management to Intune and Arc, and evidence to systems that produce it. An agency that had enough trained people for the old estate may not have enough for the new one, especially during the long interim when both run side by side. And “significant responsibilities for information security” isn’t a fixed list. When the help desk takes on identity verification before account recovery (Book 15), or HR staff start mastering the attributes that create accounts (Book 03), those people have taken on security responsibilities they didn’t have before. The program’s design treats both as findings for the training plan, not as side effects.
[bookmark: _Toc00000646]OPM’s rule: an audience for every course
OPM’s rule at 5 CFR 930.301 is the oldest of the sources and the most specific about who needs what. Each executive agency must develop a plan for information systems security awareness and training, identify employees with significant information security responsibilities, and give them role-specific training under NIST standards and guidance.2 The rule then sets out five audiences:
	Audience in 5 CFR 930.301(a)
	Training the rule requires
	Roles in this workbook (program’s mapping)

	(1) All users: “employees, contractors, students, guest researchers, visitors,” and others who need access
	Exposure to security awareness materials at least annually
	Every person who signs in (Chapter 07)

	(2) Executives
	Information security basics, and policy-level training in security planning and management
	Executive sponsor, authorizing official, CIO, chief human capital officer

	(3) Program and functional managers
	Basics; management and implementation training in security planning and system and application security management; and in life cycle management, risk management and contingency planning
	System owners, application owners, workstream leads, supervisors of affected teams

	(4) CIOs, IT security program managers, auditors and other security-oriented personnel, “e.g., system and network administrators, and system/application security officers”
	Basics, and broad training in security planning, system and application security management, life cycle management, risk management and contingency planning
	CISO, ISSOs and ISSMs, control assessors, privileged administrators in identity, endpoint, network, DNS and PKI

	(5) IT function management and operations personnel
	Basics; management and implementation training in security planning and system and application security management; and in life cycle management, risk management and contingency planning
	Engineers and operators in every workstream, the help desk and cloud services, SOC analysts


The rule adds three timing requirements. New employees get awareness material before they get access. Refresher training happens as often as the agency decides, based on the sensitivity of the information people use. And agencies must provide training “whenever there is a significant change in the agency information system environment or procedures or when an employee enters a new position that requires additional role-specific training.”2 Chapter 01 uses that last clause to put training into each gate’s readiness check.
The right-hand column is the program’s mapping, not OPM’s. The rule’s categories predate cloud identity, and some people the earlier books depend on, such as HR staff who master attributes, records officers and contracting officer’s representatives, don’t fit any of rows (2) to (5) neatly. They still fall under row (1), and A-130’s role-based training requirement covers anyone with an assigned security or privacy role.3 The program’s design puts them on the Orientation track in Appendix A, with an orientation check, on top of the all-user modules in Chapter 07. Role-based training beyond that, which Book 14, Chapter 09 expects annually for such roles, is for the agency to add.
The section dates from June 14, 2004, cites the 2002 FISMA as authority, and points to a NIST web address that predates the current site, as Book 14, Chapter 09 records.2 The NIST guidance it sends readers to is now SP 800-50 Rev. 1, and the role definitions are in the NICE Framework.
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A-130’s awareness and training appendix, Appendix I, §4.h, is the part training programs usually cite: mandatory agency-wide awareness and training for all employees and contractors, foundational and advanced training with measures “to test the knowledge level” of users, and role-based training before access or duties.3 Book 14, Chapter 09 carries those seven items. Two other parts of the circular matter more for the workforce view, and they are cited less often.
The main body’s section on leadership and workforce, §5.c, requires agencies to have the chief human capital officer, the CIO, the chief acquisition officer and the senior agency official for privacy develop “a set of competency requirements for information resources staff, including program managers, information security, privacy, and IT leadership positions,” and to maintain a current workforce planning process so the agency can anticipate changing mission requirements, keep skills current “in a rapidly developing IT environment,” and recruit and retain the talent it needs.3 Agencies must make sure the workforce that supports their information resources has “the appropriate knowledge and skills,” evaluate the IT knowledge and skills of the executive-level workforce, and “track performance of workforce development training, including cross-functional training, rotational development and assignments.”3 The privacy official must be involved in the agency’s privacy hiring, training and professional development needs.3
That makes competency requirements a joint job of HR and the CIO, not a training-office product. It also means a modernization program that changes what information resources staff do should feed its new competencies into the agency’s workforce plan. Chapter 08 assigns that to named owners.
The circular’s government-wide section gives OPM the matching duties: to analyze the federal workforce’s IT and information resources management needs on an ongoing basis, identify its training needs, oversee the development of curricula, training methods and priorities, and assess the training of employees in IT disciplines.3
[bookmark: _Toc00000648]The NICE Framework: a shared vocabulary for cyber work
The NICE Workforce Framework for Cybersecurity is NIST’s vocabulary for describing cybersecurity work and the people who do it. Its home in law is the national cybersecurity awareness and education program NIST coordinates, which includes supporting efforts to identify workforce skill gaps, facilitating federal programs for “cybersecurity education, training, and workforce development,” and promoting efforts to forecast the federal government’s future cybersecurity workforce needs.4 The Federal Cybersecurity Workforce Assessment Act ties its coding requirement to that initiative by name.5
The framework and its components
NIST SP 800-181 Rev. 1, published November 2020, is the current framework document. It superseded the 2017 edition and remains final.6 Revision 1 simplified the 2017 model. It dropped the old categories and specialty areas as organizing constructs, folded ability statements into skill statements, and moved the lists of tasks, knowledge, skills and work roles out of the publication into separately maintained, versioned artifacts.6 Its building blocks describe two things. Task statements describe the work, and knowledge and skill statements describe the learner.6 Competencies group those statements into broader areas an organization can assess through tests, lab demonstrations or interviews.6 Work roles are groupings of work someone is responsible or accountable for, made of tasks, and the publication is explicit that “Work Role names are not synonymous with job titles,” nor with occupations: one work role can cover many job titles, and one job can combine several work roles.6
The data elements, the NICE Framework Components, are published separately in the NICE Framework Resource Center.67 The current release is version 2.2.0, published April 28, 2026.89 Its machine-readable file, counted for this chapter, contains five work role categories, 42 work roles, 11 competency areas, and 962 task, 693 knowledge and 556 skill statements.10 The five categories are Oversight and Governance, Design and Development, Implementation and Operation, Protection and Defense, and Investigation.10
Three recent versions explain the current shape.
· Version 2.0.0, March 5, 2025, was a major update that removed two categories, Cyberspace Effects and Cyberspace Intelligence, and their work roles. NIST explained that those roles fall under titles 10 and 50 of the U.S. Code, military and intelligence operations, and that they continue to be maintained in the Department of Defense’s Cyber Workforce Framework. NIST describes the NICE Framework, by contrast, as intended for broad use across government, the private sector and academia.119
· Version 2.1.0, December 3, 2025, revised the Cybercrime Investigation work role and the AI Security competency area.9
· Version 2.2.0, April 28, 2026, added a Cybersecurity Supply Chain Risk Management work role (OG-WRL-017) and published knowledge and skill statements for the Cryptography and DevSecOps competency areas. NIST calls it a minor update with minimal effect on backward compatibility.8
NIST’s current-versions page still lists some companion resources, such as its Cybersecurity Framework crosswalk, against earlier component versions.7 An agency that maps its curriculum to work roles should record which components version it used, because role identifiers and contents change between versions.
The work roles the modernized estate needs
The table lists the NICE work roles that the earlier books’ roles most often correspond to, with the OPM code the v2.2.0 components file assigns to each. The work roles and codes come from NIST’s file.10 The mapping to workbook roles is the program’s design. It is a starting point for the agency’s own mapping, which belongs to HR classification staff and the CIO’s office together, as the next section explains.
	Workbook role
	NICE work role (identifier)
	OPM code
	Where in the workbook

	Identity, endpoint and server administrators
	Systems Administration (IO-WRL-005)
	451
	Books 02, 05

	Network and DNS engineers
	Network Operations (IO-WRL-004)
	441
	Books 08, 09

	Database administrators
	Database Administration (IO-WRL-002)
	421
	Book 06

	Help desk and cloud services
	Technical Support (IO-WRL-007)
	411
	Book 15

	Architects for the target estate
	Cybersecurity Architecture (DD-WRL-001); Enterprise Architecture (DD-WRL-002)
	652; 651
	Books 01, 11

	Developers and pipeline owners
	Secure Software Development (DD-WRL-003)
	621
	Book 14, Chapter 07

	SOC analysts and detection engineers
	Defensive Cybersecurity (PD-WRL-001); Incident Response (PD-WRL-003)
	511; 531
	Book 12

	Vulnerability management staff
	Vulnerability Analysis (PD-WRL-007)
	541
	Book 12

	ISSOs and ISSMs
	Systems Security Management (OG-WRL-014)
	722
	Book 14

	Authorizing officials and their representatives
	Systems Authorization (OG-WRL-013)
	611
	Book 14

	Control assessors
	Security Control Assessment (OG-WRL-012)
	612
	Book 14

	Privacy staff
	Privacy Compliance (OG-WRL-008)
	732
	Book 14, Chapter 08

	Supply chain risk staff
	Cybersecurity Supply Chain Risk Management (OG-WRL-017)
	none listed
	Book 14, Chapter 07

	Program and project managers
	Program Management (OG-WRL-010); Secure Project Management (OG-WRL-011)
	801; 802
	Books 00, 01

	The people who run this book’s curriculum
	Cybersecurity Workforce Management (OG-WRL-003); Cybersecurity Curriculum Development (OG-WRL-004); Cybersecurity Instruction (OG-WRL-005)
	751; 711; 712
	Chapters 08 to 10


Two things the table shows are worth stating. First, the three newest work roles in the file, Cybersecurity Supply Chain Risk Management, Operational Technology Cybersecurity Engineering (DD-WRL-009) and Insider Threat Analysis (PD-WRL-005), carry no OPM code in v2.2.0.10 An agency that codes positions doing that work has to choose an existing code and record why until a code is published. Second, many people the earlier books rely on, such as HR staff, application owners and records officers, don’t hold cyber positions at all. NICE doesn’t describe their work, and it shouldn’t. They still need training for the security decisions they now make, under the awareness and role-based requirements above.
SP 800-50 Rev. 1 makes the same connection from the training side. It says that for people whose IT, cybersecurity or cybersecurity-related responsibilities need more or specific training, the NICE Framework identifies the knowledge and skills needed for the tasks of those work roles, and it recommends the framework as a complementary tool for identifying who needs additional training.12 It also notes that the role-based content of the withdrawn SP 800-16 was carried into either SP 800-50 Rev. 1 or SP 800-181 Rev. 1.12
[bookmark: _Toc00000649]Coding the positions: the Federal Cybersecurity Workforce Assessment Act
The Federal Cybersecurity Workforce Assessment Act of 2015 is Title III of Division N of the Consolidated Appropriations Act, 2016, signed December 18, 2015, and carried as a note to 5 U.S.C. 301.513 It turns the NICE vocabulary into a reporting obligation.
· Identify and code. The head of each agency must identify all positions “that require the performance of cybersecurity or other cyber-related functions” and assign each the corresponding employment code under the NICE initiative.5
· OPM builds the structure. OPM, coordinating with NIST, had 180 days to develop a coding structure, and nine months to establish procedures for identifying all federal civilian positions that require IT, cybersecurity or other cyber-related functions. DoD had 18 months to do the same for noncivilian positions.5
· A baseline report. Within three months of the procedures, each agency had to report the percentage of its IT, cybersecurity and cyber-related personnel who held the appropriate industry-recognized certifications identified under the NICE initiative, the readiness of the others to take certification exams, and a strategy for closing those gaps through training and certification.5
· Agency procedures and assignment. Agencies had three months to set procedures for coding all encumbered and vacant positions, and one year after that to finish assigning codes.5
· Critical needs. Beginning a year after codes were assigned, and annually “through 2022,” each agency had to identify its IT, cybersecurity and cyber-related work roles of critical need and report them to OPM, with OPM issuing guidance on roles with acute and emerging skill shortages.513
· Oversight. GAO was to monitor the implementation of the coding and critical-need sections and report to Congress.5
The annual critical-need reporting ran through 2022 under the Act’s own text.13 The coding requirement has no end date.
How OPM implemented it
OPM’s procedures came in a January 4, 2017 memorandum to agency heads.14 Its instructions are the working rules for coding today:
· Agencies find codes in the Federal Cybersecurity Coding Structure, and the codes are also described in OPM’s Guide to Data Standards.
· CIO staff, managers, and HR and classification staff partner to identify positions and assign codes. CIO staff know where cyber work happens and how to read the work roles; managers know what their positions actually do; HR and classification staff run the process.
· Agencies review encumbered and authorized, funded vacant positions, and annotate the position descriptions with the codes. The codes are three digits, replacing the earlier two-digit codes, and positions with this work “will extend beyond the GS-2210 Information Technology occupational series.”
· Code “000” marks a position with no IT, cybersecurity or cyber-related functions. Codes from 100 to 999 mark positions with substantial functions of that kind. A position can carry up to three codes, most critical first.
· Coded data for encumbered positions goes to OPM’s Enterprise Human Resources Integration data warehouse.
OPM’s April 11, 2022 update added three points.15 The codes align to each NICE work role. Work roles may change in later framework versions, but agencies “may use, or code their positions to, current or previous Work Roles in perpetuity.” And in its audit, GAO directed agencies to give every GS-2210 position a code other than “000,” which OPM notes is not an OPM rule but which GAO considers consistent with the Act’s intent. OPM’s Interpretive Guidance for Cybersecurity Positions, dated October 2018, is still the edition OPM lists for classifying and titling positions with cybersecurity work.16
How well it has worked
GAO’s March 2019 review found the codes unreliable. Twenty-two of the 24 agencies it reviewed had given a non-IT work role code to 15,779 positions in the GS-2210 IT management series, about 19 percent of them. At six agencies it examined more closely, the codes didn’t match the duties in the position descriptions for 63 of 120 sampled positions. Agency officials attributed the errors to miscoding and incomplete validation, and GAO concluded that the inaccuracy weakens the data agencies need for workforce planning.17
What the program does with the codes
The code on a position description is the HR system’s statement of what cyber work a position does. The program’s design uses it in three ways.
1. As a roster input. The role roster behind the training evidence in Book 14, Chapter 09 needs to know who holds a role with significant security responsibilities. Coded positions are one authoritative input, alongside the identity platform’s role assignments and the system inventory. Where the two disagree, for example a person who holds an eligible administrative role in a position coded “000,” the disagreement is a finding for HR and the CIO’s office to resolve together, not something for the training office to settle.
1. As the link to a track. The compliance and implementation tracks (Chapters 03 and 04) name the NICE work roles they serve, so a person who moves into a coded position is due for the matching training on the day they move, as 930.301(d) and AT-3 expect.2
1. As a review trigger. The earlier books change what positions do. Domain administrators become identity engineers who execute approved changes. The help desk takes on identity verification. Developers take on dependency and pipeline decisions. The program’s design asks HR classification staff and the CIO’s office to review the affected position descriptions and their codes when a workstream reaches its gate, the partnership OPM’s memorandum describes.14 Nothing in the sources requires a review at that moment. It is the program’s way of keeping the codes as accurate as the work they describe.
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How a position becomes a training requirement: the position description carries an OPM code, the code points to a NICE work role, the work role’s tasks and skills shape a track, and the role roster tells the program who is due.
[bookmark: _Toc00000650]What the rules don’t require
Three common claims go further than the sources do.
· Certification. None of the civilian sources in this chapter requires a civilian employee to hold a particular industry certification. The Act asked agencies to report the percentage of their cyber workforce who held the certifications identified under the NICE initiative, and their plan for gaps.5 That is a measurement duty. Certifications are a useful form of evidence of competence, and Chapter 05 treats them that way.
· An annual number for everyone. The only “annual” in these sources is 930.301’s floor for awareness material.2 Role-based refresher frequency is the agency’s to set, based on the sensitivity of the information people use.
· NICE as a mandate. SP 800-181 Rev. 1 is guidance, and its own examples of competencies are meant to be used “in part, all together, or not at all,” depending on the organization.6 What is required is coding positions under the NICE initiative’s structure, which the Act and OPM’s procedures make mandatory.514 How the agency uses the framework to design its curriculum is its own choice.
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Agencies and contractors often hear about DoD’s 8140 program, and training vendors often advertise courses against it. It is useful to understand, and it doesn’t apply to civilian agencies.
DoD Directive 8140.01, effective October 5, 2020, implements sections 303 and 304 of the Federal Cybersecurity Workforce Assessment Act for DoD. It establishes the DoD Cyber Workforce Framework as the department’s authoritative reference for identifying, tracking and reporting cyberspace positions and as the foundation for baseline qualifications.18 DoD Manual 8140.03, effective February 15, 2023, sets those qualifications. It applies to DoD components and to all DoD personnel in positions coded to cyberspace work roles, including service members, civilian employees and “personnel who provide contracted services,” and it requires contractors to be fully qualified. It replaced the older DoD 8570.01-M program.19
The manual’s model is a qualification standard per work role and proficiency level. Qualification has a foundational part, met by any one of education, training or a personnel certification, or by documented experience within limits, and a residential part demonstrated on the job. After qualification, people must complete at least 20 hours a year of continuous professional development. Proficiency levels run from basic through intermediate to advanced, and the manual says they need have no connection to rank or grade.19
The contrast with the civilian rules is the point. Civilian agencies must identify and code positions, train people by role, and plan their workforce, but the sources in this chapter set no qualification standard per role. DoD does, for its own workforce and its contractors. A civilian agency can borrow the idea, as program design, by defining what “qualified” means for its highest-risk roles, and Chapter 05 does that for the program’s own tracks. It shouldn’t cite DoD 8140 as its requirement. And when NICE moved the cyberspace effects and intelligence roles into DoD’s framework in 2025, the two frameworks were separated further: civilian agencies code to NICE, and DoD qualifies against its own framework.11
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Chapter 08 assigns workforce readiness in full. The sources assign these parts by name.
	Owner
	Part the sources assign
	Source

	Agency head
	Trained personnel sufficient to comply; identifying and coding cyber positions
	FISMA;1 the Act5

	CIO
	Training and overseeing personnel with significant security responsibilities; competency requirements, with the CHCO, chief acquisition officer and privacy official
	FISMA;1 A-130 §5.c3

	Chief human capital officer
	Competency requirements and workforce planning for information resources staff, with the CIO
	A-130 §5.c3

	Senior agency information security officer (often the CISO)
	Holds qualifications, including training and experience, for the role
	FISMA1

	Senior agency official for privacy
	Involved in privacy hiring, training and professional development needs
	A-130 §5.c3

	HR and classification staff, CIO staff and managers
	Partner to identify positions and assign codes
	OPM 2017 memorandum14

	OPM
	The coding structure and procedures; analyzing federal IT workforce and training needs
	The Act;5 A-130 §6.g3

	NIST
	The NICE Framework and the national cybersecurity education program
	15 U.S.C. 7443;4 SP 800-181 Rev. 16


[bookmark: _Toc00000653]What changes, in one table
	Old habit
	What replaces it

	Training described as a course catalog
	Training described against coded positions and NICE work roles, with the components version recorded

	“Significant security responsibilities” as a fixed list
	The list reviewed whenever a workstream changes what a position does

	Position codes treated as an HR data field
	Codes used as a roster input, with disagreements against role assignments resolved by HR and the CIO’s office

	Competencies written by the training office
	Competency requirements set jointly by the CHCO and CIO, as A-130 asks, and fed into the workforce plan

	“The rules require certification”
	Certification as evidence of competence; DoD’s qualification model borrowed as design where it helps, never cited as a civilian requirement

	OPM’s 2004 audience categories read literally
	The categories mapped to today’s roles, with non-cyber roles covered by awareness and role-based modules
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1. Government Accountability Office, GAO-19-144, Cybersecurity Workforce: Agencies Need to Accurately Categorize Positions to Effectively Identify Critical Staffing Needs, March 12, 2019, https://www.gao.gov/products/gao-19-144 (accessed Oct 22, 2026).
1. Department of Defense, DoD Directive 8140.01, Cyberspace Workforce Management, effective October 5, 2020, purpose statement, https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/814001p.pdf (accessed Oct 22, 2026, through the Internet Archive’s copy of that address because the DoD site didn’t resolve from the research environment).
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[bookmark: _Toc00000655]Chapter 03 — The Compliance Track
A compliance professional who can recite that a control is satisfied hasn’t learned the job; one who can trace it from the mechanism that implements it to the record that proves it has. 
[bookmark: _Toc00000656]In this chapter
The curriculum for the people who read evidence rather than build it: information system security officers and managers, compliance staff, control assessors, and authorizing officials and their designated representatives. It sets out who the track is for, how each module is built, a foundations module on the Risk Management Framework and who owes which proof, eight modules that follow the program’s evidence areas from identity to training, a module on the authorization package, the plan of action and milestones and continuous monitoring, and a capstone. Every module points to the workbook book that teaches its content, mostly Books 10, 12, 13 and 14.
Every book before this one changes what someone does. The compliance track is about the people whose job is to check that the change is real. An information system security officer (ISSO) assembles evidence, an assessor tests it, and an authorizing official decides whether the risk that remains is acceptable. None of them builds the identity platform, the network or the detection rules. All of them have to be able to read what those builds produce, and say whether it proves what the system security plan claims.
The track teaches one skill above the others: tracing. Given a control, the learner should be able to name the mechanism that closes it, the book that built that mechanism, the record the mechanism emits, and where that record sits in the authorization package. Given a record, the learner should be able to work backwards to the control it supports and say whether it is current. A compliance team that can do this in both directions doesn’t need the engineers in the room to defend an assessment, and doesn’t accept a screenshot where a log should be.
This is a curriculum, not a second controls chapter. The awareness and training controls themselves, the federal training requirements and the training record as evidence are in Book 14, Chapter 09. The roles the track trains are defined in Book 14, Chapter 10. The engineers’ counterpart, which builds what this track reads, is Chapter 04.
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The compliance track: a foundations module, eight evidence-area modules, a module on the package and continuous monitoring, and a capstone, each pointing to the book that teaches it.
[bookmark: _Toc00000657]Who the track is for
The track has one body of content and several ways through it. The roles are the federal ones Book 14, Chapter 10 defines; the depth each needs is the program’s design.
	Role
	What the track gives them
	Path

	ISSO and ISSM
	The whole tracing skill, for every evidence area
	All modules and the capstone

	Compliance staff and continuous-monitoring operators
	Reading records against their freshness rules and keeping the package current
	Modules 0, 1 to 8, 9, and the capstone, which covers all eight areas

	Control assessor
	Testing a closure claim without relying on the operator’s word
	All modules; the capstone is assessed, not written

	Authorizing official and designated representative
	Knowing what a sufficient package looks like and which questions to ask of it
	Modules 0 and 9, and a reviewed capstone from their own system

	System owner
	What their system must show and who produces it
	Modules 0 and 9, and the modules for the areas they own

	Privacy and supply chain leads
	The areas their programs depend on
	Modules 0, 6, 8 and 9, with Book 14, Chapters 07 and 08


The NICE Framework gives these roles a common vocabulary. Its current components, version 2.2.0, list Security Control Assessment, Systems Authorization, Systems Security Management, Privacy Compliance, Cybersecurity Policy and Planning and Technology Program Auditing among the work roles in its Oversight and Governance category.1 The program maps the ISSO and ISSM to Systems Security Management, the assessor to Security Control Assessment and the authorizing official’s staff to Systems Authorization. That mapping is the program’s design; an agency should set its own from its position descriptions and the coding rules in Chapter 02.
[bookmark: _Toc00000658]How each module is built
Every module has the same parts, in the same order:
· Prerequisites: the modules, or the knowledge, it assumes.
· Read: the workbook chapters that teach the content, and the book that builds the mechanism.
· Controls: the NIST SP 800-53 Rev. 5 anchor controls for the area. These are the controls the program treats as the area’s spine, not a statement of what any baseline selects; baseline membership is in Book 14, Appendix A.
· Practice: what the learner does with real or lab records.
· Checkpoint: a short artifact that shows the learner can trace from control to evidence and back.
· Outcome: what the learner can do afterwards.
[bookmark: _Toc00000659]Closure claims in training are practice, not findings
Every closure the track asks a learner to trace is a self-assessment until an independent assessment tests it and the authorizing official accepts the result. The track teaches how to trace and evidence a closure claim, never how to assert one as settled. A checkpoint that says “satisfied” without the record and its date fails.
[bookmark: _Toc00000660]Module 0 — Foundations: the framework and who owes which proof
Prerequisites: none. Every other module, in this track and in Chapter 04, assumes this one.
Read: Book 14, Chapters 01 to 03, Book 10, Chapter 03, and Book 13, Chapter 07.
Learn. Four ideas carry the rest of the track.
1. The framework. NIST’s Risk Management Framework has seven steps: Prepare, Categorize, Select, Implement, Assess, Authorize and Monitor.2 SP 800-37 Rev. 2 describes it as a preparatory step and six main steps, and says all seven are essential.3 The learner should be able to place any artifact on that sequence: a categorization belongs to Categorize, a test plan to Assess, a risk acceptance to Authorize, a quarterly review to Monitor.
1. Who owes which proof. A cloud provider proves its service; the agency proves its own system and the controls it keeps; the authorizing official alone accepts the residual risk. FedRAMP’s rules for agencies say so directly: agencies “MUST complete the Authorization to Operate process for federal information systems” that use certified cloud services, and their governance, risk, compliance and inventory tools must be able to produce and ingest machine-readable artifacts.4 A provider’s certification is evidence the agency reuses, not the agency’s decision (Book 14, Chapter 01).
1. Two facts, not one. “Moderate” for an agency system means NIST’s process: FIPS 199 categorization, the FIPS 200 high-water mark, and the SP 800-53B Moderate baseline, tailored. FedRAMP’s 2026 rules certify cloud services in classes instead; FedRAMP’s notice on the designations says “Class C will include the current Moderate baseline,” with Class B for the former Low and LI-SaaS baselines and Class D for High.5 The two sets overlap but aren’t the same, and Book 14, Chapter 03 lists where they diverge. A learner who writes “required at Moderate” without saying which fact they mean hasn’t passed this module.
1. The indicators bind providers. FedRAMP publishes 46 Key Security Indicators in ten themes, from Cybersecurity Education to Service Configuration.6 They are outcomes a provider demonstrates. They aren’t the agency’s obligations, which run through its own authorization and control CA-7 (Book 13, Chapter 11). The agency uses them to read its providers’ evidence and, as a design choice, to structure its own evidence the same way.
The module also walks the federal clock in Book 14, Chapter 02, with one discipline attached: every date the learner cites carries its source and the day it was checked.
Checkpoint: a one-page brief for one real or lab system: its categorization and the baseline it selects; the certified services it relies on and their classes; which controls are inherited, shared and the agency’s own; and the three federal dates that affect it next, each with its source.
Outcome: the learner can say, for any artifact or date, which step of the framework it belongs to and which party owes it.
[bookmark: _Toc00000661]Modules 1 to 8 — the evidence areas
The program organizes a system’s evidence into eight areas, each fed by particular books and anchored on a few controls. The areas are the program’s design, chosen because each has one kind of mechanism and one kind of record. They let a team divide the work and an assessor know where to look. They aren’t a federal structure, and they don’t replace the control-by-control view an assessment uses.

The eight evidence-area modules: where each area is built, its anchor controls, and where the track’s content is taught
	Module
	Evidence area
	Built in
	Anchor controls
	Taught in

	1
	Identity
	Books 02, 03, 04, 06, 07
	IA-2, IA-5, AC-2, AC-6
	Book 12, Ch 03; Book 14, Ch 04

	2
	Addressing and inventory
	Book 08; Book 10, Ch 06
	CM-8
	Book 12, Ch 02

	3
	Network
	Book 09
	SC-7, SC-8, AC-4
	Book 09, Ch 13; Book 12, Ch 12

	4
	Telemetry
	Book 12
	CA-7, SI-4, AU-6, RA-5
	Book 12: Ch 02, 05, 06, 12

	5
	Endpoint
	Book 05; Book 09, Ch 07
	CM-8, IA-3, SI-2
	Book 05, Ch 10; Book 09, Ch 07; Book 12, Ch 07

	6
	Configuration, change and supply chain
	Book 13; Book 15
	CM-2, CM-3, SR family, PM family
	Book 13, Ch 04, 06; Book 14: Ch 05, 07

	7
	Continuity
	Agency continuity program
	CP-2, CP-3, CP-4
	Book 14, Ch 06

	8
	Training
	This book
	AT-2, AT-3, AT-4, IR-2, CP-3
	Book 14, Ch 09; Chapter 10



Each module follows the same pattern: read the book that built the mechanism closely enough to know what it emits, then read the teaching chapter that says what an assessor does with the record. The prerequisite for all eight is Module 0. Modules 1 and 2 come first in practice, because every other area joins its records to an identity or an asset (Book 12, Chapter 02).
Module 1 — Identity
Practice. For one privileged role, trace the whole chain: the approval-gated activation design in Book 04, Chapter 08, the AC-6 enhancement it supports, and the activation and audit records that show it working. Then do the same for one joiner, mover or leaver event from Book 03, Chapter 08, from the HR record to the account change.
The discipline. IA-2 asks the system to uniquely identify and authenticate its users. A configuration export can show that a multifactor policy exists; it can’t show that a particular sign-in was phishing-resistant and evaluated for risk. Only the identity provider that performed the authentication records that, so the evidence for the area is the sign-in and audit record, not the policy definition. A learner who offers a screenshot of the policy page as proof of IA-2 hasn’t passed.
Checkpoint: the privileged-role trace, with the record identifiers and dates.
Outcome: the learner can tell configuration evidence from event evidence and knows which one a control needs.
Module 2 — Addressing and inventory
Practice. Compare the authoritative address inventory from the DDI platform (Book 08) with the device, server and cloud inventories, and explain each difference.
The discipline. The naming and addressing plane is the one every component has to touch to work at all, so the program treats it as the anchor for CM-8 and as the join key the other areas’ records are correlated on. An inventory is authoritative only when it counts managed and unmanaged assets alike. The learner should be able to say what share of observed addresses map to a known, owned asset, and what happens to the rest.
Checkpoint: an inventory evidence statement: what the platform attests, which CM-8 requirements that supports, and the unexplained differences with an owner for each.
Outcome: the learner can judge whether an inventory is complete enough to anchor everything else.
Module 3 — Network
Practice. Take one application-aware path policy and one access policy from Book 09, Chapter 05, and map them to SC-7 and SC-8 with the monitoring signal that shows they stay enforced.
The discipline. A circuit carries traffic; it closes no control. The controls near the network, SC-7, SC-8, AC-4 and SI-4 among them, are closed by the policy and enforcement layer that governs the path, and the customer-owned edge is the agency’s part of SC-7 that no provider’s certification covers (Book 09, Chapter 02). The learner should reject any closure claim that names a circuit or a bandwidth figure as the mechanism.
Checkpoint: the policy-to-control map, with the continuous-monitoring signal for each control.
Outcome: the learner can separate transport from control in a network narrative.
Module 4 — Telemetry
Practice. Follow one known exploited vulnerability through the estate: the scanner finding (Book 12, Chapter 06), the detection and incident, the remediation, and the re-test that closes it, then check the record against the retention period the agency set for AU-11.
The discipline. The telemetry area is evaluable only if every source emits into one evidence contract with the same identity and time keys (Book 12, Chapter 02). The assessor’s skill is following one finding across the seams, from the tool that found it to the tool that fixed it, without losing the thread.
Checkpoint: the end-to-end trace, with timestamps that show each step inside its required window (Book 14, Chapter 02).
Outcome: the learner can test a remediation claim against the clock that governs it.
Module 5 — Endpoint
Practice. Write the endpoint inventory evidence statement for one population of devices or servers: device identity at the port (IA-3), inventory completeness (CM-8) and remediation (SI-2), with the records from Book 05, Chapter 10 and, for the port identity records behind IA-3, Book 09, Chapter 07.
The discipline. Endpoint evidence is the close-it side of the telemetry area’s find-it: one book assesses and prioritizes, another actually remediates, and the evidence for SI-2 is the remediation record, not the scan. The learner should check the inventory against the addressing anchor from Module 2.
Checkpoint: the evidence statement, with the reconciliation against the address inventory.
Outcome: the learner can tell a scan result from proof of remediation.
Module 6 — Configuration, change and supply chain
Practice. Pick one change to a governed system and trace it: the ticket, the approval, the change record, the configuration before and after, and the drift check that confirms the result (Book 13, Chapter 04, Chapter 06). Then read one supplier’s disclosure package against Book 14, Chapter 07.
The discipline. Configuration evidence is a comparison between an intended state and an observed one, at a known time. The program-management controls are the agency-level charter that makes the whole program auditable, and they sit outside every system baseline (Book 14, Chapter 05). The supply chain part of the module follows Book 14, Chapter 07 on what federal policy now asks of software suppliers and what the agency chooses to put in its contracts.
Checkpoint: the change trace, plus a one-paragraph judgment on the supplier package.
Outcome: the learner can show that a change was authorized and that the system still matches what was authorized.
Module 7 — Continuity
Practice. Read one contingency test’s after-action report and map it to CP-4 (Book 14, Chapter 06).
The discipline. Continuity evidence is the test result, not the plan. A CP-2 plan asserts a capability; a CP-4 exercise shows whether it exists. An after-action report with findings and named owners is evidence. A report with no findings is usually evidence that the test wasn’t hard enough, and the learner should say so.
Checkpoint: the CP-4 map, with each finding carried to an owner and, where needed, a plan of action and milestones item.
Outcome: the learner can judge whether a continuity test was real.
Module 8 — Training
Practice. Take one role population and trace it from the role-based training requirement to the training record (Book 14, Chapter 09).
The discipline. The training record is per person, dated and reproducible. A completion percentage on a dashboard doesn’t evidence AT-4 by itself, because the people the percentage hides are the ones the control exists for. The program’s suggested threshold is 95 percent completion per population, with every overdue person in a privileged tier treated as a finding; that number is the program’s design, and the agency sets its own. This module is the one the track both teaches and produces: completing the compliance track creates role-based training records for the people who took it (Chapter 10).
Checkpoint: the trace for one population, with the list of overdue people in privileged roles and what happens to each.
Outcome: the learner can read a training record the way an assessor will.
[bookmark: _Toc00000662]Module 9 — The package, the plan of action and milestones, and continuous monitoring
Prerequisites: Module 0 and at least two evidence-area modules.
Read: Book 14, Chapter 11, Book 10, Chapter 11, Book 13, Chapters 07 and 11, and Book 12, Chapter 12.
Learn. The evidence areas feed one package, and this module teaches how it is assembled and kept current.
· The package and the decision. SP 800-37 Task R-1 assembles the authorization package and submits it to the authorizing official, and Task R-4 is the decision on whether the risk is acceptable.3 The authorizing official’s questions are the module’s syllabus: is every control the baseline selects accounted for, is every claim backed by a record, and is every record current?
· The plan of action and milestones. Task A-6 prepares it from the findings and recommendations in the assessment reports.3 SP 800-37 also says entries “are not necessary when deficiencies are accepted by the authorizing official as residual risk.”3 The program keeps an accepted deficiency in the record anyway, as a governed exception with the acceptance it rests on and the date it expires; that is its design (Book 14, Chapter 11). Learners should also unlearn one habit: an empty plan on a moderate system isn’t a target. It more often means the assessment didn’t look where the findings are.
· Assessment. SP 800-53A Rev. 5 supplies the methodology and procedures for assessing controls; its current release is 5.2.0.7 The learner should be able to read an assessment procedure and say what record would satisfy it.
· Continuous monitoring. SP 800-137 is NIST’s guide to an information security continuous monitoring strategy and program.8 The Monitor step’s tasks give the cadence its purpose: system and environment changes (M-1), ongoing assessments (M-2), ongoing risk response (M-3), authorization package updates (M-4), security and privacy reporting (M-5), ongoing authorization (M-6) and system disposal (M-7).3
· The provider’s half. Certified providers send an Ongoing Certification Report every three months, and agencies “MUST review each Ongoing Certification Report” for changes that affect the risk tolerance in their authorization.9 FedRAMP’s agency-use rules say SHOULD for the same review; the workbook follows the stricter rule.4
· Machine-readable artifacts. OSCAL, NIST’s open format for control information, puts the assessment plan, assessment results and plan of action and milestones in its assessment layer, beside the catalog, profile, system security plan and component definition models.10 The learner doesn’t need to write OSCAL by hand; they need to know which model holds which artifact and how one cites another (Book 14, Chapter 11).
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Tracing one control: the mechanism a book built emits a record, the record joins the evidence contract, an assessment reads it, and the result lands in the package, the plan of action and milestones, or both.
Checkpoint: for one system, a short note that says which artifacts make up its package, where each lives, how fresh each is, and which plan of action and milestones items are open, accepted or overdue.
Outcome: the learner can open a package and say whether the authorizing official is looking at the present or the past.
[bookmark: _Toc00000663]The capstone — a continuous-monitoring narrative for one system
The capstone puts the modules together. For one real or lab system, the learner writes a single document, or annotates a generated assessment-results export, that covers all eight evidence areas. For each area it:
1. names the books whose mechanisms feed it;
1. lists the anchor controls and their current status, with the record behind each;
1. states each record’s date against the freshness rule the agency set for it; and
1. names every gap, stale record or failing result, with its plan of action and milestones item or governed exception.
The document is deliberately the skeleton of a continuous-monitoring narrative that an authorizing official could read. Chapter 05 sets the rubric and the pass mark. Assessors don’t write a capstone; they are certified by assessing one, against the same rubric, and their assessment is compared with a second assessor’s.
[bookmark: _Toc00000664]Order and pairing
Module 0 comes first, and Module 9 after at least two evidence-area modules. Modules 1 and 2 are best taken early because the others join to them; the rest can be taken in any order. Because the capstone covers all eight areas and passes only with every area at level 2 or higher, every capstone candidate takes all eight evidence-area modules; there is no not-applicable option. The program’s suggestion is to pair each evidence-area module with the implementation module that builds the same area (Chapter 04), so that ISSOs and engineers work from the same records. The track is part of each program gate’s readiness: before a gate in Book 01, Chapter 12 passes, the ISSOs for the affected systems should have completed the modules for the areas that gate changes.
[bookmark: _Toc00000665]Outside learning, as examples
The track is built on the workbook, and none of it depends on an outside course. Some public material fits alongside it. These are examples, not endorsements, and Chapter 06 covers vendor training in general.
	Example
	What it is
	Fits with

	NIST RMF introductory courses
	Four free, self-guided online courses on SP 800-37, SP 800-53, SP 800-53A and SP 800-53B, with no registration11
	Modules 0 and 9

	NIST OSCAL tutorials
	Tutorials on catalogs, profiles, component definitions and representing proof of compliance12
	Module 9

	ISC2 Governance, Risk and Compliance (CGRC) certification
	A certification whose domains run from program and system scope through control selection, implementation and assessment to compliance maintenance; it lists two years of required work experience13
	The whole track, for ISSOs and compliance staff

	ISACA Certified Information Systems Auditor (CISA)
	A certification for auditing, monitoring and assessing information systems14
	Assessors


An outside certification can show general competence. It doesn’t show that someone can trace this agency’s controls through this agency’s records, which is what the capstone tests.
[bookmark: _Toc00000666]What changed from the earlier curriculum
The program’s earlier curriculum for this track was written against an internal rule set and needed several corrections:
· It treated FedRAMP’s indicators as the agency’s scorecard. The indicators bind providers. The track now teaches them as the vocabulary for reading provider evidence, and the agency’s own obligations as its authorization and CA-7.
· It used indicator labels FedRAMP doesn’t publish. There is no numbered training indicator; the training indicator is KSI-CED-RAT, “Reviewing All Training,” one of 46.6 The track no longer assigns an indicator theme to each evidence area, because several of the earlier assignments didn’t match FedRAMP’s own control mappings (Book 14, Chapter 03).
· It attached the wrong instrument to a date. It described December 7, 2026 as a BOD 26-04 deadline for vulnerability disclosure and software bills of materials. That date is both BOD 26-04’s Phase III deadline for agency remediation and the date FedRAMP’s provider vulnerability rules become mandatory; the two are different instruments that bind different parties, and the directive doesn’t mention software bills of materials.1516 Book 14, Chapter 02 sets out both.
· It presented a completion threshold as a requirement. The 95 percent figure is the program’s suggested threshold, not a federal one.
· It set an empty plan of action and milestones as the goal. The track now teaches the opposite question: what did the assessment miss?
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[bookmark: _Toc00000668]Chapter 04 — The Implementation Track
A build is finished when it works and its evidence lands where an assessor can read it; the second half is the one most builds skip.
[bookmark: _Toc00000669]In this chapter
The curriculum for the engineers and administrators who build and run the estate. It sets out who the track is for and the one rule every module follows, a foundations module, ten build modules from DDI to day-two operations, each mapped to the book that teaches it and ending in a lab and an evidence artifact, the order the modules run in and how they pair with the compliance track, a capstone, and example certifications, checked against Microsoft Learn on October 22, 2026.
Chapter 03 teaches the estate from the assessor’s chair. This chapter teaches it from the engineer’s. Its learners are the people who stand up the DNS and IPAM platform, rebuild identity in Microsoft Entra ID, move devices to Intune, replace the certificate authority, re-route the network, take SQL Server off Windows authentication, write the detection rules and run the estate on day two. Books 01 to 10, 12 and 15 describe what they build. The track turns those books into modules a person can be trained and checked on.
The track is a sequence of builds, but its purpose is not to repeat the books. A learner who has read Book 04 knows what an approval-gated role activation is. A learner who has finished the access module has configured one in a lab, watched it work, exported the audit trail it produces and handed that trail to an ISSO who could trace it to AC-6. The difference is the evidence, and it is why the track exists.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b16-people/png/ch04-build-sequence.png]
The implementation track’s build order: foundations first, then addressing before identity, identity before access and transport, transport before data placement; devices, the cloud platform and security operations run in parallel once identity exists, and day-two operations comes last because it runs what every other module built.
[bookmark: _Toc00000670]Who the track is for
The track serves every technical role that changes the estate. The roles below are illustrative; the program’s design is that every engineer takes Module 0, the modules for the areas they build or run, and Module 10.
Implementation track roles, their core modules, and an example NICE Framework mapping
	Role
	Core modules
	NICE Framework work role (example mapping)

	Identity engineer
	2, 3, 4
	Systems Administration

	Endpoint and server administrator
	5, 8
	Systems Administration

	Network and DDI engineer
	1, 6
	Network Operations; Infrastructure Support

	Database administrator
	7
	Database Administration

	Cloud platform engineer
	8, with 1 and 4
	Systems Administration; Systems Security Analysis

	Security operations analyst and detection engineer
	9
	Defensive Cybersecurity; Incident Response; Vulnerability Analysis

	Help desk and day-two operator
	10, with 2 and 4
	Technical Support


The work role names are from NICE Framework Components version 2.2.0, which lists them in its Implementation and Operation and its Protection and Defense categories.1 The mapping of a workbook role to a work role is the program’s example; Chapter 02 covers how an agency codes its own positions.
[bookmark: _Toc00000671]The rule of the track
Every module ends the same way, and the rule is the program’s design:
[bookmark: _Toc00000672]Done means it works and the evidence has landed
A module is complete when the thing works and the record it produces sits where the agency’s evidence pipeline can read it, and a re-run of the relevant check shows the result coming from that record. Building the control is half the work. Producing the evidence an assessor reads is the other half.
Three habits follow from the rule, and every lab teaches them.
1. Observe before you enforce. Where the platform has an observe mode, the lab uses it first. Microsoft’s guidance is to deploy Conditional Access policies in report-only mode and check their effect before turning them on, and policies created from its templates start in report-only.2 Port-based access control starts in monitor mode, logging what would have failed without blocking it (Book 09, Chapter 07). Identity provisioning starts in shadow mode, comparing what it would do with what the directory holds (Book 03, Chapter 12). The would-have-failed record is itself evidence: an assessor reading the enforcement evidence should also see the readiness report that preceded it.
1. Keep a way back in. Before a lab removes standing access or enforces a sign-in policy, it creates the emergency access accounts first. Microsoft recommends at least two, cloud-only, excluded from Conditional Access policies that block or restrict sign-in, with every use alerted on and the accounts validated at least every 90 days.3
1. Export the record, not a screenshot. Every lab ends with a machine-readable export, placed where the evidence contract in Book 12, Chapter 02 expects it, and handed to the paired compliance module in Chapter 03.
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The pattern every lab follows: a lab environment, a way back in, an observe-only phase, enforcement once the baseline is fixed, and an exported record that the paired compliance module reads.
The lab environments the modules use, from recorded fixtures through trial tenants to product evaluation environments, are set up in Chapter 06. Every lab in this chapter runs in one of those environments, never against production.
[bookmark: _Toc00000673]Module 0 — Foundations
Prerequisites: none.
Read: Book 00, Chapter 04, Book 01, Chapter 12, and the compliance track’s Module 0.
Learn: the program’s phases and gates, what a gate checks and who can stop one; why every build ends by landing evidence; and the difference between what a cloud provider proves and what the agency proves. An engineer needs the compliance track’s foundations module because every module here ends by producing a record for someone in that track.
Outcome: the learner can say which gate their work feeds, and what record that gate will ask for.
[bookmark: _Toc00000674]The build modules
Each module below lists what it builds, the book that teaches it, its prerequisites, the lab, the evidence the lab has to land, and the compliance module that reads that evidence. The certifications named are examples, with their status checked at the end of the chapter.

The build modules: what each builds, where it is taught, what it needs first, and the evidence it hands to the compliance track
	Module
	Builds
	Taught in
	Prerequisites
	Evidence it lands
	Read by compliance module

	1
	DNS, DHCP and IPAM
	Book 08
	0
	Authoritative address inventory export
	2

	2
	Identity and the HR-driven lifecycle
	Books 02, 03
	1
	Provisioning and deprovisioning records
	1

	3
	Certificates
	Book 07
	2
	Issuance and rotation records
	1

	4
	Access and privileged access
	Book 04
	2
	Report-only results; role activation audit trail
	1

	5
	Devices and servers
	Book 05
	2
	Device inventory reconciliation; update compliance
	5

	6
	Network and network access control
	Book 09
	2, 3
	Monitor-mode baseline; path and access policy state
	3, 5

	7
	The data platform
	Book 06
	2, 6
	Authentication audit and authentication-mode records
	1

	8
	The cloud platform
	Book 10, Ch 05 and 06; Book 01, Ch 03
	1, 4
	Policy compliance state for the landing zone
	2, 6

	9
	Security operations
	Book 12
	2
	One finding traced from detection to re-test
	4, 5

	10
	Day-two operations
	Book 15
	0, 2, 4
	Governed task records; automation validation results
	6, 8



Module 1 — DNS, DHCP and IPAM
Build: the authoritative naming and addressing plane: IPAM, DNS and DHCP moved off Active Directory-integrated services into one policy plane, following the sequence in Book 08, Chapter 10 and the reference architecture in Chapter 08.
Lab: in a lab or fixture environment, stand up an IPAM inventory, move one zone with its rollback point, and export the address inventory.
Evidence: the inventory export, reconciled against at least one other inventory, with the unexplained differences listed.
Why first: the address inventory is the anchor the other areas’ records are joined on (Book 12, Chapter 02). Without it, nothing downstream correlates, so the module isn’t done until the export is in the pipeline and the inventory check reads it.
Example training: Microsoft’s Azure networking certification (AZ-700) covers Azure name resolution and private DNS zones;4 vendor DDI training is in Chapter 06.
Module 2 — Identity and the HR-driven lifecycle
Build: the Entra ID target, from the object model and sync decisions to groups and service accounts (Book 02, Chapter 09), and the HR-driven provisioning pipeline with its joiner, mover and leaver events (Book 03, Chapters 05 and 08).
Lab: run the provisioning pipeline in shadow mode for a test population, explain every difference between what it would do and what the directory holds, then run one leaver end to end and capture the deprovisioning record.
Evidence: the shadow-mode comparison and the leaver record, both with the HR event they started from.
Example training: the Microsoft Identity and Access Administrator Associate certification (SC-300), which covers designing, implementing and operating identity and access management with Microsoft Entra.5
Module 3 — Certificates
Build: the target certificate architecture: what stays on AD CS and is hardened, what moves to the cloud issuer, and how device and user certificates are issued and renewed (Book 07, Chapters 03, 04 and 06).
Lab: issue a device certificate through the target path, rotate it before it expires, and confirm the old one is revoked or retired.
Evidence: the issuance and rotation records, and the certificate inventory entry they update (Book 07, Chapter 08).
Why here: network access control in Module 6 authenticates devices by certificate, so certificates have to issue before ports can enforce.
Module 4 — Access and privileged access
Build: the Conditional Access policy set and its persona model (Book 04, Chapters 03 and 07), the privileged role tiers and emergency access accounts (Chapter 04), and approval-gated activation of administrative roles (Chapter 08).
Lab: create the emergency access accounts first. Then deploy one Conditional Access policy in report-only mode and review its results; the program’s design is at least seven days in report-only before enforcement, with two to four weeks preferred. Configure one eligible administrative role with approval and an access review, and activate it.
Evidence: the report-only results, and the role’s activation and audit trail. The trail of activations is the evidence for least privilege, not the policy definition.
Example training: SC-300; and Microsoft’s Cloud and AI Security Engineer Associate certification (SC-500), which includes implementing Privileged Identity Management and Conditional Access policies among its identity skills.6 SC-500 replaced the Azure Security Engineer Associate certification (AZ-500), which retired on August 31, 2026.7
Module 5 — Devices and servers
Build: Intune-first onboarding of new devices with Windows Autopilot, compliance and configuration baselines (Book 05, Chapter 04), the move of Group Policy settings to Intune (Chapter 08), servers under Azure Arc (Chapter 09), and the fleet’s run state (Chapter 10).
Lab: enroll a test device from zero, apply the compliance and configuration baseline, migrate one Group Policy setting and show the device reports it, and onboard one server to Arc.
Evidence: the device inventory reconciled against the address inventory from Module 1, and the update compliance record for the test devices.
Example training: Microsoft’s Endpoint Administrator Associate certification (exam MD-102), which covers deploying and managing endpoints with Intune, Windows Autopilot, Defender for Endpoint and Entra ID;8 and, for server administrators, exam AZ-802, Administering Windows Server, whose skills include Azure Arc-enabled Windows Server.9 Microsoft retired exams AZ-800 and AZ-801 on September 30, 2026, and names the AZ-802 course as the replacement for both of their courses.710
Module 6 — Network and network access control
Build: port-based access control with 802.1X and EAP-TLS (Book 09, Chapter 07), and application-aware transport with SD-WAN and SASE under TIC 3.0 (Chapter 05, Chapter 03).
Lab: run 802.1X in monitor mode on a lab switch or wireless network, read the would-have-failed log, fix certificate and supplicant coverage, then enforce on one port group. Separately, write one application-aware path policy and one access policy, and export their state.
Evidence: the monitor-mode baseline, the enforcement configuration, and the exported policy state with the monitoring signal that shows it stays enforced (Book 09, Chapter 13).
The lesson the lab teaches: enforcing 802.1X on day one is the classic way to lock a building out of its own network. Monitor first, fix what the baseline shows, then enforce.
Example training: AZ-700 for the Azure side;4 network vendor training is in Chapter 06.
Module 7 — The data platform
Build: SQL Server moved from Windows authentication to Entra ID authentication: the estate inventory and authentication audit (Book 06, Chapters 04 and 07), Arc for SQL Server (Chapter 10), the engine authentication decision (Chapter 12) and the three phases of NTLM elimination (Chapter 15). The runbooks R01 to R10 in Book 06 are the lab steps.
Lab: run the authentication audit against a lab instance, migrate one login and one application connection string, and run the parallel-run check (Book 06, runbook R05).
Evidence: the authentication audit before and after, and the instance’s authentication-mode record.
Example training: Microsoft’s exam DP-300, Administering Microsoft Azure SQL Solutions, which covers Azure SQL services and SQL Server on-premises, including implementing a secure environment.11
Module 8 — The cloud platform
Build: the landing zone that turns the authorization boundary into structure, with management groups, subscriptions and Azure Policy (Book 10, Chapter 05), IPAM and network as code (Chapter 06), and the governed host that runs the program’s analysis and evidence steps (Book 01, Chapter 03).
Lab: deploy a landing zone into a trial subscription from code, assign one policy initiative, and export the compliance state.
Evidence: the policy compliance state, and the code commit that produced the landing zone.
Example training: Microsoft’s Azure Administrator exam (AZ-104), whose skills include Azure Policy, management groups and role assignments.12 AWS and VMware equivalents are in Book 15, Chapter 09 and their vendors’ training in Chapter 06.
Module 9 — Security operations
Build: the telemetry and response spine: identity and platform telemetry into one evidence contract, the move from a log warehouse to detection, vulnerability management, patch and configuration baselines, cloud posture, data protection, and detection engineering and response (Book 12, Chapters 02 to 11).
Lab: one end-to-end detection. Seed a vulnerable or exposed condition in the lab, watch it surface in the vulnerability tool, raise an alert and an incident, remediate it through the patch path, and close it only on re-test.
Evidence: the finding, the incident, the remediation record and the re-test, joined on the asset identity from Module 1, each with its timestamp.
Example training: Microsoft’s Security Operations Analyst Associate certification (SC-200), covering triage, incident response, threat hunting and detection engineering with Defender XDR and Microsoft Sentinel;13 and exam SC-401, Administering Information Security in Microsoft 365, for the data protection chapter.14
Module 10 — Day-two operations
Prerequisites: Modules 0, 2 and 4, and the module for each area the learner will operate.
Build: the operating model that keeps the estate governed after cutover: intake, triage and routing (Book 15, Chapter 03), help-desk authority in Entra ID (Chapter 04), the service catalogs and asset identity (Chapters 05 and 07), control compliance automation (Chapters 08 and 09) and the operator runbook (Chapter 12).
Lab: take one everyday task that most often arrives ungoverned, such as an authentication method reset or a group change, and run it through the governed procedure from ticket to execution, with identity verification. Then run the runbook’s validation harness and break one automated check on purpose to confirm the failure is loud.
Evidence: the task record with its ticket reference, approval and execution log, and the validation results.
Why last: this module runs what every other module built. It also has the most people in it: help-desk staff and operators who never took Modules 1 to 9 in full take this one, with the identity and access modules as prerequisites.
[bookmark: _Toc00000675]Order and pairing
Modules 1, 2, 6 and 7 are a real dependency chain: address before you identify, identify before you shape transport, and shape transport before you place data. Certificates (Module 3) come before network access control enforces. Access (Module 4) follows identity; devices, the cloud platform and security operations then run in parallel. Day-two operations comes last.
The program’s design is to pair each build module with the compliance module that reads its evidence, and to run the pair together where staffing allows, so an engineer and an ISSO work from the same records:
Pairing the implementation and compliance tracks
	Build module
	Compliance module

	1 DNS, DHCP and IPAM
	2 Addressing and inventory

	2 Identity; 3 Certificates; 4 Access; 7 Data platform
	1 Identity

	5 Devices and servers
	5 Endpoint

	6 Network
	3 Network; 5 Endpoint, for port-level device identity

	8 Cloud platform
	2 Addressing and inventory; 6 Configuration and change

	9 Security operations
	4 Telemetry; 5 Endpoint

	10 Day-two operations
	6 Configuration and change; 8 Training


The track also feeds the program’s gates. Before a gate in Book 01, Chapter 12 passes, the engineers who will carry out the next phase should have finished the modules for it, and the help desk should have finished Module 10 for any change that alters what users or operators do.
[bookmark: _Toc00000676]The capstone — one module, evidence-complete
The learner picks one build module and carries it out end to end in a lab, or against a recorded fixture where a lab isn’t available. They land the evidence where the pipeline reads it and re-run the check. Completion means the result the paired compliance module reads comes from the learner’s own artifact, and an ISSO who has taken that compliance module can trace it without help. Chapter 05 sets the rubric and the pass mark.
[bookmark: _Toc00000677]Example certifications
None of the track depends on an outside certification, and none is endorsed. Certifications are useful as a general signal and as a structured way to learn a product; they don’t show that someone can build this estate to this program’s evidence standard, which the capstone does. The Microsoft certifications that map to these modules, as Microsoft Learn shows them on October 22, 2026:
Example Microsoft certifications for the implementation track, with their status on October 22, 2026
	Certification
	Exam
	Modules
	Status

	Identity and Access Administrator Associate
	SC-300
	2, 4
	Current; English exam update on October 28, 20265

	Cloud and AI Security Engineer Associate
	SC-500
	4, 8
	Current; replaced AZ-50067

	Endpoint Administrator Associate
	MD-102
	5
	Current; English exam update on October 27, 20268

	Windows Server Hybrid Administrator Associate
	AZ-802
	5
	Current exam; AZ-800 and AZ-801 retired September 30, 202697

	Azure Network Engineer Associate
	AZ-700
	1, 6
	Current4

	Azure Database Administrator Associate
	DP-300
	7
	Current11

	Azure Administrator Associate
	AZ-104
	8
	Current12

	Security Operations Analyst Associate
	SC-200
	9
	Current13

	Information Security Administrator Associate
	SC-401
	9
	Current14

	Microsoft 365 Administrator Expert
	MS-102
	10
	Retiring November 30, 2026; plan around it7


Microsoft’s associate, expert and specialty certifications expire every year and are renewed by passing a free online assessment on Microsoft Learn.15 Certification names and exams change often, as the four retirements in this table show; the program re-checks the table at each gate, the same way it re-checks federal dates. Network, DDI, identity governance and cloud vendors other than Microsoft have their own programs, which Chapter 06 covers.
[bookmark: _Toc00000678]What changed from the earlier curriculum
· The modules now cover the whole estate. The earlier curriculum had no module for devices, the cloud platform or day-two operations, and grouped its last two modules around continuity, supply chain, program governance and the authorization package. Those are compliance subjects; they are taught in the compliance track’s Modules 6, 7 and 9, with the controls in Book 14. The engineering parts of them, such as generating a software bill of materials or running a contingency test, are labs inside the modules that own the systems concerned.
· Address evidence goes to the addressing area. The earlier implementation curriculum filed the IPAM inventory under network evidence while its compliance counterpart filed it under addressing. Both tracks now use the addressing and inventory area.
· One certification was retired and another replaced. The earlier curriculum recommended the Azure Security Engineer Associate (AZ-500), which retired on August 31, 2026; the current certification is SC-500.7 Windows Server administrators now take AZ-802.
· Internal labels are gone. The earlier labs ended by binding an artifact to a numbered slot and an internal indicator rule. Each lab now ends by landing a named record that a named compliance module reads.
[bookmark: _Toc00000679]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Lab: issue, rotate and retire a device certificate
	Device and user auth (Intune)
	Cloud PKI or a lab CA
	Intune
	Nothing

	Lab: 802.1X and EAP-TLS, including the RADIUS server certificate
	RADIUS and 802.1X servers
	Lab CA
	CyberArk Certificate Manager
	A lab exercise can renew it through the platform (inference)

	PIV and CBA sign-in
	PIV
	Federal PKI
	PIV card system
	Nothing
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This book’s certificates and the engine that renews each.
The CLM platform owner is a role Book 07 assigns (Chapter 05); the implementation track can add a server-certificate lab that renews a certificate through the platform and installs it with a driver (Book 07, Appendix C).
[bookmark: _Toc00000680]Notes
1. Cybersecurity and Infrastructure Security Agency, National Initiative for Cybersecurity Careers and Studies, “NICE Framework” work role listing (data from NICE Framework Components version 2.2.0; Implementation and Operation, and Protection and Defense categories), https://niccs.cisa.gov/tools/nice-framework (accessed Oct 22, 2026).
1. Microsoft Learn, “Plan a Conditional Access deployment” (deploy policies in phases; policies created from templates are in report-only mode; test and monitor before turning on), https://learn.microsoft.com/entra/identity/conditional-access/plan-conditional-access, and “Conditional Access report-only mode,” https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-report-only (accessed Oct 22, 2026).
1. Microsoft Learn, “Manage emergency access accounts in Microsoft Entra ID” (security guardrails summary), https://learn.microsoft.com/entra/identity/role-based-access-control/security-emergency-access (accessed Oct 22, 2026).
1. Microsoft Learn, “Study guide for Exam AZ-700: Designing and Implementing Microsoft Azure Networking Solutions” (skills measured as of July 27, 2026), https://learn.microsoft.com/credentials/certifications/resources/study-guides/az-700, and “Microsoft Certified: Azure Network Engineer Associate,” https://learn.microsoft.com/credentials/certifications/azure-network-engineer-associate/ (accessed Oct 22, 2026).
1. Microsoft Learn, “Microsoft Certified: Identity and Access Administrator Associate” (last updated April 27, 2026; English version updated October 28, 2026), https://learn.microsoft.com/en-us/credentials/certifications/identity-and-access-administrator/ (accessed Oct 22, 2026).
1. Microsoft Learn, “Microsoft Certified: Cloud and AI Security Engineer Associate,” https://learn.microsoft.com/en-us/credentials/certifications/cloud-and-ai-security-engineer-associate/, and “Study guide for Exam SC-500: Implementing End-to-End Security Controls for Cloud and AI Workloads” (skills measured), https://learn.microsoft.com/credentials/certifications/resources/study-guides/sc-500 (accessed Oct 22, 2026).
1. Microsoft Learn, “Exam and assessment lab retirement” (recently retired exams, including AZ-500 on August 31, 2026 and AZ-800 and AZ-801 on September 30, 2026; exams scheduled to retire, MS-102 on November 30, 2026), https://learn.microsoft.com/en-us/credentials/support/retired-certification-exams; and Microsoft Partner Center, “May 2026 announcements” (AZ-500 transitions to SC-500), https://learn.microsoft.com/partner-center/announcements/2026-may (accessed Oct 22, 2026).
1. Microsoft Learn, “Microsoft 365 Certified: Endpoint Administrator Associate” (last updated July 24, 2026; English version updated October 27, 2026), https://learn.microsoft.com/en-us/credentials/certifications/modern-desktop/, and “Study guide for Exam MD-102: Managing and Securing Microsoft 365 Endpoints by using Intune,” https://learn.microsoft.com/credentials/certifications/resources/study-guides/md-102 (accessed Oct 22, 2026).
1. Microsoft Learn, “Study guide for Exam AZ-802: Administering Windows Server” (audience profile and skills measured, including Azure Arc-enabled Windows Server instances; practice assessment listed for the Windows Server Hybrid Administrator Associate certification), https://learn.microsoft.com/credentials/certifications/resources/study-guides/az-802, and “Practice Assessments for Microsoft Certifications” (AZ-802: Windows Server Hybrid Administrator Associate), https://learn.microsoft.com/credentials/certifications/practice-assessments-for-microsoft-certifications (accessed Oct 22, 2026).
1. Microsoft Learn, “Course retirement” (AZ-800T00 and AZ-801T00 retired September 30, 2026, replacement course AZ-802T00: Administer Windows Server; AZ-500T00 retired August 31, 2026, replacement course SC-500T00), https://learn.microsoft.com/en-us/credentials/certifications/retired-courses (accessed Oct 22, 2026).
1. Microsoft Learn, “Study guide for Exam DP-300: Administering Microsoft Azure SQL Solutions” (skills measured as of October 27, 2026), https://learn.microsoft.com/credentials/certifications/resources/study-guides/dp-300, and “Microsoft Certified: Azure Database Administrator Associate,” https://learn.microsoft.com/credentials/certifications/azure-database-administrator-associate/ (accessed Oct 22, 2026).
1. Microsoft Learn, “Study guide for Exam AZ-104: Microsoft Azure Administrator” (skills measured as of April 17, 2026), https://learn.microsoft.com/credentials/certifications/resources/study-guides/az-104, and “Microsoft Certified: Azure Administrator Associate,” https://learn.microsoft.com/credentials/certifications/azure-administrator/ (accessed Oct 22, 2026).
1. Microsoft Learn, “Microsoft Certified: Security Operations Analyst Associate” (last updated October 21, 2026), https://learn.microsoft.com/en-us/credentials/certifications/security-operations-analyst/ (accessed Oct 22, 2026).
1. Microsoft Learn, “Study guide for Exam SC-401: Administering Information Security in Microsoft 365,” https://learn.microsoft.com/credentials/certifications/resources/study-guides/sc-401, and “Microsoft Certified: Information Security Administrator Associate,” https://learn.microsoft.com/credentials/certifications/information-security-administrator/ (accessed Oct 22, 2026).
1. Microsoft Learn, study guides for Exams AZ-700 and SC-401, “Useful links” (certification renewal: associate, expert and specialty certifications expire annually and are renewed by passing a free online assessment), https://learn.microsoft.com/credentials/certifications/resources/study-guides/az-700 (accessed Oct 22, 2026).
[bookmark: _Toc00000681]Chapter 05 — Assessment and Certification
An attendance certificate proves someone sat through a course; the program certifies only what a person can show, with an artifact someone else could check.
[bookmark: _Toc00000682]In this chapter
How the program grades the two capstones that end the compliance track and the implementation track: a four-level scale, a set of checks that apply to every submission, and a rubric for each of eight evidence areas. Then the closure reconstruction exam, the two credentials the program confers, and how they are renewed. The last part places the program’s credentials beside the industry certifications people already hold and the NICE Framework’s work roles. The scales, credentials and renewal rules are the program’s design; the federal requirements and the external certifications are cited.
Federal training rules ask for more than completion. OMB Circular A-130 tells agencies to give users foundational and more advanced training and to “ensure that measures are in place to test the knowledge level” of those users, and to give role-based training to people with security and privacy roles before they get access or perform their duties.1 NIST SP 800-50 Rev. 1 is specific about what a good test looks like. It uses the four Kirkpatrick levels (reaction, learning, behavior and results) to evaluate training. For the second level, learning, it recommends “practical assessments that allow for the demonstration of knowledge and skill development and that mimic what will be experienced in the work role,” using case studies, virtual labs, demonstrations and scenario-based exercises.2
The program takes that literally. Every book before this one ends in a procedure: verify before resetting, approve before activating, record before closing. A person who can do the work can run the procedure and leave behind the evidence the procedure produces. So the assessment asks for that evidence, scored the way an independent assessor would score it. The NICE Framework describes the assessor’s job as conducting “independent comprehensive assessments” of the controls a system uses or inherits “to determine their overall effectiveness.”3 That is the skill being certified: not “can you say the control is met,” but “can you trace the closure to its evidence and say why nothing else would close it.” It is also the AT-3 role-based training the agency’s own authorization depends on, which is why the program’s training records become part of its evidence (Book 14, Chapter 09).
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How the program certifies: the two tracks end in capstones, the capstones and the reconstruction exam lead to two credentials, and both credentials expire and renew.
[bookmark: _Toc00000683]The scale
Every rubric in this chapter uses one four-level scale. It is the program’s design, written in the language an assessor uses.
	Level
	Name
	What it means

	0
	Missing
	The area isn’t addressed, or it is addressed without reference to the books or to the agency’s evidence mapping

	1
	Named
	The right books and the right evidence area are named, but the controls are wrong or missing, or the evidence flow is absent

	2
	Traced
	The chain from book to NIST SP 800-53 control to evidence source is complete and correct against the agency’s control crosswalk

	3
	Assessor-ready
	Level 2, plus a real result from the agency’s evidence tooling, dated against the freshness rule the agency set for that record, an honest statement of anything not yet evaluated, and the external date that gap answers to


The pass bar for the compliance-track capstone is every area at level 2 or higher and at least three areas at level 3. All eight at level 3 is a distinguished result: in substance, a continuous-monitoring narrative an assessor could read.
The distinction between levels 2 and 3 is the one Book 13, Chapter 07 draws between attestation and evidence. A level 2 answer says where the proof would come from. A level 3 answer shows it, in the form Book 12, Chapter 02 calls an evidence contract, and is honest about what it doesn’t yet cover. Book 11, Chapter 10 explains why a verdict without its evidence scores no higher than a claim.
[bookmark: _Toc00000684]Checks that apply to the whole submission
Four checks are scored once per capstone, yes or no.
	Check
	Passes when

	The evidence output is attached
	The assessment result file is linked or attached, not described

	No invented controls
	Every control cited appears in the agency’s crosswalk or in the book that carries it (Book 14, Appendix A)

	Gaps stay gaps
	Anything not yet evaluated is stated as a gap, never presented as satisfied

	Each gap has a date
	Each gap names the external date it answers to, from the clocks in Book 14, Chapter 02


The last check exists because the source material for this chapter got one of those dates wrong: it tied a supply-chain artifact deadline to a CISA directive that sets agency remediation timelines instead. Book 14, Chapter 02 has the corrected picture. A candidate who cites the right date for the right reason passes the check. A candidate who repeats a date without knowing who it binds does not.
[bookmark: _Toc00000685]The eight evidence areas
The compliance track organizes the books into eight evidence areas, and the implementation track builds one of them end to end. The areas and their anchor controls are the ones in Chapter 03; the rubric adds the further controls a candidate is expected to place. Each row below names the books an answer draws on, the controls the candidate has to place, what earns level 2, and what level 3 adds. The control assignments are the program’s design; the control names and baselines come from the SP 800-53 Release 5.2.0 catalog and the SP 800-53B baselines. Every control listed is in the Moderate baseline except two: the PM family, which isn’t in any of the SP 800-53B system baselines, and AT-3(5), which is in the privacy baseline only.4

	Area
	Books
	Controls to place
	Level 2 evidence
	Level 3 adds

	1. Identity
	02, 03, 04, 06, 07
	IA-2 with (1) and (2), IA-5, IA-11, AC-2 with (1), AC-3, AC-5, AC-6, AC-17, CA-7
	Sign-in and risk logs named as the source
	A privileged-role trace: the activation design in Book 04, Chapter 08, the control, the check that reads it, and the audit-log entry; and a before-and-after for one AC-6 enhancement

	2. Addressing and inventory
	08; 10, Ch06
	CM-8
	The IPAM inventory named as the attestation
	An actual inventory export or lab fixture, placed where the evidence mapping reads it

	3. Network
	09
	SC-7, SC-8, AC-4, CA-7
	One application-aware path policy mapped to SC-8
	The continuous signal that shows the policy stays enforced, and the agency-owned SC-7 edge called out

	4. Telemetry
	12
	SI-4, CA-7, RA-5, SI-2, AU-6, AU-11, IR-4, IR-6, IR-8
	A known-exploited vulnerability traced from scanner finding to SIEM incident to closure
	A rule that fired, plus the AU-11 retention argument

	5. Endpoint
	05; 09, Ch07
	CM-8, IA-3, SI-2
	An endpoint inventory statement covering device identity, completeness and remediation
	The endpoints that handle PII called out with their privacy treatment (Book 14, Chapter 08)

	6. Configuration, change and supply chain
	13, 15; taught in 14, Ch05 and Ch07
	CM-2, CM-3, the SR family, the PM family
	What the agency receives from providers and asks for in contracts, per Book 14, Chapter 07
	An actual software bill of materials or vendor disclosure, with the agency’s review cadence stated

	7. Continuity
	14, Ch06
	CP-2, CP-3, CP-4, CP-6, CP-7, CP-8, CP-9, CP-10
	One contingency test mapped to CP-4
	A tabletop after-action report with findings and owners; a report with no findings scores 0

	8. Training
	14, Ch09 and this book
	AT-2, AT-2(2), AT-2(3), AT-3, AT-4, CP-3, IR-2; AT-3(5) where the privacy baseline applies
	The training evidence record named as the evidence for the AT controls
	An actual record (a lab-generated one is fine) with the per-person completions behind its summary; an aggregate percentage alone scores 0



Three corrections were made to the source rubric while building this table. It listed IA-2(11) in the identity area; NIST withdrew that enhancement and incorporated it into IA-2(6).4 It listed AT-2(1) and AT-3(3), the practical-exercise enhancements, as training-area requirements; neither is in any SP 800-53B baseline, as Book 14, Chapter 09 also found. And it omitted AT-2(3), social engineering and mining, which the Moderate baseline does select.4 The continuity row keeps the source’s one detail that a candidate often misses: CP-5 is withdrawn and incorporated into CP-2, so a candidate who assigns it a book has invented a control.4
The rule that a no-findings after-action report scores 0 is the program’s design. An exercise that found nothing either tested nothing or recorded nothing, and either way it isn’t evidence of readiness. The same reasoning drives the training row: Book 14, Chapter 09 builds the training record from one completion per person and course, and an answer that can show only a percentage hasn’t shown the record.
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The compliance-track capstone is one document covering all eight areas, backed by a real run of the agency’s evidence tooling against a lab or test environment. The assessor scores each area on the scale, applies the four checks once, and applies the pass bar: every area at 2 or higher, at least three at 3, and all four checks passed. The score sheet is at the end of this chapter.
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The implementation-track capstone is one area built, or simulated in a lab, from end to end, with its artifact placed where the evidence mapping reads it. Because it is depth-first, it is scored on a narrower bar.
	Criterion
	Passes when

	The build works
	The mechanism demonstrably functions: configuration, run output or fixture

	The evidence is placed
	The artifact sits where the evidence mapping references it, not described but placed

	The result moves
	The evidence tooling’s result for that area changes because of the candidate’s artifact

	The trace is stated
	The candidate can name the control the build closes and the check that reads the evidence


Chapter 06 describes the lab environments these builds run in. The third criterion is the one that separates a working build from a demonstration: if the result doesn’t move, either the artifact is in the wrong place or it doesn’t prove what the candidate thinks it does.
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The certification exam is a reconstruction. The candidate gets a blank list of control families, or of the FedRAMP Key Security Indicator themes, and rebuilds the agency’s closure picture from the books: place each item in its evidence area, name the mechanism that closes it as a function rather than a product, say whether a configuration-assessment tool can attest it alone or whether it depends on architecture the tool can’t see, and explain why no alternate mechanism closes it.
FedRAMP’s 2026 rules publish 46 Key Security Indicators in ten themes, from Cybersecurity Education to Service Configuration, and the indicators are written about the provider: for example, the education indicator says the effectiveness of cybersecurity education and training “is persistently reviewed.”5 Book 14, Chapter 03 explains why those indicators bind cloud service providers rather than agencies, and how the agency’s crosswalk relates to them. The exam uses the indicators as a structure the candidate will meet in provider reports, not as agency requirements.
What the exam tests is the split the program turns on. Some closures can be read straight from configuration: a baseline scanner can show that a tenant setting is right. Others can’t, because they depend on an authoritative inventory, a tested contingency architecture, or a per-person training record that no configuration scan sees. A candidate who can draw that line correctly, with the reason for each item, has the coverage-gap fluency an assessor needs. The program’s reference answer is the agency’s own crosswalk, maintained as Book 14, Appendix A describes, so the exam changes when the crosswalk does.
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The program confers two credentials. Both are competency credentials, not attendance certificates, and both are earned with artifacts. Their names and requirements are the program’s design.
· The practitioner credential (implementation). It requires the implementation-track capstone at pass, plus the reconstruction exam done correctly for the area or areas the chosen build feeds. A practitioner has shown they can build a control and land the evidence that proves it.
· The assessor credential (compliance). It requires the full reconstruction exam done correctly, with the tool-attestable and architecture-dependent split and the reasoning for each item, plus one of two routes through the capstone described in Chapter 03. An ISSO or member of the compliance staff writes the compliance-track capstone and passes it. A control assessor doesn’t write one; they score a submitted capstone against this rubric, and their scores are compared with a second assessor’s. The program’s design is that the two must agree within one level on every area and agree on the result. An assessor credential holder has shown they can trace and adjudicate the whole evidence model.
A credential is a record before it is anything else. Each award is entered as one dated, per-person training record under AT-4, the same record Book 14, Chapter 09 uses as evidence for AT-2 and AT-3. SP 800-50 Rev. 1 warns that learning data can carry heightened sensitivity, because training records are often part of employment or contract records and can be tied to performance evaluations, and it tells program managers to manage the risks of processing that data, including in the learning management system.2 The program’s design follows Book 14: per-person records stay in the system of record, and the summaries that leave it carry counts, not names.
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The source material defined the credentials but not how long they last. The program’s design is that both expire after 12 months, and earlier when the procedure they certify changes materially, for example when a book’s procedure is revised or a vendor retires the feature it depends on. Renewal is a short practical reassessment on what changed, scored on the same scale, not a repeat of the whole capstone.
That design follows the requirements and the market. AT-3 asks for role-based training before access, at an organization-defined frequency afterward, and when system changes require it; NIST sets no fixed interval.4 SP 800-50 Rev. 1 notes that people in role-based work may need “annual certifications or courses” to maintain their status.2 Microsoft’s role-based and specialty certifications expire after one year and are renewed by passing a free online assessment on Microsoft Learn, available in the six months before expiry; a certification that lapses must be earned again by exam.6 The program’s annual cycle matches the cadence most of its candidates already keep.
What a lapsed credential means operationally is the agency’s decision. One design the program offers: make a current practitioner or assessor credential one condition of eligibility for the privileged roles a person activates through the workflow in Book 04, Chapter 08, so that the access review in Book 04, Chapter 09 can see it. That turns the credential into a control input, which is the point of having one. It also makes the credential’s accuracy matter, so the agency should adopt it only once the training record is reliable.
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Three signals of one person’s readiness: the NICE work role describes the job, an industry certification evidences general skill, and the program credential evidences the agency’s own procedures.
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People arrive with credentials already. The program’s credentials are meant to sit beside them, not replace them, and the NICE Framework gives the common vocabulary for how they relate.
The NICE Framework’s work roles
NIST SP 800-181 Rev. 1, published in November 2020, defines the NICE Framework as “a common, consistent lexicon that categorizes and describes cybersecurity work,” built from task, knowledge and skill statements.7 The components themselves are versioned separately from that publication. The current release, version 2.2.0 of April 28, 2026, added a Cybersecurity Supply Chain Risk Management work role.8 Its data file lists five work role categories (Oversight and Governance, Design and Development, Implementation and Operation, Protection and Defense, and Investigation), 42 work roles and 11 competency areas, and links most work roles to a three-digit OPM cybersecurity code.3 Version 2.0.0, released March 5, 2025, had removed the Cyberspace Effects and Cyberspace Intelligence categories, cutting the count from seven categories to five.9 Older role lists that show seven categories or 52 roles are out of date.
The program maps its own roles to NICE work roles so that a credential, a position description and a training plan can all point at the same definition. The mapping is the program’s design; the role names and codes are NIST’s.3
	Program role (where the books define it)
	NICE work role
	OPM code

	Help desk analyst (Book 15)
	Technical Support (IO-WRL-007)
	411

	Identity, endpoint and server administrators (Books 02, 05)
	Systems Administration (IO-WRL-005)
	451

	Network and DNS engineers (Books 08, 09)
	Network Operations (IO-WRL-004)
	441

	Database administrators (Book 06)
	Database Administration (IO-WRL-002)
	421

	Security engineers who build the controls
	Systems Security Analysis (IO-WRL-006)
	461

	Security operations analysts (Book 12)
	Defensive Cybersecurity (PD-WRL-001); Incident Response (PD-WRL-003); Vulnerability Analysis (PD-WRL-007)
	511; 531; 541

	Architects
	Cybersecurity Architecture (DD-WRL-001)
	652

	ISSO and ISSM (Book 14, Chapter 10)
	Systems Security Management (OG-WRL-014)
	722

	Control assessors
	Security Control Assessment (OG-WRL-012)
	612

	Authorizing official
	Systems Authorization (OG-WRL-013)
	611

	Privacy officer
	Privacy Compliance (OG-WRL-008)
	732

	Curriculum owners and instructors (Chapter 08)
	Cybersecurity Curriculum Development (OG-WRL-004); Cybersecurity Instruction (OG-WRL-005); Cybersecurity Workforce Management (OG-WRL-003)
	711; 712; 751


The practitioner credential corresponds most closely to the Implementation and Operation roles and to Systems Security Analysis; the assessor credential to Security Control Assessment and Systems Security Management. Chapter 02 covers the federal workforce coding that uses these codes.
Industry certifications
SP 800-50 Rev. 1 tells managers to “encourage them to acquire industry-recognized certifications” when they promote the development of staff with security and privacy responsibilities, and it counts certification attempts and passes among the quantitative measures a learning program can track.2 The program treats an industry certification as evidence of general competence in a product or a discipline, and its own credential as evidence that the person can run the agency’s procedures. The two answer different questions, so neither substitutes for the other. The bodies below are examples only, checked on their own sites; the program endorses none of them.
	Body and example
	What it evidences
	How it is maintained

	Microsoft role-based certifications (examples by module in Chapter 04)
	Product skill in the platform most of the books configure
	Expires after one year; renewed by a free online assessment6

	Microsoft Applied Skills
	Scenario-based skill, earned by passing an interactive, lab-based assessment on Microsoft Learn10
	Per credential

	CompTIA Security+
	Vendor-neutral baseline for core security functions
	Valid three years; renewed through continuing education, among other methods11

	ISC2 CISSP
	Security program leadership; five years of required work experience
	120 continuing professional education credits over each three-year cycle12

	ISC2 CGRC
	Governance, risk and compliance practice; two years of required work experience
	60 credits over each three-year cycle12

	ISACA CISA, CISM, CRISC
	Audit and assessment; security management; IT risk and control13
	Per ISACA’s continuing education policy


Two uses follow, both the program’s design. First, an industry certification can be a prerequisite for a track or can waive a module that teaches the same product skill. It can’t waive a capstone, because no industry exam tests the agency’s procedures or produces its evidence. Second, renewal cycles differ: one year for Microsoft, three for CompTIA and ISC2. The training record should hold each credential’s own expiry date rather than assume the program’s 12-month cycle, so that the readiness picture in Chapter 10 is accurate.
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	Area
	Level (0–3)
	Notes

	1. Identity
	
	

	2. Addressing and inventory
	
	

	3. Network
	
	

	4. Telemetry
	
	

	5. Endpoint
	
	

	6. Configuration, change and supply chain
	
	

	7. Continuity
	
	

	8. Training
	
	

	Checks passed
	/4
	

	Result
	Pass / Not yet
	Pass: every area at 2 or higher, at least three at 3, and 4 of 4 checks


“Not yet” is deliberate. A capstone that doesn’t pass goes back with the scored sheet and is resubmitted; the record shows both attempts, so the agency can see where its curriculum, not just its candidates, needs work. Chapter 09 uses those results to revise the curriculum.
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1. Office of Management and Budget, Circular A-130, Managing Information as a Strategic Resource, July 2016, Appendix I, §4.h (Awareness and Training), items 4 and 5, https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf (accessed Oct 21, 2026).
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[bookmark: _Toc00000694]Chapter 06 — Vendor Training and Lab Environments
The books teach what to do and why, vendors teach their products, and labs are where people practice both without touching anything real.
[bookmark: _Toc00000695]In this chapter
How the program chooses vendor training, and the training offered by the vendors whose products the books configure, checked on each vendor’s own site. The federal training sources. Where lab environments come from, who is eligible for them, and what changes in the government clouds. The safety and data-handling rules every lab follows. Then the labs themselves, each mapped to the book procedure it rehearses and to the implementation track module that uses it.
The rest of this book is written by function, not by product. This chapter can’t be. A learner who has read Book 08 knows why DNS has to leave the domain controllers; to move a zone, they need to know the IPAM product in front of them. A curriculum that names no products leaves that gap to chance. So this chapter names vendors, as examples. Every product it mentions was checked on the vendor’s own site in October 2026. Naming a vendor doesn’t endorse it, recommend a purchase, or say the product is in an agency’s authorization boundary; an agency should confirm any product’s FedRAMP status on the FedRAMP Marketplace at the time it buys.
NIST’s guidance supports using outside material. SP 800-50 Rev. 1 tells learning program managers to evaluate materials from “federal programs and repositories, industry vendors, and academic institutions,” notes that some are low cost or free, and allows an agency to license a vendor’s course library and curate it for particular audiences or work roles.1 Before choosing a vendor, it says, agencies should understand their own needs, judge whether the vendor’s material meets them, and consider who owns the material for future updates, with the contracting officer involved.1
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Where a lab runs: a recorded fixture when the procedure needs no live service, a commercial sandbox tenant when it needs tenant behavior, the agency’s own non-production government tenant when the behavior differs in the government cloud, and a vendor evaluation when it needs the vendor’s product. Never production.
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The program’s design is that a vendor course earns a place in the curriculum only when it meets four tests.
1. It maps to a book procedure. The course teaches a product skill that a specific chapter or runbook needs. The mapping table later in this chapter is the list.
1. It is current. Vendors retire courses and certifications often, and an outdated one teaches a product that no longer exists. Microsoft retired the Azure Security Engineer Associate certification (AZ-500) and its renewal assessment on August 31, 2026, and introduced the Cloud and AI Security Engineer Associate (SC-500) as the transition path.2 Chapter 04 re-checks its Microsoft certifications at each program gate; the same check applies to every row here.
1. Its records can be kept. A completion the agency can’t record isn’t evidence. The training record under AT-4 belongs in the agency’s system of record (Book 14, Chapter 09), so the agency needs a completion export or a certificate it can enter. Vendor certifications belong to the person, not the employer: Microsoft recommends registering for its exams with a personal Microsoft account, because exam records tied to a work or school account are lost when the person leaves the organization.3 The agency should keep its own record of the credential and its expiry date.
1. Its handling of learner data is known. SP 800-50 Rev. 1 notes that training records can carry heightened sensitivity and tells program managers to manage the risks of processing learning data, including in learning management systems.1 If a vendor platform will hold agency learner records, the agency should know where they live and who can see them before it enrolls a cohort.
Free material passes these tests as often as paid material does. The cost question is whether the agency can record and govern the result.
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Microsoft’s role-based certifications, mapped to the implementation track’s modules, are in Chapter 04. Microsoft Learn’s self-paced training is free, and many modules include interactive exercises.4 One change matters for lab planning: the free Microsoft Learn sandboxes that once came with many modules are no longer available, and Microsoft now says completing those exercises needs an Azure subscription, such as a free 30-day trial.5 Microsoft Applied Skills are scenario-based credentials earned by passing an interactive, lab-based assessment on Microsoft Learn, a close match to the practical assessments in Chapter 05.6
The table lists other vendors whose products the books configure. Each entry was checked on the vendor’s site. An agency should use the ones that match its own estate and drop the rest.
	Book and subject
	Vendor and offering
	What the vendor’s site describes

	Book 08, DNS, DHCP and IPAM
	Infoblox, Launchpad
	Its official learning platform, with product training, hands-on labs and certifications; free access included with all Infoblox products, and free industry-focused learning for non-customers7; a role-by-role learning path is under review on the Training pages

	Book 08, DNS, DHCP and IPAM
	BlueCat, BlueCat Learning
	Self-paced online learning and hands-on lab training in a personal environment; Associate, Professional and Advanced certifications; a product-agnostic DDI stream on DNS, DHCP and IP address management basics8

	Book 09, network and network access control
	Cisco, Cisco U. and Networking Academy
	Cisco U. offers certification preparation, tutorials, hands-on labs, learning paths and continuing education credits; Networking Academy is aimed at beginners9

	Book 09, SD-WAN and SASE
	Fortinet, Training Institute
	Self-paced and instructor-led courses; the NSE certification program, with updates announced for July 15, 202610

	Book 09, SD-WAN and SASE
	Palo Alto Networks, education services
	A library of free digital learning modules, instructor-led training with labs, role-based certifications, and a paid learning subscription11

	Book 09, SASE
	Zscaler, Cyber Academy
	Role-based learning paths and certifications earned by proctored exam, with a separate academy sign-in for government customers12

	Book 03 and Book 04, identity governance
	SailPoint, Identity University
	On-demand and instructor-led courses, role-based and product-based paths, knowledge credentials, and professional certifications that require experience and a proctored exam13

	Book 15, Chapter 09, AWS
	AWS, Skill Builder
	More than 1,000 free learning resources; paid individual and team subscriptions add exam preparation and the full set of immersive and hands-on experiences14

	Book 15, Chapter 09, VMware
	Broadcom, VMware Cloud Foundation learning
	Free digital and instructor-led learning entitlements for VMware Cloud Foundation Platform and Strategic customers;15 VCP certifications for VCF and VVF administrators, architects and support staff, whose holders can request a personal-use license for a home lab16

	Book 15, service management
	ServiceNow, ServiceNow University
	ServiceNow’s training portal, at learning.servicenow.com17


The ServiceNow row is thin on purpose. ServiceNow’s training pages wouldn’t load for verification, so this chapter states only the portal’s name and address; an agency should read the current offerings on the portal itself. Two rows carry cautions. A personal-use VMware license is for an individual’s home lab, not for an agency lab; the agency’s lab needs its own licensing. And a vendor academy with a separate government sign-in, as Zscaler’s has, should be the one the agency’s staff use when the agency runs that vendor’s government offering, so that the training matches the service.
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Three federal sources are free and should come first.
· CISA Learning. CISA’s no-cost online cybersecurity training platform replaced the Federal Virtual Training Environment (FedVTE) and several other learning systems. It is open to federal, state, local, tribal and territorial staff and contractors, veterans, military personnel and U.S. residents, who sign in through Login.gov.18
· The NICE Framework. NIST’s work roles and their task, knowledge and skill statements are the common vocabulary for describing what each program role needs to learn; Chapter 05 maps the program’s roles to them.
· FedRAMP’s published rules. The 2026 Key Security Indicators and their related controls are what providers report against, and the compliance track teaches staff to read them (Chapter 03).19
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A lab needs a tenant or subscription the learner can break. There are four common sources, and their eligibility rules differ more than most programs expect.
	Source
	What it gives
	Eligibility and limits

	Microsoft 365 Developer Program sandbox
	A Microsoft 365 E5 developer subscription with 25 user licenses, which includes Intune;20 Microsoft 365 E5 includes Entra ID P2, the license Privileged Identity Management needs21
	Eligible Visual Studio Professional or Enterprise subscribers, ISV Success and eligible partner program members, and Premier or Unified Support customers; lasts up to 90 days and renews with development activity; for development purposes only; not offered in Microsoft’s government clouds20

	Azure free trial
	An Azure subscription for 30 days, enough for the Learn exercises and short platform labs5
	Commercial Azure only

	Microsoft 365 Government trial
	A free one-month trial of Office 365 GCC
	GCC only; trials are available only to U.S. government entities; no trials of GCC High or DoD2223

	Azure Government trial
	An Azure Government subscription
	Customers are subject to validation of eligibility before a trial is provisioned24


Two consequences follow. First, many people won’t qualify for a developer sandbox on their own; the agency’s program office should arrange lab tenants rather than leave each learner to find one. Second, no free sandbox exists in GCC High or DoD, and the developer program doesn’t run in any government cloud. Labs that need government-cloud behavior have to run in a non-production tenant or subscription the agency owns.
AWS has the same split. AWS GovCloud (US) is a pair of isolated U.S. regions for verified U.S. government agencies and entities, and root account holders are screened to confirm U.S. person status. GovCloud accounts also use their own identity and access management system and credentials.25 A lab in a standard AWS account teaches the service, but not the GovCloud account model.
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A commercial sandbox teaches the procedure, but it doesn’t prove how the procedure behaves where the agency runs. Features arrive in the government clouds later or not at all, as Book 10, Chapter 04 shows for GCC. Endpoints differ too: Azure Government has its own portal at portal.azure.us and its own sign-in environment, so a script that works in a commercial lab must be pointed at it explicitly, for example with Connect-AzAccount -Environment AzureUSGovernment in Azure PowerShell.26
The program’s design is a two-step lab path. Learners practice in a commercial sandbox, where tenants are easy to get and safe to destroy. Before a gate in Book 01, Chapter 12 passes, the team rehearses the same procedure once in the agency’s own non-production government tenant or subscription, and records any step that behaved differently. That rehearsal is where a feature gap from Book 10 turns up as a finding, not as a production surprise.
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The labs fall into three tiers. The tiers and their names are the program’s design.
	Tier
	What it needs
	Use it when

	Fixture
	Recorded data and the agency’s evidence tooling, with no cloud footprint
	The skill is reading, binding or scoring evidence, as in most compliance-track work

	Sandbox
	A disposable tenant or subscription from the sources above
	The procedure needs real tenant behavior: Conditional Access, privileged roles, Intune, Sentinel, Purview

	Product evaluation
	A vendor evaluation, a vendor’s lab instance, or containers
	The procedure needs a product the tenant doesn’t provide: DDI, network access control, SD-WAN, SQL Server
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These rules apply to every lab in this book. Rules 2 and 3 are habits Chapter 04 teaches, and its third habit, exporting the record, applies to every lab here too; this chapter adds the environment, teardown and data rules.
1. Never a production tenant. Every lab assumes a tenant or subscription the agency can delete. Privileged role changes, Conditional Access and data loss prevention policies are exactly the changes that lock an organization out.
1. Observe before enforcing. Conditional Access policies start in report-only mode, which evaluates the policy at sign-in without enforcing it and records the result in the sign-in logs.27 The same habit applies to data loss prevention simulation, 802.1X monitor mode and provisioning shadow mode.
1. Emergency access first. Before a lab removes standing access or enforces a sign-in policy, it creates the emergency access accounts and excludes them from every Conditional Access policy that blocks or restricts sign-in, as Microsoft recommends; report-only policies need no exclusion.28
1. Teardown is part of the lab. Every lab ends by deleting what it created. A lab that leaves resources running becomes an unmanaged system with an unknown owner.
1. Keep the lab separate. A lab tenant is not joined to production. It has no directory synchronization from the production forest, no federation trust with the production tenant, and no credentials that also work in production. SP 800-53 has a control for this, CM-4(1), which analyzes changes in a separate test environment before they reach production; NIST selects it only in the High baseline, so for a Moderate system it is the agency’s choice.29 The program makes that choice for every lab.
1. No production data. Labs use synthetic identities and synthetic records: invented names, no real Social Security numbers, no copies of production mailboxes or files. SP 800-53’s SA-3(2) shows the price of doing otherwise: an organization that uses live data in a preproduction environment has to approve, document and control that use, and protect the environment at the same impact level as the live data.29 A lab that holds production data has become a production system, with everything that implies. The program’s design is that labs don’t.
1. Lab artifacts stay in the lab. Tenant names, object identifiers and exported logs from a lab don’t go into the workbook or the curriculum materials, for the same reason Book 04, Chapter 08 keeps tenant artifacts out of its pages. The evidence a lab produces goes where the rubric reads it, and the learner’s completion goes into the training record.
Costs stay small if labs are short. Microsoft Sentinel, for example, offers a free trial in which the first 10 GB a day ingested on the analytics tier is free for 31 days, though automation and some other charges still apply during the trial.30 A lab that seeds a handful of events into one workspace and tears it down fits easily inside that.
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Each lab rehearses one book procedure in a set tier, and ends the same way: the evidence placed where the rubric reads it, the result re-run, the completion recorded, and the environment torn down.
[bookmark: _Toc00000703]Labs mapped to the books’ procedures
Each lab rehearses a procedure a book already documents. The modules are the implementation track’s; the tiers are from the table above.
	Module
	Lab
	Procedure it rehearses
	Tier

	1, DDI
	Stand up an IPAM inventory, move one zone with its rollback point, export the inventory
	Book 08, Chapter 10, phases 1 to 3 and the cutover loop
	Product evaluation or fixture

	2, Identity
	Run provisioning in shadow mode against a synthetic HR feed, then one leaver end to end
	Book 03, Chapter 08 and Chapter 12
	Sandbox

	3, Certificates
	Issue, rotate and retire a device certificate from a lab certificate authority
	Book 07, Chapter 06
	Product evaluation

	4, Access
	Emergency access first, one policy from report-only to enforcement, one approval-gated role
	Book 04, Chapter 07 and the validation test plan in Chapter 08
	Sandbox

	5, Devices and servers
	Enroll a device from zero, migrate one Group Policy setting, onboard one server to Arc
	Book 05, Chapters 04, 08 and 09
	Sandbox, plus an Azure trial for Arc

	6, Network
	802.1X in monitor mode on a lab switch, then enforcement on one port group
	Book 09, Chapter 07
	Product evaluation

	7, Data platform
	Run the authentication audit, migrate one login and one connection string
	Book 06, runbooks R03 and R05
	Product evaluation (a SQL Server container) or an Azure SQL trial

	8, Cloud platform
	Deploy a landing zone from code into a trial subscription and export its compliance state
	Book 10, Chapter 05
	Sandbox

	9, Security operations
	One detection end to end, from seeded condition to closure on re-test; one sensitivity label and DLP policy in simulation
	Book 12, Chapters 11 and 09
	Sandbox

	10, Day-two operations
	One governed task from ticket to execution, with identity verification; a help desk verification drill
	Book 15, Chapter 12 and Chapter 04
	Sandbox, plus a role-play drill

	Compliance track
	Bind fixture evidence, generate a result, and score it; run a contingency tabletop; build a training record
	Book 14, Chapters 06 and 09; Book 11, Chapter 09 for an assessment run against a sandbox tenant
	Fixture, plus sandbox for the assessment run


The help desk verification drill in module 10 rehearses the social-engineering pressure that Book 15 trains the help desk to resist. It is a role-play between trainees, scripted by the program, and it follows the guidance SP 800-50 Rev. 1 gives for phishing exercises: legal review in the design, no legitimate brands or federal organizations used as the bait, staff told that exercises happen, and no one punished or called out for their response.1 Chapter 07 covers the end-user side of the same exercises.
Two areas have no tenant lab. SD-WAN and SASE need vendor equipment or evaluation licenses, so they are product-evaluation labs arranged with the vendors listed above. Continuity and the authorization package are document-shaped work that runs in the fixture tier anywhere.
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Whatever the tier, every lab closes in four steps. The learner places the artifact the lab produced where the evidence mapping reads it and re-runs the evidence tooling, so the result for that area changes because of the learner’s work, which is the third criterion of the implementation capstone in Chapter 05. The completion goes into the training record as one dated entry for that person. Then the lab is torn down. If the result didn’t move, the fix is to the artifact or where it was placed, never to the check.
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· The Microsoft certification table moved and was corrected. It is now in Chapter 04, checked against Microsoft Learn. The earlier catalog listed AZ-500, which Microsoft retired on August 31, 2026.2
· Microsoft Learn’s sandboxes are gone. The earlier catalog assumed free module sandboxes; exercises now need an Azure subscription.5
· The developer sandbox has eligibility rules and no government version. The earlier catalog assumed any learner could get a Microsoft 365 developer or trial tenant. Eligibility is limited, and the program isn’t offered in the government clouds.20
· Vendors not verified were removed. The earlier catalog also listed training from Juniper, Netskope, Splunk, Elastic, SANS, ISC2, Tenable, Qualys, OpenSSF, the Linux Foundation, ISACA and IAPP. Certification bodies are covered in Chapter 05. The others weren’t checked for this chapter and were left out; an agency that runs those products can add them after checking each on the vendor’s own site.
· No lab command depends on a program-specific tool. The earlier catalog ended every lab with a command for one specific evidence tool. This chapter describes the step by what it does, so it holds whatever tooling the agency uses.
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[bookmark: _Toc00000707]Chapter 07 — End-User Training for the Modernized Estate
Every user in the agency will sign in differently by the end of the program; the only question is whether they learn how from the agency before the change or from an attacker after it.
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The six things every user has to learn when the estate moves from Active Directory to Microsoft Entra ID: phishing-resistant sign-in, self-service password reset and account recovery, device enrollment and compliance, the new places files live, how to report a suspicious message or prompt, and what the help desk will and won’t ask. Then the timing of what users are told around each migration wave, how help desk volume paces the waves, how completion and support trends show the training worked, and how to build the training so that every user can take it, as Section 508 requires. Book 14, Chapter 09 covers the awareness controls and their evidence; this chapter covers the content and the delivery.
Most of this workbook is about systems. This chapter is about the largest population in the estate: the people who use it. Every book before this one changes something they see. Book 02 moves their identity to Microsoft Entra ID. Book 04 puts Conditional Access between them and every application. Book 05 re-enrolls their computers. Book 07 changes how their PIV card signs them in. Book 15 changes what the help desk will do when they call. None of those changes works if the user doesn’t know what to expect, and several of them fail in a specific, dangerous way: a user who has never seen the new sign-in prompt can’t tell a real one from a fake one.
Federal rules already treat this as training, not as a courtesy. OPM’s rule at 5 CFR 930.301 requires agencies to train users when the information system environment or procedures change significantly, in addition to the annual awareness floor and the awareness material new employees receive before they get access.1 A migration from Active Directory to Entra ID is a significant change to both. SP 800-53’s AT-2 says the same thing in control language: literacy training is given at initial training, at the agency’s frequency, and when system changes require it (Book 14, Chapter 09).
The source material for this chapter was a cheerful end-user guide. It was good at telling people what to click. It was less careful about which methods federal policy now requires, about what the agency can see on an enrolled device, and about the timing of the messages. The chapter keeps its procedures where they are still correct, corrects them where they aren’t, and adds the parts a federal program needs: the help desk’s rules, the reporting habits, the wave timing and accessibility.
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What users must learn, mapped to the change that makes each lesson necessary.
[bookmark: _Toc00000709]What changes for a user, and what doesn’t
The guide’s opening reassurance was right in substance. Users keep their mail, their files and most of their applications. What changes is how they prove who they are, where their files are kept, and who they call when something breaks. Training should say both halves plainly, because people who are told only what changes assume everything does.
	Today, in an Active Directory estate
	After the user’s wave

	A domain password typed at the Windows sign-in screen and again at many applications
	A PIV card, Windows Hello for Business or a passkey; one sign-in that applications trust

	A text message or a phone approval as the second factor
	A phishing-resistant method; codes and push approvals become a fallback the agency is retiring

	Password reset by phoning the help desk
	Self-service password reset, and a help desk that verifies identity before it touches a credential

	A domain-joined PC configured by Group Policy
	A PC enrolled in Intune, checked for compliance before it reaches agency data

	H: and S: drives on file servers
	OneDrive for personal work files; SharePoint and Teams for shared files

	Suspicious mail forwarded to a security mailbox, sometimes
	The Report button in Outlook, every time


The table is the program’s summary. Each row is a module below, and each module ends in something the user does, not something the user reads.
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What federal policy requires
Two federal requirements set the target. OMB M-22-09 requires agencies to have their staff, contractors and partners use phishing-resistant methods to access agency-hosted accounts, and for routine self-service access to stop supporting methods that fail to resist phishing, naming phone numbers registered for SMS or voice calls, one-time codes and push notifications. It treats PIV, including derived PIV, as the simplest route for most systems and allows other phishing-resistant authenticators such as FIDO2 and WebAuthn where PIV isn’t practical.2 NIST SP 800-63B-4, final in July 2025, puts the same rule in its authentication requirements: federal agencies “SHALL require their staff, contractors, and partners to use phishing-resistant authentication to access federal information systems.” It is also explicit about what doesn’t qualify: passwords, look-up secrets, out-of-band approvals and one-time passwords are each described as not phishing-resistant.3
That correction matters for the training. The source guide taught the Microsoft Authenticator app’s push approval and phone sign-in as the everyday target. Microsoft itself describes phone sign-in as convenient “but not considered phishing-resistant.”4 The program teaches push approval only as a transitional method and teaches users to move to a phishing-resistant method before their wave enforces one.
The methods users will meet
Microsoft lists the phishing-resistant methods Entra ID supports as Windows Hello for Business, Platform Credential for macOS, synced passkeys, FIDO2 security keys, passkeys in Microsoft Authenticator and certificate-based authentication.5 Most federal users will meet three of them.
	Method
	What the user does
	Where it fits

	PIV or CAC card, through Entra certificate-based authentication
	Inserts the card, chooses the smart card or certificate option, enters the card’s PIN
	The primary federal credential; Entra ID validates the certificate directly, without a federation server (Book 07)

	Windows Hello for Business
	Unlocks the PC with a PIN, face or fingerprint after a one-time setup
	Each user’s own Windows PC; not for kiosks or shared accounts

	Passkey in Microsoft Authenticator, or a FIDO2 security key
	Approves the sign-in with the phone’s or key’s own unlock gesture or PIN
	A portable credential for a second device, for users without a PIV reader, and for shared workstations


Microsoft’s deployment guidance adds two rules the training should carry. Each user’s first phishing-resistant credential should be a portable one, which can then be used to set up local credentials on each device; and every user should have at least two methods registered, so that losing one doesn’t lock them out.6 SP 800-63B-4 makes the same point from the other side: credential providers should encourage subscribers to keep at least two separate means of authentication.3
Synced passkeys need a federal caution. SP 800-63B-4 allows them for federal enterprise use only if the keys are stored in a sync fabric with FISMA Moderate protections or equivalent, the devices that hold them are protected by device management that stops keys syncing to unauthorized devices, and access to the sync fabric is controlled by agency-managed accounts.3 A passkey saved to a personal consumer account generally won’t meet those conditions. Which passkey types the agency allows is a CISO decision; the training teaches whichever ones the agency enables and tells users plainly not to save a work passkey to a personal account.
What users learn to do
Sign in with a PIV card. On a Windows PC, the user selects the smart card option at the sign-in screen and enters the card PIN; Entra ID issues the sign-in token without any special client configuration.7 In a browser, the user enters their user name and chooses Use a certificate or smart card, then picks the certificate. Microsoft notes that after a successful certificate sign-in, that method becomes the user’s default the next time.7 If a certificate prompt shows more than one certificate, the user picks the one issued by the agency’s PIV issuer to their own name, and calls the help desk if none of them is. The source guide said certificates are pushed to devices and renewed automatically by Intune. That is true of device and some user certificates the agency deploys; it isn’t true of a PIV card, whose certificates come from the card’s issuer.
Set up Windows Hello for Business. On a managed PC the agency’s policy prompts the user to set it up; the user creates a PIN and may add a face or fingerprint. Training should explain why the PIN isn’t a weaker password, using Microsoft’s own three reasons: the PIN is tied to one device and useless without it, it never leaves the device or reaches a server, and it unlocks a key held in the device’s Trusted Platform Module, which locks out after too many wrong guesses.8 Users also need to know the PIN is per device: a second PC needs its own setup.8
Register a passkey. The user opens Security info at https://mysignins.microsoft.com/security-info, signs in with multifactor authentication, chooses Add sign-in method, then Passkey, and follows the prompts for the phone, the security key or the device.9 Passkeys in Microsoft Authenticator need iOS 17 or Android 14 or later; Microsoft lists those versions, with Windows 10 22H2 and macOS 13, as the minimums for phishing-resistant credentials.6 Users with older phones get a security key instead, which is a decision for the program’s device-readiness work, not for the user.
Treat any prompt you didn’t start as an attack. While push approvals remain in use, Authenticator shows a number on the sign-in screen that the user must type into the app; Microsoft has enabled number matching for all Authenticator push notifications.10 The one exception is signing in to a Microsoft mobile app, such as Outlook or Teams, on the same phone as Authenticator: there the user can simply approve or deny, because the prompt appears only on the device that started the sign-in.10 Where the agency has turned on additional context, the prompt also shows the name of the application asking for approval and the location, from the IP address, where the sign-in started; the agency can enable the application name and the location separately, and only users enabled for Authenticator see them.11 Training teaches users to read both before approving: an application they didn’t open, or a place they aren’t, means the sign-in isn’t theirs. The location is approximate, so a nearby city is normal; a different country or an application the user has never used isn’t. Either way, a prompt with no matching sign-in in front of the user is someone else’s sign-in attempt. The right response is to deny it and report it. Where the agency has turned on Microsoft’s Report suspicious activity setting, the report marks the user as high risk in Entra ID Protection, which risk-based policies can act on.12
Corrections to the source procedures
· FIDO2 security keys aren’t only for kiosks. The guide presented security keys as a shared-workstation niche. Microsoft recommends FIDO2 security keys as the first portable credential for administrators and highly regulated users.6 Book 04 uses them for privileged and emergency access.
· “Enable phone sign-in” isn’t the destination. The guide ended its Authenticator setup by turning on phone sign-in.13 The program ends it by registering a passkey in Authenticator.
· “Sometimes I still get a password prompt.” The guide’s answer, that older applications haven’t been modernized, is right, and the training should keep it. It should add that a password prompt on a page the user didn’t expect, or reached from a link in a message, is the single most common phishing pattern.
[bookmark: _Toc00000711]Module 2: Self-service password reset and account recovery
Passwords stay in the estate longer than anyone wants: for applications that haven’t moved, for some hybrid sign-ins and as a fallback. While they remain, users should be able to fix a forgotten or expired one without calling anyone.
Registering and resetting
Microsoft Entra self-service password reset (SSPR) lets a user reset a password or unlock an account with no administrator involvement, after first registering the methods the agency allows. The available methods are Authenticator notifications, hardware and software OATH tokens, text message, voice call and email one-time passcodes, and the agency sets whether one or two are required.1415 Users register in the combined Security info page, the same page as their sign-in methods.1617 Two details should be in the training: Authenticator and OATH tokens count as one method between them, so a user who must provide two can’t satisfy both with the same phone app; and if the agency later changes which methods it accepts, users who registered only the removed methods lose the ability to reset.14
A user resets at https://aka.ms/sspr15 or, where the agency has enabled it on Entra-joined and hybrid-joined Windows PCs, from the Reset password link on the Windows sign-in screen.18 If the reset needs to reach a password still held in Active Directory, the agency must have password writeback enabled; otherwise the user is told to contact an administrator.14
Lockout
The guide’s lockout advice was close. Entra smart lockout locks an account after 10 failed attempts in the commercial cloud and three in Azure US Government tenants, for one minute at first and longer after repeated failures, and the agency can change both values with Entra ID P1.19 The training should teach the faster exit: choosing I forgot my password in SSPR resets the lockout immediately, while I know my password doesn’t.19 The guide’s note that frequent lockouts the user didn’t cause may mean someone is trying their password is good advice and stays.
Corrections to the source password rules
The guide told users their new password must have “14+ characters, with a mix of uppercase letters, lowercase letters, numbers, and special characters.” Federal guidance has moved away from that rule. SP 800-63B-4 says verifiers shall not impose composition rules such as mixtures of character types, shall not require periodic password changes, shall require at least 15 characters for a password used as a single factor, and shall not prompt users to set up security questions.3 M-22-09 requires that agency password policies “must not require use of special characters or regular rotation.”2 The agency’s own password policy governs what users are told, and in a hybrid estate the Active Directory policy may still apply to synced passwords.20 But the training should teach length and passphrases, not character classes, and the program should raise the mismatch with the CISO if the agency’s policy still requires complexity.
The guide also listed security questions and a personal email address as recovery options. The program doesn’t teach security questions, for the reason above. A personal email address works, but it puts a personal address in the agency’s directory and sends recovery codes outside the agency; whether to allow it is a privacy office and CISO decision, and the training should present it only if the agency has chosen to.
When everything is lost
A user who has lost every method can’t self-serve, and the training should say what happens next, because it is exactly what an attacker will imitate. The help desk follows the verification ladder in Book 15, Chapter 03: for a user who has lost every method, the ladder accepts identity proofing: in-person verification against the PIV card or government ID or, where the agency has enabled it, Entra account recovery with an identity verification provider. A video call against the badge photo belongs to the rung below, for a user who can still sign in with a weaker method. Then the help desk issues a short-lived Temporary Access Pass and stays with the user while they register a new phishing-resistant method (Book 15, Chapter 04).
Users need to know two things about that process. It takes longer than a phone call used to, by design. And every account recovery sends a notice to the user; SP 800-63B-4 requires one in all cases, with instructions for what to do if the user didn’t ask for it.3 A recovery notice the user didn’t expect is a report, not something to delete.
[bookmark: _Toc00000712]Module 3: Device enrollment and compliance
Enrollment and the Company Portal
New PCs in the target state arrive through Windows Autopilot or a governed enrollment path (Book 05, Chapter 04); existing PCs are reset and re-enrolled or moved on a dated plan. The user’s part is small: sign in with the work account when the PC asks, and wait while the policies, certificates and required applications arrive. The Company Portal app is where the user installs optional applications and checks whether the device is compliant. The guide’s procedures for both are sound; the training should show them on the agency’s own devices rather than on generic screenshots.
What “not compliant” means
When a device fails a compliance policy, Conditional Access can block it from agency data. The guide promised users a grace period of “24–72 hours.” That isn’t a product default. In Intune the built-in action marks a device noncompliant immediately, after zero days, unless the agency changes its schedule to give users time; the agency can also send email or push notifications on a schedule it chooses.21 Whatever window the agency sets is what users should be told, and the training should show the one fix that resolves most cases: open Company Portal, read the stated reason, install the pending update or turn on the missing setting, restart, and check again.
What the agency can and can’t see
People ask this before they enroll anything, and the guide answered it too broadly. It said the agency cannot see “personal files, photos, browsing history, text messages, and personal apps.” Microsoft’s own list is narrower and depends on who owns the device. Microsoft says an organization using Intune can never see calling and web browsing history, email and text messages, contacts, calendar, passwords, pictures or the content of user-created documents, and can always see the device owner, name, serial number, model, manufacturer, operating system and IMEI. It can see a corporate-owned device’s full phone number and installed applications, and on corporate-owned Windows devices it can query file paths and names, registry and event log entries and running processes.22
There is a second layer on government equipment. The system use notice users accept at sign-in, which SP 800-53’s AC-8 requires, states that they are accessing a U.S. Government system and that use may be monitored, recorded and audited.23 So the honest answer has three parts: Intune itself doesn’t read personal content; a personal device enrolled for work shows the agency only what Microsoft’s list says; and a government device is a government system, monitored by other tools the security office runs. The privacy office should approve the exact wording, and the agency can publish its own privacy message in Company Portal.22
When access is blocked
Users will meet Conditional Access as a block page, and the guide’s advice for that moment was good: check whether you are on a managed device, install pending updates, and if still blocked, contact the help desk with the application, the error and the troubleshooting details from the page. Those details include a correlation ID, which is how an administrator finds the exact sign-in in the Entra sign-in logs.24 The program’s training adds one sentence: a block is a control working, not a fault, and the fix is never to try the same thing from a personal device or an unapproved application.
Users meet more than one kind of block, and each has its own safe response. The training shows each one on the agency’s own screens:
	What the user sees
	What it means
	What the user does
	What the user never does

	A Conditional Access block page after sign-in
	The device, the sign-in method or the location doesn’t meet a policy
	Check Company Portal for the device’s compliance reason and fix it; if still blocked, send the help desk the troubleshooting details from the page
	Retry from a personal device, a personal account or another browser

	Not compliant in Company Portal
	The device fails a compliance rule
	Follow the stated reason (What “not compliant” means), restart and check again
	Ignore it until access is lost, or ask a colleague to sign in on the user’s behalf

	A policy tip or a blocked send in Outlook, Teams or OneDrive
	A data loss prevention rule matched the content
	Read the tip, remove the sensitive content or the outside recipient, or follow the labeled-information steps
	Rename, zip, screenshot or retype the content to get it past the rule

	“You don’t have permission” on a labeled or encrypted file
	The file’s label limits who can open it
	Ask the file’s owner, who can grant access or send a different version
	Forward the request to a personal address or ask the sender to remove the protection to “make it easier”


The help desk’s rules in Module 6 apply to every row: the help desk can explain a block and route the request to the owner who can lift it, but it doesn’t turn controls off for one person on a phone call.
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Files in OneDrive, SharePoint and Teams
The guide’s file module is mostly right and worth keeping. OneDrive’s Known Folder Move redirects the Desktop, Documents and Pictures folders into OneDrive, so they appear in the same places on the PC but are backed up to the cloud. Users should learn the file status icons, how to keep a file available offline, how to restore an earlier version, and where to find a deleted file. For work or school accounts, deleted OneDrive files are kept in the recycle bin and purged after 93 days unless the agency has configured otherwise, and OneDrive’s Files Restore can roll a whole OneDrive back to any point in the past 30 days.25
Shared drives move to SharePoint team sites and Teams. The training should teach where a team’s files now live, how to sync a library to File Explorer, and how sharing works under the agency’s rules. Sharing is where data handling training (Book 14, Chapter 09) meets the new tools: a link that grants access to “anyone” is a different act from attaching a copy, and sensitivity labels travel with the file.
The guide’s warning about old drives stays, word for word in substance: don’t delete files from the old mapped drives yourself. The program retires each file share on a schedule after the records officer has been consulted (Book 00, Chapter 10), and both locations stay available side by side until then.
Groups and access requests
Users can see their group memberships in My Account and request to join groups that allow it, and they can request access to sites and applications where the owner has set up a request. Approvals come from the owner or the approver the access model names, not from the help desk (Book 04, Chapter 06). The training should teach users that “who can approve this?” has an answer they can look up, and that an urgent request goes to that approver, not to anyone with administrative rights.
Labeled and protected information
When the agency publishes sensitivity labels, message encryption and data loss prevention rules, users meet three new things in the apps they already use. Which labels exist, what each one protects and which rules apply are the agency’s decisions, made by the data owners with the privacy and records officers; Book 20, Information Protection & Microsoft Purview carries the engineering (Chapter 02 for the labels, Chapter 06 for message encryption and Chapter 08 for data loss prevention), and Book 14, Chapter 09 the awareness controls. This module teaches the user’s side, using the agency’s own label names, and reaches each wave before the policy does.
Sensitivity labels. A label says how sensitive a file, email or meeting is, and can apply protection such as encryption that travels with the file wherever it goes. Users learn to pick a label, and what the three label-policy behaviors they may meet look like:2627
· A default label may already be applied to a new document or email. It’s a starting point, not a decision the user has checked; users change it when the content is more or less sensitive.
· Mandatory labeling asks for a label before a document is saved or an email is sent. When it’s on, users can change a label but can’t remove one.
· A justification is required, by default, to remove a label or replace it with a less sensitive one. The reason the user types is recorded with the change and administrators can read it, so the training says plainly: lower a label only when the content really is less sensitive, and write the real reason.
Encrypted mail. Users learn the two protections they’re most likely to have: Encrypt-only, which encrypts the message and requires recipients to authenticate but otherwise lets them copy, print and forward it, only not remove the encryption; and Do Not Forward, with which recipients can’t forward, print or copy from the message, and Office attachments inherit the restriction.28 Recipients inside the agency read encrypted mail in Outlook with nothing extra to do. Recipients outside Microsoft 365 get a message with a link to an encrypted message portal, where they sign in with their own account or, if the agency allows it, a one-time passcode sent by email; the passcode message sometimes lands in junk mail or quarantine.2930 The training teaches senders to warn an outside recipient that an encrypted message is coming, and teaches everyone that the agency’s encrypted messages never ask for a password in the message itself: a “secure message” that asks for one is phishing, and is reported with the Report button (Module 5).
Data loss prevention policy tips. When a user writes an email or shares a file that matches a data loss prevention rule, a policy tip can appear at the top of the message while it’s being written, whether the sensitive information is in the body, the subject or an attachment. Depending on how the agency set the rule, the tip only informs, blocks the send, or blocks it with an option to override with a business justification or to report a false positive; both are logged.31 The training teaches users to read the tip, take out the sensitive content or the outside recipient if they can, override only for a genuine business need that the justification states truthfully, and report a false positive when the rule is plainly wrong, which helps the agency tune it. Some clients, such as Outlook for Mac and iOS, don’t show policy tips, so a user there may only receive a bounce message; the training tells them to use Outlook on the web to see the tip and its options.32
In government clouds the training matches what the agency has: Microsoft lists Message Encryption, data loss prevention for files and email, and mandatory and manual labels as available in GCC and GCC High, and Message Encryption and manual labels as available in DoD; data loss prevention in Exchange Online needs a G3 or G5 service plan.3334 Message Encryption between a GCC High or DoD tenant and a recipient outside those clouds has its own behavior, which senders who write to commercial partners need to see demonstrated.34
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Reporting is the one module that makes users part of the defense rather than its target. SP 800-37 lists reporting anomalous or suspicious system behavior among every system user’s responsibilities.35 Users need one action for each kind of signal.
	Signal
	What the user does

	A suspicious email
	Select it, choose Report, then Report phishing; don’t forward it, don’t click its links

	An Authenticator prompt they didn’t start
	Deny it and use Report suspicious activity if the agency has enabled it; tell the help desk

	A password reset, recovery or new-method notice they didn’t expect
	Report it to the help desk or the security office at once, through a channel the agency publishes

	A call, text or chat claiming to be IT and asking for a code, an approval or a password
	End it; call the help desk back on the number the agency publishes

	A lost or stolen phone, security key, PIV card or laptop
	Report it the same day, so the method can be removed


The built-in Report button is available in current versions of Outlook for Windows, Mac, the web, iOS and Android, when the agency has turned on user reporting and chosen it in the Defender user reported settings. A message reported as phishing is deleted from the user’s mailbox and sent where the agency’s settings direct.36 In Microsoft 365 GCC, GCC High and DoD, the only available destination is the agency’s own reporting mailbox; sending reports directly to Microsoft isn’t offered.37 The agency can also have the security team mark each report and send the user the result, which the training should mention: people report more when they hear back.37 Microsoft notes that the older Report Message and Report Phishing add-ins are in maintenance mode, so training material built on them should be updated.36
Simulated phishing belongs to the awareness program, and Book 14, Chapter 09 sets its rules: legal review, no lures that impersonate real federal senders or brands, and results used for learning, never to single people out. This chapter adds only that a simulation should use the same Report button users are taught here, so that reporting a test and reporting a real attack are the same habit.
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The help desk becomes a target the moment users learn to trust it. CISA’s advisory on the Scattered Spider group, last revised July 29, 2025, describes actors who posed as company IT or help desk staff by phone or text to get credentials from employees, convinced employees to share one-time passwords, and also posed as employees to the help desk. Its mitigations include phishing-resistant MFA for all services to the extent possible and continued “diligent employee training against vishing and spearphishing.”38 Users can’t verify a caller’s identity, but they can know the rules the real help desk follows, and refuse anything outside them.
The rules below are the program’s design, consistent with the verification ladder in Book 15, Chapter 03. The agency should publish its own version, with its own contact channels, and repeat it in every wave’s messages.
	The help desk will
	The help desk will never

	Ask you to confirm a ticket from your signed-in session, or to sign in with your PIV card or passkey while you’re on the call
	Ask for your password, your PIN, or a code from your phone, text messages or email

	Ask you to verify in person against your badge or ID if you’ve lost every method
	Ask you to approve an Authenticator prompt for them

	Issue a one-time Temporary Access Pass to you directly, during that verification, and stay while you set up a new method
	Send a pass, a reset link or a code to an email address or phone number you give them on the call

	Send you a notice whenever a credential or method on your account changes
	Accept your manager’s say-so, caller ID or answers to personal questions as proof of who you are

	Use a remote-assistance session that you start from the agency’s support portal
	Ask you to install remote-access software from a link in a message

	Call you back on the number in the agency directory
	Pressure you to act before you can check


The last row is the one attackers rely on. Every legitimate request in the left column survives a five-minute delay while the user hangs up and calls the published number.
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The cadence
Book 01, Chapter 12 moves users in groups: Tier 0 administrators register phishing-resistant methods in Phase 1, a pilot division (usually IT) proves the pattern in Phase 2, and the remaining divisions move in waves in Phase 3. Training follows the same groups, because a message that arrives months before a user’s change is forgotten and one that arrives the day of it is too late.
Microsoft’s phishing-resistant deployment guidance gives a concrete cadence for the messages: tell users about the change and encourage early registration 60 days before enforcement, repeat at 45 days, announce the enforcement date at 30 days, repeat with help desk contact details at 15 and 7 days, and give a final 24-hour notice. It recommends using channels beyond email, such as Teams messages, posters and champion programs, and it offers customizable message templates, including one written for the help desk.6 SP 800-50 Rev. 1 asks for the same things in program terms: a communications plan for each phase of a learning program that sets when managers and staff are told and how often they are reminded, a schedule that gives users “sufficient time” before a required activity, and messages that state why the training is required and the consequences of not completing it.39
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Training and messages around one migration wave, paced by help desk volume.
The program’s wave calendar applies that cadence to each group. The days are relative to the wave’s enforcement date and are program defaults.
	When
	Users are told or asked to
	Managers are told
	Help desk and champions

	60 and 45 days before
	What is changing, why, and what stays the same; how to register a phishing-resistant method now
	The wave’s dates and their staff’s part
	Champions are named and briefed; the help desk sees the wave’s script

	30 days before
	The enforcement date; complete the assigned modules; the help desk rules (Module 6)
	Their staff’s completion and registration so far
	The help desk is trained on the wave’s changes and its assistive-technology questions

	15 and 7 days before
	Reminders, with drop-in sessions and help desk contacts
	Names of staff not yet registered or trained
	Extra staffing for the wave’s first week is confirmed

	Readiness check
	—
	—
	The wave owner checks registration, completion and ticket volume against the wave’s thresholds at the go/no-go (Chapter 08)

	1 day before
	Enforcement happens tomorrow; how to get help
	—
	Floor support in place

	Up to 14 days after
	Short follow-up lessons on the problems the help desk saw; a feedback survey
	Their staff’s remaining gaps
	Ticket themes feed the next wave’s materials


Help desk volume paces the waves
Microsoft recommends tracking help desk ticket volume throughout a phishing-resistant rollout, slowing deployments, communications and enforcement when it rises and resuming when it falls, and using date ranges rather than fixed dates, with an Entra group per wave added to policies one at a time.6 Book 02, Chapter 06 and Book 05, Chapter 06 already make registration rates (Book 02, for identity waves), enrollment completion rates (Book 05, for device waves) and ticket volume go/no-go inputs for each wave. This chapter adds training completion to the same check. A wave whose users haven’t been trained isn’t ready, however clean its technical criteria are. Chapter 10 sets out how those three numbers are measured and evidenced, and Chapter 08 who decides when they are good enough.
The modules that depend on a policy arrive before the policy does. Additional context in Authenticator, and the labeled-information subsection of Module 4, go out with the 30-day messages for the wave whose users will first see the new prompt, label bar, encrypted message or policy tip; a user who sees a policy tip before the training sees a block with no explanation.
What to send, and what never to send
Wave messages are the template attackers copy, so the program writes them to be hard to imitate. Every message comes from one published sender the users have been told to expect. None contains a sign-in link; each tells users to open Security info or Company Portal themselves. None asks for a reply with personal information. And each repeats one line from Module 6, so that the message that warns users about fake help desk calls is also the message they have seen most often.
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A Zero Trust assessment can find that controls users depend on, such as Authenticator prompts with context, passwordless sign-in, labels, encrypted mail and data loss prevention tips, are switched on but not understood. The acceptance evidence for that finding is not the slide deck. It is training completion, and support trends, measured per wave. This section applies the workbook’s conventions (Book 00, Appendix D) to the end-user modules; Chapter 10 is where the measurements are defined and kept.
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· Microsoft Zero Trust pillar: Identity (sign-in modules) and Data (labeled and protected information)
· CISA ZTMM pillar: Identity and Data, with the cross-cutting governance capability
· Depends on: the controls being taught: Authenticator settings and phishing-resistant methods (Book 02, Book 04), device compliance (Book 05, Chapter 10), labels and data loss prevention (Book 20, Chapter 02 and Chapter 08)
· Attack chain interrupted: MFA fatigue and approval of an attacker’s prompt (Credential Access); phishing that imitates encrypted-mail or reset notices (Initial Access); users working around a block or a data rule (Exfiltration)
Authority: Mandated for the training itself: 5 CFR 930.301 requires training when the system environment or procedures change significantly, and AT-2 asks for literacy training when system changes require it (both above). Risk-based recommended for the module content and the measures below, as the program’s design. Applies: the labeled-information subsection is license-dependent and environment-dependent, taught only where the agency has the Purview features licensed and published.
Control states. 
	State
	This chapter
	Evidence

	Designed
	Modules 1 to 6, with the additions in this revision, and the wave calendar
	Curriculum record and module owners (Appendix A)

	Configured
	Modules built, accessible, assigned to the wave in the learning management system
	Assignment export; the Section 508 review record

	Enforced
	Not applicable as a technical block; the wave’s go/no-go treats training completion as a gate (Chapter 08)
	The go/no-go record with the completion figure

	Evidenced
	Completion and support trends measured for the wave
	The measures below, dated

	Operated
	Module review dates, follow-up lessons, and the next wave’s adjustments
	Review log and the change history of each module


What is measured, per wave. Completion of each assigned module before the enforcement date, against the wave’s threshold. And the support trend for the topics these modules teach, from the help desk’s ticket categories (Chapter 10):
	Topic
	Trend that shows the training worked
	Source

	Unexpected Authenticator prompts
	Reports of prompts the user didn’t start rise at first (users notice) and approvals of attacker prompts don’t occur
	Report suspicious activity events and help desk reports

	Phishing-resistant registration
	Registration completes before enforcement; “can’t sign in” tickets fall after the first week
	Authentication methods registration report (Chapter 10)

	Device noncompliance
	Tickets resolved by the user’s own fix in Company Portal rise as a share of noncompliance tickets
	Help desk categories; Intune compliance report

	Labels
	Label downgrades with a real justification; few “I don’t know which label” tickets after the first month
	Purview activity explorer (label changes and justifications); help desk categories

	Encrypted mail
	“Recipient can’t open” tickets fall; reported fake “secure message” lures rise
	Help desk categories; user-reported messages

	Data loss prevention tips
	Overrides carry a business justification; false-positive reports feed rule tuning; no rise in workaround attempts
	Data loss prevention reports and alerts


The baselines and thresholds are design, set by the wave owner (Chapter 10); a support trend is read alongside the change that caused it, not on its own.
Evidence checklist
· Configuration: the module list, owners, review dates and wave assignments exported from the learning management system
· Operational: completion per module per wave, and the help desk ticket trend by topic for the wave’s first 30 days
· Test: a short knowledge check per module, and for the prompt module one simulated “prompt you didn’t start” scenario in training, with the share answered correctly
· Exception: users excused or given an accommodation, with the alternative delivered and its date
· Assessor-ready artifact: the wave’s training record (Chapter 10) and the support-trend summary, filed with the AT-2 evidence (Book 14, Chapter 09)
Day-two ownership. Each module has an owner and a review date (below); the training lead reads the support trend with the help desk lead after each wave and changes the next wave’s material. A finding about user understanding is ready for closure when every applicable state above has evidence; the authorizing official or assessor decides.
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Section 508 of the Rehabilitation Act requires each federal agency, when it develops, procures, maintains or uses information and communication technology, to make sure that federal employees with disabilities have access to and use of information and data comparable to that of employees without disabilities, unless an undue burden would be imposed.40 The Revised 508 Standards apply that to content. Public-facing content must conform, and so must non-public content that is official agency communication in listed categories, which include “educational or training materials.” The conformance level is WCAG 2.0 Level A and AA.41 Training for the modernized estate is internal, but it is squarely inside that rule.
Accessibility also applies to the sign-in methods the training teaches. SP 800-63B-4 says identity service providers are expected to comply with Section 508, that agencies should design identity systems with the experiences of people with disabilities in mind, and that “a single authenticator type does not usually suffice for the entire user population.”3 A user who can’t use a fingerprint reader, read a number on a phone or manage a small card reader needs a different phishing-resistant method, and the training should say how to get one without making the user explain why. Windows Hello’s PIN, a FIDO2 security key and the PIV card give most users a workable choice; the reasonable accommodation process covers the rest.
OMB M-24-08, issued December 21, 2023, turns this into named responsibilities. It requires each agency to run an agency-wide Section 508 program with a program manager, has the CIO lead it, and has the Chief Human Capital Officer develop training plans for digital accessibility in consultation with the Section 508 program manager. It also recommends regularly scheduled training for IT help desk staff on assisting employees who use assistive technologies and on troubleshooting reported accessibility issues.42 SP 800-50 Rev. 1 asks learning programs to plan for a workforce with accessibility requirements and to make program elements meet accessibility standards.39
The program’s checklist for every end-user module, as design:
· Video has accurate captions and a transcript; demonstrations describe on-screen actions in words, not “click here.”
· Every step can be done with a keyboard and a screen reader, tested with the assistive technologies the agency supports, not only checked by an automated tool.
· Screenshots have text alternatives, and no instruction depends on color alone, including the OneDrive status icons, which training should name as well as show.
· Written guides are tagged documents or accessible web pages, in plain language, with headings a screen reader can navigate.
· Live sessions offer sign language interpretation or captioning on request, and the request route is in the invitation.
· Each module states how to get a different sign-in method, and the help desk script covers assistive-technology questions.
· The Section 508 program manager reviews the modules before the first wave, and again when they change.
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The training changes as fast as the products do. Microsoft renamed Azure AD, put its report add-ins into maintenance mode, changed Authenticator’s push behavior and added passkey options within a few years, and every one of those changes broke a screenshot somewhere. The program’s design keeps end-user material in short modules, each with an owner and a review date, built from templates in which the agency’s names, addresses and contacts are placeholders filled in once. Product facts carry the date they were checked. A module whose review date has passed is withdrawn from the next wave until it is checked, because outdated instructions teach users to distrust all instructions.
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	Old habit
	What replaces it

	A user guide sent once, before the migration
	Short modules assigned to each wave, timed to its enforcement date, with a training record per person

	Push approval and phone sign-in as the target
	PIV, Windows Hello for Business and passkeys; push and codes taught as a fallback being retired

	Password rules built on character classes and rotation
	Length and passphrases, in line with SP 800-63B-4 and M-22-09; the agency’s policy reviewed if it still requires complexity

	Security questions as a recovery option
	Registered methods, then identity verification at the help desk, with a notice on every recovery

	“Your organization can’t see anything personal”
	Microsoft’s published list, the difference between personal and government devices, and the system use notice

	A grace period promised to users
	The window the agency actually configures, stated in the training

	Forward suspicious mail to security
	The Report button, the Authenticator report and a published channel for unexpected notices

	Trust the person who says they’re IT
	The help desk’s published will-and-won’t list, and a callback on the directory number

	Waves on fixed dates
	Waves on date ranges, held when registration, training completion or ticket volume misses its threshold

	Accessibility checked after launch
	Section 508 conformance designed in, reviewed by the 508 program manager, with alternative sign-in methods offered up front
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[bookmark: _Toc00000723]Chapter 08 — Who Owns Workforce Readiness
Training has more owners than any other part of the program, which is why it so often has none; readiness becomes real only when someone reports it, someone checks it, and someone else is allowed to say the wave can’t go without it.
[bookmark: _Toc00000724]In this chapter
Where the duties come from: FISMA, the Chief Human Capital Officers Act, OPM’s training rules at 5 CFR 410 and 930.301, OPM’s guidance on coding cybersecurity positions, NIST SP 800-37 Rev. 2 and SP 800-50 Rev. 1, and OMB’s Section 508 memorandum. Then each role in turn: the sponsor and CIO, the CISO, the CHCO and workforce office, the training lead, managers and supervisors, the ISSO and system owner, the program office, the help desk, the communications office, and the specialists around them. How training readiness enters the gates and the wave checks, a responsibility matrix consistent with Book 00 Chapter 07, Book 01 Chapter 09, Book 13 Chapter 09, Book 14 Chapter 10 and Book 15 Chapter 10, and the separations that keep the readiness numbers honest.
Ask who owns training in most agencies and three offices answer at once. The security office owns the annual awareness course. Human resources owns the learning management system and the onboarding checklist. The CIO’s office owns the migration and assumes someone else is telling users about it. Each answer is partly right, and between them nobody owns the thing this book cares about: whether the people who will run, support and use the modernized estate know how to do it on the day it changes. The failures are predictable. A wave goes live with a help desk that saw the new procedure once. A privileged role is granted to someone whose role-based training is a year overdue because the roster came from a spreadsheet. A phishing exercise is run without legal review and turns into a labor dispute. A training video goes out without captions.
Federal rules don’t name a single owner either. They spread the duty across the agency head, the CIO, the human capital officer, the security officials, managers and every user, and they say what each must do. This chapter maps those duties onto the program. It applies the program-wide model in Book 01, Chapter 09 and the running mechanics in Book 00, Chapter 07 to the workforce, and it agrees with the Who chapters that already cover part of the ground: Book 13, Chapter 09 for governance, Book 14, Chapter 10 for the compliance roles and the AT controls, and Book 15, Chapter 10 for the help desk. Where those chapters go deeper for their domain, they govern. The model below is the program’s recommended design. Adapt it to the agency’s structure, but keep one decider per row.
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Who owns workforce readiness: the officials who set policy, people and money; the roles that build, evidence and gate the training; and the roles that carry it to people.
[bookmark: _Toc00000725]Where the roles come from
Seven sources assign the duties. None of them uses the phrase “workforce readiness,” and none of them is enough alone.
FISMA puts the obligation at the top and gives the CIO the working duty. The agency head must ensure the agency has trained personnel sufficient to help it comply with the law and its policies; the authority delegated to the CIO includes “training and overseeing personnel with significant responsibilities for information security”; and every agency’s security program must include security awareness training for personnel, “including contractors and other users.”1
The Chief Human Capital Officers Act gives the workforce side an owner. Each agency on the CFO Act list must appoint or designate a Chief Human Capital Officer, whose functions include “setting the workforce development strategy of the agency,” assessing workforce characteristics and future needs, and “developing and advocating a culture of continuous learning.”2 Agencies outside that list usually give the same duties to their human resources director.
OPM’s training rule at 5 CFR 410.201 makes the head of the agency, or a designee, responsible for establishing, budgeting for, operating and evaluating training programs; for training policies that link training to the agency’s strategic plan, assign responsibility for training goals and delegate training approval to “the lowest appropriate level”; and for plans that identify mission-critical occupations and competencies, find competency gaps and set strategies to close them, with an assessment at least annually.3 A migration that changes every user’s sign-in and every administrator’s tools is exactly the kind of gap the rule describes.
OPM’s security training rule at 5 CFR 930.301 names audiences rather than owners. Every user gets awareness material at least annually; executives, program and functional managers, CIOs, security program managers, auditors and other security staff, and IT management and operations staff each get training suited to their role; new employees get awareness material before they get access; and training is required when the system environment or procedures change significantly or when an employee moves into a role that needs more.4 Book 14, Chapter 09 covers the rule’s age and its stale pointers. This chapter uses it for one purpose: its audience list is the minimum the program’s role tracks have to cover.
OPM’s cybersecurity coding guidance implements the Federal Cybersecurity Workforce Assessment Act of 2015, which requires OPM to establish procedures for identifying every federal civilian position that performs information technology, cybersecurity or other cyber-related functions. OPM’s January 2017 guidance has agencies code those positions with the Cybersecurity Data Standard Codes aligned to the NICE Framework’s work roles, and it assigns the work to a partnership: CIO staff know where the work is done and what the codes mean, managers know which positions perform it, and human resources and classification staff develop and run the coding process.5 Chapter 02 covers the coding structure itself. Here it matters because a correctly coded position is the cleanest source for a role-based training roster.
NIST SP 800-37 Rev. 2 gives the system-level duties. The system owner ensures that system users and support personnel receive the requisite security and privacy training; the system security officer’s day-to-day duties may include security and privacy training and awareness; and every system user’s responsibilities include adhering to acceptable-use policy and “reporting anomalous or suspicious system behavior.”6 SP 800-53’s AT-1 adds that the agency designates an official to manage its awareness and training policy and procedures (Book 14, Chapter 09).
NIST SP 800-50 Rev. 1 is the most direct. Its roles section names the head of the organization, senior leadership, learning program managers, managers and the system user, and it asks organizations to document who holds each role and to watch for overlapping responsibilities.7 Its communications guidance adds the offices a program forgets: human resources and the CHCO’s office, labor relations, the chief financial officer, the chief learning officer and the communications team.8
One more source covers accessibility. OMB M-24-08 has the CIO lead the agency’s Section 508 program and appoint its program manager, and has the CHCO develop the training plans that say who is trained on digital accessibility, in consultation with that program manager.9 Chapter 07 applies it to the end-user modules.
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The executive sponsor and the CIO
The sponsor and CIO own scope, funding and sequence for the whole program (Book 01, Chapter 09), and that includes the learning program. SP 800-50 Rev. 1’s example is blunt: agency leaders and managers need to know whether training costs come from the CIO’s, the CISO’s, the chief learning officer’s or another budget, or whether their own budgets will be hit.8 The CIO also carries FISMA’s duty to train and oversee personnel with significant security responsibilities,1 leads the Section 508 program,9 and supplies the CIO staff who help code positions.5 And the sponsor decides each wave’s user readiness and communications plan, the row Book 02, Chapter 06 already gives the sponsor and CIO.
The CISO
The CISO owns the awareness and training policy, decides which roles have significant security responsibilities, and sets the completion threshold, as Book 14, Chapter 10 assigns. For this book that means the CISO also decides what users are taught to do about security: which sign-in methods the training presents, what the help desk will and won’t ask, and how reporting works. The help desk identity-verification procedure is a CISO decision in Book 01, Chapter 09 and Book 15, Chapter 10, and the end-user module that teaches it has to match it word for word. The CISO owns the phishing-exercise program too, under the conditions Book 14, Chapter 09 sets: legal review, no impersonation of real federal senders or brands, and results used for learning.
SP 800-50 Rev. 1’s example policies give the CISO, the CISO’s delegates or the ISSM the authority to waive the suspension of an account whose holder hasn’t completed required training.10 The program follows that: suspension for missed training is the CISO’s policy, and waivers are the CISO’s or a named delegate’s, recorded with an end date.
The CHCO and the workforce office
The CHCO’s office owns the workforce side of readiness: the workforce development strategy, the training policies and plans under 5 CFR 410, the competency gaps the migration creates, and the coding of positions that perform cyber work.235 It also owns the human resources facts that the role rosters are built from. Book 03, Chapter 07 gives HR the decision on what each authoritative worker attribute means, and Book 14, Chapter 09 explains why rosters derived from HR and identity records, not from a coordinator’s list, are what keep a role-based training record honest.
Two duties are easy to miss. SP 800-50 Rev. 1 makes human capital responsible for communications about building training requirements into onboarding, and names labor relations as the stakeholder for any change that affects union-represented staff, including negotiations over mandatory training and input on disciplinary actions.8 And M-24-08 gives the CHCO the accessibility training plans.9 A program that changes what every employee must do, and may suspend accounts for missed training, needs the workforce office at the table before the first wave, not after the first grievance.
The training lead
The training lead is the person who runs the program’s learning work day to day. SP 800-50 Rev. 1 calls the role a learning program manager and gives it tactical duties: working with policy experts, curriculum developers, the security operations team, ISSOs and ISSMs, the CISO, human resources, procurement and the risk executive; producing timely material for each audience; designing how it is delivered; giving learners and managers a way to give feedback; reviewing and updating the material; helping identify who has significant responsibilities; setting up tracking and reporting; and reporting to senior leadership on the program’s goals and metrics.7
In the program’s model the training lead owns the curriculum and every module in it, the assignment of modules to each wave and role, the wave briefing for the help desk, and the completion reports. The training lead may sit in the CISO’s office, in the chief learning officer’s training office or in the program office; the program doesn’t mind which, provided there is one named person. What the training lead doesn’t do is decide whether a wave is ready. The training lead reports the numbers. Others review and decide, for the reasons in Keeping the roles apart.
Where the agency has a chief learning officer, that office usually runs the learning management system and its export, the role SP 800-50 Rev. 1 gives it as the provider of learning infrastructure.8 Book 14, Chapter 09 keeps that system as the system of record for completions.
Managers and supervisors
SP 800-50 Rev. 1 says managers and supervisors should create individual development plans for people with significant cybersecurity and privacy roles, encourage their professional development and certifications, make sure their staff understand the rules of each system they use, make sure all their staff take part in the learning program, and work to reduce the errors that come from a lack of training.7 OPM’s coding guidance relies on them to know which positions perform cyber work.5 And 5 CFR 410.201 pushes training approval down to the lowest appropriate level, which in most agencies is the supervisor.3
In the program’s model a supervisor is accountable for each of their staff completing assigned training on time, as Book 14, Chapter 09 already says, and for giving them the time to do it. The training lead sends supervisors the names of staff not yet registered or trained before each wave (Chapter 07). Contracting officer’s representatives carry the same accountability for contractor staff, whom FISMA’s awareness requirement covers by name.1
The ISSO and the system owner
The system owner ensures that the system’s users and support staff are trained, and the ISSO runs that training day to day and reviews the evidence.6 For a modernized system, that means three things. The ISSO reviews the derived training evidence record and decides whether the overdue counts are acceptable under the CISO’s threshold, the decision Book 14, Chapter 09 reserves to the ISSO’s review rather than to the script that builds the record. The system owner and ISSO decide the system-specific rules of behavior users acknowledge. And they confirm that the system’s support staff, its administrators and its contingency and incident roles have had their role training before the change that needs it, because 5 CFR 930.301 and AT-3 both tie role training to taking on the role or to a significant change.4
The ISSM, where the agency uses the title, rolls up the ISSOs’ training evidence for a portfolio of systems and can hold the CISO’s delegated authority to waive training-based suspension.10
The program office
The program office, led by the steward, owns the plan, the wave sequence and the gate checklists (Book 00, Chapter 07). For readiness it owns one thing no one else does: putting training into the criteria that decide whether the program moves. Each gate and each wave check carries its training criteria next to its technical ones, and each criterion is a query against the evidence, in Book 01’s sense, not a statement that training happened (Book 01, Chapter 12). The program office checks the criteria; it doesn’t decide the gate, unless Book 01 makes it the gate owner.
The help desk
The help desk is trained first and supports everyone else. Microsoft’s deployment guidance offers a message template written for the help desk and recommends tracking ticket volume as the signal that sets the pace of each wave.11 SP 800-50 Rev. 1 lists training IT and help desk staff to support the learning program among a program’s requirements.12 M-24-08 recommends regular help desk training on assisting employees who use assistive technologies.9 In the program’s model the service desk manager decides whether the desk’s staff are ready for a wave, as Book 15 gives the manager staffing and the response to the desk’s measures (Book 15, Chapter 10); the training lead delivers the wave briefing; and the desk returns the ticket themes that shape the follow-up lessons. The help desk follows the CISO’s verification procedure and doesn’t improvise a shortcut for a user who hasn’t been trained.
The communications office
SP 800-50 Rev. 1 asks learning programs to include the organization’s communications team in a communications plan for each phase.8 The communications office owns the channels, the single sender users are told to expect, the templates and the wave calendar. It doesn’t own the security content of a message. Every instruction about signing in, reporting or the help desk comes from the CISO’s approved text, because a message that changes those instructions, however well meant, is indistinguishable to a user from a phishing lure that does the same (Chapter 07).
The specialists around them
· The Section 508 program manager reviews training materials for conformance before the first wave and when they change.9
· The privacy office approves what users are told about what the agency can see on enrolled devices and what personal data recovery uses, and reviews any use of personal email or phone numbers for recovery.
· Legal counsel reviews phishing exercises, as SP 800-50 Rev. 1 recommends (Book 14, Chapter 09).
· The records officer decides how long training records and their derived evidence are kept (Book 14, Chapter 09).
· Platform teams enforce what the policy decides: identity engineering removes access when the CISO’s suspension policy says so and owns each identity wave’s go/no-go in Book 02’s model, and endpoint engineering owns each device wave’s in Book 05’s.
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Book 01, Chapter 12 gives each phase a gate and each gate an owner. Training doesn’t add gates. It adds criteria to the ones that exist, each with a population, a measure and a source. This table is the master list of training criteria per gate, and it is the program’s design; the tables in Chapter 01 and Chapter 10 summarize it, and where they differ this one governs. Chapter 10 sets out how each measure is computed and evidenced.
	Gate (owner, from Book 01)
	Training criteria the gate checks

	G0, Ready to Plan (steward, with the sponsor as backup)
	Training lead named; learning program funded; CHCO, labor relations and the Section 508 program manager briefed; sponsor, steering committee, steward and workstream leads have had the education session; the compliance track under way for the ISSOs of in-scope systems; role rosters derivable from HR and identity records and joined to the learning management system

	G1, Foundation Complete (steward)
	Tier 0 administrators’ role-based training complete before their phishing-resistant methods and eligible roles are enforced; help desk trained on the verification procedure and Temporary Access Pass handling, and every technician with a new eligible role has passed the verification scenario; every platform team member who will change production in Phases 1 and 2 has passed their lab; HR staff trained on the data fields the provisioning feed uses; the emergency access procedure rehearsed; the pilot’s training window on the plan

	G2, Pilot Clean (steward and sponsor)
	Pilot division’s end-user modules complete above threshold, with method registration at or above the pilot targets; follow-up lessons issued; help desk ticket volume and satisfaction within the pilot success criteria, ticket themes reviewed and the modules revised

	Each wave in Phase 3 (wave owner: identity engineering, Book 02 Chapter 06; endpoint engineering for device waves, Book 05 Chapter 06)
	Registration rate, training completion and help desk ticket volume within the wave’s thresholds before enforcement

	G3, Rollout Complete (sponsor and steering committee)
	Every division’s training evidence reviewed by its ISSO; no privileged-tier person overdue; every wave met its readiness thresholds before it moved, and no division moved with an untrained help desk

	G4, Legacy Quiet (steward, with the sponsor as backup)
	Users of retiring file shares and legacy applications told and trained before each retirement; administrators of the retiring platforms retrained or reassigned, and AD administrators moving to new roles trained and assessed in them; retired procedures removed from runbooks and courses; IR-2 and CP-3 completion for the named plan roles; AD-era modules marked for retirement

	G5, AD Retired (sponsor and CIO)
	Steady-state curriculum in place: onboarding before access, annual refresh, role training on assignment, and the training record feeding continuous monitoring; AD-era modules and runbooks retired from the catalog, except a documented Kerberos island’s named procedures until its end date
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How training readiness reaches a decision: the training lead reports, the ISSO reviews, the gate or wave owner decides.
[bookmark: _Toc00000728]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most. “CHCO / HR” is the Chief Human Capital Officer and the workforce office, including classification and labor relations. “ISSO / SO” is the ISSO and the system owner, each for their own system. “Platform teams” includes identity engineering. “Help desk” is the service desk and its manager. “Specialists” is the records officer, the privacy office and the Section 508 program manager, each for their own rows.

	Decision or work item
	Sponsor / CIO
	CISO
	CHCO / HR
	Training lead
	Managers
	ISSO / SO
	Program office
	Platform teams
	Help desk
	Comms
	Specialists

	Learning program funding and staffing
	D
	C
	C
	R
	
	
	C
	
	
	
	

	Awareness and training policy, significant roles, completion threshold (AT-1 to AT-4)
	C
	D
	C
	R
	
	R
	
	
	
	
	C (privacy)

	Workforce development strategy and training plans (5 CFR 410)
	C
	C
	D
	R
	C
	
	C
	
	
	
	

	Coding positions with cybersecurity work-role codes
	R
	C
	D, R
	
	R
	
	
	
	
	
	

	Role rosters from HR and identity records
	
	C
	D
	R
	
	C
	
	R
	
	
	C (privacy)

	What end users are taught to do about security
	
	D
	
	R
	
	C
	C
	C
	C
	C
	C (privacy, 508)

	Phishing exercises: design, legal review, use of results
	
	D
	C
	R
	
	C
	
	
	
	C
	C (privacy)

	Wave communications plan and user readiness
	D
	C
	
	R
	C
	
	R
	C
	R
	R
	

	Sender, channels and message templates
	
	C
	
	R
	
	
	C
	
	C
	D
	

	Help desk identity-verification procedure
	
	D
	
	C
	
	C
	C
	C
	R
	
	C (privacy)

	Help desk trained and staffed for each wave
	
	C
	
	R
	
	
	C
	C
	D (manager)
	
	C (508)

	Staff complete assigned training on time
	
	
	C
	R
	D
	
	
	
	
	
	

	Training evidence record and its review (AT-4)
	
	C
	
	R
	
	D, R
	C
	
	
	
	C (records)

	Suspend access for missed training; waivers
	
	D
	C
	R
	C
	R
	
	R
	
	
	

	Training criteria in gate and wave checklists
	
	C
	
	R
	
	C
	D, R
	C
	C
	
	

	Wave go/no-go, including training readiness
	C
	C
	
	R
	
	C
	C
	D
	C
	
	

	Section 508 conformance of training materials
	C
	
	C
	R
	
	
	
	
	
	C
	D (508)

	Accessibility training plans
	C
	
	D
	R
	
	
	
	
	C
	
	C (508)

	What users are told the agency can see, and what recovery collects
	
	C
	
	R
	
	C
	
	C
	
	C
	D (privacy)

	Retention of training records and derived evidence
	
	C
	C
	R
	
	C
	
	
	
	
	D (records)



Nine rows need comment.
The policy row matches Book 14, Chapter 10: the CISO decides, the CIO is consulted, and the system owner and ISSO do the system-level work. The security content row follows from it. The CISO decides what users are taught to do about sign-in, reporting and the help desk, because those instructions are the policy in the form users see.
The roster row gives the CHCO’s office the decision because the facts are human resources facts, as Book 01, Chapter 09 gives HR the meaning of authoritative worker attributes. Identity engineering does the work of joining those facts to role assignments, and the training lead consumes the result. Who counts as having significant responsibilities stays the CISO’s call under the policy row.
The two wave rows split the plan from the go/no-go, as the earlier books do. The sponsor and CIO decide the wave’s communications and user readiness plan, which is Book 02, Chapter 06’s row. The go/no-go for the wave is identity engineering’s in the same matrix, and this chapter adds training completion to what that decision checks. Gate decisions above the wave stay with the owners in Book 01, Chapter 12; the table in the previous section lists only the criteria.
The verification row is copied from Book 01, Chapter 09 and Book 15, Chapter 10 so that the books agree: the CISO decides, the help desk follows, the privacy office is consulted. The training lead is consulted because the end-user module must teach exactly that procedure.
The help desk readiness row gives the service desk manager the decision, consistent with Book 15’s row on the desk’s staffing and the response to its measures. The training lead delivers the briefing; the manager decides whether the desk can take the wave.
The evidence row gives the ISSO the decision, matching Book 14, Chapter 09: the record states the facts, and the ISSO’s review decides whether the overdue counts are acceptable under the CISO’s threshold. Every overdue person in a privileged tier is a finding regardless of the percentage.
The suspension row follows SP 800-50 Rev. 1’s example policy: the CISO sets the rule, a named delegate or the ISSM may waive it, and platform teams enforce it.10 The CHCO’s office is consulted because a suspension that stops someone working is a personnel matter as well as a security one.
Two decisions sit above the matrix. The organization-wide training plan required by 5 CFR 930.301 and the evaluation of training programs under 5 CFR 410.201 belong, in the end, to the head of the agency, who may designate officials to carry them out.43 And accepting the risk of putting a system into operation with its people not yet trained is a risk acceptance like any other, which only the system’s authorizing official can make (Book 14, Chapter 10).
[bookmark: _Toc00000729]Keeping the roles apart
Readiness numbers are easy to improve without improving readiness. The separations below keep that from happening.
1. The person who reports the numbers doesn’t decide what they mean. The training lead produces completion reports. The ISSO reviews the evidence and the gate or wave owner decides. A training lead who can also declare a wave ready is grading their own program.
1. The record’s producer doesn’t review it. The learning management system and the training lead produce the derived record; the ISSO reviews it; an assessor can re-derive it (Book 14, Chapter 09). This is the same separation every evidence record in the program follows (Book 13, Chapter 09).
1. Managers can’t waive required training. A supervisor can grant time and approve development, but a waiver of a required course, or of a suspension, is the CISO’s or a named delegate’s, recorded with an end date.
1. Phishing-exercise results serve learning, not discipline. SP 800-50 Rev. 1 asks that exercises not be punitive and that no one be called out (Book 14, Chapter 09). In the program’s design, managers see results for their team as a whole, follow-up training is assigned by the training lead, and any personnel action stays inside the agency’s ordinary processes with the CHCO’s office and labor relations involved.
1. The communications office doesn’t rewrite security instructions. It owns the channel and the voice; the CISO owns the words that tell users how to sign in, what to report and what the help desk will ask.
1. The help desk doesn’t teach around the procedure. A user who wasn’t trained gets trained, or gets the verification ladder; never a shortcut (Book 15, Chapter 03).
Who may hold these roles follows Book 14, Chapter 10. The CIO and the CISO are government officials. The training lead, the course developers, the help desk and much of the program office can be contractors, and often are. The program’s position is that contractors can build, deliver and report all of the training in this book, but the decisions in the CISO’s, the gate owners’ and the authorizing official’s rows are made by government officials. Book 14 lets a contractor serve as ISSO, with documented government oversight, so a contractor ISSO’s review of the training record is overseen by a government official.
[bookmark: _Toc00000730]Where each Who chapter fits
	Chapter
	What it settles

	Book 00, Chapter 07 — Who Runs the Program
	Program roles, the decision table, gate deciders, the rhythm and the repository conventions

	Book 01, Chapter 09 — Who Leads the Transformation
	Program-wide decision rights, including the help desk’s verification procedure and HR’s attribute decisions

	Book 02, Chapter 06 — Who Owns the Migration
	User readiness and communications, and the wave go/no-go

	Book 13, Chapter 09 — Who Governs
	The authoritative record, exceptions and records management

	Book 14, Chapter 10 — Who Owns Compliance
	The RMF roles and the awareness and training policy row

	Book 15, Chapter 10 — Who Runs Day Two
	The service desk lines, the manager’s staffing decision and the verification procedure in operation

	This chapter
	Who builds, delivers, evidences and gates the workforce’s readiness for the modernized estate


[bookmark: _Toc00000731]What changes, in one table
	Old habit
	What replaces it

	“Security owns training”
	The CISO owns the policy and the security content; the CHCO’s office owns the workforce strategy and the rosters’ facts; the training lead runs the work; supervisors own completion

	A training coordinator’s spreadsheet of who needs what
	Rosters derived from HR records, coded positions and role assignments

	Users told about the migration by whoever is closest
	A wave communications plan the sponsor decides, sent from one sender the communications office owns, in words the CISO approves

	The help desk learns the new procedure from the first calls
	The help desk is trained and staffed before each wave, and its manager decides it’s ready

	Training reported as done
	Training evidence reviewed by the ISSO and checked as a criterion at every gate and wave

	The training lead declares readiness
	The training lead reports, the ISSO reviews, the gate or wave owner decides

	Suspension or waiver at a manager’s discretion
	The CISO’s policy, a named delegate’s waiver with an end date, and the CHCO’s office consulted

	Labor relations and the Section 508 program manager brought in after a complaint
	Both briefed at G0, before the first module is built
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[bookmark: _Toc00000733]Chapter 09 — Building and Running the Curriculum
A curriculum that runs on the roadmap’s calendar arrives when people need it; one that runs on the training office’s calendar arrives after the help desk has already taken the calls.
[bookmark: _Toc00000734]In this chapter
How to turn the tracks, labs and assessments of Chapters 03 to 07 into a running program. The chapter ties training to the phases and gates of Book 01, Chapter 12, schedules training for each wave just before it moves, and builds the program’s own instructors through train-the-trainer. It also covers what accessibility means for each kind of content, from captions to assessments, and how the workbook’s own videos measure up; keeping modules current as the books they teach change; and what the learning management system has to record so that Chapter 10 can measure readiness and Book 14, Chapter 09 can use the records as evidence.
The earlier chapters of this book describe what to teach: the compliance track, the implementation track, the assessments, the vendor courses and labs, and end-user training. None of that helps if it reaches people at the wrong time. A technician who learns the Temporary Access Pass procedure a month after the first wave has already improvised one. A user who takes the passwordless module in the annual awareness cycle, six months before their division moves, will have forgotten it by the time the prompt appears. A steering committee that first hears what a gate means at the gate review can’t judge whether it is green.
So the program builds its curriculum around the roadmap. Each phase and each gate has a set of people who must be ready, a set of modules that make them ready, and a date by which the modules must be finished. The training lead owns the delivery. The program office owns the schedule, because only the program office knows when the next wave moves.
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How the curriculum is built, delivered and kept current: module owners write from named chapters, instructors and champions deliver, the learning management system records each version, and source changes and feedback flow back to the owners.
[bookmark: _Toc00000735]Start from the roadmap, not the catalog
Federal guidance already points the curriculum at change. OPM’s rule requires training “whenever there is a significant change in the agency information system environment or procedures or when an employee enters a new position that requires additional role-specific training.”1 SP 800-53 writes the same trigger into the controls: literacy training is given “when required by system changes,” and role-based training “when required by system changes,” in addition to initial and periodic training.2 A modernization program is a sequence of significant changes. Every wave changes how people sign in, who resets their credentials and what the help desk is allowed to do. The training requirement follows the waves.
NIST’s learning-program guide gives the scheduling rule. SP 800-50 Rev. 1 describes a learning program’s life cycle in four phases, plan and strategy, analysis and design, development and implementation, and assessment and improvement, which “can occur in sequence or simultaneously.”3 It asks the program to keep one primary calendar, possibly automated in the learning management system, and to align it “with organizational availability, such as observed holidays, planned events, major IT releases,” and anything else that would collide with training.3 In this program the major IT releases are the waves, so the calendar is built backwards from the roadmap’s dates.
The program’s design is a short planning rule: no gate is scheduled without its training dates, and no wave is scheduled without its training window. The program office puts both on the same plan, so a wave that slips moves its training with it.
[bookmark: _Toc00000736]What each phase and gate needs people to know
Book 01 sets seven phases and six gates.4 Chapter 01 introduced the training check at each gate; this table is its schedule. It lists who must be trained before each gate and what they need. The populations come from the role models of Book 00, Chapter 07 and Book 01, Chapter 09; the module content is in Chapters 03 to 07. The assignments and timing are the program’s design.
	Phase and gate
	Who must be ready
	What they need before the gate (design)

	Phase 0, pre-flight → G0 Ready to Plan
	Executive sponsor, CIO, steering committee, steward, project manager, workstream leads, the CISO’s and authorizing official’s staff
	The orientation briefing below; for ISSOs and the compliance staff, the start of the compliance track

	Phase 1, foundation → G1 Foundation Complete
	Platform teams building the target; help desk technicians and supervisors; identity governance
	The implementation track modules for the workstream and its labs (Chapter 06); help desk role training and the identity-verification check before any new help desk role is assigned

	Phase 2, pilot division → G2 Pilot Clean
	The pilot division’s users, its managers, the help desk, department champions
	The just-in-time cycle below, run for the first time; every new module tested on the pilot before the rollout uses it

	Phase 3, general rollout → G3 Rollout Complete
	Each wave’s users, managers and champions; the help desk for every wave
	The same cycle, wave by wave, with the modules corrected after each wave

	Phase 4, legacy retirement → G4 Legacy Quiet
	AD administrators, application owners, the records officer’s staff
	Role transition training for AD administrators moving to cloud roles; briefings on what each retirement removes and what replaces it

	Phase 5, AD DS retirement → G5 AD Retired
	AD administrators; the help desk
	Retirement of every AD-era runbook and module, except the named procedures of a documented Kerberos island and the staff who run it until the island’s end date, so nobody is trained on a system that no longer exists

	Phase 6, steady state
	Everyone, by role
	Refresh at the agency’s frequency; training for new hires and new role holders; the annual evaluation


Two rows need comment.
Phase 1 trains the help desk before anyone else is migrated. The help desk becomes a target as soon as its new powers exist, and Book 15, Chapter 04 gives technicians roles that can reset credentials and issue Temporary Access Passes. A-130 requires role-based training for people with assigned security roles “before authorizing access” to federal information or systems or “performing assigned duties.”5 The program applies that literally: no technician is made eligible for a help desk role until their training and verification check are on record.
Phase 5 is the step most curricula skip. When Active Directory retires, its modules and runbooks must be retired with it. If the agency keeps domain controllers as a documented Kerberos island, the island’s named procedures and the staff who run it stay in the catalog until its end date, and nothing else does. A module left in the catalog keeps being assigned, and an assessment written for the old procedure keeps passing people who would now do the wrong thing.
[bookmark: _Toc00000737]Orientation: education before training
The program separates education from training. Education builds the mental model; training teaches the work. Book 00, Principle 13 states the model in six ideas: governance is a system, identity is the primitive, maps replace inventories, provenance is non-negotiable, modernization is a lifecycle, and drift is the feedback signal. Someone who holds those six ideas can follow why a gate is evaluated from data, why the help desk can’t approve its own work, and why a training record needs a roster. Someone who doesn’t will treat every later module as a list of rules.
The program offers orientation in three formats, by design:
· A 90-minute facilitated walkthrough for program kickoff and for each new steering committee member, about one idea every ten minutes, with questions between.
· A self-serve written path for anyone who can’t attend live. It must be complete on its own, not a summary of the session.
· A 45-minute briefing for auditors and assessors on provenance, drift detection and drift remediation only, because those are what an assessor will be shown.
Orientation comes before either track, and it is the whole requirement for some roles. A sponsor needs to understand what each gate means and what the readiness report in Chapter 10 is telling them; they don’t need the implementation labs. Appendix A lists, role by role, where orientation ends and a track begins.
[bookmark: _Toc00000738]Just-in-time training before each wave
Each wave runs the same training cycle, timed against the wave’s enforcement date. Chapter 07 sets the user-facing messages for a wave on the 60, 45, 30, 15, 7 and 1 day cadence Microsoft recommends; the training cycle runs on the same clock, so a user hears about a module in the same message that tells them the date. The training-side milestones below are the program’s design, set from the pilot and adjusted afterwards; the agency should replace them with its own once it has measured how long its people retain what they learn.
	When, before enforcement (design)
	Who
	What

	60 to 45 days
	Department champions; the wave’s managers
	Champions take the end-user module early and the champion session; managers learn what changes for their staff, the dates and how to release staff for training

	By 30 days
	Help desk for the wave
	The wave’s change, what users will see, the expected calls and their runbooks, and the identity-verification procedure for the wave’s sign-in method, with the verification scenario passed before the wave’s roles are used

	30 days
	Every user in the wave
	The end-user modules for the change assigned (Chapter 07), due before the readiness check

	15 and 7 days
	Users not yet complete; their managers
	Reminders and drop-in sessions; managers see who hasn’t completed or registered

	Readiness check
	The wave owner decides at the go/no-go (Chapter 08); the division lead and steward confirm it at the division-level exit
	Completion, registration and help desk ticket volume against the wave’s thresholds (Chapter 10); a wave that isn’t ready moves its date

	Up to 14 days after
	Users, champions, help desk
	A short survey; reinforcement on whatever the ticket trend shows people got wrong; instructor and content feedback to the module owners


Microsoft’s own deployment guidance for phishing-resistant sign-in follows the same shape: test the strategy with a pilot group that represents the agency’s user personas rather than only administrators, measure registration with the authentication methods activity report, gather feedback from the pilot users, and write end-user communications for each persona group.6 It also says to watch help desk ticket volume and, as it rises, to “slow down the pace of your deployments, user communications, and enforcement actions.”6 Chapter 10 turns that advice into a gate signal.
Four further rules shape the cycle.
Communicate each module, not just the program. SP 800-50 Rev. 1 asks for a communications plan for each element, telling learners and their managers the purpose, the audience, how completion is tracked, the consequences of not completing, the delivery method, accommodations and the due dates. It also asks that consequences be noted in the course description in the learning management system.3 For a wave, the purpose is concrete: the date the old sign-in stops working.
Involve labor relations early. SP 800-50 Rev. 1 notes that labor relations officers are stakeholders for union-represented staff and that human capital may need to “initiate labor relations and union negotiations” about mandatory training.3 A wave schedule that assumes mandatory training for represented staff, without that conversation, can stall on the date it was meant to start.
Make every module accessible. The Revised 508 Standards list “educational or training materials” and “a survey questionnaire” among the agency official communications that must conform to the accessibility requirements, even when they aren’t public facing.7 SP 800-50 Rev. 1 says the same in learning terms: content should support on-site and remote staff, contractors and guests, and people using adaptive technology such as screen readers.3 The program tests each module with assistive technology during learner testing, not after a complaint. Accessible content, module by module, below, says what that means for each kind of content.
Train the help desk on every change, not only on waves. SP 800-128’s change process ends by telling stakeholders, the help desk among them, about a change, “especially if the change implementation requires a service interruption or alters the functionality of the system,” and notes that “user and help desk training may be required.”8 Book 15, Chapter 10 puts the service desk lead on the change advisory board for that reason. A change approved at the board with a user-visible effect gets a help desk briefing before it is implemented, by design.
[bookmark: _Toc00000739]Accessible content, module by module
“Make every module accessible” is a rule; this section is what it means for each kind of content the curriculum uses. Chapter 07 gives the checklist for end-user modules. The same standard applies to the role tracks, the labs, the assessments and the job aids, because the Revised 508 Standards cover “educational or training materials” whoever the audience is, and they hold that content to WCAG 2.0 Level A and AA. Documents that aren’t web pages, such as a Word job aid or a PDF guide, are held to the same level, less four navigation criteria that only make sense for a set of web pages.9
Accessible training content. Success criteria and levels from WCAG 2.0;10 the checks are the program’s design.
	Content
	What the standard asks (WCAG 2.0, Level A and AA)10
	What the program checks (design)

	Captions
	Captions for all prerecorded audio in synchronized media (1.2.2, A), and for live audio (1.2.4, AA)
	Captions are reviewed against the audio before release, not left as raw machine output; speakers are identified; live sessions have real-time captioning, and the request route is in the invitation

	Transcripts and description
	An alternative for audio-only content (1.2.1, A); an alternative for time-based media or audio description for video (1.2.3, A); audio description of prerecorded video (1.2.5, AA)
	Every recording has a transcript. A demonstration says in words what it does on screen (“select Security info, then Add sign-in method”), so the narration itself describes the video; where it can’t, a described version or a full text alternative is provided

	Keyboard navigation
	All functionality operable from a keyboard (2.1.1, A), with no keyboard trap (2.1.2, A), a logical focus order (2.4.3, A) and a visible focus indicator (2.4.7, AA)
	Every module, player and quiz is run start to finish with the keyboard alone, including the learning management system’s own player

	Screen readers
	Text alternatives for non-text content (1.1.1, A); structure that is programmatically determinable (1.3.1, A); every control’s name, role and value exposed (4.1.2, A)
	Each module is run with the screen readers the agency supports, on the browsers it supports; screenshots carry text alternatives that say what the learner needs from them

	Accessible documents
	The same success criteria, applied to the document (E205.4 substitutes “document” for “web page”)9
	Job aids and guides are published as web pages where possible, since M-24-08 makes HTML the default for online content; a Word or PDF file is tagged, has real headings, and passes the authoring tool’s accessibility checker and a screen-reader read-through11

	Accessible assessments
	Time limits can be turned off, adjusted to at least ten times the default, or extended (2.2.1, A); pages that “submit user test responses” are reversible, checked or confirmed (3.3.4, AA); labels and text error messages (3.3.2 and 3.3.1, A)
	No timed quiz unless timing is essential to what is assessed; a review-and-confirm step before submission; drag-and-drop and hotspot questions have a keyboard alternative; images in questions have text alternatives that don’t give the answer away


Assessments need one more thing beyond conformance. A learner may need an accommodation that the content can’t build in, such as extra time on a proctored certification exam. M-24-08 reminds agencies that Section 501 of the Rehabilitation Act may require modifying technology or providing assistive technology as a reasonable accommodation for an employee with a disability.11 The program’s design routes those requests through the agency’s reasonable accommodation process, not through the instructor, and the learning management system records the result the same way as any other (Chapter 05). Vendor courses and labs (Chapter 06) are bought technology: ask for the vendor’s Accessibility Conformance Report and validate it, as Book 18, Chapter 06 describes. M-24-08 also asks agencies to train all staff on steps such as creating accessible documents, so the module owners who write the curriculum are the first audience for that training.11
How the workbook’s own videos measure up
The workbook’s narrated presentations are training content too, so they are held to the same table. As of November 2, 2026, here is what is built in, what is checked, and what isn’t.12
· Captions. Every narrated deck has WebVTT captions. They are generated from the narration script and timed to the sentence timings the narration step recorded, one caption track per slide embedded in the narrated deck and one .vtt file for the whole MP4. On November 2, 2026, all 147 videos in the workbook’s video library (the library has grown since) played in the page’s own player, which loads each video’s .vtt file as an English captions track; none was set to play from YouTube, where captions would depend on the track uploaded there. The captions for each MP4 ship as that separate .vtt file, so a viewer who downloads the video should download and load the caption file with it.
· Transcripts. Each deck’s narration script is published next to it, and every slide’s speaker notes carry the same text.
· The deck check. presentations/_build/a11y_check.py checks each built deck for: a document title and the presenter as author; a title on every slide, unique and first in reading order; alternative text on every picture, chart and media object (anything but empty text or a file name), or a decorative mark; a header row on every table; text contrast of at least 4.5:1, or 3:1 for large text, against a white background; no text under 10 points; a language tag on every text run; and, on narrated decks, a caption track on every slide that has narration audio. Run on November 2, 2026 against six built decks, Book 16’s book and executive briefings and Book 18’s book briefing, each plain and narrated, it reported no problems.
What the check doesn’t establish:
· Whether alternative text is right. It accepts any text that isn’t a file name, and the build marks icons and textless shapes decorative automatically. Whether a description says what a diagram means is the author’s judgment, and nobody has reviewed it slide by slide.
· Whether the captions are accurate and in sync. It checks that a caption track is attached, not what it says. Because the voice is synthetic and reads the script, the captions should match it, but no human review of each track is recorded.
· Audio description. The narration explains each slide but doesn’t read out every word or describe every diagram on it. Nobody has assessed the videos against 1.2.3 or 1.2.5; the scripts are transcripts of what is said, not full text alternatives for what is shown. The decks themselves, with their alternative text, are the closest thing to one.
· Reading order beyond the title, and contrast it can’t see. It checks that the title comes first, not the order of the rest. It measures contrast only for text with an explicit color, and only against white, so text on a colored shape or an image isn’t checked; nor is the contrast of non-text elements.
· The MP4 files and the players. It reads the deck, not the exported video, and it doesn’t test keyboard or screen-reader operation of the site’s video page or of any other player.
· That it is a subset. It is a script that checks the rules listed above. It isn’t PowerPoint’s own Accessibility Checker, and it isn’t a conformance test.
A program that reuses these videos in its curriculum should treat them like any vendor content: start from what is built in, and close the gaps above in its own learner testing before a wave depends on them.
[bookmark: _Toc00000740]Train-the-trainer
A program that moves division by division can’t send every user to the same few experts. It needs instructors and champions of its own, and it needs them to teach the same content the same way. The program’s design is a three-level cascade.
1. Module owners write and maintain each module. They are the subject-matter experts for the book chapters the module teaches, normally from the workstream that owns the platform. SP 800-50 Rev. 1 gives this group the job of determining “the task, knowledge, and skill requirements of the roles,” identifying gaps, and guiding the development and review of materials.3
1. Instructors deliver role-based and help desk training. Each instructor qualifies by passing the module’s own assessment, then by teaching back a session that a module owner observes. The program’s suggestion is that every module has at least two qualified instructors, which is the same cross-training rule Book 00, Chapter 07 applies to every workstream.
1. Department champions support end users in their own division during its wave. They take the end-user module early, take a short champion session on the expected problems and how to route them, then teach the session back to an instructor who observes it, and are the first line of help before the service desk. Champions explain and route; they don’t reset credentials or grant anything, because the authority model of Book 15, Chapter 03 still applies.
The cascade needs quality control, or each level drifts a little from the one above. SP 800-50 Rev. 1 recommends evaluating instructors through anonymous learner feedback and direct observation by experienced instructional designers or supervisors, telling instructors in advance when observers will attend, and summarizing feedback so that individuals aren’t identified.3 It also asks instructors to report back on the material itself: its accuracy, how easily learners understood it, whether the materials were adequate, and whether they were relevant and timely.3 In this program, instructor feedback goes to the module owner after every wave, and it is the fastest way to learn that a procedure in a module no longer matches the platform.
Test every new module before a wave depends on it. SP 800-50 Rev. 1 asks for a learner-testing phase “for all new CPLP elements prior to implementation,” checking that the content fits the audience segment and its skill level, with feedback built into every step of design.3 The pilot division is the natural test group. A module that the pilot found confusing is fixed before wave 1, not after wave 4.
[bookmark: _Toc00000741]Keeping the curriculum current as the books change
The curriculum teaches the books, and the books change. Microsoft renames a feature, NIST revises a publication, OMB rescinds a memo, a chapter’s procedure is corrected. A module written against last year’s chapter keeps teaching last year’s answer until someone notices.
SP 800-53 already requires the update. Literacy training content is updated at the agency’s frequency “and following” events the agency defines, and role-based training content the same way.2 SP 800-50 Rev. 1 quotes the control’s discussion: events that may prompt an update “include, but are not limited to, assessment or audit findings, security incidents or breaches, or changes in applicable laws, Executive Orders, directives, regulations, policies, standards, and guidelines.”3 What’s missing in most programs is a way to see those events.
The program’s design makes the link between a module and its sources explicit and checks it on a schedule.
· Every module records what it teaches from. Its record lists the book chapters it is derived from, with the date or version of each, the rule Book 00, Principle 1 applies to every derived artifact: it cites the document and version it came from.
· A scheduled check watches the sources. The workbook’s own maintenance pattern is a scheduled job that re-checks the sources the books cite and the federal and vendor publication feeds, and reports which chapters a change affects. Any equivalent works: a weekly review of the books’ change history, a subscription to the publishers’ feeds, or a tool. The point is that a change in a source produces a list of affected chapters without anyone having to remember to look.
· A changed chapter flags its modules. Because each module names its chapters, the list of changed chapters becomes a list of modules to review. The module owner decides whether the change matters to learners. A renamed menu needs a screenshot; a changed procedure needs the module, the assessment and the job aid revised together; a changed requirement may need people already trained to be told.
· Versions are recorded, not overwritten. Each revision gets a new course version in the learning management system. Completions stay attached to the version that was taken, so the record shows who was trained on the old procedure and may need the update.
· Incidents and audit findings feed the same queue. AT-2 and AT-3 both ask that lessons learned from security incidents or breaches be incorporated into training.2 A finding from an exercise or an incident is a change event like any other, routed to the module that should have prevented it.
New books add modules the same way. Book 17, AI Identity Governance, Book 18, Application Modernization, and Book 19, Building the Attribute-Driven Migration, are the latest examples: their chapters enter the curriculum map with owners and a refresh cadence at the next currency review (Appendix A), and nothing about the process changes.
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The learning management system is the system of record for individual training. Book 14, Chapter 09 sets out why the evidence record is derived from it rather than kept in a dashboard, and how long the records are kept. This section covers what the system has to hold for the curriculum to run and for readiness to be measured.
OPM requires the records. Each agency “shall maintain records of training plans, expenditures, and activities” in a form that lets it submit them to OPM “through the OPM Governmentwide Electronic Data Collection System,” and must establish a schedule of records for them under NARA’s regulations.13 SP 800-53’s AT-4 asks the agency to “document and monitor” security and privacy training and to retain individual training records for a period it defines.2 SP 800-50 Rev. 1 adds the practical requirement: an LMS “should provide the capabilities to track all necessary measures, such as training registration, attendance, and completion,” and anything delivered outside it, face to face, virtual or hybrid, still needs a way to record each learner’s participation and performance.3
The program’s design for a completion record:
	Field
	Why it is there

	Person identifier
	The same identifier the role roster uses, so completions join to the roster without matching names

	Course identifier and version
	Which content was taken; the version is what the currency process above depends on

	Population or role it satisfies
	Which requirement the course supports, set in the catalog, not chosen by the learner

	Assigned, due and completed dates
	Whether training happened before access and before the wave, not only whether it happened

	Assessment result
	Pass, fail or score for modules that assess, so Chapter 10 can separate completion from demonstrated competence

	Delivery mode and instructor
	Self-paced, instructor-led or lab; the instructor for instructor-led sessions, for the evaluation above

	Wave or change it was assigned for
	So a wave’s readiness can be read directly


Four practices keep the records usable.
1. Give every course a unique, stable identifier and title. SP 800-50 Rev. 1 asks that course titles and numbers be “unique, differentiated” and say how the course is accessed, when it is available and when it is due.3 Two courses called “Security Awareness” in the same catalog make every report ambiguous.
1. Assign from the roster, not from requests. The learning management system receives assignments from the role roster that HR and identity governance maintain (Book 03, Book 04), so a person who gains a role is assigned its training the same day. This is the denominator Book 14, Chapter 09 requires.
1. Put contractors in the same system. The awareness and role-based requirements cover contractors, and Book 14, Chapter 09 makes contracting officer’s representatives accountable for contractor completion. A contractor trained by their employer still needs a completion record the agency can show, either entered in the agency’s system or imported from the contractor’s.
1. Treat learning data as sensitive. SP 800-50 Rev. 1 notes that training records “are often part of employment or contract records” and can be tied to performance evaluations, and asks program managers to manage the risks of processing learning data, including in the LMS and its reporting.3 Reports leave the system as counts; per-person detail stays behind its access controls.
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The roadmap ends; the curriculum doesn’t. Two OPM requirements set its yearly rhythm. Agencies must assess their talent management program “periodically, but not less often than annually,” to identify training needs, and must “evaluate their training programs annually to determine how well such plans and programs contribute to mission accomplishment and meet organizational performance goals.”13 Chapter 10 supplies the evidence for that evaluation.
In steady state the curriculum settles into a cycle, by design: refresh training at the agency’s frequency; role training on every new role assignment; the currency review whenever a source changes; instructor and content evaluations after every instructor-led session; and once a year, the evaluation OPM requires, reviewed with senior leadership as SP 800-50 Rev. 1 describes in Chapter 10.
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	Old habit
	What replaces it

	Training scheduled on the training office’s annual calendar
	Training dates set on the roadmap, with every gate and wave carrying its training window

	The help desk trained after the first wave reveals the problems
	Help desk trained, and verified, before its new roles are assigned and before each wave

	One long course for everyone, once a year
	Orientation for everyone, a track by role, and short modules timed to each change

	A few experts teaching every class
	Module owners, qualified instructors and department champions, with observed teach-backs and feedback

	Modules updated when someone notices
	Modules linked to their source chapters, a scheduled check on the sources, and versioned revisions

	AD-era courses left in the catalog after AD retires
	Retired with the system, at G5

	Completions kept wherever the course ran
	One system of record, assigned from the roster, with course versions and assessment results
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1. 5 CFR § 930.301, “Information systems security awareness training program,” paragraph (d), eCFR text as of October 1, 2026, https://www.ecfr.gov/api/versioner/v1/full/2026-10-01/title-5.xml?part=930&section=930.301 (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls AT-2 (items a–d), AT-3 (items a–c) and AT-4, https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; control text checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (both accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-50 Rev. 1, Building a Cybersecurity and Privacy Learning Program, September 2024, §1.3 (CPLP Life Cycle), §2.4.1 (Measurements), §2.5.1 (All Users), §2.11 (Communicating the Strategic Plan), §4 (Development and Implementation), §4.1.1, §4.1.6 (Conducting Learner Testing), §4.3 (Communicating the CPLP Implementation), §4.4 (Establishing Measurements, Metrics, and Reporting), §4.5 (Building a CPLP Schedule), §5.2.3.1 (Instructor Evaluation) and §5.2.3.2 (Content Evaluation), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-50r1.pdf (accessed Oct 21, 2026).
1. The phases, gates and gate authorities are those of Book 01, Chapter 12 — The Migration Roadmap; the week numbers there are a sequencing model, not a commitment.
1. Office of Management and Budget, Circular A-130, Managing Information as a Strategic Resource, July 2016, Appendix I, §4.h (Awareness and Training), items 4 and 5, https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf (accessed Oct 21, 2026).
1. Microsoft Learn, “Plan a phishing-resistant passwordless authentication deployment in Microsoft Entra ID,” sections “Test deployment strategy,” “Plan rollout strategy” and “Monitor help desk ticket volume,” https://learn.microsoft.com/entra/identity/authentication/how-to-deploy-phishing-resistant-passwordless-authentication (accessed Oct 21, 2026).
1. U.S. Access Board, Information and Communication Technology: Revised 508 Standards and 255 Guidelines, Appendix A, E205.3 (Agency Official Communication), items 6 and 8, https://www.access-board.gov/ict/ (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-128, Guide for Security-Focused Configuration Management of Information Systems, August 2011 (updated October 10, 2019), §3.3.2 (Implement the Configuration Change Control Process, step on implementing the change and notifying stakeholders), https://doi.org/10.6028/NIST.SP.800-128 (accessed Oct 21, 2026).
1. U.S. Access Board, Information and Communication Technology: Revised 508 Standards and 255 Guidelines, Appendix A to 36 CFR part 1194, E205.3 (Agency Official Communication, “Educational or training materials”), E205.4 (Accessibility Standard, WCAG 2.0 Level A and AA, and the exception for non-Web documents) and E205.4.1 (word substitution for non-Web documents), https://www.access-board.gov/ict/ (accessed Nov 2, 2026).
1. World Wide Web Consortium, Web Content Accessibility Guidelines (WCAG) 2.0, W3C Recommendation, 11 December 2008, Success Criteria 1.1.1, 1.2.1–1.2.5, 1.3.1, 2.1.1, 2.1.2, 2.2.1, 2.4.3, 2.4.7, 3.3.1, 3.3.2, 3.3.4 and 4.1.2, https://www.w3.org/TR/WCAG20/ (accessed Nov 2, 2026).
1. Office of Management and Budget, M-24-08, Strengthening Digital Accessibility and the Management of Section 508 of the Rehabilitation Act, December 21, 2023, §III.D (HTML as the default for online content; text alternatives, captions and transcripts) and §III.F (training on creating accessible documents; Section 501 reasonable accommodation), https://www.whitehouse.gov/wp-content/uploads/2023/12/M-24-08-Strengthening-Digital-Accessibility-and-the-Management-of-Section-508-of-the-Rehabilitation-Act.pdf (accessed Nov 2, 2026).
1. The workbook’s own build: presentations/_build/a11y_check.py, captions.py, build_narrated.ps1 and the build README, https://github.com/WhalerMike/modernization-workbook/tree/main/presentations/_build; and the video page, docs/presentations/watch.md with videos.json (all read Nov 2, 2026). The check was run on November 2, 2026 against the built decks B16_People, B16_People_Executive and B18_Application_Modernization, each plain and narrated.
1. 5 CFR part 410, Training, §§ 410.201(d)(4), 410.202 and 410.601(a)–(c), eCFR text as of October 1, 2026 (source notes 74 FR 65387, December 10, 2009, and 71 FR 28547, May 17, 2006), https://www.ecfr.gov/api/versioner/v1/full/2026-10-01/title-5.xml?part=410 (accessed Oct 21, 2026).
[bookmark: _Toc00000746]Chapter 10 — Measuring Readiness and Evidencing It
A completion record says someone finished a course; readiness says they can do the job on the day the change arrives, and only a measure of the job can show it.
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What the program measures to decide whether people are ready: completion for every role, demonstrated competence where the role carries risk, and signals from outside the learning management system, surveys, help desk ticket trends and sign-in method registration, that show whether behavior changed. Then readiness criteria per role and per gate, how the training records become evidence under AT-4 (the controls themselves are in Book 14, Chapter 09), and what the steering committee should see. Every metric and target in this chapter is the program’s design unless a footnote says otherwise.
Chapter 09 schedules training against the roadmap. This chapter asks whether it worked. Federal training requirements mostly ask for completion: a record that each person took the required course before access, at the required frequency. A modernization program needs more than that. At every gate someone has to decide whether the next division can move, and the question they are really asking is whether the help desk will verify before it resets, whether users will register a phishing-resistant method before the old one stops working, and whether the platform team can roll back the change if it fails. Completion can’t answer those questions. The program measures them directly.
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Four kinds of readiness signal feed one readiness record per role and gate, which serves both the gate decision and the evidence for the training controls.
[bookmark: _Toc00000748]Completion is not competence
Federal policy already draws the line. OMB Circular A-130 requires agencies to provide foundational and advanced training “and ensure that measures are in place to test the knowledge level of information system users.”1 SP 800-50 Rev. 1 is blunter: laws and policies often set measurable requirements, but learning-program measurements “must go beyond simply achieving compliance,” and the program’s “impact on workforce capabilities, attitude, and behavioral changes must also be measured.”2
SP 800-50 Rev. 1 uses the four levels of the Kirkpatrick Model to organize those measurements.2 The program maps each level to something it can collect.
	Level
	What SP 800-50 Rev. 1 asks
	What the program collects (design)
	Typical use

	1. Reaction
	Participant feedback on usefulness, engagement and environment, during and at the end of the learning element
	The short end-of-module survey; the post-wave survey
	Fixing a module that confused people

	2. Learning
	Whether the intended knowledge or skills were acquired
	Assessment results (Chapter 05), lab demonstrations and observed scenarios (defined in the role table below)
	Deciding whether a role holder is competent

	3. Behavior
	Whether learners applied what they learned in their work role, from learners, peers or supervisors
	Help desk ticket trends, sign-in method registration, verification-step audits, phishing report rates, supervisor follow-up
	Deciding whether a wave, or the help desk, is ready

	4. Results
	Whether learning outcomes meet organizational goals, from senior leaders
	The gate outcomes and the steady-state measures of Book 00, Chapter 10
	The annual evaluation and the steering committee’s view


The NICE Framework gives the vocabulary for Level 2. SP 800-181 Rev. 1 describes competencies as “a mechanism for organizations to assess learners,” defined by the employer, learner-focused and “observable and measurable,” and says assessments “could take the form of tests, lab-based demonstration, or oral evaluations.”3 SP 800-50 Rev. 1’s best practices for Level 2 point the same way: practical assessments that “mimic what will be experienced in the work role,” using case studies, virtual labs, demonstrations and scenario-based exercises.2
The practical rule follows. Completion is measured for everyone. Competence is measured for every role where a mistake is a security event: help desk technicians, privileged administrators, platform engineers who change production, ISSOs who assemble evidence, and the people named in incident response and contingency plans. For those roles a completion without a passing assessment doesn’t count as ready.
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The table gives the program’s readiness measures for the main role groups. The roles come from Appendix A; the targets are starting points for the agency to replace with its own after the pilot.

	Role group
	Completion measure
	Competence measure
	Behavior signal
	Ready when (design)

	Every user in a wave
	End-user module for the change complete before the wave date
	A short check at the end of the module
	Phishing-resistant method registered before enforcement; “how do I” tickets in the first two weeks
	Registration and completion both above the wave’s threshold, set from the pilot

	Help desk technicians and supervisors
	Help desk role training for the current procedures
	Observed identity-verification scenario, including a social engineering attempt
	Verification steps recorded on sensitive tickets; failed or abandoned verifications (Book 15, Chapter 10)
	Every technician with an eligible role has passed the scenario; none is made eligible before passing

	Privileged administrators and platform teams
	Implementation-track modules for their platform
	Lab build and rollback demonstrated, as this table defines it (the lab environments are in Chapter 06)
	Changes landed through review without rework; privileged activations matched to tickets
	Every person who will change production in the phase has passed the lab

	ISSOs, assessors and compliance staff
	Compliance-track modules
	The compliance-track capstone (Chapter 03), scored in Chapter 05
	Evidence records returned for missing fields
	Every ISSO for a system in the phase has completed the modules for the areas the gate changes; the capstone is reserved for the credential

	Incident response and contingency roles
	Role training within the period the plan sets
	Participation in the drill or tabletop for their role
	After-action findings on role execution
	Everyone named in the plan trained and exercised, per Book 14, Chapter 09

	Executives, sponsor and steering committee
	Orientation briefing
	Can state what each gate means and how it is evaluated, without document numbers (the model is measure 8 in Book 00, Chapter 10, which asks leaders to describe the modernization path, its major risks and how success is measured, without citing internal decision records)
	Gate decisions taken on the evidence presented
	Briefed before G0 and before their first gate

	Department champions
	End-user module early; champion session
	Teach-back observed by an instructor
	Share of their division’s questions resolved without a ticket
	Every division in a wave has at least one qualified champion



Two cautions. First, a behavior signal measures the whole system, not just training. A rise in sign-in tickets can mean users weren’t trained, or that the policy was misconfigured, or that a device type wasn’t supported. The program reads the ticket categories before it blames the curriculum. Second, a threshold set too high stops waves for no reason, and one set too low hides the people the threshold is for. Book 14, Chapter 09 makes the same point about completion percentages: every overdue person in a privileged role is a finding regardless of the percentage. The same rule applies to readiness.
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Book 01 evaluates every gate from data and names who decides it.4 Workforce readiness is one of the criteria. The program’s design adds these criteria to the gates; each is a query on the readiness record, not a judgment at the review. The master list of training criteria per gate is the table in Chapter 08; this table summarizes it, and where the two differ, Chapter 08 governs.
	Gate
	Readiness criteria (design)
	Decided by (Book 01)

	G0 Ready to Plan
	Sponsor, steering committee, steward and workstream leads oriented; the compliance track under way for the ISSOs of in-scope systems; the role roster for training exists and joins to the learning management system
	Steward, with the sponsor as backup

	G1 Foundation Complete
	Every platform team member who will change production in Phases 1–2 has passed their lab; every help desk technician with a new eligible role has passed the verification scenario; the pilot’s training window is on the plan; HR staff trained on the data fields the provisioning feed uses and the emergency access procedure rehearsed
	Steward

	G2 Pilot Clean
	Pilot users’ completion and method registration at or above the pilot targets; help desk ticket volume and user satisfaction within the pilot success criteria of Book 00, Chapter 09 (below 5 percent of pilot users raising tickets, above 80 percent positive, both illustrative); every module corrected for what the pilot found
	Steward and executive sponsor

	G3 Rollout Complete
	Every wave met its readiness thresholds before it moved; no division moved with an untrained help desk; post-wave surveys and ticket trends reviewed for each wave
	Executive sponsor and steering committee

	G4 Legacy Quiet
	AD administrators moving to new roles trained and assessed in those roles; AD-era modules marked for retirement; IR-2 and CP-3 completion for the named plan roles
	Steward, with the sponsor as backup

	G5 AD Retired
	AD-era modules and runbooks retired from the catalog, except a documented Kerberos island’s named procedures until its end date; no active assignments to retired courses
	Executive sponsor and CIO


Each wave inside Phase 3 has the same check before it moves. The wave owner, identity engineering for identity waves and endpoint engineering for device waves, decides the wave’s go/no-go (Chapter 08), and the division lead and steward confirm readiness at the division-level exit Book 01 gives them. A wave that isn’t ready moves its date, not its threshold. Microsoft’s deployment guidance makes the same trade explicit for sign-in changes: when help desk ticket volume rises, slow the pace of deployment, communications and enforcement, and ramp them back up as it falls.5
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Surveys
Surveys measure reaction, and with a delay, behavior. SP 800-50 Rev. 1 suggests end-of-element questions such as whether the element was relevant to the learner’s work role and what the three most important things learned were, and recommends follow-up questions about applying the learning “three to six months after the learning activity.”2 It also lists attitude surveys about support for the cybersecurity and privacy culture among its qualitative measures.2 The program runs three, by design: a short end-of-module survey, a post-wave survey about two weeks after a division moves, and a follow-up to role holders about three months after their role training, asking them and their supervisors whether the procedure works as taught.
Keep surveys short, anonymous where possible, and summarized before anyone outside the training team sees them. SP 800-50 Rev. 1 recommends anonymous learner feedback on instructors and summaries that don’t identify individuals.2 A survey questionnaire is also agency official communication under the Revised 508 Standards and must be accessible.6
Help desk ticket trends
The help desk sees readiness first. Microsoft calls the help desk “an invaluable signal” on how a passwordless deployment is progressing and recommends tracking ticket volume throughout.5 Book 00, Chapter 09 already sets ticket volume as a pilot success criterion. The program reads tickets three ways, by design:
· Volume per wave, normalized by the number of users in the wave, against the pilot’s baseline.
· Category, so “how do I” questions, which point to training, are separated from failures, which point to configuration. The steward specifies a category for change-related tickets and a tag that records the wave, and the ITSM platform team builds both into the platform (Book 15, Chapter 10).
· Decay, the number of days after a wave before ticket volume returns to the baseline. A wave whose tickets never decay has a problem training won’t fix.
Sign-in method registration
For sign-in changes, registration is the behavior that matters. In Microsoft Entra ID, the authentication methods activity report shows how many users are capable of multifactor, passwordless and self-service password reset, and how many are registered for each method; Microsoft’s deployment guidance uses it to measure the registration rollout for pilot users before enforcement.75 The report requires Microsoft Entra ID P1 or P2.8 Registration by wave, before the enforcement date, is the program’s most direct readiness measure for end users, and it costs nothing to collect.
Phishing exercises
Where the agency runs phishing exercises, report rates are a behavior measure. SP 800-50 Rev. 1 gives “the percentage of participants who changed a behavior,” such as reporting a suspected phishing email appropriately, as an example metric.2 The rules for running the exercises, including legal review, non-punitive use of results and lures that don’t impersonate real organizations, are in Book 14, Chapter 09. The readiness report uses only the aggregate rates.
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The readiness record and the training evidence record are built from the same sources. Book 14, Chapter 09 defines the evidence record for AT-4: counts per population against a stated roster for a stated window, built from hashed source files, with no names in the summary and an ISSO review rather than a computed pass or fail. The readiness record follows the same rules and adds three things, by design:
· Competence alongside completion. For roles that are assessed, the record carries how many passed, not only how many finished. That serves AT-4 directly, which asks the agency to “document and monitor” training activities,9 and it gives the ISSO the evidence that A-130’s knowledge-testing requirement was met.1
· The gate and the wave. Each count is also cut by the gate or wave it was required for, so the same record answers the assessor’s question (were people trained before access?) and the steward’s (is the next wave ready?).
· Signal trends. Survey summaries, ticket trends and registration rates sit beside the counts, as context. They aren’t AT-4 evidence, and the record says so.
SP 800-53’s AT-6, training feedback, asks the agency to give feedback on training results to defined personnel at a defined frequency.9 It isn’t in any NIST or FedRAMP baseline (Book 14, Chapter 09), but the readiness report is that feedback in practice. An agency that selects AT-6 can name the steering committee and the ISSOs as the personnel and the report’s cadence as the frequency.
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SP 800-50 Rev. 1 describes an assessment report for senior leadership, created at the end of a campaign and regularly through the year, analyzing attendance, feedback, measurements and other metrics, identifying action items and next steps, and “tailored for senior leadership using appropriate language,” without unexplained technical jargon.2 The review with senior leadership agrees on changes, evaluates budget needs, and addresses new risks to include in the content.2 OPM requires agencies to evaluate their training programs annually against mission and performance goals.10
The program’s design fits that report into the steering committee’s rhythm from Book 00, Chapter 07.
	Cadence (design)
	What the committee sees
	Decision it supports

	Every steering committee meeting
	One page: readiness for the next gate and the next two waves, by role group, against threshold; anything red, with its cause and owner
	Whether the next wave keeps its date

	Quarterly
	The assessment report: completion and competence by population, survey and ticket trends, modules revised after source changes, instructor and content feedback, the quarterly training completion review Book 14, Chapter 11 schedules
	Changes to the curriculum, its staffing and its budget

	Annually
	The evaluation OPM requires: what the training cost, what it changed, and where the gaps are
	Next year’s priorities and funding

	At each gate review
	The gate’s readiness criteria, evaluated from the record
	Go, no-go or conditional go


The one-page view should answer five questions, in this order:
1. Is the next gate’s workforce ready? Each readiness criterion for the gate, green, amber or red.
1. Are the next two waves ready? Completion, registration and help desk ticket volume for each, against the threshold set for it.
1. What happened in the last wave? Ticket volume and decay against the pilot baseline; the survey’s top problem; what was changed as a result.
1. Where are the privileged gaps? The count of people in assessed roles who haven’t passed, by role group. Not a percentage: a count, because each one is a finding.
1. What does the committee need to decide? A wave to move, a module to fund, an instructor gap, a labor relations question.
The report carries counts, not names. The per-person detail stays in the learning management system, where supervisors, the ISSO and the assessor can see it under its access controls.
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Every threshold in this chapter is the program’s design, offered as a starting point. SP 800-50 Rev. 1’s advice for measuring results is to “establish baseline metrics” before the learning program begins, to combine quantitative and qualitative measures, and to tell senior leadership that “it takes time to see the full impact of a learning program.”2 The pilot is the program’s baseline. Its completion, registration, ticket and survey figures set the first wave’s thresholds; each wave’s results adjust the next. A target that was never measured against a baseline is a guess, and the readiness report says which of its targets are still guesses.
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	Old habit
	What replaces it

	A completion percentage as the readiness measure
	Completion for everyone; demonstrated competence for every role where a mistake is a security event

	Training judged by the end-of-course survey
	Reaction, learning, behavior and results measured separately, with follow-up months later

	Help desk tickets treated as an operations problem
	Ticket volume, category and decay read as a readiness signal, with categories that separate training from configuration

	Waves moving on schedule regardless of readiness
	A readiness check before every wave; a wave that isn’t ready moves its date, not its threshold

	A training dashboard nobody acts on
	A one-page readiness view at every steering committee, a quarterly assessment report and the annual evaluation OPM requires

	Training evidence and readiness reporting built separately
	One record from the same sources, serving AT-4 evidence and the gate decision

	Targets copied from another program
	Baselines from the pilot, adjusted wave by wave, with unmeasured targets labeled as such
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[bookmark: _Toc00000757]Appendix A — The Curriculum Map: Role, Book and Track
Every role the workbook assigns a decision or a task to has a reading list, a track, an assessment and a refresh date; this appendix puts them on one page.
[bookmark: _Toc00000758]In this appendix
One table per role family, mapping each role from the role models of Book 00, Chapter 07, Book 01, Chapter 09, Book 13, Chapter 09, Book 14, Chapter 10 and Book 15, Chapter 10 to the chapters it must read, its track, its assessment and its refresh cadence. The reading lists, assessments and cadences are the program’s design. The agency should adjust them to its own role definitions and record the result in the learning management system as the assignment rules described in Chapter 09.
[bookmark: _Toc00000759]How to read the map
Must read lists chapters by book and chapter number, linked. Every role also reads Book 16, Chapter 01 and takes the orientation in Chapter 09 before anything else; those aren’t repeated in the rows. A chapter in the list is required reading for the role. Other chapters in the same book are useful but not assigned.
Track is one of four values:
· Orientation — orientation and the listed reading only, for roles that decide on evidence other people produce.
· Compliance — the compliance track, which reads the books as evidence for controls.
· Implementation — the implementation track, which reads them as build instructions, with the labs in Chapter 06.
· Both — the role holds decisions on both sides and takes the core of each track.
Assessment names the kind of check that shows the role is ready, using the readiness measures of Chapter 10. Roles marked assessed count as ready only with a passing result, not a completion.
Refresh is the program’s suggested cadence. Every role is also retrained on assignment to the role, on a significant change to the systems or procedures it uses, and when a chapter on its list changes in a way its module owner judges material, as 5 CFR 930.301(d), AT-2 and AT-3 require training on change (Chapter 09). Those triggers apply to every row and aren’t repeated.1
[bookmark: _Toc00000760]Program leadership and decision makers

	Role
	Defined in
	Must read
	Track
	Assessment
	Refresh (design)

	Executive sponsor and CIO
	B00 Ch07; B01 Ch09
	B00 01, 05, 07, 10; B01 01, 09, 12; B14 01, 02; B16 10
	Orientation
	Can state what each gate means and how it is evaluated, without document numbers
	On appointment; before each gate the role decides (G2, G3, G5)

	Steering committee members
	B00 Ch07
	B00 05, 07, 09; B01 12; B13 02; B16 10
	Orientation
	Same as the sponsor
	On appointment; annually

	Authorizing official and designated representative
	B14 Ch10; B13 Ch09
	B10 01, 11; B11 10; B13 07, 09, 11; B14 01, 04, 10, 11
	Compliance (Modules 0 and 9, per Chapter 03)
	A reviewed capstone from their own system, and the 45-minute assessor briefing
	Annually; at each authorization or reauthorization

	CISO and the CISO’s staff
	B14 Ch10; B01 Ch09
	B04 01, 06; B11 03, 07; B12 10, 12; B13 09; B14 03, 09, 10; B15 04
	Compliance
	Assessed for the staff: the compliance-track capstone; orientation check for the CISO
	Annually

	Senior agency official for privacy and the privacy office
	B14 Ch10; B01 Ch09
	B03 07, App B; B13 09; B14 08, 09
	Compliance
	The capstone’s training area (area 8), for the privacy office’s staff
	Annually

	Steward and the program office
	B00 Ch07; B13 Ch09
	All of B00; B01 11, 12; B13 03 to 07, 09; B16 09, 10
	Both
	Assessed: the compliance-track capstone and one gate evaluated from data
	Annually; before each gate

	Project manager
	B00 Ch07
	B00 05 to 10, App A; B01 12; B16 09
	Orientation
	Orientation check
	On appointment; annually

	Governance board members
	B13 Ch09
	B13 02 to 05, 09, 10
	Both (core modules)
	Orientation check; the CISO’s and privacy representatives take their own rows
	On appointment; annually

	Head of agency and the senior accountable official for risk management
	B14 Ch10
	B00 01, 07; B14 01, 02, 10; B16 08, 10
	Orientation
	Orientation check
	On appointment; annually

	Zero Trust program lead (the posture owner)
	B11 Ch07
	B11 01 to 03, 07 to 10; B12 12; B13 07
	Both
	Assessed: one assessment cycle read as evidence, from the score definition to the plan of action entries
	Annually; before each assessment cycle

	Records officer and staff
	B13 Ch09; B01 Ch09
	B00 10; B01 09; B13 04, 09; B14 09
	Orientation
	Orientation check
	Annually; before Phase 4 retirements



[bookmark: _Toc00000761]Authorization and compliance roles

	Role
	Defined in
	Must read
	Track
	Assessment
	Refresh (design)

	System owner
	B14 Ch10; B15 Ch10
	B12 10; B13 09; B14 04, 06, 10, 11; B15 02, 10
	Compliance
	A reviewed capstone for the owner’s own system
	Annually

	ISSO and ISSM
	B14 Ch10
	B12 02, 12; B13 07; B14 03, 04, 09 to 12, App A; B15 11
	Compliance (all modules)
	Assessed: the compliance-track capstone, scored in Chapter 05
	Annually; when the control baseline or FedRAMP rules change

	Control assessor
	B14 Ch10
	B11 10; B13 07; B14 04, 11, App A
	Compliance (all modules)
	The 45-minute assessor briefing; the capstone is assessed, not written (Chapter 03)
	Before each assessment

	Common control providers
	B14 Ch10
	B13 11; B14 03, 04, 10
	Compliance
	The capstone, for the inherited controls
	Annually

	Contingency planning coordinator and recovery staff
	B14 Ch10
	B14 06, 09
	Compliance (coordinator); role training (staff)
	Assessed: contingency role training and the annual exercise
	On appointment, then annually (CP-3, per B14 Ch09)

	Supply chain risk lead
	B14 Ch10
	B14 07; B15 06
	Compliance
	The capstone’s configuration, change and supply chain area
	Annually

	Information owners
	B14 Ch10
	B12 09; B14 08, 10, App F
	Orientation
	Orientation check
	On appointment; annually

	Contracting officer’s representatives
	B14 Ch09
	B03 07; B14 07, 09
	Orientation
	Orientation check
	Annually



[bookmark: _Toc00000762]Platform and engineering roles

	Role
	Defined in
	Must read
	Track
	Assessment
	Refresh (design)

	Identity engineering (identity workstream)
	B01 Ch09; B15 Ch10
	B01 04; B02 03 to 10; B03 04, 05, 08, 12; B04 03 to 10
	Implementation
	Assessed: lab build and rollback
	Annually; before Phase 1

	Endpoint engineering (policy and compute workstreams)
	B01 Ch09; B05 Ch06
	B01 05, 07; B05 02, 04 to 10, App A
	Implementation
	Assessed: lab build and rollback
	Annually; before the pilot

	Server infrastructure
	B01 Ch09; B05 Ch06
	B01 03, 07; B05 03, 09
	Implementation
	Assessed: lab build and rollback
	Annually

	Data platform team
	B06 Ch13
	B06 01, 07, 09 to 21, and the runbooks R01 to R10
	Implementation
	Assessed: lab build and rollback
	Annually

	PKI and CA administrators
	B07 Ch05
	B07 01 to 08, App A, App B
	Implementation
	Assessed: lab build and rollback
	Annually

	DNS and DDI team
	B08 Ch09
	B01 06; B08 02, 04, 08 to 11; B15 07
	Implementation
	Assessed: lab build and rollback
	Annually

	Network engineering
	B09 Ch09
	B09 02 to 13
	Implementation
	Assessed: lab build and rollback
	Annually

	Cloud platform and landing zone team
	B10 Ch08
	B10 02 to 09; B15 08, 09
	Implementation
	Assessed: lab build and rollback
	Annually

	AD administrators
	B01 Ch09
	B01 02; B02 04, 07, 08; B05 07; B00 10
	Implementation
	Assessed in the cloud role they move to, before G4
	Until AD retires; then the new role’s row

	Pillar owners
	B11 Ch07
	Their own team’s row, plus B11 07, 08, 10
	Implementation (their team’s modules)
	Assessed in their own team’s row, plus one finding traced from triage to re-test
	Annually; before each assessment cycle

	Field-office facilities and on-site staff
	B09 Ch09
	B09 07, 09, 11
	Orientation
	Orientation check
	Before their site’s wave

	Security operations
	B12 Ch10; B15 Ch10
	B12 02 to 11; B11 09; B14 09
	Implementation
	Assessed: lab, plus the playbook drills and tabletops of B14 Ch09
	Semiannual walkthroughs and quarterly drills, per B14 Ch09’s cadence

	Developers and pipeline owners
	B14 Ch09
	B04 05, 10; B13 04; B14 07
	Implementation
	Assessed: the implementation track’s access lab (module 4), with the cloud platform lab (module 8) for pipeline owners
	Annually

	Application owners
	B01 Ch09
	B01 07, 09; B04 05; B06 18, 19
	Orientation; application teams take implementation modules for their platform
	Orientation check; application teams lab-assessed
	Before their application’s cutover



[bookmark: _Toc00000763]Identity, HR and day-two operations roles

	Role
	Defined in
	Must read
	Track
	Assessment
	Refresh (design)

	HR and contractor-source owners
	B01 Ch09; B03 Ch07
	B03 02, 03, 04, 07, 08, App A
	Orientation
	Orientation check
	Annually; before the HR feed goes live (Phase 1)

	Identity governance officer
	B04 Ch06; B15 Ch10
	B04 06, 08, 09; B15 03, 04, 06, 10
	Both (core modules)
	Assessed: one access review traced from decision to record
	Annually

	Service desk technicians (first line)
	B15 Ch10
	B15 01, 03, 04, 12, App A; B04 06
	Implementation (help desk modules)
	Assessed: observed identity-verification scenario, including a social engineering attempt, before role eligibility
	Before each wave; annually; on any procedure change

	Service desk supervisor
	B15 Ch10
	The technicians’ list, plus B15 10 and B16 10
	Implementation (help desk modules)
	Assessed: the technicians’ scenario, plus a review of returned tickets
	Before each wave; annually

	Cloud services (second line)
	B15 Ch10
	B04 06, 08; B15 03, 04, 08, 12
	Implementation
	Assessed: the verification scenario and the escalation runbooks
	Before each wave; annually

	ITSM platform team and CMDB owner
	B15 Ch10
	B13 10; B15 05, 07, 11
	Implementation
	Assessed: lab build of one catalog item with its approval and evidence
	Annually

	Change advisory board members
	B15 Ch10
	B13 04, 10; B15 10
	Orientation
	Orientation check
	On appointment; annually

	Training lead and module owners
	B16 Ch08
	B14 09; B16 03 to 10
	Both
	Instructors: the module’s own assessment and an observed teach-back
	Annually; after each wave’s instructor and content feedback

	Department champions
	B16 Ch09
	B16 07
	Orientation
	Observed teach-back
	Before their division’s wave

	Every system user, including contractors
	B14 Ch09
	B16 07 (the modules, not the chapter)
	Orientation (end-user modules)
	The end-of-module check
	Annual awareness, before access for new users, and the wave module before each wave



[bookmark: _Toc00000764]Keeping the map current
The map is a derived artifact. Its source is the set of role chapters it cites. When a role chapter adds, renames or removes a role, or a book adds chapters, the map changes with it through the same currency review that Chapter 09 describes for modules. Book 17, AI Identity Governance, adds the people who own and approve AI agent identities (Book 17, Chapter 08); the program adds their rows at the next currency review, and Book 17’s chapters join the reading lists of identity engineering, the identity governance officer and the CISO’s staff. Book 18, Application Modernization, adds the architecture review board and its gates (Book 18, Chapter 07), and Book 19, Building the Attribute-Driven Migration, is written for the engineers who build the identity, endpoint and pipeline code; their rows and readings are added at the same currency review.
[bookmark: _Toc00000765]Notes
1. 5 CFR § 930.301(d), eCFR text as of October 1, 2026, https://www.ecfr.gov/api/versioner/v1/full/2026-10-01/title-5.xml?part=930&section=930.301; National Institute of Standards and Technology, SP 800-53 Rev. 5, controls AT-2 (item a.2) and AT-3 (item a.2), checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (both accessed Oct 21, 2026).
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rId33.png
(ENFORCE A
The tools
« conditional Access
« Privileged Identity Management
* Intune and Arc baselines
« Lifecycle workflows

BOOKS 00 TO 15

) § Drift checks )

The earlier books The gap closes

Change identity, access, When the configured

ge\tlwl/gersk C%tglggai% E;;\‘S, training, before target is also the operated
etworks, ounadary, I N each gate _ _w target

security operations, RECIDE gate _- ¢

governance and compliance The people -

* Help desk verifies before a
reset

* Owners approve access
 Stewards keep the record
* 1SSOs assemble evidence

§ Users sign in a new way
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Identity moves to Entra ID

* Sign-in becomes
phishing-resistant

* Passwords linger; recovery is
self-service

Devices and files move

 PCs enrolled in Intune
* Mapped drives retire

(MODULES 1AND 2
Sign in; reset and recover

« PIV, windows Hello for Business or a
passkey

« Two methods registered

§ What recovery requires

(MODULES 3 AND 4
Enroll; find and share files

(‘Attackers follow the
change

« Fake prompts and reset notices

* Fake IT calls
-

< Read and fix compliance status
* What the agency can see

§ Leave the old drives alone

(MODULES 5 AND 6

Report; know the help desk
rules

« Messages, prompts and notices

\' What the help desk will and won't ask

Training record

Per person and module, before
the wave's cutover
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/60 TO 45 DAYS BEFORE
Announce

* What changes and why; what stays the same

\ Registration opens; champions named

(30 DAYS BEFORE
Assign and date

» The wave's modules assigned

\' Enforcement date and the help desk's rules

KIS AND 7 DAYS BEFORE
Remind

* Help desk contacts and drop-in sessions
« Managers get the not-yet-registered list

AN
I hold

READINESS CHECK
Is the wave ready?

 Registration rate
« Training completion
* Help desk ticket volume

ready

(ENFORCEMENT DAY
Enforce

« 24-hour notice, then enforcement

.+ Floor supportin place

(UP TO 14 DAYS AFTER
Follow up

* Short lessons on what users got wrong

\' Feedback shapes the next wave
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(GO - READY TOPLAN A
Before planning

\Education walkthrough for the sponsor and core team; role roster drafted

(G1- FOUNDATION COMPLETE A
Before the foundation goes live

\Administrators on just-in-time activation; help desk on verification; HR on feed data

(G2-PILOT CLEAN A
Before the pilot passes

J/

\Pilot users trained before cutover; lessons folded back into content
(G3-ROLLOUT COMPLETE A
Before each wave

\Each division's users and champions trained before its wave
(G4 -LEGACY QUIET A
Before legacy retires

owners retrained on replacements; old procedures removed; IR and contingency
training updated

.

(G5 - AD RETIRED
Before steady state

Steady-state roles trained; no course teaches an Active Directory procedure

N : J
p v

The evidence at every gate
| Completion counts against a stated roster, read by the gate's approver )
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ACCOUNTABLE FOR STAFF

Managprs and
supervisors

Time to learn,
completion,
development plans

FUNDS
Sponsor and CIO

Scope, funding, wave
readiness, the Section
508 program

SETS THE RULES
CISO

AT policy, significant
roles, threshold, help
desk verification

funding

BUILDS
Training lead

Curriculum, modules,
assignments, reports

wave
briefing

assignments
SUPPORTS
Help desk

Trained first, follows the
verification rules,
reports themes

~
N

policy

EVIDENCES

ISSO and system
owner

Training record review,
system rules, AT
evidence

content

~
N

DELIVERS
Communications

office

One sender, channels,
wave calendar

R\ OWNS THE WORKFORCE

CHCOand
workforce office

Development strategy,
position coding, rosters,

J labor relations

1
| fosters
\

GATES
Program office

evidence

Training criteria in every

gate and wave check
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Moster )
Roster

Who must be trained,
from HR and identity

Training lead
reports

completion per
population, from the LMS

ISSO reviews

confirms the record,
routes the gaps
checked by the
program dffice
‘Gate or wave )
Gate or wave
owner decides

Go, no-go or conditional

go, with the other criteria
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rId551.png
SOURCES SCHEDULED CHECK

Workbook chapters Source changes
Each module hames the chapters and Changed chapters become modules to
versions it teaches review

~ /

WRITE AND REVISE
Module owners
Subject-matter experts from the owning workstream; test each new module on the pilot

ffeedback
/i

DELIVER ROLE TRAINING P T
Qualified instructors Department champions
Pass the assessment, then an observed A .
teach-back EXplain and route; never reset or grant
LEARNERS SYSTEM OF RECORD
Role holders and wave users Learning management system

Ccompletion and result per person, course

Assigned from the role roster and version
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COMPLETION COMPETENCE T BEHAVIOR

LMS records Assessments Surveys Tickets and sign-ins

Labs and observed

: Ticket trends, method
scenarios for risky roles Anonymous, summarized

Set against the role roster registration, phish reports

~ /.

Readiness record, per role and gate

Required, complete, competent, and each signal's trend
counts, no names
<
S

EVIDENCE READS

Gate decision AT-4 record Steering committee

g?e gate's autnority in Book Reviewed by the ISSO One-page readiness view

DECIDES
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rId59.png
(STATUTE - 2014 A

(STATUTE - 2015 A
FISMA A
Cybersecurity Workforce Assessment
- Trained personnel sufficient to comply Act
A qualified senior information security officer - Identify every position doing cyber work
« Awareness training for all users, contractors « Assign each a code under the NICE structure
included AN J
- J
(OMB PoLICY - 2016 ") (OPM RULE AND GUIDANCE A
Circular A-130 OPM
« competency requirements and workforce planning  Training rule at 5 CFR 930.301
O Awareness and role-based training programs ) L Three-digit cybersecurity data standard codes )
(GUIDANCE A

NIST

+ NICE Framework: SP 800-181 Rev. 1and its components
+ SP 800-50 Rev. 1: the learning program

A\ J/
(The agency )
\Where the role roster, the coded positions and the curriculum meet )
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rId72.png
HR, WITH CIO STAFF
Position description
Up to three three-digit OPM codes, or 000 for none

/ )
\\
A

NICE WORK ROLE Role roster

Systems Administration Coded positions, eligible-role assignments and
|0-WRL-005, code 451 (example) the system inventory: who is due, and when

COMPONENTS V2.2.0 .

Tasks, knowledge, skills A code that disagrees with a role assignment is a
' '

What the work is and what the learner needs

finding for HR and the CIO's office.

Training track
Chapters 03 to 07
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