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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
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[bookmark: _Toc00000710]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book replaces the workbook’s AI identity governance operational guide (its overview, the governed path and the central deployment model) and the federal AI governance readiness brief. Every external claim was checked against a primary source between October 21 and November 2, 2026 and carries a note. Federal AI policy and the identity platforms for AI agents are both moving quickly; the release stage and government-cloud availability of each feature are stated as of those dates. The replaced pages are kept in the repository’s archive/b17-ai-identity/ folder, and their old addresses forward to the chapters that replaced them.
15-minute presentation (about 13 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 15 narrated): for the CIO, CISO, Chief AI Officer, authorizing officials: why AI agents need identities, what federal AI rules require, ownership and lifecycle, shadow AI and the decisions to make, on the Presentations page.
Technical deep dive (about 50 minutes live, 21 narrated): AI agents as identities and the federal rules, the inventory and the kinds of AI identity, owners, credentials and least privilege, and monitoring, shadow AI, the scan and the evidence, in modules on the Presentations page.
AI systems sign in. They hold tokens, call APIs, read records and, increasingly, act: an agent can open a ticket, change a setting or send a message on its own. To the directory each one is an identity, but most were deployed outside the identity program, with no owner of record, no organizational placement, no credential lifecycle and no leaver process. The federal AI use-case inventory lists these systems and reports whether each has an authorization and the required risk practices in place, but it has no fields for who owns the identity, what credential it uses or what it can reach. Book 17 treats AI governance as, in large part, identity governance applied to a new kind of principal. It sets out what federal AI rules require and what they don’t: there is no AI-specific authorization to operate, and AI systems go through the agency’s existing process. It then reads the inventory as an identity source, sorts AI access by whose token a system presents, and gives every AI identity an accountable human sponsor, credentials without stored secrets, least-privilege access, monitoring and drift findings, and a lifecycle that ends. It closes with the inventory scan, run by an agency or centrally, and the evidence an authorizing official needs for an AI system.
[bookmark: _Toc00000711]Which track this book covers
The workbook moves an AD forest to Entra ID on four tracks, and AI agents belong to the non-person identity track, alongside the service accounts and workload identities in Book 02, Chapter 09. An agent has no HR record. Its accountability is its sponsor and owner (Chapter 05). Its lifecycle hangs from the sponsor’s HR-driven lifecycle and from its inventory record, and it ends by expiry or retirement (Chapter 05). Its credentials carry no stored secrets (Chapter 06). As the program’s design, this supports AC-2, IA-4, IA-5 and IA-9 for AI identities (Appendix A).
[bookmark: _Toc00000712]Why, what, who, how
	
	Question
	Chapters

	Why
	Why do AI agents need identities and owners, and what do federal AI rules require, and not require?
	01, 02

	What
	The inventory as an identity source, the kinds of AI identity, owners and lifecycle, credentials and least privilege, and monitoring, drift and shadow AI
	03, 04, 05, 06, 07

	Who
	Who owns AI identity governance, from the Chief AI Officer to the agent’s sponsor
	08

	How
	Run the inventory scan, for one agency or centrally, and evidence AI systems for authorization
	09, 10


Appendix: A — Requirements mapping: AI rules to identity controls
[bookmark: _Toc00000713]Reading paths
· Executives, Chief AI Officers and CIOs (20 minutes): Chapters 01, 02 and 08, or the 15-minute presentation.
· Identity and access teams: Chapters 04, 05 and 06.
· Security operations: Chapter 07.
· AI governance and inventory leads: Chapters 03 and 09.
· ISSOs, assessors and authorizing officials: Chapters 02 and 10, with Appendix A.
[bookmark: _Toc00000714]Where this book sits in the workbook
This is Book 17 of the Federal Modernization Workbook. Book 18, Application Modernization, applies this book to AI built into modernized applications. Workload identities and the Entra target are in Book 02, Chapter 09; the human joiner, mover and leaver lifecycle in Book 03; Conditional Access, application consent and workload identities in Book 04; the evidence contract and identity telemetry in Book 12; the drift model in Book 13; authorization and continuous monitoring in Book 14; SaaS and OAuth integration governance in Book 15, Chapter 06; and the workforce training program in Book 16. The M-25-21 practice of training the operators of high-impact AI, and how this book ties it to the operators’ accounts, is in Chapter 03.
Phase 6 of the Non-Person Identity Modernization plan schedules this book.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000715]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 17: fix confirmed crosswalk errors (#383); Apply the open-choice decisions: text, plans, training, reference, register (#416); Figures, kit and config: Entra Domain Services diagram, CLM figure, Book 17 figures, hcm-entra slots 4-6, NPI apply hash and operator (#418); External Partner Person: light edits to existing pages, held findings, links (E0 to E9) (#419); Book 17: align inconsistent terms, owners, dates and licenses (17 findings) (#438); Decisions fix pass for Books 13 to 19: Book 18 gates and roles, Db2 spelling, Book 15 approvers, Book 16 criteria, Book 17 roles, Book 13 drift mapping (#456); and 4 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Approve ten pages on Mike’s word, and drop two names from the briefs (#360); Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Privacy for workforce identity: Book 03 Chapter 14, and privacy sections in six books (#317)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260)

	1.0
	2026.10
	2026-10-31
	First edition (17 merged changes since the book began)


[bookmark: _Toc00000716]Chapter 01 — Why AI Agents Need Identities and Owners
An AI agent that can send an email, close a ticket or change a record is an account with permissions, and an account nobody owns is the oldest finding in identity.
[bookmark: _Toc00000717]In this chapter
What changes when an AI system stops answering questions and starts taking actions, and the four ways such a system reaches agency data. How most AI arrived outside the identity program, so that it has no owner of record, no organizational placement, no credential lifecycle and no leaver process. Why the risks it carries are identity risks, and why the existing control catalog already covers it. And the seven things every AI identity needs, which the rest of the book builds.
A chat assistant that drafts a memo for a person to read is a tool. The person reads the draft, decides what to keep and sends it under their own name. Nothing the assistant does reaches a record until a person acts.
An AI agent is different. It reads a mailbox, decides which messages need a reply, drafts the replies and sends them. It opens a ticket, assigns it and closes it when a condition is met. It queries a case system, updates a field and calls another tool to notify someone. Each of those steps is an action against agency data, and each one is taken by something that signed in, holds permissions and leaves, or fails to leave, a record of what it did.
That makes an agent an identity. The identity program already knows how to govern identities: who owns this account, what may it reach, how is its credential protected, who reviews its access, what happens when it is no longer needed. Most AI in federal agencies was deployed without any of those questions being asked, because it arrived as a project, a pilot or a feature of software the agency already ran, not as a new kind of account. This book argues that governing AI is, in large part, identity governance applied to a new kind of principal, and shows how to do it.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b17-ai-identity/png/ch01-three-ways-in.png]
An AI agent reaches agency data in one of four ways. Three run through the identity provider, where policy and logs apply; an API key or stored secret bypasses it.
[bookmark: _Toc00000718]From answering to acting
Federal policy already treats autonomy as part of what AI is. OMB Memorandum M-25-21, which governs agency use of AI, says its definition of AI “includes systems that are fully autonomous, partially autonomous, and not autonomous,” with and without human oversight.1 OMB’s 2025 AI use case inventory asks agencies to classify each use case, and one of the classes is agentic AI: “AI systems that perform tasks or make decisions autonomously with minimal human intervention.”2
The inventory shows where agencies are. OMB’s consolidated 2025 inventory, as of April 13, 2026, holds 3,611 individually reported use cases, 445 of them high-impact.3 Of the 3,611, 117 are classified as agentic, and 38 of those are in pilot or deployed; the rest are still in pre-deployment.4 That is a small share today. It is also the share that grows fastest once the tools are in place, and it is the share with the most direct consequence for identity, because an agent’s reason to exist is to take actions that a person’s account would otherwise take. Chapter 03 reads the inventory in detail.
The rest of this book uses a simple distinction. An AI system that only answers produces output that a person then acts on. An AI system that can act, not just answer, holds its own access and uses it. Both need governing. The second needs governing as an identity, because it is one.
[bookmark: _Toc00000719]Four ways in
However it is built, an AI system that acts reaches agency data in one of four ways. Three run through the identity provider, and Microsoft’s documentation for agents in Entra ID lays them out clearly.5
1. On behalf of a signed-in user. The agent exchanges the user’s sign-in for a token to the resource it needs. The user is the token’s subject; the agent is the actor. Policy applies to the user, and the agent can reach whatever the user can reach.
1. As itself. The agent requests a token with its own identity and no user present. The agent’s identity is the subject, and policy targets that identity. This is how a background agent runs on a schedule or responds to events.
1. As its own user account. Some agents need a mailbox, a seat in a chat or membership in a group. They get a user account of their own, and policy is evaluated against that account.
There is a fourth way, and it is the one the identity program can’t see. When an agent calls a service with an API key or another stored secret instead of a token from the identity provider, it “bypasses the Microsoft Entra ID authentication and token issuance pipeline entirely,” and Conditional Access doesn’t apply.5 No sign-in is evaluated, no risk is scored, and the only record of the call is whatever the service itself keeps. Chapter 04 covers the identity types in detail, and Chapter 06 covers why the program moves AI systems off stored secrets.
The three ways that do run through the identity provider aren’t safe by default either. An agent acting on behalf of a user carries the user’s full reach into a process the user doesn’t watch step by step. An agent acting as itself holds whatever permissions someone granted it, often broadly, to get a pilot working. An agent with its own user account is, to every system it touches, a member of staff.
[bookmark: _Toc00000720]How AI arrived outside the identity program
People join an agency through a pipeline the identity program built: an HR record, an account created from it, access derived from the person’s position, reviews on a schedule and a leaver process when they go. Book 03 describes that pipeline. Non-person accounts for applications and services have a weaker version of it, through application registration and the workload identity patterns in Book 04, Chapter 05.
AI mostly came in another way. A mission office ran a pilot with a vendor. A developer wired a model into a workflow with an API key in a configuration file. A software product the agency already licensed shipped an assistant as a new feature. A business unit built an agent in a low-code tool and gave it a service account to read a shared mailbox. None of those paths runs through the identity program, so none of them produces what the identity program normally requires. In the program’s experience, an AI system found this way typically has:
	What an employee’s account has
	What an AI system found outside the program typically lacks

	An owner of record: the person, and a manager in the HR source
	A named, current owner; often a project contact who has moved on

	An organizational placement that drives access
	Any placement beyond the team that set it up

	A credential issued and protected under policy
	A secret in a configuration file, a vault entry or a shared account

	Access derived from a role and reviewed on a schedule
	Permissions granted once to make a pilot work, then never reviewed

	Monitoring tied to the person’s sign-ins
	Activity that looks like the application or user it runs as

	A leaver process when the person goes
	No end date; the account outlives the project and its owner


The federal inventory doesn’t close this gap, because it wasn’t designed to. Its fields describe a use case: its purpose, stage, outputs, vendor, whether it involves personal information and whether it has an associated authorization to operate. The only person it names is a contact email, and the public version may replace that with an inbox for public inquiries.6 It has no field for the account the AI system signs in with, the credential it holds, the permissions it has or the person accountable for that access. A use case isn’t an identity, and the inventory can’t tell you which identities a use case runs as. Chapter 03 shows how the program joins the two.
[bookmark: _Toc00000721]Why the risk is identity-shaped
The risks people worry about most in agentic AI turn into incidents through identity. NIST’s Generative AI Profile describes prompt injection: an attacker crafts input that makes a generative AI system behave in unintended ways, and in the indirect form plants that input in data the system is likely to retrieve. NIST notes that researchers have used indirect prompt injection to steal proprietary data and run malicious code.7 For a system that only answers, a successful injection produces a bad answer. For an agent with broad permissions, it produces an action: a message sent, a record changed, a file shared, all under a legitimate identity that the logs will show doing exactly what it was allowed to do.
That is why least privilege, owned credentials and monitoring matter more for an agent than for a chat tool. The blast radius of a manipulated agent is the access its identity holds. An agent that can only read one queue and write to one field can do limited harm. An agent running under a shared service account with mailbox and file permissions across an office can do a great deal, and nobody may own the account well enough to notice.
The same point appears in federal guidance. In May 2026 CISA, with the Australian Signals Directorate’s Australian Cyber Security Centre and other partners, released guidance on the careful adoption of agentic AI services, which CISA summarizes as covering the security challenges of agentic AI and steps for “designing, deploying, and operating these systems safely” in line with existing cybersecurity frameworks.8 Executive Order 14409 of June 2, 2026 directs the Attorney General to prioritize prosecuting anyone who uses AI to access a computer without authorization, including “employing AI agents to unlawfully access data.”9 The threat model now names agents explicitly; the defense starts with knowing which identities they hold.
[bookmark: _Toc00000722]The controls already apply
None of this needs a new control family. The SP 800-53 catalog already speaks to non-person accounts in the controls every authorization is built on.10
· AC-2, Account Management, requires defining the account types allowed in a system, assigning account managers, specifying authorized users and privileges for each account, approving account creation, monitoring use, and notifying account managers when accounts are no longer required. Its discussion lists “system” and “service” among the account types.
· IA-4, Identifier Management, and IA-5, Authenticator Management, cover identifiers and authenticators for an “individual, group, role, service, or device,” including protecting authenticator content and refreshing it on a schedule.
· AC-6, Least Privilege, applies to users “or processes acting on behalf of users.”
· IA-9, Service Identification and Authentication, requires services to be uniquely identified and authenticated before they communicate with other services or applications.
NIST’s AI Risk Management Framework makes the same point from the AI side. Its Govern function calls for mechanisms “to inventory AI systems,” processes “for decommissioning and phasing out AI systems safely,” and documented roles and responsibilities for managing AI risk.11 An AI system with no owner, no recorded access and no end of life fails all three, and it fails AC-2 and IA-5 in the system it runs in.
So the gap isn’t in the catalog. It is in coverage. The controls apply to every account in the authorization boundary; the AI system’s account is often simply missing from the account inventory the controls are tested against. Chapter 02 shows that federal AI policy assumes exactly this: AI systems go through the agency’s existing authorization, and there is no separate AI authorization to fall back on.
[bookmark: _Toc00000723]The platforms are catching up
Identity vendors now ship identity types built for agents. Microsoft Entra Agent ID adds agent identities, created from reusable templates called agent identity blueprints, and requires at least one human sponsor for every agent identity and blueprint: “business representatives accountable for the agent’s purpose and lifecycle decisions.”12 Microsoft announced the Agent ID platform as generally available in April 2026.13 Several of the controls around it are newer: Conditional Access can only block an agent identity, because there is no interactive way for an agent to satisfy a grant control, and the agent-user targets and the agent risk condition are still marked preview.14
Two cautions keep this in proportion. First, the new identity type only governs agents that use it. An agent built on an ordinary application registration, a shared service account or an API key gets none of it, which is why Microsoft publishes guidance on migrating agents built on custom application registrations, and Copilot Studio agents, to Agent ID.15 Second, availability differs by cloud. Microsoft’s service description for Agent 365, the product that extends these controls across Microsoft 365, lists availability for GCC only, and states that as of October 1, 2026 it “meets all FedRAMP High controls” reviewed by its assessor with final authorization pending.16 An agency in GCC High or DoD has to confirm each capability for its own cloud before planning on it, as Book 02, Appendix A advises. Chapter 04 tabulates what is generally available, what is preview and where.
The program’s position follows Book 04, Chapter 03: it builds on what is generally available in the agency’s cloud and records preview capabilities as watch items. The governance model in this book doesn’t depend on any one product. It depends on every AI system having the seven things below, whatever platform records them.
[bookmark: _Toc00000724]What every AI identity needs
The program’s model for governing AI identities has seven parts. Each is program design, built on controls the agency already has to meet; none is a new federal requirement.
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The seven things every AI identity needs, what each means, and the chapter of this book that builds it.
1. An identity record. Every AI system that holds access has one record that ties its inventory entry to the accounts it signs in with, so the agency can answer “what is this, and what can it reach?”
1. An accountable human owner. A named person, resolvable in the HR source, answers for the system’s access. If the owner leaves, ownership moves before the access outlives them, applying the rule in Book 14, Chapter 04 that every non-human item anchors to a human owner.
1. An organizational placement. The system belongs to the office whose mission it serves, so access decisions and reviews route to the right people.
1. Credentials without stored secrets. Managed identities and workload identity federation come first, certificates only where neither applies, as Book 02, Chapter 09 and Book 04, Chapter 05 set out; permissions are the least the task needs.
1. Monitoring and drift detection. The system’s sign-ins and actions are logged under its own identity, and access that changes or loses its owner becomes a finding. An agentic AI system with no governed identity is a high-priority finding.
1. A lifecycle that ends. Provisioning, change and decommissioning are joiner, mover and leaver events for the system, with an end date set when it is created.
1. Evidence the authorizing official can use. Each of the above leaves records that feed the system’s existing authorization and its continuous monitoring, following the evidence contract in Book 12, Chapter 02.
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[bookmark: _Toc00000725]Honest limits
· This is program design, not a federal requirement. No federal rule today requires an AI system to have an identity record or a sponsor. The controls behind each of the seven parts are required; the model is the program’s way of meeting them for a new kind of account.
· Not every AI system holds access. Many inventoried use cases are analytic models run by people, or features inside commercial software that act only through the user. The model applies in full to systems that sign in and act; for the rest, the identity record may simply say so.
· The counts are small and self-reported. The agentic share of the inventory is the agencies’ own classification, and use cases aren’t systems. Treat the numbers as a direction, not a measurement.
· The products are young. Agent identity features reached general availability in 2026 and are changing by the month, with different availability across government clouds. Every product statement in this book is a dated observation.
[bookmark: _Toc00000726]What leadership should take from this
1. Count AI identities, not AI projects. The question for a risk discussion isn’t how many use cases exist, but which accounts they run as and what those accounts can reach.
1. Put a person’s name on every one. An AI system with access and no accountable owner is an orphaned account, and orphaned accounts are where incidents start.
1. Govern agents first. Systems that can act carry the largest blast radius. Start with them, then work outward to systems that only answer.
Chapter 02 sets out what federal AI rules ask of agencies today, and why none of them creates a separate AI authorization.
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[bookmark: _Toc00000728]Chapter 02 — What Federal AI Rules Require, and What They Don’t
Federal AI policy asks agencies to know their AI, name who answers for it and manage its risk inside the authorization they already run; it never asks for a second authorization, and it never says how to govern the accounts AI signs in with.
[bookmark: _Toc00000729]In this chapter
The federal AI rules in force as of October 2026, separated into what binds agencies and what guides them. What OMB Memorandum M-25-21 requires, when, and what it replaced; what M-25-22 adds for acquisition and M-26-04 for large language models; what the 2026 executive orders change and don’t. The NIST, CISA and FedRAMP material agencies draw on. Why there is no AI-specific authorization to operate. And how the rules read as identity obligations, which is where the rest of this book starts.
AI policy for federal agencies was rewritten in 2025. Executive Order 14179 of January 23, 2025 directed OMB to revise the two memoranda that had governed agency use and acquisition of AI, M-24-10 and M-24-18, within 60 days.1 OMB issued the replacements on April 3, 2025: M-25-21 for use and governance, and M-25-22 for acquisition.23 Since then the rule set has grown by one OMB memorandum and several executive orders, while NIST’s frameworks and CISA’s guidance continued alongside.
Policy writing about AI tends to drift from what the documents say. Material written for the program earlier made exactly that mistake, reading an AI-specific authorization gate into M-25-21 that the memo doesn’t contain. This chapter sticks to the text. Every requirement below is quoted or paraphrased from the primary document, and the program’s own reading is labeled as such.
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The federal AI rule set as of October 2026: executive orders and OMB memoranda that bind agencies, and NIST, CISA and FedRAMP material that guides them.
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	Instrument
	Date
	Binds
	What it asks of agencies

	Executive Order 14179, Removing Barriers to American Leadership in Artificial Intelligence
	January 23, 2025
	Agencies, through OMB
	Revise M-24-10 and M-24-18; review actions taken under the revoked Executive Order 141101

	OMB M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust
	April 3, 2025
	All agencies, with exceptions noted below
	Chief AI Officer, governance, inventory, compliance plans, minimum practices for high-impact AI; rescinds M-24-102

	OMB M-25-22, Driving Efficient Acquisition of Artificial Intelligence in Government
	April 3, 2025
	All agencies
	Acquisition practices and contract terms for AI; rescinds M-24-183

	Executive Order 14319, Preventing Woke AI in the Federal Government
	July 23, 2025
	Agencies, through OMB
	Two “Unbiased AI Principles” for large language models the government procures4

	OMB M-26-04, Increasing Public Trust in Artificial Intelligence Through Unbiased AI Principles
	December 11, 2025
	Agencies procuring large language models
	Contract requirements for the principles; sunsets after two years4

	Executive Order 14409, Promoting Advanced Artificial Intelligence Innovation and Security
	June 2, 2026
	Named agencies
	Prioritize cyber defense of federal systems; CISA directives and guidance; a voluntary framework for frontier models5

	Executive Order 14434, Inaugurating the Era of Super Intelligence
	September 29, 2026
	All agencies
	Use “Super Intelligence” and “SI” in place of “Artificial Intelligence” and “AI” in non-statutory documents6


OMB’s memoranda page lists no other AI memorandum through M-27-01 of October 2026.7 Several other 2025 and 2026 executive orders concern AI, including a national policy framework for state AI laws, AI infrastructure, exports and research programs, but none of them sets requirements for how an agency governs its own AI systems.8
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M-25-21 applies to all agencies as defined in 44 U.S.C. 3502(1), with some requirements limited to the 24 CFO Act agencies, some not applying to the Intelligence Community, and no application to AI used as a component of a national security system.2 It “rescinds and replaces” M-24-10. Its requirements, with the deadlines the memo sets, are:
	Requirement
	Section
	Deadline in the memo
	Applies to

	Retain or designate a Chief AI Officer
	3(a)(i)
	60 days
	Each agency

	Convene an AI governance board, chaired at Deputy Secretary level with the Chief AI Officer as vice-chair
	3(a)(ii)
	90 days
	CFO Act agencies

	Publish an AI strategy
	2(a)
	180 days
	CFO Act agencies

	Submit to OMB and publish a compliance plan, or a determination that the agency doesn’t use covered AI
	3(b)(ii)
	180 days, then every two years until 2036
	Each agency

	Update internal policies on IT infrastructure, data, cybersecurity and privacy
	3(b)(iii)
	270 days
	Each agency

	Develop a generative AI policy
	3(b)(iv)
	270 days (“should”)
	Each agency

	Inventory AI use cases, submit to OMB and post a public version
	3(b)(v)
	At least annually
	Each agency except the Department of Defense and the Intelligence Community

	Document implementation of the minimum practices for high-impact AI, or safely discontinue the AI
	4(a)(i)
	365 days
	Each agency except the Intelligence Community

	Track waivers centrally; report each to OMB within 30 days; publish summaries of determinations and waivers
	4(a)(ii)–(iv)
	30 days; 365 days
	Each agency except the Intelligence Community


Counted from April 3, 2025, the 365-day deadline for the minimum practices fell on April 3, 2026, the date OMB’s 2025 reporting guidance also gives.9 Every deadline in the table has now passed. The compliance plan recurs every two years, a cadence separate from the annual inventory.
The Chief AI Officer’s listed duties include maintaining the agency’s AI use case inventory, establishing the process for determining which use cases are high-impact, centrally tracking those use cases and determinations, and establishing “a process for an independent review of high-impact use cases before risk acceptance.”2 Agencies must let “trained and accountable agency officials at the lowest appropriate level” identify, assess, mitigate and accept risk for AI use cases.
The seven minimum practices
AI is high-impact when “its output serves as a principal basis for decisions or actions that have a legal, material, binding, or significant effect on rights or safety,” and Section 6 lists purposes presumed to be high-impact, from safety-critical infrastructure functions to benefits adjudication and the terms of federal employment.2 For high-impact use cases, Section 4(b) requires seven practices:
	#
	Practice (M-25-21 §4(b))
	What it requires
	The identity question it raises (program reading)

	i
	Pre-deployment testing
	Testing and risk mitigation plans reflecting expected real-world outcomes; alternative methods where the agency lacks the code, model or data
	Is the system tested with the permissions it will have in production?

	ii
	AI impact assessment
	Purpose and benefit, data quality, impacts, reassessment schedule, costs, results of independent review, and risk acceptance “supported by a signature from the individual accepting the risk”
	Who signed, and is that person the system’s accountable owner?

	iii
	Ongoing monitoring
	Testing and periodic human review to detect “changes to an AI system after deployment, or changes to the context of use or associated data”
	Are the system’s own sign-ins and actions logged under its own identity?

	iv
	Human training and assessment
	Periodic training for operators “to interpret and act on the AI’s output and manage associated risks”
	Which accounts operate the system, and did those people complete the training?

	v
	Human oversight, intervention and accountability
	Oversight suited to the use case and, when practicable, “an appropriate fail-safe that minimizes the risk of significant harm”
	Who can disable the system’s identity, and has anyone tried?

	vi
	Remedies and appeals
	Timely human review and a chance to appeal for people affected by AI-enabled decisions
	Can the agency trace a decision to the identity that took it?

	vii
	Feedback from end users and the public
	A way to submit feedback, used to inform decisions about the AI
	—


Independent review isn’t an eighth practice. It is a component of the impact assessment, item F, performed by “an independent reviewer within the agency who has not been involved in the development.”2 Pilots are exempt from the practices if they are limited in scale and duration and the Chief AI Officer has certified them, and the Chief AI Officer may waive a practice for a specific application after a written, risk-based determination. That waiver authority can’t be delegated.
What M-25-21 doesn’t do
Four limits matter for identity governance.
· It creates no AI-specific authorization to operate. In a footnote to its risk management section, the memo says: “For AI systems, agencies must continue to follow applicable authorization to operate requirements from OMB Circular No. A-130.” Another footnote says the process for reviewing and accepting risk for AI use cases “is separate from, and does not supersede, the authorization process for information systems.”2 The memo does direct agencies to update their cybersecurity policies, naming “information system authorizations, continuous monitoring, continuous authorizations for AI” as examples, and suggests they update authorization and continuous monitoring processes “to better address the needs of AI applications.” Those are changes to the existing process, not a new one.
· It doesn’t govern the whole system. Its requirements “apply to system functionality that implements or is reliant on AI, rather than to the entirety of an information system that incorporates AI,” and it “does not address general issues related to Federal information and information systems.”
· It sets no identity requirements. The memo says nothing about the accounts, credentials or permissions an AI system uses. Those remain governed by the information-security controls of the system the AI runs in.
· It doesn’t require the NIST AI RMF. M-25-21 doesn’t cite NIST’s AI Risk Management Framework. Agencies may use it; the memo doesn’t make it a requirement.
[bookmark: _Toc00000732]M-25-22: acquiring AI
M-25-22 covers how agencies buy AI. It applies to contracts awarded from solicitations issued 180 days or more after April 3, 2025, and to options exercised on existing contracts after that date, and it doesn’t apply to AI acquired as a component of a national security system.3 Agencies had 270 days to update their acquisition procedures.
Three provisions bear on identity and authorization:
· Authorization before deployment. Under contract administration: “any AI systems and services operated as an information system by or on behalf of an agency must receive an authorization to operate from an appropriate agency official prior to deployment,” consistent with Circular A-130 and FISMA. This is the clearest statement in the federal rule set that AI goes through the existing authorization process.
· Use of government data. Contracts must “permanently prohibit the use of non-public inputted agency data and outputted results to further train publicly or commercially available AI algorithms,” absent explicit agency consent.
· Sunset and closeout. Agencies should, where practicable, set criteria for sunsetting an AI system and, at closeout, implement contract terms on continued rights and access to data. Both are, in identity terms, the start of a leaver process for the system.
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Executive Order 14319 of July 23, 2025 set two “Unbiased AI Principles” for large language models the government procures, truth-seeking and ideological neutrality, and directed OMB to issue guidance. M-26-04, dated December 11, 2025, is that guidance.4 It requires new solicitations for large language models to include contract terms addressing the principles; asks agencies to modify existing contracts where practicable, no later than the next option exercise; required agencies to update procurement policies by March 11, 2026, including a way for users to report outputs that violate the principles; and lists the vendor documentation agencies must request, starting with an acceptable use policy, model, system or data cards, end-user resources and a feedback mechanism. It “shall cease to have any force or effect two years after the date of its issuance,” which is December 11, 2027, unless OMB extends it.
M-26-04 is a procurement memo about model outputs. It has no identity or access requirements, but its documentation list is useful when an agency builds the identity record for a purchased AI service: the acceptable use policy and system card often describe how the service authenticates and what it can reach.
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Executive Order 14409 of June 2, 2026 is a security order. It directs the Committee on National Security Systems and the Secretary of War to prioritize cyber defense of their systems, directs CISA to issue binding operational directives and other guidance to expedite cyber defense of civilian federal systems, sets up an AI cybersecurity clearinghouse for vulnerabilities, and asks agencies to design a voluntary framework under which developers may give the government access to “covered frontier models” up to 30 days before release. It states that nothing in it creates “a mandatory governmental licensing, preclearance, or permitting requirement” for AI models.5 CISA’s Binding Operational Directive 26-04 of June 10, 2026, on prioritizing security updates based on risk, cites the order among the priorities it advances.10 The order doesn’t change how agencies govern their own AI identities.
Executive Order 14434 of September 29, 2026 is a terminology order. Agencies are to use “Super Intelligence” and “SI” in place of “Artificial Intelligence” and “AI” in official correspondence, websites, reports, policy documents and other non-statutory documents, “to the maximum extent permitted by law.” It doesn’t alter previously issued regulations, Presidential actions, contracts or other historical documents, and it defines the new terms as the technologies covered by the existing statutory definition of artificial intelligence.6 Agency pages have begun to change: NIST renamed its SP 800-53 overlay project for AI on October 20, 2026, and CISA’s AI pages now use the new term.1112
For this book the order changes vocabulary, not obligations. M-25-21, M-25-22, the inventory guidance and the statutes they rest on still say “AI,” and the definition hasn’t moved. The workbook keeps “AI” because it is quoting and applying those documents. An agency writing its own policy documents should follow the order; readers will meet both terms in current federal material. One provision is worth watching: the order asks for proposed legislative language for a federal definition of “Super Intelligence” within 60 days, by November 28, 2026. Until Congress acts, the existing statutory definition of AI governs.6
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OMB’s reporting guidance for the 2025 inventory required agencies to submit individually reported use cases, and a consolidated certification of common commercial AI uses, to OMB by December 22, 2025, and to post a machine-readable public inventory by January 28, 2026.9 OMB’s consolidated repository, as of April 13, 2026, holds 3,611 individually reported use cases, 445 of them high-impact.13 No guidance for a 2026 inventory had been published as of this writing.
The inventory’s fields describe a use case: its agency and bureau, a contact email, its stage, whether it is high-impact, its classification, its purpose and outputs, its vendor, whether it “ha[s] an associated Authorization to Operate,” whether it involves personal information, and, for deployed high-impact use cases, one status field or more for each of the seven minimum practices.9 Two points matter here, and Chapter 03 develops both.
· The inventory reports status; it doesn’t evidence it. Earlier material written for the program said human training and public feedback had no inventory field. That was true of the 2024 schema and is stale: the 2025 guidance has a field for every one of the seven practices. What each field holds is the agency’s own answer. The evidence that a practice ran lives outside the inventory.
· The inventory has no identity fields. It has no field for the accounts a use case runs as, the credentials they hold, their permissions or the person accountable for that access. The ATO field reports the existing authorization posture; it is not a gate M-25-21 created.
[bookmark: _Toc00000736]What NIST, CISA and FedRAMP add
None of the following is a requirement on agencies in its own right. Each is guidance agencies can use in working toward the requirements above and the controls of the systems AI runs in.
NIST AI Risk Management Framework. AI RMF 1.0 (NIST AI 100-1), released January 26, 2023, is “intended for voluntary use” and organizes AI risk management into four functions: Govern, Map, Measure and Manage.1415 Its Govern function includes inventorying AI systems, decommissioning them safely and documenting roles and responsibilities, all of which map directly onto identity work. NIST states that the AI RMF “is being revised as part of the White House AI Action Plan,” and released a concept note for a critical-infrastructure profile on April 7, 2026.14 Until a revision is published, AI RMF 1.0 is current.
NIST AI 600-1, the Generative AI Profile. Released July 26, 2024, it identifies twelve risks “unique to or exacerbated by” generative AI.16 Two bear on identity: information security, which covers prompt injection and data poisoning against generative AI systems, and value chain and component integration, which covers untraceable third-party components and “improper supplier vetting across the AI lifecycle.”
SP 800-53 control overlays for AI systems. NIST is developing a series of SP 800-53 overlays for AI systems, with proposed use cases for generative AI assistants, predictive AI, single-agent and multi-agent systems, and AI developers. The project published a concept paper on August 14, 2025 and an annotated outline of the predictive AI overlay on January 8, 2026, with feedback requested by February 13, 2026 “for inclusion in the initial public draft.” On October 20, 2026 it renamed itself from Control Overlays for Securing AI Systems (COSAiS) to Control Overlays for Super Intelligence Systems (COSIS), following Executive Order 14434.11 No public draft overlay has been published. Until one is, AI systems are assessed against the system’s ordinary SP 800-53 baseline, which already covers their accounts, as Chapter 01 shows.
CISA. CISA publishes joint AI security guidance with partner agencies, including Deploying AI Systems Securely (April 15, 2024), a joint information sheet on securing the data used to train and operate AI systems, and Careful Adoption of Agentic AI Services (May 1, 2026), released with the Australian Signals Directorate’s Australian Cyber Security Centre.171218 The agentic guidance is the most directly relevant to this book. It is advisory.
FedRAMP. FedRAMP’s AI Prioritization Initiative ran from August 2025 to April 2026 and is closed to new entrants. It prioritized certification of conversational AI services for routine use by federal workers that met all five of its criteria: enterprise features including “single-sign on, SCIM provisioning, role-based access control,” data separation, demand from at least five CFO Act agencies or a CIO Council recommendation, availability on the GSA Multiple Award Schedule, and the ability to meet FedRAMP 20x requirements within two months of acceptance.19 Those criteria are identity features, which is a useful signal: a service the agency can’t connect to its identity provider can’t be governed the way this book describes. As Book 10, Chapter 03 explains, a provider’s FedRAMP certification covers the provider. The agency still authorizes its own system, which uses the service. 
[bookmark: _Toc00000737]There is no AI-specific ATO
Put together, the rules give one answer. An AI system that operates as, or inside, an information system is authorized through the agency’s existing process under Circular A-130 and FISMA. M-25-22 says so for acquired AI, M-25-21 says so in its footnotes, and nothing else in the rule set creates a separate gate.23 Book 14 describes that process as it actually works: no fixed three-year cycle in law, at least annual testing under FISMA, ongoing authorization where the agency has the monitoring to support it, and residual risk accepted by the authorizing official alone.
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A high-impact AI use case needs two decisions before it deploys: M-25-21 risk acceptance and the system’s authorization to operate. Both rely on the same identity record.
What M-25-21 adds for high-impact AI is a second, separate decision: the impact assessment, its independent review and the signature of the official accepting the risk of the AI use case. The memo is explicit that this decision doesn’t supersede the authorization. A high-impact AI use case therefore needs both before it deploys, and they are made by people who may not be the same: the official accountable for the mission outcome, whom M-25-21 encourages agencies to choose, and the system’s authorizing official.
The program’s design ties the two decisions to one record. Both depend on knowing what the AI system is, who owns it, which accounts it runs as and what those accounts can reach. That record is the AI system’s identity record, and the evidence it carries is the subject of Chapter 10. An inventoried, deployed use case whose ATO field says “No” is a finding against the agency’s own authorization policy, not against M-25-21.
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None of the rules says “govern AI identities.” Read alongside the controls of the systems AI runs in, several of them can’t be met without doing so. The table is the program’s reading, not a federal crosswalk; Appendix A maps the requirements to controls in full.
	Rule
	What it asks
	The identity obligation it implies (program reading)
	Where this book builds it

	M-25-21 §3(a)(i)(E), §3(b)(v)
	Maintain an annual AI use case inventory
	Join each use case to the identities it runs as
	Chapter 03, Chapter 09

	M-25-21 §3(b)(i)
	Accountable officials accept risk for AI use cases
	An accountable human owner for each AI system, resolvable in HR records
	Chapter 05

	M-25-21 §4(b)(iii)
	Monitor for changes to the AI system after deployment
	Log the system’s own sign-ins and actions; detect access drift
	Chapter 07

	M-25-21 §4(b)(iv)
	Train the operators of high-impact AI
	Know which accounts operate the system, and tie training records to them
	Chapter 03, Chapter 10

	M-25-21 §4(b)(v)
	Human oversight and a fail-safe
	A tested way to disable the system’s identity
	Chapter 03, Chapter 10

	M-25-21 §4(a)(i)
	Safely discontinue non-compliant high-impact AI
	A leaver process for the system that removes its access
	Chapter 05

	M-25-22 §4(e)(i)
	ATO before deployment
	The system’s accounts in the authorization boundary’s account inventory
	Chapter 10

	M-25-22 §4(e)(iv), §4(f)
	Sunset criteria; closeout
	An end date and a decommissioning path for the system’s identities
	Chapter 05

	M-25-21 §2(a)(ii)(E), §3(b)(iii)
	Manage AI security risk; update authorization and continuous monitoring policy
	Least-privilege credentials without stored secrets; evidence for continuous monitoring
	Chapter 06, Chapter 10


[bookmark: _Toc00000739]Honest limits
· Policy here moves quickly. Seven federal AI instruments in under two years, one of them changing the vocabulary itself. Treat every date and requirement in this chapter as current on October 22, 2026, and check the OMB memoranda page and the Federal Register before relying on it.
· The deadlines were dates, not states. Every M-25-21 deadline has passed, but the obligations continue: the inventory recurs annually, the compliance plan every two years, and the minimum practices apply to every new high-impact use case.
· Several exceptions apply. The Department of Defense doesn’t inventory individual use cases, the Intelligence Community is outside the minimum practices, and national security systems are outside both memos. An agency with those components needs its own reading.
· The identity reading is the program’s. The rules require what they say. The obligations in the last table are the program’s argument that the rules can’t be met well without identity governance, not a statement that the rules require it.
[bookmark: _Toc00000740]What leadership should take from this
1. Don’t create an AI authorization. AI systems go through the existing authorization. Spend the effort making sure their accounts are in the boundary the authorizing official already reviews.
1. Line up the two signatures. For high-impact AI, M-25-21’s risk acceptance and the system’s ATO are separate decisions. Make sure both decision-makers are looking at the same record of what the system is and what it can reach.
1. Use the inventory, and know its limits. It is the one list of AI every agency must keep. It reports status and has no identity fields, so it is where AI identity governance starts, not where it ends.
Chapter 03 turns the inventory into the starting list of AI identities.
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[bookmark: _Toc00000742]Chapter 03 — The AI Use-Case Inventory as an Identity Source
The inventory is the only government-wide list of federal AI, and it was built to tell the public what agencies use AI for; read as identity data, it supplies a key, a place in the organization and a lifecycle state, and leaves blank everything that decides what an AI system can touch.
[bookmark: _Toc00000743]In this chapter
What the Federal AI Use Case Inventory is under OMB’s 2025 guidance, what it records and how many use cases it holds. Which of its fields can anchor an identity record, which only point somewhere, and which identity facts aren’t in it at all. Why a use case isn’t an identity, and how the program joins the two. What the inventory’s high-impact fields can and can’t show about M-25-21’s seven minimum practices, including a correction to an earlier reading. How the program uses the inventory as the seed list for AI identity governance, and what the inventory can’t see.
Every AI system an agency runs has to sign in to something. It reads a mailbox, queries a case database, calls a model endpoint, or writes to a ticketing system, and each of those calls is made with a credential that belongs to some principal in some directory. Chapter 01 makes the case that this principal needs an owner, a place in the organization, a credential lifecycle and an end. Before an agency can give its AI systems any of that, it needs a list of them.
It already has one. Office of Management and Budget Memorandum M-25-21 requires each agency, except the Department of Defense and the Intelligence Community, to inventory its AI use cases at least annually, submit the inventory to OMB and post a public version on its website, and says OMB will issue detailed instructions on the inventory’s scope.1 Chapter 02 covers the memo as a whole. This chapter reads one of its products, the inventory, as if it were an identity source, because it is the closest thing to one that exists for AI.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b17-ai-identity/png/ch03-anchors-and-gaps.png]
An inventory row splits into anchors an identity record can key on, leads that need checking, and identity facts the inventory doesn’t hold; all three feed the AI system identity record.
[bookmark: _Toc00000744]What the inventory is
OMB’s instructions for the current cycle are its Guidance on 2025 Agency Artificial Intelligence Reporting. It cites three authorities for the reporting requirement: the Advancing American AI Act, Executive Order 13960 and M-25-21.2 It sets up two kinds of reporting:
· Individually reported use cases. Every AI use case in pre-deployment, pilot, deployed or retired status, whether the AI is standalone or embedded in another system, and whether the agency or a third party developed or procured it. When unsure, agencies are told to err on the side of inclusion.2
· Consolidated reporting of common commercial AI. For twenty listed tasks that rely on commercial off-the-shelf products, such as drafting documents, summarizing reports, AI tools in word processors, generating code, searching agency information with a knowledge retrieval system, managing help desk tickets and managing security controls, an agency certifies use once instead of listing each instance. A high-impact use case can’t be reported this way.2
Three kinds of AI are excluded: AI used as a component of a National Security System or within the Intelligence Community, and AI used for basic or applied research, with exceptions for research meant to produce an agency application, research AI that already influences decisions about individuals, and research with an approved transition into operations.2 Agencies may withhold a use case, or particular fields, from the public version where release would be inconsistent with law or governmentwide policy, and the guidance says a use case not being public-facing isn’t a reason to withhold it.2
The 2025 cycle had two deadlines: submissions to OMB by December 22, 2025, and public posting of a machine-readable CSV at the agency’s /ai page by January 28, 2026.2 OMB compiled the public inventories into a consolidated repository on GitHub. As of April 13, 2026, it summarizes 56 agency submissions, 41 of them with individually reported use cases, and a total of 3,611 individually reported use cases, of which 1,818 are deployed or piloted and 445 are high-impact.3 The 2024 consolidated inventory listed 2,133 use cases.4 The repository was last updated in May 2026, and as of October 2026 there is no 2026 repository; OMB’s memoranda index lists no newer AI memorandum that replaces the inventory requirement.5
[bookmark: _Toc00000745]About “over 1,800 AI systems”
Material written for the program in 2026 said agencies had deployed “over 1,800 AI systems.” The published figure closest to that is 1,818 deployed and piloted use cases in the 2025 inventory.3 A use case isn’t a system, and it isn’t an identity: one AI system can serve several use cases, and one use case can run on several systems. The difference matters for everything in this chapter. The 1,818 also includes 338 rows from three agencies that recorded no development stage; counted by the file’s own stage column, 1,480 use cases are piloted or deployed (Chapter 09).
[bookmark: _Toc00000746]What it records
OMB publishes a data dictionary for the consolidated file of individually reported use cases. It lists 36 columns, two of them added by OMB (the agency’s abbreviation and full name), with the reporting instruction for each and the valid choices for multiple-choice fields.6 Which fields an agency has to answer depends on the use case’s stage and impact: some are required for every use case, some only for pilot and deployed ones, and the risk-management fields only for high-impact deployed ones.2
The 2025 individually reported inventory, grouped. Field names and requirements from OMB’s data dictionary.
	Group
	Fields (column names)
	Required for

	Identification
	id, use_case_name, agency_bureau, contact_email
	All use cases

	Disclosure and status
	is_withheld, development_stage, is_high_impact, HI_justification
	All (justification only when a presumed high-impact case is found not to be)

	What it does
	topic_area, classification, problem_solved, benefits, system_outputs
	Pre-deployment, pilot and deployed

	How it’s run
	operational_date, contracting_usage, vendor_name, have_ato, system_name_ato
	Pilot and deployed

	Data and code
	data_description, link_to_data, has_pii, pia_url, demographic_features, has_custom_code, code_url
	Pilot and deployed (links optional)

	Risk management
	Nine hi_* fields, one or more per minimum practice
	High-impact deployed only


The consolidated commercial file is much thinner. Each row is an agency, one of the twenty tasks, a yes or no for agency use, the name of the commercial product or service, and an estimated number of licenses or users.7 The published file has one row per task for each of 45 agencies, and 468 of its 900 rows say yes.7
[bookmark: _Toc00000747]Reading the fields as identity data
None of the fields was designed as an identity attribute. Read with an identity team’s eyes, a few of them are useful anyway. The program sorts them into anchors, leads and gaps.
Anchors
An anchor is a field an identity record can key on or derive an attribute from.
· id. Each use case has a unique identifier that keeps its value from year to year, and a retired use case’s identifier must not be repeated.62 That is the same discipline SP 800-53 IA-4 asks of system identifiers: assign one to the intended individual, group, role, service or device, and prevent its reuse.8 It makes the inventory ID a reasonable foreign key on the AI system’s identity record.
· agency_bureau. The organization within the agency responsible for the use case.6 This is the AI system’s organizational placement, the attribute that tells an access policy or a reviewer which part of the agency it belongs to. It’s free text, so it has to be normalized to the agency’s own organization model before it can drive anything.
· development_stage. Pre-deployment, pilot, deployed or retired.6 Read as identity data, it’s a lifecycle state. A use case marked retired is a leaver event: its credentials, grants and role assignments should already be gone. OMB requires retired use cases to be reported once, in the inventory after the year they were last operational.2
Leads
A lead points to something an identity team has to go and check.
· contact_email. The instruction asks for the email address of the individual or team who works with or is responsible for the use case, then lets agencies replace it in the public version with an address designated for public inquiries.6 In OMB’s consolidated file of public inventories, 1,115 of the 3,611 rows have no contact address at all, and the rows that do use only 189 distinct addresses.9 The public file names a mailbox, not an owner. An agency’s own internal submission may carry the real address, but even then “individual or team” isn’t an accountable owner of record. The owner has to be established in the identity system (Chapter 05).
· contracting_usage and vendor_name. Whether the system was purchased, built in-house or both, and who the vendor is.6 Of the 1,480 pilot and deployed use cases in the file that have a stage recorded, 552 were purchased from a vendor and 387 were built with both contract and in-house resources.9 A vendor in the picture usually means a third-party application in the tenant, vendor-hosted credentials, or contractor accounts, each of which falls under governance the workbook already describes: external services and consent (Book 15, Chapter 06) and non-employees (Book 03).
· have_ato and system_name_ato. Whether the use case has its own Authorization to Operate or is part of a system that has one, and that system’s name.6 This links the AI to an authorization boundary, and through it to an authorizing official and a system owner. It’s a lead, not an anchor, because the name is free text and has to be matched to the agency’s own system inventory. Among the pilot and deployed use cases, 681 say yes, 596 say no and 203 are blank; 58 of the yes answers name no system.9
· classification. The single AI category that most closely fits, one of which is Agentic AI: AI systems that perform tasks or make decisions autonomously with minimal human intervention.6 The file holds 117 use cases classified as agentic, 38 of them pilot or deployed.9 Agentic AI is the category most likely to hold its own credentials and act on records, so it’s where an identity team should start. The classification is self-selected and single-choice, though: an agency picking Generative AI for an assistant that also calls tools has said nothing about whether it acts.
· has_pii. Whether the use case involves personally identifiable information the agency maintains.6 It’s a data-sensitivity signal, useful for setting the AI system’s access tier, not an identity fact.
Gaps
These are the facts an identity record needs most, and none of them is in the inventory:
Identity facts the inventory doesn’t record. Control references to NIST SP 800-53 Rev. 5; the mapping is program design.
	Identity fact
	Why it matters
	Control it serves
	Where it comes from

	The principal or principals the system signs in as
	Without it, nothing else about access can be checked
	IA-4, IA-9, CM-8
	The directory: service principals, managed identities, agent identities (Chapter 04)

	Credential type and expiry, or a stored secret
	Secrets leak and expire; federated credentials don’t
	IA-5
	The application and blueprint objects (Chapter 06)

	Permissions held: API permissions, roles, group memberships
	Decides what the system can read and change
	AC-6, AC-2
	Grants and role assignments in the directory and the cloud

	A named, accountable owner of record
	Someone has to approve access, answer for it and end it
	AC-2 (account managers)
	The identity system’s owner or sponsor fields (Chapter 05)

	The person who accepted the risk
	M-25-21 requires the impact assessment to carry the risk acceptor’s signature
	—
	The impact assessment

	Delegated or autonomous access
	Decides whose policies apply and whose activity the logs show
	AC-6, AU-12
	How the system obtains tokens (Chapter 04)

	Last sign-in and activity
	Shows whether it’s still alive and what it’s doing
	AC-2 (monitor use), CA-7
	Sign-in and audit logs (Chapter 07)


The risk-acceptor row needs a word. M-25-21’s impact assessment must include “risk acceptance, supported by a signature from the individual accepting the risk,” and the memo encourages agencies to give AI risk responsibilities to officials accountable for the mission outcome of the use case.1 So the memo requires a named, accountable individual for every high-impact use case, and the inventory has no field for that person. The impact assessment is where the name lives; the identity record should point to it.
SP 800-53 AC-2 asks an organization to define the types of accounts allowed, assign account managers, require approvals to create accounts, monitor account use and remove accounts when they’re no longer needed; CM-8 asks for an inventory of system components at the granularity needed for tracking and accountability.8 An AI system’s credentials are accounts and components in exactly that sense. The inventory describes the use; the directory is where the controls are implemented and evidenced.
[bookmark: _Toc00000748]A use case isn’t an identity
The hardest part of using the inventory as an identity source is that its unit is wrong for identity work. A use case is “the specific scenario in which AI is designed, developed, procured, or used” to advance a mission or deliver a benefit.2 A scenario doesn’t sign in. Systems and agents do, through principals in a directory. The mapping between the two goes both ways:
· One use case, many principals. A deployed assistant might have an app registration for its front end, a managed identity for its retrieval index, an agent identity for the actions it takes, and an API key for a third-party model. Each is a separate identity with its own credential and permissions.
· One principal, many use cases. A shared AI platform in the tenant, or a commercial product reported under consolidated reporting, can serve dozens of scenarios under one service principal. Consolidated reporting doesn’t list instances at all; it records that the agency uses, for example, AI to generate code, and roughly how many licenses it has.7
· No stable key in the public file. Agencies may drop the id column from their public inventories.2 In the consolidated file, 704 rows have no identifier and 13 identifiers appear more than once, on 28 rows.9
The program’s design answers this by putting the join on the identity side. The AI system’s identity record carries the inventory ID (or IDs) as an attribute, and every directory object the system uses carries a reference back to that record. In Microsoft Entra ID, custom security attributes can hold that reference on service principals and agent identities, and Conditional Access can target agent identities by custom security attribute, so the same tag can later drive policy.10 The join runs from the directory toward the inventory, not the other way, because the directory is where access is decided and where a missing join shows up as a finding. The agency’s internal submission, not the public CSV, is the source to join against, since only the internal version is guaranteed to carry the identifier and the real contact.
[bookmark: _Toc00000749]What the high-impact fields can and can’t evidence
M-25-21 requires seven minimum risk-management practices for high-impact AI: pre-deployment testing; an AI impact assessment; ongoing monitoring for performance and adverse impacts; adequate human training and assessment; additional human oversight, intervention and accountability, including a fail-safe where practicable; consistent remedies or appeals; and consulting and incorporating feedback from end users and the public.1 Independent review is part of the impact assessment, not an eighth practice.1 Agencies had 365 days from the memo’s April 3, 2025 issuance to document implementation for high-impact uses, and a high-impact use case that isn’t compliant must be safely discontinued.1
[bookmark: _Toc00000750]A correction
An earlier program brief, written against the 2024 inventory schema, said the inventory’s high-impact fields could not represent all seven practices, and that human training and public feedback had no field at all. That is no longer true. The 2025 inventory has nine hi_* fields, and every one of the seven practices has at least one: hi_training_established for training (Section 4(b)(iv)) and hi_public_consultation for feedback (Section 4(b)(vii)).6 The underlying point survives in a sharper form, below.
The fields are answers, not artifacts. Most are multiple choice: Yes, In-progress, or Agency CAIO has waived this minimum practice and reported such waiver to OMB, with Not applicable for the fail-safe and appeal fields and a choice that law precludes an appeal.6 One is free text (hi_potential_impacts), and one lists the kinds of consultation used (hi_public_consultation). None carries a document, a log, a date of last review or a name. An inventory that says Yes for ongoing monitoring tells you the agency believes it monitors; it doesn’t tell you what was monitored, by whom, or what was found. The inventory can report all seven practices. It can evidence none of them. That is the distinction Book 13 draws between attestation and evidence, and Book 12, Chapter 02 turns into an evidence contract.
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For each of M-25-21’s seven practices, the inventory field that reports its status and the evidence that lives outside the inventory; three practices are rows the identity program can evidence directly.
Three of the practices have evidence the identity program produces as a by-product, which is why the figure highlights them:
· Ongoing monitoring. M-25-21 requires monitoring designed to detect “unforeseen circumstances, changes to an AI system after deployment, or changes to the context of use or associated data.”1 For an AI system with its own identity, new permissions, new credentials, new resources reached and unusual sign-in patterns are exactly those changes, and they’re in the directory’s audit and sign-in logs. Chapter 07 builds the monitoring.
· Human training. The practice is training “for operators of AI to interpret and act on the AI’s output.”1 Operators are people with accounts. If the AI system’s identity record names the group of people who operate it, training completion can be checked against that group’s members rather than asserted. The workforce training program itself is in Book 16.
· Human oversight and fail-safe. A fail-safe for an AI system that can act is, at minimum, the ability to stop it. In identity terms that’s a named person with the right to disable the identity, and a disable that has been tested. Chapter 05 covers who holds that right.
The other four need evidence the identity program doesn’t produce: test results, the signed assessment, appeal records and feedback records. The program’s position is that the identity record should point to where each is kept, so an assessor following the record finds all seven.
The published data shows how far status is from evidence. Of the 227 high-impact use cases recorded as deployed in the consolidated file, 101 have no answer in any of the risk-management fields, and among those that answered, In-progress outnumbers Yes for every practice; for pre-deployment testing, for example, 81 say in progress and 44 say yes.9 Those answers were submitted by December 22, 2025, more than three months before the April 3, 2026 deadline, and the guidance told agencies to update their inventories after December 2, 2025 to reflect compliance with that deadline.2 They describe agencies mid-way, not agencies in breach. They also show that the inventory’s answer is a snapshot, set on the day it was submitted, while access changes daily.
Two other provisions affect what the inventory shows. A pilot is exempt from the minimum practices if it’s limited in scale and duration and the Chief AI Officer has certified it, with the certification tracked centrally; and a Chief AI Officer may waive one or more practices for a specific system after a written, system-specific risk assessment, must report each waiver to OMB within 30 days and must re-certify waivers annually.1 Neither exempts a pilot or a waived system from having an identity. A pilot that reaches production data uses real credentials, so it needs both an identity record and an authorization that covers it (Chapter 10), and its identity record should carry the certification’s end date as the date its access is reviewed.
[bookmark: _Toc00000751]Authorization: what have_ato means
The have_ato field asks whether the use case has, or is part of a system that has, an Authorization to Operate.6 It is easy to read too much into it. M-25-21 doesn’t create an AI-specific authorization. It says that agencies must continue to follow applicable ATO requirements from OMB Circular A-130 for AI systems, that the process for accepting risk for AI use cases is separate from and doesn’t supersede the information system authorization process, and that agencies should update their authorization and continuous monitoring processes to address AI as necessary.1 The field reports existing authorization posture; it isn’t a gate the memo created.
The program reads it accordingly. A deployed or piloted use case with have_ato set to No is a finding against the agency’s own authorization policy, not against M-25-21: an AI system is operating, and no authorizing official has accepted the risk of the system it runs in. A Yes with a system name that doesn’t match the agency’s system inventory is a reconciliation task. Either way, the authorization path is the agency’s existing one (Book 14), and Chapter 10 covers how AI systems are evidenced in it.
[bookmark: _Toc00000752]Using the inventory as the seed list
The program uses the inventory as the starting list for AI identity governance, not as its system of record. The identity-side tasks within the method that Chapter 09 runs in full are:
1. Load the agency’s internal submission. Use the version sent to OMB, which carries identifiers and the real contacts, rather than the public CSV. Keep pre-deployment entries: they’re the AI systems about to need identities.
1. Normalize the leads. Map agency_bureau to the agency’s organization model, system_name_ato to its system inventory, and vendor_name to its vendor and application records.
1. Join to the directory. For each use case, find the principals it uses and record the join on the identity side, as described above. A use case with no principal found is either not yet built, or running on credentials the directory can’t see, such as a stored API key.
1. Raise findings. The program’s finding types are design, not federal requirements. The ones that matter most are: a deployed or piloted AI system with no identity record; an identity with no accountable owner; an organizational placement that doesn’t map; an agentic AI system with no governed identity, which the program treats as high priority because it’s an AI system that can act, not just answer; a deployed system with no authorization link; and a retired use case whose principals still hold credentials or permissions.
[bookmark: _Toc00000753]Illustrative code
The scan’s script isn’t published with the workbook. The snippet below only shows the shape of the first pass over an inventory file; it uses standard PowerShell cmdlets and the column names from OMB’s data dictionary, and hasn’t been tested against an agency’s internal submission. Review it before running.
# First pass: AI systems most likely to hold their own credentials.
# Column names follow OMB's 2025 data dictionary (the CSV is UTF-8 with BOM).
$inventory = Import-Csv -Path .\ai-inventory-2025.csv -Encoding utf8BOM

$live = $inventory | Where-Object {
    $_.development_stage -in @('Deployed', 'Pilot')
}

# Agentic systems first, then anything purchased or with no ATO link.
$live | Where-Object { $_.classification -eq 'Agentic AI' } |
    Select-Object id, use_case_name, agency_bureau, have_ato, system_name_ato

$live | Group-Object have_ato | Select-Object Name, Count
[bookmark: _Toc00000754]What the inventory can’t see
The inventory is a list of what agencies chose to report, and several kinds of AI are missing from it by design or by accident:
· Excluded and withheld AI. National security systems, the Intelligence Community, the Department of Defense, most research, and use cases or fields withheld from the public version.2 An agency’s own identity program still has to govern whatever of these runs in its tenant.
· Commercial AI reported in aggregate. Consolidated reporting records that a task is done with AI and how many licenses exist, not which instances, tenants or service principals are involved.7 Embedded AI features in commercial software often have identities in the tenant that no inventory row points to.
· AI nobody reported. An AI agent built by a team in a low-code tool, a model API called with a personal key, or a third-party AI app a user consented to: these appear in the directory, in network logs and in consent grants long before, if ever, they appear in an inventory. Chapter 07 treats them as shadow AI and shows how they’re found from the identity side.
That is the deepest reason the inventory can’t be the system of record for AI identity. It runs once a year, from the top down, on what people know about. The directory runs continuously, from the bottom up, on what actually signs in. The program needs both, joined, with the directory deciding access and the inventory supplying the purpose.
[bookmark: _Toc00000755]Privacy: AI identities and the inventory
The inventory asks two privacy questions of every pilot and deployed use case: whether it involves PII the agency maintains, as A-130 defines it, and, optionally, the link to its privacy impact assessment.6 For identity governance those answers do more than describe the data. An AI identity that can read PII is a new user of it: an agent granted read access to user profiles, mailboxes or case records is a new use of those records, which the privacy impact assessment and the documented processing purposes have to cover. OMB M-03-22 lists new uses or technologies that significantly change how identifiable information is managed among the reasons to update a PIA.11 M-25-21 requires an AI impact assessment before a high-impact use case is deployed and says it should reference privacy impact assessments, and it puts privacy officials on CFO Act agencies’ AI governance boards.12
The program’s design reads has_pii as an access-tier input (above) and as a privacy gate: an AI identity whose use case says yes doesn’t get access to a PII store until the PIA and the processing purposes (SP 800-53 RA-8 and PT-3, in the privacy baseline that applies at every impact level) cover the agent’s use.13 The inventory is also public; agencies may replace contact_email with an address for public inquiries,6 and the owner and sponsor records the program joins to it (Chapter 05) are personnel data that stay in the directory, not in the published file. Book 03, Chapter 14 has the checklist to run before an AI identity gets a new attribute or a new integration.
Privacy obligations for AI identities
	Obligation
	What the engineer does
	Who signs off

	PIA covers the AI use (M-03-22 §II.B.2; RA-8)
	Before granting an AI identity access to a PII store, checks has_pii and pia_url and asks the privacy office whether the PIA covers the agent’s use
	Privacy office

	Purpose limitation (PT-3)
	Scopes the AI identity’s permissions to the purposes in the use case and the PIA; no tenant-wide read
	Privacy office; AI system owner

	AI impact assessment for high-impact AI (M-25-21 §4(b)(ii))
	Supplies the identity and access facts for the assessment and points it to the PIA
	Use-case risk acceptor; CAIO and privacy office consulted

	Minimization in what’s published
	Keeps owner and sponsor names out of the public inventory file
	Inventory coordinator

	Shadow AI with PII
	Treats an unreported AI identity with access to PII as a privacy matter to assess, not only a governance finding (Chapter 07)
	Privacy office; ISSO
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1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, Release 5.2.0 (controls PT-3 and RA-8), https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final; and SP 800-53B, Control Baselines for Information Systems and Organizations (the privacy baseline, “applied to systems irrespective of impact level”), https://csrc.nist.gov/pubs/sp/800/53/b/upd1/final; control text and privacy-baseline membership read from NIST’s OSCAL Release 5.2.0 catalog and privacy baseline profile, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Nov 2, 2026).
[bookmark: _Toc00000757]Chapter 04 — Kinds of AI Identity: Workloads, Agents and Delegated Access
What kind of identity an AI system has is decided by whose token it presents when it calls something, not by what model it runs, and each answer brings its own owner, credential, policy surface and audit trail.
[bookmark: _Toc00000758]In this chapter
The question that sorts every AI system: when it calls a resource, whose token does it present? The workload identities an AI system can run as today (service principals, managed identities and federated credentials) and the agent identities Microsoft Entra Agent ID adds: blueprints, agent identities and agents’ user accounts. Delegated and autonomous access, and what each means for Conditional Access, risk detection and the logs. What is generally available, what is in preview, what needs extra licensing, and what is documented for GCC, GCC High and DoD as of October 2026. A short contrast with AWS and Google, and the classification the program applies to an agency’s AI estate.
Chapter 03 ended with a list of AI use cases and a gap: the inventory says what each AI system is for, but not what it signs in as. Closing that gap starts with knowing what to look for. An AI system’s identity isn’t a property of the model. A large language model has no account. The identity belongs to the software around it: the application that calls the model, the orchestration that decides which tool to use next, and the connector that reads the mailbox. When any of those makes a call, it presents a token, and the token says on whose authority the call is made.
There are three answers that Microsoft Entra ID can see, and one it can’t.1
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When an AI system calls a resource it presents a signed-in user’s token, its own identity’s token, or a token for its own user account; a stored API key that bypasses Entra ID is invisible to Conditional Access and the sign-in logs.
· A signed-in user’s. The AI acts on behalf of a person, with that person’s delegated permissions. The person is the subject of the token, and the agent appears as the actor.2
· Its own. The AI acts as itself, with permissions granted directly to its identity, and no user is involved. Microsoft calls this application-only or client-credentials access.2
· Its own user account. The AI acts as a user, through a user account created for it, because the system it needs only accepts user identities.2
· None that Entra ID issued. The AI calls a service with an API key or other secret that never passes through Entra ID. Microsoft notes that when an agent uses an API key this way it bypasses token issuance entirely, and Conditional Access doesn’t apply.2
The first three are identities the program can govern. The fourth is a finding: an AI system whose access the directory can’t see, can’t put policy on and can’t log. Chapter 06 deals with replacing those secrets; this chapter is about the identities that replace them.
[bookmark: _Toc00000759]Workload identities: what most AI runs as today
Microsoft’s term for any identity assigned to software is a workload identity: in Entra ID, applications, service principals and managed identities.3 Before any AI-specific identity existed, AI systems ran as these, and most still do. Microsoft says agents created in earlier versions of Copilot Studio and Azure AI Foundry may exist as classic applications and service principals, possibly tagged as AI agents but without agent identities, and that they’re subject to the same policies and governance as any other application.456 Book 04, Chapter 05 governs these objects in general; what follows is what matters when the workload is an AI system.
Service principals
An app registration and its service principal are the default identity for an AI application built in-house or bought from a vendor. The service principal holds the permissions (Microsoft Graph application permissions, Azure role assignments, app roles), and the app registration holds the credentials: a client secret, a certificate or a federated credential. A third-party AI service consented into the tenant appears as a service principal for a multitenant application, which is the external-service case Book 15, Chapter 06 governs.
Managed identities
A managed identity is a service principal of a special type whose credentials Azure manages and nobody can see. A system-assigned identity is created with one Azure resource, can be used only by it, and is deleted with it. A user-assigned identity is a standalone Azure resource that can be attached to several resources and has to be deleted explicitly; Microsoft recommends it for Microsoft services.3 For an AI system hosted in Azure (a model endpoint calling a search index, or a function app calling a storage account), a managed identity removes the stored secret entirely.
A managed identity can also serve as the credential for an app registration, through workload identity federation, which Microsoft recommends whenever an Entra ID application is required and the code runs on Azure.3 That matters for agents, below.
Workload identity federation
Workload identity federation lets an app registration or a user-assigned managed identity trust tokens from an external identity provider and exchange them for Entra ID access tokens, so the workload holds no secret. Microsoft supports it for Kubernetes clusters on any cloud or on premises, GitHub Actions, Google Cloud, AWS through IAM outbound identity federation, SPIFFE and SPIRE, Azure Pipelines and other platforms that issue OpenID Connect tokens. The credential’s issuer, subject and audience must match the external token exactly, and the federated credential flow doesn’t accept tokens issued by Entra ID itself.7 An AI agent running on another cloud can therefore reach Microsoft Graph or an agency API without a stored secret, provided its home platform can issue a token Entra ID will trust.
The order of preference among these credentials is settled in the workbook: a managed identity where the workload runs in Azure, a federated credential where it runs elsewhere, a certificate only where neither applies, and a secret only by exception (Book 02, Chapter 09, Book 04, Chapter 05). Nothing about AI changes that order.
Policy on workload identities
Conditional Access can target workload identities, but narrowly. Policies apply only to single-tenant service principals registered in the tenant; Microsoft and third-party SaaS apps, multitenant apps and managed identities aren’t covered, and a policy assigned to a group that contains a service principal isn’t enforced for it. The available control is to block, by location, by risk or with authentication contexts, and creating or changing these policies requires Workload ID Premium licenses.8 Microsoft states that Workload ID Premium is available in Azure for US Government.9 A vendor’s AI service, consented in as a multitenant application, is therefore outside workload-identity Conditional Access altogether. Its controls are consent, permissions and monitoring.
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Workload identities were designed, in Microsoft’s words, for services built and maintained by organizations, with “the expectation of long-term stability, known ownership, and managed lifecycle.” Agents are different: they’re often created dynamically, by automation or by a user in a low-code tool, and might exist for minutes or be created and destroyed thousands of times a day.10 Microsoft Entra Agent ID is Microsoft’s identity model for them. Microsoft announced the Agent ID platform as generally available in April 2026, and states that Agent ID is available for all Microsoft Entra customers.1112
The object model
Agent ID adds four kinds of directory object.1314
· Agent identity blueprint. A template that defines a kind of agent. It holds the credentials (federated identity credentials, certificates or client secrets), the inheritable permissions that every agent created from it starts with, app roles and the verified publisher. For agents running on Azure, the blueprint can be federated to a managed identity so no secret is stored on it.1516
· Agent identity blueprint principal. The object created when a blueprint is added to a tenant. It acquires tokens, creates agent identities and appears in the audit logs on the blueprint’s behalf.17
· Agent identity. The account an individual agent runs as: a special service principal with its own object ID, display name, sponsor and permissions. It has no credentials of its own; the blueprint acquires tokens on its behalf. Agent identities are single-tenant, while a blueprint can be multitenant, which is how a published agent is added to a customer tenant that then creates its own agent identities.1815
· Agent’s user account. An optional second account, a user account marked in the directory as an AI agent, for agents that need a mailbox, licenses or access to systems that only accept user identities. It’s paired one-to-one with a single agent identity, the pairing can’t be changed once made, and it can only authenticate with a token issued to its agent identity.19
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The Agent ID object model: a blueprint holds the credentials, its principal in each tenant creates agent identities, an agent identity can have one optional agent’s user account, and sponsors and owners attach to blueprints and agent identities.
Three consequences of this model matter for governance.
The blueprint is the credential boundary. Every agent identity created from a blueprint shares the blueprint’s credentials, so Microsoft advises treating each blueprint as a credential boundary and grouping only agents that can safely share credentials and baseline permissions.15 It also means one operation on a blueprint, such as a Conditional Access policy, a revoked permission grant or a disable, applies to every agent of that kind, including agents created later.182
Declared isn’t granted. Permissions declared on a blueprint aren’t granted until an administrator consents, on the blueprint principal or on individual agent identities. Azure role assignments can’t be held by a blueprint and are assigned to each agent identity directly; agent identities can also hold Entra built-in roles.15 An agent’s real access is therefore the sum of consented inheritable permissions, direct grants, Azure roles and directory roles, which is what an access review has to read.
Every agent has a human of record. A sponsor (a user or a supported group) is required when an agent identity or a blueprint is created. Sponsors are the business owners accountable for the agent’s purpose and lifecycle; they can disable or soft-delete an agent and change its sponsors, but can’t change its technical settings. Owners are optional technical administrators who manage credentials and configuration, and managers are users responsible for an agent’s user account in the organization’s hierarchy.20 When a user creates an agent in Copilot Studio, the user is recorded as its sponsor.10 Chapter 05 builds the program’s ownership and lifecycle model on these roles.
Which products create agent identities
Agent identities appear in a tenant whether or not anyone planned for them. Microsoft documents several sources:131021
· Microsoft Copilot Studio. Agents can be configured to get an agent identity automatically; Microsoft labels the automatic creation setting as preview.
· Microsoft Foundry. The first agent in a project gets a default blueprint and agent identity shared by the project’s agents; publishing an agent gives it its own blueprint and agent identity. Until an agent is published, its activity is attributed to an identity it shares with its neighbors.
· Azure App Service and Azure Functions can be configured to run an app as an agent with an agent identity.
· Microsoft’s own agents, such as the Conditional Access optimization agent, run under agent identities in the tenant.
· Non-Microsoft agents, such as agents on Amazon Bedrock or n8n, can be given agent identities through Microsoft’s authentication sidecar or through workload identity federation.122223
The agent inventory itself has moved. Microsoft announced in March 2026 that the agent registry and agent collections views in the Entra admin center would be retired on May 1, 2026, with Microsoft Agent 365 becoming the single registry and Entra continuing to provide the identities.2425
[bookmark: _Toc00000761]Delegated and autonomous access
Whose token the agent presents decides whose policies apply, whose risk is raised and what the logs show. Microsoft’s guidance is to create a separate policy for each token subject an agent uses, because a policy aimed at one subject doesn’t reach the others.2
Three ways an agent obtains access. Behavior from Microsoft Learn as of October 2026.
	
	Delegated (on-behalf-of)
	Autonomous (app-only)
	Agent’s user account

	Token subject
	The signed-in user; the agent identity is the actor
	The agent identity
	The agent’s user account

	Permissions used
	The user’s delegated permissions, as consented
	Grants and roles assigned to the agent identity
	Licenses, groups and roles of the user account

	Conditional Access target
	The user, through user and group targeting; a policy on the agent identity doesn’t apply
	The agent identity or its blueprint; Block is the only control, and agent risk (preview) the only condition
	Agent users specifically (preview); “All users” doesn’t include them; Block, or require a compliant device

	Risk detection
	Risky activity is attributed to the user, not the agent
	Agent risk detections apply
	Agent risk applies

	Release stage
	Part of the generally available platform
	Generally available identity; agent risk condition in preview
	Preview; Frontier program tenants only


The table’s sources are Microsoft’s Conditional Access documentation for agents,226 its grant-control reference,27 ID Protection for agents,28 and the Agent 365 identity model.15
Some consequences follow directly:
· A delegated agent can’t do more than the user, and does everything the user can. On-behalf-of access limits the agent to resources the user has consented to and can reach.29 That is a ceiling, not a scope. An assistant that acts for a user with broad access can reach everything that user can, and the agent’s own identity carries no policy that narrows it. The narrowing has to come from consent: which delegated permissions the agent may request.
· An autonomous agent’s policy surface is thin. Agent identities don’t use passwords or multifactor authentication, so Microsoft’s guidance is to govern them with Conditional Access instead,15 and the only Conditional Access control for an agent identity is to block it.27 Its effective controls are the permissions it was granted and a block policy that fires on risk or on membership in a set of agents. Least privilege does most of the work (Chapter 06).
· An agent’s user account is a user, and isn’t. It can hold a mailbox and licenses and be added to groups and administrative units like any user.2 Policies targeting all users don’t include it, and it can’t be targeted through group membership; it needs policies written for agent users.2 A tenant whose baseline policies all target “All users” has, by default, no Conditional Access on its agents’ user accounts.
· The logs separate the parties. Sign-in and audit logs distinguish the blueprint, the agent identity and the agent’s user account, so a reviewer can tell the credential source, the acting identity and the token subject; in delegated operations the user is the subject and the agent identity the actor.15 Book 12, Chapter 03 lists the agent risk tables that carry agent detections into the SIEM.
[bookmark: _Toc00000762]Release stage, licensing and government clouds
The agency’s cloud decides what it can use. As of October 2026, Microsoft’s documentation supports the following reading.
Agent and workload identity capabilities by stage, license and government cloud, October 2026.
	Capability
	Release stage
	Licensing
	Government-cloud documentation

	Agent ID platform: blueprints, agent identities, sponsors
	Generally available (April 2026)
	Available to all Entra customers
	No Agent ID entry on Entra’s Azure Government feature list

	Agent’s user account
	Preview, Frontier program tenants only
	Agent 365
	None

	Conditional Access for agents
	Agent targeting labeled preview in the policy builder; agent identities Block only
	Microsoft 365 E7, or Agent 365 with Entra ID P1 or Microsoft 365 E3
	GCC: available for agents with delegated access

	ID Protection for agents
	Agent risk condition labeled preview; detections run offline
	Entra ID P2 during preview; Agent 365 required “starting soon”
	GCC: listed with Conditional Access

	ID Governance for agents: access packages, sponsor lifecycle workflows
	Sponsor lifecycle workflows generally available (May 2026)
	Microsoft 365 E7, or Agent 365 with Entra ID P1 or Microsoft 365 E3
	GCC: available

	Network controls for agents; Purview audit and DLP for agent interactions
	—
	Agent 365
	GCC: not available

	Workload identities: managed identities, federation
	Generally available
	Free
	Not listed on Entra’s Azure Government feature list; confirm in the agency’s cloud

	Conditional Access and ID Protection for workload identities
	Generally available
	Workload ID Premium
	Available in Azure for US Government


Sources for the rows: the Agent ID overview and what’s new pages,1211 the agent user and Agent 365 identity pages,1915 the Conditional Access targeting and licensing pages,262 ID Protection for agents,28 the agent governance overview and Entra what’s new for May 2026,1330 the Agent 365 service description,31 the Entra feature availability list for Azure Government,9 and the workload identity pages.832
Three points need saying plainly.
GCC has a partial, documented subset. Microsoft’s Agent 365 service description has a GCC column. It lists the agent registry, basic governance actions, policy templates, access packages for agents, sponsor-driven lifecycle policies, Conditional Access and identity protection for agents with delegated access, Defender observability logs and device compliance for agent Conditional Access as available in GCC, and network controls, the Graph registry API, Purview audit, data lifecycle, DLP and insider risk for agents, and most Defender agent detections as not available.31 A GCC agency can build identity and access governance for agents; it can’t yet get Microsoft’s audit and data-protection coverage of agent interactions in the same tenant.
GCC High and DoD have no published availability. The service description covers GCC only. Microsoft’s Agent 365 developer documentation explains how to point its tooling at GCC High and DoD endpoints, then warns that configurable endpoints don’t guarantee that every service or feature is available in every cloud, and that features available commercially might not yet be available in GCC, GCC High or DoD.33 Entra’s feature availability list for Azure Government, which covers GCC High and DoD tenants, has no Agent ID entries.9 An agency in GCC High or DoD should treat agent identities as unavailable until Microsoft confirms otherwise in writing for its tenant.
Authorization is pending. Microsoft’s service description says that as of October 1, 2026, Agent 365 meets all FedRAMP High controls reviewed by its independent third-party assessor, and that final authorization by Microsoft’s accrediting agency is pending.31 An agency authorizing an AI system that depends on Agent 365 should check the service’s current FedRAMP status itself rather than assume it (Book 10, Chapter 03). 
The program’s position follows Book 04, Chapter 03: it builds on capabilities that are generally available in the agency’s own cloud, and records preview capabilities as watch items. Agent identities themselves meet that bar in commercial and, with the listed gaps, in GCC. Policies on agents’ user accounts and agent risk conditions don’t yet. Where agent identities aren’t available, the same governance applies to the service principals and managed identities the agents run as instead: an owner of record, least-privilege grants, a credential without a stored secret, and a lifecycle that ends.
[bookmark: _Toc00000763]Note for readers of Book 04
Book 04, Chapter 03 says agent targets in Conditional Access are in preview and that agent identities support only Block. That remains accurate as of October 2026: the policy builder still labels agent targeting as preview, and Block is still the only control for agent identities.26 Two details have been added since. Conditional Access for agents now requires an Agent 365 license (or Microsoft 365 E7), and policies on agents’ user accounts can grant access with a compliant-device requirement as well as block, also in preview.27
[bookmark: _Toc00000764]AWS and Google, briefly
The same pattern appears on the other clouds an agency may use for AI. Neither is covered in depth here; they’re named as examples, not recommendations.
AWS. Amazon Bedrock AgentCore Identity is AWS’s identity and credential service for agents. AWS describes agent identities as workload identities with specialized attributes; the service authenticates inbound callers through a JWT authorizer and manages outbound credential providers so agents can reach AWS resources and third-party services on behalf of users.34 AWS lists Amazon Bedrock AgentCore as available in the AWS GovCloud (US-West) Region, with some differences: several features (Bedrock Guardrails Policy, Temporal Policy, AgentCore payments and AgentCore optimization) and the agent registry’s CloudFormation resources aren’t available there. The list as read on November 9, 2026 no longer names the OAuth2 and API key credential providers among the unavailable CloudFormation resources.35
Google Cloud. Google’s agent identity gives each agent a SPIFFE-based identity with an X.509 certificate, presents it as an improvement on service accounts, and says agent identities aren’t shared between workloads by default, can’t be impersonated and can’t have long-lived keys.36 The page doesn’t state a release stage or say anything about Google’s government offerings; an agency should confirm both before relying on it.
The common shape is the one this chapter started with. Each platform gives agents their own identity type, built on its workload identity, and distinguishes an agent acting for itself from an agent acting for a user. Workload identity federation lets an agent on one platform reach resources protected by another without a stored secret.7
[bookmark: _Toc00000765]Classifying the AI estate
The program classifies every AI system found in the inventory or in the directory by the kind of identity it uses. The classes and their consequences are program design:

The program’s classes of AI identity. Program design; product behavior from Microsoft Learn.
	Kind
	What the directory holds
	Owner of record
	Preferred credential
	Policy surface
	Ends when

	Delegated assistant
	Consent grants to an application; no standing access of its own
	The application’s owner
	None of its own; the user’s session
	User policies; consent scope
	The application is removed or consent is revoked

	Workload-identity AI
	Service principal or managed identity
	Two owners on the app; system owner
	Managed identity or federated credential
	Workload Conditional Access (single-tenant only); grants and roles
	The Azure resource is deleted or the app is retired

	Agent identity
	Blueprint, blueprint principal, agent identities
	Sponsor (required) and owner
	Blueprint federated to a managed identity, or federated credential
	Block policies on agents or blueprints; access packages; grants
	Sponsor or lifecycle workflow disables and deletes it

	Agent with a user account
	Agent identity plus a paired user account
	Sponsor, plus a manager on the user account
	Through the agent identity only
	Agent-user policies (preview); licenses and groups
	Both objects are removed together

	Vendor-hosted AI
	A multitenant service principal, or nothing
	The integration’s business owner
	The vendor’s
	Consent, permissions, monitoring; outside workload Conditional Access
	The integration is offboarded

	Unmanaged key
	Nothing in the directory
	None: a finding
	Replace with one of the above
	None
	Never, until found



The last two rows are where most of the risk sits. A vendor-hosted AI service receives agency data through a consented application that the agency can see but can’t put workload policy on, so its controls are the consent baseline and the authorization check in Book 15, Chapter 06. External partner persons are a separate class and are not AI identities: a partner’s person is governed by Book 03, Chapter 15, and an agent that acts for a partner would still need one of the identities above with its own sponsor. An unmanaged key has no identity at all, and Chapter 07 is about finding it. Everything above those rows has a place to record an owner, a credential to rotate or eliminate, and an object that can be disabled, and the next two chapters build on that: owners and lifecycle in Chapter 05, credentials and access policy in Chapter 06.
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1. Google Cloud, “Agent identity overview,” Identity and Access Management documentation, https://docs.cloud.google.com/iam/docs/agent-identity-overview (accessed Oct 21, 2026).
[bookmark: _Toc00000767]Chapter 05 — Owners, Sponsors and the AI Identity Lifecycle
An AI agent has no hire date and no separation date, so its lifecycle has to hang from a person who does, and every event in that person’s record has to reach the agent.
[bookmark: _Toc00000768]In this chapter
Why an AI identity needs an accountable human before it needs anything else, and what Microsoft Entra Agent ID provides for that: owners, sponsors and managers, what each can do, and what creation sets automatically. Then the lifecycle event by event (creation, sponsor change, reorganization, change of purpose, recertification, retirement and the orphaned agent), the Entra ID Governance features that carry each event, their release stage and their availability in the government clouds, and the program’s design for agents that can’t use those features. Chapter 06 covers credentials and access policy; this chapter covers who answers for the identity and when it ends.
A person’s identity in the program begins with a record nobody in IT creates. Human resources hires someone, the hire is an effective-dated event, and provisioning turns it into an account; a transfer or a separation later does the same in reverse (Book 03, Chapter 08). Nobody has to remember to disable a leaver, because the separation record causes the disablement.
AI identities have no such record. An agent is created when someone builds it, often in a tool designed to make that fast. When a user creates an agent in Copilot Studio, the agent gets an agent identity in the tenant and the creator is recorded as its sponsor.1 When the first agent in a Microsoft Foundry project is created, Foundry provisions a default agent identity blueprint and agent identity for the project, and agents in that project share the project’s identity until one is published, at which point it gets its own.2 Microsoft describes agents as being created dynamically through automation, user actions and orchestration, sometimes existing for minutes, sometimes created and destroyed thousands of times a day.1 None of those creation paths starts from an authoritative record of who needs the agent, for what, and until when.
That is the gap this chapter closes. The program’s position is that an AI identity’s lifecycle is anchored in two things the identity program already governs: an accountable human whose own lifecycle is HR-driven, and an identity record that joins the identity to the inventory entry stating the system’s purpose (Chapter 03). Every lifecycle event for the agent is either a change to one of those two anchors or a scheduled check that they still hold.
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An AI identity’s lifecycle runs from creation with a named sponsor through operation on expiring access, sponsor and organization changes, and recertification to retirement; an agent whose anchors fail becomes orphaned and is suspended.
[bookmark: _Toc00000769]Three accountable relationships
Microsoft Entra Agent ID separates technical administration of an agent from business accountability for it, and records both on the agent’s own directory objects.3 It defines three relationships, which apply to agent identity blueprints, blueprint principals, agent identities and agents’ user accounts, and which are separate from the administrative rights that directory roles such as Agent ID Administrator grant.4 Chapter 04 describes those objects; this chapter is about who is attached to them.
Owner, sponsor and manager in Microsoft Entra Agent ID. Source: Microsoft Learn, administrative relationships.4
	
	Owner
	Sponsor
	Manager

	What it means
	Technical administrator: setup, configuration, credentials
	Business accountability: purpose, lifecycle decisions, access reviews, retention
	The person the agent reports to in the organization’s hierarchy

	Required
	Optional on every agent object
	At least one on each agent identity and blueprint, set at creation; blueprint principals exempt at creation
	Optional

	Who can hold it
	Users, including guests, and service principals; not groups
	Users, including guests; dynamic membership groups and Microsoft 365 groups with assigned membership; not role-assignable groups or assigned security groups
	Individual users

	Limits
	
	Up to 100 sponsors, no more than 5 of them groups
	

	What it can do
	Edit settings and authentication properties, manage credentials, add owners and sponsors, disable, re-enable, restore and hard-delete
	Disable, soft-delete and change sponsors; request access packages for the agent; can’t change application settings, re-enable or restore
	Request access packages for the agent’s user account; can’t modify or delete the agent


Two of those rows carry most of the governance weight. The sponsor is the accountable official, and Microsoft deliberately gives the role nondestructive power only: a sponsor can switch an agent off but can’t switch it back on, so a sponsor who disables an agent by mistake has to ask an owner or administrator to recover it.45 The owner holds the technical keys, including the credentials, which is why ownership is the more dangerous relationship to leave stale, exactly as it is for an ordinary application (Book 04, Chapter 05).
An agent’s user account, the optional user object an agent gets when it needs a mailbox or a user-only API, has its own, weaker sponsor relationship. Sponsors of an agent’s user account can’t modify it, are limited to five, and aren’t required. Microsoft recommends keeping the agent identity’s sponsor as the primary accountable party and, where a sponsor is set on the user account too, using the same user or group on both objects.4
What creation sets automatically
Creation fills in accountability according to how the agent was created, and the defaults are worth knowing because they decide who the tenant believes is accountable when nobody chose.4
· Delegated creation. When a user creates an agent identity or blueprint through an application, that user becomes the sponsor unless other sponsors are named. If other sponsors are named, the creator isn’t added.
· Administrators aren’t defaulted. Users holding Agent ID administrator roles aren’t made sponsors automatically, so that administrators don’t accumulate accountability for individual agents.
· App-only creation. A service that creates agents without a user must name at least one user or supported group as sponsor.
· Blueprint creators become owners. The creator of a blueprint is automatically the owner of both the blueprint and its blueprint principal, and owners can create agent identities from their blueprint without any Agent ID role.67
The consequence for a federal tenant is plain. Left to its defaults, the sponsor of most agents will be whoever happened to build them, which may be a developer, a contractor or a pilot user, and the owner of the blueprint will be the same person. Neither is necessarily the official who can answer for the system in the inventory.
The program’s rule: two named humans and a record
The program’s design sets accountability explicitly at creation, the way Book 03, Chapter 06 sets a sponsor for a contractor.
1. The sponsor is a federal employee mastered in HR, normally the official named as accountable for the use case in the AI system’s identity record or impact assessment. A contractor can build an agent, but can’t be its only sponsor, for the same reason a contractor can’t sponsor another contractor.
1. A second sponsor is a dynamic group built from the sponsoring office’s organization attribute, so accountability survives one person’s departure. Microsoft allows dynamic membership groups as sponsors and gives every member sponsor rights,48 so the group is kept small: the office’s designated agent stewards, not the whole office.
1. The technical owner is two named people, as the non-person identity guide requires for every non-person identity, and never the sponsor, so that the person who decides whether the agent should exist isn’t also the person holding its credentials. The deployment service’s identity may be listed as an additional owner for automated management, since Microsoft supports service principals as owners, but it doesn’t replace the two people.4
1. The identity record carries the agent identity’s object ID, its blueprint, its sponsor and the inventory ID it joins to, and the blueprint’s serviceManagementReference points at that record.9 The join runs from the directory toward the inventory, and sponsor names stay out of the published inventory file (Chapter 03). An agent identity with no identity record, or a record whose sponsor differs from the directory’s, is drift (Chapter 07).
1. Administrators sponsor nothing. The Agent ID Administrator and AI Administrator roles manage agents; they don’t answer for them.
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The agent identity carries three relationships: the owner holds the technical keys, the sponsor answers for the agent’s purpose and lifecycle, and the manager places it in the organization; the identity record names the same sponsor.
Agents that aren’t agent identities
Not every AI system will arrive as an agent identity. Earlier versions of Copilot Studio and Azure AI Foundry used standard application service principals for their agents, and those appear beside agent identities in the admin center without any agent-specific behavior.1011 Many custom agents are still built on app registrations.12 Microsoft’s own planning guidance tells developers not to register an app for an agent, because an identity created that way has no sponsor, no agent-specific audit entries and no blueprint-managed lifecycle, and Microsoft publishes migration guidance for custom app registrations and Copilot Studio agents.1314
Until those agents migrate, the program governs them as applications, with the ownership rules in Book 04, Chapter 05 and the orphan policy in Book 04, Chapter 06: two named owners, serviceManagementReference pointing at the inventory record, and the sponsor recorded in that record because the directory has nowhere to put one. The sponsor’s lifecycle then has to reach the agent through the program’s own workflow, described under the mover event below.
[bookmark: _Toc00000770]The lifecycle, event by event
The table maps the human lifecycle events onto an AI identity. The events and their triggers are the program’s design; the platform behavior in the right-hand column is Microsoft’s.
The AI identity lifecycle. Events and triggers are program design; platform support from Microsoft Learn.
	Event
	What causes it
	What happens to the AI identity
	Platform support

	Creation (joiner)
	An approved inventory entry and a production handshake
	Identity created from a governed blueprint with the program’s sponsors and owner; access requested through access packages
	Sponsor required at creation; access packages for agents415

	Sponsor moves or leaves (mover, leaver of the human)
	The sponsor’s HR transfer or separation record
	Sponsorship transferred or reassigned; new sponsor confirms within a grace period
	Lifecycle Workflows sponsor tasks and templates1617

	Reorganization
	Organization attribute changes for the sponsoring office
	Group sponsor membership re-derives; identity record re-placed
	Dynamic membership groups as sponsors4

	Change of purpose
	A new or widened use case
	Treated as a new request: new inventory entry, new approval, new access
	Program design

	Recertification
	An access package assignment nearing its end date
	Sponsor extends, which can trigger a new approval, or lets access expire
	Expiry notifications to the sponsor15

	Retirement (leaver)
	The use case ends, or recertification fails
	Disable, then delete; restore only within the soft-delete window
	Disable, soft delete, cascade cleanup18

	Orphaned
	No confirmed sponsor, no owner, no activity, or a deleted blueprint
	Suspended (disabled) while the sponsoring office decides
	Detected by the program’s review; disable is native19


Run alongside every other non-person identity, with a read-only check at its gate, this lifecycle is Step 6 of the non-person identity implementation guide.
Creation
Creation is the joiner event, and the program’s rule is that nothing is created in production that the inventory hasn’t approved. Microsoft’s own best practices point the same way: plan blueprints before deploying agents rather than creating ad hoc service principals, provision a unique identity for each agent instance so that one can be disabled without affecting others, assign a sponsor and an owner at creation, fill in description and tags, and use a production handshake in which an identity administrator confirms the blueprint, sponsor, consented permissions, Conditional Access coverage and group placement before an agent goes live.19
Two creation defaults need a decision. The tenant setting Users can create agent blueprints, when set to Yes, lets any user create a blueprint and its principal; otherwise only the Agent ID Developer and Agent ID Administrator roles can.6 The program sets it to No, the same choice it makes for app registrations under CISA’s MS.AAD.5.1v1 (Chapter 06). And the shared Foundry project identity means that, until an agent is published, several agents can act under one identity;2 the program treats an unpublished project as a development environment and doesn’t connect its shared identity to production data.
Access at creation comes through access packages, not direct grants. An access package policy can be opened to agent identities (For users, service principals, and agent identities in your directory, then All agents), and the package can carry security group memberships, delegated and application API permissions for Microsoft Graph and other applications, and Microsoft Entra roles.2 The agent identity can request a package itself, the sponsor or owner can request one on its behalf through the My Access portal, or an administrator can assign it directly; the request then goes to the package’s approvers.15 For US Government tenants, the My Access portal is at myaccess.microsoft.us.15
When the sponsor moves or leaves
This is the event the AI identity program exists to catch. An agent doesn’t leave; its sponsor does, and without a link between the two the agent keeps running with nobody accountable for it.
Microsoft describes the link directly: if a sponsor leaves the organization, sponsorship of their agent identities transfers to the sponsor’s manager, so that a human remains accountable.2 Lifecycle Workflows carries the event with three tasks, Send email to manager about sponsorship changes, Send email to cosponsors about sponsor changes and Transfer agent identity sponsorships to manager, all classed as mover and leaver tasks and available only in mover and leaver workflows.16 Two templates package them: Transition agent sponsorships when a sponsor leaves and Transition agent sponsorships when a sponsor changes roles.17 Microsoft announced sponsorship lifecycle management with Lifecycle Workflows as generally available in May 2026.20
The program uses those templates and adds two rules of its own.
· The trigger is HR’s, not IT’s. The sponsor’s mover and leaver workflows are the same HR-driven workflows that run for every person (Book 03, Chapter 08); the sponsorship tasks are added to them, not run as a separate process someone has to start.
· A transfer is provisional until confirmed. A manager who inherits sponsorship has a short grace period, set by the program at ten business days, to confirm the agent is still needed, nominate a successor or retire it. An unconfirmed transfer makes the agent orphaned. A manager who inherits a dozen agents from a departing developer is accountable in the directory but not yet in fact.
A mover is subtler than a leaver. A sponsor who changes roles still works for the agency and may still be the right sponsor, or may now sit in an office that has nothing to do with the agent. The role-change template notifies the manager and cosponsors;17 the program requires the sponsor’s new manager or the sponsoring office to confirm or reassign within the same grace period.
Reorganization
When offices merge or split, the human side re-derives from attributes (Book 03). Agents follow only if their accountability is attached to something that re-derives. That is why the program’s second sponsor is a dynamic group built from the organization attribute: when the attribute changes, the stewards change with it. The identity record’s organizational placement is re-checked in the same pass, and an agent whose sponsoring office no longer exists is treated as a sponsor leaver.
Change of purpose
An agent that starts summarizing public guidance and is later connected to case records hasn’t changed identity, but it has become a different use case. The program treats a widened purpose as a new request: a new or amended inventory entry (Chapter 03), a new approval, and new access through a separate access package, never by widening an existing grant. The old package expires on its own schedule.
Recertification: expiry is the review
For people, access reviews ask a reviewer to confirm what someone holds (Book 04, Chapter 09). For agents, Microsoft’s governance model puts the review into the assignment itself. When an agent identity holds an access package assignment with an end date and has a sponsor, the sponsor is notified as the date approaches and can either request an extension, if the policy allows one, or let the assignment expire. An extension request can trigger a new approval cycle. If the sponsor does nothing, the assignment expires on its end date and the agent loses the access.15
That design inverts the default that makes human access reviews weak. A reviewer who ignores a human review often leaves access in place; a sponsor who ignores an agent’s expiry removes it. The program relies on that. Its design sets a maximum assignment duration by risk tier, so that an agent with write access to sensitive records comes up for decision more often than one that reads public data, and it never creates agent access packages without an end date. Microsoft separately recommends periodic access reviews that include agent identities, with sponsors attesting every six to twelve months that each agent is still needed and properly configured, and a quarterly review for agents with missing sponsors, outdated metadata or no recent activity.19 The program uses the expiry cycle for access and the quarterly review for accountability.
One caution from Microsoft’s planning guidance applies to agents given user accounts. It notes that governance processes built for people, such as joiner, mover and leaver workflows, access packages and access reviews, aren’t designed for agent lifecycle patterns and can wrongly remove an agent’s access when the agent runs as an ordinary user.13 Agents’ user accounts are their own object type for that reason, and the program scopes its human workflows so they don’t select them.
Retirement
Retirement is the leaver event, and Microsoft gives it two steps that the program keeps separate. Disable stops the blueprint principal or agent identities from authenticating but leaves every object in place; it is the right action to stop activity, investigate, or decommission gradually. Delete removes the object and, for a blueprint or blueprint principal, triggers a cascade that soft-deletes every child agent identity and agent’s user account.18
The details matter for a records-conscious agency:1821
· Soft-deleted objects are restorable for 30 days, then permanently deleted. Restoring a blueprint principal before the background cleanup runs leaves its children untouched; after the cleanup, each child has to be restored individually.
· The cascade isn’t immediate. It runs asynchronously, possibly hours or days after the blueprint is deleted, and each child deletion appears as its own audit entry with the actor shown as an application named Delete Agent Identities Task.
· Deleted objects still count. Soft-deleted and orphaned objects count toward directory quota until permanently deleted, including the limit of 250 agent identities per blueprint when using app-only permissions.
The program’s retirement sequence is therefore: disable, record the decision and the sponsor’s attestation in the identity record, let the expiring access packages lapse or remove them, wait the agreed observation period, then delete. Audit and sign-in records, not the directory object, carry the evidence afterward, just as they do for a deleted person’s account (Book 03, Chapter 08).
The orphaned agent
An orphaned agent is one whose anchors have failed. The program classifies an agent identity as orphaned when any of these is true:
· no sponsor has confirmed it within the grace period after a transfer;
· it has no owner and no owning service;
· it has shown no sign-in activity over the program’s inactivity window;
· its inventory record has been closed or never existed;
· its blueprint has been deleted, which leaves children that can’t authenticate but remain in the directory until they’re permanently deleted.18
The response mirrors the orphaned-application policy in Book 04, Chapter 06, shortened because an agent can act: once the identity governance officer confirms the finding, a person disables the agent rather than waiting 30 days (disabling is never automatic, Chapter 07), the sponsoring office has 30 days to name a sponsor or retire it, and the finding stays open until one or the other happens. Disabling is the safe suspension because it stops tokens while keeping configuration, and the admin center can disable many agent identities at once from the All agent identities page.22 Detection of orphans is a monitoring task covered in Chapter 07.
Putting the lifecycle in place
Turning the lifecycle on changes what happens to agents already running: blueprint creation closes to ordinary users, access moves to expiring packages, and orphaned agents are disabled. Those steps follow the workbook’s implementation conventions (Book 00, Appendix D). The control states, evidence checklist and assessment mapping for the lifecycle are carried once, per agent, in Chapter 06 (its Lifecycle row); this section adds the rollout.
Authority: Microsoft-recommended for a sponsor and owner at creation, the production handshake, expiring access and periodic sponsor attestation (the best-practices page cited above, read Oct 22, 2026). Risk-based recommended, the program’s position: the two-human rule, the ten-day grace period and disabling a confirmed orphan without waiting. Applies: License-dependent: the agent rows of the governance features need Microsoft Agent 365 or Microsoft 365 E7 (below). Environment-dependent: the agent features are partly available in GCC and not published for GCC High or DoD, where the fallback below applies.
	How-template step
	Where this chapter covers it, or what it adds

	Prerequisites
	The licenses and cloud status in the table below; HR-driven mover and leaver workflows for people (Book 03, Chapter 08); an identity record per agent

	Pilot
	One sponsoring office’s agents, with its stewards’ dynamic group as second sponsor

	Report-only or audit phase
	The read-only check below lists agents with no owner, and the sponsor check lists those with no sponsor; the sponsorship workflow tasks run on demand for a test sponsor before they’re scheduled. Nothing is disabled in this phase

	Enforcement
	Users can create agent blueprints set to No; access through expiring packages only; confirmed orphans disabled. Rings below

	Rollback
	Set the blueprint-creation setting back to Yes for a stated period; re-enable a disabled agent with the same call that disabled it (an owner or Agent ID Administrator, not the sponsor), in minutes (Chapter 06’s kill switch)

	Exclusions
	Agents’ user accounts are kept out of the human workflows’ scope (Recertification); an agent that must keep running without a confirmed sponsor is an exception the authorizing official accepts, with an expiry. Emergency access accounts aren’t affected

	Telemetry
	Audit entries for sponsor changes, access package assignments, disables and the cascade deletes (Retirement); Lifecycle Workflows run history

	Evidence
	Chapter 06’s checklist, with the sponsor attestations and the orphan findings and their closures added

	Day-two ownership
	The identity governance office runs the sponsor workflows and the quarterly accountability review (What the program asks of each party); drift is an agent with no confirmed sponsor, an access package with no end date, or a record that disagrees with the directory


Change safety
	Ring
	Scope
	Exit criteria

	0
	Development agents and a test sponsor
	The sponsorship tasks transfer and notify as designed; a disable and re-enable complete

	1
	One sponsoring office’s production agents
	Every agent has a confirmed sponsor, an identity record and expiring access

	2
	The remaining offices, a few at a time
	The same, office by office

	3
	Blueprint creation closed to ordinary users; orphan disables run on confirmation
	No new blueprint created outside the two roles; every orphan finding either disabled or accepted


· Emergency access: not affected; no human sign-in control changes.
· Change window: before each disable, the sponsoring office is told and the agent’s owner is on hand, because Microsoft warns that disabling can make running agents fail (Chapter 06).
· Backout triggers: a business process that stops because an agent was disabled or its access expired before its sponsor confirmed it.
· Post-change validation: the read-only check and the sponsor check rerun after each ring, with the counts recorded.
[bookmark: _Toc00000771]A read-only check to start from
[bookmark: _Toc00000772]Illustrative and read-only
The script below is illustrative and hasn’t been tested against a production tenant. It changes nothing. It lists agent identities with their enabled state, creation date, blueprint and owners, and flags those with no owner. Review it before running. It calls the Microsoft Graph v1.0 list operation for agent identities, whose least-privileged permission is AgentIdentity.Read.All; a nonowner running it delegated needs the Agent ID Administrator role.23 Listing an agent identity’s sponsors currently requires the application permission AgentIdentity.ReadWrite.All and isn’t supported delegated,24 so the program runs the sponsor check from its governance service identity, not from a person’s session.
# Federal Modernization Program: read-only list of agent identities and owners.
# Requires the Microsoft Graph PowerShell SDK. Changes nothing.
Connect-MgGraph -Scopes 'AgentIdentity.Read.All' -NoWelcome

$uri = 'https://graph.microsoft.com/v1.0/servicePrincipals/microsoft.graph.agentIdentity' +
       '?$select=id,displayName,accountEnabled,createdDateTime,agentIdentityBlueprintId' +
       '&$expand=owners($select=id)'

$agents = @()
while ($uri) {
    $page   = Invoke-MgGraphRequest -Method GET -Uri $uri
    $agents += $page.value
    $uri    = $page.'@odata.nextLink'
}

$agents | ForEach-Object {
    [pscustomobject]@{
        DisplayName = $_.displayName
        Enabled     = $_.accountEnabled
        Created     = $_.createdDateTime
        BlueprintId = $_.agentIdentityBlueprintId
        OwnerCount  = @($_.owners).Count
        NoOwner     = (@($_.owners).Count -eq 0)
    }
} | Sort-Object NoOwner, DisplayName -Descending | Format-Table -AutoSize
For a GCC High or DoD tenant the Graph host differs (Chapter 06), and Agent ID isn’t published as available there (Chapter 04).
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Chapter 04 sets out the general picture for Microsoft Entra Agent ID: the platform generally available since April 2026, a documented partial subset in GCC, no published availability in GCC High or DoD (treat it as unavailable there), and Agent 365’s FedRAMP High authorization still pending. The table below covers only the lifecycle features this chapter relies on, as published on October 22, 2026.

Lifecycle features for AI identities by release stage and cloud. “Not published” means Microsoft’s documentation states no availability.
	Capability
	Release stage
	License
	GCC
	GCC High, DoD

	Access packages for agents, including sponsor and owner requests on the agent’s behalf
	Documented without a preview label
	Microsoft 365 E7, or Agent 365 with Entra ID P1 or Microsoft 365 E3225
	Available26
	Not published

	Sponsor lifecycle workflow tasks and templates
	Generally available (May 2026)20
	Microsoft 365 E7, or Agent 365 with Entra ID P1 or Microsoft 365 E316
	Available26
	Not published

	Manage agents in My Account for sponsors and owners5
	Announced as preview in November 2025; no general-availability announcement found27
	Not stated separately
	Not published
	Not published

	Entra ID Governance for people (Lifecycle Workflows, access reviews, entitlement management)
	Generally available
	Entra ID Governance
	Available25
	Available25



One point is specific to the lifecycle. Governance of people doesn’t license governance of agents. Entra ID Governance for Government is available in GCC, GCC High and DoD,25 but the agent-specific rows in Microsoft’s governance licensing table (agents in access packages, owners and sponsors requesting for agents, agent sponsors as approvers, Lifecycle Workflows agent sponsorship tasks) are marked for Microsoft Agent 365 and Microsoft 365 E7, not for Entra ID Governance.25 A tenant fully licensed for governance of people has no governance of agents until it also licenses Agent 365.
Where the agent features aren’t available
In GCC High and DoD, and for agents built on ordinary service principals anywhere, the program runs the same lifecycle with the tools it already has. Each agent is an application with two named owners and a serviceManagementReference pointing at the identity record, which also names the sponsor (Book 04, Chapter 05). Access is granted through access packages whose policies admit service principals; Microsoft notes that agents not using agent identities need a policy option of All Service principals,2 and lists agents and service principals in access packages under the Agent 365 and E7 columns,25 so this path also depends on licensing the agency must confirm. Where it isn’t available, the program grants access directly with an end date recorded in the inventory and a scheduled removal. The sponsor’s HR leaver and mover workflows include a custom task extension that opens a ticket for each agent the departing person sponsors, which is the program’s substitute for the native sponsorship tasks; Lifecycle Workflows supports custom extensions under Entra ID Governance.25 The orphan rules above apply unchanged.
[bookmark: _Toc00000774]What the program asks of each party
Lifecycle duties for an AI identity. Program design. Decision rights in general are set in Chapter 08.
	Party
	Responsibility in the AI identity lifecycle

	Sponsor
	Answers for purpose and retention; confirms or declines every extension; retires the agent when the use case ends; confirms within the grace period after inheriting sponsorship

	Technical owner
	Manages configuration and credentials (Chapter 06); restores on the sponsor’s request; never sponsors the same agent

	Identity governance office
	Runs the production handshake, the sponsor workflows and the quarterly accountability review; holds interim ownership of orphans

	HR
	Owns the sponsor’s own joiner, mover and leaver events, which drive the agent’s

	Authorizing official
	Accepts the residual risk of agents running where native lifecycle features aren’t available


[bookmark: _Toc00000775]Honest limits
1. The features are young. The Agent ID platform reached general availability in April 2026 and the sponsor workflows in May 2026;20 behavior and licensing are still changing, and the table above should be re-checked before each phase gate.
1. Transfer to a manager isn’t accountability. The platform guarantees a human is named; only the confirmation step makes that human accountable in fact.
1. Expiry needs an end date. The recertification model works only for access granted through packages with end dates. Direct grants, inherited blueprint permissions and consents made outside the packages don’t expire, and Chapter 06 treats them as exceptions.
1. Ephemeral agents strain the record. An agent that exists for minutes can’t have a meaningful inventory entry of its own. The program records the blueprint and its sponsor as the governed unit for such agents and requires the blueprint, not each instance, to carry the use case.
1. The higher clouds are a gap. Until Microsoft publishes availability for GCC High and DoD, agencies there run the lifecycle on application objects and a ticket, which is weaker and should be stated as such in the authorization package.
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[bookmark: _Toc00000777]Chapter 06 — Credentials, Least Privilege and Access Policy for AI
An agent can’t be asked for a second factor, so everything it may do has to be decided before it asks: which credential it proves itself with, which permissions it holds, which policy can stop it, and which tools it can reach.
[bookmark: _Toc00000778]In this chapter
The order of preference for an AI identity’s credential, and why the agent identity blueprint is the credential boundary. How to choose between delegated and application permissions, what Microsoft blocks for agents and what it doesn’t, and how admin consent and CISA’s consent baseline apply. Which Conditional Access and risk policies reach agents and workload identities, and what they can and can’t do, with a check of an earlier chapter’s status note. Why the program gives AI identities no standing privileged role, and how it bounds the tools and data an agent can call. A table at the end records each feature’s release stage and government-cloud availability.
A person signing in proves something they have and something they are, and Conditional Access can stop them and ask for more. An AI agent can do neither. Microsoft says it directly: agent identities don’t authenticate with passwords, SMS, passkeys or authenticator apps, so multifactor authentication doesn’t apply to them, and they are governed with Conditional Access instead.1 Workload identities have the same property; Microsoft lists their inability to perform multifactor authentication, their frequent lack of a formal lifecycle and their need to store credentials somewhere as the reasons they are harder to manage and at higher risk.2
So the controls that matter for an AI identity are all decided in advance. Book 04, Chapter 05 sets them for applications in general: the credential order, consent, ownership, app management policies and Conditional Access for workload identities. This chapter applies them to AI systems and agents and adds what is specific to Microsoft Entra Agent ID. Chapter 04 describes the identity types; Chapter 05 covers who answers for them.
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The credential order for an AI identity: a managed identity federated to the blueprint where the agent runs on Azure, workload identity federation from the agent’s own platform elsewhere, a certificate in a key vault only where neither applies, and a client secret only outside production.
[bookmark: _Toc00000779]No stored secrets
An agent identity doesn’t hold a credential of its own. The credential lives on the agent identity blueprint, which uses it to obtain tokens for every agent identity created from that blueprint; the agent identity holds the permissions and appears as the client in the token and the logs.3 Supported blueprint credentials are federated identity credentials, certificates and cryptographic keys, and client secrets.1 Two consequences follow, both in Microsoft’s words: blueprint credentials are shared by every agent identity created from the blueprint, so each blueprint is a credential boundary and should group only identities that can safely share credentials and inherited permissions;1 and a compromise of the blueprint’s credentials affects every agent identity under it.3
Microsoft’s order of preference for the blueprint credential matches the order Book 04, Chapter 05 sets for applications:
1. A managed identity as a federated identity credential. Microsoft recommends it for production blueprints because it obtains Entra tokens without any credential to manage; it requires the code to run on an Azure service.4 It is a credential on the blueprint, not a replacement for the agent identity.3
1. Workload identity federation for agents running outside Azure. Microsoft documents two integration patterns for agents built on other platforms such as Amazon Bedrock and n8n: the Microsoft Entra ID Auth SDK running as a sidecar, and federation.5 The sidecar is a container beside the agent that acquires and caches its tokens, through client credentials or federated credentials for autonomous calls and the on-behalf-of exchange for calls in a user’s context, and it exposes no host port.6 Federation moves trust to the external issuer, so approving a federated credential is approving every workload that issuer will vouch for under that subject (Book 04, Chapter 05).
1. A certificate, with the private key in Azure Key Vault or a hardware security module, kept within the program’s 180-day certificate cap (below) even though blueprints allow long-lived credentials.7
1. A client secret only for development and test. Microsoft supports secrets on blueprints but says they aren’t recommended for production, and its best practices say to rotate them out before going live.47
Microsoft also says to isolate credentials per blueprint and per environment, using separate blueprints or environment-specific federated credentials for development, test and production, and to review sign-in logs to confirm agents use the intended credential type.7
Enforcing the order
A blueprint is an application object, and Microsoft notes that a tenant’s credential lifecycle policies can restrict the lifetime of secrets added to it.4 The program’s application management policy from Book 04, Chapter 05, blocking new client secrets and capping certificate lifetime at 180 days for applications created after its effective date, therefore covers blueprints too. Production blueprints get no exception; a secret on a production blueprint is a finding.
CISA’s SCuBA baseline for Entra ID is moving the same way. ScubaGear 2.0.0, released October 22, 2026, adds three policies under section 5, all marked SHOULD and last modified in April 2026: application password addition should be blocked (MS.AAD.5.5v1), application password lifetime should be restricted to 180 days or less (MS.AAD.5.6v1), and application certificate lifetime should be restricted to 365 days or less (MS.AAD.5.7v1).89 The previous release, 1.8.0, had only the three consent and registration policies in section 5. The new three carry no BOD 25-01 requirement indicator and aren’t BOD 25-01 required configurations.810 The program’s 180-day certificate cap is stricter than the 365-day policy and meets it.
The same release adds the first SCuBA policy written for agents: MS.AAD.9.1v1, “Risky AI agents SHALL be blocked.” Its implementation is a single Conditional Access policy that targets all agent identities and all resources, sets the agent risk condition to High and blocks access. It needs a Microsoft Entra ID P2 license and either Microsoft Agent 365 or Microsoft 365 E7, and it doesn’t apply to GCC High or DoD tenants.89 ScubaGear marks it as a BOD 25-01 requirement, but CISA’s Required Configurations page didn’t list it on October 26, 2026, and until the page changes, the page governs (Book 11, Chapter 04).10 The program treats it as notice of what is coming. The policy rests on the agent risk condition, which is in preview, and on licensing a GCC tenant may not hold (Chapter 04), so the program records the policy’s ScubaGear result for each tenant now and puts the block in place when the condition is generally available in the agency’s cloud.
When the agent reaches something Entra doesn’t protect
Credentials are not only the agent’s own. Many agent tools call services with API keys. Microsoft’s Conditional Access documentation is explicit about the effect: an agent that accesses a resource with an API key bypasses Entra ID authentication and token issuance entirely, and Conditional Access doesn’t apply.11 A tool reached that way is outside the identity program, and the agent’s identity, policy and logs say nothing about it. The program’s rule is that agent tools use Entra-issued tokens wherever the service accepts them; where a key is unavoidable, it lives in a key vault the agent’s identity can read, it has a named owner and a rotation date, and it is recorded in the identity record as an exception.
For comparison, other clouds have built the same pattern. Amazon Bedrock AgentCore Identity implements agent identities as workload identities and provides credential management for agents and tools that call AWS resources and third-party services.12 The principle doesn’t change with the vendor: the agent proves itself with a credential the platform manages, and secrets for downstream services are held by a governed store, not by the agent’s code.
[bookmark: _Toc00000780]Least privilege for Microsoft Graph and APIs
NIST SP 800-53 AC-6 applies least privilege to “users (or processes acting on behalf of users).”13 An agent is such a process, and it can use its access at a speed and scale no person can.
Choose the access mode first
Microsoft describes three ways an agent runs, and the choice decides which permissions it needs and who the token represents.1
Agent access modes. Source: Microsoft Learn, Agent 365 identity.
	Mode
	Who the agent acts as
	Permission type
	Token subject

	On-behalf-of
	A signed-in user
	Delegated
	The user; the agent identity is the actor

	Service-to-service (app-only)
	Its own agent identity
	Application
	The agent identity

	Agent user
	Its own agent’s user account
	User-style access; licenses for Microsoft 365 resources
	The agent’s user account


Microsoft’s guidance is to use the on-behalf-of flow for interactive agents so that the user’s access policies and consent apply, to use app-only access only for autonomous agents with only the permissions they need, and to avoid application permissions where delegated ones would do.7 Those are the three modes Microsoft’s protocol reference describes for agents: on behalf of a user, autonomously through the agent identity’s own service principal, and through an agent’s user account.14 With delegated access the agent can’t exceed what the user could do; with application permissions, the grant is tenant-wide and an administrator must consent to it explicitly.15 The program’s design follows that order: on-behalf-of first; app-only only when no user is present and the identity record states why; an agent’s user account only when the agent genuinely needs a mailbox, Teams presence or a user-only API, which Microsoft says is the only time to create one.7 Agents’ user accounts are also preview-only, available to tenants in the Frontier preview program.1
What Microsoft blocks, and what it doesn’t
Microsoft Entra limits what agent identities can be granted. Many highly privileged directory roles can’t be assigned to agents (Global Administrator, Privileged Role Administrator and User Administrator among them), agent identities can’t be members of role-assignable groups, and a set of high-risk Microsoft Graph permissions can’t be granted even by an administrator. Microsoft’s examples of blocked permissions are Application.ReadWrite.All, RoleManagement.ReadWrite.All, User.ReadWrite.All and Directory.AccessAsUser.All, and it says the lists of allowed roles and permissions will change over time.15 An agent’s user account likewise can’t hold privileged administrator roles or be added to role-assignable groups, though it can hold custom roles.16
That is a floor, not least privilege. Microsoft’s list of roles that can be assigned to agent identities includes Exchange Administrator, SharePoint Administrator, Teams Administrator, Power Platform Administrator, Compliance Administrator and Global Reader,15 each of which is a privileged role in an agency tenant. The published permission examples are examples, so the absence of a permission from them isn’t evidence that an agent may safely hold it. The program applies its own permission risk classification from Book 04, Chapter 05 to agents unchanged, and treats “not blocked by Microsoft” as irrelevant to approval.
Inherited permissions
Blueprints can declare inheritable permissions: delegated scopes and application roles that every agent identity created from the blueprint receives without a separate consent prompt. Each resource can be configured to inherit all available scopes or roles (allAllowed), which automatically includes anything later granted to the blueprint principal, or none; a blueprint can list up to 50 resource applications. Microsoft recommends reviewing the configuration regularly, removing unused inherited permissions and recording why each one is inheritable and who approved it.17 Declaring a permission on a blueprint doesn’t grant it; an administrator still has to consent, on the blueprint principal or on individual agent identities.1 Inherited permissions also don’t show on the agent identity in the admin center or through Microsoft Graph; they are visible only in the token at runtime,18 so the identity record, not the portal, is where the program keeps the list.
The program’s design keeps inheritance narrow. Inherited permissions carry only the shared baseline every agent of that kind needs. allAllowed is never used for application roles, because it turns any future grant to the blueprint into a grant to every agent. Role-specific access is assigned to individual agent identities through expiring access packages (Chapter 05), so that it comes up for decision.
Azure resources and other APIs
Azure role-based access control follows a different rule: blueprints can’t hold Azure RBAC roles, so roles are assigned directly to each agent identity,3 and Microsoft’s guidance is to scope them to the specific resource, such as Key Vault Reader on one vault.15 Applications that expose their own APIs are reached either by consenting the agent identity to the application’s OAuth scopes or by assigning it an app role. Agents and service principals assigned to app roles aren’t provisioned into applications by Entra’s SCIM provisioning, which supports users and groups only; an application that supports only SAML for users needs an agent’s user account and a helper registration.19 Every such assignment is recorded against the agent’s identity record.
[bookmark: _Toc00000781]Admin consent and the SCuBA consent baseline
CISA’s BOD 25-01 required configurations include three Entra ID policies on applications, each added on December 17, 2024: only administrators shall be allowed to register applications (MS.AAD.5.1v1), only administrators shall be allowed to consent to applications (MS.AAD.5.2v1), and an admin consent workflow shall be configured (MS.AAD.5.3v1).10 The SCuBA baseline document words MS.AAD.5.2v1 as “User consent to applications SHALL be restricted” and allows it to be met either with no user consent or with user consent only for apps from verified publishers that use permissions an administrator has classified as low risk.8 Book 04, Chapter 05 describes the consent settings and the workflow, and Book 15, Chapter 06 explains why consent restriction answers who approves an integration but not whether the service is authorized.
Applied to agents, the baseline means three things in the program’s design.
· Registration. The analog of MS.AAD.5.1v1 for agents is the tenant setting Users can create agent blueprints, which, when set to Yes, lets any user create a blueprint and its principal; otherwise the Agent ID Developer and Agent ID Administrator roles are needed.4 The program sets it to No. Microsoft also tells developers not to represent an agent with an ordinary app registration,20 so a new app registration whose purpose is an agent is routed to the blueprint path rather than approved as an application.
· Delegated consent for on-behalf-of agents. An interactive agent acting for a user needs delegated scopes, and users can consent to an agent only within the tenant’s user consent policy. The program’s policy from Book 04, user consent only for verified-publisher and in-tenant apps, and only for permissions classified as low, applies unchanged; anything else goes through the admin consent workflow.
· Application consent for autonomous agents. Application permissions always need admin consent.15 Granting Microsoft Graph application permissions to a blueprint takes Privileged Role Administrator, the least-privileged role for that task, while Cloud Application Administrator or Application Administrator can grant delegated Graph permissions.4 The program grants those through PIM activation against an approved ticket, as it does for every application (Book 04, Chapter 06).
Tools need consent too. When a developer registers a remote Model Context Protocol (MCP) server with Microsoft Agent 365, an administrator reviews it in the Microsoft 365 admin center (the Requests tab is preview), approves or rejects it, and then consents to the Entra permissions it needs; the server becomes available to agent-building surfaces only after consent. Approving requires both access to the Tools page and the ability to grant tenant-wide consent, which Microsoft says two roles have: AI Administrator and Global Administrator.21 The program assigns AI Administrator through PIM for that task and never uses Global Administrator for it.
[bookmark: _Toc00000782]Conditional Access and risk policies
The token subject decides which policy applies
Conditional Access for agents evaluates whoever is the subject of the token, and an agent can be any of three subjects. Microsoft’s guidance is to create a separate policy for each token subject an agent uses, because a policy targeting one subject doesn’t apply to the others.11
Chapter 04’s figure on whose token an AI system presents shows the same three subjects, plus the API key that bypasses all of them. The policy consequences are these.
Conditional Access for agents. Source: Microsoft Learn, Conditional Access for agents, Target agents in Microsoft Entra Conditional Access policies, and Conditional Access: Grant.112223
	Agent access pattern
	Policy targets
	Available controls

	On-behalf-of a user
	The user, directly or through groups; selecting an agent identity doesn’t cover this flow
	The user’s normal controls; the on-behalf-of token exchange is itself evaluated

	App-only, as the agent identity
	All agent identities, selected agent identities, a blueprint (covering its current and future identities), or custom security attributes
	Block only; the only condition is Agent risk (Preview)

	As the agent’s user account
	All agent users (Preview) or selected agent users; policies scoped to Users, including all users, don’t apply
	Block, or grant with Require device to be marked as compliant; device platform, device filter and compliant-network conditions for agents on endpoints


Microsoft documents a set of boundaries the program has to plan around. Conditional Access doesn’t apply when a blueprint obtains a Microsoft Graph token to create agent identities or agents’ user accounts, or when a blueprint or agent identity performs the intermediate exchange at the AAD Token Exchange Endpoint: Public; it doesn’t apply when security defaults are enabled; and it protects only resources secured by Entra ID, so API-key access bypasses it. Policies can’t include or exclude agents’ user accounts by group membership, and a policy targeting agent identities, including one scoped by blueprint, doesn’t reach the agent’s user account.11
The pattern Microsoft recommends for autonomous agents is a policy that includes All agent identities, targets All resources, grants Block, and excludes approved agents, preferably by a custom security attribute such as an approval status, starting in report-only mode.24 The program’s design builds that policy in report-only mode and sets the approval attribute only in the production handshake (Chapter 05), so that the report shows every agent that skipped the handshake. Turning it on is a decision for when the agent targets leave preview in the agency’s cloud (see the status note below). Microsoft’s best practices add that broad user policies, such as one requiring MFA for all users, should be reviewed for unintended effects on agent flows and agents excluded from them where necessary, with dedicated agent policies in their place.7
Licensing for these policies is not the same as for users. Conditional Access for agents requires Microsoft 365 E7, or a Microsoft Agent 365 license with at least Entra ID P1 or Microsoft 365 E3, and agent risk-based policies need Entra ID P2 or Microsoft 365 E5 alongside Agent 365.1124
[bookmark: _Toc00000783]Status note: Book 04’s preview statement still holds
Book 04, Chapter 03 records that agent targets in Conditional Access are in preview and that agent identities support only Block. Checked on October 22, 2026, both still hold. The Agent ID platform became generally available in April 2026,25 but the policy builder still labels the assignment as Users, agents (Preview) or workload identities, labels the agent-user targets, the Agent risk condition and the Agent execution environments condition as preview, and agent identities still support only Block.2223 Microsoft’s pages aren’t consistent (the autonomous-agent guide no longer shows the preview label on Agents),24 so the program reads the policy builder’s label as the release stage. Since Book 04 was written, Microsoft has added an Agent 365 license requirement and, as a June 2026 public preview, a compliant-device grant for agents’ user accounts.25 The program keeps all agent policies in report-only mode as watch items until the label is removed.
ID Protection for agents
Microsoft Entra ID Protection evaluates risk for agents that use agent identities. Its detections include confirmed compromise, early-life malicious activity, directory reconnaissance, failed access attempts, threat intelligence matches, sign-in spikes, suspicious credential usage (a new credential added to a blueprint and then used) and unfamiliar resource access; all agent risk detections are currently offline rather than real-time. A learning mode suppresses behavioral alerts for agents without enough activity history while a separate detection still watches early-life behavior. In on-behalf-of flows, risky activity is attributed to the user rather than the agent, so the remediation targets the compromised session. Detections are kept for up to 90 days, and risky agents can be confirmed compromised, confirmed safe, dismissed or disabled from the report.26 Agent risk is preview, ID Protection for agents requires Entra ID P2 during the preview, and Microsoft says it will soon require an Agent 365 license.242726
The program’s design pairs a Block high-risk agent identities policy (report-only first) with the operational rule that a risky-agent alert goes to the agent’s sponsor as well as to security operations, because the sponsor is the person who can say whether a burst of activity was expected (Chapter 05). The telemetry tables for agent risk are in Book 12, Chapter 03.
Workload identities that aren’t agents
Many AI systems run as ordinary service principals and managed identities, and the controls in Book 04, Chapter 05 apply to them unchanged: Conditional Access for workload identities can block a single-tenant service principal by location, by ID Protection risk or with authentication contexts; Block is the only grant; managed identities and multitenant applications aren’t covered; a service principal must be assigned to the policy directly, not through a group; and creating or changing these policies needs Workload ID Premium.2 Microsoft says Workload ID Premium is available to Azure Government customers through their account manager and that its free trial isn’t available in the Azure Government clouds.28 A managed identity used by an AI system is therefore governed through its role assignments and reviews, not through Conditional Access.
[bookmark: _Toc00000784]Privileged roles for AI: none standing
The program’s rule is that no AI identity holds a standing privileged role. That covers Entra directory roles, Azure roles at management-group or subscription scope, and administrative roles inside Microsoft 365 workloads.
The rule needs stating because Microsoft’s block list doesn’t enforce it. As shown above, agents can’t hold Global Administrator or Privileged Role Administrator but can hold Exchange Administrator, SharePoint Administrator and other roles the program classifies as privileged (Book 04, Chapter 04).15 An agent with Exchange Administrator around the clock is a standing administrator that can’t be asked for MFA.
Where an AI system genuinely needs privileged access, the program gives it in one of three ways, in this order:
1. Delegated, through a person’s own activated role. An agent that acts on behalf of an administrator uses that administrator’s access, so the person’s PIM activation, approval and MFA still govern it (Book 04, Chapter 08). Microsoft’s Microsoft 365 Admin agent works this way: it honors the administrator’s existing Entra role assignments, so what it can do reflects the administrator’s role.29
1. A time-bound assignment through an expiring access package. Access packages can grant Microsoft Entra roles to agent identities, and an agent identity can request a package programmatically, which routes the request to the package’s human approvers and ends the assignment on its end date.30 That gives the agent just-in-time access with a human decision in front of it. Entra roles as access package resources are still preview.31
1. A time-bound active assignment in PIM. PIM assigns roles to users, groups, service principals and managed identities, as eligible or active, with start and end dates.32 Activation of an eligible assignment is designed around a person acting (MFA, justification, approval), so for a nonhuman principal the program uses a time-bound active assignment approved through the ticket, never a permanent one.
Every privileged assignment to an AI identity is logged and reviewed under AC-6(7), and its use is logged under AC-6(9).13 If an AI system needs a privileged role permanently, the program treats that as a design defect to be fixed, not an exception to be renewed.
[bookmark: _Toc00000785]Tool and data access boundaries
An agent’s reach is the sum of the tools it can call. Microsoft describes tools as how agents interact with their environment (web search, database access, APIs, file systems and other software) and says each tool needs careful thought about security and permissions.33 The identity program draws the boundary in three layers.
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An agent’s reach is bounded three times: by what its identity can obtain a token for, by which tools are registered and approved, and by what data protection lets it touch; in GCC the third layer falls back to scoped permissions.
Layer 1: what the identity can obtain a token for
Each tool that is an Entra-protected resource is its own token audience, and Conditional Access evaluates both the subject and the audience at issuance.11 The agent’s consents, app role assignments and access packages are therefore the first list of what it can call. For MCP servers specifically, the protocol’s authorization specification makes a protected MCP server an OAuth 2.1 resource server that must validate that tokens were issued for it as the audience and must not accept or pass through any other tokens. The same specification also makes authorization optional for MCP implementations and says implementations using the local STDIO transport should not follow it and should take credentials from the environment instead.34 Microsoft’s guidance for an MCP server protected by Entra ID says the same from the platform side: on every request, before any tool runs, the server validates the token’s signature, issuer, tenant, audience and expiry, then checks the caller’s roles or scopes, using a tested library rather than hand-written checks.35 An MCP server that doesn’t implement authorization, or a local server reading a key from an environment variable, sits outside Layer 1 and needs Layers 2 and 3.
Layer 2: which tools are registered and approved
Microsoft Agent 365 keeps a Tools registry in the Microsoft 365 admin center that Microsoft calls the source of truth for MCP servers available in the tenant; custom and third-party servers registered through its bring-your-own process are reviewed, approved and consented centrally.3621 Agent 365 lists tenant-wide control of which tools, including Microsoft MCP servers, agents can access as available in GCC.37 Integration with Azure API Management, which enforces policy inline for MCP traffic and can control individual tools on supported tiers, is preview, as is connecting a tools gateway to the admin center.3839 The program’s design records each agent’s approved tools in its identity record and treats a tool call to an unregistered server as drift (Chapter 07).
Layer 3: what data the agent can touch
Data boundaries for agents (sensitivity labels honored by agents, data loss prevention that blocks agents from sensitive content, insider risk for agents) are Microsoft Purview capabilities in Agent 365, and the service description lists none of them as available in GCC; nor are Entra’s network controls for agent traffic or Defender’s blocking of agent tool invocations.37 For agencies in GCC, the data boundary therefore has to come from the identity layer: narrow delegated scopes, application permissions limited to specific sites or mailboxes where the API allows it (Exchange application access policies, for example, in Book 04, Chapter 05), and resource-scoped Azure roles. Book 12, Chapter 09 covers data protection generally.
The three boundaries on what an agent can call. Program design built on the cited platform features.
	Boundary
	Mechanism
	Program rule

	Identity
	Consents, app roles, access packages, resource-scoped Azure roles
	Every grant in the identity record; nothing standing; Block policy excludes only approved agents

	Tool registry
	Agent 365 Tools page, approval and consent
	Approved tools listed per agent; unregistered server is drift

	Data
	Purview for agents where available; otherwise scoped permissions
	In GCC, scoped permissions are the boundary; record the gap


At the network edge: Global Secure Access for AI traffic
Microsoft Entra Global Secure Access adds controls on the network path between people, agents and AI services. They don’t replace the three boundaries above; they catch what the identity layer can’t see, such as a prompt, or a tool call to a server that doesn’t use Entra ID at all.
· Prompt injection protection. A prompt policy in Entra Internet Access scans prompts sent to generative AI apps and blocks adversarial prompts and jailbreak attempts before they reach the model. It comes preconfigured for a list of public models (ChatGPT, Claude, Gemini and others) and can cover any JSON-based model the agency names by URL and JSON path. It needs the Internet Access license, TLS inspection and the Global Secure Access client on Entra joined or hybrid joined Windows devices, and it handles text prompts only, up to 64,000 characters.40
· The MCP firewall (preview). An MCP policy inspects MCP traffic between agents and remote MCP servers and allows or blocks whole servers, individual tools, resources or prompt templates, transports and protocol versions. Microsoft’s own example is a default Block with an allow-list of approved servers, which is the network form of the program’s Layer 2 rule. It also needs TLS inspection; local servers over stdio and JSON-RPC batches aren’t inspected.41
· The Secure Web and AI Gateway for Copilot Studio agents. Agent traffic (HTTP nodes, custom connectors, the MCP server connector) is forwarded per Power Platform environment to the same proxy, where web content filtering, threat intelligence filtering and file filtering apply to agents as they do to users. Extending these controls to agents requires Agent 365.42
The program’s design uses the MCP firewall’s default-Block posture where it is available, with the allow-list built from the approved tools recorded in each identity record, and treats a block event for an agent as a drift signal for Chapter 07. Where it isn’t available, the identity and tool-registry layers are the whole boundary, and the gap is recorded.
Global Secure Access is available in GCC but not yet supported in GCC High, DoD or other government clouds,43 and Agent 365 lists Entra’s network controls for agents as not available in GCC.37 In practice, an agency in GCC can use prompt injection protection and the MCP firewall for traffic from its managed devices, but not the agent gateway; an agency in GCC High or DoD can’t use any of the three yet.
[bookmark: _Toc00000786]The workload-identity controls, applied per agent
Each control in this chapter and the two before it is a workload-identity control Book 04, Chapter 05 already sets for applications, applied to an agent. The table brings them together as one record per agent, so an assessor can see every control for one agent in one place, and adds the one the chapters describe but don’t proceed through: the kill switch. Migrating a service account an AI system already uses onto a managed identity or a federated credential is the service account guide’s Migration C; where AI sits in an application’s architecture is Book 18, Chapter 05.
Authority: Microsoft-recommended for the platform controls (sponsor at creation, credential order, least privilege, Conditional Access, disable before delete), from the Learn pages cited in Chapters 04 to 07, read Oct 21–22 and Nov 11, 2026. Mandated for the fail-safe where M-25-21’s minimum practices apply to a high-impact AI use case, which asks for one “when practicable” (Chapter 02). The two-person record and the tested disable are risk-based recommended, the program’s position; the yearly disable test is its settled position (WD-148). Applies: every AI system with an identity in the tenant. License-dependent: Conditional Access for agents needs Microsoft 365 E7 or Agent 365 with Entra ID P1; Conditional Access for workload identities needs Workload ID Premium (above). Environment-dependent: Agent ID is partly available in GCC and isn’t published as available in GCC High or DoD, where AI systems are governed as workload identities (Chapter 04). There the gates that keep an AI identity from being created outside the program are Book 04’s: administrator-only registration and consent, run as one governed process (Book 04, Chapter 05), and the tenant-creation restriction with its Tenant Creator workflow, which stops an AI system being stood up in a new tenant the program doesn’t govern (Book 04, Chapter 09). Book 04 records the GCC High and DoD availability of both settings as not yet specified.

	Control
	For an agent identity
	For an AI system on a service principal or managed identity
	Where it’s set
	What the identity record holds

	Sponsor
	Required at creation; a federal employee mastered in HR
	Recorded in the application registry and serviceManagementReference
	Chapter 05
	Sponsor, matching the directory

	Owner
	A named technical owner
	Two technical owners (Book 04)
	Chapter 05; Book 04
	Owners

	Least privilege
	On-behalf-of first; narrow inherited permissions; no standing privileged role
	Scoped consent; resource-scoped Azure roles
	Above
	Every grant, with its approver and end date

	Non-secret credential
	Managed identity or federated credential on the blueprint; certificate only by exception; no secret in production
	Managed identity, then federation, then a certificate under the 180-day cap (Book 07, Chapter 08)
	Above
	Credential type and, for a certificate, its expiry

	Network restriction
	Global Secure Access MCP and prompt policies where available
	Conditional Access for workload identities by location (Book 04’s CA015)
	Above
	Allowed tools and egress, or the recorded gap

	Monitoring
	Agent sign-in logs, ID Protection for agents, drift findings
	Service principal sign-ins and workload risk
	Chapter 07
	Alert routing to the sponsor and security operations

	Lifecycle
	Expiring access packages; recertification; disable, then delete
	Book 04’s governed lifecycle (Book 04)
	Chapter 05
	Next recertification date

	Kill switch
	Disable the agent identity, the blueprint, or all agents
	Disable the service principal
	Below
	Who may pull it, and the last test



The kill switch
Microsoft documents three scopes for stopping agent activity. Disabling one agent identity, or one blueprint, keeps the object and its metadata but stops it receiving tokens; three Conditional Access policies block token issuance tenant-wide, to all agent identities, to all agents’ user accounts, or to users signing in to agents, without changing any object; and the two can be combined. Microsoft recommends running the Conditional Access policies in report-only mode first. It also warns that disabling can make running agents fail, can make Microsoft product experiences that assume agent identities fail or fall back, and that disabling a multitenant blueprint in all tenants affects its agents in other tenants.44 A sponsor can disable an agent but can’t re-enable it (Chapter 05).
Prerequisites
Agent ID Administrator (through PIM) for the object-scoped disable, or the AgentIdentity.EnableDisable.All permission, which is the least-privileged permission for the update;45 Conditional Access Administrator for the tenant-wide policies, which need Entra ID P1.44 The Microsoft Graph agent identity update is listed for the US Government L4 and L5 (DoD) deployments,45 but Agent ID itself isn’t published as available in GCC High or DoD, so there the switch is the service principal disable below.
Pilot
Test on a development agent identity first, then on one production agent with its sponsor present, in a change window.
Report-only phase
Create Microsoft’s three tenant-wide block policies now, in report-only mode, so the hold exists before it’s needed; they show which agents would have been stopped without stopping any. Turn on Policy 1 only for an incident.
Enforcement: pulling the switch
# One agent identity: stop it receiving tokens (keeps the object). Microsoft Graph PowerShell, as Agent ID Administrator through PIM
Connect-MgGraph -Scopes 'AgentIdentity.EnableDisable.All' -NoWelcome
Invoke-MgGraphRequest -Method PATCH -Uri 'https://graph.microsoft.com/v1.0/servicePrincipals/<agent identity object id>/microsoft.graph.agentIdentity' `
    -Body (@{ accountEnabled = $false } | ConvertTo-Json) -ContentType 'application/json'

# An AI system on an ordinary service principal
Connect-MgGraph -Scopes 'Application.ReadWrite.All' -NoWelcome
Update-MgServicePrincipal -ServicePrincipalId '<service principal object id>' -AccountEnabled:$false
For a GCC High or DoD tenant, connect with -Environment USGov or USGovDoD and use the matching Graph host. A blueprint is disabled in the admin center (Entra ID > Agents > Agent blueprints > the blueprint > Disable), and the tenant-wide hold is Microsoft’s Policy 1 switched from report-only to On:44
# Tenant-wide hold on agent identity authentication: switch the existing report-only policy on (Conditional Access Administrator)
Connect-MgGraph -Scopes 'Policy.ReadWrite.ConditionalAccess' -NoWelcome
Update-MgIdentityConditionalAccessPolicy -ConditionalAccessPolicyId '<Policy 1 id>' -State 'enabled'
Disabling stops new tokens; access tokens already issued stay valid until they expire. Removing the agent’s grants or deleting it are separate retirement decisions (Chapter 05).
Rollback
Set accountEnabled back to true with the same call (an owner or Agent ID Administrator; a sponsor can’t), or set the Policy 1 state back to enabledForReportingButNotEnforced. Rollback takes minutes; the decision to roll back is the sponsor’s, after security operations closes the incident.
Exclusions
None for the object-scoped disable. Microsoft’s Policy 1 template excludes nothing; an agent the agency must keep running through a tenant-wide hold is excluded by name, with the sponsor’s and the CISO’s approval recorded, and the exclusion reviewed when the hold ends.
Telemetry
The disable appears in the audit log as an update to the service principal (agent identities are logged under their base identity type, with agentType other than notAgentic on the target), and the agent’s sign-in attempts after it as failures; Policy 1’s report-only results show every agent the hold would stop.44 Chapter 07 routes both.
Evidence
Control states. 
	State
	This page
	Evidence

	Designed
	The table above, per agent
	The identity record: sponsor, owner, grants, credential, network rule, alert routing, recertification date, kill-switch holder

	Configured
	Credential, grants, policies, monitoring as set in Chapters 05–07
	Graph exports of the agent identity, its sponsors and owners, grants and credential; policy exports

	Enforced
	App management policy blocking secrets; the agent Block policy when its target leaves preview; workload-identity location policy where licensed
	Policy exports in the enforcing state, or the recorded preview status

	Evidenced
	A tested disable, and an agent that skipped the production handshake shown in Policy 1’s report
	Test record (time to disable, failed sign-in after it, re-enable)

	Operated
	Recertification at each expiry; the inventory check; risk alerts to the sponsor
	Recertification records; inventory history; alert history


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: each agent’s identity record, and the Graph export it was checked against (Chapter 05’s read-only check for owners; sponsors through the agent identity’s sponsors relationship)
· Operational: agent sign-in and audit logs, risk detections and drift findings, kept for the program’s log retention
· Test: a disable test per production blueprint, at least yearly and before authorization (expected and observed outcome, date, tester); for a high-impact use case, the tested fail-safe M-25-21 asks for
· Exception: a certificate or secret on a blueprint, an API key a tool needs, and any kill-switch exclusion, each with approver and expiry
· Assessor-ready artifact: the identity records and the disable test, carried into the authorization package as Chapter 10 describes
Day-two ownership
The sponsor is accountable for the agent and holds the right to disable it; the owner keeps the credential and grants current; identity engineering runs the inventory check and the disable test; security operations can pull the tenant-wide hold during an incident under the incident commander’s authority. Drift looks like an agent with no confirmed sponsor, a credential type that changed, a grant outside its access package, or a disable test more than a year old.
[bookmark: _Toc00000787]Assessment mapping
· Microsoft Zero Trust pillar: Identity (workload and agent identities), with AI as the Zero Trust Assessment’s pillar for agent tests
· CISA ZTMM pillar: Applications and Workloads
· Depends on: Book 04’s workload-identity controls and Conditional Access (Identity); Global Secure Access where available (Networks); Book 12’s telemetry for agent sign-ins (SecOps)
· Attack chain interrupted: Persistence and Privilege Escalation through an agent: a stolen blueprint credential or an over-granted agent used to act at machine speed, stopped by the credential order and, once found, by the kill switch
[bookmark: _Toc00000788]Release stage and government-cloud availability
Chapter 04 gives the general picture for Agent ID and workload identities, including agents’ user accounts (preview, Frontier program only), the partial GCC subset, no published availability in GCC High or DoD, and Agent 365’s pending FedRAMP High authorization. The table below covers only the features this chapter relies on, as published on October 22, 2026. “Not published” means Microsoft’s documentation states no availability.
Credential and access-policy features for AI identities by release stage and cloud.
	Feature
	Release stage
	GCC
	GCC High, DoD

	Blueprint credentials: managed identity as federated credential, certificates, secrets
	Part of the generally available platform (April 2026);25 admin center wizard preview4
	Available with the platform37
	Not published

	App management policies restricting blueprint secrets and certificate lifetime
	Generally available; free Workload ID feature28
	Available
	Not stated on the pages checked; confirm in the tenant

	Conditional Access for agent identities (Block only)
	Preview: the policy builder labels the agents assignment as preview22
	Listed for agents with delegated access (“extend user policies to agents”)37
	Not published

	Conditional Access for agents’ user accounts
	Preview22
	Not published
	Not published

	Agent risk condition and ID Protection for agents
	Preview2427
	Listed with Conditional Access for agents with delegated access37
	Not published

	Conditional Access and ID Protection for workload identities
	Generally available; Workload ID Premium2
	Available
	Workload ID Premium through the account manager28

	Tenant-wide control of agent tools; MCP server approval
	Documented; the Requests tab is preview21
	Available37
	Not published

	API Management and tools gateway integration
	Preview3839
	Not published
	Not published

	Network controls, data loss prevention and labels for agents
	See service description
	Not available37
	Not published

	Global Secure Access prompt injection protection
	Not labeled preview on its page40
	Global Secure Access available in GCC43
	Not yet supported43

	Global Secure Access MCP firewall
	Preview41
	As above
	Not yet supported

	Secure Web and AI Gateway for Copilot Studio agents
	Not labeled preview on its page; requires Agent 36542
	Network controls for agents not available37
	Not yet supported


The Conditional Access rows for GCC need care. Microsoft’s Agent 365 service description lists “Conditional access and identity protection for agents (for agents with delegated access – extend user policies to agents)” as available in GCC.37 It doesn’t separately list policies that target agent identities in app-only flows, so an agency in GCC should confirm that support in its own tenant before relying on the Block-unless-approved policy, and record the result. For GCC High and DoD the Graph endpoints differ, https://graph.microsoft.us and https://dod-graph.microsoft.us with authority https://login.microsoftonline.us, and Microsoft warns that configurable endpoints don’t guarantee the Agent 365 services are available there.46
[bookmark: _Toc00000789]Honest limits
1. The block lists move. Microsoft says the roles and permissions allowed for agents will change;15 the program’s own classification, not Microsoft’s list, is the control, and it has to be re-run when the list changes.
1. Conditional Access can only block an agent identity. There is no grant control to satisfy, so the policy is a gate on approval and risk, not a step-up.
1. API keys and local tools are invisible to identity. Layer 1 can’t see them; only inventory discipline and tool registration can.
1. The data layer isn’t in GCC. Until Purview’s agent capabilities reach the government clouds, scoped permissions are the only data boundary, and they are coarse.
1. The higher clouds are a gap. Agencies in GCC High and DoD govern AI systems as workload identities today, with Workload ID Premium where licensed, and should say so in the authorization package (Chapter 10).
[bookmark: _Toc00000790]Certificates in this book and the CLM platform
Book 07 gives each class of certificate one issuer and one renewal engine, and makes CyberArk Certificate Manager, Self-Hosted the system of record for every certificate that Intune and the PIV system don’t manage (Chapter 04, Chapter 05). The certificates this book’s systems depend on map to it as follows; Book 07, Appendix C describes the platform itself.

	Certificate
	Book 07 class
	Issued by
	Renewed by
	What the CLM platform does

	Agent blueprint and service principal certificates
	Not a Book 07 class
	A CA, key in Key Vault or an HSM
	The app’s owner or Key Vault
	Can provision into Key Vault (inference); doesn’t renew Entra credentials

	Global Secure Access TLS inspection
	Not a Book 07 class
	Not stated
	Platform-managed, or not X.509
	Not a Book 07 class

	Google agent identities (SPIFFE certificates)
	Not a Book 07 class
	Google
	Platform-managed, or not X.509
	Nothing: vendor-managed
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This book’s certificates and the engine that renews each.
None of this book’s certificates is renewed by the CLM platform. Agent and service-principal certificates aren’t one of Book 07’s classes; the 180-day certificate cap in the program’s application management policy governs them, and the platform at most places the certificate in Key Vault (inference).47
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[bookmark: _Toc00000792]Chapter 07 — Monitoring, Drift and Shadow AI
An AI identity that nobody watches drifts the day after it is issued, and an AI system nobody declared is drift from the start.
[bookmark: _Toc00000793]In this chapter
What federal policy asks monitoring to do for AI, and what it doesn’t. Where workload and agent identities show up in Microsoft Entra sign-in and audit logs, and what ID Protection detects for them. Four places shadow AI hides and the tools that see each one, with their release stage and government-cloud availability. The program’s AI drift findings, among them a high-priority finding for an agentic AI system with no governed identity and one for a deployed system with no recorded authorization, and how each finding becomes a record in the evidence contract of Book 12 and the drift model of Book 13.
The earlier chapters of this book give every AI system an identity record, an accountable owner, a lifecycle and credentials scoped to the work (Chapter 05, Chapter 06). None of that stays true by itself. A sponsor changes jobs. A developer adds a client secret to unblock a test and never removes it. A team connects a new tool to an agent and the agent’s permissions grow to match. A program office signs up for a generative AI service with a purchase card. The identity record says one thing and the estate says another, and the gap widens quietly.
Monitoring AI identities is therefore the same job Book 13 describes for every other governed object: compare what was declared with what is observed, classify the difference, and send it to someone who can act. What is different about AI is the third input. For users and servers, discovery mostly confirms what the inventory already lists. For AI, a large share of what matters was never declared at all, because it was adopted outside the identity program. The chapter therefore treats discovery as a standing input, not a one-time cleanup.
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Monitoring AI identities joins three inputs: what was declared, what the known identities are observed doing, and what discovery finds that nobody declared.
[bookmark: _Toc00000794]What policy asks monitoring to do
OMB M-25-21 makes ongoing monitoring one of the minimum risk management practices for high-impact AI. Agencies must test and periodically review high-impact use cases to identify adverse impacts to “the performance and security of AI functionality,” and the monitoring “must be designed to detect unforeseen circumstances, changes to an AI system after deployment, or changes to the context of use or associated data.”1 NIST’s AI Risk Management Framework says the same in its own terms: mechanisms to inventory AI systems (GOVERN 1.6), monitoring of the system’s functionality and behavior in production (MEASURE 2.4), and post-deployment monitoring plans that cover incident response, recovery and change management (MANAGE 4.1).2
Two limits matter. First, M-25-21’s monitoring practice binds high-impact use cases, and it is about the AI’s performance and its effects on people as much as its security. Identity monitoring is one input to that practice, not the whole of it. Second, neither document says how to monitor an AI system’s identity. That is where the program’s design comes in, and where this chapter leans on the identity telemetry Book 12 already collects. A change to an AI system’s credentials, permissions, tools or owner is exactly the kind of “change to an AI system after deployment” the memo asks agencies to detect, and the identity logs are where those changes are recorded first.
[bookmark: _Toc00000795]Watching the identities you know
Where AI sign-ins land
Microsoft Entra ID has four sign-in log types: interactive user sign-ins, non-interactive user sign-ins, service principal sign-ins and managed identity sign-ins.3 Workload identities appear in the last two. An application or service principal authenticating with a certificate, a secret or a federated credential lands in the service principal sign-in log; a managed identity lands in its own log, where Azure manages the secret. Book 12, Chapter 03 lists the diagnostic categories and the Log Analytics tables each one fills, and the program routes all four to the agency’s workspace.
Agents are less tidy. Microsoft Entra Agent ID adds an agentSignIn resource type to the sign-in logs, and because an agent can sign in with delegated or app-only permissions, “their sign-ins might appear across each of the four sign-in log types.” The admin center filters sign-ins by Agent type (agent ID user, agent identity, agent identity blueprint, or not agentic) and by Is Agent; Microsoft Graph exposes the same data on the beta endpoint.4 The Agent ID platform became generally available in April 2026.5 Microsoft Entra Health monitoring, in preview, adds two agent scenarios that alert on a large increase in sign-in failures: Agent ID autonomous sign-ins, investigated from the service principal sign-in log, and Agent ID interactive sign-ins, for sign-ins in a user-delegated context where an agent’s user account is the token subject, investigated from the non-interactive user sign-in log.67 An alert there is a reason to look, not a finding: Microsoft notes that failure volume alone doesn’t establish an outage or an attack.6
	Principal
	Where its sign-ins land
	How the audit log records changes to it
	How to tell it is AI

	App registration or service principal used by an AI system
	Service principal sign-ins
	Application and service principal events
	Only from the identity record; the directory has no AI marker

	Managed identity used by an AI workload
	Managed identity sign-ins
	Service principal events
	Only from the identity record

	Agent identity blueprint
	Service principal sign-ins
	Application events, agentType = agenticApp
	agentType on the event; Agent type filter

	Agent identity
	Service principal sign-ins (app-only), or a user log when acting for a user
	Service principal events, agentType = agenticAppInstance
	agentType; Agent type filter

	Agent’s user account
	User sign-in logs
	User events, agentType = agentIDuser
	agentType; Agent type filter

	Agent acting for a signed-in user (on-behalf-of)
	The user’s sign-in logs
	—
	The token represents the user and also identifies the calling agent8


The first two rows are why the identity record matters. An AI system built on an ordinary app registration or a managed identity, which is most AI built before Agent ID existed and much built since, looks in the logs exactly like any other workload. Nothing in the sign-in tells the analyst it is an AI system, who sponsors it or which inventory entry it belongs to. The program’s join key, described below, is what supplies that.
What the audit log shows, and what it hides
The audit log records agent activity “under the base identity type from where the activity originates”: creating a blueprint appears as Add application, creating an agent identity as Add service principal, and creating an agent’s user account as Add user. The agentType property on the initiator, performer and target tells the event apart, with values for a blueprint (agenticApp), an agent identity (agenticAppInstance), a blueprint principal and an agent’s user account.4 Two Microsoft cautions shape the program’s queries. Audit logs “don’t distinguish agent identities from other Microsoft Entra identity types by default,” and Microsoft Graph activity logs “don’t currently separate agent identities from other identity types”: requests from an agent identity are logged as an application and requests from an agent’s user account as a user, so the analyst joins with the sign-in logs to find the entity type.9 Detection rules that filter on “is this an agent” therefore belong on the sign-in and audit tables, not on the Graph activity table alone.
Retention is the other constraint. Entra keeps audit and sign-in logs for 30 days with P1 or P2 (seven with Free), and Microsoft Graph activity logs aren’t retained at all unless they are sent to storage or an analytics workspace.10 The program’s rule, from Book 12, is that every category it relies on for evidence is exported on the day the tenant is built. An AI identity created before export was turned on has no recoverable history.
[bookmark: _Toc00000796]Illustrative, not tested against a production tenant
The request below is the one Microsoft documents for retrieving agent identity sign-ins. It uses the Microsoft Graph beta endpoint, which can change without notice; review it before building anything on it, and prefer the exported log tables for evidence.
GET https://graph.microsoft.com/beta/auditLogs/signIns?$filter=signInEventTypes/any(t: t eq 'servicePrincipal') and agent/agentType eq 'AgentIdentity'
In a GCC High or DoD tenant the Graph host is different (graph.microsoft.us or dod-graph.microsoft.us),11 and the Agent ID features themselves need to be confirmed for that cloud first, as the release table later in this chapter explains.
What to alert on
Microsoft’s own guidance for Agent ID lists the signals worth an alert: sudden spikes in token requests, access to unexpected APIs, sign-ins from unfamiliar IP ranges, changes to blueprints, credential additions, permission grants and role assignments “that happen outside your normal deployment pipeline,” credentials nearing expiry, an agent blocked by Conditional Access or ID Protection, excessive failed token acquisition, and unexpected permission or role changes.12 The list applies just as well to AI systems running on ordinary service principals and managed identities. In the program’s design, security operations owns these detections like any other (Book 12, Chapter 11), and two of them double as drift findings below: a credential added outside the pipeline, and a permission that grew without a change record.
Other clouds offer the same raw material in their own shape. AWS CloudTrail’s userIdentity element records the IAM identity that made each request and, for temporary credentials, the role that issued the session (sessionIssuer) and, where configured, the original sourceIdentity behind an assumed role.13 Google Cloud’s Agent Identity overview says its audit logs identify the agent both when it acts as itself and when it acts for an end user; the page doesn’t state a release stage or government availability, so an agency should confirm both before relying on it.14
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Workload identities
Microsoft Entra ID Protection detects risk on workload identities as well as users. Its detections for service principals include leaked credentials, suspicious sign-ins against a learned baseline, anomalous service principal activity such as suspicious directory changes, suspicious Microsoft Graph traffic or directory enumeration, threat-intelligence matches, malicious or suspicious applications, and an administrator’s confirmation of compromise. Every detection is offline. Single-tenant, non-Microsoft SaaS and multitenant apps are in scope; managed identities aren’t. All customers receive the detections, but full risk details and risk-based Conditional Access need Workload ID Premium, and the Conditional Access response can block only single-tenant service principals registered in the tenant.15 Workload ID Premium is listed as available in Azure Government.16 The remediation Microsoft describes is the one the program uses: inventory the identity’s credentials, add a new one, remove the compromised ones, rotate any Key Vault secrets the identity could read, and disable the service principal if it must stop at once.15
Agents
ID Protection for agents applies the same idea to agent identities. Its detections are an administrator’s confirmation of compromise, early-life malicious activity by a newly created agent, directory reconnaissance, failed attempts to reach resources the agent isn’t authorized for, threat-intelligence matches, sign-in spikes, credentials newly added to a blueprint and then used, and access to resources the agent doesn’t usually touch. All are offline. A learning mode suppresses behavioral alerts for agents without enough history, with a separate detection for malicious early-life behavior. In on-behalf-of flows the risk is attributed to the user, not the agent, so a compromised user session is remediated without disrupting the agent for everyone else. The Risky Agents report offers confirm compromise, confirm safe, dismiss and disable; confirming compromise sets the risk to High and triggers any Conditional Access policy that blocks high agent risk.17
The release stage is the part to read carefully. Microsoft’s agent administration guide says ID Protection for agents “requires a Microsoft Entra ID P2 license during preview,” and the Conditional Access condition that uses it is labeled Agent risk (Preview); the ID Protection page adds that it will soon require a Microsoft Agent 365 license.181917 The Conditional Access assignment for agents is itself still labeled preview, and agent identities support only the Block control, which is what Book 04, Chapter 03 records.19 The program follows Book 04’s rule: it collects the agent risk tables (Book 12, Chapter 03 lists AADRiskyAgents and AADAgentRiskEvents) and triages what they report, but it doesn’t make an enforcement design depend on a preview signal.
[bookmark: _Toc00000798]Finding what nobody declared
Shadow AI is not one problem. It shows up on four surfaces, each seen by a different kind of tool, and the program needs all four because no single tool sees more than one or two.
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Shadow AI shows up on four surfaces; whatever discovery finds is reconciled with the identity record, and anything without a record is a finding.
Generative AI services that staff use. Microsoft Defender for Cloud Apps has a Generative AI category in its cloud app catalog, which Microsoft says now holds more than a thousand generative AI apps, each with a risk assessment across security and compliance factors. An agency can filter discovered apps on the category, sanction or unsanction each one, and set policies that alert on any newly discovered generative AI app.20 Microsoft Entra Global Secure Access adds a network view: its shadow AI discovery inspects internet and Microsoft 365 traffic for connections to generative AI apps, SaaS MCP servers and AI model provider APIs, matches them against the same catalog, and reports users, usage and bytes sent.21 Generative AI Insights, in preview, goes a level deeper: with TLS inspection it logs the prompt content and MCP operations sent to those services, and because it reads the MCP protocol itself rather than matching a catalog, it finds private and shadow MCP servers too. Its events can be streamed to Log Analytics or Microsoft Sentinel as the NetworkAccessGenerativeAIInsights category; MCP servers running locally on a device aren’t visible to it.22 Any of these views tells the agency which services are in use. Neither tells it whether a service is authorized to hold federal data; that is the authorization verdict of Book 15, Chapter 06, which applies to AI services exactly as to any other SaaS.
Applications holding consented access. An AI service a user connected through OAuth holds a delegated grant to agency data whether or not anyone thinks of it as AI. The consent baseline (SCuBA MS.AAD.5.2v1, user consent restricted) and app governance in Defender for Cloud Apps are described in Book 04, Chapter 05 and Book 15, Chapter 06. Two Agent ID behaviors matter here. The admin consent workflow “doesn’t work correctly for permissions requested by agent identities,” so requests for agents bypass the workflow the program relies on for everything else and go directly to an administrator; and a set of high-risk Microsoft Graph permissions, including Application.ReadWrite.All, RoleManagement.ReadWrite.All and User.ReadWrite.All, can’t be granted to agents at all.9 The program’s consent review therefore lists grants to agent identities separately, because they never passed through the workflow’s record.
Agents running on endpoints or reaching the internet. Microsoft Defender for Endpoint discovers local AI agents, including command-line agents, desktop apps, agentic IDEs and editor extensions, and their configured MCP servers on Windows and macOS. Discovery is generally available on both, except listed preview scenarios such as VS Code extensions on macOS and agents in Windows Subsystem for Linux.23 Most agents are listed when Defender observes the agent’s process running; VS Code extensions are listed from installed-extension data the client collects, without the extension running. Microsoft is explicit that this “isn’t a complete inventory of installed software.”24 The Defender portal’s AI agent inventory combines those local agents with agents built in Copilot Studio, Microsoft Foundry, Microsoft 365 and supported non-Microsoft platforms, with risk indicators, tools and identities for each.25 Global Secure Access’s AI agent discovery, in preview, classifies each agent it sees in network traffic as managed or shadow according to whether it is registered with Microsoft Entra Agent ID, and needs the Global Secure Access client with TLS inspection for local agents.26 The managed-or-shadow test is the right one; the program applies it to every source, not only to network traffic.
AI built in the agency’s own clouds. The AI security posture management capability in Defender for Cloud’s Defender CSPM plan discovers AI workloads and models in use, such as Azure OpenAI, Azure Machine Learning and Amazon Bedrock resources.27 A model endpoint stood up in a development subscription is shadow AI if no inventory entry and no identity record cover it, even though it sits inside an authorized cloud boundary.
One gap no tool closes. Conditional Access, and every Entra signal in this chapter, protects only resources secured by Microsoft Entra ID: “if an agent accesses resources using an API key, it bypasses the Microsoft Entra ID authentication and token issuance pipeline entirely.”8 An agent that reaches a model provider or a third-party API with a static key is invisible to identity monitoring. That is one reason Chapter 06 treats stored secrets as a finding in their own right, and why the endpoint and network surfaces above are not optional.
Release stage and government-cloud availability
Every tool above is in a different place, and several are absent from the higher government clouds. The table is as of October 2026; the program’s rule is to re-check the vendor’s own availability page at procurement and at every annual inventory refresh.
	Capability
	Release stage
	GCC (commercial Entra)
	GCC High and DoD (Azure Government)

	Agent ID platform: agent identities, blueprints, sponsors, agent sign-in and audit logging
	Generally available (April 2026)5
	Agent 365’s registry, lifecycle and Entra features listed as available in GCC28
	Not listed on the Entra availability page for Azure Government;16 confirm with Microsoft

	ID Protection for workload identities
	Generally available
	Available
	Workload ID Premium listed as available in Azure Government16

	ID Protection for agents; agent risk in Conditional Access
	Preview1819
	Listed for agents with delegated access28
	Not stated; confirm

	Defender for Cloud Apps generative AI discovery
	Generally available
	Available
	Parity with commercial except listed app governance detections29

	Global Secure Access shadow AI discovery
	Not labeled preview on its page21
	Global Secure Access available in GCC30
	Not yet supported30

	Global Secure Access AI agent discovery
	Preview26
	As above
	Not yet supported

	Global Secure Access Generative AI Insights (prompt and MCP logging)
	Preview22
	As above
	Not yet supported

	Entra Health monitoring for agent sign-ins
	Preview6
	Not stated; Health monitoring needs P1 or P2
	Not stated; confirm

	Defender for Endpoint local AI agent discovery
	Generally available on Windows and macOS, except VS Code extensions on macOS and Windows Subsystem for Linux, in preview23
	Agent 365’s “sync shadow AI endpoint agents” and “block unsanctioned local endpoint agents” listed as not available in GCC28
	Not stated; confirm

	Defender CSPM AI security posture management
	Generally available
	Azure commercial
	Generally available in Azure Government27


Microsoft states that as of October 1, 2026, Agent 365 “meets all FedRAMP High controls reviewed by Microsoft’s independent third-party assessor” and that final authorization “is pending.”28 Until a certification appears on the FedRAMP Marketplace, an agency treating Agent 365 as in its boundary is relying on a pending decision. The agency still authorizes its own system, as Book 10, Chapter 03 explains.
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The declared side
The declared side of an AI system has two halves. The federal AI use-case inventory supplies the agency’s own reported facts about it; Chapter 03 reads those fields as identity obligations. The 2025 inventory’s data dictionary includes the use case’s development stage, its classification (with “Agentic AI” defined as “AI systems that perform tasks or make decisions autonomously with minimal human intervention”), whether it has an associated authorization to operate (have_ato) and the name of that system (system_name_ato), whether it involves PII maintained by the agency (has_pii), an optional link to its privacy impact assessment (pia_url), the agency bureau, and a contact email for the responsible individual or team.31 The program’s identity record (Chapter 05) supplies the rest: the directory objects the system uses, its sponsor and technical owner, its organizational placement and its credentials.
M-25-21 requires each agency (other than the Department of Defense and the Intelligence Community) to inventory its AI use cases at least annually.1 The inventory is therefore a slow, self-reported source. The program uses it as a declaration to check, not as an observation, and it marks any inventory vintage older than 13 months as stale, which is a design choice, not a federal rule.
The findings
Each AI finding is an instance of one of the five drift classes in Book 13, Chapter 06, as every domain check in the workbook is. Book 13 lets a domain check pin its own severity; the severities below are the program’s pinned values, with the reason given where they differ from Book 13’s default rule.

	Finding
	What is compared
	Class
	Severity
	Fixed automatically?
	Routed to

	An agentic AI system with no governed identity
	An inventory entry classified as agentic, piloted or deployed, with no identity record, or an identity record whose directory objects have no sponsor
	Identity
	P1
	Never
	System owner and ISSO; the authorizing official informed

	A shadow AI identity
	A directory object, consented app or discovered agent that acts with credentials and matches no identity record
	Identity
	P1
	Never
	Security operations first, then the owner once found

	A deployed AI system with no recorded authorization
	have_ato is No or blank, or system_name_ato doesn’t resolve to an authorization in the agency’s records
	Authorization
	P2 on the inventory answer; P1 once the records confirm it
	Never
	Authorizing official and ISSO

	An AI identity with no accountable human
	No sponsor, a sponsor who has left, or no sponsor who is a federal employee mastered in HR
	Identity
	P2 (pinned)
	Never
	Identity governance officer

	A credential or permission added outside the pipeline
	An audit event adding a credential, grant or role with no matching change record
	Authorization
	P1
	Never
	Security operations

	An AI system with no organizational placement
	The identity record lacks the placement attribute every governed principal carries
	Schema
	P2
	Within its operation class’s ceiling
	Identity engineering

	PII with no privacy impact assessment reference
	has_pii is Yes and no PIA in the privacy office’s register covers the system
	Provenance
	P2 (pinned)
	Never
	Privacy officer

	An unsanctioned generative AI service in use
	A discovered service with no authorization verdict
	Authorization
	P2 (pinned)
	Never
	The SaaS authorization gate of Book 15, Chapter 06

	An inventory entry with no development stage recorded
	A use case whose stage column is empty, so the stage-dependent checks cannot run
	Provenance
	P2
	Never
	Inventory coordinator

	A retired AI system whose identity still holds access
	An inventory entry reported as retired, with a credential, grant or role still live on a matching directory object
	Identity
	P1 (identity drift on a live object)
	Never
	Security operations first, then the identity governance officer

	An inventory entry with no contact
	A use case whose contact field is empty, so no person can be asked about it
	Provenance
	P2
	Never
	Identity governance officer

	A non-agentic AI system with no identity record
	An inventory entry classified as not agentic, with no identity record for any directory object it uses
	Identity
	P2
	Never
	System owner and identity engineering



Five of the rows need comment; the four inventory-quality and leaver rows at the end of the table take P2 except the retired system that still holds access, which is P1 because it is identity drift on a live object.
The agentic AI system with no governed identity is the finding this book exists to prevent. An AI system that can act, not just answer, and has no identity record behind it is a principal nobody owns holding access nobody reviews. Book 13’s default rule makes identity drift on a live object P1, and the program keeps it there: it halts, it alerts a named person, and nothing remediates it automatically, because the right fix might be to issue an identity, to disable an agent that turns out to be unwanted, or to correct an inventory entry that misclassified a chatbot as an agent. Those are decisions, not repairs.
The deployed system with no recorded authorization is pinned at P2 on the inventory answer alone because the inventory is self-reported and the field can be wrong in either direction: a use case answered No when it sits inside an authorized platform, or Yes with a system name that matches nothing. The finding asks the ISSO to resolve the answer against the agency’s authorization records. Once the records confirm that a deployed AI system is operating with no authorization, the finding becomes P1, because M-25-22 requires an AI system operated as an information system to receive an authorization to operate “prior to deployment.”32 The finding never closes on its own and the engine never accepts the risk; only the authorizing official does (Chapter 08).
The AI identity with no accountable human includes the sponsor who left. Microsoft Entra Lifecycle Workflows can transfer an agent’s sponsorship to the departing sponsor’s manager, generally available since May 2026,5 and Agent ID requires a sponsor when an agent identity or blueprint is created but allows guest users to be sponsors.33 The program’s record requires a federal employee mastered in HR as sponsor (Chapter 08), so an AI system whose only sponsors are guests or contractors is a finding even though the platform accepts it, and a transfer to a manager who doesn’t accept the sponsorship within the program’s window is too. The row is pinned at P2, below Book 13’s P1 default for identity drift on a live object, because the finding has its own bounded response: once the identity governance officer confirms it, a person disables the agent, and the sponsoring office has 30 days to name a sponsor or retire it (Chapter 05). Raising it to P1 is the alternative if the agency wants no such window.
The PII with no PIA reference row is pinned below Book 13’s default for provenance drift because the inventory’s pia_url field is optional and asks only for a publicly available link,31 so its absence proves nothing. The finding asks the privacy office whether its own register covers the system. A confirmed gap goes to the privacy office as a privacy decision, not to the identity team.
The unsanctioned generative AI service is a finding about data, not about an identity the agency issued, and its remedy is the SaaS gate: an authorization verdict and then either sanction or block. Marking an app unsanctioned in Defender for Cloud Apps blocks it on devices onboarded to Defender for Endpoint, or warns users if the security team chooses.34 The program pins it at P2 so it enters the queue with an owner and a clock, rather than living only in a discovery dashboard.
What the engine does and doesn’t do
The AI findings follow the same rules as every other finding in Book 13. Severity sets the clock; the operation class’s ceiling sets who may act. The program enumerates no AI finding for unattended remediation except filling a missing placement from the sponsor’s organization, and even that runs only as a gated change. Disabling a running agent is never automatic. It may be the right response, and Agent ID gives both sponsors and owners the ability to disable an agent identity,33 but whether an agent’s behavior is an incident is a security operations decision and whether it should exist at all is the sponsor’s.
The annual inventory refresh is the other trigger. When the agency submits a new inventory, the program compares it with the last one: a new piloted or deployed entry needs an identity record before its next sign-in; a retired entry starts the leaver process of Chapter 05; a changed authorization answer is re-checked against the records. Chapter 09 describes how the scan runs at agency and central level.
[bookmark: _Toc00000800]From finding to evidence
Every finding above becomes one record in the evidence contract of Book 12, Chapter 02, with the same eight fields as a patch or configuration finding. The design question is the join key. Book 12’s key is the naming plane’s authoritative asset identity, because every stack has its own idea of what a server is called. AI systems have the same problem in a sharper form: the inventory’s use-case ID, the directory’s object IDs for each blueprint, agent identity and service principal, the Defender agent ID and the cloud resource ID all describe one system and agree on nothing. In the program’s design, asset_id for an AI finding is the AI system’s identity record key, and the record maps every one of those identifiers to it. A finding keyed on a display name is rejected at intake, because display names are reused and renamed.
	Field
	Example: an agentic system with no governed identity

	asset_id
	The identity record key, or for a system with no record, the inventory use-case ID it was found under

	source
	The inventory comparison (or the discovery tool, for a shadow finding)

	surface
	identity

	control
	AC-2, IA-4

	state
	Inventory classification Agentic AI, stage Deployed; no identity record; no sponsor

	verdict
	fail

	observed_at
	The time of the comparison, in synchronized time

	disposition
	open


The control column uses SP 800-53 Rev. 5. The program’s mapping, which is design rather than a published crosswalk, is:
	Finding
	Controls

	Agentic system with no governed identity
	AC-2 (account management), IA-4 (identifier management), IA-9 (service identification and authentication)

	Shadow AI identity
	CM-8 and CM-8(3) (component inventory; automated unauthorized component detection), CA-7

	No recorded authorization
	CA-6 (authorization), CA-7 (continuous monitoring)

	No accountable human
	AC-2, CM-8(4) (accountability information)

	Credential or permission outside the pipeline
	AC-2, AC-2(12) (account monitoring for atypical usage), IA-5 (authenticator management)

	No organizational placement
	IA-4, AC-2

	PII with no PIA
	RA-8 (privacy impact assessments)

	Unsanctioned generative AI service
	SA-9 and AC-20, as in Book 15, Chapter 06

	No development stage recorded
	CM-8 (system component inventory), PM-5 (system inventory)

	Retired system still holding access
	AC-2 (account management), IA-5 (authenticator management), CM-8

	No contact
	AC-2, CM-8(4) (accountability information)

	Non-agentic system with no identity record
	AC-2, IA-4 (identifier management)


The source design for this mapping cited PT-2 as the privacy impact assessment control and AR-2 for privacy risk assessment. In Rev. 5, PT-2 is Authority to Process Personally Identifiable Information, the privacy impact assessment control is RA-8, and the AR family from Rev. 4’s privacy appendix no longer exists; the table is corrected accordingly.35 It also drops CA-8 (penetration testing) and SI-7 (software integrity), which don’t describe the gaps those findings measure.
The disposition rules are Book 12’s. A record is applied only when a later observation of the same asset_id shows the fixed state: an identity record that now exists with a sponsor, an authorization the ISSO located, a credential removed. It is accepted risk only with the authorizing official’s acceptance and its plan of action and milestones reference. A ticket marked resolved closes nothing. Chapter 10 shows how these records reach the authorization package.
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· Discovery is partial by design. Endpoint discovery needs observed activity and an onboarded device; network discovery needs the client and TLS inspection; cloud posture discovery sees only subscriptions it is connected to. An agency that can’t see a surface should say so in its continuous monitoring strategy rather than report a clean result.
· API keys are invisible to identity monitoring. Any AI that authenticates with a static key outside Entra produces no sign-in, no risk detection and no Conditional Access decision.
· The inventory is self-reported and annual. It is a declaration, and the comparison can only be as current as its last vintage.
· The higher government clouds lag. Several capabilities in this chapter are commercial or GCC only, and some Agent ID features aren’t listed for Azure Government at all. A GCC High or DoD agency may have to rely on ordinary workload identity telemetry and the identity record for longer.
· Preview signals change. Agent risk, the agent Conditional Access targets and network agent discovery are preview. The program collects them and doesn’t build enforcement on them.
[bookmark: _Toc00000802]What this chapter establishes
	Old habit
	What replaces it

	AI systems are monitored like any other app, if at all
	Every AI identity’s sign-ins, changes and risk are collected, and each one is tied to an identity record

	Shadow AI is a one-time discovery exercise
	Four discovery surfaces feed the same comparison continuously

	“Is this an agent?” is answered from a display name
	It is answered from the identity record key, with the agentType property where Agent ID is used

	A discovered AI tool sits on a dashboard
	It becomes a finding with a class, a severity, an owner and a window

	An agentic system with no identity is a backlog item
	It is P1: halt, alert and a human decision

	The inventory’s authorization answer is taken at its word
	It is resolved against the agency’s authorization records, and a confirmed gap is P1

	Preview features are switched on and relied on
	They are collected and triaged; enforcement waits for general availability in the agency’s cloud
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[bookmark: _Toc00000804]Chapter 08 — Who Owns AI Identity Governance
AI governance gave agencies a new executive, but the AI system still signs in through the old machinery, and each part of that machinery already has an owner.
[bookmark: _Toc00000805]In this chapter
Where the roles come from: OMB M-25-21 and M-25-22, NIST’s Risk Management Framework and AI Risk Management Framework, and the sponsor and owner model in Microsoft Entra Agent ID. Then each role: the Chief AI Officer and the AI governance board, the CIO, the CISO, the authorizing official, the official who accepts risk for an AI use case, the system owner and ISSO, the agent’s sponsor and technical owner, the identity team, security operations, the privacy officer and acquisition. Who must be a government official, a responsibility matrix consistent with Book 00 Chapter 07, Book 04 Chapter 06, Book 13 Chapter 09 and Book 14 Chapter 10, and the separations that keep AI decisions honest.
When an agency first asks who owns its AI agents’ identities, three answers usually come back at once. The Chief AI Officer’s office says the identity team does, because identities are an identity matter. The identity team says the Chief AI Officer does, because the agents are AI. And the program office that built the agent says it already accepted the risk when it signed its AI impact assessment. All three are partly right, and the combination leaves an agent with credentials, data access and no one who will answer for it.
The way out is the same one every Who chapter in this workbook uses: separate the decisions, give each one a single decider, and check that no new role quietly absorbs a decision an existing one already holds. AI adds one new executive role and one new kind of risk decision. It doesn’t add a new authorizing official, a new account manager or a new way to accept security risk. Most of this chapter is about fitting the new pieces beside the old ones without overlap.
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Two decision tracks meet on one AI system: the AI use-case track under the Chief AI Officer and the authorization track under the authorizing official. Neither stands in for the other.
[bookmark: _Toc00000806]Where the roles come from
OMB M-25-21 creates the AI-specific roles. Within 60 days of the memo, each agency head had to retain or designate a Chief AI Officer, who “will promote AI innovation, adoption, and governance, in coordination with appropriate agency officials.” The agency may designate an existing official, such as the CIO, Chief Data Officer or Chief Technology Officer, “provided that individual has significant expertise in AI.” In CFO Act agencies the Chief AI Officer must be at the Senior Executive Service, Scientific and Professional or Senior Leader level, and elsewhere at or above GS-14, with the authority to perform the duties and the standing to engage regularly with the Deputy Secretary.1 Each CFO Act agency also convenes an AI governance board, chaired at the Deputy Secretary level with the Chief AI Officer as vice-chair, and with representation from IT, cybersecurity, data, budget, legal counsel, privacy, civil rights and civil liberties, among others; existing bodies may serve.1
The same memo separates two risk decisions. It asks agencies to enable “trained and accountable agency officials at the lowest appropriate level to identify, assess, mitigate, and accept risk for AI use cases,” preferably officials “accountable for the mission outcome,” and then says in a footnote that this process “is separate from, and does not supersede, the authorization process for information systems” under OMB Circular A-130. A second footnote repeats it for systems: agencies “must continue to follow applicable authorization to operate requirements.”1 That is the split in the figure above, and the rest of the chapter depends on it.
OMB M-25-22, the companion acquisition memo, adds three things. Agencies convene a cross-functional team for AI acquisitions, drawing on acquisition, IT, cybersecurity, privacy, civil rights, budgeting, data, legal and program evaluation expertise. Senior agency officials for privacy have “early and ongoing involvement” in acquiring or contracting for AI that involves PII. And “any AI systems and services operated as an information system by or on behalf of an agency must receive an authorization to operate from an appropriate agency official prior to deployment.”2 OMB M-26-10, issued in March 2026, reinforces the CIO’s part: under FITARA a covered CFO Act agency can’t enter a contract for IT or IT services unless the CIO has reviewed and approved it, and from May 2026 those CIOs reported the contracts they approved to OMB monthly, a requirement the memo sunsets in October 2026 after the sixth report unless OMB extends it.3 No OMB memorandum issued through M-27-01 of October 2026 rescinds or replaces M-25-21 or M-25-22.4
NIST’s Risk Management Framework gives the system roles, unchanged for AI. The authorizing official “is the only organizational official who can accept the security and privacy risk,” and for federal agencies the role is an inherent government function assigned to government personnel only. The system owner is responsible for the system across its life and, with the information owner, “decides who has access to the system (and with what types of privileges or access rights).” The CIO designates the senior agency information security officer, and the senior agency official for privacy is also government-only. SP 800-37 also says organizations should “ensure that there are no conflicts of interest” when one person holds several risk management roles.5 NIST’s AI Risk Management Framework asks for the same clarity in AI terms: roles and responsibilities for mapping, measuring and managing AI risk that are “documented and are clear to individuals and teams throughout the organization” (GOVERN 2.1), executive leadership that “takes responsibility for decisions about risks associated with AI system development and deployment” (GOVERN 2.3), and defined roles for human-AI configurations and oversight (GOVERN 3.2).6
Microsoft Entra Agent ID brings a platform model that fits the program’s split between deciding and doing. Sponsors are “business representatives accountable for the agent’s purpose and lifecycle decisions, including access reviews and agent retention, without technical administrative access”; at least one is required for each agent identity and blueprint. Owners are “technical administrators responsible for operational management,” including credentials; they are optional. Managers place an agent’s user account in the organization’s hierarchy. These relationships are separate from directory roles such as Agent ID Administrator.7 The program uses the same words for every AI system, whether or not it runs on Agent ID.
[bookmark: _Toc00000807]Deciding, doing and being consulted
The program’s model, from Book 01, Chapter 09, separates three kinds of involvement. Deciding means being accountable for the outcome and able to say no. Doing means building, configuring, operating or remediating. Being consulted means the decision can’t be made well without that role’s input. Every row of the matrix below has one decider. Where two roles look as if they both decide, the row has been split until they don’t.
[bookmark: _Toc00000808]The roles
The Chief AI Officer and the AI governance board
M-25-21 gives the Chief AI Officer ten duties. The ones that touch identity governance are to maintain the agency’s AI use case inventory; to set up the processes for determining and documenting high-impact use cases, monitoring their performance, overseeing compliance with AI risk requirements, independently reviewing high-impact use cases before risk acceptance, and centrally tracking them; to advise on an AI-ready workforce; and to ensure custom-developed AI code and data are inventoried.1 The Chief AI Officer may also waive one or more minimum practices for a specific high-impact application after a written, system-specific determination, must certify each waiver annually, and can’t delegate that responsibility; and certifies pilots that are exempt from the minimum practices.1
What the memo doesn’t give the Chief AI Officer is as important. The Chief AI Officer doesn’t authorize systems to operate, doesn’t accept security or privacy risk for a system, doesn’t manage accounts and doesn’t run the identity platform. In the program’s design the Chief AI Officer owns the declared side of AI identity governance: the inventory is the list of AI systems the agency says it has, and Chapter 03 reads it as the source of identity obligations. The program asks the Chief AI Officer to make one policy decision that ties the two sides together: no AI use case is recorded as piloted or deployed in the inventory without a link to its identity record. That is design, not a federal requirement, but it is the decision that keeps Chapter 07’s comparison possible.
The AI governance board coordinates; it doesn’t replace the deciders below. M-25-21 makes it the forum where the Chief AI Officer supports the Deputy Secretary on AI activities.1 The program’s own governance board (Book 13, Chapter 09) reviews changes to the authoritative record and its rules. In a small agency the same people may sit on both. Keep the agendas and the decision records separate: a change to what the identity record requires of AI systems is a rule change for the program’s board, and a change to the agency’s AI use policy is a matter for the AI governance board.
The CIO
The CIO’s part is the platform and the money. The CIO designates the CISO (the senior agency information security officer), oversees the security program and its trained personnel, and reports on it to the agency head.5 Under FITARA the CIO approves contracts for IT and IT services, which includes most AI products and services, and in covered CFO Act agencies reported those approvals to OMB monthly from May to October 2026, unless OMB extends that reporting.3 With the executive sponsor, the CIO decides budget and licenses for the program (Book 00, Chapter 07), including the identity and monitoring licenses this book’s design needs, such as Workload ID Premium or the agent capabilities Chapter 07 describes.
The CIO also decides one thing the other roles can’t: what happens to shadow AI that belongs to no system. A discovered agent or AI workload that no system owner will claim has no one below the CIO who can either bring it under an authorization or order it removed.
The CISO
The CISO sets the control requirements AI identities must meet, as for every other target surface (Book 00, Chapter 07): which credential types are allowed and which are findings, the Conditional Access baseline for workload and agent identities, the logging categories every AI identity must emit and how long they are kept, and the evidence standard a closed AI finding must meet. The CISO decides on continuous monitoring evidence and drift findings and approves bounded exceptions (Book 13, Chapter 09). And because the authorization verdict for a SaaS service is a security decision (Book 15, Chapter 06), the security approver, in the CISO’s office, decides whether a generative AI service may hold agency data before anyone sanctions it.
The authorizing official
Nothing about AI changes the authorizing official’s role, and that is the point. Every AI system operated as an information system needs an authorization to operate before deployment.2 There is no separate AI authorization, and an AI impact assessment’s risk acceptance is not one.1 The authorizing official alone accepts the residual security and privacy risk of the AI system, decides whether a change to it requires reauthorization, approves its plan of action and milestones and makes the ongoing authorization decision (Book 14, Chapter 10).
For AI, the significant-change question comes up more often than for most systems. Adding a tool or an MCP server to an agent, granting it a new application permission, giving it its own user account, or changing its underlying model can each change what it can do to agency data. In the program’s design the system owner raises each of those as a candidate significant change, and the authorizing official decides; the identity team’s change record is the evidence that the question was asked.
The official who accepts risk for an AI use case
M-25-21 creates a second signature. Before deploying a high-impact use case, the agency completes an AI impact assessment that ends in “risk acceptance, supported by a signature from the individual accepting the risk,” after an independent reviewer “who has not been involved in the development” has commented and those comments have been shared with that individual.1 The memo encourages assigning the decision to officials accountable for the mission outcome. In most agencies that is the mission or business owner of the program the AI serves, a role SP 800-37 describes as a key stakeholder that “may also serve in the role of authorizing official.”5
The program keeps the two signatures distinct even when one person holds both. The use-case signature accepts the AI’s effects on the mission and on the public: its purpose, data quality, impacts on privacy, civil rights and civil liberties, and costs. The authorization accepts the system’s residual security and privacy risk. An agency that lets one stand in for the other has either deployed an AI system without an authorization or authorized one without anyone accepting its impact on people.
The system owner and the ISSO
The system owner owns the AI system and therefore its identities. SP 800-37 gives the system owner the system’s life from procurement to disposal and, with the information owner, the decision about who has access and with what privileges.5 For an AI system that decision is about the AI itself: which data, which APIs and which tools its identities may reach. The system owner keeps the identity record current, names the sponsor, decides how AI drift findings on the system are remediated within their windows (Book 13, Chapter 09), and decides whether a shadow AI identity found inside the system is accepted into the boundary or removed, the same decision Book 15, Chapter 10 gives the system owner for any shadow asset. The system owner also ensures operators of the AI receive the system-specific training M-25-21 requires for high-impact use, which Book 16 covers.1
The ISSO is the system’s representative in the work: resolving the inventory’s authorization answer against the records, assessing the security impact of each change to the AI’s identities and tools, and assembling the identity evidence for the authorization package (Chapter 10).
The agent’s sponsor and technical owner
Every AI system has a sponsor: the person accountable for why it exists. The sponsor decides whether it should still exist, renews or ends its access, answers access reviews for it, and is the person security operations asks whether its behavior is expected. Agent ID gives sponsors exactly that scope: they can disable or soft-delete an agent identity and change its sponsors, but can’t change its configuration or re-enable it.7 The technical owner keeps the configuration and credentials correct and can recover an agent the sponsor disabled.7
The program adds three rules to the platform’s model, all design:
1. The sponsor of record is a federal employee mastered in HR. Agent ID allows guest users to be sponsors and allows some groups.7 The program allows a group only as a co-sponsor beside a named employee, and never a guest or contractor as the sole sponsor, because the sponsor makes lifecycle decisions for an agency principal. A contractor may be the technical owner.
1. At publication, sponsorship moves to the people who rely on the agent. Microsoft notes that for unpublished agents creators often sponsor, while for published agents sponsors “typically come from teams using the agent.”7 The builder becomes the technical owner; the using program’s employee becomes the sponsor.
1. Sponsorship follows the person’s lifecycle. When a sponsor moves or leaves, Lifecycle Workflows can transfer sponsorship to the sponsor’s manager, generally available since May 2026.8 The manager must accept or reassign it within the program’s window, or Chapter 07 raises a finding. HR-driven mover and leaver events from Book 03 are the trigger.
For an AI system built on an ordinary service principal or managed identity, the same two roles are recorded in the identity record, and the application’s Owners list holds only technical owners, as Book 04, Chapter 05 recommends for every application.
The identity team
The identity team is the two roles of Book 04, Chapter 06. The identity governance officer decides the risk tier of an AI application, admin consent outside the lowest tier, federated credentials added to an application, ownership transfers and the remediation of orphaned AI identities, under the CISO’s requirements. Because the admin consent workflow doesn’t work for permissions requested by agent identities, which go directly to an administrator, the identity governance officer reviews those grants after the fact and on the annual consent review.9 Identity engineering builds: blueprints, agent identities, workload identity federation, the Conditional Access policies for workload and agent identities, the identity record’s links to directory objects, and the log exports. It executes; it doesn’t approve what it builds.
Security operations
Security operations watches what AI identities do. It owns the detections Chapter 07 lists, triages risky workload identities and risky agents, and decides whether a behavior is an incident. As in Book 04, it decides incident-driven revocation, because speed matters more than the approval chain: disabling an agent, revoking its grants or confirming it compromised. It then hands the decision about the agent’s future back to the sponsor and the system owner. Book 12, Chapter 10 assigns the rest.
The privacy officer
The senior agency official for privacy, or the privacy office acting for that official, decides the privacy questions an AI system raises: whether a privacy impact assessment is needed and whether it covers the AI, and whether the system’s use of PII is authorized. Under M-25-22 the privacy official is involved early in any acquisition of AI that involves PII, including pre-solicitation planning and requirements.2 In the authorization path, the privacy official approves the categorization and privacy plan for systems with PII (Book 14, Chapter 10). The PII finding of Chapter 07 goes to this role.
Acquisition
The contracting officer and the M-25-22 cross-functional team turn the identity requirements into contract terms before an AI product or service is bought. The program’s minimum terms, which are design: a vendor-operated agent working in the agency’s tenant uses an identity the agency issues and can disable; the vendor names a technical owner and supports the agency’s sponsor model; the service emits sign-in and activity logs the agency can export; no shared or static credentials where federation is supported; and the agency is told of any new tool, model or permission the agent acquires. M-25-22 also asks agencies to monitor contracted AI for emerging risks during contract administration.2 M-26-04 adds contract requirements for large language models on truthfulness and ideological neutrality, which acquisition carries but which aren’t identity terms.10 The CIO approves the IT contract and the system owner owns the requirements. M-25-22 required agencies to update their procedures so that relevant officials can review planned AI acquisitions and give feedback on performance and risk management;2 in the program’s design the Chief AI Officer’s office is one of those reviewers.
[bookmark: _Toc00000809]Who must be a government official
	Role
	Government personnel only?
	Program position

	Authorizing official
	Yes (SP 800-37)
	Signs every authorization and every acceptance of residual risk for an AI system

	CIO, CISO, senior agency official for privacy
	Yes (SP 800-37)
	—

	Chief AI Officer
	M-25-21 sets a grade (SES, ST or SL in CFO Act agencies; GS-14 or above elsewhere)
	A federal position; the waiver authority can’t be delegated

	Official accepting risk for an AI use case
	Not stated
	A government official, because the signature accepts the AI’s effect on the public; program design

	System owner
	Not stated
	A government official; program design (Book 14, Chapter 10)

	Sponsor of an AI system
	Not stated; Agent ID allows guests
	A federal employee mastered in HR; program design

	Technical owner, identity engineering, ISSO
	Not stated
	A contractor may serve, with government oversight


Sources: SP 800-37 Rev. 2 Appendix D;5 M-25-21 §3(a)(i) and §4(a)(ii);1 Agent ID sponsor rules.7
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One AI identity, several owners, each answering a different question about it.
[bookmark: _Toc00000810]The responsibility matrix
D = decides (accountable) · R = does the work · C = consulted · blank = informed at most. “Use-case risk acceptor” is the official M-25-21 asks to accept risk for an AI use case. “Identity team” is the identity governance officer (IGO) and identity engineering, each for their own rows. The program office’s triage of findings, the governance board and the records officer are outside the matrix; Book 13, Chapter 09 places them.

	Decision or work item
	CAIO
	CIO
	CISO
	AO
	Use-case risk acceptor
	System owner / ISSO
	Sponsor
	Identity team
	Security ops
	Privacy
	Acquisition

	Maintain the AI use case inventory
	D, R
	
	
	
	C
	R
	C
	C
	
	C
	

	Inventory entries link to identity records (policy)
	D
	C
	C
	
	
	C
	
	C
	
	
	

	High-impact determination
	D
	
	
	
	R
	R
	C
	
	
	C
	

	Waiver from a minimum practice for high-impact AI
	D
	
	C
	C
	C
	R
	
	
	
	C
	

	Certify a pilot exempt from the minimum practices
	D
	
	
	
	C
	R
	
	
	
	
	

	AI impact assessment and its risk acceptance
	C
	
	C
	C
	D
	R
	C
	
	
	C
	

	Generative AI acceptable-use policy
	D
	C
	C
	
	
	
	
	
	
	C
	C

	Authorization to operate for an AI system
	C
	C
	C
	D
	C
	R
	
	C
	
	C
	

	Does a new tool, permission, user account or model require reauthorization?
	C
	
	C
	D
	C
	R
	C
	C
	
	
	

	Ongoing authorization decision
	C
	C
	C
	D
	
	R
	
	
	
	C
	

	Identity record created before any credential is issued
	C
	
	
	
	
	R
	R
	D (IGO), R
	
	
	

	Name the sponsor; move sponsorship at publication
	
	
	
	
	C
	D
	R
	C
	
	
	

	Sponsor transfer on mover or leaver
	
	
	
	
	
	C
	R
	D (IGO), R
	
	
	

	Control requirements for AI identities: credentials, Conditional Access, logging
	C
	
	D
	C
	
	C
	
	R
	C
	
	

	Credential type and rotation for an AI system
	
	
	C
	
	
	D
	
	R
	C
	
	

	Federated credential added to an AI application
	
	
	C
	
	
	R
	
	D (IGO), R
	C
	
	

	What data and tools an AI identity may reach
	
	
	C
	
	
	D
	C
	R
	
	C
	

	Admin consent for an AI application or agent, outside the lowest tier
	
	
	C (critical scopes)
	
	
	R
	C
	D (IGO)
	C
	
	

	Authorization verdict for a generative AI service
	C
	
	D (security approver)
	
	
	C
	
	C
	
	C
	

	Detections, risky agent and workload identity triage
	
	
	C
	
	
	C
	C
	C
	D, R
	
	

	Disable an AI identity during an incident
	
	
	C
	
	
	C
	C
	R
	D
	
	

	Shadow AI found inside a system: accept into the boundary or remove
	C
	
	C
	
	
	D
	C
	R
	R
	
	

	Shadow AI that belongs to no system
	C
	D
	C
	
	
	
	
	R
	R
	
	

	Remediate an AI drift finding within its window
	
	
	C
	
	
	D
	R
	R
	
	
	

	Bounded exception with an end date and compensating control
	
	
	D
	C
	
	R
	C
	C
	C
	
	

	Exception with no end date or no compensating control
	
	
	R
	D
	C
	R
	C
	C
	C
	
	

	Privacy impact assessment for an AI system with PII
	C
	
	
	
	C
	R
	
	
	
	D
	

	AI acquisition: identity, logging and credential terms
	C
	D
	C
	
	
	R
	
	C
	
	C
	R

	Training for operators of a high-impact AI system
	C
	
	C
	
	
	D, R
	C
	
	
	
	

	Retire an AI system as a whole: identities, grants, inventory entry (retiring a single agent is its sponsor’s decision)
	R
	
	
	
	C
	D
	R
	R
	
	
	

	AI identity evidence in the authorization package
	C
	
	C
	
	
	D, R
	
	R
	R
	
	



Eight rows need comment.
The inventory link row is the Chief AI Officer’s decision because the inventory is the Chief AI Officer’s under M-25-21. The Chief AI Officer names an inventory coordinator, the role Chapter 09 routes the scan’s findings to, who keeps the inventory current day to day and keeps owner and sponsor names out of the public file. The identity team is consulted because it must be able to produce the identity record key the inventory entry points at. Without this one decision, the comparison in Chapter 07 has nothing to join on.
The high-impact, waiver and pilot rows follow M-25-21. An appropriate official documents a determination that a presumed high-impact use case isn’t high-impact and the Chief AI Officer may revisit it; waivers are the Chief AI Officer’s alone and can’t be delegated; pilots need the Chief AI Officer’s certification.1 The authorizing official is consulted on waivers because a waived practice may leave a risk the authorization has to carry.
The impact assessment row gives the decision to the use-case risk acceptor, not the authorizing official, and the authorization row the reverse. The authorizing official is consulted on the impact assessment and the use-case risk acceptor on the authorization, so each sees what the other accepted. Where one person holds both roles, they sign twice, on two documents.
The identity record row gives the IGO the decision because creating a principal is identifier management (IA-4), and the record is the IGO’s registry for AI as it is for applications in Book 04. The rule that the record exists before any credential is issued is design, and it is what makes an agentic system with no governed identity a finding rather than a normal state.
The credential, federated credential and consent rows are copied from Book 04, Chapter 06 so the books agree: the application owner (here the system owner) decides credential type and rotation, the IGO decides federated credentials and admin consent outside the lowest tier (Book 04 gives Tier 3 consent to the application owner, with the IGO informed), and the CISO concurs on critical-rated permissions.
The generative AI rows split policy from verdict. M-25-21 asks agencies to develop a policy on acceptable use of generative AI;1 the program gives that policy to the Chief AI Officer. Whether a particular service may hold agency data is the authorization verdict of Book 15, Chapter 06, which is the security approver’s, in the CISO’s office.
The shadow AI rows split by whether a system owner exists. Inside a system, the system owner decides, as for any shadow asset. With no owning system, only the CIO can assign it to one or order it removed. Security operations does the containment work in both, and the Chief AI Officer is consulted because a shadow AI system kept is a new inventory entry.
The exception rows are the time split every book in this workbook uses: a bounded exception is the CISO’s, an open-ended one or one without a compensating control is the authorizing official’s (Book 13, Chapter 09). A Chief AI Officer waiver of a minimum practice is not an exception to a security control and doesn’t substitute for one.
[bookmark: _Toc00000811]Keeping the roles apart
1. An AI use-case risk acceptance isn’t an authorization, and an authorization isn’t a use-case risk acceptance. M-25-21 says the AI process doesn’t supersede the authorization process, and M-25-22 requires an authorization before deployment.12 The program’s identity record carries both references, and either one missing on a deployed system is a finding.
1. Watch the combined roles. M-25-21 lets an agency name its CIO as Chief AI Officer, and SP 800-37 notes that a CIO may be designated an authorizing official for selected systems.15 The program doesn’t forbid either. It does ask, in line with SP 800-37’s warning about conflicts of interest, that the official who waived a minimum practice for an AI system not also be the sole authorizing official accepting that system’s residual risk; a co-authorizing official or a different authorizing official breaks the loop.
1. The independent reviewer wasn’t on the team. M-25-21 requires the impact assessment’s reviewer to be someone “who has not been involved in the development.”1 The program extends the rule to the identity evidence: the person who built an agent’s identities doesn’t attest to them.
1. The builder doesn’t sponsor a published agent. The technical owner keeps the configuration; the sponsor, from the program that relies on the agent, decides whether it should exist.
1. No AI identity approves access. Agent ID blocks agent identities from the most privileged directory roles and from high-risk Microsoft Graph permissions, and agent identities can’t create other agent identities.911 The program goes further: no AI identity, on Agent ID or not, holds a role that approves access requests, grants consent or changes the rules it is governed by (Book 00, Chapter 07: the component that decides isn’t the one that acts).
1. The authorizing official stays a government official. A contractor may build, operate and own an AI system technically, and may prepare every decision in this chapter except those in the authorizing official’s, the CIO’s, the CISO’s and the privacy official’s columns.
[bookmark: _Toc00000812]Where each Who chapter fits
	Chapter
	What it settles

	Book 00, Chapter 07 — Who Runs the Program
	Program roles, the decision table, gates and rhythm

	Book 01, Chapter 09 — Who Leads the Transformation
	Program-wide decision rights

	Book 04, Chapter 06 — Who Decides Access
	Application risk tiers, consent, credentials, orphaned applications

	Book 12, Chapter 10 — Who Runs Security Operations
	Logging, detection, incident response

	Book 13, Chapter 09 — Who Governs
	The authoritative record, drift review, exceptions

	Book 14, Chapter 10 — Who Owns Compliance
	The RMF roles and the authorization path

	Book 15, Chapter 10 — Who Runs Day Two
	Day-two execution, the CMDB and shadow assets

	This chapter
	The Chief AI Officer beside the RMF roles; AI use-case risk acceptance beside authorization; sponsors and technical owners for AI identities


[bookmark: _Toc00000813]What changes, in one table
	Old habit
	What replaces it

	“The Chief AI Officer owns AI”
	The Chief AI Officer owns the inventory, high-impact determinations and waivers; the system owner owns the AI system and its identities

	The impact assessment signature is the approval to deploy
	The impact assessment and the authorization to operate are two decisions, both required

	Whoever built the agent owns it
	The sponsor decides whether it exists; the technical owner keeps it running; the system owner decides what it may reach

	A sponsor is whoever the platform recorded at creation
	The sponsor of record is a federal employee mastered in HR from the program that relies on the agent, transferred on every move

	Agent consent requests go to whichever admin is asked
	They are reviewed by the IGO like every other grant, because they bypass the consent workflow

	Shadow AI is the security team’s problem
	Security operations contains it; the system owner, or the CIO when there is no system, decides its future

	A contractor team “owns” the agents it built
	Contractors build and operate; government officials sponsor, authorize and accept risk
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[bookmark: _Toc00000815]Chapter 09 — Running the Inventory Scan, Agency and Central
The inventory scan is cheap because it reads answers agencies have already given; it is useful only if every answer it questions ends with an owner who goes and looks.
[bookmark: _Toc00000816]In this chapter
The program’s scan method for one agency: loading an inventory vintage and recording what’s missing from it, the checks that run on inventory answers alone and the ones that need the directory, prioritizing, the report, remediation, and comparing one year’s inventory with the next, with illustrative code. Then the central model: one scan over the published inventory for every agency, what the Continuous Diagnostics and Mitigation program actually does and how far the comparison holds, the four tiers, and the gap no central scan can close.
Chapter 03 read the federal AI use-case inventory as identity data: which fields anchor an identity record, which are leads, and what the inventory doesn’t hold at all. Chapter 07 defined the findings that follow when what the inventory declares is compared with what the directory observes, with their severities, routes and controls. This chapter is the procedure that connects them: how the scan is run, by whom, on which file, and what happens to its output.
The scan exists in two forms, and they share their checks. An agency runs it on its own inventory submission and joins the result to its directory, which lets it see identities as well as answers. A central operator could run it on OMB’s consolidated public inventory for every agency at once, which reaches further but sees only answers. Both are the program’s design. No federal rule requires either one; M-25-21 requires the inventory, not a scan of it.1
The program’s scan script isn’t published with the workbook. Everything below describes the method, and the code is illustrative.
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The program’s inventory scan as a loop: load one vintage, detect gaps from inventory answers and (at agency level) from the directory, prioritize, report, remediate, and close only on a later observation.
[bookmark: _Toc00000817]What the scan reads
M-25-21 requires each agency other than the Department of Defense and the Intelligence Community to inventory its AI use cases at least annually, submit the inventory to OMB and post a public version; it encourages agencies to update the public version on an ongoing basis.1 For the 2025 cycle, OMB’s guidance set December 22, 2025 for submissions and January 28, 2026 for a machine-readable CSV at each agency’s /ai page.2 OMB then compiled the public inventories into one repository. As of April 13, 2026 it holds 3,611 individually reported use cases from the 41 agencies that reported use cases individually, of which 1,818 are deployed or piloted and 445 are high-impact.3
There are therefore two files the scan can read, and they aren’t the same.
	
	The agency’s own submission
	OMB’s consolidated public file

	Who can read it
	The agency
	Anyone

	Use case ID
	Required4
	May be removed from the public version;2 704 of the 3,611 rows have none5

	Contact
	The individual or team responsible4
	May be replaced with a public inquiry address2

	Withheld use cases and fields
	Present
	Removed where sharing would be inconsistent with law or policy2

	Completeness
	Whatever the agency submitted
	Whatever the agency posted, standardized by OMB; some rows lost their stage and answers (below)

	Who can join it to the directory
	The agency
	Nobody but the agency


The agency scan should always read the agency’s own submission. The public file is what a central operator has, and the central model later in this chapter is built around its limits.
[bookmark: _Toc00000818]Step 1: load one vintage and record what’s missing
A vintage is one year’s inventory as submitted. The program treats each as a fixed input: it records which vintage was read, the file’s hash and the date it was read, so a later re-run can show that the same input gave the same findings. It also marks any vintage older than 13 months as stale. Both are design choices, consistent with Chapter 07, not federal rules.
Loading is also where the scan records what the file can’t support. In the 2025 consolidated file, three agencies’ rows (338 of them) have no development stage and no answers in the stage-dependent columns, although the repository’s summary table counts those agencies’ use cases as deployed or piloted; 13 use case IDs appear more than once.53 A scan that silently skips those rows reports a cleaner picture than the inventory supports. The program’s rule is that the scan reports unreadable rows as their own finding, stage not recorded, routed to the agency’s inventory coordinator, rather than dropping them.
Two inventory rules matter at load time. Agencies must report a retired use case as retired in the inventory that follows the year it was last operational, after which it may be omitted, and its unique identifier must never be reused.3 And the file is UTF-8 with a byte-order mark, with multi-select answers stored as lists.4 The first rule is what makes the leaver check possible; the second is why naive parsing produces stray characters in the first column name.
[bookmark: _Toc00000819]Step 2: detect
The checks fall into two groups. The first runs on inventory answers alone, so a central operator can run it too. The second needs the directory, so only the agency can.
Checks on inventory answers
These checks apply to use cases whose stage is Pilot or Deployed, because the inventory’s authorization, PII and contracting questions are required only at those stages.4
	Check
	Inventory condition
	Why it matters for identity
	What the answer can’t prove

	Agentic AI with no authorization answer
	classification is Agentic AI and have_ato isn’t Yes
	An AI system that can act, not just answer, with no system authorization behind it
	That the system has no identity, or that it has one

	No authorization answer
	have_ato is No or blank
	No authorizing official is known to have accepted the risk of the system the AI runs in
	The field also covers AI that “is part of another system that has an ATO”;4 a No can be wrong

	Authorization named nothing
	have_ato is Yes and system_name_ato is blank
	The answer can’t be matched to the agency’s system inventory
	That the authorization doesn’t exist

	No contact
	contact_email is blank
	No individual or team is named for the use case
	Ownership: the public file may carry a shared inquiry address, and a contact isn’t an owner (Chapter 03)

	No placement
	agency_bureau is blank or doesn’t map to the agency’s organization model
	The identity record can’t be placed in the organization
	—

	PII with no PIA link
	has_pii is Yes and pia_url is blank
	Personal data processed with no visible privacy assessment
	Absence: pia_url is optional and asks only for a publicly available link4


The last column is the honest part. Every check above questions an answer; none of them observes a credential, a permission or a sign-in. They produce leads that a person resolves, which is why Chapter 07 keeps the authorization finding at P2 until the agency’s own records confirm it.
Checks that need the directory
Joining the inventory to the directory, as Chapter 03 describes, adds the checks that matter most and that only the agency can run:
· No identity record. A piloted or deployed use case with no AI system identity record, or a record with no directory objects. For an agentic system this is the P1 finding of Chapter 07: an agentic AI system with no governed identity.
· No accountable sponsor. The record exists, but its sponsor is missing, has left, or isn’t a federal employee mastered in HR (Chapter 05).
· An identity with no inventory row. A directory object that acts like an AI system (an agent identity, an AI service’s service principal, a consented AI application) with no use case behind it. This is the shadow AI finding, and it is found from the directory side (Chapter 07), not from the inventory.
· Retired, still holds access. A use case marked Retired whose principals still have credentials, role assignments or consent grants. This is the leaver check, and it depends on the stable ID rule above.
What the checks find in the published 2025 file
Running the inventory-answer checks over the consolidated 2025 file shows their scale. Of the 1,480 use cases recorded as piloted or deployed (the 338 rows with no stage are excluded), the program’s computation found:5
	Check
	Use cases
	Share of 1,480

	Agentic AI with no authorization answer
	14 of the 38 agentic use cases (10 No, 4 blank)
	1%

	No authorization answer
	799 (596 No, 203 blank)
	54%

	Authorization named nothing
	58
	4%

	No contact
	488
	33%

	No placement (blank bureau)
	25
	2%

	PII with no PIA link
	248 of the 337 that involve PII
	17%

	At least one of the above
	1,064
	72%


Read these with care. They are counts of inventory answers in a public file, not findings against any agency and not counts of systems. A use case isn’t a system (Chapter 03); a blank contact may be a column the agency was allowed to replace; a No for authorization may describe AI inside an authorized platform; a blank PIA link may mean the assessment isn’t public. The program’s source material reported four of these figures as 14, 596, 488 and 248 “findings” across “1,480 live systems.” The arithmetic reproduces, but the 596 left out the 203 blank answers, and the use cases aren’t systems.5 What the table does show is the size of the reconciliation job: an agency that wants its inventory to stand up as an identity source has, on these answers, more than two-thirds of its live entries to look at.
[bookmark: _Toc00000820]Step 3: prioritize
Each finding that Chapter 07 lists takes the severity it gives, inside the program’s drift model of Book 13, Chapter 06. Chapter 07 also gives the scan’s inventory-quality and leaver checks (stage not recorded, no contact, retired and still holding access, and a non-agentic system with no identity record) their severities, and they take the order-of-work group below like the rest. The scan adds an order of work, which is design:
1. Agentic AI first. An AI system that can act, not just answer, comes before one that only produces output for a person. The agentic-with-no-authorization answer goes straight to the system owner and the ISSO, and once the directory join confirms there’s no governed identity it is P1: halt and alert, never remediated automatically.
1. Authorization next. A live system with no authorization answer goes to the ISSO to resolve against the agency’s authorization records. Confirmed, it is P1; resolved as an inventory error, it becomes an inventory correction.
1. Owners and placement. Owner findings go to the identity governance officer, because establishing an owner of record is identity work, whatever the inventory’s contact field says. Placement findings go to identity engineering, who map the bureau to the organization model.
1. Privacy. PII with no PIA link goes to the privacy officer to check against the privacy office’s own register.
1. Unreadable rows. These go to the inventory coordinator, because until they’re fixed the agency can’t say what the other checks missed.
High-impact use cases move up within each group. The inventory’s is_high_impact field identifies them,4 and for them a missing identity record also means missing evidence for the practices Chapter 10 maps to the package.
[bookmark: _Toc00000821]Step 4: report
The report has one row per system and finding, with enough on each row that the person it’s routed to can act without going back to the scan. The program’s report carries:
	Column
	Content

	Use case
	The inventory ID and name; for a directory-only finding, the directory object ID

	Organization
	The bureau or component, mapped to the agency’s organization model

	Finding
	One of the checks above, in plain words

	Priority
	P1 or P2 where Chapter 07 pins one, and the order-of-work group

	Obligation
	What is unmet, in the agency’s terms: no owner of record, no authorization located, no PIA located

	Action
	The specific next step: name a sponsor, locate or start an authorization, locate or write a PIA, issue a governed identity, remove a retired system’s access

	Controls
	The SP 800-53 controls the gap affects, from Chapter 07

	Routed to
	A named role, never a team mailbox

	Vintage and run
	The inventory vintage, the file hash and the run time


The same rows are emitted as evidence records in the contract of Book 12, Chapter 02, keyed on the AI system’s identity record (or, where none exists, on the inventory ID it was found under), so the report and the evidence chain never disagree. A human-readable summary for leadership counts findings by priority and organization; it is a view of the rows, never a separate document.
[bookmark: _Toc00000822]Step 5: remediate, and close only on observation
Remediation needs no new tooling at this stage. Each action is done by the person who already owns that kind of decision, with the tools the agency already has:
	Finding
	Who acts
	What they do
	What closes it

	Agentic AI with no governed identity
	System owner, with the identity team
	Issue a governed identity with a sponsor, or disable the agent, or correct a misclassified inventory entry
	The directory shows the identity record and sponsor, or the agent disabled; or the next vintage shows the corrected classification

	No authorization located
	ISSO, with the authorizing official
	Find the authorization the AI runs under, or start one
	The authorization record, matched to system_name_ato

	No accountable sponsor or owner
	System owner names them; the identity governance officer confirms the finding
	Name a sponsor and technical owner in the identity system; update the inventory contact
	The identity record carries both, and the sponsor is a federal employee mastered in HR

	No placement
	Identity engineering
	Map the bureau to the organization model
	The record’s placement attribute resolves

	PII with no PIA located
	Privacy officer
	Find the PIA that covers the system, or write one
	The privacy office’s register entry

	Retired, still holds access
	Sponsor, with the identity team
	Remove credentials, role assignments and consent grants; delete or disable the objects
	The directory shows no remaining access

	Stage not recorded
	Inventory coordinator
	Correct the agency’s inventory entry
	The next submission carries the stage


A finding closes only when a later observation shows the fixed state: the next scan, the directory, or the record the table names. A ticket marked resolved closes nothing (Book 12, Chapter 12). Where the fix is an inventory correction, the agency doesn’t have to wait a year: OMB encourages agencies to keep their public inventories current on an ongoing basis.12
[bookmark: _Toc00000823]The annual refresh: compare one vintage with the next
When the agency submits a new inventory, the scan compares it with the last one by use case ID. The comparison produces four kinds of change, each with its own consequence:
· New piloted or deployed entry. A new AI system needs an identity record before its next sign-in (Chapter 05).
· Entry moved to Retired. The leaver process starts: the system’s identities lose their access and are removed or disabled.
· Changed authorization answer. The ISSO re-checks it against the authorization records.
· Entry disappeared without being reported as retired. This breaks the inventory’s own rule and is itself a finding, because an AI system that leaves the inventory quietly may still hold credentials.
The comparison only works on IDs that are stable from one year to the next, which the agency’s own submission has and the public files may not. OMB’s 2024 consolidated public file has no use-case ID column at all, and 704 rows of the 2025 file have none, so a central operator can’t reliably compare vintages.5 This is one more reason the leaver check belongs to the agency.
[bookmark: _Toc00000824]Illustrative code
[bookmark: _Toc00000825]Illustrative code
The program’s scan script isn’t published with the workbook. The script below shows the shape of the inventory-answer checks and the vintage comparison. It uses only standard PowerShell 7 cmdlets and the column names in OMB’s 2025 data dictionary, and it hasn’t been tested against an agency’s internal submission. It reads files and writes a report; it changes nothing. Review it before running, and expect to adjust column names for any other vintage. It matches OMB’s shorthand answer codes as they appear in the consolidated file (Deployed, Agentic AI); an agency’s own submission may carry the full answer text, which needs its own mapping.
#Requires -Version 7.0
# Inventory-answer checks for one AI use-case inventory vintage (read-only).
param(
    [Parameter(Mandatory)] [string] $Path,      # this vintage, as a CSV
    [Parameter(Mandatory)] [string] $Vintage,   # for example '2025'
    [string] $PriorPath,                        # last vintage, same columns
    [string] $OutFile = ".\ai-identity-findings-$Vintage.csv"
)

$rows = Import-Csv -Path $Path -Encoding utf8BOM
$hash = (Get-FileHash -Path $Path -Algorithm SHA256).Hash
$run  = (Get-Date).ToUniversalTime().ToString('o')

function Test-Blank([string] $Value) { [string]::IsNullOrWhiteSpace($Value) }

function New-Finding($Row, [string] $Finding, [int] $Order, [string] $Route, [string] $Controls) {
    [pscustomobject]@{
        Order    = $Order
        UseCase  = $Row.id
        Name     = $Row.use_case_name
        Bureau   = $Row.agency_bureau
        Finding  = $Finding
        Controls = $Controls
        RoutedTo = $Route
        Vintage  = $Vintage
        FileHash = $hash
        RunAt    = $run
    }
}

$findings = @(foreach ($r in $rows) {
    $stage = "$($r.development_stage)".Trim()
    if (Test-Blank $stage) {
        New-Finding $r 'Stage not recorded' 5 'Inventory coordinator' 'PM-5'
        continue
    }
    if ($stage -notin @('Deployed', 'Pilot')) { continue }

    $noAto = "$($r.have_ato)".Trim() -ne 'Yes'
    if ($r.classification -eq 'Agentic AI' -and $noAto) {
        New-Finding $r 'Agentic AI with no authorization answer' 1 'System owner and ISSO' 'AC-2, IA-9, CA-6'
    }
    if ($noAto) {
        New-Finding $r 'No authorization answer' 2 'ISSO' 'CA-6, CA-7'
    }
    elseif (Test-Blank $r.system_name_ato) {
        New-Finding $r 'Authorization named nothing' 2 'ISSO' 'CA-6'
    }
    if (Test-Blank $r.contact_email) {
        New-Finding $r 'No contact' 3 'Identity governance officer' 'AC-2, CM-8(4)'
    }
    if (Test-Blank $r.agency_bureau) {
        New-Finding $r 'No placement' 3 'Identity engineering' 'IA-4'
    }
    if ($r.has_pii -eq 'Yes' -and (Test-Blank $r.pia_url)) {
        New-Finding $r 'PII with no PIA link' 4 'Privacy officer' 'RA-8'
    }
})

# Vintage comparison by use case ID (needs stable IDs on both sides).
if ($PriorPath) {
    $prior = @{}
    Import-Csv -Path $PriorPath -Encoding utf8BOM |
        Where-Object { -not (Test-Blank $_.id) } |
        ForEach-Object { $prior[$_.id] = $_ }
    $current = @{}
    $rows | Where-Object { -not (Test-Blank $_.id) } | ForEach-Object { $current[$_.id] = $_ }

    $findings += foreach ($id in $current.Keys) {
        $now = $current[$id]
        if (-not $prior.ContainsKey($id) -and $now.development_stage -in @('Deployed', 'Pilot')) {
            New-Finding $now 'New live entry: identity record needed' 3 'Identity governance officer' 'AC-2, IA-4'
        }
        elseif ($prior.ContainsKey($id) -and $now.development_stage -eq 'Retired' -and
                $prior[$id].development_stage -ne 'Retired') {
            New-Finding $now 'Retired: start the leaver process' 2 'Sponsor and identity team' 'AC-2, IA-5'
        }
        elseif ($prior.ContainsKey($id) -and "$($prior[$id].have_ato)" -ne "$($now.have_ato)") {
            New-Finding $now 'Authorization answer changed' 2 'ISSO' 'CA-6'
        }
    }
    $findings += foreach ($id in $prior.Keys) {
        if (-not $current.ContainsKey($id) -and $prior[$id].development_stage -ne 'Retired') {
            New-Finding $prior[$id] 'Left the inventory without being retired' 2 'Inventory coordinator' 'CM-8, PM-5'
        }
    }
}

$findings | Sort-Object Order, Bureau, UseCase |
    Export-Csv -Path $OutFile -NoTypeInformation -Encoding utf8
$findings | Group-Object Finding | Sort-Object Count -Descending | Select-Object Count, Name
Three things the script deliberately leaves out. It doesn’t join to the directory: that is the agency’s identity tooling, described in Chapters 04 to 07, and a scan that pretended otherwise would report identities it never saw. It doesn’t decide anything: every row is routed to a person. And it doesn’t write findings into the inventory or the directory; the scan’s only output is evidence.
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Every check in the inventory-answer group runs on a public file. That property makes a second form of the scan possible: one operator, running once over the consolidated inventory, producing a structured file of findings for each agency. The source material for this book proposed exactly that, with OMB as the operator, modeled on the Continuous Diagnostics and Mitigation (CDM) program. The proposal is the program’s, not a federal program, and no agency has adopted it. What follows keeps its substance and corrects the comparison it rested on.
What CDM actually does
The source described CDM as a program in which CISA “ran discovery centrally against agency-provided data” and pushed findings to agencies. That isn’t how CISA describes it. CDM “provides cybersecurity tools, integration services, and dashboards to participating agencies”; the tools run in the agencies, and its capability areas are asset management, identity and access management, network security management and data protection management.67 The data flows upward, not downward: the CDM Agency Dashboard “displays data about devices, users, privileges, and vulnerabilities” and provides an object-level view of the agency’s posture, and agency dashboards “push summarized information for display on the CDM Federal Dashboard,” which gives CISA and OMB visibility across federal networks.8 Non-CFO Act agencies reach the same capabilities through the CDM Shared Services Platform.6 CDM’s identity and access capability already covers privileges, trust, credentials and security training (PRIV, TRUST, CRED and BEHAVE) for the accounts its tools can see.7
The analogy that survives is narrower than the source claimed, and still useful. CDM separates who sees across agencies from who acts inside them: a central view built from agency data, and remediation by the agency. A central AI inventory scan has the same split. It differs from CDM in two ways that matter. It reads public answers, not tool output, so it sees what agencies chose to publish and nothing else. And it has no agency-side tooling at all, which is why it can’t see the identity surface CDM’s identity capability was built for.
	CDM
	Central AI inventory scan (program proposal)

	Tools deployed in each agency collect object-level data
	The agencies’ published inventories, compiled by OMB

	Agency dashboards hold the detail; summaries flow to the Federal Dashboard
	One central run; each agency receives its own rows

	Identity and access capability sees accounts, privileges and credentials in the tools’ scope
	Sees inventory answers only; no account, privilege or credential

	The agency remediates
	The agency remediates

	Binding operational directives set cadence for some data, such as BOD 23-01’s asset discovery every 7 days
	No directive or memorandum sets any cadence; the inventory is annual


The last row is the source’s own conclusion, and it stands. BOD 23-01 requires automated asset discovery every 7 days and vulnerability enumeration every 14 days, with results ingested into the CDM Agency Dashboard, but its scope is networked, IP-addressable assets; it excludes ephemeral assets and third-party software as a service, and it says nothing about AI systems or their credentials.9 M-25-21 creates the inventory obligation and the high-impact practices, but it doesn’t require anyone to check an AI system’s credentials against the inventory.1 Whether a central scan becomes a structured program, with defined response times, is a policy question the program can raise but not answer.
The four tiers
The program’s central model has four tiers. The first three need nothing beyond the public inventory and tools agencies already own; the fourth is the agency’s identity program, and it’s where the real work is.
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The central model’s four tiers: a central scan and delivery of each agency’s findings, agency remediation with existing tools, and credential-level governance that only the agency can do.
	Tier
	Who
	What happens
	What it needs

	0: central scan
	A central operator
	The inventory-answer checks run once over the consolidated public file and produce one findings file per agency, plus a summary
	The public file; no data-sharing agreement, because the data is already published

	1: delivery
	Central operator to each agency’s CISO and Chief AI Officer
	Each agency receives only its own rows, with agentic and authorization findings first
	A delivery channel and an agreed format, such as the report columns above

	2: agency remediation
	Each agency
	The remediation table above, using the agency’s existing identity governance tools; corrections recorded in the agency’s inventory
	Nothing new; the next vintage shows the fix

	3: credential governance
	Each agency, alone
	The directory join, credential lifecycle, sponsor checks and shadow AI discovery of Chapters 05, 06 and 07
	The agency’s directory and identity governance platform


The source proposed action windows for centrally delivered findings: 72 hours for the agentic findings, 30 days for the rest. The program keeps them only as the time an agency has to acknowledge a delivered list and route each row to an owner. Inside the agency, once a finding enters its drift process, it takes the severity and response target of Book 13, Chapter 06, which are much shorter. The two clocks measure different things: how fast an agency acknowledges a list it received, and how fast it acts on a confirmed gap.
Two properties make Tiers 0 to 2 credible. The findings are derived, not asserted: a central operator says nothing about an agency’s systems beyond what the agency published. And closure is recorded where the agency already records things, in its own inventory, so the central view improves without the operator ever seeing inside an agency.
What a central scan can’t close
The central scan works on the inventory record, not on the credential. That limit is structural, and the program states it plainly rather than let a clean central report imply more than it measured:
· Credentials. It can see that a use case has no contact. It can’t see whether the system has an identity, whether its secret was rotated, whether its certificate expired, or whether its access was revoked when it retired.
· What wasn’t published. Withheld use cases and fields, national security systems, the Intelligence Community, Department of Defense use cases and most research are outside the public file.3 Common commercial AI is reported in aggregate, not as individual use cases.2
· What was never inventoried. Shadow AI appears in the directory, in consent grants and in network logs, not in an inventory. Only the agency’s own discovery finds it (Chapter 07).
· Change between vintages. The inventory is annual. An agent created in February and given broad permissions in March is invisible to the central scan until the following year’s file, if it’s reported at all.
· Stable identity across years. Without use case IDs in the public file, the central scan can’t run the vintage comparison, and so can’t run the leaver check.
That gap, between what the inventory records and what the credential surface actually is, is Tier 3. Closing it needs per-agency tooling that observes and governs the credential directly. The central scan is a good way to start a conversation with every agency at once. It isn’t a way to finish one.
[bookmark: _Toc00000827]What changes, in one table
	Old habit
	What replaces it

	The AI inventory is a compliance submission, filed and forgotten
	The inventory is scanned as an identity source every time a vintage arrives, and corrected when the scan finds it wrong

	A scan of the public file is presented as findings against agencies
	Public-file counts are answers to reconcile; the agency’s own submission, joined to the directory, produces findings

	Rows the scan can’t read are skipped
	Unreadable rows are a finding of their own

	A No or a blank contact is treated as proof
	Every inventory answer is a lead a named person resolves

	A ticket closes the finding
	A later observation closes it: the directory, the next scan or the named record

	Retired AI drops out of the inventory and out of view
	Retirement starts the leaver process, and an entry that disappears without retiring is a finding

	A central scan is described as CDM for AI
	CDM’s split of central view and agency remediation applies; its tooling doesn’t, and the credential gap stays with the agency
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1. Office of Management and Budget, M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust, April 3, 2025, Sections 3(a)(i) (Chief AI Officer responsibilities, item E) and 3(b)(v), and the consolidated table of actions, https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, Guidance on 2025 Agency Artificial Intelligence Reporting, Sections 1(a) (consolidated and individually reported use cases, December 22, 2025) and 1(b) (public CSV by January 28, 2026; withholding; removing the Use Case ID column and replacing the Email Address column; ongoing updates), in the 2025 Federal Agency AI Use Case Inventory repository, https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory/tree/main/Reporting%20Instructions (accessed Oct 21, 2026).
1. Office of Management and Budget, “2025-Federal-Agency-AI-Use-Case-Inventory,” README: Summary as of April 13, 2026; Major Changes to Reporting Requirements (retired use cases and identifiers); Exclusion Criteria, https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory (accessed Oct 21, 2026).
1. Office of Management and Budget, Validation/data_dictionary.md, 2025 Federal Agency AI Use Case Inventory, columns 3 (id), 5 (agency_bureau), 6 (contact_email), 8 (development_stage), 9 (is_high_impact), 12 (classification), 19 (have_ato), 20 (system_name_ato), 23 (has_pii) and 24 (pia_url), and the encoding and list-format notices, https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory/blob/main/Validation/data_dictionary.md (accessed Oct 21, 2026).
1. Office of Management and Budget, Data/2025_individually_reported_AI_use_cases.csv (3,611 rows), 2025 Federal Agency AI Use Case Inventory, https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory/tree/main/Data; and data/2024_consolidated_ai_inventory_raw_v2.csv (2,133 rows, 62 columns, no use case ID column), https://github.com/ombegov/2024-Federal-AI-Use-Case-Inventory/tree/main/data. Counts computed by the program on October 21, 2026 from development_stage, classification, have_ato, system_name_ato, contact_email, agency_bureau, has_pii, pia_url and id; blank means empty after trimming whitespace (both accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Continuous Diagnostics and Mitigation (CDM) Program,” https://www.cisa.gov/resources-tools/programs/continuous-diagnostics-and-mitigation-cdm-program (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, CDM Program Overview fact sheet, January 2022, “CDM Capabilities” (Identity and Access Management: PRIV, TRUST, CRED, BEHAVE) and “Agency and Federal Dashboards,” https://www.cisa.gov/sites/default/files/publications/cdm-program-overview-fact-sheet-012022-508.pdf (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “CDM Agency and Federal Dashboards,” https://www.cisa.gov/resources-tools/resources/cdm-agency-and-federal-dashboards (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, BOD 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks, October 3, 2022, Scope and Required Actions, https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks (accessed Oct 21, 2026).
[bookmark: _Toc00000829]Chapter 10 — Evidence and Authorization for AI Systems
An AI system earns its authorization the way every other system does; what’s new is that the package has to show who the system is when it signs in, who answers for it, and when its access ends.
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Why there is no AI-specific authorization to operate, and what the federal rules say instead. Where an AI system sits in the agency’s authorization boundaries, and which package carries its identity evidence. The evidence an authorizing official needs about an AI system’s identity in five areas, and the controls each area answers. The seven high-impact practices as evidence rather than inventory answers. The cadence that keeps it current: the annual inventory, compliance plans, waivers, FISMA testing and ongoing authorization. How to carry AI identity in OSCAL 1.2.3, with an illustrative fragment. And the state of NIST’s SP 800-53 overlays for AI systems.
Everything in this book ends here. The identity record of Chapter 05, the credential and access rules of Chapter 06, the monitoring and findings of Chapter 07, the roles of Chapter 08 and the scan of Chapter 09 all produce records. The authorizing official reads none of them directly. They read an authorization package, and they accept, or decline to accept, the risk it describes. This chapter is about getting AI identity into that package in a form the official can rely on.
Book 14, Chapter 11 already describes the package: its four parts, the OSCAL model for each, the plan of action and milestones, continuous monitoring and ongoing authorization. This chapter doesn’t repeat it. It adds what is particular to AI systems.
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Federal AI policy is explicit that AI systems go through the authorization process every other information system goes through. M-25-21 says that “for AI systems, agencies must continue to follow applicable authorization to operate requirements” from OMB Circular A-130, and that the process for reviewing and accepting risk for AI use cases “is separate from, and does not supersede,” the information system authorization process.1 It asks agencies to update their authorization and continuous monitoring processes “to better address the needs of AI applications,” and to revisit their cybersecurity policies within 270 days, naming “continuous authorizations for AI” among the topics.1 It doesn’t create a separate authorization. The acquisition memorandum issued the same day is blunter: “any AI systems and services operated as an information system by or on behalf of an agency must receive an authorization to operate from an appropriate agency official prior to deployment.”2
So an AI system faces two separate decisions, which Chapter 02 sets out: for a high-impact use case, the M-25-21 risk acceptance signed on the AI impact assessment, and for every AI system, the authorization of the information system it runs in. Neither replaces the other. This chapter is about the second, and about how evidence for the first reaches it.
Three things follow for the package.
· The authorizing official decides, and nobody else. Under SP 800-37, “the explicit acceptance of risk is the responsibility of the authorizing official and cannot be delegated.”3 An AI governance board, a Chief AI Officer’s determination or a high score from a vendor tool informs the decision; none makes it (Chapter 08).
· The inventory’s authorization field reports; it doesn’t gate. The inventory asks whether a use case “itself has an associated Authorization to Operate (ATO), or is part of another system that has an ATO.”4 A Yes is a pointer to a package. It isn’t a decision, and a No on a deployed system is a finding against the agency’s own authorization policy, not against M-25-21 (Chapter 09).
· Prioritized cloud certification isn’t a lighter path for the agency. FedRAMP’s AI Prioritization Initiative, which ran from August 2025 to April 2026 and is closed to new entrants, prioritized the certification of AI cloud services meeting five criteria, among them single sign-on, SCIM provisioning and role-based access control, and the ability to meet FedRAMP 20x requirements within two months.5 It sped up providers’ certification. It didn’t change what the agency does: the agency still authorizes its own system, which uses the certified service, reading the provider’s certification as evidence (Book 13, Chapter 11). 
[bookmark: _Toc00000832]Where the AI sits decides which package carries it
Before asking what evidence the package needs, the ISSO asks a simpler question: whose authorization boundary does the AI system run in? The answer decides which package carries its identity evidence.
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Where an AI system sits decides which authorization package carries its identity evidence: inside an authorized system, as a new system of its own, or on a provider’s certified service, where the agency authorizes its own system that uses it.
	Where it runs
	What the agency does
	Where the identity evidence goes

	Inside a system that is already authorized (an AI feature added to a case system, an agent built on an existing platform)
	Treat the AI as a new component, and assess whether its addition is a change that needs an event-driven review
	The existing system’s security plan, assessment and plan of action and milestones

	As a new system of its own
	The full Risk Management Framework, starting with registration and categorization
	A new package

	On a provider’s FedRAMP-certified service
	Authorize the agency’s own system that uses the service as an external service, reading the provider’s certification; govern the identities the service creates or uses in the agency’s own tenant
	The package for the agency’s own system, with the provider’s certification as an attachment (Book 10, Chapter 11)


The third row is easy to get wrong. A provider’s certification covers the provider’s side. The service principals, agent identities, consent grants and delegated permissions an AI service creates in the agency’s tenant are the agency’s to govern, and they belong in the agency’s package. A certified AI service that a user consented to with broad delegated permissions is a certified service holding an uncertified grant.
Two RMF tasks bracket an AI system’s life in the package. SP 800-37’s Task P-18 registers the system “with organizational program or management offices”; Task M-7 implements “a system disposal strategy” when a system is removed from operation.3 For an AI system, the identity record’s creation and its removal are those two tasks in identity form, and the program ties them together: the record exists from registration, and disposal isn’t complete until the identities are gone.
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For each AI system, the program’s design asks the package to answer five questions about its identity. Each has an evidence artifact, a place in the workbook where it’s produced, and SP 800-53 controls it answers. The statements quoted are from the SP 800-53 Rev. 5 catalog.6

	Area
	Question the official should be able to answer
	Evidence
	Produced in
	Controls

	Owner
	Who answers for this system’s identity, and are they still here?
	The identity record: a sponsor who is a federal employee mastered in HR and a named technical owner (a contractor may serve, under government oversight); the record’s join to the inventory ID and the system inventory
	Chapter 05, Chapter 08
	AC-2 (“assign account managers”), CM-8(4) (accountability information), IA-4

	Credentials
	How does it authenticate, and where are its secrets?
	Credential type per identity (managed identity, federated credential, certificate), with no stored client secrets; certificate expiry; the credential change log
	Chapter 06
	IA-5 (authenticator management), IA-9 (service identification and authentication)

	Permissions
	What can it reach, and who approved that?
	Granted application and delegated permissions, role assignments and access packages, each with an approval record; the access mode (on behalf of a user, or on its own)
	Chapter 04, Chapter 06
	AC-6 (least privilege), AC-6(7) (review of privileges), AC-3

	Monitoring
	Is anyone watching what it does, and what have they found?
	Sign-in and audit log coverage for every identity; detections and risk signals; the open findings from the drift process, with dispositions
	Chapter 07
	AU-6 (audit record review), AU-12, AC-2(12), CA-7

	Lifecycle
	When does its access end, and what happens when it retires?
	The access review or expiry date; the leaver evidence for retired systems; the last vintage comparison
	Chapter 05, Chapter 09
	AC-2 (create, modify, disable and remove accounts), AC-2(3), SP 800-37 Task M-7



Three notes on the controls.
IA-9 is not in any baseline, and the program adds it. IA-9 asks the organization to “uniquely identify and authenticate” defined system services and applications “before establishing communications with devices, users, or other services or applications.”6 It is the control that describes an AI system calling a tool or an API with its own identity. It isn’t in NIST’s Low, Moderate or High baseline, and FedRAMP’s 2026 control reference lists it in no class.78 An agency that relies on the baseline alone will never assess it. The program’s design is to tailor IA-9 into the security plan of any system that contains an AI system acting with its own identity, with the services and applications named in its parameter.
AC-2 covers non-person accounts. AC-2 asks the organization to define the types of accounts allowed, assign account managers, require approvals to create accounts and “create, enable, modify, disable, and remove accounts” in line with its policy, and to “align account management processes with personnel termination and transfer processes.”6 An agent identity is an account type, and the last clause is the sponsor-leaver rule of Chapter 05 read as a control.
The inventory isn’t the system component inventory. CM-8 asks for a component inventory that “accurately reflects the system” and includes every component, and CM-8(4) adds a means of identifying the individuals “responsible and accountable for administering those components.”6 PM-5 asks for an inventory of organizational systems and sits in no NIST baseline, as a program management control.67 The AI use-case inventory is neither: it lists use cases, not components, and its contact field isn’t an accountable administrator (Chapter 03). The program joins the three: each AI system in the use-case inventory resolves to components in a system’s component inventory, and each component to an identity record with named people.
Chapter 07 maps each AI finding to its controls and corrects two errors in the source design: the privacy impact assessment control in Rev. 5 is RA-8, not PT-2, and the AR family no longer exists. The same corrections apply to any evidence mapping an agency inherited from older AI governance material.
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For a high-impact use case, M-25-21 requires seven minimum practices: pre-deployment testing, an AI impact assessment (with an independent review and the signature of the person accepting the risk), ongoing monitoring, human training and assessment, human oversight and intervention with a fail-safe where practicable, remedies and appeals, and feedback from end users and the public.1 Agencies had 365 days from April 3, 2025 to document implementation and “be prepared to report them to OMB,” and a high-impact use case that doesn’t comply must be safely discontinued.1
The 2025 inventory reports a status for every practice in nine hi_* fields, but a status isn’t evidence (Chapter 03).4 The package needs the artifacts. The program’s design puts them where an assessor would look, and draws the identity program’s contribution into three of them:
	Practice (M-25-21 Section 4(b))
	Evidence the package carries
	Where it sits in the package
	Identity contribution

	(i) Pre-deployment testing
	Test plan, results and risk mitigation plan
	Assessment plan and results, as tests of the AI functionality
	The test ran under the identity and permissions the system will have in production, not an administrator’s

	(ii) AI impact assessment
	The signed assessment, the independent reviewer’s comments, the risk acceptor’s signature
	Attachment to the security plan; referenced in the authorization decision
	The identity record points to the signed assessment that names the risk acceptor, so the signature can be checked against a person

	(iii) Ongoing monitoring
	Monitoring results for performance and adverse impacts
	Continuous monitoring reports
	Yes: sign-in, audit and risk records for the system’s own identities, and the drift findings (Chapter 07)

	(iv) Human training and assessment
	Training records for the system’s operators
	Continuous monitoring, training evidence (Book 16)
	Yes: the identity record names the operators’ group, so completion is checked against its members

	(v) Human oversight, intervention and fail-safe
	Who can intervene; the fail-safe and its test
	Security plan narrative and assessment results
	Yes: the named people who can disable the identity, and a tested disable

	(vi) Remedies and appeals
	The appeal process and case records
	Attachment; privacy and program records
	—

	(vii) End-user and public feedback
	The feedback channel and how feedback changed the system
	Attachment; program records
	—


Two provisions change what the package shows. A Chief AI Officer may waive one or more practices for a specific system after a written, system-specific risk assessment, must certify each waiver’s validity annually, and must report a waiver to OMB within 30 days of granting or revoking it; agencies were to publish waiver summaries by April 3, 2026.19 A pilot is exempt from the practices only if it is limited in scale and duration and the Chief AI Officer has certified it, with the certification tracked centrally.1 Both are attachments the authorizing official should see, because each is a decision that a practice won’t be evidenced, and a waiver or a pilot certification with no end date is an exception with no expiry. The program records both as governed exceptions with the expiry the Book 14 POA&M lifecycle requires.
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AI governance adds three clocks to the authorization cycle the package already runs on. None of them replaces FISMA’s annual floor, and all of them should feed the same continuous monitoring stream.
	Cadence
	What happens
	Source
	What it means for the package

	At least annually
	AI use case inventory submitted to OMB and published; the 2025 cycle’s deadlines were December 22, 2025 and January 28, 2026
	M-25-21 Section 3(b)(v); OMB 2025 guidance19
	The vintage comparison of Chapter 09 runs; new AI systems become new components, retired ones start disposal

	180 days after the memo, then every two years until 2036
	Compliance plan submitted to OMB and posted, or a written determination that the agency doesn’t use covered AI
	M-25-21 Section 3(b)(ii)1
	The plan states how the agency intends to comply with the memo; the package shows whether a given system does

	Annually, and within 30 days of a change
	Waiver certification; waiver grant or revocation reported to OMB
	M-25-21 Section 4(a)(ii)–(iii)1
	Each waiver’s governed exception is reviewed and its expiry reset or lapsed

	No less than annually
	Testing and evaluation of the effectiveness of security policies, procedures and practices
	FISMA, 44 U.S.C. § 3554(b)(5)10
	The independent assessment covers the AI controls, including tailored-in IA-9

	Time- or event-driven
	Ongoing authorization once eligible and approved by the authorizing official
	OMB Circular A-130, Appendix I11
	AI identity evidence is part of what the official reviews at each frequency


M-25-21’s 180-day mark fell at the end of September 2025, so the next compliance plans fall due in 2027. The compliance plan and the inventory are distinct obligations on distinct clocks; an agency that tracks only the inventory will miss the plan.
The annual refresh is also the event that most often changes the package. When a new vintage arrives, the program’s design applies the vintage comparison’s results to the security plan: a new piloted or deployed entry becomes a new component with status under development or operational; an entry moved to Retired moves its component to disposition until Task M-7’s evidence shows its identities removed; and a changed authorization answer is reconciled before the next monthly report. An agency on ongoing authorization treats a new agentic AI system inside an authorized boundary as an event worth an event-driven review, which is a design choice, not a federal rule.
The NIST AI Risk Management Framework, which is voluntary guidance rather than a requirement, says the same thing in its own terms: GOVERN 1.6 asks for “mechanisms … to inventory AI systems,” GOVERN 1.7 for processes to decommission AI systems “safely,” and MANAGE 4.1 for post-deployment monitoring plans that include “decommissioning, incident response, recovery, and change management.”12 Appendix A maps them.
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The package should be machine-readable, for the reasons Book 14, Chapter 11 gives. The current OSCAL release is 1.2.3, published August 7, 2026.13 Nothing in OSCAL is specific to AI, and nothing needs to be. The system security plan’s system-implementation already has the structures an AI system’s identity needs: components, each with a required type, title, description and status whose state is one of under-development, operational, disposition or other; users, each of which can carry role-ids and authorized-privileges with the functions-performed; and inventory-items that point to the components they implement.13 Agency-specific facts go in properties under the agency’s own namespace.
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How AI identity evidence reaches the authorization package: the identity record describes the system through the OSCAL system security plan and proves its state through the assessment layer, and the authorizing official reads both.
The program’s mapping, which is design, is:
	AI identity fact
	OSCAL structure

	The AI system
	A component of type software (or service for a provider-hosted service), with the inventory use case ID as a property

	Its stage
	The component’s status.state: pre-deployment and pilot map to under-development or operational by whether it touches production data; retired maps to disposition

	Sponsor and technical owner
	The component’s responsible-roles, pointing to parties in the plan’s metadata

	Each identity it uses
	A user with the system’s role, its authorized-privileges and the credential type and review date as properties

	Monitoring results and findings
	observations and findings in the assessment results, keyed to the identity record as in Chapter 07

	Open gaps, waivers and pilot certifications
	poam-items and risks, with governed exceptions carrying their acceptance and expiry


[bookmark: _Toc00000837]Illustrative code
The fragment below is part of an OSCAL 1.2.3 system security plan’s system-implementation, not a complete document. Names, identifiers and the namespace are examples. The two objects were checked against the system-user and system-component definitions in NIST’s published 1.2.3 SSP JSON schema; validate the full plan against the schema for the release you target before relying on it.
{
  "users": [
    {
      "uuid": "6f1c2a9e-3b7d-4e21-9a0c-2d5e8f71b304",
      "title": "Case triage agent (agent identity)",
      "description": "Non-person identity used by the case triage agent when it acts on its own behalf.",
      "props": [
        { "name": "identity-kind", "ns": "https://agency.example.gov/ns/ai-identity", "value": "agent-identity" },
        { "name": "inventory-use-case-id", "ns": "https://agency.example.gov/ns/ai-identity", "value": "AGENCY-0042" },
        { "name": "credential-type", "ns": "https://agency.example.gov/ns/ai-identity", "value": "federated-no-stored-secret" },
        { "name": "access-review-due", "ns": "https://agency.example.gov/ns/ai-identity", "value": "2027-04-30" }
      ],
      "role-ids": ["ai-agent"],
      "authorized-privileges": [
        {
          "title": "Read case records",
          "functions-performed": ["Read open cases in the triage queue", "Write a triage recommendation field"]
        }
      ]
    }
  ],
  "components": [
    {
      "uuid": "0b8d4e1a-7c3f-4a52-8e19-5f2a6c9d7e40",
      "type": "software",
      "title": "Case triage agent",
      "description": "Agentic AI system listed in the agency AI use case inventory as AGENCY-0042.",
      "props": [
        { "name": "ai-classification", "ns": "https://agency.example.gov/ns/ai-identity", "value": "agentic" },
        { "name": "high-impact", "ns": "https://agency.example.gov/ns/ai-identity", "value": "no" }
      ],
      "status": { "state": "operational" },
      "responsible-roles": [
        { "role-id": "sponsor", "party-uuids": ["9a3e5c7b-1d2f-4b6a-8c0e-3f4a5b6c7d8e"] },
        { "role-id": "technical-owner", "party-uuids": ["2c4e6a8b-0d1f-4e3a-9b5c-7d9e1f3a5b7c"] }
      ]
    }
  ]
}
Two cautions. The authorized-privileges are a description for the assessor, not the permissions themselves; the evidence that they match is an observation from the directory, collected on the monitoring cadence, and a plan whose privileges were typed by hand and never compared drifts like any other narrative. And the role identifiers (sponsor, technical-owner, ai-agent) must be defined in the plan’s metadata roles, which the fragment omits.
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NIST is developing SP 800-53 control overlays for AI systems, but there are none to adopt yet. The project published a concept paper for comment on August 14, 2025, and on January 8, 2026 released an annotated outline, a discussion draft, of the overlay for using and fine-tuning predictive AI, with feedback requested by February 13, 2026 for the initial public draft.14 It proposes five use cases: adapting and using generative AI (assistants and large language models), using and fine-tuning predictive AI, single-agent systems, multi-agent systems, and security controls for AI developers.14 As of October 21, 2026 the project page lists no public draft of any overlay.
The project also has a new name. On October 20, 2026, NIST renamed it from Control Overlays for Securing AI Systems (COSAiS) to Control Overlays for Super Intelligence Systems (COSIS), citing Executive Order 14434 of September 29, 2026.14 That order directs agencies, “to the maximum extent permitted by law,” to use “Super Intelligence” and “SI” in place of “Artificial Intelligence” and “AI” in official correspondence, public communications, reports, policy documents and other non-statutory documents; it defines the new terms as the technologies covered by the existing statutory definition of artificial intelligence and doesn’t require changes to documents already issued.15 Federal guidance published after the order uses the new terms; CISA’s page for its May 2026 agentic AI guidance, for example, now describes “agentic super intelligence (SI) systems.”16 Nothing about the systems, the controls or the evidence changes. An agency writing a security plan after September 29, 2026 may need to follow the order’s terminology in its own documents, while the instruments it cites (M-25-21, M-25-22, the inventory guidance) keep the terms they were issued with. This workbook, which isn’t an executive branch document, keeps the terms its sources use.
Until an overlay is final, the program’s position is the one SP 800-53 already supports: select the baseline the system’s categorization requires, then tailor. For AI systems, the tailoring this book argues for is IA-9 added, AC-2 and IA-5 parameters set for non-person accounts, CM-8(4) adopted at Moderate where the baseline omits it (it is NIST High only, and FedRAMP Class D only), and AU-6 review frequencies that include the AI identities’ logs.78 When an overlay is published, the agency compares its tailoring with it and records the differences, the same way it would for any overlay.
[bookmark: _Toc00000839]What the authorizing official should find
	Check
	Where

	Every AI system in the inventory that runs in this boundary is a component in the plan, with the inventory use case ID
	Security plan; the latest vintage comparison

	Every component has a named sponsor who is a federal employee mastered in HR and a named technical owner
	Security plan roles; identity record

	Every identity the AI system uses is listed, with its credential type, and none uses a stored client secret without a recorded exception
	Security plan users; credential evidence

	Granted permissions match the plan’s described privileges, by observation, not by narrative
	Assessment results observations

	IA-9 is tailored in, with the services and applications named
	Security plan control selection

	Sign-in and audit coverage exists for every AI identity, and its findings are in the POA&M or closed on evidence
	Continuous monitoring; POA&M

	For high-impact use cases, the impact assessment, its independent review and the risk acceptor’s signature are attached, and each practice has evidence, not only an inventory answer
	Attachments; continuous monitoring

	Waivers and pilot certifications appear as governed exceptions with expiry dates
	POA&M

	Retired AI systems’ identities are removed, with evidence
	Disposal record; directory observation

	The authorization decision states its termination date or, under ongoing authorization, its review frequency
	Authorization decision


[bookmark: _Toc00000840]What changes, in one table
	Old habit
	What replaces it

	AI needs its own authorization, or none because it’s “just a feature”
	AI goes through the agency’s existing authorization, before deployment, as a component or a system

	The inventory’s Yes for authorization settles it
	Yes points to a package; the package shows the AI system’s identities

	A provider’s certification covers the AI service
	It covers the provider; the identities and grants in the agency’s tenant are the agency’s

	The baseline covers AI
	IA-9 is tailored in, and AC-2 and IA-5 are written for non-person accounts

	The inventory’s practice answers are the evidence
	The practices are evidenced by artifacts; three come from the identity program

	Waivers and pilots are standing exceptions
	Each is a governed exception with an expiry

	Wait for the AI overlays
	Tailor the baseline now; compare with the overlay when it’s final
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[bookmark: _Toc00000842]Appendix A — Requirements Mapping: AI Rules to Identity Controls
Most of what federal rules ask of an AI system is asked of an identity first; the controls already exist, and the work is applying them to a principal that isn’t a person.
[bookmark: _Toc00000843]In this appendix
The duties OMB M-25-21 places on agencies, from the Chief AI Officer to the seven high-impact practices, and the acquisition terms in M-25-22, each mapped to the identity control the program uses and the chapter that carries it. The NIST AI Risk Management Framework’s four functions and the subcategories that concern identity. The NIST SP 800-53 Rev. 5 controls that govern an AI system’s identity, with their NIST SP 800-53B baselines and FedRAMP 2026 classes. Then the other federal sources the book relies on, the claims in the source material that the requirements don’t support, and the source list.
[bookmark: _Toc00000844]Compliance-enabling, not a compliance claim
This appendix helps an agency use the book’s design in its own AI governance, security plans and authorization packages. It doesn’t claim that following the book satisfies any requirement or control. Control selection, implementation statements and assessment belong to the agency and its assessors; the official who accepts risk for an AI use case and the authorizing official who accepts risk for the system are the only people who accept it. Requirement wording is summarized; the cited documents govern. The “identity control” column is the program’s design, not federal text. Every source was checked between October 21 and November 2, 2026.
[bookmark: _Toc00000845]How to read the tables
· Requirement is summarized from the cited document, with its section number. Where a requirement uses “must,” the summary does too; where it uses “should” or “encouraged,” so does the summary.
· Identity control is what the program does to support or evidence the requirement for an AI system’s identity. It is design.
· Carried in names the Book 17 chapters that design or evidence it, by file name. Other books names workbook books that build part of it.
· NIST SP 800-53B gives the NIST baselines that include a control (L, M, H), read from NIST’s OSCAL baseline profiles, with P where the control is also in the privacy baseline.1 FedRAMP 2026 gives the FedRAMP Rev5 classes whose baselines include it (B, C, D), read from the “FedRAMP Rev5 Baselines” line on each control in FedRAMP’s 2026 control reference.2 The two are separate facts and don’t always agree: AC-2(12) is NIST High only but FedRAMP Classes C and D; CM-8(4) is NIST High only and FedRAMP Class D only. “Required at Moderate” means nothing until it says which: an agency system categorized Moderate uses the NIST baseline its categorization selects, and a FedRAMP Class C service uses FedRAMP’s. FedRAMP’s classes bind cloud service providers, not agencies (Book 10, Chapter 03).
· Control identifiers, titles and statements are from SP 800-53 Rev. 5, release 5.2.0.3
[bookmark: _Toc00000846]OMB M-25-21: agency duties
M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust (April 3, 2025), rescinded and replaced M-24-10.4 It applies to executive branch agencies, including independent regulatory agencies; elements of the Intelligence Community aren’t required to implement the high-impact practices, and the Department of Defense and the Intelligence Community are excepted from the inventory.4 No later OMB memorandum through M-27-01 replaces it.5

	Requirement
	Section
	Identity control
	Carried in
	Other books

	Retain or designate a Chief AI Officer within 60 days, who among other duties must maintain the agency’s AI use case inventory and centrally track high-impact use cases and determinations
	3(a)(i), items E and F
	The inventory is the seed list for AI identity records; each record carries the inventory use case ID
	Ch 03, Ch 08
	Book 14, Chapter 04

	CFO Act agencies convene an AI governance board within 90 days
	3(a)(ii)
	The board coordinates AI policy and doesn’t accept system risk; the Chief AI Officer and the CISO decide AI identity policy and requirements, and the program’s own board reviews changes to its rules
	Ch 08
	Book 13, Chapter 09

	Enable trained, accountable officials at the lowest appropriate level to identify, assess, mitigate and accept risk for AI use cases; that process is separate from, and doesn’t supersede, system authorization
	3(b)(i), footnotes 21 and 22
	The identity record points to the signed assessment that names the risk acceptor, and names the system’s authorizing official as a different field
	Ch 02, Ch 03, Ch 10
	Book 14

	Submit and post a compliance plan within 180 days and every two years until 2036, or a written determination that the agency doesn’t use covered AI
	3(b)(ii)
	The plan cites the identity program’s coverage; individual systems are evidenced in their packages
	Ch 10
	—

	Update internal policies on IT infrastructure, data, cybersecurity (including system authorizations, continuous monitoring and continuous authorizations for AI) and privacy within 270 days; agencies should update authorization and monitoring processes for AI’s needs
	3(b)(iii), footnote 11
	AI identities are written into account management, authenticator and audit policy as a principal type
	Ch 06, Ch 10
	Book 04

	Agencies should develop a generative AI acceptable-use policy within 270 days
	3(b)(iv)
	Consent and sanctioned-service policy for generative AI services; unsanctioned use is a finding
	Ch 06, Ch 07, Ch 08
	Book 15, Chapter 06

	Inventory AI use cases at least annually, submit to OMB and post publicly; encouraged to update the public version continuously
	3(b)(v)
	The inventory scan and the vintage comparison; retirement starts the leaver process
	Ch 03, Ch 09
	—

	For AI systems, continue to follow the A-130 authorization to operate requirements
	Footnote 29
	AI goes through the existing authorization; its identity evidence goes in the package
	Ch 02, Ch 10
	Book 14, Chapter 11

	Determine and document whether each use case is high-impact; presumed high-impact categories need a written determination to the contrary
	4(a), Section 6
	High-impact status is a field on the identity record and raises scan priority
	Ch 03, Ch 09
	—

	Within 365 days, document implementation of the minimum practices for high-impact AI; discontinue non-compliant high-impact AI
	4(a)(i)
	Disabling the AI system’s identities is the discontinuation mechanism; the disable is tested
	Ch 03, Ch 10
	—

	Pilots are exempt from the practices only if limited in scale and duration and certified by the Chief AI Officer, with the certification tracked centrally
	4(a)(i)
	The pilot certification’s end date is the identity’s access review date; recorded as a governed exception
	Ch 03, Ch 10
	—

	Chief AI Officer waivers: written, system-specific; certified annually; reported to OMB within 30 days; tracked centrally; publicly summarized
	4(a)(ii)–(iv)
	Each waiver is a governed exception with an expiry in the POA&M
	Ch 10
	Book 14, Chapter 11



The seven minimum practices for high-impact AI
	Practice
	Section
	Identity control
	Carried in

	Pre-deployment testing, with alternative methods where the agency lacks access to code, models or data
	4(b)(i)
	Tests run under the production identity and permissions
	Ch 10

	AI impact assessment before deployment, including an independent review and the signature of the individual accepting the risk
	4(b)(ii)
	The identity record points to the signed assessment that names the risk acceptor
	Ch 02, Ch 03, Ch 10

	Ongoing monitoring for performance and adverse impacts, designed to detect changes to the system and its context
	4(b)(iii)
	Sign-in, audit and risk monitoring of the AI system’s own identities; drift findings
	Ch 07

	Sufficient, periodic training and assessment for operators
	4(b)(iv)
	The record names the operators’ group; training completion is checked against its members
	Ch 03; Book 16

	Human oversight, intervention and accountability, with a fail-safe where practicable
	4(b)(v)
	Named people who can disable the identity; a tested disable
	Ch 03, Ch 05, Ch 08, Ch 10

	Timely human review and appeal for affected individuals
	4(b)(vi)
	None directly; the record points to where appeal records are kept
	Ch 10

	Feedback from end users and the public
	4(b)(vii)
	None directly; the record points to the feedback channel
	Ch 10


The 2025 inventory reports a status for each practice in its nine hi_* fields; none of those fields is evidence of the practice.6
[bookmark: _Toc00000847]OMB M-25-22: acquisition terms that touch identity
M-25-22, Driving Efficient Acquisition of Artificial Intelligence in Government (April 3, 2025), applies to contracts awarded under solicitations issued 180 days or more after the memo, and to options exercised after that date; it doesn’t apply to AI acquired as a component of a national security system.7

	Requirement
	Section
	Identity control
	Carried in
	Other books

	AI systems and services operated as an information system by or on behalf of an agency must receive an authorization to operate before deployment
	4(e)(i)
	No AI system’s identity reaches production systems or data before an authorization covers it; a pilot runs under an authorization that covers the pilot
	Ch 10
	Book 14, Chapter 11

	Contracts must let the agency regularly monitor and evaluate performance, risks and effectiveness
	4(d), contract term E
	The agency’s monitoring covers the vendor-operated identities in its tenant
	Ch 07
	Book 15, Chapter 06

	Agencies should consider requiring vendors to notify them before integrating new AI features into delivered systems
	4(d), contract term G
	A new AI feature that brings a new identity or permission is a change through the pipeline
	Ch 06, Ch 07
	—

	Components needed to operate and monitor the AI system remain available to the agency for as long as necessary; data handling limited to the contract’s purposes
	3(e)(ii)–(iii)
	Logs for the AI system’s identities stay in the agency’s own monitoring, not only the vendor’s
	Ch 07
	Book 12, Chapter 02



[bookmark: _Toc00000848]NIST AI Risk Management Framework
The AI RMF 1.0 (NIST AI 100-1, January 26, 2023) is voluntary. Its core has four functions: GOVERN, MAP, MEASURE and MANAGE, with GOVERN “a cross-cutting function to inform and be infused throughout the other three.”89 NIST says the framework is being revised as part of the White House AI Action Plan; no revised version had been published as of October 21, 2026.9 The Generative AI Profile (NIST AI 600-1, July 26, 2024) applies it to generative AI and lists twelve risks, including information security and value chain and component integration.10
	Subcategory
	What it says, in short
	Identity control
	Carried in

	GOVERN 1.6
	Mechanisms are in place to inventory AI systems, resourced according to risk priorities
	The use-case inventory joined to identity records
	Ch 03, Ch 09

	GOVERN 1.7
	Processes exist to decommission and phase out AI systems safely
	The leaver process for AI identities
	Ch 05

	GOVERN 2.1
	Roles, responsibilities and lines of communication for AI risk are documented and clear
	Sponsor, technical owner, risk acceptor and authorizing official named per system
	Ch 05, Ch 08

	GOVERN 3.2
	Policies define and differentiate roles for human-AI configurations and oversight
	Delegated versus autonomous access recorded per identity
	Ch 04

	GOVERN 6.1
	Policies address AI risks from third-party entities
	Vendor-created identities and consent grants governed as the agency’s
	Ch 06

	MAP 3.5
	Processes for human oversight are defined, assessed and documented
	Who can disable the identity, recorded and tested
	Ch 03, Ch 05, Ch 10

	MAP 4.2
	Internal risk controls for components, including third-party AI technologies, are identified and documented
	Each AI component’s identities listed in the security plan
	Ch 10

	MEASURE 2.7
	AI system security and resilience are evaluated and documented
	Credential and permission evidence in the assessment
	Ch 06, Ch 10

	MANAGE 2.4
	Mechanisms and assigned responsibilities exist to supersede, disengage or deactivate AI systems that behave outside intended use
	Disable rights on the identity; a tested disable
	Ch 03, Ch 05, Ch 07, Ch 10

	MANAGE 3.1
	Risks from third-party resources are monitored and controls applied
	Monitoring of vendor-operated identities in the tenant
	Ch 07

	MANAGE 4.1
	Post-deployment monitoring plans include input capture, appeal and override, decommissioning, incident response, recovery and change management
	Identity monitoring and the leaver process in the continuous monitoring strategy
	Ch 07, Ch 10


[bookmark: _Toc00000849]NIST SP 800-53 Rev. 5 controls
Account management and access (AC)

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Identity control
	Carried in
	Other books

	AC-2
	Account Management
	Define account types; assign account managers; require approval to create accounts; create, modify, disable and remove accounts by policy; monitor use; align with personnel termination and transfer
	L M H
	B C D
	Agent and workload identities as a defined account type, each with a sponsor; sponsor leaving triggers the AI identity’s mover or leaver path
	Ch 05, Ch 07, Ch 10
	Book 03

	AC-2(1)
	Automated System Account Management
	Support account management with automated mechanisms
	M H
	C D
	Identity governance platform manages AI identities’ access packages and expiry
	Ch 05
	Book 04, Chapter 09

	AC-2(3)
	Disable Accounts
	Disable accounts that have expired, are no longer associated with a user, violate policy or are inactive
	M H
	C D
	Expiry is the review; retired and orphaned AI identities are disabled
	Ch 05, Ch 09
	—

	AC-2(4)
	Automated Audit Actions
	Automatically audit account creation, modification, enabling, disabling and removal
	M H
	C D
	Directory audit logs for AI identity changes; changes outside the pipeline are findings
	Ch 07
	Book 12, Chapter 03

	AC-2(12)
	Account Monitoring for Atypical Usage
	Monitor accounts for defined atypical usage and report it
	H
	C D
	Risk detection for workload and agent identities
	Ch 07
	Book 12, Chapter 03

	AC-3
	Access Enforcement
	Enforce approved authorizations for logical access
	L M H
	B C D
	Conditional Access and resource-level authorization for AI identities
	Ch 06
	Book 04, Chapter 03

	AC-6
	Least Privilege
	Allow only the access users, or processes acting on their behalf, need for assigned tasks
	M H
	C D
	Least-privilege application and delegated permissions; access mode chosen first
	Ch 06
	Book 04, Chapter 05

	AC-6(5)
	Privileged Accounts
	Restrict privileged accounts to defined personnel or roles
	M H
	C D
	No standing privileged roles for AI identities
	Ch 06
	Book 04, Chapter 04

	AC-6(7)
	Review of User Privileges
	Review privileges at a defined frequency and remove what isn’t needed
	M H
	C D
	Permission review at each access package expiry
	Ch 05, Ch 10
	Book 04, Chapter 09

	AC-6(9)
	Log Use of Privileged Functions
	Log the execution of privileged functions
	M H
	C D
	Audit coverage for any privileged action an AI identity takes
	Ch 07
	—



Identification and authentication (IA)

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Identity control
	Carried in
	Other books

	IA-2
	Identification and Authentication (Organizational Users)
	Uniquely identify and authenticate organizational users and associate that identification with processes acting on their behalf
	L M H
	B C D
	An agent acting on behalf of a user carries that user’s identity; the delegation is recorded
	Ch 04
	Book 04

	IA-4
	Identifier Management
	Authorize, select and assign identifiers for individuals, groups, roles, services or devices; prevent reuse
	L M H
	B C D
	Each AI identity has its own identifier, joined to the inventory use case ID; IDs not reused
	Ch 03, Ch 05
	—

	IA-5
	Authenticator Management
	Verify identity at distribution; sufficient strength; procedures for lost, compromised and revoked authenticators; change or refresh on schedule; protect authenticator content
	L M H
	B C D
	Managed identities and federation first, certificates only where neither applies; no stored client secrets
	Ch 06
	Book 02, Chapter 09, Book 07

	IA-5(2)
	Public Key-based Authentication
	Protect the private key; map the authenticated identity to the account; validate certificate paths
	M H
	C D
	Certificate credentials for AI identities where certificates are used
	Ch 06
	Book 07

	IA-8
	Identification and Authentication (Non-organizational Users)
	Uniquely identify and authenticate non-organizational users or processes acting on their behalf
	L M H
	B C D
	Agents acting for members of the public or external partners; partner persons themselves are not AI identities and are governed separately
	Not yet carried in this book for agents; partner persons are Book 03, Chapter 15
	—

	IA-9
	Service Identification and Authentication
	Uniquely identify and authenticate defined services and applications before communicating with devices, users or other services
	none
	none
	Tailored in for any system containing an AI system that calls services with its own identity
	Ch 06, Ch 10
	—



Audit, monitoring and assessment (AU, CA, SI)

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Identity control
	Carried in
	Other books

	AU-2
	Event Logging
	Identify loggable events, select those to log, and justify the selection
	L M H P
	B C D
	AI identity sign-ins, token issuance and permission changes are selected events
	Ch 07
	Book 12, Chapter 03

	AU-6
	Audit Record Review, Analysis, and Reporting
	Review and analyze audit records at a defined frequency for unusual activity; report findings
	L M H
	B C D
	AI identities’ logs in the review scope, with named reviewers
	Ch 07, Ch 10
	Book 12

	AU-6(1)
	Automated Process Integration
	Integrate review, analysis and reporting with automated mechanisms
	M H
	C D
	AI identity findings flow into the one finding queue
	Ch 07
	Book 12, Chapter 02

	AU-12
	Audit Record Generation
	Generate audit records for the defined events on defined components
	L M H
	B C D
	Every AI identity produces sign-in and audit records; static API keys outside the directory don’t, and are a finding
	Ch 06, Ch 07
	—

	CA-5
	Plan of Action and Milestones
	Document planned remediation; update from assessments, audits and monitoring
	L M H P
	none listed
	Open AI identity findings, waivers and pilot certifications as POA&M items or governed exceptions
	Ch 10
	Book 14, Chapter 11

	CA-6
	Authorization
	Assign authorizing officials; authorize before operation; update authorizations at a defined frequency
	L M H P
	B C D
	AI systems authorized in the existing process; no production access before an authorization covers the system
	Ch 10
	Book 14, Chapter 11

	CA-7
	Continuous Monitoring
	A system-level monitoring strategy with metrics, frequencies, ongoing assessment, response and reporting
	L M H P
	B C D
	AI identity evidence in the monitoring stream; vintage comparison as an event
	Ch 07, Ch 10
	Book 12, Chapter 12

	SI-4
	System Monitoring
	Monitor to detect attacks and unauthorized connections; identify unauthorized use; analyze events
	L M H
	B C D
	Detection of shadow AI services and anomalous agent activity
	Ch 07
	Book 12, Chapter 11



Inventory, risk, privacy and planning (CM, PM, RA, PL, AT)

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Identity control
	Carried in
	Other books

	CM-8
	System Component Inventory
	An inventory that accurately reflects the system, includes every component, has no duplicates, and carries accountability information
	L M H
	B C D
	Each inventoried AI system resolves to components in a system’s component inventory
	Ch 03, Ch 10
	Book 15, Chapter 07

	CM-8(3)
	Automated Unauthorized Component Detection
	Detect unauthorized components automatically and act on them
	M H
	C D
	Shadow AI discovery from the directory, consent grants and network
	Ch 07
	—

	CM-8(4)
	Accountability Information
	Identify the individuals responsible and accountable for administering components
	H
	D
	Sponsor and technical owner on every AI component; adopted at Moderate by design
	Ch 05, Ch 10
	—

	PM-5
	System Inventory
	Develop and update an inventory of organizational systems
	none
	none
	The AI use-case inventory is joined to, not substituted for, the system inventory
	Ch 09, Ch 10
	—

	PM-5(1)
	Inventory of Personally Identifiable Information
	Maintain an inventory of systems, applications and projects that process PII
	P
	none
	The inventory’s has_pii answer checked against the privacy office’s register
	Ch 09
	Book 14, Chapter 08

	RA-3
	Risk Assessment
	Assess risk, including from external parties, and update it
	L M H P
	B C D
	The system risk assessment covers its AI identities’ permissions
	Ch 10
	—

	RA-8
	Privacy Impact Assessments
	Conduct PIAs before developing or procuring IT that processes PII
	P
	none
	PII with no PIA located is a finding routed to the privacy officer
	Ch 07, Ch 09
	Book 14, Chapter 08

	PL-2
	System Security and Privacy Plans
	Plans that describe the system, its components and its controls
	L M H P
	B C D
	AI components and identities in the security plan, in OSCAL
	Ch 10
	Book 14, Chapter 11

	AT-3
	Role-based Training
	Role-based training before access and at a defined frequency
	L M H P
	B C D
	Operators of high-impact AI trained; completion checked against the operators’ group
	Ch 10
	Book 16



External services and supply chain (SA, SR)

	Control
	Title
	What it asks, in short
	NIST SP 800-53B
	FedRAMP 2026
	Identity control
	Carried in
	Other books

	SA-4
	Acquisition Process
	Put security and privacy requirements, documentation requirements and responsibilities in acquisition contracts
	L M H P
	B C D
	Contracts for AI services state how the service’s identities are created, credentialed and logged in the agency’s tenant
	Ch 10
	Book 14, Chapter 07

	SA-9
	External System Services
	Require providers to comply with agency requirements; define oversight roles; monitor provider compliance
	L M H P
	B C D
	AI services the agency uses are authorized through the SaaS gate; their tenant identities are governed by the agency
	Ch 06, Ch 10
	Book 15, Chapter 06

	SA-9(2)
	Identification of Functions, Ports, Protocols, and Services
	Require providers to identify the functions, ports, protocols and services the external service uses
	M H
	C D
	The permissions and APIs an AI service uses are declared before consent
	Ch 06
	—

	SR-2
	Supply Chain Risk Management Plan
	A plan for supply chain risk across the system’s life
	L M H
	B C D
	Third-party models and AI services in the plan
	Ch 10
	Book 14, Chapter 07

	SR-3
	Supply Chain Controls and Processes
	Processes to identify and address supply chain weaknesses; documented controls
	L M H
	B C D
	Vendor-created identities reviewed as a supply chain element
	Ch 06
	Book 14, Chapter 07

	SR-5
	Acquisition Strategies, Tools, and Methods
	Use acquisition strategies and contract tools to address supply chain risk
	L M H
	B C D
	M-25-22’s contract terms for monitoring and new-feature notice
	Ch 10
	—

	SR-6
	Supplier Assessments and Reviews
	Assess and review supplier risk at a defined frequency
	M H
	C D
	Review of each AI vendor’s identity and logging practices
	Ch 10
	Book 14, Chapter 07



[bookmark: _Toc00000850]Other federal sources the book relies on
	Source
	What it says that matters here
	Status on October 21, 2026
	Carried in

	OMB Circular A-130, Appendix I
	Authorize systems before operation; transition to ongoing authorization when eligible and approved; reauthorize on a time- or event-driven basis11
	In force
	Ch 10

	FISMA, 44 U.S.C. § 3554(b)(5)
	Testing and evaluation of security effectiveness no less than annually12
	In force
	Ch 10

	NIST SP 800-37 Rev. 2
	Task P-18 system registration; Task R-4 risk acceptance can’t be delegated; Task M-7 system disposal13
	In force
	Ch 10

	OMB 2025 AI reporting guidance and inventory
	Annual inventory; 2025 deadlines December 22, 2025 and January 28, 2026; waiver reporting; 3,611 individually reported use cases, 1,818 deployed or piloted, 445 high-impact as of April 13, 20261415
	Current cycle; no 2026 repository as of this date
	Ch 03, Ch 09

	OMB M-26-04
	Unbiased AI principles for large language models the agency procures (December 11, 2025)16
	In force
	Ch 02

	Executive Order 14434
	Agencies use “Super Intelligence” and “SI” in place of “Artificial Intelligence” and “AI” in non-statutory documents, to the extent law permits; earlier documents unchanged; same underlying definition17
	Signed September 29, 2026
	Ch 10

	NIST SP 800-53 overlays for AI systems (COSAiS, renamed COSIS)
	Five proposed use cases; concept paper August 14, 2025; annotated outline for predictive AI January 8, 2026; renamed October 20, 202618
	No public draft overlay
	Ch 10

	CISA, BOD 23-01
	Asset discovery every 7 days and vulnerability enumeration every 14 days for networked assets; excludes ephemeral assets and third-party SaaS19
	In force
	Ch 09

	CISA, CDM program
	Tools, integration services and dashboards delivered to agencies; agency dashboards push summary data to the Federal Dashboard20
	In force
	Ch 09

	CISA and partners, Careful Adoption of Agentic AI Services
	Joint guidance on adopting agentic AI, published May 1, 202621
	Guidance, not a requirement
	Ch 01, Ch 02, Ch 10

	FedRAMP 2025 AI Prioritization Initiative
	Prioritized certification of conversational AI services meeting five criteria; August 2025 to April 202622
	Closed to new entrants
	Ch 10


[bookmark: _Toc00000851]Requirements the source material cited but that don’t say what was claimed
	Claim in the source material
	What the requirement actually says
	Where the book corrects it

	M-25-21 creates an AI-specific authorization to operate, or the inventory’s have_ato field is a gate
	M-25-21 tells agencies to keep following A-130’s authorization requirements for AI systems and keeps AI use-case risk acceptance separate from system authorization; the inventory field reports existing posture46
	Ch 02, Ch 10

	The inventory has no fields for human training or public feedback
	The 2025 data dictionary has hi_training_established and hi_public_consultation, among nine hi_* fields covering all seven practices; the accurate point is that the fields report status and evidence nothing6
	Ch 03

	“Over 1,800 AI systems” deployed; “1,480 live systems” scanned
	The 2025 repository counts 1,818 deployed or piloted use cases; 1,480 is the number recorded as piloted or deployed in the consolidated file’s stage column; use cases aren’t systems15
	Ch 03, Ch 09

	PT-2 is the privacy impact assessment control; AR-2 covers privacy risk assessment
	In Rev. 5, PT-2 is Authority to Process Personally Identifiable Information and RA-8 is Privacy Impact Assessments; the AR family was a Rev. 4 privacy appendix and isn’t in Rev. 53
	Ch 07

	CA-8 (penetration testing) and SI-7 (software integrity) evidence AI authorization and agentic governance gaps
	Neither describes an authorization or identity gap; the relevant controls are CA-6, CA-7, AC-2, IA-4 and IA-93
	Ch 07

	CDM ran discovery centrally against agency data and pushed findings to agencies
	CDM delivers tools to agencies; agency dashboards hold object-level data and push summaries to the Federal Dashboard20
	Ch 09

	IA-9 is covered by the baseline
	IA-9 is in no NIST baseline and no FedRAMP 2026 class; it has to be tailored in12
	Ch 10


[bookmark: _Toc00000852]Notes
1. National Institute of Standards and Technology, SP 800-53B control baselines, release 5.2.0 OSCAL Low, Moderate, High and Privacy baseline profiles, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5/json (accessed Oct 21, 2026).
1. FedRAMP, “Full Rev5 Control Reference,” FedRAMP Consolidated Rules for 2026, family pages for AC, AT, AU, CA, CM, IA, PL, PM, RA, SA, SI and SR (“FedRAMP Rev5 Baselines” per control; CA-05, IA-09, PM-05, PM-05(01) and RA-08 show no class listing), https://www.fedramp.gov/2026/reference/controls/ (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0; identifiers, titles and statements read from the OSCAL catalog (version 5.2.0, last modified May 11, 2026), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Oct 21, 2026).
1. Office of Management and Budget, M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust, April 3, 2025, Overview and Scope; Sections 3(a)(i)–(ii), 3(b)(i)–(v), 4(a)(i)–(iv), 4(b)(i)–(vii) and 6; footnotes 11, 21, 22, 25 and 29; consolidated table of actions, https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, “Memoranda,” list of memoranda through M-27-01 (October 23, 2026), https://www.whitehouse.gov/omb/information-resources/guidance/memoranda/ (accessed Oct 26, 2026).
1. Office of Management and Budget, Validation/data_dictionary.md, 2025 Federal Agency AI Use Case Inventory, columns 19 (have_ato) and 28–36 (hi_*), https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory/blob/main/Validation/data_dictionary.md (accessed Oct 21, 2026).
1. Office of Management and Budget, M-25-22, Driving Efficient Acquisition of Artificial Intelligence in Government, April 3, 2025, Sections 2(c)–(d), 3(e)(ii)–(iii), 4(d) contract terms E and G, and 4(e)(i), https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-22-Driving-Efficient-Acquisition-of-Artificial-Intelligence-in-Government.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, AI 100-1, Artificial Intelligence Risk Management Framework (AI RMF 1.0), January 2023, Part 2 (Figure 5) and Tables 1–4, https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, “AI Risk Management Framework” (release date of January 26, 2023; revision under the White House AI Action Plan), https://www.nist.gov/itl/ai-risk-management-framework (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, AI 600-1, Artificial Intelligence Risk Management Framework: Generative Artificial Intelligence Profile, July 2024, Section 2, https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.600-1.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, Circular A-130, Managing Information as a Strategic Resource, July 2016, Appendix I, §4.d, https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf (accessed Oct 21, 2026).
1. 44 U.S.C. § 3554(b)(5), https://www.law.cornell.edu/uscode/text/44/3554 (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations, December 2018, Tasks P-18, R-4 and M-7, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf (accessed Oct 21, 2026).
1. Office of Management and Budget, Guidance on 2025 Agency Artificial Intelligence Reporting, Sections 1 and 2, in the 2025 Federal Agency AI Use Case Inventory repository, https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory/tree/main/Reporting%20Instructions (accessed Oct 21, 2026).
1. Office of Management and Budget, “2025-Federal-Agency-AI-Use-Case-Inventory,” README, Summary as of April 13, 2026, https://github.com/ombegov/2025-Federal-Agency-AI-Use-Case-Inventory (accessed Oct 21, 2026).
1. Office of Management and Budget, M-26-04, Increasing Public Trust in Artificial Intelligence Through Unbiased AI Principles, December 11, 2025, https://www.whitehouse.gov/wp-content/uploads/2025/12/M-26-04-Increasing-Public-Trust-in-Artificial-Intelligence-Through-Unbiased-AI-Principles-1.pdf (accessed Oct 21, 2026).
1. Executive Order 14434 of September 29, 2026, “Inaugurating the Era of Super Intelligence,” 91 FR 63129 (October 2, 2026), https://www.federalregister.gov/documents/2026/10/02/2026-20321/inaugurating-the-era-of-super-intelligence (accessed Oct 21, 2026).
1. National Institute of Standards and Technology, Computer Security Resource Center, “SP 800-53 Control Overlays for Super Intelligence Systems,” https://csrc.nist.gov/projects/cosis (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, BOD 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks, October 3, 2022, https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks (accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “CDM Agency and Federal Dashboards,” https://www.cisa.gov/resources-tools/resources/cdm-agency-and-federal-dashboards; and “Continuous Diagnostics and Mitigation (CDM) Program,” https://www.cisa.gov/resources-tools/programs/continuous-diagnostics-and-mitigation-cdm-program (both accessed Oct 21, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Careful Adoption of Agentic AI Services,” May 1, 2026, https://www.cisa.gov/resources-tools/resources/careful-adoption-agentic-si-services (page retitled “Careful Adoption of Agentic SI Services” by November 9, 2026; accessed Oct 21, 2026).
1. FedRAMP, “FedRAMP AI,” https://www.fedramp.gov/ai/ (accessed Oct 21, 2026).
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rId278.png
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rId346.png
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rId365.png
(An agent wants to call a tool

LAYER1
Identity

« consents, app roles and expiring access packages
* MCP servers must validate the token audience

- \

\

LAYER 2 \
Tool regist k
gistry \ Skips Entra ID
« Approved, consented servers on the Tools page \
< Recorded per agent in the inventory ‘\
A\
/ T~ ~ _unregistered server
~ - A |
LAYER 3 Outside every layer
Data « APIKeys
« Labels and data loss prevention for agents where available « Unauthenticated or local servers

* In GCC, scoped permissions are the only data boundary The finding is drift
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rId388.png
Rotated by the app's owner (OUTSIDE BOOK 07'S CLASSES

« Agent blueprint and service principal > The app's owner or Key
certificates \Vault

No CLM lifecycle

NO CLM LIFECYCLE

— Platform-managed, or not
« Google agent identities (SPIFFE X.509
certificates)

« Global Secure Access TLS inspection
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rId43.png
Every Al identity needs

An identity record

An accountable human owner
An organizational placement
Credentials without stored
secrets

Monitoring and drift detection

A lifecycle that ends

Evidence the authorizing
official can use

What it means

One record per Al system, joined to its inventory
entry and its accounts

A named person who answers for the system and can
be found in HR records

The office that owns the mission it serves

Managed identity or federation first; least privilege;
no standing broad grants

Sign-ins and actions logged; unowned or changed
access found and routed

Joiner, mover and leaver for the system and for its
owner

Records that show the controls ran, inside the
existing authorization

Builtin

Chapters 03 and 04

Chapter 05

Chapters 03 and 05

Chapter 06

Chapter 07

Chapter 05

Chapter 10
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OBSERVED

DECLARED Signein, audit and Hsk DISCOVERED

Inventory entry and identity signals What nobody declared
record « Workload and agent sign-ins  Generative Al apps in use

* Owner, sponsor, placement « Credential and permission changes « consented Al apps

* Autnorization and PIA references « Risky workload identities and « Local and cloud-built agents

s ———

Compare and classify

Each gap is a drift finding with a class, a severity and an owner

AN

P1 P2TOP4
Halt and alert On the clock
Never fixed automatically; a Routed to the owner with a
named person decides window
N .
N .
EN 3

One evidence record per finding;
closes only on re-observation
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rId479.png
AGENTS

PEOPLE CONSENT WORKLOADS

. . Local and .
Generative Al Apps holding network-visible Al built in agency
services in use granted access agents clouds
Cloud app discovery; consent inventory; app Endpoint discovery; Cloud posture discovery of
network discovery governance network discovery Al services

Reconcile with the identity record
Match on the identity record key, not on a display name

/atch \;o match

[Governed Shadow Al finding

Record, owner and authorization No record: P1if it acts with
all present credentials
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rId548.png
Al USE-CASE TRACK (M-25-21)
Chief Al Officer

* Inventory and high-impact determination < Authorization to operate before deployment
* Waivers, not delegable

* Alone accepts security and privacy risk
< Accountable official signs the impact . q ety
assessment ongoing authorization

N

One Al system, one identity record

owner, sponsor, placement, credentials, permissions, authorization and PIA
references

AUTHORIZATION TRACK (RMF)
Authorizing official

1
A 4

(Neither decision stands in for the other)





rId548.svg
 
 
 
 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



rId566.png
WHY IT EXISTS HOWIT IS BUILT WHAT IT MAY REACH

Sponsor Technical owner System owner
Purpose, renewal, removal; an agency configuration and credentials; may be Access to the system's data, with the
employee a contractor information owner

~.

The Al system's identity record
Every role is named on the record, with a review date

= T <
- ~
- ~

&« ; S oA
WHO MAY GRANT BN EI WHAT RISK REMAINS
Identity governance officer Security operations Authorizing official

Admin consent, ownership transfers,
orphans

Authorization and open-ended

Risk triage; disable during an incident exceptions
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rId591.png
1LOAD
One inventory vintage

The agency's own submission, or OMB's consolidated public file
Record the vintage, the file's hash and what is missing

/ \ RN
2DETECT, AGENCY ONLY >
Directory join N

« No identity record N
« No accountable sponsor N
« |dentity with no inventory row N

2DETECT
Inventory answers

< Agentic, no authorization answer
 No authorization answer
« No contact or placement

< PIl with no PIA link « Retired, still holds access \\
\
AY
3 PRIORITIZE \
\
Priority and route v next vintage: delta
\
Agentic systems first; severities as in Chapter 07 \
\
\
\
4 REPORT 5 REMEDIATE ‘l
One row per system Owners act :
Finding, obligation, action, control, Identity team, ISSO, privacy officer, "
owner sponsor

l 7/
4
.
Closed only on a later observation
The next scan or the directory shows the fixed state; a ticket closes nothing
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rId608.png
(TIER O CENTRAL A
Scan the public inventory
one run over every agency's published file; no data-sharing agreement needed

AN -— J
b = ~
(TIER 1 CENTRAL TO AGENCY R
Deliver each agency its own findings | next vintage shows the fix
\SCOped to that agency's rows; agentic and authorization findings first ) //’
.
(TIER2 AGENCY A
Remediate with existing tools
\owners assigned, authorizations reconciled, PIAs located; the inventory updated )

!

(TIER 3 AGENCY ONLY N
Govern the credential itself
Directory join, credential lifecycle, shadow Al; Chapters 05 to 07

(. : J
: closes
N x N
What no central scan can see
\Whether a credential exists, rotates or was revoked; Al nobody inventoried )
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rId633.png
START
An Al system the inventory lists

First question: whose boundary does it run in?

PART OF A SYSTEM
Inside an authorized

PROVIDER'S CLOUD
A certified service

ITSOWNSYSTEM

A new system

system

A new component of that
system's plan; a significant
change review

The agency authorizes its own
system that uses the service;
its own tenant identities stay
its job

Full RMF: categorize, select,
assess, authorize

~, ,

One package carries the Al identity evidence

owner, credentials, permissions, monitoring and lifecycle, in that system's plan and assessment
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rId641.png
(OScALssP A
What the system is

+ Component per Al system, with
status

EVIDENCE AREAS

describes * User per identity, with
The identity record SIS N~
* Responsible roles named i i
« Owner and sponsor \o_Resp ) (Authorizing official

Credentials Reads the package, accepts or
permissions rejects the risk; can't delegate
- the
- PTOVES  /OSCALASSESSMENTLAYER ) (D EEEEEr
Monitoring L

How it is doing

« Observations from logs and
scans

« Findings with evidence links

§ POA&M items for open gaps

Lifecycle and end date
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rId84.png
(‘Binding on agencies N

(‘Guidance agencies draw on

(JANUARY 23,2025 N | | (JANUARY 26,2023
EO 14179 NIST Al RMF 1.0
\Revise M-24-10 and M-24-18 \volumary; under revision

(‘APRIL 3,2025
M-25-21: use and governance

Chief Al Officer, inventory, seven minimum
\ practices

(JULY 26,2024
NIST Al 600-1

\Generative Al profile

(‘APRIL 3,2025
M-25-22: acquisition
contract terms; ATO before deployment

/CONCEPT PAPER, AUGUST 2025
SP 800-53 overlays for Al
No public draft yet

LLM contract terms; sunsets December

\2027

N AN

7 N
DECEMBER 11,2025 /2024 102026
M-26-04: unbiased Al principles CISA joint guidance

\Deploying Al securely; agentic Al

(JUNE 2,2026
EO 14409: Al security

\Harden federal systems; CISA directives

/AUGUST 2025 TO APRIL 2026
FedRAMP Al prioritization

\completed; provider side only

(SEPTEMBER 29,2026
EO 14434: terminology
Say "super Intelligence"; definitions

unchanged
\\

S
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rId97.png
A high-impact Al use case, ready to deploy

Runs as functionality inside an information system

The Al system's identity record

Owner, accounts, permissions and the records both decisions rely on

-  evidence “~ _evidence
V' ~a
M-25-21risk acceptance Authorization to operate
Impact assessment, independent review, The system's existing A-130 and RMF
signature of the official accepting the risk process; the authorizing official decides

Deploy

only when both decisions are in place





rId97.svg
 
 
 
 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




