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[bookmark: _Toc00000628]Status — baseline book
This book is part of Release 2.0, the workbook’s baseline edition: it is complete, checked against every other book and approved by the workbook’s editor, and later changes are tracked against Release 2.0. Baseline is not a claim of independent peer review (Status labels). This book is new material; it replaces no earlier workbook pages. Every external claim was checked against a primary source between October 28 and November 2, 2026 and carries a note, and each chapter keeps its verification log in the repository. Product versions and support windows (Java, Spring Boot, Node.js, React, PostgreSQL) and the status of migration tools are stated as of those dates. The reference implementation in Chapter 08 is illustrative: its tests pass against a real PostgreSQL engine, but it has not been run against a real Db2 or Oracle database or in production.
Reference implementation: a Spring Boot service over PostgreSQL, a React front end, a Db2/Oracle to PostgreSQL migration with row-count, checksum and aggregate validation, and an agentic AI pattern with a stub model, in the repository’s examples/app-modernization folder. Chapter 08 walks through it.
15-minute presentation (about 10 minutes narrated): the Why / What / Who / How deck is on the Presentations page.
Executive briefing (about 30 minutes live, 14 narrated): for the CIO, chief architect, portfolio owners, CISO, privacy officer and authorizing officials: the application as the unit of decision, triage, one target architecture, proving the data, AI with a sponsor, compliance by design and the decisions to make, on the Presentations page.
Technical deep dive (about 50 minutes live, 21 narrated): triage scoring, the target architecture, moving and proving the data, AI guardrails, controls and gates, the reference implementation, TOGAF and Zachman, and the waves, in modules on the Presentations page.
Most agencies run hundreds or thousands of mission applications, many of them written decades ago on mainframes, in COBOL, PL/SQL or early Java, against Db2 or Oracle databases, by people who have since retired. Each one works, after a fashion, and each one costs more to keep running every year. The temptation is a grand rewrite. It rarely ends well: the program runs years late, the old system keeps running beside it, and the knowledge buried in the old code is lost on the way. Book 18 treats application modernization as a portfolio problem instead. The unit of decision is the application. Each one gets a disposition (retire, retain, rehost, replatform, refactor or rebuild) from a scored triage that can be run across thousands of applications, not a study per system. The ones that change land on one target reference architecture, so the agency builds and authorizes a pattern once and reuses it. Their data moves with proof that nothing was lost. Generative and agentic AI join the architecture only with an identity and an accountable owner for every agent. And the whole portfolio runs under standards, patterns and review gates that produce the evidence federal compliance asks for, mapped to the TOGAF and Zachman frameworks architects already use, and delivered in waves.
[bookmark: _Toc00000629]Why, what, who, how
	
	Question
	Chapters

	Why
	Why is application modernization a portfolio decision, not a rewrite?
	01

	What
	Triage, the target reference architecture, moving the data, generative and agentic AI, and compliance by design
	02, 03, 04, 05, 06

	Who
	Who governs the architecture: the review board, standards, patterns and gates
	07

	How
	The reference implementation, the TOGAF and Zachman mapping, running the portfolio in waves, and the identity remediation work packages
	08, 09, 10


Appendix: A — Identity remediation work packages
[bookmark: _Toc00000630]Reading paths
· Executives, CIOs and portfolio owners (20 minutes): Chapters 01, 02 and 10.
· Enterprise and solution architects: Chapters 03, 07 and 09.
· Database and data teams: Chapter 04, with Book 06 when the target is SQL Server.
· AI and application teams: Chapters 05 and 08, with Book 17.
· ISSOs, privacy officers and authorizing officials: Chapter 06, with Book 14.
· Identity engineers fixing application findings: Chapter 02’s identity and access intake fields, Chapter 10’s identity remediation factory and Appendix A.
[bookmark: _Toc00000631]Where this book sits in the workbook
This is Book 18 of the Federal Modernization Workbook. The program’s phases and gates, which the waves in Chapter 10 follow, are in Book 01, Chapter 12; decision rights in Book 00, Chapter 07. The identity side of a SQL Server target, from Windows Authentication to Microsoft Entra ID and connection strings, is Book 06. The cloud boundary the target platform runs in is Book 10; change control and provenance Book 13; authorization, supply chain and privacy controls Book 14; and identities and owners for AI agents Book 17.
New and revised procedures in this book follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00000632]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Book 18: fix confirmed crosswalk errors (rule 7 override, dependency axis and scoring, cross-chapter pointers, decision rights) (#381); Book 18: fix inconsistency findings (triage record, sponsor, gates, roles, dates) (#440); Decisions fix pass for Books 13 to 19: Book 18 gates and roles, Db2 spelling, Book 15 approvers, Book 16 criteria, Book 17 roles, Book 13 drift mapping (#456); Db2 spelling: Downloads, home page, app-modernization example, Book 18 brief and verification (#458); Decks: match Books 04, 16 and 18 pages after the Nov 7 decisions passes (#460); Re-render five videos after the #460 deck wording changes (#461); and 6 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Book decks: narration names the book or the original source, and 68 videos re-exported (#344)

	1.3
	2026.11.2
	2026-11-02
	Section 508: accessibility gates in Books 18 and 16, notes in Books 04 and 15 (#314); Privacy for workforce identity: Book 03 Chapter 14, and privacy sections in six books (#317)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Retire Research: move each page to a home by type (guides, training, reference, evaluations, explainers) (#269)

	1.0
	2026.10
	2026-10-31
	First edition (5 merged changes since the book began)


[bookmark: _Toc00000633]Chapter 01 — A Portfolio, Not a Rewrite
An agency with thousands of legacy applications can’t rewrite its way out; it modernizes by deciding, application by application, what each one should become, and by building the ones it changes on one architecture.
[bookmark: _Toc00000634]In this chapter
The scale of the federal legacy problem, from GAO’s government-wide reviews and the share of IT spending that goes to keeping existing systems running. Why large rewrites fail, and what federal acquisition policy asks for instead. Why the unit of decision is the application, not the program or the platform. And the four questions, Why, What, Who and How, that organize the rest of this book.
Most of the money federal agencies spend on IT keeps existing systems running. GAO’s July 2025 review of legacy systems puts federal IT and cyber-related spending at more than $100 billion a year, and notes that agencies have typically reported spending about 80 percent of it on operations and maintenance of existing IT.1 For fiscal year 2025 the figure for the 24 CFO Act agencies, from the federal IT Dashboard, was about $83 billion, or 79 percent of planned IT spending.1 The share has hardly moved in six years: GAO’s 2019 review gave the same “about 80 percent” against more than $90 billion of planned spending for fiscal year 2019.2
What that money maintains is not fully known. GAO observes that the extent of legacy IT in the federal government is unknown, and that how much of the operations and maintenance spending goes to legacy technology is uncertain, because OMB doesn’t require agencies to flag whether an investment is legacy.1 The government knows what it spends on keeping the lights on. It doesn’t know, in one place, which of the lights are forty years old.
This book is about what an agency does with that portfolio. It argues that the answer is never one program that rewrites everything, and always a set of decisions made one application at a time.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b18-application-modernization/png/ch01-portfolio-not-rewrite.png]
The book’s argument: a legacy portfolio is triaged application by application into six dispositions; the applications that change are built on one target reference architecture, their data is moved with proof, AI is added only with a sponsor, and the whole is governed through gates that produce compliance evidence and run in waves.
[bookmark: _Toc00000635]The scale of the problem
GAO has twice asked agencies to name their most critical legacy systems and has ranked them. The two reviews, six years apart, describe the same problem.
	
	GAO-19-471 (June 2019)
	GAO-25-107795 (July 2025)

	Systems reviewed
	65, from 24 agencies
	69

	Systems most in need of modernization
	10, at 10 agencies
	11, at 10 agencies

	Age of those systems
	8 to 51 years
	About 23 to 60 years

	Annual cost to operate and maintain them
	Not stated on the summary
	About $754 million

	Modernization plans
	8 of the 10 agencies lacked complete plans; 3 had none
	3 of the 11 systems had plans with all key elements; 2 had no plan

	Federal IT spending cited
	More than $90 billion planned for FY 2019
	More than $100 billion a year; about $83 billion (79 percent) planned for O&M in FY 2025


Sources: GAO-19-471 and GAO-25-107795.21
The 2025 report adds detail on the 11 systems. Eight use outdated languages such as COBOL and assembly language, four have unsupported hardware or software, and seven operate with known cybersecurity vulnerabilities that can’t be remediated without modernization.1 Of the ten systems on the 2019 list, agencies had completed three modernizations by February 2025; of the other seven, four were planned to finish within a few years, two in five or more years, and one had no planned completion date. GAO asked Congress to consider requiring major agencies to develop modernization plans for their most critical legacy systems; as of February 2026 no legislative action had occurred.3
GAO names four ways legacy systems hurt an agency: security risk, unmet mission needs, a shortage of staff with specialized skills, and increasing cost. On skills it is specific: agencies have had difficulty finding employees who know older languages such as COBOL and may have to pay a premium for specialized staff or contractors.1 Those four are the same pressures a triage rubric has to weigh, and Chapter 02 turns them into scored criteria.
Two features of these reviews matter for how an agency responds.
· They measure the top of the list, not the list. Eleven systems at $754 million a year are a small share of $83 billion in operations and maintenance. The bulk of the spending sits in thousands of ordinary mission applications, none of them critical enough to make a GAO list and all of them aging. A program built only for the flagship systems leaves most of the cost where it is.
· The gap GAO keeps finding is planning, not technology. The three key elements GAO looks for in a modernization plan are milestones, a description of the work necessary to modernize, and details on the disposition of the legacy system.1 None of them is a technology choice. All of them have to be decided per system.
[bookmark: _Toc00000636]Why big-bang rewrites fail
The intuitive response to an aging portfolio is a replacement program: design the new system, build it, and switch over. Large federal programs that tried this show up repeatedly in GAO’s work as efforts that ran for years, were restarted or were abandoned over planning, cost and the time it took to deliver anything. The examples GAO’s 2025 report recounts include modernization efforts abandoned over project planning, high costs and the length of time to deliver capabilities, and investments that took more than a decade to complete partly because they weren’t organized into manageable segments, contrary to OMB policy that requires that approach.1
The reasons are structural, and they apply to an application of any size:
· Value arrives only at the end. A rewrite delivers nothing until cut-over. Users wait years for anything new, and the business case is tested only when most of the money is spent. Martin Fowler’s account of incremental replacement makes this point, and adds that existing behavior is hard to specify and much of it may not be wanted, so rebuilding it exactly wastes effort.4
· The specification is the old system. A legacy application’s real requirements are in its code, its data and the workarounds its users have built. A rewrite has to rediscover them all before go-live; an incremental replacement discovers them one piece at a time and learns as it goes.
· Risk is concentrated in one cut-over. Replacing the whole system at once means one high-stakes switch with no easy way back. Replacing small components carries less risk each time.4
· The world moves during the build. A program that takes a decade to deliver ships technology chosen a decade earlier.
Federal policy already points the other way. OMB Circular A-130 tells agencies to “structure acquisitions for major IT investments into useful segments, with a narrow scope and brief duration,” to reduce risk and better match mission need with current technology, and expects modular contracts to be awarded within 180 days of solicitation and IT to be delivered within 18 months.5 The Federal Acquisition Regulation implements the modular contracting statute, 41 U.S.C. 2308, by saying agencies should use modular contracting for major IT systems to the maximum extent practicable, in increments that each deliver a workable system and don’t depend on a later increment to perform their main functions.6 The policy doesn’t forbid replacing a system. It requires that replacement come in pieces that each stand on their own.
The alternative this book recommends for applications that must change is incremental replacement behind a stable interface, the strangler-fig pattern, described in Chapter 03. But most applications in a portfolio shouldn’t be rewritten at all, which is the larger point.
[bookmark: _Toc00000637]The unit of decision is the application
A portfolio-wide modernization program still has to decide what happens to each thing in the portfolio. The question is what “thing” means. Three candidates are common, and only one works.
	Unit
	Why it is tempting
	Why it fails as the unit of decision

	The program or mission area
	Matches how budgets and executives are organized
	Too coarse: one mission area holds applications that should be retired next to ones that should be rebuilt

	The platform (the mainframe, the Oracle estate)
	Matches how infrastructure is contracted and how its costs are seen
	Treats a hundred different applications as one; the platform can’t be retired until every application on it has a decision

	The application
	Matches how users, data owners, authorizing officials and code are organized
	Works: each has an application owner, a data set, a code base, dependencies and an authorization boundary to decide about


Federal policy is already organized around systems and their disposition. A-130 requires agencies to maintain an inventory of their major information systems, and to develop an enterprise architecture with a baseline, a target and a transition plan that “should incorporate agency plans for significant upgrades, replacements, and disposition of information systems.”5 It requires that unsupported systems and components be “phased out as rapidly as possible,” with migration planning built into planning and budgeting for every system.5 GAO’s third key element is a disposition for each legacy system. Each of these is a decision about one system at a time.
The program’s design is to make that decision explicitly for every application in the inventory, using one of six dispositions:
	Disposition
	What happens to the application
	Where this book covers it

	Retire
	Switched off; its records are kept or transferred as records rules require; its function is dropped or moved to another system or a commercial service
	Chapter 02

	Retain
	Kept as it is, on purpose, with a date to look again
	Chapter 02

	Rehost
	Moved to new infrastructure without code changes
	Chapter 02

	Replatform
	Moved with limited changes, such as a new database engine, runtime or container
	Chapter 02, Chapter 04

	Refactor
	Restructured onto the target architecture, piece by piece, behind a stable interface
	Chapter 03, Chapter 04

	Rebuild
	Written again on the target architecture, still delivered in increments
	Chapter 03


The names come from a vocabulary the industry has used since Gartner’s five migration options of the early 2010s, which AWS dates to 2011; AWS and Microsoft now publish their own lists of seven and eight options.7 Chapter 02 traces the names and explains why this book uses six.
Three consequences follow from deciding per application.
· Most of the portfolio doesn’t need engineering. Retire and retain are decisions, not projects. In any large portfolio a share of applications has few users or duplicates another, and retiring them is the cheapest modernization there is. Others are stable, supported and doing their job, and retaining them on purpose frees money for the applications that need it.
· The ones that do change share one target. If every refactor or rebuild chooses its own stack, the agency trades one legacy problem for many new ones. The book’s position is a single reference architecture for applications that change: Java and Spring Boot services, React front ends, Node.js where it fits, API-first contracts, containers (Chapter 03).
· A decision is evidence. A recorded disposition, with the scores and the owner who agreed to it, is what an enterprise architecture’s transition plan, a capital planning review and a GAO audit all ask for. The triage record is an artifact, not a meeting.
[bookmark: _Toc00000638]The book’s argument
Book 18 answers one question: why is application modernization a portfolio decision, not a rewrite? The argument runs in four steps, which map to the four parts of every book in this workbook.
	Part
	The question
	The answer in this book
	Chapters

	Why
	Why treat modernization as a portfolio, not a program of rewrites?
	Because the problem is thousands of applications in different conditions, and federal policy asks for system-by-system disposition delivered in useful segments
	01

	What
	What should each application become, and what do the ones that change get built on?
	Triage into six dispositions with a scored rubric; one target reference architecture; data moved off Db2 and Oracle with proof that nothing was lost; generative and agentic AI only with an identity and a sponsor for every agent; compliance designed in
	02, 03, 04, 05, 06

	Who
	Who decides, and who governs the architecture over time?
	An architecture review board with clear decision rights, approved standards and patterns, and review gates that produce the evidence compliance needs
	07

	How
	How does an agency run it at scale?
	A small reference implementation to copy; the work mapped to TOGAF and Zachman so enterprise architects can place it; and the portfolio run in waves, from a pilot through a modernization factory to the long tail
	08, 09, 10


The rest of the book is written for two readers at once. Solution architects need the dispositions, the reference architecture, the data migration patterns and the review gates in enough detail to use them. Executives need to know which decisions are theirs, what each one costs and what evidence they should expect to see. Each chapter except Chapter 08, the reference implementation walk-through, ends with numbered takeaways for leadership.
[bookmark: _Toc00000639]Honest limits
· GAO’s figures are government-wide and self-reported. The ages, costs and plan assessments come from what agencies reported to GAO, and the 79 percent figure comes from the IT Dashboard’s planned spending. They describe the federal government as a whole. They don’t describe any single agency’s portfolio, and an agency should measure its own.
· Not every rewrite fails. A small, well-understood application with few integrations can be rebuilt and switched over in one step; Chapter 03 notes when the incremental pattern doesn’t fit. The argument is against making the whole-system rewrite the default.
· The six dispositions are the program’s vocabulary. Federal policy requires a disposition for legacy systems and an architecture with a transition plan. It doesn’t prescribe these six names, and an agency that already uses the AWS or Microsoft list can map one to the other.
[bookmark: _Toc00000640]What leadership should take from this
1. Ask for the inventory before the program. The first deliverable of any modernization effort is a list of applications with an owner and a proposed disposition for each, not a target-state design.
1. Fund decisions as well as projects. Retiring and retaining on purpose are the cheapest modernization moves available, and they need a decision process, not an engineering budget.
1. Insist on useful segments. Any proposal that delivers nothing until a single cut-over runs against A-130 and the modular contracting rules, and against most of the federal record.
Chapter 02 builds the triage that produces those decisions.
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[bookmark: _Toc00000642]Chapter 02 — Triaging the Portfolio
Triage is a scored, repeatable decision for every application, made from data the agency mostly already holds, with deep study kept for the few applications where the score and the owner disagree.
[bookmark: _Toc00000643]In this chapter
The six dispositions this book uses, and how they line up with Gartner’s original five options, AWS’s 7 Rs and the Microsoft Cloud Adoption Framework’s eight strategies. The six criteria a triage weighs, and an evidence map that turns the dependency criterion from a guess into a sourced, dated record. A scored rubric and a decision table that turn the criteria into a disposition for thousands of applications at once. How the result feeds capital planning and Technology Modernization Fund proposals. Book 06 applies the same discipline to SQL Server instances.
Chapter 01 argued that the unit of modernization is the application. This chapter is about deciding what each one becomes. In a portfolio of thousands, that can’t be a separate study per application: a three-month assessment of each would take longer than most applications have left to live. It has to be a rubric applied to data, with judgment kept for the exceptions.
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/b18-application-modernization/png/ch02-triage-funnel.png]
Triage at scale: the inventory is scored automatically from existing data, owners confirm or contest the score, the rubric proposes a disposition, and only contested or high-stakes applications get a deep study before the decision is recorded.
[bookmark: _Toc00000644]The six dispositions
	Disposition
	What it means here
	The signals that point to it
	What it ends with

	Retire
	Switch the application off. Its records are kept, transferred or destroyed under the records schedule, and its function is dropped, absorbed by another system or replaced by a commercial or shared service
	Few users; duplicates another system; function no longer needed; a commercial or shared service already does it
	No running application; a records disposition; the hosting and license cost stops

	Retain
	Keep it as it is, on purpose, for a stated period
	Stable, supported, meets its mission need; or too risky to move before something else moves first
	A documented reason and a review date

	Rehost
	Move it to new infrastructure with no code change
	Sound application on a platform being exited (a data center, aging hardware)
	Same application, new hosting

	Replatform
	Move it with limited change: a new database engine, a managed runtime, a container
	Application logic is sound; the platform under it is unsupported or expensive
	Same application logic on a supported platform

	Refactor
	Restructure it onto the target architecture incrementally, behind a stable interface
	Valuable, changing often, and blocked by its structure or language
	Services on the target architecture, legacy pieces retired one by one

	Rebuild
	Write it again on the target architecture, still delivered in increments
	Valuable, but the code can’t be salvaged or the requirements have changed beyond it
	A new application on the target architecture


The dispositions are listed in rising order of cost and risk. That ordering is the rubric’s first rule: an application gets the cheapest disposition that meets its mission need, and every step up the list has to be justified by the scores.
Two of them are decisions rather than projects. Retire and retain need a decision process, an owner’s agreement and, for retire, a decommissioning checklist, but no engineering team. In most portfolios they are where the early savings are, which is why Book 06’s treatment of SQL Server instances also starts with them.
[bookmark: _Toc00000645]Where the names come from
The vocabulary is older than this book, and the major cloud providers each use a slightly different list. An agency will meet all of them in vendor proposals, so it helps to know how they line up.
· Gartner’s five options. Gartner described five ways to move applications to the cloud, reported at the time as rehost, refactor, revise, rebuild and replace; AWS dates them to 2011.12 Gartner’s research note is behind a paywall and wasn’t consulted for this chapter. As reported, Gartner’s “refactor” meant running the application on a provider’s platform, closer to what later lists call replatform, and “revise” meant modifying the code before moving it.
· AWS’s 7 Rs. AWS Prescriptive Guidance lists retire, retain, rehost, relocate, repurchase, replatform, and refactor or re-architect.3 Relocate moves servers to a cloud version of the same platform without changing the application; repurchase, also called “drop and shop,” replaces the application with a different product, typically SaaS. AWS adds a warning worth taking seriously: refactoring is the most complex strategy and isn’t recommended for large migrations, so it advises rehosting, relocating or replatforming first and modernizing afterward.
· Microsoft’s Cloud Adoption Framework. The framework’s planning guidance lists eight strategies: retire, retain, rehost, replatform, refactor, rearchitect, rebuild and replace, each tied to a business driver.4 It cautions against rehosting problematic workloads, since rehosting doesn’t fix existing performance, reliability or architectural problems, and suggests rehosting only when a workload won’t need modernization for at least two years. Microsoft’s separate application modernization guidance uses six: rehost, replatform, refactor, rebuild, retire and retain.5
	This book
	Gartner (five options)
	AWS (7 Rs)
	Microsoft CAF (eight strategies)

	Retire
	—
	Retire
	Retire

	Retire, function moved to a product or service
	Replace
	Repurchase
	Replace

	Retain
	—
	Retain
	Retain

	Rehost
	Rehost
	Rehost; Relocate
	Rehost

	Replatform
	Refactor (on a provider platform)
	Replatform
	Replatform

	Refactor
	Revise
	Refactor or re-architect
	Refactor; Rearchitect

	Rebuild
	Rebuild
	Refactor or re-architect
	Rebuild


This book uses the same six as Microsoft’s application modernization guidance, with two choices made deliberately.
· Replace is a form of retire. When a commercial or shared service takes over an application’s function, the agency’s own application is retired; the new service is an acquisition with its own authorization, not a modernization of the old code. Treating it as retire keeps the decommissioning work, the records disposition and the data migration in view. It also follows federal policy: Circular A-130 says custom development to improve or replace a system should start “only when no existing alternative private sector or governmental source can efficiently meet the need.”6 The rubric therefore tests “could a product or shared service do this?” before it allows refactor or rebuild.
· Relocate is a form of rehost. Both move an application without changing it. The distinction matters to the hosting team, not to the portfolio decision.
[bookmark: _Toc00000646]The six triage criteria
The criteria come from what GAO, federal policy and the providers’ own guidance say drives modernization risk and value. Each is scored for every application.
	Criterion
	What it asks
	Where the data comes from
	Grounding

	Mission criticality
	How much does the mission depend on it, and what happens if it fails or is wrong?
	Business impact analysis; the system’s FIPS 199 availability and integrity impact; high value asset designation
	FIPS 199 impact levels; GAO’s “unmet mission needs” risk78

	Technical condition
	Is it supported, patchable and changeable?
	Configuration database; vulnerability scans; vendor support dates; age of hardware and software
	A-130 requires unsupported components be “phased out as rapidly as possible”; GAO found seven of eleven critical systems with vulnerabilities that couldn’t be fixed without modernization68

	Data sensitivity
	What data does it hold, and how hard is moving it?
	FIPS 199 confidentiality impact; the PII inventory and privacy impact assessments; database engine and size
	FIPS 199; A-130’s inventory of systems holding PII76

	Cost
	What does it cost to run, and what would each disposition cost?
	IT spending data; hosting, license and support contracts; staff time
	40 U.S.C. 11312 risk-adjusted return on investment9

	Skills
	Can the agency staff it today and in five years?
	Workforce data; contracts; the languages in the code base (COBOL, PL/I, assembly, PL/SQL, proprietary 4GLs)
	GAO on the shortage of COBOL and assembly skills8

	Dependencies
	What does it call, what calls it, and what shares its data?
	Network flows; interface agreements; database links and shared schemas; batch schedules
	AWS lists unmigrated dependencies as a reason to retain3


A few notes on using them.
· FIPS 199 does a lot of the work. Every federal system already has a security categorization: low, moderate or high potential impact for confidentiality, integrity and availability, with the system taking the “high water mark” of the information types it holds.7 Availability and integrity impact are a defensible proxy for mission criticality, and confidentiality impact for data sensitivity, for the first pass.
· Skills are about the future, not the present. An application maintained today by one contractor team in a language few people still learn scores badly even if it runs well. GAO’s point is that the cost of those skills rises as the pool shrinks.8
· Dependencies decide sequence, not disposition. A heavily connected application may still be refactored, but not first. Chapter 10 uses the dependency score to build waves.
· PL/SQL and stored procedures count twice. Business logic in the database raises both the skills score and the data migration effort, and it makes a rehost or replatform harder than it looks. Chapter 04 covers converting it.
· Sign-in code counts under technical condition. Three Microsoft identity retirements turn an application’s authentication library into part of its condition, so the inventory asks three questions of every application that signs users in or calls Microsoft APIs:
2. Which authentication library, and which version? All Microsoft support for the Azure Active Directory Authentication Library (ADAL), including security fixes, ended on June 30, 2023. ADAL applications keep working but get no fixes, and the replacement, the Microsoft Authentication Library (MSAL), gets tokens from AD FS only on AD FS 2019 or later.10 Once sign-in logs flow to Azure Monitor, the Sign-ins workbook in the Entra admin center lists the ADAL applications active in the last 30 days, with sign-in counts and ADAL versions, which is measured evidence for this question.11
2. Does it call Azure AD Graph? Microsoft’s timeline ended extended access to Azure AD Graph on August 31, 2025, and any application still using it stops working once the API is retired; the migration target is Microsoft Graph.12 Microsoft Entra recommendations list the registered applications and the consented third-party service principals that still call it, and the second list usually means a vendor upgrade, not a code change.13
2. Does its single-page front end still use the implicit grant? Microsoft says the implicit grant is no longer a suitable authentication method, because browsers that block third-party cookies break its silent sign-on; MSAL.js 2.x doesn’t support it, and the move is to the authorization code flow with PKCE: switch the registration’s redirect URIs to the single-page application platform, update the code, and only then turn implicit grant off, because turning it off disables it for every application sharing that registration.1415
· A yes to any of them lowers the technical condition score; the measured answers carry the measured flag, and an owner’s word carries attested.
[bookmark: _Toc00000647]Identity and access intake fields
An application in the portfolio is also an identity in the tenant: an app registration, a service principal, sometimes a managed identity, with owners, permissions and credentials of its own. A Zero Trust assessment looks at those, and the findings it raises (ownerless privileged apps, long-lived secrets, redirect URIs on domains nobody controls) are attack paths whatever the application’s disposition is. So intake records nine identity fields beside the six criteria. They don’t change the disposition the rubric proposes. They rank each application by the attack paths its identity opens, and that rank sends it to the identity remediation factory on its own schedule: a retained application with an exposed secret is fixed now, not at its review date.
Identity and access intake fields
	Intake field
	What it records
	Source

	Owners
	The business owner and the two technical owners, and whether each is still in that role
	The governance record of Book 13, Chapter 14

	Graph and API permissions
	Each application permission and tenant-wide delegated grant, whether it is on the high-privilege list, and its justification
	Same; the risk tiers in Book 04, Chapter 06

	Secrets and certificates
	Credential type (managed identity, federated, certificate, client secret), count and next expiry, and any secret exception
	Same; Book 13’s secrets rules

	Redirect URIs
	Every redirect URI on the app registration, with three flags: wildcard, http other than loopback, and a host on a domain the agency can’t show it controls
	The app registration; the agency’s domain ownership record (Book 08)

	Assignment requirement
	Whether Assignment required? is on, so only assigned users and client apps get tokens
	The service principal’s appRoleAssignmentRequired

	Conditional Access compatibility
	Whether Conditional Access can govern sign-in to it: a modern protocol (OpenID Connect, OAuth 2.0, SAML, or published through Application Proxy), or a legacy one that can’t be targeted; and for an app that calls APIs as itself, whether it is a single-tenant service principal that workload identity Conditional Access can reach
	The app’s protocol from the sign-in logs; Chapter 03 for publishing

	Last activity
	The most recent sign-in as client or resource
	The service principal sign-in activity report, or sign-in logs where the report isn’t available

	Data sensitivity
	The FIPS 199 confidentiality impact, already scored as a criterion
	The triage record

	Retirement candidate
	Yes when the disposition is retire, or when there has been no activity for 90 days (design guidance, settled as WD-148)
	The triage record and last activity


Microsoft’s guidance on redirect URIs is to maintain ownership of every one, monitor their DNS records, avoid wildcards and insecure schemes, and keep the list small; a lapse in ownership of one redirect URI can lead to compromise of the application.16 Wildcards are accepted only for apps that sign in work or school accounts and only through the manifest, and Microsoft strongly recommends absolute URIs instead.17 An abandoned domain, or a CNAME left pointing at a deprovisioned cloud resource, can be taken over, and whoever takes it can receive what the application sends there, OAuth credentials included.18
The attack-path rank. The program’s design is a simple additive score, calibrated the way the rubric is (Calibrating the rubric). Points accumulate:
Attack-path rank (program design)
	Signal
	Points

	A high-privilege application permission
	3

	Any other application permission, or a tenant-wide delegated grant
	1

	A client secret
	2, plus 1 if it has no exception

	No business owner, or no technical owner
	3

	Fewer than two technical owners
	1

	A redirect URI on a domain the agency can’t show it controls
	3

	A wildcard or non-loopback http redirect URI
	2

	Assignment not required
	1

	Multitenant, or Conditional Access can’t govern its sign-in
	1

	Confidentiality impact high or moderate
	2 or 1

	A retirement candidate that still holds a credential or permission
	1


An application scoring 8 or more goes into the next factory wave whatever its disposition; 4 to 7 joins a wave within the planning horizon; below 4 is fixed with its own modernization or retirement. Ties go to the higher data sensitivity. The score and its thresholds are the program’s settled starting point (WD-148), not a standard, and change after calibration.
Rank the portfolio. Run Book 13, Chapter 14, Step 1 first; it writes app-governance-tenant-<date>.csv. The ranking below also reads <record.csv>, the governance record, which carries Confidentiality, BusinessOwner, Disposition, SecretException (the secret’s exception ID) and CaCompatible (No where Conditional Access can’t govern the app) for each AppId; <owned-domains.txt>, the agency’s list of domains it controls, one per line; and <out-dir>, the evidence folder.
$tenant = Import-Csv '<out-dir>\app-governance-tenant-<date>.csv'
$record = @{}; Import-Csv '<record.csv>' | ForEach-Object { $record[$_.AppId] = $_ }
$owned  = Get-Content '<owned-domains.txt>' | ForEach-Object { $_.Trim().ToLower() } | Where-Object { $_ }
function Test-Owned($uriText) { try { $h = ([uri]$uriText).Host.ToLower() } catch { return $false }
    if ($h -in 'localhost','127.0.0.1') { return $true }
    [bool]($owned | Where-Object { $h -eq $_ -or $h.EndsWith(".$_") }) }
function Test-Resolves($uriText) { try { [void][System.Net.Dns]::GetHostAddresses(([uri]$uriText).Host); $true } catch { $false } }

$ranked = foreach ($t in $tenant) {
    $r = $record[$t.AppId]; $uris = $t.RedirectUris -split ' ' | Where-Object { $_ }
    $notOwned = @($uris | Where-Object { -not (Test-Owned $_) }); $noDns = @($uris | Where-Object { -not (Test-Resolves $_) })
    $score = 0
    if ($t.HighPrivilege -eq 'True') { $score += 3 } elseif ($t.AppPermissions -or $t.TenantWideDelegated) { $score += 1 }
    if ([int]$t.Secrets -gt 0) { $score += 2; if (-not $r -or -not $r.SecretException) { $score += 1 } }
    if (-not $r -or -not $r.BusinessOwner -or ($t.HomeTenant -eq 'this tenant' -and [int]$t.OwnerCount -eq 0)) { $score += 3 }
    elseif ($t.HomeTenant -eq 'this tenant' -and [int]$t.OwnerCount -lt 2) { $score += 1 }
    if ($notOwned.Count) { $score += 3 }
    if ($t.WildcardOrHttpRedirect -eq 'True') { $score += 2 }
    if ($t.AssignmentRequired -ne 'True') { $score += 1 }
    if ($t.HomeTenant -ne 'this tenant' -or ($r -and $r.CaCompatible -eq 'No')) { $score += 1 }
    if ($r -and $r.Confidentiality -eq 'High') { $score += 2 } elseif ($r -and $r.Confidentiality -eq 'Moderate') { $score += 1 }
    $retire = ($r -and $r.Disposition -eq 'Retire') -or ($t.LastActivity -and [datetime]$t.LastActivity -lt (Get-Date).AddDays(-90))
    if ($retire -and ($t.AppPermissions -or [int]$t.Secrets -or [int]$t.Certificates)) { $score += 1 }
    [pscustomobject]@{ AppId = $t.AppId; DisplayName = $t.DisplayName; Score = $score
        Wave = if ($score -ge 8) { 'next factory wave' } elseif ($score -ge 4) { 'within horizon' } else { 'with its disposition' }
        RetirementCandidate = [bool]$retire; RedirectsNotOwned = $notOwned -join ' '; RedirectsNoDns = $noDns -join ' '
        Confidentiality = $r.Confidentiality; Disposition = $r.Disposition }
}
$ranked | Sort-Object Score, Confidentiality -Descending | Export-Csv '<out-dir>\portfolio-identity-rank.csv' -NoTypeInformation
The output is one row per application with its score, its wave, and the redirect URIs that fail the ownership or DNS check, which feed Appendix A’s redirect cleanup work package. A name that doesn’t resolve isn’t proof of a takeover risk, and one that resolves isn’t proof of ownership: both are leads for the domain owner to confirm. The rank is evidence for the triage record the same way the six scores are, with the measured flag.
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Dependencies are the criterion a scoring sheet handles worst. A single score doesn’t say what an application is connected to, on whose evidence, or which of those connections a move would break. The program’s design is to record dependencies as an evidence map, a list of typed entities joined by typed, directed relationships, each relationship carrying its source. The dependency score is then computed from the map rather than estimated by the owner.
What goes on the map
	Entity type
	What it covers
	Examples

	Application
	Software people or other systems use
	A case management system; a public web service; a batch reporting job

	Data store
	Where records live, including master records
	The person or account master file; a payments database; a document repository

	Data element
	A single field that something else relies on
	A status code, a date of death, an indicator flag

	Data exchange
	An interface with another organization
	A file feed to a state, a verification service another agency calls, a matching agreement

	Process
	A business or batch process that reads or writes the data
	Nightly reconciliation; a correction workflow; an annual statistical extract

	Rule
	A business, eligibility or data-quality rule, wherever it lives
	A rule in a COBOL paragraph, a stored procedure or a procedure manual

	Governance document
	Something that authorizes or constrains a relationship
	A system of records notice, an interface agreement, a policy

	Finding
	An audit or oversight finding about the entity
	An inspector general recommendation; a GAO finding


Each relationship records six things:
	Field
	What it holds

	From, to and kind
	The two entities and what the link does: reads, writes, feeds, governs, replaces

	Basis
	Observed (seen in flows, logs or code), documented (in an agreement, notice or manual), planned or historical

	Evidence
	The document, log extract or code reference, with its revision date

	Observed
	When someone last confirmed the link

	Confidence
	The same measured, attested or assumed flag the rubric uses

	Status
	Current, retired, or planned with a target date


Rules for keeping it honest
· A link is a claim, not a deployment fact. A documented link says two things are connected by policy or design. It doesn’t prove data flows between them today, and the absence of a link doesn’t prove nothing does. Label the basis on every link, and let observed evidence override documented evidence when they disagree.
· Keep open questions on the map. When the evidence doesn’t settle a link, record the question, who can answer it and when it was asked. Don’t drop the link and don’t guess it into existence. An open question on a high-impact system is a reason for rule 7, below.
· Count what points at each master record. Rank data stores by incoming relationships: applications, processes, rules and outside exchanges that read them. A master record with a hundred or more incoming links is where migration risk concentrates. Retiring or replatforming it isn’t one decision but one per dependent, and the map lists them.
· Count outside partners separately. Each exchange with another organization is a commitment the agency can’t change alone: an agreement with a term, a published notice, a partner’s own schedule. Under the Privacy Act, a system of records notice lists the system’s routine uses and the categories of sources of its records, and a computer matching agreement runs for up to 18 months, renewable without a new review for no more than one additional year.19 Those dates belong on the map, because a move has to fit inside them or wait for the next renewal.
· Map fields, not only systems. Rules depend on individual data elements, such as a code value that means “deceased” or “do not pay.” A replatform that preserves every table but changes one code’s meaning breaks every rule that reads it. Chapter 04 covers carrying the data across.
· Date everything. Each piece of evidence carries the revision date of its source and the date it was last checked. A map without dates can’t show which parts have gone stale.
Where the evidence comes from
The observed basis comes from the sources in the criteria table: network flows, database links, batch schedules and the code itself. The documented basis is often already published or on file: system of records notices, privacy impact assessments, interface and matching agreements, procedure manuals and oversight reports. Starting from the documents gives a first map in weeks; the observed evidence then confirms, corrects or adds to it. Book 01, Chapter 10 collects the infrastructure side of the same picture (directory, DNS, certificates, service accounts) as committed, provenance-bound streams, and the two should share identifiers so an application’s map can point at its infrastructure dependencies.
How the map feeds triage
· The dependency score is computed. It weighs incoming and outgoing relationships, the number of outside exchanges and the share of links that are only assumed. As on every criterion, 5 is the best outcome, so many links, many outside exchanges or many assumed links pull the score down. The confidence flag for the criterion is the weakest flag among the links that drive the score.
· High-stakes cases are visible. A master record with many outside exchanges, or a high-impact system with open questions, is a case for deep study under rule 7.
· Sequencing has its input. Chapter 10 builds waves from the map: dependents move before or with what they depend on, and a master record moves last, or behind a stable interface, as Chapter 03 describes.
· The map is the authoritative record of dependencies. Diagrams, spreadsheets and wave plans are derived from it, not maintained beside it. Book 13, Chapter 03 explains why.
[bookmark: _Toc00000649]A scored rubric, not a study per application
The program’s design is a two-axis score, a set of decision rules and an override.
Step 1: score two axes
Each criterion is scored from 1 to 5, with 5 the best outcome on every criterion. Five of the six combine into two axes; the dependency score doesn’t enter either axis and is used for sequencing:
	Axis
	Criteria
	How it reads

	Mission value
	Mission criticality and cost
	High: the agency needs this function, in this form or another

	Technical health
	Technical condition, skills and data sensitivity (as migration difficulty)
	High: the application can be run and changed safely as it is


Weights are the agency’s choice; the program’s starting point is equal weights within each axis, adjusted after the calibration set below. Each score also carries a confidence flag: measured (from system data), attested (from the owner) or assumed (no data). An application with mostly assumed scores can’t get a final disposition; it goes to owner review first.
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The two triage axes and the dispositions each region points to: low value points to retire, high value and good health to retain or rehost, and high value with poor health to replatform when the platform is the problem or to refactor or rebuild when the code is.
Step 2: apply the decision table
The decision table turns scores into a proposed disposition. Rules 1 to 6 are applied in order, and the first match wins. Rule 7 is an override: it is checked afterward, against the disposition rules 1 to 6 proposed.
	#
	Condition
	Proposed disposition
	Why

	1
	Mission value low (≤ 2) and technical health not high (< 4), or a commercial or shared service already provides the function
	Retire
	Cheapest outcome; A-130 prefers existing alternatives to custom development. Low value with high health falls to rule 2: retain, with a review date at which retirement is reconsidered

	2
	Technical health high (≥ 4) and no platform exit is forcing a move
	Retain, with a review date
	Don’t spend money on an application that works and is supported

	3
	Technical health high, but the hosting platform is being exited
	Rehost
	The application is sound; only its location changes

	4
	Code sound (condition and skills ≥ 3), but the platform, runtime or database is unsupported or costly
	Replatform
	Fix what is broken, keep what works

	5
	Mission value high, code hard to change or staff, and the application can be intercepted behind an interface
	Refactor
	Incremental replacement keeps the mission running (Chapter 03)

	6
	Mission value high, and the code can’t be salvaged or requirements have outgrown it
	Rebuild, in increments
	Only after rules 1–5 have been ruled out

	7
	Any high-impact system whose proposed disposition is refactor or rebuild; any high-impact system with open questions on its dependency map; any application that holds a master record with many outside exchanges; or any application where the owner contests the result
	Deep study before the decision
	Spend analysis where the stakes or the disagreement are


Rule 7 is how a rubric covers thousands of applications without becoming careless: most applications get a disposition from rules 1–4 at the cost of a scoring exercise, and the expensive analysis goes to the dozens that need it.
Step 3: owner review and the record
The proposed disposition goes to the application owner for a fixed review window. The application owner is the person accountable for the application as a business capability; where the application is, or sits inside, an authorized system, the system owner of Book 14, Chapter 10 is the role that owns its compliance, and the two may be the same person. The application owner can agree, or contest with evidence; a contested score is corrected, not argued around. The triage record holds the disposition, the six scores and their confidence flags, the rule that produced the disposition, the owner’s agreement and a review date. It is the artifact the enterprise architecture’s transition plan, the capital planning process and an auditor will ask for. Chapter 07 places the record under the architecture review board.
Calibrating the rubric
Before applying the rubric to the portfolio, the program’s design is to run it on a calibration set of thirty to fifty applications that experienced architects already know well, and to compare the rubric’s answers with theirs. Where they disagree, the weights or thresholds change, not the architects’ judgment of those applications. The calibration is repeated after the first wave, when the agency has real costs for each disposition.
Keeping it honest
· Score what is measured before what is believed. Utilization data, connection logs and support dates beat questionnaires. AWS, for example, suggests using utilization and connection data to find applications nobody uses: no inbound connection for 90 days, or very low average CPU and memory use.3
· Don’t let the rubric pick the technology. The disposition says how much an application changes. The target architecture in Chapter 03 says what it changes into.
· Retain is not a failure. It is a decision with a date. A portfolio where nothing is retained has usually not been triaged.
Book 06 Chapter 05 shows the same approach, utilization, versions and dependencies weighed from discovery data, applied to SQL Server instances, and Chapter 06 its retain, consolidate and retire decision. An agency that has run that analysis already has much of the data this rubric needs for applications on SQL Server.
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Triage produces decisions; capital planning funds them. The two have to connect, or the dispositions stay on paper.
· Capital planning. The Clinger-Cohen Act’s capital planning provision requires each agency head to “design and implement” a process for maximizing the value and managing the risk of IT acquisitions, integrated with budget decisions, with minimum criteria that include “a quantitatively expressed projected net, risk-adjusted return on investment” and ways to compare and rank alternatives.9 A-130 asks agencies to weigh IT investments against others in the portfolio, and to incorporate migration planning and resourcing for unsupported systems into planning and budgeting.6 The rubric’s scores and dispositions are the comparison and ranking the statute asks for; the triage record is the evidence for it.
· The CIO’s approval. A-130 requires the CIO to approve the IT components of agency plans, through a process the agency head defines.6 A disposition that commits money is one of those components. The current FITARA memorandum and the rest of the federal framework status are summarized in the workbook’s federal framework crosswalk.
· The Technology Modernization Fund. The TMF’s published criteria say proposals “must improve, retire, or replace existing federal IT systems,” that competitive projects are “typically less than $25M,” that agencies should aim to repay the full amount on a five-year repayment timeline, and that projects should demonstrate measurable outcomes, ideally within 12 months.20 Its 2026 call for proposals kept legacy modernization and cybersecurity as priorities and asked for initial project proposals by October 20, 2026.21 The rubric points to the applications that fit: a high-value refactor or a cluster of retirements whose savings can repay the fund. Its triage records supply the baseline costs a proposal needs.
· Working capital funds. The Modernizing Government Technology Act authorizes covered agencies to establish IT working capital funds for transitioning from legacy systems, alongside the TMF.8 Savings from retirements are the natural source; Chapter 10 covers funding the waves.
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· The rubric is the program’s design. Federal policy requires capital planning, an inventory, an enterprise architecture with a transition plan and the phase-out of unsupported systems. It doesn’t prescribe this rubric, these thresholds or these six names.
· Scores are only as good as the inventory. GAO notes that the extent of legacy IT across the government is unknown.8 Many agencies will find their inventory is the first thing triage fixes.
· Vendor lists are written for cloud migration. AWS’s and Microsoft’s strategies describe moving workloads into their clouds. The dispositions here are about the application’s future regardless of where it runs, and an agency should read vendor guidance with that difference in mind.
[bookmark: _Toc00000652]What leadership should take from this
1. Approve the rubric, not each decision. Leadership’s job is to agree the criteria, weights and rules once, and then to rule on the contested cases rule 7 sends up.
1. Expect most early savings from retire and retain. They need decisions and owners, not engineering. Fund the decommissioning work that makes retirements real.
1. Make the triage record the currency. Capital planning reviews, TMF proposals and the enterprise architecture’s transition plan should all draw on the same records.
Chapter 03 describes the target the refactored and rebuilt applications are built on.
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[bookmark: _Toc00000654]Chapter 03 — The Target Reference Architecture
Every application the agency changes should land on the same small set of technologies, connected by published contracts and replaced piece by piece, so that modernizing a portfolio doesn’t create a new portfolio of one-off stacks.
[bookmark: _Toc00000655]In this chapter
The layers of the target reference architecture and the technology the program’s design picks for each, with versions and support windows checked on the projects’ own sites in October 2026. Why Java and Spring Boot for services, React for front ends and Node.js only where it fits. API-first contracts in OpenAPI. Containers, orchestration and twelve-factor configuration. The strangler-fig pattern that lets a legacy application be replaced in increments. The two NIST publications that serve as the federal security references for this architecture. And, for the applications that stay on premises, how Microsoft Entra application proxy retires Web Application Proxy and VPN publishing, and how secure hybrid access partners bring header-based, Kerberos and LDAP applications, including ERP and HR suites, under Entra ID sign-in, with government-cloud availability for each.
Chapter 02 sends the applications that need to change to refactor or rebuild, and some replatformed ones part of the way. If each of those projects picks its own language, framework and hosting model, the agency ends the decade with as many stacks as it started with, only newer. The point of a reference architecture is to make the common choices once, so that each project spends its effort on the mission logic, and so that the platform team, the security team and the authorizing official review one pattern instead of hundreds.
The technology choices below are the program’s design, not a federal requirement; no federal policy names a language or framework. They are mainstream, well-supported open-source choices with long support windows and large labor pools, which is what a portfolio running for decades needs. An agency with an established alternative, .NET services for example, can keep the structure of this chapter and substitute its own approved list. Vendors and products appear as examples, not endorsements.
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The target reference architecture: React front ends call a backend-for-frontend or an API gateway; Java and Spring Boot services expose OpenAPI contracts and own their data; everything runs in OCI containers on an orchestrator; a strangler-fig façade routes traffic between the legacy application and the new services during replacement.
[bookmark: _Toc00000656]The layers and the choices
	Layer
	Program’s choice
	Current release and support, October 2026
	Why

	Services
	Java on the current LTS release, with Spring Boot
	Java 25 is the current LTS release (GA September 16, 2025); Java 27, GA September 15, 2026, is a feature release not on vendors’ LTS lists. Spring Boot 4.1 is current (4.1.2), requires Java 17 or later and supports up to Java 27123
	Large labor pool, long support windows, mature security and observability libraries

	Front ends
	React
	React 19.3, released September 9, 20264
	Component model suits large form-heavy mission applications; wide skills base

	Backend-for-frontend, build tooling, event glue
	Node.js, only on an LTS release
	Node.js 24 entered maintenance on October 20, 2026 (end of life April 30, 2028); Node.js 26 is scheduled to enter LTS on October 28, 2026 (end of life April 30, 2029); Node.js 22 reaches end of life April 30, 202756
	Same language as the front end, for the thin layers that serve it

	API contracts
	OpenAPI, written before the code
	OpenAPI Specification 3.2.1, dated September 10, 2026, a patch release of 3.27
	A contract every team, tool and reviewer can read

	Packaging
	OCI container images
	OCI Image Specification 1.1.1 and Distribution Specification 1.1.1 (2025); Runtime Specification 1.3.0 (November 2025)89
	Vendor-neutral format every major registry and runtime supports

	Orchestration
	Kubernetes, or a managed service built on it
	Kubernetes 1.37 is the newest minor release; the project maintains the three most recent minor releases10
	One deployment and scaling model across environments

	Data
	PostgreSQL or SQL Server
	See Chapter 04
	The two targets this book supports for data off Db2 and Oracle


Versions are a snapshot. The chief architect, through the architecture review board in Chapter 07, owns the approved list and its upgrade dates; this table is the starting point, not the standard itself.
[bookmark: _Toc00000657]Services: Java and Spring Boot
Java’s long-term support releases are the backbone of the services layer. OpenJDK releases a new feature version every six months, and vendors designate some as long-term support: Java 25 is the current one, with the Microsoft Build of OpenJDK, for example, committing to support it until at least September 2030.2 Java 26 (March 2026) and Java 27 (September 2026) are feature releases.1 The program’s design is to build services on the current LTS release and move to the next one within a year of its release, not to chase each feature release.
Spring Boot sits on top. Its support windows are shorter than Java’s and matter more day to day:
	Spring Boot generation
	First release
	Open-source support ends
	Commercial support ends

	4.2.x
	Scheduled November 2026 (release candidate available)
	December 31, 2027
	December 31, 2028

	4.1.x (current)
	June 2026
	July 31, 2027
	July 31, 2028

	4.0.x
	November 2025
	December 31, 2026
	December 31, 2027

	3.5.x
	May 2025
	Ended June 30, 2026
	June 30, 2032


Source: Spring’s project generations data.11
Two consequences follow. First, an application started on Spring Boot 3.5 is already outside open-source support and depends on commercial support for patches; one on 4.0 loses open-source support at the end of 2026. Second, each recent Spring Boot generation has had about thirteen months of open-source support, so a portfolio of Spring services needs an upgrade cadence built into the platform, not left to each project. Spring Boot 4.1 requires Java 17 at minimum, runs on Spring Framework 7 and supports up to Java 27, so the Java and Spring upgrades can be made independently.3
Why Java for a federal services layer, and not something newer? Because the services layer is where the business rules of a refactored COBOL or PL/SQL application end up, and those rules will need maintaining for decades. The program values the size of the labor market, the length of the support windows, and the maturity of the security, transaction and observability libraries over novelty. Teams that convert COBOL to Java with automated tools should still treat the output as a starting point for the services in this layer, not as the target.
[bookmark: _Toc00000658]Front ends: React
React is the front-end layer for new and rebuilt user interfaces. React 19 was released in December 2024, and 19.3 in September 2026.4 The program’s design keeps front ends thin: they render, validate input for usability, and call APIs. Business rules belong in services, where they are tested and authorized once, not in each user interface.
Federal front ends carry requirements that the framework doesn’t solve on its own: Section 508 accessibility, the 21st Century IDEA criteria for public-facing services, and, for public sign-in, OMB’s direction toward Login.gov. Chapter 06 sets the accessibility gate a rebuilt front end passes, and the others are outside the workbook’s scope, which doesn’t cover public-facing digital services or the sign-on the public uses for them; the workbook’s federal framework crosswalk summarizes their status. A shared component library that builds accessibility in once is worth more to a portfolio than any framework choice.
[bookmark: _Toc00000659]Node.js where it fits
Node.js is in the architecture for three jobs, and the program’s design keeps it to them.
· Backend-for-frontend. A thin service per front end that shapes data for that interface. The Azure Architecture Center describes the pattern: a separate backend for each frontend interface, tailored to its needs, managed by the frontend team, with cross-cutting concerns such as authorization and monitoring kept out of it.12 Writing it in the same language as the front end is the reason to use Node.js here.
· Front-end build and tooling. React builds run on Node.js whether or not anything runs on it in production.
· Event glue. Small integrations that react to messages or webhooks, where the logic is thin.
Domain logic belongs in the Java services. A backend-for-frontend that starts to hold business rules is a second services layer, and should be refactored into one.
Node.js has a predictable but changing schedule. Through Node.js 26, even-numbered releases became LTS and odd-numbered ones expired after six months. Starting with Node.js 27, the project moves to one major release a year, and every major version moves to LTS after its six-month Current phase; LTS typically means 30 months of critical fixes, and the project advises production applications to use only Active or Maintenance LTS releases.5 Node.js 26 is scheduled to enter LTS on October 28, 2026, and Node.js 24 entered maintenance on October 20, 2026.6
[bookmark: _Toc00000660]API-first with OpenAPI
Every service publishes its contract before it publishes code. The contract is an OpenAPI document, currently version 3.2, in which the third number is reserved for patch releases that “address errors in, or provide clarifications to” the specification without changing its features.7 The program’s design for contracts is:
· Write the contract first, review it with the consuming teams, and generate server stubs and client libraries from it.
· Treat the contract as the interface the strangler-fig façade routes on. A legacy function and its replacement can sit behind the same contract while the traffic moves.
· Version deliberately. Additive changes within a major version; a new major version, run side by side, for breaking ones.
· Test against the contract in the pipeline, so that a service can’t ship a change that breaks its published interface. Chapter 07 makes this a review gate.
· Publish contracts in a catalog so the next project reuses an API instead of building a duplicate.
[bookmark: _Toc00000661]Containers, orchestration and configuration
Services, backends-for-frontends and the façade are packaged as OCI container images. The Open Container Initiative, formed in June 2015 under the Linux Foundation, maintains the runtime, image and distribution specifications that make an image built by one tool run on another runtime and live in any compliant registry.8 Kubernetes, or a managed service built on it, runs them; the Kubernetes project maintains release branches for the three most recent minor releases, so clusters need an upgrade cadence of their own.10
Configuration follows the twelve-factor rule: anything that varies between deployments, such as database handles, credentials for external services and hostnames, is kept out of the code and supplied by the environment. Its litmus test is whether the code base could be made open source at any moment “without compromising any credentials.”13 The program’s design tightens this for secrets: the environment supplies a reference, and the secret itself comes from a managed secret store or, better, is replaced by a workload identity that needs no stored secret at all. Book 17 Chapter 06 gives the credential order the workbook prefers.
Rehosted and replatformed applications can use the same platform without being refactored. A replatform that puts a legacy Java or .NET application into a container on the same orchestrator gains the platform’s patching, logging and deployment pipeline even before its code changes.
[bookmark: _Toc00000662]Replacing incrementally: the strangler fig
The strangler-fig pattern is how a refactor actually happens. Martin Fowler’s account describes building new functionality alongside the legacy system and moving behavior over piece by piece until the old system can be retired, arguing that the transitional code this requires is worth its cost in lower risk and earlier value.14 The Azure Architecture Center gives the mechanics: a façade (proxy) intercepts requests to the legacy back end and routes each either to the legacy application or to the new services; as functions move, the façade shifts traffic; when nothing depends on the legacy system it is decommissioned, and finally the façade itself can be removed.15
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The strangler-fig pattern in four stages: a façade routes most requests to the legacy application, then a growing share to new services, then all of them once the legacy application is decommissioned, and finally the façade is removed.
The same page lists the considerations that decide whether a refactor is feasible, and they belong in the deep study rule 7 of Chapter 02’s decision table calls for:
· Requests must be interceptable. If the legacy back end can’t be put behind a façade, and the agency can’t change its source code or any other integration point such as its database, the pattern doesn’t fit.15
· Shared data needs a plan. The new and legacy systems may need the same data stores at once. The Azure page’s database example extracts one domain at a time, copies its data with an extract, transform and load step, keeps it in sync with change data capture, validates consistency and only then makes the new database the system of record.15 Chapter 04 covers this in detail.
· Cross-calls need an anti-corruption layer, an adapter that translates between the two systems so that legacy conventions don’t leak into the new design.15
· The façade must not become the bottleneck or a single point of failure, and it has to keep pace with the migration.
· Rollback has an end. Rollback stays practical until the legacy tables and procedures for a domain are removed; removing them is a deliberate last step.15
· Small systems may not need it. When replacing the whole system is simple, the pattern adds cost without much benefit.15
For a mainframe application, the façade is often an API layer in front of transactions that already exist, so that new front ends and services can call the legacy functions through the same contracts they will later call on the replacements.
[bookmark: _Toc00000663]The federal security references
Two NIST publications are the security references for this architecture. Neither is a requirement in itself; they are guidance agencies draw on when selecting and implementing SP 800-53 controls for these systems, which Chapter 06 maps.
	Publication
	Date
	What it covers
	Where it bites in this architecture

	NIST SP 800-204, Security Strategies for Microservices-based Application Systems
	August 2019
	Authentication and access management, service discovery, secure communication, monitoring, resiliency, load balancing and session handling for microservices; how API gateways and service meshes package them16
	The gateway, service-to-service authentication, the façade

	SP 800-204A, Building Secure Microservices-based Applications Using Service-Mesh Architecture
	May 2020
	Service mesh deployment guidance17
	Service-to-service traffic if a mesh is used

	SP 800-204B, Attribute-based Access Control for Microservices-based Applications using a Service Mesh
	August 2021
	Authorization policy in the mesh17
	Fine-grained authorization between services

	SP 800-204C, Implementation of DevSecOps for a Microservices-based Application with Service Mesh
	March 2022
	DevSecOps pipelines for this kind of application17
	The pipeline and its evidence (Chapter 07)

	SP 800-204D, Strategies for the Integration of Software Supply Chain Security in DevSecOps CI/CD Pipelines
	February 2024
	Supply chain security in the pipeline17
	Image signing, SBOMs, provenance (Chapter 06)

	NIST SP 800-190, Application Container Security Guide
	September 2017
	Major risks for images, registries, orchestrators, containers and host operating systems, and countermeasures for each, plus hardware countermeasures18
	Image build and scanning, the registry, the cluster and its nodes


The CSRC pages for SP 800-204 and SP 800-190 list no newer revision or draft as of October 2026.1619 SP 800-190 predates several current practices, but its five risk areas still map cleanly onto the platform layer, and SP 800-204D covers much of the supply chain ground it doesn’t.
[bookmark: _Toc00000664]Applications that stay on premises: publishing through Application Proxy
Not every application reaches this architecture at once. Retained and rehosted web applications, and refactors still behind their façade, keep running on premises for years, and their remote users still need a front door. In most agencies that door is a Web Application Proxy (WAP) server beside AD FS, a reverse proxy in the perimeter network or a VPN. Microsoft’s replacement is Microsoft Entra application proxy.
Application proxy has two parts: a service in the cloud and a private network connector, a lightweight agent on a Windows Server inside the agency’s network. The user signs in to Entra ID, where Conditional Access and multifactor authentication apply; the service passes the request to the connector, the connector performs any single sign-on to the application on the user’s behalf, and the response returns the same way. The connector makes only outbound connections, so no inbound firewall port is opened, and the application doesn’t change.20 Microsoft’s guidance for moving AD FS applications names application proxy as the replacement for applications published through WAP, and secure hybrid access (the next section) for applications behind application delivery controllers.21 Two limits shape where it fits. It is a remote-access service: Microsoft says it isn’t designed for users on the corporate network, who get added latency and possible performance problems from it.2022 And it is not an AD FS proxy; it can’t stand in for WAP in front of AD FS itself or publish AD FS endpoints.23 WAP therefore leaves in two steps: its published applications move to application proxy, and the WAP servers that front AD FS go when federation is decommissioned (Book 02, Chapter 10).
The same connector serves Microsoft Entra Private Access,23 which Book 01, Chapter 08 treats as the per-app replacement for the VPN, and Book 06, Chapter 18 uses application proxy as its Class 1 pattern for SQL-backed applications that can’t be modernized directly.
What it can publish
What application proxy can publish. Source: Microsoft Learn.
	Application signs users in with
	Application proxy single sign-on
	Notes

	Integrated Windows Authentication (Kerberos)
	Kerberos constrained delegation from the connector
	Connector and application server domain-joined, in the same or trusted domains2022

	HTTP headers
	Header-based single sign-on
	20

	SAML 2.0 or WS-Federation
	SAML single sign-on through the proxy
	20

	A form that takes a username and password
	Password vaulting
	Entra ID supplies stored credentials after the first sign-in20

	Remote Desktop Gateway; native clients built on MSAL; web APIs
	Published as their own scenarios
	20

	NTLM
	Not as preauthentication or single sign-on; only negotiated directly between client and application
	Usually means a browser prompt23

	Client certificate authentication at the application
	Not supported, because the proxy terminates TLS
	23


Protocols outside this table (LDAP, NTLM single sign-on, SSH, cookie-based schemes) need a secure hybrid access partner, below.
Retiring WAP and other reverse proxies, application by application
The steps are Microsoft’s deployment plan, with the program’s choices marked.
1. Inventory what the old proxy publishes. For each application record the service type, platform, internal URL, current external publishing, certificate, authentication type, the connector group it will use and the users and groups who need it; Microsoft’s plan lists these fields and offers an inventory spreadsheet.22 The rows join the evidence map of Chapter 02.
1. Build connector groups before the first application. At least two connectors per group, three for servicing headroom; deploy connectors in the same network segment as the applications; allow outbound TCP 443 and 80 and don’t inspect or terminate the connectors’ TLS to the service.22 Microsoft recommends four CPU cores and 8 GiB of memory per connector, with sustained use under 70 percent.24 Connectors need a domain-joined server only for Kerberos single sign-on, and their services must keep their default accounts (Network Service for the connector, Local System for the updater).2423 The program’s design puts connectors on Windows Server 2019 or later, the workbook’s server baseline.
1. Install and register. Installation needs local administrator rights on the server and at least the Application Administrator role to register; Cloud Application Administrator can’t manage application proxy settings.22 In GCC High or DoD the tenant is in Azure Government, and the installer takes an extra parameter and different URLs (*.msappproxy.us, *.servicebus.usgovcloudapi.net):25
· # On the connector server, from the folder that holds the downloaded installer.
# Commercial and GCC tenants: run the installer without a parameter.
# GCC High and DoD (Azure Government):
.\MicrosoftEntraPrivateNetworkConnectorInstaller.exe ENVIRONMENTNAME="AzureUSGovernment"
1. Publish and test in increments. Microsoft’s order is to confirm the application works with preauthentication off, then turn on Microsoft Entra ID preauthentication and assign users and groups, then add single sign-on, then Conditional Access, testing after each step.22 The program’s design allows passthrough only on a pilot application that isn’t reachable by production users: Conditional Access can’t apply to passthrough, because no Entra authentication happens.23 New application proxy apps default to Assignment required = Yes;23 the program leaves it there.
1. Keep one URL. Microsoft’s advice is to publish under a verified custom domain so the internal and external URLs are identical, which avoids link translation and its cost; it needs a public certificate and a public CNAME record, both with lead time.2223
1. Cut over and retire. Move the public DNS name, watch sign-ins for the application, and remove the application from the old proxy. A WAP server is retired when its last published application has moved and nothing else depends on it.
Continuous access evaluation for published applications
Continuous access evaluation (CAE) for application proxy is on by default for every application proxy application, and the application doesn’t need to be CAE-aware. Application proxy receives near-real-time signals when an account is deleted or disabled, a password is changed or reset, MFA is enabled for the user or an administrator revokes the user’s refresh tokens, and then requires the user to sign in again; a change of network location is re-evaluated against location policies.26 Microsoft notes that CAE is opportunistic unless Conditional Access strict enforcement applies to the application.26 The program’s design leaves CAE on and treats a request to disable it for an application as an exception with an owner and an expiry. For a leaver, this is what makes revocation reach an on-premises web application within minutes instead of at token expiry (Book 03, Chapter 08).
Guests reaching on-premises applications
Partners invited through B2B collaboration can use published applications. A SAML application published through application proxy needs only an assignment of the guest. An application that uses Integrated Windows Authentication needs more: Kerberos constrained delegation impersonates a user object in Active Directory, so each guest needs a “footprint” account there, created and removed by Microsoft Identity Manager with its Microsoft Graph connector or by Microsoft’s B2B sample script, and lifecycle actions on the cloud guest (access reviews, deletion) then carry to the footprint. Microsoft also points out that guests who use on-premises applications may need client access licenses or external connectors.27 Guests have no on-premises UPN or SAM account name, so the single sign-on identity falls back to the user principal name.23 In Azure Government, B2B collaboration works between Azure Government tenants that support it, and with the commercial cloud only after both tenants enable it in their Microsoft cloud settings.28 Book 03, Chapter 15 covers the partner identity record the footprint account hangs from.
Read-only inventory as evidence
Microsoft publishes PowerShell samples for application proxy that list applications, their external and internal URLs, preauthentication and single sign-on mode, connector groups and connectors, applications on the default msappproxy.net domain, wildcard applications and custom-domain certificates; they need the Microsoft Graph Beta PowerShell module 2.10 or later.29 Some samples change things (assign users, move applications between connector groups, replace certificates); the program uses only the listing samples, run by a signed-in administrator, because Microsoft says a service principal can’t manage application proxy through PowerShell or Microsoft Graph.23 The commands below adapt the samples for connector groups and for extended application details into two CSV files for the evidence package.3031 They are illustrative and were not run against a tenant for this book.
# Read-only. Requires Microsoft.Graph.Beta 2.10 or later and an account that can read the directory.
Install-Module Microsoft.Graph.Beta.Applications -Scope CurrentUser -MinimumVersion 2.10.0
Import-Module Microsoft.Graph.Beta.Applications
# Commercial and GCC tenants:
Connect-MgGraph -Scopes Directory.Read.All -NoWelcome
# GCC High instead:  Connect-MgGraph -Environment USGov -Scopes Directory.Read.All -NoWelcome
# DoD instead:       Connect-MgGraph -Environment USGovDoD -Scopes Directory.Read.All -NoWelcome

# 1. Connector groups and their connectors
Get-MgBetaOnPremisePublishingProfileConnectorGroup -OnPremisesPublishingProfileId "applicationProxy" -All |
  Where-Object { $_.ConnectorGroupType -eq "applicationProxy" } |
  ForEach-Object {
    $group = $_
    Get-MgBetaOnPremisePublishingProfileConnectorGroupMember -OnPremisesPublishingProfileId "applicationProxy" -ConnectorGroupId $group.Id |
      Select-Object @{n='ConnectorGroup';e={$group.Name}}, @{n='Region';e={$group.Region}}, MachineName, ExternalIp, Status
  } | Export-Csv .\appproxy-connectors.csv -NoTypeInformation

# 2. Application proxy applications and their publishing settings
Get-MgBetaServicePrincipal -All |
  Where-Object { $_.Tags -contains "WindowsAzureActiveDirectoryOnPremApp" } |
  ForEach-Object {
    $sp  = $_
    $app = Get-MgBetaApplication -Filter "appId eq '$($sp.AppId)'" -Property "id,displayName,onPremisesPublishing"
    $pub = $app.OnPremisesPublishing
    [pscustomobject]@{
      DisplayName        = $app.DisplayName
      AppId              = $sp.AppId
      ExternalUrl        = $pub.ExternalUrl
      InternalUrl        = $pub.InternalUrl
      PreAuthentication  = $pub.ExternalAuthenticationType
      SingleSignOnMode   = $pub.SingleSignOnSettings.SingleSignOnMode
      AssignmentRequired = $sp.AppRoleAssignmentRequired
    }
  } | Export-Csv .\appproxy-apps.csv -NoTypeInformation

Disconnect-MgGraph
A row with PreAuthentication set to passthrough, or AssignmentRequired set to False, is a finding against step 4 above.
Control states, rollback and evidence for the move
Moving an application from the old proxy to application proxy puts its remote users behind Entra ID preauthentication and Conditional Access, which is an enforcement change for every user who reached it before without either. The retirement steps above already carry the inventory, the pilot and the incremental order; this subsection adds what the workbook’s implementation conventions ask for and the steps leave implicit (Book 00, Appendix D).
Authority: Microsoft-recommended for application proxy as the replacement for WAP-published applications, for the incremental publishing order and for a verified custom domain (the Learn pages cited above, read Nov 9, 2026). Risk-based recommended, the program’s position: passthrough only on a pilot application, Assignment required left on, and CAE left on. Applies: web applications reached by remote users. Environment-dependent: application proxy is listed as available in Azure for US Government, and CAE for application proxy is not yet specified in any government cloud (Availability in the government clouds).
	How-template step
	Where this chapter covers it, or what it adds

	Prerequisites
	Steps 1 to 3: the inventory, connector groups and the registered connector; the application’s owner named in the evidence map

	Pilot
	Step 4’s pilot application, not reachable by production users

	Report-only or audit phase
	Conditional Access policies for the published application created in report-only mode first; the sign-in log’s report-only results read for a week before they’re turned on

	Enforcement
	Step 4’s order, then step 6’s DNS cut-over, one application at a time (rings below)

	Rollback
	Point the public DNS name back at the old proxy, which stays configured until the application has run a full business cycle on application proxy; the application owner and the network team, within the DNS record’s time to live

	Exclusions
	Users on the corporate network, who reach the application directly rather than through the proxy (above); any application left on passthrough, with an owner and an expiry. Emergency access accounts are excluded from the application’s Conditional Access policies under Book 04’s design

	Telemetry
	The application’s sign-in and audit logs, routed to the SIEM (Book 12), and each connector’s status from the read-only inventory’s Status column

	Evidence
	The checklist below

	Day-two ownership
	The application owner; identity engineering owns the connector groups and their servers. Drift is a row in the read-only inventory with passthrough or AssignmentRequired false, or a connector group below two healthy connectors


Change safety
	Ring
	Scope
	Exit criteria

	0
	The pilot application, passthrough then preauthentication
	Works for the test users at each step of Microsoft’s order

	1
	One production application with a small user population
	A full business cycle with no sign-in failures traced to the proxy

	2
	The remaining applications behind the same connector group
	The same, per application

	3
	The old proxy’s last application moved; WAP servers retired when federation is decommissioned
	The old proxy publishes nothing; its servers are in the decommissioning record


· Emergency access: excluded from the application’s Conditional Access policies; the exclusion is checked in the policy export.
· Change window: each cut-over in the application owner’s window, with the network team on hand for DNS.
· Backout triggers: sign-in failures or a broken single sign-on for assigned users that can’t be fixed within the window.
· Post-change validation: a remote test sign-in by an assigned user, a refused sign-in by an unassigned one, and the read-only inventory showing preauthentication and assignment as designed.
Control states. 
	State
	This page
	Evidence

	Designed
	The path chosen per application (Choosing the path)
	The evidence-map row

	Configured
	The published application and its Conditional Access policies in report-only mode
	appproxy-apps.csv and the policy export

	Enforced
	Preauthentication on, assignment required, policies on, DNS cut over
	The same exports after the change, and the DNS record

	Evidenced
	The post-change validation
	Test records with the sign-in log entries they produced

	Operated
	The read-only inventory rerun on a cadence; connector health watched
	Inventory history and connector alerts


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: appproxy-apps.csv, appproxy-connectors.csv and the Conditional Access export, kept with each change
· Operational: the application’s sign-in logs in the SIEM and the connector status history, kept for the program’s log retention
· Test: the post-change validation per application (expected and observed outcome, date, tester)
· Exception: any application left on passthrough or without assignment required, and any request to turn CAE off, with approver and expiry
· Assessor-ready artifact: the evidence-map row per application, linked to the exports and test record
[bookmark: _Toc00000665]Assessment mapping
· Microsoft Zero Trust pillar: Apps, with Networks for the removed inbound path
· CISA ZTMM pillar: Applications and Workloads
· Depends on: Conditional Access and emergency access design (Book 04); the identity plane for preauthentication (Identity); Private Access for non-web traffic (Book 01, Chapter 08)
· Attack chain interrupted: an unauthenticated or password-only path to an on-premises application from the internet (Initial Access), and access that survives a disabled account until token expiry (Persistence), cut by preauthentication and CAE
[bookmark: _Toc00000666]Secure hybrid access for header-based, Kerberos and LDAP applications
Application proxy covers Kerberos and header-based web applications. Microsoft lists SSH, NTLM, LDAP and cookie-based authentication as protocols it doesn’t support, and points to independent software vendors whose products connect those applications to Entra ID.32 Microsoft calls this secure hybrid access. Each partner registers the application in Entra ID as an enterprise application, so Conditional Access, multifactor authentication and sign-in logs apply to it per application, as they do to a SaaS application.3332 The partners fall into application delivery controllers (F5 BIG-IP Access Policy Manager, Citrix ADC, Akamai, Kemp), VPN gateways and software-defined perimeter products (Datawiza, Silverfort, Zscaler Private Access and others).32 Four that Microsoft documents in depth:
Four secure hybrid access partners Microsoft documents. Products are examples, not endorsements; each is a separate product with its own license and its own authorization.
	Partner product
	How it connects the application
	Typical fit
	Source

	F5 BIG-IP Access Policy Manager
	Reverse proxy and SAML service provider: Entra ID preauthenticates and applies Conditional Access, then BIG-IP performs header-based, Kerberos, form-based or LDAP-backed single sign-on to the application. Its Easy Button has templates for Oracle PeopleSoft, Oracle E-Business Suite, Oracle JD Edwards, SAP ERP and a generic template
	An agency that already runs BIG-IP in front of the application
	3435

	Datawiza Access Proxy
	A container-based reverse proxy that signs users in with OIDC or SAML and passes identity to the application in HTTP headers; Microsoft presents it as a way off legacy web access managers without rewriting applications
	Header-based applications and legacy web access managers
	36

	Silverfort
	Agentless and proxyless: authentication requests over Kerberos, NTLM, LDAPS and other protocols are routed to Silverfort, which bridges them to Entra ID for Conditional Access and MFA; bridged assets appear as enterprise applications. Microsoft lists remote desktop, SSH, command-line tools, file shares and databases among them
	Protocols no proxy can front
	37

	Cloudflare Zero Trust Access
	Entra ID as the identity provider for default-deny rules on applications, private IP ranges and hostnames; Conditional Access applies through the Entra application behind each Cloudflare identity-provider integration, with a dedicated one where an application needs its own policies
	An agency that already uses Cloudflare as its access edge
	3839


ERP and HR suites
Enterprise resource planning suites are where header-based single sign-on is most common, and Microsoft publishes recipes for three Oracle application families with two partners each: E-Business Suite, JD Edwards and PeopleSoft through F5’s Easy Button and through Datawiza.3540 The pattern is the same in all of them: Entra ID preauthenticates the user and applies Conditional Access, and the proxy hands the application the identity it expects. For JD Edwards that is a header (JDE_SSO_UID) carrying the username; for E-Business Suite the proxy also looks up the user’s unique ID in Oracle Internet Directory over LDAP and passes it to Oracle AccessGate, which issues the E-Business Suite session cookie.4142 Where the workforce HR platform or its self-service pages run on one of these suites, this is the path that brings them under the same Conditional Access as everything else without changing the suite. Book 03, Chapter 13 is where the HR platform’s own sign-in is planned.
Choosing the path
The program’s design picks the first of these that works for each application, and records the choice in the evidence map:
1. Modern protocol directly. If the application or its vendor supports SAML or OpenID Connect, connect it to Entra ID as an enterprise application; no proxy is needed (Book 04, Chapter 05).
1. Application proxy for web applications that use Integrated Windows Authentication, headers or forms, for remote users.
1. A secure hybrid access partner where the protocol is one application proxy doesn’t support, or where the agency already operates the partner’s product in front of the application.
1. Refactor behind the strangler-fig façade when the application is changing anyway; the new services authenticate with Entra ID natively.
Every path ends with the application behind Entra ID sign-in and Conditional Access; only the adapter differs.
Availability in the government clouds
Commercial and GCC tenants use Microsoft Entra ID in the commercial cloud; GCC High and DoD tenants use Microsoft Entra ID in Azure Government.43
Government-cloud availability for application proxy and secure hybrid access, from Microsoft Learn on November 9, 2026.
	Feature
	GCC (commercial Entra ID)
	GCC High and DoD (Azure Government)

	Application proxy, including header-based and Integrated Windows Authentication
	Available with the commercial service
	Listed as available;44 connector installs with ENVIRONMENTNAME="AzureUSGovernment"25

	Continuous access evaluation for application proxy
	Not yet specified
	Not yet specified

	B2B guests reaching on-premises applications
	Available with B2B collaboration
	B2B between Azure Government tenants that support it, or cross-cloud after both tenants enable Microsoft cloud settings28

	Application proxy PowerShell samples (Microsoft Graph beta)
	Worldwide Graph endpoint
	Graph -Environment USGov or USGovDoD; beta availability for these cmdlets not yet specified

	Secure hybrid access partnerships (Kerberos, NTLM, LDAP, RDP and SSH)
	Available with the commercial service
	Listed as available44

	A specific partner product (F5, Datawiza, Silverfort, Cloudflare)
	Not yet specified by Microsoft Learn; check the product’s own FedRAMP status
	Not yet specified by Microsoft Learn; check the product’s own FedRAMP status


[bookmark: _Toc00000667]How the dispositions use the architecture
	Disposition
	What it takes from this chapter

	Retire
	Nothing, except that any function that moves elsewhere is reached through a published API

	Retain
	Optionally, an API façade in front of it so new applications don’t integrate directly with its internals; remote users reach it through application proxy or a secure hybrid access partner

	Rehost
	Nothing in the stack; the application moves without code changes, and putting it in a container is a replatform. Its sign-in moves behind Entra ID through application proxy or a secure hybrid access partner

	Replatform
	The platform layer and, for the database, Chapter 04

	Refactor
	All of it, introduced through the strangler-fig façade one function at a time

	Rebuild
	All of it, still delivered in increments behind contracts


Chapter 08 describes a small runnable implementation of this architecture that ships with the book.
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· The stack is the program’s choice. No federal requirement names Java, Spring Boot, React, Node.js or Kubernetes. What federal policy requires is an enterprise architecture with a target and a transition plan, and the phase-out of unsupported components; this chapter is one way to define the target.
· The versions will move. Every version in this chapter was checked on the project’s own site on October 28, 2026. Spring Boot 4.0 loses open-source support at the end of 2026, Node.js release lines change this month, and Kubernetes ships a minor release approximately three times a year.45 The approved list has to be maintained, not published once.
· The publishing commands are illustrative. The application proxy installer parameter and the read-only inventory commands follow Microsoft’s published samples and pages; they were not run against a tenant for this book, and the partner products were not tested.
· Not every application fits. Packaged commercial software, mainframe workloads that are being retained and small applications that are simpler to replace whole won’t take this shape, and shouldn’t be forced to.
[bookmark: _Toc00000669]What leadership should take from this
1. Approve one target, and a way to change it. The value is in everyone using the same stack; the risk is in the stack aging. Give the chief architect, through the architecture review board, both the list and the duty to keep it current.
1. Fund the upgrade cadence. Recent Spring Boot generations get about thirteen months of open-source support, and Node.js and Kubernetes move on clocks of their own. Budget for platform upgrades as recurring work, or the modernized portfolio becomes the next legacy one.
1. Ask how each refactor will be strangled. A refactor proposal should name its façade, its first function to move, how shared data will be handled and when rollback ends.
Chapter 04 takes up the hardest part of most refactors: the data.
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[bookmark: _Toc00000671]Chapter 04 — Moving the Data: Db2 and Oracle to PostgreSQL or SQL Server
Code can be replaced a piece at a time; data moves once, and the move isn’t finished until someone can prove that nothing was lost.
[bookmark: _Toc00000672]In this chapter
How to choose between PostgreSQL and SQL Server as the target engine. What schema conversion involves (type mapping, sequences, stored procedures and packages) and what the main conversion tools support as of October 2026. Three independent ways to prove the data arrived intact, and why one is never enough. The cut-over strategies, and how change data capture lets old and new run side by side without the dual-write trap. Identity and authentication for a SQL Server target are in Book 06, and this chapter points there rather than repeating them.
Most applications that Chapter 02 sends to replatform, refactor or rebuild sit on a database that also has to move. In a federal portfolio that database is often Db2, on the mainframe or on Linux, UNIX and Windows, or Oracle, carrying decades of stored procedures, packages, triggers and data whose meaning lives partly in the code around it. A rehosted application can keep its database. Most other dispositions that change the application eventually change where its data lives.
The data move is where modernization projects lose the most trust. A defect in a rewritten screen is visible the day it ships; a row that didn’t arrive, or a date that lost its time of day, may not surface until a beneficiary’s record is wrong months later. The program’s design therefore treats the data move as a sequence of three jobs, each with its own evidence: convert the schema, move the rows, and prove the result.
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The data path from a Db2 or Oracle source to a PostgreSQL or SQL Server target: convert the schema, load and replicate the rows, prove the result three independent ways, then cut over by one of three strategies.
[bookmark: _Toc00000673]Choosing the target engine
The book’s target architecture (Chapter 03) allows two relational targets. Both are mature, and the choice is usually settled by what the agency already runs and what the application’s code assumes, not by features.
	Factor
	PostgreSQL
	SQL Server

	Current release, October 2026
	PostgreSQL 18, first released September 25, 2025 and supported to November 14, 2030; PostgreSQL 19 is at release candidate 1 (October 15, 2026)1
	SQL Server 2025 (17.x), alongside 2022 and 2019, as targets of Microsoft’s migration assistant2

	Support model
	Each major version supported for five years after first release; PostgreSQL 14 receives no fixes after November 12, 20261
	Microsoft’s product lifecycle

	Typical fit (program design)
	Oracle sources with PL/SQL that converts well to PL/pgSQL; agencies standardizing on open-source engines or managed PostgreSQL services
	Agencies with an established SQL Server estate and its operations, licensing and skills; Db2 and Oracle sources where Microsoft’s tooling is preferred

	Identity and authentication
	Engine and platform specific; an open design item for each application, not settled in Chapter 03
	The program’s SQL Server identity work in Book 06 applies in full (see below)


Two practical points follow from the table. First, a migration that targets PostgreSQL 14 now lands on a version that leaves community support within weeks; a new target should be PostgreSQL 18, or 19 once it is released and the agency’s platform supports it. Second, the choice of engine also chooses the conversion tooling, because no single tool covers every source and target pair, as the tools table below shows.
[bookmark: _Toc00000674]Converting the schema
Schema conversion is the part a tool does well and a person must still check. The tools convert tables, views, indexes and most procedural code mechanically, and report what they couldn’t convert. What they can’t do is know which differences in behavior the application depends on.
Type mapping: where meaning changes silently
The dangerous conversions are the ones that succeed. A few examples from Oracle show the pattern; each source engine has its own list.
	Source behavior
	Why it matters on the target

	Oracle DATE stores year, month, day, hour, minute and second, with no fractional seconds or time zone3
	PostgreSQL’s date type holds no time of day; mapping Oracle DATE to it silently drops the time. The faithful mapping is a timestamp type, for example timestamp(0) without time zone4

	Oracle NUMBER(p,s) allows a precision of 1 to 38 and a scale of −84 to 1273
	Mapping to a floating-point type loses exactness; money and counts belong in an exact numeric type on the target

	Oracle treats a character value of length zero as null, and itself recommends against relying on that5
	PostgreSQL and SQL Server distinguish an empty string from a null, so queries that test IS NULL can return different rows after migration unless the data or the code is normalized

	Sort order depends on collation
	AWS documents that if the target PostgreSQL primary key collation isn’t “C”, sort order differs from Oracle’s and its row-by-row validation fails6; the same difference can change application paging and reports

	Sequences generate key values
	Both PostgreSQL and SQL Server have sequence objects, and neither guarantees gapless numbers: values consumed by rolled-back transactions or lost from a cache leave holes78


The sequence row has a cut-over consequence. After the load, each target sequence must be advanced past the highest migrated key before the first new insert, or the new system will issue keys that already exist. And any business number that must be gapless, such as a form or case number with legal meaning, can’t be generated from a sequence on either engine; it needs its own counter.
Stored procedures and packages
PL/SQL and Db2 SQL PL convert to PL/pgSQL or to Transact-SQL with varying success. Oracle packages are the hardest case, because PostgreSQL has no package object. Conversion tools emulate them: in AWS’s conversion, a package’s members become schema-qualified functions named in the form package$member, and package-level variables are held and read through helper functions in an extension-pack schema (aws_oracle_ext for Oracle sources).910 Microsoft’s migration assistant likewise adds a schema of emulation functions to the target.11
Emulation is a reasonable bridge and a poor destination. Converted code that calls an extension pack depends on that vendor’s helper schema for as long as it runs, and an emulated package behaves like a package only as far as the emulation goes. The program’s design is to record every call into an emulation schema as technical debt in the application’s record and pay it down during refactoring, which is also when business logic buried in procedures can move into the service layer that Chapter 03 describes.
The conversion tools, October 2026
	Tool
	Sources
	Targets
	Notes as of October 2026

	AWS Schema Conversion Tool (desktop)
	Oracle 10.1 and later; Db2 LUW 9.1 to 11.5; Db2 for z/OS 12; SQL Server; others
	PostgreSQL and Aurora PostgreSQL, MySQL and others (Oracle can also target Oracle)
	AWS states the tool is FedRAMP compliant; no end-of-support notice found12

	AWS DMS Schema Conversion (managed)
	Oracle, Db2 for LUW, Db2 for z/OS (API and CLI only), SQL Server, SAP ASE
	Aurora PostgreSQL or RDS for PostgreSQL (and some MySQL and Redshift paths)
	Built on the SCT conversion engine; generative AI conversion offered on the PostgreSQL paths from Oracle and both Db2 platforms, using cross-Region inference; the published Region table lists no AWS GovCloud (US) Region13

	SQL Server Migration Assistant for Db2
	Db2 on z/OS 9.0 and later, Db2 LUW 9.8 and later, Db2 for i 7.1 and later
	SQL Server 2019, 2022 and 2025; Azure SQL Database; Azure SQL Managed Instance
	Current release v10.6211

	SQL Server Migration Assistant for Oracle
	Oracle
	Same targets
	Current release v10.6; AI-assisted conversion (“Copilot”) generally available since v10.4, using the agency’s own Azure OpenAI resource or a Microsoft-managed endpoint with Entra ID sign-in; Microsoft says generated code must be reviewed, validated and tested14

	Ora2Pg (open source, GPL v3)
	Oracle; MySQL and MariaDB; SQL Server
	PostgreSQL
	Version 25.0 (April 20, 2025); migration cost assessment and a diff between source and target “for test purposes”; no Db2 source15


Three things in that table shape an agency’s plan. Only AWS’s tools convert Db2 to PostgreSQL; a Db2 estate headed for PostgreSQL without them needs another tool or hand conversion. Microsoft’s assistant targets only SQL Server and Azure SQL. And the AI-assisted options send source code to a model service, which makes the model endpoint, its region and its authorization part of the migration’s boundary, the same question Chapter 05 asks of any AI feature. The program treats AI-converted code exactly as Microsoft describes it: a draft that a person reviews, and that the validation below tests.
[bookmark: _Toc00000675]Proving that nothing was lost
A migration is complete when the agency can show that the target holds the same facts as the source. No single check shows that, because each check shares some assumption with the process it is checking. The program’s design uses three, chosen so that their blind spots don’t overlap.
	Check
	What it catches
	What it can miss

	Row counts per table
	Missing or duplicated rows; tables skipped entirely
	Rows that arrived with wrong values

	Checksum over canonicalized rows
	Any value that differs after canonical formatting; computed order-independently, it doesn’t depend on sort order or collation
	Errors in the transformation itself, if the checksum is computed after the transform and so shares its assumptions

	Independent aggregate reconciliation
	Business-level differences, such as totals of amounts and counts per status code computed separately on each side
	Offsetting errors that cancel in an aggregate


The third check exists because of the second’s limit. If the transform maps Oracle DATE to a date-only type, a checksum computed over the transformed rows agrees with the target perfectly, and both are wrong. An aggregate written directly against each database in its own SQL, such as a sum of payment amounts and a count of records per status code, doesn’t pass through the transform and so catches what the checksum can’t. Choose aggregates the application owner recognizes; a program office that knows its monthly totals can judge a reconciliation in a way it can’t judge a hash.
This is what the book’s reference implementation does. Its Db2 and Oracle to PostgreSQL migration tool validates every run with per-table row counts, an order-independent SHA-256 checksum over canonicalized rows (computed after the transform, so it shares the transform’s assumptions, as the table says) and an independent SQL aggregate reconciliation (the sum of amounts and the count per status code on each side). Chapter 08 describes it.
Commercial tools do some of this work. AWS Database Migration Service, for example, validates by comparing each source row with its corresponding target row after a full load, and validates changes as they occur during change data capture; it writes mismatches to a control table on the target and offers validation-only tasks that can be run just before or during a cut-over window to count how many rows don’t match at that moment.6 Its documented limits are a useful checklist for any tool: validation needs a primary key or unique index on each table; it doesn’t validate views or Oracle LONG columns; rows modified continuously during validation can’t be validated; writes to the target from outside the migration make results unreliable; and validation stops when it finds more than 10,000 failed or suspended records.6 A tool’s row comparison is strong evidence for the second check. It isn’t the third, because it compares what the tool moved, not what the business counts.
The program keeps the three results with the cut-over decision. Each validation run produces a report naming the source and target, the time, the tables, the three results and every mismatch, and that report is the evidence the release gate (Gate 4) in Chapter 07 examines before cut-over and the change record in Chapter 06 retains.
[bookmark: _Toc00000676]Cutting over
Three strategies cover most applications. The choice belongs to the application’s owner, informed by how long the business can tolerate a freeze and how much it costs to run two systems. The authorizing official decides only the residual risk (Chapter 07).
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Three cut-over strategies compared: big-bang with a freeze and a single switch, phased by module or table set, and parallel run with both systems live and reconciled.
	Strategy
	How it works
	Fits
	Main risk

	Big-bang
	Freeze writes, run a final load, validate, switch every user at once
	Smaller systems, batch systems, or any system with an outage window the business accepts
	The validation must finish inside the window; a failure means reverting to the frozen source

	Phased
	Move one module, domain or table set at a time behind the application’s interfaces, the data counterpart of the strangler-fig approach in Chapter 03
	Large systems whose domains can be separated
	Cross-domain joins and transactions during the interim; each phase needs its own validation

	Parallel run
	Run old and new on the same inputs and reconcile outputs until they agree for an agreed period
	Calculations with legal or financial consequence, such as eligibility or payment amounts
	Cost and operational load of two live systems; deciding which result governs while they differ


Every strategy ends at the same gate: the three validation results for the final state, and a rollback plan that has been rehearsed. For a parallel run, the program’s design names the source as the system of record until the gate is passed, so that a disagreement is always resolved in one direction.
[bookmark: _Toc00000677]Coexistence without dual writes
Phased and parallel strategies need the source and target to stay in step for weeks or months. There are two ways to do that, and only one of them is safe by default.
Change data capture reads committed changes from the source database’s own log and applies them to the target. AWS DMS, for example, reads Oracle changes through LogMiner or its binary reader, and SQL Server changes through replication or SQL Server change data capture.16 Because it reads committed transactions from the log, the target can lag but can’t receive a change the source rejected. Two cautions apply. AWS states that its change data capture “does not provide real-time replication,” with no service-level agreement for latency, which can grow to minutes or more.16 And not every source supports it: for Db2 for z/OS as a source, AWS DMS supports only full-load tasks, and change data capture isn’t supported.17 A mainframe Db2 system that must coexist with its replacement therefore needs a separate change-capture product, or periodic delta loads keyed on a reliable change timestamp. The reference implementation’s --since delta mode is an example of the second approach (Chapter 08).
Dual writes, in which the application writes every change to both databases, look simpler and fail in a specific way. Microsoft’s architecture guidance states the problem plainly: the two writes “don’t share a transaction,” so if only one completes, each store holds records the other lacks.18 Under load, with retries and partial failures, the two databases drift, and the drift is invisible until reconciliation finds it. Replication between two writable copies doesn’t remove the problem: AWS describes its own bidirectional replication as not “a full multi-master solution,” with no conflict detection or resolution, suited only where each data element is changed on one side.16
The program’s design follows from both points:
1. One system of record per table at a time. During coexistence, each table is written in one place and replicated to the other. The authority moves table by table at each phase’s gate, never by letting both sides accept writes.
1. No application dual writes. Where a new service must publish a change to another store, it writes once, in one transaction, and publishes from there, either through a transactional outbox, which saves the business record and its event in the same database transaction and relays the event afterward,19 or through change data capture.
1. Fallback by reverse replication. After cut-over, changes can be replicated from the new system back to the old for an agreed period, so that rollback doesn’t lose the days since the switch. The reversed direction keeps the one-writer rule.
1. Validate continuously, not once. During coexistence the three checks run on a schedule, so that drift is found while it is small.
[bookmark: _Toc00000678]When the target is SQL Server
An application whose data lands in SQL Server inherits all of the program’s SQL Server identity work, and none of it is repeated here. Book 06 is that work: how the engine authenticates logins and the program’s positions on SQL Authentication and the parallel run (Book 06, Chapter 12), and how the application’s connection string moves to Microsoft Entra authentication as the last step of the application chain (Book 06, Chapter 19). A migrated application should arrive at its SQL Server target already using the connection pattern Book 06 ends with, rather than carrying a SQL login across and migrating it later. Microsoft Entra logins need SQL Server 2022 or later (Book 06, Chapter 12), so a new SQL Server target should be 2022 or later; SQL Server 2019 in the tools table is what the tool supports, not a recommended target. Microsoft’s migration assistant itself supports Microsoft Entra authentication to the target.11
[bookmark: _Toc00000679]Privacy in the move
Moving a database moves the personal information in it, and most steps in this chapter are privacy events as well as engineering ones. Chapter 06 names the modernization events that reopen privacy work; this section is what they mean for the data move.
A new engine, hosting location or administration model can change a system of records enough to need a revised notice: Circular A-108 counts a change in location or operation that alters how people exercise their rights, and a change in configuration or access controls that substantially increases access, among the significant changes.20 OMB M-03-22 lists significant merging of databases, and new technologies that significantly change how identifiable information is managed, among the reasons to update a privacy impact assessment.21 The validation runs are the subtler exposure. Row counts and checksums reveal nothing, but row-level comparisons and their failure reports contain the data itself, and change data capture keeps a second live copy for as long as coexistence lasts. SP 800-53 PM-25 and SI-12(2) direct agencies to minimize PII used in testing, PM-5(1) keeps the PII system inventory current, and SI-12(3) covers disposal of the source once it retires; all are in the privacy baseline, which applies at every impact level.22 Book 03, Chapter 14 has a related checklist for identity data; this chapter’s table covers the move itself.
Privacy obligations in the data move
	Obligation
	What the engineer does
	Who signs off

	SORN accuracy (A-108 §6.b)
	Tells the privacy office before the move if the location, operator or administrator population changes
	Privacy office

	PIA update (M-03-22 §II.B.2)
	Reports the new engine, any consolidation of databases, and every coexistence copy (CDC target, read replica)
	Privacy office

	Test data (PM-25; SI-12(2))
	Converts and rehearses on masked or synthetic data; runs row-level validation only inside the production boundary and deletes its failure reports after reconciliation
	Data owner; privacy office

	Inventory of PII (PM-5(1))
	Updates the PII system inventory when the target goes live and when the source retires
	Privacy office

	Data inventory entry (Evidence Act; M-25-05)
	Moves the data asset’s entry in the agency data inventory to the new engine and updates its metadata when the target goes live, so the chief data officer’s governance body sees the change (Chapter 06)
	Data owner

	Disposal (SI-12(3))
	Retires the source and its backups only after the records disposition is confirmed (Chapter 06; Book 00, Chapter 10)
	Records officer


[bookmark: _Toc00000680]Honest limits
· The tool facts move. Supported versions, AI features and Region availability in the tools table were checked in October 2026 on each vendor’s documentation. Check them again before a plan depends on them, particularly Region availability in the government clouds.
· Examples, not endorsements. The tools named are examples of each category. Other commercial and open-source tools exist, including change-capture products for mainframe Db2.
· Validation proves equivalence, not correctness. Three matching checks show the target holds what the source held. If the source held wrong data, the target now holds the same wrong data. Data-quality remediation is a separate decision, and doing it during the move makes reconciliation harder.
· Procedural logic is the long pole. Row movement is predictable. Converting and testing thousands of stored procedures isn’t, and the conversion tools’ assessment reports are the best early estimate of that effort.
[bookmark: _Toc00000681]What leadership should take from this
1. Ask for the three results. Before any cut-over, ask to see row counts, a checksum and a reconciliation of totals the business recognizes, for the final state, with every mismatch explained.
1. Forbid dual writes. Coexistence runs through change data capture or delta loads with one writer per table. A plan that has the application write to both databases is a plan for drift.
1. Pick the engine with the tools in view. The target engine decides which conversion tools apply, and for Db2 sources the options are narrow. Settle the engine before the wave plan in Chapter 10 commits dates.
Chapter 05 turns to the newest component of the target architecture: generative and agentic AI.
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[bookmark: _Toc00000683]Chapter 05 — Generative and Agentic AI in the Architecture
A model is a component behind an interface, and an agent is an identity with a sponsor, a short list of tools and no power to change a record on its own.
[bookmark: _Toc00000684]In this chapter
The four places generative AI fits in a modernized application, and what each can change. Why the architecture calls models through one provider-neutral interface. The guardrails every agent needs, and how the book’s reference implementation shows them. The Model Context Protocol as an example of a tool protocol, and what it does and doesn’t enforce. The OWASP, NIST and CISA material behind the design. The federal AI rules and the identity of AI systems are covered in Book 17; this chapter links there rather than repeating them.
The target architecture in Chapter 03 is built from services with contracts. Generative AI fits that architecture best when it is treated the same way: a capability behind an interface, called by a service that owns the business rules, with the model’s output treated as input to be checked rather than as a decision. Agentic AI, in which a model chooses and calls tools in a loop, adds one more requirement. An agent acts, so it needs what any actor in a federal system needs: an identity, a human who answers for it, permissions limited to its job, and a record of what it did.
The federal rules for AI are settled elsewhere in the workbook. Book 17, Chapter 02 sets out what OMB M-25-21, M-25-22 and M-26-04 require, what the 2026 executive orders change, and why there is no AI-specific authorization to operate. Two points from that chapter shape the architecture here. M-25-21 states that its process for accepting the risk of an AI use case “is separate from, and does not supersede,” the authorization process for information systems, and M-25-22 requires AI systems operated as information systems to receive an authorization to operate before deployment.12 An AI feature is therefore part of the application’s system and its boundary, and everything below is designed to produce evidence for that one authorization. Book 17 also explains why the workbook keeps the word “AI” while Executive Order 14434 moves federal documents to “Super Intelligence.”
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Four places generative AI fits in a modernized application, arranged by how much each can change: an assistive feature, retrieval-augmented generation, code modernization assistance, and an agent that calls tools.
[bookmark: _Toc00000685]Where AI fits
	Pattern
	What it does
	What it can change
	The risk to design for

	Assistive feature
	Drafts, summarizes, classifies or extracts inside an existing screen or workflow
	Nothing directly; a person accepts, edits or discards the output
	Confident errors, which NIST calls confabulation;3 over-reliance by users

	Retrieval-augmented generation
	Retrieves agency documents or records at query time and gives them to the model as context, the approach Lewis and colleagues introduced in 20204
	Nothing directly; it answers from what it retrieved
	Disclosure of content the caller isn’t entitled to see; poisoned or stale sources; weaknesses in the vector store5

	Code modernization assistance
	Converts or upgrades application code and database code during modernization
	The repository, through changes a developer reviews
	Plausible code that is subtly wrong; unattended runs

	Agent that calls tools
	Chooses and calls tools in a loop to complete a task
	Whatever its tools can reach
	Excessive agency, prompt injection through the content it reads, runaway loops67


The first two patterns are the common case in mission applications and the easiest to govern, because a person or a service stands between the model’s output and any record. For retrieval, the program’s design is that the retrieval step runs with the caller’s permissions, never a broader service account, so that the model can’t be handed a document the user couldn’t open. That is the same rule OWASP gives for agents, that actions should run in the context of the specific user rather than a generic high-privilege account.6
Code modernization assistance is already part of the tools this book discusses. Microsoft’s SQL Server Migration Assistant for Oracle and AWS DMS Schema Conversion both offer AI-assisted conversion of database code (Chapter 04). GitHub Copilot modernization, documented on Microsoft Learn, generates an upgrade plan for a Java project, then changes code and configuration with build validation at each step, for upgrades to Java 11, 17, 21 or 25 and Spring Boot up to version 4.0.8 AWS Transform for mainframe analyzes and documents z/OS applications written in COBOL and PL/I, with their JCL, CICS transactions, BMS screens, Db2 databases and VSAM files, refactors COBOL into Java, and asks for human approval of intermediate artifacts such as domain decomposition and wave planning.9 These are named as examples, not endorsed. The program’s design treats every one of them the same way: the output is a draft in a branch, and it reaches the main line only through the review gates and the validation in Chapter 07. Microsoft documents an --allow-all flag for unattended execution in the command-line modernization agent;10 the program doesn’t use unattended mode on a production application’s repository.
[bookmark: _Toc00000686]One provider-neutral model interface
Models and their providers change faster than any other part of the stack, and the providers an agency can use depend on authorizations, contracts and regions that change on their own schedule. A service that calls a provider’s SDK directly makes every one of those changes a code change.
The architecture therefore puts one interface between services and models, owned by the platform. Frameworks offer this: Spring AI, at version 2.0.2 in its current stable line, describes “portable API support across AI providers” for chat, embedding and image models, with tool calling and Model Context Protocol support.11 The program’s design asks four things of the interface, whichever framework provides it.
1. One call shape. Services send a request and receive a response through the interface; the provider, model and endpoint are configuration.
1. A record of every call. The interface records which provider, model and version answered, for which caller, so that the audit trail and the monitoring that M-25-21 expects for high-impact AI (Book 17, Chapter 02) can tell what produced an output.
1. A deterministic stub. Tests run against a stub that returns fixed responses, so that the service’s own logic, including its guardrails, is tested without a live model and with repeatable results.
1. Limits in one place. Timeouts, rate limits and quotas live in the interface. OWASP’s Unbounded Consumption risk lists rate limiting, timeouts and limits on queued and total actions among its mitigations.12
The book’s reference implementation does exactly this: its Spring Boot service defines a provider-neutral ModelClient interface and ships a deterministic stub model behind it. Chapter 08 describes it.
[bookmark: _Toc00000687]The guardrails an agent needs
An agent’s risk comes from what it can do, not from what it can say. OWASP’s 2025 list names that risk Excessive Agency and traces it to three causes: functionality the agent doesn’t need, permissions broader than the task, and high-impact actions taken without independent approval.6 Prompt injection makes those causes dangerous, because an agent that reads a document, an email or a web page can be steered by instructions hidden in it, and OWASP states that “it is unclear if there are fool-proof methods of prevention.”7 The design can’t rely on the model refusing bad instructions. It has to make sure that a steered agent still can’t do much harm.
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The guardrails around an agent’s loop: an identity with a human sponsor, a tool allow-list with denied calls audited, a step limit, read tools that run directly, and a proposal tool that records a pending action a human must approve before anything changes.
	Guardrail
	What it prevents
	Basis

	An identity and a human sponsor for every agent
	Anonymous action; an agent nobody can switch off or answer for
	Book 17, Chapters 04 and 05

	A tool allow-list per agent, enforced outside the model, with every denied call audited
	Use of tools the task doesn’t need; open-ended tools such as shell access
	OWASP: minimize extensions and their functionality; avoid open-ended extensions6

	Least privilege, enforced by the systems the tools call
	A steered agent reaching data or actions beyond its job
	OWASP: minimize permissions; enforce authorization downstream (“complete mediation”), not in the model6; Book 17, Chapter 06

	Human approval for any action that changes a record
	Irreversible or consequential change on the model’s judgment alone
	OWASP: require user approval for high-impact actions6; M-25-21 human oversight and a fail-safe for high-impact AI1

	A hard step limit
	Runaway loops and cost
	OWASP: restrict the number of queued and total actions12

	Model output treated as untrusted input
	Injection into queries, commands or pages built from output
	OWASP: treat the model “as any other user, adopting a zero-trust approach”13

	External content kept separate and marked
	Instructions hidden in retrieved content steering the agent
	OWASP: segregate and identify external content7

	An audit record of every call, denial and approval
	Undetected misuse; no evidence for monitoring
	OWASP: logging and monitoring limit damage and aid detection6


The approval guardrail is the one that changes application design most. The program’s design gives an agent no tool that writes to a system of record. Instead, an agent that concludes a record should change calls a proposal tool, which stores the proposed change with the agent’s identity, its reasoning and the evidence it used, in a pending state. A person with the authority to make the change reviews it in the application, and on approval the service applies the change under its own authorization, through the same business rules a human-entered change would pass. The agent never holds write permission at all, so no injected instruction can give it one.
The book’s reference implementation shows each of these guardrails in a small form. Its agent has an identity (an agent ID, a human sponsor and a list of allowed tools); a tool allow-list rejects any other call and audits the denial; a hard step limit ends the loop; and a propose_action tool only records a PENDING proposal that a human must approve. Chapter 08 describes it, and Book 17, Chapter 10 explains how records like these become evidence for the authorizing official.
[bookmark: _Toc00000688]Tool protocols: the Model Context Protocol
Agents need a way to discover and call tools, and the Model Context Protocol is one open protocol for doing so. Its current specification, version 2026-07-28, uses JSON-RPC 2.0 messages between hosts (the AI applications that start connections), clients (connectors inside the host) and servers (services that offer context and capabilities); servers can offer resources, prompts and tools, which the specification describes as “functions for the AI model to execute.”14 The protocol is stewarded as Model Context Protocol a Series of LF Projects, LLC, under the Linux Foundation’s project structure, with specification contributions under the Apache License 2.0, a hierarchy of lead maintainers, core maintainers and maintainers, and changes to the specification proposed as Specification Enhancement Proposals.15
The specification is candid about what it leaves to implementers. It says hosts “must obtain explicit user consent before invoking any tool,” that descriptions of tool behavior “should be considered untrusted, unless obtained from a trusted server,” and that the protocol “cannot enforce these security principles at the protocol level.”14 For the architecture, that settles where the guardrails live. MCP is how an agent reaches a tool; the allow-list, the step limit, the approval step and the audit stay in the agent’s host and in the systems behind each tool. An approved MCP server is one more entry on an agent’s allow-list, not a substitute for one. How MCP servers authenticate agents and validate their tokens is covered in Book 17, Chapter 06.
[bookmark: _Toc00000689]The material behind the design
None of the following is a requirement on agencies in its own right. Each is guidance an architecture team can use to design the guardrails above and to explain them to an assessor.
· OWASP Top 10 for LLM Applications, 2025 edition. The current list runs from LLM01 Prompt Injection and LLM02 Sensitive Information Disclosure through LLM06 Excessive Agency, LLM08 Vector and Embedding Weaknesses and LLM10 Unbounded Consumption.5 It is the most practical checklist for design review. OWASP’s GenAI Security Project also published a separate Top 10 for Agentic Applications for 2026 on December 9, 2025, with risks numbered ASI01 to ASI10.16
· NIST AI 600-1, the Generative AI Profile (July 2024). It identifies twelve risks unique to or exacerbated by generative AI. Four bear directly on application design: confabulation, defined as “confidently stated but erroneous or false content”; data privacy; information security; and value chain and component integration, which covers untraceable third-party components and “improper supplier vetting across the AI lifecycle.”3
· NIST SP 800-218A (July 26, 2024), an SSDF community profile for generative AI and dual-use foundation models, for teams that train or fine-tune models rather than only call them.17 Chapter 06 covers the SSDF itself.
· CISA, Careful Adoption of Agentic AI Services (May 1, 2026), released with the Australian Signals Directorate’s Australian Cyber Security Centre and other partners. It is advisory, and CISA’s page now uses “SI” in place of “AI.”18
[bookmark: _Toc00000690]Honest limits
· The guardrails reduce harm; they don’t make a model correct. An agent inside every guardrail can still propose the wrong change. Human approval is the control for that, which means the approver needs the time, training and information to say no.
· Approval fatigue is real. A design that sends every trivial proposal to a person trains people to approve without reading. Keep agents’ write proposals for changes that matter, and measure how often approvers reject or amend them.
· Versions move. The MCP specification version, Spring AI’s stable line and the AI features of the conversion tools were checked in October 2026 and will change.
· Federal policy is in Book 17. This chapter describes architecture. Whether a use case is high-impact, and what that triggers, is decided under the rules Book 17 sets out.
[bookmark: _Toc00000691]What leadership should take from this
1. Fund the interface, not a model. One provider-neutral interface, with call records and limits, lets the agency change providers as authorizations and contracts change.
1. No agent writes to a system of record. Agents read, and they propose; people approve, and services apply. Make that a design standard in Chapter 07.
1. Every agent has a sponsor. If no federal employee will answer for an agent, it doesn’t run. Book 17, Chapter 05 sets out how.
Chapter 06 turns to the controls that every modernized application, with or without AI, has to satisfy.
[bookmark: _Toc00000692]Notes
1. Office of Management and Budget, M-25-21, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust, April 3, 2025, Section 4(b)(v) and footnote 22, https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf (accessed Oct 28, 2026).
1. Office of Management and Budget, M-25-22, Driving Efficient Acquisition of Artificial Intelligence in Government, April 3, 2025, Section 4(e)(i), https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-22-Driving-Efficient-Acquisition-of-Artificial-Intelligence-in-Government.pdf (accessed Oct 28, 2026).
1. National Institute of Standards and Technology, NIST AI 600-1, Artificial Intelligence Risk Management Framework: Generative Artificial Intelligence Profile, July 2024, Section 2, https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.600-1.pdf (accessed Oct 28, 2026).
1. Patrick Lewis et al., “Retrieval-Augmented Generation for Knowledge-Intensive NLP Tasks,” arXiv:2005.11401, submitted May 22, 2020, accepted at NeurIPS 2020, https://arxiv.org/abs/2005.11401 (accessed Oct 28, 2026).
1. OWASP GenAI Security Project, “2025 Top 10 Risk & Mitigations for LLMs and Gen AI Apps,” https://genai.owasp.org/llm-top-10/ (accessed Oct 28, 2026).
1. OWASP GenAI Security Project, “LLM06:2025 Excessive Agency,” Prevention and Mitigation Strategies, https://genai.owasp.org/llmrisk/llm062025-excessive-agency/ (accessed Oct 28, 2026).
1. OWASP GenAI Security Project, “LLM01:2025 Prompt Injection,” Prevention and Mitigation Strategies, https://genai.owasp.org/llmrisk/llm01-prompt-injection/ (accessed Oct 28, 2026).
1. Microsoft Learn, “Quickstart: Upgrade a Java project with GitHub Copilot modernization,” Supported upgrade scenarios, Review and edit the upgrade plan, and Execute the upgrade, https://learn.microsoft.com/en-us/azure/developer/github-copilot-app-modernization/quickstart-upgrade (accessed Oct 28, 2026).
1. Amazon Web Services, AWS Transform User Guide, “Modernization of mainframe applications,” Capabilities and key features, and Human in the loop (HITL), https://docs.aws.amazon.com/transform/latest/userguide/transform-app-mainframe.html (accessed Oct 28, 2026).
1. Microsoft Learn, “Modernize Java apps by using GitHub Copilot modernization in the Copilot CLI,” Start a modernization task, https://learn.microsoft.com/en-us/azure/developer/java/migration/github-copilot-app-modernization-for-java-copilot-cli (accessed Oct 28, 2026).
1. Spring, Spring AI Reference, version 2.0.2, Introduction and feature list, https://docs.spring.io/spring-ai/reference/index.html (accessed Oct 28, 2026).
1. OWASP GenAI Security Project, “LLM10:2025 Unbounded Consumption,” Prevention and Mitigation Strategies, https://genai.owasp.org/llmrisk/llm102025-unbounded-consumption/ (accessed Oct 28, 2026).
1. OWASP GenAI Security Project, “LLM05:2025 Improper Output Handling,” Prevention and Mitigation Strategies, https://genai.owasp.org/llmrisk/llm052025-improper-output-handling/ (accessed Oct 28, 2026).
1. Model Context Protocol, Specification, version 2026-07-28, Overview, Key Details, and Security and Trust & Safety, https://modelcontextprotocol.io/specification/latest (accessed Oct 28, 2026).
1. Model Context Protocol, “Governance and Stewardship,” General Project Policies, Technical Governance and Specification Enhancement Proposals, https://modelcontextprotocol.io/community/governance (accessed Oct 28, 2026).
1. OWASP GenAI Security Project, “OWASP Top 10 for Agentic Applications for 2026,” resource page, December 9, 2025, https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/ (accessed Oct 28, 2026).
1. National Institute of Standards and Technology, Computer Security Resource Center, “Secure Software Development Framework: Publications,” listing SP 800-218A (Final, July 26, 2024), https://csrc.nist.gov/projects/ssdf/publications (accessed Oct 28, 2026).
1. Cybersecurity and Infrastructure Security Agency, “Careful Adoption of Agentic AI Services,” resource page, publish date May 1, 2026, https://www.cisa.gov/resources-tools/resources/careful-adoption-agentic-si-services (page retitled “Careful Adoption of Agentic SI Services” by November 9, 2026; accessed Oct 28, 2026).
[bookmark: _Toc00000693]Chapter 06 — Compliance by Design
Compliance is cheapest when the target architecture carries the controls and the pipeline produces the evidence, so that each modernized application inherits most of its compliance instead of earning it again.
[bookmark: _Toc00000694]In this chapter
What OMB Circular A-130 asks of the system development life cycle, and why it makes legacy modernization a compliance obligation as well as a choice. The SP 800-53 Rev. 5 control families that application work touches most, with the evidence each one should produce and where in this book it comes from. Secure development under the SSDF after M-26-05. Privacy, data governance and records as design inputs rather than reviews at the end. Section 508 accessibility as a gate at every stage, from design to operation, including sign-in and recovery, forms, the vendor’s conformance report and exceptions. Enterprise architecture as the requirement that ties the portfolio together. How an application is authorized is covered in Book 14; this chapter links there rather than repeating it.
Federal compliance for an application is usually experienced as a package assembled at the end: a system security plan written after the system is built, a privacy impact assessment drafted when someone asks for it, evidence collected by screenshot before an assessment. Modernization is the one moment when that can change, because the agency is choosing the architecture, the platform and the pipeline anyway. If the target architecture in Chapter 03 implements a control once, every application built on it inherits that control. If the pipeline in Chapter 07 records its results, every merge and release produces evidence without anyone collecting it.
Circular A-130 asks for exactly this. It directs agencies to consider “information security, privacy, records management, public transparency, and supply chain security issues” for all resource planning and management “throughout the system development life cycle,” and its Appendix I asks agencies to integrate security and privacy requirements and controls into “the enterprise architecture, system development life cycle activities, systems engineering processes, and acquisition processes.”1 That is compliance by design in the Circular’s own words. The rest of this chapter turns it into specific controls, artifacts and gates.
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Where the controls land in a modernized application’s life cycle: design, build, deploy and operate, each producing evidence that flows to one authorization record.
[bookmark: _Toc00000695]Legacy as a compliance finding
The Circular doesn’t only ask agencies to build new systems well. It asks them to deal with old ones. Agencies must develop a plan, in consultation with their CIO, records and privacy officials, for systems and components “that cannot be appropriately protected or secured” and give them “a high priority for upgrade, replacement, or retirement,” and a footnote makes clear that this includes components no longer supported by their developers or vendors.1 Appendix I adds that agencies shall plan and budget to upgrade, replace or retire systems whose protections can’t be made commensurate with risk.1 In the control catalog, the same idea is SA-22, Unsupported System Components.2
For the portfolio, this means the triage in Chapter 02 is also compliance evidence. An application on an unsupported runtime, database or operating system that the triage marks for retain without a plan is an open finding against the Circular, not a neutral decision. The program’s design records, for every retained application with unsupported components, the compensating controls, the risk acceptance and the date of the next review.
[bookmark: _Toc00000696]The controls application work touches most
NIST SP 800-53 Rev. 5 is at release 5.2.0, issued August 27, 2025. That release added SA-15(13), Logging Syntax; SA-24, Design for Cyber Resiliency; and SI-2(7), Root Cause Analysis; and revised SI-7(12).32 Eight families carry most of the weight for an application team. The table names the controls that matter most in each, the evidence modernization work should produce for them, and where this book builds that evidence. Which controls apply to a given system depends on its baseline and tailoring, which Book 14, Chapter 03 covers.
Control families most touched by application modernization. Control identifiers and titles from the SP 800-53 Rev. 5 release 5.2.0 catalog;2 evidence and placement are the program’s design.
	Family
	Controls most touched
	Evidence the modernized application should produce (program design)
	Built in

	SA, System and Services Acquisition
	SA-3 System Development Life Cycle; SA-4 Acquisition Process; SA-8 Security and Privacy Engineering Principles; SA-11 Developer Testing and Evaluation; SA-15 Development Process, Standards, and Tools; SA-22 Unsupported System Components
	The reference architecture and its approved patterns; pipeline test and scan results per release; the triage record for unsupported components
	Chapter 03, Chapter 07, Chapter 02

	SR, Supply Chain Risk Management
	SR-3 Supply Chain Controls and Processes; SR-4 Provenance; SR-11 Component Authenticity
	A software bill of materials per build; signed artifacts; dependency and base-image policy
	Chapter 07; Book 14, Chapter 07

	AC, Access Control
	AC-2 Account Management; AC-3 Access Enforcement; AC-6 Least Privilege
	Service, workload and agent identities with owners; role definitions in code; access reviews
	Chapter 05; Book 17

	AU, Audit and Accountability
	AU-2 Event Logging; AU-3 Content of Audit Records; AU-12 Audit Record Generation; SA-15(13) Logging Syntax
	Structured logs in one schema from every service, including agent tool calls, denials and approvals
	Chapter 05 for agent logs; the log schema is not yet specified in this book

	CM, Configuration Management
	CM-2 Baseline Configuration; CM-3 Configuration Change Control; CM-4 Impact Analyses; CM-7 Least Functionality; CM-8 System Component Inventory
	Configuration and infrastructure as code; pull requests as change records; generated component inventory
	Chapter 07; Book 13, Chapter 04

	SC, System and Communications Protection
	SC-7 Boundary Protection; SC-8 Transmission Confidentiality and Integrity; SC-12 Cryptographic Key Establishment and Management; SC-28 Protection of Information at Rest
	Platform-provided encryption in transit and at rest; network policy as code; managed keys
	The agency’s platform services, which this book doesn’t yet specify (Chapter 03 covers packaging and orchestration)

	SI, System and Information Integrity
	SI-2 Flaw Remediation; SI-7 Software, Firmware, and Information Integrity; SI-10 Information Input Validation
	Vulnerability scan results and remediation times; integrity checks on artifacts; validation of all input, including model output
	Chapter 07, Chapter 05

	PT, Personally Identifiable Information Processing and Transparency
	PT-2 Authority to Process PII; PT-3 PII Processing Purposes; PT-5 Privacy Notice; PT-7 Specific Categories of PII
	Data-flow records naming the authority and purpose for each PII element; notices; the PIA
	This chapter; Book 14, Chapter 08


Two of these deserve a word for a data migration. The validation report from Chapter 04 is evidence for SI-7, because it shows the information arrived intact, and the cut-over itself is a CM-3 change with a CM-4 impact analysis. Treating them that way means the migration’s proof is filed where an assessor will look for it.
[bookmark: _Toc00000697]Secure development after M-26-05
OMB M-26-05, issued January 23, 2026, rescinded M-22-18 and its companion M-23-16, the policy under which the government-wide Secure Software Development Attestation Form was developed.4 It didn’t remove the underlying expectation. Agencies “shall continue to maintain a complete inventory of software and hardware” and develop assurance policies that match their risk determinations; they may choose to keep using the Secure Software Development Attestation Form, and may adopt contract terms requiring a producer to provide a current SBOM on request, which for a cloud platform should be an SBOM of the runtime production environment.4 The memo points agencies to NIST SP 800-218 for the practices themselves. Book 14, Chapter 07 covers what this means for software the agency buys.
For software the agency builds, which is most of what this book modernizes, the attestation question never applied in the same way: the agency is the producer. The Secure Software Development Framework is the practice set to build to. SP 800-218, SSDF Version 1.1, published February 3, 2022, remains the final version; its Revision 1, SSDF Version 1.2, was released as an initial public draft on December 17, 2025, with comments closed on January 30, 2026, and no final version had been published as of October 2026.5 Version 1.1 organizes the practices into four groups: Prepare the Organization (PO), Protect the Software (PS), Produce Well-Secured Software (PW) and Respond to Vulnerabilities (RV).6
Several SSDF practices read almost as a specification for the pipeline in Chapter 07:
SSDF practices and pipeline evidence. Practice text paraphrased from SP 800-218 Version 1.1.6
	SSDF practice (v1.1)
	What it asks
	How the modernized pipeline meets it (program design)

	PO.3.3
	Configure tools to generate artifacts of their support of secure development practices
	Every pipeline stage writes its result as a retained artifact

	PS.3.2
	Collect, safeguard, maintain and share provenance data for all components of each release, for example in an SBOM
	An SBOM generated and stored for every build

	PW.1.3
	Build in support for standardized security features and services, such as existing log management and identity management
	Services use the platform’s identity, logging and secrets services rather than their own

	PW.7
	Review and/or analyze human-readable code to identify vulnerabilities
	Required pull-request review and static analysis on every change, including AI-generated code

	PW.8
	Test executable code to identify vulnerabilities
	Dynamic and dependency testing in the pipeline before release

	RV.1, RV.3
	Identify and confirm vulnerabilities on an ongoing basis; analyze root causes
	Continuous scanning of deployed images; root-cause records, which SI-2(7) now also asks for


Teams that train or fine-tune models, not only call them, should add SP 800-218A, the SSDF profile for generative AI (Chapter 05).5
[bookmark: _Toc00000698]Privacy as a design input
Modernization changes how personal information flows, and the privacy obligations attach to those changes. Circular A-130 requires agencies to comply with the Privacy Act, including publishing and revising system of records notices; to “conduct privacy impact assessments when developing, procuring, or using IT, in accordance with the E-Government Act”; to limit the creation, collection and use of PII to what is legally authorized and necessary, and reduce it to the minimum necessary; and to maintain an inventory of the systems that handle PII.1 Its Appendix II says the senior agency official for privacy’s review of privacy risks “should begin at the earliest planning” stages of an agency action.1 The PT family carries the same obligations as controls, and Book 14, Chapter 08 covers them in full.
The program’s design names the modernization events that reopen privacy work, so that the privacy office hears about them at design review rather than at authorization:
· A new data store or a new engine. A migration to PostgreSQL or SQL Server (Chapter 04) changes where PII is stored and who administers it; the PIA and the PII system inventory change with it.
· A new data flow. Splitting a monolith into services, adding an API or a backend-for-frontend, or adding change data capture creates copies and flows the old PIA didn’t describe.
· An AI feature. Sending records to a model, or retrieving them into a prompt, is a new use of the information, and the PT-3 purpose has to cover it (Chapter 05).
· Test data. Copying production PII into development or test environments is a use that rarely has an authority. The program’s design is synthetic or masked data outside production.
· Retirement. Decommissioning a legacy system is a disposition of the PII it holds, which the records schedule governs (below).
[bookmark: _Toc00000699]Data governance: the Evidence Act and chief data officers
The Foundations for Evidence-Based Policymaking Act of 2018 (the Evidence Act, Pub. L. 115-435) established chief data officers and set requirements for managing data as an asset. OMB M-25-05, dated January 15, 2025, is the current guidance on its open-data title: it requires agencies to keep data assets in open formats and public data assets as open government data assets, to maintain a comprehensive data inventory of all data assets, and to keep an open data plan; it makes agency chief data officers, with the data governance body established under M-19-23, responsible for implementation; and it rescinds the older open data policy, M-13-13.7 It also says agencies “must take appropriate steps to account for the requirements of this Memorandum when initiating new information collections or IT investments.”7 A modernization project is such an investment.
The workbook cites the Evidence Act and M-25-05 rather than the Federal Data Strategy, whose site is being retired (framework status). For application teams, the practical consequences are small and concrete: when a data asset moves to a new engine or is split across services, its entry in the data inventory moves with it, its metadata is updated, and the chief data officer’s governance body sees the change. The program’s design adds the data inventory entry to the privacy obligations table in the data move (Chapter 04).
[bookmark: _Toc00000700]Records: from design to decommissioning
Circular A-130 requires that records management functions and retention and disposition requirements be “fully incorporated into information life cycle processes and stages, including the design, development, implementation, and decommissioning of information systems,” cloud services included, and that each agency designate a senior agency official for records management.1 Records with PII must be kept according to retention schedules approved by the National Archives and Records Administration.1
Two modernization decisions are records decisions in disguise. Retiring an application (Chapter 02) means its records must be either migrated, transferred or destroyed under an approved schedule, and the decision belongs to the records officer as well as the application owner. And a data migration that drops history, audit tables or attachments to save effort may be destroying records. The program’s design puts the records officer on the review for every retire disposition and every migration that changes what history is kept.
[bookmark: _Toc00000701]Accessibility: the Section 508 gate
Every application in the portfolio has users, and some of them are federal employees with disabilities. Section 508 of the Rehabilitation Act requires that when an agency develops, procures, maintains or uses information and communication technology, employees with disabilities have access to and use of information and data “comparable to the access to and use of the information and data by Federal employees who are not individuals with disabilities,” unless an undue burden would be imposed.8 A modernized application is technology the agency develops, so the requirement attaches to the work itself, not to a review after it.
Modernization is also where most legacy applications lose their protection. The Revised 508 Standards let existing technology that met the earlier standards stay as it is if it “has not been altered” on or after January 18, 2018, and they define an alteration as a change that “affects interoperability, the user interface, or access to information or data.”9 A refactor or rebuild with a new React front end (Chapter 03) is an alteration by that definition. A rehost that keeps the old screens keeps their accessibility too, good or bad, so the program’s design weighs known accessibility defects against retain and rehost when the owner reviews the disposition (Chapter 02); the scoring rubric doesn’t include them.
What the standard is, and which WCAG
The Revised 508 Standards are Appendix A to 36 CFR part 1194. For software, “user interface components, as well as the content of platforms and applications, shall conform to Level A and Level AA Success Criteria and Conformance Requirements in WCAG 2.0”; electronic content, including documents an application generates, must meet the same level; and non-web documents and non-web software are excused from four success criteria (2.4.1 Bypass Blocks, 2.4.5 Multiple Ways, 3.2.3 Consistent Navigation and 3.2.4 Consistent Identification).9 The standards also set functional performance criteria, such as at least one mode of operation that doesn’t require vision, which decide whether an alternative design gives “substantially equivalent or greater accessibility and usability” when a team departs from a technical requirement.9
The legal floor is still WCAG 2.0 Level AA, not a later version.10 W3C’s current recommendation is WCAG 2.2, and W3C says content that conforms to 2.2 also conforms to 2.0 and 2.1, and advises using 2.2 “to maximize future applicability of accessibility efforts.”11 The program’s design is to build to WCAG 2.2 Level AA and to report conformance against WCAG 2.0 Level AA, the level the standards require. Two of the 2.2 additions matter to this chapter: 3.3.8 Accessible Authentication (Minimum) and 3.3.7 Redundant Entry, both covered below.
What M-24-08 adds
OMB M-24-08, issued December 21, 2023, is the current OMB policy on managing Section 508; it rescinded four older OMB memoranda on the subject.12 No later memorandum rescinding it was found on November 2, 2026.13 Five of its provisions shape an application program:
· Accessibility from the start. Accessibility “must be incorporated, unless an exception applies, from the very beginning of the design and development of any digital experience and integrated throughout every step of the ICT lifecycle,” and agencies must ensure conformance to the standards when designing or developing technology.12
· Testing before release, and after. Agencies should test comprehensively before deployment, test with people with disabilities and assistive technology users before deployment, monitor accessibility after deployment, and validate updates so they don’t make things worse.12
· Checkpoints across the life cycle. Monitoring should follow the whole software development life cycle, “including enterprise architecture reviews; IT program reviews; acquisition, design, development, production release reviews; and change control,” and agencies are encouraged to make accessibility experts “authoritative decision-makers during development checkpoints and milestones.”12
· Documented processes. Agencies should document how Section 508 compliance is handled in acquisition, development, configuration, deployment and maintenance; how conformance testing is done; and how issues and complaints are reported, tracked and resolved.12
· Named roles. The CIO leads the agency’s Section 508 program and appoints its program manager. Product managers ensure that their technology conforms; IT program and project managers ensure Section 508 is considered throughout the acquisition and IT life cycles; and the contracting officer’s representative verifies that deliverables meet the contract’s accessibility terms before accepting them.12
The gate across the life cycle
The table turns those provisions into the program’s gate. The stages are the four in the figure above, with test separated from build because assistive-technology testing is a different activity from the automated checks in the pipeline. The who signs off column follows the gates in Chapter 07. All of it is the program’s design.
The accessibility gate. Stages follow M-24-08’s life-cycle provisions;12 tasks, evidence and sign-offs are the program’s design.
	Stage
	What’s done
	Evidence
	Who signs off

	Design
	Name the provisions that apply (software, content, documents the application generates). Start from the shared component library. Design keyboard operation, focus order and error handling with the screens, not after them. Research and prototype with users with disabilities for high-use flows.
	The accessibility section of the Gate 2 decision record; the list of applicable provisions; prototype findings
	Chief architect or delegate at Gate 2, with the Section 508 program manager’s delegate

	Build
	Use the library’s components rather than hand-built controls. Run automated accessibility rules on every change, and unit tests that assert each control’s accessible name and role.
	Automated results on the pull request; test results
	Code owner at Gate 3

	Test
	Manual conformance testing on a documented, repeatable process: keyboard only, a screen reader on each supported browser, magnification to 200 percent, and the error paths. Test critical flows with people who use assistive technology.
	A conformance test report per release, with each failure logged by success criterion and severity; the application’s own Accessibility Conformance Report, kept current
	A trained accessibility tester; the Section 508 program manager’s delegate for the report

	Deploy
	Release only with no open Level A or AA failures on critical flows, or with a documented exception (below). Publish known limitations and how to get help where users will see them.
	The release record linking the test report; any exception record
	Release owner at Gate 4; the responsible agency official for any exception

	Operate
	Scheduled automated scans, intranet pages included; a feedback route that reaches the team; re-test changed flows on every release, and vendor components on every vendor update.
	Scan results; the feedback and complaint log with resolutions; regression results
	Application owner; the Section 508 program manager for the agency’s reporting


Two rules keep the gate from becoming paperwork. A defect found in operation goes back through the same pipeline as any other defect and is closed by a change, not by an annotation. And the Accessibility Conformance Report for a system the agency builds is kept as current as the system: if a vendor would owe one at procurement, the agency’s own application owes one too.
Automated testing finds some problems; people find the rest
Automated rule engines are fast and belong in the pipeline, but they can’t decide conformance on their own. M-24-08 says agencies should use automated tools “in combination with targeted manual testing because automated testing tools cannot fully assess conformance to accessibility standards,” and explains that some criteria are “highly context-dependent” and need human judgment: “Automated testing cannot evaluate the criteria of accessibility standards that require human subjectivity.”12 It recommends manual conformance validation, such as the Trusted Tester Conformance Test Process for the Web, alongside automated testing, sampling or prioritizing where resources are short, and asks that the people who test have, at a minimum, participated in a certified Section 508 conformance training program.12
A tool can tell that an image has alternative text, not whether the text says what the image means. It can tell that a field has a label, not whether the label makes sense, whether the focus order follows the task, or whether a screen reader announces that a save succeeded. Those are the defects users report. The program’s design, accordingly, is automation at Gate 3 on every change and manual testing at Gate 4 on every flow the release changed, with the full manual test on the critical flows before the first release of a rebuilt application. M-24-08’s priorities for employee-facing technology decide which flows go first: the most widely used, those with the most feedback, those that user research flagged and those subject to complaints.12
Signing in, enrolling and recovering
A modernized application shouldn’t build its own sign-in; it uses the platform’s identity service (SSDF PW.1.3 above). For a workforce application on Microsoft Entra ID, that means the sign-in, multifactor enrollment, password reset and recovery screens are largely Microsoft’s. The agency’s accessibility decisions are which methods it offers, how it configures them, and what it builds around them. What Microsoft Learn documents, and what it doesn’t:
· Methods. Microsoft’s Learn page on accessible multifactor authentication lists Microsoft Authenticator, which it describes as “compatible with various assistive technologies, including screen readers”; text and voice calls; FIDO2 security keys with a PIN or biometric; Windows Hello for Business; and email verification as a fallback.14 Text, voice and email codes aren’t phishing-resistant, and federal staff must use phishing-resistant authentication (Book 16, Chapter 07 and Book 04). The accessible set for staff is therefore the PIV card, a FIDO2 security key or passkey, and Windows Hello for Business, with the choice made per user, because no single method suits everyone.
· Enrollment and recovery. A Temporary Access Pass can live from 10 minutes to 30 days (default one hour), and can be one-time or multi-use. When a one-time pass is used to register a passwordless method, registration must finish within 10 minutes of signing in; Learn says the limit “doesn’t apply to a TAP that can be used more than once.”15 A user who works with a screen reader or switch access may need more than ten minutes. The program’s design is that the help desk can issue a multi-use pass with a lifetime that fits the user, inside the limits the CISO sets in the recovery ladder (Book 15, Chapter 03), and stay on the session until the method is registered.
· Branding. Company branding sets the background image and color, the logos, the sign-in page text, the username hint and a self-service password reset link.16 Each of those is the agency’s content, so its contrast and wording are the agency’s responsibility; no instruction should live only in the background image. Custom CSS is being retired for workforce tenants: tenants created after January 5, 2026 don’t have it, and after July 21, 2026 older tenants that don’t already use it can’t configure it.16
· User flows. For people outside the workforce, Microsoft Entra External ID user flows let the agency choose which attributes a sign-up form collects, mark them required, order them, edit their labels and choose input types (text box, radio buttons, checkboxes), and override the page and error strings through language customization.17 Those settings let the team write clear labels and error text. Learn doesn’t make an accessibility conformance claim for the hosted pages, so the team tests them like its own.
· Conformance claims. Microsoft publishes Accessibility Conformance Reports, and its Section 508 compliance page lists “Office 365 and Microsoft Entra sign-in” among the services in scope.18 The agency obtains the current report and validates it, as it would any vendor’s (below). This chapter makes no claim about the sign-in pages’ conformance level.
Anything the application team builds around sign-in, such as a step-up prompt, a consent screen or an account-linking step, is the team’s own content and must meet the standard. WCAG 2.2’s 3.3.8 Accessible Authentication (Minimum) is a useful design rule beyond the 2.0 floor: no step requires a cognitive function test, “such as remembering a password or solving a puzzle,” unless an alternative or a mechanism to assist is offered. W3C’s guidance says authentication by the device or operating system isn’t a cognitive function test, and that blocking password managers or paste fails the criterion.19 WCAG 2.0 already requires any CAPTCHA to offer “alternative forms of CAPTCHA using output modes for different types of sensory perception.”20
Forms and error messages
Most legacy mission applications are forms. The WCAG 2.0 criteria that matter most to a rebuilt form are all Level A or AA, so all are required:20
Forms and errors. Criteria and levels from WCAG 2.0;20 design rules are the program’s.
	WCAG 2.0 criterion
	What it asks
	The program’s design rule

	1.3.1 Info and Relationships (A); 3.3.2 Labels or Instructions (A)
	Structure and relationships are programmatically determinable; labels or instructions where input is required
	Every field has a visible label tied to it in code; required fields and formats are stated in the label text, not only by an asterisk or a color

	3.3.1 Error Identification (A)
	An automatically detected error is identified and “described to the user in text”
	Each error names the field and the problem; an error summary at the top links to the fields; entered data is kept

	3.3.3 Error Suggestion (AA)
	Suggestions for correction are given when known, unless that would compromise security
	“Enter the date as MM/DD/YYYY,” not “Invalid input”

	3.3.4 Error Prevention (Legal, Financial, Data) (AA)
	Submissions that commit the user, change or delete their stored data, or submit test responses are reversible, checked, or confirmed
	A review-and-confirm step before any submission that changes a record

	2.2.1 Timing Adjustable (A)
	Users can turn off, adjust or extend a time limit the content sets
	A session timeout warns the user and offers to extend; no form is lost to a timeout

	4.1.2 Name, Role, Value (A)
	Every control’s name, role and state are programmatically available, and changes are announced
	Custom widgets come from the component library, which is tested once against screen readers

	1.4.1 Use of Color (A)
	Color isn’t the only way information is conveyed
	Errors carry an icon and text as well as red


WCAG 2.2’s 3.3.7 Redundant Entry adds a sensible rule for multi-step processes: information the user already entered is filled in or offered for selection rather than asked for again.11 It is design guidance here, not a Section 508 requirement.
Buying: the vendor’s Accessibility Conformance Report
Much of the portfolio is bought, not built: commercial products, SaaS, low-code platforms and the component libraries teams build on. M-24-08 says the Federal Acquisition Regulation, at sections 11.002(f) and 39.203, requires agencies to build the Section 508 standards into the acquisition life cycle, and encourages agencies to evaluate and validate the vendor’s conformance documentation before purchase and again when the product changes. It describes an Accessibility Conformance Report as documenting how a product meets the applicable standards, and the Voluntary Product Accessibility Template (VPAT) as “a commonly used industry template” for writing one.12
The report is the vendor’s claim, not a test result. Section508.gov’s guide to reading one explains the conformance terms: “Partially Supports” means the product does not conform, and “Not Evaluated” “does not provide any assurance of accessibility.” It advises buyers to run their own conformance validation testing where possible.21 The program’s design for every product in the portfolio is: an ACR against the Revised 508 Standards, for the version and edition being bought; the agency’s own test of its critical flows on that version; a contract term for an updated ACR with each major release and for remediating failures; and the report filed with the product’s record, where Book 15, Chapter 06 also asks for it at SaaS intake.
Exceptions, and how to document them
The standards allow exceptions, each with conditions. The general exceptions cover legacy technology that met the earlier standards and hasn’t been altered (above); national security systems; technology a contractor acquires incidental to a contract; and status indicators and operable parts in spaces used only by service personnel for maintenance or occasional monitoring.9 Two more come up in application work:
· Undue burden or fundamental alteration (E202.6). Where conformance “would impose an undue burden or would result in a fundamental alteration in the nature of the ICT,” conformance is required only to the extent that it doesn’t. An undue burden means “significant difficulty or expense considering the agency resources available to the program or component” concerned. The responsible agency official must document the basis in writing, including “why and to what extent” compliance would create the burden or alteration, and the agency must give people with disabilities access to the information and data “by an alternative means that meets identified needs.”9 The statute itself uses “undue burden” and requires alternative means when it applies; “fundamental alteration” comes from the standards.8
· Best meets (E202.7). Where conforming technology “is not commercially available,” the agency procures what best meets the standards consistent with its business needs, documents in writing the non-availability, including “a description of market research performed and which provisions cannot be met,” and the basis for its choice, and provides an alternative means.9
The program’s design gives every exception one record in the same place as the architecture exceptions of Chapter 07: the provisions not met, the screens or functions affected, the basis (the cost and resource analysis for undue burden, the market research for best meets), the alternative means and how a user gets it, the responsible agency official who signed it, and a review date. An exception without an alternative means, or without an end date, isn’t accepted at Gate 4. M-24-08 also asks agencies to plan for the risk assessment and documentation of technology that doesn’t meet the standards, which this record supplies.12
[bookmark: _Toc00000702]Enterprise architecture: the requirement that ties it together
Circular A-130 §5.a(2) says agencies “shall develop an enterprise architecture (EA) that describes the baseline architecture, target architecture, and a transition plan to get to the target architecture,” and that the EA should incorporate plans for significant upgrades, replacements and disposition of systems that can no longer support missions.1 SP 800-53 carries the same requirement as PM-7, Enterprise Architecture.2 The Federal Enterprise Architecture Framework v2 is historical; the requirement behind it is live (framework status).
This book’s parts map directly onto the Circular’s three elements: the triaged portfolio is the baseline, the reference architecture in Chapter 03 is the target, and the wave plan in Chapter 10 is the transition plan. Chapter 09 maps the same work onto TOGAF and Zachman for agencies that use either.
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Each control above should leave a record the system produces as it runs: a pipeline result, a pull request, an SBOM, a log entry, a validation report, a review decision. The program’s design collects them into the system’s authorization record continuously, so that the package the authorizing official reviews is assembled from evidence that already exists. Book 13, Chapter 07 explains why evidence beats attestation, and Book 14, Chapter 11 describes the package and the authorization itself, including ongoing authorization and the authorizing official’s sole responsibility for accepting residual risk. Nothing in this chapter changes who decides; it changes how much the decision-maker can see.
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· Inheritance is only as good as the platform’s own authorization. A control an application inherits from the platform rests on the platform’s implementation, so it holds only if that implementation is assessed and current. Inheritance moves the work; it doesn’t remove it.
· The control table is a starting set. It names the controls application work touches most, not every control that applies. Baseline and tailoring decide the full set.
· The SSDF is changing. Version 1.2 is still a draft. When it is final, re-map the pipeline to its practices.
· Accessibility can’t be fully automated either. Automated rules find only part of the failures; the manual test with assistive technology is what shows a flow works. And the hosted sign-in pages belong to the vendor: the agency can test them and validate the vendor’s report, not fix them.
· Privacy and records judgments aren’t automatable. The pipeline can record what changed. Whether a new flow needs a revised notice, or a dropped table was a record, is a judgment for the privacy and records officials.
[bookmark: _Toc00000705]What leadership should take from this
1. Make the platform carry the controls. Every control implemented once in the target architecture is a control a thousand applications don’t implement separately.
1. Treat unsupported components as findings. A retained application on unsupported software needs a plan, a risk acceptance and a date, because the Circular asks for one.
1. Bring privacy and records in at design review. The events that reopen their work are predictable; name them, and send them to the right officials before anything is built.
1. Make accessibility a gate, not an audit. A rebuilt front end loses the legacy safe harbor; test it with assistive technology before release, demand and validate the vendor’s conformance report, and accept no exception without an alternative means and an end date.
Chapter 07 describes the people and gates that make these controls happen on every change.
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[bookmark: _Toc00000707]Chapter 07 — Who Governs the Architecture
A target architecture holds across thousands of applications only if someone owns each decision about it, every change passes the same few gates, and each gate leaves proof behind.
[bookmark: _Toc00000708]In this chapter
The architecture review board: what it decides, what it doesn’t, and who sits on it. The standards it maintains: an approved-technology list, reference patterns and architecture decision records. The four gates every modernized application passes, from disposition to release, and the Git and pipeline practice that makes the last two cheap. How each gate produces the evidence federal compliance asks for, and a responsibility matrix for the whole cycle.
The earlier chapters made a set of decisions on paper. Chapter 02 gave every application a disposition, Chapter 03 chose a target architecture, Chapter 04 set the rules for moving data, Chapter 05 set them for AI, and Chapter 06 said which controls apply. None of that survives contact with a few hundred delivery teams unless the decisions have owners. A team under schedule pressure will pick the framework it knows, skip the contract test that slows the build, or add a database the platform team has never seen. Each choice is defensible on its own. Across a portfolio they add up to a second legacy estate.
Governance here means three things, and only three: who decides, what every change has to pass, and what record each pass leaves. The program’s design keeps the machinery small, because a review process that takes longer than the work it reviews will be bypassed. It reuses what the workbook already runs: the program’s decision rights in Book 00, Chapter 07, and the pull-request change path in Book 13, Chapter 04.
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Four gates between a disposition and a release, the standards they check against, and the evidence each leaves.
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No federal rule tells an agency to have an architecture review board. Several require the outcomes a board produces.
OMB Circular A-130 says agencies “shall develop an enterprise architecture” that describes a baseline, a target and a transition plan, and that the architecture should include plans for upgrading, replacing or disposing of systems that no longer support the mission.1 NIST SP 800-53 turns that into controls. PM-7 asks the organization to develop and maintain an enterprise architecture with security and privacy in view. PL-8 asks each system to have security and privacy architectures that describe how they are integrated into and support the enterprise architecture, and to keep them current as it changes. SA-17 asks a system’s developer for a design consistent with that organizational architecture.2 Those three are the federal hook for architecture review: someone has to say what the enterprise architecture is and check each system against it.
Change control is just as explicit. CM-3 asks the organization to decide which changes are configuration-controlled, review and approve or disapprove them “with explicit consideration for security and privacy impact analyses,” keep the records, and run the process through a named body. CM-3(4) asks that security and privacy representatives sit on that body, and CM-4 asks for an impact analysis before a change is implemented. SA-3, SA-8, SA-10, SA-11 and SA-15 ask for a defined development life cycle, engineering principles, developer configuration management, developer testing and a documented development process.2 Most of these sit in the Moderate baseline. SA-17 and SA-11(1) static code analysis don’t: SA-17 is High only, and SA-11(1) is in no baseline.3
Funding has its own decider. FITARA forbids a covered CFO Act agency from entering into a contract for IT or IT services unless the agency CIO has reviewed and approved it, and OMB M-26-10 restated that on March 31, 2026.4 An architecture board can recommend a technology. It can’t buy one.
What the rules leave open is how the review happens, how often and in what form. That is the program’s design, set out below.
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The board is the program’s change control body for the target architecture, in the sense CM-3 uses. In most agencies it should be an existing forum with a defined agenda rather than a new one. Where the agency already has an enterprise architecture function, the board is that function’s review body; where the Federal Modernization Program runs a governance board (Book 13, Chapter 09), architecture is a standing item on its agenda, led by the chief architect while the steward chairs the governance board.
What it decides
	Decision
	Decider
	Reviewed by
	Recorded as

	What is on the approved-technology list, and in which tier
	Chief architect, as board chair
	Board, with the CISO’s representative
	Pull request to the list, with a decision record

	The reference patterns and their versions
	Chief architect
	Board; platform team
	Pattern repository release

	An exception to a standard for one application
	Chief architect, with an end date
	Board; CISO’s representative for any control impact
	Decision record with an expiry

	A change to the target architecture itself
	Chief architect, proposing
	Board; the steward and the sponsor must concur (Book 00, Chapter 07)
	Decision record plus the sponsor’s recorded concurrence

	A design at Gate 2
	Chief architect or a delegated reviewer
	Two board members, one from security
	Decision record in the application’s repository

	An application’s disposition
	Application owner, with the steward
	Board for consistency with the target architecture
	Triage record (Chapter 02)

	The security and privacy control requirements a design must meet
	CISO
	Senior agency official for privacy (responsible with the CISO); board
	Requirement committed as policy

	Residual risk for the system
	Authorizing official alone
	—
	Authorization decision (Book 14)

	Contracts and licenses for a technology
	CIO (FITARA approval)
	Sponsor; board recommends
	Acquisition record


The table follows the rule Book 13, Chapter 09 set for the governance board: the board reviews, it doesn’t vote. Every decision has one decider. A board that decides by consensus produces decisions no one is accountable for, and slow ones.
Who sits on it
	Member
	Why they’re there

	Chief architect, chairing
	Owns the target architecture and the standards

	Lead architects for applications, data, integration and platform
	Bring the patterns and review the designs

	The CISO’s representative
	The security representative CM-3(4) asks for

	The privacy office’s representative
	The privacy representative CM-3(4) asks for; flags designs that need a privacy impact assessment

	The platform team lead
	Runs the pipelines and runtime the patterns depend on

	The program steward
	Keeps the decisions in the program’s record and sequences them with the waves (Chapter 10)

	Application owners, when their application is on the agenda
	Decide for their application

	The records officer, required at Gate 1 for a retire disposition and otherwise on request
	Retention and disposition of the records an application holds when it retires

	The Section 508 program manager’s delegate, for designs with a user interface
	The accessibility expert OMB M-24-08 encourages agencies to make a decision-maker at development checkpoints5 (Chapter 06)


The authorizing official, or a designated representative, can observe. They shouldn’t be members, because the board’s recommendations feed decisions only the authorizing official can make, and that separation is part of what an assessor checks.
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The board governs through three artifacts. They live in a repository, change by pull request and are versioned like code.
The approved-technology list. Each technology the portfolio uses gets a tier. The program’s design uses four: adopt (the default for new work), trial (allowed for named applications while the board evaluates it), contain (allowed where it already runs, not for new work) and retire (on a dated exit). For this book’s target, Java and Spring Boot, React, Node.js for the narrow roles Chapter 03 gives it, PostgreSQL or SQL Server and OCI containers sit in adopt; Db2 and Oracle sit in contain or retire, depending on what the triage found. The list carries supported versions and their end-of-support dates, because SA-22 asks the organization to replace components when the vendor stops supporting them.2 A list without versions is a brochure.
Reference patterns. A pattern is a runnable starting point, not a slide: a service template with the contract test already wired in, a front-end template with the identity library configured, a data-migration job with validation built in, an agent with an allow-list and an audit log. Agents follow one design standard: an agent reads and proposes, people approve and services apply, so no agent writes to a system of record. Chapter 08 is the book’s example. Teams that start from a pattern inherit the review the pattern already passed, so Gate 2 for a standard service is short and Gate 2 for a design that departs from the pattern is where the board spends its time.
Architecture decision records. A decision record is a short document, kept with the code, that states one significant decision and why it was made. The format most teams use goes back to Michael Nygard’s 2011 proposal: a title, the context, the decision, a status and the consequences, numbered in sequence and stored in the project repository. When a decision is reversed, the old record is marked superseded rather than deleted, so the history stays visible.6 Decision records are the cheapest evidence the program has. They answer the question an assessor asks about PL-8 (“how does this system’s architecture fit the enterprise one?”) in the words of the people who made the choice, at the time they made it.
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Every application the triage changes passes four gates. Applications dispositioned retire or retain pass only the first.

	Gate
	When
	What passes it
	Who decides
	Controls it evidences

	1. Disposition
	Once per application, and at each re-triage
	A scored triage record and a disposition the owner has signed; for retire, the privacy check on the records and personal data that go away, and the records officer’s required consultation on how they are migrated, transferred or destroyed
	Application owner, with the steward; the records officer is a required consulted party for retire
	PM-5 system inventory, CM-8 component inventory, SA-22 unsupported components

	2. Design review
	Before build for replatform, refactor and rebuild; for rehost only when the runtime, the hosting location or the way the application handles data changes
	A decision record for each departure from a pattern; the interface contract (OpenAPI for services); a data classification; a threat model; the privacy check that decides whether a PIA is needed; for a user-facing change, the accessibility review of the design
	Chief architect or delegate
	PL-8, SA-3, SA-8, SA-17 where High, CM-4

	3. Pull request and CI
	Every change
	Required review by someone other than the author; passing unit, contract and integration tests; static analysis and dependency scans; automated accessibility rules for user-facing changes; an SBOM
	Code owner for the component, who acts for the delivery team lead, the role accountable in the matrix below
	CM-3, SA-10, SA-11, SA-15

	4. Release
	Every production deployment
	A signed build with provenance; a recorded impact analysis; a change record that links the pull requests it contains; for a data cut-over, the validation report with its three results and a rehearsed rollback (Chapter 04); for a user-facing change, the manual accessibility test results or a signed exception (Chapter 06)
	Release owner, who acts for the application owner, the role accountable in the matrix below; change control body for significant changes
	CM-3, CM-4, SR-4 provenance



Two of the gates are meetings and two are automation, and that ratio is deliberate. Gates 1 and 2 happen once per application, or once per significant change, and need human judgment. Gates 3 and 4 happen many times a day and can be enforced by the repository and the pipeline. A program that runs Gate 3 as a meeting will either stall or stop running it.
Gate 2 also decides when a change is significant enough to go back to the authorizing official. Whether a change is significant, and so needs reauthorization, is the authorizing official’s decision, with the system owner and the ISSO responsible for the analysis (Book 14, Chapter 10); the gate’s job is to apply that decision and record the answer. A written significance threshold is not yet specified in Book 14.
How the four gates sit inside the five life-cycle gates
Book 14, Chapter 05 implements PM-7 as five review gates in a system’s life cycle: concept, design, build, deploy and operate. Those gates belong to the system; the four gates here belong to an application inside it, and they run inside the system’s gates rather than beside them. The mapping is the program’s design.
	Life-cycle gate (Book 14)
	Application gate (this chapter)
	What carries across

	1. Concept
	Gate 1, Disposition, with Gate 2’s data classification and privacy check
	The triage record reads the system’s FIPS 199 categorization; the proposed boundary and data flows stay with the system’s concept gate

	2. Design
	Gate 2, Design review
	Decision records, the threat model and the privacy check. Supply chain requirements written into the acquisition stay with the system’s design gate

	3. Build
	Gate 3, Pull request and CI
	Tests, scans and the SBOM from every change

	4. Deploy
	Gate 4, Release
	The signed build, the impact analysis and the change record. The authorization decision stays with the authorizing official, and a significant change goes back through Gate 2

	5. Operate
	No application gate
	The system’s continuous monitoring covers the running application; a re-triage reopens Gate 1


An application dispositioned retire or retain passes only Gate 1, so for it the system’s own gates carry the rest.
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Gates 3 and 4 work only if the way teams use version control makes them cheap. The program’s design rests on five practices.
1. Trunk-based development or short-lived branches. DORA’s research, run by Google Cloud, describes trunk-based development as merging small batches into the main line at least once a day, with three or fewer active branches and no code freezes, and associates those practices with higher delivery performance.7 Long-lived branches turn every merge into an integration project, and every integration project into a reason to skip review.
1. Pull requests with required review. Every change to the main branch arrives as a pull request reviewed by someone other than its author. SP 800-218, the Secure Software Development Framework, asks organizations to decide whether code review, code analysis or both apply, then perform them against the organization’s secure coding standards and record what they find (practice PW.7).8
1. Protected branches. The platform enforces the rule instead of trusting habit. GitHub’s branch protection, for example, can require a number of approving reviews, dismiss approvals when the diff changes, require code-owner review, require status checks to pass, accept only signed commits, and apply all of it to administrators as well. GitLab, Azure Repos and Bitbucket have equivalents.9 Turn on the setting that binds administrators. A rule administrators can skip is a standing exception, as Book 13, Chapter 04 puts it.
1. CI that produces evidence, not just a green check. The pipeline keeps its outputs: test reports, static-analysis results, dependency findings, the SBOM. SP 800-218 asks organizations to configure tools to generate artifacts showing their support of secure development practices (PO.3.3) and to collect and share provenance data for each release, “e.g., in a software bill of materials [SBOM]” (PS.3.2).8 SSDF 1.1, from February 2022, is the final version; a Version 1.2 draft, SP 800-218 Rev. 1, was published for comment on December 17, 2025, and its comment period closed on January 30, 2026.10
1. Signed, reproducible releases. The release pipeline builds from the main branch, signs what it builds and records where it came from. SLSA, a cross-industry specification now at version 1.2, defines levels of build provenance a pipeline can meet.11 SR-4 asks the organization to document, monitor and maintain the provenance of the systems and components it names.2
What SBOMs are for, after M-26-05
OMB M-26-05 of January 23, 2026 rescinded M-22-18 and its companion M-23-16. Agencies “shall continue to maintain a complete inventory of software and hardware” and set assurance policies that match their risk; they may require a producer to provide a current SBOM on request.12 So an SBOM from a vendor is now a contract choice. An SBOM for the agency’s own modernized applications is a different matter: the agency is the producer, the pipeline generates it for free, and it is the fastest way to answer CM-8 and the next “are we affected?” question about a vulnerable library. CISA’s 2026 Minimum Elements for a Software Bill of Materials, published July 29, 2026 with NSA, the FBI and international partners, replaces the NTIA’s 2021 minimum elements and is the reference for what each SBOM should contain.13 Book 14, Chapter 07 covers the acquisition side.
Agile without skipping the gates
Agile delivery and these gates aren’t in tension if the gates are part of the team’s definition of done rather than documents written at the end. A story isn’t done until its pull request passed Gate 3. A release isn’t done until Gate 4 has written its record. A design decision isn’t made until it has a decision record. SA-3 asks for a defined life cycle with security and privacy roles named in it; it doesn’t ask for a waterfall.2 The program’s position is that the agency’s SDLC policy should name these four gates and leave the cadence to the teams.
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Each gate’s output is already evidence; the work is keeping it where an assessor can find it. The program’s design keeps every gate’s output in, or linked from, the application’s repository, and the evidence store collects it by system so it lines up with the system’s authorization boundary.
	Evidence
	Produced at
	Kept where
	Answers

	Triage record and disposition
	Gate 1
	Portfolio repository
	PM-5, CM-8, SA-22

	Decision records and interface contract
	Gate 2
	Application repository
	PL-8, SA-8, SA-17

	Threat model and privacy check
	Gate 2
	Application repository, linked from the system security and privacy plan
	CM-4, PL-8, the PIA trigger

	Pull request with reviewer and checks
	Gate 3
	Version control history
	CM-3, SA-10, SSDF PW.7

	Test, scan and SBOM outputs
	Gate 3
	Pipeline artifact store, retained per the records schedule
	SA-11, SA-15, SSDF PO.3.3 and PS.3.2

	Signed build and provenance
	Gate 4
	Artifact registry
	SR-4, SA-10

	Change record
	Gate 4
	Change system, linked to the pull requests
	CM-3, CM-4

	Data validation report (three results) and rehearsed rollback
	Gate 4, for a data cut-over
	Application repository, linked from the change record
	CM-3, CM-4

	Accessibility test report, conformance report and any exception record
	Gates 2 to 4
	Application repository
	Section 508 and the Revised 508 Standards; M-24-08’s documented testing


This is the same principle Book 13, Chapter 04 states for the program’s own changes: no closure counts unless it carries its proof. For an application, the release that can’t show its pull requests, tests and provenance didn’t pass Gate 4, whatever the deployment log says. How the evidence reaches the authorization package is Book 14’s subject.
[bookmark: _Toc00000715]Responsibility matrix
R = responsible (does the work), A = accountable (owns the outcome), C = consulted, I = informed. One A per row.

	Activity
	CIO
	Chief architect (board chair)
	Board
	Application owner
	Delivery team lead
	Platform team
	CISO
	Privacy office
	Authorizing official
	Steward
	Records officer

	Charter the board and name its chair
	A
	R
	I
	I
	I
	I
	C
	C
	I
	C
	I

	Maintain the approved-technology list
	C
	A
	R
	I
	C
	C
	C
	I
	I
	I
	I

	Publish and version reference patterns
	I
	A
	C
	I
	C
	R
	C
	C
	I
	I
	I

	Grant an exception to a standard
	I
	A
	C
	R
	C
	C
	C
	C
	I
	I
	I

	Gate 1: dispositions
	I
	C
	C
	A
	C
	I
	I
	C
	I
	R
	C

	Gate 2: design review
	I
	A
	R
	C
	R
	C
	C
	C
	I
	I
	I

	Gate 3: pull request and CI
	I
	I
	I
	I
	A
	R
	C
	I
	I
	I
	I

	Gate 4: release
	I
	I
	I
	A
	R
	R
	C
	I
	I
	I
	I

	Set control requirements for designs
	I
	C
	C
	I
	I
	C
	A
	R
	I
	I
	I

	Decide whether a change is significant
	I
	C
	I
	C
	C
	I
	C
	C
	A
	I
	I

	Accept residual risk
	I
	I
	I
	C
	I
	I
	C
	C
	A
	I
	I

	Approve IT contracts and licenses
	A
	C
	C
	C
	I
	I
	C
	I
	I
	I
	I

	Keep gate evidence in the record
	I
	C
	I
	C
	R
	R
	C
	I
	I
	A
	I



Read it with Book 00, Chapter 07, which sets the program-wide decision rights; where the two differ, Book 00 governs and this table is wrong. Two rows deserve emphasis. The authorizing official is accountable for deciding whether a change is significant, because that decision can reopen the authorization; the CISO only advises, and the board is informed. And the CIO, not the board, approves what the agency buys.
[bookmark: _Toc00000716]Where governance goes wrong
1. The board becomes the bottleneck. Every design waits weeks for a monthly meeting. Mitigation: patterns that pre-approve the common case, a delegated reviewer for Gate 2, and a published service level for reviews.
1. Standards without versions. “Java” is on the list, so a team ships on a release that left support last year. Mitigation: list supported versions with end dates, and fail the build on a retired one.
1. Review by approval count. A pull request gets its required approval from a teammate who never read it. Mitigation: code owners for sensitive paths, stale-approval dismissal, and sampling of reviews by the security lead.
1. Evidence assembled after the fact. A month before an assessment, someone collects screenshots. Mitigation: keep pipeline outputs as artifacts from the first wave, and treat a missing artifact as a failed gate.
1. The board accepting risk. An exception granted by the chief architect is treated as a risk acceptance. Mitigation: exceptions that touch a control go to the authorizing official through the plan of action and milestones, and the decision record says so.
[bookmark: _Toc00000717]What leadership should take from this
1. Give every architecture decision one owner. The board reviews; the chief architect decides standards; the application owner decides dispositions; the authorizing official alone accepts risk; the CIO approves purchases.
1. Govern through artifacts, not meetings. A versioned technology list, runnable patterns and decision records do most of the work, and they are evidence by construction.
1. Automate the gates that run every day. Protected branches, required review and a pipeline that keeps its outputs make Gates 3 and 4 nearly free, and that is why teams don’t bypass them.
Chapter 08 shows the patterns as runnable code.
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[bookmark: _Toc00000719]Chapter 08 — The Reference Implementation
An architecture is easier to trust when it runs: a small, tested slice shows each pattern in code and states plainly what the tests don’t prove.
[bookmark: _Toc00000720]In this chapter
What the reference implementation in examples/app-modernization contains and which chapter each part illustrates. The service and its contract test, the migration tool and its three checks, and the agent and its guardrails. How to run the tests, what was verified on October 28, 2026, and what wasn’t.
The chapters before this one argue for a target architecture (Chapter 03), a way of moving data with proof (Chapter 04) and guardrails for agents (Chapter 05). Arguments about architecture are cheap; code that runs is not. The workbook therefore ships a small reference implementation beside this book, in the repository’s examples/app-modernization folder. It is one mission application in miniature: a case-management service with a front end, a legacy database it was moved from, and an AI agent that helps triage cases. It is deliberately small, so that a reader can understand the whole of it in an afternoon, and every part has automated tests.
It is illustrative, not production code. All its data is synthetic, it has no authentication, and it has not been run against a real Db2 or Oracle database or in production. The last section of this chapter says exactly what was verified.
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The parts of the reference implementation: a React front end calls the Spring Boot service; the service owns the PostgreSQL schema and runs the triage agent, which can only record proposals a person decides; the migration tool loads the legacy schema into the same PostgreSQL schema and proves the load.
[bookmark: _Toc00000721]What is in it
	Part
	Folder
	What it shows
	Chapter

	REST service
	service/
	Spring Boot over PostgreSQL; the schema owned by the service through versioned Flyway migrations; an OpenAPI contract checked against the code by a test; errors as RFC 9457 problem details
	03

	Front end
	web/
	React: a case list with a status filter, case detail, Run triage, and a panel of pending proposals with Approve and Reject
	03

	Migration tool
	migration/
	A command-line tool that reads a legacy Db2 or Oracle schema over JDBC, transforms and loads it into PostgreSQL, supports a delta mode for coexistence, and validates the result three ways
	04

	Agent
	service/.../ai/
	A provider-neutral model interface with a deterministic stub; an agent identity with a human sponsor and a tool allow-list; a step limit; an audit row for every tool call; a write path that only records proposals
	05

	Containers
	docker-compose.yml, two Dockerfiles
	PostgreSQL, the service and the front end as containers
	03


The versions were current when it was built. Spring Boot is 4.1.2, the latest generally available release on Maven Central on October 28, 2026, when the 4.2 line was at its first release candidate.1 PostgreSQL is major version 18, the newest supported release, in its 18.6 minor release.2 React is 19.3.1, the version the npm registry marked latest.3 Two choices differ from Chapter 03’s target and should be read that way. The code is compiled for Java 21, not Java 25, only because the machine it was built on had a Java 21 development kit; it uses nothing Java 25 would reject. And the contract is written in OpenAPI 3.1, not 3.2, the version Chapter 03 recommends for new contracts; moving it is a header change and a test run.
[bookmark: _Toc00000722]The service and its contract
The service is a plain Spring Boot application with five endpoints: list cases (optionally by status), get one case, run triage on a case, list proposals, and record a person’s decision on a proposal. Its database schema is one Flyway migration, V1__baseline.sql, applied when the service starts. The service owns that schema; nothing else creates tables. That is Chapter 03’s rule that each service owns its data, made concrete, and it pays off in the migration tool, whose tests apply the same file rather than a copy.
The contract comes first. openapi.yaml is written by hand and served by the service, and a test, OpenApiContractTest, reads it and compares its operations with the request mappings Spring actually registered, in both directions. An endpoint that exists in code but not in the contract fails the build, and so does a documented path nobody implemented. That is the cheapest form of the contract-first discipline Chapter 07 asks review gates to enforce: the contract can’t drift from the code without a red build.
Errors follow RFC 9457, Problem Details for HTTP APIs, the IETF standard for machine-readable error bodies, which replaced RFC 7807 in July 2023.4 A missing case returns a 404 with a problem body; a malformed case number returns a 400; deciding a proposal twice returns a 409.
[bookmark: _Toc00000723]The migration tool and its three checks
The legacy side is a synthetic schema in Db2 style: an applicant table and a case master table with the habits real legacy schemas have. Text is in fixed-width CHAR columns padded with spaces. Status is a one-letter code. A closing date that hasn’t happened is stored as 0001-01-01, because the column was declared NOT NULL decades ago. Timestamps carry no time zone. The same tables are given in Oracle syntax for comparison, and the seed data includes the cases that break careless migrations: padded text, the sentinel date, names with non-ASCII letters, and amounts at the edges of the column’s precision.
The tool reads the source over JDBC, so the same code runs against Db2 or Oracle once their drivers are on the class path. It applies a short list of documented transforms: trailing padding removed, status codes mapped to words, the sentinel date turned into a null, and timestamps read in a stated source time zone. Any value it can’t map, such as an unknown status code or an amount that would need rounding, stops the run rather than being guessed at. It loads parents before children in one transaction, with upserts in batches, so a re-run is safe. A --since option loads only the rows changed since the last run’s watermark, which is the coexistence pattern Chapter 04 describes for the period when both systems are live. The README states the two things a delta can’t see in this schema: applicant changes, because that table has no change timestamp, and deletes, which need change data capture.
After every load it validates both whole tables, not just the rows it loaded, and writes a JSON report that holds keys, counts and digests, never row contents, so it can go straight into the change record.
	Check
	How
	Catches
	Doesn’t catch

	Row count
	Rows on each side
	Rows dropped or duplicated
	Wrong values in rows that arrived

	Checksum
	Each row rendered to one canonical string; rows sorted by key; SHA-256 over all of them; the source rendered after the transform, the target as stored
	Any changed, truncated or missing field, with the keys that differ
	A wrong transform rule, because both sides share it

	Aggregates
	Count and sum of amounts per status, computed in SQL by each database on its own
	Totals that disagree, computed without the tool’s transform
	Text damage: a truncated name passes, which is why the checksum exists


The table’s last column is the point. Each check has a blind spot, and the three are chosen so that each covers another’s. The checksum is strong but shares the transform with the thing it checks; the aggregate check is weaker but independent. Chapter 04 makes the same argument for a real migration: validation that reuses the migration’s own logic can only prove the migration did what it was told.
The tests prove the checks work by breaking things. After a clean load, one test changes a single amount in the target, and both the checksum and the aggregate check fail; another deletes a row, and all three fail; a third truncates one name, and only the checksum fails. Each time, the report names the table, the check and the key.
[bookmark: _Toc00000724]The agent and its guardrails
The agent triages a case: it reads the case and the applicant’s other cases, and proposes flagging the case for review if it has been open for more than a year or looks like a duplicate. It follows Chapter 05’s pattern exactly: the model decides what to ask for, and code the agency controls decides what runs.
· One provider-neutral interface. The agent depends only on ModelClient, a single method that takes the instruction, the conversation so far and the tools on offer, and returns either a final answer or one tool call. The default implementation is a deterministic, rule-based stub that needs no API key and no network, so every test is repeatable. The README describes how an adapter for a real provider implements the same interface; none is included.
· An identity with a sponsor. The agent’s id and its human sponsor are configuration, and the service won’t start without both. Every proposal and every audit row carries the agent id. This is a minimal form of the record Book 17, Chapter 05 asks every AI identity to have; it leaves out the second sponsor, a separate technical owner and the inventory record.
· A tool allow-list. The model is offered only the tools on the agent’s list. A call to any other tool, including a real tool left off the list, is refused and written to the audit table.
· Untrusted output. Every argument is validated before it reaches a query: the case number’s format, the action’s name, the rationale’s length, no unexpected arguments, and proposals only for the case being triaged.
· A hard step limit. The loop stops after a configured number of steps, five by default, and records that it did.
· No write power. The agent’s only write is a row in a proposals table with status PENDING. Nothing the agent can call changes a case. A person approves or rejects each proposal through the decision endpoint, and that is the only code path that applies one. A decision recorded in the agent’s own name is refused.
Two test modes make the stub misbehave on purpose, one asking for a tool it was never offered and one that never stops, so that the guardrails are tested against the failures they exist for, not only against a well-behaved model.
[bookmark: _Toc00000725]Running it
The tests need only Java 21 and Node.js 24. The Maven Wrapper downloads Maven, and the service and migration tests download real PostgreSQL binaries from Maven Central through Zonky’s embedded PostgreSQL library and start them in the test process, so no database server or Docker is needed.5
# from examples/app-modernization
./mvnw verify            # Windows: mvnw.cmd verify
cd web && npm ci && npm test && npm run build
The README covers running the service against a local PostgreSQL, the migration tool’s options and exit codes, the validation report’s format, and the containers.
[bookmark: _Toc00000726]What was verified, and what wasn’t
	Claim
	Status on October 28, 2026

	The service works against real PostgreSQL
	Verified: 25 service tests pass against PostgreSQL 18.6, with the Flyway migration applied, and one test asserts the engine and version

	The contract matches the code
	Verified by the contract test, in both directions

	The migration tool’s transforms and checks work
	Verified: 12 migration tests pass, loading into real PostgreSQL with the service’s own schema

	The migration works against real Db2 or Oracle
	Not verified. The tests use the H2 database’s Db2 and Oracle compatibility modes as a stand-in. H2 isn’t either engine: fixed-width text comparison, date types and driver behavior differ, and one difference has already shown up. Run the tool against a copy of the real source before relying on it

	The agent’s guardrails hold
	Verified against the stub and scripted misbehaving replies; not run against a real model

	The front end works
	6 component tests pass with the network calls mocked; no end-to-end browser test

	The containers start
	Not verified. Docker wasn’t available where the example was built; the compose file was checked only as YAML


A production version would add what the example leaves out on purpose: authentication through the agency’s identity provider, with the decider taken from the signed-in user rather than the request; a workload identity for the agent (Book 17, Chapter 06); secrets from a vault; and the pipeline evidence Chapter 06 and Chapter 07 describe, such as a software bill of materials and signed builds.
Chapter 09 places these artifacts, and the rest of the book, in TOGAF’s phases and Zachman’s cells.
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[bookmark: _Toc00000728]Chapter 09 — Mapping the Work to TOGAF and Zachman
Federal policy requires an enterprise architecture, not a framework; TOGAF tells you the order to do the work in and Zachman tells you whether you’ve described all of it, and this book’s method can be filed under both without changing a step.
[bookmark: _Toc00000729]In this chapter
What federal policy requires of enterprise architecture and what it leaves to the agency. The TOGAF Standard as published today, its Architecture Development Method and where each chapter of this book does that method’s work. The Zachman Framework as published today, its rows and columns in Zachman’s own names, and which cells this book’s chapters and the reference implementation’s artifacts fill. And how to use the two mappings without building a second bureaucracy.
Many agencies have an enterprise architecture office, and many of those offices describe their practice in TOGAF or Zachman terms. A modernization program that ignores the office’s vocabulary forces it to translate every artifact before it can use it, and a program that adopts the vocabulary wholesale ends up producing framework deliverables nobody reads. This chapter takes the middle course. It maps what the book already does to the phases and cells those offices know, so the portfolio’s triage records, decision records, contracts and wave plans can be filed in the agency’s architecture repository as they are.
The mappings in this chapter are the program’s reading. Neither The Open Group nor Zachman International has reviewed them.
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The TOGAF ADM phases in order, with the Book 18 chapters that do each phase’s work.
[bookmark: _Toc00000730]What federal policy requires
The requirement is in OMB Circular A-130. Agencies “shall develop an enterprise architecture (EA) that describes the baseline architecture, target architecture, and a transition plan to get to the target architecture.” The architecture must align with the agency’s information resources management strategic plan, and should take in plans for significant upgrades, replacements and disposition of systems that can no longer support the mission.1 A-130 also directs agencies to build federal security and privacy requirements into the enterprise architecture (Appendix I, §4.b(5)). It names no framework.
NIST SP 800-53 carries the requirement into controls. PM-7 asks the organization to develop and maintain an enterprise architecture with consideration for security, privacy and the resulting risk. Its discussion explains that PM-7’s architectures sit at the system-of-systems level, and PL-8’s at the level of one system, consistent with the organization’s.2 An assessor testing PM-7 or PL-8 asks to see the architecture and its relationship to each system; nothing in either control asks for a framework.
The Federal Enterprise Architecture Framework version 2, published January 29, 2013, survives on an archived OMB page that is no longer updated.3 It is historical. The workbook’s position, set in the federal framework crosswalk, is to cite A-130 §5.a(2) and PM-7 for the requirement and to treat FEAF v2 as background. An agency that still organizes its architecture around FEAF’s reference models can keep doing so; it just can’t cite FEAF v2 as current federal policy.
So TOGAF and Zachman are choices. They’re useful ones, because the A-130 triad (baseline, target, transition plan) is exactly what TOGAF’s method produces and what Zachman’s grid helps check for completeness.
[bookmark: _Toc00000731]The TOGAF Standard today
The current edition is the TOGAF Standard, 10th Edition, published by The Open Group, which announced it on April 25, 2022.4 The edition’s document number is C220; The Open Group’s publication page carries a May 19, 2025 date and notes that Technical Corrigendum 1 was applied in May 2025.5 It succeeds Version 9.2, which The Open Group still offers alongside it.6
The edition separates stable content from guidance. It “is divided into the TOGAF Fundamental Content and the TOGAF Series Guides.” The Fundamental Content has six parts: Introduction and Core Concepts; Architecture Development Method; ADM Techniques; Applying the ADM; Architecture Content; and Enterprise Architecture Capability and Governance. The Series Guides include, among others, a Government Reference Model, a Microservices Architecture guide, guides on business capabilities and value streams, and a guide to integrating risk and security.5 The Open Group says the split lets it publish new guidance more often while keeping the core stable.4
The standard is free to download for non-commercial use, which The Open Group says “will usually mean using it inside your organization,” after registration; commercial use needs a license.6 Its online edition requires a sign-in. This chapter relies only on The Open Group’s public pages and paraphrases rather than quoting the standard.
The Architecture Development Method
The ADM is TOGAF’s method: a cycle of phases that takes an architecture from vision to governed change, with requirements management at the center feeding every phase.78
	Phase
	Name
	What it produces, in short

	Preliminary
	Preliminary
	The organization’s architecture capability: principles, governance, the framework tailored to the agency

	A
	Architecture Vision
	Scope, stakeholders and an approved vision for this cycle

	B
	Business Architecture
	Baseline and target business architecture, and the gaps between them

	C
	Information Systems Architectures
	Baseline and target data and application architectures, in either order

	D
	Technology Architecture
	The technology architecture the implementation will build on

	E
	Opportunities and Solutions
	Implementation options (build, buy, reuse), the top-level work packages, their dependencies, costs and benefits

	F
	Migration Planning
	The work packages in priority order, as an implementation and migration plan

	G
	Implementation Governance
	Architectural oversight of implementation, and conformance of projects to the target

	H
	Architecture Change Management
	Procedures for managing change to the architecture, and the trigger for the next cycle

	Center
	Requirements Management
	A process that identifies, stores and feeds architecture requirements into and out of every phase


Two features matter for a portfolio. Phases B, C and D each compare a baseline with a target, which is A-130’s language. And Phases E and F turn that comparison into work packages and a sequenced plan, which is what Chapter 02 and Chapter 10 do for applications.
[bookmark: _Toc00000732]The Zachman Framework today
The current version is the Zachman Framework for Enterprise Architecture, Version 3.0, subtitled “The Enterprise Ontology,” published by Zachman International and dated 2011 on the framework graphic (copyright 1987–2011, John A. Zachman).910 Zachman International describes the framework as a schema at the intersection of two classifications: the communication interrogatives and the stages of reification. It is depicted as a six-by-six matrix with the interrogatives as columns and the transformations as rows, and each cell is one intersection.11
Zachman is emphatic that the framework “IS NOT a methodology.”11 It doesn’t say what order to work in, where to start or how much to describe. It says what a complete description contains. That makes it the natural complement to TOGAF: one gives a process, the other a checklist for what the process should have produced.
Version 3.0 names its columns and rows as follows.9
	Column (interrogative)
	Zachman’s name for the column

	What
	Inventory Sets

	How
	Process Flows

	Where
	Distribution Networks

	Who
	Responsibility Assignments

	When
	Timing Cycles

	Why
	Motivation Intentions



	Row (audience perspective)
	Who holds it, in Zachman’s terms
	Model name
	Reification stage in each cell

	1. Executive Perspective
	Business context planners
	Scope Contexts
	Identification

	2. Business Management Perspective
	Business concept owners
	Business Concepts
	Definition

	3. Architect Perspective
	Business logic designers
	System Logic
	Representation

	4. Engineer Perspective
	Business physics builders
	Technology Physics
	Specification

	5. Technician Perspective
	Business component implementers
	Tool Components
	Configuration

	6. Enterprise Perspective
	Users
	Operations Instances
	Instantiation


A cell is named by joining its column and its stage: Inventory Identification is row 1 of What, Process Representation row 3 of How, Responsibility Specification row 4 of Who.9 The tables below use those names.
[bookmark: _Toc00000733]Mapping the chapters and artifacts to TOGAF
The left column lists each chapter of this book and the main artifacts of the reference implementation in Chapter 08. The right columns say which ADM phase the work belongs to and what kind of ADM output it stands in for.
	Book 18 chapter or artifact
	ADM phase
	What it stands in for

	Ch01 A portfolio, not a rewrite
	A
	The architecture vision: scope (the whole portfolio), the problem and the case for change

	Ch02 Triaging the portfolio
	B, E
	Business baseline (mission criticality, owners, cost); the disposition per application is Phase E’s choice among options, including leaving a system in place

	Ch03 Target reference architecture
	C, D
	Target application architecture (services, contracts, front ends); target technology architecture (runtimes, containers, orchestration)

	Ch04 Moving the data
	C, G
	Target data architecture and the data migration approach; the validation evidence is Phase G conformance

	Ch05 Generative and agentic AI
	C, Requirements Management
	Application architecture for AI features; the AI rules and identity requirements as architecture requirements

	Ch06 Compliance by design
	Requirements Management, Preliminary
	Security, privacy and records requirements that feed every phase; principles for the architecture capability

	Ch07 Who governs the architecture
	Preliminary, G
	The governance framework and architecture board; the gates as implementation governance and compliance review

	Ch08 The reference implementation
	D, G
	Reusable building blocks for the target; a worked example of conformance

	Ch09 (this chapter)
	Preliminary
	Tailoring the frameworks to the agency

	Ch10 Running the portfolio in waves
	E, F, H
	Move groups as work packages; the wave plan as the implementation and migration plan; re-triage as architecture change management

	Portfolio inventory and triage scores
	B, E
	Baseline catalog; gap analysis; options

	Architecture decision records
	Preliminary to H
	The record of architecture decisions, kept per application

	OpenAPI contract and contract test
	C, G
	Interface definition in the target application architecture; a conformance check run on every change

	Spring Boot service over PostgreSQL
	C, D
	A building block of the target application and technology architecture

	React front end
	C
	The user-facing application component

	Db2/Oracle to PostgreSQL migration tool
	E, F, G
	The transition mechanism for data, scheduled in a wave and governed by its validation

	Row-count, checksum and aggregate validation report
	G
	Proof that the implementation conforms to the target without loss

	Provider-neutral agent pattern with a stub model
	C, Requirements Management
	Target application pattern for AI, with its identity and approval requirements

	Wave plan and gate decisions (Chapter 10)
	F, G
	Implementation and migration plan; governance checkpoints


Read the table with one caution. The ADM is a cycle, and the book does several cycles at once: one for the portfolio, and one for each application a wave changes. For the portfolio, Phases A through F happen once and are revisited at each re-triage. For an application, Phase G happens many times, once per change, through the gates in Chapter 07.
[bookmark: _Toc00000734]Mapping the chapters and artifacts to Zachman
Zachman cells are named by column and stage, as above. Most chapters fill several cells; the table lists the main ones.
	Book 18 chapter or artifact
	Row (perspective)
	Column
	Cell

	Ch01
	1 Executive
	Why; What
	Motivation Identification; Inventory Identification (the list of applications in scope)

	Ch02
	1 Executive; 2 Business Management
	What; Who; Why
	Inventory Identification; Responsibility Definition (owners); Motivation Definition (the dispositions as business ends and means)

	Ch03
	3 Architect; 4 Engineer
	How; Where
	Process Representation (services and contracts); Distribution Specification (containers, orchestration)

	Ch04
	3 Architect; 4 Engineer; 6 Enterprise
	What
	Inventory Representation (logical model); Inventory Specification (physical schema, type mapping); Inventory Instantiation (the migrated rows)

	Ch05
	3 Architect; 4 Engineer
	Who; How
	Responsibility Representation (agent roles, human approval); Responsibility Specification (agent identities and tool permissions)

	Ch06
	2 Business Management; 4 Engineer
	Why
	Motivation Definition (policy and privacy rules); Motivation Specification (controls as implemented)

	Ch07
	2 Business Management; 3 Architect
	Who; When
	Responsibility Definition (decision rights); Timing Representation (the gates in the life cycle)

	Ch08
	5 Technician
	All six
	The Configuration cells: the reference implementation is row 5 for one application

	Ch10
	1 Executive; 2 Business Management
	When; Why
	Timing Identification (phases and gates); Timing Definition (the wave schedule); Motivation Definition (funding and metrics)

	Portfolio inventory
	1 Executive
	What; How
	Inventory Identification; Process Identification

	OpenAPI contract
	3 Architect
	How
	Process Representation (system inputs and outputs)

	Spring Boot service
	5 Technician
	How
	Process Configuration

	Contract test
	5 Technician; 6 Enterprise
	How
	Process Configuration checked against Process Representation; its run results are a Process Instantiation

	PostgreSQL schema
	4 Engineer; 5 Technician
	What
	Inventory Specification; Inventory Configuration

	React front end
	5 Technician
	Who; How
	Responsibility Configuration (the screens each role works in); Process Configuration

	Container images and deployment files
	5 Technician
	Where
	Distribution Configuration

	Migration tool
	5 Technician
	What; When
	Inventory Configuration; Timing Configuration (the cut-over run)

	Validation report
	6 Enterprise
	What
	Inventory Instantiation: counts, checksums and aggregates of the real rows

	Agent pattern with a stub model
	4 Engineer; 5 Technician
	Who
	Responsibility Specification; Responsibility Configuration


Two gaps show up when the table is read by column. The Where column is thin above row 4: the book says little about the agency’s business locations or network topology, because Book 09 and Book 10 do. And the When column is thin below row 2: the book schedules waves but doesn’t model application timing, such as batch windows and event schedules. That belongs in each application’s design review, and the decision record is where to put it. Gaps like these are what Zachman is for.
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The program’s design for using the two frameworks is short.
1. File, don’t redo. Put the book’s artifacts in the agency’s architecture repository under the ADM phase and Zachman cell above. A triage record doesn’t need to be rewritten as a “Phase B deliverable” to serve as one.
1. Answer the assessor with the A-130 triad. For PM-7 and PL-8, show the baseline (the portfolio inventory and triage), the target (the reference architecture and patterns) and the transition plan (the wave plan), with decision records connecting each system to them. The framework labels help the enterprise architecture office; the triad is what the requirement asks for.
1. Use Zachman to find what’s missing, not to fill every cell. Zachman International itself says the framework doesn’t prescribe how much to formalize now and what to engineer for reuse later.11 An empty cell is a question, not a defect.
1. Use the ADM’s Phase H for re-triage. The portfolio changes; vendors end support, missions change, incidents reveal risk. Chapter 10 sets the triggers. In TOGAF terms they start the next cycle.
1. Don’t buy compliance with a framework. No federal rule requires TOGAF or Zachman, and claiming conformance to either says nothing about whether the systems meet their controls.
[bookmark: _Toc00000736]What leadership should take from this
1. The requirement is the architecture, not the framework. A-130 §5.a(2) and PM-7 ask for a baseline, a target and a transition plan with security and privacy built in. FEAF v2 is historical.
1. TOGAF is the order; Zachman is the checklist. The ADM’s phases match the book’s sequence from vision to waves; Zachman’s cells show what the book describes in detail and where it leaves work to other books or to each application.
1. The book’s artifacts already fit both. File them under the phase and cell they belong to and the enterprise architecture office can use them without translation.
Chapter 10 runs the portfolio, in TOGAF’s terms Phases E through H, wave by wave.
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[bookmark: _Toc00000738]Chapter 10 — Running the Portfolio in Waves
A portfolio of thousands of applications is modernized the way any large thing is built: a small first batch to learn on, a factory that makes each later batch cheaper, and a list that is re-scored often enough to stay true.
[bookmark: _Toc00000739]In this chapter
How the application portfolio runs inside the program’s phases and gates. How to plan waves: what goes in the pilot, how move groups form, how far ahead to plan, and what to do with the long tail. What the modernization factory is and who staffs it, and the identity remediation line inside it. The metrics that tell an executive whether it is working. How the Technology Modernization Fund and IT working capital funds pay for it. And how to keep the triage from going stale.
Chapter 02 produced a disposition for every application. That is a list, not a plan. A large agency can’t start thousands of modernization projects at once, and it shouldn’t run them one at a time either: each would rediscover the same problems with the same database conversions, the same authentication changes and the same authorization questions. Waves solve both problems. Each wave is a batch of applications that move together through the same steps, and each one leaves the next a little cheaper.
The program already has a schedule and a set of gates. Book 01, Chapter 12 sets seven phases, Phase 0 Pre-flight to Phase 6 Steady state, with gates G0 to G5 and named authorities for each. The application portfolio doesn’t need a second schedule. It runs inside that one, and this chapter says what each phase means for applications.
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The application portfolio’s waves laid on the program’s phases and gates, with re-triage feeding back into the inventory.
[bookmark: _Toc00000740]The portfolio on the program’s phases
	Program phase and gate (Book 01, Ch12)
	What it means for the application portfolio
	Leaves behind

	Phase 0, Pre-flight; G0 Ready to Plan
	Inventory every application, score it, give it a disposition and an owner (Chapter 02)
	The triage record; a first wave plan

	Phase 1, Foundation; G1 Foundation Complete
	Build the factory: the platform, the reference patterns, the pipelines and the data validation tooling (Chapter 03, Chapter 04, Chapter 08); stand up the review gates (Chapter 07)
	A factory that has moved one test application end to end

	Phase 2, Pilot division; G2 Pilot Clean
	Run the pilot wave
	Runbooks rewritten from what went wrong

	Phase 3, General rollout; G3 Rollout Complete
	Run the factory waves
	Applications modernized and authorized, wave by wave

	Phase 4, Legacy retirement; G4 Legacy Quiet
	Decommission what the waves replaced: old application servers, Db2 and Oracle instances, licenses, interfaces
	Retirement records, with the records officer’s sign-off

	Phase 5, AD DS retirement; G5 AD Retired
	No application work of its own, but a hard dependency: no production application may still authenticate against Active Directory when the gate is decided
	An application dependency check feeding G5

	Phase 6, Steady state
	Work the long tail and re-triage on a cadence
	A portfolio that stays current


In this chapter, G0 to G5 are the program’s gates; Gate 1 to Gate 4 are the application gates of Chapter 07. The gate authorities don’t change. The steward clears G0, G1 and G4, the steward and executive sponsor clear G2, the sponsor and steering committee clear G3, and the sponsor and CIO clear G5 (Book 01, Chapter 12). What changes is the evidence each gate reads. G2 for applications, for example, reads the pilot wave’s validation reports, its gate records and the defects found after cut-over, not only the identity drift reports the program’s own G2 names.
The program’s phase weeks are illustrative, and an application portfolio runs longer than the identity work. The program’s design is to keep the phase sequence and gates and let the application waves extend Phase 3 for as long as the portfolio needs, with each wave reporting at the monthly gate review.
[bookmark: _Toc00000741]Planning waves
AWS’s Prescriptive Guidance for large migrations and the Microsoft Cloud Adoption Framework give consistent advice on waves, and it carries over from servers to applications.
Start small and simple. AWS recommends that the first waves hold few servers, low-complexity applications and lower environments, and that teams “fail fast,” starting small and applying what they learn to later waves.1 Microsoft’s guidance is to begin with less complex, lower-risk workloads, move non-production environments before production, and schedule critical systems after the team has shown it can migrate.2
But include one hard case. Microsoft also advises adding one or two complex workloads to each early wave, representative of common patterns such as multi-tier or database-dependent applications, to expose the problems mission-critical applications will raise.2 The program’s design takes both pieces of advice: a pilot wave of three to five simple applications plus one representative application with a Db2 or Oracle database and a real interface contract.
Group by what must move together. AWS calls the unit a move group: applications and servers that must migrate together, such as applications sharing a database or owned by the same person, and waves are built from one or more move groups.1 Microsoft’s guidance groups workloads by shared databases, APIs, authentication services and network connections, and suggests grouping components together when it isn’t clear how critical a dependency is.3 The program’s input is the dependency map and score from Chapter 02: dependents move before or with what they depend on, and a master record moves last, or behind a stable interface. For application modernization the strongest grouping rule is the database. Applications that share a Db2 or Oracle schema move in one move group, or one of them goes first behind an interface the others call, which is the strangler-fig approach of Chapter 03.
Plan ahead, but only in detail for the next wave. AWS recommends planning four to five waves in advance so the delivery teams never run out of work, while treating wave planning as continuous rather than a one-time task.1 Microsoft recommends defining only the next wave in detail and keeping later waves at a high level until there is enough information.2 The two fit together: a ranked backlog five waves deep, with only the next wave fully planned.
Three kinds of wave
	Wave
	What goes in it
	Size (program design)
	Exit test

	Pilot
	Three to five low-complexity applications, plus one representative hard case
	One factory team
	Every application through all four gates of Chapter 07; every data migration validated; runbooks revised

	Factory waves
	Move groups ranked by the triage score and the dependency score: value, risk, end-of-support date, funding, dependencies
	Set by measured factory throughput, not by ambition
	The wave’s applications authorized and in production; replaced components scheduled for Phase 4

	Long tail
	Applications dispositioned retain, applications no team will fund, and applications too entangled to move yet
	Not a wave; a managed list
	Each has an owner, a reason and a review date


The long tail is where portfolios rot. An application dispositioned retain isn’t finished; it’s a decision with a date. The program’s design gives every retained application a review date, and an application that reaches end of support while retained goes back to triage automatically.
[bookmark: _Toc00000742]The modernization factory
A factory is the set of people, platform and repeatable procedures that turns each wave into a routine. AWS uses the same word: its guidance describes building standard operating procedures and automation into a repeatable pattern, “known as a migration factory,” that is initialized and calibrated first and then run and improved wave by wave. It splits the work into workstreams for foundation, project governance, portfolio and migration, with the portfolio workstream collecting data, prioritizing and planning waves while the migration workstream does the cut-overs.4
For application modernization the factory has five parts. Each is the program’s design, built from earlier chapters.
	Part
	What it is
	Owned by

	Platform
	The container platform, identity integration, logging and the evidence store every modernized application lands on
	Platform team

	Patterns
	Runnable templates for services, front ends, data migration and AI agents (Chapter 08)
	Chief architect; platform team maintains

	Pipelines
	Reusable pipelines that run Gates 3 and 4 and keep their outputs (Chapter 07)
	Platform team

	Data tooling
	Schema conversion, data movement and the row-count, checksum and aggregate validation of Chapter 04
	Data lead

	Runbooks and a portfolio team
	The written procedure for each disposition, and a small team that keeps the triage, plans the next waves and runs the gate reviews
	Steward


Factory teams do the work wave by wave; application owners and their developers join for their applications. The factory’s own measure of success is that the fifth wave costs less per application than the first. If it doesn’t, the runbooks aren’t absorbing what the waves teach.
[bookmark: _Toc00000743]The identity remediation factory
The modernization factory changes what an application is. A second, smaller line in the same factory changes how the application’s identity is governed, and it runs on a faster clock: the attack-path rank from Chapter 02 puts an application into it whatever its disposition, because an ownerless app with a high-privilege permission or a redirect URI on a lapsed domain is exposed today, and a refactor two years out doesn’t change that. The identity line uses the same platform, runbooks and gates as the rest of the factory; what it adds is six repeatable work packages and one standard evidence pack per application.
The six identity work packages
	Work package
	Entry condition (from the intake fields)
	What it does
	Exit test

	WP1 Owner assignment
	No business owner, no technical owner, or fewer than two
	Names the business owner in the record and serviceManagementReference, and two technical owners in Entra; removes owners who have left
	The record and the tenant agree; the gap report shows no owner gap for the app

	WP2 Permission reduction
	An application permission or tenant-wide grant without a justification, or one the app hasn’t used
	Removes or narrows the grant on the enterprise application and the request on the app registration, after a report-only check of what the app calls
	The app works on the reduced set through a full business cycle; no re-consent prompt reintroduces the grant

	WP3 Secret to managed identity
	A client secret, or a certificate where a managed identity or federation would do
	Converts the credential through the service account migration guide, Migration C and the Non-Person Identity guide, Step 5, with a parallel run; then removes the secret
	Sign-in logs show the app authenticating with the new credential type, and the secret is gone

	WP4 Redirect URI cleanup
	A wildcard, non-loopback http or unowned-domain redirect URI, or one no sign-in has used
	Proves DNS ownership of each remaining host, removes the rest, and keeps development URIs out of the production registration
	Each remaining host is on an owned domain; the OAuth regression test passes

	WP5 Assignment enforcement
	Assignment required? off on an app that shouldn’t be open to every user and client
	Assigns the groups (and client apps) that need it, then turns assignment on
	Assigned users and clients sign in; an unassigned test user is refused

	WP6 Post-change test
	Every application after WP1 to WP5
	Runs the regression test, reads the sign-in logs, rebuilds the intake row and seals the evidence pack
	The app’s attack-path rank falls below the wave threshold, or the residual is an accepted exception


Appendix A gives every work package as copy-paste commands with its validation, rollback and evidence, following Book 00, Appendix D. It doesn’t repeat the conversion engineering, which belongs to the two identity guides, or the governance record, which belongs to Book 13, Chapter 14.
One evidence pack per application. Every application through the identity line leaves the same folder, so an assessor can read any one of them without a guide: the intake row before and after, the change records, each work package’s before-and-after export, the regression test record, the sign-in log extract and a hash manifest. The pack is what the closure chain entry for each related assessment finding points at; the finding is then ready for closure, and the assessor or authorizing official decides.
Who works it. The identity line is staffed from the identity platform team, with the application’s technical owner for WP2, WP3 and WP4, and the identity governance office approving WP1 and any exception. Its throughput is measured like the rest of the factory’s, and its first wave is the applications scoring 8 or more.
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Executives need a few numbers that show whether the portfolio is moving, and engineers need a few that show whether the factory works. The program’s design reports both at the monthly gate review.
	Metric
	Definition
	Source
	Read by

	Applications dispositioned
	Share of the inventory with a scored disposition and a named owner
	Triage record
	Sponsor, CIO

	Applications retired
	Count and share retired, with infrastructure and licenses actually shut off
	Phase 4 retirement records
	Sponsor, CFO

	Applications modernized
	Count through all four gates and in production on the target
	Gate records
	Steering committee

	Data migrations validated
	Share of cut-overs whose row counts, checksums and aggregates reconciled on the first run
	Validation reports
	Data lead, steward

	Operations and maintenance cost avoided
	Annual run cost of retired or replaced components, less the target’s run cost
	Budget data, agreed with the CFO’s office
	Sponsor, CFO, TMF board where funded

	Change lead time and change fail rate
	DORA’s measures: time from commit to production, and the share of deployments needing immediate intervention5
	Pipeline and incident data
	Platform team, delivery leads

	Defects after cut-over
	Defects found in production in the first 30 days, per application
	Issue tracker
	Steward, application owners

	Time to authorization
	Days from Gate 2 design approval to the authorizing official’s decision
	Gate and authorization records
	CISO, authorizing official

	Long-tail health
	Retained applications with an owner, a reason and a review date that hasn’t passed
	Triage record
	Steward

	Identity attack-path rank
	Applications scoring 8 or more on the attack-path rank, and the share of the portfolio through the identity work packages with a sealed evidence pack
	Intake rank; evidence packs
	CISO, steward


Two cautions. “Cost avoided” is a forecast until the old system is actually switched off, so report it from Phase 4 records, not from plans. And time to authorization measures the whole path, not the authorizing official: if it is long, look first at whether the evidence from Chapter 07’s gates arrives complete.
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Waves are also a funding structure. Each wave is a budget request small enough to approve and a set of results soon enough to show.
The Technology Modernization Fund. The TMF funds proposals that “must improve, retire, or replace existing federal IT systems.” Its fit guidance says competitive projects are typically less than $25 million and use a five-year repayment timeline, that agencies should aim to repay the full amount, and that proposals should show measurable outcomes, ideally within 12 months of starting.6 Funding is released in stages as the project reaches milestones, after an initial project proposal, a full proposal and votes by the Technology Modernization Board, and repayment typically begins within a year of the first transfer.7 The 2026 call keeps legacy modernization and cybersecurity as priorities, adds AI adoption and permitting technology, and asked for initial project proposals by October 20, 2026.8 A wave plan fits that shape: a TMF proposal can fund a pilot wave and the first factory waves, with milestones that match the gates.
IT working capital funds. The Modernizing Government Technology Act lets the head of each CFO Act agency establish an IT system modernization and working capital fund. It may be used to improve, retire or replace existing systems, to move legacy systems to commercial cloud and other platforms, and to repay TMF transfers. Deposits stay available for three years, after which unobligated amounts return to the Treasury. The fund can’t be used to supplant operations and maintenance funding, and the agency head must prioritize it first for cost-savings activities the CIO approves.9 That last rule is the important one for a portfolio: savings from retiring applications in one wave can be reprogrammed into the fund to pay for the next.
Capital planning and the CIO’s role. Waves still go through the agency’s capital planning process, which 40 U.S.C. §11312 requires agency heads to run “for maximizing the value” of IT acquisitions and managing their risks.10 OMB M-26-10 restates that CFO Act agency CIOs must advise the agency head on whether to continue, modify or terminate IT programs, and that the agency can’t contract for IT without CIO approval.11 A triage disposition is that advice made specific for each application, which is a good reason to have the CIO sign the wave plan.
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A triage done once decays the way any inventory does. The rules point the same way. A-130 asks agencies to inventory software applications when obtained and update the inventory “on an ongoing basis,” and to give systems that can’t be protected “a high priority for upgrade, replacement, or retirement.”12 SP 800-53 asks for a system inventory (PM-5) and a component inventory (CM-8) that are reviewed and updated, and for unsupported components to be replaced (SA-22).13 Chapter 09 calls the same thing TOGAF’s Phase H.
The program’s design for keeping the triage current:
1. Re-score on triggers, not only on a calendar. An application goes back to triage when a component it depends on has a published end-of-support date within the planning horizon, when an incident or assessment finding touches it, when its run cost or user base changes materially, or when its mission changes.
1. Re-score the whole portfolio at least once a year, aligned with the budget cycle so the next year’s waves and funding requests use current scores.
1. Feed the score from the factory. Each wave measures what modernization actually cost for each disposition. Those numbers replace the estimates in the scoring rubric, so later triage is more accurate than the first.
1. Keep dispositions in the record. A changed disposition is a pull request to the triage record with a decision record, like any other change (Book 13, Chapter 04).
1. Close the loop with retirement. An application isn’t retired until its infrastructure is off, its data is dispositioned under the records schedule and its entry in the inventory says so.
[bookmark: _Toc00000747]Where wave programs go wrong
1. A pilot that is too easy. Every pilot application succeeds, and the first factory wave meets its first Db2 stored-procedure package. Mitigation: one representative hard case in the pilot.
1. Waves sized by the schedule. The plan needs 400 applications a year, so waves are sized to 400 divided by twelve. Mitigation: size waves by measured throughput from the pilot, and change the schedule, not the waves.
1. Nothing actually retired. New systems go live and the old ones keep running “just in case.” Mitigation: Phase 4 is a gate, cost avoided is reported only from retirement records, and decommission dates are set before cut-over.
1. The long tail as a hiding place. Hard applications get dispositioned retain to make the numbers look good. Mitigation: review dates, end-of-support triggers and a long-tail health metric the sponsor reads.
1. A stale triage. The first scoring drives five years of waves. Mitigation: the triggers and annual re-score above.
[bookmark: _Toc00000748]What leadership should take from this
1. Run the portfolio on the program’s phases and gates. The application waves fill Phases 0 through 4 and 6 of Book 01, Chapter 12, and no application may still depend on Active Directory authentication when G5 is decided.
1. Learn small, then industrialize. A pilot wave with one hard case, a factory that writes down what each wave teaches, and waves sized by measured throughput.
1. Fund and measure by wave. TMF milestones, working capital funds fed by retirement savings, and a few metrics reported from records rather than plans.
1. Keep the list true. Re-score on triggers and yearly, and give every retained application an owner and a review date.
This is the last chapter of Book 18. The book’s argument, in one line: decide application by application, build the changed ones on one architecture, prove the data moved, govern the AI, and let the gates write the evidence.
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[bookmark: _Toc00000750]Appendix A — Identity Remediation Work Packages
The same six steps, in the same order, for every application whose identity is a risk: name its owners, cut its permissions, replace its secrets, clean its redirect URIs, require assignment, and prove it still works.
[bookmark: _Toc00000751]In this appendix
The procedures behind Chapter 10’s identity remediation factory: what each work package needs, the dry run, the commands, the validation and the rollback, and the evidence pack each application leaves. The applications come from the attack-path rank in Chapter 02; their governance record is Book 13, Chapter 14. The conversion engineering is in the service account migration guide and the Non-Person Identity guide, and this appendix links them rather than repeating them.
The work packages are the program’s design; the attack-path score and wave thresholds that order the applications (Chapter 02), the 90-day stale-app rule and the secret rotation windows are its settled position (WD-148). Each is small enough to run for one application in one change window, and each leaves the same evidence, so fifty applications through the factory produce fifty packs an assessor can read the same way. They follow Book 00, Appendix D: the How-section subsections below apply to all six, and each work package adds its own steps, validation and evidence.
Control states. 
	State
	This appendix
	Evidence

	Designed
	The application’s intake row and rank, and the work packages chosen for it, approved by its business owner
	The rank file and the change record

	Configured
	Each work package’s change, made in the application’s change window
	The before-and-after export for each work package

	Enforced
	WP5 turns on assignment; WP2 and WP3 remove the grants and secrets for good
	The service principal’s appRoleAssignmentRequired; the removal events

	Evidenced
	WP6, the post-change test
	The regression test record and the sign-in log extract

	Operated
	The application’s row back in the governance record, reviewed on its tier’s cadence (Book 13, Chapter 14)
	The next weekly gap report and the review record


A finding these work packages address is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000752]Assessment mapping
· Microsoft Zero Trust pillar: Apps, with Identity for the workload identities
· CISA ZTMM pillar: Applications and Workloads; Identity
· Depends on: the governance record and its weekly gap report (Book 13, Chapter 14); the agency’s domain ownership record (Book 08); sign-in and Microsoft Graph activity logs (Book 12)
· Attack chain interrupted: Persistence through an owner or credential added to an unowned app; Privilege Escalation through an over-granted application permission; Credential Access through a secret or an authorization code sent to a redirect URI on a domain someone else now controls
[bookmark: _Toc00000753]Prerequisites
· Tools. PowerShell 7 with the Microsoft Graph PowerShell SDK (Microsoft.Graph.Applications, Microsoft.Graph.Identity.SignIns, Microsoft.Graph.Beta.Reports).
· Inputs. The application’s row in portfolio-identity-rank.csv (Chapter 02) and in the governance record, and a change record. The placeholders used throughout: <app-id> is the application (client) ID; <sp-object-id> the service principal’s object ID; <out-dir> the application’s evidence folder, <evidence-root>\<app-id>\<yyyymmdd>; <change-id> the change record.
· Roles, activated through PIM for the change window. Cloud Application Administrator or Application Administrator for app registrations and service principals (owners, credentials, redirect URIs, assignment); Privileged Role Administrator only where an app role assignment to Microsoft Graph is removed; Reports Reader or Security Reader for sign-in logs.
· Licenses. The changes are free. Reading sign-in logs through Microsoft Graph and collecting Microsoft Graph activity logs need Entra ID P1 or P2.1 Group-based assignment to an application needs P1 or P2.2 Conditional Access for workload identities, if WP5 adds it, needs Workload ID Premium (Book 04, Chapter 05).
· Government clouds. Connect each session to the right cloud, and use the matching Graph root wherever a command builds a URL:
· $cloud = 'Global'   # 'Global' for commercial and GCC; 'USGov' for GCC High; 'USGovDoD' for DoD
$graph = @{ Global = 'https://graph.microsoft.com'; USGov = 'https://graph.microsoft.us'; USGovDoD = 'https://dod-graph.microsoft.us' }[$cloud]
Connect-MgGraph -Environment $cloud -Scopes 'Application.ReadWrite.All','AppRoleAssignment.ReadWrite.All','DelegatedPermissionGrant.ReadWrite.All','AuditLog.Read.All' -NoWelcome
$app = Get-MgApplication -Filter "appId eq '<app-id>'"
$sp  = Get-MgServicePrincipal -Filter "appId eq '<app-id>'"
New-Item -ItemType Directory -Force -Path '<out-dir>' | Out-Null
· GCC uses the worldwide endpoint.3 The application, service principal, owner, grant and app role assignment APIs used here serve all three US government environments; Microsoft Graph activity logs are listed for the global service and US Government L4 and L5.1 The service principal sign-in activity report is preview and global-only, so in GCC High and DoD the sign-in logs stand in for it (Book 13, Chapter 14).
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Run all six work packages on three applications from the top of the rank: one first-party line-of-business app with a client secret, one with an application permission to Microsoft Graph, and one vendor (multitenant) app. Success: each comes out with a sealed evidence pack, no unplanned outage, and its rank below the wave threshold; the runbook is revised from what went wrong before the first factory wave.
[bookmark: _Toc00000755]Report-only or audit phase
Every work package starts with the same read-only snapshot, and WP2 and WP4 each have a dry-run step that reads logs before anything changes. Take the snapshot first:
Get-MgApplication -ApplicationId $app.Id | ConvertTo-Json -Depth 10 | Set-Content '<out-dir>\before-application.json'
Get-MgServicePrincipal -ServicePrincipalId $sp.Id | ConvertTo-Json -Depth 10 | Set-Content '<out-dir>\before-serviceprincipal.json'
Get-MgApplicationOwner -ApplicationId $app.Id -All | Select-Object Id, AdditionalProperties | ConvertTo-Json -Depth 5 | Set-Content '<out-dir>\before-owners.json'
Get-MgServicePrincipalAppRoleAssignment -ServicePrincipalId $sp.Id -All | ConvertTo-Json -Depth 5 | Set-Content '<out-dir>\before-app-permissions.json'
Get-MgOauth2PermissionGrant -Filter "clientId eq '$($sp.Id)'" -All | ConvertTo-Json -Depth 5 | Set-Content '<out-dir>\before-delegated-grants.json'
Get-MgServicePrincipalAppRoleAssignedTo -ServicePrincipalId $sp.Id -All | ConvertTo-Json -Depth 5 | Set-Content '<out-dir>\before-assignments.json'
The snapshot is also the rollback source for every work package.
[bookmark: _Toc00000756]WP1 Owner assignment
Entry: the rank or the gap report shows no business owner, no technical owner, or fewer than two technical owners. The business owner is named by the system’s owner and recorded in the governance record; the technical owners are the two people who will configure the app (Book 04, Chapter 05).
1. Point the app at its record entry, so a contact survives any one person leaving. <record-id> is the record’s identifier for the application.
· Update-MgApplication -ApplicationId $app.Id -ServiceManagementReference '<record-id>'
1. Add each technical owner to the app registration and the enterprise application. <owner-object-id> is the person’s user object ID.
· foreach ($o in '<owner-object-id-1>','<owner-object-id-2>') {
    New-MgApplicationOwnerByRef -ApplicationId $app.Id -BodyParameter @{ '@odata.id' = "$graph/v1.0/directoryObjects/$o" }
    New-MgServicePrincipalOwnerByRef -ServicePrincipalId $sp.Id -BodyParameter @{ '@odata.id' = "$graph/v1.0/directoryObjects/$o" } }
1. Remove owners who have left the role or the agency. <stale-owner-object-id> comes from before-owners.json.
· Remove-MgApplicationOwnerDirectoryObjectByRef -ApplicationId $app.Id -DirectoryObjectId '<stale-owner-object-id>'
Remove-MgServicePrincipalOwnerDirectoryObjectByRef -ServicePrincipalId $sp.Id -DirectoryObjectId '<stale-owner-object-id>'
Validate: (Get-MgApplicationOwner -ApplicationId $app.Id -All).Count returns 2, the governance record names the business owner, and the next gap report shows no owner gap. For an orphaned application nobody will own, WP1 stops here and the Non-Person Identity guide’s orphan rule takes over: deactivate, then a 30-day claim window.
[bookmark: _Toc00000757]WP2 Permission reduction
Entry: an application permission or tenant-wide delegated grant without a justification in the record, or one the app doesn’t use. Least privilege applies to processes acting on behalf of users as well as to users (Non-Person Identity guide, Step 4).
1. Dry run: what does the app actually call? With Microsoft Graph activity logs sent to the Log Analytics workspace,1 run in the workspace (<app-id> as above):
· MicrosoftGraphActivityLogs
| where TimeGenerated > ago(30d) and AppId == "<app-id>"
| summarize Calls = count(), LastCall = max(TimeGenerated) by RequestMethod, Path = tostring(split(RequestUri, "?")[0])
| order by Calls desc
· Compare the paths with the permissions in before-app-permissions.json. A permission the paths don’t need is a candidate for removal; the app’s technical owner confirms it before step 2. Thirty days covers most cycles; an app with a quarterly or annual job needs its owner’s word for that job, recorded.
1. Remove an application permission on the enterprise application. <assignment-id> is the Id in before-app-permissions.json for the permission being removed.
· Remove-MgServicePrincipalAppRoleAssignment -ServicePrincipalId $sp.Id -AppRoleAssignmentId '<assignment-id>'
1. Narrow or remove a delegated grant. <grant-id> is the Id in before-delegated-grants.json; <kept-scopes> is the space-separated list of scopes to keep.
· Update-MgOauth2PermissionGrant -OAuth2PermissionGrantId '<grant-id>' -Scope '<kept-scopes>'
# or, to remove the grant entirely:
Remove-MgOauth2PermissionGrant -OAuth2PermissionGrantId '<grant-id>'
1. Stop it coming back. Remove the permission from the app registration’s requested permissions too, so a later admin consent doesn’t re-grant it. <permission-id> is the app role or scope ID removed in step 2 or 3.
· $rra = foreach ($r in (Get-MgApplication -ApplicationId $app.Id -Property requiredResourceAccess).RequiredResourceAccess) {
    @{ resourceAppId = $r.ResourceAppId
       resourceAccess = @($r.ResourceAccess | Where-Object Id -ne '<permission-id>' | ForEach-Object { @{ id = $_.Id; type = $_.Type } }) } }
Update-MgApplication -ApplicationId $app.Id -RequiredResourceAccess $rra
Removing a permission from the registration doesn’t revoke an existing grant, which is why step 2 or 3 comes first, and tokens already issued stay valid until they expire (Book 04, Chapter 05). Validate: the app runs its full business cycle; the after-export shows the permission gone from both places; the record’s permissions justification lists only what remains.
[bookmark: _Toc00000758]WP3 Secret to managed identity
Entry: a client secret, or a certificate where a managed identity or a federated credential would do. Microsoft’s order is a managed identity, then a federated credential, then a certificate, and never a secret (Book 04, Chapter 05); the program’s secrets rules are in Book 13, Chapter 14.
1. Choose the target from the decision table in the Non-Person Identity guide, Step 2: a managed identity where the workload runs on Azure or an Arc-enabled server, a federated credential where it has its own OIDC issuer, a certificate otherwise.
1. Convert with a parallel run, following the guide that matches the workload: the service account migration guide, Migration C for a workload moving from an AD account to a Microsoft Entra workload identity (C1 user-assigned managed identity, C2 an Arc-enabled server’s identity, C3 a certificate, C4 workload identity federation), or the Non-Person Identity guide, Step 5 for an app registration. Those guides hold the commands; don’t improvise them here.
1. Prove the new credential is in use. Read the app’s service principal sign-ins for the parallel-run window (Graph beta; Entra ID P1 or P2):4
· Get-MgBetaAuditLogSignIn -Filter "appId eq '<app-id>' and signInEventTypes/any(t: t eq 'servicePrincipal') and createdDateTime ge $((Get-Date).AddDays(-7).ToString('yyyy-MM-ddTHH:mm:ssZ'))" -All |
    Group-Object ClientCredentialType, ServicePrincipalCredentialKeyId | Select-Object Count, Name |
    Export-Csv '<out-dir>\wp3-credential-use.csv' -NoTypeInformation
· ClientCredentialType reads clientSecret, certificate, federatedIdentityCredential, managedIdentity or clientAssertion; ServicePrincipalCredentialKeyId names the key used.4 Managed identity sign-ins appear in the managed identity sign-in log; filter on managedIdentity instead for a converted workload. Remove the secret only when no sign-in in the window used it.
1. Remove the secret. <key-id> is the secret’s KeyId from before-application.json or the secret inventory.
· Remove-MgApplicationPassword -ApplicationId $app.Id -KeyId '<key-id>'
Validate: the app runs on its new credential for a full business cycle; the after-export shows no passwordCredentials; the secret inventory no longer lists it; its exception, if it had one, is closed.
[bookmark: _Toc00000759]WP4 Redirect URI cleanup
Entry: a wildcard, a non-loopback http URI, a host on a domain the agency can’t show it controls, a host that doesn’t resolve, or a URI no sign-in has used. Microsoft recommends keeping ownership of every redirect URI, monitoring their DNS records, avoiding wildcards and insecure schemes, and keeping the list small;5 the OAuth 2.0 specification asks that a redirection endpoint be an absolute URI,6 and Microsoft strongly recommends following it rather than using a wildcard.7 Redirect URIs belong on the application object, never on the service principal.7 DNS ownership of the agency’s domains is Book 08’s; this work package asks it for proof.
1. List the URIs and test each host. <owned-domains.txt> is the agency’s list of domains it controls, one per line, as in Chapter 02.
· $owned = Get-Content '<owned-domains.txt>' | ForEach-Object { $_.Trim().ToLower() } | Where-Object { $_ }
$uris = @($app.Web.RedirectUris | ForEach-Object { [pscustomobject]@{ Platform = 'web'; Uri = $_ } }) +
        @($app.Spa.RedirectUris | ForEach-Object { [pscustomobject]@{ Platform = 'spa'; Uri = $_ } }) +
        @($app.PublicClient.RedirectUris | ForEach-Object { [pscustomobject]@{ Platform = 'publicClient'; Uri = $_ } })
$check = foreach ($u in $uris) {
    $h = try { ([uri]$u.Uri).Host.ToLower() } catch { '' }
    $loop = $h -in 'localhost','127.0.0.1'
    $cname = if (-not $loop -and $h -and (Get-Command Resolve-DnsName -ErrorAction SilentlyContinue)) { (Resolve-DnsName $h -Type CNAME -ErrorAction SilentlyContinue | Where-Object Type -eq 'CNAME').NameHost }
    [pscustomobject]@{ Platform = $u.Platform; Uri = $u.Uri; Host = $h
        Wildcard = $u.Uri -match '\*'; InsecureHttp = ($u.Uri -like 'http://*' -and -not $loop)
        OwnedDomain = $loop -or [bool]($owned | Where-Object { $h -eq $_ -or $h.EndsWith(".$_") })
        Resolves = $loop -or [bool](try { [System.Net.Dns]::GetHostAddresses($h) } catch { $null })
        CnameTarget = $cname }
}
$check | Export-Csv '<out-dir>\wp4-redirect-check.csv' -NoTypeInformation; $check | Format-Table -AutoSize
· Resolve-DnsName exists on Windows; elsewhere, CnameTarget stays empty and the domain owner checks it with the DNS tools Book 08 uses. A CNAME that points at a cloud resource name the agency no longer owns is a dangling record: Microsoft’s guidance is to remove it, or reclaim the resource, before anything else, and to investigate whether anything was sent to it.8
1. Dry run: which URIs are used? With Microsoft Graph activity logs or sign-in logs, an unused URI is hard to see directly; the program’s practice is to ask the technical owner which URIs each environment uses, and to move development and test URIs to a separate app registration, as Microsoft advises.7 Record the answer in the change.
1. Keep only the approved URIs. <keep-web>, <keep-spa> and <keep-public> are the URIs to keep on each platform, each on an owned domain with https (or loopback for a native client).
· Update-MgApplication -ApplicationId $app.Id `
    -Web @{ RedirectUris = @('<keep-web>') } -Spa @{ RedirectUris = @('<keep-spa>') } -PublicClient @{ RedirectUris = @('<keep-public>') }
· Leave a platform’s list empty (@()) when it has none. Where a wildcard served many subdomains, Microsoft’s alternative is one shared redirect URI with the destination carried, protected, in the state parameter;7 that is an application change for its developers, scheduled before the wildcard is removed.
1. OAuth regression test. For each kept web or SPA URI, start a sign-in with it and confirm the identity platform accepts it; then confirm a removed URI is refused. <tenant-id> is the tenant’s ID; use login.microsoftonline.us in GCC High and DoD.
· $login = @{ Global = 'https://login.microsoftonline.com'; USGov = 'https://login.microsoftonline.us'; USGovDoD = 'https://login.microsoftonline.us' }[$cloud]
foreach ($test in @(@{ Uri = '<keep-web>'; Expect = 'accepted' }, @{ Uri = '<removed-uri>'; Expect = 'AADSTS50011' })) {
    $url = "$login/<tenant-id>/oauth2/v2.0/authorize?client_id=<app-id>&response_type=code&scope=openid&redirect_uri=$([uri]::EscapeDataString($test.Uri))&state=regression"
    $body = (Invoke-WebRequest -Uri $url -MaximumRedirection 0 -SkipHttpErrorCheck).Content
    [pscustomobject]@{ Uri = $test.Uri; Expected = $test.Expect; Observed = if ($body -match 'AADSTS50011') { 'AADSTS50011' } else { 'accepted' } }
} | Export-Csv '<out-dir>\wp4-oauth-regression.csv' -NoTypeInformation
· AADSTS50011 is the error the identity platform returns when a request’s redirect URI isn’t registered on the app.7 The test proves registration only; the technical owner then completes one real sign-in through each kept URI and records it.
Validate: every remaining host is on an owned domain and resolves, no wildcard or non-loopback http URI remains, the regression file shows the expected results, and the owner’s real sign-in succeeded.
[bookmark: _Toc00000760]WP5 Assignment enforcement
Entry: Assignment required? is off on an application that only some users or client apps should reach. With it on, only assigned users and applications get tokens; with it off, every user in the tenant can sign in and other applications can obtain tokens for it, and invited external users can too.9 Global Administrators aren’t held to the assignment requirement.9
1. Assign the groups and clients that need access first. <group-object-id> is each group’s object ID; <app-role-id> is the role to assign, or the all-zero default access ID 00000000-0000-0000-0000-000000000000 when the app has no roles. 
· New-MgServicePrincipalAppRoleAssignedTo -ServicePrincipalId $sp.Id -BodyParameter @{
    principalId = '<group-object-id>'; resourceId = $sp.Id; appRoleId = '<app-role-id>' }
· For a client application that calls this one as a resource, assign the client’s service principal the same way, using its object ID as principalId; Microsoft documents this as an API-only step.10
1. Turn assignment on.10
· Update-MgServicePrincipal -ServicePrincipalId $sp.Id -AppRoleAssignmentRequired:$true
· User consent isn’t allowed for an app that requires assignment, so grant tenant-wide admin consent for the permissions the app keeps (WP2) before this step.10
Validate: an assigned test user signs in; an unassigned, non-administrator test user gets AADSTS50105;2 an unassigned client app gets AADSTS501051; use the affected identity to test, never a Global Administrator.2
[bookmark: _Toc00000761]WP6 Post-change test and the evidence pack
Entry: every application, after the work packages it needed.
1. Read the sign-ins since the change. <change-time> is the change’s start, in UTC.
· Get-MgBetaAuditLogSignIn -Filter "appId eq '<app-id>' and createdDateTime ge <change-time>" -All |
    Select-Object CreatedDateTime, @{n='Error';e={$_.Status.ErrorCode}}, ClientCredentialType, ConditionalAccessStatus |
    Export-Csv '<out-dir>\wp6-signins-after.csv' -NoTypeInformation
Get-MgBetaAuditLogSignIn -Filter "appId eq '<app-id>' and signInEventTypes/any(t: t eq 'servicePrincipal') and createdDateTime ge <change-time>" -All |
    Select-Object CreatedDateTime, @{n='Error';e={$_.Status.ErrorCode}}, ClientCredentialType |
    Export-Csv '<out-dir>\wp6-sp-signins-after.csv' -NoTypeInformation
· Any error code other than 0 that started after the change is a backout trigger until explained.
1. Take the after-snapshot, the same six commands as the report-only snapshot with after- in place of before-.
1. Rebuild the intake row. Re-run Book 13, Chapter 14, Step 1 and the Chapter 02 ranking, and copy the application’s new row to <out-dir>\rank-after.csv.
1. Seal the pack. Write a hash manifest of every file, and record the regression test.
· Get-ChildItem '<out-dir>' -File | Where-Object Name -ne 'SHA256SUMS.txt' |
    ForEach-Object { "{0}  {1}" -f (Get-FileHash $_.FullName -Algorithm SHA256).Hash.ToLower(), $_.Name } |
    Set-Content '<out-dir>\SHA256SUMS.txt'
[pscustomobject]@{ AppId = '<app-id>'; Change = '<change-id>'; WorkPackages = '<WP1 WP2 ...>'; Expected = '<expected outcome>'
    Observed = '<observed outcome>'; Tester = '<role>'; Date = (Get-Date -Format 'yyyy-MM-dd') } |
    Export-Csv '<out-dir>\test-record.csv' -NoTypeInformation
The standard evidence pack for every application is that folder: before-*.json and after-*.json, the work package outputs (wp3-credential-use.csv, wp4-redirect-check.csv, wp4-oauth-regression.csv), the sign-ins after the change, rank-after.csv, test-record.csv and SHA256SUMS.txt, with the change record ID in the test record. Book 13, Chapter 07 describes how it joins the evidence chain.
Validate: the rank in rank-after.csv is below the wave threshold, or the remainder is an approved exception; the governance record matches the after-snapshot.
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The work packages run in the rings under Change safety. WP5 is the one enforcement switch; WP2, WP3 and WP4 remove access for good once validated. After an application’s pack is sealed, the governance record’s weekly gap report and drift exports (Book 13, Chapter 14) keep it from drifting back: a new grant without a justification, a new secret without an exception or a new owner gap opens a finding.
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Every work package is reversed from its before- files, by the identity platform team through PIM, in minutes:
Rollback by work package
	Work package
	Rollback

	WP1
	New-MgApplicationOwnerByRef for a removed owner; Update-MgApplication -ServiceManagementReference to the prior value

	WP2
	New-MgServicePrincipalAppRoleAssignment -ServicePrincipalId $sp.Id -BodyParameter @{ principalId = $sp.Id; resourceId = '<resource-sp-id>'; appRoleId = '<app-role-id>' } from before-app-permissions.json; Update-MgOauth2PermissionGrant back to the prior Scope; Update-MgApplication -RequiredResourceAccess from before-application.json

	WP3
	Keep the old credential until the parallel run ends; once removed, a secret can’t be restored, so the rollback is a new short-lived secret under an emergency exception while the cause is fixed

	WP4
	Update-MgApplication -Web/-Spa/-PublicClient with the lists from before-application.json; never re-add a URI on a domain that failed the ownership check

	WP5
	Update-MgServicePrincipal -ServicePrincipalId $sp.Id -AppRoleAssignmentRequired:$false


Every rollback is recorded in the change and in the pack.
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Microsoft first-party service principals are out of scope for WP2 to WP5; a vendor’s multitenant app is in scope for WP1, WP2 and WP5 on its enterprise application, and its redirect URIs and credentials belong to the vendor, so WP3 and WP4 become a request to the vendor with a date. An application excused from a work package has an exception with its approver and expiry in the governance record. Emergency access accounts aren’t application identities and aren’t touched; nothing here changes Conditional Access exclusions.
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Entra audit log events for owner changes, app role assignment and grant removals, credential removal (Update application – Certificates and secrets management), redirect URI and appRoleAssignmentRequired updates; sign-in logs for the app and its service principal; Microsoft Graph activity logs for what the app calls. Book 12 carries the detections for application credential, owner, consent and redirect URI changes.
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Evidence checklist
· Configuration: the before- and after- exports for each application
· Operational: the sign-ins after the change; the next weekly gap report showing the application clean
· Test: test-record.csv, wp4-oauth-regression.csv and the WP5 assigned and unassigned tests, each with expected and observed outcome, date and tester
· Exception: any work package excused, with approver and expiry; any emergency secret under WP3’s rollback
· Assessor-ready artifact: the sealed pack with SHA256SUMS.txt, referenced from the closure-chain entry of each related assessment finding (Book 11, Chapter 10)
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The identity platform team runs the work packages; the application’s technical owner tests and signs off; the identity governance office approves WP1 and exceptions; the steward tracks the identity line’s throughput with the rest of the factory (Chapter 10). After the pack is sealed, the application is governed by Book 13, Chapter 14 and re-ranked at each re-triage.
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Change safety
	Ring
	Scope
	Exit criteria

	0
	One identity platform team app in a test tenant or test registration
	All six work packages and every rollback run cleanly

	1
	The three pilot applications
	Sealed packs; no unplanned outage; runbook revised

	2
	The first factory wave (rank 8 or more), lowest business impact first
	Backout triggers not reached for two weeks

	3
	Later waves
	The wave’s packs sealed; the rank file shows them below threshold


· Emergency access: not touched by these work packages; confirm in the change that no Conditional Access policy changed.
· Change window: the application’s own change window, with its technical owner on hand; WP5 and WP4 outside the application’s peak hours.
· Backout triggers: a sign-in error code that began with the change; the application’s own health check failing; more than two help-desk tickets for the application in the first day; the business owner asks.
· Post-change validation: WP6, after each work package and again after the last.
[bookmark: _Toc00000769]Government-cloud availability

Availability by government cloud
	Capability
	GCC
	GCC High
	DoD
	Source (accessed Nov 11, 2026)

	Graph application, service principal, owner, grant and assignment operations
	Yes (worldwide endpoint)
	Yes
	Yes
	3

	Microsoft Graph activity logs
	Yes
	Yes
	Yes
	1

	Sign-in logs through Graph beta (clientCredentialType)
	Requires P1 or P2; cloud availability not stated on the resource page (not yet specified)
	Same
	Same
	4

	Service principal sign-in activity report
	Yes (preview)
	No
	No
	Book 13, Chapter 14



[bookmark: _Toc00000770]Federal requirements these work packages support
Requirements these work packages support
	Requirement
	Work package

	NIST SP 800-53 AC-2, Account Management
	WP1 (owners named for each account), WP5 (who may use the app)

	AC-6, Least Privilege
	WP2, WP5

	IA-5, Authenticator Management; IA-5(7), No Embedded Unencrypted Static Authenticators
	WP3

	CM-8, System Component Inventory
	WP1, WP6 (the record matches the tenant)

	SC-7, Boundary Protection, and SI-4, System Monitoring, in part
	WP4 (no tokens sent to hosts outside the agency’s control), WP6

	CA-7, Continuous Monitoring
	WP6 and the gap report afterward


Control names are from NIST’s release 5.2.0 catalog.11 The packs support these controls; the organization still sets their parameters, policy and procedures, and the assessor decides whether each is satisfied. Book 13, Chapter 14 maps the related FedRAMP indicators.
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1. Microsoft Learn, “Access Microsoft Graph activity logs” (available in the global service and US Government L4 and L5; requires Entra ID P1 or P2; Security Administrator configures the diagnostic settings; AppId and RequestUri columns), https://learn.microsoft.com/graph/microsoft-graph-activity-logs-overview (accessed Nov 11, 2026).
1. Microsoft Learn, “Error AADSTS50105 — The signed-in user isn’t assigned to a role for the application” (group-based assignment needs Entra ID P1 or P2; the requirement doesn’t apply to Global Administrators, so test with the affected user), https://learn.microsoft.com/troubleshoot/entra/entra-id/app-integration/error-code-aadsts50105-user-not-assigned-role (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “signIn resource type” (Graph beta; P1 or P2 to read sign-in logs through Graph; clientCredentialType values; servicePrincipalCredentialKeyId; signInEventTypes filter), https://learn.microsoft.com/graph/api/resources/signin?view=graph-rest-beta (accessed Nov 11, 2026).
1. Microsoft Learn, “Security best practices for application properties in Microsoft Entra ID,” section “Redirect URIs,” https://learn.microsoft.com/entra/identity-platform/security-best-practices-for-app-registration (accessed Nov 11, 2026).
1. D. Hardt, ed., RFC 6749, The OAuth 2.0 Authorization Framework, IETF, October 2012, §3.1.2 (“The redirection endpoint URI MUST be an absolute URI”), https://www.rfc-editor.org/rfc/rfc6749#section-3.1.2 (accessed Nov 11, 2026).
1. Microsoft Learn, “Redirect URI (reply URL) outline and restrictions” (AADSTS50011 for an unregistered redirect URI; separate registrations for development and production; redirect URIs on the application object only; wildcard restrictions and the state-parameter alternative), https://learn.microsoft.com/entra/identity-platform/reply-url (accessed Nov 11, 2026).
1. Microsoft Learn, “Prevent dangling DNS entries and avoid subdomain takeover,” sections “Identify dangling DNS entries” and “Remediate dangling DNS entries,” https://learn.microsoft.com/azure/security/fundamentals/subdomain-takeover (accessed Nov 11, 2026).
1. Microsoft Learn, “Properties of an enterprise application,” section “Assignment required,” https://learn.microsoft.com/entra/identity/enterprise-apps/application-properties (accessed Nov 11, 2026).
1. Microsoft Learn, “Restrict a Microsoft Entra app to a set of users” (assigning client apps to a resource app is API-only; Update-MgServicePrincipal -AppRoleAssignmentRequired:$true; user consent isn’t allowed when assignment is required), https://learn.microsoft.com/entra/identity-platform/howto-restrict-your-app-to-a-set-of-users (accessed Nov 11, 2026).
1. National Institute of Standards and Technology, SP 800-53 Rev. 5 (release 5.2.0), read from NIST’s OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 11, 2026).
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