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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
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[bookmark: _Toc00001073]Book 19 — Building the Attribute-Driven Migration
A developer workbook for the Attribute-Driven Migration project
[bookmark: _Toc00001074]Status: approved
All ten chapters are written, and the owner had approved every page by November 3, 2026. A page that changes after its approval goes back on the weekly source watch list until it is approved again. Chapters 01 to 09 each have a narrated deck and video, listed under Narrated chapter tours. Every external claim was checked against Microsoft Learn or a workbook chapter between October 30 and November 2, 2026 and carries a note, and each chapter keeps its verification log in the repository. The code is illustrative. Its tests pass against fixtures, but it has not been run against a production tenant.
The Attribute-Driven Migration moves an agency from Active Directory to Microsoft Entra ID by placing every person, device and server in policy through attributes instead of OU placement. Its operator material already exists: the companion guide, the implementation guide with its ten gates, the project plan and the narrated decks. Those tell an operator what to do and how to prove it was done. They don’t teach anyone to build the software the migration runs on: the middleware between the HR system and Entra ID, the Graph clients, the checks that prove each gate, the rule library, the workflow extensions, and the pipelines that catch drift and hand evidence to the ISSO.
This workbook is for the developers who build those pieces. It is code first. Each chapter starts from working code in the repository’s examples folder, extends it where the chapter needs to, and adds tests. Each has a lab that runs on a laptop against fixtures with no tenant at all, then a short step in a test tenant. Each lists the Graph and Azure facts the code depends on (endpoints, the least-privileged permission, availability in the US Government clouds), footnoted to Microsoft Learn with the date the page was read, then the dangers and a checklist.
[bookmark: _Toc00001075]This workbook or the implementation guide?
The project has two long documents, and they do different jobs. Attribute-Driven Migration: An Implementation Guide is for the people who run the migration. This workbook is for the people who build the software the migration runs on.
The implementation guide and the developer workbook
	
	The implementation guide
	This developer workbook

	Reader
	Operators, migration leads and ISSOs
	Developers and platform engineers

	Question it answers
	What has to be true at each gate, and how do I prove it?
	How do I build, test and ship the code that makes it true?

	Shape
	Ten gates, from reading the OU tree (Gate 0) to keeping attributes true (Gate 9). Each has prerequisites, steps, a Validate step, rollback and evidence
	Nine code chapters, each starting from code in the examples folder, with a lab against fixtures, a test-tenant step, verified Graph and Azure facts, dangers and a checklist

	You finish with
	A migrated estate and the evidence package for each gate
	Middleware, Graph clients, validation checks, rule libraries, workflow extensions and drift pipelines, with passing tests

	Download
	attribute-driven-migration-implementation-guide.docx
	attribute-driven-migration-code.zip


They meet at the Validate step. Each gate in the guide names a validation kit check, and Chapter 03 teaches how to write one. Read the guide first if you need to know what the migration has to achieve, and the workbook when you have to build part of it.
[bookmark: _Toc00001076]The pieces and how they connect
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/developer-workbooks/png/adm-pieces.png]
The pieces of the Attribute-Driven Migration project and how they connect.
	Piece
	What it is
	Where

	Project plan
	The phases, owners, dates and exit criteria the gates are scheduled against
	Attribute-Driven Migration project plan

	Implementation guide
	The operator’s guide: ten gates, each with steps, a Validate step, rollback and evidence. It says what has to be true at each gate; this workbook builds the software that makes it true
	Attribute-Driven Migration: An Implementation Guide

	Developer workbook
	This workbook: nine code chapters, each building on code in the repository, with labs and tests, and a deployment runbook
	Chapters below

	Presentations
	The two-part technical deep dive and the three-part deeper dive follow the guide’s gates. Chapters 01 to 09 also have a narrated tour: a deck and a video
	Presentations · Narrated chapter tours

	Code
	The examples folders the chapters build on, and the Microsoft samples they start from, pinned unmodified under third_party with their licenses
	examples on GitHub

	Code download
	Every folder the nine code chapters use, in one zip, with its tests and fixtures. Each script also has a .txt copy for mail systems that block scripts
	attribute-driven-migration-code.zip


The zip holds hcm-entra (Chapters 01, 02 and 09), ms-automation (02), validation-kit (02, 03, 04, 06 and 09), dynamic-rules (02, 04 and 09), lifecycle-extensions (05), group-policy-as-code (06), machine-configuration (07 and 09), ansible (08) and drift-pipeline (09), and the pinned samples each chapter starts from.
[bookmark: _Toc00001077]How each chapter is built
	Section
	What it holds

	Goal and audience
	What you will build, and who should read it

	The code
	The example it builds on, what this chapter adds, and the tests

	Lab 1: fixtures, no tenant
	Steps you can run anywhere, with the expected output

	Lab 2: test tenant
	The smallest change a test tenant needs, and how to back it out

	Verified facts
	Endpoints, least-privileged permissions, national cloud availability and release stage, each footnoted

	Dangers
	What breaks in production, and the guard the code has for it

	Checklist
	What a reviewer checks before the code ships


Design guidance in this workbook is marked as such: it is the program’s position, not a vendor statement. Preview and beta features carry their stage wherever they appear.
[bookmark: _Toc00001078]Chapters

	#
	Chapter
	Builds on
	What you build
	Status

	01
	The HR-to-Entra middleware
	Microsoft’s CSV2SCIM sample (pinned in examples/third_party/csv2scim), then examples/hcm-entra
	Start from Microsoft’s sample, then add what it leaves to you: validation that fails closed, quarantine, ordering, a mass-disable hold, pacing, the US Government clouds, least privilege, and a provenance manifest
	Approved

	02
	Graph clients for the government clouds
	Microsoft’s Graph SDK national cloud snippets (pinned in examples/third_party/msgraph-snippets-python), then examples/ms-automation
	One client pattern for worldwide, GCC, GCC High and DoD: GCC on the worldwide endpoints with commercial Resource Manager, the token authority and hosts per cloud, every call declared with its least-privileged permission and checked against the token, paging with @odata.nextLink, Retry-After, and beta calls the run doesn’t depend on
	Approved

	03
	Writing a validation kit check
	examples/validation-kit
	A new check, VK-SYNC-02, from the catalog entry through pass and fail fixtures and Pester tests to the GET-only safety rule, and what to do when the read needs a privileged role
	Approved

	04
	Dynamic rules as code
	Learn’s dynamic membership processing samples (pinned in examples/third_party/dynamic-membership-samples), then examples/dynamic-rules
	A rule library in Git: one file per group with tests, an offline evaluator and a linter for the guards every user rule needs, a shadow diff in the pull request, comparison with the beta evaluateDynamicMembership action (VK-DG-03), and an incident path that resumes only what it paused
	Approved

	05
	Lifecycle Workflows custom extensions
	Learn’s Logic App definition for custom task extensions (pinned in examples/third_party/lifecycle-workflows-logic-app), then examples/lifecycle-extensions
	Start from Learn’s definition, then add what it leaves to you: one reusable Logic App per integration with its own managed identity, a checked callback path, a callback on failure, the Graph host for each US cloud, idempotency, retries inside the callback timeout, proof-of-possession authorization from a reviewed registry, and Book 03’s leaver order
	Approved

	06
	Moving Group Policy as code
	Microsoft’s settings catalog samples (pinned in examples/third_party/mggraph-intune-samples), examples/validation-kit (VK-INT-07), then examples/group-policy-as-code
	Read Group Policy analytics (beta) into a per-setting move plan, keep settings catalog policies as reviewed JSON with an owner and decisions, lint them, diff them against the tenant, and create only what is missing, with least privilege per call and a host per cloud
	Approved

	07
	Machine configuration packages
	Learn’s GuestConfiguration procedure and Microsoft’s samples (pinned in examples/third_party/guest-configuration-samples), then examples/machine-configuration
	Follow Learn’s cmdlets from DSC configuration to policy definition, then add what they leave to you: a MOF free of build-host data that compiles to the same bytes every time, package and definition checks against a release registry, the owner tag filter, Arc scope, and a provenance manifest
	Approved

	08
	Ansible beside Arc
	Microsoft’s azure_arc role (pinned in examples/third_party/azure-arc-role), then examples/ansible
	Start from Microsoft’s role, then add what it leaves to you: the patch_owner column and a CMDB inventory that reads both owners into the ConfigOwner and PatchOwner tags, a wave plan before every run, a dry run the role can’t do, canary batches, and commercial Azure for a GCC estate
	Approved

	09
	Drift pipelines and evidence to the ISSO
	Learn’s Azure Login OIDC sample workflows (pinned in examples/third_party/azure-login-oidc-sample), then the kits’ run outputs in examples/drift-pipeline
	Start from Learn’s sample, then add what it leaves to you: a schedule, pinned actions, sign-in and Graph hosts for GCC, GCC High and DoD, a comparison of each run with the last that never treats a failed read as a fix, findings opened and closed by fingerprint without names, and an evidence package with a SHA-256 per file, the other kits’ provenance and a hash chain
	Approved

	10
	Deploying to test and production
	examples/drift-pipeline/deploy, and the commands of Chapters 01 to 09
	A runbook in exact commands from the chapters’ test-tenant steps to a live test environment, then production in waves: one settings file per stage with no secrets, a pre-flight check, a smoke test that says go or no-go, a recorded rollback, and the evidence the ISSO keeps. Not run against a live tenant
	Approved



Chapter 02 is the foundation the other chapters lean on: read it before you build a new Graph or Azure client of your own. Chapters 01, 03 and 04 were written first, because their code already existed.
Changes from the first outline
· Chapter 01 starts from Microsoft’s sample. Microsoft publishes CSV2SCIM for this integration and documents it on Learn. The chapter runs it first, on the same HR fixture, and builds the hardened client only for what the sample leaves out. The repository keeps a pinned copy so the labs stay stable.
· Chapter 03’s worked example is a new check. The outline proposed walking through an existing check. The chapter builds VK-SYNC-02 instead, because its live read needs Global Administrator, which makes it the clearest case for the kit’s rule that a read-only check still has to ask for the least privilege it can.
· Chapter 04 is written without the agents’ user account clause. Learn says an agent’s user account is evaluated by user-based membership rules like any other user, and that a rule can exclude such accounts, but its rule property tables, read again on October 30, 2026, don’t name the property to use.1 The chapter says so instead of guessing; the clause, and VK-DG-01’s and DR-03’s guards, follow when Learn documents it. The chapter also starts from Learn’s dynamic membership processing samples, the only Microsoft samples for this area.
· Chapter 07 follows Learn’s procedure and checks between its steps. The outline had the chapter build its own pipeline around the cmdlets. Running Learn’s commands showed the gaps sit between the steps, not in them, so the build calls the cmdlets in Learn’s order and checks each output. Signing stays Learn’s procedure, unwrapped, and the agent-side test runs on a disposable server in Lab 2, because Learn says it installs the agent and needs elevation.
· Chapter 08 added one input first. The Ansible guide names a patch_owner field in the CMDB, which the sample CMDB export in examples/ansible didn’t carry. The chapter added the column, with tests, before relying on it.
[bookmark: _Toc00001079]Narrated chapter tours
Chapters 01 to 09 each have a narrated tour: a deck in Why, What, Who and How order, a self-running edition with captions, and a video. The tours were recorded on November 2, 2026 (Chapters 07 and 08 on October 31, 2026) from the approved chapters, and a tour is re-recorded when its chapter changes. All of them are also on the Watch page.

	#
	Chapter
	Watch
	Length
	Deck
	Narrated deck

	01
	The HR-to-Entra Middleware
	▶ Watch · MP4
	11 min
	DW_ADM_01_HR_Entra_Middleware.pptx
	Narrated

	02
	Graph Clients for the Government Clouds
	▶ Watch · MP4
	11 min
	DW_ADM_02_Graph_Clients.pptx
	Narrated

	03
	Writing a Validation Kit Check
	▶ Watch · MP4
	11 min
	DW_ADM_03_Validation_Kit_Check.pptx
	Narrated

	04
	Dynamic Rules as Code
	▶ Watch · MP4
	11 min
	DW_ADM_04_Dynamic_Rules.pptx
	Narrated

	05
	Lifecycle Workflows Custom Extensions
	▶ Watch · MP4
	12 min
	DW_ADM_05_Lifecycle_Extensions.pptx
	Narrated

	06
	Moving Group Policy as Code
	▶ Watch · MP4
	11 min
	DW_ADM_06_Group_Policy_as_Code.pptx
	Narrated

	07
	Machine Configuration Packages
	▶ Watch · MP4
	11 min
	DW_ADM_07_Machine_Configuration.pptx
	Narrated

	08
	Ansible Beside Arc
	▶ Watch · MP4
	11 min
	DW_ADM_08_Ansible_Beside_Arc.pptx
	Narrated

	09
	Drift Pipelines and Evidence to the ISSO
	▶ Watch · MP4
	11 min
	DW_ADM_09_Drift_Pipelines_Evidence.pptx
	Narrated



[bookmark: _Toc00001080]Reading paths
· Developers new to the migration: the companion guide first, then Chapter 01.
· Developers extending the validation kit: Chapter 03, then Chapter 04.
· Platform and pipeline engineers: Chapter 07, then 08 and 09.
· ISSOs and reviewers of the code: the checklists at the end of each chapter, and Chapter 09.
[bookmark: _Toc00001081]Where this workbook sits
This is Book 19 of the Federal Modernization Workbook: the developer workbook for the Attribute-Driven Migration project. The developer workbooks for other projects are under Projects. The HR side of the migration, its schema and its lifecycle rules are Book 03. The directory, sync and matching are Book 02. Devices, Intune and Azure Arc are Book 05. Change control, provenance and the drift engine are Book 13. The gates each chapter’s code proves are in the implementation guide.
New and revised procedures in this workbook follow the workbook’s implementation conventions (control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block), defined once in Book 00, Appendix D.
[bookmark: _Toc00001082]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this book, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Approve Book 19’s index and the Source Register; settle the sweep’s judgment calls (#365); Book 19: fix confirmed crosswalk errors (#377); Book 19 Ch 09: OSCAL export lab step (#401); Apply the open-choice decisions: text, plans, training, reference, register (#416); Book 19: fix inconsistency findings (#439); Decisions fix pass for Books 13 to 19: Book 18 gates and roles, Db2 spelling, Book 15 approvers, Book 16 criteria, Book 17 roles, Book 13 drift mapping (#456); and 6 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Sweep stale wording, and link sources on every deck (#361)

	1.4
	2026.11.3
	2026-11-05
	Review gate: Mike’s approval of the 53 pages in the November 2 review packet (#334); Review gate: cover the guides and training; document the VK-DG-03 exception (#336); Review gate: Mike’s approval of four pages changed on November 3 (#341)

	1.3
	2026.11.2
	2026-11-02
	HR-Driven Identity labs: exact commands for every step, real output, commands lists (#293); Book 19 and Microsoft Automation labs: exact commands for every step, real output, commands lists (#296); Tours: HR-Driven Identity’s seven chapter tours, and the Privileged Access, Non-Person Identity and Book 19 tours with real kit output (#297); Book 19: federal requirements and evidence for every scripted kit action (#306); Book 19, Chapter 10: deploying to test and production (#307)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Restore the developer workbook as Book 19, and the ADM implementation guide to Books > Guides (#270)

	1.0
	2026.10
	2026-10-31
	First edition (18 merged changes since the workbook began)


[bookmark: _Toc00001083]Notes
1. Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership (accessed Oct 30, 2026).
[bookmark: _Toc00001084]Chapter 01 — The HR-to-Entra Middleware
Start from Microsoft’s sample, then add only what it leaves to you: the provisioning service will do whatever the payload says, so the code that builds the payload is where the HR record stays true.
[bookmark: _Toc00001085]In this chapter
The middleware that reads an HR extract and feeds Microsoft Entra ID’s API-driven inbound provisioning through the SCIM /bulkUpload endpoint. You start with Microsoft’s own sample, CSV2SCIM, which Learn documents step by step and which the repository keeps as a pinned copy. You run it on this book’s HR fixture and see what it sends. Then you build on examples/hcm-entra for what the sample leaves to you: validation that fails closed, quarantine, ordering, a mass-disable hold, pacing, all three US clouds, least privilege, and a provenance manifest that ties every batch to its inputs. Lab 1 runs both on fixtures with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001086]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 01 — The HR-to-Entra Middleware: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001087]Goal and audience
Goal. By the end of this chapter you know what Microsoft ships for API-driven inbound provisioning and how to use it, what a federal deployment has to add, and how to run, change and test the code that adds it. You can say, for every rule in the pipeline, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers who own the HR integration, and the engineers who review it. You should be comfortable in PowerShell 7 or Python and know what SCIM is. You don’t need to know the HR product: everything here reads a CSV extract whose columns a mapping file names.
Book 03, Chapter 05 describes the pipeline’s duties (validate, sequence and retry, normalize to SCIM, write provenance, reconcile) and Chapter 06 the canonical schema and attribute map. Appendix A holds the lifecycle rules, and Appendix B the security and privacy rules for what the pipeline may log. This chapter is the developer’s view of those pages.
[bookmark: _Toc00001088]Where the middleware sits
HR system ──extract (CSV)──► middleware ──SCIM BulkRequest──► /bulkUpload ──► provisioning job ──► Entra ID or AD
                               │  validate, normalize,              (202 + Location)       │
                               │  order, batch, pace                                        ▼
                               ├─► validation-report.json (keys and hashes only)    provisioning logs
                               ├─► quarantine.json (refused rows: personal data)            ▲
                               ├─► provenance.json (inputs and batches, by hash)            │
                               └─► apply-results.json (status, attempts, Location) ─────────┘
The provisioning service owns the mapping from SCIM attributes to directory attributes, the matching of incoming records to existing users, and the write. The middleware owns everything before the POST: what is sent, in what order, how fast, and what record is kept of it. Microsoft’s design intent is exactly that split: the client shouldn’t implement the logic of comparing the system of record with the directory; the provisioning service applies the IT-managed rules.1 The endpoint is asynchronous. A 202 Accepted means the batch was staged for the provisioning job, not that any user was written; the Location header points at the provisioning logs, where the per-record result appears.2
[bookmark: _Toc00001089]Start with Microsoft’s sample: CSV2SCIM
Microsoft publishes a PowerShell sample for this integration, CSV2SCIM, and documents it on Learn in a full tutorial: download, generate a payload, authenticate with a certificate, send, extend the provisioning schema, and read the provisioning logs.1 Use it. Most of what a first integration needs is already there, maintained by Microsoft, and every step has a Learn page behind it.
What it does
	Mode
	Parameters
	What it does
	Network

	Validate the mapping
	-AttributeMapping $map -ValidateAttributeMapping
	Checks a .psd1 mapping of CSV columns against the SCIM Core and Enterprise User schema
	none

	Generate a payload
	-Path <csv> -AttributeMapping $map [-ScimSchemaNamespace <urn>]
	Turns each CSV row into a SCIM user, 50 operations per bulk request; with a namespace, every column also goes under that custom extension
	none

	Send
	add -ServicePrincipalId, -TenantId, and -ClientId with -ClientCertificate
	Signs in and POSTs each bulk request to the job’s /bulkUpload
	Graph

	Extend the app’s schema
	-UpdateSchema -ScimSchemaNamespace <urn>
	Adds every CSV column to the provisioning app’s schema under the extension namespace
	Graph

	Read the logs
	-GetPreviousCycleLogs [-NumberOfCycles n]
	Summarizes the latest sync cycles from the provisioning logs, per record
	Graph


The mapping file is the sample’s main idea. Each SCIM attribute names a CSV column, or a script block that computes the value from the row, such as active = { $_.'WorkerStatus' -eq 'Active' }.1 Learn is careful to say this mapping is CSV to SCIM only; the mapping from SCIM to Entra ID or AD attributes stays in the provisioning app.1
Microsoft provides the script “as-is” for implementation reference and takes questions and changes through its GitHub repository.1 It is MIT-licensed.
The pinned copy
A link to the sample’s main branch changes under you. The repository therefore keeps an unmodified copy in examples/third_party/csv2scim, taken at upstream commit f2e8c59 (March 2, 2026) and retrieved October 30, 2026.3 snapshot.json records the commit and the SHA-256 of every file, and a unit test fails if any file changes. The weekly source watch follows commits to the upstream folder and lists each one in its issue under this book, so a new version is a decision someone reviews, never a surprise. Design guidance: treat any sample you run the same way: pin it, hash it, watch upstream, and update it in a reviewed change.
What it leaves to you
Run on this book’s HR fixture (19 rows, Lab 1 below), CSV2SCIM sends all 19. That is by design: it is a converter, and validation is listed on Learn as a customization you add (“update the PowerShell script to include any custom CSV data validation logic”).1 A federal deployment has to add it, and more. The second column is what the pinned copy does. The tests in examples/hcm-entra/tests/powershell/Csv2ScimBaseline.Tests.ps1 check the validation, duplicate, order, future-hire and repeatability rows against the fixture; the cloud and privilege rows come from reading the pinned script.
	Concern
	CSV2SCIM at f2e8c59
	What examples/hcm-entra adds
	Why it matters

	Record validation
	Validates the mapping, not the values. A blank key, a 17-character key, a pending worker and an unknown worker type are all sent, active
	Fails closed: 9 of the 19 rows are quarantined with reasons
	A bad HR row becomes a bad account

	Duplicates
	A person with two rows is sent twice
	A single separation wins; otherwise both are refused
	Two writes race in the job

	Order
	File order
	Leavers first, then managers before reports
	A departing mover briefly gains access; a manager reference can’t resolve

	Future hires
	Sent active
	Sent disabled until the hire date (Book 03, Appendix C)
	An account works before day one

	Mass change
	No limit
	max_disables_per_run holds the run
	One bad extract disables everyone

	Pacing and budget
	No pacing of its own; relies on the Graph SDK’s retry handling
	40 calls in any 5 seconds, a daily call budget, Retry-After, stop on first failure
	Throttling, and the tenant’s daily quota

	Clouds
	/bulkUpload and the schema update are hard-coded to https://graph.microsoft.com/beta, and sign-in names no cloud
	The endpoint must be one of the three Graph hosts; v1.0 or beta
	Works in GCC (worldwide endpoint); can’t reach GCC High or DoD as written4

	Least privilege
	Delegated sign-in asks for Application.ReadWrite.All, AuditLog.Read.All and SynchronizationData-User.Upload
	One permission to send; a separate log reader
	Application.ReadWrite.All can change any app in the tenant

	Repeatability
	Each operation’s bulkId is a new random GUID
	bulkId is the person key, so the same input gives the same batch hash
	Without that, a batch can’t be traced to its inputs

	Evidence
	Console output
	validation-report.json, quarantine.json, provenance.json, apply-results.json
	The ISSO needs records, not a screen


Design guidance: use CSV2SCIM where it is strong and the tenant is worldwide or GCC: validating a mapping file, extending the provisioning app’s schema with -UpdateSchema, and reading cycle logs while you test. Use the hardened client for production sends, and everywhere in GCC High and DoD. If you would rather extend CSV2SCIM itself, the table is the list of changes to make; contribute them upstream through Microsoft’s repository, as Learn invites.1
[bookmark: _Toc00001090]The code: what examples/hcm-entra adds
The example is two equivalent clients, Python and PowerShell 7, that read the same mapping file and produce the same output for the same input. Its SCIM payload follows the shape of Learn’s /bulkUpload examples: Core and Enterprise User, plus one custom extension namespace.2
	File
	What it does

	config/mapping.json
	Column to SCIM map, code lists, worker types, length limits, batch size

	config/csv2scim/AttributeMapping.psd1
	The same columns as a CSV2SCIM mapping, for the baseline and for -UpdateSchema

	config/settings.example.json
	Non-secret settings: endpoint, time offsets, disable threshold, call budget, pacing, retries

	python/hcm_to_scim.py
	The Python client (standard library only, Python 3.10 or later)

	powershell/HcmToScim.psm1, Invoke-HcmToScim.ps1
	The same in PowerShell 7.2 or later

	tests/
	pytest and Pester 5 against tests/fixtures/hcm_extract_sample.csv, including the CSV2SCIM comparison


Validate and fail closed
build_operation (Python) and ConvertTo-HcmScimOperation (PowerShell) take one row and either build a SCIM operation or refuse it with reasons. A row is refused when a required column is empty, the person number doesn’t fit employeeId, the worker type is unknown or refused (pending workers and nonworkers), a code isn’t in the code list, a value is longer than the target attribute holds, a date doesn’t parse, a worker is recorded as their own manager, or an inactive assignment has no termination date. Every refused row goes to quarantine.json with its reasons, the unchanged HR row and the attempted payload: the quarantine contract in Book 03, Appendix A.
Some rules are warnings, not refusals. A suspended assignment keeps the account active (“leave is not a leaver”). A manager separating in the same run never blocks the joiner. A separation older than the Lifecycle Workflows catch-up window is flagged for the on-demand leaver workflow. Design guidance: treat every new validation rule as a refusal until the HR owner agrees it can be a warning.
Send the complete record every time
Learn’s guidance is to include the complete user record in every bulk request, for full and delta runs alike. When the provisioning job’s clear attribute values feature (preview) is on, a null or empty mapped value clears the target, and so can an omitted attribute.5 The client never sends a partial record.
Order, batch and hold
Leavers go first, then managers before their reports, then person key. When one person has several rows, a single separation wins and the rest are marked superseded; any other duplicate is refused. Each request carries at most 50 operations.2
Two guards hold the whole run (exit code 3) until someone confirms it with --confirm-large-delta: more disables than max_disables_per_run, and more calls than daily_call_budget. The second follows Microsoft’s tenant quota: 2,000 calls in 24 hours with Microsoft Entra ID P1 or P2, and 6,000 with Microsoft Entra ID Governance,5 which at 50 records a call is 100,000 and 300,000 records a day.6
Pace, retry and stop
Learn’s concepts page sets the endpoint’s limit at 40 calls within any 5-second window;5 the API reference says 40 requests per second.2 The client paces to the stricter: min_seconds_between_calls can’t be below 0.125 seconds. On 429 or 503 it waits for Retry-After, backing off exponentially when the header is missing, as Graph’s throttling guidance says.7 It stops at the first failed batch; the next run resends complete records. A 500 saying the ingestion “bucket” is full means the job’s queue is backed up, typically during an initial or full load;8 design guidance: wait for it to drain and rerun, don’t retry in a loop.
The provenance manifest
provenance.json ties every sent batch to the exact inputs that produced it:
{
  "schema": "fmp-hcm-provenance/1",
  "as_of": "2026-10-25",
  "extract_sha256": "…sha256 of the extract file's bytes…",
  "mapping_sha256": "…sha256 of mapping.json's bytes…",
  "counts": { "ready": 9, "quarantined": 9, "superseded": 1 },
  "held": false,
  "batches": [
    { "batch": 1, "batch_sha256": "ab8f211e…", "person_keys": ["100003", "100008", "100013", "…"] }
  ],
  "quarantined": ["100006", "100007", "…"]
}
Each batch_sha256 is the hash apply-results.json records when that batch is sent, over the same canonical JSON. An auditor can go from a line in the provisioning logs to the person key, to the batch and its Location, to the extract and mapping files by hash. That only works because bulkId is the person key: with a random bulkId, as in the sample, the same input would never produce the same hash. The manifest carries keys and hashes only, so it can sit in the evidence store; Book 13, Chapter 04 describes the provenance pattern it follows.
The tests
The Python suite has 70 tests and the PowerShell suite 62, all passing. They cover every rule above; that the two clients produce the same payloads, hashes and provenance (shared fixture hashes); and, in Csv2ScimBaseline.Tests.ps1, seven tests that run the pinned CSV2SCIM offline on the same fixture and pin the differences it can observe there. If a future CSV2SCIM version adds validation or ordering, those tests fail on the snapshot update, which is the prompt to shrink our client.
[bookmark: _Toc00001091]Illustrative code
The commands below run the pinned sample and the example as published in the repository. They are tested against fixtures, not against a production tenant. Review both, and run them in a test tenant, before they carry real HR data.
[bookmark: _Toc00001092]Lab 1: fixtures, no tenant
You need PowerShell 7 with Pester 5 (and Python 3.10 or later for the Python client). Nothing in this lab touches the network: CSV2SCIM’s validate and generate modes read local files only, and the example’s sender is tested with a fake poster.
Every command in Lab 1
Every command in this lab, in order. Each step below says what it does and what to look for.
In PowerShell 7:
# Step 1: Run Microsoft's sample on the fixture
$map = Import-PowerShellDataFile ./hcm-entra/config/csv2scim/AttributeMapping.psd1
./third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./hcm-entra/tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map -ValidateAttributeMapping
./third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./hcm-entra/tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map `
    -ScimSchemaNamespace 'urn:ietf:params:scim:schemas:extension:contoso:1.0:User' > baseline.json
python -c "import json; [print(o['data']['externalId'] or '(empty)', o['data']['active']) for o in json.load(open('baseline.json', encoding='utf-8-sig'))['Operations']]"
In a POSIX shell (Git Bash on Windows):
# Step 2: Run the hardened client on the same fixture
cd hcm-entra
python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 --out out
pwsh -File powershell/Invoke-HcmToScim.ps1 -Extract tests/fixtures/hcm_extract_sample.csv -AsOf 2026-10-25 -Out out-ps

# Step 3: Compare
python -c "import json; [print(q['person_key'], '|', '; '.join(q['reasons'])) for q in json.load(open('out/quarantine.json', encoding='utf-8'))]"
python -c "import json; [print(f, o['data']['externalId'], o['data']['active']) for f in ('out/bulk-request-001.json', '../baseline.json') for o in json.load(open(f, encoding='utf-8-sig'))['Operations'][:1]]"
python -c "import json; [print(f, o['data']['externalId'], o['data']['active']) for f in ('out/bulk-request-001.json', '../baseline.json') for o in json.load(open(f, encoding='utf-8-sig'))['Operations'] if o['data']['externalId'] == '100001']"

# Step 4: Check provenance
cat out/provenance.json
python -c "import hashlib,sys;print(hashlib.sha256(open(sys.argv[1],'rb').read()).hexdigest())" tests/fixtures/hcm_extract_sample.csv

# Step 4: Check provenance
pwsh -NoProfile -Command '$map = Import-PowerShellDataFile ./config/csv2scim/AttributeMapping.psd1; ../third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map -ScimSchemaNamespace "urn:ietf:params:scim:schemas:extension:contoso:1.0:User" > baseline-2.json'
python -c "import json; a, b = (json.load(open(f, encoding='utf-8-sig'))['Operations'] for f in ('../baseline.json', 'baseline-2.json')); print(sum(x['bulkId'] == y['bulkId'] for x, y in zip(a, b)), 'of', len(a), 'bulkId values match')"
python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 --out out-2
cmp out/bulk-request-001.json out-2/bulk-request-001.json && cmp out/provenance.json out-2/provenance.json && echo identical

# Step 5: Break something on purpose
sed '/^100005,/s/ORG-100/org-100/' tests/fixtures/hcm_extract_sample.csv > extract-broken.csv
python python/hcm_to_scim.py --extract extract-broken.csv --as-of 2026-10-25 --out out-broken
python -c "import json; [print(q['person_key'], '|', '; '.join(q['reasons'])) for q in json.load(open('out-broken/quarantine.json', encoding='utf-8')) if q['person_key'] == '100005']"
pwsh -NoProfile -Command '$map = Import-PowerShellDataFile ./config/csv2scim/AttributeMapping.psd1; ../third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./extract-broken.csv -AttributeMapping $map -ScimSchemaNamespace "urn:ietf:params:scim:schemas:extension:contoso:1.0:User" > baseline-broken.json'
grep -n '"org-100"' baseline-broken.json

# Step 6: Hold a run
echo '{"max_disables_per_run": 1}' > settings-hold.json
python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 --settings settings-hold.json --out out-hold

# Step 7: Run the tests
python -m pytest -q -p no:cacheprovider tests/python
pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
1. Run Microsoft’s sample on the fixture. From examples:
· $map = Import-PowerShellDataFile ./hcm-entra/config/csv2scim/AttributeMapping.psd1
./third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./hcm-entra/tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map -ValidateAttributeMapping
./third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./hcm-entra/tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map `
    -ScimSchemaNamespace 'urn:ietf:params:scim:schemas:extension:contoso:1.0:User' > baseline.json
python -c "import json; [print(o['data']['externalId'] or '(empty)', o['data']['active']) for o in json.load(open('baseline.json', encoding='utf-8-sig'))['Operations']]"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The first command returns True. The last lists baseline.json: one bulk request with 19 operations. Find person 100006 (worker type P, a pending worker): active is true. Find person 100008: it is there twice. One operation has an empty externalId.
1. Run the hardened client on the same fixture, then the PowerShell client:
· cd hcm-entra
python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 --out out
pwsh -File powershell/Invoke-HcmToScim.ps1 -Extract tests/fixtures/hcm_extract_sample.csv -AsOf 2026-10-25 -Out out-ps
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It exits with code 2. Counts: 9 ready, 9 quarantined, 1 superseded. The PowerShell client gives the same.
1. Compare. List each quarantined record with its reason, then the first operation of each batch, then person 100001 in both:
· python -c "import json; [print(q['person_key'], '|', '; '.join(q['reasons'])) for q in json.load(open('out/quarantine.json', encoding='utf-8'))]"
python -c "import json; [print(f, o['data']['externalId'], o['data']['active']) for f in ('out/bulk-request-001.json', '../baseline.json') for o in json.load(open(f, encoding='utf-8-sig'))['Operations'][:1]]"
python -c "import json; [print(f, o['data']['externalId'], o['data']['active']) for f in ('out/bulk-request-001.json', '../baseline.json') for o in json.load(open(f, encoding='utf-8-sig'))['Operations'] if o['data']['externalId'] == '100001']"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· In out/quarantine.json, find 100006 and its reason (worker type P refused) and the blank-key row. In out/bulk-request-001.json, the first operation is the leaver, 100003, with active false; in baseline.json, the first is 100000. Find 100001 (hire date after the run date): disabled in ours, active in the baseline.
1. Check provenance. Show out/provenance.json and hash the extract yourself:
· cat out/provenance.json
python -c "import hashlib,sys;print(hashlib.sha256(open(sys.argv[1],'rb').read()).hexdigest())" tests/fixtures/hcm_extract_sample.csv
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It matches extract_sha256. Now run CSV2SCIM’s generate step a second time and count the bulkId values that match the first run, then run our client a second time into out-2 and compare its batch and manifest with the first run’s:
· pwsh -NoProfile -Command '$map = Import-PowerShellDataFile ./config/csv2scim/AttributeMapping.psd1; ../third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map -ScimSchemaNamespace "urn:ietf:params:scim:schemas:extension:contoso:1.0:User" > baseline-2.json'
python -c "import json; a, b = (json.load(open(f, encoding='utf-8-sig'))['Operations'] for f in ('../baseline.json', 'baseline-2.json')); print(sum(x['bulkId'] == y['bulkId'] for x, y in zip(a, b)), 'of', len(a), 'bulkId values match')"
python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 --out out-2
cmp out/bulk-request-001.json out-2/bulk-request-001.json && cmp out/provenance.json out-2/provenance.json && echo identical
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The bulkId values differ every time. Our client gives identical batches and hashes.
1. Break something on purpose. The first command writes a copy of the extract with worker 100005’s DepartmentCode changed to org-100 (lower case). Run both tools on the copy:
· sed '/^100005,/s/ORG-100/org-100/' tests/fixtures/hcm_extract_sample.csv > extract-broken.csv
python python/hcm_to_scim.py --extract extract-broken.csv --as-of 2026-10-25 --out out-broken
python -c "import json; [print(q['person_key'], '|', '; '.join(q['reasons'])) for q in json.load(open('out-broken/quarantine.json', encoding='utf-8')) if q['person_key'] == '100005']"
pwsh -NoProfile -Command '$map = Import-PowerShellDataFile ./config/csv2scim/AttributeMapping.psd1; ../third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./extract-broken.csv -AttributeMapping $map -ScimSchemaNamespace "urn:ietf:params:scim:schemas:extension:contoso:1.0:User" > baseline-broken.json'
grep -n '"org-100"' baseline-broken.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Our client quarantines that worker with a code-list reason; CSV2SCIM sends it.
1. Hold a run. Write a settings file containing {"max_disables_per_run": 1} and pass it with --settings:
· echo '{"max_disables_per_run": 1}' > settings-hold.json
python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 --settings settings-hold.json --out out-hold
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· See exit code 3.
1. Run the tests:
· python -m pytest -q -p no:cacheprovider tests/python
pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/01-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 70 Python and 62 Pester tests passing, and the differences in the table above, seen with your own eyes.
[bookmark: _Toc00001093]Lab 2: test tenant
Use a test tenant, never production, and fictional records only. Work from examples. You’ll replace: <tenant-id> (the test tenant’s ID), <provisioning-app-object-id> (the provisioning app’s object ID), <provisioning-api-endpoint> (the app’s Provisioning API Endpoint) and <graph-access-token> (a bearer token for the tenant’s Graph host, obtained outside the script from a managed identity or a certificate credential).
Every command in Lab 2
Every command in this lab, in order. Each step below says what it does and what to look for.
In PowerShell 7:
# Step 2: Extend its schema with Microsoft's sample
./third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./hcm-entra/tests/fixtures/hcm_extract_sample.csv `
    -ScimSchemaNamespace 'urn:ietf:params:scim:schemas:extension:contoso:1.0:User' `
    -TenantId <tenant-id> -ServicePrincipalId <provisioning-app-object-id> -UpdateSchema
In a POSIX shell (Git Bash on Windows):
# Step 5: Send five records with the hardened client
cd hcm-entra
cp config/settings.example.json config/settings.json
python -c "import json; p = 'config/settings.json'; s = json.load(open(p)); s['endpoint'] = '<provisioning-api-endpoint>'; json.dump(s, open(p, 'w'), indent=2)"
export HCM_ENTRA_BEARER_TOKEN='<graph-access-token>'
head -n 6 tests/fixtures/hcm_extract_sample.csv > five.csv
python python/hcm_to_scim.py --extract five.csv --as-of 2026-10-25 --settings config/settings.json --out out-apply --apply
cat out-apply/apply-results.json
In PowerShell 7:
# Step 6: Reconcile
../third_party/csv2scim/src/CSV2SCIM.ps1 -TenantId <tenant-id> -ServicePrincipalId <provisioning-app-object-id> -GetPreviousCycleLogs
(Get-Content out-apply/provenance.json -Raw | ConvertFrom-Json).batches.person_keys
In a POSIX shell (Git Bash on Windows):
# Step 7: Back it out
python -c "import csv; rows = list(csv.DictReader(open('five.csv', encoding='utf-8', newline=''))); [r.update(AssignmentStatusType='INACTIVE', TerminationDate='2026-10-25') for r in rows]; w = csv.DictWriter(open('five-leavers.csv', 'w', encoding='utf-8', newline=''), fieldnames=list(rows[0])); w.writeheader(); w.writerows(rows)"
python python/hcm_to_scim.py --extract five-leavers.csv --as-of 2026-10-25 --settings config/settings.json --out out-backout --apply
unset HCM_ENTRA_BEARER_TOKEN
1. Create the provisioning app. Create an API-driven inbound provisioning app that provisions to Microsoft Entra ID, following Learn’s configuration guide; the feature needs Microsoft Entra ID P1, P2 or ID Governance.5 Copy its Provisioning API Endpoint.
1. Extend its schema with Microsoft’s sample (worldwide or GCC tenant): run CSV2SCIM’s -UpdateSchema mode with the extension namespace from mapping.json and your provisioning app’s object ID, as Learn shows.1
· ./third_party/csv2scim/src/CSV2SCIM.ps1 -Path ./hcm-entra/tests/fixtures/hcm_extract_sample.csv `
    -ScimSchemaNamespace 'urn:ietf:params:scim:schemas:extension:contoso:1.0:User' `
    -TenantId <tenant-id> -ServicePrincipalId <provisioning-app-object-id> -UpdateSchema
· It adds every extract column to the app’s attribute list. Then map the attributes you need in the admin center. In GCC High or DoD, add the attributes in the admin center instead: the sample can’t reach those clouds as written.
1. Grant the least privilege to the sender. Use a managed identity or an app with a certificate, never a secret. The least-privileged application permission is SynchronizationData-User.Upload.OwnedBy when the app owns the provisioning service principal; otherwise SynchronizationData-User.Upload.2 Don’t give the production sender CSV2SCIM’s sign-in scopes. For CSV2SCIM’s certificate flow, Learn adds Application.Read.All and Synchronization.Read.All so the script can look up the job;1 keep that identity for testing.
1. Start the job and set its safety nets. Start the job, set the notification email, and turn on accidental-deletions prevention.
1. Send five records with the hardened client. The commands put the endpoint in config/settings.json, the token in HCM_ENTRA_BEARER_TOKEN, write the fixture’s first five rows (all valid) to five.csv, and send them with --apply:
· cd hcm-entra
cp config/settings.example.json config/settings.json
python -c "import json; p = 'config/settings.json'; s = json.load(open(p)); s['endpoint'] = '<provisioning-api-endpoint>'; json.dump(s, open(p, 'w'), indent=2)"
export HCM_ENTRA_BEARER_TOKEN='<graph-access-token>'
head -n 6 tests/fixtures/hcm_extract_sample.csv > five.csv
python python/hcm_to_scim.py --extract five.csv --as-of 2026-10-25 --settings config/settings.json --out out-apply --apply
cat out-apply/apply-results.json
· Expect one batch, a 202, and a Location in apply-results.json.
1. Reconcile. Read the cycle with CSV2SCIM’s -GetPreviousCycleLogs (worldwide or GCC), or query GET /auditLogs/provisioning filtered on the job. Then list the person keys in the batch:
· ../third_party/csv2scim/src/CSV2SCIM.ps1 -TenantId <tenant-id> -ServicePrincipalId <provisioning-app-object-id> -GetPreviousCycleLogs
(Get-Content out-apply/provenance.json -Raw | ConvertFrom-Json).batches.person_keys
· Every person key in provenance.json’s batch should appear with a result; one that doesn’t is a finding.
1. Back it out. The first command writes the five records again as INACTIVE with a termination date; the second sends them; the last unsets the token variable:
· python -c "import csv; rows = list(csv.DictReader(open('five.csv', encoding='utf-8', newline=''))); [r.update(AssignmentStatusType='INACTIVE', TerminationDate='2026-10-25') for r in rows]; w = csv.DictWriter(open('five-leavers.csv', 'w', encoding='utf-8', newline=''), fieldnames=list(rows[0])); w.writeheader(); w.writerows(rows)"
python python/hcm_to_scim.py --extract five-leavers.csv --as-of 2026-10-25 --settings config/settings.json --out out-backout --apply
unset HCM_ENTRA_BEARER_TOKEN
· Then delete the test users and the app.
[bookmark: _Toc00001094]Verified facts

	Call
	Endpoint
	Least-privileged permission
	US Government clouds
	Stage

	Send a batch
	POST /servicePrincipals/{id}/synchronization/jobs/{jobId}/bulkUpload, Content-Type: application/scim+json
	Application: SynchronizationData-User.Upload.OwnedBy; delegated: SynchronizationData-User.Upload with User Administrator2
	API-driven inbound provisioning is listed as available for Azure Government tenants9
	v1.0

	Read results
	GET /auditLogs/provisioning with $filter on jobId
	AuditLog.Read.All and Directory.Read.All; delegated callers also need a role such as Reports Reader or Global Reader10
	Global, US Government L4 and L510
	v1.0

	CSV2SCIM, certificate flow
	the script’s own sign-in
	Application.Read.All and Synchronization.Read.All added to the app, to look up the provisioning job1
	worldwide endpoint only, as written3
	sample

	Graph host
	graph.microsoft.com (worldwide and Microsoft 365 GCC), graph.microsoft.us (GCC High), dod-graph.microsoft.us (DoD); token authority login.microsoftonline.us for the US Government clouds
	—
	Tokens from one cloud don’t work in another4
	—



Limits the hardened client enforces: at most 50 operations a request;2 40 calls in any 5 seconds (the stricter of Learn’s two statements); 2,000 or 6,000 calls in 24 hours by license;5 Retry-After on 429 and 503.7
Two things Learn states differently on different pages:
· The rate limit. The API page says 40 requests per second; the concepts and troubleshooting pages say 40 calls per 5 seconds.8 The client uses the stricter.
· The log-reading permission. The concepts page tells admins to grant ProvisioningLog.Read.All;5 the List provisioningObjectSummary page names AuditLog.Read.All and Directory.Read.All.10 Try the narrower one first in the test tenant.
[bookmark: _Toc00001095]Federal requirements and evidence
The middleware is where an HR record becomes an account, so its outputs are account-management evidence. Each row names the file or command that proves it. Controls are from the Moderate baseline11; indicators are from FedRAMP’s list12. Which output supports which control is the program’s reading (design guidance). OMB M-22-09 asks for centralized identity management that draws on human resources systems,13 which is what this pipeline feeds.
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s sample sends every row, a pending worker active and one person twice (Lab 1, step 1: baseline.json)
	SA-11 (Developer Testing and Evaluation): the gap is measured, not assumed
	KSI-CMT-VTD, Validating Throughout Deployment
	The repository: Csv2ScimBaseline.Tests.ps1

	Each row is checked before anything is sent, and the run counts ready, quarantined and superseded rows (step 2: validation-report.json, exit 2)
	SI-10 (Information Input Validation); AC-2 (Account Management)
	KSI-IAM-AAM, Automating Account Management
	The evidence store (keys and hashes only)

	Every refused row is kept with its reasons, the HR row and the attempted payload (step 3: quarantine.json)
	SI-10; IA-4 (Identifier Management): blank, over-length and duplicate keys never become identifiers
	KSI-IAM-AAM
	The access-controlled audit store (it holds personal data)

	Leavers go first, managers before reports, future hires disabled (step 3: bulk-request-001.json)
	AC-2; PS-4 (Personnel Termination) and PS-5 (Personnel Transfer); M-22-09’s identity actions
	KSI-IAM-AAM
	Not kept itself; its hash is in provenance.json

	Every batch is tied by hash to the extract and mapping that produced it, and a rerun gives identical bytes (step 4: provenance.json, cmp ... && echo identical)
	CM-3 (Configuration Change Control): a record of each change; AU-3 (Content of Audit Records)
	KSI-CMT-LMC, Logging Changes
	The evidence store

	A bad code is refused at the source, where the sample sends it (step 5: out-broken/quarantine.json)
	SI-10
	KSI-CMT-VTD
	The test run’s log

	A mass disable holds the run until someone confirms it (step 6: exit 3; --confirm-large-delta)
	AC-2: account changes follow defined conditions and approvals; CM-3
	KSI-IAM-AAM
	The change record that carries the confirmation

	Both clients pass every rule, and the pinned sample still matches its hashes (step 7: 70 pytest and 62 Pester tests; snapshot.json)
	SA-11; SR-3 (Supply Chain Controls and Processes): the sample is pinned and watched
	KSI-CMT-VTD; KSI-SCR-MIT, Mitigating Supply Chain Risk
	The repository’s test results

	The provisioning app’s schema change is made by a named run (Lab 2, step 2: -UpdateSchema)
	CM-3
	KSI-CMT-LMC
	The change record; the Entra audit log, exported to the log store

	The sender holds one permission, with a certificate or managed identity and no secret (Lab 2, step 3: SynchronizationData-User.Upload.OwnedBy)
	AC-6 (Least Privilege); IA-5 (Authenticator Management)
	KSI-IAM-ELP, Ensuring Least Privilege; KSI-IAM-SNU, Securing Non-User Authentication
	The app registration and its consent record in the Entra audit log

	Each sent batch has its status, attempts and Location (Lab 2, step 5: out-apply/apply-results.json)
	AC-2; AU-3
	KSI-IAM-AAM; KSI-CMT-LMC
	The evidence store

	Every person key in the batch has a result in the provisioning logs, or a finding is opened (Lab 2, step 6: -GetPreviousCycleLogs or GET /auditLogs/provisioning)
	AU-6 (Audit Record Review, Analysis, and Reporting); AC-2
	KSI-MLA-RVL, Reviewing Logs
	The findings queue; the reconciliation report in the evidence store

	The test accounts are disabled through the same pipeline (Lab 2, step 7: out-backout/apply-results.json)
	AC-2(3) (Disable Accounts); PS-4
	KSI-IAM-AAM
	The evidence store

	The provisioning service and the tenant run on cloud services with FedRAMP Marketplace listings14
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft and the other providers whose services the system uses report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
[bookmark: _Toc00001096]Dangers
	Danger
	What happens
	The guard

	Sending a sample’s output to production unchanged
	Pending workers, duplicates and blank keys reach the directory
	The hardened client for production sends; the baseline tests show what the sample doesn’t check

	A sample that changes under you
	Labs and behavior drift without anyone deciding
	The pinned copy, its hash test, and the weekly upstream watch

	Over-broad sign-in scopes
	Application.ReadWrite.All on an identity that only needs to upload
	One permission for the sender; the sample’s identity kept to the test tenant

	Wrong cloud
	A GCC High tenant can’t be reached, or a token goes to the wrong host
	The endpoint allow-list of the three Graph hosts

	Partial records
	An omitted attribute clears the target when clearing is on (preview)5
	Every record is built complete

	Mass disable from a bad extract
	Hundreds of accounts disabled before anyone looks
	max_disables_per_run holds the run

	Treating 202 as success
	A record that failed in the job is never followed up
	Reconcile against the logs, using the manifest’s person keys

	Personal data in logs
	Names and payloads in the operational log
	The report and manifest carry keys and hashes only


[bookmark: _Toc00001097]Checklist
· The CSV2SCIM mapping validates (-ValidateAttributeMapping returns True), and the provisioning app’s attribute list carries the extension namespace.
· The pinned CSV2SCIM copy matches its manifest, and every upstream commit since the pin has been reviewed.
· Production sends go through the hardened client; the baseline comparison tests pass.
· Both clients pass their tests, and the provenance fixture hash still matches.
· A new validation rule refuses by default, with a test for the refusal.
· max_disables_per_run and daily_call_budget are set from the agency’s numbers and license.
· The sending identity has SynchronizationData-User.Upload.OwnedBy (or .Upload) and nothing else, with a certificate or managed identity.
· quarantine.json goes only to the access-controlled audit store; the other outputs go to the evidence store.
· Reconciliation opens a finding for every person key missing from the provisioning logs.
· The endpoint and token authority match the tenant’s cloud.
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1. Microsoft, CSV2SCIM sample, AzureAD/entra-id-inbound-provisioning, PowerShell/CSV2SCIM at commit f2e8c59f0af497b066c3484fc36a4197c2b37711 (March 2, 2026), MIT License, https://github.com/AzureAD/entra-id-inbound-provisioning/tree/f2e8c59f0af497b066c3484fc36a4197c2b37711/PowerShell/CSV2SCIM (accessed Oct 30, 2026); pinned copy in examples/third_party/csv2scim.
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1. National Institute of Standards and Technology, SP 800-53B Moderate baseline, release 5.2.0 OSCAL profile, last modified October 22, 2026 (includes AC-2, AC-2(3), AC-6, AU-3, AU-6, CM-3, IA-4, IA-5, PS-4, PS-5, SA-9, SA-11, SI-10 and SR-3), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (accessed Nov 2, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026 (indicators KSI-CMT-LMC, KSI-CMT-VTD, KSI-IAM-AAM, KSI-IAM-ELP, KSI-IAM-SNU, KSI-MLA-RVL and KSI-SCR-MIT; control mappings updated October 13, 2026), https://www.fedramp.gov/2026/reference/key-security-indicators/ (accessed Nov 2, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.A, “Identity,” action 1 (centralized identity management systems for agency users), and the identity discussion of systems that draw on human resources, contract management and personnel security data, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Nov 2, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-11-01T05:02:56Z (accessed Nov 2, 2026): MSO365MT, Microsoft 365 Government Community Cloud & Supporting Services, FedRAMP Certified, Class C, Moderate; FR1824057433, Microsoft 365 Government Community Cloud-High, FedRAMP Certified, Class D, High; F1209051525, Azure Commercial Cloud, FedRAMP Certified, Class D, High.
[bookmark: _Toc00001099]Chapter 02 — Graph Clients for the Government Clouds
A Graph client has to know which cloud it is in, send its token nowhere else, ask for no more than each call needs, and keep working when Graph says “slow down” or a beta API changes under it.
[bookmark: _Toc00001100]In this chapter
The client pattern every Graph caller in this workbook should follow, for the worldwide service, GCC, GCC High and DoD. You start with Microsoft’s own Graph SDK snippets for national clouds, which Learn renders and the repository keeps as a pinned copy, and run them against stand-ins to see what they would sign in to. Then you build on examples/ms-automation for what they leave to you: one table of endpoints per cloud, including Azure Resource Manager, a list of every call with its least-privileged permission, a token check before a live run, paging, Retry-After, and beta calls that can fail without failing the run. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001101]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 02 — Graph Clients for the Government Clouds: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001102]Goal and audience
Goal. By the end of this chapter you can write a Graph client, in Python or PowerShell, that reaches the right cloud for the tenant, requests the right token, makes only the calls it declares, pages and retries the way Microsoft documents, and treats beta as optional. You can say, for each rule in the code, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers who build any code in this workbook that calls Microsoft Graph or Azure Resource Manager, and the reviewers who approve it. You should read Python or PowerShell 7 and know what an access token is. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001103]Which cloud is which
Get this right first, because every other rule depends on it.
A GCC (Moderate) tenant uses the worldwide endpoints: login.microsoftonline.com for tokens and graph.microsoft.com for Graph. Learn says so plainly: in a Microsoft 365 GCC environment, keep using the worldwide endpoints.1 Office 365 GCC is paired with Microsoft Entra ID in Azure, the commercial cloud.2 GCC was built when Microsoft had one cloud directory, and it still uses that directory.3 4
GCC High and DoD are the clouds with separate hosts. Both get tokens from login.microsoftonline.us.4 GCC High calls Graph at graph.microsoft.us, and DoD at dod-graph.microsoft.us.1 They are paired with Microsoft Entra ID in Azure Government.2 A token from one cloud doesn’t work in another.1

	Program name
	Microsoft 365
	Token authority
	Graph host
	Graph PowerShell -Environment
	Azure Resource Manager
	Azure PowerShell environment

	global
	Worldwide
	login.microsoftonline.com
	graph.microsoft.com
	Global
	management.azure.com
	AzureCloud

	gcc
	GCC (Moderate)
	login.microsoftonline.com
	graph.microsoft.com
	Global
	management.azure.com
	AzureCloud

	gcchigh
	GCC High
	login.microsoftonline.us
	graph.microsoft.us
	USGov
	management.usgovcloudapi.net
	AzureUSGovernment

	dod
	DoD
	login.microsoftonline.us
	dod-graph.microsoft.us
	USGovDoD
	management.usgovcloudapi.net
	AzureUSGovernment



Sources: Graph and token hosts,1 Graph PowerShell environments,5 Resource Manager hosts,6 7 Azure PowerShell environments.8
What GCC with commercial Azure means for the code
The target estate for this migration is Microsoft 365 GCC with commercial Azure. For the code, that means:
· Nothing is a .us host. Tokens come from login.microsoftonline.com, Graph is graph.microsoft.com, and Azure Resource Manager is the commercial management.azure.com.6 7 Azure PowerShell connects with its default environment, AzureCloud.8
· One token per resource. A client-credentials token request names one resource’s .default scope; Learn says scopes for several resources in one request give an error.9 A run that reads Graph and Resource Manager gets two tokens, https://graph.microsoft.com/.default and https://management.azure.com/.default, from the same tenant.
· The cloud name is still explicit. GCC and worldwide resolve to the same endpoints today, but the code takes gcc as its own name. The run’s evidence then says which cloud it was meant for, and a GCC High build changes one argument, not the code. Design guidance.
· Beware a second tenant. Learn notes that many GCC customers also hold an Azure Government subscription, with its own Microsoft Entra tenant and identities.3 If a workload ever lands there, its Resource Manager host is management.usgovcloudapi.net and its tokens come from login.microsoftonline.us, even though Microsoft 365 stays in GCC. The cloud table can’t guess that; the run has to be told. Design guidance: give each tenant its own configuration entry, never a fallback.
The clients this chapter is the reference for
Chapters 01, 03 and 04 were written first, because their code already existed. Each has its own Graph client, and each already follows part of this pattern:
	Example
	Chapter
	How it picks the cloud
	What it already guards

	examples/hcm-entra
	01
	The provisioning endpoint in its settings file
	The endpoint must be one of the three Graph hosts, v1.0 or beta

	examples/validation-kit
	03
	global, gcc, gcchigh, dod, each with its Graph environment, Azure environment and Graph host
	GET only; one data path; beta paths limited to a declared list; a nextLink to another host is refused

	examples/dynamic-rules
	04
	Learn’s environment names, Global, USGov, USGovDoD
	Get-DrGraphEndpoint refuses a name it doesn’t know

	examples/ms-automation
	this chapter
	global, gcc, gcchigh, dod
	Everything in this chapter’s checklist


Three naming schemes are in use: the program’s (gcc, gcchigh, dod), Learn’s PowerShell environment names (Global, USGov, USGovDoD), and the cloud names examples/lifecycle-extensions takes for --cloud in Chapter 05 (Global, GCC, GCCHigh, DoD). That last set belongs to that tool only: graphkit refuses GCCHigh, as the lab below shows. All are fine within their own tool; the table above maps the first two to each other. What isn’t fine is a default. A cloud name a client doesn’t recognize must stop the run. Learn’s own dynamic membership samples fall back to the worldwide endpoint on an unknown answer, which Chapter 04 shows and guards against. When you build a new client, use the checklist at the end of this chapter.
[bookmark: _Toc00001104]Start with Microsoft’s sample
What Microsoft gives you
Learn’s page on national clouds for the Graph SDKs gives, for each SDK language, the three things a client has to change: the token authority, the Graph service root, and any scope that names the Graph host. Its example connects to US Government L4, which is GCC High.10 It also says the shortened scope names (User.Read) and the cloud’s own form (https://graph.microsoft.us/User.Read) are equivalent for consent, and that app-only clients use the cloud’s .default scope, such as https://graph.microsoft.us/.default.10
For PowerShell, the same page gives one line: Connect-MgGraph -Environment USGov with the tenant, client and the cloud’s .default scope.10 Get-MgEnvironment lists the environments, and Connect-MgGraph targets the worldwide cloud unless told otherwise.5
Other Learn pages cover the rest of the pattern. The SDKs have a page iterator and follow @odata.nextLink; headers on the first request aren’t carried to later pages by default.11 The SDKs retry throttled requests using Retry-After, or exponential backoff when it’s missing, but they don’t retry requests inside a JSON batch.12
The pinned copy
The code behind Learn’s Python examples lives in Microsoft’s msgraph-snippets-python repository, and Learn’s pages pull it in when they publish.13 The repository pins an unmodified copy of the two files this chapter uses, national_clouds.py (the US Government L4 client) and create_clients.py (the credential snippets, including the certificate one an app-only job uses), in examples/third_party/msgraph-snippets-python, from commit 3ef4381 (October 20, 2026), retrieved October 30, 2026. snapshot.json records each file’s SHA-256, and a unit test checks them. The weekly source watch reports new commits to the snippets folder. Updating the copy is a reviewed pull request, as in Chapter 01.
tests/python/test_learn_sample.py loads both files unmodified and runs them against stand-ins for the SDK packages. The stand-ins record each constructor’s arguments, so the test sees what the snippet would sign in to and call. Nothing is installed and nothing signs in.
What it leaves to you
Running the snippets against the stand-ins shows what they do and what they leave to you. Each row is pinned by a test: in test_learn_sample.py for the sample’s behavior, and in test_graph_clients.py and GraphClients.Tests.ps1 for ours.
	Microsoft’s sample, as published
	Why it matters
	What examples/ms-automation adds

	The US Government client sets the scope to https://graph.microsoft.us/.default and the Graph host to NationalClouds.US_GOV
	—
	Kept as the model: the scope is built from the cloud’s Graph host

	The Python credential in that snippet names no authority. The C#, Go, Java and TypeScript tabs of the same Learn page set the US Government authority10
	An azure-identity credential uses the public cloud authority, login.microsoftonline.com, unless told otherwise,14 so a GCC High app would sign in to the wrong cloud
	azure_identity_provider sets AZURE_GOVERNMENT for gcchigh and dod, tested for every cloud. A managed identity ignores the authority, because it lives in one cloud15

	One national cloud function, for GCC High; nothing for DoD
	DoD has its own Graph host
	One table for all four clouds; an unknown name is an error

	The certificate snippet hard-codes https://graph.microsoft.com/.default and names no authority
	Right for worldwide and GCC, wrong for GCC High and DoD
	scope_for(cloud) and the authority both follow the cloud

	The client-credentials snippet also shows a client secret
	A secret is a password in a file
	The examples accept a certificate or a managed identity, never a secret

	No Resource Manager endpoints
	GCC with commercial Azure needs management.azure.com; GCC High and DoD need management.usgovcloudapi.net
	endpoints(cloud) and scope_for(cloud, "arm")

	Nothing ties a call to a permission
	Learn asks for the least-privileged permission for each call;16 an unused permission is still exposure17
	graph-calls.json lists every call with its permission; a task can make only its own calls; the token’s roles are checked before a live run

	No paging in the Python snippets; Learn’s paging page shows a page iterator for the other SDK languages11
	A nextLink is a full URL from a response, and later pages lose the first request’s headers
	The client refuses a nextLink on any host but the cloud’s Graph host, and sends the same headers on every page

	The SDK retries on Retry-After but not inside a batch12
	A batch hides throttled items
	batch() retries throttled items after the longest Retry-After, and checks each request inside against the call list

	Nothing about beta
	Beta APIs can change without notice and aren’t supported in production18
	A beta call must be declared; try_beta turns a missing beta shape, or a cloud that doesn’t offer the feature, into “not evaluated”


The verdict. Use Learn’s page as the model for the three things that change per cloud, and keep the pinned snippets to compare against. Don’t copy the Python national cloud snippet as written for GCC High or DoD: add the authority. For app-only background jobs, use the hardened client, because the questions a reviewer asks (“which calls, with which permissions, in which cloud?”) need answers the snippets don’t carry.
[bookmark: _Toc00001105]The code: what examples/ms-automation adds
examples/ms-automation already had a small Graph client, python/graphkit.py (standard library only), and a PowerShell module, powershell/FmwGraph.psm1, that runs ten read-only Entra ID and Intune checks. This chapter adds a call list both read, the Resource Manager endpoints, a token check, beta handling and the tests. The two clients stay in step: both read graph-calls.json, and both are tested against tests/fixtures/clouds.json.
One table of endpoints
endpoints(cloud) returns the token authority, Graph host, Resource Manager host and the PowerShell environment names for global, gcc, gcchigh or dod, and raises on anything else. scope_for(cloud, "graph") and scope_for(cloud, "arm") build the .default scopes. In PowerShell, Get-FmwCloud returns the same values, and Connect-FmwGraph passes the environment to Connect-MgGraph. The client refuses to send its token to any host but the cloud’s Graph host. In GCC High, a URL on graph.microsoft.com is refused, and so is a DoD client’s call to graph.microsoft.us.
Least privilege, per call
graph-calls.json lists every Graph call the tasks make: method, version, path, the least-privileged application permission from the API page, the release stage, the tasks that use it, and the clouds where Learn says the feature isn’t offered. For example:
{
  "id": "role-eligibility-schedules",
  "method": "GET",
  "version": "v1.0",
  "path": "/roleManagement/directory/roleEligibilitySchedules",
  "permissions": ["RoleEligibilitySchedule.Read.Directory"],
  "stage": "v1.0",
  "tasks": ["pim-report"]
}
Three rules follow from the file.
· A task makes only its calls. The command lines build the client with load_calls(task). Any other call raises PermissionError before it is sent. In PowerShell, Invoke-FmwEntraTask and Invoke-FmwIntuneTask pass the task to Get-FmwGraphCollection, which checks every page with Assert-FmwGraphCall.
· A task’s permissions are the union of its calls. A test checks that this union equals each task’s published permission list, in both languages. Adding a call without its permission, or a permission without a call, fails the build.
· The token is checked before a live run. An app-only token carries its application permissions in the roles claim.19 preflight reads that claim from the run’s own token. A missing permission stops the run before any call; a permission the task doesn’t use is printed as a warning, because an unused permission is exposure even if the code never calls it.17 The check reads the claim; it doesn’t validate the token, and nothing uses it to authorize anything. In PowerShell, Test-FmwTokenRole does the same for a token you pass it, but Graph PowerShell signs in for you and never hands the module the token. It doesn’t need to: Learn’s app-only guide shows Get-MgContext reporting an AppOnly session’s application permissions in Scopes,20 and the SDK fills Scopes from the token’s scp claim or, when there is none, its roles claim.21 So Test-FmwSessionRole reads Scopes, and Invoke-FmwEntraTask and Invoke-FmwIntuneTask call Assert-FmwSessionRole first: a missing permission stops the task before any Graph call, and an extra one is a warning, as in Python. It refuses a delegated session or none at all.
Paging
get_all follows @odata.nextLink until it stops, and sends the same headers on every page. Learn says headers on the first request aren’t carried to later pages by default;11 the advanced-query header ConsistencyLevel: eventual is the one that matters here. A page that is throttled is retried with the same link. Learn warns not to use a page token from a retried request for the next page, which can cause DirectoryPageTokenNotFoundException;11 the client only ever follows a link from a successful response.
Throttling
On 429, 503 or 504, the client waits and retries, up to max_retries. The wait is the Retry-After header, as Learn asks,12 read as seconds or as an HTTP date.22 When the header is missing it backs off exponentially, as Learn recommends:12 1, 2, 4 seconds and on, capped at 60 (design guidance for the cap). That case is real for this example: Learn’s limits page says the conditional access resources don’t return Retry-After on 429.23 Every request also sends x-ms-throttle-priority: Low, which tells Graph to throttle these background reads before interactive users; it doesn’t change the limits.23 JSON batches hold at most 20 requests,24 and batch() retries throttled items inside a batch itself, after the longest Retry-After, because the SDKs don’t.12
PowerShell relies on the Graph PowerShell SDK’s own retry handling for single requests, as the README says.
Beta without depending on it
Beta APIs can change or disappear, and Learn says not to use them in production applications.18 Sometimes the only place a property lives is beta: the Autopilot check needs deploymentProfileAssignmentStatus, which v1.0 doesn’t have. The rules:
· A beta call must be declared. Even a client built without a call list refuses any /beta path no entry in graph-calls.json names. v1.0 calls are allowed without a list; beta calls never are.
· Beta is read through try_beta (Get-FmwBetaCollection in PowerShell). A refused call, or a 400, 404 or 501 from Graph, returns available: false with the reason, and the task reports "evaluated": false with stage beta. A 403 or throttling that outlasts the retries still raises, because those aren’t beta problems.
· The stage is in the output. The Autopilot task’s result carries "stage": "beta" whether it ran or not.
The file also records where a feature isn’t offered. The beta Autopilot API page’s national cloud table shows the endpoint in US Government L4 and L5,25 but Intune’s government service description lists Windows Autopilot as not available in GCC High and DoD.26 An API that answers isn’t a feature you can use. The file follows the stricter statement: in gcchigh and dod, the task makes no call and reports “not evaluated”.
The tests
The Python suite has 70 tests (pytest) and the Pester suite 44. Chapter 02 added 35 and 27 of them, 4 of the Pester tests when research gap 16 was closed:
· tests/python/test_learn_sample.py, 9 tests: Microsoft’s pinned snippets against stand-ins, and our provider’s authority for each cloud.
· tests/python/test_graph_clients.py, 24 tests: endpoints against the shared fixture, refused cloud names, the call list against each task’s permissions, refused calls, the token audit, headers on every page, retrying a page with the last good link, Retry-After as an HTTP date, backoff with no header, and beta.
· tests/python/test_intune_tasks.py, 2 new tests: Autopilot in GCC High makes no call, and a beta 404 is “not evaluated”.
· tests/powershell/GraphClients.Tests.ps1, 27 tests: the same rules in PowerShell, including the session check, with Connect-MgGraph, Get-MgContext and Invoke-MgGraphRequest mocked.
None needs a module, a tenant or a network.
[bookmark: _Toc00001106]Illustrative code
The commands below run Microsoft’s pinned snippets against stand-ins, and the example as published in the repository against fixtures and fakes. They show what the code does, not that a tenant returns the same shapes. Review the code, and run Lab 2 in a test tenant, before it reads a real one.
[bookmark: _Toc00001107]Lab 1: fixtures, no tenant
You need Python 3.10 or later with pytest, and PowerShell 7.5 or later with Pester 5. Work in examples/ms-automation.
Every command in Lab 1
Every command in this lab, in order, from examples/ms-automation. Each step below says what it does and what to look for.
In a POSIX shell (Git Bash on Windows):
# Step 1: Run Microsoft's sample against the stand-ins
python -m pytest -q -p no:cacheprovider tests/python/test_learn_sample.py

# Step 1: Run Microsoft's sample against the stand-ins
grep -n -A7 "def test_sample_us_gov_credential_names_no_authority" tests/python/test_learn_sample.py

# Step 2: Print the endpoints for the target estate
python -c "import sys; sys.path.insert(0, 'python'); from graphkit import endpoints, scope_for; print(endpoints('gcc')); print(scope_for('gcc', 'arm')); print(scope_for('dod'))"

# Step 2: Print the endpoints for the target estate
python -c "import sys; sys.path.insert(0, 'python'); from graphkit import endpoints; print(endpoints('GCCHigh'))"

# Step 3: List a task's permissions from its calls
python -c "import sys; sys.path.insert(0, 'python'); from graphkit import load_calls, permissions_for; print(permissions_for(load_calls('pim-report')))"

# Step 4: Make a call the task doesn't declare
python -c "import sys; sys.path.insert(0, 'python'); from graphkit import GraphClient, load_calls; GraphClient('gcc', lambda s: 't', calls=load_calls('ca-export')).request('GET', '/users')"

# Step 5: Read beta where the feature isn't offered
python -c "import sys; sys.path.insert(0, 'python'); from graphkit import GraphClient, try_beta; print(try_beta(GraphClient('gcchigh', lambda s: 't'), '/deviceManagement/windowsAutopilotDeviceIdentities'))"
In PowerShell 7:
# Step 6: The same rules in PowerShell
Import-Module ./powershell/FmwGraph.psm1
(Get-FmwCloud gcc).Arm
Get-FmwCallPermission -Task pim-report
Assert-FmwGraphCall -Method GET -Uri '/beta/users' -Cloud gcc
Assert-FmwGraphCall -Method GET -Uri 'https://graph.microsoft.com/v1.0/users' -Cloud gcchigh
In a POSIX shell (Git Bash on Windows):
# Step 7: Run the tests
python -m pytest -q -p no:cacheprovider tests/python
pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
1. Run Microsoft’s sample against the stand-ins:
· python -m pytest -q -p no:cacheprovider tests/python/test_learn_sample.py
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· 9 passed. Now show the test test_sample_us_gov_credential_names_no_authority:
· grep -n -A7 "def test_sample_us_gov_credential_names_no_authority" tests/python/test_learn_sample.py
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The snippet’s credential gets tenant_id, client_id and redirect_uri, and nothing else.
1. Print the endpoints for the target estate:
· python -c "import sys; sys.path.insert(0, 'python'); from graphkit import endpoints, scope_for; print(endpoints('gcc')); print(scope_for('gcc', 'arm')); print(scope_for('dod'))"
· {'login': 'https://login.microsoftonline.com', 'graph': 'https://graph.microsoft.com', 'arm': 'https://management.azure.com', 'ps_env': 'Global', 'azure_env': 'AzureCloud'}
https://management.azure.com/.default
https://dod-graph.microsoft.us/.default
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· No .us host for GCC. Now ask for GCCHigh, a name the kit doesn’t know:
· python -c "import sys; sys.path.insert(0, 'python'); from graphkit import endpoints; print(endpoints('GCCHigh'))"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It ends ValueError: unknown cloud 'GCCHigh'.
1. List a task’s permissions from its calls:
· python -c "import sys; sys.path.insert(0, 'python'); from graphkit import load_calls, permissions_for; print(permissions_for(load_calls('pim-report')))"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· ['RoleAssignmentSchedule.Read.Directory', 'RoleEligibilitySchedule.Read.Directory', 'RoleManagement.Read.Directory'], the three in the README’s table.
1. Make a call the task doesn’t declare:
· python -c "import sys; sys.path.insert(0, 'python'); from graphkit import GraphClient, load_calls; GraphClient('gcc', lambda s: 't', calls=load_calls('ca-export')).request('GET', '/users')"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It ends PermissionError: undeclared call: GET /v1.0/users; add it to graph-calls.json with its permission. Nothing was sent.
1. Read beta where the feature isn’t offered:
· python -c "import sys; sys.path.insert(0, 'python'); from graphkit import GraphClient, try_beta; print(try_beta(GraphClient('gcchigh', lambda s: 't'), '/deviceManagement/windowsAutopilotDeviceIdentities'))"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· {'stage': 'beta', 'available': False, 'items': [], 'reason': "autopilot-device-identities isn't offered in gcchigh (graph-calls.json not_in_clouds)"}.
1. The same rules in PowerShell:
· Import-Module ./powershell/FmwGraph.psm1
(Get-FmwCloud gcc).Arm
Get-FmwCallPermission -Task pim-report
Assert-FmwGraphCall -Method GET -Uri '/beta/users' -Cloud gcc
Assert-FmwGraphCall -Method GET -Uri 'https://graph.microsoft.com/v1.0/users' -Cloud gcchigh
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· https://management.azure.com, the same three permissions, then two errors: Undeclared beta call: GET /beta/users; ... and Refusing to send the token to https://graph.microsoft.com/v1.0/users: not https://graph.microsoft.us.
1. Run the tests:
· python -m pytest -q -p no:cacheprovider tests/python
pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/02-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 70 Python and 44 Pester tests passing, and each row of the gap table seen with your own eyes.
[bookmark: _Toc00001108]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, never production, with fictional data. The steps use the Conditional Access export because it needs one permission. Work in examples/ms-automation. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> (the app registration’s application (client) ID), <thumbprint> (its certificate’s thumbprint, in your certificate store for PowerShell), and app.pem is the PEM file with that certificate and its private key.
Every command in Lab 2
Every command in this lab, in order, from examples/ms-automation. Each step below says what it does and what to look for.
In a POSIX shell (Git Bash on Windows):
# Step 3: Run the task
pip install azure-identity
python python/entra_tasks.py --cloud gcc --tenant <tenant-id> --client <app-id> --cert app.pem ca-export --out ca

# Step 4: See the token check work
python python/entra_tasks.py --cloud gcc --tenant <tenant-id> --client <app-id> --cert app.pem app-credentials

# Step 4: See the token check work
python python/entra_tasks.py --cloud gcc --tenant <tenant-id> --client <app-id> --cert app.pem ca-export --out ca

# Step 5: See the wrong cloud fail closed
python python/entra_tasks.py --cloud gcchigh --tenant <tenant-id> --client <app-id> --cert app.pem ca-export --out ca
In PowerShell 7:
# Step 6: Optional: PowerShell
Import-Module ./powershell/FmwGraph.psm1
Connect-FmwGraph -Cloud gcc -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Invoke-FmwEntraTask -Task ca-export -OutDirectory ca-ps
Compare-Object (Get-ChildItem ca -Name) (Get-ChildItem ca-ps -Name)
In a POSIX shell (Git Bash on Windows):
# Step 7: Back it out
rm -rf ca ca-ps
1. Register the app in the tenant’s own cloud. An app for a GCC tenant is registered in the worldwide Microsoft Entra admin center; an app for GCC High or DoD must be registered in the national cloud’s.10 Add a certificate credential. Don’t add a secret.
1. Grant one permission. Add the application permission Policy.Read.All, the one ca-export declares, and grant admin consent. Nothing else.
1. Run the task. Install azure-identity first:
· pip install azure-identity
python python/entra_tasks.py --cloud gcc --tenant <tenant-id> --client <app-id> --cert app.pem ca-export --out ca
· Expect no warning, one JSON file per policy in ca, and a summary on screen.
1. See the token check work. First run app-credentials with only Policy.Read.All granted:
· python python/entra_tasks.py --cloud gcc --tenant <tenant-id> --client <app-id> --cert app.pem app-credentials
· It stops with token lacks Application.Read.All before any Graph call. Then add Application.Read.All to the app, grant consent, and run the export again:
· python python/entra_tasks.py --cloud gcc --tenant <tenant-id> --client <app-id> --cert app.pem ca-export --out ca
· The run continues and prints warning: token also holds Application.Read.All, which this task doesn't use.
1. See the wrong cloud fail closed. Run the export with --cloud gcchigh:
· python python/entra_tasks.py --cloud gcchigh --tenant <tenant-id> --client <app-id> --cert app.pem ca-export --out ca
· Sign-in goes to login.microsoftonline.us, the Azure Government authority, which doesn’t hold a GCC tenant,3 and the run stops before anything reaches Graph. Learn says tokens aren’t interchangeable between clouds.1
1. Optional: PowerShell. Run the export into ca-ps, then compare the two folders:
· Import-Module ./powershell/FmwGraph.psm1
Connect-FmwGraph -Cloud gcc -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Invoke-FmwEntraTask -Task ca-export -OutDirectory ca-ps
Compare-Object (Get-ChildItem ca -Name) (Get-ChildItem ca-ps -Name)
1. Back it out. Remove Application.Read.All and Policy.Read.All from the app, delete the app registration and its certificate, and delete the ca and ca-ps folders. They hold the tenant’s policies:
· rm -rf ca ca-ps
[bookmark: _Toc00001109]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Token authority
	login.microsoftonline.com (worldwide and GCC); login.microsoftonline.us (Azure US Government)
	Separate authority for GCC High and DoD
	—
	1

	Graph host
	graph.microsoft.com (worldwide and Microsoft 365 GCC); graph.microsoft.us (L4, GCC High); dod-graph.microsoft.us (L5, DoD)
	Tokens aren’t interchangeable between clouds
	—
	1

	GCC’s directory
	Office 365 GCC is paired with Microsoft Entra ID in Azure; GCC High and DoD with Microsoft Entra ID in Azure Government
	—
	—
	2 3

	Azure Resource Manager
	management.azure.com (Azure public); management.usgovcloudapi.net (Azure Government)
	Azure Government host for GCC High and DoD
	—
	6 7

	Graph PowerShell environments
	Global, USGov, USGovDoD; Connect-MgGraph defaults to the worldwide cloud
	—
	—
	5

	Azure PowerShell environments
	AzureCloud (default), AzureUSGovernment
	—
	—
	8

	Scope in a national cloud
	A scope naming the Graph host uses the cloud’s host; app-only uses the cloud’s .default, such as https://graph.microsoft.us/.default
	—
	—
	10

	One resource per token request
	All scopes in a client-credentials request must be for one resource
	—
	—
	9

	azure-identity authority
	Defaults to the public cloud; managed identities ignore it
	—
	—
	14 15

	Application permissions in a token
	The roles claim
	—
	—
	19

	Paging
	Follow @odata.nextLink; headers aren’t carried to later pages by default; don’t use a page token from a retry
	—
	—
	11

	Throttling
	429 with Retry-After; back off exponentially when it’s missing; SDKs don’t retry inside a batch
	—
	—
	12

	No Retry-After
	Conditional access and identity protection resources
	—
	—
	23

	x-ms-throttle-priority
	Low, Normal (default), High; low is throttled first; the limits don’t change
	—
	—
	23

	JSON batch
	At most 20 requests
	—
	—
	24

	Beta
	Subject to change; not supported in production applications
	—
	Beta
	18

	Autopilot device identities
	GET /deviceManagement/windowsAutopilotDeviceIdentities; DeviceManagementServiceConfig.Read.All
	API table lists L4 and L5; Intune lists Windows Autopilot as not available in GCC High and DoD
	v1.0; assignment status in beta only
	25 26



Two places where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· Autopilot in the US Government clouds. The API page’s national cloud table shows the Autopilot device identity endpoint in L4 and L5;25 Intune’s government service description lists Windows Autopilot as not available in GCC High and DoD.26 The call list follows the stricter.
· The Python snippet and the other languages. On the same national cloud page, the C#, Go, Java and TypeScript examples set the US Government authority; the Python example doesn’t.10 The code follows the other languages, and azure-identity’s own reference, which says the default is the public cloud.14
[bookmark: _Toc00001110]Federal requirements and evidence
A Graph client’s evidence is about access: which identity, which permissions, which cloud. Each row names the file or command that proves it. Controls are from the Moderate baseline27; indicators are from FedRAMP’s list28. Which output supports which control is the program’s reading (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s pinned snippets run unchanged, and the US Government Python credential names no authority (Lab 1, step 1: test_learn_sample.py)
	SA-11; SR-3: the sample is pinned, hashed and watched
	KSI-SCR-MIT; KSI-CMT-VTD
	The repository: snapshot.json and the test results

	Each cloud has one row of hosts, and an unknown name stops the run (step 2: endpoints('gcc'), ValueError: unknown cloud 'GCCHigh')
	CM-6 (Configuration Settings); IA-5: the token, an authenticator, goes only to its own cloud’s hosts
	KSI-IAM-SNU
	The repository: tests/fixtures/clouds.json

	A task’s permissions are the union of its declared calls (step 3: permissions_for(load_calls('pim-report')); step 6: Get-FmwCallPermission)
	AC-6
	KSI-IAM-ELP
	The repository: graph-calls.json

	A call the task didn’t declare is refused before it is sent (step 4: PermissionError; step 6: Assert-FmwGraphCall)
	AC-6; AC-3 (Access Enforcement)
	KSI-IAM-ELP
	The test results

	A beta call where the feature isn’t offered reports “not evaluated” with its stage, never a clean result (step 5: try_beta)
	CA-7 (Continuous Monitoring): a result says what wasn’t read
	KSI-MLA-EVC, Evaluating Configurations
	Each task’s output

	Both clients pass the rules (step 7: 70 pytest and 44 Pester tests)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	The app is registered in its own cloud with a certificate and one permission (Lab 2, steps 1 and 2: Policy.Read.All)
	AC-6; IA-5
	KSI-IAM-ELP; KSI-IAM-SNU
	The app registration and its consent record in the Entra audit log

	The Conditional Access configuration is read, one file per policy (Lab 2, step 3: ca/<policy-id>.json, ca/named-locations.json)
	CM-2 (Baseline Configuration) and CM-6; BOD 25-01, whose required Microsoft Entra ID configurations are assessed against these policies29 (Book 02, Appendix A)
	KSI-MLA-EVC; KSI-SVC-ACM, Automating Configuration Management
	The evidence store; the lab’s local copy is deleted

	A missing permission stops the run, and an unused one is a warning (Lab 2, step 4: token lacks Application.Read.All, then warning: token also holds ...)
	AC-6
	KSI-IAM-ELP
	The run log

	A run for the wrong cloud stops before anything reaches Graph (Lab 2, step 5: --cloud gcchigh)
	CM-6; IA-5
	KSI-IAM-SNU
	The run log

	The PowerShell client gives the same files (Lab 2, step 6: ca-ps, Compare-Object)
	SA-11
	KSI-CMT-VTD
	The test record

	The test identity and its permissions are removed (Lab 2, step 7)
	AC-2: accounts, including application identities, are removed when no longer needed
	KSI-IAM-SNU
	The Entra audit log

	Microsoft Graph and Azure Resource Manager run on cloud services with FedRAMP Marketplace listings30
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
[bookmark: _Toc00001111]Dangers
	Danger
	What happens
	The guard

	Treating GCC as a .us cloud
	Sign-in fails, or someone “fixes” it by hard-coding hosts
	gcc resolves to the worldwide endpoints; a test pins it

	A Python credential with no authority in GCC High or DoD
	It signs in to the public cloud
	azure_identity_provider sets the authority for every cloud; tested

	An unknown cloud name with a default
	A GCC High run talks to the worldwide service
	Unknown names raise, in both languages

	A token sent to the wrong host
	A nextLink or a typo hands the token to another host or cloud
	Every URL, every page, is checked against the cloud’s Graph host

	One token for Graph and Resource Manager
	The second call fails, or code asks for broad scopes to make it work
	One .default scope per resource; scope_for(cloud, "arm")

	An identity with more than the task needs
	A compromised job can do more than read
	graph-calls.json per task; preflight warns on extra roles and stops on missing ones

	A new call added without its permission
	The README and the app registration drift from the code
	A task makes only declared calls; the union test fails the build

	Headers dropped after page one
	An advanced query fails or changes on page two
	Same headers on every page; tested

	Retrying too fast, or forever
	Throttling gets longer; the job never ends
	Retry-After or backoff, capped at 60 seconds, with a retry limit

	A beta change breaks the run
	A nightly evidence job fails on a property rename
	Declared beta calls only; try_beta reports “not evaluated” with the stage

	An API that answers where the feature isn’t offered
	A check reports an empty, “clean” result in GCC High
	not_in_clouds in the call list; no call, “not evaluated”


[bookmark: _Toc00001112]Checklist
· The client takes an explicit cloud name and raises on any name it doesn’t know.
· GCC uses login.microsoftonline.com, graph.microsoft.com and, for Azure, management.azure.com; nothing in the GCC configuration is a .us host.
· Every credential names the cloud’s authority (or is a managed identity), and every scope names the cloud’s host.
· One token per resource: Graph and Resource Manager are never asked for in one request.
· No URL, including a nextLink, is sent to a host other than the cloud’s Graph host.
· Every call is in graph-calls.json with its least-privileged permission, and the task’s permission list is the union of its calls.
· The app registration holds exactly the task’s permissions, with a certificate or managed identity, never a secret.
· Paging sends the same headers on every page and retries with the last good link.
· Throttling waits for Retry-After, backs off when it’s missing, and stops after a limit.
· Every beta call is declared, read through try_beta or Get-FmwBetaCollection, and labeled in the output.
· The pinned Microsoft snippets match their manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001114]Chapter 03 — Writing a Validation Kit Check
A check is only evidence if it can’t change what it measures, can’t pass when it failed to look, and asks for no more access than the question needs.
[bookmark: _Toc00001115]In this chapter
The anatomy of a validation kit check, built end to end on a new one, VK-SYNC-02, which reports whether the tenant blocks soft match and cloud object takeover through hard match. You add a catalog entry, read the data through the kit’s one data path, turn it into findings, write pass and fail fixtures and Pester tests, and pass the kit’s safety tests. The check also shows what to do when Microsoft’s only supported role for a read is Global Administrator. Lab 1 runs on fixtures; Lab 2 uses an export from a test tenant.
[bookmark: _Toc00001116]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 03 — Writing a Validation Kit Check: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can add a check to examples/validation-kit that the kit’s own tests accept: named after its ID, catalogued with its permission and role, tested on fixtures in both directions, read-only by construction, and honest about what it couldn’t read.
Audience. Developers and engineers who extend the kit, and ISSOs who want to know what a check’s result can and can’t be trusted to mean. You should read PowerShell and know Pester’s Describe and It.
The kit is the executable form of the Validate step at each gate of the implementation guide and the four track guides. Its README lists every check, its permission and its Learn page. Book 13, Chapter 07 explains why the program wants evidence a machine produced over a statement someone signed.
[bookmark: _Toc00001118]Why this check
Gate 3 of the implementation guide maps attributes through sync. Before a single AD user is synchronized into a tenant that already has cloud accounts, the sync engine has to decide which incoming object matches which cloud account. A soft match joins on the primary SMTP address, and on the UPN when soft match on UPN is turned on; a hard match joins on the source anchor against onPremisesImmutableId.1 2 Either one, left open, lets an AD object take over a cloud account. Microsoft advises keeping soft match blocked, and offers a feature to block cloud object takeover through hard match, and says to turn each off only while a matching procedure needs it and back on when it’s done.1 From July 1, 2026, Entra ID also blocks a hard match on its own when the target cloud account holds or is eligible for a privileged role or already has onPremisesObjectIdentifier set; soft match stays governed by the blocking feature alone.1
So the question is simple: are both blocks on, and if not, is there an approved window that says why? That makes a good first check. It also hides a lesson, which comes next.
[bookmark: _Toc00001119]The anatomy of a check
Every check has the same five parts. The table names them; the sections below build each one for VK-SYNC-02.
	Part
	Where
	What it does

	Catalog entry
	Private/Catalog.ps1
	ID, track, title, source, Graph permissions, delegated role, release stage, Learn pages; marks optional and preview checks

	Function
	Checks/<TRACK>.ps1
	Invoke-Vk<Track><NN>, named from the ID; wraps its body in Invoke-VkCheckBody

	Data read
	Get-VkData, Read-VkInputJson, Read-VkInputCsv
	One path for fixtures, Graph, Resource Graph, AD and input files; logs every read as evidence

	Rows and outcome
	ConvertTo-VkFinding, Get-VkOutcome, Get-VkNotApplicable
	Detail rows with one shape; status from the rows

	Tests and fixtures
	tests/fixtures/pass, tests/fixtures/fail, tests/powershell
	The check must pass clean data and fail planted problems with an exact count


The catalog entry, and the lesson in it
The README’s permissions table mirrors the catalog, and a test fails if any catalogued check is missing from it. The entry for VK-SYNC-02:
@{ Id = 'VK-SYNC-02'; Track = 'SYNC'; Title = 'Optional: soft match and hard match takeover not blocked outside an approved matching window'
    Source = 'Input (export), or Graph delegated'; GraphPermissions = @('OnPremDirectorySynchronization.Read.All')
    DelegatedRole = 'Global Administrator (the only role Learn lists; delegated only, no application permission)'; AzureRole = ''; Stage = 'v1.0'
    Optional = $true; Learn = @($VkLearn.OnPremSync, $VkLearn.MatchBlock) }
Here is the lesson. The read is GET /directory/onPremisesSynchronization. Its least-privileged permission is OnPremDirectorySynchronization.Read.All, which looks harmless. But Learn lists no application permission for it at all, and for delegated access says Global Administrator is the only supported role.3 A read-only check, run live, would need the most powerful role in the tenant.
The kit’s rule is that a check asks for the least privilege the question needs, and GET-only is necessary but not sufficient. So VK-SYNC-02 does three things differently from a typical check:
· It is optional. Optional = $true keeps it out of a default run, the same way the preview check VK-NPI-09 is kept out. It runs only when named with -CheckId.
· It prefers an export. A Global Administrator who is already signed in for other reasons saves the GET’s response to a file; the kit reads the file and never needs the role. The live Graph read is the fallback, not the plan.
· It says so. The catalog’s DelegatedRole names the role and the reason, so Get-VkCheckCatalog and the README tell an ISSO what running it live would require before anyone does.
Design guidance: when a read’s only supported role is a privileged one, make the check consume an export by default and record in the evidence which path it took. Don’t build a standing identity with that role so a check can run on a schedule.
The function
function Invoke-VkSync02 {
    [CmdletBinding()] param([Parameter(Mandatory)]$Context)
    Invoke-VkCheckBody 'VK-SYNC-02' $Context {
        param($Context)
        $export = Read-VkInputJson -Context $Context -Option 'OnPremSyncExportFile'
        if ($null -ne $export) {
            $items = @($export)
            if ($export.PSObject.Properties['value']) { $items = @($export.value) }
        } else {
            $items = @(Get-VkData -Context $Context -Name 'onPremisesSynchronization' -Uri $script:VkOnPremSyncUri)
        }
        $items = @($items | Where-Object { $null -ne $_ })
        if ($items.Count -eq 0) { return Get-VkNotApplicable 'The tenant has no on-premises directory synchronization object' }
        # ... rows, below ...
    }
}
Invoke-VkCheckBody does the work every check needs and none should repeat: it looks up the catalog entry, clears the query log, runs the body, catches any exception and turns it into Status = 'Error', and wraps the outcome with the evidence block (mode, source, every query with its time, permissions, role, stage, as-of and collection time). Because of that wrapper, a read that throws can never come back as Pass. Don’t catch exceptions inside the body to make a check “more robust”; that is how a check passes while blind.
Get-VkData is the only way a check reads tenant data. In fixture mode it reads <fixture folder>\onPremisesSynchronization.json; live, it calls Invoke-VkGraphGet with the URI. Both are logged the same way, so the evidence shows fixture:onPremisesSynchronization.json <= /v1.0/directory/onPremisesSynchronization in a fixture run and the URI in a live one. The export is read by Read-VkInputJson, which logs it as Input. A reviewer can tell from the evidence alone which of the three paths a result came from.
Rows and outcome
$until = "$($Context.Options['MatchWindowOpenUntil'])".Trim()
$windowOpen = $false
if ($until) { $windowOpen = (ConvertTo-VkUtc $until).UtcDateTime.Date -ge $Context.AsOf.UtcDateTime.Date }
$severity = if ($windowOpen) { 'Warn' } else { 'Finding' }
foreach ($o in $items) {
    $f = Get-VkValue $o 'features'
    if ((Get-VkValue $f 'blockSoftMatchEnabled' $false) -ne $true) {
        ConvertTo-VkFinding -Severity $severity -Object 'onPremisesSynchronization' -ObjectId "$($o.id)" `
            -Issue 'Soft match is not blocked' -Data ([ordered]@{ Feature = 'blockSoftMatchEnabled'; Value = 'false' })
    }
    # the same for blockCloudObjectTakeoverThroughHardMatchEnabled, and an Info row for softMatchOnUpnEnabled
}
Get-VkOutcome -Rows @($rows) -Message $msg
Three severities, three meanings. A Finding fails the check. A Warn needs a person to look but isn’t a failure: here, a block that is off inside an approved matching window, which MatchWindowOpenUntil records as the window’s last day. The day after, the same state is a Finding again, without anyone editing anything. An Info row gives context and isn’t counted: soft match on UPN, which Microsoft’s Entra PowerShell documentation says can’t be turned off once it’s enabled.2 Get-VkOutcome derives the status from the rows (Fail if any Finding, else Warn if any Warn, else Pass), and the count is Findings plus Warns.
A missing value is read as off. Get-VkValue $f 'blockSoftMatchEnabled' $false returns $false when the property is absent, so a response shape the kit doesn’t expect produces a Finding, not a silent Pass. Design guidance: default every “is the control on” read to the unsafe answer.
NotApplicable is for a tenant with nothing to check, here no synchronization object at all, and for a missing input. It is never used for a failed read.
Fixtures and tests
The fixtures are a fictional tenant, contoso.example, in two states. tests/fixtures/pass/onPremisesSynchronization.json has both blocks on; tests/fixtures/fail/onPremisesSynchronization.json has both off, and soft match on UPN on. Each is the shape Learn’s example response shows, cut to the properties the check reads plus one it doesn’t, so a test would catch a check that reads the wrong one.3
Adding the check to the table-driven test in Checks.Tests.ps1 is one line:
@{ Id = 'VK-SYNC-02'; FailStatus = 'Fail'; FailCount = 2 }
That line buys four tests: the pass fixture gives Pass with a count of 0; the fail fixture gives Fail with exactly 2 rows that aren’t Info; the result has the full shape with evidence; every detail row has the same columns. Then a Describe block for what is particular to this check:
· it isn’t selected by default, and its catalog entry names Global Administrator;
· soft match on UPN is an Info row, not a finding;
· inside an open window the status is Warn and the message names the date; the day after, it’s Fail;
· an export in -InputPath is read instead of Graph, and the evidence shows Input;
· a tenant with no synchronization object is NotApplicable.
The catalog test that lists every check ID in order also gains VK-SYNC-02, and the README gains its row. With those, the kit’s suite was 274 tests on PowerShell 7, all passing. Six more came with the tenant ID in the run manifest (below), for 280 when the check was added. The kit has more tests since: the captured run in this edition’s Lab 1 reports 297 passed, and step 6 prints the count for your copy.
The safety tests
Safety.Tests.ps1 parses every script in the kit and fails the build on any state-changing command: write verbs, Invoke-RestMethod, Invoke-WebRequest, native programs, file redirection, and more. Every Invoke-MgGraphRequest must carry a literal -Method GET, with one exception pinned by a test to one function: the beta evaluateDynamicMembership action that VK-DG-03 uses, which evaluates a rule and changes nothing. Graph beta paths are limited to a declared list. A nextLink that points at a host other than the cloud’s own Graph host is refused, so a token never leaves.
VK-SYNC-02 passes those tests without any change to them, because it reads only through Get-VkData and Read-VkInputJson. That’s the point of the single data path: a new check inherits the safety properties instead of re-proving them. If your check seems to need its own HTTP call, it doesn’t; add what it needs to the data path, where the safety tests already look.
The remediation is a write, so it stays out of the kit. Learn’s command to block soft match is:1
Connect-MgGraph -Scopes "OnPremDirectorySynchronization.ReadWrite.All"
$OnPremSync = Get-MgDirectoryOnPremiseSynchronization
$OnPremSync.Features.BlockSoftMatchEnabled = $true
Update-MgDirectoryOnPremiseSynchronization -OnPremisesDirectorySynchronizationId $OnPremSync.Id -Features $OnPremSync.Features
and the same with BlockCloudObjectTakeoverThroughHardMatchEnabled for hard match. The Entra PowerShell equivalent is Set-EntraDirSyncFeature -Features 'BlockSoftMatch' -Enable $true, which Learn says needs Global Administrator.2 Put these in the change record that the finding opens, run by the identity team under change control, never in the check.
[bookmark: _Toc00001120]Illustrative code
The commands below run the kit as published in the repository. It is tested against fixtures, not against a production tenant. Review it, sign the module, and run it in a test tenant first.
[bookmark: _Toc00001121]Lab 1: fixtures, no tenant
You need PowerShell 7 and Pester 5.5 or later. Nothing here signs in.
Every command in Lab 1
Every command in this lab, in order. Each step below says what it does and what to look for.
# Step 1
cd examples/validation-kit
Import-Module ./powershell/ValidationKit -Force
$r = Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-10-30)
$r | Select-Object CheckId, Status, Count
$r.Details | Format-Table Severity, Issue
$r.Evidence.Queries | Format-Table Source, Query

# Step 2
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-10-30 -Option @{ MatchWindowOpenUntil = '2026-10-31' })).Status
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-11-01 -Option @{ MatchWindowOpenUntil = '2026-10-31' })).Status

# Step 3
New-Item -ItemType Directory -Force -Path ./inputs | Out-Null
Set-Content -Path ./inputs/onprem-sync-export.json -Value '{"value":[{"id":"x","features":{"blockSoftMatchEnabled":true,"blockCloudObjectTakeoverThroughHardMatchEnabled":false}}]}'
$r = Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -InputPath ./inputs -AsOf 2026-10-30)
$r | Select-Object CheckId, Status, Count
$r.Evidence.Queries | Format-Table Source, Query

# Step 4
Get-VkRequiredScope -Checks (Get-VkCheckCatalog -CheckId VK-SYNC-02)
(Get-VkCheckCatalog -CheckId VK-SYNC-02).DelegatedRole

# Step 5
(Get-VkCheckCatalog).Id -contains 'VK-SYNC-02'

# Step 6
pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"

# Step 7
$f = './powershell/ValidationKit/Checks/SYNC.ps1'
(Get-Content -Raw $f).Replace("Name = 'blockSoftMatchEnabled'", "Name = 'blockSoftMatch'") | Set-Content -NoNewline $f
Import-Module ./powershell/ValidationKit -Force
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-10-30)).Status
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/pass -AsOf 2026-10-30)).Status

# Step 7
(Get-Content -Raw $f).Replace("Name = 'blockSoftMatch'", "Name = 'blockSoftMatchEnabled'") | Set-Content -NoNewline $f
Import-Module ./powershell/ValidationKit -Force
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/pass -AsOf 2026-10-30)).Status
1. Run the new check against the fail fixture:
· cd examples/validation-kit
Import-Module ./powershell/ValidationKit -Force
$r = Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-10-30)
$r | Select-Object CheckId, Status, Count
$r.Details | Format-Table Severity, Issue
$r.Evidence.Queries | Format-Table Source, Query
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Expect Fail, a count of 2, two Finding rows and one Info row, and one query logged as Graph (fixture).
1. Open the matching window until 2026-10-31 and run again, then run on the day after the window closes:
· (Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-10-30 -Option @{ MatchWindowOpenUntil = '2026-10-31' })).Status
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-11-01 -Option @{ MatchWindowOpenUntil = '2026-10-31' })).Status
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The status is Warn, then Fail again.
1. Feed it an export. The first two commands make a folder, inputs, with an onprem-sync-export.json that blocks soft match but not hard-match takeover; the run passes the folder as -InputPath:
· New-Item -ItemType Directory -Force -Path ./inputs | Out-Null
Set-Content -Path ./inputs/onprem-sync-export.json -Value '{"value":[{"id":"x","features":{"blockSoftMatchEnabled":true,"blockCloudObjectTakeoverThroughHardMatchEnabled":false}}]}'
$r = Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -InputPath ./inputs -AsOf 2026-10-30)
$r | Select-Object CheckId, Status, Count
$r.Evidence.Queries | Format-Table Source, Query
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· One Finding, and the evidence shows Input.
1. See what a live run would ask for:
· Get-VkRequiredScope -Checks (Get-VkCheckCatalog -CheckId VK-SYNC-02)
(Get-VkCheckCatalog -CheckId VK-SYNC-02).DelegatedRole
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The first prints OnPremDirectorySynchronization.Read.All, and the second names the role.
1. Confirm it isn’t in a default run:
· (Get-VkCheckCatalog).Id -contains 'VK-SYNC-02'
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It prints False.
1. Run the whole kit’s tests:
· pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Make it fail for the right reason. The first two commands change your copy of the check to read blockSoftMatch (a property that doesn’t exist); the next three reload the module and run the fail and pass fixtures:
· $f = './powershell/ValidationKit/Checks/SYNC.ps1'
(Get-Content -Raw $f).Replace("Name = 'blockSoftMatchEnabled'", "Name = 'blockSoftMatch'") | Set-Content -NoNewline $f
Import-Module ./powershell/ValidationKit -Force
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf 2026-10-30)).Status
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/pass -AsOf 2026-10-30)).Status
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The fail fixture still fails, but the pass fixture now fails too, because the missing value reads as off. That is the default-to-unsafe rule doing its job. Put it back, reload the module, and the pass fixture passes again:
· (Get-Content -Raw $f).Replace("Name = 'blockSoftMatch'", "Name = 'blockSoftMatchEnabled'") | Set-Content -NoNewline $f
Import-Module ./powershell/ValidationKit -Force
(Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath ./tests/fixtures/pass -AsOf 2026-10-30)).Status
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/03-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: every test passes, and you’ve seen the check’s Pass, Fail and Warn outcomes. The tests cover the fourth, NotApplicable, for a tenant with no synchronization object.
[bookmark: _Toc00001122]Lab 2: test tenant
Use a test tenant that has Microsoft Entra Connect or Cloud Sync configured. The export is the only step that needs Global Administrator; nothing in the kit runs with that role. Work in examples/validation-kit.
Every command in Lab 2
Every command in this lab, in order, from examples/validation-kit. Each step below says what it does and what to look for.
# Step 1: Export
Connect-MgGraph -Scopes 'OnPremDirectorySynchronization.Read.All' -Environment Global   # USGov for GCC High
Invoke-MgGraphRequest -Method GET -Uri '/v1.0/directory/onPremisesSynchronization' |
    ConvertTo-Json -Depth 10 | Set-Content -Path ./inputs/onprem-sync-export.json
Disconnect-MgGraph

# Step 2: Run the check on the export
./Invoke-ValidationKit.ps1 -OutputPath ./out -CheckId VK-SYNC-02 -InputPath ./inputs -SkipConnect

# Step 3: Compare with the source
(Get-Content -Raw ./inputs/onprem-sync-export.json | ConvertFrom-Json).value.features

# Step 4: Back it out
Remove-Item ./inputs/onprem-sync-export.json
1. Export. A Global Administrator of the test tenant signs in and saves the response:
· Connect-MgGraph -Scopes 'OnPremDirectorySynchronization.Read.All' -Environment Global   # USGov for GCC High
Invoke-MgGraphRequest -Method GET -Uri '/v1.0/directory/onPremisesSynchronization' |
    ConvertTo-Json -Depth 10 | Set-Content -Path ./inputs/onprem-sync-export.json
Disconnect-MgGraph
· Read the file before handing it over. It holds tenant configuration and no personal data.
1. Run the check on the export as any user, without signing in:
· ./Invoke-ValidationKit.ps1 -OutputPath ./out -CheckId VK-SYNC-02 -InputPath ./inputs -SkipConnect
· -SkipConnect stops the runner from signing in to Graph for a live run. Because the export is present, the check doesn’t call Graph; the evidence in Results/ValidationResults.json shows Input.
1. Compare with the source. Print the features block in the export itself and check the result against it, line by line:
· (Get-Content -Raw ./inputs/onprem-sync-export.json | ConvertFrom-Json).value.features
· If a property the check reads is missing or named differently, the response shape differs from Learn’s example; fix the fixture and the check together.
1. Back it out. Delete the export when the run’s evidence is stored; it isn’t evidence by itself, the run’s manifest is:
· Remove-Item ./inputs/onprem-sync-export.json
· The manifest, ValidationManifest.json, records the cloud and the tenant the run read: TenantId comes from the Graph session, which takes it from the token’s tid claim, and a session in another tenant than the -TenantId you gave stops the run before it writes anything. Chapter 09’s comparator refuses to compare two runs of different tenants.
[bookmark: _Toc00001123]Verified facts

	Call
	Endpoint
	Least-privileged permission
	Role
	US Government clouds
	Stage

	Read sync features
	GET /directory/onPremisesSynchronization
	OnPremDirectorySynchronization.Read.All, delegated only; no application permission3
	Global Administrator, the only supported role3
	Global, US Government L4 and L53
	v1.0

	Block soft or hard match (remediation, not in the kit)
	Update-MgDirectoryOnPremiseSynchronization with BlockSoftMatchEnabled or BlockCloudObjectTakeoverThroughHardMatchEnabled
	OnPremDirectorySynchronization.ReadWrite.All1
	Global Administrator (Entra PowerShell)2
	as above
	v1.0

	Rule evaluation (VK-DG-03, the kit’s one POST)
	POST /groups/{id}/evaluateDynamicMembership, POST /groups/evaluateDynamicMembership
	Group.Read.All and User.Read.All (or Device.Read.All), delegated only4
	—
	Global, US Government L4 and L54
	beta

	Paging
	follow @odata.nextLink as an opaque URL until it is absent5
	—
	—
	—
	—

	Throttling
	on 429, wait Retry-After, then retry; back off exponentially if the header is missing6
	—
	—
	—
	—

	Graph host per cloud
	graph.microsoft.com (worldwide and Microsoft 365 GCC), graph.microsoft.us (GCC High), dod-graph.microsoft.us (DoD)7
	—
	—
	—
	—



[bookmark: _Toc00001124]Federal requirements and evidence
A validation kit check is monitoring evidence only if it can’t change what it reads and can’t pass when it didn’t look. Each row names the file or command that proves it. Controls are from the Moderate baseline8; indicators are from FedRAMP’s list9. Which output supports which control is the program’s reading (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	The check fails on open soft and hard match, and logs every read it made (Lab 1, step 1: Status, Details, Evidence.Queries)
	CM-6; CA-7; AC-2: an AD object can’t take over a cloud account unnoticed
	KSI-MLA-EVC
	The run’s Results/ValidationResults.json

	An approved matching window is a warning only until its last day (step 2: Warn, then Fail)
	CM-6: deviations are approved and documented, with an end
	KSI-MLA-EVC
	The window date in the run’s options; the change record

	An export can stand in for a live read, and the evidence says which path it took (step 3: Input in Evidence.Queries)
	AC-6: no standing Global Administrator identity for a scheduled check; AU-3
	KSI-IAM-ELP
	The run’s evidence block

	The privileged role a live read would need is stated before anyone runs it, and the check is out of a default run (steps 4 and 5: Get-VkRequiredScope, DelegatedRole, False)
	AC-6
	KSI-IAM-ELP
	The kit’s catalog and README in the repository

	The kit passes its tests, including the safety tests that fail any state-changing command (step 6: Invoke-Pester, Safety.Tests.ps1)
	SA-11; CM-7 (Least Functionality): the kit can only read
	KSI-CMT-VTD
	The repository’s test results

	A misread property fails the pass fixture, because a missing value reads as off (step 7)
	SA-11
	KSI-CMT-VTD
	The test results

	The privileged read happens once, by a named administrator, into a file (Lab 2, step 1: inputs/onprem-sync-export.json)
	AC-6
	KSI-IAM-ELP
	The Entra sign-in log; the export is deleted after the run

	The run writes results, details and a summary (Lab 2, step 2: Results/ValidationResults.json and .csv, Details/VK-SYNC-02.csv, Summary/ValidationSummary.md)
	CA-7; CM-6
	KSI-MLA-EVC
	The evidence store

	Every file of the run has a SHA-256, and the run records its cloud, tenant and read-only mode (Lab 2: ValidationManifest.json)
	SI-7 (Software, Firmware, and Information Integrity); AU-3
	KSI-SVC-VRI, Validating Resource Integrity
	The evidence store; Chapter 09 refuses an edited run

	The result matches the source line by line (Lab 2, step 3)
	SA-11
	KSI-CMT-VTD
	The test record

	The remediation is a write made under change control, never by the check
	CM-3; CM-5 (Access Restrictions for Change)
	KSI-CMT-LMC
	The change record the finding opens

	Microsoft Entra ID and Microsoft Graph run on cloud services with FedRAMP Marketplace listings10
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
[bookmark: _Toc00001125]Dangers
	Danger
	What happens
	The guard

	A read-only check that needs a privileged role
	Someone creates a standing Global Administrator identity so a check can run on a schedule
	The check is optional, prefers an export, and names the role in its catalog entry

	A failed read reported as Pass
	A tenant the kit couldn’t see looks compliant
	Invoke-VkCheckBody turns any exception into Error; don’t catch inside the body

	A missing property read as “on”
	A response-shape change hides an open control
	Read every control with the unsafe default

	A check with its own HTTP call
	A write slips past review, or a token goes to the wrong host
	One data path; the safety tests parse the kit and fail on anything else

	A fixture that matches the code, not the service
	Tests pass while the live shape differs
	Fixtures copy Learn’s example response shape; Lab 2 compares with the tenant

	A Warn that never ends
	An approved window becomes permanent
	MatchWindowOpenUntil is a date; the day after, it’s a Finding

	A check missing from the README
	The permission table lies to the ISSO
	A test fails when a catalogued check has no README row


[bookmark: _Toc00001126]Checklist
· The check ID, function name and track agree (VK-SYNC-02, Invoke-VkSync02, SYNC).
· The catalog entry names the least-privileged permission and the delegated role from the Learn page, and links that page.
· A check whose read needs a privileged role is optional and reads an export by default.
· The body reads only through Get-VkData, Read-VkInputJson or Read-VkInputCsv.
· No try/catch in the body hides a failed read.
· Every control is read with the unsafe default.
· Pass and fail fixtures exist, in Learn’s response shape, and the table-driven test has the exact fail count.
· Tests cover each status the check can return.
· The README’s permission table, notes and gate map include the check.
· The safety tests pass unchanged.
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1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-11-01T05:02:56Z (accessed Nov 2, 2026): MSO365MT, Microsoft 365 Government Community Cloud & Supporting Services, FedRAMP Certified, Class C, Moderate; FR1824057433, Microsoft 365 Government Community Cloud-High, FedRAMP Certified, Class D, High; F1209051525, Azure Commercial Cloud, FedRAMP Certified, Class D, High; F1603087869, Azure Government (includes Dynamics 365), FedRAMP Certified, Class D, High.
[bookmark: _Toc00001128]Chapter 04 — Dynamic Rules as Code
A dynamic rule is access policy written as a one-line expression. Treat it as code: review it, test it against people you can name, see whom a change adds and removes before it ships, and know how to stop the engine safely when one goes wrong.
[bookmark: _Toc00001129]In this chapter
The rules that place people and devices in dynamic membership groups, which the Attribute-Driven Migration uses for access, licensing and policy. You keep the rules in Git, one file per group, and check every change with code: a linter for the guards Book 03 requires, membership tests against a fictional population, and a shadow diff. For incidents, you start from Learn’s own pause and resume samples, which the repository keeps as a pinned copy, run them against a fake tenant, and add the record they leave out. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001130]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 04 — Dynamic Rules as Code: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can write a dynamic rule as a reviewed file with tests, explain every finding the linter raises, show whom a rule change adds and removes before it reaches the tenant, and pause and resume dynamic processing in an incident without turning on anything that was off on purpose. For each rule in the code you can say whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers and identity engineers who own the group library, and the reviewers who approve rule changes. You should be comfortable in PowerShell 7. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001132]Where the rules sit
In the migration, a person’s access follows their HR record: HR attributes land in coded slots (extensionAttribute10 for organization, 11 for worker type, 12 for position category), and dynamic membership rules read those slots (Book 03, Chapter 10). Every rule that grants access ANDs two guards at the top: (user.accountEnabled -eq true) and (user.userType -eq "Member"). The validation kit already reads the rules live in a tenant (VK-DG-01 to VK-DG-07, Chapter 03). This chapter moves the same checks earlier, into the pull request that changes a rule.
What Learn says about the engine sets the stakes:
· A rule is <property> <operator> <value> expressions joined with -and, -or and -not. Comparisons bind tightest, then -not, then -and, then -or. The body can’t exceed 3,072 characters.1
· String and regex comparisons aren’t case sensitive; property names are.1 fin-led matches "FIN-LED", so the HR side has to keep codes clean.
· A tenant can have at most 15,000 dynamic membership groups.1 Each unique user in a dynamic group needs a Microsoft Entra ID P1 license.1
· Processing is sequential per tenant. Changes are usually applied within a few hours but can take more than 24, and -match, -contains and memberOf slow it down.2
· memberOf is a preview that ends on November 3, 2026. After that date, groups that use it stop updating and stay in their last state. It is available only in the public cloud.3
· An agent’s user account is a user to the engine and is included by user rules unless the rule excludes it.1 Learn doesn’t yet name the property to exclude it with, so the guards in this chapter can’t include that clause (see the book index).
[bookmark: _Toc00001133]Start with Learn’s samples
What Learn gives you
For writing rules, Learn gives you its syntax page, with a table of properties and operators and an example for each,1 and a page on writing efficient rules.4 There is no Microsoft sample library of rules or rule tests. Microsoft’s own testing tool is Graph’s evaluateDynamicMembership action, which is beta and delegated only.5
For running the engine, Learn publishes five PowerShell samples for an incident: when a rule change or a mass update starts moving members you didn’t intend, pause processing, then resume it in order.6
	Sample
	What it does

	Pause all
	Pauses every dynamic group and dynamic administrative unit that is On7

	Pause specific
	Pauses the IDs you type8

	Pause all except
	Pauses everything that is On except the IDs you type9

	Resume specific critical
	Resumes the IDs you type; run it first10

	Resume noncritical
	Resumes up to 100 paused groups and 100 paused administrative units per run, after the critical ones11


Each script runs in two phases (groups, then administrative units), asks for yes before each, asks for the cloud, and requests only the scopes for the phases you choose: Group.ReadWrite.All with Groups Administrator, AdministrativeUnit.ReadWrite.All with Privileged Role Administrator.6
The pinned copy
The scripts live only inside Learn’s pages, so the repository pins the pages themselves: the overview and the five sample pages, from MicrosoftDocs/entra-docs at commit 07cb73d (October 30, 2026), unmodified, with the repository’s MIT code license.12 snapshot.json records each file’s SHA-256 and a unit test checks them. The weekly source watch reports new commits to the sample pages. Updating the copy is a reviewed pull request, as in Chapter 01.
tests/LearnSampleHarness.ps1 extracts each script from its pinned page at test time and runs it, unmodified, against a fake tenant. Only the commands it calls outside itself are replaced: the prompts, the screen output, Start-Sleep, and the four Graph PowerShell cmdlets it uses.
What they leave to you
Running the five samples against the fake tenant shows what they do well and what they leave to you. Each row is pinned by a test in tests/LearnSamples.Tests.ps1.
	Learn’s samples, run as published
	Why it matters
	What examples/dynamic-rules adds

	Pause all skips a group that is already paused, pauses the rest, and signs in to the cloud chosen with only the scopes needed
	—
	Kept as the model: the same cloud hosts and the same two phases

	Pause all records nothing about what it paused
	Afterwards, nobody can tell which groups the incident paused and which were paused before it
	New-DrPauseManifest records every collection’s state before anything changes; Invoke-DrPause records what it paused

	Resume noncritical turns on every paused group, including one that was paused on purpose before the incident
	A group held for review, or frozen while its rule was being fixed, starts moving members again
	Invoke-DrResume resumes only collections this manifest paused, and refuses any other ID

	An answer the cloud prompt doesn’t recognize, such as GCCHigh, selects the worldwide endpoint
	In a GCC High or DoD tenant, the run signs in to the wrong cloud
	Get-DrGraphEndpoint refuses a cloud name it doesn’t know

	Nothing in the resume scripts enforces a wait
	Learn asks for one: 12 hours on the samples page,6 at least 24 in its processing guidance2
	Noncritical resumes wait 24 hours after the pause by default, the stricter of the two

	A throttled request is retried once, then counted as failed
	In a large tenant some collections stay unpaused; the summary shows the count
	The manifest lists every collection, so a second pause run picks up the rest

	Interactive only
	Fine at 2 a.m. by hand; not testable, not repeatable
	-Apply to act and a dry run without it; the Graph call is a script block, so the tests use a fake tenant


The verdict. Use Learn’s samples as the model for the incident path, and keep them pinned for comparison. The program’s runbook uses the manifest-based functions, because during recovery the questions are “what did we pause?” and “what was already off?”, and the samples can’t answer them.
[bookmark: _Toc00001134]The code: what examples/dynamic-rules adds
examples/dynamic-rules is one PowerShell module, one check script, the rule library and two test files.
One file per group
Each group is a JSON file in rules/:
{
  "displayName": "FIN-LED everyone but contractors",
  "kind": "user",
  "owner": "FIN-LED access owner",
  "critical": false,
  "membershipRule": "(user.accountEnabled -eq true) -and (user.userType -eq \"Member\") -and (user.extensionAttribute10 -eq \"FIN-LED\") -and (user.extensionAttribute11 -ne \"CTR\") -and (user.extensionAttribute11 -ne null)",
  "tests": [
    { "member": "u01", "expected": true },
    { "member": "u02", "expected": false },
    { "member": "u06", "expected": false }
  ]
}
The owner is the person who approves changes. critical marks the groups an incident responder resumes first. The tests name members of tests/fixtures/population.json, a fictional population built to exercise each guard: a disabled employee, a guest with a copied organization code, a worker with an empty worker-type slot, a lower-case code, a manager and their reports, and three devices. The six rules are Book 03’s patterns, with the guards in place.
Parse and evaluate offline
ConvertFrom-DrRule parses the grammar on Learn’s syntax page: the twelve comparison operators, written with or without the hyphen, -in lists, -any and -all over collections, null, system.now -plus, backtick-escaped quotation marks, the direct reports form, and Learn’s precedence.1 Learn’s own examples sometimes print an en dash for the hyphen (–eq), which the parser accepts. Test-DrMember evaluates a parsed rule against one fixture object, case-insensitively, as Learn says the engine compares.
The evaluator is for tests and reviews, and it isn’t the engine. It refuses memberOf and the date comparisons rather than guess. Lab 2 runs the same rules through Graph’s own evaluator for the same test users.
Lint
Test-DrRule applies eleven rules (DR-01 to DR-11; the README lists them). Two matter most. DR-03 and DR-04 require the guards to be ANDed at the top of the rule: a guard inside an -or protects nothing, and a regular expression over the rule text can’t tell the difference, which is why the linter works on the parsed tree. DR-10 notes that -ne or -notIn on a coded slot also admits someone whose slot is empty; add (… -ne null) if an empty slot must not qualify (design guidance).
Run against Book 03, Chapter 10’s own rule pattern table, the linter found three things. The Legal employer pattern had no userType guard, so a guest whose companyName matched would have qualified (DR-04);13 it now has the guard, fixed in the same change as this chapter. It still reads companyName, a display-name attribute (DR-05), because the row exists to show that case. The Exclusion pattern admitted a worker whose type slot was empty (DR-10). The owner decided that an empty worker type must not qualify, so the pattern now ends -and (user.extensionAttribute11 -ne null), as this library’s entry already did, and the linter finds nothing in it. The Direct reports pattern can’t carry guards at all, because Learn says that rule can’t be combined with any other, so the linter only notes it (DR-03, Info).1
The shadow diff
Compare-DrRule evaluates the current and proposed rule over the population and lists whom the change adds and removes. Invoke-DrLibraryCheck.ps1 is the pull request check: it lints every rule, runs every test, and for each rule file changed since -BaseRef, prints the adds and removes and writes them to out/check-results.json. The live equivalent, against real groups, is VK-DG-04.
The pause manifest
New-DrPauseManifest reads every dynamic group and dynamic administrative unit, with its processing state, through the same Graph calls Learn’s samples make, and returns a record: when, which cloud, why, and each collection’s state before. Invoke-DrPause pauses only what was On, minus any exceptions, and adds each ID it paused to the record. Invoke-DrResume -Ids resumes named critical collections at once. Without -Ids, it resumes the next batch, and only after the wait. It refuses any ID the record didn’t pause. Each function takes the Graph call as a script block: Invoke-MgGraphRequest in a tenant, a fake in the tests.
The tests
tests/DynamicRules.Tests.ps1 has 57 tests: the parser, the evaluator, the linter, the library, Book 03’s table, the shadow diff, and pause and resume against a fake Graph. tests/LearnSamples.Tests.ps1 has 13 tests that run Learn’s five scripts against the fake tenant. Neither needs a module, a tenant or a network.
[bookmark: _Toc00001135]Illustrative code
The commands below run Learn’s pinned samples and the example as published in the repository, against fixtures and a fake tenant. The evaluator follows Learn’s syntax page but isn’t the service. Review the code, and run Lab 2 in a test tenant, before it governs real groups.
[bookmark: _Toc00001136]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later and Pester 5. Work in examples/dynamic-rules.
Every command in Lab 1
Every command in this lab, in order, from examples/dynamic-rules. Each step below says what it does and what to look for.
# Step 1: Run Learn's samples against the fake tenant
. ./tests/LearnSampleHarness.ps1
$pages = '../third_party/dynamic-membership-samples/scripts'
$t = New-FakeTenant -Collections @(
    @{ id = '11111111-1111-1111-1111-111111111111'; displayName = 'FIN-LED all members'; kind = 'group'; state = 'On' },
    @{ id = '22222222-2222-2222-2222-222222222222'; displayName = 'Held for review'; kind = 'group'; state = 'Paused' })
$answers = 'yes', 'USGov', 'yes', 'yes', 'yes'   # run, cloud, groups phase, AU phase, confirm account
Invoke-LearnSample -Page "$pages/powershell-pause-all-dynamic-membership.md" -Tenant $t -Answers $answers | Out-Null
$t.Connected = $null
Invoke-LearnSample -Page "$pages/powershell-resume-noncritical-dynamic-membership.md" -Tenant $t -Answers $answers | Out-Null
$t.Collections.Values | Select-Object displayName, state

# Step 1: Run Learn's samples against the fake tenant
$t = New-FakeTenant -Collections @(
    @{ id = '11111111-1111-1111-1111-111111111111'; displayName = 'FIN-LED all members'; kind = 'group'; state = 'On' })
Invoke-LearnSample -Page "$pages/powershell-pause-all-dynamic-membership.md" -Tenant $t -Answers 'yes', 'GCCHigh', 'yes', 'yes', 'yes' | Out-Null
$t.Calls[0].Uri

# Step 2: Lint Book 03's rule table
Import-Module ./powershell/DynamicRules.psm1
Get-Content ./tests/fixtures/book03-patterns.json -Raw | ConvertFrom-Json |
    ForEach-Object { Test-DrRule -Rule $_.membershipRule -Kind $_.kind -Group $_.pattern } |
    Format-Table Severity, Rule, Group, Issue

# Step 3: Evaluate a rule against the population
$pop = Get-Content ./tests/fixtures/population.json -Raw | ConvertFrom-Json
Get-DrMembers -Population $pop -Rule '(user.accountEnabled -eq true) -and (user.userType -eq "Member") -and (user.extensionAttribute10 -eq "FIN-LED")'

# Step 4: Run the pull request check
pwsh ./powershell/Invoke-DrLibraryCheck.ps1 -BaseRef HEAD

# Step 5: Break a rule on purpose
$f = './rules/fin-led-not-contractors.json'
(Get-Content -Raw $f).Replace(' -and (user.extensionAttribute11 -ne null)', '') | Set-Content -NoNewline $f

# Step 5: Break a rule on purpose
pwsh ./powershell/Invoke-DrLibraryCheck.ps1 -BaseRef HEAD

# Step 5: Break a rule on purpose
(Get-Content -Raw $f).Replace('-ne \"CTR\")"', '-ne \"CTR\") -and (user.extensionAttribute11 -ne null)"') | Set-Content -NoNewline $f

# Step 6: Run the tests
Invoke-Pester ./tests
1. Run Learn’s samples against the fake tenant:
· . ./tests/LearnSampleHarness.ps1
$pages = '../third_party/dynamic-membership-samples/scripts'
$t = New-FakeTenant -Collections @(
    @{ id = '11111111-1111-1111-1111-111111111111'; displayName = 'FIN-LED all members'; kind = 'group'; state = 'On' },
    @{ id = '22222222-2222-2222-2222-222222222222'; displayName = 'Held for review'; kind = 'group'; state = 'Paused' })
$answers = 'yes', 'USGov', 'yes', 'yes', 'yes'   # run, cloud, groups phase, AU phase, confirm account
Invoke-LearnSample -Page "$pages/powershell-pause-all-dynamic-membership.md" -Tenant $t -Answers $answers | Out-Null
$t.Connected = $null
Invoke-LearnSample -Page "$pages/powershell-resume-noncritical-dynamic-membership.md" -Tenant $t -Answers $answers | Out-Null
$t.Collections.Values | Select-Object displayName, state
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Both groups end On. “Held for review” was paused before the incident, and the resume turned it on. Now run the pause on a fresh fake tenant with GCCHigh as the cloud answer, and read the first call’s address:
· $t = New-FakeTenant -Collections @(
    @{ id = '11111111-1111-1111-1111-111111111111'; displayName = 'FIN-LED all members'; kind = 'group'; state = 'On' })
Invoke-LearnSample -Page "$pages/powershell-pause-all-dynamic-membership.md" -Tenant $t -Answers 'yes', 'GCCHigh', 'yes', 'yes', 'yes' | Out-Null
$t.Calls[0].Uri
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It starts https://graph.microsoft.com/….
1. Lint Book 03’s rule table:
· Import-Module ./powershell/DynamicRules.psm1
Get-Content ./tests/fixtures/book03-patterns.json -Raw | ConvertFrom-Json |
    ForEach-Object { Test-DrRule -Rule $_.membershipRule -Kind $_.kind -Group $_.pattern } |
    Format-Table Severity, Rule, Group, Issue
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Two rows: DR-05 on Legal employer, and the DR-03 note on Direct reports. Exclusion, which now has the null guard, has none. A test checks that the fixture still matches Book 03’s table row for row.
1. Evaluate a rule against the population:
· $pop = Get-Content ./tests/fixtures/population.json -Raw | ConvertFrom-Json
Get-DrMembers -Population $pop -Rule '(user.accountEnabled -eq true) -and (user.userType -eq "Member") -and (user.extensionAttribute10 -eq "FIN-LED")'
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· u01, u02, u06, u08, u09. u04 (disabled) and u05 (guest) are out because of the guards. u08, whose code is fin-led in lower case, is in.
1. Run the pull request check:
· pwsh ./powershell/Invoke-DrLibraryCheck.ps1 -BaseRef HEAD
· Exit 0: six rules, no findings, no changed files.
1. Break a rule on purpose. This deletes -and (user.extensionAttribute11 -ne null) from rules/fin-led-not-contractors.json:
· $f = './rules/fin-led-not-contractors.json'
(Get-Content -Raw $f).Replace(' -and (user.extensionAttribute11 -ne null)', '') | Set-Content -NoNewline $f
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Run the check again:
· pwsh ./powershell/Invoke-DrLibraryCheck.ps1 -BaseRef HEAD
· Exit 2. The linter notes DR-10, the test for u06 fails (DR-11), and the shadow diff prints adds u06. Put the clause back:
· (Get-Content -Raw $f).Replace('-ne \"CTR\")"', '-ne \"CTR\") -and (user.extensionAttribute11 -ne null)"') | Set-Content -NoNewline $f
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run the tests:
· Invoke-Pester ./tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/04-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 70 tests passing, and each difference in the table above seen with your own eyes.
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Use a test tenant, never production, with fictional users whose slots match the population fixture. Work in examples/dynamic-rules. You’ll replace: <environment> (Global, USGov or USGovDoD, the tenant’s cloud for Connect-MgGraph), <cloud> (gcc, global, gcchigh or dod, the same cloud for the validation kit), and <object-id-u01> … <object-id-u07>, <object-id-d01> … <object-id-d03> (the object IDs of the test users and devices that stand for the population fixture’s members).
Every command in Lab 2
Every command in this lab, in order, from examples/dynamic-rules. Each step below says what it does and what to look for.
# Step 1: Sign in to the right cloud with the least you need
Connect-MgGraph -Scopes 'Group.ReadWrite.All', 'User.Read.All' -Environment <environment>
Import-Module ./powershell/DynamicRules.psm1

# Step 2: Create the groups from the library
$lib = Get-DrLibrary -Path ./rules
$groups = foreach ($r in $lib) {
    New-MgGroup -DisplayName $r.displayName -MailNickname $r.mailNickname -MailEnabled:$false -SecurityEnabled `
        -GroupTypes @('DynamicMembership') -MembershipRule $r.membershipRule -MembershipRuleProcessingState 'Paused'
}

# Step 3: Compare the offline evaluator with Graph's
$memberIds = @{ u01 = '<object-id-u01>'; u02 = '<object-id-u02>'; u03 = '<object-id-u03>'; u04 = '<object-id-u04>'
    u05 = '<object-id-u05>'; u06 = '<object-id-u06>'; u07 = '<object-id-u07>'
    d01 = '<object-id-d01>'; d02 = '<object-id-d02>'; d03 = '<object-id-d03>' }
foreach ($r in $lib) { foreach ($test in $r.tests) {
    $body = @{ memberId = $memberIds[$test.member]; membershipRule = $r.membershipRule } | ConvertTo-Json
    $got = (Invoke-MgGraphRequest -Method POST -Uri '/beta/groups/evaluateDynamicMembership' -Body $body -ContentType 'application/json').membershipRuleEvaluationResult
    if ($got -ne $test.expected) { "$($r.file) $($test.member): Graph says $got, expected $($test.expected)" }
} }

# Step 4: Turn processing on and shadow-diff live
foreach ($g in $groups) { Update-MgGroup -GroupId $g.Id -MembershipRuleProcessingState 'On' }

# Step 4: Turn processing on and shadow-diff live
$id = @{}; foreach ($g in $groups) { $id[$g.DisplayName] = $g.Id }
$current = $id[($lib | Where-Object file -EQ 'fin-led-all.json').displayName]
$proposed = $id[($lib | Where-Object file -EQ 'fin-led-employees.json').displayName]
New-Item -ItemType Directory -Force -Path ./inputs | Out-Null
'CurrentGroupId,ProposedGroupId', "$current,$proposed" | Set-Content ./inputs/shadow-pairs.csv
pwsh -File ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath ./out/vk -CheckId VK-DG-04 -InputPath ./inputs -Cloud <cloud>

# Step 5: Drill an incident
$invoke = { param($Method, $Uri, $Body, $Headers) Invoke-MgGraphRequest -Method $Method -Uri $Uri -Body $Body -Headers $Headers }
$m = New-DrPauseManifest -Invoke $invoke -Cloud <environment> -Reason 'Drill'
Invoke-DrPause -Manifest $m -Invoke $invoke            # dry run: what would pause
Invoke-DrPause -Manifest $m -Invoke $invoke -Apply
$criticalIds = @($groups | Where-Object { ($lib | Where-Object displayName -EQ $_.DisplayName).critical } | ForEach-Object Id)
Invoke-DrResume -Manifest $m -Invoke $invoke -Ids $criticalIds -Apply

# Step 5: Drill an incident
Invoke-DrResume -Manifest $m -Invoke $invoke -WaitHours 0 -Apply
$m | ConvertTo-Json -Depth 10 | Set-Content ./drill-manifest.json

# Step 6: Back it out
foreach ($g in $groups) { Remove-MgGroup -GroupId $g.Id }
Get-DrDynamicCollections -Invoke $invoke -Endpoint (Get-DrGraphEndpoint -Cloud <environment>) | Where-Object state_before -cne 'On' | Format-Table kind, displayName, state_before
1. Sign in to the right cloud with the least you need. Creating groups needs Group.ReadWrite.All delegated (or Group.Create for an application) with Groups Administrator.14 Reading test results with Graph’s evaluator needs only User.Read.All (or Device.Read.All) when you supply the rule. The action is beta and delegated only. It is listed for the global service, US Government L4 and L5.5
· Connect-MgGraph -Scopes 'Group.ReadWrite.All', 'User.Read.All' -Environment <environment>
Import-Module ./powershell/DynamicRules.psm1
1. Create the groups from the library. For each file, New-MgGroup with GroupTypes = @('DynamicMembership'), MembershipRule from the file and MembershipRuleProcessingState = 'Paused':
· $lib = Get-DrLibrary -Path ./rules
$groups = foreach ($r in $lib) {
    New-MgGroup -DisplayName $r.displayName -MailNickname $r.mailNickname -MailEnabled:$false -SecurityEnabled `
        -GroupTypes @('DynamicMembership') -MembershipRule $r.membershipRule -MembershipRuleProcessingState 'Paused'
}
· Paused groups can be compared before they move anyone.
1. Compare the offline evaluator with Graph’s. For each test in each file, call POST /beta/groups/evaluateDynamicMembership with the test user’s object ID and the rule, and compare membershipRuleEvaluationResult with expected.5 The loop prints only the tests where the two disagree:
· $memberIds = @{ u01 = '<object-id-u01>'; u02 = '<object-id-u02>'; u03 = '<object-id-u03>'; u04 = '<object-id-u04>'
    u05 = '<object-id-u05>'; u06 = '<object-id-u06>'; u07 = '<object-id-u07>'
    d01 = '<object-id-d01>'; d02 = '<object-id-d02>'; d03 = '<object-id-d03>' }
foreach ($r in $lib) { foreach ($test in $r.tests) {
    $body = @{ memberId = $memberIds[$test.member]; membershipRule = $r.membershipRule } | ConvertTo-Json
    $got = (Invoke-MgGraphRequest -Method POST -Uri '/beta/groups/evaluateDynamicMembership' -Body $body -ContentType 'application/json').membershipRuleEvaluationResult
    if ($got -ne $test.expected) { "$($r.file) $($test.member): Graph says $got, expected $($test.expected)" }
} }
· The validation kit’s VK-DG-03 does this from a rule-tests.json file. Any difference between the two evaluators is a finding against the offline one: record the rule and the user.
1. Turn processing on and shadow-diff live. Set each group On:
· foreach ($g in $groups) { Update-MgGroup -GroupId $g.Id -MembershipRuleProcessingState 'On' }
· Wait for Update complete on the group’s overview page,15 then run VK-DG-04 with a pair of groups whose rules differ by one clause. The commands write the groups from fin-led-all.json and fin-led-employees.json (whose rule adds one clause) as the pair in inputs/shadow-pairs.csv, and run the check in its own session:
· $id = @{}; foreach ($g in $groups) { $id[$g.DisplayName] = $g.Id }
$current = $id[($lib | Where-Object file -EQ 'fin-led-all.json').displayName]
$proposed = $id[($lib | Where-Object file -EQ 'fin-led-employees.json').displayName]
New-Item -ItemType Directory -Force -Path ./inputs | Out-Null
'CurrentGroupId,ProposedGroupId', "$current,$proposed" | Set-Content ./inputs/shadow-pairs.csv
pwsh -File ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath ./out/vk -CheckId VK-DG-04 -InputPath ./inputs -Cloud <cloud>
1. Drill an incident. Build the Graph script block, then take the record, pause, and resume:
· $invoke = { param($Method, $Uri, $Body, $Headers) Invoke-MgGraphRequest -Method $Method -Uri $Uri -Body $Body -Headers $Headers }
$m = New-DrPauseManifest -Invoke $invoke -Cloud <environment> -Reason 'Drill'
Invoke-DrPause -Manifest $m -Invoke $invoke            # dry run: what would pause
Invoke-DrPause -Manifest $m -Invoke $invoke -Apply
$criticalIds = @($groups | Where-Object { ($lib | Where-Object displayName -EQ $_.DisplayName).critical } | ForEach-Object Id)
Invoke-DrResume -Manifest $m -Invoke $invoke -Ids $criticalIds -Apply
· $criticalIds holds the object IDs of the groups whose library files say critical. Save $m as JSON with the incident record. In a drill, resume the rest with -WaitHours 0 and say so in the record; in a real incident, keep the default:
· Invoke-DrResume -Manifest $m -Invoke $invoke -WaitHours 0 -Apply
$m | ConvertTo-Json -Depth 10 | Set-Content ./drill-manifest.json
1. Back it out. Delete the test groups. Then list every dynamic group and administrative unit in the tenant that isn’t On, and confirm that none is paused unless the record says it was paused before:
· foreach ($g in $groups) { Remove-MgGroup -GroupId $g.Id }
Get-DrDynamicCollections -Invoke $invoke -Endpoint (Get-DrGraphEndpoint -Cloud <environment>) | Where-Object state_before -cne 'On' | Format-Table kind, displayName, state_before
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	Item
	Value
	Source

	Rule length
	At most 3,072 characters
	1

	Case
	String and regex operations aren’t case sensitive; property names are
	1

	Operator precedence
	Comparisons, then -not, -and, -or
	1

	Extension attributes
	extensionAttribute1 to 15 as string properties; multi-value extension properties aren’t supported
	1

	Direct reports
	Can’t be combined with other rules; adds the manager too
	1

	Dynamic groups per tenant
	15,000
	1

	License
	Microsoft Entra ID P1 for each unique user in a dynamic group
	1

	Processing time
	Usually within a few hours; can exceed 24; Match, Contains and memberOf slow it
	2

	memberOf
	Preview ending November 3, 2026; then stops updating; public cloud only; 500 per tenant
	3

	Evaluate a rule
	POST /beta/groups/evaluateDynamicMembership; delegated only; User.Read.All or Device.Read.All with a rule, plus Group.Read.All with a group ID; global, US Government L4 and L5
	5

	Pause and resume
	membershipRuleProcessingState On or Paused; Groups Administrator for groups, Privileged Role Administrator for administrative units
	6 16

	Waiting before resuming
	At least 12 hours (samples page) or at least 24 hours (processing guidance)
	6 2

	Create a dynamic group
	Group.ReadWrite.All delegated, Group.Create application
	14

	Agents’ user accounts
	Included by user rules unless excluded; the property to exclude them isn’t documented
	1


One thing Learn states differently on two pages, recorded so a later edit doesn’t loosen the code: the samples page says to resume noncritical collections after at least 12 hours, and the processing guidance says to wait a minimum of 24 hours and check the audit logs first. The code defaults to 24. Separately, the rules page says a condition can exclude agents’ user accounts but names no property; the code doesn’t invent one.
[bookmark: _Toc00001139]Federal requirements and evidence
A dynamic rule is access policy, so a rule change is a configuration change and its review is the evidence. Each row names the file or command that proves it. Controls are from the Moderate baseline17; indicators are from FedRAMP’s list18. Which output supports which control is the program’s reading (design guidance). OMB M-22-09 notes that many federal authorization models rely on static, predefined roles,19 which attribute-based rules replace.
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s samples run unchanged: a resume turns on a group paused on purpose, and an unknown cloud answer signs in to the worldwide host (Lab 1, step 1)
	SA-11; SR-3
	KSI-SCR-MIT; KSI-CMT-VTD
	The repository: snapshot.json and LearnSamples.Tests.ps1

	Book 03’s rule patterns are linted on the parsed rule (step 2: DR-05 and the DR-03 note)
	CM-3(2) (Testing, Validation, and Documentation of Changes)
	KSI-CMT-VTD
	The test results

	The guards keep disabled accounts and guests out (step 3: Get-DrMembers)
	AC-2; AC-3
	KSI-IAM-ELP
	The rule library and fixture in the repository

	Every rule passes its tests, and each changed rule’s adds and removes are listed (step 4: out/check-results.json, exit 0)
	CM-3; CM-4 (Impact Analyses)
	KSI-CMT-VTD; KSI-CMT-LMC
	The pull request; the evidence package of Chapter 09

	A broken rule fails the check and shows whom it would add (step 5: exit 2, adds u06)
	CM-4; CM-3(2)
	KSI-CMT-VTD
	The pull request’s check run

	The parser, linter, evaluator and pause code pass (step 6: 70 tests)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	The session asks for only what creating groups and evaluating rules need (Lab 2, step 1: Group.ReadWrite.All, User.Read.All)
	AC-6
	KSI-IAM-ELP
	The Entra sign-in and audit logs

	Groups are created from the reviewed library, paused (Lab 2, step 2: New-MgGroup ... -MembershipRuleProcessingState 'Paused')
	CM-3: only approved changes are implemented; CM-2
	KSI-CMT-RMV, Redeploying vs Modifying
	The library commit; the Entra audit log

	The offline evaluator agrees with Graph’s for every test (Lab 2, step 3: the loop prints disagreements)
	CM-4(2) (Verification of Controls); SA-11
	KSI-CMT-VTD
	The test record; a disagreement is a finding

	A one-clause change is shadow-diffed live (Lab 2, step 4: VK-DG-04, out/vk)
	CM-4(2); CA-7
	KSI-MLA-EVC
	The evidence store

	The incident pause records each collection’s state first, and the resume touches only what it paused (Lab 2, step 5: drill-manifest.json)
	CM-3: the change and its reversal are recorded
	KSI-CMT-LMC
	The incident or drill record

	Nothing is left paused that the record didn’t pause before (Lab 2, step 6: Get-DrDynamicCollections)
	CM-4(2)
	KSI-CMT-VTD
	The drill record

	Microsoft Entra ID and Microsoft Graph run on cloud services with FedRAMP Marketplace listings20
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
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	Danger
	What happens
	The guard

	A guard inside an -or
	Disabled accounts or guests qualify, and a text search for the guard still finds it
	DR-03 and DR-04 work on the parsed rule, at the top level

	A rule change that moves hundreds of people
	Access, licenses and policy follow within hours
	Tests per rule, the shadow diff in the pull request, then VK-DG-04 live

	A code typed in the wrong case
	fin-led matches FIN-LED, because the engine compares without case
	Code-list validation at the HR source (Chapter 01); a fixture user that proves it

	An empty slot under -ne
	A worker with no type passes “everyone but contractors”
	DR-10, and the -ne null clause where an empty slot must not qualify

	memberOf after November 3, 2026
	The group stops updating and holds stale access
	DR-06 in the pull request; VK-DG-06 live

	Resuming everything after an incident
	Groups paused on purpose start moving members again
	The pause manifest; resume only what it paused

	The wrong cloud
	A GCC High tenant is signed in to as worldwide
	Get-DrGraphEndpoint refuses unknown names

	Resuming too soon
	The backlog returns
	24-hour default for noncritical resumes; critical ones by name

	Trusting the offline evaluator
	A difference from the engine goes unnoticed
	Lab 2 step 3 compares it with Graph’s evaluator for every test

	Agents’ user accounts in access groups
	User rules include them by default
	Open: add the clause when Learn names the property; review membership of access groups until then
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· Every dynamic group has a file in rules/ with an owner, a kind and at least one test for a member and one for a non-member.
· Invoke-DrLibraryCheck.ps1 -BaseRef <base> exits 0 on the pull request, and its shadow diff is in the review.
· Every user rule ANDs accountEnabled and userType at the top.
· No rule uses memberOf; no access rule reads department, jobTitle or companyName.
· Each -ne or -notIn on a coded slot is a decision about empty slots, written down.
· The offline evaluator agrees with Graph’s evaluateDynamicMembership for every test, in the test tenant.
· The incident runbook takes a pause manifest before pausing, and resumes from it, critical groups first.
· The pinned Learn samples match their manifest, and every upstream commit since the pin has been reviewed.
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1. Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership (accessed Oct 30, 2026).
1. Microsoft Learn, “Understand and manage dynamic group processing in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/manage-dynamic-group (accessed Oct 30, 2026).
1. Microsoft Learn, “Configure dynamic membership groups with the memberOf operator in the Entra Admin Center (preview),” https://learn.microsoft.com/entra/identity/users/groups-dynamic-rule-member-of (accessed Oct 30, 2026).
1. Microsoft Learn, “Create simpler, more efficient rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/groups-dynamic-rule-more-efficient (accessed Oct 30, 2026).
1. Microsoft Learn, “group: evaluateDynamicMembership,” https://learn.microsoft.com/graph/api/group-evaluatedynamicmembership?view=graph-rest-beta (accessed Oct 30, 2026).
1. Microsoft Learn, “PowerShell samples for dynamic membership processing,” https://learn.microsoft.com/entra/identity/users/groups-dynamic-membership-powershell-samples, and its five sample pages (accessed Oct 30, 2026).
1. Microsoft Learn, “PowerShell sample - Pause all groups and administrative units with dynamic membership,” https://learn.microsoft.com/entra/identity/users/scripts/powershell-pause-all-dynamic-membership (accessed Nov 9, 2026).
1. Microsoft Learn, “PowerShell sample - Pause specific groups and administrative units with dynamic membership” (skips collections that aren’t dynamic or are already paused), https://learn.microsoft.com/entra/identity/users/scripts/powershell-pause-specific-dynamic-membership (accessed Nov 9, 2026).
1. Microsoft Learn, “PowerShell sample - Pause all groups and administrative units with dynamic membership except specified,” https://learn.microsoft.com/entra/identity/users/scripts/powershell-pause-all-except-dynamic-membership (accessed Nov 9, 2026).
1. Microsoft Learn, “PowerShell sample - Resume specific critical groups and administrative units with dynamic membership” (use it first when recovering from a pause), https://learn.microsoft.com/entra/identity/users/scripts/powershell-resume-specific-critical-dynamic-membership (accessed Nov 9, 2026).
1. Microsoft Learn, “PowerShell sample - Resume noncritical groups and administrative units with dynamic membership in batches” (up to 100 groups and 100 administrative units per run, after the critical collections), https://learn.microsoft.com/entra/identity/users/scripts/powershell-resume-noncritical-dynamic-membership (accessed Nov 9, 2026).
1. Microsoft, MicrosoftDocs/entra-docs, docs/identity/users/scripts and docs/identity/users/groups-dynamic-membership-powershell-samples.md at commit 07cb73d6c6380414eecd040ba5e14c1c94d48b66 (October 30, 2026), code under the MIT License, https://github.com/MicrosoftDocs/entra-docs/tree/07cb73d6c6380414eecd040ba5e14c1c94d48b66/docs/identity/users/scripts (accessed Oct 30, 2026); pinned copy in examples/third_party/dynamic-membership-samples.
1. Microsoft Learn, “Add or remove group members automatically” (tutorial; its rule selects guest users by userType and companyName, so a guest can carry a partner’s companyName), https://learn.microsoft.com/entra/identity/users/groups-dynamic-tutorial (accessed Nov 9, 2026).
1. Microsoft Learn, “New-MgGroup,” https://learn.microsoft.com/powershell/module/microsoft.graph.groups/new-mggroup?view=graph-powershell-1.0 (accessed Oct 30, 2026).
1. Microsoft Learn, “Create or update a dynamic membership group in Microsoft Entra ID,” https://learn.microsoft.com/entra/identity/users/groups-create-rule (accessed Oct 30, 2026).
1. Microsoft Learn, “group resource type,” https://learn.microsoft.com/graph/api/resources/group?view=graph-rest-1.0 (accessed Oct 30, 2026).
1. National Institute of Standards and Technology, SP 800-53B Moderate baseline, release 5.2.0 OSCAL profile, last modified October 22, 2026 (includes AC-2, AC-3, AC-6, CA-7, CM-2, CM-3, CM-3(2), CM-4, CM-4(2), SA-9, SA-11 and SR-3), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (accessed Nov 2, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026 (indicators KSI-CMT-LMC, KSI-CMT-RMV, KSI-CMT-VTD, KSI-IAM-ELP, KSI-MLA-EVC and KSI-SCR-MIT; control mappings updated October 13, 2026), https://www.fedramp.gov/2026/reference/key-security-indicators/ (accessed Nov 2, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.A, “Identity,” on authorization models that rely on static pre-defined roles, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Nov 2, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-11-01T05:02:56Z (accessed Nov 2, 2026): MSO365MT, Microsoft 365 Government Community Cloud & Supporting Services, FedRAMP Certified, Class C, Moderate; FR1824057433, Microsoft 365 Government Community Cloud-High, FedRAMP Certified, Class D, High; F1209051525, Azure Commercial Cloud, FedRAMP Certified, Class D, High; F1603087869, Azure Government (includes Dynamics 365), FedRAMP Certified, Class D, High.
[bookmark: _Toc00001143]Chapter 05 — Lifecycle Workflows Custom Extensions
A custom task extension hands a leaver, a joiner or a mover to code you wrote. Lifecycle Workflows then waits for that code to say what happened. Make sure it always says, says the truth, and says it to the right cloud.
[bookmark: _Toc00001144]In this chapter
How a Lifecycle Workflows task calls an Azure Logic App, what the call carries, how the Logic App proves who called it, and how it reports back so the workflow can go on. You start from the Logic App definition Learn publishes, which the repository keeps as a pinned copy, and run it against fakes to see what it does on its own. Then you build on examples/lifecycle-extensions for what it leaves to you: one reusable Logic App per integration, a callback that always arrives, the Graph host for each US cloud, idempotency, retries that fit the timeout, and the deployment pieces built from a reviewed registry. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant and a test subscription.
[bookmark: _Toc00001145]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 05 — Lifecycle Workflows Custom Extensions: narrated tour (12 minutes)
Deck · Narrated deck (about 12 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can build a Logic App that a custom task extension calls, test it without a tenant, and deploy it with its authorization policy and its custom task extension from a file you reviewed. You can explain what Lifecycle Workflows records when the Logic App succeeds, fails, or never calls back, and for each rule in the code you can say whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers and identity engineers who build the integrations behind the joiner, mover and leaver workflows, and the reviewers who approve them. You should read JSON and Python. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001147]Where the extensions sit
Book 03 splits the work: inbound provisioning creates and updates accounts, and Lifecycle Workflows act on accounts that already exist. The built-in tasks cover the account side. Everything else in a leaver (the PIV credential, the devices, the servers) goes through a custom task extension (Book 03, Chapter 09). Book 03 also sets three rules this chapter builds in code: one parameterized Logic App per integration, not one per component (Chapter 08); block first, with Disable user account and Revoke all refresh tokens for user before the custom task; and custom tasks that are idempotent and retry with a bound.
What Learn says about the extension itself sets the contract:
· A custom task extension calls an Azure Logic App on the Consumption plan.1 It runs one of two ways. Launch and continue starts the Logic App and moves on; the task succeeds if the Logic App starts. Launch and wait starts it and waits for a response; if none arrives within the duration you set, the task is considered failed.1 The response can come from a third-party system if the Logic App is only an intermediary.1
· The wait is 30 minutes to 3 hours, written as an ISO 8601 duration.23 Learn’s deployment planning page says 3 minutes to 5 hours;4 the code follows the narrower range.
· The response is a POST to taskProcessingResult: resume with an operationStatus of completed or failed. It is in v1.0 and listed for the global service, US Government L4 and L5.56
· New custom task extensions use proof-of-possession (PoP) tokens to call the Logic App. Extensions created before PoP existed use bearer tokens and can’t be migrated: you create new ones.78
· A tenant can hold 100 custom task extensions, and a workflow 25 tasks.3 Lifecycle Workflows need Microsoft Entra ID Governance or Microsoft Entra Suite licenses.9 Microsoft Entra ID Governance is available in GCC, GCC High and DoD, and Lifecycle Workflows are listed as available in Azure for US Government.910
· GCC keeps the worldwide Graph endpoint, graph.microsoft.com. GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us, and a token for one cloud doesn’t work in another.11
[bookmark: _Toc00001148]Start with Microsoft’s sample
What Learn gives you
Learn gives you two ways in. The Microsoft Entra admin center can create the custom task extension and a new Logic App together, and sets most of it up for you.12 For an existing Logic App, Learn’s page “Configure a Logic App for Lifecycle Workflow use” gives the workflow definition to paste into code view, the steps to turn on the system-assigned managed identity, and the authorization policy for each token type.7 That definition is Microsoft’s only sample for this integration. A search of the Azure-Samples and microsoft organizations on GitHub on October 30, 2026 found no repository, ARM template or Bicep file for it.
	Piece
	What Learn’s definition does

	Trigger
	A Request trigger with the JSON schema of what Lifecycle Workflows sends: callbackUriPath, the subject (ID, display name, email, UPN, manager), the task, the task processing result and the workflow

	Callback
	One HTTP action: POST https://graph.microsoft.com/beta@{callbackUriPath} with the managed identity, audience https://graph.microsoft.com, body operationStatus: Completed

	Your logic
	“Add other actions between the trigger and callback action”; remove the callback for launch and continue7

	Authorization (PoP)
	Policy AzureADLifecycleWorkflowsAuthPOPAuthPolicy, type AADPOP, with claims for issuer, audience, appid, m, u and p7


The pinned copy
The definition lives only inside the Learn page, so the repository pins the page: “Configure a Logic App for Lifecycle Workflow use” and “Lifecycle Workflows custom task extension”, from MicrosoftDocs/entra-docs at commit 07cb73d (October 30, 2026), unmodified, with the repository’s MIT code license.13 Each file’s git blob hash was checked against the upstream tree before snapshot.json recorded its SHA-256, and a unit test checks the hashes. The weekly source watch reports new commits to the configure page. Updating the copy is a reviewed pull request, as in Chapter 04.
tools/lcwext.py learn-sample extracts the definition from the pinned page at test time. tools/wdl.py is a small interpreter for the part of the Workflow Definition Language these definitions use, so the tests can run Learn’s definition, unchanged, against a fake Lifecycle Workflows service, a fake Graph per cloud and a fake downstream system.
What it leaves to you
Running Learn’s definition against the fakes shows what it does well and what it leaves to you. Each row is pinned by a test in tests/test_learn_sample.py or tests/test_extension.py.
	Learn’s definition, run as published
	Why it matters
	What examples/lifecycle-extensions adds

	Resumes the task with the Logic App’s managed identity, no secret
	—
	Kept as the model, and the trigger schema is kept unchanged (a test compares them)

	Calls back to graph.microsoft.com, hard-coded, with a matching audience
	In a GCC High or DoD tenant the callback goes to the wrong cloud, and the task fails at the end of the wait
	A graphHost parameter that accepts only the three Graph roots, set from the registry’s cloud

	Calls back on /beta
	Learn doesn’t support beta in production;14 resume is in v1.05
	The callback uses v1.0

	Uses callbackUriPath as it arrives
	Any path appended to the Graph host gets a POST with the managed identity’s token (a test sends /users)
	Check_request refuses a path that isn’t a resume path for this workflow and task processing result, or a payload with no subject, and makes no call

	Always reports Completed
	A failed revocation reads as done
	The status comes from the integration call: completed or failed

	If work added before the callback fails, no callback is sent
	Lifecycle Workflows waits out the whole timeout before the task fails
	Resume runs after success, failure or time-out, so a failure is reported at once

	No idempotency
	A retried call or a rerun repeats the work downstream
	Idempotency-Key set to the task processing result ID; the fake downstream does the work once

	The trigger’s outputs carry the subject’s name, UPN, email and manager into run history
	Personal data in run history, visible to anyone who can read runs
	Trigger outputs and HTTP inputs and outputs secured;15 only the object ID goes downstream (design guidance)

	Default retry policy, implicit
	Fine on its own; once you add work, retries have to fit inside the wait
	Explicit exponential retries with a maximumInterval; the lint checks the worst case against the extension’s timeout

	Authorization policy set by hand in the portal; the appid value printed on the page is a documentation placeholder
	A policy typed by hand drifts; a placeholder appid would block every call
	accessControl built from the registry, with SAS turned off as Learn’s security guidance asks;8 the builder refuses the placeholder


The appid row needs a word. Learn’s page says the appid claim “represents Lifecycle Workflows and is always the same”, and prints 00001111-aaaa-2222-bbbb-3333cccc4444, the format Learn uses for example GUIDs. The page’s own azp row, in the bearer-token policy, prints ce79fdc4-cd1d-4ea5-8139-e74d7dbe0bb7, and the page’s history shows the appid row held that value until a documentation sweep in May 2024.713 Learn’s access token claims reference settles it: azp, in v2.0 tokens, is “a replacement for appid”, and both hold the application ID of the client using the token.16 The PoP policy reads a v1.0 token’s appid, the bearer policy a v2.0 token’s azp, and the client is Lifecycle Workflows in both, so the value is ce79fdc4-cd1d-4ea5-8139-e74d7dbe0bb7. The entra-docs repository’s own list of known GUIDs names that value “Lifecycle Workflows”.17 The registry uses it, a test pins it to the azp row of the pinned page, and Lab 2 still reads the service principal in the tenant before anything depends on it (research gap 10, closed).
The verdict. Learn’s definition is the right shape and the right trigger, and the program keeps both. It isn’t safe to run as the leaver’s credential revocation as published: it can report success for work that failed, it reports nothing for work that failed after you add it, and it works only in the worldwide cloud. Use it as the model and run the program’s definition.
[bookmark: _Toc00001149]The code: what examples/lifecycle-extensions adds
examples/lifecycle-extensions is one Logic App definition, one registry, two Python tools and three test files. It needs only Python 3.10 or later.
One Logic App per integration
logicapp/integration.workflow.json is the definition every integration deploys. What changes between integrations is data, not code: four parameters.
	Parameter
	What it holds

	graphHost
	The Graph root for the tenant’s cloud; only graph.microsoft.com, graph.microsoft.us or dod-graph.microsoft.us is accepted

	integrationUri
	The one downstream system this Logic App calls

	integrationAudience
	The audience the downstream system accepts in the managed identity’s token

	operations
	Each lifecycle workflow ID this integration serves, and the operation it runs for it (revoke, issue)


The run goes in four steps:
1. Check_request checks that callbackUriPath starts with /identityGovernance/lifecycleWorkflows/workflows/, ends with /resume, contains the payload’s workflow ID and task processing result ID, and that the subject has an ID. If not, the run stops with RejectedPayload and sends nothing: it can’t trust the path to call back on.
1. Operation looks up the workflow ID in operations. A workflow that isn’t registered gets no work done.
1. Call_integration posts the operation, the subject’s object ID, the workflow ID and the task processing result ID to the integration, with its managed identity and an Idempotency-Key header set to the task processing result ID. It retries 408, 429 and 5xx responses up to four times, waiting at most two minutes between tries.18
1. Resume posts to {graphHost}/v1.0{callbackUriPath} with the managed identity, after the integration call succeeds, fails or times out, and reports completed only if the call succeeded. An unregistered workflow gets failed.
The idempotency key is a contract with the downstream system, not a Microsoft feature: the system does the work once per key and answers a repeat with the first result (design guidance). The custom task extension may call the Logic App a second time (maximumRetries is 0 or 1),19 a workflow can be rerun, and Book 03’s rule for a partial leaver is that a rerun resumes from the first incomplete step (Appendix A). With the key, each of those is safe.
The exact callbackUriPath that Lifecycle Workflows sends isn’t documented. Learn’s definition appends it to https://graph.microsoft.com/beta, which makes it the resume path that the Graph reference shows.75 Check_request is written to that shape, and Lab 2 confirms it with a real run (research gap 11).
The registry
config/integrations.json has one entry per integration: the tenant’s cloud, the Azure cloud the Logic App runs in, the Logic App’s subscription, resource group and name, the downstream URI and audience, the workflows it serves and their Book 03 scenario, and the custom task extension’s settings. The example entry, cms-revocation, is the leaver’s PIV revocation from Book 03, Chapter 09, for two fictional contoso.example leaver workflows.
The extension settings default to launch and wait, a one-hour wait, one retry of the call, and a one-second connection timeout (design guidance). The builder refuses values outside Learn’s ranges: maximumRetries 0 or 1, timeoutInMilliseconds 200 to 2,000, timeoutDuration 30 minutes to 3 hours.192
Lint, run, build, check
tools/lcwext.py has six commands. learn-sample, described above, extracts Learn’s definition from the pinned page. The other five:
· lint applies twelve rules (LX-01 to LX-12; the README lists them) to any definition, Learn’s included. LX-11 adds up the worst-case retry waits of every HTTP action and fails the definition if they reach the extension’s timeout. With four retries capped at two minutes, the two HTTP actions can wait 16 minutes, inside the one-hour wait.
· run runs a definition against the fakes for a payload and a cloud, with optional downstream failures (--fail 503,503) and repeat deliveries (--deliveries 2), and prints what reached Graph and what Lifecycle Workflows records for the task.
· build lints the integration’s definition and refuses to build if there is a finding. Otherwise it writes two files: the Logic App’s ARM resource, with a system-assigned identity, the parameter values and accessControl; and the body for POST /identityGovernance/lifecycleWorkflows/customTaskExtensions in v1.0.
· check-extension compares a custom task extension read back from Graph with the registry: proof-of-possession authentication, the Logic App it points at, the timeouts, and an authorized app for the callback.
· check-workflow checks a lifecycle workflow read back from Graph against Book 03’s leaver order: Disable user account, then Revoke all refresh tokens for user, then the custom task.
Authorization, built and checked
build writes Learn’s PoP policy into the Logic App’s accessControl, beside sasAuthenticationPolicy set to Disabled.715 The claims are Learn’s: the issuer https://sts.windows.net/{tenant}/ with its trailing slash, the audience https://management.azure.com, appid in lower case, m POST, u management.azure.com, and p the Logic App’s resource path.7 Learn documents these values only for Azure commercial. For a Logic App in Azure Government, Azure Resource Manager is management.usgovcloudapi.net,20 but Learn gives no PoP policy for it, so the builder refuses rather than guess (research gap 12).
The extension body asks for azureAdPopTokenAuthentication. Learn’s create example in v1.0 still shows azureAdTokenAuthentication, the bearer type; Learn’s security guidance says extensions created through v1.0 use PoP by default and recommends PoP.218 The code follows the security guidance. The body leaves out the callback’s authorizedApps: Learn describes the property but shows no request that sets it.2 In Lab 2 the admin center sets it, as it does by default for launch and wait,8 and check-extension checks the result.
For the callback, the Logic App’s managed identity needs no Graph permission. Apps listed in the extension’s authorizedApps can resume a task processing result without an application permission or role.5 The alternative, LifecycleWorkflows.ReadWrite.All as an application permission, is tenant-wide, and Learn advises against it.18 For the downstream call, give the same identity only what the integration needs, scoped as narrowly as the target allows.8
The leaver order
check-workflow reads a workflow’s tasks by execution sequence. In a leaver workflow it requires Disable user account (1dfdfcc7-…) and Revoke all refresh tokens for user (509589a4-…) before the custom task, in that order, because Book 03’s leaver sequence blocks first and follows Microsoft’s order: disable, then revoke. It warns when the custom task stops the workflow on error: in a leaver, a failed revocation shouldn’t stop the group, license and access package removals after it, and it is still recorded as failed (design guidance). build_task writes the task with the Run a custom task extension definition ID 4262b724-8dba-4fad-afc3-43fcbb497a0e and the argument customTaskExtensionID.2223
The tests
tests/test_wdl.py has 15 tests for the interpreter. tests/test_learn_sample.py has 9 that run Learn’s definition, unmodified, against the fakes. tests/test_extension.py has 31 for the program’s definition, the clouds, the outcomes, the builders and the read-back checks. None needs a package, a tenant or a network.
[bookmark: _Toc00001150]Illustrative code
The commands below run Learn’s pinned definition and the example as published in the repository, against fixtures and fakes. The interpreter covers only the actions and functions these definitions use and refuses anything else. The fakes decide two things Learn doesn’t document: how Graph answers a second resume, and the exact callback path. Review the code, and run Lab 2 in a test tenant, before it carries real leavers.
[bookmark: _Toc00001151]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/lifecycle-extensions.
Every command in Lab 1
Every command in this lab, in order, from examples/lifecycle-extensions. Each step below says what it does and what to look for.
# Step 1: Extract and lint Learn's definition
python tools/lcwext.py learn-sample
python tools/lcwext.py lint out/learn-sample.workflow.json --timeout PT1H

# Step 2: Run Learn's definition for a GCC High tenant
python tools/lcwext.py run out/learn-sample.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh

# Step 2: Run Learn's definition for a GCC High tenant
python tools/lcwext.py run out/learn-sample.workflow.json tests/fixtures/trigger-leaver.json --cloud Global

# Step 3: Lint the program's definition
python tools/lcwext.py lint logicapp/integration.workflow.json --timeout PT1H

# Step 3: Lint the program's definition
python tools/lcwext.py lint logicapp/integration.workflow.json --timeout PT15M

# Step 4: Run it for GCC High through two transient failures
python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh --fail 503,503

# Step 4: Run it for GCC High through two transient failures
python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh --fail 503,503,503,503,503
python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh --deliveries 2

# Step 5: Build the deployment pieces
python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id 6e3a1f2b-8c4d-4e5f-9a0b-1c2d3e4f5a6b

# Step 5: Build the deployment pieces
sed -i 's/"azureCloud": "AzureCloud"/"azureCloud": "AzureUSGovernment"/' config/integrations.json
python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id 6e3a1f2b-8c4d-4e5f-9a0b-1c2d3e4f5a6b

# Step 5: Build the deployment pieces
sed -i 's/"azureCloud": "AzureUSGovernment"/"azureCloud": "AzureCloud"/' config/integrations.json

# Step 6: Check the read-backs
python tools/lcwext.py check-extension config/integrations.json --name cms-revocation tests/fixtures/extension-get.json
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id c1d2e3f4-a5b6-4c7d-8e9f-0a1b2c3d4e01 tests/fixtures/workflow-get-leaver.json

# Step 6: Check the read-backs
sed 's/"executionSequence": 3, "displayName": "CMS/"executionSequence": 0, "displayName": "CMS/' tests/fixtures/workflow-get-leaver.json > workflow-seq0.json
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id c1d2e3f4-a5b6-4c7d-8e9f-0a1b2c3d4e01 workflow-seq0.json

# Step 7: Run the tests
python -m unittest discover -s tests -v
1. Extract and lint Learn’s definition:
· python tools/lcwext.py learn-sample
python tools/lcwext.py lint out/learn-sample.workflow.json --timeout PT1H
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Eight results and exit 2: LX-03 (hard-coded graph.microsoft.com), LX-04 (/beta), LX-06 (path not checked), LX-07 (no callback on failure), LX-08 (always Completed), two LX-10 warnings for run history, and an LX-11 warning for the implicit retry policy.
1. Run Learn’s definition for a GCC High tenant:
· python tools/lcwext.py run out/learn-sample.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The run fails. The one POST goes to https://graph.microsoft.com/beta/identityGovernance/…/resume with the worldwide audience, and the last line reads Lifecycle Workflows task: failed (no callback within PT1H). Run it again for a worldwide tenant:
· python tools/lcwext.py run out/learn-sample.workflow.json tests/fixtures/trigger-leaver.json --cloud Global
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The task is completed.
1. Lint the program’s definition:
· python tools/lcwext.py lint logicapp/integration.workflow.json --timeout PT1H
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· 0 result(s); no findings, exit 0. Run it with a 15-minute timeout:
· python tools/lcwext.py lint logicapp/integration.workflow.json --timeout PT15M
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· LX-11 reports that the worst-case retry waits, 960 seconds, reach the timeout.
1. Run it for GCC High through two transient failures:
· python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh --fail 503,503
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The callback goes to https://graph.microsoft.us/v1.0/identityGovernance/…/resume with the audience https://graph.microsoft.us and operationStatus=completed; downstream: 3 call(s), 1 effect(s); the task is completed. Now run it through five failures, then with two deliveries and no failures:
· python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh --fail 503,503,503,503,503
python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json --cloud GCCHigh --deliveries 2
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· With five failures the downstream gets 5 calls, the callback reports failed, and the task is failed at once instead of at the end of the wait. With two deliveries the downstream gets 2 calls and 1 effect.
1. Build the deployment pieces:
· python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id 6e3a1f2b-8c4d-4e5f-9a0b-1c2d3e4f5a6b
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Two files in out/: arm-cms-revocation.json, whose accessControl turns SAS off and holds the AADPOP policy with six claims, and extension-cms-revocation.json, with azureAdPopTokenAuthentication and timeoutDuration PT1H. The first command sets azureCloud to AzureUSGovernment in config/integrations.json; then build again:
· sed -i 's/"azureCloud": "AzureCloud"/"azureCloud": "AzureUSGovernment"/' config/integrations.json
python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id 6e3a1f2b-8c4d-4e5f-9a0b-1c2d3e4f5a6b
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 1, because Learn documents no PoP policy for Azure Government. Put it back:
· sed -i 's/"azureCloud": "AzureUSGovernment"/"azureCloud": "AzureCloud"/' config/integrations.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Check the read-backs:
· python tools/lcwext.py check-extension config/integrations.json --name cms-revocation tests/fixtures/extension-get.json
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id c1d2e3f4-a5b6-4c7d-8e9f-0a1b2c3d4e01 tests/fixtures/workflow-get-leaver.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-11.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Both 0 result(s); no findings. The first command writes a copy of the workflow fixture in which the custom task has executionSequence 0; then check the copy:
· sed 's/"executionSequence": 3, "displayName": "CMS/"executionSequence": 0, "displayName": "CMS/' tests/fixtures/workflow-get-leaver.json > workflow-seq0.json
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id c1d2e3f4-a5b6-4c7d-8e9f-0a1b2c3d4e01 workflow-seq0.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-12.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· WX-03 twice, because the block no longer comes first.
1. Run the tests:
· python -m unittest discover -s tests -v
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/05-13.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 55 tests passing, and each difference in the table above seen with your own eyes.
[bookmark: _Toc00001152]Lab 2: test tenant
Use a test tenant with Microsoft Entra ID Governance licenses and a test Azure subscription, never production, with fictional test users. You need Lifecycle Workflows Administrator in the tenant and Logic App Contributor, Contributor or Owner on the resource group; Logic App Operator isn’t enough.121 Work in examples/lifecycle-extensions. You’ll replace: <tenant-id> (the test tenant’s ID), <extension-id> (the custom task extension’s ID), <workflow-id> (the test workflow’s ID), <subscription-id> and <resource-group> (the test subscription and resource group that hold the Logic App).
Every command in Lab 2
Every command in this lab, in order, from examples/lifecycle-extensions. Each step below says what it does and what to look for.
# Step 2: Record what the admin center made
Connect-MgGraph -Scopes 'LifecycleWorkflows.ReadWrite.All', 'Application.Read.All' -Environment Global
Invoke-MgGraphRequest -Method GET -Uri '/v1.0/identityGovernance/lifecycleWorkflows/customTaskExtensions/<extension-id>' -OutputType Json |
    Set-Content tests/fixtures/extension-get.json
python tools/lcwext.py check-extension config/integrations.json --name cms-revocation tests/fixtures/extension-get.json

# Step 2: Record what the admin center made
az rest --method get --url '/subscriptions/<subscription-id>/resourceGroups/<resource-group>/providers/Microsoft.Logic/workflows/la-lcw-cms-revocation?api-version=2016-06-01' --query properties.accessControl
python -c "import json; print(json.dumps(json.load(open('out/arm-cms-revocation.json'))['resources'][0]['properties']['accessControl'], indent=2))"
(Invoke-MgGraphRequest -Method GET -Uri "/v1.0/servicePrincipals(appId='ce79fdc4-cd1d-4ea5-8139-e74d7dbe0bb7')").displayName

# Step 4: Build a test workflow
Invoke-MgGraphRequest -Method GET -Uri '/v1.0/identityGovernance/lifecycleWorkflows/workflows/<workflow-id>?$expand=tasks' -OutputType Json |
    Set-Content workflow-get-test.json
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id <extension-id> workflow-get-test.json
python -c "import json; p = 'config/integrations.json'; c = json.load(open(p)); c['integrations'][0]['workflows'].append({'workflowId': '<workflow-id>', 'scenario': 'leaver', 'operation': 'revoke'}); json.dump(c, open(p, 'w'), indent=2)"
python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id <tenant-id>
1. Create the extension and its Logic App in the admin center. Follow Learn’s procedure: ID Governance > Lifecycle workflows > Custom task extension > Create custom task extension, choose Launch and wait, a one-hour wait, System-assigned managed identity for response authorization, and Create new Logic App in your test resource group with the registry’s name.12 This creates the Logic App with Learn’s definition, the managed identity, the PoP authorization policy and the extension’s authorized app.
1. Record what the admin center made. Read the extension with GET /identityGovernance/lifecycleWorkflows/customTaskExtensions/{id}, save it over tests/fixtures/extension-get.json, and run check-extension:
· Connect-MgGraph -Scopes 'LifecycleWorkflows.ReadWrite.All', 'Application.Read.All' -Environment Global
Invoke-MgGraphRequest -Method GET -Uri '/v1.0/identityGovernance/lifecycleWorkflows/customTaskExtensions/<extension-id>' -OutputType Json |
    Set-Content tests/fixtures/extension-get.json
python tools/lcwext.py check-extension config/integrations.json --name cms-revocation tests/fixtures/extension-get.json
· Read the Logic App through Azure Resource Manager (GET …/providers/Microsoft.Logic/workflows/{name}?api-version=2016-06-01, which Learn says returns the policies15) and print its accessControl beside the one in out/arm-cms-revocation.json. Then look up GET /servicePrincipals(appId='ce79fdc4-cd1d-4ea5-8139-e74d7dbe0bb7') and record its display name:
· az rest --method get --url '/subscriptions/<subscription-id>/resourceGroups/<resource-group>/providers/Microsoft.Logic/workflows/la-lcw-cms-revocation?api-version=2016-06-01' --query properties.accessControl
python -c "import json; print(json.dumps(json.load(open('out/arm-cms-revocation.json'))['resources'][0]['properties']['accessControl'], indent=2))"
(Invoke-MgGraphRequest -Method GET -Uri "/v1.0/servicePrincipals(appId='ce79fdc4-cd1d-4ea5-8139-e74d7dbe0bb7')").displayName
· Any difference is a finding against the builder.
1. Replace the definition with the program’s. In code view, paste logicapp/integration.workflow.json; set the parameter values from the ARM file, with integrationUri pointing at your test instance of the downstream system or at a test receiver that answers 200 and logs the Idempotency-Key header.
1. Build a test workflow. A custom leaver workflow, on demand only, with Disable user account, Revoke all refresh tokens for user, then Run a custom task extension with this extension. Read it with GET /identityGovernance/lifecycleWorkflows/workflows/{id}?$expand=tasks and run check-workflow; then add its ID to the registry’s workflows and rebuild:
· Invoke-MgGraphRequest -Method GET -Uri '/v1.0/identityGovernance/lifecycleWorkflows/workflows/<workflow-id>?$expand=tasks' -OutputType Json |
    Set-Content workflow-get-test.json
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id <extension-id> workflow-get-test.json
python -c "import json; p = 'config/integrations.json'; c = json.load(open(p)); c['integrations'][0]['workflows'].append({'workflowId': '<workflow-id>', 'scenario': 'leaver', 'operation': 'revoke'}); json.dump(c, open(p, 'w'), indent=2)"
python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id <tenant-id>
· Update the Logic App’s operations parameter from the rebuilt out/arm-cms-revocation.json.
1. Run it on demand for one fictional user. In the Logic App’s run history, Check_request should pass. If the run ends in Reject_request, the real callbackUriPath differs from the documented shape: turn off Secure Outputs on the trigger for one more run, record the path, turn it back on, and file the difference against research gap 11. The task processing result should end completed.
1. Drill the failure path. Point integrationUri at a receiver that answers 503, run again for another fictional user, and confirm the task ends failed within minutes, not at the end of the hour. Confirm the receiver logged one key per task processing result.
1. Back it out. Remove the custom task from the workflow and delete the workflow; then delete the custom task extension, which Learn allows only when no task references it.24 Delete the Logic App and the test resource group, remove the role assignments you added, and delete the test users.
[bookmark: _Toc00001153]Verified facts
	Item
	Value
	Source

	What a custom task extension calls
	An Azure Logic App on the Consumption plan
	1

	Behaviors
	Launch and continue; launch and wait, failed if no response within the duration
	1

	Callback wait
	30 minutes to 3 hours (timeoutDuration); 3 minutes to 5 hours on the planning page
	2 3 4

	Call to the Logic App
	maximumRetries 0 or 1; timeoutInMilliseconds 200 to 2,000, default 1,000
	19

	Token type
	Proof-of-possession for new extensions; bearer extensions can’t be migrated
	7 8

	PoP authorization policy
	AzureADLifecycleWorkflowsAuthPOPAuthPolicy, AADPOP: issuer, audience https://management.azure.com, appid, m POST, u management.azure.com, p the Logic App path
	7

	SAS
	Not needed by Lifecycle Workflows; Learn recommends turning it off
	8 15

	Resume
	POST /identityGovernance/lifecycleWorkflows/workflows/{id}/tasks/{id}/taskProcessingResults/{id}/resume, v1.0, 204 No Content; operationStatus completed or failed
	5 6

	Resume permission
	LifecycleWorkflows.ReadWrite.All (delegated with Lifecycle Workflows Administrator, or application); none for an app in authorizedApps
	5

	Create an extension
	POST /identityGovernance/lifecycleWorkflows/customTaskExtensions; LifecycleWorkflows-CustomExt.ReadWrite.All; Lifecycle Workflows Administrator; Logic App Contributor, Contributor or Owner on the Logic App
	21

	National clouds (resume, create)
	Global service, US Government L4, US Government L5 (DoD)
	5 21

	Graph host
	graph.microsoft.com for worldwide and GCC; graph.microsoft.us for GCC High; dod-graph.microsoft.us for DoD
	11

	Availability and license
	Lifecycle Workflows listed for Azure for US Government; ID Governance in GCC, GCC High and DoD; ID Governance or Entra Suite licenses
	10 9

	Limits
	100 custom task extensions per tenant; 25 tasks per workflow; 100 workflows (50 on the licensing page)
	3 9

	Task
	Run a custom task extension, 4262b724-8dba-4fad-afc3-43fcbb497a0e, argument customTaskExtensionID
	22 23

	Logic Apps retries
	Default: up to 4 retries, intervals capped between 5 and 45 seconds; retries 408, 429 and 5xx
	18

	Release stage
	Generally available: the extension and resume APIs are in v1.0
	5 21 8


Learn states several things differently on different pages, recorded here so a later edit doesn’t loosen the code:
· The callback wait is 30 minutes to 3 hours on the resource and limits pages, and 3 minutes to 5 hours on the planning page. The code uses the narrower range.
· The tenant limit is 100 workflows on the limits page and “What are lifecycle workflows?”, and 50 on the licensing page. The chapter plans for 50.
· The Run a custom task extension task is 4262b724-… in the task page’s table and in the Graph arguments page’s table, and d79d1fcc-16be-490c-a865-f4533b1639ee in the task page’s details section and in the arguments page’s own example for this task, so the arguments page disagrees with itself too.23 The argument is customTaskExtensionID on the task page and in that example, and CustomTaskExtensionID in the arguments page’s table. The code uses 4262b724-… and customTaskExtensionID; Lab 2 reads back what the admin center writes.
· Learn’s create example shows bearer authentication; the security page says v1.0 defaults to PoP and recommends it. The code asks for PoP.
· The callback data type lists completed and failed; Learn’s definition and the resume example send Completed. The code sends the listed values, and Lab 2 confirms the service accepts them.
· The configure page prints a placeholder GUID for appid; the code uses the azp value from the same page, and Lab 2 checks it.
[bookmark: _Toc00001154]Federal requirements and evidence
A custom task extension carries the part of a leaver that the built-in tasks don’t, so its evidence is account and credential removal. Each row names the file or command that proves it. Controls are from the Moderate baseline25; indicators are from FedRAMP’s list26. Which output supports which control is the program’s reading (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s definition is extracted unchanged and linted: eight results (Lab 1, step 1: out/learn-sample.workflow.json, exit 2)
	SA-11; SR-3
	KSI-SCR-MIT; KSI-CMT-VTD
	The repository: snapshot.json and the test results

	Learn’s definition fails a GCC High leaver at the end of the wait (step 2: failed (no callback within PT1H))
	SA-11
	KSI-CMT-VTD
	The test results

	The program’s definition passes, and retries that reach the timeout are refused (step 3: 0 result(s); LX-11 at PT15M)
	CM-3(2)
	KSI-CMT-VTD
	The pull request’s check run

	The callback reports what really happened, at once, and a repeat delivery has one effect (step 4: completed, failed, 1 effect(s))
	AC-2; PS-4: a failed revocation is recorded as failed
	KSI-IAM-AAM
	The task processing result in Lifecycle Workflows

	The deployment pieces are built from the reviewed registry, SAS off and proof-of-possession on, and an Azure Government guess is refused (step 5: out/arm-cms-revocation.json, out/extension-cms-revocation.json, exit 1)
	CM-2; CM-6; AC-3
	KSI-CMT-RMV; KSI-IAM-SNU
	The repository; the deployment record

	The extension read back matches the registry, and the leaver blocks before the custom task (step 6: check-extension, check-workflow, WX-03)
	CM-6; PS-4; AC-2
	KSI-MLA-EVC; KSI-IAM-AAM
	The check output, filed with the change

	The callback identity holds no tenant-wide Lifecycle Workflows permission (step 6: CX-04)
	AC-6
	KSI-IAM-ELP; KSI-IAM-SNU
	The extension’s authorizedApps; the check output

	The definition, interpreter and builders pass (step 7: 55 tests)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	The extension and Logic App are created by a named administrator (Lab 2, step 1)
	CM-3
	KSI-CMT-LMC
	The Entra and Azure activity logs

	What the admin center made is recorded and compared with the builder’s output (Lab 2, step 2: tests/fixtures/extension-get.json, az rest ... accessControl)
	CM-6; CM-4(2)
	KSI-MLA-EVC
	The change record; a difference is a finding

	The deployed definition is the reviewed one (Lab 2, step 3)
	CM-3
	KSI-CMT-RMV
	The repository commit and the Logic App’s version history

	The test workflow blocks first, then runs the extension (Lab 2, step 4: workflow-get-test.json)
	PS-4; AC-2
	KSI-IAM-AAM
	The check output

	An on-demand run completes, and run history holds no personal data (Lab 2, step 5: Check_request, secured outputs)
	AU-12 (Audit Record Generation); AC-2
	KSI-MLA-LET, Logging Event Types
	The Logic App run history; the task processing result

	A downstream failure is reported in minutes, once per task processing result (Lab 2, step 6)
	PS-4; AC-2
	KSI-IAM-AAM
	The drill record; the receiver’s log

	The extension, workflow and role assignments are removed (Lab 2, step 7)
	CM-3; AC-6
	KSI-CMT-LMC
	The Entra and Azure activity logs

	Lifecycle Workflows and Azure Logic Apps run on cloud services with FedRAMP Marketplace listings27
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
[bookmark: _Toc00001155]Dangers
	Danger
	What happens
	The guard

	A failure that sends no callback
	The leaver’s revocation fails, and nobody knows until the wait ends
	Resume runs after failure and time-out; LX-07

	A callback that reports success for failed work
	A credential stays valid and the record says revoked
	Status computed from the call; LX-08

	The wrong cloud
	A GCC High or DoD callback goes to the worldwide Graph and never arrives
	graphHost limited to three roots, set from the registry; LX-03; tests for every cloud

	A forged or malformed payload
	The managed identity’s token is sent to a path you didn’t intend
	PoP authorization with SAS off; Check_request before any call; LX-06

	A repeat delivery or a rerun
	The downstream system revokes, issues or deletes twice
	Idempotency-Key from the task processing result; LX-09

	Retries longer than the wait
	The callback arrives after the task has already failed
	Bounded retries; LX-11 against the registry’s timeout

	Personal data in run history
	Names, UPNs and emails readable by anyone with run access
	Secured inputs and outputs; object ID only downstream; LX-10, LX-12

	A broad permission on the identity
	A compromised Logic App can change any workflow
	Resume through authorizedApps, no LifecycleWorkflows.ReadWrite.All; CX-04

	A custom task before the block
	A leaver keeps signing in while revocations run
	WX-03 and WX-04 against Book 03’s order

	A bearer-token extension left in place
	Weaker than PoP, and it can’t be converted
	CX-01; recreate it as PoP

	The placeholder appid
	Every call is refused
	The builder refuses it; Lab 2 checks the real one

	Azure Government policy values guessed
	The Logic App rejects Lifecycle Workflows, or accepts the wrong caller
	The builder refuses; research gap 12


[bookmark: _Toc00001156]Checklist
· Each integration has one entry in config/integrations.json, one Logic App and one managed identity, and lists every workflow it serves.
· lcwext.py lint reports no findings against the entry’s timeoutDuration, and build produced the deployed ARM resource and extension.
· The extension uses proof-of-possession, launch and wait, and the Logic App’s identity as its only authorized app.
· The Logic App has SAS turned off and Learn’s PoP policy, with the appid confirmed in the tenant.
· graphHost matches the tenant’s cloud; GCC uses graph.microsoft.com.
· The downstream system honors Idempotency-Key, and a repeat delivery was tested.
· A forced downstream failure produced a failed callback within minutes in the test tenant.
· In every leaver workflow, Disable user account and Revoke all refresh tokens for user run before the custom task.
· The managed identity has no tenant-wide Lifecycle Workflows permission.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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1. Microsoft Learn, “Trigger Logic Apps based on custom task extensions,” https://learn.microsoft.com/entra/id-governance/trigger-custom-task (accessed Oct 30, 2026).
1. Microsoft, MicrosoftDocs/entra-docs, docs/id-governance/configure-logic-app-lifecycle-workflows.md and docs/id-governance/lifecycle-workflow-extensibility.md at commit 07cb73d6c6380414eecd040ba5e14c1c94d48b66 (October 30, 2026), code under the MIT License, https://github.com/MicrosoftDocs/entra-docs/tree/07cb73d6c6380414eecd040ba5e14c1c94d48b66/docs/id-governance; commit b7e8790374026b37be320fe091aefb0747e54809 (May 15, 2024) replaced the appid rows’ ce79fdc4-… with the placeholder (accessed Oct 30, 2026); pinned copy in examples/third_party/lifecycle-workflows-logic-app.
1. Microsoft Learn, “Create customTaskExtensions” (beta), which notes that APIs under /beta are subject to change and not supported in production applications, https://learn.microsoft.com/graph/api/identitygovernance-lifecycleworkflowscontainer-post-customtaskextensions?view=graph-rest-beta (accessed Oct 30, 2026).
1. Microsoft Learn, “Secure access and data for workflows in Azure Logic Apps” (authorization policies in ARM templates; disabling SAS; securing inputs and outputs in run history), https://learn.microsoft.com/azure/logic-apps/set-up-security-permissions (accessed Oct 30, 2026).
1. Microsoft Learn, “Access token claims reference,” section “Payload claims,” https://learn.microsoft.com/entra/identity-platform/access-token-claims-reference#payload-claims (accessed Oct 30, 2026).
1. Microsoft, MicrosoftDocs/entra-docs, .docutune/dictionaries/known-guids.json at commit 4ed6827815ecbf4e021fc736d75fdda6a2fd6272 (October 28, 2026), entry “Lifecycle Workflows”, read with gh api (accessed Oct 30, 2026). Not a Learn page: the repository’s list of GUIDs its documentation tooling treats as real values.
1. Microsoft Learn, “Handle workflow errors and exceptions in Azure Logic Apps,” section “Retry policies,” https://learn.microsoft.com/azure/logic-apps/error-exception-handling#retry-policies (accessed Oct 30, 2026).
1. Microsoft Learn, “customExtensionClientConfiguration resource type,” https://learn.microsoft.com/graph/api/resources/customextensionclientconfiguration?view=graph-rest-1.0 (accessed Oct 30, 2026).
1. Microsoft Learn, “Compare Azure Government and global Azure,” section “Guidance for developers,” https://learn.microsoft.com/azure/azure-government/compare-azure-government-global-azure#guidance-for-developers (accessed Oct 30, 2026).
1. Microsoft Learn, “Create customTaskExtensions,” https://learn.microsoft.com/graph/api/identitygovernance-lifecycleworkflowscontainer-post-customtaskextensions?view=graph-rest-1.0, and “Lifecycle Workflows custom task extension” (Logic Apps prerequisites) (accessed Oct 30, 2026).
1. Microsoft Learn, “Lifecycle Workflow built-in tasks,” https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-tasks (accessed Oct 30, 2026).
1. Microsoft Learn, “Configure the arguments for built-in Lifecycle Workflows tasks,” https://learn.microsoft.com/graph/identitygovernance-lifecycleworkflows-task-arguments (table and example 7, “Run a custom task extension”) (accessed Oct 31, 2026).
1. Microsoft Learn, “Remove-MgIdentityGovernanceLifecycleWorkflowCustomTaskExtension” (a custom task extension can only be deleted if no task references it), https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/remove-mgidentitygovernancelifecycleworkflowcustomtaskextension?view=graph-powershell-1.0 (accessed Oct 30, 2026).
1. National Institute of Standards and Technology, SP 800-53B Moderate baseline, release 5.2.0 OSCAL profile, last modified October 22, 2026 (includes AC-2, AC-3, AC-6, AU-12, CM-2, CM-3, CM-3(2), CM-4(2), CM-6, PS-4, SA-9, SA-11 and SR-3), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (accessed Nov 2, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026 (indicators KSI-CMT-LMC, KSI-CMT-RMV, KSI-CMT-VTD, KSI-IAM-AAM, KSI-IAM-ELP, KSI-IAM-SNU, KSI-MLA-EVC, KSI-MLA-LET and KSI-SCR-MIT; control mappings updated October 13, 2026), https://www.fedramp.gov/2026/reference/key-security-indicators/ (accessed Nov 2, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-11-01T05:02:56Z (accessed Nov 2, 2026): MSO365MT, Microsoft 365 Government Community Cloud & Supporting Services, FedRAMP Certified, Class C, Moderate; FR1824057433, Microsoft 365 Government Community Cloud-High, FedRAMP Certified, Class D, High; F1209051525, Azure Commercial Cloud, FedRAMP Certified, Class D, High; F1603087869, Azure Government (includes Dynamics 365), FedRAMP Certified, Class D, High.
[bookmark: _Toc00001158]Chapter 06 — Moving Group Policy as Code
Group Policy analytics tells you which settings Intune can take. It doesn’t tell you which ones should move, who owns them, or what is already in the tenant. Those are the pipeline’s questions.
[bookmark: _Toc00001159]In this chapter
How a Group Policy setting becomes an Intune settings catalog policy through code. You read Intune’s Group Policy analytics through Microsoft Graph (beta) into a move plan, one row per setting. You keep each policy as a reviewed JSON file in Git, with its owner and a decision record per setting. Then a sync lints the library, diffs it against the tenant, and creates only what is missing. You start from Microsoft’s own settings catalog export and import samples, which the repository keeps as a pinned copy, run them against a fake Graph, and build only for what they leave out. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001160]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 06 — Moving Group Policy as Code: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can turn Group Policy analytics into a move plan, write a settings catalog policy as a library file that passes review, show what a change would create before it reaches the tenant, and create it with the least permission that works. For each rule in the code you can say whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers and Intune engineers who build the policy library for the Intune track, and the reviewers who approve it. You should be comfortable in PowerShell 7 and know what a settings catalog policy is. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001162]Where this sits
The operator side is already written. Book 05, Chapter 08 runs the GPO sunset in seven phases: inventory and classify, then build the library unassigned, then pilot, then cut over in waves. Its Adopt, don’t build table names Microsoft’s tools for each step, and its Graph templates show the payloads. The Intune track guide turns that into gates: Step 3.1 imports every in-scope GPO into Group Policy analytics, and Step 3.2 creates the library as code. This chapter is the code for those two steps. It doesn’t repeat them.
Two rules from those pages shape the code:
· One owning policy per setting (Intune track, Step 2.4), and one owning tool per setting, recorded as config_owner in the CMDB (Ansible guide). The library holds only settings Intune owns.
· Build unassigned (Book 05, Phase 3). The code creates policies with no assignments. Assigning them is a later, reviewed step.
What Learn says about the tools sets the stakes:
· Group Policy analytics imports GPO XML exports (each under 4 MB), shows which settings have an MDM equivalent, and keeps its mapping up to date without a reimport. It is for Windows only. It parses only non-ADMX settings in English; other languages make the MDM support figure inaccurate.1
· Its Migrate step builds a settings catalog policy from imported GPOs. Learn calls it best effort, advises against including every setting without review, stops when two GPOs set one setting to different values, and is disabled for AppLocker and firewall rule settings, which belong in Endpoint security.2
· The same data is in Graph: groupPolicyMigrationReports, one per imported GPO, each with its groupPolicySettingMappings.34 Both are beta. Learn says Microsoft supports Intune beta APIs but they change more often, and the Graph API for Intune needs an active Intune license.5
· Settings catalog policies are deviceManagement/configurationPolicies, documented in beta only.6 Book 05 already notes this.
[bookmark: _Toc00001163]Start with Microsoft’s sample
What Microsoft gives you
Learn’s Intune migration guide points to Microsoft’s Intune Graph samples, microsoft/mggraph-intune-samples, for exporting and importing policies with PowerShell. It says the scripts change your tenant, come as-is, should be validated in a non-production tenant, and don’t cover every policy type.7 The older repository, microsoftgraph/powershell-intune-samples, no longer resolves on GitHub; some Learn text still names it, but the link goes to the new one.
The new repository uses the Microsoft Graph PowerShell SDK. Its SettingsCatalog folder has two scripts:
	Script
	What it does

	SettingsCatalog_Export.ps1
	Reads every settings catalog policy (technologies has 'mdm'), follows paging, reads each policy’s settings, and writes one JSON file per policy

	SettingsCatalog_Import_FromJSON.ps1
	Asks for one JSON file, works out the endpoint, removes read-only properties, adds # to @odata.type where it is missing, and POSTs the policy


There is no Microsoft sample that reads Group Policy analytics through Graph. Learn’s pages for the read are the API reference and the admin center procedure.581
The pinned copy
The repository keeps an unmodified copy of the SettingsCatalog folder and the repository’s MIT license in examples/third_party/mggraph-intune-samples, from commit 2e66845 (September 25, 2026).9 snapshot.json records each file’s SHA-256, and a unit test checks them. The weekly source watch reports new commits to the folder. Updating the copy is a reviewed pull request, as in Chapter 01.
tests/MicrosoftSampleHarness.ps1 runs each script, unmodified, against a fake Graph. Only the commands it calls outside itself are replaced: Read-Host, Write-Host, Invoke-MgGraphRequest, and the Graph module it imports, which becomes an empty stand-in so nothing is installed.
What it leaves to you
Running the two scripts against the fake Graph shows what they do well and what they leave to you. Each row is pinned by a test in tests/MicrosoftSamples.Tests.ps1.
	Microsoft’s samples, run as published
	Why it matters
	What examples/group-policy-as-code adds

	Import creates the policy with one POST to /beta/deviceManagement/configurationPolicies; export follows @odata.nextLink; a policy exported from one tenant imports into another with the same settings
	—
	Kept as the model: the same call, the same technologies has 'mdm' filter, the same paging

	Import drops assignments, so the policy is created unassigned
	Book 05 builds the library unassigned
	Kept; GPC-04 also refuses assignments in a library file, so the review sees what is sent

	Import sends to graph.microsoft.com whatever cloud the session signed in to
	Right for GCC. In GCC High or DoD the call goes to the wrong host, and Learn says tokens for one cloud don’t work in another10
	Get-GpcCloud maps each cloud to its host and refuses a name it doesn’t know

	Import doesn’t sign in or choose a permission; it uses the caller’s session
	A session opened with broad scopes does the write
	Get-GpcRequiredScope: DeviceManagementConfiguration.Read.All for the plan and the dry run, ReadWrite.All only with -Apply

	Import asks only for the file and creates at once
	No dry run, and no view of what will change
	A dry run by default; -Apply to write

	Run twice, import creates a second policy with the same name; it never reads the tenant
	Two policies set the same settings, and the second one is invisible to review
	The sync reads the tenant first, creates only what is missing, and refuses when two tenant policies share a library name

	Import silently strips service-set properties (id, settingCount and others) and adds # to @odata.type
	The body sent isn’t the file reviewed
	GPC-03 and GPC-07 refuse the file instead, so the reviewed file is the body

	Import records nothing beyond the screen
	Nothing to hand the ISSO
	sync-record.json: the cloud, the scopes, each file’s SHA-256, the result per policy and the IDs created

	Export names each file with the time of the run
	Each export is a new file, so Git can’t show a diff
	Library files have fixed names, and the diff with the tenant is computed

	Export keeps name, description, platforms, technologies and settings, and drops the scope tags
	A re-imported policy lands in the Default scope tag, so the wrong administrators see it
	The library carries roleScopeTagIds, and the diff compares them

	Neither reads Group Policy analytics, and neither knows who owns a setting
	Settings move without a decision, or into a policy that another policy or tool already sets
	The move plan, and lint rules GPC-02, GPC-06, GPC-08 and GPC-09


The verdict. Use Microsoft’s import call as the model for the create, and keep the samples pinned for comparison. For a reviewed pipeline, use the example’s sync, because it can answer “what is already there?” before it writes, and the samples can’t.
[bookmark: _Toc00001164]The code: what examples/group-policy-as-code adds
examples/group-policy-as-code is one PowerShell module, one script, the policy library, a fixture tenant and two test files. Every Graph call goes through a script block, -Invoke: Invoke-MgGraphRequest in a tenant, a fake in the tests.
Read: the gate and the move plan
The read side has two parts.
VK-INT-07 is the gate. The validation kit’s check reads groupPolicyMigrationReports and fails on any GPO targeted in Active Directory whose migration readiness isn’t complete, and on any GPO in gpo-scope.csv that was never imported (Chapter 03 explains the kit). It works per GPO. It doesn’t read the settings.
Get-GpcMovePlan works per setting. It reads each report’s groupPolicySettingMappings and returns one row per setting: the GPO, the setting, its value, its scope (device or user; Learn also lists unknown, which the plan keeps as is), and the Intune setting definition ID.4 Then it gives each row a disposition:
	Disposition
	When
	What happens next

	Candidate
	mdmSupportedState is supported and there is an intuneSettingDefinitionId
	A person decides whether it moves, and records the decision

	Conflict
	Two GPOs set one definition ID to different values
	The same case Learn’s Migrate step stops on.2 The decision record picks the value

	EndpointSecurity
	An AppLocker or firewall setting
	Built in Endpoint security, as Learn says2

	NoCatalogSetting
	Supported, but no settings catalog definition
	Learn’s admin center shows the OMA-URI for a custom profile1

	NotSupported, Deprecated, Unknown
	mdmSupportedState says so
	Stays with the GPO until the GPO is retired, or is dropped by decision


The plan decides nothing. Book 05 is clear that Group Policy analytics finds the landing zone and never decides whether a setting is still needed (Phase 1). User-scope rows keep their scope, because user settings go to user groups on the HR track (Intune track, Step 2.3).
Write: one file per policy
Each settings catalog policy is a JSON file in policies/:
{
  "owner": "Workstation baseline owner (Intune track)",
  "configOwner": "Intune",
  "sourceGpos": ["FMP-Workstation-Baseline", "Workstation-Power"],
  "decisions": {
    "device_vendor_msft_policy_config_windowslogon_allowautomaticrestartsignon": "DR-0104",
    "device_vendor_msft_policy_config_power_allowhibernate": "DR-0105"
  },
  "policy": {
    "name": "FMP-SC-202-Sign-in-and-power",
    "platforms": "windows10",
    "technologies": "mdm",
    "roleScopeTagIds": ["0"],
    "settings": [ "…two choice settings…" ]
  }
}
policy is the body Graph receives, exactly as reviewed, in the shape Learn’s Create page documents.6 The rest is the record: who approves a change, which tool owns the settings, which GPOs they came from, and the ID of each setting’s decision record from Book 05, Chapter 07. The two library files use setting definition IDs that appear in Learn’s own settings catalog examples.11 Export a policy built in the admin center and compare before you rely on any other ID, as Book 05 says.
Lint
Test-GpcLibrary applies ten rules (GPC-01 to GPC-10; the README lists them). Four carry the program’s rules:
· GPC-02: configOwner must be Intune. A setting another tool owns stays with that tool (design guidance, from the Ansible guide’s one owning tool per setting).
· GPC-06: one setting definition ID in one policy. Two policies on one setting is the conflict Book 05’s peer review looks for.
· GPC-09: every setting has a decision record.
· GPC-08, with the move plan: a setting that isn’t a Candidate is a warning, so a setting added by hand is a choice someone made on purpose. A Conflict is shown with its decision.
GPC-10 warns on a string value whose setting name suggests a secret. Learn says anyone who can read device configuration can read such values.12
Diff, then create
Get-GpcTenantPolicy reads the tenant’s settings catalog policies with the same filter Microsoft’s export uses, then reads the settings of each policy whose name is in the library.1314 Compare-GpcLibrary compares each file with the tenant’s copy. Learn’s response examples show @odata.type without its # inside settings, nulls where a value is empty, and an ID on each setting,14 so ConvertTo-GpcCanonical normalizes both sides before comparing. Each policy gets one action:
	Action
	Meaning
	Exit

	Create
	Not in the tenant
	0

	NoChange
	Same settings, description, platform, technology and scope tags
	0

	Drift
	Differs; the row names each setting added, removed or changed
	2

	Duplicate
	Two tenant policies have the library’s name
	2


Invoke-GpcSync.ps1 runs it all. Without -Apply it is a dry run: it signs in with Read.All and sends only GET. With -Apply it signs in with ReadWrite.All and POSTs each Create, reads it back, and compares again. It writes nothing if the lint has a finding or any policy is Drift or Duplicate.
It never sends PATCH or DELETE. Learn documents both,1516 and the Update page’s body lists the policy’s own properties, not its settings. A policy’s settings change one at a time: the beta reference documents PATCH /deviceManagement/configurationPolicies/{policyId}/settings/{settingId} with a settingInstance body and DeviceManagementConfiguration.ReadWrite.All.17 So an update is possible; the sync still doesn’t make one. A policy that differs from Git is a decision for a person: someone changed it in the admin center, or Git changed it on purpose. To change a policy, the program creates the new version under a new name, moves the assignment in a reviewed change, and deletes the old one by hand (design guidance).
The tests
tests/GroupPolicyAsCode.Tests.ps1 has 34 tests: clouds and scopes, the move plan, each lint rule, the canonical comparison, the sync’s guards and the script’s exit codes. tests/MicrosoftSamples.Tests.ps1 has 12 tests that run Microsoft’s two scripts against the fake Graph. Neither needs a Graph module, a tenant or a network.
[bookmark: _Toc00001165]Illustrative code
The commands below run Microsoft’s pinned samples and the example as published in the repository, against a fixture tenant and a fake Graph. The Group Policy analytics and settings catalog APIs are beta, and the fixture’s shapes follow Learn’s API pages, not a live response. Review the code, and run Lab 2 in a test tenant, before it writes to a real one.
[bookmark: _Toc00001166]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later and Pester 5. Work in examples/group-policy-as-code.
Every command in Lab 1
Every command in this lab, in order, from examples/group-policy-as-code. Each step below says what it does and what to look for.
# Step 1: Run the gate
Set-Location ../validation-kit
Import-Module ./powershell/ValidationKit/ValidationKit.psd1
$ctx = Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf '2026-10-29T00:00:00Z' -IncludeBeta
(Invoke-VkCheck -CheckId VK-INT-07 -Context $ctx).Details | Format-Table Severity, Object, Issue

# Step 2: Run Microsoft's import sample twice against the fake Graph
Set-Location ../group-policy-as-code
Import-Module ./powershell/GroupPolicyAsCode.psm1
. ./tests/MicrosoftSampleHarness.ps1
New-Item -ItemType Directory -Force ./out | Out-Null
(Get-Content ./policies/fmp-sc-201-error-reporting-and-dumps.json -Raw | ConvertFrom-Json).policy |
    ConvertTo-Json -Depth 20 | Set-Content ./out/sc-201.json
$g = New-GpcFixtureInvoke -Path ./tests/fixtures/tenant.json
Invoke-MicrosoftSample -Name Import -Graph $g -Answers (Resolve-Path ./out/sc-201.json).Path | Out-Null
Invoke-MicrosoftSample -Name Import -Graph $g -Answers (Resolve-Path ./out/sc-201.json).Path | Out-Null
$g.Policies | ForEach-Object { $_['name'] }
$g.Calls | Format-Table Method, Uri

# Step 3: Build the move plan
$plan = Get-GpcMovePlan -Invoke (New-GpcFixtureInvoke -Path ./tests/fixtures/tenant.json).Invoke
$plan | Format-Table Gpo, Setting, Scope, Disposition

# Step 4: Lint the library against the plan
Test-GpcLibrary -Library (Read-GpcLibrary -Path ./policies) -Plan $plan | Format-List

# Step 5: Run the dry run, then apply
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -Apply

# Step 5: Run the dry run, then apply
Get-Content ./out/sync-record.json -Raw | ConvertFrom-Json | Format-List Scopes, Created
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan -Cloud gcchigh
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan -Cloud usgov

# Step 6: Break something on purpose
$f = './policies/fmp-sc-202-sign-in-and-power.json'
(Get-Content -Raw $f).Replace('power_allowhibernate_0', 'power_allowhibernate_1') | Set-Content -NoNewline $f
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan

# Step 6: Break something on purpose
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -Apply

# Step 6: Break something on purpose
(Get-Content -Raw $f).Replace('power_allowhibernate_1', 'power_allowhibernate_0') | Set-Content -NoNewline $f

# Step 7: Run the tests
Invoke-Pester ./tests
1. Run the gate. In examples/validation-kit, run VK-INT-07 on the kit’s fail fixture:
· Set-Location ../validation-kit
Import-Module ./powershell/ValidationKit/ValidationKit.psd1
$ctx = Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf '2026-10-29T00:00:00Z' -IncludeBeta
(Invoke-VkCheck -CheckId VK-INT-07 -Context $ctx).Details | Format-Table Severity, Object, Issue
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Status Fail, with five rows: three findings (Workstation-Drive-Maps partial, Workstation-Scripts error, Workstation-Printers never imported), a warning on Workstation-Empty, and FMP-Workstation-Baseline as context. The rest of the lab works in examples/group-policy-as-code.
1. Run Microsoft’s import sample twice against the fake Graph:
· Set-Location ../group-policy-as-code
Import-Module ./powershell/GroupPolicyAsCode.psm1
. ./tests/MicrosoftSampleHarness.ps1
New-Item -ItemType Directory -Force ./out | Out-Null
(Get-Content ./policies/fmp-sc-201-error-reporting-and-dumps.json -Raw | ConvertFrom-Json).policy |
    ConvertTo-Json -Depth 20 | Set-Content ./out/sc-201.json
$g = New-GpcFixtureInvoke -Path ./tests/fixtures/tenant.json
Invoke-MicrosoftSample -Name Import -Graph $g -Answers (Resolve-Path ./out/sc-201.json).Path | Out-Null
Invoke-MicrosoftSample -Name Import -Graph $g -Answers (Resolve-Path ./out/sc-201.json).Path | Out-Null
$g.Policies | ForEach-Object { $_['name'] }
$g.Calls | Format-Table Method, Uri
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· FMP-SC-201-Error-reporting-and-dumps is listed twice. The calls are two POSTs to https://graph.microsoft.com/beta/deviceManagement/configurationPolicies and no GET: the script never looked.
1. Build the move plan:
· $plan = Get-GpcMovePlan -Invoke (New-GpcFixtureInvoke -Path ./tests/fixtures/tenant.json).Invoke
$plan | Format-Table Gpo, Setting, Scope, Disposition
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Eleven rows from three GPOs. Five are Candidate, one of them user-scope. Allow hibernate is a Conflict on two rows, because FMP-Workstation-Baseline disables it and Workstation-Power enables it. The firewall rule is EndpointSecurity. Two rows are NotSupported and one is Deprecated.
1. Lint the library against the plan:
· Test-GpcLibrary -Library (Read-GpcLibrary -Path ./policies) -Plan $plan | Format-List
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· One row, Info GPC-08: the hibernate setting has conflicting GPO values, and decision DR-0105 picks the value.
1. Run the dry run, then apply:
· pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -Apply
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The dry run exits 0 with Create FMP-SC-201-… and NoChange FMP-SC-202-…. The apply exits 0 with Created FMP-SC-201-…. Read the record, then run the dry run again for GCC High, and once with a cloud name the script doesn’t know:
· Get-Content ./out/sync-record.json -Raw | ConvertFrom-Json | Format-List Scopes, Created
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan -Cloud gcchigh
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan -Cloud usgov
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· In out/sync-record.json, Scopes is DeviceManagementConfiguration.ReadWrite.All and Created holds the new ID. With -Cloud gcchigh, the first line says https://graph.microsoft.us. With -Cloud usgov: exit 1, because the script doesn’t know that name.
1. Break something on purpose. The first two commands change power_allowhibernate_0 to power_allowhibernate_1 in policies/fmp-sc-202-sign-in-and-power.json; then run the dry run:
· $f = './policies/fmp-sc-202-sign-in-and-power.json'
(Get-Content -Raw $f).Replace('power_allowhibernate_0', 'power_allowhibernate_1') | Set-Content -NoNewline $f
pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -WithPlan
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 2, with Drift FMP-SC-202-Sign-in-and-power: changes device_vendor_msft_policy_config_power_allowhibernate. Run it with -Apply:
· pwsh ./powershell/Invoke-GpcSync.ps1 -FixturePath ./tests/fixtures/tenant.json -Apply
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Still exit 2, and nothing is created, not even SC-201. Put the value back:
· (Get-Content -Raw $f).Replace('power_allowhibernate_1', 'power_allowhibernate_0') | Set-Content -NoNewline $f
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run the tests:
· Invoke-Pester ./tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/06-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 46 tests passing, and each difference in the table above seen with your own eyes.
[bookmark: _Toc00001167]Lab 2: test tenant
Use a test tenant with Intune licenses and a test GPO export, never production. In GCC, Graph and the Intune admin center are the worldwide ones: Learn says GCC uses graph.microsoft.com, and Intune for GCC is the same instance as commercial Intune.1018 In GCC High and DoD, use -Cloud gcchigh or -Cloud dod and the government admin center, intune.microsoft.us.19 Work in examples/group-policy-as-code. You’ll replace: <test-tenant-id> (the test tenant’s ID) and <synced-policy-name> (the name of the library policy that holds the settings you migrate in step 6).
Every command in Lab 2
Every command in this lab, in order, from examples/group-policy-as-code. Each step below says what it does and what to look for.
# Step 2: Run the gate live
pwsh -File ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath ./out/vk -Track INT -CheckId VK-INT-07 -IncludeBeta

# Step 3: Build the move plan live
Import-Module ./powershell/GroupPolicyAsCode.psm1
Connect-MgGraph -Environment Global -Scopes DeviceManagementConfiguration.Read.All
$invoke = { param($Method, $Uri, $Body, $Headers) Invoke-MgGraphRequest -Method $Method -Uri $Uri -Body $Body -Headers $Headers }
Get-GpcMovePlan -Invoke $invoke | Export-Csv ./out/plan.csv
$planIds = (Import-Csv ./out/plan.csv).DefinitionId
(Read-GpcLibrary -Path ./policies).Policy.settings.settingInstance.settingDefinitionId | Where-Object { $_ -notin $planIds }

# Step 4: Dry run
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan

# Step 5: Apply
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -Apply -OutputPath ./out/apply
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan

# Step 6: Compare with Migrate
$both = Get-GpcTenantPolicy -Invoke $invoke -Name '<synced-policy-name>', 'Lab-Migrate-compare'
$synced = $both | Where-Object Name -EQ '<synced-policy-name>'
$migrated = $both | Where-Object Name -EQ 'Lab-Migrate-compare'
Compare-Object @($synced.Settings | ForEach-Object { ConvertTo-GpcCanonical $_.settingInstance }) @($migrated.Settings | ForEach-Object { ConvertTo-GpcCanonical $_.settingInstance })

# Step 7: Drill drift
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan

# Step 8: Back it out
Connect-MgGraph -Environment Global -Scopes DeviceManagementConfiguration.ReadWrite.All
$ids = @((Get-Content ./out/apply/sync-record.json -Raw | ConvertFrom-Json).Created) + @($migrated.Id)
foreach ($id in $ids) { Invoke-MgGraphRequest -Method DELETE -Uri "/beta/deviceManagement/configurationPolicies/$id" }

# Step 8: Back it out
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan
1. Import a test GPO into Group Policy analytics. Follow Learn’s procedure: save the GPO report as XML under 4 MB, then Devices > Manage devices > Group Policy analytics > Import, with a scope tag. It needs Intune Administrator or a role with the Security baselines and Device configuration permissions.1
1. Run the gate live. Sign in as a Read Only Operator, which holds read on device configurations and security baselines,20 and run the validation kit with -Track INT -CheckId VK-INT-07 -IncludeBeta:
· pwsh -File ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath ./out/vk -Track INT -CheckId VK-INT-07 -IncludeBeta
· Expect the test GPO listed with its readiness.
1. Build the move plan live, then list each setting ID in your library files that isn’t among the plan’s DefinitionId values:
· Import-Module ./powershell/GroupPolicyAsCode.psm1
Connect-MgGraph -Environment Global -Scopes DeviceManagementConfiguration.Read.All
$invoke = { param($Method, $Uri, $Body, $Headers) Invoke-MgGraphRequest -Method $Method -Uri $Uri -Body $Body -Headers $Headers }
Get-GpcMovePlan -Invoke $invoke | Export-Csv ./out/plan.csv
$planIds = (Import-Csv ./out/plan.csv).DefinitionId
(Read-GpcLibrary -Path ./policies).Policy.settings.settingInstance.settingDefinitionId | Where-Object { $_ -notin $planIds }
· A library ID that isn’t in the plan is a finding against the library.
1. Dry run.
· pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan
· It asks for Read.All only. Expect Create for each library file.
1. Apply. Sign in as a Policy and Profile Manager, the built-in role that manages configuration profiles,20 and run the same command with -Apply, keeping its record in out/apply so the next dry run doesn’t overwrite it; then run the dry run again:
· pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -Apply -OutputPath ./out/apply
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan
· The apply asks for ReadWrite.All. Expect Created for each file and a policy in the admin center with no assignments. The second dry run: NoChange.
1. Compare with Migrate. In Group Policy analytics, select the same GPO and Migrate the same settings into a policy named Lab-Migrate-compare, with Assignments left empty.2 Read both policies with Get-GpcTenantPolicy and compare their settings with ConvertTo-GpcCanonical:
· $both = Get-GpcTenantPolicy -Invoke $invoke -Name '<synced-policy-name>', 'Lab-Migrate-compare'
$synced = $both | Where-Object Name -EQ '<synced-policy-name>'
$migrated = $both | Where-Object Name -EQ 'Lab-Migrate-compare'
Compare-Object @($synced.Settings | ForEach-Object { ConvertTo-GpcCanonical $_.settingInstance }) @($migrated.Settings | ForEach-Object { ConvertTo-GpcCanonical $_.settingInstance })
· A difference is a finding: record which side is wrong.
1. Drill drift. In the admin center, change one value in a policy the sync created. Run the dry run:
· pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan
· Exit 2, and the row names the setting. Change it back.
1. Back it out. Delete the policies the sync created, by the IDs in out/apply/sync-record.json, and Lab-Migrate-compare, in the admin center or with DELETE /beta/deviceManagement/configurationPolicies/{id} and ReadWrite.All:16
· Connect-MgGraph -Environment Global -Scopes DeviceManagementConfiguration.ReadWrite.All
$ids = @((Get-Content ./out/apply/sync-record.json -Raw | ConvertFrom-Json).Created) + @($migrated.Id)
foreach ($id in $ids) { Invoke-MgGraphRequest -Method DELETE -Uri "/beta/deviceManagement/configurationPolicies/$id" }
· The sync never deletes. Then delete the imported GPO in Group Policy analytics, as Learn describes.1 Confirm the dry run shows Create for every library file again:
· pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud gcc -TenantId <test-tenant-id> -WithPlan
When the policies are assigned later, Learn’s guidance applies: use an assignment filter instead of a dynamic device group when only Intune uses the group, and don’t exclude with a dynamic device group where timing matters.2122 Book 05 keeps dynamic device groups where the rule reads device extension attributes, because filters can’t (assignment strategy). VK-INT-04 checks the result.
[bookmark: _Toc00001168]Verified facts
	Item
	Value
	Source

	List Group Policy analytics reports
	GET /beta/deviceManagement/groupPolicyMigrationReports; beta; least privileged DeviceManagementConfiguration.Read.All, delegated and application; global, US Government L4 and L5
	5

	Report properties
	migrationReadiness: none, partial, complete, error, notApplicable; targetedInActiveDirectory; supported-setting counts; relationships groupPolicySettingMappings and unsupportedGroupPolicyExtensions
	3

	List setting mappings
	GET …/groupPolicyMigrationReports/{id}/groupPolicySettingMappings; beta; DeviceManagementConfiguration.Read.All; global, L4 and L5
	8

	Mapping properties
	mdmSupportedState: unknown, supported, unsupported, deprecated; settingScope: unknown, device, user; intuneSettingDefinitionId; settingType includes appLockerRuleCollection and windowsFirewallSettings
	4

	List settings catalog policies
	GET /beta/deviceManagement/configurationPolicies; DeviceManagementConfiguration.Read.All least privileged; global, L4 and L5
	13

	List a policy’s settings
	GET /beta/deviceManagement/configurationPolicies/{id}/settings; DeviceManagementConfiguration.Read.All
	14

	Create a settings catalog policy
	POST /beta/deviceManagement/configurationPolicies; DeviceManagementConfiguration.ReadWrite.All least privileged; 201 Created; global, L4 and L5
	6

	Update and delete
	PATCH and DELETE on /configurationPolicies/{id}; DeviceManagementConfiguration.ReadWrite.All (the sync uses neither)
	15 16

	Change one setting
	PATCH /beta/deviceManagement/configurationPolicies/{policyId}/settings/{settingId}, body a deviceManagementConfigurationSetting with its settingInstance; DeviceManagementConfiguration.ReadWrite.All; beta; global, US Government L4 and L5 (the sync doesn’t use it)
	17

	Release stage
	Beta for every call above; Microsoft supports Intune beta APIs, but they change more often; the Graph API for Intune needs an active Intune license
	5 6

	Graph host per cloud
	GCC: https://graph.microsoft.com; GCC High: https://graph.microsoft.us; DoD: https://dod-graph.microsoft.us; a token for one cloud doesn’t work in another
	10

	Connect-MgGraph -Environment
	Global, USGov, USGovDoD
	23

	Intune per cloud
	GCC is the commercial Intune instance; GCC High and DoD share the government instance; government admin center intune.microsoft.us
	18 19

	Group Policy analytics
	Windows only; XML under 4 MB per GPO; Intune Administrator or a role with Security baselines and Device configuration; non-ADMX settings parsed in English only
	1

	Migrate
	Best effort; stops on conflicting values; disabled for AppLocker and firewall rules; review before including every setting
	2

	Roles
	Policy and Profile Manager manages configuration profiles; Read Only Operator views and can’t change
	20

	Targeting
	Use assignment filters instead of dynamic groups when the group is used only by Intune; dynamic device group exclusions not recommended where latency matters
	21 22

	Sensitive values
	Anyone with read access to device configuration can read values stored in a profile
	12

	Microsoft’s sample
	microsoft/mggraph-intune-samples, linked from Learn’s Intune migration guide; as-is; validate in a test tenant
	7 9


What the samples do, and what the module does, come from running them, not from Learn. The setting definition IDs in the library come from Learn’s settings catalog examples; the fixture’s mappings that point to them are fictional.
Two things Learn doesn’t say yet, recorded so a later edit doesn’t assume them, and one it now does. A policy’s settings can be changed one at a time through the setting’s own PATCH;17 the code still never updates, by design. Learn documents no Graph equivalent of the Migrate step, so Lab 2 compares the two by hand. And no Learn page states that the Group Policy analytics import works in GCC High and DoD, although the Graph pages list both clouds; confirm it in a GCC High test tenant first.
[bookmark: _Toc00001169]Federal requirements and evidence
Moving Group Policy to Intune changes the baseline of every device, so the plan, the library and the sync record are configuration-management evidence. Each row names the file or command that proves it. Controls are from the Moderate baseline24; indicators are from FedRAMP’s list25. Which output supports which control is the program’s reading (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Every in-scope GPO is imported and ready, or listed (Lab 1, step 1: VK-INT-07, five rows)
	CM-2; CA-7
	KSI-MLA-EVC
	The run’s Results/ValidationResults.json

	Microsoft’s import sample, run twice, creates a duplicate without reading the tenant (step 2: two POSTs, no GET)
	SA-11; SR-3
	KSI-SCR-MIT; KSI-CMT-VTD
	The repository: snapshot.json and MicrosoftSamples.Tests.ps1

	Each GPO setting has a disposition, and conflicts are shown (step 3: Get-GpcMovePlan)
	CM-2; CM-6
	KSI-SVC-ACM
	The plan saved with the pull request

	The library has one owner per setting and a decision record per setting (step 4: Test-GpcLibrary, GPC-02, GPC-06, GPC-08, GPC-09)
	CM-3; CM-6: settings and deviations are documented
	KSI-CMT-VTD
	The library in Git; the decision records

	The sync shows what it would create, then writes only that, with the cloud, scopes, file hashes and created IDs (step 5: out/sync-record.json)
	CM-3; AC-6: Read.All for the dry run, ReadWrite.All only with -Apply
	KSI-CMT-LMC; KSI-CMT-RMV; KSI-IAM-ELP
	The evidence store

	An unknown cloud name stops the run (step 5: -Cloud usgov, exit 1)
	CM-6
	KSI-CMT-VTD
	The run log

	A library that differs from the tenant stops the release, and nothing is created (step 6: Drift, exit 2)
	CM-3; CA-7
	KSI-MLA-EVC; KSI-CMT-VTD
	The run log; the pull request

	The module and the sample tests pass (step 7: 46 tests)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	A test GPO is imported into Group Policy analytics (Lab 2, step 1)
	CM-2
	KSI-CMT-LMC
	The Intune audit log

	The gate runs live as a read-only operator (Lab 2, step 2: out/vk)
	CA-7; AC-6
	KSI-MLA-EVC; KSI-IAM-ELP
	The evidence store

	The live plan is saved, and every library setting is in it (Lab 2, step 3: out/plan.csv)
	CM-2; CM-6
	KSI-SVC-ACM
	The pull request

	The dry run asks for read only (Lab 2, step 4)
	AC-6
	KSI-IAM-ELP
	The Entra sign-in log

	The policies are created unassigned, then the dry run shows NoChange (Lab 2, step 5: out/apply/sync-record.json)
	CM-3; CM-2
	KSI-CMT-RMV; KSI-CMT-LMC
	The evidence store; the Intune audit log

	The synced policy matches what Migrate builds (Lab 2, step 6: Compare-Object)
	CM-4(2); SA-11
	KSI-CMT-VTD
	The test record; a difference is a finding

	A change made in the admin center is caught and named (Lab 2, step 7: exit 2)
	CA-7; CM-3
	KSI-MLA-EVC; KSI-CMT-LMC
	The run log; the Intune audit log

	The created policies are deleted by the IDs the record kept (Lab 2, step 8)
	CM-3
	KSI-CMT-LMC
	The Intune audit log

	Intune and Microsoft Graph run on cloud services with FedRAMP Marketplace listings26
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
[bookmark: _Toc00001170]Dangers
	Danger
	What happens
	The guard

	Two policies set one setting
	Devices report a conflict, and neither policy owns the value
	GPC-06 in the pull request; VK-INT-05 after assignment

	A setting another tool owns
	Intune and Configuration Manager, or Intune and Ansible, flip one value back and forth
	GPC-02; config_owner in the CMDB decides which devices an assignment may reach

	Running the create twice
	A second policy with the same name and settings
	The sync reads first and creates only Create rows; Duplicate stops it

	The wrong cloud
	A GCC High tenant is called on the worldwide host
	Get-GpcCloud per cloud; unknown names refused

	An edit in the admin center
	Git and the tenant disagree, and the next release overwrites one or the other
	Drift stops the release and names the setting; the sync never updates

	Moving every setting without review
	Learn advises against it; stale settings move to every device
	The move plan decides nothing; GPC-09 needs a decision per setting

	Two GPOs with different values
	Migrate stops; a script would pick one silently
	Conflict rows; the decision record picks the value; GPC-08 shows it

	A broad session doing the write
	A token that could change anything in Intune runs the pipeline
	Read.All for the dry run; ReadWrite.All only for -Apply

	A secret in a setting value
	Anyone with read access can read it
	GPC-10

	Beta changes
	A property or behavior changes under the code
	Pinned sample tests; the source watch; Lab 2 before each release

	Firewall and AppLocker rules
	Migrate can’t move them
	EndpointSecurity rows go to Endpoint security

	Non-English GPOs
	The MDM support figure is inaccurate
	Export GPOs in English where possible, and check the plan by hand

	A dynamic device group only Intune uses
	Policy lands late, or an exclusion misses
	Learn prefers a filter; Book 05’s assignment strategy; VK-INT-04


[bookmark: _Toc00001171]Checklist
· VK-INT-07 passes for the population: every in-scope GPO imported, and every targeted GPO complete or explained.
· The move plan is saved with the pull request, and every Conflict has a decision record.
· Every library file has an owner, configOwner Intune, its source GPOs and a decision record per setting.
· Invoke-GpcSync.ps1 exits 0 on the dry run, and the reviewer has read its Create list.
· No setting definition ID appears in two library files.
· The release ran with -Apply under ReadWrite.All and wrote sync-record.json; the dry run then shows NoChange.
· Policies were created unassigned; assignment is a separate reviewed change that follows config_owner, with filters where only Intune uses the group.
· The pinned Microsoft samples match their manifest, and every upstream commit since the pin has been reviewed.
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1. Microsoft Learn, “Import and analyze your on-premises GPOs using Group Policy analytics in Microsoft Intune,” https://learn.microsoft.com/intune/device-configuration/import-group-policy-analytics (accessed Oct 30, 2026).
1. Microsoft Learn, “Create a Settings Catalog policy using your imported GPOs in Microsoft Intune,” https://learn.microsoft.com/intune/device-configuration/migrate-group-policy (accessed Oct 30, 2026).
1. Microsoft Learn, “groupPolicyMigrationReport resource type” (Microsoft Graph beta), https://learn.microsoft.com/graph/api/resources/intune-gpanalyticsservice-grouppolicymigrationreport?view=graph-rest-beta (accessed Oct 30, 2026).
1. Microsoft Learn, “groupPolicySettingMapping resource type” (Microsoft Graph beta), https://learn.microsoft.com/graph/api/resources/intune-gpanalyticsservice-grouppolicysettingmapping?view=graph-rest-beta (accessed Oct 31, 2026).
1. Microsoft Learn, “List groupPolicyMigrationReports” (Microsoft Graph beta), https://learn.microsoft.com/graph/api/intune-gpanalyticsservice-grouppolicymigrationreport-list?view=graph-rest-beta (accessed Oct 30, 2026).
1. Microsoft Learn, “Create deviceManagementConfigurationPolicy” (Microsoft Graph beta), https://learn.microsoft.com/graph/api/intune-deviceconfigv2-devicemanagementconfigurationpolicy-create?view=graph-rest-beta (accessed Oct 30, 2026).
1. Microsoft Learn, “Migration guide: Set up or move to Microsoft Intune,” section “Tenant to tenant migration,” https://learn.microsoft.com/intune/fundamentals/setup-migration (accessed Oct 30, 2026).
1. Microsoft Learn, “List groupPolicySettingMappings” (Microsoft Graph beta), https://learn.microsoft.com/graph/api/intune-gpanalyticsservice-grouppolicysettingmapping-list?view=graph-rest-beta (accessed Oct 30, 2026).
1. Microsoft, microsoft/mggraph-intune-samples, SettingsCatalog at commit 2e668455288ebc43b7356b2d9b0c537e24c409f4 (September 25, 2026), MIT License, https://github.com/microsoft/mggraph-intune-samples/tree/2e668455288ebc43b7356b2d9b0c537e24c409f4/SettingsCatalog (accessed Oct 30, 2026); pinned copy in examples/third_party/mggraph-intune-samples.
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[bookmark: _Toc00001173]Chapter 07 — Machine Configuration Packages
Learn’s cmdlets build a package and a policy definition; nothing in them says whether this package is the one you reviewed, whether it leaks the build host, or whether it will reach servers another tool owns. That check is the pipeline’s job.
[bookmark: _Toc00001174]In this chapter
How a server setting becomes Azure Machine Configuration content: a DSC configuration compiled to a MOF, packaged with New-GuestConfigurationPackage, tested, published, signed, and turned into an Azure Policy definition with New-GuestConfigurationPolicy. You follow Learn’s procedure and run Microsoft’s own sample project, which the repository keeps as a pinned copy, and see what the cmdlets do on their own. Then you build on examples/machine-configuration for what they leave to you: a cleaned, repeatable MOF, package and definition checks against a release registry, the owner tag filter, Arc and Azure Government scope, and a provenance manifest. Lab 1 runs offline on a laptop; Lab 2 uses a test subscription and a disposable server.
[bookmark: _Toc00001175]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 07 — Machine Configuration Packages: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on October 31, 2026 from the approved chapter.
[bookmark: _Toc00001176]Goal and audience
Goal. By the end of this chapter you can take a server setting from a DSC configuration to an assigned policy using Learn’s cmdlets, you know what those cmdlets don’t check, and you can run, change and test the build that checks it. For every rule in the build you can say whether it is Microsoft’s contract, Microsoft’s procedure, or the program’s own design.
Audience. Developers and platform engineers who write server baselines for the Arc track, and the engineers and ISSOs who review them. You should be comfortable in PowerShell 7 and know what a DSC configuration is. You don’t need to know Azure Policy in depth: the chapter covers the parts machine configuration uses.
[bookmark: _Toc00001177]Where machine configuration sits
The Arc track puts each server under one owning tool per setting, recorded as config_owner in the CMDB and mirrored in the ConfigOwner tag (Ansible guide). For the settings machine configuration owns, the code is a DSC configuration, and Azure Policy delivers it.
Learn’s model has three parts.1 A package (a .zip with the compiled MOF and the DSC resource modules it uses) says what the machine should look like. A policy definition in the category Guest Configuration points at the package by URI and hash. When the definition is assigned, the service creates a guest assignment (Microsoft.GuestConfiguration/guestConfigurationAssignments) on each machine in scope, and the agent on the machine downloads the package, evaluates it and reports compliance.2 A machine can hold up to 50 guest assignments.1
Each assignment has one of three types, and the spelling is case sensitive:3
	Assignment type
	What the agent does

	Audit
	Reports; changes nothing

	ApplyAndMonitor
	Applies once, then reports drift without correcting it

	ApplyAndAutoCorrect
	Applies, and corrects drift at the next evaluation


Custom packages that audit and apply, and custom definitions with AuditIfNotExists or DeployIfNotExists, are generally available. Applying needs guest configuration extension 1.26.24 or later on Azure VMs, or Arc agent 1.10.0 or later.4
[bookmark: _Toc00001178]Start with Learn’s procedure and Microsoft’s sample
What Learn gives you
Learn documents the whole procedure, one page a step:4
	Step
	Learn’s command
	What it produces

	Set up
	Install-Module GuestConfiguration; on Windows, PSDesiredStateConfiguration 2.0.75
	The authoring environment, PowerShell 7.1.3 or later on Windows, 7.2.4 or later on Ubuntu 20+

	Author
	Configuration MyConfig { ... }, then dot-source the script6
	localhost.mof

	Package
	New-GuestConfigurationPackage -Name -Configuration -Type Audit or AuditAndSet6
	<Name>.zip with the MOF, a metaconfig.json holding type and version, and the modules

	Test
	Get-GuestConfigurationPackageComplianceStatus, then Start-GuestConfigurationPackageRemediation for AuditAndSet7
	Compliance per resource, from the same agent the machines run

	Publish
	Set-AzStorageBlobContent, optionally New-AzStorageBlobSASToken8
	An HTTPS URI the machines can read

	Sign
	Protect-GuestConfigurationPackage, and the GuestConfigPolicyCertificateValidation tag on machines9
	A signed package that tagged machines will insist on

	Define
	New-GuestConfigurationPolicy -PolicyId -ContentUri -Mode -Platform -PolicyVersion10
	Definition JSON, with contentHash filled in

	Publish the definition
	New-AzPolicyDefinition, with Resource Policy Contributor as the recommended role10
	The definition in Azure, ready to assign


Learn is clear about some things you must not do. Don’t put secrets or confidential information in a package.4 The package can’t exceed 100 MB uncompressed.6 To release a new version, give the package a new name (Learn suggests PackageName_1.0.0), keep the same PolicyId, raise the version, and let the cmdlet recompute contentHash. If only the URI changes and not the hash, the extension rejects the package.10
The pinned sample
Learn’s overview lists Microsoft’s sample DSC resource modules among its machine configuration samples.1 The repository keeps an unmodified copy of that repository’s worked example project in examples/third_party/guest-configuration-samples, pinned at commit ca85d61 of August 4, 2021, with its MIT license.11 It is createPackage.ps1, a compiled AdministratorsGroupMembers.mof that audits the members of the local Administrators group, and the LocalGroup resource module it imports.
snapshot.json records the commit and the SHA-256 of every file, and a unit test fails if one changes. The weekly source watch reports new upstream commits, both to the samples and to the GuestConfiguration module’s own repository. Updating either is a reviewed pull request, the same pattern as Chapter 01.
The sample is five years older than the module the chapter uses (GuestConfiguration 4.12.0, published June 22, 2026, on the PowerShell Gallery; the gallery isn’t a Learn page).12 Two things in it no longer hold. Its script calls Test-GuestConfigurationPackage, which 4.12.0 doesn’t export: the current name is Get-GuestConfigurationPackageComplianceStatus. It also appends to PSModulePath with :, the Linux separator. Its MOF and module still package with 4.12.0. tests/LearnBaseline.Tests.ps1 pins all three facts.
What it leaves to you
Running Learn’s commands offline, on the sample and on this chapter’s configuration, shows what the cmdlets don’t do. Each row is pinned by a test that runs the cmdlets.
	Learn’s cmdlets, on their own
	Why it matters in a federal pipeline
	What examples/machine-configuration adds

	The compiled MOF records the user name, host name, date and full script path (@GeneratedBy, @GenerationHost, SourceInfo)
	That MOF goes into the package, and the package goes to a blob the machines read: it publishes who built it and where
	ConvertTo-McCleanMof removes them; rule MC-PKG-04 refuses a package that still has them

	Compiling writes each resource’s properties in a different order each run
	The MOF’s hash changes with no change to the configuration, so a reviewer can’t tell a real change from noise
	The cleaner sorts properties, so the same source gives the same MOF bytes on any host

	New-GuestConfigurationPackage writes a different .zip each run, even from the same MOF
	A rebuilt package doesn’t match the hash in the reviewed definition
	Build once, check, publish those exact bytes; provenance.json records both hashes

	Nothing checks for secrets, although Learn says not to include them
	A credential in a MOF is readable by anyone who can read the blob
	MC-PKG-05 scans the MOF for credential properties, SAS signatures, account keys and private keys

	New-GuestConfigurationPolicy takes whatever -PolicyId and -PolicyVersion it’s given; Learn says to generate a GUID with New-Guid for a new definition and reuse it for updates, but nothing records it10
	A new GUID creates a second definition instead of updating the first; a version that doesn’t rise breaks the release
	config/releases.json holds the fixed policy ID, mode and published version; MC-POL-05 to MC-POL-07 compare against it

	An enforcing definition reaches every machine in scope
	Two tools on one setting flip it back and forth, each reporting success
	MC-POL-08 requires the ConfigOwner tag filter on ApplyAnd* definitions, the same rule VK-ARC-07 checks after the fact

	The generated definition’s IncludeArcMachines parameter defaults to "false"
	An assignment made with defaults leaves every Arc-enabled server out of scope, and nothing reports it
	MC-POL-09 reminds on every build meant for Arc

	Learn’s SAS example lasts three years8
	A read token in a definition outlives the package, the server and the people who made it
	Managed identity by default; MC-POL-03 warns on any SAS and refuses one longer than 90 days (design guidance)

	Module versions float
	A rebuild a month later compiles against different resources
	RequiredModules.psd1 pins them; the build stops if one is missing


Three smaller differences from Learn’s text, found by running 4.12.0 and pinned in the baseline test. The definition file is named <package>_AuditIfNotExists.json or <package>_DeployIfNotExists.json, not auditIfNotExists.json as Learn’s page says.10 The -Tag parameter takes one hashtable; the array of hashtables Learn describes fails to bind. The package also holds only the configuration’s own resource module, not the GuestConfiguration and DscNativeResources folders Learn lists in a package’s expected contents.6 The package works either way; the test pins what 4.12.0 does.
An enforcing definition also grants its remediation identity a role, and the generated DeployIfNotExists definition names it only by ID: 088ab73d-1256-47ae-bea9-9de8e7131f31. Learn’s built-in roles reference doesn’t list that ID. Microsoft’s own role tables name it Guest Configuration Resource Contributor, “Lets you read, write Guest Configuration Resource”,13 and a Learn page for Azure Local tells you to pick that role by name for machine configuration policy definitions.14 Before an assignment relies on it, read the definition in the test subscription with Get-AzRoleDefinition -Id 088ab73d-1256-47ae-bea9-9de8e7131f31 and record its name and actions. The test pins that 4.12.0 grants this one role and no other.
The verdict. Learn’s procedure is the procedure: the build calls its cmdlets in its order and replaces none of them. What the build adds sits between the steps: clean the MOF before packaging, check the package before defining, check the definition before publishing, and record what was built.
[bookmark: _Toc00001179]The code: what examples/machine-configuration adds
examples/machine-configuration has one configuration, one module of checks, one build script and two test files:
· configurations/TlsServerProtocols.ps1 audits that the server side of TLS 1.0 and TLS 1.1 is explicitly disabled in SCHANNEL, using the Registry resource from PSDscResources. It is audit only. It reports a machine with no explicit setting as non-compliant, which is the intent: the baseline wants the setting on record.
· powershell/McPipeline.psm1 holds the checks and the provenance manifest. None of it needs the GuestConfiguration module, Azure or a network.
· powershell/Invoke-McBuild.ps1 runs the whole build offline: compile, clean, package, define, check, write provenance.json. It exits 0 if the build passed (warnings allowed), 2 on findings, and 1 on error.
The release registry
config/releases.json is the reviewed record of what is in production, one entry per configuration:
"TlsServerProtocols": {
  "policyId": "ca593085-dfcb-425d-ac9c-12870a55bbaa",
  "platform": "Windows",
  "mode": "Audit",
  "published": "0.0.0",
  "identity": "system",
  "include_arc": true,
  "owner_tag": { "ConfigOwner": "ArcMachineConfiguration" }
}
The policy ID never changes; Learn says to reuse it so updates replace the definition.10 mode is checked case-sensitively against the three assignment types. published moves up in the same pull request that publishes a new version, so a second build of 1.0.0 fails MC-POL-06. identity: system builds definitions that read the package with each machine’s system-assigned identity, which Learn says works for Arc-enabled servers; a user-assigned identity doesn’t.15 The owner tag value is the one the Arc track uses.
Clean the MOF
ConvertTo-McCleanMof rewrites the compiled MOF into one canonical form. It drops the header comment and the configuration document’s Author, GenerationDate and GenerationHost. It keeps SourceInfo as ::line::column::resource, the form Microsoft’s own sample MOF uses. It sorts each instance’s properties and writes LF line endings. Compiled three times, the configuration gives three different MOFs and one cleaned MOF. The baseline test parses the compiled and cleaned files with DSC’s own MOF deserializer and checks that the resources and values are the same, apart from the fields removed on purpose.
Check the package
Test-McPackage opens the .zip in memory and applies seven rules. The MOF and metaconfig must be at the root (MC-PKG-01), and the type must be the one the registry mode needs (MC-PKG-02). The package must stay within the 100 MB limit (MC-PKG-03). The MOF must carry no build-host data (MC-PKG-04) and nothing that looks like a secret (MC-PKG-05). Every module the MOF imports must be in the package at the version it was compiled against (MC-PKG-06). The package name must carry a version (MC-PKG-07, a warning).
Check the definition
Test-McPolicy reads the definition New-GuestConfigurationPolicy wrote, with the package and the registry entry, and applies nine rules (MC-POL-01 to MC-POL-09; the README lists them). The one that catches the most is MC-POL-02. contentHash appears four times in an enforcing definition (once in the metadata, once per machine type in the deployment template), and every copy must be this package’s SHA-256. A hand-edited definition or a rebuilt package fails here, not on a server.
The provenance manifest
provenance.json follows the pattern of Book 13, Chapter 04: what was built, from what, and what shipped.
{
  "schema": "fmp-mc-provenance/1",
  "configuration": "TlsServerProtocols",
  "version": "1.0.0",
  "policy_id": "ca593085-dfcb-425d-ac9c-12870a55bbaa",
  "mode": "Audit",
  "mof":     { "file": "TlsServerProtocols_1.0.0.mof", "sha256": "ecffd795…" },
  "package": { "file": "TlsServerProtocols_1.0.0.zip", "sha256": "…", "bytes": 341673 },
  "policy":  { "file": "TlsServerProtocols_1.0.0_AuditIfNotExists.json", "sha256": "…" },
  "modules": { "GuestConfiguration": "4.12.0", "PSDesiredStateConfiguration": "2.0.7", "PSDscResources": "2.12.0.0" },
  "findings": { "Finding": 0, "Warn": 0, "Info": 1 }
}
The MOF hash is the reviewable one: it is the same for anyone who builds the same commit. The package and definition hashes identify the bytes that shipped; an ISSO can download the published blob, hash it, and match it here. Chapter 09 carries this file into the evidence package.
The tests
tests/McPipeline.Tests.ps1 has 49 fixture tests and needs no module: it zips packages in a temporary folder and uses two definitions 4.12.0 wrote, with the package hash replaced by a placeholder. tests/LearnBaseline.Tests.ps1 has 16 tests that run Learn’s cmdlets and the pinned sample offline. They skip unless the pinned module versions are found.
[bookmark: _Toc00001180]Illustrative code
The build runs Learn’s cmdlets as the module publishes them, and its checks are tested against fixtures and offline runs, not against a production subscription. The cleaned MOF parses the same with DSC’s deserializer, but its acceptance by the agent on a real machine is shown in Lab 2. Review the code, and run Lab 2, before it builds a production baseline.
[bookmark: _Toc00001181]Lab 1: offline, no subscription
You need Windows with PowerShell 7.1 or later and Pester 5. Nothing in this lab signs in, uploads, or installs the machine configuration agent.
Every command in Lab 1
Every command in this lab, in order. Each step below says what it does and what to look for.
# Step 1: Save the pinned modules
Save-Module GuestConfiguration -RequiredVersion 4.12.0 -Path ./mcmods
Save-Module PSDesiredStateConfiguration -RequiredVersion 2.0.7 -Path ./mcmods
Save-Module PSDscResources -RequiredVersion 2.12.0.0 -Path ./mcmods
$env:PSModulePath = (Resolve-Path ./mcmods).Path + ';' + $env:PSModulePath
Import-Module PSDesiredStateConfiguration -RequiredVersion 2.0.7

# Step 2: Follow Learn's steps by hand
. ./configurations/TlsServerProtocols.ps1
TlsServerProtocols -OutputPath ./lab/compiled
New-GuestConfigurationPackage -Name TlsServerProtocols -Configuration ./lab/compiled/localhost.mof -Type Audit -Path ./lab/p1 -Force
New-GuestConfigurationPackage -Name TlsServerProtocols -Configuration ./lab/compiled/localhost.mof -Type Audit -Path ./lab/p2 -Force
Get-FileHash ./lab/p1/TlsServerProtocols.zip, ./lab/p2/TlsServerProtocols.zip

# Step 2: Follow Learn's steps by hand
Select-String -Path ./lab/compiled/localhost.mof -Pattern '@GeneratedBy|@GenerationHost|SourceInfo'

# Step 3: See what the checks say about Learn's output
Import-Module ./powershell/McPipeline.psm1
Test-McPackage -Path ./lab/p1/TlsServerProtocols.zip -Name TlsServerProtocols -ExpectedType Audit

# Step 4: Run Microsoft's pinned sample with the current module
cd ../third_party/guest-configuration-samples/package-samples/.example-project
$env:PSModulePath = "$PWD/Modules;" + $env:PSModulePath
New-GuestConfigurationPackage -Name AdministratorsGroupMembers -Configuration ./AdministratorsGroupMembers.mof -Path $env:TEMP/ms -Force
Get-Command Test-GuestConfigurationPackage -ErrorAction SilentlyContinue   # nothing: renamed
cd ../../../../machine-configuration

# Step 4: Run Microsoft's pinned sample with the current module
Test-McMofText -Text (Get-Content ../third_party/guest-configuration-samples/package-samples/.example-project/AdministratorsGroupMembers.mof -Raw)

# Step 5: Run the checked build
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./out

# Step 5: Run the checked build
Select-String -Path ./out/TlsServerProtocols_1.0.0/policy/TlsServerProtocols_1.0.0_AuditIfNotExists.json -Pattern 'contentHash|IncludeArcMachines'

# Step 5: Run the checked build
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./out2
foreach ($o in './out', './out2') { $p = Get-Content "$o/TlsServerProtocols_1.0.0/provenance.json" -Raw | ConvertFrom-Json; '{0}  mof {1}  package {2}' -f $o, $p.mof.sha256, $p.package.sha256 }

# Step 6: Break something on purpose
(Get-Content -Raw ./config/releases.json).Replace('"published": "0.0.0"', '"published": "1.0.0"') | Set-Content -NoNewline ./lab/releases.json
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 -Registry ./lab/releases.json `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./lab/out-registry

# Step 6: Break something on purpose
(Get-Content -Raw ./lab/releases.json).Replace('"mode": "Audit"', '"mode": "applyAndAutoCorrect"') | Set-Content -NoNewline ./lab/releases.json
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 -Registry ./lab/releases.json `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./lab/out-registry

# Step 6: Break something on purpose
(Get-Content -Raw ./lab/releases.json).Replace('"mode": "applyAndAutoCorrect"', '"mode": "ApplyAndAutoCorrect"') -replace ',\r?\n\s*"owner_tag": \{[^}]*\}', '' | Set-Content -NoNewline ./lab/releases.json
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 -Registry ./lab/releases.json `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./lab/out-registry

# Step 7: Run the tests
$env:MC_MODULE_PATH = (Resolve-Path ./mcmods).Path
Invoke-Pester ./tests
1. Save the pinned modules to a folder rather than installing them, from examples/machine-configuration:
· Save-Module GuestConfiguration -RequiredVersion 4.12.0 -Path ./mcmods
Save-Module PSDesiredStateConfiguration -RequiredVersion 2.0.7 -Path ./mcmods
Save-Module PSDscResources -RequiredVersion 2.12.0.0 -Path ./mcmods
$env:PSModulePath = (Resolve-Path ./mcmods).Path + ';' + $env:PSModulePath
Import-Module PSDesiredStateConfiguration -RequiredVersion 2.0.7
1. Follow Learn’s steps by hand. Compile the chapter’s configuration and package it the way Learn’s page does:6
· . ./configurations/TlsServerProtocols.ps1
TlsServerProtocols -OutputPath ./lab/compiled
New-GuestConfigurationPackage -Name TlsServerProtocols -Configuration ./lab/compiled/localhost.mof -Type Audit -Path ./lab/p1 -Force
New-GuestConfigurationPackage -Name TlsServerProtocols -Configuration ./lab/compiled/localhost.mof -Type Audit -Path ./lab/p2 -Force
Get-FileHash ./lab/p1/TlsServerProtocols.zip, ./lab/p2/TlsServerProtocols.zip
· Two packages from one MOF, with two different hashes. Now look inside the MOF:
· Select-String -Path ./lab/compiled/localhost.mof -Pattern '@GeneratedBy|@GenerationHost|SourceInfo'
· Your user name and computer name are in the header, and your folder path is in every SourceInfo.
1. See what the checks say about Learn’s output:
· Import-Module ./powershell/McPipeline.psm1
Test-McPackage -Path ./lab/p1/TlsServerProtocols.zip -Name TlsServerProtocols -ExpectedType Audit
· Three rows: two MC-PKG-04 findings (build-host data, absolute path) and the MC-PKG-07 warning (no version in the name).
1. Run Microsoft’s pinned sample with the current module. Still in examples/machine-configuration, package the example project’s MOF and module, and look for the cmdlet its script calls:
· cd ../third_party/guest-configuration-samples/package-samples/.example-project
$env:PSModulePath = "$PWD/Modules;" + $env:PSModulePath
New-GuestConfigurationPackage -Name AdministratorsGroupMembers -Configuration ./AdministratorsGroupMembers.mof -Path $env:TEMP/ms -Force
Get-Command Test-GuestConfigurationPackage -ErrorAction SilentlyContinue   # nothing: renamed
cd ../../../../machine-configuration
· The package builds. Now check Microsoft’s published MOF:
· Test-McMofText -Text (Get-Content ../third_party/guest-configuration-samples/package-samples/.example-project/AdministratorsGroupMembers.mof -Raw)
· It returns nothing: Microsoft’s published MOF carries no build-host data, which is the form the cleaner produces.
1. Run the checked build:
· pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./out
· It exits 0 with one information row, MC-POL-09: IncludeArcMachines defaults to false. Find contentHash and the IncludeArcMachines parameter in the policy definition:
· Select-String -Path ./out/TlsServerProtocols_1.0.0/policy/TlsServerProtocols_1.0.0_AuditIfNotExists.json -Pattern 'contentHash|IncludeArcMachines'
· Run the build again into ./out2 and compare the two provenance.json files:
· pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./out2
foreach ($o in './out', './out2') { $p = Get-Content "$o/TlsServerProtocols_1.0.0/provenance.json" -Raw | ConvertFrom-Json; '{0}  mof {1}  package {2}' -f $o, $p.mof.sha256, $p.package.sha256 }
· The mof.sha256 values match (ecffd795…), and the package hashes don’t.
1. Break something on purpose. The first command writes a copy of config/releases.json to ./lab/releases.json with published changed to 1.0.0; the build passes it with -Registry and writes to ./lab/out-registry, leaving ./out alone:
· (Get-Content -Raw ./config/releases.json).Replace('"published": "0.0.0"', '"published": "1.0.0"') | Set-Content -NoNewline ./lab/releases.json
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 -Registry ./lab/releases.json `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./lab/out-registry
· Exit 2, MC-POL-06. Now change mode in the copy to applyAndAutoCorrect (lower-case a) and build again:
· (Get-Content -Raw ./lab/releases.json).Replace('"mode": "Audit"', '"mode": "applyAndAutoCorrect"') | Set-Content -NoNewline ./lab/releases.json
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 -Registry ./lab/releases.json `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./lab/out-registry
· Exit 1, because the mode is case sensitive. Change it to ApplyAndAutoCorrect, remove owner_tag, and build again:
· (Get-Content -Raw ./lab/releases.json).Replace('"mode": "applyAndAutoCorrect"', '"mode": "ApplyAndAutoCorrect"') -replace ',\r?\n\s*"owner_tag": \{[^}]*\}', '' | Set-Content -NoNewline ./lab/releases.json
pwsh ./powershell/Invoke-McBuild.ps1 -Name TlsServerProtocols -Version 1.0.0 -Registry ./lab/releases.json `
    -ContentUri https://stcontosomc.blob.core.windows.net/machine-configuration -ModulePath ./mcmods -OutputPath ./lab/out-registry
· Exit 2, MC-POL-08.
1. Run the tests:
· $env:MC_MODULE_PATH = (Resolve-Path ./mcmods).Path
Invoke-Pester ./tests
Expected result: 65 tests passing (49 if MC_MODULE_PATH isn’t set, with 16 skipped), and each difference in the table above seen with your own eyes.
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Use a test subscription and a server you can rebuild, never production. Learn says local testing runs the same agent as the machines, installs it under C:\ProgramData\GuestConfig\bin on first use, and needs elevation; Start-GuestConfigurationPackageRemediation changes the machine it runs on.7 You’ll replace: <storage-account> and <container> (the test storage account and container you create in step 3).
Every command in Lab 2
Every command in this lab, in order. Each step below says what it does and what to look for.
# Step 1: Test the package on the disposable server
Get-GuestConfigurationPackageComplianceStatus -Path ./TlsServerProtocols_1.0.0.zip

# Step 1: Test the package on the disposable server
foreach ($p in 'TLS 1.0', 'TLS 1.1') { $k = "HKLM:\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\$p\Server"; New-Item -Path $k -Force | Out-Null; Set-ItemProperty -Path $k -Name Enabled -Value 0 -Type DWord }
Get-GuestConfigurationPackageComplianceStatus -Path ./TlsServerProtocols_1.0.0.zip

# Step 2: Sign in to the right cloud
Connect-AzAccount -Environment AzureCloud

# Step 2: Sign in to the right cloud
# Only for a test subscription in Azure Government
Connect-AzAccount -Environment AzureUSGovernment

# Step 3: Publish the exact bytes
$ctx = New-AzStorageContext -StorageAccountName <storage-account> -UseConnectedAccount
Set-AzStorageBlobContent -Container <container> -File ./out/TlsServerProtocols_1.0.0/TlsServerProtocols_1.0.0.zip -Blob TlsServerProtocols_1.0.0.zip -Context $ctx
New-Item -ItemType Directory -Force ./lab/download | Out-Null
Get-AzStorageBlobContent -Container <container> -Blob TlsServerProtocols_1.0.0.zip -Destination ./lab/download/ -Context $ctx
(Get-FileHash ./lab/download/TlsServerProtocols_1.0.0.zip -Algorithm SHA256).Hash.ToLowerInvariant()
(Get-Content ./out/TlsServerProtocols_1.0.0/provenance.json -Raw | ConvertFrom-Json).package.sha256

# Step 5: Publish the definition
New-AzPolicyDefinition -Name ca593085-dfcb-425d-ac9c-12870a55bbaa -Policy ./out/TlsServerProtocols_1.0.0/policy/TlsServerProtocols_1.0.0_AuditIfNotExists.json
1. Test the package on the disposable server. Copy TlsServerProtocols_1.0.0.zip from Lab 1 to it and, in an elevated PowerShell 7 session with the pinned modules, run:7
· Get-GuestConfigurationPackageComplianceStatus -Path ./TlsServerProtocols_1.0.0.zip
· Expect complianceStatus False on a default server, with a reason per registry key. The first command sets both Enabled values to 0 (the keys the configuration audits); then test again:
· foreach ($p in 'TLS 1.0', 'TLS 1.1') { $k = "HKLM:\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\$p\Server"; New-Item -Path $k -Force | Out-Null; Set-ItemProperty -Path $k -Name Enabled -Value 0 -Type DWord }
Get-GuestConfigurationPackageComplianceStatus -Path ./TlsServerProtocols_1.0.0.zip
· Expect True. This is the step that shows the agent accepts the cleaned MOF.
1. Sign in to the right cloud. The program’s estate is a Microsoft 365 GCC tenant, whose Azure subscriptions are in commercial Azure: Learn says Office 365 GCC uses Microsoft Entra Public, and an Azure Government subscription can’t be associated with a directory there.16 So the lab’s default is the commercial cloud, AzureCloud:17
· Connect-AzAccount -Environment AzureCloud
· Check the server can reach the cloud’s machine configuration endpoints. For commercial Azure, Learn lists *.guestconfiguration.azure.com for Arc-enabled servers,18 19 and for each region agentserviceapi.guestconfiguration.azure.com and a regional endpoint, such as eastus-gas.guestconfiguration.azure.com and eus-gas.guestconfiguration.azure.com for East US, with package storage in that region’s oaasguestconfig*.blob.core.windows.net accounts.19
· If the test subscription is in Azure Government instead, the alternative for a GCC High or DoD estate, sign in to that cloud:
· # Only for a test subscription in Azure Government
Connect-AzAccount -Environment AzureUSGovernment
· For Azure Government, Learn lists *.guestconfiguration.azure.us for Arc-enabled servers18 and regional endpoints for US Gov Arizona, Texas and Virginia.19
1. Publish the exact bytes. Create a storage account and container in the test subscription with anonymous blob access disabled, and upload the package Lab 1 built with Learn’s Set-AzStorageBlobContent step.8 Don’t rebuild it. Download it back and compare its SHA-256 with package.sha256 in provenance.json. From examples/machine-configuration:
· $ctx = New-AzStorageContext -StorageAccountName <storage-account> -UseConnectedAccount
Set-AzStorageBlobContent -Container <container> -File ./out/TlsServerProtocols_1.0.0/TlsServerProtocols_1.0.0.zip -Blob TlsServerProtocols_1.0.0.zip -Context $ctx
New-Item -ItemType Directory -Force ./lab/download | Out-Null
Get-AzStorageBlobContent -Container <container> -Blob TlsServerProtocols_1.0.0.zip -Destination ./lab/download/ -Context $ctx
(Get-FileHash ./lab/download/TlsServerProtocols_1.0.0.zip -Algorithm SHA256).Hash.ToLowerInvariant()
(Get-Content ./out/TlsServerProtocols_1.0.0/provenance.json -Raw | ConvertFrom-Json).package.sha256
· The two hashes match.
1. Grant read access to the machines, not a token. The definition uses each machine’s system-assigned identity, so assign Storage Blob Data Reader on the storage account to the test server’s identity, as Learn describes for this option.10 No SAS token goes in the definition.
1. Publish the definition. With Resource Policy Contributor on the test subscription,10 run it with the registry’s policyId from config/releases.json as the name:
· New-AzPolicyDefinition -Name ca593085-dfcb-425d-ac9c-12870a55bbaa -Policy ./out/TlsServerProtocols_1.0.0/policy/TlsServerProtocols_1.0.0_AuditIfNotExists.json
· Using the registry’s policy ID as the name means the next version updates this definition.
1. Assign it to the test resource group with IncludeArcMachines set to true. If the test server is Arc-enabled and you leave the default, nothing happens and nothing says so.
1. Read the result. Within a few evaluation cycles the guest assignment appears with a compliance status. Read it in the portal’s guest assignments page or through Resource Graph, the way VK-ARC-03 and VK-ARC-07 in Chapter 03’s validation kit do. Record the assignment’s contentHash and compare it with provenance.json.
1. Back it out. Delete the policy assignment; Learn says that deletes the guest assignment it created, but a definition removed from an initiative leaves its guest assignments behind to delete by hand.2 Then delete the definition, the blob and the role assignment, and rebuild the disposable server.
To try an enforcing version, rebuild with the registry mode set to ApplyAndMonitor, a new version and a new package name. Tag the test server ConfigOwner = ArcMachineConfiguration; an untagged server stays out of scope, which is the point.
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	Item
	Value
	Source

	Release stage
	Custom packages that audit and apply, and custom definitions with AuditIfNotExists or DeployIfNotExists, are generally available
	4 10

	Agent versions for apply
	Azure VM guest configuration extension 1.26.24 or later; Arc agent 1.10.0 or later
	4

	Authoring environment
	Windows with PowerShell 7.1.3 or later, or Ubuntu 20+ with 7.2.4 or later; PSDesiredStateConfiguration 2.0.7 for Windows configurations, the 3.0.0 prerelease for Linux
	5 6

	Package
	.zip, at most 100 MB uncompressed; type Audit or AuditAndSet; no secrets
	6 4

	Assignment types
	Audit, ApplyAndMonitor, ApplyAndAutoCorrect, case sensitive
	3

	Guest assignments per machine
	Up to 50
	1

	Publish the definition
	New-AzPolicyDefinition; recommended role Resource Policy Contributor
	10

	Role granted to an enforcing definition’s remediation identity
	088ab73d-1256-47ae-bea9-9de8e7131f31, Guest Configuration Resource Contributor (name from Microsoft’s role tables, not Learn’s built-in roles reference; confirm with Get-AzRoleDefinition in Lab 2)
	13 14

	Package access
	System-assigned identity works for Arc-enabled servers; user-assigned identity doesn’t, and needs -ExcludeArcMachines; either needs Storage Blob Data Reader and anonymous blob access disabled
	10 15

	Signing
	Protect-GuestConfigurationPackage; public key in Trusted Publishers (Windows) or /usr/local/share/ca-certificates/gc (Linux); tag GuestConfigPolicyCertificateValidation = enabled on machines that must require it
	9

	Turning off remediation of custom content on one machine
	Tag CustomGuestConfigurationSetPolicy = disable
	3

	Commercial Azure (the GCC estate)
	Connect-AzAccount -Environment AzureCloud; Arc-enabled servers need *.guestconfiguration.azure.com; each region has agentserviceapi.guestconfiguration.azure.com and a regional endpoint, such as eastus-gas.guestconfiguration.azure.com
	16 17 18 19

	Azure Government
	Arc-enabled servers need *.guestconfiguration.azure.us; machine configuration endpoints are listed for US Gov Arizona, Texas and Virginia
	18 19

	Cost on Arc
	Included at no extra cost for Arc-enabled Windows servers with Software Assurance or a subscription license once attested, or enrolled in Windows Server pay-as-you-go; otherwise purchased separately. Activation isn’t available in US Gov Virginia or US Gov Arizona (Learn lists those and three China regions as the exceptions), so in those regions plan to buy it
	20


The GuestConfiguration module version, its command list and its behavior described above come from the PowerShell Gallery and from running it, not from Learn.12
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A machine configuration package is the server baseline in a file, so what was built, from what, and what shipped is the evidence. Each row names the file or command that proves it. Controls are from the Moderate baseline21; indicators are from FedRAMP’s list22. Which output supports which control is the program’s reading (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	The build compiles against pinned module versions (Lab 1, step 1: Save-Module ... -RequiredVersion; RequiredModules.psd1)
	SR-3; SA-10 (Developer Configuration Management)
	KSI-SCR-MIT
	The repository

	Learn’s cmdlets alone give two package hashes from one MOF, and the MOF carries the build host (step 2)
	SA-11
	KSI-CMT-VTD
	The test results: LearnBaseline.Tests.ps1

	The package check refuses build-host data (step 3: MC-PKG-04)
	SA-11; CM-3(2)
	KSI-CMT-VTD
	The check output

	Microsoft’s pinned sample still packages, and its MOF has no build-host data (step 4: Test-McMofText)
	SR-3
	KSI-SCR-MIT
	The repository: snapshot.json

	The checked build passes, and its findings are recorded (step 5: findings.json, exit 0)
	CM-3(2)
	KSI-CMT-VTD
	The evidence store

	The same commit gives the same cleaned MOF hash; the package and definition hashes identify what shipped (step 5: provenance.json)
	SA-10; SI-7; CM-2
	KSI-SVC-VRI; KSI-CMT-LMC
	The evidence store; Chapter 09’s package

	The definition carries the package’s contentHash, and the build reminds that Arc servers are out of scope by default (step 5: the _AuditIfNotExists.json definition, MC-POL-09)
	CM-6; SI-7
	KSI-SVC-ACM; KSI-SVC-VRI
	The repository; the published definition

	A version that didn’t rise, a mode in the wrong case and an enforcing definition with no owner filter are refused (step 6: MC-POL-06, exit 1, MC-POL-08)
	CM-3; CM-6: one owning tool per setting
	KSI-CMT-VTD
	The pull request’s check run

	The checks and the offline cmdlet runs pass (step 7: 65 tests)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	The agent reports non-compliant, then compliant once the setting is made (Lab 2, step 1: Get-GuestConfigurationPackageComplianceStatus)
	CM-6; CA-7
	KSI-MLA-EVC
	The test record

	The published blob is the built package, byte for byte (Lab 2, step 3: downloaded SHA-256 equals package.sha256)
	SI-7
	KSI-SVC-VRI
	The change record

	Machines read the package with their own identity, and no SAS goes in the definition (Lab 2, step 4: Storage Blob Data Reader)
	AC-6; IA-5
	KSI-IAM-ELP; KSI-IAM-SNU
	The Azure role assignment record

	The definition is published under the registry’s fixed ID, so the next version updates it (Lab 2, step 5: New-AzPolicyDefinition -Name <policyId>)
	CM-3; CM-5
	KSI-CMT-RMV
	The Azure activity log

	The assignment includes Arc-enabled servers (Lab 2, step 6: IncludeArcMachines true)
	CM-6
	KSI-SVC-ACM
	The assignment’s parameters

	Each machine reports compliance against the package whose hash is in provenance.json (Lab 2, step 7)
	CA-7; SI-7
	KSI-MLA-EVC; KSI-SVC-VRI
	The guest assignment; Resource Graph; the evidence store

	The assignment, its guest assignments, the definition and the blob are removed (Lab 2, step 8)
	CM-3
	KSI-CMT-LMC
	The Azure activity log

	Azure Policy and machine configuration run on cloud services with FedRAMP Marketplace listings23
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
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	Danger
	What happens
	The guard

	Two tools on one setting
	Under ApplyAndAutoCorrect, machine configuration and another tool flip a value back and forth, both reporting success
	MC-POL-08 owner tag filter at build time; VK-ARC-07 after assignment

	Rebuilding at release time
	The package published isn’t the package reviewed, or its hash no longer matches the definition
	Publish the bytes the build checked; MC-POL-02; compare the downloaded blob with provenance.json

	Build-host data in a published package
	User names, host names and folder paths in a blob the whole fleet can read
	ConvertTo-McCleanMof; MC-PKG-04

	A secret in a MOF
	Learn says don’t; a credential compiled into a resource is in every copy of the package
	MC-PKG-05; parameters through Azure Policy for values that vary

	A long-lived SAS token
	Learn’s example lasts three years; the URI in the definition is a standing read grant
	System-assigned identity with Storage Blob Data Reader; MC-POL-03

	Arc servers silently out of scope
	IncludeArcMachines defaults to "false"
	MC-POL-09 on every build; Lab 2 step 6

	A new GUID for an update
	A second definition, and two assignments on the same machines
	Fixed policy ID in the registry; MC-POL-05

	Enforcing by accident
	An AuditAndSet package and an apply mode change servers that were only meant to be measured
	Registry mode reviewed; MC-PKG-02 and MC-POL-07; the cmdlet itself refuses an apply mode for an audit-only package

	Leftover guest assignments
	Removing a definition from an initiative leaves its guest assignments in place2
	Back-out step that lists and deletes them

	A floating module
	A rebuild compiles against different resources
	RequiredModules.psd1; the baseline tests on every module update

	Unsigned content where signing is required
	Tagged machines refuse it9
	Sign before publishing, as Learn says, and generate the definition from the file you publish, so contentHash is the hash of the signed package (design guidance)
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· The configuration is in Git, with the registry entry in the same pull request: fixed policy ID, mode, published version, owner tag, identity.
· The build ran from the pinned module versions and exited 0; findings.json has no findings.
· The cleaned MOF’s hash in provenance.json matches a rebuild of the same commit.
· The package was tested on a disposable server with Get-GuestConfigurationPackageComplianceStatus (and Start-GuestConfigurationPackageRemediation for AuditAndSet).
· The published blob’s SHA-256 matches package.sha256, and the definition’s contentHash matches it everywhere it appears.
· No SAS token in the definition, or one that expires within 90 days with a recorded reason.
· Enforcing definitions filter on ConfigOwner, and VK-ARC-07 is clean after assignment.
· The assignment sets IncludeArcMachines to true where Arc-enabled servers are in scope.
· Signed content, where required: signed after the checks, definition generated from the signed file, machines tagged.
· The pinned sample matches its manifest, and every upstream commit to the samples and the module since the pin has been reviewed.
· provenance.json and findings.json are in the evidence store.
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[bookmark: _Toc00001188]Chapter 08 — Ansible Beside Arc
Microsoft’s role connects a server to Azure Arc. It doesn’t know which tool owns the server’s settings, which tool patches it, or which wave it belongs to. The CMDB knows, and the inventory has to carry that to every connect.
[bookmark: _Toc00001189]In this chapter
How Ansible onboards servers to Azure Arc without taking anything another tool owns. You start from Microsoft’s own azure.azcollection.azure_arc role, which Learn documents and the repository keeps as a pinned copy, run it offline, and see what it leaves to you. Then you build on examples/ansible: a patch_owner column in the CMDB export, an inventory that reads both owners and turns them into the ConfigOwner and PatchOwner tags, a wave plan written before anything runs, a dry run the role can’t do itself, and a guard that keeps a GCC estate on commercial Azure. Lab 1 runs on a laptop with no subscription; Lab 2 uses a test subscription and a disposable server.
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Watch the video: Building the Attribute-Driven Migration, Chapter 08 — Ansible Beside Arc: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on October 31, 2026 from the approved chapter.
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Goal. By the end of this chapter you can onboard one wave of servers to Arc with Microsoft’s role, from a CMDB export, with every server tagged with the tool that owns its settings and the tool that patches it. You can show a reviewer the plan before the run and the result after it. For each rule in the code you can say whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Platform engineers who run Ansible beside Arc, and the developers who keep the inventory and playbooks. You should know Ansible playbooks, inventories and check mode. You don’t need an Azure subscription until Lab 2.
[bookmark: _Toc00001192]Where Ansible sits beside Arc
The program gives every setting one owning tool. The CMDB records it for each asset as config_owner, and the Arc track mirrors it to the Arc ConfigOwner tag. Patching has one owner too: the Ansible guide’s rule 5 names a patch_owner field, mirrored to the PatchOwner tag. Where Ansible already patches a fleet, Update Manager only assesses those servers and schedules nothing on them (design guidance).
Arc doesn’t change who owns what. It makes the server an Azure resource, and the tags tell the Azure tools which servers are theirs. Chapter 07’s enforcing definitions filter on ConfigOwner, so machine configuration changes only the servers it owns. Update Manager’s dynamic scopes group machines by tags, among other criteria, and are evaluated at each scheduled run, so a scope on PatchOwner follows the tag.1 The built-in policy for periodic assessment on Arc servers can be scoped by tag too.2 After the fact, VK-ARC-07 in the validation kit reports a server whose owner isn’t machine configuration but which carries an enforcing machine configuration assignment.
So the tags are written once, at the connect, from the CMDB. That makes the onboarding run the place where owners are read, checked and carried. A server connected without them is open to whichever tool reaches it first.
Which Azure. The program’s estate is a Microsoft 365 GCC tenant. Learn says Office 365 GCC uses Microsoft Entra Public, and an Azure Government subscription can’t be associated with a directory there.3 So a GCC estate’s Arc servers go to a commercial subscription, and the agent connects with --cloud AzureCloud, the default.4 The agent then needs the commercial endpoints: login.microsoftonline.com, *.login.microsoft.com, pas.windows.net, management.azure.com (only to connect or disconnect), *.his.arc.azure.com and *.guestconfiguration.azure.com, among others.5 GCC High and DoD tenants use Microsoft Entra Government and Azure Government: AzureUSGovernment, US Gov regions, and the .us endpoints.3 5
[bookmark: _Toc00001193]Start with Microsoft’s sample
What Learn gives you
Learn documents Arc onboarding with Ansible through the Azure Arc onboarding role in the azure.azcollection collection.6 The role installs the Connected Machine agent and registers each host in the resource group and subscription you give it. It is idempotent: a machine that’s already connected is skipped. It doesn’t discover machines.
	What Learn’s page covers
	What it says

	Permissions
	The identity Ansible uses needs Azure Connected Machine Onboarding at subscription or resource group scope; Microsoft.HybridCompute and Microsoft.GuestConfiguration registered6

	Variables
	azure_arc_resource_group, azure_arc_subscription_id, azure_arc_tenant_id, azure_arc_location, azure_arc_cloud (default AzureCloud), azure_arc_tags, proxy6

	Authentication
	auth_source: cli for development; auth_source: msi, the control node’s managed identity, recommended for production because it removes stored secrets; in Ansible Automation Platform, a managed identity or a service principal through auth_source: env6

	Inventory
	Static groups such as arc_linux, or dynamic inventories; in Automation Platform, a constructed inventory, including from a CMDB6

	Scale
	Run the same playbook across groups; in Automation Platform, schedule the job nightly so new machines are onboarded as they appear6


Learn’s planning page adds what the role page doesn’t: pilot first, on a representative set of machines that aren’t business critical, for at least 30 days, with a written plan that includes rollback.7
The pinned copy
The repository keeps an unmodified copy of the role in examples/third_party/azure-arc-role, from ansible-collections/azure at the v4.2.0 release (commit afa62c3, October 30, 2026), with its GPL-3.0-or-later license.8 It holds the role’s README, defaults, metadata and tasks. Each file’s git blob hash was checked against the upstream tree, and the role files in the 4.2.0 package on Ansible Galaxy match them byte for byte.
snapshot.json records the commit and the SHA-256 of every file, and a unit test fails if one changes. examples/ansible/requirements.yml pins azure.azcollection to 4.2.0, and tests/test_microsoft_role.py fails if the installed role isn’t the pinned copy. The weekly source watch reports new upstream commits to the role. Updating either is a reviewed pull request, the same pattern as Chapter 01.
Reading the role shows two things Learn’s page doesn’t say. Its default tag is ArcSQLServerExtensionDeployment: Disabled, where Learn’s variable table gives { archost: "true" }.6 And unless azure_arc_log_enabled is false, it sends a success or failure signal with the subscription, resource group, tenant and region to the Arc hybrid identity service (gbl.his.arc.azure.com in commercial Azure). The chapter follows the code, because the code is what runs. Both are recorded in the verification log.
What it leaves to you
Running the role offline against a control node with no agent, and reading the pinned copy, shows what it doesn’t do. Each row is pinned by a test.
	Microsoft’s role, on its own
	Why it matters here
	What examples/ansible adds
	Pinned by

	Connects whatever hosts the inventory names
	A server goes into Azure without the tags that tell machine configuration and Update Manager whether it’s theirs
	The inventory reads config_owner and patch_owner, refuses a tool it doesn’t know, blocks a candidate without either, and writes ConfigOwner and PatchOwner into the tags
	test_inventory.py

	No waves or batches; Learn’s Automation Platform option onboards every new machine on a schedule
	A wrong tag, rule or network setting reaches the whole estate in one run; Learn says pilot first7
	arc_wave in the CMDB; -e onboarding_wave=N; one canary server, then 5, then 25 percent, stopping at the first failure; waves 0 and 1 refuse production servers (design guidance)
	test_read_only.py, test_local_runs.py

	Can’t run in check mode on a server without the agent: the install check is skipped, so it decides the agent is installed, then its status read fails
	No dry run of what a wave would send
	06_arc_onboarding_role.yml doesn’t call the role without confirm_change=true, and prints what each server would get; the wave plan is written first
	test_microsoft_role.py, test_local_runs.py

	Passing your own tags replaces its default ArcSQLServerExtensionDeployment: Disabled
	A SQL Server host is auto-onboarded to Arc-enabled SQL Server, which the Arc track says to decide before the connect
	The playbook adds the tag back from arc_sql_extension_deployment
	test_read_only.py, test_local_runs.py

	Sends a signal with the subscription, resource group, tenant and region by default; Learn’s page doesn’t mention it
	What leaves the estate should be a decision on record
	arc_role_log_enabled: false (design guidance: on only for a support case)
	test_read_only.py, test_microsoft_role.py

	Requests its token for https://management.azure.com/.default
	Right for a GCC estate on commercial Azure; not the Azure Government Resource Manager
	06 refuses any cloud but AzureCloud; 02_arc_onboarding.yml handles Azure Government
	test_microsoft_role.py, test_local_runs.py

	Passes the access token on the azcmagent connect command line, hidden from Ansible’s output by no_log
	The token is visible to other processes on the server while the connect runs; Learn says access tokens are short-lived4
	Accepted for the role; 02 keeps a service principal secret in a root-only --config file, as Learn recommends4
	test_microsoft_role.py

	Takes the region and cloud it’s given
	A US Gov region with AzureCloud fails halfway through a wave
	The wave plan stops a region from the other cloud
	test_local_runs.py

	Leaves no record of what was planned or connected
	Gate 3 of the Arc track asks for each wave’s evidence
	A plan (JSON and CSV) before the run; a result with each server’s Arc resource ID after it
	test_local_runs.py

	Learn’s requirements.yml installs the latest collection from Galaxy6
	A rerun a month later runs a different role
	requirements.yml pins 4.2.0; the installed role must match the pinned copy
	test_microsoft_role.py


The verdict. Use Microsoft’s role. It does the install and connect, it is the role Learn documents, and the kit calls it unchanged. What the kit adds sits around it: what goes in (owners, wave, tags, cloud), what a dry run shows, how many servers at a time, and what is written down.
[bookmark: _Toc00001194]The code: what examples/ansible adds
examples/ansible already had the CMDB inventory, an assessment, a gated azcmagent onboarding playbook and a baseline check. This chapter adds a column, two playbooks and the tests.
First, the patch_owner column
The Ansible guide named patch_owner, but the sample CMDB export didn’t carry it. It does now, beside config_owner, with arc_wave after the region:
name,...,management_tier,config_owner,patch_owner,arc_status,arc_resource_group,arc_location,arc_wave,patch_group
app02.contoso.example,...,tier1,arc_machine_configuration,update_manager,not_onboarded,rg-arc-claims-prod,eastus,2,PG-WED-0200
aws01.contoso.example,...,tier1,ansible,ansible,not_onboarded,rg-arc-portal-dev,eastus,1,PG-THU-0100
aix01.contoso.example,...,tier2,ansible,ansible,not_supported,,,,PG-SUN-0300
gm01.contoso.example,...,tier2,ansible,platform,not_supported,,,,PG-NET-0400
aws01 is the guide’s case: a Red Hat server on AWS that Ansible configures and patches. It still goes to Arc, for inventory, assessment and Defender, with PatchOwner=Ansible, so Update Manager assesses it and schedules nothing. The sample also moved to commercial regions (eastus, westus2) and arc_cloud: AzureCloud, because it is a GCC estate. Resource groups follow the Arc track’s rg-arc-<team>-<env> pattern.
The inventory
inventory/cmdb_inventory.py turns each owner into a group and a tag:
	CMDB value
	Group
	Tag value

	config_owner = arc_machine_configuration, ansible, intune, configuration_manager, platform
	config_owner_<value>
	ConfigOwner = ArcMachineConfiguration, Ansible, Intune, ConfigurationManager, Platform

	patch_owner = update_manager, ansible, configuration_manager, intune, platform
	patch_owner_<value>
	PatchOwner = UpdateManager, Ansible, …

	Either empty, or none, on a tier 1 or 2 record
	config_owner_missing, patch_owner_missing
	none: a CM-8 finding, never a target

	arc_wave = 0, 1, …
	arc_wave_<n>
	none


The tag values are the Arc track’s spellings. VK-ARC-07 compares owners without case or punctuation, so ArcMachineConfiguration and arc_machine_configuration match.
Three rules fail closed. An owner value the script doesn’t know stops it: updatemanager would otherwise create a group nothing reads and drop the server out of patch_owner_update_manager. A wave that isn’t a number stops it. And a tier 1 Linux or Windows server not yet onboarded is a candidate only if its record has both owners, a resource group, a region, a wave, and tag values Arc accepts. Otherwise it goes to arc_onboarding_blocked, with arc_blocked_reasons saying why. Arc’s tag limits are 50 tags per resource and 256 characters per value,9 and azcmagent connect --tags is comma-delimited,4 so a comma in a value would split it into a wrong tag.
The wave plan
playbooks/05_arc_wave_plan.yml runs only on the control node. It takes -e onboarding_wave=N, lists the wave’s ready servers and the ones the CMDB blocked, and writes arc-wave-N-plan-<time>.json and .csv under reports/: host, configuration item, environment, resource group, region, cloud, both owners, the exact tag string, and a state. It stops when:
· no wave is given, or the wave has no ready server;
· arc_cloud isn’t AzureCloud or AzureUSGovernment, or a server’s region belongs to the other cloud (a usgov or usdod region needs AzureUSGovernment, and no other region does);
· a production server is planned in wave 0 or 1, which the Arc track keeps for non-production (design guidance).
A server with no config_owner or patch_owner doesn’t stop the plan: the inventory blocks that server before the plan sees it, and the plan lists it as blocked.
Both onboarding playbooks import it as their first play. If the plan stops, no server is contacted.
Onboarding with Microsoft’s role
playbooks/06_arc_onboarding_role.yml targets arc_onboarding_candidates:&arc_wave_{{ onboarding_wave }}, one canary server, then 5, then 25 percent at a time, with max_fail_percentage: 0.10 Each server is checked again before anything happens: both owners, a resource group, a region, this wave, and AzureCloud. Then:
· Without confirm_change=true the play is in check mode and the role isn’t called. Each server prints what it would get, for example Would connect web01.contoso.example to AzureCloud, resource group rg-arc-portal-dev, region westus2, with tags {...}. No connection is made to the server.
· With confirm_change=true the role runs with the CMDB’s values, the CMDB tags plus ArcSQLServerExtensionDeployment, azure_arc_log_enabled from arc_role_log_enabled (false by default), and auth_source from arc_auth_source (msi by default). The playbook reads no secret. A last play writes arc-wave-N-result-<time>.json with each server’s Arc resource ID.
What changed in the azcmagent playbook
02_arc_onboarding.yml stays the version that spells the steps out, and the one to use for Azure Government. It now imports the wave plan, targets one wave, and checks both owners on each server. Its dry run also makes no network request any more: get_url requested the installer URL even in check mode, which the test found by sending every request to a dead local proxy.
The tests
	Test file
	Tests
	What it adds for this chapter

	test_inventory.py
	29
	The new column: owner groups and tags, waves, blocked candidates and their reasons, unknown owners and waves fail, the sample is commercial Azure

	test_read_only.py
	39
	Both onboarding playbooks start with the plan, target one wave, check both owners, run in batches and are gated; Microsoft’s role only with confirm_change, with the CMDB’s values

	test_local_runs.py
	14
	The plan is written, and stops on an empty wave, a production server in the pilot, a region from the other cloud, and lists a server with a missing patch owner as blocked; both dry runs leave nothing behind and make no network request; 06 refuses Azure Government

	test_microsoft_role.py
	8
	What the pinned role does (token scope, default tag, signal, token on the command line, no owners or waves); the installed role is the pinned copy; the role can’t dry-run


run_all.sh runs yamllint --strict, ansible-lint --strict with the production profile, a syntax check of all six playbooks, and the tests.
[bookmark: _Toc00001195]Illustrative code
The kit calls Microsoft’s role unchanged, and its own checks are tested against the sample CMDB, fixtures and offline runs on a control node. The connect itself, with a managed identity, is shown only in Lab 2. Review the code, and run Lab 2, before it onboards a production wave.
[bookmark: _Toc00001196]Lab 1: offline, no subscription
You need a Linux control node, or WSL, with Python 3.10 or later, ansible-core, ansible-lint, yamllint and pytest. Step 3 runs Microsoft’s role as root against the control node itself, so use a disposable one with no Connected Machine agent. Nothing in this lab signs in to Azure or contacts a server: step 1 points every outbound request at a dead local proxy after the collections are installed.
Every command in Lab 1
Every command in this lab, in order. Each step below says what it does and what to look for.
# Step 1: Set up
ansible-galaxy collection install -r requirements.yml      # from a reviewed source; includes azure.azcollection 4.2.0
export ANSIBLE_CONFIG="$PWD/ansible.cfg"
export HTTPS_PROXY=http://127.0.0.1:9 HTTP_PROXY=http://127.0.0.1:9 https_proxy=$HTTPS_PROXY http_proxy=$HTTP_PROXY

# Step 2: See what the CMDB becomes
ansible-inventory --graph arc_onboarding_candidates
ansible-inventory --graph patch_owner_ansible
ansible-inventory --host aws01.contoso.example

# Step 3: Run Microsoft's role, unchanged, in check mode
ansible-playbook -i localhost, -c local --check tests/fixtures/microsoft_role_check.yml

# Step 3: Run Microsoft's role, unchanged, in check mode
ansible-playbook -i localhost, -c local --check -v tests/fixtures/microsoft_role_check.yml

# Step 4: Plan wave 0
ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=0

# Step 4: Plan wave 0
cat "$(ls -t reports/arc-wave-0-plan-*.csv | head -n 1)"

# Step 5: Dry-run the wave with Microsoft's role
ansible-playbook playbooks/06_arc_onboarding_role.yml -e onboarding_wave=0

# Step 6: Break the CMDB on purpose
sed 's/^web01\(.*\),nonproduction,/web01\1,production,/' inventory/sample/cmdb_export.csv > /tmp/prod-in-pilot.csv
CMDB_CSV=/tmp/prod-in-pilot.csv ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=0

sed 's/,update_manager,not_onboarded,rg-arc-claims-prod/,updatemanager,not_onboarded,rg-arc-claims-prod/' \
    inventory/sample/cmdb_export.csv > /tmp/typo.csv
CMDB_CSV=/tmp/typo.csv python3 inventory/cmdb_inventory.py --list

# Step 6: Break the CMDB on purpose
sed '/^app02/s/,update_manager,not_onboarded,/,,not_onboarded,/' inventory/sample/cmdb_export.csv > /tmp/no-owner.csv
CMDB_CSV=/tmp/no-owner.csv ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=2
cat "$(ls -t reports/arc-wave-2-plan-*.csv | head -n 1)"

# Step 7: Run the tests
bash tests/run_all.sh
1. Set up, from examples/ansible:
· ansible-galaxy collection install -r requirements.yml      # from a reviewed source; includes azure.azcollection 4.2.0
export ANSIBLE_CONFIG="$PWD/ansible.cfg"
export HTTPS_PROXY=http://127.0.0.1:9 HTTP_PROXY=http://127.0.0.1:9 https_proxy=$HTTPS_PROXY http_proxy=$HTTP_PROXY
1. See what the CMDB becomes:
· ansible-inventory --graph arc_onboarding_candidates
ansible-inventory --graph patch_owner_ansible
ansible-inventory --host aws01.contoso.example
· Four candidates: app02, aws01, web01, win01. patch_owner_ansible holds aix01, aws01, lab01, rtr01 and sol01. aws01’s arc_tags carry ConfigOwner: Ansible and PatchOwner: Ansible.
1. Run Microsoft’s role, unchanged, in check mode:
· ansible-playbook -i localhost, -c local --check tests/fixtures/microsoft_role_check.yml
· The fixture gives the region, so the role doesn’t look up the resource group, and turns its signal off. The run fails at Get azcmagent status with No such file or directory: b'azcmagent' (ok=8, failed=1, skipped=19, exit 2). Run it again with -v and look at Set azcmagent installed fact:
· ansible-playbook -i localhost, -c local --check -v tests/fixtures/microsoft_role_check.yml
· It shows azure_arc_azcmagent_installed: true, because check mode skipped the version check with rc 0. That is the dry run the role can’t do.
1. Plan wave 0:
· ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=0
· Wave 0 is ready: 1 to connect, 0 blocked in the CMDB. Show the newest wave 0 plan in reports/:
· cat "$(ls -t reports/arc-wave-0-plan-*.csv | head -n 1)"
· One row, web01.contoso.example, rg-arc-portal-dev, westus2, AzureCloud, state ready, and the tag string CmdbCi=CI0001003,ConfigOwner=ArcMachineConfiguration,Environment=nonproduction,Location=dc-west,Owner=team-portal,PatchGroup=PG-TUE-2200,PatchOwner=UpdateManager.
1. Dry-run the wave with Microsoft’s role:
· ansible-playbook playbooks/06_arc_onboarding_role.yml -e onboarding_wave=0
· Exit 0. web01 reports Would connect web01.contoso.example to AzureCloud, resource group rg-arc-portal-dev, region westus2, with the tags above plus "ArcSQLServerExtensionDeployment": "Disabled", authenticating with msi. Connect with Microsoft's role is skipped. web01 doesn’t exist, and nothing tried to reach it.
1. Break the CMDB on purpose, in copies of the export:
· sed 's/^web01\(.*\),nonproduction,/web01\1,production,/' inventory/sample/cmdb_export.csv > /tmp/prod-in-pilot.csv
CMDB_CSV=/tmp/prod-in-pilot.csv ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=0

sed 's/,update_manager,not_onboarded,rg-arc-claims-prod/,updatemanager,not_onboarded,rg-arc-claims-prod/' \
    inventory/sample/cmdb_export.csv > /tmp/typo.csv
CMDB_CSV=/tmp/typo.csv python3 inventory/cmdb_inventory.py --list
· The first stops with Wave 0 isn't ready: web01.contoso.example., exit 2; the plan says production server in non-production wave 0. The second exits 1 with line 3: unknown patch_owner 'updatemanager'. Now clear app02’s patch_owner in a copy, plan wave 2, and show the plan:
· sed '/^app02/s/,update_manager,not_onboarded,/,,not_onboarded,/' inventory/sample/cmdb_export.csv > /tmp/no-owner.csv
CMDB_CSV=/tmp/no-owner.csv ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=2
cat "$(ls -t reports/arc-wave-2-plan-*.csv | head -n 1)"
· Wave 2 is ready: 1 to connect, 1 blocked in the CMDB. The plan lists win01 as ready and app02 as blocked, no patch_owner.
1. Run the tests:
· bash tests/run_all.sh
Expected result: yamllint and ansible-lint pass (Profile 'production' was required, and it passed), six playbooks pass the syntax check, and 90 tests pass as root. On Windows with Python and PyYAML, python -m pytest examples/ansible/tests gives 74 passed and 16 skipped.
[bookmark: _Toc00001197]Lab 2: test subscription and a disposable server
Use a commercial test subscription in the GCC tenant and a Linux server you can rebuild, never production. Run the control node on an Azure VM or an Arc-enabled server, so it has a managed identity. Work in examples/ansible on the control node. You’ll replace: <region> (a commercial Azure region), <subscription-id> and <tenant-id> (the test subscription and tenant), <control-node-principal-id> (the principal ID of the control node’s managed identity), and <server-fqdn> and <server-ip> (the disposable server’s name and address).
Every command in Lab 2
Every command in this lab, in order, from examples/ansible. Each step below says what it does and what to look for.
# Step 1: Prepare the subscription
az group create --name rg-arc-test-dev --location <region>
az provider register --namespace Microsoft.HybridCompute
az provider register --namespace Microsoft.GuestConfiguration

# Step 1: Prepare the subscription
azcmagent check

# Step 2: Grant the control node the onboarding role, and only that
az role assignment create --assignee <control-node-principal-id> --role "Azure Connected Machine Onboarding" \
    --scope /subscriptions/<subscription-id>/resourceGroups/rg-arc-test-dev

# Step 3: Install the role's requirements
ansible-galaxy collection install -r requirements.yml
pip install -r ~/.ansible/collections/ansible_collections/azure/azcollection/requirements.txt

# Step 4: Write a one-server CMDB export
head -n 1 inventory/sample/cmdb_export.csv > /tmp/lab-cmdb.csv
echo "<server-fqdn>,<server-ip>,CI9000001,server,linux,Ubuntu 22.04,nonproduction,team-lab,lab,tier1,ansible,ansible,not_onboarded,rg-arc-test-dev,<region>,0,PG-LAB" >> /tmp/lab-cmdb.csv
export CMDB_CSV=/tmp/lab-cmdb.csv
sed -i 's/^arc_tenant_id: .*/arc_tenant_id: "<tenant-id>"/; s/^arc_subscription_id: .*/arc_subscription_id: "<subscription-id>"/' inventory/group_vars/all.yml

# Step 5: Plan, dry-run, then connect
ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=0
ansible-playbook playbooks/06_arc_onboarding_role.yml -e onboarding_wave=0
ansible-playbook playbooks/06_arc_onboarding_role.yml -e onboarding_wave=0 -e confirm_change=true

# Step 6: Check the result
azcmagent show

# Step 7: Back it out
sudo azcmagent disconnect
sudo apt purge azcmagent        # on a server that uses yum: sudo yum remove azcmagent

# Step 7: Back it out
az role assignment delete --assignee <control-node-principal-id> --role "Azure Connected Machine Onboarding" \
    --scope /subscriptions/<subscription-id>/resourceGroups/rg-arc-test-dev
az group delete --name rg-arc-test-dev
1. Prepare the subscription. Create rg-arc-test-dev in a commercial region. Register Microsoft.HybridCompute and Microsoft.GuestConfiguration:6
· az group create --name rg-arc-test-dev --location <region>
az provider register --namespace Microsoft.HybridCompute
az provider register --namespace Microsoft.GuestConfiguration
· Check the server can reach the commercial Arc endpoints, or run this from it:5
· azcmagent check
1. Grant the control node the onboarding role, and only that. Assign Azure Connected Machine Onboarding to its managed identity on rg-arc-test-dev, with Learn’s az role assignment create command at resource group scope:6
· az role assignment create --assignee <control-node-principal-id> --role "Azure Connected Machine Onboarding" \
    --scope /subscriptions/<subscription-id>/resourceGroups/rg-arc-test-dev
· The role can read and create Arc servers; it can’t delete them.11 Learn’s role reference also lists addExtensions in it, so treat it as able to add extensions and remove the assignment when the wave closes.
1. Install the role’s requirements on the control node: the pinned collections, then the collection’s Python requirements, as Learn’s Ansible setup page shows:12
· ansible-galaxy collection install -r requirements.yml
pip install -r ~/.ansible/collections/ansible_collections/azure/azcollection/requirements.txt
1. Write a one-server CMDB export for the disposable server: tier 1, config_owner ansible, patch_owner ansible, arc_status not_onboarded, rg-arc-test-dev, the region, nonproduction, wave 0. The commands write it with the sample export’s header, point CMDB_CSV at it, and set the test tenant and subscription IDs in your working copy of inventory/group_vars/all.yml:
· head -n 1 inventory/sample/cmdb_export.csv > /tmp/lab-cmdb.csv
echo "<server-fqdn>,<server-ip>,CI9000001,server,linux,Ubuntu 22.04,nonproduction,team-lab,lab,tier1,ansible,ansible,not_onboarded,rg-arc-test-dev,<region>,0,PG-LAB" >> /tmp/lab-cmdb.csv
export CMDB_CSV=/tmp/lab-cmdb.csv
sed -i 's/^arc_tenant_id: .*/arc_tenant_id: "<tenant-id>"/; s/^arc_subscription_id: .*/arc_subscription_id: "<subscription-id>"/' inventory/group_vars/all.yml
1. Plan, dry-run, then connect:
· ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave=0
ansible-playbook playbooks/06_arc_onboarding_role.yml -e onboarding_wave=0
ansible-playbook playbooks/06_arc_onboarding_role.yml -e onboarding_wave=0 -e confirm_change=true
1. Check the result. On the server:
· azcmagent show
· It reports Connected. In Azure, the machine carries ConfigOwner=Ansible, PatchOwner=Ansible and ArcSQLServerExtensionDeployment=Disabled, and its resource ID matches the result file. Run VK-ARC-01 with the test export: tag values equal the CMDB’s. Run VK-ARC-07: no finding, because nothing enforcing is assigned.
1. Back it out, in Learn’s order: remove any extensions, then azcmagent disconnect with an identity that may delete the resource (Azure Connected Machine Resource Administrator; the onboarding role can’t), then uninstall the agent (apt purge azcmagent or yum remove azcmagent).13 14 11 On the server:
· sudo azcmagent disconnect
sudo apt purge azcmagent        # on a server that uses yum: sudo yum remove azcmagent
· On the control node, remove the role assignment and delete rg-arc-test-dev:
· az role assignment delete --assignee <control-node-principal-id> --role "Azure Connected Machine Onboarding" \
    --scope /subscriptions/<subscription-id>/resourceGroups/rg-arc-test-dev
az group delete --name rg-arc-test-dev
· Rebuild the server. File the plan, result and back-out record with the change.
[bookmark: _Toc00001198]Verified facts
	Item
	Value
	Source

	Microsoft’s Ansible path
	The Azure Arc onboarding role in azure.azcollection, for Ansible Core or Ansible Automation Platform; idempotent; doesn’t discover machines
	6

	Least-privileged role to onboard
	Azure Connected Machine Onboarding at subscription or resource group scope; it can read and create Arc servers, not delete them. Learn’s security page says it can’t manage extensions, but the built-in roles page lists Microsoft.HybridCompute/machines/addExtensions/action in it: the stricter reading is that it can add extensions
	6 11

	To disconnect
	An identity with permission to delete the resource, such as Azure Connected Machine Resource Administrator
	11 13

	Resource providers
	Microsoft.HybridCompute, Microsoft.GuestConfiguration
	6

	Authentication
	msi recommended for production; cli for development; service principal through Automation Platform
	6

	Cloud for a GCC tenant
	Commercial: Office 365 GCC uses Microsoft Entra Public, and an Azure Government subscription can’t be associated with it; --cloud defaults to AzureCloud
	3 4

	Commercial endpoints
	login.microsoftonline.com, *.login.microsoft.com, pas.windows.net, management.azure.com (connect and disconnect only), *.his.arc.azure.com, *.guestconfiguration.azure.com, notification service endpoints
	5

	Azure Government (GCC High, DoD)
	AzureUSGovernment; login.microsoftonline.us, management.usgovcloudapi.net, *.his.arc.azure.us, *.guestconfiguration.azure.us
	4 5

	Tags at connect
	--tags, comma-delimited Name=Value pairs; at most 50 tags per resource, values up to 256 characters
	4 9

	Secrets at connect
	Microsoft recommends a configuration file (--config) for a service principal secret; access tokens are short-lived
	4

	Pilot
	A representative, non-critical set, at least 30 days, with a rollback plan
	7

	Update Manager dynamic scope
	Groups machines by subscription, resource group, location, resource type, OS type and tags, evaluated at run time; Arc servers have no patch orchestration prerequisite
	1

	Release stage
	Generally available: Learn’s role page and the role carry no preview label. --enable-automatic-upgrade on azcmagent connect is in public preview, and the kit doesn’t use it
	6 4


serial and max_fail_percentage are Ansible’s, and Learn has no page on them.10 The role’s behavior in check mode, its token scope, its default tag and its signal come from the pinned code and from running it, not from Learn.8
[bookmark: _Toc00001199]Federal requirements and evidence
Onboarding to Arc writes each server’s owners into Azure from the CMDB, so the plan, the result and the tags are inventory and change evidence. Each row names the file or command that proves it. Controls are from the Moderate baseline15; indicators are from FedRAMP’s list16. Which output supports which control is the program’s reading (design guidance). OMB M-22-09 asks for a complete inventory of every device the government operates and authorizes,17 which the CMDB and the Arc resource IDs feed.
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	The collections are the pinned versions, and nothing leaves the control node (Lab 1, step 1; Lab 2, step 3: requirements.yml, the dead proxy)
	SR-3; SA-10
	KSI-SCR-MIT
	The repository: requirements.yml and snapshot.json

	Each server’s configuration and patch owner become groups and tags (step 2: ansible-inventory --host aws01.contoso.example)
	CM-8 (System Component Inventory): accountability information per component
	KSI-PIY-GIV, Generating Inventories
	The CMDB export

	Microsoft’s role can’t dry-run a server without the agent (step 3: failed=1)
	SA-11
	KSI-CMT-VTD
	The test results: test_microsoft_role.py

	The wave is planned and written before anything runs (step 4: reports/arc-wave-0-plan-<time>.json and .csv)
	CM-3; CM-4
	KSI-CMT-LMC
	The change record

	The dry run shows what each server would get, without contacting it (step 5: Would connect ...)
	CM-3(2)
	KSI-CMT-VTD
	The change record

	Production in the pilot, an unknown owner and a missing owner each stop or block (step 6: exit 2, exit 1, no patch_owner)
	CM-8; CM-3
	KSI-PIY-GIV; KSI-CMT-VTD
	The plan; the CMDB ticket for the missing owner

	The playbooks pass the linters and the tests (step 7: tests/run_all.sh)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	The onboarding identity holds one role, on one resource group, with a managed identity (Lab 2, steps 1 and 2)
	AC-6; IA-5
	KSI-IAM-ELP; KSI-IAM-SNU
	The Azure role assignment record

	The lab server enters the inventory with both owners (Lab 2, step 4: /tmp/lab-cmdb.csv)
	CM-8
	KSI-PIY-GIV
	The CMDB

	The wave is planned, dry-run and connected, and each server’s Arc resource ID is recorded (Lab 2, step 5: reports/arc-wave-0-result-<time>.json)
	CM-8(1) (Updates During Installation and Removal); CM-3
	KSI-PIY-GIV; KSI-CMT-LMC
	The change record; the evidence store

	The server is connected, its tags equal the CMDB’s, and nothing enforcing is assigned (Lab 2, step 6: azcmagent show, VK-ARC-01, VK-ARC-07)
	CM-8(1); CA-7
	KSI-PIY-GIV; KSI-MLA-EVC
	The evidence store

	The server leaves Azure and the role assignment is removed (Lab 2, step 7: azcmagent disconnect, az role assignment delete)
	CM-8(1); AC-6
	KSI-IAM-ELP
	The back-out record filed with the change

	Azure Arc and Azure Resource Manager run on cloud services with FedRAMP Marketplace listings18
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
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	Danger
	What happens
	The guard

	A server connected without its owner tags
	Machine configuration or Update Manager treats it as theirs, or as nobody’s
	Candidates need both owners; ConfigOwner and PatchOwner in every connect; VK-ARC-07 after

	A typo in an owner value
	The server falls out of the group that protects it and into one nothing reads
	The inventory refuses an unknown owner tool

	Two tools patching one server
	Update Manager schedules updates on a server Ansible also patches
	PatchOwner tag; scope Update Manager schedules on UpdateManager only (design guidance)

	The whole estate in one run
	A wrong tag, rule or network setting reaches every server
	CMDB waves; the plan first; one canary, then 5, then 25 percent; stop at the first failure

	Production in the pilot
	The wave meant to find problems finds them in production
	Waves 0 and 1 refuse production servers

	A dry run that isn’t one
	The role fails in check mode, so people skip the dry run, or a dry run reaches the network
	06 doesn’t call the role without confirm_change; 02’s download is skipped in a dry run; both tested behind a dead proxy

	The wrong cloud
	A GCC estate’s servers in Azure Government, or the role’s commercial token used for Azure Government
	arc_cloud: AzureCloud in the sample; the plan stops a region from the other cloud; 06 refuses AzureUSGovernment

	SQL Server auto-onboarded by accident
	Passing the CMDB tags drops the role’s ArcSQLServerExtensionDeployment default
	The playbook adds it back from arc_sql_extension_deployment

	Data sent without a decision
	The role’s signal carries subscription, resource group, tenant and region
	Off by default (design guidance)

	A stored onboarding secret
	A stolen credential connects outside servers into the subscription
	Managed identity (msi), as Learn recommends; the onboarding role only, on the wave’s resource group, removed when the wave closes

	A floating role
	A rerun installs a newer role that behaves differently
	requirements.yml pins 4.2.0; the installed role must match the pinned copy

	A tag value Arc splits or refuses
	A comma makes a second, wrong tag; a long value fails the connect
	The inventory blocks the server with the reason


[bookmark: _Toc00001201]Checklist
· The CMDB export carries config_owner, patch_owner and arc_wave for every tier 1 server; config_owner_missing and patch_owner_missing are empty, or each entry has a ticket.
· arc_cloud matches the tenant: AzureCloud for GCC, AzureUSGovernment for GCC High and DoD (and 02_arc_onboarding.yml there).
· The wave plan for this wave was reviewed and filed before the run, and its blocked list is understood.
· The dry run was run, and its output matches the plan.
· The onboarding identity holds only Azure Connected Machine Onboarding, on the wave’s resource groups; a managed identity where the control node can have one.
· arc_role_log_enabled and arc_sql_extension_deployment are decisions on record.
· Wave 0 ran on non-production servers for at least 30 days before production waves.
· After the run: the result file’s resource IDs match Azure, VK-ARC-01 shows the CMDB’s tag values, and VK-ARC-07 is clean.
· The installed role matches the pinned copy, and every upstream commit to the role since the pin has been reviewed.
· bash tests/run_all.sh passes on the control node.
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[bookmark: _Toc00001203]Chapter 09 — Drift Pipelines and Evidence to the ISSO
A check that runs when someone remembers is a spot check. A check that runs every day, says what moved since yesterday, and leaves evidence nobody can edit afterwards is continuous monitoring.
[bookmark: _Toc00001204]In this chapter
How the read-only checks from Chapter 03 become a scheduled pipeline. You start from Learn’s sample workflows for signing in to Azure from GitHub Actions with a federated credential, which the repository keeps as a pinned copy, and check them offline. Then you build on examples/drift-pipeline for what they leave to you: a schedule, pinned actions, the right sign-in and Graph host for GCC, GCC High and DoD, a comparison of each run with the last, findings opened and closed by fingerprint, and an evidence package for the ISSO with a SHA-256 per file, the other kits’ provenance and a hash chain to the previous package. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant and a test subscription.
[bookmark: _Toc00001205]Narrated tour
Watch the video: Building the Attribute-Driven Migration, Chapter 09 — Drift Pipelines and Evidence to the ISSO: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001206]Goal and audience
Goal. By the end of this chapter you can run the validation kit on a schedule with no secret stored anywhere, explain every line of the drift report it produces, open and close findings without leaking names into the issue tracker, and hand the ISSO a package they can verify with sha256sum and nothing else. For each rule in the code you can say whether it is Microsoft’s contract, Microsoft’s sample, GitHub’s documentation, or the program’s own design.
Audience. Platform and pipeline engineers who own the scheduled checks, and the ISSOs and reviewers who receive the evidence. You should be comfortable with Python and GitHub Actions. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001207]Where the pipeline sits
Three pages already say what this pipeline must produce. This chapter builds it and doesn’t repeat them.
· Book 13, Chapter 06 defines the drift engine: drift is measured against a versioned record, not a snapshot, and each check’s cadence is set by the book that owns it.
· Book 13, Chapter 04 says no closure counts unless it carries its proof, and that reports are derivations that can be re-run.
· Book 12, Chapter 02 defines the evidence contract, and says a finding closes only when a later observation shows the fixed state.
The pipeline is a small part of that design. Each validation kit check already compares the tenant with the program’s record or rule: VK-HR-01 with the HR join, VK-DG-01 with the guards, VK-CA-01 with the governed-group list. The pipeline adds the second comparison: this run against the last. That finds change. Whether a change is drift from the record is still the check’s answer, not the pipeline’s. A finding that was there yesterday and is still there today is not new, but it is still open.
The comparison also enforces Book 12’s closing rule in code. A finding is resolved only when the same check read the tenant again and didn’t report it. A check that ended in Error proves nothing, so its findings stay open as unverified.
[bookmark: _Toc00001208]Why GitHub Actions
Learn documents two ways to run a scheduled job that signs in to Azure without a secret: GitHub Actions with the Azure Login action, and Azure Pipelines with a workload identity federation service connection. This chapter uses GitHub Actions, for three reasons.
· Learn publishes complete sample workflows for it, including the Azure US Government sign-in, on one page.1 That is the sample this chapter starts from.
· The Azure Login action is Microsoft’s own, published with its source and its declared inputs.2
· For Azure Pipelines, Learn’s automatic app registration with workload identity federation doesn’t apply to the Azure US Government environment; that needs the manual method.3 The estate in this chapter is GCC with commercial Azure, so either would work there, but one pipeline that also documents the GCC High and DoD path is simpler to hand on.
Design guidance: an agency standardized on Azure Pipelines can use the same comparator, packager and tests. Only the workflow file changes.
GitHub Actions details that Learn doesn’t cover (the schedule, the token’s claims, action pinning, artifact retention) are cited to GitHub’s own documentation, which Learn’s page itself points to.1
[bookmark: _Toc00001209]Start with Learn’s sample
What Learn gives you
Learn’s page “Use the Azure Login action with OpenID Connect” has three workflows.1
	Sample
	What it does

	Azure CLI only
	Signs in with azure/login@v2 and runs az account show with azure/cli@v2

	Azure CLI and Azure PowerShell
	The same, with enable-AzPSSession: true and azure/powershell@v2 running Get-AzContext

	Azure US Government
	One step: azure/login@v2 with environment: 'AzureUSGovernment' and audience: api://AzureADTokenExchangeUSGov


Each job asks for id-token: write and nothing else. The client ID, tenant ID and subscription ID come from GitHub secrets, which Learn recommends “for security reasons”. The audience input defaults to api://AzureADTokenExchange for public clouds and must be changed for the others.1 Before the workflow runs, the app registration (or a user-assigned managed identity) needs a federated credential that trusts the repository.4
The pinned copy
The workflows exist only inside the Learn page, so the repository pins the page itself: connect-from-azure-openid-connect.md from MicrosoftDocs/azure-dev-docs at commit 23900ce (October 28, 2026), unmodified, with the repository’s MIT code license.5 It also pins the Azure Login action’s action.yml at release v3.1.0, because the offline checks read its declared inputs and defaults.2 Each copy has a snapshot.json with a SHA-256 per file, checked by a unit test, and a source-watch feed that reports new upstream commits. Updating either is a reviewed pull request, as in Chapter 01.
python/workflow_lint.py extracts each workflow from the pinned page at test time and parses it as YAML. Nothing runs and nothing signs in. Twelve rules (WF-01 to WF-12) check what Learn, the action and GitHub’s documentation require of a workflow that runs unattended.
What it leaves to you
Checking the three samples offline shows what they do well and what they leave to you. Each row is pinned by a test in tests/test_workflow_lint.py or tests/test_drift_pipeline.py.
	Learn’s samples, checked as published
	Why it matters
	What examples/drift-pipeline adds

	Sign in with OIDC; id-token: write on the job and nothing else; IDs in secrets; inputs the action declares
	—
	Kept as the model: the same sign-in, the same secrets, the same single grant on the job that signs in

	They run on push; there is no schedule (WF-02)
	Drift isn’t found because someone pushed a commit
	schedule once a day and workflow_dispatch

	azure/login@v2, azure/cli@v2 and azure/powershell@v2 are tags (WF-05), and v2 is an older major version than the current Azure Login release, v3.1.0 (WF-08)2
	A tag can be moved; GitHub advises pinning an action to a full commit SHA6
	Every action pinned to a commit, Azure Login to v3.1.0’s

	azcliversion: latest and azPSVersion: latest (WF-09)
	The tool that produced the evidence changes without a review
	Exact versions from repository variables

	The US Government sample doesn’t parse as YAML: with: is indented under uses: (WF-01)
	Copied as is, the workflow can’t run. Its environment and audience pair is right once the indentation is fixed (a test does that in memory)
	The linter catches it; a cloud table gives each cloud’s values

	The job names no environment (WF-10)
	The token’s subject then depends on the branch or event,7 and a federated credential matches one subject exactly4
	The job runs in the drift-gcc environment; the credential’s subject is that environment

	They stop at az account show
	No Graph token, and nothing about GCC High and DoD, which share a sign-in authority and Azure environment but have different Graph hosts8
	A cloud table for GCC, GCC High and DoD, checked against the workflow (WF-12); a Graph token for the profile’s host

	No workflow-level permissions, no concurrency group, no timeout (WF-03, WF-11 warnings)
	Two runs can overlap and compare against each other
	permissions: {} at the top, a concurrency group, timeouts

	Nothing after sign-in
	No comparison, no findings, no evidence
	compare, issues, package and verify


The verdict. Use Learn’s sign-in exactly: the federated credential, the action, the secrets, the single grant. Pin it, schedule it, and put the rest of the pipeline behind it. Fix the US Government sample’s indentation before you copy it.
[bookmark: _Toc00001210]The code: what examples/drift-pipeline adds
examples/drift-pipeline adds two Python files, one sample workflow and two test files to what the folder already holds. drift_pipeline.py uses only the standard library; workflow_lint.py needs PyYAML. The folder also holds the evidence modules for the other kits (hr_evidence.py, npi_evidence.py, pa_evidence.py) with a test file each, the OSCAL export (oscal_export.py, with its tests in oscal/tests) and the deploy/ folder that Chapter 10 covers.
The workflow
workflow/drift-pipeline.yml is a sample for a GCC tenant with commercial Azure. It isn’t active in this repository: it sits under examples/, not .github/workflows/, and has never run against Azure. It has two jobs.
· check runs in the drift-gcc environment with contents: read and id-token: write. It signs in with Azure Login, gets a Graph token for the profile’s Graph host with Get-AzAccessToken -AsSecureString,9 connects Microsoft Graph PowerShell with it,10 and runs the validation kit with -SkipConnect. Then it fetches and verifies the previous evidence package, compares, packages, and writes the package to an immutable container.
· findings has contents: read and issues: write, and no Azure access at all. It downloads the drift report and opens or closes issues.
Design guidance: the identity that can read the tenant never writes to the tracker, and the job that writes to the tracker can’t request a token. WF-04 fails a workflow that puts both grants on one job.
The validation kit’s own sign-in supports a certificate or a managed identity (Chapter 03). A federated credential reaches it through -SkipConnect, after Connect-MgGraph -AccessToken. VK-DG-03 is delegated only, so an app-only run reports it as Error every time, as the kit’s README says. The pipeline lists it as unverified on every run, which is the truth: nothing app-only can prove it.
Clouds
cloud_profile() holds one row per cloud. An unknown name is refused, never mapped to worldwide.

	Cloud
	Sign-in authority
	Graph host
	Azure Login environment
	audience
	Connect-MgGraph -Environment

	gcc
	login.microsoftonline.com
	graph.microsoft.com
	AzureCloud
	api://AzureADTokenExchange
	Global

	gcchigh
	login.microsoftonline.us
	graph.microsoft.us
	AzureUSGovernment
	api://AzureADTokenExchangeUSGov
	USGov

	dod
	login.microsoftonline.us
	dod-graph.microsoft.us
	AzureUSGovernment
	api://AzureADTokenExchangeUSGov
	USGovDoD



Learn says an app in a Microsoft 365 GCC environment keeps using the worldwide endpoints, and lists the GCC High and DoD Graph hosts.8 The audiences per cloud are on Learn’s federated credential pages,11 and the Graph PowerShell environment names on Connect-MgGraph’s page.10 Tokens for one cloud don’t work in another.8 The trap is DoD: Azure Login’s AzureUSGovernment covers both GCC High and DoD, so the Graph host has to come from the profile, not from the sign-in.
Compare
load_run() reads a kit run and checks it against the kit’s own ValidationManifest.json: every listed file with the same SHA-256, nothing missing, nothing added, and ReadOnly: true. A run edited after the kit wrote it is refused.
compare() takes the Finding and Warn rows (the kit’s Count; Info rows don’t count) and keys each by check, object ID and issue. It refuses to compare runs from different modes or clouds, or a “current” run that isn’t later. It also refuses two runs from different tenants, which share a cloud and look alike: the kit’s manifest records TenantId, taken from the Graph session, which the Graph PowerShell SDK fills from the access token’s tid claim, the tenant that issued the token.1213 A run whose manifest has no tenant ID is refused too, because nothing shows which tenant it read. --allow-tenant-mismatch overrides both refusals for a reviewed exception and writes the reason into the report’s notes (design guidance). The drift report and the evidence manifest carry each run’s tenant ID. A changed -Option value, such as MaxSecretDays, is noted, because it can move findings without the tenant moving.
	Result
	Meaning
	In the tracker

	new
	A row the previous run didn’t have
	opens an issue

	changed
	Same check and object, different severity or issue text
	opens an issue (or comments, when only the severity moved); the old one closes as superseded

	detail only
	Same finding, different Detail (a count of days, a list of policies)
	nothing; recorded in the report

	resolved
	Gone from a check that read the tenant this run
	closes the issue, citing the run and the kit manifest’s hash

	unverified
	The check ended in Error or NotApplicable, or didn’t run
	opens one issue per check; earlier findings stay open


Each finding has a fingerprint: the first 16 hex characters of a SHA-256 over check, object and issue. The same finding gets the same fingerprint in every run, so the findings job can find its open issue and never opens a duplicate.
Findings without names
issue_drafts() writes the check, the severity, the object ID, the issue and the fingerprint. It leaves out the object’s name, which for most checks is a user principal name. Design guidance: the evidence store is access-controlled and holds the names; the tracker is read by more people and doesn’t need them. --include-names turns them on. A first run is a baseline: it records every finding and opens one summary issue, not hundreds.
The evidence package
package() writes <run-id>/ with:
· kit-run/: the validation kit run as written, including its own manifest;
· drift/drift-report.json and drift/drift-summary.md;
· provenance/<kind>/: the latest provenance from the other kits, recognized by schema and summarized: provenance.json from examples/hcm-entra (Chapter 01), provenance.json from examples/machine-configuration (Chapter 07), and check-results.json from examples/dynamic-rules (Chapter 04). An unknown file is refused, and one older than 30 days is noted;
· EVIDENCE-MANIFEST.json: the run, the cloud, the kit manifest’s hash, the drift counts, the provenance summaries, the GitHub run identifiers, a SHA-256 and size for every file, and the previous package’s run ID and manifest hash;
· SHA256SUMS: every file, the manifest included, in the format sha256sum -c reads.
The previous package’s manifest hash makes the packages a chain. A package that was replaced, or a day that is missing, shows up as a break. The same inputs give the same bytes, so a package can be rebuilt from its inputs and compared, which is Book 13’s “reports are derivations”. verify() is what the ISSO runs; sha256sum -c SHA256SUMS gives the same answer without our code.
The packager doesn’t sign. The hashes show that nothing changed after packaging; the container’s locked time-based retention policy keeps it from changing afterwards: blobs can be created and read, but not modified or deleted, until the retention interval ends.14 Neither binds the package to the pipeline’s identity. Microsoft documents two ways to add that, and the choice of method and key custody stays with the ISSO. Azure Key Vault’s Sign operation creates a signature from a digest with a key that never leaves the vault, and Verify checks it; the caller needs the keys/sign permission, and the SHA-256 of EVIDENCE-MANIFEST.json is the digest to sign.15 Azure Artifact Signing is Microsoft’s managed signing service, at FIPS 140-3 Level 3, with a GitHub Action, and signs the file types SignTool supports, or OCI artifacts through Notation; an evidence package is neither, so it would need a signable wrapper such as a catalog file.1617 Signing stays open in the verification log.
The tests
tests/test_drift_pipeline.py has 54 tests: loading and refusing runs (including runs of different or unrecorded tenants, and the override), every result type, issue drafts, provenance, packaging, the hash chain, verification and the cloud table. tests/test_workflow_lint.py has 20: Learn’s three samples as published, the pinned action, and the sample workflow with one defect introduced at a time. Neither needs a tenant or a network. The other three test files in tests hold the remaining 68 of the 142 that step 9 expects. The fixtures are two fictional kit runs for contoso.example, one day apart, written by tests/make_fixtures.py, and the provenance files the other kits wrote from their own fixtures.
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The commands below check Learn’s pinned samples offline and run the example against fixtures. The sample workflow has been parsed and linted, not run: nothing in this chapter has signed in to Azure. Review the code, and run Lab 2 in a test tenant and a test subscription, before it produces evidence anyone relies on.
[bookmark: _Toc00001212]Lab 1: fixtures, no tenant
You need Python 3.10 or later with PyYAML and pytest, and a shell with sha256sum (Linux, macOS or Git Bash). Work in examples/drift-pipeline.
Every command in Lab 1
Every command in this lab, in order, from examples/drift-pipeline. Each step below says what it does and what to look for.
# Step 1: Check Learn's samples offline
python python/workflow_lint.py --learn-samples

# Step 2: Check the sample workflow
python python/workflow_lint.py workflow/drift-pipeline.yml

# Step 3: Print a cloud's hosts
python python/drift_pipeline.py cloud --name dod
python python/drift_pipeline.py cloud --name usgov

# Step 4: Record a baseline and package it
PREV=tests/fixtures/runs/previous/2026-10-28-0617-fixture-runner-fixture
CURR=tests/fixtures/runs/current/2026-10-29-0617-fixture-runner-fixture
P="--provenance hcm-entra=tests/fixtures/provenance/hcm-entra/provenance.json --provenance machine-configuration=tests/fixtures/provenance/machine-configuration/provenance.json --provenance dynamic-rules=tests/fixtures/provenance/dynamic-rules/check-results.json"
python python/drift_pipeline.py compare --current $PREV --out out/day1
python python/drift_pipeline.py package --kit-run $PREV --diff out/day1/drift-report.json $P --out out/evidence

# Step 5: Compare the next day
python python/drift_pipeline.py compare --previous $PREV --current $CURR --out out/day2
cat out/day2/drift-summary.md

# Step 6: Draft the findings
python python/drift_pipeline.py issues --diff out/day2/drift-report.json --out out/day2/issues.json

# Step 6: Draft the findings
grep -c "gina@contoso.example" out/day2/issues.json
grep -c "00000000-0000-4000-8000-000000000011" out/day2/issues.json

# Step 7: Package and verify the second run, chained to the first
python python/drift_pipeline.py package --kit-run $CURR --diff out/day2/drift-report.json $P \
  --previous-manifest out/evidence/2026-10-28-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json --out out/evidence
python python/drift_pipeline.py verify out/evidence/2026-10-29-0617-fixture-runner-fixture
(cd out/evidence/2026-10-29-0617-fixture-runner-fixture && sha256sum -c --quiet SHA256SUMS)

# Step 7: Package and verify the second run, chained to the first
python -c "import json; m = json.load(open('out/evidence/2026-10-29-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json')); print(m['previous']['evidence_manifest_sha256']); print(m['tenant_id'])"

# Step 8: Break it on purpose
echo "edited after packaging" >> out/evidence/2026-10-29-0617-fixture-runner-fixture/drift/drift-summary.md
python python/drift_pipeline.py verify out/evidence/2026-10-29-0617-fixture-runner-fixture

# Step 8: Break it on purpose
python python/drift_pipeline.py compare --previous $CURR --current $PREV --out out/swapped

# Step 9: Run the tests
python -m pytest tests -q

# Step 10: Write the OSCAL documents
python python/drift_pipeline.py package --kit-run $CURR --diff out/day2/drift-report.json $P       --previous-manifest out/evidence/2026-10-28-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json --out out/clean
python python/oscal_export.py export --package out/clean/2026-10-29-0617-fixture-runner-fixture --acceptances oscal/tests/fixtures/acceptances.json --out out/oscal
python python/oscal_export.py validate out/oscal/assessment-results.json out/oscal/poam.json
python -m pytest oscal/tests -q
1. Check Learn’s samples offline:
· python python/workflow_lint.py --learn-samples
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 2. Sample 1 has five findings (WF-02, WF-05 twice, WF-08, WF-09) and four warnings; sample 2 has seven findings, including three unpinned actions and two latest versions; sample 3 has one: WF-01 Not valid YAML (mapping values are not allowed here).
1. Check the sample workflow:
· python python/workflow_lint.py workflow/drift-pipeline.yml
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 0: 0 finding(s), 0 warning(s).
1. Print a cloud’s hosts, then ask for a name the pipeline doesn’t know:
· python python/drift_pipeline.py cloud --name dod
python python/drift_pipeline.py cloud --name usgov
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The authority is https://login.microsoftonline.us, the Graph host https://dod-graph.microsoft.us, the Azure environment AzureUSGovernment. With --name usgov: exit 1, unknown cloud.
1. Record a baseline and package it:
· PREV=tests/fixtures/runs/previous/2026-10-28-0617-fixture-runner-fixture
CURR=tests/fixtures/runs/current/2026-10-29-0617-fixture-runner-fixture
P="--provenance hcm-entra=tests/fixtures/provenance/hcm-entra/provenance.json --provenance machine-configuration=tests/fixtures/provenance/machine-configuration/provenance.json --provenance dynamic-rules=tests/fixtures/provenance/dynamic-rules/check-results.json"
python python/drift_pipeline.py compare --current $PREV --out out/day1
python python/drift_pipeline.py package --kit-run $PREV --diff out/day1/drift-report.json $P --out out/evidence
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The compare exits 2 with "baseline": true and ten new findings. The package’s evidence_manifest_sha256 is 6d9fffbc….
1. Compare the next day:
· python python/drift_pipeline.py compare --previous $PREV --current $CURR --out out/day2
cat out/day2/drift-summary.md
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 2: new 3, resolved 1, changed 1, detail only 1, unchanged 6, unverified checks 2. The table shows VK-CA-01 Pass to Fail, VK-NPI-03 Fail to Error, and VK-PIV-01 Pass to not run. VK-NPI-03’s finding is unverified, not resolved: its read failed with a 403.
1. Draft the findings:
· python python/drift_pipeline.py issues --diff out/day2/drift-report.json --out out/day2/issues.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· {"close": 2, "comment": 0, "open": 6}: three new findings, one changed (VK-ARC-02, whose issue text moved from the agent version to “Status Disconnected”), two unverified checks, and two closes, one for frank (resolved) and one for the superseded VK-ARC-02 row. Search issues.json for gina@contoso.example, then for her object ID:
· grep -c "gina@contoso.example" out/day2/issues.json
grep -c "00000000-0000-4000-8000-000000000011" out/day2/issues.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Her address isn’t there. Her object ID is.
1. Package and verify the second run, chained to the first:
· python python/drift_pipeline.py package --kit-run $CURR --diff out/day2/drift-report.json $P \
  --previous-manifest out/evidence/2026-10-28-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json --out out/evidence
python python/drift_pipeline.py verify out/evidence/2026-10-29-0617-fixture-runner-fixture
(cd out/evidence/2026-10-29-0617-fixture-runner-fixture && sha256sum -c --quiet SHA256SUMS)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The manifest hash is 0932f0a3…, verify reports 16 files, and sha256sum exits 0. Read two fields of EVIDENCE-MANIFEST.json:
· python -c "import json; m = json.load(open('out/evidence/2026-10-29-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json')); print(m['previous']['evidence_manifest_sha256']); print(m['tenant_id'])"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· previous.evidence_manifest_sha256 is the day 1 hash, 6d9fffbc…, and tenant_id is the fixture tenant’s placeholder, 11111111-1111-4111-8111-111111111111.
1. Break it on purpose. Append a line to out/evidence/2026-10-29-0617-fixture-runner-fixture/drift/drift-summary.md and run verify again:
· echo "edited after packaging" >> out/evidence/2026-10-29-0617-fixture-runner-fixture/drift/drift-summary.md
python python/drift_pipeline.py verify out/evidence/2026-10-29-0617-fixture-runner-fixture
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 1, drift/drift-summary.md doesn't match its SHA-256. Then swap the runs:
· python python/drift_pipeline.py compare --previous $CURR --current $PREV --out out/swapped
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-11.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It exits 1: the current run isn’t later than the previous one.
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-12.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Write the OSCAL documents. Step 8 edited the day 2 package on purpose, so package day 2 again into a clean folder, chained to day 1, then export Assessment Results and a POA&M and validate them against the pinned OSCAL 1.2.3 schemas (this needs pip install jsonschema regex):
python python/drift_pipeline.py package --kit-run $CURR --diff out/day2/drift-report.json $P       --previous-manifest out/evidence/2026-10-28-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json --out out/clean
python python/oscal_export.py export --package out/clean/2026-10-29-0617-fixture-runner-fixture --acceptances oscal/tests/fixtures/acceptances.json --out out/oscal
python python/oscal_export.py validate out/oscal/assessment-results.json out/oscal/poam.json
python -m pytest oscal/tests -q

[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/books/b19-developer-workbook/captures/09-13.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)

The export prints {"actionable_drift": 10, "governed_exception": 1, "lapsed_acceptance": 1, "resolved": 1} as POA&M items, and validate prints valid twice. The governed exception has risk status deviation-approved; the lapsed acceptance is back to open.
Expected result: 142 tests passing, and each row of the gap table seen with your own eyes.
[bookmark: _Toc00001213]Lab 2: test tenant and test subscription
Use a test tenant and a test subscription, never production, and a private test repository, contoso-example/estate-checks, holding the validation kit and this example. You’ll replace: <app-object-id> (the app registration’s object ID).
Every command in Lab 2
Every command in this lab, in order. Each step below says what it does and what to look for.
# Step 1: Register the app and trust the repository
cat > credential.json <<'EOF'
{
  "name": "drift-gcc",
  "issuer": "https://token.actions.githubusercontent.com",
  "subject": "repo:contoso-example/estate-checks:environment:drift-gcc",
  "audiences": ["api://AzureADTokenExchange"]
}
EOF
az ad app federated-credential create --id <app-object-id> --parameters credential.json

# Step 4: Set up the repository
mkdir -p .github/workflows
cp examples/drift-pipeline/workflow/drift-pipeline.yml .github/workflows/drift.yml
python examples/drift-pipeline/python/workflow_lint.py .github/workflows/drift.yml

# Step 6: Make a change and run again
sha256sum -c SHA256SUMS

# Step 8: Back it out
az ad app federated-credential delete --id <app-object-id> --federated-credential-id drift-gcc
1. Register the app and trust the repository. Register an app in the test tenant. With Application Administrator, Cloud Application Administrator or ownership of the app,4 add a federated credential with Learn’s command, where credential.json has the issuer https://token.actions.githubusercontent.com, the subject repo:contoso-example/estate-checks:environment:drift-gcc and the audience api://AzureADTokenExchange:4
· cat > credential.json <<'EOF'
{
  "name": "drift-gcc",
  "issuer": "https://token.actions.githubusercontent.com",
  "subject": "repo:contoso-example/estate-checks:environment:drift-gcc",
  "audiences": ["api://AzureADTokenExchange"]
}
EOF
az ad app federated-credential create --id <app-object-id> --parameters credential.json
· In GCC High or DoD, the audience is api://AzureADTokenExchangeUSGov.11 Learn warns that a wrong subject is accepted without error and only fails at sign-in, and that a new credential can take a few minutes to propagate (AADSTS70021).18
1. Grant only the reads. Grant the app the Graph application permissions the app-capable checks need, with admin consent; Get-VkRequiredScope prints them (Chapter 03). Assign Reader on the test subscription for the Arc checks.
1. Make the evidence container. In the test subscription, create a storage account and a container, drift-evidence, and assign Storage Blob Data Contributor on the container to the app; the upload uses --auth-mode login.19 Add a time-based retention policy to the container and leave it unlocked. Learn says an unlocked policy is for testing and can be deleted; a locked one can’t be deleted or shortened, and blocks deleting the account while any blob is retained.1420
1. Set up the repository. Create the drift-gcc environment, limited to the default branch. Add the secrets AZURE_CLIENT_ID, AZURE_TENANT_ID and AZURE_SUBSCRIPTION_ID, the variables EVIDENCE_STORAGE_ACCOUNT, AZ_PS_VERSION and GRAPH_PS_VERSION (exact versions), and the labels drift, new, changed, unverified and baseline. Copy the workflow to .github/workflows/drift.yml in the test repository, and run workflow_lint.py on the copy. From the test repository’s root, where this example sits at examples/drift-pipeline:
· mkdir -p .github/workflows
cp examples/drift-pipeline/workflow/drift-pipeline.yml .github/workflows/drift.yml
python examples/drift-pipeline/python/workflow_lint.py .github/workflows/drift.yml
1. Run it by hand. Start it from the Actions tab (workflow_dispatch). The first run is the baseline: one package in the container, one issue. Confirm that the Graph sign-in works with the SecureString token on the pinned Graph PowerShell version: Learn’s pages disagree on that parameter’s type (see the verified facts).
1. Make a change and run again. Create an enabled test member with no employeeId (VK-HR-01 reports it), then run the workflow. Expect one new finding and one issue, and a second package whose previous points at the first. Download it and, in the package’s folder, run:
· sha256sum -c SHA256SUMS
1. Let the schedule run. GitHub runs a scheduled workflow on the latest commit of the default branch, may delay it under load, and, in a public repository, disables it after 60 days with no activity.21 Check the next day that a package arrived; a missing day is a break in the chain.
1. Back it out. Delete the federated credential:4
· az ad app federated-credential delete --id <app-object-id> --federated-credential-id drift-gcc
· Then delete the app registration and its role assignments. Delete the unlocked retention policy, then the container. Close the test issues, and delete the test repository or its workflow and environment.
In production, lock the retention policy once Lab 2 passes. Learn recommends locking it within a reasonable time, typically less than 24 hours, and says an unlocked policy is only for short-term testing.14
[bookmark: _Toc00001214]Verified facts
	Item
	Value
	Source

	Sign-in from GitHub Actions
	azure/login with client-id, tenant-id, subscription-id from secrets; the job needs id-token: write
	1

	Azure Login audience
	Default api://AzureADTokenExchange for public clouds; set it for others; US Government sample uses api://AzureADTokenExchangeUSGov with environment: AzureUSGovernment
	1 2

	Audiences per cloud
	Global api://AzureADTokenExchange; US Government api://AzureADTokenExchangeUSGov; China api://AzureADTokenExchangeChina
	11

	Federated credential for GitHub
	Issuer https://token.actions.githubusercontent.com; subject repo:<org>/<repo>:environment:<name> for a job with an environment; one audience; no wildcards
	4 7

	Who can add one
	The app’s owner, Application Administrator, Cloud Application Administrator, Global Administrator or Hybrid Identity Administrator
	4

	Limits
	20 federated credentials per app or user-assigned managed identity; issuer and subject unique per app; propagation can take minutes (AADSTS70021)
	18

	Graph hosts
	GCC: graph.microsoft.com; GCC High: graph.microsoft.us; DoD: dod-graph.microsoft.us; US Government sign-in login.microsoftonline.us; tokens not interchangeable
	8

	Graph PowerShell environments
	Global, USGov, USGovDoD; -AccessToken typed SecureString
	10

	Graph token from the Azure sign-in
	Get-AzAccessToken -AsSecureString -ResourceUrl <graph host>; the URL must match the current Azure environment
	9

	Azure Pipelines alternative
	Automatic workload identity app registration not for Azure US Government
	3

	Immutable evidence
	Time-based retention, 1 to 146,000 days; locked policy can’t be deleted or shortened; container policy extended at most five times; unlocked is for testing
	14 20

	Writing evidence
	Storage Blob Data Contributor; az storage blob data commands with --auth-mode login
	19

	Schedule
	Default branch, latest commit; every 5 minutes at most; can be delayed under load; UTC by default; disabled after 60 days without activity in a public repository
	21

	Artifact retention
	retention-days can’t exceed the repository, organization or enterprise limit
	22

	Release stage
	Azure Login v3.1.0 (September 10, 2026), runs on Node 24; flexible federated identity credentials are a preview and aren’t used here
	2 4


Three places where sources state things differently, recorded so a later edit doesn’t loosen the code:
· Graph token type. Connect-MgGraph’s reference page types -AccessToken as SecureString;10 a Learn troubleshooting article says Microsoft Graph PowerShell 2.28.0 and later accept only a plain string.23 The module’s own source still declares the parameter SecureString (rechecked October 30, 2026, release v2.41.1).24 The workflow passes the SecureString, which keeps the token out of plain text, and Lab 2 step 5 confirms it on the pinned version.
· Issuer with a trailing slash. Learn’s federated credential page shows the GitHub issuer both with and without a trailing slash in its examples.4 It also says the issuer must match the token’s iss claim, which GitHub documents without the slash.7 The lab uses the form without the slash.
· Pull request subject. Learn writes the pull request subject as repo:<org>/<repo>:pull-request;4 GitHub documents pull_request.7 The pipeline doesn’t run on pull requests, so it uses neither.
[bookmark: _Toc00001215]Federal requirements and evidence
This chapter turns the other chapters’ outputs into continuous monitoring: a run every day, a comparison with the last, and a package the ISSO can check. Each row names the file or command that proves it. Controls are from the Moderate baseline25; indicators are from FedRAMP’s list26. Which output supports which control is the program’s reading (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s sample workflows are checked as published: no schedule, tags not commits, one that doesn’t parse (Lab 1, step 1: workflow_lint.py --learn-samples)
	SA-11; SR-3
	KSI-SCR-MIT; KSI-CMT-VTD
	The repository: snapshot.json and the test results

	The pipeline’s workflow pins every action, and the job that reads the tenant can’t write to the tracker (step 2: 0 finding(s))
	SA-10; AC-6
	KSI-SCR-MIT; KSI-IAM-ELP
	The workflow file in Git

	Each cloud’s sign-in, audience and Graph host come from one table, and an unknown name stops the run (step 3: cloud --name dod, exit 1)
	CM-6; IA-5
	KSI-IAM-SNU
	The repository

	The first run is a baseline, packaged (step 4: out/day1/drift-report.json, EVIDENCE-MANIFEST.json)
	CA-7; CM-2
	KSI-MLA-EVC
	The immutable evidence container

	The next run says what is new, resolved, changed and unverified; a failed read never resolves a finding (step 5: out/day2/drift-report.json, drift-summary.md)
	CA-7; SI-4 (System Monitoring)
	KSI-MLA-EVC; KSI-MLA-RVL
	The evidence package

	Each finding is opened or closed by fingerprint, with object IDs and no names (step 6: out/day2/issues.json)
	CA-7: response actions; AU-6: reporting to the people who act
	KSI-MLA-RVL
	The issue tracker

	The package hashes every file, carries the other kits’ provenance, and chains to the day before (step 7: EVIDENCE-MANIFEST.json, SHA256SUMS, provenance/; verify, sha256sum -c)
	AU-9 (Protection of Audit Information); SI-7; CM-3 for the provenance of Chapters 01, 04 and 07
	KSI-SVC-VRI; KSI-CMT-LMC
	The immutable evidence container

	An edit after packaging and runs out of order are refused (step 8: exit 1 twice)
	SI-7; AU-9
	KSI-SVC-VRI
	The test results

	The comparator, packager and linter pass (step 9: 142 tests)
	SA-11
	KSI-CMT-VTD
	The repository’s test results

	The package becomes OSCAL 1.2.3 Assessment Results and a POA&M, with dispositions and risk status, valid against NIST’s schema (step 10: out/oscal/assessment-results.json, poam.json). RMF tasks A-4, A-6 and M-4
	CA-2; CA-5; CA-7
	KSI-MLA-EVC; KSI-MLA-RVL
	The evidence container

	The pipeline signs in with a federated credential; no secret is stored (Lab 2, step 1: credential.json, az ad app federated-credential create)
	IA-5
	KSI-IAM-SNU
	The app registration; the Entra audit log

	The pipeline identity reads the tenant and writes only to the evidence container (Lab 2, steps 2 and 3: Graph read permissions, Reader, and Storage Blob Data Contributor on the container)
	AC-6
	KSI-IAM-ELP
	The app registration and role assignments

	Evidence can be created and read, but not changed or deleted, until retention ends (Lab 2, step 3: the drift-evidence container’s time-based retention, locked in production)
	AU-9; AU-11 (Audit Record Retention)
	KSI-MLA-OSM for AU-9 (Book 13, Appendix A); AU-11 has no indicator pairing in this repository’s verified mappings
	The storage account

	The workflow copied into the repository passes the linter before it runs (Lab 2, step 4)
	CM-3(2)
	KSI-CMT-VTD
	The test repository’s history

	A run by hand writes the baseline package and one issue (Lab 2, step 5)
	CA-7
	KSI-MLA-EVC
	The evidence container; the tracker

	A real change becomes one new finding, in a package chained to the first that sha256sum -c verifies (Lab 2, step 6)
	CA-7; SI-4; SI-7
	KSI-MLA-EVC; KSI-SVC-VRI
	The evidence container

	A package arrives every day, and a missing day breaks the chain (Lab 2, step 7)
	CA-7: monitoring at a defined frequency
	KSI-MLA-EVC
	The evidence container

	The federated credential and the app are removed (Lab 2, step 8)
	AC-2
	KSI-IAM-SNU
	The Entra audit log

	GitHub Actions, Azure Storage and Microsoft Graph run on cloud services with FedRAMP Marketplace listings27
	SA-9 (External System Services); the agency confirms each service it uses is inside the listing’s scope (design guidance)
	None: the provider reports against the indicators for its own offering
	The system security plan’s list of external services


Key Security Indicators are FedRAMP 20x indicators for cloud service providers. The agency authorizes its own system: it lines this evidence up with what Microsoft, GitHub and the other providers whose services the system uses report against the indicators, and doesn’t report KSIs itself (Book 00, Appendix B). The control-by-control mapping is in Book 13’s Appendix A and Book 14’s Appendix A; the indicator pairings follow Book 04, Chapter 10 and Book 05, Chapter 10.
[bookmark: _Toc00001216]Dangers
	Danger
	What happens
	The guard

	A failed read reported as a fix
	A 403 makes yesterday’s findings disappear, and their issues close
	Error, NotApplicable and “not run” leave findings unverified; only a check that read the tenant resolves them

	A run edited after the kit wrote it
	The comparison, and the evidence, describe a run that never happened
	load_run() checks every file against the kit’s own manifest; verify() checks the package

	Comparing a fixture run with a live one, or two clouds
	Every finding looks new or resolved
	compare() refuses a different mode or cloud, or runs out of order

	Comparing two tenants in one cloud
	A test tenant’s run is diffed against production’s, and every finding opens or closes
	The kit records TenantId; compare() refuses different or missing tenant IDs unless --allow-tenant-mismatch, which the report notes

	A threshold changed between runs
	Findings move with no change in the tenant
	Changed options are noted in the report

	A secret in the pipeline
	It leaks, or expires and the checks stop
	A federated credential; WF-06 fails creds; no secret is stored

	A moved action tag
	Code you didn’t review signs in to your tenant
	Actions pinned to commits (WF-05); source watch on Azure Login

	The wrong Graph host in DoD
	The run signs in to Azure Government and calls the GCC High Graph host
	Cloud table; WF-12 checks the workflow’s host against its cloud

	A subject that doesn’t match
	Sign-in fails, and Learn says the credential was created without error
	An environment-scoped subject; Lab 2 step 5 run by hand first

	The token that reads the tenant can write elsewhere
	A compromised step edits issues, or more
	Two jobs; WF-04 fails a job with id-token: write and another write grant

	Names in the tracker
	User principal names reach everyone with read access to the repository
	Object IDs only, unless --include-names

	Evidence changed or deleted later
	The ISSO can’t rely on it
	--overwrite never used; a locked retention policy in production; the hash chain

	A day without a run
	A schedule delayed, dropped or disabled leaves a gap nobody notices
	The chain records the previous run; check the newest package’s date

	Stale provenance
	A package cites a build or HR run from months ago
	Provenance older than 30 days is noted in the manifest

	A locked policy in a test account
	The test account can’t be deleted until retention ends
	Lab 2 leaves the policy unlocked


[bookmark: _Toc00001217]Checklist
· The workflow passes workflow_lint.py with no findings, and every action is pinned to a commit.
· The app has a federated credential whose subject is the pipeline’s environment, and no client secret. The shared reader app may also hold the certificate its other callers use (Chapter 10); the pipeline itself signs in with the federated credential only.
· The app has only the Graph read permissions and Azure Reader the selected checks need, plus Storage Blob Data Contributor on the evidence container and nothing wider.
· The cloud in the workflow, the Azure environment, the audience and the Graph host agree (cloud --name prints them).
· The job that signs in has no write grant besides id-token; the job that writes issues has no Azure access.
· A check that errors leaves its findings open; issues close only on a run that read the tenant.
· Issue bodies carry object IDs, not names.
· Each package verifies with sha256sum -c SHA256SUMS, and its previous hash matches the package before it.
· The evidence container has a locked time-based retention policy in production, and the pipeline never overwrites.
· Someone checks that a package arrived every day.
· The pinned Learn page and action.yml match their manifests, and every upstream commit since the pin has been reviewed.
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1. Microsoft Learn, “Store business-critical blob data with immutable storage in a write once, read many (WORM) state,” https://learn.microsoft.com/azure/storage/blobs/immutable-storage-overview (accessed Oct 30, 2026).
1. Microsoft Learn, “Azure Key Vault REST API reference,” key operations Sign and Verify, https://learn.microsoft.com/rest/api/keyvault/; “az keyvault key sign,” https://learn.microsoft.com/cli/azure/keyvault/key; CryptographyClient sign (keys/sign permission), https://learn.microsoft.com/java/api/com.azure.security.keyvault.keys.cryptography.cryptographyclient (accessed Oct 30, 2026).
1. Microsoft Learn, “Set up signing integrations to use Artifact Signing,” https://learn.microsoft.com/azure/artifact-signing/how-to-signing-integrations; “Overview of signing and verifying OCI artifacts,” https://learn.microsoft.com/azure/container-registry/overview-sign-verify-artifacts (accessed Oct 30, 2026).
1. Microsoft Learn, “Artifact Signing FAQ,” https://learn.microsoft.com/azure/artifact-signing/faq (accessed Oct 30, 2026).
1. Microsoft Learn, “Important considerations and restrictions for federated identity credentials,” https://learn.microsoft.com/entra/workload-id/workload-identity-federation-considerations (accessed Oct 30, 2026).
1. Microsoft Learn, “Quickstart: Create, download, and list blobs with Azure CLI,” https://learn.microsoft.com/azure/storage/blobs/storage-quickstart-blobs-cli (accessed Oct 30, 2026).
1. Microsoft Learn, “Configure immutability policies for containers,” https://learn.microsoft.com/azure/storage/blobs/immutable-policy-configure-container-scope (accessed Oct 30, 2026).
1. GitHub Docs, “Events that trigger workflows” (schedule, workflow_dispatch), https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows (accessed Oct 30, 2026). Learn doesn’t cover GitHub’s scheduler.
1. GitHub Docs, “Store and share data with workflow artifacts,” https://docs.github.com/en/actions/how-tos/writing-workflows/choosing-what-your-workflow-does/storing-and-sharing-data-from-a-workflow (accessed Oct 30, 2026).
1. Microsoft Learn, “Microsoft Graph PowerShell throws error ‘IDX14102: Unable to decode the header’,” https://learn.microsoft.com/troubleshoot/entra/entra-id/users-groups-entra-apis/unable-to-decode-header-error (accessed Oct 30, 2026).
1. Microsoft, microsoftgraph/msgraph-sdk-powershell, src/Authentication/Authentication/Cmdlets/ConnectMgGraph.cs (public SecureString AccessToken), last changed in commit 34e2549948690924ff403975de39603c1d4043bc (July 22, 2026), read with gh api (accessed Oct 30, 2026). Not a Learn page.
1. National Institute of Standards and Technology, SP 800-53B Moderate baseline, release 5.2.0 OSCAL profile, last modified October 22, 2026 (includes AC-2, AC-6, AU-6, AU-9, AU-11, CA-7, CM-2, CM-3, CM-3(2), CM-6, IA-5, SA-9, SA-10, SA-11, SI-4, SI-7 and SR-3), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (accessed Nov 2, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026 (indicators KSI-CMT-LMC, KSI-CMT-VTD, KSI-IAM-ELP, KSI-IAM-SNU, KSI-MLA-EVC, KSI-MLA-RVL, KSI-SCR-MIT and KSI-SVC-VRI; control mappings updated October 13, 2026), https://www.fedramp.gov/2026/reference/key-security-indicators/ (accessed Nov 2, 2026).
1. FedRAMP Marketplace product data, https://www.fedramp.gov/marketplace/products.json, last_change 2026-11-01T05:02:56Z (accessed Nov 2, 2026): FR1812058188, GitHub Enterprise Cloud, FedRAMP Certified, Class B, LI-SaaS; MSO365MT, Microsoft 365 Government Community Cloud & Supporting Services, FedRAMP Certified, Class C, Moderate; FR1824057433, Microsoft 365 Government Community Cloud-High, FedRAMP Certified, Class D, High; F1209051525, Azure Commercial Cloud, FedRAMP Certified, Class D, High; F1603087869, Azure Government (includes Dynamics 365), FedRAMP Certified, Class D, High.
[bookmark: _Toc00001219]Chapter 10 — Deploying to Test and Production
A lab proves the code. A runbook proves the change: the same commands, against a test environment and then production, with the evidence and the way back written down before anyone starts.
[bookmark: _Toc00001220]In this chapter
The deployment runbook for everything Chapters 01 to 09 build. Each chapter ends with a short step in a test tenant. This chapter takes the kits from there to a live test stage (an Entra test tenant, an Azure test subscription with Arc-enabled test servers, and a test AD forest) and then to production. One settings file per stage holds every value the commands read, and no secrets: the same commands run against both stages. Five small scripts in examples/drift-pipeline/deploy do what the kits didn’t: a pre-flight check, a smoke test that says go or no-go, a rollback that records each change and writes its undo, newest first, and an evidence record for every step that names the federal requirements and FedRAMP 20x Key Security Indicators it supports. Each step names the implementation guide gate it fulfils.
[bookmark: _Toc00001221]Status: approved, not run against a live tenant
The owner approved this page on November 3, 2026. Nobody has run this runbook against a live tenant, subscription or forest. The five deploy scripts are tested against fixtures and a fake command runner (46 tests), and their dry-run output below is real, from November 2, 2026. Every other command comes from the kits’ own chapters, the kits’ code or Microsoft Learn, and the results given after each step are expectations, not observations. Run the test stage in full, and keep its evidence, before any step touches production.
[bookmark: _Toc00001222]Goal and audience
Goal. By the end of this chapter you can deploy the Attribute-Driven Migration’s software to a test environment and then to production without working anything out on the day: each step is a command block to paste or an admin center path to follow, each change is recorded with its rollback, and the ISSO receives the evidence for each stage. You can say for each step which gate in the implementation guide it serves.
Audience. The platform engineers and identity engineers who run the change, the change manager who schedules it, and the ISSO who keeps its evidence. You should have run the earlier chapters’ fixture labs and test-tenant steps; this chapter doesn’t teach the kits again.
[bookmark: _Toc00001223]What this runbook adds to the chapters
Every chapter’s test-tenant step changes the smallest thing it can, by hand, and backs it out. That proves one kit in isolation. A deployment is different in four ways, and this runbook handles each one.
	A chapter’s test-tenant step
	This runbook

	One kit at a time, values typed into the commands
	All nine kits in a safe order; every value comes from one settings file per stage

	Signs in however is convenient in a test tenant
	Three identities with a certificate each (the drift pipeline with a federated credential), least privilege per step, one named delegated step where Learn allows nothing else

	Backs out what it made, then stops
	Records every change as it is made, and writes the rollback from the record, newest first

	Ends in the test tenant
	A go/no-go record that production’s pre-flight check verifies, then production in waves, then a week of drift monitoring


The order is the guide’s: prove the attributes before anything trusts them, build groups and workflows disabled or paused, target by attribute, cut over by wave, then keep the attributes true (the path on one page). The step-to-gate map at the end lists every step against its gate.
[bookmark: _Toc00001224]Requirements, KSIs and evidence
Every step below has a requirements table: the requirement it supports, what the step does, the Key Security Indicator it aligns to, and the evidence the ISSO keeps. The requirements are NIST SP 800-53 Rev. 5 controls at the system’s baseline,1 Moderate for the guide’s audience, a civilian agency at FedRAMP Moderate in Microsoft 365 GCC (guide, how to use it); OMB M-22-092 and CISA BOD 25-01’s required SCuBA configurations3 where a step touches them; and FedRAMP’s rules for an agency’s use of an authorized cloud service.4 GCC’s FedRAMP Moderate authorization is the provider’s, which the agency’s own authorization relies on.5
What the KSI column means. Key Security Indicators are FedRAMP 20x indicators for cloud service providers, each with its related SP 800-53 controls.6 The agency authorizes its own system. It lines its evidence up with what its providers report against the KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). The KSI IDs in the tables are the ones this workbook already maps to the same controls: Book 13, Appendix A, which reads FedRAMP’s related-control lists, Book 13, Chapter 04, Book 04, Chapter 10 and Book 02, Chapter 10. No new KSI ID is introduced here.
The evidence is produced, not only named. The rows live in deploy/requirements.json, and evidence.py table prints the tables below from it. Each step leaves an evidence record in the stage’s evidence/ folder: a JSON file with the time, the stage, the change record, the command, the result, the SHA-256 of each file it cites, and the controls, mandates and KSI IDs of the step’s rows. preflight.py, smoke_test.py and rollback.py write theirs; the other steps end with an evidence.py add command. Each write refreshes evidence/SHA256SUMS, in the format sha256sum -c reads, as the drift pipeline’s packager does (Chapter 09). evidence.py check then says whether every row of the stage has a passing record whose files still match, and production’s pre-flight check refuses to promote without a passing check from the test stage.
[bookmark: _Toc00001225]Placeholders
The commands in this chapter contain only these placeholders. Everything else comes from the settings file.
	Placeholder
	What to put there

	<settings-file>
	The path to this stage’s settings file: test.json in the test stage, production.json in production (below)

	<wave-id>
	Production only: the id of the wave you’re deploying, from the waves list in production.json

	<test-settings-file>
	Production only: the path to the test stage’s test.json

	<test-evidence-dir>
	Production only: the test stage’s evidence folder, the value ADM_EVIDENCE_DIR had in the test stage


The settings file itself starts from a template whose values are all placeholders; the settings section lists them.
[bookmark: _Toc00001226]Before you start
Fulfils the guide’s prerequisites.
Roles
The guide names one decider per decision (prerequisites). The runbook adds the people who run it.
	Role
	In this runbook

	Change manager
	Opens the change record for each stage, schedules the window, and closes the record with the evidence attached

	Identity engineering lead
	Runs the Entra, Graph and HR steps; decides each wave’s go or no-go (guide: identity engineering)

	Groups Administrator (a named person)
	Signs in for the one delegated step, rule validation, because Learn lists no application permission for it7

	Owner of the reader app, or an Application Administrator (a named person)
	Adds the drift pipeline’s federated credential in step 8; the deploy identity holds no application permission for it

	Lifecycle Workflows Administrator
	Creates the workflow in the admin center and runs it on demand89

	Domain administrator in the AD forest
	Imports and links the GPOs; Learn says linking needs Link GPOs permission, which by default only domain and enterprise administrators hold10

	Platform engineer
	Runs the Azure, machine configuration, Ansible and pipeline steps

	CISO
	Approves promotion to production with identity engineering (guide: CISO decides the control requirements and every drift finding)

	ISSO
	Receives each stage’s evidence package and keeps it


Approvals and the change record
Each stage has its own change record; its ID goes in the settings file as change_record, and every recorded change and every piece of evidence carries it. The test stage needs the change manager’s approval of the window. Production needs the CISO’s and identity engineering’s approvals, recorded by reference in production.json (promotion.approvals), and the pre-flight check refuses to pass without both (design guidance: the guide makes the CISO the gate owner of Gates 2 and 5 to 9, and identity engineering the decider of each wave’s go or no-go).
Made before the runbook starts
These exist before the first command, and their IDs go into the settings file. Each is made the way its chapter shows; the runbook only reads them.
	Object
	Made with
	Settings key

	Three app registrations, each with a certificate and no client secret: deploy, reader and provisioning
	The certificate goes in the operator’s protected store (PEM with the key for the Azure CLI, the certificate store for PowerShell). Learn recommends certificate-based authentication for service principals11
	identities.*

	The API-driven inbound provisioning app, its schema and mappings
	Chapter 01, test-tenant steps 1 to 3
	hcm_entra.*

	The custom task extension and its Logic App
	Chapter 05, test-tenant steps 1 to 3
	lifecycle.extension_id

	Test users that stand for the rule library’s fixture members, and the map of their object IDs (the $memberIds table in that step)
	Chapter 04, test-tenant step 3
	dynamic_rules.member_map

	The validation kit’s inputs: exceptions, governed and emergency-access groups, shadow pairs, rule tests
	The kit’s README, as the guide’s gates describe
	validation_inputs

	A GPO backup of the GPOs moving to Intune, and a test OU in the test forest
	Backup-GPO in the source forest; the OU by hand
	group_policy.*

	A disposable Arc test server (Windows, for the machine configuration package) and a Linux test server, both in the CMDB export
	Chapter 07 and Chapter 08
	machine_configuration.arc_server_name, ansible.cmdb_csv

	The Ansible control node, an Azure VM or Arc-enabled server with a managed identity
	Chapter 08
	—

	A private repository for the drift pipeline, holding the validation kit and examples/drift-pipeline
	Chapter 09, test-tenant step 4
	drift.*


The identities and what each may do
Design guidance: one identity that can do everything is one credential that can break everything. The runbook uses three, and the person in the delegated step.
	Identity
	Signs in with
	Granted
	Used in

	deploy
	Certificate
	Graph application permissions: LifecycleWorkflows-Workflow.ReadWrite.All and LifecycleWorkflows-Workflow.Activate,98 DeviceManagementConfiguration.ReadWrite.All (Chapter 06), Synchronization.ReadWrite.All to pause the provisioning job;12 Azure: Resource Policy Contributor on the stage’s resource group (Learn’s recommended role for policy definitions),13 Storage Blob Data Contributor on the package container, and the right to assign roles to the policy’s identity on the resource group
	Stage steps that change Entra, Intune and Azure

	reader
	Certificate
	The validation kit’s read permissions (Get-VkRequiredScope prints them; Chapter 03), Policy.Read.All for the Conditional Access export, AuditLog.Read.All and Directory.Read.All for the provisioning logs,14 Reader on the subscription
	Baselines, reconciliation, smoke tests

	provisioning
	Certificate
	SynchronizationData-User.Upload only, or .OwnedBy if it owns the provisioning app15
	The HR batches

	Groups Administrator
	Their own sign-in, delegated
	Group.ReadWrite.All and User.Read.All for the session
	Creating and validating the dynamic groups

	App owner or Application Administrator
	Their own sign-in, delegated
	Ownership of the reader app, or the Application Administrator role
	Adding the drift pipeline’s federated credential (step 8)

	The drift pipeline’s app
	Federated credential, no secret
	As Chapter 09
	The scheduled pipeline


[bookmark: _Toc00001227]One environment settings file
Supports every gate: it is how the same commands run against both stages.
Copy the template once per stage, fill it in, and keep the filled-in files with the change record, outside the repository. The template is examples/drift-pipeline/deploy/environment.example.json; every value in it is a placeholder.
	Key
	Placeholder in the template
	What it holds

	environment
	<test-or-production>
	test or production

	cloud
	<cloud>
	gcc, gcchigh or dod. The guide’s audience is usually Microsoft 365 GCC, where Entra ID runs in Microsoft’s commercial cloud, so most production files say gcc

	tenant_id, tenant_domain, subscription_id, location, resource_group
	<tenant-id>, <tenant-domain>, <subscription-id>, <azure-region>, <resource-group>
	The stage’s tenant, subscription, region and resource group

	change_record
	<change-record-id>
	The stage’s change record ID

	evidence_dir
	<evidence-folder>
	Where the stage’s evidence goes; the runbook writes under <evidence_dir>/<environment>/<change_record>

	validation_inputs
	<validation-inputs-folder>
	The validation kit’s input folder

	identities.deploy
	<deploy-app-id>, <deploy-cert-thumbprint>, <deploy-cert-pem-path>
	The deploy identity’s client ID, certificate thumbprint and PEM path

	identities.reader
	<reader-app-id>, <reader-cert-thumbprint>
	The reader identity

	identities.provisioning
	<provisioning-app-id>, <provisioning-cert-pem-path>
	The HR sender

	hcm_entra
	<provisioning-sp-object-id>, <provisioning-job-id>, <provisioning-api-endpoint>, <hr-extract-path>
	The provisioning app’s service principal object ID, its job ID and Provisioning API Endpoint, the HR extract; max_quarantined (default 0)

	dynamic_rules
	<groups-admin-upn>, <member-map-path>
	The Groups Administrator who signs in; the map from fixture member names (u01…) to test object IDs

	lifecycle
	<custom-task-extension-id>, <leaver-workflow-name>, <lcw-test-user-object-id>
	The extension, the name you’ll give the workflow, and one test user to run it on

	group_policy
	<ad-domain>, <target-ou-dn>, <gpo-backup-folder>, <gpo-name>, <intune-target-group-id>
	The AD domain, the OU (the test OU in the test stage), the GPO backup folder and names, the Intune target group

	machine_configuration
	<mc-storage-account>, <mc-container>, <arc-server-name>
	Where the package is published, and the Arc test server

	ansible
	<cmdb-export-path>
	The CMDB export the control node reads; onboarding_wave (default 0)

	drift
	<github-org>/<github-repo>, <github-environment>, <evidence-storage-account>, <evidence-container>
	The pipeline’s repository and environment, and the evidence container

	smoke
	—
	The validation kit checks that must pass, and those allowed to end unverified: only VK-DG-03, which is delegated only, a documented exception checked by hand at the first live run (step 9b)

	waves, promotion
	—
	Production only: one entry per wave (OU, Intune group, Arc wave), and the go/no-go record


No secrets, by construction. The loader refuses a key whose name looks like a secret (secret, password, token, credential, private, connection_string, sas, and so on) and a value that looks like one (a PEM private key, an account key, a SAS signature), and it refuses any placeholder left unfilled. A certificate path inside the repository fails the pre-flight check. The identities sign in with certificates; Learn says the Azure CLI reads a PEM file with the private key and certificate together, and Azure PowerShell reads the certificate from the local store by thumbprint.1116
Load the settings
Run from the root of your clone of this repository, in the shell the step uses. Do it once per shell, and again after you change shells.
In PowerShell 7:
python ./examples/drift-pipeline/deploy/adm_deploy.py env --settings <settings-file> --shell pwsh | Out-String | Invoke-Expression
New-Item -ItemType Directory -Force -Path $env:ADM_EVIDENCE_DIR | Out-Null
In a POSIX shell (Git Bash on Windows, or the Linux control node):
export MSYS_NO_PATHCONV=1
eval "$(python ./examples/drift-pipeline/deploy/adm_deploy.py env --settings <settings-file> --shell bash)"
mkdir -p "$ADM_EVIDENCE_DIR"
MSYS_NO_PATHCONV=1 stops Git Bash from rewriting arguments that start with /, such as Azure resource IDs; on Linux it does nothing. In production, add --wave <wave-id> to the env command for the wave steps. The command prints ADM_* variables, including values derived from the cloud: the Graph host, the Azure environment, the Graph PowerShell environment, the blob host and the Arc onboarding playbook. Learn lists a different Graph host for GCC High and DoD, and a different storage suffix in Azure Government.1718
The machine configuration version. The package version isn’t in the settings file. Steps 9 and 10 read it from ADM_MC_VERSION, the version of the build that carries the stage’s final mode. Set it once per shell, after the settings are loaded. In the test stage it is 1.1.0, the apply build of step 6d. In production it is the version in the production list, which must be higher than the registry’s published value, because the build refuses a version that isn’t (Chapter 07).
$env:ADM_MC_VERSION = '1.1.0'   # test stage; production: the version in the Stage 2 list
export ADM_MC_VERSION=1.1.0     # test stage; production: the version in the Stage 2 list
A settings file that still holds placeholders is refused. This is the template, on November 2, 2026:
refused: environment.example.json: 41 problem(s): environment is '<test-or-production>'; expected test or production; unknown cloud '<cloud>'; expected one of gcc, gcchigh, dod; 'environment' still holds the placeholder <test-or-production>; 'cloud' still holds the placeholder <cloud>; and 37 more
Sign in
The stage steps say which sign-in they need. In PowerShell 7, for the deploy identity:191611
Connect-MgGraph -ClientId $env:ADM_DEPLOY_CLIENT_ID -TenantId $env:ADM_TENANT_ID -CertificateThumbprint $env:ADM_DEPLOY_CERT_THUMBPRINT -Environment $env:ADM_MG_ENV -NoWelcome
Connect-AzAccount -ServicePrincipal -ApplicationId $env:ADM_DEPLOY_CLIENT_ID -Tenant $env:ADM_TENANT_ID -CertificateThumbprint $env:ADM_DEPLOY_CERT_THUMBPRINT -Environment $env:ADM_AZ_CLOUD -Subscription $env:ADM_SUBSCRIPTION_ID | Out-Null
az cloud set --name $env:ADM_AZ_CLOUD
az login --service-principal --username $env:ADM_DEPLOY_CLIENT_ID --certificate $env:ADM_DEPLOY_CERT_PEM --tenant $env:ADM_TENANT_ID --output none
az account set --subscription $env:ADM_SUBSCRIPTION_ID
For the reader identity, in PowerShell 7:
Connect-MgGraph -ClientId $env:ADM_READER_CLIENT_ID -TenantId $env:ADM_TENANT_ID -CertificateThumbprint $env:ADM_READER_CERT_THUMBPRINT -Environment $env:ADM_MG_ENV -NoWelcome
Expect Connect-MgGraph to sign in without a prompt, and Get-MgContext to show AuthType AppOnly, as Learn’s app-only page describes.19
[bookmark: _Toc00001228]Try the scripts against fixtures first
The deploy scripts run on a laptop against the kits’ fixtures, with no tenant. Do this once before the test stage, to see what each one prints. Work in examples/drift-pipeline, in a POSIX shell.
python deploy/preflight.py --settings deploy/tests/fixtures/test.json --other deploy/tests/fixtures/production.json
Dry-run output, November 2, 2026:
PASS PF-01  settings schema adm-deploy-settings/1, environment test
PASS PF-02  no secret in the settings file
PASS PF-03  no placeholder left
PASS PF-04  cloud gcc: Graph https://graph.microsoft.com, Azure AzureCloud, Graph PowerShell Global, Arc playbook playbooks/06_arc_onboarding_role.yml
PASS PF-05  certificate files are PEM paths outside the repository
PASS PF-06  9 kits present
PASS PF-07  machine configuration TlsServerProtocols: registry mode Audit, policy ID ca593085-dfcb-425d-ac9c-12870a55bbaa, published 0.0.0
PASS PF-08  Lifecycle Workflows integrations in the registry: cms-revocation
PASS PF-09  test and production use different tenants, subscriptions and identities
PASS PF-10  test stage: no promotion record needed
DRY  PF-16  would check that the deploy certificate file exists: /etc/adm/certs/adm-deploy-test.pem
DRY  PF-16  would check that the provisioning certificate file exists: /etc/adm/certs/adm-provisioning-test.pem
DRY  PF-11  would run: az cloud show --query name -o tsv  (expect AzureCloud)
DRY  PF-12  would run: az account show --query tenantId -o tsv  (expect 11111111-1111-4111-8111-111111111111)
DRY  PF-13  would run: az account show --query id -o tsv  (expect 22222222-2222-4222-8222-222222222201)
DRY  PF-14  would run: az account show --query user.name -o tsv  (expect 33333333-3333-4333-8333-333333333301)
DRY  PF-15  would run: pwsh -NoProfile -Command $m = @('Microsoft.Graph.Authentication','Az.Accounts','Az.Resources','Az.Storage','GuestConfiguration','GroupPolicy') | Where-Object { -not (Get-Module -ListAvailable -Name $_) }; if ($m) { 'missing: ' + ($m -join ', '); exit 1 } else { 'all present' }
preflight: 0 failed, 0 warning(s); dry run (nothing signed in, nothing called)
evidence 001-preflight.json: preflight pass
Record four changes the way the stage steps do, then write the rollback:
S=deploy/tests/fixtures/test.json
python deploy/rollback.py add --settings $S --kind provisioning-job --id API2AAD.00000000000000000000000000000000.44444444-4444-4444-8444-444444444401
python deploy/rollback.py add --settings $S --kind dynamic-group --id 88888888-8888-4888-8888-888888888801 --name "FIN ledger employees"
python deploy/rollback.py add --settings $S --kind gpo-link-created --id FMP-Workstation-Baseline --name "OU=ADM-Test,DC=test,DC=contoso,DC=example"
python deploy/rollback.py add --settings $S --kind policy-assignment --id adm-mc-tls-audit --name /subscriptions/22222222-2222-4222-8222-222222222201/resourceGroups/rg-adm-test
python deploy/rollback.py plan --settings $S
Dry-run output, November 2, 2026. Each add also writes an evidence record for its step:
recorded provisioning-job API2AAD.00000000000000000000000000000000.44444444-4444-4444-8444-444444444401 in out/deploy-evidence/test/CHG-TEST-0101/deploy-record.json; evidence 002-hr.json
recorded dynamic-group 88888888-8888-4888-8888-888888888801 in out/deploy-evidence/test/CHG-TEST-0101/deploy-record.json; evidence 003-rules.json
recorded gpo-link-created FMP-Workstation-Baseline in out/deploy-evidence/test/CHG-TEST-0101/deploy-record.json; evidence 004-gpo.json
recorded policy-assignment adm-mc-tls-audit in out/deploy-evidence/test/CHG-TEST-0101/deploy-record.json; evidence 005-mc.json
[4] policy-assignment  cloud  Remove-AzPolicyAssignment -Name 'adm-mc-tls-audit' -Scope '/subscriptions/22222222-2222-4222-8222-222222222201/resourceGroups/rg-adm-test'
[3] gpo-link-created   ad     Set-GPLink -Name 'FMP-Workstation-Baseline' -Target 'OU=ADM-Test,DC=test,DC=contoso,DC=example' -LinkEnabled No -Domain 'test.contoso.example'
[2] dynamic-group      cloud  Remove-MgGroup -GroupId '88888888-8888-4888-8888-888888888801'
[1] provisioning-job   cloud  Invoke-MgGraphRequest -Method POST -Uri '/v1.0/servicePrincipals/44444444-4444-4444-8444-444444444401/synchronization/jobs/API2AAD.00000000000000000000000000000000.44444444-4444-4444-8444-444444444401/pause'
rollback plan: 4 step(s), newest first: 3 cloud, 1 ad
wrote out/deploy-evidence/test/CHG-TEST-0101/rollback-cloud.ps1
wrote out/deploy-evidence/test/CHG-TEST-0101/rollback-ad.ps1
wrote out/deploy-evidence/test/CHG-TEST-0101/rollback-manual.md
evidence 006-rollback.json: rollback plan recorded
nothing was run: review the scripts, then run them in a signed-in session
Then the smoke test, on the fixture validation kit run and the other kits’ fixture provenance:
E=out/deploy-evidence/test/CHG-TEST-0101
python deploy/smoke_test.py --settings $S --fixture --kit-run tests/fixtures/runs/current/2026-10-29-0617-fixture-runner-fixture \
  --hcm-provenance tests/fixtures/provenance/hcm-entra/provenance.json --dynamic-rules tests/fixtures/provenance/dynamic-rules/check-results.json \
  --mc-provenance tests/fixtures/provenance/machine-configuration/provenance.json --mc-mode Audit --deploy-record $E/deploy-record.json --out $E/smoke
Dry-run output, November 2, 2026 (the last line’s hash changes with each run, because the report records when it ran):
PASS SM-01  kit run 2026-10-29-0617-fixture-runner-fixture matches its own manifest (read-only)
PASS SM-02  fixture mode: run mode Fixture, tenant not compared
PASS SM-04  run cloud gcc; settings gcc
FAIL SM-05  VK-HR-01 Fail (2 finding(s))
FAIL SM-05  VK-DG-01 Fail (2 finding(s))
FAIL SM-05  VK-CA-01 Fail (1 finding(s))
FAIL SM-06  checks that ended in Error: VK-NPI-03
PASS SM-07  run not held by the mass-disable guard
FAIL SM-08  9 ready, 9 quarantined (limit 0)
PASS SM-09  rule library: 6 rules, 0 finding(s)
PASS SM-10  machine configuration TlsServerProtocols 1.0.0: 0 finding(s)
PASS SM-11  package mode Audit; this stage expects Audit
PASS SM-12  4 change(s) recorded for test/CHG-TEST-0101
PASS SM-13  every change has a rollback
evidence 007-smoke.json: smoke fail, controls CA-7, CM-4(2)
smoke test: NO-GO (5 failed) for test/CHG-TEST-0101, fixture mode; report sha256 201dee948dca0468582c6c63813cc7cb141e6a08c6cb78890e1909117f5759f6
The fixtures carry findings on purpose, so the answer is no-go and the exit code is 2. The smoke test’s own evidence record says so; this is it:
{
  "schema": "adm-evidence-record/1",
  "seq": 7,
  "step": "smoke",
  "environment": "test",
  "change_record": "CHG-TEST-0101",
  "tenant_id": "11111111-1111-4111-8111-111111111111",
  "cloud": "gcc",
  "recorded_at": "2026-11-02T12:26:03Z",
  "command": "smoke_test.py --settings deploy/tests/fixtures/test.json --fixture --kit-run tests/fixtures/runs/current/2026-10-29-0617-fixture-runner-fixture --hcm-provenance tests/fixtures/provenance/hcm-entra/provenance.json --dynamic-rules tests/fixtures/provenance/dynamic-rules/check-results.json --mc-provenance tests/fixtures/provenance/machine-configuration/provenance.json --mc-mode Audit --deploy-record out/deploy-evidence/test/CHG-TEST-0101/deploy-record.json --out out/deploy-evidence/test/CHG-TEST-0101/smoke",
  "result": "fail",
  "requirements": [
    "R-SM-1"
  ],
  "controls": [
    "CA-7",
    "CM-4(2)"
  ],
  "ksis": [
    "KSI-CMT-LMC",
    "KSI-CMT-VTD",
    "KSI-MLA-EVC"
  ],
  "mandates": [],
  "files": [
    {
      "path": "smoke/smoke-report.json",
      "name": "smoke-report.json",
      "sha256": "201dee948dca0468582c6c63813cc7cb141e6a08c6cb78890e1909117f5759f6"
    }
  ],
  "details": {
    "fixture": true,
    "failed": 5
  }
}
Now check the stage’s evidence against the requirement rows, and let sha256sum confirm the records:
python deploy/evidence.py check --settings $S
(cd $E/evidence && sha256sum -c SHA256SUMS)
Dry-run output, November 2, 2026 (exit 2):
OK   R-PF-1   preflight  KSI-CMT-VTD, KSI-CMT-LMC                 001-preflight.json
OK   R-PF-2   preflight  KSI-IAM-SNU, KSI-IAM-ELP                 001-preflight.json
MISS R-BL-1   baseline   KSI-CMT-RMV, KSI-MLA-EVC, KSI-SVC-ACM    -  (no evidence record for this step)
MISS R-BL-2   baseline   KSI-IAM-ELP                              -  (no evidence record for this step)
MISS R-HR-1   hr         KSI-IAM-AAM                              002-hr.json  (only 'recorded' entries: the step has no passing record)
MISS R-HR-2   hr         KSI-CMT-VTD, KSI-PIY-GIV                 002-hr.json  (only 'recorded' entries: the step has no passing record)
MISS R-DG-1   rules      KSI-IAM-AAM, KSI-IAM-ELP, KSI-CMT-VTD    003-rules.json  (only 'recorded' entries: the step has no passing record)
MISS R-LCW-1  lcw        KSI-IAM-AAM                              -  (no evidence record for this step)
MISS R-GPO-1  gpo        KSI-CMT-LMC, KSI-CMT-RMV, KSI-SVC-ACM    004-gpo.json  (only 'recorded' entries: the step has no passing record)
MISS R-GPO-2  gpo        KSI-PIY-GIV                              004-gpo.json  (only 'recorded' entries: the step has no passing record)
MISS R-MC-1   mc         KSI-CMT-RMV, KSI-SVC-ACM, KSI-MLA-EVC    005-mc.json  (only 'recorded' entries: the step has no passing record)
MISS R-MC-2   mc         KSI-SVC-VRI                              005-mc.json  (only 'recorded' entries: the step has no passing record)
MISS R-ARC-1  arc        KSI-PIY-GIV, KSI-IAM-ELP, KSI-CMT-VTD    -  (no evidence record for this step)
MISS R-DR-1   drift      KSI-MLA-EVC, KSI-MLA-LET, KSI-IAM-SNU    -  (no evidence record for this step)
MISS R-SM-1   smoke      KSI-CMT-LMC, KSI-CMT-VTD, KSI-MLA-EVC    007-smoke.json  (the latest pass/fail record (007-smoke.json) failed; a record came from fixture mode, which proves nothing about the stage)
MISS R-EV-1   package    KSI-MLA-OSM, KSI-SVC-VRI                 -  (no evidence record for this step)
MISS R-RB-1   rollback   KSI-CMT-LMC, KSI-CMT-RVP                 006-rollback.json  (only 'recorded' entries: the step has no passing record)
evidence check: 2 of 17 requirement rows evidenced for test/CHG-TEST-0101; FAIL; evidence-check.json sha256 58c6f757cb292b3b5c78974f872445dc8ace10ac154e531e5e0b71b728d1ec1e
001-preflight.json: OK
002-hr.json: OK
003-rules.json: OK
004-gpo.json: OK
005-mc.json: OK
006-rollback.json: OK
007-smoke.json: OK
Only the pre-flight rows have a passing record: the rollback.py add entries are recorded, which proves a change was written down, not that the step worked, and the smoke record is a failing fixture run. Now ask production’s pre-flight check to promote on that report and that check:
python deploy/preflight.py --settings deploy/tests/fixtures/production.json --other $S --test-smoke-report $E/smoke/smoke-report.json --test-evidence-check $E/evidence-check.json
Dry-run output, November 2, 2026, from PF-09 on:
PASS PF-09  production and test use different tenants, subscriptions and identities
FAIL PF-10  the test smoke report's SHA-256 isn't the one in promotion.test_smoke_report_sha256; the test smoke report is test/fail, not test/pass; the test smoke report ran in fixture mode; promotion needs a live test run; the test evidence check's SHA-256 isn't the one in promotion.test_evidence_check_sha256; the test evidence check is test/fail: 15 requirement row(s) without passing evidence
SKIP PF-11  live probes not run: fix the failures above first
preflight: 1 failed, 0 warning(s); dry run (nothing signed in, nothing called)
evidence 001-preflight.json: preflight fail
A fixture report, or a stage with requirement rows unevidenced, can never promote. Last, the tests:
python -m pytest deploy/tests -q
46 passed on November 2, 2026 (Windows 11, Python 3.14.3). The deploy scripts keep their own suite, apart from the 142 tests Chapter 09 runs.
[bookmark: _Toc00001229]Pre-flight checks
Fulfils the guide’s prerequisites: the tools, the identities and the cloud are the ones the change record names.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3(2) Testing, Validation, and Documentation of Changes
	Checks the settings, kits, identities and cloud before any change, dry and live
	KSI-CMT-VTD, KSI-CMT-LMC
	preflight.json (dry and live); the preflight evidence record

	IA-5 for non-user accounts; AC-6 Least Privilege
	Refuses secrets in the settings file; three certificate identities with only what each step needs
	KSI-IAM-SNU, KSI-IAM-ELP
	preflight.json rows PF-02 and PF-05; the identities’ permission grants in the change record


Load the settings and sign in as the deploy identity (above), then, in PowerShell 7:
python "$env:ADM_DEPLOY/preflight.py" --settings $env:ADM_SETTINGS --out $env:ADM_EVIDENCE_DIR
python "$env:ADM_DEPLOY/preflight.py" --settings $env:ADM_SETTINGS --live --out "$env:ADM_EVIDENCE_DIR/live"
Each run writes its own evidence record (evidence NNN-preflight.json: preflight pass). Expected: the first run passes PF-01 to PF-10 and prints the live probes as DRY. The second runs them: the Azure CLI’s cloud, tenant, subscription and signed-in identity (user.name is the deploy identity’s client ID) match the settings, the PowerShell modules are present, and both certificate files exist. Any FAIL stops the stage. In production the command also takes --other, --test-smoke-report and --test-evidence-check (Stage 2).
[bookmark: _Toc00001230]Stage 1: live test
The test stage deploys every component to the test tenant, the test subscription and the test forest, in an order where nothing grants access before it has been checked. Load test.json. Record every change with rollback.py add as the step shows: the rollback is only as complete as the record.
	Order
	Component
	Starts
	Guide gate

	1
	Baseline evidence
	Read only
	2, 5

	2
	HR-to-Entra middleware
	Dry run, then five records
	2, 3

	3
	Dynamic rules
	Created paused, validated, then on
	4

	4
	Lifecycle Workflows
	Created disabled; one on-demand run
	7, 8

	5
	Group Policy as code
	GPOs linked to the test OU; Intune dry run; cut-over drill
	5, 8

	6
	Machine configuration
	Audit, then apply and monitor
	5 (servers)

	7
	Ansible beside Arc
	Wave plan, check mode, then connect
	5 (servers), 8

	8
	Drift pipeline
	First run is the baseline
	9

	9
	Smoke test, evidence, rollback drill, evidence check
	—
	All


Step 1: baseline evidence before any change
Gate 2 and Gate 5: the “before” state each gate’s evidence compares against.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-2 Baseline Configuration; CA-7 Continuous Monitoring
	Records the tenant’s state before the change with the read-only validation kit
	KSI-CMT-RMV, KSI-MLA-EVC, KSI-SVC-ACM
	vk-before run folder and its manifest

	CISA BOD 25-01 required SCuBA policies; AC-3 Access Enforcement
	Exports Conditional Access before the change, so the after export shows the required policies untouched
	KSI-IAM-ELP
	ca-before export


Sign in as the reader. In PowerShell 7, run the validation kit and export the Conditional Access policies with the automation reference:
Set-Location "$env:ADM_EXAMPLES/validation-kit"
./Invoke-ValidationKit.ps1 -OutputPath "$env:ADM_EVIDENCE_DIR/vk-before" -Track HR, DG, CA, ARC -InputPath $env:ADM_VK_INPUTS -Cloud $env:ADM_VK_CLOUD -TenantId $env:ADM_TENANT_ID -ClientId $env:ADM_READER_CLIENT_ID -CertificateThumbprint $env:ADM_READER_CERT_THUMBPRINT -Option @{ Subscriptions = @($env:ADM_SUBSCRIPTION_ID) }
Import-Module "$env:ADM_EXAMPLES/ms-automation/powershell/FmwGraph.psm1"
Connect-FmwGraph -Cloud $env:ADM_CLOUD -TenantId $env:ADM_TENANT_ID -ClientId $env:ADM_READER_CLIENT_ID -CertificateThumbprint $env:ADM_READER_CERT_THUMBPRINT
Invoke-FmwEntraTask -Task ca-export -OutDirectory "$env:ADM_EVIDENCE_DIR/ca-before"
Expected: one run folder under vk-before whose ValidationManifest.json records the test tenant’s ID and mode Live; VK-DG-03 ends Error, because it is delegated only and this run is app-only (Chapter 09), the documented exception that step 9b checks by hand; one JSON file per Conditional Access policy in ca-before. Findings here are the starting point, not a failure.
Evidence. In PowerShell 7:
Get-ChildItem "$env:ADM_EVIDENCE_DIR/ca-before" -File | Get-FileHash -Algorithm SHA256 | Select-Object Hash, @{ n = 'File'; e = { Split-Path $_.Path -Leaf } } | Export-Csv "$env:ADM_EVIDENCE_DIR/ca-before-sha256.csv" -NoTypeInformation
$manifest = (Get-ChildItem "$env:ADM_EVIDENCE_DIR/vk-before" -Recurse -Filter ValidationManifest.json | Select-Object -First 1).FullName
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step baseline --command "Invoke-ValidationKit.ps1 (vk-before); Invoke-FmwEntraTask ca-export (ca-before)" --result pass --file $manifest --file "$env:ADM_EVIDENCE_DIR/ca-before-sha256.csv"
Step 2: the HR-to-Entra middleware
Gate 2 (attributes proven) and Gate 3 (attributes flowing).
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2 Account Management
	Creates and updates accounts only from HR records, five first, through the middleware’s checks
	KSI-IAM-AAM
	hr-dryrun and batch provenance.json, apply-results.json, the provisioning log extract

	CM-3(2); CM-8 System Component Inventory
	Dry run before sending; every record matched on the person key or quarantined
	KSI-CMT-VTD, KSI-PIY-GIV
	smoke-hr-dryrun/smoke-report.json (SM-07, SM-08)


2a. Dry run on the stage’s extract. In a POSIX shell, write the stage’s endpoint into the kit’s settings and run without --apply. Nothing is sent:
cd "$ADM_EXAMPLES/hcm-entra"
cp config/settings.example.json config/settings.json
python -c "import json, os; p = 'config/settings.json'; s = json.load(open(p)); s['endpoint'] = os.environ['ADM_PROV_ENDPOINT']; json.dump(s, open(p, 'w'), indent=2)"
python python/hcm_to_scim.py --extract "$ADM_HR_EXTRACT" --as-of "$(date -u +%F)" --settings config/settings.json --out "$ADM_EVIDENCE_DIR/hr-dryrun"
python "$ADM_DEPLOY/smoke_test.py" --settings "$ADM_SETTINGS" --hcm-provenance "$ADM_EVIDENCE_DIR/hr-dryrun/provenance.json" --out "$ADM_EVIDENCE_DIR/smoke-hr-dryrun" --step hr
Expected: the converter exits 0 (2 means records were quarantined; 3 means the mass-disable hold stopped the run, Chapter 01). The smoke test passes SM-07 and SM-08: not held, and no more quarantined records than max_quarantined. If it fails, fix the records at the HR source and repeat 2a; don’t raise the limit to get through (guide, Gate 2: a wrong value is fixed at the source).
2b. Start the job with its safety nets. In the Microsoft Entra admin center, as at least an Application Administrator:2021
1. Entra ID > Enterprise apps > the provisioning app > Provisioning > Edit provisioning. Under Settings, fill in Notification Email (Learn says an empty notification email quarantines the job when it starts), select Prevent accidental deletions, enter a deletion threshold, and select Save.
1. Provisioning > Overview > Start provisioning, which puts the job in listen mode.
Then record the job, in a POSIX shell:
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind provisioning-job --id "$ADM_PROV_JOB_ID"
2c. Send five records, then reconcile. Sign in as the provisioning identity for a Graph token only, send the extract’s first five rows, and record the batch. In a POSIX shell:1122
az cloud set --name "$ADM_AZ_CLOUD"
az login --service-principal --username "$ADM_PROVISIONING_CLIENT_ID" --certificate "$ADM_PROVISIONING_CERT_PEM" --tenant "$ADM_TENANT_ID" --allow-no-subscriptions --output none
export HCM_ENTRA_BEARER_TOKEN="$(az account get-access-token --resource "$ADM_GRAPH" --query accessToken --output tsv)"
head -n 6 "$ADM_HR_EXTRACT" > "$ADM_EVIDENCE_DIR/hr-first-five.csv"
python python/hcm_to_scim.py --extract "$ADM_EVIDENCE_DIR/hr-first-five.csv" --as-of "$(date -u +%F)" --settings config/settings.json --out "$ADM_EVIDENCE_DIR/hr-first-five" --apply
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind hr-batch --id "$ADM_EVIDENCE_DIR/hr-first-five/provenance.json"
unset HCM_ENTRA_BEARER_TOKEN
cat "$ADM_EVIDENCE_DIR/hr-first-five/apply-results.json"
The token is requested for the stage’s own Graph host (--resource "$ADM_GRAPH"), never the Azure CLI’s default for the cloud: in DoD the two differ.17 Then, as the reader in PowerShell 7, save the job’s provisioning log entries:
Invoke-MgGraphRequest -Method GET -Uri "/v1.0/auditLogs/provisioning?`$filter=jobId eq '$env:ADM_PROV_JOB_ID'&`$top=50" -OutputType Json | Set-Content "$env:ADM_EVIDENCE_DIR/hr-first-five-provisioning-log.json"
Expected: apply-results.json shows one batch with HTTP status 202 and a Location header; within a provisioning cycle, the log shows the five people created or updated, matched on the enterprise person key. Learn’s provisioning log call needs AuditLog.Read.All and Directory.Read.All.14
2d. The rest of the test extract. Repeat 2c’s commands with the whole extract and the output folder hr-full, in a POSIX shell:
az login --service-principal --username "$ADM_PROVISIONING_CLIENT_ID" --certificate "$ADM_PROVISIONING_CERT_PEM" --tenant "$ADM_TENANT_ID" --allow-no-subscriptions --output none
export HCM_ENTRA_BEARER_TOKEN="$(az account get-access-token --resource "$ADM_GRAPH" --query accessToken --output tsv)"
python python/hcm_to_scim.py --extract "$ADM_HR_EXTRACT" --as-of "$(date -u +%F)" --settings config/settings.json --out "$ADM_EVIDENCE_DIR/hr-full" --apply
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind hr-batch --id "$ADM_EVIDENCE_DIR/hr-full/provenance.json"
unset HCM_ENTRA_BEARER_TOKEN
Expected: exit 0. Exit 3 means the run is held: stop, and don’t pass --confirm-large-delta without identity engineering’s decision in the change record.
The smoke test in 2a already wrote a record for this step (pass it --step hr, as below, so it counts here). Add the batches. In a POSIX shell, with pass only if 2c and 2d gave the expected results, otherwise fail:
python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step hr --command "hcm_to_scim.py --apply (hr-first-five, hr-full)" --result pass \
  --file "$ADM_EVIDENCE_DIR/hr-first-five/apply-results.json" --file "$ADM_EVIDENCE_DIR/hr-full/apply-results.json" \
  --file "$ADM_EVIDENCE_DIR/hr-full/provenance.json" --file "$ADM_EVIDENCE_DIR/hr-first-five-provisioning-log.json"
Step 3: dynamic rules
Gate 4: every rule on codes with guards, tested before it grants anything.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2; AC-3; CM-3(2)
	Groups created paused, every rule tested against named users before processing starts
	KSI-IAM-AAM, KSI-IAM-ELP, KSI-CMT-VTD
	dr-check-results.json, dr-evaluate-differences.txt (empty)


3a. Check the library offline. In PowerShell 7:
Set-Location "$env:ADM_EXAMPLES/dynamic-rules"
pwsh ./powershell/Invoke-DrLibraryCheck.ps1 -BaseRef HEAD
Copy-Item ./out/check-results.json "$env:ADM_EVIDENCE_DIR/dr-check-results.json"
Expected: exit 0 and no Finding (Chapter 04).
3b. Create the groups paused. This is the delegated step: the Groups Administrator signs in. Learn lists Group.ReadWrite.All as the delegated permission to create a group.23 In the same PowerShell session:
Connect-MgGraph -Scopes 'Group.ReadWrite.All', 'User.Read.All' -Environment $env:ADM_MG_ENV -TenantId $env:ADM_TENANT_ID -LoginHint $env:ADM_GROUPS_ADMIN_UPN -NoWelcome
Import-Module ./powershell/DynamicRules.psm1
$lib = Get-DrLibrary -Path ./rules
foreach ($r in $lib) {
    $g = New-MgGroup -DisplayName $r.displayName -MailNickname $r.mailNickname -MailEnabled:$false -SecurityEnabled `
        -GroupTypes @('DynamicMembership') -MembershipRule $r.membershipRule -MembershipRuleProcessingState 'Paused'
    python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind dynamic-group --id $g.Id --name $g.DisplayName
}
Expected: one group per library file, each with processing Paused, so nobody is added yet (Chapter 04).
3c. Validate each rule against the named test users before it runs. Same session. Learn’s evaluate call is beta and supports delegated permissions only:7
$memberIds = Get-Content $env:ADM_DR_MEMBER_MAP -Raw | ConvertFrom-Json -AsHashtable
$bad = foreach ($r in $lib) { foreach ($test in $r.tests) {
    $body = @{ memberId = $memberIds[$test.member]; membershipRule = $r.membershipRule } | ConvertTo-Json
    $got = (Invoke-MgGraphRequest -Method POST -Uri '/beta/groups/evaluateDynamicMembership' -Body $body -ContentType 'application/json').membershipRuleEvaluationResult
    if ($got -ne $test.expected) { "$($r.file) $($test.member): Graph says $got, expected $($test.expected)" }
} }
@($bad) | Set-Content "$env:ADM_EVIDENCE_DIR/dr-evaluate-differences.txt"
"$(@($bad).Count) difference(s)"
Expected: 0 difference(s). Any difference stops the stage: fix the rule in Git, or the test user’s attributes, and repeat 3a to 3c.
3d. Turn processing on, from the record. Same session:
$ids = ((Get-Content "$env:ADM_EVIDENCE_DIR/deploy-record.json" -Raw | ConvertFrom-Json).entries | Where-Object kind -EQ 'dynamic-group').id
foreach ($id in $ids) { Update-MgGroup -GroupId $id -MembershipRuleProcessingState 'On' }
Disconnect-MgGraph
Expected: membership fills within hours; Learn says processing can take more than 24 hours (Chapter 04). The groups grant nothing yet: nothing is assigned to them until steps 5 and later.
Evidence. In PowerShell 7:
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step rules --command "Invoke-DrLibraryCheck.ps1; evaluateDynamicMembership" --result $(if (@($bad).Count -eq 0) { 'pass' } else { 'fail' }) --file "$env:ADM_EVIDENCE_DIR/dr-check-results.json" --file "$env:ADM_EVIDENCE_DIR/dr-evaluate-differences.txt"
Step 4: Lifecycle Workflows, created disabled
Gate 8 (leaver automation first in every wave) and Gate 7 (the workflow’s run history is the mover and leaver evidence).
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2 Account Management (leaver first)
	The leaver workflow is created disabled, checked, and run on demand for one user
	KSI-IAM-AAM
	lcw-workflow.json, lcw-run.json


4a. Create the workflow in the admin center. As a Lifecycle Workflows Administrator:8
1. ID Governance > Lifecycle workflows > Create a workflow, template Real-time employee termination.
1. Basics: the name in lifecycle.workflow_name. Review tasks: the template’s own tasks remove groups and Teams and delete the account, with no disable or revoke (Book 03, Chapter 09), so remove all of them, including Delete user. Then Add task in Book 03’s leaver order, as Chapter 05, Lab 2 step 4 does: Disable user account, then Revoke all refresh tokens for user, then Run a custom task extension, choosing the extension in lifecycle.extension_id.
1. Review and create: leave the schedule off, and select Create.
Learn says a workflow created in the admin center starts disabled, so that it can be tested on a small audience first, and that workflows from the real-time termination template run on demand only.89 Created through Graph instead, isEnabled defaults to true,24 which is why this step uses the admin center.
4b. Read it back and check it. Sign in as the deploy identity. In PowerShell 7:
Set-Location "$env:ADM_EXAMPLES/lifecycle-extensions"
$wf = (Invoke-MgGraphRequest -Method GET -Uri "/v1.0/identityGovernance/lifecycleWorkflows/workflows?`$filter=displayName eq '$env:ADM_LCW_WORKFLOW_NAME'").value[0]
python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind lcw-workflow --id $wf.id --name $env:ADM_LCW_WORKFLOW_NAME
Invoke-MgGraphRequest -Method GET -Uri "/v1.0/identityGovernance/lifecycleWorkflows/workflows/$($wf.id)?`$expand=tasks" -OutputType Json | Set-Content "$env:ADM_EVIDENCE_DIR/lcw-workflow.json"
python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation --extension-id $env:ADM_LCW_EXTENSION_ID "$env:ADM_EVIDENCE_DIR/lcw-workflow.json"
"isEnabled=$($wf.isEnabled) isSchedulingEnabled=$($wf.isSchedulingEnabled)"
Expected: check-workflow passes (Chapter 05), and the last line prints isEnabled=False isSchedulingEnabled=False.
4c. Run it on demand for one test user. Learn says a workflow must be enabled to run on demand, and that an on-demand run ignores the workflow’s execution conditions.9 So enable it with scheduling still off, run it for the one test user, and read the result. Same session:
Update-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $wf.id -BodyParameter @{ isEnabled = $true; isSchedulingEnabled = $false }
Invoke-MgGraphRequest -Method POST -Uri "/v1.0/identityGovernance/lifecycleWorkflows/workflows/$($wf.id)/activate" -Body (@{ subjects = @(@{ id = $env:ADM_LCW_TEST_USER_ID }) } | ConvertTo-Json -Depth 4) -ContentType 'application/json'
Start-Sleep -Seconds 600
Invoke-MgGraphRequest -Method GET -Uri "/v1.0/identityGovernance/lifecycleWorkflows/workflows/$($wf.id)/userProcessingResults" -OutputType Json | Set-Content "$env:ADM_EVIDENCE_DIR/lcw-run.json"
Expected: the activate call returns 204 No Content, and lcw-run.json shows one user processing result for the test user, ending completed, with the custom task’s result from the Logic App (Chapter 05).925 In the test stage, leave scheduling off: production turns it on once, at the first wave.
Evidence. In PowerShell 7:
$done = ((Get-Content "$env:ADM_EVIDENCE_DIR/lcw-run.json" -Raw | ConvertFrom-Json).value | Where-Object { $_.processingStatus -eq 'completed' }).Count -ge 1
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step lcw --command "lcwext check-workflow; workflow activate" --result $(if ($done) { 'pass' } else { 'fail' }) --file "$env:ADM_EVIDENCE_DIR/lcw-workflow.json" --file "$env:ADM_EVIDENCE_DIR/lcw-run.json"
Step 5: Group Policy as code
Gate 5 (each setting moved to one owner) and Gate 8 (a wave’s GPO links disabled, never deleted).
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-6 Configuration Settings; CM-3 Configuration Change Control
	Intune policies from reviewed JSON, dry run first; GPO links disabled, never deleted
	KSI-CMT-LMC, KSI-CMT-RMV, KSI-SVC-ACM
	gpc-apply/sync-record.json; GPO link states before and after

	OMB M-22-09 device inventory and device signal
	Device settings move to Intune, which holds the managed device inventory
	KSI-PIY-GIV
	the Intune assignment and the test device’s settings


5a. Link the source GPOs to the test OU. In the test forest, as a domain administrator, in PowerShell with the GroupPolicy module. -WhatIf first, then the real run; Learn documents both cmdlets and -LinkEnabled:2610
Import-Module GroupPolicy
foreach ($g in $env:ADM_GPO_NAMES -split ',') {
    Import-GPO -BackupGpoName $g -Path $env:ADM_GPO_BACKUP_PATH -TargetName $g -CreateIfNeeded -Domain $env:ADM_AD_DOMAIN -WhatIf
    New-GPLink -Name $g -Target $env:ADM_TARGET_OU -LinkEnabled Yes -Domain $env:ADM_AD_DOMAIN -WhatIf
}
foreach ($g in $env:ADM_GPO_NAMES -split ',') {
    Import-GPO -BackupGpoName $g -Path $env:ADM_GPO_BACKUP_PATH -TargetName $g -CreateIfNeeded -Domain $env:ADM_AD_DOMAIN
    New-GPLink -Name $g -Target $env:ADM_TARGET_OU -LinkEnabled Yes -Domain $env:ADM_AD_DOMAIN
    python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind gpo-link-created --id $g --name $env:ADM_TARGET_OU
}
Expected: each GPO exists in the test domain with the backup’s settings, linked and enabled on the test OU only. This gives the test forest the source state that production has.
5b. The Intune side: dry run, then create. Sign in as the deploy identity. In PowerShell 7:
Set-Location "$env:ADM_EXAMPLES/group-policy-as-code"
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud $env:ADM_VK_CLOUD -TenantId $env:ADM_TENANT_ID -ClientId $env:ADM_DEPLOY_CLIENT_ID -CertificateThumbprint $env:ADM_DEPLOY_CERT_THUMBPRINT -WithPlan
pwsh ./powershell/Invoke-GpcSync.ps1 -Cloud $env:ADM_VK_CLOUD -TenantId $env:ADM_TENANT_ID -ClientId $env:ADM_DEPLOY_CLIENT_ID -CertificateThumbprint $env:ADM_DEPLOY_CERT_THUMBPRINT -Apply -OutputPath "$env:ADM_EVIDENCE_DIR/gpc-apply"
foreach ($id in (Get-Content "$env:ADM_EVIDENCE_DIR/gpc-apply/sync-record.json" -Raw | ConvertFrom-Json).Created) {
    python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind intune-policy --id $id
}
Expected: the dry run lists each library policy as missing and changes nothing; the apply creates only those, unassigned, and sync-record.json lists their IDs (Chapter 06).
5c. Assign the new policies to the test group. In the Intune admin center, for each policy the apply created: Devices > Manage devices > Configuration > the policy > Properties > Assignments > Edit; under Included groups, Add groups, the group in group_policy.intune_group_id; Review + Save, then Save.27 In GCC High and DoD, use the government admin center (Chapter 06).
5d. Rehearse the cut-over: disable the test OU’s links. After a test device in the group has checked in and shows the settings, in the test forest:28
foreach ($g in $env:ADM_GPO_NAMES -split ',') {
    Set-GPLink -Name $g -Target $env:ADM_TARGET_OU -LinkEnabled No -Domain $env:ADM_AD_DOMAIN
    python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind gpo-link-disabled --id $g --name $env:ADM_TARGET_OU
}
Expected: each link shows Enabled : False and still exists, so re-enabling it is the one-command rollback the guide requires (Gate 8 rollback). The test device keeps its settings from Intune.
Evidence. In PowerShell 7:
Get-GPInheritance -Target $env:ADM_TARGET_OU -Domain $env:ADM_AD_DOMAIN | Select-Object -ExpandProperty GpoLinks | Select-Object DisplayName, Enabled, Target | ConvertTo-Json | Set-Content "$env:ADM_EVIDENCE_DIR/gpo-links-after.json"
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step gpo --command "Invoke-GpcSync -Apply; Set-GPLink -LinkEnabled No" --result pass --file "$env:ADM_EVIDENCE_DIR/gpc-apply/sync-record.json" --file "$env:ADM_EVIDENCE_DIR/gpo-links-after.json"
Step 6: machine configuration, audit before apply
Gate 5 (servers: the convention handed to the Arc track) and Learn’s remediation order: audit, then apply and monitor.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-2; CM-2(2) Automation Support; CM-6
	Audit assignment before apply and monitor, from the release registry
	KSI-CMT-RMV, KSI-SVC-ACM, KSI-MLA-EVC
	both provenance.json files; mc-audit-state.json

	SI-7 Software, Firmware, and Information Integrity
	The published package’s hash is the built package’s hash
	KSI-SVC-VRI
	provenance.json package SHA-256 and the guest assignment’s contentHash


Learn describes three assignment types: Audit reports and changes nothing, ApplyAndMonitor applies once and then reports drift without correcting it, and ApplyAndAutoCorrect corrects drift at the next evaluation.29 The runbook goes from the first to the second, and leaves the third as a later, separate decision (design guidance).
6a. Build and publish the audit package. On the build host, as the deploy identity, in PowerShell 7 with the modules saved as in Chapter 07:
Set-Location "$env:ADM_EXAMPLES/machine-configuration"
pwsh ./powershell/Invoke-McBuild.ps1 -Name $env:ADM_MC_NAME -Version 1.0.0 -ContentUri $env:ADM_MC_CONTENT_URI -ModulePath ./mcmods -OutputPath "$env:ADM_EVIDENCE_DIR/mc"
$ctx = New-AzStorageContext -StorageAccountName $env:ADM_MC_STORAGE -UseConnectedAccount
Set-AzStorageBlobContent -Container $env:ADM_MC_CONTAINER -File "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_1.0.0/$($env:ADM_MC_NAME)_1.0.0.zip" -Blob "$($env:ADM_MC_NAME)_1.0.0.zip" -Context $ctx
$policyId = (Get-Content ./config/releases.json -Raw | ConvertFrom-Json).configurations.$($env:ADM_MC_NAME).policyId
$def = New-AzPolicyDefinition -Name $policyId -Policy (Get-ChildItem "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_1.0.0/policy/*.json")[0].FullName
python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind policy-definition --id $policyId
Expected: the build exits 0 and writes provenance.json with mode Audit; the definition is published under the registry’s fixed policy ID (Chapter 07). Learn recommends Resource Policy Contributor for publishing definitions.13
6b. Grant the server’s identity read access, tag it, and assign the audit. The definition uses each machine’s system-assigned identity, which needs Storage Blob Data Reader on the storage account, with anonymous blob access off.13 Same session:
$scope = "/subscriptions/$env:ADM_SUBSCRIPTION_ID/resourceGroups/$env:ADM_RESOURCE_GROUP"
$serverPrincipal = az connectedmachine show --name $env:ADM_ARC_SERVER --resource-group $env:ADM_RESOURCE_GROUP --query identity.principalId -o tsv
$storageId = az storage account show --name $env:ADM_MC_STORAGE --resource-group $env:ADM_RESOURCE_GROUP --query id -o tsv
$raId = az role assignment create --assignee-object-id $serverPrincipal --assignee-principal-type ServicePrincipal --role 'Storage Blob Data Reader' --scope $storageId --query id -o tsv
python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind role-assignment --id $raId
Update-AzTag -ResourceId (az connectedmachine show --name $env:ADM_ARC_SERVER --resource-group $env:ADM_RESOURCE_GROUP --query id -o tsv) -Tag @{ ConfigOwner = 'ArcMachineConfiguration' } -Operation Merge
New-AzPolicyAssignment -Name 'adm-mc-audit' -PolicyDefinition $def -Scope $scope -PolicyParameterObject @{ IncludeArcMachines = 'true' }
This step doesn’t record adm-mc-audit in the deploy record: step 6d removes it, and the rollback writes a removal for every recorded assignment in a script that stops on the first error, so a record of an assignment that is already gone would stop the drill. If the run stops between 6b and 6d, remove it by hand with the first command of 6d before you roll back. The ConfigOwner tag is the owner filter the release registry adds to the definition; an untagged server stays out of scope (Chapter 07). az connectedmachine show --query identity.principalId is Learn’s own command for an Arc server’s identity.30
6c. Read the audit result. Same session; Learn’s commands for an on-demand scan and the compliance state:3132
Start-AzPolicyComplianceScan -ResourceGroupName $env:ADM_RESOURCE_GROUP
Get-AzPolicyState -ResourceGroupName $env:ADM_RESOURCE_GROUP -PolicyAssignmentName 'adm-mc-audit' | Select-Object ResourceId, ComplianceState | ConvertTo-Json | Set-Content "$env:ADM_EVIDENCE_DIR/mc-audit-state.json"
Expected: after a few evaluation cycles, the test server appears with a compliance state, and the guest assignment’s contentHash matches the package hash in provenance.json (Chapter 07). Nothing on the server changed.
6d. Move to apply and monitor. Changing a definition doesn’t update an assignment or give it an identity, and a deployIfNotExists assignment needs a managed identity with the definition’s roles, granted by hand when you don’t use the portal, and a location.3334 So remove the audit assignment, set the registry’s mode, rebuild under a new version, publish, and assign with an identity. Same session:
Remove-AzPolicyAssignment -Name 'adm-mc-audit' -Scope $scope
python -c "import json, os; p = 'config/releases.json'; r = json.load(open(p)); r['configurations'][os.environ['ADM_MC_NAME']]['mode'] = 'ApplyAndMonitor'; json.dump(r, open(p, 'w'), indent=2)"
pwsh ./powershell/Invoke-McBuild.ps1 -Name $env:ADM_MC_NAME -Version 1.1.0 -ContentUri $env:ADM_MC_CONTENT_URI -ModulePath ./mcmods -OutputPath "$env:ADM_EVIDENCE_DIR/mc"
Set-AzStorageBlobContent -Container $env:ADM_MC_CONTAINER -File "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_1.1.0/$($env:ADM_MC_NAME)_1.1.0.zip" -Blob "$($env:ADM_MC_NAME)_1.1.0.zip" -Context $ctx
$policyFile = (Get-ChildItem "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_1.1.0/policy/*.json")[0].FullName
$def = New-AzPolicyDefinition -Name $policyId -Policy $policyFile
New-AzPolicyAssignment -Name 'adm-mc-apply' -PolicyDefinition $def -Scope $scope -PolicyParameterObject @{ IncludeArcMachines = 'true' } -IdentityType SystemAssigned -Location $env:ADM_LOCATION | Out-Null
python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind policy-assignment --id adm-mc-apply --name $scope
$paPrincipal = az policy assignment show --name adm-mc-apply --scope $scope --query identity.principalId -o tsv
$paId = az policy assignment show --name adm-mc-apply --scope $scope --query id -o tsv
foreach ($roleId in (Get-Content $policyFile -Raw | ConvertFrom-Json).properties.policyRule.then.details.roleDefinitionIds) {
    $raId = az role assignment create --assignee-object-id $paPrincipal --assignee-principal-type ServicePrincipal --role ($roleId -split '/')[-1] --scope $scope --query id -o tsv
    python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind role-assignment --id $raId
}
Start-Sleep -Seconds 300
Start-AzPolicyRemediation -Name 'adm-mc-apply-remediation' -PolicyAssignmentId $paId
Expected: the 1.1.0 build passes with mode ApplyAndMonitor (MC-POL-07 checks the effect and assignment type against the registry; Chapter 07); the remediation task applies the configuration to the test server; the next scan shows it compliant. The registry change stays in the test working copy: production builds from the reviewed registry, after a pull request sets the mode and the published version (promotion criteria).35
Evidence. In PowerShell 7:
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step mc --command "Invoke-McBuild 1.0.0 (Audit) and 1.1.0 (ApplyAndMonitor); assignments; remediation" --result pass --file "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_1.0.0/provenance.json" --file "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_1.1.0/provenance.json" --file "$env:ADM_EVIDENCE_DIR/mc-audit-state.json"
Step 7: Ansible beside Arc, check mode first
Gate 5 (servers onboard with their owner tags from the CMDB) and Gate 8 (servers move by wave).
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-8; AC-6; CM-3(2)
	Servers onboard by wave with both owners’ tags, check mode first, the control node holding only the onboarding role
	KSI-PIY-GIV, KSI-IAM-ELP, KSI-CMT-VTD
	the wave plan, the check-mode and connect output, the role assignment


7a. Grant the control node the onboarding role, and only that. Learn names the Azure Connected Machine Onboarding role at subscription or resource group scope, and its own commands to find the control node’s identity.30 As the deploy identity, in a POSIX shell, with the control node’s name and resource group as recorded in your CMDB (this example assumes it is an Arc-enabled server in the stage’s resource group):
NODE_PRINCIPAL="$(az connectedmachine show --name "$(hostname)" --resource-group "$ADM_RESOURCE_GROUP" --query identity.principalId -o tsv)"
RA_ID="$(az role assignment create --assignee "$NODE_PRINCIPAL" --role "Azure Connected Machine Onboarding" --scope "/subscriptions/$ADM_SUBSCRIPTION_ID/resourceGroups/$ADM_RESOURCE_GROUP" --query id -o tsv)"
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind role-assignment --id "$RA_ID"
If the control node is an Azure VM, Learn’s command is az vm show --name <vm> --resource-group <rg> --query identity.principalId -o tsv in place of the first line.30
7b. Plan, then check mode, then connect. On the control node, in examples/ansible. The onboarding playbooks run in check mode unless confirm_change=true is passed (Chapter 08):
cd "$ADM_EXAMPLES/ansible"
export CMDB_CSV="$ADM_CMDB_CSV"
sed -i "s/^arc_tenant_id: .*/arc_tenant_id: \"$ADM_TENANT_ID\"/; s/^arc_subscription_id: .*/arc_subscription_id: \"$ADM_SUBSCRIPTION_ID\"/; s/^arc_cloud: .*/arc_cloud: $ADM_AZ_CLOUD/" inventory/group_vars/all.yml
ansible-playbook playbooks/05_arc_wave_plan.yml -e onboarding_wave="$ADM_ARC_WAVE" | tee "$ADM_EVIDENCE_DIR/arc-plan.txt"
ansible-playbook "$ADM_ARC_PLAYBOOK" -e onboarding_wave="$ADM_ARC_WAVE" | tee "$ADM_EVIDENCE_DIR/arc-check-mode.txt"
Expected: the wave plan lists the wave’s servers with both owners and stops on a production server in a pilot wave, and lists a server with a missing patch owner as blocked, stopping only if the wave has no ready server; the second command, in check mode, reports what it would send and changes nothing on any server (Chapter 08). Then connect:
ansible-playbook "$ADM_ARC_PLAYBOOK" -e onboarding_wave="$ADM_ARC_WAVE" -e confirm_change=true | tee "$ADM_EVIDENCE_DIR/arc-connect.txt"
for h in $(python -c "import csv, os; print(' '.join(r['name'] for r in csv.DictReader(open(os.environ['CMDB_CSV'])) if r.get('arc_wave') == os.environ['ADM_ARC_WAVE']))"); do
  python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind arc-server --id "$h"
done
Expected: the canary host connects first, then the rest in batches; on each server, azcmagent show reports Connected with the CMDB’s ConfigOwner and PatchOwner tags (Chapter 08). In GCC High and DoD, ADM_ARC_PLAYBOOK is 02_arc_onboarding.yml, which reads the onboarding service principal’s secret from Ansible Vault at run time: Microsoft’s role requests its token for commercial Azure only (Chapter 08), and the pre-flight check warns about it.
Evidence. In a POSIX shell:
python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step arc --command "05_arc_wave_plan; $ADM_ARC_PLAYBOOK (check mode, then confirm_change=true)" --result pass \
  --file "$ADM_EVIDENCE_DIR/arc-plan.txt" --file "$ADM_EVIDENCE_DIR/arc-check-mode.txt" --file "$ADM_EVIDENCE_DIR/arc-connect.txt"
Step 8: the drift pipeline
Gate 9: drift scans running from the first change.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CA-7; AU-2 Event Logging; IA-5 for non-user accounts
	A scheduled read-only comparison, signed in with a federated credential and no secret
	KSI-MLA-EVC, KSI-MLA-LET, KSI-IAM-SNU
	workflow_lint output; the first evidence package


The deploy identity holds no application permission that lets it add a credential to an app. Learn lets the app’s owner or an Application Administrator add one (Chapter 09), so the next two commands (the credential and its rollback.py add record) are the one named-person step here: the owner of the reader app, or an Application Administrator, signs in with the Azure CLI for them. Everything else in this step runs as the deploy identity. In a POSIX shell, follow Chapter 09’s test-tenant steps, with the stage’s values. Create the federated credential for the stage’s GitHub environment:36
APP_OBJECT_ID="$(az ad app show --id "$ADM_READER_CLIENT_ID" --query id -o tsv)"
AUDIENCE="$(python "$ADM_EXAMPLES/drift-pipeline/python/drift_pipeline.py" cloud --name "$ADM_CLOUD" | python -c "import json, sys; print(json.load(sys.stdin)['audience'])")"
cat > "$ADM_EVIDENCE_DIR/credential.json" <<EOF
{
  "name": "$ADM_DRIFT_ENV",
  "issuer": "https://token.actions.githubusercontent.com",
  "subject": "repo:$ADM_DRIFT_REPO:environment:$ADM_DRIFT_ENV",
  "audiences": ["$AUDIENCE"]
}
EOF
az ad app federated-credential create --id "$APP_OBJECT_ID" --parameters "$ADM_EVIDENCE_DIR/credential.json"
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind federated-credential --id "$ADM_DRIFT_ENV" --name "$APP_OBJECT_ID"
The pipeline reads the tenant as the reader app, so the credential goes on that app (design guidance: the identity that reads the tenant is the one the pipeline signs in as; Chapter 09 makes it read-only). Then create the evidence container with a retention policy, unlocked in the test stage, and record it:37
az storage container create --account-name "$ADM_EVIDENCE_ACCOUNT" --name "$ADM_EVIDENCE_CONTAINER" --auth-mode login
az storage container immutability-policy create --resource-group "$ADM_RESOURCE_GROUP" --account-name "$ADM_EVIDENCE_ACCOUNT" --container-name "$ADM_EVIDENCE_CONTAINER" --period 365
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind retention-policy --id "$ADM_EVIDENCE_CONTAINER" --name "$ADM_EVIDENCE_ACCOUNT"
Then, in the pipeline repository’s root, copy and lint the workflow, and set the repository’s environment, secrets, variables and labels exactly as Chapter 09, test-tenant step 4 lists:
mkdir -p .github/workflows
cp examples/drift-pipeline/workflow/drift-pipeline.yml .github/workflows/drift.yml
python examples/drift-pipeline/python/workflow_lint.py .github/workflows/drift.yml | tee "$ADM_EVIDENCE_DIR/workflow-lint.txt"
Run it once from the repository’s Actions tab (workflow_dispatch). Expected: 0 finding(s), 0 warning(s) from the linter; the first run is the baseline: one evidence package in the container and one summary issue (Chapter 09).
Evidence. In a POSIX shell:
python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step drift --command "federated credential; evidence container; workflow_lint; first run" --result pass \
  --file "$ADM_EVIDENCE_DIR/credential.json" --file "$ADM_EVIDENCE_DIR/workflow-lint.txt"
Step 9: smoke test
Every gate’s Validate step, read in one place.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-4(2) Verification of Controls; CA-7
	After the change, the gates’ checks are read again and the answer is go or no-go
	KSI-CMT-LMC, KSI-CMT-VTD, KSI-MLA-EVC
	smoke/smoke-report.json and vk-after


As the reader, run the validation kit again, then the smoke test on everything the stage wrote. In PowerShell 7:
Set-Location "$env:ADM_EXAMPLES/validation-kit"
./Invoke-ValidationKit.ps1 -OutputPath "$env:ADM_EVIDENCE_DIR/vk-after" -Track HR, DG, CA, ARC -InputPath $env:ADM_VK_INPUTS -Cloud $env:ADM_VK_CLOUD -TenantId $env:ADM_TENANT_ID -ClientId $env:ADM_READER_CLIENT_ID -CertificateThumbprint $env:ADM_READER_CERT_THUMBPRINT -Option @{ Subscriptions = @($env:ADM_SUBSCRIPTION_ID) }
$run = (Get-ChildItem "$env:ADM_EVIDENCE_DIR/vk-after" -Directory | Sort-Object Name | Select-Object -Last 1).FullName
python "$env:ADM_DEPLOY/smoke_test.py" --settings $env:ADM_SETTINGS --kit-run $run `
    --hcm-provenance "$env:ADM_EVIDENCE_DIR/hr-full/provenance.json" --dynamic-rules "$env:ADM_EVIDENCE_DIR/dr-check-results.json" `
    --mc-provenance "$env:ADM_EVIDENCE_DIR/mc/$($env:ADM_MC_NAME)_$($env:ADM_MC_VERSION)/provenance.json" --mc-mode ApplyAndMonitor `
    --deploy-record "$env:ADM_EVIDENCE_DIR/deploy-record.json" --out "$env:ADM_EVIDENCE_DIR/smoke"
Expected: smoke test: GO (0 failed). Every check in smoke.required_pass is Pass; VK-DG-03 is the only Error, and it is listed as allowed unverified, its evidence being step 3c’s 0 difference(s); the run read the test tenant in mode Live; nothing is held or quarantined over the limit; every recorded change has a rollback. The report’s SHA-256, on the last line, is part of the go/no-go record for production. The smoke test writes its own evidence record for this step (evidence NNN-smoke.json: smoke pass).
VK-DG-03 is a documented exception. The smoke test reads an app-only run of the validation kit, and VK-DG-03 can’t run app-only: Learn lists no application permission for the evaluate call, so the check needs a person signed in.7 An app-only smoke test can’t sign in as a person. So smoke.allowed_unverified lists VK-DG-03, and only VK-DG-03, and the smoke test’s SM-06 line reads no unexpected Error (allowed unverified: VK-DG-03). A GO therefore says nothing about VK-DG-03. The exception is accepted on one condition: at the first live run, the Groups Administrator runs VK-DG-03 by hand, delegated, and the result is kept as evidence (9b). Step 3c evaluates each library rule against its named test users; 9b runs the kit’s own check on the kit’s rule-tests.json, so the check the smoke test skips has a result of its own. Any other check that ends Error still fails SM-06.
9b. First live run only: check VK-DG-03 by hand. The Groups Administrator signs in, delegated, with the read scopes the check needs, and runs that one check. In PowerShell 7, with the test stage’s settings loaded:
Set-Location "$env:ADM_EXAMPLES/validation-kit"
Connect-MgGraph -Scopes 'Group.Read.All', 'User.Read.All', 'Device.Read.All' -Environment $env:ADM_MG_ENV -TenantId $env:ADM_TENANT_ID -LoginHint $env:ADM_GROUPS_ADMIN_UPN -NoWelcome
Get-MgContext | Select-Object Account, AuthType, TenantId
./Invoke-ValidationKit.ps1 -OutputPath "$env:ADM_EVIDENCE_DIR/vk-dg03-delegated" -CheckId VK-DG-03 -InputPath $env:ADM_VK_INPUTS -Cloud $env:ADM_VK_CLOUD -TenantId $env:ADM_TENANT_ID -SkipConnect
$dg03run = (Get-ChildItem "$env:ADM_EVIDENCE_DIR/vk-dg03-delegated" -Directory | Sort-Object Name | Select-Object -Last 1).FullName
$dg03 = Get-Content "$dg03run/Results/ValidationResults.json" -Raw | ConvertFrom-Json | Where-Object CheckId -EQ 'VK-DG-03'
"$($dg03.CheckId) $($dg03.Status) ($($dg03.Count) finding(s))"
Disconnect-MgGraph
Expected: Get-MgContext shows the Groups Administrator’s account, AuthType Delegated and the test tenant’s ID, and the last line is VK-DG-03 Pass (0 finding(s)). Fail means Graph evaluates a rule test differently from what rule-tests.json expects: stop, fix the rule in Git or the test, as in 3c, and run 9b again. Error means the session lacks the role or a scope, and NotApplicable means rule-tests.json isn’t in the kit’s inputs; either way VK-DG-03 still hasn’t been checked, so fix it and run 9b again.
Evidence. In the same PowerShell session:
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step smoke --command "Invoke-ValidationKit.ps1 -CheckId VK-DG-03, delegated as the Groups Administrator (vk-dg03-delegated)" --result $(if ($dg03.Status -eq 'Pass') { 'pass' } else { 'fail' }) --file "$dg03run/ValidationManifest.json" --file "$dg03run/Results/ValidationResults.json"
This is the step’s second smoke record. evidence.py check judges a step by its latest pass or fail record, so a failed hand check fails step 12 and holds promotion until 9b passes.
Step 10: capture the evidence
Each gate’s Evidence paragraph.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AU-9; SI-7
	One evidence package with a SHA-256 per file, verified
	KSI-MLA-OSM, KSI-SVC-VRI
	the package, its SHA256SUMS and the verify output


Package the stage with the drift pipeline’s packager, so the ISSO receives one folder with a SHA-256 per file. In a POSIX shell:
cd "$ADM_EXAMPLES/drift-pipeline"
RUN="$(ls -d "$ADM_EVIDENCE_DIR"/vk-after/*/ | tail -n 1)"
python python/drift_pipeline.py compare --current "$RUN" --out "$ADM_EVIDENCE_DIR/drift"
python python/drift_pipeline.py package --kit-run "$RUN" --diff "$ADM_EVIDENCE_DIR/drift/drift-report.json" \
  --provenance hcm-entra="$ADM_EVIDENCE_DIR/hr-full/provenance.json" \
  --provenance machine-configuration="$ADM_EVIDENCE_DIR/mc/${ADM_MC_NAME}_${ADM_MC_VERSION}/provenance.json" \
  --provenance dynamic-rules="$ADM_EVIDENCE_DIR/dr-check-results.json" --out "$ADM_EVIDENCE_DIR/package"
PKG="$(ls -d "$ADM_EVIDENCE_DIR"/package/*/ | tail -n 1)"
python python/drift_pipeline.py verify "$PKG" | tee "$ADM_EVIDENCE_DIR/package-verify.txt"
python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step package --command "drift_pipeline.py package; verify" --result pass \
  --file "${PKG}EVIDENCE-MANIFEST.json" --file "${PKG}SHA256SUMS" --file "$ADM_EVIDENCE_DIR/package-verify.txt"
Expected: verify passes. Attach the package, smoke/smoke-report.json, deploy-record.json and the files listed under Evidence the ISSO keeps to the change record. quarantine.json from the HR runs holds personal data: it goes to the access-controlled audit store, not the change record (Chapter 01).
Step 11: roll back
The guide’s rollback at a glance.
Requirements (test and production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3 Configuration Change Control
	Every change recorded with its rollback; the rollback written newest first and, in the test stage, run
	KSI-CMT-LMC, KSI-CMT-RVP
	deploy-record.json, the rollback scripts, the rollback transcripts


Write the rollback from the record. In a POSIX shell:
python "$ADM_DEPLOY/rollback.py" plan --settings "$ADM_SETTINGS"
It writes rollback-cloud.ps1, rollback-ad.ps1 and rollback-manual.md in the evidence folder and runs nothing; the fixture run above shows the shape. Review them, then run each where it belongs. Cloud steps, in PowerShell 7 on the operator’s workstation (the script signs in with the deploy identity’s certificate):
pwsh -File "$env:ADM_EVIDENCE_DIR/rollback-cloud.ps1" *>&1 | Tee-Object "$env:ADM_EVIDENCE_DIR/rollback-cloud.log"
Group Policy steps, on the test forest’s administration host:
powershell -File "$env:ADM_EVIDENCE_DIR/rollback-ad.ps1" *>&1 | Tee-Object "$env:ADM_EVIDENCE_DIR/rollback-ad.log"
Then the steps in rollback-manual.md: on each Arc test server, sudo azcmagent disconnect, as Chapter 08 shows; and, for the HR batches, Chapter 01’s leaver back-out.
When to roll back in the test stage. Always, at the end, to prove the rollback works: rebuild the test state from the runbook for the next rehearsal, rather than keeping a test stage that only ever moved forward (design guidance). In the test stage the rollback removes what the stage created; it disables the workflow before deleting it, and disables GPO links rather than deleting the GPOs. Expected: the next validation kit run matches vk-before.
rollback.py plan recorded the plan; record the run. In PowerShell 7, with pass only if both scripts ended without an error:
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step rollback --command "rollback-cloud.ps1; rollback-ad.ps1; rollback-manual.md" --result pass --file "$env:ADM_EVIDENCE_DIR/rollback-cloud.log" --file "$env:ADM_EVIDENCE_DIR/rollback-ad.log" --file "$env:ADM_EVIDENCE_DIR/deploy-record.json"
Step 12: check the evidence
Every requirement row of the stage.
In a POSIX shell:
python "$ADM_DEPLOY/evidence.py" check --settings "$ADM_SETTINGS"
(cd "$ADM_EVIDENCE_DIR/evidence" && sha256sum -c SHA256SUMS)
Expected: 17 of 17 requirement rows evidenced for test/<change record>; PASS, and every record OK. It writes evidence-check.json beside the evidence folder; its SHA-256 goes into the promotion record. The fixture run above shows what a stage with gaps looks like.
[bookmark: _Toc00001231]Promotion go/no-go criteria
The guide’s gate owners decide; the pre-flight check enforces what it can.
	#
	Criterion
	Shown by
	Enforced by

	0
	Every requirement row for the test stage has its evidence present and passing
	evidence-check.json (result: pass, 17 of 17 rows), and SHA256SUMS verifying
	Production PF-10, with --test-evidence-check and promotion.test_evidence_check_sha256

	1
	The test stage’s smoke test is GO, from a live run in the test tenant
	smoke-report.json (result: pass, fixture: false, environment: test)
	Production PF-10

	2
	Production’s settings point at that exact report
	promotion.test_smoke_report_sha256 equals the report’s SHA-256
	Production PF-10

	3
	The CISO and identity engineering approved promotion
	promotion.approvals, by reference to the change record
	Production PF-10

	4
	Test and production share no tenant, subscription or deploy identity
	The two settings files
	PF-09 with --other

	5
	Rule validation found no difference, and VK-DG-03, checked by hand at the first live run, passed
	dr-evaluate-differences.txt is empty; the vk-dg03-delegated run and its smoke record (step 9b)
	Review; evidence.py check fails a failed 9b record

	6
	The workflow’s on-demand run completed, and the failure path was drilled as Chapter 05 shows
	lcw-run.json
	Review

	7
	The cut-over drill disabled the test OU’s links and the test device kept its settings from Intune
	Step 5d, the device’s settings
	Review

	8
	Machine configuration ran in audit, then apply and monitor, with no finding; the registry’s mode and published version are merged in a reviewed pull request
	mc-audit-state.json, both provenance.json files, the pull request
	PF-07 shows the registry the production build will use

	9
	The rollback ran end to end in the test stage, and the validation kit afterwards matched the baseline
	The rollback scripts’ output, vk-before, the post-rollback run
	Review

	10
	The drift pipeline ran twice, chained, and its packages verify
	The two packages in the test container
	Review


Record the go decision in production.json. In a POSIX shell, with the test stage’s settings loaded:
sha256sum "$ADM_EVIDENCE_DIR/smoke/smoke-report.json" "$ADM_EVIDENCE_DIR/evidence-check.json"
Copy the first hash into promotion.test_smoke_report_sha256 and the second into promotion.test_evidence_check_sha256 in production.json, and the two approvals’ references into promotion.approvals.
[bookmark: _Toc00001232]Stage 2: production
Production runs the same commands with production.json. What changes is the order: the tenant-wide pieces once, then each wave, and the rollback rule is re-enable, never re-create (guide, Gate 8).
The change record and pre-flight
The guide’s prerequisites, and the go/no-go record.
Open the production change record and put its ID in production.json. Load production.json without --wave, sign in as the deploy identity, and run, in PowerShell 7:
python "$env:ADM_DEPLOY/preflight.py" --settings $env:ADM_SETTINGS --other <test-settings-file> --test-smoke-report "<test-evidence-dir>/smoke/smoke-report.json" --test-evidence-check "<test-evidence-dir>/evidence-check.json" --out $env:ADM_EVIDENCE_DIR
Then the live probes. Production’s PF-10 fails without the test stage’s smoke report and evidence check, and a failure skips the live probes, so this run repeats them:
python "$env:ADM_DEPLOY/preflight.py" --settings $env:ADM_SETTINGS --other <test-settings-file> --test-smoke-report "<test-evidence-dir>/smoke/smoke-report.json" --test-evidence-check "<test-evidence-dir>/evidence-check.json" --live --out "$env:ADM_EVIDENCE_DIR/live"
Expected: PF-01 to PF-16 pass, including PF-10: go/no-go: test smoke report … passed; approvals CISO, Identity engineering. The passing run writes two evidence records in the production evidence folder, preflight and promotion, the second citing the test stage’s smoke report and evidence check.
Requirements (production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3 and CM-3(4); AC-5 Separation of Duties; FedRAMP agency use of the cloud service
	Promotion only on a live passing test stage, its evidence check, and two approvers; the tenant runs on the provider’s FedRAMP authorization
	KSI-CMT-RVP, KSI-PIY-RIS
	preflight.json PF-10; the test evidence-check.json; the approvals


Tenant-wide, once
Gates 2, 4 and 9 for the whole tenant before any wave.
The requirement tables of steps 1 to 8 apply here as in the test stage, and each step’s evidence command runs as written, except step 6, which has its own production command in the list below; the drift step adds the locked retention policy:
Requirements (production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CA-7; AU-2 Event Logging; IA-5 for non-user accounts
	A scheduled read-only comparison, signed in with a federated credential and no secret
	KSI-MLA-EVC, KSI-MLA-LET, KSI-IAM-SNU
	workflow_lint output; the first evidence package

	AU-9 Protection of Audit Information
	Evidence written once to a container with a locked retention policy
	KSI-MLA-OSM
	the locked retention policy (az storage container immutability-policy show)


Run these test-stage steps once, with production.json loaded and no --wave:
1. Step 1, the baseline.
1. Step 2a, the dry run on the production extract, and 2b, the job’s safety nets. Don’t send yet.
1. Step 3, the dynamic groups: created paused, validated against the production test users in the member map, then on. They grant nothing until a wave assigns them.
1. Step 4a and 4b, the workflow, created disabled. Run 4c for the one production test account in lifecycle.test_user_id, then disable it again:
· Update-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $wf.id -BodyParameter @{ isEnabled = $false; isSchedulingEnabled = $false }
1. Step 5b, the Intune policies: dry run, then create, unassigned. Skip 5a: production’s GPOs already exist and are linked.
1. Machine configuration, from the reviewed registry, which already carries the mode. Production has no audit build, so it skips 6b and 6c and builds once, at one version above the registry’s published value (the pull request that set the mode set published to the test stage’s last build; with the test stage’s 1.0.0 and 1.1.0, production builds 1.2.0). Set ADM_MC_VERSION to it (load the settings), then, in PowerShell 7, as the deploy identity with the registry unchanged:
· Set-Location "$env:ADM_EXAMPLES/machine-configuration"
$env:ADM_MC_VERSION = '1.2.0'
$mc = "$($env:ADM_MC_NAME)_$($env:ADM_MC_VERSION)"
pwsh ./powershell/Invoke-McBuild.ps1 -Name $env:ADM_MC_NAME -Version $env:ADM_MC_VERSION -ContentUri $env:ADM_MC_CONTENT_URI -ModulePath ./mcmods -OutputPath "$env:ADM_EVIDENCE_DIR/mc"
$ctx = New-AzStorageContext -StorageAccountName $env:ADM_MC_STORAGE -UseConnectedAccount
Set-AzStorageBlobContent -Container $env:ADM_MC_CONTAINER -File "$env:ADM_EVIDENCE_DIR/mc/$mc/$mc.zip" -Blob "$mc.zip" -Context $ctx
$policyId = (Get-Content ./config/releases.json -Raw | ConvertFrom-Json).configurations.$($env:ADM_MC_NAME).policyId
$policyFile = (Get-ChildItem "$env:ADM_EVIDENCE_DIR/mc/$mc/policy/*.json")[0].FullName
$def = New-AzPolicyDefinition -Name $policyId -Policy $policyFile
python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind policy-definition --id $policyId
· Then create the tenant-wide assignment, with its identity and the roles the definition names, as step 6d does. This is the only place production creates the ApplyAndMonitor assignment; the waves add servers to its scope and create no assignment:
· $scope = "/subscriptions/$env:ADM_SUBSCRIPTION_ID/resourceGroups/$env:ADM_RESOURCE_GROUP"
New-AzPolicyAssignment -Name 'adm-mc-apply' -PolicyDefinition $def -Scope $scope -PolicyParameterObject @{ IncludeArcMachines = 'true' } -IdentityType SystemAssigned -Location $env:ADM_LOCATION | Out-Null
python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind policy-assignment --id adm-mc-apply --name $scope
$paPrincipal = az policy assignment show --name adm-mc-apply --scope $scope --query identity.principalId -o tsv
foreach ($roleId in (Get-Content $policyFile -Raw | ConvertFrom-Json).properties.policyRule.then.details.roleDefinitionIds) {
    $raId = az role assignment create --assignee-object-id $paPrincipal --assignee-principal-type ServicePrincipal --role ($roleId -split '/')[-1] --scope $scope --query id -o tsv
    python "$env:ADM_DEPLOY/rollback.py" add --settings $env:ADM_SETTINGS --kind role-assignment --id $raId
}
az policy assignment show --name adm-mc-apply --scope $scope > "$env:ADM_EVIDENCE_DIR/mc-assignment.json"
python "$env:ADM_DEPLOY/evidence.py" add --settings $env:ADM_SETTINGS --step mc --command "Invoke-McBuild $env:ADM_MC_VERSION (ApplyAndMonitor); definition; assignment adm-mc-apply" --result pass --file "$env:ADM_EVIDENCE_DIR/mc/$mc/provenance.json" --file "$env:ADM_EVIDENCE_DIR/mc-assignment.json"
· This is production’s own mc evidence command: it cites the one provenance file and the assignment record that production writes, not the test stage’s _1.0.0 and _1.1.0 files or mc-audit-state.json. Each wave’s servers join in each wave.
1. Step 8, the drift pipeline, and then lock the evidence container’s retention policy. Learn recommends locking within a reasonable time, typically less than 24 hours, and a locked policy can’t be deleted or shortened:3837
· ETAG="$(az storage container immutability-policy show --account-name "$ADM_EVIDENCE_ACCOUNT" --container-name "$ADM_EVIDENCE_CONTAINER" --query etag --output tsv)"
az storage container immutability-policy lock --resource-group "$ADM_RESOURCE_GROUP" --account-name "$ADM_EVIDENCE_ACCOUNT" --container-name "$ADM_EVIDENCE_CONTAINER" --if-match "$ETAG"
python "$ADM_DEPLOY/rollback.py" add --settings "$ADM_SETTINGS" --kind retention-policy --id "$ADM_EVIDENCE_CONTAINER" --name "$ADM_EVIDENCE_ACCOUNT" --note locked
az storage container immutability-policy show --account-name "$ADM_EVIDENCE_ACCOUNT" --container-name "$ADM_EVIDENCE_CONTAINER" > "$ADM_EVIDENCE_DIR/retention-policy.json"
python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step drift --command "immutability-policy lock" --result pass --file "$ADM_EVIDENCE_DIR/retention-policy.json"
Each wave
Gate 8: each wave by attribute query, leaver first, drift-clean before the next.
Requirements (production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3; AC-2; CM-6
	Each wave by attribute query, leaver first, smoke-tested before the next
	KSI-CMT-LMC, KSI-IAM-AAM, KSI-SVC-ACM
	smoke-wave-*/smoke-report.json per wave


Load production.json with --wave <wave-id>. The wave’s OU, Intune group and Arc wave replace the defaults. Then, in this order (leaver first, as the guide requires):
1. The leaver workflow on. For the first wave only, turn scheduling on. In PowerShell 7, as the deploy identity:
· $wf = (Invoke-MgGraphRequest -Method GET -Uri "/v1.0/identityGovernance/lifecycleWorkflows/workflows?`$filter=displayName eq '$env:ADM_LCW_WORKFLOW_NAME'").value[0]
Update-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $wf.id -BodyParameter @{ isEnabled = $true; isSchedulingEnabled = $true }
· Workflows from the real-time termination template run on demand only,9 so scheduling does nothing for that template; the leaver runs on demand from the HR event. For a scheduled template, Learn says the engine checks every three hours by default.39
1. HR records for the wave. Step 2c, five records, reconcile; then 2d with the wave’s extract in hcm_entra.extract_path.
1. Intune for the wave, then the GPO links off. Step 5c, assigning the policies to the wave’s group; after the wave’s devices check in, step 5d, which disables the GPO links on the wave’s OU and records them as gpo-link-disabled.
1. Servers for the wave. Step 7b: plan, check mode, connect. Then step 6b’s role assignment and tag for each server the wave connects, so the tenant-wide adm-mc-apply assignment made in the Tenant-wide list reaches them. Run only the role assignment and tag lines of 6b: production’s assignment already exists, so 6b’s New-AzPolicyAssignment line is not run.
1. Smoke test the wave. Step 9, with --out "$env:ADM_EVIDENCE_DIR/smoke-wave-$env:ADM_WAVE" --step waves, so its evidence record counts for the wave row.
Expected: each wave’s smoke test is GO before the next wave starts. Start with the pilot division, then two or three divisions at a time, each drift-clean before the next (guide, Gate 8).
First-week monitoring with drift
Gate 8’s seven days of sole-source proof, and Gate 9.
Requirements (production).
Requirements, KSIs and evidence for this step
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CA-7; SI-4 System Monitoring
	Seven days of chained, verified drift packages per wave
	KSI-MLA-EVC, KSI-MLA-RVL
	the daily packages and their verify output


For seven days after each wave, every change to the wave’s population must trace to an HR event before the ticket path for account creation closes (guide, Gate 8). The drift pipeline runs every day on its schedule. Each morning, in a POSIX shell with production.json loaded, fetch the newest package, verify it, and read the summary:
mkdir -p "$ADM_EVIDENCE_DIR/daily"
NEWEST="$(az storage blob list --account-name "$ADM_EVIDENCE_ACCOUNT" --container-name "$ADM_EVIDENCE_CONTAINER" --auth-mode login --query "sort_by([?ends_with(name, 'EVIDENCE-MANIFEST.json')], &properties.creationTime)[-1].name" -o tsv)"
PREFIX="${NEWEST%/EVIDENCE-MANIFEST.json}"
az storage blob download-batch --account-name "$ADM_EVIDENCE_ACCOUNT" --source "$ADM_EVIDENCE_CONTAINER" --pattern "$PREFIX/*" --destination "$ADM_EVIDENCE_DIR/daily" --auth-mode login
python "$ADM_EXAMPLES/drift-pipeline/python/drift_pipeline.py" verify "$ADM_EVIDENCE_DIR/daily/$PREFIX"
cat "$ADM_EVIDENCE_DIR/daily/$PREFIX/drift/drift-summary.md"
python "$ADM_EXAMPLES/drift-pipeline/python/drift_pipeline.py" verify "$ADM_EVIDENCE_DIR/daily/$PREFIX" > "$ADM_EVIDENCE_DIR/daily/$PREFIX-verify.txt" && RESULT=pass || RESULT=fail
python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step monitor --command "daily drift package $PREFIX" --result "$RESULT" \
  --file "$ADM_EVIDENCE_DIR/daily/$PREFIX/EVIDENCE-MANIFEST.json" --file "$ADM_EVIDENCE_DIR/daily/$PREFIX-verify.txt"
At the end of the week, three rows still have no production record, because the waves’ smoke tests count only for the waves row and the production list runs neither a package nor a rollback. With production.json loaded and no --wave, close them first:
1. Smoke and package. Run step 9 once without --step waves (its default --out), which writes the smoke record, skipping 9b, a first-live-run step for the test stage, and then step 10, which writes the package record.
1. Rollback. Run only rollback.py plan from step 11 and review the scripts it writes. Don’t run them: production’s rollback is by wave, on a NO-GO. The row’s text says the rollback is run in the test stage, which it was, so for production record the reviewed plan as the passing evidence. In a POSIX shell:
· python "$ADM_DEPLOY/evidence.py" add --settings "$ADM_SETTINGS" --step rollback --command "rollback.py plan; reviewed, not run" --result pass \
  --file "$ADM_EVIDENCE_DIR/rollback-cloud.ps1" --file "$ADM_EVIDENCE_DIR/rollback-ad.ps1" --file "$ADM_EVIDENCE_DIR/rollback-manual.md" --file "$ADM_EVIDENCE_DIR/deploy-record.json"
Then run step 12 with production.json loaded: every production row, the promotion, waves and monitoring rows included, should be evidenced, and its evidence-check.json goes to the ISSO with the week’s packages.
Expected: a package for every day, each verifying, each chained to the day before; new findings only where an HR event explains them; VK-DG-05 within the membership-change threshold. A missing day is a break in the chain, and an unexplained new finding opens an issue that the CISO decides (guide, Gate 9: severity and response times are the CISO’s). Also read the provisioning logs daily, as step 2c does, and the workflow’s run history, as step 4c does.
Roll back in production
The guide’s rollback at a glance: re-enable, never re-create.
The commands are the test stage’s step 11, with production.json loaded (with --wave <wave-id> to roll back one wave, whose changes are the newest in the record). The script differs because the stage does:
	Change
	Test stage rollback
	Production rollback

	Provisioning job
	Paused
	Paused; correct records at the HR source, never in the directory

	Dynamic group
	Deleted
	Unassigned: removed from every assignment the wave made, in the admin center; the group and the old group it replaces stay in place (guide, Gate 4)

	Lifecycle workflow
	Disabled, then deleted
	Disabled

	GPO link the stage created
	Disabled
	Disabled

	GPO link the stage disabled
	Re-enabled
	Re-enabled, never re-created (guide, Gates 5 and 8)

	Intune policy
	Deleted
	The wave’s group removed from its assignments, in the admin center

	Policy assignment
	Removed
	Removed. Learn says removing the assignment removes its guest assignments;40 a configuration already applied by ApplyAndMonitor stays on the server until something changes it (design guidance: plan a reverse configuration if that matters)

	Policy definition
	Deleted
	Kept

	Arc server
	Disconnected
	Disconnected

	Locked retention policy
	—
	Can’t be rolled back, by design: the evidence stays


When to roll back a wave. When its smoke test is NO-GO and the cause can’t be fixed at the source within the change window, when an unexplained membership change exceeds the VK-DG-05 threshold, or when a leaver doesn’t complete (design guidance; the CISO decides drift findings). Roll back the wave, not the tenant: earlier waves that are drift-clean stay.
[bookmark: _Toc00001233]Evidence the ISSO keeps
Each gate’s Evidence paragraph in the guide, collected per stage.
	Stage
	Evidence
	From step
	Guide gate

	Both
	The settings file (no secrets) and its SHA-256; preflight.json (dry and live)
	Pre-flight
	Prerequisites

	Both
	The validation kit’s run folders before and after, each with its own manifest
	1, 9
	2, 3, 4, 5, 9

	Both
	The Conditional Access export before the change
	1
	5

	Both
	hr-dryrun/provenance.json and the batches’ provenance.json and apply-results.json; the provisioning log extracts (keys and statuses only; quarantine.json goes to the audit store)
	2
	2, 3

	Both
	dr-check-results.json, dr-evaluate-differences.txt
	3
	4

	Both
	lcw-workflow.json, lcw-run.json
	4
	7, 8

	Both
	gpc-apply/sync-record.json; the GPO link states before and after
	5
	5, 8

	Both
	Both provenance.json files, mc-audit-state.json
	6
	5

	Both
	The wave plan and the playbook runs’ output
	7
	5, 8

	Both
	smoke-report.json (per wave in production)
	9
	All

	Both
	The evidence package and its verify result
	10
	All

	Both
	deploy-record.json and the rollback scripts written from it
	Every step, 11
	Rollback

	Both
	The evidence/ folder: one record per step with its controls, mandates and KSI IDs, and SHA256SUMS; evidence-check.json
	Every step, 12
	All

	Test
	The rollback drill’s output and the post-rollback validation kit run
	11
	Rollback

	Production
	The promotion record: the test smoke report’s and evidence check’s SHA-256 and the approvals
	Promotion
	All

	Production
	Seven days of drift packages per wave, chained and verified, and the sole-source report
	First week
	8, 9

	Production
	The locked retention policy on the evidence container
	Tenant-wide 7
	9


[bookmark: _Toc00001234]Control states and change safety for the runbook
This runbook deploys and enforces: dynamic groups that decide access, a leaver workflow, Intune policies that replace GPOs, machine configuration in apply mode. It already carries most of the workbook’s implementation conventions (Book 00, Appendix D); this section maps them, so an assessor can find each one, and adds the two it leaves implicit, the exclusions and the control states.
Authority: as each step’s requirements table states: Mandated where a row names a NIST control at the system’s baseline, OMB M-22-09 or a BOD 25-01 required configuration; Microsoft-recommended where a step follows a Learn recommendation (certificate sign-in, locking the retention policy); everything marked design guidance is risk-based recommended, the program’s position. Applies: the guide’s audience, a civilian agency in Microsoft 365 GCC (Requirements, KSIs and evidence). Environment-dependent: GCC High and DoD use the Graph hosts in Verified facts and the Azure Government storage suffix.
	How-template step
	Where this runbook covers it

	Prerequisites
	Before you start and the pre-flight checks

	Pilot
	Stage 1, the live test, then the pilot division as the first production wave (Each wave)

	Report-only or audit phase
	The dry runs, groups created paused, the workflow created disabled, the Intune policies created unassigned, machine configuration in audit before apply and Ansible in check mode (steps 2 to 7)

	Enforcement
	Each wave, after the go/no-go criteria

	Rollback
	Step 11 and Roll back in production

	Exclusions
	The validation kit’s inputs name the governed and emergency-access groups (Made before the runbook starts); the validation kit’s VK-CA-01, run in step 1 (vk-before) and again in step 9 (vk-after), reports any Conditional Access policy that doesn’t exclude the emergency-access group, and step 1’s Conditional Access export is the record of the exclusions before the change. Program decision: emergency access accounts are kept out of every dynamic rule and every wave’s population, the program’s settled position (WD-150). An enabled account with no worker record is on the validation kit’s exception list with an owner, or it is a finding (guide, Gate 2)

	Telemetry
	The provisioning logs, the workflow’s run history and the drift pipeline (First-week monitoring)

	Evidence
	Evidence the ISSO keeps and the checklist below

	Day-two ownership
	The drift pipeline, owned by the platform engineer, with the CISO deciding each finding (guide, Gate 9)


Change safety
	Ring
	Scope
	Exit criteria

	0
	The test stage: test tenant, test subscription and test forest
	evidence.py check passes every row; the go/no-go criteria are met

	1
	The pilot division, the first production wave
	Its smoke test is GO and seven days of drift packages verify

	2
	Two or three divisions at a time
	The same, wave by wave

	3
	The last wave; the OU tree retired
	Every wave drift-clean; the sole-source report for the week


· Emergency access: outside every rule and wave; VK-CA-01 in vk-before and vk-after shows the emergency-access group still excluded from every policy.
· Change window: each stage’s change record and window (Approvals and the change record).
· Backout triggers: When to roll back a wave, set before the wave.
· Post-change validation: Step 9, the smoke test, after each wave.
Control states. 
	State
	This page
	Evidence

	Designed
	The guide’s gates and the settings file
	The approved settings file and its SHA-256

	Configured
	Steps 2 to 8, each created paused, disabled, unassigned or in audit
	Each step’s evidence record and the files it cites

	Enforced
	Each wave
	The wave’s smoke report and the deploy record

	Evidenced
	Step 9 and step 12
	smoke-report.json per wave and evidence-check.json

	Operated
	The drift pipeline from the first week on
	The chained, verified daily packages


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
Evidence checklist
· Configuration: the settings file, the Conditional Access export, the Intune and machine configuration provenance files, kept in the stage’s evidence folder
· Operational: the daily drift packages and the provisioning log extracts, in the container with the locked retention policy
· Test: each stage’s smoke report and the test stage’s rollback drill (expected and observed outcome, date, tester)
· Exception: the validation kit’s exception list with owners and dates, and any drift finding the CISO accepted, with approver and expiry
· Assessor-ready artifact: evidence-check.json with SHA256SUMS, and the evidence package from step 10
[bookmark: _Toc00001235]Assessment mapping
· Microsoft Zero Trust pillar: Identity, with Devices for the Intune and machine configuration steps
· CISA ZTMM pillar: Identity and Devices
· Depends on: HR as the authoritative source (Book 03); Conditional Access and emergency access (Book 04); the device baselines (Book 05)
· Attack chain interrupted: access that outlives a person’s job or employment because nothing removed it (Persistence), and configuration that drifts from its baseline unnoticed (Defense Evasion)
[bookmark: _Toc00001236]Step-to-gate map
	Step
	What it does
	Guide gate

	Before you start
	Roles, approvals, change record, identities
	Prerequisites

	Pre-flight
	Settings, kits, identities, cloud, go/no-go
	Prerequisites

	1
	Baseline validation kit run and CA export
	Gate 2, Gate 5

	2
	HR middleware: dry run, job safety nets, five records, the rest
	Gate 2, Gate 3

	3
	Dynamic groups: offline check, paused, validated, on
	Gate 4

	4
	Leaver workflow: disabled, checked, one on-demand run
	Gate 7, Gate 8

	5
	GPOs to the test OU; Intune dry run, create, assign; links disabled
	Gate 5, Gate 8

	6
	Machine configuration: audit, then apply and monitor
	Gate 5

	7
	Arc onboarding: role, plan, check mode, connect
	Gate 5, Gate 8

	8
	Drift pipeline: credential, container, workflow, baseline
	Gate 9

	9
	Smoke test
	Each gate’s Validate step

	10
	Evidence package
	Each gate’s Evidence

	11
	Rollback
	Rollback at a glance

	12
	Evidence check
	Each gate’s Evidence; the promotion criteria

	Promotion
	Go/no-go criteria
	Gate owners: CISO, identity engineering

	Waves
	Leaver first, HR, Intune and GPO links, servers, smoke
	Gate 8

	First week
	Daily drift packages, sole-source proof
	Gate 8, Gate 9


[bookmark: _Toc00001237]Verified facts
	Item
	Value
	Source

	Azure CLI sign-in with a certificate
	az login --service-principal --username <app-id> --certificate <pem> --tenant <tenant>; the PEM holds the private key and certificate together; PKCS#12 doesn’t work; certificate-based authentication recommended
	11

	Azure PowerShell sign-in with a certificate
	Connect-AzAccount -ServicePrincipal -ApplicationId -Tenant -CertificateThumbprint; the certificate is read from the local store
	16

	Graph PowerShell app-only
	Connect-MgGraph -ClientId -TenantId -CertificateThumbprint; Get-MgContext shows AuthType AppOnly; -Environment and -LoginHint are parameters
	19

	Graph token from the Azure CLI
	az account get-access-token --resource <endpoint>
	22

	Graph hosts
	GCC on the worldwide endpoints; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	17

	Storage suffix
	core.windows.net commercial; core.usgovcloudapi.net Azure Government
	18

	Sending HR records
	SynchronizationData-User.Upload (application), or .OwnedBy
	15

	Provisioning job safety
	Notification email mandatory (empty quarantines the job at start); Start provisioning puts the job in listen mode; accidental-deletions prevention with a threshold, set by at least an Application Administrator
	21 20

	Pausing the job
	POST /servicePrincipals/{id}/synchronization/jobs/{jobId}/pause; state persisted; Synchronization.ReadWrite.All, or Application.ReadWrite.OwnedBy for an owner
	12

	Provisioning logs
	AuditLog.Read.All and Directory.Read.All
	14

	Creating a group
	Delegated Group.ReadWrite.All; application Group.Create
	23

	Evaluating a rule
	POST /beta/groups/evaluateDynamicMembership; delegated only (User.Read.All or Device.Read.All with a rule); application not supported; beta
	7

	Creating a workflow
	Admin center: ID Governance > Lifecycle workflows > Create a workflow; a new workflow is disabled by default; Graph: isEnabled optional, default true; up to 100 workflows a tenant on the limits page (50 on the licensing page; the program plans for 50, as Chapter 05 does)
	8 24

	Running on demand
	POST …/workflows/{id}/activate with subjects; the workflow must be enabled; conditions ignored; LifecycleWorkflows-Workflow.Activate; Lifecycle Workflows Administrator; real-time termination workflows on demand only; global, US Government L4 and L5
	9

	Run results
	GET …/workflows/{id}/userProcessingResults
	25

	Scheduling
	isEnabled and isSchedulingEnabled both true; checks every three hours by default, configurable from 1 to 24
	39

	GPOs
	Import-GPO -BackupGpoName -Path -TargetName -CreateIfNeeded; New-GPLink and Set-GPLink -LinkEnabled Yes|No; Link GPOs permission, by default domain and enterprise administrators
	26 10 28

	Intune assignment
	Devices > Manage devices > Configuration > policy > Properties > Assignments > Edit
	27

	Machine configuration modes
	Audit, ApplyAndMonitor (applied once, drift reported, not corrected), ApplyAndAutoCorrect; case sensitive
	29

	Machine configuration definitions
	New-AzPolicyDefinition; Resource Policy Contributor recommended; system-assigned identity downloads the package with Storage Blob Data Reader and anonymous access off
	13

	Assignments with an identity
	deployIfNotExists assignments need an identity and a location; roles granted by hand outside the portal; changing a definition doesn’t update the assignment
	34 33

	Compliance
	Start-AzPolicyComplianceScan -ResourceGroupName; Get-AzPolicyState -ResourceGroupName -PolicyAssignmentName; remediation with Start-AzPolicyRemediation
	31 32 35

	Arc onboarding with Ansible
	Azure Connected Machine Onboarding at subscription or resource group scope; Microsoft.HybridCompute and Microsoft.GuestConfiguration registered; managed identity recommended for production; az connectedmachine show --query identity.principalId
	30

	Evidence retention
	Lock within a reasonable time, typically under 24 hours; a locked policy can’t be deleted or shortened; lock with the policy’s ETag
	38 37

	Federated credential
	Issuer https://token.actions.githubusercontent.com; environment subject; one audience per cloud
	36


[bookmark: _Toc00001238]Dangers
	Danger
	What happens
	The guard

	A secret in the settings file
	It travels with the change record and leaks
	The loader refuses secret-looking keys and values; certificates and a federated credential only

	The production file used in the test stage, or the reverse
	Test commands change production
	Separate tenants, subscriptions and identities, checked by PF-09; the live probes compare the signed-in tenant with the file

	Promotion on a fixture or failing test run
	Production starts on evidence that proves nothing
	PF-10: the report must be live, passing, test-stage, and match the hash in production.json

	A rule that matches the wrong people
	Access granted or removed for hundreds at once
	Groups created paused; Learn’s evaluate call against named users before processing starts

	A workflow that runs before anyone has tested it
	Leavers processed in bulk on the first schedule
	Created in the admin center, where it starts disabled; on demand for one user first; scheduling only in production, once, at the first wave

	A GPO deleted at cut-over
	The one-command rollback is gone
	Links disabled and recorded as gpo-link-disabled; the rollback re-enables

	Apply before audit
	A server changes before anyone knows what the package does there
	Audit assignment first; apply and monitor only after its result, as a new version

	An Ansible run that connects servers by accident
	Servers onboard outside the wave
	Wave plan, then the playbook’s own check mode; confirm_change=true only on the third command

	A DoD token from the wrong Graph host
	Calls fail, or go to the wrong cloud
	The token is requested for ADM_GRAPH, from the settings’ cloud

	Evidence named but never produced
	The ISSO receives a list of file names, and the files are missing or changed
	Each step writes an evidence record with the cited files’ hashes; evidence.py check fails a missing, failing, fixture-mode or changed record; promotion needs a passing check

	A rollback nobody wrote down
	The change can’t be undone in the window
	Every step records its change; the smoke test fails a change with no rollback (SM-13)

	A locked policy in the test stage
	The test account can’t be deleted until retention ends
	Locked only in production; the test stage leaves it unlocked

	Personal data in the change record
	The record is read more widely than the audit store
	quarantine.json goes to the audit store; the evidence package holds keys and statuses


[bookmark: _Toc00001239]Checklist
· Both settings files load with no refusal, and live outside the repository with the change records.
· Pre-flight passes, dry and live, for each stage; production’s PF-10 names the test smoke report and both approvals.
· Every change in each stage is in deploy-record.json, and the rollback plan written from it was reviewed.
· The test stage’s rollback ran end to end, and the validation kit matched the baseline afterwards.
· Rule validation found no difference; the groups were paused until it did.
· At the first live run, the Groups Administrator ran VK-DG-03 by hand, delegated, and it passed (step 9b); it is the only check the smoke test allows to end unverified.
· The workflow started disabled, ran on demand for one user, and was scheduled only in production.
· GPO links were disabled, never deleted.
· Machine configuration ran in audit before apply and monitor, and the registry change was merged before production.
· Each production wave’s smoke test was GO before the next wave.
· Every requirement row has a passing evidence record, for the test stage before promotion and for production at the end of the first week, and sha256sum -c SHA256SUMS passes in each evidence folder.
· Seven days of chained, verified drift packages per wave, and the locked retention policy, are with the ISSO.
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1. Microsoft Learn, “Quickstart: Create a policy assignment to identify non-compliant resources using Azure PowerShell,” https://learn.microsoft.com/azure/governance/policy/assign-policy-powershell (accessed Nov 2, 2026).
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1. Microsoft Learn, “Configure an app to trust an external identity provider,” https://learn.microsoft.com/entra/workload-id/workload-identity-federation-create-trust (carried forward from Chapter 09, accessed Oct 30, 2026; not reread for this chapter).
1. Microsoft Learn, “Configure immutability policies for containers,” https://learn.microsoft.com/azure/storage/blobs/immutable-policy-configure-container-scope, and “az storage container immutability-policy,” https://learn.microsoft.com/cli/azure/storage/container/immutability-policy (accessed Nov 2, 2026).
1. Microsoft Learn, “Store business-critical blob data with immutable storage in a write once, read many (WORM) state,” https://learn.microsoft.com/azure/storage/blobs/immutable-storage-overview (accessed Nov 2, 2026); the page Chapter 09 cites.
1. Microsoft Learn, “Automate employee offboarding tasks after their last day of work using Lifecycle Workflows APIs,” section “Schedule the workflow to run automatically,” https://learn.microsoft.com/graph/tutorial-lifecycle-workflows-scheduled-leaver (accessed Nov 2, 2026).
1. Microsoft Learn, “Understand machine configuration assignment resources,” https://learn.microsoft.com/azure/governance/machine-configuration/concepts/assignments (carried forward from Chapter 07, accessed Oct 30, 2026; not reread for this chapter).
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o000 examples - fixture data

$ python -c "import json; [print(q['person_key'], '|', '; '.join(q['reasons'])) for q in \
json.load(open( 'out/quarantine.json’, encoding="utf-8'))]"

100006 | worker type P refused: pending worker: provision from the hire record, not the pending reco

rd

100007 unknown worker type X

(missing) | required column PersonNumber is empty

12345678901234567 | PersonNumber doesn't fit employeeld (letters, digits and hyphens, at most 16 cha

racters)

100009 | worker is recorded as their own manager

100010 inactive assignment with no termination date: the leave date can't be set

100014 | DepartmentName is longer than 64 characters

100015 PositionCategory 'ZZZ' isn't in the approved code list

100016 | DepartmentCode 'org 300' isn't a code (A-Z, ©-9, hyphen)

$ python -c "import json; [print(f, o['data’]['externalld'], o[ 'data’]['active’']) for f in \
('out/bulk-request-001.json', '../baseline.json') for o in json.load(open(f, \
encoding="utf-8-sig"'))[ 'Operations'][:1]]"

out/bulk-request-001.json 100003 False

../baseline.json 100000 True

$ python -c "import json; [print(f, o['data’]['externalld'], o[ 'data’]['active’']) for f in \
('out/bulk-request-001.json', '../baseline.json') for o in json.load(open(f, \
encoding="utf-8-sig"'))['Operations'] if o[ 'data']['externalld'] == 'leeeel’']"

out/bulk-request-001.json 100001 False

../baseline.json 100001 True
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$ cat out/provenance.json

"schema": "fmp-hcm-provenance/1",
"as_of": "2026-10-25",
"extract_sha256": "ca@6b111d5fdd45b8355952d0adbeb4@3eb442af6labf4a5dcOfOefobb643344",
"mapping_sha256": "f3c9f3bfe786be3296c3eb94dcOb6fb46c49cc500859682175649fb5472cd424",
"counts": {
"ready": 9,
"quarantined": 9,
"superseded”: 1
1,
"held": false,
"batches": [
{
"batch": 1,
"batch_sha256": "ab8f211ec83923783587b701459178f7d3782bedb9881395ecf7d643bc3cdfo6",
"person_keys": [
"100003",
"100008",
"100013",
"100000" ,
"100001",
"100004" ,
"100005",
"100002",
"100011"
]
}
1,
"quarantined": [
"100006" ,
"100007",
"(missing)",
"12345678901234567",
"100009" ,
"100010",
"100014",
"100015",
"100016"
]
=7
cal6b111d5fdd45b8355952d0a9beb40@3ebd42af6labf4a5dcOfOefobb643344
$ python -c "import hashlib,sys;print(hashlib.sha256(open(sys.argv[1], 'rb').read()).hexdigest())" \
tests/fixtures/hcm_extract_sample.csv
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$ pwsh -NoProfile -Command '$map = Import-PowerShellDataFile \
./config/csv2scim/AttributeMapping.psdl; ../third_party/csv2scim/src/CSV2SCIM.psl -Path \
./tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map -ScimSchemaNamespace \
"urn:ietf:params:scim:schemas:extension:contoso:1.0:User" > baseline-2.json’

$ python -c "import json; a, b = (json.load(open(f, encoding="utf-8-sig"'))['Operations'] for f in \
('../baseline.json', 'baseline-2.json')); print(sum(x['bulkId'] == y['bulkId'] for x, y in \
zip(a, b)), 'of', len(a), 'bulkId values match')"

0 of 19 bulkId values match

$ python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 \
--out out-2

{"counts": {"ready": 9, "quarantined": 9, "superseded": 1}, "batches": 1, "disables": 3, "held": fal

se, "hold_reason": ""}

(exit code 2)

$ cmp out/bulk-request-001.json out-2/bulk-request-001.json && cmp out/provenance.json \
out-2/provenance.json & echo identical

identical
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$ sed '/~100005,/s/0RG-100/org-100/' tests/fixtures/hcm_extract_sample.csv > extract-broken.csv
$ python python/hcm_to_scim.py --extract extract-broken.csv --as-of 2026-10-25 --out out-broken

{"counts": {"ready": 8, "quarantined": 10, "superseded": 1}, "batches": 1, "disables": 3, "held":

1se, "hold_reason": ""}

(exit code 2)

$ python -c "import json; [print(q['person_key'], '|', '; '.join(q['reasons'])) for q in \
json.load(open( ‘out-broken/quarantine.json’, encoding='utf-8')) if q[ 'person_key'] ==
'100005' ]"

100005 | DepartmentCode 'org-100' isn't a code (A-Z, ©-9, hyphen)

$ pwsh -NoProfile -Command '$map = Import-PowerShellDataFile \
./config/csv2scim/AttributeMapping.psdl; ../third_party/csv2scim/src/CSV2SCIM.psl -Path \
./extract-broken.csv -AttributeMapping $map -ScimSchemaNamespace \
"urn:ietf:params:scim:schemas:extension:contoso:1.0:User" > baseline-broken.json’

$ grep -n '"org-100"' baseline-broken.json

346: "DepartmentCode": "org-100",

fa




rId118.png
o000 examples - fixture data

$ echo '{"max_disables_per_run": 1}' > settings-hold.json

$ python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 \
--settings settings-hold.json --out out-hold

{"counts": {"ready": 9, "quarantined": 9, "superseded": 1}, "batches": 1, "disables": 3, "held": tru

e, "hold_reason": "3 disables exceed max_disables_per_run (1): held for confirmation (Book 03, Appen

dix B pause switch)"}

(exit code 3)
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$ python -m pytest -q -p no:cacheprovider tests/python

...................................................................... [100%]
70 passed

$ pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
Starting discovery in 3 files.

Discovery found 62 tests.

Running tests.

[+] hcm-entra/tests/powershell/Csv2ScimBaseline.Tests.psl

[+] hcm-entra/tests/powershell/HcmCorrelation.Tests.psl

[+] hcm-entra/tests/powershell/HcmToScim.Tests.psl

Tests completed

Tests Passed: 62, Failed: @, Skipped: @, Inconclusive: @, NotRun: ©
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$ python -m pytest -q -p no:cacheprovider tests/python/test_learn_sample.py
......... [100%]
9 passed
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$ grep -n -A7 "def test_sample_us_gov_credential_names_no_authority" \
tests/python/test_learn_sample.py
109:def test_sample_us_gov_credential_names_no_authority(sdk):

110- # Gap: azure-identity's default authority is the public cloud (login.microsoftonline.com).
111- # The C# and TypeScript tabs of the same Learn page set the US Government authority; this on
e doesn't.

112- load("national_clouds").NationalCloudClients.create_client_for_us_gov()

113- (cred,) = made("InteractiveBrowserCredential")

114- assert "authority" not in cred.kwargs

115- assert set(cred.kwargs) == {"tenant_id", "client_id", "redirect_uri"}

116-
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$ python -c "import sys; sys.path.insert(@, 'python'); from graphkit import endpoints, scope_for; \
print(endpoints(‘gcc’)); print(scope_for('gcc', "arm')); print(scope_for('dod’))"

{'login': 'https://login.microsoftonline.com', 'graph': 'https://graph.microsoft.com', 'arm': 'https

://management.azure.com', 'ps_env': 'Global', 'azure_env': 'AzureCloud'}

https://management.azure.com/.default

https://dod-graph.microsoft.us/.default
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$ python -c "import sys; sys.path.insert(@, 'python'); from graphkit import endpoints; \
print(endpoints(‘GCCHigh"'))"
Traceback (most recent call last):
File "<string>", line 1, in <module>
File "python/graphkit.py", line 73, in endpoints
raise ValueError(f"unknown cloud {cloud!r}; one of {sorted(CLOUDS)}")
ValueError: unknown cloud 'GCCHigh'; one of ['dod', 'gcc', 'gcchigh', 'global']
(exit code 1)




rId201.png
o000 examples/ms-automation - fixture data

$ python -c "import sys; sys.path.insert(@, 'python'); from graphkit import load_calls, \
permissions_for; print(permissions_for(load_calls('pim-report')))"

[ 'RoleAssignmentSchedule.Read.Directory', 'RoleEligibilitySchedule.Read.Directory', 'RoleManagement.

Read.Directory']
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$ python -c "import sys; sys.path.insert(@, 'python'); from graphkit import GraphClient, \
load_calls; GraphClient('gcc', lambda s: 't', calls=load_calls('ca-export')).request('GET", \
*/users')"
Traceback (most recent call last):
File "<string>", line 1, in <module>
File "python/graphkit.py", line 239, in request
self.check_call(method, url)
File "python/graphkit.py", line 226, in check_call
raise PermissionError(f"undeclared {kind}: {method} /{version}{path}; add it to graph-calls.json
with its permission")
PermissionError: undeclared call: GET /v1.0/users; add it to graph-calls.json with its permission
(exit code 1)




rId209.png
o000 examples/ms-automation - fixture data

$ python -c "import sys; sys.path.insert(@, 'python'); from graphkit import GraphClient, try_beta; \
print(try_beta(GraphClient('gcchigh', lambda s: 't'), \
' /deviceManagement/windowsAutopilotDeviceIdentities'))"
{'stage': 'beta', 'available': False, 'items': [], 'reason': "autopilot-device-identities isn't offe
red in gcchigh (graph-calls.json not_in_clouds)"}
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PS> Import-Module ./powershell/FmwGraph.psml

PS> (Get-FmwCloud gcc).Arm

https://management.azure.com

PS> Get-FmwCallPermission -Task pim-report

RoleAssignmentSchedule.Read.Directory

RoleEligibilitySchedule.Read.Directory

RoleManagement.Read.Directory

PS> Assert-FmwGraphCall -Method GET -Uri '/beta/users' -Cloud gcc

Exception: Undeclared beta call: GET /beta/users; add it to graph-calls.json with its permission
PS> Assert-FmwGraphCall -Method GET -Uri ‘https://graph.microsoft.com/v1.0/users’ -Cloud gcchigh
Exception: Refusing to send the token to https://graph.microsoft.com/v1.8/users: not https://graph.m
icrosoft.us
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$ python -m pytest -q -p no:cacheprovider tests/python

........................................................................ [ 76%]

...................... [100%]
94 passed

$ pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell"
Starting discovery in 3 files.

Discovery found 56 tests.

Running tests.

[+] tests/powershell/FmwArm.Tests.psl

[+] tests/powershell/FmwGraph.Tests.psl

[+] tests/powershell/GraphClients.Tests.psl

Tests completed

Tests Passed: 56, Failed: @, Skipped: @, Inconclusive: @, NotRun: ©
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PS> cd examples/validation-kit

PS> Import-Module ./powershell/ValidationKit -Force

PS> $r = Invoke-VkCheck -CheckId VK-SYNC-02 -Context (Get-VkRunContext -FixturePath
./tests/fixtures/fail -AsOf 2026-10-30)

PS> $r | Select-Object CheckId, Status, Count

CheckId Status Count

VK-SYNC-02 Fail 2

PS> $r.Details | Format-Table Severity, Issue

Severity Issue

Finding Soft match is not blocked

Finding Cloud object takeover through hard match is not blocked

Info Soft match on UPN is on; it cannot be turned off once enabled
PS> $r.Evidence.Queries | Format-Table Source, Query
Source Query

Graph (fixture) fixture:onPremisesSynchronization.json <= /v1.8/directory/onPremisesSynchronization
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PS> (Invoke-VkCheck -CheckId VK-SYNC-@2 -Context (Get-VkRunContext -FixturePath
./tests/fixtures/fail -AsOf 2026-10-30 -Option @{ MatchWindowOpenUntil = '2026-10-31"
})).Status

Warn

PS> (Invoke-VkCheck -CheckId VK-SYNC-@2 -Context (Get-VkRunContext -FixturePath
./tests/fixtures/fail -AsOf 2026-11-01 -Option @{ MatchWindowOpenUntil = '2026-10-31"
})).Status

Fail
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PS> New-Item -ItemType Directory -Force -Path ./inputs | Out-Null
PS> Set-Content -Path ./inputs/onprem-sync-export.json -Value
‘{"value":[{"id":"x","features":{"blockSoftMatchEnabled":true, "blockCloudObjectTakeoverThroughHardMatchEnabled":false}}]}"
PS> $r = Invoke-VkCheck -CheckId VK-SYNC-82 -Context (Get-VkRunContext -InputPath ./inputs -AsOf
2026-10-30)
PS> $r | Select-Object CheckId, Status, Count
CheckId Status Count
VK-SYNC-02 Fail 1
PS> $r.Evidence.Queries | Format-Table Source, Query
Source Query

Input onprem-sync-export.json
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PS> Get-VkRequiredScope -Checks (Get-VkCheckCatalog -CheckId VK-SYNC-02)
OnPremDirectorySynchronization.Read.All

PS> (Get-VkCheckCatalog -CheckId VK-SYNC-02).DelegatedRole

Global Administrator (the only role Learn lists; delegated only, no application permission)
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PS> (Get-VkCheckCatalog).Id -contains ‘VK-SYNC-02'
False
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PS> pwsh -NoProfile -Command "Invoke-Pester -Path tests/powershell”
Starting discovery in 4 files.

Discovery found 297 tests.

Running tests.

[+] examples/validation-kit/tests/powershell/Checks.Tests.psl

[+] examples/validation-kit/tests/powershell/Client.Tests.psl

[+] examples/validation-kit/tests/powershell/Runner.Tests.psl

[+] examples/validation-kit/tests/powershell/Safety.Tests.psl

Tests completed

Tests Passed: 297, Failed: @, Skipped: @, Inconclusive: @, NotRun: @
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PS> $f = './powershell/ValidationKit/Checks/SYNC.ps1®

PS> (Get-Content -Raw $f).Replace("Name = 'blockSoftMatchEnabled'", "Name = ‘'blockSoftMatch'") |
Set-Content -NoNewline $f

PS> Import-Module ./powershell/ValidationKit -Force

PS> (Invoke-VkCheck -CheckId VK-SYNC-@2 -Context (Get-VkRunContext -FixturePath
./tests/fixtures/fail -AsOf 2026-10-30)).Status

Fail

PS> (Invoke-VkCheck -CheckId VK-SYNC-@2 -Context (Get-VkRunContext -FixturePath
./tests/fixtures/pass -AsOf 2026-10-30)).Status

Fail
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PS> (Get-Content -Raw $f).Replace("Name = 'blockSoftMatch'", "Name = 'blockSoftMatchEnabled'") |
Set-Content -NoNewline $f

PS> Import-Module ./powershell/ValidationKit -Force
PS> (Invoke-VkCheck -CheckId VK-SYNC-@2 -Context (Get-VkRunContext -FixturePath

./tests/fixtures/pass -AsOf 2026-10-30)).Status
Pass
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PS> . ./tests/LearnSampleHarness.psl

PS> $pages = '../third_party/dynamic-membership-samples/scripts’

PS> $t = New-FakeTenant -Collections @(

>> @{ id = '11111111-1111-1111-1111-111111111111"; displayName = 'FIN-LED all members'; kind =
‘group’; state = 'On’ },

>> @{ id = '22222222-2222-2222-2222-222222222222"; displayName = 'Held for review'; kind =
‘group'; state = 'Paused’ })

PS> $answers = 'yes', 'USGov', 'yes', ‘yes', 'yes'

PS> Invoke-LearnSample -Page "$pages/powershell-pause-all-dynamic-membership.md" -Tenant $t
-Answers $answers | Out-Null

PS> $t.Connected = $null

PS>

PS>

Invoke-LearnSample -Page "$pages/powershell-resume-noncritical-dynamic-membership.md" -Tenant
$t -Answers $answers | Out-Null
$t.Collections.Values | Select-Object displayName, state

displayName state

FIN-

LED all members On

Held for review On
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PS> $t = New-FakeTenant -Collections @(
>> @{ id = '11111111-1111-1111-1111-111111111111"; displayName = 'FIN-LED all members'; kind =
‘group'; state = 'On' })
PS> Invoke-LearnSample -Page "$pages/powershell-pause-all-dynamic-membership.md" -Tenant $t
-Answers 'yes', 'GCCHigh', 'yes', 'yes', 'yes' | Out-Null
PS> $t.Calls[0].Uri
https://graph.microsoft.com/v1.0/groups?$filter=groupTypes%2Fany%28c%3Ac%20eq%20%27DynamicMembership
%27%29&$count=true
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PS> Import-Module ./powershell/DynamicRules.psml
PS> Get-Content ./tests/fixtures/book@3-patterns.json -Raw | ConvertFrom-Json |

>> ForEach-Object { Test-DrRule -Rule $_.membershipRule -Kind $_.kind -Group $_.pattern } |
>> Format-Table Severity, Rule, Group, Issue
Severity Rule Group Issue

Finding DR-05 Legal employer Rule reads a display-name attribute instead of a coded slot
Info DR-03 Direct reports Direct reports rule: Learn says it cannot be combined with other rules
, S0 it carries no guards; the group must not grant access on its own
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PS> $pop = Get-Content ./tests/fixtures/population.json -Raw | ConvertFrom-Json
PS> Get-DrMembers -Population $pop -Rule '(user.accountEnabled -eq true) -and (user.userType -eq
"Member") -and (user.extensionAttributel® -eq "FIN-LED")'

uel

ue2

uee6

ues

ue9
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PS> $f = './rules/fin-led-not-contractors.json’
PS> (Get-Content -Raw $f).Replace(’' -and (user.extensionAttributell -ne null)', '') | Set-Content
-NoNewline $f
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PS> (Get-Content -Raw $f).Replace(’'-ne \"CTR\")"', '-ne \"CTR\") -and (user.extensionAttributell
-ne null)"') | Set-Content -NoNewline $f
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PS> Invoke-Pester ./tests
Starting discovery in 2 files.
Discovery found 70 tests.
Running tests.

[+] tests/DynamicRules.Tests.psl
[+] tests/LearnSamples.Tests.psl
Tests completed

Tests Passed: 70,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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$ python tools/lcwext.py learn-sample
wrote out/learn-sample.workflow.json
$ python tools/lcwext.py lint out/learn-sample.workflow.json --timeout PT1H

LX-03 Finding H
er checked against
LX-04 Finding H
LX-06 Finding H
LX-07 Finding H
whole timeout
LX-08 Finding H
LX-10 Warn man
story; secure them
LX-10 Warn H
LX-11 Warn H
es)

8 result(s); findi
(exit code 2)

P
P

P
P

ual

ngs

hard-codes graph.microsoft.com; take the Graph host from a paramet

the tenant's cloud

calls back on /beta; resume is in v1.0
uses callbackUriPath without checking it first
no callback when the work fails; Lifecycle Workflows waits out the

always reports 'Completed', whatever happened
trigger outputs (the subject's name, UPN and email) show in run hi

inputs or outputs not secured in run history
no explicit retryPolicy; the Default policy applies (up to 4 retri
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$ python tools/lcwext.py run out/learn-sample.workflow.json tests/fixtures/trigger-leaver.json \
--cloud GCCHigh

run 1: Failed

POST https://graph.microsoft.com/beta/identityGovernance/lifecycleWorkflows/workflows/@d6f5blc-3a2
e-4f7d-9c1b-1e2a3b4c5d01/tasks/7ale2b3c-4d5e-4160-8a9b-0cld2e3f4a0l/taskProcessingResults/9b8c7d6e-5
f4a-4b3c-9d2e-1f@adb8c7del/resume audience=https://graph.microsoft.com operationStatus=Completed
downstream: © call(s), @ effect(s)
Lifecycle Workflows task: failed (no callback within PT1H)




rId476.png
o000 examples/lifecycle-extensions - fixture data

$ python tools/lcwext.py run out/learn-sample.workflow.json tests/fixtures/trigger-leaver.json \
--cloud Global

run 1: Succeeded

POST https://graph.microsoft.com/beta/identityGovernance/lifecycleWorkflows/workflows/@d6f5blc-3a2
e-4f7d-9c1b-1e2a3b4c5d01/tasks/7ale2b3c-4d5e-4160-8a9b-0cld2e3f4a0l/taskProcessingResults/9b8c7d6e-5
f4a-4b3c-9d2e-1f@adb8c7del/resume audience=https://graph.microsoft.com operationStatus=Completed
downstream: © call(s), @ effect(s)
Lifecycle Workflows task: completed
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$ python tools/lcwext.py lint logicapp/integration.workflow.json --timeout PT1H
@ result(s); no findings
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$ python tools/lcwext.py lint logicapp/integration.workflow.json --timeout PT15M

LX-11 Finding retryPolicy worst-case retry waits (960s) reach the callback timeout PT15M
1 result(s); findings

(exit code 2)
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$ python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json \

--cloud GCCHigh --fail 503,503

run 1: Succeeded
POST https://graph.microsoft.us/v1.0/identityGovernance/lifecyclelWorkflows/workflows/@d6f5blc-3a2e

-4f7d-9clb-1e2a3b4c5d01/tasks/7ale2b3c-4d5e-4f60-8a9b-0cld2e3f4a0l/taskProcessingResults/9b8c7d6e-5f
4a-4b3c-9d2e-1f0ad9b8c7d0l/resume audience=https://graph.microsoft.us operationStatus=completed
downstream: 3 call(s), 1 effect(s)

Lifecycle Workflows task: completed
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$ python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json \
--cloud GCCHigh --fail 5@3,503,503,503,503
run 1: Succeeded
POST https://graph.microsoft.us/v1.0/identityGovernance/lifecyclelWorkflows/workflows/@d6f5blc-3a2e
-4f7d-9clb-1e2a3b4c5d01/tasks/7ale2b3c-4d5e-4f60-8a9b-0cld2e3f4a0l/taskProcessingResults/9b8c7d6e-5f
4a-4b3c-9d2e-1f0a9b8c7d0l/resume audience=https://graph.microsoft.us operationStatus=failed
downstream: 5 call(s), @ effect(s)
Lifecycle Workflows task: failed
$ python tools/lcwext.py run logicapp/integration.workflow.json tests/fixtures/trigger-leaver.json \
--cloud GCCHigh --deliveries 2
run 1: Succeeded
run 2: Failed
POST https://graph.microsoft.us/v1.0/identityGovernance/lifecyclelWorkflows/workflows/@d6f5blc-3a2e
-4f7d-9clb-1e2a3b4c5d01/tasks/7ale2b3c-4d5e-4f60-8a9b-0cld2e3f4a0l/taskProcessingResults/9b8c7d6e-5f
4a-4b3c-9d2e-1f0ad9b8c7d0l/resume audience=https://graph.microsoft.us operationStatus=completed
POST https://graph.microsoft.us/v1.0/identityGovernance/lifecyclelWorkflows/workflows/@d6f5blc-3a2e
-4f7d-9clb-1e2a3b4c5d01/tasks/7ale2b3c-4d5e-4f60-8a9b-0cld2e3f4a0l/taskProcessingResults/9b8c7d6e-5f
4a-4b3c-9d2e-1f0ad9b8c7d0l/resume audience=https://graph.microsoft.us operationStatus=completed
downstream: 2 call(s), 1 effect(s)
Lifecycle Workflows task: completed
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$ python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id \
6e3alf2b-8c4d-4e5f-9a@b-1c2d3e4f5a6b

wrote out/arm-cms-revocation.json

wrote out/extension-cms-revocation.json
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$ sed -i 's/"azureCloud": "AzureCloud"/"azureCloud": "AzureUSGovernment"/' config/integrations.json

$ python tools/lcwext.py build config/integrations.json --name cms-revocation --tenant-id \
6e3alf2b-8c4d-4e5f-9a@b-1c2d3e4f5a6b

error: cms-revocation: Learn documents the PoP policy only for Azure commercial; no values for Azure

USGovernment (research gap), so nothing is built

(exit code 1)
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$ sed -i 's/"azureCloud": "AzureUSGovernment"/"azureCloud": "AzureCloud"/' config/integrations.json
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$ python tools/lcwext.py check-extension config/integrations.json --name cms-revocation \
tests/fixtures/extension-get.json

@ result(s); no findings

$ python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation \
--extension-id cld2e3f4-a5b6-4c7d-8e9f-0alb2c3d4e@l tests/fixtures/workflow-get-leaver.json

@ result(s); no findings
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$ sed 's/"executionSequence": 3, "displayName": "CMS/"executionSequence": ©, "displayName": "CMS/' \
tests/fixtures/workflow-get-leaver.json > workflow-seq@.json

$ python tools/lcwext.py check-workflow config/integrations.json --name cms-revocation \
--extension-id cld2e3f4-a5b6-4c7d-8e9f-0alb2c3d4e@1 workflow-seq@.json

WX-03 Finding tasks 'Disable user account' doesn't run before the custom task (Book ©3
: block first)
WX-03 Finding tasks 'Revoke all refresh tokens for user' doesn't run before the custom

task (Book ©3: block first)
2 result(s); findings
(exit code 2)
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$ python -m unittest discover -s tests -v
test_access_control_turns_sas_off_and_holds_learns_pop_claims (test_extension.Builders.test_access_c

ontrol_turns_sas_off_and_holds_learns_pop_claims) ... ok
test_arm_resource_has_a_system_assigned_identity_and_the_cloud_parameters (test_extension.Builders.t
est_arm_resource_has_a_system_assigned_identity_and_the_cloud_parameters) ... ok
test_azure_government_policy_values_are_refused_until_learn_documents_them (test_extension.Builders.
test_azure_government_policy_values_are_refused_until_learn_documents_them) ... ok
test_build_writes_both_files_and_refuses_a_definition_with_findings (test_extension.Builders.test_bu
ild_writes_both_files_and_refuses_a_definition_with_findings) ... ok
test_extension_body_uses_proof_of_possession_and_learns_ranges (test_extension.Builders.test_extensi
on_body_uses_proof_of_possession_and_learns_ranges) ... ok

test_out_of_range_settings_are_refused (test_extension.Builders.test_out_of_range_settings_are_refus
ed) ... ok

test_the_documentation_placeholder_appid_is_refused (test_extension.Builders.test_the_documentation_
placeholder_appid_is_refused) ... ok

test_the_policy appid_is_the_azp_value_learn_prints (test_extension.Builders.test_the_policy_appid_i
s_the_azp_value_learn_prints) ... ok

test_each_cloud_calls_back_to_its_own_graph_on_vl (test_extension.Clouds.test_each_cloud_calls_back_
to_its_own_graph_on_vl) ... ok

test_gcc_uses_the_worldwide_graph (test_extension.Clouds.test_gcc_uses_the_worldwide_graph) ... ok
test_lint_is_clean_within_the_registry_timeout (test_extension.Definition.test_lint_is_clean_within_
the_registry_timeout) ... ok

test_retries_must_fit_inside_the_callback_timeout (test_extension.Definition.test_retries_must_fit_i
nside_the_callback_timeout) ... ok

test_the_graph_host_parameter_only takes_the_three_us_relevant_roots (test_extension.Definition.test
_the_graph_host_parameter_only_takes_the_three_us_relevant_roots) ... ok
test_trigger_schema_is_learns_schema_unchanged (test_extension.Definition.test_trigger_schema_is_lea
rns_schema_unchanged) ... ok

test_a_malformed_callback_path_is_rejected_without_any call (test_extension.Outcomes.test_a_malforme
d_callback_path_is_rejected_without_any_call) ... ok

test_a_missing_subject_is_rejected (test_extension.Outcomes.test_a_missing_subject_is_rejected) ...
ok
test_a_permanent_error_is_not_retried_and_calls_back failed (test_extension.Outcomes.test_a_permanen

t_error_is_not_retried_and_calls_back_failed) ... ok

test_a_repeat_delivery_does_the_work_once (test_extension.Outcomes.test_a_repeat_delivery_does_the_w
ork_once) ... ok

test_an_unregistered_workflow_gets_a_failed_callback_and_no_work (test_extension.Outcomes.test_an_un
registered_workflow_gets_a_failed_callback_and_no_work) ... ok
test_exhausted_retries_call_back_failed_instead_of_timing out (test_extension.Outcomes.test_exhauste
d_retries_call_back_failed_instead_of timing_out) ... ok

test_only_the_object_id_goes_downstream (test_extension.Outcomes.test_only the_object_id_goes_downst
ream) ... ok

test_run_history_hides_the_subject (test_extension.Outcomes.test_run_history_hides_the_subject) ...
ok
test_the_idempotency key is_the_task_processing_result (test_extension.Outcomes.test_the_idempotency

_key_is_the_task_processing_result) ... ok

test_transient_failures_are_retried_then_completed (test_extension.Outcomes.test_transient_failures_

are_retried_then_completed) ... ok

test_a_bearer_extension_or_one_without_authorized_apps_is_a_finding (test_extension.ReadBack.test_a_

bearer_extension_or_one_without_authorized_apps_is_a_finding) ... ok

test_a_custom_task_before_the_block is_a_finding (test_extension.ReadBack.test_a_custom_task_before_

the_block_is_a_finding) ... ok

test_a_workflow_missing_from_the_registry_is_a_finding (test_extension.ReadBack.test_a_workflow_miss

ing_from_the_registry_is_a_finding) ... ok

test_revoke_before_disable_and_stop_on_error_are_flagged (test_extension.ReadBack.test_revoke_before

_disable_and_stop_on_error_are_flagged) ... ok

test_the_extension_read_back_matches_the_registry (test_extension.ReadBack.test_the_extension_read_b

ack_matches_the_registry) ... ok

test_the_leaver_workflow_blocks_first_then_runs_the_custom_task (test_extension.ReadBack.test_the_le

aver_workflow_blocks_first_then_runs_the_custom task) ... ok

test_the_task_builder_uses_learns_definition_id_and_argument (test_extension.ReadBack.test_the_task_

builder_uses_learns_definition_id_and_argument) ... ok

test_gap_a_repeat_delivery repeats_the_work (test_learn_sample.LearnSample.test_gap_a_repeat_deliver

y_repeats_the_work) ... ok

test_gap_hard_coded_worldwide_graph_misses_a_gcc_high_tenant (test_learn_sample.LearnSample.test_gap

_hard_coded_worldwide_graph_misses_a_gcc_high_tenant) ... ok

test_gap_it_reports_completed_without_checking_anything (test_learn_sample.LearnSample.test_gap_it_r

eports_completed_without_checking_anything) ... ok

test_gap_lint_finds_what_the_runs_show (test_learn_sample.LearnSample.test_gap_lint_finds_what_the_r

uns_show) ... ok

test_gap_the_callback_path_is_used_unchecked (test_learn_sample.lLearnSample.test_gap_the_callback_pa

th_is_used_unchecked) ... ok

test_gap_work_added_before_the_callback_that_fails_leaves_no_callback (test_learn_sample.LearnSample
.test_gap_work_added_before_the_callback_that_fails_leaves_no_callback) ... ok

test_in_the_worldwide_cloud_it_resumes_the_task_with_its_managed_identity (test_learn_sample.LearnSa

mple.test_in_the_worldwide_cloud_it_resumes_the_task with_its_managed_identity) ... ok

test_the_pinned_page_holds_a_definition_that_parses (test_learn_sample.LearnSample.test_the_pinned_p

age_holds_a_definition_that_parses) ... ok

test_the_policy_appid_on_the_page_is_the_documentation_placeholder (test_learn_sample.LearnSample.te

st_the_policy appid_on_the_page_is_the_documentation_placeholder) ... ok

test_interpolation_builds_a_string_and_whole_expressions_keep_their_type (test_wdl.Expressions.test_

interpolation_builds_a_string_and_whole_expressions_keep_their_type) ... ok

test_null_interpolates_as_empty (test_wdl.Expressions.test_null_interpolates_as_empty) ... ok

test_null_safe_index_returns_null_and_strict_index_fails (test_wdl.Expressions.test_null_safe_index_

returns_null_and_strict_index_fails) ... ok

test_parameters_dynamic_index_and_coalesce (test_wdl.Expressions.test_parameters_dynamic_index_and_c

oalesce) ... ok

test_quoted_strings_escape_by_doubling (test_wdl.Expressions.test_quoted_strings_escape_by_doubling)
... ok

test_starts_and_ends_with_ignore_case_as_learn_says (test_wdl.Expressions.test_starts_and_ends_with_

ignore_case_as_learn_says) ... ok

test_unknown_function_is_refused_not_guessed (test_wdl.Expressions.test_unknown_function_is_refused_

not_guessed) ... ok

test_an_unhandled_failure_fails_the_run (test_wdl.Runs.test_an_unhandled_failure_fails_the_run) ...
ok
test_default_retry _policy_retries_retryable codes_four_times (test_wdl.Runs.test_default_retry_polic

y_retries_retryable_codes_four_times) ... ok
test_if runs_one_branch_and_terminate_stops_the_run (test_wdl.Runs.test_if_runs_one_branch_and_termi
nate_stops_the_run) ... ok

test_non_retryable_codes_are_not_retried (test_wdl.Runs.test_non_retryable_codes_are_not_retried) ..

. ok

test_parameters_are_bound_like_a_deployment (test_wdl.Runs.test_parameters_are_bound_like_a_deployme

nt) ... ok

test_retry budget (test_wdl.Runs.test_retry_budget) ... ok

test_run_after_failed_handles_a_failure (test_wdl.Runs.test_run_after_failed_handles_a_failure) ...

ok

test_unsupported_action_types_are_refused (test_wdl.Runs.test_unsupported_action_types_are_refused)
. ok

Ran 55 tests

OK
wrote out/test-build/arm-cms-revocation.json
wrote out/test-build/extension-cms-revocation.json

LX-03 Finding HTTP hard-codes graph.microsoft.com; take the Graph host from a paramet
er checked against the tenant's cloud

LX-04 Finding HTTP calls back on /beta; resume is in v1.0

LX-06 Finding HTTP uses callbackUriPath without checking it first

LX-07 Finding HTTP no callback when the work fails; Lifecycle Workflows waits out the
whole timeout

LX-08 Finding HTTP always reports 'Completed', whatever happened

LX-10 Warn [UETVERS trigger outputs (the subject's name, UPN and email) show in run hi
story; secure them

LX-10 Warn HTTP inputs or outputs not secured in run history

LX-11 Warn HTTP no explicit retryPolicy; the Default policy applies (up to 4 retri
es)

8 result(s); findings
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PS> Set-Location ../validation-kit

PS> Import-Module ./powershell/ValidationKit/ValidationKit.psdl

PS> $ctx = Get-VkRunContext -FixturePath ./tests/fixtures/fail -AsOf '2026-10-29T00:00:00Z"
-IncludeBeta

PS> (Invoke-VkCheck -CheckId VK-INT-07 -Context $ctx).Details | Format-Table Severity, Object, Issue

Severity Object ssue

Info FMP-Workstation-Baseline Imported GPO

Finding Workstation-Drive-Maps argeted in AD, migration readiness 'partial': settings Intune can
't take over

Finding Workstation-Scripts argeted in AD, migration readiness ‘error': settings Intune can't
take over

Warn Workstation-Empty argeted in AD, readiness notApplicable: confirm where its setting
s go

Finding Workstation-Printers n scope, but not imported into Group Policy analytics
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PS> Set-Location ../group-policy-as-code

PS> Import-Module ./powershell/GroupPolicyAsCode.psml

PS> . ./tests/MicrosoftSampleHarness.psl

PS> New-Item -ItemType Directory -Force ./out | Out-Null

PS> (Get-Content ./policies/fmp-sc-201-error-reporting-and-dumps.json -Raw |
ConvertFrom-Json).policy |

>> ConvertTo-Json -Depth 20 | Set-Content ./out/sc-201.json

PS> $g = New-GpcFixtureInvoke -Path ./tests/fixtures/tenant.json

PS> Invoke-MicrosoftSample -Name Import -Graph $g -Answers (Resolve-Path ./out/sc-201.json).Path |
Out-Null

PS> Invoke-MicrosoftSample -Name Import -Graph $g -Answers (Resolve-Path ./out/sc-201.json).Path |
Out-Null

PS> $g.Policies | ForEach-Object { $_['name'] }

FMP-SC-202-Sign-in-and-power

Contoso kiosk lockdown (portal)

FMP-SC-201-Error-reporting-and-dumps

FMP-SC-201-Error-reporting-and-dumps

PS> $g.Calls | Format-Table Method, Uri

Method Uri

POST https://graph.microsoft.com/beta/deviceManagement/configurationPolicies

POST https://graph.microsoft.com/beta/deviceManagement/configurationPolicies
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PS> $plan = Get-GpcMovePlan -Invoke (New-GpcFixtureInvoke -Path ./tests/fixtures/tenant.json)
PS> $plan | Format-Table Gpo, Setting, Scope, Disposition

Gpo Setting

Disposition

FMP-Workstation-Baseline Disable Windows Error Reporting

Candidate
FMP-Workstation-Baseline Allow crash dump
Candidate
FMP-Workstation-Baseline Allow live dump
Candidate

FMP-Workstation-Baseline Sign-in and lock last interactive user automatically after a restart
Candidate
FMP-Workstation-Baseline Allow hibernate

Conflict

FMP-Workstation-Baseline Inbound rule: Contoso line-of-business app
EndpointSecurity

FMP-Workstation-Baseline Configure Windows NTP Client

NotSupported

FMP-Workstation-Baseline Turn off Internet Explorer 11 First Run
Deprecated
Workstation-Power Allow hibernate

Conflict
Workstation-Power Prohibit access to Control Panel and PC settings
Candidate

Workstation-Drive-Maps Drive map H: to the home share on fs@l.contoso.example
NotSupported

.Invoke

Scope

device

device

device

device

device

device

device

user

device

user

user
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PS> Test-GpcLibrary -Library (Read-GpcLibrary -Path ./policies) -Plan $plan | Format-List
Severity : Info

Rule : GPC-08
File : fmp-sc-202-sign-in-and-power.json
Issue : Setting device_vendor_msft_policy_config_power_allowhibernate has conflicting GPO values

(FMP-Workstation-Baseline=Disabled; Workstation-Power=Enabled); decision DR-0105 picks the value
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PS> pwsh ./powershell/Invoke-GpcSync.psl -FixturePath ./tests/fixtures/tenant.json -WithPlan
DryRun against https://graph.microsoft.com (2 library file(s))

Severity Rule File Issue

Info GPC-08 fmp-sc-202-sign-in-and-power.json Setting device_vendor_msft_policy_config_power_all
owhibernate has conflicting GPO values (FMP-Workstation-Baseline=Disabled; Workstation-Power=Enabled
); decision DR-0105 picks the value

Create FMP-SC-201-Error-reporting-and-dumps

NoChange FMP-SC-202-Sign-in-and-power

PS> pwsh ./powershell/Invoke-GpcSync.psl -FixturePath ./tests/fixtures/tenant.json -Apply
Apply against https://graph.microsoft.com (2 library file(s))

Created FMP-SC-201-Error-reporting-and-dumps

NoChange FMP-SC-202-Sign-in-and-power
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PS> Get-Content ./
Scopes : {DeviceM
Created : {0000000
PS> pwsh ./powersh

-Cloud gcchigh
DryRun against htt

Severity Rule Fi
Info GPC-08 fm
owhibernate has co
); decision DR-010

Create FM
NoChange FM
PS> pwsh ./powersh
-Cloud usgov
Invoke-GpcSync.psl
ong to the set "gc
hat is in the set
(exit code 1)

examples/group-policy-as-code - fixture data

out/sync-record.json -Raw | ConvertFrom-Json | Format-List Scopes, Created
anagementConfiguration.ReadWrite.All}

0-0000-4000-9000-000000000001 }

ell/Invoke-GpcSync.psl -FixturePath ./tests/fixtures/tenant.json -WithPlan

ps://graph.microsoft.us (2 library file(s))

le Issue

p-sc-202-sign-in-and-power.json Setting device_vendor_msft_policy_config_power_all
nflicting GPO values (FMP-Workstation-Baseline=Disabled; Workstation-Power=Enabled
5 picks the value

P-SC-201-Error-reporting-and-dumps
P-SC-202-Sign-in-and-power
ell/Invoke-GpcSync.psl -FixturePath ./tests/fixtures/tenant.json -WithPlan

: Cannot validate argument on parameter 'Cloud'. The argument "usgov" does not bel
c,global,gcchigh,dod" specified by the ValidateSet attribute. Supply an argument t
and then try the command again.
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PS> $f = './policies/fmp-sc-202-sign-in-and-power.json"'

PS> (Get-Content -Raw $f).Replace(’'power_allowhibernate_@', 'power_allowhibernate_1') |
Set-Content -NoNewline $f

PS> pwsh ./powershell/Invoke-GpcSync.psl -FixturePath ./tests/fixtures/tenant.json -WithPlan

DryRun against https://graph.microsoft.com (2 library file(s))

Severity Rule File Issue

Info GPC-08 fmp-sc-202-sign-in-and-power.json Setting device_vendor_msft_policy_config_power_all
owhibernate has conflicting GPO values (FMP-Workstation-Baseline=Disabled; Workstation-Power=Enabled
); decision DR-0105 picks the value

Create FMP-SC-201-Error-reporting-and-dumps
Drift FMP-SC-202-Sign-in-and-power: changes device_vendor_msft_policy config_power_allowhi
bernate

(exit code 2)
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PS> pwsh ./powershell/Invoke-GpcSync.psl -FixturePath ./tests/fixtures/tenant.json -Apply
Apply against https://graph.microsoft.com (2 library file(s))

Create FMP-SC-201-Error-reporting-and-dumps
Drift FMP-SC-202-Sign-in-and-power: changes device_vendor_msft_policy config_power_allowhi
bernate

(exit code 2)
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PS> (Get-Content -Raw $f).Replace(’'power_allowhibernate_1', 'power_allowhibernate_0') |
Set-Content -NoNewline $f
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PS> Invoke-Pester ./tests

Starting discovery in 2 files.
Discovery found 46 tests.

Running tests.

[+] tests/GroupPolicyAsCode.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl
Tests completed

Tests Passed: 46,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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$ python python/workflow_lint.py --learn-samples
Learn sample 1: 5 finding(s), 4 warning(s)

Find
Warn

ing W
W

F-02 on: No schedule trigger (triggers: push): drift checks must run without a person
F-03 permissions: No workflow-level permissions block: a job without its own block gets

the repository's default token permissions

Warn

Wi

F-11 concurrency: No concurrency group: a slow run and the next scheduled run can overla

p and compare against each other

Warn
ends o
Warn
Find
Find
(v3)
Find
Find

W
n the
W
ing W
ing W

ing W
ing W

F-10 jobs.test: The job that signs in names no environment: the token's subject then dep
branch or event, and a federated credential matches one subject exactly

F-11 jobs.test: No timeout-minutes

F-05 jobs.test.steps[@]: azure/login@v2 isn't pinned to a full commit SHA

F-08 jobs.test.steps[@]: azure/login@v2: an older major version than the pinned release

F-05 jobs.test.steps[1]: azure/cli@v2 isn't pinned to a full commit SHA
F-09 jobs.test.steps[1]: azcliversion: latest; the tool version changes under the eviden

ce without a review
Learn sample 2: 7 finding(s), 4 warning(s)

Find
Warn

ing W
W

F-02 on: No schedule trigger (triggers: push): drift checks must run without a person
F-03 permissions: No workflow-level permissions block: a job without its own block gets

the repository's default token permissions

Warn

Wi

F-11 concurrency: No concurrency group: a slow run and the next scheduled run can overla

p and compare against each other

Warn
ends o

Warn
Find
Find
(v3)
Find
Find

ce without a review

Find
Find
e with
Learn
Find

W
n the
W
ing W
ing W

ing W
ing W

ing W
ing W
out a

F-10 jobs.test: The job that signs in names no environment: the token's subject then dep
branch or event, and a federated credential matches one subject exactly

F-11 jobs.test: No timeout-minutes

F-05 jobs.test.steps[@]: azure/login@v2 isn't pinned to a full commit SHA

F-08 jobs.test.steps[@]: azure/login@v2: an older major version than the pinned release

F-05 jobs.test.steps[1]: azure/cli@v2 isn't pinned to a full commit SHA
F-09 jobs.test.steps[1]: azcliversion: latest; the tool version changes under the eviden

F-05 jobs.test.steps[2]: azure/powershell@v2 isn't pinned to a full commit SHA
F-09 jobs.test.steps[2]: azPSVersion: latest; the tool version changes under the evidenc
review

sample 3: 1 finding(s), © warning(s)

ing W

F-01 file: Not valid YAML (mapping values are not allowed here); a workflow file that do

esn't parse can't run
(exit code 2)
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$ python python/workflow_lint.py workflow/drift-pipeline.yml
workflow/drift-pipeline.yml: @ finding(s), © warning(s)
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$ python python/drift_pipeline.py cloud --name dod

"audience": "api://AzureADTokenExchangeUSGov",
"authority": "https://login.microsoftonline.us",
"azure_environment": "AzureUSGovernment",
"graph": "https://dod-graph.microsoft.us",
"mg_environment": "USGovDoD",

"name": "dod"

}
$ python python/drift_pipeline.py cloud --name usgov

error: unknown cloud 'usgov'; expected one of gcc, gcchigh, dod
(exit code 1)
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$ PREV=tests/fixtures/runs/previous/2026-10-28-0617-fixture-runner-fixture

$ CURR=tests/fixtures/runs/current/2026-10-29-0617-fixture-runner-fixture

$ P="--provenance hcm-entra=tests/fixtures/provenance/hcm-entra/provenance.json --provenance \
machine-configuration=tests/fixtures/provenance/machine-configuration/provenance.json \
--provenance dynamic-rules=tests/fixtures/provenance/dynamic-rules/check-results.json"

$ python python/drift_pipeline.py compare --current $PREV --out out/dayl

{"baseline": true, "counts": {"changed": @, "detail_only": @, "new": 10, "resolved": @, "unchanged":

0, "unverified": @}, "drift": true}

(exit code 2)

$ python python/drift_pipeline.py package --kit-run $PREV --diff out/dayl/drift-report.json $P \
--out out/evidence

{"evidence_manifest_sha256": "6d9fffbc86009c18673ea37a3a5ed3805541331a8e921955380c1b1143374cd1", "pa

ckage": "2026-10-28-0617-fixture-runner-fixture"}
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$ python python/drift_pipeline.py compare --previous $PREV --current $CURR --out out/day2
{"baseline": false, "counts": {"changed": 1, "detail only": 1, "new": 3, "resolved": 1, "unchanged":
6, "unverified": 2}, "drift": true}

(exit code 2)

$ cat out/day2/drift-summary.md

# Drift report

Current run **2026-10-29-0617-fixture-runner-fixture** (gcc, Fixture); previous run **2026-10-28-061
7-fixture-runner-fixture**.

New 3, resolved 1, changed 1, detail only 1, unchanged 6, unverified checks 2.

| Check | Before | After

=== feoe] =]

| VK-CA-01 | Pass | Fail

| VK-NPI-©3 | Fail | Error

| VK-PIV-01 | Pass | not run |

Object names are in drift-report.json, which goes to the evidence store, not to the issue tracker.
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$ python python/drift_pipeline.py issues --diff out/day2/drift-report.json --out \
out/day2/issues.json
{"close": 2, "comment": @, "open": 6}
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$ grep -c "gina@contoso.example" out/day2/issues.json
]

(exit code 1)

$ grep -c "00000000-0000-4000-8000-000000000011" out/day2/issues.json
1
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$ python python/drift_pipeline.py package --kit-run $CURR --diff out/day2/drift-report.json $P \
--previous-manifest out/evidence/2026-10-28-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json \
--out out/evidence

{"evidence_manifest_sha256": "©932f@a3cd710c19bdfce@5ff4f7595bf2d8d5e3b652921223d12fa49aadabee™, "pa

ckage": "2026-10-29-0617-fixture-runner-fixture"}

$ python python/drift_pipeline.py verify out/evidence/2026-10-29-0617-fixture-runner-fixture

{"evidence_manifest_sha256": "©932f@a3cd710c19bdfce@5ff4f7595bf2d8d5e3b652921223d12fa49aadabee™, "fi

les": 16, "run_id": "2026-10-29-0617-fixture-runner-fixture"}

$ (cd out/evidence/2026-10-29-0617-fixture-runner-fixture & sha256sum -c --quiet SHA256SUMS)
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$ python -c "import json; m = \
json.load(open( 'out/evidence/2026-10-29-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json')); \
print(m[ 'previous’]['evidence_manifest_sha256']); print(m['tenant_id'])"
6d9fffbc86009c18673ea37a3a5ed3805541331a8e921955380c1b1143374cdl
11111111-1111-4111-8111-111111111111
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$ echo "edited after packaging" >> \
out/evidence/2026-10-29-0617-fixture-runner-fixture/drift/drift-summary.md

$ python python/drift_pipeline.py verify out/evidence/2026-10-29-0617-fixture-runner-fixture

error: out/evidence/2026-10-29-0617-fixture-runner-fixture: drift/drift-summary.md doesn't match its

SHA-256

(exit code 1)
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o000 examples/drift-pipeline - fixture data

$ python python/drift_pipeline.py compare --previous $CURR --current $PREV --out out/swapped

error: the current run (2026-10-28T06:17:00Z) isn't later than the previous one (2026-10-29T06:17:00
7)

(exit code 1)
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o000 examples/drift-pipeline - fixture data

$ python -m pytest tests -q
[ 50%]
[100%]

142 passed




rId894.png
o000 examples/drift-pipeline - fixture data

$ python python/drift_pipeline.py package --kit-run $CURR --diff out/day2/drift-report.json $P \
--previous-manifest \

out/evidence/2026-10-28-0617-fixture-runner-fixture/EVIDENCE-MANIFEST.json --out out/clean

{"evidence_manifest_sha256": "©932f@a3cd710c19bdfce@5ff4f7595bf2d8d5e3b652921223d12fa49aadabee™, "pa

ckage": "2026-10-29-0617-fixture-runner-fixture"}

$ python python/oscal_export.py export --package out/clean/2026-10-29-0617-fixture-runner-fixture \
--acceptances oscal/tests/fixtures/acceptances.json --out out/oscal

{"oscal_version": "1.2.3", "poam_items": {"actionable_drift": 10, "governed_exception”: 1, "lapsed_a

cceptance": 1, "resolved": 1}}

$ python python/oscal_export.py validate out/oscal/assessment-results.json out/oscal/poam.json

out/oscal/assessment-results.json: valid

out/oscal/poam.json: valid

$ python -m pytest oscal/tests -q
[100%]

17 passed
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o000 examples - fixture data

PS> $map = Import-PowerShellDataFile ./hcm-entra/config/csv2scim/AttributeMapping.psdl

PS> ./third_party/csv2scim/src/CSV2SCIM.psl -Path
./hcm-entra/tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map
-ValidateAttributeMapping

True

PS> ./third_party/csv2scim/src/CSV2SCIM.psl -Path
./hcm-entra/tests/fixtures/hcm_extract_sample.csv -AttributeMapping $map ~

>> -ScimSchemaNamespace 'urn:ietf:params:scim:schemas:extension:contoso:1.0:User' >
baseline.json

PS> python -c "import json; [print(o['data’]['externalld'] or '(empty)', o['data’]['active']) for
o in json.load(open('baseline.json', encoding="utf-8-sig'))['Operations’']]"

100000 True

100001 True
100002 True
100003 False
100004 True
100005 True
100006 True
100007 True

(empty) True
12345678901234567 True

100008 True
100008 False
100009 True
100010 False
100011 True
100013 False
100014 True
100015 True

100016 True
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o000 examples - fixture data

$ cd hcm-entra

$ python python/hcm_to_scim.py --extract tests/fixtures/hcm_extract_sample.csv --as-of 2026-10-25 \
--out out

{"counts": {"ready": 9, "quarantined": 9, "superseded": 1}, "batches": 1, "disables": 3, "held": fal

se, "hold_reason": ""}

(exit code 2)

$ pwsh -File powershell/Invoke-HcmToScim.psl -Extract tests/fixtures/hcm_extract_sample.csv -AsOf \
2026-10-25 -Out out-ps

{"counts":{"ready":9,"quarantined":9, "superseded":1}, "batches":1,"disables":3,"held":false, "hold_rea

son":""}

(exit code 2)




