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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
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[bookmark: _Toc00000633]Status — draft book
This book is new material, written for the Zero Trust Assessment closure update of November 2026, and every page is a draft awaiting the editor’s review. It isn’t part of Release 2.0, the baseline edition (Status labels). Every external claim was checked against a primary source on November 11, 2026, Microsoft Learn first for product behavior, licensing and government-cloud availability, and each chapter keeps its verification log in the repository. Purview features differ a great deal between the commercial cloud, GCC, GCC High and DoD, and change often: each chapter states availability per feature from Learn as read on that date, and says “not yet specified” where Learn is silent. The commands are taken from Learn and haven’t been run against a production tenant; run them against a test tenant first.
An agency that has hardened identity, devices and the network still lets a legitimate user on a compliant device send a file to an approved destination, whatever the file holds. Nothing upstream said what the payload was. Book 20 is the workbook’s home for the Zero Trust data pillar: deciding what the agency’s data classes are and who owns them, turning them into sensitivity labels that travel with the content, encrypting what has to stay protected outside the tenant and keeping a tested way back into it, stopping sensitive data from leaving through DLP, finding what users didn’t label, watching it through audit and insider risk, and governing what AI assistants can reach. It is engineered with Microsoft Purview, and every procedure follows the workbook’s implementation conventions: the five control states, the How-section template, authority labels, the evidence checklist, change safety and the Zero Trust mapping block (Book 00, Appendix D).
Book 20 links where another book already owns the subject. The federal CUI framework and its mapping to labels, the label taxonomy as code, the first DLP baseline and the three meanings of “customer-managed key” are in Book 12, Chapter 09; the data platform and the SQL Server estate are Book 06; telemetry, detection and the evidence contract are Book 12; authorization, privacy and the control crosswalk are Book 14.
[bookmark: _Toc00000634]Why, what, who, how
	
	Question
	Chapters

	Why
	Why does protection have to travel with the data, and what has to be decided first?
	01

	What
	The reference architecture and the sensitivity label design
	02

	How
	Publishing and defaults, containers, Rights Management, message encryption, SharePoint and OneDrive, DLP, auto-labeling, audit and insider risk, and AI data security
	03, 04, 05, 06, 07, 08, 09, 10, 11

	Who
	Who operates it, and what an assessor can inspect
	12, Appendix A


[bookmark: _Toc00000635]The book’s required artifacts
Where to find each required artifact
	Artifact
	Where

	Reference architecture diagram, with trust boundaries and control planes
	Chapter 02

	Decision record template, with license, cloud availability, prerequisite and compensating-control fields
	Chapter 01

	Implementation checklist, with pilot, enforcement, rollback, exception and validation steps
	Chapter 12

	RACI: policy owner, platform owner, operator, security monitor, help desk and assessor
	Chapter 12

	Evidence catalog: configuration, test, operational, exception and reassessment artifacts
	Chapter 12

	Metrics of protected coverage and control effectiveness
	Chapter 12


[bookmark: _Toc00000636]Reading paths
· CIOs, CISOs and data owners (20 minutes): Chapters 01 and 12, and the reference architecture in Chapter 02.
· Purview and Microsoft 365 engineers: Chapters 02 to 09, in order.
· Records officers and privacy officials: Chapters 01, 05 and 10, with Book 14, Chapter 08.
· Security operations: Chapters 08, 10 and 12, with Book 12.
· AI program owners: Chapter 11, with Book 17.
· ISSOs and assessors: Chapter 12 and Appendix A, with Book 11, Chapter 10 for the closure chain.
[bookmark: _Toc00000637]Where this book sits in the workbook
This is Book 20 of the Federal Modernization Workbook. It owns the data pillar of the agency’s Zero Trust program (Book 11). The groups that labels grant rights to come from the identity lifecycle in Book 03; Conditional Access, PIM and emergency access are Book 04; managed and onboarded devices are Book 05; drift detection is Book 13; the help desk is Book 15; user training on labels and encrypted mail is Book 16; and identities for AI agents are Book 17.
[bookmark: _Toc00000638]Version and revision history
This book has not been published in an edition yet. Each edition is kept, with its Word editions, decks and videos, on the Archive page. Every change so far is in the commit history.
[bookmark: _Toc00000639]Chapter 01 — Data Inventory and Classification
Identity, device and network controls decide who reaches a file; only a classification decided in advance can say what the file is, and that decision has to be written down before a single label is published.
[bookmark: _Toc00000640]In this chapter
Why the data pillar needs its own engineering book, and why it starts with decisions, not settings. The agency’s authoritative data classes and the handling outcome each one needs; the owner who answers for each class; and the federal overlay decisions (CUI categories, Privacy Act records, federal records, the FIPS 199 impact level) that shape the classes. How to find where sensitive data already sits, with Microsoft Purview’s data classification tools and the exact export commands. Licensing and government-cloud availability as dependencies, not findings. And the decision record template that every later chapter fills in.
A Zero Trust program usually builds the identity, device and network pillars first, because they are where the attacks it hears about begin. Book 04 decides who may sign in and to what, Book 05 whether the device is healthy, and Book 09 which paths the traffic may take. Each of those controls passes a legitimate user on a compliant device sending a file to an approved destination, whatever the file holds. Book 12, Chapter 09 calls this the classification gap: nothing upstream said what the payload was. CISA’s Zero Trust Maturity Model makes the same point from the other side, with a Data pillar whose functions are data inventory management, data categorization, data availability, data access and data encryption.1
Book 20 is the workbook’s home for that pillar: classification, sensitivity labels, encryption, data loss prevention (DLP), audit, insider risk and AI data security, engineered with Microsoft Purview. It links instead of repeating where another book already owns a subject. Book 12, Chapter 09 explains the federal CUI framework and maps it to a label taxonomy; Book 06 owns the data platform, the SQL Server estate and its identities; Book 14 owns authorization, privacy controls and the control crosswalk; and Book 12 owns telemetry, detection and the evidence contract. Book 20 turns those into a deployed, tested and operated set of controls, chapter by chapter, using the workbook’s implementation conventions (Book 00, Appendix D).
This chapter is the Why. It argues that the first deliverable is a set of written decisions, not a label policy, and it ends with the template that records them.
[bookmark: _Toc00000641]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Inventory Management; Data Categorization)
· Depends on: Identity, for the owners and the groups each class names (Book 03, Book 04); the authorization boundary and the system’s FIPS 199 categorization (Book 14, Appendix F)
· Attack chain interrupted: Collection and Exfiltration, indirectly: nothing downstream can block or encrypt a class of data nobody defined
Control states. 
	State
	This page
	Evidence

	Designed
	The authoritative data classes, The federal overlay decisions
	The class register and a signed decision record for each class (template)

	Configured
	Not applicable: this chapter configures nothing; the classes become labels in Chapter 02
	—

	Enforced
	Not applicable: enforcement is in Chapters 03 to 11
	—

	Evidenced
	Inventory: find where the data already is
	The dated inventory export and its summary by class and location

	Operated
	Keeping the classes current
	The annual class review record and the inventory re-run


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000642]Why protection has to travel with the data
Three properties of the agency’s data make perimeter thinking fail for it.
· The data moves more than the people. A record leaves the system of record as an export, becomes an attachment, lands in a OneDrive folder, is pasted into a chat and summarized by an AI assistant. Each copy is a new object that inherits none of the original system’s access controls.
· Access is granted to containers, not to content. Read access to a site is read access to everything in it (Book 12, Chapter 09). A Privacy Act record and a cafeteria menu in the same library get the same policy.
· The agency can’t protect what it hasn’t named. A DLP rule needs a condition, an auto-labeling policy needs a target label, and an encryption setting needs to know whom to grant rights to. Every one of those inputs is a decision about a class of data.
Microsoft’s sensitivity label is the mechanism that lets protection travel. It is stored in clear text in the file’s or message’s metadata, so other services can read it, and it is persistent: it stays with the content wherever it is saved or stored.2 Encryption applied by a label goes with the content as well. But the label is only as good as the class it stands for. A taxonomy built from product defaults (“General”, “Confidential”, “Highly Confidential”) without a federal class behind each label gives users a choice they can’t make correctly and gives DLP a condition that means nothing to an assessor.
NIST’s control catalog draws the same line between knowing and protecting. AC-16 associates security and privacy attributes with information; MP-3 marks media with its distribution limitations and handling caveats; CM-12 asks the organization to identify and document where specified information is processed and stored; and RA-2 has it categorize the system and the information it processes, with the result documented and approved.3 None of those is satisfied by a product setting. They begin with the agency deciding what its classes are. 
[bookmark: _Toc00000643]The authoritative data classes
A data class is the agency’s name for a kind of information that needs one handling outcome. It is narrower than a FIPS 199 impact level, which applies to a whole information type or system, and broader than a sensitive information type, which is a pattern a classifier detects. The class register is the authoritative list. It has one row per class, and every later artifact (a label, a DLP rule, an auto-labeling policy, a retention label) cites the class it serves.
The class register (design)
	Field
	What it records
	Example (illustrative)

	Class ID
	A stable identifier used by every artifact
	DC-03

	Name
	The name users will see as the label
	CUI Basic

	Definition
	What belongs in the class, in the words of the authority
	Information the CUI Registry lists under a basic authority

	Authority
	The law, regulation, policy or program decision that creates the class
	32 CFR Part 2002; the CUI Registry entry

	Handling outcome
	What must happen to it: who may open it, whether it may leave, how it is marked, how long it is kept
	Encrypted to the agency’s tenant; banner CUI; no external send without an approved exception

	Data owner
	The accountable official who decides handling questions for the class
	The CUI program manager (policy owner)

	Detection
	How the class is recognized: user choice, a sensitive information type, a trainable classifier, a system of record
	User choice, plus auto-labeling for Social Security numbers

	Locations
	Where the class is known or expected to live
	HR sites, case-management exports

	Review date
	When the owner last confirmed the row
	2026-11-11


Keep the register small. Microsoft’s guidance is to keep the number of labels to a minimum, and it reports that effectiveness drops noticeably when users see more than five main labels or more than five sublabels under one.2 The program’s starting set follows the CUI-based taxonomy in Book 12, Chapter 09: Public, Internal (uncontrolled, not cleared for release), CUI Basic, a CUI Basic sublabel with a category marking where agency policy requires one, and one CUI Specified sublabel per specified authority the agency actually holds. Chapter 02 turns those classes into labels.
Each class needs a handling outcome that a control can enforce. “Sensitive” isn’t an outcome; “encrypted so that only the named authorized-holder group can open it, never sent outside the tenant, printed only from a managed device” is. Write the outcome as the sentence an assessor would test.
Authority: Risk-based recommended (the program’s position, for the risk that labels and DLP rules are built on classes nobody defined). The small-taxonomy guidance is Microsoft-recommended (Microsoft Learn, “Learn about sensitivity labels,” accessed Nov 11, 2026). Applies: All tenants.
Who owns a class
Every class has a data owner: an official, not an administrator, who decides its handling and approves exceptions. The owner is the RACI’s policy owner for that class (Chapter 12). The Purview administrators are the platform owner and operator; they configure what the owner decides and never decide it themselves. Typical owners are the CUI program manager for the CUI classes, the senior agency official for privacy for classes built on Privacy Act records (Book 14, Chapter 08), and the agency records officer for retention outcomes. A class whose owner has left is a class nobody can approve an exception for; the annual review below catches it.
[bookmark: _Toc00000644]The federal overlay decisions
A commercial tenant can choose any taxonomy. A federal agency inherits several decisions from law and policy, and the class register has to record each one explicitly, with its source, before Chapter 02 builds labels on it.
The federal overlay decisions each class records
	Decision
	What decides it
	What the register records
	Where the workbook covers it

	Which CUI categories the agency holds, and whether each authority is Basic or Specified
	32 CFR Part 2002 and the CUI Registry, applied by the agency’s CUI program4
	One row per category held, with its banner marking
	Book 12, Chapter 09

	Whether category markings are used for CUI Basic
	Agency policy: optional for Basic, mandatory for Specified4
	Whether the CUI Basic class has category sublabels
	Book 12, Chapter 09

	Which records are Privacy Act records, and the systems of records they belong to
	The Privacy Act and the agency’s system of records notices
	Which classes carry PII and which owner answers for them
	Book 14, Chapter 08

	How long each class is kept
	The agency’s records schedules under the Federal Records Act
	The retention outcome, owned by the records officer; a label never expires federal records by default (Book 12, Chapter 09)
	This book, Chapter 12

	The impact level of the system that holds each class
	FIPS 199 categorization, with NIST SP 800-60 for information types; CUI Basic sets a confidentiality floor of moderate54
	The system each class lives in, and its categorization
	Book 14, Appendix F

	Which cloud the class may live in
	The authorization boundary and the tenant’s cloud (commercial, GCC, GCC High or DoD)
	Whether any class needs a cloud the agency doesn’t have
	Book 10


Two rules follow from 32 CFR Part 2002 and are worth stating where the classes are designed. Agencies may not create their own controls for unclassified information outside the CUI program, so an “Internal” class carries no dissemination legend of its own; and authorized holders who designate CUI may not use alternative markings.4 The label names in Chapter 02 therefore use the CUI Registry’s markings, not house terms such as “For Official Use Only”, for anything that is CUI.
Authority: Mandated for CUI marking and handling (32 CFR Part 2002, §2002.20(b)); Mandated for categorization (FIPS 199, applied through RA-2). The way the register records them is the program’s design. Applies: All federal tenants. Environment-dependent: a class whose authority requires a higher-impact environment (for example GCC High) can’t be held in a tenant that lacks it, whatever the label says.
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Classes are decided from authority; the inventory shows where the data already sits, so the rollout can start where the risk is. Microsoft Purview’s data classification tools index Exchange, SharePoint, OneDrive and Teams content for sensitive information types, trainable classifier matches, sensitivity labels and retention labels. Content explorer (now also called data explorer) shows a snapshot of the items that carry a label or match a classifier, and the activity explorer shows what users did with them.67 The structured data estate (SQL Server and other databases) is out of this inventory’s reach; Book 06 carries the data platform’s own inventory.
Read access to content explorer is deliberately narrow. Two role groups grant it: Content Explorer List Viewer (data explorer: Data Explorer List viewer) shows each item and its location, and Content Explorer Content Viewer also shows the item’s contents and file names, which can themselves be sensitive. They are independent and not cumulative, and they supersede the permissions on the items themselves.6 Every use is audited (LabelContentExplorerAccessedItem and related operations).8 The program grants List Viewer to the operator who runs the inventory and keeps Content Viewer as an eligible, approved assignment for investigations.
The procedure exports a dated inventory, one sensitive information type or label at a time, which is how Microsoft recommends scripting the export.9
1. Connect to Security & Compliance PowerShell with an account in the Content Explorer List Viewer role group. Placeholders used in this book: <admin-upn> is the operator’s sign-in name; <label-name> a label’s name; contoso.example the agency’s domain. Commands were checked against Microsoft Learn on Nov 11, 2026; run them against a test tenant first.
· # Commercial or GCC:
Connect-IPPSSession -UserPrincipalName <admin-upn>
# GCC High:
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
# DoD:
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://l5.ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
· The GCC High and DoD values are the ones Learn gives for an interactive sign-in.10
1. List the sensitive information types the tenant can detect, and save the list with the date.
· $stamp = Get-Date -Format 'yyyy-MM-dd'
New-Item -ItemType Directory -Force -Path ".\inventory-$stamp" | Out-Null
Get-DlpSensitiveInformationType | Select-Object Name, Id, Publisher |
  Export-Csv ".\inventory-$stamp\sit-catalog.csv" -NoTypeInformation -Encoding UTF8
1. Export every item that matches one sensitive information type at high confidence, workload by workload. The example uses the built-in Social Security number type; repeat the block for each type the class register names in its Detection column, and for each workload value Learn’s examples use: EXO (Exchange), ODB (OneDrive) and SharePoint. Content explorer coverage of Teams data is still in development in the government clouds (table below).
· $tag      = 'U.S. Social Security Number (SSN)'
$workload = 'SharePoint'
$report   = @()
$page     = Export-ContentExplorerData -TagType SensitiveInformationType -TagName $tag -ConfidenceLevel high -Workload $workload -PageSize 1000
$report  += $page[1..$page[0].RecordsReturned]
while ($page[0].MorePagesAvailable) {
  $page    = Export-ContentExplorerData -TagType SensitiveInformationType -TagName $tag -ConfidenceLevel high -Workload $workload -PageSize 1000 -PageCookie $page[0].PageCookie
  $report += $page[1..$page[0].RecordsReturned]
}
$report | Export-Csv ".\inventory-$stamp\$($workload)-$($tag -replace '[^\w]','_').csv" -NoTypeInformation -Encoding UTF8
· The first array element carries TotalCount, MorePagesAvailable, RecordsReturned and PageCookie; records start at element 1. The session token expires after about an hour, so reconnect and restart from the last page cookie if a long export fails.9
1. Export what already carries each label, so the rollout can see what users have labeled by hand. Learn’s reference page shows only the SensitiveInformationType tag type in its examples and doesn’t list the accepted values, so confirm the Sensitivity value used below on a test tenant before relying on the count.
· Get-Label | Select-Object Name, DisplayName, Guid, Priority |
  Export-Csv ".\inventory-$stamp\labels.csv" -NoTypeInformation -Encoding UTF8
$label = '<label-name>'
$page  = Export-ContentExplorerData -TagType Sensitivity -TagName $label -PageSize 1000
$page[0] | Select-Object TotalCount
1. Summarize the exports by class and location (site, mailbox, team) in the class register’s Locations column. The summary, not the raw export, goes to the data owners: the raw files list sensitive item names and are themselves sensitive. Store the raw export where only the operator and the investigators can read it, and keep it as evidence for the period Chapter 12 sets.
Counts in content explorer can take up to seven days to update, and up to 14 days for files in SharePoint, so a label applied today won’t show in today’s export.6 Treat the inventory as a snapshot with a date, not a live measure.
Authority: Microsoft-recommended for the one-type-per-script export pattern (Microsoft Learn, “Export-ContentExplorerData,” accessed Nov 11, 2026). The inventory itself is risk-based recommended, and it supports CM-12 (information location) and PM-5(1) (inventory of personally identifiable information) as evidence; the agency still sets their parameters. Applies: License-dependent: content explorer and activity explorer require E5/A5/G5-level licensing (Microsoft 365 E5/A5/G5, the E5 Compliance or Information Protection & Governance add-ons, or Office 365 E5); E3/A3/G3 tenants keep the underlying data aggregation but not the explorer interfaces.7 A tenant without the license runs the inventory with the inventory tools it has (for example the Information Protection scanner for file shares, which Learn lists for E3) and records the gap as a licensing decision, not a failed control (Book 11, Chapter 10).
Government-cloud availability for the inventory

Inventory features by cloud, read Nov 11, 2026
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Data classification analytics: overview and content explorer
	Available
	Available
	Available
	Available
	Learn government Purview planning pages111213

	Content explorer includes Teams data
	Not yet specified
	In development
	In development
	In development
	Same pages

	Activity explorer
	Available
	Available
	Available
	Available
	Same pages

	Exact data match sensitive information types
	Available
	Available
	Available
	Available
	Same pages

	Named entity sensitive information types
	Not yet specified
	In development
	On engineering backlog
	In development
	Same pages

	Unified labeling client and scanner (file shares)
	Available
	Available
	Available
	Available
	Same pages



Microsoft notes that the status on the government pages is subject to change.11 Where the government pages list a feature as in development, the inventory for that workload uses the methods that are available and the decision record says so.
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The classes change when the agency’s authorities change: a new CUI category is added to the registry or adopted by the agency, a system of records notice is published, a records schedule is revised, or a mission adds a kind of data the register doesn’t cover. Three practices keep the register honest.
· An annual review by each data owner, recorded in the register’s Review date column, with the inventory re-run beforehand so the owner sees where the class lives now.
· A change trigger on any new CUI category, system of records notice or records schedule, routed to the platform owner through change control (Chapter 12).
· No orphan artifacts. Every label, DLP rule and auto-labeling policy cites a class ID; an artifact whose class was retired is removed through change control, and a class with no artifact is either not yet built or no longer needed.
[bookmark: _Toc00000647]Decision record template
Every enforceable control in this book starts with a decision record. The template carries the fields the closure update asks for (license, cloud availability, prerequisite and compensating control) and the ones an assessor needs to trace the decision to its evidence. Keep one record per decision in the agency’s document repository; the Designed state of each control points to it.
# Decision record: <DR-ID> — <short title>

| Field | Entry |
|---|---|
| Decision | <what is decided, in one sentence> |
| Class(es) served | <class IDs from the class register> |
| Chapter | <Book 20 chapter that implements it> |
| Authority label | <Mandated / Microsoft-recommended / Risk-based recommended / Optional>, with the source and passage or the stated risk |
| Applicability | <all tenants / License-dependent: … / Environment-dependent: …> |
| License required | <the plan or add-on, from the Learn service description, with the date read; who holds it; how many users it must cover> |
| Cloud availability | Commercial: <status> · GCC: <status> · GCC High: <status> · DoD: <status> — source page and date read; "not yet specified" where Learn is silent |
| Preview or GA | <GA / preview, and the date checked> |
| Prerequisites | <what must exist first, with links: services activated, groups, roles, client versions> |
| Options considered | <the alternatives, and why each was or wasn't chosen> |
| Compensating control | <what stands in where the license, the cloud or a prerequisite is missing; its owner; when it is reviewed> |
| Exclusions | <who or what is excluded, why, and the approver; emergency access accounts where the control can block access> |
| Residual risk | <what remains, and who accepts it> |
| Rollback | <the step back and who can run it> |
| Evidence | <the configuration, test, operational, exception and reassessment artifacts, from Chapter 12's evidence catalog> |
| Owner | Policy owner: <role> · Platform owner: <role> |
| Approved by | <name or role, date> |
| Review date | <when it is revisited> |
A license the tenant doesn’t hold, or a feature that isn’t available in its cloud, is recorded in this template as a dependency with a compensating control. It isn’t a failed control, and an assessment tool that skips the corresponding test hasn’t found a gap (Book 11, Chapter 10). It does belong in the closure chain for the finding, with the residual risk it leaves (Book 11, Chapter 10).
Evidence checklist
· Configuration: the class register, version-controlled, with each class’s authority and owner
· Operational: the dated inventory summary by class and location, and the audit log of content explorer access
· Test: a sample of inventory hits reviewed by the data owner, with the share confirmed as true matches
· Exception: classes whose detection or protection depends on a license or cloud feature the tenant lacks, each with a decision record and compensating control
· Assessor-ready artifact: the class register and the signed decision records, cited from the system security plan’s AC-16, MP-3, CM-12 and RA-2 implementation statements
[bookmark: _Toc00000648]Key takeaways
· The data pillar starts with written decisions: the classes, their handling outcomes, their owners and the federal authority behind each.
· Keep the class register small and federal: CUI Basic and Specified from the CUI Registry, Privacy Act and records decisions from their owners, not product defaults.
· Inventory where sensitive data already sits with content explorer exports, one type at a time, and treat the result as a dated snapshot.
· Licensing and cloud availability are dependencies to record with a compensating control, never evidence that a control failed.
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1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5.5 (Data pillar functions: data inventory management, data categorization, data availability, data access, data encryption), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about sensitivity labels,” sections “What a sensitivity label is” (stored in clear text in metadata; persistent) and “Sensitivity label limitations per tenant” (keep the number of labels to a minimum; effectiveness drops beyond five main labels or five sublabels), https://learn.microsoft.com/purview/sensitivity-labels (accessed Nov 11, 2026).
1. NIST SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls AC-16 (Security and Privacy Attributes), MP-3 (Media Marking), CM-12 (Information Location), PM-5(1) (Inventory of Personally Identifiable Information) and RA-2 (Security Categorization), checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Nov 11, 2026).
1. 32 CFR Part 2002, Controlled Unclassified Information, §2002.1(c) and §2002.12(a) (all unclassified information needing safeguarding or dissemination controls is CUI; agencies may not implement other controls), §2002.4(j) and (r) (CUI Basic and CUI Specified), §2002.14(g) (CUI Basic categorized at no less than the moderate confidentiality impact level) and §2002.20(b) (control marking; no alternative markings; category markings mandatory for CUI Specified), as in effect October 1, 2026, retrieved through the eCFR versioner API, https://www.ecfr.gov/api/versioner/v1/full/2026-10-01/title-32.xml?part=2002 (accessed Nov 11, 2026).
1. NIST FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004, https://doi.org/10.6028/NIST.FIPS.199; NIST SP 800-60 Vol. 1 Rev. 1, Guide for Mapping Types of Information and Information Systems to Security Categories, August 2008, https://doi.org/10.6028/NIST.SP.800-60v1r1 (both accessed Nov 11, 2026).
1. Microsoft Learn, “Get started with Content Explorer (classic),” sections “Prerequisites” (Content Explorer List viewer and Content viewer role groups, independent and not cumulative; they supersede item permissions) and “Export” (counts can take up to seven days to update, 14 days for SharePoint files), https://learn.microsoft.com/purview/data-classification-content-explorer; “Get started with data explorer,” https://learn.microsoft.com/purview/data-classification-data-explorer (both accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Information Protection: Data classification analytics: Overview Content & Activity Explorer” (E5/A5/G5 licensing for the explorer interfaces; data aggregation continues for E3/A3/G3) and section “Microsoft Purview Information Protection sensitivity labeling” (scanner-based discovery with E3), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Audit log activities,” section “Content explorer activities” (LabelContentExplorerAccessedItem and related operations), https://learn.microsoft.com/purview/audit-log-activities (accessed Nov 11, 2026).
1. Microsoft Learn, “Export-ContentExplorerData” (output structure: TotalCount, MorePagesAvailable, RecordsReturned, PageCookie; one SIT or label per script; reconnect after about an hour and restart from the last page cookie), https://learn.microsoft.com/powershell/module/exchangepowershell/export-contentexplorerdata (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Security & Compliance PowerShell,” section “Step 2: Connect and authenticate” (ConnectionUri and AzureADAuthorizationEndpointUri values for GCC High and DoD), https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 (feature status table; “identified status is subject to change”), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
[bookmark: _Toc00000650]Chapter 02 — Sensitivity Label Architecture
A label is a promise about what happens to the content wherever it goes; the architecture has to say which plane keeps each part of that promise, and the taxonomy has to be small enough that people choose correctly.
[bookmark: _Toc00000651]In this chapter
The reference architecture for the book: the trust boundaries the data crosses and the four control planes (identity, policy, protection and monitoring) that act on it. Then the label design: a small taxonomy taken from the class register in Chapter 01; label scopes; priority and the modern label scheme of label groups; encryption settings and why rights go to mail-enabled groups; content markings and their limits; and publishing policies. It closes with how the taxonomy is built in a test tenant before anyone sees it, and the licensing and government-cloud availability of each feature it uses.
Chapter 01 decided the agency’s data classes and their handling outcomes. This chapter decides how those classes become sensitivity labels, and how the labels sit inside the tenant’s architecture. Book 12, Chapter 09 already maps CUI Basic and CUI Specified to a label taxonomy and shows it as code; this chapter doesn’t repeat that mapping. It adds what the mapping doesn’t decide: which planes enforce each part of a label, how labels are scoped, ordered and grouped, how encryption grants rights, and what the program has to build before Chapter 03 publishes anything.
[bookmark: _Toc00000652]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Categorization; Data Encryption)
· Depends on: Identity, for the groups that labels grant rights to (Book 03) and for Conditional Access on labeled sites (Book 04); the classes in Chapter 01; the Rights Management service in Chapter 05
· Attack chain interrupted: Collection and Exfiltration: an encrypted, labeled item stays unreadable outside the rights it grants, and its label is the signal DLP and the CASB act on
Control states. 
	State
	This page
	Evidence

	Designed
	The taxonomy, Encryption settings
	The label design table, with a decision record per label (template)

	Configured
	How: build the taxonomy in a test tenant
	Get-Label export from the test tenant, then from production, matched to the design table

	Enforced
	Not applicable here: a label acts only once published, in Chapter 03
	—

	Evidenced
	Validate
	Test record: each label applied to a test item, with the marking and the encryption rights observed

	Operated
	Day-two ownership
	Label change log; annual review against the class register


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000653]The reference architecture
The architecture has three trust boundaries and four control planes. The boundaries are where the data’s protection changes hands; the planes are the services that decide, protect and watch.
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The information protection reference architecture: decisions feed the identity and policy planes; the protection plane encrypts content in the workloads and on managed endpoints; the monitoring plane records every label, DLP, encryption and AI event; external recipients reach content only through the rights it carries.
Control planes in the reference architecture
	Plane
	Service
	What it decides or does
	Where this book covers it

	Decisions
	The class register and decision records
	What each class is, who owns it, what must happen to it
	Chapter 01

	Identity
	Microsoft Entra ID
	Who is in the groups labels grant rights to; who may activate recovery roles; which sign-in conditions a labeled site requires
	Book 03, Book 04; Chapter 04, Chapter 05

	Policy
	Microsoft Purview
	Labels, label policies, defaults, auto-labeling, DLP, insider risk and AI data security
	Chapters 02, 03, 08, 09, 10 and 11

	Protection
	Azure Rights Management and the tenant key
	Encrypts content and enforces usage rights wherever it goes
	Chapter 05, Chapter 06; key choices in Book 12, Chapter 09

	Data
	Exchange, SharePoint, OneDrive, Teams, Office apps, Microsoft 365 Copilot
	Where labels are applied and honored
	Chapters 03, 04, 06, 07 and 11

	Monitoring
	Purview Audit, routed to the log platform
	Records label, DLP, encryption and AI events for detection and evidence
	Chapter 10; Book 12, Chapter 04


The trust boundaries:
· The tenant. Content inside the tenant is governed by the tenant’s policies, whatever its label. A label adds two things the tenant boundary doesn’t give: a classification other services can read, and, when it encrypts, protection that stays with the content when it leaves.1
· The managed endpoint. Office apps apply labels and content markings, and endpoint DLP enforces print, copy and upload rules, only on devices the agency manages and has onboarded (Chapter 08; Book 05). An unmanaged device reaches labeled sites only through the limited web access a container label allows (Chapter 04).
· Outside. External recipients and guests can’t see the agency’s sensitivity labels in their apps;1 what protects the content out there is the encryption the label applied, or the message portal of Chapter 06.
Two design consequences follow. First, a label that doesn’t encrypt protects nothing once the content leaves the tenant; it is a classification signal, which is enough for most classes and wrong for CUI Specified. Second, each plane has its own owner: the identity team owns the groups, the Purview platform owner owns the labels, the Rights Management service is owned with the tenant key, and the security monitor owns the audit routing. The RACI in Chapter 12 assigns them.
[bookmark: _Toc00000654]The taxonomy: from classes to labels
Every label stands for one class in the register, and every class that users choose by hand becomes one label. The program’s starting taxonomy is the one Book 12, Chapter 09 derives from the CUI framework. In this book it is recorded as a design table with the settings each label needs:

The program’s label design (illustrative; the agency’s classes decide the rows)
	Priority
	Label (group / label)
	Class
	Scopes
	Content marking
	Encryption
	Container settings

	0
	Public
	Public
	Files, Emails, Meetings
	None
	None
	—

	1
	Internal
	Uncontrolled, not for release
	Files, Emails, Meetings
	None
	None
	—

	2
	CUI / CUI Basic
	CUI Basic
	Files, Emails, Meetings
	Header CUI
	Tenant users, administrator-defined
	—

	3
	CUI / CUI//<category> (only where agency policy requires category markings)
	CUI Basic with category
	Files, Emails, Meetings
	Header with the category marking
	Tenant users, administrator-defined
	—

	4
	CUI / CUI//SP-<category> (one per specified authority held)
	CUI Specified
	Files, Emails, Meetings
	Header with the category marking
	Named authorized-holder group
	—

	—
	Sites / Internal site, CUI site, CUI Specified site
	Container classes
	Groups & sites
	—
	—
	Privacy, guest access, sharing, unmanaged devices (Chapter 04)



Four design choices are built into the table.
· Few labels, plain names. Five main labels or fewer, each with five sublabels or fewer, is the point beyond which Microsoft reports that effectiveness drops noticeably; a tenant can hold far more, but users can’t choose among them.1 A label name says what the content is (CUI Basic), not what to do with it.
· Separate labels for containers. A label scoped only to Groups & sites isn’t shown in Office apps and can’t be applied to files, which keeps the file taxonomy short for users.2 The cost is a second list to order; Container labels and priority below covers it.
· Category sublabels only where they are needed. CUI Basic category markings are optional unless agency policy requires them, and Specified markings are mandatory (Chapter 01). A sublabel per category the agency doesn’t use is noise.
· No expiry by default. A label can expire encrypted content after a number of days; for records under a schedule, that is a records officer’s decision, not a default (Book 12, Chapter 09).
Authority: Microsoft-recommended for keeping the number of labels small (Microsoft Learn, “Learn about sensitivity labels,” accessed Nov 11, 2026). Mandated for the CUI banner markings (32 CFR Part 2002, §2002.20(b)). The rest of the table is risk-based recommended, the program’s design. Applies: License-dependent: manual labeling is included from Microsoft 365 E3/G3 and Office 365 E3; automatic labeling needs E5/G5-level licensing (Chapter 09).3
Scopes
A label’s scope decides which settings it can carry and where users see it. Files & other data assets is selected by default and covers Office, Loop and Power BI files; Emails is normally selected with it, because many labeling features need both; Meetings covers calendar events, Teams meeting options and Teams chat, and needs Files and Emails selected too; Groups & sites appears once labels are enabled for containers (Chapter 04).1 Microsoft warns against removing the Files scope from an existing label, because configurations that rely on it (a SharePoint library’s default label, for example) stop working; create a new email-only label instead.4
Priority, label groups and the modern label scheme
Label order is priority. The least restrictive label sits at the top of the list and the most restrictive at the bottom. Priority decides what “downgrade” means when a policy requires a justification to lower a label, and which label wins when auto-labeling matches more than one.1 The design table’s Priority column is therefore part of the design, not a display preference.
Two-tier hierarchies were built with parent labels and sublabels. Microsoft is replacing parent labels with label groups, which carry only a name, description, color and priority; a label group can’t be published or applied itself, only the labels in it.1 New tenants from October 1, 2025 use the modern scheme automatically; an existing tenant migrates from the Purview portal when its banner offers it. Migration is irreversible, so Microsoft strongly recommends testing it first in a test tenant with the same label configuration. A parent label that carried its own encryption, markings, auto-labeling or advanced settings, or was published differently from its sublabels, becomes a label group plus a new sublabel of the same name and GUID, which may then be selectable where it wasn’t before.5 Two consequences for the design:
· Don’t give the CUI group settings of its own. Its sublabels carry the marking and encryption; the group is a heading. That avoids the extra sublabel at migration.
· Sublabels in the same group share their group’s priority for the downgrade-justification check, so moving from CUI//SP-<category> to CUI Basic isn’t treated as a downgrade.1 DLP and auditing, not the justification prompt, watch for that move (Chapter 08; Book 12, Chapter 11).
Authority: Microsoft-recommended (Microsoft Learn, “Migrate parent sensitivity labels to label groups,” accessed Nov 11, 2026) for testing the migration in a test tenant first. Applies: All tenants; government-cloud rollout of the migration is not yet specified on the government planning pages.
Container labels and priority
When a labeled document is uploaded to a labeled site and the document’s label has a higher priority than the site’s, SharePoint doesn’t block the upload; it raises a Detected document sensitivity mismatch audit event and emails the uploader and the site owners.2 That only works if the container labels sit in the same priority order as the file labels they correspond to. Microsoft advises, where container labels are separated from file labels, ordering the container labels before the labels scoped to files.2 The program orders Internal site below Internal, CUI site below CUI Basic, and CUI Specified site below the Specified sublabels, so a CUI Specified document in a CUI site raises the mismatch event, and Chapter 10 turns it into a detection.
[bookmark: _Toc00000655]Encryption settings
A label that encrypts grants usage rights to named users or groups, or lets the user assign them. The program’s design:
Encryption design (program’s position)
	Setting
	Program’s choice
	Why

	Assign permissions now, or let users assign
	Assign now (administrator-defined) for every file label; Do Not Forward and Encrypt-Only user-assigned options only for email labels in Chapter 06
	Users can’t pick the right authorized-holder group under pressure; the label should

	Who gets rights
	Mail-enabled security groups, Microsoft 365 groups or the tenant’s domain; never individuals
	Rights Management doesn’t support non-email-enabled security groups or exclusions for protection1

	Content expiry
	Never, unless the records officer decides otherwise
	Records schedules govern disposition, not the label

	Offline access
	The tenant default, unless a class’s owner sets a shorter period
	Shorter periods make revocation faster and offline work harder

	Double Key Encryption
	Only for the narrowest CUI Specified class whose authority requires it
	It removes search, eDiscovery, co-authoring, web apps and Copilot for that content (Book 12, Chapter 09)


Two Microsoft cautions shape the defaults in Chapter 03: a label that encrypts is usually a poor choice as the default label for documents, because external recipients may not be able to open it;1 and the label policy decides who can see and apply a label, while the encryption settings decide who can open what it protects, so the two have to name the same people.1 Encryption with administrator-defined permissions is also capped at 500 labels per tenant, far above the program’s design.1
The encryption itself depends on the Rights Management service being active, and on the decision about the tenant key; Chapter 05 covers both and the recovery path when the only authorized holder is gone.
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Content markings are headers, footers and watermarks applied by Office apps. They carry the CUI banner (Book 12, Chapter 09). Their limits shape the design:
· Watermarks are limited to 255 characters, headers and footers to 1,024, except in Excel, where headers and footers share a 255-character limit that includes invisible formatting codes; text past the limit doesn’t display.1
· Watermarks apply to documents, not to email or meeting invites.1
· Markings support variables, such as the label name, so one header pattern can serve several labels.1
· Markings are inserted by Office apps. A label applied by a service (for example service-side auto-labeling) applies the metadata and encryption, and the marking appears when the file is next labeled in an Office app (Book 12, Chapter 09).
· Dynamic watermarking is license-dependent: it is listed with E5/G5-level plans.3
Test markings against the agency’s templates and forms before publishing, as Microsoft advises; a header that pushes a form’s fields onto a second page is a help-desk ticket on day one.1
[bookmark: _Toc00000657]Publishing policies
A label does nothing until a label policy publishes it to users or groups. Policies decide who sees which labels and carry the defaults and mandatory-labeling settings that Chapter 03 configures. Policies are ordered too: a user in several policies gets all their labels, and for conflicting settings the policy with the highest order number wins.1 The program uses three policies:
Label policies (design)
	Order
	Policy
	Labels
	Who

	0
	B20-Labels-All
	Public, Internal, CUI Basic (and category sublabels), container labels
	Everyone in scope

	1
	B20-Labels-CUI-SP
	Adds the CUI Specified sublabels
	Members of the authorized-holder groups only

	2
	B20-Labels-Pilot
	Everything, with the pilot defaults of Chapter 03
	The pilot ring, until enforcement


Publishing CUI Specified sublabels only to their holders keeps the list short for everyone else, and anyone in the organization can still see the name of a label applied to content even if it isn’t published to them.1 Allow up to 24 hours for a new or changed policy to reach users.1
[bookmark: _Toc00000658]How: build the taxonomy in a test tenant
Label configuration has effects that can’t be undone cleanly: a label applied to content keeps the version of its settings that was applied, deleting a label doesn’t remove it from content, and label-group migration is irreversible.15 The program therefore builds the taxonomy in a test tenant from code (Book 12, Chapter 09 has the New-Label and New-LabelPolicy block), exports it, and promotes the same code to production.
Prerequisites

Label features by cloud, read Nov 11, 2026
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Manual labels
	Available
	Available
	Available
	Available
	Government Purview planning pages678

	Mandatory labels
	Available
	Available
	Available
	Available
	Same pages

	Sensitivity labels for Teams, Microsoft 365 groups and SharePoint sites
	Available
	Available
	Available
	Available
	Same pages

	Co-authoring on encrypted documents
	Available
	Available
	Available
	Available
	Same pages

	Label groups (modern label scheme) migration
	Available (rolling out)
	Not yet specified
	Not yet specified
	Not yet specified
	“Migrate parent sensitivity labels to label groups”5

	Sensitivity labels on all platforms
	Available
	Available
	Available
	Available
	“Learn about sensitivity labels”: supported for all platforms in US Government tenants1



· Licenses: manual labeling with Microsoft 365 E3/G3 or higher; dynamic watermarking and automatic labeling with E5/G5-level plans.3 Record the plan in the decision record.
· Roles: an Information Protection Admin (or Compliance Administrator) for the platform owner; nobody uses Global Administrator for label work.
· Groups: the mail-enabled authorized-holder groups exist and are populated by the identity lifecycle (Book 03) before a label grants them rights.
· Rights Management active (Chapter 05), and the tenant key decision made, before any encrypting label is created.
· A test tenant in the same cloud as production, with the same label scheme (parent labels or label groups).
Pilot
The pilot for this chapter is the test tenant itself: the platform owner creates every label from the design table there, and a test group of five to ten people from the help desk, records and the data owners applies each label to sample documents, mail and meetings.
Report-only or audit phase
Not applicable: a label has no audit mode. Its effect is observed by applying it in the test tenant and, in production, by publishing it to the pilot ring only (Chapter 03).
Enforcement
Promote the same code to production, unpublished. Labels created in production aren’t visible to users until a policy publishes them, so creating them is safe; publishing is the enforcement step, in Chapter 03.
1. Connect to Security & Compliance PowerShell for the tenant’s cloud (the commands are in Chapter 01). Commands were checked against Microsoft Learn on Nov 11, 2026; run them against the test tenant first.
1. Run the reviewed label script from source control. Then export what was created, with the date:
· $stamp = Get-Date -Format 'yyyy-MM-dd'
Get-Label | Sort-Object Priority |
  Select-Object Name, DisplayName, Guid, ParentId, Priority, ContentType, Tooltip |
  Export-Csv ".\labels-$stamp.csv" -NoTypeInformation -Encoding UTF8
Get-Label | ConvertTo-Json -Depth 6 | Out-File ".\labels-$stamp.json" -Encoding utf8
1. Set each label’s priority to match the design table, least restrictive first. Set-Label takes a priority number:
· Set-Label -Identity 'Public'   -Priority 0
Set-Label -Identity 'Internal' -Priority 1
· Repeat for each label in the design table’s order, then re-run the export in step 2 and compare it with the design.
Change safety
	Ring
	Scope
	Exit criteria

	0
	Test tenant, platform owner
	Every label created; export matches the design table

	1
	Test tenant, test group
	Each label applied to sample items; markings and rights observed as designed

	2
	Production, labels created but unpublished
	Production export matches the test export

	3
	Production, published
	Chapter 03’s rings


· Emergency access: not applicable here; labels don’t restrict sign-in.
· Change window: label creation in production is a standard change approved by the platform owner; publishing is a normal change (Chapter 03).
· Backout triggers: the production export differs from the design or the test export.
· Post-change validation: the export comparison in step 2.
Rollback
Before publishing, remove a wrong label with Remove-Label -Identity '<label-name>' and re-run the script. After a label has been published and applied, don’t delete it: deleting doesn’t remove it from content, and protection continues to be enforced.1 Remove it from the label policy instead (Chapter 03), and correct its settings with Set-Label; content keeps the version of the label it was given. A label-group migration can’t be rolled back.5
Exclusions
None at this stage. Who sees which label is decided by the policies in Chapter 03.
Telemetry
Label creation and changes are recorded in the Purview audit log; Chapter 10 has the search commands and Book 12, Chapter 04 the routing.
Validate
In the test tenant, for each label: apply it to a Word document, an email and a meeting invite (where scoped); confirm the header text; open the encrypted document as a member of the granted group (opens) and as a non-member (denied). Record the expected and observed result, the date and the tester.
Evidence
Evidence checklist
· Configuration: the label design table and the dated Get-Label exports from test and production, kept in source control
· Operational: the audit records of label creation and changes
· Test: the validation record for every label
· Exception: any label that departs from the design (for example a category sublabel added at a data owner’s request), with its decision record
· Assessor-ready artifact: the design table and export, cited in the system security plan for AC-16 and MP-3, and the reference architecture figure for the boundary description
Day-two ownership
The platform owner owns the label configuration and its code; the policy owner of each class approves any change to its label; the operator runs the scripts; the assessor reviews the export at each assessment. Review the taxonomy against the class register annually, with the register review in Chapter 01. Drift is any difference between the production export and source control (Chapter 12). The full RACI is in Chapter 12.
[bookmark: _Toc00000659]Key takeaways
· The architecture has three trust boundaries (tenant, managed endpoint, outside) and four planes (identity, policy, protection, monitoring); each plane has an owner.
· One label per class, five or fewer per level, ordered by priority, with label groups as headings that carry no settings of their own.
· Encryption grants rights to mail-enabled groups, never individuals; a default label shouldn’t encrypt.
· Build the taxonomy from code in a test tenant first: deletion doesn’t unlabel content, and label-group migration can’t be undone.
[bookmark: _Toc00000660]Notes
1. Microsoft Learn, “Learn about sensitivity labels,” sections “What a sensitivity label is,” “What sensitivity labels can do” (content-marking limits; watermarks not on email), “Label scopes,” “Label priority (order matters),” “Sublabels that use parent labels or label groups,” “Editing or deleting a sensitivity label,” “Sensitivity label limitations per tenant” (500 labels with administrator-defined encryption; five main labels or sublabels), “What label policies can do” (Rights Management doesn’t support non-email-enabled security groups or exclusions; default label shouldn’t usually encrypt; up to 24 hours) and “Label policy priority (order matters)”; and the note that for US Government tenants sensitivity labels are supported for all platforms, https://learn.microsoft.com/purview/sensitivity-labels (accessed Nov 11, 2026).
1. Microsoft Learn, “Use sensitivity labels to protect collaborative workspaces (groups and sites),” sections “How to configure groups and site settings for containers” (Groups & sites-only labels aren’t displayed in Office apps) and “Auditing sensitivity label activities” (Detected document sensitivity mismatch; order container labels before labels scoped to files), https://learn.microsoft.com/purview/sensitivity-labels-teams-groups-sites (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Information Protection sensitivity labeling” (manual labeling included from E3/G3; automatic labeling and dynamic watermarking with E5/G5-level plans), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage sensitivity labels in Office apps,” section “Scope labels to just files or emails” (don’t remove the Files scope from an existing label), https://learn.microsoft.com/purview/sensitivity-labels-office-apps (accessed Nov 11, 2026).
1. Microsoft Learn, “Migrate parent sensitivity labels to label groups” (automatic for new tenants from October 1, 2025; irreversible; test in a test tenant first; applicable parent labels create a sublabel with the same name and GUID; rolling out gradually), https://learn.microsoft.com/purview/migrate-sensitivity-label-scheme (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
[bookmark: _Toc00000661]Chapter 03 — Label Publication and Defaults
A label nobody sees protects nothing, and a default nobody chose labels everything wrongly; publication is where the taxonomy meets people, so it moves in rings and every default has a written reason.
[bookmark: _Toc00000662]In this chapter
The publishing step that turns the labels of Chapter 02 into something users see. A pilot label policy first, then the tenant-wide policies. Defaults for documents, email, meetings, new groups and sites, and Power BI, each with the reason it was chosen and the label it should never be. Mandatory labeling and the downgrade justification. The exact steps, in the Purview portal where only the portal offers a setting and in Security & Compliance PowerShell where it can be scripted, with rings, rollback, exclusions, telemetry and evidence. This chapter and the next carry closure-map row CM-12 (no labels, defaults or containers): its minimum evidence is a policy export and a labeled sample.
Creating labels changes nothing for users; a label policy does. It decides who sees which labels and sets the defaults and prompts that shape how they label. That makes publication the point where the program’s taxonomy either becomes routine or becomes a help-desk queue. Microsoft’s own guidance is careful here: a default label raises labeling coverage but, without training and other controls, also inaccurate labeling, and mandatory labeling without a matching default frustrates users with frequent prompts.1 The program therefore publishes to a pilot ring first, chooses each default for a stated reason, and measures what users do with it before widening.
Chapter 04 applies labels to containers; Chapter 09 applies them automatically. User training on what each label means is Book 16’s; the help-desk path for “I can’t open this” is Book 15’s.
[bookmark: _Toc00000663]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Categorization)
· Depends on: the labels in Chapter 02; groups for policy scoping (Book 03); Office clients that support built-in labeling on managed devices (Book 05); user training (Book 16)
· Attack chain interrupted: Collection and Exfiltration: unlabeled content is invisible to label-based DLP and encryption; a justified default and a mandatory prompt make “unlabeled” the exception
Control states. 
	State
	This page
	Evidence

	Designed
	Defaults the agency can justify
	Decision record for each default and for mandatory labeling (template)

	Configured
	Enforcement, ring 1
	Get-LabelPolicy export of the pilot policy and its settings

	Enforced
	Enforcement, ring 3
	Get-LabelPolicy export of the production policies, scoped to everyone in scope, with the exclusion list

	Evidenced
	Validate: a labeled sample
	The labeled sample record and the audit events it produced

	Operated
	Day-two ownership
	Monthly label-activity review, downgrade review, policy drift check


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000664]Defaults the agency can justify
A label policy can set a default label separately for five kinds of item: documents (and Loop components and pages), emails, meetings and calendar events, new groups and sites, and Power BI content. Users can change the default to match the content.1 The program’s defaults, and the reason for each:
Default labels (program’s design; every default has a decision record)
	Item
	Default
	Why this one
	Never default to

	Documents
	Internal
	Most agency working documents are uncontrolled but not for release; it doesn’t encrypt, so external collaboration keeps working
	Any encrypting label: external recipients may not be able to open it1

	Email
	Internal (Outlook’s own email default)
	Same as documents; mail to the public stays readable
	An encrypting label, for the same reason

	Meetings and calendar events
	Internal
	Invites inherit the meeting’s sensitivity; a default makes meetings labelable without a prompt
	A label with Teams-specific meeting restrictions the organizer didn’t choose

	New groups and sites
	Internal site
	New containers start private-to-the-agency, not public; owners raise the label for CUI work
	Public container settings, or a label that blocks guests where a team needs them

	Power BI
	Internal, with mandatory labeling
	Reports are built from extracts of systems of record; a label travels with exports to Excel, PowerPoint and PDF
	A CUI label: Power BI’s default applies to every new item, CUI or not


Behaviors to know before choosing:
· Defaults don’t override a user’s choice, and auto-labeling can override a default. Client-side auto-labeling doesn’t replace a manually applied label but can replace a default label, which is why Microsoft suggests a default label where mandatory labeling and client-side auto-labeling are both used.2
· Outlook has its own default. Where the Outlook client supports it, the email default is set independently of the document default; where it doesn’t, Outlook uses the document default.2 Meeting defaults are independent of the email default.3
· Teams applies the meeting default only to new events. Outlook applies it to new events and to existing unlabeled events when they are updated; Teams applies it to new events only.3
· Power BI’s default isn’t retroactive and doesn’t apply to service principals, APIs or B2B guests. A new default applies to content created or edited after it is published.4
· The SharePoint document library default label is a separate, licensed feature (E5/G5-level) and is still in development in GCC, GCC High and DoD;56 Chapter 07 covers it for commercial tenants and the interim path for government ones.
Authority: Microsoft-recommended for the cautions (don’t default to an encrypting label; pair mandatory labeling with a default) (Microsoft Learn, “Learn about sensitivity labels,” accessed Nov 11, 2026). The choice of defaults is risk-based recommended, the program’s position, for the risk that content stays unlabeled and invisible to DLP. Applies: License-dependent: manual labeling and label policies from Microsoft 365 E3/G3; Power BI labels with E3/G3 or EMS E3; the SharePoint library default with E5/G5-level plans.5 Environment-dependent: see the availability table below.
Mandatory labeling and the downgrade justification
Mandatory labeling (“require users to apply a label”) makes users label a document before saving, an email or invite before sending, and a new group or site when creating it. With mandatory labeling in effect, users can’t remove a label (only change it), and print-to-PDF is unavailable for labeled or encrypted documents.2 The program turns it on for documents, email, meetings, groups and sites, and Power BI, because every one of them has a non-encrypting default, so users are rarely prompted.
The downgrade justification makes a user explain why they removed a label or replaced it with a lower-priority one; the reason appears in activity explorer.1 It applies to files, emails and meetings, not to groups and sites, and not between sublabels of the same group (Chapter 02). The program turns it on everywhere it applies and reviews the justifications monthly.
A help link (“Learn more”) points users from the label menu to the agency’s own page explaining the labels. Set it to the Book 16 training page the agency publishes, not to Microsoft’s generic article.
[bookmark: _Toc00000665]How: publish labels and set defaults
Prerequisites

Publication features by cloud, read Nov 11, 2026
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Manual labels and label policies
	Available
	Available
	Available
	Available
	Government Purview planning pages678

	Mandatory labels
	Available
	Available
	Available
	Available
	Same pages

	Default label for unlabeled file uploaded to a SharePoint library
	Available
	In development
	In development
	In development
	Same pages

	“Apply default label policies to ensure documents being edited”
	Not yet specified
	In development
	In development
	In development
	Same pages

	Sensitivity labels for Teams, Microsoft 365 groups and SharePoint sites (container default)
	Available
	Available
	Available
	Available
	Same pages

	Labels for meetings and calendar events
	Available
	Not yet specified
	Not yet specified
	Not yet specified
	“Use sensitivity labels to protect calendar items, Teams meetings, and chat”3; not listed on the government pages

	Teams Premium meeting protections in labels
	License-dependent (Teams Premium)
	Not yet specified
	Not yet specified
	Not yet specified
	Same page

	Power BI default and mandatory label
	Available
	Not yet specified
	Not yet specified
	Not yet specified
	Fabric “Default label policy” and “Mandatory label policy”49; Activity explorer’s Power BI label data is listed as available in all three government clouds



· Licenses: as in the authority block above. Record the plan in each decision record.
· Roles: Information Protection Admin (or Compliance Administrator) for the operator who changes label policies.
· Clients: Microsoft 365 Apps for enterprise with built-in labeling on managed Windows devices; Outlook versions that support separate email defaults (Current Channel 2105+, Semi-Annual Enterprise Channel 2108+) where the email default differs from the document default.10
· Labels created and validated (Chapter 02).
· Groups: a pilot group (b20-label-pilot@contoso.example), the authorized-holder groups, and an exclusion group for service accounts that run unattended Office automation.
· Training and help desk ready: the Book 16 page live, the help-desk script from Book 15 published, before ring 2.
Pilot
The pilot is ring 1: the implementing team plus 25 to 50 users from the help desk, records, legal and two mission offices that handle CUI. Success criteria, set before the pilot starts:
· Every pilot user sees the labels in Word, Excel, PowerPoint and Outlook on Windows and on the web within 24 hours.
· Fewer than one help-desk ticket per ten pilot users per week after the first week.
· The labeled sample (Validate) passes.
· The share of documents saved with a label other than the default is reviewed with the data owners: a high share of downgrades means the default is wrong; a near-zero share of CUI labels where CUI is known to be handled means training is needed.
Report-only or audit phase
Label policies have no report-only mode. The pilot ring is the observation phase: run it for at least two weeks and read activity explorer’s label events and the downgrade justifications (Telemetry).
Enforcement
Connect to Security & Compliance PowerShell for the tenant’s cloud (commands in Chapter 01). Commands were checked against Microsoft Learn on Nov 11, 2026; run them against a test tenant first. -WhatIf doesn’t work in Security & Compliance PowerShell.11
1. Create the pilot policy, scoped to the pilot group, with the labels from Chapter 02’s design table:
· New-LabelPolicy -Name 'B20-Labels-Pilot' `
  -Labels 'Public','Internal','CUI Basic','Internal site','CUI site' `
  -ExchangeLocation 'b20-label-pilot@contoso.example' `
  -Comment 'Book 20 ring 1. Decision record DR-B20-03.'
1. Set the document, group-and-site and mandatory settings in the portal. These settings have no supported PowerShell parameter: Set-LabelPolicy -Settings is reserved for internal Microsoft use.11 In the Microsoft Purview portal: Solutions > Information Protection > Publishing policies > select B20-Labels-Pilot > Edit policy.12 On the policy settings pages:
· Documents: select Users must provide a justification to remove a label or lower its classification; select Require users to apply a label to their files and emails; set Apply this label by default to documents to Internal; set the Provide users with a link to a custom help page URL to the agency’s training page.
· Emails: keep mandatory labeling for email selected; set Apply a default label to emails to Internal.
· Meetings and calendar events: set the default to Internal; select Require users to apply a label to their meetings and calendar events.
· Groups and sites: set Apply this label by default to groups and sites to Internal site; select Require users to apply a label to their groups and sites.
· Power BI: set the default to Internal; select Require users to apply a label to their Fabric and Power BI content.
· Finish the configuration; it publishes on save.
1. Set the Outlook, meeting and Power BI settings that PowerShell supports, so they are held as code. Use label GUIDs for the label values, as Microsoft recommends for advanced settings:12
· $internal = (Get-Label -Identity 'Internal').Guid
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{OutlookDefaultLabel = "$internal"}
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{teamworkdefaultlabelid = "$internal"}
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{TeamworkMandatory = "True"}
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{powerbidefaultlabelid = "$internal"}
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{powerbimandatory = "true"}
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{AttachmentAction = "Recommended"}
· AttachmentAction makes Outlook recommend (or, with Automatic, apply) the highest-priority label among a message’s attachments to an unlabeled message.11 The program starts at Recommended and moves to Automatic after the pilot.
1. Export the policy and compare it with the design:
· $stamp = Get-Date -Format 'yyyy-MM-dd'
Get-LabelPolicy | Select-Object Name, Priority, Labels, ExchangeLocation, ExchangeLocationException, Settings |
  ConvertTo-Json -Depth 6 | Out-File ".\label-policies-$stamp.json" -Encoding utf8
(Get-LabelPolicy -Identity 'B20-Labels-Pilot').Settings
1. Widen by ring. For ring 2, add the early-adopter group to the pilot policy; for ring 3, create the production policies from Chapter 02’s design and remove the pilot policy:
· # Ring 2
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AddExchangeLocation 'b20-label-ring2@contoso.example'

# Ring 3: production policies (repeat step 2's portal settings and step 3's advanced settings for B20-Labels-All)
New-LabelPolicy -Name 'B20-Labels-All' `
  -Labels 'Public','Internal','CUI Basic','Internal site','CUI site','CUI Specified site' `
  -ExchangeLocation 'All' -ExchangeLocationException 'b20-label-exclusions@contoso.example' `
  -Comment 'Book 20 production. Decision record DR-B20-03.'
New-LabelPolicy -Name 'B20-Labels-CUI-SP' `
  -Labels 'CUI//SP-<category>' `
  -ExchangeLocation '<authorized-holders>@contoso.example' `
  -Comment 'Book 20 CUI Specified, holders only.'
· Replace CUI//SP-<category> with the Specified sublabel names the agency holds and <authorized-holders> with each holder group. A label policy is scoped to users through -ExchangeLocation; its SharePoint location parameter is reserved for internal use and there is no Teams location on a label policy (Book 12, Chapter 09). Check the policy order afterward: for conflicting settings the policy with the highest order number wins.1
· Get-LabelPolicy | Sort-Object Priority | Format-Table Name, Priority
Allow 24 hours after each change before judging it; label and label-policy changes can take that long to reach every service.12
Change safety
	Ring
	Scope
	Exit criteria

	0
	Implementing team (test tenant, then production pilot policy with the team only)
	Labels and defaults appear in every supported client; export matches design

	1
	Pilot group, 25 to 50 users
	Two weeks; pilot success criteria met; labeled sample passes

	2
	Early adopters, one or two offices per CUI program
	Two weeks; ticket rate within the pilot threshold; data owners accept the downgrade review

	3
	Everyone in scope
	Production policies exported; pilot policy removed; labeled sample re-run


· Emergency access: not applicable to sign-in; label policies don’t restrict sign-in. Emergency access accounts are in the exclusion group anyway, so a mandatory-label prompt can’t interrupt break-glass work in Office.
· Change window: each ring is a normal change approved by the platform owner, announced to the help desk two business days ahead.
· Backout triggers: help-desk tickets above two per ten users in a ring in a week; a line-of-business process that saves documents through Office automation failing on the mandatory prompt; a data owner reporting a default that mislabels a class.
· Post-change validation: the labeled sample, run by a user in the new ring, 24 hours after each change.
Rollback
Remove the newest ring’s group from the policy, or remove the setting that caused the backout trigger:
# Remove a ring
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -RemoveExchangeLocation 'b20-label-ring2@contoso.example'
# Clear an advanced setting (null string removes it)
Set-LabelPolicy -Identity 'B20-Labels-Pilot' -AdvancedSettings @{powerbimandatory = ""}
# Withdraw the whole policy (labels already applied to content stay applied)
Remove-LabelPolicy -Identity 'B20-Labels-Pilot'
To remove an advanced setting, Microsoft documents specifying the same setting with a null string.11 Clearing a portal-only setting (mandatory labeling, the document default) is done in the same portal pages as step 2. The operator can run any of these in minutes; the effect reaches clients within 24 hours. Labels already applied to content stay applied after a rollback, which is the intended behavior.
Exclusions
Label policy exclusions
	Who
	Why
	Approver
	Review

	Emergency access accounts
	Break-glass work must never wait on a prompt
	Platform owner
	Quarterly, with the emergency access test (Book 04)

	Service accounts running unattended Office automation
	A mandatory prompt can’t be answered by a script
	The application’s owner and the platform owner
	Each quarter; replaced by service-side labeling where possible (Chapter 09)

	Users without a supported Office client
	They can’t see built-in labels
	Platform owner
	Until the client is upgraded (Book 05)


Exclusions go in b20-label-exclusions@contoso.example, never as individual names in the policy, so the exclusion register and the policy can’t drift apart.
Telemetry
· Activity explorer shows label applied, changed and removed events, with the downgrade justifications.1
· The audit log records sensitivity label activities from Office apps and services, and label-policy changes; Chapter 10 has the search commands. The EnableAudit advanced setting can stop Office apps from sending label data to auditing; the program never sets it to False.11
· The log platform receives both through the routing in Book 12, Chapter 04, and Book 12, Chapter 11 alerts on mass label removal.
Validate: a labeled sample
This test is CM-12’s “labeled sample”. A pilot user, on a managed Windows device:
1. Creates a new Word document and saves it without choosing a label. Expected: Internal is applied by default.
1. Changes it to CUI Basic. Expected: the CUI header appears; the file is encrypted to the tenant.
1. Changes it back to Internal. Expected: a justification prompt; the reason appears in activity explorer.
1. Sends a new email without choosing a label. Expected: Internal by default.
1. Creates a team or SharePoint site. Expected: a label is required, Internal site is preselected.
1. The operator confirms each event in the audit log:
· Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-1) -EndDate (Get-Date) `
  -UserIds '<pilot-user-upn>' -RecordType SensitivityLabelAction -ResultSize 100 |
  Select-Object CreationDate, Operations, UserIds
Record the expected and observed result for each step, the date and the tester. Keep the sample document (it is a labeled sample an assessor can open) and the audit export. If SensitivityLabelAction returns nothing in the tenant, search without -RecordType and filter on the operation names in Learn’s sensitivity label activities list (Chapter 10).
Evidence
Evidence checklist
· Configuration: the dated Get-LabelPolicy JSON export of every policy, with its Settings, kept in source control (CM-12’s policy export)
· Operational: monthly activity explorer summary of labels applied, changed and removed, with the downgrade justifications reviewed
· Test: the labeled-sample record and its audit export, per ring (CM-12’s labeled sample)
· Exception: the exclusion group’s membership export and each member’s approval and review date
· Assessor-ready artifact: the policy export, the labeled sample and the decision records, cited from the AC-16 and MP-3 implementation statements and from the finding’s closure-chain entry (Book 11, Chapter 10)
Day-two ownership
The platform owner owns the label policies and their settings; each class’s policy owner owns its default and reviews the downgrade justifications for it monthly; the operator runs the ring changes; the help desk handles “which label?” and “I can’t open this” calls with the Book 15 script; the security monitor watches for mass removal; the assessor samples the export and the labeled sample at each assessment. Drift is any difference between the export and source control, or a policy whose order changed (Chapter 12). The full RACI is in Chapter 12.
[bookmark: _Toc00000666]Key takeaways
· Publish in rings: the pilot policy first, then early adopters, then production policies with exclusions held in a group.
· Default every item type to a non-encrypting label such as Internal, and pair mandatory labeling with that default.
· Some settings are portal-only; hold the rest as code and export every policy with its Settings as CM-12’s policy export.
· The labeled sample, with its audit events, is CM-12’s test evidence; repeat it after every ring.
[bookmark: _Toc00000667]Notes
1. Microsoft Learn, “Learn about sensitivity labels,” sections “What label policies can do” (default label for five item types; avoid an encrypting default for documents; justification prompt and activity explorer; mandatory labeling with a default) and “Label policy priority (order matters),” https://learn.microsoft.com/purview/sensitivity-labels (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage sensitivity labels in Office apps,” sections “Require users to apply a label to their email and documents” (users can’t remove labels; print to PDF unavailable; default label suggested with auto-labeling) and “Outlook-specific options for default label and mandatory labeling,” https://learn.microsoft.com/purview/sensitivity-labels-office-apps (accessed Nov 11, 2026).
1. Microsoft Learn, “Use sensitivity labels to protect calendar items, Teams meetings, and chat,” sections “Requirements” and “Configure a corresponding sensitivity label publishing policy” (meeting default independent of email default; Teams applies it to new events only; some options need Teams Premium), https://learn.microsoft.com/purview/sensitivity-labels-meetings (accessed Nov 11, 2026).
1. Microsoft Learn (Fabric), “Default label policy for Fabric and Power BI” (PowerShell powerbidefaultlabelid; not supported for service principals, APIs or B2B guests), https://learn.microsoft.com/fabric/governance/sensitivity-label-default-label-policy (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Information Protection sensitivity labeling” (manual labeling from E3/G3; Power BI labels with E3/G3 and EMS E3/E5; SharePoint document library default label with E5/G5-level plans), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn (Fabric), “Mandatory label policy for Fabric and Power BI” (PowerShell powerbimandatory), https://learn.microsoft.com/fabric/governance/mandatory-label-policy (accessed Nov 11, 2026).
1. Microsoft Learn, “Minimum versions for sensitivity labels in Office apps,” section “Sensitivity label capabilities in Outlook” (row “Different settings for default label and mandatory labeling”), https://learn.microsoft.com/purview/sensitivity-labels-versions (accessed Nov 11, 2026).
1. Microsoft Learn, “Set-LabelPolicy,” parameter -AdvancedSettings (supported settings for built-in labeling: AttachmentAction, EnableAudit, DisableMandatoryInOutlook, OutlookDefaultLabel, TeamworkMandatory, teamworkdefaultlabelid, powerbimandatory, powerbidefaultlabelid; a null string removes a setting), -Settings (reserved for internal Microsoft use) and -WhatIf (doesn’t work in Security & Compliance PowerShell), https://learn.microsoft.com/powershell/module/exchangepowershell/set-labelpolicy (accessed Nov 11, 2026).
1. Microsoft Learn, “Create and configure sensitivity labels and their policies,” sections “Publish sensitivity labels by creating a label policy” (portal path; publishing on completion), “Additional label policy settings with Security & Compliance PowerShell,” “PowerShell tips for specifying the advanced settings” (use the label GUID) and “When to expect new labels and changes to take effect” (allow 24 hours), https://learn.microsoft.com/purview/create-sensitivity-labels (accessed Nov 11, 2026).
[bookmark: _Toc00000668]Chapter 04 — Teams, Groups and SharePoint Containers
Sharing is decided per site, not per document, so the site has to carry the classification; a container label sets who can join, who can share and from which devices, and an owner can’t quietly loosen it.
[bookmark: _Toc00000669]In this chapter
What a container label does and what it doesn’t: it governs the team, group or site, and the files inside don’t inherit it. The settings it controls (privacy, guest access, external sharing, unmanaged devices, authentication contexts, private-team discovery and shared channels, the default sharing link and who may share) and the program’s settings for each container class. Who may create new teams, groups and sites. How to turn on container labels, create the labels, put the Conditional Access dependency in place, label existing sites in bulk and test it, with rings, rollback and exclusions. With Chapter 03, this chapter carries closure-map row CM-12 (no labels, defaults or containers).
Book 12, Chapter 09 introduced container labels as the answer to a gap assessments find again and again: SharePoint external sharing is set per site, so a CUI document and a public one in the same library get the same policy. It gave the Graph commands that turn on label support for Microsoft 365 groups and noted the tenant-level external collaboration settings above them. This chapter doesn’t repeat those. It designs the labels per container class, adds the settings Book 12 didn’t cover, governs who creates containers in the first place, and gives the procedure and evidence.
Guest access itself, the partner route into the tenant and cross-tenant settings are Book 03, Chapter 15 and Book 04; Conditional Access policy design is Book 04. This chapter uses them; it doesn’t redesign them.
[bookmark: _Toc00000670]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Access); Applications and Workloads (Application Access)
· Depends on: Identity: group label support in Microsoft Entra ID, guest and external collaboration settings (Book 03, Chapter 15), Conditional Access with app-enforced restrictions and authentication contexts (Book 04); Devices: device compliance to tell managed from unmanaged (Book 05); the container labels designed in Chapter 02
· Attack chain interrupted: Collection and Exfiltration through oversharing (anonymous links, guest sprawl, downloads to unmanaged devices); Persistence through guests added to sensitive teams by owners
Control states. 
	State
	This page
	Evidence

	Designed
	Container classes and their settings, Who may create containers
	Decision records for the container labels and for creation governance (template)

	Configured
	Enforcement, steps 1 to 4
	Get-Label export of each container label’s settings; the directory setting export; the Conditional Access policy export

	Enforced
	Enforcement, steps 5 and 6
	Every site and team in scope carries a container label; the SharePoint site list export with the Sensitivity column

	Evidenced
	Validate
	Test record: guest add blocked, external share blocked, unmanaged device limited, mismatch event raised

	Operated
	Day-two ownership
	Monthly unlabeled-container report, mismatch-event review, quarterly owner attestation


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000671]What a container label does, and what it doesn’t
A sensitivity label applied to a team, Microsoft 365 group, SharePoint site, Viva Engage community or Loop workspace sets the container’s protection settings. The items inside don’t inherit the label and get none of its item settings: no marking, no encryption. Content taken out of a labeled site is unprotected unless it carries its own label.1 Container labels and file labels therefore work together: the container label limits who gets in and how content can be shared; the file label (applied by default, by users, or by auto-labeling in Chapter 09) protects each item wherever it goes. Users can label files in SharePoint only once labels are enabled for Office files in SharePoint and OneDrive (Chapter 07).
Two behaviors make container labels a governance tool rather than a suggestion:
· The privacy setting locks. A label set to Public or Private sets and locks the container’s privacy; it can be changed only by removing the label.1
· Owners act through the label. Some label options extend to site owners settings otherwise reserved for administrators: when a label carries external-sharing or authentication-context settings, an owner changes them by changing the label. Microsoft says not to configure those settings if site owners shouldn’t be able to make such changes.1 The program keeps owners on a short, ordered list of container labels, so “changing the label” means moving to another approved set of settings, and a move to a less restrictive label is a monitored event.
[bookmark: _Toc00000672]Container classes and their settings

Container labels (program’s design; illustrative values)
	Setting
	Internal site
	CUI site
	CUI Specified site
	Source of the setting

	Privacy
	Private
	Private
	Private
	Label: privacy

	Owners can add guests
	Yes, under Book 03, Chapter 15 rules
	Yes, existing guests only
	No
	Label: external user access

	External sharing from the site
	New and existing guests
	Existing guests
	Only people in the organization
	Label: external sharing

	Unmanaged devices
	Limited, web-only access
	Limited, web-only access
	Block
	Label: Conditional Access (needs app-enforced restrictions)

	Authentication context
	None
	None
	Phishing-resistant MFA context, where licensed and available
	Label: authentication context

	Private-team discovery
	Allowed
	Allowed
	Not discoverable
	Label: private teams discoverability

	Shared channels
	Internal only
	Internal only
	Same label only
	Label: shared channel controls

	Default sharing link
	People in the organization, view
	Specific people, view
	Specific people, view
	Label advanced settings DefaultSharingScope, DefaultShareLinkPermission

	Who may share
	Owners and members
	Owners and members share files; only owners share the site
	Only owners
	Label advanced setting MembersCanShare



What each setting does, from Learn:
· External sharing offers anyone, new and existing guests, existing guests, or only people in the organization, the same choices as a site’s own external-sharing setting.1 It can only tighten what the tenant allows: the tenant’s SharePoint and Entra settings sit above it (Book 12, Chapter 09).
· Unmanaged devices uses SharePoint’s app-enforced restrictions with Conditional Access. Without the Conditional Access policy the label setting has no effect, and it also has no effect if it is less restrictive than the tenant-level unmanaged-device setting; choose a label setting equal to or stricter than the tenant’s.1
· Authentication context requires a Conditional Access authentication context already created and published; users of apps that don’t support authentication contexts are denied access.1 It is listed with E5/G5-level plans and is on the engineering backlog in GCC, GCC High and DoD (Prerequisites), so the program’s design uses it only in a commercial tenant and leaves the setting off elsewhere, with the block on unmanaged devices as the compensating control.
· Default sharing link sets the scope and permission preselected when a user shares; users can override it, but typically don’t. Where a site and a document both have a default, the more restrictive scope applies.2
· Members can share is the label equivalent of the site-sharing permission setting in the SharePoint admin center (MemberShareAll, MemberShareFileAndFolder, MemberShareNone).1
Authority: Risk-based recommended (the program’s position, for the risk of oversharing from containers whose sharing is set per site). Microsoft-recommended for the change-control cautions: test a new container label with a few users before publishing it to everyone, and don’t change a published label’s site and group settings after it has been applied (Microsoft Learn, “Use sensitivity labels to protect collaborative workspaces (groups and sites),” accessed Nov 11, 2026). Applies: License-dependent: container labels need group label support in Microsoft Entra ID, which needs at least one Microsoft Entra ID P1 license (Book 12, Chapter 09); authentication contexts on labeled sites need E5/G5-level plans.3 Environment-dependent: see the availability table.
[bookmark: _Toc00000673]Who may create containers
Every team, Microsoft 365 group and group-connected site starts as a group. By default every user can create one, and Microsoft calls that the recommended approach, because people can start collaborating without waiting for IT.4 The program keeps self-service creation and governs it with labels instead: mandatory labeling for groups and sites (Chapter 03) means nothing is created without a label, and the default Internal site label means a new container starts private, guest-limited and shared by default only inside the agency.
Where an agency’s risk assessment calls for it, creation can be limited to members of one group (nested groups are allowed), for example people who completed a short owner’s course. Some administrator roles can still create groups through their own admin centers.4 The program treats the restriction as optional, and if used, ties membership of the creators group to the owner training in Book 16.
[bookmark: _Toc00000674]How: label the agency’s containers
Prerequisites

Container features by cloud, read Nov 11, 2026
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Sensitivity labels for Teams, Microsoft 365 groups and SharePoint sites
	Available
	Available
	Available
	Available
	Government Purview planning pages567

	Conditional Access via authentication context for labeled SharePoint sites
	Available (E5/G5-level)
	On engineering backlog
	On engineering backlog
	On engineering backlog
	Same pages (“Granular conditional access policies via Sensitivity labels for SharePoint Online sites”)

	Default sharing link and MembersCanShare advanced settings
	Available
	Not yet specified
	Not yet specified
	Not yet specified
	“Use sensitivity labels to configure the default sharing link type”2; not listed on the government pages

	App-enforced restrictions for unmanaged devices
	Available
	Not yet specified
	Not yet specified
	Not yet specified
	“Use app-enforced restrictions”8; not listed on the government pages

	Restricting Microsoft 365 group creation
	Available (Entra ID P1 for the admin and the creators)
	Not yet specified
	Not yet specified
	Not yet specified
	“Manage who can create Microsoft 365 Groups”4



Where a cloud’s status is “not yet specified”, test the setting in that cloud’s test tenant before relying on it, and record the result in the decision record.
· Licenses: Microsoft Entra ID P1 for group label support and for group-creation restriction; E5/G5-level for authentication contexts. A missing license is a dependency to record with its compensating control, not a failed control (Book 11, Chapter 10).
· Roles: Information Protection Admin for labels; SharePoint Administrator for site commands; Groups Administrator for the directory setting; Conditional Access Administrator for the policy. Each through PIM (Book 04).
· Modules: ExchangeOnlineManagement (Security & Compliance), Microsoft.Online.SharePoint.PowerShell version 16.0.19418.12000 or later for bulk labeling,1 Microsoft.Graph.Beta.
· Done before this chapter: container labels designed and created (Chapter 02); label policies published with a groups-and-sites default (Chapter 03); the tenant-level SharePoint sharing and unmanaged-device settings decided.
Pilot
The pilot is three new test sites and teams, one per container label, owned by the implementing team, plus five existing low-risk team sites whose owners volunteer. Success: each test case in Validate behaves as designed, and no owner of a pilot site reports a broken workflow in two weeks.
Report-only or audit phase
Container labels have no audit mode. Two observation steps stand in for one. Before labeling existing sites, export each site’s current sharing setting so the change in ring 3 is known in advance (step 5 below). The Conditional Access policy for unmanaged devices starts in report-only for the pilot users, and its report-only result is read in the sign-in log before it is turned on (Book 04; Book 00, Appendix D).
Enforcement
Commands were checked against Microsoft Learn on Nov 11, 2026; run them against a test tenant first. Placeholders: <label-guid> is a label’s GUID from Get-Label; <site-url> a site’s URL; <tenant> the tenant’s SharePoint name.
1. Turn on label support for groups and synchronize labels. Use the Graph commands in Book 12, Chapter 09, connecting with Connect-MgGraph -Environment USGov in GCC High or -Environment USGovDoD in DoD (environments), then run Execute-AzureAdLabelSync in Security & Compliance PowerShell.19 Allow up to 24 hours before the labels appear for groups.
1. Set each container label’s site and group settings in the Microsoft Purview portal (Information Protection > Sensitivity labels > the label > Edit label, scope Groups & sites, then Privacy and external user access settings, External sharing and Conditional Access settings, and Private teams discoverability and shared channel controls), using the values in the design table.1 Then set the PowerShell-only settings, by GUID:
· $internalSite = (Get-Label -Identity 'Internal site').Guid
$cuiSite      = (Get-Label -Identity 'CUI site').Guid
$cuiSpSite    = (Get-Label -Identity 'CUI Specified site').Guid

Set-Label -Identity $internalSite -AdvancedSettings @{DefaultSharingScope = "Organization"; DefaultShareLinkPermission = "View"}
Set-Label -Identity $cuiSite      -AdvancedSettings @{DefaultSharingScope = "SpecificPeople"; DefaultShareLinkPermission = "View"}
Set-Label -Identity $cuiSpSite    -AdvancedSettings @{DefaultSharingScope = "SpecificPeople"; DefaultShareLinkPermission = "View"}

Set-Label -Identity $cuiSite   -AdvancedSettings @{MembersCanShare = "MemberShareFileAndFolder"}
Set-Label -Identity $cuiSpSite -AdvancedSettings @{MembersCanShare = "MemberShareNone"}
· The setting names and values are Learn’s.21 Export the result:
· $stamp = Get-Date -Format 'yyyy-MM-dd'
'Internal site','CUI site','CUI Specified site' | ForEach-Object { Get-Label -Identity $_ } |
  ConvertTo-Json -Depth 8 | Out-File ".\container-labels-$stamp.json" -Encoding utf8
1. Put the unmanaged-device dependency in place. In the Microsoft Entra admin center, create a Conditional Access policy for the pilot users: Target resources = Office 365 SharePoint Online; Conditions > Client apps = all; Session = Use app enforced restrictions; state Report-only for the pilot, On in ring 3.8 Follow Book 04’s naming, exclusion and rollout rules for the policy, with emergency access accounts excluded. Then make sure the tenant-level setting is no more restrictive than the labels, in SharePoint Online PowerShell:
· # Commercial and GCC
Connect-SPOService -Url https://<tenant>-admin.sharepoint.com
# GCC High and DoD
Connect-SPOService -Url https://<tenant>-admin.sharepoint.us -Region ITAR

Get-SPOTenant | Select-Object ConditionalAccessPolicy
Set-SPOTenant -ConditionalAccessPolicy AllowLimitedAccess
1. Point the mismatch email at the agency’s help page. When a file with a higher-priority label lands in a lower-labeled site, SharePoint emails the uploader and the owners; the message has a help link only the tenant can set:1
· Set-SPOTenant -LabelMismatchEmailHelpLink "https://intranet.contoso.example/labels/help"
1. Inventory existing sites before labeling them, so the effect of each label on each site is known:
· $stamp = Get-Date -Format 'yyyy-MM-dd'
Get-SPOSite -Limit All |
  Select-Object Url, Template, Owner, SharingCapability, SensitivityLabel, ConditionalAccessPolicy |
  Export-Csv ".\sites-before-$stamp.csv" -NoTypeInformation -Encoding UTF8
· Data owners and site owners decide each site’s container label from this list and the inventory in Chapter 01. A site with CUI and an Anyone sharing setting is a ring-3 priority.
1. Label existing sites, one site or a batch from a reviewed CSV of Url,Label pairs:
· # One site
Set-SPOSite -Identity <site-url> -SensitivityLabel "<label-guid>"

# A reviewed batch
Import-Csv .\ring3-sites.csv | ForEach-Object {
  $guid = (Get-Label -Identity $_.Label).Guid   # run in a Security & Compliance session, or prefill the GUID column
  Set-SPOSite -Identity $_.Url -SensitivityLabel "$guid"
}
· Learn documents Set-SPOSite -SensitivityLabel for per-site labeling and Set-SPOTenant <url> -SensitivityLabel for labeling many sites with one label.1 A group-connected site’s label is applied through its Microsoft 365 group, and the service applies the same label to the group and the connected site.1
1. Optional: restrict who can create groups. Use Learn’s script (“Manage who can create Microsoft 365 Groups”), which sets EnableGroupCreation to False and GroupCreationAllowedGroupId to the creators group in the Group.Unified directory setting, after connecting to Graph for the tenant’s cloud.4 Verify with a non-member account: creating a plan in Planner reports that group creation is disabled. Changes can take 30 minutes or more.
Change safety
	Ring
	Scope
	Exit criteria

	0
	Implementing team’s three test sites
	Every Validate case passes

	1
	Pilot sites; Conditional Access policy in report-only for pilot users
	Two weeks; report-only results read; no broken owner workflow

	2
	New containers tenant-wide (the default label and mandatory labeling from Chapter 03 already apply); CUI-bearing existing sites
	Two weeks; mismatch events triaged; help-desk volume within threshold

	3
	All existing sites and teams; Conditional Access policy On
	Unlabeled-container report at zero, or each remaining site on the exception list


· Emergency access: emergency access accounts are excluded from the app-enforced-restrictions Conditional Access policy, and the exclusion is tested with the quarterly emergency access test (Book 04).
· Change window: labeling existing sites is a normal change, batched by office and announced to site owners five business days ahead with the label each site will get.
· Backout triggers: a mission team loses access it needs to an approved external partner; an approved workflow (for example a records transfer) fails on the sharing restriction; more than two help-desk tickets per labeled site in the first week.
· Post-change validation: re-export the site list (step 5) and compare the Sensitivity column and sharing setting with the plan; run the validation cases on one site per batch.
Rollback
· A site’s label: set the previous label with the same command (Set-SPOSite -Identity <site-url> -SensitivityLabel "<previous-label-guid>"); where the site had no label, move it to Internal site, the least restrictive container label, rather than removing labels in bulk. A label’s privacy setting stays on the container even after the label is removed,1 so restore the site’s prior sharing setting from the step-5 export where the plan calls for it: Set-SPOSite -Identity <site-url> -SharingCapability <value-from-export>.
· A label’s settings: don’t edit a published container label’s site and group settings to roll back; changes take up to 24 hours to reach containers, and a cleared External user access setting doesn’t remove guests who already have access.1 Move the affected sites to another label instead.
· The Conditional Access policy: set it back to report-only or off (Book 04).
· Group creation: rerun Learn’s script with $GroupName = "" and $AllowGroupCreation = "$true".4
· Turning container labels off entirely reverts containers to the old Classification property and stops enforcing every container label setting;1 it is a decision for the platform owner and the data owners, never an operator’s backout step.
The operator can roll back a batch of sites in under an hour from the export; Conditional Access changes take effect at the next sign-in.
Exclusions
Container exclusions
	What
	Why
	Approver
	Review

	Emergency access accounts
	From the Conditional Access policy, never from labels
	Platform owner
	Quarterly

	Sites that must share with the public (for example a public-information hub)
	Their class is Public; they get no container label that restricts sharing, or a dedicated public-site label
	Data owner of the content
	Annually

	Sites a migration or records transfer still writes to
	A sharing change would break the transfer
	Records officer
	Until the transfer ends


Each excluded site is listed in the exception register with its approver and review date.
Telemetry
· Audit: applying, changing and removing a label on a site or group, and Detected document sensitivity mismatch (File and page activities), are in the audit log’s sensitivity label activities.1 Chapter 10 has the searches.
· SharePoint admin center: Active sites with the Sensitivity column shows each site’s label.1
· Sign-in logs: the Conditional Access policy’s report-only and enforced results for unmanaged-device sessions.
· Detection: Book 12, Chapter 11 alerts when a CUI-labeled site is relabeled to a less restrictive label, and on repeated mismatch events in one site.
Validate
This is the container half of CM-12’s “labeled sample”. On a CUI site and a CUI Specified site:
1. The owner tries to add a new guest. Expected: allowed on CUI site only for existing guests; blocked on CUI Specified site.
1. A member shares a file. Expected: the share dialog preselects Specific people, view; sharing to an external address fails on CUI Specified site.
1. A user opens the site from an unmanaged browser. Expected: web-only, no download, on CUI site; blocked on CUI Specified site.
1. A user uploads a file labeled CUI//SP-<category> to a CUI site. Expected: upload succeeds, the uploader and owners receive the “Incompatible sensitivity label detected” email, and the audit log shows Detected document sensitivity mismatch.
1. A user without the label policy tries to create a team without a label. Expected: a label is required; Internal site is preselected.
Record the expected and observed result, the date and the tester for each case, with the audit records.
Evidence
Evidence checklist
· Configuration: the dated Get-Label JSON export of the container labels; the Group.Unified directory setting values; the Conditional Access policy export; the Get-SPOTenant sharing and unmanaged-device settings (CM-12’s policy export, for containers)
· Operational: the monthly site list export with the Sensitivity column, and the unlabeled-container count; mismatch events and their triage
· Test: the validation record, with the audit events it produced (CM-12’s labeled sample, for containers)
· Exception: the excluded sites and accounts with approver and review date
· Assessor-ready artifact: the site list showing each CUI-bearing site’s label, tied to the class register and the decision records, cited from the AC-3, AC-4 and AC-21 implementation statements
Day-two ownership
The platform owner owns the container labels and the tenant sharing settings; policy owners decide which class each site holds; site owners keep their membership and guests current and attest quarterly, prompted by an access review (Book 04); the operator labels new batches and runs the monthly unlabeled-site report; the security monitor watches relabels and mismatch events; the help desk handles blocked-share and unmanaged-device calls with the Book 15 script. Drift is a site without a label, a site whose sharing setting is looser than its label allows, or a container label whose settings differ from the export (Chapter 12). The full RACI is in Chapter 12.
[bookmark: _Toc00000675]Key takeaways
· A container label governs the site, not the files in it; pair it with file labels and SharePoint label integration.
· Three container labels, ordered with the file labels, carry privacy, guest, sharing, unmanaged-device and sharing-link settings for each class.
· The unmanaged-device setting does nothing without its Conditional Access policy; authentication contexts are still on the engineering backlog in the government clouds.
· Label existing sites from an inventory, in batches, with the prior sharing settings exported for rollback.
[bookmark: _Toc00000676]Notes
1. Microsoft Learn, “Use sensitivity labels to protect collaborative workspaces (groups and sites),” sections on the list of container settings, site owners acting through the label, items not inheriting the label, “How to enable sensitivity labels for containers and synchronize labels,” “How to configure groups and site settings for containers” (privacy lock; external sharing options; unmanaged devices and authentication context dependencies), “Configure site sharing permissions by using PowerShell advanced settings” (MembersCanShare), “Sensitivity label management” (publish to test users first; don’t change published settings; External users access change doesn’t remove existing guests), “Use PowerShell to apply a sensitivity label to multiple sites” (module version 16.0.19418.12000+), “View and manage sensitivity labels in the SharePoint admin center,” “Auditing sensitivity label activities” (Detected document sensitivity mismatch; LabelMismatchEmailHelpLink) and “How to disable sensitivity labels for containers,” https://learn.microsoft.com/purview/sensitivity-labels-teams-groups-sites (accessed Nov 11, 2026).
1. Microsoft Learn, “Use sensitivity labels to configure the default sharing link type for sites and documents in SharePoint and OneDrive” (DefaultSharingScope: SpecificPeople, Organization, Anyone; DefaultShareLinkPermission: View, Edit; the more restrictive scope applies), https://learn.microsoft.com/purview/sensitivity-labels-default-sharing-link (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Information Protection sensitivity labeling” (authentication contexts on SharePoint sites through sensitivity labels with E5/G5-level plans), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage who can create Microsoft 365 Groups” (all users by default, the recommended approach; one group controls creation; roles that can still create groups; Entra ID P1 for the admin and creators; the Graph script with EnableGroupCreation and GroupCreationAllowedGroupId; verification and the 30-minute delay), https://learn.microsoft.com/microsoft-365/enterprise/manage-creation-of-groups (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn (SharePoint), “Use app-enforced restrictions” (Conditional Access policy for Office 365 SharePoint Online with the session control Use app enforced restrictions), https://learn.microsoft.com/sharepoint/app-enforced-restrictions (accessed Nov 11, 2026).
1. Microsoft Learn, “Authentication module cmdlets in Microsoft Graph PowerShell,” section “Use Get-MgEnvironment” (-Environment values include USGov and USGovDoD), https://learn.microsoft.com/powershell/microsoftgraph/authentication-commands (accessed Nov 11, 2026).
[bookmark: _Toc00000677]Chapter 05 — Rights Management and Recovery
Encryption that the agency can’t undo is a data-loss event waiting for a resignation; the service that protects content has to be switched on deliberately, and the way back into it has to be tested before anyone needs it.
[bookmark: _Toc00000678]In this chapter
What the Azure Rights Management service is for, and why activation is a decision even though most tenants arrive with it on. How to confirm and activate it, stage who can apply encryption, and connect to it from GCC High and DoD, where clients also need DNS records to find the right instance. Licensing as a dependency, not a finding. The super user feature: what it can do, why Microsoft advises keeping it off, and how the program enables it only for a named recovery, approved through Privileged Identity Management. A decryption-continuity test the agency runs on a schedule, and the evidence the whole chapter leaves for the Rights Management part of closure-map row CM-13.
Every sensitivity label that encrypts, and every encrypted message in Chapter 06, depends on one tenant service: Azure Rights Management, the encryption technology that Microsoft Purview Information Protection uses. Chapter 02 decides which labels encrypt and for whom; Book 12, Chapter 09 explains the three meanings of “customer-managed key” and which one the program uses for the tenant root key. This chapter doesn’t repeat either. It covers the service those decisions run on: whether it is on, who may use it to encrypt, and who can get content back out when the person who encrypted it is gone.
That last question is the reason the chapter exists. Rights Management grants usage rights to the people and groups a label names. When a file’s only authorized holder leaves, when a label granted rights to a group that was later deleted, or when an investigator needs to read what a departing employee encrypted, somebody has to be able to open it. Microsoft’s answer is the super user feature, which gives its holders full control of everything the tenant encrypted.1 A permanent super user is a standing key to every protected record in the agency. A super user that nobody can enable when needed is an availability gap. The design below avoids both.
[bookmark: _Toc00000679]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Encryption; Data Access)
· Depends on: Identity, for the groups that labels grant rights to and for Privileged Identity Management (Book 04, Chapter 08); the label design in Chapter 02; the tenant key choice in Book 12, Chapter 09
· Attack chain interrupted: Collection and Exfiltration (encrypted content stays unreadable outside the rights it grants); the recovery design limits Privilege Escalation and Persistence through a standing super user
Control states. 
	State
	This page
	Evidence

	Designed
	Decide
	Decision record (template) naming the onboarding scope, the recovery operators and the approvers

	Configured
	Prerequisites to Report-only or audit phase
	Get-AipService, Get-AipServiceConfiguration and Get-AipServiceOnboardingControlPolicy output; the PIM group settings export

	Enforced
	Enforcement
	Onboarding control removed (all licensed users can encrypt); super user feature state Disabled outside an approved recovery

	Evidenced
	Validate: the decryption-continuity test
	The test record, the usage log lines for each open and denial, and the admin log lines for the recovery

	Operated
	Day-two ownership
	Quarterly test record, monthly super user review, alert on super user enablement


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000680]What the service does, and why activation is a decision
When the Azure Rights Management service is active, all users in the organization can apply encryption to documents and email, and all users can open content that the service encrypted for them.2 Tenants whose subscription was obtained from late February 2018 onward have the service activated automatically, and Microsoft activated it for most earlier subscriptions that use Exchange Online; an administrator has to activate it only if neither applies or someone deactivated it.2 So in most agencies the question isn’t “is it on” but “did anyone decide it should be, and who may encrypt with it”. Three things make that a decision rather than a default:
· It can’t coexist with AD RMS. Microsoft says not to activate the service where Active Directory Rights Management Services is deployed, and Message Encryption isn’t compatible with AD RMS; an agency still running AD RMS migrates first.23 Book 12, Chapter 09 explains why AD RMS has to leave before the domain does.
· Encryption is irreversible without a recovery path. Content encrypted to a person or group that no longer exists can be opened only by its owner, someone with Full Control, or a super user.1
· Deactivation isn’t an undo. Microsoft’s decommissioning guidance tells an organization that has encrypted production content to keep a copy of its root key and trusted publishing domain before deactivating; turning the service off doesn’t decrypt anything.4
Authority: Microsoft-recommended (Microsoft Learn, “Activate the Azure Rights Management service,” accessed Nov 11, 2026) for confirming the service state and for onboarding controls in a phased deployment. Applies: License-dependent: a service plan that includes Azure Rights Management (Prerequisites). Environment-dependent: GCC High and DoD clients need DNS records to reach the government instance.
[bookmark: _Toc00000681]Decide: activation, onboarding and recovery
Record these in the decision record before anything changes. The decision record template has the license, cloud-availability, prerequisite and compensating-control fields.
	Decision
	The program’s position
	Authority

	Who may apply encryption during rollout
	An onboarding group of the label pilot users (Chapter 03), widened to all licensed users at enforcement; everyone can always open content encrypted for them
	Microsoft-recommended for a phased deployment2

	Tenant root key
	Microsoft-managed or BYOK, per Book 12, Chapter 09; decided before the first encrypting label is published, because Microsoft recommends completing BYOK before setting up Message Encryption3
	Risk-based recommended

	Super user feature at rest
	Disabled, with no standing members
	Microsoft-recommended: enable it as needed and disable it during standard operations, unless a trusted application needs it5

	Who may recover
	Two or more named recovery operators, each eligible (never active) for the role that can enable the feature, with approval by the policy owner or the records officer
	Risk-based recommended

	How a recovery operator becomes a super user
	Added individually with Add-AipServiceSuperUser for the duration of the recovery, then removed
	Microsoft-recommended for immediate access, because group membership is cached1

	Standing super users for services
	Only a trusted application that has to inspect encrypted content (for example a content-scanning service), by its service principal, recorded as an exception
	Microsoft-recommended exception5


Why the super user is added individually, not through a PIM-managed group
The obvious design is a super user group whose membership is governed by PIM for Groups, so that a recovery operator activates membership just in time. Two documented behaviors make that unreliable for recovery.
· The Rights Management service caches group membership, and a change in Microsoft Entra ID “can take up to three hours to take effect” for groups the service uses; Microsoft says the period is subject to change.6 A PIM activation would take effect hours later, and a deactivation would leave the operator a super user for hours after PIM removed them.
· Microsoft’s own super user guidance says that to make a user a super user who can decrypt immediately, add them with Add-AipServiceSuperUser rather than to the configured super user group.1
PIM still governs the recovery, one level up. The recovery operator is eligible for a Microsoft Entra role that can manage the Rights Management service (Compliance Administrator or Compliance Data Administrator are the roles Learn names for its administration).2 Activating that role requires approval, justification and a ticket number, configured in PIM as Book 04, Chapter 08 and Appendix B describe. While the role is active, the operator enables the feature, adds the named super user, does the recovery, removes the super user and disables the feature. Microsoft notes that PIM for Microsoft Entra roles, not PIM for Groups, avoids activation delays for administration in Microsoft Purview.7 Every step is in the Rights Management admin log, and every decryption in the usage log (Telemetry).
Authority: Risk-based recommended (the program’s position, for the risk of a standing key to all encrypted content), built on Microsoft’s recommendations to enable the feature only as needed and to add immediate super users individually.
[bookmark: _Toc00000682]How: activate and stage the Rights Management service
The procedure below is the Rights Management part of CM-13: activate protection, and prove it works. Chapter 06 carries the message-encryption part.
Prerequisites
· License. Activating the service needs a service plan that includes Azure Rights Management from Microsoft Purview Information Protection; Learn points to the Microsoft 365 licensing guidance for which plans those are.2 Message Encryption is included in Office 365 and Microsoft 365 E3 and E5 and in Office 365 Government G3 and G5.8 A user without a qualifying plan is a licensing decision recorded in the decision record, not a failed control; an assessment test skipped for licensing is classified as such, not counted as a failure (Book 11, Chapter 10). Applies: License-dependent.
· Roles. Compliance Administrator or Compliance Data Administrator, activated through PIM, to manage the service; Learn’s Connect-AipService reference also accepts the Azure Information Protection administrator role.29
· Module. The AIPService PowerShell module from the PowerShell Gallery, version 3.1.0.0 or later for PowerShell 7.4; Windows PowerShell 5.1 needs .NET Framework 4.8.10
· No AD RMS in use. Confirm before activating (What the service does).
· Government-cloud availability.

	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Azure Rights Management service (encryption for labels and Message Encryption)
	Available
	Available (Message Encryption E3 row)
	Available; connect with -EnvironmentName AzureUSGovernment and publish DNS SRV records
	Available; same connection and DNS steps as GCC High
	GCC, GCC High and DoD Purview planning pages, Encryption rows; AIP Premium Government service description11121314

	Co-authoring on encrypted documents
	Available
	Available
	Available
	Available
	Same pages, Sensitivity labeling rows111213

	BYOK for the tenant key; Double Key Encryption
	Available
	Available
	Available
	Available
	Same pages, Encryption rows111213

	Super user feature
	Available
	not yet specified
	not yet specified
	not yet specified
	The government pages don’t list it; Connect-AipService accepts AzureUSGovernment, so the cmdlets run there9

	Rights Management usage logging (Get-AipServiceUserLog)
	Available
	not yet specified
	not yet specified
	not yet specified
	The government pages don’t list it15

	eDiscovery decryption of encrypted content (“RMS decryption”)
	Available
	Available
	Available
	Available
	Same pages, eDiscovery (Standard) rows111213



The government pages say feature status “is subject to change as project plans and priorities are reevaluated.” Read them again at each reassessment (Chapter 12).
Connect to the service. The placeholders in this chapter are <admin-upn> (the operator’s sign-in name), <pilot-group> (the onboarding group’s display name), <recovery-operator>@contoso.example (the named recovery operator’s primary email address or UPN) and <log-folder> (a local folder for exported logs). Commands were checked against Microsoft Learn on Nov 11, 2026; run them against a test tenant first.
# Install or update the module (run PowerShell as administrator).
Install-Module -Name AIPService
Update-Module -Name AIPService

# Commercial and GCC:
Connect-AipService

# GCC High and DoD:
Connect-AipService -EnvironmentName AzureUSGovernment
In GCC High and DoD, Office clients bootstrap to the commercial instance unless DNS redirects them. Learn’s government service description gives two SRV records per user domain: _rmsredir._http._tcp pointing to <service-id>.rms.aadrm.us on port 80 for Windows clients, and _rmsdisco._http._tcp pointing to api.aadrm.us on port 80 for other platforms, where <service-id> is the tenant’s Rights Management service ID.14 Read the ID, then ask the DNS owner (Book 08) to publish the records:
# GCC High and DoD only: the value for the _rmsredir SRV target.
(Get-AipServiceConfiguration).RightsManagementServiceId
The same page says not to terminate TLS to the rms.aadrm.us endpoint at a proxy or firewall, and gives a check that the certificate the client sees was issued by a Microsoft CA.14 Run it from a pilot workstation:
# GCC High and DoD: the issuer should be a Microsoft CA, not an inspection proxy.
$request = [System.Net.HttpWebRequest]::Create("https://admin.aadrm.us/admin/admin.svc")
$request.GetResponse()
$request.ServicePoint.Certificate.Issuer
Pilot
Restrict who can apply encryption to the onboarding group while the encrypting labels are piloted. Learn’s onboarding control takes a group object ID, not individual users; everyone can still open content the pilot encrypts.2
# Find the onboarding group's object ID (Microsoft Graph PowerShell).
# GCC High and DoD: Connect-MgGraph -Environment USGov (GCC High) or USGovDoD (DoD).
Connect-MgGraph -Scopes "Group.Read.All"
$groupId = (Get-MgGroup -Filter "displayName eq '<pilot-group>'").Id

# Only members of the pilot group can apply encryption.
Set-AipServiceOnboardingControlPolicy -UseRmsUserLicense $False -SecurityGroupObjectId $groupId
Get-AipServiceOnboardingControlPolicy
The pilot succeeds when every encrypting label in Chapter 02 has been applied by a pilot user, opened by an intended holder on each client the agency supports, and refused to a non-holder, and when the decryption-continuity test below passes once.
Report-only or audit phase
Rights Management has no report-only mode: a label either encrypts or it doesn’t. The observation phase is the usage log. Usage logging is on by default, writes to a storage account the service creates for the tenant, and makes most entries available within 15 minutes, but only for previous dates (UTC); Microsoft calls the logs a definitive source for forensic analysis because every open of encrypted content needs a use license.15 During the pilot, download a day’s log each morning and read it for AcquireLicense denials and unexpected users:
# Yesterday's usage log, to a local folder.
Get-AipServiceUserLog -Path "<log-folder>" -ForDate (Get-Date).AddDays(-1)

# The service's own administrative actions (activation, onboarding, super user changes).
Get-AipServiceAdminLog -Path "<log-folder>\admin.log" -FromTime (Get-Date).AddDays(-7) -ToTime (Get-Date)
File access and denial events in the usage log don’t carry the file name and aren’t in the Microsoft Purview unified audit log;15 keep the usage log itself as the record.
Enforcement
Confirm the service is active, and activate it only if it isn’t. Then widen the onboarding control. Learn’s steps:2
# Enabled = active. Disabled = deactivated.
Get-AipService

# Only if the status is Disabled and the decision record approves activation:
Enable-AipService
Get-AipService

# Enforcement: every licensed user can apply encryption.
Set-AipServiceOnboardingControlPolicy -UseRmsUserLicense $True
Get-AipServiceOnboardingControlPolicy
-UseRmsUserLicense $True limits encryption to correctly licensed users; $False with no group removes the onboarding control altogether.2 The program uses $True, so the license dependency is visible in the configuration.
Change safety
	Ring
	Scope
	Exit criteria

	0
	The platform owner’s test accounts
	Each encrypting label encrypts and opens on every supported client; GCC High and DoD DNS records resolve

	1
	<pilot-group> (label pilot users)
	Two weeks with no unexplained denials in the usage log; decryption-continuity test passed

	2
	Early adopters: records, legal and the help desk
	Help-desk tickets about opening protected content within the agreed threshold; recovery drill done once

	3
	All licensed users (-UseRmsUserLicense $True)
	Post-change validation passed


· Emergency access: not applicable to activation: Rights Management doesn’t block sign-in. Emergency access accounts are never added as super users.
· Change window: a standard change window approved by the platform owner; the help desk is told the day before.
· Backout triggers: any encrypting label that a holder can’t open on a supported client; a usage-log denial rate above the threshold the policy owner set before the change.
· Post-change validation: the decryption-continuity test, run after rings 1 and 3.
Rollback
Rolling back the onboarding widening is one command and takes effect at the next license request: set the onboarding control back to the pilot group with the Pilot command. The platform owner or an operator with the active role can run it.
Deactivating the service is not a rollback. It stops new encryption, but content already encrypted stays encrypted, and Microsoft’s decommissioning guidance requires a copy of the root key and trusted publishing domain before deactivation if production content was encrypted.4 The program treats Disable-AipService as a decommissioning decision for the authorizing official, never as a backout step.
Exclusions
· Onboarding exclusions: none at enforcement; during the pilot, everyone outside <pilot-group> is excluded from applying encryption but not from opening it.
· Standing super users: none, except a trusted service principal recorded in the exception register with its approver and review date.5
· Emergency access accounts: never granted super user, never members of the onboarding group, and never named in label permissions.
Telemetry
	Signal
	Where it comes from
	Where it goes

	Service state, onboarding changes, super user feature on or off, super users added or removed
	Rights Management admin log (Get-AipServiceAdminLog); Microsoft documents that enabling the feature and adding super users are logged there1
	Exported daily to the evidence store; the enablement is an alert to the security monitor (Book 12, Chapter 11)

	Every open, denial and decryption of encrypted content
	Rights Management usage log (Get-AipServiceUserLog); super user decryptions appear here but aren’t marked as super user actions, so the review cross-references Get-AipServiceSuperUser1
	Downloaded daily and kept with the evidence store

	Label applied, changed or removed on files in SharePoint and OneDrive
	Microsoft Purview audit (Chapter 07)
	Workspace (Book 12, Chapter 04)

	PIM activation of the recovery role
	Microsoft Entra audit log
	Workspace (Book 12, Chapter 03)


Evidence
Evidence checklist
· Configuration: Get-AipService, Get-AipServiceConfiguration, Get-AipServiceOnboardingControlPolicy, Get-AipServiceSuperUserFeature and Get-AipServiceSuperUser output, dated, in the evidence store; in GCC High and DoD, the two DNS SRV records
· Operational: daily usage log and weekly admin log exports, kept for the period Book 13, Chapter 13 sets
· Test: the decryption-continuity test record, with the usage-log lines for each open, denial and recovery
· Exception: the super user exception register (service principals only) and any user without a qualifying license, each with approver and review date
· Assessor-ready artifact: the CM-13 register entry (Book 11, Chapter 10) linking the four items above
Day-two ownership
The platform owner owns the service configuration and the quarterly decryption-continuity test. The policy owner (with the records officer) approves every recovery. The operator runs recoveries only through the procedure below. The security monitor alerts on super user enablement outside an approved change and reviews the super user list monthly. The help desk routes “I can’t open this protected file” through Book 15, Chapter 03 and never as a recovery request by itself. The assessor reads the evidence above. Drift looks like: the super user feature left Enabled, a standing super user, or an onboarding control reverted to a group. Roles are in Chapter 12.
[bookmark: _Toc00000683]How: recover encrypted content through a super user, just in time
Prerequisites
· An approved recovery request naming the content, the reason (a departed employee’s files, a legal or records request, a group that no longer exists) and the approver.
· The recovery operator is eligible for Compliance Administrator or Compliance Data Administrator in PIM, with approval required; Microsoft recommends at least two approvers for redundancy.16
· For files outside SharePoint and Exchange, the Microsoft Purview Information Protection client, whose PowerShell module provides Set-FileLabel and Remove-FileLabel.117 For mail, eDiscovery decrypts on export, because the super user ability is integrated with Exchange Online.1
Pilot
Run the procedure once in ring 2 against a test file encrypted to a test account that has then been disabled. The pilot passes when the file opens only after the steps below and the admin log shows each step.
Report-only or audit phase
Not applicable: a recovery acts on a named item and has nothing to observe beforehand. The audit trail is the admin log before and after, checked in the last step.
Enforcement
After the recovery role is activated and approved in PIM:
Connect-AipService            # GCC High and DoD: -EnvironmentName AzureUSGovernment

# 1. Record the starting state: expect Disabled and no super users.
Get-AipServiceSuperUserFeature
Get-AipServiceSuperUser

# 2. Add the named operator individually (takes effect immediately), then enable the feature.
Add-AipServiceSuperUser -EmailAddress "<recovery-operator>@contoso.example"
Enable-AipServiceSuperUserFeature

# 3. Recover. For a file, the operator removes the label and its protection, or relabels it:
#    Remove-FileLabel -Path "<file-path>" -RemoveLabel -RemoveProtection -JustificationMessage "<ticket-number>"
#    For mail, use eDiscovery export, which decrypts with the super user ability.

# 4. Put it back: remove the operator, disable the feature, confirm.
Remove-AipServiceSuperUser -EmailAddress "<recovery-operator>@contoso.example"
Disable-AipServiceSuperUserFeature
Get-AipServiceSuperUserFeature
Get-AipServiceSuperUser
A super user has the Full Control usage right on all content the tenant encrypted, and can decrypt and remove protection even when an expiry date has passed; the time a user is added doesn’t matter, so a super user added today can open content protected last week.15 That is why step 4 isn’t optional, and why it removes the operator before disabling the feature: disabling the feature doesn’t remove anyone from the super user list, so whoever is left on it becomes a super user again the next time the feature is enabled.18 The Set-FileLabel and Remove-FileLabel cmdlets remove a template-based label together with its protection; for custom permissions, -RemoveProtection is needed as well.17
Rollback
Step 4 is the rollback, and it takes seconds. If the session ends before step 4, any operator with the active role runs step 4 alone. The security monitor’s alert on an enabled feature older than the change window is the safety net.
Exclusions
Recovery operators can’t approve their own PIM activation (PIM doesn’t allow it) and can’t recover their own content.19 Emergency access accounts are never used to run a recovery.
Telemetry
The admin log records AddSuperUser, SetSuperUserFeatureState and their removal; the usage log records each decryption.1 The PIM activation, approval and justification are in the Microsoft Entra audit log.
Evidence
Evidence checklist
· Configuration: the before-and-after Get-AipServiceSuperUserFeature and Get-AipServiceSuperUser output
· Operational: the admin-log extract for the recovery window and the usage-log lines for the decrypted items
· Test: the ring-2 drill record
· Exception: the approved recovery request (approver, ticket number, items)
· Assessor-ready artifact: the recovery record filed with the request, traceable to the PIM activation
Day-two ownership
The policy owner approves; the operator runs; the security monitor reviews every recovery within one business day against the request. Recoveries are counted in the metrics.
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The test proves that encryption works and that the agency can still read what it encrypted. Run it after rings 1 and 3, then every quarter.
	Step
	Expected outcome
	Evidence

	1. A test user applies each encrypting label to a test document
	Document encrypted; label shown
	Usage log Certify and publishing lines

	2. An intended holder opens it on each supported client
	Opens with the rights the label grants
	Usage log AcquireLicense success

	3. A user outside the label’s permissions tries to open it
	Refused
	Usage log AcquireLicense failure

	4. The test user’s account is disabled; a recovery operator follows the recovery procedure
	Document opens and its protection is removed
	Admin log AddSuperUser, SetSuperUserFeatureState, then removal; usage log decryption

	5. After step 4 of the recovery
	Feature Disabled, no super users
	Get-AipServiceSuperUserFeature, Get-AipServiceSuperUser

	6. A message encrypted under Chapter 06 is found and exported decrypted through eDiscovery
	Exported readable
	eDiscovery export record


A failure at step 3 is a design error in the label; a failure at step 4 is a recovery gap and is treated as an incident under Chapter 12.
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· Rights Management is usually already on; the decisions are who may encrypt during rollout, which tenant key, and who can recover.
· In GCC High and DoD, connect with -EnvironmentName AzureUSGovernment and publish the two SRV records, or Office clients look for the commercial instance.
· Keep the super user feature off. Enable it for a named recovery through a PIM-approved role, add the operator individually, and remove both when done; a PIM-managed super user group lags by up to three hours.
· The decryption-continuity test, with its usage-log and admin-log lines, is the Rights Management evidence for CM-13.
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1. Microsoft Learn, “Configure Azure Rights Management super users for discovery services or data recovery,” sections “Configuration for the super user feature” (off by default; add users with Add-AipServiceSuperUser or Set-AipServiceSuperUserGroup; group membership is cached, so add individually for immediate access; adding time doesn’t matter), “Security best practices for the super user feature” (admin log, usage logging, super user decryptions not marked as such, disable when not needed) and “Removing encryption from PST files” (super user ability integrated with Exchange Online eDiscovery), https://learn.microsoft.com/purview/encryption-super-users (accessed Nov 11, 2026).
1. Microsoft Learn, “Activate the Azure Rights Management service,” sections “Automatic activation for the Azure Rights Management service,” “How to activate or confirm the status of the encryption service” (don’t activate with AD RMS; service plan required; roles; Get-AipService, Enable-AipService) and “Configuring onboarding controls for a phased deployment” (Set-AipServiceOnboardingControlPolicy, group only, everyone can still consume), https://learn.microsoft.com/purview/activate-rights-management-service (accessed Nov 11, 2026).
1. Microsoft Learn, “Set up Message Encryption,” sections “Verify that Azure Rights Management is active” (Message Encryption not compatible with AD RMS) and “Configure management of your Azure Rights Management tenant key” (complete BYOK before setting up Message Encryption), https://learn.microsoft.com/purview/set-up-new-message-encryption-capabilities (accessed Nov 11, 2026).
1. Microsoft Learn, “Decommission and deactivate the Azure Rights Management service” (keep a copy of the root key and trusted publishing domain before deactivating if production content was encrypted; Disable-AipService), https://learn.microsoft.com/purview/deactivate-rights-management-service (accessed Nov 11, 2026).
1. Microsoft Learn, “Enable-AipServiceSuperUserFeature,” Description and Caution (“enable the super user feature on an as-needed basis”; disable it during standard operations unless a trusted application needs it), https://learn.microsoft.com/powershell/module/aipservice/enable-aipservicesuperuserfeature (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn how user accounts and groups use the Azure Rights Management service,” section “Group membership caching” (changes “can take up to three hours to take effect”; subject to change), https://learn.microsoft.com/purview/rights-management-users-groups (accessed Nov 11, 2026).
1. Microsoft Learn, “Privileged Identity Management (PIM) for Groups,” section “Make a group of users eligible for a Microsoft Entra role” (to avoid activation delays, use PIM for Microsoft Entra roles rather than PIM for Groups for just-in-time access to SharePoint, Exchange or the Microsoft Purview portal), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/concept-pim-for-groups (accessed Nov 11, 2026).
1. Microsoft Learn, “Message encryption FAQ,” section “What subscriptions do I need to use Microsoft Purview Message Encryption?” (Office 365 and Microsoft 365 E3 and E5, Office 365 Government G3 and G5, among others; each user needs a license), https://learn.microsoft.com/purview/ome-faq (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect-AipService” (roles that can connect; -EnvironmentName accepts AzureCloud, AzureChinaCloud, AzureUSGovernment), https://learn.microsoft.com/powershell/module/aipservice/connect-aipservice (accessed Nov 11, 2026).
1. Microsoft Learn, “Install the AIPService PowerShell module for the Azure Rights Management service,” sections “Prerequisites” and “PowerShell editions,” https://learn.microsoft.com/purview/install-aipservice-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 table (Encryption, Sensitivity labeling and eDiscovery rows; status “subject to change”), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4 table, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4 table, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Azure Information Protection Premium Government Service Description,” sections “Enable Rights Management for the tenant” (Connect-AIPService -EnvironmentName AzureUSGovernment), “DNS configuration for encryption (Windows)” and “(Mac, iOS, Android)” (SRV records) and “Firewalls and network infrastructure” (don’t terminate TLS to rms.aadrm.us; issuer check), https://learn.microsoft.com/enterprise-mobility-security/solutions/ems-aip-premium-govt-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Usage logging for the Azure Rights Management service” (on by default; most logs within 15 minutes; previous dates only; definitive source for forensic analysis; file access and denied events don’t include the file name and aren’t in the unified audit log; admin log), https://learn.microsoft.com/purview/rights-management-usage-logging (accessed Nov 11, 2026).
1. Microsoft Learn, “Configure PIM for Groups settings,” section “Require approval to activate” (“Select at least two approvers for redundancy”); justification and ticket information on activation, https://learn.microsoft.com/entra/id-governance/privileged-identity-management/groups-role-settings (accessed Nov 11, 2026).
1. Microsoft Learn, “Remove-FileLabel” (PurviewInformationProtection module; -RemoveLabel removes a template-based label and its protection; -RemoveProtection for custom permissions; -JustificationMessage), https://learn.microsoft.com/powershell/module/purviewinformationprotection/remove-filelabel (accessed Nov 11, 2026).
1. Microsoft Learn, “Disable-AipServiceSuperUserFeature,” Description (disabling doesn’t remove users or the group from the super user list; they are super users again if the feature is re-enabled; remove them first with Remove-AipServiceSuperUser or Clear-AipServiceSuperUserGroup); “Get-AipServiceSuperUserFeature” (disabled by default), https://learn.microsoft.com/powershell/module/aipservice/disable-aipservicesuperuserfeature (accessed Nov 11, 2026).
1. Microsoft Learn, “Approve activation requests for group members and owners,” section “Approve requests” (“Approvers can’t approve their own role activation requests”), https://learn.microsoft.com/entra/id-governance/privileged-identity-management/groups-approval-workflow (accessed Nov 11, 2026).
[bookmark: _Toc00000687]Chapter 06 — Exchange Message Encryption
A sender who has to remember to encrypt will forget on the day it matters; the agency decides which messages leave encrypted, writes that decision as a rule, and proves the rule fires.
[bookmark: _Toc00000688]In this chapter
The two ways mail gets encrypted, a sensitivity label the sender or an auto-labeling policy applies and a mail flow rule the service applies, and which scenarios each one carries. Verifying that Microsoft Purview Message Encryption is working, and setting the recipient experience: branding, one-time passcodes, social sign-in and the Encrypt button. Advanced Message Encryption’s custom templates, expiry and revocation, where licensed and available. Then mail flow rules for the approved scenarios, staged from audit through enforcement by ring, with rollback, exclusions and telemetry, and the encrypted test and transport-rule evidence for closure-map row CM-13.
Chapter 05 turned on the Azure Rights Management service and made sure the agency can recover what it encrypts. Message encryption runs on that service: Microsoft Purview Message Encryption’s only prerequisite is that Rights Management is active in the tenant, and if it is, Microsoft 365 activates message encryption automatically.1 This chapter decides which messages get encrypted and how, and proves it.
Two other chapters own adjacent decisions. Sensitivity labels for email, including labels that encrypt, are designed in Chapter 02 and published in Chapter 03; DLP rules that act on message content are Chapter 08. Book 12, Chapter 09 sets the program’s minimum DLP baseline, which blocks external send of CUI rather than encrypting it. This chapter covers what is left: encrypting mail that should go outside, to the people who need it, without relying on the sender.
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· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Encryption)
· Depends on: Rights Management active and recoverable (Chapter 05); the label taxonomy (Chapter 02); Exchange Online as the mail path, including for hybrid on-premises senders
· Attack chain interrupted: Collection and Exfiltration (a message read by anyone other than its intended recipients, in transit, at rest in a recipient’s mailbox, or after forwarding)
Control states. 
	State
	This page
	Evidence

	Designed
	Decide: the approved message scenarios
	Decision record (template) listing each scenario, its mechanism and its template

	Configured
	Prerequisites and Pilot
	Get-IRMConfiguration, Get-OMEConfiguration and Get-TransportRule exports

	Enforced
	Enforcement
	Each approved rule in Enforce mode with its full scope; the exception register

	Evidenced
	Validate
	Test-IRMConfiguration output, the test messages, message trace and the transport rule report

	Operated
	Day-two ownership
	Monthly rule review, alert on rule changes, quarterly encrypted test


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
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Mail can be encrypted in three ways that all end at Rights Management: a sender applies an encrypting sensitivity label or the Encrypt option in Outlook; an auto-labeling policy applies an encrypting label to mail in transit (Chapter 09); or an Exchange mail flow rule (also called a transport rule) encrypts messages that match its conditions. Mail flow rules are flexible: they combine conditions such as keywords and external recipients in one rule, and Message Encryption also encrypts the recipients’ replies.2
	
	Sensitivity label on the message
	Mail flow rule

	Who decides
	The sender, or an auto-labeling policy
	The agency, once, in the rule

	What it carries
	The label’s classification, markings and encryption settings, which travel with the message and its Office attachments
	Encryption with the Encrypt (Encrypt-Only) or Do Not Forward option, or a custom template, and optionally a branding template

	Best for
	Content whose classification is the point (CUI sublabels in Chapter 02)
	Scenarios defined by who sends to whom (a partner domain, an office that always sends privacy data externally, a sender’s opt-in keyword)

	What it can’t do
	Rely on the sender to remember
	Encrypt inbound mail from outside the organization; such mail is delivered unencrypted3


The program uses labels for classification and rules for scenarios. A message can match both; a rule that encrypts a message already encrypted by its label doesn’t remove the label’s protection.
Authority: Risk-based recommended (the program’s position, so that encryption of approved scenarios doesn’t depend on the sender), built on Microsoft’s documented mail flow rule mechanism.3 Applies: License-dependent: Message Encryption for every sender (Prerequisites); Advanced Message Encryption for custom templates, expiry and revocation. Environment-dependent: see the availability table.
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Each scenario is a row in the decision record, with the policy owner’s approval. The table is a starting set; the agency’s own scenarios come from the data classes in Chapter 01.
	Scenario
	Condition
	Option
	Why that option

	Sender opt-in for external mail
	From inside the organization, to outside, subject contains the agency’s chosen keyword (for example [secure])
	Encrypt
	Recipients can read, reply and forward; attachments are protected; replies stay encrypted

	Named offices that routinely send privacy data externally (for example HR or benefits)
	From members of the office’s mail-enabled group, to outside
	Encrypt, with the agency’s branding
	The office doesn’t have to remember; recipients see a recognizable wrapper

	Mail to a partner whose recipients must not forward it
	To the partner’s domain
	Do Not Forward
	Recipients can’t forward, print or copy

	External mail that must expire or be revocable
	From inside, to outside, subject keyword or group condition
	Encrypt with a custom branding template that sets an expiry
	Only the portal experience supports expiry and revocation (Advanced Message Encryption)


Learn describes the Encrypt-Only and Do Not Forward options in the usage-rights reference that the mail flow rule page links.3
Three recipient-experience decisions go in the same record:
· One-time passcodes. A recipient who doesn’t use Outlook gets a limited-time link with a one-time passcode; administrators can turn passcodes off.4 The program keeps them on, because many external recipients (a member of the public, a small contractor) have no work account.
· Social IDs. Recipients with a Google, Yahoo or Microsoft account can sign in to the encrypted message portal with it unless the agency turns that off.4 The program turns it off where the authorizing official wants every portal sign-in to be either a work account or a one-time passcode.
· Service-side decryption for unenlightened clients. Both settings are off by default: decrypting messages for the iOS mail app, and decrypting Encrypt-Only attachments when downloaded from a browser. Microsoft notes that a user who receives a decrypted copy can copy or print it even without that right, and can work around Do Not Forward from another account in the iOS mail app.4 The program leaves both off.
Authority: Risk-based recommended for the three recipient decisions; Microsoft documents each setting and its default.4
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Prerequisites
· Rights Management active, and the recovery path tested (Chapter 05). Message Encryption isn’t compatible with AD RMS.1
· License. Message Encryption is included in Office 365 and Microsoft 365 E3 and E5, Microsoft 365 Business Premium and Office 365 Government G3 and G5, and each user who benefits needs a license.5 Advanced Message Encryption (custom branding templates, expiry, revocation, portal activity log) is included in Microsoft 365 E5, G5, the Microsoft 365 E5 and G5 Information Protection and Governance add-ons and Office 365 E5 and G5.6 A sender without the license is recorded in the decision record; it isn’t a failed control, and an assessment test skipped for licensing is classified as such (Book 11, Chapter 10). Applies: License-dependent.
· Roles. Compliance Administrator is the role Learn’s procedures use; Exchange Administrator can also manage mail flow rules and revocation.17
· Hybrid. On-premises senders get Message Encryption only if their mail routes through Exchange Online, which needs the Hybrid Configuration wizard and connectors in both directions.3
· Government-cloud availability.

	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Microsoft Purview Message Encryption (E3)
	Available
	Available
	Available
	Available
	Purview planning pages, Encryption rows8910

	Advanced Message Encryption (E5): custom templates, expiry, revocation
	Available
	Available
	Available
	not yet specified (not listed on the DoD page)
	Same pages8910

	Advanced Message Encryption: extension of email revocation
	Available
	Available
	Available
	not yet specified (not listed on the DoD page)
	Same pages8910

	Exchange Online mail flow rules
	Available
	Available
	Available
	Available
	Exchange Online for US government environments11

	One-time passcodes and social ID sign-in to the portal
	Available
	not yet specified
	not yet specified
	not yet specified
	The government pages don’t list them separately4

	Encrypt button in Outlook on the web (SimplifiedClientAccessEnabled)
	Available
	not yet specified
	not yet specified
	not yet specified
	As above



In DoD, until Learn lists Advanced Message Encryption, the expiry and revocation scenario in the table above is designed but not configured; the compensating control is the Do Not Forward option and the DLP block on external send of CUI (Book 12, Chapter 09). Government feature status “is subject to change”; read the pages again at each reassessment.
Connect to Exchange Online PowerShell. Placeholders used in this chapter: <admin-upn>; <test-sender>@contoso.example and <test-recipient>@contoso.example (two licensed test mailboxes); <external-test>@<external-domain> (a mailbox the agency controls outside the tenant); <pilot-group> (the ring 1 mail-enabled group); <ring2-group>; <rule-name>; <incident-mailbox>@contoso.example (where incident reports go); <partner-domain>; <branding-template>. Commands were checked against Microsoft Learn on Nov 11, 2026; run them against a test tenant first.
# Commercial and GCC:
Connect-ExchangeOnline -UserPrincipalName <admin-upn>
# GCC High:
Connect-ExchangeOnline -UserPrincipalName <admin-upn> -ExchangeEnvironmentName O365USGovGCCHigh
# DoD:
Connect-ExchangeOnline -UserPrincipalName <admin-upn> -ExchangeEnvironmentName O365USGovDoD
The environment names are Learn’s.12
Verify the tenant is configured for Message Encryption, then run Microsoft’s end-to-end test, which acquires the templates and verifies encryption, decryption and IRM:1
# AzureRMSLicensingEnabled should be True.
Get-IRMConfiguration | Format-List AzureRMSLicensingEnabled, SimplifiedClientAccessEnabled, DecryptAttachmentForEncryptOnly, LicensingLocation

# Only if AzureRMSLicensingEnabled is False:
Set-IRMConfiguration -AzureRMSLicensingEnabled $true

# Expect "OVERALL RESULT: PASS".
Test-IRMConfiguration -Sender <test-sender>@contoso.example -Recipient <test-recipient>@contoso.example
If the test fails with “Failed to acquire RMS templates,” Learn’s fix sets the licensing location from the Rights Management configuration (run after Connect-AipService, as in Chapter 05):1
$RMSConfig = Get-AipServiceConfiguration
$LicenseUri = $RMSConfig.LicensingIntranetDistributionPointUrl
Set-IRMConfiguration -LicensingLocation $LicenseUri
Set-IRMConfiguration -InternalLicensingEnabled $true
Test-IRMConfiguration -Sender <test-sender>@contoso.example -Recipient <test-recipient>@contoso.example
Set the recipient experience on the default branding template (named OME Configuration), using the decisions above. Every organization can modify the default template; creating more templates needs Advanced Message Encryption.13
# Branding text on the default template, and the passcode and social ID decisions.
Set-OMEConfiguration -Identity "OME Configuration" -DisclaimerText "<agency disclaimer>" -EmailText "<intro text recipients see>" -PortalText "<text on the portal page>"
Set-OMEConfiguration -Identity "OME Configuration" -OTPEnabled $true
Set-OMEConfiguration -Identity "OME Configuration" -SocialIdSignIn $false

# Show the Encrypt button in Outlook on the web; keep service-side decryption off.
Set-IRMConfiguration -SimplifiedClientAccessEnabled $true
Set-IRMConfiguration -DecryptAttachmentForEncryptOnly $false
Set-ActiveSyncOrganizationSettings -AllowRMSSupportForUnenlightenedApps $false

Get-OMEConfiguration -Identity "OME Configuration" | Format-List
The OTPEnabled, SocialIdSignIn, SimplifiedClientAccessEnabled, DecryptAttachmentForEncryptOnly and AllowRMSSupportForUnenlightenedApps settings are Learn’s.4
Where Advanced Message Encryption is licensed and available, create the expiring template. Expiry is set in days, from 1 to 730, works only for external recipients, and only when custom branding is applied:14
New-OMEConfiguration -Identity "<branding-template>" -ExternalMailExpiryInDays 30
Get-OMEConfiguration -Identity "<branding-template>" | Format-List
Pilot
Create each approved scenario’s rule scoped to the ring 1 group, in a test mode, with an incident report so every match is visible. Learn’s test-mode guidance: use Test without Policy Tips with a Generate incident report action, and wait at least 30 minutes after creating a rule before testing it.15 In PowerShell the rule modes are Audit, AuditAndNotify and Enforce,16 and -SetAuditSeverity puts matches in the transport rule report.15
# Scenario: sender opt-in for external mail, ring 1 only, audit mode.
New-TransportRule -Name "<rule-name>" `
  -FromScope InOrganization -SentToScope NotInOrganization `
  -FromMemberOf "<pilot-group>" `
  -SubjectContainsWords "[secure]" `
  -ApplyRightsProtectionTemplate "Encrypt" `
  -GenerateIncidentReport "<incident-mailbox>@contoso.example" `
  -SetAuditSeverity Medium `
  -Mode Audit

# Scenario: Do Not Forward to a partner domain, ring 1 only, audit mode.
New-TransportRule -Name "<rule-name> partner DNF" `
  -FromScope InOrganization -RecipientDomainIs "<partner-domain>" `
  -FromMemberOf "<pilot-group>" `
  -ApplyRightsProtectionTemplate "Do Not Forward" `
  -GenerateIncidentReport "<incident-mailbox>@contoso.example" `
  -SetAuditSeverity Medium `
  -Mode Audit

# Scenario: external mail that expires (Advanced Message Encryption only).
New-TransportRule -Name "<rule-name> expiring" `
  -FromScope InOrganization -SentToScope NotInOrganization `
  -FromMemberOf "<pilot-group>" `
  -SubjectContainsWords "[secure-expire]" `
  -ApplyRightsProtectionTemplate "Encrypt" `
  -ApplyRightsProtectionCustomizationTemplate "<branding-template>" `
  -GenerateIncidentReport "<incident-mailbox>@contoso.example" `
  -SetAuditSeverity Medium `
  -Mode Audit

Get-TransportRule | Format-Table Name, State, Mode, Priority
-ApplyRightsProtectionTemplate with Encrypt or Do Not Forward, and -ApplyRightsProtectionCustomizationTemplate with a branding template name, are Learn’s syntax for forcing recipients to the encrypted message portal.4 The pilot succeeds when, over two weeks, every incident report matches a message the rule was meant to catch, no expected message is missing, and the ring 1 users have sent at least one message per scenario to <external-test>@<external-domain>.
Report-only or audit phase
-Mode Audit is this control’s report-only phase: the rule evaluates and reports but takes no delivery action.15 Read three things for at least two weeks:
· the incident reports in <incident-mailbox>, for false positives (a subject keyword used in ordinary mail) and false negatives;
· the transport rule report, which counts matches per rule once the severity is set (most data within 24 hours, some up to five days);15
· the message trace for the test messages.
Optionally move ring 1 to AuditAndNotify (test with policy tips) for a week so senders see what will happen; this needs a Notify the sender with a Policy Tip action on the rule.15
Enforcement
Move each rule to Enforce, remove the incident report, then widen the sender scope ring by ring.
# Ring 1 enforced.
Set-TransportRule -Identity "<rule-name>" -Mode Enforce -GenerateIncidentReport $null

# Ring 2: widen to the early-adopter group.
Set-TransportRule -Identity "<rule-name>" -FromMemberOf "<ring2-group>"

# Ring 3: everyone in the organization (remove the group condition).
Set-TransportRule -Identity "<rule-name>" -FromMemberOf $null

Get-TransportRule -Identity "<rule-name>" | Format-List Name, State, Mode, FromScope, SentToScope, FromMemberOf, SubjectContainsWords, ApplyRightsProtectionTemplate, ApplyRightsProtectionCustomizationTemplate
For the office-scoped scenario, ring 3 is the office’s own group rather than the whole organization.
Change safety
	Ring
	Scope
	Exit criteria

	0
	The platform owner’s test mailboxes
	Test-IRMConfiguration passes; each rule encrypts a test message to <external-test>

	1
	<pilot-group>
	Two weeks in Audit with no unexplained matches or misses; ring 1 enforced for one week with no delivery failures

	2
	<ring2-group> (records, legal, HR, the help desk)
	Help-desk tickets from external recipients within the threshold the policy owner set; one revocation drill (where licensed)

	3
	Everyone in scope for the scenario
	Post-change validation passed


· Emergency access: not applicable: mail flow rules don’t block sign-in. Emergency access mailboxes, if any, aren’t in a rule’s sender groups.
· Change window: a standard change window approved by the platform owner; external partners named in a Do Not Forward rule are told in advance by the business owner.
· Backout triggers: encrypted mail undeliverable or unreadable to a partner that depends on it; an encryption rule firing on internal-only mail; external-recipient help requests above the threshold set before the change.
· Post-change validation: the encrypted test, run after each ring.
Rollback
A rule is rolled back by disabling it, which keeps its settings for later:17
Disable-TransportRule -Identity "<rule-name>" -Confirm:$false
Get-TransportRule -Identity "<rule-name>" | Format-List Name, State
To return a rule to observation instead, set -Mode Audit. Messages already encrypted stay encrypted; recovering one is Chapter 05. Microsoft’s steps to turn Message Encryption off entirely (remove the rules, set SimplifiedClientAccessEnabled and then AzureRMSLicensingEnabled to $false) are a decommissioning decision, not a backout.4 An operator with Exchange or Compliance Administrator active can disable a rule in under a minute; Learn notes that a rule change can take more than 15 minutes to apply.15
Exclusions
· Partners with whom the agency has an agreed alternative (for example enforced TLS on a dedicated connector) are excepted with -ExceptIfRecipientDomainIs, recorded in the exception register with the agreement and review date.
· Journaling, archiving and automated system senders that can’t handle encrypted mail are excepted by sender with -ExceptIfFrom, each with an owner and review date.
· Inbound mail from outside the organization can’t be encrypted by a rule; it isn’t an exclusion but a limit, stated in the decision record.3
Telemetry
	Signal
	Where it comes from
	Where it goes

	Rule created, changed, enabled, disabled or removed
	Microsoft Purview audit, operations New-TransportRule, Set-TransportRule, Enable-TransportRule, Disable-TransportRule, Remove-TransportRule18
	Workspace (Book 12, Chapter 04); an alert to the security monitor on any change outside an approved change

	Rule matches
	Transport rule report (severity set on each rule); message trace
	Monthly review by the operator

	Encryption and decryption of each message
	Rights Management usage log (Chapter 05)
	Evidence store

	Portal access, expiry and revocation (Advanced Message Encryption)
	Encryption report and encrypted message portal activity log in the Microsoft Purview portal;19 Get-OMEMessageStatus for one message7
	Evidence store


Evidence
This is the minimum evidence for the mail-encryption part of CM-13: an encrypted test, and the transport rules that automate the approved scenarios.
Evidence checklist
· Configuration: Get-IRMConfiguration, Get-OMEConfiguration and Get-TransportRule | Format-List exports, dated, with each rule’s mode, conditions, template and branding template, matched to the decision record
· Operational: the transport rule report and the audit-log record of rule changes for the period, kept as Book 13, Chapter 13 sets
· Test: the Test-IRMConfiguration output showing PASS, and the encrypted test record with each test message’s message trace
· Exception: the exception register (excepted domains and senders, unlicensed senders, DoD scenarios held for Advanced Message Encryption), each with approver and review date
· Assessor-ready artifact: the CM-13 register entry (Book 11, Chapter 10) linking the four items above and the Rights Management evidence in Chapter 05
Day-two ownership
The policy owner approves each scenario and every change to a rule’s conditions. The platform owner owns the rules, the branding and the quarterly encrypted test. The operator reviews the transport rule report monthly and handles revocations. The security monitor alerts on rule changes outside approved changes. The help desk handles external recipients who can’t open a message with the portal and passcode steps (Book 15, Chapter 03); user training on the Encrypt button and the opt-in keyword is Book 16. The assessor reads the evidence above. Drift looks like: a rule left in Audit, a rule disabled without a change record, a new rule with no decision-record row, or AzureRMSLicensingEnabled false. Roles are in Chapter 12.
[bookmark: _Toc00000693]Validate: the encrypted test
Run after each ring and then every quarter.
	Step
	Expected outcome
	Evidence

	1. Test-IRMConfiguration with two test mailboxes
	OVERALL RESULT: PASS
	Command output

	2. A ring member sends a message matching each scenario to <external-test>@<external-domain>
	Arrives encrypted with the scenario’s option and branding; opens with a one-time passcode or a work account, not a social ID where turned off
	Screenshot of the wrapper and portal; message trace

	3. The external tester replies
	Reply is encrypted
	Message trace

	4. A message that shouldn’t match (internal recipient, or no keyword)
	Not encrypted by the rule
	Message trace; no incident report

	5. The external tester tries to forward a Do Not Forward message
	Forwarding isn’t permitted
	Tester’s record

	6. Where licensed: revoke one expiring message
	Get-OMEMessageStatus shows Revoked: True; the portal shows the message as revoked
	Command output7


Revocation works only for messages delivered through the portal (custom branding); a message read inline in a supported Outlook client can’t be revoked.20
# Step 6, with the message ID from message trace:
Get-OMEMessageStatus -MessageId "<message-id>" | Format-Table -AutoSize Subject, IsRevocable
Set-OMEMessageRevocation -Revoke $true -MessageId "<message-id>"
Get-OMEMessageStatus -MessageId "<message-id>" | Format-Table -AutoSize Subject, Revoked
[bookmark: _Toc00000694]Key takeaways
· Labels carry classification; mail flow rules carry approved scenarios. The program uses both, and neither depends on a sender remembering.
· Test-IRMConfiguration and an encrypted test to a mailbox the agency controls outside the tenant are the test evidence; the Get-TransportRule export is the configuration evidence. Together they are CM-13’s minimum for mail.
· Stage each rule in Audit with an incident report, then enforce by ring; disabling a rule is the rollback.
· Advanced Message Encryption adds expiry and revocation but is license-dependent and not yet listed for DoD; plan a compensating control there.
[bookmark: _Toc00000695]Notes
1. Microsoft Learn, “Set up Message Encryption,” sections “Verify that Azure Rights Management is active” (only prerequisite; activated automatically; not compatible with AD RMS) and “Verify Microsoft Purview Message Encryption configuration in Exchange Online PowerShell” (Get-IRMConfiguration AzureRMSLicensingEnabled; Test-IRMConfiguration; fix for “Failed to acquire RMS templates”; Compliance Administrator), https://learn.microsoft.com/purview/set-up-new-message-encryption-capabilities (accessed Nov 11, 2026).
1. Microsoft Learn, “Message encryption,” section “Defining rules for Microsoft Purview Message Encryption” (rules combine conditions; Message Encryption also encrypts replies) and “How Microsoft Purview Advanced Message Encryption works on top of Microsoft Purview Message Encryption,” https://learn.microsoft.com/purview/ome (accessed Nov 11, 2026).
1. Microsoft Learn, “Define mail flow rules to encrypt email messages” (can’t encrypt inbound mail from outside the organization; hybrid senders need mail routed through Exchange Online; Do Not Forward and Encrypt-Only options; Compliance Administrator), https://learn.microsoft.com/purview/define-mail-flow-rules-to-encrypt-email (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage message encryption,” sections on social ID sign-in (SocialIdSignIn), one-time passcodes (OTPEnabled), the Encrypt button (SimplifiedClientAccessEnabled), service-side decryption for the iOS mail app (AllowRMSSupportForUnenlightenedApps, off by default; Do Not Forward workaround) and for browser attachment downloads (DecryptAttachmentForEncryptOnly, off by default), “Ensure all external recipients use the encrypted message portal” (New-TransportRule with -ApplyRightsProtectionTemplate and -ApplyRightsProtectionCustomizationTemplate) and “Disable Microsoft Purview Message Encryption,” https://learn.microsoft.com/purview/manage-office-365-message-encryption (accessed Nov 11, 2026).
1. Microsoft Learn, “Message encryption FAQ,” section “What subscriptions do I need to use Microsoft Purview Message Encryption?,” https://learn.microsoft.com/purview/ome-faq (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Information Protection Advanced Message Encryption,” Feature availability table, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Revoke email encrypted by Advanced Message Encryption,” section “How to revoke an encrypted message as an administrator” (Get-OMEMessageStatus, Set-OMEMessageRevocation; Compliance or Exchange Administrator), https://learn.microsoft.com/purview/revoke-ome-encrypted-mail (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 table, Encryption rows (status “subject to change”), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4 table, Encryption rows, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4 table, Encryption rows (Message Encryption (E3) listed; Advanced Message Encryption and the revocation extension not listed), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Exchange Online for US government environments,” Exchange Online features table (Mail flow rules: GCC, GCC High and DoD Yes), https://learn.microsoft.com/office365/servicedescriptions/office-365-platform-service-description/office-365-us-government/exchange-online-for-us-government-environments (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Exchange Online PowerShell,” section “Step 2: Connect and authenticate” (-ExchangeEnvironmentName values O365USGovGCCHigh and O365USGovDoD; none needed for commercial and GCC), https://learn.microsoft.com/powershell/exchange/connect-to-exchange-online-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Add your organization’s brand to your Microsoft Purview Message Encryption encrypted messages,” sections “Work with branding templates” (modify the default template; create and remove custom templates with Advanced Message Encryption only) and “Modify a branding template,” https://learn.microsoft.com/purview/add-your-organization-brand-to-encrypted-messages (accessed Nov 11, 2026).
1. Microsoft Learn, “Set an expiration date for email encrypted by Microsoft Purview Advanced Message Encryption” (external recipients only; custom branding required; New-OMEConfiguration -ExternalMailExpiryInDays, 1 to 730 days), https://learn.microsoft.com/purview/ome-advanced-expiration (accessed Nov 11, 2026).
1. Microsoft Learn, “Test mail flow rules in Exchange Online,” steps 1 to 3 (test modes with incident report or policy tip; wait at least 30 minutes; set to Enforce) and “Troubleshooting suggestions” and “Other testing options” (rules can take longer than 15 minutes; transport rule report needs a severity; data within 24 hours, some up to five days), https://learn.microsoft.com/exchange/security-and-compliance/mail-flow-rules/test-mail-flow-rules (accessed Nov 11, 2026).
1. Microsoft Learn, “Supported Microsoft Exchange resources for Tenant Configuration Management,” transportRule resource type (Mode allowed values Audit, AuditAndNotify, Enforce; SentToScope; SetAuditSeverity), https://learn.microsoft.com/graph/utcm-exchange-resources (accessed Nov 11, 2026).
1. Microsoft Learn, “Mail flow rules (transport rules) in Exchange Online,” section “Mail flow rule components” (Enable-TransportRule and Disable-TransportRule; disable a rule without deleting it to keep its settings), https://learn.microsoft.com/exchange/security-and-compliance/mail-flow-rules/mail-flow-rules (accessed Nov 11, 2026).
1. Microsoft Learn, “Use the audit log to identify Exchange transport rule activities,” section “Search the audit log for rule activities” (operation names; default 180-day retention without Audit (Premium) or a retention policy), https://learn.microsoft.com/purview/audit-log-search-mailbox-rules (accessed Nov 11, 2026).
1. Microsoft Learn, “Advanced Message Encryption,” section “Get started with Microsoft Purview Advanced Message Encryption” (multiple templates, expiry, revocation, encrypted message portal activity log; only for messages received through the portal), https://learn.microsoft.com/purview/ome-advanced-message-encryption (accessed Nov 11, 2026).
1. Microsoft Learn, “Set-OMEMessageRevocation,” Description (revocation works for link-based, branded messages; not for messages read in the native inline experience of a supported Outlook client), https://learn.microsoft.com/powershell/module/exchangepowershell/set-omemessagerevocation (accessed Nov 11, 2026).
[bookmark: _Toc00000696]Chapter 07 — SharePoint and OneDrive
An encrypted file that the service can’t read is invisible to search, to eDiscovery and to DLP; turning on label integration is what lets protection and oversight coexist.
[bookmark: _Toc00000697]In this chapter
What changes when SharePoint and OneDrive can read the files that sensitivity labels encrypt, and what stays broken until they can. How to turn label integration on, add PDF support, and avoid the label encryption settings the service can’t process. How to find libraries still protected by SharePoint Information Rights Management (IRM), and how to move them to labels, including what to do in GCC, GCC High and DoD, where the default library label is still in development. How to turn on co-authoring for encrypted files without breaking the apps that read labels the old way. Each procedure follows the How template, with rollback, telemetry, evidence and ownership.
Chapter 04 governed sites and teams as containers: privacy, guests, external sharing and unmanaged devices. This chapter is about the files inside them. A container label doesn’t label the files in the container;1 the files carry their own labels, applied by people (Chapter 03) or by policy (Chapter 09). When one of those labels encrypts, the file in SharePoint or OneDrive is ciphertext to the service unless the agency has told SharePoint and OneDrive to process labeled content.
That is the setting this chapter turns on first, because without it the rest of the book quietly fails. Until it is enabled, SharePoint and OneDrive can’t process encrypted files, “which means that coauthoring, eDiscovery, data loss prevention, search, and other collaborative features won’t work for these files.”2 An agency that publishes encrypting labels before enabling it ends up with its most sensitive documents being the ones its DLP can’t see and its records team can’t find.
[bookmark: _Toc00000698]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Encryption; Data Access; Data Inventory Management)
· Depends on: Rights Management active (Chapter 05); the label design and publication (Chapter 02, Chapter 03); container labels (Chapter 04); for DLP and search on encrypted content, Chapter 08 and Chapter 10
· Attack chain interrupted: Collection and Exfiltration (encrypted content stays inspectable by DLP and eDiscovery inside the tenant, and protected when downloaded)
Control states. 
	State
	This page
	Evidence

	Designed
	Decide
	Decision record (template) for integration, PDF support, each IRM library’s disposition and co-authoring

	Configured
	Label integration; IRM inventory
	Get-SPOTenant export; IRM library inventory

	Enforced
	Enforcement; IRM enforcement; co-authoring
	Integration and PDF settings True; IRM disabled on migrated libraries; co-authoring on

	Evidenced
	Validate
	Test record with audit events for label applied, changed and removed

	Operated
	Day-two ownership
	Monthly IRM library reconciliation; drift check on the tenant settings


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000699]What label integration changes
After integration is enabled, for new and changed files whose label encrypts with a cloud-based key (not Double Key Encryption), Microsoft documents that:2
· SharePoint and OneDrive recognize the label on Word, Excel, PowerPoint and uploaded PDF files and can process their contents;
· users can open and edit those files in Office for the web, with the label’s permissions enforced, and apply labels from the ribbon or the details pane, including from the Files tab in Teams;
· eDiscovery supports full-text search, and DLP policies support the content;
· the label and its encryption stay with the file when it is downloaded;
· three audit events become available: Applied sensitivity label to file, Changed sensitivity label applied to file and Removed sensitivity label from file.
What it doesn’t change matters as much, because each item below is a way a protected file can drop out of view:2
	Limit
	Consequence
	The program’s response

	Files already in SharePoint, labeled with encryption before integration was turned on
	Not processed until they are edited, or downloaded and uploaded again
	Count them in the Validate step; touch them through the owners’ review in Chapter 12

	Labels whose encryption sets User access to content expires to anything but Never, or uses Double Key Encryption
	The service can’t process them; the labels aren’t shown in Office for the web, and nor are their sublabels if they are parents
	Don’t set expiry on labels used in SharePoint (Book 12, Chapter 09 already rules out default expiry); keep DKE to the narrowest set and store it outside the collaboration path

	Password-protected documents
	Labels can’t be read or applied
	DLP condition on password-protected attachments where needed (Chapter 08)

	Encrypted Office files over 12 MB copied or moved to a different site
	No longer processed; label not shown
	Move large protected files within the site, or relabel after the move

	Files with Power Query data, custom XML parts, a bibliography or a Document ID added on upload, labeled and encrypted in desktop apps
	Not processed
	Label without encryption where these features are needed, or open in desktop apps

	A label deleted rather than removed from its policy
	Files downloaded from SharePoint are no longer labeled or encrypted
	Never delete a production label; retire it through the label policy (Chapter 03)

	Printing, downloading, exporting or copying an encrypted file from Office for the web
	Not supported
	Users open the desktop app; the help desk script says so


Authority: Microsoft-recommended. Microsoft’s guidance is to enable sensitivity labels for Office files in SharePoint and OneDrive so that the services can process encrypted files, and to tell users to protect documents with labels only.2 Applies: License-dependent: encrypting labels need a Rights Management service plan (Chapter 05). Environment-dependent: see the availability table.
[bookmark: _Toc00000700]Decide: integration, legacy IRM and co-authoring
	Decision
	The program’s position
	Authority

	Label integration for Office files
	On, before the first encrypting label reaches users beyond the pilot
	Microsoft-recommended2

	PDF support
	On, after the auto-labeling policies in Chapter 09 have been simulated with PDFs in scope, because enabling PDFs can increase how many files existing auto-labeling policies label2
	Microsoft-recommended, with the program’s staging

	OneNote labeling (section level)
	Optional; decided with the records officer
	Optional

	Legacy SharePoint IRM libraries
	Each one migrated to labels, then IRM disabled on it; in GCC, GCC High and DoD, IRM stays on a library until its files are labeled, because the default library label isn’t available there yet
	Risk-based recommended

	Co-authoring for encrypted files
	On, only after every app, service and tool that reads labels supports the new metadata location
	Microsoft-recommended, with Microsoft’s own caution3


[bookmark: _Toc00000701]How: turn on label integration for SharePoint and OneDrive
Prerequisites
· Roles and module. SharePoint Administrator, through PIM. SharePoint Online Management Shell 16.0.19418.12000 or later (16.0.26914.12004 for OneNote; 16.0.24211.12000 for the PDF setting).2
· Labels replicated. Microsoft’s safeguard: publish new labels to a few test users, wait at least an hour, verify behavior in SharePoint and OneDrive, and wait at least a day before widening the policy, so labels have synchronized to the service before standard users apply them.2
· OneDrive sync app 19.002.0121.0008 or later on Windows; older clients are prompted to update.2
· License. As for encrypting labels (Chapter 05). A missing license is a licensing decision, not a failed control (Book 11, Chapter 10).
· Government-cloud availability.

	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Sensitivity labels for Office files in SharePoint and OneDrive (EnableAIPIntegration)
	Available
	not yet specified (not listed separately; auto-labeling for SharePoint and OneDrive and co-authoring, which depend on it, are listed Available)
	not yet specified (as GCC)
	not yet specified (as GCC)
	Purview planning pages, Sensitivity labeling rows456

	Co-authoring on encrypted documents
	Available
	Available
	Available
	Available
	Same pages456

	Default label for an unlabeled file uploaded to a SharePoint library
	Available
	In development
	In development
	In development
	Same pages456

	Encrypted labeled PDFs searchable and eDiscoverable
	Available
	not yet specified (row not on the GCC page)
	On engineering backlog
	On engineering backlog
	Same pages456

	SharePoint IRM
	Available
	not yet specified
	not yet specified
	not yet specified
	Not on the government pages

	Unlock-SPOSensitivityLabelEncryptedFile
	Available
	not yet specified
	not yet specified
	not yet specified
	Not on the government pages



Government feature status “is subject to change”; read the pages again at each reassessment.
Connect to SharePoint Online. Placeholders in this chapter: <tenant> (the tenant’s SharePoint name), <site-url>, <library-name>, <file-url>, <ticket-number>, <app-id> (an app registration for the inventory script) and <inventory-file>. Commands were checked against Microsoft Learn on Nov 11, 2026; run them against a test tenant first.
Install-Module -Name Microsoft.Online.SharePoint.PowerShell
Update-Module -Name Microsoft.Online.SharePoint.PowerShell

# Commercial and GCC:
Connect-SPOService -Url https://<tenant>-admin.sharepoint.com
# GCC High and DoD (SharePoint is under sharepoint.us; authenticate in the ITAR region):
Connect-SPOService -Url https://<tenant>-admin.sharepoint.us -Region ITAR
-Region ITAR is the authentication region parameter Learn’s Connect-SPOService examples show, and *.sharepoint.us is the GCC High SharePoint endpoint.78
Read the current state:
Get-SPOTenant | Format-List EnableAIPIntegration, EnableSensitivityLabelforPDF, EnableSensitivityLabelforOneNote
Pilot
Integration is a tenant setting, so the pilot is on labels, not on sites: before enabling, publish the encrypting labels only to the label pilot (Chapter 03) and keep them there until the Validate step passes in a pilot site.
Report-only or audit phase
Not applicable to the switch itself: SharePoint has no audit mode for label processing. The observation phase is the label pilot: watch the three label audit events and the Sensitivity column in a pilot library for a week after enabling.
Enforcement
Microsoft’s steps; the change takes about 15 minutes to take effect, and Multi-Geo tenants run it in each geo:2
Set-SPOTenant -EnableAIPIntegration $true

# After the Chapter 09 auto-labeling simulations include PDFs:
Set-SPOTenant -EnableSensitivityLabelforPDF $true

Get-SPOTenant | Format-List EnableAIPIntegration, EnableSensitivityLabelforPDF
Change safety
	Ring
	Scope
	Exit criteria

	0
	A test site with the platform owner’s test accounts, encrypting labels published to them only
	Labeled files open in Office for the web; search and a DLP test policy find their content

	1
	The label pilot group, in their own sites
	One week of label audit events with no unexplained failures

	2
	Encrypting labels published to early adopters
	Help-desk tickets within threshold

	3
	Encrypting labels published to everyone in scope
	Post-change validation passed


· Emergency access: not applicable: the setting doesn’t affect sign-in.
· Change window: a standard change window; the SharePoint and Purview platform owners both approve.
· Backout triggers: labeled files failing to open in Office for the web for users who hold rights; sync clients reporting upload failures on labeled files.
· Post-change validation: Validate, after each ring.
Rollback
Set-SPOTenant -EnableAIPIntegration $false turns integration off, but Microsoft warns that the result is a mixed state: files labeled before opting out keep working, files labeled after don’t (no label shown, no Office for the web, no search, eDiscovery, DLP or co-authoring), and restoring consistency means turning it back on and re-uploading or relabeling the affected files.2 The program treats opting out as a last resort for a service-wide fault, decided by the platform owner with the policy owner, and prefers to roll back the label publication instead (Chapter 03).
Exclusions
None at tenant level. Libraries that still use IRM are handled in the next procedure; DKE-labeled content is kept out of SharePoint collaboration by design.
Telemetry
	Signal
	Where it comes from
	Where it goes

	Label applied, changed or removed on a file
	Microsoft Purview audit, sensitivity label activities2
	Workspace (Book 12, Chapter 04); mass removal is detection FMP-DET-05 in Book 12, Chapter 11

	Tenant setting changed
	Get-SPOTenant drift check against the recorded export (Book 13)
	Drift report

	Opens and denials of encrypted files
	Rights Management usage log (Chapter 05)
	Evidence store


Evidence
Evidence checklist
· Configuration: dated Get-SPOTenant export showing EnableAIPIntegration and EnableSensitivityLabelforPDF
· Operational: label audit events for the period, kept as Book 13, Chapter 13 sets
· Test: the Validate record
· Exception: sites or files excluded from collaboration by design (DKE content), with owner and review date
· Assessor-ready artifact: the register entry for the finding, linking the four items above
Day-two ownership
The platform owner (SharePoint) owns the tenant settings and runs the drift check monthly. The policy owner decides which labels may encrypt content stored in SharePoint. The operator handles the re-upload or relabel of files labeled before integration. The security monitor watches label-removal patterns. The help desk handles “can’t open in the browser” with the desktop-app answer (Book 15). The assessor reads the evidence above. Drift looks like: EnableAIPIntegration false, or a published label with expiry or DKE appearing in SharePoint libraries. Roles are in Chapter 12.
[bookmark: _Toc00000702]How: move legacy IRM libraries to sensitivity labels
SharePoint IRM is the older protection: it applies encryption and restrictions to files at the list or library level when they are downloaded, so that a downloaded file stays protected outside SharePoint.9 Learn describes three costs: documents in an IRM-enabled library can’t be created or edited in Office in a browser, one person at a time downloads and edits, and collaboration falls back to check-in and check-out.10 It also interacts badly with labels: a file uploaded with an encrypting label into an IRM library isn’t processed, so co-authoring, eDiscovery, DLP and search don’t work for it.2 Labels carry the same protection, plus markings and the full set of usage rights, and travel with the file wherever it is stored.
Prerequisites
· Label integration on (previous procedure).
· For each library, an owner and a target label from Chapter 02 whose permissions match what the IRM policy allowed (who can open, print, copy, and for how long).
· Inventory tooling. No SharePoint Online Management Shell cmdlet reports IRM per library. The IrmEnabled property is on each list in the SharePoint client object model.11 The script below reads it with PnP PowerShell, a community-maintained module that isn’t a Microsoft-supported product; the agency’s change board approves its use, and it needs an app registration (<app-id>) with read access to the sites.
Pilot
Inventory every site, then migrate one library whose owner volunteers. Run the inventory first (read-only):
# 1. List sites with the SharePoint Online Management Shell (connected above).
$sites = Get-SPOSite -Limit All | Select-Object -ExpandProperty Url

# 2. For each site, read IrmEnabled on every list (PnP PowerShell, read-only).
#    GCC High and DoD: add -AzureEnvironment USGovernmentHigh or USGovernmentDoD to Connect-PnPOnline.
Install-Module -Name PnP.PowerShell -Scope CurrentUser
$rows = foreach ($site in $sites) {
  Connect-PnPOnline -Url $site -Interactive -ClientId <app-id>
  foreach ($list in Get-PnPList) {
    $null = Get-PnPProperty -ClientObject $list -Property IrmEnabled
    if ($list.IrmEnabled) { [pscustomobject]@{ Site = $site; Library = $list.Title; IrmEnabled = $true } }
  }
}
$rows | Export-Csv -Path "<inventory-file>" -NoTypeInformation
The pilot succeeds when the pilot library’s files all carry the target label, owners can co-author them in the browser and desktop apps, and a downloaded file opens only for holders.
Report-only or audit phase
The inventory is the report-only phase: nothing changes until each library’s owner signs its row. For each IRM library, record the IRM policy settings from Library Settings > Information Rights Management (the restriction on download, the policy title and the extra options), which Learn documents per library.12
Enforcement
Per library, in this order:
1. Label the files.
· Commercial: set the library’s default sensitivity label (Library settings in SharePoint) so new and unlabeled uploads take the target label, then have owners label existing files from the details pane, which supports labeling without opening each file.2
· GCC, GCC High and DoD: the default library label is In development on all three government pages,456 so owners apply the target label to existing files from the details pane or in Office for the web, and a service-side auto-labeling policy scoped to the site (Chapter 09) catches files that match its conditions. IRM stays on the library during this step, so downloads remain protected.
1. Check coverage. Search the library for files without the target label. The managed property InformationProtectionLabelId:<label-guid> finds files that carry a label; Get-Label | Format-Table Name, Guid in Security & Compliance PowerShell gives the GUID.2
1. Turn IRM off on the library, in Library Settings > Information Rights Management, by clearing Restrict permission to documents in this library on download.12 From then on, downloads carry the label’s protection rather than IRM’s.
1. Edit or re-upload any file that was labeled and encrypted before integration was turned on, so the service processes it.2
Change safety
	Ring
	Scope
	Exit criteria

	0
	A test library with IRM on
	Labeled files remain protected on download after IRM is turned off

	1
	The volunteer library
	Owner sign-off; no access complaints for two weeks

	2
	Libraries holding CUI Basic
	Coverage check 100 percent before IRM is turned off

	3
	Remaining IRM libraries
	Inventory shows no IRM library without a signed disposition


· Emergency access: not applicable.
· Change window: agreed with each library owner.
· Backout triggers: files found unlabeled after IRM was turned off; owners unable to open their own files.
· Post-change validation: Validate, plus a download test from the migrated library.
Rollback
Turn IRM back on for the library in Library Settings > Information Rights Management; the labels already applied stay on the files. Learn’s coexistence rules then apply: files labeled with encryption keep the label’s settings on download, and unencrypted Office and PDF files get the IRM restriction.2 A site owner or SharePoint administrator can do it in minutes.
Exclusions
Libraries whose content the records officer says can’t be relabeled (for example a closed records library under a hold) keep IRM, recorded in the exception register with the reason and a review date.
Telemetry
The inventory, rerun monthly, is the drift signal for IRM. Label audit events show the labeling progress per library.
Evidence
Evidence checklist
· Configuration: the IRM inventory before and after, and each library’s recorded IRM policy settings
· Operational: label audit events per migrated library; the monthly inventory rerun
· Test: the download test and the coverage check for each library
· Exception: libraries left on IRM, with reason, approver and review date
· Assessor-ready artifact: the migration register (library, owner, target label, date IRM turned off), linked to the four items above
Day-two ownership
The policy owner approves each library’s target label; the platform owner runs the monthly inventory; site owners label their files. The program’s metrics in Chapter 12 count IRM libraries remaining, not libraries migrated.
[bookmark: _Toc00000703]How: turn on co-authoring for encrypted files
Without this setting, users must check out an encrypted document stored in SharePoint or OneDrive to edit it in a desktop app, or use Office for the web; with it, several people can edit the same encrypted document at once, and AutoSave works.3
Prerequisites
The setting changes where Office saves labeling metadata for Word, Excel and PowerPoint files, and after it is on, labeling information for unencrypted files is no longer saved in custom properties.3 Microsoft says not to enable it if any app, service, script or tool reads or writes labels in the old location, and lists the consequences: labeled documents appearing unlabeled or with an out-of-date label, co-authoring failing when another user has the file open in an app that doesn’t support the new metadata, and Exchange mail flow rules that identify labels as custom properties of Office attachments failing or encrypting wrongly.3 Check, and record in the decision record, each of these minimums from Learn:3
	Component
	Minimum

	Microsoft 365 Apps for Windows
	2107 (Current Channel or Monthly Enterprise Channel); 2202 (Semi-Annual Enterprise Channel)

	Microsoft 365 Apps for iOS and Android
	2.58 (iOS); 16.0.14931 (Android)

	Microsoft Purview Information Protection client and scanner
	3.0 (or 2.12.62.0 for the older unified labeling client)

	OneDrive sync app
	19.002.0121.0008

	Endpoint DLP
	Windows 10 2004 with KB 4601382, or any later Windows version

	Apps and services built on the MIP SDK
	1.7

	Exchange mail flow rules
	None that read label custom properties on attachments (the rules in Chapter 06 don’t)


Roles: at least DLP Compliance Management or Information Protection Admin; Security Administrator or Compliance Administrator also work.3 Availability: co-authoring on encrypted documents is Available in GCC, GCC High and DoD.456 Co-authoring isn’t supported for labels with expiry or Double Key Encryption, which the program keeps out of SharePoint anyway.3
Pilot
The setting is tenant-wide, so the pilot is the inventory above: every row confirmed, with the owner of each third-party app or script that reads labels signing that it supports the new metadata.
Report-only or audit phase
Not applicable: there is no audit mode. The inventory replaces it.
Enforcement
Turn the setting on in the Microsoft Purview portal: Settings > Solution settings > Information Protection > Co-authoring for files with sensitivity labels > Turn on co-authoring for files with sensitivity labels > Apply, then wait 24 hours for it to replicate before relying on it.3 Record the state from Security & Compliance PowerShell:
# Commercial and GCC:
Connect-IPPSSession -UserPrincipalName <admin-upn>
# GCC High:
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
# DoD:
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://l5.ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations

Get-PolicyConfig | Format-List EnableLabelCoauth
The connection URIs are the ones Learn gives for GCC High and DoD.13 EnableLabelCoauth is the Set-PolicyConfig parameter that controls the setting.14
Change safety
	Ring
	Scope
	Exit criteria

	0
	Inventory complete; all minimums met
	Signed inventory

	1
	Tenant-wide switch (the setting has no narrower scope)
	After 24 hours, two pilot users co-author an encrypted document in desktop apps

	2
	Watch period
	Two weeks with no reports of labels disappearing from files

	3
	Announce to users
	Post-change validation passed


· Emergency access: not applicable.
· Change window: a planned change with the platform owner, the policy owner and the owners of every label-reading app on hand.
· Backout triggers: labeled documents showing as unlabeled; a label-reading app failing after the switch.
· Post-change validation: the co-authoring row of Validate.
Rollback
The portal can’t turn the setting off; only Set-PolicyConfig -EnableLabelCoauth:$false can, and it isn’t clean: labeling information saved in the new location for unencrypted Word, Excel and PowerPoint files while the setting was on isn’t copied back, so it is lost, and co-authoring for encrypted documents stops.3 The program therefore treats this as a one-way change whose safety comes from the prerequisites, and keeps the rollback command for a service-wide failure only, decided by the policy owner:
Set-PolicyConfig -EnableLabelCoauth:$false
Exclusions
None; the setting is tenant-wide. An app that can’t be updated is a reason to delay the switch, recorded in the decision record, not an exclusion.
Telemetry
Label audit events (a rise in Removed sensitivity label from file after the switch is the warning sign) and help-desk tickets tagged for labels.
Evidence
Evidence checklist
· Configuration: Get-PolicyConfig output showing EnableLabelCoauth, dated
· Operational: label audit events for the two weeks after the switch
· Test: the co-authoring test record
· Exception: apps delayed or retired because they can’t read the new metadata
· Assessor-ready artifact: the signed prerequisite inventory with the four items above
Day-two ownership
The platform owner keeps the label-reading app inventory current; any new tool that reads labels is checked against the MIP SDK minimum before it is approved.
[bookmark: _Toc00000704]Validate: labeled files behave
	Test
	Expected outcome
	Evidence

	A holder applies an encrypting label in Office for the web in a pilot library
	Label shown in the Sensitivity column; Applied sensitivity label to file in audit
	Audit record

	A second holder opens the same file in Office for the web
	Opens and edits with the label’s rights
	Tester’s record

	Search for a unique phrase in the encrypted file
	Found by a holder
	Screenshot

	A DLP test policy matching the phrase (Chapter 08)
	Matches the encrypted file
	DLP activity record

	Download the file and open it as a non-holder
	Refused
	Usage log denial (Chapter 05)

	Two holders co-author in desktop apps (after co-authoring is on)
	Both edit at once; AutoSave works
	Tester’s record

	A file labeled before integration was turned on
	Not processed until edited; processed after editing
	Before-and-after record

	An administrator removes a label and encryption from a test file for recovery
	Label and encryption removed; Removed sensitivity label from file carries the justification
	Audit record


For the last test, a SharePoint administrator can remove both the label and the encryption even without access to the site or file, provided the encryption came from a label with admin-defined permissions; the justification goes into the audit event and the Rights Management usage log:2
Unlock-SPOSensitivityLabelEncryptedFile -FileUrl "<file-url>" -JustificationText "<ticket-number>"
Because that cmdlet bypasses the file’s permissions, the program holds it to the same approval as a super user recovery (Chapter 05) and alerts on its use.
[bookmark: _Toc00000705]Key takeaways
· Turn label integration on before encrypting labels go wide; until it is on, encrypted files are invisible to search, eDiscovery and DLP and can’t be co-authored.
· Labels with expiry or Double Key Encryption can’t be processed in SharePoint; keep them out of collaboration.
· Move IRM libraries to labels library by library. In the government clouds, where default library labels are still in development, keep IRM on until the files are labeled.
· Co-authoring for encrypted files changes labeling metadata and can’t be cleanly reversed; inventory every label-reading app first.
[bookmark: _Toc00000706]Notes
1. Book 12, Chapter 09, “Labels on Teams, groups and sites,” which cites Microsoft Learn, “Use sensitivity labels to protect content in Microsoft Teams, Microsoft 365 groups, and SharePoint sites” (files in a labeled container don’t inherit the container label), Book 12, Chapter 09.
1. Microsoft Learn, “Enable sensitivity labels for files in SharePoint and OneDrive” (until enabled, the services can’t process encrypted files; what changes for new and changed files; three audit events; existing files must be edited or re-uploaded; PDF support and its effect on auto-labeling; Limitations; the opt-in steps with Set-SPOTenant -EnableAIPIntegration $true, about 15 minutes, per geo; module versions; the publishing safeguard; “SharePoint Information Rights Management (IRM) and sensitivity labels”; InformationProtectionLabelId; Unlock-SPOSensitivityLabelEncryptedFile; opt-out behavior), https://learn.microsoft.com/purview/sensitivity-labels-sharepoint-onedrive-files (accessed Nov 11, 2026).
1. Microsoft Learn, “Enable co-authoring for files encrypted with sensitivity labels,” sections “Metadata changes for sensitivity labels,” “Prerequisites,” “Limitations,” “How to enable co-authoring for files with sensitivity labels” (portal steps; wait 24 hours) and “If you need to disable this feature” (Set-PolicyConfig -EnableLabelCoauth:$false; labeling information lost), https://learn.microsoft.com/purview/sensitivity-labels-coauthoring (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 table, Sensitivity labeling rows (status “subject to change”), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4 table, Sensitivity labeling rows, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4 table, Sensitivity labeling rows, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect-SPOService,” Example 4 (-Region ITAR, the authentication region) and Description (SharePoint Administrator required), https://learn.microsoft.com/powershell/module/microsoft.online.sharepoint.powershell/connect-sposervice (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft 365 U.S. Government GCC High endpoints,” section “SharePoint Online and OneDrive for Business” (*.sharepoint.us), https://learn.microsoft.com/microsoft-365/enterprise/microsoft-365-u-s-government-gcc-high-endpoints (accessed Nov 11, 2026).
1. Microsoft Learn, “Enable sensitivity labels for files in SharePoint and OneDrive,” section “SharePoint Information Rights Management (IRM) and sensitivity labels” (IRM protects files at list and library level on download), https://learn.microsoft.com/purview/sensitivity-labels-sharepoint-onedrive-files (accessed Nov 11, 2026).
1. Microsoft Learn, “Set up Information Rights Management (IRM) in SharePoint admin center,” section “IRM-enable SharePoint document libraries and lists” (can’t create or edit in Office in a browser; one person at a time; check-in and check-out), https://learn.microsoft.com/purview/set-up-irm-in-sp-admin-center (accessed Nov 11, 2026).
1. Microsoft Learn, “.NET API reference, List.IrmEnabled Property (Microsoft.SharePoint.Client),” https://learn.microsoft.com/dotnet/api/microsoft.sharepoint.client.list.irmenabled (accessed Nov 11, 2026).
1. Microsoft Learn, “Apply Information Rights Management (IRM) to a list or library,” section “Apply IRM to a list or library” (Library Settings > Information Rights Management; “Restrict permission to documents in this library on download”), https://learn.microsoft.com/purview/apply-irm-to-a-list-or-library (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Security & Compliance PowerShell,” section “Step 2: Connect and authenticate” (GCC High and DoD ConnectionUri and AzureADAuthorizationEndpointUri values for an interactive sign-in; the app-only page gives a different DoD address, https://compliance.dod.microsoft.com/powershell-liveid, for unattended scripts), https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Set-PolicyConfig” (Security & Compliance PowerShell; -EnableLabelCoauth parameter) and “Get-PolicyConfig,” https://learn.microsoft.com/powershell/module/exchangepowershell/set-policyconfig (accessed Nov 11, 2026).
[bookmark: _Toc00000707]Chapter 08 — DLP and Endpoint Controls
A DLP policy that starts by blocking teaches the workforce to work around it; one that starts by watching teaches the program what the workforce actually does.
[bookmark: _Toc00000708]In this chapter
How to design data loss prevention (DLP) from the outcomes the agency wants for its data, not from the policy templates. Simulation mode as the pilot, and what it does and doesn’t evaluate. Policy tips, overrides and business justification, and how they become tuning data. False positives, exceptions that stay narrow and expire, endpoint DLP on onboarded Windows devices, and how a DLP alert becomes a handled incident. Then two How sections, one for workload DLP and one for endpoint DLP, each with government-cloud availability, licensing, change safety, rollback, telemetry, evidence and day-two ownership.
Book 12, Chapter 09 sets the program’s minimum DLP baseline for a Moderate system: block external sharing and external send of CUI, block print and removable media for CUI Specified, audit copies to network shares, block CUI uploads to unapproved cloud apps, alert on bulk download and detect Social Security numbers in Teams. It also gives the PowerShell that creates those policies and corrects the parameters earlier program scripts got wrong. This chapter doesn’t repeat that baseline. It covers what the baseline leaves to the implementer: how each policy is derived from a data outcome, how it moves from simulation to enforcement without stopping the agency’s work, how overrides and false positives are handled, how exceptions are kept honest, and what the operator, the security monitor and the help desk do once it’s on.
Classification comes first. A DLP rule that matches a label depends on the labels Chapter 03 publishes and Chapter 09 applies automatically; a rule that matches content depends on the sensitive information types Chapter 09 tunes. Device onboarding belongs to Book 05, and the detections built on DLP overrides and label removals belong to Book 12, Chapter 11. The implementation conventions (control states, the How-section template, authority labels, evidence and change safety) are defined once in Book 00, Appendix D.
[bookmark: _Toc00000709]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data
· Depends on: labels and auto-labeling (Chapter 03, Chapter 09); device onboarding and compliance (Book 05); identity and groups for scoping (Book 02); the audit pipeline (Chapter 10)
· Attack chain interrupted: Exfiltration, by a legitimately signed-in user or a compromised account moving labeled or sensitive content to an external recipient, an unapproved cloud app, removable media or a printer
Control states. 
	State
	This page
	Evidence

	Designed
	Design from data outcomes
	The DLP outcome register, approved by the policy owner, and a decision record (Chapter 01)

	Configured
	Report-only or audit phase
	Get-DlpCompliancePolicy and Get-DlpComplianceRule exports with Mode in a simulation value

	Enforced
	Enforcement
	The same exports with Mode Enable, the location scope, and the exception register

	Evidenced
	Evidence
	A test record per surface (blocked share, blocked send, blocked copy to USB) and the DLP audit record it produced

	Operated
	Day-two ownership
	Owner and cadence in the run book, the weekly override and false-positive review, and the drift check


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000710]Design from data outcomes
Microsoft’s DLP templates are a convenient start and a poor design. A template describes a regulation’s data types in the abstract; the agency needs a policy that says what may happen to its own data. The program writes each DLP policy from an outcome statement, owned by the policy owner, before anyone opens the portal:
Content labeled CUI (any sublabel) is not shared with, or sent to, anyone outside the agency’s tenant, except through the approved partner path; an attempt is blocked, the user is told why, and the security monitor is alerted.
An outcome statement names five things: the data (a label, a sensitive information type or both), the boundary it must not cross, the surface where the boundary is enforced, the action, and who learns about it. Each outcome becomes one DLP rule, or one policy with a rule per surface, and the outcome statement goes into the rule’s -Comment so the configuration export carries its own design.

Outcome statements become DLP rules (program design; the baseline set is Book 12, Chapter 09)
	Outcome (the policy owner’s words)
	Surface
	Condition
	Final action
	Starts as

	CUI doesn’t leave the tenant by sharing
	SharePoint, OneDrive
	Any CUI sublabel; access scope outside the organization
	Block for external users, policy tip, incident report
	Simulation, then simulation with tips

	CUI doesn’t leave the tenant by email
	Exchange
	Any CUI sublabel; recipient outside the organization
	Block, policy tip
	Simulation, then simulation with tips

	Taxpayer and other CUI Specified data doesn’t reach removable media or paper
	Endpoint (Windows)
	A CUI Specified sublabel
	Block; audit event; alert
	Audit only on devices

	Unlabeled files holding Social Security numbers are found and labeled, not just blocked
	SharePoint, OneDrive, Exchange
	U.S. SSN sensitive information type, high confidence
	Auto-label (Chapter 09); DLP block with override while the label catches up
	Simulation

	Bulk movement of CUI is seen within the hour
	SharePoint, endpoint
	Volume of matches by one user in a window
	Alert to the security monitor
	Simulation



Authority: Risk-based recommended (the program’s position: a DLP rule that can’t be traced to an owner’s outcome is a rule nobody can tune or defend). Microsoft-recommended for the staging itself: Microsoft’s DLP planning guidance moves a policy through simulation without policy tips, simulation with policy tips, and full enforcement, in that order.1 Applies: All tenants. Teams and device locations are License-dependent (below).
Two design rules keep the set manageable:
· Label first, content second. A rule that matches a sensitivity label acts on a decision someone already made and an auditor can trace. A rule that matches content directly (a Social Security number pattern, for example) is a safety net for content nobody labeled, and it produces most of the false positives. The program prefers label conditions and treats content conditions as the trigger for auto-labeling in Chapter 09.
· One outcome, one owner. A policy that serves three owners can’t be tuned without a meeting. Separate policies per outcome cost little and make the rollback in Rollback a single command.
[bookmark: _Toc00000711]Simulation is the pilot
DLP simulation mode runs a policy as if it were enforced, without enforcing it, and reports its matches on a separate dashboard so its results don’t mix with policies already enforcing.2 It replaced the older Test and Test with policy tips states in the portal; in PowerShell the same states are the -Mode values TestWithoutNotifications (no actions, no notifications) and TestWithNotifications (no actions, notifications sent), with Enable for enforcement and Disable to turn the policy off.3
Four facts about simulation decide how long a pilot runs and what it proves:
· A simulation runs for up to 15 days, so its result isn’t a point-in-time snapshot.2
· SharePoint and OneDrive are evaluated in full: existing items as well as new and changed ones. Exchange, Teams and devices are evaluated only for new items during the simulation.2 A mail or Teams policy therefore needs to run across a normal business cycle (a pay period, a month-end close) before its numbers mean anything; a SharePoint policy shows its reach in days.
· Simulation data is kept for 30 days.2 Export the matched-item list before it ages out; it is the pilot’s evidence.
· Simulation policy tips count. Only the policy tip from the most restrictive, highest-priority matching rule is shown, and that includes policies in simulation mode.4 A simulation with tips can therefore change what users see from an enforcing policy; check the priority order before turning tips on.
Microsoft’s own example of tuning shows the pattern the program follows for changes as well as new policies: copy the production policy, make the change in the copy, run the copy in simulation, and switch from the old policy to the new one only when the copy behaves.2 The program names copies with a version suffix (FMP-DLP-CUI-ExternalShare-v2) so the export shows which version enforces.
[bookmark: _Toc00000712]Policy tips, overrides and justification
A policy tip tells the user, in the app, that the content conflicts with a policy, and it can let the user override the rule, optionally with a business justification or by reporting a false positive. Every override and every false-positive report is logged and appears in DLP reporting.4 For mail, the justification travels in a message header (msip_justification), whose values are stored in a fixed order and whose free text is limited to 500 characters, so an automated process can read it.5
Overrides are configured per rule and override all of the rule’s actions; overriding the most restrictive matching rule also overrides the other rules the content matched.4 In PowerShell, -NotifyAllowOverride takes WithoutJustification, WithJustification or FalsePositive, and Microsoft notes that the override option appears only when the rule also sets -BlockAccess $true with an appropriate -BlockAccessScope.4
The program’s position on overrides:
	Data
	Override
	Why

	CUI Specified, any surface
	None
	The authority behind the category sets the handling rule; a user can’t waive it

	CUI Basic, external send or share
	With justification, during the first enforcement ring only; then none
	Justifications from the first ring show the legitimate external flows the approved partner path (Book 03, Chapter 15) has to carry

	Content-only matches (no label), internal
	With justification or false positive
	The rule is a safety net; the user may know the content better than the pattern does


Authority: Risk-based recommended (the program’s position). Microsoft documents the mechanisms and gives a comparable example: a rule that lets internal sharing of personal data proceed with a business justification and a rule that allows no override for external sharing.4 Applies: All tenants with DLP. Endpoint override text is a global setting (Endpoint DLP on Windows).
An override is not a failure of the control. It is the control working as designed, with a record. The failure is an override nobody reads. The weekly review in Day-two ownership reads every override and false-positive report, and repeated overrides by one user feed the detection in Book 12, Chapter 11 (FMP-DET-06) and, where licensed, Insider Risk Management (Chapter 10).
[bookmark: _Toc00000713]False positives and tuning
A false positive is a match on content that isn’t what the rule meant. Each one costs a user’s time and some of the workforce’s trust in the program. The tuning loop:
1. Collect. False-positive reports from policy tips, the simulation matched-item list and DLP alerts the security monitor dismisses.
1. Classify the cause. A pattern too broad (a nine-digit number that isn’t a Social Security number), a confidence level too low, a count threshold too low, a label applied wrongly, or a legitimate flow the outcome statement didn’t anticipate.
1. Fix at the right layer. Pattern and confidence problems are fixed in the sensitive information type or the rule’s confidence and count (Chapter 09). Wrong labels are fixed in labeling. A legitimate flow is an outcome change, which goes back to the policy owner, not an exception the operator grants.
1. Re-simulate. Copy, change, simulate, compare, switch (Simulation is the pilot).
The program treats a rule as ready for the next ring when the false-positive rate in its matched items is low enough that the policy owner accepts the user impact, and records that number in the ring’s exit criteria. The number is the policy owner’s decision, not a Microsoft threshold.
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There are two kinds of DLP exception, and they belong in different places.
· Scope exceptions take a population or location out of a policy: -ExchangeSenderMemberOfException, -ExceptIfOneDriveSharedByMemberOf, -SharePointLocationException, -TeamsLocationException or -EndpointDlpLocationException.3 A policy can’t specify inclusions and exclusions for the same location in the same policy, and the Exchange and OneDrive group parameters don’t accept Microsoft 365 Groups.3
· Condition exceptions take content or a context out of one rule: the ExceptIf* parameters of New-DlpComplianceRule, such as -ExceptIfRecipientDomainIs for a partner domain the agency has an agreement with.6
The program’s rules for both:
· Group-based, never named users. An exception names a mail-enabled security group whose membership the identity lifecycle maintains (Book 03), so a person who changes jobs leaves the exception automatically.
· Registered and expiring. Every exception has a row in the exception register with the outcome it departs from, the policy owner’s approval, the compensating control and an expiry no later than one year out (Chapter 12). An exception without a row is drift.
· Domain exceptions are agreements, not conveniences. -ExceptIfRecipientDomainIs lets labeled content reach that domain unblocked, so it is granted only for a partner with an interconnection or data-sharing agreement on file.
[bookmark: _Toc00000715]Endpoint DLP on Windows
Endpoint DLP extends DLP to sensitive items on devices: copies to removable media and network shares, printing, uploads to cloud services, copy and paste, and similar actions. For this program it covers Windows 10 and Windows 11 devices and Windows Server 2019 and later; other device platforms are out of the program’s scope.
Onboarding is shared with Microsoft Defender for Endpoint. A device already onboarded to Defender for Endpoint appears in the Purview device list and needs no further step, and onboarding a device in Purview also onboards it to Defender for Endpoint.7 Microsoft names Intune as the preferred onboarding method, followed by Configuration Manager, another MDM tool, a local script, a VDI package and Group Policy.8 Two server details matter. Endpoint DLP isn’t enabled for Windows servers when they’re first onboarded; it has to be turned on for onboarded servers before server events appear in Activity explorer. And installing the supported Windows Server updates turns off classification on the server, so files on a server are protected only if they were classified before; Microsoft directs the Defender version that keeps that protection.7
The business-justification options an endpoint user sees are a global endpoint DLP setting: default options and a free-text box, default options only, or free text only, with up to five customizable options, one of which can be the false-positive option.9 The program uses default options plus free text, and customizes the false-positive option to name the help-desk route.
Endpoint actions start at Allow (audit only, no user notification), which exists only for the devices location, then Audit only with notifications, then Block with override, then Block.10 The ring plan in How: endpoint DLP on Windows devices follows that ladder.
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When a rule matches, it can send an alert, with the matched item, the content that matched and the user, to the DLP Alerts dashboard and to the Microsoft Defender XDR portal.5 An alert is the start of an incident record, not the end of one. The program’s handling:
	Step
	Who
	What

	Triage
	Security monitor
	Confirm the match in the alert; check whether the user overrode, and whether the content was labeled. Close as false positive (feeds tuning) or open an incident

	Contain
	Security monitor, with the platform owner
	Revoke sharing links, recall or quarantine where the surface allows, remove access; for a device, isolate through Defender for Endpoint (Book 12, Chapter 11)

	Assess
	Policy owner; privacy officer when personal data is involved
	Decide whether the event is a breach or an incident under the agency’s incident and breach procedures (Book 14, Chapter 08)

	Support
	Help desk
	Answer the user’s “why was I blocked” call with the approved script, never by removing the label or the rule (Book 15)

	Close
	Security monitor
	Record outcome, root cause and any tuning change; link the incident to the alert and the audit record


Microsoft notes that DLP feeds incident information to Insider Risk Management, and that the incident report severity must be High for that signal to reach it.5 The program sets High on the CUI rules so that, where Insider Risk Management is licensed, its data-leak policies see them (Chapter 10).
[bookmark: _Toc00000717]How: workload DLP from simulation to enforcement
This procedure takes one outcome from the register through simulation to enforcement in Exchange, SharePoint, OneDrive and Teams. It uses Security & Compliance PowerShell. Placeholders are explained once: <admin-upn> is the operator’s account; <policy-name> follows FMP-DLP-<outcome>-v<n>; <pilot-group>@contoso.example and <dlp-exceptions>@contoso.example are mail-enabled security groups; <secops-mailbox>@contoso.example is the security monitor’s alert mailbox; <label-name> is a published sensitivity label’s name.
Prerequisites
· Roles. The operator holds a Purview role that can manage DLP policies (Compliance Administrator, Compliance Data Administrator or a custom role with DLP Compliance Management), activated through PIM (Book 04, Chapter 08).
· Auditing on. DLP events reach Activity explorer and the audit log only while unified audit log ingestion is on (Chapter 10).
· Labels published to the users in scope (Chapter 03).
· Licensing (License-dependent). DLP for Exchange, SharePoint and OneDrive is in a broader set of plans than DLP for Teams and devices; Microsoft’s trial guidance lists Teams and device coverage among the capabilities a trial adds, and states that when a trial ends existing policies stay on but Teams and Devices locations can’t be added or edited.11 Confirm each location against the Purview service description before scoping it.12 An unlicensed location is a licensing decision recorded in the decision record, not a failed control (Book 11, Chapter 10).

Government-cloud availability for workload DLP (read Nov 11, 2026; Microsoft states the government status is subject to change)
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	DLP for files (SharePoint, OneDrive) and email
	Available
	Available
	Available
	Available
	Learn government Purview pages131415

	DLP for Teams chat and channel messages
	Available
	Available
	Available
	Available
	Same

	Endpoint DLP
	Available
	Available
	Available
	Available
	Same

	DLP alerts dashboard; data in Activity explorer
	Available
	Available
	Available
	Available
	Same

	Defender for Cloud Apps integration
	Available
	Available
	Available
	Available
	Same

	On-premises scanner (DLP)
	Available
	Available
	Available
	Available
	Same

	DLP simulation mode (dashboard experience)
	Available
	Not yet specified
	Not yet specified
	Not yet specified
	Learn, simulation mode2; the government pages don’t list it separately



Connect (checked against Learn on Nov 11, 2026; run against a test tenant first):16
# Commercial and GCC
Connect-IPPSSession -UserPrincipalName <admin-upn>

# GCC High
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations

# DoD
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://l5.ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
Pilot
The pilot is the simulation itself, run first against the pilot group’s mail and Teams and against the sites the pilot group owns, then against everyone. Success criteria, set by the policy owner before the run: the matched items are the content the outcome statement means; the false-positive rate is at or below the owner’s number; no legitimate business flow appears that the outcome doesn’t account for.
Report-only or audit phase
Create the policy in simulation without notifications, scoped to the pilot group. The rule carries the outcome statement in -Comment. This example is the CUI external-email outcome; the label group syntax is the one Book 12, Chapter 09 documents.
$cui = @(@{
  operator = 'And'
  groups   = @(@{
    operator = 'Or'; name = 'CUI labels'
    labels   = @(@{ name = '<label-name>'; type = 'Sensitivity' })
  })
})

New-DlpCompliancePolicy -Name 'FMP-DLP-CUI-ExternalEmail-v1' `
  -Comment 'Outcome: CUI is not sent outside the tenant except through the approved partner path.' `
  -ExchangeLocation All -ExchangeSenderMemberOf '<pilot-group>@contoso.example' `
  -Mode TestWithoutNotifications

New-DlpComplianceRule -Policy 'FMP-DLP-CUI-ExternalEmail-v1' -Name 'Block external send of CUI' `
  -ContentContainsSensitiveInformation $cui -AccessScope NotInOrganization `
  -BlockAccess $true -NotifyUser Owner `
  -NotifyPolicyTipCustomText 'This message is labeled CUI and can''t be sent outside the agency. Use the approved partner path.' `
  -GenerateIncidentReport '<secops-mailbox>@contoso.example' -ReportSeverityLevel High
Run it for at least a full business cycle (simulation evaluates new mail only). Then switch to simulation with tips, and ask the pilot group to report false positives:
Set-DlpCompliancePolicy -Identity 'FMP-DLP-CUI-ExternalEmail-v1' -Mode TestWithNotifications
Export the matched items from the simulation dashboard before the 30-day retention ends, and file them with the pilot’s test record.
Enforcement
Widen the scope ring by ring while the ring policy is scoped by group, then create the production policy without a sender scope and retire the ring policy. This is the copy-and-switch pattern from Simulation is the pilot, and it leaves both versions in the export.
# Ring 2: point the ring policy at the early-adopter group and enforce for that ring
Set-DlpCompliancePolicy -Identity 'FMP-DLP-CUI-ExternalEmail-v1' `
  -ExchangeSenderMemberOf '<early-adopters>@contoso.example' -Mode Enable

# Ring 3: everyone in scope. Create the production version with no sender scope...
New-DlpCompliancePolicy -Name 'FMP-DLP-CUI-ExternalEmail-v2' `
  -Comment 'Outcome: CUI is not sent outside the tenant except through the approved partner path.' `
  -ExchangeLocation All -Mode Enable
New-DlpComplianceRule -Policy 'FMP-DLP-CUI-ExternalEmail-v2' -Name 'Block external send of CUI v2' `
  -ContentContainsSensitiveInformation $cui -AccessScope NotInOrganization `
  -BlockAccess $true -NotifyUser Owner `
  -NotifyPolicyTipCustomText 'This message is labeled CUI and can''t be sent outside the agency. Use the approved partner path.' `
  -GenerateIncidentReport '<secops-mailbox>@contoso.example' -ReportSeverityLevel High

# ...then turn the ring version off
Set-DlpCompliancePolicy -Identity 'FMP-DLP-CUI-ExternalEmail-v1' -Mode Disable
During the first enforcement ring the CUI Basic rule allows override with justification, per the program’s override position; remove it when the ring exits:
# Ring 2 (the ring policy): allow override with justification
Set-DlpComplianceRule -Identity 'Block external send of CUI' -NotifyAllowOverride WithJustification
The production rule (v2) is created without -NotifyAllowOverride, so no override is offered in ring 3.
Change safety
	Ring
	Scope
	Exit criteria

	0
	The implementing team’s mailboxes and sites, simulation
	Policy matches the test messages and files; nothing else

	1
	Pilot group, simulation then simulation with tips
	False-positive rate at or below the policy owner’s number; no unaccounted business flow

	2
	Early adopters, enforcing with override and justification
	Justifications reviewed; help-desk call volume within the agreed level

	3
	Everyone in scope, enforcing, no override for CUI
	Post-change validation passes; the weekly review shows no new class of false positive


· Emergency access: DLP doesn’t block sign-in, so emergency access accounts need no exclusion; they stay in scope like any mailbox.
· Change window: Business hours, with the help desk briefed and the security monitor on hand; approved through the agency’s change process (CM-3).
· Backout triggers: Help-desk calls about the policy above the agreed level in a day; a mission-critical external flow blocked with no approved path; an alert volume the security monitor can’t triage.
· Post-change validation: Send a labeled test message to an external test mailbox from a ring member and confirm the block, the policy tip and the alert.
Rollback
Return the policy to simulation (keeps the evidence and the scope; stops blocking) or turn it off. Either takes one command, run by the operator or the platform owner:
# <policy-name> is the enforcing version, for example FMP-DLP-CUI-ExternalEmail-v2
Set-DlpCompliancePolicy -Identity '<policy-name>' -Mode TestWithNotifications
# or, to stop evaluation entirely
Set-DlpCompliancePolicy -Identity '<policy-name>' -Mode Disable
For a tuned replacement, switch back to the previous version and disable the new one. Record the rollback, its trigger and the time in the change record.
Exclusions
Scope exceptions use a mail-enabled security group, never named users:
Set-DlpCompliancePolicy -Identity '<policy-name>' `
  -ExchangeSenderMemberOfException '<dlp-exceptions>@contoso.example'
A partner domain with an agreement on file is a rule-level exception:
Set-DlpComplianceRule -Identity 'Block external send of CUI v2' -ExceptIfRecipientDomainIs 'partner.example'
Each exception has an exception-register row: outcome departed from, approver, compensating control and expiry.
Telemetry
· DLP alerts in the Purview DLP alerts dashboard and Microsoft Defender XDR.5
· Activity explorer for matches, overrides and false-positive reports.
· Audit records with record types ComplianceDLPExchange, ComplianceDLPSharePoint and DLPEndpoint,17 routed to the agency’s SIEM (Book 12, Chapter 04).
# Exchange Online PowerShell: the last day's Exchange DLP matches
Connect-ExchangeOnline -UserPrincipalName <admin-upn>
Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-1) -EndDate (Get-Date) -RecordType ComplianceDLPExchange -ResultSize 5000 |
  Select-Object CreationDate,UserIds,Operations,AuditData | Export-Csv .\dlp-exchange-last-day.csv -NoTypeInformation
For GCC High add -ExchangeEnvironmentName O365USGovGCCHigh to Connect-ExchangeOnline; for DoD, -ExchangeEnvironmentName O365USGovDoD.18
Evidence
Evidence checklist
· Configuration: Get-DlpCompliancePolicy | Format-List Name,Mode,ExchangeLocation,SharePointLocation,OneDriveLocation,TeamsLocation,Comment and Get-DlpComplianceRule | Format-List Name,Policy,ContentContainsSensitiveInformation,BlockAccess,NotifyAllowOverride,ReportSeverityLevel, exported to the evidence store after each ring
· Operational: the weekly DLP alert, override and false-positive summary; DLP audit records retained per Chapter 10
· Test: per surface, the test message or file, the expected and observed outcome (blocked, tip shown, alert raised), date and tester, and the audit record it produced
· Exception: the exception register rows for this policy, with approver and expiry
· Assessor-ready artifact: the outcome statement, the simulation export, the enforcing export and the test record, filed together under the control IDs in Appendix A
Day-two ownership
Policy owner: the outcome statements and every change to them. Platform owner: the policy set, its versions and the drift check (export compared with the approved baseline, Book 13). Operator: ring changes and exceptions as approved. Security monitor: alert triage, the weekly override and false-positive review, and FMP-DET-06. Help desk: the “why was I blocked” script and routing a false-positive report to the operator (Book 15). Assessor: samples alerts and exceptions at each assessment. Cadence: weekly review, quarterly outcome review with the policy owner, annual exception recertification. Roles are set out in Chapter 12. Drift looks like a policy in Disable that should enforce, a mode change outside a change record, or an exception without a register row.
[bookmark: _Toc00000718]How: endpoint DLP on Windows devices
This procedure turns endpoint DLP on for onboarded Windows devices and takes the CUI Specified device rule from audit to block. Placeholders as above; <device-pilot-group>@contoso.example holds the pilot users (endpoint policies are scoped to users signed in to onboarded devices).3
Prerequisites
· Devices onboarded to Defender for Endpoint (and so to Purview) through Intune, the method Microsoft prefers; onboarding coverage reported by device group (Book 05).8
· Servers: endpoint DLP support for onboarded servers turned on in endpoint DLP settings, where servers are in scope.7
· Roles: the -EndpointDlpLocation parameter requires membership in the Compliance Administrator or Compliance Data Administrator role in Microsoft Entra ID.3
· Licensing (License-dependent): endpoint DLP is included in Microsoft 365 E5/A5/G5, the Microsoft Purview Suite and the E5/A5/F5/G5 Information Protection & Governance plans, per the Purview service description.12
· Government cloud: endpoint DLP is listed as Available in GCC, GCC High and DoD.131415
Pilot
Pilot users on a small set of managed Windows devices, including one device of each build in use and, where servers are in scope, one test server. Success: the expected device events appear in Activity explorer for each restricted action, and no line-of-business application breaks.
Report-only or audit phase
$cuiSpecified = @(@{
  operator = 'And'
  groups   = @(@{ operator = 'Or'; name = 'CUI Specified'
                  labels = @(@{ name = '<cui-specified-label>'; type = 'Sensitivity' }) })
})

New-DlpCompliancePolicy -Name 'FMP-DLP-Endpoint-CUI-SP-v1' `
  -Comment 'Outcome: CUI Specified does not reach removable media or paper.' `
  -EndpointDlpLocation '<device-pilot-group>@contoso.example' -Mode Enable

New-DlpComplianceRule -Policy 'FMP-DLP-Endpoint-CUI-SP-v1' -Name 'Audit CUI Specified on devices' `
  -ContentContainsSensitiveInformation $cuiSpecified `
  -EndpointDlpRestrictions @(
    @{ Setting = 'Print';          Value = 'Audit' },
    @{ Setting = 'RemovableMedia'; Value = 'Audit' },
    @{ Setting = 'NetworkShare';   Value = 'Audit' }
  ) -ReportSeverityLevel High -GenerateAlert '<secops-mailbox>@contoso.example'
The policy is enabled but the rule’s restrictions are Audit, so nothing is blocked: this is the endpoint equivalent of report-only. Run it for two weeks and read the device events in Activity explorer.
Enforcement
Set-DlpComplianceRule -Identity 'Audit CUI Specified on devices' `
  -EndpointDlpRestrictions @(
    @{ Setting = 'Print';          Value = 'Block' },
    @{ Setting = 'RemovableMedia'; Value = 'Block' },
    @{ Setting = 'NetworkShare';   Value = 'Audit' }
  ) -NotifyUser Owner
Block and Warn need -NotifyUser, as Book 12, Chapter 09 notes. Widen -EndpointDlpLocation ring by ring as in the workload procedure.
Change safety
	Ring
	Scope
	Exit criteria

	0
	Implementing team’s devices, audit
	Each restricted action produces its device event

	1
	Device pilot group, audit then block
	No line-of-business break; justification text understood by users

	2
	One business unit, block
	Help-desk volume within the agreed level

	3
	All users in scope, block
	Post-change validation passes on each device build


· Emergency access: Not applicable: endpoint DLP doesn’t affect sign-in.
· Change window: Business hours with desk-side support available.
· Backout triggers: A blocked print or copy that stops a mission process with no approved alternative; device events failing to arrive.
· Post-change validation: On a ring device, copy a CUI Specified test file to removable media and print it; confirm both are blocked and the events appear.
Rollback
Set the restrictions back to Audit with the same Set-DlpComplianceRule command as the audit phase, or Set-DlpCompliancePolicy -Identity 'FMP-DLP-Endpoint-CUI-SP-v1' -Mode Disable. Device policy changes reach devices on the service’s schedule; record the time of the command and the time the first device shows the old behavior.
Exclusions
-EndpointDlpLocationException '<dlp-exceptions>@contoso.example' for users with an approved need (for example, a records unit that prints CUI Specified for a court), each with an exception-register row. Device-level allowances (approved USB devices, approved printers) are endpoint DLP settings groups, owned by the platform owner and listed in the register.
Telemetry
Device events in Activity explorer and audit record type DLPEndpoint, forwarded to the SIEM; Defender for Endpoint device health for onboarding coverage (Book 12, Chapter 04).
Evidence
Evidence checklist
· Configuration: the policy and rule exports, and the endpoint DLP settings (server support, justification options, device groups)
· Operational: device-event volume by action and ring; onboarding coverage report
· Test: per device build, the print and removable-media test with expected and observed outcome, date and tester, and the DLPEndpoint record
· Exception: register rows for user and device exceptions
· Assessor-ready artifact: the package above, filed under the control IDs in Appendix A
Day-two ownership
As for workload DLP, with Book 05’s device owner for onboarding coverage. A device that drops out of onboarding drops out of endpoint DLP silently, so the platform owner reviews onboarding coverage monthly (Chapter 12).
[bookmark: _Toc00000719]Requirements this chapter supports
Requirements this chapter supports (the full mapping, with FedRAMP 20x KSIs, is Appendix A)
	Requirement
	What this chapter contributes

	NIST SP 800-53 Rev. 5 AC-4 (Information Flow Enforcement)
	Rules that enforce where labeled data may flow, by surface

	NIST SP 800-53 Rev. 5 SI-4 (System Monitoring)
	DLP alerts and device events routed to the security monitor

	NIST SP 800-53 Rev. 5 MP-7 (Media Use)
	Removable-media restriction for CUI Specified on Windows devices

	NIST SP 800-53 Rev. 5 CM-3 (Configuration Change Control)
	Versioned policies, ring changes and rollback in change records

	CISA Zero Trust Maturity Model, Data pillar
	Data access and data loss controls driven by categorization


These rows say what the chapter contributes. The agency still sets each control’s parameters, policy and procedures, and the assessor decides whether each is satisfied.19 
[bookmark: _Toc00000720]Key takeaways
· Write every DLP policy from an owner’s outcome statement and keep that statement in the rule’s comment, so the export explains itself.
· Simulation is the pilot: it runs up to 15 days, evaluates existing SharePoint and OneDrive content but only new mail, Teams and device activity, and keeps its data for 30 days.
· Overrides and false-positive reports are tuning data; an override nobody reviews is the real gap.
· Exceptions are group-based, registered and expiring; a legitimate flow the outcome didn’t foresee goes back to the policy owner.
· Endpoint DLP rides on Defender for Endpoint onboarding; coverage is a monthly metric, and servers need endpoint DLP turned on explicitly.
[bookmark: _Toc00000721]Notes
1. Microsoft Learn, “Plan for data loss prevention (DLP),” section “Overview of planning process” (simulation without policy tips, simulation with notifications and policy tips, then full enforcement), https://learn.microsoft.com/purview/dlp-overview-plan-for-dlp (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about data loss prevention simulation mode” (simulation runs as if enforced without enforcement, separate dashboard; up to 15 days; SharePoint and OneDrive existing and new items, Exchange, Teams and devices new items only; data kept 30 days; copy-and-tune example), https://learn.microsoft.com/purview/dlp-simulation-mode-learn (accessed Nov 11, 2026).
1. Microsoft Learn, “New-DlpCompliancePolicy,” parameters Mode (Enable, Disable, TestWithNotifications, TestWithoutNotifications), ExchangeLocation, ExchangeSenderMemberOfException, OneDriveLocation, EndpointDlpLocation (requires Compliance Administrator or Compliance Data Administrator in Microsoft Entra ID; users signed in to onboarded devices) and the rule that inclusions and exclusions can’t be combined in one policy, https://learn.microsoft.com/powershell/module/exchangepowershell/new-dlpcompliancepolicy (accessed Nov 11, 2026).
1. Microsoft Learn, “Send email notifications and show policy tips for DLP policies,” section “Options for configuring policy tips” (override with business justification or false-positive report, logged for reporting; override is per rule; only the most restrictive, highest-priority rule’s tip is shown, including simulation-mode policies; NotifyAllowOverride needs BlockAccess and BlockAccessScope), https://learn.microsoft.com/purview/dlp-use-notifications-and-policy-tips (accessed Nov 11, 2026).
1. Microsoft Learn, “Data Loss Prevention policy reference,” sections “Business justification X-header” (msip_justification order, 500-character free text) and “Incident reports” (alerts to the DLP Alerts dashboard and Defender XDR; incident severity High to feed Insider Risk Management), https://learn.microsoft.com/purview/dlp-policy-reference (accessed Nov 11, 2026).
1. Microsoft Learn, “New-DlpComplianceRule,” syntax (ExceptIfRecipientDomainIs, NotifyAllowOverride, BlockAccessScope, EndpointDlpRestrictions, ReportSeverityLevel), https://learn.microsoft.com/powershell/module/exchangepowershell/new-dlpcompliancerule (accessed Nov 11, 2026).
1. Microsoft Learn, “Onboard Windows devices into Microsoft 365 overview” (Windows 10 and 11 onboarding; Windows Server 2019 and later; endpoint DLP not enabled for servers until turned on; classification disabled by supported server updates; onboarding shared with Defender for Endpoint), https://learn.microsoft.com/purview/device-onboarding-overview (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage devices with Intune Overview,” section “Enrolling devices vs. onboarding devices” (Intune preferred for onboarding; other methods in recommended order), https://learn.microsoft.com/security/zero-trust/manage-devices-with-intune-overview (accessed Nov 11, 2026).
1. Microsoft Learn, “Configure endpoint data loss prevention settings,” section “Business justification in policy tips” (global setting; three display options; up to five customized options including the false-positive option), https://learn.microsoft.com/purview/dlp-configure-endpoint-settings (accessed Nov 11, 2026).
1. Microsoft Learn, “Create and deploy data loss prevention policies,” section “Policy actions” (Allow for devices only; Audit only; Block with override; Block), https://learn.microsoft.com/purview/dlp-create-deploy-policy (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about the Microsoft Purview Suite trial,” section “Data Loss Prevention” (trial extends DLP to Teams and devices; after the trial, Teams and Devices locations can’t be edited or added), https://learn.microsoft.com/purview/purview-trial (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Data Loss Prevention Endpoint Data Loss Protection (DLP)” (included plans), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 (Data Loss Prevention rows; status subject to change), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Security & Compliance PowerShell,” Step 2 (ConnectionUri and AzureADAuthorizationEndpointUri for Microsoft 365, GCC, GCC High and DoD), https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft services that support auditing” (DLP record types ComplianceDLPSharePoint, ComplianceDLPExchange, DLPEndpoint), https://learn.microsoft.com/purview/audit-supported-services (accessed Nov 11, 2026).
1. Microsoft Learn, “App-only authentication for unattended scripts in Exchange Online PowerShell and Security & Compliance PowerShell,” section “Connection examples” (ExchangeEnvironmentName O365USGovGCCHigh and O365USGovDoD), https://learn.microsoft.com/powershell/exchange/app-only-auth-powershell-v2 (accessed Nov 11, 2026).
1. NIST SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls AC-4, SI-4, MP-7 and CM-3, checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 11, 2026).
[bookmark: _Toc00000722]Chapter 09 — Auto-Labeling and Sensitive Information Types
People label what they recognize as sensitive; detection is for everything they don’t.
[bookmark: _Toc00000723]In this chapter
The classifier ladder: built-in sensitive information types, custom types, exact data match and trainable classifiers, and when each is the right tool. How confidence, count and proximity trade false positives for false negatives. Custom types and their rule packages kept as code, and exact data match with the two-computer hash-and-upload method. Client-side and service-side auto-labeling. Then a How section that takes a service-side auto-labeling policy from simulation to rollout, with government-cloud availability, licensing, limits, rollback, telemetry and evidence.
Book 12, Chapter 09 introduces sensitive information types, trainable classifiers and auto-labeling, gives a first service-side policy in simulation, and notes that there’s no built-in U.S. employer identification number type, so agency identifiers need custom types. This chapter is the engineering behind that: how to choose a classifier, how to tune it, how to keep it in source control, how to use exact data match for the agency’s own records, and how to roll auto-labeling out without stamping CUI on the wrong ten thousand files.
The labels themselves come from Chapter 02 and are published in Chapter 03. The DLP rules that act on the same sensitive information types are Chapter 08. The implementation conventions are in Book 00, Appendix D.
[bookmark: _Toc00000724]Assessment mapping
· Microsoft Zero Trust pillar: Data
· CISA ZTMM pillar: Data (Data Inventory Management, Data Categorization)
· Depends on: the label taxonomy (Chapter 02); sensitivity labels enabled for Office files in SharePoint and OneDrive (Chapter 07); auditing on (Chapter 10)
· Attack chain interrupted: Collection and Exfiltration, by making unlabeled sensitive content visible to DLP, encryption and the security monitor before it moves
Control states. 
	State
	This page
	Evidence

	Designed
	The classifier ladder, with the classifier register
	The classifier register (each classifier, its owner, its target label, its tuning record) and a decision record (Chapter 01)

	Configured
	Custom types as code, Report-only or audit phase
	The rule-package XML in source control; the auto-labeling policy export in simulation

	Enforced
	Enforcement
	The policy export with Mode Enable; the location scope and exclusions

	Evidenced
	Evidence
	Simulation export; Test-DataClassification results; labeled test files and their audit records

	Operated
	Day-two ownership
	Monthly coverage and failure review; classifier re-tuning records


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000725]The classifier ladder
Purview offers four kinds of classifier. Each climbs a rung in precision and in effort.

The classifier ladder (program design)
	Classifier
	What it matches
	Use it for
	False positives
	Effort

	Built-in sensitive information type
	Microsoft’s patterns (regular expressions, checksums, keywords) for common identifiers such as U.S. Social Security, passport and bank account numbers
	Common identifiers where Microsoft’s definition fits
	Moderate; tunable by confidence and count
	None to create; tuning only

	Custom sensitive information type
	The agency’s own pattern: a case number, a claim number, an employer identification number
	Agency identifiers with a recognizable format
	Depends on how distinctive the format is
	A rule package or portal definition, tested

	Exact data match (EDM)
	Values from the agency’s own table (hashed), confirmed by supporting fields nearby
	Records the agency holds a list of: employee IDs with names, beneficiary or case numbers with dates of birth
	Lowest: a match must be an actual row
	Schema, hashed upload, refresh schedule

	Trainable classifier
	Documents that resemble a category (case notes, budget working papers)
	Categories with no pattern
	Variable; needs real samples
	Seed samples, train, test



Authority: Risk-based recommended (the program’s position: climb only as far as the false-positive rate requires). EDM is the rung to reach for when a pattern-based type produces more false positives than the policy owner accepts and the agency holds the source table: an EDM match has to be a real value from the agency’s data, so a nine-digit number that isn’t in the table doesn’t match.1 Applies: EDM and trainable classifiers are License-dependent; check the plan in the Purview service description.2 Environment-dependent as shown in Prerequisites.
The program keeps a classifier register, one row per classifier: what it detects, which label or DLP rule uses it, the policy owner, the confidence and count used, the last tuning date and the false-positive rate at that date. A classifier that nobody owns is a source of false positives nobody will fix.
[bookmark: _Toc00000726]Confidence, count and proximity
A sensitive information type has a primary element (the thing it looks for), optional supporting elements (corroborating evidence such as a keyword), a confidence level and a proximity, the number of characters between the primary and supporting elements.3 The three settings trade false positives against false negatives:
· Confidence. Purview has three levels: low (65), medium (75) and high (85). High returns the fewest false positives and the most false negatives; low returns the reverse, and a low-confidence condition also returns medium and high matches.3 Each pattern in a custom type carries a confidenceLevel, and each entity a mandatory recommendedConfidence that applies when a rule doesn’t set one.4
· Count. Microsoft’s guidance pairs high-confidence patterns with low instance counts (five to ten) and low-confidence patterns with higher counts (20 or more).3 A single high-confidence Social Security number is worth acting on; a single low-confidence nine-digit number isn’t.
· Proximity. Microsoft’s deployment guidance sets 300 characters for a new custom type and warns against unlimited proximity (“anywhere in the document”), which produces many false positives.5
Authority: Microsoft-recommended (the count pairing and the 300-character proximity, from the Learn pages cited, read Nov 11, 2026). Applies: All tenants.
The program’s starting points, to be tuned against each simulation:
Starting confidence and count (program design)
	Use
	Confidence
	Count
	Why

	Auto-label CUI Basic on a built-in identifier
	High
	1
	Labeling is reversible, but a wrong label still shows the user a CUI banner

	DLP block on an unlabeled built-in identifier
	High
	5 or more
	Blocking is disruptive; require several strong matches

	Alert only (security monitor)
	Medium
	10 or more
	Visibility, not action

	EDM-based type
	High (EDM’s generated rule)
	1
	An EDM match is already a real record


[bookmark: _Toc00000727]Custom types as code
A custom sensitive information type can be built in the portal, but a type that drives labels on federal records belongs in source control, reviewed like any other configuration (Book 13). In PowerShell, custom types are defined in an XML rule package, saved with Unicode encoding and imported with New-DlpSensitiveInformationTypeRulePackage; a tenant supports up to 10 rule packages, each holding several types, and Microsoft suggests keeping an uploaded file under about 770 KB.4 Each entity needs a recommendedConfidence; regular expressions with multiple capturing groups, lookaround assertions and greedy generic quantifiers fail validation.4
The block below writes a rule package for a fictitious agency case number (CN- followed by eight digits) with a high-confidence pattern that requires a keyword nearby and a low-confidence pattern that doesn’t. It generates fresh GUIDs, so nothing from another tenant is reused. Placeholders: <rule-package-dir> is a folder in the repository that holds rule packages; replace the regular expression and keywords with the agency’s own.
Checked against Learn on Nov 11, 2026; run against a test tenant first.4
$packId   = [guid]::NewGuid().Guid
$pubId    = [guid]::NewGuid().Guid
$entityId = [guid]::NewGuid().Guid
$xml = @"
<?xml version="1.0" encoding="utf-16"?>
<RulePackage xmlns="http://schemas.microsoft.com/office/2011/mce">
  <RulePack id="$packId">
    <Version major="1" minor="0" build="0" revision="0"/>
    <Publisher id="$pubId"/>
    <Details defaultLangCode="en-us">
      <LocalizedDetails langcode="en-us">
        <PublisherName>Contoso Information Protection</PublisherName>
        <Name>Contoso Case Number Rule Package</Name>
        <Description>Custom sensitive information types for Contoso case records.</Description>
      </LocalizedDetails>
    </Details>
  </RulePack>
  <Rules>
    <Entity id="$entityId" patternsProximity="300" recommendedConfidence="85">
      <Pattern confidenceLevel="85">
        <IdMatch idRef="Regex_contoso_case_number"/>
        <Match idRef="Keyword_contoso_case_number"/>
      </Pattern>
      <Pattern confidenceLevel="65">
        <IdMatch idRef="Regex_contoso_case_number"/>
      </Pattern>
    </Entity>
    <Regex id="Regex_contoso_case_number">\bCN-\d{8}\b</Regex>
    <Keyword id="Keyword_contoso_case_number">
      <Group matchStyle="word">
        <Term>case number</Term>
        <Term>case no</Term>
        <Term>docket</Term>
      </Group>
    </Keyword>
    <LocalizedStrings>
      <Resource idRef="$entityId">
        <Name default="true" langcode="en-us">Contoso Case Number</Name>
        <Description default="true" langcode="en-us">CN- followed by eight digits, near a case keyword.</Description>
      </Resource>
    </LocalizedStrings>
  </Rules>
</RulePackage>
"@
$path = Join-Path '<rule-package-dir>' 'contoso-case-number.xml'
[System.IO.File]::WriteAllText($path, $xml, [System.Text.Encoding]::Unicode)
Import it, confirm it, and test it against sample text before any policy uses it:46
New-DlpSensitiveInformationTypeRulePackage -FileData ([System.IO.File]::ReadAllBytes($path))
Get-DlpSensitiveInformationTypeRulePackage
Get-DlpSensitiveInformationType -Identity 'Contoso Case Number' | Format-List Name,Publisher,RecommendedConfidence

Test-DataClassification -ClassificationNames 'Contoso Case Number' -TextToClassify 'Docket entry: case number CN-12345678 filed.'
Test-DataClassification -ClassificationNames 'Contoso Case Number' -TextToClassify 'Reference CN-12345678 only.'
The first test should return the high-confidence pattern and the second the low one. Keep both results with the rule package’s commit. To change a type later, edit the XML in source control and import it with Set-DlpSensitiveInformationTypeRulePackage.7 New or changed types don’t reclassify content that hasn’t changed; to apply them to existing SharePoint and OneDrive content, use on-demand classification.4
[bookmark: _Toc00000728]Exact data match
EDM matches content against the agency’s own table of values. The schema and the values are sensitive, so the EDM Upload Agent hashes them with a salt before upload and only hashes leave the agency.1 EDM supports DLP (SharePoint, OneDrive, Teams chat, Exchange, devices), service-side auto-labeling (SharePoint, OneDrive, Exchange), client-side auto-labeling, Insider Risk Management and eDiscovery.1
The program uses the two-computer method Microsoft names as best practice: one computer, in a secured enclave with no direct connection to the tenant, hashes the clear-text table; a second computer uploads only the hash and salt files, so the clear-text values are never on a computer connected to the tenant.8 Both computers must run the same version of the EDM Upload Agent.8
Microsoft publishes a separate EDM Upload Agent for each cloud: Commercial and GCC, GCC High, and DoD.8 Install the one that matches the tenant.
Preparation, once:
1. Create a security group named EDM_DataUploaders and add the accounts that upload data; creating it takes Groups Administrator (the least-privileged option Microsoft names) or User Administrator.8
1. Create the EDM schema and sensitive information type in the Purview portal. Wait at least an hour after creating or editing a schema before downloading it.6
1. Export the source table from the system of record as a .csv, .tsv or pipe-delimited file, with the columns the schema names.
Commands (Command Prompt, from the folder where the agent is installed; <datastore> is the schema’s data store name; paths are examples). Checked against Learn on Nov 11, 2026.8
On the hashing computer:
EdmUploadAgent.exe /ValidateData /DataFile C:\Edm\Data\<datastore>.csv /Schema C:\Edm\Schema\<datastore>.xml
EdmUploadAgent.exe /CreateHash /DataFile C:\Edm\Data\<datastore>.csv /HashLocation C:\Edm\Hash /Schema C:\Edm\Schema\<datastore>.xml /AllowedBadLinesPercentage 5
Copy the .EdmHash and .EdmSalt files to the upload computer by the agency’s approved transfer method, then on the upload computer:
EdmUploadAgent.exe /Authorize
EdmUploadAgent.exe /SaveSchema /DataStoreName <datastore> /OutputDir C:\Edm\Schema
EdmUploadAgent.exe /UploadHash /DataStoreName <datastore> /HashFile C:\Edm\Hash\<datastore>.EdmHash
EdmUploadAgent.exe /GetDataStore
EdmUploadAgent.exe /GetSession /DataStoreName <datastore>
After the upload, test the EDM type with Test-DataClassification and wait 24 hours before testing it in a DLP policy, as Microsoft advises.6 Delete the clear-text export from the hashing computer when the hash is made; the data owner, not the platform owner, decides how long the hashing computer keeps anything.
Authority: Microsoft-recommended (the two-computer method and the 24-hour wait). Risk-based recommended (the program’s position): the refresh schedule follows the source system’s change rate, and the data owner signs off each refresh, because a stale table produces false negatives silently. Applies: License-dependent; Environment-dependent: EDM is listed as Available in GCC, GCC High and DoD, with a cloud-specific upload agent for each.91011
[bookmark: _Toc00000729]Trainable classifiers
Trainable classifiers recognize categories that have no pattern. Book 12, Chapter 09 gives the sample requirements for a custom classifier and warns that samples must come from the real document population. Two government-cloud points shape the decision. Machine-learning classifiers used for client-side auto-labeling in Office apps are listed as Available in GCC, GCC High and DoD.91011 Applying retention or record policies automatically with trainable classifiers is listed as In development in all three, and the government pages don’t list custom trainable-classifier creation as a separate row, so its status there is not yet specified. The program treats a custom trainable classifier as a pilot capability in GCC High and DoD until Learn states its status, and records the decision in the decision record.
[bookmark: _Toc00000730]Client-side and service-side auto-labeling
Purview applies labels automatically in two places, and they complement each other.
Two places labels are applied automatically
	
	Client-side (in Office apps)
	Service-side (auto-labeling policies)

	When
	While the user works in Word, Excel, PowerPoint or Outlook
	On content at rest in SharePoint and OneDrive, and on mail in transit in Exchange

	Behavior
	Recommends a label or applies it, per the label’s settings
	Applies the label without user interaction

	Conditions
	Sensitive information types, trainable classifiers
	The same, plus contextual conditions such as sharing state, file extension, document name, property, size and creator12

	Scale
	Each open document
	A tenant-wide throughput ceiling of 500,000 files a day across all policies (not a guaranteed rate); 100 policies; 1,000 explicitly selected sites; 20,000,000 matched files per simulation13

	Gov clouds
	Available (Office apps across platforms; mobile clients on engineering backlog)
	Available for Exchange, SharePoint and OneDrive91011


The program uses both: client-side recommendation for CUI Basic, so the author learns the rule; service-side application for content at rest and in mail, so the label doesn’t depend on the author. A service-side policy that matches the same content as the default library label from Chapter 07 is checked for conflict in simulation, because simulation shows one policy’s result and the enforced result is resolved only when all policies run.13
[bookmark: _Toc00000731]How: service-side auto-labeling from simulation to rollout
This procedure takes one auto-labeling outcome (for example, “an unlabeled file in SharePoint or OneDrive holding a Social Security number at high confidence is labeled CUI Basic”) from simulation to enforcement in batches of sites. Placeholders: <label-name> is the label to apply; <site-url> is a SharePoint site URL in contoso.example form; <policy-name> follows FMP-Auto-<label>-<scope>-v<n>.
Prerequisites
· Auditing on for simulation, and sensitivity labels enabled for Office files in SharePoint and OneDrive for auto-labeling files there.13 See Chapter 10 and Chapter 07.
· Roles. Turning a policy from Ready to turn on to On requires Compliance Administrator or Compliance Data Administrator; viewing file contents in simulation requires the Data Classification Content Viewer role, which global admins don’t have by default.13 Activate through PIM (Book 04, Chapter 08).
· Licensing (License-dependent). Automatic labeling is a premium Information Protection capability; Microsoft also requires the standard (Plan 1) license to be assigned alongside the premium one for labeling to be available.2 An unlicensed population is a licensing decision, not a failed control (Book 11, Chapter 10).

Government-cloud availability for auto-labeling and classification (read Nov 11, 2026; Microsoft states the government status is subject to change)
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Auto-labeling for Exchange, SharePoint, OneDrive
	Available
	Available
	Available
	Available
	Learn government Purview pages91011

	Enhanced simulations and location support (SharePoint, OneDrive)
	Available
	Available
	Available
	Available
	Same

	Overwriting manual labels; encrypting mail from any organization
	Available
	Available
	Available
	Available
	Same

	New conditions for auto-labeling in Exchange
	Not yet specified
	In development
	In development
	In development
	Same

	Client-side auto-labeling in Office apps
	Available
	Available
	Available
	Available
	Same

	Client-side auto-labeling in Office mobile clients
	Available
	On engineering backlog
	On engineering backlog
	On engineering backlog
	Same

	Exact data match sensitive information types
	Available
	Available
	Available
	Available
	Same

	Named entity sensitive information types
	Available
	In development
	On engineering backlog
	In development
	Same

	Machine-learning classifiers, client-side
	Available
	Available
	Available
	Available
	Same

	Content explorer including Teams data
	Not yet specified
	In development
	In development
	In development
	Same

	Custom trainable classifier creation
	Available
	Not yet specified
	Not yet specified
	Not yet specified
	Not listed on the government pages



Connect to Security & Compliance PowerShell as in Chapter 08 (GCC High and DoD need the -ConnectionUri and -AzureADAuthorizationEndpointUri values given there).
Pilot
The pilot is a simulation over a first batch of sites chosen by the policy owner: high-sensitivity sites first, where a missed label costs most, then broader sites, as Microsoft’s deployment guidance suggests for batch rollout.12 Success criteria: matched files are what the outcome means; the false-positive rate is at or below the policy owner’s number; no conflict with another auto-labeling policy or a library default label.
Report-only or audit phase
Create the policy in simulation (checked against Learn on Nov 11, 2026; run against a test tenant first):1415
New-AutoSensitivityLabelPolicy -Name 'FMP-Auto-CUIBasic-Batch1-v1' `
  -Comment 'Outcome: unlabeled files with a high-confidence SSN are labeled CUI Basic.' `
  -ApplySensitivityLabel '<label-name>' `
  -SharePointLocation '<site-url>' -Mode TestWithoutNotifications

New-AutoSensitivityLabelRule -Policy 'FMP-Auto-CUIBasic-Batch1-v1' -Name 'SSN high confidence in SharePoint' `
  -Workload SharePoint `
  -ContentContainsSensitiveInformation @(@{ Name = 'U.S. Social Security Number (SSN)'; minCount = '1'; minConfidence = '85' })
Simulation targets completion within 12 hours, and its results can be partial: Not available for a workload is not a zero-match result.1316 Export the matched items before you edit or restart the simulation, because results from earlier runs aren’t guaranteed to remain available.16 To rerun after a change:
Set-AutoSensitivityLabelPolicy -Identity 'FMP-Auto-CUIBasic-Batch1-v1' -StartSimulation $true
The portal’s policy wizard offers to turn the policy on automatically if it isn’t edited for seven days after simulation.13 The program leaves that option unselected, so no policy moves from simulation to labeling without the policy owner’s approval in the change record. Check after each simulation that the policy is still in simulation:
Get-AutoSensitivityLabelPolicy -Identity 'FMP-Auto-CUIBasic-Batch1-v1' | Format-List Name,Mode,Enabled,SharePointLocation
Enforcement
Set-AutoSensitivityLabelPolicy -Identity 'FMP-Auto-CUIBasic-Batch1-v1' -Mode Enable
Then the next batch, as a new policy version or by adding sites (-AddSharePointLocation), each batch simulated before it is enabled.15 Simulation supports up to 20,000,000 matched files; a policy that matches more can’t be turned on and must be narrowed.13
Change safety
	Ring
	Scope
	Exit criteria

	0
	A test site with seeded files
	Every seeded file matches as expected; no unseeded file matches

	1
	Batch 1: the policy owner’s highest-sensitivity sites, simulation then enabled
	False-positive rate at or below the owner’s number; labeling failures reviewed

	2
	Batch 2: the business unit’s other sites
	Help-desk calls about unexpected labels within the agreed level

	3
	All sites and OneDrive accounts in scope
	Coverage report reviewed; no unresolved failure reason


· Emergency access: Not applicable: auto-labeling doesn’t affect sign-in. Labels that apply encryption can affect access to content; emergency access to encrypted content is the super-user path in Chapter 05.
· Change window: Business hours; the help desk briefed on the new banner users will see.
· Backout triggers: Labels landing on content the outcome doesn’t mean; an encryption label applied to content a business process must read unencrypted; labeling failures above the agreed level.
· Post-change validation: Seed a test file with a known match in each new batch; confirm the label and the FileSensitivityLabelApplied audit record (Telemetry).
Rollback
Stop further labeling at once (run by the operator; takes effect when the service next evaluates):
Set-AutoSensitivityLabelPolicy -Identity 'FMP-Auto-CUIBasic-Batch1-v1' -Mode Disable
Disabling stops new labeling; it doesn’t remove labels already applied. To remove a label that was applied wrongly, use an auto-labeling policy configured to remove that label, which Learn documents (in PowerShell, -RemoveLabel with the empty GUID as -ApplySensitivityLabel and a rule that names the label to remove).1413 If the label applied encryption, the removal policy removes the encryption too, without the policy creator needing Export or Full Control rights.13 Run the removal policy in simulation first, scoped to the affected sites.
Exclusions
Exclude sites or OneDrive accounts with -SharePointLocationException and -OneDriveLocationException (or -ExceptIfOneDriveSharedByMemberOf with a mail-enabled security group), each with an exception-register row (Chapter 12). Typical exclusions: a records repository whose labels are set by the records officer, or a site holding test data that looks like real identifiers.
Telemetry
· Audit records FileSensitivityLabelApplied, FileSensitivityLabelChanged and FileSensitivityLabelRemoved for labels applied by an auto-labeling policy, and FileSensitivityLabelAppliedFailed for failures, with a FailureReason.17
· The policy’s review pages (labeled items, labeling failures, top sites) and the coverage report after simulation, which is available for 30 days.13
· Routed to the SIEM with the other Purview events (Book 12, Chapter 04); mass label removal is FMP-DET-05 in Book 12, Chapter 11.
# Exchange Online PowerShell: labels applied by service-side policies in the last day
Connect-ExchangeOnline -UserPrincipalName <admin-upn>
Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-1) -EndDate (Get-Date) `
  -Operations FileSensitivityLabelApplied,FileSensitivityLabelAppliedFailed -ResultSize 5000 |
  Select-Object CreationDate,UserIds,Operations,AuditData | Export-Csv .\autolabel-last-day.csv -NoTypeInformation
Evidence
Evidence checklist
· Configuration: the rule-package XML and its commit; Get-AutoSensitivityLabelPolicy | Format-List Name,Mode,ApplySensitivityLabel,SharePointLocation,OneDriveLocation,ExchangeLocation,Comment and Get-AutoSensitivityLabelRule exports per batch
· Operational: labeled-item and failure counts per month from the review pages; audit records retained per Chapter 10
· Test: Test-DataClassification results for each custom type; the seeded test file per batch with expected and observed label, date and tester, and its audit record
· Exception: exception-register rows for excluded sites and accounts
· Assessor-ready artifact: the classifier register row, the simulation export, the enforcing export and the test record, under the control IDs in Appendix A
Day-two ownership
Policy owner: the outcome and the target label; signs off every batch. Data owner (for EDM): the source table and each refresh. Platform owner: rule packages in source control, the classifier register, EDM refresh automation and the drift check (Book 13). Operator: batches, simulations and exclusions as approved. Security monitor: FMP-DET-05 and labeling-failure spikes. Help desk: the script for “a banner appeared on my file”, routing disputes to the operator (Book 15). Assessor: samples labeled files against the classifier register. Cadence: monthly failure and coverage review, quarterly re-tuning of each classifier against fresh false-positive data, EDM refresh on the data owner’s schedule. Roles are set out in Chapter 12. Drift looks like a policy turned on outside a change record, a classifier with no register row, or an EDM data store whose last session is older than the refresh schedule.
[bookmark: _Toc00000732]Requirements this chapter supports
Requirements this chapter supports (the full mapping, with FedRAMP 20x KSIs, is Appendix A)
	Requirement
	What this chapter contributes

	NIST SP 800-53 Rev. 5 RA-2 (Security Categorization)
	Detection that applies the agency’s categorization to content nobody categorized by hand

	NIST SP 800-53 Rev. 5 AC-16 (Security and Privacy Attributes)
	Labels bound to content automatically, as attributes other controls act on

	NIST SP 800-53 Rev. 5 CM-3 (Configuration Change Control)
	Rule packages and policies versioned, simulated and approved

	CISA Zero Trust Maturity Model, Data pillar
	Data inventory and categorization with automated labeling


These rows say what the chapter contributes. The agency still sets each control’s parameters, policy and procedures, and the assessor decides whether each is satisfied.18 
[bookmark: _Toc00000733]Key takeaways
· Climb the classifier ladder only as far as false positives require; exact data match is the rung where a match has to be a real record.
· Pair high confidence with low counts and low confidence with high counts, and keep proximity at about 300 characters.
· Keep custom types in source control as rule packages, test them with Test-DataClassification, and remember that a changed type doesn’t reclassify unchanged content.
· Hash EDM data on a computer that never touches the tenant, with the upload agent for the right cloud.
· Roll service-side auto-labeling out in simulated batches, never let a policy turn itself on, and know that disabling a policy doesn’t remove the labels it applied.
[bookmark: _Toc00000734]Notes
1. Microsoft Learn, “Learn about exact data match based sensitive information types” (agency supplies schema and data; values hashed with a salt; services EDM supports), https://learn.microsoft.com/purview/sit-learn-about-exact-data-match-based-sits (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Information Protection sensitivity labeling” (a standard/Plan 1 license must be assigned in addition to the premium/Plan 2 license for labeling to be available; plan coverage per feature), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about sensitive information types,” sections “Fundamental parts of a sensitive information type” and “More on confidence levels” (primary and supporting elements, proximity; low 65, medium 75, high 85; high confidence with low counts of five to 10, low confidence with counts of 20 or more), https://learn.microsoft.com/purview/sit-sensitive-information-type-learn-about (accessed Nov 11, 2026).
1. Microsoft Learn, “Create a custom sensitive information type using PowerShell” (confidenceLevel and mandatory recommendedConfidence; Unicode XML; New-DlpSensitiveInformationTypeRulePackage -FileData; maximum 10 rule packages; suggested 770 KB; validation issues; recrawl and on-demand classification), https://learn.microsoft.com/purview/sit-create-a-custom-sensitive-information-type-in-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Step 1: Configure pattern-based sensitive data detection,” section “Refine using proximity elements, confidence level, and exclusions” (300-character proximity for new custom types; avoid unlimited proximity), https://learn.microsoft.com/purview/deploymentmodels/depmod-reduce-false-positives-step1 (accessed Nov 11, 2026).
1. Microsoft Learn, “Create an EDM SIT schema and rule package (New experience),” section “Recommendations” (wait an hour after creating or editing a schema; Test-DataClassification; wait 24 hours before testing in DLP), https://learn.microsoft.com/purview/sit-create-edm-sit-unified-ux-schema-rule-package (accessed Nov 11, 2026).
1. Microsoft Learn, “Modify a custom sensitive information type using PowerShell” (Set-DlpSensitiveInformationTypeRulePackage), https://learn.microsoft.com/purview/sit-modify-a-custom-sensitive-information-type-in-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Hash and upload the sensitive information source table for exact data match sensitive information types” (EDM_DataUploaders group; least-privilege roles; agent versions for Commercial + GCC, GCC High and DoD; two-computer method with the same agent version; /ValidateData, /CreateHash, /Authorize, /UploadHash, /GetDataStore, /GetSession; /SaveSchema), https://learn.microsoft.com/purview/sit-get-started-exact-data-match-hash-upload (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 (status subject to change), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4, https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Step 3: Expand to your entire Microsoft 365 data estate,” section “Simulate auto-labeling sensitive files at rest” (service-side contextual conditions; batch rollout by sites, higher sensitivity first), https://learn.microsoft.com/purview/deploymentmodels/depmod-secure-by-default-step3 (accessed Nov 11, 2026).
1. Microsoft Learn, “Automatically apply a sensitivity label to Microsoft 365 data” (limits: 500,000 files a day ceiling, 100 policies, 1,000 sites, 20,000,000 matched files per simulation; 12-hour simulation target; single-policy simulation versus enforced result; auto-turn-on after seven days; prerequisites including auditing and roles; label removal policies remove encryption; review pages and 30-day coverage report), https://learn.microsoft.com/purview/apply-sensitivity-label-automatically (accessed Nov 11, 2026).
1. Microsoft Learn, “New-AutoSensitivityLabelPolicy” (Mode values Enable, TestWithNotifications, TestWithoutNotifications, Disable, PendingDeletion; simulation example; label-removal example with -RemoveLabel and the empty GUID), https://learn.microsoft.com/powershell/module/exchangepowershell/new-autosensitivitylabelpolicy (accessed Nov 11, 2026).
1. Microsoft Learn, “Set-AutoSensitivityLabelPolicy” (StartSimulation, Mode, AddSharePointLocation, AutoEnableAfter), https://learn.microsoft.com/powershell/module/exchangepowershell/set-autosensitivitylabelpolicy (accessed Nov 11, 2026).
1. Microsoft Learn, “Review simulation results for auto-labeling policies in Microsoft Purview,” sections “Failed simulations and partial results” and “Preserve results before editing or rerunning,” https://learn.microsoft.com/purview/auto-label-simulation-results (accessed Nov 11, 2026).
1. Microsoft Learn, “Audit log activities,” section “Sensitivity label activities” (FileSensitivityLabelApplied, FileSensitivityLabelChanged, FileSensitivityLabelRemoved, FileSensitivityLabelAppliedFailed and FailureReason), https://learn.microsoft.com/purview/audit-log-activities (accessed Nov 11, 2026).
1. NIST SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, controls RA-2, AC-16 and CM-3, checked against the release 5.2.0 OSCAL catalog, https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_catalog.json (accessed Nov 11, 2026).
[bookmark: _Toc00000735]Chapter 10 — Audit, Insider Risk and Communication Compliance
Audit records what happened to the data; insider risk tools look at what people do with it, and the second needs a charter before it needs a license.
[bookmark: _Toc00000736]In this chapter
Purview Audit as the floor every other data control stands on: what Audit (Standard) and Audit (Premium) keep and for how long, retention policies, and where audit data goes. Insider Risk Management and Communication Compliance, and the governance that has to exist before either is turned on: privacy, legal and labor-relations review, role separation, pseudonymization, triage, retention and evidence. Then two How sections: turning on, retaining and testing Purview Audit with searchable synthetic events, and standing up Insider Risk Management and Communication Compliance under a charter.
Every chapter before this one produces audit records: a label applied by a user or a policy, a DLP match or override, a decrypted file, a changed container label. Those records are the operational evidence for the labeling, DLP and encryption controls, and they are what the security monitor detects on. If auditing is off, or its records age out before anyone reads them, the controls in Chapters 03 to 09 still act but nobody can show that they did. This chapter makes sure the records exist, are kept long enough and reach the people who use them. Book 20’s share of the closure map’s audit and visibility row is that: Purview audit turned on, retained, routed, detected on and tested with events an assessor can find.
Two neighbors own the rest. Book 12, Chapter 04 owns getting Microsoft 365 telemetry into the agency’s log platform, and Book 12, Chapter 02 owns the evidence contract that says what each source must deliver and how long it is kept. Book 12, Chapter 11 owns the detections, including FMP-DET-05 (mass label removal or decryption) and FMP-DET-06 (DLP override pattern). This chapter links them and doesn’t repeat them.
Insider Risk Management and Communication Compliance are different in kind. They don’t record what happened to data; they score and review what particular people do. That makes them privacy, legal and labor-relations decisions before they are technical ones. Book 14, Chapter 08 owns the agency’s privacy program and its processing of personally identifiable information; this chapter says where that program has to sign off. The implementation conventions are in Book 00, Appendix D.
[bookmark: _Toc00000737]Assessment mapping
· Microsoft Zero Trust pillar: Data; SecOps
· CISA ZTMM pillar: Data, with the Visibility and Analytics cross-cutting capability
· Depends on: identity and licensing (Book 02); device onboarding for endpoint indicators (Book 05); DLP alerts at High severity (Chapter 08); the log platform and evidence contract (Book 12); the privacy program (Book 14, Chapter 08); an HR data feed for departure dates (Book 03)
· Attack chain interrupted: Defense Evasion and Exfiltration are exposed rather than stopped: audit makes label removal, decryption, mass download and sharing visible; Insider Risk Management correlates them by person and raises the ones that matter
Control states. 
	State
	This page
	Evidence

	Designed
	Audit is the floor; The charter comes first
	Audit retention design in the evidence contract; the insider risk charter, signed by the privacy officer, general counsel, labor relations and the CISO

	Configured
	Enforcement; Pilot
	Get-AdminAuditLogConfig and Get-UnifiedAuditLogRetentionPolicy exports; IRM and Communication Compliance settings and policy screenshots or exports; role-group membership

	Enforced
	Enforcement
	Unified audit log ingestion True; retention policies at the designed durations. For IRM and Communication Compliance: not applicable as blocking controls; their Adaptive Protection effects follow Chapter 08 and Book 04

	Evidenced
	Evidence; Evidence
	The synthetic-event test record and the audit records it found; a test alert worked through triage

	Operated
	Day-two ownership; Day-two ownership
	Monthly synthetic-event test, retention review, IRM case metrics and the investigators’ own audit trail


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000738]Audit is the floor
Purview Audit comes in two tiers. Audit (Standard) is on by default for enterprise organizations, keeps records for 180 days, and offers search in the Purview portal, the Search-UnifiedAuditLog cmdlet, the Audit Search Graph API, CSV export and the Office 365 Management Activity API.1 Audit (Premium) adds audit log retention policies, longer retention, intelligent insights and higher-bandwidth access to the Management Activity API.1
Audit (Standard) and Audit (Premium) (read Nov 11, 2026)
	
	Audit (Standard)
	Audit (Premium)

	Default retention
	180 days (records from Oct 17, 2023 on)
	One year for Microsoft Entra ID, Exchange, OneDrive and SharePoint records of users with the qualifying license; 180 days for other services unless a retention policy says otherwise2

	Longest retention
	180 days
	Up to one year by policy; 10 years for users who also hold the 10-Year Audit Log Retention add-on1

	Retention policies
	No
	Up to 50 per organization, by service, activity and user, with a priority from 1 (highest) to 10,0002

	Non-user records
	180 days
	Service principal, system and application records are kept for a fixed one year; custom retention policies don’t apply to them1

	Management Activity API
	Baseline bandwidth
	About twice the baseline bandwidth1

	High-value events
	Standard events
	Adds events such as MailItemsAccessed, with properties such as the sensitivity label of the mail item accessed1


Three facts shape the design:
· Retention follows the user who acted. To keep a record longer than 180 days, the user who performed the activity must hold an Office 365 or Microsoft 365 E5 license or a Microsoft Purview Suite or E5 eDiscovery and Audit add-on; for 10 years, the 10-year add-on too. A user without the license gets the default retention for their license, whatever the policy says.2 Guests and non-E5 users stay at 180 days. That is a licensing gap the agency records in the decision record, not a failure of the audit control (Book 11, Chapter 10).
· Search isn’t real time. Microsoft doesn’t guarantee when a record appears; for Exchange, SharePoint, OneDrive and Teams it is typically 60 to 90 minutes after the event, and longer for other services.3 Detection that needs minutes uses the services’ own alerts; the audit log is the record.
· Turning auditing off is a blind spot everywhere. With auditing off, the Management Activity API and Microsoft Sentinel can’t read audit data, Purview audit search returns nothing, and Search-UnifiedAuditLog returns nothing.4 An event that changes the auditing state is itself audited, and the program detects it.
Authority: Mandated for the agency’s logging obligations, which Book 12, Chapter 02 sets out with their sources. Microsoft-recommended for verifying the auditing status of a new organization.4 Risk-based recommended (the program’s position): retain Purview audit records in the tenant for one year through Audit (Premium) where licensed, and in the agency’s log platform for the period the evidence contract sets, because the tenant copy is limited by license and the log platform’s isn’t. Applies: License-dependent (Audit Premium, 10-year add-on). Environment-dependent: Audit (Standard) and Audit (Premium), including one-year and 10-year retention and increased Management Activity API bandwidth, are listed as Available in GCC, GCC High and DoD.567
Routing audit data out of the tenant
The log platform, not the tenant, is where audit data is kept for the evidence contract’s full period and correlated with everything else. Book 12, Chapter 04 builds that path. Two Purview facts bear on it. The Management Activity API serves only the last seven days of content, so a collector that stops for longer than that loses data the tenant still holds but the API won’t return; and it has no guaranteed latency.8 And each cloud has its own API endpoint: manage.office.com (commercial), manage-gcc.office.com (GCC), manage.office365.us (GCC High) and manage.protection.apps.mil (DoD).9 A collector pointed at the commercial endpoint from a GCC High tenant collects nothing.
[bookmark: _Toc00000739]The charter comes first
Insider Risk Management correlates signals (Microsoft 365 activity, device activity, HR events such as a resignation date, DLP alerts) to identify potentially risky activity by a person, and lets analysts and investigators open cases and escalate them.10 Communication Compliance reviews messages in Teams, Exchange, Viva Engage and other channels for policy violations such as sharing sensitive information or harassing language, and lets investigators act on them.11 Both are built with privacy by design: pseudonymization, role-based access, admin opt-in and audit logs.12
Those safeguards are necessary and not sufficient. Both tools monitor named people’s behavior, so before either is configured the agency settles, in writing, a charter that answers:
The insider risk charter: questions settled before configuration (program design)
	Question
	Who decides
	Where it’s recorded

	What is the program for, and which policy templates are in scope?
	CISO with the insider threat program lead
	Charter

	What notice do employees receive, and does a privacy impact assessment or system of records notice apply?
	Senior agency official for privacy (Book 14, Chapter 08)
	Charter; privacy documentation

	Are there bargaining or notice obligations for represented employees?
	Labor relations office
	Charter

	What may an investigator view, export or escalate, and to whom (HR, inspector general, law enforcement)?
	General counsel
	Charter; escalation procedure

	Who holds which role, and who reviews the reviewers?
	CISO, with the privacy officer
	Role register; the investigators’ audit trail

	How long are alerts, cases and evidence kept?
	Records officer
	Records schedule entry


Authority: Risk-based recommended (the program’s position: a monitoring tool turned on without these answers creates legal and labor risk that outweighs its detection value). NIST SP 800-53 Rev. 5 PM-12 describes an insider threat program with a cross-discipline incident handling team; this charter is how the program connects the tools to that team.13 Applies: All agencies that turn on either tool.
The workbook doesn’t decide any of those questions and doesn’t describe what any agency decided. It requires that the decisions exist before the tool does.
Role separation
Insider Risk Management has six role groups with distinct permissions: Insider Risk Management (all permissions), Admins (policies and settings, but no alerts or cases), Analysts (alerts and cases, but not content explorer or forensic evidence), Investigators (alerts, cases, content explorer and forensic evidence), Auditors (the insider risk audit log only) and Approvers (forensic evidence capture approval).14 Communication Compliance has Administrators, Analysts (message metadata), Investigators (message content) and Viewers (reports).15
The program’s assignment:
· No one administers and investigates. Admins configure policies and can’t see the cases those policies produce; Investigators see cases and can’t change the policies. The combined Insider Risk Management role group isn’t used for named staff.
· Analysts before Investigators. Triage happens with metadata and pseudonyms; content is opened by an Investigator only after an analyst escalates.
· The reviewers are reviewed. The Auditors role group belongs to someone outside the investigation team (the privacy office or the inspector general’s liaison), who reviews the insider risk audit trail on a set cadence.
· Never zero administrators. Microsoft warns to keep at least one user in Insider Risk Management or Insider Risk Management Admins so the configuration isn’t orphaned when people leave.14 The program keeps two named Admins, assigned through PIM-for-Groups or recorded in the role register where groups aren’t supported.
Microsoft notes that adding security groups to Purview role groups is supported only in Microsoft 365 commercial cloud organizations.16 GCC High and DoD aren’t commercial cloud organizations, and Learn’s wording doesn’t settle GCC, so in all three government clouds the program assigns individual users and keeps the role register as the record of who holds each role and why.
Pseudonymization
Pseudonyms are on by default for analyst and investigator roles.12 With Show anonymized versions of usernames on, names in alerts and cases appear as pseudonyms, and user profile details aren’t shown; names inside activity metadata, file metadata and file content in content explorer aren’t anonymized, and anonymization isn’t preserved in exports through the API or to eDiscovery, though CSV exports from alerts or cases keep it.17 The data risk graph doesn’t work with anonymization on, and Microsoft is retiring it on November 24, 2026.1718
The program keeps anonymization on. De-anonymizing a case is an escalation step in the charter, approved by general counsel, and the approval is filed with the case.
Triage, retention and evidence
Insider risk triage (program design)
	Stage
	Who
	Output

	Alert
	Analyst
	Confirm or dismiss with a reason; dismissed alerts feed threshold tuning

	Case
	Analyst escalates; Investigator works
	Activity timeline, content reviewed (logged), notices sent through approved templates

	Escalation
	Investigator, with general counsel’s approval
	Referral to HR, the inspector general or law enforcement, as the charter allows; or escalation to eDiscovery (Premium)

	Closure
	Investigator
	Resolution (confirmed violation, benign, insufficient evidence), filed with the case record under the records schedule


Communication Compliance’s ability to set a retention period on a policy is listed as on engineering backlog in GCC, GCC High and DoD,567 so retention of its review data follows the product default there, and the records officer records that as a known limit.
[bookmark: _Toc00000740]How: turn on, retain and test Purview Audit
This procedure turns auditing on (or confirms it is on), sets retention to the evidence contract’s tenant period, and proves the pipeline with searchable synthetic events: a deliberate label applied and removed on a test file, found in the audit log and in the log platform. Placeholders: <admin-upn> is the operator’s account; <test-user-upn> is a dedicated, licensed test account; <test-site-url> is a SharePoint site in contoso.example reserved for tests; <label-name> is a published label without encryption.
Prerequisites
· Roles. Turning auditing on or off needs the Audit Logs role in Exchange Online (in the Compliance Management and Organization Management role groups); creating retention policies needs the Organization Configuration role in Purview; searching needs View-Only Audit Logs or Audit Logs (for example the Audit Reader role group).4219 Activate through PIM (Book 04, Chapter 08).
· Licensing (License-dependent). Audit (Premium) retention for each user whose actions must be kept beyond 180 days; the 10-year add-on where the evidence contract requires it.2
· Modules. The Exchange Online PowerShell module, for Connect-ExchangeOnline and Connect-IPPSSession.

Government-cloud availability for Purview Audit (read Nov 11, 2026; Microsoft states the government status is subject to change)
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Audit (Standard)
	Available
	Available
	Available
	Available
	Learn government Purview pages567

	Audit (Premium): crucial events such as MailItemsAccessed
	Available
	Available
	Available
	Available
	Same

	Audit (Premium): one-year retention
	Available
	Available
	Available
	Available
	Same

	Audit (Premium): 10-year retention
	Available
	Available
	Available
	Available
	Same

	Increased Management Activity API bandwidth
	Available
	Available
	Available
	Available
	Same

	Audit search enhancements
	Available
	On engineering backlog
	On engineering backlog
	On engineering backlog
	Same

	Management Activity API endpoint
	manage.office.com
	manage-gcc.office.com
	manage.office365.us
	manage.protection.apps.mil
	Management Activity API reference9



Connect (checked against Learn on Nov 11, 2026; run against a test tenant first):2021
# Commercial and GCC
Connect-ExchangeOnline -UserPrincipalName <admin-upn>
Connect-IPPSSession -UserPrincipalName <admin-upn>

# GCC High
Connect-ExchangeOnline -UserPrincipalName <admin-upn> -ExchangeEnvironmentName O365USGovGCCHigh
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations

# DoD
Connect-ExchangeOnline -UserPrincipalName <admin-upn> -ExchangeEnvironmentName O365USGovDoD
Connect-IPPSSession -UserPrincipalName <admin-upn> -ConnectionUri https://l5.ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
Pilot
Auditing is tenant-wide, so there is no pilot population for turning it on. Retention policies are piloted: the first custom policy is scoped to <test-user-upn> and checked before policies for all users are created.
Report-only or audit phase
Not applicable as a mode: auditing is a detective control with nothing to enforce. The equivalent step is reading the current state before changing anything. In Exchange Online PowerShell (in Security & Compliance PowerShell this property always reads False):4
Get-AdminAuditLogConfig | Format-List UnifiedAuditLogIngestionEnabled
Get-UnifiedAuditLogRetentionPolicy | Sort-Object -Property Priority | Format-List Priority,Name,Description,RecordTypes,Operations,UserIds,RetentionDuration
The second command runs in Security & Compliance PowerShell.2 Save both outputs as the before-state.
Enforcement
Turn auditing on if the first command returned False (Exchange Online PowerShell; it can take up to 60 minutes to take effect):4
Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true
Create the retention policies the evidence contract calls for (Security & Compliance PowerShell). -RetentionDuration accepts ThreeMonths, SixMonths, NineMonths, TwelveMonths and TenYears; a lower -Priority number wins.22 The pilot first, then the label and DLP record types for everyone:
# Pilot: everything the test user does, one year
New-UnifiedAuditLogRetentionPolicy -Name 'FMP-Audit-Pilot-TestUser' -Description 'Pilot: one year for the test account' `
  -UserIds '<test-user-upn>' -RetentionDuration TwelveMonths -Priority 100

# Information protection and DLP records, one year, all users
New-UnifiedAuditLogRetentionPolicy -Name 'FMP-Audit-InfoProtection-1y' -Description 'Label, protection and DLP records, one year' `
  -RecordTypes SensitivityLabelAction,MipLabel,AipSensitivityLabelAction,AipProtectionAction,ComplianceDLPExchange,ComplianceDLPSharePoint,DLPEndpoint `
  -RetentionDuration TwelveMonths -Priority 200
Where users hold the 10-year add-on and the evidence contract requires it, a further policy with -RetentionDuration TenYears for those record types. Record types are listed on Learn’s supported-services and Management Activity API schema pages; confirm each name there before adding it.2324
Change safety
	Ring
	Scope
	Exit criteria

	0
	Read-only: current state captured
	Before-state saved

	1
	Auditing on (if it was off); pilot retention policy for the test account
	Synthetic events for the test account searchable within the documented latency

	2
	Retention policies for all users
	Get-UnifiedAuditLogRetentionPolicy matches the design

	3
	Routing confirmed in the log platform (Book 12, Chapter 04)
	The synthetic events appear in the log platform


· Emergency access: Not applicable to sign-in. Emergency access account activity is audited like any other and is never excluded from retention.
· Change window: Any time; the change is non-disruptive. Approved through the change process because retention changes alter evidence lifetimes.
· Backout triggers: A retention policy that shortens retention below the evidence contract (a custom policy outranks the default, so a short one can cut retention for Exchange, SharePoint or Entra records).2
· Post-change validation: The synthetic-event test below.
The synthetic-event test. Run it after ring 1, after ring 3 and monthly afterward. As <test-user-upn>, in Office for the web, open a test document in <test-site-url>, apply <label-name>, save, then remove the label and save. Office for the web records FileSensitivityLabelApplied and FileSensitivityLabelRemoved; Microsoft 365 desktop apps record SensitivityLabelApplied and SensitivityLabelRemoved instead.25 Wait at least 90 minutes,3 then in Exchange Online PowerShell:
$start = (Get-Date).AddHours(-4)
$end   = Get-Date
$hits  = Search-UnifiedAuditLog -StartDate $start -EndDate $end -UserIds '<test-user-upn>' `
          -Operations FileSensitivityLabelApplied,FileSensitivityLabelRemoved,SensitivityLabelApplied,SensitivityLabelRemoved `
          -ResultSize 5000
$hits | Select-Object CreationDate,UserIds,Operations,RecordType | Format-Table -AutoSize
$hits | Select-Object CreationDate,UserIds,Operations,RecordType,AuditData |
  Export-Csv ".\synthetic-label-test-$(Get-Date -Format yyyyMMdd).csv" -NoTypeInformation
Pass: one applied and one removed record for the test account, with the label’s ID in AuditData. Then run the same search in the log platform (the query belongs to Book 12, Chapter 04) and record both results. Add a synthetic DLP match (send a labeled test message to an external test mailbox, Chapter 08) and search -RecordType ComplianceDLPExchange the same way.
Rollback
The rollback for auditing is never turning it off. A retention policy that was wrong is changed or removed (Security & Compliance PowerShell; removal can take up to 30 minutes to apply):2
Set-UnifiedAuditLogRetentionPolicy -Identity 'FMP-Audit-InfoProtection-1y' -RetentionDuration TwelveMonths
Remove-UnifiedAuditLogRetentionPolicy -Identity 'FMP-Audit-Pilot-TestUser'
A retention change alters the expiry of records already in the log, so a shortening is approved by the records officer before it is made.1
Exclusions
No user, including emergency access accounts and service accounts, is excluded from auditing. The only accepted narrowing is shorter retention for very noisy, low-value events, as Microsoft’s example for a SharePoint service account’s search queries shows, approved by the records officer and recorded in the exception register:22
New-UnifiedAuditLogRetentionPolicy -Name 'FMP-Audit-Noisy-SearchQuery' -Description 'Approved: 90 days for app search queries' `
  -RecordTypes SharePoint -Operations SearchQueryPerformed -UserIds 'app@sharepoint' -RetentionDuration ThreeMonths -Priority 10000
Telemetry
The audit of the audit: changes to auditing state are themselves audited.4 The security monitor alerts on them in the log platform, and the operator can check directly:
Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-30) -EndDate (Get-Date) -Operations Set-AdminAuditLogConfig -ResultSize 5000 |
  Select-Object CreationDate,UserIds,Operations,AuditData
Retention policy changes, collector health and the monthly synthetic-event results are the other signals (Book 12, Chapter 11 holds the detection for auditing turned off).
Evidence
Evidence checklist
· Configuration: Get-AdminAuditLogConfig | Format-List UnifiedAuditLogIngestionEnabled (Exchange Online PowerShell) and Get-UnifiedAuditLogRetentionPolicy exports, dated, after each ring and monthly
· Operational: the collector’s health and the record counts per day in the log platform; the 30-day Set-AdminAuditLogConfig search
· Test: the synthetic-event CSV, expected and observed records, the log-platform result, date and tester (minimum evidence for the audit closure-map row: searchable synthetic events)
· Exception: register rows for shortened retention, and the licensing gap for users without Audit (Premium)
· Assessor-ready artifact: the configuration exports, the latest three monthly synthetic-event records and the retention design, filed under the AU-family entries in Appendix A
Day-two ownership
Policy owner: the records officer for retention durations. Platform owner: auditing state, retention policies and the drift check (Book 13). Operator: the monthly synthetic-event test. Security monitor: the alert on auditing-state changes and collector gaps, and investigations that use the log (Book 12). Help desk: none directly; routes “I can’t find an audit record” to the operator. Assessor: re-runs or samples the synthetic test. Cadence: monthly test, quarterly retention review against the evidence contract, annual licensing review for retention coverage. Roles are set out in Chapter 12. Drift looks like UnifiedAuditLogIngestionEnabled False, a retention policy outside the design, or a month with no synthetic-test record.
[bookmark: _Toc00000741]How: Insider Risk Management and Communication Compliance under a charter
This procedure stands up both tools only after the charter is signed. Most configuration is in the Purview portal; role assignment and verification use Security & Compliance PowerShell. Placeholders: <irm-admin-upn>, <irm-analyst-upn>, <irm-investigator-upn>, <irm-auditor-upn> and the matching Communication Compliance accounts are named staff in the role register.
Prerequisites
· The charter, signed by the CISO, the senior agency official for privacy, general counsel and the labor relations office, with the records schedule entry.
· Licensing (License-dependent). Insider Risk Management is included in Microsoft 365 E5/A5/G5, the Microsoft Purview Suite and the E5/A5/F5/G5 Insider Risk Management add-on; Communication Compliance in those and Office 365 E5/A5/G5.26 Microsoft offers Insider Risk Management only in tenants hosted where its Azure service dependencies are available.27
· Policy template prerequisites. Data theft by departing users needs the HR connector importing resignation and termination dates; Data leaks needs at least one DLP policy with High-severity incident reports (Chapter 08); Security policy violations needs the Defender for Endpoint integration.27 The HR feed comes from the authoritative HR source (Book 03).
· Devices onboarded for endpoint indicators (Chapter 08).28
· Auditing on (How: turn on, retain and test Purview Audit).

Government-cloud availability for Insider Risk Management and Communication Compliance (read Nov 11, 2026; status subject to change)
	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	IRM: data theft by departing users; general data leaks
	Available
	Available
	Available
	Available
	Learn government Purview pages567

	IRM: forensic evidence; case dashboard; “watch the watchers” audit trail
	Available
	Available
	Available
	Available
	Same

	IRM: Office and Windows 10 endpoint indicators; Entra account-deletion trigger
	Available
	Available
	Available
	Available
	Same

	IRM: analytics; priority user groups; Teams integration
	Available
	Public Preview
	Public Preview
	Public Preview
	Same

	IRM: Defender for Endpoint alert indicators; security policy violation templates
	Available
	In development
	In development
	In development
	Same

	HR data connector
	Available
	Available
	Available
	Available
	Same

	Communication Compliance: Exchange and Teams; templates; remove Teams message
	Available
	Available
	Available
	Available
	Same

	Communication Compliance: policy retention period setting
	Not yet specified
	On engineering backlog
	On engineering backlog
	On engineering backlog
	Same

	Security groups as Purview role-group members
	Available
	Not yet specified
	Not supported
	Not supported
	Permissions in the Microsoft Purview portal16



Pilot
Assign roles first, by name, per the role register (Security & Compliance PowerShell; checked against Learn on Nov 11, 2026). List the role groups to get their exact names, then add members:1529
Get-RoleGroup | Where-Object { $_.DisplayName -like 'Insider Risk Management*' -or $_.DisplayName -like 'Communication Compliance*' } |
  Select-Object Name,DisplayName

Add-RoleGroupMember -Identity '<irm-admins-role-group-name>' -Member '<irm-admin-upn>'
Add-RoleGroupMember -Identity '<irm-analysts-role-group-name>' -Member '<irm-analyst-upn>'
Add-RoleGroupMember -Identity '<irm-investigators-role-group-name>' -Member '<irm-investigator-upn>'
Add-RoleGroupMember -Identity '<irm-auditors-role-group-name>' -Member '<irm-auditor-upn>'

Get-RoleGroupMember -Identity '<irm-investigators-role-group-name>'
Role assignments can take up to 30 minutes to apply.14 Then, as an Admin, in the Purview portal: Settings > Insider Risk Management > Privacy, confirm Show anonymized versions of usernames is selected.17 Create one policy from the charter’s first template, scoped to the pilot population the charter names.
Report-only or audit phase
Insider Risk Management policies raise alerts; they don’t block. The audit phase is the first 30 days, in which Analysts triage alerts and record the outcome but no case is escalated except for an imminent threat the charter defines. The output is a tuning record: alert volume, the share confirmed, and threshold or indicator changes made. Communication Compliance policies are treated the same way.
Enforcement
Not applicable as a blocking control. Moving out of the audit phase means widening policy scope to the charter’s full population and starting the case workflow. If the agency later turns on Adaptive Protection, which applies insider risk levels to DLP and Conditional Access, those effects are enforcement controls and follow Chapter 08 and Book 04 rings, with emergency access accounts excluded from any Conditional Access policy it drives.
Change safety
	Ring
	Scope
	Exit criteria

	0
	Roles assigned; anonymization confirmed; no policy
	Role register matches Get-RoleGroupMember output

	1
	One policy, pilot population, 30-day audit phase
	Tuning record approved by the CISO and the privacy officer

	2
	Charter’s full population for that template
	Case workflow tested end to end with a synthetic case

	3
	Further templates, each through rings 1 and 2
	Charter amended to name each template


· Emergency access: No effect on sign-in unless Adaptive Protection drives Conditional Access; then excluded as in Book 04.
· Change window: Any time after the charter’s notice period has run.
· Backout triggers: A charter question found unanswered; alert volume Analysts can’t triage; a privacy complaint the privacy officer upholds.
· Post-change validation: A synthetic case (a test account’s departure date imported through the HR connector, followed by staged downloads of test files) produces an alert that an Analyst triages under a pseudonym.
Rollback
In the Purview portal, Insider Risk Management > Policies: select the policy and turn it off; in Communication Compliance > Policies, the same. Existing alerts and cases remain under the records schedule. Remove role assignments that are no longer needed with Remove-RoleGroupMember -Identity '<role-group-name>' -Member '<upn>'.
Exclusions
Exclusions are charter decisions, not operator ones: populations the charter puts out of scope (for example, staff whose communications are privileged by law) are excluded from policy scope, and the exclusion is listed in the charter. Priority user groups, where used, are a charter decision too, with review restricted to named reviewers.30
Telemetry
· The insider risk audit trail (“watch the watchers”), read by the Auditors role group.14
· Communication Compliance records (ComplianceSupervisionExchange) and other Purview records in the unified audit log.23
· Insider risk alerts shared with Microsoft Defender XDR and exported to the SIEM where the charter allows, using the data-sharing settings.31
# Exchange Online PowerShell: Communication Compliance activity in the last 30 days
Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-30) -EndDate (Get-Date) -RecordType ComplianceSupervisionExchange -ResultSize 5000 |
  Select-Object CreationDate,UserIds,Operations | Export-Csv .\cc-activity-30d.csv -NoTypeInformation
Evidence
Evidence checklist
· Configuration: the signed charter; Get-RoleGroupMember output for each insider risk and Communication Compliance role group; screenshots or exports of the privacy setting and each policy’s scope and template
· Operational: monthly alert, case and closure counts by outcome; the Auditors’ review record
· Test: the synthetic case, expected and observed alert, triage record under a pseudonym, date and tester
· Exception: charter exclusions and every de-anonymization approval
· Assessor-ready artifact: the charter, role register, test record and the last quarter’s metrics, under PM-12 and AC-5 in Appendix A
Day-two ownership
Policy owner: the insider threat program lead, under the charter. Platform owner: settings, connectors and role assignments. Operator: the IRM Admins, who don’t see cases. Security monitor: receives escalated alerts that are security incidents (Book 12). Help desk: not involved in cases; routes any employee question about monitoring to the privacy office (Book 15). Assessor: reviews the charter, the role separation and the Auditors’ records. Cadence: weekly triage, monthly metrics, quarterly Auditors’ review, annual charter review. Roles are set out in Chapter 12. Drift looks like a named person in both an Admin and an Investigator role, anonymization turned off without a recorded approval, or a policy whose template the charter doesn’t name.
[bookmark: _Toc00000742]Requirements this chapter supports
Requirements this chapter supports (the full mapping, with FedRAMP 20x KSIs, is Appendix A)
	Requirement
	What this chapter contributes

	NIST SP 800-53 Rev. 5 AU-2 (Event Logging), AU-12 (Audit Record Generation)
	Unified audit logging on and verified

	NIST SP 800-53 Rev. 5 AU-6 (Audit Record Review, Analysis, and Reporting)
	Routing to the log platform and the security monitor’s review

	NIST SP 800-53 Rev. 5 AU-11 (Audit Record Retention)
	Retention policies at the evidence contract’s tenant period

	NIST SP 800-53 Rev. 5 PM-12 (Insider Threat Program)
	Insider Risk Management and Communication Compliance under a charter, with cross-discipline review

	NIST SP 800-53 Rev. 5 AC-5 (Separation of Duties)
	Distinct admin, analyst, investigator and auditor roles

	CISA Zero Trust Maturity Model, Visibility and Analytics
	Purview activity in the enterprise log platform


These rows say what the chapter contributes. The agency still sets each control’s parameters, policy and procedures, and the assessor decides whether each is satisfied.13 
[bookmark: _Toc00000743]Key takeaways
· Check that auditing is on in Exchange Online PowerShell, never in Security & Compliance PowerShell, and treat any change to it as an alert.
· Audit retention follows the license of the user who acted; the log platform, not the tenant, holds the evidence contract’s full period.
· Prove the audit pipeline monthly with a synthetic label event that is searchable in the tenant and in the log platform.
· Insider Risk Management and Communication Compliance start with a signed charter: privacy, legal, labor relations, roles, retention.
· Keep pseudonymization on, separate administrators from investigators, and make sure someone reviews the reviewers.
[bookmark: _Toc00000744]Notes
1. Microsoft Learn, “Learn about auditing solutions in Microsoft Purview,” sections “Comparison of key capabilities,” “Audit (Standard)” and “Audit (Premium)” (180-day default; one-year and 10-year retention; retention policies; non-user records fixed at one year; about twice the API bandwidth; MailItemsAccessed with SensitivityLabel; license and policy changes alter expiry of later-committed items), https://learn.microsoft.com/purview/audit-solutions-overview (accessed Nov 11, 2026).
1. Microsoft Learn, “Manage audit log retention policies” (default policy keeps Entra ID, Exchange, OneDrive and SharePoint records one year for E5 or add-on users; up to 50 policies; Organization Configuration role; licensing for more than 180 days and for 10 years; custom policies take priority; priority 1 to 10,000; deletion can take 30 minutes; PowerShell examples), https://learn.microsoft.com/purview/audit-log-retention-policies (accessed Nov 11, 2026).
1. Microsoft Learn, “Search the audit log,” section “Before you search the audit log” (no guaranteed latency; typically 60 to 90 minutes for core services), https://learn.microsoft.com/purview/audit-search (accessed Nov 11, 2026).
1. Microsoft Learn, “Turn auditing on or off” (verify with Get-AdminAuditLogConfig in Exchange Online PowerShell, always False in Security & Compliance PowerShell; Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true, up to 60 minutes; Audit Logs role; with auditing off the API, Sentinel and searches return nothing; changes to auditing status are audited), https://learn.microsoft.com/purview/audit-log-enable-disable (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 (status subject to change), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
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1. Microsoft Learn, “Connect to Security & Compliance PowerShell,” Step 2 (ConnectionUri and AzureADAuthorizationEndpointUri for GCC High and DoD), https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “App-only authentication for unattended scripts in Exchange Online PowerShell and Security & Compliance PowerShell,” section “Connection examples” (ExchangeEnvironmentName O365USGovGCCHigh and O365USGovDoD), https://learn.microsoft.com/powershell/exchange/app-only-auth-powershell-v2 (accessed Nov 11, 2026).
1. Microsoft Learn, “New-UnifiedAuditLogRetentionPolicy” (RetentionDuration accepted values ThreeMonths, SixMonths, NineMonths, TwelveMonths, TenYears; examples including the 90-day SearchQueryPerformed policy), https://learn.microsoft.com/powershell/module/exchangepowershell/new-unifiedauditlogretentionpolicy (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft services that support auditing” (record types, including DLP and Communication Compliance), https://learn.microsoft.com/purview/audit-supported-services (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview Information Protection connector reference - audit log record types and activities support” (SensitivityLabelAction, MipLabel, AipSensitivityLabelAction, AipProtectionAction and related record types), https://learn.microsoft.com/azure/sentinel/microsoft-purview-record-types-activities (accessed Nov 11, 2026).
1. Microsoft Learn, “Audit log activities,” section “Sensitivity label activities” (FileSensitivityLabelApplied/Removed from Office for the web, SharePoint and auto-labeling; SensitivityLabelApplied/Removed from Microsoft 365 apps), https://learn.microsoft.com/purview/audit-log-activities (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” sections “Microsoft Purview Insider Risk Management” and “Microsoft Purview Communications Compliance” (included plans), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
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[bookmark: _Toc00000745]Chapter 11 — AI Data Security
An AI assistant reads what its user can read, so every permission the agency got wrong and every label it never applied becomes an answer the assistant can give.
[bookmark: _Toc00000746]In this chapter
Why generative AI changes the data problem without changing the data controls: Microsoft 365 Copilot works in the user’s security context and honors sensitivity labels and the EXTRACT and VIEW usage rights, so the labels, permissions and DLP built in Chapters 02 to 09 are the AI controls. What Microsoft Purview adds for AI: Data Security Posture Management (DSPM) for AI and its successor, the one-click policies, the activity explorer’s AI events and the data risk assessments that find oversharing before an assistant surfaces it. DLP for Microsoft 365 Copilot, which keeps labeled items out of Copilot’s responses and sensitive prompts out of web grounding. Unapproved AI sites, through endpoint and browser DLP. Then each feature’s availability in GCC, GCC High and DoD, the procedure, the evidence and who owns it.
Book 20 has built the data controls in order: what the data is (Chapter 01), how labels describe it (Chapter 02), where they are published and defaulted (Chapter 03), how containers carry them (Chapter 04), how encryption enforces them (Chapter 05), and how DLP and auto-labeling act on them (Chapter 08 and Chapter 09). This chapter doesn’t add a new layer of protection on top. It shows how each of those controls already decides what an AI assistant can return, adds the few controls that exist only for AI, and gives the program a way to see sensitive data moving into and out of AI tools, approved or not.
Two boundaries keep the chapter in scope. The identities of AI agents, their sponsors, owners, credentials and lifecycle are Book 17’s subject, and the federal AI rules that require an inventory and an accountable owner are in Book 17, Chapter 02; this chapter is about the data those agents and assistants touch. And Microsoft Security Copilot is out of the workbook’s scope: where a Purview page describes a Security Copilot integration, this chapter leaves it out. Applications the agency builds on AI services are Book 18, Chapter 05.
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· Microsoft Zero Trust pillar: Data (with Apps for AI applications)
· CISA ZTMM pillar: Data (Data Access, Data Inventory Management); Applications and Workloads for AI apps
· Depends on: sensitivity labels and encryption (Chapter 02, Chapter 05); container labels and sharing defaults (Chapter 04, Chapter 07); device onboarding for endpoint DLP (Chapter 08, Book 05); Purview audit (Chapter 10); agent identities (Book 17)
· Attack chain interrupted: Collection and Exfiltration: an assistant summarizing overshared or over-permissioned content for a user who shouldn’t see it, and a user pasting sensitive data into an AI site outside the agency’s boundary
Control states. 
	State
	This page
	Evidence

	Designed
	The AI data decisions
	Decision record (Chapter 01) naming approved AI apps, the labels excluded from Copilot processing and the treatment of unapproved AI sites

	Configured
	How: govern sensitive data in AI interactions, steps 1 to 4
	Audit status, the DSPM for AI policy list and the DLP policy export in simulation

	Enforced
	Step 5
	DLP policies in Enable mode, and the exclusion register

	Evidenced
	Step 6, the validation tests
	Test record of a blocked Copilot response and a blocked paste to an AI site, with the activity explorer event each produced

	Operated
	Day-two ownership
	Owner, the monthly data risk assessment review, the AI activity alert route to security operations


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
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Microsoft describes Microsoft 365 Copilot’s protection in a fixed order, and the order is the design. First, permissions: Copilot only summarizes or references content the user is already authorized to access. Second, encryption: when content is encrypted, by a sensitivity label or by Azure Rights Management without a label, the user must have both the VIEW and the EXTRACT usage rights for Copilot to summarize or return it. A user with VIEW but not EXTRACT gets a link instead of a summary, and can’t use Copilot with that item while it’s open. Third, labels are shown: Copilot Chat displays the sensitivity label of the items it drew on, the highest-priority one when there are several, and new content Copilot creates from labeled items inherits the highest-priority label where inheritance is supported. And the same protection applies to a labeled or encrypted file stored outside Microsoft 365 while it is open in an Office app.1
Three consequences follow for a federal tenant.
· Oversharing is now a disclosure path, not only a latent risk. A site shared with “everyone except external users”, or a file with an organization-wide link, was always readable by the whole agency. Few people found it. An assistant that searches everything a user can read finds it in seconds. Microsoft makes the same point: generative AI “amplifies the problem of oversharing data,” because it can proactively surface content that is obsolete, over-permissioned or ungoverned.2
· The label’s usage rights are an AI control. EXTRACT has the common name Copy, and it is the usage right that decides whether Copilot or an agent can show text from encrypted content.3 The label design in Chapter 02 and the permissions in Book 12, Chapter 09 therefore decide AI behavior: a CUI Specified sublabel whose rights for authorized holders leave out EXTRACT already keeps that content out of Copilot summaries, while the CUI Basic sublabel, which grants EXTRACT to everyone in the tenant, lets Copilot summarize CUI Basic for anyone who can open it. Both can be right; it has to be a decision.
· Some protection excludes AI entirely. Copilot and agents can’t access content protected by Double Key Encryption, and Copilot isn’t available in an app while a DKE item is open. Unopened SharePoint and OneDrive documents encrypted with user-defined permissions are excluded from Copilot except in two cases, and Copilot doesn’t currently recognize the sensitivity labels that protect Teams meetings and chats.1 S/MIME-protected email isn’t returned by Copilot, and Copilot isn’t available in Outlook while an S/MIME message is open.4
One exception runs the other way. The person who applies encryption is the Rights Management owner and always holds EXTRACT, so content a user encrypted is always eligible to be returned to that user by Copilot; the restrictions apply to everyone else.3
Authority: Microsoft-recommended (Microsoft Learn, “Considerations to manage Microsoft 365 Copilot,” and “Data protection and auditing for Microsoft Copilot,” read Nov 11, 2026) for using labels, encryption and DLP as the protection for Copilot; Risk-based recommended (the program’s position, for the oversharing risk above) for deciding EXTRACT per sublabel rather than inheriting a default. Applies: License-dependent: Microsoft 365 Copilot is an add-on license, and Purview controls for Copilot need a Purview license (part of Microsoft 365 G3 or G5, or standalone).5 Environment-dependent: see the availability table in Prerequisites.
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Before any policy, the policy owner records four decisions in the decision record (Chapter 01):
1. Which AI apps are approved, and for which data. Microsoft 365 Copilot and Copilot Chat inside the tenant are one class. Enterprise AI apps the agency connects through Microsoft Entra are a second. Third-party AI sites reached in a browser are a third, and most agencies treat them as unapproved for any CUI. The inventory of the apps and agents themselves, with an owner for each, belongs to Book 17, Chapter 03.
1. Which labels Copilot may process. Name the sublabels whose content Copilot must not use in a response even for a user who can open the item. DLP for Microsoft 365 Copilot enforces the list (below); the label’s own usage rights are the first line.
1. What the agency does about oversharing before Copilot reaches a population. The data risk assessment is the input. Remediation is the container and sharing work of Chapter 04 and Chapter 07, and auto-labeling from Chapter 09; a site that can’t be fixed in time can be withheld from Copilot with SharePoint Restricted Content Discovery.2
1. What is captured and who may read it. Copilot prompts and responses are user content. Who may read them in the activity explorer and in eDiscovery is a privacy and labor question for the senior agency official for privacy and counsel, settled the same way as for Insider Risk Management in Chapter 10; Book 14, Chapter 08 carries the privacy controls.
Authority: Risk-based recommended (the program’s position: an AI rollout without these decisions inherits every permission error the tenant already has). Applies: all tenants that license Microsoft 365 Copilot or allow access to third-party AI sites.
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Data Security Posture Management for AI, and its successor
Microsoft Purview Data Security Posture Management for AI (DSPM for AI) is the Purview solution that shows how sensitive data is used in AI interactions and creates the policies that govern it. Microsoft has since released a new version of Data Security Posture Management that covers AI apps and agents as well as traditional data, and now names the earlier solution “DSPM for AI (classic)”; most new features go only into the new version.6 The government feature tables still list the solution as “Microsoft Purview Data Security Posture Management for AI” (below), so this chapter uses that name for what the tables cover and says “DSPM” for the newer version, whose government availability Learn doesn’t yet state separately.
The newer DSPM groups its work into data security objectives, such as preventing data exposure in Microsoft 365 Copilot interactions, preventing oversharing of sensitive data and preventing exfiltration to risky locations, each with one-click policies and recommended actions. It adds an AI observability page that inventories AI apps and agents with activity in the last 30 days, the activity explorer’s AI activities tab, data risk assessments and reports.6 Some of its AI-assisted features run on Microsoft Security Copilot agents; those are outside this workbook’s scope, and nothing in this chapter depends on them.
Prerequisites Purview names
Microsoft lists the prerequisites for DSPM for AI by what is being monitored:7
	To monitor
	Prerequisite

	Microsoft 365 Copilot and agents
	Purview auditing turned on (the default); users assigned a Microsoft 365 Copilot license

	Other AI apps in Microsoft Edge
	An Edge configuration policy that turns on the Purview integration in Edge

	Third-party generative AI sites
	Devices onboarded to Microsoft Purview, for visibility of sensitive data shared with AI sites and for endpoint DLP that warns or blocks; the Microsoft Purview browser extension deployed to Windows users, to discover visits to AI sites through an Insider Risk Management policy and for endpoint DLP in Chrome

	Entra-registered AI apps
	Integration with the Microsoft Purview SDK

	AI apps other than Microsoft 365 Copilot
	Pay-as-you-go billing set up for the organization, where the portal says it applies


Restricted administrators scoped by administrative units can’t create the one-click policies that apply to all users; an unrestricted administrator must create them.7
The one-click policies
DSPM for AI creates policies in other Purview solutions from its recommendations, and they can be edited where they live. The ones a federal tenant cares about most:7
	Policy (as Purview names it)
	Solution
	What it does
	Mode when created

	DSPM for AI: Detect sensitive info added to AI sites
	DLP
	Discovers sensitive content pasted or uploaded to AI sites in Edge, Chrome and Firefox
	Audit only, all users

	DSPM for AI - Detect when users visit AI sites
	Insider Risk Management
	Detects browser visits to AI sites
	—

	DSPM for AI - Detect risky AI usage
	Insider Risk Management
	Calculates user risk from risky prompts and responses in Copilot, agents and other AI apps
	—

	DSPM for AI - Unethical behavior in AI apps
	Communication Compliance
	Detects sensitive information in prompts and responses
	All users

	DSPM for AI - Block sensitive info from AI sites
	DLP
	Block with override, through Adaptive Protection, for elevated-risk users pasting or uploading sensitive information to AI apps in Edge, Chrome and Firefox
	Test mode, all users

	DSPM for AI - Protect sensitive data from Copilot processing
	DLP
	Blocks Microsoft 365 Copilot and agents from processing items with the labels selected
	—


Two cautions apply. A policy that uses Adaptive Protection turns Adaptive Protection on, with default risk levels for all users, if it isn’t on already, which pulls Insider Risk Management into scope and with it the privacy and labor review in Chapter 10. And the “Block elevated risk users from submitting prompts to AI apps in Microsoft Edge” and “Block sensitive info from AI apps in Edge” policies include unmanaged apps, so users in scope are blocked from using unprotected browsers.7 Neither is a reason not to use them; both are reasons to pilot them.
The activity explorer’s AI events
The activity explorer records four AI events: AI interaction (prompts and responses; for Microsoft 365 Copilot this needs auditing on), AI website visit, DLP rule match during an AI interaction (including DLP for Microsoft 365 Copilot) and Sensitive info types found in an AI interaction. Known limits: the AI interaction event doesn’t always show the prompt and response text, shows none for a user whose mailbox isn’t in Exchange Online, and the sensitive information types event doesn’t show the user’s risk level.7 The same interactions are in the audit log: the CopilotInteraction operation records a user entering prompts in Copilot, and the text of the prompt is reached through Content Search or the activity explorer, not the audit record.8
Data risk assessments for oversharing
A default data risk assessment runs weekly over the 100 most-used SharePoint sites and reports items found, sensitive data detected and links that share data with anyone; the first results take about four days. Custom assessments can target chosen users and sites, and, with a registered Entra application, scan at item level on up to ten SharePoint sites (OneDrive isn’t supported for item-level scanning). From a site’s Protect tab an administrator can restrict access by label through DLP for Copilot, withhold the site from Copilot with Restricted Content Discovery, create an auto-labeling policy for unlabeled sensitive files, or create a retention policy for content not accessed in three years; the Monitor tab leads to a SharePoint site access review.2 Results can be exported to Excel, CSV, JSON or TSV, which is how they become evidence.
The item-level scan’s Entra application needs Microsoft Graph application permissions including Files.ReadWrite.All and Sites.ReadWrite.All and a client secret.7 That is a high-privilege workload identity: register it under Book 17 and Book 04, Chapter 05’s rules, with an owner, the shortest secret lifetime the portal accepts and a removal date, or don’t use item-level scanning.
DLP for Microsoft 365 Copilot
DLP has a policy location for Microsoft Copilot, Copilot Chat and Copilot Cowork. It supports four protections:9
	Condition
	Action
	Effect

	Content contains a sensitivity label
	Prevent Copilot from processing content
	Copilot doesn’t use the item’s content in the response; the item can still appear in citations

	Prompt contains sensitive information types
	Prevent processing of the prompt
	Copilot doesn’t respond, and the prompt isn’t used for internal or web search

	Prompt contains sensitive information types
	Prevent web searches
	External web search isn’t used as a grounding source for that prompt

	Email received from external users (preview)
	Prevent Copilot from processing content
	External email is excluded from grounding, summarization and citation


The label rule covers stored and open files and email sent on or after January 1, 2025; calendar invites aren’t covered. A rule can’t combine sensitive information types and sensitivity labels; use one rule for each in the same policy. The location is available only in the Custom template and disables every other location for that policy, simulation mode is supported, and a policy change can take up to four hours to reach Copilot. In Word, Excel and PowerPoint the policy is evaluated when the file opens, so a label applied mid-session takes effect at the next open.9
Licensing differs by protection: DLP that restricts Copilot from processing files and email is included in Microsoft 365 E5 and Office 365 E5 and the Purview suites, not in E3; DLP for prompts is available to all Copilot users.10 A tenant that holds only G3-level Purview licensing has the label usage rights and the prompt protection but not the file and email exclusion; that is a licensing decision to record, not a failed control (Book 11, Chapter 10).
Unapproved AI sites
For AI sites the agency hasn’t approved, the controls are the endpoint and browser DLP of Chapter 08 applied to a list of AI sites. Purview publishes the list of supported third-party AI sites it can see.7 Visibility needs onboarded devices and, for Chrome, the Purview browser extension. Network-level detection through a secure access service edge integration is possible but depends on the partner’s implementation;7 Book 09 carries the network design. Out of scope by decision: macOS and Linux devices.
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The procedure takes Microsoft 365 Copilot first, because it sits inside the boundary and its controls are the labels already built, then unapproved AI sites.
Prerequisites
· Sensitivity labels published and in use (Chapter 03), with labels enabled for Office files in SharePoint and OneDrive (Chapter 07). Without that, the encrypted files Copilot and agents can work with are limited to files open in Office apps on Windows.4
· Purview audit on (Chapter 10).
· Devices onboarded to Purview (Chapter 08) for third-party AI site coverage.
· Roles: Compliance Administrator or the Microsoft Purview Compliance Administrator role group for DSPM; an unrestricted administrator for the one-click policies; Exchange Online Audit Logs role to check auditing.611 Hold them through PIM (Book 04).
· Licenses: Microsoft 365 Copilot add-on for each Copilot user; Purview licensing for the Purview controls; E5-level Purview for the DLP file and email exclusion; pay-as-you-go billing where the portal asks for it for non-Microsoft AI apps.5107
Government-cloud availability, read Nov 11, 2026:

	Feature
	Commercial
	GCC
	GCC High
	DoD
	Source

	Microsoft 365 Copilot (work data grounding)
	Available
	Available
	Available
	Available
	5

	Web grounding for Copilot
	Available
	Available, off by default
	Available, off by default
	Available, off by default
	5

	Copilot in Teams (chat, channel, meetings)
	Available
	Available
	Not currently available
	Available
	5

	Copilot in SharePoint; SharePoint agents
	Available
	Available
	Not currently available
	Available
	5

	Declarative agents
	Available
	Available
	Available (only Agent Builder and admin-published agents)
	Not currently available
	5

	Purview controls for Microsoft Copilot and Copilot Chat
	Available
	Available
	Available (the footnote says Insider Risk Management isn’t currently available in GCC High)
	Available
	5

	DSPM for AI: create policies and view analytics for AI apps
	Available
	Available; no “browse to URL” policy; only Microsoft Copilot and supported AI sites
	Available; no “browse to URL” policy; only supported AI sites
	Available; no “browse to URL” policy; only supported AI sites
	121314

	Data Security Posture Management (current version), AI observability, data risk assessments
	Available
	not yet specified
	not yet specified
	not yet specified
	6

	DLP for Microsoft 365 Copilot location (labels, prompts)
	Available
	not yet specified as its own row; covered by the Purview controls row above
	not yet specified as its own row
	not yet specified as its own row
	95

	DLP to restrict Copilot from processing external email
	Preview
	not yet specified
	not yet specified
	not yet specified
	9

	Endpoint DLP (needed for third-party AI sites)
	Available
	Available
	Available
	Available
	121314

	Insider Risk Management (risky AI usage, AI site visits)
	Available
	Available (core)
	Available on the Purview page; not currently available per the Copilot page footnote
	Available (core)
	135

	Communication Compliance (AI prompts and responses)
	Available
	Available
	Available
	Available
	121314

	SharePoint Restricted Content Discovery
	Available
	not yet specified
	not yet specified
	not yet specified
	2



Two Learn pages disagree on Insider Risk Management in GCC High: the Purview GCC High planning page lists its core features as Available, while the Microsoft Copilot service description’s footnote says it “isn’t currently available for GCC-High.” Until Microsoft reconciles them, a GCC High tenant treats the Insider Risk policies in this chapter as unavailable and confirms with its Microsoft account team; the decision record carries the conflict.
Applies: License-dependent (above). Environment-dependent: in GCC High and DoD only supported AI sites are visible to DSPM for AI, and in GCC only Microsoft Copilot and supported AI sites; no tenant in a government cloud can create the “browse to URL” policy.121314
Pilot
Choose a pilot of 25 to 50 Copilot-licensed users from two or three business units, including the help desk lead and a records officer, and none whose work is mostly CUI Specified. Before they get Copilot, run a custom data risk assessment for the sites they use. Success: the assessment’s oversharing findings for those sites are remediated or accepted in writing, the pilot’s Copilot responses never cite an item the user couldn’t open directly, and the DLP simulation shows matches only on the labels the decision record names.
Report-only or audit phase
Every policy below starts in simulation (TestWithoutNotifications) or, for one-click DLP policies, the audit or test mode DSPM creates them in. Run it for at least two weeks across a month-end, when report and budget files move most. Read three things from it: the DLP rule matches in the activity explorer’s AI activities tab, the sensitive information types detected in prompts, and the AI website visits by site. A rule that matches content the decision record didn’t intend is fixed before enforcement.
The steps, in Security & Compliance PowerShell and Exchange Online PowerShell. Placeholders, used once each: <admin>@contoso.example is the operator’s account; <copilot-pilot>@contoso.example is a mail-enabled group of pilot users; <label-guid> is a sensitivity label’s GUID from Get-Label. Commands were checked against Learn on Nov 11, 2026; run them against a test tenant first. In GCC High add -ExchangeEnvironmentName O365USGovGCCHigh to Connect-ExchangeOnline, and in DoD -ExchangeEnvironmentName O365USGovDoD; for Connect-IPPSSession add the parameters in the comment.1516
Step 1. Confirm that auditing is on (Exchange Online PowerShell; the value is always False in Security & Compliance PowerShell, so don’t read it there).11
Connect-ExchangeOnline -UserPrincipalName <admin>@contoso.example
Get-AdminAuditLogConfig | Format-List UnifiedAuditLogIngestionEnabled
# If False:
Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true
Step 2. Confirm Copilot interactions are being recorded for a pilot user who has used Copilot today.
Search-UnifiedAuditLog -StartDate (Get-Date).AddDays(-1) -EndDate (Get-Date) `
  -Operations CopilotInteraction -ResultSize 50 |
  Select-Object CreationDate, UserIds, Operations
Step 3. Turn on DSPM. In the Microsoft Purview portal, Solutions > DSPM (or DSPM for AI where only the classic solution is offered), accept the initial setup tasks, and allow about a day for data. Create the one-click policies the decision record approves from Tasks and actions > Remediation actions, then scope each to <copilot-pilot>@contoso.example in its own solution.67
Step 4. Create the DLP for Microsoft 365 Copilot policy in simulation, keeping the labels the decision record names out of Copilot processing. The location value is Microsoft’s fixed identifier for the Copilot location, from Learn’s example.17
# GCC High: Connect-IPPSSession -UserPrincipalName <admin>@contoso.example `
#   -ConnectionUri https://ps.compliance.protection.office365.us/powershell-liveid/ `
#   -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
# DoD:      -ConnectionUri https://l5.ps.compliance.protection.office365.us/powershell-liveid/ (same endpoint URI)
Connect-IPPSSession -UserPrincipalName <admin>@contoso.example

# Find the GUID of each label to exclude (for example the CUI Specified sublabels).
Get-Label | Format-List Priority,Name,DisplayName,Guid

$labelGuid = "<label-guid>"
$loc = '[{"Workload":"Applications","Location":"470f2276-e011-4e9d-a6ec-20768be3a4b0","Inclusions":[{"Type":"Tenant","Identity":"All"}]}]'

New-DlpCompliancePolicy -Name "B20-Copilot-Exclude-CUI-SP" -Locations $loc `
  -EnforcementPlanes @("CopilotExperiences") -Mode TestWithoutNotifications

$advRule = @{
  "Version" = "1.0"
  "Condition" = @{
    "Operator" = "And"
    "SubConditions" = @(
      @{
        "ConditionName" = "ContentContainsSensitiveInformation"
        "Value" = @(
          @{ "groups" = @(
              @{ "Operator" = "Or"; "name" = "Default"
                 "labels" = @( @{ "name" = $labelGuid; "type" = "Sensitivity" } ) } ) }
        )
      }
    )
  }
} | ConvertTo-Json -Depth 100

New-DlpComplianceRule -Name "B20-Copilot-Exclude-CUI-SP-Rule" -Policy "B20-Copilot-Exclude-CUI-SP" `
  -AdvancedRule $advRule -RestrictAccess @(@{setting="ExcludeContentProcessing";value="Block"})
To scope the pilot, replace the Inclusions value with the pilot group before creating the policy, as Learn’s example notes. Add a second rule in the same policy for prompts that contain sensitive information types (for example U.S. Social Security numbers), from the portal’s Custom template, because a rule can’t hold both conditions.9
Enforcement
Step 5. Enforce, ring by ring.
Set-DlpCompliancePolicy -Identity "B20-Copilot-Exclude-CUI-SP" -Mode Enable
Move the one-click DLP policies for AI sites out of test mode in their own solution, in the same rings.
Change safety
	Ring
	Scope
	Exit criteria

	0
	The platform team’s own Copilot users
	A labeled CUI Specified test file is cited but not summarized; a prompt with a test SSN is refused

	1
	The pilot group
	Two weeks with no unexplained DLP matches; help desk tickets about Copilot refusals below the threshold set in the decision record

	2
	Early adopters, one business unit at a time, each after its data risk assessment is remediated
	The unit’s oversharing findings remediated or accepted

	3
	Every Copilot-licensed user
	Rings 0 to 2 clean; the monthly assessment review in place


· Emergency access: these policies govern what Copilot returns and what users can paste into AI sites; they don’t block sign-in, so no emergency access exclusion is needed. Emergency access accounts aren’t licensed for Copilot.
· Change window: business hours, Tuesday to Thursday, with the platform owner and a help desk lead on hand; allow four hours for a policy change to reach Copilot.9
· Backout triggers: Copilot refusing or omitting content with no matching label in the activity explorer; a blocked AI site the decision record approved; help desk volume on AI blocks above the decision record’s threshold in any business day.
· Post-change validation: step 6, after each ring.
Step 6. Validate. As a ring member, with a test file labeled with an excluded sublabel in a site the user can open: ask Copilot to summarize it, and expect a citation without a summary. Put a synthetic test value into a Copilot prompt, one the security team keeps for DLP tests that matches the U.S. Social Security number type at the rule’s confidence (never a real number), and expect a refusal. On an onboarded device, paste the same test value into a supported AI site in the browser, and expect the block or the warn the policy sets. Then confirm each produced its event:
Search-UnifiedAuditLog -StartDate (Get-Date).AddHours(-4) -EndDate (Get-Date) `
  -RecordType DLPEndpoint -ResultSize 50 | Select-Object CreationDate, UserIds, Operations
and find the DLP rule match events in DSPM > Discover > Activity explorer > AI activities.7
Rollback
The operator, or the platform owner if the operator isn’t available, puts the policy back into simulation; the change reaches Copilot within four hours.
Set-DlpCompliancePolicy -Identity "B20-Copilot-Exclude-CUI-SP" -Mode TestWithoutNotifications
# Or turn it off entirely:
Set-DlpCompliancePolicy -Identity "B20-Copilot-Exclude-CUI-SP" -Mode Disable
One-click DLP policies roll back the same way in the DLP solution. A deleted DSPM collection or one-click policy shows PendingDeletion until deletion completes.7 Removing a site from Restricted Content Discovery restores Copilot’s access to it. Rollback leaves the labels and their usage rights in place: those are the first line and aren’t rolled back with the AI policies.
Exclusions
· No user is excluded from the Copilot label rule; it doesn’t block access to the item, only Copilot’s use of it.
· A business unit whose approved workflow needs Copilot to summarize a label the rule excludes gets a narrower label or a reviewed exception, not an exclusion from the policy: the exception names the label, the group, the approver (policy owner and ISSO) and a review date no more than 90 days out.
· Approved third-party AI sites are listed by name in the decision record and removed from the block list; every other AI site stays blocked or warned.
· Emergency access accounts: not applicable (no sign-in restriction).
Telemetry
· Unified audit log: CopilotInteraction, DLP rule matches, and the admin events for policy changes. Route them to the security information and event management system with the rest of the Purview telemetry in Chapter 10 and Book 12, Chapter 04.
· DSPM activity explorer AI activities, reports and data risk assessment exports.
· Insider Risk Management alerts from the risky AI usage policy, where available, to the triage path in Chapter 10.
· A detection in Book 12, Chapter 11’s library for repeated sensitive-information pastes to AI sites by one user, alongside FMP-DET-06 for DLP override patterns.
Evidence
Evidence checklist
· Configuration: the dated export of Get-DlpCompliancePolicy and Get-DlpComplianceRule for the Copilot and AI-site policies, the DSPM policy list, and the label definitions showing each sublabel’s usage rights (EXTRACT or not), kept in the configuration repository (Chapter 12)
· Operational: the activity explorer AI activities export and the CopilotInteraction audit search for the period, retained with the audit data
· Test: the step 6 record: the labeled test file cited but not summarized, the sensitive prompt refused, the AI-site paste blocked, each with date, tester and the event it produced
· Exception: approved AI sites and label exceptions in the exclusion register, with approver and expiry
· Assessor-ready artifact: the data risk assessment export before and after remediation for each ring, and the closure-chain entry for the AI finding (Book 11, Chapter 10)
Day-two ownership
The policy owner owns the list of approved AI apps and the labels excluded from Copilot, reviewed every quarter and whenever Microsoft adds a Copilot feature in the agency’s cloud. The platform owner owns DSPM, the DLP policies and the monthly review of the default data risk assessment; each month’s export goes into the evidence store. The operator runs policy changes through change control (Book 13, Chapter 04). The security monitor triages AI-related DLP and insider risk alerts. The help desk answers “Copilot won’t summarize this file” with the label’s explanation, not a workaround, using the user guidance in Book 16. The assessor reads the evidence above. Drift looks like a Copilot DLP policy back in simulation, a one-click policy deleted, a new AI site appearing in visits with no decision, or the oversharing count rising between assessments. The full RACI is in Chapter 12.
[bookmark: _Toc00000752]Key takeaways
· Copilot works in the user’s security context and honors labels: a user needs both VIEW and EXTRACT on encrypted content for Copilot to summarize it, so the usage rights in each sublabel are an AI decision.
· Oversharing is the AI risk an agency already has. Run the data risk assessment and fix what it finds before Copilot reaches a population.
· DLP for Microsoft 365 Copilot keeps chosen labels out of Copilot processing and sensitive prompts out of web grounding; the file and email exclusion is E5-level licensing, and its absence is a licensing decision, not a failed control.
· Government availability is uneven: DSPM for AI sees only supported AI sites in GCC High and DoD, several Copilot features aren’t available in GCC High, and Learn’s two pages disagree on Insider Risk Management in GCC High.
· Agent identities are Book 17’s; Security Copilot is out of scope.
[bookmark: _Toc00000753]Notes
1. Microsoft Learn, “Data protection and auditing for Microsoft Copilot,” section “How Microsoft Copilot works with sensitivity labels and encryption” (permissions first; EXTRACT and VIEW for encrypted content; VIEW without EXTRACT returns a link; highest-priority label shown and inherited; protection while open outside the tenant; user-defined permissions, Double Key Encryption, Teams meetings and chats), https://learn.microsoft.com/copilot/plan/architecture-data-protection-auditing (accessed Nov 11, 2026).
1. Microsoft Learn, “Prevent oversharing with data risk assessments from Data Security Posture Management” (generative AI amplifies oversharing; weekly default assessment of the top 100 SharePoint sites; custom and item-level assessments; Protect and Monitor actions including Restricted Content Discovery; export formats; limits), https://learn.microsoft.com/purview/data-security-posture-management-oversharing (accessed Nov 11, 2026).
1. Microsoft Learn, “Considerations to manage Microsoft 365 Copilot and Channel Agent in Teams for security and compliance,” section “Information protection considerations for Microsoft 365 Copilot” (EXTRACT is the usage right with the common name Copy that determines whether Copilot or agents display text from encrypted content; the Rights Management owner always has EXTRACT), https://learn.microsoft.com/purview/ai-m365-copilot-considerations (accessed Nov 11, 2026).
1. Microsoft Learn, “Use Microsoft Purview to manage data security & compliance for Entra-registered AI apps,” section “Capabilities supported” (without labels enabled for SharePoint and OneDrive, encrypted files Copilot and agents can access are limited to data in use from Office apps on Windows; S/MIME-protected email isn’t returned by Copilot), https://learn.microsoft.com/purview/ai-entra-registered (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Copilot” service description, section “Feature availability” (availability by Commercial, GCC, GCCH and DoD; web grounding not enabled by default for government clouds; Purview controls require a Purview license, part of Microsoft 365 G3/G5 or standalone; “Insider Risk Management isn’t currently available for GCC-High”), https://learn.microsoft.com/office365/servicedescriptions/office-365-platform-service-description/microsoft-365-copilot (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about Data Security Posture Management” (current version; DSPM for AI renamed classic; data security objectives; AI observability; activity explorer AI activities tab; data risk assessments; Compliance Administrator role; Security Copilot integrations), https://learn.microsoft.com/purview/data-security-posture-management-learn-about (accessed Nov 11, 2026).
1. Microsoft Learn, “Considerations for DSPM for AI to manage data security and compliance protections for AI interactions - (classic),” sections “Prerequisites for Data Security Posture Management for AI,” “Prerequisites for Microsoft 365 item-level scanning for data risk assessments,” “One-click policies from Data Security Posture Management for AI” and “Activity explorer events,” https://learn.microsoft.com/purview/dspm-for-ai-considerations (accessed Nov 11, 2026).
1. Microsoft Learn, “Audit log activities,” section “Microsoft 365 Copilot admin activities” (CopilotInteraction: a user entered prompts in Copilot; prompt text through Content Search or the activity explorer), https://learn.microsoft.com/purview/audit-log-activities (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about using Microsoft Purview Data Loss Prevention to protect interactions with Microsoft 365 Copilot, Copilot Chat, and Cowork” (the four protections; supported conditions and actions; external email in preview; email sent on or after January 1, 2025; calendar invites not supported; Custom template only; simulation; up to four hours to take effect; evaluation at file open), https://learn.microsoft.com/purview/dlp-microsoft365-copilot-location-learn-about (accessed Nov 11, 2026).
1. Microsoft Learn, “Microsoft Purview service description,” section “Microsoft Purview Data Loss Prevention (DLP) for Microsoft Copilot” (DLP to restrict Copilot from processing files and emails included in Microsoft 365 E5/A5, Office 365 E5/A5 and the Purview suites, not in E3; DLP for prompts available to all Copilot users), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-purview-service-description (accessed Nov 11, 2026).
1. Microsoft Learn, “Turn auditing on or off” (verify with Get-AdminAuditLogConfig in Exchange Online PowerShell; the value is always False in Security & Compliance PowerShell; turn on with Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true; Audit Logs role), https://learn.microsoft.com/purview/audit-log-enable-disable (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 (DSPM for AI Available, note 2: “Browse to URL policy cannot be created. Only Microsoft Copilot and supported AI sites are currently available in DSPM for AI within GCC”; endpoint DLP, Insider Risk Management and Communication Compliance rows), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4 (DSPM for AI Available, note 2: only supported AI sites in GCC-H and DoD; Insider Risk Management core features Available), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4 (DSPM for AI Available, note 2 as for GCC High), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Security & Compliance PowerShell,” Step 2 (GCC High and DoD ConnectionUri and AzureADAuthorizationEndpointUri values), https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Exchange Online PowerShell,” Step 2 (-ExchangeEnvironmentName values O365USGovGCCHigh and O365USGovDoD), https://learn.microsoft.com/powershell/exchange/connect-to-exchange-online-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “New-DlpCompliancePolicy,” Example 4 (DLP policy for Microsoft 365 Copilot with the Copilot location, -EnforcementPlanes CopilotExperiences, an advanced rule matching a label and -RestrictAccess ExcludeContentProcessing), https://learn.microsoft.com/powershell/module/exchangepowershell/new-dlpcompliancepolicy (accessed Nov 11, 2026).
[bookmark: _Toc00000754]Chapter 12 — Operations and Evidence
A label policy that nobody owns is configured on the day it ships and wrong a year later; information protection is an operation with an owner, a cadence and proof, not a project with an end date.
[bookmark: _Toc00000755]In this chapter
How the agency keeps Book 20’s controls working after they are built. Change control for labels, label policies, DLP, auto-labeling, encryption and AI policies, with a dated configuration export that becomes the baseline. Drift detection against that baseline. Incident response for data events, from a DLP alert to a mass label removal. Reassessment on the closure chain, and the artifacts an assessor reads. Then four of the book’s required artifacts: the implementation checklist for every control in Chapters 03 to 11, the RACI, the evidence catalog and the metrics.
Chapters 03 to 11 each end with a day-two section that names an owner and a cadence for one control. This chapter puts them together. It doesn’t restate how drift detection, change control or incident response work in general: Book 13 owns governance, drift and evidence; Book 12 owns telemetry and detection; Book 15 owns the help desk; Book 14 owns the authorization package; and Book 11, Chapter 10 owns the method for turning findings into a program. It gives each of them the Purview-specific piece they need.
[bookmark: _Toc00000756]Assessment mapping
· Microsoft Zero Trust pillar: Data, with SecOps for monitoring and response
· CISA ZTMM pillar: Data; cross-cutting Visibility and Analytics, and Governance
· Depends on: every control in Chapters 03 to 11; the evidence contract (Book 12, Chapter 02); the drift engine (Book 13, Chapter 06)
· Attack chain interrupted: Defense Evasion and Exfiltration: an attacker or insider who weakens a label, a DLP rule or an audit setting to move data out is seen as drift or as a data event, not discovered at the next audit
Control states. 
	State
	This page
	Evidence

	Designed
	RACI and the cadence in Operating cadence
	The approved RACI and calendar

	Configured
	The configuration baseline
	The first dated export, committed

	Enforced
	Not applicable: this chapter operates the controls Chapters 03 to 11 enforce
	—

	Evidenced
	Drift detection and the synthetic tests in the Metrics
	Drift run results; the quarterly test records

	Operated
	The whole chapter
	Review records, metrics history, incident records


A finding this page addresses is ready for closure when every applicable state has evidence; the authorizing official or assessor decides.
[bookmark: _Toc00000757]Change control for information protection
Purview configuration changes the agency’s data, not only its settings. A label whose encryption rights change re-protects content as users next open it; an auto-labeling policy that goes from simulation to Enable stamps labels across sites; a DLP rule that goes to block stops mail. Each is a change under configuration change control, with the impact analysis SP 800-53 asks for before it is made (Book 13, Chapter 04 carries the process and its provenance).
Three rules are specific to Purview.
· Every change has a ring and a way back. The chapter that owns the control gives both. The implementation checklist below is the one-page view.
· Labels are never deleted to undo a change. A label applied to content stays in the content’s metadata. Rollback for a label is to unpublish it from a policy or change its settings, never to delete it, so content that carries it keeps a known meaning. Chapter 02 and Chapter 03 give the label rules.
· The decision record moves with the change. A change to a label’s rights, a DLP rule’s scope or the list of labels excluded from Copilot is a change to a design decision; the decision record (Chapter 01) is updated in the same change.
Authority: Mandated in substance for systems under NIST SP 800-53 at Moderate: configuration change control (CM-3) and impact analysis (CM-4) are in the Moderate baseline; the Purview-specific rules above are Risk-based recommended (the program’s position). This chapter supports those controls; the organization still sets their parameters, and the assessor decides whether each is satisfied. Applies: all tenants.
[bookmark: _Toc00000758]The configuration baseline
The baseline is a dated JSON export of every Purview setting the book’s controls depend on, committed to the agency’s configuration repository. The first export is the Configured evidence for the whole book; every later export is compared with it.
Placeholders: <admin>@contoso.example is the operator’s account; <repo> is the local path of the configuration repository. Commands were checked against Learn on Nov 11, 2026; run them against a test tenant first.123 In GCC High and DoD, use the connection parameters in the comments.45
# Security & Compliance PowerShell. GCC: no extra parameters.
# GCC High: -ConnectionUri https://ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
# DoD:      -ConnectionUri https://l5.ps.compliance.protection.office365.us/powershell-liveid/ -AzureADAuthorizationEndpointUri https://login.microsoftonline.us/organizations
Connect-IPPSSession -UserPrincipalName <admin>@contoso.example

$stamp = Get-Date -Format "yyyy-MM-dd"
$out = "<repo>\purview-baseline\$stamp"
New-Item -ItemType Directory -Force -Path $out | Out-Null

Get-Label                    | ConvertTo-Json -Depth 10 | Out-File "$out\labels.json"         -Encoding utf8
Get-LabelPolicy              | ConvertTo-Json -Depth 10 | Out-File "$out\label-policies.json" -Encoding utf8
Get-AutoSensitivityLabelPolicy | ConvertTo-Json -Depth 10 | Out-File "$out\autolabel-policies.json" -Encoding utf8
Get-AutoSensitivityLabelRule | ConvertTo-Json -Depth 10 | Out-File "$out\autolabel-rules.json"  -Encoding utf8
Get-DlpCompliancePolicy      | ConvertTo-Json -Depth 10 | Out-File "$out\dlp-policies.json"   -Encoding utf8
Get-DlpComplianceRule        | ConvertTo-Json -Depth 10 | Out-File "$out\dlp-rules.json"      -Encoding utf8
Disconnect-ExchangeOnline -Confirm:$false
# Exchange Online PowerShell: IRM and audit settings.
# GCC High: -ExchangeEnvironmentName O365USGovGCCHigh   DoD: -ExchangeEnvironmentName O365USGovDoD
Connect-ExchangeOnline -UserPrincipalName <admin>@contoso.example
Get-IRMConfiguration   | ConvertTo-Json -Depth 5 | Out-File "$out\irm-configuration.json" -Encoding utf8
Get-AdminAuditLogConfig | Select-Object UnifiedAuditLogIngestionEnabled |
  ConvertTo-Json | Out-File "$out\audit-status.json" -Encoding utf8
Disconnect-ExchangeOnline -Confirm:$false
# AIPService module: the Rights Management service configuration (Chapter 05).
# GCC High and DoD: Connect-AipService -EnvironmentName AzureUSGovernment
Connect-AipService
Get-AipServiceConfiguration | ConvertTo-Json -Depth 5 | Out-File "$out\aipservice-configuration.json" -Encoding utf8
Disconnect-AipService
Get-AipServiceConfiguration returns the protection service’s full configuration, including whether the super user feature is enabled and who the super users are, which can’t be read from a portal.3 Run the export with a read-only role held through PIM (Book 04); for an unattended schedule, use app-only authentication with a certificate as Microsoft documents, and register that application as a workload identity with an owner.6 Commit the folder with a message naming the change ticket.
The export holds tenant configuration, not content, but it names groups, label rights and super users. Keep it in a repository with the same access as the system security plan.
[bookmark: _Toc00000759]Drift detection
Drift is any difference between today’s export and the last approved one that no change ticket explains. Book 13, Chapter 06 runs the comparison and routes the result; Purview gives it these signals to watch first, because each one weakens protection quietly:
	Drift
	Where it shows
	Why it matters

	A DLP or auto-labeling policy back in TestWithNotifications, TestWithoutNotifications or Disable
	dlp-policies.json, autolabel-policies.json (Mode)
	Enforcement silently off

	A label’s encryption rights widened, or EncryptionEnabled turned off
	labels.json
	Content re-protected more loosely as it is next opened

	A label removed from a published policy, or a policy’s scope narrowed
	label-policies.json
	Users can’t apply it; defaults stop applying

	Super user feature enabled or a super user added outside the recovery procedure
	aipservice-configuration.json (SuperUsersEnabled, SuperUsers)
	Standing ability to decrypt everything (Chapter 05)

	Unified audit ingestion off
	audit-status.json
	Every other Purview signal goes dark (Chapter 10)

	A Copilot DLP policy out of Enable, or a label dropped from it
	dlp-policies.json, dlp-rules.json
	Labeled content back in Copilot responses (Chapter 11)


The audit log records changes to these settings as they happen, so a drift run is the backstop, not the first alarm: a change to audit ingestion is itself audited and searchable with Search-UnifiedAuditLog -Operations Set-AdminAuditLogConfig.7 Book 12, Chapter 11 is where a detection for a policy-mode change belongs.
Drift goes to the platform owner to explain or reverse within one business day, and a drift that weakens a control on CUI goes to the authorizing official as a possible significant change, as Book 11, Chapter 10 sets out.
[bookmark: _Toc00000760]Incident response for data events
A data event is a DLP alert, an insider risk alert, a communication compliance match, a mass label removal or decryption, or an unexplained super user decryption. The response ladder and playbooks are Book 12, Chapter 11’s; the detections that start them include FMP-DET-05 (mass label removal or decryption) and FMP-DET-06 (DLP override pattern). Four things are specific to information protection.
· Privacy before triage. Insider risk and communication compliance cases are about people. Who may see user names and content is settled in Chapter 10; the security monitor works pseudonymized cases until the escalation rule there allows otherwise.
· The label is evidence. A DLP alert records the label, the sensitive information types and the policy that matched. Keep the alert export with the incident record; it is what lets an investigator say what left, not only that something did.
· Containment can be a label change. Raising a document’s label to one whose rights exclude the recipient, or revoking access, contains a disclosure of encrypted content after the fact; Chapter 05 and Chapter 06 give what each protection allows.
· A suspected CUI disclosure is reported, not only remediated. The agency’s CUI and incident reporting procedures decide who is told and when; the incident record shows that they were followed. Book 14 carries the reporting controls.
The help desk (Book 15, Chapter 03) is often first to hear of a data event, as “I sent the wrong file” or “I can’t open this attachment.” Its script routes the first to security operations and the second to the label’s owner, and never removes a label or decrypts a file to resolve a ticket.
[bookmark: _Toc00000761]Reassessment and the assessor’s package
Every Book 20 control enters the closure chain in Book 11, Chapter 10 as its own register entry: finding, attack path, owner, dependency, change, pilot, enforcement, test, evidence, residual risk and reassessment. Read Zero Trust Assessment and ScubaGear results on data controls with the normalized taxonomy (Book 11, Chapter 10): a test skipped because the tenant doesn’t hold the license for a Purview feature is a licensing decision, recorded with its compensating control in the decision record, not a failed control; and a feature Learn lists as “in development” or doesn’t list for the agency’s cloud is an environment fact, not a gap the agency can close. Weigh what remains by exploitability and blast radius, not pass rate (Book 11, Chapter 10).
Reassess on the operating cadence, after any change that the drift run flags, and whenever Microsoft changes a feature’s availability in the agency’s cloud. A finding is ready for closure when every applicable control state has evidence in the evidence catalog; the authorizing official or assessor decides.
The assessor’s package for the book is the evidence catalog’s last column, assembled per Book 14, Chapter 11. The control crosswalk the package uses is Book 14, Appendix A, and the book’s own requirements mapping is Appendix A. The package supports the controls it maps to; the organization still sets their parameters, and the assessor decides whether each is satisfied.
[bookmark: _Toc00000762]Implementation checklist
One line per control, from the chapter that owns it. A box is ticked only with the evidence named in the evidence catalog. Pilot, enforcement and rollback follow each chapter’s How section; exceptions go in the one exclusion register.

Book 20 implementation checklist
	#
	Control (chapter)
	Pilot
	Enforcement
	Rollback
	Exception
	Validation

	1
	Label taxonomy and publication (03)
	[ ] Label policy scoped to a pilot group
	[ ] Policy widened to all users in rings
	[ ] Remove the label from the policy or narrow its scope; never delete the label
	[ ] Users outside the policy recorded with reason
	[ ] Labeled sample file and email, with the label in the audit log

	2
	Default labels for files, email, meetings and containers (03)
	[ ] Defaults on for the pilot policy only
	[ ] Defaults on in the production policy
	[ ] Clear the default on the policy
	[ ] Groups exempt from defaults, approved
	[ ] New document, email and meeting carry the default

	3
	Container labels for Teams, groups and sites (04)
	[ ] Container labels on pilot teams and sites
	[ ] Required for new sites; applied to existing CUI sites
	[ ] Relabel the container; label settings unchanged
	[ ] Sites without a label, with owner and date
	[ ] Guest add and unmanaged-device access tested against the label

	4
	Rights Management activation and super user recovery (05)
	[ ] Super user procedure rehearsed in a test tenant
	[ ] Super user feature off by default, enabled only through the PIM-gated procedure
	[ ] Disable the super user feature; remove the super user
	[ ] None standing
	[ ] Quarterly decryption-recovery test passed

	5
	Message encryption and transport rules (06)
	[ ] Rule scoped to a pilot sender group
	[ ] Rule enforced for its scope
	[ ] Disable the transport rule
	[ ] Partner domains excluded, approved
	[ ] Encrypted test message opened by an external test recipient; transport rule hit in the message trace

	6
	Labels in SharePoint and OneDrive, IRM migration, co-authoring (07)
	[ ] Pilot library migrated from IRM
	[ ] Label integration on; IRM libraries retired
	[ ] Per-library return to IRM until fixed
	[ ] Libraries left on IRM, with date
	[ ] Co-authoring an encrypted file; search finds labeled content

	7
	Workload and endpoint DLP (08)
	[ ] Policies in simulation for the pilot
	[ ] Enable, ring by ring
	[ ] Back to TestWithoutNotifications
	[ ] Rule exceptions with expiry
	[ ] Synthetic sensitive content blocked on each surface; alert received

	8
	Auto-labeling and sensitive information types (09)
	[ ] Simulation over pilot sites
	[ ] Enable after false positives resolved
	[ ] Back to simulation; relabel affected items
	[ ] Sites excluded from auto-labeling
	[ ] Simulation precision recorded; sample files labeled as designed

	9
	Audit, insider risk, communication compliance (10)
	[ ] Policies scoped to a pilot, privacy review done
	[ ] Policies on for their scope; audit retention set
	[ ] Pause or narrow the policy
	[ ] Users excluded with the privacy official’s approval
	[ ] Synthetic audit event found by search within the target time

	10
	AI data security (11)
	[ ] DSPM and Copilot DLP in simulation for the pilot
	[ ] Copilot DLP Enable; AI-site DLP enforced
	[ ] Back to TestWithoutNotifications
	[ ] Approved AI sites and label exceptions
	[ ] Labeled file cited but not summarized; AI-site paste blocked

	11
	Operations (this chapter)
	[ ] First baseline export reviewed
	[ ] Drift run scheduled
	Not applicable
	[ ] —
	[ ] First drift run with no unexplained differences



[bookmark: _Toc00000763]RACI
The six roles are used by name in every chapter’s day-two section.
· Policy owner: decides what the data is and how it must be handled: label meaning, who may hold CUI Specified, which AI apps are approved. Typically the CUI program manager, with the senior agency official for privacy for rules about personal data and the records officer for retention.
· Platform owner: the Microsoft 365 and Purview engineering lead, accountable for configuration and its baseline.
· Operator: the administrator who makes the change through change control.
· Security monitor: security operations (Book 12, Chapter 10).
· Help desk: the service desk (Book 15).
· Assessor: the ISSO and the independent assessor (Book 14, Chapter 10).
R is responsible (does the work), A accountable (one per row), C consulted, I informed.

Book 20 RACI
	Activity
	Policy owner
	Platform owner
	Operator
	Security monitor
	Help desk
	Assessor

	Classify data and set handling rules (01)
	A
	C
	I
	C
	I
	C

	Approve the decision record for each control
	A
	R
	I
	C
	I
	C

	Design the label taxonomy and rights (02)
	A
	R
	C
	C
	I
	I

	Publish labels and set defaults (03)
	C
	A
	R
	I
	I
	I

	Apply and govern container labels (04)
	C
	A
	R
	I
	C
	I

	Run super user recovery (05)
	A
	R
	C
	I
	I
	I

	Configure message encryption and transport rules (06)
	C
	A
	R
	I
	C
	I

	Tune and enforce DLP and auto-labeling (08, 09)
	C
	A
	R
	C
	C
	I

	Configure audit retention and routing (10)
	I
	A
	R
	C
	I
	C

	Triage DLP, insider risk and AI alerts
	I
	C
	I
	A/R
	I
	I

	Approve AI apps and Copilot label exclusions (11)
	A
	R
	C
	C
	I
	I

	Answer user questions on labels, encryption and blocks
	I
	C
	I
	I
	A/R
	I

	Approve and review exceptions
	A
	R
	I
	C
	I
	C

	Export the baseline and run drift detection
	I
	A
	R
	I
	I
	I

	Run the quarterly synthetic tests
	I
	A
	R
	C
	I
	C

	Assemble the assessor’s package
	C
	R
	I
	C
	I
	A

	Reassess and decide closure readiness
	C
	R
	I
	C
	I
	A



The assessor is accountable for the package and for the readiness review, not for closure: closure is the authorizing official’s decision, or the assessor’s for an assessment finding. Super user recovery is accountable to the policy owner because every use of it reads content the policy owner governs; the platform owner runs it, and the security monitor is informed of every activation.
[bookmark: _Toc00000764]Operating cadence
	Cadence
	Task
	Owner

	Daily
	Triage DLP, insider risk, communication compliance and AI alerts
	Security monitor

	Weekly
	Review DLP override and false-positive trends; review drift results
	Platform owner

	Monthly
	Baseline export and drift run; data risk assessment review (Chapter 11); metrics refresh
	Platform owner

	Quarterly
	Synthetic tests (DLP block, encrypted mail, audit search, decryption recovery); exception review; approved AI app review
	Platform owner, with the policy owner

	Annually
	Label taxonomy review against the CUI Registry and the agency’s data classes; RACI review; full reassessment
	Policy owner


Book 15, Chapter 12 holds the agency’s day-two runbook; these rows go into it.
[bookmark: _Toc00000765]Evidence catalog
Each control’s evidence, by the five kinds in Book 00, Appendix D plus the reassessment record. Kept is where it lives; Retain is the program’s retention for the evidence, set to outlast at least one authorization cycle, unless the agency’s records schedule sets longer. Audit data itself is retained by Purview’s own rules (below) and exported where the agency needs it longer.

Book 20 evidence catalog
	Control
	Configuration
	Test
	Operational
	Exception
	Reassessment
	Kept / Retain

	Labels and policies (02, 03)
	labels.json, label-policies.json
	Labeled sample file and email
	Label activity in the activity explorer
	Users outside the label policy
	Annual taxonomy review
	Config repository; evidence store / 3 years

	Container labels (04)
	Container label settings in labels.json; site-label report
	Guest add and unmanaged-device test
	Sites created with and without labels
	Unlabeled sites register
	Quarterly site report
	Config repository; evidence store / 3 years

	Rights Management and recovery (05)
	aipservice-configuration.json, irm-configuration.json
	Decryption-recovery test record
	Super user activations, PIM activation history
	None standing
	Quarterly recovery test
	Evidence store / 3 years

	Message encryption (06)
	Transport rule and OME configuration export
	Encrypted message to external test recipient; message trace
	Transport rule hits
	Excluded partner domains
	Quarterly test
	Evidence store / 3 years

	SharePoint and OneDrive (07)
	Tenant label-integration setting; IRM library list
	Co-authoring and search test
	—
	Libraries left on IRM
	At each migration wave
	Evidence store / 3 years

	DLP (08)
	dlp-policies.json, dlp-rules.json
	Synthetic content per surface
	DLP alerts, overrides, activity explorer
	Rule exceptions with expiry
	Weekly tuning record
	Config repository; evidence store / 3 years

	Auto-labeling (09)
	autolabel-policies.json, autolabel-rules.json, custom SIT packages
	Simulation precision record
	Items labeled per period
	Excluded sites
	Each tuning cycle
	Config repository; evidence store / 3 years

	Audit, insider risk, communication compliance (10)
	audit-status.json, audit retention policies, policy exports
	Synthetic event search record
	Alert and case history (pseudonymized)
	Users excluded, privacy approval
	Quarterly test
	Evidence store / 3 years; case records per the privacy official

	AI data security (11)
	Copilot and AI-site DLP exports, DSPM policy list
	Copilot and AI-site test record
	AI activity export, data risk assessments
	Approved AI sites, label exceptions
	Monthly assessment review
	Evidence store / 3 years

	Operations (this chapter)
	Baseline exports
	Drift-run results
	Metrics history
	Exclusion register
	Closure-chain entries
	Config repository / life of the system



Audit retention sets how far back the operational evidence can reach. Audit (Standard) keeps records 180 days. Audit (Premium) keeps Microsoft Entra ID, Exchange, OneDrive and SharePoint records for one year by default for users with an E5-level license and lets audit log retention policies keep records up to one year, or ten years for users who also hold the 10-year retention add-on; audit records from non-user entities are kept for a fixed year.8 Audit (Premium), its one-year and ten-year retention are listed as available in GCC, GCC High and DoD.91011 Where the federal logging requirement asks for longer, the logs go to the agency’s log platform under Book 12, Chapter 04; that is a licensing and architecture decision, recorded as such.
Evidence checklist (for this chapter’s own controls)
· Configuration: the monthly baseline export, committed with the change ticket
· Operational: drift-run results and the metrics history
· Test: the quarterly synthetic test records, with expected and observed outcome, date and tester
· Exception: the exclusion register, each entry with approver and expiry
· Assessor-ready artifact: the evidence catalog rows above, assembled per Book 14, Chapter 11
[bookmark: _Toc00000766]Metrics
The metrics measure whether data is protected and whether the controls work, not whether a setting exists. A policy that is on and catches nothing scores no better than a policy that is off. Each metric has a formula, a source and a cadence; targets are the policy owner’s to set in the decision record, and the program reports the trend.

Book 20 metrics
	#
	Metric
	Formula
	Data source
	Cadence

	M1
	Container label coverage of CUI-bearing sites
	CUI-bearing sites and teams carrying a container label ÷ CUI-bearing sites and teams
	Site inventory from Chapter 01 joined to the SharePoint site-label report
	Monthly

	M2
	Labeled share of sensitive content
	Files with a sensitive information type match that carry a sensitivity label ÷ files with a sensitive information type match
	Content explorer (Chapter 09)
	Monthly

	M3
	Encrypted share of CUI
	Items labeled CUI whose label applies encryption, and which are encrypted ÷ items labeled CUI
	Content explorer by label; label definitions
	Quarterly

	M4
	DLP true-positive rate after tuning
	Alerts confirmed as true positives on triage ÷ alerts triaged, per policy
	DLP alert dispositions (Chapter 08)
	Monthly

	M5
	Override rate
	Policy-tip overrides ÷ DLP matches that offered an override, per policy and per user
	Activity explorer DLP events
	Weekly

	M6
	Mean time to triage
	Mean of (triage time − alert time) for DLP, insider risk and AI alerts
	Alert queue timestamps (Book 12)
	Monthly

	M7
	Decryption-recovery test pass
	Recovery tests that decrypted the test item within the target time ÷ recovery tests run
	Quarterly test records (Chapter 05)
	Quarterly

	M8
	Audit-search success for synthetic events
	Synthetic events found by audit search within the target time ÷ synthetic events generated
	Quarterly test records (Chapter 10)
	Quarterly

	M9
	Encrypted-mail test pass
	External test recipients who opened an encrypted test message ÷ test messages sent
	Quarterly test records (Chapter 06)
	Quarterly

	M10
	Oversharing trend
	Items shared with anyone or the whole organization that contain sensitive data, this assessment ÷ last assessment
	DSPM data risk assessment exports (Chapter 11)
	Monthly

	M11
	Unexplained drift
	Baseline differences with no change ticket
	Drift-run results
	Monthly

	M12
	Expired exceptions
	Exceptions past expiry and not renewed or removed
	Exclusion register
	Monthly



Three cautions in reading them. A rising labeled share (M2) can mean better labeling or a looser sensitive information type; read it with M4. A low override rate (M5) is good only if M4 is high; a policy nobody overrides because it never fires is not working. And a metric that depends on a feature the tenant isn’t licensed for, or that Learn doesn’t list for its cloud, is reported as “not measured: licensing” or “not measured: environment”, not as zero.
Day-two ownership
The platform owner owns the baseline, the drift run, the metrics and the evidence catalog, and reports the metrics monthly to the policy owner and quarterly to the authorizing official. The policy owner reviews the RACI and the cadence each year. The assessor reads the evidence catalog and the closure-chain entries at each reassessment. Drift in this chapter’s own controls looks like a missed monthly export, a metric that stops updating, or an exception register with entries past expiry.
[bookmark: _Toc00000767]Key takeaways
· One dated export of labels, label policies, auto-labeling, DLP, IRM, audit status and the Rights Management configuration is the baseline; drift is any difference no change ticket explains.
· Data events follow Book 12’s response ladder, with privacy rules first, the label as evidence and a label change as a containment option.
· Six roles separate who decides, who builds, who runs, who watches, who answers users and who assesses; the assessor is accountable for the package, and closure stays with the authorizing official or assessor.
· Metrics measure protected coverage and effectiveness: labeled share of sensitive content, container coverage, true-positive and override rates, recovery and audit-search test passes.
· A license or a government-cloud gap is a recorded decision or environment fact, never a failed control.
[bookmark: _Toc00000768]Notes
1. Microsoft Learn, “Get-Label” (Security & Compliance PowerShell; view sensitivity labels), https://learn.microsoft.com/powershell/module/exchangepowershell/get-label (accessed Nov 11, 2026). The companion cmdlets Get-LabelPolicy, Get-AutoSensitivityLabelPolicy, Get-DlpCompliancePolicy and Get-DlpComplianceRule are in the same module reference.
1. Microsoft Learn, “Get-AutoSensitivityLabelRule” (available only in Security & Compliance PowerShell; views auto-labeling policy rules), https://learn.microsoft.com/powershell/module/exchangepowershell/get-autosensitivitylabelrule (accessed Nov 11, 2026).
1. Microsoft Learn, “Get-AipServiceConfiguration” (gets the tenant’s protection service configuration; “You must use PowerShell to see a full list of protection configuration values for your tenant”; output includes SuperUsersEnabled and SuperUsers) and “Connect-AipService” (-EnvironmentName accepts AzureCloud, AzureChinaCloud, AzureUSGovernment), https://learn.microsoft.com/powershell/module/aipservice/get-aipserviceconfiguration and https://learn.microsoft.com/powershell/module/aipservice/connect-aipservice (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Security & Compliance PowerShell,” Step 2 (GCC High and DoD connection values), https://learn.microsoft.com/powershell/exchange/connect-to-scc-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “Connect to Exchange Online PowerShell,” Step 2 (-ExchangeEnvironmentName values O365USGovGCCHigh and O365USGovDoD), https://learn.microsoft.com/powershell/exchange/connect-to-exchange-online-powershell (accessed Nov 11, 2026).
1. Microsoft Learn, “App-only authentication for unattended scripts in Exchange Online PowerShell and Security & Compliance PowerShell,” section “Connection examples,” https://learn.microsoft.com/powershell/exchange/app-only-auth-powershell-v2 (accessed Nov 11, 2026).
1. Microsoft Learn, “Turn auditing on or off,” section “Audit records when auditing status is changed” (Search-UnifiedAuditLog -Operations Set-AdminAuditLogConfig), https://learn.microsoft.com/purview/audit-log-enable-disable (accessed Nov 11, 2026).
1. Microsoft Learn, “Learn about auditing solutions in Microsoft Purview,” sections “Comparison of key capabilities” and “Audit (Premium)” (180-day retention in Audit Standard; one-year default for Entra ID, Exchange, OneDrive and SharePoint records in Audit Premium; up to ten years with the add-on; non-user records retained one year), https://learn.microsoft.com/purview/audit-solutions-overview; and “Manage audit log retention policies” (licensing for longer retention), https://learn.microsoft.com/purview/audit-log-retention-policies (both accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC deployments,” Step 4 (Audit Standard and Audit Premium rows, including log retention of one year and ten years), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions – GCC High deployments,” Step 4 (Audit rows), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-gcc-high-deployments (accessed Nov 11, 2026).
1. Microsoft Learn, “Plan for Microsoft Purview compliance and risk management solutions - DoD deployments,” Step 4 (Audit rows), https://learn.microsoft.com/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/plan-for-microsoft-purview-dod-deployments (accessed Nov 11, 2026).
[bookmark: _Toc00000769]Appendix A — Requirements Mapping: Controls, KSIs and Chapters
A label, a DLP rule and an audit retention policy each contribute evidence to a control; none of them is the control, and the map has to keep the contribution and the judgment apart.
[bookmark: _Toc00000770]In this appendix
The NIST SP 800-53 Rev. 5 controls Book 20 supports, with what each asks, where the book addresses it, which book carries the rest and the evidence an assessor can expect. CISA’s Zero Trust Maturity Model Data pillar, OMB M-22-09’s data actions and the instruments beside them. FedRAMP’s 2026 Key Security Indicators, used as a vocabulary for the evidence. The closure-map rows the book carries. Then the sources.
[bookmark: _Toc00000771]Compliance-enabling, not a compliance claim
This appendix helps an agency reuse Book 20’s design and evidence in its own system security plans and assessment packages. It doesn’t claim that following the book satisfies any requirement or control. Control selection, the organization-defined parameters, implementation statements and assessment belong to the agency and its assessors, and only the assessor or authorizing official decides whether a control is satisfied. Requirement wording is summarized; the cited documents govern. Every source was checked on November 11, 2026.
[bookmark: _Toc00000772]How to read the tables
· Book 20 names the chapters whose procedures produce evidence for the requirement.
· Also carried by names the workbook book that owns the rest of it, so the map doesn’t double-count: a control that Book 20 touches only for Purview usually has its main implementation elsewhere.
· Evidence is what an assessor can expect, drawn from the chapters’ evidence checklists and the evidence catalog.
The book’s conventions (five control states, authority labels, evidence checklist) are in Book 00, Appendix D. A license or cloud feature the tenant lacks is a dependency recorded in a decision record, not a failed control (Book 11, Chapter 10).
[bookmark: _Toc00000773]NIST SP 800-53 Rev. 5 controls
Control titles and what they ask are summarized from the Rev. 5 catalog (release 5.2.0).1

NIST SP 800-53 Rev. 5 controls Book 20 supports
	Control
	What it asks
	Book 20
	Also carried by
	Evidence

	RA-2 Security Categorization
	Categorize the system and its information; document and approve the result
	Ch 01
	Book 14, Appendix F
	Class register with each class’s authority; the FIPS 199 categorization each class lives under

	CM-12 Information Location
	Identify and document where specified information is processed and stored, and the users who have access
	Ch 01, Ch 09
	Book 06 for databases
	Dated content explorer inventory by class and location

	PM-5(1) Inventory of Personally Identifiable Information
	Maintain an inventory of systems, components or programs that process PII
	Ch 01
	Book 14, Chapter 08
	Inventory of PII-bearing classes and locations

	AC-16 Security and Privacy Attributes
	Associate security and privacy attributes with information and keep them with it
	Ch 02, Ch 03, Ch 09
	Book 12, Chapter 09
	Label export; labeled sample; auto-labeling simulation and results

	MP-3 Media Marking
	Mark media with distribution limitations, handling caveats and applicable security markings
	Ch 02, Ch 03
	Book 12, Chapter 09 for the CUI banner
	Label content-marking settings; labeled sample showing the banner

	AC-3 Access Enforcement
	Enforce approved authorizations
	Ch 04, Ch 05, Ch 07
	Book 04
	Container label settings; encryption rights per label; site label report

	AC-4 Information Flow Enforcement
	Enforce approved authorizations for controlling the flow of information within and between systems
	Ch 06, Ch 08
	Book 09 for network flows
	DLP policy export; mail flow rule export; DLP match and override records

	AC-21 Information Sharing
	Help users decide whether a sharing partner’s authorizations match the information’s restrictions
	Ch 04, Ch 06
	Book 03, Chapter 15
	Container sharing settings; default sharing link; external-send policy tips

	AC-5 Separation of Duties
	Identify and document duties to separate and support them with access authorizations
	Ch 05, Ch 10, Ch 12
	Book 04
	Purview role group membership; RACI; super user recovery approvals

	AC-6 Least Privilege
	Allow only the access users and processes need
	Ch 05, Ch 11
	Book 04, Book 17
	Super user feature off at rest; PIM activation records; oversharing assessment results

	SC-8 Transmission Confidentiality and Integrity
	Protect the confidentiality and integrity of transmitted information
	Ch 06
	Book 09
	Encrypted test message and the rule that encrypted it

	SC-12 Cryptographic Key Establishment and Management
	Establish and manage cryptographic keys under defined requirements
	Ch 05
	Book 12, Chapter 09, Book 07
	Tenant key decision; Rights Management configuration export

	SC-13 Cryptographic Protection
	Implement the types of cryptography the organization requires
	Ch 05, Ch 06
	Book 12, Chapter 09
	Encryption settings per label; message encryption configuration

	SC-28 Protection of Information at Rest
	Protect the confidentiality and integrity of information at rest
	Ch 05, Ch 07
	Book 12, Chapter 09, Book 06
	Labels that encrypt; decryption-continuity test

	MP-7 Media Use
	Restrict or prohibit the use of types of media on systems
	Ch 08
	Book 05
	Endpoint DLP removable-media rule; audit of blocked copies

	SI-4 System Monitoring
	Monitor for attacks and unauthorized activity and provide information to defined roles
	Ch 08, Ch 10, Ch 11
	Book 12
	DLP alerts; insider risk alerts; AI activity in activity explorer

	AU-2 Event Logging; AU-12 Audit Record Generation
	Identify the events to log; generate audit records for them
	Ch 10
	Book 12, Chapter 04
	Audit ingestion on; record types in the event list; searchable synthetic events

	AU-6 Audit Record Review, Analysis, and Reporting
	Review and analyze audit records and report findings
	Ch 10, Ch 12
	Book 12
	Review records; routing to the log platform

	AU-11 Audit Record Retention
	Retain audit records for a defined period
	Ch 10
	Book 12, Chapter 02
	Audit retention policy export

	PM-12 Insider Threat Program
	Implement an insider threat program with a cross-discipline team
	Ch 10
	Book 14
	Insider risk charter; policy and role configuration; case handling records

	CM-3 Configuration Change Control
	Review, approve, document and monitor configuration-controlled changes
	Ch 12, and the Enforcement step of every How section
	Book 13
	Change records; dated configuration baseline exports

	CA-7 Continuous Monitoring
	A continuous monitoring strategy with metrics and assessment frequencies
	Ch 12
	Book 12, Chapter 12, Book 13
	The metrics in Chapter 12, at their cadence; drift results

	IR-4 Incident Handling
	Handle incidents through preparation, detection and analysis, containment, eradication and recovery
	Ch 08, Ch 12
	Book 12, Chapter 11, Book 15
	Data-incident runbook; DLP incident records

	AT-2 Literacy Training and Awareness
	Provide security and privacy literacy training
	Ch 03 (help link)
	Book 16
	Training page linked from the label menu; completion records



[bookmark: _Toc00000774]CISA Zero Trust Maturity Model: the Data pillar
The model’s Data pillar has five functions and three cross-cutting capabilities.2
CISA ZTMM v2.0 Data pillar functions and cross-cutting capabilities
	Function
	Book 20
	Also carried by
	Evidence

	Data Inventory Management
	Ch 01, Ch 09
	Book 06
	Content explorer inventory; class register

	Data Categorization
	Ch 01 to Ch 03, Ch 09
	Book 12, Chapter 09
	Labels, defaults and auto-labeling results

	Data Availability
	Ch 05 (decryption continuity)
	Book 14, Chapter 06
	Decryption-continuity test

	Data Access
	Ch 04, Ch 07, Ch 08, Ch 11
	Book 04
	Container settings; DLP; Copilot and AI controls

	Data Encryption
	Ch 05, Ch 06
	Book 12, Chapter 09
	Encrypting labels; message encryption

	Visibility and Analytics (cross-cutting)
	Ch 10, Ch 12
	Book 12
	Audit routing; metrics

	Automation and Orchestration (cross-cutting)
	Ch 09, Ch 12
	Book 13
	Auto-labeling; configuration as code and drift checks

	Governance (cross-cutting)
	Ch 01, Ch 12
	Book 11
	Decision records; RACI; closure-chain entries


[bookmark: _Toc00000775]OMB M-22-09 and the instruments beside it

Federal instruments
	Instrument
	What it asks
	Book 20
	Also carried by
	Evidence

	OMB M-22-09, Data (§III.E)
	Initial automation of data categorization and security responses; audit of access to data in commercial cloud; comprehensive logging3
	Ch 01 to 03, 09 and 10
	Book 11, Appendix A
	Categorization scheme; auto-labeling; audit retention and routing

	32 CFR Part 2002 (CUI)
	Mark and safeguard CUI under the CUI Registry’s categories; CUI Basic at no less than moderate confidentiality4
	Ch 01 to 03
	Book 12, Chapter 09
	Class register; label markings; labeled sample

	OMB M-26-14 (logging, which rescinded M-21-31)
	Event monitoring, threat hunting, investigation and response under the agency’s logging plan5
	Ch 10
	Book 12
	Purview audit sources in the logging plan

	CISA BOD 25-01
	Microsoft 365 tenants configured to the SCuBA baselines’ required policies, with deviations documented6
	Ch 06, Ch 08, Ch 10 (the Purview and Exchange settings the baselines assess)
	Book 11, Chapter 04
	ScubaGear results for the Purview and Exchange baselines; deviation records



[bookmark: _Toc00000776]FedRAMP’s 2026 Key Security Indicators as an evidence vocabulary
FedRAMP’s indicators are written for cloud service providers. As in Book 12, Chapter 09, the program borrows them as a vocabulary for its own evidence; the mapping is the program’s design, not FedRAMP’s.7
FedRAMP 2026 indicators used as an evidence vocabulary (program’s design)
	Indicator
	FedRAMP’s title
	Book 20 evidence

	KSI-SVC-SIN
	Securing Information
	Encrypting labels, message encryption, DLP enforcement records (Ch 05, 06, 08)

	KSI-SVC-ASM
	Automating Secret Management
	Tenant key decision and Rights Management configuration (Ch 05)

	KSI-SVC-RUD
	Removing Unwanted Data
	Spill handling for CUI found where it doesn’t belong (Ch 08, Ch 12)

	KSI-SVC-ACM
	Automating Configuration Management
	Labels, policies and DLP held as code with dated exports (Ch 02, 03, 12)

	KSI-PIY-GIV
	Generating Inventories
	Content explorer inventory (Ch 01)

	KSI-MLA-LET
	Logging Event Types
	Label, DLP, encryption and AI record types in the event list (Ch 10)

	KSI-MLA-OSM
	Operating SIEM Capability
	Purview audit routed to the log platform (Ch 10; Book 12)

	KSI-MLA-RVL
	Reviewing Logs
	Monthly label, DLP override and mismatch reviews (Ch 03, 04, 08)

	KSI-CMT-LMC
	Logging Changes
	Purview configuration changes in the audit log and change records (Ch 12)

	KSI-IAM-JIT
	Authorizing Just-in-Time
	Super user recovery through PIM (Ch 05)

	KSI-IAM-ELP
	Ensuring Least Privilege
	Purview role groups; content explorer viewer roles (Ch 01, Ch 10)

	KSI-INR-RIR
	Reviewing Incident Response Procedures
	Data-incident runbook reviews (Ch 12)

	KSI-CED-RAT
	Reviewing All Training
	Label and encrypted-mail training (Book 16)


[bookmark: _Toc00000777]The closure-map rows Book 20 carries
The Zero Trust Assessment closure update maps finding families to books. Book 20 carries these three, and each is ready for closure when every applicable control state has evidence; the authorizing official or assessor decides (Book 11, Chapter 10).
Closure-map rows carried by Book 20
	Row
	Finding family
	Chapters
	Minimum evidence

	CM-12
	No labels, defaults or containers
	Ch 02, Ch 03, Ch 04
	Policy export (label policies with their settings, container labels) and a labeled sample (file, email and container)

	CM-13
	Rights Management / mail encryption
	Ch 05, Ch 06
	An encrypted test (decryption-continuity and message-encryption tests) and the transport-rule export

	CM-14 (Book 20’s part)
	Audit and visibility gaps
	Ch 10, Ch 12
	Searchable synthetic events: a label applied and removed, and a DLP match, found by audit search and in the log platform


[bookmark: _Toc00000778]Sources
· NIST SP 800-53 Rev. 5, release 5.2.0 OSCAL catalog. https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5
· CISA, Zero Trust Maturity Model, Version 2.0, April 2023. https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
· OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022. https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
· OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, May 22, 2026. https://www.whitehouse.gov/wp-content/uploads/2026/05/M-26-14-Ensuring-Effective-and-Efficient-Agency-Logging-and-Network-Visibility-to-Defend-Against-Evolving-Cyber-Threats.pdf
· CISA BOD 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024. https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services
· 32 CFR Part 2002, Controlled Unclassified Information. https://www.ecfr.gov/current/title-32/subtitle-B/chapter-XX/part-2002
· FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026. https://fedramp.gov/2026/reference/key-security-indicators/
[bookmark: _Toc00000779]Notes
1. National Institute of Standards and Technology, SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, release 5.2.0, OSCAL catalog (controls RA-2, CM-12, PM-5(1), AC-16, MP-3, AC-3, AC-4, AC-21, AC-5, AC-6, SC-8, SC-12, SC-13, SC-28, MP-7, SI-4, AU-2, AU-6, AU-11, AU-12, PM-12, CM-3, CA-7, IR-4, AT-2), https://github.com/usnistgov/oscal-content/tree/main/nist.gov/SP800-53/rev5 (accessed Nov 11, 2026).
1. Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Model, Version 2.0, April 2023, §5.5 (Data) and §5.6 (Cross-Cutting Capabilities), https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf (accessed Nov 11, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.E, https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Nov 11, 2026).
1. 32 CFR Part 2002, Controlled Unclassified Information, §2002.14(g) and §2002.20, as in effect October 1, 2026, https://www.ecfr.gov/api/versioner/v1/full/2026-10-01/title-32.xml?part=2002 (accessed Nov 11, 2026).
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