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Abstract
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[bookmark: _Toc00000697]Building HR-Driven Identity
A developer workbook for the Identity Lifecycle & Provisioning project
[bookmark: _Toc00000698]Status: approved
All eight chapters are written; Chapter 08, the deployment runbook, is the newest and hasn’t been run against a live tenant. This page was approved in the owner’s review of the November 2, 2026 packet, and an approved page that changes goes back on the weekly source watch issue’s list. Chapters 01 to 07 have narrated tours, recorded on November 2, 2026; Chapter 08 has none. Every external claim was checked against Microsoft Learn, a federal source or a workbook chapter on November 1, 2026 (Chapter 08 on November 2, 2026, with a few carried from earlier readings and dated in their notes) and carries a note, and each chapter keeps its verification log in the repository. The code is illustrative. Its tests pass against fixtures, but it has not been run against a production tenant.
The HR-driven identity implementation guide runs the lifecycle that happens to a person after the HR pipeline makes the account exist, as seven gates: one writer for every account state, employees and contractors from their sources, joiners ready on day one, access assigned from HR attributes with a review of what a move leaves behind, PIV and CAC credentials tied to HR events, separations timed, and the record kept true with evidence. It says what to configure and what the ISSO keeps. It doesn’t teach anyone to build the software that holds those settings as reviewed code, reads the logs that prove each gate, and hands the ISSO numbers a reviewer can check.
This workbook is for the developers who build that software. It is code first, and it starts from Microsoft. Each chapter begins with Microsoft Learn’s own procedure for the gate’s feature, and builds only what Learn leaves to you, in the repository’s examples/hr-lifecycle folder, with tests. Each has a lab that runs on a laptop against fixtures with no tenant at all, then a short step in a test tenant with a way to back it out. Each lists the Graph facts the code depends on (endpoints, the least-privileged permission, availability in the US Government clouds, release stage), footnoted to Microsoft Learn with the date the page was read, then the federal requirement the gate proves and what the ISSO keeps, the dangers and a checklist.
Much of the HR lifecycle’s code already exists, and this workbook doesn’t rebuild it. The first developer workbook, Book 19, builds the HR-to-Entra middleware, the Graph client pattern for the government clouds, the validation kit, dynamic rules as code, Lifecycle Workflows custom task extensions and the drift pipeline. Building Privileged Access builds PIM and the reviews of privileged roles. The chapters link to them where a gate needs them, and add only what the gates need that they don’t.
The target estate is Microsoft 365 GCC (Moderate) with commercial Azure. GCC uses the worldwide endpoints: login.microsoftonline.com and graph.microsoft.com. GCC High and DoD have separate hosts.1 Every tool takes an explicit cloud name and has no default.
[bookmark: _Toc00000699]The pieces and how they connect
The pieces of HR-driven identity and where each lives
	Piece
	What it is
	Where

	Implementation guide
	The seven gates: steps, federal requirements and evidence, government-cloud availability, interim paths, Validate and rollback
	HR-Driven Identity: An Implementation Guide

	This workbook
	One chapter per gate: the code the gate needs, labs, verified facts, evidence; and a runbook for test and production
	This page and its eight chapters

	Code
	examples/hr-lifecycle: eight Python tools, configuration as reviewed JSON, the runbook’s deploy/ scripts, fixtures and 80 pytest tests (57 in tests, 23 in deploy/tests); examples/drift-pipeline/python/hr_evidence.py packages its runs
	examples/hr-lifecycle

	Design
	Why HR is the source of authority, the attribute authority map, joiner, mover and leaver, credentials, access, drift and the phase model
	Book 03

	Schedule
	The project’s tasks, decisions and gates
	Identity Lifecycle & Provisioning plan

	Code it builds on
	The middleware, Graph clients, validation kit, dynamic rules, custom task extensions and drift pipeline
	Book 19

	Decks
	One deck series per guide, at the level of its gates: two narrated parts, G1–G3 and G4–G7; each with a deck, a narrated deck and a video
	Presentations

	Training
	A learning path in seven modules built from the guide, these chapters and their labs, with knowledge checks
	Learning path: HR-Driven Identity in Microsoft Entra ID


[bookmark: _Toc00000700]How each chapter is built
	Section
	What it holds

	Goal and audience
	What you will build, and who should read it

	Start with Microsoft’s procedure
	What Learn gives you for the gate’s feature, and what it leaves to you, as a table of gaps pinned by tests

	The code
	What exists in examples/ already, what this chapter adds, and the tests

	Lab 1: fixtures, no tenant
	Commands you can run anywhere, with the output they gave when the chapter was written

	Lab 2: test tenant
	The smallest step a test tenant needs, and how to back it out; not run by the authors

	Verified facts
	Endpoints, least-privileged permissions, US Government availability and release stage, each footnoted

	Federal requirements and evidence
	The gate and requirement the code helps prove, and what the ISSO keeps

	Dangers
	What breaks in production, and the guard the code has for it

	Checklist
	What a reviewer checks before the code ships


Chapter 08 is built differently: it is a runbook, not a gate, so it has no labs. It takes the code from the seven chapters to a live test environment and then to production, every step a command block or an exact admin center path, with its outputs shown from fixture mode and its live results written as expectations.
Design guidance in this workbook is marked as such: it is the program’s position, not a vendor statement. Preview and beta features carry their stage wherever they appear. None of the chapters pins a Microsoft sample under examples/third_party: Learn’s procedures for these features are portal steps and request examples, which the chapters cite and the code follows, rather than runnable samples to keep.
[bookmark: _Toc00000701]Chapters
The outline follows the guide’s gates, in order. Chapter 07 reads the outputs of Chapters 01, 02, 03, 04 and 06. Chapter 08 runs all of them, first against a test tenant and then in production.

	#
	Chapter
	Gate
	Plan tasks
	Starts from
	What you build
	Status

	01
	The writer register as code
	G1 Writers
	I1.2, I1.4
	Learn’s directoryAudits API and audit activity list
	The lifecycle rows of the register as reviewed JSON, a check of its shape (WR-01 to WR-09), a scan of the directory audit log for second writers (WS-01, WS-02 and WS-04) and the saved audit queries
	Written

	02
	Contractor sources and enforced end dates
	G2 Sources
	D-I3, I5.2
	Learn’s API-driven inbound provisioning and bulkUpload
	The earliest end per contractor, an extract examples/hcm-entra turns into SCIM requests, a read-only reconciliation (CR-01 to CR-05) and the sponsor review settings
	Written

	03
	Joiner workflows as code and the Temporary Access Pass bridge
	G3 Joiners
	I2.3, I4.3
	Learn’s Create workflow, createNewVersion and built-in task pages
	Workflows as reviewed v1.0 bodies, a lint (JW-01 to JW-14, with JW-15 in the plan) including the pass’s lifetime, a plan of creates and new versions, and day-one readiness
	Written

	04
	Access from attributes and the mover’s residual review
	G4 Access and movers
	I4.4, I4.5
	Learn’s automatic assignment policy page and Create assignmentPolicies
	Assignment policies as reviewed bodies, a lint (AA-01 to AA-09) with overlap and the memberOf quarantine, a scan of an export, and the mover’s residual review with the transfer-to-review interval
	Written

	05
	Certificate-based authentication checks
	G5 Credentials
	I1.6
	Learn’s CRL page and the PKI and X.509 method APIs
	A CRL measurement, and a check (CB-01 to CB-13) of the trust store, each CRL against the cloud’s limit, the multifactor mapping and the phishing-resistant strength
	Written

	06
	Separation timing from the logs
	G6 Separation
	I4.1, I4.2, I4.6
	Learn’s audit activities, userProcessingResults and the catch-up window
	Separation-to-block and separation-to-revocation per leaver, late separations, uncollected cards, re-enables and failed runs (ST-01 to ST-09)
	Written

	07
	Lifecycle drift, metrics and evidence
	G7 Drift and evidence
	IG5
	Book 19, Chapter 09’s drift pipeline
	The six lifecycle drift classes and six metrics as one run (LD-01 to LD-08), packaged with a hash chain and assembled into a period by hr_evidence.py
	Written

	08
	Deploying to a test tenant, then to production
	G1 to G7
	—
	The guide’s gate order and rollback table; Learn’s pilot and on-demand guidance
	One settings file per environment with no secrets (DS-01 to DS-05), a pre-flight (PF-01 to PF-06), a smoke test with a synthetic joiner, mover and leaver (SM-01 to SM-07), go/no-go criteria, first-week monitoring and a rehearsed rollback (RB-01, RB-02)
	Written; not run against a live tenant



Microsoft Entra ID Governance, which Lifecycle Workflows, entitlement management and access reviews use, is available in GCC, GCC High and DoD.2
[bookmark: _Toc00000702]Narrated chapter tours
Chapters 01 to 07 each have a narrated tour: a deck in Why, What, Who and How order, a self-running edition with captions, and a video. The tours were recorded on November 2, 2026 from the approved chapters, and a tour is re-recorded when its chapter changes. All of them are also on the Watch page.

	#
	Chapter
	Watch
	Length
	Deck
	Narrated deck

	01
	The Writer Register as Code
	▶ Watch · MP4
	11 min
	DW_HR_01_Writer_Register.pptx
	Narrated

	02
	Contractor Sources and Enforced End Dates
	▶ Watch · MP4
	11 min
	DW_HR_02_Contractor_End_Dates.pptx
	Narrated

	03
	Joiner Workflows as Code and the Temporary Access Pass Bridge
	▶ Watch · MP4
	11 min
	DW_HR_03_Joiner_Workflows.pptx
	Narrated

	04
	Access from Attributes and the Mover’s Residual Review
	▶ Watch · MP4
	11 min
	DW_HR_04_Access_From_Attributes.pptx
	Narrated

	05
	Certificate-Based Authentication Checks
	▶ Watch · MP4
	11 min
	DW_HR_05_CBA_Checks.pptx
	Narrated

	06
	Separation Timing from the Logs
	▶ Watch · MP4
	11 min
	DW_HR_06_Separation_Timing.pptx
	Narrated

	07
	Lifecycle Drift, Metrics and Evidence
	▶ Watch · MP4
	11 min
	DW_HR_07_Drift_Metrics_Evidence.pptx
	Narrated



[bookmark: _Toc00000703]Reading paths
· Developers new to the project: the guide’s path on one page, Book 19’s Chapter 01 for the feed, then Chapter 01 here.
· Developers building the lifecycle automation: Chapters 03, 04 and 06, with Book 19’s Chapter 05 for the custom task extensions.
· Credentialing and PKI engineers: Chapter 05, then Chapter 06’s card rules.
· ISSOs and reviewers of the code: each chapter’s federal requirements and checklist, then Chapter 07’s period summary.
· Whoever runs the change: Chapter 08, after every chapter’s labs.
[bookmark: _Toc00000704]Where this workbook sits
This is the developer workbook for the HR-driven identity implementation guide and the Identity Lifecycle & Provisioning project, one of the developer workbooks under Projects in the Federal Modernization Workbook. The design is Book 03; the pipeline that makes the account exist is Building Book 03’s HR Pipeline and Book 19’s Chapter 01. The Graph client pattern every tool follows, one cloud table, a declared call list with its least-privileged permission and no default cloud, is Book 19, Chapter 02. The drift pipeline Chapter 07 extends is Book 19, Chapter 09.
[bookmark: _Toc00000705]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this workbook, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Workbooks HR and ticket-to-machine: fix confirmed crosswalk errors (pre-flight order, test evidence, VK-HR-06 limit, JW rule count, ISC clients) (#409); Apply the open-choice decisions: text, plans, training, reference, register (#416); HR-driven identity and Ticket-to-Machine workbooks: fix inconsistency findings (#449); Approve 116 gated pages (Nov 7); fix RMF map stale-review test (#457); Release 2.0: Draft becomes Baseline (#491)

	1.4
	2026.11.4
	2026-11-05
	Deck and audio links point at edition 2026.11.4

	1.3
	2026.11.3
	2026-11-05
	Review gate: Mike’s approval of the 53 pages in the November 2 review packet (#334)

	1.2
	2026.11.2
	2026-11-02
	HR-Driven Identity labs: exact commands for every step, real output, commands lists (#293); Tours: HR-Driven Identity’s seven chapter tours, and the Privileged Access, Non-Person Identity and Book 19 tours with real kit output (#297); Lab command lists: the cleanup after the last step is labeled “After the steps”, not with the step before it (#300); HR-Driven Identity: federal requirements and KSIs for every scripted step (#304); Building HR-Driven Identity, Chapter 08: deploying to test and production (#308)

	1.1
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.0
	2026.11
	2026-11-01
	Building HR-Driven Identity: a developer workbook with labs (#276); Learning path: HR-Driven Identity in Microsoft Entra ID (#278); Gate-level deck series for HR-Driven Identity and Ticket-to-Machine (sources) (#280)


[bookmark: _Toc00000706]Notes
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (read November 1, 2026; carried from Book 19, Chapter 02).
1. Microsoft Learn, “Microsoft Entra feature availability,” other Microsoft Entra products, https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
[bookmark: _Toc00000707]Chapter 01 — The Writer Register as Code
A rule that reads an attribute hands the decision to whoever can write it. The register names that writer; the audit log says whether anyone else did.
[bookmark: _Toc00000708]In this chapter
The code behind the guide’s Gate 1 and the plan’s tasks I1.2 and I1.4: one recorded writer for every account-state transition and every HR-mastered value, the other write paths removed, and an audit query saved for each protected value. You start with Learn’s directoryAudits API and its list of audit activities, which tell you what the log records and how to read it. Then you use examples/hr-lifecycle for what they leave to you: the register as reviewed JSON, a check of its shape, a scan that tests every protected write against the register, and the saved queries. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000709]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 01 — The Writer Register as Code: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000710]Goal and audience
Goal. By the end of this chapter you can keep the lifecycle rows of the writer register as a reviewed file, prove the file is well formed, and show, from the directory audit log, every write to a protected value that didn’t come from the named writer or its backstop. For each rule you can say whether it is Learn’s contract, Book 03’s design or the program’s own guidance.
Audience. Developers who build the HR lifecycle’s checks, the data architect who owns the register, and the identity engineers who remove the other write paths. You should read Python and JSON. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000711]Why this gate comes first
The guide’s Step 1 names one writer for every state and value, and every later gate leans on it: a late active true from the pipeline undoes a workflow’s disable, and a help desk edit to an organization code moves a person’s access without HR knowing. Book 03 explains why: the pipeline’s active value and Lifecycle Workflows’ enable, disable and delete tasks can both write account state (Book 03, Chapter 04), and whoever can write a slot decides what a rule on it grants (Book 03, Chapter 06). The unauthorized-write drift class reads the audit log for exactly this (Book 03, Chapter 11). This chapter doesn’t restate the design; it makes it checkable.
Which cloud, for this read
The scan reads two Graph collections: GET /auditLogs/directoryAudits and GET /auditLogs/provisioning. Both are listed for the global service, US Government L4 (GCC High) and US Government L5 (DoD).12 GCC uses graph.microsoft.com; GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.3 graph_export.py takes the cloud as an argument and has no default. Entra keeps audit records for 30 days with P1 or P2, so the export has to run on a schedule well inside that window, and the logs should already be leaving Entra for the agency’s store, as the guide’s prerequisites require (Book 03, Chapter 11).
[bookmark: _Toc00000712]Start with Microsoft’s procedure
What Microsoft gives you
Learn’s List directoryAudits page gives the read: GET /auditLogs/directoryAudits, least-privileged permission AuditLog.Read.All for delegated and application access, Reports Reader, Security Reader or Security Administrator for a delegated caller, and $filter with eq, ge, le and startswith.1 Its example shows the record: activityDisplayName, activityDateTime, result, initiatedBy with either an app (with servicePrincipalId) or a user, and targetResources with modifiedProperties. Learn’s audit activity reference names the Core Directory user activities this chapter watches: Add user, Update user, Enable account, Disable account, Delete user and Set user manager.4 List provisioningObjectSummary gives the provisioning log, with AuditLog.Read.All and Directory.Read.All.2
There is no Microsoft sample for this task: Learn gives the API and the activity names, not a test of who may write what. None is pinned.
What it leaves to you
Each row is pinned by a test in tests/test_writers_and_contractors.py or tests/test_core.py.
	Learn gives
	What it leaves to you
	What examples/hr-lifecycle adds
	Test

	Every write, with its initiator
	Which identity may write which value
	config/writer-register.json: one writer and a backstop per row, writers as groups of service principal IDs
	test_the_shipped_register_is_clean, test_register_shape_rules

	One Enable account activity
	Two lifecycle rows (enable at hire, re-enable on cancellation) that must agree on one writer
	WR-07, and a record counted once
	test_rows_for_one_audited_change_must_agree_on_the_writer, test_one_enable_record_counts_once

	Records for every change, successful or not
	The test of each successful protected write against the register
	WS-01 (second writer), WS-02 (backstop acted), WS-04 (forbidden writer)
	test_scan_finds_second_writers_and_the_forbidden_delete

	Update user for any property
	Which property changes are protected
	Rows matched on modifiedProperties; failures, unprotected properties and records outside the window ignored
	test_scan_ignores_failures_unprotected_changes_and_the_window

	$filter operators
	The saved audit query per protected value, for Gate 7
	queries.json, one directoryAudits filter per row
	test_saved_queries_use_the_filters_learn_lists

	A permission per API page
	Least privilege per task, GET only
	config/calls.json, checked against each task’s declaration
	test_every_call_is_a_get_and_every_task_declares_exactly_its_calls

	A response
	Evidence nobody edited
	An output folder with a SHA-256 per file, written once
	test_output_is_written_once_with_a_hash_per_file


The verdict. Use Learn’s API and activity names as they are; build the register and the test of each record against it.
[bookmark: _Toc00000713]The code: what examples/hr-lifecycle adds
What exists already isn’t rebuilt. The feed that sets active and the date carriers is the middleware of Book 19, Chapter 01 in examples/hcm-entra. The values themselves are measured by the validation kit: VK-HR-04 (duplicate employeeId) and VK-HR-07 (fill rate of the key, worker type, manager and coded slots), whose anatomy is Book 19, Chapter 03. Neither says who wrote a value, which is what this chapter adds: config/writer-register.json, python/writer_register.py and the writers-scan task in config/calls.json. The client pattern, one cloud table and a declared call list with no default cloud, is Book 19, Chapter 02.
The register
The file holds the guide’s lifecycle rows. Each row has an id, the audited activity, an optional auditProperty (the modifiedProperties name for an Update user record), one writer, an optional backstop, and, for deletion, a forbidden list. Writers are named groups: inbound-provisioning (the HR app and the contractor-source app, through one middleware), lifecycle-workflows, cms-integration (Gate 5’s binding writer) and the interim ad-sync. The file also records the register’s version, who signed it and when, and the versioned scope filter, as the guide’s Gate 1, step 2 asks.
The auditProperty names (EmployeeHireDate, EmployeeLeaveDateTime, ExtensionAttribute10, ExtensionAttribute11, CertificateUserIds) aren’t documented on Learn. They are the program’s best reading, and Lab 2 confirms them against real records before the scan is trusted (verification log, row 9).
The checks
	Rule
	Severity
	What it flags
	Source

	WR-01
	Finding
	A row with no single writer (a list or nothing), or a row twice
	Book 03, Chapter 06: one writer per value

	WR-02
	Finding
	A writer or backstop not defined under writers
	Design guidance

	WR-03
	Warn
	A writer with no identities, so its writes can’t be attributed
	Design guidance

	WR-04
	Finding
	A required account-state transition with no row
	The guide’s Step 1 table

	WR-05
	Finding
	Deletion written by inbound provisioning
	The guide: delete through the post-separation workflow, never /bulkUpload

	WR-06
	Finding
	A backstop that is the writer itself
	Design guidance

	WR-07
	Finding
	Rows for the same audited change that name different writers
	Design guidance

	WR-08
	Warn
	The register isn’t recorded as signed
	The guide: the ISSO keeps the signed register

	WR-09
	Warn
	The scope filter has no version
	The guide’s Gate 1, step 2

	WS-01
	Finding
	A protected write by an identity that is neither writer nor backstop
	Book 03, Chapter 11: unauthorized write

	WS-02
	Warn
	A protected write by the backstop
	Design guidance: the writer should have acted first

	WS-04
	Finding
	A write by a writer the row forbids
	The guide’s Step 1 table


The scan reads only successful records inside the window, takes the first app.servicePrincipalId or user.id as the initiator, and matches an activity-only row (enable, disable, delete, manager) once per record, so an enable isn’t counted against both the hire and the cancellation rows.
The writers-scan task needs two permissions, each the least-privileged for its call:
	Call
	Least-privileged permission
	Delegated role

	GET /auditLogs/directoryAudits
	AuditLog.Read.All1
	Reports Reader, Security Reader or Security Administrator

	GET /auditLogs/provisioning
	AuditLog.Read.All and Directory.Read.All2
	Reports Reader, Security Reader, Global Reader and others Learn lists


What the scan doesn’t see
The Entra audit log records writes made in Entra ID. For synced users, the slots are mastered in Active Directory, and AD writes are seen only by AD change auditing; the register names the provisioning agent’s gMSA as ad-sync and the guide’s interim path reviews the OU ACLs every quarter. This scan doesn’t read AD. Design guidance.
The tests
This chapter’s tests are the nine Chapter 01 tests in tests/test_writers_and_contractors.py, with the ten shared tests in tests/test_core.py (the call list, the cloud table, the output folder and the GET-only export). All 57 tests in the kit pass under Python 3.10 or later, with no package, tenant or network.
[bookmark: _Toc00000714]Illustrative code
The commands below run the example against fictional audit records shaped like Learn’s example. They show what the code does, not that a tenant writes the same property names. Review the code and the register, and run Lab 2 in a test tenant, before the scan is trusted as evidence.
[bookmark: _Toc00000715]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: List what the scan reads, and with what permission
python python/graph_export.py --task writers-scan --list

# Step 2: Check the register
python python/writer_register.py check --register config/writer-register.json

# Step 3: Scan October's audit records
python python/writer_register.py scan --register config/writer-register.json --audit tests/fixtures/ch01/directory-audits.json \
    --since 2026-10-01 --until 2026-10-31 --cloud gcc --out out/ch01

# Step 4: Read the findings
python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch01/findings.json'))]"

# Step 5: Read one saved query
python -c "import json; print(json.load(open('out/ch01/queries.json'))[2])"

# Step 6: Run the tests
python -m pytest tests -q

# After the steps
rm -rf out
1. List what the scan reads, and with what permission:
· python python/graph_export.py --task writers-scan --list
· Task writers-scan: AuditLog.Read.All, Directory.Read.All
  GET /auditLogs/directoryAudits  [AuditLog.Read.All]
  GET /auditLogs/provisioning  [AuditLog.Read.All, Directory.Read.All]
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Check the register:
· python python/writer_register.py check --register config/writer-register.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Register: 0 Finding, 0 Warn, 0 Info, exit code 0.
1. Scan October’s audit records:
· python python/writer_register.py scan --register config/writer-register.json --audit tests/fixtures/ch01/directory-audits.json \
    --since 2026-10-01 --until 2026-10-31 --cloud gcc --out out/ch01
· Protected writes: 11 (writer 5, backstop 1, second writer 4, forbidden 1)
Writers: 5 Finding, 1 Warn, 0 Info
Written to out/ch01 (manifest.json lists every file's SHA-256)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2. The folder holds findings.json, writes.json (every protected write with its verdict) and queries.json.
1. Read the findings:
· python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch01/findings.json'))]"
· WS-01 Finding casey.ng@contoso.example | disabled-at-separation written by pat.helpdesk@contoso.example, not by inbound-provisioning
WS-01 Finding morgan.lee@contoso.example | employeeLeaveDateTime written by sam.exchange@contoso.example, not by inbound-provisioning
WS-01 Finding drew.park@contoso.example | manager written by pat.helpdesk@contoso.example, not by inbound-provisioning
WS-01 Finding quinn.ross@contoso.example | orgCode written by OrgCode fix-up script, not by inbound-provisioning
WS-04 Finding blake.ito@contoso.example | deleted-at-disposition written by inbound-provisioning, which the register forbids
WS-02 Warn jordan.diaz@contoso.example | enabled-at-hire written by the backstop (lifecycle-workflows); confirm the writer (inbound-provisioning) acted or was late
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Three records in the fixture aren’t counted: a help desk Update user that changed only the department and job title (not protected in this register), a failed disable, and a November disable outside the window.
1. Read one saved query:
· python -c "import json; print(json.load(open('out/ch01/queries.json'))[2])"
· {'allowed': ['inbound-provisioning', 'lifecycle-workflows'], 'graphFilter': "activityDateTime ge 2026-10-01T00:00:00Z and activityDateTime le 2026-10-31T23:59:59Z and activityDisplayName eq 'Disable account'", 'matchProperty': None, 'row': 'disabled-at-separation'}
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 passed. Delete out when you’re done:
rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/01-7.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000716]Lab 2: test tenant
Not run by the authors. Use a test tenant in the worldwide or GCC cloud, never production. Work in examples/hr-lifecycle. You’ll replace: <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <row-id> and <audit-property-name> (a register row whose auditProperty doesn’t match the tenant’s records, and the name the records use), and <hr-provisioning-sp-id>, <contractor-provisioning-sp-id> and <lifecycle-workflows-sp-id> (the provisioning apps’ and Lifecycle Workflows’ service principal IDs, read from the records in step 5).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 3: Export the window
export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task writers-scan --cloud gcc --param since=2026-11-01T00:00:00Z --param until=2026-11-02T00:00:00Z --out exports/ch01

# Step 4: Confirm the property names
python -c "import json; [print(r['activityDateTime'], r['activityDisplayName'], t.get('userPrincipalName'), [p['displayName'] for p in t.get('modifiedProperties') or []]) for r in json.load(open('exports/ch01/directory-audits.json'))['value'] for t in r['targetResources']]"

# Step 4: Confirm the property names
cp config/writer-register.json my-register.json
python -c "import json; p='my-register.json'; d=json.load(open(p)); next(r for r in d['rows'] if r['id'] == '<row-id>')['auditProperty'] = '<audit-property-name>'; json.dump(d, open(p, 'w'), indent=2)"

# Step 5: Put the test tenant's identities in your register copy
python -c "import json; apps = {r['initiatedBy']['app']['servicePrincipalId']: r['initiatedBy']['app'].get('displayName') for r in json.load(open('exports/ch01/directory-audits.json'))['value'] if r['initiatedBy'].get('app')}; [print(k, v) for k, v in apps.items()]"

# Step 5: Put the test tenant's identities in your register copy
python -c "import json; p='my-register.json'; d=json.load(open(p)); d['writers']['inbound-provisioning']['servicePrincipalIds'] = ['<hr-provisioning-sp-id>', '<contractor-provisioning-sp-id>']; d['writers']['lifecycle-workflows']['servicePrincipalIds'] = ['<lifecycle-workflows-sp-id>']; json.dump(d, open(p, 'w'), indent=2)"
python python/writer_register.py scan --register my-register.json --audit exports/ch01/directory-audits.json --since 2026-11-01 --until 2026-11-02 --cloud gcc --out out/ch01-test

# Step 6: Back it out
rm -rf exports/ch01 out/ch01-test
1. Register the reader app with a certificate, and grant AuditLog.Read.All and Directory.Read.All as application permissions with admin consent, and nothing else.
1. Make a known write. In the admin center, as a test administrator, change a test user’s employee hire date and disable another test user. Wait for both records to appear in the audit log.
1. Export the window, with a token for graph.microsoft.com in HRLC_GRAPH_TOKEN:
· export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task writers-scan --cloud gcc --param since=2026-11-01T00:00:00Z --param until=2026-11-02T00:00:00Z --out exports/ch01
1. Confirm the property names. Print each record’s time, activity, target and modifiedProperties display names:
· python -c "import json; [print(r['activityDateTime'], r['activityDisplayName'], t.get('userPrincipalName'), [p['displayName'] for p in t.get('modifiedProperties') or []]) for r in json.load(open('exports/ch01/directory-audits.json'))['value'] for t in r['targetResources']]"
· Find the hire-date change and read its modifiedProperties displayName. If it isn’t EmployeeHireDate, correct auditProperty in your copy of the register by a reviewed change. Do the same for the other protected values (every row with an auditProperty) before relying on the scan. The first command makes your copy; the second sets one row’s auditProperty, so run it once for each row whose name differs:
· cp config/writer-register.json my-register.json
python -c "import json; p='my-register.json'; d=json.load(open(p)); next(r for r in d['rows'] if r['id'] == '<row-id>')['auditProperty'] = '<audit-property-name>'; json.dump(d, open(p, 'w'), indent=2)"
1. Put the test tenant’s identities in your register copy. Print every app that initiated a record, with its service principal ID:
· python -c "import json; apps = {r['initiatedBy']['app']['servicePrincipalId']: r['initiatedBy']['app'].get('displayName') for r in json.load(open('exports/ch01/directory-audits.json'))['value'] if r['initiatedBy'].get('app')}; [print(k, v) for k, v in apps.items()]"
· Write the provisioning apps’ and Lifecycle Workflows’ IDs into the copy (list one provisioning ID if the tenant has one provisioning app), then scan:
· python -c "import json; p='my-register.json'; d=json.load(open(p)); d['writers']['inbound-provisioning']['servicePrincipalIds'] = ['<hr-provisioning-sp-id>', '<contractor-provisioning-sp-id>']; d['writers']['lifecycle-workflows']['servicePrincipalIds'] = ['<lifecycle-workflows-sp-id>']; json.dump(d, open(p, 'w'), indent=2)"
python python/writer_register.py scan --register my-register.json --audit exports/ch01/directory-audits.json --since 2026-11-01 --until 2026-11-02 --cloud gcc --out out/ch01-test
· Both admin center changes should appear as WS-01.
1. Back it out. Restore the test users’ values, remove the two permissions, and delete the reader app and its certificate. Then delete the export and the scan:
· rm -rf exports/ch01 out/ch01-test
[bookmark: _Toc00000717]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	List directoryAudits
	GET /auditLogs/directoryAudits; AuditLog.Read.All (delegated and application); $filter with eq, ge, le, startswith
	L4 and L5
	v1.0
	1

	Record shape
	activityDisplayName, activityDateTime, result, initiatedBy.app.servicePrincipalId or initiatedBy.user.id, targetResources[].modifiedProperties
	—
	v1.0
	1

	User activities
	Add user, Update user, Enable account, Disable account, Delete user, Set user manager (Core Directory, UserManagement)
	—
	—
	4

	List provisioningObjectSummary
	GET /auditLogs/provisioning; AuditLog.Read.All and Directory.Read.All
	L4 and L5
	v1.0
	2

	Graph hosts
	GCC graph.microsoft.com; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	3

	Audit retention
	30 days with P1 or P2; not retroactive
	—
	—
	Book 03, Chapter 11

	Directory synchronization
	Available in Azure Government; commercial service in GCC
	Available
	GA
	5



Places Learn’s pages say nothing, recorded so a later edit doesn’t loosen the code:
· Property names in modifiedProperties. Learn’s example shows the shape but doesn’t list the display name each user property gets. The register’s names are confirmed in Lab 2.
· The initiator for Lifecycle Workflows and provisioning. Learn doesn’t document the service principal each service writes as. The register takes them from the tenant’s own records, never from a published list.
[bookmark: _Toc00000718]Federal requirements and evidence
This chapter helps prove the guide’s Gate 1; its requirements table is the source, and the federal framework crosswalk lists every federal source.
	Requirement
	KSI
	What this code gives
	What the ISSO keeps

	NIST SP 800-53 AC-2 and IA-4, Moderate
	KSI-IAM-ELP, KSI-IAM-JIT
	The register’s rows, version, signature and scope filter, checked by WR-01 to WR-09
	The signed register file and the check output

	AU-6, for writes outside the named writer
	KSI-MLA-RVL
	The scan’s findings and writes.json for the window
	The scan’s output folder with its manifest, the saved queries.json, and the AD auditing settings, which this code doesn’t read


Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	graph_export.py --task writers-scan --list
	AC-6, least privilege: GET calls only, each with its least-privileged permission
	KSI-IAM-ELP
	The printed list, and config/calls.json as reviewed

	Lab 1, step 2
	writer_register.py check on config/writer-register.json
	AC-2 and IA-4; CM-3 for each reviewed change to the register
	KSI-IAM-ELP, KSI-IAM-JIT; KSI-CMT-LMC
	Register: 0 Finding, 0 Warn, 0 Info and exit code 0, filed with the signed register

	Lab 1, steps 3 and 4
	writer_register.py scan, writing findings.json
	AU-6; AC-2 for writes by an unnamed writer
	KSI-MLA-RVL; KSI-IAM-SUS
	out/ch01/findings.json: each WS-01, WS-02 and WS-04 row

	Lab 1, step 3
	writes.json
	AU-6
	KSI-MLA-RVL
	Every protected write in the window, with its verdict

	Lab 1, steps 3 and 5
	queries.json
	AU-6; AU-2 for the events the queries read
	KSI-MLA-RVL, KSI-MLA-LET
	One directoryAudits filter per register row, which Gate 7 runs again

	Lab 1, step 3
	manifest.json
	AU-9, protection of audit information; SI-7, information integrity
	KSI-MLA-OSM; KSI-SVC-VRI
	A SHA-256 per file; the tool refuses to write into a folder that already holds one

	Lab 1, step 6
	python -m pytest tests -q
	CM-3(2), test and validate changes (design guidance)
	KSI-CMT-VTD
	57 passed, kept with the change that edited the code or the register

	Lab 1, clean-up
	rm -rf out
	None: fixture output isn’t evidence
	—
	—

	Lab 2, step 3
	graph_export.py --task writers-scan --cloud gcc, writing directory-audits.json, provisioning-logs.json and export.json
	AU-2 and AU-12 for the records read; AC-6 for GET only
	KSI-MLA-LET; KSI-IAM-ELP
	exports/ch01/export.json: the task, the cloud, and each call’s URL and record count

	Lab 2, step 4
	Print each record’s properties; copy the register and correct an auditProperty
	CM-3, a reviewed change to the register
	KSI-CMT-LMC
	The pull request that changed auditProperty, with the record that showed the name

	Lab 2, step 5
	List the initiating apps; write their IDs into the copy; scan into out/ch01-test
	AU-6; AC-2
	KSI-MLA-RVL; KSI-IAM-SUS
	out/ch01-test/findings.json with both admin center changes as WS-01, and its manifest.json

	Lab 2, step 6
	Remove the permissions and the reader app; rm -rf exports/ch01 out/ch01-test
	AC-6: no reader permissions left after the test
	KSI-IAM-ELP
	The app’s deletion in the directory audit log



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;6 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AC-6, AU-2, AU-9, AU-12, CM-3, CM-3(2), SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
The privacy basis for the feed is the privacy office’s determination; no code produces it.
[bookmark: _Toc00000719]Dangers
	Danger
	What happens
	The guard

	Two writers of account state
	A late active true undoes a workflow’s disable
	One writer per row (WR-01), agreement across rows (WR-07), WS-02 when the backstop acts

	A property name that doesn’t match
	The scan reports no writes for that value, and silence looks clean
	Lab 2 confirms each auditProperty before the scan is evidence

	Logs expire before the scan runs
	Entra keeps 30 days; nothing before can be recovered
	Scheduled export; logs routed to the agency’s store from day one

	AD writes for synced users
	The Entra log doesn’t see them
	ad-sync named as the interim writer; AD change auditing and quarterly OU ACL reviews

	Deletion by the provisioning app
	An object disposed of before devices and evidence are handled
	WR-05 in the register, WS-04 in the log

	Names in the evidence
	Findings name users and administrators
	The output folder is evidence under access control; delete lab copies


[bookmark: _Toc00000720]Checklist
· config/writer-register.json matches the signed register’s lifecycle rows, and check reports nothing.
· Every writer group lists the tenant’s real service principal IDs, read from audit records.
· Every auditProperty was confirmed against a real record in a test tenant.
· The reader app holds exactly AuditLog.Read.All and Directory.Read.All.
· The scan runs on a schedule inside the 30-day retention, and its output goes to the evidence store.
· Every WS-01 and WS-04 has an owner and closes by removing the write path, not by editing the value.
· AD change auditing covers the slots and altSecurityIdentities for every population still synced.
[bookmark: _Toc00000721]Notes
1. Microsoft Learn, “List directoryAudits,” permissions, HTTP request, query parameters and examples, https://learn.microsoft.com/graph/api/directoryaudit-list?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “List provisioningObjectSummary,” permissions, https://learn.microsoft.com/graph/api/provisioningobjectsummary-list?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (read November 1, 2026; carried from Book 19, Chapter 02).
1. Microsoft Learn, “Microsoft Entra audit log categories and activities,” Core Directory, https://learn.microsoft.com/entra/identity/monitoring-health/reference-audit-activities (read November 1, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000722]Chapter 02 — Contractor Sources and Enforced End Dates
A contractor’s end date in a spreadsheet nobody updates keeps access alive. The end date the code computes, from every fact that can end an engagement, doesn’t.
[bookmark: _Toc00000723]In this chapter
The code behind the guide’s Gate 2 and the plan’s decision D-I3 and task I5.2: contractors from a named source, an enforced earliest end, the contractor leaver shipped first, and sponsors recertified with remove-on-no-response. You start with Learn’s API-driven inbound provisioning contract (bulkUpload) and the review settings of an access package assignment policy. Then you use examples/hr-lifecycle for what they leave to you: the earliest end per contractor, an extract that examples/hcm-entra turns into SCIM requests, a read-only reconciliation, and the review settings as code. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000724]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 02 — Contractor Sources and Enforced End Dates: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000725]Goal and audience
Goal. By the end of this chapter you can turn a contractor register into records the HR middleware sends, each carrying its earliest end as the leave date and an inactive status once that date has passed; refuse a record with no end or no sponsor; show every contractor account, card and record that disagree; and produce the sponsor review’s settings for review. For each rule you can say whether it is Learn’s contract, Book 03’s design or the program’s own guidance.
Audience. Developers who build the contractor source’s integration, the owner of the contractor register, and the identity engineers who run the provisioning app. You should read Python, CSV and JSON. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000726]Why contractors need their own code
Contractors aren’t in Federal HR 2.0’s scope, so they come from an agency-owned register mapped into the same canonical record (Book 03, Chapter 06), as the contractor evaluation recommends. The guide’s Step 2 ships the contractor leaver first: the middleware computes the earliest end and sends the leave date and active false itself (Appendix A, Contractor leavers). This chapter is that computation, and the checks around it. The decision of which source to use is the governance body’s (D-I3); the code works with whichever register is named.
Which cloud, for these reads and writes
The records reach Entra ID through the contractor source’s own API-driven provisioning app, through the same middleware as employees. Learn’s feature availability page lists API-driven inbound provisioning, and provisioning agent registration for a US Government tenant, as available in Azure Government, and access reviews as available; GCC uses the commercial service.1 The Perform bulkUpload page itself carries no national cloud table (verification log, row 6). The middleware’s endpoint check accepts only graph.microsoft.com, graph.microsoft.us and dod-graph.microsoft.us (Book 19, Chapter 01). The reconciliation reads GET /users from the cloud you name; graph_export.py has no default.
[bookmark: _Toc00000727]Start with Microsoft’s procedure
What Microsoft gives you
Learn’s Perform bulkUpload page is the contract: POST /servicePrincipals/{servicePrincipalId}/synchronization/jobs/{jobId}/bulkUpload with Content-Type: application/scim+json, at most 50 user operations per request and a rate limit of 40 requests per second. The provisioning service matches on the attributes the job maps (externalId in the examples) to create, update, enable or disable the account, resolves manager.value as the manager’s externalId, and disables the user when a record sends active false. A successful call returns 202 Accepted with a Location header that points to the provisioning logs. The least-privileged application permission is SynchronizationData-User.Upload.OwnedBy; SynchronizationData-User.Upload is the higher one and the only delegated one, for a User Administrator.2
For recertification, the reviewSettings of an access package assignment policy carry isEnabled, primaryReviewers, fallbackReviewers, schedule and expirationBehavior, whose values are keepAccess, removeAccess and acceptAccessRecommendation.3 Learn’s procedure for a review of an access package offers monthly, quarterly, bi-annual and annual frequencies, Manager as reviewer with a fallback, and the no-response choices no change, remove access or take recommendations.4
What it leaves to you
Each row is pinned by a test in tests/test_writers_and_contractors.py.
	Learn gives
	What it leaves to you
	What examples/hr-lifecycle adds
	Test

	active false disables the account
	When a contractor’s engagement has ended
	The earliest end: contract end, earlier completion date, suitability withdrawn, card terminated, revoked or expired, sponsor gone past the grace period, sponsor recertification due
	test_earliest_end_takes_the_first_condition, test_an_expired_card_ends_the_engagement

	Any record it’s sent
	Refusing a contractor with no end or no sponsor
	Quarantine: CS-01, CS-02
	test_no_end_date_or_no_sponsor_is_quarantined

	A SCIM bulk request schema
	Mapping the register into the canonical record
	Rows in the examples/hcm-entra extract layout: worker type C, the sponsor as manager, organization from the sponsor, the earliest end as the termination date
	test_extract_matches_the_hcm_entra_layout_and_marks_past_ends_inactive

	Provisioning results per record
	A reconciliation before anything changes
	CR-01 to CR-05 across the register, the card system and the directory
	test_reconcile_finds_every_class

	Review settings as properties
	The settings the guide asks for, as a reviewed body
	Bi-annual, the manager as reviewer, a named fallback, remove access on no response
	test_review_settings_remove_access_when_no_one_responds

	—
	One record per person
	A register with a key twice is refused
	test_duplicate_person_keys_are_refused


The verdict. Don’t write a second SCIM client. The middleware in examples/hcm-entra already validates, batches, paces and records provenance; this chapter feeds it the contractor population with dates it computed.
[bookmark: _Toc00000728]The code: what examples/hr-lifecycle adds
What exists already isn’t rebuilt. examples/hcm-entra builds and sends the SCIM bulk requests, with its own validation, quarantine and provenance manifest (Book 19, Chapter 01); its mapping already treats worker type C as a contractor with code CTR. The validation kit reports enabled member users with no employeeId (VK-HR-01) and the worker type fill rate (VK-HR-07). This chapter adds python/contractor_source.py, config/contractor-rules.json and the contractor-reconcile task.
The earliest end
extract computes, for each register row, every end condition that applies and takes the first. The conditions and their order are Book 03’s (Appendix A, Contractor leavers); the sponsor’s grace period and the 180-day recertification cycle in config/contractor-rules.json are design guidance the agency sets. The kit’s sample grace period is 30 days, where Book 03’s example is 14; its 180-day cycle matches. A record whose end is on or before the run date goes out INACTIVE, so the provisioning service disables the account; every record carries its end as the termination date, so the leaver workflow (Chapter 03) fires on that day.
	Rule
	Severity
	What it flags
	Source

	CS-01
	Finding
	No contract end date; quarantined
	The guide: an enforced earliest end

	CS-02
	Finding
	Sponsor not in the HR export; quarantined, no manager
	The evaluation’s mapping: the sponsor as manager

	CS-03
	Warn
	Sponsor separated; access ends after the grace period unless a new sponsor is recorded
	Appendix A

	CS-04
	Info
	An engagement ending within 14 days
	Design guidance

	CR-01
	Finding
	An enabled account past its earliest end
	Appendix A

	CR-02
	Finding
	An enabled contractor account with no register record (orphan)
	Book 03, Chapter 11

	CR-03
	Finding
	An active card for a person the register doesn’t hold
	Book 03, Chapter 11: contractor credential drift

	CR-04
	Warn
	An active register record with no account
	Design guidance

	CR-05
	Finding
	employeeLeaveDateTime that isn’t the earliest end
	Design guidance: the leaver fires on the wrong day


The reconciliation is read only, joined on the enterprise person key in employeeId, as the guide’s step 2 asks before anything changes. Its one Graph call:
	Call
	Least-privileged permission
	Note

	GET /users filtered to employeeType eq 'Contractor', with employeeLeaveDateTime
	User.Read.All and User-LifeCycleInfo.Read.All
	Carried from the validation kit’s VK-HR-05 notes; the filter needs ConsistencyLevel: eventual and $count


The sponsor review
review writes assignment-policy-review.json: the reviewSettings block for the contractor package’s assignment policy, bi-annual (absoluteMonthly, interval 6), the requestor’s manager as primary reviewer, a named fallback reviewer and removeAccess on no response, so a missed recertification ends access as the earliest-end rule says. Learn documents the requestorManager subject set for approval stages; its use as a reviewer in reviewSettings isn’t shown on Learn, and Lab 2 confirms it (verification log, row 10). The code sends nothing. Learn’s cmdlet for updating a policy in v1.0 is Set-MgEntitlementManagementAssignmentPolicy, which takes the whole policy as its body, with EntitlementManagement.ReadWrite.All;5 merge the block into the policy you read back and send that. The output’s own _target note names the same cmdlet.
The tests
This chapter’s tests are the seven Chapter 02 tests in tests/test_writers_and_contractors.py, with the shared tests in tests/test_core.py. All 57 tests in the kit pass, with no package, tenant or network.
[bookmark: _Toc00000729]Illustrative code
The commands below run the example against a fictional register, card export and directory. They show what the code does, not that a tenant’s provisioning job maps the same attributes. Review the code and the rules, and run Lab 2 in a test tenant, before contractor records reach production.
[bookmark: _Toc00000730]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: List the reconciliation's read and permissions
python python/graph_export.py --task contractor-reconcile --list

# Step 2: Compute the earliest ends and write the extract
python python/contractor_source.py extract --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv \
    --sponsors tests/fixtures/ch02/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 --out out/ch02/extract

# Step 3: Read the decisions
python -c "import json; [print(d['PersonKey'], d['Action'], d['EarliestEnd'], d['Reason']) for d in json.load(open('out/ch02/extract/decisions.json'))]"

# Step 4: Build the SCIM requests with the middleware
python ../hcm-entra/python/hcm_to_scim.py --extract out/ch02/extract/contractors-extract.csv --as-of 2026-11-01 --out out/ch02/scim

# Step 5: Reconcile the register, the cards and the directory
python python/contractor_source.py reconcile --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv \
    --sponsors tests/fixtures/ch02/hr-sponsors.csv --accounts tests/fixtures/ch02/contractor-users.json --rules config/contractor-rules.json \
    --as-of 2026-11-01 --cloud gcc --out out/ch02/reconcile
python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch02/reconcile/findings.json'))]"

# Step 6: Write the sponsor review settings
python python/contractor_source.py review --rules config/contractor-rules.json --out out/ch02/review

# Step 7: Run the tests
python -m pytest tests -q

# After the steps
rm -rf out
1. List the reconciliation’s read and permissions:
· python python/graph_export.py --task contractor-reconcile --list
· Task contractor-reconcile: User-LifeCycleInfo.Read.All, User.Read.All
  GET /users  [User-LifeCycleInfo.Read.All, User.Read.All]
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Compute the earliest ends and write the extract:
· python python/contractor_source.py extract --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv \
    --sponsors tests/fixtures/ch02/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 --out out/ch02/extract
· Contractors: 9 records: 3 active, 4 inactive (past their earliest end), 2 quarantined
Source: 2 Finding, 1 Warn, 1 Info
Extract written to out/ch02/extract/contractors-extract.csv; build the SCIM requests with examples/hcm-entra/python/hcm_to_scim.py
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2, because the run has a Finding or a Warn; see the exit codes in the kit’s README.
1. Read the decisions:
· python -c "import json; [print(d['PersonKey'], d['Action'], d['EarliestEnd'], d['Reason']) for d in json.load(open('out/ch02/extract/decisions.json'))]"
· 900001 active 2027-01-11 contract end
900002 inactive 2026-10-15 completion date
900003 inactive 2026-10-20 suitability withdrawn
900004 inactive 2026-10-30 sponsor gone past the grace period
900005 inactive 2026-10-25 sponsor recertification due
900006 active 2026-11-10 contract end
900007 quarantine  no contract end
900008 quarantine 2027-03-31 contract end
900009 active 2027-03-01 sponsor recertification due
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· 900007 has no contract end (CS-01); 900008’s sponsor isn’t in the HR export (CS-02). 900004’s sponsor separated on September 30, so the 30-day grace period ends October 30 (CS-03). 900005’s card expired October 28, but its sponsor recertification was due October 25, which comes first.
1. Build the SCIM requests with the middleware:
· python ../hcm-entra/python/hcm_to_scim.py --extract out/ch02/extract/contractors-extract.csv --as-of 2026-11-01 --out out/ch02/scim
· {"counts": {"ready": 7}, "batches": 1, "disables": 4, "held": false, "hold_reason": ""}
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Seven records in one batch, four of them disables. out/ch02/scim/bulk-request-001.json sends 900002, 900003, 900004 and 900005 with active false. Nothing is sent: the middleware’s dry run is its default.
1. Reconcile the register, the cards and the directory:
· python python/contractor_source.py reconcile --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv \
    --sponsors tests/fixtures/ch02/hr-sponsors.csv --accounts tests/fixtures/ch02/contractor-users.json --rules config/contractor-rules.json \
    --as-of 2026-11-01 --cloud gcc --out out/ch02/reconcile
python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch02/reconcile/findings.json'))]"
· Reconciliation: 7 Finding, 1 Warn, 0 Info
Written to out/ch02/reconcile (manifest.json lists every file's SHA-256)
CR-01 Finding bailey.ortiz@contoso.example | enabled past its earliest end 2026-10-15 (completion date)
CR-01 Finding cameron.wu@contoso.example | enabled past its earliest end 2026-10-20 (suitability withdrawn)
CR-01 Finding devon.hale@contoso.example | enabled past its earliest end 2026-10-30 (sponsor gone past the grace period)
CR-01 Finding ellis.ward@contoso.example | enabled past its earliest end 2026-10-25 (sponsor recertification due)
CR-02 Finding temp.vendor@contoso.example | enabled contractor account with no register record (orphan)
CR-03 Finding 900011 | active card for a person the contractor source doesn't hold (contractor credential drift)
CR-05 Finding finley.moss@contoso.example | employeeLeaveDateTime 2026-12-10 isn't the earliest end 2026-11-10; the leaver workflow fires on the wrong day
CR-04 Warn indy.shah@contoso.example | active register record with no account
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The four CR-01 accounts are the four disables in step 4: once the requests are sent, the next reconciliation shows none, which is the guide’s evidence for the gate.
1. Write the sponsor review settings:
· python python/contractor_source.py review --rules config/contractor-rules.json --out out/ch02/review
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Review settings written to out/ch02/review/assignment-policy-review.json for review; nothing was sent. The block has expirationBehavior removeAccess, the requestor’s manager at level 1 as primary reviewer, and an absoluteMonthly recurrence with interval 6.
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 passed. Delete out when you’re done:
rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/02-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000731]Lab 2: test tenant
Not run by the authors. Use a test tenant in the worldwide or GCC cloud, never production. Work in examples/hr-lifecycle. You’ll need my-register.csv, my-cards.csv and my-sponsors.csv: your test contractors, their cards and their sponsors, in the layout of the files in tests/fixtures/ch02. You’ll replace: <today> (today’s date, yyyy-mm-dd), <provisioning-api-endpoint> (the Provisioning API Endpoint on the contractor provisioning app’s overview page), <scim-token> (a bearer token for graph.microsoft.com issued to the middleware’s identity), <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <tenant-id> (the test tenant’s ID) and <policy-id> (the ID of the test contractor package’s assignment policy).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
In a POSIX shell (Git Bash on Windows):
# Step 2: Send two test contractors
python python/contractor_source.py extract --register my-register.csv --cards my-cards.csv --sponsors my-sponsors.csv --rules config/contractor-rules.json --as-of <today> --out out/ch02-test-extract
cp ../hcm-entra/config/settings.example.json ../hcm-entra/config/settings.json
python -c "import json; p='../hcm-entra/config/settings.json'; d=json.load(open(p)); d['endpoint'] = '<provisioning-api-endpoint>'; json.dump(d, open(p, 'w'), indent=2)"
export HCM_ENTRA_BEARER_TOKEN='<scim-token>'
python ../hcm-entra/python/hcm_to_scim.py --extract out/ch02-test-extract/contractors-extract.csv --settings ../hcm-entra/config/settings.json --as-of <today> --out out/ch02-test-scim --apply
python -c "import json; [print(r['batch'], r['status'], r['provisioning_logs']) for r in json.load(open('out/ch02-test-scim/apply-results.json'))]"

# Step 3: Reconcile against the tenant
export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task contractor-reconcile --cloud gcc --out exports/ch02
python python/contractor_source.py reconcile --register my-register.csv --cards my-cards.csv --sponsors my-sponsors.csv \
    --accounts exports/ch02/contractor-users.json --rules config/contractor-rules.json --as-of <today> --cloud gcc --out out/ch02-test
In PowerShell 7:
# Step 4: Apply the review settings to a test contractor package
python python/contractor_source.py review --rules config/contractor-rules.json --out out/ch02-test-review
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes EntitlementManagement.ReadWrite.All
$uri = 'https://graph.microsoft.com/v1.0/identityGovernance/entitlementManagement/assignmentPolicies/<policy-id>'
$before = Invoke-MgGraphRequest -Method GET -Uri $uri
$before.Remove('@odata.context')
$before | ConvertTo-Json -Depth 20 | Set-Content policy-before.json
$body = Get-Content policy-before.json -Raw | ConvertFrom-Json -AsHashtable
$body['reviewSettings'] = (Get-Content out/ch02-test-review/assignment-policy-review.json -Raw | ConvertFrom-Json -AsHashtable)['reviewSettings']
$body | ConvertTo-Json -Depth 20 | Set-Content policy-new.json

# Step 4: Apply the review settings to a test contractor package
Set-MgEntitlementManagementAssignmentPolicy -AccessPackageAssignmentPolicyId <policy-id> -BodyParameter (Get-Content policy-new.json -Raw | ConvertFrom-Json -AsHashtable)
(Invoke-MgGraphRequest -Method GET -Uri $uri).reviewSettings.primaryReviewers | ConvertTo-Json -Depth 5

# Step 4: Apply the review settings to a test contractor package
Invoke-MgGraphRequest -Method GET -Uri $uri | ConvertTo-Json -Depth 20 | Set-Content policy-portal.json

# Step 5: Back it out
Set-MgEntitlementManagementAssignmentPolicy -AccessPackageAssignmentPolicyId <policy-id> -BodyParameter (Get-Content policy-before.json -Raw | ConvertFrom-Json -AsHashtable)
In a POSIX shell (Git Bash on Windows):
# Step 5: Back it out
rm -rf exports/ch02 out/ch02-test out/ch02-test-extract out/ch02-test-scim out/ch02-test-review policy-before.json policy-new.json policy-portal.json
1. Set up the contractor provisioning app as Learn’s API-driven inbound provisioning procedure describes, with the attribute mappings examples/hcm-entra documents, and grant the middleware’s identity SynchronizationData-User.Upload.OwnedBy on that app only.2
1. Send two test contractors through the middleware’s apply path, as Book 19, Chapter 01’s Lab 2 describes: one active, one past its end. The commands write the extract from your files, put the endpoint in the middleware’s settings, send the batch, and print each batch’s status and the Location header it returned:
· python python/contractor_source.py extract --register my-register.csv --cards my-cards.csv --sponsors my-sponsors.csv --rules config/contractor-rules.json --as-of <today> --out out/ch02-test-extract
cp ../hcm-entra/config/settings.example.json ../hcm-entra/config/settings.json
python -c "import json; p='../hcm-entra/config/settings.json'; d=json.load(open(p)); d['endpoint'] = '<provisioning-api-endpoint>'; json.dump(d, open(p, 'w'), indent=2)"
export HCM_ENTRA_BEARER_TOKEN='<scim-token>'
python ../hcm-entra/python/hcm_to_scim.py --extract out/ch02-test-extract/contractors-extract.csv --settings ../hcm-entra/config/settings.json --as-of <today> --out out/ch02-test-scim --apply
python -c "import json; [print(r['batch'], r['status'], r['provisioning_logs']) for r in json.load(open('out/ch02-test-scim/apply-results.json'))]"
· Read the provisioning log entry each Location header points to, and confirm the second account is disabled and both carry the leave date.
1. Reconcile against the tenant, with a token for graph.microsoft.com in HRLC_GRAPH_TOKEN for an app holding User.Read.All and User-LifeCycleInfo.Read.All:
· export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task contractor-reconcile --cloud gcc --out exports/ch02
python python/contractor_source.py reconcile --register my-register.csv --cards my-cards.csv --sponsors my-sponsors.csv \
    --accounts exports/ch02/contractor-users.json --rules config/contractor-rules.json --as-of <today> --cloud gcc --out out/ch02-test
· There should be no CR-01 for the account step 2 disabled.
1. Apply the review settings to a test contractor package. In PowerShell 7 with Graph PowerShell, the commands write the review settings, read the policy back into policy-before.json (your read-back), and write policy-new.json: the read-back with reviewSettings from assignment-policy-review.json merged in:
· python python/contractor_source.py review --rules config/contractor-rules.json --out out/ch02-test-review
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes EntitlementManagement.ReadWrite.All
$uri = 'https://graph.microsoft.com/v1.0/identityGovernance/entitlementManagement/assignmentPolicies/<policy-id>'
$before = Invoke-MgGraphRequest -Method GET -Uri $uri
$before.Remove('@odata.context')
$before | ConvertTo-Json -Depth 20 | Set-Content policy-before.json
$body = Get-Content policy-before.json -Raw | ConvertFrom-Json -AsHashtable
$body['reviewSettings'] = (Get-Content out/ch02-test-review/assignment-policy-review.json -Raw | ConvertFrom-Json -AsHashtable)['reviewSettings']
$body | ConvertTo-Json -Depth 20 | Set-Content policy-new.json
· Review policy-new.json, then send it with Set-MgEntitlementManagementAssignmentPolicy,5 and read the primary reviewers back:
· Set-MgEntitlementManagementAssignmentPolicy -AccessPackageAssignmentPolicyId <policy-id> -BodyParameter (Get-Content policy-new.json -Raw | ConvertFrom-Json -AsHashtable)
(Invoke-MgGraphRequest -Method GET -Uri $uri).reviewSettings.primaryReviewers | ConvertTo-Json -Depth 5
· Confirm the reviewer is the manager. If the service refuses requestorManager as a reviewer, set Manager as reviewer in the admin center as Learn’s procedure shows,4 export the policy, and record the subject set it uses:
· Invoke-MgGraphRequest -Method GET -Uri $uri | ConvertTo-Json -Depth 20 | Set-Content policy-portal.json
1. Back it out. Restore the policy’s previous reviewSettings from your read-back:
· Set-MgEntitlementManagementAssignmentPolicy -AccessPackageAssignmentPolicyId <policy-id> -BodyParameter (Get-Content policy-before.json -Raw | ConvertFrom-Json -AsHashtable)
· Pause the provisioning job (a paused job keeps its state), delete the test contractors, and remove the permissions. Then delete exports/ch02 and out/ch02-test, with the lab’s other output folders and policy files:
· rm -rf exports/ch02 out/ch02-test out/ch02-test-extract out/ch02-test-scim out/ch02-test-review policy-before.json policy-new.json policy-portal.json
[bookmark: _Toc00000732]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Perform bulkUpload
	POST /servicePrincipals/{id}/synchronization/jobs/{jobId}/bulkUpload; application/scim+json; 50 operations per request; 40 requests per second; 202 Accepted with a Location header to the provisioning logs
	No national cloud table on the page; API-driven inbound provisioning listed as available in Azure Government
	v1.0
	2 1

	bulkUpload permissions
	Application: SynchronizationData-User.Upload.OwnedBy (least), SynchronizationData-User.Upload; delegated: SynchronizationData-User.Upload, for a User Administrator
	—
	v1.0
	2

	Matching and state
	Matching attributes per the job’s mapping; active false disables; manager.value is the manager’s externalId
	—
	v1.0
	2

	Review settings
	isEnabled, primaryReviewers, fallbackReviewers, schedule, expirationBehavior (keepAccess, removeAccess, acceptAccessRecommendation)
	Access reviews available in Azure Government
	v1.0
	3 1

	Access review of a package (procedure)
	Monthly, quarterly, bi-annual or annual; Manager as reviewer with a fallback; no response: no change, remove access or take recommendations
	—
	GA
	4

	requestorManager
	A subject set for a requestor’s manager, managerLevel 1 or 2, documented for approval stages
	—
	v1.0
	6

	Update an assignment policy
	Set-MgEntitlementManagementAssignmentPolicy, EntitlementManagement.ReadWrite.All
	—
	v1.0
	5

	List users with leave date
	User.Read.All with User-LifeCycleInfo.Read.All
	—
	v1.0
	Carried from the validation kit’s VK-HR-05



Places Learn’s pages differ or say nothing:
· requestorManager as a reviewer. Learn documents it for approvals, and the portal offers Manager as a reviewer, but no v1.0 page shows the subject set in reviewSettings. Lab 2 confirms it.
· bulkUpload in the national clouds. The API page has no table; the feature availability page lists API-driven inbound provisioning in Azure Government. The program reads that as the API being available there.
[bookmark: _Toc00000733]Federal requirements and evidence
This chapter helps prove the guide’s Gate 2; its requirements table is the source, and the federal framework crosswalk lists every federal source.
	Requirement
	KSI
	What this code gives
	What the ISSO keeps

	NIST SP 800-53 AC-2 and PS-7, Moderate
	KSI-IAM-JIT (AC-2); KSI-SCR-MON (PS-7)
	The decisions with each earliest end and its reason; the read-only reconciliation, run before the contractor leaver ships and again after, with zero CR-01
	Both reconciliation output folders with their manifests; end-date-to-block intervals from Chapter 06

	IA-4(4)
	KSI-IAM-AAM, KSI-IAM-ELP, KSI-IAM-JIT
	Worker type C on every record, mapped to CTR by the middleware
	The extract and the middleware’s provenance manifest

	OMB M-22-09 and M-19-17
	None: not SP 800-53 controls
	The register as one named source per fact
	The authority-per-fact table, signed by the governance body (not produced by code)

	Privacy Act basis for each contractor record flow
	None
	—
	The privacy office’s determination for the register and the card system

	SA-9, external system services: FedRAMP use of the HR platform’s cloud service, which runs on Oracle Cloud Infrastructure
	KSI-SCR-MIT, KSI-SCR-MON (reported by the provider)
	—
	The FedRAMP authorization the agency relies on for the HR platform, as the guide’s Gate 2 table says


Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	graph_export.py --task contractor-reconcile --list
	AC-6, least privilege: GET calls only
	KSI-IAM-ELP
	The printed list, and config/calls.json as reviewed

	Lab 1, step 2
	contractor_source.py extract, writing contractors-extract.csv
	PS-7; IA-4(4) for worker type C
	KSI-SCR-MON; KSI-IAM-AAM
	out/ch02/extract/contractors-extract.csv, hashed in the folder’s manifest.json

	Lab 1, steps 2 and 3
	decisions.json
	AC-2 and PS-7: each earliest end and its reason
	KSI-IAM-JIT; KSI-SCR-MON
	Each PersonKey with its Action, EarliestEnd and Reason, as step 3 prints them

	Lab 1, step 2
	findings.json (CS-01 to CS-04)
	AC-2
	KSI-IAM-JIT
	The quarantined records and their owners

	Lab 1, steps 2, 5 and 6
	manifest.json in each output folder
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	A SHA-256 per file, written once

	Lab 1, step 4
	hcm_to_scim.py, writing bulk-request-001.json, validation-report.json, quarantine.json and provenance.json
	IA-4(4): C mapped to CTR
	KSI-IAM-AAM, KSI-IAM-ELP, KSI-IAM-JIT
	out/ch02/scim/provenance.json and validation-report.json

	Lab 1, step 5
	contractor_source.py reconcile, writing decisions.json and findings.json (CR-01 to CR-05)
	AC-2 account review; PS-7
	KSI-IAM-JIT; KSI-SCR-MON
	out/ch02/reconcile/findings.json, with zero CR-01 after the leaver ships

	Lab 1, step 6
	contractor_source.py review, writing assignment-policy-review.json
	AC-2 account review: the sponsor recertifies, and no response removes access
	KSI-IAM-JIT
	out/ch02/review/assignment-policy-review.json, matched against the policy in the tenant

	Lab 1, step 7
	python -m pytest tests -q
	CM-3(2) (design guidance)
	KSI-CMT-VTD
	57 passed, kept with the change

	Lab 1, clean-up
	rm -rf out
	None: fixture output isn’t evidence
	—
	—

	Lab 2, step 2
	extract from your files; set the endpoint; hcm_to_scim.py --apply, writing apply-results.json
	AC-2(1), automated account management; PS-7
	KSI-IAM-JIT; KSI-SCR-MON
	out/ch02-test-scim/apply-results.json: each batch’s status and provisioning log link

	Lab 2, step 3
	graph_export.py --task contractor-reconcile, writing contractor-users.json and export.json; reconcile into out/ch02-test
	AC-2 account review; PS-7; AC-6 for GET only
	KSI-IAM-JIT; KSI-SCR-MON; KSI-IAM-ELP
	out/ch02-test/findings.json and its manifest.json; exports/ch02/export.json

	Lab 2, step 4
	review; read the policy into policy-before.json; write policy-new.json; Set-MgEntitlementManagementAssignmentPolicy; read back into policy-portal.json
	AC-2 account review; CM-3 for the change
	KSI-IAM-JIT; KSI-CMT-LMC
	policy-before.json, policy-new.json, the reviewers read back, and the directory audit record of the update

	Lab 2, step 5
	Restore policy-before.json; rm -rf the lab files
	CM-3: the change backed out
	KSI-CMT-LMC
	The directory audit record of the restore



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;7 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AC-2(1), AC-6, AU-9, CM-3, CM-3(2), SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
[bookmark: _Toc00000734]Dangers
	Danger
	What happens
	The guard

	A trusted spreadsheet end date
	Access outlives the engagement
	The earliest end from every condition; CR-01

	An open-ended contractor
	No leaver ever fires
	CS-01 quarantines the record

	A sponsor who left
	Nobody is accountable for the contractor
	CS-03, and the end after the grace period

	A missed recertification
	Access stays because no one answered
	removeAccess on no response, and the recertification date as an end condition

	A leave date in the directory that drifted
	The leaver workflow fires on the wrong day
	CR-05

	A card for someone the source doesn’t hold
	A credential works for a person nobody sponsors
	CR-03, and Chapter 07’s contractor credential drift

	A second SCIM client
	Two writers, two sets of validation
	The extract goes through examples/hcm-entra; the register names one writer (Chapter 01)


[bookmark: _Toc00000735]Checklist
· The contractor source is named (D-I3), and its owner signed the authority table.
· config/contractor-rules.json holds the agency’s grace period and recertification cycle.
· The extract runs on the same schedule as the middleware, and quarantined records have an owner.
· The reconciliation ran before the contractor leaver shipped, and again after, with zero CR-01.
· The contractor package’s policy has the review settings, with a named fallback reviewer, confirmed by read-back.
· The middleware’s identity holds SynchronizationData-User.Upload.OwnedBy on the contractor app only.
· The privacy office’s determination covers the register and the card system flows.
[bookmark: _Toc00000736]Notes
1. Microsoft Learn, “Microsoft Entra feature availability,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Perform bulkUpload,” permissions, HTTP request, response and examples, https://learn.microsoft.com/graph/api/synchronization-synchronizationjob-post-bulkupload?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “accessPackageAssignmentReviewSettings resource type,” https://learn.microsoft.com/graph/api/resources/accesspackageassignmentreviewsettings?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Create an access review of an access package in entitlement management,” https://learn.microsoft.com/entra/id-governance/entitlement-management-access-reviews-create (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Set-MgEntitlementManagementAssignmentPolicy,” permissions and example, https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/set-mgentitlementmanagementassignmentpolicy?view=graph-powershell-1.0 (read November 1, 2026).
1. Microsoft Learn, “requestorManager resource type,” https://learn.microsoft.com/graph/api/resources/requestormanager?view=graph-rest-1.0 (read November 1, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000737]Chapter 03 — Joiner Workflows as Code and the Temporary Access Pass Bridge
A workflow edited in the portal is a change nobody reviewed. A workflow kept as a file is one a reviewer can read, a test can lint, and a plan can turn into exactly one new version.
[bookmark: _Toc00000738]In this chapter
The code behind the guide’s Gate 3, “pre-hire and day-one workflows run with limits; day-one readiness measured.” You start with Learn’s procedure for creating a lifecycle workflow through Microsoft Graph: the v1.0 request body, the createNewVersion action, the built-in task table and the rule properties a scope may use. Then you use examples/hr-lifecycle for what Learn leaves to you: the workflows as reviewed files, a lint of fourteen rules (JW-13 is retired; JW-15 runs in plan) including the Temporary Access Pass’s lifetime, a plan that says which files become a new workflow and which a new version, and the day-one readiness rate. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000739]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 03 — Joiner Workflows as Code and the Temporary Access Pass Bridge: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000740]Goal and audience
Goal. By the end of this chapter you can keep every joiner, mover and leaver workflow as a file a reviewer approves, catch the mistakes Learn’s limits and the program’s guardrails forbid before anything reaches the tenant, produce the exact request that creates a workflow or its next version, and report the share of new hires who were ready at the start of day one. For each rule you can say whether it is Learn’s limit, Learn’s recommendation, or the program’s own design.
Audience. Developers who build the project’s lifecycle automation, identity engineers who own the workflows, and the reviewers who approve them. You should read Python and JSON. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000741]Why this gate needs code
The guide’s Step 3 asks for few workflows scoped by code, a pass that bridges to the card, baseline access by package, execution limits on every scheduled workflow and a measured readiness rate. Book 03, Chapter 08 explains why: its guardrails at agency scale and its triggers and schedule. Each of those is a property of a workflow definition, and Learn makes a definition change a new version rather than an in-place update.12 That is what makes code the right home for them: the file is the version, and the plan is the diff.
Which cloud, for these reads and writes
The tools read Microsoft Graph: graph.microsoft.com for GCC, graph.microsoft.us for GCC High and dod-graph.microsoft.us for DoD, chosen by --cloud with no default. Learn marks Create workflow, createNewVersion and the user processing results as available in US Government L4 and L5.345 Lifecycle Workflows and entitlement management are available in Azure Government, and GCC uses the commercial service.6 Learn’s Azure Government table has no row for Temporary Access Pass, so its availability in GCC High wasn’t confirmed; the guide records the same gap (What couldn’t be verified).
[bookmark: _Toc00000742]Start with Microsoft’s procedure
What Microsoft gives you
Learn’s Create workflow page gives the v1.0 request: POST /identityGovernance/lifecycleWorkflows/workflows with a category, a display name, isEnabled, isSchedulingEnabled, executionConditions (a ruleBasedSubjectSet scope and a trigger) and the tasks; it allows up to 100 workflows in a tenant and names Lifecycle Workflows Administrator as the least privileged role.3 workflow: createNewVersion posts a changed definition to /workflows/{workflowId}/createNewVersion.4 The time-based trigger takes employeeHireDate, employeeLeaveDateTime or createdDateTime and an offset from -180 to 180 days;7 the attribute-change trigger takes a list of trigger attributes.8 The scope’s rule may use only the user properties Learn lists, with eq, ne, in and startsWith, including employeeType and the on-premises extension attributes 1 to 15.9
Learn’s Lifecycle Workflow built-in tasks table gives each task’s definition ID. The Generate Temporary Access Pass and send via email to user’s manager task uses the hire date as the pass’s start time, takes a lifetime from 10 to 43,200 minutes and a one-time-use flag, needs the manager and the manager’s mail, needs the tenant’s pass policy enabled, and works only for a user with no other authentication methods, sign-ins or Microsoft Entra role assignments.10 Learn recommends a 24-hour maximum lifetime for a pass sent to a new hire.11 Learn’s execution limits page sets tenant-wide or per-workflow limits that quarantine a scheduled run, and says an updated workflow limit “isn’t currently reflected in the API.”12
What it leaves to you
Learn gives one request at a time, written by hand. It doesn’t keep the definitions anywhere a reviewer approves them, check a definition against its own limits before the request, decide create versus new version, or measure what the workflows achieved. Each row is pinned by a test in tests/test_joiners_and_access.py.
	Learn, as published
	Why it matters
	What examples/hr-lifecycle adds
	Test

	One example body per request
	A body pasted into a request is never reviewed or kept
	One file per workflow in config/workflows, the v1.0 body plus a _program block the code strips
	test_the_body_never_carries_program_fields

	A scope rule can use any listed property
	A rule on a department name drops users when the organization is renamed
	JW-02 warns on a rule with no coded attribute or one that reads a display value; JW-12 refuses a property Learn doesn’t list
	test_the_bad_workflows_raise_each_rule

	Offset -180 to 180; trigger attributes by category
	A joiner triggered on the leave date runs on the wrong people
	JW-03 and JW-04
	test_the_bad_workflows_raise_each_rule

	The pass’s lifetime, 10 to 43,200 minutes; 24 hours recommended
	A three-day pass outlives the bridge it is for
	JW-05: outside the range is a Finding, over 24 hours or reusable a Warn; both of Learn’s argument names accepted
	test_tap_lifetime_accepts_both_of_learns_argument_names

	25 tasks per workflow; task IDs in a table
	A typo in a task ID fails only at the request
	JW-06 and JW-10
	test_unknown_task_and_too_many_tasks

	100 workflows on the create page; 50 on the licensing page
	The two ceilings disagree
	JW-07 holds the budget to 50 and refuses more than 100
	test_the_ceilings

	Execution limits set in the admin center, not in the API
	A scheduled workflow with no limit runs a mass mistake to the end
	JW-08 needs the limit recorded in _program
	test_the_bad_workflows_raise_each_rule

	A body for a new workflow, a separate action for a version
	Recreating a workflow loses its history
	plan compares each file with the tenant’s export: create, new version or none; JW-15 warns on a workflow no file defines
	test_plan_creates_versions_and_leaves_alone

	—
	A plan from a file with findings carries the mistake into the tenant
	plan refuses to run while the files have a Finding
	test_plan_refuses_files_with_lint_findings

	Run history per user
	Nobody counts who was ready on day one
	readiness: the readiness rate and what each unready hire lacked
	test_readiness_counts_only_todays_hires_and_names_what_is_missing


The verdict. Keep Learn’s request bodies exactly as Learn shapes them, and send them with Learn’s cmdlets. Add the file, the lint and the plan in front of the request, and the readiness measure after it.
[bookmark: _Toc00000743]The code: what examples/hr-lifecycle adds
Much of the joiner’s code exists. The HR feed that sends the account early and disabled is Book 19, Chapter 01. Custom task extensions, and the check that a leaver blocks before its custom task, are Book 19, Chapter 05 (examples/lifecycle-extensions). The validation kit’s VK-HR-05 reports users whose hire date passed with no processing record, and VK-HR-06 reads whether execution limits are set and counts workflows against a ceiling (the validation kit’s README). This chapter adds python/joiner_workflows.py, its six workflow files and its fixtures, and links to those for the rest.
The workflow files
config/workflows holds six files: a pre-hire workflow that sends the pass seven days before day one, a day-one workflow that requests the onboarding package, a mover on the organization code,13 a leaver, a post-separation delete 30 days after the leave date,14 and a contractor leaver. All of them scope on employeeType and the worker type code in extensionAttribute11, never on a name. The day-one workflow doesn’t enable the account: in this program the pipeline’s active value is the writer at hire, as the register in Chapter 01 records. Each file’s _program block holds its version, its owner and its execution limit (Design guidance: a little above a normal week’s volume).
The lint
	Rule
	Severity
	What it flags
	Source

	JW-01
	Finding
	A category other than joiner, leaver or mover
	Learn3

	JW-02
	Warn
	A scope with no coded attribute, or one that reads a display value such as department
	Design guidance, from Book 03, Chapter 08

	JW-03
	Finding
	An offset outside -180 to 180 days
	Learn7

	JW-04
	Finding
	A trigger attribute that doesn’t fit the category, or an attribute-change trigger on a workflow that isn’t a mover
	Learn7; Design guidance

	JW-05
	Finding; Warn
	The pass’s lifetime missing or outside 10 to 43,200 minutes (Finding); over 24 hours, or not one-time use (Warn)
	Learn1011; Design guidance for one-time use

	JW-06
	Finding
	More than 25 tasks
	Learn15

	JW-07
	Finding
	More workflows than the budget (50), or than Learn’s 100
	Learn316

	JW-08
	Finding
	A scheduled workflow with no execution limit recorded
	Design guidance; Learn says the limit isn’t in the API12

	JW-09
	Finding
	A joiner that adds the user to groups directly
	Design guidance, from Book 04, Chapter 09

	JW-10
	Finding
	A task definition ID not in Learn’s table
	Learn10

	JW-11
	Finding
	Delete and disable in the same leaver workflow
	Design guidance, from Book 03, Chapter 08

	JW-12
	Finding
	A scope property Learn doesn’t list
	Learn9

	JW-14
	Finding
	Two files with the same display name
	Design guidance

	JW-15
	Warn
	(plan) A workflow in the tenant that no file defines
	Design guidance


The plan
plan lints the folder and refuses to go on if any file has a Finding. It then matches each file to the tenant’s export by display name and compares the parts a definition owns: category, description, the enabled and scheduling flags, the execution conditions and each task’s definition ID, arguments and flags. A file with no match becomes the body for POST /identityGovernance/lifecycleWorkflows/workflows; a changed one becomes {"workflow": ...} for createNewVersion; an unchanged one is left alone. It writes plan.json, one body per change and a manifest with a SHA-256 per file, and sends nothing. The read needs only LifecycleWorkflows-Workflow.Read.All (task joiner-plan in config/calls.json).
Day-one readiness
readiness counts the hires whose hire date is the day of --as-of, and calls a hire ready when the account exists and is enabled, holds a license, has the onboarding package delivered and has a completed pre-hire run. It reads the hires from HR and three exports: the users with their hire date and licenses, the pre-hire workflow’s user processing results,17 and the onboarding package’s assignments. Run it on an export taken at the start of the day, because it measures state, not timestamps. The reads are task joiner-readiness:
	Call
	Least-privileged permission
	Delegated role

	List users, with employeeHireDate and assignedLicenses
	User.Read.All, with User-LifeCycleInfo.Read.All for the hire date
	—

	List userProcessingResults of the pre-hire workflow
	LifecycleWorkflows-Reports.Read.All5
	Global Reader or Lifecycle Workflows Administrator

	List access package assignments, filtered by package
	EntitlementManagement.Read.All18
	—


The tests
This chapter’s tests are the nine in the Chapter 03 block of tests/test_joiners_and_access.py: the shipped files lint clean, the bad files raise each rule, both argument names, the task limits, the two ceilings, the stripped body, the plan, the refusal and readiness. The kit’s 57 tests pass under Python 3.10 or later with no package, tenant or network.
[bookmark: _Toc00000744]Illustrative code
The commands below run against the repository’s workflow files and fictional exports. They show what the code does, not that a tenant returns the same shapes. Review the files and the plan, and run Lab 2 in a test tenant, before a body reaches production.
[bookmark: _Toc00000745]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: List the reads and their permissions
python python/graph_export.py --task joiner-plan --list
python python/graph_export.py --task joiner-readiness --list

# Step 2: Lint the program's workflows
python python/joiner_workflows.py lint config/workflows --budget 50

# Step 3: Lint three broken copies, with a budget of two to see JW-07
python python/joiner_workflows.py lint tests/fixtures/ch03/bad-workflows --budget 2

# Step 4: Plan against the tenant's export
python python/joiner_workflows.py plan config/workflows --current tests/fixtures/ch03/workflows.json --out out/ch03/plan

# Step 4: Plan against the tenant's export
python python/joiner_workflows.py plan tests/fixtures/ch03/bad-workflows --current tests/fixtures/ch03/workflows.json --out out/ch03/plan-bad

# Step 5: Measure day one
python python/joiner_workflows.py readiness --hires tests/fixtures/ch03/hr-hires.csv --users tests/fixtures/ch03/hire-users.json \
    --prehire-results tests/fixtures/ch03/prehire-results.json --assignments tests/fixtures/ch03/joiner-assignments.json \
    --workflows config/workflows --as-of 2026-11-02T08:00:00Z --cloud gcc --out out/ch03/readiness

# Step 6: Run the tests
python -m pytest tests -q

# After the steps
rm -rf out/ch03
1. List the reads and their permissions:
· python python/graph_export.py --task joiner-plan --list
python python/graph_export.py --task joiner-readiness --list
· Task joiner-plan: LifecycleWorkflows-Workflow.Read.All
  GET /identityGovernance/lifecycleWorkflows/workflows  [LifecycleWorkflows-Workflow.Read.All]
Task joiner-readiness: EntitlementManagement.Read.All, LifecycleWorkflows-Reports.Read.All, User-LifeCycleInfo.Read.All, User.Read.All
  GET /users  [User-LifeCycleInfo.Read.All, User.Read.All]
  GET /identityGovernance/lifecycleWorkflows/workflows/{workflowId}/userProcessingResults  [LifecycleWorkflows-Reports.Read.All]
  GET /identityGovernance/entitlementManagement/assignments  [EntitlementManagement.Read.All]
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Lint the program’s workflows:
· python python/joiner_workflows.py lint config/workflows --budget 50
· Workflows: 6 files, budget 50
Lint: 0 Finding, 0 Warn, 0 Info
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Lint three broken copies, with a budget of two to see JW-07:
· python python/joiner_workflows.py lint tests/fixtures/ch03/bad-workflows --budget 2
· Workflows: 3 files, budget 2
Lint: 7 Finding, 4 Warn, 0 Info
  JW-03 Finding: Bad-DayOne-GroupAdd: offsetInDays 200 is outside -180 to 180
  JW-04 Finding: Bad-Leaver-DeleteSameDay: a leaver workflow triggered on employeeHireDate
  JW-07 Finding: workflow count: 3 workflows over the budget of 2 (Learn's licensing page says 50, its limits page 100)
  JW-08 Finding: Bad-PreHire-ByDepartment: scheduled with no execution limit recorded; set it in the admin center (Learn: not in the API) and record it in _program
  JW-09 Finding: Bad-DayOne-GroupAdd: joiner adds the user to groups directly; give baseline access by access package
  JW-11 Finding: Bad-Leaver-DeleteSameDay: delete and disable in one workflow; delete in a separate post-separation workflow
  JW-12 Finding: Bad-Leaver-DeleteSameDay: scope rule uses manager, which Learn doesn't list for a workflow scope
  JW-02 Warn: Bad-PreHire-ByDepartment: scope rule uses no coded attribute (employeeType or the coded extension slots); scope by code, not by name
  JW-02 Warn: Bad-PreHire-ByDepartment: scope rule reads the display value department; a renamed organization silently drops users
  JW-05 Warn: Bad-PreHire-ByDepartment: TAP lifetime 4320 minutes; Learn recommends at most 24 hours for a new hire
  JW-05 Warn: Bad-PreHire-ByDepartment: TAP isn't one-time use; the tenant policy can force it (design guidance: do)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2. The broken pre-hire workflow uses tapLifetimeInMinutes, the name in Learn’s table; the program’s file uses tapLifetimeMinutes, the name in Learn’s example. Both are read.
1. Plan against the tenant’s export:
· python python/joiner_workflows.py plan config/workflows --current tests/fixtures/ch03/workflows.json --out out/ch03/plan
·   none        JML-Leaver-LastDay-Contractors
  new-version JML-Joiner-DayOne-Employees
  create      JML-Leaver-LastDay-Employees
  none        JML-Mover-OrgCode
  none        JML-Leaver-PostSeparation-Employees
  none        JML-Joiner-PreHire-Employees
Plan: 0 Finding, 1 Warn, 0 Info
Plan written to out/ch03/plan/plan.json; nothing was sent
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2: a Warn counts as well as a Finding.
· The day-one workflow in the tenant requests a different package, so it gets a new version; its body in out/ch03/plan/bodies/day-one.json is wrapped in workflow for createNewVersion. The employee leaver doesn’t exist yet, so it gets a create. The Warn is JW-15 for Onboard Marketing (legacy), a workflow made in the portal that no file defines. Try the same plan on the broken folder: it stops with an error, because those files have Findings, and exits 1:
· python python/joiner_workflows.py plan tests/fixtures/ch03/bad-workflows --current tests/fixtures/ch03/workflows.json --out out/ch03/plan-bad
· error: the files have lint findings; fix them before planning
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Measure day one:
· python python/joiner_workflows.py readiness --hires tests/fixtures/ch03/hr-hires.csv --users tests/fixtures/ch03/hire-users.json \
    --prehire-results tests/fixtures/ch03/prehire-results.json --assignments tests/fixtures/ch03/joiner-assignments.json \
    --workflows config/workflows --as-of 2026-11-02T08:00:00Z --cloud gcc --out out/ch03/readiness
· Day one 2026-11-02: 1 of 4 hires ready (25%)
Readiness: 0 Finding, 3 Warn, 0 Info
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· findings.json says why: omar.haddad lacks only the onboarding package (still delivering); pia.santos is disabled, unlicensed, without the package, and her pre-hire run failed; person 100104 has no account at all. The hire on November 9 isn’t counted. summary.json holds the rate, 0.25, which Chapter 07 reads.
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 tests passing. Delete out/ch03 when you’re done:
rm -rf out/ch03
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/03-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000746]Lab 2: test tenant
Not run by the authors. Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID Governance trial or test licenses, never production, and test users whose hire date is a few days away.19 Work in examples/hr-lifecycle. You’ll need my-hires.csv: the test hires, in the layout of tests/fixtures/ch03/hr-hires.csv. You’ll replace: <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <tenant-id> (the test tenant’s ID), <file> (a body file the plan wrote, such as pre-hire.json), <workflow-id> (the ID of the workflow in the tenant), <prehire-workflow-id> (the pre-hire workflow’s ID) and <start-date> (the test hire’s start date and time, such as 2026-11-09T08:00:00Z).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
In a POSIX shell (Git Bash on Windows):
# Step 1: Export
export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task joiner-plan --cloud gcc --out exports/joiner

# Step 2: Plan
python -c "import json; p='config/workflows/pre-hire.json'; d=json.load(open(p)); d['executionConditions']['trigger']['offsetInDays'] = -5; json.dump(d, open(p, 'w'), indent=2)"
python python/joiner_workflows.py plan config/workflows --current exports/joiner/workflows.json --out out/ch03/plan
In PowerShell 7:
# Step 3: Send one change
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes LifecycleWorkflows-Workflow.ReadWrite.All

# Step 3: Send one change
New-MgIdentityGovernanceLifecycleWorkflow -BodyParameter (Get-Content out/ch03/plan/bodies/<file> -Raw | ConvertFrom-Json -AsHashtable)

# Step 3: Send one change
New-MgIdentityGovernanceLifecycleWorkflowNewVersion -WorkflowId <workflow-id> -BodyParameter (Get-Content out/ch03/plan/bodies/<file> -Raw | ConvertFrom-Json -AsHashtable)

# Step 4: Set the execution limit
../validation-kit/Invoke-ValidationKit.ps1 -OutputPath out/ch03-vk -CheckId VK-HR-06
In a POSIX shell (Git Bash on Windows):
# Step 6: Measure
python python/graph_export.py --task joiner-readiness --cloud gcc --param workflowId=<prehire-workflow-id> --out exports/readiness
python python/joiner_workflows.py readiness --hires my-hires.csv --users exports/readiness/hire-users.json \
    --prehire-results exports/readiness/joiner-results.json --assignments exports/readiness/joiner-assignments.json \
    --workflows config/workflows --as-of <start-date> --cloud gcc --out out/ch03/readiness-test
In PowerShell 7:
# Step 7: Back it out
Remove-MgIdentityGovernanceLifecycleWorkflow -WorkflowId <workflow-id>
In a POSIX shell (Git Bash on Windows):
# Step 7: Back it out
git checkout -- config/workflows/pre-hire.json
python python/graph_export.py --task joiner-plan --cloud gcc --out exports/joiner-after
python python/joiner_workflows.py plan config/workflows --current exports/joiner-after/workflows.json --out out/ch03/plan-restore
In PowerShell 7:
# Step 7: Back it out
New-MgIdentityGovernanceLifecycleWorkflowNewVersion -WorkflowId <workflow-id> -BodyParameter (Get-Content out/ch03/plan-restore/bodies/<file> -Raw | ConvertFrom-Json -AsHashtable)
In a POSIX shell (Git Bash on Windows):
# Step 7: Back it out
rm -rf exports out/ch03 out/ch03-vk
1. Export. Register a reader app with a certificate and grant LifecycleWorkflows-Workflow.Read.All with admin consent, plus EntitlementManagement.Read.All, LifecycleWorkflows-Reports.Read.All, User-LifeCycleInfo.Read.All and User.Read.All for the readiness export in step 6. Then put a token for it in HRLC_GRAPH_TOKEN and export:
· export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task joiner-plan --cloud gcc --out exports/joiner
1. Plan. Edit one file and plan against the export. The first command is the example edit: it moves the pre-hire workflow’s trigger from seven days before the hire date to five:
· python -c "import json; p='config/workflows/pre-hire.json'; d=json.load(open(p)); d['executionConditions']['trigger']['offsetInDays'] = -5; json.dump(d, open(p, 'w'), indent=2)"
python python/joiner_workflows.py plan config/workflows --current exports/joiner/workflows.json --out out/ch03/plan
· Review plan.json and the bodies.
1. Send one change. As a Lifecycle Workflows Administrator, with Graph PowerShell, send a create, or a new version.20 Sign in:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes LifecycleWorkflows-Workflow.ReadWrite.All
· For a create:
· New-MgIdentityGovernanceLifecycleWorkflow -BodyParameter (Get-Content out/ch03/plan/bodies/<file> -Raw | ConvertFrom-Json -AsHashtable)
· For a new version:
· New-MgIdentityGovernanceLifecycleWorkflowNewVersion -WorkflowId <workflow-id> -BodyParameter (Get-Content out/ch03/plan/bodies/<file> -Raw | ConvertFrom-Json -AsHashtable)
· Leave scheduling off until the next step is done.
1. Set the execution limit in the admin center under the workflow’s Settings, with the value from _program.executionLimit, as Learn’s procedure describes.12 The API doesn’t show a per-workflow limit, so the admin center’s Settings page is the read-back for it: confirm the value there. The validation kit’s VK-HR-06 reads only what the API shows; run it in PowerShell 7 and confirm any VK-HR-06 finding in the admin center:
· ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath out/ch03-vk -CheckId VK-HR-06
1. Check the pass. Confirm the tenant’s Temporary Access Pass policy allows the file’s lifetime and one-time use;21 run the pre-hire workflow on demand for one test user with no methods; confirm the manager’s mailbox receives the pass.22
1. Measure. On the test hire’s start date, export the users, the pre-hire results and the onboarding assignments, and run readiness:
· python python/graph_export.py --task joiner-readiness --cloud gcc --param workflowId=<prehire-workflow-id> --out exports/readiness
python python/joiner_workflows.py readiness --hires my-hires.csv --users exports/readiness/hire-users.json \
    --prehire-results exports/readiness/joiner-results.json --assignments exports/readiness/joiner-assignments.json \
    --workflows config/workflows --as-of <start-date> --cloud gcc --out out/ch03/readiness-test
1. Back it out. Delete a workflow the lab created (it can be restored for 30 days):2324
· Remove-MgIdentityGovernanceLifecycleWorkflow -WorkflowId <workflow-id>
· For a new version, send the previous file’s body as a further version. Put the file back, export the workflows again and plan against the new export, then send the body:
· git checkout -- config/workflows/pre-hire.json
python python/graph_export.py --task joiner-plan --cloud gcc --out exports/joiner-after
python python/joiner_workflows.py plan config/workflows --current exports/joiner-after/workflows.json --out out/ch03/plan-restore
· New-MgIdentityGovernanceLifecycleWorkflowNewVersion -WorkflowId <workflow-id> -BodyParameter (Get-Content out/ch03/plan-restore/bodies/<file> -Raw | ConvertFrom-Json -AsHashtable)
· Remove the reader app, its permission and certificate, and delete exports and out/ch03:
· rm -rf exports out/ch03 out/ch03-vk
[bookmark: _Toc00000747]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Create workflow
	POST /identityGovernance/lifecycleWorkflows/workflows; LifecycleWorkflows-Workflow.ReadWrite.All; Lifecycle Workflows Administrator; up to 100 workflows
	L4 and L5
	v1.0
	3

	Create a new version
	POST /workflows/{workflowId}/createNewVersion; same permission and role
	L4 and L5
	v1.0
	4

	Versions, not in-place updates; one tenant schedule, every 3 hours by default, 1 to 24
	—
	—
	v1.0
	1

	Time-based trigger
	employeeHireDate, employeeLeaveDateTime, createdDateTime; offset -180 to 180
	—
	v1.0
	7

	Attribute-change trigger
	triggerAttributes, each with a name
	—
	v1.0
	8

	Scope rule
	Listed user properties, including employeeType and onPremisesExtensionAttributes/extensionAttribute1 to 15; eq, ne, in, startsWith
	—
	v1.0
	9

	Pass task
	1b555e50-7f65-41d5-b514-5894a026d10d; lifetime 10 to 43,200 minutes; one-time use; manager and manager’s mail; no other methods, sign-ins or role assignments
	Not confirmed for GCC High
	GA
	10

	Pass for a new hire
	24-hour maximum recommended
	—
	—
	11

	Other task IDs the files use
	Request user access package assignment c1ec1e76-…; Disable 1dfdfcc7-…; Revoke all refresh tokens 509589a4-…; Delete user 8d18588d-…; Remove access package assignment 4a0b64f2-…; Send email to notify manager of user move aab41899-…; Remove all access package assignments for user 42ae2956-…
	—
	—
	10

	Tasks per workflow
	25
	—
	—
	15

	Execution limits
	Tenant or per workflow, percentage or count, quarantine on a scheduled run; on-demand runs aren’t limited; a workflow limit “isn’t currently reflected in the API”
	—
	GA
	12

	Catch-up window
	A scheduled workflow processes a user up to three days after the trigger date
	—
	—
	25

	List userProcessingResults
	LifecycleWorkflows-Reports.Read.All; Global Reader or Lifecycle Workflows Administrator
	L4 and L5
	v1.0
	5

	List access package assignments
	EntitlementManagement.Read.All
	—
	v1.0
	18

	Lifecycle Workflows, entitlement management
	Available in Azure Government; Entra ID Governance in GCC, GCC High and DoD
	Available
	GA
	6



Places where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· The pass’s lifetime argument. Learn’s built-in task table names it tapLifetimeInMinutes; the example under it uses tapLifetimeMinutes.10 JW-05 reads either; which one the service accepts is confirmed in Lab 2.
· The custom task extension’s ID. The same page gives 4262b724-8dba-4fad-afc3-43fcbb497a0e in its summary table and d79d1fcc-16be-490c-a865-f4533b1639ee in the task’s own section.10 The lint knows the first, which Book 19, Chapter 05 also uses; none of this chapter’s files carries the task.
· The mover category. The create page’s property table lists the category values joiner and leaver, while its third example creates a mover workflow.3 The program’s mover file follows the example; Lab 2 confirms it.
· The workflow ceiling. The create page and the service limits page say 100; the licensing page says 50.316 The budget is 50.
What couldn’t be verified: the name a mover’s attributeChangeTrigger takes for an extension attribute (the file uses the scope’s form, onPremisesExtensionAttributes/extensionAttribute10; Learn’s trigger page gives no example), and the execution limit, which the code can only record because the API doesn’t carry it.
[bookmark: _Toc00000748]Federal requirements and evidence
This chapter supports the guide’s Gate 3. The Gate 3 requirements table maps it to NIST SP 800-53 AC-2(1) (automated system account management), IA-5 (the initial authenticator is time-limited and reaches an accountable person) and OMB M-22-09’s phishing-resistant MFA, which the pass bridges to; the federal framework crosswalk lists each source. What this code gives the ISSO:
	Requirement
	KSI
	What this code gives
	What the ISSO keeps

	AC-2(1), automated system account management, Moderate
	KSI-IAM-JIT
	The reviewed workflow files and the plan that changed each version
	The files and each plan’s output folder, with its manifest’s SHA-256, as the definitions and versions AC-2(1) asks for

	IA-5, the initial authenticator
	KSI-IAM-APM
	The lint’s clean run: a one-time pass of at most 24 hours, and an execution limit on every scheduled workflow (the guardrails)
	The lint output, filed with the change, and the TAP policy export

	OMB M-22-09, phishing-resistant MFA, which the pass bridges to
	KSI-IAM-APM, as Book 02, Chapter 10 maps it
	The pass ends when the card is bound (Chapter 05)
	Accounts still on a pass past the agreed window, as findings

	AC-2(1) and CA-7, the day-one readiness rate Book 03, Chapter 11 measures
	KSI-IAM-JIT; KSI-MLA-EVC
	The readiness summary per start date
	summary.json per start date

	AC-2(1), run history
	KSI-IAM-JIT
	None: this code doesn’t keep it
	The run history the workflows leave, exported past Entra’s 30-day view26 (the guide’s evidence list says where it goes)


Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	graph_export.py --task joiner-plan --list and --task joiner-readiness --list
	AC-6, least privilege: GET calls only
	KSI-IAM-ELP
	The printed lists, and config/calls.json as reviewed

	Lab 1, steps 2 and 3
	joiner_workflows.py lint (JW-01 to JW-14) on the program’s files and on the broken copies
	AC-2(1); IA-5 for the pass (JW-05); CM-3(2), validated before merge
	KSI-IAM-JIT; KSI-IAM-APM; KSI-CMT-VTD
	The clean run on config/workflows, filed with the change

	Lab 1, step 4
	joiner_workflows.py plan, writing plan.json, findings.json (JW-15) and bodies/
	CM-3: each change a new workflow or a new version, not an edit in place
	KSI-CMT-RMV, KSI-CMT-LMC
	out/ch03/plan/plan.json and the body sent for each step

	Lab 1, steps 4 and 5
	manifest.json in each output folder
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	A SHA-256 per file, written once

	Lab 1, step 5
	joiner_workflows.py readiness, writing readiness.json, summary.json and findings.json
	AC-2(1); CA-7
	KSI-IAM-JIT; KSI-MLA-EVC
	out/ch03/readiness/summary.json: the day-one readiness rate

	Lab 1, step 6
	python -m pytest tests -q
	CM-3(2) (design guidance)
	KSI-CMT-VTD
	57 passed, kept with the change

	Lab 1, clean-up
	rm -rf out/ch03
	None: fixture output isn’t evidence
	—
	—

	Lab 2, steps 1 and 2
	graph_export.py --task joiner-plan, writing workflows.json and export.json; edit one file; plan
	CM-3; AC-6 for GET only
	KSI-CMT-RMV, KSI-CMT-LMC; KSI-IAM-ELP
	exports/joiner/export.json; out/ch03/plan/plan.json with its manifest

	Lab 2, step 3
	New-MgIdentityGovernanceLifecycleWorkflow or New-MgIdentityGovernanceLifecycleWorkflowNewVersion with the planned body
	CM-3; AC-2(1)
	KSI-CMT-RMV, KSI-CMT-LMC; KSI-IAM-JIT
	The body file from bodies/, the new version in the tenant and its directory audit record

	Lab 2, step 4
	Invoke-ValidationKit.ps1 -CheckId VK-HR-06
	CM-6, configuration settings: the limits the API shows, read back; the per-workflow limit is confirmed in the admin center
	KSI-MLA-EVC
	The kit’s run folder under out/ch03-vk; a screenshot or export of the workflow’s Settings page

	Lab 2, step 6
	graph_export.py --task joiner-readiness, writing hire-users.json, joiner-results.json, joiner-assignments.json and export.json; readiness into out/ch03/readiness-test
	AC-2(1); CA-7
	KSI-IAM-JIT; KSI-MLA-EVC
	out/ch03/readiness-test/summary.json and its manifest

	Lab 2, step 7
	Remove-MgIdentityGovernanceLifecycleWorkflow; restore the file; export again; plan and send the restore; rm -rf the lab files
	CM-3: the change backed out
	KSI-CMT-RMV, KSI-CMT-LMC
	out/ch03/plan-restore/plan.json and the directory audit records of the delete and the new version



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;27 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AC-6, AU-9, CA-7, CM-3, CM-3(2), CM-6, SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
Accounts still on a pass after the agreed window, when the card should have been bound (Chapter 05), are a finding for the ISSO; this chapter’s code doesn’t read them.
[bookmark: _Toc00000749]Dangers
	Danger
	What happens
	The guard

	A workflow edited in the portal
	The tenant drifts from the reviewed file
	JW-15 in every plan; the file is the only source of a new version

	A scope on a department name
	A reorganization renames the department and the workflow silently stops
	JW-02

	A long or reusable pass
	The bridge outlives the card’s arrival
	JW-05

	A rehire whose old account kept its methods
	The pass task fails for them
	Learn’s prerequisite stated in the chapter; the rehire workflow needs its own path (guide, Step 3)

	No execution limit
	A bad HR load runs to the end
	JW-08; VK-HR-06 reads the limits the API shows, and the admin center confirms the per-workflow limit

	A new hire added to an app group directly
	Access no review or package knows about
	JW-09

	Delete in the leaver
	The account is gone before devices are retired
	JW-11

	A plan from broken files
	The mistake reaches the tenant as a new version
	plan refuses while a Finding stands

	More workflows than the licensing page allows
	The tenant hits a ceiling Learn states two ways
	JW-07 holds 50

	A readiness figure from a midday export
	Late fixes count as ready
	Run readiness on the start-of-day export


[bookmark: _Toc00000750]Checklist
· Every workflow in the tenant has a file in config/workflows, and the last plan showed no JW-15.
· The lint is clean with --budget 50.
· Every scheduled workflow’s execution limit in the admin center matches _program.executionLimit; VK-HR-06 shows only what the API carries.
· The pass is one-time, at most 24 hours, and within the tenant’s pass policy.
· Each change reached the tenant as the reviewed body in a plan whose manifest hash is recorded.
· The reader app holds only LifecycleWorkflows-Workflow.Read.All for planning, and the readiness reads hold only the four permissions in Lab 1.
· The day-one readiness rate is reported for each start date against the approved threshold.
[bookmark: _Toc00000751]Notes
1. Microsoft Learn, “Overview of Lifecycle Workflows APIs,” https://learn.microsoft.com/graph/api/resources/identitygovernance-lifecycleworkflows-overview?view=graph-rest-1.0 (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Manage workflow versions,” changing a workflow’s tasks or execution conditions requires a new version, https://learn.microsoft.com/entra/id-governance/manage-workflow-tasks (read November 9, 2026).
1. Microsoft Learn, “Create workflow” (lifecycle workflows), national cloud deployments, permissions, request body and examples, https://learn.microsoft.com/graph/api/identitygovernance-lifecycleworkflowscontainer-post-workflows?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “workflow: createNewVersion,” https://learn.microsoft.com/graph/api/identitygovernance-workflow-createnewversion?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “List userProcessingResults,” https://learn.microsoft.com/graph/api/identitygovernance-workflow-list-userprocessingresults?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “timeBasedAttributeTrigger resource type,” https://learn.microsoft.com/graph/api/resources/identitygovernance-timebasedattributetrigger?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “attributeChangeTrigger resource type,” https://learn.microsoft.com/graph/api/resources/identitygovernance-attributechangetrigger?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “ruleBasedSubjectSet resource type,” supported user properties and query parameters, https://learn.microsoft.com/graph/api/resources/identitygovernance-rulebasedsubjectset?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Lifecycle Workflow built-in tasks,” supported tasks and task details, https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-tasks (read November 1, 2026).
1. Microsoft Learn, “How to synchronize attributes for Lifecycle workflows,” importance of time, https://learn.microsoft.com/entra/id-governance/how-to-lifecycle-workflow-sync-attributes (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Configure execution limits and quarantine for Lifecycle Workflows,” https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-execution-limits (read November 1, 2026).
1. Microsoft Learn, “Use custom attribute triggers in lifecycle workflows,” on-premises extension attributes (1-15) as attribute-change triggers, https://learn.microsoft.com/entra/id-governance/workflow-custom-triggers (read November 9, 2026).
1. Microsoft Learn, “Automate employee offboarding tasks after their last day of work with the Microsoft Entra admin center,” the post-offboarding template’s scheduled delete after the leave date, https://learn.microsoft.com/entra/id-governance/tutorial-scheduled-leaver-portal (read November 9, 2026).
1. Microsoft Learn, “Microsoft Entra ID Governance service limits,” Lifecycle Workflows, https://learn.microsoft.com/entra/id-governance/governance-service-limits (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Microsoft Entra ID Governance licensing fundamentals,” https://learn.microsoft.com/entra/id-governance/licensing-fundamentals (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Check status of a Lifecycle workflow,” user workflow history and user processing results, https://learn.microsoft.com/entra/id-governance/check-status-workflow (read November 9, 2026).
1. Microsoft Learn, “View, add, and remove assignments for an access package in entitlement management,” view assignments programmatically, https://learn.microsoft.com/entra/id-governance/entitlement-management-access-package-assignments (read November 1, 2026).
1. Microsoft Learn, “Tutorial: Preparing user accounts for Lifecycle workflows,” a workflow doesn’t trigger for a hire date before the workflow’s creation, so set employeeHireDate in the future, https://learn.microsoft.com/entra/id-governance/tutorial-prepare-user-accounts (read November 9, 2026).
1. Microsoft Learn, “New-MgIdentityGovernanceLifecycleWorkflow,” https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/new-mgidentitygovernancelifecycleworkflow?view=graph-powershell-1.0, and “New-MgIdentityGovernanceLifecycleWorkflowNewVersion,” https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/new-mgidentitygovernancelifecycleworkflownewversion?view=graph-powershell-1.0 (read November 1, 2026).
1. Microsoft Learn, “Configure Temporary Access Pass to register passwordless authentication methods,” enable the Temporary Access Pass policy, https://learn.microsoft.com/entra/identity/authentication/howto-authentication-temporary-access-pass (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Automate employee onboarding tasks before their first day of work with the Microsoft Entra admin center,” run the pre-hire workflow on demand and check its tasks, https://learn.microsoft.com/entra/id-governance/tutorial-onboard-custom-workflow-portal (read November 9, 2026).
1. Microsoft Learn, “Remove-MgIdentityGovernanceLifecycleWorkflow,” https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/remove-mgidentitygovernancelifecycleworkflow?view=graph-powershell-1.0 (read November 1, 2026).
1. Microsoft Learn, “Delete a lifecycle workflow,” soft delete, restore, and permanent removal after 30 days, https://learn.microsoft.com/entra/id-governance/delete-lifecycle-workflow (read November 9, 2026).
1. Microsoft Learn, “Lifecycle workflows execution conditions and scheduling,” Lifecycle workflow catch-up window, https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-execution-conditions (read November 1, 2026).
1. Microsoft Learn, “Auditing Lifecycle Workflows,” audit logs record Lifecycle Workflows actions within a timeframe of up to 30 days, https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-audits (read November 9, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000752]Chapter 04 — Access from Attributes and the Mover’s Residual Review
An automatic policy removes what its rule granted. It never removes what someone granted by hand, and a move is exactly when that access stops being right.
[bookmark: _Toc00000753]In this chapter
The code behind the guide’s Gate 4, “department access by automatic assignment; requests approved by the supervisor of record; residual access reviewed after a move.” You start with Learn’s procedure for an automatic assignment policy: a membership rule on user attributes, assignments created and removed as users enter and leave scope, a grace period, and Learn’s warnings about overlapping policies, the 15,000-identity limit and the memberOf quarantine. Then you use examples/hr-lifecycle for what Learn leaves to you: the policies as reviewed files, a lint of nine rules that evaluates each rule over a population to find overlap, a scan of the tenant’s policies for memberOf, and the mover’s residual review with the transfer-to-review interval. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000754]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 04 — Access from Attributes and the Mover’s Residual Review: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000755]Goal and audience
Goal. By the end of this chapter you can keep every access package assignment policy as a file a reviewer approves, catch the policy mistakes that silently drop or keep access before they reach the tenant, find the policies the November 3, 2026 change will quarantine, and hand the manager of record a sheet of exactly what a mover still holds outside the rules. For each rule you can say whether it is Learn’s contract, Learn’s warning, or the program’s design.
Audience. Developers who build the project’s access automation, the entitlement management owners, and the reviewers of access policy. You should read Python and JSON and know Microsoft Entra dynamic membership rules. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000756]Why this gate needs code
The guide’s Step 4 assigns department packages by rule, one automatic policy per package, no memberOf, a grace period for movers, manager approval for requests and a review of the residual. Book 03, Chapter 10 holds the design: its rule patterns, its access packages and reviews and where dynamic membership stops; Chapter 08’s mover says what the move must start. Each rule is a property of a policy body or a fact about a user’s holdings, so code can check it every time instead of once.
Which cloud, for these reads
The tools read Microsoft Graph on the cloud --cloud names: graph.microsoft.com for GCC, graph.microsoft.us for GCC High, dod-graph.microsoft.us for DoD. Learn marks Create assignmentPolicies as available in US Government L4 and L5,1 and entitlement management, access reviews and dynamic groups as available in Azure Government; GCC uses the commercial service.2 One gap matters to this gate: administrative units with dynamic membership rules exist only in the global Azure cloud, not in Azure Government, so a GCC High tenant can’t scope administration by a rule-based unit; the guide’s interim path covers it.3
[bookmark: _Toc00000757]Start with Microsoft’s procedure
What Microsoft gives you
Learn’s Configure an automatic assignment policy for an access package page is the procedure.4 A policy carries a membership rule in the dynamic group syntax; entitlement management creates assignments for users who match and removes them for users who stop matching; a grace period can keep access for a while after a user leaves scope. Learn suggests one automatic policy per package, and supports more only if no user ever matches two at once or moves from one to another, “otherwise users can lose access.” It creates a hidden dynamic group per policy that nobody should modify or reuse, allows at most 15,000 identities in a policy’s rule, and needs Identity Governance Administrator: catalog owners and access package managers can’t create automatic policies. From November 3, 2026, a policy whose rule uses memberOf is quarantined: it stays, but adds and removes nothing until the operator is removed; Learn publishes a read-only script to find them.4
Learn’s Create assignmentPolicies page, example 3, gives the request: POST /identityGovernance/entitlementManagement/assignmentPolicies with allowedTargetScope specificDirectoryUsers, an attributeRuleMembers target holding the rule, automaticRequestSettings and the access package, with EntitlementManagement.ReadWrite.All.1 accessPackageAutomaticRequestSettings has three properties: requestAccessForAllowedTargets, removeAccessWhenTargetLeavesAllowedTargets and gracePeriodBeforeAccessRemoval.5 For request policies, requestorManager makes the requester’s manager the approver, and Learn says to include another approver in case the requester has no manager.6
What it leaves to you
Learn gives the portal steps and one request body. It doesn’t keep policies where a reviewer approves them, test a rule against the population before it goes live, find overlap between two policies, or say what a move leaves outside the rules. Each row is pinned by a test in tests/test_joiners_and_access.py.
	Learn, as published
	Why it matters
	What examples/hr-lifecycle adds
	Test

	One example body
	A policy written by hand in the portal isn’t reviewed or kept
	One file per policy in config/access, the v1.0 body plus a _program block (tier, resource groups)
	test_the_shipped_policies_lint_clean

	memberOf policies quarantined from November 3, 2026; a script to find them
	A quarantined policy stops removing access without an error
	AA-01 refuses memberOf in a file; memberof-scan runs the same test over the tenant’s export, for the pipeline
	test_the_bad_policies_raise_each_rule, test_memberof_scan_over_an_export

	More than one automatic policy only if users never match two or move between them
	A user in two policies can lose access
	AA-02 evaluates each rule over a population: overlap is a Finding, two disjoint policies a Warn
	test_the_bad_policies_raise_each_rule, test_disjoint_policies_on_one_package_warn_instead

	At most 15,000 identities per policy
	A rule over the limit doesn’t cover everyone
	AA-03 from the declared or evaluated scope
	test_scope_over_learns_limit

	A rule on any user property
	A rule on a department name breaks on a rename
	AA-04 warns on a rule with no coded slot or worker type
	test_the_bad_policies_raise_each_rule

	Create and remove are checkboxes
	A policy that creates but never removes keeps a mover’s access forever
	AA-05 needs both
	test_the_bad_policies_raise_each_rule

	A grace period of any length
	A long grace is a second job
	AA-06 warns over 14 days (Design guidance)
	test_the_bad_policies_raise_each_rule

	—
	A privileged role granted by rule is standing privilege
	AA-09 refuses automatic assignment for tier T0, T1 or privileged packages
	test_the_bad_policies_raise_each_rule

	requestorManager with another approver
	A request from someone with no manager waits forever
	AA-07 needs the manager and a fallback
	test_the_bad_policies_raise_each_rule

	The rule syntax in the portal’s builder
	A rule nobody evaluated grants something unexpected
	A small evaluator for the subset the policies use, which refuses anything else
	test_evaluator_handles_the_subset_and_refuses_the_rest

	—
	A move leaves requested and hand-granted access behind
	residual classifies everything the mover holds and writes the review sheet
	test_residual_review_lists_requested_and_outside_package_access

	—
	Nobody measures how long the review took
	The transfer-to-review interval, and RV-02 when it runs past ten days
	test_a_completed_review_gives_the_interval


The verdict. Keep Learn’s body and its checkboxes as they are, and follow its warnings as rules the code enforces. Add the population test, the export scan and the residual review, which Learn leaves to the operator.
[bookmark: _Toc00000758]The code: what examples/hr-lifecycle adds
Dynamic group rules as code, with a full parser, a lint and the shadow diff that shows a membership change before it happens, are Book 19, Chapter 04 (examples/dynamic-rules); this chapter’s evaluator handles only the subset its policies use and sends anything else there. The validation kit’s VK-DG-05 compares group counts with a snapshot taken before a test move, and VK-HR-03 reconciles counts per organization code with HR (the validation kit’s README). The mover workflow that removes the old package and notifies the manager is Chapter 03’s mover.json. Eligibility for privileged groups through PIM is Building Privileged Access, Chapter 05. This chapter adds python/access_assignment.py, the three policy files and their fixtures.
The policy files
config/access holds two automatic policies, one per department package, each on the organization code in extensionAttribute10 and the worker type, with a seven-day grace; and one request policy for infrastructure administrator eligibility, where ORG-210 employees may request and the manager approves, with a fallback. The request policy grants eligibility only: the role is activated through PIM, as the guide’s Gate 4, step 7 requires. Each file’s _program block holds its tier, the package’s name, the expected scope, and the groups the package grants, which the residual review uses.
The lint
	Rule
	Severity
	What it flags
	Source

	AA-01
	Finding
	A rule that uses memberOf
	Learn: quarantined from November 3, 20264

	AA-02
	Finding; Warn
	Two automatic policies on one package that a user matches at once (Finding); two disjoint ones (Warn)
	Learn4

	AA-03
	Finding
	More than 15,000 identities in scope
	Learn4

	AA-04
	Warn
	A rule on no coded slot or worker type
	Design guidance, from Book 03, Chapter 10

	AA-05
	Finding
	An automatic policy that doesn’t both create and remove
	Design guidance; Learn’s defaults4

	AA-06
	Warn
	A grace period over 14 days
	Design guidance, from Book 04, Chapter 09

	AA-07
	Finding
	A request policy without the manager as approver and a fallback
	Learn6; the guide’s Gate 4, step 5

	AA-08
	Warn
	A rule outside the evaluator’s subset
	— (lint it with examples/dynamic-rules)

	AA-09
	Finding
	A tier T0, T1 or privileged package assigned by rule
	The guide’s Gate 4, step 7; SCuBA MS.AAD.7.5v17


The evaluator reads -eq, -ne, -in, -startsWith, -and, -or, -not and parentheses over user.<property>, compares strings without regard to case, and raises an error for any other operator. The population file is a list of users with their coded attributes; a real run uses an export of the users in scope.
The mover’s residual review
residual takes the mover (old and new attributes, the effective date, and the review’s completion once it closes), the mover’s access package assignments, their group memberships and the policy files. For each assignment, it re-evaluates the automatic policy’s rule against the new attributes: kept by rule, or removed by rule at the end of the grace period, with the date. An assignment from any other policy is requested: review. For each group, a dynamic group is rule-managed, a group a held package grants is package-managed, and anything else is outside packages: review. The review items go to residual-review.csv for the manager of record; summary.json holds the transfer-to-review interval (PS-5’s metric) once the review closes, which Chapter 07 reads. The reads are task access-read:
	Call
	Least-privileged permission
	Delegated role

	List assignment policies
	EntitlementManagement.Read.All8
	—

	List the mover’s access package assignments
	EntitlementManagement.Read.All8
	—

	List the mover’s group memberships, direct and transitive
	User.Read.All (application)9
	—


The code reads transitiveMemberOf rather than memberOf on purpose: for another user’s direct memberships Learn’s least-privileged application permission is Directory.Read.All, while the transitive call needs only User.Read.All.109
The tests
This chapter’s tests are the nine in the Chapter 04 block of tests/test_joiners_and_access.py: the evaluator, the shipped policies, each rule on the broken files, disjoint policies, the scope limit, the export scan, the residual’s classes, the completed review’s interval and the review sheet. The kit’s 57 tests pass under Python 3.10 or later with no package, tenant or network.
[bookmark: _Toc00000759]Illustrative code
The commands below run against the repository’s policy files and fictional exports. They show what the code does, not that a tenant returns the same shapes. Review the files, test each rule against a real population export, and run Lab 2 in a test tenant, before a policy reaches production.
[bookmark: _Toc00000760]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: List the reads and their permissions
python python/graph_export.py --task access-read --list

# Step 2: Lint the program's policies over the population
python python/access_assignment.py lint config/access --population tests/fixtures/ch04/population.json

# Step 3: Lint five broken policies
python python/access_assignment.py lint tests/fixtures/ch04/bad-access --population tests/fixtures/ch04/population.json

# Step 4: Scan the tenant's policies for memberOf
python python/access_assignment.py memberof-scan --policies tests/fixtures/ch04/assignment-policies.json

# Step 5: List a mover's residual
python python/access_assignment.py residual --mover tests/fixtures/ch04/mover.json --assignments tests/fixtures/ch04/mover-assignments.json \
    --memberships tests/fixtures/ch04/mover-memberships.json --policies config/access --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch04/residual

# Step 5: List a mover's residual
cat out/ch04/residual/residual-review.csv

# Step 6: Run the tests
python -m pytest tests -q

# After the steps
rm -rf out/ch04
1. List the reads and their permissions:
· python python/graph_export.py --task access-read --list
· Task access-read: EntitlementManagement.Read.All, User.Read.All
  GET /identityGovernance/entitlementManagement/assignmentPolicies  [EntitlementManagement.Read.All]
  GET /identityGovernance/entitlementManagement/assignments  [EntitlementManagement.Read.All]
  GET /users/{userId}/transitiveMemberOf/microsoft.graph.group  [User.Read.All]
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Lint the program’s policies over the population:
· python python/access_assignment.py lint config/access --population tests/fixtures/ch04/population.json
· Policies: 3 files
Lint: 0 Finding, 0 Warn, 0 Info
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Lint five broken policies:
· python python/access_assignment.py lint tests/fixtures/ch04/bad-access --population tests/fixtures/ch04/population.json
· Policies: 5 files
Lint: 5 Finding, 2 Warn, 0 Info
  AA-01 Finding: AUTO via group membership: rule uses memberOf; from November 3, 2026 the policy is quarantined and adds and removes nothing
  AA-02 Finding: auto-by-department.json, auto-second-policy.json: 2 users match more than one automatic policy on one package; they can lose access
  AA-05 Finding: AUTO infra admin eligibility: automatic policy doesn't both create and remove assignments
  AA-07 Finding: REQUEST with no fallback: request policy doesn't route to the manager with a fallback approver
  AA-09 Finding: AUTO infra admin eligibility: tier T1 access assigned by rule; privileged access is requested and activated through PIM
  AA-04 Warn: AUTO Program Ops by department name: rule reads no coded slot or worker type; write it on the codes HR owns
  AA-06 Warn: AUTO Program Ops by department name: grace period 30 days is over the program's 14
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2. The two Program Operations policies overlap on the two employees of ORG-100 in the population: one rule reads the department name, the other every employee.
1. Scan the tenant’s policies for memberOf:
· python python/access_assignment.py memberof-scan --policies tests/fixtures/ch04/assignment-policies.json
· Assignment policies read: 4; using memberOf: 1
  MS-01 Finding: Shared drives (legacy): AUTO via group membership
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Learn publishes its own script for the same test, which runs against a tenant (Lab 2 runs both); this scan is the same test in the pipeline, over the export graph_export.py writes.
1. List a mover’s residual:
· python python/access_assignment.py residual --mover tests/fixtures/ch04/mover.json --assignments tests/fixtures/ch04/mover-assignments.json \
    --memberships tests/fixtures/ch04/mover-memberships.json --policies config/access --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch04/residual
· Mover jordan.diaz@contoso.example: 8 items held, 3 to the residual review
Residual: 1 Finding, 3 Warn, 0 Info
Written to out/ch04/residual (residual-review.csv goes to the manager of record)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Jordan moved from ORG-100 to ORG-210 on October 19. residual.json shows the Program Operations baseline removed by rule after grace on October 26, the Infrastructure Services baseline kept by rule, the two packages’ app groups package-managed and the ORG-210 dynamic group rule-managed. The review sheet holds the other three:
· cat out/ch04/residual/residual-review.csv
· item,kind,via,class
Grants reporting workspace,access package,REQUEST Grants reporting,requested: review
APP-Legacy-Timekeeping-Approvers,group,direct or nested assignment,outside packages: review
SHARE-ProgramOps-Finance,group,direct or nested assignment,outside packages: review
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The Finding is RV-02: the review is still open 13 days after the move, past the program’s ten.
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 tests passing. Delete out/ch04 when you’re done:
rm -rf out/ch04
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/04-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000761]Lab 2: test tenant
Not run by the authors. Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID Governance trial or test licenses, never production, two test access packages and three test users with coded attributes. Work in examples/hr-lifecycle. You’ll need my-mover.json: the moved test user, in the layout of tests/fixtures/ch04/mover.json. You’ll replace: <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <test-user-id> (the moved test user’s object ID), <tenant-id> (the test tenant’s ID), <test-package-id> (your test access package’s ID), <policy-id> (the ID of the policy step 2 creates), <before-run-id> (the run folder the validation kit wrote before the move), <now> (the current time, such as 2026-11-05T12:00:00Z), <review-completed> (when the test manager completed the review) and <later> (a time after the review’s interval).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
In a POSIX shell (Git Bash on Windows):
# Step 1: Export
export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task access-read --cloud gcc --param userId=<test-user-id> --out exports/access
python python/access_assignment.py memberof-scan --policies exports/access/assignment-policies.json

# Step 2: Create one policy
mkdir -p my-access
python -c "import json; d=json.load(open('config/access/auto-program-operations.json')); d['accessPackage']['id'] = '<test-package-id>'; d['automaticRequestSettings']['gracePeriodBeforeAccessRemoval'] = 'PT1H'; json.dump(d, open('my-access/auto-program-operations.json', 'w'), indent=2)"
python python/access_assignment.py lint my-access --population tests/fixtures/ch04/population.json
python -c "import json; d=json.load(open('my-access/auto-program-operations.json')); d.pop('_program'); json.dump(d, open('my-access-body.json', 'w'), indent=2)"
In PowerShell 7:
# Step 2: Create one policy
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes EntitlementManagement.ReadWrite.All
New-MgEntitlementManagementAssignmentPolicy -BodyParameter (Get-Content my-access-body.json -Raw | ConvertFrom-Json -AsHashtable)

# Step 3: Move a test user
../validation-kit/Invoke-ValidationKit.ps1 -OutputPath out/ch04-vk-before -CheckId VK-DG-05

# Step 3: Move a test user
../validation-kit/Invoke-ValidationKit.ps1 -OutputPath out/ch04-vk-after -CheckId VK-DG-05 -InputPath out/ch04-vk-before/<before-run-id>/Snapshot
In a POSIX shell (Git Bash on Windows):
# Step 4: Run the residual
python python/graph_export.py --task access-read --cloud gcc --param userId=<test-user-id> --out exports/access-after
python python/access_assignment.py residual --mover my-mover.json --assignments exports/access-after/mover-assignments.json \
    --memberships exports/access-after/mover-memberships.json --policies my-access --as-of <now> --cloud gcc --out out/ch04/residual-test

# Step 4: Run the residual
python -c "import json; p='my-mover.json'; d=json.load(open(p)); d['reviewCompletedDateTime'] = '<review-completed>'; json.dump(d, open(p, 'w'), indent=2)"
python python/access_assignment.py residual --mover my-mover.json --assignments exports/access-after/mover-assignments.json \
    --memberships exports/access-after/mover-memberships.json --policies my-access --as-of <later> --cloud gcc --out out/ch04/residual-test-2
In PowerShell 7:
# Step 5: Back it out
Remove-MgEntitlementManagementAssignmentPolicy -AccessPackageAssignmentPolicyId <policy-id>
In a POSIX shell (Git Bash on Windows):
# Step 5: Back it out
rm -rf exports out/ch04 out/ch04-vk-before out/ch04-vk-after my-access my-access-body.json
1. Export. Register a reader app with a certificate, grant EntitlementManagement.Read.All and User.Read.All with admin consent, put a token in HRLC_GRAPH_TOKEN, export and scan:
· export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task access-read --cloud gcc --param userId=<test-user-id> --out exports/access
python python/access_assignment.py memberof-scan --policies exports/access/assignment-policies.json
· Run Learn’s read-only script beside it; the two lists must match.
1. Create one policy. The first two commands write a copy of auto-program-operations.json pointed at your test package, with a grace period of PT1H for the test; the third lints the copy, and the fourth writes its body without _program:
· mkdir -p my-access
python -c "import json; d=json.load(open('config/access/auto-program-operations.json')); d['accessPackage']['id'] = '<test-package-id>'; d['automaticRequestSettings']['gracePeriodBeforeAccessRemoval'] = 'PT1H'; json.dump(d, open('my-access/auto-program-operations.json', 'w'), indent=2)"
python python/access_assignment.py lint my-access --population tests/fixtures/ch04/population.json
python -c "import json; d=json.load(open('my-access/auto-program-operations.json')); d.pop('_program'); json.dump(d, open('my-access-body.json', 'w'), indent=2)"
· Send it as an Identity Governance Administrator with New-MgEntitlementManagementAssignmentPolicy,11 in PowerShell 7:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes EntitlementManagement.ReadWrite.All
New-MgEntitlementManagementAssignmentPolicy -BodyParameter (Get-Content my-access-body.json -Raw | ConvertFrom-Json -AsHashtable)
· Wait several minutes, as Learn says, and confirm the matching test users receive assignments.
1. Move a test user. Take the validation kit’s snapshot first:
· ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath out/ch04-vk-before -CheckId VK-DG-05
· Change the user’s organization code through the pipeline (never by hand: Chapter 01), wait for the grace period you set (PT1H in the test copy), and confirm the old assignment is removed and the new one created. Run VK-DG-05 against the snapshot you took before the move:
· ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath out/ch04-vk-after -CheckId VK-DG-05 -InputPath out/ch04-vk-before/<before-run-id>/Snapshot
1. Run the residual. Export the user’s assignments and memberships again and run residual:
· python python/graph_export.py --task access-read --cloud gcc --param userId=<test-user-id> --out exports/access-after
python python/access_assignment.py residual --mover my-mover.json --assignments exports/access-after/mover-assignments.json \
    --memberships exports/access-after/mover-memberships.json --policies my-access --as-of <now> --cloud gcc --out out/ch04/residual-test
· Give the sheet to the test manager. Record the review’s completion in the mover file, and run it again for the interval:
· python -c "import json; p='my-mover.json'; d=json.load(open(p)); d['reviewCompletedDateTime'] = '<review-completed>'; json.dump(d, open(p, 'w'), indent=2)"
python python/access_assignment.py residual --mover my-mover.json --assignments exports/access-after/mover-assignments.json \
    --memberships exports/access-after/mover-memberships.json --policies my-access --as-of <later> --cloud gcc --out out/ch04/residual-test-2
1. Back it out. Remove the test policy with Remove-MgEntitlementManagementAssignmentPolicy,12 choosing in the portal whether its assignments are removed, as the guide’s rollback says:
· Remove-MgEntitlementManagementAssignmentPolicy -AccessPackageAssignmentPolicyId <policy-id>
· Restore the test user’s code through the pipeline; remove the reader app, its permissions and certificate; delete exports and out/ch04, with the lab’s policy copy and kit runs:
· rm -rf exports out/ch04 out/ch04-vk-before out/ch04-vk-after my-access my-access-body.json
[bookmark: _Toc00000762]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Automatic assignment policy
	Rule on user attributes; assignments created and removed; grace period; one per package unless scopes never overlap; hidden dynamic group per policy; at most 15,000 identities; Identity Governance Administrator, not catalog owners or access package managers
	—
	GA
	4

	memberOf in a policy rule
	Quarantined from November 3, 2026: no assignments added or removed until removed; read-only script
	—
	—
	4

	Create assignmentPolicies
	POST /identityGovernance/entitlementManagement/assignmentPolicies; EntitlementManagement.ReadWrite.All; example 3 with attributeRuleMembers and automaticRequestSettings
	L4 and L5
	v1.0
	1

	accessPackageAutomaticRequestSettings
	requestAccessForAllowedTargets, removeAccessWhenTargetLeavesAllowedTargets, gracePeriodBeforeAccessRemoval
	—
	v1.0
	5

	requestorManager
	The requester’s manager as approver, managerLevel 1 or 2; include another approver
	—
	v1.0
	6

	List assignments and policies
	EntitlementManagement.Read.All (application, across catalogs)
	—
	v1.0
	8

	A user’s memberships, direct and transitive
	User.Read.All (application)
	L4 and L5
	v1.0
	9

	A user’s direct memberships
	Directory.Read.All (application)
	—
	v1.0
	10

	Dynamic administrative units
	Global Azure only, not Azure Government
	Not available
	—
	3

	Entitlement management, access reviews, PIM, dynamic groups
	Available in Azure Government
	Available
	GA
	2



Places where Learn’s pages differ or stop, recorded so a later edit doesn’t loosen the code:
· The manager as approver. requestorManager is documented for approval stages, with the instruction to add another approver; the code requires the fallback rather than treating it as optional.6
· Overlap. Learn says overlapping automatic policies on one package can lose access but gives no test for overlap. AA-02 evaluates the rules over a population, which finds overlap only among the users the population holds; a transition between policies over time can’t be seen from one population and stays a Warn.
[bookmark: _Toc00000763]Federal requirements and evidence
This chapter supports the guide’s Gate 4. The Gate 4 requirements table maps it to NIST SP 800-53 AC-2 (authorize access on organization-defined attributes, and account review), AC-6 (least privilege), AC-5 (separation of duties), PS-5 (personnel transfer) and CISA SCuBA MS.AAD.7.5v1 (highly privileged roles only through a privileged access management system, required under BOD 25-01); the federal framework crosswalk lists each source. What this code gives the ISSO:
	Requirement
	KSI
	What this code gives
	What the ISSO keeps

	AC-2 and AC-6, assignment on organization-defined attributes and least privilege, Moderate
	KSI-IAM-JIT (AC-2); KSI-IAM-ELP, KSI-IAM-JIT (AC-6)
	The reviewed policy files, the lint’s clean run and the hash of each body sent
	The assignment policy exports with their rules

	AC-2, the memberOf quarantine
	KSI-IAM-JIT
	The memberof-scan output
	Zero rows, as the guide’s Validate step asks

	CISA SCuBA MS.AAD.7.5v1 (BOD 25-01 required)
	KSI-IAM-JIT, as Book 04, Chapter 10 maps PIM
	AA-09’s clean run: no privileged role reached by rule
	The lint output beside the ScubaGear report

	PS-5, personnel transfer, and AC-2 account review
	KSI-IAM-ELP, KSI-IAM-JIT (PS-5)
	Each mover’s residual sheet and the transfer-to-review interval
	residual-review.csv, the manager’s decisions, and summary.json

	AC-5, separation of duties
	KSI-IAM-JIT
	None: this code doesn’t read them
	The separation-of-duties settings in the package configuration (Book 04, Chapter 09)


Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	graph_export.py --task access-read --list
	AC-6, least privilege: GET calls only
	KSI-IAM-ELP
	The printed list, and config/calls.json as reviewed

	Lab 1, steps 2 and 3
	access_assignment.py lint (AA-01 to AA-09) on the program’s policies and on the broken ones
	AC-2; AC-6; MS.AAD.7.5v1 (AA-09); CM-3(2), validated before merge
	KSI-IAM-JIT; KSI-IAM-ELP; KSI-CMT-VTD
	The clean run on config/access, filed with the change

	Lab 1, step 4
	access_assignment.py memberof-scan
	AC-2
	KSI-IAM-JIT
	using memberOf: 0 on the tenant’s export

	Lab 1, step 5
	access_assignment.py residual, writing residual.json, residual-review.csv, summary.json and findings.json
	PS-5; AC-2 account review
	KSI-IAM-ELP, KSI-IAM-JIT
	out/ch04/residual/residual-review.csv for the manager; summary.json with the transfer-to-review interval

	Lab 1, step 5
	manifest.json
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	A SHA-256 per file, written once

	Lab 1, step 6
	python -m pytest tests -q
	CM-3(2) (design guidance)
	KSI-CMT-VTD
	57 passed, kept with the change

	Lab 1, clean-up
	rm -rf out/ch04
	None: fixture output isn’t evidence
	—
	—

	Lab 2, step 1
	graph_export.py --task access-read, writing assignment-policies.json, mover-assignments.json, mover-memberships.json and export.json; memberof-scan
	AC-2; AC-6 for GET only
	KSI-IAM-JIT; KSI-IAM-ELP
	exports/access/export.json and the scan’s zero rows

	Lab 2, step 2
	Copy the policy; lint; write my-access-body.json; New-MgEntitlementManagementAssignmentPolicy
	AC-2; AC-6; CM-3 for the change
	KSI-IAM-JIT; KSI-IAM-ELP; KSI-CMT-LMC
	The lint output, the body file, and the directory audit record of the create

	Lab 2, step 3
	Invoke-ValidationKit.ps1 -CheckId VK-DG-05, before and after the move
	PS-5
	KSI-IAM-ELP, KSI-IAM-JIT
	The kit’s run folders under out/ch04-vk-before and out/ch04-vk-after

	Lab 2, step 4
	Export again; residual into out/ch04/residual-test; record the review’s completion; residual into out/ch04/residual-test-2
	PS-5; AC-2 account review
	KSI-IAM-ELP, KSI-IAM-JIT
	Both folders’ residual-review.csv and summary.json, with their manifests

	Lab 2, step 5
	Remove-MgEntitlementManagementAssignmentPolicy; rm -rf the lab files
	CM-3: the change backed out
	KSI-CMT-LMC
	The directory audit record of the removal



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;13 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AU-9, CM-3, CM-3(2), SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
[bookmark: _Toc00000764]Dangers
	Danger
	What happens
	The guard

	memberOf in a rule after November 3, 2026
	The policy is quarantined and stops removing access
	AA-01 for files; memberof-scan for the tenant

	Two automatic policies a user can match
	The user can lose access
	AA-02 over the population; one policy per package

	A rule on a display name
	A rename drops everyone from the package
	AA-04

	A policy that never removes
	A mover keeps the old department’s access
	AA-05

	A long grace
	Access outlives the handover
	AA-06; zero for privileged access by design

	Privileged access by rule
	Standing privilege no one requested
	AA-09; eligibility by request, activation through PIM

	A request with no fallback approver
	Requests from users without a manager wait to expire
	AA-07

	Hand-granted access on a mover
	It stays forever, because no rule granted it
	residual and the review sheet; RV-02 when the review runs late

	An edit to the hidden dynamic group
	Entitlement management overwrites it, or the policy misbehaves
	Never touched by the code; Learn says not to modify it

	A rule the evaluator can’t read
	A lint that pretends to understand it
	The evaluator raises an error; AA-08 sends the rule to examples/dynamic-rules


[bookmark: _Toc00000765]Checklist
· Every assignment policy in the tenant has a file in config/access, and the lint is clean over a current population export.
· memberof-scan and Learn’s script both return no policies.
· Each package has one automatic policy, or two whose disjointness is recorded and reviewed.
· No tier T0, T1 or privileged package has an automatic policy.
· Every request policy routes to the manager with a fallback approver.
· Every move in the period has a residual sheet, a decision for each item and a transfer-to-review interval within the threshold.
· The reader app holds only EntitlementManagement.Read.All and User.Read.All.
· In GCC High, the interim path for administrative units (a scheduled job, compared in Gate 7) is in place.
[bookmark: _Toc00000766]Notes
1. Microsoft Learn, “Create assignmentPolicies,” national cloud deployments, permissions and example 3, https://learn.microsoft.com/graph/api/entitlementmanagement-post-assignmentpolicies?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Manage users or devices for an administrative unit with rules for dynamic membership groups,” prerequisites, https://learn.microsoft.com/entra/identity/role-based-access-control/admin-units-members-dynamic (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Configure an automatic assignment policy for an access package in entitlement management,” https://learn.microsoft.com/entra/id-governance/entitlement-management-access-package-auto-assignment-policy (read November 1, 2026).
1. Microsoft Learn, “accessPackageAutomaticRequestSettings resource type,” https://learn.microsoft.com/graph/api/resources/accesspackageautomaticrequestsettings?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “requestorManager resource type,” https://learn.microsoft.com/graph/api/resources/requestormanager?view=graph-rest-1.0 (read November 1, 2026).
1. Cybersecurity and Infrastructure Security Agency, “BOD 25-01: Implementing Secure Practices for Cloud Services Required Configurations,” MS.AAD.7.5v1, https://www.cisa.gov/resources-tools/services/bod-25-01-implementing-secure-practices-cloud-services-required-configurations (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “View, add, and remove assignments for an access package in entitlement management,” view assignments programmatically, https://learn.microsoft.com/entra/id-governance/entitlement-management-access-package-assignments, and “Change request settings for an access package in entitlement management,” create an access package assignment policy programmatically, https://learn.microsoft.com/entra/id-governance/entitlement-management-access-package-request-policy (read November 1, 2026).
1. Microsoft Learn, “List a user’s memberships (direct and transitive),” permissions for another user’s memberships, https://learn.microsoft.com/graph/api/user-list-transitivememberof?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “List a user’s direct memberships,” permissions for another user’s direct memberships, https://learn.microsoft.com/graph/api/user-list-memberof?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “New-MgEntitlementManagementAssignmentPolicy,” https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/new-mgentitlementmanagementassignmentpolicy?view=graph-powershell-1.0 (read November 1, 2026).
1. Microsoft Learn, “Remove-MgEntitlementManagementAssignmentPolicy,” https://learn.microsoft.com/powershell/module/microsoft.graph.identity.governance/remove-mgentitlementmanagementassignmentpolicy?view=graph-powershell-1.0 (read November 1, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000767]Chapter 05 — Certificate-Based Authentication Checks
A revoked card is only revoked if Entra can download the list that says so, in time, every time.
[bookmark: _Toc00000768]In this chapter
The checks behind the guide’s Gate 5, “CBA trusts the issuing CAs with CRLs,” and plan task I1.6, the issuing CAs’ CRL sizes checked. You start with Learn’s certificate revocation list page, which sets the limits per cloud, and the Graph resources that hold the trust store and the X.509 certificate method. Then you use examples/hr-lifecycle for what they leave to you: a measurement of every CRL, and a check, CB-01 to CB-13, of the CAs, each CRL against the cloud’s limit, the multifactor mapping, CRL validation and the phishing-resistant strength. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000769]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 05 — Certificate-Based Authentication Checks: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000770]Goal and audience
Goal. By the end of this chapter you can say, from code, whether every CA the card program issues from is trusted with a CRL that Entra can download within the limits of your tenant’s cloud, whether PIV certificates count as multifactor, and whether a Conditional Access policy requires a phishing-resistant strength. You can say, for each rule, whether it is Learn’s limit or the program’s own design.
Audience. Developers who build the credential checks, the PKI and credentialing engineers who run the issuing CAs, and the ISSO who keeps the configuration export. You should read Python. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000771]Why this gate needs code
The guide’s Gate 5 ties the card’s lifecycle to the person’s: issuance from a joiner record, revocation from a leaver. Revocation only reaches sign-in through the CRL. Book 03 explains why (Chapter 09, Revocation checking), and Book 07 explains the trust store, the bindings and the single-factor and multifactor split (Chapter 06, Entra certificate-based authentication). This chapter doesn’t restate them. It turns them into a check that runs every day, because a CRL grows with every revocation, and the day it crosses the limit is the day sign-in fails for every card from that CA.1
Per-user binding coverage and affinity are the validation kit’s VK-PIV-01 (the validation kit’s README) and the ADM guide’s Gate 6. This chapter checks the tenant’s settings, which VK-PIV-01 doesn’t read.
Which cloud, for this check
Learn gives two sets of CRL limits. For interactive sign-in, a CRL must stay under 20 MB in public Entra ID, which includes GCC, and 45 MB in Azure US Government, which Learn’s FAQ says includes GCC High and DoD; it must download within 10 seconds. The service-side limits are 65 MB and 150 MB.1 config/cba-expected.json holds both sets per cloud name, and the check takes --cloud gcc, gcchigh or dod with no default. Learn writes the limits in MB without saying whether a megabyte is 1,000,000 or 1,048,576 bytes; the configuration reads them as decimal, the stricter reading. The Graph reads go to graph.microsoft.com for GCC and graph.microsoft.us or dod-graph.microsoft.us for GCC High and DoD.2 Certificate-based authentication and Conditional Access are available in Azure for US Government.3
[bookmark: _Toc00000772]Start with Microsoft’s procedure
What Microsoft gives you
Learn’s CRL page is Microsoft’s procedure and its limits. Without a configured CRL, Entra doesn’t check revocation for that CA. Entra supports one CRL endpoint per CA, HTTP or HTTPS, and recommends HTTP because HTTPS adds latency and its own certificate validation. A configured CRL that can’t be downloaded fails certificate-based authentication for that CA’s certificates, so Learn asks for highly available endpoints, and for CRL validation enforced in policy, with an exemption only as a last resort while troubleshooting.1 The setup page lists the same prerequisite: each CA has a CRL from an internet-facing URL.4
Graph holds the configuration in three places, all in v1.0:
· the PKI-based trust store, a list of certificateBasedAuthPki objects, each with certificateAuthorities of type certificateAuthorityDetail, which carry certificateRevocationListUrl, certificateAuthorityType (root or intermediate), thumbprint and expirationDateTime;5 6 7
· the X.509 certificate authentication method, x509CertificateAuthenticationMethodConfiguration, with authenticationModeConfiguration (a default mode and rules that map an issuer or a policy OID to x509CertificateMultiFactor), crlValidationConfiguration (a state and the exempted CAs’ subject key identifiers) and certificateUserBindings;8 9 10 11 12
· the authentication strength policies, whose allowedCombinations use the authenticationMethodModes values, and the Conditional Access policies that reference them.13 14
Learn’s authentication strengths page says the built-in phishing-resistant strength allows Windows Hello for Business or platform credential, FIDO2 and certificate-based authentication (multifactor).15
What it leaves to you
Each row is pinned by a test in tests/test_credentials_separation_drift.py.
	What Learn gives
	Why it matters
	What examples/hr-lifecycle adds

	The limits, in prose
	Nobody measures the CRL until sign-in fails
	cba_check.py measure downloads each CRL and records bytes and seconds; check compares them with the cloud’s limit (test_the_crl_limit_follows_the_cloud)

	One limit per cloud
	A GCC tenant sized to the GCC High limit passes a CRL that fails
	The limit comes from --cloud, never a default (test_the_crl_limit_follows_the_cloud)

	“A CRL that can’t be downloaded fails CBA”
	An unreachable endpoint looks like a missing measurement
	A download error or a missing measurement is a Finding, not a skip (test_an_unreachable_or_unmeasured_crl_is_a_finding)

	The trust store as Graph objects
	A renewed CA with a new thumbprint is silently missing
	Each issuing CA the card program uses is named by thumbprint in config/cba-expected.json (test_cba_fixture_raises_each_rule)

	Mode rules by issuer or policy OID
	PIV certificates sign in as single-factor and fail the strength
	CB-09 checks the program’s PIV policy OIDs map to multifactor (test_cba_fixture_raises_each_rule)

	CRL validation and exemptions
	An exemption made while troubleshooting stays forever
	Each exempted CA is a Warn until it’s removed (test_cba_fixture_raises_each_rule)

	Strengths and policies, separately
	The phishing-resistant strength exists but no enforced policy requires it
	CB-10 looks for an enabled policy for all users and all resources whose strength allows only phishing-resistant combinations; a report-only policy doesn’t count (test_a_compliant_configuration_is_clean)


The verdict. Keep Learn’s limits as the configuration’s values and Learn’s objects as the check’s inputs. The code measures and compares; it never changes the configuration.
[bookmark: _Toc00000773]The code: what examples/hr-lifecycle adds
python/cba_check.py has two commands, and reads the exports graph_export.py --task cba-read writes.
The measurement
measure takes a file with one CRL URL per line, downloads each once, and writes crl-measurements.csv with the bytes, the seconds and any error. A failed download is recorded, not raised: the unreachable CRL is the finding. For labs, a local path is read as a file. Run it from the network that represents the internet-facing path Entra uses, not from inside the PKI’s own network (design guidance).
The check
	Rule
	Severity
	What it flags
	Source

	CB-01
	Finding; Warn
	An intermediate CA with no CRL configured (Finding); a root CA with none (Warn)
	Learn: no CRL, no revocation check1

	CB-02
	Warn
	A CRL endpoint that isn’t HTTP
	Learn recommends HTTP1

	CB-03
	Finding
	A CRL over the cloud’s interactive size limit
	Learn1

	CB-04
	Finding
	A CRL that couldn’t be downloaded, or took more than 10 seconds
	Learn1

	CB-05
	Warn
	A CRL over 80% of the limit
	Design guidance (warnPercent)

	CB-06
	Finding
	A configured CRL with no measurement
	Design guidance: measure every CRL

	CB-07
	Finding
	The X.509 certificate method isn’t enabled
	Learn8

	CB-08
	Warn
	CRL validation isn’t enabled, or a CA is exempted
	Learn recommends enforcing it and exempting only to troubleshoot1

	CB-09
	Finding
	A PIV policy OID not mapped to multifactor, with a single-factor default
	Learn’s mode rules;10 the program’s OIDs

	CB-10
	Finding
	No enabled policy for all users and resources requires a phishing-resistant strength
	SCuBA MS.AAD.3.1v1;16 Learn’s strengths15

	CB-11
	Warn
	A CA certificate that expires within 90 days
	Design guidance (caExpiryWarnDays)

	CB-12
	Finding
	An issuing CA the card program uses isn’t in the trust store
	Design guidance

	CB-13
	Warn
	A low-affinity binding field (PrincipalName, RFC822Name) configured
	The validation kit’s affinity table; ADM Gate 6’s decision


A root CA with no CRL configured is a Warn, not a Finding: a root that issues only CA certificates may publish none. Learn’s prerequisite is wider, “each CA has a CRL,” and Learn says Entra checks the CRLs up the chain to the root, so the warning asks you to confirm the root’s revocation path, and Lab 2 checks it (verification log, row 14).4 1
The read needs three permissions, each the least-privileged for its call:
	Call
	Least-privileged permission
	Delegated role

	List certificateBasedAuthPki, and each one’s CAs
	PublicKeyInfrastructure.Read.All5 6
	Authentication Administrator or Privileged Authentication Administrator

	Get the X.509 certificate method
	Policy.Read.AuthenticationMethod9
	Global Reader or Authentication Policy Administrator

	List authentication strength policies
	Policy.Read.AuthenticationMethod13
	Conditional Access Administrator, Security Administrator or Security Reader

	List Conditional Access policies
	Policy.Read.All17
	Global Reader or Security Reader


The code reads the PKI-based trust store, not the older organization/{id}/certificateBasedAuthConfiguration, whose Learn pages name Global Administrator as the only role for a delegated read.18
The tests
Five tests cover this chapter: every rule on the fixture, the limit by cloud, an unreachable or unmeasured CRL, a compliant configuration that comes back clean, and the measurement against a fake opener. With the other chapters’, 57 pytest tests pass under Python 3.10 or later, with no package, tenant or network.
[bookmark: _Toc00000774]Illustrative code
The commands below run the example against a fictional tenant’s exports and fictional CRL files. They show what the code does, not that a tenant returns the same shapes. Review the code and run Lab 2 in a test tenant before it reports on production.
[bookmark: _Toc00000775]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: List the calls and permissions
python python/graph_export.py --task cba-read --list

# Step 2: Measure the fixture CRLs
python python/cba_check.py measure --urls tests/fixtures/ch05/crl-urls.txt --out out/ch05/crl-measurements.csv

# Step 3: Check the fictional tenant for GCC
python python/cba_check.py check --cloud gcc --exports tests/fixtures/ch05/exports --crl tests/fixtures/ch05/crl-measurements.csv --expected config/cba-expected.json --as-of 2026-11-01 --out out/ch05/check

# Step 4: Check the same tenant for GCC High
python python/cba_check.py check --cloud gcchigh --exports tests/fixtures/ch05/exports --crl tests/fixtures/ch05/crl-measurements.csv --expected config/cba-expected.json --as-of 2026-11-01 --out out/ch05/check-gcchigh

# Step 5: Run the tests
python -m pytest tests -q

# After the steps
rm -rf out
1. List the calls and permissions:
· python python/graph_export.py --task cba-read --list
· Task cba-read: Policy.Read.All, Policy.Read.AuthenticationMethod, PublicKeyInfrastructure.Read.All
  GET /directory/publicKeyInfrastructure/certificateBasedAuthConfigurations  [PublicKeyInfrastructure.Read.All]
  GET /directory/publicKeyInfrastructure/certificateBasedAuthConfigurations/{pkiId}/certificateAuthorities  [PublicKeyInfrastructure.Read.All]
  GET /policies/authenticationMethodsPolicy/authenticationMethodConfigurations/x509Certificate  [Policy.Read.AuthenticationMethod]
  GET /policies/authenticationStrengthPolicies  [Policy.Read.AuthenticationMethod]
  GET /identity/conditionalAccess/policies  [Policy.Read.All]
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/05-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Measure the fixture CRLs:
· python python/cba_check.py measure --urls tests/fixtures/ch05/crl-urls.txt --out out/ch05/crl-measurements.csv
·          4,096 bytes    0.000 s  tests/fixtures/ch05/crl/piv-ca1.crl
         8,192 bytes    0.000 s  tests/fixtures/ch05/crl/piv-ca2.crl
             0 bytes    0.000 s  tests/fixtures/ch05/crl/missing.crl  FileNotFoundError
Measured 3 CRL(s) -> out/ch05/crl-measurements.csv
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/05-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The times on your machine will differ. The missing file is recorded with its error, not raised. The check in the next step reads tests/fixtures/ch05/crl-measurements.csv instead, which holds measurements of the fictional tenant’s own CRL URLs, one of them 18.5 million bytes and 11.4 seconds.
1. Check the fictional tenant for GCC:
· python python/cba_check.py check --cloud gcc --exports tests/fixtures/ch05/exports --crl tests/fixtures/ch05/crl-measurements.csv --expected config/cba-expected.json --as-of 2026-11-01 --out out/ch05/check
· Cloud gcc: interactive CRL limit 20,000,000 bytes, download within 10 s
CBA: 5 Finding, 7 Warn, 0 Info
  CB-01 Finding: Contoso Example Legacy Intermediate: no CRL configured: Entra doesn't check revocation for this CA
  CB-04 Finding: Contoso Example PIV Issuing CA 2 (renewed): CRL took 11.4 s to download; the limit is 10 s
  CB-09 Finding: authentication mode: PIV policy OID(s) 2.16.840.1.101.3.2.1.48.11 not mapped to multifactor, and the default is single-factor
  CB-10 Finding: Conditional Access: no enabled policy for all users and all resources requires a phishing-resistant authentication strength (SCuBA MS.AAD.3.1v1)
  CB-12 Finding: Contoso Example PIV Issuing CA 2: issuing CA the card program uses isn't in the trust store
  CB-01 Warn: Contoso Example PIV Root CA: root CA with no CRL configured; Learn asks for a CRL on each CA; confirm the root's revocation path
  CB-02 Warn: Contoso Example PIV Issuing CA 2 (renewed): CRL endpoint https://pki.contoso.example/crl/piv-ca2.crl isn't HTTP; Learn recommends HTTP
  CB-05 Warn: Contoso Example PIV Issuing CA 2 (renewed): CRL is 18,500,000 bytes, over 80% of the gcc interactive limit
  CB-08 Warn: CRL validation: CBA doesn't require a CRL from every CA (crlValidationConfiguration isn't enabled)
  CB-08 Warn: CA 5A5B5C5D5E5F60616263646566676869: exempted from CRL validation; allowed only while its CRL is fixed, with an end date
  CB-11 Warn: Contoso Example Legacy Intermediate: CA certificate expires 2026-12-15
  CB-13 Warn: username bindings: low-affinity binding fields configured (PrincipalName); align with the affinity decision (ADM Gate 6) and VK-PIV-01
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/05-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2. Read the story in the fixture: CA 2 was renewed, so the thumbprint the card program expects is gone (CB-12) and the renewed CA’s CRL is large, slow and on HTTPS. The tenant’s mode rule maps the wrong OID (CB-09), and the phishing-resistant policy is still report-only, so the enforced policy requires only the MFA strength (CB-10).
1. Check the same tenant for GCC High:
· python python/cba_check.py check --cloud gcchigh --exports tests/fixtures/ch05/exports --crl tests/fixtures/ch05/crl-measurements.csv --expected config/cba-expected.json --as-of 2026-11-01 --out out/ch05/check-gcchigh
· Cloud gcchigh: interactive CRL limit 45,000,000 bytes, download within 10 s
CBA: 5 Finding, 6 Warn, 0 Info
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/05-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The same 18.5 million bytes is under 80% of the Azure Government limit, so CB-05 drops away. The 11.4-second download is a Finding in every cloud.
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/05-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 passed. Delete out when you’re done:
rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/05-6.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000776]Lab 2: test tenant
Not run by the authors. Use a test tenant with certificate-based authentication configured for a test CA, never production. Work in examples/hr-lifecycle. You’ll replace: <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <pki-id> (the PKI container’s ID, from the list in step 2), <crl-url-1> and <crl-url-2> (the test CAs’ CRL URLs, one per CA), <ca-name> and <ca-thumbprint> (an issuing CA of the test PKI), <piv-policy-oid> (the policy OID of the test PKI’s PIV authentication certificates), <cloud> (the test tenant’s cloud: gcc, gcchigh or dod) and <today> (today’s date, yyyy-mm-dd).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 2: Export the configuration
export HRLC_GRAPH_TOKEN='<graph-token>'
curl -s -H "Authorization: Bearer $HRLC_GRAPH_TOKEN" https://graph.microsoft.com/v1.0/directory/publicKeyInfrastructure/certificateBasedAuthConfigurations
python python/graph_export.py --task cba-read --cloud gcc --param pkiId=<pki-id> --out exports/cba

# Step 2: Export the configuration
python -c "import json; print('x509 objects:', len(json.load(open('exports/cba/x509-method.json'))['value'])); [print(c['displayName'], c.get('certificateRevocationListUrl')) for c in json.load(open('exports/cba/pki-cas.json'))['value']]"

# Step 3: Measure the real CRLs
printf '%s\n' '<crl-url-1>' '<crl-url-2>' > my-crl-urls.txt
python python/cba_check.py measure --urls my-crl-urls.txt --out out/cba-test/crl-measurements.csv

# Step 4: Check
python -c "import json; d=json.load(open('config/cba-expected.json')); d['issuingCas'] = [{'displayName': '<ca-name>', 'thumbprint': '<ca-thumbprint>'}]; d['multifactorPolicyOids'] = ['<piv-policy-oid>']; json.dump(d, open('my-cba-expected.json', 'w'), indent=2)"
python python/cba_check.py check --cloud <cloud> --exports exports/cba --crl out/cba-test/crl-measurements.csv --expected my-cba-expected.json --as-of <today> --out out/cba-test/check

# Step 6: Back it out
rm -rf exports out my-crl-urls.txt my-cba-expected.json
1. Register the reader app with a certificate, and grant the three application permissions from Lab 1, step 1, with admin consent, and nothing else.
1. Export the configuration. With a token for the reader app in HRLC_GRAPH_TOKEN, list the PKI containers, then export the task with the container’s ID:
· export HRLC_GRAPH_TOKEN='<graph-token>'
curl -s -H "Authorization: Bearer $HRLC_GRAPH_TOKEN" https://graph.microsoft.com/v1.0/directory/publicKeyInfrastructure/certificateBasedAuthConfigurations
python python/graph_export.py --task cba-read --cloud gcc --param pkiId=<pki-id> --out exports/cba
· Check that x509-method.json holds one object and that each CA in pki-cas.json carries certificateRevocationListUrl as the fixture does. This prints the count and each CA’s URL:
· python -c "import json; print('x509 objects:', len(json.load(open('exports/cba/x509-method.json'))['value'])); [print(c['displayName'], c.get('certificateRevocationListUrl')) for c in json.load(open('exports/cba/pki-cas.json'))['value']]"
1. Measure the real CRLs. Put each CA’s CRL URL in a file, one per line (add a line for each further CA), and run measure from outside the agency network:
· printf '%s\n' '<crl-url-1>' '<crl-url-2>' > my-crl-urls.txt
python python/cba_check.py measure --urls my-crl-urls.txt --out out/cba-test/crl-measurements.csv
· Record the run’s date with the file.
1. Check. Copy config/cba-expected.json with the CA thumbprints and PIV policy OIDs replaced by the test PKI’s (add an entry to issuingCas for each further issuing CA), and run check with --cloud set to the test tenant’s cloud:
· python -c "import json; d=json.load(open('config/cba-expected.json')); d['issuingCas'] = [{'displayName': '<ca-name>', 'thumbprint': '<ca-thumbprint>'}]; d['multifactorPolicyOids'] = ['<piv-policy-oid>']; json.dump(d, open('my-cba-expected.json', 'w'), indent=2)"
python python/cba_check.py check --cloud <cloud> --exports exports/cba --crl out/cba-test/crl-measurements.csv --expected my-cba-expected.json --as-of <today> --out out/cba-test/check
1. Prove revocation. Revoke a test user’s certificate, wait for the CA’s next CRL publication, and sign in with it. Entra should refuse it with the revoked-certificate error Learn lists.1 Record the revocation time, the CRL’s publication time and the refused sign-in.
1. Back it out. Remove the permissions, delete the reader app and its certificate, and reissue the test user’s certificate if you need it again. Then delete exports and out, with the lab’s two files:
· rm -rf exports out my-crl-urls.txt my-cba-expected.json
[bookmark: _Toc00000777]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	CRL limits
	Interactive 20 MB (public, includes GCC) and 45 MB (Azure US Government, includes GCC High and DoD); 10-second download; service limits 65 MB and 150 MB
	Applies, with the larger limits
	GA
	1

	CRL behavior
	No CRL, no revocation check; one endpoint, HTTP or HTTPS, HTTP recommended; a configured CRL that can’t be downloaded fails CBA; CRLs checked up to 10 CAs toward the root
	—
	GA
	1

	List certificateBasedAuthPki; list its certificateAuthorities
	PublicKeyInfrastructure.Read.All; Authentication Administrator or Privileged Authentication Administrator
	L4 and L5
	v1.0
	5 6

	certificateAuthorityDetail
	certificateRevocationListUrl, certificateAuthorityType, thumbprint, expirationDateTime, issuerSubjectKeyIdentifier
	—
	v1.0
	7

	Get X.509 certificate method
	Policy.Read.AuthenticationMethod; Global Reader or Authentication Policy Administrator
	L4 and L5 (not 21Vianet)
	v1.0
	9

	X.509 method properties
	authenticationModeConfiguration (rules by issuerSubject or policyOID), crlValidationConfiguration, certificateUserBindings (PrincipalName, RFC822Name, SubjectKeyIdentifier, SHA1PublicKey)
	—
	v1.0
	8 10 11 12

	List authentication strength policies
	Policy.Read.AuthenticationMethod; allowedCombinations from authenticationMethodModes
	L4 and L5
	v1.0
	13 14

	List Conditional Access policies
	Policy.Read.All
	—
	v1.0
	17

	Legacy certificateBasedAuthConfiguration
	Organization.Read.All; Global Administrator is the only delegated role
	L4 and L5
	v1.0
	18

	CBA and Conditional Access
	Available in Azure for US Government
	Available
	GA
	3



Places Learn says nothing or differs, recorded so a later edit doesn’t loosen the code:
· Megabytes. Learn writes “20 MB” and “45 MB” without a byte count. The configuration uses decimal megabytes, the stricter reading. Learn also says it is reviewing the limits and plans to remove them.1
· Two pages, two limits. Learn’s CBA-with-federation page still gives a single 20 MB limit with no cloud split; the CRL page gives both. The code follows the CRL page for the cloud split and applies 20 MB to GCC either way.1 19
· Root CAs. Learn’s prerequisite is a CRL for each CA; the check warns on a root with none rather than failing it (verification log, row 14).
· Priority. Learn says Entra uses the binding “with the highest priority” without saying whether that is the largest or the smallest number.12 CB-13 flags any low-affinity field rather than guessing the order.
[bookmark: _Toc00000778]Federal requirements and evidence
This chapter helps prove the guide’s Gate 5; its requirements table is the source, and the federal framework crosswalk lists every federal source.
	Requirement
	KSI
	What this code shows
	What the ISSO keeps

	NIST SP 800-53 IA-2(12), acceptance of PIV credentials, and IA-5(2), public key-based authentication (Moderate)
	None lists IA-2(12); KSI-IAM-APM, KSI-IAM-ELP, KSI-SVC-ASM (IA-5(2))
	Every issuing CA trusted, with a CRL Entra can download in time, and revocation enforced
	The cba-read export and the check’s findings.json and manifest.json, dated; each CRL measurement

	CISA SCuBA MS.AAD.3.1v1 and MS.AAD.3.6v1, phishing-resistant MFA (BOD 25-01 required)
	KSI-IAM-APM, as Book 04, Chapter 10 maps it
	An enabled policy requires a phishing-resistant strength, and PIV certificates count as multifactor
	The check’s CB-09 and CB-10 rows, beside the ScubaGear report

	FIPS 201-3, termination of the card
	None: not an SP 800-53 control
	A revoked card is refused, because its CA’s CRL is reachable and enforced
	Lab 2’s refused sign-in, the revocation record and the CRL that published it

	NIST SP 800-63-4, authenticator assurance
	None: not an SP 800-53 control
	The certificate counts at the strength the agency claims
	The mode rules in the export


Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	graph_export.py --task cba-read --list
	AC-6, least privilege: GET calls only
	KSI-IAM-ELP
	The printed list, and config/calls.json as reviewed

	Lab 1, step 2
	cba_check.py measure, writing crl-measurements.csv
	IA-5(2): revocation data Entra can download in time
	KSI-IAM-APM, KSI-SVC-ASM
	Each CRL’s size, time and error, dated; this file has no manifest, so file it with the check that reads it

	Lab 1, steps 3 and 4
	cba_check.py check (CB-01 to CB-13) for GCC and for GCC High, writing findings.json
	IA-5(2); SC-17 for the trusted CAs (CB-11, CB-12); MS.AAD.3.1v1 and MS.AAD.3.6v1 (CB-09, CB-10)
	KSI-IAM-APM, KSI-SVC-ASM; KSI-SVC-ASM; KSI-IAM-APM
	out/ch05/check/findings.json, with the cloud, tenant and date in manifest.json

	Lab 1, steps 3 and 4
	manifest.json
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	A SHA-256 per file, written once

	Lab 1, step 5
	python -m pytest tests -q
	CM-3(2) (design guidance)
	KSI-CMT-VTD
	57 passed, kept with the change

	Lab 1, clean-up
	rm -rf out
	None: fixture output isn’t evidence
	—
	—

	Lab 2, step 2
	curl the PKI containers; graph_export.py --task cba-read, writing pki-containers.json, pki-cas.json, x509-method.json, auth-strengths.json, ca-policies.json and export.json; print the CAs
	IA-5(2); SC-17; AC-6 for GET only
	KSI-IAM-APM, KSI-SVC-ASM; KSI-SVC-ASM; KSI-IAM-ELP
	exports/cba/export.json and the five call files, dated

	Lab 2, step 3
	Write my-crl-urls.txt; measure, writing out/cba-test/crl-measurements.csv
	IA-5(2)
	KSI-IAM-APM, KSI-SVC-ASM
	The real CRLs’ measurements, taken from outside the agency network

	Lab 2, step 4
	Write my-cba-expected.json; check into out/cba-test/check
	IA-5(2); SC-17; MS.AAD.3.1v1 and MS.AAD.3.6v1
	KSI-IAM-APM, KSI-SVC-ASM; KSI-SVC-ASM; KSI-IAM-APM
	out/cba-test/check/findings.json and its manifest

	Lab 2, step 6
	Remove the permissions and the reader app; rm -rf the lab files
	AC-6: no reader permissions left after the test
	KSI-IAM-ELP
	The app’s deletion in the directory audit log



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;20 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AC-6, AU-9, CM-3(2), SC-17, SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
[bookmark: _Toc00000779]Dangers
	Danger
	What happens
	The guard

	A CRL that grows past the limit
	Every card from that CA fails sign-in
	CB-03 and the early warning CB-05, every run

	An unreachable or slow CRL endpoint
	Same outage, from the network side
	CB-04; Learn’s highly available HTTP endpoints

	A CA without a CRL
	Revoked cards still sign in
	CB-01

	A renewed CA not added
	New cards don’t sign in, and nobody knows why
	CB-12 by thumbprint, CB-11 before expiry

	A troubleshooting exemption that stays
	Revocation is off for that CA
	CB-08 lists every exemption, every run

	PIV mapped as single-factor
	Users meet MFA with a password plus something else, not the card
	CB-09

	A phishing-resistant policy left in report-only
	The requirement exists on paper
	CB-10 counts only enabled policies

	Measuring from inside the PKI’s network
	The measurement passes while Entra’s path fails
	Run measure from an internet-facing vantage point (design guidance)


[bookmark: _Toc00000780]Checklist
· config/cba-expected.json names every issuing CA by thumbprint and every PIV policy OID, and its limits match Learn’s CRL page for the tenant’s cloud.
· Every CRL was measured from outside the agency network within the last day, and none is over 80% of the limit or slower than 10 seconds.
· The check shows no Finding, and every CB-08 exemption has a ticket and an end date.
· An enabled Conditional Access policy for all users requires a phishing-resistant strength.
· A revoked test certificate was refused after the CRL published, with the evidence filed.
· The reader app holds exactly the three permissions, with a certificate or a managed identity.
[bookmark: _Toc00000781]Notes
1. Microsoft Learn, “Microsoft Entra certificate-based authentication Certificate Revocation List (CRL),” revocation process, setup guidance and FAQ, https://learn.microsoft.com/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (read November 1, 2026).
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (read November 1, 2026; carried from Book 19, Chapter 02).
1. Microsoft Learn, “Microsoft Entra feature availability,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Set up Microsoft Entra certificate-based authentication,” prerequisites, https://learn.microsoft.com/entra/identity/authentication/how-to-certificate-based-authentication (read November 1, 2026).
1. Microsoft Learn, “List certificateBasedAuthPki objects,” permissions and national clouds, https://learn.microsoft.com/graph/api/publickeyinfrastructureroot-list-certificatebasedauthconfigurations?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “List certificateAuthorityDetail objects,” permissions and national clouds, https://learn.microsoft.com/graph/api/certificatebasedauthpki-list-certificateauthorities?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “certificateAuthorityDetail resource type,” properties, https://learn.microsoft.com/graph/api/resources/certificateauthoritydetail?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “x509CertificateAuthenticationMethodConfiguration resource type,” https://learn.microsoft.com/graph/api/resources/x509certificateauthenticationmethodconfiguration?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Get x509CertificateAuthenticationMethodConfiguration,” permissions and national clouds, https://learn.microsoft.com/graph/api/x509certificateauthenticationmethodconfiguration-get?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “x509CertificateRule resource type” and “x509CertificateAuthenticationModeConfiguration resource type,” https://learn.microsoft.com/graph/api/resources/x509certificaterule?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “x509CertificateCRLValidationConfiguration resource type,” https://learn.microsoft.com/graph/api/resources/x509certificatecrlvalidationconfiguration?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “x509CertificateUserBinding resource type,” https://learn.microsoft.com/graph/api/resources/x509certificateuserbinding?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “List authenticationStrengthPolicies,” permissions and national clouds, https://learn.microsoft.com/graph/api/authenticationstrengthroot-list-policies?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “authenticationMethodModes enum type,” https://learn.microsoft.com/graph/api/resources/authenticationmethodmodes?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Conditional Access authentication strengths,” built-in authentication strengths, https://learn.microsoft.com/entra/identity/authentication/concept-authentication-strengths (read November 1, 2026).
1. Cybersecurity and Infrastructure Security Agency, “BOD 25-01: Implementing Secure Practices for Cloud Services Required Configurations,” MS.AAD.3.1v1 and MS.AAD.3.6v1, https://www.cisa.gov/resources-tools/services/bod-25-01-implementing-secure-practices-cloud-services-required-configurations (read November 1, 2026; carried from the HR-driven identity implementation guide).
1. Microsoft Learn, “List policies” (conditionalAccessRoot), https://learn.microsoft.com/graph/api/conditionalaccessroot-list-policies?view=graph-rest-1.0 (read November 1, 2026; carried from the validation kit’s VK-CA-01 and Building Privileged Access, Chapter 02).
1. Microsoft Learn, “Get certificateBasedAuthConfiguration” and “List certificateBasedAuthConfigurations,” permissions, https://learn.microsoft.com/graph/api/certificatebasedauthconfiguration-get?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Get started with certificate-based authentication in Microsoft Entra ID with federation,” requirements, https://learn.microsoft.com/entra/identity/authentication/certificate-based-authentication-federation-get-started (read November 1, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000782]Chapter 06 — Separation Timing from the Logs
“The leaver workflow ran” is a claim. “Blocked 15 minutes after the effective time, card revoked 11 hours after” is evidence.
[bookmark: _Toc00000783]In this chapter
The measurement behind the guide’s Gate 6 and plan tasks I4.1, I4.2 and I4.6: the leaver blocks first, revokes in parallel, reconciles and disposes last, and the intervals are measured. You start with Learn’s directory audit activities, the Lifecycle Workflows user processing results and the catch-up window. Then you use examples/hr-lifecycle for what they leave to you: for every leaver, the separation-to-block and separation-to-revocation intervals and the exceptions, ST-01 to ST-09. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000784]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 06 — Separation Timing from the Logs: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000785]Goal and audience
Goal. By the end of this chapter you can produce, from the logs alone, each leaver’s separation-to-block and separation-to-revocation intervals, the period’s 50th and 90th percentiles against the agency’s thresholds, and the list of separations that need someone’s attention. You can say, for each rule, whether it rests on Learn, on FIPS 201-3 or on the program’s design.
Audience. Developers who build the leaver’s evidence, the security team that owns the leaver path end to end, and the ISSO who reports PS-4. You should read Python. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000786]Why this gate needs code
The guide’s Gate 6 configures the leaver in Book 03’s order (Chapter 09, The canonical leaver sequence) and asks for the timing to be proved. Book 03’s Chapter 11 defines the two intervals; Chapter 08 explains why the tenant schedule belongs in them. This chapter doesn’t restate them. It computes them, because no Microsoft report does: Lifecycle Workflows records that a run completed, the audit log records when the account was disabled, and the card system and Intune record the rest, each in its own place.
Two pieces already exist. The leaver workflow’s order, Disable user account, then Revoke all refresh tokens for user, then the custom task, is checked by lcwext.py check-workflow, and the custom task extension is built for the card revocation, and retiring the devices in Intune follows the same pattern and is still to build, in Book 19, Chapter 05. The list of privileged role holders this chapter reads comes from Building Privileged Access, Chapter 01. This chapter measures what that order produced.
Which cloud, for this read
The audit log and the user processing results are read from Microsoft Graph: graph.microsoft.com for GCC, graph.microsoft.us and dod-graph.microsoft.us for GCC High and DoD.1 Both APIs are listed for US Government L4 and L5.2 3 Lifecycle Workflows is available in Azure for US Government.4 The card system’s and Intune’s records come as exports; this code doesn’t read either service.
[bookmark: _Toc00000787]Start with Microsoft’s procedure
What Microsoft gives you
· The audit trail. Learn’s audit activity list names, in Core Directory’s UserManagement category, Disable account, Enable account, Delete user and Update StsRefreshTokenValidFrom Timestamp.5 The directoryAudits API returns each with activityDateTime, result, initiatedBy and targetResources.2
· The workflow’s own record. Each userProcessingResult has processingStatus, scheduledDateTime, startedDateTime, completedDateTime, failedTasksCount and workflowExecutionType (scheduled, onDemand), with the user as subject.6 3
· The rules that move the timing. A scheduled workflow is evaluated every three hours by default, or at the interval set in the workflow settings. It still processes a user whose trigger date passed no more than three days ago, the catch-up window; past that, the user isn’t processed. An on-demand run ignores the execution conditions.7 8
· A limit of the disable task. Disable user account doesn’t support users with Microsoft Entra role assignments, or members or owners of role-assignable groups.9
What it leaves to you
Each row is pinned by a test in tests/test_credentials_separation_drift.py.
	What Learn gives
	Why it matters
	What examples/hr-lifecycle adds

	The disable and the session update as separate audit records
	A disabled account with live sessions isn’t blocked
	The block is the later of the two; with either missing, no block (test_separation_intervals_and_summary, test_separation_rules)

	A run’s completedDateTime
	It says the workflow finished, not when access stopped, and nothing about the card or the devices
	The revocation is the last of the block, the card system’s revocation and the device actions (test_separation_intervals_and_summary)

	The three-day catch-up window, in prose
	A separation entered late is silently never processed
	ST-03: a Finding past the window, a Warn when an on-demand run caught it (test_separation_rules)

	Failed audit records in the same log
	A failed disable looks like a disable
	Only success records count (test_a_failed_audit_record_is_not_a_block)

	The disable task’s role-assignment limit
	A privileged leaver’s disable task can’t run
	ST-06 names every privileged leaver for the verified path (test_separation_rules)

	failedTasksCount
	A failed revocation becomes a silent gap
	ST-07 sends it to the exception queue (test_separation_rules)

	An Enable account record
	A late re-send from the pipeline undoes the disable
	ST-05, unless HR cancelled the separation (test_a_cancelled_separation_isnt_measured_or_flagged)


The verdict. Keep Learn’s records as the only clock: HR’s effective time starts it, the audit log and the systems’ own records stop it. The code computes; it never runs a workflow or changes an account.
[bookmark: _Toc00000788]The code: what examples/hr-lifecycle adds
python/separation_timing.py measure reads the exports graph_export.py --task separation-read writes, the HR separations, the card system’s revocations, Intune’s device actions and the privileged role holders, and writes intervals.csv, summary.json and findings.json with a manifest. config/separation.json holds the thresholds and the activity names.
The intervals
For each separation whose effective time has passed, the code takes the user’s successful audit records from 24 hours before the effective time (the configured lookback) and finds:
· blocked: the later of the first Disable account and the first Update StsRefreshTokenValidFrom Timestamp;
· revoked: the latest of the block, the card system’s revocation and the last completed device action;
· separation-to-block and separation-to-revocation: hours from the HR effective time to each.
Learn lists Update StsRefreshTokenValidFrom Timestamp but doesn’t say that the Revoke all refresh tokens for user task, or the Graph revoke call, is what writes it. Lab 2 confirms it in a test tenant before the code is trusted (verification log, row 6). A cancelled separation is listed and not measured.
The rules
	Rule
	Severity
	What it flags
	Source

	ST-01
	Finding
	Separation-to-block over the threshold
	PS-4’s organization-defined period; the sample is 4 hours (blockThresholdHours)

	ST-02
	Finding
	No block: the disable or the session revocation is missing, or no account matches the HR key
	Book 03, Chapter 09’s order

	ST-03
	Finding; Warn
	Entered more than three days after the effective time with no on-demand run (Finding), or caught by one (Warn)
	Learn’s catch-up window7

	ST-04
	Finding
	An uncollected card revoked more than 18 hours after notice, or with no times recorded
	FIPS 201-3, as carried by Book 03, Chapter 09

	ST-05
	Finding
	Re-enabled after the disable with no cancellation in HR
	The guide’s Gate 1 and Gate 6: the pipeline sends active false first

	ST-06
	Warn
	A privileged role holder separated
	Learn: the disable task doesn’t support role holders9

	ST-07
	Finding
	A leaver run that failed, or has failed tasks
	Design guidance: route to a high-priority exception

	ST-08
	Finding
	The user deleted before the device retire or wipe completed
	Book 03, Chapter 08: dispose last

	ST-09
	Finding
	Separation-to-revocation over the threshold
	PS-4b; the sample is 24 hours (revocationThresholdHours)


The thresholds are samples. The agency sets PS-4’s period; the tenant schedule’s interval is part of it, so set the threshold and the schedule together (design guidance).
The read needs two permissions, each the least-privileged for its call:
	Call
	Least-privileged permission
	Delegated role

	List directoryAudits
	AuditLog.Read.All2
	Reports Reader, Security Reader or Security Administrator

	List a workflow’s userProcessingResults
	LifecycleWorkflows-Reports.Read.All3
	Global Reader or Lifecycle Workflows Administrator


The tests
Four tests cover this chapter: the intervals and the summary, every rule on the fixture, a failed audit record that isn’t a block, and a cancelled separation that isn’t flagged. With the other chapters’, 57 pytest tests pass under Python 3.10 or later, with no package, tenant or network.
[bookmark: _Toc00000789]Illustrative code
The commands below run the example against fictional leavers, audit records and card and device exports. They show what the code does, not that a tenant’s logs have the same shapes. Review the code and run Lab 2 in a test tenant before it reports a real leaver.
[bookmark: _Toc00000790]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: List the calls and permissions
python python/graph_export.py --task separation-read --list

# Step 2: Measure the fictional leavers
python python/separation_timing.py measure --separations tests/fixtures/ch06/hr-separations.csv --users tests/fixtures/ch06/leaver-users.json --audits tests/fixtures/ch06/separation-audits.json --results tests/fixtures/ch06/leaver-results.json --cards tests/fixtures/ch06/card-revocations.csv --devices tests/fixtures/ch06/device-actions.csv --role-holders tests/fixtures/ch06/role-holders.csv --config config/separation.json --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch06

# Step 3: Read the findings
python -c "import json; [print(r['Rule'], r['Severity'], r['Object']) for r in json.load(open('out/ch06/findings.json'))]"

# Step 4: Read the intervals
cut -d, -f1,7,8,10 out/ch06/intervals.csv

# Step 5: Run the tests
python -m pytest tests -q

# After the steps
rm -rf out
1. List the calls and permissions:
· python python/graph_export.py --task separation-read --list
· Task separation-read: AuditLog.Read.All, LifecycleWorkflows-Reports.Read.All
  GET /auditLogs/directoryAudits  [AuditLog.Read.All]
  GET /identityGovernance/lifecycleWorkflows/workflows/{workflowId}/userProcessingResults  [LifecycleWorkflows-Reports.Read.All]
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/06-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Measure the fictional leavers:
· python python/separation_timing.py measure --separations tests/fixtures/ch06/hr-separations.csv --users tests/fixtures/ch06/leaver-users.json --audits tests/fixtures/ch06/separation-audits.json --results tests/fixtures/ch06/leaver-results.json --cards tests/fixtures/ch06/card-revocations.csv --devices tests/fixtures/ch06/device-actions.csv --role-holders tests/fixtures/ch06/role-holders.csv --config config/separation.json --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch06
· Leavers: 7 separated, 1 cancelled, 1 not blocked
Separation-to-block hours: p50 0.25, p90 5.52, max 84.68 (threshold 4)
Separation-to-revocation hours: p50 11.0, p90 110.0, max 395.0 (threshold 24)
Separation: 10 Finding, 2 Warn, 0 Info
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/06-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The exit code is 2. A ninth separation, effective November 5, isn’t measured yet.
1. Read the findings:
· python -c "import json; [print(r['Rule'], r['Severity'], r['Object']) for r in json.load(open('out/ch06/findings.json'))]"
· ST-01 Finding casey.ng@contoso.example
ST-01 Finding emery.sol@contoso.example
ST-02 Finding drew.park@contoso.example
ST-03 Finding drew.park@contoso.example
ST-04 Finding casey.ng@contoso.example
ST-05 Finding harper.vu@contoso.example
ST-07 Finding harper.vu@contoso.example
ST-08 Finding blake.ito@contoso.example
ST-09 Finding emery.sol@contoso.example
ST-09 Finding blake.ito@contoso.example
ST-03 Warn emery.sol@contoso.example
ST-06 Warn kai.oto@contoso.example
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/06-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Riley blocks 15 minutes after the effective time. Casey blocks after 5.52 hours, over the 4-hour threshold, and Casey’s uncollected card was revoked 23 hours after notice. Drew’s separation was entered 6.8 days late, past the catch-up window, with no on-demand run, and the only disable in the log failed, so Drew was never blocked. Emery’s was entered 3.5 days late and caught on demand, but the block came 84.68 hours after the effective time. The pipeline re-enabled Harper two days after the disable, and Harper’s leaver run had a failed task. Kai holds a privileged role, and the security team disabled the account by hand. Blake was deleted on October 20, before the device retire completed on October 22.
1. Read the intervals:
· cut -d, -f1,7,8,10 out/ch06/intervals.csv
· PersonNumber,separationToBlockHours,separationToRevocationHours,status
100301,0.25,11.0,measured
100302,5.52,21.0,measured
100303,,,not blocked
100304,84.68,110.0,measured
100305,0.1,10.0,measured
100306,0.35,9.0,measured
100307,,,cancelled
100308,0.1,395.0,measured
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/06-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run the tests:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/06-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 passed. Delete out either way: Chapter 07’s first step measures the separations again into out/ch06, and the tool refuses to write into a folder that already holds a run.
rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/06-6.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000791]Lab 2: test tenant
Not run by the authors. Use a test tenant with Lifecycle Workflows licensed and a leaver workflow in Book 03’s order, never production. Work in examples/hr-lifecycle. You’ll need my-leaver-users.json: the two test users, in the layout of tests/fixtures/ch06/leaver-users.json. You’ll replace: <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <leaver-workflow-id> (the leaver workflow’s ID), <activity-name> (the activity the revoke task wrote, if it isn’t the expected one), <person-number-1> and <person-number-2> (the test users’ HR person numbers), <effective-1>, <effective-2>, <entered-1> and <entered-2> (each separation’s effective and entered times, such as 2026-11-01T14:00:00Z) and <now> (the current time, in the same form).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 3: Export the logs
export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task separation-read --cloud gcc --param since=2026-11-01T00:00:00Z --param workflowId=<leaver-workflow-id> --out exports/separation

# Step 3: Export the logs
python -c "import json; [print(r['activityDateTime'], r['activityDisplayName'], [t.get('userPrincipalName') for t in r['targetResources']], r['initiatedBy']) for r in json.load(open('exports/separation/separation-audits.json'))['value']]"

# Step 3: Export the logs
cp config/separation.json my-separation.json

# Step 3: Export the logs
python -c "import json; p='my-separation.json'; d=json.load(open(p)); d['sessionRevokeActivity'] = '<activity-name>'; json.dump(d, open(p, 'w'), indent=2)"

# Step 4: Measure
printf '%s\n' 'PersonNumber,EffectiveDateTime,EnteredDateTime,Cancelled,CardCollected' '<person-number-1>,<effective-1>,<entered-1>,N,Y' '<person-number-2>,<effective-2>,<entered-2>,N,Y' > my-separations.csv
head -n 1 tests/fixtures/ch06/card-revocations.csv > my-card-revocations.csv
head -n 1 tests/fixtures/ch06/device-actions.csv > my-device-actions.csv
head -n 1 tests/fixtures/ch06/role-holders.csv > my-role-holders.csv
python python/separation_timing.py measure --separations my-separations.csv --users my-leaver-users.json --audits exports/separation/separation-audits.json --results exports/separation/leaver-results.json --cards my-card-revocations.csv --devices my-device-actions.csv --role-holders my-role-holders.csv --config my-separation.json --as-of <now> --cloud gcc --out out/separation-test

# Step 5: Back it out
rm -rf exports out my-separation.json my-separations.csv my-card-revocations.csv my-device-actions.csv my-role-holders.csv
1. Register the reader app with a certificate, and grant the two application permissions from Lab 1, step 1, with admin consent, and nothing else.
1. Make a test leaver. Give a test user a leave date a few hours ahead, wait for the scheduled run, then run the leaver on demand for a second test user.
1. Export the logs. With a token in HRLC_GRAPH_TOKEN:
· export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task separation-read --cloud gcc --param since=2026-11-01T00:00:00Z --param workflowId=<leaver-workflow-id> --out exports/separation
· Confirm in separation-audits.json that the revoke task wrote Update StsRefreshTokenValidFrom Timestamp for the test user, and note which identity appears as the initiator. This prints each record’s time, activity, target and initiator:
· python -c "import json; [print(r['activityDateTime'], r['activityDisplayName'], [t.get('userPrincipalName') for t in r['targetResources']], r['initiatedBy']) for r in json.load(open('exports/separation/separation-audits.json'))['value']]"
· Make your copy of config/separation.json:
· cp config/separation.json my-separation.json
· If it wrote a different activity, change sessionRevokeActivity in your copy and record it:
· python -c "import json; p='my-separation.json'; d=json.load(open(p)); d['sessionRevokeActivity'] = '<activity-name>'; json.dump(d, open(p, 'w'), indent=2)"
1. Measure. Build a two-row separations file and an empty card and device export for the test users (and an empty list of role holders), and run measure with your copy of the settings:
· printf '%s\n' 'PersonNumber,EffectiveDateTime,EnteredDateTime,Cancelled,CardCollected' '<person-number-1>,<effective-1>,<entered-1>,N,Y' '<person-number-2>,<effective-2>,<entered-2>,N,Y' > my-separations.csv
head -n 1 tests/fixtures/ch06/card-revocations.csv > my-card-revocations.csv
head -n 1 tests/fixtures/ch06/device-actions.csv > my-device-actions.csv
head -n 1 tests/fixtures/ch06/role-holders.csv > my-role-holders.csv
python python/separation_timing.py measure --separations my-separations.csv --users my-leaver-users.json --audits exports/separation/separation-audits.json --results exports/separation/leaver-results.json --cards my-card-revocations.csv --devices my-device-actions.csv --role-holders my-role-holders.csv --config my-separation.json --as-of <now> --cloud gcc --out out/separation-test
· Each test user’s separation-to-block should include the wait for the tenant schedule.
1. Back it out. Remove the test users’ leave dates and re-enable or restore them if you need them, remove the permissions, and delete the reader app and its certificate. Then delete exports and out, with the lab’s files:
· rm -rf exports out my-separation.json my-separations.csv my-card-revocations.csv my-device-actions.csv my-role-holders.csv
[bookmark: _Toc00000792]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Audit activities
	Disable account, Enable account, Delete user, Update StsRefreshTokenValidFrom Timestamp (Core Directory, UserManagement)
	—
	GA
	5

	List directoryAudits
	AuditLog.Read.All; Reports Reader, Security Reader or Security Administrator; $filter on eq, ge, le, startswith
	L4 and L5
	v1.0
	2

	List userProcessingResults
	LifecycleWorkflows-Reports.Read.All; Global Reader or Lifecycle Workflows Administrator
	L4 and L5
	v1.0
	3

	userProcessingResult
	processingStatus, scheduledDateTime, startedDateTime, completedDateTime, failedTasksCount, workflowExecutionType (scheduled, onDemand), subject
	—
	v1.0
	6

	Schedule and catch-up
	Evaluated every three hours by default, or the interval set; a user whose trigger date passed no more than three days ago is still processed; on-demand runs ignore the execution conditions
	—
	GA (the V2 time-based trigger, in preview, has no catch-up window)
	7 8

	Disable user account task
	Doesn’t support users with role assignments, or members or owners of role-assignable groups
	—
	GA
	9

	Lifecycle Workflows
	Available in Azure for US Government
	Available
	GA
	4



Places Learn says nothing or differs, recorded so a later edit doesn’t loosen the code:
· What records the revocation. Learn lists Update StsRefreshTokenValidFrom Timestamp but doesn’t tie it to the revoke task. Lab 2 confirms it.
· The preview trigger. Learn says the time-based attribute trigger V2, in preview, has no three-day catch-up window.7 ST-03 assumes the standard trigger; a workflow on V2 skips a late separation even inside three days.
[bookmark: _Toc00000793]Federal requirements and evidence
This chapter helps prove the guide’s Gate 6; its requirements table is the source, and the federal framework crosswalk lists every federal source.
	Requirement
	KSI
	What this code shows
	What the ISSO keeps

	NIST SP 800-53 PS-4, personnel termination, and AC-2(3), disable accounts (Moderate)
	KSI-IAM-ELP (PS-4); KSI-IAM-AAM (AC-2(3)); KSI-IAM-JIT, KSI-IAM-SUS (both)
	Each leaver’s separation-to-block and separation-to-revocation, against the organization-defined period
	intervals.csv, summary.json and findings.json with the manifest, per run, and the exported workflow runs, audit records, card revocations and device actions behind them

	PS-7, external personnel security
	KSI-SCR-MON
	The same intervals for contractors, from the earliest end the middleware sends (Chapter 02)
	The contractor rows of intervals.csv

	FIPS 201-3: a card that can’t be collected is terminated within 18 hours of notification
	None: not an SP 800-53 control
	ST-04 per uncollected card
	The notice and revocation timestamps

	AC-2(13), disable accounts for high-risk individuals
	KSI-IAM-AAM, KSI-IAM-SUS
	The emergency path runs on demand; ST-03 and ST-06 show the separations that need it
	The on-demand runs, logged as changes


The summary’s percentiles feed Chapter 07’s metrics, which the ISSO reports on the continuous monitoring cadence.
Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	graph_export.py --task separation-read --list
	AC-6, least privilege: GET calls only
	KSI-IAM-ELP
	The printed list, and config/calls.json as reviewed

	Lab 1, steps 2 and 4
	separation_timing.py measure, writing intervals.csv
	PS-4; AC-2(3); PS-7 for the contractor rows
	KSI-IAM-ELP, KSI-IAM-JIT, KSI-IAM-SUS; KSI-IAM-AAM; KSI-SCR-MON
	out/ch06/intervals.csv: each leaver’s separation-to-block and separation-to-revocation

	Lab 1, step 2
	summary.json
	CA-7: the percentiles Chapter 07 reports
	KSI-MLA-EVC
	The run’s percentiles against the thresholds in config/separation.json

	Lab 1, steps 2 and 3
	findings.json (ST-01 to ST-09)
	PS-4; AC-2(3); AC-2(13) for ST-03 and ST-06
	KSI-IAM-ELP, KSI-IAM-JIT; KSI-IAM-AAM; KSI-IAM-SUS
	Each ST row, with its owner and closure

	Lab 1, step 2
	manifest.json
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	A SHA-256 per file, written once

	Lab 1, step 5
	python -m pytest tests -q
	CM-3(2) (design guidance)
	KSI-CMT-VTD
	57 passed, kept with the change

	Lab 1, clean-up
	rm -rf out
	None: fixture output isn’t evidence
	—
	—

	Lab 2, step 3
	graph_export.py --task separation-read, writing separation-audits.json, leaver-results.json and export.json; print the records; copy the settings and set sessionRevokeActivity
	AU-2 and AU-12 for the records read; AC-6 for GET only; CM-3 for the settings change
	KSI-MLA-LET; KSI-IAM-ELP; KSI-CMT-LMC
	exports/separation/export.json; the reviewed change to my-separation.json

	Lab 2, step 4
	Write the separations, card, device and role-holder files; measure into out/separation-test
	PS-4; AC-2(3)
	KSI-IAM-ELP, KSI-IAM-JIT, KSI-IAM-SUS; KSI-IAM-AAM
	out/separation-test/intervals.csv and findings.json, with their manifest

	Lab 2, step 5
	Remove the permissions and the reader app; rm -rf the lab files
	AC-6: no reader permissions left after the test
	KSI-IAM-ELP
	The app’s deletion in the directory audit log



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;10 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AC-6, AU-2, AU-9, AU-12, CA-7, CM-3, CM-3(2), SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
[bookmark: _Toc00000794]Dangers
	Danger
	What happens
	The guard

	A disable with live sessions
	The leaver keeps working on refreshed tokens
	The block needs both records

	A late HR entry
	The scheduled trigger never processes the leaver
	ST-03 every run; an on-demand run, behind PIM approval

	A late re-send from the pipeline
	The account comes back after the disable
	ST-05; the pipeline sends active false first (Gate 1)

	A failed revocation task
	The card stays valid and nobody hears
	ST-07 to the exception queue

	A privileged leaver
	The disable task can’t run
	ST-06; the verified privileged path

	Deleting before the devices are retired
	Device certificates stay valid on unrecovered hardware
	ST-08; delete in a separate post-separation workflow

	A threshold set without the schedule
	Every leaver passes the check and misses the period
	Set the threshold and the tenant schedule together

	Logs aged out of Entra before export
	The interval can’t be proved later
	Export on the drift cadence; Chapter 07 packages the evidence


[bookmark: _Toc00000795]Checklist
· config/separation.json holds the agency’s approved thresholds, and the tenant schedule’s interval fits inside the block threshold.
· Lab 2 confirmed which audit activity the revoke task writes, and the configuration matches.
· The run covers every separation in the period, with zero leavers not blocked.
· Every ST-03, ST-05, ST-07 and ST-08 Finding has an owner and a closure.
· Every privileged leaver (ST-06) has a recorded verified path.
· The reader app holds exactly the two permissions.
[bookmark: _Toc00000796]Notes
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (read November 1, 2026; carried from Book 19, Chapter 02).
1. Microsoft Learn, “List directoryAudits,” permissions, national clouds and query parameters, https://learn.microsoft.com/graph/api/directoryaudit-list?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “List userProcessingResults,” permissions and national clouds, https://learn.microsoft.com/graph/api/identitygovernance-workflow-list-userprocessingresults?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability,” https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “Microsoft Entra audit log categories and activities,” Core Directory, https://learn.microsoft.com/entra/identity/monitoring-health/reference-audit-activities (read November 1, 2026).
1. Microsoft Learn, “userProcessingResult resource type,” https://learn.microsoft.com/graph/api/resources/identitygovernance-userprocessingresult?view=graph-rest-1.0 (read November 1, 2026).
1. Microsoft Learn, “Lifecycle workflows execution conditions and scheduling,” workflow scheduling, catch-up window and time-based attribute trigger, https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-execution-conditions (read November 1, 2026).
1. Microsoft Learn, “Understanding lifecycle workflows,” scheduling and on-demand scheduling, https://learn.microsoft.com/entra/id-governance/understanding-lifecycle-workflows (read November 1, 2026).
1. Microsoft Learn, “Lifecycle Workflow built-in tasks,” Disable user account, https://learn.microsoft.com/entra/id-governance/lifecycle-workflow-tasks (read November 1, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000797]Chapter 07 — Lifecycle Drift, Metrics and Evidence
Six gates set the lifecycle up. This one proves, every day, that it still runs the way the first six said, and leaves a record that outlives the accounts it describes.
[bookmark: _Toc00000798]In this chapter
The code behind the guide’s Gate 7: the lifecycle drift classes found and sent to the owner of the fact, the six metrics on the continuous monitoring cadence, and the evidence kept outside the directory. There is no Microsoft sample for lifecycle metrics, so this chapter starts from the program’s own pipeline, Book 19, Chapter 09, and builds what it leaves to you: lifecycle_drift.py in examples/hr-lifecycle, which writes one read-only run from the HR export, the directory, the card system and Chapters 01, 03, 04 and 06’s outputs, and hr_evidence.py in examples/drift-pipeline, which packages each run and assembles a period. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00000799]Narrated tour
Watch the video: Building HR-Driven Identity, Chapter 07 — Lifecycle Drift, Metrics and Evidence: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00000800]Goal and audience
Goal. By the end of this chapter you can produce, from code, one run that lists every lifecycle drift finding by fingerprint and every metric against its threshold, package it so an ISSO can check it with sha256sum alone, chain it to the run before, and hand over a period summary that maps what is still open to the controls and to Gate 7’s criteria. For each rule you can say whether it is Book 03’s design, the guide’s, or the program’s own.
Audience. Platform and pipeline engineers who own the scheduled checks, the identity engineers who close findings at the source, and the ISSOs who receive the evidence. You should read Python. You don’t need a tenant until Lab 2.
[bookmark: _Toc00000801]What the evidence has to show
Book 03 sets both halves of this gate, and this chapter doesn’t restate them. The drift classes, their detection signals and default severities are Book 03, Chapter 11, Drift between HR and the directory; the six metrics are its measured lifecycle. The guide’s Step 7 adds the order of work: run the classes, fix at the source, report the metrics, prove the sole source, keep the evidence outside the directory.
Two things are out of scope here on purpose. Attribute drift, a value that differs from HR, is the ADM implementation guide’s Gate 9: the validation kit’s VK-HR checks and the HCM correlation tool find it, and Book 19’s pipeline compares their runs. Schema drift is the middleware’s validation output (Book 19, Chapter 01). This chapter adds the classes and the metrics the lifecycle owns.
The evidence also has to survive. Entra’s own retention is short: 30 days for audit logs with P1 or P2, 30 days for provisioning logs with a premium edition, and up to 30 days of viewable Lifecycle Workflows history, none of it retroactive.1 The accounts are disposed of under the disposition rule; the record of what happened to them must outlive them (Book 03, Chapter 11, The evidence each event leaves).
Which cloud, for this read
The run’s only new Graph read is the workforce user list (graph_export.py --task drift-read): graph.microsoft.com for GCC, graph.microsoft.us for GCC High and dod-graph.microsoft.us for DoD.2 The other inputs are the outputs of Chapters 01, 02, 03, 04 and 06, the HR export and the card system’s status export, which carry no host. Learn’s feature availability page lists basic and advanced security and usage reports and SIEM connectivity as available in Azure Government; in GCC they are the commercial service.3 The pipeline that schedules the run signs in as Book 19, Chapter 09 describes, per cloud.
[bookmark: _Toc00000802]Start with Book 19, Chapter 09’s pipeline
What it gives you
Learn documents the pieces this gate relies on: how long each log is kept, and how to route audit, sign-in and provisioning logs to a workspace, a storage account or a SIEM (Book 03, Chapter 11 carries those pages). It publishes no sample that computes lifecycle metrics or joins HR, the directory and a card system into drift classes; those are the program’s design. So the nearest working start is the program’s own: examples/drift-pipeline, which Book 19, Chapter 09 builds on Learn’s federated sign-in samples. Its drift_pipeline.py compares two validation kit runs, keeps names out of the tracker, and writes an evidence package with a SHA-256 per file and a hash chain. The privileged access and non-person workbooks extended it the same way this chapter does.
What it leaves to you
Each row is pinned by a test: in examples/hr-lifecycle/tests/test_credentials_separation_drift.py (the run) or examples/drift-pipeline/tests/test_hr_evidence.py (the package and the period).
	What drift_pipeline.py does
	Why it isn’t enough for this gate
	What this chapter adds
	Pinned by

	Reads a validation kit run (ValidationManifest.json)
	The lifecycle classes need the HR export, the contractor decisions, the card system and four chapters’ outputs, none of which is a kit run
	lifecycle_drift.py run: the six classes in one run with its own run.json
	test_drift_run_folder_and_classes

	Compares check rows
	Book 03’s six metrics are numbers against thresholds, not rows
	metrics.json: each metric’s value, threshold, direction and status; LD-07 and LD-08
	test_drift_metrics

	Hashes the files in one run
	A metric is only as good as the chapter output it came from
	run.json records the manifest SHA-256 of every chapter output read, and refuses one that fails its own manifest
	test_drift_refuses_a_tampered_chapter_output

	Packages a kit run
	It refuses a folder that isn’t one
	hr_evidence.py package and verify, with the same rules: one tenant per chain, written once, nothing extra
	test_load_refuses_a_tampered_run, test_package_is_written_once_and_refuses_other_tenants, test_verify_catches_an_edit_after_packaging

	One package at a time
	The ISSO signs a period, not a day
	hr_evidence.py period: chain, coverage, each metric’s series, controls, Gate 7
	test_package_chain_verify_and_period, test_period_reports_a_gap_and_a_broken_chain


The verdict. Keep Book 19’s pipeline as the scheduler, the sign-in and the hashing. Don’t feed it lifecycle data as if it were a kit run; give it a run shaped for the lifecycle, and a packager that knows that shape.
[bookmark: _Toc00000803]The code: what the run builds on and adds
The run
lifecycle_drift.py run reads:
· the HR export (PersonNumber, AssignmentStatusType, TerminationDate) and Chapter 02’s decisions.json for contractors;
· the workforce users (graph_export.py --task drift-read), the validation kit’s exceptions.csv (an exception with no owner doesn’t count, as in VK-HR-01) and the card system’s status export;
· optionally, Chapter 01’s scan, Chapter 03’s readiness, Chapter 04’s residual and Chapter 06’s timing folders, each checked against its own manifest.json and task name before it is read;
· config/drift.json, the six metrics and their thresholds.
It writes the run folder once, and refuses a folder that already exists: run.json (schema fmp-hr-run/1, the tenant ID, cloud, mode, window, readOnly: true, the manifest SHA-256 of every chapter output read, and the SHA-256 of lifecycle/manifest.json), and lifecycle/ with findings.json, metrics.json and a manifest. --mode fixture or --mode tenant is required, so a lab run can’t pass for a tenant run.
The drift classes
	Rule
	Severity
	What it flags
	Source

	LD-01
	Finding
	An active or suspended worker record with no account (missing identity)
	Book 03, Chapter 11

	LD-02
	Finding
	An enabled account for a worker terminated in HR, or a contractor past the earliest end (stale access)
	Book 03, Chapter 11; Chapter 02 here

	LD-03
	Finding
	An enabled account that matches no worker or contractor record and no owned exception (orphan)
	Book 03, Chapter 11

	LD-04
	Finding
	A WS-01 or WS-04 finding from Chapter 01’s scan (unauthorized write), keeping Chapter 01’s object key so the fingerprint is the same
	Book 03, Chapter 11; Chapter 01 here

	LD-05
	Finding
	An active PIV card for a separated worker (credential drift)
	Book 03, Chapter 11

	LD-06
	Finding
	An active PIV card for a person the contractor source doesn’t hold, or whose engagement ended (contractor credential drift)
	Book 03, Chapter 11; the “engagement ended” limb is design guidance, since Book 03’s second limb is the reverse: a contractor record whose card was terminated or expired with the engagement still open


Severities are Book 03’s defaults, which it says are the program’s, not an external standard. Credential drift here reads the card system only; Intune device certificates are a join the agency adds when its Intune report is in the evidence store (design guidance).
The metrics
	Metric
	Value from
	Rule when it fails

	Separation-to-block, 90th percentile
	Chapter 06 summary.json
	LD-07 Warn, over the threshold

	Separation-to-revocation, 90th percentile
	Chapter 06 summary.json
	LD-07

	Transfer-to-review
	Chapter 04 summary.json; open while the review is open
	LD-08 Warn, not measured

	Joiner readiness rate
	Chapter 03 summary.json
	LD-07

	Correlation coverage
	This run: enabled accounts that resolve to a current worker, contractor or owned exception
	LD-07

	Derivation purity
	This run: access-granting memberships by dynamic group or automatic assignment, over all
	LD-07


The thresholds in config/drift.json are proposed starting values (design guidance); Book 03 is plain that choosing the metrics and thresholds is the agency’s CA-7 decision. A metric with no input is reported as not measured (LD-08), never as zero.
The package, the chain and the period
hr_evidence.py lives in examples/drift-pipeline/python beside pa_evidence.py and npi_evidence.py, and changes neither them nor drift_pipeline.py: it imports their hashing, JSON and metadata helpers.
· package checks the run against run.json and the lifecycle manifest (every file, nothing extra, one tenant, cloud and mode, no request that isn’t a GET), copies it under run/, and writes summary.md (fingerprints and object keys, no names), EVIDENCE-MANIFEST.json (the metrics, the open findings by fingerprint, what opened and closed since the previous package, the previous package’s manifest SHA-256) and SHA256SUMS. A previous package for another tenant, cloud or mode, or a run that isn’t later, is refused.
· verify rechecks every file against the manifest and SHA256SUMS, and the run inside against its own manifests.
· period verifies every package whose window falls in the period, reports breaks in the chain and gaps in coverage, gives each metric’s series, and maps what is open at the end to AC-2, AU-6, PS-4, PS-5 and CA-7. The mapping follows Book 03, Chapter 11’s control support table and its text on AU-6 and CA-7, and is design guidance: the assessor decides each control. It scores three of Gate 7’s criteria and reports the fourth, the sole-source proof (Book 03, Appendix C), as not decided by this code.
scripts/run_example_tests.py now lists hr-lifecycle with the kits whose changes also run the drift pipeline’s suite, because test_hr_evidence.py builds its runs with this kit’s code.
The tests
This chapter’s tests are the four test_drift_* tests in examples/hr-lifecycle/tests/test_credentials_separation_drift.py, which build every chapter output from the fixtures first, and the six in examples/drift-pipeline/tests/test_hr_evidence.py. The kit’s 57 tests and the drift pipeline’s 142 pass under Python 3.10 or later with no package beyond pytest, no tenant and no network.
[bookmark: _Toc00000804]Illustrative code
The commands below run against fictional contoso.example fixtures. They show what the code does, not that a tenant, an HR system or a card system returns the same shapes. Review the code, and run Lab 2 in a test tenant, before any of it reaches production evidence.
[bookmark: _Toc00000805]Lab 1: fixtures, no tenant
You need Python 3.10 or later. Work in examples/hr-lifecycle.
Every command in Lab 1
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: Write the chapter outputs the run reads
python python/writer_register.py scan --register config/writer-register.json --audit tests/fixtures/ch01/directory-audits.json --since 2026-10-01 --until 2026-10-31 --cloud gcc --out out/ch01
python python/contractor_source.py extract --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv --sponsors tests/fixtures/ch02/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 --out out/ch02/extract
python python/joiner_workflows.py readiness --hires tests/fixtures/ch03/hr-hires.csv --users tests/fixtures/ch03/hire-users.json --prehire-results tests/fixtures/ch03/prehire-results.json --assignments tests/fixtures/ch03/joiner-assignments.json --workflows config/workflows --as-of 2026-11-02T08:00:00Z --cloud gcc --out out/ch03/readiness
python python/access_assignment.py residual --mover tests/fixtures/ch04/mover.json --assignments tests/fixtures/ch04/mover-assignments.json --memberships tests/fixtures/ch04/mover-memberships.json --policies config/access --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch04/residual
python python/separation_timing.py measure --separations tests/fixtures/ch06/hr-separations.csv --users tests/fixtures/ch06/leaver-users.json --audits tests/fixtures/ch06/separation-audits.json --results tests/fixtures/ch06/leaver-results.json --cards tests/fixtures/ch06/card-revocations.csv --devices tests/fixtures/ch06/device-actions.csv --role-holders tests/fixtures/ch06/role-holders.csv --config config/separation.json --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch06

# Step 2: Write the first run
python python/lifecycle_drift.py run --hr tests/fixtures/ch07/hr-export.csv --contractors out/ch02/extract/decisions.json \
    --users tests/fixtures/ch07/workforce-users.json --exceptions tests/fixtures/ch07/exceptions.csv --cards tests/fixtures/ch07/cards.csv \
    --derivation tests/fixtures/ch07/derivation.json --writers out/ch01 --readiness out/ch03/readiness --residual out/ch04/residual \
    --timing out/ch06 --config config/drift.json --since 2026-10-01 --until 2026-11-01 --cloud gcc \
    --tenant-id 00000000-0000-4000-8000-00000000c0de --mode fixture --out out/ch07/runs/2026-11-01T0600Z

# Step 3: Read the findings
python -c "import json; [print(r['Rule'], r['Severity'], r['Object']) for r in json.load(open('out/ch07/runs/2026-11-01T0600Z/lifecycle/findings.json'))]"

# Step 4: Write the next day's run
python python/lifecycle_drift.py run --hr tests/fixtures/ch07/hr-export.csv --contractors out/ch02/extract/decisions.json \
    --users tests/fixtures/ch07/workforce-users.json --exceptions tests/fixtures/ch07/exceptions.csv --cards tests/fixtures/ch07/cards.csv \
    --derivation tests/fixtures/ch07/derivation.json --writers out/ch01 --readiness out/ch03/readiness --residual out/ch04/residual \
    --timing out/ch06 --config config/drift.json --since 2026-11-01 --until 2026-11-02 --cloud gcc \
    --tenant-id 00000000-0000-4000-8000-00000000c0de --mode fixture --out out/ch07/runs/2026-11-02T0600Z

# Step 5: Package both, chained, and verify
python ../drift-pipeline/python/hr_evidence.py package --run out/ch07/runs/2026-11-01T0600Z --out out/ch07/evidence
python ../drift-pipeline/python/hr_evidence.py package --run out/ch07/runs/2026-11-02T0600Z \
    --previous-manifest out/ch07/evidence/2026-11-01T0600Z/EVIDENCE-MANIFEST.json --out out/ch07/evidence
python ../drift-pipeline/python/hr_evidence.py verify out/ch07/evidence/2026-11-02T0600Z

# Step 5: Package both, chained, and verify
(cd out/ch07/evidence/2026-11-02T0600Z && sha256sum -c SHA256SUMS)

# Step 6: Assemble the period
python ../drift-pipeline/python/hr_evidence.py period --evidence out/ch07/evidence --since 2026-10-01 --until 2026-11-02 --out out/ch07/periods

# Step 7: Run the tests
python -m pytest tests -q
cd ../drift-pipeline && python -m pytest tests -q

# After the steps
cd ../hr-lifecycle && rm -rf out
1. Write the chapter outputs the run reads. These are Lab 1 of Chapters 01, 02, 03, 04 and 06, one command each:
· python python/writer_register.py scan --register config/writer-register.json --audit tests/fixtures/ch01/directory-audits.json --since 2026-10-01 --until 2026-10-31 --cloud gcc --out out/ch01
python python/contractor_source.py extract --register tests/fixtures/ch02/contractor-register.csv --cards tests/fixtures/ch02/cards.csv --sponsors tests/fixtures/ch02/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 --out out/ch02/extract
python python/joiner_workflows.py readiness --hires tests/fixtures/ch03/hr-hires.csv --users tests/fixtures/ch03/hire-users.json --prehire-results tests/fixtures/ch03/prehire-results.json --assignments tests/fixtures/ch03/joiner-assignments.json --workflows config/workflows --as-of 2026-11-02T08:00:00Z --cloud gcc --out out/ch03/readiness
python python/access_assignment.py residual --mover tests/fixtures/ch04/mover.json --assignments tests/fixtures/ch04/mover-assignments.json --memberships tests/fixtures/ch04/mover-memberships.json --policies config/access --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch04/residual
python python/separation_timing.py measure --separations tests/fixtures/ch06/hr-separations.csv --users tests/fixtures/ch06/leaver-users.json --audits tests/fixtures/ch06/separation-audits.json --results tests/fixtures/ch06/leaver-results.json --cards tests/fixtures/ch06/card-revocations.csv --devices tests/fixtures/ch06/device-actions.csv --role-holders tests/fixtures/ch06/role-holders.csv --config config/separation.json --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/ch06
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Each exits 2, because each fixture holds findings. Among the lines they print: Day one 2026-11-02: 1 of 4 hires ready (25%) and Separation-to-block hours: p50 0.25, p90 5.52, max 84.68 (threshold 4).
1. Write the first run:
· python python/lifecycle_drift.py run --hr tests/fixtures/ch07/hr-export.csv --contractors out/ch02/extract/decisions.json \
    --users tests/fixtures/ch07/workforce-users.json --exceptions tests/fixtures/ch07/exceptions.csv --cards tests/fixtures/ch07/cards.csv \
    --derivation tests/fixtures/ch07/derivation.json --writers out/ch01 --readiness out/ch03/readiness --residual out/ch04/residual \
    --timing out/ch06 --config config/drift.json --since 2026-10-01 --until 2026-11-01 --cloud gcc \
    --tenant-id 00000000-0000-4000-8000-00000000c0de --mode fixture --out out/ch07/runs/2026-11-01T0600Z
· Run 2026-11-01T0600Z: 4 chapter outputs read (readiness, residual, timing, writers)
  separationToBlockHoursP90            5.52  max 4  out of bounds
  separationToRevocationHoursP90      110.0  max 24  out of bounds
  transferToReviewHours                None  max 240  not measured
  joinerReadinessRate                  0.25  min 0.95  out of bounds
  correlationCoverage                0.5833  min 0.99  out of bounds
  derivationPurity                   0.7637  min 0.8  out of bounds
Lifecycle drift: 14 Finding, 6 Warn, 0 Info
Run written to out/ch07/runs/2026-11-01T0600Z; package it with examples/drift-pipeline/python/hr_evidence.py
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It exits 2.
1. Read the findings:
· python -c "import json; [print(r['Rule'], r['Severity'], r['Object']) for r in json.load(open('out/ch07/runs/2026-11-01T0600Z/lifecycle/findings.json'))]"
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· out/ch07/runs/2026-11-01T0600Z/lifecycle/findings.json holds 14 Findings: LD-01 for worker 100104, who has no account; LD-02 for drew.park and harper.vu, terminated in HR and enabled, and for contractor bailey.ortiz, past the earliest end; LD-03 for print.kiosk (its exception has no owner) and old.temp, but not for svc.scanner, whose exception has one; five LD-04, Chapter 01’s four second writers and its forbidden delete; LD-05 for card 100303; LD-06 for cards 900002 and 900011. The six Warns are five LD-07 and one LD-08 for the mover’s review, still open. run.json records the four chapter outputs by manifest SHA-256, for example "writers": {"manifestSha256": "a2e59910…", "task": "writers-scan"}.
1. Write the next day’s run, with the same inputs and the window --since 2026-11-01 --until 2026-11-02, into out/ch07/runs/2026-11-02T0600Z:
· python python/lifecycle_drift.py run --hr tests/fixtures/ch07/hr-export.csv --contractors out/ch02/extract/decisions.json \
    --users tests/fixtures/ch07/workforce-users.json --exceptions tests/fixtures/ch07/exceptions.csv --cards tests/fixtures/ch07/cards.csv \
    --derivation tests/fixtures/ch07/derivation.json --writers out/ch01 --readiness out/ch03/readiness --residual out/ch04/residual \
    --timing out/ch06 --config config/drift.json --since 2026-11-01 --until 2026-11-02 --cloud gcc \
    --tenant-id 00000000-0000-4000-8000-00000000c0de --mode fixture --out out/ch07/runs/2026-11-02T0600Z
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It prints the same metrics and Lifecycle drift: 14 Finding, 6 Warn, 0 Info.
1. Package both, chained, and verify:
· python ../drift-pipeline/python/hr_evidence.py package --run out/ch07/runs/2026-11-01T0600Z --out out/ch07/evidence
python ../drift-pipeline/python/hr_evidence.py package --run out/ch07/runs/2026-11-02T0600Z \
    --previous-manifest out/ch07/evidence/2026-11-01T0600Z/EVIDENCE-MANIFEST.json --out out/ch07/evidence
python ../drift-pipeline/python/hr_evidence.py verify out/ch07/evidence/2026-11-02T0600Z
· {"evidence_manifest_sha256": "342c65f7af3d61bdaeb7b5e17147400341f1145bb88c6fbc26fbef9b3418008e", "new": 20, "open": 20, "package": "2026-11-01T0600Z", "resolved": 0}
{"evidence_manifest_sha256": "2892017a07f7214696c1048cfa40e6ccb14927f7c7bdc85cc23cac1a8be739c9", "new": 0, "open": 20, "package": "2026-11-02T0600Z", "resolved": 0}
{"evidence_manifest_sha256": "2892017a07f7214696c1048cfa40e6ccb14927f7c7bdc85cc23cac1a8be739c9", "files": 6, "run_id": "2026-11-02T0600Z"}
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The first package opens all 20 counted findings; the second opens none and closes none, because the inputs didn’t change. Your hashes match these only if your fixtures are the committed ones. Check the second package’s files, which is the check the ISSO runs (the parentheses keep you in examples/hr-lifecycle):
· (cd out/ch07/evidence/2026-11-02T0600Z && sha256sum -c SHA256SUMS)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It reports every file OK.
1. Assemble the period:
· python ../drift-pipeline/python/hr_evidence.py period --evidence out/ch07/evidence --since 2026-10-01 --until 2026-11-02 --out out/ch07/periods
· {"chain_breaks": 0, "complete": false, "coverage_gaps": 0, "open_at_end": 20, "packages": 2, "period": "period-2026-10-01_2026-11-02"}
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· It exits 2: the chain and the coverage are whole, but drift is open, five metrics are out of bounds and transfer-to-review isn’t measured, which the period lists separately from the five. period-summary.md shows AC-2 with 6 open findings, AU-6 with 5, PS-4 with 6, PS-5 with transfer-to-review unmeasured, and Gate 7’s criteria: drift classes not met, metrics not met, evidence unbroken met, sole source not decided by this code.
1. Run the tests:
· python -m pytest tests -q
cd ../drift-pipeline && python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 57 passed, then 142 passed. Delete out when you’re done; it holds fictional names. The tests left you in examples/drift-pipeline:
cd ../hr-lifecycle && rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/hr-driven-identity/captures/07-9.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00000806]Lab 2: test tenant
Not run by the authors. Use a test tenant in the worldwide or GCC cloud, never production. Work in examples/hr-lifecycle. You’ll replace: <graph-token> (a bearer token for graph.microsoft.com issued to the reader app), <tenant-id> (the test tenant’s ID), <hr-export-csv>, <exceptions-csv>, <cards-csv> and <derivation-json> (the test tenant’s HR export, exceptions, card export and derivation file, in the layouts of the files in tests/fixtures/ch07), <since> and <until> (the run’s window, yyyy-mm-dd) and <run-id> (the run’s name, such as 2026-11-05T0600Z).
Every command in Lab 2
Every command in this lab, in order, from examples/hr-lifecycle. Each step below says what it does and what to look for.
# Step 1: Export the workforce users
python python/graph_export.py --task drift-read --list

# Step 1: Export the workforce users
export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task drift-read --cloud gcc --out exports/drift

# Step 3: Write a run
python python/lifecycle_drift.py run --hr <hr-export-csv> --contractors out/ch02-test-extract/decisions.json \
    --users exports/drift/workforce-users.json --exceptions <exceptions-csv> --cards <cards-csv> \
    --derivation <derivation-json> --writers out/ch01-test --readiness out/ch03/readiness-test --residual out/ch04/residual-test \
    --timing out/separation-test --config config/drift.json --since <since> --until <until> --cloud gcc \
    --tenant-id <tenant-id> --mode tenant --out out/ch07-test/runs/<run-id>

# Step 3: Write a run
python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch07-test/runs/<run-id>/lifecycle/findings.json'))]"

# Step 6: Back it out
rm -rf exports out
1. Export the workforce users. Register a reader app with a certificate or a federated credential and grant only the two permissions this command prints, with admin consent:
· python python/graph_export.py --task drift-read --list
· Get a token for graph.microsoft.com and export:
· export HRLC_GRAPH_TOKEN='<graph-token>'
python python/graph_export.py --task drift-read --cloud gcc --out exports/drift
1. Run Chapters 01, 02, 03, 04 and 06 against the test tenant’s exports, as each chapter’s Lab 2 describes, each into its own new folder. Keep the folders those labs write (stop before their back-out steps): the next step reads out/ch01-test, out/ch02-test-extract, out/ch03/readiness-test, out/ch04/residual-test and out/separation-test.
1. Write a run with --users exports/drift/workforce-users.json, the test tenant’s ID and --mode tenant:
· python python/lifecycle_drift.py run --hr <hr-export-csv> --contractors out/ch02-test-extract/decisions.json \
    --users exports/drift/workforce-users.json --exceptions <exceptions-csv> --cards <cards-csv> \
    --derivation <derivation-json> --writers out/ch01-test --readiness out/ch03/readiness-test --residual out/ch04/residual-test \
    --timing out/separation-test --config config/drift.json --since <since> --until <until> --cloud gcc \
    --tenant-id <tenant-id> --mode tenant --out out/ch07-test/runs/<run-id>
· Read every finding against the test tenant before going on:
· python -c "import json; [print(r['Rule'], r['Severity'], r['Object'], '|', r['Issue']) for r in json.load(open('out/ch07-test/runs/<run-id>/lifecycle/findings.json'))]"
1. Schedule it. Add the run, package and the upload to Book 19, Chapter 09’s workflow (its Lab 2), signing in with the federated credential and no secret. Write packages to a test storage container outside the directory with immutability set, and pass --previous-manifest from the last package each time (design guidance).
1. Assemble a period after a few runs and check that a skipped day shows as a coverage gap.
1. Back it out. Remove the schedule, delete the reader app, its credential and its consent, and delete the test container if you created it for the lab. Then delete the local exports and out folders:
· rm -rf exports out
[bookmark: _Toc00000807]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	List users with employeeLeaveDateTime
	GET /users; User.Read.All with User-LifeCycleInfo.Read.All
	Available (user list)
	v1.0
	Carried from the validation kit’s README, VK-HR-054

	Graph hosts
	graph.microsoft.com (GCC), graph.microsoft.us (GCC High), dod-graph.microsoft.us (DoD)
	—
	—
	2

	Audit log retention
	30 days with P1 or P2, 7 with Free; not retroactive
	—
	—
	Carried from Book 03, Chapter 111

	Provisioning log retention
	30 days with a premium edition, 7 with Free
	—
	—
	Carried from Book 03, Chapter 111

	Lifecycle Workflows history
	Viewable up to 30 days; download it to keep it longer
	—
	—
	Carried from Book 03, Chapter 111

	Reports and SIEM connectivity
	Basic and advanced reports and SIEM connectivity listed as available in Azure Government
	Available
	GA
	Carried from the guide3

	Lifecycle metrics, drift classes and severities
	Book 03’s design; no Microsoft source sets them
	—
	—
	Book 03, Chapter 11



One place where the sources leave a choice, recorded so a later edit doesn’t loosen the code: the guide’s Step 7 lists credential drift from the card system and Intune reports joined on the person. This run reads the card system only, and says so; the Intune join is open until the agency’s Intune report is in the evidence store.
[bookmark: _Toc00000808]Federal requirements and evidence
This chapter helps prove Gate 7. The guide’s Gate 7 table names the requirements: CA-7 for system-level metrics, AU-6 and AU-11 with SI-12 for the review and retention of audit records, and BOD 25-01 continuous reporting; the federal framework crosswalk lists their sources.
	Requirement
	KSI
	What the code gives
	What the ISSO keeps

	CA-7
	KSI-MLA-EVC
	metrics.json per run, each metric’s series per period, thresholds in a reviewed file
	Every period’s PERIOD-MANIFEST.json, period-summary.md and SHA256SUMS, with the approved thresholds

	AU-6
	KSI-MLA-RVL
	LD-04 from Chapter 01’s scan of the audit log, by fingerprint
	The packages, with each LD-04 finding’s closure at the source

	AU-11, SI-12
	KSI-MLA-OSM (AU-11); none lists SI-12
	Packages written once, hash-chained, outside the directory
	The storage container’s retention and immutability settings, set to the records schedule

	BOD 25-01 continuous reporting
	None: not an SP 800-53 control
	Not this code: ScubaGear reports for the policies in Gates 4 and 5
	The ScubaGear results beside the period

	AC-2, PS-4, PS-5 (from the other gates)
	KSI-IAM-JIT (all three); KSI-IAM-ELP (PS-4, PS-5); KSI-IAM-SUS (AC-2, PS-4)
	LD-01 to LD-03 and LD-05 to LD-06; the separation and transfer metrics
	The period’s control table, which the assessor reads, not decides from


Each scripted step in the labs, and each file the code writes, with the evidence it leaves:

	Lab step
	What it runs or writes
	Requirement
	KSI
	Evidence

	Lab 1, step 1
	The Chapter 01, 02, 03, 04 and 06 commands, each into its own folder
	As each chapter’s table says
	As each chapter’s table says
	Each folder’s manifest.json, whose SHA-256 the run records

	Lab 1, steps 2 to 4
	lifecycle_drift.py run, writing lifecycle/findings.json (LD-01 to LD-06)
	AC-2, PS-4, PS-5; AU-6 for LD-04
	KSI-IAM-JIT, KSI-IAM-ELP, KSI-IAM-SUS; KSI-MLA-RVL
	Each run’s lifecycle/findings.json, as step 3 prints it

	Lab 1, steps 2 and 4
	lifecycle/metrics.json
	CA-7
	KSI-MLA-EVC
	Each metric’s value, threshold and status, against config/drift.json

	Lab 1, steps 2 and 4
	lifecycle/manifest.json and run.json
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	The run’s inputs by manifest SHA-256, written once

	Lab 1, step 5
	hr_evidence.py package, twice and chained, writing run/, summary.md, EVIDENCE-MANIFEST.json and SHA256SUMS
	AU-9; SI-7; AU-11 once stored
	KSI-MLA-OSM; KSI-SVC-VRI
	Each package’s EVIDENCE-MANIFEST.json, chained to the one before

	Lab 1, step 5
	hr_evidence.py verify; sha256sum -c SHA256SUMS
	SI-7; AU-9
	KSI-SVC-VRI; KSI-MLA-OSM
	verify’s result and every OK line

	Lab 1, step 6
	hr_evidence.py period, writing PERIOD-MANIFEST.json, period-summary.md and SHA256SUMS
	CA-7; AU-6
	KSI-MLA-EVC; KSI-MLA-RVL
	The period folder under out/ch07/periods, which the ISSO signs

	Lab 1, step 7
	python -m pytest tests -q in both kits
	CM-3(2) (design guidance)
	KSI-CMT-VTD
	Both kits’ pass counts, kept with the change

	Lab 1, clean-up
	rm -rf out
	None: fixture output isn’t evidence
	—
	—

	Lab 2, step 1
	graph_export.py --task drift-read --list; export, writing workforce-users.json and export.json
	AC-6, least privilege: GET calls only
	KSI-IAM-ELP
	The printed list; exports/drift/export.json

	Lab 2, step 3
	lifecycle_drift.py run --mode tenant; print the findings
	AC-2, PS-4, PS-5; AU-6; CA-7
	KSI-IAM-JIT, KSI-IAM-ELP, KSI-IAM-SUS; KSI-MLA-RVL; KSI-MLA-EVC
	out/ch07-test/runs/<run-id>/run.json, lifecycle/findings.json and lifecycle/metrics.json

	Lab 2, step 6
	Remove the schedule and the reader app; rm -rf exports out
	AC-6: no reader permissions left after the test
	KSI-IAM-ELP
	The app’s deletion in the directory audit log



KSIs are FedRAMP 20x indicators for cloud service providers: the agency authorizes its own system and lines this evidence up with what its providers report against them, and it doesn’t report KSIs itself (Book 00, Appendix B). Each KSI shown lists the row’s control among its related SP 800-53 controls on FedRAMP’s page;5 which file supports which indicator is the program’s mapping (design guidance). Controls the guide’s table doesn’t name (AC-6, AU-9, CM-3(2), SI-7) are in the Moderate baseline (Book 13, Appendix A; Book 14, Appendix A).
[bookmark: _Toc00000809]Dangers
	Danger
	What happens
	The guard

	A metric computed from an edited chapter output
	The number looks fine and proves nothing
	Each input is checked against its own manifest; run.json records its SHA-256

	A missing input read as zero
	A metric looks met because nothing was measured
	LD-08: not measured is a warning, never a value

	A lab run filed as tenant evidence
	Fiction in the authorization package
	--mode is required and recorded; packages of different modes don’t chain

	Two tenants in one chain
	Evidence from the wrong tenant
	package refuses a previous manifest for another tenant, cloud or mode

	Names in the tracker or the summary
	Personal data in a public issue
	summary.md and the period carry fingerprints and object keys; names stay in the run, under access control

	A skipped day
	A gap nobody notices until the assessment
	period reports coverage gaps and chain breaks, and isn’t complete with either

	Findings fixed in the directory
	Drift returns on the next feed
	Gate 7’s rule: fix at the owner of the fact; the next run closes the finding only if the source changed

	Logs that expired before export
	Evidence that can’t be recovered
	Route the logs out from the first day of the pilot (the guide’s interim path); package daily


[bookmark: _Toc00000810]Checklist
· Every input folder in run.json is the latest run of its chapter, and its manifest hash matches.
· The thresholds in config/drift.json are the agency’s approved values, not the samples.
· Every LD finding in the last package has an owner of the fact and a ticket at the source.
· No metric is LD-08 for more than one reporting period without a recorded reason.
· Each package names the previous one, and verify passes on every package in the period.
· The period has no coverage gaps or chain breaks, and the ISSO has signed it.
· The evidence container is outside the directory, immutable, and kept for the records schedule’s period.
· The reader app holds only the drift-read permissions, with a certificate or a federated credential.
[bookmark: _Toc00000811]Notes
1. Microsoft Learn, “Microsoft Entra data retention,” https://learn.microsoft.com/entra/identity/monitoring-health/reference-reports-data-retention, with the provisioning and Lifecycle Workflows history pages cited in Book 03, Chapter 11 (read November 1, 2026; carried from Book 03, Chapter 11).
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (read November 1, 2026; carried from Book 19, Chapter 02).
1. Microsoft Learn, “Microsoft Entra feature availability” (Azure for US Government: basic and advanced reports and SIEM connectivity available), https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Microsoft Learn, “List users,” https://learn.microsoft.com/graph/api/user-list?view=graph-rest-1.0, and the user resource (employeeLeaveDateTime needs User-LifeCycleInfo.Read.All), as read for the validation kit’s VK-HR-05 (read November 1, 2026; carried from examples/validation-kit/README.md).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator titles and “Related SP 800-53 Controls,” including the mapping updates of October 13, 2026, https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the indicator IDs are carried from Book 13, Appendix A and Book 14, Chapter 03).
[bookmark: _Toc00000812]Chapter 08 — Deploying to a Test Tenant, Then to Production
Seven chapters built the code and tried it against fixtures and a test tenant. This one runs it, in order, against a live test environment and then production, with nothing left to work out on the day.
[bookmark: _Toc00000813]Status: not run against a live tenant
Nobody has run this runbook against a live tenant, a live HR pod or production. The commands are exact, and the scripts they call are tested against fixtures: every output shown below was produced in fixture mode on November 2, 2026. What a live tenant returns at each step is written as an expected result, an expectation from Microsoft Learn and Oracle’s documentation, not an observation. Run Stage 1 in full, and keep its evidence, before any of it reaches production.
[bookmark: _Toc00000814]In this chapter
The order of work for the guide’s seven gates on real systems, as a runbook. You start with the roles, approvals and change record, then one settings file per environment, so the same commands run against test and production. A pre-flight check proves everything is ready and nothing is running. Stage 1 deploys to the HR test pod and the Entra test tenant, enables in stages, runs a smoke test with three synthetic workers, runs four earlier chapters’ test tenant checks, keeps the evidence and rehearses the rollback. The go/no-go criteria decide promotion. Stage 2 repeats the same commands against the production feed and tenant, enables by scope, watches the first week against the drift metrics, and keeps a rollback ready. The code is new in examples/hr-lifecycle/deploy.
[bookmark: _Toc00000815]Goal and audience
Goal. By the end of this chapter you can take the kit from each chapter’s non-production step to a live test environment and then to production, run every step as a copy-paste command or an exact admin center path, show for each step which gate it fulfils, and hand the ISSO the evidence each stage leaves.
Audience. The identity engineers who operate the change, the HR pod administrator who loads the synthetic workers, the change owner who signs the go/no-go, and the ISSO who keeps the evidence. You should have run Lab 1 and Lab 2 of Chapters 01 to 07 first; this chapter doesn’t re-teach them.
[bookmark: _Toc00000816]What this chapter adds
Every earlier chapter ends with a step in a test tenant and a way to back it out. None of them says what order to run the whole lifecycle in, how to change environments without editing commands, how to prove a deployment is ready before anything starts, or what to check once real records flow. The guide’s gates give the order and each gate’s rollback in prose. This chapter makes them a runbook, and adds five scripts where a command needed code the kit lacked.
	Need
	Where it was
	What this chapter adds
	Pinned by

	One set of commands for test and production
	Each lab names a test tenant in its commands
	deploy/settings.example.json and deploy_settings.py: one file per environment, a secret check (DS-01 to DS-05), and get for one value
	test_the_template_is_all_placeholders_and_the_fixture_is_clean, test_a_secret_in_the_settings_is_refused

	Ready but not running
	Not checked anywhere
	preflight.py: licenses, PIM eligibility, the writer register, both provisioning jobs paused, every workflow’s schedule off, and for production the test evidence (PF-01 to PF-06)
	test_preflight_finds_a_running_job_a_schedule_a_missing_role_and_short_licenses, test_production_preflight_needs_clean_test_evidence

	A joiner, a mover and a leaver end to end
	Chapter 03 measures readiness; Chapter 06 measures timing
	smoke_test.py: the synthetic workers’ extract per phase, and a check of the directory, the workflows and the provisioning logs against any extract (SM-01 to SM-07)
	test_the_smoke_check_finds_each_kind_of_failure

	A rollback someone can rehearse
	The guide’s rollback table, in prose
	rollback.py: the reviewed Graph PowerShell in the table’s order, a dry run by default, and a verify (RB-01, RB-02)
	test_the_rollback_plan_pauses_and_unschedules_but_never_restarts_or_disables

	Evidence that each step met its requirements
	The guide’s per-gate tables name what the ISSO keeps
	evidence.py: a hashed record per scripted step with its controls and KSI IDs, and a check of a stage’s records (EV-01 to EV-04)
	test_each_step_writes_a_hashed_record_with_its_requirements, test_the_go_no_go_evidence_check


The kit still never writes to a tenant. Changes go through Microsoft’s Graph PowerShell cmdlets, run by an operator who has activated a role through PIM, or through the admin center paths given here; the scripts read and check. The runbook’s 25 tests, in deploy/tests, and the kit’s 57 pass under Python 3.10 or later with no package beyond pytest, no tenant and no network.
[bookmark: _Toc00000817]Requirements, KSIs and the evidence each step leaves
Every scripted step in this runbook names the federal requirements it helps meet and leaves a record that proves it ran. Each step group below ends with a table: the requirement, what the step does for it, the FedRAMP 20x Key Security Indicator it aligns to, and the file or output the ISSO keeps.
· The requirements are NIST SP 800-53 Rev. 5 controls at the system’s Moderate baseline,12 OMB M-22-093 and CISA BOD 25-01’s SCuBA policies4 where they apply, and FedRAMP’s rule for agency use of certified cloud services: the agency completes the ATO for its own system that uses them (AGU-USE-ABU).5 The controls per gate are the guide’s requirement tables; the change-control controls (CM-3, CM-3(2), CM-4(2), CM-5, CM-6) and AU-9 come from Book 13, Appendix A.
· Key Security Indicators belong to the providers. KSIs are FedRAMP 20x indicators for cloud service providers.6 The agency authorizes its own system and lines its evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). The KSI column says which indicator a step’s evidence sits beside. Each pairing follows the control-to-KSI mapping in Book 13, Appendix A, or Book 04, Chapter 10’s indicator table; the two pairings neither gives are marked (design guidance).
· The evidence is produced, not just named. preflight.py, smoke_test.py, rollback.py and deploy_settings.py (check, record-workflows) each write an evidence record for the step: a JSON file with the time in UTC, the environment, tenant, cloud, mode and change record, the exact command, the result and its counts, the output folder and the SHA-256 of its manifest, and the control and KSI IDs. They go to out/evidence by default and to "$EVIDENCE/records" in this runbook, with evidence-index.csv (one row per record) and SHA256SUMS over the folder, so sha256sum -c checks it, as Chapter 07’s packages do. evidence.py check reads the folder and passes only when every step a stage needs has a record that passed, for that stage, whose output folder still has the manifest it was recorded with (EV-01 to EV-04). That check is a go/no-go criterion.
The records a fixture-mode run of the whole test stage wrote on November 2, 2026, and the check over them (the KSI lists as evidence.py has them since November 9, 2026):
$ ls out/evidence
SHA256SUMS
evidence-index.csv
preflight-20261102T122224Z.json
rollback-plan-20261102T122239Z.json
rollback-verify-20261102T122241Z.json
settings-check-20261102T122220Z.json
smoke-joiner-20261102T122235Z.json
smoke-leaver-20261102T122238Z.json
smoke-mover-20261102T122236Z.json
workflows-recorded-20261102T122221Z.json
$ python deploy/evidence.py check --stage test
EV-01 Info    preflight-20261102T122224Z.json: passed at 2026-11-02T12:22:24Z: preflight (AC-2, AC-5, AC-6, CM-3(2), CM-6; KSI-IAM-JIT, KSI-IAM-ELP, KSI-CMT-VTD, KSI-MLA-EVC)
EV-01 Info    rollback-plan-20261102T122239Z.json: passed at 2026-11-02T12:22:39Z: rollback-plan (CM-3, CM-5; KSI-CMT-RMV, KSI-CMT-RVP, KSI-IAM-JIT)
EV-01 Info    rollback-verify-20261102T122241Z.json: passed at 2026-11-02T12:22:41Z: rollback-verify (CM-3, CM-4(2); KSI-CMT-LMC, KSI-CMT-VTD)
EV-01 Info    settings-check-20261102T122220Z.json: passed at 2026-11-02T12:22:20Z: settings-check (CM-3, CM-6, IA-5; KSI-SVC-ACM, KSI-SVC-ASM, KSI-CMT-LMC)
EV-01 Info    smoke-joiner-20261102T122235Z.json: passed at 2026-11-02T12:22:35Z: smoke-joiner (AC-2, AC-2(1), IA-4(4), IA-5, CM-4(2); KSI-IAM-AAM, KSI-IAM-JIT, KSI-IAM-APM, KSI-CMT-VTD)
EV-01 Info    smoke-leaver-20261102T122238Z.json: passed at 2026-11-02T12:22:38Z: smoke-leaver (PS-4, AC-2(3), CM-4(2); KSI-IAM-ELP, KSI-IAM-AAM, KSI-IAM-JIT, KSI-IAM-SUS, KSI-CMT-VTD)
EV-01 Info    smoke-mover-20261102T122236Z.json: passed at 2026-11-02T12:22:36Z: smoke-mover (AC-2, AC-6, PS-5, CM-4(2); KSI-IAM-AAM, KSI-IAM-ELP, KSI-CMT-VTD)
EV-01 Info    workflows-recorded-20261102T122221Z.json: passed at 2026-11-02T12:22:21Z: workflows-recorded (AC-2(1), CM-3; KSI-IAM-JIT, KSI-CMT-RMV, KSI-CMT-LMC)
Evidence for the test stage in out/evidence: 0 Finding, 0 Warn, 8 Info
One record, the leaver phase’s (fixture mode, November 2, 2026; its ksi list as of November 9, 2026):
{
  "changeRecord": "CHG-0001-TEST",
  "cloud": "gcc",
  "command": "python deploy/smoke_test.py check --settings out/settings.test.json --extract out/ch08/extract-leaver/smoke-extract.csv --previous-extract out/ch08/extract-mover/smoke-extract.csv --phase leaver --as-of 2026-11-11 --since 2026-11-11T00:00:00Z --mode fixture --fixture deploy/tests/fixtures/smoke/leaver --out out/ch08/smoke-leaver",
  "counts": {"Finding": 0, "Info": 0, "Warn": 0},
  "environment": "test",
  "gate": "G6",
  "ksi": ["KSI-IAM-ELP", "KSI-IAM-AAM", "KSI-IAM-JIT", "KSI-IAM-SUS", "KSI-CMT-VTD"],
  "mode": "fixture",
  "output": "out/ch08/smoke-leaver",
  "outputManifestSha256": "59fabd734e99371e83bdad572972e1eb7e3131d1ae92bcd057d56cbafee5a778",
  "requirements": {
    "nist80053": ["PS-4", "AC-2(3)", "CM-4(2)"],
    "other": []
  },
  "result": "pass",
  "rules": [],
  "schema": "fmp-hrlc-evidence/1",
  "step": "smoke-leaver",
  "tenantId": "00000000-0000-4000-8000-0000000c0de8",
  "timestamp": "2026-11-02T12:22:38Z"
}
The record is shown with its short lists folded onto one line; the file has one value per line. Steps that are admin center actions, or Graph PowerShell run by an operator, leave the evidence the tables name (an audit log entry, a PIM activation, the change record) rather than a record of their own.
[bookmark: _Toc00000818]Before you start
Roles
	Role
	Who
	What they do in this runbook

	Change owner
	The identity program’s release manager
	Opens the change record, chairs the go/no-go, signs promotion

	Operator
	An identity engineer
	Runs every command; activates roles through PIM for the steps that change the tenant

	Second operator
	Another identity engineer
	Reviews each body, script and settings file before it’s run; witnesses every on-demand run and the rollback

	HR pod administrator
	The HR platform team, on Oracle Cloud Infrastructure
	Loads and changes the synthetic workers in the HCM test pod; never in production

	ISSO
	The system’s information system security officer
	Receives each stage’s evidence; accepts the test stage before promotion


The second-operator rule and the role split are design guidance. The directory roles behind them are the guide’s prerequisites: Lifecycle Workflows Administrator for workflows, Identity Governance Administrator for automatic assignment policies, Authentication Policy Administrator for certificate-based authentication, and, from the pipeline guide, Application Administrator for the provisioning apps, each held as a PIM eligibility, not a standing assignment. The test stage’s rollback also removes the synthetic accounts, which takes User Administrator.7 Activate a role in the admin center under ID Governance > Privileged Identity Management > My roles > Microsoft Entra roles, then Activate on the role.8
Approvals and the change record
	Stage
	Approval before it starts
	Recorded in

	Stage 1, live test
	The change owner and the ISSO agree the test tenant, the HR test pod and the synthetic person numbers
	The test change record

	Promotion
	The go/no-go criteria below, all met, signed by the change owner; the ISSO accepts the test evidence
	The production change record

	Stage 2, production
	The production change record approved by the change board, with the window, the first scope and the rollback plan attached
	The production change record


The change record’s ID goes into the settings file (changeRecord), and every script writes it into its output manifest, so each piece of evidence names the change it belongs to. A production settings file without one fails DS-04.
What you need on the operator’s workstation
Python 3.10 or later, the Azure CLI, OpenSSL, Git Bash (on Windows) for the bash blocks and PowerShell 7 with the Microsoft Graph PowerShell modules for the PowerShell blocks. Work in examples/hr-lifecycle of a clone of this repository. The bash blocks keep their variables between steps, so run one stage in one terminal; the PowerShell blocks do the same in one PowerShell 7 window.
Placeholders
Every value that differs between environments lives in the settings file, and the commands read it from there. The placeholders below appear once, in deploy/settings.example.json, and you replace each in your copy; the last six rows are the only placeholders in the commands themselves.
	Placeholder
	What it is
	Where to find it

	<test-or-production>
	test or production
	Your choice per file

	<cloud>
	gcc, gcchigh or dod
	The tenant’s cloud: Microsoft 365 GCC uses the worldwide Graph host; GCC High and DoD have their own9

	<tenant-id>
	The test tenant’s ID (<test-tenant-id>) in settings.test.json, the production tenant’s (<production-tenant-id>) in settings.production.json
	Entra ID > Overview

	<change-record-id>
	The change record’s ID
	The change system

	<hcm-pod-host>, <hcm-integration-user>, <hcm-assertion-key-name>
	The HCM pod, its integration user and the name of the key that signs its JWT assertion
	The HR platform team

	<key-vault-name>, <uploader-cert-name>, <reader-cert-name>
	The key vault and the names of the two integration identities’ certificates in it
	The key vault’s Certificates page

	<uploader-app-id>, <reader-app-id>
	The application (client) IDs of the identity that sends to /bulkUpload and the read-only identity the scripts use
	Entra ID > App registrations > the app > Overview

	<employee-app-sp-id>, <employee-job-id>, <contractor-app-sp-id>, <contractor-job-id>
	The two API-driven provisioning apps’ service principal and job IDs
	The Provisioning API Endpoint on each app’s Provisioning > Overview page, which holds both IDs10

	<prehire-workflow-id> and the other workflow IDs
	The six workflows’ IDs
	Filled by record-workflows when Stage 1 creates them

	<evidence-storage-account>, <evidence-container>
	Where the evidence is kept outside the directory
	Chapter 07’s evidence store

	<p1-sku-part-number>, <governance-sku-part-number> and the seat counts
	The skuPartNumber of the Entra ID P1 and Entra ID Governance subscriptions, and the seats the scope needs
	The subscribed-skus.json the pre-flight exports, or the licensing page Learn links from the subscribedSkus API11

	<person-number-pattern>
	A regular expression for the synthetic person numbers in test (99[0-9]{4}); empty in production
	The HR pod administrator reserves the range

	<first-department-code>
	The first production scope’s organization code
	The rollout plan

	<start-date>
	The smoke test’s first day, yyyy-mm-dd; the next two days follow from it
	The test change record

	<policy-id>
	An automatic assignment policy’s ID, as New-MgEntitlementManagementAssignmentPolicy returns it
	Chapter 04’s test tenant steps

	<production-extract-csv>
	The path of the day’s HCM extract for the production scope, in examples/hcm-entra’s layout
	The HCM integration’s output

	<today>, <yesterday>
	Production dates, yyyy-mm-dd
	The calendar

	<pki-id>
	The test tenant’s PKI container ID
	The list the first command of Stage 1’s Chapter 05 check prints


[bookmark: _Toc00000819]One environment settings file
Gate: all seven. The guide’s gates run once per environment; this file is the only thing that changes between them.
1. Copy the template for each environment, and fill it. Replace every placeholder from the table above. The file holds names and IDs only.
· cp deploy/settings.example.json deploy/settings.test.json
cp deploy/settings.example.json deploy/settings.production.json
· Both copies are ignored by git in this repository (.gitignore); keep them in the agency’s own reviewed configuration repository (design guidance).
1. Check each file. The check refuses any key that looks like a secret (the same pattern examples/hcm-entra refuses), any value that looks like a token, a private key or a certificate, any placeholder left in, an unknown environment or cloud, a production file without a change record, and a missing provisioning or workflow ID:
· python deploy/deploy_settings.py check --settings deploy/settings.test.json --evidence-dir evidence/test/records
· The template itself fails, as it should. Fixture mode, run on November 2, 2026:
· $ python deploy/deploy_settings.py check --settings deploy/settings.example.json
...
DS-03 Finding cloud: unknown cloud '<cloud>'; expected gcc, gcchigh or dod
DS-03 Finding environment: environment must be test or production, not '<test-or-production>'
Settings settings.example.json (<test-or-production>, <cloud>): 32 Finding, 0 Warn, 0 Info
$ python deploy/deploy_settings.py check --settings deploy/tests/fixtures/settings.test.json
Settings settings.test.json (test, gcc): 0 Finding, 0 Warn, 0 Info
· Until Stage 1 creates the workflows, the test file fails DS-02 and DS-05 for the six workflow IDs alone; that is expected.
1. Open a session for the stage. These lines set the environment, make a private folder for the session, sign the operator in to read the key vault, convert the two integration identities’ certificates to the PEM form the Azure CLI signs in with (Learn’s procedure for a certificate held in Key Vault),12 and define two helpers: cfg prints one value from the settings file, and hrlc_token signs in as an integration identity with its certificate and prints a Microsoft Graph token for the tenant’s cloud.13 For Stage 2, run the same block with SETTINGS=deploy/settings.production.json:
· SETTINGS=deploy/settings.test.json
cfg() { python deploy/deploy_settings.py get --settings "$SETTINGS" "$1"; }
EVIDENCE=evidence/$(cfg environment)
mkdir -p "$EVIDENCE"
RUNBOOK_TMP=$(mktemp -d) && chmod 700 "$RUNBOOK_TMP"
az cloud set --name "$(cfg azureCloud)"
az login --tenant "$(cfg tenantId)" --output none
for who in uploader reader; do
  az keyvault secret download --vault-name "$(cfg identities.keyVault)" --name "$(cfg identities.$who.certificateName)" \
      --file "$RUNBOOK_TMP/$who.pfx" --encoding base64
  openssl pkcs12 -in "$RUNBOOK_TMP/$who.pfx" -passin pass: -passout pass: -out "$RUNBOOK_TMP/$who.pem" -nodes
  rm "$RUNBOOK_TMP/$who.pfx"
done
hrlc_token() {
  az login --service-principal --username "$(cfg identities.$1.appId)" --certificate "$RUNBOOK_TMP/$1.pem" \
      --tenant "$(cfg tenantId)" --allow-no-subscriptions --output none
  az account get-access-token --resource "$(cfg graphResource)" --query accessToken --output tsv
}
· A token from az account get-access-token lasts at most 60 minutes;12 each step below asks for a fresh one. The PEM files live only in the session folder, which the last step of each stage deletes. In the reviewed pipeline, the same token comes from the pipeline’s federated credential instead, with no certificate on disk (Book 19, Chapter 09) (design guidance).
1. Open the PowerShell 7 window for the stage, for the steps that change the tenant. It reads the same settings file:
· $SETTINGS = 'deploy/settings.test.json'
$S = Get-Content $SETTINGS -Raw | ConvertFrom-Json
$MgEnv = @{ gcc = 'Global'; gcchigh = 'USGov'; dod = 'USGovDoD' }[$S.cloud]
$EVIDENCE = "evidence/$($S.environment)"
· Global, USGov and USGovDoD are Graph PowerShell’s names for the three clouds.14
Requirements and evidence for this step.
One environment settings file: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-6, configuration settings
	One reviewed settings file per environment; check refuses a placeholder, an unknown cloud or a missing ID
	KSI-SVC-ACM
	settings-check-*.json; the settings file’s SHA-256 in every later manifest

	IA-5, authenticator management for the integration identities
	Refuses any secret in the file; certificates stay in the key vault and reach the session as PEM files deleted at its end
	KSI-SVC-ASM (design guidance: the crosswalk pairs IA-5(2) with it)
	settings-check-*.json with no DS-01; the key vault’s access log

	CM-3, configuration change control
	The change record’s ID is in the file, and in every manifest and record
	KSI-CMT-LMC
	Every record’s changeRecord; the change record

	FedRAMP AGU-USE-ABU, agency use of certified cloud services
	The file names the cloud (gcc, gcchigh, dod) whose providers’ authorizations the system’s package relies on
	— (an agency rule, not an indicator)
	The system’s ATO package listing the providers’ authorizations


[bookmark: _Toc00000820]Pre-flight checks
Gates: the guide’s prerequisites, G1 (the register) and the starting state of G2, G3 and G6.
1. Give the reader identity its permissions. It needs exactly the GET calls of the deploy tasks in config/calls.json, and those of the chapters whose checks you run in Stage 2’s monitoring. Print them:
· python python/graph_export.py --task deploy-preflight --list
python python/graph_export.py --task deploy-job --list
python python/graph_export.py --task deploy-smoke --list
python python/graph_export.py --task drift-read --list
· In the admin center: Entra ID > App registrations > the reader app > API permissions > Add a permission > Microsoft Graph > Application permissions, add each permission printed, then Grant admin consent.15 The sync job read takes Synchronization.Read.All: Learn ranks Application.ReadWrite.OwnedBy least privileged for that GET, but it can write, and the kit takes no write permission.16
1. Set the provisioning apps’ safety settings in the admin center, on each of the two API-driven apps: Entra ID > Enterprise apps > the app > Provisioning > Edit provisioning > Settings, enter the Notification Email (without it the job quarantines when it starts), select Prevent accidental deletions, enter a threshold, and Save.1017 Then on the same page under Mappings, open the user mapping and, under Target Object Actions, clear Delete: /bulkUpload doesn’t delete users, and Microsoft advises turning the action off.18
1. Route the logs out before anything starts (the guide’s prerequisite; Chapter 07): Entra ID > Monitoring & health > Diagnostic settings > + Add diagnostic setting, select the audit, sign-in and provisioning log categories, Archive to a storage account (or the agency’s SIEM), and Save.19
1. Run the pre-flight. It reads the subscriptions, the PIM eligibilities, both provisioning jobs and the workflows, checks the writer register (Chapter 01’s WR rules), and writes everything it read into its output folder:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/preflight.py --settings "$SETTINGS" --mode tenant --out "$EVIDENCE/preflight" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026, and again on November 9, 2026, for the post-separation label (--mode fixture --fixture deploy/tests/fixtures/preflight, the test fixture settings):
· PF-01 Info    CONTOSO_GOVERNANCE_SAMPLE: 500 enabled, 398 consumed
PF-01 Info    CONTOSO_P1_SAMPLE: 500 enabled, 412 consumed
PF-02 Info    Authentication Policy Administrator: 1 eligible through PIM
PF-02 Info    Identity Governance Administrator: 1 eligible through PIM
PF-02 Info    Lifecycle Workflows Administrator: 2 eligible through PIM
PF-02 Info    Application Administrator: 2 eligible through PIM
PF-02 Info    User Administrator: 1 eligible through PIM
PF-03 Info    writer-register.json: the writer register passes WR-01 to WR-09
PF-04 Info    contractor: job is Paused
PF-04 Info    employee: job is Paused
PF-05 Info    contractor-leaver: enabled, scheduling off, version 1
PF-05 Info    day-one: enabled, scheduling off, version 1
PF-05 Info    leaver: enabled, scheduling off, version 1
PF-05 Info    mover: enabled, scheduling off, version 1
PF-05 Info    post-separation: enabled, scheduling off, version 1
PF-05 Info    pre-hire: enabled, scheduling off, version 1
Pre-flight test (gcc, fixture): 0 Finding, 0 Warn, 16 Info
Pre-flight written to out/ch08/preflight
· Expected result, live: before Stage 1 creates the workflows, PF-05 reports each as missing; run the pre-flight again after the deploy step, when it should match the output above. A job reported NotConfigured hasn’t been saved with its credentials and notification email; Active or Quarantine means something already started.20 Each rule and what it reads:
	Rule
	Finding when
	Reads

	PF-01
	A license in the settings is missing, not Enabled, or has fewer enabled units than the scope needs
	GET /subscribedSkus, LicenseAssignment.Read.All11

	PF-02
	No one holds a PIM eligibility for a role the runbook needs
	GET /roleManagement/directory/roleEligibilitySchedules, RoleEligibilitySchedule.Read.Directory21, against Learn’s role template IDs22

	PF-03
	The writer register fails Chapter 01’s check
	config/writer-register.json

	PF-04
	A provisioning job isn’t Paused or NotRun; a Warn when its settings show no deletion threshold
	GET /servicePrincipals/{id}/synchronization/jobs/{jobId}, Synchronization.Read.All16

	PF-05
	A workflow is missing or its schedule is on; a Warn when it’s disabled
	GET /identityGovernance/lifecycleWorkflows/workflows, LifecycleWorkflows-Workflow.Read.All

	PF-06
	Production only: the test stage’s last smoke output is missing, changed since it was written, from another mode, not the leaver phase, or not clean
	The test evidence’s manifest.json


· The deletion threshold check reads the setting QuarantineTooManyDeletesThreshold, which Learn shows in its example response for the job but doesn’t describe; it is a Warn, and the admin center step above is the control.
Requirements and evidence for this step.
Pre-flight checks: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2, account management (G1: one writer per state)
	PF-03: the writer register passes WR-01 to WR-09
	KSI-IAM-AAM
	preflight-*.json; preflight/findings.json

	AC-5 and AC-6, separation of duties and least privilege
	PF-02: every runbook role is a PIM eligibility, not a standing assignment; the reader identity holds only GET permissions
	KSI-IAM-JIT, KSI-IAM-ELP
	preflight/exports/role-eligibility.json; the reader app’s permission list from graph_export.py --list

	CISA BOD 25-01, MS.AAD.7.5v1: highly privileged roles only through a privileged access management system
	PF-02
	KSI-IAM-JIT
	The same export; the tenant’s ScubaGear report

	CM-3(2) and CM-6, changes tested and validated; settings verified
	PF-04 and PF-05: jobs paused and schedules off before any change; PF-06 gates production on the test evidence
	KSI-CMT-VTD, KSI-MLA-EVC
	preflight-*.json with result pass

	AU-9 and AU-11, with SI-12: audit records protected and kept
	Logs routed out before the first send
	KSI-MLA-OSM (AU-9, AU-11); none lists SI-12
	The diagnostic setting’s name and destination, recorded in the change record

	FedRAMP AGU-USE-ABU
	PF-01: the licensed services the system relies on are present
	—
	preflight/exports/subscribed-skus.json


[bookmark: _Toc00000821]Stage 1: the live test
The HCM test pod holds four synthetic workers, person numbers 990000 to 990003, from deploy/smoke-workers.json: a manager, a joiner, a mover and a leaver, at the fictional employer in the test settings. The Entra test tenant is a separate tenant from production in the same cloud. Use PersonNumber, never PersonID, as the key: Oracle says PersonID “can vary across environments.”23
Deploy
Gates: G2 (the feed and the contractor source), G3 and G6 (the workflows), G1 (no second writer).
1. Write the middleware’s settings for each provisioning app from the settings file, into the evidence folder (they hold no secret):
· python deploy/deploy_settings.py middleware --settings "$SETTINGS" --app employee --out "$EVIDENCE/middleware-employee.json"
python deploy/deploy_settings.py middleware --settings "$SETTINGS" --app contractor --out "$EVIDENCE/middleware-contractor.json"
· Fixture mode, run on November 2, 2026:
· Middleware settings for employee written to out/ch08/middleware-employee.json: https://graph.microsoft.com/v1.0/servicePrincipals/33333333-3333-4333-8333-333333333301/synchronization/jobs/API2AAD.0000000000000000000000000000000a.33333333-3333-4333-8333-333333333301/bulkUpload
· The middleware’s own endpoint check accepts the URL; a test pins that.
1. Plan the workflows from config/workflows against what the tenant holds, as Chapter 03 does:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python python/graph_export.py --task joiner-plan --cloud "$(cfg cloud)" --out "$EVIDENCE/exports/joiner"
python python/joiner_workflows.py plan config/workflows --current "$EVIDENCE/exports/joiner/workflows.json" --out "$EVIDENCE/workflow-plan"
· Expected result: six create steps on a first deployment, one per file in config/workflows, and Plan: 0 Finding.
1. Create the workflows with scheduling off. The reviewed bodies carry isSchedulingEnabled true, the state each workflow ends in; the staged enable turns it on only after the smoke test. In PowerShell 7, activate Lifecycle Workflows Administrator first, then:
· Connect-MgGraph -Environment $MgEnv -TenantId $S.tenantId -Scopes 'LifecycleWorkflows-Workflow.ReadWrite.All' -NoWelcome
$ids = [ordered]@{}
foreach ($step in (Get-Content "$EVIDENCE/workflow-plan/plan.json" -Raw | ConvertFrom-Json) | Where-Object action -eq 'create') {
    $body = Get-Content (Join-Path "$EVIDENCE/workflow-plan" $step.body) -Raw | ConvertFrom-Json -AsHashtable
    $body.isEnabled = $true
    $body.isSchedulingEnabled = $false
    $w = New-MgIdentityGovernanceLifecycleWorkflow -BodyParameter $body
    $ids[[IO.Path]::GetFileNameWithoutExtension($step.file)] = $w.Id
}
$ids | ConvertTo-Json | Set-Content "$EVIDENCE/workflow-ids.json"
· A workflow with isEnabled true and isSchedulingEnabled false runs only on demand; scheduling can’t be on for a disabled workflow.24 Learn’s pages disagree on the default for a new workflow (one says enabled, another disabled), so the body sets both.25
1. Record the IDs in the settings file, and check it again:
· python deploy/deploy_settings.py record-workflows --settings "$SETTINGS" --ids "$EVIDENCE/workflow-ids.json" --evidence-dir "$EVIDENCE/records"
python deploy/deploy_settings.py check --settings "$SETTINGS" --evidence-dir "$EVIDENCE/records"
· Expected result: Recorded 6 workflow IDs, then 0 Finding, 0 Warn, 0 Info.
1. Run the pre-flight again, into a new folder. It should now read like the fixture output above, with every workflow enabled, scheduling off:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/preflight.py --settings "$SETTINGS" --mode tenant --out "$EVIDENCE/preflight-after-deploy" --evidence-dir "$EVIDENCE/records"
· Automatic assignment policies (G4) go in after the smoke test passes, with Chapter 04’s test tenant steps. Record each policy’s ID so the rollback removes it:
· python -c "import json,sys; p=sys.argv[1]; d=json.load(open(p)); d['automaticAssignmentPolicies'].append(sys.argv[2]); json.dump(d, open(p,'w'), indent=2)" "$SETTINGS" <policy-id>
· Replace <policy-id> with the ID New-MgEntitlementManagementAssignmentPolicy returned.
Requirements and evidence for this step.
Stage 1 deploy: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2(1), automated account management (G3, G6)
	The workflows are created from the reviewed bodies in config/workflows, scheduling off
	KSI-IAM-JIT
	workflow-plan/plan.json and its manifest; workflow-ids.json; workflows-recorded-*.json

	CM-3, configuration change control
	Created from the repository’s files, not edited in the admin center; the IDs go back into the reviewed settings
	KSI-CMT-RMV, KSI-CMT-LMC
	workflow-plan/bodies/; the directory audit log’s workflow entries

	AC-2, PS-7 and IA-4(4) (G2)
	The middleware’s settings are written from the settings file; worker type comes from the record
	KSI-IAM-AAM
	middleware-employee.json, middleware-contractor.json


Staged enable
Gates: G2 (only the synthetic workers flow), G3 and G6 (workflows on demand only).
1. Scope both provisioning apps to the synthetic workers. In the admin center, for each app: Entra ID > Enterprise apps > All applications > the app > Provisioning > under Manage, Scoping filters > Users > the pencil icon. In Scope by attribute, add one clause: attribute externalId, operator REGEX MATCH, value 99[0-9]{4}; Review, Save.26 Learn names scoping filters as the way to exclude users from an API-driven app’s processing.18 Saving a new filter starts a full sync, and a user who falls out of scope can be disabled; on a new app with nothing provisioned that touches no one, and in Stage 2 you only ever widen the scope.
1. Start both jobs. Activate Application Administrator, then in PowerShell 7:
· Connect-MgGraph -Environment $MgEnv -TenantId $S.tenantId -Scopes 'Synchronization.ReadWrite.All' -NoWelcome
foreach ($app in 'employee', 'contractor') {
    Start-MgServicePrincipalSynchronizationJob -ServicePrincipalId $S.provisioning.$app.servicePrincipalId -SynchronizationJobId $S.provisioning.$app.jobId
}
· Starting puts an API-driven job in listen mode.1027 Expected result: the job’s status reads Active on the app’s Provisioning > Overview page. Don’t use Restart provisioning: it purges payloads waiting to be processed.10 Provision on demand isn’t supported for API-driven apps,10 so the smoke test sends real extracts.
Requirements and evidence for this step.
Stage 1 staged enable: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3(2), changes tested before they’re finalized
	Only the synthetic workers are in scope; workflows run on demand only
	KSI-CMT-VTD
	The scoping filter, recorded in the change record; preflight-after-deploy with every schedule off

	AC-6 and CM-5, least privilege and access restrictions for change
	The operator activates Application Administrator only for the start
	KSI-IAM-JIT
	The PIM activation audit records


Smoke test
Gates: G2 (the record arrives, keyed and scoped), G3 (the joiner is ready on day one), G4 (the mover’s organization code and mover workflow), G6 (the leaver blocks).
The test runs over three days, one phase a day. --start is the joiner phase’s date and stays the same for all three; set it, and the two days after it, once:
START=<start-date>
DAY2=$(python -c "import datetime,sys; print(datetime.date.fromisoformat(sys.argv[1]) + datetime.timedelta(days=1))" "$START")
DAY3=$(python -c "import datetime,sys; print(datetime.date.fromisoformat(sys.argv[1]) + datetime.timedelta(days=2))" "$START")
Each phase writes the synthetic extract, sends it through examples/hcm-entra with the uploader’s token, runs the phase’s workflows on demand (Learn’s way to test a workflow on up to 10 users before its schedule is turned on),2825 and checks the tenant. The fixture outputs below used START=2026-11-09.
	Phase
	Day
	What changes in HR
	Expected result in the tenant

	Joiner
	--start
	Four active workers; the joiner’s hire date is tomorrow
	Four accounts; the joiner’s is disabled, with employeeHireDate set; the pre-hire workflow completes for the joiner on demand

	Mover
	start + 1
	The mover moves from ORG-100 to ORG-210; the joiner’s hire date is today
	The joiner’s account is enabled by the feed and the day-one workflow completes; the mover’s extensionAttribute10 is ORG-210 and the mover workflow completes

	Leaver
	start + 2
	The leaver is INACTIVE with a termination date of today
	The leaver’s account is disabled, employeeLeaveDateTime is set, and the leaver workflow completes


The HR pod administrator makes the same change in the HCM test pod each day, so the extract the middleware reads in a real run matches; in this runbook the smoke extract is what’s sent.
1. Joiner phase. Write and send the extract:
· python deploy/smoke_test.py extract --workers deploy/smoke-workers.json --start "$START" --phase joiner --as-of "$START" --out "$EVIDENCE/extract-joiner"
export HCM_ENTRA_BEARER_TOKEN=$(hrlc_token uploader)
python ../hcm-entra/python/hcm_to_scim.py --extract "$EVIDENCE/extract-joiner/smoke-extract.csv" --settings "$EVIDENCE/middleware-employee.json" \
    --as-of "$START" --out "$EVIDENCE/scim-joiner" --apply
· Fixture mode, run on November 2, 2026 (without --apply, so nothing was sent):
· Smoke extract, joiner phase, as of 2026-11-09: 4 synthetic workers
  990000 ACTIVE   ORG-100  hire 2026-10-10
  990001 ACTIVE   ORG-100  hire 2026-11-10
  990002 ACTIVE   ORG-100  hire 2026-10-20
  990003 ACTIVE   ORG-100  hire 2026-10-20
Written to out/ch08/extract-joiner/smoke-extract.csv; send it with examples/hcm-entra
{"counts": {"ready": 4}, "batches": 1, "disables": 0, "held": false, "hold_reason": ""}
· Expected result, live: apply-results.json shows one batch with status 202 and a Location header that points to the provisioning logs.29 Then run the pre-hire workflow on demand for the joiner. Activate Lifecycle Workflows Administrator; the second operator witnesses:
· Connect-MgGraph -Environment $MgEnv -TenantId $S.tenantId -Scopes 'LifecycleWorkflows-Workflow.ReadWrite.All', 'User.Read.All' -NoWelcome
$joiner = Get-MgUser -Filter "employeeId eq '990001'" -Property id
Initialize-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $S.workflows.'pre-hire' -BodyParameter @{ subjects = @(@{ id = $joiner.Id }) }
· If the pre-hire workflow includes the Temporary Access Pass task, the synthetic manager needs a mail value and the joiner no methods or sign-ins, or the task fails (Chapter 03). Then check the tenant:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/smoke_test.py check --settings "$SETTINGS" --extract "$EVIDENCE/extract-joiner/smoke-extract.csv" \
    --phase joiner --as-of "$START" --since "${START}T00:00:00Z" --mode tenant --out "$EVIDENCE/smoke-joiner" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026 (--mode fixture --fixture deploy/tests/fixtures/smoke/joiner):
·   expect 990000 enabled=true  org=ORG-100  workflows: none
  expect 990001 enabled=false org=ORG-100  workflows: pre-hire
  expect 990002 enabled=true  org=ORG-100  workflows: none
  expect 990003 enabled=true  org=ORG-100  workflows: none
Smoke joiner, test (gcc, fixture): 0 Finding, 0 Warn, 0 Info
Smoke evidence written to out/ch08/smoke-joiner
· If the only rows are SM-07 (no provisioning log entry yet), the provisioning cycle hasn’t run: run the same check again later into a new folder, "$EVIDENCE/smoke-joiner-2". Any other row stops the stage.
1. Mover phase, the next day:
· python deploy/smoke_test.py extract --workers deploy/smoke-workers.json --start "$START" --phase mover --as-of "$DAY2" --out "$EVIDENCE/extract-mover"
export HCM_ENTRA_BEARER_TOKEN=$(hrlc_token uploader)
python ../hcm-entra/python/hcm_to_scim.py --extract "$EVIDENCE/extract-mover/smoke-extract.csv" --settings "$EVIDENCE/middleware-employee.json" \
    --as-of "$DAY2" --out "$EVIDENCE/scim-mover" --apply
· Run the day-one workflow for the joiner and the mover workflow for the mover, on demand:
· Connect-MgGraph -Environment $MgEnv -TenantId $S.tenantId -Scopes 'LifecycleWorkflows-Workflow.ReadWrite.All', 'User.Read.All' -NoWelcome
$joiner = Get-MgUser -Filter "employeeId eq '990001'" -Property id
$mover = Get-MgUser -Filter "employeeId eq '990002'" -Property id
Initialize-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $S.workflows.'day-one' -BodyParameter @{ subjects = @(@{ id = $joiner.Id }) }
Initialize-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $S.workflows.mover -BodyParameter @{ subjects = @(@{ id = $mover.Id }) }
· Check, with the joiner phase’s extract as the previous one so the check finds the move:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/smoke_test.py check --settings "$SETTINGS" --extract "$EVIDENCE/extract-mover/smoke-extract.csv" \
    --previous-extract "$EVIDENCE/extract-joiner/smoke-extract.csv" --phase mover --as-of "$DAY2" --since "${DAY2}T00:00:00Z" \
    --mode tenant --out "$EVIDENCE/smoke-mover" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026:
·   expect 990000 enabled=true  org=ORG-100  workflows: none
  expect 990001 enabled=true  org=ORG-100  workflows: day-one
  expect 990002 enabled=true  org=ORG-210  workflows: mover
  expect 990003 enabled=true  org=ORG-100  workflows: none
Smoke mover, test (gcc, fixture): 0 Finding, 0 Warn, 0 Info
Smoke evidence written to out/ch08/smoke-mover
1. Leaver phase, the day after:
· python deploy/smoke_test.py extract --workers deploy/smoke-workers.json --start "$START" --phase leaver --as-of "$DAY3" --out "$EVIDENCE/extract-leaver"
export HCM_ENTRA_BEARER_TOKEN=$(hrlc_token uploader)
python ../hcm-entra/python/hcm_to_scim.py --extract "$EVIDENCE/extract-leaver/smoke-extract.csv" --settings "$EVIDENCE/middleware-employee.json" \
    --as-of "$DAY3" --out "$EVIDENCE/scim-leaver" --apply
· Fixture mode, run on November 2, 2026: the middleware counts the separation as a disable, under its hold threshold.
·   990003 INACTIVE ORG-100  hire 2026-10-20  leave 2026-11-11
{"counts": {"ready": 4}, "batches": 1, "disables": 1, "held": false, "hold_reason": ""}
· Run the leaver workflow on demand, then check:
· Connect-MgGraph -Environment $MgEnv -TenantId $S.tenantId -Scopes 'LifecycleWorkflows-Workflow.ReadWrite.All', 'User.Read.All' -NoWelcome
$leaver = Get-MgUser -Filter "employeeId eq '990003'" -Property id
Initialize-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $S.workflows.leaver -BodyParameter @{ subjects = @(@{ id = $leaver.Id }) }
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/smoke_test.py check --settings "$SETTINGS" --extract "$EVIDENCE/extract-leaver/smoke-extract.csv" \
    --previous-extract "$EVIDENCE/extract-mover/smoke-extract.csv" --phase leaver --as-of "$DAY3" --since "${DAY3}T00:00:00Z" \
    --mode tenant --out "$EVIDENCE/smoke-leaver" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026:
·   expect 990000 enabled=true  org=ORG-100  workflows: none
  expect 990001 enabled=true  org=ORG-100  workflows: none
  expect 990002 enabled=true  org=ORG-210  workflows: none
  expect 990003 enabled=false org=ORG-100  workflows: leaver
Smoke leaver, test (gcc, fixture): 0 Finding, 0 Warn, 0 Info
Smoke evidence written to out/ch08/smoke-leaver
· Expected result, live: the leaver’s employeeLeaveDateTime may read the next day in UTC, because the middleware adds a late-in-the-day local time and an offset; the check allows that one day.
What each rule means:
	Rule
	Severity
	Finding when

	SM-01
	Finding
	An in-scope worker has no account, or more than one shares the employeeId

	SM-02
	Finding
	accountEnabled isn’t what the HR record says on that date

	SM-03
	Finding
	employeeHireDate, employeeLeaveDateTime or extensionAttribute10 doesn’t match the record

	SM-04
	Finding
	The workflow the record calls for has no completed run for that worker since --since

	SM-05
	Finding
	A workflow processed someone outside the scope since --since: the scope leaked

	SM-06
	Finding
	A provisioning log entry for an in-scope worker failed; a Warn for a failure outside the scope

	SM-07
	Warn
	No provisioning log entry for an in-scope worker since --since


The check reads one user per worker by employeeId (a filterable property),30 the workflows’ userProcessingResults,31 and the provisioning logs filtered by job.32 It matches a log entry to a worker by sourceIdentity.id, which for an API-driven app is expected to carry the externalId; confirm it on the first live run (verification log).
Requirements and evidence for this step.
Stage 1 smoke test: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2, AC-2(1) and IA-4(4) (G2, G3)
	The joiner’s account exists disabled before day one and is enabled on day one, with the worker type from the record
	KSI-IAM-AAM (AC-2); KSI-IAM-JIT (AC-2(1))
	smoke-joiner-*.json; smoke-mover-*.json (the joiner’s day one)

	IA-5, authenticator management (G3: the Temporary Access Pass bridge)
	The pre-hire workflow issues the pass to the manager
	KSI-IAM-APM
	smoke-joiner-*.json; the pre-hire run in exports/results/pre-hire.json

	OMB M-22-09: enterprise identity drawn from HR
	The account is made and changed only by the HR record through the middleware
	KSI-IAM-AAM
	The middleware’s provenance and apply results; smoke-joiner-*.json

	PS-5 and AC-6 (G4)
	The mover’s organization code changes and the mover workflow completes
	KSI-IAM-AAM, KSI-IAM-ELP
	smoke-mover-*.json

	PS-4 and AC-2(3) (G6)
	The leaver is disabled, the leave date set, the leaver workflow completed
	KSI-IAM-ELP (PS-4); KSI-IAM-AAM (AC-2(3)); KSI-IAM-JIT, KSI-IAM-SUS (both)
	smoke-leaver-*.json

	CM-4(2), verification of controls after a change
	Each phase is checked from a fresh read of the tenant
	KSI-CMT-VTD
	The three records, each with its exports/


Each chapter’s test tenant check
Gates: G1 (Chapter 01’s writer scan), G2 (Chapter 02’s reconciliation), G5 (Chapter 05’s CBA check), G6 (Chapter 06’s timing).
The go/no-go’s criterion 4 needs four earlier chapters’ test tenant checks, run against this tenant and kept in this stage’s evidence folder. Run them after the leaver phase, so the window holds the synthetic workers’ writes and the leaver’s separation. Prepare each chapter’s input files first, as its Lab 2 says, in examples/hr-lifecycle: my-register.json from Chapter 01, steps 4 and 5; my-register.csv, my-cards.csv and my-sponsors.csv from Chapter 02; my-crl-urls.txt and my-cba-expected.json from Chapter 05, steps 3 and 4; and my-separation.json, my-separations.csv, my-leaver-users.json, my-card-revocations.csv, my-device-actions.csv and my-role-holders.csv from Chapter 06, steps 3 and 4, with the synthetic leaver, 990003, as the test leaver. The commands below are those labs’ export and check steps, with the reader identity’s token, the settings file’s cloud and $EVIDENCE in place of each lab’s folders.
1. Give the reader identity these checks’ permissions. Print them, and add each one with the admin center path in Pre-flight checks, step 1:
· python python/graph_export.py --task writers-scan --list
python python/graph_export.py --task contractor-reconcile --list
python python/graph_export.py --task cba-read --list
python python/graph_export.py --task separation-read --list
1. Set the window’s end, and take a fresh token:
· NOW=$(date -u +%Y-%m-%dT%H:%M:%SZ)
export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
1. Chapter 01: scan the writes since the joiner phase against your register copy:
· python python/graph_export.py --task writers-scan --cloud "$(cfg cloud)" --param since="${START}T00:00:00Z" --param until="$NOW" --out "$EVIDENCE/exports/ch01"
python python/writer_register.py scan --register my-register.json --audit "$EVIDENCE/exports/ch01/directory-audits.json" \
    --since "${START}T00:00:00Z" --until "$NOW" --cloud "$(cfg cloud)" --out "$EVIDENCE/ch01"
1. Chapter 02: reconcile the test contractors against the tenant:
· python python/graph_export.py --task contractor-reconcile --cloud "$(cfg cloud)" --out "$EVIDENCE/exports/ch02"
python python/contractor_source.py reconcile --register my-register.csv --cards my-cards.csv --sponsors my-sponsors.csv \
    --accounts "$EVIDENCE/exports/ch02/contractor-users.json" --rules config/contractor-rules.json --as-of "${NOW%%T*}" \
    --cloud "$(cfg cloud)" --out "$EVIDENCE/ch02"
1. Chapter 05: check certificate-based authentication. List the PKI containers, then export with the container’s ID, measure the test CAs’ CRLs from outside the agency network, and check:
· curl -s -H "Authorization: Bearer $HRLC_GRAPH_TOKEN" "$(cfg graphResource)/v1.0/directory/publicKeyInfrastructure/certificateBasedAuthConfigurations"
python python/graph_export.py --task cba-read --cloud "$(cfg cloud)" --param pkiId=<pki-id> --out "$EVIDENCE/exports/cba"
python python/cba_check.py measure --urls my-crl-urls.txt --out "$EVIDENCE/cba/crl-measurements.csv"
python python/cba_check.py check --cloud "$(cfg cloud)" --exports "$EVIDENCE/exports/cba" --crl "$EVIDENCE/cba/crl-measurements.csv" \
    --expected my-cba-expected.json --as-of "${NOW%%T*}" --out "$EVIDENCE/cba/check"
· Replace <pki-id> with the id the first command prints.
1. Chapter 06: measure the leaver’s separation timing from the leaver workflow’s runs:
· python python/graph_export.py --task separation-read --cloud "$(cfg cloud)" --param since="${START}T00:00:00Z" \
    --param workflowId="$(cfg workflows.leaver)" --out "$EVIDENCE/exports/separation"
python python/separation_timing.py measure --separations my-separations.csv --users my-leaver-users.json \
    --audits "$EVIDENCE/exports/separation/separation-audits.json" --results "$EVIDENCE/exports/separation/leaver-results.json" \
    --cards my-card-revocations.csv --devices my-device-actions.csv --role-holders my-role-holders.csv \
    --config my-separation.json --as-of "$NOW" --cloud "$(cfg cloud)" --out "$EVIDENCE/separation"
· Fixture mode, run on November 9, 2026, with each chapter’s Lab 1 fixtures in place of the exports and input files (summary lines only). The fixtures hold a deliberate fault for each rule, so every summary shows Findings:
· Writers: 5 Finding, 1 Warn, 0 Info
Written to out/ch08/ch01 (manifest.json lists every file's SHA-256)
Reconciliation: 7 Finding, 1 Warn, 0 Info
Written to out/ch08/ch02 (manifest.json lists every file's SHA-256)
CBA: 5 Finding, 7 Warn, 0 Info
Separation: 10 Finding, 2 Warn, 0 Info
· Expected result, live: no Finding in any of the four. Chapter 01 shows no WS-01, WS-02 or WS-04 row: every write to the synthetic workers came from a writer in the register. Chapter 02 shows no CR-01. Chapter 05 shows no CB Finding for the test PKI. Chapter 06 measures the synthetic leaver’s separation-to-block and separation-to-revocation within the thresholds in my-separation.json. A Finding in any of them stops the stage until it’s fixed and the check is run again into a new folder.
Requirements and evidence for this step.
Stage 1 test tenant checks: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AU-6; AC-2 for writes by an unnamed writer (G1)
	Chapter 01’s scan of the window’s protected writes against the writer register
	KSI-MLA-RVL; KSI-IAM-SUS
	ch01/findings.json and its manifest; exports/ch01

	AC-2 account review; PS-7, external personnel security (G2)
	Chapter 02’s reconciliation of the test contractors against the tenant
	KSI-IAM-JIT; KSI-SCR-MON
	ch02/findings.json and its manifest; exports/ch02

	IA-5(2), public key-based authentication; SC-17; CISA SCuBA MS.AAD.3.1v1 and MS.AAD.3.6v1 (G5)
	Chapter 05’s check of the trusted CAs, their CRLs and the phishing-resistant policy
	KSI-IAM-APM, KSI-SVC-ASM; KSI-SVC-ASM; KSI-IAM-APM
	cba/check and cba/crl-measurements.csv; exports/cba

	PS-4 and AC-2(3) (G6)
	Chapter 06’s separation-to-block and separation-to-revocation for the synthetic leaver
	KSI-IAM-ELP (PS-4); KSI-IAM-AAM (AC-2(3)); KSI-IAM-JIT, KSI-IAM-SUS (both)
	separation/intervals.csv, summary.json and findings.json, with the manifest


Capture the evidence
Gate: G7 (evidence kept outside the directory).
1. Run Chapter 07’s drift run against the test tenant, as its test tenant steps describe, writing into "$EVIDENCE/drift". Expected result: no LD-01 to LD-03 finding for the synthetic workers.
1. Hash the stage’s evidence folder and keep it outside the directory:
· (cd "$EVIDENCE" && find . -type f ! -name SHA256SUMS -print0 | sort -z | xargs -0 sha256sum > SHA256SUMS)
(cd "$EVIDENCE" && sha256sum -c SHA256SUMS | tail -3)
az login --tenant "$(cfg tenantId)" --output none
az storage blob upload-batch --account-name "$(cfg evidence.storageAccount)" --destination "$(cfg evidence.container)" \
    --destination-path "$(cfg changeRecord)/$(cfg environment)" --source "$EVIDENCE" --auth-mode login
· --auth-mode login uses the operator’s Entra sign-in, not a storage key.33 The container keeps the immutability and retention Chapter 07 set (design guidance).
Requirements and evidence for this step.
Stage 1 evidence capture: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AU-9, protection of audit information
	The stage’s folder is hashed and uploaded to the immutable container
	KSI-MLA-OSM
	SHA256SUMS; the container’s immutability setting

	AU-11 and SI-12, retention
	Kept for the records schedule’s period
	KSI-MLA-OSM (AU-11); none lists SI-12
	The container’s retention setting

	CA-7, continuous monitoring (G7)
	Chapter 07’s drift run over the test tenant
	KSI-MLA-EVC
	drift/ with its package


Roll back (rehearsal)
Gates: the guide’s rollback table for G2, G3, G4 and G6.
The rollback is rehearsed in the test stage, in full, before promotion. It pauses both jobs (a paused job keeps its state), turns off every workflow’s schedule (the workflows and their versions stay, and the emergency leaver can still run on demand), removes any automatic assignment policy the stage added, and in the test stage only removes the synthetic accounts, which can be restored for 30 days.34357
1. Write the plan from the leaver phase’s smoke output, whose export lists the synthetic accounts. The plan refuses any account whose employeeId is outside the synthetic pattern, and refuses to remove accounts at all in production:
· python deploy/rollback.py plan --settings "$SETTINGS" --smoke "$EVIDENCE/smoke-leaver" --out "$EVIDENCE/rollback-plan" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026, and again on November 9, 2026, for the post-separation label, without --smoke (the fixture smoke output has no tenant export):
·   G2  Pause the employee provisioning job (keeps its state)
  G2  Pause the contractor provisioning job (keeps its state)
  G3  Turn off scheduling for the pre-hire workflow (stays enabled for on-demand runs)
  G3  Turn off scheduling for the day-one workflow (stays enabled for on-demand runs)
  G4  Turn off scheduling for the mover workflow (stays enabled for on-demand runs)
  G6  Turn off scheduling for the leaver workflow (stays enabled for on-demand runs)
  G6  Turn off scheduling for the post-separation workflow (stays enabled for on-demand runs)
  G2  Turn off scheduling for the contractor-leaver workflow (stays enabled for on-demand runs)
Rollback plan, test: 8 steps, Graph scopes Synchronization.ReadWrite.All, LifecycleWorkflows-Workflow.ReadWrite.All
Written to out/ch08/rollback-plan/rollback.ps1; nothing was sent
· Expected result, live: four more steps, Remove synthetic account 990000 to 990003, and User.ReadWrite.All in the scopes. If the stage recorded an automatic assignment policy in its settings, there is also one Remove automatic assignment policy step for each policy, and EntitlementManagement.ReadWrite.All in the scopes.
1. Dry-run the script, and have the second operator read every line:
· pwsh -NoProfile -File "$EVIDENCE/rollback-plan/rollback.ps1"
· Fixture mode, run on November 2, 2026 (first and last lines):
· [dry run] G2 Pause the employee provisioning job (keeps its state)
    Suspend-MgServicePrincipalSynchronizationJob -ServicePrincipalId '33333333-3333-4333-8333-333333333301' -SynchronizationJobId 'API2AAD.0000000000000000000000000000000a.33333333-3333-4333-8333-333333333301'
...
[dry run] G2 Turn off scheduling for the contractor-leaver workflow (stays enabled for on-demand runs)
    Update-MgIdentityGovernanceLifecycleWorkflow -WorkflowId '44444444-4444-4444-8444-444444444406' -BodyParameter @{ isSchedulingEnabled = $false }
Dry run: 8 steps, nothing changed. Run again with -Apply to roll back.
1. Apply it. Activate Application Administrator, Lifecycle Workflows Administrator, Identity Governance Administrator (if the plan removes an automatic assignment policy) and, in test, User Administrator; the script signs in with Graph PowerShell for the tenant’s cloud:
· pwsh -NoProfile -File "$EVIDENCE/rollback-plan/rollback.ps1" -Apply
1. Verify from a fresh read:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/rollback.py verify --settings "$SETTINGS" --mode tenant --out "$EVIDENCE/rollback-verify" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026, and again on November 9, 2026, for the post-separation label:
· RB-01 Info    contractor: job is Paused
RB-01 Info    employee: job is Paused
RB-02 Info    contractor-leaver: scheduling is off
RB-02 Info    day-one: scheduling is off
RB-02 Info    leaver: scheduling is off
RB-02 Info    mover: scheduling is off
RB-02 Info    post-separation: scheduling is off
RB-02 Info    pre-hire: scheduling is off
Rollback verify, test (gcc, fixture): 0 Finding, 0 Warn, 8 Info
Verification written to out/ch08/rollback-verify
1. Close the session. Hash and upload the evidence folder again (the commands in Capture the evidence), then delete the certificates’ session copies and sign out of the Azure CLI:
· rm -rf "$RUNBOOK_TMP"
unset HRLC_GRAPH_TOKEN HCM_ENTRA_BEARER_TOKEN
az account clear
Requirements and evidence for this step.
Stage 1 rollback: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3, configuration change control
	A documented, reviewed back-out in the guide’s order, dry-run before it’s applied
	KSI-CMT-RMV, KSI-CMT-RVP
	rollback-plan-*.json; rollback.ps1 and its dry-run output

	CM-5, access restrictions for change
	Applied only with activated roles and a second operator
	KSI-IAM-JIT
	The PIM activation records; the change record’s witness entry

	CM-4(2), verification of controls
	The tenant is read again: jobs paused, schedules off
	KSI-CMT-VTD, KSI-CMT-LMC
	rollback-verify-*.json


[bookmark: _Toc00000822]Promotion go/no-go
Gate: the hand-off between the guide’s pilot and production. The criteria are design guidance: the agency’s change board may add to them, never remove one.
	#
	Criterion
	Evidence
	Gate

	1
	The test pre-flight after deploy has 0 Finding, 0 Warn
	evidence/test/preflight-after-deploy
	Prerequisites, G1

	2
	All three smoke phases have 0 Finding, 0 Warn
	evidence/test/smoke-joiner, smoke-mover, smoke-leaver
	G2, G3, G4, G6

	3
	The rollback was applied and verified with 0 Finding
	evidence/test/rollback-plan, rollback-verify
	Rollback table

	4
	Each chapter’s test tenant step ran clean: Chapter 01’s writer scan, Chapter 02’s reconciliation, Chapter 05’s CBA check, Chapter 06’s timing
	evidence/test/ch01, ch02, cba/check and separation, from Each chapter’s test tenant check
	G1, G2, G5, G6

	5
	Chapter 07’s drift run on the test tenant has no LD-01 to LD-03 for the synthetic workers
	evidence/test/drift
	G7

	6
	The test evidence is uploaded, and sha256sum -c SHA256SUMS passes on the uploaded copy
	The evidence container
	G7

	7
	The ISSO has accepted the test evidence
	The production change record
	All

	8
	The production change record is approved, with the window, the first scope and the rollback plan
	The production change record
	All

	9
	The production pre-flight, with the test evidence, shows no Finding other than PF-05 for the workflows not yet created; after the Stage 2 deploy, its pre-flight has 0 Finding
	evidence/production/preflight, then evidence/production/preflight-after-deploy
	All

	10
	Every requirement row of the test stage has its evidence present and passing: evidence.py check --stage test has 0 Finding
	The command’s output, kept with the go/no-go record
	All


Criterion 10 is one command over the test stage’s records:
python deploy/evidence.py check --evidence-dir evidence/test/records --stage test
It passes only when the settings check, the pre-flight after deploy, the recorded workflows, all three smoke phases, the rollback plan and the rollback verify each have a newest record that passed, for the test environment, and whose output folder is unchanged; a record edited after it was written fails SHA256SUMS (EV-04). The table rows that are admin center or PowerShell actions are checked against the change record by the ISSO. Any criterion not met is a no-go; the stage stays in test.
[bookmark: _Toc00000823]Stage 2: production
The production HR feed and the production tenant: Microsoft 365 GCC (Moderate) for the target estate, or GCC High where the guide’s starting state says so. Only the settings file changes. The synthetic workers never go into the production HR feed; production checks real records in the first scope.
Change record and pre-flight
Gates: prerequisites; PF-06 is the go/no-go’s criterion 9.
1. Open the production session: the session block in One environment settings file, step 3, with SETTINGS=deploy/settings.production.json, and the PowerShell block in step 4 with $SETTINGS = 'deploy/settings.production.json'. Check the file:
· python deploy/deploy_settings.py check --settings "$SETTINGS" --evidence-dir "$EVIDENCE/records"
· Until the Deploy step below creates the production workflows, this check fails DS-02 and DS-05 for the six workflow IDs alone; that is expected, as in Stage 1.
1. Run the pre-flight with the test evidence. Download the test stage’s last smoke output from the evidence container first, so the check reads the kept copy:
· az storage blob download-batch --account-name "$(cfg evidence.storageAccount)" --source "$(cfg evidence.container)" \
    --pattern "*/test/smoke-leaver/*" --destination evidence/kept --auth-mode login
export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/preflight.py --settings "$SETTINGS" --mode tenant --test-evidence "$(find evidence/kept -type d -path '*/test/smoke-leaver' | head -1)" \
    --out "$EVIDENCE/preflight" --evidence-dir "$EVIDENCE/records"
· Fixture mode, run on November 2, 2026, first without the test evidence, then with the fixture-mode leaver output:
· PF-06 Finding test evidence: production needs the test stage's smoke evidence (--test-evidence)
Pre-flight production (gcc, fixture): 1 Finding, 0 Warn, 15 Info
...
PF-06 Info    out/ch08/smoke-leaver: the test stage's smoke evidence is clean
Pre-flight production (gcc, fixture): 0 Finding, 0 Warn, 16 Info
· Before the production workflows exist, PF-05 reports each as missing, so the live run shows those rows as its only Findings; the 0 Finding result is the pre-flight after the Deploy step below. A tenant-mode production run refuses fixture-mode evidence: the modes must match (a test pins that).
Requirements and evidence for this step.
Stage 2 change record and pre-flight: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3, configuration change control
	The approved production change record’s ID is in the settings file and every record
	KSI-CMT-LMC, KSI-CMT-RVP
	settings-check-*.json for production; the change record

	CM-3(2)
	The production pre-flight needs the test stage’s clean evidence, from the same mode (PF-06)
	KSI-CMT-VTD
	preflight-*.json with PF-06 Info; criterion 10’s output

	AC-5, AC-6 and BOD 25-01 MS.AAD.7.5v1
	PF-02 in the production tenant
	KSI-IAM-JIT, KSI-IAM-ELP
	preflight/exports/role-eligibility.json


Deploy
Gates: G2, G3, G6, G1.
Run the same five deploy steps as Stage 1 (Deploy, steps 1 to 5), in the production session; in step 5, add the --test-evidence argument from the pre-flight step above, because a production pre-flight without it gives a PF-06 Finding. Expected result: six workflows created with scheduling off, the IDs recorded in deploy/settings.production.json, and a pre-flight after deploy with 0 Finding. Stage 1’s deploy table applies row for row; its evidence is the production session’s workflow-plan, workflow-ids.json and workflows-recorded-*.json.
Staged enable by scope
Gates: G2 (one population at a time), G3 and G6 (workflows on schedule only after the scope is clean), G4.
1. Scope both apps to the first department. The same admin center path as Stage 1, with one clause: the organization code’s attribute (urn:ietf:params:scim:schemas:extension:contoso:1.0:User:orgCode in the kit’s mapping, or your namespace), operator EQUALS, value the settings file’s first department code (ORG-100 in the fixture).26 Each later scope is a further scoping filter on the same app: filters combine with OR, so adding one widens the scope. Never narrow a filter in production: a user who falls out of scope can be disabled.26
1. Start both jobs, with the PowerShell block of Stage 1’s staged enable, step 2.
1. Send the first scope’s records. The middleware sends the full extract for the scope, as Microsoft’s sequence for an Oracle source has it (five to ten records first, then the rest, then the feeds),36 with the production extract the HCM integration delivers:
· export HCM_ENTRA_BEARER_TOKEN=$(hrlc_token uploader)
python ../hcm-entra/python/hcm_to_scim.py --extract <production-extract-csv> --settings "$EVIDENCE/middleware-employee.json" \
    --as-of <today> --out "$EVIDENCE/scim-first-scope" --apply
· Replace <production-extract-csv> with the path of the day’s HCM extract for the scope and <today> with the date (yyyy-mm-dd). The middleware holds the run if disables pass its threshold (Book 19, Chapter 01).
1. Smoke-test the scope. The check derives every expectation from the same extract and the scope in the settings file, so production uses the same code as test:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/smoke_test.py check --settings "$SETTINGS" --extract <production-extract-csv> --phase scope \
    --as-of <today> --since <today>T00:00:00Z --mode tenant --out "$EVIDENCE/smoke-first-scope" --evidence-dir "$EVIDENCE/records"
· Expected result: one expect line per worker in the first department, 0 Finding; SM-07 Warns only until the cycle has run. Then run each workflow on demand for one worker the day’s records call for (at most 10 users per on-demand run),28 and check again into "$EVIDENCE/smoke-first-scope-2".
1. Turn on the schedules only when the scope’s check is clean. Activate Lifecycle Workflows Administrator:
· Connect-MgGraph -Environment $MgEnv -TenantId $S.tenantId -Scopes 'LifecycleWorkflows-Workflow.ReadWrite.All' -NoWelcome
foreach ($key in $S.workflows.PSObject.Properties.Name) {
    Update-MgIdentityGovernanceLifecycleWorkflow -WorkflowId $S.workflows.$key -BodyParameter @{ isEnabled = $true; isSchedulingEnabled = $true }
}
· The tenant schedule then evaluates every scheduled workflow, every three hours by default.35 Each workflow’s own scope rule (Chapter 03) decides who it runs for; the provisioning scope decides who exists.
1. Widen the scope one department at a time, after a clean first week (below): add a scoping filter for the next code, send that scope’s records, and repeat steps 4 and 5’s checks for it.
Requirements and evidence for this step.
Stage 2 staged enable by scope: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2, AC-2(1), PS-4 and PS-5 (G2 to G6)
	Only the first department is in scope, and every worker in it is checked against the day’s HR extract
	KSI-IAM-AAM (AC-2); KSI-IAM-JIT (AC-2(1), PS-4); KSI-IAM-ELP (PS-4, PS-5); KSI-IAM-SUS (PS-4)
	smoke-scope-*.json with smoke-first-scope/expectations.json

	OMB M-22-09
	Production accounts come only from the HR feed through the middleware
	KSI-IAM-AAM
	scim-first-scope/provenance.json and apply-results.json

	CM-3(2) and CM-4(2)
	Schedules go on only after a clean scope check; scopes are only widened
	KSI-CMT-VTD
	The smoke-scope-*.json record dated before the schedules went on; the audit log’s workflow updates


First-week monitoring
Gate: G7 (the metrics on the continuous monitoring cadence), with G6’s timing.
Every day of the first week, the operator runs the drift run and the scope check, and packages both, as Chapter 07 does:
1. The day’s scope check:
· export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/smoke_test.py check --settings "$SETTINGS" --extract <production-extract-csv> --phase scope \
    --as-of <today> --since <yesterday>T00:00:00Z --mode tenant --out "$EVIDENCE/monitor/<today>/scope" --evidence-dir "$EVIDENCE/records"
1. The day’s drift run and package, with the commands of Chapter 07’s test tenant steps 1 and 3, --mode tenant, the production tenant’s ID, and --out "$EVIDENCE/monitor/<today>/drift"; then hr_evidence.py package with --previous-manifest from the day before.
1. Read the metrics against the thresholds in config/drift.json. The decision rules below are design guidance:
	Signal
	Threshold source
	Action

	SM-05: a workflow ran outside the scope
	Any
	Roll back now

	LD-03: an orphan the pipeline created
	Any
	Roll back now

	SM-02 or LD-02: an account enabled for a separated worker
	Any
	Fix at the source today; roll back if a second appears

	Separation-to-block, 90th percentile (LD-07)
	config/drift.json
	Over threshold two days running: roll back

	Joiner readiness rate (LD-07)
	config/drift.json
	Under threshold: hold the next scope

	Correlation coverage (LD-07)
	config/drift.json
	Under threshold: hold the next scope

	A provisioning job in Quarantine
	Any
	Roll back; read the quarantine reason first


· Expected result: for a clean first scope, no LD-01 to LD-06 for the scope’s workers, and every metric that has inputs within its threshold. A metric with no input reads not measured (LD-08), never zero (Chapter 07).
1. Hash and upload the day’s folder, with the commands in Stage 1’s Capture the evidence, step 2.
Requirements and evidence for this step.
Stage 2 first-week monitoring: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CA-7, continuous monitoring (G7)
	The six metrics every day against config/drift.json
	KSI-MLA-EVC
	The daily packages and the week’s period summary

	AU-6, audit record review
	LD-04 from the audit log; the day’s findings read by the operator
	KSI-MLA-RVL (design guidance)
	The daily packages; the review entries in the change record

	PS-4 (G6)
	Separation-to-block and separation-to-revocation, 90th percentile
	KSI-IAM-ELP, KSI-IAM-JIT, KSI-IAM-SUS
	metrics.json in each day’s run

	CISA BOD 25-01, continuous reporting
	ScubaGear for the identity policies, as Chapter 07 says
	— (not this code)
	The ScubaGear results beside the period

	AU-9 and AU-11
	Each day’s folder hashed and uploaded
	KSI-MLA-OSM (AU-9)
	SHA256SUMS; the container


Roll back (production)
Gates: the guide’s rollback table.
The production plan has no --smoke: production deletes no account, and never narrows a scope.
1. Write the plan, dry-run it, and have the second operator read it. Do this at the start of the window, before any change, so the plan is ready:
· python deploy/rollback.py plan --settings "$SETTINGS" --out "$EVIDENCE/rollback-plan" --evidence-dir "$EVIDENCE/records"
pwsh -NoProfile -File "$EVIDENCE/rollback-plan/rollback.ps1"
· Fixture mode, run on November 2, 2026: the same eight steps as the test plan, Rollback plan, production: 8 steps, Graph scopes Synchronization.ReadWrite.All, LifecycleWorkflows-Workflow.ReadWrite.All. Rewrite it into a new folder after any change to the settings file (a recorded workflow or policy ID).
1. If a rollback rule fires, apply it and verify, with the change owner informed:
· pwsh -NoProfile -File "$EVIDENCE/rollback-plan/rollback.ps1" -Apply
export HRLC_GRAPH_TOKEN=$(hrlc_token reader)
python deploy/rollback.py verify --settings "$SETTINGS" --mode tenant --out "$EVIDENCE/rollback-verify" --evidence-dir "$EVIDENCE/records"
· Expected result: RB-01 and RB-02 Info only. The accounts the scope created stay, as their HR records say; workers separated while the jobs are paused are the guide’s emergency path: an out-of-band block, then the leaver workflow on demand (Book 03, Chapter 08). Resume with Start-MgServicePrincipalSynchronizationJob, which continues from where the job paused,27 once the cause is fixed at the source.
1. Check the production stage’s evidence before the change record closes, and keep the output with it:
· python deploy/evidence.py check --evidence-dir "$EVIDENCE/records" --stage production
· Expected result: EV-01 Info for the settings check, the pre-flight, the recorded workflows, the first scope’s check and the rollback plan, and 0 Finding.
1. Close the session with Stage 1’s step 5 commands.
Requirements and evidence for this step.
Stage 2 rollback: requirements, KSIs and evidence
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3 and CM-5
	The plan is written and dry-run at the start of the window; applied only with activated roles
	KSI-CMT-RMV, KSI-CMT-RVP, KSI-IAM-JIT
	rollback-plan-*.json; the dry-run output; PIM activation records

	CM-4(2)
	If applied, verified from a fresh read
	KSI-CMT-VTD, KSI-CMT-LMC
	rollback-verify-*.json


[bookmark: _Toc00000824]Evidence the ISSO keeps
Each folder below is written once by a script, with a manifest.json holding a SHA-256 per file, the environment, the tenant ID, the mode and the change record; each stage’s folder is hashed into SHA256SUMS and kept in the evidence container outside the directory. The gate tables in the guide name the requirement each serves.
	Stage
	What
	From
	Gate and requirement

	Both
	The evidence records, evidence-index.csv and SHA256SUMS in records/
	Every deploy script
	Each record names its controls and KSIs; criterion 10

	Both
	The settings file, its check output, and its SHA-256 in every manifest
	deploy_settings.py
	All; ties every output to the change record (design guidance)

	Both
	The pre-flight before and after deploy, with what it read
	preflight.py
	Prerequisites; G1 (AC-2)

	Both
	The workflow plan, the bodies sent and the IDs created
	joiner_workflows.py plan, workflow-ids.json
	G3 (AC-2(1))

	Both
	The middleware’s settings, validation report, provenance and apply results per send
	examples/hcm-entra
	G2 (AC-2, PS-7, IA-4(4))

	Test
	The three smoke phases, with their expectations and exports
	smoke_test.py
	G2, G3, G4 (PS-5), G6 (PS-4)

	Test
	The rollback plan, its dry run and the verify
	rollback.py
	The rollback table

	Test
	The ISSO’s acceptance and the signed go/no-go
	The production change record
	Promotion

	Production
	The production pre-flight with PF-06
	preflight.py
	Promotion

	Production
	Each scope’s smoke check, and the day’s check through the first week
	smoke_test.py
	G2 to G6

	Production
	The daily drift packages and the first week’s period
	Chapter 07’s lifecycle_drift.py and hr_evidence.py
	G7 (CA-7, AU-6, AU-11, SI-12)

	Production
	The rollback plan written at the start of the window, and any rollback’s verify
	rollback.py
	The rollback table


Names and personal data stay in the access-controlled store: the exports under each folder’s exports/ hold user principal names and HR dates, as Chapter 07’s runs do.
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	Item
	Value
	US Government clouds
	Stage
	Source

	Get synchronizationJob
	GET /servicePrincipals/{id}/synchronization/jobs/{jobId}; application least privileged Application.ReadWrite.OwnedBy, higher Synchronization.Read.All
	US Government L4 and L5
	v1.0
	16

	Job status codes
	NotConfigured, NotRun, Active, Paused, Quarantine; paused keeps the job’s state
	—
	v1.0
	20

	Pause and start a job
	POST .../pause (Suspend-MgServicePrincipalSynchronizationJob); start continues a paused job and clears quarantine (Start-MgServicePrincipalSynchronizationJob); Synchronization.ReadWrite.All delegated
	US Government L4 and L5
	v1.0
	34 27

	API-driven app
	Notification email mandatory or the job quarantines on start; Restart purges pending payloads; Provision on demand not supported
	API-driven inbound provisioning available in Azure Government
	GA
	10 37

	Scoping filters
	Clauses AND, filters OR; saving starts a full sync; out-of-scope users can be disabled
	—
	GA
	26

	Accidental deletions
	Edit provisioning > Settings > Prevent accidental deletions; held objects as StagedAction or StagedDelete
	—
	GA
	17

	List subscribedSkus
	GET /subscribedSkus; LicenseAssignment.Read.All
	US Government L4 and L5
	v1.0
	11

	List roleEligibilitySchedules
	GET /roleManagement/directory/roleEligibilitySchedules; RoleEligibilitySchedule.Read.Directory
	US Government L4 and L5
	v1.0
	21

	Workflow enable and schedule
	isEnabled true allows on-demand runs; isSchedulingEnabled can’t be true for a disabled workflow; update with Update-MgIdentityGovernanceLifecycleWorkflow, LifecycleWorkflows-Workflow.ReadWrite.All
	Lifecycle Workflows available in Azure Government
	v1.0
	24 35 37

	On-demand run
	The workflow must be enabled; up to 10 users; runs regardless of execution conditions; Initialize-MgIdentityGovernanceLifecycleWorkflow, least privileged LifecycleWorkflows-Workflow.Activate
	US Government L4 and L5
	v1.0
	28

	Delete a user
	User.ReadWrite.All; User Administrator; restorable for 30 days
	US Government L4 and L5
	v1.0
	7

	Graph PowerShell clouds
	Global, USGov, USGovDoD
	—
	—
	14

	Oracle key and sign-in
	PersonNumber, not PersonID, which varies across environments; JWT for feeds; tokens from the Fusion instance’s OCI IAM identity domain; client assertion recommended over a client secret
	—
	—
	23 38



Places the sources differ or say nothing, recorded so a later edit doesn’t loosen the runbook:
· The sync job read. Learn ranks a write permission, Application.ReadWrite.OwnedBy, least privileged for a GET; the kit takes the read-only Synchronization.Read.All.
· A new workflow’s default state. One Learn page says new workflows are enabled by default, another that they’re disabled for testing; the runbook sets both properties in the body.
· The deletion threshold setting. Learn’s example response for a job shows QuarantineTooManyDeletesThreshold but no page describes it; PF-04 treats its absence as a Warn only.
· externalId as a scoping attribute, and sourceIdentity.id in the provisioning logs, for an API-driven app. Neither is shown on Learn; the first live run confirms both.
[bookmark: _Toc00000826]Dangers
	Danger
	What happens
	The guard

	A secret in a settings file
	A credential in a repository or a ticket
	DS-01 refuses secret-shaped keys and values; certificates stay in the key vault

	Test commands run against production
	Synthetic records or test settings in production
	One settings file per environment; every manifest records the environment and tenant; production refuses the synthetic accounts’ removal

	A workflow scheduled before it’s checked
	Every matching user processed on the next run
	Bodies created with scheduling off; PF-05; schedules on only after a clean scope

	On-demand runs outside the scope
	Tasks applied to anyone selected, whatever the scope
	Run only for named smoke or scope workers, witnessed; SM-05 catches any subject outside the scope

	Narrowing a scoping filter in production
	Users who fall out of scope can be disabled
	Production only adds filters; rollback pauses instead

	Restart provisioning
	Pending payloads purged
	Rollback pauses; never Restart

	Promotion on a test run with findings
	Production inherits a known fault
	PF-06 refuses changed, failing or wrong-mode test evidence

	Removing a real account in rollback
	A worker loses access and data
	The plan removes only accounts in the smoke export whose employeeId matches the synthetic pattern, in test only

	A stale rollback plan
	The script misses a workflow or policy added later
	Write the plan at the start of the window and again after any settings change

	Expired logs
	Evidence that can’t be recovered
	Diagnostic settings before the first send; daily packages


[bookmark: _Toc00000827]Checklist
· Both settings files pass check, hold no secret, and are kept in the agency’s reviewed configuration repository.
· Every role is a PIM eligibility, and the second operator is named for each window.
· Both provisioning apps have a notification email, accidental-deletion prevention and the Delete action off.
· Logs leave the directory before the first send.
· The test stage ran all three smoke phases clean, and the rollback was applied and verified.
· All ten go/no-go criteria are met and signed, with evidence.py check --stage test clean.
· The production rollback plan was written and dry-run at the start of the window.
· Production scopes were only ever widened, and each widening followed a clean week.
· Each stage’s evidence is hashed, uploaded, and accepted by the ISSO.
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1. National Institute of Standards and Technology, SP 800-53B Moderate baseline, OSCAL profile (AC-2, AC-2(1), AC-2(3), AC-5, AC-6, AU-6, AU-11, CA-7, IA-4(4), PS-4, PS-5, PS-7 and SI-12 included), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (read November 1, 2026; carried from the HR-driven identity implementation guide). IA-5 is carried from the guide’s Gate 3 table.
1. Book 13, Appendix A, baseline and KSI columns for CM-3, CM-3(2), CM-4(2), CM-5, CM-6 and AU-9, from NIST SP 800-53B and FedRAMP’s KSI “Related SP 800-53 Controls” (read October 21, 2026; carried from Book 13, Appendix A).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, section A, Identity (enterprise identity systems draw on human resources, contract management and personnel security systems), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (read November 1, 2026; carried from the HR-driven identity implementation guide).
1. Cybersecurity and Infrastructure Security Agency, “BOD 25-01: Implementing Secure Practices for Cloud Services Required Configurations,” MS.AAD.7.5v1, https://www.cisa.gov/resources-tools/services/bod-25-01-implementing-secure-practices-cloud-services-required-configurations (read November 1, 2026; carried from the HR-driven identity implementation guide).
1. FedRAMP, “Agency Use of FedRAMP Certified Cloud Services,” FedRAMP Consolidated Rules for 2026, AGU-USE-ABU (complete the ATO process for federal information systems that use FedRAMP Certified offerings), https://www.fedramp.gov/2026/reference/agency-use/ (read October 21, 2026; carried from Book 13, Appendix A and Chapter 11).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026 (the indicator IDs and names used here: KSI-IAM-AAM, IAM-APM, IAM-ELP, IAM-JIT, IAM-SUS, SCR-MON, CMT-LMC, CMT-RMV, CMT-RVP, CMT-VTD, MLA-EVC, MLA-OSM, MLA-RVL, SVC-ACM, SVC-ASM), https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026; the same source Book 13, Appendix A and Book 14, Chapter 03 cite).
1. Microsoft Learn, “Delete a user” (User.ReadWrite.All; User Administrator or Privileged Authentication Administrator; restorable within 30 days; Remove-MgUser), https://learn.microsoft.com/graph/api/user-delete?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Activate a Microsoft Entra role in PIM,” https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-how-to-activate-role (read November 2, 2026).
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (read November 1, 2026; carried from Book 19, Chapter 02).
1. Microsoft Learn, “Configure API-driven inbound provisioning app” (roles; mandatory notification email or quarantine on start; Start, Stop, Restart and Edit provisioning; Provision on demand not supported; the Provisioning API Endpoint), https://learn.microsoft.com/entra/identity/app-provisioning/inbound-provisioning-api-configure-app (read November 2, 2026).
1. Microsoft Learn, “List subscribedSkus” (LicenseAssignment.Read.All; national clouds; skuPartNumber, capabilityStatus, prepaidUnits, consumedUnits), https://learn.microsoft.com/graph/api/subscribedsku-list?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Sign into Azure with a service principal using the Azure CLI” and “Create a service principal containing a certificate using Azure CLI,” Retrieve a certificate from Azure Key Vault (az keyvault secret download with --encoding base64, then openssl pkcs12 ... -nodes; az login --service-principal --certificate), https://learn.microsoft.com/cli/azure/azure-cli-sp-tutorial-3?view=azure-cli-latest; and “az account get-access-token” (valid at most 60 minutes), https://learn.microsoft.com/cli/azure/account?view=azure-cli-latest (read November 2, 2026).
1. Microsoft Learn, “Quickstart: Connect to Azure Government with Azure CLI” (az cloud set --name AzureUSGovernment), https://learn.microsoft.com/azure/azure-government/documentation-government-get-started-connect-with-cli (read November 2, 2026).
1. Microsoft Learn, “Authentication module cmdlets in Microsoft Graph PowerShell,” Use Get-MgEnvironment (Global, USGov, USGovDoD), https://learn.microsoft.com/powershell/microsoftgraph/authentication-commands?view=graph-powershell-1.0 (read November 2, 2026).
1. Microsoft Learn, “Configure app permissions for a web API,” add permissions to access Microsoft Graph (application permissions; Grant admin consent), https://learn.microsoft.com/entra/identity-platform/quickstart-configure-app-access-web-apis (read November 2, 2026).
1. Microsoft Learn, “Get synchronizationJob” (national clouds; application least privileged Application.ReadWrite.OwnedBy, higher Synchronization.Read.All; the example response’s synchronizationJobSettings), https://learn.microsoft.com/graph/api/synchronization-synchronizationjob-get?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Enable accidental deletions prevention in the Microsoft Entra provisioning service” (menu path; threshold per cycle; disables count; StagedAction and StagedDelete), https://learn.microsoft.com/entra/identity/app-provisioning/accidental-deletions (read November 2, 2026).
1. Microsoft Learn, “Frequently asked questions about API-driven inbound provisioning” (scoping filters to exclude users; no deletion through /bulkUpload; turn off the Delete target action; accidental deletion threshold; soft-deleted Entra users restorable for 30 days), https://learn.microsoft.com/entra/identity/app-provisioning/inbound-provisioning-api-faqs (read November 2, 2026).
1. Microsoft Learn, “How to archive Microsoft Entra activity logs to an Azure storage account” (menu path), https://learn.microsoft.com/entra/identity/monitoring-health/howto-archive-logs-to-storage-account (read November 2, 2026).
1. Microsoft Learn, “synchronizationStatus resource type” (status codes and their meaning), https://learn.microsoft.com/graph/api/resources/synchronization-synchronizationstatus?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “List roleEligibilitySchedules” (RoleEligibilitySchedule.Read.Directory; national clouds; roleDefinitionId, directoryScopeId, status), https://learn.microsoft.com/graph/api/rbacapplication-list-roleeligibilityschedules?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Microsoft Entra built-in roles,” all roles (template IDs of Application Administrator, Hybrid Identity Administrator, Lifecycle Workflows Administrator, Identity Governance Administrator, Authentication Policy Administrator and User Administrator), https://learn.microsoft.com/entra/identity/role-based-access-control/permissions-reference (read November 2, 2026).
1. Oracle, Oracle Fusion Cloud HCM Integration with External Entitlement Management Systems (“PersonID can vary across environments, so you must use PersonNumber”; “Use JWT to access HCM data feeds and SCIM APIs”), https://docs.oracle.com/en/applications/fusion-apps/fusion-human-capital-management/hcmintegration/index.html (read November 2, 2026).
1. Microsoft Learn, “workflow resource type” (isEnabled: the workflow can run on demand, or on schedule when isSchedulingEnabled is true; isSchedulingEnabled can’t be true for a disabled workflow), https://learn.microsoft.com/graph/api/resources/identitygovernance-workflow?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Plan a Lifecycle Workflow deployment” (pilot with a small group or a single test user; test on demand), https://learn.microsoft.com/entra/id-governance/lifecycle-workflows-deployment; “Create a lifecycle workflow” (“By default, a newly created workflow is disabled”), https://learn.microsoft.com/entra/id-governance/create-lifecycle-workflow; and “Understanding lifecycle workflows” (“newly created workflows are enabled by default”), https://learn.microsoft.com/entra/id-governance/understanding-lifecycle-workflows (read November 2, 2026).
1. Microsoft Learn, “Scoping users or groups to be provisioned with scoping filters in Microsoft Entra ID” (menu path; clauses combine with AND, filters with OR; operators; saving a new filter triggers a full sync and out-of-scope users can be disabled or deprovisioned), https://learn.microsoft.com/entra/identity/app-provisioning/define-conditional-rules-for-provisioning-user-accounts (read November 2, 2026).
1. Microsoft Learn, “Start-MgServicePrincipalSynchronizationJob” (continues a paused job; clears quarantine; don’t call it continuously), https://learn.microsoft.com/powershell/module/microsoft.graph.applications/start-mgserviceprincipalsynchronizationjob?view=graph-powershell-1.0 (read November 2, 2026).
1. Microsoft Learn, “Run a workflow on-demand” (to test before the scheduled run; up to 10 users; the workflow must be enabled; execution conditions not considered), https://learn.microsoft.com/entra/id-governance/on-demand-workflow, and “workflow: activate” (LifecycleWorkflows-Workflow.Activate; Initialize-MgIdentityGovernanceLifecycleWorkflow), https://learn.microsoft.com/graph/api/identitygovernance-workflow-activate?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Perform bulkUpload” (202 Accepted with a Location header to the provisioning logs), https://learn.microsoft.com/graph/api/synchronization-synchronizationjob-post-bulkupload?view=graph-rest-1.0 (read November 1, 2026; carried from Chapter 02).
1. Microsoft Learn, “user resource type,” employeeId (supports $filter with eq), https://learn.microsoft.com/graph/api/resources/user?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “List userProcessingResults,” permissions and national clouds, https://learn.microsoft.com/graph/api/identitygovernance-workflow-list-userprocessingresults?view=graph-rest-1.0 (read November 1, 2026; carried from Chapter 06).
1. Microsoft Learn, “List provisioningObjectSummary,” permissions, https://learn.microsoft.com/graph/api/provisioningobjectsummary-list?view=graph-rest-1.0 (read November 1, 2026; carried from Chapter 01).
1. Microsoft Learn, “az storage blob,” upload-batch and download-batch (--destination-path, --pattern, --auth-mode login), https://learn.microsoft.com/cli/azure/storage/blob?view=azure-cli-latest (read November 2, 2026).
1. Microsoft Learn, “synchronizationJob: pause” (state persisted; national clouds; Synchronization.ReadWrite.All delegated; Suspend-MgServicePrincipalSynchronizationJob), https://learn.microsoft.com/graph/api/synchronization-synchronizationjob-pause?view=graph-rest-1.0 (read November 2, 2026).
1. Microsoft Learn, “Update workflow” and “Update-MgIdentityGovernanceLifecycleWorkflow” (isEnabled and isSchedulingEnabled updatable; LifecycleWorkflows-Workflow.ReadWrite.All), https://learn.microsoft.com/graph/api/identitygovernance-workflow-update?view=graph-rest-1.0, and “Understanding lifecycle workflows,” scheduling (every three hours by default), https://learn.microsoft.com/entra/id-governance/understanding-lifecycle-workflows (read November 2, 2026).
1. Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning” (initial sync, then the feeds; five to ten records first), https://learn.microsoft.com/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (read October 25, 2026; carried from Building Book 03’s HR Pipeline).
1. Microsoft Learn, “Microsoft Entra feature availability” (Azure for US Government: Lifecycle Workflows and API-driven inbound provisioning available; Entra ID Governance in GCC, GCC High and DoD), https://learn.microsoft.com/entra/identity/authentication/feature-availability (read November 1, 2026; carried from the HR-driven identity implementation guide’s verification log).
1. Oracle, REST API for Oracle Fusion Cloud HCM, “Configure OAuth” (tokens from the OCI IAM identity domain of the Fusion instance; Client Credentials only for Spectra services; client assertion recommended over a client secret), https://docs.oracle.com/en/cloud/saas/human-resources/farws/configure_oauth.html (read November 2, 2026).
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o000 examples/hr-lifecycle - fixture data

$ python python/graph_export.py --task contractor-reconcile --list
Task contractor-reconcile: User-LifeCycleInfo.Read.All, User.Read.All
GET /users [User-LifeCycleInfo.Read.All, User.Read.All]
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$ python python/contractor_source.py extract --register \

tests/fixtures/ch@2/contractor-register.csv --cards tests/fixtures/ch@2/cards.csv --sponsors \
tests/fixtures/ch@2/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 \
--out out/ch@2/extract

Contractors: 9 records: 3 active, 4 inactive (past their earliest end), 2 quarantined
Source: 2 Finding, 1 Warn, 1 Info

Extract written to out/ch@2/extract/contractors-extract.csv; build the SCIM requests with examples/h
cm-entra/python/hcm_to_scim.py

(exit code 2)
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$ python -c "import json; [print(d['PersonKey'], d['Action'], d['EarliestEnd'], d['Reason’']) for d \
in json.load(open( ‘out/ch@2/extract/decisions.json"))]"

900001 active 2027-01-11 contract end

900002 inactive 2026-10-15 completion date

900003 inactive 2026-10-20 suitability withdrawn

900004 inactive 2026-10-30 sponsor gone past the grace period

900005 inactive 2026-10-25 sponsor recertification due

900006 active 2026-11-10 contract end

900007 quarantine no contract end

900008 quarantine 2027-03-31 contract end

900009 active 2027-03-01 sponsor recertification due
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$ python ../hcm-entra/python/hcm_to_scim.py --extract out/ch@2/extract/contractors-extract.csv \
--as-of 2026-11-01 --out out/ch@2/scim
{"counts": {"ready": 7}, "batches": 1, "disables": 4, "held": false, "hold_reason": ""}
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$ python python/contractor_source.py reconcile --register \
tests/fixtures/ch@2/contractor-register.csv --cards tests/fixtures/ch@2/cards.csv --sponsors \
tests/fixtures/ch@2/hr-sponsors.csv --accounts tests/fixtures/ch@2/contractor-users.json \
--rules config/contractor-rules.json --as-of 2026-11-01 --cloud gcc --out out/ch@2/reconcile

Reconciliation: 7 Finding, 1 Warn, @ Info

Written to out/ch@2/reconcile (manifest.json lists every file's SHA-256)

(exit code 2)

$ python -c "import json; [print(r['Rule'], r['Severity'], r['Object’'], '|', r['Issue’']) for r in \
json.load(open( 'out/ch@2/reconcile/findings.json"))]"

ONOS O OO0 OTO+O0

ing bailey.ortiz@contoso.example | enabled past its earliest end 2026-10-15 (completion da
ing cameron.wu@contoso.example | enabled past its earliest end 2026-10-20 (suitability wit

ing devon.hale@contoso.example | enabled past its earliest end 2026-10-30 (sponsor gone pa

t the grace period)

ing ellis.ward@contoso.example | enabled past its earliest end 2026-10-25 (sponsor recerti
ue)
ing temp.vendor@contoso.example | enabled contractor account with no register record (orph

ing 900011 | active card for a person the contractor source doesn't hold (contractor crede

R-01 Find
e)

R-01 Find
drawn)
R-01 Find
R-01 Find
ication d
R-02 Find
n)

R-03 Find
tial drift)
R-05 Find

ing finley.moss@contoso.example | employeeleaveDateTime 2026-12-10 isn't the earliest end

026-11-10; the leaver workflow fires on the wrong day
R-04 Warn indy.shah@contoso.example | active register record with no account
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$ python python/contractor_source.py review --rules config/contractor-rules.json --out \
out/ch@2/review

Review settings written to out/ch@2/review/assignment-policy-review.json for review; nothing was sen

t
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$ python -m pytest tests -q
......................................................... [100%]
57 passed
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$ rm -rf out
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$ python python/graph_export.py --task joiner-plan --list
Task joiner-plan: LifecycleWorkflows-Workflow.Read.All

GET /identityGovernance/lifecycleWorkflows/workflows [LifecycleWorkflows-Workflow.Read.All]
$ python python/graph_export.py --task joiner-readiness --list
Task joiner-readiness: EntitlementManagement.Read.All, LifecycleWorkflows-Reports.Read.All, User-Lif
eCycleInfo.Read.All, User.Read.All

GET /users [User-LifeCycleInfo.Read.All, User.Read.All]

GET /identityGovernance/lifecycleWorkflows/workflows/{workflowId}/userProcessingResults [Lifecycl
elWorkflows-Reports.Read.All]

GET /identityGovernance/entitlementManagement/assignments [EntitlementManagement.Read.All]
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$ python python/joiner_workflows.py lint config/workflows --budget 50
Workflows: 6 files, budget 50
Lint: © Finding, © Warn, © Info
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$ python python/joiner_workflows.py lint tests/fixtures/ch@3/bad-workflows --budget 2
Workflows: 3 files, budget 2

Lint: 7
JW-03
JW-04
JW-07

ts limit
JW-08

admin c
JW-09
by acces
JW-11
post-sep
IW-12

Finding, 4 Warn, © Info

Finding: Bad-DayOne-GroupAdd: offsetInDays 200 is outside -180 to 180

Finding: Bad-Leaver-DeleteSameDay: a leaver workflow triggered on employeeHireDate

Finding: workflow count: 3 workflows over the budget of 2 (Learn's licensing page says 50, i
s page 100)

Finding: Bad-PreHire-ByDepartment: scheduled with no execution limit recorded; set it in the
enter (Learn: not in the API) and record it in _program

Finding: Bad-DayOne-GroupAdd: joiner adds the user to groups directly; give baseline access
s package

Finding: Bad-Leaver-DeleteSameDay: delete and disable in one workflow; delete in a separate
aration workflow

Finding: Bad-Leaver-DeleteSameDay: scope rule uses manager, which Learn doesn't list for a w

orkflow scope

JW-82 Warn: Bad-PreHire-ByDepartment: scope rule uses no coded attribute (employeeType or the code
d extension slots); scope by code, not by name

JW-02 Warn: Bad-PreHire-ByDepartment: scope rule reads the display value department; a renamed org
anization silently drops users

JW-05 Warn: Bad-PreHire-ByDepartment: TAP lifetime 4320 minutes; Learn recommends at most 24 hours
for a new hire

JW-85 Warn: Bad-PreHire-ByDepartment: TAP isn't one-time use; the tenant policy can force it (desi
gn guidance: do)
(exit code 2)
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$ python python/joiner_workflows.py plan config/workflows --current \
tests/fixtures/ch@3/workflows.json --out out/ch@3/plan

none JML-Leaver-LastDay-Contractors
new-version JML-Joiner-DayOne-Employees

create JML-Leaver-LastDay-Employees

none JML-Mover-0OrgCode

none JML-Leaver-PostSeparation-Employees
none JML-Joiner-PreHire-Employees

Plan: @ Finding, 1 Warn, @ Info
Plan written to out/ch@3/plan/plan.json; nothing was sent
(exit code 2)
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$ python python/joiner_workflows.py plan tests/fixtures/ch@3/bad-workflows --current \
tests/fixtures/ch@3/workflows.json --out out/ch@3/plan-bad

error: the files have lint findings; fix them before planning

(exit code 1)
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$ python python/joiner_workflows.py readiness --hires tests/fixtures/ch@3/hr-hires.csv --users \
tests/fixtures/ch@3/hire-users.json --prehire-results tests/fixtures/ch@3/prehire-results.json \
--assignments tests/fixtures/ch@3/joiner-assignments.json --workflows config/workflows --as-of \
2026-11-02T08:00:00Z --cloud gcc --out out/ch@3/readiness

Day one 2026-11-02: 1 of 4 hires ready (25%)

Readiness: © Finding, 3 Warn, @ Info

(exit code 2)
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$ python -m pytest tests -q
......................................................... [100%]
57 passed
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$ rm -rf out/che3
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$ python python/graph_export.py --task access-read --list

Task access-read: EntitlementManagement.Read.All, User.Read.All
GET /identityGovernance/entitlementManagement/assignmentPolicies [EntitlementManagement.Read.All]
GET /identityGovernance/entitlementManagement/assignments [EntitlementManagement.Read.All]
GET /users/{userId}/transitiveMemberOf/microsoft.graph.group [User.Read.All]
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$ python python/access_assignment.py lint config/access --population \
tests/fixtures/ch@4/population.json

Policies: 3 files

Lint: © Finding, © Warn, © Info
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$ python python/access_assignment.py lint tests/fixtures/ch@4/bad-access --population \
tests/fixtures/ch@4/population.json

Policies: 5 files
Lint: 5 Finding, 2 Warn, © Info

AA-01 Finding: AUTO via group membership: rule uses memberOf; from November 3, 2026 the policy is
quarantined and adds and removes nothing

AA-02 Finding: auto-by-department.json, auto-second-policy.json: 2 users match more than one autom
atic policy on one package; they can lose access

AA-05 Finding: AUTO infra admin eligibility: automatic policy doesn't both create and remove assig
nments

AA-07 Finding: REQUEST with no fallback: request policy doesn't route to the manager with a fallba
ck approver

AA-09 Finding: AUTO infra admin eligibility: tier T1 access assigned by rule; privileged access is
requested and activated through PIM

AA-04 Warn: AUTO Program Ops by department name: rule reads no coded slot or worker type; write it
on the codes HR owns

AA-06 Warn: AUTO Program Ops by department name: grace period 30 days is over the program's 14
(exit code 2)
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$ python python/access_assignment.py memberof-scan --policies \
tests/fixtures/ch@4/assignment-policies.json
Assignment policies read: 4; using memberOf: 1
MS-01 Finding: Shared drives (legacy): AUTO via group membership
(exit code 2)
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$ python python/access_assignment.py residual --mover tests/fixtures/ch@4/mover.json --assignments \
tests/fixtures/ch@4/mover-assignments.json --memberships \

tests/fixtures/ch@4/mover-memberships.json --policies config/access --as-of \
2026-11-01T12:00:00Z --cloud gcc --out out/ch@4/residual

Mover jordan.diaz@contoso.example: 8 items held, 3 to the residual review

Residual: 1 Finding, 3 Warn, © Info

Written to out/ch@4/residual (residual-review.csv goes to the manager of record)
(exit code 2)
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$ cat out/ch@4/residual/residual-review.csv

item,kind,via,class

Grants reporting workspace,access package,REQUEST Grants reporting,requested: review
APP-Legacy-Timekeeping-Approvers,group,direct or nested assignment,outside packages: review
SHARE-ProgramOps-Finance,group,direct or nested assignment,outside packages: review
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$ python -m pytest tests -q
......................................................... [100%]
57 passed
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$ rm -rf out/ched
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$ python python/graph_export.py --task cba-read --list
Task cba-read: Policy.Read.All, Policy.Read.AuthenticationMethod, PublicKeyInfrastructure.Read.All

GET /directory/publicKeyInfrastructure/certificateBasedAuthConfigurations [PublicKeyInfrastructur
e.Read.All]

GET /directory/publicKeyInfrastructure/certificateBasedAuthConfigurations/{pkiId}/certificateAutho
rities [PublicKeyInfrastructure.Read.All]

GET /policies/authenticationMethodsPolicy/authenticationMethodConfigurations/x509Certificate [Pol
icy.Read.AuthenticationMethod]

GET /policies/authenticationStrengthPolicies [Policy.Read.AuthenticationMethod]

GET /identity/conditionalAccess/policies [Policy.Read.All]
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$ python python/cba_check.py measure --urls tests/fixtures/ch@5/crl-urls.txt --out \
out/ch@5/crl-measurements.csv
4,096 bytes 0.000 s tests/fixtures/ch@5/crl/piv-cal.crl
8,192 bytes 0.000 s tests/fixtures/ch@5/crl/piv-ca2.crl
0 bytes 0.000 s tests/fixtures/ch@5/crl/missing.crl FileNotFoundError
Measured 3 CRL(s) -> out/ch@5/crl-measurements.csv
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$ python python/cba_check.py check --cloud gcc --exports tests/fixtures/ch@5/exports --crl \
tests/fixtures/ch@5/crl-measurements.csv --expected config/cba-expected.json --as-of \
2026-11-01 --out out/ch@5/check

Cloud gcc: interactive CRL limit 20,000,000 bytes, download within 10 s
CBA: 5 Finding, 7 Warn, @ Info

CB-01 Finding: Contoso Example Legacy Intermediate: no CRL configured: Entra doesn't check revocat
ion for this CA

CB-04 Finding: Contoso Example PIV Issuing CA 2 (renewed): CRL took 11.4 s to download; the limit
is 10 s

CB-09 Finding: authentication mode: PIV policy OID(s) 2.16.840.1.101.3.2.1.48.11 not mapped to mul
tifactor, and the default is single-factor

CB-10 Finding: Conditional Access: no enabled policy for all users and all resources requires a ph
ishing-resistant authentication strength (SCuBA MS.AAD.3.1v1)

CB-12 Finding: Contoso Example PIV Issuing CA 2: issuing CA the card program uses isn't in the tru
st store

CB-01 Warn: Contoso Example PIV Root CA: root CA with no CRL configured; Learn asks for a CRL on e
ach CA; confirm the root's revocation path

CB-02 Warn: Contoso Example PIV Issuing CA 2 (renewed): CRL endpoint https://pki.contoso.example/c
rl/piv-ca2.crl isn't HTTP; Learn recommends HTTP

CB-05 Warn: Contoso Example PIV Issuing CA 2 (renewed): CRL is 18,500,000 bytes, over 80% of the g
cc interactive limit

CB-08 Warn: CRL validation: CBA doesn't require a CRL from every CA (crlValidationConfiguration is
n't enabled)

CB-08 Warn: CA 5A5B5C5D5E5F60616263646566676869: exempted from CRL validation; allowed only while
its CRL is fixed, with an end date

CB-11 Warn: Contoso Example Legacy Intermediate: CA certificate expires 2026-12-15

CB-13 Warn: username bindings: low-affinity binding fields configured (PrincipalName); align with
the affinity decision (ADM Gate 6) and VK-PIV-01
(exit code 2)
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$ python python/cba_check.py check --cloud gcchigh --exports tests/fixtures/ch@5/exports --crl \
tests/fixtures/ch@5/crl-measurements.csv --expected config/cba-expected.json --as-of \
2026-11-01 --out out/ch@5/check-gcchigh

Cloud gcchigh: interactive CRL limit 45,000,000 bytes, download within 10 s
CBA: 5 Finding, 6 Warn, @ Info

CB-01 Finding: Contoso Example Legacy Intermediate: no CRL configured: Entra doesn't check revocat
ion for this CA

CB-04 Finding: Contoso Example PIV Issuing CA 2 (renewed): CRL took 11.4 s to download; the limit
is 10 s

CB-09 Finding: authentication mode: PIV policy OID(s) 2.16.840.1.101.3.2.1.48.11 not mapped to mul
tifactor, and the default is single-factor

CB-10 Finding: Conditional Access: no enabled policy for all users and all resources requires a ph
ishing-resistant authentication strength (SCuBA MS.AAD.3.1v1)

CB-12 Finding: Contoso Example PIV Issuing CA 2: issuing CA the card program uses isn't in the tru
st store

CB-01 Warn: Contoso Example PIV Root CA: root CA with no CRL configured; Learn asks for a CRL on e
ach CA; confirm the root's revocation path

CB-02 Warn: Contoso Example PIV Issuing CA 2 (renewed): CRL endpoint https://pki.contoso.example/c
rl/piv-ca2.crl isn't HTTP; Learn recommends HTTP

CB-08 Warn: CRL validation: CBA doesn't require a CRL from every CA (crlValidationConfiguration is
n't enabled)

CB-08 Warn: CA 5A5B5C5D5E5F60616263646566676869: exempted from CRL validation; allowed only while
its CRL is fixed, with an end date

CB-11 Warn: Contoso Example Legacy Intermediate: CA certificate expires 2026-12-15

CB-13 Warn: username bindings: low-affinity binding fields configured (PrincipalName); align with
the affinity decision (ADM Gate 6) and VK-PIV-01
(exit code 2)
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$ python -m pytest tests -q
......................................................... [100%]
57 passed
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$ rm -rf out




rId478.png
o000 examples/hr-lifecycle - fixture data

$ python python/graph_export.py --task separation-read --list
Task separation-read: AuditlLog.Read.All, LifecycleWorkflows-Reports.Read.All

GET /auditlogs/directoryAudits [AuditlLog.Read.All]

GET /identityGovernance/lifecycleWorkflows/workflows/{workflowId}/userProcessingResults [Lifecycl
elWorkflows-Reports.Read.All]
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$ python python/separation_timing.py measure --separations tests/fixtures/ch@6/hr-separations.csv \
--users tests/fixtures/ch@6/leaver-users.json --audits \
tests/fixtures/ch@6/separation-audits.json --results tests/fixtures/ch@6/leaver-results.json \
--cards tests/fixtures/ch@6/card-revocations.csv --devices \
tests/fixtures/ch@6/device-actions.csv --role-holders tests/fixtures/ch@6/role-holders.csv \
--config config/separation.json --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/cheé

Leavers: 7 separated, 1 cancelled, 1 not blocked

Separation-to-block hours: p50 ©.25, p9@ 5.52, max 84.68 (threshold 4)

Separation-to-revocation hours: p50 11.0, p90 110.0, max 395.0 (threshold 24)

Separation: 10 Finding, 2 Warn, © Info

(exit code 2)
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$ python -c "import json; [print(r[‘Rule’], r['Severity'], r['Object’']) for r in \
json.load(open( 'out/ch@6/findings.json'))]"

-01 Finding casey.ng@contoso.example

-01 Finding emery.sol@contoso.example

-02 Finding drew.park@contoso.example

-03 Finding drew.park@contoso.example

-04 Finding casey.ng@contoso.example

-05 Finding harper.vu@contoso.example

-07 Finding harper.vu@contoso.example

-08 Finding blake.ito@contoso.example

-09 Finding emery.sol@contoso.example

-09 Finding blake.ito@contoso.example

-03 Warn emery.sol@contoso.example

-06 Warn kai.oto@contoso.example
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$ cut -d, -f1,7,8,10 out/che6/intervals.csv

PersonNumber, separationToBlockHours, separationToRevocationHours,status
100301,0.25,11.0,measured

100302,5.52,21.0,measured

100303, ,,not blocked

100304,84.68,110.0, measured

100305,0.1,10.0, measured

100306,0.35,9.0, measured

100307, ,,cancelled

100308,0.1,395.0,measured
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$ python -m pytest tests -q
......................................................... [100%]
57 passed
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$ rm -rf out
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$ python python/writer_register.py scan --register config/writer-register.json --audit \
tests/fixtures/ch@l/directory-audits.json --since 2026-10-01 --until 2026-10-31 --cloud gcc \
--out out/chel

Protected writes: 11 (writer 5, backstop 1, second writer 4, forbidden 1)

Writers: 5 Finding, 1 Warn, @ Info

Written to out/ch@l (manifest.json lists every file's SHA-256)

(exit code 2)

$ python python/contractor_source.py extract --register \
tests/fixtures/ch@2/contractor-register.csv --cards tests/fixtures/ch@2/cards.csv --sponsors \
tests/fixtures/ch@2/hr-sponsors.csv --rules config/contractor-rules.json --as-of 2026-11-01 \
--out out/ch@2/extract

Contractors: 9 records: 3 active, 4 inactive (past their earliest end), 2 quarantined

Source: 2 Finding, 1 Warn, 1 Info

Extract written to out/ch@2/extract/contractors-extract.csv; build the SCIM requests with examples/h

cm-entra/python/hcm_to_scim.py

(exit code 2)

$ python python/joiner_workflows.py readiness --hires tests/fixtures/ch@3/hr-hires.csv --users \
tests/fixtures/ch@3/hire-users.json --prehire-results tests/fixtures/ch@3/prehire-results.json \
--assignments tests/fixtures/ch@3/joiner-assignments.json --workflows config/workflows --as-of \
2026-11-02T08:00:00Z --cloud gcc --out out/ch@3/readiness

Day one 2026-11-02: 1 of 4 hires ready (25%)

Readiness: © Finding, 3 Warn, @ Info

(exit code 2)

$ python python/access_assignment.py residual --mover tests/fixtures/ch@4/mover.json --assignments \
tests/fixtures/ch@4/mover-assignments.json --memberships \
tests/fixtures/ch@4/mover-memberships.json --policies config/access --as-of \
2026-11-01T12:00:00Z --cloud gcc --out out/ch@4/residual

Mover jordan.diaz@contoso.example: 8 items held, 3 to the residual review

Residual: 1 Finding, 3 Warn, © Info

Written to out/ch@4/residual (residual-review.csv goes to the manager of record)

(exit code 2)

$ python python/separation_timing.py measure --separations tests/fixtures/ch@6/hr-separations.csv \
--users tests/fixtures/ch@6/leaver-users.json --audits \
tests/fixtures/ch@6/separation-audits.json --results tests/fixtures/ch@6/leaver-results.json \
--cards tests/fixtures/ch@6/card-revocations.csv --devices \
tests/fixtures/ch@6/device-actions.csv --role-holders tests/fixtures/ch@6/role-holders.csv \
--config config/separation.json --as-of 2026-11-01T12:00:00Z --cloud gcc --out out/cheé

Leavers: 7 separated, 1 cancelled, 1 not blocked

Separation-to-block hours: p50 ©.25, p9@ 5.52, max 84.68 (threshold 4)

Separation-to-revocation hours: p50 11.0, p90 110.0, max 395.0 (threshold 24)

Separation: 10 Finding, 2 Warn, © Info

(exit code 2)




rId547.png
o000 examples/hr-lifecycle - fixture data

$ python python/lifecycle_drift.py run --hr tests/fixtures/ch@7/hr-export.csv --contractors \
out/ch@2/extract/decisions.json --users tests/fixtures/ch@7/workforce-users.json --exceptions \
tests/fixtures/ch@7/exceptions.csv --cards tests/fixtures/ch@7/cards.csv --derivation \
tests/fixtures/ch@7/derivation.json --writers out/ch@l --readiness out/ch@3/readiness \
--residual out/ch@4/residual --timing out/ch@6 --config config/drift.json --since 2026-10-01 \
--until 2026-11-01 --cloud gcc --tenant-id ©0000000-0000-4000-8000-00000000cOde --mode fixture \
--out out/ch@7/runs/2026-11-01T0600Z

Run 2026-11-01T0600Z: 4 chapter outputs read (readiness, residual, timing, writers)

separationToBlockHoursP90 5.52 max 4 out of bounds
separationToRevocationHoursP90 110.0 max 24 out of bounds
transferToReviewHours None max 240 not measured
joinerReadinessRate 0.25 min 0.95 out of bounds
correlationCoverage 0.5833 min ©0.99 out of bounds
derivationPurity ©.7637 min 0.8 out of bounds

Lifecycle drift: 14 Finding, 6 Warn, © Info

Run written to out/ch@7/runs/2026-11-01T0600Z; package it with examples/drift-pipeline/python/hr_evi
dence.py

(exit code 2)
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$ python -c "import json; [print(r[‘Rule’], r['Severity'], r['Object’']) for r in \
json.load(open( 'out/ch@7/runs/2026-11-01T0600Z/1ifecycle/findings.json'))]"

LD-01 Finding 100104

LD-02 Finding drew.park@contoso.example

LD-82 Finding harper.vu@contoso.example

LD-02 Finding bailey.ortiz@contoso.example

LD-83 Finding print.kiosk@contoso.example

LD-03 Finding old.temp@contoso.example

LD-04 Finding blake.ito@contoso.example

LD-04 Finding casey.ng@contoso.example

LD-04 Finding morgan.lee@contoso.example

LD-04 Finding drew.park@contoso.example

LD-04 Finding quinn.ross@contoso.example

LD-85 Finding 100303

LD-06 Finding 900002

LD-06 Finding 900011

LD-07 Warn correlationCoverage

LD-07 Warn derivationPurity

LD-07 Warn joinerReadinessRate

LD-87 Warn separationToBlockHoursP90

LD-07 Warn separationToRevocationHoursP90

LD-08 Warn transferToReviewHours
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$ python python/lifecycle_drift.py run --hr tests/fixtures/ch@7/hr-export.csv --contractors \
out/ch@2/extract/decisions.json --users tests/fixtures/ch@7/workforce-users.json --exceptions \
tests/fixtures/ch@7/exceptions.csv --cards tests/fixtures/ch@7/cards.csv --derivation \
tests/fixtures/ch@7/derivation.json --writers out/ch@l --readiness out/ch@3/readiness \
--residual out/ch@4/residual --timing out/ch@6 --config config/drift.json --since 2026-11-01 \
--until 2026-11-82 --cloud gcc --tenant-id ©0000000-0000-4000-8000-00000000cOde --mode fixture \
--out out/ch@7/runs/2026-11-02T0600Z

Run 2026-11-02T0600Z: 4 chapter outputs read (readiness, residual, timing, writers)

separationToBlockHoursP90 5.52 max 4 out of bounds
separationToRevocationHoursP90 110.0 max 24 out of bounds
transferToReviewHours None max 240 not measured
joinerReadinessRate 0.25 min 0.95 out of bounds
correlationCoverage 0.5833 min ©0.99 out of bounds
derivationPurity ©.7637 min 0.8 out of bounds

Lifecycle drift: 14 Finding, 6 Warn, © Info

Run written to out/ch@7/runs/2026-11-02T0600Z; package it with examples/drift-pipeline/python/hr_evi
dence.py

(exit code 2)
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$ python ../drift-pipeline/python/hr_evidence.py package --run out/ch@7/runs/2026-11-01T0600Z \
--out out/ch@7/evidence

{"evidence_manifest_sha256": "342c65f7af3d6lbdaeb7b5e17147400341f1145bb88c6fbc26fbefob3418008e", "ne

w": 20, "open": 20, "package": "2026-11-01T0600Z", "resolved": @}

$ python ../drift-pipeline/python/hr_evidence.py package --run out/ch@7/runs/2026-11-02T0600Z \
--previous-manifest out/ch@7/evidence/2026-11-01T0600Z/EVIDENCE-MANIFEST.json --out \
out/ch@7/evidence

{"evidence_manifest_sha256": "2892017a07f7214696c1048cfad4@eb6ccb14927f7c7bdc85cc23cacla8be739c9", "ne

w": @, "open": 20, "package": "2026-11-02T0600Z", "resolved": 0}

$ python ../drift-pipeline/python/hr_evidence.py verify out/ch@7/evidence/2026-11-02T0600Z

{"evidence_manifest_sha256": "2892017a07f7214696c1048cfad4@eb6ccb14927f7c7bdc85cc23cacla8be739c9", "fi

les": 6, "run_id": "2026-11-02T0600Z"}
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$ (cd out/ch@7/evidence/2026-11-02T0600Z && sha256sum -c SHA256SUMS)
run/lifecycle/findings.json: OK

run/lifecycle/manifest.json: OK

run/lifecycle/metrics.json: OK

run/run.json: OK

summary.md: OK

EVIDENCE-MANIFEST.json: OK
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$ python ../drift-pipeline/python/hr_evidence.py period --evidence out/ch@7/evidence --since \
2026-10-01 --until 2026-11-082 --out out/ch@7/periods

{"chain_breaks": @, "complete": false, "coverage_gaps": @, "open_at_end": 20, "packages": 2, "period

": "period-2026-10-01_2026-11-02"}

(exit code 2)
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$ python -m pytest tests -q

......................................................... [100%]
57 passed
$ cd ../drift-pipeline & python -m pytest tests -q
[ 50%]
[100%]

142 passed
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$ cd ../hr-lifecycle && rm -rf out
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$ python python/graph_export.py --task writers-scan --list
Task writers-scan: AuditLog.Read.All, Directory.Read.All
GET /auditlogs/directoryAudits [AuditlLog.Read.All]
GET /auditlLogs/provisioning [AuditlLog.Read.All, Directory.Read.All]
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$ python python/writer_register.py check --register config/writer-register.json
Register: @ Finding, @ Warn, © Info
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$ python python/writer_register.py scan --register config/writer-register.json --audit \
tests/fixtures/ch@l/directory-audits.json --since 2026-10-01 --until 2026-10-31 --cloud gcc \

--out out/chel
Protected writes: 11 (writer 5, backstop 1, second writer 4, forbidden 1)

Writers: 5 Finding, 1 Warn, @ Info
Written to out/ch@l (manifest.json lists every file's SHA-256)

(exit code 2)
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$ python -c "import json; [print(r['Rule'], r['Severity'], r['Object’'], '|', r['Issue’']) for r in \
json.load(open( 'out/ch@l/findings.json'))]"

WS-01 Finding casey.ng@contoso.example | disabled-at-separation written by pat.helpdesk@contoso.exam

ple, not by inbound-provisioning

WS-01 Finding morgan.lee@contoso.example | employeelLeaveDateTime written by sam.exchange@contoso.exa

mple, not by inbound-provisioning

WS-01 Finding drew.park@contoso.example | manager written by pat.helpdesk@contoso.example, not by in

bound-provisioning

WS-01 Finding quinn.ross@contoso.example | orgCode written by OrgCode fix-up script, not by inbound-

provisioning

WS-04 Finding blake.ito@contoso.example | deleted-at-disposition written by inbound-provisioning, wh

ich the register forbids

WS-02 Warn jordan.diaz@contoso.example | enabled-at-hire written by the backstop (lifecycle-workflow

s); confirm the writer (inbound-provisioning) acted or was late
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$ python -c "import json; print(json.load(open('out/ch@l/queries.json'))[2])"

{'allowed': ['inbound-provisioning', 'lifecycle-workflows'], 'graphFilter': "activityDateTime ge 202
6-10-01T00:00:00Z and activityDateTime le 2026-10-31T23:59:59Z and activityDisplayName eq 'Disable a
ccount'", 'matchProperty': None, 'row': 'disabled-at-separation'}
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$ python -m pytest tests -q
......................................................... [100%]
57 passed
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$ rm -rf out




