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Abstract
Not an official U.S. federal government publication. The Federal Modernization Workbook is independent technical analysis. It does not represent the position of, and has not been reviewed or endorsed by, any federal agency.
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[bookmark: _Toc00001375]Building Non-Person Identity
A developer workbook for the Non-Person Identity Modernization project
[bookmark: _Toc00001376]Status: approved, not yet run against a live tenant
This workbook is new material. All eleven chapters are written and approved; Chapter 11, the deployment runbook, is the newest and hasn’t been run against a live tenant. An approved page that changes goes back on the weekly source watch issue until it is approved again. Narrated chapter tours for Chapters 01 to 10 are below. Every external claim was checked against Microsoft Learn or a workbook chapter between October 30 and November 2, 2026 and carries a note, and each chapter keeps its verification log in the repository. The code is illustrative. Its tests pass against fixtures, but it has not been run against a production tenant or domain.
The Non-Person Identity Modernization project runs the non-person identity track of the companion guide: every identity that isn’t a person, from an Active Directory service account whose password never expires to an AI agent with a sponsor. Its operator material already exists: Book 02’s service accounts, migration path matrix and discovery function; Book 04’s applications and workload identities and orphan policy; Book 17 on AI identity; and the implementation guide. Those tell an operator what to decide and how to prove it. They don’t teach anyone to build the software that reads the estate into one register, holds each decision as reviewed code, and hands the ISSO evidence a reviewer can check.
This workbook is for the developers who build that software. It is code first, and it starts from Microsoft. Each chapter begins with Microsoft Learn’s own procedure or sample, runs it offline against fakes, and builds only what it leaves out, in the repository’s examples folder, with tests. Each has a lab that runs on a laptop against fixtures with no tenant and no domain, then a short step in a test tenant with a way to back it out. Each lists the Graph, Azure and Active Directory facts the code depends on (endpoints, the least-privileged permission or right, availability in the US Government clouds, release stage), footnoted to Microsoft Learn with the date the page was read, then the dangers and a checklist. The last chapter is a deployment runbook: it takes the kit from those test-tenant steps to a live test environment, then to production, with the same commands for both.
The target estate is Microsoft 365 GCC (Moderate) with commercial Azure, and an on-premises Active Directory until the program retires it at program G5. GCC uses the worldwide endpoints: login.microsoftonline.com, graph.microsoft.com and management.azure.com. GCC High and DoD have separate hosts.1 2 Every chapter says so where an endpoint matters.
[bookmark: _Toc00001377]How each chapter is built
	Section
	What it holds

	Goal and audience
	What you will build, and who should read it

	Start with Microsoft’s sample
	What Learn or Microsoft’s sample gives you, the pinned copy, and what it leaves to you, as a table of gaps pinned by tests

	The code
	The example it builds, what it adds to Microsoft’s sample, and the tests

	Lab 1: fixtures, no tenant
	Steps you can run anywhere, with the expected output

	Lab 2: test tenant
	The smallest change a test tenant needs, and how to back it out

	Verified facts
	Endpoints, least-privileged permissions and rights, national cloud availability and release stage, each footnoted

	Dangers
	What breaks in production, and the guard the code has for it

	Checklist
	What a reviewer checks before the code ships


Design guidance in this workbook is marked as such: it is the program’s position, not a vendor statement. Preview and beta features carry their stage wherever they appear.
[bookmark: _Toc00001378]Chapters
The outline follows the project plan’s phases: inventory, ownership, a decision per account, credential modernization, least privilege, Conditional Access for workload identities, AI agents and steady state. The plan’s computed path runs through ownership, because an owner has to be found for every account “before anything is touched”, so Chapters 01 and 02 come first.

	#
	Chapter
	Plan
	Starts from
	What you build
	Status

	01
	Non-person identity inventory as code
	NP0.1, NP0.2, NP0.4, NP0.5, Gate 0
	Learn’s commands for finding service accounts and service principals (pinned in examples/third_party/entra-service-account-pages) and its script exporting app registrations’ secrets and certificates (pinned in examples/third_party/entra-app-credentials-export-page), then examples/non-person-identity
	One register: AD service accounts, MSAs, gMSAs and dMSAs, app registrations, service principals, managed identities, federated credentials, Graph application permissions and consent grants, each with an owner count, credential kind, risk, candidate target and stale lead; SQL Server accounts handed to the Data Platform plan; findings NPI-INV-01 to -09 and a manifest with a SHA-256 per file and the tenant ID
	Written

	02
	Ownership and the orphan rule
	NP1.1, NP1.3, D-NP2, Gate 1 (NP1.2’s AI sponsor fields recorded for Chapter 09)
	Learn’s Graph samples for ownerless service principals, assigning owners and serviceManagementReference (pinned in examples/third_party/graph-applications-tutorial-page), then examples/non-person-identity
	The ownership check over Chapter 01’s register (two enabled human members, an active service record, an application owner for every AD account), findings NPI-OWN-01 to -09 with stable IDs, and the orphan rule as a dry-run plan: disable, never delete, once the identity governance officer confirms, a 30-day claim window, writes only with -Apply through a separate, delegated, reviewed path
	Written

	03
	The migration path matrix as code
	NP2.1, D-NP3, NP2.2, D-NP4, Gate 2
	Learn’s decision tables for choosing an on-premises and a cloud service account, and its Workload ID FAQ (pinned in examples/third_party/entra-service-account-choice-pages), then Book 02’s matrix and examples/non-person-identity
	Book 02’s matrix as reviewed data (config/migration-matrix.json); a proposed target for every identity in Chapter 01’s register, read with Chapter 02’s ownership run; the owner’s disposition (retire, re-platform, keep, keep on Kerberos with an SPN owner and an end date) checked against it; waves with HIGH-risk accounts first and a rollback per wave; the Workload ID Premium scope (D-NP4) checked against the tenant’s subscriptions; findings NPI-MAT-01 to -09 and Gate 2; two reads, no writes
	Written

	04
	App management policies and certificate rotation
	NP3.1, NP3.7
	Learn’s Graph samples for the tenant default policy, app management policies and adding a certificate to an app (pinned in examples/third_party/graph-app-credential-policy-pages), its configuration procedure (pinned in examples/third_party/entra-app-management-policies-page) and the Az.KeyVault certificate examples (pinned in examples/third_party/az-keyvault-certificate-help), then examples/non-person-identity
	The policy as reviewed JSON (secrets and symmetric keys blocked, certificates capped at 180 days for new apps, on application and service principal objects; exceptions with a record and an end date; the app instance property lock on every app registration), compared with the tenant into a plan that never loosens or drops a restriction; rotation through Key Vault, raised 60 days before expiry, approved by an owner, renewed, attached beside the old certificate, verified, and the old one removed after a 7-day overlap; findings NPI-POL-01 to -06 and NPI-ROT-01 to -07; writes only with -Apply through a separate, delegated, reviewed path
	Written

	05
	Workload identity federation and managed identities
	NP3.2 to NP3.4
	Learn’s federated identity credential samples for an app registration and a user-assigned managed identity (pinned in examples/third_party/entra-wif-create-trust-pages), the Graph create sample (pinned in examples/third_party/graph-fic-create-page) and the Managed Identity REST examples (pinned in examples/third_party/msi-fic-rest-examples), then examples/non-person-identity
	Conversions in the plan’s order (managed identity, then federated credential, then certificate) as one reviewed file; federated credentials diffed against Graph and Resource Manager, checked against the claims the workload’s issuer will present, and exchanged against a fake token endpoint before cutover; managed identities created or recorded with their role assignments; findings NPI-WIF-01 to -09; the 30-day parallel run from sign-in evidence, then the legacy account disabled, never deleted, through a delegated write path with an approved plan hash and -Apply
	Written

	06
	gMSAs, dMSAs and the Kerberos island
	NP3.5, NP3.6, NP7.3
	Learn’s gMSA, dMSA and KDS root key procedures (Manage group Managed Service Accounts, Setting up delegated Managed Service Accounts, the dMSA overview and Create a KDS root key, pinned in examples/third_party/windows-server-msa-pages), then examples/non-person-identity
	A plan per Kerberos account from reviewed dispositions: MSAs upgraded to gMSAs; traditional accounts, IIS application pools and scheduled tasks moved to a gMSA or a Windows Server 2025 dMSA, applied only with -Apply through a separate write path that never deletes the old account; the KDS root key checked read-only without the key; password retrievers as reviewed data; findings NPI-KRB-01 to -09; the island list with an SPN owner and an end date within D08 for the program’s SPN retirement (P4.6); and every gMSA and dMSA reconciled with the provisional end state (D11) before program G5
	Written

	07
	Least privilege for service principals
	NP4.1 to NP4.3, Gate 4
	Learn’s Review permissions granted to enterprise applications, its Microsoft Graph PowerShell script and Graph requests (pinned in examples/third_party/entra-review-app-permissions-page), then examples/non-person-identity
	The permission sweep over Chapter 01’s register: every app role assignment on every resource, delegated grants, directory roles and managed identities’ Azure role assignments; broad permissions against a reviewed list with a dated justification per exception and Learn’s narrower replacement (resource-specific permissions, Sites.Selected, RBAC for Applications in Exchange Online, a resource scope); findings NPI-LP-01 to -09; privileged service principals handed to the Privileged Access plan (A3.4); the first quarterly owner review; a dry-run plan that removes an app role assignment through its resource service principal or narrows a delegated grant, never deletes an app, applied only with -Apply through a separate, delegated, reviewed path
	Written

	08
	Conditional Access for workload identities
	NP5.1 to NP5.3, D-NP5, Gate 5
	Learn’s Conditional Access for workload identities and its Graph JSON sample (pinned in examples/third_party/entra-workload-identity-ca-page), then examples/non-person-identity
	The scope as a reviewed file (Tier 1 single-tenant service principals by object ID, never through a group, in rings; NL-WorkloadEgress; managed identities, multitenant and SaaS apps out of scope with their controls); CA015 and CA037 per ring, always created report-only, with a pre-merge check (NPI-WCA-01 to -09), a tenant check, a diff and a dry run; a summary of the service principal sign-in logs (Graph beta) per principal; enforcement only with -AllowEnforce after D-NP5; a block alert definition
	Written

	09
	AI agent identities
	NP6.1 to NP6.7, D-NP6, Gate 6
	Learn’s Microsoft Entra Agent ID samples for creating a blueprint and its credentials, inheritable permissions and the agent Conditional Access policies (pinned in examples/third_party/entra-agent-id-pages) and the Graph list requests for blueprints, agent identities and sponsors (pinned in examples/third_party/graph-agent-id-api-pages), then examples/non-person-identity
	Agent identities and blueprints read with sponsors, owners, credentials, inheritance, roles and attributes, and checked against creation closed, the reviewed production handshake, no secret on a production blueprint, no allAllowed role inheritance or standing privileged role, the ten-business-day sponsor rule and the AI drift checks (NPI-AI-01 to -23); Chapter 02’s sponsor fields filled; orphaned agents listed for the orphan rule, a manual hand-off; the two agent block policies as a report-only plan with a separate delegated write path; D-NP6 as data, with service principals and managed identities under the same rules where agent identities aren’t available; agent Conditional Access and agent risk preview watch items
	Written

	10
	Drift and evidence for the ISSO
	NP7.1, NP7.2, NP7.4, Gate 7
	The Sentinel rule Learn’s security operations guide for applications links for added credentials (pinned in examples/third_party/sentinel-app-credential-rule), Learn’s directory audit and service principal sign-in activity (beta) reads, then the first workbook’s drift pipeline and Building Privileged Access’s Chapter 08
	A scheduled run of Chapters 01 and 02 compared with the approved baseline by fingerprint: findings NPI-DRF-01 to -09 for ownerless, unused or expiring registrations, passwords that never expire, credentials added outside the pipeline and new consent grants; the review cycle read from Chapters 07 and 09 (NPI-REV-01 to -04); a documented contract for Chapters 03 to 09’s findings; the annual AI use-case inventory vintage comparison (NPI-VIN-01 to -05); packages with a SHA-256 per file, the tenant ID and a hash chain, and a period for AC-2, AC-6(5), IA-4, IA-5, IA-9 and M-25-21 with the Gate 7 criteria
	Written

	11
	Deploying to test and production
	G1 to G6 of the implementation guide
	The guide’s gates, rollback and evidence; Learn’s procedures for workload Conditional Access in report-only mode, app management policies on specific applications, gMSAs and the KDS root key; Chapters 01 to 10’s code
	A runbook for an Entra test tenant, Azure test subscription and AD test forest, then production: one settings file with no secrets, a read-only preflight (PF-01 to PF-11: licenses, roles, the deployment identity’s credential, the VK-NPI baseline, the test stage’s evidence), a safe order (inventory, the app management policy on a pilot, a federated credential and managed identity beside the old secret, a gMSA on a test host, workload Conditional Access report-only), a smoke test with a synthetic service principal and service account (ST-01 to ST-07), a rehearsed rollback that never deletes, go/no-go criteria, a staged enable by ring and first-week drift monitoring; for each step, the SP 800-53 controls, M-22-09 and SCuBA requirements it helps meet, the FedRAMP 20x KSI it aligns to and the evidence the ISSO keeps, written by the kit as an evidence record per step and checked before promotion; deploy/ scripts with a fixture mode and tests
	Written; not run against a live tenant



Each chapter pins only the Microsoft samples it runs. Research gaps are numbered in blocks so the chapters can be written in parallel: Chapter NN uses rows (NN − 1) × 10 + 1 to NN × 10 − 1, so Chapter 01 has rows 1 to 9, Chapter 02 rows 11 to 19, Chapter 10 rows 91 to 99 and Chapter 11 rows 101 to 109.
[bookmark: _Toc00001379]Plan gates and the guide’s gates
The chapters use the project plan’s gate numbers, Gate 0 to Gate 7. The implementation guide and the learning path use its own six gates, G1 to G6. This is how they line up.
The project plan’s gates and the implementation guide’s gates
	Plan gate
	Approver
	Guide gate
	Chapters

	Gate 0 — Non-person identities inventoried
	ISSO
	G1 Inventory
	01

	Gate 1 — Every non-person identity owned
	CISO
	G1 Inventory (owner and sponsor); G6 Lifecycle (the orphan rule)
	02

	Gate 2 — Every account has a decision
	ISSO
	G2 Decision
	03

	Gate 3 — Credentials modernized
	ISSO
	G3 Credential rules; G5 Conversion
	04, 05, 06

	Gate 4 — Least privilege
	CISO
	G4 Least privilege
	07

	Gate 5 — Workload identities under Conditional Access
	CISO
	G4 Least privilege (Step 4e)
	08

	Gate 6 — AI identities governed
	CISO
	The guide’s AI agents section, across G1 to G6
	09

	Gate 7 — Steady state
	ISSO
	G6 Lifecycle, with every gate’s evidence
	10


Chapter 11, the deployment runbook, uses the guide’s G1 to G6, because it runs every chapter’s code in one order.
[bookmark: _Toc00001380]Narrated chapter tours
Every chapter has a narrated tour: a deck in Why, What, Who and How order, a self-running edition with captions, and a video. The tours were recorded on November 2, 2026 from the approved chapters, and a tour is re-recorded when its chapter changes. All of them are also on the Watch page.

	#
	Chapter
	Watch
	Length
	Deck
	Narrated deck

	01
	Non-Person Identity Inventory as Code
	▶ Watch · MP4
	11 min
	DW_NPI_01_Inventory_as_Code.pptx
	Narrated

	02
	Ownership and the Orphan Rule
	▶ Watch · MP4
	11 min
	DW_NPI_02_Ownership_Orphan_Rule.pptx
	Narrated

	03
	The Migration Path Matrix as Code
	▶ Watch · MP4
	11 min
	DW_NPI_03_Migration_Path_Matrix.pptx
	Narrated

	04
	App Management Policies and Certificate Rotation
	▶ Watch · MP4
	11 min
	DW_NPI_04_App_Policy_Rotation.pptx
	Narrated

	05
	Workload Identity Federation and Managed Identities
	▶ Watch · MP4
	12 min
	DW_NPI_05_Workload_Federation.pptx
	Narrated

	06
	gMSAs, dMSAs and the Kerberos Island
	▶ Watch · MP4
	11 min
	DW_NPI_06_gMSA_dMSA.pptx
	Narrated

	07
	Least Privilege for Service Principals
	▶ Watch · MP4
	11 min
	DW_NPI_07_Least_Privilege.pptx
	Narrated

	08
	Conditional Access for Workload Identities
	▶ Watch · MP4
	11 min
	DW_NPI_08_Workload_CA.pptx
	Narrated

	09
	AI Agent Identities
	▶ Watch · MP4
	12 min
	DW_NPI_09_AI_Agent_Identities.pptx
	Narrated

	10
	Drift and Evidence for the ISSO
	▶ Watch · MP4
	11 min
	DW_NPI_10_Drift_Evidence.pptx
	Narrated



[bookmark: _Toc00001381]Reading paths
· Developers new to the project: Book 02, Chapter 09’s service accounts and matrix, then Chapter 01.
· Developers building Phases 0 and 1: Chapters 01 and 02, in that order; Chapter 02 reads Chapter 01’s register and checks it against its manifest.
· Server and Active Directory engineers: Chapter 01’s AD section, then Chapter 06.
· AI governance staff: Book 17, Chapter 05, then Chapter 09.
· ISSOs and reviewers of the code: the checklists at the end of each chapter, and the manifests the runs write.
· Engineers taking the kit to production: Chapter 11, after the second lab of Chapters 01, 04, 05, 06 and 08.
[bookmark: _Toc00001382]Where this workbook sits
This is the developer workbook for the Non-Person Identity Modernization project, one of the developer workbooks under Projects in the Federal Modernization Workbook. The design is Book 02, Chapter 09 and Chapter 10; the application controls are Book 04, Chapter 05 and Chapter 06; SQL Server’s accounts go to the Data Platform plan and Book 06; AI identity is Book 17. The Graph client pattern every chapter follows, one cloud table, a declared call list with its least-privileged permission and no default cloud, is the first workbook’s Chapter 02. Privileged non-human identities are swept in the Building Privileged Access workbook’s plan (A3.4), and this one doesn’t repeat that sweep. The read-only checks VK-NPI-01 to VK-NPI-09 in the repository’s validation kit are the gate checks the implementation guide names; this workbook’s code builds the register and the decisions those checks verify.
To learn the guide’s gates in order from these chapters’ labs, with a knowledge check for each, use the Non-Person Identity learning path: eleven modules, one per chapter.
[bookmark: _Toc00001383]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this workbook, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); NPI workbook: fix 11 confirmed crosswalk errors (#378); Apply the open-choice decisions: text, plans, training, reference, register (#416); Figures, kit and config: Entra Domain Services diagram, CLM figure, Book 17 figures, hcm-entra slots 4-6, NPI apply hash and operator (#418); Non-Person Identity workbook: fix 16 inconsistency findings (#447); Approve 116 gated pages (Nov 7); fix RMF map stale-review test (#457); Claim language: supports, not satisfies (rule, check, first sweep) (#474); and 2 more (all changes)

	1.5
	2026.11.4
	2026-11-05
	Deck and audio links point at edition 2026.11.4

	1.4
	2026.11.3
	2026-11-05
	Review gate: Mike’s approval of the 53 pages in the November 2 review packet (#334); NPI: apply the November 3 decisions on the discrepancies (#338); Training: a narrated video for every Non-Person Identity module, following the settled decisions (#340); Review gate: Mike’s approval of four pages changed on November 3 (#341); Review gate: Mike’s approval of NPI Chapter 06 (#343)

	1.3
	2026.11.2
	2026-11-02
	HR-Driven Identity labs: exact commands for every step, real output, commands lists (#293); Non-Person Identity labs: exact commands for every step, real output, commands lists (#295); Tours: HR-Driven Identity’s seven chapter tours, and the Privileged Access, Non-Person Identity and Book 19 tours with real kit output (#297); Lab command lists: the cleanup after the last step is labeled “After the steps”, not with the step before it (#300); Non-Person Identity: federal requirements and KSIs for every scripted step (#313); Building Non-Person Identity, Chapter 11: deploying to test and production (#315); Non-Person Identity learning path: ten modules (#324); Non-Person Identity learning path: Module 11, deploy to test, then production (#329)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Restore the developer workbook as Book 19, and the ADM implementation guide to Books > Guides (#270)

	1.0
	2026.10
	2026-10-31
	First edition (15 merged changes since the workbook began)


[bookmark: _Toc00001384]Notes
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (accessed Oct 30, 2026).
1. Microsoft Learn, “Compare Azure Government and global Azure,” guidance for developers (Azure Resource Manager endpoints), https://learn.microsoft.com/azure/azure-government/compare-azure-government-global-azure (accessed Oct 31, 2026).
[bookmark: _Toc00001385]Chapter 01 — Non-Person Identity Inventory as Code
No account can be given an owner, a decision or a new credential until it is on one list, and Microsoft’s own commands give you five lists that don’t agree.
[bookmark: _Toc00001386]In this chapter
The read behind the project plan’s Gate 0, “non-person identities inventoried.” You start with Learn’s own commands for finding user accounts used as service accounts, managed service accounts and service principals, and its script for exporting app registrations’ secrets and certificates, which the repository keeps as pinned copies, and run them against stand-ins to see what they return and what they miss. Then you build examples/non-person-identity for what they leave to you: one register of every service account, MSA, gMSA, dMSA, app registration, service principal and managed identity, with owners, credentials, permissions, a risk, a candidate target and a manifest. Lab 1 runs on a laptop with no tenant and no domain; Lab 2 uses a test tenant and a test domain.
[bookmark: _Toc00001387]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 01 — Non-Person Identity Inventory as Code: narrated tour (12 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001388]Goal and audience
Goal. By the end of this chapter you can produce, from code, the register the plan’s tasks NP0.1, NP0.2, NP0.4 and NP0.5 ask for: “type, host, workload location, risk and candidate target for every identity”, with HIGH-risk accounts listed, stale leads marked for confirmation against sign-in logs, and SQL Server accounts tagged for the Data Platform plan. You can say, for each rule in the code, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers who build the project’s read path, the identity and Active Directory engineers who run it, and the ISSOs who review it. You should read PowerShell 7 and know what a service principal is. You don’t need a tenant or a domain until Lab 2.
[bookmark: _Toc00001389]What the register has to hold
The plan’s Gate 0 asks for “every AD service account, MSA, gMSA and dMSA, every app registration, service principal and managed identity, and every AI use case in the current vintage in one register with type, risk and candidate target.” Book 02 gives the types and their targets: a traditional account (a user object, often with an svc- prefix and a password that never expires), a managed service account bound to one server, a group managed service account usable by several, and on Windows Server 2025 domains a delegated managed service account, each with its own path to Entra ID (Book 02, Chapter 09). Learn adds that no user attribute marks an account as a service account: it recommends a naming convention, and finds candidates by three criteria, an SPN, trust for delegation and a password that never expires, warning that “this approach might not find accounts.”1 A dMSA replaces a traditional account, disables the original account’s password, and ties authentication to the machine identities mapped to it.2
On the Entra side, consent and Microsoft’s own services create service principals, so the register is always longer than the list of apps anyone asked for (Book 04, Chapter 05). Learn’s schema gives each service principal a servicePrincipalType: Application, ManagedIdentity, Legacy (an app with credentials but no app registration, usable only in the tenant that created it), ServiceIdentity for an agent identity, and SocialIdp for internal use.3 A managed identity’s service principal carries its Azure resource ID in alternativeNames,4 and a user-assigned identity can hold federated credentials in Resource Manager.5 List applications also returns agent identity blueprints, marked by @odata.type.6
So the register reads two Active Directory collections, eight Graph collections and one Resource Manager one:
	What
	Where
	Why this one

	User accounts used as services
	Get-ADUser -LDAPFilter with Learn’s three criteria and the naming convention
	One server-side query instead of three reads of every user7 1

	MSAs, gMSAs and dMSAs
	Get-ADServiceAccount -Filter *, with who may retrieve each password
	Learn’s command for managed service accounts8 9

	App registrations, owners, federated credentials
	GET /v1.0/applications, /applications/{id}/owners, /applications/{id}/federatedIdentityCredentials
	Credentials and owners live on the registration6 10 11

	Service principals by type
	GET /v1.0/servicePrincipals; owners of legacy ones
	Every application, managed identity, legacy app and agent identity12 13

	Microsoft Graph application permissions
	GET /v1.0/servicePrincipals(appId='00000003-…') for its app roles, then /servicePrincipals/{id}/appRoleAssignedTo
	Which service principal holds which Graph permission, by name14

	Delegated consent grants
	GET /v1.0/oauth2PermissionGrants
	Tenant-wide consent (AllPrincipals) shows here15

	A user-assigned identity’s federated credentials
	GET {resourceId}/federatedIdentityCredentials?api-version=2024-11-30
	They live in Resource Manager, not Graph5


The risk, the candidate target and the stale lead come from the program, not from Microsoft. The plan defines HIGH as “password never expires, over-privileged”; Book 02 adds a password unchanged for more than 365 days and puts the stale threshold at 90 days. The example keeps those rules in config/register.json, and reads “over-privileged” as membership of a privileged Active Directory group, unconstrained delegation, or a high-privilege Microsoft Graph application permission. Design guidance. A stale account is a lead only: Learn’s lastLogonTimestamp is updated only when the stored value is older than the sync interval,16 and the plan’s risk register says to “confirm stale leads against domain controller and Entra ID sign-in logs before retiring anything.”
Which cloud and which directory, for this read
For the target estate, Microsoft 365 GCC with commercial Azure, every host is a worldwide one: Graph at graph.microsoft.com and Resource Manager at management.azure.com. GCC High uses graph.microsoft.us, DoD dod-graph.microsoft.us, and both use Azure Government’s management.usgovcloudapi.net.17 18 The Graph calls whose pages show a national cloud table (list applications, application owners, federated credentials, delegated permission grants) list the global service, US Government L4 and US Government L5.6 10 11 15 The code takes gcc as an explicit cloud name and refuses any name it doesn’t know, the pattern the first workbook’s Chapter 02 sets. The Active Directory reads go to the domain named with -Domain (here corp.contoso.example), never to whatever domain the machine happens to be in.
[bookmark: _Toc00001390]Start with Microsoft’s sample
What Microsoft gives you
Learn’s service account series is Microsoft’s procedure for this read. Secure user-based service accounts in Active Directory gives three PowerShell commands: Get-ADObject for accounts trusted for delegation, and Get-ADUser -Filter * with a client-side filter for accounts with SPNs and for passwords that never expire.1 Secure group managed service accounts gives Get-ADServiceAccount -Filter *, then the same filtered to gMSAs by object class.8 Securing service principals in Microsoft Entra ID lists every service principal with Get-MgServicePrincipal -All:$true, and offers a filter on the tag WindowsAzureActiveDirectoryIntegratedApp “to find multi-tenant apps.”19 Govern on-premises service accounts says what to collect for each account: owner, purpose, permissions, CMDB links, risk and lifetime.20
For credentials, Learn’s script Export secrets and certificates for app registrations signs in with Application.Read.All, reads every app registration with Get-MgApplication -All, and writes one CSV row per secret and per certificate with its start and end dates and the app’s owners from Get-MgApplicationOwner.21
The pinned copies
The commands and the script exist only inside the Learn pages, so the repository pins the pages’ source, unmodified, in two folders: examples/third_party/entra-service-account-pages (the three service account pages) and examples/third_party/entra-app-credentials-export-page (the script page), both from MicrosoftDocs/entra-docs at commit 7f78b50 (October 30, 2026), retrieved October 30, 2026, with the repository’s MIT licenses.22 23 Each snapshot.json records every file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to each of the four pages. Updating a copy is a reviewed pull request.
tests/LearnSampleHarness.ps1 extracts the commands and the script from the pinned pages at test time and runs them unmodified against stand-ins for Get-ADObject, Get-ADUser, Get-ADServiceAccount, Get-MgServicePrincipal, Connect-MgGraph, Get-MgApplication, Get-MgApplicationOwner and Read-Host, served from the fixture estate. The stand-in for Get-ADObject evaluates only the delegation filter Learn’s sample passes and throws on any other, so a new upstream filter fails a test instead of being half-read. Nothing is installed and nothing signs in.
What it leaves to you
Running the samples against the fixture estate shows what they do and what they leave out. Each row is pinned by a test: in tests/MicrosoftSamples.Tests.ps1 for the samples, and in tests/NpiInventory.Tests.ps1 for the example.
	Learn’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Finds user accounts with SPNs, accounts trusted for delegation and passwords that never expire
	—
	Kept as the model: the same three criteria, plus the naming convention Learn recommends for them1 and the description attribute Learn suggests for on-premises service accounts24

	Reads every user with -Filter * and filters on the client, in three separate queries
	Three full reads of the domain, and an account in two lists appears twice; no list is a register
	One Get-ADUser -LDAPFilter query, one row per account, DetectedBy saying which criteria matched

	The password-never-expires query returns a person, with nothing to tell them apart
	A person’s account lands on a service account list, or a service account is dismissed as a person
	Kept, marked “detected only by a password that never expires” (NPI-INV-08), so someone confirms before Chapter 02 applies the ownership rule

	The delegation query returns computer accounts
	A domain-joined server sits among the service accounts
	User objects only; computer accounts are out of scope for the register, and Chapter 06 reads only traditional accounts, MSAs, gMSAs and dMSAs (research gaps, row 8)

	Reads no last logon, password age or group membership, though the page says to assess privileged group membership
	Neither a stale lead nor “over-privileged” can be computed
	LastLogonDate, PasswordLastSet, MemberOf and the delegation flags, read in the same query

	Get-ADServiceAccount -Filter * names two object classes; a dMSA comes back unlabeled, and the gMSA filter drops it
	dMSAs, the type Book 02 keeps, go unclassified
	MSA, gMSA and dMSA by object class; any other class reported as unknown (NPI-INV-09; research gaps, row 1)

	Reads no PrincipalsAllowedToRetrieveManagedPassword
	A gMSA’s blast radius is the hosts that can retrieve its password (the implementation guide, step 1a)
	Recorded in Hosts

	Get-MgServicePrincipal -All:$true lists every service principal
	—
	Kept as the model, through GET /servicePrincipals with $select, every page followed

	The tag filter it offers for multitenant apps returns single-tenant apps; the Entra PowerShell reference uses the same tag to list all enterprise apps25
	A single-tenant app is treated as a third party’s, or the reverse
	appOwnerOrganizationId compared with the tenant ID, and signInAudience recorded (research gaps, row 6)

	The export script lists every secret and certificate on every app registration
	—
	Kept as the model: secrets, certificates, expired credentials and the next expiry on each row

	Prompts for the output path with Read-Host
	It can’t run unattended or on a schedule
	Every input is a parameter; the run writes to -OutputPath

	Calls Get-MgApplication again for every app, and Get-MgApplicationOwner once per credential, without -All
	One extra call per app and per credential; whether every owner page is read isn’t stated
	One paged list with $select, owners read once per app, every page followed, as Learn’s paging guidance asks,26 and on the cloud’s own host (the program’s rule, Design guidance)

	Reads no owners for an app with no credential, and reports a guest owner like any other; counts nothing
	An ownerless federated app is invisible, and Chapter 02 has nothing to count
	OwnerCount, OwnerIds and OwnerTypes for every app registration and legacy service principal

	Flags no expired credential, though the page’s explanation says the admin “is asked about the expiration date”
	The page and its code disagree, and an expired credential left on an app is noise an attacker can hide in
	ExpiredCredentials and NPI-INV-05

	Reads no federated credentials, service principals, managed identities, permissions or consent grants
	Most of Gate 0’s register is missing
	All of them, including a user-assigned identity’s federated credentials from Resource Manager

	Signs in with Connect-MgGraph -Scopes 'Application.Read.All' and no environment
	The worldwide cloud, whatever the tenant
	An explicit cloud, the call list in config/calls.json with each call’s least-privileged permission, and a session check against the tenant ID


The verdict. Use Learn’s commands as the definition of what to look for, and the export script as the model for the credential columns. Don’t run them as the register: they read the domain three times, can’t tell a person from a service account, miss dMSAs, and see only one of the many kinds of workload identity Gate 0 asks for.
Book 02’s own discovery function, Get-FMPServiceAccountInventory, is the program’s earlier code for the Active Directory half (Book 02, Chapter 09). The register keeps its rules (disabled and stale first, then the risk checks; 90 and 365 days) and adds dMSAs, delegation, group membership, the Entra side and the manifest. Book 02’s function stays where it’s maintained.
[bookmark: _Toc00001391]The code: examples/non-person-identity
examples/non-person-identity is new. This chapter’s code is powershell/NpiCore/NpiCore.psm1 (the reader, shared by every chapter), powershell/NpiInventory/NpiInventory.psm1, config/calls.json, config/register.json and the entry script Invoke-NpiInventory.ps1.
The reader
Every call goes through one reader, built for one task in one cloud: New-NpiReader -Cloud gcc -Task inventory -Invoke <script block> -AdInvoke <script block>. The script blocks are the only things that touch the network: New-NpiLiveInvoker and New-NpiLiveAdInvoker for a real run, or New-NpiFixtureInvoker and New-NpiFixtureAdInvoker for labs and tests. The reader enforces five rules:
· Only declared calls. config/calls.json lists each call with its method (or cmdlet), version, path, least-privileged permission, Azure role or Active Directory right, stage and Learn page, and declares what each task needs. A call the task doesn’t declare throws before anything is sent, and a test keeps each task’s declaration equal to the union of its calls.
· Reads only. The reader sends GET and runs only declared Get-AD* cmdlets; the cmdlet name comes from the call list, never from the caller. A task declared as a write can’t have a reader at all.
· One host. Every URL, including every next link, must start with the cloud’s own Graph or Resource Manager host, or the token isn’t sent.
· One tenant. The live invoker refuses to start if the Graph or Azure session is in another cloud or signed in to a tenant other than -TenantId.
· Every page. Collections are followed to the end. The fake serves pages of two by default, so the tests exercise paging on every collection.
The inventory’s needs are the union of its calls:
	Call
	Least-privileged permission, role or right
	Delegated role

	Get-ADUser, Get-ADServiceAccount
	The default read of an authenticated domain user (research gaps, row 2)7 9
	—

	List applications, owners, federated credentials
	Application.Read.All6 10 11
	Applications and owners: Directory Readers, Global Reader; federated credentials: the app’s owner, Cloud Application Administrator or Application Administrator (Learn lists neither Directory Readers nor Global Reader for them)

	List service principals, owners, app role assignments
	Application.Read.All12 13 14
	Directory Readers, Global Reader; app role assignments: Directory Readers (Learn doesn’t list Global Reader for them)

	List delegated permission grants
	Directory.Read.All15
	Global Reader, Directory Readers

	A user-assigned identity’s federated credentials
	Reader on the identity
	—


Two rows matter. Learn’s least-privileged permission for listing delegated permission grants is Directory.Read.All, the broadest read the inventory holds and the only reason it holds it (research gaps, row 5). And without permission to read users, an application’s owners come back with id and @odata.type only,10 which is all a count needs; Chapter 02 reads the people with its own, separate permission.
The register
Get-NpiRegister returns one row per identity with the same columns for every type, so the register writes to one CSV: the identity (ad:<objectGUID>, app:<appId>, sp:<id> or mi:<id>), source, type and name; how it was found; where the workload runs and which hosts can use it; password age, last logon, SPNs, delegation and privileged groups for Active Directory; home tenant, sign-in audience, owner count and types, serviceManagementReference, secrets, certificates, expired credentials, the next expiry and the credential kind for Entra; federated credentials with issuer and subject; Graph application permissions, the high-privilege ones among them, delegated grants and tenant-wide consent; and the risk, its reasons, the candidate target and any hand-off.
An app’s permissions are reported once, on its app registration row; its own service principal row says so, so a HIGH app isn’t counted twice. Service principals of other tenants are typed ExternalServicePrincipal: their credentials are in their home tenant. Microsoft Graph’s own service principal is read for its app roles and left out of the register.
Risk, targets, stale leads and the hand-off
Get-NpiRisk applies the plan’s rule to enabled identities: HIGH for a password that never expires, a password unchanged for more than 365 days, a privileged AD group, unconstrained delegation or a high-privilege Graph permission; MEDIUM for any other enabled traditional account, MSA, gMSA or legacy service principal, or anything holding a client secret; LOW otherwise. Book 02’s table rates MSAs and gMSAs Medium while its function sets them LOW; the code follows the table (research gaps, row 9). Get-NpiCandidateTarget is Book 02’s migration path matrix: a Kerberos service account goes to a gMSA, or a dMSA on a Windows Server 2025 domain; an MSA is upgraded to a gMSA; a secret on an app registration is replaced by a managed identity, then a federated credential, then a certificate. It’s a candidate only: Chapter 03 makes the decision. Design guidance for both.
A stale lead is an enabled Active Directory account with no logon in 90 days. It carries the note “confirm against domain controller and Entra sign-in logs before any change”, and the code never disables, moves or deletes anything. The register reads no Entra sign-in activity, because the service principal sign-in activity report is a beta API (research gaps, row 3).
An account whose SPN starts with MSSQLSvc/, or whose name matches the program’s SQL Server and LDAP-bind patterns, is tagged DataPlatform and written to data-platform-handoff.csv: the plan hands those accounts to the Data Platform plan (task NP0.4; Book 06, Chapter 09).
The findings
Test-NpiRegister turns the rows into findings, each with a stable ID, <rule>:<identity>, so the same gap keeps its ID from run to run.
	Rule
	Severity
	What it flags
	Source

	NPI-INV-01
	Finding
	A HIGH-risk identity, with its reasons and candidate target
	Project plan, NP2.2 and Gate 0; Book 02

	NPI-INV-02
	Warn
	A stale lead: an enabled AD account with no logon in 90 days, to confirm against sign-in logs
	Book 02, Chapter 09; Learn on lastLogonTimestamp16

	NPI-INV-03
	Warn
	An app registration or legacy service principal with fewer than two owners (Chapter 02 checks who they are)
	Book 02, Chapter 09; Learn: at least two owners where possible27

	NPI-INV-04
	Warn
	A client secret
	Book 04, Chapter 05: never a client secret

	NPI-INV-05
	Warn
	An expired credential still on the object
	Book 04, Chapter 05: remove unused credentials

	NPI-INV-06
	Warn
	A delegated grant consented for all users (AllPrincipals)
	Learn: consent type on oAuth2PermissionGrant15

	NPI-INV-07
	Info
	A SQL Server or LDAP-bind account handed to the Data Platform plan
	Project plan, NP0.4

	NPI-INV-08
	Warn
	An account found only by a password that never expires: may be a person
	Learn: the criteria “might not find accounts”, and find people too1

	NPI-INV-09
	Warn
	An object class or service principal type the register doesn’t classify
	Design guidance


The run and its manifest
Invoke-NpiInventory.ps1 reads, classifies, finds and writes register.json, register.csv, findings.json, data-platform-handoff.csv and manifest.json. The manifest records the task, the mode (Fixture or Live), the cloud, the tenant ID, the domain, the as-of date, the permissions, roles and rights the task holds, every request and AD read with its time, the SHA-256 of config/register.json, and the SHA-256 of each file. A live run refuses to start without -TenantId. The manifest names no one; the register names accounts and owners’ object IDs, so treat the run’s folder as sensitive. Chapter 02 refuses a register whose hash doesn’t match its manifest.
The tests
Pester 5 under PowerShell 7, 513 tests across the kit (Lab 1 runs them all), none needing a module, a tenant, a domain or a network. This chapter’s are:
· tests/MicrosoftSamples.Tests.ps1, 20 tests in the Chapter 01 blocks: Learn’s commands and script, run as published.
· tests/NpiInventory.Tests.ps1, 37 tests: clouds, the call list (each task’s declaration equals the union of its calls), refused calls, cmdlets, hosts and writes, paging with page sizes of 1, 3 and 50, the one LDAP query, every type in the register, credentials, permissions, risk, targets, the hand-off, stale leads, each finding, the manifest’s hashes and the console output.
The other 10 sample tests and the 31 in tests/NpiOwnership.Tests.ps1 are Chapter 02’s.
[bookmark: _Toc00001392]Illustrative code
The commands below run Learn’s pinned samples against stand-ins, and the example against a fictional estate served by fakes. They show what the code does, not that a tenant or a domain returns the same shapes. Review the code, and run Lab 2 in a test tenant and test domain, before it reads a real one.
[bookmark: _Toc00001393]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity.
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Run Learn's samples against the stand-ins
Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 01*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what the inventory needs
Import-Module ./powershell/NpiInventory/NpiInventory.psm1
$p = Get-NpiRequiredPermission -Task inventory
$p.GraphPermissions -join ', '; $p.AzureRoles -join ', '; $p.AdRights -join ', '

# Step 3: Run the inventory against the fictional estate
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory

# Step 4: Read the HIGH-risk identities
Get-Content out/inventory/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -eq 'NPI-INV-01' | Format-Table Object, Issue -Wrap

# Step 5: See the reader refuse
$r = New-NpiReader -Cloud gcc -Task inventory -Invoke (New-NpiFixtureInvoker -Path tests/fixtures/estate.json).Invoke
Invoke-NpiList -Reader $r -CallId graph-user -Bind @{ id = 'x' }
Get-NpiCloud GCC

# Step 6: Read the hand-off to the Data Platform plan
Import-Csv out/inventory/data-platform-handoff.csv | Format-Table Name, Type, Spns, Risk

# Step 7: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Run Learn’s samples against the stand-ins:
· Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 01*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 20, FailedCount 0, NotRunCount 10 (the ten are Chapter 02’s). Open the test file and read the dMSA test: Learn’s command returns the dMSA, and nothing in the sample says what it is.
1. List what the inventory needs:
· Import-Module ./powershell/NpiInventory/NpiInventory.psm1
$p = Get-NpiRequiredPermission -Task inventory
$p.GraphPermissions -join ', '; $p.AzureRoles -join ', '; $p.AdRights -join ', '
· Application.Read.All, Directory.Read.All
Reader
Read (default for authenticated domain users)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Nothing ends in ReadWrite.
1. Run the inventory against the fictional estate:
· ./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory
· Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8
Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan
Written to out/inventory (manifest.json: tenant c0ffee00-0000-4000-8000-000000000001, every request, a SHA-256 per file)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the HIGH-risk identities:
· Get-Content out/inventory/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -eq 'NPI-INV-01' | Format-Table Object, Issue -Wrap
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Eight rows: svc-hrsync (password never expires, unchanged in 2800 days; candidate a gMSA or dMSA), svc-sqlprod (the same, handed to the Data Platform plan), svc-backup (Backup Operators), svc-oldftp (password never expires; “verify use first”, because it’s also a stale lead), jdoe (password never expires, and found only by that criterion: NPI-INV-08 asks whether it’s a person), svc-webfront (unconstrained delegation), gmsa-ops$ (Domain Admins) and the Mail Automation app registration (Directory.ReadWrite.All). The disabled svc-reports isn’t there: its risk is LOW and its candidate is retirement, after confirmation.
1. See the reader refuse:
· $r = New-NpiReader -Cloud gcc -Task inventory -Invoke (New-NpiFixtureInvoker -Path tests/fixtures/estate.json).Invoke
Invoke-NpiList -Reader $r -CallId graph-user -Bind @{ id = 'x' }
Get-NpiCloud GCC
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Two errors: Undeclared call 'graph-user' for task 'inventory'; add it to config/calls.json with its permission. and Unknown cloud 'GCC'. Use global, gcc, gcchigh or dod.
1. Read the hand-off to the Data Platform plan:
· Import-Csv out/inventory/data-platform-handoff.csv | Format-Table Name, Type, Spns, Risk
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· svc-sqlprod and gmsa-sql$ by their MSSQLSvc/ SPNs, and svc-ldapbind by name.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing, every row of the gap table seen with your own eyes, and out/inventory/manifest.json listing 36 requests: 34 GETs and 2 AD reads. The later labs make their own copy of out/inventory. Delete out when you’re done:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/01-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001394]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with a test Azure subscription, and a test Active Directory domain, never production, with fictional people. The run only reads. Work in examples/non-person-identity on the test host. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> (the Application (client) ID of the app you register in step 1), <thumbprint> (the thumbprint of its test certificate), <test-domain> (the test domain’s DNS name).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 4: On a domain-joined test host with the ActiveDirectory module, as an ordinary domain user, sign in and run
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test

# Step 5: Check the two things the permissions assumed
Import-Csv out/inventory-test/register.csv | Where-Object FederatedCredentials -gt 0 | Format-Table Name, Type, FederatedCredentials, FederatedSubjects -Wrap
(Get-Content out/inventory-test/manifest.json -Raw | ConvertFrom-Json).requests | Where-Object target -match '^https://management\.' | Format-Table call, target -Wrap

# Step 6: Check the directory
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
Import-Csv out/inventory-test/register.csv | Where-Object Source -eq 'AD' | Format-Table Name, Type, PasswordAgeDays, LastLogon, PrivilegedGroups -Wrap

# Step 7: Cross-check against Learn's own lists
Import-Csv out/inventory-test/register.csv | Where-Object Source -ne 'AD' | Sort-Object Type, Name | Format-Table Type, Name

# Step 8: Back it out
Remove-Item -Recurse -Force out/inventory-test
1. Register the app in the tenant’s own cloud. For a GCC tenant that’s the worldwide Microsoft Entra admin center. Add a certificate credential, not a secret:
7. Entra ID > App registrations > New registration. Name it, keep Accounts in this organizational directory only, and select Register. Copy the Application (client) ID from Overview: it’s <app-id>.
7. Certificates & secrets > Certificates > Upload certificate. Upload the public part (.cer) of a test certificate whose private key is in the test host’s certificate store, and select Add. The Thumbprint shown is <thumbprint>.
1. Grant the two application permissions from Lab 1, step 2, and grant admin consent. Nothing else:
8. In the app, API permissions > Add a permission > Microsoft Graph > Application permissions.
8. Select Application.Read.All and Directory.Read.All, then Add permissions.
8. Select Grant admin consent for your tenant, and confirm.
1. Grant Reader to the app’s service principal on a resource group holding one user-assigned managed identity with one federated credential. In the Azure portal:
9. Open the resource group, then Access control (IAM) > Add > Add role assignment.
9. On Role, select Reader, then Next.
9. On Members, choose Select members, select the app, then Select and Review + assign.
1. On a domain-joined test host with the ActiveDirectory module, as an ordinary domain user, sign in and run:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
1. Check the two things the permissions assumed. Confirm that the app registration with a federated credential shows it (research gaps, row 4), and that the user-assigned identity’s federated credential is read; note the host of any nextLink Resource Manager returns (row 7). The first command lists the rows with a federated credential; the second, every Resource Manager request the run sent, followed pages among them:
· Import-Csv out/inventory-test/register.csv | Where-Object FederatedCredentials -gt 0 | Format-Table Name, Type, FederatedCredentials, FederatedSubjects -Wrap
(Get-Content out/inventory-test/manifest.json -Raw | ConvertFrom-Json).requests | Where-Object target -match '^https://management\.' | Format-Table call, target -Wrap
1. Check the directory. Create a test dMSA on a Windows Server 2025 test domain if you have one, and confirm it comes back as dMSA (row 1); confirm PasswordLastSet, LastLogonDate and MemberOf are filled for an ordinary user’s read (row 2). With the dMSA created, read the directory again (the sessions from step 4 are still open) and list its rows:
· ./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
Import-Csv out/inventory-test/register.csv | Where-Object Source -eq 'AD' | Format-Table Name, Type, PasswordAgeDays, LastLogon, PrivilegedGroups -Wrap
1. Cross-check against Learn’s own lists. Every app registration in the admin center’s App registrations list should be in register.csv, and every managed identity on Enterprise apps filtered to managed identities.28 This lists the register’s names by type, to compare:
· Import-Csv out/inventory-test/register.csv | Where-Object Source -ne 'AD' | Sort-Object Type, Name | Format-Table Type, Name
1. Back it out. Do this after the last test-tenant lab, not before: Chapters 02, 03, 04, 06, 07 and 09 reuse this lab’s reading app, its certificate and out/inventory-test, so keep all three until then, or rebuild them for each later lab. Then remove the Reader assignment and the two permissions, delete the app registration and its certificate, and delete out/inventory-test: it maps which accounts and apps can do what.
14. In the Azure portal, open the resource group, Access control (IAM) > Role assignments, select the app’s Reader row, and Delete.
14. In the Microsoft Entra admin center, Entra ID > App registrations, open the app, and Delete it, with its certificate and its two permissions.
14. On the test host:
· Remove-Item -Recurse -Force out/inventory-test
[bookmark: _Toc00001395]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Finding user-based service accounts
	No attribute marks them; criteria: delegation, SPNs, passwords that never expire; may miss accounts; svc prefix recommended
	n/a (Active Directory)
	GA
	1

	Managed service accounts
	Get-ADServiceAccount -Filter *; msDS-GroupManagedServiceAccount and msDS-ManagedServiceAccount; gMSA passwords 240 bytes, changed every 30 days
	n/a
	GA
	8 9

	dMSA
	Windows Server 2025; supersedes a traditional account, disables its password, authentication tied to mapped machines
	n/a
	GA
	2 29

	lastLogonTimestamp
	Updated only when older than the current time minus msDS-LogonTimeSyncInterval
	n/a
	—
	16

	List applications
	Application.Read.All; also returns agent identity blueprints; $select of keyCredentials throttled at 150 requests a minute per tenant; page size 100 by default, 999 at most
	L4 and L5
	v1.0
	6

	List owners of an application
	Application.Read.All; owners of unreadable types return id and @odata.type only
	L4 and L5
	v1.0
	10

	List federated identity credentials
	Application.Read.All (the Get page names Application.ReadWrite.OwnedBy)
	L4 and L5
	v1.0
	11 30

	List service principals; owners
	Application.Read.All; owners are users or service principals
	Not read for this chapter
	v1.0
	12 13

	servicePrincipalType
	Application, ManagedIdentity, Legacy, ServiceIdentity (agent identity), SocialIdp
	—
	v1.0
	3

	alternativeNames
	Holds a managed identity’s resource group and full resource ID
	—
	v1.0
	4

	List appRoleAssignedTo
	Application.Read.All
	Not read for this chapter
	v1.0
	14

	List delegated permission grants
	Directory.Read.All
	L4 and L5
	v1.0
	15

	A user-assigned identity’s federated credentials
	GET …/userAssignedIdentities/{name}/federatedIdentityCredentials, api-version=2024-11-30
	Azure Government host management.usgovcloudapi.net; the API’s availability there not read
	GA
	5 18

	Graph hosts
	GCC worldwide; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	17



Where Learn’s pages differ: the List and Get pages for federated identity credentials name different least-privileged permissions (research gaps, row 4); the service principal page’s tag filter for “multi-tenant apps” is the Entra PowerShell reference’s filter for all enterprise apps (row 6); the export script’s explanation describes an expiry prompt the script doesn’t have; and the Resource Manager list sample’s nextLink is on a placeholder host (row 7). The code follows the stricter reading in each case and a test pins each.
[bookmark: _Toc00001396]Federal requirements and evidence
The register is the record the guide’s G1 Inventory gate checks: every non-person identity, its type, its owners and its credentials, in one file. Each row names the file or command that is the evidence. The controls are in the NIST SP 800-53 Rev. 5 Moderate baseline.31
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s commands and export script, run as published, define what the register looks for, and each gap they leave is pinned by a test (Lab 1, step 1: MicrosoftSamples.Tests.ps1, 20 passed)
	CM-8 System Component Inventory
	KSI-PIY-GIV
	The repository’s tests; each pinned copy’s snapshot.json

	The read holds only Application.Read.All, Directory.Read.All, Reader and the default AD read, with nothing ending in ReadWrite (Lab 1, step 2: Get-NpiRequiredPermission -Task inventory; config/calls.json)
	AC-6 Least Privilege, for a process acting for the program
	KSI-IAM-ELP, KSI-IAM-JIT
	Identity engineering; the ISSO keeps the consent record

	Every AD service account, MSA, gMSA, dMSA, app registration, service principal and managed identity is one row, read from the directory itself (Lab 1, step 3, and Lab 2, step 4: register.json and register.csv)
	CM-8 System Component Inventory
	KSI-PIY-GIV
	The identity governance office; the CMDB owner

	Each identity has its own identifier (ad:<objectGUID>, app:<appId>, sp:<id>, mi:<id>), a type, and its owners (register.csv columns IdentityId, Type, OwnerCount, OwnerIds)
	AC-2 Account Management (account types and account managers); IA-4 Identifier Management
	KSI-IAM-SNU (AC-2); KSI-IAM-ELP, KSI-IAM-JIT (IA-4)
	The identity governance office

	HIGH-risk identities are listed with their reasons: a password that never expires or is over 365 days old, a privileged group, unconstrained delegation, or a high-privilege Graph permission (Lab 1, step 4: findings.json, NPI-INV-01)
	AC-6(5) Privileged Accounts; IA-5 Authenticator Management
	KSI-IAM-SNU, KSI-IAM-JIT
	Identity engineering, for the first wave

	Client secrets, and expired credentials still on an object, are flagged (findings.json, NPI-INV-04 and NPI-INV-05; register.csv columns Secrets, ExpiredCredentials, NextCredentialExpiry)
	IA-5 and IA-5(2) Public Key-based Authentication
	KSI-IAM-SNU, KSI-SVC-ASM
	Application owners, through Chapter 04

	Stale accounts are leads to confirm against sign-in logs, and the code never acts on them (findings.json, NPI-INV-02)
	AC-2(3) Disable Accounts (inactive accounts)
	KSI-IAM-AAM
	The identity governance officer

	App registrations and legacy service principals with fewer than two owners are flagged (findings.json, NPI-INV-03)
	AC-2 (account managers)
	KSI-IAM-SNU
	The identity governance office, through Chapter 02

	Delegated grants consented for all users are flagged (findings.json, NPI-INV-06)
	AC-6 Least Privilege
	KSI-IAM-ELP
	Application owners, through Chapter 07

	The reader refuses a call the task doesn’t declare, and a cloud name it doesn’t know (Lab 1, step 5: the two error texts)
	AC-6 Least Privilege
	KSI-IAM-ELP
	The repository’s tests

	SQL Server and LDAP-bind accounts go to the Data Platform plan (Lab 1, step 6: data-platform-handoff.csv; NPI-INV-07)
	CM-8 (accountability information for each component)
	KSI-PIY-GIV
	The Data Platform plan

	The run records the tenant, the cloud, every request and AD read, the SHA-256 of config/register.json and a SHA-256 per file, and Chapter 02 refuses a register that doesn’t match (manifest.json)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO, with the run’s folder

	The code passes its tests (Lab 1, step 7: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The reading app signs in with a certificate and holds only the two read permissions and Reader (Lab 2, steps 1 to 3: the app’s Certificates & secrets and API permissions pages; the Reader role assignment)
	AC-6; IA-5(2)
	KSI-IAM-ELP, KSI-IAM-SNU
	Identity engineering

	Federated credentials are read from Graph and from Resource Manager, and every Resource Manager request stays on the cloud’s host (Lab 2, step 5: register.csv columns FederatedCredentials and FederatedSubjects; the requests list in manifest.json)
	IA-5 Authenticator Management
	KSI-IAM-SNU
	Identity engineering

	A dMSA is classified as one, and an ordinary domain user’s read returns password age, last logon and groups (Lab 2, step 6: the AD rows of register.csv)
	CM-8
	KSI-PIY-GIV
	AD engineering

	The register holds every app registration and managed identity the admin center lists, once (Lab 2, step 7: the Type, Name listing, compared with App registrations and Enterprise apps)
	CM-8 (every component, no duplicates)
	KSI-PIY-GIV
	The identity governance office

	The lab’s reading app is removed when the lab ends (Lab 2, step 8: the Reader assignment and the app registration deleted, which the Entra audit log shows)
	AC-2 (remove accounts no longer needed)
	KSI-IAM-JIT
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).32 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only delete out have no row. The track-wide mapping is the guide’s Evidence table.
[bookmark: _Toc00001397]Dangers
	Danger
	What happens
	The guard

	A service account missed
	No owner, no decision, and it outlives the domain
	Learn’s three criteria plus naming and description in one query; managed service accounts read separately; Lab 2 cross-checks the admin center

	A person treated as a service account
	The orphan rule disables someone’s account
	Accounts found only by a password that never expires are marked (NPI-INV-08) and Chapter 02 skips them until confirmed

	A stale account retired on a guess
	A quarterly job fails
	Stale is a lead with a note; the code never disables or deletes; Chapter 02’s orphan rule needs the identity governance officer’s confirmation

	A dMSA left unclassified
	The Kerberos island list in Chapter 06 is short
	Classified by object class; anything else is NPI-INV-09

	An app counted twice, or a third party’s app treated as ours
	Inflated HIGH counts; owner findings on apps the tenant can’t change
	Permissions on the registration row only; external service principals typed by home tenant

	A broad permission
	Directory.ReadWrite.All or Application.ReadWrite.All granted “to make it work”
	The call list; a test pins the task’s exact permissions, none ReadWrite; Directory.Read.All only for consent grants

	The wrong cloud, tenant or domain
	A GCC High run reads graph.microsoft.com, or the token goes to another tenant
	Explicit cloud, no default; host checked on every page; live sessions checked against -TenantId; AD reads sent to -Domain

	Throttling on credentials
	Reading keyCredentials is limited to 150 requests a minute per tenant6
	One paged list of applications, never a call per app for its credentials

	The register as a leak
	It maps which accounts can do what
	The manifest names no one; Lab 2 deletes the output


[bookmark: _Toc00001398]Checklist
· Every user-based service account, MSA, gMSA and dMSA in the test domain is in the register once, and every account found only by a password that never expires has been confirmed or removed.
· Every app registration, service principal and managed identity in the admin center is in the register, with its type and home tenant.
· Every HIGH row (NPI-INV-01) is listed for the first wave, with its reasons.
· Every stale lead has been checked against domain controller and Entra sign-in logs, and nothing was retired on the lead alone.
· data-platform-handoff.csv has gone to the Data Platform plan.
· The app holds exactly Application.Read.All and Directory.Read.All, with Reader where user-assigned identities live, with a certificate or managed identity, never a secret.
· The cloud is explicit, nothing in a GCC configuration is a .us host, and the manifest’s tenant ID is the tenant’s.
· The manifest’s hashes match the files handed to the ISSO.
· The pinned Learn pages match their manifests, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001400]Chapter 02 — Ownership and the Orphan Rule
An account nobody will own is the one nobody will notice when it’s misused, so the rule for it is decided once, written down, and run by code a reviewer has read.
[bookmark: _Toc00001401]In this chapter
The check and the plan behind the project plan’s Gate 1, “every non-person identity owned.” You start with Learn’s own Graph samples for finding service principals with no owner or one owner, adding an owner, and recording a serviceManagementReference, which the repository keeps as a pinned copy, and you send them to a fake Graph to see what they find and what they miss. Then you use examples/non-person-identity for what they leave to you: the ownership check over Chapter 01’s register, findings with stable IDs, the AI sponsor fields Chapter 09 will check, and the orphan rule (decision D-NP2) as a dry-run plan, applied only by a separate write path after a reviewer approves the plan’s SHA-256. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant and a test domain.
[bookmark: _Toc00001402]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 02 — Ownership and the Orphan Rule: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001403]Goal and audience
Goal. By the end of this chapter you can check, from code, the ownership the plan’s task NP1.1 asks for (“an application owner found for every service account; two human owners on every app registration and service principal; serviceManagementReference set”), and produce the orphan rule’s plan for NP1.3 (“unowned identities disabled, not deleted, under the orphan rule; each a retirement candidate with a 30-day claim window”) as a file a reviewer approves before anything changes. You can say, for each rule, whether it is Learn’s, Learn’s sample, or the program’s design.
Audience. Developers who build the project’s ownership and lifecycle code, the identity governance officer who confirms each orphan, and the application owners and ISSOs who review the results. You should read PowerShell 7 and know Chapter 01’s register. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001404]The rule the code holds
Owners are the most misunderstood control on an application: an owner can add a credential and act as the app (Book 04, Chapter 05). Learn recommends monitoring so that every application has at least two owners where possible, and using the application’s serviceManagementReference to reference the team contact from the organization’s service or asset management database, so a contact survives any one person leaving.1 Learn describes a service principal’s owners as users or service principals.2 Learn’s guidance for application owners is to keep ownership to a minimal set of people and review the list every few months.3
The program’s rule, from the plan and Book 02, is stricter (Design guidance):
· Two human owners on every app registration and service principal, “never service accounts” (Book 02, Chapter 09), and no guests (Design guidance). The code counts an owner only if it is a user, a member and enabled.
· A service-management reference that names a record in the system inventory, the plan’s source of record (D-NP1), not free text.
· An application owner for every Active Directory account, found “before the account is touched” (companion guide; Book 02, Chapter 10, Phase 4). Active Directory has no owners attribute the code can trust, so the owner comes from an owners file kept with the record.
The orphan rule is the plan’s decision D-NP2, which the CISO owns: disable once the identity governance officer confirms the finding, then 30 days for the office to name an owner or retire it, “Book 04’s rule, applied at once to agents because they can act.” Access & Privilege, Chapter 06’s own policy runs the other way round, 30 days to assign an owner, then suspension on day 31 (Access & Privilege, Chapter 06); AI Identity Governance disables first, for agents (AI Identity Governance, Chapter 05). The program settled on D-NP2’s order, the stricter: disable first, then the 30-day claim window. The implementation guide’s Orphans step follows the same order, and so does the code (research gaps, row 11). Learn’s own governance guidance agrees on the shape: if owners fail to review, disable the account but don’t delete it until the review is complete; delete only after a defined period and a warning to owners.4 5
Disable, never delete. For an app registration, Learn offers two reversible switches: deactivating the registration (isDisabled, which blocks tokens in every tenant), and disabling sign-in on the tenant’s service principal (accountEnabled false, which blocks tokens in that tenant only). Both keep the configuration; deletion leaves a 30-day recycle bin.6 7 Learn’s procedure for deactivation is on the beta endpoint,6 so the code disables the service principal, on v1.0 (research gaps, row 12). For Active Directory, Disable-ADAccount disables a user, computer or service account.8
Which cloud, for this check and these writes
The reads and writes in this chapter go to Graph at graph.microsoft.com for the target estate, Microsoft 365 GCC; GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us.9 Listing an application’s owners, adding an owner and updating a service principal all list the global service, US Government L4 and US Government L5.10 11 12 The disables in Active Directory go to the domain named with -Domain; Disable-ADAccount doesn’t work against a read-only domain controller.8
[bookmark: _Toc00001405]Start with Microsoft’s sample
What Microsoft gives you
Learn’s Graph tutorial Manage Microsoft Entra applications using Microsoft Graph is Microsoft’s procedure for this chapter. Its “Manage owners” section gives three HTTP samples: a query for service principals with no owner or one owner (owners/$count eq 0 or owners/$count eq 1, with the ConsistencyLevel: eventual header that advanced queries need), a request that adds an owner to an application, and one that adds an owner to a service principal. Its “basic properties” sample sets an application’s serviceManagementReference.13 List applications has the same owners/$count query for applications,14 and Add owner documents the request and its permissions.11
The pinned copy
The samples exist only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/graph-applications-tutorial-page: tutorial-applications-basics.md from microsoftgraph/microsoft-graph-docs-contrib at commit a693031 (October 30, 2026), retrieved October 30, 2026, with the repository’s licenses (MIT for code, Creative Commons Attribution 4.0 for documentation).15 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to the page. Updating the copy is a reviewed pull request.
tests/LearnSampleHarness.ps1 finds each HTTP sample by its name in the page’s source, parses the method, URL, headers and body, and sends it unmodified to the fake Graph, which serves the fixture estate, evaluates the owners/$count filter, and refuses an advanced query without ConsistencyLevel: eventual as Learn says Graph does.
What it leaves to you
Each row is pinned by a test: in tests/MicrosoftSamples.Tests.ps1 for the samples, and in tests/NpiOwnership.Tests.ps1 for the example.
	Learn’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Finds service principals with no owner or one owner, with ConsistencyLevel: eventual
	—
	Kept as the model: Chapter 01 reads owners for every app registration and legacy service principal, every page followed

	Returns managed identities, an external app and Microsoft Graph’s own service principal among the “ownerless”
	The list is mostly noise nobody can act on: managed identities have no owners to add, and a third party’s app is owned in its home tenant
	Owner rules apply to app registrations and legacy service principals; managed identities, external apps and own apps’ service principals are left out, with the reason in the register

	Reads service principal owners, so an app registration with one owner is missed when its service principal has two
	The credentials live on the registration; its owners are the ones who can add one
	The rule is checked on the registration’s owners (research gaps, row 19)

	Counts a guest and a service principal as owners, like any person
	An app owned by a guest and one member, or a person and a bot, passes the query
	Each owner read with userType and accountEnabled; service principals, guests and disabled users don’t count (NPI-OWN-03 to -05)

	Labels this read with the least-privileged delegated permission Application.ReadWrite.All
	A write permission for a read; List servicePrincipals names Application.Read.All16
	Owners are read in Chapter 01 with Application.Read.All; the people with User.Read.All (research gaps, row 13)

	Adds any directory object as an owner, a service principal included
	Learn allows it;11 the program’s rule doesn’t
	An owner is added only from a claim, only if the nominee is an enabled member, and only through the reviewed write path

	Hard-codes graph.microsoft.com
	The host is wrong for GCC High and DoD
	The host from the cloud table, checked on every request

	Sets serviceManagementReference to free-text owner aliases
	Learn’s own guidance is a reference to the service management database;1 free text can’t be checked
	A record key that must name an active record in the service records file (NPI-OWN-06, -07; research gaps, row 17)

	Nothing about Active Directory service accounts
	Half of Gate 1
	An application owner from the owners file, checked as an enabled member, and its record (NPI-OWN-08)

	No step that disables an orphan, or records a claim window
	The orphan rule is left to you
	The rule as a dry-run plan, with the identity governance officer’s confirmation, the 30-day claim window, and a separate write path


The verdict. Use Learn’s query and its owner requests as the model for the reads and the one write that adds an owner. Don’t use the query as the ownership check: it counts the wrong owners on the wrong object and can’t see Active Directory.
[bookmark: _Toc00001406]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiOwnership/NpiOwnership.psm1, two entry scripts (Invoke-NpiOwnership.ps1, which only reads, and Invoke-NpiOrphanAction.ps1, the write path), the ownership and orphan-apply tasks in config/calls.json, and four input files kept with the records.
The inputs
	File
	Who keeps it
	What it holds

	Chapter 01’s run folder
	The pipeline
	register.json and manifest.json; the check refuses a register whose SHA-256 isn’t the manifest’s

	application-owners.csv
	Application owners, through the identity governance office
	For each AD account: SamAccountName, OwnerUpn, ApplicationRecord

	service-records.csv
	The system inventory (D-NP1)
	RecordId, Name, Status (Active or Retired), IsAI

	igo-confirmations.csv
	The identity governance officer
	For each orphan: IdentityId, Decision (Disable or Exception), ConfirmedBy, ConfirmedOn, then DisabledOn after the disable, or ExceptionEnds

	owner-claims.csv
	The offices that claim an identity
	IdentityId, NomineeUpn, ClaimedBy, ClaimedOn


The check
Test-NpiOwnership reads each owner and each nominated person once, through a reader for the ownership task, whose only call is GET /users/{id} with $select=id,userPrincipalName,userType,accountEnabled and User.Read.All.17 A guest’s user principal name holds #, which Learn says to encode as %23;17 the reader encodes every key.
	Rule
	Severity
	What it flags
	Source

	NPI-OWN-01
	Finding
	An app registration or legacy service principal with no valid human owner: an orphan candidate
	Book 02; Learn: at least two owners1

	NPI-OWN-02
	Finding
	One valid human owner
	Book 02, Chapter 09

	NPI-OWN-03
	Warn
	An owner that is a service principal
	Book 02: “never service accounts”

	NPI-OWN-04
	Warn
	An owner that is a guest
	Design guidance (research gaps, row 16)

	NPI-OWN-05
	Warn
	An owner whose account is disabled or not found
	Design guidance

	NPI-OWN-06
	Finding
	No service-management reference
	Learn;1 project plan, NP1.1

	NPI-OWN-07
	Finding
	A reference that isn’t a record key, names no record, or names a retired one
	D-NP1 (Design guidance)

	NPI-OWN-08
	Finding
	An AD account with no valid application owner in the owners file: an orphan candidate
	Book 02, Chapter 10

	NPI-OWN-09
	Info
	An AD account found only by a password that never expires, not checked until someone confirms it’s a service account
	Chapter 01, NPI-INV-08


Every finding has a stable ID, <rule>:<identity>, so the same gap keeps its ID from run to run and the weekly comparison in Chapter 10 can tell a new finding from an old one.
The AI sponsor fields. The plan’s task NP1.2 asks every AI identity for a federal sponsor mastered in HR, a sponsoring group, a technical owner who isn’t the sponsor and a matching inventory record (Book 17, Chapter 05). This chapter records those four fields, empty, for every agent identity, agent identity blueprint and record marked IsAI, in ai-sponsor-fields.json, and checks none of them: Chapter 09 reads the sponsors and builds the check (research gaps, row 18). Agent identities and blueprints are left out of the owner rule here.
The orphan rule as a plan
New-NpiOrphanPlan turns each orphan candidate and each claim into one action. Nothing in it writes.
	Action
	When
	Writes?

	AwaitConfirmation
	No confirmation from the identity governance officer, or one this code can’t read
	No

	Disable
	Confirmed, still enabled. A service principal gets PATCH /servicePrincipals/{id} with {"accountEnabled": false}; an AD account gets Disable-ADAccount -Identity <objectGUID>. The claim window is 30 days from the disable
	Yes, after review

	AlreadyDisabled
	Confirmed, already disabled: record DisabledOn so the window has a start
	No

	ClaimWindowOpen
	Disabled, inside the 30 days
	No

	ClaimRecorded
	Disabled and claimed inside the window; re-enabling is a person’s decision
	No

	RetirementCandidate
	Disabled, the window closed, no claim: retire through the reviewed decommission process. This code never deletes
	No

	ReEnabledOutsideRule
	Recorded as disabled, but enabled now: a new confirmation is needed
	No

	Exception, ExceptionExpired
	A dated exception, still running or ended
	No

	HandedOff
	A SQL Server account: the Data Platform plan decides
	No

	AddOwner
	A claim names an enabled member for an app registration: POST /applications/{id}/owners/$ref
	Yes, after review

	NomineeRefused, AlreadyOwner, RecordOwner
	The nominee is a guest, disabled or not found; already an owner; or the identity is an AD account, whose owner goes in the owners file in a reviewed change
	No


The plan is written as orphan-plan.json with the register’s SHA-256, the tenant, the cloud and the date, and the run prints the plan’s own SHA-256. The same inputs give the same plan, byte for byte, so a reviewer approves a hash.
The separate write path
Invoke-NpiOrphanAction.ps1 is the only code in this chapter that can write, and it writes only through New-NpiWriter, whose calls are the orphan-apply task’s. It refuses to run unless:
· the plan file’s SHA-256 is the one passed as -ApprovedSha256;
· the plan is for this tenant and this cloud, and no more than seven days old (Design guidance);
· each write is a declared orphan-apply call with the declared method; the only PATCH body allowed is {"accountEnabled": false}, the only POST body a @odata.id naming a directory object on the cloud’s own Graph host, and DELETE is never sent;
· a live run is delegated: a person signed in with Cloud Application Administrator, never an unattended app. Disabling is never automatic (Book 17, Chapter 05).
Before each write it re-reads the target (the registration’s or service principal’s owners, the AD account’s state) and skips the write if an owner has appeared or the account is already disabled since the plan was reviewed. Without -Apply it stops after the prechecks and reports WouldSend. With -Apply it sends, records every request in its manifest, and tells the operator the date to record as DisabledOn and when the claim window ends.
	Task
	Calls
	Permissions, role or right

	ownership (read)
	GET /users/{id}
	User.Read.All17

	orphan-apply (write, delegated only)
	Re-read owners; read the nominee; PATCH /servicePrincipals/{id}; POST /applications/{id}/owners/$ref; Get-ADUser, Get-ADServiceAccount, Disable-ADAccount
	Application.Read.All, User.Read.All, Application.ReadWrite.All, Directory.Read.All, Cloud Application Administrator;12 11 7 a delegated right to disable accounts in the account’s OU (research gaps, row 15)


Application.ReadWrite.All is the least-privileged delegated permission for updating a service principal; the application permission Application.ReadWrite.OwnedBy reaches only service principals the caller owns, which an orphan isn’t, and Learn says it isn’t sufficient to add another owner.12 11 Learn’s permissions reference warns that permissions that can manage credentials, such as Application.ReadWrite.All, let an app act as other entities.18 That is why the write path is a person’s delegated session, not an app’s standing permission.
The tests
Pester 5 under PowerShell 7. This chapter’s are:
· tests/MicrosoftSamples.Tests.ps1, 10 tests in the Chapter 02 block: Learn’s HTTP samples, sent as published.
· tests/NpiOwnership.Tests.ps1, 31 tests: the register’s hash, the read-only task, each rule, stable IDs, the AI sponsor fields, each plan action, the deterministic plan hash, the writer’s refusals (hash, tenant, age, method, body, host), dry run, -Apply, the precheck that skips a disable, and the entry scripts.
[bookmark: _Toc00001407]Illustrative code
The commands below send Learn’s pinned samples to a fake, and run the example against a fictional estate. -Apply in Lab 1 changes only the fake, in memory. Review the code, and run Lab 2 in a test tenant and test domain, before it reads or writes a real one.
[bookmark: _Toc00001408]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity. First make Chapter 01’s out/inventory (Lab 1 of Chapter 01, step 3):
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory

# Step 1: Send Learn's samples to the fake
Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 02*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task needs
Import-Module ./powershell/NpiOwnership/NpiOwnership.psm1
foreach ($t in 'ownership', 'orphan-apply') { $p = Get-NpiRequiredPermission -Task $t; "$t : " + ($p.GraphPermissions -join ', ') }

# Step 3: Check ownership and build the plan
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership

# Step 4: Read the findings
Get-Content out/ownership/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq 'Finding' | Group-Object Rule | Format-Table Name, Count

# Step 5: Read the plan
Get-Content out/ownership/orphan-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Name, Write

# Step 6: Dry-run the plan with its approved hash
$sha = (Get-FileHash out/ownership/orphan-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership/orphan-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-dryrun

# Step 7: Apply it to the fake, then try a hash nobody approved
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership/orphan-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-apply -Apply
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership/orphan-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-x

# Step 8: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-1.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
It prints the three lines of Chapter 01’s step 3, ending Written to out/inventory.
1. Send Learn’s samples to the fake:
· Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 02*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 10, FailedCount 0, NotRunCount 20 (the twenty are Chapter 01’s). Read the test that sends the query without its header: the fake answers 400, as Graph does for an advanced query without ConsistencyLevel: eventual.
1. List what each task needs:
· Import-Module ./powershell/NpiOwnership/NpiOwnership.psm1
foreach ($t in 'ownership', 'orphan-apply') { $p = Get-NpiRequiredPermission -Task $t; "$t : " + ($p.GraphPermissions -join ', ') }
· ownership : User.Read.All
orphan-apply : Application.Read.All, Application.ReadWrite.All, Directory.Read.All, User.Read.All
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Check ownership and build the plan:
· ./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership
· Ownership: 22 identities checked; 7 orphan candidates
Findings: 20 Finding, 3 Warn, 1 Info. AI sponsor fields recorded for Chapter 09: 2
Orphan plan: 10 actions, 3 of them writes (1 AddOwner, 2 Disable); nothing sent
Plan SHA-256: 1e1799d7181bd1a3dc271c645fff8a60fc741ab1ebc219bb3011cc25953bad3e
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The plan’s hash is the same on every run with these inputs.
1. Read the findings:
· Get-Content out/ownership/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq 'Finding' | Group-Object Rule | Format-Table Name, Count
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· NPI-OWN-01 twice (Legacy Reports, Old SAML Connector), NPI-OWN-02 four times (HR Connector; Build Pipeline, whose other owner is a service principal; Vendor Portal, whose other owner is a guest; Mail Automation, whose other owner is disabled), NPI-OWN-06 six times, NPI-OWN-07 three times (Build Pipeline’s free text, Vendor Portal’s retired record, svc-ldapbind’s unknown one) and NPI-OWN-08 five times (svc-backup, whose only owner is disabled, and four AD accounts with none). Payroll Export and Deploy Bot pass. jdoe is the one Info: not checked until someone confirms it’s a service account.
1. Read the plan:
· Get-Content out/ownership/orphan-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Name, Write
· Action              Name               Write
------              ----               -----
Disable             svc-backup          True
AwaitConfirmation   svc-oldftp         False
RetirementCandidate svc-reports        False
ClaimWindowOpen     sa-printsvc        False
Exception           gmsa-ops$          False
Disable             Legacy Reports      True
AwaitConfirmation   Old SAML Connector False
AddOwner            HR Connector        True
NomineeRefused      Build Pipeline     False
RecordOwner         svc-oldftp         False
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· svc-reports was disabled on September 12 and nobody claimed it by October 12: a retirement candidate, with no write. sa-printsvc’s window runs to November 15. The Build Pipeline claim named a guest and is refused.
1. Dry-run the plan with its approved hash:
· $sha = (Get-FileHash out/ownership/orphan-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership/orphan-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-dryrun
· DryRun: 3 WouldSend
  WouldSend Disable  WRITE Disable-ADAccount -Identity ad000000-0000-4000-8000-000000000003
  WouldSend Disable  PATCH https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-4000-8000-000000000003
  WouldSend AddOwner POST https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000002/owners/$ref
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Apply it to the fake, then try a hash nobody approved:
· ./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership/orphan-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-apply -Apply
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership/orphan-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-x
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Apply: 3 Sent, each disable’s detail saying to record DisabledOn 2026-10-30 and that the claim window ends 2026-11-29; then the refusal, The plan's SHA-256 is 1e1799d7…, not the approved 0000…; refusing to run a plan nobody reviewed.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing, out/ownership/manifest.json listing 14 user reads and the SHA-256 of the register and of each input, and out/orphan-apply/manifest.json listing the prechecks and the three writes. Delete out when you’re done:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/02-10.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001409]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud and a test Active Directory domain, never production, with fictional people, and Chapter 01’s Lab 2 run (out/inventory-test). Work in examples/non-person-identity on Chapter 01’s test host. You’ll replace: <tenant-id> (the test tenant’s ID), <inventory-app-id> and <inventory-thumbprint> (Chapter 01’s reading app and its certificate), <app-id> and <thumbprint> (an app holding only User.Read.All, and its certificate), <test-domain> (the test domain’s DNS name), <inputs> (a folder for this lab’s input files), <test-app-name> (the test app registration’s display name), <test-account> (the test service account’s sAMAccountName), <igo-upn> (the test identity governance officer’s user principal name), <sha> (the plan’s SHA-256 the reviewer passes you), <sp-object-id> (the Object ID of the test app’s enterprise application).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Make two test orphans
New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'application-owners', 'igo-confirmations', 'owner-claims', 'service-records') { Get-Content tests/fixtures/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
Add-Content <inputs>/service-records.csv 'TEST-0001,NPI test orphan app,Active,false', 'TEST-0002,NPI test service account,Active,false'
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test

# Step 2: Run the check
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/ownership-test
Get-Content out/ownership-test/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -in 'NPI-OWN-01', 'NPI-OWN-08' | Format-Table Rule, Object, Issue -Wrap

# Step 3: Confirm them
$ids = Import-Csv out/inventory-test/register.csv | Where-Object Name -in '<test-app-name>', '<test-account>'
$ids | ForEach-Object { Add-Content <inputs>/igo-confirmations.csv "$($_.IdentityId),Disable,<igo-upn>,$(Get-Date -Format yyyy-MM-dd),," }
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/ownership-test

# Step 3: Confirm them
(Get-FileHash out/ownership-test/orphan-plan.json -Algorithm SHA256).Hash.ToLower()

# Step 4: Dry-run, then apply
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Directory.Read.All, User.Read.All
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership-test/orphan-plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/orphan-test
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership-test/orphan-plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/orphan-test-apply -Apply

# Step 5: Check the result
Get-ADUser -Identity <test-account> | Select-Object SamAccountName, Enabled
$log = Import-Csv <inputs>/igo-confirmations.csv
$log | Where-Object IdentityId -in $ids.IdentityId | ForEach-Object { $_.DisabledOn = Get-Date -Format yyyy-MM-dd }
$log | Export-Csv <inputs>/igo-confirmations.csv -NoTypeInformation -UseQuotes AsNeeded

# Step 6: Back it out
Invoke-MgGraphRequest -Method PATCH -Uri https://graph.microsoft.com/v1.0/servicePrincipals/<sp-object-id> -Body @{ accountEnabled = $true }
Enable-ADAccount -Identity <test-account>

# Step 6: Back it out
Remove-Item -Recurse -Force out/ownership-test, out/orphan-test, out/orphan-test-apply
1. Make two test orphans: a test app registration with no owners, and an enabled test service account (svc- prefix) in a test OU. Add both to service-records.csv and give the account no row in application-owners.csv. These commands make the four input files with the fixture’s headers, add the two service records, and read the register again so it holds the new objects:
· New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'application-owners', 'igo-confirmations', 'owner-claims', 'service-records') { Get-Content tests/fixtures/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
Add-Content <inputs>/service-records.csv 'TEST-0001,NPI test orphan app,Active,false', 'TEST-0002,NPI test service account,Active,false'
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
1. Run the check with an app holding only User.Read.All, signed in as in Chapter 01:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/ownership-test
Get-Content out/ownership-test/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -in 'NPI-OWN-01', 'NPI-OWN-08' | Format-Table Rule, Object, Issue -Wrap
· Both test orphans should be candidates (NPI-OWN-01 and NPI-OWN-08). Confirm that a guest owner comes back with userType Guest (research gaps, row 16).
1. Confirm them as the identity governance officer would: add both to igo-confirmations.csv with Decision Disable, run step 2 again, and have a second person review orphan-plan.json and pass you its SHA-256. These commands add the two rows, dated today, and run the check again:
· $ids = Import-Csv out/inventory-test/register.csv | Where-Object Name -in '<test-app-name>', '<test-account>'
$ids | ForEach-Object { Add-Content <inputs>/igo-confirmations.csv "$($_.IdentityId),Disable,<igo-upn>,$(Get-Date -Format yyyy-MM-dd),," }
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/ownership-test
· The reviewer reads out/ownership-test/orphan-plan.json and computes the hash they pass you:
· (Get-FileHash out/ownership-test/orphan-plan.json -Algorithm SHA256).Hash.ToLower()
1. Dry-run, then apply, signed in as a person with Cloud Application Administrator and a delegated right to disable accounts in the test OU:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Directory.Read.All, User.Read.All
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership-test/orphan-plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/orphan-test
./Invoke-NpiOrphanAction.ps1 -Cloud gcc -PlanPath out/ownership-test/orphan-plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/orphan-test-apply -Apply
1. Check the result. The test app’s enterprise application shows Activation status Deactivated, from accountEnabled false;19 the test account is disabled; record DisabledOn in the confirmations log. Confirm the right the AD disable needed (research gaps, row 15). The first command shows the account’s state; the others write today’s date into the two rows’ DisabledOn:
· Get-ADUser -Identity <test-account> | Select-Object SamAccountName, Enabled
$log = Import-Csv <inputs>/igo-confirmations.csv
$log | Where-Object IdentityId -in $ids.IdentityId | ForEach-Object { $_.DisabledOn = Get-Date -Format yyyy-MM-dd }
$log | Export-Csv <inputs>/igo-confirmations.csv -NoTypeInformation -UseQuotes AsNeeded
1. Back it out. Set the service principal’s accountEnabled back to true, as Learn’s restore step describes,7 enable the test account, delete both test objects and the test app’s registration, and delete the out folders: they name owners. Still signed in as in step 4:
· Invoke-MgGraphRequest -Method PATCH -Uri https://graph.microsoft.com/v1.0/servicePrincipals/<sp-object-id> -Body @{ accountEnabled = $true }
Enable-ADAccount -Identity <test-account>
· Delete the test account in the test domain and the test app’s registration in the admin center (Entra ID > App registrations, open it, Delete). Keep out/ownership-test until Chapters 03 and 09’s labs are done, because they read it, or rebuild it for each. Then remove the out folders:
· Remove-Item -Recurse -Force out/ownership-test, out/orphan-test, out/orphan-test-apply
[bookmark: _Toc00001410]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Ownerless service principals
	GET /servicePrincipals?$filter=owners/$count eq 0 or owners/$count eq 1&$count=true, ConsistencyLevel: eventual
	—
	v1.0
	13

	Applications with fewer than two owners
	The same filter on GET /applications
	L4 and L5
	v1.0
	14

	List owners of an application
	Application.Read.All; unreadable owners return id and @odata.type only
	L4 and L5
	v1.0
	10

	Owners of a service principal
	Users or service principals
	—
	v1.0
	2

	Add owner
	POST /applications/{id}/owners/$ref; delegated Application.ReadWrite.All and Directory.Read.All; Application.ReadWrite.OwnedBy not sufficient to add another owner; Hybrid Identity, Cloud Application or Application Administrator
	L4 and L5
	v1.0
	11

	Get a user
	Application User.Read.All; properties outside the default set need $select; encode # as %23 in a guest’s UPN
	—
	v1.0
	17

	Update servicePrincipal
	Delegated Application.ReadWrite.All; application Application.ReadWrite.OwnedBy
	L4 and L5
	v1.0
	12

	Disable sign-in
	accountEnabled false blocks tokens in this tenant only; Cloud Application Administrator, Application Administrator or the service principal’s owner; restore by setting true
	—
	v1.0
	7

	Deactivate an app registration
	isDisabled on beta; reactivation shown on v1.0; existing tokens stay valid until they expire; remove owners to prevent reactivation
	—
	Beta (deactivate)
	6

	Activation status
	Shows Deactivated for accountEnabled false, isDisabled true, or Microsoft’s disablement
	—
	—
	19

	serviceManagementReference; two owners
	Reference the team contact in the service or asset management database; monitor for at least two owners
	—
	—
	1

	Disable, don’t delete
	Disable until the review is complete; delete after a defined period and warning
	—
	—
	4 5

	Disable-ADAccount
	Disables a user, computer or service account; not against a read-only domain controller
	n/a (Active Directory)
	GA
	8



Where Learn’s pages differ: the tutorial labels its ownerless read with Application.ReadWrite.All while List servicePrincipals names Application.Read.All (research gaps, row 13); Add owner’s permission table and its note disagree about Application.ReadWrite.OwnedBy (row 14); the tutorial’s serviceManagementReference sample is free text where the ownership overview says to reference the service management database (row 17); and deactivation is shown on beta while reactivation is shown on v1.0 (row 12). The code follows the stricter reading in each case.
[bookmark: _Toc00001411]Federal requirements and evidence
The ownership check and the orphan rule are what the guide’s G1 Inventory and G6 Lifecycle gates check: every identity has named human owners and a record, and an orphan is disabled only after a person confirms it and a reviewer approves the plan. Each row names the file or command that is the evidence. The controls are in the NIST SP 800-53 Rev. 5 Moderate baseline.20
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s HTTP samples for ownerless and single-owner service principals, sent as published, are the model the check keeps (Lab 1, step 1: MicrosoftSamples.Tests.ps1, 10 passed)
	AC-2 Account Management (account managers)
	KSI-IAM-SNU
	The repository’s tests

	The check reads people with User.Read.All only; the write path is a separate task (Lab 1, step 2: Get-NpiRequiredPermission for ownership and orphan-apply)
	AC-6 Least Privilege
	KSI-IAM-ELP, KSI-IAM-JIT
	Identity engineering; the ISSO keeps the consent record

	Each app registration and legacy service principal has its owners read once, as people, and judged valid or not (Lab 1, step 3: ownership.json)
	AC-2 (account managers)
	KSI-IAM-SNU
	The identity governance office

	No owner, one owner, a service principal or guest as owner, a disabled owner, an AD account with no application owner: each is a finding with a stable ID (Lab 1, step 4, and Lab 2, step 2: findings.json, NPI-OWN-01 to -05, -08 and -09)
	AC-2 (account managers; accounts no longer associated with a user)
	KSI-IAM-SNU
	The identity governance office

	Each identity names a record in the system inventory, and the record is active (findings.json, NPI-OWN-06 and -07)
	IA-4 Identifier Management; CM-8 System Component Inventory
	KSI-IAM-ELP, KSI-IAM-JIT (IA-4); KSI-PIY-GIV (CM-8)
	The CMDB owner

	Every AI identity is recorded with four sponsor fields for Chapter 09 to check (ai-sponsor-fields.json)
	AC-2 (account types and conditions)
	KSI-IAM-SNU
	The identity governance office, through Chapter 09

	Each orphan becomes one action, nothing in the plan writes, and the same inputs give the same plan hash (Lab 1, step 5: orphan-plan.json)
	AC-2(3) Disable Accounts; CM-3 Configuration Change Control
	KSI-IAM-AAM (AC-2(3)); KSI-CMT-LMC, KSI-CMT-RVP (CM-3)
	The identity governance officer; the reviewer who approves the hash

	The write path stops after its prechecks without -Apply, and refuses a plan whose hash nobody approved (Lab 1, steps 6 and 7: out/orphan-dryrun/results.json; the refusal text)
	CM-3; CM-5 Access Restrictions for Change
	KSI-CMT-RVP, KSI-IAM-JIT
	The repository’s tests; the ISSO

	The approved disables and owner additions were sent, each after a fresh re-read, and recorded (Lab 1, step 7, and Lab 2, step 4: results.json and manifest.json in the apply folder)
	AC-2(3); CM-3
	KSI-IAM-AAM; KSI-CMT-LMC
	The ISSO, with the run’s folder

	Every run records the tenant, the cloud, every user read, and the SHA-256 of the register, of each input and of each file (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 8: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The identity governance officer confirms each orphan, and a second person approves the plan’s SHA-256 (Lab 2, steps 1 and 3: igo-confirmations.csv; the hash from Get-FileHash)
	AC-5 Separation of Duties; AC-2(3)
	KSI-IAM-JIT (AC-5); KSI-IAM-AAM (AC-2(3))
	The identity governance officer; the reviewer

	The disable took effect and has a start date for the claim window (Lab 2, step 5: Get-ADUser … Enabled; the enterprise application’s Activation status; DisabledOn in igo-confirmations.csv)
	AC-2(3)
	KSI-IAM-AAM
	The identity governance officer

	The lab’s changes were reversed by a person, and the directory logged it (Lab 2, step 6: the accountEnabled PATCH and Enable-ADAccount; the audit entries they leave)
	CM-3; AU-2 Event Logging
	KSI-CMT-LMC
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).21 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only run Chapter 01 or delete out have no row. The track-wide mapping is the guide’s Evidence table.
[bookmark: _Toc00001412]Dangers
	Danger
	What happens
	The guard

	A guest, a bot or a leaver counted as an owner
	Gate 1 passes on owners who can’t answer for the app
	Each owner read with userType and accountEnabled; only enabled members count

	A disable on a guess
	A job fails, and nobody knew it was claimed
	Only after the identity governance officer’s confirmation; re-read before the write; skipped if an owner appeared

	A delete
	Configuration gone once the 30-day recycle bin empties6
	No delete action exists; the writer refuses DELETE; retirement goes through the reviewed decommission process

	An unattended app with Application.ReadWrite.All
	A standing permission that can act as every app
	The write path is delegated only, a person with Cloud Application Administrator; the read path holds User.Read.All alone

	A plan changed after review
	Different writes from the ones approved
	The approved SHA-256 is checked; the plan must be for this tenant and cloud, and no older than seven days

	A body that does more than disable
	A PATCH that also changes other properties
	The only body allowed is {"accountEnabled": false}; the only POST body a directory object on the cloud’s host

	A register that changed since Chapter 01
	The check runs on evidence the ISSO never saw
	The register’s SHA-256 must match its manifest

	A person treated as an orphaned account
	Someone’s account is disabled
	Accounts found only by a password that never expires are skipped (NPI-OWN-09)

	An app re-enabled after the rule disabled it
	The orphan is back with nobody accountable
	ReEnabledOutsideRule; a new confirmation is needed

	The window never closes
	Disabled orphans pile up
	RetirementCandidate once 30 days pass with no claim


[bookmark: _Toc00001413]Checklist
· Every app registration and legacy service principal has two owners who are enabled members, or a finding with an owner of the fix.
· Every serviceManagementReference names an active record in the system inventory.
· Every AD service account has an application owner in the owners file, or is an orphan candidate.
· Every orphan candidate is confirmed, excepted with an end date, or awaiting the identity governance officer, and none was disabled without a confirmation.
· The plan’s SHA-256 was approved by someone other than the person who applies it.
· The write path ran as a person, delegated, with Cloud Application Administrator, and its manifest is filed with the decision record.
· Every disable has its DisabledOn recorded, and every claim window that closed has a retirement decision.
· The AI sponsor fields file has gone to the Chapter 09 work.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001415]Chapter 03 — The Migration Path Matrix as Code
A matrix in a book proposes; an owner decides; a gate checks that every account has both, and that is three different things to hold in code.
[bookmark: _Toc00001416]In this chapter
The decisions behind the project plan’s Gate 2, “every account has a decision.” You start with Learn’s own decision tables for choosing a service account on premises and in Microsoft Entra ID, and its Workload ID FAQ, which the repository keeps as pinned copies, and you evaluate them as published against the fixture estate to see what they decide and what they leave to you. Then you use examples/non-person-identity for the rest: Book 02’s migration path matrix as reviewed data, a proposed target for every identity in Chapter 01’s register, the application owner’s disposition checked against it, the conversion waves with HIGH-risk accounts first and a rollback per wave, and the Workload ID Premium scope as a decision file. The code reads two things from the tenant and writes nothing. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001417]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 03 — The Migration Path Matrix as Code: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001418]Goal and audience
Goal. By the end of this chapter you can produce, from code, what the plan’s tasks and decisions for Phase 2 ask for: NP2.1, “target set per account from the migration path matrix: app registration, managed identity, gMSA or dMSA, or retirement”; D-NP3, “retire, re-platform or keep, account by account”; NP2.2, “conversion waves sequenced: HIGH-risk accounts first (password never expires, over-privileged); rollback recorded per wave”; and D-NP4, the Workload ID Premium licensing scope. You can show the ISSO, for Gate 2, which accounts still lack a decision and why. You can say, for each rule, whether it is Learn’s, Learn’s table, or the program’s design.
Audience. Developers who build the project’s decision records, the identity engineers who propose targets, the application owners who decide, the CISO who decides D-NP4, and the ISSO who approves Gate 2. You should read PowerShell 7 and know Chapters 01 and 02. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001419]The decisions the code holds
Three things are easy to blur, and the code keeps them apart:
· The proposal (NP2.1) comes from the matrix: a target for each account, decided by its type, where its workload runs and what credential it holds. Book 02’s migration path matrix and the implementation guide’s Step 2 give the rule: no stored secrets; managed identities for Azure-hosted workloads; federation where the workload already has a trusted issuer; certificates only where neither applies; on premises, a gMSA, or a dMSA on a Windows Server 2025 domain. Design guidance.
· The disposition (D-NP3) is the application owner’s, account by account: retire (unused or unowned); re-platform to a managed identity, a gMSA or dMSA, or an app registration with a federated credential or certificate; or keep on Kerberos with an SPN, islanded with an end date the authorizing official accepts. An owner may choose a target the matrix didn’t propose, with a reason on the record.
· The gate (Gate 2) is the ISSO’s: “every account in the register has a disposition (retire, re-platform, or keep with an end date) and a target from the matrix; HIGH-risk accounts in the first wave; every kept Kerberos account has an SPN owner; waves and their rollback recorded.”
Learn’s own guidance agrees on the order of preference. On premises, use a gMSA whenever possible, an sMSA if not, and a computer or user account only if no managed service account will run the service; test the service with a managed service account first.1 2 In Microsoft Entra ID, use a managed identity for a service hosted in Azure if the service supports one, a service principal otherwise, and never a user account.3 Windows Server’s own account guide adds the dMSA, for a single server and for high-security scenarios that must prevent credential harvesting.4 A dMSA supersedes a traditional account and disables its password, but you can’t migrate a managed service account or a gMSA to one, every machine that uses the account must support dMSAs, unconstrained delegation stops working once the migration completes, and each service account needs its own dMSA.5 6 Workload identity federation lets an app registration or a user-assigned managed identity trust an external issuer, including an app on Azure compute that authenticates as an app registration by trusting a user-assigned managed identity.7
Workload ID Premium (D-NP4). Learn lists what Premium adds over the free edition: access reviews for service principals in privileged roles, app health recommendations, Conditional Access for workload identities and ID Protection for workload identities.8 Conditional Access covers only single-tenant service principals registered in the tenant; Microsoft and third-party SaaS apps, multitenant apps and managed identities aren’t covered, and creating or changing such a policy needs Workload ID Premium licenses.9 ID Protection covers single-tenant and multitenant apps but not managed identities.10 The program’s position is to license the single-tenant service principals the identity governance officer classified Tier 1 (Book 04, Chapter 05; Chapter 06); the plan’s options are Tier 1, wider, or none with app management policies and owner reviews in its place. Design guidance.
Which cloud, for these reads
The matrix is offline logic over Chapters 01 and 02’s files. Its two reads go to Graph at graph.microsoft.com for the target estate, Microsoft 365 GCC; GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us.11 List subscribedSkus lists the global service, US Government L4 and US Government L5.12 Workload ID Premium is available to Azure Government customers through their account manager, and its free trial isn’t available in the Azure Government clouds.8 A GCC tenant signs in to the worldwide cloud, so the trial question for it is a Lab 2 check (research gaps, row 28).
[bookmark: _Toc00001420]Start with Microsoft’s sample
What Microsoft gives you
Learn’s service account series has two decision tables. Securing on-premises service accounts has “Choose the right type of service account”: for each criterion (a single server, several servers, a load balancer, Windows Server 2008 R2 or 2012, a requirement to restrict the account to one server) it says whether a gMSA, an sMSA, a computer account or a user account will do, and the page says to use gMSAs whenever possible.1 Securing cloud-based service accounts has the same for the cloud: a managed identity, a service principal or a user account, by whether the service is hosted in Azure or is multitenant.3 For D-NP4, the Workload ID FAQ has the Free and Premium capability table and the licensing answers.8 Microsoft publishes no code that applies these tables to an inventory; the tables are the sample.
The pinned copy
The tables exist only inside the Learn pages, so the repository pins the pages’ source, unmodified, in examples/third_party/entra-service-account-choice-pages: service-accounts-on-premises.md, secure-service-accounts.md and workload-identities-faqs.md from MicrosoftDocs/entra-docs at commit 7f78b50 (October 30, 2026), the commit Chapter 01 pinned, retrieved October 30, 2026, with the repository’s MIT licenses.13 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to each of the three pages. Updating the copy is a reviewed pull request.
tests/NpiMatrixSampleHarness.ps1 reads each table from the pinned page at test time and evaluates it as published: on premises, a column is admissible when every criterion that applies says “Yes”, and the first admissible column in the page’s order is the choice; in the cloud, the column marked “Recommended” wins. Nothing is installed and nothing signs in.
What it leaves to you
Each row is pinned by a test in tests/NpiMatrix.Tests.ps1: the twelve in its three “Chapter 03” blocks for the tables, the rest for the example.
	Learn’s table, as published
	Why it matters
	What examples/non-person-identity adds

	Chooses a gMSA for a single-server or load-balanced app; a managed identity in Azure, a service principal outside it
	—
	Kept as the model: the Kerberos rows and the Entra rows of config/migration-matrix.json follow the same order

	Has no dMSA column; Windows Server’s own guide has one4
	A Windows Server 2025 domain’s best target for a traditional account never comes out of the table
	Row M06: a traditional Kerberos account goes to a dMSA when the workload facts record a Windows Server 2025 domain controller and dMSA-capable hosts, with Learn’s cautions on the proposal

	Admits a user account in every situation (“Use an MSA if possible”)
	The table never says to move off one
	No matrix row targets a traditional account; keeping one is KeepKerberos, an exception with an end date, the authorizing official’s acceptance and an SPN owner

	Has no retire outcome, and no criterion for an owner or for use
	An unowned or disabled account gets a new account type
	Retire is proposed for an orphan candidate from Chapter 02 (unless excepted or claimed) and for a disabled account, with a stale-lead caution

	Decides by servers, load balancer and Windows Server 2008 R2 or 2012, not by the account’s type, credential or risk
	The facts it needs aren’t in any register, and HIGH-risk accounts get no priority
	The account’s type and credential from Chapter 01, workload facts from the owner (workloads.csv), and waves with HIGH first

	“Recommended if the service supports a Managed Identity”
	Whether it does is left to you
	MiSupported is a required fact for an Azure workload; without it, no proposal (NPI-MAT-02); with No, an app registration trusting a user-assigned managed identity7

	Offers a service principal only client certificates and client secrets
	Federation, Book 02’s preference over a certificate, is missing
	Rows M04, M10 and M15 propose a federated credential where the workload has an OIDC issuer

	Recommends a service principal for a multitenant service, without saying Conditional Access can’t cover it9
	A multitenant app can be put in the Workload ID Premium scope and buy nothing
	The D-NP4 scope checks each Tier 1 identity is a single-tenant service principal registered in the tenant (NPI-MAT-09)

	The FAQ lists what Premium adds, and says both “one license in the tenant unlocks all features for all workload identities” and that only eligible identities need licensing
	The count to buy isn’t stated as a rule
	The scope counts eligible identities now and after conversion, compares them with the tenant’s enabled units, and warns; the count stays open (research gaps, row 26)

	Nothing records a decision, an end date, an SPN owner, a wave or a rollback
	Gate 2 is left to you
	All of them, as files a reviewer reads, with findings NPI-MAT-01 to -09 and Gate 2’s criteria


The verdict. Use Learn’s tables as the definition of preference: gMSA before anything else on premises, managed identity before a service principal in Azure, never a user account. Don’t use them as the matrix: they miss the dMSA and federation, never retire anything, and know nothing about the account in front of them.
[bookmark: _Toc00001421]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiMatrix/NpiMatrix.psm1, the entry script Invoke-NpiMatrix.ps1, the matrix config/migration-matrix.json, its own call list config/calls-ch03.json, and the inputs under tests/fixtures/ch03. It imports Chapter 02’s module for Import-NpiRegister and changes neither earlier chapter.
The inputs
	File
	Who keeps it
	What it holds

	Chapter 01’s run folder
	The pipeline
	register.json and manifest.json; refused if the register’s SHA-256 isn’t the manifest’s

	Chapter 02’s run folder
	The pipeline
	ownership.json, orphan-plan.json and manifest.json; refused if a file’s SHA-256 isn’t the manifest’s, or if the run checked a different register

	config/migration-matrix.json
	Identity engineering, in a reviewed pull request
	The matrix rows (type, workload location, credential kind, facts, target, source), the targets with their rollback, the disposition vocabulary, the combinations never allowed

	workloads.csv
	Application owners
	For each account: Location (Azure, ArcServer, OidcIssuer, EntraApiNoIssuer, OnPremKerberos, Hybrid), MiSupported, Dmsa, Issuer

	dispositions.csv
	Application owners (D-NP3)
	Disposition (Retire, Replatform, Keep, KeepKerberos), Target, Wave, DecidedBy, DecidedOn, EndDate, AoAcceptedBy, SpnOwnerUpn, Reason

	waves.csv
	Identity engineering (NP2.2)
	Wave, Name, Starts, ParallelRunDays, RollbackOwnerUpn, RollbackReviewedOn

	program-dates.json
	The program master schedule
	D08 (end dates for legacy authentication), program G5 (AD retired) and D11 (the provisional end state). It is the one program dates file: Chapter 06 reads the same file and refuses a copy whose SHA-256 isn’t the one this run recorded

	workload-id-premium.json
	The CISO (D-NP4)
	decision (Tier1, Wide or None), decidedBy, decidedOn, the Tier 1 identities, compensating controls


The proposal (NP2.1)
Get-NpiMatrixProposal gives every row of the register a scope and, in scope, a proposal. SQL Server accounts are handed off to the Data Platform plan and not counted against Gate 2 (research gaps, row 25); service principals of the tenant’s own apps are covered by their app registration’s row; external service principals and AI agents are out of scope with a reason; an account found only by a password that never expires waits for confirmation. For the rest, Retire comes first, for an account Chapter 02 found unowned (and nobody claimed or excepted) or one already disabled. Otherwise the first matrix row that matches the account’s type, its workload’s location and facts, and its credential kind proposes the target:

	Rows
	Account
	Where
	Proposed target
	Source

	M01 to M05
	Traditional
	Azure, Arc-enabled server, OIDC issuer, Entra API with no issuer
	Managed identity; app registration with a federated credential; app registration with a certificate
	Book 02; the guide; Learn3 7

	M06, M07
	Traditional
	On premises, Kerberos
	dMSA where the domain and hosts allow it; otherwise gMSA
	Book 02; Learn1 5

	M08 to M13
	MSA, gMSA, dMSA
	On premises, hybrid, moving to the cloud
	MSA to gMSA; keep a gMSA or dMSA; gMSA plus an app registration; managed identity or federation once moved
	Book 02

	M14 to M18
	App registration, legacy service principal
	Any
	A secret goes to a managed identity, then federation, then a certificate; a certificate or federated credential stays, except that a certificate on Azure hosting with MiSupported Yes goes to a managed identity (M14)
	Book 02; Book 04

	M19
	Managed identity
	Azure
	Keep
	Book 02



A proposal carries Learn’s cautions where they apply: every host must support dMSAs, unconstrained delegation stops working under one,5 and an Arc-enabled server’s identity is the server’s, shared by every app its administrators let request tokens.14 15 Learn’s cloud service account page says managed identities can’t be used for services hosted outside Azure; its Arc pages give every Arc-enabled server one. The code proposes it with the caution (research gaps, row 23).
The disposition (D-NP3) and the waves (NP2.2)
Test-NpiMigrationDecision reads each owner’s row and turns what’s missing or wrong into findings with stable IDs (<rule>:<identity>, or <rule>:wave-N):
	Rule
	Severity
	What it flags
	Source

	NPI-MAT-01
	Finding (Info for an account to confirm first)
	No disposition recorded, or one the code doesn’t know
	D-NP3; Gate 2

	NPI-MAT-02
	Finding
	No proposal: the workload facts are missing or incomplete, or no row matches
	NP2.1

	NPI-MAT-03
	Finding (Warn for delegation)
	A target that doesn’t belong to the disposition; an MSA or gMSA sent to a dMSA; a dMSA without the facts that allow one; unconstrained delegation under a dMSA
	Learn5 6 (research gaps, row 29)

	NPI-MAT-04
	Warn (Finding with no reason)
	The owner chose a target the matrix didn’t propose
	Design guidance

	NPI-MAT-05
	Finding (Warn with no program dates)
	An account kept in Active Directory with no end date, one past, or one after program G5; one kept on Kerberos after D08 or without the authorizing official’s acceptance
	D-NP3; NP3.6; NP7.3 (Design guidance; research gaps, row 24)

	NPI-MAT-06
	Finding
	An account kept on Kerberos, or a kept account with an SPN, with no SPN owner who is an enabled member
	Gate 2; Chapter 02’s owner rule

	NPI-MAT-07
	Finding (Warn when kept)
	A HIGH-risk account re-platformed outside wave 1; a HIGH-risk account kept, whose risk stays until its privilege is cut
	NP2.2; Book 02, Chapter 10

	NPI-MAT-08
	Finding
	A wave with members and no rollback owner who is an enabled member, no review date, or a parallel run under 30 days
	NP2.2; the guide’s Step 5

	NPI-MAT-09
	Finding, Warn or Info
	The D-NP4 scope: no decision; a Tier 1 identity Conditional Access can’t cover; one whose decision takes it out of scope; no license or too few enabled units; None without compensating controls
	D-NP4; Learn9 8


Each SPN owner and rollback owner is read once, with GET /users/{id} and $select=id,userPrincipalName,userType,accountEnabled, and counts only as an enabled member, Chapter 02’s rule.16 A re-platformed account the owner left without a wave goes to wave 1 if it is HIGH-risk and wave 2 otherwise, marked as proposed. Each wave’s rollback is assembled from its members’ targets in config/migration-matrix.json: re-enable the legacy account and revert the application’s configuration (Book 02’s Phase 4), and for a dMSA, Learn’s Undo-ADServiceAccountMigration, with the superseded account kept, which Learn says never to delete.17 6
The Workload ID Premium scope (D-NP4)
Get-NpiWorkloadIdScope computes, from the register, which identities Conditional Access for workload identities can cover now (the tenant’s own single-tenant app registrations), which ID Protection can, and which will leave or join after conversion (an app moving to a managed identity leaves; a traditional account moving to an app registration joins). It reads the tenant’s subscriptions once, with GET /subscribedSkus?$select=… and LicenseAssignment.Read.All,12 finds Workload ID Premium by its service plan IDs (AAD_WRKLDID_P1 and AAD_WRKLDID_P2),18 and checks the CISO’s decision file against both. The code doesn’t buy, assign or change anything; Learn says no per-identity license assignment is needed.8
Gate 2
Test-NpiGate2 reports Gate 2’s five criteria, each with its open findings, and is met only when no finding of severity Finding is open. The run writes proposals.json, decisions.json, waves.json, workload-id-premium.json, findings.json, gate2.json and manifest.json, which records the task, the cloud, the tenant, the two permissions, every request, and the SHA-256 of the register, of Chapter 02’s files, of the matrix, of each input and of each file written. The same inputs give the same decisions, byte for byte.
	Task
	Calls
	Permissions, role or right

	migration-matrix (read, config/calls-ch03.json)
	GET /users/{id}; GET /subscribedSkus
	User.Read.All;16 LicenseAssignment.Read.All12


The tests
Pester 5 under PowerShell 7. This chapter’s are 43 in tests/NpiMatrix.Tests.ps1: 12 for Learn’s tables, run as published, and 31 for the call list (the task’s declaration equals the union of its calls, GET only, no id that collides with config/calls.json), the inputs’ hashes, each matrix row family, each rule, the waves and their rollback, the D-NP4 scope and its one read, Gate 2, stable IDs and the entry script.
[bookmark: _Toc00001422]Illustrative code
The commands below evaluate Learn’s pinned tables and run the example against a fictional estate served by fakes. They show what the code does, not that a tenant returns the same shapes. Review the code, and run Lab 2 in a test tenant, before it reads a real one.
[bookmark: _Toc00001423]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity.
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Evaluate Learn's tables as published
Invoke-Pester -Path tests/NpiMatrix.Tests.ps1 -FullNameFilter '*Chapter 03*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what the task needs
Import-Module ./powershell/NpiMatrix/NpiMatrix.psm1
$p = Get-NpiMatrixRequiredPermission; $p.GraphPermissions -join ', '; $p.Methods -join ', '

# Step 3: Run Chapters 01 and 02, then the matrix
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory | Out-Null
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership | Out-Null
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership -InputPath tests/fixtures/ch03/inputs -FixturePath tests/fixtures/estate.json -SkuFixturePath tests/fixtures/ch03/subscribed-skus.json -OutputPath out/matrix

# Step 4: Read the proposals
Get-Content out/matrix/proposals.json -Raw | ConvertFrom-Json | Where-Object Scope -eq 'Matrix' | Format-Table Name, Risk, Location, MatrixRow, Proposed

# Step 5: Read the findings
Get-Content out/matrix/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object

# Step 6: Read the waves and their rollback
Get-Content out/matrix/waves.json -Raw | ConvertFrom-Json | ForEach-Object { "Wave $($_.Wave): $(@($_.Members.Name) -join ', '); rollback owner '$($_.RollbackOwner)'"; $_.Rollback | ForEach-Object { "  $_" } }

# Step 7: Read the Workload ID Premium scope
$s = Get-Content out/matrix/workload-id-premium.json -Raw | ConvertFrom-Json
$s.conditionalAccessEligibleNow.Count; $s.conditionalAccessEligibleAfter.Count; $s.options | ConvertTo-Json -Compress

# Step 8: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Evaluate Learn’s tables as published:
· Invoke-Pester -Path tests/NpiMatrix.Tests.ps1 -FullNameFilter '*Chapter 03*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 12, FailedCount 0, NotRunCount 31 (the 31 are the example’s). Read the test “admits a user account in every situation”: Learn’s table never rules one out.
1. List what the task needs:
· Import-Module ./powershell/NpiMatrix/NpiMatrix.psm1
$p = Get-NpiMatrixRequiredPermission; $p.GraphPermissions -join ', '; $p.Methods -join ', '
· LicenseAssignment.Read.All, User.Read.All
GET
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run Chapters 01 and 02, then the matrix:
· ./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory | Out-Null
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership | Out-Null
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership -InputPath tests/fixtures/ch03/inputs -FixturePath tests/fixtures/estate.json -SkuFixturePath tests/fixtures/ch03/subscribed-skus.json -OutputPath out/matrix
· Matrix: 21 identities in scope, 20 proposed (1 AppRegistrationFederated, 2 dMSA, 2 gMSA, 7 Keep, 2 ManagedIdentity, 6 Retire); 3 handed off, 1 to confirm first, 10 out of scope
Dispositions: 18 decided of 22; waves 1 (1, 1 HIGH), 2 (4, 1 HIGH)
Workload ID Premium (D-NP4): Tier1, 2 in scope; tenant holds 2 enabled units
Findings: 7 Finding, 4 Warn, 1 Info
Gate 2: not met (Every account has a disposition and a target from the matrix: 3; HIGH-risk accounts in the first wave: 1; Every kept Kerberos account has an SPN owner: 1; Waves and their rollback recorded: 1; Workload ID Premium scope decided (D-NP4): 1)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the proposals:
· Get-Content out/matrix/proposals.json -Raw | ConvertFrom-Json | Where-Object Scope -eq 'Matrix' | Format-Table Name, Risk, Location, MatrixRow, Proposed
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Six Retire (svc-backup, svc-oldftp, svc-reports, sa-printsvc, Legacy Reports and Old SAML Connector: Chapter 02’s orphans and the disabled accounts); svc-hrsync and svc-webfront to a dMSA (M06); svc-intranet and msa-print01$ to a gMSA; gmsa-web$, gmsa-ops$ (under a dated exception, so not retired), dmsa-hrsync$, Build Pipeline, Vendor Portal and both managed identities kept; Payroll Export and Deploy Bot to a managed identity (M14); Mail Automation to a federated credential (M15). HR Connector has no proposal: nobody recorded where it runs.
1. Read the findings:
· Get-Content out/matrix/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object
· Rule       Severity Object
----       -------- ------
NPI-MAT-07 Finding  svc-hrsync (Traditional)
NPI-MAT-01 Finding  svc-oldftp (Traditional)
NPI-MAT-01 Info     jdoe (Traditional)
NPI-MAT-06 Finding  svc-webfront (Traditional)
NPI-MAT-07 Warn     svc-webfront (Traditional)
NPI-MAT-07 Warn     gmsa-ops$ (gMSA)
NPI-MAT-05 Finding  dmsa-hrsync$ (dMSA)
NPI-MAT-02 Finding  HR Connector (AppRegistration)
NPI-MAT-04 Warn     Deploy Bot (AppRegistration)
NPI-MAT-08 Finding  Wave 2
NPI-MAT-09 Warn     Payroll Export (AppRegistration)
NPI-MAT-09 Finding  Vendor Portal (AppRegistration)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· svc-hrsync is HIGH-risk but scheduled in wave 2. svc-webfront is kept on Kerberos with the authorizing official’s acceptance but no SPN owner. dmsa-hrsync$ is kept with no end date before program G5. Deploy Bot’s owner kept its certificate, with a reason, where the matrix proposed a managed identity. Payroll Export is on the Tier 1 list but its own decision moves it to a managed identity, which Conditional Access can’t cover; Vendor Portal is multitenant and can’t be covered at all. Chapter 06 reads these decisions from this run, with the authorizing official’s acceptance (AoAcceptedBy in decisions.json), and adds only what a conversion needs; Chapter 08 runs on a fixture of its own, so the same account can have a different scope there.
1. Read the waves and their rollback:
· Get-Content out/matrix/waves.json -Raw | ConvertFrom-Json | ForEach-Object { "Wave $($_.Wave): $(@($_.Members.Name) -join ', '); rollback owner '$($_.RollbackOwner)'"; $_.Rollback | ForEach-Object { "  $_" } }
· Wave 1: Mail Automation; rollback owner 'carol@contoso.example'
  AppRegistrationFederated: Re-enable the legacy account or credential; revert the application's configuration; remove the federated credential
Wave 2: svc-hrsync, svc-intranet, msa-print01$, Payroll Export; rollback owner ''
  dMSA: Undo-ADServiceAccountMigration (Learn's undo for a dMSA migration); the superseded account is kept, never deleted
  gMSA: Re-enable the legacy account; set the service back to it
  ManagedIdentity: Re-enable the legacy account; revert the application's configuration to it
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the Workload ID Premium scope:
· $s = Get-Content out/matrix/workload-id-premium.json -Raw | ConvertFrom-Json
$s.conditionalAccessEligibleNow.Count; $s.conditionalAccessEligibleAfter.Count; $s.options | ConvertTo-Json -Compress
· 6
4
{"Tier1":2,"Wide":4,"None":0}
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Six single-tenant app registrations can be covered today; four after conversion, because Payroll Export moves to a managed identity and Legacy Reports is retired.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing, and out/matrix/manifest.json listing three requests, all GET: two user reads (the SPN owner and the rollback owner) and one read of the subscriptions. Delete out when you’re done: it names accounts and owners:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/03-9.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001424]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, never production, with fictional people, and the Lab 2 runs of Chapters 01 and 02 (out/inventory-test, out/ownership-test). The run only reads. Work in examples/non-person-identity on Chapter 01’s test host. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> and <thumbprint> (the app Chapter 01’s Lab 2 registered, and its certificate), <inputs> (a folder for this lab’s input files), <identity-id> (a test account’s IdentityId in out/inventory-test/register.csv), <location>, <mi-supported>, <dmsa>, <issuer>, <disposition> and <target> (that account’s values, as the fixture’s files in tests/fixtures/ch03/inputs use them), <your-upn> (your user principal name), <decided-on> (today, yyyy-MM-dd), <wave-start> (the wave’s start date), <rollback-owner-upn> (an enabled test user), <tier1-app-id> (the IdentityId of one single-tenant test app), <d08-date>, <g5-date> and <island-eol> (your test program’s D08 and program G5 dates, and the end of life of its Kerberos island under D11, yyyy-MM-dd).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 2: Write the inputs
New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'workloads', 'dispositions', 'waves') { Get-Content tests/fixtures/ch03/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
$d = Get-Content tests/fixtures/ch03/inputs/program-dates.json -Raw | ConvertFrom-Json; $d.d08LegacyAuthEndDate = '<d08-date>'; $d.g5AdRetired = '<g5-date>'; $d.d11.islandEndOfLife = '<island-eol>'; $d | ConvertTo-Json -Depth 5 | Set-Content <inputs>/program-dates.json

# Step 2: Write the inputs
Add-Content <inputs>/workloads.csv '<identity-id>,<location>,<mi-supported>,<dmsa>,<issuer>,<your-upn>'
Add-Content <inputs>/dispositions.csv '<identity-id>,<disposition>,<target>,1,<your-upn>,<decided-on>,,,,'

# Step 2: Write the inputs
Add-Content <inputs>/waves.csv '1,Test wave,<wave-start>,30,<rollback-owner-upn>,<decided-on>'
@{ decision = 'Tier1'; decidedBy = '<your-upn>'; decidedOn = '<decided-on>'; tier1 = @('<tier1-app-id>'); compensatingControls = @() } | ConvertTo-Json | Set-Content <inputs>/workload-id-premium.json

# Step 3: Run it
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory-test -OwnershipRun out/ownership-test -InputPath <inputs> -OutputPath out/matrix-test

# Step 4: Check the license read
(Get-Content out/matrix-test/workload-id-premium.json -Raw | ConvertFrom-Json).tenant | ConvertTo-Json -Depth 10

# Step 6: Back it out
Remove-Item -Recurse -Force out/matrix-test
1. Grant the two application permissions from Lab 1, step 2, to the app Chapter 01’s Lab 2 registered, with admin consent. Nothing else:
37. Entra ID > App registrations, open the app, then API permissions > Add a permission > Microsoft Graph > Application permissions.
37. Select LicenseAssignment.Read.All and User.Read.All, then Add permissions.
37. Select Grant admin consent for your tenant, and confirm.
1. Write the inputs for the test accounts: a workloads.csv row and a dispositions.csv row for each, a waves.csv with one wave and a rollback owner who is an enabled test user, program-dates.json, and a workload-id-premium.json listing one single-tenant test app as Tier 1. The first commands make the three CSV files with the fixture’s headers and write program-dates.json from the fixture’s, with your test program’s three dates:
· New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'workloads', 'dispositions', 'waves') { Get-Content tests/fixtures/ch03/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
$d = Get-Content tests/fixtures/ch03/inputs/program-dates.json -Raw | ConvertFrom-Json; $d.d08LegacyAuthEndDate = '<d08-date>'; $d.g5AdRetired = '<g5-date>'; $d.d11.islandEndOfLife = '<island-eol>'; $d | ConvertTo-Json -Depth 5 | Set-Content <inputs>/program-dates.json
· Then, once for each test account, add its two rows:
· Add-Content <inputs>/workloads.csv '<identity-id>,<location>,<mi-supported>,<dmsa>,<issuer>,<your-upn>'
Add-Content <inputs>/dispositions.csv '<identity-id>,<disposition>,<target>,1,<your-upn>,<decided-on>,,,,'
· And the wave and the D-NP4 record:
· Add-Content <inputs>/waves.csv '1,Test wave,<wave-start>,30,<rollback-owner-upn>,<decided-on>'
@{ decision = 'Tier1'; decidedBy = '<your-upn>'; decidedOn = '<decided-on>'; tier1 = @('<tier1-app-id>'); compensatingControls = @() } | ConvertTo-Json | Set-Content <inputs>/workload-id-premium.json
1. Run it, signed in as in Chapter 01:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory-test -OwnershipRun out/ownership-test -InputPath <inputs> -OutputPath out/matrix-test
1. Check the license read. Record what workload-id-premium.json’s tenant section shows: the skuPartNumber and service plans of any Workload ID subscription, or none, and whether a trial appears (research gaps, row 28):
· (Get-Content out/matrix-test/workload-id-premium.json -Raw | ConvertFrom-Json).tenant | ConvertTo-Json -Depth 10
1. Check eligibility against the admin center. On Conditional Access, start a new policy, choose Workload identities, and confirm the single-tenant test app can be selected and a managed identity can’t; check whether a legacy service principal is offered (row 27). Discard the draft.
1. Back it out. Remove the two permissions, and delete out/matrix-test: it lists the accounts kept on Kerberos and who owns them.
42. Entra ID > App registrations, open the app, then API permissions. For LicenseAssignment.Read.All and then User.Read.All, open the row’s … menu, select Remove permission, and confirm.
42. On the test host:
· Remove-Item -Recurse -Force out/matrix-test
[bookmark: _Toc00001425]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	On-premises choice
	gMSA whenever possible; sMSA if not; computer or user account only without an MSA; test the service first; no privileged groups
	n/a (Active Directory)
	GA
	1 2

	Cloud choice
	Managed identity in Azure if the service supports one; service principal otherwise; never a user account; certificates over secrets
	—
	—
	3

	dMSA
	Windows Server 2025; can’t migrate an MSA or gMSA to one; every machine must support it; unconstrained delegation stops working; one dMSA per account; a Windows Server 2025 domain controller needed; never delete the superseded account; Undo-ADServiceAccountMigration
	n/a
	GA
	4 5 17 6

	Workload identity federation
	App registration or user-assigned managed identity; GitHub Actions, Kubernetes, other clouds, other OIDC issuers; an app on Azure compute trusting a user-assigned managed identity
	—
	GA
	7

	Managed identity on an Arc-enabled server
	System-assigned, one per server; local administrators and the extension applications group can request tokens
	—
	GA
	14 15

	Workload ID Premium
	Standalone; adds access reviews of privileged service principals, app health recommendations, Conditional Access and ID Protection for workload identities; no per-identity assignment
	Available through the account manager; no free trial in Azure Government
	GA
	8

	Conditional Access for workload identities
	Single-tenant service principals registered in the tenant only; not managed identities or multitenant apps; assigned directly, not through a group; Premium licenses to create or change
	Not stated on the page read
	GA
	9

	ID Protection for workload identities
	Single-tenant, SaaS and multitenant apps; not managed identities
	Not stated on the page read
	GA
	10

	List subscribedSkus
	GET /subscribedSkus; LicenseAssignment.Read.All; $select only, no $filter; Global Reader or Directory Readers for delegated access
	L4 and L5
	v1.0
	12

	Workload ID service plans
	AAD_WRKLDID_P1 (84c289f0-…), AAD_WRKLDID_P2 (7dc0e92d-…); products Workload_Identities_P2 and Workload_Identities_Premium_CN
	—
	—
	18

	Get a user
	Application User.Read.All; $select for userType and accountEnabled
	—
	v1.0
	16

	Graph hosts
	GCC worldwide; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	11



Where Learn’s pages differ: the on-premises table has no dMSA column where Windows Server’s guide has one (research gaps, row 21); the cloud table offers a service principal only certificates and secrets where the federation page offers federated credentials (row 22); the cloud page says managed identities can’t be used outside Azure where the Arc pages give every Arc-enabled server one (row 23); and the Workload ID FAQ says one license unlocks every workload identity, that only eligible identities need licenses, and that Premium is priced per workload identity (row 26). The code follows the stricter reading or holds the point open, and a test pins each.
[bookmark: _Toc00001426]Federal requirements and evidence
The matrix, the owners’ dispositions and the waves are what the guide’s G2 Decision gate checks: every identity has a target, a decide-by date and a named decider, and HIGH-risk accounts go first. Each row names the file or command that is the evidence. The controls are in the NIST SP 800-53 Rev. 5 Moderate baseline.19
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s decision tables, evaluated as published against the fixture estate, agree with the matrix where they overlap, and each gap is pinned by a test (Lab 1, step 1: NpiMatrix.Tests.ps1, Chapter 03 blocks)
	AC-2 Account Management (account types and the conditions for each)
	KSI-IAM-SNU
	The repository’s tests; the pinned copies

	The task holds two read permissions and sends only GETs (Lab 1, step 2, and Lab 2, step 1: Get-NpiMatrixRequiredPermission; config/calls-ch03.json)
	AC-6 Least Privilege
	KSI-IAM-ELP, KSI-IAM-JIT
	Identity engineering; the ISSO keeps the consent record

	Every row of the register has a scope and, in scope, a proposed target from Book 02’s matrix, with Learn’s cautions (Lab 1, steps 3 and 4: proposals.json; config/migration-matrix.json)
	AC-2; IA-5 Authenticator Management (a secret moves to a managed identity, then federation, then a certificate)
	KSI-IAM-SNU
	Identity engineering, in a reviewed pull request

	Each owner’s disposition is recorded with who decided and when (decisions.json, built from dispositions.csv)
	AC-2 (approval of account conditions); CM-3 Configuration Change Control (decisions documented)
	KSI-IAM-SNU (AC-2); KSI-CMT-LMC (CM-3)
	Application owners (D-NP3)

	Every gap against Gate 2 is a finding with a stable ID: no disposition, no proposal, a target that doesn’t fit, an AD end date missing or past program G5, no SPN owner, a HIGH-risk account outside wave 1 (Lab 1, step 5: findings.json, NPI-MAT-01 to -09)
	AC-2; AC-6(5) Privileged Accounts (HIGH-risk first)
	KSI-IAM-SNU, KSI-IAM-JIT
	The identity governance office

	Each wave has a rollback owner who is an enabled member, a review date, a parallel run of at least 30 days and a rollback assembled from its targets (Lab 1, step 6: waves.json)
	CM-3 (changes planned and reviewed, with their rollback)
	KSI-CMT-RVP
	Identity engineering (NP2.2)

	Which identities Conditional Access for workload identities can cover now and after conversion, against the CISO’s D-NP4 decision and the tenant’s licenses (Lab 1, step 7, and Lab 2, step 4: workload-id-premium.json)
	AC-3 Access Enforcement
	KSI-IAM-ELP, KSI-IAM-JIT
	The CISO (D-NP4)

	Gate 2’s five criteria, each with its open findings, and met only with no open Finding (gate2.json)
	CA-7 Continuous Monitoring (status reporting)
	KSI-MLA-EVC
	The ISSO; the gate owner

	The run records the tenant, the cloud, every request, and the SHA-256 of the register, of Chapter 02’s files, of the matrix, of each input and of each file written (manifest.json)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO, with the run’s folder

	The code passes its tests (Lab 1, step 8: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The owners’ inputs for the test accounts are the run’s inputs, hashed into its manifest (Lab 2, steps 2 and 3: workloads.csv, dispositions.csv, waves.csv, program-dates.json, workload-id-premium.json; out/matrix-test/manifest.json)
	AC-2; CM-3
	KSI-IAM-SNU; KSI-CMT-LMC
	Application owners; identity engineering

	The admin center agrees with the code on which principals Conditional Access can target (Lab 2, step 5: the Workload identities picker, recorded against workload-id-premium.json)
	AC-3
	KSI-IAM-ELP
	Identity engineering

	The lab’s read permissions are removed when the lab ends (Lab 2, step 6: the app’s API permissions page)
	AC-6
	KSI-IAM-JIT
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).20 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only run Chapters 01 and 02 or delete out have no row. The track-wide mapping is the guide’s Evidence table.
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	Danger
	What happens
	The guard

	The matrix’s proposal treated as the decision
	Accounts are converted without an owner who agreed
	The proposal and the disposition are separate files; NPI-MAT-01 until the owner records one, with who and when

	A guess at where the workload runs
	A managed identity proposed for a service that can’t use one
	No proposal without the owner’s workload facts (NPI-MAT-02); MiSupported, Dmsa and Issuer required where they decide

	An MSA or gMSA sent to a dMSA
	The migration can’t be done; the wave stalls
	Never allowed (NPI-MAT-03), from Learn

	A dMSA where a host can’t use it, or with unconstrained delegation
	Authentication fails once the old account is disabled; delegation stops
	Proposed only with Dmsa recorded; both cautions on the proposal; NPI-MAT-03

	A Kerberos account kept forever
	It outlives the domain, and the program’s SPN retirement has no list
	KeepKerberos needs an end date by D08, the authorizing official and an SPN owner; any account kept in AD needs an end date by program G5 (NPI-MAT-05, -06)

	HIGH-risk accounts left for later
	The riskiest credentials live longest
	HIGH re-platformed outside wave 1 is a Finding; HIGH kept is a Warning naming the privilege to cut (NPI-MAT-07)

	A wave with no way back
	A failed conversion becomes an outage
	Each wave’s rollback from its members’ targets, a named rollback owner who is an enabled member, a review date and a 30-day parallel run (NPI-MAT-08)

	Workload ID Premium bought for identities it can’t cover
	Money spent on managed identities or multitenant apps; Tier 1 apps left unprotected after conversion
	Eligibility from the register; Tier 1 entries checked now and after conversion; units compared (NPI-MAT-09)

	Inputs that changed after review
	A decision on evidence the ISSO never saw
	Register and ownership files checked against their manifests; every input’s SHA-256 in this run’s manifest

	Retirement by this code
	An account deleted on a proposal
	Nothing here writes; Retire goes through Chapter 02’s orphan rule and the reviewed decommission process


[bookmark: _Toc00001428]Checklist
· Every account in the register has a proposal, or a finding naming the missing workload fact, and every out-of-scope row has its reason.
· Every account in scope has a disposition from its application owner, with who and when, and every target that differs from the matrix has a reason.
· No MSA or gMSA is planned for a dMSA, and every dMSA has its domain and host facts recorded.
· Every account kept on Kerberos has an SPN owner who is an enabled member, an end date by D08 and the authorizing official’s acceptance; every account kept in AD ends by program G5.
· Every HIGH-risk account is in wave 1, retired, or kept with the privilege cut assigned.
· Every wave has its rollback, a rollback owner, a review date and a 30-day parallel run.
· The D-NP4 decision is the CISO’s, its Tier 1 list holds only eligible identities, and the tenant’s units cover it.
· config/migration-matrix.json changed only in a reviewed pull request, and the manifest’s hashes match the files handed to the ISSO.
· The pinned Learn pages match their manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001430]Chapter 04 — App Management Policies and Certificate Rotation
A policy nobody can diff is a setting somebody changed once, and a certificate nobody rotates is an outage with a date on it.
[bookmark: _Toc00001431]In this chapter
The code behind the project plan’s tasks NP3.1, “new client secrets and symmetric keys blocked, certificates capped at 180 days for new apps; app instance property lock on owned apps,” and NP3.7, “certificates in Key Vault, rotated by the pipeline, raised before expiry and approved by the owner.” You start with Microsoft’s own samples: the Graph requests for the tenant default app management policy and app-specific policies, Learn’s procedure for configuring them, its request for adding a certificate to an app, and the Az.KeyVault examples that create a certificate from a policy. The repository keeps pinned copies, and you send them to fakes to see what they do and what they leave out. Then you use examples/non-person-identity for the rest: the policy as reviewed JSON with a diff, a dry run and -Apply, and rotation through Key Vault with an owner’s approval and an overlap. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant and a test key vault.
[bookmark: _Toc00001432]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 04 — App Management Policies and Certificate Rotation: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can hold the tenant’s app management policy in a reviewed file, compare it with the tenant, and apply the difference through a write path that can’t loosen it. You can find from code every certificate that needs rotating, and carry each one through the plan’s rotation: raised before expiry, approved by an owner, renewed in Key Vault, added beside the old one, verified, and the old one removed after the overlap. For each rule you can say whether it is Learn’s, Learn’s sample, or the program’s design.
Audience. Developers who build the project’s credential code, the identity engineers who run it, the application owners who approve rotations, and the ISSOs who review the evidence. You should read PowerShell 7 and know Chapters 01 and 02. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001434]The rules the code holds
What an app management policy is. Learn describes two kinds. The tenant default policy (tenantAppManagementPolicy) always exists, is disabled by default, and holds separate restrictions for application objects (apps homed in the tenant) and service principal objects (apps provisioned from another tenant). An app management policy (appManagementPolicy) is assigned to one application or service principal and overrides the default for the restrictions it defines; a restriction it sets to disabled doesn’t apply to that app, and one it doesn’t define falls back to the default. Only one app management policy can be assigned to an app. Restrictions apply to apps created after a date you choose, and neither kind blocks token issuance for an existing app: only the create or update that breaks the policy is refused.1 2 On v1.0, password credentials take passwordAddition, passwordLifetime, symmetricKeyAddition, symmetricKeyLifetime and customPasswordAddition; key credentials take asymmetricKeyLifetime, whose maxLifetime is an ISO 8601 duration.3 4 Beta adds more, among them trustedCertificateAuthority, audiences, the redirect URI restrictions and an audit state that evaluates a restriction without enforcing it.5
The program’s policy (Design guidance). Book 04, Chapter 05 adopts Microsoft’s recommended settings for every app created after the program’s effective date: new client secrets and symmetric keys blocked, certificates capped at 180 days. The code sets them on both application and service principal objects, because Learn’s admin center expects the application and service principal copies of a restriction to be in the same state and refuses to edit them otherwise.6 An app that can’t use a certificate gets a documented, time-limited exception (Book 04, Chapter 06): here, an app management policy with a record number and an end date. Existing workloads move onto certificates rotated at least annually while they’re remediated (Book 02, Chapter 09), so the cap the rotation checks is 180 days for apps created on or after the effective date and 365 days for older ones.
The app instance property lock. An app’s owner can lock the sensitive properties of its service principals (credentials used for verification and for signing, and the token encryption key ID) against change in any tenant, through the application’s servicePrincipalLockConfiguration. Since June 2026 the lock is enabled by default for new applications.7 8 Book 04 locks all sensitive properties on every app registration the program owns (Book 04, Chapter 05); the code reads “owned apps” as every app registration in Chapter 01’s register (research gaps, row 34).
Licensing. Learn’s Workload ID FAQ lists application management policies as a capability of both the free edition and Workload ID Premium.9 None of the Graph policy pages, nor Learn’s configuration procedure, names a license.10 6 So this chapter needs no Workload ID Premium, and decision D-NP4 doesn’t gate it (research gaps, row 31). Premium is what Chapter 08’s Conditional Access for workload identities needs.
Rotation (Design guidance). Book 04’s lifecycle has a fourth stage: rotation “is raised automatically before expiry and approved by the owner, so the app never depends on someone remembering” (Book 04, Chapter 05). Key Vault can renew a certificate on a schedule through its certificate policy’s lifetime actions,11 but Entra ID renews nothing on the app registration (Book 04’s certificates table). The code joins the two: a request raised raiseDays (60) before expiry; an approval from an owner who is an enabled member; the next version created in Key Vault from the vault’s existing policy; the new certificate added beside the old one; the owner’s record that the workload signs in with it; and, overlapDays (7) after the new certificate started, the old one removed. Secrets aren’t rotated in place: each is reported for replacement by a certificate or a federated credential (Chapter 05).
Which cloud, for these reads and writes
The policy and application calls go to Graph at graph.microsoft.com for Microsoft 365 GCC; GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us.12 Every policy page this chapter calls lists the global service, US Government L4 and US Government L5.13 10 14 2 Key Vault’s data plane is <vault>.vault.azure.net in commercial Azure, which GCC’s estate uses, and <vault>.vault.usgovcloudapi.net in Azure Government.15 The code takes the cloud as a required parameter and builds both hosts from it.
[bookmark: _Toc00001435]Start with Microsoft’s sample
What Microsoft gives you
Five Learn sources hold Microsoft’s procedure for this chapter. Update tenantAppManagementPolicy has the v1.0 PATCH that enables the default policy with secrets blocked and certificates capped; Create appManagementPolicy and Assign appliesTo create an app-specific policy and attach it to an app.10 14 2 Configure restrictions on how applications can be configured is the procedure, in the admin center and in Graph: block password addition tenant-wide, grant an app or a caller an exception, apply a restriction to one app, list custom policies, and put the policy back into the state the admin center expects.6 Add a certificate to an app by using Microsoft Graph PATCHes an application’s keyCredentials, once replacing the existing certificates and once keeping one.16 For Key Vault, Learn’s tutorial Configure certificate autorotation in Key Vault sets a certificate’s validity and its renewal action,11 and the Az.KeyVault examples create a certificate from a policy and set a policy.17 18 Chapter 02’s pinned Graph tutorial adds the lock samples and a default policy sample.19
The pinned copies
The samples exist only inside their pages, so the repository pins the page sources, unmodified:
· examples/third_party/graph-app-credential-policy-pages: the three policy pages and the certificate how-to from microsoftgraph/microsoft-graph-docs-contrib at commit bb35043, with the repository’s licenses (MIT for code, Creative Commons Attribution 4.0 for documentation).20
· examples/third_party/entra-app-management-policies-page: Learn’s procedure from MicrosoftDocs/entra-docs at commit 7f78b50 (MIT).21
· examples/third_party/az-keyvault-certificate-help: the Add-AzKeyVaultCertificate and Set-AzKeyVaultCertificatePolicy help pages from Azure/azure-powershell at commit 3c18cda, under the Microsoft Software License Terms for Azure PowerShell.22 Learn’s Key Vault autorotation tutorial left the public azure-docs repository in August 2024 and isn’t published elsewhere, so it is cited and not pinned (research gaps, row 39).
Each snapshot.json records every file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to each upstream file. Updating a copy is a reviewed pull request.
tests/CredentialPolicySampleHarness.ps1 finds each HTTP request in a pinned page, by its name or its place, parses the method, URL, headers and body, and sends it unmodified to the fake Graph, which evaluates the v1.0 restriction types, replaces a restriction collection as a PATCH does, holds one policy per app, and refuses a new certificate longer than the effective cap. The Az examples run against stand-ins for the cmdlets that call a fake Key Vault.
What it leaves to you
Each row is pinned by a test in the Microsoft samples block of tests/NpiCredentialPolicy.Tests.ps1; what the code adds in each row is pinned in its blocks for the policy, the rotation and the write path.
	Microsoft’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Update tenantAppManagementPolicy enables the default with secrets blocked and certificates capped
	—
	Kept as the model for the PATCH

	Its start dates (2015 to 2021) reach existing apps, and its cap is 30 days
	Sent as written, it refuses the next 180-day certificate on an app created years ago
	One effective date from the reviewed file, for new apps only; existing apps are rotated under their own cap

	Sets no state on any restriction
	What Graph does with a restriction without a state isn’t stated (research gaps, row 32)
	Every restriction carries an explicit state

	Isn’t strict JSON (a trailing comma)
	PowerShell forgives it; a JSON library doesn’t
	Bodies are built as data and serialized

	Sets application restrictions only
	The admin center expects the application and service principal copies in the same state
	Both objects get the same restrictions

	Learn’s procedure PATCH names two restrictions; a PATCH replaces the collection, so a restriction it doesn’t name is dropped
	Learn says to include the existing ones; a script that forgets turns one off
	The body carries every restriction the tenant has, and the writer refuses a body that loosens or drops one

	Learn’s procedure sends every policy request to /beta
	Beta isn’t supported in production
	v1.0 throughout

	Create appManagementPolicy makes a policy
	—
	Kept as the model for an exception, with the record and end date in the name and description

	Assign appliesTo sends a literal {id}, and a second policy on the same app is refused
	An app takes one policy
	The plan checks every policy’s assignments first (ForeignPolicyAssigned, NPI-POL-04)

	The Graph tutorial’s default policy sample uses certificateLifetime, which v1.0 refuses, and labels a PATCH with a read permission
	Copied, it fails, or it’s run with the wrong permission
	Only v1.0 restriction types; the call list holds Policy.ReadWrite.ApplicationConfiguration for writes and Policy.Read.All for reads

	The tutorial locks one app’s properties on /beta and reads nothing first
	The plan’s task is every app the program owns
	The lock state of every app registration in the register, read on v1.0; only unlocked or partly locked apps are written

	Every Graph sample hard-codes graph.microsoft.com
	The host is wrong for GCC High and DoD
	The host from the cloud table, checked on every request

	Add a certificate’s first PATCH replaces every certificate the app had
	The old certificate disappears the moment the new one is added: no overlap
	An attach keeps every existing certificate with its key and adds exactly one

	Its second PATCH keeps the old certificate by a thumbprint written as hex text, with no keyId
	How Graph matches a kept entry isn’t stated (research gaps, row 37)
	Kept certificates are sent with keyId, type, usage, key and displayName

	Its certificate lasts 364 days; the page allows up to a year
	Over the 180-day cap for new apps
	Lifetime checked against the app’s cap before the attach (LifetimeOverCap)

	Add-AzKeyVaultCertificate’s example asks for 6 months, more than 180 days, as its own output shows
	Six months is 181 to 184 days
	A certificate policy longer than the cap stops the renewal (KeyVaultPolicyOverCap; research gaps, row 39)

	Its code and output share one block
	It can’t be run as published
	The harness runs its command lines

	Set-AzKeyVaultCertificatePolicy’s example sets no lifetime action
	Nothing renews and nobody is told
	The rotation is raised by this code from the register, whatever the vault’s lifetime actions

	Key Vault renews; nothing in the samples puts the certificate on the app registration, asks the owner or removes the old one
	The plan’s NP3.7 is left to you
	The rotation plan: raise, approve, renew, attach, verify, overlap, remove


The verdict. Use the v1.0 policy requests and the certificate PATCH as the models for the writes, and Learn’s procedure for what the admin center expects. Don’t run them as published: their dates reach existing apps, their PATCHes replace collections, and none of them raises, approves or overlaps a rotation.
[bookmark: _Toc00001436]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiCredentialPolicy/NpiCredentialPolicy.psm1; three entry scripts, Invoke-NpiCredentialPolicy.ps1 and Invoke-NpiRotation.ps1, which only read, and Invoke-NpiCredentialAction.ps1, the write path; the call list config/calls-ch04.json; the reviewed policy config/app-management-policy.json; the rotation rules config/rotation.json; and three input files kept with the records.
The inputs
	File
	Who keeps it
	What it holds

	Chapter 01’s run folder
	The pipeline
	register.json and manifest.json; both reads refuse a register whose SHA-256 isn’t the manifest’s

	config/app-management-policy.json
	Identity engineering, through a reviewed pull request
	The effective date, the default restrictions and the objects they apply to, each exception with its record, app, end date and restrictions, and the lock

	config/rotation.json
	Identity engineering
	raiseDays 60, overlapDays 7, approvalValidDays 30, maxLifetimeDays 180, legacyMaxLifetimeDays 365, maxPlanAgeDays 7

	certificate-bindings.csv
	Application owners
	For each app: AppObjectId, Vault, CertificateName

	rotation-approvals.csv
	Application owners
	RequestId, ApprovedBy, ApprovedOn

	rotation-verifications.csv
	Application owners
	RequestId, NewThumbprint, VerifiedBy, VerifiedOn: the workload signs in with the new certificate


A request ID is ROT:<app object ID>:<keyId of the certificate being replaced>, so it stays the same from the first raise to the removal.
The policy: read, compare, plan
Get-NpiAppPolicyState reads, through a reader for the app-policy task, the default policy, every app management policy with what it applies to, and each app registration’s createdDateTime and servicePrincipalLockConfiguration. Compare-NpiAppPolicy compares the default with the file, restriction by restriction, on both objects:
	Change
	Meaning
	In the PATCH body

	Add, Change
	The tenant lacks the program’s restriction, or holds a weaker one
	The program’s restriction, state explicit, the effective date

	KeepStricter
	The tenant already holds it enabled, from an earlier date, or with a shorter lifetime
	The tenant’s, unchanged

	KeepExisting
	A restriction the file doesn’t name
	The tenant’s, unchanged

	Same
	Nothing to do
	Unchanged


The body is merged: every restriction the tenant already has is in it, so the PATCH never drops one and never loosens one. New-NpiPolicyPlan turns the diff, the exceptions and the locks into actions. Nothing in it writes.
	Action
	When
	Writes?

	PatchDefaultPolicy
	The diff has an Add or Change. Precheck: the SHA-256 of the default policy as it was read
	Yes, after review

	DefaultPolicyInPlace
	The default already holds the file’s restrictions
	No

	CreateAppPolicy, AssignAppPolicy
	An exception in force with no policy yet, or not yet assigned
	Yes, after review

	AppPolicyInPlace, AssignmentInPlace, AppPolicyDrift
	The exception’s policy exists, is assigned, or differs from the file (a person updates it)
	No

	ForeignPolicyAssigned
	The app already holds another policy, and an app takes one
	No

	ExceptionExpired
	The exception’s end date has passed: a person removes the assignment through the reviewed process
	No

	LockApp
	An app registration with no lock, a disabled lock, or only some properties locked
	Yes, after review

	AlreadyLocked
	All sensitive properties locked
	No



	Rule
	Severity
	What it flags

	NPI-POL-01
	Finding
	A default restriction the tenant doesn’t hold yet

	NPI-POL-02
	Warn
	An app management policy that isn’t in the reviewed file, with the apps it applies to. The code never changes or deletes it

	NPI-POL-03
	Finding
	An expired exception whose policy is still assigned

	NPI-POL-04
	Finding
	An exception that can’t be assigned: the app holds another policy

	NPI-POL-05
	Info
	A restriction kept as the tenant has it (KeepStricter, KeepExisting)

	NPI-POL-06
	Finding
	An app registration without the full app instance property lock


Rotation: the plan
New-NpiRotationPlan reads, through a reader for the rotation task, each app registration in the register with $select=keyCredentials,passwordCredentials (a credential’s key comes back only on a single-object read that selects it23), its Key Vault certificate’s current version from the binding, its owners, and the approver. It matches an app’s certificate to Key Vault’s by thumbprint: Key Vault’s x5t, and Graph’s customKeyIdentifier, which defaults to the certificate’s thumbprint23 (research gaps, row 36). Each certificate gets one step:
	Action
	When
	Writes?

	NotDue
	Key Vault’s current certificate is the app’s, and it expires more than 60 days away
	No

	AwaitOwnerApproval
	Due, or Key Vault holds a newer certificate, and no owner has approved; a request is written to rotation-requests.json
	No

	ApprovalRefused
	The approver isn’t an enabled member, isn’t an owner, or approved more than 30 days ago
	No

	KeyVaultPolicyOverCap
	Key Vault’s policy would make the next version longer than the app’s cap (months × 31 days)
	No

	RenewInKeyVault
	Due and approved: POST /certificates/{name}/create with an empty body, so the vault’s own policy makes the next version.24 Precheck: the vault’s current x5t
	Yes, after review

	LifetimeOverCap, KeyVaultCertificateExpired
	Key Vault’s new certificate is longer than the cap, or already expired
	No

	AttachNewCertificate
	Key Vault’s current certificate isn’t on the app, and an owner approved: PATCH /applications/{id} with every existing certificate and the new one. Precheck: the app’s keyIds and the vault’s thumbprint
	Yes, after review

	AwaitVerification
	The new certificate is on the app beside the old one; its owner hasn’t recorded that the workload signs in with it
	No

	OverlapRunning
	Verified, but fewer than 7 days since the new certificate started
	No

	RemoveOldCertificate
	Verified and the overlap passed: PATCH /applications/{id} with every certificate except the old one
	Yes, after review

	Expired
	The certificate expired with no replacement
	No

	NoKeyVaultBinding
	A certificate with no Key Vault binding
	No

	ReplaceSecret
	A client secret: replaced by a certificate or federation (Chapter 05), not rotated
	No



	Rule
	Severity
	What it flags

	NPI-ROT-01
	Finding
	A rotation due, or a new certificate waiting, with no owner’s approval

	NPI-ROT-02
	Finding
	A certificate credential with no Key Vault binding

	NPI-ROT-03
	Finding
	A certificate, or Key Vault’s current one, expired with no replacement

	NPI-ROT-04
	Warn
	An approval refused

	NPI-ROT-05
	Finding
	A certificate, a Key Vault certificate or a Key Vault policy longer than the app’s cap

	NPI-ROT-06
	Info
	A client secret: replace, don’t rotate

	NPI-ROT-07
	Info
	A new certificate awaiting the owner’s verification


Both plans are written with the register’s SHA-256, the tenant, the cloud and the date, keys sorted, so the same inputs give the same file byte for byte and a reviewer approves a hash.
The separate write path
Invoke-NpiCredentialAction.ps1 is the only code in this chapter that can write, through a client for the plan’s task (policy-apply or rotation-apply). It refuses to run unless the plan file’s SHA-256 is the one passed as -ApprovedSha256, the plan is for this tenant, cloud and task and no more than seven days old, and each write is a declared call with the declared method on this cloud’s host. Bodies are checked against what the call list allows:
· the default policy PATCH sets only isEnabled (true), applicationRestrictions and servicePrincipalRestrictions, only v1.0 restriction types, and, checked again against the policy read just before the write, never loosens or drops a live restriction;
· a policy create carries a name and a description; an assignment names an app management policy on this cloud’s host;
· the lock body is exactly {"isEnabled": true, "allProperties": true};
· an attach keeps every planned keyId and adds exactly one certificate; a removal drops only the planned old certificates and keeps the new one; every credential is an AsymmetricX509Cert for Verify with its public key;
· the Key Vault create body is empty: the rotation never changes a certificate policy;
· DELETE and PUT are never sent.
The rotation is a person’s delegated run, and Chapter 10’s drift check relies on that. The credential log Chapter 10 reads (fmp-npi-credential-log/1) records, for each credential a rotation added, the object ID and key ID, the change record and the operator: the object ID of the person who signed in and sent the rotation. A credential counts as the rotation’s only when the audit log’s initiator is that person. No kit module writes the log yet; the change record for the rotation names the person, and that is where operator comes from. Design guidance.
Before each write it re-reads the target and skips the write if the precheck no longer holds: the default policy changed since the diff was reviewed, a policy with the exception’s name exists, the app already holds a policy, the app is already locked, the app’s certificates or the vault’s current version changed. Without -Apply it stops after the prechecks and reports WouldSend. With -Apply it sends, polls a Key Vault create until it completes,25 and records every request in its manifest. A live run is delegated: a person signed in with Security Administrator and Cloud Application Administrator (or Application Administrator) for a policy run, and, for a rotation, Cloud Application Administrator and Key Vault Certificates Officer on the vault.
	Task
	Calls
	Permissions and roles

	app-policy (read)
	GET /policies/defaultAppManagementPolicy, /policies/appManagementPolicies, .../{id}/appliesTo, /applications/{id}
	Application.Read.All, Policy.Read.All13 26 27 28

	policy-apply (write, delegated only)
	The reads; PATCH /policies/defaultAppManagementPolicy; POST /policies/appManagementPolicies; POST /applications/{id}/appManagementPolicies/$ref; PATCH /applications/{id} (lock)
	Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration; Security Administrator and Cloud Application Administrator or Application Administrator10 14 2 29

	rotation (read)
	GET /applications/{id}, .../owners, /users/{id}; Key Vault GET /certificates/{name}
	Application.Read.All, User.Read.All; Key Vault Reader30 (research gaps, row 35)

	rotation-apply (write, delegated only)
	GET /applications/{id}; Key Vault GET /certificates/{name}, POST .../create, GET .../pending; PATCH /applications/{id} (keyCredentials)
	Application.Read.All, Application.ReadWrite.All; Key Vault Reader, Key Vault Certificates Officer; Cloud Application Administrator29 31


Application.ReadWrite.All is the least-privileged delegated permission for updating an application; the application permission Application.ReadWrite.OwnedBy reaches only apps the caller owns.29 Learn’s addKey and removeKey let an app roll its own keys with a proof of possession signed by an existing certificate, and no permission at all; they can’t be used by an app with no valid certificate.32 The program’s path is a person’s reviewed run instead, because the plan asks for the owner’s approval (research gaps, row 37).
The tests
Pester 5 under PowerShell 7. tests/NpiCredentialPolicy.Tests.ps1 holds this chapter’s 51: 19 for Microsoft’s samples as published, 5 for the call list (the least-privilege union among them), 10 for the policy, 9 for the rotation, including one that runs a whole rotation in one tenant from renewal to removal, 7 for the write path’s refusals, dry run, prechecks and -Apply, and the entry scripts.
[bookmark: _Toc00001437]Illustrative code
The commands below send Microsoft’s pinned samples to a fake, and run the example against a fictional tenant and vault. -Apply in Lab 1 changes only the fake, in memory. Review the code, and run Lab 2 in a test tenant and a test vault, before it reads or writes a real one.
[bookmark: _Toc00001438]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity. First make Chapter 01’s out/inventory (Lab 1 of Chapter 01, step 3):
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory

# Step 1: Send Microsoft's samples to the fakes
Invoke-Pester -Path tests/NpiCredentialPolicy.Tests.ps1 -FullNameFilter '*Microsoft*samples*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task needs
Import-Module ./powershell/NpiCredentialPolicy/NpiCredentialPolicy.psm1
foreach ($t in 'app-policy', 'policy-apply', 'rotation', 'rotation-apply') { $p = Get-NpiCh04RequiredPermission -Task $t; "$t : " + (($p.GraphPermissions + $p.AzureRoles) -join ', ') }

# Step 3: Compare the policy and build its plan
./Invoke-NpiCredentialPolicy.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy

# Step 4: Read the diff
Get-Content out/policy/policy-diff.json -Raw | ConvertFrom-Json | Format-Table Scope, RestrictionType, Change, Desired

# Step 5: Dry-run the policy plan with its approved hash, apply it to the fake, then try a hash nobody approved
$sha = (Get-FileHash out/policy/policy-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy/policy-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy-dryrun
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy/policy-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy-apply -Apply
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy/policy-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy-x

# Step 6: Build the rotation plan
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory -InputPath tests/fixtures/ch04/inputs -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/rotation

# Step 7: Read the plan
(Get-Content out/rotation/rotation-plan.json -Raw | ConvertFrom-Json).actions | Format-Table Action, Name, Write

# Step 8: Dry-run the rotation, then apply it to the fake
$sha = (Get-FileHash out/rotation/rotation-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation/rotation-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/rotation-dryrun
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation/rotation-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/rotation-apply -Apply

# Step 9: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-1.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
It prints the three lines of Chapter 01’s step 3, ending Written to out/inventory.
1. Send Microsoft’s samples to the fakes:
· Invoke-Pester -Path tests/NpiCredentialPolicy.Tests.ps1 -FullNameFilter '*Microsoft*samples*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 19, FailedCount 0, NotRunCount 32 (the 32 are the code’s own tests). Read the test that sends Learn’s procedure PATCH: the tenant’s customPasswordAddition is gone afterward.
1. List what each task needs:
· Import-Module ./powershell/NpiCredentialPolicy/NpiCredentialPolicy.psm1
foreach ($t in 'app-policy', 'policy-apply', 'rotation', 'rotation-apply') { $p = Get-NpiCh04RequiredPermission -Task $t; "$t : " + (($p.GraphPermissions + $p.AzureRoles) -join ', ') }
· app-policy : Application.Read.All, Policy.Read.All
policy-apply : Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
rotation : Application.Read.All, User.Read.All, Key Vault Reader
rotation-apply : Application.Read.All, Application.ReadWrite.All, Key Vault Certificates Officer, Key Vault Reader
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Compare the policy and build its plan:
· ./Invoke-NpiCredentialPolicy.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy
· Policy: tenant default disabled; 1 app management policies; 7 app registrations
Diff: 6 Add, 1 Change, 1 KeepExisting
Findings: 12 Finding, 1 Warn, 1 Info
Policy plan: 10 actions, 8 of them writes (1 AssignAppPolicy, 1 CreateAppPolicy, 5 LockApp, 1 PatchDefaultPolicy); nothing sent
Plan SHA-256: 2d4c419a05b7792470e59a5969f94f1b6452cba079a47595336c4d451cbfa809
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The plan’s hash is the same on every run with these inputs.
1. Read the diff:
· Get-Content out/policy/policy-diff.json -Raw | ConvertFrom-Json | Format-Table Scope, RestrictionType, Change, Desired
· Scope                        RestrictionType        Change       Desired
-----                        ---------------        ------       -------
policy                       isEnabled              Change       true
applicationRestrictions      passwordAddition       Add          enabled for apps created after 2026-11-15
applicationRestrictions      symmetricKeyAddition   Add          enabled for apps created after 2026-11-15
applicationRestrictions      customPasswordAddition KeepExisting (not in the reviewed file)
applicationRestrictions      asymmetricKeyLifetime  Add          enabled P180D for apps created after 2026-11-15
servicePrincipalRestrictions passwordAddition       Add          enabled for apps created after 2026-11-15
servicePrincipalRestrictions symmetricKeyAddition   Add          enabled for apps created after 2026-11-15
servicePrincipalRestrictions asymmetricKeyLifetime  Add          enabled P180D for apps created after 2026-11-15
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The tenant’s customPasswordAddition stays in the PATCH body. The one Warn is NPI-POL-02: Vendor portal legacy exception, an app management policy on Vendor Portal that nobody reviewed. The plan reports it and never touches it. Five apps get the lock: Payroll Export, Build Pipeline and Mail Automation have none, Legacy Reports has it disabled, and Vendor Portal locks only some properties; HR Connector and Deploy Bot are already fully locked.
1. Dry-run the policy plan with its approved hash, apply it to the fake, then try a hash nobody approved:
· $sha = (Get-FileHash out/policy/policy-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy/policy-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy-dryrun
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy/policy-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy-apply -Apply
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy/policy-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/policy-x
· DryRun: 8 WouldSend
  WouldSend PatchDefaultPolicy   PATCH https://graph.microsoft.com/v1.0/policies/defaultAppManagementPolicy
  WouldSend CreateAppPolicy      POST  https://graph.microsoft.com/v1.0/policies/appManagementPolicies
  WouldSend AssignAppPolicy      POST  https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000006/appManagementPolicies/$ref
  WouldSend LockApp              PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000001
  WouldSend LockApp              PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000003
  WouldSend LockApp              PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000004
  WouldSend LockApp              PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000005
  WouldSend LockApp              PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000006
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Then Apply: 8 Sent, and the refusal: The plan's SHA-256 is 2d4c419a…, not the approved 0000…; refusing to run a plan nobody reviewed.
1. Build the rotation plan:
· ./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory -InputPath tests/fixtures/ch04/inputs -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/rotation
· Rotation: 7 app registrations read; 7 steps
Findings: 2 Finding, 0 Warn, 3 Info; 0 requests for owners
Rotation plan: 3 writes (1 AttachNewCertificate, 1 RemoveOldCertificate, 1 RenewInKeyVault); nothing sent
Plan SHA-256: d54726465dddc6ccdf03d9df2137e77e31547e9aade890d11bd7053653fa0d8f
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the plan:
· (Get-Content out/rotation/rotation-plan.json -Raw | ConvertFrom-Json).actions | Format-Table Action, Name, Write
· Action               Name            Write
------               ----            -----
AttachNewCertificate Deploy Bot       True
RemoveOldCertificate HR Connector     True
ReplaceSecret        Legacy Reports  False
NoKeyVaultBinding    Legacy Reports  False
ReplaceSecret        Mail Automation False
ReplaceSecret        Payroll Export  False
RenewInKeyVault      Vendor Portal    True
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Vendor Portal’s certificate expires December 1, inside the 60 days, and Erin, an enabled member who owns it, approved on October 28: renew it in Key Vault. Key Vault renewed Deploy Bot’s on its own lifetime action on October 25 and Carol approved: add the new certificate beside the old one. HR Connector’s new certificate started October 20, Alice verified it on October 22 and the 7 days have passed: remove the old one. Legacy Reports’ certificate isn’t in Key Vault and lasts 730 days (NPI-ROT-02 and NPI-ROT-05), and three apps still have secrets (NPI-ROT-06).
1. Dry-run the rotation, then apply it to the fake:
· $sha = (Get-FileHash out/rotation/rotation-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation/rotation-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/rotation-dryrun
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation/rotation-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/rotation-apply -Apply
· DryRun: 3 WouldSend
  WouldSend AttachNewCertificate PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000007
  WouldSend RemoveOldCertificate PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000002
  WouldSend RenewInKeyVault      POST  https://kv-npi-contoso.vault.azure.net/certificates/vendor-portal/create?api-version=2025-07-01
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Then Apply: 3 Sent. out/rotation-apply/results.json tells you what’s next for each: record the verification when Deploy Bot signs in with 26D76A71…; the old HR Connector certificate is removed; for Vendor Portal, “Key Vault created the next version; plan again to attach it after review.” Each run starts from the fixture, so the next plan is a new review: the test runs a whole rotation in one tenant carries Vendor Portal through every step.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing across the example, this chapter’s 51 among them; out/policy/manifest.json listing the reads with Application.Read.All and Policy.Read.All and the SHA-256 of the register, the reviewed file and the default policy as read; out/rotation-apply/manifest.json listing the prechecks, the two PATCHes, the Key Vault create and its poll. Delete out when you’re done:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/04-11.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001439]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud and a test key vault using Azure RBAC, never production, with fictional people, and Chapter 01’s Lab 2 run (out/inventory-test). Copy config/app-management-policy.json and config/rotation.json to a test folder for the values below; the reviewed files don’t change. Work in examples/non-person-identity on Chapter 01’s test host. You’ll replace: <tenant-id> (the test tenant’s ID), <inventory-app-id> and <inventory-thumbprint> (Chapter 01’s reading app and its certificate), <app-id> and <thumbprint> (an app holding only Application.Read.All and Policy.Read.All, and its certificate), <test-domain> (the test domain’s DNS name), <test-copy> (the test folder for the two copied files), <inputs> (a folder for this lab’s input files), <vault-name> (the test key vault’s name), <cert-app-object-id> and <cert-app-client-id> (the Object ID and Application (client) ID of npi-test-cert), <owner-upn> (one of npi-test-cert’s test owners), <new-thumbprint> (the renewed certificate’s thumbprint), and <sha>, <sha2>, <sha3>, <sha4> (each plan’s SHA-256, as the reviewer passes it to you).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
New-Item -ItemType Directory -Force <test-copy> | Out-Null
Copy-Item config/app-management-policy.json, config/rotation.json <test-copy>/

# Step 1: Prepare
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
$policy = New-AzKeyVaultCertificatePolicy -SecretContentType "application/x-pkcs12" -SubjectName "CN=npi-test-cert" -IssuerName "Self" -ValidityInMonths 5 -ReuseKeyOnRenewal
Add-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert -CertificatePolicy $policy
Get-AzKeyVaultCertificateOperation -VaultName <vault-name> -Name npi-test-cert

# Step 1: Prepare
[IO.File]::WriteAllBytes("$PWD/npi-test-cert.cer", (Get-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert).Certificate.RawData)

# Step 1: Prepare
New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'certificate-bindings', 'rotation-approvals', 'rotation-verifications') { Get-Content tests/fixtures/ch04/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
Add-Content <inputs>/certificate-bindings.csv '<cert-app-object-id>,npi-test-cert,<vault-name>,npi-test-cert'
(Get-Content <test-copy>/app-management-policy.json -Raw) -replace '"effectiveDate": "[^"]*"', ('"effectiveDate": "{0:yyyy-MM-dd}T00:00:00Z"' -f (Get-Date).AddDays(-1)) | Set-Content <test-copy>/app-management-policy.json -NoNewline
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test

# Step 2: Read and plan the policy
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiCredentialPolicy.ps1 -Cloud gcc -RegisterRun out/inventory-test -ConfigPath <test-copy>/app-management-policy.json -OutputPath out/policy-test

# Step 2: Read and plan the policy
(Get-FileHash out/policy-test/policy-plan.json -Algorithm SHA256).Hash.ToLower()

# Step 3: Review, dry-run and apply
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy-test/policy-plan.json -ApprovedSha256 <sha> -OutputPath out/policy-test-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy-test/policy-plan.json -ApprovedSha256 <sha> -OutputPath out/policy-test-apply -Apply

# Step 3: Review, dry-run and apply
Invoke-MgGraphRequest -Uri https://graph.microsoft.com/v1.0/policies/defaultAppManagementPolicy | ConvertTo-Json -Depth 10

# Step 4: Check the policy
$policy12 = New-AzKeyVaultCertificatePolicy -SecretContentType "application/x-pkcs12" -SubjectName "CN=npi-test-cert-12m" -IssuerName "Self" -ValidityInMonths 12
Add-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert-12m -CertificatePolicy $policy12
Get-AzKeyVaultCertificateOperation -VaultName <vault-name> -Name npi-test-cert-12m

# Step 4: Check the policy
[IO.File]::WriteAllBytes("$PWD/npi-test-cert-12m.cer", (Get-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert-12m).Certificate.RawData)

# Step 4: Check the policy
(Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/v1.0/applications/<cert-app-object-id>?`$select=servicePrincipalLockConfiguration").servicePrincipalLockConfiguration | ConvertTo-Json

# Step 5: Raise the rotation
(Get-Content <test-copy>/rotation.json -Raw) -replace '"raiseDays": \d+', '"raiseDays": 200' | Set-Content <test-copy>/rotation.json -NoNewline
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, User.Read.All
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test
$req = Get-Content out/rotation-test/rotation-requests.json -Raw | ConvertFrom-Json | Where-Object Application -eq 'npi-test-cert'
$req | Format-List RequestId, Expires, Owners, Status

# Step 5: Raise the rotation
Add-Content <inputs>/rotation-approvals.csv "$($req.RequestId),<owner-upn>,$(Get-Date -Format yyyy-MM-dd)"
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test-renew
(Get-Content out/rotation-test-renew/rotation-plan.json -Raw | ConvertFrom-Json).actions | Format-Table Action, Name, Write

# Step 6: Renew and attach
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-renew/rotation-plan.json -ApprovedSha256 <sha2> -OutputPath out/rotation-test-renew-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-renew/rotation-plan.json -ApprovedSha256 <sha2> -OutputPath out/rotation-test-renew-apply -Apply
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test-attach

# Step 6: Renew and attach
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-attach/rotation-plan.json -ApprovedSha256 <sha3> -OutputPath out/rotation-test-attach-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-attach/rotation-plan.json -ApprovedSha256 <sha3> -OutputPath out/rotation-test-attach-apply -Apply

# Step 7: Verify, then remove
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <cert-app-client-id> -CertificateThumbprint <new-thumbprint>
Add-Content <inputs>/rotation-verifications.csv "$($req.RequestId),<new-thumbprint>,<owner-upn>,$(Get-Date -Format yyyy-MM-dd)"

# Step 7: Verify, then remove
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test-remove

# Step 7: Verify, then remove
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-remove/rotation-plan.json -ApprovedSha256 <sha4> -OutputPath out/rotation-test-remove-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-remove/rotation-plan.json -ApprovedSha256 <sha4> -OutputPath out/rotation-test-remove-apply -Apply
(Invoke-MgGraphRequest -Uri https://graph.microsoft.com/v1.0/applications/<cert-app-object-id>).keyCredentials | ForEach-Object { '{0} {1}' -f $_.keyId, $_.endDateTime }

# Step 8: Back it out
Remove-Item -Recurse -Force out/policy-test*, out/rotation-test*
The copies:
New-Item -ItemType Directory -Force <test-copy> | Out-Null
Copy-Item config/app-management-policy.json, config/rotation.json <test-copy>/
1. Prepare. Two test app registrations: npi-test-cert, with two test owners who are enabled members, and npi-test-secret. In the test vault, create a self-signed certificate npi-test-cert with a validity of 5 months, as Learn’s tutorial does with the portal or Add-AzKeyVaultCertificate, and upload its public certificate to npi-test-cert. Add a row for it to certificate-bindings.csv. In your test copy of the policy, set the effective date to yesterday, so the two test apps are covered.
52. In the Microsoft Entra admin center, Entra ID > App registrations > New registration: register npi-test-cert, then npi-test-secret. On npi-test-cert, Owners > Add owners, and add the two test owners.
52. Signed in to Azure as a person who can create certificates in the test vault, create the certificate with Add-AzKeyVaultCertificate’s example 1, renamed and set to 5 months:
· Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
$policy = New-AzKeyVaultCertificatePolicy -SecretContentType "application/x-pkcs12" -SubjectName "CN=npi-test-cert" -IssuerName "Self" -ValidityInMonths 5 -ReuseKeyOnRenewal
Add-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert -CertificatePolicy $policy
Get-AzKeyVaultCertificateOperation -VaultName <vault-name> -Name npi-test-cert
· When the operation’s Status is completed, save its public certificate:
· [IO.File]::WriteAllBytes("$PWD/npi-test-cert.cer", (Get-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert).Certificate.RawData)
52. On npi-test-cert, Certificates & secrets > Certificates > Upload certificate, upload npi-test-cert.cer, and select Add.
52. Make the three input files with the fixture’s headers, add the binding, move the test copy’s effective date to yesterday, and read the register again so it holds the two apps:
· New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'certificate-bindings', 'rotation-approvals', 'rotation-verifications') { Get-Content tests/fixtures/ch04/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
Add-Content <inputs>/certificate-bindings.csv '<cert-app-object-id>,npi-test-cert,<vault-name>,npi-test-cert'
(Get-Content <test-copy>/app-management-policy.json -Raw) -replace '"effectiveDate": "[^"]*"', ('"effectiveDate": "{0:yyyy-MM-dd}T00:00:00Z"' -f (Get-Date).AddDays(-1)) | Set-Content <test-copy>/app-management-policy.json -NoNewline
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
1. Read and plan the policy with an app or a person holding only Application.Read.All and Policy.Read.All (Global Reader for a person):
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiCredentialPolicy.ps1 -Cloud gcc -RegisterRun out/inventory-test -ConfigPath <test-copy>/app-management-policy.json -OutputPath out/policy-test
· Keep out/policy-test/default-policy-before.json: it’s the back-out. The reviewer reads out/policy-test/policy-plan.json and computes the hash they pass you as <sha>:
· (Get-FileHash out/policy-test/policy-plan.json -Algorithm SHA256).Hash.ToLower()
1. Review, dry-run and apply, signed in as a person with Security Administrator and Cloud Application Administrator (or Application Administrator):
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy-test/policy-plan.json -ApprovedSha256 <sha> -OutputPath out/policy-test-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/policy-test/policy-plan.json -ApprovedSha256 <sha> -OutputPath out/policy-test-apply -Apply
· Record whether Cloud Application Administrator alone was enough, as confirmation only (research gaps, row 33) and the state Graph returns for each restriction (row 32). In the admin center, Entra ID > Enterprise apps > Application policies should show Block password addition and Restrict max certificate lifetime on, with no “modified outside of this interface” message.6 This reads the default policy back:
· Invoke-MgGraphRequest -Uri https://graph.microsoft.com/v1.0/policies/defaultAppManagementPolicy | ConvertTo-Json -Depth 10
1. Check the policy. Try to add a client secret to npi-test-secret, and a 12-month certificate to npi-test-cert: both should be refused. Check that npi-test-cert’s lock shows all properties.
55. On npi-test-secret, Certificates & secrets > Client secrets > New client secret, then Add: refused.
55. Make a 12-month certificate in the test vault:
· $policy12 = New-AzKeyVaultCertificatePolicy -SecretContentType "application/x-pkcs12" -SubjectName "CN=npi-test-cert-12m" -IssuerName "Self" -ValidityInMonths 12
Add-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert-12m -CertificatePolicy $policy12
Get-AzKeyVaultCertificateOperation -VaultName <vault-name> -Name npi-test-cert-12m
· When its Status is completed, save its public certificate:
· [IO.File]::WriteAllBytes("$PWD/npi-test-cert-12m.cer", (Get-AzKeyVaultCertificate -VaultName <vault-name> -Name npi-test-cert-12m).Certificate.RawData)
55. On npi-test-cert, Certificates & secrets > Certificates > Upload certificate, upload npi-test-cert-12m.cer, then Add: refused.
55. Read the lock:
· (Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/v1.0/applications/<cert-app-object-id>?`$select=servicePrincipalLockConfiguration").servicePrincipalLockConfiguration | ConvertTo-Json
1. Raise the rotation. In your test copy of rotation.json, set raiseDays above the certificate’s remaining days. Run Invoke-NpiRotation.ps1 with -ConfigPath and -PolicyPath set to the test copies; npi-test-cert should be AwaitOwnerApproval with a request in rotation-requests.json. Have one test owner add the approval, and run it again: RenewInKeyVault. These commands set raiseDays to 200, above a 5-month certificate’s days, and plan, signed in with the rotation task’s permissions (Lab 1, step 2) and Key Vault Reader on the test vault:
· (Get-Content <test-copy>/rotation.json -Raw) -replace '"raiseDays": \d+', '"raiseDays": 200' | Set-Content <test-copy>/rotation.json -NoNewline
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, User.Read.All
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test
$req = Get-Content out/rotation-test/rotation-requests.json -Raw | ConvertFrom-Json | Where-Object Application -eq 'npi-test-cert'
$req | Format-List RequestId, Expires, Owners, Status
· The test owner adds the approval, dated today, and the rotation is planned again:
· Add-Content <inputs>/rotation-approvals.csv "$($req.RequestId),<owner-upn>,$(Get-Date -Format yyyy-MM-dd)"
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test-renew
(Get-Content out/rotation-test-renew/rotation-plan.json -Raw | ConvertFrom-Json).actions | Format-Table Action, Name, Write
1. Renew and attach, signed in to Graph as in step 3 and to Azure as a person with Key Vault Certificates Officer on the test vault (Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>): dry-run and apply the plan, plan again (AttachNewCertificate), review, dry-run and apply. Record whether Key Vault Reader alone returns cer and x5t for the read (row 35), whether the thumbprint match held (row 36), and whether Invoke-AzRestMethod -ResourceId reached the vault (row 38). The reviewer passes you out/rotation-test-renew/rotation-plan.json’s SHA-256 as <sha2>:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-renew/rotation-plan.json -ApprovedSha256 <sha2> -OutputPath out/rotation-test-renew-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-renew/rotation-plan.json -ApprovedSha256 <sha2> -OutputPath out/rotation-test-renew-apply -Apply
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test-attach
· The reviewer passes you out/rotation-test-attach/rotation-plan.json’s SHA-256 as <sha3>:
· ./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-attach/rotation-plan.json -ApprovedSha256 <sha3> -OutputPath out/rotation-test-attach-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-attach/rotation-plan.json -ApprovedSha256 <sha3> -OutputPath out/rotation-test-attach-apply -Apply
1. Verify, then remove. Sign in as the app with the new certificate, as Learn’s how-to does with Connect-MgGraph -CertificateThumbprint,16 add the verification row, and after the overlap plan, review and apply the removal. Confirm the kept certificate’s keyId is unchanged (row 37). With the renewed certificate in the host’s certificate store, the app signs in, and the owner records the verification, dated today:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <cert-app-client-id> -CertificateThumbprint <new-thumbprint>
Add-Content <inputs>/rotation-verifications.csv "$($req.RequestId),<new-thumbprint>,<owner-upn>,$(Get-Date -Format yyyy-MM-dd)"
· After the 7-day overlap, signed in as in step 6, plan the removal; the reviewer passes you out/rotation-test-remove/rotation-plan.json’s SHA-256 as <sha4>:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiRotation.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -ConfigPath <test-copy>/rotation.json -PolicyPath <test-copy>/app-management-policy.json -OutputPath out/rotation-test-remove
· Then dry-run and apply it, and read the certificates left on the app:
· ./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-remove/rotation-plan.json -ApprovedSha256 <sha4> -OutputPath out/rotation-test-remove-dry
./Invoke-NpiCredentialAction.ps1 -Cloud gcc -PlanPath out/rotation-test-remove/rotation-plan.json -ApprovedSha256 <sha4> -OutputPath out/rotation-test-remove-apply -Apply
(Invoke-MgGraphRequest -Uri https://graph.microsoft.com/v1.0/applications/<cert-app-object-id>).keyCredentials | ForEach-Object { '{0} {1}' -f $_.keyId, $_.endDateTime }
1. Back it out. As a person in Graph Explorer, PATCH the default policy back to default-policy-before.json (a restriction you added can be set to disabled, and isEnabled to false: the default is disabled until you enable it33); this code never loosens a policy, so the back-out is a person’s. Remove the test exception’s assignment and delete the test policy, delete both test apps and the test certificate, and delete the out folders. The last of these, on the test host:
· Remove-Item -Recurse -Force out/policy-test*, out/rotation-test*
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	Item
	Value
	US Government clouds
	Stage
	Source

	Tenant default and app management policies
	Default always exists, disabled by default; one app policy per app overrides it; restrictions by creation date; no token blocked for existing apps
	—
	v1.0
	1 33

	Restriction types
	v1.0: passwordAddition, passwordLifetime, symmetricKeyAddition, symmetricKeyLifetime, customPasswordAddition, asymmetricKeyLifetime; state enabled or disabled
	—
	v1.0
	3 4

	More restrictions, audit
	trustedCertificateAuthority, audiences, redirect URI rules; audit evaluates without enforcing
	—
	Beta
	5

	Get the default policy
	GET /policies/defaultAppManagementPolicy; Policy.Read.All; Global Reader
	L4 and L5
	v1.0
	13

	Update the default policy
	PATCH; Policy.ReadWrite.ApplicationConfiguration; Cloud Application Administrator or Application Administrator; a service principal with a null createdDateTime counts as created January 1, 2019
	L4 and L5
	v1.0
	10

	List policies; list what one applies to
	Policy.Read.All; Application.Read.All and Policy.Read.All; Global Reader
	L4 and L5
	v1.0
	26 27

	Create a policy
	POST /policies/appManagementPolicies; Policy.ReadWrite.ApplicationConfiguration; displayName and description required
	L4 and L5
	v1.0
	14

	Assign a policy
	POST /applications/{id}/appManagementPolicies/$ref; Application.Read.All and Policy.ReadWrite.ApplicationConfiguration; one policy per app
	L4 and L5
	v1.0
	2

	Admin center
	Expects the application and service principal copies of a restriction in the same state; Security Administrator and Cloud Application or Application Administrator
	—
	GA
	6

	Licensing
	Application management policies are in both the free edition and Workload ID Premium
	Premium through the account manager; no trial in Azure Government
	—
	9

	App instance property lock
	servicePrincipalLockConfiguration (isEnabled, allProperties, …); enabled by default for new apps since June 2026; Cloud Application Administrator
	—
	v1.0
	7 8

	Get and update an application
	Application.Read.All; delegated Application.ReadWrite.All, application Application.ReadWrite.OwnedBy; a collection in the body replaces the existing one
	L4 and L5
	v1.0
	28 29

	keyCredential
	key only on a single-object read with $select=keyCredentials; customKeyIdentifier defaults to the thumbprint
	—
	v1.0
	23

	Add a certificate
	Include the current and the new certificate, or the PATCH replaces them; end date up to a year after the start
	—
	v1.0
	16

	addKey
	Proof of possession signed by an existing valid certificate; not for apps with none; no permission needed to roll its own keys
	L4 and L5
	v1.0
	32

	Key Vault certificate creation
	Asynchronous, 202; poll the pending object; without a policy, the vault’s policy makes the next version
	Commercial vault.azure.net; Azure Government vault.usgovcloudapi.net
	GA (2025-07-01)
	24 34 25 15

	Key Vault roles
	Certificates Officer: any action on certificates except permissions; Reader: metadata, no sensitive values
	—
	GA
	30 31

	Key Vault renewal
	Validity in months; lifetime action at a percentage or days before expiry; autorotation through partnered CAs
	—
	GA
	11



Where Learn’s pages differ: the Graph pages name Cloud Application Administrator or Application Administrator to manage the policies, Learn’s procedure asks for Security Administrator as well, and the Graph tutorial labels its policy PATCH with the read permission Policy.Read.ApplicationConfiguration and Security Administrator (research gaps, row 33); the v1.0 update sample sets no state while the create sample does (row 32); Create appManagementPolicy says it returns 201 Created and shows 200 OK;14 the certificate how-to names Application Developer and Application Administrator while Update application lists Cloud Application Administrator too;16 29 and the procedure and the tutorial’s lock samples use beta where v1.0 has the same resources. The code follows the stricter reading in each case and uses v1.0.
[bookmark: _Toc00001441]Federal requirements and evidence
The policy and the rotation are what the guide’s G3 Credential rules gate checks: no new secrets, certificates capped at 180 days, every certificate in a vault and renewed with an owner’s approval and an overlap. Each row names the file or command that is the evidence. The NIST SP 800-53 Rev. 5 controls are in the Moderate baseline.35 The SCuBA policies are ScubaGear 2.0.0’s, as Book 17, Chapter 06 records them: SHOULD policies, not BOD 25-01 required configurations.
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s policy and certificate samples, sent as published, are the models for the writes, and each gap is pinned by a test (Lab 1, step 1: NpiCredentialPolicy.Tests.ps1, Microsoft’s samples)
	CM-6 Configuration Settings
	KSI-SVC-ACM, KSI-MLA-EVC
	The repository’s tests; the pinned copies

	The reads hold only read permissions, and each write task is separate and delegated (Lab 1, step 2: Get-NpiCh04RequiredPermission for app-policy, policy-apply, rotation and rotation-apply)
	AC-6 Least Privilege; CM-5 Access Restrictions for Change
	KSI-IAM-ELP, KSI-IAM-JIT (AC-6); KSI-CMT-RVP (CM-5)
	Identity engineering; the ISSO keeps the consent record

	The tenant’s default policy as it was read, and each restriction compared with the reviewed file: add, change, keep stricter, keep existing (Lab 1, steps 3 and 4, and Lab 2, step 2: default-policy-before.json, policy-diff.json; config/app-management-policy.json)
	CM-6 (settings established and deviations documented); SCuBA MS.AAD.5.5v1, 5.6v1 and 5.7v1
	KSI-SVC-ACM, KSI-MLA-EVC
	Identity engineering, in a reviewed pull request

	A missing default restriction, an unknown app policy, an expired exception, an app with no full property lock: each is a finding (policy-findings.json, NPI-POL-01 to -06)
	CM-6; IA-5 Authenticator Management
	KSI-SVC-ACM; KSI-IAM-SNU
	Identity engineering

	The policy plan names each write, and a reviewer approves its SHA-256; the write path stops after its prechecks without -Apply and refuses a hash nobody approved (Lab 1, step 5, and Lab 2, steps 2 and 3: policy-plan.json; results.json and manifest.json in out/policy-dryrun, out/policy-apply; the refusal text)
	CM-3 Configuration Change Control; CM-5
	KSI-CMT-LMC, KSI-CMT-RVP; KSI-IAM-JIT
	The reviewer; the ISSO

	The default policy holds the program’s restrictions after the change (Lab 2, step 3: GET /v1.0/policies/defaultAppManagementPolicy)
	CM-6; SCuBA MS.AAD.5.5v1 to 5.7v1
	KSI-SVC-ACM
	Identity engineering; the ScubaGear report

	The tenant refuses a new client secret and a 12-month certificate, and the app’s lock covers all properties (Lab 2, step 4: the admin center’s refusals; servicePrincipalLockConfiguration)
	IA-5 and IA-5(2) Public Key-based Authentication; CM-6
	KSI-IAM-SNU, KSI-SVC-ASM; KSI-SVC-ACM
	Identity engineering

	Each certificate is bound to its Key Vault certificate, and each rotation step is planned: approval, renewal, attach, verification, overlap, removal (Lab 1, steps 6 and 7: rotation-plan.json; certificate-bindings.csv)
	IA-5(2); SC-12 Cryptographic Key Establishment and Management; SC-17 Public Key Infrastructure Certificates
	KSI-SVC-ASM, KSI-IAM-SNU
	Application owners; identity engineering

	A due rotation asks the app’s owner for approval, and nothing renews without it (Lab 2, step 5: rotation-requests.json; rotation-approvals.csv)
	IA-5 (authenticators changed under a defined process)
	KSI-SVC-ASM
	Application owners

	A missing binding, an expired certificate, an over-cap lifetime, a refused approval, a secret to replace: each is a finding (rotation-findings.json, NPI-ROT-01 to -07)
	IA-5(2); SC-12
	KSI-SVC-ASM
	Identity engineering

	The approved renewal, attach and removal were sent after fresh prechecks, and recorded (Lab 1, step 8, and Lab 2, steps 6 and 7: results.json and manifest.json in each apply folder)
	IA-5(2); SC-12; CM-3
	KSI-SVC-ASM; KSI-CMT-LMC
	The ISSO, with the run’s folder

	The workload signs in with the new certificate before the old one is removed, and the app ends with one certificate (Lab 2, step 7: Connect-MgGraph -CertificateThumbprint; rotation-verifications.csv; the keyCredentials listing)
	IA-5(2)
	KSI-IAM-SNU, KSI-SVC-ASM
	Application owners

	Every run records the tenant, the cloud, every request, and the SHA-256 of the register, the reviewed files and each file written (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 9: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The lab’s policy change is reversed from the saved copy (Lab 2, step 8: the PATCH back to default-policy-before.json)
	CM-3
	KSI-CMT-LMC
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance), and the SCuBA rows are mapped through CM-6.36 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only prepare test objects, run Chapter 01 or delete out have no row. The track-wide mapping is the guide’s Evidence table.
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	Danger
	What happens
	The guard

	A PATCH that drops a restriction
	A collection is replaced whole, and a restriction the body forgets is gone
	The body carries every live restriction; the writer re-reads the policy and refuses a body that loosens or drops one

	A retroactive start date
	Every existing app’s next certificate is refused, and rotations fail on the day they’re needed
	One effective date, for new apps; existing apps rotate under their own cap

	A plan changed after review, or a tenant changed since
	Different writes from the ones approved
	The approved SHA-256; this tenant, cloud and task; seven days; the default policy’s hash re-checked before the PATCH

	An exception that never ends
	A secret allowed forever
	An end date in the file; ExceptionExpired and NPI-POL-03 once it passes; removal is a person’s

	An unreviewed policy on an app
	An app quietly exempt from the tenant default
	NPI-POL-02 names it and the apps it applies to

	A new certificate that replaces the old one
	The workload fails until it picks up the new one
	An attach keeps every existing certificate; the old one goes only after verification and the overlap

	A certificate longer than the cap
	The attach is refused at the worst moment, or a long-lived certificate slips through
	KeyVaultPolicyOverCap before renewal, LifetimeOverCap before the attach

	A rotation nobody approved
	A credential changes under an owner who didn’t know
	An approval from an enabled member who owns the app, no older than 30 days

	A rotation that changes the vault’s policy
	Validity, issuer or key type changed by a pipeline
	The create body must be empty

	An unattended app with Application.ReadWrite.All
	A standing permission that can add a credential to every app
	Writes are delegated only, a person with Cloud Application Administrator; reads hold read permissions alone

	A secret “rotated” in place
	The weakest credential survives another year
	ReplaceSecret: a secret is replaced by a certificate or federation, not rotated


[bookmark: _Toc00001443]Checklist
· config/app-management-policy.json was reviewed, and its effective date and exceptions approved by the owner.
· The tenant default holds the program’s restrictions on application and service principal objects, and the admin center shows them without a warning.
· Every app management policy in the tenant is in the reviewed file, or has a finding with an owner.
· Every exception has a record and an end date, and none is past its end date and still assigned.
· Every app registration in the register has all sensitive properties locked.
· Every certificate credential is bound to a Key Vault certificate whose policy fits the app’s cap.
· Every rotation was approved by an owner who is an enabled member, and every removal followed a verification and the overlap.
· Each plan’s SHA-256 was approved by someone other than the person who applied it, and the write ran as a person, delegated; the manifests are filed with the change record.
· The pinned samples match their manifests, and every upstream commit since the pins has been reviewed.
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[bookmark: _Toc00001445]Chapter 05 — Workload Identity Federation and Managed Identities
A federated credential with the wrong subject is accepted the day it’s created and fails the day the workload depends on it, so the check belongs before the cutover, in code a reviewer has read.
[bookmark: _Toc00001446]In this chapter
The conversion behind the project plan’s tasks NP3.2 to NP3.4: workload identities created in the plan’s order (a managed identity, then a federated credential, then a certificate), each federated credential’s token exchange tested, then a 30-day parallel run before the legacy account is disabled. You start with Learn’s own samples for creating federated identity credentials, on an app registration and on a user-assigned managed identity, and the Managed Identity REST examples Learn’s reference renders, all pinned in the repository, and you run them against fakes to see what they do and what they miss. Then you use examples/non-person-identity for what they leave to you: the credentials as reviewed JSON, a check of each one against the claims the workload’s issuer will present, a token exchange test against a fake token endpoint, managed identities created or recorded with their role assignments, and the parallel run tracked from sign-in evidence, applied only through a separate, delegated write path after a reviewer approves the plan’s SHA-256. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant, a test subscription and a test workflow.
[bookmark: _Toc00001447]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 05 — Workload Identity Federation and Managed Identities: narrated tour (12 minutes)
Deck · Narrated deck (about 12 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001448]Goal and audience
Goal. By the end of this chapter you can hold a wave’s conversions as one reviewed file, and from it, in code: create the user-assigned managed identities and federated credentials the plan’s task NP3.2 asks for (“workload identities created (managed identity, then federated credential, then certificate); federated token exchange tested”), show before any cutover that each credential will match the token its workload presents, and track NP3.3’s and NP3.4’s parallel runs (“old and new credentials side by side for 30 days, then the legacy accounts disabled”) to the disable. You can say, for each rule, whether it is Learn’s, Learn’s sample, or the program’s design.
Audience. Developers who build the project’s conversion code, the identity engineers who run the waves, and the application owners who switch each workload and approve each disable. You should read PowerShell 7 and know Chapters 01 and 02. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001449]What the code depends on
The order. Book 02’s Phase 4 converts HIGH-risk accounts first and creates “managed identities for Azure-hosted workloads, federated credentials for pipelines and other OIDC-capable hosts, certificates only where neither applies” (Book 02, Chapter 10). The plan’s decision D-NP3 names the target for each account, and Chapter 03 builds the waves. This chapter takes the waves as given and holds the credentials.
What a federated credential is. A federated identity credential on an app registration or a user-assigned managed identity tells Microsoft Entra ID to trust tokens from an external issuer: GitHub Actions, a Kubernetes cluster, another cloud or any OIDC provider. The workload presents its issuer’s token, and Entra ID exchanges it for an access token (Book 02, Chapter 09).1 Three values decide the match. The issuer must match the token’s iss claim, the subject its sub claim, and the audience its aud claim; the audience is a single value, and for Entra ID it is api://AzureADTokenExchange, the value Learn recommends and the Graph reference says to set.2 3 The match is exact and case-sensitive.1 Wildcards aren’t supported in any value; an issuer claim with leading or trailing whitespace blocks the exchange; a name is 3 to 120 characters of letters, digits, dashes or underscores, starting with a letter or digit, and can’t be changed.3 An app registration or a user-assigned managed identity holds at most 20.3 A system-assigned managed identity can’t hold one at all.4
The risk this chapter exists for. Learn says it twice: a federated credential with the wrong subject “is created successfully without error,” and the error appears only when the token exchange fails; for GitHub, the exchange “fails without error.”3 The plan’s risk register says the same, and its mitigation is to test each credential’s token exchange before the parallel run starts (project plan, risks). That test is the center of this chapter.
Managed identities. A workload hosted in Azure uses a managed identity, and Azure manages its credential.1 A user-assigned identity is created on its own and assigned to its hosts; creating one takes Managed Identity Contributor.5 A system-assigned identity is turned on in the host’s own deployment, and lives and dies with it. Either way, its access comes from Azure role assignments, which this chapter records and Chapter 07 narrows.
The parallel run. The implementation guide’s Step 5 runs old and new together for 30 days with the legacy account still enabled, watching the new identity’s sign-ins in Entra ID and the legacy account’s logons on the domain controllers, then disables the legacy account, never deletes it. For an app registration losing a secret, it removes the secret only after the new credential has carried production traffic (implementation guide, Step 5). Book 02’s rollback is to re-enable the legacy account and revert the application’s configuration.
Which cloud, for these reads and writes
The target estate is Microsoft 365 GCC with commercial Azure: Graph at graph.microsoft.com, Resource Manager at management.azure.com, sign-in at login.microsoftonline.com. GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us, Azure Government’s management.usgovcloudapi.net, and login.microsoftonline.us.6 7 Creating a federated credential on an application and listing sign-ins are both available in US Government L4 and L5.2 8 The Resource Manager pages read for user-assigned identities don’t state Azure Government availability; this estate’s Azure is commercial, so the code sends them to management.azure.com for gcc, and to Azure Government only for gcchigh and dod. The token exchange test goes only to the fake, but the request it builds is addressed to the cloud’s own sign-in host. One limit applies to GCC High and DoD: Learn gives Entra ID for US Government a different token-exchange audience, api://AzureADTokenExchangeUSGov, and NPI-WIF-04 accepts only api://AzureADTokenExchange, so the code is not ready for those clouds until that check changes (Chapter 11 cites the source).
[bookmark: _Toc00001450]Start with Microsoft’s sample
What Microsoft gives you
Learn’s Configure an app to trust an external identity provider is Microsoft’s procedure for a federated credential on an app registration. It has samples for the admin center, the Azure CLI (az ad app federated-credential create with a credential.json body for GitHub Actions, Kubernetes and another provider), Azure PowerShell (New-AzADAppFederatedCredential) and Microsoft Graph through az rest.9 Its sibling, Configure a user-assigned managed identity to trust an external identity provider, does the same for a user-assigned managed identity, with the Azure CLI, Azure PowerShell, an ARM template that creates the identity and its credential, and a REST request.4 Both pages share an include with the rules above.3 The Graph reference Create federatedIdentityCredential has the HTTP request that creates one on an application.2 The Managed Identity REST reference renders Microsoft’s examples for creating a federated credential on a user-assigned identity, and for creating and reading the identity, at API version 2024-11-30.10 11
The pinned copies
The samples exist only inside those pages and the REST examples, so the repository pins them unmodified:
· examples/third_party/entra-wif-create-trust-pages: both Learn pages and their shared include, from MicrosoftDocs/entra-docs at commit d75a90e (February 25, 2026, the last change to all three; unchanged on October 30, 2026), with the repository’s licenses (MIT for code, Creative Commons Attribution 4.0 for documentation).12
· examples/third_party/graph-fic-create-page: the Graph reference page’s source from microsoftgraph/microsoft-graph-docs-contrib at commit 08b242e (December 4, 2025; unchanged on October 30, 2026), same licenses.13
· examples/third_party/msi-fic-rest-examples: FederatedIdentityCredentialCreate.json, IdentityCreate.json and IdentityGet.json from Azure/azure-rest-api-specs at commit 37886ac (September 12, 2025; unchanged on October 30, 2026), MIT.14
Each folder’s snapshot.json records every file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to each upstream path. Updating a copy is a reviewed pull request.
tests/FederationSampleHarness.ps1 extracts the samples at test time: it checks the credential.json bodies and the template’s audience with the chapter’s credential checks, runs the Azure PowerShell command against a stand-in that records its parameters, sends the Graph, az rest and REST requests to the fake Graph and Resource Manager, and exchanges test assertions against the fake token endpoint.
What they leave to you
Each row is pinned by a test: in tests/NpiFederationSamples.Tests.ps1 for the samples, and in tests/NpiFederation.Tests.ps1 for the example.
	Microsoft’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Graph creates a credential from name, issuer, subject and the one audience
	—
	Kept as the model for the application write; the fake enforces the creation errors Learn documents and nothing else

	The Graph sample is accepted with any subject; a wrong one fails only at token exchange
	The plan’s risk, shown on Microsoft’s own sample
	Each credential is checked against the claims its workload presents, then exchanged against the fake token endpoint, before it’s created (NPI-WIF-02, -08)

	The Azure PowerShell GitHub sample uses https://token.actions.githubusercontent.com/, with a trailing slash; the CLI and REST create samples don’t
	Learn’s own samples disagree, and the match is exact1
	The issuer is compared exactly with what the workload’s issuer presents (NPI-WIF-03; research gaps, row 41)

	The managed identity page’s ARM template defaults the audience to " api://AzureADTokenExchange", with a leading space
	A credential that can never match, accepted at creation
	Exactly one audience, exactly api://AzureADTokenExchange (NPI-WIF-04)

	GitHub subjects are given as formats; a pull request’s is repo:<org/repo>:pull-request on the Entra page and repo:<org/repo>:pull_request on App Service’s page15
	Two Learn pages, two answers; GitHub’s newer immutable format can’t be derived at all16
	Subjects derived only for environment, branch and tag in the name-based format; anything else needs the sub claim captured from a test run (research gaps, rows 42 and 43)

	The az rest samples call https://graph.microsoft.com/applications/..., with no version segment
	A request a reviewer can’t place on v1.0 or beta
	The code builds every URL from the call list, on /v1.0 or /beta (research gaps, row 48)

	The managed identity page’s REST sample uses API version 2022-01-31-preview, and its curl payload isn’t valid JSON
	Preview versions in production code; a sample that can’t run as written
	The code uses the reference’s 2024-11-30, which the pinned REST examples show (row 48)

	Hard-codes graph.microsoft.com and management.azure.com
	Wrong for GCC High and DoD
	Hosts from the cloud table, checked on every request

	One credential at a time, by hand; nothing compares the tenant with what was reviewed
	Drift: a credential added in the portal is invisible
	The reviewed file diffed against the tenant: create, no change, review, and unmanaged credentials reported, never deleted (NPI-WIF-07)

	Nothing about the order, the 20-credential limit, a repeated issuer and subject, or a system-assigned identity
	Learn states the limits;3 the samples don’t check them
	NPI-WIF-01, -05, -06 before anything is sent

	No managed identity record, no role assignments read, no parallel run, no disable
	NP3.3 and NP3.4 are left to you
	Identities created or recorded with their role assignments; the 30-day run from sign-in evidence; the disable through the reviewed write path

	The ARM template creates credentials under one identity in parallel unless chained with dependsOn; Learn says concurrent creates fail with 40917
	A pipeline that fails on its second credential
	The writer sends one at a time, the identity before its credentials


The verdict. Use Learn’s samples as the model for the three writes (a credential on an app, an identity, a credential on an identity). Don’t use them as the conversion: they accept the wrong subject in silence, and two of them carry values that will never match a token.
[bookmark: _Toc00001451]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiFederation/NpiFederation.psm1, one entry script, Invoke-NpiFederation.ps1 (plan by default; the write path with -PlanPath), its own call list, config/calls-ch05.json, and the fixtures in tests/fixtures/ch05. It shares NpiCore’s cloud table, host check, findings and hashes, and keeps its own client, fakes and manifest, so Chapters 01 and 02 are untouched.
The inputs
	File
	Who keeps it
	What it holds

	conversions.json
	Identity engineering, reviewed with the application owners
	One entry per legacy credential: wave, risk, owner; the legacy account or secret; what the host allows (azureHosted, oidcIssuer); the target (a user-assigned or system-assigned managed identity, an app registration’s federated credentials, or a certificate); and for each federated credential its name, issuer, subject, audience and the workload whose issuer will present the token (github with repository, entity and value; kubernetes with issuer, namespace and service account; or a capturedSubject from a test run)

	cutover-log.csv
	The application owner
	ConversionId, CutoverOn (the day the workload switched), RecordedBy, DisableApprovedBy (the owner’s approval after a clean run), DisabledOn


The checks
New-NpiWifPlan reads, for each conversion, the app registration (GET /applications/{id}), its credentials, the user-assigned identity (a 404 means it doesn’t exist yet) and its credentials, or the system-assigned identity’s service principal; the managed identity’s Azure role assignments ($filter=assignedTo('{principalId}')); the legacy AD account; and, once a cutover is recorded, the sign-ins since then.
	Rule
	Severity
	What it flags
	Source

	NPI-WIF-01
	Finding
	A target out of the plan’s order: an Azure-hosted workload given anything but a managed identity, or an OIDC-capable one given a certificate
	Book 02, Chapter 10; plan NP3.2 (Design guidance)

	NPI-WIF-02
	Finding
	A subject that isn’t, exactly and case for case, what the workload’s issuer will present, or one that can’t be checked because it can’t be derived
	Learn3 1

	NPI-WIF-03
	Finding
	An issuer that isn’t exactly the workload’s (a trailing slash included), or one with whitespace
	Learn3

	NPI-WIF-04
	Finding
	Not exactly one audience, or an audience that isn’t exactly api://AzureADTokenExchange
	Learn2

	NPI-WIF-05
	Finding
	A name outside the rules, a value over 600 characters, a wildcard, a credential on a system-assigned identity, or a flexible credential’s claimsMatchingExpression (preview; not in production, Design guidance)
	Learn3 4 16

	NPI-WIF-06
	Finding
	More than 20 credentials on one parent, or the same issuer and subject twice
	Learn3

	NPI-WIF-07
	Warn
	A credential in the tenant that the reviewed file doesn’t hold; reported, never deleted
	Design guidance

	NPI-WIF-08
	Finding
	The token exchange test failed
	Project plan, risks

	NPI-WIF-09
	Finding
	A parallel run that isn’t clean: the legacy credential still in use after cutover, failures or silence on the new one, or a cutover made while a credential fails its checks
	Implementation guide, Step 5 (Design guidance for the thresholds)


What the workload presents. Get-NpiWifPresentedClaims turns the workload record into the iss, sub and aud its issuer will put in the token. For GitHub it uses Learn’s formats: repo:<org/repo>:environment:<name>, repo:<org/repo>:ref:refs/heads/<branch> and repo:<org/repo>:ref:refs/tags/<tag>, with the issuer https://token.actions.githubusercontent.com.9 It derives nothing for a pull request, whose format two Learn pages give differently, or for GitHub’s immutable subject format, which Learn says GitHub applies from July 15, 2026 to repositories created, renamed or transferred.16 Those need capturedSubject, the sub claim printed by a test run (Lab 2). For Kubernetes the subject is system:serviceaccount:<namespace>:<name>.9 Learn’s guidance on mutable subjects, to prefer a subject built from a stable ID, is why the code records which source each subject came from.18
The token exchange test. Test-NpiWifTokenExchange builds Learn’s client credentials request with a federated credential: client_id, a scope ending in /.default, client_assertion_type urn:ietf:params:oauth:client-assertion-type:jwt-bearer, the assertion, and grant_type client_credentials, addressed to {sign-in host}/{tenant}/oauth2/v2.0/token.19 The assertion carries the claims the workload presents and no valid signature. The code refuses to send it anywhere but New-NpiWifFakeTokenEndpoint, which matches it as Learn describes (issuer, subject and audience exactly and case-sensitively; whitespace around the issuer blocked; an expired assertion refused) against the parent’s credentials as they will be after the plan, and passes only if the named credential is the one that matched. It checks no signature and fetches no issuer keys: that, and the real service’s answer, are Lab 2’s.
The plan
Nothing in the plan writes. Each conversion gets one or more actions:
	Action
	When
	Writes?

	CreateIdentity
	A user-assigned identity the file asks for doesn’t exist: PUT {identity}?api-version=2024-11-30 with location and a conversion tag
	Yes, after review

	IdentityExists
	Recorded: the identity’s client and principal IDs, and its role assignments
	No

	AwaitHost
	A system-assigned identity not yet turned on in the host’s deployment
	No

	CreateCredential
	A credential that passes every check and its exchange test: POST /applications/{id}/federatedIdentityCredentials, or PUT {identity}/federatedIdentityCredentials/{name}
	Yes, after review

	NoChange, ReviewChange
	In the tenant as reviewed; or in the tenant with other values. Credentials aren’t changed in place: a new name and its own parallel run (Design guidance)
	No

	Blocked
	A credential or conversion that fails a check or its exchange test
	No

	Unmanaged
	In the tenant, not in the file; reported, never deleted
	No

	HandOffChapter04
	A certificate target: issued from the vault and rotated under Chapter 04
	No

	AwaitingCutover
	No cutover recorded; the conversion’s cutover gate says Ready, NotReady or Blocked, and why
	No

	ParallelRunning
	Day N of 30, with the date the window ends and the new identity’s sign-ins
	No

	LegacyStillInUse, NewCredentialFailing, NoSignInsOnNewCredential
	The run isn’t clean (NPI-WIF-09)
	No

	AwaitingOwnerApproval
	A clean 30 days; the application owner approves the disable in the cutover log
	No

	DisableLegacy
	A clean 30 days and the owner’s approval: Disable-ADAccount -Identity <objectGUID>
	Yes, after review

	RemoveSecretByOwner
	A clean 30 days for an app registration’s secret: the owner removes it in a separate reviewed change made by hand, because Chapter 04’s write path accepts only certificates; this code removes no credential
	No

	Converted
	DisabledOn recorded: record the target, the date and the disabled object’s ID
	No


The evidence for a clean run. The new identity’s sign-ins come from Graph’s beta sign-in log, filtered by time, appId and signInEventTypes (managedIdentity or servicePrincipal), because only beta returns service principal and managed identity sign-ins, and only beta carries clientCredentialType and federatedCredentialId.8 20 A new credential’s sign-in is one with clientCredentialType federatedIdentityCredential and the credential’s own ID, or managedIdentity for a managed identity. The legacy credential is in use if a clientSecret sign-in appears on the app after cutover, or the legacy AD account’s LastLogonDate is after it, which is a lead to confirm on the domain controllers, not a fact (Chapter 01’s research gaps, row 3). Design guidance: 30 days with no legacy use, no failed sign-ins on the new credential, at least one successful one, and a week with none is a finding.
The plan is written as plan.json with the conversion file’s and cutover log’s SHA-256, the tenant, the cloud and the date, and the run prints the plan’s SHA-256. The same inputs give the same plan, byte for byte. The run also writes findings.json, conversion-records.json (each conversion’s identity, role assignments, cutover gate and parallel run) and exchange-tests.json, with a manifest of every request and a SHA-256 per file.
The separate write path
Invoke-NpiFederation.ps1 -PlanPath is the only code in the chapter that writes, through a client for the federation-apply task. It refuses to run unless the plan file’s SHA-256 is the one passed as -ApprovedSha256, the plan is for this tenant and cloud, and it is no more than seven days old (Design guidance, as in Chapter 02). Each write must be a declared federation-apply call with its method and a target on the cloud’s own host; a credential’s body may hold only name, issuer, subject, audiences and description (or, on an identity, properties with the first three), and it is checked again, against the claims recorded in the plan, so a hand-edited plan can’t create a credential the plan would have blocked. DELETE is never sent. A live run is delegated: a person signed in with Cloud Application Administrator (or the application’s owner) and Managed Identity Contributor, never an unattended app.
Before each write it re-reads the target and skips the write if the identity now exists, a credential with that name or that issuer and subject appeared, the parent holds 20, or the AD account is already disabled. It sends one write at a time, in the plan’s order, so an identity exists before its credentials and no two credentials under one identity are created together.17 Without -Apply it stops after the prechecks and reports WouldSend. With -Apply it sends, records every request in its manifest, and tells the operator to record DisabledOn, and to wait for a new credential to propagate (Learn: AADSTS70021 for a few minutes) before the first real exchange.17
	Task
	Calls
	Permissions and roles

	federation (read)
	GET /applications/{id}, its credentials, GET /servicePrincipals/{id}; GET /beta/auditLogs/signIns; GET user-assigned identity, its credentials, role assignments; Get-ADUser; the token exchange test (fake only)
	Application.Read.All, AuditLog.Read.All; Reader; default AD read21 8 22

	federation-apply (write, delegated only)
	Re-read credentials and identities; POST application credential; PUT identity; PUT identity credential; Get-ADUser, Disable-ADAccount
	Application.Read.All, Application.ReadWrite.All; Managed Identity Contributor, Reader; a delegated right to disable accounts in the account’s OU2 23


Application.ReadWrite.All is the only delegated permission Learn lists for creating a federated credential on an application; the application permission Application.ReadWrite.OwnedBy reaches only apps the caller owns, and a person needs Cloud Application Administrator or Application Administrator, or, for an app they own, Application Developer or a member’s default permissions.2 Learn’s trust page names Contributor or Owner on the identity for creating its credential; the Managed Identity Contributor built-in role holds the same federatedIdentityCredentials/write action and is what Learn names for creating the identity, so the call list declares it (research gaps, row 45).4 23 5
The tests
Pester 5 under PowerShell 7. This chapter’s are:
· tests/NpiFederationSamples.Tests.ps1, 17 tests: Microsoft’s samples, run as published.
· tests/NpiFederation.Tests.ps1, 38 tests: the call list and its least-privilege check, the client and the token exchange harness, the claims and credential checks, the order, each finding and plan action, the 20-credential limit, the deterministic plan hash, each parallel run status, the writer’s refusals (hash, tenant, cloud, age, task, host, body, DELETE, a credential the checks would block), dry run, -Apply in order, the prechecks that skip, and the entry script and its manifest.
[bookmark: _Toc00001452]Illustrative code
The commands below send Microsoft’s pinned samples to fakes, and run the example against a fictional tenant. -Apply in Lab 1 changes only the fake, in memory. The token exchange test proves a credential will match the claims you recorded; it doesn’t prove the workload’s issuer presents them. Review the code, and run Lab 2 in a test tenant, before it reads or writes a real one.
[bookmark: _Toc00001453]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity.
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Send Microsoft's samples to the fakes
Invoke-Pester -Path tests/NpiFederationSamples.Tests.ps1 -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task needs
Import-Module ./powershell/NpiFederation/NpiFederation.psm1
foreach ($t in 'federation', 'federation-apply') { $p = Get-NpiWifRequiredPermission -Task $t; "$t : " + ($p.GraphPermissions -join ', ') + ' | ' + ($p.AzureRoles -join ', ') }

# Step 3: Build the plan
./Invoke-NpiFederation.ps1 -Cloud gcc -ConversionsPath tests/fixtures/ch05/conversions.json -CutoverLogPath tests/fixtures/ch05/cutover-log.csv -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation

# Step 4: Read the findings
Get-Content out/federation/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, ObjectKey

# Step 5: Read the exchange tests
Get-Content out/federation/exchange-tests.json -Raw | ConvertFrom-Json | Format-Table Credential, SubjectSource, Passed

# Step 6: Read the conversions
Get-Content out/federation/conversion-records.json -Raw | ConvertFrom-Json | ForEach-Object { [pscustomobject]@{ Id = $_.ConversionId; Target = $_.TargetKind; Gate = $_.CutoverGate; Run = $_.ParallelRun.Status; Day = $_.ParallelRun.Day } } | Format-Table

# Step 7: Dry-run the plan with its approved hash
$sha = (Get-FileHash out/federation/plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation-dryrun

# Step 8: Apply it to the fake, then try a hash nobody approved
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation-apply -Apply
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation-x

# Step 9: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Send Microsoft’s samples to the fakes:
· Invoke-Pester -Path tests/NpiFederationSamples.Tests.ps1 -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 17, FailedCount 0, NotRunCount 0. Read the test that sends the Graph sample and then exchanges a token with another subject: the create succeeds and the exchange fails with AADSTS70021.
1. List what each task needs:
· Import-Module ./powershell/NpiFederation/NpiFederation.psm1
foreach ($t in 'federation', 'federation-apply') { $p = Get-NpiWifRequiredPermission -Task $t; "$t : " + ($p.GraphPermissions -join ', ') + ' | ' + ($p.AzureRoles -join ', ') }
· federation : Application.Read.All, AuditLog.Read.All | Reader
federation-apply : Application.Read.All, Application.ReadWrite.All | Managed Identity Contributor, Reader
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Build the plan:
· ./Invoke-NpiFederation.ps1 -Cloud gcc -ConversionsPath tests/fixtures/ch05/conversions.json -CutoverLogPath tests/fixtures/ch05/cutover-log.csv -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation
· Conversions: 8 in 2 wave(s); token exchange tests: 4 passed, 2 failed
Findings: 7 Finding, 1 Warn
Plan: 20 actions, 4 of them writes (2 CreateCredential, 1 CreateIdentity, 1 DisableLegacy); nothing sent
Parallel runs: conv-01 ReadyToDisableLegacy; conv-02 AwaitingCutover; conv-03 AwaitingCutover; conv-04 AwaitingCutover; conv-05 AwaitingCutover; conv-06 AwaitingCutover; conv-07 ParallelRunning; conv-08 LegacyStillInUse
Plan SHA-256: 5ec0a52c70dc49ac6904c6923ac9b292e3c312d38594b6210cc9178c9f188bf2
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The plan’s hash is the same on every run with these inputs.
1. Read the findings:
· Get-Content out/federation/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, ObjectKey
· Rule       Severity ObjectKey
----       -------- ---------
NPI-WIF-03 Finding  conv-02/payroll-prod
NPI-WIF-02 Finding  conv-02/payroll-prod
NPI-WIF-08 Finding  conv-02/payroll-prod
NPI-WIF-07 Warn     conv-02/payroll-test
NPI-WIF-04 Finding  conv-03/github-intranet-tag
NPI-WIF-08 Finding  conv-03/github-intranet-tag
NPI-WIF-01 Finding  conv-06
NPI-WIF-09 Finding  conv-08
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· payroll-prod copies the Azure PowerShell sample’s issuer, with its trailing slash, and names the environment Production where the workflow’s is production: two findings, and an exchange test that fails. payroll-test was added in the portal and isn’t in the file. github-intranet-tag copies the ARM template’s audience, leading space and all. conv-06 gives an Azure Functions app a certificate when a managed identity is available. conv-08’s secret still signed in on October 28, eight weeks after cutover.
1. Read the exchange tests:
· Get-Content out/federation/exchange-tests.json -Raw | ConvertFrom-Json | Format-Table Credential, SubjectSource, Passed
· Credential          SubjectSource Passed
----------          ------------- ------
payroll-prod        derived        False
github-main         derived         True
github-intranet     derived         True
github-intranet-tag derived        False
aks-webfront        derived         True
gh-reports          derived         True
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· aks-webfront is on an identity the plan will create: its test ran against a client ID marked pending:, and its real exchange waits for Lab 2.
1. Read the conversions:
· Get-Content out/federation/conversion-records.json -Raw | ConvertFrom-Json | ForEach-Object { [pscustomobject]@{ Id = $_.ConversionId; Target = $_.TargetKind; Gate = $_.CutoverGate; Run = $_.ParallelRun.Status; Day = $_.ParallelRun.Day } } | Format-Table
· Id      Target              Gate     Run                  Day
--      ------              ----     ---                  ---
conv-01 managedIdentity     Ready    ReadyToDisableLegacy  40
conv-02 federatedCredential Blocked  AwaitingCutover
conv-03 federatedCredential Blocked  AwaitingCutover
conv-04 managedIdentity     NotReady AwaitingCutover
conv-05 certificate         NotReady AwaitingCutover
conv-06 certificate         Blocked  AwaitingCutover
conv-07 managedIdentity     Ready    ParallelRunning       15
conv-08 federatedCredential Ready    LegacyStillInUse      59
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· conv-01 (the fixture’s svc-hrsync to the user-assigned identity id-hrsync) has run 40 days with the identity signing in and no logon by the old account since cutover, and its owner approved: the one disable in the plan. conv-07’s window ends November 14. conv-03 is blocked by its tag credential, though github-intranet itself is created. conv-05, an on-premises task with no OIDC issuer, goes to a certificate under Chapter 04.
· The fixture uses svc-hrsync only to exercise the parallel run. The program’s target for svc-hrsync is a dMSA, as Chapter 03’s matrix proposes and Chapter 06 migrates it; don’t convert it to a managed identity.
1. Dry-run the plan with its approved hash:
· $sha = (Get-FileHash out/federation/plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation-dryrun
· DryRun: 4 WouldSend
  WouldSend DisableLegacy    WRITE Disable-ADAccount -Identity ad000000-0000-4000-8000-000000000001
  WouldSend CreateCredential POST  https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-000000000004/federatedIdentityCredentials
  WouldSend CreateIdentity   PUT   https://management.azure.com/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-identity/providers/Microsoft.ManagedIdentity/userAssignedIdentities/id-webfront?api-version=2024-11-30
  WouldSend CreateCredential PUT   https://management.azure.com/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-identity/providers/Microsoft.ManagedIdentity/userAssignedIdentities/id-webfront/federatedIdentityCredentials/aks-webfront?api-version=2024-11-30
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Apply it to the fake, then try a hash nobody approved:
· ./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation-apply -Apply
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch05/tenant.json -OutputPath out/federation-x
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Apply: 4 Sent, in the same order, the identity before its credential; then the refusal, The plan's SHA-256 is 5ec0a52c…, not the approved 0000…; refusing to run a plan nobody reviewed.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing across the example, out/federation/manifest.json listing 20 reads (5 application reads, 4 credential lists, 1 service principal, 4 sign-in pages, 2 identities, 2 role assignment reads, 2 AD reads) and 6 token exchange tests sent to the fake, and out/federation-apply/manifest.json listing the prechecks and the four writes. Delete out when you’re done:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/05-10.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001454]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, a test subscription, a test Active Directory domain and a test repository, never production, with fictional names. Work in examples/non-person-identity on a domain-joined test host. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> and <thumbprint> (an app holding only Application.Read.All and AuditLog.Read.All with Reader on the test subscription, and its certificate), <test-domain> (the test domain’s DNS name), <conversions> (the path of your conversions.json), <cutover-log> (the path of your cutover log), <test-app-object-id> and <test-app-client-id> (the test app registration’s Object ID and Application (client) ID), <owner>/<repo> (the test repository), <account-conversion-id> (the id of the conversion entry for the test account and its new identity), <your-upn> (your user principal name), <owner-upn> (the test account’s owner), <test-account> (the test account’s sAMAccountName), and <sha>, <sha2> (each plan’s SHA-256, as the reviewer passes it to you).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Make a test conversion
Get-Content tests/fixtures/ch05/cutover-log.csv -TotalCount 1 | Set-Content <cutover-log>

# Step 3: Plan
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiFederation.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -ConversionsPath <conversions> -CutoverLogPath <cutover-log> -OutputPath out/federation-test

# Step 3: Plan
(Get-FileHash out/federation-test/plan.json -Algorithm SHA256).Hash.ToLower()

# Step 4: Dry-run, then apply
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation-test/plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/federation-test-dry
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation-test/plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/federation-test-apply -Apply

# Step 5: Exchange for real
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
(Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/beta/auditLogs/signIns?`$filter=appId eq '<test-app-client-id>' and signInEventTypes/any(t: t eq 'servicePrincipal')").value | ConvertTo-Json -Depth 5

# Step 5: Exchange for real
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All
Invoke-MgGraphRequest -Method POST -Uri https://graph.microsoft.com/v1.0/applications/<test-app-object-id>/federatedIdentityCredentials -Body @{ name = 'npi-test-wrong-subject'; issuer = 'https://token.actions.githubusercontent.com'; subject = 'repo:<owner>/<repo>:environment:wrong'; audiences = @('api://AzureADTokenExchange') }

# Step 6: Run the parallel run
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
Add-Content <cutover-log> "<account-conversion-id>,$(Get-Date -Format yyyy-MM-dd),<your-upn>,,"
./Invoke-NpiFederation.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -ConversionsPath <conversions> -CutoverLogPath <cutover-log> -OutputPath out/federation-test-cutover
Get-Content out/federation-test-cutover/conversion-records.json -Raw | ConvertFrom-Json | ForEach-Object { [pscustomobject]@{ Id = $_.ConversionId; Run = $_.ParallelRun.Status; Day = $_.ParallelRun.Day } } | Format-Table

# Step 6: Run the parallel run
$log = Import-Csv <cutover-log>
($log | Where-Object ConversionId -eq '<account-conversion-id>').DisableApprovedBy = '<owner-upn>'
$log | Export-Csv <cutover-log> -NoTypeInformation -UseQuotes AsNeeded
$asOf = (Get-Date).AddDays(31)
./Invoke-NpiFederation.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -ConversionsPath <conversions> -CutoverLogPath <cutover-log> -AsOf $asOf -OutputPath out/federation-test-day31

# Step 6: Run the parallel run
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation-test-day31/plan.json -ApprovedSha256 <sha2> -Domain <test-domain> -AsOf $asOf -OutputPath out/federation-test-day31-apply -Apply
Get-ADUser -Identity <test-account> | Select-Object SamAccountName, Enabled

# Step 7: Back it out
Enable-ADAccount -Identity <test-account>
Remove-Item -Recurse -Force out/federation-test*
1. Make a test conversion. A test app registration with a client secret, an enabled test account (svc- prefix) in a test OU, and a test repository whose workflow signs in with Learn’s Azure Login sample (pinned in examples/third_party/azure-login-oidc-sample). Write a two-entry conversions.json: the test app getting a GitHub federated credential for the repository’s test environment, and a new test user-assigned identity with no credential. tests/fixtures/ch05/conversions.json shows each field: conv-02 is a federated credential on an application, and conv-04 a new user-assigned identity. Then make the cutover log with the fixture’s header:
· Get-Content tests/fixtures/ch05/cutover-log.csv -TotalCount 1 | Set-Content <cutover-log>
1. Capture the claims. Run the workflow once with a step that prints the decoded iss and sub of its OIDC token, never the token itself. Record them as capturedSubject and capturedIssuer, and record whether the iss ends with a slash (research gaps, row 41) and whether the repository uses the immutable subject format (row 43).
1. Plan with an app holding only Application.Read.All and AuditLog.Read.All and Reader on the test subscription, signed in as in Chapter 01:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiFederation.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -ConversionsPath <conversions> -CutoverLogPath <cutover-log> -OutputPath out/federation-test
· Have a second person review plan.json and pass you its SHA-256. They compute it with:
· (Get-FileHash out/federation-test/plan.json -Algorithm SHA256).Hash.ToLower()
1. Dry-run, then apply, signed in as a person with Cloud Application Administrator and Managed Identity Contributor on the test resource group:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation-test/plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/federation-test-dry
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation-test/plan.json -ApprovedSha256 <sha> -Domain <test-domain> -OutputPath out/federation-test-apply -Apply
1. Exchange for real. Wait a few minutes for the credential to propagate,17 run the workflow, and confirm its sign-in appears in the beta sign-in log with clientCredentialType federatedIdentityCredential and the credential’s ID. Then add a second test credential with a deliberately wrong subject, run the workflow against it, and record the error the token endpoint returns (research gaps, row 44). Record whether a sign-in with the old client secret shows its key ID (row 47). The first commands read the app’s service principal sign-ins with step 3’s app, using the filter the code sends:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
(Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/beta/auditLogs/signIns?`$filter=appId eq '<test-app-client-id>' and signInEventTypes/any(t: t eq 'servicePrincipal')").value | ConvertTo-Json -Depth 5
· The second credential, sent as Learn’s create request, signed in as in step 4; its subject names an environment the workflow doesn’t use:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All
Invoke-MgGraphRequest -Method POST -Uri https://graph.microsoft.com/v1.0/applications/<test-app-object-id>/federatedIdentityCredentials -Body @{ name = 'npi-test-wrong-subject'; issuer = 'https://token.actions.githubusercontent.com'; subject = 'repo:<owner>/<repo>:environment:wrong'; audiences = @('api://AzureADTokenExchange') }
1. Run the parallel run. Record CutoverOn in the cutover log, plan again, and confirm ParallelRunning with one sign-in. To see the disable without waiting 30 days, run the plan with -AsOf 31 days later and the owner’s approval recorded, review, and apply: the test account is disabled. Signed in as in step 3, record today’s cutover and plan:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
Add-Content <cutover-log> "<account-conversion-id>,$(Get-Date -Format yyyy-MM-dd),<your-upn>,,"
./Invoke-NpiFederation.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -ConversionsPath <conversions> -CutoverLogPath <cutover-log> -OutputPath out/federation-test-cutover
Get-Content out/federation-test-cutover/conversion-records.json -Raw | ConvertFrom-Json | ForEach-Object { [pscustomobject]@{ Id = $_.ConversionId; Run = $_.ParallelRun.Status; Day = $_.ParallelRun.Day } } | Format-Table
· Then record the owner’s approval and plan as of 31 days from now:
· $log = Import-Csv <cutover-log>
($log | Where-Object ConversionId -eq '<account-conversion-id>').DisableApprovedBy = '<owner-upn>'
$log | Export-Csv <cutover-log> -NoTypeInformation -UseQuotes AsNeeded
$asOf = (Get-Date).AddDays(31)
./Invoke-NpiFederation.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -ConversionsPath <conversions> -CutoverLogPath <cutover-log> -AsOf $asOf -OutputPath out/federation-test-day31
· The reviewer passes you out/federation-test-day31/plan.json’s SHA-256 as <sha2>. Signed in as in step 4, in the same session:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, Application.ReadWrite.All
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
./Invoke-NpiFederation.ps1 -Cloud gcc -PlanPath out/federation-test-day31/plan.json -ApprovedSha256 <sha2> -Domain <test-domain> -AsOf $asOf -OutputPath out/federation-test-day31-apply -Apply
Get-ADUser -Identity <test-account> | Select-Object SamAccountName, Enabled
1. Back it out. Enable the test account, remove the test credentials and delete the test identity, the test app registration and the test account by hand in the test tenant and domain (this code never deletes), and delete the out folders: they name accounts and identities. The commands for the first and the last:
· Enable-ADAccount -Identity <test-account>
Remove-Item -Recurse -Force out/federation-test*
[bookmark: _Toc00001455]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Create a federated credential on an application
	POST /applications/{id}/federatedIdentityCredentials; audiences one value, api://AzureADTokenExchange for Entra ID; name up to 120 characters, immutable; issuer and subject unique on the app; maximum 20; delegated Application.ReadWrite.All, application Application.ReadWrite.OwnedBy; Cloud Application Administrator or Application Administrator, or Application Developer or a member for apps they own
	L4 and L5
	v1.0
	2

	List an application’s federated credentials
	Application.Read.All (the Get page differs; Chapter 01’s row 4)
	L4 and L5
	v1.0
	21

	Credential rules
	Issuer, subject and audience must match the token; issuer whitespace blocks the exchange; 600 characters; one audience, api://AzureADTokenExchange recommended; name 3–120, alphanumeric first; no wildcards; 20 per app or user-assigned identity; a wrong subject is created without error
	—
	GA
	3

	Case
	Issuer, subject and audience match case-sensitively
	—
	GA
	1

	System-assigned identity
	Can’t hold a federated credential
	—
	—
	4

	Create a federated credential on a user-assigned identity
	PUT {identity}/federatedIdentityCredentials/{name}?api-version=2024-11-30; name pattern ^[a-zA-Z0-9]{1}[a-zA-Z0-9-_]{2,119}$; Contributor or Owner on the trust page
	Not stated on the pages read
	GA (2024-11-30)
	10 4

	Concurrency and propagation
	Credentials under one identity created concurrently fail with 409; create them in sequence; a token request minutes after creating one may fail with AADSTS70021; retry
	—
	—
	17

	Create a user-assigned identity
	PUT {identity}?api-version=2024-11-30 with location; Managed Identity Contributor; reading needs Managed Identity Operator or Contributor
	Not stated on the pages read
	GA
	11 5

	Managed Identity Contributor
	Includes userAssignedIdentities/write and federatedIdentityCredentials/write
	—
	GA
	23

	List role assignments
	GET {scope}/providers/Microsoft.Authorization/roleAssignments?api-version=2022-04-01&$filter=assignedTo('{objectId}'); roleAssignments/read, such as Reader
	—
	GA
	22

	Token request with a federated credential
	Client credentials grant; client_assertion_type urn:ietf:params:oauth:client-assertion-type:jwt-bearer; the assertion comes from the external issuer
	—
	GA
	19

	Sign-in log for service principals and managed identities
	GET /beta/auditLogs/signIns with a signInEventTypes filter (only interactive sign-ins otherwise); AuditLog.Read.All; Reports Reader and others for delegated access; P1 or P2 license
	L4 and L5
	Beta
	8 20

	Sign-in properties
	clientCredentialType (clientSecret, federatedIdentityCredential, managedIdentity, certificate, …), federatedCredentialId, servicePrincipalCredentialKeyId
	—
	Beta
	20

	Flexible federated credentials
	claimsMatchingExpression instead of subject; Graph beta for apps; Resource Manager preview API versions for identities
	—
	Preview
	16

	GitHub immutable subjects
	Applied automatically from July 15, 2026 to repositories created, renamed or transferred
	—
	—
	16 18



Where Learn’s pages differ: the GitHub issuer has no trailing slash in the CLI and REST create samples and on the flexible credential page, and has one in the Azure PowerShell sample, the CLI page’s prose and the REST list response (research gaps, row 41); the pull request subject is :pull-request on the Entra page and :pull_request on App Service’s (row 42); the trust page names Contributor or Owner for a credential on an identity, while Managed Identity Contributor holds the action and is what Learn names for creating the identity (row 45); and the how-to samples use API versions 2022-01-31-preview and 2015-08-31-preview where the reference is 2024-11-30 (row 48). The code follows the stricter reading in each case: an exact comparison against the claim captured from a real token, no derived pull request subject, the narrower role, and the GA API version.
[bookmark: _Toc00001456]Federal requirements and evidence
The conversion is what the guide’s G5 Conversion gate checks: each new identity built in the plan’s order, its federated credential tested by a real exchange, a clean 30-day parallel run, and the legacy account disabled, not deleted. Each row names the file or command that is the evidence. AC, AU, CM, IA-5 and SI controls are in the NIST SP 800-53 Rev. 5 Moderate baseline; IA-9 is in no baseline and is tailored in, as the guide does.24
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s federation and managed identity samples, run as published, are the models the code keeps, and each gap is pinned by a test (Lab 1, step 1: NpiFederationSamples.Tests.ps1, 17 tests)
	IA-5 Authenticator Management
	KSI-IAM-SNU
	The repository’s tests; the pinned copies

	The plan reads with Application.Read.All, AuditLog.Read.All and Reader; the write task is separate and delegated (Lab 1, step 2, and Lab 2, step 3: the permissions for federation and federation-apply)
	AC-6 Least Privilege; CM-5 Access Restrictions for Change
	KSI-IAM-ELP, KSI-IAM-JIT (AC-6); KSI-CMT-RVP (CM-5)
	Identity engineering; the ISSO keeps the consent record

	Each conversion gets its actions in order: an identity before its credentials, nothing in the tenant changed in place, nothing deleted (Lab 1, step 3: plan.json; conversions.json)
	IA-5; CM-3 Configuration Change Control
	KSI-IAM-SNU; KSI-CMT-RMV
	Identity engineering, reviewed with application owners

	A target out of order, a subject, issuer or audience that isn’t exactly what the workload presents, too many credentials, a failed exchange or a run that isn’t clean: each is a finding (Lab 1, step 4: findings.json, NPI-WIF-01 to -09)
	IA-5 and IA-5(2); IA-9 Service Identification and Authentication
	KSI-IAM-SNU (IA-5); none cites IA-9
	Identity engineering

	Each federated credential passed a token exchange test before it was planned (Lab 1, step 5: exchange-tests.json)
	IA-9; CM-4(2) Verification of Controls
	KSI-CMT-VTD, KSI-CMT-LMC (CM-4(2))
	Identity engineering

	Each conversion’s identity, role assignments, cutover gate and parallel run status are recorded (Lab 1, step 6, and Lab 2, step 6: conversion-records.json; cutover-log.csv)
	AC-2 Account Management; CM-3
	KSI-IAM-SNU; KSI-CMT-LMC
	Application owners; identity engineering

	The write path stops after its prechecks without -Apply, and refuses a plan whose hash nobody approved (Lab 1, steps 7 and 8: results.json in the dry-run folder; the refusal text)
	CM-3; CM-5
	KSI-CMT-RVP; KSI-IAM-JIT
	The reviewer; the ISSO

	The approved identity, credentials and disable were sent one at a time, after fresh prechecks, and recorded (Lab 1, step 8, and Lab 2, step 4: results.json and manifest.json in the apply folder)
	AC-2(3) Disable Accounts; CM-3
	KSI-IAM-AAM; KSI-CMT-LMC
	The ISSO, with the run’s folder

	Every run records the tenant, the cloud, every request and exchange test, and a SHA-256 per file (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 9: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The subject and issuer in the reviewed file were captured from a real token, never derived (Lab 2, step 2: capturedSubject and capturedIssuer in conversions.json)
	IA-5
	KSI-IAM-SNU
	Identity engineering

	The workload signed in with the federated credential and no secret (Lab 2, step 5: the beta sign-in log entry with clientCredentialType federatedIdentityCredential and the credential’s ID)
	IA-9; AU-2 Event Logging; AU-12 Audit Record Generation
	KSI-MLA-LET (AU-2, AU-12)
	Security operations

	The legacy account was disabled only after a clean 30 days and the owner’s approval (Lab 2, step 6: ParallelRunning, then DisableLegacy in plan.json; DisableApprovedBy and DisabledOn in cutover-log.csv)
	AC-2(3)
	KSI-IAM-AAM
	Application owners

	The lab’s changes were reversed by a person, and this code deleted nothing (Lab 2, step 7: the account re-enabled and test objects removed by hand)
	CM-3
	KSI-CMT-LMC
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).25 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only make test objects or delete out have no row. The track-wide mapping is the guide’s Evidence table.
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	Danger
	What happens
	The guard

	A wrong subject
	Accepted at creation; the workload fails at cutover, with no error from Entra ID
	Checked against what the workload presents, then the exchange test; a cutover is blocked until both pass (NPI-WIF-02, -08)

	A trailing slash or a stray space
	The issuer or audience never matches
	Exact comparison; exactly one audience, exactly api://AzureADTokenExchange (NPI-WIF-03, -04)

	A subject derived from a guess
	A pull request or immutable-format subject that GitHub never presents
	Derived only for Learn’s three name-based formats; otherwise captured from a test run

	A mutable subject
	A renamed repository’s name passes to someone else’s
	The subject’s source is recorded; prefer the immutable format where the issuer offers it18

	A credential changed in place
	The live workload’s exchange breaks mid-run
	ReviewChange: a new name and its own parallel run

	A credential added outside the pipeline
	A trust nobody reviewed
	Unmanaged (NPI-WIF-07), reported every run, never deleted by code

	Credentials created in parallel
	409 under one identity
	One write at a time, the identity first

	The first exchange right after creation
	AADSTS70021 during propagation
	The apply says to wait; Lab 2 waits and retries

	A disable on a stale lead
	The job fails because the old account was still in use
	30 days, sign-ins on the new identity, no legacy use, the owner’s approval, and a re-read before the write

	A delete
	The rollback is gone
	No delete action; the writer refuses DELETE; secrets are removed by the owner in a separate reviewed change made by hand (Chapter 04’s write path accepts only certificates)

	A secret removed too early
	The workload falls back and fails
	RemoveSecretByOwner only after a clean run; clientSecret sign-ins after cutover keep the run open

	An assertion sent to a real endpoint
	A token, or a test assertion, leaves the machine
	The exchange test runs only against the fake; the manifest records the call, never the assertion

	An unattended app with Application.ReadWrite.All
	A standing permission that can add a credential to any app
	The write path is a person’s delegated session; the read path holds Application.Read.All and AuditLog.Read.All

	A plan changed after review
	Different writes from the ones approved
	The approved SHA-256; this tenant and cloud; seven days; each credential re-checked before it’s sent

	A preview feature in production
	Behavior that changes under you
	Flexible credentials refused (NPI-WIF-05); the beta sign-in read labeled and its evidence kept


[bookmark: _Toc00001458]Checklist
· Every conversion’s target follows the order, or has a recorded reason (NPI-WIF-01).
· Every federated credential’s issuer and subject were checked against the claims captured from a real test run of its workload, and its token exchange test passed, before cutover.
· Every credential in the tenant on a converted app or identity is in the reviewed file, or its retirement is in review.
· Every user-assigned identity was created by the write path, and every managed identity’s role assignments are in its record for Chapter 07.
· The plan’s SHA-256 was approved by someone other than the person who applied it, and the write path ran as a person, delegated.
· Every cutover is in the cutover log, and every parallel run shows sign-ins on the new identity, no legacy use, and 30 days.
· Every disable has the owner’s approval and a DisabledOn; every secret is removed by the owner in a separate reviewed change made by hand, after its run.
· Nothing was deleted by this code; rollback (re-enable, revert the configuration) is still possible.
· The pinned samples match their manifests, and every upstream commit since the pins has been reviewed.
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[bookmark: _Toc00001460]Chapter 06 — gMSAs, dMSAs and the Kerberos Island
A gMSA is a good credential with a known expiry date: the day the last domain controller is demoted. The code’s job is to make sure every one of them is gone, or on a dated list, before that day.
[bookmark: _Toc00001461]In this chapter
The Kerberos-only part of credential modernization (the project plan’s NP3.5 and NP3.6) and the reconciliation before AD is retired (NP7.3). You start with Learn’s own procedures for group managed service accounts (gMSAs), delegated managed service accounts (dMSAs, Windows Server 2025) and the KDS root key, which the repository keeps as a pinned copy, and you run them against stand-ins to see what they do and what they leave to you. Then you use examples/non-person-identity for the rest: a plan per Kerberos account from reviewed data, the KDS root key checked without reading the key, the password retrievers held as reviewed data, a separate write path that creates, migrates and disables but never deletes, the island list for the program’s SPN retirement, and the reconciliation with the program’s end state. Lab 1 runs on a laptop with no domain; Lab 2 uses a test domain.
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Watch the video: Building Non-Person Identity, Chapter 06 — gMSAs, dMSAs and the Kerberos Island: narrated tour (12 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can produce, from code and reviewed data, the three things the plan asks for here: NP3.5, “MSAs upgraded to gMSAs; traditional accounts, IIS application pools and scheduled tasks moved to a gMSA or a dMSA”; NP3.6, the Kerberos accounts that stay, each with “SPN owner and an end date within D08 recorded”, and “the islanded list handed to the program’s SPN retirement” (P4.6); and NP7.3, “gMSAs and dMSAs reconciled with the provisional end state: moved to a workload identity, or listed for the Kerberos island with an end-of-life date”. Every change to the domain is a plan file a reviewer approves by its SHA-256 before anything runs. You can say, for each rule, whether it is Learn’s, Learn’s procedure, or the program’s design.
Audience. Developers who build the project’s Active Directory code, the server and Active Directory engineers who run the write path and change the hosts, the application owners who name an SPN owner and an end date, and the ISSO who reviews the island list. You should read PowerShell 7 and know Chapter 01’s register. You don’t need a domain until Lab 2.
[bookmark: _Toc00001464]The context the code depends on
What a gMSA and a dMSA are. A gMSA is a domain account whose password the domain controllers manage and which several servers can retrieve; services that use the Service Control Manager, IIS application pools and Task Scheduler tasks can run as one.1 Learn’s Entra guidance says to use gMSAs for on-premises services unless a service, such as failover clustering, doesn’t support them, and that Windows changes the password every 30 days.2 A dMSA, new in Windows Server 2025, supersedes a traditional service account: once the migration completes, the old account’s password can no longer be used, authentication is tied to the machines mapped to the dMSA, and the original account is disabled.3 Learn’s gMSA page adds four rules the plan has to respect: a gMSA’s name must be unique in the forest, not just the domain; its password interval (30 days by default) can be set only when it’s created; a gMSA can be created for outbound authentication only (-RestrictToOutboundAuthenticationOnly); and each host tests that it can retrieve the password with Test-ADServiceAccount after Install-ADServiceAccount.1 Learn’s containers page adds that a forest should have only one KDS root key, because more than one makes gMSAs fail after a password rotation.4 The same moves done by hand, step by step with Learn’s commands, and the Entra targets compared side by side, are in the guide Service Accounts: From User Accounts to gMSAs to Microsoft Entra Workload Identities. Book 02’s matrix gives the targets: a traditional account that serves Kerberos on-premises goes to a gMSA, or a dMSA on a Windows Server 2025 domain; an MSA is upgraded to a gMSA first; IIS application pools and scheduled tasks go to a gMSA now and to a managed identity once they move to Azure.
Why this chapter has an end date built in. A gMSA works only while AD is authoritative (companion guide). The program decides at G0 whether its end state is AD retired or a dated Kerberos island (D11, provisional), sets end dates for legacy authentication and NTLM at D08, and retires AD at program G5. The project plan’s risk register is blunt: a workload still running under a gMSA loses its credential when the last domain controller is demoted. So the code doesn’t stop at “converted”: every gMSA and dMSA ends this chapter either moving to a workload identity (Chapter 05), retiring, or on the island list with an end date, and the island list is what the program’s SPN retirement (P4.6) works from. Book 02, Chapter 10’s What still needs AD after Phase 10 lists Kerberos applications as one of the dependencies AD retirement has to clear.
The program’s rules for this chapter (Design guidance):
· Every Kerberos account has a reviewed disposition, and it is Chapter 03’s: the application owner’s D-NP3 decision, Retire, Replatform, Keep or KeepKerberos, which this chapter reads from Chapter 03’s run, never from a second list. Replatform to a gMSA or a dMSA is converted here; Replatform to a managed identity or an app registration moves in Chapter 05; Keep and KeepKerberos stay, with an end date and, where Chapter 03 asks for one, an SPN owner, and KeepKerberos carries the authorizing official’s acceptance onto the island list; Retire goes through the decommission process. For each account it re-platforms, kerberos-replatform.csv, kept with the application records, names the new account, its workload and its hosts. A Kerberos account here is an enabled traditional account with an SPN, an MSA, a gMSA or a dMSA from Chapter 01’s register. SQL Server’s go to the Data Platform plan.
· Who may retrieve a managed password is reviewed data, in password-retrievers.json, not whatever AD holds today.
· A dMSA migration runs for 30 days before it completes. That is the program’s parallel run for every conversion, and it covers four 7-day ticket lifetimes, the wait Learn recommends before completing (at least two).3
· Every account that stays on Kerberos has an end date, bounded as in Chapter 03: no later than D08’s for an account kept on Kerberos with the authorizing official’s acceptance (KeepKerberos), and no later than program G5 for every other one, a kept or planned gMSA or dMSA. It has an SPN owner where Chapter 03 asks for one: a KeepKerberos account, or any account with SPNs; a kept account with no SPNs needs none. Every gMSA and dMSA also ends no later than program G5 if D11 retires AD, or than the island’s end of life if D11 keeps one.
· Never delete. The old account is disabled at most, by Complete-ADServiceAccountMigration for a dMSA or by Disable-ADAccount after a clean 30-day parallel run on a gMSA (Book 02, Chapter 10, Phase 4); retirement goes through the plan’s reviewed decommission process.
Which domain, and which cloud
Every call in this chapter is an Active Directory cmdlet against the program’s domain (corp.contoso.example in the fixtures), sent to the domain controller named with -Server. The writes don’t work against a read-only domain controller.5 6 No Graph or Resource Manager endpoint is called, so the US Government clouds don’t change anything here; the run still takes -Cloud and refuses a register read in another cloud, so the evidence matches Chapter 01’s. The moves to a workload identity happen in Chapter 05, against the cloud’s own endpoints.
[bookmark: _Toc00001465]Start with Microsoft’s sample
What Microsoft gives you
Learn has four procedures for this chapter. Setting up delegated Managed Service Accounts is a PowerShell walk-through: check the KDS root key with Get-KdsRootKey, create a dMSA with New-ADServiceAccount -CreateDelegatedServiceAccount, grant a machine its password with Set-ADServiceAccount, set msDS-DelegatedMSAState, start the migration with Start-ADServiceAccountMigration, set a registry value on the host, restart the host’s services, complete it with Complete-ADServiceAccountMigration, and undo or reset it.7 Delegated Managed Service Accounts overview gives the limits and what each step changes in AD.3 Manage group Managed Service Accounts (formerly Get started with group managed service accounts) creates a gMSA with New-ADServiceAccount -PrincipalsAllowedToRetrieveManagedPassword and installs it on each host.1 Create a Key Distribution Service (KDS) root key covers the one-time prerequisite.8 Learn’s Entra page Secure group managed service accounts, pinned for Chapter 01, gives the seven steps to move a service to a gMSA.2
The pinned copy
The procedures exist only inside the Learn pages, so the repository pins the pages’ source, unmodified, in examples/third_party/windows-server-msa-pages: four pages from MicrosoftDocs/windowsserverdocs at commit 2205ce8 (October 30, 2026), retrieved October 30, 2026, with the repository’s licenses (Creative Commons Attribution 4.0 for documentation, MIT for code).9 snapshot.json records each file’s SHA-256 and git blob hash, checked against the upstream tree, and a unit test checks them. The weekly source watch reports new commits to each page. Updating the copy is a reviewed pull request.
tests/KerberosIslandSampleHarness.ps1 finds each PowerShell block by its content in the page’s source, strips the Markdown quote and list indentation, and runs it unmodified against stand-ins for the Active Directory, registry and service cmdlets it calls. The stand-ins take the parameters Learn’s cmdlet references list, so a parameter a cmdlet doesn’t have fails here as it would on a server.
What it leaves to you
Each row is pinned by a test: in tests/KerberosIslandSamples.Tests.ps1 for the procedures, and in tests/NpiKerberosIsland.Tests.ps1 for the example.
	Learn’s procedure, as published
	Why it matters
	What examples/non-person-identity adds

	Creates a dMSA with -CreateDelegatedServiceAccount and AES256; creates a gMSA with its retrievers
	—
	Kept as the model: CreateDmsa and CreateGmsa, each a declared call with only these parameters

	Checks the KDS root key with Get-KdsRootKey, which returns each root key’s value10
	The prerequisite check reads the secret every gMSA password derives from
	A read of msKds-UseStartTime and msKds-CreateTime only, from the container Learn’s KDS page names, with a delegated read (research gaps, row 52); the fake refuses to return the key data

	Offers Add-KdsRootKey backdated 10 hours, which the KDS page reserves for a test environment with one domain controller8
	A production root key used before it replicates fails gMSA password retrieval
	The code never creates a root key; it waits until a key has been usable for 10 hours (NPI-KRB-01)

	Sets msDS-DelegatedMSAState with Set-ADServiceAccount -Properties, a parameter the cmdlet doesn’t have11
	Fails as published
	The migration path doesn’t set state 3; Start- and Complete-ADServiceAccountMigration set 1 and 2 (research gaps, row 51)

	Names the account ServiceAccountName, DMSA Name and dMSAsnmp in successive steps, and grants retrieval to one machine typed by hand
	Placeholders that differ step to step invite a wrong account
	Names from the reviewed dispositions; retrievers from password-retrievers.json (NPI-KRB-03)

	Has no wait between start and complete; the overview says at least two ticket lifetimes (14 days), four (28 days) recommended3
	Completing early loses hosts the dMSA hasn’t learned yet
	CompleteDmsaMigration only 30 days after MigrationStartedOn: the program’s 30-day parallel run, which covers four 7-day ticket lifetimes (research gaps, row 54)

	Doesn’t check the overview’s limits: no MSA or gMSA to dMSA; unconstrained delegation stops working; every machine using the account must support dMSA3; one dMSA per service account and at least one Windows Server 2025 domain controller12
	A migration that disables the old account on a host that can’t use the new one breaks the service
	Each limit is checked before a dMSA is planned (NPI-KRB-04)

	Restarts every running service on the host to pick up the dMSA
	A restart of unrelated services
	Host steps are the server owner’s, recorded, never run by this code (research gaps, row 57)

	Warns never to delete the original account,7 while the Entra page’s move to a gMSA ends by deleting it2
	The pages disagree; a deleted account can’t be reverted to
	Never delete, the stricter: no delete, uninstall, undo or reset call exists; the old gMSA source is disabled after a 30-day parallel run (research gaps, rows 55 and 56)

	gMSA commands are templates with <placeholders> that don’t parse; no Kerberos encryption type
	—
	Concrete parameters from reviewed data; KerberosEncryptionType AES256, as the gMSA overview advises AES13

	No SPN owner, end date, D08, D11 or program G5
	NP3.6 and NP7.3 are left to you
	The island list and the reconciliation (NPI-KRB-05 to -07)


The verdict. Use Learn’s cmdlets and their order as the model for every write. Don’t use the procedures as the program: they read the KDS key, skip the migration’s own limits and waits, and stop at “migrated”, with nothing that keeps the account from being forgotten at program G5.
[bookmark: _Toc00001466]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiKerberosIsland/NpiKerberosIsland.psm1, two entry scripts (Invoke-NpiKerberosIsland.ps1, which only reads, and Invoke-NpiKerberosIslandAction.ps1, the write path), its own call list config/calls-ch06.json with the kerberos-island and kerberos-apply tasks, Chapter 03’s decisions and three reviewed inputs. It builds on Chapter 01’s register and NpiCore’s findings, hashes and fixtures, and adds a fake Active Directory for this chapter’s cmdlets.
The inputs
	File
	Who keeps it
	What it holds

	Chapter 01’s run folder
	The pipeline
	register.json and manifest.json; the run refuses a register whose SHA-256 isn’t the manifest’s

	Chapter 03’s run folder
	The pipeline
	decisions.json and manifest.json: each account’s D-NP3 Disposition (Retire, Replatform, Keep, KeepKerberos) and Target, and for a kept account its EndDate, SpnOwner and the authorizing official’s acceptance (AoAcceptedBy); the run refuses a decisions.json whose SHA-256 isn’t the manifest’s, or one decided on a different register

	kerberos-replatform.csv
	Application owners, through identity engineering
	Per account Chapter 03 re-platforms: NewAccount, Workload (Service, IisAppPool or ScheduledTask) and Hosts for a gMSA or a dMSA, or Reference for a workload identity; the new account’s SpnOwnerUpn and EndDate; then HostChangedOn and MigrationStartedOn as the work happens. A kept account’s SPN owner and end date are Chapter 03’s

	password-retrievers.json
	Server and AD engineering, reviewed
	Per gMSA and dMSA, the distinguished names allowed to retrieve its password; Learn recommends a security group of the hosts1

	program-dates.json
	Identity engineering lead, from the program master schedule
	The one program dates file, which Chapter 03 also reads: D08’s end date (d08LegacyAuthEndDate), program G5’s date (g5AdRetired) and D11’s decision (d11: AdRetired, or KerberosIsland with an end of life). There is no default; a missing or unknown decision stops the run, and so does a copy whose SHA-256 isn’t the one Chapter 03’s run recorded


The check and the plan
Read-NpiKrbDomain reads, through a reader for the read task: the KDS root keys (msKds-UseStartTime only), every managed service account with PrincipalsAllowedToRetrieveManagedPassword, msDS-DelegatedMSAState and msDS-ManagedAccountPrecededByLink, and, for a dMSA conversion, the account’s distinguished name, the domain controllers and each host’s operating system. Test-NpiKerberosIsland returns the findings, the plan, the island list and the reconciliation.
	Rule
	Severity
	What it flags
	Source

	NPI-KRB-01
	Finding / Warn
	No KDS root key (no gMSA or dMSA can be created); or one usable less than 10 hours ago
	Learn8

	NPI-KRB-02
	Finding
	A Kerberos account with no disposition in Chapter 03’s decisions, or one this chapter doesn’t know; a move to a workload identity with no Reference
	Project plan, D-NP3 (Design guidance)

	NPI-KRB-03
	Finding
	A gMSA or dMSA whose retrievers in AD differ from the reviewed list, or that has no reviewed list, or an empty one
	Design guidance

	NPI-KRB-04
	Finding
	A target that can’t be used: a dMSA from an MSA, or with unconstrained delegation, a host or a domain without Windows Server 2025, one dMSA for two accounts; a gMSA with no reviewed retrievers; a gMSA or dMSA converted again
	Learn3 12

	NPI-KRB-05
	Finding
	An account that stays on Kerberos with no SPN owner, where Chapter 03 asks for one: a KeepKerberos account, or one with SPNs
	Project plan, NP3.6; Chapter 03

	NPI-KRB-06
	Finding / Warn
	No end date, or one after its bound: D08’s for a KeepKerberos account, program G5’s for any other; Warn while that date isn’t set
	Project plan, NP3.6 and NP7.3; Chapter 03

	NPI-KRB-07
	Finding
	A gMSA or dMSA not reconciled with D11: no destination; a move or retirement after program G5; an island account past program G5 when AD is retired, or past the island’s end of life
	Project plan, NP7.3 and program G5

	NPI-KRB-08
	Warn
	A managed service account in a privileged group
	Learn2

	NPI-KRB-09
	Info
	A SQL Server account, handed to the Data Platform plan
	Chapter 01


Every finding has a stable ID, <rule>:<account>. The plan turns each account into one action:
	Action
	When
	Writes?

	CreateGmsa
	Replatform to a gMSA, the gMSA doesn’t exist, the root key is ready, the retrievers are reviewed: New-ADServiceAccount -Name -DNSHostName -PrincipalsAllowedToRetrieveManagedPassword -KerberosEncryptionType AES256
	Yes, after review

	AwaitHostChange, AwaitParallelRun
	The gMSA exists; the server owner installs it on the hosts with Install-ADServiceAccount, confirms Test-ADServiceAccount returns True on each,1 moves the SPNs and changes the service, application pool or task identity (Learn’s commands are in the guide’s step A5), then records HostChangedOn; 30 days follow
	No

	DisableSuperseded
	30 days after HostChangedOn, the old account still enabled: Disable-ADAccount -Identity <objectGUID>
	Yes, after review

	CreateDmsa
	Replatform to a dMSA that passes every limit, and doesn’t exist: New-ADServiceAccount -CreateDelegatedServiceAccount -KerberosEncryptionType AES256
	Yes, after review

	StartDmsaMigration
	The dMSA exists with msDS-DelegatedMSAState 0: Start-ADServiceAccountMigration -Identity <dMSA> -SupersededAccount <DN>
	Yes, after review

	AwaitMigrationWindow
	In migration, less than 30 days since MigrationStartedOn, or no date recorded
	No

	CompleteDmsaMigration
	State 1 and 30 days passed: Complete-ADServiceAccountMigration, which disables the old account and moves its SPNs to the dMSA3
	Yes, after review

	SetRetrievers
	A gMSA or dMSA whose retrievers differ from the reviewed list: Set-ADServiceAccount -Identity -PrincipalsAllowedToRetrieveManagedPassword
	Yes, after review

	Island, MovesToWorkloadIdentity, RetireThroughDecommission, MigrationComplete, Superseded, HandedOff, Blocked, AwaitDisposition
	Recorded, with the reason
	No


The plan is written as kerberos-plan.json with the register’s SHA-256, the SHA-256 of each input, the tenant, the cloud, the domain and the date. The same inputs give the same plan, byte for byte, so a reviewer approves a hash.
The island list and the reconciliation
island-list.csv holds every account that stays on Kerberos under the name it will have (the dMSA or gMSA a conversion creates, or the account itself), with its SPNs, its D-NP3 disposition, SPN owner, end date, the date that bounds it (EndBound: D08 for a KeepKerberos account, G5 for any other) and whether the end date is within it (WithinBound), the authorizing official who accepted an account kept on Kerberos (AoAcceptedBy, carried from Chapter 03) and whether it is ready for the program’s SPN retirement (P4.6). A KeepKerberos account without that acceptance isn’t ready, and neither is an account that needs an SPN owner and has none. The run’s manifest records islandHandoffReady, true only when every row is ready; a row whose bounding date isn’t set isn’t.
reconciliation.json holds every gMSA and dMSA, existing or planned, with its destination and outcome: MovesToWorkloadIdentity, Retires, OnIslandList, HandedOff or Unreconciled. When the program confirms or revises D11 (D09, week 36), program-dates.json changes in a reviewed pull request, and Chapter 03’s run and this one are repeated inside the 72-day margin before program G5.
The separate write path
Invoke-NpiKerberosIslandAction.ps1 is the only code in this chapter that can write, and it writes only through New-NpiKrbWriter, whose calls are the kerberos-apply task’s. It refuses to run unless:
· the plan file’s SHA-256 is the one passed as -ApprovedSha256;
· the plan is for this tenant and this domain, and no more than seven days old (Design guidance);
· each write is a declared kerberos-apply call with its cmdlet and only its allowedParams; a new account is AES256, a retriever list is never empty, a superseded account is a distinguished name, and no cmdlet that removes, uninstalls, undoes or resets is ever run;
· a live run is a person’s session against a read-write domain controller, never a computer or service identity.
Before each write it re-reads the target and skips the write if the precheck no longer holds: the root key isn’t ready, the account already exists, the retrievers changed since review, the migration state moved, or the old account is already disabled. Without -Apply it stops after the prechecks and reports WouldSend.
	Task
	Cmdlets
	Active Directory right

	kerberos-island (read)
	Get-ADObject (KDS root keys), Get-ADServiceAccount, Get-ADUser, Get-ADDomainController, Get-ADComputer
	The default read of an authenticated domain user, plus a delegated read of msKds-UseStartTime and msKds-CreateTime in CN=Master Root Keys, whose class’s default security descriptor grants Enterprise Admins, Domain Admins and SYSTEM only14 (research gaps, rows 52 and 53)

	kerberos-apply (write, a person)
	The reads, New-ADServiceAccount, Set-ADServiceAccount, Start- and Complete-ADServiceAccountMigration, Disable-ADAccount
	Domain Admins or Enterprise Admins, or equivalent, to create or migrate to a dMSA;7 Domain Admins or a delegated right to create gMSAs;1 write of msDS-GroupMSAMembership; a delegated right to disable accounts in the account’s OU


The read task holds no domain administration. The write task does, because Learn’s dMSA procedure needs it: that is why it is a separate script, run by a person, on a plan someone else approved.
The tests
Pester 5 under PowerShell 7. This chapter’s are:
· tests/KerberosIslandSamples.Tests.ps1, 17 tests: Learn’s procedures, run as published against stand-ins.
· tests/NpiKerberosIsland.Tests.ps1, 44 tests: the call list and its least-privilege check, the reader’s refusals, the register’s hash, Chapter 03’s run and the one program dates file, the end state with no default, the KDS root key read, each rule, gMSA and dMSA paths step by step, the retrievers, the island list and its hand-off, the reconciliation under each D11 decision, the deterministic plan, the writer’s refusals (hash, tenant, domain, age, delete, undeclared call, parameter, empty list, encryption type, distinguished name), dry run, -Apply, the prechecks that skip a write, and the entry scripts.
[bookmark: _Toc00001467]Illustrative code
The commands below run Learn’s pinned procedures against stand-ins, and run the example against a fictional estate and a fake Active Directory. -Apply in Lab 1 changes only the fake, in memory. Review the code, and run Lab 2 in a test domain, before it reads or writes a real one.
[bookmark: _Toc00001468]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity. First make the runs this chapter reads: Chapter 01’s out/inventory, Chapter 02’s out/ownership and Chapter 03’s out/matrix, with the commands of Chapter 03’s Lab 1, step 3:
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory | Out-Null
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership | Out-Null
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership -InputPath tests/fixtures/ch03/inputs -FixturePath tests/fixtures/estate.json -SkuFixturePath tests/fixtures/ch03/subscribed-skus.json -OutputPath out/matrix | Out-Null

# Step 1: Run Learn's procedures against the stand-ins
Invoke-Pester -Path tests/KerberosIslandSamples.Tests.ps1 -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task runs
Import-Module ./powershell/NpiKerberosIsland/NpiKerberosIsland.psm1
foreach ($t in 'kerberos-island', 'kerberos-apply') { $r = Get-NpiKrbRequiredRight -Task $t; "$t : " + ($r.Cmdlets -join ', ') }

# Step 3: Check the Kerberos accounts and build the plan
./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory -MatrixRun out/matrix -ProgramDatesPath tests/fixtures/ch03/inputs/program-dates.json -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -InputPath tests/fixtures/ch06/inputs -OutputPath out/kerberos

# Step 4: Read the findings
Get-Content out/kerberos/findings.json -Raw | ConvertFrom-Json | Sort-Object Rule | Format-Table Rule, Severity, ObjectKey

# Step 5: Read the plan
Get-Content out/kerberos/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet

# Step 6: Read the island list and the reconciliation
Import-Csv out/kerberos/island-list.csv | Format-Table Account, Type, Disposition, SpnOwnerUpn, EndDate, AoAcceptedBy, ReadyForP46
Get-Content out/kerberos/reconciliation.json -Raw | ConvertFrom-Json | Format-Table Account, Type, Planned, Destination, Outcome

# Step 7: Dry-run the plan with its approved hash
$sha = (Get-FileHash out/kerberos/kerberos-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -OutputPath out/kerberos-dryrun

# Step 8: Apply it to the fake, then try a hash nobody approved
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -OutputPath out/kerberos-apply -Apply
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -OutputPath out/kerberos-x

# Step 9: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory | Out-Null
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership | Out-Null
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership -InputPath tests/fixtures/ch03/inputs -FixturePath tests/fixtures/estate.json -SkuFixturePath tests/fixtures/ch03/subscribed-skus.json -OutputPath out/matrix | Out-Null
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-1.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
It prints nothing. The three folders hold the register, the owners and the owners’ D-NP3 decisions this chapter reads.
1. Run Learn’s procedures against the stand-ins:
· Invoke-Pester -Path tests/KerberosIslandSamples.Tests.ps1 -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 17, FailedCount 0, NotRunCount 0. Read the test for the state-3 step: Learn’s block fails with A parameter cannot be found that matches parameter name 'Properties'.
1. List what each task runs:
· Import-Module ./powershell/NpiKerberosIsland/NpiKerberosIsland.psm1
foreach ($t in 'kerberos-island', 'kerberos-apply') { $r = Get-NpiKrbRequiredRight -Task $t; "$t : " + ($r.Cmdlets -join ', ') }
· kerberos-island : Get-ADComputer, Get-ADDomainController, Get-ADObject, Get-ADServiceAccount, Get-ADUser
kerberos-apply : Complete-ADServiceAccountMigration, Disable-ADAccount, Get-ADComputer, Get-ADDomainController, Get-ADObject, Get-ADServiceAccount, Get-ADUser, New-ADServiceAccount, Set-ADServiceAccount, Start-ADServiceAccountMigration
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Check the Kerberos accounts and build the plan:
· ./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory -MatrixRun out/matrix -ProgramDatesPath tests/fixtures/ch03/inputs/program-dates.json -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -InputPath tests/fixtures/ch06/inputs -OutputPath out/kerberos
· Kerberos accounts: 9 in scope; KDS root key Ready
Findings: 5 Finding, 1 Warn, 2 Info
Plan: 9 actions, 4 of them writes (1 CompleteDmsaMigration, 2 CreateGmsa, 1 SetRetrievers); nothing sent
Island list: 6 accounts, 4 ready for P4.6; hand-off ready: False
Reconciliation (D11 KerberosIsland): 1 HandedOff, 4 OnIslandList, 1 Unreconciled
Plan SHA-256: e8fb8355ee0989d9ce9d7b107cd52f45d0eea5f155a49c1667a1bf5840de9cca
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The plan’s hash is the same on every run with these inputs.
1. Read the findings:
· Get-Content out/kerberos/findings.json -Raw | ConvertFrom-Json | Sort-Object Rule | Format-Table Rule, Severity, ObjectKey
· Rule       Severity ObjectKey
----       -------- ---------
NPI-KRB-03 Finding  gmsa-web$
NPI-KRB-05 Finding  svc-intranet
NPI-KRB-05 Finding  svc-webfront
NPI-KRB-06 Finding  svc-intranet
NPI-KRB-07 Finding  gmsa-intranet$
NPI-KRB-08 Warn     gmsa-ops$
NPI-KRB-09 Info     gmsa-sql$
NPI-KRB-09 Info     svc-sqlprod
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Each disposition is Chapter 03’s. svc-webfront is trusted for unconstrained delegation, which stops working once a dMSA migration completes, so its owner kept it on Kerberos (KeepKerberos, with the authorizing official’s acceptance) instead of the dMSA the matrix proposed; it has no SPN owner. Had the owner chosen the dMSA, this chapter would block it (NPI-KRB-04, pinned by the tests). gmsa-web$’s reviewed retrievers add WEB03, and the end date Chapter 03 records for it (August 31, 2027) is after D08’s (June 30, 2027) but before program G5 (September 30, 2027), which bounds a kept gMSA, as in Chapter 03. gmsa-ops$ has the same end date and no SPN owner, which it doesn’t need because it has no SPNs, and is in Domain Admins. Chapter 03 re-platforms svc-intranet to a gMSA, but kerberos-replatform.csv names no SPN owner for it, and its end date (2028) is after program G5 and after the island’s end of life, so its planned gMSA isn’t reconciled.
1. Read the plan:
· Get-Content out/kerberos/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet
· Action                Account      Write Cmdlet
------                -------      ----- ------
Island                gmsa-ops$    False
HandedOff             gmsa-sql$    False
Island                gmsa-web$    False
SetRetrievers         gmsa-web$     True Set-ADServiceAccount
CreateGmsa            msa-print01$  True New-ADServiceAccount
CompleteDmsaMigration svc-hrsync    True Complete-ADServiceAccountMigration
CreateGmsa            svc-intranet  True New-ADServiceAccount
HandedOff             svc-sqlprod  False
Island                svc-webfront False
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· svc-hrsync’s migration to dmsa-hrsync$ started on September 20, 40 days ago, so it can complete. The MSA msa-print01$ gets a new gMSA for its scheduled task; the IIS application pool’s account svc-intranet gets one whose retrievers are a group. gmsa-ops$, gmsa-web$ and svc-webfront stay on the island, as Chapter 03 decided. An account Chapter 03 re-platforms to a managed identity or an app registration would show MovesToWorkloadIdentity, for Chapter 05.
1. Read the island list and the reconciliation:
· Import-Csv out/kerberos/island-list.csv | Format-Table Account, Type, Disposition, SpnOwnerUpn, EndDate, AoAcceptedBy, ReadyForP46
Get-Content out/kerberos/reconciliation.json -Raw | ConvertFrom-Json | Format-Table Account, Type, Planned, Destination, Outcome
· Account        Type        Disposition  SpnOwnerUpn                   EndDate    AoAcceptedBy       ReadyForP46
-------        ----        -----------  -----------                   -------    ------------       -----------
dmsa-hrsync$   dMSA        Replatform   hr-apps.owner@contoso.example 2027-06-30                    True
gmsa-intranet$ gMSA        Replatform                                 2028-12-31                    False
gmsa-ops$      gMSA        Keep                                       2027-08-31                    True
gmsa-print$    gMSA        Replatform   print.owner@contoso.example   2027-06-30                    True
gmsa-web$      gMSA        Keep         erin@contoso.example          2027-08-31                    True
svc-webfront   Traditional KeepKerberos                               2027-05-31 ao@contoso.example False

Account        Type Planned Destination Outcome
-------        ---- ------- ----------- -------
dmsa-hrsync$   dMSA   False Island      OnIslandList
gmsa-ops$      gMSA   False Island      OnIslandList
gmsa-sql$      gMSA   False HandedOff   HandedOff
gmsa-web$      gMSA   False Island      OnIslandList
gmsa-intranet$ gMSA    True Island      Unreconciled
gmsa-print$    gMSA    True Island      OnIslandList
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· svc-webfront carries Chapter 03’s acceptance by the authorizing official, so it becomes ready once it has an SPN owner; a KeepKerberos account without the acceptance stays not ready.
1. Dry-run the plan with its approved hash:
· $sha = (Get-FileHash out/kerberos/kerberos-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -OutputPath out/kerberos-dryrun
· DryRun: 4 WouldSend
  WouldSend SetRetrievers         gmsa-web$       Set-ADServiceAccount
  WouldSend CreateGmsa            msa-print01$    New-ADServiceAccount
  WouldSend CompleteDmsaMigration svc-hrsync      Complete-ADServiceAccountMigration
  WouldSend CreateGmsa            svc-intranet    New-ADServiceAccount
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· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Apply it to the fake, then try a hash nobody approved:
· ./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -OutputPath out/kerberos-apply -Apply
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch06/ad-kerberos.json -OutputPath out/kerberos-x
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· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Apply: 4 Sent; results.json tells the operator what comes next (install each gMSA on its hosts and record HostChangedOn; the old svc-hrsync is disabled and kept). Then the refusal: The plan's SHA-256 is e8fb8355…, not the approved 0000…; refusing to run a plan nobody reviewed.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing across the example, out/kerberos/manifest.json listing seven AD reads and the SHA-256 of the register, of Chapter 03’s decisions and of each input, and out/kerberos-apply/manifest.json listing the prechecks and the four writes. Delete out when you’re done:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/06-11.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001469]Lab 2: test domain
Use a test Active Directory domain, never production, with at least one Windows Server 2025 domain controller, a Windows Server 2025 member server, Chapter 01’s Lab 2 test host, and the permissions Chapters 02 and 03’s Lab 2 grant to Chapter 01’s reading app, which this lab uses to run those chapters again over the test accounts. The KDS root key must already exist; in a test domain with one domain controller, Learn’s KDS page shows how to create one usable at once.8 Work in examples/non-person-identity on Chapter 01’s test host. You’ll replace: <tenant-id>, <inventory-app-id> and <inventory-thumbprint> (Chapter 01’s tenant, reading app and certificate), <test-domain> (the test domain’s DNS name), <test-dc> (a writable test domain controller), <inputs>, <ownership-inputs> and <matrix-inputs> (folders for this lab’s input files and for the ones it writes for Chapters 02 and 03), <your-upn> (your user principal name, as the owner who decides), <test-account> (the traditional test account’s sAMAccountName), <test-account-dn> (its distinguished name), <test-msa> (the test MSA’s name, without the $), <new-dmsa> and <new-gmsa> (names for the new dMSA and gMSA, without the $), <msa-workload> (Service, IisAppPool or ScheduledTask: what the MSA runs), <member-server> (the 2025 member server’s name), <retriever-dn> (the distinguished name of the computer or group allowed to retrieve the gMSA’s password), <spn-owner-upn> (a test SPN owner), <end-date> (an end date before your test D08), <test-d08>, <test-g5> and <island-eol> (your test program’s dates, in the one program-dates.json both chapters read), <test-service> (the test Windows service’s name), and <sha>, <sha2>, <sha3> (each plan’s SHA-256, as the reviewer passes it to you).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Make two test accounts, and record their dispositions in Chapter 03
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test

# Step 1: Make two test accounts, and record their dispositions in Chapter 03
New-Item -ItemType Directory -Force <inputs>, <ownership-inputs>, <matrix-inputs> | Out-Null
foreach ($f in 'application-owners', 'igo-confirmations', 'owner-claims', 'service-records') { Get-Content tests/fixtures/inputs/$f.csv -TotalCount 1 | Set-Content <ownership-inputs>/$f.csv }
Add-Content <ownership-inputs>/application-owners.csv '<test-account>,<your-upn>,TEST-0003', '<test-msa>$,<your-upn>,TEST-0003'
Add-Content <ownership-inputs>/service-records.csv 'TEST-0003,NPI test Kerberos service,Active,false'
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <ownership-inputs> -OutputPath out/kerberos-test-ownership

# Step 1: Make two test accounts, and record their dispositions in Chapter 03
foreach ($f in 'workloads', 'dispositions', 'waves') { Get-Content tests/fixtures/ch03/inputs/$f.csv -TotalCount 1 | Set-Content <matrix-inputs>/$f.csv }
$d = Get-Content tests/fixtures/ch03/inputs/program-dates.json -Raw | ConvertFrom-Json; $d.d08LegacyAuthEndDate = '<test-d08>'; $d.g5AdRetired = '<test-g5>'; $d.d11.islandEndOfLife = '<island-eol>'; $d | ConvertTo-Json -Depth 5 | Set-Content <matrix-inputs>/program-dates.json
$reg = Get-Content out/inventory-test/register.json -Raw | ConvertFrom-Json; $today = Get-Date -Format yyyy-MM-dd
$acct = ($reg | Where-Object Name -eq '<test-account>').IdentityId; $msa = ($reg | Where-Object Name -eq '<test-msa>$').IdentityId
Add-Content <matrix-inputs>/workloads.csv "$acct,OnPremKerberos,,Yes,,<your-upn>", "$msa,OnPremKerberos,,Yes,,<your-upn>"
Add-Content <matrix-inputs>/dispositions.csv "$acct,Replatform,dMSA,1,<your-upn>,$today,,,,", "$msa,Replatform,gMSA,1,<your-upn>,$today,,,,"
Add-Content <matrix-inputs>/waves.csv "1,Test wave,$today,30,<spn-owner-upn>,$today"
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory-test -OwnershipRun out/kerberos-test-ownership -InputPath <matrix-inputs> -OutputPath out/kerberos-test-matrix

# Step 1: Make two test accounts, and record their dispositions in Chapter 03
Get-Content tests/fixtures/ch06/inputs/kerberos-replatform.csv -TotalCount 1 | Set-Content <inputs>/kerberos-replatform.csv
Add-Content <inputs>/kerberos-replatform.csv '<test-account>,<new-dmsa>$,Service,<member-server>,<spn-owner-upn>,<end-date>,,,', '<test-msa>$,<new-gmsa>$,<msa-workload>,<member-server>,<spn-owner-upn>,<end-date>,,,'
@{ accounts = @{ '<new-gmsa>$' = @('<retriever-dn>') } } | ConvertTo-Json -Depth 5 | Set-Content <inputs>/password-retrievers.json

# Step 3: Run the check
./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory-test -MatrixRun out/kerberos-test-matrix -ProgramDatesPath <matrix-inputs>/program-dates.json -InputPath <inputs> -Server <test-dc> -OutputPath out/kerberos-test
Get-Content out/kerberos-test/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet

# Step 3: Run the check
(Get-FileHash out/kerberos-test/kerberos-plan.json -Algorithm SHA256).Hash.ToLower()

# Step 4: Dry-run, then apply
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test/kerberos-plan.json -ApprovedSha256 <sha> -Server <test-dc> -OutputPath out/kerberos-test-dry
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test/kerberos-plan.json -ApprovedSha256 <sha> -Server <test-dc> -OutputPath out/kerberos-test-apply -Apply

# Step 5: Run the next plan
./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory-test -MatrixRun out/kerberos-test-matrix -ProgramDatesPath <matrix-inputs>/program-dates.json -InputPath <inputs> -Server <test-dc> -OutputPath out/kerberos-test-start
Get-Content out/kerberos-test-start/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet

# Step 5: Run the next plan
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-start/kerberos-plan.json -ApprovedSha256 <sha2> -Server <test-dc> -OutputPath out/kerberos-test-start-dry
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-start/kerberos-plan.json -ApprovedSha256 <sha2> -Server <test-dc> -OutputPath out/kerberos-test-start-apply -Apply
$d = Import-Csv <inputs>/kerberos-replatform.csv
($d | Where-Object SamAccountName -eq '<test-account>').MigrationStartedOn = Get-Date -Format yyyy-MM-dd
$d | Export-Csv <inputs>/kerberos-replatform.csv -NoTypeInformation -UseQuotes AsNeeded

# Step 5: Run the next plan
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\Kerberos\Parameters" -Name "DelegatedMSAEnabled" -Value "1" -PropertyType "DWORD" -Force
Restart-Service -Name <test-service>

# Step 5: Run the next plan
Get-ADServiceAccount -Identity <new-dmsa> -Properties msDS-DelegatedMSAState -Server <test-dc> | Select-Object Name, msDS-DelegatedMSAState

# Step 6: Complete, or back out
./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory-test -MatrixRun out/kerberos-test-matrix -ProgramDatesPath <matrix-inputs>/program-dates.json -InputPath <inputs> -Server <test-dc> -OutputPath out/kerberos-test-complete

# Step 6: Complete, or back out
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-complete/kerberos-plan.json -ApprovedSha256 <sha3> -Server <test-dc> -OutputPath out/kerberos-test-complete-dry
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-complete/kerberos-plan.json -ApprovedSha256 <sha3> -Server <test-dc> -OutputPath out/kerberos-test-complete-apply -Apply
Get-ADUser -Identity <test-account> -Properties ServicePrincipalName -Server <test-dc> | Select-Object SamAccountName, Enabled, ServicePrincipalName
Get-ADServiceAccount -Identity <new-dmsa> -Properties ServicePrincipalName -Server <test-dc> | Select-Object Name, ServicePrincipalName

# Step 6: Complete, or back out
Undo-ADServiceAccountMigration -Identity <new-dmsa> -SupersededAccount "<test-account-dn>"
Enable-ADAccount -Identity <test-account>

# Step 6: Complete, or back out
Remove-Item -Recurse -Force out/kerberos-test*
1. Make two test accounts, and record their dispositions in Chapter 03: a traditional test service account (svc- prefix) with an SPN, running a test Windows service on the 2025 member server, and a test MSA. With the two accounts made, read the register again so it holds them:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
· Run Chapter 02 over it, with you as the two accounts’ owner, in the fixture’s formats:
· New-Item -ItemType Directory -Force <inputs>, <ownership-inputs>, <matrix-inputs> | Out-Null
foreach ($f in 'application-owners', 'igo-confirmations', 'owner-claims', 'service-records') { Get-Content tests/fixtures/inputs/$f.csv -TotalCount 1 | Set-Content <ownership-inputs>/$f.csv }
Add-Content <ownership-inputs>/application-owners.csv '<test-account>,<your-upn>,TEST-0003', '<test-msa>$,<your-upn>,TEST-0003'
Add-Content <ownership-inputs>/service-records.csv 'TEST-0003,NPI test Kerberos service,Active,false'
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <ownership-inputs> -OutputPath out/kerberos-test-ownership
· Record the D-NP3 decisions in Chapter 03’s files: the first account Replatform to a dMSA, the MSA Replatform to a gMSA, both in wave 1, with your test program’s dates in program-dates.json, then run Chapter 03:
· foreach ($f in 'workloads', 'dispositions', 'waves') { Get-Content tests/fixtures/ch03/inputs/$f.csv -TotalCount 1 | Set-Content <matrix-inputs>/$f.csv }
$d = Get-Content tests/fixtures/ch03/inputs/program-dates.json -Raw | ConvertFrom-Json; $d.d08LegacyAuthEndDate = '<test-d08>'; $d.g5AdRetired = '<test-g5>'; $d.d11.islandEndOfLife = '<island-eol>'; $d | ConvertTo-Json -Depth 5 | Set-Content <matrix-inputs>/program-dates.json
$reg = Get-Content out/inventory-test/register.json -Raw | ConvertFrom-Json; $today = Get-Date -Format yyyy-MM-dd
$acct = ($reg | Where-Object Name -eq '<test-account>').IdentityId; $msa = ($reg | Where-Object Name -eq '<test-msa>$').IdentityId
Add-Content <matrix-inputs>/workloads.csv "$acct,OnPremKerberos,,Yes,,<your-upn>", "$msa,OnPremKerberos,,Yes,,<your-upn>"
Add-Content <matrix-inputs>/dispositions.csv "$acct,Replatform,dMSA,1,<your-upn>,$today,,,,", "$msa,Replatform,gMSA,1,<your-upn>,$today,,,,"
Add-Content <matrix-inputs>/waves.csv "1,Test wave,$today,30,<spn-owner-upn>,$today"
./Invoke-NpiMatrix.ps1 -Cloud gcc -RegisterRun out/inventory-test -OwnershipRun out/kerberos-test-ownership -InputPath <matrix-inputs> -OutputPath out/kerberos-test-matrix
· Then this chapter’s two files: kerberos-replatform.csv names the dMSA and the gMSA on that host, each with a test SPN owner and an end date before your test program G5, and password-retrievers.json the gMSA’s retrievers:
· Get-Content tests/fixtures/ch06/inputs/kerberos-replatform.csv -TotalCount 1 | Set-Content <inputs>/kerberos-replatform.csv
Add-Content <inputs>/kerberos-replatform.csv '<test-account>,<new-dmsa>$,Service,<member-server>,<spn-owner-upn>,<end-date>,,,', '<test-msa>$,<new-gmsa>$,<msa-workload>,<member-server>,<spn-owner-upn>,<end-date>,,,'
@{ accounts = @{ '<new-gmsa>$' = @('<retriever-dn>') } } | ConvertTo-Json -Depth 5 | Set-Content <inputs>/password-retrievers.json
1. Grant the read: give the account that runs the read a delegated read of msKds-UseStartTime and msKds-CreateTime on CN=Master Root Keys,CN=Group Key Distribution Service,CN=Services,CN=Configuration,<forest>, nothing else, and record whether the read works without access to the key data (research gaps, row 52). Record whether PrincipalsAllowedToRetrieveManagedPassword comes back for that account (row 53).
1. Run the check:
· ./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory-test -MatrixRun out/kerberos-test-matrix -ProgramDatesPath <matrix-inputs>/program-dates.json -InputPath <inputs> -Server <test-dc> -OutputPath out/kerberos-test
Get-Content out/kerberos-test/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet
· Expect CreateDmsa and CreateGmsa. Have a second person review kerberos-plan.json and pass you its SHA-256. They compute it with:
· (Get-FileHash out/kerberos-test/kerberos-plan.json -Algorithm SHA256).Hash.ToLower()
1. Dry-run, then apply, signed in to the domain as a person with the test domain’s Domain Admins or equivalent rights, against a writable domain controller:
· ./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test/kerberos-plan.json -ApprovedSha256 <sha> -Server <test-dc> -OutputPath out/kerberos-test-dry
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test/kerberos-plan.json -ApprovedSha256 <sha> -Server <test-dc> -OutputPath out/kerberos-test-apply -Apply
1. Run the next plan: the check now plans StartDmsaMigration for the dMSA and AwaitHostChange for the gMSA. Review, apply, record MigrationStartedOn. On the member server, set the host’s registry value and restart only the test service, as Learn’s procedure does for all services;7 watch Kerberos events 307 to 309 in the Security-Kerberos Operational log. Record whether the dMSA’s state is 1 without first setting it to 3 (row 51). Plan:
· ./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory-test -MatrixRun out/kerberos-test-matrix -ProgramDatesPath <matrix-inputs>/program-dates.json -InputPath <inputs> -Server <test-dc> -OutputPath out/kerberos-test-start
Get-Content out/kerberos-test-start/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet
· The reviewer passes you out/kerberos-test-start/kerberos-plan.json’s SHA-256 as <sha2>. Dry-run and apply, then record today as the migration’s start:
· ./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-start/kerberos-plan.json -ApprovedSha256 <sha2> -Server <test-dc> -OutputPath out/kerberos-test-start-dry
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-start/kerberos-plan.json -ApprovedSha256 <sha2> -Server <test-dc> -OutputPath out/kerberos-test-start-apply -Apply
$d = Import-Csv <inputs>/kerberos-replatform.csv
($d | Where-Object SamAccountName -eq '<test-account>').MigrationStartedOn = Get-Date -Format yyyy-MM-dd
$d | Export-Csv <inputs>/kerberos-replatform.csv -NoTypeInformation -UseQuotes AsNeeded
· On the member server, in an elevated PowerShell session, Learn’s registry step, then a restart of the test service only:
· New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\Kerberos\Parameters" -Name "DelegatedMSAEnabled" -Value "1" -PropertyType "DWORD" -Force
Restart-Service -Name <test-service>
· Back on the test host, read the dMSA’s state:
· Get-ADServiceAccount -Identity <new-dmsa> -Properties msDS-DelegatedMSAState -Server <test-dc> | Select-Object Name, msDS-DelegatedMSAState
1. Complete, or back out. After 30 days the check plans CompleteDmsaMigration; apply it and confirm the old account is disabled and its SPNs are on the dMSA. To back out instead, run Learn’s Undo-ADServiceAccountMigration by hand (this code never runs it),7 re-enable the test account, then remove the test dMSA, gMSA, MSA and account by hand in the test domain, and delete the out folders. To complete, plan:
· ./Invoke-NpiKerberosIsland.ps1 -Cloud gcc -RegisterRun out/inventory-test -MatrixRun out/kerberos-test-matrix -ProgramDatesPath <matrix-inputs>/program-dates.json -InputPath <inputs> -Server <test-dc> -OutputPath out/kerberos-test-complete
· The reviewer passes you out/kerberos-test-complete/kerberos-plan.json’s SHA-256 as <sha3>. Dry-run, apply, and read both accounts:
· ./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-complete/kerberos-plan.json -ApprovedSha256 <sha3> -Server <test-dc> -OutputPath out/kerberos-test-complete-dry
./Invoke-NpiKerberosIslandAction.ps1 -PlanPath out/kerberos-test-complete/kerberos-plan.json -ApprovedSha256 <sha3> -Server <test-dc> -OutputPath out/kerberos-test-complete-apply -Apply
Get-ADUser -Identity <test-account> -Properties ServicePrincipalName -Server <test-dc> | Select-Object SamAccountName, Enabled, ServicePrincipalName
Get-ADServiceAccount -Identity <new-dmsa> -Properties ServicePrincipalName -Server <test-dc> | Select-Object Name, ServicePrincipalName
· To back out instead, Learn’s undo and the re-enable, by hand:
· Undo-ADServiceAccountMigration -Identity <new-dmsa> -SupersededAccount "<test-account-dn>"
Enable-ADAccount -Identity <test-account>
· Either way, after removing the test accounts in the test domain, delete the out folders:
· Remove-Item -Recurse -Force out/kerberos-test*
[bookmark: _Toc00001470]Verified facts
Every item is Active Directory on-premises: no US Government cloud endpoint applies, and none is marked preview on Learn.

	Item
	Value
	US Government clouds
	Stage
	Source

	gMSA prerequisites
	Domain Admins or Enterprise Admins; domain and forest functional level Windows Server 2012 or later; a KDS root key
	n/a (AD)
	GA
	1

	gMSA create
	New-ADServiceAccount -Name -DNSHostName -PrincipalsAllowedToRetrieveManagedPassword; a gMSA by default; services, IIS application pools and Task Scheduler tasks can run as one; failover clusters can’t
	n/a (AD)
	GA
	1 5

	gMSA password
	Changed by Windows every 30 days; review privileged group membership
	n/a (AD)
	GA
	2

	gMSA name and interval
	Names unique in the forest, not just the domain; the password interval is set only at creation (-ManagedPasswordIntervalInDays, default 30); -RestrictToOutboundAuthenticationOnly for outbound-only use; Domain Admins or a delegated right to create msDS-GroupManagedServiceAccount objects; Account Operators can’t by default
	n/a (AD)
	GA
	1

	gMSA on a host
	Install-ADServiceAccount on each host, then Test-ADServiceAccount returns True; a host gets new group membership after a restart
	n/a (AD)
	GA
	1 4

	Delegation on a gMSA
	No Delegation tab; set with Set-ADAccountControl and msDS-AllowedToDelegateTo, never both delegation flags
	n/a (AD)
	GA
	15

	Encryption types
	Always configure AES for MSAs
	n/a (AD)
	GA
	13

	KDS root key
	Domain controllers wait up to 10 hours from the time it’s created; Domain Admins or Enterprise Admins create it; stored under CN=Master Root Keys,CN=Group Key Distribution Service,CN=Services,CN=Configuration; a deleted and re-created key can stay cached until the KDC restarts on every domain controller; one key per forest, since more than one makes gMSAs fail after a rotation; creation confirmed by Event ID 4004
	n/a (AD)
	GA
	8 4 1

	msKds-ProvRootKey
	Default security descriptor grants Enterprise Admins, Domain Admins and SYSTEM; msKds-UseStartTime is when the key may be used
	n/a (AD)
	GA
	14 16

	Get-KdsRootKey
	Returns each root key’s identifier and value
	n/a (AD)
	GA
	10

	Set-ADServiceAccount
	-PrincipalsAllowedToRetrieveManagedPassword sets msDS-GroupMSAMembership; no -Properties parameter; not against a read-only domain controller
	n/a (AD)
	GA
	11

	dMSA prerequisites
	Windows Server 2025; at least one Windows Server 2025 domain controller; Domain Admins or Enterprise Admins, or equivalent; a KDS root key
	n/a (AD)
	GA (Windows Server 2025)
	7 12

	dMSA migration limits
	No MSA or gMSA to dMSA; wait two ticket lifetimes (14 days), four (28) recommended; a read-write domain controller; unconstrained delegation stops; every machine must support dMSA; one dMSA per service account
	n/a (AD)
	GA (Windows Server 2025)
	3 12

	Start- / Complete-ADServiceAccountMigration
	-Identity the dMSA, -SupersededAccount a distinguished name; complete copies the SPNs, delegation and authentication policy, disables the account and removes its SPNs
	n/a (AD)
	GA (Windows Server 2025)
	6 17 3

	Never delete
	Never delete the original account after a dMSA migration; keep it intact
	n/a (AD)
	—
	7 12

	Disable-ADAccount
	Disables a user, computer or service account
	n/a (AD)
	GA
	18



Where Learn’s pages differ: the dMSA set-up page sets msDS-DelegatedMSAState with a parameter Set-ADServiceAccount doesn’t have (research gaps, row 51); the set-up page completes with no wait while the overview asks for two to four ticket lifetimes (row 54); the Entra gMSA page deletes the old account while the dMSA pages say never to (row 55); and the dMSA page checks the root key with a cmdlet that returns the key, where the code reads only its start time (row 52). The KDS page reserves the root key backdated 10 hours for a test environment with one domain controller, and the containers page says not to use it in production, while the dMSA set-up prerequisites and AD FS’s Configure a federation server offer it without that caveat;8 4 7 19 the code never creates a key. The code follows the stricter reading in each case.
[bookmark: _Toc00001471]Federal requirements and evidence
The Kerberos accounts are the on-premises part of the guide’s G5 Conversion gate: each traditional account moved to a gMSA or dMSA, a dated island list for what stays, and every gMSA and dMSA reconciled with the program’s end state. Each row names the file or command that is the evidence. The controls are in the NIST SP 800-53 Rev. 5 Moderate baseline.20
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s gMSA and dMSA procedures, run as published against stand-ins, are the models the code keeps, and each gap is pinned by a test (Lab 1, step 1: KerberosIslandSamples.Tests.ps1, 17 tests)
	IA-5 Authenticator Management
	KSI-IAM-SNU
	The repository’s tests; the pinned copies

	The read holds no domain administration; the write task does, and is a person’s (Lab 1, step 2: the cmdlets and rights for kerberos-island and kerberos-apply; Lab 2, step 2: the delegated read of msKds-UseStartTime and msKds-CreateTime only)
	AC-6 Least Privilege; CM-5 Access Restrictions for Change
	KSI-IAM-ELP, KSI-IAM-JIT (AC-6); KSI-CMT-RVP (CM-5)
	AD engineering; the ISSO

	Each Kerberos account gets one action, with the register’s and each input’s SHA-256, and the same inputs give the same plan hash (Lab 1, steps 3 and 5: kerberos-plan.json)
	IA-5 (Windows-managed passwords replace stored ones); CM-3 Configuration Change Control
	KSI-IAM-SNU; KSI-CMT-LMC
	Identity engineering; the reviewer who approves the hash

	No root key, no disposition, an unusable target, no SPN owner where one is needed, no end date or one past its bound (D08 or program G5), an unreconciled account: each is a finding (Lab 1, step 4, and Lab 2, step 3: findings.json, NPI-KRB-01 to -07 and -09)
	AC-2 Account Management; IA-5
	KSI-IAM-SNU
	Identity engineering

	A managed service account in a privileged group is flagged (findings.json, NPI-KRB-08)
	AC-6(5) Privileged Accounts
	KSI-IAM-SNU, KSI-IAM-JIT
	AD engineering, through the Privileged Access plan

	Only the reviewed hosts can retrieve each gMSA’s and dMSA’s password (password-retrievers.json; NPI-KRB-03; SetRetrievers in the plan)
	AC-6 Least Privilege (who can retrieve a managed password)
	KSI-IAM-ELP
	Server and AD engineering

	Every account that stays on Kerberos is listed under its future name, with its SPNs, SPN owner, end date and, for one kept on Kerberos, the authorizing official’s acceptance from Chapter 03 (Lab 1, step 6: island-list.csv)
	CM-8 System Component Inventory; AC-2
	KSI-PIY-GIV; KSI-IAM-SNU
	Identity engineering lead

	Every gMSA and dMSA has a destination under decision D11 (Lab 1, step 6: reconciliation.json; program-dates.json)
	CM-8; AC-2
	KSI-PIY-GIV; KSI-IAM-SNU
	Identity engineering lead (NP7.3)

	The write path stops after its prechecks without -Apply, and refuses a plan whose hash nobody approved (Lab 1, steps 7 and 8: results.json in the dry-run folder; the refusal text)
	CM-3; CM-5
	KSI-CMT-RVP; KSI-IAM-JIT
	The reviewer; the ISSO

	The approved creations, migrations and disables were run after fresh prechecks, and recorded; no cmdlet that removes or undoes was run (Lab 1, step 8, and Lab 2, steps 4 and 5: results.json and manifest.json in the apply folder)
	CM-3; AC-2(3) Disable Accounts
	KSI-CMT-LMC; KSI-IAM-AAM
	The ISSO, with the run’s folder

	Every run records the tenant, the domain, every AD read, and the SHA-256 of the register, of each input and of each file (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 9: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The migration started on the recorded date, and after 30 days completed: the old account disabled, its SPNs on the dMSA (Lab 2, steps 5 and 6: MigrationStartedOn in kerberos-replatform.csv; CompleteDmsaMigration in the plan; Get-ADUser and Get-ADServiceAccount after the apply)
	AC-2(3); IA-5
	KSI-IAM-AAM; KSI-IAM-SNU
	Server owners; AD engineering

	A back-out is a person’s step, outside this code (Lab 2, step 6: Learn’s Undo-ADServiceAccountMigration, run by hand)
	CM-3
	KSI-CMT-LMC
	AD engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).21 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only make test accounts, run Chapter 01 or delete out have no row. The track-wide mapping is the guide’s Evidence table.
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	Danger
	What happens
	The guard

	A gMSA left behind at program G5
	The workload loses its credential when the last domain controller is demoted
	Every gMSA and dMSA reconciled with D11 and program G5 (NPI-KRB-07); the run repeated when D11 changes

	A dMSA migration completed too early, or on a host that can’t use it
	The old account is disabled; the service fails on hosts the dMSA hasn’t learned
	Complete only 30 days after the start; Windows Server 2025 on every host and one domain controller; no unconstrained delegation (NPI-KRB-04)

	The old account deleted
	No way back; the service and the dMSA link to it
	No delete, uninstall, undo or reset call exists; the writer refuses them by name

	A root key used before it replicates
	gMSA password retrieval fails on other domain controllers
	Creations wait until a key has been usable for 10 hours (NPI-KRB-01); the code never creates a key

	The root key read as a secret
	Whoever runs the check holds the input to every gMSA password
	Only msKds-UseStartTime and msKds-CreateTime are read, with a delegated read

	Retrievers widened by hand
	Another host can read the gMSA’s password and act as the service
	Retrievers are reviewed data; drift is a finding and a reviewed SetRetrievers

	A restart of every service
	Learn’s step restarts unrelated services on the host
	Host steps are the server owner’s, scoped to the service, never run by this code

	A plan changed after review
	Different writes from the ones approved
	The approved SHA-256; this tenant and domain; no older than seven days

	Domain administration held by a job
	A standing credential that can create and migrate any account
	The write path runs as a person; the read path holds no administration

	An island with no owner or end
	SPNs nobody retires; P4.6 has no list to work from
	NPI-KRB-05 and -06; the island list is ready for hand-off only when every row is


[bookmark: _Toc00001473]Checklist
· Every Kerberos account in the register has a reviewed disposition, or a finding with an owner of the fix.
· The KDS root key check ran with a delegated read of the start time only, not as a Domain Admin.
· Every gMSA’s and dMSA’s retrievers match password-retrievers.json.
· No dMSA was planned for an MSA, an account with unconstrained delegation, or a host without Windows Server 2025, and none was completed before 30 days.
· Every plan’s SHA-256 was approved by someone other than the person who applied it, and the write path’s manifest is filed with the change record.
· No old account was deleted; each superseded one is disabled and has a retirement decision.
· Every account on the island list has an end date within its bound (D08 for a KeepKerberos account, program G5 for a kept or planned gMSA or dMSA) and, where Chapter 03 asks for one, an SPN owner; every KeepKerberos account carries the authorizing official’s acceptance from Chapter 03, and the list went to the program’s SPN retirement (P4.6) only when islandHandoffReady was true.
· Every gMSA and dMSA is MovesToWorkloadIdentity, Retires, OnIslandList or HandedOff against the current program-dates.json, and Chapter 03’s run and this one were repeated after D11 was confirmed.
· The pinned Learn pages match their manifest, and every upstream commit since the pin has been reviewed.
[bookmark: _Toc00001474]Notes
1. Microsoft Learn, “Manage group Managed Service Accounts,” prerequisites (Event ID 4004); create a gMSA (forest-unique names, outbound-only, the interval set only at creation, Test-ADServiceAccount, the delegated create right); install a gMSA, https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/manage-group-managed-service-accounts (accessed Oct 30, 2026; re-read Nov 9, 2026, unchanged at the pinned commit).
1. Microsoft Learn, “Secure group managed service accounts,” benefits; using gMSAs; assess gMSA security posture; move to a gMSA, https://learn.microsoft.com/entra/architecture/service-accounts-group-managed (accessed Oct 30, 2026); pinned copy in examples/third_party/entra-service-account-pages.
1. Microsoft Learn, “Delegated Managed Service Accounts overview,” migration flow; account attributes for dMSA, https://learn.microsoft.com/windows-server/identity/ad-ds/manage/delegated-managed-service-accounts/delegated-managed-service-accounts-overview (accessed Oct 30, 2026).
1. Microsoft Learn, “Create gMSAs for Windows containers,” one-time preparation of Active Directory (one KDS root key per forest; the backdated key not for production); create a group Managed Service Account (delegated create right); prepare your container host (restart for group membership; Test-ADServiceAccount), https://learn.microsoft.com/virtualization/windowscontainers/manage-containers/manage-serviceaccounts (accessed Nov 9, 2026).
1. Microsoft Learn, “New-ADServiceAccount,” description; -CreateDelegatedServiceAccount; notes, https://learn.microsoft.com/powershell/module/activedirectory/new-adserviceaccount (accessed Oct 30, 2026).
1. Microsoft Learn, “Start-ADServiceAccountMigration,” description and notes, https://learn.microsoft.com/powershell/module/activedirectory/start-adserviceaccountmigration (accessed Oct 30, 2026).
1. Microsoft Learn, “Setting up delegated Managed Service Accounts,” prerequisites; create a standalone dMSA; migrate to a dMSA; complete account migration, https://learn.microsoft.com/windows-server/identity/ad-ds/manage/delegated-managed-service-accounts/delegated-managed-service-accounts-set-up-dmsa (accessed Oct 30, 2026).
1. Microsoft Learn, “Create a Key Distribution Service (KDS) root key,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/create-the-key-distribution-services-kds-root-key (accessed Oct 31, 2026).
1. Microsoft, MicrosoftDocs/windowsserverdocs, WindowsServerDocs/identity/ad-ds/manage/delegated-managed-service-accounts/ (delegated-managed-service-accounts-set-up-dmsa.md, delegated-managed-service-accounts-overview.md) and WindowsServerDocs/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/ (manage-group-managed-service-accounts.md, create-the-key-distribution-services-kds-root-key.md) at commit 2205ce8e55001a9b5e8e0de43981baa8ad782562 (October 30, 2026), documentation Creative Commons Attribution 4.0, code MIT License, https://github.com/MicrosoftDocs/windowsserverdocs/tree/2205ce8e55001a9b5e8e0de43981baa8ad782562/WindowsServerDocs/identity/ad-ds/manage (accessed Oct 30, 2026); pinned copy in examples/third_party/windows-server-msa-pages.
1. Microsoft Learn, “Get-KdsRootKey,” description, https://learn.microsoft.com/powershell/module/kds/get-kdsrootkey (accessed Oct 30, 2026).
1. Microsoft Learn, “Set-ADServiceAccount,” syntax; -PrincipalsAllowedToRetrieveManagedPassword; notes, https://learn.microsoft.com/powershell/module/activedirectory/set-adserviceaccount (accessed Oct 30, 2026).
1. Microsoft Learn, “Delegated Managed Service Accounts FAQ,” general; migration, https://learn.microsoft.com/windows-server/identity/ad-ds/manage/delegated-managed-service-accounts/delegated-managed-service-accounts-faq (accessed Oct 30, 2026).
1. Microsoft Learn, “Group Managed Service Accounts overview,” software requirements, https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/group-managed-service-accounts-overview (accessed Oct 30, 2026).
1. Microsoft Learn, “ms-Kds-Prov-RootKey class,” default security descriptor, https://learn.microsoft.com/windows/win32/adschema/c-mskds-provrootkey (accessed Oct 30, 2026).
1. Microsoft Learn, “Configuring Kerberos delegation for group Managed Service Accounts,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/configure-kerberos-delegation-group-managed-service-accounts (accessed Nov 9, 2026).
1. Microsoft Learn, “ms-Kds-UseStartTime attribute,” https://learn.microsoft.com/windows/win32/adschema/a-mskds-usestarttime (accessed Oct 30, 2026).
1. Microsoft Learn, “Complete-ADServiceAccountMigration,” description and notes, https://learn.microsoft.com/powershell/module/activedirectory/complete-adserviceaccountmigration (accessed Oct 30, 2026).
1. Microsoft Learn, “Disable-ADAccount,” description, https://learn.microsoft.com/powershell/module/activedirectory/disable-adaccount (accessed Oct 30, 2026).
1. Microsoft Learn, “Configure a federation server,” configure the first federation server in a new federation server farm (the gMSA option and Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)), https://learn.microsoft.com/windows-server/identity/ad-fs/deployment/configure-a-federation-server (accessed Nov 9, 2026).
1. National Institute of Standards and Technology, SP 800-53B Moderate baseline, release 5.2.0 OSCAL profile (includes AC-2, AC-2(3), AC-6, AC-6(5), AU-9, CM-3, CM-3(2), CM-5, CM-8, IA-5 and SI-7), https://github.com/usnistgov/oscal-content/blob/main/nist.gov/SP800-53/rev5/json/NIST_SP-800-53_rev5_MODERATE-baseline_profile.json (read November 2, 2026).
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026, indicator statements and “Related SP 800-53 Controls,” https://www.fedramp.gov/2026/reference/key-security-indicators/ (read November 2, 2026).
[bookmark: _Toc00001475]Chapter 07 — Least Privilege for Service Principals
A permission nobody reviews stays forever, so the sweep reads every grant, asks its owner once a quarter, and removes only what a reviewer approved.
[bookmark: _Toc00001476]In this chapter
The sweep behind the project plan’s Gate 4, “least privilege.” You start with Learn’s own procedure for reviewing and revoking the permissions granted to an enterprise application, a Microsoft Graph PowerShell script and a set of Graph requests that the repository keeps as a pinned copy, and you run the script against stand-ins to see what it does to an app and what it misses. Then you use examples/non-person-identity for what it leaves to you: the sweep over Chapter 01’s register, a reviewed list of broad permissions with a justification per exception, Learn’s narrower replacement for each, the hand-off of privileged service principals to the Privileged Access plan, the first quarterly owner review, and the owners’ decisions as a dry-run plan, applied only by a separate write path after a reviewer approves the plan’s SHA-256. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant and a test subscription.
[bookmark: _Toc00001477]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 07 — Least Privilege for Service Principals: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can run, from code, the three tasks of the plan’s Phase 4: NP4.1, “owners review every grant; broad permissions such as Directory.ReadWrite.All replaced with application-specific roles and scopes”; NP4.2, “managed identities’ role assignments scoped to the resource and put on the app registrations’ review cadence”; and NP4.3, “first quarterly owner review of permissions closed; access reviews for service principals in privileged roles.” You can say, for each rule, whether it is Learn’s, Learn’s sample, or the program’s design, and which service principals are the Privileged Access plan’s to sweep, not this one’s.
Audience. Developers who build the project’s permission tooling, the application owners who answer the quarterly review, the identity governance officer who closes it, and the ISSOs who check Gate 4. You should read PowerShell 7 and know Chapter 01’s register and Chapter 02’s ownership check. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001479]The rule the code holds
An application permission is an app role a client service principal holds on a resource service principal, held as an appRoleAssignment; a delegated permission is an oauth2PermissionGrant from a client to a resource, for one person or for all users.1 2 Learn’s way to see what an app can reach is to enumerate the app role assignments of every service principal and read the role from the resource service principal’s appRoles, paying particular attention to Microsoft Graph’s, and to remember that Microsoft Entra roles, Exchange RBAC and Teams resource-specific consent grant access too.3 4
The program’s rule, from the plan and Book 02, is (Design guidance):
· Owners review every grant on a cadence, “quarterly” (Book 02, Chapter 09), and the review closes with its findings acted on (Gate 4).
· No broad tenant-wide permission without a recorded justification. “Use application-specific roles and scopes; avoid broad permissions such as Directory.ReadWrite.All” (Book 02). Learn’s permissions reference says the same of directory permissions: choose the permission specific to the resource and avoid directory permissions.5 The reviewed list is config/least-privilege.json; an exception names a justification, an approver, an approval date and an end date.
· A narrower replacement where Learn documents one. For SharePoint and OneDrive, Sites.Selected and the .SelectedOperations.Selected scopes grant access to named sites, lists or files.6 For mail, RBAC for Applications in Exchange Online grants an app a role over a management scope, and replaces application access policies; its grants are a union with the Microsoft Entra grant, so the unscoped Entra grant must be removed for the scope to mean anything.7 8 Book 04, Chapter 05 still requires an application access policy for every mail application permission the program approves; the code accepts one with a warning, and the change of standard is the CISO’s (research gaps, row 63). For a directory permission, the resource-specific permission each API’s Learn page names.5
· Managed identities’ Azure roles at the resource. Learn: assign at the narrowest scope; a role at a management group or subscription reaches everything under it; a managed identity made Contributor on a subscription when it isn’t needed widens the blast radius.9 10 11
· Privileged service principals are the Privileged Access plan’s. The plan hands “service principals in directory roles or holding protected permissions” to the Privileged Access plan’s sweep of non-human privileged identities (A3.4, external dependency X-A34), and Gate 4 waits for it. This chapter finds them and hands them off; it doesn’t repeat that sweep, and its quarterly review leaves them out.
Remove the grant, never the app. The plan’s writes remove one app role assignment or narrow one delegated grant. Learn recommends deleting an app role assignment through the appRoleAssignedTo relationship of the resource service principal.12 The service principal, its application and its other grants stay.
Which cloud, for this sweep and these writes
The reads and writes go to Graph at graph.microsoft.com and Resource Manager at management.azure.com for the target estate, Microsoft 365 GCC with commercial Azure; GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us, with Azure Government’s management.usgovcloudapi.net.13 14 Listing a service principal’s app role assignments and delegated grants, listing directory role assignments, deleting an app role assignment and updating a delegated grant all list the global service, US Government L4 and US Government L5.1 2 15 12 16 Learn’s feature availability lists access reviews, Privileged Identity Management and Microsoft Entra Workload ID Premium for Azure for US Government.17
[bookmark: _Toc00001480]Start with Microsoft’s sample
What Microsoft gives you
Learn’s Review permissions granted to enterprise applications is Microsoft’s procedure for this chapter. Its Microsoft Graph PowerShell tab gives a script that signs in, finds one service principal, lists its delegated grants and removes them all, then lists its application permissions and removes them all; its Microsoft Graph tab gives the requests: GET /servicePrincipals/{id}/oauth2PermissionGrants, DELETE /oAuth2PermissionGrants/{id}, GET /servicePrincipals/{servicePrincipal-id}/appRoleAssignments and DELETE /servicePrincipals/{resource-servicePrincipal-id}/appRoleAssignedTo/{appRoleAssignment-id}.4 The Graph tutorial Grant or revoke API permissions programmatically has the matching grant and revoke requests, which Lab 2 uses to restore a removed permission.18
The pinned copy
The script and requests exist only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/entra-review-app-permissions-page: manage-application-permissions.md from MicrosoftDocs/entra-docs at commit 7f78b50 (October 30, 2026), retrieved October 30, 2026, with the repository’s MIT licenses for code and documentation.19 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to the page. Updating the copy is a reviewed pull request.
tests/LeastPrivilegeSampleHarness.ps1 extracts the Microsoft Graph PowerShell script and the HTTP requests from the page’s source and runs the script, unmodified, in its own PowerShell runspace, the way a .ps1 file runs, against stand-ins for Connect-MgGraph, Get-MgServicePrincipal, Get-MgOauth2PermissionGrant, Remove-MgOauth2PermissionGrant, Get-MgServicePrincipalAppRoleAssignment and Remove-MgServicePrincipalAppRoleAssignedTo, served from the Chapter 07 fixture. The page’s placeholder for the object ID resolves to Mail Automation. The removal stand-in follows Learn’s Delete appRoleAssignedTo: the service principal it names must be the assignment’s resource, or it answers 404.
What it leaves to you
Each row is pinned by a test: in tests/NpiLeastPrivilegeSamples.Tests.ps1 for the sample, and in tests/NpiLeastPrivilege.Tests.ps1 for the example.
	Learn’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Lists grants with GET .../appRoleAssignments and GET .../oauth2PermissionGrants, and removes an app role through the resource service principal
	—
	Kept as the model: the same three requests are the sweep’s reads and the write path’s removal

	Removes every delegated grant and tries to remove every application permission, with no list of what to keep and no dry run
	An app loses what it needs along with what it shouldn’t have; Mail Automation’s one-person User.Read grant goes, and its excepted Mail.Send is tried
	A reviewed list, exceptions and the owner’s decision per grant; a plan, a dry run, an approved SHA-256 and -Apply

	Passes the app’s own ID to Remove-MgServicePrincipalAppRoleAssignedTo, where Learn’s API reference and the page’s own HTTP request name the resource
	Against a fake that follows the reference, all three removals answer 404 and nothing is removed (research gaps, row 61)
	The write deletes through the resource service principal, and the writer refuses any other target

	Has a line, Example: Get-MgServicePrincipal ..., inside the script
	Run as a script, it fails with a command-not-found error and the script carries on
	Nothing to copy: the example’s code is its own

	Reads every delegated grant in the tenant to find one app’s
	A tenant-wide read for one row
	One client’s grants through GET /servicePrincipals/{id}/oauth2PermissionGrants

	Signs in with Directory.ReadWrite.All and three other write permissions to review
	Write permissions for a read
	The sweep holds Application.Read.All, Directory.Read.All, RoleManagement.Read.Directory and Reader; the writes are a separate, delegated task

	Names Cloud Application Administrator
	Delete appRoleAssignedTo names Privileged Role Administrator for Microsoft Graph app roles (research gaps, row 62)
	The write path runs as a person with Privileged Role Administrator

	Hard-codes graph.microsoft.com
	The host is wrong for GCC High and DoD
	The host from the cloud table, checked on every request

	Reads no directory roles and no Azure role assignments; names Exchange RBAC only as text
	A service principal in a directory role, or a managed identity that is Contributor on a subscription, passes unseen
	Directory roles are read and hand the service principal to the Privileged Access plan; managed identities’ Azure roles are read at each listed scope and classed by scope


The verdict. Use Learn’s requests as the model for the reads and the one removal. Don’t run the script against a tenant: it removes everything it can reach, and on Learn’s own API contract its application-permission removals miss.
[bookmark: _Toc00001481]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiLeastPrivilege/NpiLeastPrivilege.psm1, two entry scripts (Invoke-NpiLeastPrivilege.ps1, which only reads, and Invoke-NpiLeastPrivilegeAction.ps1, the write path), its own call list config/calls-ch07.json with the least-privilege and least-privilege-apply tasks, the reviewed list config/least-privilege.json, and three input files kept with the records.
The inputs
	File
	Who keeps it
	What it holds

	Chapter 01’s run folder
	The pipeline
	register.json and manifest.json; the sweep refuses a register whose SHA-256 isn’t the manifest’s

	config/least-privilege.json
	The program, in reviewed changes
	The broad application permissions by resource and class (Directory, Escalation, Mail, Sites), the delegated scopes that are broad when consented for all users, Learn’s replacement for each class, the privileged Azure roles, the directory role names

	permission-exceptions.csv
	The CISO’s office
	IdentityId, Kind, ResourceAppId, Permission, Justification, Control (ExchangeRbacScope, ApplicationAccessPolicy or empty), ApprovedBy, ApprovedOn, ExpiresOn

	owner-decisions.csv
	Application owners, through the identity governance office
	Key (from the review packet), Decision (Keep, Remove or Narrow), NewScope, Replacement, DecidedBy, DecidedOn

	azure-scopes.csv
	Identity engineering
	The management groups and subscriptions to read managed identities’ role assignments at


The sweep
Get-NpiLpSweep takes every Microsoft Entra row of the register that holds permissions: app registrations (through their service principal in this tenant), external, legacy and unknown service principals, and managed identities. Agent identities and blueprints are Chapter 09’s; a service principal row is covered by its app registration. For each, it reads its app role assignments on every resource, not only Microsoft Graph, with each resource service principal read once for its appRoles; its delegated grants; its directory roles, filtered on principalId; and for a managed identity, its Azure role assignments with assignedTo('{objectId}') at each scope in azure-scopes.csv, each role definition read once for its name.1 2 20 15 21 22 Each grant gets a stable key: app:<client>:<assignment>, grant:<id> or azure:<assignment>.
The check
Test-NpiLeastPrivilege reads the sweep against the reviewed list and the exceptions.
	Rule
	Severity
	What it flags
	Source

	NPI-LP-01
	Finding
	A broad application permission with no recorded exception
	Book 02; Learn, permissions reference5

	NPI-LP-02
	Finding
	An exception that ended, or that names no justification, approver, approval date or end date
	Gate 4 (Design guidance)

	NPI-LP-03
	Finding
	A broad delegated scope consented for all users (AllPrincipals) with no exception
	Design guidance; Book 04, Chapter 05

	NPI-LP-04
	Finding
	A mail permission still granted in Microsoft Entra ID whose exception names RBAC for Applications as its control: the scope has no effect while the Entra grant stays
	Learn, RBAC for Applications7

	NPI-LP-05
	Warn
	A mail permission limited by an application access policy (legacy), or whose exception names no mailbox control
	Learn8; Book 04 (research gaps, row 63)

	NPI-LP-06
	Finding
	A managed identity’s Azure role at subscription, management group or root scope, with no exception
	Learn9 10

	NPI-LP-07
	Warn
	A managed identity’s Azure role at resource group scope
	Learn9

	NPI-LP-08
	Info
	A privileged service principal handed to the Privileged Access plan (A3.4): any directory role, a permission that can grant itself more, or a privileged Azure administrator role
	Project plan; Learn5 11 (research gaps, row 64)

	NPI-LP-09
	Warn
	An app role the resource doesn’t publish, so the permission can’t be named
	Design guidance


The escalation class is four permissions that let an app grant authorization or act as others: Learn’s reference cautions that AppRoleAssignment.ReadWrite.All and RoleManagement.ReadWrite.Directory can grant authorization and that Application.ReadWrite.All lets an app act as other entities,5 and Learn’s guide to granting permissions says only appropriate users should access apps granted DelegatedPermissionGrant.ReadWrite.All.18 A service principal holding one of them is handed off whole, with every grant it holds listed in pa-handoff.json, and gets no NPI-LP-01 here. Each broad grant carries the class’s proposal from the reviewed list. Every finding has a stable ID, <rule>:<key>.
The quarterly owner review
New-NpiLpOwnerReview writes owner-review.csv, one row per grant of every service principal the sweep keeps (privileged ones are out), with its owners from the register, whether it’s broad, its exception, the proposal, and the owner’s decision if it was made this quarter. A decision from an earlier quarter shows as LastDecision and doesn’t count. review-status.json counts the rows, the decided, the open and the changes still pending; the review is closed when every row has a decision this quarter and no Remove or Narrow is still granted, which the next sweep after the plan is applied shows.
Access reviews for service principals in privileged roles are Learn’s PIM access reviews, which need Microsoft Entra Workload ID Premium in addition to Microsoft Entra ID P2 or ID Governance; Learn’s FAQ adds that they apply to managed identities in privileged roles too, and that the Workload ID free trial isn’t available in Azure Government.23 24 Those service principals are handed to the Privileged Access plan, whose workbook builds those reviews in its Chapter 07; the licence is decision D-NP4 (research gaps, row 66).
The plan
New-NpiLpPlan turns the review into one action per broad grant and per decided change. Nothing in it writes.
	Action
	When
	Writes?

	RemoveAppRole
	The owner decided Remove on an application permission, and any named replacement is already granted: DELETE /servicePrincipals/{resourceId}/appRoleAssignedTo/{id}
	Yes, after review

	NarrowGrant
	The owner decided Narrow on a delegated grant, to a smaller, non-empty subset of its scopes: PATCH /oauth2PermissionGrants/{id} with {"scope": "..."}
	Yes, after review

	AwaitReplacement
	Remove names a replacement (for example Sites.Selected) that isn’t granted yet
	No

	AwaitOwnerDecision
	A broad grant with no decision this quarter
	No

	Kept, KeepNeedsException
	A broad grant kept under a current exception, or kept without one
	No

	RescopeByOwner
	Remove on an Azure role: re-scope it in the subscription’s reviewed infrastructure code; this example doesn’t write to Azure
	No

	RevokeByOwner
	Remove on a delegated grant, or Narrow to nothing: the grant’s deletion is a reviewed change, not this code’s
	No

	DecisionRefused
	Narrow on an application permission, a scope not granted now, or an unknown decision
	No

	HandedOff
	A privileged service principal: the Privileged Access plan (A3.4)
	No


The plan is written as lp-plan.json with the register’s SHA-256, the tenant, the cloud, the quarter and the date, and the run prints the plan’s own SHA-256. The same inputs give the same plan, byte for byte, so a reviewer approves a hash.
The separate write path
Invoke-NpiLeastPrivilegeAction.ps1 is the only code in this chapter that can write, and it writes only through New-NpiLpWriter, whose calls are the least-privilege-apply task’s. It refuses to run unless:
· the plan file’s SHA-256 is the one passed as -ApprovedSha256;
· the plan is for this tenant and this cloud, and no more than seven days old (Design guidance);
· each write is a declared call with its method: the only DELETE is of an app role assignment through the resource service principal the plan read, never a service principal or an application; the only PATCH body is {"scope": ...}, a smaller subset of the scopes the plan read;
· a live run is delegated: a person signed in with Privileged Role Administrator, never an unattended app.
Before each write it re-reads the client’s app role assignments or delegated grants and skips the write if the assignment is already gone or changed, if a named replacement is no longer granted, or if the grant’s scope changed since the plan was reviewed. Without -Apply it stops after the prechecks and reports WouldSend. With -Apply it sends and records every request in its manifest. Learn notes that recently granted or removed app role assignments can take time to replicate, so the next sweep may still show a removal for a while.1
	Task
	Calls
	Permissions or role

	least-privilege (read)
	GET /servicePrincipals/{id}/appRoleAssignments; GET /servicePrincipals/{id}/oauth2PermissionGrants; GET /servicePrincipals/{id}; GET /roleManagement/directory/roleAssignments; Resource Manager role assignments and role definitions
	Application.Read.All, Directory.Read.All, RoleManagement.Read.Directory; Reader on the listed scopes1 2 20 15 25

	least-privilege-apply (write, delegated only)
	Re-read the two lists; DELETE .../appRoleAssignedTo/{id}; PATCH /oauth2PermissionGrants/{id}
	Application.Read.All, Directory.Read.All, AppRoleAssignment.ReadWrite.All, DelegatedPermissionGrant.ReadWrite.All; Privileged Role Administrator12 16


AppRoleAssignment.ReadWrite.All and DelegatedPermissionGrant.ReadWrite.All are themselves permissions that can grant authorization: Learn’s reference cautions about the first, and its guide to granting permissions says only appropriate users should access apps granted either;5 18 Application.ReadWrite.All doesn’t manage app role assignments exposed by Microsoft Graph.5 That is why the write path is a person’s delegated session, not an app’s standing permission.
The tests
Pester 5 under PowerShell 7. This chapter’s are:
· tests/NpiLeastPrivilegeSamples.Tests.ps1, 10 tests: Learn’s script and requests, run as published.
· tests/NpiLeastPrivilege.Tests.ps1, 34 tests: the call list’s least privilege (each task’s declaration equal to the union of its calls), the register’s hash, the sweep’s reads and paging, each rule, the hand-off, stable IDs, the review and its quarter, each plan action, the deterministic plan hash, the writer’s refusals (hash, tenant, age, target, body, scope), dry run, -Apply, the prechecks that skip a write, and the entry scripts.
[bookmark: _Toc00001482]Illustrative code
The commands below run Learn’s pinned script against stand-ins, and the example against a fictional estate. -Apply in Lab 1 changes only the fake, in memory. Review the code, and run Lab 2 in a test tenant and test subscription, before it reads or writes a real one.
[bookmark: _Toc00001483]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity. First make Chapter 01’s out/inventory (Lab 1 of Chapter 01, step 3):
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory

# Step 1: Run Learn's script against the stand-ins
Invoke-Pester -Path tests/NpiLeastPrivilegeSamples.Tests.ps1 -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task needs
Import-Module ./powershell/NpiLeastPrivilege/NpiLeastPrivilege.psm1
foreach ($t in 'least-privilege', 'least-privilege-apply') { $p = Get-NpiLpRequiredPermission -Task $t; "$t : " + (@($p.GraphPermissions) + @($p.AzureRoles) -join ', ') }

# Step 3: Sweep, check, and build the review and the plan
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/ch07/estate-ch07.json -InputPath tests/fixtures/ch07/inputs -OutputPath out/least-privilege

# Step 4: Read the findings and the hand-off
Get-Content out/least-privilege/findings.json -Raw | ConvertFrom-Json | Group-Object Rule | Format-Table Name, Count
Get-Content out/least-privilege/pa-handoff.json -Raw | ConvertFrom-Json | Format-Table Name, Reasons -Wrap

# Step 5: Read the open rows of the owner review
Import-Csv out/least-privilege/owner-review.csv | Where-Object { -not $_.Decision } | Format-Table Name, Kind, Permission, Broad, LastDecision -AutoSize

# Step 6: Read the plan
Get-Content out/least-privilege/lp-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Name, Write

# Step 7: Dry-run the plan with its approved hash
$sha = (Get-FileHash out/least-privilege/lp-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/least-privilege/lp-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch07/estate-ch07.json -OutputPath out/lp-dryrun

# Step 8: Apply it to the fake, then try a hash nobody approved
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/least-privilege/lp-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch07/estate-ch07.json -OutputPath out/lp-apply -Apply
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/least-privilege/lp-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch07/estate-ch07.json -OutputPath out/lp-x

# Step 9: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-1.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
It prints the three lines of Chapter 01’s step 3, ending Written to out/inventory.
1. Run Learn’s script against the stand-ins:
· Invoke-Pester -Path tests/NpiLeastPrivilegeSamples.Tests.ps1 -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 10, FailedCount 0, NotRunCount 0. Read the test that removes application permissions: the script names Mail Automation’s own ID, and all three removals answer 404.
1. List what each task needs:
· Import-Module ./powershell/NpiLeastPrivilege/NpiLeastPrivilege.psm1
foreach ($t in 'least-privilege', 'least-privilege-apply') { $p = Get-NpiLpRequiredPermission -Task $t; "$t : " + (@($p.GraphPermissions) + @($p.AzureRoles) -join ', ') }
· least-privilege : Application.Read.All, Directory.Read.All, RoleManagement.Read.Directory, Reader
least-privilege-apply : Application.Read.All, AppRoleAssignment.ReadWrite.All, DelegatedPermissionGrant.ReadWrite.All, Directory.Read.All
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Sweep, check, and build the review and the plan:
· ./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/ch07/estate-ch07.json -InputPath tests/fixtures/ch07/inputs -OutputPath out/least-privilege
· Sweep: 11 service principals, 20 grants (12 Application, 5 AzureRole, 3 Delegated); 2 skipped; 3 handed to the Privileged Access plan
Findings: 7 Finding, 3 Warn, 3 Info
Owner review 2026-Q4: 15 rows, 9 decided, 6 open, 4 changes pending; closed: False
Plan: 11 actions, 3 of them writes (1 NarrowGrant, 2 RemoveAppRole); nothing sent
Plan SHA-256: fca44f9f423c5c3590bf1b90b36e13a8cc9c4565dc0fdb30c9d6ef4ce1a1a0f8
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The two skipped are the agent identity and its blueprint, Chapter 09’s. The plan’s hash is the same on every run with these inputs.
1. Read the findings and the hand-off:
· Get-Content out/least-privilege/findings.json -Raw | ConvertFrom-Json | Group-Object Rule | Format-Table Name, Count
Get-Content out/least-privilege/pa-handoff.json -Raw | ConvertFrom-Json | Format-Table Name, Reasons -Wrap
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· NPI-LP-01 twice (Mail Automation’s Directory.ReadWrite.All and Mail.ReadWrite), NPI-LP-02 once (HR Connector’s Sites.FullControl.All, whose exception ended September 30), NPI-LP-03 once (Partner CRM’s Mail.Read for all users), NPI-LP-04 once (Mail Automation’s Mail.Send, excepted under an Exchange RBAC scope while the Entra grant stays), NPI-LP-05 once (Vendor Portal’s full_access_as_app on Exchange Online under an application access policy), NPI-LP-06 twice and NPI-LP-07 once (vm-batch01: Storage Blob Data Reader on the subscription, Reader on a management group, Reader on a resource group), NPI-LP-08 three times and NPI-LP-09 once (Legacy Reports holds an app role Microsoft Graph doesn’t publish). The hand-off:
· Name           Reasons
----           -------
Build Pipeline RoleManagement.ReadWrite.Directory (can grant itself more)
Deploy Bot     directory role: Cloud Application Administrator; Application.ReadWrite.All (can grant itself more)
id-deploy      Contributor at subscription scope (a privileged administrator role)
1. Read the open rows of the owner review:
· Import-Csv out/least-privilege/owner-review.csv | Where-Object { -not $_.Decision } | Format-Table Name, Kind, Permission, Broad, LastDecision -AutoSize
· Name            Kind        Permission                                   Broad LastDecision
----            ----        ----------                                   ----- ------------
Legacy Reports  Application unknown:a0000000-0000-4000-8000-0000000000ff False
Mail Automation Application Mail.ReadWrite                               True
vm-batch01      Application User.Read.All                                False Keep on 2026-07-15, an earlier quarter
vm-batch01      AzureRole   Reader                                       False
vm-batch01      AzureRole   Reader                                       True
Mail Automation Delegated   User.Read                                    False
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The broad Reader is the one at the management group; the other is at a resource group. vm-batch01’s July decision belongs to the last quarter, so its row is open again.
1. Read the plan:
· Get-Content out/least-privilege/lp-plan.json -Raw | ConvertFrom-Json | Select-Object -ExpandProperty actions | Format-Table Action, Name, Write
· Action             Name            Write
------             ----            -----
HandedOff          Build Pipeline  False
HandedOff          Deploy Bot      False
HandedOff          id-deploy       False
RemoveAppRole      HR Connector     True
Kept               Vendor Portal   False
RemoveAppRole      Mail Automation  True
Kept               Mail Automation False
AwaitOwnerDecision Mail Automation False
RescopeByOwner     vm-batch01      False
AwaitOwnerDecision vm-batch01      False
NarrowGrant        Partner CRM      True
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· HR Connector’s Sites.FullControl.All is removed because its replacement, Sites.Selected, is already granted; Mail Automation’s Directory.ReadWrite.All is removed; Partner CRM’s grant for all users is narrowed from User.Read Mail.Read to User.Read.
1. Dry-run the plan with its approved hash:
· $sha = (Get-FileHash out/least-privilege/lp-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/least-privilege/lp-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch07/estate-ch07.json -OutputPath out/lp-dryrun
· DryRun: 3 WouldSend
  WouldSend RemoveAppRole DELETE https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-4000-8000-000000000010/appRoleAssignedTo/ar-10
  WouldSend RemoveAppRole DELETE https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-4000-8000-000000000010/appRoleAssignedTo/ar-01
  WouldSend NarrowGrant   PATCH  https://graph.microsoft.com/v1.0/oauth2PermissionGrants/og-01
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Both removals go through 5b000000-…-000000000010, Microsoft Graph’s service principal: the resource, not the app.
1. Apply it to the fake, then try a hash nobody approved:
· ./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/least-privilege/lp-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch07/estate-ch07.json -OutputPath out/lp-apply -Apply
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/least-privilege/lp-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch07/estate-ch07.json -OutputPath out/lp-x
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Apply: 3 Sent, then the refusal, The plan's SHA-256 is fca44f9f…, not the approved 0000…; refusing to run a plan nobody reviewed.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing across the example, out/least-privilege/manifest.json listing 45 reads (12 app role assignment pages, 11 grant lists, 11 directory role lists, 2 resource service principals, 4 role assignment lists and 5 role definitions), and out/lp-apply/manifest.json listing the prechecks and the three writes. Delete out when you’re done: the review names owners:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/07-11.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001484]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud and a test Azure subscription, never production, with fictional people, and Chapter 01’s Lab 2 run (out/inventory-test). Work in examples/non-person-identity on Chapter 01’s test host. You’ll replace: <tenant-id>, <inventory-app-id> and <inventory-thumbprint> (Chapter 01’s tenant, reading app and certificate), <app-id> and <thumbprint> (an app holding only Application.Read.All, Directory.Read.All and RoleManagement.Read.Directory, with Reader on the listed scopes, and its certificate), <test-domain> (the test domain’s DNS name), <inputs> (a folder for this lab’s input files), <test-app-name> and <test-sp-object-id> (the test app registration’s name and the Object ID of its enterprise application), <subscription-id> and <management-group-id> (the test subscription and the test management group above it), <owner-upn> (the test app’s owner), and <sha> (the plan’s SHA-256, as the reviewer passes it to you).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Make a test grant to sweep
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes AppRoleAssignment.ReadWrite.All, Application.Read.All
$graph = Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/v1.0/servicePrincipals(appId='00000003-0000-0000-c000-000000000000')?`$select=id,appId,appRoles"
foreach ($perm in 'Directory.ReadWrite.All', 'User.Read.All') {
    $role = $graph.appRoles | Where-Object value -eq $perm
    Invoke-MgGraphRequest -Method POST -Uri "https://graph.microsoft.com/v1.0/servicePrincipals/$($graph.id)/appRoleAssignedTo" -Body @{ principalId = '<test-sp-object-id>'; resourceId = $graph.id; appRoleId = $role.id }
}

# Step 1: Make a test grant to sweep
New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'owner-decisions', 'permission-exceptions') { Get-Content tests/fixtures/ch07/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
Set-Content <inputs>/azure-scopes.csv 'Scope', '/providers/Microsoft.Management/managementGroups/<management-group-id>', '/subscriptions/<subscription-id>'
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test

# Step 2: Run the sweep
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/lp-test
Get-Content out/lp-test/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object -Wrap

# Step 3: Decide and review
$row = Import-Csv out/lp-test/owner-review.csv | Where-Object { $_.Name -eq '<test-app-name>' -and $_.Permission -eq 'Directory.ReadWrite.All' }
Add-Content <inputs>/owner-decisions.csv "$($row.Key),Remove,,,<owner-upn>,$(Get-Date -Format yyyy-MM-dd)"
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/lp-test

# Step 3: Decide and review
(Get-FileHash out/lp-test/lp-plan.json -Algorithm SHA256).Hash.ToLower()

# Step 4: Dry-run, then apply
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, AppRoleAssignment.ReadWrite.All, DelegatedPermissionGrant.ReadWrite.All, Directory.Read.All
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/lp-test/lp-plan.json -ApprovedSha256 <sha> -OutputPath out/lp-test-dry
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/lp-test/lp-plan.json -ApprovedSha256 <sha> -OutputPath out/lp-test-apply -Apply

# Step 4: Dry-run, then apply
$ura = (Invoke-MgGraphRequest -Uri https://graph.microsoft.com/v1.0/servicePrincipals/<test-sp-object-id>/appRoleAssignments).value | Where-Object appRoleId -eq ($graph.appRoles | Where-Object value -eq 'User.Read.All').id
Remove-MgServicePrincipalAppRoleAssignedTo -ServicePrincipalId <test-sp-object-id> -AppRoleAssignmentId $ura.id

# Step 5: Check the result
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/lp-test-after
Import-Csv out/lp-test-after/owner-review.csv | Where-Object Name -eq '<test-app-name>' | Format-Table Kind, Permission, Decision
(Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/v1.0/roleManagement/directory/roleAssignments?`$filter=principalId eq '<test-sp-object-id>'").value.Count

# Step 6: Back it out
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes AppRoleAssignment.ReadWrite.All, Application.Read.All
$role = $graph.appRoles | Where-Object value -eq 'Directory.ReadWrite.All'
Invoke-MgGraphRequest -Method POST -Uri "https://graph.microsoft.com/v1.0/servicePrincipals/$($graph.id)/appRoleAssignedTo" -Body @{ principalId = '<test-sp-object-id>'; resourceId = $graph.id; appRoleId = $role.id }

# Step 6: Back it out
$role = $graph.appRoles | Where-Object value -eq 'User.Read.All'
Invoke-MgGraphRequest -Method POST -Uri "https://graph.microsoft.com/v1.0/servicePrincipals/$($graph.id)/appRoleAssignedTo" -Body @{ principalId = '<test-sp-object-id>'; resourceId = $graph.id; appRoleId = $role.id }

# Step 6: Back it out
Remove-Item -Recurse -Force out/lp-test*
1. Make a test grant to sweep. Signed in as a test Privileged Role Administrator, give a test app registration’s service principal the Microsoft Graph application permissions Directory.ReadWrite.All and User.Read.All with Learn’s grant request, POST /servicePrincipals/{resource-id}/appRoleAssignedTo.18 Give a test user-assigned managed identity Reader on the test subscription and on a test management group above it, and list both in azure-scopes.csv. Run Chapter 01’s Lab 2 again so the register has them. The grant, with Microsoft Graph’s service principal as the resource:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes AppRoleAssignment.ReadWrite.All, Application.Read.All
$graph = Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/v1.0/servicePrincipals(appId='00000003-0000-0000-c000-000000000000')?`$select=id,appId,appRoles"
foreach ($perm in 'Directory.ReadWrite.All', 'User.Read.All') {
    $role = $graph.appRoles | Where-Object value -eq $perm
    Invoke-MgGraphRequest -Method POST -Uri "https://graph.microsoft.com/v1.0/servicePrincipals/$($graph.id)/appRoleAssignedTo" -Body @{ principalId = '<test-sp-object-id>'; resourceId = $graph.id; appRoleId = $role.id }
}
· The two Reader assignments, in the Azure portal, once on the test subscription and once on the test management group (Management groups, then the group):
100. Access control (IAM) > Add > Add role assignment.
100. On Role, select Reader, then Next.
100. On Members, choose Managed identity, Select members, select the test identity, then Select and Review + assign.
· Then the input files, with the two scopes, and the register read again:
· New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'owner-decisions', 'permission-exceptions') { Get-Content tests/fixtures/ch07/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
Set-Content <inputs>/azure-scopes.csv 'Scope', '/providers/Microsoft.Management/managementGroups/<management-group-id>', '/subscriptions/<subscription-id>'
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
1. Run the sweep with an app holding only Application.Read.All, Directory.Read.All and RoleManagement.Read.Directory, and Reader on the listed scopes:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/lp-test
Get-Content out/lp-test/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object -Wrap
· Expect NPI-LP-01 for Directory.ReadWrite.All and NPI-LP-06 for the managed identity. Record whether the subscription’s list also returned the management group’s assignment (research gaps, row 65).
1. Decide and review. Add the Directory.ReadWrite.All row’s key to owner-decisions.csv with Decision Remove, run step 2 again, and have a second person review lp-plan.json and pass you its SHA-256. These commands add the decision, dated today, and sweep again:
· $row = Import-Csv out/lp-test/owner-review.csv | Where-Object { $_.Name -eq '<test-app-name>' -and $_.Permission -eq 'Directory.ReadWrite.All' }
Add-Content <inputs>/owner-decisions.csv "$($row.Key),Remove,,,<owner-upn>,$(Get-Date -Format yyyy-MM-dd)"
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/lp-test
· The reviewer computes the hash with:
· (Get-FileHash out/lp-test/lp-plan.json -Algorithm SHA256).Hash.ToLower()
1. Dry-run, then apply, signed in as a person with Privileged Role Administrator:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Application.Read.All, AppRoleAssignment.ReadWrite.All, DelegatedPermissionGrant.ReadWrite.All, Directory.Read.All
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/lp-test/lp-plan.json -ApprovedSha256 <sha> -OutputPath out/lp-test-dry
./Invoke-NpiLeastPrivilegeAction.ps1 -Cloud gcc -PlanPath out/lp-test/lp-plan.json -ApprovedSha256 <sha> -OutputPath out/lp-test-apply -Apply
· Then, for row 61, send Learn’s script’s request shape for the test app’s User.Read.All assignment, Remove-MgServicePrincipalAppRoleAssignedTo -ServicePrincipalId <the test app's own ID> -AppRoleAssignmentId <id>, and record what Graph answers. The first command finds that assignment’s ID; the second sends the request:
· $ura = (Invoke-MgGraphRequest -Uri https://graph.microsoft.com/v1.0/servicePrincipals/<test-sp-object-id>/appRoleAssignments).value | Where-Object appRoleId -eq ($graph.appRoles | Where-Object value -eq 'User.Read.All').id
Remove-MgServicePrincipalAppRoleAssignedTo -ServicePrincipalId <test-sp-object-id> -AppRoleAssignmentId $ura.id
1. Check the result. Run step 2 again after a few minutes (Learn warns of replication delay):1 the removed row is gone, and the test service principal has no directory role (research gaps, row 68). The audit log shows the removal with the person as actor. Learn’s pages name it two ways: Remove app role assignment from the service principal on the page about these logs,26 and Remove app role assignment from service principal in the activity list,27 which is the name Chapter 10 filters on. The sweep, and the service principal’s directory roles, with the filter the code sends:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiLeastPrivilege.ps1 -Cloud gcc -RegisterRun out/inventory-test -InputPath <inputs> -OutputPath out/lp-test-after
Import-Csv out/lp-test-after/owner-review.csv | Where-Object Name -eq '<test-app-name>' | Format-Table Kind, Permission, Decision
(Invoke-MgGraphRequest -Uri "https://graph.microsoft.com/v1.0/roleManagement/directory/roleAssignments?`$filter=principalId eq '<test-sp-object-id>'").value.Count
1. Back it out. Grant the removed permissions again with Learn’s grant request, as Learn’s restore page describes for a known permission,18 28 then remove the test managed identity’s role assignments and delete the test identity and the test app registration, which are test objects, not the estate’s; delete the out folders: they name owners. The grant of Directory.ReadWrite.All, as in step 1:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes AppRoleAssignment.ReadWrite.All, Application.Read.All
$role = $graph.appRoles | Where-Object value -eq 'Directory.ReadWrite.All'
Invoke-MgGraphRequest -Method POST -Uri "https://graph.microsoft.com/v1.0/servicePrincipals/$($graph.id)/appRoleAssignedTo" -Body @{ principalId = '<test-sp-object-id>'; resourceId = $graph.id; appRoleId = $role.id }
· If step 4’s request removed User.Read.All, grant it again the same way:
· $role = $graph.appRoles | Where-Object value -eq 'User.Read.All'
Invoke-MgGraphRequest -Method POST -Uri "https://graph.microsoft.com/v1.0/servicePrincipals/$($graph.id)/appRoleAssignedTo" -Body @{ principalId = '<test-sp-object-id>'; resourceId = $graph.id; appRoleId = $role.id }
· In the Azure portal, on the test subscription and on the test management group, Access control (IAM) > Role assignments, select the test identity’s Reader row, and Delete. Delete the test identity and the test app registration, then the out folders:
· Remove-Item -Recurse -Force out/lp-test*
[bookmark: _Toc00001485]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	List a service principal’s app role assignments
	GET /servicePrincipals/{id}/appRoleAssignments; Application.Read.All; replication delays for recent changes
	L4 and L5
	v1.0
	1

	List a service principal’s delegated grants
	GET /servicePrincipals/{id}/oauth2PermissionGrants; Directory.Read.All
	L4 and L5
	v1.0
	2

	Get a service principal
	GET /servicePrincipals/{id}; Application.Read.All
	—
	v1.0
	20

	List directory role assignments
	GET /roleManagement/directory/roleAssignments, $filter on principalId; RoleManagement.Read.Directory
	L4 and L5
	v1.0
	15

	Delete appRoleAssignedTo
	Through the resource service principal (Learn’s recommended way); AppRoleAssignment.ReadWrite.All; Privileged Role Administrator is the least privileged role for Microsoft Graph app roles
	L4 and L5
	v1.0
	12

	Update a delegated grant
	PATCH /oauth2PermissionGrants/{id}; DelegatedPermissionGrant.ReadWrite.All; the scope sent replaces the list
	L4 and L5
	v1.0
	16

	Escalation permissions
	AppRoleAssignment.ReadWrite.All, RoleManagement.ReadWrite.Directory can grant the app more; Application.ReadWrite.All doesn’t manage Microsoft Graph app role assignments; Directory.ReadWrite.All granted before December 3, 2020 also assigned Directory Writers
	—
	—
	5

	Selected permissions
	Sites.Selected and Lists, ListItems, Files .SelectedOperations.Selected, granted per resource
	—
	—
	6

	RBAC for Applications in Exchange Online
	Replaces application access policies; grants are a union with the Microsoft Entra grant
	—
	—
	7 8

	List Azure role assignments
	{scope}/providers/Microsoft.Authorization/roleAssignments?api-version=2022-04-01, $filter=assignedTo('{objectId}'); Microsoft.Authorization/roleAssignments/read, such as Reader
	n/a (Resource Manager; GCC uses commercial Azure)
	GA
	21 25

	Narrowest Azure scope
	Use a resource group or resource; a parent scope’s role is inherited
	n/a
	—
	9 11 10

	Access reviews of service principals
	PIM reviews; Workload ID Premium plus Microsoft Entra ID P2 or ID Governance; managed identities included; no free trial in Azure Government
	Access reviews, PIM and Workload ID Premium listed for Azure for US Government
	Not marked preview on the PIM page; Securing service principals says the reviews are in preview, so this chapter treats them as preview
	23 24 17 29



Where Learn’s pages differ: the review page’s PowerShell script removes application permissions through the client’s ID while its own HTTP request and Delete appRoleAssignedTo name the resource (research gaps, row 61); the review page names Cloud Application Administrator while Delete appRoleAssignedTo and the restore page name Privileged Role Administrator for Microsoft Graph app roles (row 62); and Book 04’s application access policy is now legacy on Learn (row 63). The code follows the stricter reading in each case.
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The sweep, the owner review and the plan are what the guide’s G4 Least privilege gate checks: every broad grant justified with an approver and a review date, or removed, and privileged service principals handed to the Privileged Access plan. Each row names the file or command that is the evidence. The controls are in the NIST SP 800-53 Rev. 5 Moderate baseline.30
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s review-and-revoke script and requests, run as published against stand-ins, are the models the code keeps, and each gap is pinned by a test (Lab 1, step 1: NpiLeastPrivilegeSamples.Tests.ps1, 10 passed)
	AC-6 Least Privilege
	KSI-IAM-ELP
	The repository’s tests; the pinned copies

	The sweep reads with Application.Read.All, Directory.Read.All, RoleManagement.Read.Directory and Reader; the write task is separate and delegated (Lab 1, step 2, and Lab 2, step 2: the permissions for least-privilege and least-privilege-apply)
	AC-6; CM-5 Access Restrictions for Change
	KSI-IAM-ELP, KSI-IAM-JIT (AC-6); KSI-CMT-RVP (CM-5)
	Identity engineering; the ISSO keeps the consent record

	Every application permission, delegated grant, directory role and Azure role held by each service principal and managed identity, and what was skipped and why (Lab 1, step 3: sweep.json, identities.json, skipped.json)
	AC-6; AC-2 Account Management (monitor the use of accounts)
	KSI-IAM-ELP, KSI-IAM-JIT; KSI-IAM-SNU
	Identity engineering

	A broad permission or tenant-wide grant without an exception, an exception that ended or is incomplete, a mail permission whose limit has no effect, a managed identity’s role above resource group: each is a finding (Lab 1, step 4: findings.json, NPI-LP-01 to -07 and -09)
	AC-6
	KSI-IAM-ELP, KSI-IAM-JIT
	The CISO’s office, for exceptions; application owners

	Privileged service principals go to the Privileged Access plan (Lab 1, step 4: pa-handoff.json; NPI-LP-08)
	AC-6(5) Privileged Accounts
	KSI-IAM-SNU, KSI-IAM-JIT
	The Privileged Access plan (A3.4)

	One review row per grant, with its owners and proposal, and a count of decided and open rows for the quarter (Lab 1, step 5: owner-review.csv, review-status.json)
	AC-6(7) Review of User Privileges
	KSI-IAM-AAM, KSI-IAM-JIT
	Application owners, through the identity governance office

	Each owner’s decision becomes one action, nothing in the plan writes, and the same inputs give the same plan hash (Lab 1, step 6, and Lab 2, step 3: lp-plan.json; owner-decisions.csv)
	AC-6(7); CM-3 Configuration Change Control
	KSI-IAM-AAM; KSI-CMT-LMC, KSI-CMT-RVP
	Application owners; the reviewer who approves the hash

	A second person approves the plan’s SHA-256 before anything is removed (Lab 2, step 3: the hash from Get-FileHash)
	AC-5 Separation of Duties
	KSI-IAM-JIT
	The reviewer

	The write path stops after its prechecks without -Apply, and refuses a plan whose hash nobody approved (Lab 1, steps 7 and 8: results.json in the dry-run folder; the refusal text)
	CM-3; CM-5
	KSI-CMT-RVP; KSI-IAM-JIT
	The reviewer; the ISSO

	The approved removals and narrowings were sent after fresh re-reads, and recorded (Lab 1, step 8, and Lab 2, step 4: results.json and manifest.json in the apply folder)
	AC-6; CM-3
	KSI-IAM-ELP; KSI-CMT-LMC
	The ISSO, with the run’s folder

	The removed grant is gone on the next sweep, and the audit log shows the removal (Lab 2, step 5: the next sweep.json; the Entra audit entry)
	AC-6; AU-2 Event Logging
	KSI-IAM-ELP; KSI-MLA-LET, KSI-CMT-LMC
	Identity engineering; security operations

	Every run records the tenant, the cloud, every request, and the SHA-256 of the register, of each input and of each file (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 9: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The lab’s removal is reversed by a person with Learn’s grant request (Lab 2, step 6)
	CM-3
	KSI-CMT-LMC
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).31 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only make test grants, run Chapter 01 or delete out have no row. The track-wide mapping is the guide’s Evidence table.
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	Danger
	What happens
	The guard

	Learn’s script run against a tenant
	Every delegated grant goes, the excepted ones too, and nobody planned it
	The example never removes anything an owner didn’t decide; a plan, an approved SHA-256 and -Apply

	An app deleted, or its service principal
	Every grant and credential lost at once
	The only DELETE is of one app role assignment through its resource service principal; the writer refuses any other target

	A broad permission removed before its replacement
	The workload fails in production
	Remove with a Replacement waits until the replacement is granted, and the precheck checks it again before the write

	An Exchange scope that does nothing
	The app still reads every mailbox, and the exception says it doesn’t
	NPI-LP-04: the Entra grant must go once the RBAC for Applications assignment is tested

	A privileged service principal swept twice, or not at all
	Two plans disagree, or Gate 4 passes on a Global Administrator app
	Directory roles, escalation permissions and privileged Azure roles hand the identity to A3.4; Gate 4 waits for it

	A narrowing that widens
	A PATCH adds a scope the owner never had
	The new scope must be a smaller subset of the scope the plan read; the writer refuses anything else

	A plan changed after review, or the tenant changed
	Different writes from the ones approved
	The approved SHA-256 is checked; tenant, cloud and seven days are checked; each write is re-read and skipped if its target changed

	An unattended app with AppRoleAssignment.ReadWrite.All
	A standing permission that can grant itself anything
	The write path is delegated only, a person with Privileged Role Administrator; the sweep holds read permissions only

	A decision from last quarter treated as current
	The review closes on stale answers
	Only decisions dated this quarter count; earlier ones show as LastDecision

	A re-grant after the removal
	The permission is back at the next admin consent
	The quarterly sweep shows it as a new row; the owner removes it from the registration’s required permissions (research gaps, row 69)


[bookmark: _Toc00001488]Checklist
· Every service principal in the register was swept, or is listed in skipped.json with the reason.
· Every broad permission has a current exception with a justification, an approver and an end date, or a decision to remove or narrow it.
· No mail permission is excepted under RBAC for Applications while its Microsoft Entra grant stays.
· Every managed identity’s Azure role is at a resource or resource group, or has an exception.
· pa-handoff.json has gone to the Privileged Access plan’s identity governance officer, and A3.4 has closed each identity on it.
· The quarter’s owner review is closed: every row decided this quarter and no change pending.
· The plan’s SHA-256 was approved by someone other than the person who applies it; the write path ran as a person with Privileged Role Administrator; its manifest is filed with the review.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001490]Chapter 08 — Conditional Access for Workload Identities
A stolen client secret works from anywhere unless something says where the workload is allowed to be, so that place is written down, reviewed, and enforced one ring at a time.
[bookmark: _Toc00001491]In this chapter
The policies behind the project plan’s Phase 5 and its Gate 5, “workload identities under Conditional Access.” You start with Learn’s own Graph JSON sample for a location-based policy that targets service principals, which the repository keeps as a pinned copy, and you send it to a fake Graph and the pre-merge check to see what it leaves to you. Then you use examples/non-person-identity for the rest: the scope as a reviewed file, the program’s CA015 and CA037 rendered per ring and always created report-only, a check before merge and a check against the tenant, a reader that summarizes the service principal sign-in logs per principal, enforcement only after decision D-NP5 and only with -AllowEnforce, and an alert definition for block events. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001492]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 08 — Conditional Access for Workload Identities: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can do the plan’s three tasks from code. NP5.1, “scope set: Tier 1 single-tenant service principals assigned directly, never through a group; workload egress ranges named; managed identities and multitenant apps recorded as out of scope.” NP5.2, “CA015 location restriction and CA037 high-risk block in report-only; service principal sign-in logs read.” NP5.3, after the CISO’s decision D-NP5, “policies enforced ring by ring; block events alerted to security operations.” You can show the CISO the evidence Gate 5 asks for, and say for each rule whether it is Learn’s, Learn’s sample, or the program’s design.
Audience. Developers who build the project’s Conditional Access code, the identity engineers who own the policies, the application owners whose workloads are in scope, and the ISSO and security operations staff who review the results. You should read PowerShell 7 and the Graph conditionalAccessPolicy JSON, and know Chapter 01’s register. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001494]The context the code depends on
Learn is short and firm about what Conditional Access for workload identities can do. A policy can block a service principal from outside known public IP ranges, on risk detected by Microsoft Entra ID Protection, or with authentication contexts; block is the only grant control.1 The limits decide the scope:1
· Licensing. Workload ID Premium licenses (Learn’s Conditional Access pages also write “Workload Identities Premium”) are required to create or modify these policies. Without them, existing policies keep working but can’t be changed.
· Single-tenant only. Policies apply to single-tenant service principals registered in the tenant. Microsoft and third-party SaaS apps, including multitenant apps, aren’t covered.
· No managed identities. Managed identities aren’t covered; Learn suggests an access review for them instead.
· Direct assignment. A policy assigned to a group that contains a service principal isn’t enforced for it. The service principal has to be assigned directly, by the enterprise application’s object ID; the app registration’s object ID can’t be used.
Book 02, Chapter 09 and Book 04, Chapter 05 state the same limits. The program’s two policies are Book 04’s Wave 4: CA015-ServiceAccounts-LocationRestriction blocks workload identities, assigned directly, from any location except NL-WorkloadEgress, and CA037-WorkloadIdentities-HighRisk-Block blocks them at high service principal risk (Book 04, Chapter 07); Appendix A has CA015’s JSON (Appendix A). Book 04’s rollout rule applies: report-only first, then rings, never deleted on rollback (Book 04, Chapter 07).
Licensing, D-NP4. Workload ID Premium is a standalone product, not part of other premium plans. Only workload identities eligible for premium features need licenses; license assignment isn’t required, and one license in the tenant unlocks the features. Conditional Access for workload identities covers single-tenant applications; ID Protection covers single-tenant and multitenant apps; Microsoft apps and managed identities are eligible for neither.2 The plan’s decision D-NP4 licenses the single-tenant service principals classified Tier 1 in Book 04, Chapter 06, Book 04’s position (Book 04, Chapter 05). The scope file records D-NP4, and the check fails without it.
Risk, CA037. ID Protection detects risk on workload identities from offline indicators (leaked credentials, suspicious sign-ins against a learned baseline, threat intelligence, an admin’s confirmation of compromise and others); full risk details and risk-based controls need Workload ID Premium, and managed identities aren’t in scope.3 CA037 has nothing to act on until ID Protection raises a service principal’s risk to high, so its report-only results are usually empty; that is expected, not a gap in the evidence.
Enforcement, D-NP5. The CISO’s decision has three options: enforce; extend report-only; or enforce with named exclusions, each with an owner and an end date. Gate 5 then asks for “every Tier 1 single-tenant service principal assigned directly to the enforced location and risk policies; report-only results reviewed before enforcement; every out-of-scope identity (managed identities, multitenant and SaaS apps) recorded with the control that covers it instead” (project plan). The code holds each of those as a file or a check.
Which cloud, for these calls
The target estate is Microsoft 365 GCC, whose Microsoft Entra tenant uses the worldwide endpoints: Graph at graph.microsoft.com. GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us.4 Listing and changing Conditional Access policies and named locations list the global service, US Government L4 and US Government L5,5 6 7 8 9 10 and so does the beta sign-in log read.11 Learn’s feature availability page for Azure for US Government lists Conditional Access as available and says Workload ID Premium is available there; the Workload ID FAQ says to contact the account manager in the Azure Government clouds, where the free trial isn’t offered.12 2 That page’s ID Protection table lists user risk detections only; whether workload identity risk detections, which CA037 depends on, run in GCC High and DoD is open (research gaps, row 75). The code takes the cloud as an explicit name and has no default.
[bookmark: _Toc00001495]Start with Microsoft’s sample
What Microsoft gives you
Learn’s page Conditional Access for workload identities is Microsoft’s procedure. It gives the admin center steps for a location-based policy and for a risk-based one, says to save either in report-only to estimate its effect, and says where report-only results appear: the service principal sign-ins in the admin center, and the Conditional Access insights and reporting workbook. It ends with “Sample JSON for location-based configuration using the Microsoft Graph beta endpoint.”1 Learn’s ID Protection page for workload identities explains the risk the risk-based policy acts on, and has no code.3
The repository’s search on October 30, 2026 found no other Microsoft sample to start from: no microsoftgraph/* or Azure-Samples/* repository holds a workload identity Conditional Access policy, and the Create conditionalAccessPolicy page’s examples don’t target service principals.6
The pinned copy
The sample exists only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/entra-workload-identity-ca-page: workload-identity.md from MicrosoftDocs/entra-docs at commit 7f78b50 (October 30, 2026), retrieved October 30, 2026, with the repository’s licenses (MIT for both).13 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes; a unit test checks them, and the weekly source watch reports new commits to the page. Updating the copy is a reviewed pull request.
Read-NpiWcaLearnSample extracts the page’s one JSON block, unmodified. The tests send it to the fake Graph’s create route and run the pre-merge check on it, as if it were a file in the repository. Nothing is sent to a tenant.
What it leaves to you
Each row is pinned by a test in tests/NpiWorkloadCa.Tests.ps1: the first block for Learn’s sample as published, the others for the example.
	Learn’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Targets service principals through clientApplications, all resources, all locations but an excluded one, block
	—
	Kept as the model: CA015 has the same shape

	Labeled for the Graph beta endpoint
	The v1.0 condition set has clientApplications and servicePrincipalRiskLevels14 15
	The code writes v1.0 (research gaps, row 71)

	state and the IDs are display text (“enabled OR disabled OR …”, “[Service principal Object ID]”)
	Not a value Graph accepts; the fake refuses it with 400, as Graph’s state values allow
	Every value comes from a reviewed file; NPI-WCA-07 fails any state other than report-only in a file

	Offers ServicePrincipalsInMyTenant
	Sweeps in every service principal, Tier 1 or not, and nobody reviewed the list
	NPI-WCA-01: only the ring’s object IDs from the scope file

	Offers AllTrusted as the allowed location
	Trusts every network marked trusted for users, too
	NPI-WCA-08: only the NL-WorkloadEgress named location, kept untrusted

	No clientAppTypes
	v1.0 marks it required14
	["all"], as Appendix A does (research gaps, row 72)

	Location only; the risk policy is admin center steps
	CA037 has no published JSON
	CA037 as a reviewed file with servicePrincipalRiskLevels: ["high"]

	Report-only results read in the admin center
	Nothing a pipeline can keep as evidence
	The beta sign-in reader and a per-principal summary with its SHA-256

	One policy, no scope beyond the IDs typed in
	No record of who is in, who is out, and why
	The scope file: Tier 1, rings, egress ranges, the out-of-scope identities with their controls, D-NP4 and D-NP5

	No rings, no alert
	Enforcement is all or nothing, and nobody hears about a block
	Per-ring policies, enforcement only with -AllowEnforce after D-NP5, and the block alert definition


The verdict. Keep Learn’s JSON as the model for CA015’s shape. Don’t create it as published: Graph would refuse it, and with its placeholders filled the easy way it would cover every service principal in the tenant and trust every trusted network.
[bookmark: _Toc00001496]The code: what examples/non-person-identity adds
This chapter adds its own module, powershell/NpiWorkloadCa, which imports Chapter 01’s NpiCore for the cloud table, the host check and the run manifest’s helpers. It adds its own call list config/calls-ch08.json, the reviewed files in workload-ca/, the entry script Invoke-NpiWorkloadCa.ps1, and fixtures in tests/fixtures/ch08/. Unlike Chapters 01 and 02’s read paths, it can write Conditional Access. Design guidance: it writes only as the wca-apply task, creates every new policy report-only, enforces a ring only with -AllowEnforce after D-NP5, and has no delete.
The files
	File
	Who keeps it
	What it holds

	workload-ca/policies/CA015-ServiceAccounts-LocationRestriction.json
	Identity engineering
	Book 04’s CA015: {scope:ring} in includeServicePrincipals, {location:NL-WorkloadEgress} excluded, all resources, all client app types, block, report-only

	workload-ca/policies/CA037-WorkloadIdentities-HighRisk-Block.json
	Identity engineering
	Book 04’s CA037: the same targeting, servicePrincipalRiskLevels: ["high"], block, report-only

	workload-ca/locations/NL-WorkloadEgress.json
	Identity engineering
	An untrusted ipNamedLocation; its ranges come from the scope

	workload-ca/alerts/NPI-WCA-BlockAlert.json
	Security operations
	The block alert definition (below)

	The scope file (tests/fixtures/ch08/scope.json in Lab 1)
	The identity governance officer, with application owners
	Tenant and cloud; the D-NP4 record; the egress ranges; the rings; each in-scope service principal by object ID with its tier, type, audience, ring and record; each out-of-scope identity with its class, the control that covers it and who reviewed it; the enforcement record (D-NP5, the rings marked, each ring’s reviewed sign-in summary, dated exclusions)


The fixture’s egress ranges are documentation ranges (192.0.2.0/28, 198.51.100.32/29, 2001:db8:10::/48). A real tenant keeps its scope file with its decision records, and every change to it is a reviewed pull request.
One policy per ring. Design guidance: each template is rendered once per ring, named <template>-<ring>, with that ring’s object IDs. Enforcing a ring changes one policy’s state and leaves the next ring in report-only. Book 04 names one CA015 and one CA037; the suffix is the program’s (research gaps, row 78).
The pre-merge check
Test-NpiWcaRepository reads files only, and runs in the pull request pipeline. Test-NpiWcaTenantScope runs the rules that need the tenant on every plan.
	Rule
	Severity
	What it flags
	Source

	NPI-WCA-01
	Finding
	A policy that targets users, groups or roles, a filter, ServicePrincipalsInMyTenant or text instead of the ring’s object IDs
	Learn: a group isn’t enforced; assign directly1

	NPI-WCA-02
	Finding
	A managed identity in scope, in the file or in the tenant
	Learn1

	NPI-WCA-03
	Finding
	A service principal in scope that isn’t an application registered in this tenant and single-tenant
	Learn1

	NPI-WCA-04
	Finding; Warn
	An in-scope object ID that isn’t a service principal here (an app registration’s object ID, say) or whose appId differs (Finding); one that is disabled (Warn)
	Learn: the registration’s object ID can’t be used1

	NPI-WCA-05
	Finding
	No D-NP4 record; a principal that isn’t Tier 1; an unknown ring; a duplicate
	Learn: Premium to create or modify1; D-NP4 (Design guidance)

	NPI-WCA-06
	Finding; Info
	An out-of-scope record with no control, reviewer or date, or a managed identity, multitenant, SaaS, agent or legacy service principal in the tenant with no record (Finding); an eligible single-tenant app that isn’t Tier 1 (Info)
	Gate 5

	NPI-WCA-07
	Finding
	A policy file that isn’t report-only, grants anything but block, doesn’t target all resources, has no clientAppTypes: ["all"], or has neither a location nor a risk condition
	Learn: block only1; v1.0 condition set14

	NPI-WCA-08
	Finding; Warn
	An egress range that isn’t CIDR or is broader than /16 (IPv4) or /32 (IPv6), or a policy that excludes anything but NL-WorkloadEgress (Finding); a named location marked trusted (Warn)
	Design guidance

	NPI-WCA-09
	Finding
	A ring marked for enforcement with no D-NP5 record or no reviewed sign-in summary, a ring enforced before an earlier one, an exclusion with no owner, reason or end date, or one that has ended
	D-NP5; Gate 5 (Design guidance)


On the fixture scope and the repository’s files the check passes with nothing to report, and the tenant check reports two Info: Legacy Reports and Build Pipeline are single-tenant and eligible, but not Tier 1, so D-NP4 leaves them uncovered. Microsoft’s own apps are recognized by the owner tenant IDs the scope lists (research gaps, row 76).
The plan, the dry run and the writes
Get-NpiWcaTenant reads the tenant’s policies and named locations: two GETs, every page, only on the cloud’s own host. Get-NpiWcaPlan compares the files and scope with the tenant, property by property and only on the properties the files set, with lists compared as sets. The named location comes first, because CA015 excludes it by ID.
	Action
	When

	Create
	Not in the tenant. A policy is always created report-only, whatever its ring’s state

	Update
	Differs; the PATCH carries only the changed top-level properties

	NoChange
	Matches

	Blocked
	A CA015 policy whose named location doesn’t exist yet; the next run creates it

	Held
	The ring is marked for enforcement, but this run may not enforce it (below)

	NotInRepository
	A workload identity policy in the tenant that no file names: reported, never deleted


Invoke-NpiWcaPlan turns the plan into requests. As the read task it returns them with Sent false, and its client can’t send a write. As wca-apply it refuses to start if the pre-merge or tenant check has a Finding, refuses to create a policy that isn’t report-only or assigns anything but object IDs, and refuses to enable a policy the plan didn’t mark as an allowed enforcement. Policies are matched by display name. Rollback follows Book 04: remove the ring from the enforcement record and apply, and its policies go back to report-only; Learn’s own rollback says to delete or disable the policies,1 and this code does neither by itself.
Enforcement, ring by ring
Get-NpiWcaEnforcement decides, for each ring, whether this run may set its policies to enabled. All of these must hold, or the ring is Held in report-only with the reason:
1. The scope’s enforcement record marks the ring, under a D-NP5 record whose outcome is Enforce or EnforceWithExclusions, with who decided and when.
1. The run was given -AllowEnforce, in the change that enforces it.
1. -SignInSummaryPath names a sign-in summary whose SHA-256 is the one the ring’s record cites, with its reviewer and date: the report-only results were reviewed before enforcement, as Gate 5 asks.
1. That summary shows the ring ready.
1. Every earlier ring is enforced.
A policy created on the run that enforces its ring is still created report-only, and turns on in the next run. Exclusions are D-NP5’s third option: each names a principal of the ring, an owner, a reason and an end date, goes into excludeServicePrincipals for that ring’s policies, and drops out on its end date.
The sign-in reader
Learn’s List signIns returns only interactive sign-ins unless the filter names an event type, and gives the filter for service principal sign-ins: a time range and signInEventTypes/any(t: t eq 'servicePrincipal'). That filter is on the beta endpoint (research gaps, row 73).11 The appliedConditionalAccessPolicies property is omitted unless the caller can read Conditional Access data: an app needs Policy.Read.All, Policy.Read.ConditionalAccess or Policy.ReadWrite.ConditionalAccess.11 And the report-only results (reportOnlySuccess, reportOnlyFailure, reportOnlyNotApplied, reportOnlyInterrupted) are members of an evolvable enumeration that comes back only with the request header Prefer: include-unknown-enum-members.16
Get-NpiWcaSignIn sends that filter with that header, follows every page, and throws if any result still comes back as unknownFutureValue. Get-NpiWcaSignInSummary keeps only service principal sign-ins, and for each in-scope principal records its sign-ins, the results our CA015 and CA037 policies recorded, the addresses outside the reviewed egress ranges, and any block (53003, BlockedByConditionalAccess17). Each principal gets a status:
	Status
	Meaning

	NoSignIns
	Nothing in the window: nothing to judge

	NotEvaluated
	Sign-ins, but no result from our policies yet (the ring’s policy wasn’t there)

	WouldBlock
	A report-only failure, a block, or an address outside the egress ranges

	Clear
	Evaluated by our policies, with nothing that would block


A ring is ready when every principal is Clear and the window is at least 14 days. Design guidance: Book 04 asks for at least two weeks of report-only for the risk wave (Book 04, Chapter 07), and the code applies the same to CA015 (research gaps, row 79). The summary holds no user data: service principal sign-ins only, by object ID and address. The same sign-ins give the same file, byte for byte, so the reviewer approves a hash and the enforcement record cites it.
The block alert
NP5.3 asks for block events alerted to security operations. New-NpiWcaAlertRule renders workload-ca/alerts/NPI-WCA-BlockAlert.json with the in-scope object IDs: a log search over AADServicePrincipalSignInLogs for result 53003, every five minutes over fifteen, severity 1, to the security operations action group. The table has ServicePrincipalId, AppId, IPAddress, ConditionalAccessStatus and ConditionalAccessPolicies columns.18 19 Design guidance: the definition is written to the run folder for a reviewed deployment as a log search alert rule;20 this code doesn’t write to Azure Monitor, and the sign-in logs have to reach a Log Analytics workspace first (research gaps, row 77). Each alert is triaged as a possible stolen credential or a workload that moved, and the application owner is told the same day.
Least privilege
	Task
	Calls
	Permissions
	Delegated role

	wca-read
	List policies; list named locations; get and list service principals
	Policy.Read.All,5 8 Application.Read.All21 22
	Global Reader or Security Reader

	wca-signins
	List signIns (beta)
	AuditLog.Read.All, Policy.Read.ConditionalAccess11
	Global Reader, Reports Reader, Security Reader, Security Operator or Security Administrator11

	wca-apply
	The reads; create and update policies; create and update the named location
	Policy.Read.All and Policy.ReadWrite.ConditionalAccess,6 7 9 10 Application.Read.All
	Conditional Access Administrator or Security Administrator


Policy.Read.ConditionalAccess is the narrowest of the three permissions Learn lists for reading the Conditional Access results in sign-ins; Learn’s page doesn’t rank them (research gaps, row 74). A test keeps each task’s permissions equal to the union of its calls, and no call is a DELETE.
The tests
This chapter’s tests are the 48 in tests/NpiWorkloadCa.Tests.ps1: 9 on Learn’s sample and page as published, then the call list, the clouds and hosts, each rule on the files and on a file changed in memory, the tenant check, the plan, the dry run and the applies against the fake, the refusals, enforcement ring by ring, the sign-in reader and its summary, the alert, and the entry script’s manifest and exit code. They pass under PowerShell 7 with no module, tenant or network.
[bookmark: _Toc00001497]Illustrative code
The commands below check Learn’s pinned sample and the repository’s files, and plan against a fictional tenant served by a fake. They show what the code does, not that a tenant accepts the same JSON. This code writes Conditional Access policies when run as wca-apply, and enforces them when given -AllowEnforce. Review it and the files, and run Lab 2 in a test tenant, before it goes near production.
[bookmark: _Toc00001498]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity. The dates are the fixture’s: the run is “as of” October 30, 2026.
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Check Learn's sample and page as published
Invoke-Pester -Path tests/NpiWorkloadCa.Tests.ps1 -FullNameFilter '*(Learn), run as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task needs
Import-Module ./powershell/NpiWorkloadCa/NpiWorkloadCa.psm1
foreach ($t in 'wca-read', 'wca-signins', 'wca-apply') { "$t : " + ((Get-NpiWcaRequiredPermission -Task $t).GraphPermissions -join ', ') }

# Step 3: Run the pre-merge check on the files and the fixture scope
./Invoke-NpiWorkloadCa.ps1 -Mode Check -ScopePath tests/fixtures/ch08/scope.json

# Step 4: Run the same check on Learn's sample
Test-NpiWcaPolicyBody -Body (Read-NpiWcaLearnSample -Path ../third_party/entra-workload-identity-ca-page/workload-identity.md) -EgressName NL-WorkloadEgress -Name learn-sample |
    Format-Table Rule, Severity

# Step 5: Check the scope against the fictional tenant and plan, sending nothing
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath tests/fixtures/ch08/scope.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca
Get-Content out/wca/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action

# Step 6: Read the service principal sign-ins and summarize them
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud gcc -ScopePath tests/fixtures/ch08/scope.json -FixturePath tests/fixtures/ch08/tenant.json -From 2026-10-12 -To 2026-10-30T12:00:00 -OutputPath out/wca-signins

# Step 7: Apply against the fake, twice
$scope = Read-NpiWcaScope -Path tests/fixtures/ch08/scope.json
$repo = Read-NpiWcaRepository
$asOf = [datetime]'2026-10-30T12:00:00'
$fake = New-NpiWcaFixtureInvoker -Path tests/fixtures/ch08/tenant.json -Cloud gcc
$findings = @(Test-NpiWcaRepository -Repository $repo -Scope $scope -AsOf $asOf)
foreach ($run in 1..2) {
    $client = New-NpiWcaClient -Cloud gcc -Task wca-apply -Invoke $fake.Invoke
    $plan = Get-NpiWcaPlan -Repository $repo -Scope $scope -Tenant (Get-NpiWcaTenant -Client $client) -Enforcement (Get-NpiWcaEnforcement -Scope $scope) -AsOf $asOf
    $sent = @(Invoke-NpiWcaPlan -Client $client -Plan $plan -Findings $findings | Where-Object Sent)
    "Run ${run}: $($sent.Count) sent"
}
$fake.Tenant.policies | Where-Object { $_.displayName -like 'CA0*' } | ForEach-Object { '{0,-50} {1}' -f $_.displayName, $_.state }

# Step 8: Try to enforce Ring 1
$sha = (Get-FileHash out/wca-signins/signin-summary.json -Algorithm SHA256).Hash.ToLower()
$s = Get-Content tests/fixtures/ch08/scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement = @{ decision = @{ id = 'D-NP5'; outcome = 'Enforce'; decidedBy = 'CISO'; decidedOn = '2026-10-30' }
                    rings = @(@{ ring = 'Ring1'; enforce = $true; signInReview = $sha; reviewedBy = 'ISSO'; reviewedOn = '2026-10-30' }); exclusions = @() }
$s | ConvertTo-Json -Depth 10 | Set-Content out/scope-ring1.json
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath out/scope-ring1.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca-held
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath out/scope-ring1.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca-enforce -AllowEnforce -SignInSummaryPath out/wca-signins/signin-summary.json

# Step 8: Try to enforce Ring 1
Copy-Item out/wca-signins/signin-summary.json out/signin-summary-edited.json
Add-Content out/signin-summary-edited.json ' ' -NoNewline
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath out/scope-ring1.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca-edited -AllowEnforce -SignInSummaryPath out/signin-summary-edited.json

# Step 9: Read the alert definition
(Get-Content out/wca/alert-rule.json -Raw | ConvertFrom-Json).query

# Step 10: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Check Learn’s sample and page as published:
· Invoke-Pester -Path tests/NpiWorkloadCa.Tests.ps1 -FullNameFilter '*(Learn), run as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 9, FailedCount 0, NotRunCount 39. Read the test that posts the sample to the fake: it answers 400, because the sample’s state is display text.
1. List what each task needs:
· Import-Module ./powershell/NpiWorkloadCa/NpiWorkloadCa.psm1
foreach ($t in 'wca-read', 'wca-signins', 'wca-apply') { "$t : " + ((Get-NpiWcaRequiredPermission -Task $t).GraphPermissions -join ', ') }
· wca-read : Application.Read.All, Policy.Read.All
wca-signins : AuditLog.Read.All, Policy.Read.ConditionalAccess
wca-apply : Application.Read.All, Policy.Read.All, Policy.ReadWrite.ConditionalAccess
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run the pre-merge check on the files and the fixture scope:
· ./Invoke-NpiWorkloadCa.ps1 -Mode Check -ScopePath tests/fixtures/ch08/scope.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Pre-merge check: 0 Finding, 0 Warn, 0 Info. A Finding prints its rule and object and exits with code 1, which fails the pipeline.
1. Run the same check on Learn’s sample:
· Test-NpiWcaPolicyBody -Body (Read-NpiWcaLearnSample -Path ../third_party/entra-workload-identity-ca-page/workload-identity.md) -EgressName NL-WorkloadEgress -Name learn-sample |
    Format-Table Rule, Severity
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Five Findings: NPI-WCA-01 twice (the text in includeServicePrincipals, with ServicePrincipalsInMyTenant, and in excludeServicePrincipals), NPI-WCA-07 twice (the display-text state, no clientAppTypes) and NPI-WCA-08 (AllTrusted offered in excludeLocations).
1. Check the scope against the fictional tenant and plan, sending nothing:
· ./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath tests/fixtures/ch08/scope.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca
Get-Content out/wca/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action
· Checks: 0 Finding, 0 Warn, 2 Info
Plan: 3 Create, 1 NoChange, 1 NotInRepository, 1 Update
Dry run: 4 request(s) written to requests.json, none sent; rerun with -Apply to send them

Kind     Name                                                  Action
----     ----                                                  ------
location NL-WorkloadEgress                                     Update
policy   CA015-ServiceAccounts-LocationRestriction-Ring1       NoChange
policy   CA037-WorkloadIdentities-HighRisk-Block-Ring1         Create
policy   CA015-ServiceAccounts-LocationRestriction-Ring2       Create
policy   CA037-WorkloadIdentities-HighRisk-Block-Ring2         Create
policy   Workloads - block outside office (made in the portal) NotInRepository
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The named location lacks the IPv6 range, so it is Update. Ring 1’s CA015 already exists, report-only, and matches. The portal-made policy that targets ServicePrincipalsInMyTenant is reported and left alone. The two Info are Legacy Reports and Build Pipeline, eligible but not Tier 1. manifest.json lists fourteen GETs and no write.
1. Read the service principal sign-ins and summarize them:
· ./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud gcc -ScopePath tests/fixtures/ch08/scope.json -FixturePath tests/fixtures/ch08/tenant.json -From 2026-10-12 -To 2026-10-30T12:00:00 -OutputPath out/wca-signins
· Service principal sign-ins 2026-10-12T00:00:00Z to 2026-10-30T12:00:00Z (18 days): 6 read
Ring1: ready for enforcement
  Mail Automation  Clear        sign-ins 1
  Payroll Export   Clear        sign-ins 2
Ring2: not ready
  Deploy Bot       WouldBlock   sign-ins 2; outside the egress ranges: 203.0.113.7
  HR Connector     NoSignIns    sign-ins 0
Summary SHA-256: da391f12869037f18d222c223d38990565bd37b3bf115cb8d70617e44d6dc26b
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The fixture’s interactive user sign-in and its managed identity sign-in never come back: the filter asks for service principals only. Partner CRM’s sign-in is counted as another service principal’s, not judged. The hash is the same on every run with these inputs.
1. Apply against the fake, twice:
· $scope = Read-NpiWcaScope -Path tests/fixtures/ch08/scope.json
$repo = Read-NpiWcaRepository
$asOf = [datetime]'2026-10-30T12:00:00'
$fake = New-NpiWcaFixtureInvoker -Path tests/fixtures/ch08/tenant.json -Cloud gcc
$findings = @(Test-NpiWcaRepository -Repository $repo -Scope $scope -AsOf $asOf)
foreach ($run in 1..2) {
    $client = New-NpiWcaClient -Cloud gcc -Task wca-apply -Invoke $fake.Invoke
    $plan = Get-NpiWcaPlan -Repository $repo -Scope $scope -Tenant (Get-NpiWcaTenant -Client $client) -Enforcement (Get-NpiWcaEnforcement -Scope $scope) -AsOf $asOf
    $sent = @(Invoke-NpiWcaPlan -Client $client -Plan $plan -Findings $findings | Where-Object Sent)
    "Run ${run}: $($sent.Count) sent"
}
$fake.Tenant.policies | Where-Object { $_.displayName -like 'CA0*' } | ForEach-Object { '{0,-50} {1}' -f $_.displayName, $_.state }
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Run 1: 4 sent, Run 2: 0 sent, then every CA015 and CA037 policy enabledForReportingButNotEnforced. CA001, a user policy, is untouched.
1. Try to enforce Ring 1: record D-NP5 and the reviewed summary’s hash in a copy of the scope, then plan without and with -AllowEnforce:
· $sha = (Get-FileHash out/wca-signins/signin-summary.json -Algorithm SHA256).Hash.ToLower()
$s = Get-Content tests/fixtures/ch08/scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement = @{ decision = @{ id = 'D-NP5'; outcome = 'Enforce'; decidedBy = 'CISO'; decidedOn = '2026-10-30' }
                    rings = @(@{ ring = 'Ring1'; enforce = $true; signInReview = $sha; reviewedBy = 'ISSO'; reviewedOn = '2026-10-30' }); exclusions = @() }
$s | ConvertTo-Json -Depth 10 | Set-Content out/scope-ring1.json
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath out/scope-ring1.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca-held
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath out/scope-ring1.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca-enforce -AllowEnforce -SignInSummaryPath out/wca-signins/signin-summary.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The first plan shows Plan: 3 Create, 1 Held, 1 NotInRepository, 1 Update: Ring 1’s CA015 is Held, “needs -AllowEnforce in the change that enforces it.” The second shows Plan: 3 Create, 1 NotInRepository, 2 Update: CA015-Ring1 goes from report-only to enabled “under D-NP5 (2026-10-30)”, CA037-Ring1 is created report-only to be enforced on the next run, and Ring 2 stays report-only. Change one byte of the summary and the second plan holds Ring 1 again. These commands copy the summary, add one trailing space to the copy, and plan with the copy:
· Copy-Item out/wca-signins/signin-summary.json out/signin-summary-edited.json
Add-Content out/signin-summary-edited.json ' ' -NoNewline
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath out/scope-ring1.json -FixturePath tests/fixtures/ch08/tenant.json -OutputPath out/wca-edited -AllowEnforce -SignInSummaryPath out/signin-summary-edited.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The plan shows Plan: 3 Create, 1 Held, 1 NotInRepository, 1 Update again: the edited summary’s SHA-256 isn’t the one the reviewer recorded.
1. Read the alert definition:
· (Get-Content out/wca/alert-rule.json -Raw | ConvertFrom-Json).query
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· A query over AADServicePrincipalSignInLogs for tostring(ResultType) == "53003" and the four in-scope object IDs.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-11.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing, and each row of the gap table seen with your own eyes. Delete out when you’re done:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/08-12.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001499]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, never production, with a Workload ID Premium trial or license (Learn: the trial isn’t offered in the Azure Government clouds2). You need one test app registration with a certificate and a host whose public egress address you know. Work in examples/non-person-identity on that host. You’ll replace: <tenant-id> (the test tenant’s ID), <test-app-sp-object-id>, <test-app-client-id> and <test-app-name> (the test app’s enterprise application object ID, its client ID and its name), <test-app-thumbprint> (the test app’s certificate thumbprint), <record> (its service record), <egress-ip> (the host’s public egress address), <d-np4-outcome>, <decided-by> and <decided-on> (the D-NP4 record), <microsoft-owner-tenant-id> (Microsoft’s owner tenant ID), <object-id>, <name>, <class>, <control>, <reviewed-by> and <reviewed-on> (one out-of-scope identity and the control that covers it, as the fixture’s outOfScope entries have them), <app-id> and <thumbprint> (the reading app you register in step 2, and its certificate), <signins-app-id> and <signins-thumbprint> (the separate sign-in reading app in step 5), <from> and <to> (the sign-in window), <enforce-from> and <enforce-to> (the 14 days or more with the ring Clear), <d-np5-decided-by>, <d-np5-decided-on>, <reviewer> and <reviewed-on-n5> (the D-NP5 record and the summary’s review).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Write the scope
$s = Get-Content tests/fixtures/ch08/scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.tenantId = '<tenant-id>'
$s.inScope = @(@{ objectId = '<test-app-sp-object-id>'; appId = '<test-app-client-id>'; name = '<test-app-name>'; tier = 'Tier1'; servicePrincipalType = 'Application'; signInAudience = 'AzureADMyOrg'; ring = 'Ring1'; record = '<record>' })
$s.egress.ranges = @('<egress-ip>/32')
$s.licensing = @{ decision = 'D-NP4'; outcome = '<d-np4-outcome>'; decidedBy = '<decided-by>'; decidedOn = '<decided-on>' }
$s.microsoftOwnerTenantIds = @('<microsoft-owner-tenant-id>')
$s.outOfScope = @()

# Step 1: Write the scope
$s.outOfScope += @{ objectId = '<object-id>'; name = '<name>'; class = '<class>'; control = '<control>'; reviewedBy = '<reviewed-by>'; reviewedOn = '<reviewed-on>' }

# Step 1: Write the scope
$s | ConvertTo-Json -Depth 10 | Set-Content my-scope.json

# Step 3: Plan, sending nothing
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiWorkloadCa.ps1 -Mode Check -ScopePath my-scope.json
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test

# Step 3: Plan, sending nothing
Get-Content out/wca-test/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action
Get-Content out/wca-test/requests.json -Raw

# Step 4: Apply, report-only
$planSha = (Get-Content out/wca-test/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'

# Step 4: Apply, report-only
Disconnect-MgGraph
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All,Policy.ReadWrite.ConditionalAccess,Application.Read.All
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-apply -Apply -ApprovedPlanSha256 $planSha
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-dry2
$planSha2 = (Get-Content out/wca-test-dry2/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-apply2 -Apply -ApprovedPlanSha256 $planSha2

# Step 5: Generate sign-ins and read them
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <test-app-client-id> -CertificateThumbprint <test-app-thumbprint>
Disconnect-MgGraph

# Step 5: Generate sign-ins and read them
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <signins-app-id> -CertificateThumbprint <signins-thumbprint>
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud gcc -ScopePath my-scope.json -From <from> -To <to> -OutputPath out/wca-test-signins

# Step 6: Enforce Ring 1 in a separate change
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <signins-app-id> -CertificateThumbprint <signins-thumbprint>
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud gcc -ScopePath my-scope.json -From <enforce-from> -To <enforce-to> -OutputPath out/wca-test-signins-14d
$sha = (Get-FileHash out/wca-test-signins-14d/signin-summary.json -Algorithm SHA256).Hash.ToLower()
$s = Get-Content my-scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement = @{ decision = @{ id = 'D-NP5'; outcome = 'Enforce'; decidedBy = '<d-np5-decided-by>'; decidedOn = '<d-np5-decided-on>' }
                    rings = @(@{ ring = 'Ring1'; enforce = $true; signInReview = $sha; reviewedBy = '<reviewer>'; reviewedOn = '<reviewed-on-n5>' }); exclusions = @() }
$s | ConvertTo-Json -Depth 10 | Set-Content my-scope.json

# Step 6: Enforce Ring 1 in a separate change
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All,Policy.ReadWrite.ConditionalAccess,Application.Read.All
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce-dry -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json
$planSha = (Get-Content out/wca-test-enforce-dry/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce -Apply -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json -ApprovedPlanSha256 $planSha
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce2-dry -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json
$planSha2 = (Get-Content out/wca-test-enforce2-dry/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce2 -Apply -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json -ApprovedPlanSha256 $planSha2

# Step 6: Enforce Ring 1 in a separate change
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <test-app-client-id> -CertificateThumbprint <test-app-thumbprint>

# Step 7: Back it out
$s = Get-Content my-scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement.rings = @()
$s | ConvertTo-Json -Depth 10 | Set-Content my-scope.json
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-backout-dry
$planSha = (Get-Content out/wca-test-backout-dry/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-backout -Apply -ApprovedPlanSha256 $planSha

# Step 7: Back it out
Remove-Item -Recurse -Force out/wca-test*
Remove-Item my-scope.json
1. Write the scope. Copy tests/fixtures/ch08/scope.json; set the tenant ID; put the test app’s enterprise application object ID in inScope, in Ring1 (Learn: not the app registration’s1); set the egress ranges to the test host’s address as a /32; record D-NP4; record the tenant’s managed identities and multitenant apps in outOfScope, and Microsoft’s owner tenant ID in microsoftOwnerTenantIds (research gaps, row 76). These commands start from the fixture and set every value but outOfScope:
· $s = Get-Content tests/fixtures/ch08/scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.tenantId = '<tenant-id>'
$s.inScope = @(@{ objectId = '<test-app-sp-object-id>'; appId = '<test-app-client-id>'; name = '<test-app-name>'; tier = 'Tier1'; servicePrincipalType = 'Application'; signInAudience = 'AzureADMyOrg'; ring = 'Ring1'; record = '<record>' })
$s.egress.ranges = @('<egress-ip>/32')
$s.licensing = @{ decision = 'D-NP4'; outcome = '<d-np4-outcome>'; decidedBy = '<decided-by>'; decidedOn = '<decided-on>' }
$s.microsoftOwnerTenantIds = @('<microsoft-owner-tenant-id>')
$s.outOfScope = @()
· Then, once for each managed identity and multitenant app in the tenant:
· $s.outOfScope += @{ objectId = '<object-id>'; name = '<name>'; class = '<class>'; control = '<control>'; reviewedBy = '<reviewed-by>'; reviewedOn = '<reviewed-on>' }
· And write the file:
· $s | ConvertTo-Json -Depth 10 | Set-Content my-scope.json
1. Register the reading app in the admin center with a certificate, and grant only Application.Read.All and Policy.Read.All, with admin consent:
122. Entra ID > App registrations > New registration; name it and Register. Its Application (client) ID is <app-id>.
122. Certificates & secrets > Certificates > Upload certificate, upload a test certificate’s public part, and Add. Its Thumbprint is <thumbprint>.
122. API permissions > Add a permission > Microsoft Graph > Application permissions; select Application.Read.All and Policy.Read.All, then Add permissions and Grant admin consent for your tenant.
1. Plan, sending nothing:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiWorkloadCa.ps1 -Mode Check -ScopePath my-scope.json
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test
· The tenant check should report no Finding. Read plan.json and requests.json:
· Get-Content out/wca-test/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action
Get-Content out/wca-test/requests.json -Raw
1. Apply, report-only. Apply is a person’s delegated run, on a plan a reviewer approved by its SHA-256; no application holds the write permission, and -Apply refuses to run without -ApprovedPlanSha256 or as an application. The reviewer reads step 3’s plan.json and approves the SHA-256 the dry run’s manifest.json records for it. Then run the plan with -Apply, and once more. Confirm in the admin center that the named location is untrusted and every new policy is Report-only, and record whether Graph v1.0 accepted the policies with clientApplications (research gaps, rows 71 and 72).
124. Have the reviewer, who isn’t the person applying, approve the plan: read out/wca-test/plan.json and record the SHA-256 of that file, which is the plan.json entry in out/wca-test/manifest.json:
· $planSha = (Get-Content out/wca-test/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
124. Sign in as a person holding Conditional Access Administrator or Security Administrator (activated), delegated, and apply with the approved hash. The second run is a fresh dry run, because after the first apply the plan changes (the policies now exist), so it has its own hash for the reviewer to approve:
· Disconnect-MgGraph
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All,Policy.ReadWrite.ConditionalAccess,Application.Read.All
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-apply -Apply -ApprovedPlanSha256 $planSha
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-dry2
$planSha2 = (Get-Content out/wca-test-dry2/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-apply2 -Apply -ApprovedPlanSha256 $planSha2
1. Generate sign-ins and read them. Have the test app get a token with its certificate from the egress host, and once from another network. After the logs catch up, register a separate reading app with only AuditLog.Read.All and Policy.Read.ConditionalAccess (or sign in as a Security Reader), and run -Mode SignIns over the window. Confirm that the sign-in from the egress host shows reportOnlyNotApplied for CA015-Ring1 and the other reportOnlyFailure, and that appliedConditionalAccessPolicies came back with that permission (research gaps, rows 74 and 79). Compare with the admin center’s service principal sign-ins and their Report-only tab.1 On the egress host, and then on a host on another network, the test app signs in with its certificate:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <test-app-client-id> -CertificateThumbprint <test-app-thumbprint>
Disconnect-MgGraph
· Register the sign-in reading app as in step 2, with AuditLog.Read.All and Policy.Read.ConditionalAccess in place of the two read permissions, then read the window:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <signins-app-id> -CertificateThumbprint <signins-thumbprint>
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud gcc -ScopePath my-scope.json -From <from> -To <to> -OutputPath out/wca-test-signins
1. Enforce Ring 1 in a separate change. After at least 14 days with the ring Clear, have a reviewer record the summary’s SHA-256 and D-NP5 in the scope, and run with -Apply -AllowEnforce -SignInSummaryPath <summary> and the approved plan hash, twice. Get a token from the other network again: it should fail with AADSTS53003, the Conditional Access block,17 and, if the sign-in logs reach a test Log Analytics workspace, the query in alert-rule.json should return it (row 77). After the 14 days, signed in as the sign-in reading app, read those days into a fresh summary; the reviewer records its hash and D-NP5:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <signins-app-id> -CertificateThumbprint <signins-thumbprint>
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud gcc -ScopePath my-scope.json -From <enforce-from> -To <enforce-to> -OutputPath out/wca-test-signins-14d
$sha = (Get-FileHash out/wca-test-signins-14d/signin-summary.json -Algorithm SHA256).Hash.ToLower()
$s = Get-Content my-scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement = @{ decision = @{ id = 'D-NP5'; outcome = 'Enforce'; decidedBy = '<d-np5-decided-by>'; decidedOn = '<d-np5-decided-on>' }
                    rings = @(@{ ring = 'Ring1'; enforce = $true; signInReview = $sha; reviewedBy = '<reviewer>'; reviewedOn = '<reviewed-on-n5>' }); exclusions = @() }
$s | ConvertTo-Json -Depth 10 | Set-Content my-scope.json
· Then, signed in as a person as in step 4, run a dry run, have the reviewer approve its plan hash, and apply; repeat for the second run with its own dry run and hash:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All,Policy.ReadWrite.ConditionalAccess,Application.Read.All
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce-dry -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json
$planSha = (Get-Content out/wca-test-enforce-dry/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce -Apply -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json -ApprovedPlanSha256 $planSha
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce2-dry -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json
$planSha2 = (Get-Content out/wca-test-enforce2-dry/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-enforce2 -Apply -AllowEnforce -SignInSummaryPath out/wca-test-signins-14d/signin-summary.json -ApprovedPlanSha256 $planSha2
· On the host on the other network, the test app signs in again; this one should fail with AADSTS53003:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <test-app-client-id> -CertificateThumbprint <test-app-thumbprint>
1. Back it out. Remove Ring 1 from the enforcement record and run with -Apply and the reviewer’s approved hash of a dry run: both policies return to report-only. Then set both to Off in the admin center, or delete them by hand in the test tenant (the code never deletes). Delete the named location, delete the apps and their certificates, and delete the out folders. Signed in as a person, as in step 6:
· $s = Get-Content my-scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement.rings = @()
$s | ConvertTo-Json -Depth 10 | Set-Content my-scope.json
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-backout-dry
$planSha = (Get-Content out/wca-test-backout-dry/manifest.json -Raw | ConvertFrom-Json).files.'plan.json'
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud gcc -ScopePath my-scope.json -OutputPath out/wca-test-backout -Apply -ApprovedPlanSha256 $planSha
· After the admin center steps:
· Remove-Item -Recurse -Force out/wca-test*
Remove-Item my-scope.json
[bookmark: _Toc00001500]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Conditional Access for workload identities
	Block from outside known IP ranges, on ID Protection risk, or with authentication contexts; block is the only grant; report-only available; Premium licenses to create or modify; single-tenant service principals registered in the tenant; not SaaS, multitenant or managed identities; group assignment not enforced; enterprise application’s object ID, not the registration’s
	Conditional Access available; Workload ID Premium available in Azure for US Government
	No preview label on the page
	1 12

	Learn’s Graph sample
	Location-based policy JSON “using the Microsoft Graph beta endpoint”
	—
	Labeled beta
	1

	conditionalAccessClientApplications
	includeServicePrincipals: service principal IDs or ServicePrincipalsInMyTenant; excludeServicePrincipals; servicePrincipalFilter
	—
	v1.0
	15

	conditionalAccessConditionSet
	clientApplications or users required; servicePrincipalRiskLevels low, medium, high, none; clientAppTypes required
	—
	v1.0
	14

	List policies
	Policy.Read.All
	L4 and L5
	v1.0
	5

	Create and update a policy
	Policy.Read.All and Policy.ReadWrite.ConditionalAccess
	L4 and L5
	v1.0
	6 7

	List named locations
	Policy.Read.All; Global Reader, Security Reader, Security Administrator, Conditional Access Administrator, Global Secure Access Administrator
	L4 and L5
	v1.0
	8

	Create a named location
	Policy.Read.All and Policy.ReadWrite.ConditionalAccess; Security Administrator or Conditional Access Administrator; @odata.type of the derived type required; IPv4 CIDR or IPv6 ranges
	L4 and L5
	v1.0
	9

	Update an ipNamedLocation
	Same permissions and roles
	L4 and L5
	v1.0
	10

	List signIns
	AuditLog.Read.All; only interactive sign-ins without an event type filter; service principal filter signInEventTypes/any(t: t eq 'servicePrincipal'); Conditional Access results need Policy.Read.All, Policy.Read.ConditionalAccess or Policy.ReadWrite.ConditionalAccess; descending by time; page size up to 1,000
	L4 and L5
	Beta
	11

	appliedConditionalAccessPolicy
	result includes reportOnlySuccess, reportOnlyFailure, reportOnlyNotApplied, reportOnlyInterrupted, returned with Prefer: include-unknown-enum-members
	—
	Beta
	16

	Block error
	AADSTS53003 BlockedByConditionalAccess
	—
	—
	17

	ID Protection for workload identities
	Offline detections; full details and risk-based controls with Premium; single-tenant, SaaS and multitenant apps detected; managed identities not in scope
	Not stated for workload identities
	No preview label on the page
	3 12

	Workload ID Premium
	Standalone; only eligible workload identities need licenses; no license assignment; CA for single-tenant apps; Microsoft apps and managed identities ineligible; Azure Government through the account manager; no trial there
	Available; no trial
	GA
	2

	AADServicePrincipalSignInLogs
	ServicePrincipalId, AppId, IPAddress, ConditionalAccessStatus, ConditionalAccessPolicies; Learn’s sample queries filter on ResultType
	—
	—
	18 19

	Get and list service principals
	Application.Read.All
	—
	v1.0
	21 22



Where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· Beta or v1.0. The workload identity page labels its JSON for the beta endpoint; the v1.0 resource pages have clientApplications, ServicePrincipalsInMyTenant and servicePrincipalRiskLevels.1 15 14 The code writes v1.0, and Lab 2 confirms it (row 71).
· clientAppTypes. v1.0 marks it required; Learn’s sample leaves it out.14 1 The files set ["all"] (row 72).
· Reading the Conditional Access results. The sign-in page lists three permissions without ranking them; the code declares the narrowest by name (row 74).
· Rollback. Learn’s page says to delete or disable the policies;1 Book 04 says never delete during a rollback (Book 04, Chapter 07). The code follows Book 04, the stricter.
[bookmark: _Toc00001501]Federal requirements and evidence
The workload identity policies are the Conditional Access part of the guide’s G4 Least privilege gate (its Step 4e): Tier 1 single-tenant service principals assigned directly, report-only first, and enforced ring by ring only after the report-only results were reviewed. Each row names the file or command that is the evidence. AC, AU, CA, CM and SI controls are in the NIST SP 800-53 Rev. 5 Moderate baseline; IA-9 is in no baseline and is tailored in, as the guide does.23
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s location-policy sample and page, checked as published, are the model the files keep, and each gap is pinned by a test (Lab 1, step 1: NpiWorkloadCa.Tests.ps1, Learn’s blocks)
	AC-3 Access Enforcement
	KSI-IAM-ELP
	The repository’s tests

	Each task holds only what its calls need: reads, sign-in reads and writes are separate tasks, and none is a DELETE (Lab 1, step 2, and Lab 2, step 2: the permissions for wca-read, wca-signins and wca-apply)
	AC-6 Least Privilege; CM-5 Access Restrictions for Change
	KSI-IAM-ELP, KSI-IAM-JIT (AC-6); KSI-CMT-RVP (CM-5)
	Identity engineering; the ISSO keeps the consent record

	The policy, location and alert files target only the ring’s object IDs, block only, start report-only and exclude only the egress location, checked before merge (Lab 1, step 3: Invoke-NpiWorkloadCa.ps1 -Mode Check; workload-ca/)
	CM-6 Configuration Settings; CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-SVC-ACM, KSI-MLA-EVC (CM-6); KSI-CMT-VTD (CM-3(2))
	Identity engineering, in a reviewed pull request

	The same check fails Learn’s sample, which targets what the program doesn’t allow (Lab 1, step 4: its findings)
	CM-3(2)
	KSI-CMT-VTD
	The repository’s tests

	A managed identity, a multitenant app, a group or a filter in scope, no D-NP4 record, an untracked out-of-scope identity: each is a finding against the tenant (Lab 1, step 5: findings.json, NPI-WCA-01 to -09; the scope file)
	AC-3; IA-9 Service Identification and Authentication
	KSI-IAM-ELP (AC-3); none cites IA-9
	The identity governance officer, with application owners

	The plan compares the files with the tenant, property by property, and lists every request it would send; nothing is sent (Lab 1, step 5, and Lab 2, step 3: plan.json, requests.json)
	CM-3 Configuration Change Control; CM-6
	KSI-CMT-LMC, KSI-CMT-RMV
	Identity engineering

	Each in-scope principal’s sign-ins, the results our policies recorded and any address outside the egress ranges, with a status per ring (Lab 1, step 6, and Lab 2, step 5: signin-summary.json)
	AU-6 Audit Record Review, Analysis, and Reporting; CA-7 Continuous Monitoring
	KSI-MLA-RVL (AU-6); KSI-MLA-EVC (CA-7)
	Security operations; the reviewer who records its hash

	The apply creates the location and the policies report-only, and a second run sends nothing (Lab 1, step 7, and Lab 2, step 4: Run 1: 4 sent, Run 2: 0 sent; requests.json with Sent; the policies Report-only in the admin center)
	CM-3; CM-6 (settings from version-controlled files)
	KSI-CMT-RMV, KSI-CMT-LMC
	Identity engineering

	A ring is held in report-only without -AllowEnforce, enforced only with the summary whose hash the D-NP5 record cites, and refused with an edited summary (Lab 1, step 8: the plans in out/wca-held, out/wca-enforce and out/wca-edited)
	CM-4(2) Verification of Controls; CM-5
	KSI-CMT-VTD, KSI-CMT-LMC (CM-4(2)); KSI-CMT-RVP (CM-5)
	The identity governance officer (D-NP5)

	Block events alert security operations within minutes (Lab 1, step 9: alert-rule.json; workload-ca/alerts/NPI-WCA-BlockAlert.json)
	SI-4 System Monitoring; AU-6
	KSI-IAM-SUS, KSI-MLA-RVL, KSI-SVC-EIS
	Security operations

	A token from outside the egress ranges is blocked once the ring is enforced (Lab 2, step 6: the sign-in log entry with result 53003)
	AC-3; IA-9
	KSI-IAM-ELP; none cites IA-9
	Security operations

	Every run records the tenant, the cloud, every request and the scope’s SHA-256 (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 10: Invoke-Pester -Path tests, 513 passed)
	CM-3(2)
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The scope file names each in-scope principal by object ID, its tier, ring and record, and the egress ranges (Lab 2, step 1: the copied scope)
	AC-3; CM-8 System Component Inventory
	KSI-IAM-ELP; KSI-PIY-GIV
	The identity governance officer

	Rolling back returns both policies to report-only through the same path; turning them off or deleting them is a person’s step (Lab 2, step 7)
	CM-3
	KSI-CMT-LMC
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance).24 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only delete out have no row. The track-wide mapping is the guide’s Evidence table.
[bookmark: _Toc00001502]Dangers
	Danger
	What happens
	The guard

	A service principal assigned through a group
	The policy reports as configured and enforces nothing for it
	NPI-WCA-01; only object IDs from the scope file reach includeServicePrincipals; -Apply refuses anything else

	An app registration’s object ID in scope
	The policy targets nothing
	NPI-WCA-04 from the tenant check

	ServicePrincipalsInMyTenant or AllTrusted from Learn’s sample
	Every workload, Tier 1 or not, blocked from anywhere but every trusted user network
	NPI-WCA-01 and NPI-WCA-08; the sample is a model, not a file

	A managed identity or SaaS app assumed covered
	Gate 5 passes on a control that doesn’t exist
	NPI-WCA-02, -03 and -06: each recorded out of scope with the control that covers it

	An egress range too broad, or the location marked trusted
	The policy blocks nothing, or user policies trust workload networks
	NPI-WCA-08: CIDR, no broader than /16 or /32, untrusted

	A policy switched straight to On
	A workload that moved, or a range nobody listed, stops at once
	Every create is report-only; enforcement needs D-NP5, -AllowEnforce and a reviewed summary that shows the ring ready

	Report-only results that were never returned
	The summary looks clean because the results were dropped
	The Prefer header on every read; the reader throws on unknownFutureValue; Policy.Read.ConditionalAccess declared

	An enforced block nobody hears about
	A production job fails silently, or an attacker’s attempt goes unnoticed
	The alert definition on 53003, reviewed and deployed with the enforcement

	A pipeline that deletes a policy no file names
	A portal-made policy, perhaps a needed one, disappears
	No DELETE in the call list; NotInRepository is reported only

	A license that lapses
	Existing policies keep working but can’t be changed, so a fix can’t ship1
	D-NP4 recorded in the scope; NPI-WCA-05 fails without it

	A write permission left on an application
	A standing path to change every Conditional Access policy
	No application holds Policy.ReadWrite.ConditionalAccess: -Apply is a person’s delegated run, on a plan hash a reviewer approved, and refuses an application sign-in


[bookmark: _Toc00001503]Checklist
· D-NP4 is recorded in the scope file, and the tenant holds Workload ID Premium.
· Every in-scope service principal is Tier 1, single-tenant, an application registered here, listed by its enterprise application object ID, in exactly one ring.
· Every managed identity, multitenant, SaaS, agent and legacy service principal in the tenant has an out-of-scope record naming the control that covers it and who reviewed it.
· NL-WorkloadEgress holds only the workloads’ egress ranges and is untrusted.
· The pre-merge check runs on every pull request that touches workload-ca/ or the scope file, and has no Finding.
· Every new policy appeared in the tenant as report-only, and every plan was read as a dry run first.
· Each ring’s sign-in summary covers at least 14 days, shows every principal Clear, and its SHA-256 was recorded by a reviewer.
· Each enforcement was its own change, under D-NP5, with -AllowEnforce, one ring at a time; every exclusion has an owner, a reason and an end date.
· The block alert is deployed to security operations before the first ring is enforced.
· The read app holds only the read permissions; the write permission is used only in a person’s delegated -Apply run, with the reviewer’s approved plan hash.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001505]Chapter 09 — AI Agent Identities
An agent can act at a speed no person can, so the questions the program asks of every identity (who answers for it, what it holds, how it proves itself, when it ends) are asked before it exists, written down, and checked by code every week.
[bookmark: _Toc00001506]In this chapter
The checks and the plan behind the project plan’s Phase 6 and Gate 6, “AI identities governed.” You start with Learn’s own Microsoft Entra Agent ID samples (creating a blueprint with a sponsor, owner and credential, inheritable permissions, the agent Conditional Access policies and the Graph list requests), which the repository keeps as pinned copies, and you send them to a fake Graph to see what they do and what they leave out. Then you use examples/non-person-identity for the rest: creation closed (NP6.1), the production handshake as a reviewed record (NP6.2), agent credentials (NP6.3), least privilege (NP6.4), the sponsor mover and leaver rule (NP6.5), agent Conditional Access in report-only (NP6.6) and the AI drift checks (NP6.7), with decision D-NP6 as data. Most of what this chapter touches is new or in preview, and every capability below carries its release stage and its US Government availability. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001507]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 09 — AI Agent Identities: narrated tour (12 minutes)
Deck · Narrated deck (about 12 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001508]Goal and audience
Goal. By the end of this chapter you can check, from code, every AI identity the program knows about against the plan’s tasks NP6.1 to NP6.7, fill in and verify the sponsor fields Chapter 02 recorded for NP1.2, list orphaned agents for Chapter 02’s orphan rule (a manual hand-off), and produce the two agent Conditional Access policies as a reviewed, report-only plan. You can say, for each rule, whether it is Learn’s, Learn’s sample, or the program’s design, and which capabilities it depends on in the target cloud.
Audience. Developers who build the project’s AI identity code, the identity governance officer, the Chief AI Officer’s staff who keep the AI use-case inventory, security operations, who own the drift findings, and the ISSOs who review the evidence. You should read PowerShell 7 and know Chapters 01 and 02. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001509]The context the code depends on
What Microsoft Entra Agent ID is, and its stage
Agent ID gives AI agents their own identities: an agent identity blueprint holds the credentials and creates agent identities, special single-tenant service principals that hold the permissions and appear in the logs; the blueprint acquires tokens on their behalf, so a compromise of its credential affects every agent under it.1 Learn says Agent ID is available for all Microsoft Entra customers, and that extending Entra’s security features to agents (Conditional Access, ID Protection, governance) requires Microsoft Agent 365.2 Learn’s release notes list the Agent ID platform as generally available in April 2026,3 and sponsor lifecycle workflows followed in May 2026 (Book 17, Chapter 04). The pieces this chapter uses are at different stages:
	Capability
	Release stage
	GCC
	GCC High, DoD

	Blueprints, agent identities, sponsors and owners (Graph v1.0)
	GA; the admin center wizards are labeled preview4
	Agent registry, access packages and sponsor lifecycle policies listed as available5
	Not published: no Agent ID entry on Entra’s Azure Government list6

	Conditional Access for agent identities
	Preview (the policy builder’s label); Block is the only grant and agent risk the only condition7
	Listed “for agents with delegated access”; app-only agent policies not listed5
	Not published

	Agent risk, ID Protection for agents
	Preview; Entra ID P2 during the preview,8 and Agent 365 with P2 or E5 for risk-based policies;9 Learn’s ID Protection page says Agent 365 will soon be required10
	Listed with Conditional Access, delegated access5
	Not published

	Agent Conditional Access properties in Graph
	Beta only11
	—
	—

	Sponsor tasks in Lifecycle Workflows
	GA (May 2026, Book 17, Chapter 05); Agent 365 or Microsoft 365 E712
	Listed as available5
	Not published (Lifecycle Workflows exist there; the agent tasks need Agent 365)13


Agent 365’s service description says it meets all FedRAMP High controls its assessor reviewed and that final authorization is pending; its feature table heads the agent features’ plan column “Requires Microsoft 365 E7 / G7 or Agent 365”.5 GCC uses the worldwide endpoints, graph.microsoft.com and login.microsoftonline.com; GCC High and DoD use graph.microsoft.us and dod-graph.microsoft.us.14 
Decision D-NP6 as data
The plan’s D-NP6 (the CIO, with the Chief AI Officer) sets which AI identity capabilities the program builds on: agent identities where generally available in the agency’s cloud, with GCC’s documented subset; service principals and managed identities under the same governance where agent identities aren’t available; preview capabilities as watch items. The code holds it as data, config/agent-id-capabilities-ch09.json, with each cloud’s stage and the Learn page that states it, and status Proposed until the decision is made (research gaps, row 86). In gcc and global the code runs in AgentId mode and reads blueprints and agent identities. In gcchigh and dod it runs in Fallback mode: it sends no agent identity read, and the same rules run on the service principals and managed identities the inventory names, with sponsors from the inventory record, because the directory has nowhere to put one (Book 17, Chapter 05). Preview capabilities are reported, never enforced. Design guidance.
The program’s rules the code holds
The design is Book 17’s, Chapters 04 to 07 and 10. The code holds these rules (Design guidance), each as a finding with a stable ID:
· Creation closed (NP6.1). Users can create agent blueprints is set to No, so only administrators and the Agent ID roles can create one (Learn’s delegation page names Agent ID Developer; its blueprint page names Agent ID Developer and Agent ID Administrator),15 4 and Users can register applications stays No, so an agent can’t arrive as an ordinary app registration. Learn’s planning guidance says not to use a service principal for an AI agent,16 so an agent on an app registration is routed to the blueprint path or carries a recorded D-NP6 fallback reason (Book 17, Chapter 06).
· The production handshake (NP6.2) is a reviewed record, made before the agent identity exists: blueprint, federal sponsor and sponsoring group, a technical owner who isn’t the sponsor, the consented permissions, the Conditional Access policies that cover it, its placement, its use case in the AI use-case inventory, its access mode, the reviewer and the date. Learn’s best practices describe the same handshake (Book 17, Chapter 05).
· Credentials (NP6.3). A managed identity as the blueprint’s federated credential, else federation, else a certificate; Learn recommends the managed identity for production and says secrets aren’t recommended there.4 No production blueprint holds a client secret (Book 17, Chapter 06).
· Least privilege (NP6.4). The access mode is chosen first; inheritance is never allAllowed for application roles, because that makes any future grant to the blueprint a grant to every agent;17 no AI identity holds a standing privileged role. Microsoft blocks some roles and permissions for agents,18 and that is a floor, not least privilege (Book 17, Chapter 06).
· Sponsors (NP1.2, NP6.5). A federal employee mastered in HR, a small sponsoring group, a technical owner who isn’t the sponsor and a matching inventory record. When a sponsor moves or leaves, the sponsorship tasks run in the HR-driven workflows, and the new sponsor confirms within ten business days; an unconfirmed transfer makes the agent orphaned (Book 17, Chapter 05).
· Conditional Access (NP6.6). Two agent policies in report-only: block all agent identities except those approved by a custom security attribute, which only the handshake sets; and block high-risk agents, a preview watch item (Book 17, Chapter 06). Learn’s own pattern is the same: block all agent identities, exclude approved ones by custom security attribute, start in report-only.9
· Drift (NP6.7). An agentic system with no governed identity, a shadow AI identity, an AI identity with no accountable human, and a credential added outside the pipeline (Book 17, Chapter 07), with the priorities Book 17 pins: P1, P1, P2 and P1.
[bookmark: _Toc00001510]Start with Microsoft’s sample
What Microsoft gives you
Learn’s Create an agent identity blueprint has HTTP samples that create a blueprint with a sponsor and owner, add a managed identity as its federated identity credential, add a password, set an identifier URI and create the blueprint principal.4 Configure inheritable permissions for agent identity blueprints has samples that add, change and delete inheritable scopes and roles.17 Disable agent identities in your tenant has the Microsoft Graph bodies of three agent Conditional Access policies, report-only.19 The Graph API reference has a request sample for listing blueprints, agent identities and each one’s sponsors.20 21 22 23 Microsoft Entra PowerShell also has Agent ID cmdlets, such as Get-EntraAgentIdentity and New-EntraAgentIdentityBlueprint;24 this chapter calls Graph directly with the API reference’s paths, so every request is in its call list.
The pinned copies
The samples exist only inside Learn pages, so the repository pins the pages’ sources, unmodified: examples/third_party/entra-agent-id-pages, three pages from MicrosoftDocs/entra-docs at commit 7f78b50 (October 30, 2026), MIT;25 and examples/third_party/graph-agent-id-api-pages, four API reference pages and the generated permission tables they include, from microsoftgraph/microsoft-graph-docs-contrib at commit bb35043, code MIT and documentation Creative Commons Attribution 4.0.26 Each snapshot.json records every file’s SHA-256 and its git blob hash, checked against the upstream tree, and a unit test checks the hashes. The weekly source watch reports new commits to each of the eleven upstream files. Updating a copy is a reviewed pull request.
tests/AgentIdSampleHarness.ps1 finds each HTTP sample in the page source, parses the method, URL, headers and body, and sends it unmodified to the chapter’s fake Graph (placeholders such as <id> are the only thing replaced, with fixture values). The fake serves the fictional tenant and accepts the samples’ writes so a test can run the chapter’s checks on the result.
What it leaves to you
Each row is pinned by a test in tests/NpiAgentId.Tests.ps1.
	Learn’s sample, as published
	Why it matters
	What examples/non-person-identity adds

	Lists blueprints and agent identities, one object type each
	—
	Kept as the model for the reads, every page followed

	Reads one page; Learn’s maximum is 100 objects a page21
	A tenant with more agents than one page is half-read
	Every next link followed, only on the cloud’s own host

	Hard-codes graph.microsoft.com
	The host is wrong for GCC High and DoD
	The host from the cloud table, checked on every request

	List agentIdentity sponsors returns directory objects with an ID only, and names only the application permission AgentIdentity.ReadWrite.All
	A write permission for a read, and no way to tell who the sponsor is
	Sponsors read with $expand=sponsors($select=id) on the list, under AgentIdentity.Read.All, then each person read once (research gaps, row 82)

	List agentIdentityBlueprint sponsors names Application.Read.All, where the blueprint’s other reads name AgentIdentityBlueprint.Read.All
	Two least-privileged permissions for one object
	Both declared, each on its own call (row 83)

	Creates a blueprint with the same person as sponsor and owner
	The person who decides the agent should exist would hold its keys
	NPI-AI-09 on any blueprint or agent whose sponsor is also its owner

	Adds a managed identity as the federated credential, and a password
	Learn recommends the first for production and not the second4
	Credential kind read from the blueprint; a secret on a production blueprint is NPI-AI-10

	Configures inheritable permissions first with allAllowed for scopes and roles
	Every future grant becomes every agent’s
	NPI-AI-13: allAllowed roles a finding, allAllowed scopes a warning

	Puts the type cast before the blueprint’s ID; the API reference puts it after; allows 50 resource apps where Manage agent identities says 10
	Two paths and two limits for one property17 8
	The API reference’s path (row 84)

	Updates and deletes with PATCH and DELETE
	Changes this chapter never makes
	The only write is a report-only POST; PATCH, PUT and DELETE are never sent

	Block agent identity authentication blocks every agent identity, with no exclusion
	Enforced, it blocks the approved agents too
	The reviewed policy excludes approved agents by the custom security attribute; NPI-AI-18 checks its shape

	Nothing about sponsors’ lifecycle, the inventory, the handshake, standing roles, workflows or drift
	Most of Phase 6
	NPI-AI-01 to NPI-AI-23, below


The verdict. Use Learn’s list requests as the model for the reads, its managed identity credential as the model for NP6.3, and its report-only block policy as the start of NP6.6. Don’t use the create and inheritance samples as written for production, and don’t enforce the block policy without the exclusion.
[bookmark: _Toc00001511]The code: what examples/non-person-identity adds
This chapter’s code is powershell/NpiAgentId/NpiAgentId.psm1, two entry scripts (Invoke-NpiAgentId.ps1, which only reads, and Invoke-NpiAgentCaAction.ps1, the write path), its own call list config/calls-ch09.json, the D-NP6 table config/agent-id-capabilities-ch09.json, the program’s rules config/agent-rules-ch09.json, and the two reviewed policies in config/agent-ca-ch09/. It imports NpiCore and NpiOwnership and changes neither: the cloud table and the paged, host-checked reader drive this chapter’s own calls.
The inputs
	File
	Who keeps it
	What it holds

	Chapter 01’s and Chapter 02’s run folders
	The pipeline
	The register and ai-sponsor-fields.json, each checked against its manifest, and the ownership run checked against the register it was made from

	ai-use-case-inventory.csv
	The Chief AI Officer’s staff
	UseCaseId, Name, Classification, Stage, RecordId, IdentityType, IdentityObjectId, BlueprintAppId, FederalSponsorUpn, SponsoringGroupId, TechnicalOwnerUpn, Placement

	handshakes.json
	The identity governance officer
	One reviewed record per production identity: the fields of NP6.2, Environment, CredentialPlan, TimeBoundRoles with end dates, and a FallbackReason where D-NP6 applies

	creation-setting.json
	Identity engineering
	The reading of Users can create agent blueprints: value, who read it, when, where, the evidence

	sponsor-events.csv, sponsor-confirmations.csv
	HR, through the identity governance office
	Sponsors’ mover and leaver events; each new sponsor’s confirmation, by agent

	pipeline-changes.csv
	The change board
	Approved credential changes with their windows


The reads
Read-NpiAgentEstate reads, through a reader for the agent-id task: the authorization policy; in AgentId mode, the blueprints with their sponsors, owners, federated credentials and inheritable permissions, and the agent identities with their sponsors (expanded), owners, custom security attributes, app role assignments and active directory roles; and, in both modes, the beta Conditional Access policies, the Lifecycle Workflows and their tasks, the last 30 days of application-management audit events, and the directory roles of each service principal the inventory names. Learn documents no Graph property for Users can create agent blueprints (the authorization policy’s defaultUserRolePermissions has allowedToCreateApps, not a blueprint setting), so that setting comes from a dated reading a person makes in the admin center (research gaps, row 81).27
The checks
	Rule
	Severity
	What it flags
	Plan

	NPI-AI-01
	Finding
	Users can create agent blueprints not read as No in the last 90 days
	NP6.1

	NPI-AI-02
	Finding
	Users can register applications, or user consent beyond the low-risk policy
	NP6.1

	NPI-AI-03
	Warn / Info
	An agent on an ordinary service principal where agent identities are available, with no recorded D-NP6 fallback reason (Info in a fallback cloud; Finding when a record names an agent identity the cloud doesn’t have)
	NP6.1, D-NP6

	NPI-AI-04
	Finding
	An AI identity with a record but no handshake
	NP6.2

	NPI-AI-05
	Finding
	A handshake that is incomplete, names another blueprint, placement or use case, or makes the sponsor the technical owner
	NP6.2

	NPI-AI-06
	Finding
	An agent identity created before its handshake was reviewed
	NP6.2

	NPI-AI-07
	Finding (P2) / Warn
	No accountable human: no sponsor who is an enabled member employee; no sponsoring group (Warn)
	NP1.2, NP6.7

	NPI-AI-08
	Finding
	The record and the directory name different sponsors or groups
	NP1.2

	NPI-AI-09
	Finding
	No technical owner, or the sponsor is also the owner
	NP1.2

	NPI-AI-10
	Finding / Info
	A client secret on a production blueprint or on the app registration of a fallback service principal (Info on a blueprint tagged Development or Test)
	NP6.3

	NPI-AI-11
	Warn
	A production blueprint whose best credential is a certificate
	NP6.3

	NPI-AI-12
	Finding
	No access mode in the handshake
	NP6.4

	NPI-AI-13
	Finding / Warn
	Inheritable roles allAllowed (Finding); inheritable scopes allAllowed (Warn)
	NP6.4

	NPI-AI-14
	Finding / Info
	An active directory role with no end date recorded in the handshake (Info when time-bound and recorded)
	NP6.4

	NPI-AI-15
	Warn / Finding
	An application permission outside the handshake’s consent list, or on an on-behalf-of agent; a high-privilege Graph permission on a fallback service principal (Finding)
	NP6.4

	NPI-AI-16
	Finding / Info
	A sponsor’s move or leave unconfirmed after ten business days: an orphaned agent (Info, with the due date, inside the window)
	NP6.5

	NPI-AI-17
	Finding
	No enabled mover or leaver workflow with the transfer and manager email tasks
	NP6.5

	NPI-AI-18
	Finding / Warn
	The block-unapproved policy missing or changed; enforced while preview (Warn)
	NP6.6

	NPI-AI-19
	Warn
	The high-risk block missing or changed: a preview watch item
	NP6.6

	NPI-AI-20
	Finding / Warn
	The approval attribute without a complete handshake (Finding); a complete handshake without the attribute (Warn)
	NP6.6

	NPI-AI-21
	Finding (P1)
	An agentic system, deployed or piloted, with no governed identity
	NP6.7

	NPI-AI-22
	Finding (P1)
	A shadow AI identity: an agent identity or blueprint no record or handshake names
	NP6.7

	NPI-AI-23
	Finding (P1)
	A credential added to an AI identity with no matching change record
	NP6.7


Every finding has a stable ID, <rule>:<object>, as in Chapter 02. Two rules need comment.
The ten business days. Get-NpiBusinessDayDeadline counts weekdays that aren’t federal holidays from the event’s effective date; the holiday list is in agent-rules-ch09.json. A leaver on October 9, 2026 is due on October 26, because October 12 is a holiday. The confirmation comes from the program’s record, because the Lifecycle Workflows task makes the manager the sponsor without asking (Book 17, Chapter 05; research gaps, row 87). This code writes orphan-candidates.json to list orphaned agents, and the hand-off to Chapter 02’s rule is manual: Chapter 02’s check reads no such file and leaves agent identities out of its owner rule, so the identity governance officer confirms from the list, then a person disables. Disabling is never automatic.
Standing privileged roles. Learn marks privileged roles with isPrivileged, on beta and in preview,28 and Authorization in Microsoft Entra Agent ID lists the Microsoft Entra roles an agent identity can be assigned, among them Directory Readers, Global Reader, Reports Reader, Security Reader and Exchange, SharePoint and Teams Administrator; custom roles can be assigned too.18 Several of those are roles Book 17 counts as privileged, so allowed isn’t approved. The code doesn’t decide which roles are privileged: any active directory role on an AI identity is a finding unless the handshake records it with an end date and an approval (research gaps, row 88).
The sponsor fields
Chapter 02 recorded four empty fields for every AI identity it found. This chapter fills them in ai-identities.json (federal sponsor, sponsoring group, technical owner, inventory record, plus the use case, handshake, access mode, approval and sponsor state) for every agent identity, blueprint and fallback service principal, and checks them with NPI-AI-07 to NPI-AI-09. A sponsor counts only if the person is an enabled member whose employeeType is Employee; that attribute as the HR marker is the program’s assumption (research gaps, row 89).
The agent Conditional Access plan and the separate write path
New-NpiAgentCaPlan compares the two reviewed policies with the tenant’s: Create where there’s none of that name, InPlace or Differs where there is, NotAvailable where D-NP6 says agent Conditional Access isn’t published. It refuses a reviewed file that isn’t report-only Block. The plan is written as agent-ca-plan.json with the tenant, cloud and date, and the run prints its SHA-256.
Invoke-NpiAgentCaAction.ps1 is the only code in this chapter that writes. It refuses to run unless the plan’s SHA-256 is the approved one, the plan is for this tenant and cloud and no more than seven days old, every write is a POST to the cloud’s own beta Conditional Access endpoint with state enabledForReportingButNotEnforced and Block alone, and a live run is a person signed in, delegated, with Conditional Access Administrator. Before each write it re-reads the policies and skips if one of that name appeared since review. Without -Apply it reports WouldSend. It never turns a policy on: that is a decision for when the agent targets leave preview in the agency’s cloud.
	Task
	Calls
	Permissions or role

	agent-id (read)
	16 GETs: the authorization policy; blueprints, their sponsors, owners, federated credentials and inheritable permissions; agent identities, their owners, attributes, app role assignments; role assignments; users; Conditional Access policies (beta); workflows and their tasks; directory audits
	AgentIdentity.Read.All, AgentIdentityBlueprint.Read.All, Application.Read.All, AuditLog.Read.All, CustomSecAttributeAssignment.Read.All, LifecycleWorkflows-Workflow.Read.All, LifecycleWorkflows-Workflow.ReadBasic.All, Policy.Read.All, RoleManagement.Read.Directory, User.Read.All; a person running it needs Attribute Assignment Reader (or Attribute Assignment Administrator) to see the attributes,29 and Agent ID Administrator unless they own the agent objects, which the agent list pages name as the least-privileged role for nonowners20 21

	agent-ca-apply (write, delegated only)
	Re-read the policies (beta); POST /identity/conditionalAccess/policies (beta)
	Policy.Read.All and Policy.ReadWrite.ConditionalAccess; Conditional Access Administrator30


The tests
Pester 5 under PowerShell 7. This chapter’s are in tests/NpiAgentId.Tests.ps1, 62 tests: 13 send Learn’s pinned samples to the fake as published; 49 cover the call list and its least-privilege test (each task’s declaration equal to the union of its calls, the read task GET only and holding nothing that ends in ReadWrite), D-NP6 in each cloud, the inputs and their manifests, every rule, the business-day count, stable IDs, the plan and its deterministic hash, the writer’s refusals, dry run, -Apply, the precheck, and the entry scripts.
[bookmark: _Toc00001512]Illustrative code
The commands below send Learn’s pinned samples to a fake and run the example against a fictional tenant. -Apply in Lab 1 changes only the fake, in memory. Agent targeting in Conditional Access and agent risk are preview; agent identities aren’t published for GCC High or DoD. Review the code, and run Lab 2 in a test tenant, before it reads a real one.
[bookmark: _Toc00001513]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/non-person-identity. First make Chapter 01’s out/inventory and Chapter 02’s out/ownership (Lab 1 of Chapter 02, step 3):
Every command in Lab 1
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership

# Step 1: Send Learn's samples to the fake
Invoke-Pester -Path tests/NpiAgentId.Tests.ps1 -FullNameFilter '*Learn*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what each task needs
Import-Module ./powershell/NpiAgentId/NpiAgentId.psm1
foreach ($t in 'agent-id', 'agent-ca-apply') { $p = Get-NpiAgentRequiredPermission -Task $t; "$t : " + ($p.GraphPermissions -join ', ') }

# Step 3: Read D-NP6 for each cloud
'global','gcc','gcchigh','dod' | ForEach-Object { $c = Get-NpiAgentCapability -Cloud $_
    [pscustomobject]@{ Cloud = $_; Mode = $c.Mode; AgentIdentities = $c.AgentIdentities.stage; AgentCA = $c.AgentConditionalAccess.stage; SponsorWorkflows = $c.SponsorWorkflows.stage } } | Format-Table

# Step 4: Check the AI identities and build the plan
./Invoke-NpiAgentId.ps1 -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership -FixturePath tests/fixtures/ch09/agent-estate.json -InputPath tests/fixtures/ch09/inputs -OutputPath out/agent-id

# Step 5: Read the findings
Get-Content out/agent-id/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq 'Finding' | Group-Object Rule | Format-Table Name, Count

# Step 6: Read the sponsor fields Chapter 02 recorded, filled
Get-Content out/agent-id/ai-identities.json -Raw | ConvertFrom-Json | Format-Table Name, FederalSponsor, TechnicalOwner, InventoryRecord, Handshake, SponsorState

# Step 7: Run the D-NP6 fallback in GCC High
./Invoke-NpiInventory.ps1 -Cloud gcchigh -FixturePath tests/fixtures/estate.json -OutputPath out/inventory-gcchigh
./Invoke-NpiOwnership.ps1 -Cloud gcchigh -RegisterRun out/inventory-gcchigh -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership-gcchigh
./Invoke-NpiAgentId.ps1 -Cloud gcchigh -RegisterRun out/inventory-gcchigh -OwnershipRun out/ownership-gcchigh -FixturePath tests/fixtures/ch09/agent-estate.json -InputPath tests/fixtures/ch09/inputs -OutputPath out/agent-id-gcchigh

# Step 8: Dry-run the agent Conditional Access plan with its approved hash
$sha = (Get-FileHash out/agent-id/agent-ca-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch09/agent-estate.json -OutputPath out/agent-ca-dryrun

# Step 9: Apply it to the fake, then try a hash nobody approved
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch09/agent-estate.json -OutputPath out/agent-ca-apply -Apply
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch09/agent-estate.json -OutputPath out/agent-ca-x

# Step 10: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
./Invoke-NpiInventory.ps1 -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath out/inventory
./Invoke-NpiOwnership.ps1 -Cloud gcc -RegisterRun out/inventory -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-1.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
They print the lines of Chapter 01’s step 3 and Chapter 02’s step 3, ending Plan SHA-256: 1e1799d7….
1. Send Learn’s samples to the fake:
· Invoke-Pester -Path tests/NpiAgentId.Tests.ps1 -FullNameFilter '*Learn*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 13, FailedCount 0, NotRunCount 49. Read the test for Block agent identity authentication: the shape check finds one problem in Learn’s body, “no exclusion for approved agents”.
1. List what each task needs:
· Import-Module ./powershell/NpiAgentId/NpiAgentId.psm1
foreach ($t in 'agent-id', 'agent-ca-apply') { $p = Get-NpiAgentRequiredPermission -Task $t; "$t : " + ($p.GraphPermissions -join ', ') }
· agent-id : AgentIdentity.Read.All, AgentIdentityBlueprint.Read.All, Application.Read.All, AuditLog.Read.All, CustomSecAttributeAssignment.Read.All, LifecycleWorkflows-Workflow.Read.All, LifecycleWorkflows-Workflow.ReadBasic.All, Policy.Read.All, RoleManagement.Read.Directory, User.Read.All
agent-ca-apply : Policy.Read.All, Policy.ReadWrite.ConditionalAccess
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read D-NP6 for each cloud:
· 'global','gcc','gcchigh','dod' | ForEach-Object { $c = Get-NpiAgentCapability -Cloud $_
    [pscustomobject]@{ Cloud = $_; Mode = $c.Mode; AgentIdentities = $c.AgentIdentities.stage; AgentCA = $c.AgentConditionalAccess.stage; SponsorWorkflows = $c.SponsorWorkflows.stage } } | Format-Table
· Cloud   Mode     AgentIdentities AgentCA                        SponsorWorkflows
-----   ----     --------------- -------                        ----------------
global  AgentId  GA (April 2026) Preview (policy builder label) GA (May 2026)
gcc     AgentId  GA (April 2026) Preview (policy builder label) GA (May 2026)
gcchigh Fallback Not published   Not published                  Not published
dod     Fallback Not published   Not published                  Not published
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Check the AI identities and build the plan:
· ./Invoke-NpiAgentId.ps1 -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership -FixturePath tests/fixtures/ch09/agent-estate.json -InputPath tests/fixtures/ch09/inputs -OutputPath out/agent-id
· D-NP6 (Proposed): AgentId mode in cloud 'gcc'; agent Conditional Access Preview (policy builder label); agent risk Preview
AI identities: 8 checked (4 AgentIdentity, 3 AgentIdentityBlueprint, 1 ServicePrincipal); Chapter 02 sponsor fields filled: 2 of 2
Findings: 22 Finding (4 P1, 2 P2), 6 Warn, 4 Info. Orphan candidates for Chapter 02: 2
Agent CA plan: Unapproved InPlace, HighRisk Create; nothing sent
Plan SHA-256: 5a8002467655390a12ee9f8967a82d52e40234adf3a9a74ea37952b34b14073b
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The plan’s hash is the same on every run with these inputs.
1. Read the findings:
· Get-Content out/agent-id/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq 'Finding' | Group-Object Rule | Format-Table Name, Count
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· NPI-AI-05, -06, -12 and -14 once each, all on Case Triage Agent: its handshake lacks a sponsoring group, Conditional Access coverage and an access mode, names the sponsor as technical owner, was reviewed a month after the agent was created, and the agent holds Exchange Administrator with no end date. NPI-AI-07 twice (P2: Sandbox Helper and Pilot Sandbox Blueprint, whose only sponsor is a contractor), NPI-AI-08 once (Records Search: the record names Bob, the directory Carol), NPI-AI-09 four times, NPI-AI-10 twice (Case Triage Blueprint’s secret; Correspondence Drafting’s app registration), NPI-AI-13 once (Case Triage Blueprint inherits all Graph roles), NPI-AI-15 once (Correspondence Drafting holds Directory.ReadWrite.All), NPI-AI-16 once (Records Search: Bob left on October 9 and nobody confirmed by October 26), NPI-AI-17 once (the mover workflow has no transfer task), NPI-AI-20 once (Sandbox Helper carries the approval attribute with no handshake), and the P1 drift: NPI-AI-21 (Claims Summarizer, piloted, no identity), NPI-AI-22 twice (Sandbox Helper and Pilot Sandbox Blueprint) and NPI-AI-23 (a secret added to Case Triage Blueprint on October 20 by a person, outside any change window). Benefits Q&A Agent and its blueprint pass every rule.
1. Read the sponsor fields Chapter 02 recorded, filled:
· Get-Content out/agent-id/ai-identities.json -Raw | ConvertFrom-Json | Format-Table Name, FederalSponsor, TechnicalOwner, InventoryRecord, Handshake, SponsorState
· Name                     FederalSponsor        TechnicalOwner        InventoryRecord Handshake      SponsorState
----                     --------------        --------------        --------------- ---------      ------------
Benefits Q&A Agent       erin@contoso.example  alice@contoso.example CMDB-4001       HS-001         None
Case Triage Agent        carol@contoso.example carol@contoso.example CMDB-4002       HS-002         AwaitingConfirmation until 2026-11-10
Records Search Agent     carol@contoso.example alice@contoso.example CMDB-4003       HS-003         Orphaned
Sandbox Helper                                 alice@contoso.example                                None
Benefits Agent Blueprint erin@contoso.example  alice@contoso.example CMDB-4001       HS-001; HS-003
Case Triage Blueprint    carol@contoso.example carol@contoso.example CMDB-4002       HS-002
Pilot Sandbox Blueprint                        alice@contoso.example
Correspondence Drafting  erin@contoso.example  alice@contoso.example CMDB-1100       HS-004         None
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Run the D-NP6 fallback in GCC High (Chapters 01 and 02 again, in that cloud):
· ./Invoke-NpiInventory.ps1 -Cloud gcchigh -FixturePath tests/fixtures/estate.json -OutputPath out/inventory-gcchigh
./Invoke-NpiOwnership.ps1 -Cloud gcchigh -RegisterRun out/inventory-gcchigh -FixturePath tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership-gcchigh
./Invoke-NpiAgentId.ps1 -Cloud gcchigh -RegisterRun out/inventory-gcchigh -OwnershipRun out/ownership-gcchigh -FixturePath tests/fixtures/ch09/agent-estate.json -InputPath tests/fixtures/ch09/inputs -OutputPath out/agent-id-gcchigh
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The last command prints:
· D-NP6 (Proposed): Fallback mode in cloud 'gcchigh'; agent Conditional Access Not published; agent risk Not published
AI identities: 1 checked (1 ServicePrincipal); Chapter 02 sponsor fields filled: 0 of 2
Findings: 7 Finding (2 P1, 0 P2), 1 Warn, 2 Info. Orphan candidates for Chapter 02: 0
Agent CA plan: Unapproved NotAvailable, HighRisk NotAvailable; nothing sent
Plan SHA-256: 11f0e34d16a6bba70be08161df5c42a70f1a6899b28b30a50e2c8d5fff3d7cfe
· No agent identity read is sent (out/agent-id-gcchigh/manifest.json lists none). Correspondence Drafting gets the same credential and permission findings as in GCC; three records that name agent identities become NPI-AI-03 findings, because the cloud has none.
1. Dry-run the agent Conditional Access plan with its approved hash:
· $sha = (Get-FileHash out/agent-id/agent-ca-plan.json -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch09/agent-estate.json -OutputPath out/agent-ca-dryrun
· DryRun: 1 WouldSend
  WouldSend HighRisk POST https://graph.microsoft.com/beta/identity/conditionalAccess/policies
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· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Apply it to the fake, then try a hash nobody approved:
· ./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/ch09/agent-estate.json -OutputPath out/agent-ca-apply -Apply
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json -ApprovedSha256 ('0' * 64) -FixturePath tests/fixtures/ch09/agent-estate.json -OutputPath out/agent-ca-x
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Apply: 1 Sent, with Created ca000000-0000-4000-8000-000000000103 report-only; review its report-only results before any change of state; then the refusal, The plan's SHA-256 is 5a800246…, not the approved 0000…; refusing to run a plan nobody reviewed.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/09-11.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 513 tests passing, and out/agent-id/manifest.json listing 45 requests, the D-NP6 mode, the SHA-256 of the register, of Chapter 02’s sponsor fields and of each input. Delete out when you’re done:
Remove-Item -Recurse -Force out
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What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001514]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, never production, with fictional people, licensed for Agent 365 (or Microsoft 365 E7) with Entra ID P1, and P2 for agent risk.31 8 Run Chapters 01 and 02’s Lab 2 first (out/inventory-test, out/ownership-test). Work in examples/non-person-identity on Chapter 01’s test host. You’ll replace: <tenant-id> (the test tenant’s ID), <inventory-app-id> and <inventory-thumbprint> (Chapter 01’s reading app and its certificate), <test-domain> (the test domain’s DNS name), <app-id> and <thumbprint> (an app holding only the agent-id permissions, and its certificate), <inputs> (a folder for this lab’s input files), <your-upn> (your user principal name), <agent-object-id> and <agent-name> (the test agent identity’s object ID and name), <blueprint-app-id> (the test blueprint’s app ID), <sponsor-upn> and <sponsoring-group-id> (its sponsor and sponsoring group), <owner-upn> (its technical owner, not the sponsor), <record-id> (its inventory record), <placement> (its placement), and <sha> (the plan’s SHA-256, as the reviewer passes it to you).
Every command in Lab 2
Every command in this lab, in order, from examples/non-person-identity. Each step below says what it does and what to look for.
# Step 1: Read and record the creation setting
New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'ai-use-case-inventory', 'pipeline-changes', 'sponsor-confirmations', 'sponsor-events') { Get-Content tests/fixtures/ch09/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
@{ setting = 'Users can create agent blueprints'; value = 'No'; readBy = '<your-upn>'; readOn = (Get-Date -Format yyyy-MM-dd); where = 'Microsoft Entra admin center, Entra ID > Users > User settings'; evidence = 'test tenant' } | ConvertTo-Json | Set-Content <inputs>/creation-setting.json

# Step 2: Make one governed agent
$hs = @{ HandshakeId = 'HS-T01'; IdentityKind = 'AgentIdentity'; IdentityObjectId = '<agent-object-id>'; Name = '<agent-name>'; Environment = 'Production'
    BlueprintAppId = '<blueprint-app-id>'; SponsorUpn = '<sponsor-upn>'; SponsoringGroupId = '<sponsoring-group-id>'; TechnicalOwnerUpn = '<owner-upn>'; Consent = @()
    CaPolicies = @('NPI-AGENT-01 Block agent identities not approved in the handshake (report-only)', 'NPI-AGENT-02 Block high-risk agent identities (report-only, watch item)')
    Placement = '<placement>'; UseCaseId = 'UC-TEST-001'; AccessMode = 'AppOnly'; CredentialPlan = 'ManagedIdentity'; TimeBoundRoles = @(); FallbackReason = ''
    ReviewedBy = '<your-upn>'; ReviewedOn = (Get-Date -Format yyyy-MM-dd) }
ConvertTo-Json @($hs) -Depth 5 | Set-Content <inputs>/handshakes.json
Add-Content <inputs>/ai-use-case-inventory.csv 'UC-TEST-001,<agent-name>,Agentic AI,Deployed,<record-id>,AgentIdentity,<agent-object-id>,<blueprint-app-id>,<sponsor-upn>,<sponsoring-group-id>,<owner-upn>,<placement>'
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test

# Step 3: Run the check
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiAgentId.ps1 -Cloud gcc -RegisterRun out/inventory-test -OwnershipRun out/ownership-test -InputPath <inputs> -OutputPath out/agent-id-test
Get-Content out/agent-id-test/ai-identities.json -Raw | ConvertFrom-Json | Format-Table Name, FederalSponsor, TechnicalOwner, InventoryRecord, Handshake, SponsorState

# Step 3: Run the check
Get-Content out/agent-id-test/agent-ca-plan.json -Raw
(Get-FileHash out/agent-id-test/agent-ca-plan.json -Algorithm SHA256).Hash.ToLower()

# Step 4: Check the policy JSON against the admin center
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All
(Invoke-MgGraphRequest -Uri https://graph.microsoft.com/beta/identity/conditionalAccess/policies).value | ConvertTo-Json -Depth 20
Get-ChildItem config/agent-ca-ch09 | ForEach-Object { $_.Name; Get-Content $_.FullName -Raw }

# Step 5: Dry-run, then apply
Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All, Policy.ReadWrite.ConditionalAccess
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id-test/agent-ca-plan.json -ApprovedSha256 <sha> -OutputPath out/agent-ca-test
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id-test/agent-ca-plan.json -ApprovedSha256 <sha> -OutputPath out/agent-ca-test-apply -Apply

# Step 6: Back it out
Remove-Item -Recurse -Force out/agent-id-test, out/agent-ca-test, out/agent-ca-test-apply
1. Read and record the creation setting. In the admin center, Entra ID > Users > User settings, read Users can create agent blueprints as at least a Cloud Application Administrator,15 set it to No in the test tenant, and record the reading in creation-setting.json. These commands make the inputs folder, with the fixture’s CSV headers, and record the reading in the fixture’s format, dated today:
· New-Item -ItemType Directory -Force <inputs> | Out-Null
foreach ($f in 'ai-use-case-inventory', 'pipeline-changes', 'sponsor-confirmations', 'sponsor-events') { Get-Content tests/fixtures/ch09/inputs/$f.csv -TotalCount 1 | Set-Content <inputs>/$f.csv }
@{ setting = 'Users can create agent blueprints'; value = 'No'; readBy = '<your-upn>'; readOn = (Get-Date -Format yyyy-MM-dd); where = 'Microsoft Entra admin center, Entra ID > Users > User settings'; evidence = 'test tenant' } | ConvertTo-Json | Set-Content <inputs>/creation-setting.json
1. Make one governed agent. With Agent ID Developer, create a test blueprint from Learn’s Graph sample with a sponsor who is not the owner, add a managed identity as its federated credential, create its principal and one agent identity,4 write its handshake record and inventory row, and set the approval attribute (AgentAttributes, AgentApprovalStatus, Production_Approved) as an Attribute Assignment Administrator.9 These commands write the handshake record and the inventory row in the fixture’s formats (HS-001 is the model), with no permission consented, and read the register again so it holds the agent:
· $hs = @{ HandshakeId = 'HS-T01'; IdentityKind = 'AgentIdentity'; IdentityObjectId = '<agent-object-id>'; Name = '<agent-name>'; Environment = 'Production'
    BlueprintAppId = '<blueprint-app-id>'; SponsorUpn = '<sponsor-upn>'; SponsoringGroupId = '<sponsoring-group-id>'; TechnicalOwnerUpn = '<owner-upn>'; Consent = @()
    CaPolicies = @('NPI-AGENT-01 Block agent identities not approved in the handshake (report-only)', 'NPI-AGENT-02 Block high-risk agent identities (report-only, watch item)')
    Placement = '<placement>'; UseCaseId = 'UC-TEST-001'; AccessMode = 'AppOnly'; CredentialPlan = 'ManagedIdentity'; TimeBoundRoles = @(); FallbackReason = ''
    ReviewedBy = '<your-upn>'; ReviewedOn = (Get-Date -Format yyyy-MM-dd) }
ConvertTo-Json @($hs) -Depth 5 | Set-Content <inputs>/handshakes.json
Add-Content <inputs>/ai-use-case-inventory.csv 'UC-TEST-001,<agent-name>,Agentic AI,Deployed,<record-id>,AgentIdentity,<agent-object-id>,<blueprint-app-id>,<sponsor-upn>,<sponsoring-group-id>,<owner-upn>,<placement>'
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <inventory-app-id> -CertificateThumbprint <inventory-thumbprint>
./Invoke-NpiInventory.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -OutputPath out/inventory-test
1. Run the check with an app holding only the agent-id permissions:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiAgentId.ps1 -Cloud gcc -RegisterRun out/inventory-test -OwnershipRun out/ownership-test -InputPath <inputs> -OutputPath out/agent-id-test
Get-Content out/agent-id-test/ai-identities.json -Raw | ConvertFrom-Json | Format-Table Name, FederalSponsor, TechnicalOwner, InventoryRecord, Handshake, SponsorState
· Confirm that $expand=sponsors returns sponsors under AgentIdentity.Read.All (research gaps, row 82), and that agent-ca-plan.json lists both policies as Create. The reviewer reads the plan and computes the hash they pass you:
· Get-Content out/agent-id-test/agent-ca-plan.json -Raw
(Get-FileHash out/agent-id-test/agent-ca-plan.json -Algorithm SHA256).Hash.ToLower()
1. Check the policy JSON against the admin center. Create the block-unapproved policy once in the admin center, report-only, read it back from the beta endpoint, and compare the agentIdServicePrincipalFilter rule and the property’s location with config/agent-ca-ch09/ (row 85). Delete that hand-made policy. The read, signed in as in step 5:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All
(Invoke-MgGraphRequest -Uri https://graph.microsoft.com/beta/identity/conditionalAccess/policies).value | ConvertTo-Json -Depth 20
Get-ChildItem config/agent-ca-ch09 | ForEach-Object { $_.Name; Get-Content $_.FullName -Raw }
1. Dry-run, then apply, signed in as a person with Conditional Access Administrator:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -Scopes Policy.Read.All, Policy.ReadWrite.ConditionalAccess
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id-test/agent-ca-plan.json -ApprovedSha256 <sha> -OutputPath out/agent-ca-test
./Invoke-NpiAgentCaAction.ps1 -Cloud gcc -PlanPath out/agent-id-test/agent-ca-plan.json -ApprovedSha256 <sha> -OutputPath out/agent-ca-test-apply -Apply
· The two policies appear as Report-only. Review their report-only results for the test agent.
1. Back it out. As a person in the admin center: delete the two policies, remove the attribute, disable then delete the test agent identity and blueprint, set the creation setting back if the tenant needs it, and delete the out folders: they name people. The code deletes nothing. The last of these, on the test host:
· Remove-Item -Recurse -Force out/agent-id-test, out/agent-ca-test, out/agent-ca-test-apply
[bookmark: _Toc00001515]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Users can create agent blueprints
	Admin center user setting; default: users can create blueprints; No restricts creation to administrators and Agent ID Developer (delegation page) or Agent ID Developer and Agent ID Administrator (blueprint page)
	—
	GA
	15 4

	Authorization policy
	GET /policies/authorizationPolicy, Policy.Read.All; allowedToCreateApps is Users can register applications; no blueprint property on v1.0 or beta
	L4 and L5
	v1.0
	27

	List blueprints
	GET /applications/microsoft.graph.agentIdentityBlueprint; AgentIdentityBlueprint.Read.All; nonowners need Agent ID Administrator, delegated
	Not stated on the page
	v1.0
	20

	Blueprint sponsors; owners
	Sponsors: Application.Read.All; owners: AgentIdentityBlueprint.Read.All
	Owners: L4 and L5; sponsors: not stated
	v1.0
	22 32

	Blueprint credentials
	Managed identity as federated credential recommended for production; secrets and certificates not recommended for production; Agent ID Administrator needed to add a secret or certificate
	—
	v1.0; admin center wizard preview
	4

	Inheritable permissions
	GET /applications/{id}/microsoft.graph.agentIdentityBlueprint/inheritablePermissions, AgentIdentityBlueprint.Read.All; allAllowed includes future grants; 50 resource apps (procedure) or 10 (Manage agent identities)
	—
	v1.0
	33 17 8

	List agent identities
	GET /servicePrincipals/microsoft.graph.agentIdentity; AgentIdentity.Read.All; page size 100; agentIdentityBlueprintId, servicePrincipalType ServiceIdentity
	Not stated
	v1.0
	21 34

	Agent identity sponsors; owners
	Sponsors: application AgentIdentity.ReadWrite.All only, delegated not supported; owners: AgentIdentity.Read.All
	Not stated
	v1.0
	23 35

	Custom security attributes
	$select=customSecurityAttributes; CustomSecAttributeAssignment.Read.All and Application.Read.All; Attribute Assignment Reader
	—
	v1.0
	29

	App role assignments
	GET /servicePrincipals/{id}/appRoleAssignments, Application.Read.All
	L4 and L5
	v1.0
	36

	Directory role assignments
	GET /roleManagement/directory/roleAssignments, RoleManagement.Read.Directory; isPrivileged on role definitions is beta, preview
	L4 and L5
	v1.0; isPrivileged beta
	37 28

	Roles and permissions blocked for agents
	Global Administrator, Privileged Role Administrator, User Administrator; Application.ReadWrite.All, RoleManagement.ReadWrite.All, User.ReadWrite.All, Directory.AccessAsUser.All among others; no role-assignable groups; the roles that can be assigned are listed (Global Reader and Exchange, SharePoint and Teams Administrator among them), and custom roles
	—
	—
	18

	Conditional Access for agents
	Block only; agent risk the only condition for agent identities; not applied when a blueprint gets a Graph token to create agents; Agent 365 with Entra ID P1, or E7
	GCC: delegated access listed; GCC High, DoD: not published
	Preview
	31 7 5

	Agent CA properties
	includeAgentIdServicePrincipals, excludeAgentIdServicePrincipals, agentIdServicePrincipalFilter, agentIdRiskLevels
	—
	Beta
	11 19

	Read and create CA policies
	List: Policy.Read.All; create: Policy.Read.All and Policy.ReadWrite.ConditionalAccess; Conditional Access Administrator
	L4 and L5
	v1.0 (agent properties beta)
	38 30

	ID Protection for agents
	Risky agents report; riskyAgents, agentRiskDetections; detections kept 90 days; Entra ID P2 during preview (Manage agent identities); Agent 365 required soon (ID Protection for agents)
	GCC: delegated access listed
	Preview
	10 8

	Sponsor tasks
	Transfer agent identity sponsorships to manager b8f4c3d5-9e7a-4b1c-8f2d-6a5e8b9c7f4a; manager email b8c4e1f9-3a7d-4b2e-9c5f-8d6a9b1c2e3f; cosponsor email ad3b85cd-75b1-43e7-b4b9-0e52faba3944; mover and leaver only; Agent 365 or E7
	GCC: listed
	GA
	39 12 5

	List workflows; tasks
	LifecycleWorkflows-Workflow.ReadBasic.All; tasks LifecycleWorkflows-Workflow.Read.All
	L4 and L5
	v1.0
	40

	Directory audits
	AuditLog.Read.All; agent objects under the base type’s activities, with agentType on targets
	L4 and L5
	v1.0
	41 42

	Agent 365
	GCC column: registry, access packages, sponsor lifecycle policies, CA and identity protection for delegated access available; Purview audit and DLP for agents not; FedRAMP High authorization pending; plan column “Requires Microsoft 365 E7 / G7 or Agent 365”
	GCC only
	GA for the commercial segment (May 1, 2026)
	5 43



Where Learn’s pages differ: List agentIdentity sponsors names a write permission for a read, while the agent identity’s other reads name AgentIdentity.Read.All (research gaps, row 82); the blueprint’s sponsor page names Application.Read.All where its other reads name AgentIdentityBlueprint.Read.All (row 83); the inheritable permissions procedure and Manage agent identities give different limits and the procedure and API reference different paths (row 84); and Graph’s change log puts the agent properties on conditionalAccessApplications while Learn’s sample puts them under clientApplications (row 85). The code follows the stricter reading or the API reference, and Lab 2 confirms.
[bookmark: _Toc00001516]Federal requirements and evidence
The AI identity checks are the guide’s AI agents additions to its gates: a federal sponsor, a technical owner and a record for every agent, gated creation, blueprint credentials in the Step 3 order, and no shadow AI identity. Each row names the file or command that is the evidence. The NIST SP 800-53 Rev. 5 controls are in the Moderate baseline.44 The SCuBA policies are as Book 17, Chapter 06 records them, and the OMB M-25-21 duties as Book 17, Appendix A does.
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s Agent ID samples, sent as published, are the models the code keeps, and each gap is pinned by a test (Lab 1, step 1: NpiAgentId.Tests.ps1, Learn’s blocks)
	AC-2 Account Management (account types)
	KSI-IAM-SNU
	The repository’s tests; the pinned copies

	The read task sends only GETs and holds nothing ending in ReadWrite; the write task is separate and delegated (Lab 1, step 2, and Lab 2, step 3: Get-NpiAgentRequiredPermission for agent-id and agent-ca-apply)
	AC-6 Least Privilege; CM-5 Access Restrictions for Change
	KSI-IAM-ELP, KSI-IAM-JIT (AC-6); KSI-CMT-RVP (CM-5)
	Identity engineering; the ISSO keeps the consent record

	Which agent features each cloud offers, at which release stage, is data the run reads, not an assumption (Lab 1, step 3: Get-NpiAgentCapability; config/agent-id-capabilities-ch09.json)
	SA-9 External System Services (the provider’s service as published)
	KSI-SCR-MIT, KSI-SCR-MON
	Identity engineering (D-NP6)

	Users can create agent blueprints is read as No, and users can’t register apps or consent beyond the low-risk policy (Lab 2, step 1: creation-setting.json; findings.json, NPI-AI-01 and -02)
	AC-6; SCuBA MS.AAD.5.1v1 and 5.2v1 (BOD 25-01 required), with the blueprint setting as their agent analog (design guidance)
	KSI-IAM-ELP
	Identity engineering; the ScubaGear report

	Every agent identity, blueprint and fallback service principal has its federal sponsor, sponsoring group, technical owner and record filled in (Lab 1, step 6: ai-identities.json)
	AC-2 (account managers); OMB M-25-21, section 3(b)(v) (the use-case inventory)
	KSI-IAM-SNU
	The identity governance officer

	A missing or incomplete handshake, no accountable human, a sponsor who is also the owner, or a record and directory that disagree: each is a finding (Lab 1, step 5: findings.json, NPI-AI-03 to -09)
	AC-2; AC-5 Separation of Duties (the sponsor isn’t the technical owner)
	KSI-IAM-SNU; KSI-IAM-JIT (AC-5)
	The identity governance officer

	A secret on a production blueprint, a certificate where federation fits, no access mode, inheritable permissions allAllowed, a standing directory role, or a permission outside the handshake: each is a finding (findings.json, NPI-AI-10 to -15)
	IA-5(2) Public Key-based Authentication; AC-6; AC-6(5) Privileged Accounts
	KSI-IAM-SNU, KSI-SVC-ASM; KSI-IAM-ELP, KSI-IAM-JIT
	Application owners; identity engineering

	A sponsor’s move or leave is confirmed within ten business days, and the HR-driven workflow that starts the transfer exists (findings.json, NPI-AI-16 and -17)
	AC-2 (aligned with personnel transfer and termination)
	KSI-IAM-AAM, KSI-IAM-SNU
	The identity governance office; HR

	Agents whose sponsor left unconfirmed are listed in orphan-candidates.json for the identity governance officer to take to Chapter 02’s orphan rule by hand; this code disables nothing
	AC-2(3) Disable Accounts
	KSI-IAM-AAM
	The identity governance officer

	The block-unapproved and high-risk policies are present and unchanged, and the approval attribute matches a complete handshake (findings.json, NPI-AI-18 to -20)
	AC-3 Access Enforcement; SCuBA MS.AAD.9.1v1 (risky agents blocked; marked a BOD 25-01 requirement in ScubaGear, not on CISA’s page)
	KSI-IAM-ELP, KSI-IAM-JIT
	Identity engineering

	No agentic system without a governed identity, no shadow agent identity, and no credential added without a change record (findings.json, NPI-AI-21 to -23)
	CM-8 System Component Inventory; AC-2(4) Automated Audit Actions; OMB M-25-21, section 3(b)(v)
	KSI-PIY-GIV (CM-8); KSI-MLA-LET, KSI-MLA-RVL (AC-2(4))
	The Chief AI Officer’s staff; the identity governance officer

	Where the cloud has no agent identities, the run reads none and holds the agents on ordinary service principals to the same rules (Lab 1, step 7: no agent identity read in out/agent-id-gcchigh/manifest.json; NPI-AI-03)
	SA-9; AC-2
	KSI-SCR-MIT, KSI-SCR-MON; KSI-IAM-SNU
	Identity engineering (D-NP6)

	The agent Conditional Access plan creates only report-only Block policies; the write path stops after its prechecks without -Apply and refuses a hash nobody approved (Lab 1, steps 8 and 9, and Lab 2, step 5: agent-ca-plan.json; results.json and manifest.json in out/agent-ca-dryrun and out/agent-ca-apply; the refusal text)
	AC-3; CM-3 Configuration Change Control; CM-5
	KSI-IAM-ELP; KSI-CMT-LMC, KSI-CMT-RVP
	The reviewer; the ISSO

	The reviewed policy JSON matches what the admin center makes (Lab 2, step 4: the beta read-back compared with the reviewed file)
	CM-6 Configuration Settings
	KSI-SVC-ACM, KSI-MLA-EVC
	Identity engineering

	One governed agent exists with a sponsor who isn’t its owner and a managed identity as its credential (Lab 2, step 2: the blueprint, its principal and the agent identity, read back by the step 3 run)
	AC-2; AC-5; IA-5(2)
	KSI-IAM-SNU; KSI-IAM-JIT; KSI-SVC-ASM
	The sponsor; identity engineering

	Every run records the tenant, the cloud, the D-NP6 mode, every request, and the SHA-256 of the register, of Chapter 02’s sponsor fields and of each input (manifest.json in each output folder)
	AU-9 Protection of Audit Information; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	The code passes its tests (Lab 1, step 10: Invoke-Pester -Path tests, 513 passed)
	CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-CMT-VTD
	The repository; the pull request’s checks


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance), and the SCuBA and M-25-21 rows are mapped through their controls.45 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only run Chapters 01 and 02, back out test objects by hand or delete out have no row. The track-wide mapping is the guide’s Evidence table.
[bookmark: _Toc00001517]Dangers
	Danger
	What happens
	The guard

	Anyone can create a blueprint
	Agents arrive with whoever built them as sponsor and owner
	NPI-AI-01 on a reading older than 90 days or not No; NPI-AI-02 on app registrations

	An agent created before anyone reviewed it
	An identity with access and no record
	NPI-AI-04 and NPI-AI-06; NPI-AI-22 for one nobody declared

	The approval attribute set outside the handshake
	The block policy lets an unreviewed agent through
	NPI-AI-20; the attribute is checked against a complete handshake

	A secret on a production blueprint
	One leaked secret is every agent made from it
	NPI-AI-10; NPI-AI-23 when a credential appears outside a change window

	allAllowed role inheritance
	A later grant to the blueprint reaches every agent at once
	NPI-AI-13

	A standing privileged role
	An administrator that can’t be asked for MFA
	NPI-AI-14 unless time-bound and recorded

	A sponsor leaves and nobody notices
	An agent nobody answers for
	NPI-AI-16 after ten business days; orphan candidates to Chapter 02; NPI-AI-17 if the workflows lack the tasks

	A preview policy enforced
	Agents blocked on a feature that can change, or not available in the cloud
	Report-only only; NPI-AI-18 warns on an enforced policy; the writer refuses any other state; NotAvailable where D-NP6 says so

	A block policy with no exclusion
	Every approved agent blocked when enforced
	The reviewed policy’s shape is checked, in the plan and in the tenant

	Agent features assumed in GCC High or DoD
	Code that reads objects the cloud doesn’t have
	D-NP6 as data; Fallback mode sends no agent read and applies the same rules to service principals

	A plan changed after review
	Different policies from the ones approved
	Approved SHA-256, tenant, cloud, seven days, body checks, re-read before write

	An unattended app that writes Conditional Access
	A standing permission to change every policy
	The write path is delegated only, Conditional Access Administrator; the read path holds no ReadWrite permission


[bookmark: _Toc00001518]Checklist
· Users can create agent blueprints read as No within 90 days, and Users can register applications is No.
· Every production agent identity has a complete, reviewed handshake dated before it was created, and its approval attribute matches the handshake.
· Every AI identity has a sponsor who is an enabled employee, a sponsoring group, a technical owner who isn’t the sponsor and a record that names the same people.
· No production blueprint, or fallback app registration, holds a client secret; every certificate has a recorded reason.
· No blueprint inherits application roles with allAllowed; no AI identity holds a directory role without a recorded end date.
· The mover and leaver workflows carry the sponsor transfer and email tasks, and every transfer was confirmed within ten business days or listed for Chapter 02’s orphan rule (by hand).
· Both agent policies exist in report-only and their report-only results were reviewed; none is enforced while preview.
· No open P1 AI drift finding (NPI-AI-21, -22, -23).
· D-NP6 is decided, and the capability table matches the decision and the agency’s cloud.
· The plan’s SHA-256 was approved by someone other than the person who applies it, and the write path ran as a person with Conditional Access Administrator.
· The pinned Learn pages match their manifests, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001520]Chapter 10 — Drift and Evidence for the ISSO
A register approved once proves the day it was approved. The ISSO needs to know what changed since, who changed it, and that nobody edited the record afterwards.
[bookmark: _Toc00001521]In this chapter
The evidence behind the project plan’s tasks NP7.1, NP7.2 and NP7.4 and its Gate 7, “steady state.” You start with the Sentinel analytics rule that Learn’s security operations guide for applications links for credentials added to existing applications, which the repository keeps as a pinned copy, and run its query offline over fictional audit rows to see what it catches and what it misses. Then you build the drift run in examples/non-person-identity: Chapter 01‘s register and Chapter 02’s ownership check, run together, compared with the last approved baseline by fingerprint, with the credential and consent events from Microsoft Graph’s directory audit log and the service principal sign-in activity report. You read the review cycle’s records and the other chapters’ findings through a small contract, compare one AI use-case inventory vintage with the last, and extend the first workbook’s examples/drift-pipeline with new files that package each run in a hash chain and assemble a period for the ISSO. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant.
[bookmark: _Toc00001522]Narrated tour
Watch the video: Building Non-Person Identity, Chapter 10 — Drift and Evidence for the ISSO: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001523]Goal and audience
Goal. By the end of this chapter you can run the plan’s register drift check (NP7.1: “ownerless, unused or expiring registrations, passwords that never expire, credentials added outside the pipeline”) on a schedule against a baseline someone approved, show the review cycle (NP7.2) from the records the reviewing chapters write, and hand the ISSO a package and a period summary for AC-2, AC-6(5), IA-4, IA-5, IA-9 and M-25-21 that they can check with sha256sum alone (NP7.4), with the annual inventory vintage comparison beside it. For each rule you can say whether it is Learn’s, Microsoft’s sample, the first two workbooks’ pipeline, or the program’s design.
Audience. Developers and pipeline engineers who own the scheduled checks, the identity governance officer who owns NP7.2 and NP7.4, and the ISSO who receives the evidence and signs Gate 7. You should read PowerShell 7 and Python and know Chapters 01 and 02. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001524]What the evidence has to show
Four pages already say what this evidence is for, and this chapter builds it without repeating them.
· The plan. NP7.1 schedules the register drift; NP7.2 asks for “a full review cycle: owners’ quarterly permission review, sponsors’ attestation, expiry-based recertification of agent access”; NP7.4 asks for “evidence to the ISSO for AC-2, AC-6(5), IA-4, IA-5 and IA-9, and for M-25-21; the annual inventory vintage comparison scheduled.” Gate 7 asks that every service account and service principal has an owner and sponsor, a reason and a target, that none holds a password that never expires and none is orphaned, that drift checks and review cycles run, and that every remaining gMSA and dMSA is moved or in the dated Kerberos island (project plan).
· Book 02, Chapter 10 sets the pattern: inventories committed as a baseline, each later run compared with it, new objects, removed objects and attribute changes as drift, and each finding closed at the source, never by editing the copy (Book 02, Chapter 10).
· The companion guide’s federal requirements map the non-person identity track to AC-2, AC-6(5), IA-4, IA-5 and IA-9, and M-25-21 for AI, as the program’s reading; the assessor and the authorizing official decide each control (companion guide).
· Book 17 sets the AI side: expiry is the agent’s review (Chapter 05), and each new vintage of the AI use-case inventory is compared with the last by use case ID for four kinds of change (Chapter 09).
Learn gives the facts the design turns on. Its security operations guide for applications rates credentials added to existing applications as high risk, says any credential added outside expected processes could be a malicious actor’s, and says application and service principal updates are logged as two entries.1 Its activity list names the events: Update application - Certificates and secrets management, Add service principal credentials, Consent to application, Add delegated permission grant and Add app role assignment to service principal, all logged by Core Directory in the ApplicationManagement category.2 Audit logs are kept 30 days with Microsoft Entra ID P1 or P2, and seven on Free.3 Learn’s recommendations call an application credential expiring when it ends within the next 30 days, and an application unused when it hasn’t been used for over 90 days.4 5
So the run has the same three parts as the first two workbooks’ evidence runs. Chapters 01 and 02 describe the state: what exists, who owns it, what it holds. The audit read describes the events in a window: who added a credential or a grant, and whether the pipeline did. A comparison with the approved baseline turns the state into drift, and a chain of windows with no gap between them is what “drift checks running” means in code. Design guidance.
Chapters 03 to 09 are written, and their outputs are fixed in each chapter. This chapter reads Chapter 01’s and Chapter 02’s run folders directly, and defines a small contract that the other chapters’ outputs can be written to: a findings file with id, rule, severity, chapter, objectKey and fingerprint, review records, and the rotation pipeline’s credential log (the contract). No chapter’s kit writes these files yet: the files in the repository are fixtures, and only powershell/NpiDrift/NpiDrift.psm1 reads them. Until a chapter writes its file, the run says so, and the period marks the controls that depend on it as incomplete.
Which cloud, for this read
The audit and sign-in reads call Microsoft Graph: graph.microsoft.com for GCC, which uses the worldwide endpoints; GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.6 List directoryAudits is available in the global service, US Government L4 and US Government L5.7 The service principal sign-in activity report is beta and is listed for the global service only, not L4 or L5,8 so a GCC tenant can read it on the worldwide endpoint, and a GCC High or DoD run doesn’t send the call and records the unused check as not read (research gaps, row 93). The run takes the cloud as a required parameter with no default and uses Chapter 01’s reader, which sends the token only to that cloud’s host.
[bookmark: _Toc00001525]Start with Microsoft’s sample
What Microsoft gives you
Learn’s Microsoft Entra security operations guide for applications is Microsoft’s procedure for this chapter. Its “Application credentials” table says what to monitor (credentials added to existing applications, high risk; credentials with lifetimes longer than policy allows, medium), where (the audit log, filtered to Core Directory and ApplicationManagement), and when to alert (“outside of normal business hours or workflows”), and it links a pre-built Microsoft Sentinel rule, New access credential added to Application or Service Principal.1 Its “Application permissions” and “End-user consent” tables name the consent and grant activities to watch.1 Learn’s List directoryAudits gives the Graph read and its filters,7 and the recommendations for expiring credentials and unused applications give the thresholds.4 5
The pinned copy
The query lives in Microsoft’s Azure-Sentinel repository, so the repository pins the rule, unmodified, in examples/third_party/sentinel-app-credential-rule: Solutions/Microsoft Entra ID/Analytic Rules/NewAppOrServicePrincipalCredential.yaml at commit 2985095 (October 30, 2026), retrieved October 30, 2026, with the repository’s MIT license.9 Learn links the rule’s earlier path, which upstream now keeps as a stub pointing to this one. snapshot.json records each file’s SHA-256 and upstream git blob hash, checked with gh api before the manifest was written; a unit test checks the hashes, and the weekly source watch reports new commits to the rule.
tests/SentinelRuleHarness.ps1 reads the query from the pinned YAML at test time, splits it into its 20 pipeline stages, and evaluates each one it recognizes by its exact text over tests/fixtures/ch10/audit.json, ten fictional audit items shaped as the AuditLogs table’s columns. A stage it doesn’t recognize throws, so a new upstream query fails the tests instead of being half-run. It isn’t a KQL engine, and nothing is sent to a workspace.
What it leaves to you
Each row is pinned by a test: in the “as published” block of tests/NpiDrift.Tests.ps1 for the sample, and in the rest of that file or in examples/drift-pipeline/tests/test_npi_evidence.py for the code.
	Microsoft’s rule, as published
	Why it matters
	What the code adds

	Finds the client secret a person added to HR Connector, an app that already had a certificate
	—
	Kept as the model: the activity names and the KeyDescription key list, read from the same events (NPI-DRF-07)

	Requires the initiator to carry an “@”: a user principal name, or an app whose display name has one
	A credential added by an app, whether the rotation pipeline or an app holding Application.ReadWrite.All (here Mail Automation adding a secret to Payroll Export), is never seen
	Every initiator is read, user or app; the pipeline is named in a reviewed list, not inferred

	Keeps only events whose old key list isn’t empty
	The first secret on an app that had none, the riskiest kind, is dropped
	Every added key ID, compared old against new

	Keeps only targets of type Application, even when a person adds the credential
	A credential added to a service principal (Add service principal credentials) is dropped; Learn notes such updates are logged as separate entries1
	Service principal targets resolved to the app registration’s register row

	Alerts on the pipeline’s own rotation when a person runs it
	It knows no pipeline and no change record, so every rotation alerts and the alert is ignored
	Inside the pipeline only when the key is in the credential log (Chapter 04) and the initiator is the person the log records as its operator

	Parses only the first of several credentials added in one event
	A second key added at the same moment is missed
	Every key in the difference

	Carries the initiator’s user principal name into the alert, split into Name and UPNSuffix
	Names travel wherever the alert goes
	Events kept as object IDs and key IDs; names dropped

	Looks back one hour, in a Sentinel workspace, with no link to the register, the owners, the expiry or the consent grants
	Needs the workspace and its diagnostic setting before any evidence exists, and says nothing about the rest of NP7.1
	The Graph audit read with AuditLog.Read.All, refused past the 30 days the log keeps,3 joined to the register, the baseline and Chapter 02’s ownership check


The verdict. Use Learn’s activity names and the rule’s KeyDescription comparison as the model for the credential read. Don’t use the rule as the NP7.1 check: it misses app-initiated and first credentials and service principal targets, can’t tell the pipeline from an attacker, and covers one item of five.
[bookmark: _Toc00001526]The code: what the drift run builds on and adds
The run is two pieces, each in its own files. examples/non-person-identity gains Invoke-NpiDriftRun.ps1, Invoke-NpiVintage.ps1, the module powershell/NpiDrift/NpiDrift.psm1, the call list config/calls-ch10.json, the thresholds config/drift-ch10.json, the contract notes docs/ch10-contract.md and its tests. examples/drift-pipeline gains python/npi_evidence.py, workflow/npi-evidence.yml, tests/test_npi_evidence.py and two fixture folders, as new files: drift_pipeline.py, pa_evidence.py and their tests are unchanged, and npi_evidence.py imports their hashing, JSON, fingerprint, refusal, row-reading and time helpers. Chapter 01’s and Chapter 02’s modules, scripts and tests are unchanged too.
The run
Invoke-NpiDriftRun.ps1 -Cloud gcc -TenantId <id> writes one folder per run, named by its time and mode, such as 2026-10-30T0600Z-fixture, as Building Privileged Access, Chapter 08 does:
· inventory/, written by Chapter 01’s Invoke-NpiInventory.ps1, unchanged;
· ownership/, written by Chapter 02’s Invoke-NpiOwnership.ps1, unchanged (its orphan plan is written and nothing is sent);
· drift/, this chapter’s: events.json, signin-activity.json, findings.json, chapter-findings.json, review-cycle.json, summary.json, baseline-candidate.json and a manifest.json in the same shape as the other two;
· run.json: the run ID, the as-of time, the cloud, the tenant ID, the mode, the audit window, the approved baseline’s run and SHA-256, the permissions, and each task’s status with the SHA-256 of its manifest.
The cloud and the tenant ID are required. In a live run the tenant ID must match the Graph session’s. A task that fails is recorded as Error in run.json and leaves no folder; the drift task needs the inventory, so it fails with it. The audit window runs from -Since (by default 24 hours before -AsOf) to -AsOf; the sample workflow starts each window where the last package’s ended. Design guidance.
The approved baseline
A run without -BaselinePath compares with nothing and writes drift/baseline-candidate.json: each identity’s fingerprint, a SHA-256 over 20 governance columns of its register row (owners, record, credentials and their next expiry, federated subjects, Graph permissions, grants, tenant-wide consent, privileged groups, delegation, SPNs, enabled), with the tenant, cloud, run and register hash. Last logon, password age and the stale lead are left out: they move every day and aren’t drift. A reviewer approves a candidate by passing its SHA-256 to the next run as -ApprovedBaselineSha256, as Chapter 02’s write path approves a plan; the run refuses a baseline whose hash differs, or that is for another tenant or cloud. Design guidance, following Book 02’s committed baseline.
The audit and sign-in reads
Get-NpiAuditEvent reads GET /v1.0/auditLogs/directoryAudits once for each activity name in config/drift-ch10.json, filtered by activityDateTime (ge, le) and activityDisplayName (eq), the filters Learn’s directoryAudit resource page lists.10 It goes through Chapter 01’s reader, so the call must be declared in config/calls-ch10.json, is a GET, goes only to the cloud’s Graph host, and follows every page. It refuses a window that starts more than 30 days before the run.3 Each event is kept as IDs: the activity and its class, the result, the initiator (user ID or app service principal ID), the target, and the key IDs, types and usages added or removed. Names and key display names are dropped. Design guidance.
Get-NpiSignInActivity reads GET /beta/reports/servicePrincipalSignInActivities for each app’s last sign-in, in clouds where Learn lists it.8
	Task
	Calls
	Least-privileged permission
	Delegated role

	drift (read)
	List directoryAudits; List servicePrincipalSignInActivities (beta)
	AuditLog.Read.All7 8
	Reports Reader, Security Reader or Security Administrator7


With Chapter 01’s inventory and Chapter 02’s ownership tasks, the run needs four Graph application permissions (Application.Read.All, AuditLog.Read.All, Directory.Read.All, User.Read.All), none a write, Reader on the user-assigned identities, and the default Active Directory read. Directory.Read.All is Chapter 01’s, for delegated permission grants (Chapter 01’s research gaps, row 5); this chapter adds nothing broader than AuditLog.Read.All.
The register drift findings
	Rule
	Severity
	What it flags
	Source

	NPI-DRF-01
	Warn
	An identity new since the approved baseline
	Book 02, Chapter 10: new objects are drift

	NPI-DRF-02
	Warn; Info when removed
	An identity whose fingerprint changed, with the columns that changed; one in the baseline that is gone
	Book 02, Chapter 10: attribute changes and removed objects

	NPI-DRF-03
	Finding
	Ownerless: an orphan candidate in Chapter 02’s run. The orphan rule decides; this code disables nothing
	Plan NP7.1; Chapter 02

	NPI-DRF-04
	Warn
	An app registration or legacy service principal with no sign-in for over 90 days, or none at all; one new since the baseline isn’t judged
	Learn: unused for over 90 days5

	NPI-DRF-05
	Warn
	A credential that expires within 30 days
	Learn: expiring within the next 30 days4

	NPI-DRF-06
	Finding
	An enabled AD account whose password never expires, except one found only that way (Chapter 02, NPI-OWN-09)
	Plan NP7.1 and Gate 7: none

	NPI-DRF-07
	Finding
	A credential added outside the pipeline, one per key
	Learn: credentials added outside expected processes, high1

	NPI-DRF-08
	Finding when tenant-wide or a high-privilege Graph permission; Warn otherwise
	A new consent grant or application permission, from the baseline and the audit events
	Learn: grants of highly privileged permissions, high1

	NPI-DRF-09
	Warn or Info
	An evidence gap: a contract file refused, a chapter that sent nothing, the sign-in report unavailable in the cloud, the ownership check failed
	Design guidance


Every finding has the stable ID Chapters 01 and 02 use, <rule>:<objectKey>, and a fingerprint: the first 16 hex characters of SHA-256 over <rule>|<objectKey>|, the first workbook’s fingerprint() with an empty issue, so the fingerprint stays the same however the issue text changes. The contract asks Chapters 03 to 09 to compute it the same way, and npi_evidence.py checks every one it is given.
Inside the pipeline. A credential counts as the pipeline’s only when two independent records agree: the target and key ID are in the credential log Chapter 04’s rotation writes, and the event’s initiator is the delegated person the log records as the operator who sent the rotation (the user’s object ID in operator). Every write is a person’s, so a service principal never counts, listed or not; a person adding a key the log lists under someone else, or a key it doesn’t list, is still NPI-DRF-07 (research gaps, row 96). Design guidance.
The review cycle
NP7.2 is the identity governance officer’s. Chapters 07 and 09 build the reviews; this chapter reads only their records, through the contract’s fmp-npi-review/1 files (no kit module writes them yet, and Chapter 09 has no sponsor attestation or recertification step, so those records are fixtures until one does), and writes review-cycle.json: for each app registration, legacy service principal, agent identity and blueprint, the last owners’ permission review, the last sponsor attestation, and the agent’s access assignments with their next expiry.
	Rule
	Severity
	What it flags
	Source

	NPI-REV-01
	Finding
	An app registration holding Graph permissions with no owners’ permission review in the last 92 days
	Plan NP7.2: quarterly (Design guidance for the days)

	NPI-REV-02
	Finding
	An agent identity or blueprint with no sponsor attestation in the last 365 days
	Learn: sponsors attest every six to twelve months11

	NPI-REV-03
	Finding
	An agent access assignment with no end date, an end more than 365 days away, or recorded as active after it
	Book 17, Chapter 05: expiry is the review; no agent access without an end date (research gaps, row 97)

	NPI-REV-04
	Warn
	A kind of review record not received this run
	Design guidance: a missing record isn’t a passed review


The annual vintage comparison
Invoke-NpiVintage.ps1 compares this year’s AI use-case inventory vintage with last year’s by use case ID, Book 17, Chapter 09’s four changes, and joins both to the register through a use-case map (UseCaseId, RecordId) and Chapter 02’s service records. It writes vintage-<year>/ with its findings, the changes and a manifest holding the register’s and each input’s SHA-256.
	Rule
	Severity
	What it flags

	NPI-VIN-01
	Finding; Info when matched
	A new piloted or deployed entry with no identity in the register

	NPI-VIN-02
	Finding
	An entry retired whose identities are still enabled: start the leaver process

	NPI-VIN-03
	Warn
	An authorization answer changed

	NPI-VIN-04
	Finding
	An entry that left the inventory without being reported as retired

	NPI-VIN-05
	Warn
	An agent identity, blueprint or AI record whose record maps to no use case in this vintage


The first four are Book 17, Chapter 09’s; the fifth is its “identity with no inventory row” check, run against the register.
The package and the chain
npi_evidence.py package writes <run-id>/ with the run as written (run/), a summary.md with rule IDs, object keys and fingerprints but no names, an EVIDENCE-MANIFEST.json and a SHA256SUMS that sha256sum -c reads. It checks the run first, as the first two workbooks’ pipelines do: run.json, each task manifest by its hash, every file against its manifest, nothing extra, every recorded request a GET or a Get-AD* read, one tenant, cloud and mode throughout, and every finding’s fingerprint. The manifest records the run, the cloud, the tenant ID, the mode, the audit window, the approved baseline, each task’s status, the run.json hash, the GitHub run identifiers when there are any, every open finding from every chapter by fingerprint, what opened and what closed since the previous package, a SHA-256 and size for every file, and the previous package’s run ID and manifest hash. That last hash makes the packages a chain: a replaced package or a missing day shows up as a break. The same inputs give the same bytes. verify is what the ISSO runs.
The packager doesn’t sign, for the reason the first workbook gives: the hashes show nothing changed after packaging, and a container with a locked time-based retention policy keeps blobs from being modified or deleted until the interval ends.12 Signing stays the ISSO’s choice (research gaps, row 99).
What the ISSO receives
npi_evidence.py period --since <start> --until <end> [--vintage <dir>] is the plan’s NP7.4. It verifies every package whose window falls in the period, checks the chain and that the windows cover the period with no gap, lists the findings opened and closed by fingerprint, and writes PERIOD-MANIFEST.json, period-summary.md and SHA256SUMS. The packages stay where they are, cited by their manifest hashes.
	Control
	Rules and chapters that give its evidence (Design guidance)

	AC-2 Account Management
	NPI-INV-02, -03; NPI-OWN-01, -02, -08; NPI-DRF-01 to -04; NPI-REV-02; Chapter 03

	AC-6(5) Privileged Accounts
	NPI-INV-01, -06; NPI-DRF-08; NPI-REV-01; Chapter 07

	IA-4 Identifier Management
	NPI-OWN-06, -07; NPI-INV-09; NPI-DRF-01; NPI-VIN-01, -05

	IA-5 Authenticator Management
	NPI-INV-04, -05; NPI-DRF-05 to -07; Chapters 04 and 06

	IA-9 Service Identification and Authentication
	NPI-DRF-07; Chapters 05 and 08

	M-25-21
	NPI-REV-02, -03; NPI-VIN-01 to -05; Chapter 09; the vintage comparison


For each control the period gives the open Findings and Warns at the period’s end and the sources it didn’t receive; its status is “evidence present; the assessor decides” or “evidence incomplete.” The mapping is the program’s reading, from the companion guide; it decides nothing about the control (research gaps, row 98). For Gate 7 it gives:
	Gate 7 criterion
	What the period shows
	Who decides

	Every service account and service principal has an owner and sponsor, a reason and a target
	NPI-DRF-03, NPI-REV-02, and whether Chapter 03’s decisions arrived
	The ISSO; Chapter 03’s dispositions

	None holds a password that never expires
	NPI-DRF-06 at period end
	The ISSO

	None is orphaned
	NPI-DRF-03 at period end
	The ISSO; the orphan rule (D-NP2)

	Drift checks and review cycles running
	Packages, coverage gaps, chain breaks, unverified task runs; NPI-REV-01 to -04
	The ISSO, from the period

	Every remaining gMSA and dMSA moved or in the dated Kerberos island
	Chapter 06’s findings, when they arrive
	Identity engineering (NP7.3)


The schedule
workflow/npi-evidence.yml is a sample GitHub Actions workflow, not active in this repository. It follows the first workbook’s: Learn’s Azure Login sign-in with a federated credential and no secret, pinned actions, and a job that can request a token but write nothing else.13 It runs daily, starts each audit window where the last package’s ended, fetches the approved baseline and its SHA-256 from repository settings, and on the first of the month assembles the previous month’s period. It skips the Active Directory reads, which need a runner inside the domain. The first workbook’s workflow_lint.py checks it with no findings. The plan doesn’t set a frequency for NP7.1; daily is the sample’s choice. Design guidance.
The tests
Pester 5 under PowerShell 7: tests/NpiDrift.Tests.ps1, 51 tests, 11 of them Microsoft’s rule as published, beside the other chapters’ tests, unchanged. pytest: tests/test_npi_evidence.py, 21 tests over the two fixture runs and the vintage comparison; with the other workbooks’ tests, 142 in examples/drift-pipeline. A Pester test reruns the drift run and the vintage comparison from the fixtures and checks that their data files match the fixtures the Python tests read. None of them needs a tenant or a network.
[bookmark: _Toc00001527]Illustrative code
The commands below run Microsoft’s pinned Sentinel rule over fictional audit rows, and the example against a fictional estate served by fakes. The sample workflow has been parsed and linted, not run. They show what the code does, not that a tenant returns the same shapes. Review the code, and run Lab 2 in a test tenant, before it produces evidence anyone relies on.
[bookmark: _Toc00001528]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5, Python 3.10 or later with pytest and PyYAML, and a shell with sha256sum (Linux, macOS or Git Bash). Steps 1 to 6 run in examples/non-person-identity in PowerShell; steps 7 to 10 in examples/drift-pipeline in a POSIX shell; step 11 in both.
Every command in Lab 1
Every command in this lab, in order. Each step below says what it does and what to look for.
In PowerShell 7:
# Step 1: Run Microsoft's rule over the fixture
Invoke-Pester -Path tests/NpiDrift.Tests.ps1 -FullNameFilter '*as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List what the run needs
Import-Module ./powershell/NpiDrift/NpiDrift.psm1
(Get-NpiDriftPermission -Task drift-run).GraphPermissions -join ', '

# Step 3: Run the first day, with no baseline
$lab = @{ Cloud = 'gcc'; TenantId = 'c0ffee00-0000-4000-8000-000000000001'; OutputPath = 'out/runs'; InputPath = 'tests/fixtures/inputs'
    AuditFixturePath = 'tests/fixtures/ch10/audit.json'; SignInFixturePath = 'tests/fixtures/ch10/signin-activity.json'
    ContractPath = 'tests/fixtures/ch10/contract'; PipelineIdentitiesPath = 'tests/fixtures/ch10/inputs/pipeline-identities.csv' }
./Invoke-NpiDriftRun.ps1 @lab -FixturePath tests/fixtures/ch10/estate-day1.json -AsOf 2026-10-29T06:00:00Z

# Step 4: Approve the baseline and run the second day
$base = 'out/runs/2026-10-29T0600Z-fixture/drift/baseline-candidate.json'
$sha = (Get-FileHash $base -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiDriftRun.ps1 @lab -FixturePath tests/fixtures/ch10/estate-day2.json -AsOf 2026-10-30T06:00:00Z -BaselinePath $base -ApprovedBaselineSha256 $sha

# Step 5: Read the drift
Get-Content out/runs/2026-10-30T0600Z-fixture/drift/findings.json -Raw | ConvertFrom-Json | Group-Object Rule, Severity | Sort-Object Name | Format-Table Name, Count

# Step 6: Compare the AI use-case inventory vintages
./Invoke-NpiVintage.ps1 -RegisterRun out/runs/2026-10-30T0600Z-fixture/inventory -Vintage 2026 `
    -CurrentPath tests/fixtures/ch10/vintage/ai-inventory-2026.csv -PriorPath tests/fixtures/ch10/vintage/ai-inventory-2025.csv `
    -UseCaseMapPath tests/fixtures/ch10/vintage/ai-use-cases.csv -ServiceRecordsPath tests/fixtures/inputs/service-records.csv -OutputPath out/vintage
In a POSIX shell (Git Bash on Windows):
# Step 7: Package both days, chained
DAY1=tests/fixtures/npi-runs/2026-10-29T0600Z-fixture
DAY2=tests/fixtures/npi-runs/2026-10-30T0600Z-fixture
python python/npi_evidence.py package --run $DAY1 --out out/evidence
python python/npi_evidence.py package --run $DAY2 \
  --previous-manifest out/evidence/2026-10-29T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/evidence

# Step 8: Verify the second package
python python/npi_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
(cd out/evidence/2026-10-30T0600Z-fixture && sha256sum -c --quiet SHA256SUMS)
grep -c contoso out/evidence/2026-10-30T0600Z-fixture/summary.md

# Step 9: Assemble the period for the ISSO, with the vintage
python python/npi_evidence.py period --evidence out/evidence --since 2026-10-28T06:00:00Z --until 2026-10-30T06:00:00Z \
  --vintage tests/fixtures/npi-vintage/vintage-2026 --out out/periods
cat out/periods/period-2026-10-28_2026-10-30/period-summary.md

# Step 10: Break it on purpose
echo edited >> out/evidence/2026-10-30T0600Z-fixture/summary.md
python python/npi_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
python python/npi_evidence.py package --run $DAY1 --previous-manifest out/evidence/2026-10-30T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/swap
python python/workflow_lint.py workflow/npi-evidence.yml
In PowerShell 7:
# Step 11: Run the tests
Invoke-Pester -Path tests
In a POSIX shell (Git Bash on Windows):
# Step 11: Run the tests
python -m pytest tests -q
In PowerShell 7:
# After the steps
Remove-Item -Recurse -Force out
In a POSIX shell (Git Bash on Windows):
# After the steps
rm -rf out
1. Run Microsoft’s rule over the fixture:
· Invoke-Pester -Path tests/NpiDrift.Tests.ps1 -FullNameFilter '*as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 11, FailedCount 0, NotRunCount 40. Read the third and fifth tests: of the four credentials added in the second day’s window, the rule finds one.
1. List what the run needs:
· Import-Module ./powershell/NpiDrift/NpiDrift.psm1
(Get-NpiDriftPermission -Task drift-run).GraphPermissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Application.Read.All, AuditLog.Read.All, Directory.Read.All, User.Read.All. The drift task alone needs AuditLog.Read.All. Nothing ends in ReadWrite.
1. Run the first day, with no baseline:
· $lab = @{ Cloud = 'gcc'; TenantId = 'c0ffee00-0000-4000-8000-000000000001'; OutputPath = 'out/runs'; InputPath = 'tests/fixtures/inputs'
    AuditFixturePath = 'tests/fixtures/ch10/audit.json'; SignInFixturePath = 'tests/fixtures/ch10/signin-activity.json'
    ContractPath = 'tests/fixtures/ch10/contract'; PipelineIdentitiesPath = 'tests/fixtures/ch10/inputs/pipeline-identities.csv' }
./Invoke-NpiDriftRun.ps1 @lab -FixturePath tests/fixtures/ch10/estate-day1.json -AsOf 2026-10-29T06:00:00Z
· Run 2026-10-29T0600Z-fixture (Fixture, gcc): inventory OK, ownership OK, drift OK
Audit window 2026-10-28T06:00:00Z to 2026-10-29T06:00:00Z; baseline none: this run is a baseline candidate
Drift findings: 14 Finding, 4 Warn, 5 Info; baseline candidate SHA-256 604ee088ae43a964072671234833aeb71bccd082fa9ce4032a55d2fc4b146cc8
Written to <path>/out/runs/2026-10-29T0600Z-fixture (run.json lists each task's manifest hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Approve the baseline and run the second day:
· $base = 'out/runs/2026-10-29T0600Z-fixture/drift/baseline-candidate.json'
$sha = (Get-FileHash $base -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiDriftRun.ps1 @lab -FixturePath tests/fixtures/ch10/estate-day2.json -AsOf 2026-10-30T06:00:00Z -BaselinePath $base -ApprovedBaselineSha256 $sha
· Run 2026-10-30T0600Z-fixture (Fixture, gcc): inventory OK, ownership OK, drift OK
Audit window 2026-10-29T06:00:00Z to 2026-10-30T06:00:00Z; baseline 2026-10-29T0600Z-fixture (604ee088ae43…)
Drift findings: 18 Finding, 11 Warn, 5 Info; baseline candidate SHA-256 fbe346457c070d6bb7de0fbb43f35d54315b42d46e6ba26b245d33efa6dc840c
Written to <path>/out/runs/2026-10-30T0600Z-fixture (run.json lists each task's manifest hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· In a real run a second person reviews the candidate and passes you its hash. The candidate records the register’s SHA-256, and every chapter writes LF line endings on every platform, so the two hashes are the same on Windows, Linux and macOS.
1. Read the drift:
· Get-Content out/runs/2026-10-30T0600Z-fixture/drift/findings.json -Raw | ConvertFrom-Json | Group-Object Rule, Severity | Sort-Object Name | Format-Table Name, Count
· Name                Count
----                -----
NPI-DRF-01, Warn        2
NPI-DRF-02, Warn        6
NPI-DRF-03, Finding     7
NPI-DRF-04, Warn        2
NPI-DRF-06, Finding     3
NPI-DRF-07, Finding     3
NPI-DRF-08, Finding     1
NPI-DRF-09, Info        5
NPI-DRF-09, Warn        1
NPI-REV-01, Finding     2
NPI-REV-02, Finding     1
NPI-REV-03, Finding     1
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· NPI-DRF-07 holds the three credentials added outside the pipeline: a secret a person added to HR Connector, a secret Mail Automation added to Payroll Export’s service principal, and the first secret on Build Pipeline. The pipeline’s two certificate rotations, on Deploy Bot and Vendor Portal, aren’t there: both are by the person the credential log names as the operator, and in the log. Vendor Portal’s expiring certificate (NPI-DRF-05 on day 1) is gone. NPI-DRF-08 is Mail Automation’s new grant for all users, with the two audit events behind it. NPI-DRF-04 is Legacy Reports (last sign-in May 1) and Old SAML Connector (none); Survey Tool, new since the baseline, isn’t judged. NPI-DRF-09’s Warn is the sample Chapter 05 file, refused because its fingerprint is wrong; its Infos are the five chapters that sent nothing. Open events.json: object IDs and key IDs, no names. Open review-cycle.json: Payroll Export’s last owners’ review is 2026-09-15; Mail Automation’s, 2026-05-01, is too old (NPI-REV-01).
1. Compare the AI use-case inventory vintages:
· ./Invoke-NpiVintage.ps1 -RegisterRun out/runs/2026-10-30T0600Z-fixture/inventory -Vintage 2026 `
    -CurrentPath tests/fixtures/ch10/vintage/ai-inventory-2026.csv -PriorPath tests/fixtures/ch10/vintage/ai-inventory-2025.csv `
    -UseCaseMapPath tests/fixtures/ch10/vintage/ai-use-cases.csv -ServiceRecordsPath tests/fixtures/inputs/service-records.csv -OutputPath out/vintage
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Vintage 2026: 5 changes (1 AuthorizationChanged, 1 Left, 2 New, 1 Retired); findings 3 Finding, 2 Warn, 1 Info. UC-005 is a new deployed agentic entry with no identity, UC-002 was retired while Mail Automation is still enabled, UC-004 left without being retired, and the Benefits Q&A agent identity maps to no use case. Delete out when you’re done; the runs in step 7 are the repository’s copies of these two, which a Pester test checks against a fresh run.
1. Package both days, chained. In examples/drift-pipeline:
· DAY1=tests/fixtures/npi-runs/2026-10-29T0600Z-fixture
DAY2=tests/fixtures/npi-runs/2026-10-30T0600Z-fixture
python python/npi_evidence.py package --run $DAY1 --out out/evidence
python python/npi_evidence.py package --run $DAY2 \
  --previous-manifest out/evidence/2026-10-29T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/evidence
· {"evidence_manifest_sha256": "12532bfb598dc4303f1d60aa7dba1c401b055d36aa666b5893890a2666f09e32", "new": 62, "open": 62, "package": "2026-10-29T0600Z-fixture", "resolved": 0}
{"evidence_manifest_sha256": "7676170f011129acd75a888fe8625acdc32297cf87c49ffbbd6a4e558375fc80", "new": 19, "open": 80, "package": "2026-10-30T0600Z-fixture", "resolved": 1}
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Every chapter’s open findings are counted, Chapters 01 and 02’s with them, and compared by fingerprint: 19 opened on day 2, one closed (Vendor Portal’s NPI-DRF-05).
1. Verify the second package:
· python python/npi_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
(cd out/evidence/2026-10-30T0600Z-fixture && sha256sum -c --quiet SHA256SUMS)
grep -c contoso out/evidence/2026-10-30T0600Z-fixture/summary.md
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· verify reports 21 files and the manifest hash 7676170f…, sha256sum exits 0, and grep prints 0: no user principal name in the summary. In EVIDENCE-MANIFEST.json, previous.evidence_manifest_sha256 is day 1’s hash and tenant_id is the fixture tenant’s.
1. Assemble the period for the ISSO, with the vintage:
· python python/npi_evidence.py period --evidence out/evidence --since 2026-10-28T06:00:00Z --until 2026-10-30T06:00:00Z \
  --vintage tests/fixtures/npi-vintage/vintage-2026 --out out/periods
cat out/periods/period-2026-10-28_2026-10-30/period-summary.md
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 2: {"chain_breaks": 0, "closed": 1, "complete": false, "coverage_gaps": 0, "opened": 19, "packages": 2, ...}. The control table shows AC-2 incomplete without Chapter 03, IA-5 without Chapters 04 and 06, IA-9 without Chapters 05 and 08, and AC-6(5), IA-4 and M-25-21 with evidence present. In the Gate 7 table, “None holds a password that never expires” (three accounts) and “None is orphaned” (seven candidates) are not met, the review cycle is not met (four review findings), and the owner-and-reason and Kerberos island criteria are “not decided by this code” until Chapters 03 and 06 send their findings.
1. Break it on purpose:
· echo edited >> out/evidence/2026-10-30T0600Z-fixture/summary.md
python python/npi_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
python python/npi_evidence.py package --run $DAY1 --previous-manifest out/evidence/2026-10-30T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/swap
python python/workflow_lint.py workflow/npi-evidence.yml
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· verify exits 1: summary.md doesn't match its SHA-256. The swapped package exits 1: this run (2026-10-29T06:00:00Z) isn't later than the previous package (2026-10-30T06:00:00Z). The workflow lints with 0 finding(s), 0 warning(s).
1. Run the tests. In examples/non-person-identity, in PowerShell:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-11.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· In examples/drift-pipeline, in the POSIX shell:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-12.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: the Pester run passes 513 tests, and the pytest run passes 142. Delete out in both folders when you’re done. In examples/non-person-identity:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-13.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
In examples/drift-pipeline:
rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/non-person-identity/captures/10-14.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001529]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID P1 or P2, never production, with fictional people. The run only reads; the changes in step 2 are made by hand in the test tenant. Steps 1 to 5 run in examples/non-person-identity in PowerShell on Chapter 01’s test host; step 6 in examples/drift-pipeline in a POSIX shell. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> and <thumbprint> (the reader app you register in step 1, and its certificate), <test-domain> (the test domain’s DNS name), <inputs> (Chapter 02’s Lab 2 inputs folder), <pipeline-identities.csv> (your pipeline identities, in the format of tests/fixtures/ch10/inputs/pipeline-identities.csv), <baseline-run> and <drift-run> (the folders the runs in steps 1 and 3 write under out/runs-test), and <sha> (the baseline candidate’s SHA-256, as the reviewer passes it to you).
Every command in Lab 2
Every command in this lab, in order. Each step below says what it does and what to look for.
In PowerShell 7:
# Step 1: Register the reader app
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiDriftRun.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -InputPath <inputs> -OutputPath out/runs-test -PipelineIdentitiesPath <pipeline-identities.csv>

# Step 1: Register the reader app
(Get-FileHash out/runs-test/<baseline-run>/drift/baseline-candidate.json -Algorithm SHA256).Hash.ToLower()

# Step 3: Run the drift run
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiDriftRun.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -InputPath <inputs> -OutputPath out/runs-test `
    -BaselinePath out/runs-test/<baseline-run>/drift/baseline-candidate.json -ApprovedBaselineSha256 <sha> -PipelineIdentitiesPath <pipeline-identities.csv>

# Step 4: Check what the fixture assumed
Get-Content out/runs-test/<drift-run>/drift/events.json -Raw | ConvertFrom-Json | Format-Table ActivityDateTime, Activity, TargetType, TargetId, @{ n = 'KeysAdded'; e = { $_.KeysAdded.KeyId -join ' ' } } -Wrap
Get-Content out/runs-test/<drift-run>/drift/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -in 'NPI-DRF-07', 'NPI-DRF-08' | Format-Table Rule, Object, Issue -Wrap
Get-Content out/runs-test/<drift-run>/drift/signin-activity.json -Raw | ConvertFrom-Json | ConvertTo-Json -Depth 5
In a POSIX shell (Git Bash on Windows):
# Step 6: Package and verify locally
RUN1=../non-person-identity/out/runs-test/<baseline-run>
RUN2=../non-person-identity/out/runs-test/<drift-run>
python python/npi_evidence.py package --run $RUN1 --out out/evidence-test
python python/npi_evidence.py package --run $RUN2 \
  --previous-manifest out/evidence-test/<baseline-run>/EVIDENCE-MANIFEST.json --out out/evidence-test
python python/npi_evidence.py verify out/evidence-test/<drift-run>
(cd out/evidence-test/<drift-run> && sha256sum -c --quiet SHA256SUMS)
In PowerShell 7:
# Step 7: Back it out
Remove-Item -Recurse -Force out/runs-test
In a POSIX shell (Git Bash on Windows):
# Step 7: Back it out
rm -rf out/evidence-test
1. Register the reader app in the tenant’s own cloud (for GCC, the worldwide Microsoft Entra admin center) with a certificate. Grant the four application permissions from Lab 1, step 2, with admin consent, and nothing else; grant Reader on the test subscription. With Chapter 02’s Lab 2 inputs in place, run step 3’s command once without -BaselinePath and -ApprovedBaselineSha256, and have a second person review that run’s drift/baseline-candidate.json and pass you its SHA-256.
155. Entra ID > App registrations > New registration; name it and Register. Its Application (client) ID is <app-id>.
155. Certificates & secrets > Certificates > Upload certificate, upload a test certificate’s public part, and Add. Its Thumbprint is <thumbprint>.
155. API permissions > Add a permission > Microsoft Graph > Application permissions; select Application.Read.All, AuditLog.Read.All, Directory.Read.All and User.Read.All, then Add permissions and Grant admin consent for your tenant.
155. In the Azure portal, on the test subscription, Access control (IAM) > Add > Add role assignment; select Reader, Next, Select members, the app, Select, and Review + assign.
155. On the test host, the first run, with no baseline:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiDriftRun.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -InputPath <inputs> -OutputPath out/runs-test -PipelineIdentitiesPath <pipeline-identities.csv>
· The reviewer reads out/runs-test/<baseline-run>/drift/baseline-candidate.json and computes the hash they pass you:
· (Get-FileHash out/runs-test/<baseline-run>/drift/baseline-candidate.json -Algorithm SHA256).Hash.ToLower()
1. Make three changes to see. As a test administrator: add a client secret to a test app registration that has a certificate; add the first secret to a second test app that has no credential; and grant admin consent for a delegated Graph permission to a third test app.
156. On the first test app, Certificates & secrets > Client secrets > New client secret, then Add.
156. On the second test app, the same.
156. On the third test app, API permissions > Add a permission > Microsoft Graph > Delegated permissions; select one permission, Add permissions, and Grant admin consent for your tenant.
1. Run the drift run with your own inputs and the approved baseline:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-NpiDriftRun.ps1 -Cloud gcc -TenantId <tenant-id> -Domain <test-domain> -InputPath <inputs> -OutputPath out/runs-test `
    -BaselinePath out/runs-test/<baseline-run>/drift/baseline-candidate.json -ApprovedBaselineSha256 <sha> -PipelineIdentitiesPath <pipeline-identities.csv>
1. Check what the fixture assumed. In drift/events.json, record the exact activityDisplayName of each credential event, hyphen or dash (research gaps, row 91); whether a secret added to the service principal is logged as Add service principal credentials, Update service principal, or both (row 92); and whether KeysAdded holds the key IDs, which means the KeyDescription format is the one Microsoft’s rule parses. NPI-DRF-07 should list both secrets, NPI-DRF-08 the consent. In drift/signin-activity.json, record whether the beta report returned rows (row 93). The three files, in that order:
· Get-Content out/runs-test/<drift-run>/drift/events.json -Raw | ConvertFrom-Json | Format-Table ActivityDateTime, Activity, TargetType, TargetId, @{ n = 'KeysAdded'; e = { $_.KeysAdded.KeyId -join ' ' } } -Wrap
Get-Content out/runs-test/<drift-run>/drift/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -in 'NPI-DRF-07', 'NPI-DRF-08' | Format-Table Rule, Object, Issue -Wrap
Get-Content out/runs-test/<drift-run>/drift/signin-activity.json -Raw | ConvertFrom-Json | ConvertTo-Json -Depth 5
1. Cross-check against Learn’s procedure. In the admin center, open Monitoring & health > Audit logs, filter on the ApplicationManagement category and the window, as Learn’s security operations guide describes:1 every credential and consent event there should be in events.json. If the tenant sends audit logs to a Log Analytics workspace, run Microsoft’s rule there: it should return the first secret’s event and not the second.
1. Package and verify locally. Run Lab 1, steps 7 and 8, on the test run. In examples/drift-pipeline, package both runs, chained, and verify the second:
· RUN1=../non-person-identity/out/runs-test/<baseline-run>
RUN2=../non-person-identity/out/runs-test/<drift-run>
python python/npi_evidence.py package --run $RUN1 --out out/evidence-test
python python/npi_evidence.py package --run $RUN2 \
  --previous-manifest out/evidence-test/<baseline-run>/EVIDENCE-MANIFEST.json --out out/evidence-test
python python/npi_evidence.py verify out/evidence-test/<drift-run>
(cd out/evidence-test/<drift-run> && sha256sum -c --quiet SHA256SUMS)
1. Back it out. Remove both secrets and the consent grant from the test apps, remove the four permissions and the Reader assignment, delete the reader app’s registration and certificate, and delete out/runs-test and the packages: they hold the tenant’s identities and owners. If you ran the sample workflow in a test repository, follow the first workbook’s Chapter 09, Lab 2 for its federated credential, an unlocked retention policy, and its back-out. The folders, in examples/non-person-identity:
· Remove-Item -Recurse -Force out/runs-test
· And in examples/drift-pipeline:
· rm -rf out/evidence-test
In production, lock the evidence container’s retention policy once Lab 2 passes; Learn says an unlocked policy is for testing only.12
[bookmark: _Toc00001530]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	List directoryAudits
	GET /auditLogs/directoryAudits; AuditLog.Read.All (higher: Directory.Read.All); delegated roles Reports Reader, Security Administrator, Security Reader; $filter (eq, ge, le, startswith), $top, $orderby, skiptoken
	L4 and L5
	v1.0
	7

	directoryAudit filters
	activityDateTime eq, ge, le; activityDisplayName eq, startswith; result success, failure, timeout
	—
	v1.0
	10

	Activity names
	Update application - Certificates and secrets management, Add service principal credentials, Remove service principal credentials, Consent to application, Add delegated permission grant, Add app role assignment to service principal; Core Directory, ApplicationManagement
	—
	—
	2

	Monitoring application credentials and consent
	Credentials added to existing applications, high; application and service principal updates logged as two entries; alert outside normal workflows; grants of highly privileged permissions, high; end-user consent, low
	—
	—
	1

	List servicePrincipalSignInActivities
	GET /reports/servicePrincipalSignInActivities; AuditLog.Read.All (higher: Directory.Read.All); Reports Reader, Security Reader, Security Administrator
	Global service only; L4 and L5 not available
	Beta
	8

	Expiring application credentials
	On an app registration and expiring within the next 30 days
	—
	Preview
	4

	Unused applications
	Not used for over 90 days; managed identities and apps created within 90 days exempt; Learn’s action plan soft-deletes, then permanently deletes after 15 days
	—
	Preview
	5

	Audit log retention
	Free seven days; P1 and P2 30 days
	—
	—
	3

	Agent sponsors
	Attest every six to twelve months that each agent is still needed; quarterly review for missing sponsors, outdated metadata or no recent activity
	—
	Agent ID: see below
	11 14

	Graph hosts
	GCC graph.microsoft.com; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	6

	Sign-in from GitHub Actions
	Azure Login with a federated credential; the job needs id-token: write; US Government audience api://AzureADTokenExchangeUSGov
	Azure Government environment
	Learn’s samples use azure/login@v2; the sample workflow pins v3.1.0 (Design guidance)
	13

	Immutable evidence
	Time-based retention; a locked policy can’t be deleted or shortened; unlocked is for testing
	—
	GA
	12



Where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· The credential activity’s name. The activity list writes Update application - Certificates and secrets management;2 the security operations guide writes Update Application-Certificates and secrets management.1 The code filters on the activity list’s name, the one Microsoft’s rule also uses, and normalizes a dash; Lab 2 records the live value (research gaps, row 91).
· Service principal credentials. The activity list has Add service principal credentials;2 the security operations guide’s filter for added credentials names Update Service principal/Update Application.1 The code reads the activity list’s name; Lab 2 records which a tenant logs (row 92).
· Unused applications. The recommendation’s action plan deletes an unused app and permanently deletes it after 15 days;5 Learn’s governance guidance for service accounts says to disable an account, not delete it, until the review is complete.15 The code follows the stricter: unused is a Warn for the owner, and the orphan rule disables (row 95).
· Agent ID’s stage. Learn’s release notes list the Agent ID platform as generally available in April 2026, and the current Agent ID overview has no preview notice; the older overview address that showed one now opens it.14 This chapter only reads the review records Chapter 09 writes; the stage of each agent feature is Chapter 09’s to record.
· The linked rule’s path. The security operations guide links Detections/AuditLogs/NewAppOrServicePrincipalCredential.yaml,1 which upstream now keeps as a stub pointing to the solution path pinned here.9
[bookmark: _Toc00001531]Federal requirements and evidence
The drift run and its packages are the evidence behind the guide’s G6 Lifecycle gate and its Evidence section: checks on the continuous monitoring cadence, filed with the date, the tenant and the version. What the ISSO receives maps the rules to controls; this table maps each Lab step and each file the code writes. The NIST SP 800-53 Rev. 5 controls are in the Moderate baseline, except IA-9, which is in none.16
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s analytics rule for credentials added to applications, run as published over the fixture, is the model the credential check keeps (Lab 1, step 1: NpiDrift.Tests.ps1, 11 tests)
	SI-4 System Monitoring
	KSI-IAM-SUS, KSI-MLA-RVL, KSI-SVC-EIS
	The repository’s tests; the pinned copy

	The run needs four Graph read permissions, Reader and the default AD read, none a write (Lab 1, step 2, and Lab 2, step 1: Get-NpiDriftPermission -Task drift-run)
	AC-6 Least Privilege
	KSI-IAM-ELP, KSI-IAM-JIT
	Identity engineering; the ISSO keeps the consent record

	A fingerprint over 20 governance columns of every identity, offered as the baseline, and used only when a reviewer approves its SHA-256 (Lab 1, steps 3 and 4: drift/baseline-candidate.json; -ApprovedBaselineSha256)
	CM-2 Baseline Configuration; CM-3 Configuration Change Control
	KSI-CMT-RMV, KSI-MLA-EVC, KSI-SVC-ACM (CM-2); KSI-CMT-RVP (CM-3)
	The reviewer who approves the hash

	What changed since the baseline: new, changed and removed identities, ownerless ones, expiring credentials, passwords that never expire (Lab 1, step 5, and Lab 2, step 3: drift/findings.json, NPI-DRF-01 to -06)
	CA-7 Continuous Monitoring; AC-2 Account Management
	KSI-MLA-EVC (CA-7); KSI-IAM-SNU (AC-2)
	The identity governance office

	A credential added outside the pipeline, and a new consent grant or application permission, from the directory audit log (drift/events.json; drift/findings.json, NPI-DRF-07 and -08)
	AC-2(4) Automated Audit Actions; AU-6 Audit Record Review, Analysis, and Reporting; SI-4
	KSI-MLA-LET, KSI-MLA-RVL (AC-2(4), AU-6); KSI-IAM-SUS (SI-4)
	Security operations

	Each app’s last sign-in, where the cloud has the report, and the apps unused for over 90 days (drift/signin-activity.json; NPI-DRF-04)
	AC-2(3) Disable Accounts (inactive accounts)
	KSI-IAM-AAM
	The identity governance office

	The last owners’ permission review, the last sponsor attestation and each agent assignment’s end date (drift/review-cycle.json; NPI-REV-01 to -04)
	AC-6(7) Review of User Privileges; AC-2
	KSI-IAM-AAM, KSI-IAM-JIT
	The identity governance officer (NP7.2)

	The other chapters’ findings, read through the contract, and any evidence gap (drift/chapter-findings.json; NPI-DRF-09)
	CA-7
	KSI-MLA-EVC
	The ISSO

	The run’s counts, and each task’s status with the SHA-256 of its manifest, one tenant, cloud and mode throughout (drift/summary.json; run.json; drift/manifest.json)
	CA-7; AU-9 Protection of Audit Information
	KSI-MLA-EVC; KSI-MLA-OSM
	The ISSO

	The year’s AI use-case inventory compared with last year’s and joined to the register (Lab 1, step 6: findings.json and changes.json in vintage-<year>/; NPI-VIN-01 to -05)
	OMB M-25-21, section 3(b)(v), as Book 17, Appendix A maps it; CM-8 System Component Inventory
	KSI-PIY-GIV (CM-8)
	The Chief AI Officer’s staff; the identity governance office

	Each run is packaged with a SHA-256 for every file, chained to the previous package, and a summary with no names (Lab 1, step 7: EVIDENCE-MANIFEST.json, SHA256SUMS, summary.md)
	AU-9; SI-7 Software, Firmware, and Information Integrity
	KSI-MLA-OSM (AU-9); KSI-SVC-VRI (SI-7)
	The ISSO

	A package can be checked with sha256sum alone, and its summary names no one (Lab 1, step 8: npi_evidence.py verify; sha256sum -c --quiet SHA256SUMS; grep -c contoso returns 0)
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	The ISSO

	The period’s packages are verified, the chain is whole, the windows leave no gap, and findings opened and closed are listed per control (Lab 1, step 9: PERIOD-MANIFEST.json, period-summary.md, SHA256SUMS)
	CA-7 (status reporting); AU-9
	KSI-MLA-EVC; KSI-MLA-OSM
	The ISSO (NP7.4)

	An edited file and a package chained out of order are each refused, and the sample workflow lints clean (Lab 1, step 10: verify exits 1; the chained package exits 1; workflow_lint.py workflow/npi-evidence.yml reports 0 findings)
	SI-7; CM-3(2) Testing, Validation, and Documentation of Changes
	KSI-SVC-VRI; KSI-CMT-VTD
	The repository’s tests

	The code passes its tests in both kits (Lab 1, step 11: Invoke-Pester -Path tests; python -m pytest tests -q)
	CM-3(2)
	KSI-CMT-VTD
	The repository; the pull request’s checks

	The test tenant’s three changes are found: two secrets added outside the pipeline and one consent grant (Lab 2, steps 2 and 3: NPI-DRF-07 and -08 in drift/findings.json)
	AC-2(4); SI-4
	KSI-MLA-LET, KSI-MLA-RVL; KSI-IAM-SUS
	Security operations

	The audit log’s activity names are recorded as the live tenant writes them (Lab 2, step 4: activityDisplayName in drift/events.json)
	AU-2 Event Logging; AU-12 Audit Record Generation
	KSI-MLA-LET
	Security operations

	Every credential change the admin center’s audit log shows is in the run (Lab 2, step 5: Audit logs, ApplicationManagement, compared with drift/events.json)
	AU-6
	KSI-MLA-RVL
	Security operations

	The test runs package and verify like the fixture runs (Lab 2, step 6: the two packages and verify on the second)
	AU-9; SI-7
	KSI-MLA-OSM; KSI-SVC-VRI
	The ISSO

	The lab’s secrets, grant, permissions and reader app are removed when the lab ends (Lab 2, step 7)
	AC-2 (remove accounts no longer needed); IA-5 Authenticator Management
	KSI-IAM-JIT; KSI-IAM-SNU
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers. The KSI column names the indicators whose related controls, as FedRAMP lists them, include the row’s control or one of its enhancements; which output supports which indicator is the program’s mapping (design guidance), and the M-25-21 row is mapped through CM-8.17 The agency authorizes its own system and lines this evidence up with what its providers report against KSIs; it doesn’t report KSIs itself (Book 00, Appendix B). Lab steps that only delete out have no row.
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	Danger
	What happens
	The guard

	A baseline nobody approved
	Drift is measured against whatever the last run happened to see, and a malicious change becomes the new normal
	The baseline is compared only with an approved SHA-256, for this tenant and cloud

	A failed read reported as a fix
	A 403 makes yesterday’s findings disappear
	A failed task is Error with no folder; a missing contract file or review kind is NPI-DRF-09 or NPI-REV-04, never a pass

	A day nobody read
	A credential added in the gap has no evidence, and Gate 7’s “drift checks running” passes on the days that were read
	Each window starts where the last ended; a gap is a coverage gap in the period

	A window older than the log
	The read returns part of the window and looks complete
	Refused past 30 days; read the gap from the workspace and attach it

	Trusting Microsoft’s rule as the check
	App-initiated, first and service principal credentials go unseen
	The Graph read of every initiator and target, every added key; tests pin what the rule misses

	Every rotation alerts
	The pipeline’s own rotations bury the one that matters, and the alert is ignored
	Inside the pipeline needs both the credential log entry and its recorded operator as the initiator

	An operator’s or pipeline’s identity misused
	An attacker with a credential adds a key
	A key not in the credential log, or added by anyone but its logged operator, is still NPI-DRF-07

	Names in the tracker or the summary
	Owners and initiators are listed for everyone who can read it
	Events keep IDs; summaries carry rule IDs, object keys and fingerprints; a test searches them for every name in the fixtures

	A finding’s text changes and it looks new
	Every date in an issue reopens it
	The fingerprint is the rule and object key only

	Another chapter’s file accepted as written
	A wrong tenant, a forged fingerprint or a misnamed rule enters the evidence
	Each contract file is checked whole and refused with the reason

	A run edited, or swapped with another tenant’s
	The evidence describes a run that never happened
	Every file checked against its manifest, each manifest against run.json; tenant, cloud and mode must match through the chain

	A replaced package
	A bad day is quietly rewritten
	The hash chain; period reports the break; a locked retention policy

	Unused treated as delete
	A seasonal app is removed
	NPI-DRF-04 is a Warn; nothing here writes; retirement is the decommission process

	The wrong cloud
	A GCC High run reads graph.microsoft.com, or sends a beta call the cloud lacks
	Required cloud, no default; the sign-in report isn’t sent where Learn doesn’t list it
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· The run reads the register, the ownership check and the audit, and run.json shows all three OK.
· The reader app holds exactly the four Graph permissions and Reader, with a certificate or a federated credential, never a secret.
· The baseline in use was approved by someone other than the person who runs the pipeline, and its SHA-256 is in the run’s run.json.
· Each audit window starts where the last one ended, and the newest package is from today.
· A credential log with each entry’s operator is present: no kit module writes Chapter 04’s yet, so until one does, this item can’t be met on a live run.
· Lab 2 recorded the activity names, the service principal credential event and the sign-in report, and the code matches what it found.
· Every NPI-DRF-07 has an owner’s explanation or an incident record.
· The review records from Chapters 07 and 09 arrive every run, and NPI-REV-04 is zero. Until a chapter writes them, NPI-REV-04 stays open on a live run and the period stays incomplete.
· Each package verifies with sha256sum -c SHA256SUMS, and the period shows no chain break and no coverage gap.
· The evidence container has a locked time-based retention policy in production.
· The vintage comparison ran on the latest AI use-case inventory vintage, and its findings went to their owners.
· The period summary, with its Gate 7 table, is signed by the identity governance officer and reviewed by the ISSO.
· The pinned Sentinel rule matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001535]Chapter 11 — Deploying to Test and Production
Each chapter’s second lab proves one piece in a non-production tenant. A deployment proves them together, in the order that can be undone, against an environment someone depends on.
[bookmark: _Toc00001536]In this chapter
The runbook that takes the kit from the second lab of Chapters 01 to 10 to a live test environment, then to production. It is one ordered set of copy-paste commands, run twice: once against an Entra test tenant, an Azure test subscription and an Active Directory test forest, and again, unchanged, against the production tenant, subscriptions and forest. Only the environment settings file changes between the two. You prepare the change record and the settings file, run a read-only preflight, deploy in a safe order (inventory and owners, the app management policy scoped to a pilot, a federated credential and a managed identity beside the old secret, a gMSA on a test host, Conditional Access for workload identities report-only), run a smoke test with a synthetic service principal and service account, file the evidence and rehearse the rollback. Then you check the go/no-go criteria and repeat the run in production, enabling Conditional Access ring by ring and watching the first week with the drift run. Each step names the implementation guide’s gate it fulfils. Each step has a table of the federal requirements it helps meet, the FedRAMP 20x KSI it aligns to and the evidence the ISSO keeps, and the kit writes that evidence as it runs. The chapter adds a preflight, a smoke test, a rollback and two evidence scripts to examples/non-person-identity/deploy, each with a fixture mode and tests.
[bookmark: _Toc00001537]Status: a runbook nobody has run against a live tenant
This chapter is new and approved, and it has no narrated tour yet. Nobody has run it against a live tenant, subscription or forest. The commands that call Microsoft Graph, Azure and Active Directory follow Microsoft Learn and the earlier chapters’ code, and the kit’s new scripts have been run only in fixture mode, against a fictional test and production tenant served by a fake. Every live result below is labeled Expected: it is what the code and Learn say should happen, not something anyone has seen. The output labeled Dry run, November 2, 2026 is real: the kit’s scripts printed it on that date, on the kit’s fixtures.
[bookmark: _Toc00001538]Goal and audience
Goal. By the end of this chapter you can deploy the non-person identity kit to a live test environment and then to production, with a change record, an approval at each write, a smoke test whose expected result is written down before you run it, evidence the ISSO can check with a hash, and a rollback you have rehearsed. You can say, for each step, which of the guide’s six gates (G1 to G6) it moves forward.
Audience. The identity engineer and the Conditional Access administrator who run the deployment, the server and Active Directory engineer who installs the gMSA, the change manager who opens the change record, the application owner of the pilot workload, and the ISSO who receives the evidence. You should have run Lab 1 of Chapters 01 to 10, and at least the second lab of Chapters 01, 04, 05, 06 and 08 in a non-production tenant.
[bookmark: _Toc00001539]What the runbook depends on
The guide’s gates. The implementation guide sets six gates: G1 inventory, G2 decision, G3 credential rules, G4 least privilege, G5 conversion and G6 lifecycle, each with a Validate step that names the read-only VK-NPI checks. This runbook doesn’t decide anything the gates decide. It deploys the controls that let each gate pass, in an order chosen so that each step can be undone before the next one depends on it. Design guidance.
The two environments. The live test stage is an Entra test tenant, an Azure test subscription and an Active Directory test forest, with the same licenses as production and fictional or copied workloads. Production is the program’s tenant, subscriptions and forest. They are separate tenants, so nothing the test stage does can reach production, and the production preflight refuses to start unless the test stage’s smoke test passed in another tenant (PF-11).
The safe order. The order follows the guide’s steps and what Learn says each control can and can’t break:
1. Inventory and owners read only (G1).
1. The app management policy, scoped first to a pilot application and the synthetic one. Learn documents a restriction applied to a specific application through a custom policy, and a tenant-wide restriction that applies only to applications created after a date; it documents no report-only mode for these policies.1 2 Neither policy blocks token issuance for an existing application: only a create or update that breaks the policy is refused,2 so an existing secret keeps working while the pilot runs.
1. A federated credential and a managed identity on the pilot workload, run in parallel with the old secret for the guide’s 30 days (Step 5).
1. A gMSA on a test host, after the KDS root key has replicated.
1. Conditional Access for workload identities in report-only mode. Learn lets a workload identity policy be saved in report-only mode to estimate its effect, and shows the result in the service principal sign-in logs.3
The policies that can block a sign-in come last, and only in report-only mode in the test stage; in production they are enabled ring by ring, after a reviewed sign-in summary.
Which cloud, for these steps
The target estate is Microsoft 365 GCC (Moderate) with commercial Azure: graph.microsoft.com, management.azure.com and login.microsoftonline.com (Chapter 01). The settings file names the cloud, and every command takes the Graph and Azure environment names from the kit’s cloud table, so the same command would point at GCC High or DoD hosts for those clouds. This runbook covers gcc only. Learn gives a different token-exchange audience for Entra ID for US Government (api://AzureADTokenExchangeUSGov),4 and Chapter 05’s checks accept only api://AzureADTokenExchange, so a GCC High or DoD deployment needs that change first (research gaps, row 106).
[bookmark: _Toc00001540]Requirements, KSIs and evidence
Each step below ends with a table of the requirements it helps meet, the FedRAMP 20x Key Security Indicator (KSI) it aligns to, and the evidence the ISSO keeps. The requirements are NIST SP 800-53 Rev 5 controls at the system’s FedRAMP Moderate baseline, the audience the implementation guide writes for (IA-9 is in no baseline and is tailored in, as the guide says), plus OMB M-22-095 and CISA BOD 25-01’s SCuBA baselines6 where they apply. The control mappings are the guide’s evidence table and Book 13’s requirements mapping; the KSI IDs are the ones Book 02, Chapter 10, Book 04, Chapter 10, Book 13 and Book 14, Chapter 03 already cite, each checked again on FedRAMP’s page on November 2, 2026.7
KSIs belong to the cloud providers. They are FedRAMP’s 20x indicators for cloud service providers. The agency authorizes its own system, and its system uses FedRAMP-authorized cloud services (Entra ID, Azure) under the customer responsibilities its system security plan records; it lines its own evidence up with what its providers report against KSIs, and it doesn’t report KSIs itself (Book 00, Appendix B). Every alignment below is the program’s reading (Design guidance); the assessor and the authorizing official decide each control.
	KSI
	Name, as FedRAMP gives it
	Steps that align to it

	KSI-IAM-SNU
	Securing Non-User Authentication
	Preflight, 1.1, 1.2, 1.3, 1.4, smoke test

	KSI-IAM-JIT
	Authorizing Just-in-Time
	Before you start, preflight

	KSI-IAM-AAM
	Automating Account Management
	1.3, 2.2

	KSI-IAM-ELP
	Ensuring Least Privilege
	Preflight, 1.5, smoke test, 2.3

	KSI-PIY-GIV
	Generating Inventories
	Prepare, 1.1, smoke test

	KSI-CMT-LMC
	Logging Changes
	Before you start, 1.2, 2.3, 2.5

	KSI-CMT-VTD
	Validating Throughout Deployment
	Preflight, 1.3, 1.5, promotion

	KSI-CMT-RMV
	Redeploying vs Modifying
	1.8, 2.6

	KSI-MLA-EVC
	Evaluating Configurations
	Preflight, smoke test, 2.5

	KSI-MLA-LET
	Logging Event Types
	Preflight, smoke test

	KSI-MLA-OSM
	Operating SIEM Capability
	1.7 (the evidence folder’s integrity)

	KSI-RPL-ABO
	Aligning Backups with Objectives
	1.8, 2.6 (CP-10, as Book 13 maps it)


The evidence is produced, not only named. The kit’s catalog, config/requirements-ch11.json, holds every mapping. The preflight, the smoke test and the rollback each write an evidence record beside their output, in <outputRoot>/evidence: a JSON file with the time, the environment, tenant and change record, the command as typed, the result, each check with the controls, other requirements and KSIs it supports, and the SHA-256 of every run file it covers. For the steps that run an earlier chapter’s script, deploy/Write-NpiDeployEvidence.ps1 copies that script’s run folders into the evidence folder, re-hashes every file their manifests list, and writes the step’s record. Each record rewrites SHA256SUMS over the folder, and deploy/Test-NpiDeployEvidence.ps1 checks that every requirement row the stage needs has its record, passing, with every hash unchanged: the promotion go/no-go runs it.
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Roles
Every write in this runbook is a person’s delegated sign-in, with a role activated through Privileged Identity Management for the change window. The scheduled and read steps sign in as an app with a certificate. Nothing signs in with a secret. Design guidance, from the kit’s write paths.
	Who
	Role, activated through PIM
	Steps
	Learn

	Identity engineer
	Cloud Application Administrator and Security Administrator
	Prepare, app management policy, federated credentials, smoke test
	The app management policy needs Security Administrator plus Cloud Application Administrator or Application Administrator1

	Conditional Access administrator
	Conditional Access Administrator; Cloud Application Administrator as well for the rollback
	Workload Conditional Access, rollback
	Creating and updating a workload policy3 8

	Server and AD engineer
	Domain Admins in the stage’s forest (test in Stage 1, production in Stage 2), or a delegated right to create gMSAs
	gMSA
	Creating a gMSA9

	Reader app (certificate)
	Graph application permissions Application.Read.All, AuditLog.Read.All, Directory.Read.All, Policy.Read.All, User.Read.All, LicenseAssignment.Read.All, RoleManagement.Read.Directory, RoleEligibilitySchedule.Read.Directory, Policy.Read.ConditionalAccess; Reader on the subscription
	Inventory, preflight, VK-NPI, Chapter 08’s sign-in summary, drift
	Each chapter’s call list

	Identity engineer, for the Azure resource group
	Managed Identity Contributor on the test or production resource group, activated through PIM for Azure resources
	Creating the pilot’s managed identity (Step 1.3), signed in to the Azure CLI as a person: every write is a person’s, and the deployment identity holds no write role
	Chapter 05


Activate a role in the Microsoft Entra admin center: ID Governance > Privileged Identity Management > My roles > Microsoft Entra roles > Activate, with the change record number as the reason.10
Approvals
	Approval
	By
	Before
	Recorded in

	The change record for the stage
	Change advisory board
	Preflight
	The change record

	The settings file for the stage
	Identity governance officer
	Preflight
	Its SHA-256 in the preflight manifest

	The pilot workload and its 30-day parallel run
	The pilot’s application owner, named in the settings file’s pilot.ownerUpn, who is not an operator
	Step 1.3
	Chapter 05’s cutover log

	Each plan’s SHA-256 (Chapters 04 and 05, the rollback) and Chapter 08’s scope file
	A reviewer who is not the operator
	Each -Apply
	The plan’s manifest; the scope file’s review

	Promotion to production
	ISSO and the change advisory board
	Stage 2
	The go/no-go record

	Each production ring’s enforcement (D-NP5)
	CISO
	Step 2.3
	The scope file’s enforcement record


The change record
Open one change record per stage. It names the stage, the window, the operators, the pilot, the synthetic objects, the rollback plan and the evidence folder. Its number goes into the settings file’s changeRecord, and every manifest the deploy/ scripts write repeats it.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3 Configuration Change Control
	One approved change record per stage; the settings file reviewed and its SHA-256 recorded
	KSI-CMT-LMC
	S0-change-record-approvals-and-settings-file.json (written by the preflight), with the change record number and the settings file’s SHA-256

	CM-5 Access Restrictions for Change; AC-6(5) Privileged Accounts
	Each write by a named person with a role activated through PIM for the window
	KSI-IAM-JIT
	PF-06 in PRE-preflight.json; PIM’s activation audit records

	AC-5 Separation of Duties
	Each plan’s SHA-256 approved by someone other than the operator
	KSI-IAM-JIT
	The approval recorded with each plan’s manifest


[bookmark: _Toc00001542]The environment settings file
One JSON file per stage holds every value the commands need: the tenant, the cloud, the identities, the operators, the pilot, the synthetic objects, the policies and the rings. The kit’s template is deploy/settings.template.json; the kit’s fixture copies are tests/fixtures/deploy/settings.test.json and settings.production.json.
The rules, which Read-NpiDeploySettings enforces before any command runs (Design guidance):
· No secrets. A field whose name looks like a secret (secret, password, token, privateKey, pfx, connectionString) or a value that looks like a client secret or a PEM key stops the run. The deployment and reader identities are named by client ID and certificate thumbprint (or federated subject); the private key stays in the operator’s certificate store, and certificatePemPath names a file the Azure CLI reads, never its content.
· No placeholders. A value still shaped like <tenant-id> stops the run. The synthetic objects’ IDs and the pilot policy’s ID stay empty until the Prepare step creates the objects and writes their IDs into the file.
· An owner who approves, separate from the operators. pilot.ownerUpn names the pilot application’s owner, who records the cutover and approves the day-31 disable in Chapter 05’s cutover log. The check refuses a file without one, or one that names an operator.
· The stage it says it is. The file’s environment must match the stage the command is told to run.
· The same commands for both stages. The commands read every value from the file. Moving from test to production changes the file and nothing else.
Placeholders
These are the only values you replace in this chapter’s commands:
	Placeholder
	What it is

	<kit-folder>
	Your clone’s examples/non-person-identity folder

	<stage>
	test in Stage 1, production in Stage 2

	<settings-file>
	That stage’s settings file, such as C:/change/CHG-2026-1102-T/settings.test.json

	<egress-range>
	The pilot’s egress range for the workload location policy, in CIDR form (Chapter 08’s NL-WorkloadEgress)

	<microsoft-owner-tenant-id>
	The tenant ID Microsoft’s first-party apps report as their owner, as Chapter 08 records it

	<oos-object-id>, <oos-name>, <oos-class>, <oos-control>, <oos-reviewed-by>, <oos-reviewed-on>
	One identity that stays out of the Conditional Access scope (each managed identity and multitenant app in the tenant, including the pilot’s managed identity) and the control that covers it, as Chapter 08’s outOfScope entries have them; without a record for each, Chapter 08’s check raises NPI-WCA-06 and the apply refuses to start

	<d-np4-outcome>
	The CISO’s Workload ID Premium decision (D-NP4), in words, with <d-np4-by> and <d-np4-on>

	<d-np5-by>, <d-np5-on>
	Who decided D-NP5 (enforce a ring), and when

	<reviewer-upn>
	The reviewer’s user principal name: a reviewer who is not the operator, as the Approvals table requires

	<sha>
	A plan’s SHA-256, as the reviewer passes it back to you

	<test-evidence>
	The test stage’s smoke-test folder, <outputRoot>/smoke-final from the test settings file

	<gmsa-name>, <netbios-domain>
	On the gMSA test host only, which has no session block: ad.gmsaName from the settings file, and the forest’s NetBIOS domain name


Create and check the file
Copy the template, fill it in, then check it. The check prints every problem at once:
Set-Location <kit-folder>
Copy-Item deploy/settings.template.json <settings-file>
Import-Module ./deploy/NpiDeploy.psm1 -Force
Read-NpiDeploySettings -Path <settings-file> -Stage <stage> | Select-Object environment, cloud, tenantId, changeRecord, _sha256
Expected: one line with the stage, gcc, the tenant ID, the change record and the file’s SHA-256. On the template itself, the check lists every placeholder, starting with environment: placeholder <test-or-production> not replaced.
Start every session the same way
Open PowerShell 7 and run this block at the start of every sitting. Every later block uses $s, $cloud, $graph and $out:
Set-Location <kit-folder>
Import-Module ./deploy/NpiDeploy.psm1 -Force
$stage = '<stage>'
$s = Read-NpiDeploySettings -Path <settings-file> -Stage $stage
$cloud = Get-NpiCloud -Cloud $s.cloud
$graph = $cloud.Graph
$out = $s.outputRoot
New-Item -ItemType Directory -Force $out, "$out/evidence" | Out-Null
The five sign-ins the steps use. Each step names the one it needs.
Sign in as the reader app (reads only):
Disconnect-MgGraph -ErrorAction SilentlyContinue | Out-Null
Connect-MgGraph -Environment $cloud.GraphEnvironment -TenantId $s.tenantId -ClientId $s.readerIdentity.clientId -CertificateThumbprint $s.readerIdentity.certificateThumbprint -NoWelcome
Connect-AzAccount -ServicePrincipal -Environment $cloud.AzureEnvironment -Tenant $s.tenantId -ApplicationId $s.readerIdentity.clientId -CertificateThumbprint $s.readerIdentity.certificateThumbprint -Subscription $s.azure.subscriptionId | Out-Null
Sign in as the identity engineer (delegated, after activating Cloud Application Administrator and Security Administrator):
Disconnect-MgGraph -ErrorAction SilentlyContinue | Out-Null
Connect-MgGraph -Environment $cloud.GraphEnvironment -TenantId $s.tenantId -Scopes Application.Read.All, Application.ReadWrite.All, AuditLog.Read.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration -NoWelcome
Sign in as the Conditional Access administrator (delegated, after activating Conditional Access Administrator):
Disconnect-MgGraph -ErrorAction SilentlyContinue | Out-Null
Connect-MgGraph -Environment $cloud.GraphEnvironment -TenantId $s.tenantId -Scopes Application.Read.All, Policy.Read.All, Policy.ReadWrite.ConditionalAccess -NoWelcome
Sign in for the rollback (delegated, one person with Conditional Access Administrator and Cloud Application Administrator activated; list both under that operator’s roles in the settings file so PF-06 checks them):
Disconnect-MgGraph -ErrorAction SilentlyContinue | Out-Null
Connect-MgGraph -Environment $cloud.GraphEnvironment -TenantId $s.tenantId -Scopes Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.ApplicationConfiguration, Policy.ReadWrite.ConditionalAccess -NoWelcome
Sign in to the Azure CLI as the identity engineer (a person, with Managed Identity Contributor activated on the resource group):
az cloud set --name $s.azure.environment
az login --tenant $s.tenantId
az account set --subscription $s.azure.subscriptionId
Connect-MgGraph takes a client ID, tenant ID and certificate thumbprint for app-only access,11 which the read-only steps use. The Azure CLI sign-in is a person’s: the one Azure write in this runbook, creating the pilot’s managed identity, is made by the identity engineer, never by the deployment identity, so Chapter 05’s rule that every write is a person’s holds. Where the read-only steps run from a pipeline with a federated credential, the pipeline’s own sign-in step replaces the app-only sign-in (the Azure Login action, for GitHub Actions).12
[bookmark: _Toc00001543]The code this chapter adds
The runbook’s own code is in examples/non-person-identity/deploy, in PowerShell like the rest of the kit, with its calls declared in config/calls-ch11.json and its tests in deploy/tests/NpiDeploy.Tests.ps1 (Pester 5), which tests/test_deploy.py runs in the kit’s pytest suite. The file sits outside tests/ so that the Invoke-Pester -Path tests count every chapter’s Lab 1 prints doesn’t change. Every script has a fixture mode, -FixturePath, that serves Graph and Active Directory from a file and sends nothing anywhere. The preflight, smoke test and rollback write their evidence records to -EvidencePath, by default an evidence folder beside their output folder.
	Script
	What it does
	Reads
	Writes

	Test-NpiDeployPreflight.ps1
	PF-01 to PF-11 below; writes results.json, snapshot.json (what the rollback restores) and a manifest; exits 1 on any Fail
	Graph (8 read permissions), AD (default read)
	Nothing

	Invoke-NpiDeploySmokeTest.ps1
	ST-01 to ST-07 below, against the synthetic service principal and service account; exits 1 on any Fail
	The register run, Graph, AD, Test-ADServiceAccount on the gMSA host
	One probe expected to be refused: a new secret on the synthetic app. If it isn’t refused, the secret is removed at once by its key ID, its value is never kept, and ST-03 fails

	Invoke-NpiDeployRollback.ps1
	-Mode Plan writes rollback-plan.json and prints its SHA-256; -Mode Apply checks the approved SHA-256, the tenant and a seven-day age, then dry-runs, or sends with -Apply
	The policies’ current state
	PATCH on workload policies and app management policies, accountEnabled on the synthetic service principal, Enable-ADAccount and Disable-ADAccount. Never a delete

	Write-NpiDeployEvidence.ps1
	Records a step that ran an earlier chapter’s script: copies its run folders under evidence/runs/<step>/, re-hashes every file their manifests list (and refuses another tenant’s run), and writes the step’s record
	The run folders
	Only the evidence folder

	Test-NpiDeployEvidence.ps1
	The go/no-go’s evidence check: every requirement row of the stage present and passing, and SHA256SUMS matching every file; exits 1 on a gap
	The evidence folder
	Nothing


deploy/tests/NpiDeploy.Tests.ps1 has 55 tests: each task’s declaration equals the union of its calls and none is a DELETE; the settings rules; each preflight check failing on a bad tenant (a deployment identity with a secret, no Workload ID Premium, a reader with a ReadWrite permission, an operator with no role, no baseline, a missing gMSA host, production with no test evidence or with evidence from its own tenant); the smoke test’s probe sent only to the synthetic app, the removal when a secret gets through, the secret’s value absent from every output, a case-only subject difference failing, the wrong Conditional Access state failing; the rollback refusing an unapproved hash, another tenant and an old plan, dry-running with no write, and applying with PATCH and the two AD cmdlets only; the live invoker refusing an app-only sign-in for a write task; and the evidence records: every check and step mapped, only KSI IDs the repository already cites, each record’s time, environment, command, result, controls and KSIs, a changed run file or another tenant’s run failing the record, and the go/no-go check failing on a missing row, a dry-run rollback, a changed evidence file or the wrong environment.
[bookmark: _Toc00001544]Illustrative code
The scripts have been run against fictional tenants served by a fake, never against a live tenant or forest. The fixture’s error for the refused probe is invented: Learn doesn’t give the exact error code an app management policy returns (research gaps, row 101). Review the code and run it in the test stage before it touches production.
Dry run on the kit’s fixtures
Run the three scripts against the fictional test tenant, then the production preflight against the fictional production tenant with the test smoke test as its evidence. Nothing leaves the machine:
Set-Location <kit-folder>
./deploy/Test-NpiDeployPreflight.ps1 -SettingsPath tests/fixtures/deploy/settings.test.json -Stage test -BaselinePath tests/fixtures/deploy/vk-baseline.json -FixturePath tests/fixtures/deploy/tenant-test.json -OutputPath out/dryrun/test-preflight
./deploy/Invoke-NpiDeploySmokeTest.ps1 -SettingsPath tests/fixtures/deploy/settings.test.json -Stage test -RegisterRun tests/fixtures/deploy/register-run -ExpectCaState ReportOnly -FixturePath tests/fixtures/deploy/tenant-test.json -OutputPath out/dryrun/test-smoke
./deploy/Invoke-NpiDeployRollback.ps1 -Mode Plan -SettingsPath tests/fixtures/deploy/settings.test.json -Stage test -SnapshotPath out/dryrun/test-preflight/snapshot.json -To Disabled -IncludeSmokeCleanup -FixturePath tests/fixtures/deploy/tenant-test.json -OutputPath out/dryrun/test-rollback
$sha = (Get-FileHash out/dryrun/test-rollback/rollback-plan.json -Algorithm SHA256).Hash.ToLower()
./deploy/Invoke-NpiDeployRollback.ps1 -Mode Apply -SettingsPath tests/fixtures/deploy/settings.test.json -Stage test -PlanPath out/dryrun/test-rollback/rollback-plan.json -ApprovedSha256 $sha -FixturePath tests/fixtures/deploy/tenant-test.json -OutputPath out/dryrun/test-rollback-dry
./deploy/Test-NpiDeployPreflight.ps1 -SettingsPath tests/fixtures/deploy/settings.production.json -Stage production -BaselinePath tests/fixtures/deploy/vk-baseline.json -PromotionEvidencePath out/dryrun/test-smoke -FixturePath tests/fixtures/deploy/tenant-production.json -OutputPath out/dryrun/prod-preflight -EvidencePath out/dryrun/evidence-production
./deploy/Test-NpiDeployEvidence.ps1 -SettingsPath tests/fixtures/deploy/settings.test.json -Stage test -EvidencePath out/dryrun/evidence
Dry run, November 2, 2026 (Windows 11, PowerShell 7.6, the kit’s fixtures):
Preflight (Fixture, test, CHG-2026-1102-T): 12 Pass, 1 Warn
  PF-01 Pass   All       Settings file: no secret, no placeholder, this stage: test, gcc, sha256 a1aec69cd4fb
  PF-02 Pass   G3        Deployment identity uses a certificate or federated credential, no secret: 0 secret(s), 1 certificate(s)
  PF-03 Pass   G4        Workload ID Premium, to create or change workload Conditional Access: Workload_Identities_P2, 5 enabled unit(s)
  PF-04 Pass   G6        Entra ID P1 or P2, for the service principal sign-in logs: SPE_E5
  PF-05 Pass   G4        Reader identity holds Graph read permissions only: Application.Read.All, AuditLog.Read.All, Directory.Read.All, Policy.Read.All, User.Read.All
  PF-06 Pass   G4        Operator Identity engineer: roles for app management policy, federated credentials, smoke test: Cloud Application Administrator eligible; Security Administrator eligible
  PF-06 Warn   G4        Operator Conditional Access administrator: roles for workload Conditional Access, rollback: Conditional Access Administrator active
  PF-07 Pass   G1        The pilot app registration exists, single-tenant: Payroll Export, AzureADMyOrg, 1 secret(s)
  PF-07 Pass   G1        The synthetic app registration exists, single-tenant: npi-smoke-test, AzureADMyOrg, 0 secret(s)
  PF-08 Pass   G4        Workload policy CA015-ServiceAccounts-LocationRestriction-Ring1: enabledForReportingButNotEnforced
  PF-08 Pass   G4        Workload policy CA037-WorkloadIdentities-HighRisk-Block-Ring1: enabledForReportingButNotEnforced
  PF-09 Pass   G1-G6     VK-NPI baseline recorded before the change: 01 Fail 4; 02 Fail 2; 03 Fail 1; 04 Fail 3; 05 Warn 3; 06 Fail 2; 07 Warn 1; 08 Fail 1
  PF-10 Pass   G5        gMSA test host and retriever group exist: app-test-01.corp-test.contoso.example; gg-gmsa-hrsync-hosts
Evidence: PRE-preflight.json (Warn)
Evidence: S0-change-record-approvals-and-settings-file.json (Pass)
Result: GO for this stage. File results.json, snapshot.json and manifest.json with the change record.
Smoke test (Fixture, test, Conditional Access expected ReportOnly): 8 Pass
  ST-01 Pass   G1        Synthetic app is in the register with two owners and no secret: OwnerCount 2, Secrets 0, CredentialKind Federated
  ST-02 Pass   G1        Synthetic service account is detected and rated HIGH: Risk HIGH: password never expires
  ST-03 Pass   G3        App management policy refuses a new secret on the synthetic app: refused: Graph returned 400 (BadRequest): (fixture) Refused by the app management policy (real code unverified).
  ST-04 Pass   G5        Synthetic app's federated credential matches the settings exactly: 1 credential(s), 1 exact match(es)
  ST-05 Pass   G4        Workload policy CA015-ServiceAccounts-LocationRestriction-Ring1 assigns the synthetic service principal directly: state enabledForReportingButNotEnforced; assigned directly: True
  ST-05 Pass   G4        Workload policy CA037-WorkloadIdentities-HighRisk-Block-Ring1 assigns the synthetic service principal directly: state enabledForReportingButNotEnforced; assigned directly: True
  ST-06 Pass   G4        Synthetic sign-ins show the workload policies' result (Graph beta): 2 sign-in(s) since 2026-11-01T12:00:00Z; results: reportOnlyFailure, reportOnlyNotApplied
  ST-07 Pass   G5        gMSA test host can retrieve the gMSA's password: Test-ADServiceAccount True; svc-npi-smoke enabled True
Evidence: SMOKE-smoke-test.json (Pass)
Result: PASS. File results.json and manifest.json with the change record.
Rollback plan (test, to Disabled): 7 action(s)
  RB-01 G4      ConditionalAccessState CA015-ServiceAccounts-LocationRestriction-Ring1
  RB-02 G4      ConditionalAccessState CA037-WorkloadIdentities-HighRisk-Block-Ring1
  RB-03 G3      TenantAppPolicyRestore defaultAppManagementPolicy
  RB-04 G3      AppPolicyOff           npi-pilot-block-secrets
  RB-05 G5      AdEnable               svc-payexport
  RB-06 Cleanup SpDisable              synthetic service principal
  RB-07 Cleanup AdDisable              svc-npi-smoke
Plan SHA-256 for the reviewer: 0cb6515f2ee068986f8e097a1f415798757a4dc477d2d91884c987895f873d3d
Rollback DryRun (Fixture, test): 7 WouldApply
  RB-01 WouldApply  ConditionalAccessState CA015-ServiceAccounts-LocationRestriction-Ring1 enabledForReportingButNotEnforced -> disabled
  RB-02 WouldApply  ConditionalAccessState CA037-WorkloadIdentities-HighRisk-Block-Ring1 enabledForReportingButNotEnforced -> disabled
  RB-03 WouldApply  TenantAppPolicyRestore defaultAppManagementPolicy
  RB-04 WouldApply  AppPolicyOff npi-pilot-block-secrets
  RB-05 WouldApply  AdEnable svc-payexport
  RB-06 WouldApply  SpDisable synthetic service principal
  RB-07 WouldApply  AdDisable svc-npi-smoke
Evidence: ROLLBACK-rollback.json (DryRun)
Preflight (Fixture, production, CHG-2026-1116-P): 14 Pass
  PF-01 Pass   All       Settings file: no secret, no placeholder, this stage: production, gcc, sha256 32c7f79976b7
  PF-02 Pass   G3        Deployment identity uses a certificate or federated credential, no secret: 0 secret(s), 1 certificate(s)
  PF-03 Pass   G4        Workload ID Premium, to create or change workload Conditional Access: Workload_Identities_P2, 5 enabled unit(s)
  PF-04 Pass   G6        Entra ID P1 or P2, for the service principal sign-in logs: SPE_E5
  PF-05 Pass   G4        Reader identity holds Graph read permissions only: Application.Read.All, AuditLog.Read.All, Directory.Read.All, Policy.Read.All, User.Read.All
  PF-06 Pass   G4        Operator Identity engineer: roles for app management policy, federated credentials, smoke test: Cloud Application Administrator eligible; Security Administrator eligible
  PF-06 Pass   G4        Operator Conditional Access administrator: roles for workload Conditional Access, rollback: Conditional Access Administrator eligible
  PF-07 Pass   G1        The pilot app registration exists, single-tenant: Payroll Export, AzureADMyOrg, 1 secret(s)
  PF-07 Pass   G1        The synthetic app registration exists, single-tenant: npi-smoke-production, AzureADMyOrg, 0 secret(s)
  PF-08 Pass   G4        Workload policy CA015-ServiceAccounts-LocationRestriction-Ring1: enabledForReportingButNotEnforced
  PF-08 Pass   G4        Workload policy CA037-WorkloadIdentities-HighRisk-Block-Ring1: enabledForReportingButNotEnforced
  PF-09 Pass   G1-G6     VK-NPI baseline recorded before the change: 01 Fail 4; 02 Fail 2; 03 Fail 1; 04 Fail 3; 05 Warn 3; 06 Fail 2; 07 Warn 1; 08 Fail 1
  PF-10 Pass   G5        gMSA test host and retriever group exist: app-prd-01.corp.contoso.example; gg-gmsa-hrsync-hosts
  PF-11 Pass   Promotion Test stage smoke test passed, in another tenant: test, tenant c0ffee00-0000-4000-8000-0000000000e1, 8/8 Pass
Evidence: PRE-preflight.json (Pass)
Evidence: S0-change-record-approvals-and-settings-file.json (Pass)
Result: GO for this stage. File results.json, snapshot.json and manifest.json with the change record.
Evidence for the test stage (CHG-2026-1102-T): 4 of 9 requirement rows present and passing
  PRE       Present          Warn   KSI-CMT-LMC, KSI-CMT-VTD, KSI-IAM-ELP, KSI-IAM-JIT, KSI-IAM-SNU, KSI-MLA-EVC, KSI-MLA-LET, KSI-PIY-GIV
  S0        Present          Pass   KSI-CMT-LMC, KSI-IAM-JIT
  S1.1      Missing                 
  S1.2      Missing                 
  S1.3      Missing                 
  S1.5      Missing                 
  SMOKE     Present          Pass   KSI-IAM-ELP, KSI-IAM-SNU, KSI-MLA-EVC, KSI-MLA-LET, KSI-PIY-GIV
  ROLLBACK  Failing          DryRun KSI-CMT-RMV, KSI-RPL-ABO
  EVIDENCE  Present          Pass   KSI-MLA-OSM
  Gap: S1.1: no S1.1 record: Chapter 01's and Chapter 02's run folders
  Gap: S1.2: no S1.2 record: Chapter 04's policy plan (test) or apply (production) run folder
  Gap: S1.3: no S1.3 record: Chapter 05's plan and apply run folders
  Gap: S1.5: no S1.5 record: Chapter 08's plan and apply run folders
  Gap: ROLLBACK: ROLLBACK-rollback.json
Result: NO-GO on evidence.
The evidence check’s NO-GO is right for a dry run: Steps 1.1 to 1.5 record their own evidence when they run against a tenant, and a dry-run rollback records DryRun, which the go/no-go doesn’t accept. Each record is a JSON file; the smoke test’s begins like this (the dry run’s, with its real time):
{
  "schema": "fmp-npi-deploy-evidence/1",
  "step": "SMOKE",
  "title": "Smoke test",
  "recordedAt": "2026-11-02T12:28:29.7390594Z",
  "environment": "test",
  "cloud": "gcc",
  "tenantId": "c0ffee00-0000-4000-8000-0000000000e1",
  "changeRecord": "CHG-2026-1102-T",
  "settingsSha256": "a1aec69cd4fb8efc2050e564790db1c8857d43fb7d92f6abc29827de407af02e",
  "mode": "Fixture",
  "command": "./deploy/Invoke-NpiDeploySmokeTest.ps1 -SettingsPath tests/fixtures/deploy/settings.test.json -Stage test -RegisterRun tests/fixtures/deploy/register-run -ExpectCaState ReportOnly -FixturePath tests/fixtures/deploy/tenant-test.json -OutputPath out/dryrun/test-smoke",
  "result": "Pass",
  "note": "",
  ...
  "controls": ["AC-2", "AC-3", "AC-6", "AU-12", "AU-2", "CA-7", "CM-8", "IA-4", "IA-5", "IA-9"],
  "other": ["OMB M-22-09 §III.A", "SCuBA MS.AAD.5.5v1 (SHOULD)"],
  "ksis": ["KSI-IAM-ELP", "KSI-IAM-SNU", "KSI-MLA-EVC", "KSI-MLA-LET", "KSI-PIY-GIV"],
  "checks": [ { "id": "ST-01", "status": "Pass", ... } ]
}
and SHA256SUMS lists every file in the folder, starting with 0c71b3b06453a3776c1934e0f62cf5e7ae51dad18823cfa32a4269c96497976d  PRE-preflight.json.
The test preflight’s one Warn is deliberate: the fixture’s Conditional Access administrator holds a standing assignment instead of a PIM-eligible one, which the preflight reports but doesn’t block (Design guidance). An approved hash other than the plan’s stops the rollback before it sends anything:
The plan's SHA-256 is 0cb6515f2ee068986f8e097a1f415798757a4dc477d2d91884c987895f873d3d, not the approved 0000000000000000000000000000000000000000000000000000000000000000. Nothing was sent.
Delete the dry run’s folder when you’re done:
Remove-Item -Recurse -Force out/dryrun
[bookmark: _Toc00001545]Prepare the stage
Run once per stage, after the change record is approved and before the preflight (in Stage 2, with the production file). These steps create the inputs folders, the gMSA’s retriever group and the objects the smoke test uses, and write the new IDs into the settings file. Nothing here touches a workload.
1. Create the inputs folders the kit’s scripts read, with the header row only where a file doesn’t exist yet. If Chapter 02’s ownership inputs for this tenant already exist, this leaves them as they are:
· New-Item -ItemType Directory -Force $s.inputs.ownership, (Split-Path $s.inputs.pipelineIdentities) | Out-Null
foreach ($f in 'application-owners', 'igo-confirmations', 'owner-claims', 'service-records') { $t = Join-Path $s.inputs.ownership "$f.csv"; if (-not (Test-Path $t)) { Get-Content tests/fixtures/inputs/$f.csv -TotalCount 1 | Set-Content $t } }
if (-not (Test-Path $s.inputs.pipelineIdentities)) { Get-Content tests/fixtures/ch10/inputs/pipeline-identities.csv -TotalCount 1 | Set-Content $s.inputs.pipelineIdentities }
Get-ChildItem $s.inputs.ownership, $s.inputs.pipelineIdentities | Format-Table Name, Length
· Expected: four ownership files and the pipeline identities file. Empty ones are filled by the identity governance office as Chapters 02 and 10 describe; until they are, Chapter 02 reports every identity’s record as missing.
1. Create the gMSA’s retriever group and add the test host (G5), as a member of Domain Admins or with a delegated right to create groups in the stage’s OU:
· New-ADGroup -Name $s.ad.gmsaRetrieverGroup -GroupScope Global -GroupCategory Security -Server $s.ad.server
Add-ADGroupMember -Identity $s.ad.gmsaRetrieverGroup -Members "$($s.ad.gmsaTestHost)$" -Server $s.ad.server
Get-ADGroupMember -Identity $s.ad.gmsaRetrieverGroup -Server $s.ad.server | Select-Object Name, objectClass
· Expected: the test host’s computer account, objectClass computer. Learn suggests a security group of the hosts allowed to retrieve a gMSA’s password.9 Restart the test host before Step 1.4, so its new membership takes effect.
1. Create the synthetic app registration and service principal (G1, G3). Sign in as the identity engineer. The app gets two owners, a federated credential for the smoke repository and no secret:
· $app = Invoke-MgGraphRequest -Method POST -Uri "$graph/v1.0/applications" -Body @{ displayName = "npi-smoke-$stage"; signInAudience = 'AzureADMyOrg' } -OutputType Hashtable
$sp = Invoke-MgGraphRequest -Method POST -Uri "$graph/v1.0/servicePrincipals" -Body @{ appId = $app.appId } -OutputType Hashtable
foreach ($o in $s.operators) { Invoke-MgGraphRequest -Method POST -Uri "$graph/v1.0/applications/$($app.id)/owners/`$ref" -Body @{ '@odata.id' = "$graph/v1.0/directoryObjects/$($o.objectId)" } }
Invoke-MgGraphRequest -Method POST -Uri "$graph/v1.0/applications/$($app.id)/federatedIdentityCredentials" -Body @{ name = "npi-smoke-$stage"; issuer = $s.smoke.federatedIssuer; subject = "repo:$($s.smoke.repository):environment:$stage"; audiences = @('api://AzureADTokenExchange') } | Out-Null
$raw = Get-Content <settings-file> -Raw | ConvertFrom-Json -AsHashtable -Depth 20
$raw.smoke.appObjectId = $app.id; $raw.smoke.appClientId = $app.appId; $raw.smoke.spObjectId = $sp.id; $raw.smoke.federatedSubject = "repo:$($s.smoke.repository):environment:$stage"
$raw | ConvertTo-Json -Depth 20 | Set-Content <settings-file>
· Expected: no output. The settings file now holds the synthetic app’s object ID, client ID and service principal ID. Each owner is one of the two operators, so the app meets Chapter 02’s two-owner rule.
1. Create the synthetic service account (G1), on a domain-joined host as an account allowed to create users in the stage’s service-account OU. Its password never expires on purpose, so Chapter 01’s register must rate it HIGH (ST-02). The password is random and nobody records it: the account never signs in:
· $bytes = [Security.Cryptography.RandomNumberGenerator]::GetBytes(48)
$pw = ConvertTo-SecureString ([Convert]::ToBase64String($bytes)) -AsPlainText -Force
New-ADUser -Name $s.smoke.adAccount -SamAccountName $s.smoke.adAccount -AccountPassword $pw -Enabled $true -PasswordNeverExpires $true -Description "NPI smoke test ($($s.changeRecord)); never signs in" -Server $s.ad.server
Remove-Variable pw, bytes
· Expected: no output; Get-ADUser -Identity $s.smoke.adAccount -Server $s.ad.server shows it enabled. New-ADUser sets -AccountPassword, -Enabled and -PasswordNeverExpires as parameters.13
1. Create the pilot’s app management policy, turned off (G3). Still as the identity engineer. It blocks new secrets and symmetric keys and caps new certificates at 180 days, the restrictions Chapter 04 holds as the program’s policy, and applies to existing apps through its date. It’s assigned in Step 1.2:
· $r = @{ restrictForAppsCreatedAfterDateTime = '2015-01-01T00:00:00Z' }
$body = @{ displayName = $s.appManagementPolicy.pilotPolicyName; description = "NPI pilot ($($s.changeRecord))"; isEnabled = $false; restrictions = @{
    passwordCredentials = @(@{ restrictionType = 'passwordAddition'; state = 'enabled'; maxLifetime = $null } + $r, @{ restrictionType = 'symmetricKeyAddition'; state = 'enabled'; maxLifetime = $null } + $r)
    keyCredentials = @(@{ restrictionType = 'asymmetricKeyLifetime'; state = 'enabled'; maxLifetime = 'P180D' } + $r) } }
$pol = Invoke-MgGraphRequest -Method POST -Uri "$graph/v1.0/policies/appManagementPolicies" -Body $body -OutputType Hashtable
$raw = Get-Content <settings-file> -Raw | ConvertFrom-Json -AsHashtable -Depth 20
$raw.appManagementPolicy.pilotPolicyId = $pol.id
$raw | ConvertTo-Json -Depth 20 | Set-Content <settings-file>
· Expected: no output; the settings file holds the policy’s ID. The request follows Learn’s create sample, and the policy follows Chapter 04’s facts.14
1. Re-read the settings file, which now holds the new IDs (and so a new SHA-256, which the preflight records):
· $s = Read-NpiDeploySettings -Path <settings-file> -Stage $stage
$s.smoke.appObjectId, $s.smoke.spObjectId, $s.appManagementPolicy.pilotPolicyId
· Expected: three GUIDs.
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	The synthetic objects created with their own identifiers, two owners and a record in the change record
	KSI-PIY-GIV
	PF-07 in PRE-preflight.json; ST-01 in SMOKE-smoke-test.json

	IA-5 Authenticator Management
	The synthetic app has a federated credential and no secret; the service account’s random password is never recorded
	KSI-IAM-SNU
	PF-07 (0 secrets); ST-03 and ST-04


[bookmark: _Toc00001546]Pre-flight checks
Run these before each stage, in the session block, after the Prepare step.
1. Record the VK-NPI baseline (G1 to G6). Sign in as the reader app, then run the validation kit’s non-person identity track, read-only, with the optional preview check:
· ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath "$out/vk-baseline" -Track NPI -IncludePreview -SkipConnect -TenantId $s.tenantId
$baseline = (Get-ChildItem "$out/vk-baseline" -Recurse -Filter ValidationResults.json | Sort-Object LastWriteTime | Select-Object -Last 1).FullName
$baseline
· Expected: one line per check, VK-NPI-01 to VK-NPI-09, each Pass, Fail or Warn, and the path of ValidationResults.json. A Fail is a baseline, not a blocker: it is what the stage sets out to change. An Error is a blocker. -SkipAD isn’t used, so VK-NPI-06 reads the forest; run it on a domain-joined host. VK-NPI-09 reads a beta API.
1. Run the preflight (all gates). Still signed in as the reader app, on a domain-joined host with the ActiveDirectory module. In Stage 2, add -PromotionEvidencePath <test-evidence>:
· ./deploy/Test-NpiDeployPreflight.ps1 -SettingsPath <settings-file> -Stage $stage -BaselinePath $baseline -OutputPath "$out/preflight"
· Expected:
	Check
	Gate
	Expected result

	PF-01
	All
	The file is complete for this stage, with its SHA-256

	PF-02
	G3
	The deployment identity’s app holds 0 secrets, and the certificate in the settings is on it (or a matching federated credential)

	PF-03
	G4
	An enabled Workload ID Premium plan (AAD_WRKLDID_P1 or P2). Learn: the license is needed to create or change a policy scoped to service principals; without it, existing policies keep working but can’t be changed3 15

	PF-04
	G6
	An enabled Entra ID P1 or P2 plan, for the service principal sign-in logs (Chapter 05)

	PF-05
	G4
	The reader app holds no ReadWrite application permission

	PF-06
	G4
	Each operator is eligible for their roles; an active assignment is a Warn16

	PF-07
	G1
	The pilot and synthetic app registrations exist and are single-tenant; the synthetic holds no secret

	PF-08
	G4
	Each workload policy in the settings exists and isn’t enforced; none recorded yet is a Warn (they’re created in Step 1.5)

	PF-09
	G1–G6
	The VK-NPI baseline has no Error

	PF-10
	G5
	The gMSA test host and the retriever group exist

	PF-11
	Promotion
	Stage 2 only: the test stage’s smoke test passed, every check, in another tenant


· The last line is Result: GO for this stage or Result: NO-GO with exit code 1. Fix every Fail before the stage starts.
1. Check the KDS root key (G5), on a domain controller in the stage’s forest, with the delegated read of msKds-UseStartTime and msKds-CreateTime that Chapter 06 grants, not as a Domain Admin: Get-KdsRootKey returns the key’s value, and Chapter 06 rejects it. A gMSA needs one, and domain controllers wait up to 10 hours after it’s created before they allow a gMSA:17
· $cfg = (Get-ADRootDSE).configurationNamingContext
Get-ADObject -SearchBase "CN=Master Root Keys,CN=Group Key Distribution Service,CN=Services,$cfg" -Filter * -Properties msKds-UseStartTime, msKds-CreateTime | Select-Object Name, msKds-UseStartTime, msKds-CreateTime
· Expected: at least one key whose msKds-UseStartTime is more than 10 hours ago. If there is none, create one and wait 10 hours before Step 1.4:
· Add-KdsRootKey -EffectiveImmediately
· Learn’s backdated key (-EffectiveTime ((Get-Date).AddHours(-10))) is for a test environment with one domain controller only;17 don’t use it in a forest with more than one.
1. Check the evidence records the preflight wrote, in $out/evidence:
· Get-ChildItem "$out/evidence" -Filter *.json | ForEach-Object { $r = Get-Content $_.FullName -Raw | ConvertFrom-Json; '{0}: {1}; KSIs {2}' -f $_.Name, $r.result, ($r.ksis -join ', ') }
· Expected: PRE-preflight.json (Pass, or Warn with each Warn understood) and S0-change-record-approvals-and-settings-file.json (Pass), each with its KSIs.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3, CM-6
	PF-01: the settings file complete for this stage, with no secret
	KSI-CMT-LMC
	PF-01 in PRE-preflight.json

	IA-5, IA-5(2), IA-9
	PF-02: the deployment identity signs in with a certificate or federated credential
	KSI-IAM-SNU
	PF-02

	AC-3, AC-6
	PF-03: the license that workload Conditional Access needs
	KSI-IAM-ELP
	PF-03

	AU-2, AU-12
	PF-04: the license the service principal sign-in logs need
	KSI-MLA-LET
	PF-04

	AC-6, AC-6(5)
	PF-05: the reader app holds reads only
	KSI-IAM-ELP, KSI-IAM-SNU
	PF-05

	AC-2, AC-5, AC-6(5), CM-5
	PF-06: operators eligible through PIM
	KSI-IAM-JIT
	PF-06

	CM-8, IA-4
	PF-07: the pilot and synthetic objects exist
	KSI-PIY-GIV
	PF-07

	CM-3(2), CM-4(2)
	PF-08: workload policies not enforced before the stage
	KSI-CMT-VTD
	PF-08

	CA-7, CM-2
	PF-09: the VK-NPI baseline before the change
	KSI-MLA-EVC
	PF-09; the validation kit’s ValidationResults.json under runs/PRE

	IA-5, IA-9
	PF-10 and the KDS root key: the forest can issue a gMSA
	KSI-IAM-SNU
	PF-10; the start-time read’s output filed with the change record


[bookmark: _Toc00001547]Stage 1: live test
Run the session block with <stage> set to test and the test settings file. Each step names the guide’s gate it fulfils.
Step 1.1: Inventory and owners (G1)
Fulfils G1 Inventory. As the reader app, on a domain-joined host:
./Invoke-NpiInventory.ps1 -Cloud $s.cloud -TenantId $s.tenantId -Domain $s.ad.domain -OutputPath "$out/inventory"
./Invoke-NpiOwnership.ps1 -Cloud $s.cloud -RegisterRun "$out/inventory" -InputPath $s.inputs.ownership -OutputPath "$out/ownership"
Import-Csv "$out/inventory/register.csv" | Where-Object { $_.ObjectId -in $s.smoke.appObjectId, $s.pilot.appObjectId -or $_.Name -eq $s.smoke.adAccount } | Format-Table Name, Type, OwnerCount, Secrets, CredentialKind, Risk
Import-Csv "$out/inventory/data-platform-handoff.csv" | Format-Table
Expected: the register shows the synthetic app with OwnerCount 2, Secrets 0 and CredentialKind Federated; the pilot with its one secret; and svc-npi-smoke with Risk HIGH. Chapter 02’s findings list every ownerless identity; none is the synthetic. SQL Server’s service and application principals are in data-platform-handoff.csv: the guide’s SQL Server section hands them to the Data Platform plan, and this runbook doesn’t convert them. The orphan plan Chapter 02 writes is not applied in this runbook.
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S1.1 -RunPath "$out/inventory", "$out/ownership" -EvidencePath "$out/evidence" -Command "Invoke-NpiInventory.ps1; Invoke-NpiOwnership.ps1"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2 Account Management; CM-8; IA-4
	Every non-person identity read into one register, with its owners; the orphans found
	KSI-PIY-GIV, KSI-IAM-SNU
	S1.1-inventory-and-owners.json and runs/S1.1/ (Chapter 01’s register and Chapter 02’s findings, re-hashed)

	OMB M-22-09 §III.A (enterprise-managed identities)
	Each workload identity tied to an owner and a record in the enterprise directory
	KSI-PIY-GIV
	Same


Step 1.2: App management policy, scoped to the pilot (G3)
Fulfils part of G3 Credential rules: the restriction on two applications, not the tenant. As the identity engineer:
Invoke-MgGraphRequest -Method PATCH -Uri "$graph/v1.0/policies/appManagementPolicies/$($s.appManagementPolicy.pilotPolicyId)" -Body @{ isEnabled = $true }
foreach ($id in $s.pilot.appObjectId, $s.smoke.appObjectId) { Invoke-MgGraphRequest -Method POST -Uri "$graph/v1.0/applications/$id/appManagementPolicies/`$ref" -Body @{ '@odata.id' = "$graph/v1.0/policies/appManagementPolicies/$($s.appManagementPolicy.pilotPolicyId)" } }
(Invoke-MgGraphRequest -Uri "$graph/v1.0/policies/appManagementPolicies/$($s.appManagementPolicy.pilotPolicyId)/appliesTo?`$select=id,displayName").value | Format-Table id, displayName
The same in the admin center: Entra ID > Enterprise apps > Application policies > Block password addition, status On, Applies to set to Select applications, then Add applications.1 Use one or the other: the admin center builds its own custom policy, and an application holds only one.2
Expected: the last command lists the pilot and the synthetic app. Learn documents no report-only mode for app management policies, so the scope is the safety: two applications, and existing credentials keep working, because a policy blocks only the create or update that breaks it.1 2 An app that already has a custom policy refuses the assignment; Learn says to change that policy instead (research gaps, row 103). The tenant-wide policy waits for Stage 2.
Then plan the tenant-wide policy without applying it, so the change Stage 2 makes is reviewed now. Copy Chapter 04’s reviewed policy into the path the settings name, and plan, as the reader app:
New-Item -ItemType Directory -Force (Split-Path $s.appManagementPolicy.configPath) | Out-Null
Copy-Item config/app-management-policy.json $s.appManagementPolicy.configPath
./Invoke-NpiCredentialPolicy.ps1 -Cloud $s.cloud -RegisterRun "$out/inventory" -ConfigPath $s.appManagementPolicy.configPath -OutputPath "$out/policy-plan"
(Get-FileHash "$out/policy-plan/policy-plan.json" -Algorithm SHA256).Hash.ToLower()
Expected: Chapter 04’s findings and a plan that sets the tenant default policy with the effective date in the copied file; nothing is sent. Hand the hash to the reviewer for Stage 2.
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S1.2 -RunPath "$out/policy-plan" -EvidencePath "$out/evidence" -Command "pilot policy PATCH and appliesTo; Invoke-NpiCredentialPolicy.ps1"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	IA-5 Authenticator Management
	New secrets and symmetric keys refused on the pilot and synthetic apps; certificates capped at 180 days
	KSI-IAM-SNU
	S1.2-app-management-policy.json with Chapter 04’s plan; ST-03 in the smoke test

	CM-3, CM-6
	The tenant-wide policy planned and reviewed now, applied in Stage 2
	KSI-CMT-LMC
	The policy plan and its approved SHA-256 under runs/S1.2

	CISA SCuBA MS.AAD.5.5v1 to 5.7v1 (SHOULD in ScubaGear 2.0.0, not a BOD 25-01 required configuration, as the guide records)
	No app passwords; lifetimes capped
	KSI-IAM-SNU
	The ScubaGear result the guide files with G3


Step 1.3: Federated credential and managed identity on the pilot, beside the old secret (G5)
Fulfils G5 Conversion for one workload. The pilot’s GitHub workflow moves from its secret to a federated credential, and its Azure-hosted job from the legacy AD account to a user-assigned managed identity. The old secret and the legacy account stay enabled for the 30-day parallel run.
1. Create the managed identity with the Azure CLI, signed in as the identity engineer:
· az identity create --name $s.pilot.managedIdentityName --resource-group $s.azure.resourceGroup --location $s.azure.location --query "{id:id, principalId:principalId, clientId:clientId}" --output json
· Expected: the identity’s resource ID, principal ID and client ID.18 The create flags are the CLI’s own; Learn’s pages opened for this chapter show the command group, not these flags (research gaps, row 105).
1. Write the conversion file for Chapter 05, from the settings and the pilot’s current secret. As the reader app:
· $old = (Invoke-MgGraphRequest -Uri "$graph/v1.0/applications/$($s.pilot.appObjectId)?`$select=passwordCredentials").passwordCredentials | Select-Object -First 1
$mi = "/subscriptions/$($s.azure.subscriptionId)/resourceGroups/$($s.azure.resourceGroup)/providers/Microsoft.ManagedIdentity/userAssignedIdentities/$($s.pilot.managedIdentityName)"
$legacy = Get-ADUser -Identity $s.pilot.legacyAdAccounts[0] -Server $s.ad.server
$conv = @{ version = 1; tenantId = $s.tenantId; conversions = @(
    @{ id = 'pilot-01'; wave = 1; risk = 'HIGH'; owner = $s.pilot.ownerUpn
       legacy = @{ kind = 'appSecret'; name = "$($s.pilot.name) secret"; applicationObjectId = $s.pilot.appObjectId; keyId = $old.keyId }
       host = @{ description = 'GitHub Actions workflow'; azureHosted = $false; oidcIssuer = $true }
       target = @{ kind = 'federatedCredential'; on = 'application'; applicationObjectId = $s.pilot.appObjectId; credentials = @(@{
           name = "pilot-$stage"; issuer = $s.pilot.federatedIssuer; subject = $s.pilot.federatedSubject; audiences = @('api://AzureADTokenExchange'); description = "Replaces $($old.keyId)"
           workload = @{ platform = 'github'; repository = $s.pilot.repository; entity = 'environment'; value = $stage; subjectFormat = 'name-based' } }) } },
    @{ id = 'pilot-02'; wave = 1; risk = 'HIGH'; owner = $s.pilot.ownerUpn
       legacy = @{ kind = 'adAccount'; name = $legacy.SamAccountName; objectId = "$($legacy.ObjectGUID)" }
       host = @{ description = 'Azure-hosted export job'; azureHosted = $true; oidcIssuer = $false }
       target = @{ kind = 'managedIdentity'; identityType = 'userAssigned'; createIfMissing = $false; location = $s.azure.location; resourceId = $mi; credentials = @() } }) }
New-Item -ItemType Directory -Force (Split-Path $s.pilot.conversionsPath) | Out-Null
$conv | ConvertTo-Json -Depth 20 | Set-Content $s.pilot.conversionsPath
Get-Content tests/fixtures/ch05/cutover-log.csv -TotalCount 1 | Set-Content $s.pilot.cutoverLogPath
· Expected: no output. The file has the two conversions; the cutover log has only its header.
1. Plan, then apply, through Chapter 05’s write path. Plan as the reader app, hand the hash to the reviewer, then apply as the identity engineer with Azure signed in as the same person:
· ./Invoke-NpiFederation.ps1 -Cloud $s.cloud -TenantId $s.tenantId -Domain $s.ad.domain -ConversionsPath $s.pilot.conversionsPath -CutoverLogPath $s.pilot.cutoverLogPath -OutputPath "$out/federation"
Get-Content "$out/federation/findings.json" -Raw | ConvertFrom-Json | Format-Table Rule, Severity, ObjectKey
(Get-FileHash "$out/federation/plan.json" -Algorithm SHA256).Hash.ToLower()
· Connect-AzAccount -Environment $cloud.AzureEnvironment -Tenant $s.tenantId -Subscription $s.azure.subscriptionId | Out-Null
./Invoke-NpiFederation.ps1 -Cloud $s.cloud -PlanPath "$out/federation/plan.json" -ApprovedSha256 <sha> -Domain $s.ad.domain -OutputPath "$out/federation-dry"
./Invoke-NpiFederation.ps1 -Cloud $s.cloud -PlanPath "$out/federation/plan.json" -ApprovedSha256 <sha> -Domain $s.ad.domain -OutputPath "$out/federation-apply" -Apply
· Expected: the plan creates one federated credential on the pilot app and records the managed identity; the exchange test against the fake passes; the apply sends one write. A wrong subject is accepted at creation and fails only at the exchange, which is why Chapter 05 checks it first (Chapter 05). The first exchange minutes after creation may fail with AADSTS70021 while the credential propagates: wait and retry.
1. Start the parallel run. The pilot’s application owner switches the workflow to the federated credential and the job to the managed identity, then records the cutover:
· Add-Content $s.pilot.cutoverLogPath "pilot-01,$(Get-Date -Format yyyy-MM-dd),$($s.pilot.ownerUpn),,"
Add-Content $s.pilot.cutoverLogPath "pilot-02,$(Get-Date -Format yyyy-MM-dd),$($s.pilot.ownerUpn),,"
· Expected: in the test stage, the run lasts as long as the smoke test needs; the 30-day run and the disable belong to production (Step 2.2). The old secret stays on the app: the pilot’s app management policy doesn’t remove it, and the owner does, in a separate reviewed change made by hand (Chapter 04’s write path accepts only certificates), after the run.
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S1.3 -RunPath "$out/federation", "$out/federation-apply" -EvidencePath "$out/evidence" -Command "az identity create; Invoke-NpiFederation.ps1 plan and -Apply"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	IA-5; IA-9 Service Identification and Authentication (tailored in)
	The pilot authenticates with a federated credential and a managed identity, no stored secret, after an exchange test
	KSI-IAM-SNU
	S1.3-federated-credential-and-managed-identity-parallel-run.json and runs/S1.3/ (Chapter 05’s plan, exchange tests and apply)

	CM-3(2), CM-4(2)
	The token exchange tested before the cutover
	KSI-CMT-VTD
	exchange-tests.json in Chapter 05’s run, re-hashed

	AC-2(3) Disable Accounts
	The legacy account stays enabled through the parallel run and is disabled, never deleted, after it (production, day 31)
	KSI-IAM-AAM
	The cutover log; the day-31 apply run (Step 2.2)


Step 1.4: gMSA on a test host (G5)
Fulfils the AD half of G5. As a member of Domain Admins in the stage’s forest, the test forest in Stage 1 and the production forest in Stage 2 (or with a delegated right to create gMSAs), after the KDS root key’s 10 hours:
New-ADServiceAccount -Name $s.ad.gmsaName -DNSHostName "$($s.ad.gmsaName).$($s.ad.domain)" -PrincipalsAllowedToRetrieveManagedPassword $s.ad.gmsaRetrieverGroup -KerberosEncryptionType AES256 -Server $s.ad.server
Get-ADServiceAccount -Identity $s.ad.gmsaName -Properties PrincipalsAllowedToRetrieveManagedPassword -Server $s.ad.server | Select-Object Name, Enabled, PrincipalsAllowedToRetrieveManagedPassword
Then, on the test host (restarted after the Prepare step added it to the retriever group), in an elevated PowerShell window:
Install-ADServiceAccount -Identity <gmsa-name>
Test-ADServiceAccount -Identity <gmsa-name>
Here <gmsa-name> is ad.gmsaName from the settings file (the host has no session block). Then set the test service to run as the gMSA: Services (services.msc) > the service named in ad.gmsaService > Properties > Log On > This account: <netbios-domain>\<gmsa-name>$, with both password boxes empty > OK, then restart the service. The console steps are not on Learn’s gMSA page, which says only that services using the Service Control Manager support gMSAs (research gaps, row 105).
Expected: Get-ADServiceAccount shows the retriever group; Test-ADServiceAccount prints True; the service starts as the gMSA. A gMSA name must be unique in the forest, not only the domain; the password interval can be set only at creation (30 days by default).9 A gMSA used too soon after the root key can fail to retrieve its password on a domain controller the key hasn’t reached.17 Chapter 06’s plan is the path for converting existing accounts, MSAs and dMSAs in production; this step proves the forest, the host and the service accept a gMSA.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	IA-5, IA-9
	A Kerberos service runs as a gMSA whose password the domain manages
	KSI-IAM-SNU
	ST-07 in SMOKE-smoke-test.json; the Test-ADServiceAccount output on the host


Step 1.5: Conditional Access for workload identities, report-only (G4)
Fulfils the Conditional Access half of G4 Least privilege. Learn: the policy applies only to single-tenant service principals registered in the tenant, assigned directly (a group containing a service principal isn’t enforced for it), with Block as the only grant control, and can be saved report-only.3
1. Write the scope file from Chapter 08’s fixture, with the pilot and the synthetic in Ring 1:
· $sc = Get-Content tests/fixtures/ch08/scope.json -Raw | ConvertFrom-Json -AsHashtable
$sc.tenantId = $s.tenantId; $sc.cloud = $s.cloud
$sc.inScope = @(
    @{ objectId = $s.pilot.spObjectId; appId = $s.pilot.appClientId; name = $s.pilot.name; tier = 'Tier1'; servicePrincipalType = 'Application'; signInAudience = 'AzureADMyOrg'; ring = 'Ring1'; record = $s.changeRecord },
    @{ objectId = $s.smoke.spObjectId; appId = $s.smoke.appClientId; name = "npi-smoke-$stage"; tier = 'Tier1'; servicePrincipalType = 'Application'; signInAudience = 'AzureADMyOrg'; ring = 'Ring1'; record = $s.changeRecord })
$sc.outOfScope = @()
# One record for each managed identity and multitenant app in the tenant, including the pilot's managed identity from Step 1.3; repeat the line for each
$sc.outOfScope += @{ objectId = '<oos-object-id>'; name = '<oos-name>'; class = '<oos-class>'; control = '<oos-control>'; reviewedBy = '<oos-reviewed-by>'; reviewedOn = '<oos-reviewed-on>' }
$sc.egress.ranges = @('<egress-range>')
$sc.licensing = @{ decision = 'D-NP4'; outcome = '<d-np4-outcome>'; decidedBy = '<d-np4-by>'; decidedOn = '<d-np4-on>' }
$sc.microsoftOwnerTenantIds = @('<microsoft-owner-tenant-id>')
New-Item -ItemType Directory -Force (Split-Path $s.conditionalAccess.scopePath) | Out-Null
$sc | ConvertTo-Json -Depth 10 | Set-Content $s.conditionalAccess.scopePath
1. Check, plan and apply, as the Conditional Access administrator. Chapter 08’s script creates every policy report-only, whatever its ring’s state:
· ./Invoke-NpiWorkloadCa.ps1 -Mode Check -ScopePath $s.conditionalAccess.scopePath
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -OutputPath "$out/wca-plan"
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -OutputPath "$out/wca-apply" -Apply
1. Record the new policies’ IDs in the settings file, then re-read it:
· $pols = (Invoke-MgGraphRequest -Uri "$graph/v1.0/identity/conditionalAccess/policies?`$select=id,displayName,state").value | Where-Object { $_.displayName -match '^CA0(15|37)-' }
$raw = Get-Content <settings-file> -Raw | ConvertFrom-Json -AsHashtable -Depth 20
$raw.conditionalAccess.policies = @($pols | ForEach-Object { @{ id = $_.id; name = $_.displayName; ring = $(if ($_.displayName -match '(Ring\d+)') { $Matches[1] } else { $null }) } })
$raw | ConvertTo-Json -Depth 20 | Set-Content <settings-file>
$s = Read-NpiDeploySettings -Path <settings-file> -Stage $stage
$pols | Format-Table displayName, state
· The same check in the admin center: Entra ID > Conditional Access > Policies, each CA015- and CA037- policy showing Report-only.3
Expected: Pre-merge check with no Finding; a plan that creates the egress named location and the Ring 1 policies; the apply sends them; every listed policy is enabledForReportingButNotEnforced. The policy is assigned by the service principal’s object ID from Enterprise apps, not the app registration’s.3 AI agent identities stay out of this step: their policies are Chapter 09’s, preview and report-only, as the guide’s AI agents section says.
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S1.5 -RunPath "$out/wca-plan", "$out/wca-apply" -EvidencePath "$out/evidence" -Command "Invoke-NpiWorkloadCa.ps1 -Mode Check, Plan, Plan -Apply"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-3 Access Enforcement; AC-6 Least Privilege
	Tier 1 single-tenant service principals assigned directly to workload policies
	KSI-IAM-ELP
	S1.5-workload-conditional-access-report-only.json and runs/S1.5/ (Chapter 08’s plan and apply)

	CM-3(2), CM-4(2)
	Every policy created report-only; enforcement waits for a reviewed sign-in summary
	KSI-CMT-VTD
	Same; PF-08 and ST-05


Step 1.6: Smoke test
Prove the deployment end to end with objects nobody depends on. Write each expected result down before you run it; the smoke test compares.
1. Make the synthetic sign in, twice: once from inside the egress range (a runner on the pilot’s network) and once from outside it (a GitHub-hosted runner). Create this workflow as .github/workflows/npi-smoke.yml in the smoke repository named in smoke.repository, with an environment named test (and later production) whose variables AZURE_CLIENT_ID and AZURE_TENANT_ID hold the synthetic app’s client ID and the tenant ID:
· name: npi-smoke
on:
  workflow_dispatch:
    inputs:
      stage: { required: true, type: choice, options: [test, production] }
      runner: { required: true, type: string, default: ubuntu-latest }
permissions:
  id-token: write
  contents: read
jobs:
  sign-in:
    runs-on: ${{ inputs.runner }}
    environment: ${{ inputs.stage }}
    steps:
      - uses: azure/login@v2
        with:
          client-id: ${{ vars.AZURE_CLIENT_ID }}
          tenant-id: ${{ vars.AZURE_TENANT_ID }}
          allow-no-subscriptions: true
· Then start both runs from the session (the inside run uses the self-hosted runner’s label, npi-egress, in this fictional estate):
· gh workflow run npi-smoke.yml --repo $s.smoke.repository -f stage=$stage -f runner=ubuntu-latest
gh workflow run npi-smoke.yml --repo $s.smoke.repository -f stage=$stage -f runner=npi-egress
gh run list --repo $s.smoke.repository --workflow npi-smoke.yml --limit 2
· Expected: both runs succeed: the policies are report-only, so nothing is blocked. The Azure Login action’s audience defaults to api://AzureADTokenExchange in the public clouds.12 allow-no-subscriptions is the action’s own input, for an identity with no Azure role; Learn’s page doesn’t show it (research gaps, row 105).
1. Read the register again, as the reader app, so the smoke test sees today’s state:
· ./Invoke-NpiInventory.ps1 -Cloud $s.cloud -TenantId $s.tenantId -Domain $s.ad.domain -OutputPath "$out/inventory-smoke"
1. Run the smoke test on the gMSA test host (it runs Test-ADServiceAccount locally), signed in as the identity engineer, at least 15 minutes after the sign-ins so they reach the log (research gaps, row 104):
· ./deploy/Invoke-NpiDeploySmokeTest.ps1 -SettingsPath <settings-file> -Stage $stage -RegisterRun "$out/inventory-smoke" -ExpectCaState ReportOnly -OutputPath "$out/smoke-final"
Expected (not yet observed live):
	Check
	Gate
	Expected result
	Why

	ST-01
	G1
	The synthetic app in the register with OwnerCount 2, Secrets 0, CredentialKind Federated
	The inventory and the ownership rule see a new app

	ST-02
	G1
	svc-npi-smoke rated HIGH, “password never expires”
	The inventory flags what the guide’s first wave converts

	ST-03
	G3
	The new secret refused
	The pilot policy blocks password addition on the synthetic app.2 If it is accepted, the script removes it by key ID at once and the check fails.19 A 401 or 403 also fails: that is a permission problem, not the policy

	ST-04
	G5
	One federated credential matching issuer, subject and the single audience exactly
	Chapter 05’s exact, case-sensitive match

	ST-05
	G4
	Each workload policy enabledForReportingButNotEnforced, the synthetic’s object ID in includeServicePrincipals
	Direct assignment, report-only3

	ST-06
	G4
	The synthetic’s sign-ins show reportOnlyFailure for CA015 from the outside run and reportOnlyNotApplied from the inside run
	Report-only results, returned only with the Prefer: include-unknown-enum-members header (Graph beta)20

	ST-07
	G5
	Test-ADServiceAccount True; the synthetic account enabled
	The host can retrieve the gMSA’s password9


The last line is Result: PASS, or Result: FAIL. Stop here and run the rollback. with exit code 1.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2, CM-8, IA-4; OMB M-22-09 §III.A
	ST-01, ST-02: a new app and a risky account appear in the register
	KSI-PIY-GIV, KSI-IAM-SNU
	SMOKE-smoke-test.json, written by the smoke test

	IA-5; SCuBA MS.AAD.5.5v1 (SHOULD)
	ST-03: a new secret refused
	KSI-IAM-SNU
	Same, ST-03

	IA-5, IA-9
	ST-04, ST-07: the federated credential and the gMSA
	KSI-IAM-SNU
	Same, ST-04 and ST-07

	AC-3, AC-6, IA-9
	ST-05: direct assignment, the expected state
	KSI-IAM-ELP
	Same, ST-05

	AU-2, AU-12, CA-7
	ST-06: the sign-ins logged with the policies’ result
	KSI-MLA-LET, KSI-MLA-EVC
	Same, ST-06


Step 1.7: Capture the evidence
The scripts wrote their records as they ran, and each step’s Write-NpiDeployEvidence.ps1 call wrote the rest. Copy the files the operator wrote by hand into the folder, rebuild SHA256SUMS, then check the stage’s coverage:
New-Item -ItemType Directory -Force "$out/evidence/inputs" | Out-Null
Copy-Item <settings-file>, $s.conditionalAccess.scopePath, $s.pilot.conversionsPath, $s.pilot.cutoverLogPath "$out/evidence/inputs/"
Update-NpiDeployEvidenceSums -EvidencePath "$out/evidence"
./deploy/Test-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -EvidencePath "$out/evidence"
Expected: before the rollback, every row Present except ROLLBACK, which is Missing until Step 1.8, so the script ends Result: NO-GO on evidence. The ISSO checks the folder independently with sha256sum -c SHA256SUMS from a POSIX shell inside it.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AU-9 Protection of Audit Information
	Every evidence file hashed in SHA256SUMS; any change or unlisted file found
	KSI-MLA-OSM
	SHA256SUMS; the EVIDENCE row of Test-NpiDeployEvidence.ps1


Step 1.8: Roll back the test stage
Rehearse the rollback now, in the test stage, so the production rollback is a command you have run. The guide’s rollback table is the model: workload policies off, the policy exception or restore, the legacy account re-enabled and the application’s configuration reverted.
1. Plan the rollback from the preflight’s snapshot (it sends nothing):
· ./deploy/Invoke-NpiDeployRollback.ps1 -Mode Plan -SettingsPath <settings-file> -Stage $stage -SnapshotPath "$out/preflight/snapshot.json" -To Disabled -OutputPath "$out/rollback"
· Expected: five actions: both workload policies to disabled, the tenant default app management policy restored as the preflight found it, the pilot policy turned off and the legacy account re-enabled; and the plan’s SHA-256 for the reviewer. The synthetic objects stay, for the re-deployment.
1. Dry-run, then apply, signed in for the rollback, on a domain-joined host, with the hash the reviewer passes back:
· ./deploy/Invoke-NpiDeployRollback.ps1 -Mode Apply -SettingsPath <settings-file> -Stage $stage -PlanPath "$out/rollback/rollback-plan.json" -ApprovedSha256 <sha> -OutputPath "$out/rollback-dry"
./deploy/Invoke-NpiDeployRollback.ps1 -Mode Apply -SettingsPath <settings-file> -Stage $stage -PlanPath "$out/rollback/rollback-plan.json" -ApprovedSha256 <sha> -OutputPath "$out/rollback-apply" -Apply
· Expected: the dry run prints 5 WouldApply; the apply prints 5 Applied, or AlreadyDone for a policy already off. Learn’s roll back for workload policies is to delete or disable them;3 the kit only disables. An app management policy turned off stops refusing new secrets at once, and tokens already issued under a workload policy stay valid until they expire (the guide’s dangers).
1. Back out the host and the workload. On the gMSA test host, set the service back to its previous account (Services > the service > Properties > Log On), then:
· Uninstall-ADServiceAccount -Identity <gmsa-name>
· The pilot’s owner points the workflow back at its secret and the job back at the legacy account, which the rollback re-enabled. Remove the pilot’s federated credential and the managed identity by hand in the test tenant, if the change record says to: the kit never deletes.
1. Check the rollback with a fresh baseline and preflight, as the reader app:
· ../validation-kit/Invoke-ValidationKit.ps1 -OutputPath "$out/vk-after-rollback" -Track NPI -IncludePreview -SkipConnect -TenantId $s.tenantId
./deploy/Test-NpiDeployPreflight.ps1 -SettingsPath <settings-file> -Stage $stage -BaselinePath (Get-ChildItem "$out/vk-after-rollback" -Recurse -Filter ValidationResults.json | Select-Object -Last 1).FullName -OutputPath "$out/preflight-after-rollback" -EvidencePath "$out/evidence-after-rollback"
· Expected: the VK-NPI statuses match the baseline from the preflight, except VK-NPI-04, which is expected to count the principals of the two disabled policies as uncovered (research gaps, row 107). PF-08 shows each policy disabled. The after-rollback records go to their own folder, $out/evidence-after-rollback, so they don’t replace the deployment’s PRE record.
1. Re-deploy. Repeat Steps 1.2 to 1.7, so the second smoke test is filed as smoke-final. That folder is <test-evidence> for Stage 2.
1. Close the synthetic objects when the test environment is no longer the reference, signed in for the rollback, on a domain-joined host. They are disabled, never deleted by code:
· Invoke-MgGraphRequest -Method PATCH -Uri "$graph/v1.0/servicePrincipals/$($s.smoke.spObjectId)" -Body @{ accountEnabled = $false }
Disable-ADAccount -Identity $s.smoke.adAccount -Server $s.ad.server
· The same with the kit: plan the rollback with -IncludeSmokeCleanup, which adds both actions to the plan, as the dry run above shows.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3 Configuration Change Control; CP-10 System Recovery and Reconstitution
	The rollback planned from the preflight’s snapshot, approved by hash, applied, and the tenant shown back at its starting state
	KSI-CMT-RMV, KSI-RPL-ABO
	ROLLBACK-rollback.json (written by the apply; a dry run records DryRun, which the go/no-go doesn’t accept); evidence-after-rollback/PRE-preflight.json


[bookmark: _Toc00001548]Promotion go/no-go criteria
Production starts only when every row is met and signed. Design guidance.
	#
	Criterion
	Evidence
	Signed by

	1
	The test stage’s smoke test passed every check, after the rehearsed rollback and re-deployment
	smoke-final/results.json, all Pass
	Identity engineer

	2
	The rollback was rehearsed and its results filed
	rollback-apply/results.json, all Applied or AlreadyDone; the after-rollback preflight
	Conditional Access administrator

	3
	The evidence folder checks: every hash in SHA256SUMS matches
	sha256sum -c SHA256SUMS output
	ISSO

	4
	Fourteen days of report-only sign-ins for the pilot reviewed, with no unexpected reportOnlyFailure from inside the egress range
	Chapter 08’s signin-summary.json and its SHA-256
	Conditional Access administrator

	5
	The tenant-wide app management policy plan reviewed and its SHA-256 approved
	policy-plan/policy-plan.json and the approval
	Identity governance officer

	6
	The production settings file reviewed, for a different tenant, with its own operators
	Its SHA-256
	Identity governance officer

	7
	Production licenses and PIM eligibility in place
	A production preflight run before the window, no Fail
	Identity engineer

	8
	The change record approved, with the window, the Conditional Access rings and the rollback plan
	The change record
	Change advisory board

	9
	Every requirement row for the test stage has its evidence file present and passing, and every hash matches
	Test-NpiDeployEvidence.ps1 for the test stage, exit 0: Result: every requirement row has its evidence, and every hash matches.
	ISSO


Check row 9 in a session started with the test settings file:
./deploy/Test-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage test -EvidencePath "$out/evidence"
Expected: one Present row for each of PRE, S0, S1.1, S1.2, S1.3, S1.5, SMOKE, ROLLBACK and EVIDENCE, with their KSIs, and exit code 0. Any Missing, Failing or WrongEnvironment row is a no-go.
Check rows 1 and 2 from the test evidence with one command:
foreach ($f in "$out/smoke-final/results.json", "$out/rollback-apply/results.json") { $r = Get-Content $f -Raw | ConvertFrom-Json; '{0}: {1}' -f $f, (($r | Group-Object Status | ForEach-Object { "$($_.Count) $($_.Name)" }) -join ', ') }
Expected: 8 Pass for the smoke test and 5 Applied (or some AlreadyDone) for the rollback.
Collect the 14-day summary for row 4, signed in as the reader app (it holds AuditLog.Read.All and Policy.Read.ConditionalAccess, the permissions Chapter 08 declares for it):
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -From (Get-Date).AddDays(-14).ToUniversalTime() -To (Get-Date).ToUniversalTime() -OutputPath "$out/wca-signins-14d"
[bookmark: _Toc00001549]Stage 2: production
Start a new session with <stage> set to production and the production settings file. Every command is the same as in Stage 1.
Step 2.1: Change record and preflight
Open the production change record, set its number in the settings file’s changeRecord, then run the Prepare the stage and Pre-flight checks sections, adding the test evidence to the preflight:
./deploy/Test-NpiDeployPreflight.ps1 -SettingsPath <settings-file> -Stage $stage -BaselinePath $baseline -PromotionEvidencePath <test-evidence> -OutputPath "$out/preflight"
Expected: Result: GO, with PF-11 Pass: “test, tenant <test tenant ID>, 8/8 Pass”. PF-11 fails when the evidence is missing, from the production tenant itself, or has any check other than Pass.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3(2), CM-4(2)
	PF-11: production starts only after the test stage’s smoke test passed in another tenant
	KSI-CMT-VTD
	PF-11 in production’s PRE-preflight.json

	The preflight rows, CM-3, CM-5, AC-6(5)
	As in the test stage, against the production tenant
	As in the test stage
	Production’s PRE and S0 records


Step 2.2: Deploy
Run Steps 1.1 to 1.5 unchanged, in this session. Then apply the tenant-wide app management policy that Step 1.2 planned, with the hash the identity governance officer approved, as the identity engineer:
./Invoke-NpiCredentialPolicy.ps1 -Cloud $s.cloud -RegisterRun "$out/inventory" -ConfigPath $s.appManagementPolicy.configPath -OutputPath "$out/policy-plan"
(Get-FileHash "$out/policy-plan/policy-plan.json" -Algorithm SHA256).Hash.ToLower()
./Invoke-NpiCredentialAction.ps1 -Cloud $s.cloud -PlanPath "$out/policy-plan/policy-plan.json" -ApprovedSha256 <sha> -OutputPath "$out/policy-dry"
./Invoke-NpiCredentialAction.ps1 -Cloud $s.cloud -PlanPath "$out/policy-plan/policy-plan.json" -ApprovedSha256 <sha> -OutputPath "$out/policy-apply" -Apply
Invoke-MgGraphRequest -Uri "$graph/v1.0/policies/defaultAppManagementPolicy" | ConvertTo-Json -Depth 10
Expected: the hash printed by the second line equals the one approved in Stage 1 if nothing in the register or the policy file changed; if it differs, stop and have the new plan reviewed. The tenant default policy then shows the restrictions with the effective date from the policy file, so they bind applications created after it while existing ones are fixed wave by wave (Chapter 04).
The pilot’s parallel run lasts 30 days in production. On day 31, with the owner’s approval in the cutover log, disable the legacy account through Chapter 05’s write path, exactly as its second lab’s step 6 does, with the paths from the settings file:
$log = Import-Csv $s.pilot.cutoverLogPath
($log | Where-Object ConversionId -eq 'pilot-02').DisableApprovedBy = $s.pilot.ownerUpn
$log | Export-Csv $s.pilot.cutoverLogPath -NoTypeInformation -UseQuotes AsNeeded
./Invoke-NpiFederation.ps1 -Cloud $s.cloud -TenantId $s.tenantId -Domain $s.ad.domain -ConversionsPath $s.pilot.conversionsPath -CutoverLogPath $s.pilot.cutoverLogPath -OutputPath "$out/federation-day31"
(Get-FileHash "$out/federation-day31/plan.json" -Algorithm SHA256).Hash.ToLower()
Then apply that plan with its approved hash, as in Step 1.3. The legacy account is disabled, never deleted (G5).
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S1.2 -RunPath "$out/policy-apply" -EvidencePath "$out/evidence" -Command "Invoke-NpiCredentialAction.ps1 -Apply"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2, CM-8, IA-4; IA-5, IA-9; AC-3, AC-6; CM-3, CM-6
	Steps 1.1 to 1.5 in production, each recorded with the same Write-NpiDeployEvidence.ps1 command
	As in Steps 1.1 to 1.5
	Production’s S1.1, S1.2 (with -RunPath "$out/policy-apply"), S1.3 and S1.5 records

	IA-5; SCuBA MS.AAD.5.5v1 to 5.7v1 (SHOULD)
	The tenant-wide app management policy applied
	KSI-IAM-SNU, KSI-CMT-LMC
	Production’s S1.2 record over policy-apply; the ScubaGear result

	AC-2(3) Disable Accounts
	The legacy account disabled on day 31, never deleted
	KSI-IAM-AAM
	Production’s S1.3 record, re-run with -RunPath "$out/federation", "$out/federation-apply", "$out/federation-day31" and the day-31 apply folder


Step 2.3: Staged enable by ring
Conditional Access is enabled one of Chapter 08’s rings at a time, as the settings file’s rings lists them. For each ring in turn, after its 14 days of report-only sign-ins:
1. Summarize the ring’s sign-ins, signed in as the reader app, and hand the summary’s SHA-256 to the CISO for D-NP5:
· ./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -From (Get-Date).AddDays(-14).ToUniversalTime() -To (Get-Date).ToUniversalTime() -OutputPath "$out/wca-signins-Ring1"
1. Record D-NP5 in the scope file and enforce the ring, as the Conditional Access administrator:
· $sha = (Get-FileHash "$out/wca-signins-Ring1/signin-summary.json" -Algorithm SHA256).Hash.ToLower()
$sc = Get-Content $s.conditionalAccess.scopePath -Raw | ConvertFrom-Json -AsHashtable
$sc.enforcement = @{ decision = @{ id = 'D-NP5'; outcome = 'Enforce'; decidedBy = '<d-np5-by>'; decidedOn = '<d-np5-on>' }
                     rings = @(@{ ring = 'Ring1'; enforce = $true; signInReview = $sha; reviewedBy = '<reviewer-upn>'; reviewedOn = (Get-Date -Format yyyy-MM-dd) }); exclusions = @() }
$sc | ConvertTo-Json -Depth 10 | Set-Content $s.conditionalAccess.scopePath
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -OutputPath "$out/wca-enforce-Ring1" -Apply -AllowEnforce -SignInSummaryPath "$out/wca-signins-Ring1/signin-summary.json"
./Invoke-NpiWorkloadCa.ps1 -Mode Plan -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -OutputPath "$out/wca-enforce-Ring1-2" -Apply -AllowEnforce -SignInSummaryPath "$out/wca-signins-Ring1/signin-summary.json"
· Expected: the first apply turns CA015 for Ring 1 on and creates anything new report-only; the second turns the rest of Ring 1 on (Chapter 08 creates a policy report-only and enforces it on the next run). For the next ring, repeat with Ring2 in place of Ring1, adding its entry to rings beside Ring 1’s.
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S2.3 -RunPath "$out/wca-signins-Ring1", "$out/wca-enforce-Ring1", "$out/wca-enforce-Ring1-2" -EvidencePath "$out/evidence" -Command "Invoke-NpiWorkloadCa.ps1 -Mode SignIns; -Apply -AllowEnforce"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-6 Least Privilege; CM-3; CM-4(2)
	Each ring enforced only after its reviewed 14-day summary and D-NP5, one ring at a time
	KSI-IAM-ELP, KSI-CMT-LMC
	S2.3-staged-enable-by-ring.json and runs/S2.3/ (the sign-in summary and the enforce runs)


Step 2.4: Smoke test in production
Run Step 1.6 with the production settings, first before any ring is enforced (-ExpectCaState ReportOnly), then after each ring, for that ring only:
./deploy/Invoke-NpiDeploySmokeTest.ps1 -SettingsPath <settings-file> -Stage $stage -RegisterRun "$out/inventory-smoke" -ExpectCaState Enabled -Ring Ring1 -OutputPath "$out/smoke-Ring1"
Expected: every check Pass. ST-05 shows Ring 1’s policies enabled. ST-06 shows failure for CA015 from the outside run, which is now a block: the outside workflow run fails with the message Learn gives, “Access has been blocked due to Conditional Access policies”,3 and the inside run succeeds with notApplied.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	AC-2, CM-8, IA-4, IA-5, IA-9, AC-3, AC-6, AU-2, AU-12, CA-7
	The smoke test’s checks in production, before and after each ring
	KSI-PIY-GIV, KSI-IAM-SNU, KSI-IAM-ELP, KSI-MLA-LET, KSI-MLA-EVC
	Production’s SMOKE-smoke-test.json (each run replaces it; keep each ring’s copy under runs/SMOKE)


Step 2.5: First-week monitoring with drift
For the seven days after each ring, run Chapter 10’s drift run once a day, as the reader app, and the sign-in summary for the enforced rings. The first day writes a baseline candidate; the identity governance officer approves its SHA-256, and each later day compares with it:
./Invoke-NpiDriftRun.ps1 -Cloud $s.cloud -TenantId $s.tenantId -Domain $s.ad.domain -InputPath $s.inputs.ownership -OutputPath "$out/drift" -PipelineIdentitiesPath $s.inputs.pipelineIdentities
$first = Get-ChildItem "$out/drift" -Directory | Sort-Object Name | Select-Object -First 1
(Get-FileHash "$($first.FullName)/drift/baseline-candidate.json" -Algorithm SHA256).Hash.ToLower()
On each later day:
$first = Get-ChildItem "$out/drift" -Directory | Sort-Object Name | Select-Object -First 1
./Invoke-NpiDriftRun.ps1 -Cloud $s.cloud -TenantId $s.tenantId -Domain $s.ad.domain -InputPath $s.inputs.ownership -OutputPath "$out/drift" -PipelineIdentitiesPath $s.inputs.pipelineIdentities -BaselinePath "$($first.FullName)/drift/baseline-candidate.json" -ApprovedBaselineSha256 <sha>
$last = Get-ChildItem "$out/drift" -Directory | Sort-Object Name | Select-Object -Last 1
Get-Content "$($last.FullName)/drift/findings.json" -Raw | ConvertFrom-Json | Format-Table Rule, Severity, ObjectKey
./Invoke-NpiWorkloadCa.ps1 -Mode SignIns -Cloud $s.cloud -ScopePath $s.conditionalAccess.scopePath -From (Get-Date).AddDays(-1).ToUniversalTime() -To (Get-Date).ToUniversalTime() -OutputPath "$out/wca-signins-$(Get-Date -Format yyyyMMdd)"
Expected: no NPI-DRF finding for a credential added outside the pipeline, and no new consent grant; any finding goes to its owner the same day (Chapter 10). In the sign-in summary, a principal with failure from inside the egress range means the egress list is wrong: roll the ring back to report-only (Step 2.6) and fix the scope file. Package each day with Chapter 10’s evidence pipeline.
Record the step’s evidence:
./deploy/Write-NpiDeployEvidence.ps1 -SettingsPath <settings-file> -Stage $stage -Step S2.5 -RunPath "$out/drift" -EvidencePath "$out/evidence" -Command "Invoke-NpiDriftRun.ps1, daily for seven days"
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CA-7 Continuous Monitoring; CM-3; AU-6 Audit Record Review
	Daily drift against the approved baseline and daily sign-in summaries for the first week
	KSI-MLA-EVC, KSI-CMT-LMC
	S2.5-first-week-drift-monitoring.json and runs/S2.5/ (Chapter 10’s run folders); Chapter 10’s packages


Step 2.6: Rollback in production
Two levels, both planned from the production preflight’s snapshot and applied only with a reviewed hash:
· One ring back to report-only, the first response to an unexpected block:
· ./deploy/Invoke-NpiDeployRollback.ps1 -Mode Plan -SettingsPath <settings-file> -Stage $stage -SnapshotPath "$out/preflight/snapshot.json" -To ReportOnly -Ring Ring1 -OutputPath "$out/rollback-Ring1"
./deploy/Invoke-NpiDeployRollback.ps1 -Mode Apply -SettingsPath <settings-file> -Stage $stage -PlanPath "$out/rollback-Ring1/rollback-plan.json" -ApprovedSha256 <sha> -OutputPath "$out/rollback-Ring1-apply" -Apply
· Then remove the ring from the scope file’s enforcement.rings so the next Chapter 08 run doesn’t enforce it again:
· $sc = Get-Content $s.conditionalAccess.scopePath -Raw | ConvertFrom-Json -AsHashtable
$sc.enforcement.rings = @($sc.enforcement.rings | Where-Object { $_.ring -ne 'Ring1' })
$sc | ConvertTo-Json -Depth 10 | Set-Content $s.conditionalAccess.scopePath
· The whole stage, with Step 1.8’s commands and -To Disabled, without -IncludeSmokeCleanup until the synthetic objects are no longer needed.
Expected: the ring rollback has two actions, both to enabledForReportingButNotEnforced; the dry-run and apply print them. The guide’s rollback for Step 4 is “workload identity policy back to report-only”, and for Step 5 “re-enable the legacy account and revert the application’s configuration”: the full plan does the first and the re-enable; the owner reverts the configuration. Tokens issued before the rollback stay valid for their lifetime.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	CM-3; CP-10
	A ring back to report-only, or the whole stage back, by an approved plan; nothing deleted
	KSI-CMT-RMV, KSI-RPL-ABO
	ROLLBACK-rollback.json in production’s evidence folder; the rollback run folders


[bookmark: _Toc00001550]Evidence the ISSO keeps
Each stage’s evidence folder, <outputRoot>/evidence, holds one record per requirement row (PRE, S0, S1.1, S1.2, S1.3, S1.5, SMOKE, ROLLBACK in test; S2.3 and S2.5 as well in production), the run folders they cover under runs/, the operator’s input files under inputs/, and SHA256SUMS. The mapping to controls is the guide’s (Evidence), with the KSIs above. The table lists what each holds:

	Stage
	Record (and what it covers)
	What it proves
	Gate
	Controls
	KSIs

	Both
	PRE-preflight.json (runs/PRE/: results, snapshot, manifest)
	Licenses, roles, the deployment identity without a secret, the starting state the rollback restores; in production, PF-11
	All
	AC-2, AC-3, AC-5, AC-6, AC-6(5), AU-2, AU-12, CA-7, CM-2, CM-3, CM-3(2), CM-4(2), CM-5, CM-6, CM-8, IA-4, IA-5, IA-5(2), IA-9
	KSI-CMT-LMC, KSI-CMT-VTD, KSI-IAM-ELP, KSI-IAM-JIT, KSI-IAM-SNU, KSI-MLA-EVC, KSI-MLA-LET, KSI-PIY-GIV

	Both
	S0-change-record-approvals-and-settings-file.json
	The change record and the reviewed settings file’s SHA-256
	All
	CM-3, CM-5
	KSI-CMT-LMC, KSI-IAM-JIT

	Both
	The VK-NPI ValidationResults.json (PF-09)
	The baseline before the change
	G1–G6
	CA-7, CM-2
	KSI-MLA-EVC

	Both
	S1.1-inventory-and-owners.json (runs/S1.1/)
	Every non-person identity and its owners; SQL Server handed off
	G1
	AC-2, CM-8, IA-4; M-22-09 §III.A
	KSI-PIY-GIV, KSI-IAM-SNU

	Both
	S1.2-app-management-policy.json (policy plan in test, apply in production)
	The app management policy reviewed, then applied
	G3
	IA-5, CM-3, CM-6; SCuBA MS.AAD.5.5v1 to 5.7v1 (SHOULD)
	KSI-IAM-SNU, KSI-CMT-LMC

	Both
	S1.3-federated-credential-and-managed-identity-parallel-run.json (runs/S1.3/), the conversion file and cutover log under inputs/
	The pilot’s federated credential and managed identity, the parallel run and, in production, the day-31 disable
	G5
	IA-5, IA-9, AC-2(3)
	KSI-IAM-SNU, KSI-IAM-AAM, KSI-CMT-VTD

	Both
	S1.5-workload-conditional-access-report-only.json (runs/S1.5/), the scope file under inputs/
	Workload policies created report-only, assigned directly
	G4
	AC-3, AC-6, CM-3(2), CM-4(2)
	KSI-IAM-ELP, KSI-CMT-VTD

	Both
	SMOKE-smoke-test.json (runs/SMOKE/)
	Every control worked on objects nobody depends on
	G1, G3, G4, G5
	AC-2, AC-3, AC-6, AU-2, AU-12, CA-7, CM-8, IA-4, IA-5, IA-9
	KSI-IAM-ELP, KSI-IAM-SNU, KSI-MLA-EVC, KSI-MLA-LET, KSI-PIY-GIV

	Test
	ROLLBACK-rollback.json (runs/ROLLBACK/); evidence-after-rollback/
	The rollback was rehearsed and returned the tenant to its starting state
	All
	CM-3, CP-10
	KSI-CMT-RMV, KSI-RPL-ABO

	Production
	S2.3-staged-enable-by-ring.json (sign-in summaries, enforce runs), the D-NP5 record in the scope file
	Each ring enforced only after a reviewed 14-day summary
	G4
	AC-6, CM-3, CM-4(2)
	KSI-IAM-ELP, KSI-CMT-LMC

	Production
	S2.5-first-week-drift-monitoring.json (runs/S2.5/) and Chapter 10’s packages
	No unreviewed change after the deployment
	G6
	CA-7, CM-3, AU-6
	KSI-MLA-EVC, KSI-CMT-LMC

	Both
	SHA256SUMS, checked by Test-NpiDeployEvidence.ps1
	Nobody edited the evidence afterwards
	All
	AU-9
	KSI-MLA-OSM



AU-6, AU-9, CA-7, CM-3 and CP-10 are the program’s reading for the smoke test, the evidence folder, the drift runs and the rollback rehearsal, and every KSI alignment is the program’s reading (Design guidance); the assessor and the authorizing official decide each control.
[bookmark: _Toc00001551]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Workload ID Premium for workload Conditional Access
	Required to create or modify policies scoped to service principals; without it, existing policies keep working but can’t be modified
	—
	GA
	3

	Workload Conditional Access scope
	Single-tenant service principals registered in the tenant; not Microsoft or third-party SaaS, multitenant apps or managed identities; assigned directly, not through a group; Block only; report-only or On; roll back by deleting or disabling
	—
	GA
	3

	Update a Conditional Access policy
	PATCH /identity/conditionalAccess/policies/{id}; Policy.Read.All and Policy.ReadWrite.ConditionalAccess; Security Administrator or Conditional Access Administrator
	L4 and L5
	v1.0
	8

	Report-only results in sign-ins
	reportOnlySuccess, reportOnlyFailure, reportOnlyNotApplied, reportOnlyInterrupted, returned with Prefer: include-unknown-enum-members
	—
	Beta
	20

	App management policy roles
	Security Administrator and Cloud Application Administrator or Application Administrator (or Global Administrator)
	—
	GA
	1

	A restriction on specific applications
	A custom policy assigned through appManagementPolicies/$ref; admin center: Application policies > Select applications; no report-only mode documented
	—
	GA
	1

	What a policy blocks
	Only the create or update that violates it; no token issuance for existing apps; one custom policy per app; a custom policy’s restriction overrides the tenant default’s
	—
	v1.0
	2

	Update a custom app management policy
	PATCH /policies/appManagementPolicies/{id}; Policy.ReadWrite.ApplicationConfiguration; Cloud Application Administrator or Application Administrator
	L4 and L5
	v1.0
	21

	Add and remove a password
	POST /applications/{id}/addPassword and /removePassword; delegated Application.ReadWrite.All; the response’s secretText can’t be retrieved later
	L4 and L5
	v1.0
	22 19

	PIM-eligible roles
	GET /roleManagement/directory/roleEligibilityScheduleInstances with $filter; RoleEligibilitySchedule.Read.Directory
	L4 and L5
	v1.0
	16

	Built-in role template IDs
	Cloud Application Administrator 158c047a-…, Application Administrator 9b895d92-…, Conditional Access Administrator b1be1c3e-…, Security Administrator 194ae4cb-…
	—
	—
	23

	Service plans
	Entra ID P1 AAD_PREMIUM 41781fb2-…, P2 AAD_PREMIUM_P2 eec0eb4f-…; Workload ID AAD_WRKLDID_P1 and P2 (Chapter 03)
	—
	—
	15

	KDS root key
	Domain controllers wait up to 10 hours; -EffectiveImmediately adds a key used at once on the target DC only; a backdated key is for a test environment with one DC; restart the KDC on all DCs if the key is re-created
	—
	—
	17

	gMSA
	New-ADServiceAccount, Install-ADServiceAccount, Test-ADServiceAccount, Uninstall-ADServiceAccount; name unique in the forest; interval set only at creation; Domain Admins or a delegated create right
	—
	—
	9

	PIM activation path
	ID Governance > Privileged Identity Management > My roles > Microsoft Entra roles > Activate
	—
	GA
	10

	App-only Graph sign-in
	Connect-MgGraph -ClientId -TenantId -CertificateThumbprint; -Environment names the cloud
	—
	GA
	11

	Azure CLI service principal sign-in
	az login --service-principal --username --certificate <pem> --tenant; the certificate appended to the private key in the PEM
	—
	GA
	24

	User-assigned identity with the CLI
	az identity create; az identity federated-credential create --identity-name --name --resource-group --issuer --subject --audiences (default api://AzureADTokenExchange)
	—
	GA
	18

	Token-exchange audience by cloud
	api://AzureADTokenExchange for the global service, api://AzureADTokenExchangeUSGov for Entra ID for US Government
	Different
	GA
	4

	Azure Login action
	audience defaults to api://AzureADTokenExchange in public clouds; environment for Azure Government
	AzureUSGovernment
	GA
	12

	Create a user
	New-ADUser -AccountPassword -Enabled -PasswordNeverExpires; not on a read-only DC
	—
	—
	13

	FedRAMP 20x KSIs
	46 indicators in ten themes; the twelve above exist with the names given; related controls include AC-2, AC-6(5) and IA-5(2) for KSI-IAM-SNU, CM-3 and CM-4(2) for KSI-CMT-VTD, CA-7 for KSI-MLA-EVC, AU-9 for KSI-MLA-OSM and CP-10 for KSI-RPL-ABO; changelog last dated October 13, 2026
	—
	—
	7



Facts carried from earlier chapters, not re-read: the federated credential rules and the AADSTS70021 propagation delay (Chapter 05), the sign-in log’s P1 or P2 license (Chapter 05), the app management policy create and assign requests (Chapter 04), the Workload ID service plan IDs (Chapter 03), and the guide’s rollback, evidence and deactivation facts.
[bookmark: _Toc00001552]Dangers
	Danger
	What happens
	The guard

	A secret in the settings file
	It travels with the change record and the evidence
	Read-NpiDeploySettings refuses secret-like names and values; the identities are named by thumbprint or federated subject

	The test file run against production, or the reverse
	Production changed by a test plan
	The file’s environment must match -Stage; every plan carries its tenant ID and refuses another; PF-11 refuses evidence from the production tenant itself

	A tenant-wide policy on day one
	Every app’s owners blocked from adding a secret they still need
	The pilot policy covers two apps; the tenant-wide policy binds only apps created after its date, and waits for Stage 2

	An app management policy assumed to be report-only
	It blocks at once
	Learn documents no report-only mode; the scope is the safety, and the smoke test probes it on the synthetic app only

	The probe’s secret left behind
	A live secret on the synthetic app
	Removed at once by key ID, ST-03 fails, and the value is never written; the synthetic holds no permission

	A workload policy enforced before its sign-ins are read
	A production workload blocked
	Created report-only; enforced only with -AllowEnforce, a D-NP5 record and the reviewed summary’s SHA-256; one ring at a time

	A gMSA used before the KDS root key replicates
	The service fails to start on some hosts
	The preflight’s key check; 10 hours; the backdated key only in a one-DC test forest

	A rollback nobody has run
	It fails when it is needed
	Rehearsed in Stage 1 and filed; a go/no-go criterion

	A rollback plan from an old snapshot
	It restores a state that no longer exists
	Seven days at most; the snapshot’s tenant must match; each policy re-read before it is changed

	A delete in a rollback
	The rollback of the rollback is gone
	No DELETE is declared; disable, report-only and restore only

	Disabled isn’t revoked
	Tokens already issued keep working
	Plan for the token lifetime; for an incident, also remove credentials (the guide’s dangers)

	A beta read relied on for the gate
	It changes under you
	ST-06 reads beta sign-ins and is labeled so; no gate rests on it alone

	A GCC High or DoD run with the commercial audience
	Every token exchange fails
	This runbook covers gcc only (research gaps, row 106)


[bookmark: _Toc00001553]Checklist
· The change record is approved, and its number is in the settings file.
· The settings file passes Read-NpiDeploySettings for its stage, holds no secret, and its SHA-256 is in the preflight manifest.
· The preflight shows GO; every Warn is understood and recorded.
· The VK-NPI baseline is filed before any change.
· The pilot app management policy covers only the pilot and the synthetic app in Stage 1.
· The pilot’s old secret and legacy account stay enabled through the parallel run, and are disabled, never deleted, after it.
· The gMSA was created at least 10 hours after the KDS root key, and Test-ADServiceAccount returned True on the host.
· Every workload policy was created report-only and assigned directly.
· The smoke test passed every check, and its expected results were written down before it ran.
· The rollback was rehearsed in test and filed, and the after-rollback preflight matches the starting state.
· Every go/no-go criterion is signed before production starts.
· Production rings were enforced one at a time, each after its 14-day summary and D-NP5.
· The first week’s drift runs show no unreviewed change, and their packages are filed.
· Every evidence folder checks with sha256sum -c SHA256SUMS, and Test-NpiDeployEvidence.ps1 shows every requirement row present and passing for its stage.
[bookmark: _Toc00001554]Notes
1. Microsoft Learn, “Configure restrictions on how applications can be configured,” prerequisites; enable a restriction for all applications; apply a restriction to a specific application, https://learn.microsoft.com/entra/identity/enterprise-apps/configure-app-management-policies (accessed Nov 2, 2026).
1. Microsoft Learn, “Microsoft Entra application management policies API overview” (v1.0), tenant default policy; app management policy for applications and service principals, https://learn.microsoft.com/graph/api/resources/applicationauthenticationmethodpolicy?view=graph-rest-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “Conditional Access for workload identities,” overview (license, scope, direct assignment), implementation, roll back, sign-in logs and finding the object ID, https://learn.microsoft.com/entra/identity/conditional-access/workload-identity (accessed Nov 2, 2026).
1. Microsoft Learn, “Configure an application to trust a managed identity,” configure a federated identity credential on an application (audience values by cloud), https://learn.microsoft.com/entra/workload-id/workload-identity-federation-config-app-trust-managed-identity (accessed Nov 2, 2026).
1. Office of Management and Budget, M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, January 26, 2022, §III.A (Identity: enterprise-managed identities), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf (accessed Oct 21, 2026, as verified for the Attribute-Driven Migration guide; carried forward, not re-read).
1. Cybersecurity and Infrastructure Security Agency, BOD 25-01, Implementing Secure Practices for Cloud Services, December 17, 2024, https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services (accessed Oct 21, 2026, as verified for Book 11; carried forward, not re-read). Which SCuBA policies it requires is the implementation guide’s evidence table.
1. FedRAMP, “Key Security Indicators,” FedRAMP Consolidated Rules for 2026 (46 indicators; each indicator’s name and related SP 800-53 controls; changelog entries of June 24 and October 13, 2026), https://www.fedramp.gov/2026/reference/key-security-indicators/ (accessed Nov 2, 2026).
1. Microsoft Learn, “Update conditionalaccesspolicy,” national clouds, permissions and roles, https://learn.microsoft.com/graph/api/conditionalaccesspolicy-update?view=graph-rest-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “Manage group Managed Service Accounts,” prerequisites; create a gMSA; install and uninstall a gMSA, https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/manage-group-managed-service-accounts (accessed Nov 2, 2026).
1. Microsoft Learn, “Activate a Microsoft Entra role in PIM,” activate a role, https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-how-to-activate-role (accessed Nov 2, 2026).
1. Microsoft Learn, “Connect-MgGraph,” app-only access with a certificate thumbprint; -Environment, https://learn.microsoft.com/powershell/module/microsoft.graph.authentication/connect-mggraph?view=graph-powershell-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “Use the Azure Login action with OpenID Connect,” prerequisites; set up the Azure Login action; Azure Government clouds, https://learn.microsoft.com/azure/developer/github/connect-from-azure-openid-connect (accessed Nov 2, 2026).
1. Microsoft Learn, “New-ADUser,” syntax, parameters and notes, https://learn.microsoft.com/powershell/module/activedirectory/new-aduser (accessed Nov 2, 2026).
1. Microsoft Learn, “Create appManagementPolicy,” permissions, request body, response and example, https://learn.microsoft.com/graph/api/appmanagementpolicy-post?view=graph-rest-1.0 (accessed Oct 30, 2026, read for Chapter 04; carried forward, not re-read).
1. Microsoft Learn, “Product names and service plan identifiers for licensing,” Entra ID P1 and P2 service plans, https://learn.microsoft.com/entra/identity/users/licensing-service-plan-reference (accessed Nov 2, 2026; the Workload ID plans as read for Chapter 03 on Oct 30, 2026).
1. Microsoft Learn, “List roleEligibilityScheduleInstances,” national clouds, permissions, query parameters, https://learn.microsoft.com/graph/api/rbacapplication-list-roleeligibilityscheduleinstances?view=graph-rest-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “Create a Key Distribution Service (KDS) root key,” https://learn.microsoft.com/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/create-the-key-distribution-services-kds-root-key (accessed Nov 2, 2026).
1. Microsoft Learn, “az identity federated-credential” (Azure CLI reference), create, https://learn.microsoft.com/cli/azure/identity/federated-credential, and “Configure a user-assigned managed identity to trust an external identity provider,” Azure CLI, https://learn.microsoft.com/entra/workload-id/workload-identity-federation-create-trust-user-assigned-managed-identity (both accessed Nov 2, 2026).
1. Microsoft Learn, “application: removePassword,” national clouds and permissions, https://learn.microsoft.com/graph/api/application-removepassword?view=graph-rest-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “appliedConditionalAccessPolicy resource type” (beta), result, https://learn.microsoft.com/graph/api/resources/appliedconditionalaccesspolicy?view=graph-rest-beta (accessed Nov 2, 2026).
1. Microsoft Learn, “Update appManagementPolicy,” national clouds, permissions and roles, https://learn.microsoft.com/graph/api/appmanagementpolicy-update?view=graph-rest-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “application: addPassword,” national clouds, permissions, response, https://learn.microsoft.com/graph/api/application-addpassword?view=graph-rest-1.0 (accessed Nov 2, 2026).
1. Microsoft Learn, “Microsoft Entra built-in roles,” all roles (template IDs), https://learn.microsoft.com/entra/identity/role-based-access-control/permissions-reference (accessed Nov 2, 2026).
1. Microsoft Learn, “Sign into Azure with a service principal using the Azure CLI,” https://learn.microsoft.com/cli/azure/authenticate-azure-cli-service-principal (accessed Nov 2, 2026).
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o000 examples/non-person-identity - fixture data

PS> Invoke-Pester -Path tests/MicrosoftSamples.Tests.psl -FullNameFilter '*Chapter ©1*"' -Output
None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory

Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8

Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan

Written to out/inventory (manifest.json: tenant cOffeec00-0000-4000-8000-000000000001, every request,

a SHA-256 per file)

PS> ./Invoke-NpiOwnership.psl -Cloud gcc -RegisterRun out/inventory -FixturePath
tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership

Ownership: 22 identities checked; 7 orphan candidates

Findings: 20 Finding, 3 Warn, 1 Info. AI sponsor fields recorded for Chapter 09: 2

Orphan plan: 10 actions, 3 of them writes (1 AddOwner, 2 Disable); nothing sent

Plan SHA-256: 1e1799d7181bdla3dc271c645fff8a60fc741lablebc219bb3011cc25953bad3e
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PS> Invoke-Pester -Path tests/NpiAgentId.Tests.psl -FullNameFilter '*Learn*' -Output None
-PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiAgentId/NpiAgentId.psml
PS> foreach ($t in 'agent-id', 'agent-ca-apply') { $p = Get-NpiAgentRequiredPermission -Task $t;

"$t : " + ($p.GraphPermissions -join ', ') }
agent-id : AgentIdentity.Read.All, AgentIdentityBlueprint.Read.All, Application.Read.All, AuditlLog.R
ead.All, CustomSecAttributeAssignment.Read.All, LifecycleWorkflows-Workflow.Read.All, LifecycleWorkf
lows-Workflow.ReadBasic.All, Policy.Read.All, RoleManagement.Read.Directory, User.Read.All
agent-ca-apply : Policy.Read.All, Policy.ReadWrite.ConditionalAccess
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PS> 'global’,'gcc’, 'gcchigh', 'dod’ | ForEach-Object { $c = Get-NpiAgentCapability -Cloud $_

[pscustomobject]@{ Cloud = $_; Mode = $c.Mode; AgentIdentities = $c.AgentIdentities.stage;
AgentCA = $c.AgentConditionalAccess.stage; SponsorWorkflows = $c.SponsorWorkflows.stage } } |
Format-Table

>>

Cloud

gcc
gcchigh
dod

Mode AgentIdentities

AgentId GA (April 2026)
AgentId GA (April 2026)
Fallback Not published
Fallback Not published

AgentCA SponsorWorkflows

Preview (policy builder label) GA (May 2026)
Preview (policy builder label) GA (May 2026)
Not published Not published
Not published Not published
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PS> Import-Module ./powershell/NpiInventory/NpiInventory.psml
PS> $p = Get-NpiRequiredPermission -Task inventory

PS> $p.GraphPermissions -join ', '
Application.Read.All, Directory.Read.All
PS> $p.AzureRoles -join ', *

Reader

PS> $p.AdRights -join ', '

Read (default for authenticated domain users)
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PS> ./Invoke-NpiAgentId.psl -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership
-FixturePath tests/fixtures/ch@9/agent-estate.json -InputPath tests/fixtures/ch@9/inputs
-OutputPath out/agent-id

D-NP6 (Proposed): AgentId mode in cloud ‘gcc'; agent Conditional Access Preview (policy builder labe

1); agent risk Preview

AI identities: 8 checked (4 AgentIdentity, 3 AgentIdentityBlueprint, 1 ServicePrincipal); Chapter 02

sponsor fields filled: 2 of 2

Findings: 22 Finding (4 P1, 2 P2), 6 Warn, 4 Info. Orphan candidates for Chapter 02: 2

Agent CA plan: Unapproved InPlace, HighRisk Create; nothing sent

Plan SHA-256: 5a8002467655390al12ee9f8967a82d52e40234adf3a%a74ea37952b34b14073b
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PS> Get-Content out/agent-id/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq
'Finding' | Group-Object Rule | Format-Table Name, Count
Name Count

i
'
b

-05
-AI-06
-AI-07
-AI-08
-AI-09
-AI-10
-AI-12
-AI-13
-14
-AI-15
-AI-16
-AI-17
-AI-20
-AI-21
-AI-22
-AI-23

Z2Z2Z2Zz2zZz2zZz2zZzzZz2zZzzZzz=zz=zz=zz=zz2z=2
U U U U U U UUUTUTUTUTU U U
'

b

RPNRRPRPRRPRRPRRENARLRNRR
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fixture data

PS> Get-Content out/agent-id/ai-identities.json -Raw | ConvertFrom-Json | Format-Table Name,

FederalSponsor, TechnicalOwner, InventoryRecord, Handshake, SponsorState
Name FederalSponsor
SponsorState

Benefits Q&A Agent erin@contoso.example
None

Case Triage Agent carol@contoso.example
AwaitingConfirmation until 2026-11-10

Records Search Agent carol@contoso.example
Orphaned

Sandbox Helper

None

Benefits Agent Blueprint erin@contoso.example
Case Triage Blueprint carol@contoso.example

Pilot Sandbox Blueprint
Correspondence Drafting erin@contoso.example
None

TechnicalOwner
alice@contoso.
carol@contoso.
alice@contoso.
alice@contoso.
alice@contoso.
carol@contoso.

alice@contoso.
alice@contoso.

exam|

exam|

exam|

exam|

exam|

exam|

exam|
exam|

InventoryRecord
ple CMDB-4001
ple CMDB-4002
ple CMDB-4003
ple
ple CMDB-4001
ple CMDB-4002

ple
ple CMDB-1100

H

T T

andshake

S-001

S-002

S-003

S-001; HS-003
S-002

S-004
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PS> ./Invoke-NpiInventory.psl -Cloud gcchigh -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory-gcchigh

Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8

Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan

Written to out/inventory-gcchigh (manifest.json: tenant cOffee00-0000-4000-8000-000000000001, every

request, a SHA-256 per file)

PS> ./Invoke-NpiOwnership.psl -Cloud gcchigh -RegisterRun out/inventory-gcchigh -FixturePath
tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership-gcchigh

Ownership: 22 identities checked; 7 orphan candidates

Findings: 20 Finding, 3 Warn, 1 Info. AI sponsor fields recorded for Chapter 09: 2

Orphan plan: 10 actions, 3 of them writes (1 AddOwner, 2 Disable); nothing sent

Plan SHA-256: ee98c43685fceab18463da9bcd21ce540b8029d152195f98323e0fccc7abdleb

PS> ./Invoke-NpiAgentId.psl -Cloud gcchigh -RegisterRun out/inventory-gcchigh -OwnershipRun
out/ownership-gcchigh -FixturePath tests/fixtures/ch@9/agent-estate.json -InputPath
tests/fixtures/ch@9/inputs -OutputPath out/agent-id-gcchigh

D-NP6 (Proposed): Fallback mode in cloud 'gcchigh'; agent Conditional Access Not published; agent ri

sk Not published

AI identities: 1 checked (1 ServicePrincipal); Chapter @2 sponsor fields filled: © of 2

Findings: 7 Finding (2 P1, @ P2), 1 Warn, 2 Info. Orphan candidates for Chapter 02: ©

Agent CA plan: Unapproved NotAvailable, HighRisk NotAvailable; nothing sent

Plan SHA-256: 49fc2320ac27d2c7ca218d52d39dc0402c81184b863d3cak639fc3e768021863
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PS> $sha = (Get-FileHash out/agent-id/agent-ca-plan.json -Algorithm SHA256).Hash.ToLower()

PS> ./Invoke-NpiAgentCaAction.psl -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@9/agent-estate.json -OutputPath
out/agent-ca-dryrun

DryRun: 1 WouldSend

WouldSend HighRisk POST https://graph.microsoft.com/beta/identity/conditionalAccess/policies
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PS> ./Invoke-NpiAgentCaAction.psl -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@9/agent-estate.json -OutputPath
out/agent-ca-apply -Apply

Apply: 1 Sent

Sent HighRisk Created ca000000-0000-4000-8000-000000000103 report-only; review its report-only res
ults before any change of state

PS> ./Invoke-NpiAgentCaAction.psl -Cloud gcc -PlanPath out/agent-id/agent-ca-plan.json
-ApprovedSha256 (‘@' * 64) -FixturePath tests/fixtures/ch@9/agent-estate.json -OutputPath
out/agent-ca-x

Exception: The plan's SHA-256 is 5a8002467655390al2ee9f8967a82d52e40234adf3a9a74ea37952b34b14073b, n

ot the approved 0000000000000000000000000000000VVVVPVVVOVVAVVRARVVPARRRRRRA; refusing to run a

plan nobody reviewed.
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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® @ ® cxamples/non-person-identity - fixture data

PS> Remove-Item -Recurse -Force out
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory
Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8
Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan
Written to out/inventory (manifest.json: tenant cOffeec00-0000-4000-8000-000000000001, every request,
a SHA-256 per file)
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PS> Get-Content out/inventory/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -eq
'NPI-INV-01' | Format-Table Object, Issue -Wrap

Object Issue

svc-hrsync (Traditional) HIGH risk: password never expires; password not changed in 2800 da
ys. Candidate: gMSA, or a dMSA on a Windows Server 2025 domain (Kerberos service)

svc-sqlprod (Traditional) HIGH risk: password never expires; password not changed in 1968 da

ys. Candidate: Data Platform plan (

SPN MSSQLSvc/sqlel.corp.contoso.example:1433): gMSA, or a dMSA on

a Windows Server 2025 domain (Kerberos service)

GH

risk: member of Backup Operators. Candidate: Managed identity

if the workload runs in Azure; otherwise an app registration with a federated credential or certifi

GH

risk: password never expires; password not changed in 3215 da

ys. Candidate: Verify use first (stale lead); retirement candidate if unused

svc-backup (Traditional) H
cate

svc-oldftp (Traditional) H
jdoe (Traditional) H
the workload runs in Azure; otherwi
svc-webfront (Traditional) H
or a dMSA on a Windows Server 2025
gmsa-ops$ (gMSA) H

GH
se

GH
dom
GH

risk: password never expires. Candidate: Managed identity if
an app registration with a federated credential or certificate

risk: trusted for unconstrained delegation. Candidate: gMSA,
ain (Kerberos service)

risk: member of Domain Admins. Candidate: Keep for on-premise

s Kerberos; workload identity federation or a managed identity when the workload moves

Mail Automation (AppRegistration) H

GH

risk: holds Directory.ReadWrite.All. Candidate: Replace the ¢

lient secret: managed identity, then federated credential, then certificate
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PS> $r = New-NpiReader -Cloud gcc -Task inventory -Invoke (New-NpiFixtureInvoker -Path
tests/fixtures/estate.json).Invoke

PS> Invoke-NpilList -Reader $r -Callld graph-user -Bind @{ id = 'x' }

Exception: Undeclared call 'graph-user' for task 'inventory'; add it to config/calls.json with its p

ermission.

PS> Get-NpiCloud GCC

Exception: Unknown cloud 'GCC'. Use global, gcc, gcchigh or dod.
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PS> Invoke-Pester -Path tests/NpiDrift.Tests.psl -FullNameFilter '*as published*' -Output None
-PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount




rId1207.png
[ X X} examples/non-person-identity - fixture data

PS> Import-Module ./powershell/NpiDrift/NpiDrift.psml
PS> (Get-NpiDriftPermission -Task drift-run).GraphPermissions -join ', '
Application.Read.All, AuditlLog.Read.All, Directory.Read.All, User.Read.All
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PS> Import-Csv out/inventory/data-platform-handoff.csv | Format-Table Name, Type, Spns, Risk
Name Type Spns Risk

svc-sqlprod Traditional MSSQLSvc/sql@l.corp.contoso.example:1433 HIGH
svc-1ldapbind Traditional MEDIUM
gmsa-sql$ gMSA MSSQLSvc/sqle2.corp.contoso.example:1433 MEDIUM
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PS> $lab = @{ Cloud = 'gcc'; TenantId = 'cOffec00-0000-4000-8000-000000000001'; OutputPath =
‘out/runs’; InputPath = 'tests/fixtures/inputs’

>> AuditFixturePath = 'tests/fixtures/chl@/audit.json'; SignInFixturePath =
‘tests/fixtures/ch10/signin-activity.json’
>> ContractPath = 'tests/fixtures/chl@/contract’'; PipelineIdentitiesPath =

‘tests/fixtures/ch10/inputs/pipeline-identities.csv' }
PS> ./Invoke-NpiDriftRun.psl @lab -FixturePath tests/fixtures/chl@/estate-dayl.json -AsOf
2026-10-29T06:00:00Z
Run 2026-10-29T0600Z-fixture (Fixture, gcc): inventory OK, ownership OK, drift OK
Audit window 2026-10-28T06:00:00Z to 2026-10-29T06:00:00Z; baseline none: this run is a baseline can
didate
Drift findings: 14 Finding, 4 Warn, 5 Info; baseline candidate SHA-256 604ee@88ae43a964072671234833a
eb71bccd082fa9ce4032a55d2fc4b146cc8
Written to out/runs/2026-10-29T@600Z-fixture (run.json lists each task's manifest hash)
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PS> $base = ‘'out/runs/2026-10-29T0600Z-fixture/drift/baseline-candidate.json"’

PS> $sha = (Get-FileHash $base -Algorithm SHA256).Hash.ToLower()

PS> ./Invoke-NpiDriftRun.psl @lab -FixturePath tests/fixtures/chl@/estate-day2.json -AsOf
2026-10-30T06:00:00Z -BaselinePath $base -ApprovedBaselineSha256 $sha

Run 2026-10-30T0600Z-fixture (Fixture, gcc): inventory OK, ownership OK, drift OK

Audit window 2026-10-29T06:00:00Z to 2026-10-30T06:00:00Z; baseline 2026-10-29T0600Z-fixture (604eed

88ae43..)

Drift findings: 18 Finding, 11 Warn, 5 Info; baseline candidate SHA-256 fbe346457c070d6bb7de@fbb43f3

5d54315b42d46e6ba26b245d33efabdc840c

Written to out/runs/2026-10-30T@600Z-fixture (run.json lists each task's manifest hash)
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PS> Get-Content out/runs/2026-10-30T0600Z-fixture/drift/findings.json -Raw | ConvertFrom-Json |
Group-Object Rule, Severity | Sort-Object Name | Format-Table Name, Count
Name Count

PI-DRF-01, Warn

PI-DRF-02, Warn
PI-DRF-03, Finding
PI-DRF-04, Warn
PI-DRF-06, Finding
PI-DRF-07, Finding
PI-DRF-08, Finding
PI-DRF-09, Info

PI-DRF-09, Warn

PI-REV-01, Finding
PI-REV-02, Finding
PI-REV-03, Finding

PR NRURWWNSNON
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PS> ./Invoke-NpiVintage.psl -RegisterRun out/runs/2026-10-30T0600Z-fixture/inventory -Vintage 2026 "

>> -CurrentPath tests/fixtures/chl@/vintage/ai-inventory-2026.csv -PriorPath
tests/fixtures/chl@/vintage/ai-inventory-2025.csv ~
>> -UseCaseMapPath tests/fixtures/chl@/vintage/ai-use-cases.csv -ServiceRecordsPath

tests/fixtures/inputs/service-records.csv -OutputPath out/vintage
Vintage 2026: 5 changes (1 AuthorizationChanged, 1 Left, 2 New, 1 Retired); findings 3 Finding, 2 Wa

rn, 1 Info
Written to out/vintage/vintage-2026 (manifest.json: tenant cOffee00-0000-4000-8000-000000000001, the

register's and each input's SHA-256)
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$ DAYl=tests/fixtures/npi-runs/2026-10-29T0600Z-fixture

$ DAY2=tests/fixtures/npi-runs/2026-10-30T0600Z-fixture

$ python python/npi_evidence.py package --run $DAY1l --out out/evidence

{"evidence_manifest_sha256": "12532bfb598dc4303f1d60@aa7dbalc401b055d36aa666b5893890a2666f09e32", "ne

w": 62, "open": 62, "package": "2026-10-29T0600Z-fixture", "resolved": @}

$ python python/npi_evidence.py package --run $DAY2 --previous-manifest \
out/evidence/2026-10-29T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/evidence

{"evidence_manifest_sha256": "7676170f011129acd75a888fe8625acdc32297cf87c49ffbbd6a4e558375fc80", "ne

w": 19, "open": 80, "package": "2026-10-30T0600Z-fixture", "resolved": 1}
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$ python python/npi_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
{"evidence_manifest_sha256": "7676170f011129acd75a888fe8625acdc32297cf87c49ffbbd6ade558375fc80", "fi
les": 21, "run_id": "2026-10-30T0600Z-fixture"}

$ (cd out/evidence/2026-10-30T0600Z-fixture & sha256sum -c --quiet SHA256SUMS)

$ grep -c contoso out/evidence/2026-10-30T0600Z-fixture/summary.md

]

(exit code 1)
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$ python python/npi_evidence.py period --evidence out/evidence --since 2026-10-28T06:00:00Z \
--until 2026-10-30T06:00:00Z --vintage tests/fixtures/npi-vintage/vintage-2026 --out \
out/periods

{"chain_breaks": @, "closed": 1, "complete": false, "coverage_gaps": ©, "opened": 19, "packages": 2,

"period": "period-2026-10-28_2026-10-30"}

(exit code 2)

$ cat out/periods/period-2026-10-28_ 2026-10-30/period-summary.md

# Non-person identity evidence for the period

Period 2026-10-28T06:00:00Z to 2026-10-30T06:00:00Z; tenant cOffee00-0000-4000-8000-000000000001 (gC
c, Fixture); 2 package(s), chain breaks @, coverage gaps ©, unverified task runs @. Findings opened
19, closed 1, open at the end 85.

Control | Open findings | Open warnings | Status

e

AC-2 Account Management | 20 | 15 | evidence incomplete: Chapter 03

AC-6(5) Least Privilege, Privileged Accounts | 12 | 2 | evidence present; the assessor decides
IA-4 Identifier Management | 11 | 3 | evidence present; the assessor decides

IA-5 Authenticator Management | 6 | 8 | evidence incomplete: Chapter 04, Chapter 06

IA-9 Service Identification and Authentication | 3 | @ | evidence incomplete: Chapter 5, Chapter
08 |

M-25-21 AI use-case inventory and governance (OMB) | 5 | 3 | evidence present; the assessor decide
s |

Gate 7 criterion | From this code | Status

N

Every service account and service principal has an owner and sponsor, a reason and a target | owne
rless 7 (NPI-DRF-03); agents without a sponsor attestation 1; Chapter 03 decisions not received | no
t decided by this code (Chapter 03) |

None holds a password that never expires | 3 enabled AD account(s) (NPI-DRF-06) | not met

None is orphaned | 7 orphan candidate(s) (NPI-DRF-@3) | not met |

Drift checks and review cycles running | 2 package(s), coverage gaps @, chain breaks @, unverified
task runs @; review records missing 0, review findings 4 | not met |

Every remaining gMSA and dMSA moved or in the dated Kerberos island | Chapter @6 findings not rece
ived | not decided by this code (Chapter 06)

Package | Audit window | EVIDENCE-MANIFEST.json SHA-256

.

2026-10-29T0600Z-fixture | 2026-10-28T06:00:00Z to 2026-10-29T06:00:00Z | ~12532bfb598dc4303f1d60a
a7dbalc401b055d36aa666b5893890a2666f09e32" |

2026-10-30T0600Z-fixture | 2026-10-29T06:00:00Z to 2026-10-30TO6:00:00Z | "7676170f011129acd75a888
fe8625acdc32297cf87c49ffbbd6ade558375fc80" |

AI use-case inventory vintage 2026: 5 open finding(s); manifest SHA-256 ~4146b751be8a8c96fcacac4bbda
d131f878f70f16fc6f12313b8cfO9bfbO8a%6" .

Object keys and fingerprints only. The packages hold the names, under the evidence store's access co
ntrol. The control mapping is the program's (design guidance); the assessor and the authorizing offi
cial decide each control.
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$ echo edited >> out/evidence/2026-10-30T0600Z-fixture/summary.md

$ python python/npi_evidence.py verify out/evidence/2026-10-30T0600Z-fixture

error: out/evidence/2026-10-30T0600Z-fixture: summary.md doesn't match its SHA-256

(exit code 1)

$ python python/npi_evidence.py package --run $DAY1l --previous-manifest \
out/evidence/2026-10-30T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/swap

error: this run (2026-10-29T06:00:00Z) isn't later than the previous package (2026-10-30T06:00:00Z)

(exit code 1)

$ python python/workflow_lint.py workflow/npi-evidence.yml

workflow/npi-evidence.yml: @ finding(s), @ warning(s)
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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$ python -m pytest tests -q
........................................................................ [ 50%]
...................................................................... [100%]
142 passed
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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PS> Remove-Item -Recurse -Force out
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$ rm -rf out
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® @ ® cxamples/non-person-identity - fixture data

PS> Remove-Item -Recurse -Force out
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory
Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8
Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan
Written to out/inventory (manifest.json: tenant cOffeec00-0000-4000-8000-000000000001, every request,
a SHA-256 per file)
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PS> Invoke-Pester -Path tests/MicrosoftSamples.Tests.psl -FullNameFilter '*Chapter ©2*' -Output
None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiOwnership/NpiOwnership.psml

PS> foreach ($t in 'ownership', ‘orphan-apply') { $p = Get-NpiRequiredPermission -Task $t; "$t :
+ ($p.GraphPermissions -join ', ') }

ownership : User.Read.All

orphan-apply : Application.Read.All, Application.ReadWrite.All, Directory.Read.All, User.Read.All
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PS> ./Invoke-NpiOwnership.psl -Cloud gcc -RegisterRun out/inventory -FixturePath
tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership

Ownership: 22 identities checked; 7 orphan candidates

Findings: 20 Finding, 3 Warn, 1 Info. AI sponsor fields recorded for Chapter 09: 2

Orphan plan: 10 actions, 3 of them writes (1 AddOwner, 2 Disable); nothing sent

Plan SHA-256: 1e1799d7181bdla3dc271c645fff8a60fc741lablebc219bb3011cc25953bad3e
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PS> Get-Content out/ownership/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq
'Finding' | Group-Object Rule | Format-Table Name, Count
Name Count
NPI-OWN-01 2
NPI-OWN-02 4
NPI-OWN-06 6
NPI-OWN-07 3
NPI-OWN-08 5




rId243.png
o000 examples/non-person-identity - fixture data

PS> Get-Content out/ownership/orphan-plan.json -Raw | ConvertFrom-Json | Select-Object
-ExpandProperty actions | Format-Table Action, Name, Write

Action Name Write
Disable svc-backup True
AwaitConfirmation svc-oldftp False
RetirementCandidate svc-reports False
ClaimWindowOpen sa-printsvc False
Exception gmsa-ops$ False
Disable Legacy Reports True
AwaitConfirmation  0ld SAML Connector False
AddOwner HR Connector True
NomineeRefused Build Pipeline False
RecordOwner svc-oldftp False
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PS> $sha = (Get-FileHash out/ownership/orphan-plan.json -Algorithm SHA256).Hash.ToLower()
PS> ./Invoke-NpiOrphanAction.psl -Cloud gcc -PlanPath out/ownership/orphan-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-dryrun

DryRun: 3 WouldSend

WouldSend Disable WRITE Disable-ADAccount -Identity ad000000-0000-4000-8000-000000000003

WouldSend Disable PATCH https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-4000-800
0-000000000003

WouldSend AddOwner POST https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-0000
00000002/owners/$ref
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PS> ./Invoke-NpiOrphanAction.psl -Cloud gcc -PlanPath out/ownership/orphan-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-apply
-Apply
Apply: 3 Sent
Sent Disable WRITE Disable-ADAccount -Identity ad@©0000-0000-4000-8000-000000000003
Sent Disable PATCH https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-4000-800
0-000000000003
Sent AddOwner POST https://graph.microsoft.com/v1.0/applications/0a000000-0000-4000-8000-0000
00000002/owners/$ref
PS> ./Invoke-NpiOrphanAction.psl -Cloud gcc -PlanPath out/ownership/orphan-plan.json
-ApprovedSha256 (‘@' * 64) -FixturePath tests/fixtures/estate.json -OutputPath out/orphan-x
Exception: The plan's SHA-256 is 1e1799d7181bdla3dc271c645fff8a60fc741ablebc219bb3011cc25953bad3e, n
ot the approved 0000000000000000000000000000000VVVVPVVVOVVAVVRARVVPARRRRRRA; refusing to run a
plan nobody reviewed.
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/NpiMatrix.Tests.psl -FullNameFilter '*Chapter ©3*' -Output None
-PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiMatrix/NpiMatrix.psml
PS> $p = Get-NpiMatrixRequiredPermission

PS> $p.GraphPermissions -join ', '
LicenseAssignment.Read.All, User.Read.All
PS> $p.Methods -join ', '

GET
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory | Out-Null

PS> ./Invoke-NpiOwnership.psl -Cloud gcc -RegisterRun out/inventory -FixturePath
tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership |
Out-Null

PS> ./Invoke-NpiMatrix.psl -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership
-InputPath tests/fixtures/ch@3/inputs -FixturePath tests/fixtures/estate.json -SkuFixturePath
tests/fixtures/ch@3/subscribed-skus.json -OutputPath out/matrix

Matrix: 21 identities in scope, 20 proposed (1 AppRegistrationFederated, 2 dMSA, 2 gMSA, 7 Keep, 2 M

anagedIdentity, 6 Retire); 3 handed off, 1 to confirm first, 10 out of scope

Dispositions: 18 decided of 22; waves 1 (1, 1 HIGH), 2 (4, 1 HIGH)

Workload ID Premium (D-NP4): Tierl, 2 in scope; tenant holds 2 enabled units

Findings: 7 Finding, 4 Warn, 1 Info

Gate 2: not met (Every account has a disposition and a target from the matrix: 3; HIGH-risk accounts

in the first wave: 1; Every kept Kerberos account has an SPN owner: 1; Waves and their rollback rec

orded: 1; Workload ID Premium scope decided (D-NP4): 1)
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PS> Get-Content out/matrix/proposals.json -Raw | ConvertFrom-Json | Where-Object Scope -eq

'Matrix' | Format-Table Name, Risk, Location, MatrixRow, Proposed
Name Risk Location MatrixRow Proposed
svc-hrsync HIGH OnPremKerberos  M@6 dMSA
svc-backup HIGH R Retire
svc-oldftp HIGH R Retire
svc-reports LOW R Retire
sa-printsvc LOW R Retire
svc-webfront HIGH OnPremKerberos M6 dMSA
svc-intranet MEDIUM OnPremKerberos M7 gMSA
msa-printel$ MEDIUM OnPremKerberos  Me8 gMSA
gmsa-web$ MEDIUM OnPremKerberos M11 eep
gmsa-ops$ HIGH OnPremKerberos M11 eep
dmsa-hrsync$ LOW OnPremKerberos M13 eep
Payroll Export MEDIUM Azure M14 ManagedIdentity
HR Connector LOW
Legacy Reports MEDIUM R Retire
Build Pipeline LOW OidcIssuer M18 eep
Vendor Portal LOW EntraApiNoIssuer M18 eep
Mail Automation HIGH OidcIssuer M15 AppRegistrationFederated
Deploy Bot LOW Azure M14 ManagedIdentity
0ld SAML Connector MEDIUM R Retire
vm-batchol LOW Azure M19 eep
id-deploy LOW Azure M19 eep
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PS> Get-Content out/matrix/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity,
Object
Rule Severity Object

PI-MAT-07 Finding svc-hrsync (Traditional)
PI-MAT-01 Finding svc-oldftp (Traditional)
PI-MAT-01 Info jdoe (Traditional)
PI-MAT-06 Finding svc-webfront (Traditional)
PI-MAT-07 Warn svc-webfront (Traditional)
PI-MAT-07 Warn gmsa-ops$ (gMSA)
PI-MAT-05 Finding dmsa-hrsync$ (dMSA)
PI-MAT-02 Finding HR Connector (AppRegistration)
PI-MAT-04 Warn Deploy Bot (AppRegistration)
PI-MAT-08 Finding Wave 2

PI-MAT-09 Warn Payroll Export (AppRegistration)
PI-MAT-09 Finding Vendor Portal (AppRegistration)
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PS> Get-Content out/matrix/waves.json -Raw | ConvertFrom-Json | ForEach-Object { "Wave $($_.Wave):
$(@($_.Members.Name) -join ', '); rollback owner '$($_.RollbackOwner)'"; $_.Rollback
ForEach-Object { " $_" } }

Wave 1: Mail Automation; rollback owner 'carol@contoso.example’

AppRegistrationFederated: Re-enable the legacy account or credential; revert the application's con
figuration; remove the federated credential

Wave 2: svc-hrsync, svc-intranet, msa-print@1$, Payroll Export; rollback owner

dMSA: Undo-ADServiceAccountMigration (Learn's undo for a dMSA migration); the superseded account i

s kept, never deleted

gMSA: Re-enable the legacy account; set the service back to it
ManagedIdentity: Re-enable the legacy account; revert the application's configuration to it
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PS> $s = Get-Content out/matrix/workload-id-premium.json -Raw | ConvertFrom-Json
PS> $s.conditionalAccessEligibleNow.Count

6

PS> $s.conditionalAccessEligibleAfter.Count

4

PS> $s.options | ConvertTo-Json -Compress

{"Tier1":2,"Wide":4,"None" :0}
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® @ ® cxamples/non-person-identity - fixture data

PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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® @ ® cxamples/non-person-identity - fixture data

PS> Remove-Item -Recurse -Force out
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory
Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8
Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan
Written to out/inventory (manifest.json: tenant cOffeec00-0000-4000-8000-000000000001, every request,
a SHA-256 per file)
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PS> Invoke-Pester -Path tests/NpiCredentialPolicy.Tests.psl -FullNameFilter '*Microsoft*samples*’
-Output None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiCredentialPolicy/NpiCredentialPolicy.psml

PS> foreach ($t in 'app-policy', 'policy-apply’, 'rotation’, 'rotation-apply') { $p =
Get-NpiCh@4RequiredPermission -Task $t; "$t : " + (($p.GraphPermissions + $p.AzureRoles) -join
)}

app-policy : Application.Read.All, Policy.Read.All

policy-apply : Application.Read.All, Application.ReadWrite.All, Policy.Read.All, Policy.ReadWrite.Ap

plicationConfiguration

rotation : Application.Read.All, User.Read.All, Key Vault Reader

rotation-apply : Application.Read.All, Application.ReadWrite.All, Key Vault Certificates Officer, Ke

y Vault Reader
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PS> ./Invoke-NpiCredentialPolicy.psl -Cloud gcc -RegisterRun out/inventory -FixturePath
tests/fixtures/ch@4/tenant.json -OutputPath out/policy

Policy: tenant default disabled; 1 app management policies; 7 app registrations

Diff: 6 Add, 1 Change, 1 KeepExisting

Findings: 12 Finding, 1 Warn, 1 Info

Policy plan: 10 actions, 8 of them writes (1 AssignAppPolicy, 1 CreateAppPolicy, 5 LockApp, 1 PatchD

efaultPolicy); nothing sent

Plan SHA-256: 2d4c419a05b7792470e59a5969f94f1b6452cba®79a47595336c4d451cbfa809
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fixture data

PS> Get-Content out/policy/policy-diff.json -Raw | ConvertFrom-Json | Format-Table Scope,
RestrictionType, Change, Desired

Scope

policy
applicationRestrictions
-11-15
applicationRestrictions
-11-15
applicationRestrictions
applicationRestrictions
r 2026-11-15

RestrictionType

isEnabled
passwordAddition

symmetricKeyAddition

customPasswordAddition
asymmetricKeylLifetime

servicePrincipalRestrictions passwordAddition

=1lil=15

servicePrincipalRestrictions symmetricKeyAddition

=1lil=15

servicePrincipalRestrictions asymmetricKeyLifetime

r 2026-11-15

Change Desired
Change  true
Add enabled
Add enabled
KeepExisting (not in
Add enabled
Add enabled
Add enabled
Add enabled

for apps created after
for apps created after

the reviewed file)
P180D for apps created

for apps created after
for apps created after

P180D for apps created

2026

2026

afte

2026

2026

afte
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PS> $sha = (Get-FileHash out/policy/policy-plan.json -Algorithm SHA256).Hash.ToLower()
PS> ./Invoke-NpiCredentialAction.psl -Cloud gcc -PlanPath out/policy/policy-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@4/tenant.json -OutputPath

out/policy-dryrun

DryRun: 8 WouldSend

WouldSend PatchDefaultPolicy
tPolicy

WouldSend CreateAppPolicy
es

WouldSend AssignAppPolicy
000-8000-000000VRV6/appManageme|

WouldSend LockApp
000-8000-000000000001

WouldSend LockApp
000-8000-000000000003

WouldSend LockApp
000-8000-000000000004

WouldSend LockApp
000-8000-000000000005

WouldSend LockApp
000-8000-000000000006

PATCH

POST

POST

ntPoli

PATCH

PATCH

PATCH

PATCH

PATCH

htt

htt

htt

cie

htt

htt

htt

htt

htt

ps://gra
ps://gra
ps://gra
s/$ref

ps://gra
ps://gra

ps://gra

ps://gra

ps://gra

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

0/policies/defaultAppManagemen
0/policies/appManagementPolici
©/applications/0a000000-0000-4
©/applications/0a000000-0000-4
©/applications/0a000000-0000-4
©/applications/0a000000-0000-4

©/applications/0a000000-0000-4

©/applications/0a000000-0000-4

PS> ./Invoke-NpiCredentialAction.psl -Cloud gcc -PlanPath out/policy/policy-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@4/tenant.json -OutputPath out/policy-apply

-Apply

Apply: 8 Sent

Sent PatchDefaultPolicy
tPolicy

Sent CreateAppPolicy
es

Sent AssignAppPolicy
000-8000-000000VRV6/appManageme|

Sent LockApp
000-8000-000000000001

Sent LockApp
000-8000-000000000003

Sent LockApp
000-8000-000000000004

Sent LockApp
000-8000-000000000005

Sent LockApp
000-8000-000000000006

PATCH

POST

POST

ntPoli

PATCH

PATCH

PATCH

PATCH

PATCH

htt

htt

htt

cie

htt

htt

htt

htt

htt

ps://gra
ps://gra
ps://gra
s/$ref

ps://gra
ps://gra

ps://gra

ps://gra

ps://gra

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.microsoft

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

.com/vl.

0/policies/defaultAppManagemen
0/policies/appManagementPolici
©/applications/0a000000-0000-4
©/applications/0a000000-0000-4
©/applications/0a000000-0000-4
©/applications/0a000000-0000-4

©/applications/0a000000-0000-4

©/applications/0a000000-0000-4

PS> ./Invoke-NpiCredentialAction.psl -Cloud gcc -PlanPath out/policy/policy-plan.json
-ApprovedSha256 (‘@' * 64) -FixturePath tests/fixtures/ch@4/tenant.json -OutputPath

out/policy-x

Exception: The plan's SHA-256 is 2d4c419a@5b7792470e59a5969194f1b6452cba®79a47595336c4d451cbfa809, n
ot the approved 0000000000000000000000000000000VVVVPVVVOVVAVVRARVVPARRRRRRA; refusing to run a

plan nobody reviewed.
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PS> ./Invoke-NpiRotation.psl -Cloud gcc -RegisterRun out/inventory -InputPath
tests/fixtures/ch@4/inputs -FixturePath tests/fixtures/ch@4/tenant.json -OutputPath
out/rotation

Rotation: 7 app registrations read; 7 steps

Findings: 2 Finding, © Warn, 3 Info; @ requests for owners

Rotation plan: 3 writes (1 AttachNewCertificate, 1 RemoveOldCertificate, 1 RenewInKeyVault); nothing

sent

Plan SHA-256: d54726465dddc6ccdf@3d9df2137e77e31547e9aade890d11bd7053653fa0d8f
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PS> (Get-Content out/rotation/rotation-plan.json -Raw | ConvertFrom-Json).actions | Format-Table
Action, Name, Write

Action Name Write
AttachNewCertificate Deploy Bot True
RemoveOldCertificate HR Connector True
ReplaceSecret Legacy Reports False
NoKeyVaultBinding Legacy Reports False
ReplaceSecret Mail Automation False
ReplaceSecret Payroll Export False

RenewInKeyVault Vendor Portal True
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PS> $sha = (Get-FileHash out/rotation/rotation-plan.json -Algorithm SHA256).Hash.ToLower()

PS> ./Invoke-NpiCredentialAction.psl -Cloud gcc -PlanPath out/rotation/rotation-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@4/tenant.json -OutputPath
out/rotation-dryrun

DryRun: 3 WouldSend

WouldSend AttachNewCertificate PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4

000-8000-000000000007

WouldSend RemoveOldCertificate PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4
000-8000-000000000002

WouldSend RenewInKeyVault POST https://kv-npi-contoso.vault.azure.net/certificates/vendor-po
rtal/create?api-version=2025-07-01

PS> ./Invoke-NpiCredentialAction.psl -Cloud gcc -PlanPath out/rotation/rotation-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@4/tenant.json -OutputPath
out/rotation-apply -Apply

Apply: 3 Sent

Sent AttachNewCertificate PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4

000-8000-000000000007

Sent RemoveOldCertificate PATCH https://graph.microsoft.com/v1.0/applications/0a000000-0000-4
000-8000-000000000002

Sent RenewInKeyVault POST https://kv-npi-contoso.vault.azure.net/certificates/vendor-po
rtal/create?api-version=2025-07-01
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® @ ® cxamples/non-person-identity - fixture data

PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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® @ ® cxamples/non-person-identity - fixture data

PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/NpiFederationSamples.Tests.psl -Output None -PassThru |
>> Select-Object PassedCount, FailedCount, NotRunCount
PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiFederation/NpiFederation.psml

PS> foreach ($t in 'federation®', 'federation-apply') { $p = Get-NpiWifRequiredPermission -Task $t;
"$t : " + ($p.GraphPermissions -join ', ') + ' | ' + ($p.AzureRoles -join ', ') }

federation : Application.Read.All, AuditlLog.Read.All | Reader

federation-apply :

Application.Read.All, Application.ReadWrite.All | Managed Identity Contributor, R
eader
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PS> ./Invoke-NpiFederation.psl -Cloud gcc -ConversionsPath tests/fixtures/ch@5/conversions.json
-CutoverLogPath tests/fixtures/ch@5/cutover-log.csv -FixturePath
tests/fixtures/ch@5/tenant.json -OutputPath out/federation

Conversions: 8 in 2 wave(s); token exchange tests: 4 passed, 2 failed

Findings: 7 Finding, 1 Warn

Plan: 20 actions, 4 of them writes (2 CreateCredential, 1 CreateIdentity, 1 Disablelegacy); nothing

sent

Parallel runs: conv-01 ReadyToDisablelegacy; conv-02 AwaitingCutover; conv-03 AwaitingCutover; conv-

04 AwaitingCutover; conv-05 AwaitingCutover; conv-06 AwaitingCutover; conv-07 ParallelRunning; conv-

08 LegacyStillInUse

Plan SHA-256: 5ec@a52c70dc49ac6904c6923ac9b292e3¢312d38594b6210cc9178c91188bf2
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PS> Get-Content out/federation/findings.json -Raw | ConvertFrom-Json | Format-Table Rule,
Severity, ObjectKey

Rule Severity ObjectKey

NPI-WIF-03 Finding conv-02/payroll-prod

NPI-WIF-02 Finding conv-02/payroll-prod

NPI-WIF-08 Finding conv-02/payroll-prod

NPI-WIF-07 Warn conv-02/payroll-test

NPI-WIF-04 Finding conv-03/github-intranet-tag

NPI-WIF-08 Finding conv-03/github-intranet-tag

NPI-WIF-01 Finding conv-06

NPI-WIF-09 Finding conv-08
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PS> Get-Content out/federation/exchange-tests.json -Raw | ConvertFrom-Json | Format-Table
Credential, SubjectSource, Passed

Credential SubjectSource Passed
payroll-prod derived False
github-main derived True
github-intranet derived True
github-intranet-tag derived False
aks-webfront derived True

gh-reports derived True
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PS> Get-Content out/federation/conversion-records.json -Raw | ConvertFrom-Json | ForEach-Object {
[pscustomobject]@{ Id = $_.ConversionId; Target = $_.TargetKind; Gate = $_.CutoverGate; Run =
$_.ParallelRun.Status; Day = $_.ParallelRun.Day } } | Format-Table

Id Target Gate Run DEYY

conv-01 managedIdentity Ready ReadyToDisablelLegacy 40

conv-02 federatedCredential Blocked AwaitingCutover

conv-03 federatedCredential Blocked AwaitingCutover

conv-04 managedIdentity NotReady AwaitingCutover
conv-05 certificate NotReady AwaitingCutover
conv-06 certificate Blocked AwaitingCutover
conv-07 managedIdentity Ready ParallelRunning 15

conv-08 federatedCredential Ready LegacyStillInUse 59
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PS> $sha = (Get-FileHash out/federation/plan.json -Algorithm SHA256).Hash.ToLower()
PS> ./Invoke-NpiFederation.psl -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 $sha
-FixturePath tests/fixtures/ch@5/tenant.json -OutputPath out/federation-dryrun

DryRun: 4 WouldSend

WouldSend Disablelegacy WRITE Disable-ADAccount -Identity ad@00000-0000-4000-8000-000000000001

WouldSend CreateCredential POST https://graph.microsoft.com/v1l.0/applications/0a000000-0000-4000-
8000-000000000RV4/federatedIdentityCredentials

WouldSend CreateIdentity PUT https://management.azure.com/subscriptions/11111111-1111-4111-811
1-111111111111/resourceGroups/rg-identity/providers/Microsoft.ManagedIdentity/userAssignedIdentities
/id-webfront?api-version=2024-11-30

WouldSend CreateCredential PUT https://management.azure.com/subscriptions/11111111-1111-4111-811
1-111111111111/resourceGroups/rg-identity/providers/Microsoft.ManagedIdentity/userAssignedIdentities
/id-webfront/federatedIdentityCredentials/aks-webfront?api-version=2024-11-30
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PS> ./Invoke-NpiFederation.psl -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 $sha
-FixturePath tests/fixtures/ch@5/tenant.json -OutputPath out/federation-apply -Apply
Apply: 4 Sent

Sent DisablelLegacy WRITE Disable-ADAccount -Identity ad@00000-0000-4000-8000-000000000001

Sent CreateCredential POST https://graph.microsoft.com/vl.0/applications/0a000000-0000-4000-
8000-000000000RV4/federatedIdentityCredentials

Sent CreateIdentity PUT https://management.azure.com/subscriptions/11111111-1111-4111-811

1-111111111111/resourceGroups/rg-identity/providers/Microsoft.ManagedIdentity/userAssignedIdentities
/id-webfront?api-version=2024-11-30

Sent CreateCredential PUT https://management.azure.com/subscriptions/11111111-1111-4111-811
1-111111111111/resourceGroups/rg-identity/providers/Microsoft.ManagedIdentity/userAssignedIdentities
/id-webfront/federatedIdentityCredentials/aks-webfront?api-version=2024-11-30
PS> ./Invoke-NpiFederation.psl -Cloud gcc -PlanPath out/federation/plan.json -ApprovedSha256 ('@’

* 64) -FixturePath tests/fixtures/ch@5/tenant.json -OutputPath out/federation-x

Exception: The plan's SHA-256 is 5ec@a52c70dc49ac6904c6923ac9b292e3¢312d38594b6210cc9178c91188bf2, n
ot the approved 0000000000000000000000000000000VVVVPVVVOVVAVVRARVVPARRRRRRA; refusing to run a
plan nobody reviewed.
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® @ ® cxamples/non-person-identity - fixture data

PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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PS> Remove-Item -Recurse -Force out
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory | Out-Null

PS> ./Invoke-NpiOwnership.psl -Cloud gcc -RegisterRun out/inventory -FixturePath
tests/fixtures/estate.json -InputPath tests/fixtures/inputs -OutputPath out/ownership |
Out-Null

PS> ./Invoke-NpiMatrix.psl -Cloud gcc -RegisterRun out/inventory -OwnershipRun out/ownership
-InputPath tests/fixtures/ch@3/inputs -FixturePath tests/fixtures/estate.json -SkuFixturePath
tests/fixtures/ch@3/subscribed-skus.json -OutputPath out/matrix | Out-Null
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PS> Invoke-Pester -Path tests/KerberosIslandSamples.Tests.psl -Output None -PassThru |
>> Select-Object PassedCount, FailedCount, NotRunCount
PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiKerberosIsland/NpiKerberosIsland.psml
PS> foreach ($t in 'kerberos-island', 'kerberos-apply') { $r = Get-NpiKrbRequiredRight -Task $t;

"$t : " + ($r.Cmdlets -join ', ') }
kerberos-island : Get-ADComputer, Get-ADDomainController, Get-ADObject, Get-ADServiceAccount, Get-AD

User
kerberos-apply : Complete-ADServiceAccountMigration, Disable-ADAccount, Get-ADComputer, Get-ADDomain

Controller, Get-ADObject, Get-ADServiceAccount, Get-ADUser, New-ADServiceAccount, Set-ADServiceAccou
nt, Start-ADServiceAccountMigration
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PS> ./Invoke-NpiKerberosIsland.psl -Cloud gcc -RegisterRun out/inventory -MatrixRun out/matrix
-ProgramDatesPath tests/fixtures/ch@3/inputs/program-dates.json -FixturePath
tests/fixtures/estate.json -KerberosFixturePath tests/fixtures/ch@6/ad-kerberos.json
-InputPath tests/fixtures/ch@6/inputs -OutputPath out/kerberos

Kerberos accounts: 9 in scope; KDS root key Ready

Findings: 5 Finding, 1 Warn, 2 Info

Plan: 9 actions, 4 of them writes (1 CompleteDmsaMigration, 2 CreateGmsa, 1 SetRetrievers); nothing

sent

Island list: 6 accounts, 4 ready for P4.6; hand-off ready: False

Reconciliation (D11 KerberosIsland): 1 HandedOff, 4 OnIslandList, 1 Unreconciled

Plan SHA-256: e8fb8355ee0989d9ce9d7b107cd52f45d0eea5f155a49¢c1667albf5840de9cca
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PS> Get-Content out/kerberos/findings.json -Raw | ConvertFrom-Json | Sort-Object Rule |
Format-Table Rule, Severity, ObjectKey

Rule Severity ObjectKey

NPI-KRB-03 Finding gmsa-web$

NPI-KRB-05 Finding svc-intranet

NPI-KRB-05 Finding svc-webfront

NPI-KRB-06 Finding svc-intranet

NPI-KRB-07 Finding gmsa-intranet$

NPI-KRB-08 Warn gmsa-ops$

NPI-KRB-09 Info gmsa-sql$

NPI-KRB-09 Info svc-sqlprod
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PS> Get-Content out/kerberos/kerberos-plan.json -Raw | ConvertFrom-Json | Select-Object
-ExpandProperty actions | Format-Table Action, Account, Write, Cmdlet

Action Account Write Cmdlet

Island gmsa-ops$ False

HandedOff gmsa-sql$ False

Island gmsa-web$ False

SetRetrievers gmsa-web$ True Set-ADServiceAccount

CreateGmsa msa-print@1$ True New-ADServiceAccount
CompleteDmsaMigration svc-hrsync True Complete-ADServiceAccountMigration
CreateGmsa svc-intranet True New-ADServiceAccount

HandedOff svc-sqlprod False

Island svc-webfront False
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PS> Import-Csv out/kerberos/island-list.csv | Format-Table Account, Type, Disposition,
SpnOwnerUpn, EndDate, AoAcceptedBy, ReadyForP46

Account
ReadyForP46

dmsa-hrsync$
rue
gmsa-intranet$
False
gmsa-ops$
rue
gmsa-print$
rue
gmsa-web$
rue
svc-webfront
False

Type

dMSA

gMSA

gMSA

gMSA

gMSA

Traditional

Disposition
Replatform
Replatform
eep
Replatform

eep

eepKerberos

SpnOwnerUpn EndDate AoAcceptedBy
hr-apps.owner@contoso.example 2027-06-30

2028-12-31

2027-08-31
print.owner@contoso.example 2027-06-30
erin@contoso.example 2027-08-31

2027-05-31 ao@contoso.example

PS> Get-Content out/kerberos/reconciliation.json -Raw | ConvertFrom-Json | Format-Table Account,
Type, Planned, Destination, Outcome
Type Planned

Account
dmsa-hrsync$
gmsa-ops$
gmsa-sql$
gmsa-web$
gmsa-intranet$
gmsa-print$

Destination

Outcome

dMsA
gMSA
gMSA
gMSA
gMSA
gMSA

Island
HandedOff
Island
Island
Island

OnIslandList
OnIslandList
HandedOff

OnIslandList
Unreconciled
OnIslandList
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PS> $sha = (Get-FileHash out/kerberos/kerberos-plan.json -Algorithm SHA256).Hash.ToLower()

PS> ./Invoke-NpiKerberosIslandAction.psl -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256
$sha -FixturePath tests/fixtures/estate.json -KerberosFixturePath
tests/fixtures/ch@6/ad-kerberos.json -OutputPath out/kerberos-dryrun

DryRun: 4 WouldSend

WouldSend SetRetrievers gmsa-web$ Set-ADServiceAccount
WouldSend CreateGmsa msa-printel$ New-ADServiceAccount
WouldSend CompleteDmsaMigration svc-hrsync Complete-ADServiceAccountMigration

WouldSend CreateGmsa svc-intranet New-ADServiceAccount
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PS> ./Invoke-NpiKerberosIslandAction.psl -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256
$sha -FixturePath tests/fixtures/estate.json -KerberosFixturePath
tests/fixtures/ch@6/ad-kerberos.json -OutputPath out/kerberos-apply -Apply

Apply: 4 Sent

Sent SetRetrievers gmsa-web$ Set-ADServiceAccount
Sent CreateGmsa msa-printel$ New-ADServiceAccount
Sent CompleteDmsaMigration svc-hrsync Complete-ADServiceAccountMigration
Sent CreateGmsa svc-intranet New-ADServiceAccount

PS> ./Invoke-NpiKerberosIslandAction.psl -PlanPath out/kerberos/kerberos-plan.json -ApprovedSha256
('@' * 64) -FixturePath tests/fixtures/estate.json -KerberosFixturePath
tests/fixtures/ch@6/ad-kerberos.json -OutputPath out/kerberos-x

Exception: The plan's SHA-256 is e8fb8355ee0989d9ce9d7b107cd52f45d0eea5f155a49c1667albf5840de9cca, n

ot the approved 0000000000000000000000000000000VVVVPVVVOVVAVVRARVVPARRRRRRA; refusing to run a

plan nobody reviewed.
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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PS> Remove-Item -Recurse -Force out
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PS> ./Invoke-NpiInventory.psl -Cloud gcc -FixturePath tests/fixtures/estate.json -OutputPath
out/inventory
Register: 35 identities (AD 15, Entra 20); risk HIGH 8, LOW 19, MEDIUM 8
Findings: 8 Finding, 11 Warn, 3 Info; 3 handed to the Data Platform plan
Written to out/inventory (manifest.json: tenant cOffeec00-0000-4000-8000-000000000001, every request,
a SHA-256 per file)
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PS> Invoke-Pester -Path tests/NpilLeastPrivilegeSamples.Tests.psl -Output None -PassThru |
>> Select-Object PassedCount, FailedCount, NotRunCount
PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpilLeastPrivilege/NpilLeastPrivilege.psml

PS> foreach ($t in ‘least-privilege’, 'least-privilege-apply') { $p = Get-NpilLpRequiredPermission
-Task $t; "$t : " + (@($p.GraphPermissions) + @($p.AzureRoles) -join ', ') }

least-privilege : Application.Read.All, Directory.Read.All, RoleManagement.Read.Directory, Reader

least-privilege-apply : Application.Read.All, AppRoleAssignment.ReadWrite.All, DelegatedPermissionGr

ant.ReadWrite.All, Directory.Read.All
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PS> ./Invoke-NpilLeastPrivilege.psl -Cloud gcc -RegisterRun out/inventory -FixturePath
tests/fixtures/ch@7/estate-ch@7.json -InputPath tests/fixtures/ch@7/inputs -OutputPath
out/least-privilege

Sweep: 11 service principals, 20 grants (12 Application, 5 AzureRole, 3 Delegated); 2 skipped; 3 han

ded to the Privileged Access plan

Findings: 7 Finding, 3 Warn, 3 Info

Owner review 2026-Q4: 15 rows, 9 decided, 6 open, 4 changes pending; closed: False

Plan: 11 actions, 3 of them writes (1 NarrowGrant, 2 RemoveAppRole); nothing sent

Plan SHA-256: fca44f9f423c5c3590bf1b90b36el3a8cc9c4565dcOfdb30c9d6efdcelaladf8
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PS> Get-Content out/least-privilege/findings.json -Raw | ConvertFrom-Json | Group-Object Rule |
Format-Table Name, Count

Name Count

NPI-LP-01

NPI-LP-02

NPI-LP-03

NPI-LP-04

NPI-LP-05

NPI-LP-06

NPI-LP-07

NPI-LP-08

NPI-LP-09 1

PS> Get-Content out/least-privilege/pa-handoff.json -Raw | ConvertFrom-Json | Format-Table Name,
Reasons -Wrap

Name Reasons

WRNRRRRN

Build Pipeline RoleManagement.ReadWrite.Directory (can grant itself more)

Deploy Bot directory role: Cloud Application Administrator; Application.ReadWrite.All (can grant
itself more)

id-deploy Contributor at subscription scope (a privileged administrator role)
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PS> Import-Csv out/least-privilege/owner-review.csv | Where-Object { -not $_.Decision } |
Format-Table Name, Kind, Permission, Broad, LastDecision -AutoSize
Name Kind Permission Broad LastDecision

Legacy Reports Application unknown:a@000000-0000-4000-8000-0000000000ff False

Mail Automation Application Mail.ReadWrite True

vm-batchel Application User.Read.All False Keep on 2026-07-15, a
n earlier quarter

vm-batchol AzureRole  Reader False

vm-batchol AzureRole  Reader True

Mail Automation Delegated User.Read False
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PS> Get-Content out/least-privilege/lp-plan.json -Raw | ConvertFrom-Json | Select-Object
-ExpandProperty actions | Format-Table Action, Name, Write

Action Name Write
HandedOff Build Pipeline False
HandedOff Deploy Bot False
HandedOff id-deploy False
RemoveAppRole HR Connector True
Kept Vendor Portal False
RemoveAppRole Mail Automation True
Kept Mail Automation False
AwaitOwnerDecision Mail Automation False
RescopeByOwner vm-batchel False
AwaitOwnerDecision vm-batchel False

NarrowGrant Partner CRM True
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PS> $sha = (Get-FileHash out/least-privilege/lp-plan.json -Algorithm SHA256) .Hash.ToLower()
PS> ./Invoke-NpilLeastPrivilegeAction.psl -Cloud gcc -PlanPath out/least-privilege/lp-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@7/estate-ch@7.json -OutputPath
out/lp-dryrun
DryRun: 3 WouldSend
WouldSend RemoveAppRole DELETE https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-40
00-8000-000000000010/appRoleAssignedTo/ar-10
WouldSend RemoveAppRole DELETE https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-40
00-8000-000000000010/appRoleAssignedTo/ar-01
WouldSend NarrowGrant PATCH https://graph.microsoft.com/v1l.0/oauth2PermissionGrants/og-01
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PS> ./Invoke-NpilLeastPrivilegeAction.psl -Cloud gcc -PlanPath out/least-privilege/lp-plan.json
-ApprovedSha256 $sha -FixturePath tests/fixtures/ch@7/estate-ch@7.json -OutputPath
out/lp-apply -Apply
Apply: 3 Sent
Sent RemoveAppRole DELETE https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-40
00-8000-000000000010/appRoleAssignedTo/ar-10
Sent RemoveAppRole DELETE https://graph.microsoft.com/v1.0/servicePrincipals/5b000000-0000-40
00-8000-000000000010/appRoleAssignedTo/ar-01
Sent NarrowGrant PATCH https://graph.microsoft.com/v1l.0/oauth2PermissionGrants/og-01
PS> ./Invoke-NpilLeastPrivilegeAction.psl -Cloud gcc -PlanPath out/least-privilege/lp-plan.json
-ApprovedSha256 (‘@' * 64) -FixturePath tests/fixtures/ch@7/estate-ch@7.json -OutputPath
out/lp-x
Exception: The plan's SHA-256 is fca44f9f423c5c3590bf1b90b36el13a8cc9c4565dcOfdb30c9dbefdcelaladfs8, n
ot the approved 0000000000000000000000000000000VVVVPVVVOVVAVVRARVVPARRRRRRA; refusing to run a
plan nobody reviewed.
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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PS> Remove-Item -Recurse -Force out




rId917.png
o000 examples/non-person-identity - fixture data

PS> Invoke-Pester -Path tests/NpiWorkloadCa.Tests.psl -FullNameFilter '*(Learn), run as
published*' -Output None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/NpiWorkloadCa/NpiWorkloadCa.psml

PS> foreach ($t in 'wca-read', 'wca-signins', ‘wca-apply') { "$t : " +
((Get-NpilWcaRequiredPermission -Task $t).GraphPermissions -join ', ') }

wca-read : Application.Read.All, Policy.Read.All

wca-signins : Auditlog.Read.All, Policy.Read.ConditionalAccess

wca-apply : Application.Read.All, Policy.Read.All, Policy.ReadWrite.ConditionalAccess
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PS> ./Invoke-NpiWorkloadCa.ps1l -Mode Check -ScopePath tests/fixtures/ch@8/scope.json
Pre-merge check: @ Finding, © Warn, © Info
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PS> Test-NpiWcaPolicyBody -Body (Read-NpilicaLearnSample -Path
../third_party/entra-workload-identity-ca-page/workload-identity.md) -EgressName
NL-WorkloadEgress -Name learn-sample |

>> Format-Table Rule, Severity

Rule Severity

NPI-WCA-01 Finding

NPI-WCA-01 Finding

NPI-WCA-07 Finding

NPI-WCA-07 Finding

NPI-WCA-08 Finding
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PS> ./Invoke-NpiWorkloadCa.psl -Mode Plan -Cloud gcc -ScopePath tests/fixtures/ch@8/scope.json
-FixturePath tests/fixtures/ch@8/tenant.json -OutputPath out/wca
Checks: @ Finding, © Warn, 2 Info

Dry run:

ind
location
policy
policy
policy
policy
policy

Plan: 3 Create, 1 NoChange, 1 NotInRepository, 1 Update

4 request(s) written to requests.json, none sent; rerun with -Apply to send them

PS> Get-Content out/wca/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action

Name Action
NL-WorkloadEgress Update
CAQ15-ServiceAccounts-LocationRestriction-Ringl NoChange
CA@37-WorkloadIdentities-HighRisk-Block-Ringl Create
CAQ15-ServiceAccounts-LocationRestriction-Ring2 Create
CA@37-WorkloadIdentities-HighRisk-Block-Ring2 Create

Workloads - block outside office (made in the portal) NotInRepository
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PS> ./Invoke-NpiWorkloadCa.ps1l -Mode SignIns -Cloud gcc -ScopePath tests/fixtures/ch@8/scope.json
-FixturePath tests/fixtures/ch@8/tenant.json -From 2026-10-12 -To 2026-10-30T12:00:00
-OutputPath out/wca-signins

Service principal sign-ins 2026-10-12T00:00:00Z to 2026-10-30T12:00:00Z (18 days): 6 read

Ringl: ready for enforcement

Mail Automation Clear sign-ins 1
Payroll Export Clear sign-ins 2
Ring2: not ready
Deploy Bot WouldBlock sign-ins 2; outside the egress ranges: 203.0.113.7
HR Connector NoSignIns sign-ins @

Summary SHA-256: da391f12869037f18d222c223d38990565bd37b3bf115cb8d70617e44d6dc26b
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PS> $scope = Read-NpilWcaScope -Path tests/fixtures/ch@8/scope.json

PS> $repo = Read-NpilWcaRepository
PS> $asOf = [datetime]'2026-10-30T12:00:00'
PS> $fake = New-NpilWcaFixtureInvoker -Path tests/fixtures/ch@8/tenant.json -Cloud gcc

PS> $findings = @(Test-NpilWicaRepository -Repository $repo -Scope $scope -AsOf $asOf)
PS> foreach ($run in 1..2) {

>> $client = New-NpiWcaClient -Cloud gcc -Task wca-apply -Invoke $fake.Invoke

>> $plan = Get-NpilWcaPlan -Repository $repo -Scope $scope -Tenant (Get-NpilWcaTenant -Client
$client) -Enforcement (Get-NpiWcaEnforcement -Scope $scope) -AsOf $asOf

>> $sent = @(Invoke-NpiWcaPlan -Client $client -Plan $plan -Findings $findings | Where-Object
Sent)

>> "Run ${run}: $($sent.Count) sent”

>> }

Run 1: 4 sent

Run 2: 0@ sent

PS> $fake.Tenant.policies | Where-Object { $_.displayName -like 'CA@*' } | ForEach-Object {
‘{e,-50} {1}' -f $_.displayName, $_.state }

CAPO1-AllUsers-BlockLegacyAuthentication enabled

CAP15-ServiceAccounts-LocationRestriction-Ringl enabledForReportingButNotEnforced
CAB@37-WorkloadIdentities-HighRisk-Block-Ringl enabledForReportingButNotEnforced
CA@15-ServiceAccounts-LocationRestriction-Ring2 enabledForReportingButNotEnforced

CAB@37-WorkloadIdentities-HighRisk-Block-Ring2 enabledForReportingButNotEnforced
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PS>
PS>
PS>

>>

PS>
PS>

$sha = (Get-FileHash out/wca-signins/signin-summary.json -Algorithm SHA256).Hash.ToLower()
$s = Get-Content tests/fixtures/ch@8/scope.json -Raw | ConvertFrom-Json -AsHashtable
$s.enforcement = @{ decision = @{ id = 'D-NP5'; outcome = 'Enforce'; decidedBy = 'CISO';
decidedOn = '2026-10-30"' }

rings = @(@{ ring = 'Ringl’; enforce = $true; signInReview = $sha;
reviewedBy = 'ISSO'; reviewedOn = '2026-10-30' }); exclusions = @() }
$s | ConvertTo-Json -Depth 10 | Set-Content out/scope-ringl.json
./Invoke-NpilWorkloadCa.psl -Mode Plan -Cloud gcc -ScopePath out/scope-ringl.json -FixturePath
tests/fixtures/ch@8/tenant.json -OutputPath out/wca-held

Checks: @ Finding, © Warn, 2 Info
Plan: 3 Create, 1 Held, 1 NotInRepository, 1 Update

Dry
PS>

run: 4 request(s) written to requests.json, none sent; rerun with -Apply to send them
./Invoke-NpilWorkloadCa.psl -Mode Plan -Cloud gcc -ScopePath out/scope-ringl.json -FixturePath
tests/fixtures/ch@8/tenant.json -OutputPath out/wca-enforce -AllowEnforce -SignInSummaryPath
out/wca-signins/signin-summary.json

Checks: @ Finding, © Warn, 2 Info
Plan: 3 Create, 1 NotInRepository, 2 Update

Dry

run: 5 request(s) written to requests.json, none sent; rerun with -Apply to send them
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PS> Copy-Item out/wca-signins/signin-summary.json out/signin-summary-edited.json

PS> Add-Content out/signin-summary-edited.json ' ' -NoNewline

PS> ./Invoke-NpiWorkloadCa.psl -Mode Plan -Cloud gcc -ScopePath out/scope-ringl.json -FixturePath
tests/fixtures/ch@8/tenant.json -OutputPath out/wca-edited -AllowEnforce -SignInSummaryPath
out/signin-summary-edited.json

Checks: @ Finding, © Warn, 2 Info

Plan: 3 Create, 1 Held, 1 NotInRepository, 1 Update

Dry run: 4 request(s) written to requests.json, none sent; rerun with -Apply to send them
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PS> (Get-Content out/wca/alert-rule.json -Raw | ConvertFrom-Json).query
AADServicePrincipalSignInLogs

| where tostring(ResultType) == "53003"

| where ServicePrincipalld in ("5b000000-0000-4000-8000-000000000001", "5b0000AV -0000-4000-3000-0000
00000002", "5bOPORPV-0PR0-4000-3000-000000000R06", "5b00BVVO-0P00-4000-8000-000000000007")

| project TimeGenerated, ServicePrincipalld, AppId, IPAddress, ResultType, ConditionalAccessPolicies
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PS> Invoke-Pester -Path tests

Starting discovery in 14 files.
Discovery found 513 tests.

Running tests.

[+] tests/KerberosIslandSamples.Tests.psl
[+] tests/MicrosoftSamples.Tests.psl

[+] tests/NpiAgentId.Tests.psl

[+] tests/NpiCredentialPolicy.Tests.psl
[+] tests/NpiDrift.Tests.psl

[+] tests/NpiFederation.Tests.psl

[+] tests/NpiFederationSamples.Tests.psl
[+] tests/NpiInventory.Tests.psl

[+] tests/NpiKerberosIsland.Tests.psl

[+] tests/NpiLeastPrivilege.Tests.psl

[+] tests/NpiLeastPrivilegeSamples.Tests.psl
[+] tests/NpiMatrix.Tests.psl

[+] tests/NpiOwnership.Tests.psl

[+] tests/NpiWorkloadCa.Tests.psl

Tests completed

Tests Passed: 513,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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PS> Remove-Item -Recurse -Force out




