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[bookmark: _Toc00001046]Building Privileged Access
A developer workbook for the Privileged Access & Administrative Identity project
[bookmark: _Toc00001047]Status: approved
All nine chapters are written and approved. Narrated tours were recorded on November 2, 2026 for Chapters 01 to 08. Chapter 09, the deployment runbook, hasn’t been run against a live tenant. An approved page that changes goes back on the weekly source watch issue’s list for review. Every external claim carries a note and a read date against Microsoft Learn or a workbook chapter, and each chapter keeps its verification log in the repository. The code is illustrative. Its tests pass against fixtures, but it has not been run against a production tenant.
The Privileged Access & Administrative Identity project builds the privileged half of Book 04: emergency access first, then PIM self-request with approval for one role class, then every tier, then the evidence and the residual risk. Its operator material already exists: Book 04’s privileged tiers, the PIM build, the role settings reference, the reviews and access as code, and the project plan with its gates. Those tell an operator what to configure and how to prove it. They don’t teach anyone to build the software that reads the privileged estate, holds its settings as reviewed code, and hands the ISSO evidence a reviewer can check.
This workbook is for the developers who build that software. It is code first, and it starts from Microsoft. Each chapter begins with Microsoft Learn’s own procedure or sample, runs it offline against fakes, and builds only what it leaves out, in the repository’s examples folder, with tests. Each has a lab that runs on a laptop against fixtures with no tenant at all, then a short step in a test tenant with a way to back it out. Each lists the Graph and Azure facts the code depends on (endpoints, the least-privileged permission, availability in the US Government clouds, release stage), footnoted to Microsoft Learn with the date the page was read, then the dangers and a checklist. The last chapter is a runbook: it takes the kit from the labs to a live test tenant, then to production, with the same commands and one settings file per environment.
The target estate is Microsoft 365 GCC (Moderate) with commercial Azure. GCC uses the worldwide endpoints: login.microsoftonline.com, graph.microsoft.com and management.azure.com. GCC High and DoD have separate hosts.1 Every chapter says so where an endpoint matters.
[bookmark: _Toc00001048]How each chapter is built
	Section
	What it holds

	Goal and audience
	What you will build, and who should read it

	Start with Microsoft’s sample
	What Learn or Microsoft’s sample gives you, the pinned copy, and what it leaves to you, as a table of gaps pinned by tests

	The code
	The example it builds, what it adds to Microsoft’s sample, and the tests

	Lab 1: fixtures, no tenant
	Steps you can run anywhere, with the expected output

	Lab 2: test tenant
	The smallest change a test tenant needs, and how to back it out

	Verified facts
	Endpoints, least-privileged permissions, national cloud availability and release stage, each footnoted

	Dangers
	What breaks in production, and the guard the code has for it

	Checklist
	What a reviewer checks before the code ships


Design guidance in this workbook is marked as such: it is the program’s position, not a vendor statement. Preview and beta features carry their stage wherever they appear.
[bookmark: _Toc00001049]Chapters
The outline follows the project plan’s phases and Book 04, Chapter 08’s build order, which the plan calls fixed: emergency access first, then the activation policy, then the role settings, “because switching on approval before the emergency accounts exist is the one sequence that locks the agency out.”

	#
	Chapter
	Plan phase
	Starts from
	What you build
	Status

	01
	Privileged inventory as code
	Phase 0, A0.1, A0.2, Gate 0
	Learn’s samples for listing Microsoft Entra role assignments (pinned in examples/third_party/entra-role-assignments-page), then examples/privileged-access
	One read of every privileged assignment: Entra roles active and eligible, groups expanded to members, Azure role assignment and eligibility schedules, each row given a tier, findings for standing privilege, direct assignments, unnamed groups, unclassified roles, too many Global Administrators or subscription owners, and a manifest with a hash per file
	Written

	02
	Emergency access accounts as code
	Phase 0, A0.4; Phase 1, A1.1
	Learn’s emergency access standard and its alert queries (pinned in examples/third_party/entra-emergency-access-page), then examples/privileged-access
	A check of each account against the standard (cloud-only, permanent active Global Administrator, phishing-resistant methods only, excluded from every enforced policy, validated within 90 days), and the alert as an ARM template that also sees non-interactive sign-ins and audit events
	Written

	03
	Conditional Access for administrators and the activation gate
	Phase 1, A1.5; Phase 2, A2.3, A2.5 to A2.6
	Microsoft’s Conditional Access template for administrators as Graph JSON (pinned in examples/third_party/conditional-access-template-page), then examples/privileged-access
	Authentication contexts c1 and c2, the privileged strength and the administrator policies as reviewed JSON; a pre-merge check (PA-CA-01 to PA-CA-09) including the emergency exclusion; a diff against the tenant and a dry run, with every new policy created report-only and enforcement only with -AllowEnforce
	Written

	04
	PIM for Microsoft Entra roles as code
	Phase 1, A1.6; Phase 2, A2.1 to A2.2; Phase 3, A3.1
	Learn’s Update rules in PIM samples and PIM role-assignment tutorial (pinned in examples/third_party/graph-pim-rules-pages), then examples/privileged-access
	Appendix B as one reviewed JSON file per role, applied through roleManagementPolicies rules with a diff and a dry run, read and write permissions split by task, conversion of standing assignments after confirmed activation, a guard against the documented lockout, a back-out from before.json, active assignments capped at 15 days, and rollout waves starting with Tier 1
	Written

	05
	PIM for Groups and the PRV groups
	Phase 2, A2.1; Phase 3, A3.3
	Microsoft’s PIM for Groups request samples (pinned in examples/third_party/graph-pim-for-groups-pages), then examples/privileged-access
	The PRV role-assignable groups, their member and owner schedules and two PIM policies as reviewed JSON; a read first, findings PA-PG-01 to -09, a plan with a diff, a dry run unless -Apply, guards G1 to G7 and least privilege per call; access packages deferred
	Written

	06
	PIM for Azure resources
	Phase 3, A3.2
	Learn’s PIM for Azure resources REST walkthroughs and Microsoft’s REST examples (pinned in examples/third_party/azure-pim-rest-examples), then examples/privileged-access
	Role management policies by tier at every management group, subscription and resource group; eligible assignments as reviewed JSON with a diff, a dry run and -Apply; standing Owner, Contributor and User Access Administrator found and converted to eligible; Reader to read, User Access Administrator to apply
	Written

	07
	Access reviews of privileged roles
	Phase 2, A2.7; Phase 3, A3.7
	Learn’s access reviews API tutorial for administrative roles (pinned in examples/third_party/graph-access-reviews-roles-tutorial), then examples/privileged-access
	Review series for Entra roles (users), each PRV group’s membership, and Azure roles (preview) as reviewed JSON, checked (including the guard that keeps the emergency accounts’ Global Administrator on silence), a dry run and diff before -Apply, least privilege per task, and the decisions read back as evidence
	Written

	08
	Evidence and drift for the ISSO
	Phase 3, A3.6; Phase 4, A4.3
	Learn’s PIM audit history queries (pinned in examples/third_party/entra-pim-audit-page), then the first workbook’s drift pipeline
	A scheduled run of Chapter 01’s inventory, Chapter 02’s check and the PIM audit evidence from Graph, a comparison by fingerprint that treats Tier 0 drift as an incident and keeps names out of the tracker, packages with a SHA-256 per file, the tenant ID and a hash chain, and a period summary for Gate 4
	Written

	09
	Deploying to test and production
	Phases 1 to 4, Gates 1 to 4
	Learn’s PIM deployment plan (pilot, testing and rollback), then Chapters 02 to 08’s entry scripts
	A runbook of exact commands: one settings file per environment with no secrets; pre-flight checks that verify the emergency access accounts and their exclusion from every Conditional Access policy first (PA-DEP-01 to -06, -08 and -09); Stage 1 in a live test tenant in a lockout-safe order, a smoke test with a synthetic administrator and a rehearsed rollback; go/no-go criteria; Stage 2 in production with conversion in waves and a first week of drift; the evidence the ISSO keeps. Not yet run against a live tenant
	Written



Microsoft Entra ID Governance, which PIM and access reviews use, is available in GCC, GCC High and DoD.2
[bookmark: _Toc00001050]Narrated chapter tours
Every chapter from 01 to 08 has a narrated tour: a deck in Why, What, Who and How order, a self-running edition with captions, and a video. The tours were recorded on November 2, 2026 from the approved chapters, and a tour is re-recorded when its chapter changes. All of them are also on the Watch page.

	#
	Chapter
	Watch
	Length
	Deck
	Narrated deck

	01
	Privileged Inventory as Code
	▶ Watch · MP4
	11 min
	DW_PA_01_Privileged_Inventory.pptx
	Narrated

	02
	Emergency Access Accounts as Code
	▶ Watch · MP4
	10 min
	DW_PA_02_Emergency_Access.pptx
	Narrated

	03
	Conditional Access for Administrators and the Activation Gate
	▶ Watch · MP4
	11 min
	DW_PA_03_CA_Activation_Gate.pptx
	Narrated

	04
	PIM for Microsoft Entra Roles as Code
	▶ Watch · MP4
	11 min
	DW_PA_04_PIM_Entra_Roles.pptx
	Narrated

	05
	PIM for Groups and the PRV Groups
	▶ Watch · MP4
	11 min
	DW_PA_05_PIM_for_Groups.pptx
	Narrated

	06
	PIM for Azure Resources
	▶ Watch · MP4
	12 min
	DW_PA_06_PIM_Azure_Resources.pptx
	Narrated

	07
	Access Reviews of Privileged Roles
	▶ Watch · MP4
	12 min
	DW_PA_07_Access_Reviews.pptx
	Narrated

	08
	Evidence and Drift for the ISSO
	▶ Watch · MP4
	12 min
	DW_PA_08_Evidence_Drift.pptx
	Narrated



[bookmark: _Toc00001051]Reading paths
· Developers new to the project: Book 04, Chapter 04 for the tiers, then Chapter 01.
· Developers building the foundation (the plan’s Phase 1): Chapter 02 before anything else, then Chapters 03 and 04, in that order.
· Platform engineers for Azure: Chapter 01’s “The rows” section and Lab 1’s Azure scopes, then Chapter 06.
· ISSOs and reviewers of the code: the checklists at the end of each chapter, and the manifests the runs write.
· Operators deploying the kit: Chapter 09, after Lab 2 of Chapters 02 to 08.
· Operators and ISSOs running the rollout: the Privileged Access implementation guide, which takes Chapters 01 to 08 as eight gates, emergency access first, each with its federal requirements, a read-only check from the kit and rollback.
· Learners: the Privileged Access learning path, one module for each of Chapters 01 to 08, each ending with a knowledge check.
[bookmark: _Toc00001052]Where this workbook sits
This is the developer workbook for the Privileged Access & Administrative Identity project, one of the developer workbooks under Projects in the Federal Modernization Workbook. The privileged model, the build and its evidence are Book 04, Chapters 04 to 10 and Appendix B. The Graph client pattern every chapter follows, one cloud table, a declared call list with its least-privileged permission and no default cloud, is the first workbook’s Chapter 02. The drift and evidence pipeline Chapter 08 extends is the first workbook’s Chapter 09. The learning path teaches Chapters 01 to 08 as eight modules, each with the chapter’s Lab 1 as an exercise and a knowledge check.
[bookmark: _Toc00001053]Version and revision history
Version 2.0, in edition 2026.11.5 (November 8, 2026). Every edition is kept on the Archive page; every change between editions is in the commit history.
Versions of this workbook, newest first
	Version
	Edition
	Date
	Changes

	2.0
	2026.11.5
	2026-11-08
	Release 2.0, the baseline: checked against every other book; Draft becomes Baseline; Edition 2026.11.4: record the edition and point deck links at it (#362); Privileged access workbook: fix confirmed crosswalk errors (#408); Privileged access workbook: fix 22 inconsistency findings (#448); Approve 116 gated pages (Nov 7); fix RMF map stale-review test (#457); Decisions of Nov 8, items 1-9 (Books 00-08) (#486); Approve 15 gated pages (Nov 8, after the consistency read) (#490); Release 2.0: Draft becomes Baseline (#491)

	1.5
	2026.11.4
	2026-11-05
	Deck and audio links point at edition 2026.11.4

	1.4
	2026.11.3
	2026-11-05
	Privileged Access: fixes found preparing a live test-tenant run (#332); PIM alert check: a refused role policy read is a Finding, not the end of the run (#333); Review gate: Mike’s approval of the 53 pages in the November 2 review packet (#334)

	1.3
	2026.11.2
	2026-11-02
	HR-Driven Identity labs: exact commands for every step, real output, commands lists (#293); Privileged Access labs: exact commands for every step, real output, commands lists (#294); Non-Person Identity labs: exact commands for every step, real output, commands lists (#295); Tours: HR-Driven Identity’s seven chapter tours, and the Privileged Access, Non-Person Identity and Book 19 tours with real kit output (#297); Lab command lists: the cleanup after the last step is labeled “After the steps”, not with the step before it (#300); Privileged Access workbook: federal requirements and evidence for chapters 01-08 (#312); Building Privileged Access, Chapter 09: deploying to test and production (#311); Privileged Access learning path: eight modules (#322); and 3 more (all changes)

	1.2
	2026.11.1
	2026-11-01
	Edition 2026.11: record the edition, and publish the four gate-level decks and videos (#282)

	1.1
	2026.11
	2026-11-01
	Move the decks and narration audio out of git, onto edition 2026.10 (#260); Restore the developer workbook as Book 19, and the ADM implementation guide to Books > Guides (#270)

	1.0
	2026.10
	2026-10-31
	First edition (12 merged changes since the workbook began)


[bookmark: _Toc00001054]Notes
1. Microsoft Learn, “Microsoft Graph national cloud deployments,” https://learn.microsoft.com/graph/deployments (accessed Oct 30, 2026).
1. Microsoft Learn, “Microsoft Entra feature availability,” other Microsoft Entra products, https://learn.microsoft.com/entra/identity/authentication/feature-availability (accessed Oct 30, 2026).
[bookmark: _Toc00001055]Chapter 01 — Privileged Inventory as Code
You can’t make privilege just-in-time until you can list it: who holds which role, at which scope, standing or eligible, directly or through a group, and in which tier.
[bookmark: _Toc00001056]In this chapter
The read behind the project plan’s Gate 0, “standing administrative privilege inventoried and classified by tier.” You start with Learn’s own samples for listing Microsoft Entra role assignments, which the repository keeps as a pinned copy, and run them against stand-ins to see what they return and what they miss. Then you build examples/privileged-access for what they leave to you: eligible assignments, group members, Azure role assignment and eligibility schedules, a tier for every row, findings, and a manifest. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001057]Narrated tour
Watch the video: Building Privileged Access, Chapter 01 — Privileged Inventory as Code: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001058]Goal and audience
Goal. By the end of this chapter you can produce, from code, the inventory the plan’s tasks A0.1 and A0.2 ask for: every Microsoft Entra directory role assignment, active and eligible, and every Azure role assignment and eligibility on the scopes you name, each classified by the program’s tiers, with the findings a reviewer acts on and a manifest that says which calls produced it. You can say, for each rule in the code, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers who build the project’s read path, and the identity engineers and ISSOs who review it. You should read PowerShell 7 and know what a role assignment is. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001059]What the inventory has to hold
A role reaches a person in four ways that look the same on an admin’s screen and very different to an attacker. Learn names them: permanent eligible, permanent active, time-bound eligible and time-bound active, and says to keep zero permanently active assignments for roles other than the emergency access accounts.1 An eligible assignment the holder has activated shows up as active for the activation window. And a role assigned to a role-assignable group reaches every member of it, which is how Book 04 wants it to work: the program assigns roles to PRV-<tier>-<role>[-<scope>] groups, never to a person (Book 04, Chapter 04).
So the inventory reads three Graph collections and two Resource Manager ones:
	What
	Where
	Why this one

	Role definitions
	GET /v1.0/roleManagement/directory/roleDefinitions
	Names and template IDs, including custom roles2

	Active assignments
	GET /v1.0/roleManagement/directory/roleAssignmentScheduleInstances
	Every active assignment, whether made through PIM or directly, with assignmentType (Assigned or Activated), memberType (Direct, Group or Inherited) and endDateTime3 4

	Eligible assignments
	GET /v1.0/roleManagement/directory/roleEligibilitySchedules
	Every eligibility, with its expiration5

	Group members
	GET /v1.0/groups/{id}/members
	Who a role-assignable group passes its role to6

	Azure assignments and eligibility
	GET {scope}/providers/Microsoft.Authorization/roleAssignmentSchedules and roleEligibilitySchedules, api-version=2020-10-01
	Active and eligible Azure roles; Learn’s PowerShell for the same list uses the eligibility and assignment schedule cmdlets7 8


The tier comes from the program, not from Microsoft. Microsoft marks some Entra roles PRIVILEGED, but the label is a preview and listing it through Graph uses the beta endpoint;9 Book 04 treats it as an input to tiering, not the tier itself. The example keeps Book 04’s tiers in config/tiers.json, keyed by role template ID, which is the same in every tenant (Appendix B). A role that isn’t in the file is reported as unclassified, never assumed safe. Design guidance.
Which cloud, for this read
For the target estate, Microsoft 365 GCC with commercial Azure, every host is a worldwide one: Graph at graph.microsoft.com and Resource Manager at management.azure.com. GCC High uses graph.microsoft.us, DoD dod-graph.microsoft.us, and both use Azure Government’s management.usgovcloudapi.net.10 11 Microsoft Entra ID P1 and P2 for GCC are hosted in the Azure commercial environment,12 and Microsoft Entra ID Governance, which PIM needs, is available in GCC, GCC High and DoD.13 Every Graph call in this chapter lists the global service, US Government L4 and US Government L5 in its national cloud table.3 5 2 14 The code takes gcc as an explicit cloud name and refuses any name it doesn’t know, the pattern the first workbook’s Chapter 02 sets.
[bookmark: _Toc00001060]Start with Microsoft’s sample
What Microsoft gives you
Learn’s page List Microsoft Entra role assignments is Microsoft’s procedure for this read. It covers the admin center, Microsoft Graph PowerShell and the Graph API: assignments for one role, across all roles, for a principal (direct and, through a beta API, transitive), for a group, and at administrative unit scope.15 Its all-roles PowerShell sample reads every role definition with Get-MgRoleManagementDirectoryRoleDefinition and then lists each role’s assignments with Get-MgRoleManagementDirectoryRoleAssignment. The admin center also downloads all active assignments as a CSV through a bulk operation, which Learn says runs for up to an hour and has limits in large tenants.15
Learn’s Azure page for the same question, Eligible and time-bound role assignments in Azure RBAC, says there’s no single PowerShell command for both kinds and lists eligible assignments with Get-AzRoleEligibilitySchedule and active ones with Get-AzRoleAssignmentSchedule.7 The example’s Resource Manager calls are the REST form of those two cmdlets.
The pinned copy
The samples exist only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/entra-role-assignments-page: view-assignments.md from MicrosoftDocs/entra-docs at commit 07cb73d (October 30, 2026), retrieved October 30, 2026, with the repository’s MIT licenses.16 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to the page. Updating the copy is a reviewed pull request.
tests/LearnSampleHarness.ps1 extracts the PowerShell samples from the pinned page at test time and runs them unmodified against stand-ins for Connect-MgGraph and the two cmdlets. The stand-ins record their parameters and answer from the fixture tenant’s active assignments, which is what the List unifiedRoleAssignments API returns.14 Nothing is installed and nothing signs in.
What it leaves to you
Running the samples against the fixture tenant shows what they do and what they leave out. Each row is pinned by a test: in tests/MicrosoftSamples.Tests.ps1 for the sample, and in tests/PrivilegedInventory.Tests.ps1 for the example.
	Learn’s sample, as published
	Why it matters
	What examples/privileged-access adds

	Lists every active assignment across all roles
	—
	Kept as the model, through roleAssignmentScheduleInstances, which returns the same active assignments with assignmentType and endDateTime3

	Sees no eligible assignment: the fixture’s eligible-only holders are missing
	Under PIM almost every human holder is eligible, so an active-only list shrinks as the project succeeds and stops being an inventory
	Reads roleEligibilitySchedules and reports permanent eligibility (PA-INV-06)

	One assignment call per role definition, plus one for the definitions
	More than a hundred calls for one list, each a chance to be throttled
	One paged call per collection

	Passes neither -All nor -PageSize
	The cmdlet’s reference lists -All as the switch that lists all pages, off by default,17 so each call can stop at the first page
	Follows @odata.nextLink and Resource Manager’s nextLink, only on the cloud’s own host, as Learn’s paging guidance asks18

	Returns a role-assignable group as one principal and never reads its members
	The people who hold the role are invisible
	Expands each group once, marks member rows Via Group, and never drops a member it can’t name (PA-INV-09)

	Prints role definition and principal IDs; no names, no tier
	A reviewer can’t act on a GUID
	Names from the definitions and the expanded principal, a tier from config/tiers.json, and Unclassified for anything else (PA-INV-05)

	Signs in with Connect-MgGraph and no environment or scopes
	The worldwide cloud and whatever scopes the session already has
	An explicit cloud, the call list in config/calls.json with each call’s least-privileged permission, and a refusal of any call the task doesn’t declare

	Reads transitive assignments from beta, on a hard-coded graph.microsoft.com
	Beta can change;19 the host is wrong for GCC High and DoD
	v1.0 only, with the host from the cloud table

	Nothing for Azure
	Owner, User Access Administrator and Contributor are privileged too20
	Resource Manager schedules by scope, placed in tiers by role and scope, with PA-INV-07 and PA-INV-08


The verdict. Use Learn’s page as the model for what to read and as the admin center’s cross-check (Lab 2 compares the two). Don’t use its all-roles loop for the inventory: it can’t see eligibility, which is the state the project is moving every human assignment into.
[bookmark: _Toc00001061]The code: examples/privileged-access
examples/privileged-access is new. At this chapter it is one PowerShell module, powershell/PrivilegedAccess/PrivilegedAccess.psm1, two entry scripts, the call list and the tier map; later chapters add their own modules. This chapter’s entry script is Invoke-PaInventory.ps1.
The reader
Every call goes through one reader, built for one task in one cloud: New-PaReader -Cloud gcc -Task inventory -Invoke <script block>. The script block is the only thing that touches the network: New-PaLiveInvoker for a real run, which uses Invoke-MgGraphRequest and Invoke-AzRestMethod and refuses to start if either session is signed in to another cloud, or New-PaFixtureInvoker for labs and tests. The reader enforces four rules:
· Only declared calls. config/calls.json lists each call with its method, version, path, least-privileged permission (or Azure role), stage and Learn page. A call the task doesn’t declare throws before anything is sent.
· GET only. The reader refuses any other method, and so does the fake.
· One host. Every URL, including every next link, must start with the cloud’s own Graph or Resource Manager host, or the token isn’t sent.
· Every page. Collections are followed to the end. The fake serves pages of two by default, so the tests exercise paging on every collection.
The inventory’s permissions are the union of its calls:
	Call
	Least-privileged permission
	Delegated role

	List roleDefinitions
	RoleManagement.Read.Directory2
	Directory Readers, Global Reader or Privileged Role Administrator

	List roleAssignmentScheduleInstances
	RoleAssignmentSchedule.Read.Directory3
	Global Reader (read)

	List roleEligibilitySchedules
	RoleEligibilitySchedule.Read.Directory5
	Global Reader (read)

	List group members
	GroupMember.ReadBasic.All, with User.ReadBasic.All so user members come back with names6 21
	Group owners or members, or a role with members read

	Azure schedules
	Reader on each scope (*/read)20
	—


The User.ReadBasic.All row matters. Learn says that when an app can read a group’s membership but not a member’s object type, the member comes back with only its id and @odata.type.21 The example asks for the extra permission, and if a member still comes back unnamed it keeps the row and raises PA-INV-09 rather than dropping someone who holds a role.
The rows
Get-PaPrivilegedInventory returns one row per assignment: plane (Entra or Azure), role, tier, scope, state (ActivePermanent, ActiveTimeBound, Activated, Eligible or EligiblePermanent), end date, principal, and whether it came directly or through a group. Active instances with memberType Group are skipped, because the example expands the group itself and would otherwise count its members twice.4 Azure schedules are read for each scope you list and de-duplicated by ID, because a list at one scope also returns schedules above and below it; schedules with memberType Inherited are skipped for the same reason (research gaps, row 3).
Azure rows get their tier from Book 04, Chapter 04’s placement table: a role that can assign roles at root or management group scope is T0, any privileged administrator role on a subscription you list as control plane (identity, PIM evidence, the log workspace) is T0, Owner or Contributor on a workload subscription is T1, other roles are T2, and Reader is read-only. Learn’s privileged administrator roles are Owner, Contributor, Reservations Administrator, Role Based Access Control Administrator and User Access Administrator.20 Design guidance for the placements.
The findings
Test-PaInventory turns the rows into findings. Two thresholds are Learn’s; the rest are the program’s.
	Rule
	Severity
	What it flags
	Source

	PA-INV-01
	Finding (Info when on the exceptions list)
	Permanent active T0 or T1, in Entra or Azure, outside exceptions.csv; an exception with no owner doesn’t count
	Learn: zero permanently active assignments except the emergency accounts1

	PA-INV-02
	Warn
	An Entra role assigned straight to a user
	Design guidance (roles reach people through PRV groups); Learn recommends groups for role assignments22

	PA-INV-03
	Warn
	A group holding a role that isn’t named PRV-<tier>-... for that tier
	Design guidance

	PA-INV-04
	Finding
	Five or more principals with Global Administrator, active or eligible, group members counted; or fewer than two users
	Learn: fewer than five;22 CISA’s MS.AAD.7.1v1: at least two23

	PA-INV-05
	Warn
	A role that isn’t in the tier map
	Design guidance

	PA-INV-06
	Warn
	Eligibility with no end date
	Design guidance (Appendix B bounds eligibility by tier)

	PA-INV-07
	Finding
	User Access Administrator at root scope (/), which is what elevate access grants
	Learn: a Global Administrator who elevates gets User Access Administrator on all subscriptions;24 Book 04 treats it as a Tier 0 event

	PA-INV-08
	Finding
	More than three Owners on a subscription
	Learn: a maximum of three subscription owners25

	PA-INV-09
	Warn
	A group member returned with ID and type only
	Learn: limited information for inaccessible member objects21


The run and its manifest
Invoke-PaInventory.ps1 reads, classifies, finds, and writes inventory.json, inventory.csv, findings.json and manifest.json. The manifest records the task, the mode (Fixture or Live), the cloud, the tenant ID if you give one, the permissions the task needs, every request with its time, and the SHA-256 of each file. It names no one; the inventory does, so treat the run’s folder as sensitive.
The tests
Pester 5 under PowerShell 7; the kit runs 330 tests, none needing a module, a tenant or a network. This chapter’s are:
· tests/MicrosoftSamples.Tests.ps1, 9 tests in the Chapter 01 block: Learn’s samples, run as published.
· tests/PrivilegedInventory.Tests.ps1, 33 tests: clouds and the call list, refused calls and hosts, paging with page sizes of 1, 2 and 50, eligible and activated states, group expansion, tiers, Azure de-duplication, each finding, the whole fixture’s counts, and the manifest’s hashes.
The other 7 sample tests and the 29 in tests/EmergencyAccess.Tests.ps1 are Chapter 02’s.
[bookmark: _Toc00001062]Illustrative code
The commands below run Learn’s pinned samples against stand-ins, and the example against a fictional tenant served by a fake. They show what the code does, not that a tenant returns the same shapes. Review the code, and run Lab 2 in a test tenant, before it reads a real one.
[bookmark: _Toc00001063]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Run Learn's samples against the stand-ins
Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 01*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List the permissions the inventory needs
Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psm1
(Get-PaRequiredPermission -Task inventory).GraphPermissions -join ', '

# Step 3: Run the inventory against the fictional tenant
./Invoke-PaInventory.ps1 -FixturePath tests/fixtures/tenant.json -OutputPath out/inventory `
    -AzureScope /subscriptions/11111111-1111-4111-8111-111111111111, /providers/Microsoft.Management/managementGroups/contoso-root, /subscriptions/22222222-2222-4222-8222-222222222222 `
    -ExceptionsPath tests/fixtures/inputs/exceptions.csv -ControlPlaneSubscriptionId 22222222-2222-4222-8222-222222222222

# Step 4: Read the findings
Get-Content out/inventory/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq 'Finding' | Format-Table Rule, Object

# Step 5: See the reader refuse
$r = New-PaReader -Cloud gcc -Task inventory -Invoke (New-PaFixtureInvoker -Path tests/fixtures/tenant.json).Invoke
Invoke-PaList -Reader $r -CallId ca-policies
Get-PaCloud GCCHigh

# Step 6: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Run Learn’s samples against the stand-ins:
· Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 01*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 9, FailedCount 0, NotRunCount 7 (the seven are Chapter 02’s). Open the test file and read the second test: the fixture’s eligible-only holders never appear in the sample’s output.
1. List the permissions the inventory needs:
· Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psm1
(Get-PaRequiredPermission -Task inventory).GraphPermissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· GroupMember.ReadBasic.All, RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagement.Read.Directory, User.ReadBasic.All. Nothing ends in ReadWrite.
1. Run the inventory against the fictional tenant:
· ./Invoke-PaInventory.ps1 -FixturePath tests/fixtures/tenant.json -OutputPath out/inventory `
    -AzureScope /subscriptions/11111111-1111-4111-8111-111111111111, /providers/Microsoft.Management/managementGroups/contoso-root, /subscriptions/22222222-2222-4222-8222-222222222222 `
    -ExceptionsPath tests/fixtures/inputs/exceptions.csv -ControlPlaneSubscriptionId 22222222-2222-4222-8222-222222222222
· Assignments: 30 rows (Azure T0=4, Azure T1=5, Azure T2=1, Entra T0=8, Entra T1=2, Entra T2=2, Entra Unclassified=1)
Findings: 10 Finding, 7 Warn, 1 Info
Written to out/inventory (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the findings:
· Get-Content out/inventory/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq 'Finding' | Format-Table Rule, Object
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Seven PA-INV-01 rows (a standing Global Administrator, the mail automation service principal whose exception has no owner, two standing subscription Owners, a standing User Access Administrator at the management group, the same Global Administrator’s User Access Administrator at root, and a log-export service principal with standing Contributor on the control-plane subscription), PA-INV-07 for the root-scope elevation, PA-INV-04 (five Global Administrators, one of them through PRV-T0-GlobalAdmin), and PA-INV-08 (five Owners on the workload subscription). Azure rows show object IDs, because Resource Manager returns IDs, not names. The emergency account ea01 is Info, not a Finding: it’s on the exceptions list with an owner.
1. See the reader refuse:
· $r = New-PaReader -Cloud gcc -Task inventory -Invoke (New-PaFixtureInvoker -Path tests/fixtures/tenant.json).Invoke
Invoke-PaList -Reader $r -CallId ca-policies
Get-PaCloud GCCHigh
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Two errors: Undeclared call 'ca-policies' for task 'inventory'; add it to config/calls.json with its permission. and Unknown cloud 'GCCHigh'. Use global, gcc, gcchigh or dod.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, every row of the gap table seen with your own eyes, and out/inventory/manifest.json listing 24 GET requests.
When you’re done, delete out:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/01-7.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001064]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with a test Azure subscription, never production, with fictional people. The run only reads. Work in examples/privileged-access. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> (the application (client) ID of the app you register in step 1), <thumbprint> (the thumbprint of the app’s certificate, installed in your certificate store) and <test-subscription-id> (the test subscription’s ID).
Every command in Lab 2
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 4: Sign in and run
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaInventory.ps1 -Cloud gcc -OutputPath out/inventory-test -AzureScope /subscriptions/<test-subscription-id> -TenantId <tenant-id>

# Step 5: Cross-check against the admin center
Import-Csv out/inventory-test/inventory.csv | Where-Object State -Like 'Active*' | Format-Table RoleName, PrincipalName, State
Import-Csv out/inventory-test/inventory.csv | Where-Object State -Like 'Eligible*' | Format-Table RoleName, PrincipalName, State, Via

# Step 6: Check the two things the fixture assumed
$rows = Get-Content out/inventory-test/inventory.json -Raw | ConvertFrom-Json
$rows | Where-Object { $_.Plane -eq 'Entra' -and $_.PrincipalType -eq 'unknown' } | Format-Table RoleName, State, PrincipalId
$rows | Where-Object Plane -EQ 'Azure' | Group-Object RoleId, Scope, State, PrincipalId | Where-Object Count -GT 1 | Format-Table Count, Name

# Step 7: Back it out
Remove-Item -Recurse -Force out/inventory-test
1. Register the app in the tenant’s own cloud. For a GCC tenant that’s the worldwide Microsoft Entra admin center. Add a certificate credential, not a secret.
6. Open Entra ID > App registrations > New registration, name the app and select Register.
6. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
1. Grant the five application permissions from Lab 1, step 2, and grant admin consent. Nothing else.
7. In the app, open API permissions > Add a permission > Microsoft Graph > Application permissions.
7. Select GroupMember.ReadBasic.All, RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagement.Read.Directory and User.ReadBasic.All, then Add permissions.
7. Select Grant admin consent for your tenant.
1. Grant Reader to the app’s service principal on the test subscription. In the Azure portal, open Subscriptions > the test subscription > Access control (IAM) > Add > Add role assignment, select Reader, then on Members select the app, and Review + assign.
1. Sign in and run:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaInventory.ps1 -Cloud gcc -OutputPath out/inventory-test -AzureScope /subscriptions/<test-subscription-id> -TenantId <tenant-id>
1. Cross-check against the admin center. On Roles and administrators, select Download assignments for all roles, as Learn’s procedure describes.15 Every active row in the CSV should be in inventory.csv, and inventory.csv should hold the eligible rows the CSV doesn’t. These list the inventory’s active and eligible rows side by side:
· Import-Csv out/inventory-test/inventory.csv | Where-Object State -Like 'Active*' | Format-Table RoleName, PrincipalName, State
Import-Csv out/inventory-test/inventory.csv | Where-Object State -Like 'Eligible*' | Format-Table RoleName, PrincipalName, State, Via
1. Check the two things the fixture assumed. In inventory.json, rows read with $expand=principal should have a principal type (research gaps, row 2), and each Azure schedule should appear once. The first command lists Entra rows whose principal type came back unknown (what the example writes when it can’t read one), the second any Azure row that appears more than once; both should print nothing:
· $rows = Get-Content out/inventory-test/inventory.json -Raw | ConvertFrom-Json
$rows | Where-Object { $_.Plane -eq 'Entra' -and $_.PrincipalType -eq 'unknown' } | Format-Table RoleName, State, PrincipalId
$rows | Where-Object Plane -EQ 'Azure' | Group-Object RoleId, Scope, State, PrincipalId | Where-Object Count -GT 1 | Format-Table Count, Name
1. Back it out. Remove the Reader assignment (Access control (IAM) > Role assignments, select the app’s row, Remove) and the five permissions, delete the app registration (Entra ID > App registrations > the app > Delete) and its certificate, and delete out/inventory-test: it holds the tenant’s privileged holders.
· Remove-Item -Recurse -Force out/inventory-test
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	Item
	Value
	US Government clouds
	Stage
	Source

	List roleDefinitions
	GET /roleManagement/directory/roleDefinitions; RoleManagement.Read.Directory
	L4 and L5
	v1.0
	2

	List roleAssignmentScheduleInstances
	Active assignments made through PIM or directly; RoleAssignmentSchedule.Read.Directory; Global Reader for a delegated read
	L4 and L5
	v1.0
	3

	Active instance properties
	assignmentType Assigned or Activated; memberType Inherited, Direct or Group; endDateTime
	—
	v1.0
	4

	List roleEligibilitySchedules
	RoleEligibilitySchedule.Read.Directory; scheduleInfo.expiration
	L4 and L5
	v1.0
	5

	List unifiedRoleAssignments (Learn’s sample)
	Active assignments; RoleManagement.Read.Directory
	L4 and L5
	v1.0
	14

	Transitive role assignments (Learn’s sample)
	/beta/roleManagement/directory/transitiveRoleAssignments
	—
	Beta
	15 19

	List group members
	GroupMember.ReadBasic.All; members of unreadable types return id and @odata.type only; User.ReadBasic.All for user members’ basic properties; known issue: v1.0 doesn’t return service principal members
	L4 and L5
	v1.0
	6 21 26

	Privileged label
	isPrivileged on role definitions, listed through the beta endpoint
	—
	Preview
	9

	Global Administrators
	Fewer than five
	—
	—
	22

	Permanent active assignments
	Zero, except the emergency access accounts
	—
	—
	1

	Azure eligibility and active schedules
	Get-AzRoleEligibilitySchedule, Get-AzRoleAssignmentSchedule; no single command lists both
	—
	GA
	7

	Azure PIM REST types
	Role assignment and eligibility schedules GA in 2020-10-01
	Azure Government host management.usgovcloudapi.net
	GA
	8 11

	Azure privileged administrator roles
	Owner, Contributor, Reservations Administrator, Role Based Access Control Administrator, User Access Administrator, with their IDs
	—
	—
	20

	Subscription owners
	A maximum of three
	—
	—
	25

	Elevate access
	A Global Administrator who elevates gets User Access Administrator on all subscriptions
	—
	—
	24

	Licensing and clouds
	Entra ID P1 and P2 for GCC hosted in Azure commercial; Entra ID Governance in GCC, GCC High and DoD
	GCC High and DoD in Azure Government
	—
	12 13



No two Learn pages read for this chapter disagree on a fact the code depends on. The paging question first raised on October 30, 2026 (research gaps, row 1) is narrower now: the full reference page for Get-MgRoleManagementDirectoryRoleAssignment lists both -PageSize and -All, and describes -All as listing all pages, with a default of off.17 Learn doesn’t state in words what a call without -All returns; the switch’s default is the evidence that the sample’s loop can stop at the first page of each role. The example doesn’t depend on the answer, because it reads through Graph and follows the next links itself.
One Learn caveat touches the group expansion. The List group members page carries a known issue: on v1.0, the call doesn’t return service principals that are members of the group, and Learn’s workarounds are the beta endpoint or /groups/{id}?$expand=members.6 26 The example reads members through v1.0, so a service principal placed in a role-assignable group isn’t in the inventory and PA-INV-09 doesn’t fire for it. Neither workaround fits the call list as it stands (beta isn’t allowed, and Learn’s query limits say $expand on directory-object relationships returns at most 20 objects with no next link26), so the gap is recorded rather than closed here (research gaps, row 91).
[bookmark: _Toc00001066]Federal requirements and evidence
The inventory is the evidence for the plan’s Gate 0, “standing administrative privilege inventoried and classified by tier.” Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.27
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s sample misses eligible holders, so the kit doesn’t use it as the inventory, and the kit’s own code passes its tests: Lab 1, steps 1 and 6 (Invoke-Pester)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	The reader asks for five read permissions and nothing that writes: Lab 1, step 2 (Get-PaRequiredPermission -Task inventory)
	AC-6, least privilege for the identity that reads
	KSI-IAM-ELP
	Identity engineering, with the app’s consent record

	Every Entra and Azure role assignment, active and eligible, direct or through a group, with a tier: inventory.json and inventory.csv from Lab 1, step 3
	AC-2, account management (who holds which role), and AC-6(5), privileged accounts restricted to defined roles
	KSI-IAM-JIT
	The ISSO; the folder names people, so it goes to the access-controlled evidence store

	Standing Tier 0 and Tier 1 privilege outside an owned exception, and root-scope elevation: PA-INV-01 and PA-INV-07 in findings.json, Lab 1, steps 3 and 4
	AC-6 and AC-6(5); CISA BOD 25-01’s MS.AAD.7.4v1, no permanent active assignment to a highly privileged role, which allows emergency access accounts as an exception28 23
	KSI-IAM-JIT, KSI-IAM-ELP
	The ISSO; exceptions.csv stays with the governance office

	Five or more Global Administrators, or fewer than two users, group members counted: PA-INV-04 in findings.json
	AC-6(5), privileged accounts restricted to defined roles; MS.AAD.7.1v1, at least two and at most eight Global Administrators (BOD 25-01);28 the code’s ceiling is Learn’s fewer than five, which is stricter; its floor is the baseline’s two
	KSI-IAM-JIT
	The ISSO

	Roles held outside PRV groups, unclassified roles, eligibility with no end, more than three subscription Owners, and members returned without a name: PA-INV-02, 03, 05, 06, 08 and 09 in findings.json
	AC-2 and AC-6(5); the PRV-group rule and the tiers are the program’s (design guidance)
	KSI-IAM-JIT
	Identity engineering, who owns each decision

	Which calls produced the files, when, with which permissions, and the SHA-256 of each file: manifest.json from Lab 1, step 3
	AU-9, protection of audit information; using hashes to show nothing changed after the run is design guidance
	KSI-MLA-OSM
	The ISSO, beside the files it lists

	The reader refuses an undeclared call and an unknown cloud: the two errors in Lab 1, step 5
	AC-6: the read identity can only make the calls the task declares
	KSI-IAM-ELP
	The repository’s test runs

	A live read of a test tenant, signed in with a certificate, not a secret: Lab 2, step 4 (Connect-MgGraph -CertificateThumbprint, then Invoke-PaInventory.ps1 -Cloud gcc), with Mode Live and the tenant ID in out/inventory-test/manifest.json
	IA-5(2), public key-based authentication, for the reader app
	KSI-IAM-SNU
	Identity engineering

	The inventory holds every active row the admin center downloads, plus the eligible rows it doesn’t: Lab 2, step 5 (Import-Csv out/inventory-test/inventory.csv)
	AC-2, review of accounts for compliance
	KSI-IAM-JIT
	The ISSO, with the admin center’s CSV

	No Entra row lacks a principal type and no Azure schedule is counted twice: Lab 2, step 6, both commands printing nothing
	AC-2: a complete inventory with no double counts
	KSI-IAM-JIT
	Identity engineering

	The lab copies are deleted because they name every privileged holder: Remove-Item after Lab 1 and in Lab 2, step 7
	No control; handling the folder as sensitive is design guidance
	—
	—


AC-2(7), which asks for privileged accounts under a role-based or attribute-based scheme, isn’t in the Moderate baseline;27 an agency that tailors it in can point to the same rows. KSIs are FedRAMP 20x indicators for cloud service providers.29 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
[bookmark: _Toc00001067]Dangers
	Danger
	What happens
	The guard

	An active-only inventory
	As holders become eligible, the list shrinks and Gate 0 passes on an empty table
	Eligibility read and reported; a test pins that the sample misses it

	A group counted as one holder
	The people behind PRV-T0-GlobalAdmin aren’t reviewed or counted
	Groups expanded, members marked Via Group, counted in PA-INV-04

	A member dropped because its name wasn’t readable
	Someone holds a role and isn’t in the inventory
	Rows kept with the ID; PA-INV-09 says which permission is missing. Not guarded: a service principal member, which v1.0 doesn’t return at all (see Verified facts)

	A custom role treated as harmless
	A custom role with privileged permissions sits outside every tier
	Unclassified, PA-INV-05, never a default tier

	An exception list nobody owns
	Standing privilege hides behind an “exception”
	An exception without an owner doesn’t count (PA-INV-01)

	Reading only some Azure scopes
	A management group or subscription you didn’t list isn’t read
	The manifest lists every request, so the reviewer sees the scopes read; discovering every scope is open (research gaps, row 4)

	Counting an Azure assignment twice
	A schedule returned at two scopes inflates Owner counts
	De-duplicated by schedule ID; inherited rows skipped

	The wrong cloud
	A GCC High run reads graph.microsoft.com, or the token goes to another host
	Explicit cloud, no default, host checked on every page, live sessions checked before the run

	A broad permission
	Directory.Read.All or a write permission granted “to make it work”
	The call list; the test pins the task’s exact permissions, none ReadWrite

	The inventory as a leak
	The folder names every privileged holder
	The manifest names no one; Lab 2 deletes the output


[bookmark: _Toc00001068]Checklist
· The run reads eligible as well as active assignments, and the counts by state match the admin center’s download plus PIM’s eligible list.
· Every role-assignable group is expanded, and no member was dropped.
· Every role in the tenant is in config/tiers.json, or its PA-INV-05 has an owner and a decision.
· exceptions.csv lists only the emergency accounts and service principals that can’t activate, each with an owner and a reason.
· The Azure scopes read are the agency’s whole hierarchy, or the gap is written down.
· The app holds exactly the five Graph permissions and Reader, with a certificate or managed identity, never a secret.
· The cloud is explicit, and nothing in a GCC configuration is a .us host.
· The manifest’s hashes match the files handed to the ISSO.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001070]Chapter 02 — Emergency Access Accounts as Code
The emergency accounts are the one standing privilege the program keeps on purpose, so they get checked every run and watched every minute, by code someone reviewed.
[bookmark: _Toc00001071]In this chapter
The check and the alert behind the plan’s tasks A0.4 and A1.1: “existing emergency access accounts located and checked against the standard,” then “two emergency accounts built to the standard, excluded by one group, alerted and tested.” You start with Learn’s emergency access page, which sets the standard and gives three sample alert queries, pinned in the repository, and you run the queries offline over fictional log rows to see what they catch and what they miss. Then you use examples/privileged-access for what they leave to you: a check of each account against the standard, and the alert as an ARM template that also sees non-interactive sign-ins and audit events. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001072]Narrated tour
Watch the video: Building Privileged Access, Chapter 02 — Emergency Access Accounts as Code: narrated tour (10 minutes)
Deck · Narrated deck (about 10 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001073]Goal and audience
Goal. By the end of this chapter you can check, from code, that each emergency access account meets the standard, and produce the alert on their use as a template a reviewer can read and a pipeline can deploy. You can say, for each rule, whether it is Learn’s standard, Learn’s sample, or the program’s own design.
Audience. Developers who build the project’s foundation, the identity engineers who own the accounts, and the security operations staff who receive the alert. You should read PowerShell 7 and KQL. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001074]Why this comes first
Book 04, Chapter 08’s Step 0 is the only step that can’t move: approval switched on before the emergency accounts exist is the documented lockout, and the project plan’s critical path note says the same (Book 04, Chapter 08). Learn names the case: every Global Administrator and Privileged Role Administrator eligible, approval required, and no approvers selected, so no one can approve and administration is locked.1 The emergency accounts are also the program’s main documented exception to “zero permanently active assignments.”2 Chapter 01’s inventory reports them as Info only because exceptions.csv names them. This chapter makes sure the exception is what it claims to be.
Which cloud, for this check and this alert
The check reads Microsoft Graph: graph.microsoft.com for GCC, graph.microsoft.us for GCC High and dod-graph.microsoft.us for DoD.3 The alert runs in Azure Monitor, over the Log Analytics workspace that receives the tenant’s Entra logs. For Microsoft 365 GCC with commercial Azure, that workspace and the alert sit in a commercial subscription, deployed through management.azure.com. The template the code writes names no host, so the same file deploys in Azure Government for a GCC High or DoD tenant; whether every piece of it is available there wasn’t confirmed (research gaps, row 7). Passkeys (FIDO2) and certificate-based authentication, the two methods Learn names for these accounts, are available in Azure for US Government.4
[bookmark: _Toc00001075]Start with Microsoft’s sample
What Microsoft gives you
Learn’s page Manage emergency access accounts in Microsoft Entra ID is Microsoft’s standard and procedure.1 It asks for two or more cloud-only accounts on the *.onmicrosoft.com domain, neither federated nor synchronized; passkey (FIDO2) or certificate-based authentication, different from the normal administrator accounts’ methods; Global Administrator assigned as active and permanent in PIM; exclusion from Conditional Access policies that block or restrict sign-in, through a dedicated group, with report-only policies needing no exclusion; credentials and devices that don’t expire; monitoring of sign-in and audit logs with alerts; and validation at least every 90 days, including a check that no one registered MFA or self-service password reset to an individual’s device or personal details.1 Book 04, Chapter 04 adopts the same standard and adds a post-use review (Book 04, Chapter 04); Book 04, Chapter 06 adds dual custody of the credential (Book 04, Chapter 06).
For the alert, the page gives three sample Azure Monitor queries, on one object ID, on two, and on a user principal name, and walks through creating the log search alert rule and its action group in the Azure portal: severity 0, threshold greater than 0.1
The pinned copy
The queries exist only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/entra-emergency-access-page: security-emergency-access.md from MicrosoftDocs/entra-docs at commit 07cb73d (October 30, 2026), retrieved October 30, 2026, with the repository’s MIT licenses.5 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes; a unit test checks them, and the weekly source watch reports new commits to the page.
tests/LearnSampleHarness.ps1 extracts the three queries from the pinned page and evaluates their filters over tests/fixtures/signin-export.json, six fictional rows in a workspace’s table shapes, with a small evaluator that handles only the queries’ shape: a table, one where of Column == "value" terms joined by or, and a project. Anything else throws, so a new upstream shape fails the tests instead of being half-read. It isn’t a KQL engine, and nothing is sent to a workspace.
What it leaves to you
Each row is pinned by a test: in tests/MicrosoftSamples.Tests.ps1 for the sample, and in tests/EmergencyAccess.Tests.ps1 for the example.
	Learn’s sample, as published
	Why it matters
	What examples/privileged-access adds

	Three queries, all on SigninLogs, matching UserId
	—
	Kept as the model: the first leg of the alert’s query, matched by object ID

	With real object IDs, catches both interactive sign-ins in the export
	—
	Kept

	Uses Learn’s placeholder object IDs and user@yourdomain.onmicrosoft.com
	A query copied as published alerts on nothing
	IDs come from emergency-access.json; Get-PaEmergencyQuery refuses a UPN and Learn’s placeholder IDs

	Misses the non-interactive sign-in in the export
	A refreshed token in a stolen session is a non-interactive sign-in, a separate log category and table;6 7 and Learn says that since April 11, 2025 new sign-ins that obtain a refresh token with FIDO2 keys are logged as non-interactive,6 the method Learn recommends for these accounts
	AADNonInteractiveUserSignInLogs leg8

	Misses both audit events: a role change made by an emergency account, and a security method registered on one
	The page asks to monitor sign-in and audit logs;1 a method added to the account is the start of a takeover
	AuditLogs leg, by InitiatedBy or by TargetResources9

	The UPN query misses the account after a rename
	Rename, then sign in, and nothing fires
	Object IDs only

	The rule, severity, threshold and action group are portal steps
	Nothing to review, diff or redeploy
	New-PaEmergencyAlertRule: a scheduledQueryRules template with Learn’s severity and threshold, tested

	The standard is a checklist in prose
	Each item is checked by hand, if at all
	Test-PaEmergencyAccess: PA-EA-01 to PA-EA-10, every run


The verdict. Keep Learn’s object-ID query as the core of the alert, and Learn’s portal settings (severity 0, any result fires) as its values. Don’t deploy the samples as published: they watch one of the three places an emergency account shows up.
[bookmark: _Toc00001076]The code: examples/privileged-access
This chapter adds Test-PaEmergencyAccess, Get-PaEmergencyQuery, New-PaEmergencyAlertRule and Find-PaEmergencyActivity to the module from Chapter 01, and the entry script Invoke-PaEmergencyCheck.ps1. It uses the same reader: declared calls only, GET only, the cloud’s own host, every page.
The configuration
emergency-access.json names the accounts and the exclusion group by object ID, with optional minimumAccounts (2) and maxValidationAgeDays (90). Read-PaEmergencyConfig refuses a UPN where an ID belongs. emergency-validations.csv records each drill: account, date, result and ticket. Learn’s 90 days and two accounts are the defaults.1
The check
Test-PaEmergencyAccess reads each account, its methods, its active role assignments, the exclusion group and every Conditional Access policy, and reports:
	Rule
	Severity
	What it flags
	Source

	PA-EA-01
	Finding
	Fewer than two accounts configured
	Learn1

	PA-EA-02
	Finding
	An account not on *.onmicrosoft.com
	Learn1

	PA-EA-03
	Finding
	An account synchronized from on-premises
	Learn1

	PA-EA-04
	Finding
	A disabled account
	Design guidance

	PA-EA-05
	Finding
	Global Administrator not active, permanent and direct: eligible only, time-bound, activated or inherited
	Learn1

	PA-EA-06
	Finding; Warn
	A registered phone, Microsoft Authenticator, software OATH, email or Temporary Access Pass method (Finding); no passkey registered, so confirm certificate-based authentication (Warn)
	Learn: passkey or CBA, and no MFA registered to an individual’s device1

	PA-EA-07
	Finding
	An account not in the exclusion group
	Learn1

	PA-EA-08
	Finding; Info
	An enforced policy that doesn’t exclude an account, through the group or directly (Finding); a report-only policy that doesn’t exclude the group (Info)
	Learn: report-only policies need no exclusion;1 Design guidance for treating every enforced policy as one that restricts

	PA-EA-09
	Finding
	No passing validation, or the last one older than 90 days
	Learn1

	PA-EA-10
	Finding
	A member of the exclusion group that isn’t an emergency account
	Design guidance: everyone in that group skips every policy


PA-EA-08 checks every enforced policy rather than deciding which ones “block or restrict,” the same rule Book 04, Chapter 10’s pre-merge check applies to the repository’s policy files (Book 04, Chapter 10). Reading which policies restrict sign-in is a judgment the code shouldn’t make. The two differ on report-only policies: Book 04, Chapter 10’s check fails them too, while Learn and Book 04, Chapter 04 say they need no exclusion. The code follows Learn and reports them as Info (research gaps, row 5).
The check needs six permissions, each the least-privileged for its call:
	Call
	Least-privileged permission
	Delegated role

	Get a user (accountEnabled, onPremisesSyncEnabled)
	User.Read.All; neither property is in the basic profile10 11
	—

	List a user’s authentication methods
	UserAuthenticationMethod.Read.All12
	Global Reader, Authentication Administrator or Privileged Authentication Administrator

	List roleAssignmentScheduleInstances, filtered by principal
	RoleAssignmentSchedule.Read.Directory13
	Global Reader (read)

	List the exclusion group’s members
	GroupMember.ReadBasic.All, with User.ReadBasic.All for members’ names14
	—

	List Conditional Access policies
	Policy.Read.All15
	Global Reader or Security Reader


The alert
Get-PaEmergencyQuery writes one query from the account IDs: Learn’s SigninLogs filter, the same filter on AADNonInteractiveUserSignInLogs, and AuditLogs rows where an account is the initiator or a target. It doesn’t use union isfuzzy=true, so a table that the diagnostic setting doesn’t send makes the query fail rather than return nothing. Design guidance. New-PaEmergencyAlertRule wraps it in an ARM template for Microsoft.Insights/scheduledQueryRules, API version 2023-12-01, kind LogAlert:16 severity 0 and a static threshold of greater than 0, as Learn’s procedure sets;1 a Count aggregation, evaluated every 5 minutes over a 5-minute window (Design guidance; Learn leaves the frequency to you); the workspace as its scope and the action group you name. It checks that the scope is a Log Analytics workspace and the action group is one. It returns the template and deploys nothing: deployment is the reviewed pipeline’s job, and Lab 2’s.
The alert’s data has two prerequisites outside the code. The tenant’s diagnostic setting must send AuditLogs, SignInLogs and NonInteractiveUserSignInLogs to the workspace, which needs at least Security Administrator,17 7 and analyzing sign-in logs in Log Analytics needs Microsoft Entra ID P1 or P2.18
Find-PaEmergencyActivity applies the same match to exported rows offline, for a lab, a drill review or a comparison with another query. It is not a KQL engine; the query itself is first run against a real workspace in Lab 2.
The tests
This chapter’s tests are the 7 in the Chapter 02 block of tests/MicrosoftSamples.Tests.ps1, Learn’s queries as published, and the 29 in tests/EmergencyAccess.Tests.ps1: the configuration, every rule on the fixture and each rule on its own against a tenant brought up to the standard, the query’s tables and refusals, the offline match, the template’s values and refusals, and the entry script’s manifest. The kit’s 330 tests pass under PowerShell 7, with no module, tenant or network.
[bookmark: _Toc00001077]Illustrative code
The commands below run Learn’s pinned queries over fictional rows, and the example against a fictional tenant served by a fake. They show what the code does, not that a workspace or a tenant returns the same shapes. Review the code and the template, and run Lab 2 in a test tenant, before either touches production.
[bookmark: _Toc00001078]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Run Learn's queries over the export
Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 02*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount

# Step 2: List the permissions the check needs
Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psm1
(Get-PaRequiredPermission -Task emergency-access).GraphPermissions -join ', '

# Step 3: Check the fictional tenant's accounts and write the alert template
./Invoke-PaEmergencyCheck.ps1 -FixturePath tests/fixtures/tenant.json -ConfigPath tests/fixtures/inputs/emergency-access.json `
    -ValidationsPath tests/fixtures/inputs/emergency-validations.csv -AsOf 2026-10-30 -OutputPath out/emergency `
    -WorkspaceResourceId /subscriptions/22222222-2222-4222-8222-222222222222/resourceGroups/rg-logs/providers/Microsoft.OperationalInsights/workspaces/law-identity `
    -ActionGroupResourceId /subscriptions/22222222-2222-4222-8222-222222222222/resourceGroups/rg-logs/providers/Microsoft.Insights/actionGroups/ag-soc -Location eastus

# Step 4: Read the findings
Get-Content out/emergency/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object

# Step 5: Match the same export with the example's rule
$rows = (Get-Content tests/fixtures/signin-export.json -Raw | ConvertFrom-Json).rows
Find-PaEmergencyActivity -Rows $rows -AccountId 0e000000-0000-4000-8000-000000000001, 0e000000-0000-4000-8000-000000000002 |
    Format-Table Source, AccountId, OperationName

# Step 6: See the guards
Get-PaEmergencyQuery -AccountId ea01@contosoexample.onmicrosoft.com
$t = Get-Content out/emergency/emergency-alert.json -Raw | ConvertFrom-Json
$t.resources[0].type, $t.resources[0].apiVersion, $t.resources[0].properties.severity -join ' | '

# Step 7: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Run Learn’s queries over the export:
· Invoke-Pester -Path tests/MicrosoftSamples.Tests.ps1 -FullNameFilter '*Chapter 02*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 7, FailedCount 0. Read the third to fifth tests: of five emergency events in the export, Learn’s two-ID query finds the two interactive sign-ins.
1. List the permissions the check needs:
· Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psm1
(Get-PaRequiredPermission -Task emergency-access).GraphPermissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· GroupMember.ReadBasic.All, Policy.Read.All, RoleAssignmentSchedule.Read.Directory, User.Read.All, User.ReadBasic.All, UserAuthenticationMethod.Read.All.
1. Check the fictional tenant’s accounts and write the alert template:
· ./Invoke-PaEmergencyCheck.ps1 -FixturePath tests/fixtures/tenant.json -ConfigPath tests/fixtures/inputs/emergency-access.json `
    -ValidationsPath tests/fixtures/inputs/emergency-validations.csv -AsOf 2026-10-30 -OutputPath out/emergency `
    -WorkspaceResourceId /subscriptions/22222222-2222-4222-8222-222222222222/resourceGroups/rg-logs/providers/Microsoft.OperationalInsights/workspaces/law-identity `
    -ActionGroupResourceId /subscriptions/22222222-2222-4222-8222-222222222222/resourceGroups/rg-logs/providers/Microsoft.Insights/actionGroups/ag-soc -Location eastus
· Emergency access: 9 Finding, 0 Warn, 1 Info
Alert rule written to emergency-alert.json for review; deploy it with your reviewed pipeline
Written to out/emergency (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the findings:
· Get-Content out/emergency/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· ea01 passes. ea02 fails five ways: PA-EA-02 (it’s on contoso.example), PA-EA-05 (its Global Administrator assignment ends on December 31), PA-EA-06 (a phone method), PA-EA-07 (not in the exclusion group) and PA-EA-09 (last validated May 1). PA-EA-08 names three enforced policies, CA001-AllUsers-BlockLegacyAuth, CA004-Admins-RequireCompliantDevice and PIM-Activation-c1, and reports the report-only CA090-AllUsers-ReportOnly-CoverageProbe as Info. PA-EA-10 names carl.ops@contoso.example, who is in the exclusion group and shouldn’t be.
1. Match the same export with the example’s rule:
· $rows = (Get-Content tests/fixtures/signin-export.json -Raw | ConvertFrom-Json).rows
Find-PaEmergencyActivity -Rows $rows -AccountId 0e000000-0000-4000-8000-000000000001, 0e000000-0000-4000-8000-000000000002 |
    Format-Table Source, AccountId, OperationName
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Five rows: two from SigninLogs, one from AADNonInteractiveUserSignInLogs, and two from AuditLogs (Add member to role, initiated by ea02, and User registered security info, which targets ea01). Dana’s ordinary sign-in isn’t matched.
1. See the guards:
· Get-PaEmergencyQuery -AccountId ea01@contosoexample.onmicrosoft.com
$t = Get-Content out/emergency/emergency-alert.json -Raw | ConvertFrom-Json
$t.resources[0].type, $t.resources[0].apiVersion, $t.resources[0].properties.severity -join ' | '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· 'ea01@contosoexample.onmicrosoft.com' isn't an object ID, then Microsoft.Insights/scheduledQueryRules | 2023-12-01 | 0.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, and each row of the gap table seen with your own eyes.
When you’re done, delete out:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/02-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001079]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with a test Azure subscription, never production. If the test tenant’s emergency accounts are real, treat the drill in step 5 as Learn’s validation drill: tell security operations first, and record it.1 Work in examples/privileged-access. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> and <thumbprint> (the reader app from step 2 and its certificate’s thumbprint), <ea1-object-id>, <ea1-upn>, <ea2-object-id> and <ea2-upn> (the two test emergency accounts), <exclusion-group-id> (their Conditional Access exclusion group), <ea1-last-validated>, <ea2-last-validated> and <ticket> (each account’s last validation drill, as yyyy-MM-dd, and a ticket), <workspace-resource-id>, <action-group-resource-id>, <region> and <test-rg> (the test workspace, the action group, their region and the resource group to deploy the alert to), and <drill-date> (the date of step 5’s drill).
Every command in Lab 2
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 3: Run the check
$ea = Get-Content tests/fixtures/inputs/emergency-access.json -Raw | ConvertFrom-Json
$ea.accounts[0].id = '<ea1-object-id>'; $ea.accounts[0].userPrincipalName = '<ea1-upn>'
$ea.accounts[1].id = '<ea2-object-id>'; $ea.accounts[1].userPrincipalName = '<ea2-upn>'
$ea.exclusionGroupId = '<exclusion-group-id>'
$ea | ConvertTo-Json -Depth 5 | Set-Content emergency-access.json
'AccountId,Date,Result,Ticket', '<ea1-object-id>,<ea1-last-validated>,Pass,<ticket>', '<ea2-object-id>,<ea2-last-validated>,Pass,<ticket>' |
    Set-Content emergency-validations.csv

# Step 3: Run the check
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaEmergencyCheck.ps1 -Cloud gcc -ConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -OutputPath out/emergency-test `
    -WorkspaceResourceId <workspace-resource-id> -ActionGroupResourceId <action-group-resource-id> -Location <region> -TenantId <tenant-id>

# Step 4: Run the query by hand
(Get-Content out/emergency-test/emergency-alert.json -Raw | ConvertFrom-Json).resources[0].properties.criteria.allOf[0].query

# Step 5: Deploy the alert and drill
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
New-AzResourceGroupDeployment -ResourceGroupName <test-rg> -TemplateFile out/emergency-test/emergency-alert.json

# Step 5: Deploy the alert and drill
'<ea1-object-id>,<drill-date>,Pass,<ticket>' | Add-Content emergency-validations.csv
./Invoke-PaEmergencyCheck.ps1 -Cloud gcc -ConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -OutputPath out/emergency-test `
    -WorkspaceResourceId <workspace-resource-id> -ActionGroupResourceId <action-group-resource-id> -Location <region> -TenantId <tenant-id>

# Step 6: Back it out
Remove-Item -Recurse -Force out/emergency-test
1. Send the logs. As at least Security Administrator, add a diagnostic setting that sends AuditLogs, SignInLogs and NonInteractiveUserSignInLogs to a test Log Analytics workspace.17 Wait for data to arrive.
20. Open Entra ID > Monitoring & health > Diagnostic settings > Add diagnostic setting.
20. Select AuditLogs, SignInLogs and NonInteractiveUserSignInLogs, then Send to Log Analytics workspace and the test workspace, and Save.
1. Register the reader app in the worldwide admin center with a certificate, grant the six application permissions from Lab 1, step 2, with admin consent, and nothing else.
21. Open Entra ID > App registrations > New registration, name the app and select Register.
21. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
21. Open API permissions > Add a permission > Microsoft Graph > Application permissions, select GroupMember.ReadBasic.All, Policy.Read.All, RoleAssignmentSchedule.Read.Directory, User.Read.All, User.ReadBasic.All and UserAuthenticationMethod.Read.All, then Add permissions and Grant admin consent for your tenant.
1. Run the check with the test accounts’ IDs in your own emergency-access.json. Create the action group first, in the portal as Learn describes, with a test mailbox.1 The first block writes the two input files from the fixture’s: your accounts and exclusion group, and one row per account for its last validation drill. The second runs the check:
· $ea = Get-Content tests/fixtures/inputs/emergency-access.json -Raw | ConvertFrom-Json
$ea.accounts[0].id = '<ea1-object-id>'; $ea.accounts[0].userPrincipalName = '<ea1-upn>'
$ea.accounts[1].id = '<ea2-object-id>'; $ea.accounts[1].userPrincipalName = '<ea2-upn>'
$ea.exclusionGroupId = '<exclusion-group-id>'
$ea | ConvertTo-Json -Depth 5 | Set-Content emergency-access.json
'AccountId,Date,Result,Ticket', '<ea1-object-id>,<ea1-last-validated>,Pass,<ticket>', '<ea2-object-id>,<ea2-last-validated>,Pass,<ticket>' |
    Set-Content emergency-validations.csv
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaEmergencyCheck.ps1 -Cloud gcc -ConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -OutputPath out/emergency-test `
    -WorkspaceResourceId <workspace-resource-id> -ActionGroupResourceId <action-group-resource-id> -Location <region> -TenantId <tenant-id>
1. Run the query by hand. Print the query from emergency-alert.json, paste it into the workspace’s Logs and run it over the last day. It must run without an error; an error that names a table means the diagnostic setting doesn’t send it (research gaps, row 8).
· (Get-Content out/emergency-test/emergency-alert.json -Raw | ConvertFrom-Json).resources[0].properties.criteria.allOf[0].query
1. Deploy the alert and drill. Review emergency-alert.json and deploy it as at least Monitoring Contributor:1
· Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
New-AzResourceGroupDeployment -ResourceGroupName <test-rg> -TemplateFile out/emergency-test/emergency-alert.json
· Then sign in with one test emergency account from the designated workstation and perform one administrative read. Within two evaluation periods the action group’s mailbox should receive the alert. Record the drill in emergency-validations.csv and run the check again:
· '<ea1-object-id>,<drill-date>,Pass,<ticket>' | Add-Content emergency-validations.csv
./Invoke-PaEmergencyCheck.ps1 -Cloud gcc -ConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -OutputPath out/emergency-test `
    -WorkspaceResourceId <workspace-resource-id> -ActionGroupResourceId <action-group-resource-id> -Location <region> -TenantId <tenant-id>
· PA-EA-09 clears for that account.
1. Back it out. Delete the alert rule and the action group (Monitor > Alerts > Alert rules, and Monitor > Alerts > Action groups), remove the six permissions, delete the reader app and its certificate, remove the diagnostic setting if you created it for the lab, and delete out/emergency-test.
· Remove-Item -Recurse -Force out/emergency-test
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	Item
	Value
	US Government clouds
	Stage
	Source

	Emergency access standard
	Two or more cloud-only accounts on *.onmicrosoft.com; passkey or CBA, different from normal admin methods; Global Administrator active and permanent; excluded from policies that block or restrict, through one group; report-only needs no exclusion; monitor sign-in and audit logs; validate at least every 90 days
	—
	GA
	1

	Sample alert
	SigninLogs filtered by UserId or UserPrincipalName; severity 0; threshold greater than 0; at least Monitoring Contributor to create
	—
	—
	1

	Permanent active assignments
	Zero, except the emergency access accounts
	—
	—
	2

	Log categories
	AuditLogs, SignInLogs, NonInteractiveUserSignInLogs (and others) through a diagnostic setting; Security Administrator to create one
	—
	—
	7 17

	Non-interactive sign-ins
	Done on behalf of a user, for example a token refresh; table AADNonInteractiveUserSignInLogs
	—
	—
	6 8

	AuditLogs
	InitiatedBy and TargetResources are dynamic columns
	—
	—
	9

	Log Analytics for sign-in logs
	Microsoft Entra ID P1 or P2
	—
	—
	18

	Log search alert rule
	Microsoft.Insights/scheduledQueryRules 2023-12-01; criteria.allOf with query, timeAggregation, operator, threshold, failingPeriods
	Not confirmed for Azure Government
	GA
	16

	Get a user
	User.Read.All (application); basic profile excludes accountEnabled and onPremisesSyncEnabled
	—
	v1.0
	10 11

	List authentication methods
	UserAuthenticationMethod.Read.All for other users; Global Reader, Authentication Administrator or Privileged Authentication Administrator
	Passkey methods list: L4 and L5
	v1.0
	12 19

	List roleAssignmentScheduleInstances
	RoleAssignmentSchedule.Read.Directory; filter on principalId
	L4 and L5
	v1.0
	13

	List group members
	GroupMember.ReadBasic.All
	—
	v1.0
	14

	List Conditional Access policies
	Policy.Read.All
	—
	v1.0
	15

	Passkeys and CBA
	Available in Azure for US Government
	Available
	GA
	4



Two places where the sources differ, recorded so a later edit doesn’t loosen the code:
· Report-only policies. Learn says report-only policies need no exclusion, and Book 04, Chapter 04 agrees; Book 04, Chapter 10’s pre-merge check fails report-only policy files that don’t exclude the group. The code reports them as Info and asks for the exclusion before enforcement (research gaps, row 5). Learn’s report-only page doesn’t mention emergency accounts; it warns that report-only policies requiring a compliant device can prompt users on macOS, iOS and Android to select a device certificate, and says to exclude those platforms from such policies.20
· Individual emergency accounts. Learn allows individual emergency accounts for administrators as an alternative to shared ones.1 Book 04’s standard says the accounts aren’t tied to an individual. The code checks neither, because Graph can’t tell; the program’s position is Book 04’s. Design guidance.
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The check is the plan’s Gate 1 test, “emergency access accounts tested,” and the alert watches the accounts between drills. Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.21
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s queries miss non-interactive sign-ins and audit rows, so the kit adds them, and its own code passes its tests: Lab 1, steps 1 and 7 (Invoke-Pester)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	The check asks for six read permissions and nothing that writes: Lab 1, step 2 (Get-PaRequiredPermission -Task emergency-access)
	AC-6, least privilege for the identity that checks
	KSI-IAM-ELP
	Identity engineering, with the app’s consent record

	At least two cloud-only accounts on *.onmicrosoft.com, enabled, holding Global Administrator active, permanent and direct, and an exclusion group that holds only them: PA-EA-01 to 05, 07 and 10 in findings.json, Lab 1, steps 3 and 4
	AC-2, emergency accounts as a defined account type with their conditions; MS.AAD.7.3v1, cloud-only privileged accounts (BOD 25-01);22 MS.AAD.7.4v1’s exception for emergency accounts that need perpetual access23
	KSI-IAM-JIT
	The ISSO

	No phone, app, OATH, email or Temporary Access Pass method on the accounts, and a passkey or certificate-based authentication instead: PA-EA-06 in findings.json
	IA-2(1), multifactor authentication to privileged accounts; MS.AAD.3.6v1, phishing-resistant MFA for highly privileged roles (BOD 25-01)22
	KSI-IAM-APM
	The ISSO

	Every enforced Conditional Access policy excludes the accounts: PA-EA-08 in findings.json
	AC-2: the emergency accounts stay usable under the conditions the account type exists for
	KSI-IAM-JIT
	The ISSO

	A passing drill within 90 days: PA-EA-09 in findings.json, read from emergency-validations.csv
	AC-2(2): permanent emergency accounts are a documented deviation, and the drills are part of its compensating controls (Book 04, Chapter 02, design guidance)
	KSI-IAM-AAM, KSI-IAM-JIT
	The ISSO; the drill tickets stay with identity operations

	An alert at severity 0 on any sign-in or audit row for the accounts, every 5 minutes: emergency-alert.json from Lab 1, step 3, and its type, API version and severity in step 6
	AC-2(4), automated audit actions; AU-6, audit record review; SI-4, system monitoring
	KSI-MLA-RVL, KSI-MLA-LET, KSI-IAM-SUS
	Identity engineering, in the repository with the template

	The same match applied to exported rows finds the accounts’ sign-ins and audit rows: Lab 1, step 5 (Find-PaEmergencyActivity)
	AU-6, audit record review (a drill review or a cross-check)
	KSI-MLA-RVL
	Identity operations, with the drill record

	The query is keyed to object IDs and refuses a UPN: the error in Lab 1, step 6 (Get-PaEmergencyQuery given a UPN)
	AU-6: an alert that can’t silently match nothing (design guidance)
	KSI-MLA-RVL
	The repository’s test runs

	Which calls produced the files, when, with which permissions, and the SHA-256 of each file: manifest.json from Lab 1, step 3
	AU-9, protection of audit information; using hashes is design guidance
	KSI-MLA-OSM
	The ISSO, beside the files it lists

	The test tenant’s accounts meet the standard: Lab 2, step 3 (Invoke-PaEmergencyCheck.ps1 -Cloud gcc), out/emergency-test/findings.json with no Finding
	AC-2; the project plan’s Gate 1
	KSI-IAM-JIT
	The ISSO

	The workspace receives the tables the alert reads, and the query returns rows: Lab 2, step 4, the query run by hand
	AU-2, event logging (the diagnostic setting’s categories); AU-6
	KSI-MLA-LET, KSI-MLA-RVL
	Identity operations

	The alert is deployed from the reviewed template, not built in the portal: Lab 2, step 5 (New-AzResourceGroupDeployment -TemplateFile out/emergency-test/emergency-alert.json) and its deployment record
	CM-3, configuration change control
	KSI-CMT-LMC, KSI-CMT-RMV
	The deployment history in the resource group

	A drill fires the alert, and the drill is recorded: the alert’s firing in the workspace, then Lab 2, step 5’s row added to emergency-validations.csv and the rerun’s PA-EA-09 cleared
	SI-4 and AU-6; AC-2(2)’s compensating controls (design guidance)
	KSI-IAM-SUS, KSI-MLA-RVL
	Identity operations, with the drill ticket

	The lab copies are deleted because they name the accounts: Remove-Item after Lab 1 and in Lab 2, step 6
	No control; handling the folder as sensitive is design guidance
	—
	—


KSIs are FedRAMP 20x indicators for cloud service providers.24 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
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	Danger
	What happens
	The guard

	Approval switched on before the accounts pass
	The documented lockout
	The plan’s Gate 1 needs “emergency access accounts tested”; this check is that test, every run

	An alert copied from Learn with the placeholder IDs
	It never fires
	Placeholders and UPNs refused; IDs only from the configuration

	An alert on interactive sign-ins only
	A stolen session’s token refreshes, and a method added to the account, go unseen
	Non-interactive and audit legs; tests pin the sample’s misses

	A table the workspace doesn’t receive
	A fuzzy union returns nothing, and silence looks like safety
	No isfuzzy; Lab 2 runs the query by hand first

	An exclusion group with extra members
	Someone else skips every Conditional Access policy
	PA-EA-10

	A Global Administrator assignment that expires
	The account stops working in the emergency it’s for
	PA-EA-05 flags time-bound, activated and inherited assignments

	A phone or app method on the account
	It depends on one person’s device
	PA-EA-06

	A drill nobody records
	No one knows whether the accounts still work
	PA-EA-09 from emergency-validations.csv

	A deployed rule nobody reviewed
	The alert is edited in the portal and drifts
	The template is code. Chapter 08 doesn’t compare the deployed rule yet; Lab 2 and the checklist compare it by hand

	Emergency account names in output
	Findings name the accounts
	The output folder is evidence; delete lab copies
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· emergency-access.json lists two or more accounts and the exclusion group by object ID, and matches exceptions.csv from Chapter 01.
· The run shows no Finding for any emergency account, and every PA-EA-06 Warn has CBA confirmed.
· Every enforced Conditional Access policy excludes the group, and the group holds only the emergency accounts.
· Every account has a passing validation within 90 days, with its ticket.
· The diagnostic setting sends AuditLogs, SignInLogs and NonInteractiveUserSignInLogs, and the query ran without error in the workspace.
· The deployed alert matches emergency-alert.json, with severity 0, threshold greater than 0, and the security operations action group.
· The reader app holds exactly the six Graph permissions, with a certificate or managed identity.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001085]Chapter 03 — Conditional Access for Administrators and the Activation Gate
The administrator policies and the activation gate are the program’s first writes to a tenant, so they are files a reviewer reads, and the code that writes them does nothing until it is told to.
[bookmark: _Toc00001086]In this chapter
The policies behind the plan’s tasks A1.5, A2.3, A2.5 and A2.6: phishing-resistant authentication for administrators, the PIM activation gate through authentication context c1, and the administrator policies of Book 04’s Wave 2. You start with Microsoft’s own Conditional Access template for administrators, as Microsoft Graph returns it, pinned in the repository, and check it offline to see what it leaves out. Then you use examples/privileged-access for what it leaves to you: the policies as reviewed JSON, a pre-merge check, a diff against the tenant and a dry run, with every new policy created report-only. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001087]Narrated tour
Watch the video: Building Privileged Access, Chapter 03 — Conditional Access for Administrators and the Activation Gate: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can keep the administrator policies, the privileged authentication strength and the authentication contexts as files, check them before they merge, and see exactly what a run would change in a tenant before it changes anything. You can say, for each rule, whether it is Learn’s guidance, Microsoft’s template, or the program’s own design.
Audience. Developers who build the project’s foundation, and the identity engineers and ISSOs who review Conditional Access changes. You should read PowerShell 7 and the Graph conditionalAccessPolicy JSON. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001089]The context the code depends on
Three pieces of Book 04 meet here. Chapter 07’s Wave 2 is the administrator policy set: CA003 (phishing-resistant MFA by group and by role), CA004 (compliant device), CA005 (trusted networks), CA025 (PAW only), CA026 (server and Arc administration) and CA027 (Azure management for operators only). This chapter’s kit has files for all of them except CA026, which isn’t a file yet, so plan task A2.5 isn’t complete here (Book 04, Chapter 07). Chapter 08’s Step 2 is the activation gate: authentication context c1 and its policy PIM-Activation-c1, which demand a fresh phishing-resistant proof from a compliant device at the moment of elevation (Book 04, Chapter 08). Appendix A has the JSON for both, and the custom strength FMP-Privileged-SeparateDevice (Appendix A).
Learn sets the order. Create and enable the Conditional Access policy for an authentication context before you select that context in PIM. If no policy targets the context, PIM falls back to requiring MFA, but that fallback doesn’t trigger when the policy is off, in report-only mode, or excludes the eligible user. Don’t scope the policy to both the context and a directory role: at activation the user doesn’t hold the role yet, so the policy wouldn’t apply.1 And whoever can edit Conditional Access can weaken the gate, so Learn says to treat those roles as highly privileged.1
So this chapter builds the gate and leaves it unselected. Chapter 04 selects c1 in PIM’s role settings, and only after this chapter’s run shows PIM-Activation-c1 is On.
Which cloud, for these calls
Every call in this chapter is Microsoft Graph v1.0, apart from the protected actions API, which is beta. For Microsoft 365 GCC the host is the worldwide graph.microsoft.com; GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.2 The methods for policies, contexts, strengths and templates list the global service, US Government L4 and US Government L5 in their national cloud tables.3 4 5 6 7 8 9 Conditional Access and PIM are available in Azure for US Government.10 The code takes gcc as an explicit cloud name and has no default. In Azure Government, a policy that targets Azure management names a different application than the Windows Azure Service Management API that CA025 and CA027 use (Book 04, Chapter 07); a GCC High program changes those two files.
[bookmark: _Toc00001090]Start with Microsoft’s sample
What Microsoft gives you
Learn publishes Conditional Access templates in the admin center, grouped by scenario. The “Protect administrator” group includes “Require phishing-resistant multifactor authentication for administrators.”11 That policy’s Learn page is the procedure: include at least fourteen directory roles, exclude the emergency access accounts, require the built-in phishing-resistant MFA strength, and create it in report-only before you turn it on.12 It also warns that role targeting covers built-in roles only, and that administrators must register phishing-resistant methods first or you risk locking yourself out.12
The same templates are in Microsoft Graph. GET /identity/conditionalAccess/templates/{id} returns a template’s conditions and controls as policy JSON, with Policy.Read.All.9 Learn’s page for that method shows one in full: “Require multifactor authentication for admins,” Microsoft’s template for administrators.9 It is the only Conditional Access policy JSON for administrators that Microsoft publishes on Learn in Graph form. The Create method’s examples cover Exchange Online, not administrators,4 and the policy pages give admin center steps.
The repository’s search on October 30, 2026 found no other Microsoft sample to start from. Azure-Samples has no Conditional Access policy repository. microsoft/ConditionalAccessforZeroTrustResources holds Microsoft365DSC and Terraform examples, not Graph JSON, and hasn’t changed since February 2024; it wasn’t used.
The pinned copy
The template exists only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/conditional-access-template-page: conditionalaccesstemplate-get.md from microsoftgraph/microsoft-graph-docs-contrib at commit a693031 (October 30, 2026), retrieved October 30, 2026, with the repository’s licenses (documentation CC BY 4.0, code MIT).13 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes; a unit test checks them, and the weekly source watch reports new commits to the page.
Read-PaCaTemplatePage extracts the example response from the pinned page, unmodified. ConvertFrom-PaCaTemplate turns a template into a policy body, adding only its name and report-only state, and fixes nothing. Then the pre-merge check reads it as if it were a file in the repository. Nothing is sent to a tenant.
What it leaves to you
Each row is pinned by a test in tests/ConditionalAccess.Tests.ps1: the first block for the template as published, the others for the example.
	Microsoft’s template, as published
	Why it matters
	What examples/privileged-access adds

	Targets administrators by role, all resources, all client apps
	—
	Kept as the model: CA003 targets roles and all resources

	Learn marks the response as possibly shortened, and it lists 2 roles
	Learn’s procedure names 14 roles at a minimum;12 a copy of the example covers two
	CA003 lists Book 04’s 15 (Learn’s 14 and Hybrid Identity Administrator); PA-CA-07 warns on any policy that targets roles and leaves one of the 14 out

	Grants plain MFA, with no authentication strength
	Learn’s admin page recommends the phishing-resistant strength;12 plain MFA and a strength can’t be combined in one policy14
	FMP-Privileged-SeparateDevice as a reviewed file; PA-CA-06

	Excludes “Current administrator will be excluded,” display text where an object ID belongs
	Not an object ID; the admin center replaces it, a script doesn’t
	PA-CA-03 fails any user target that isn’t an object ID or a Graph keyword

	Doesn’t exclude the emergency access group
	The emergency accounts must stay out of every policy that blocks or restricts15
	PA-CA-01, before merge; Invoke-PaCaPlan refuses to write a policy without it

	Carries no state
	Nothing in it says to start in report-only
	Every new policy is created report-only, whatever its file says; enforcing needs -AllowEnforce

	Targets no authentication context
	The activation gate isn’t in it
	Contexts c1 and c2, PIM-Activation-c1 and ProtectedActions-c2, with PA-CA-04, PA-CA-05 and PA-CA-08

	A read; nothing compares it with a tenant or writes it
	A policy changed in the portal drifts unseen
	Get-PaCaPlan: a diff by property, a dry run, and writes only with -Apply


The verdict. Keep Microsoft’s template as the model for CA003’s targeting. Don’t create it as published: it would land with no emergency exclusion, text where an ID belongs, and plain MFA.
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This chapter adds its own module, powershell/PaConditionalAccess, which imports Get-PaCloud from Chapter 01’s module for the cloud table. It adds its own call list config/calls-ch03.json, the policy files in ca-policies/, the entry script Invoke-PaCaAdmin.ps1 and notes in docs/ch03.md. Unlike Chapters 01 and 02, it can write. Design guidance: it writes only with -Apply, creates every new policy report-only, enforces only with -AllowEnforce, and has no delete.
The files
ca-policies/ holds one JSON file per object, as Book 04, Chapter 10 asks (Book 04, Chapter 10):
	Folder
	Files
	Source

	contexts/
	c1 (FMP-PIM-Activation), c2 (FMP-ProtectedActions)
	Book 04, Chapter 08, Steps 2 and 6

	strengths/
	FMP-Privileged-SeparateDevice: FIDO2 keys from an approved list, or multifactor certificate-based authentication
	Appendix A

	policies/
	CA003, CA004, CA005, CA025, CA027
	Appendix A, Wave 2

	policies/
	PIM-Activation-c1: all users but the emergency group, context c1, the strength and a compliant device, sign-in frequency every time
	Book 04, Chapter 08, Step 2; Learn’s PIM settings1

	policies/
	ProtectedActions-c2: the same controls on context c2
	Book 04, Chapter 08, Step 6


Placeholders such as {group:CA-Exclude-EmergencyAccess} are Appendix A’s. A per-tenant map resolves them. {strength:FMP-Privileged-SeparateDevice} isn’t in the map: the plan resolves it from the tenant by name, so a policy can’t point at a strength that doesn’t exist yet. CA026 isn’t a file yet; it reuses CA003 with Appendix A’s differences.
The pre-merge check
Test-PaCaRepository reads the files only, and runs in the pull request pipeline:
	Rule
	Severity
	What it flags
	Source

	PA-CA-01
	Finding; Info
	A policy that isn’t disabled and doesn’t exclude the emergency group (Finding); a named report-only instrument without it (Info)
	Learn15; Design guidance for report-only files (see below)

	PA-CA-02
	Finding
	A report-only instrument set to enabled
	Design guidance

	PA-CA-03
	Finding
	An unresolved placeholder, or a user target that isn’t an object ID or a Graph keyword
	Design guidance

	PA-CA-04
	Warn
	An authentication context policy that isn’t On
	Learn: report-only doesn’t trigger PIM’s fallback1 or satisfy a protected action16

	PA-CA-05
	Finding
	An authentication context policy that also targets directory roles
	Learn1

	PA-CA-06
	Finding; Warn
	MFA and an authentication strength together (Finding); administrator roles with plain MFA (Warn)
	Learn14 12

	PA-CA-07
	Warn
	A policy targeting roles that leaves out any of the 14 Learn recommends
	Learn12

	PA-CA-08
	Finding
	A context outside c1 to c25, or a policy naming a context the repository doesn’t define
	Learn’s stricter range17

	PA-CA-09
	Warn
	A report-only policy requiring a compliant device that doesn’t exclude Android, iOS and macOS
	Learn18 (research gaps, row 37)


On the repository as merged, the check passes with five Warn: the two context policies are still report-only, and three report-only policies require a compliant device. Those are the decisions the rollout makes, not mistakes in the files.
Report-only policies and the emergency exclusion
Book 04 disagrees with itself here, and research gaps row 5 records it. Learn’s emergency access page says it three times: exclude the emergency accounts from policies that block or restrict sign-in, and report-only policies don’t block access and don’t need the exclusion.15 Book 04, Chapter 04 says the same. Book 04, Chapter 10’s pre-merge check fails any enabled or report-only policy file that doesn’t exclude the group (Book 04, Chapter 10). That check would also fail Book 04, Chapter 07’s CA090, the report-only probe that excludes nobody on purpose.
The finding. Learn doesn’t require the exclusion on a report-only policy. Chapter 10’s rule is stricter than Learn, not in conflict with it. The two Learn pages read for this chapter agree with each other.15 18
What the code does. Design guidance: every policy file carries the exclusion whatever its state, because a file is enforced by changing one word, its state, and the exclusion must already be there when that happens. That is Chapter 10’s rule, and it costs nothing Learn requires. The one exception is a policy named in ca-config.json as a report-only instrument, like CA090: it may leave the group in scope, as Learn allows, it is reported as Info, and PA-CA-02 fails it the moment it is set to enabled. Chapter 02’s tenant check, PA-EA-08, still reports a report-only policy without the group as Info. Whether Chapter 10’s script should gain the instrument exception is the owner’s decision; this chapter doesn’t change Book 04 or row 5 (research gaps, row 31).
The plan, the dry run and the writes
Get-PaCaTenant reads the tenant’s policies, authentication contexts and strengths: three GETs, every page, only on the cloud’s own host. Get-PaCaPlan compares each file with the tenant, property by property, and only on the properties the file sets, so the nulls and empty lists Graph returns don’t show as changes. It plans in Learn’s order, contexts and the strength before the policies that use them:
	Action
	When

	Create
	Not in the tenant. A policy is always created report-only

	Update
	Differs; the PATCH carries only the changed top-level properties, as Learn advises5

	NoChange
	Matches

	Blocked
	The policy needs a strength or context the tenant doesn’t have yet; the next run creates it

	Held
	The file says enabled, the tenant doesn’t, and -AllowEnforce wasn’t given

	Differs
	A strength that differs; the code doesn’t update strengths (research gaps, row 36)

	NotInRepository
	In the tenant, not in the files; reported, never deleted


Invoke-PaCaPlan turns the plan into requests. Without -Apply it returns them with Sent false, and the client it runs under can’t send a write. With -Apply it refuses to start if the pre-merge check has a Finding, or if any policy it would write leaves out the emergency group. Policies are matched by display name, so a rename in the portal shows as one Create and one NotInRepository. Rollback follows Book 04, Chapter 07: change the file’s state to report-only or disabled and apply; never delete (Book 04, Chapter 07).
Least privilege
	Call
	Least-privileged permission
	Delegated role
	Task

	List policies
	Policy.Read.All3
	Global Reader or Security Reader
	read

	List authentication contexts
	AuthenticationContext.Read.All6
	Global Reader or Security Reader
	read

	List authentication strengths
	Policy.Read.AuthenticationMethod8
	Security Reader
	read

	Get a template
	Policy.Read.All9
	Global Reader or Security Reader
	read

	Create or update a policy
	Policy.Read.All and Policy.ReadWrite.ConditionalAccess4 5
	Conditional Access Administrator or Security Administrator
	-Apply

	Create or update an authentication context
	AuthenticationContext.ReadWrite.All7
	Conditional Access Administrator or Security Administrator
	-Apply

	Create an authentication strength
	Policy.ReadWrite.ConditionalAccess19
	Conditional Access Administrator or Security Administrator
	-Apply


The read task needs three read permissions. Policy.Read.All alone isn’t listed for authentication contexts, and is a higher-privileged choice for strengths, so the code declares the narrower two. -Apply adds Policy.ReadWrite.ConditionalAccess and AuthenticationContext.ReadWrite.All, and nothing else. Learn’s create and update pages, and the create-or-update page for authentication contexts, note a known issue that may require consent to more permissions;4 7 Lab 2 records whether it does (research gaps, row 35). A test keeps each task’s permissions equal to the union of its calls.
The tests
This chapter’s tests are the 35 in tests/ConditionalAccess.Tests.ps1: 7 on Microsoft’s template as published, then the calls and clouds, each rule on the repository and on a file changed in memory, the plan and the dry run, two applies against the fake, the refusals, and the entry script’s manifest and exit code. The kit’s 330 tests pass under PowerShell 7, with no module, tenant or network.
[bookmark: _Toc00001092]Illustrative code
The commands below check Microsoft’s pinned template and the repository’s files, and plan against a fictional tenant served by a fake. They show what the code does, not that a tenant accepts the same JSON. This code writes Conditional Access policies when given -Apply. Review it and the files, and run Lab 2 in a test tenant, before it goes near production.
[bookmark: _Toc00001093]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Check Microsoft's template as published
Invoke-Pester -Path tests/ConditionalAccess.Tests.ps1 -FullNameFilter '*Get conditionalAccessTemplate*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount

# Step 2: List the permissions each task needs
Import-Module ./powershell/PaConditionalAccess/PaConditionalAccess.psm1
(Get-PaCaRequiredPermission -Task ca-read).GraphPermissions -join ', '
(Get-PaCaRequiredPermission -Task ca-apply).GraphPermissions -join ', '

# Step 3: Run the pre-merge check on the repository's files
./Invoke-PaCaAdmin.ps1 -CheckOnly -MapPath tests/fixtures/ch03/tenant-map.json

# Step 4: Run the same check on Microsoft's template
$t = Read-PaCaTemplatePage -Path ../third_party/conditional-access-template-page/conditionalaccesstemplate-get.md
$repo = Read-PaCaRepository -Path ca-policies -MapPath tests/fixtures/ch03/tenant-map.json
Test-PaCaPolicyBody -Body (ConvertFrom-PaCaTemplate -Template $t) -Repository $repo | Format-Table Rule, Severity

# Step 5: Plan against the fictional tenant, sending nothing
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath tests/fixtures/ch03/tenant-map.json -FixturePath tests/fixtures/ch03/tenant.json -OutputPath out/ca
Get-Content out/ca/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action

# Step 6: Apply against the fake, three times
$fake = New-PaCaFixtureInvoker -Path tests/fixtures/ch03/tenant.json -Cloud gcc
$findings = Test-PaCaRepository -Repository $repo
foreach ($run in 1..3) {
    $client = New-PaCaClient -Cloud gcc -Invoke $fake.Invoke -Apply
    $plan = Get-PaCaPlan -Repository $repo -Tenant (Get-PaCaTenant -Client $client)
    $sent = @(Invoke-PaCaPlan -Client $client -Plan $plan -Findings $findings -EmergencyGroupId $repo.EmergencyGroupId | Where-Object Sent)
    "Run ${run}: $($sent.Count) sent"
}
($fake.Tenant.policies | Where-Object displayName -EQ 'PIM-Activation-c1').state

# Step 7: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Check Microsoft’s template as published:
· Invoke-Pester -Path tests/ConditionalAccess.Tests.ps1 -FullNameFilter '*Get conditionalAccessTemplate*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 7, FailedCount 0.
1. List the permissions each task needs:
· Import-Module ./powershell/PaConditionalAccess/PaConditionalAccess.psm1
(Get-PaCaRequiredPermission -Task ca-read).GraphPermissions -join ', '
(Get-PaCaRequiredPermission -Task ca-apply).GraphPermissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· AuthenticationContext.Read.All, Policy.Read.All, Policy.Read.AuthenticationMethod, then the same three with AuthenticationContext.ReadWrite.All and Policy.ReadWrite.ConditionalAccess.
1. Run the pre-merge check on the repository’s files:
· ./Invoke-PaCaAdmin.ps1 -CheckOnly -MapPath tests/fixtures/ch03/tenant-map.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Pre-merge check: 0 Finding, 5 Warn, 0 Info. A Finding would print its rule and file and exit with code 1, which fails the pipeline.
1. Run the same check on Microsoft’s template:
· $t = Read-PaCaTemplatePage -Path ../third_party/conditional-access-template-page/conditionalaccesstemplate-get.md
$repo = Read-PaCaRepository -Path ca-policies -MapPath tests/fixtures/ch03/tenant-map.json
Test-PaCaPolicyBody -Body (ConvertFrom-PaCaTemplate -Template $t) -Repository $repo | Format-Table Rule, Severity
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Four rows: PA-CA-01 Finding (no emergency exclusion), PA-CA-03 Finding (the display text in excludeUsers), PA-CA-06 Warn (plain MFA) and PA-CA-07 Warn (12 of Learn’s 14 roles missing).
1. Plan against the fictional tenant, sending nothing:
· ./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath tests/fixtures/ch03/tenant-map.json -FixturePath tests/fixtures/ch03/tenant.json -OutputPath out/ca
Get-Content out/ca/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action
· Pre-merge check: 0 Finding, 5 Warn, 0 Info
Plan: 3 Blocked, 4 Create, 1 NoChange, 1 NotInRepository, 2 Update
Dry run: 6 request(s) written to requests.json, none sent; rerun with -Apply to send them
Written to out/ca (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Context c1 and the strength are Create; c2 is Update (its description). CA004 is Update (its persistent browser control), CA005 is NoChange, and CA025 and CA027 are Create. CA003, PIM-Activation-c1 and ProtectedActions-c2 are Blocked: the strength, and for the context policies c1, don’t exist yet. CA001 is NotInRepository. manifest.json lists five GETs and no write.
1. Apply against the fake, three times:
· $fake = New-PaCaFixtureInvoker -Path tests/fixtures/ch03/tenant.json -Cloud gcc
$findings = Test-PaCaRepository -Repository $repo
foreach ($run in 1..3) {
    $client = New-PaCaClient -Cloud gcc -Invoke $fake.Invoke -Apply
    $plan = Get-PaCaPlan -Repository $repo -Tenant (Get-PaCaTenant -Client $client)
    $sent = @(Invoke-PaCaPlan -Client $client -Plan $plan -Findings $findings -EmergencyGroupId $repo.EmergencyGroupId | Where-Object Sent)
    "Run ${run}: $($sent.Count) sent"
}
($fake.Tenant.policies | Where-Object displayName -EQ 'PIM-Activation-c1').state
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Run 1: 6 sent, Run 2: 3 sent, Run 3: 0 sent, then enabledForReportingButNotEnforced. The first run creates the contexts and the strength; the second the three policies that needed them, report-only; the third finds nothing to do. CA001 is still there.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, and each row of the gap table seen with your own eyes.
When you’re done, delete out:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/03-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001094]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID P1, never production. Build Chapter 02’s emergency accounts and exclusion group first, and confirm one emergency account can sign in. Register at least one phishing-resistant method for each test administrator before any policy here is enforced: Learn warns that enabling the policy first risks locking you out.12 Don’t select c1 in PIM in this lab; Chapter 04 does that. Work in examples/privileged-access. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> and <thumbprint> (the app from step 2 and its certificate’s thumbprint), <emergency-group-id>, <admins-group-id> and <azure-operators-group-id> (the emergency exclusion group, the admins persona group and the Azure operators group), <trusted-location-id> (the trusted named location) and <key-model-1-aaguid> and <key-model-2-aaguid> (your approved security key models).
Every command in Lab 2
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Write your map
$map = Get-Content tests/fixtures/ch03/tenant-map.json -Raw | ConvertFrom-Json
$map.'{group:CA-Exclude-EmergencyAccess}' = '<emergency-group-id>'
$map.'{group:CA-Persona-Admins}' = '<admins-group-id>'
$map.'{group:CA-Access-AzureOperators}' = '<azure-operators-group-id>'
$map.'{location:NL-TrustedNetworks}' = '<trusted-location-id>'
$map.'{aaguid:approved-key-model-1}' = '<key-model-1-aaguid>'
$map.'{aaguid:approved-key-model-2}' = '<key-model-2-aaguid>'
$map | ConvertTo-Json | Set-Content my-map.json

# Step 3: Plan, sending nothing
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test -TenantId <tenant-id>

# Step 3: Plan, sending nothing
Get-Content out/ca-test/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action, @{ n = 'Changes'; e = { $_.Changes -join ', ' } }
Get-Content out/ca-test/requests.json

# Step 4: Apply, report-only
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-apply1 -TenantId <tenant-id> -Apply
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-apply2 -TenantId <tenant-id> -Apply

# Step 6: Enforce the gate alone
$f = 'ca-policies/policies/PIM-Activation-c1.json'
(Get-Content $f -Raw) -replace '"state":\s*"[^"]+"', '"state": "enabled"' | Set-Content $f -NoNewline
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-enforce -TenantId <tenant-id> -Apply -AllowEnforce

# Step 7: Back it out
$made = Get-Content out/ca-test/plan.json -Raw | ConvertFrom-Json | Where-Object { $_.Kind -eq 'policy' -and $_.Action -in 'Create', 'Blocked' } | ForEach-Object Name
foreach ($n in $made) { $f = "ca-policies/policies/$n.json"; (Get-Content $f -Raw) -replace '"state":\s*"[^"]+"', '"state": "disabled"' | Set-Content $f -NoNewline }
foreach ($f in 'ca-policies/contexts/c1.json', 'ca-policies/contexts/c2.json') { (Get-Content $f -Raw) -replace '"isAvailable":\s*true', '"isAvailable": false' | Set-Content $f -NoNewline }
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-backout -TenantId <tenant-id> -Apply

# Step 7: Back it out
Remove-Item -Recurse -Force out/ca-test*
1. Write your map. Copy tests/fixtures/ch03/tenant-map.json and put in the test tenant’s object IDs: the emergency group, the admins persona group, the Azure operators group, the trusted network location and your key models’ AAGUIDs.
· $map = Get-Content tests/fixtures/ch03/tenant-map.json -Raw | ConvertFrom-Json
$map.'{group:CA-Exclude-EmergencyAccess}' = '<emergency-group-id>'
$map.'{group:CA-Persona-Admins}' = '<admins-group-id>'
$map.'{group:CA-Access-AzureOperators}' = '<azure-operators-group-id>'
$map.'{location:NL-TrustedNetworks}' = '<trusted-location-id>'
$map.'{aaguid:approved-key-model-1}' = '<key-model-1-aaguid>'
$map.'{aaguid:approved-key-model-2}' = '<key-model-2-aaguid>'
$map | ConvertTo-Json | Set-Content my-map.json
1. Register the app in the worldwide admin center with a certificate, and grant only the three read permissions from Lab 1, step 2, with admin consent.
34. Open Entra ID > App registrations > New registration, name the app and select Register.
34. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
34. Open API permissions > Add a permission > Microsoft Graph > Application permissions, select AuthenticationContext.Read.All, Policy.Read.All and Policy.Read.AuthenticationMethod, then Add permissions and Grant admin consent for your tenant.
1. Plan, sending nothing:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test -TenantId <tenant-id>
· Read plan.json and requests.json. Every policy that already exists should show only the changes you expect.
· Get-Content out/ca-test/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action, @{ n = 'Changes'; e = { $_.Changes -join ', ' } }
Get-Content out/ca-test/requests.json
1. Apply, report-only. Add Policy.ReadWrite.ConditionalAccess and AuthenticationContext.ReadWrite.All to the app (API permissions > Add a permission > Microsoft Graph > Application permissions, then Grant admin consent for your tenant), reconnect, and apply twice: the first run creates the contexts and the strength, the second the policies that needed them.
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-apply1 -TenantId <tenant-id> -Apply
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-apply2 -TenantId <tenant-id> -Apply
· Confirm in the admin center (Entra ID > Conditional Access > Policies) that every new policy is Report-only. Record whether Graph accepted PIM-Activation-c1’s every-time sign-in frequency (research gaps, row 32) and whether any create asked for another permission (row 35).
1. Watch report-only. Sign in as a test administrator and as an emergency account, then read each policy’s report-only result in the sign-in log and the policy impact view (preview).18 Book 04, Chapter 07 asks for at least seven days before enforcement (Book 04, Chapter 07).
1. Enforce the gate alone. In a separate change, set PIM-Activation-c1’s file to enabled and run with -AllowEnforce. The first command edits the file’s state; the second applies:
· $f = 'ca-policies/policies/PIM-Activation-c1.json'
(Get-Content $f -Raw) -replace '"state":\s*"[^"]+"', '"state": "enabled"' | Set-Content $f -NoNewline
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-enforce -TenantId <tenant-id> -Apply -AllowEnforce
· The plan shows it as Update with the state change; everything else stays as it was. PA-CA-04 clears for that policy.
1. Back it out. Set each file this lab created to disabled and the contexts’ isAvailable to false, then apply (turning a policy off needs no -AllowEnforce); or turn them off in the admin center. The first command reads the policies step 3 planned to create (Create or Blocked) from its plan.json:
· $made = Get-Content out/ca-test/plan.json -Raw | ConvertFrom-Json | Where-Object { $_.Kind -eq 'policy' -and $_.Action -in 'Create', 'Blocked' } | ForEach-Object Name
foreach ($n in $made) { $f = "ca-policies/policies/$n.json"; (Get-Content $f -Raw) -replace '"state":\s*"[^"]+"', '"state": "disabled"' | Set-Content $f -NoNewline }
foreach ($f in 'ca-policies/contexts/c1.json', 'ca-policies/contexts/c2.json') { (Get-Content $f -Raw) -replace '"isAvailable":\s*true', '"isAvailable": false' | Set-Content $f -NoNewline }
./Invoke-PaCaAdmin.ps1 -Cloud gcc -MapPath my-map.json -OutputPath out/ca-test-backout -TenantId <tenant-id> -Apply
· The code doesn’t delete; if you delete the policies by hand in the test tenant, Learn’s 30-day restore applies (Book 04, Chapter 07). Remove the two write permissions, delete the app and its certificate, and delete the out/ca-test folders.
· Remove-Item -Recurse -Force out/ca-test*
[bookmark: _Toc00001095]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Conditional Access templates
	In the admin center by scenario; “Protect administrator” includes phishing-resistant MFA for administrators
	—
	GA
	11

	Get a template
	GET /identity/conditionalAccess/templates/{id}; Policy.Read.All
	L4 and L5
	v1.0
	9

	Phishing-resistant MFA for administrators
	At least 14 roles; exclude emergency accounts; built-in phishing-resistant strength; report-only first; built-in roles only
	—
	GA
	12

	List policies
	Policy.Read.All
	L4 and L5
	v1.0
	3

	Create a policy
	POST /identity/conditionalAccess/policies; Policy.Read.All and Policy.ReadWrite.ConditionalAccess; known consent issue
	L4 and L5
	v1.0
	4

	Update a policy
	PATCH .../policies/{id}; same permissions; send only changed values
	L4 and L5
	v1.0
	5

	List authentication contexts
	AuthenticationContext.Read.All
	L4 and L5
	v1.0
	6

	Create or update an authentication context
	PATCH .../authenticationContextClassReferences/{id} creates when missing; AuthenticationContext.ReadWrite.All; known consent issue, as for policies
	L4 and L5
	v1.0
	7

	Authentication context IDs
	c1 to c25 (Graph create, beta); up to 99, c1 to c99 (admin center)
	L4 and L5
	—
	17 20

	List authentication strengths
	Policy.Read.AuthenticationMethod; built-in and custom
	L4 and L5
	v1.0
	8

	Create an authentication strength
	Policy.ReadWrite.ConditionalAccess
	L4 and L5
	v1.0
	19

	Built-in phishing-resistant strength
	Windows Hello for Business or platform credential, FIDO2 security key, multifactor CBA; can’t combine with “Require MFA”
	—
	GA
	14

	PIM and authentication context
	Policy enabled before selection; fallback MFA not triggered by off, report-only or excluded; don’t scope to roles; every-time sign-in frequency; 10-minute window
	Conditional Access and PIM available
	GA
	1 10

	Sign-in frequency everyTime
	Graph: for risky users, risky sign-ins and Intune enrollment; Learn’s PIM page: on the authentication context policy
	—
	v1.0
	21 1 22

	Report-only
	Evaluated, not enforced; not for user actions; compliant-device checks can prompt Mac, iOS and Android users; policy impact view is preview
	—
	GA; impact view preview
	18

	Emergency exclusion
	Exclude from policies that block or restrict; report-only doesn’t need it
	—
	GA
	15

	Protected actions
	Conditional Access on permissions such as policy create, update and delete; exclude an emergency account; P1; a policy that is off or report-only is never satisfied; assigning through Graph is beta
	Not stated
	GA (no preview label on the page); Graph API beta
	23 16



Where the sources differ, recorded so a later edit doesn’t loosen the code:
· Report-only and the emergency exclusion. Learn and Book 04, Chapter 04: not needed. Book 04, Chapter 10: needed. The code follows Chapter 10 for every file and exempts only a named report-only instrument (research gaps, rows 5 and 31).
· Every-time sign-in frequency. The Graph resource page lists everyTime for risky users, risky sign-ins and Intune device enrollment;21 Learn’s PIM pages and the session lifetime page say to use it on the authentication context policy.1 22 The file follows the PIM page; Lab 2 confirms Graph accepts it (research gaps, row 32).
· Authentication context IDs. The Graph create method allows c1 to c25;17 the admin center allows 99.20 PA-CA-08 follows the stricter range (row 33).
· Protected actions’ stage. The workbook’s outline calls protected actions a preview. Learn’s overview page, read on October 30, 2026, carries no preview label, and assigning them through Graph is documented under beta only.23 16 The code defines c2 and its policy but doesn’t assign protected actions (rows 34 and 38).
· The brief’s Policy.Read.All. Learn lists narrower permissions for reading contexts and strengths, and the code uses them.6 8
[bookmark: _Toc00001096]Federal requirements and evidence
The policy files, the check and the plan are the evidence for the plan’s tasks A1.5, A2.3, A2.5 and A2.6. Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.24
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s template behaves as the kit expects, and the kit’s own code passes its tests: Lab 1, steps 1 and 7 (Invoke-Pester)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	Reading needs three read permissions; applying adds two write permissions and nothing else: Lab 1, step 2 (Get-PaCaRequiredPermission)
	AC-6, least privilege for the identity that plans and the one that applies
	KSI-IAM-ELP
	Identity engineering, with each app’s consent record

	The repository’s files pass the pre-merge check, with five Warn and no Finding: Lab 1, step 3 (Invoke-PaCaAdmin.ps1 -CheckOnly), exit code 0
	CM-3(2), changes tested before they are finalized; CM-6, configuration settings
	KSI-CMT-VTD, KSI-CMT-LMC
	The pull request’s check run

	Administrators must use the phishing-resistant strength, FIDO2 keys from an approved list or multifactor certificate-based authentication, never plain MFA: ca-policies/strengths/FMP-Privileged-SeparateDevice.json and CA003-Admins-RequirePhishResistantMFA.json, with PA-CA-06 and PA-CA-07 in the check’s output
	IA-2(1), multifactor authentication to privileged accounts; OMB M-22-09, phishing-resistant MFA;25 MS.AAD.3.6v1, phishing-resistant MFA for highly privileged roles (BOD 25-01)26
	KSI-IAM-APM
	Identity engineering, in the repository

	Administrators sign in only from a compliant device, a trusted network and a privileged access workstation, and only operators reach the Azure management plane: CA004, CA005, CA025 and CA027 in ca-policies/policies/
	AC-3, access enforcement
	KSI-IAM-ELP
	Identity engineering, in the repository

	PIM activation asks again for the strength and a compliant device, every time, and protected actions do once Book 04’s Step 6 is done by hand: PIM-Activation-c1.json, ProtectedActions-c2.json and the two contexts, with PA-CA-04, PA-CA-05 and PA-CA-08 in the check’s output
	AC-6(1), authorize access to security functions; AC-6(10), non-privileged users can’t run privileged functions
	KSI-IAM-JIT
	Identity engineering, in the repository

	Every policy file excludes the emergency group, whatever its state: PA-CA-01 in the check’s output
	AC-2: the emergency accounts stay usable when a policy is enforced; keeping the exclusion on report-only files is design guidance
	KSI-IAM-JIT
	The pull request’s check run

	Microsoft’s own template fails the program’s rules where they are stricter: Lab 1, step 4 (Test-PaCaPolicyBody)
	CM-6: a common secure configuration adopted with its deviations documented
	KSI-CMT-LMC, KSI-MLA-EVC
	Identity engineering

	What a run would change, and the exact requests, with nothing sent: plan.json and requests.json from Lab 1, step 5
	CM-3, configuration change control: the change is reviewed before it is made
	KSI-CMT-LMC, KSI-CMT-RMV
	The pull request, with the plan attached

	Three applies against the fake send the creates once, then nothing, and the gate stays report-only: Lab 1, step 6
	CM-3(2), testing the change before it reaches a tenant
	KSI-CMT-VTD
	The repository’s test runs

	Which calls each run made, its mode (dry run or apply), and the SHA-256 of each file: manifest.json in each output folder
	CM-3, records of changes kept
	KSI-CMT-LMC
	The ISSO, beside the files it lists

	The reviewed files carry no tenant’s IDs; the map holds them: Lab 2, step 1 (my-map.json)
	No control; one set of files for every tenant is design guidance
	—
	Identity engineering, per tenant

	A live plan of the test tenant, as the reader: Lab 2, step 3, out/ca-test/plan.json and requests.json
	CM-3
	KSI-CMT-LMC
	Identity engineering

	The contexts, the strength and the policies are created report-only, in order: Lab 2, step 4 (two runs with -Apply), out/ca-test-apply1 and out/ca-test-apply2, and the tenant’s audit log
	CM-3, approved changes implemented and recorded
	KSI-CMT-LMC, KSI-CMT-RMV
	The ISSO, with the Entra audit records

	Enforcing the gate is its own change, which needs -AllowEnforce: Lab 2, step 6, out/ca-test-enforce
	CM-3; IA-2(1) once the gate is On
	KSI-CMT-LMC, KSI-IAM-APM
	The pull request that changed the file’s state

	The back-out turns policies off and deletes nothing: Lab 2, step 7, out/ca-test-backout, then the output folders removed
	CM-3: the rollback is a recorded change
	KSI-CMT-RMV
	Identity engineering


Lab 2, step 5, reading report-only results in the sign-in log before enforcement, has no command; it is the impact analysis CM-4 asks for, and the sign-in log is its record. KSIs are FedRAMP 20x indicators for cloud service providers.27 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
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	Danger
	What happens
	The guard

	A policy enforced before the emergency accounts work
	The documented lockout, by Conditional Access instead of PIM
	Chapter 02 first; PA-CA-01 before merge; -Apply refuses a write without the exclusion

	Microsoft’s template created as published
	No emergency exclusion, display text where an ID belongs, plain MFA
	PA-CA-01, PA-CA-03, PA-CA-06; the template is a model, not a file

	A policy switched straight to On
	Users blocked with no measurement
	Every Create is report-only; enforcement needs -AllowEnforce in its own change

	c1 selected in PIM while its policy is report-only
	No gate, and no MFA fallback either
	PA-CA-04 warns until it is On; Chapter 04 requires a person to state that the policy is On (-ActivationGateChecked) before it selects c1

	The gate scoped to a directory role
	It never applies at activation
	PA-CA-05

	Administrators without a phishing-resistant method when CA003 is enforced
	They can’t sign in
	Lab 2’s registration step; the report-only week; Book 04’s readiness gate

	A pipeline that deletes a policy no file names
	A portal-made policy, perhaps a needed one, disappears
	No DELETE in the call list; NotInRepository is reported only

	A compliant-device policy in report-only
	Mac, iOS and Android users prompted for a certificate
	PA-CA-09 warns; exclude those platforms in the report-only phase if the prompts matter

	Whoever edits Conditional Access edits the gate
	The gate is weakened or removed
	Protected actions on c2, which need Book 04, Chapter 08’s Step 6 done by hand because the kit only defines c2; Chapter 03’s own plan, run on a schedule, reports where the tenant differs from these files; Chapter 08 doesn’t read Conditional Access yet (research gaps, row 88)

	The write permission left on the app
	A standing write path to Conditional Access
	Grant it only for -Apply runs, from the pipeline identity; Lab 2 removes it


[bookmark: _Toc00001098]Checklist
· The pre-merge check runs on every pull request that touches ca-policies/ and has no Finding.
· Every policy file excludes the emergency access group, except a report-only instrument named in ca-config.json.
· CA003 targets all 14 roles Learn recommends, and the persona group.
· PIM-Activation-c1 targets all users and context c1 only, requires the strength and a compliant device, and is On before Chapter 04 selects c1.
· Every plan was read as a dry run before the same plan was applied.
· Every new policy appeared in the tenant as report-only, and each enforcement was its own reviewed change with -AllowEnforce.
· The read app holds the three read permissions; the write permissions exist only on the pipeline identity that applies.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001100]Chapter 04 — PIM for Microsoft Entra Roles as Code
A role setting someone changed in the portal is a control nobody reviewed. Hold each role’s settings in a file, compare the file with the tenant, and change the tenant only from the file.
[bookmark: _Toc00001101]In this chapter
The code behind the plan’s tasks A1.6, A2.1 and A2.2: “role settings for every tier written as code from Appendix B and reviewed,” then the pilot class’s settings applied with PRV groups holding the eligible assignments, then its standing assignments converted, “eligible first, activation confirmed, active removed.” You start with two Learn pages, Microsoft’s samples for updating PIM rules and for assigning eligibility, pinned in the repository, and you send their requests to a fake Graph to see what they do and what they leave out. Then you use examples/privileged-access for the rest: one reviewed JSON file per role, a diff against the tenant, a dry run by default, separate read and write permissions, a lockout guard, and a rollout that refuses the next tier until the last one matches its files. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001102]Narrated tour
Watch the video: Building Privileged Access, Chapter 04 — PIM for Microsoft Entra Roles as Code: narrated tour (11 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
[bookmark: _Toc00001103]Goal and audience
Goal. By the end of this chapter you can hold Book 04, Appendix B’s role settings as code, show a reviewer exactly what a change will do to the tenant before it happens, apply it to one rollout wave with the least privilege the writes need, and prove from a read-back that the tenant now matches the files. You can say, for each rule in the code, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers who build the project’s write path, the identity engineers who own PIM, and the ISSOs who review the changes. You should read PowerShell 7 and JSON, and know what an eligible assignment is. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001104]The context the code depends on
Emergency access first. Learn documents a lockout: every Privileged Role Administrator and Global Administrator eligible and none active, approval required, and no approvers selected. With no approvers, the active Privileged Role and Global Administrators become the default approvers, and there are none.1 Learn’s fix has two halves: emergency access accounts, and named approvers. Chapter 02 checks the first half. This chapter refuses to change any role setting until that half holds in the tenant, and refuses any file that requires approval with no approver.
Settings are per role, and Graph calls them rules. Each Microsoft Entra role has its own settings, independent of every other role’s, and every assignment of the role follows them.1 In Graph, each role at tenant scope is assigned one unifiedRoleManagementPolicy, and each policy has 17 predefined rules with fixed IDs, in three groups: activation, assignment and notification.2 This chapter manages the seven activation and assignment rules Book 04, Chapter 08 lists, and leaves the notification rules alone (research gaps, row 45).
	Rule ID
	What it sets
	Admin center setting

	Expiration_EndUser_Assignment
	Activation maximum duration
	Activation

	Enablement_EndUser_Assignment
	Justification, MFA and ticket on activation
	Activation

	AuthenticationContext_EndUser_Assignment
	The authentication context required on activation
	Activation

	Approval_EndUser_Assignment
	Approval and approvers
	Activation

	Expiration_Admin_Eligibility
	Permanent eligible allowed, or the eligibility maximum
	Assignment

	Expiration_Admin_Assignment
	Permanent active allowed, or the active maximum
	Assignment

	Enablement_Admin_Assignment
	MFA and justification on an active assignment
	Assignment


Rule IDs, types and the caller each one is enforced for are from Learn’s mapping guide.2
The authentication context needs its policy first. Learn says to create and enable the Conditional Access policy for the context before selecting the context in PIM. If no policy targets the context, activation falls back to MFA, but not when the policy is off, report-only, or excludes the user.1 The program’s context is c1 and its policy is PIM-Activation-c1 (Book 04, Chapter 08). Chapter 03 builds both, report-only first, and its PA-CA-04 warns until the policy is On. Learn’s pages disagree on its stage. The mapping guide labels the admin center’s authentication context option “(Preview)”, and the PIM deployment plan still marks “Require Conditional Access context” as public preview; Microsoft Entra releases and announcements lists reauthentication with Conditional Access on every PIM activation as generally available in April 2026; the role settings page and the v1.0 rule resource carry no label.2 3 4 5 This chapter keeps treating the option as preview, the stricter reading, until the pages agree (research gaps, row 42). The context alone doesn’t force a prompt on every activation: Learn says to set the context’s Conditional Access policy to sign-in frequency Every time for that, and even then a 10-minute window applies, across Microsoft Entra roles, Azure resource roles and PIM for Groups, in which a second activation doesn’t prompt again.6 Chapter 03 owns that policy.
The plan’s order is fixed. Emergency access first, then one role class under just-in-time elevation (the plan’s Phase 2; for decision D-A5 the owner chose Tier 1, the management-plane roles, as the pilot class), then every tier (Phase 3, task A3.1), tier by tier (project plan). The code holds that order as rollout waves: Tier 1, then Tier 0, Tier 2 and read-only. It refuses a wave until every earlier wave matches its files (research gaps, row 49). The order of the waves after the first is Design guidance.
Which cloud, for these calls
Every call in this chapter is Microsoft Graph v1.0. For Microsoft 365 GCC, Graph is the worldwide host, graph.microsoft.com, and sign-in is login.microsoftonline.com; GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.7 No call here uses Resource Manager; PIM for Azure resources is Chapter 06. Every call’s Learn page lists the global service, US Government L4 and US Government L5 as available.8 9 10 11 12 PIM is available in Azure for US Government, and Microsoft Entra ID Governance is available in GCC, GCC High and DoD.13 The code takes an explicit cloud name and has no default.
[bookmark: _Toc00001105]Start with Microsoft’s sample
What Microsoft gives you
Two Learn pages are Microsoft’s samples for this task.
Update rules in PIM by using Microsoft Graph shows how to find a role’s policy from its template ID through roleManagementPolicyAssignments, then six PATCH requests: the activation maximum, justification with MFA and ticket on activation, approval, eligibility expiration, active expiration, and justification with MFA on active assignment. It says every body must carry the derived rule’s @odata.type, that each update returns 204 No Content, that Privileged Role Administrator is the least-privileged role, and that RoleManagementPolicy.ReadWrite.Directory is the permission for Microsoft Entra roles.14
Assign privileged roles using PIM for Microsoft Entra roles APIs is the tutorial for eligibility. It creates a role-assignable group, makes it eligible for User Administrator through roleEligibilityScheduleRequests, has a member activate the role with a justification and a ticket, and cleans up.15 That is the pattern Book 04 uses: the role is eligible to a PRV-<tier>-<role> group, not to a person.
The pinned copy
The samples exist only inside the pages, so the repository pins the pages’ source, unmodified, in examples/third_party/graph-pim-rules-pages: concepts/how-to-pim-update-rules.md and concepts/tutorial-assign-azureadroles.md from microsoftgraph/microsoft-graph-docs-contrib at commit a693031 (October 30, 2026), retrieved October 30, 2026, with the repository’s licenses (MIT for code, Creative Commons Attribution 4.0 for documentation).16 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes; a unit test checks them, and the weekly source watch reports new commits to either page.
tests/PimLearnSampleHarness.ps1 extracts every HTTP request from the pinned pages, unmodified, and the tests send them to the fake Graph in PimEntraRoles.psm1, which serves a fictional tenant with one policy per role and all 17 rules. The fake requires the @odata.type the rule has, and it rejects an eligibility request longer than the policy allows, as Learn says PIM does.17 Nothing signs in.
What it leaves to you
Each row is pinned by a test in tests/PimEntraRoles.Tests.ps1: the first 13 run Learn’s samples as published.
	Learn’s samples, as published
	Why it matters
	What examples/privileged-access adds

	Find the policy from the template ID through roleManagementPolicyAssignments
	—
	Kept as the read, with Learn’s $expand=policy($expand=rules) so one call returns the policy and its rules8

	Each PATCH carries its @odata.type; the write permission is RoleManagementPolicy.ReadWrite.Directory
	—
	Kept: every body the code writes has the type, and the call list declares the same permission

	No sample for AuthenticationContext_EndUser_Assignment
	Appendix B requires context c1 on every role
	The rule is written from each role file, with its @odata.type5

	Activation requires MFA, not an authentication context
	MFA may not prompt in a session that already did it1
	c1 on activation, and MFA only on active assignment, as Appendix B sets; c1 prompts on every activation only if its policy sets sign-in frequency to Every time, outside Learn’s 10-minute window; Chapter 03’s PIM-Activation-c1 sets it6

	Every PATCH names one hard-coded policy ID from another tenant, so each one fails as published
	A copied script writes nowhere, or to the wrong role
	The policy ID always comes from the read, per role

	With the right policy ID, the six samples still leave Application Administrator different from Appendix B in six rules
	Applying the samples isn’t applying the program’s settings
	Compare-PaPimPolicy: a diff, rule by rule and property by property

	The approval sample names a single user beside a group
	People leave; a policy that names one is a broken approval path
	Approvers are groups only, named by alias and bound to object IDs per tenant

	No read before a write, no dry run, no read-back
	Nobody sees the change before it happens or proves it after
	A plan and a diff by default; writes only with -Apply; the tenant read back and compared after

	Nothing checks the lockout conditions
	Approval with no approver and no emergency accounts locks the tenant1
	PA-PIM-01 and PA-PIM-02 block every write

	The tutorial asks for a year of User Administrator eligibility
	Appendix B caps Tier 2 at 180 days; the code refuses the request before sending it, and the fake, like PIM, rejects it once the policy is set
	New-PaPimEligibilityRequest checks the role file’s maximum

	The tutorial asks for RoleManagement.ReadWrite.Directory and Group.ReadWrite.All
	Broader than the request needs
	RoleEligibilitySchedule.ReadWrite.Directory only11

	The tutorial’s clean-up deletes a group by the test user’s object ID
	Run as written, it deletes the wrong object, or fails
	The back-out uses only IDs the run recorded

	The tutorial reads no existing eligibility and sets no role settings
	A second run asks again; the eligibility follows whatever the role allows
	Eligibility is planned only where it’s missing, after the role’s rules are set


The verdict. Keep Learn’s read, Learn’s rule shapes and Learn’s write permission. Don’t run the samples as published: they write one role at a time to a policy in another tenant, with a single-user approver, MFA instead of a context, and nothing to stop the lockout.
[bookmark: _Toc00001106]The code: examples/privileged-access
This chapter adds its own module, powershell/PimEntraRoles/PimEntraRoles.psm1, its own call list, config/calls-ch04.json, the role files and rollout in config/pim-ch04, and the entry script Invoke-PaPimRoleSettings.ps1. It imports Chapter 01’s PrivilegedAccess module for the cloud table and the exceptions list, and reads Chapter 02’s emergency-access.json. Its notes are in examples/privileged-access/docs/ch04.md.
It builds on Book 04’s own script. Appendix B’s Set-FMPPimTierPolicy.ps1 applies five rules to a list of roles and honors -WhatIf. This code adds the two assignment rules, the files per role, the diff, the read-back, the guards and the waves.
The role files
config/pim-ch04/roles holds one file per role in Appendix B, 22 in all, named for the role. Each file holds the role’s template ID and tier, and its activation, approval and assignment settings: for example Global Administrator, Tier 0, four hours, context c1, justification and ticket, approval by PIM-Approvers-T0, eligibility for at most 90 days, and permanent active allowed only for this role, for the emergency accounts. A reviewer reads a change to a file as a change to the tenant.
The files name approvers by alias. pim-bindings.json, one per tenant, gives each alias its group’s object ID, and names the PRV group and scope that holds each role’s eligibility. The files carry no tenant’s IDs, so the same reviewed files serve a test tenant and production.
Read-PaPimRoleSetting refuses a file with a missing key, a name where a template ID belongs, an unknown tier, a duration that isn’t ISO 8601, or a second file for the same role. A malformed file never reaches the tenant.
config/pim-ch04/tiers.json holds the bounds every file must sit inside. Learn’s bounds come first. The role settings page says an activation lasts one to 24 hours, but the PIM API overview says an activation is always at most eight hours.1 17 The code follows the stricter, eight hours (research gaps, row 41). The tier caps are Appendix B’s: four hours for Tier 0, eight for the rest; eligibility of 90, 180 or 365 days; approval for Tier 0 and Tier 1; a ticket for every tier but read-only. Design guidance. Appendix B sets the active assignment maximum at “the shortest period the documented exception needs”; the owner has decided it is at most 15 days, P15D in every file and maximumActive in tiers.json, and PA-PIM-04 flags a file that asks for more (research gaps, row 48).
The rules
ConvertTo-PaPimRule turns one file into the seven PATCH bodies, in Learn’s shapes: the derived @odata.type, the rule ID, and the target with Learn’s caller and level for that rule.14 2 Approval is single-stage, with a one-day stage timeout, requester and approver justification, and the tier’s group as the only approver. An alias the bindings don’t name throws.
The checks
Before anything is written, Test-PaPimSetting and New-PaPimPlan report:
	Rule
	Severity
	What it flags
	Source

	PA-PIM-01
	Finding
	Approval required with no approver
	Learn: half of the documented lockout1

	PA-PIM-02
	Finding
	Fewer emergency accounts with permanent, active, direct Global Administrator than emergency-access.json requires
	Learn: the other half;1 Chapter 02

	PA-PIM-03
	Finding
	An approver group that is also the role’s eligible group
	Design guidance: Book 04, Chapter 08

	PA-PIM-04
	Finding
	A file outside Learn’s bounds or its tier’s cap: activation, eligibility, permanent eligible, active assignments over 15 days, permanent active on any role but Global Administrator, missing approval or ticket
	Learn’s bounds; Appendix B’s caps (Design guidance); the owner’s 15-day decision

	PA-PIM-05
	Warn
	An authentication context: its Conditional Access policy must be On before the rule is set
	Learn1

	PA-PIM-06
	Finding
	No policy for the role at tenant scope
	—

	PA-PIM-07
	Finding
	An earlier rollout wave that doesn’t match its files yet
	Design guidance: the plan’s order

	PA-PIM-08
	Warn
	Eligibility outside the role’s PRV group
	Design guidance; the access review removes it (Chapter 07)

	PA-PIM-09
	Warn; Info
	A standing active assignment: a user to convert, or a service principal to document (Warn); an emergency account or a documented exception (Info)
	Book 04, Chapter 08


Any Finding blocks -Apply. PA-PIM-05 can’t be checked from v1.0: the Conditional Access policy’s authentication context target is a beta property.18 19 So -Apply needs -ActivationGateChecked, a person’s statement, made after Chapter 03’s run shows no PA-CA-04 for PIM-Activation-c1, that the policy is On (research gaps, row 44). Chapter 06 asks the same of its Azure role settings.
The alert check
CISA’s baseline asks for two alerts the role files don’t set. MS.AAD.7.7v1: an eligible or active assignment to a highly privileged role triggers an alert. MS.AAD.7.8v1: activating Global Administrator triggers an alert.20 ScubaGear’s baseline sets both in each role’s PIM notification settings, with the security monitoring mailbox as an additional recipient of the role assignment alert, for eligible and for active assignments, and, on Global Administrator, of the role activation alert. It lists eight highly privileged roles.21 Learn maps those settings to three of the nine notification rules this chapter otherwise leaves alone: Notification_Admin_Admin_Eligibility, Notification_Admin_Admin_Assignment and Notification_Admin_EndUser_Assignment.2
The baseline asks for the same settings on PIM for Groups. When a group holds a highly privileged role, its implementation steps say to apply the same configuration to the group’s Member settings. ScubaGear’s check finds those groups among the eligible and active role assignments, reads each one’s member policy, and fails the policy if any of those groups lacks the recipient.21 22 Each group in PIM for Groups has its own member and owner policies, independent of the role’s.23
Invoke-PaPimAlertCheck.ps1 runs under its own read-only task, pim-alerts. It reads the eight roles’ policies with the same call the plan uses. Then it reads every eligibility schedule and active assignment instance to find the groups that hold one of the eight roles, at any scope, as ScubaGear does. Only a role-assignable group can hold an Entra role. For each of those groups it reads the member policy with Learn’s PIM for Groups filter (scopeType eq 'Group', roleDefinitionId eq 'member'), one call per group.8 If Graph refuses a read, a 403 for instance, the run doesn’t stop. A role gets a PA-PIM-10 Finding that says its policy couldn’t be read and quotes the error, plus a PA-PIM-11 for Global Administrator; a group gets a PA-PIM-12, plus a PA-PIM-13 if it holds Global Administrator. The check goes on to the next role or group. The plan reads the same role policies but stops on a refused read, because it mustn’t work from a policy it didn’t read. It writes findings.json and a manifest and changes nothing. PIM’s default recipients, the role’s or group’s administrators, don’t count; the baseline’s own check doesn’t count them either.
	Rule
	Severity
	What it flags
	Source

	PA-PIM-10
	Finding (Info when set)
	A highly privileged role whose role assignment alert, for eligible or active assignments, has no additional recipient, or whose policy couldn’t be read
	MS.AAD.7.7v120 21

	PA-PIM-11
	Finding (Info when set)
	Global Administrator’s role activation alert has no additional recipient, or its policy couldn’t be read
	MS.AAD.7.8v120 21

	PA-PIM-12
	Finding (Info when set)
	A group holding a highly privileged role, eligible or active, whose PIM for Groups member policy has no additional recipient on the assignment alert, for eligible or active members, or whose member policy couldn’t be read
	MS.AAD.7.7v120 21

	PA-PIM-13
	Finding (Info when set)
	A group holding Global Administrator whose member policy has no additional recipient on the activation alert, or couldn’t be read
	MS.AAD.7.8v120 21


The groups get their own rule IDs, not more PA-PIM-10 and PA-PIM-11 rows. Each group is fixed in a different place, under its PIM for Groups settings, not the role’s. Each is read under a different permission. The role rows keep their one-per-role count (“8 of 8 roles”). ScubaGear reports roles and groups together, one result per policy, so PA-PIM-10 and PA-PIM-12 map back to MS.AAD.7.7v1 and PA-PIM-11 and PA-PIM-13 to MS.AAD.7.8v1.
The two new reads change the task’s permissions. pim-alerts now needs four, all reads: RoleManagementPolicy.Read.Directory for the roles’ policies, RoleEligibilitySchedule.Read.Directory and RoleAssignmentSchedule.Read.Directory to find the groups, and RoleManagementPolicy.Read.AzureADGroup for the groups’ member policies. Learn lists the last as the least-privileged permission for PIM for Groups policies.8 Signing in as a user, Global Reader isn’t enough for the group read. Learn’s PIM for Groups settings page says reading a role-assignable group’s policies takes a role that can update the group’s owners or members, such as Privileged Role Administrator, or being the group’s owner or member.23 So Get-PaPimRequiredPermission -Task pim-alerts names Privileged Role Administrator. An app with the four application permissions avoids holding that role (research gaps, row 113).
./Invoke-PaPimAlertCheck.ps1 -Cloud gcc -FixturePath tests/fixtures/ch04/tenant.json -OutputPath out/pim-alerts
The fictional tenant keeps PIM’s defaults, so all 11 are Findings: nine for the roles, and a PA-PIM-12 for each of the two PRV groups eligible for a highly privileged role (PRV-T1-AppAdmin, PRV-T0-PrivRoleAdmin). Neither holds Global Administrator, so there’s no PA-PIM-13. Set the mailbox under each role’s Role settings > Notifications and each group’s PIM for Groups Settings > Member > Notifications, then run the check again. The tests are a separate suite, baseline/tests, so this chapter’s counts don’t change.
The calls and their permissions
Every call goes through one client, built for one task in one cloud. The client sends only the calls config/calls-ch04.json declares for the task, follows every page on the cloud’s own Graph host, and refuses every method but GET unless it was built with -AllowWrite. The entry script builds it that way only with -Apply. Reads and writes are different tasks, with different permissions:
	Call
	Least-privileged permission
	Delegated role
	Task

	List roleManagementPolicyAssignments, with the policy and its rules
	RoleManagementPolicy.Read.Directory8
	Global Reader, Security Operator, Security Reader, Security Administrator or Privileged Role Administrator
	all

	List roleManagementPolicyAssignments for a group’s member policy (PIM for Groups)
	RoleManagementPolicy.Read.AzureADGroup8
	Privileged Role Administrator, or the group’s owner or member23
	pim-alerts

	List roleEligibilitySchedules
	RoleEligibilitySchedule.Read.Directory10
	as above
	all

	List roleAssignmentScheduleInstances
	RoleAssignmentSchedule.Read.Directory24
	Global Reader (read)
	all

	Update a policy rule (PATCH)
	RoleManagementPolicy.ReadWrite.Directory9
	Privileged Role Administrator
	pim-apply

	Create a roleEligibilityScheduleRequest (POST)
	RoleEligibilitySchedule.ReadWrite.Directory11
	Privileged Role Administrator
	pim-apply

	Create a roleAssignmentScheduleRequest (POST, adminRemove only)
	RoleAssignmentSchedule.ReadWrite.Directory12
	Privileged Role Administrator
	pim-convert


Learn’s Graph PowerShell guide for the same policies asks for RoleManagement.ReadWrite.Directory, and the tutorial for the same, plus Group.ReadWrite.All.25 15 Each is broader than the call needs. The code follows the API reference pages, which name the narrower permission. The removal page lists RoleAssignmentSchedule.Remove.Directory as higher privileged than ReadWrite (research gaps, row 43). A test keeps each task’s permissions equal to the union of its calls, so a dry run’s reader app never holds a write permission.
The diff, the plan and the read-back
Get-PaPimTenantState reads each role’s policy with Learn’s own filter and expand, one call per role, then every eligibility schedule and every active assignment instance.8 Compare-PaPimPolicy compares the seven rules with the file, after normalizing them: durations as time spans, enabled rules and approvers sorted, and nothing that doesn’t apply (no maximum when the rule allows permanent). A role that matches its file has no rows.
New-PaPimPlan takes one wave and returns the findings, the diff and the actions: a PATCH for each rule that differs, an adminAssign eligibility request for each PRV group that isn’t eligible yet, for the role’s maximum, and each standing assignment to convert. It sends nothing. The entry script writes plan.json, diff.csv, findings.json, before.json (the wave’s rules as the tenant holds them, for the back-out) and a manifest with every request and the SHA-256 of each file.
With -Apply, Invoke-PaPimPlan sends the rule updates first and the eligibility requests second, so each request meets the role’s new expiration rule. The manifest records the SHA-256 of each write’s body. Then the script reads the tenant again and writes verify.csv, the diff after the change. Learn’s pages differ on the response to a rule update, 204 No Content on the how-to page and 200 OK with the rule on the API page; the code accepts either, and the read-back is the evidence, not the response (research gaps, row 46).14 9
Converting standing assignments
Book 04’s order is eligible first, activation confirmed, active removed (Book 04, Chapter 08). The plan lists each standing user assignment with one of three statuses: WaitingForEligibility until the role’s PRV group is eligible in the tenant, WaitingForConfirmedActivation until confirmed-activations.csv has a row for that person and role with a ticket, and Confirmed. Only -Apply -Convert, a separate task with its own permission, sends adminRemove, and only for Confirmed rows. Emergency accounts and documented exceptions are never planned for removal; service principals are reported, not removed. Design guidance.
Learn’s rules on timing still apply: an assignment can’t be removed within five minutes of creation, and PIM won’t remove the last active Global Administrator (Book 04, Chapter 08).
The tests
This chapter’s tests are the 50 in tests/PimEntraRoles.Tests.ps1: 13 run Learn’s samples as published; the rest cover the role files and their refusals, the rules, each check, the client’s permissions and refusals, the plan on the fixture, the apply and read-back, the conversion, the back-out, and the entry script. With the other chapters’ tests in the example, 330 Pester tests pass under PowerShell 7, with no module, tenant or network.
[bookmark: _Toc00001107]Illustrative code
The commands below send Learn’s pinned requests and the example’s own to a fake Graph serving a fictional tenant. They show what the code does, not that a tenant returns the same shapes. This code can write to a tenant: review it, review every role file, and run Lab 2 in a test tenant before it touches production.
[bookmark: _Toc00001108]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Send Learn's samples to the fake
Invoke-Pester -Path tests/PimEntraRoles.Tests.ps1 -FullNameFilter '*(Learn), run as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount

# Step 2: List the permissions each task needs
Import-Module ./powershell/PimEntraRoles/PimEntraRoles.psm1
'pim-plan', 'pim-apply', 'pim-convert' | ForEach-Object { "$_`: " + ((Get-PaPimRequiredPermission -Task $_).GraphPermissions -join ', ') }

# Step 3: Dry-run wave 1, the pilot class (Tier 1)
$lab = @{ Cloud = 'gcc'; FixturePath = 'tests/fixtures/ch04/tenant.json'; BindingsPath = 'tests/fixtures/ch04/inputs/pim-bindings.json'
    EmergencyConfigPath = 'tests/fixtures/inputs/emergency-access.json'; ExceptionsPath = 'tests/fixtures/inputs/exceptions.csv'
    ConfirmedPath = 'tests/fixtures/ch04/inputs/confirmed-activations.csv'; AsOf = '2026-10-30' }
./Invoke-PaPimRoleSettings.ps1 @lab -Wave 1 -OutputPath out/pim-wave1

# Step 4: Read the diff and the findings
Import-Csv out/pim-wave1/diff.csv | Where-Object Role -EQ 'Exchange Administrator' | Format-Table RuleId, Property, Tenant, Desired
Get-Content out/pim-wave1/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -NE 'PA-PIM-05' | Format-Table Rule, Severity, Object, Issue

# Step 5: Try wave 2, Tier 0, before wave 1 is done
./Invoke-PaPimRoleSettings.ps1 @lab -Wave 2 -OutputPath out/pim-wave2

# Step 6: Apply wave 1 to the fake
./Invoke-PaPimRoleSettings.ps1 @lab -Wave 1 -OutputPath out/pim-apply -Apply
./Invoke-PaPimRoleSettings.ps1 @lab -Wave 1 -OutputPath out/pim-apply -Apply -ActivationGateChecked

# Step 7: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Send Learn’s samples to the fake:
· Invoke-Pester -Path tests/PimEntraRoles.Tests.ps1 -FullNameFilter '*(Learn), run as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 13, FailedCount 0. Read the fourth test: with the policy ID from the read, all six of Learn’s updates apply, and Application Administrator still differs from its file in six of seven rules.
1. List the permissions each task needs:
· Import-Module ./powershell/PimEntraRoles/PimEntraRoles.psm1
'pim-plan', 'pim-apply', 'pim-convert' | ForEach-Object { "$_`: " + ((Get-PaPimRequiredPermission -Task $_).GraphPermissions -join ', ') }
· pim-plan: RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagementPolicy.Read.Directory
pim-apply: RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleEligibilitySchedule.ReadWrite.Directory, RoleManagementPolicy.Read.Directory, RoleManagementPolicy.ReadWrite.Directory
pim-convert: RoleAssignmentSchedule.Read.Directory, RoleAssignmentSchedule.ReadWrite.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagementPolicy.Read.Directory
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Dry-run wave 1, the pilot class (Tier 1):
· $lab = @{ Cloud = 'gcc'; FixturePath = 'tests/fixtures/ch04/tenant.json'; BindingsPath = 'tests/fixtures/ch04/inputs/pim-bindings.json'
    EmergencyConfigPath = 'tests/fixtures/inputs/emergency-access.json'; ExceptionsPath = 'tests/fixtures/inputs/exceptions.csv'
    ConfirmedPath = 'tests/fixtures/ch04/inputs/confirmed-activations.csv'; AsOf = '2026-10-30' }
./Invoke-PaPimRoleSettings.ps1 @lab -Wave 1 -OutputPath out/pim-wave1
· Wave 1 (9 roles): 0 Finding, 13 Warn, 0 Info
Plan: 43 rule updates, 8 eligibility requests, 2 standing assignments to convert (0 confirmed)
Dry run: nothing was sent
Written to out/pim-wave1 (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the diff and the findings:
· Import-Csv out/pim-wave1/diff.csv | Where-Object Role -EQ 'Exchange Administrator' | Format-Table RuleId, Property, Tenant, Desired
Get-Content out/pim-wave1/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -NE 'PA-PIM-05' | Format-Table Rule, Severity, Object, Issue
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exchange Administrator was partly set by hand, so its diff is short: ten rows in three rules. The authentication context goes from off to c1; approval goes from not required to required, single-stage, by the PIM-Approvers-T1 group; and the active maximum goes from 180 days to 15. Its activation window and eligibility expiry already match, so they aren’t touched. The findings name Carl Ops and Erin Patel, who hold Tier 1 roles standing; Contoso-Mail-Automation, a service principal with Exchange Administrator and no owner on the exceptions list; and Dana Reyes, eligible for Exchange Administrator outside the PRV group. The 9 PA-PIM-05 rows ask you to confirm the activation gate. In plan.json, Carl’s removal waits for his group’s eligibility, and Erin’s for a confirmed activation.
1. Try wave 2, Tier 0, before wave 1 is done:
· ./Invoke-PaPimRoleSettings.ps1 @lab -Wave 2 -OutputPath out/pim-wave2
· Wave 2 (5 roles): 9 Finding, 5 Warn, 2 Info
Plan: 30 rule updates, 4 eligibility requests, 0 standing assignments to convert (0 confirmed)
Blocked: fix every Finding before -Apply
Dry run: nothing was sent
Written to out/pim-wave2 (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The nine Findings are PA-PIM-07, one for each Tier 1 role that doesn’t match its file yet. The two Info rows are the emergency accounts, kept permanent active.
1. Apply wave 1 to the fake:
· ./Invoke-PaPimRoleSettings.ps1 @lab -Wave 1 -OutputPath out/pim-apply -Apply
./Invoke-PaPimRoleSettings.ps1 @lab -Wave 1 -OutputPath out/pim-apply -Apply -ActivationGateChecked
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The first command stops before any write: The plan sets an authentication context: confirm its Conditional Access policy is On (Chapter 03), then pass -ActivationGateChecked. The second prints the plan again, then Applied: 51 requests sent; 0 differences from the role files after reading back. The fake lives only for the run, so the next run starts from the fixture again; the tests apply, convert and back out in one session.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, and each row of the gap table seen with your own eyes.
When you’re done, delete out:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/04-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001109]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, never production, with Microsoft Entra ID P2 or ID Governance licenses for the test users and approvers. Work one role, in a test copy of the files, in examples/privileged-access, with the emergency-access.json you wrote in Chapter 02, Lab 2. You’ll replace: <tenant-id> (the test tenant’s ID), <reader-app-id>, <writer-app-id> and <thumbprint> (the two apps from step 3 and the certificate’s thumbprint; if each app has its own certificate, use its thumbprint), <approvers-group-id> and <prv-group-id> (the two groups from step 2), <ea1-object-id> and <ea2-object-id> (the test emergency accounts), <owner> (who owns their exception), <second-user-object-id> (the user in step 6), <confirmed-on> (the date of their activation, as yyyy-MM-dd) and <ticket>.
Every command in Lab 2
Every command in this lab, in order. Each step below says what it does and what to look for.
# Step 2: Make the lab's role and groups
New-Item -ItemType Directory lab-roles; Copy-Item config/pim-ch04/roles/teams-administrator.json lab-roles/

# Step 2: Make the lab's role and groups
$b = Get-Content tests/fixtures/ch04/inputs/pim-bindings.json -Raw | ConvertFrom-Json
$b.tenantId = '<tenant-id>'
$b.approverGroups = [pscustomobject]@{ 'PIM-Approvers-T1' = '<approvers-group-id>' }
$b.eligibility = @($b.eligibility | Where-Object role -EQ 'Teams Administrator')
$b.eligibility[0].groupId = '<prv-group-id>'
$b | ConvertTo-Json -Depth 5 | Set-Content lab-bindings.json

# Step 2: Make the lab's role and groups
'PrincipalId,Name,Reason,Owner', '<ea1-object-id>,Emergency Access 01,Emergency access account,<owner>', '<ea2-object-id>,Emergency Access 02,Emergency access account,<owner>' |
    Set-Content exceptions.csv

# Step 4: Dry-run as the reader
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-plan -TenantId <tenant-id>

# Step 4: Dry-run as the reader
Import-Csv out/lab-plan/diff.csv | Format-Table Role, RuleId, Property, Tenant, Desired
Get-Content out/lab-plan/plan.json

# Step 5: Apply as the writer
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-apply -TenantId <tenant-id> -Apply -ActivationGateChecked

# Step 5: Apply as the writer
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-plan2 -TenantId <tenant-id>

# Step 6: Activate and convert
'PrincipalId,RoleTemplateId,ConfirmedOn,Ticket', '<second-user-object-id>,69091246-20e8-4a56-aa4d-066075b2a7a8,<confirmed-on>,<ticket>' | Set-Content confirmed-activations.csv
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-convert -TenantId <tenant-id> `
    -Apply -Convert -ConfirmedPath confirmed-activations.csv

# Step 7: Back it out
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-restore -TenantId <tenant-id> `
    -Apply -RestoreFrom out/lab-apply

# Step 7: Back it out
Remove-Item -Recurse -Force out/lab-plan, out/lab-plan2, out/lab-apply, out/lab-convert, out/lab-restore
1. Check the prerequisites. Run Chapter 02’s check against the test tenant’s emergency accounts; it must show no Finding. Create authentication context c1 and turn PIM-Activation-c1 On, with Chapter 03’s code or as Book 04, Chapter 08, Step 2 describes; report-only doesn’t count.1 Chapter 03’s run must show no PA-CA-04 for it.
1. Make the lab’s role and groups. Copy one Tier 1 file into a lab folder:
· New-Item -ItemType Directory lab-roles; Copy-Item config/pim-ch04/roles/teams-administrator.json lab-roles/
· In the test tenant, create a security group PIM-Approvers-T1 with two test approvers, and a role-assignable group PRV-T1-TeamsAdmin with one test member. Write lab-bindings.json with their object IDs, in the shape of tests/fixtures/ch04/inputs/pim-bindings.json, and an exceptions.csv that lists the emergency accounts. The first command block keeps the fixture’s Teams Administrator entry and puts in your IDs; the second writes the exceptions:
· $b = Get-Content tests/fixtures/ch04/inputs/pim-bindings.json -Raw | ConvertFrom-Json
$b.tenantId = '<tenant-id>'
$b.approverGroups = [pscustomobject]@{ 'PIM-Approvers-T1' = '<approvers-group-id>' }
$b.eligibility = @($b.eligibility | Where-Object role -EQ 'Teams Administrator')
$b.eligibility[0].groupId = '<prv-group-id>'
$b | ConvertTo-Json -Depth 5 | Set-Content lab-bindings.json
· 'PrincipalId,Name,Reason,Owner', '<ea1-object-id>,Emergency Access 01,Emergency access account,<owner>', '<ea2-object-id>,Emergency Access 02,Emergency access account,<owner>' |
    Set-Content exceptions.csv
1. Register two apps in the worldwide admin center, each with a certificate: a reader with the three pim-plan permissions from Lab 1, step 2, and a writer with the two pim-apply write permissions added. Grant admin consent, and nothing else. For each app:
49. Open Entra ID > App registrations > New registration, name the app and select Register.
49. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
49. Open API permissions > Add a permission > Microsoft Graph > Application permissions and select RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory and RoleManagementPolicy.Read.Directory; for the writer, also RoleEligibilitySchedule.ReadWrite.Directory and RoleManagementPolicy.ReadWrite.Directory. Select Add permissions, then Grant admin consent for your tenant.
1. Dry-run as the reader:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-plan -TenantId <tenant-id>
· Read diff.csv and plan.json with a second person. Keep the folder.
· Import-Csv out/lab-plan/diff.csv | Format-Table Role, RuleId, Property, Tenant, Desired
Get-Content out/lab-plan/plan.json
1. Apply as the writer:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-apply -TenantId <tenant-id> -Apply -ActivationGateChecked
· The script must end with 0 differences from the role files after reading back. Open the role’s settings in the admin center (ID Governance > Privileged Identity Management > Microsoft Entra roles > Roles, select Teams Administrator, then Role settings) and compare them with the file. Run the dry run again as the reader; the plan should have no rule updates and no eligibility requests:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-plan2 -TenantId <tenant-id>
· Check any eligibility that was longer than the new maximum before the change (research gaps, row 47).
1. Activate and convert. Give a second test user a standing Teams Administrator assignment and add them to PRV-T1-TeamsAdmin. As that user, activate the role through the group; one approver approves. Add a row to confirmed-activations.csv with a ticket, grant the writer RoleAssignmentSchedule.ReadWrite.Directory (API permissions > Add a permission > Microsoft Graph > Application permissions, then Grant admin consent for your tenant), and run the conversion:
· 'PrincipalId,RoleTemplateId,ConfirmedOn,Ticket', '<second-user-object-id>,69091246-20e8-4a56-aa4d-066075b2a7a8,<confirmed-on>,<ticket>' | Set-Content confirmed-activations.csv
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-convert -TenantId <tenant-id> `
    -Apply -Convert -ConfirmedPath confirmed-activations.csv
· The standing assignment goes; the eligibility stays. Wait five minutes after creating an assignment before removing it. To test research gaps, row 43, repeat with RoleAssignmentSchedule.Remove.Directory in place of ReadWrite.
1. Back it out. As the writer, restore from the apply run’s folder:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimRoleSettings.ps1 -Cloud gcc -Wave 1 -RolesPath lab-roles -BindingsPath lab-bindings.json `
    -EmergencyConfigPath emergency-access.json -ExceptionsPath exceptions.csv -OutputPath out/lab-restore -TenantId <tenant-id> `
    -Apply -RestoreFrom out/lab-apply
· It puts the role’s seven rules back as before.json recorded them and removes the eligibility the run created; the read-back then shows the differences from the file again. Give the test user back their standing assignment if the test needs it. Delete the two groups, the two apps and their certificates, and the out folders. Keep the authentication context and its policy only if Chapter 03’s lab still needs them.
· Remove-Item -Recurse -Force out/lab-plan, out/lab-plan2, out/lab-apply, out/lab-convert, out/lab-restore
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	Item
	Value
	US Government clouds
	Stage
	Source

	Role settings
	Per role, independent of other roles; Privileged Role Administrator to manage
	PIM available
	GA
	1 13

	Policies and rules
	One policy per role at tenant scope; 17 rules with fixed IDs; five derived rule types
	—
	v1.0
	2

	Find a role’s policy
	GET /policies/roleManagementPolicyAssignments; $filter on scopeId /, scopeType DirectoryRole (or Directory) and roleDefinitionId; $expand=policy($expand=rules); RoleManagementPolicy.Read.Directory
	L4 and L5
	v1.0
	8

	Update a rule
	PATCH /policies/roleManagementPolicies/{id}/rules/{ruleId}; the derived @odata.type required; RoleManagementPolicy.ReadWrite.Directory; Privileged Role Administrator
	L4 and L5
	v1.0
	9 14

	Authentication context rule
	unifiedRoleManagementPolicyAuthenticationContextRule: isEnabled, claimValue
	—
	v1.0 resource; the admin center option is labeled preview in the mapping guide and the deployment plan, and listed as generally available (April 2026) in the release notes; treated as preview
	5 2 3 4

	Reauthentication on activation
	Sign-in frequency Every time on the context’s Conditional Access policy; a 10-minute window across Microsoft Entra roles, Azure resource roles and PIM for Groups
	—
	—
	6

	Activation maximum
	1 to 24 hours (role settings); at most 8 hours (PIM API overview)
	—
	—
	1 17

	Approval
	At least one approver, two recommended; with none, active Privileged Role and Global Administrators approve; the lockout
	—
	GA
	1

	Context before PIM
	The Conditional Access policy must exist and be On first; fallback to MFA only if no policy targets the context
	—
	—
	1

	Context in a policy’s conditions
	includeAuthenticationContextClassReferences on conditionalAccessApplications in beta, not v1.0
	—
	beta
	18 19

	List eligibility schedules
	RoleEligibilitySchedule.Read.Directory
	L4 and L5
	v1.0
	10

	Create an eligibility request
	POST /roleManagement/directory/roleEligibilityScheduleRequests; adminAssign, adminRemove; RoleEligibilitySchedule.ReadWrite.Directory
	L4 and L5
	v1.0
	11

	Expiration rule enforced on requests
	A request that breaks the expiration rule returns 400 Bad Request
	—
	v1.0
	17

	List active instances
	RoleAssignmentSchedule.Read.Directory
	L4 and L5
	v1.0
	24

	Remove a standing assignment
	POST /roleManagement/directory/roleAssignmentScheduleRequests with adminRemove; RoleAssignmentSchedule.ReadWrite.Directory; Privileged Role Administrator
	L4 and L5
	v1.0
	12

	Graph hosts
	GCC graph.microsoft.com; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	7



Where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· Activation maximum. One to 24 hours on the role settings page; at most eight hours on the PIM API overview. The code follows the stricter (research gaps, row 41).
· Authentication context stage. “(Preview)” in the mapping guide and public preview in the deployment plan; generally available since April 2026 in the release notes; no label on the role settings page or the v1.0 resource. The chapter treats it as preview, the stricter (research gaps, row 42).2 3 4
· Write permission. The API reference pages name RoleManagementPolicy.ReadWrite.Directory and RoleEligibilitySchedule.ReadWrite.Directory; the Graph PowerShell guide and the tutorial ask for RoleManagement.ReadWrite.Directory. The code follows the narrower.25 15
· Update response. 204 No Content on the how-to page; 200 OK with the rule on the API page. The code accepts both and reads back (research gaps, row 46).
· scopeType. The Graph PowerShell guide uses DirectoryRole in one step and Directory in the next; the list page says both are accepted for Microsoft Entra roles. The code uses DirectoryRole, as the how-to page does.8 25
[bookmark: _Toc00001111]Federal requirements and evidence
The role files, the plan and the read-back are the evidence for the plan’s tasks A1.6, A2.1 and A2.2. Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.26
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s samples run against the fake as published, and the kit’s own code passes its tests: Lab 1, steps 1 and 7 (Invoke-Pester)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	Planning needs three read permissions; applying and converting each add only their own write permission: Lab 1, step 2 (Get-PaPimRequiredPermission)
	AC-6, least privilege for each identity
	KSI-IAM-ELP
	Identity engineering, with each app’s consent record

	Each role’s settings sit inside Learn’s bounds and its tier’s caps: activation of at most four hours for Tier 0 and eight for the rest, bounded eligibility, active assignments of at most 15 days, approval and a ticket: the files in config/pim-ch04/roles, tiers.json, and PA-PIM-04 in findings.json
	AC-6, least privilege in time; AC-2, conditions for role membership; the caps are Book 04, Appendix B’s (design guidance)
	KSI-IAM-JIT
	Identity engineering, in the repository

	Global Administrator activation needs approval by PIM-Approvers-T0: global-administrator.json and its rows in diff.csv
	AC-2 and AC-3: approval before activation is an enforced approval step (Book 04, Chapter 08); MS.AAD.7.6v1, approval to activate Global Administrator (BOD 25-01)20
	KSI-IAM-JIT
	Identity engineering, in the repository

	What the wave would change, rule by rule, and the rules as the tenant holds them, for the back-out: plan.json, diff.csv and before.json from Lab 1, step 3, with nothing sent
	CM-3, configuration change control: the change is reviewed before it is made
	KSI-CMT-LMC, KSI-CMT-RMV
	The pull request, with the plan attached

	No approval without an approver, the emergency accounts kept, and no approver group that is also the role’s eligible group: PA-PIM-01, 02 and 03 in findings.json, Lab 1, step 4
	AC-5, separation of duties (PA-PIM-03); AC-2, the emergency accounts (PA-PIM-02)
	KSI-IAM-JIT
	The ISSO

	Standing assignments still to convert, and eligibility outside the role’s PRV group: PA-PIM-09 and PA-PIM-08 in findings.json
	AC-6(5), privileged accounts restricted to defined roles; MS.AAD.7.4v1, no permanent active assignment to a highly privileged role, and MS.AAD.7.5v1, provisioning only through a PAM system (BOD 25-01)20
	KSI-IAM-JIT
	The ISSO

	The eight highly privileged roles alert on every eligible and active assignment, and Global Administrator on every activation, and so do the PIM for Groups member policies of the groups that hold them: PA-PIM-10 to PA-PIM-13 in out/pim-alerts/findings.json from Invoke-PaPimAlertCheck.ps1, with no Finding
	AU-6, audit record review; MS.AAD.7.7v1 and MS.AAD.7.8v1, alerts on highly privileged assignments and Global Administrator activation (BOD 25-01)20 21
	KSI-MLA-RVL
	The ISSO; the security monitoring team keeps the mailbox

	Tier 0 waits until the pilot wave matches its files: PA-PIM-07 and Blocked in Lab 1, step 5
	CM-3: changes go in the approved order (the order is design guidance)
	KSI-CMT-LMC
	Identity engineering

	The apply refuses without a person’s statement that the gate is On, then sends the rules first and the eligibility second, and the read-back shows no difference: Lab 1, step 6, the refusal, then verify.csv and the SHA-256 of each body in manifest.json
	CM-3, approved changes implemented and recorded; CM-4(2), verification of controls after the change
	KSI-CMT-LMC, KSI-CMT-VTD
	The ISSO, beside the files the manifest lists

	A live plan of the test tenant, as the reader app: Lab 2, step 4, out/lab-plan/diff.csv and plan.json
	CM-3
	KSI-CMT-LMC
	Identity engineering

	The writer applies, and a second plan by the reader finds nothing left to change: Lab 2, step 5, out/lab-apply/verify.csv and an empty out/lab-plan2/diff.csv
	CM-4(2); AC-5, a reader and a writer that are different identities
	KSI-CMT-VTD, KSI-IAM-JIT
	The ISSO

	A standing assignment is removed only after the holder’s activation through the group is confirmed with a ticket: Lab 2, step 6, confirmed-activations.csv and out/lab-convert
	AC-2, accounts modified according to policy; AC-6(5); MS.AAD.7.4v1 (BOD 25-01)
	KSI-IAM-JIT
	The ISSO, with the ticket

	The back-out restores the rules from before.json and removes what the apply added, and the lab folders are deleted: Lab 2, step 7, out/lab-restore
	CM-3: the rollback is a recorded change
	KSI-CMT-RMV
	Identity engineering


OMB M-22-09 asks agencies to move from static roles toward more granular, dynamically defined permissions; it doesn’t mandate time-bound privilege, which is the program’s choice (Book 04, Chapter 02).27 AC-2(7), privileged accounts under a role-based or attribute-based scheme, isn’t in the Moderate baseline;26 an agency that tailors it in can point to the same rows. KSIs are FedRAMP 20x indicators for cloud service providers.28 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 08 carries the full control mapping for the activation gate.
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	Danger
	What happens
	The guard

	Approval switched on before the emergency accounts hold Global Administrator
	The documented lockout
	PA-PIM-02 reads the tenant and blocks every write

	Approval with no approver
	The default approvers are the people the program keeps eligible
	PA-PIM-01 blocks the file

	The context set before its Conditional Access policy is On
	Activation falls back to MFA only if no policy targets the context; an off or report-only policy enforces nothing
	PA-PIM-05; -Apply needs -ActivationGateChecked

	A write nobody saw
	The tenant changes from a copied script
	Dry run by default; -Apply only from a reviewed plan; a read-only client throws on any write

	A write identity with read-write on everything
	One stolen secret changes every role
	Separate tasks and apps; the dry run’s app holds no write permission; a test pins each task’s permissions

	A sample copied with another tenant’s policy ID
	The write fails, or lands on the wrong role
	Policy IDs come only from the read

	Settings set in the portal drift from the files
	The control in the tenant isn’t the one reviewed
	The diff, every run; Chapter 08 can add it to the scheduled run (research gaps, row 88)

	Eligibility longer than the tier allows
	A Tier 2 holder is eligible for a year
	New-PaPimEligibilityRequest refuses it; the role’s rule is set before any request

	Removing a standing assignment before the person can activate
	An administrator is stranded mid-conversion
	Removal only after the group is eligible and the activation is confirmed with a ticket

	Tier 0 changed before the pilot is proven
	A mistake hits the control plane first
	PA-PIM-07 refuses a wave until earlier waves match

	A back-out from memory
	The rules come back wrong, or not at all
	before.json from the run, applied with -RestoreFrom

	Names and IDs in the output
	The plan names administrators and groups
	The output folder is evidence; delete lab copies


[bookmark: _Toc00001113]Checklist
· Every role file was reviewed by two people, and matches Appendix B or a recorded decision.
· pim-bindings.json names every approver alias and every PRV group, and no approver group is eligible for the role it approves.
· Chapter 02’s check shows no Finding, and PA-PIM-02 is clear.
· PIM-Activation-c1 is On before any run with -ActivationGateChecked.
· The reader app holds the three pim-plan permissions; the writer holds the pim-apply writes; only the conversion run holds RoleAssignmentSchedule.ReadWrite.Directory.
· Every apply was preceded by a reviewed dry run, and its verify.csv is empty.
· Every removal of a standing assignment has a confirmed activation and a ticket.
· Each run folder, with before.json and manifest.json, is kept as evidence.
· The pinned Learn pages match their manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001115]Chapter 05 — PIM for Groups and the PRV Groups
A role reaches a person through a PRV group, so whoever controls the group’s members, owners and policy controls the role. That control belongs in a reviewed file, not in the admin center.
[bookmark: _Toc00001116]In this chapter
The groups behind the plan’s task A2.1, “PRV role-assignable groups hold the eligible assignments,” and the membership that task A3.3 later publishes through access packages. You start with Microsoft’s own PIM for Groups request samples, from the Microsoft Graph documentation, pinned in the repository, and send them unmodified to a fake Graph to see what they do and what they leave out. Then you add a module to examples/privileged-access for the rest: the PRV groups and their member and owner schedules as reviewed JSON, the two PIM policies each group carries, a read of the tenant before any write, findings, a plan with a diff, a dry run unless you pass -Apply, and guards that refuse the changes that lock people in or out. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001117]Narrated tour
Watch the video: Building Privileged Access, Chapter 05 — PIM for Groups and the PRV Groups: narrated tour (12 minutes)
Deck · Narrated deck (about 11 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can keep the PRV groups as code: one reviewed file says who may be a member or owner of each group, until when, on which ticket, and under which activation policy. From that file the code produces a plan of Graph requests and a diff a reviewer can read, and applies it only when asked. You can say, for each rule, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Developers who build the project’s write path for privileged groups, the identity engineers who own the PRV groups, and the ISSOs who review the changes. You should read PowerShell 7 and JSON, and know what an eligible assignment is. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001119]What the PRV groups have to hold
Book 04 never assigns a privileged role to a person. It assigns the role to a role-assignable group named PRV-<tier>-<role>[-<scope>], such as PRV-T0-PrivRoleAdmin or PRV-T2-UserAdmin-Finance, so that the tier shows in every review, alert and audit record (Book 04, Chapter 04). Chapter 01 reads those groups and flags a group that holds a role under any other name (PA-INV-03). This chapter writes them.
Two Microsoft features meet in a PRV group, and they are independent of each other.1
· Role-assignable groups. Only a group created with isAssignableToRole set to true can hold a Microsoft Entra role. The property is set at creation and can’t be changed; an existing group can’t be converted. A tenant can have at most 500 of them. Membership must be assigned, never dynamic, and a group can’t be a member. Creating one needs at least Privileged Role Administrator. Changing the credentials of a member or owner needs at least Privileged Authentication Administrator. The feature needs Microsoft Entra ID P1; just-in-time activation through PIM needs P2.2
· PIM for Groups. Just-in-time membership or ownership of a security or Microsoft 365 group, with policies like those for roles: approval, MFA, justification, a maximum activation time. Each group has two policies, one for membership and one for ownership. Any group can be managed except dynamic groups and groups synchronized from on-premises, and it doesn’t have to be role-assignable.1 3
Book 04 uses them together in two ways (Book 04, Chapter 04). For a Microsoft Entra role, the group holds an eligible role assignment and its members are active; the member activates the role, which keeps the activation on the role’s own settings. Learn recommends this pattern for roles with permissions in SharePoint, Exchange or Microsoft Purview, because activating group membership can take significant time to reach them.1 For privilege that isn’t an Entra role (an Azure role, Intune scope, an application), the members are eligible for the group through PIM for Groups and activate their membership. This chapter’s file carries both, as holds: entraRole or holds: azureRole.
In both patterns the group’s own state has to be governed: who is a member or owner, until when, and how membership or ownership is activated. In Graph that is three collections under identityGovernance/privilegedAccess/group, each read with a filter on the group, and one policy per access type:3
	What
	Where
	Note

	Eligible members and owners
	GET /identityGovernance/privilegedAccess/group/eligibilitySchedules?$filter=groupId eq '{id}'
	accessId is member or owner; the filter is required4

	Active members and owners
	GET .../assignmentSchedules?$filter=groupId eq '{id}'
	assignmentType tells an activation from a standing assignment5

	Member and owner policies
	GET /policies/roleManagementPolicyAssignments?$filter=scopeId eq '{id}' and scopeType eq 'Group'&$expand=policy($expand=rules)
	roleDefinitionId is member or owner; the policy ID starts with Group_6

	A change to a schedule
	POST .../eligibilityScheduleRequests or .../assignmentScheduleRequests
	action adminAssign, adminUpdate, adminRemove and others7 8

	A change to a policy
	PATCH /policies/roleManagementPolicies/{policyId}/rules/{ruleId}
	The rule’s @odata.type must be in the body9 10


Three facts from Learn shape the code. Eligible membership doesn’t appear in the group’s members list; only active membership does.3 PIM onboards a group the first time you create a schedule or update its policy, the policy IDs change when it does, and a group can’t be taken back out of PIM.3 And administrators with group management roles, or group owners, can change membership through the groups API and override what PIM set.7 11 So the code reads the tenant before every plan, takes policy IDs from that read, and treats anything it didn’t put there as drift.
The workbook’s outline also names the access packages that grant PRV membership with approval, expiry and review, the plan’s task A3.3. They aren’t built here (research gaps, row 58). The eligibility expiry this chapter sets matters to them: Learn warns that an access package’s expiration must not exceed the PIM group’s own expiry for eligible assignments, or people lose access while entitlement management still shows them assigned.1213
Which cloud, for these calls
For Microsoft 365 GCC (Moderate), every call goes to graph.microsoft.com, the worldwide host, and sign-in to login.microsoftonline.com. GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.14 Every PIM for Groups API page read for this chapter lists the global service, US Government L4 and US Government L5 in its national cloud table,7 8 6 and Microsoft Entra ID Governance, which PIM needs, is available in GCC, GCC High and DoD.15 The module takes the cloud from Chapter 01’s table, by name, with no default.
[bookmark: _Toc00001120]Start with Microsoft’s sample
What Microsoft gives you
Learn has no end-to-end tutorial for PIM for Groups in Microsoft Graph. Its tutorial for roles ends by noting that you can assign an active role to the group and make members eligible through the PIM for Groups APIs, and leaves it there.16 What Microsoft publishes is a set of HTTP requests in the API reference and one how-to:
· Create eligibilityScheduleRequest: an administrator makes a principal eligible (Example 1), or extends an eligibility (Example 2).717
· Create assignmentScheduleRequest: an administrator assigns active membership for two hours (Example 1), or a user activates an eligible membership (Example 2).818
· Update rules in PIM by using Microsoft Graph: six rule updates (activation duration, enablement rules, approval, and expiration for eligible and active assignments), with the permission for groups, RoleManagementPolicy.ReadWrite.AzureADGroup.10
The pinned copy
The requests exist only inside those pages, so the repository pins their source, unmodified, in examples/third_party/graph-pim-for-groups-pages: the three pages from microsoftgraph/microsoft-graph-docs-contrib at commit a693031 (October 30, 2026), retrieved October 30, 2026, with the repository’s licenses (documentation CC BY 4.0, code MIT).19 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes; a unit test checks them, and the weekly source watch reports new commits to each page. The pages’ permission tables and SDK snippets are include files that aren’t copied; this chapter cites the rendered pages for them.
tests/PimForGroupsSampleHarness.ps1 extracts the http requests from the pinned pages at test time and sends them, as published, to the chapter’s fake Graph, New-PaPgFixtureInvoker. The fake answers the declared reads from tests/fixtures/ch05/tenant.json and checks a schedule request the way Learn says PIM does: a known group, member or owner, a documented action, and under an expiration rule an end within the policy’s maximum.3 It also refuses a schedule that has already ended; that rule is the fake’s own (research gaps, row 57). Nothing is installed, nothing signs in, and nothing leaves the machine.
What it leaves to you
Each row is pinned by a test in the first block of tests/PimForGroups.Tests.ps1, and the example’s side by the second.
	Microsoft’s sample, as published
	Why it matters
	What examples/privileged-access adds

	An adminAssign request with accessId, principalId, groupId, action, scheduleInfo and justification
	—
	Kept as the model: every request the plan writes has those fields

	Example 1 is titled an ownership request but sends accessId member
	Copy the example for an owner and you grant membership
	accessId comes from the file’s member or owner list, never from a template

	Says the eligibility expires after two hours; the end is about a day after the start
	The comment and the request disagree
	The end comes from the file, and the fake checks it against the policy’s maximum

	Dated 2023: sent today, the fake refuses both admin examples because the schedule has ended
	A copied example fails, or worse, gets its dates edited by hand
	Start is the run’s time; end is the reviewed endDateTime

	action AdminAssign, while the page documents adminAssign; no ticketInfo
	Case-sensitivity isn’t stated (research gaps, row 51); no ticket ties the grant to a change
	Documented values only; ticketInfo from the file, and a Warn for an entry with no ticket (PA-PG-06)

	No read before the write
	A second run grants twice, and nothing removes what the file no longer lists
	Reads schedules and policies first; adminUpdate and adminRemove where they differ

	Hard-coded graph.microsoft.com
	Wrong for GCC High and DoD; the GCC High fake refuses it
	Host from the cloud table

	Includes a selfActivate request
	A user action, not an administrator’s
	The plan makes admin requests only; guard PA-PG-G7 refuses any self* action

	Every rule update targets a DirectoryRole_ policy, and the page says PIM for Groups is beta only
	The page predates v1.0 for groups, and gives no group policy ID
	v1.0, with the Group_ policy ID read from roleManagementPolicyAssignments

	Rule bodies, with a single user among the approvers
	— for the shapes; one person as approver is a single point of failure
	Same rule shapes; approvers are the tier’s PIM-Approvers-<tier> group (Design guidance)


The verdict. Keep Microsoft’s request and rule shapes; the plan writes nothing else. Don’t run the samples as published: they are single requests with stale dates and no read of what is already there, and one of them is labeled for the wrong access type.
[bookmark: _Toc00001121]The code: examples/privileged-access
This chapter adds its own module, powershell/PimGroups/PimGroups.psm1, its own call list, config/calls-ch05.json, the tier policy, config/prv-group-policy.json, and the entry script Invoke-PaPimGroups.ps1. It imports Chapter 01’s module only for the cloud table and changes nothing in it. Notes for developers are in examples/privileged-access/docs/ch05.md.
The desired state
prv-groups.json is the reviewed file. It names the approver group for each tier and lists each PRV group with its ID (absent for a group still to be created), tier, what it holds, and its member and owner entries, each active or eligible, with a principal ID, a name for the diff, a type, an end date and a ticket. Read-PaPrvGroupConfig refuses a name where an object ID belongs, an unknown tier, and a duplicate group.
config/prv-group-policy.json sets the policy for each access type and tier. It is Design guidance: member activation of 4 hours for T0 and 8 for the rest, eligibility of 90, 180, 180 and 365 days, and approval for T0 and T1, from Book 04, Appendix B (Appendix B); owner activation of one hour with approval, from the example in Learn’s PIM deployment plan.20 Two Learn pages differ on the longest activation: the Graph overview says activation is always time-bound for at most eight hours, and the settings page says one to 24.3 21 The code follows the stricter and flags anything over eight hours. Every member and owner policy also selects the authentication context c1, Chapter 03’s activation gate: Book 04 requires it for PIM for Groups as it does for PIM role settings (Book 04, Chapter 10). As in Chapter 04’s role files, the enablement rules then ask for justification and a ticket (justification only for read-only members), not MFA. Learn says to create and enable the context’s Conditional Access policy before PIM selects it; if no policy targets the context, activation falls back to MFA, but not when the policy is off, report-only or excludes the user.22 So, as in Chapter 04, -Apply refuses a plan that selects c1 unless you pass -ActivationGateChecked, a person’s statement that PIM-Activation-c1 is On. Learn says c1 prompts on every activation only if its Conditional Access policy sets sign-in frequency to Every time, and even then a 10-minute window applies across Microsoft Entra roles, Azure resource roles and PIM for Groups.22 Learn’s release notes list that reauthentication as generally available since April 2026, while the PIM deployment plan still marks “Require Conditional Access context” as public preview; the chapter treats it as preview, the stricter reading.23 24
The read and the findings
Get-PaPgTenantState reads the role-assignable groups, the groups named PRV-*, and for each group in the file its schedules and its two policies. Like Chapter 01’s reader, it sends only declared calls, only to the cloud’s own host, and follows every page. Test-PaPrvGroupConfig checks the file before any read, as a pre-merge check; Test-PaPgTenant checks the tenant.
	Rule
	Severity
	What it flags
	Source

	PA-PG-01
	Finding
	A name that isn’t PRV-<tier>-<role>[-<scope>], or whose tier differs from the group’s
	Design guidance (Book 04, Chapter 04)

	PA-PG-02
	Finding; Warn; Info
	A group that holds an Entra role but isn’t role-assignable (Finding); another PRV group that isn’t (Warn); a group not created yet (Info)
	Learn: only role-assignable groups hold roles, and the property can’t be changed;2 role-assignable recommended for sensitive groups1

	PA-PG-03
	Finding
	A dynamic group, or one synchronized from on-premises
	Learn: PIM for Groups can’t manage them1

	PA-PG-04
	Warn; Finding
	450 or more role-assignable groups (Warn); 500 (Finding)
	Learn: at most 500;2 the Warn threshold is Design guidance

	PA-PG-05
	Finding
	A group as a member or owner, or a service principal made eligible
	Learn: no active nesting in a role-assignable group,2 nesting in PIM for Groups not recommended, and service principals can’t be eligible;20 Design guidance to allow no group at all, because an eligible group hides its people from the review

	PA-PG-06
	Finding; Warn
	An entry with no end, or one already ended (Finding); one with no ticket (Warn)
	Learn: zero permanently active assignments except emergency accounts;20 Design guidance for eligibility and tickets

	PA-PG-07
	Finding
	Eligible owners with no active owner; any owner on a T0 group
	Learn: the last active owner can’t be removed, so an activated owner’s deactivation fails and, after 30 days, PIM stops trying;118 Design guidance that T0 groups have no owners, since owners manage membership

	PA-PG-08
	Finding; Warn
	A policy rule that differs from the reviewed setting (Finding on T0 and T1 and on any expiration rule, Warn otherwise); activation over 8 hours; an authentication context outside c1 to c99; approval with no approver group; a group approving itself; eligible members activating into an Entra role without approval (Warn)
	Learn: approval recommended for groups that elevate into Entra roles;2 approvers can’t approve their own requests;25 Design guidance for the settings

	PA-PG-09
	Finding; Warn
	A schedule the file doesn’t grant (Finding); a role-assignable or PRV-* group the file doesn’t list (Warn)
	Design guidance: anything outside the file is unreviewed


Activations, assignmentType activated, aren’t standing state: the code leaves them out of both the findings and the plan.
The plan, the dry run and -Apply
New-PaPimGroupPlan turns the differences into requests, in a fixed order: groups to create, then policy rules, so the rules are in force before anyone is granted, then grants and updates, then removals. Each operation carries its call ID, method, URI, body, its least-privileged permission and one diff line. diff.txt is the diff; plan.json is the exact requests.
Invoke-PaPgPlan is a dry run unless you pass -Apply. With -Apply it refuses to start if any guard fails, or if the plan selects an authentication context and -ActivationGateChecked wasn’t passed; then it sends each request through a declared write call on the cloud’s own host, and stops at the first error. The guards are Design guidance, each tied to a rule above:
	Guard
	Refuses

	PA-PG-G1
	A T0 or T1 policy losing approval, or its approvers

	PA-PG-G2
	An expiration rule that allows permanent grants, or a grant with no end

	PA-PG-G3
	A group set as its own approver

	PA-PG-G4
	Eligible owners with no active owner (Learn’s deactivation trap)

	PA-PG-G5
	A group as a holder, or an eligible service principal

	PA-PG-G6
	More removals than -MaxRemovals (default 5), the sign of a wrong or truncated file

	PA-PG-G7
	A self-service action in the plan


A group the file lists without an ID becomes a POST /groups with isAssignableToRole true, securityEnabled true and assigned membership; rerun the plan once it exists to add its schedules and policy. Learn’s pages differ on what else such a group needs: the group resource says under isAssignableToRole that visibility must be Hidden and under visibility that role-assignable groups are always Private,26 the Create group example says Private, and one note says a role-assignable group can’t have an owner while another says owners can be delegated.27 28 2 The code sets neither visibility nor owners (research gaps, row 56).
Least privilege per call
	Call
	Least-privileged application permission
	Delegated role

	List groups (isAssignableToRole, PRV-*)
	Group.ReadBasic.All; Learn’s table names Group-NestingSupport.ReadWrite.All as least privileged, a write permission, so the code takes the first read-only one (research gaps, row 52)29
	—

	List eligibilitySchedules
	PrivilegedEligibilitySchedule.Read.AzureADGroup4
	Global Reader or Privileged Role Administrator for role-assignable groups

	List assignmentSchedules
	PrivilegedAssignmentSchedule.Read.AzureADGroup5
	Same

	List roleManagementPolicyAssignments (groups)
	RoleManagementPolicy.Read.AzureADGroup6
	—

	Create eligibilityScheduleRequest
	PrivilegedEligibilitySchedule.ReadWrite.AzureADGroup7
	Privileged Role Administrator for role-assignable groups

	Create assignmentScheduleRequest
	PrivilegedAssignmentSchedule.ReadWrite.AzureADGroup8
	Same

	Update unifiedRoleManagementPolicyRule (groups)
	RoleManagementPolicy.ReadWrite.AzureADGroup9
	Privileged Role Administrator, per the how-to10

	Create group (role-assignable)
	Group.Create, and RoleManagement.ReadWrite.Directory to set isAssignableToRole28 27
	At least Privileged Role Administrator2


The read task needs the first four and nothing that ends in ReadWrite. The plan lists the permissions its own operations need, so the app that applies it holds those and no more. Design guidance: create the PRV groups by hand, as a Privileged Role Administrator, and keep RoleManagement.ReadWrite.Directory off the pipeline’s app; the code only plans the creation. One Learn statement needs Lab 2: the role-assignable groups page says managing their membership through Graph needs RoleManagement.ReadWrite.Directory, while the PIM for Groups request pages name only the AzureADGroup permissions (research gaps, row 53).
The tests
Pester 5 under PowerShell 7. This chapter’s are the 40 in tests/PimForGroups.Tests.ps1: 10 for Microsoft’s samples as published, and 30 for the module (calls and permissions, refused calls and hosts, paging with page sizes of 1, 2 and 50, each finding, the plan’s order and its empty result once the tenant matches, the dry run, -Apply against the fake, each guard, and the entry script’s manifest). The kit’s 330 tests pass, with no module, tenant or network.
[bookmark: _Toc00001122]Illustrative code
The commands below send Microsoft’s pinned requests to a fake, and run the example against a fictional tenant served by the same fake. They show what the code does, not that a tenant accepts the same requests. Review the code and the plan, and run Lab 2 in a test tenant, before -Apply touches production.
[bookmark: _Toc00001123]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Run Microsoft's samples against the fake
Invoke-Pester -Path tests/PimForGroups.Tests.ps1 -FullNameFilter '*as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount

# Step 2: Send Learn's Example 1 yourself
Import-Module ./powershell/PimGroups/PimGroups.psm1
. ./tests/PimForGroupsSampleHarness.ps1
$learn = Get-PgLearnRequest -Page eligibility
$learn[0].Title; $learn[0].Body.accessId
(Invoke-PgLearnRequest -Request $learn[0] -Fixture tests/fixtures/ch05/tenant.json -Policy).Status

# Step 3: List the permissions
(Get-PaPgRequiredPermission -Task pim-groups-read).GraphPermissions -join ', '

# Step 4: Plan against the fictional tenant, as a dry run
./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups

# Step 5: Read the findings
Get-Content out/pim-groups/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object

# Step 6: Read the diff
Get-Content out/pim-groups/diff.txt
(Get-Content out/pim-groups/plan.json -Raw | ConvertFrom-Json).Permissions -join ', '

# Step 7: See a guard refuse
./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups-guard -MaxRemovals 2 -Apply

# Step 8: Apply to the fake
./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups-apply -Apply
./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups-apply -Apply -ActivationGateChecked

# Step 9: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Run Microsoft’s samples against the fake:
· Invoke-Pester -Path tests/PimForGroups.Tests.ps1 -FullNameFilter '*as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 10, FailedCount 0.
1. Send Learn’s Example 1 yourself:
· Import-Module ./powershell/PimGroups/PimGroups.psm1
. ./tests/PimForGroupsSampleHarness.ps1
$learn = Get-PgLearnRequest -Page eligibility
$learn[0].Title; $learn[0].Body.accessId
(Invoke-PgLearnRequest -Request $learn[0] -Fixture tests/fixtures/ch05/tenant.json -Policy).Status
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Example 1: An admin creates an eligible group ownership request for a principal, then member, then 400 Bad Request from the fake: the schedule ended at 2023-02-07T19:56:00.0000000Z, before the fake's clock.
1. List the permissions:
· (Get-PaPgRequiredPermission -Task pim-groups-read).GraphPermissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Group.ReadBasic.All, PrivilegedAssignmentSchedule.Read.AzureADGroup, PrivilegedEligibilitySchedule.Read.AzureADGroup, RoleManagementPolicy.Read.AzureADGroup. Nothing ends in ReadWrite.
1. Plan against the fictional tenant, as a dry run:
· ./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups
· PIM for Groups: 11 Finding, 3 Warn, 0 Info
Plan: 10 change(s) (3 assignment, 2 eligibility, 5 policy rule)
Guards: all passed
Activation gate: the plan selects an authentication context; -Apply also needs -ActivationGateChecked
Dry run: nothing sent. Review diff.txt and plan.json, then rerun with -Apply
Written to out/pim-groups (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the findings:
· Get-Content out/pim-groups/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· On PRV-T0-PrivRoleAdmin: a permanent active member, ben.ops, whom the file doesn’t grant (PA-PG-06 and PA-PG-09); an eligible owner, cara.cloud, with no active owner (PA-PG-07 and PA-PG-09); and a member policy that activates without approval, for 8 hours instead of 4, and with MFA instead of the authentication context c1 (four PA-PG-08: the duration, the enablement rules, the context and the approval). Every other policy in the fixture already selects c1. On PRV-T1-AzureOwner-SubWorkload: the group Helpdesk-Admins-Legacy nested as an eligible member (PA-PG-05 and PA-PG-09), an owner policy that doesn’t require eligibility to expire (PA-PG-08), and a Warn because the group isn’t role-assignable (PA-PG-02). Two Warns for groups the file doesn’t list (PA-PG-09). Cara’s activated membership of the Azure group isn’t reported: it’s an activation, not standing state.
1. Read the diff:
· Get-Content out/pim-groups/diff.txt
(Get-Content out/pim-groups/plan.json -Raw | ConvertFrom-Json).Permissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Five policy rule changes (~), three of them the member policy of PRV-T0-PrivRoleAdmin moving from MFA to c1, Eve’s membership extended from December 31 to April 28 and Ben granted membership of PRV-T1-ExchangeAdmin on CHG-1005, then three removals (-). The plan needs PrivilegedAssignmentSchedule.ReadWrite.AzureADGroup, PrivilegedEligibilitySchedule.ReadWrite.AzureADGroup, RoleManagementPolicy.ReadWrite.AzureADGroup.
1. See a guard refuse:
· ./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups-guard -MaxRemovals 2 -Apply
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Refusing to apply: PA-PG-G6: 3 removals is more than 2; review them and rerun with a higher -MaxRemovals. Nothing is sent.
1. Apply to the fake:
· ./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups-apply -Apply
./Invoke-PaPimGroups.ps1 -Cloud gcc -FixturePath tests/fixtures/ch05/tenant.json `
    -DesiredPath tests/fixtures/ch05/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath out/pim-groups-apply -Apply -ActivationGateChecked
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The first command stops before any write: The plan sets an authentication context: confirm its Conditional Access policy is On (Chapter 03), then pass -ActivationGateChecked. The second prints the same first three lines, then Applied: 10 sent, 0 failed. The fake records the requests and doesn’t change its tenant.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, and each row of the gap table seen with your own eyes.
When you’re done, delete out:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/05-10.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001124]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID P2 or Governance licenses and fictional people, never production. The lab changes PIM settings and group membership, so it ends by removing what it made. Learn says a group can’t be taken back out of PIM once onboarded,3 so use groups made for the lab. Work in examples/privileged-access. You’ll replace: <tenant-id> (the test tenant’s ID), <reader-app-id>, <writer-app-id> and <thumbprint> (the two apps from step 2 and the certificate’s thumbprint; if each app has its own certificate, use its thumbprint), <lab-group-id> and <approvers-group-id> (the groups from step 1), <user1-object-id>, <user1-upn>, <user2-object-id> and <user2-upn> (the two test users), <end-date-1> and <end-date-2> (their end dates, as yyyy-MM-dd, within 180 days) and <ticket-1> and <ticket-2>.
Every command in Lab 2
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Make the lab groups by hand
@'
{
  "approverGroups": { "T1": "<approvers-group-id>" },
  "groups": [
    {
      "displayName": "PRV-T1-LabTest",
      "id": "<lab-group-id>",
      "tier": "T1",
      "holds": "entraRole",
      "member": {
        "active": [],
        "eligible": [
          { "principalId": "<user1-object-id>", "principalName": "<user1-upn>", "principalType": "user", "endDateTime": "<end-date-1>T00:00:00Z", "ticket": "<ticket-1>" },
          { "principalId": "<user2-object-id>", "principalName": "<user2-upn>", "principalType": "user", "endDateTime": "<end-date-2>T00:00:00Z", "ticket": "<ticket-2>" }
        ]
      },
      "owner": { "active": [], "eligible": [] }
    }
  ]
}
'@ | Set-Content prv-groups.json

# Step 3: Plan as the reader
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id>

# Step 3: Plan as the reader
Get-Content out/pim-groups-test/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object
Get-Content out/pim-groups-test/diff.txt

# Step 4: Apply as the writer
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id> -Apply -ActivationGateChecked

# Step 5: Rerun the plan
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id>

# Step 5: Rerun the plan
$d = Get-Content prv-groups.json -Raw | ConvertFrom-Json
$d.groups[0].member.eligible = @($d.groups[0].member.eligible | Select-Object -First 1)
$d | ConvertTo-Json -Depth 6 | Set-Content prv-groups.json
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id> -Apply

# Step 6: Back it out
$d = Get-Content prv-groups.json -Raw | ConvertFrom-Json
$d.groups[0].member.active = @(); $d.groups[0].member.eligible = @()
$d | ConvertTo-Json -Depth 6 | Set-Content prv-groups.json
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id> -Apply

# Step 6: Back it out
Remove-Item -Recurse -Force out/pim-groups-test
1. Make the lab groups by hand. As a Privileged Role Administrator, create a role-assignable security group PRV-T1-LabTest and a security group PIM-Approvers-T1 with two test approvers, as Learn’s procedure describes.30 Put their IDs, and two test users with end dates within 180 days and tickets, in your own prv-groups.json, in the shape of tests/fixtures/ch05/inputs/prv-groups.json:
· @'
{
  "approverGroups": { "T1": "<approvers-group-id>" },
  "groups": [
    {
      "displayName": "PRV-T1-LabTest",
      "id": "<lab-group-id>",
      "tier": "T1",
      "holds": "entraRole",
      "member": {
        "active": [],
        "eligible": [
          { "principalId": "<user1-object-id>", "principalName": "<user1-upn>", "principalType": "user", "endDateTime": "<end-date-1>T00:00:00Z", "ticket": "<ticket-1>" },
          { "principalId": "<user2-object-id>", "principalName": "<user2-upn>", "principalType": "user", "endDateTime": "<end-date-2>T00:00:00Z", "ticket": "<ticket-2>" }
        ]
      },
      "owner": { "active": [], "eligible": [] }
    }
  ]
}
'@ | Set-Content prv-groups.json
1. Register two apps with certificates. The reader gets the four permissions from Lab 1, step 3. The writer gets those four and the three from Lab 1, step 6. Grant admin consent. Nothing else. For each app:
64. Open Entra ID > App registrations > New registration, name the app and select Register.
64. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
64. Open API permissions > Add a permission > Microsoft Graph > Application permissions and select Group.ReadBasic.All, PrivilegedAssignmentSchedule.Read.AzureADGroup, PrivilegedEligibilitySchedule.Read.AzureADGroup and RoleManagementPolicy.Read.AzureADGroup; for the writer, also PrivilegedAssignmentSchedule.ReadWrite.AzureADGroup, PrivilegedEligibilitySchedule.ReadWrite.AzureADGroup and RoleManagementPolicy.ReadWrite.AzureADGroup. Select Add permissions, then Grant admin consent for your tenant.
1. Plan as the reader:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id>
· Check two things in the run: the group rows carry isAssignableToRole (research gaps, row 52), and no PA-PG-08 Warn says a policy wasn’t read. The plan should show the policy rules and two grants.
· Get-Content out/pim-groups-test/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object
Get-Content out/pim-groups-test/diff.txt
1. Apply as the writer. Review diff.txt. The lab group’s policies select c1, so first confirm that the test tenant’s PIM-Activation-c1 policy is On (Chapter 03, Lab 2); -ActivationGateChecked is your statement that it is. Then sign in as the writer and apply:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <writer-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id> -Apply -ActivationGateChecked
· Then open ID Governance > Privileged Identity Management > Groups > PRV-T1-LabTest and compare the member settings and assignments with the file. Record whether each request succeeded with the AzureADGroup permissions alone (research gaps, row 53) and whether the v1.0 rule update on the Group_ policy took effect (row 55).
1. Rerun the plan. It should report Plan: 0 change(s).
· ./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id>
· Then remove one user from the file and apply: the adminRemove request has no scheduleInfo (research gaps, row 51); record the result. The first three lines keep only the first user:
· $d = Get-Content prv-groups.json -Raw | ConvertFrom-Json
$d.groups[0].member.eligible = @($d.groups[0].member.eligible | Select-Object -First 1)
$d | ConvertTo-Json -Depth 6 | Set-Content prv-groups.json
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id> -Apply
1. Back it out. Empty both lists in your file and apply, so no schedule remains:
· $d = Get-Content prv-groups.json -Raw | ConvertFrom-Json
$d.groups[0].member.active = @(); $d.groups[0].member.eligible = @()
$d | ConvertTo-Json -Depth 6 | Set-Content prv-groups.json
./Invoke-PaPimGroups.ps1 -Cloud gcc -DesiredPath prv-groups.json -OutputPath out/pim-groups-test -TenantId <tenant-id> -Apply
· Delete PRV-T1-LabTest and PIM-Approvers-T1 (a role-assignable group is soft-deleted and can be restored for 30 days2), remove the permissions, delete both apps and their certificates, and delete out/pim-groups-test: it names the tenant’s privileged holders.
· Remove-Item -Recurse -Force out/pim-groups-test
[bookmark: _Toc00001125]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	Role-assignable groups
	isAssignableToRole set only at creation; immutable; at most 500 per tenant; assigned membership only; no group members; Privileged Role Administrator to create; Privileged Authentication Administrator to change members’ and owners’ credentials; P1, and P2 for PIM
	Entra ID Governance in GCC, GCC High and DoD
	GA
	2 15

	PIM for Groups
	Membership and ownership; two policies per group; not for dynamic or on-premises groups; role-assignable not required, but recommended for sensitive groups
	Same
	GA
	1

	Last active owner
	Can’t be removed; an activated owner’s deactivation is retried for up to 30 days, then stops
	—
	—
	1

	Nesting
	No group as an active member of a role-assignable group; a group can be an eligible member
	—
	—
	1 2

	Service principals
	Can’t be eligible for PIM for Groups; time-limited active is allowed; nesting groups in PIM for Groups isn’t recommended
	—
	—
	20

	Onboarding
	Automatic on the first schedule request or policy update; policy IDs change; no offboarding
	—
	—
	3

	Eligible membership
	Not in the group’s members relationship until activated
	—
	—
	3

	Activation length
	At most 8 hours (Graph overview); 1 to 24 hours (settings page)
	—
	—
	3 21

	Reauthentication on activation
	With an authentication context: sign-in frequency Every time on its Conditional Access policy; a 10-minute window across Microsoft Entra roles, Azure resource roles and PIM for Groups
	—
	GA in the release notes (April 2026); public preview in the deployment plan; treated as preview
	22 23 24

	Approvers
	No default approvers; select at least two; can’t approve their own requests; service principals can’t approve; 24 hours to approve
	—
	—
	21 25

	Create eligibilityScheduleRequest
	POST .../group/eligibilityScheduleRequests; PrivilegedEligibilitySchedule.ReadWrite.AzureADGroup; Privileged Role Administrator for role-assignable groups
	L4 and L5
	v1.0
	7

	Create assignmentScheduleRequest
	POST .../group/assignmentScheduleRequests; PrivilegedAssignmentSchedule.ReadWrite.AzureADGroup
	L4 and L5
	v1.0
	8

	List eligibilitySchedules, assignmentSchedules
	$filter on groupId or principalId required; PrivilegedEligibilitySchedule.Read.AzureADGroup, PrivilegedAssignmentSchedule.Read.AzureADGroup
	L4 and L5
	v1.0
	4 5

	List roleManagementPolicyAssignments (groups)
	scopeId the group, scopeType Group, roleDefinitionId member or owner; RoleManagementPolicy.Read.AzureADGroup
	L4 and L5
	v1.0
	6

	Update unifiedRoleManagementPolicyRule (groups)
	PATCH /policies/roleManagementPolicies/{id}/rules/{id}; RoleManagementPolicy.ReadWrite.AzureADGroup; @odata.type required in the body; 17 rules per policy
	—
	v1.0
	9 10 31

	isValidationOnly
	On both request types; documented for checking an activation before submitting it
	—
	v1.0
	32

	List groups
	Learn’s least-privileged column: Group-NestingSupport.ReadWrite.All; read-only alternative Group.ReadBasic.All
	—
	v1.0
	29

	Create group
	Group.Create (application); RoleManagement.ReadWrite.Directory to set isAssignableToRole
	—
	v1.0
	28 27

	Graph hosts
	graph.microsoft.com (worldwide and GCC), graph.microsoft.us (GCC High), dod-graph.microsoft.us (DoD)
	—
	—
	14



Where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· Activation length. Eight hours in the Graph overview, 24 in the settings page. The code caps at eight (research gaps, row 54).
· v1.0 or beta. The PIM for Groups API pages are v1.0. The Update rules how-to says PIM for Groups is beta only, and the PIM for Groups settings page shows a beta request.10 21 The deployment plan still links PIM for Groups as a preview.20 The code uses v1.0 (research gaps, row 55).
· Permissions for role-assignable groups. RoleManagement.ReadWrite.Directory on the role-assignable groups page; the AzureADGroup permissions on the PIM for Groups pages. The code declares the latter and Lab 2 checks it (research gaps, row 53).
· Creating a role-assignable group. visibility Hidden or Private (the group resource page gives both26), and whether it can have owners, differ across three pages; Learn’s own PowerShell for it signs in with Group.ReadWrite.All only.30 The code declares both Group.Create and RoleManagement.ReadWrite.Directory (research gaps, row 56).
· The rule cmdlet. Update-MgPolicyRoleManagementPolicyRule lists only the Directory permissions and no application support, while the API page lists RoleManagementPolicy.ReadWrite.AzureADGroup for applications.33 9 The code calls the REST API (research gaps, row 59).
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The PRV groups’ file, the check and the plan are the evidence for the plan’s task A2.1. Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.34
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s samples, and Learn’s Example 1 sent by hand, run against the fake, and the kit’s own code passes its tests: Lab 1, steps 1, 2 and 9 (Invoke-Pester, Invoke-PgLearnRequest)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	Reading needs four read permissions and nothing that writes: Lab 1, step 3 (Get-PaPgRequiredPermission -Task pim-groups-read)
	AC-6, least privilege for the identity that reads
	KSI-IAM-ELP
	Identity engineering, with the app’s consent record

	What a run would change, as a diff and as the exact requests, with nothing sent: diff.txt and plan.json from Lab 1, step 4
	CM-3, configuration change control: the change is reviewed before it is made
	KSI-CMT-LMC, KSI-CMT-RMV
	The pull request, with the diff attached

	Every PRV group is named for its tier, role-assignable, assigned rather than dynamic or synchronized, holds no group, and has no eligible service principal: PA-PG-01, 02, 03 and 05 in findings.json, Lab 1, step 5
	AC-6(5), privileged accounts restricted to defined roles; MS.AAD.7.5v1, highly privileged roles provisioned only through a PAM system (BOD 25-01);35 the naming rule is design guidance
	KSI-IAM-JIT
	The ISSO

	Every grant has an end and a ticket, Tier 0 groups have no owners, Tier 0 and Tier 1 activation needs approval, and no group approves itself: PA-PG-06, 07 and 08 in findings.json
	AC-6, least privilege in time; AC-5, separation of duties; MS.AAD.7.4v1, no permanent active assignment to a highly privileged role (BOD 25-01)35
	KSI-IAM-JIT
	The ISSO

	A schedule the file doesn’t grant, and a privileged group the file doesn’t list: PA-PG-09 in findings.json
	AC-2, account management: access nobody reviewed is found
	KSI-IAM-JIT
	The ISSO

	The write permissions a run needs are exactly those of its own operations: Lab 1, step 6, diff.txt and the Permissions list in plan.json
	AC-6 for the identity that applies; CM-3
	KSI-IAM-ELP, KSI-CMT-LMC
	Identity engineering

	A plan with more removals than allowed is refused before anything is sent: Lab 1, step 7, Refusing to apply: PA-PG-G6
	CM-3: an unsafe change is stopped (the guards are design guidance)
	KSI-CMT-LMC
	The repository’s test runs

	An apply refuses to select c1 without a person’s statement that its policy is On, then sends each request in order and records the result: Lab 1, step 8, the refusal, then results.json and manifest.json in out/pim-groups-apply
	CM-3, approved changes implemented and recorded
	KSI-CMT-LMC
	The ISSO, beside the files the manifest lists

	The groups are made by hand by a Privileged Role Administrator, so the pipeline’s app never holds RoleManagement.ReadWrite.Directory, and the reviewed file names each holder with an end date and a ticket: Lab 2, step 1, prv-groups.json
	AC-6 and AC-6(5) (keeping the permission off the pipeline is design guidance)
	KSI-IAM-ELP, KSI-IAM-JIT
	Identity engineering, in the repository

	A live plan of the test tenant, as the reader app: Lab 2, step 3, out/pim-groups-test/findings.json and diff.txt
	CM-3
	KSI-CMT-LMC
	Identity engineering

	The writer applies the reviewed diff: Lab 2, step 4, results.json and manifest.json
	CM-3; AC-5, a reader and a writer that are different identities
	KSI-CMT-LMC, KSI-IAM-JIT
	The ISSO

	A second plan finds nothing to change, and removing a holder from the file removes the grant: Lab 2, step 5, Plan: 0 change(s), then the apply’s results.json
	CM-4(2), verification of controls after the change; AC-2, accounts removed according to policy
	KSI-CMT-VTD, KSI-IAM-JIT
	The ISSO

	The back-out empties the file and applies it, so no schedule remains, and the lab folder is deleted: Lab 2, step 6
	CM-3: the rollback is a recorded change
	KSI-CMT-RMV
	Identity engineering


KSIs are FedRAMP 20x indicators for cloud service providers.36 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
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	Danger
	What happens
	The guard

	A sample copied as published
	An ownership grant becomes a membership, or a 2023 date fails, or is edited by hand
	Requests come from the file; tests pin the sample’s mismatches

	A change made in the admin center or the groups API
	The tenant drifts from the file and nobody reviews it
	Every run reads first; PA-PG-09 and a removal in the plan

	Approval dropped on a T0 or T1 group
	A less-privileged admin who can reset a member’s credentials activates on their behalf, the case Learn warns about2
	PA-PG-08; guard G1

	A permanent member or owner
	Standing privilege through the group
	PA-PG-06; guard G2

	Eligible owner, no active owner
	The owner activates and can’t be deactivated
	PA-PG-07; guard G4

	A group nested in a PRV group
	Its people hold the role and the review shows a group
	PA-PG-05; guard G5

	A truncated or wrong file
	The plan removes everyone
	Removals come last; guard G6 stops more than five

	A non-role-assignable group used for a role
	It can’t hold the role, and can’t be converted
	PA-PG-02 Finding; the plan creates groups as role-assignable

	The 500-group limit
	New PRV groups can’t be created
	PA-PG-04 Warn at 450

	A pipeline app with RoleManagement.ReadWrite.Directory
	It can assign any directory role
	Group creation is planned, not routinely applied; the plan lists only its own permissions

	Names in output
	diff.txt and findings.json name privileged holders
	Treat the run folder as evidence; delete lab copies
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· prv-groups.json passes Test-PaPrvGroupConfig with no Finding, and every entry has an end date and a ticket.
· Every PRV group that holds an Entra role is role-assignable, and no PRV group is dynamic or synchronized.
· No group and no eligible service principal is a member or owner of a PRV group, and no T0 group has an owner.
· Member and owner policies match prv-group-policy.json: approval by the tier’s approver group for T0 and T1, activation no longer than 8 hours, expiration required, and the authentication context c1 on activation, set only after PIM-Activation-c1 is On.
· Each approver group has at least two members, and none of them is approving their own group.
· The latest plan was reviewed by someone other than its author before -Apply, and a rerun shows no changes.
· The reader app holds exactly the four read permissions; the writer holds those and only the write permissions the plan lists.
· The pinned pages match their manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001130]Chapter 06 — PIM for Azure Resources
An Owner who never has to activate is an Owner an attacker never has to wait for. In Azure the fix is the same as in Entra: eligible, time-bound, approved. The difference is that every scope keeps its own rules.
[bookmark: _Toc00001131]In this chapter
The code behind the project plan’s task A3.2, “Azure privileged roles eligible through PIM; three subscription owners at most.” You start with Learn’s walkthroughs for the PIM for Azure resources REST API and Microsoft’s own request and response examples for it, which the repository keeps as a pinned copy, and you replay the examples through the code against a fake Resource Manager. Then you build PaAzurePim in examples/privileged-access for what they leave to you: role settings by tier at every scope, eligible assignments as a reviewed file, standing Owner, Contributor and User Access Administrator found and converted, and a plan that is a dry run until you say -Apply. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test subscription. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001132]Narrated tour
Watch the video: Building Privileged Access, Chapter 06 — PIM for Azure Resources: narrated tour (12 minutes)
Deck · Narrated deck (about 12 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can hold PIM for Azure resources as code. A reviewed JSON file says which scopes are governed, which roles, the settings for each tier, who is eligible, and which standing assignments are allowed and who owns each one. The code reads the estate through Resource Manager, prints a diff, writes the requests it would send, and sends them only when you run it again with -Apply. You can say, for each rule in the code, whether it is Microsoft’s contract, Microsoft’s sample, or the program’s own design.
Audience. Platform engineers who own the Azure management group hierarchy, and the identity engineers and ISSOs who review their changes. You should read PowerShell 7 and know what an Azure role assignment and a scope are. Chapter 01’s “The rows” section and Lab 1’s Azure scopes are the read this chapter builds on. You don’t need a subscription until Lab 2.
[bookmark: _Toc00001134]The context the code depends on
PIM for Azure resources isn’t in Microsoft Graph. Learn says PIM for Microsoft Entra roles and PIM for Groups are managed through Graph, and PIM for Azure resources through Azure Resource Manager, with no Graph permissions at all: the caller needs at least Owner or User Access Administrator on the resource it administers.1 The same page calls this third iteration of the PIM APIs the final one, generally available for Azure resources, and says the older /beta/privilegedAccess/azureResources endpoint is deprecated and stops returning data on October 28, 2026.1 By that date, code written against the old endpoint no longer gets data; Learn’s page still says “will stop”, so check it before you rely on this. This chapter uses only the current one.2
Three resource types under Microsoft.Authorization do the work:
	Resource
	What it does
	Call

	roleEligibilityScheduleRequests
	Creates or removes an eligible assignment (AdminAssign, AdminRemove)
	PUT {scope}/providers/Microsoft.Authorization/roleEligibilityScheduleRequests/{guid}3

	roleAssignmentScheduleRequests
	Creates or removes an active assignment, or activates an eligible one
	PUT {scope}/providers/Microsoft.Authorization/roleAssignmentScheduleRequests/{guid}4

	roleManagementPolicies
	The role settings: activation length, approval, justification, ticket, authentication context, how long assignments may last
	PATCH {scope}/providers/Microsoft.Authorization/roleManagementPolicies/{guid}5 6


The schedules a request produces are read back from roleEligibilitySchedules and roleAssignmentSchedules, the two lists Chapter 01’s inventory already reads.1 Learn’s walkthroughs give the scope forms for a management group (providers/Microsoft.Management/managementGroups/{name}), a subscription and a resource group.3
The API version is 2020-10-01. Learn’s list of Azure RBAC API versions marks 2020-10-01 as the generally available release of every PIM resource type: role assignment and eligibility schedule requests, schedules and instances, eligible child resources, and role management policies and their assignments. The only later stable version, 2022-04-01, made role assignment conditions GA and lists no PIM change.7 The template reference also lists preview versions of roleEligibilityScheduleRequests (2022-04-01-preview, 2024-02-01-preview, 2024-09-01-preview);8 the code doesn’t use them. Learn’s own PIM how-to for assigning Azure roles through Resource Manager still shows 2020-10-01-preview in its sample request.9 The two pages differ; the code follows the stricter one, the GA version, and calls-ch06.json pins it (research gaps, row 64).
Policies don’t inherit. Learn says role settings are defined per role and per resource, and settings at a subscription aren’t inherited by a resource group under it.10 So the desired state lists every scope it governs, and the code reads and sets each role’s policy at each of them. A resource group left out of the file keeps whatever settings it has.
Who can be eligible. Learn says you can make users eligible but not applications, service principals or managed identities, because they can’t perform the activation steps, and that users with eligible or time-bound assignments need a valid license (Microsoft Entra ID P2 or Microsoft Entra ID Governance).11 So a standing Contributor held by a deployment pipeline can’t be converted. The code reports it and leaves it alone.
What counts as privileged. Learn’s privileged administrator roles are Owner, Contributor, Reservations Administrator, Role Based Access Control Administrator and User Access Administrator.12 This chapter governs three, Owner, Contributor and User Access Administrator, the Azure roles in Book 04, Chapter 04’s placements and the program’s scope (the project plan names subscription owners and Azure privileged roles), and the desired state can add the others by role definition ID. Microsoft’s best practice is at most three subscription owners.13
Which cloud, for these calls
The target estate is Microsoft 365 GCC (Moderate) with commercial Azure. GCC uses the worldwide endpoints: sign-in at login.microsoftonline.com, Graph at graph.microsoft.com, and Resource Manager at management.azure.com, which is the host for every call in this chapter. GCC High and DoD use their own Graph hosts, and their Azure subscriptions are in Azure Government, whose Resource Manager host is management.usgovcloudapi.net.14 15 Microsoft Entra ID P1 and P2 for GCC are hosted in the Azure commercial environment,16 and Microsoft Entra ID Governance, which PIM needs, is available in GCC, GCC High and DoD.17 No Learn page read for this chapter states the PIM Resource Manager API’s availability in Azure Government in so many words (research gaps, row 65). The code takes the cloud as a required parameter, with no default, uses Chapter 01’s cloud table, and refuses a desired-state file written for another cloud.
[bookmark: _Toc00001135]Start with Microsoft’s sample
What Microsoft gives you
Learn has three walkthroughs for this API, one per job: Use Azure PIM to manage eligible access with the REST API, Use Azure PIM to manage active access with the REST API, and Use Role Management Policies to manage rules for each role within each resource.3 4 5 Together they show how to list schedules with a scope and a filter, grant and remove an eligible assignment, grant and remove an active one, activate and deactivate, list a role’s policy with $filter=roleDefinitionId eq '{scope}/providers/Microsoft.Authorization/roleDefinitions/{id}', and patch its rules. They name the five rule types (enablement, expiration, notification, approval and authentication context), say you never create a policy because every role at every resource has a default one, and list the errors a request returns when it breaks a rule, such as ExpirationRule and JustificationRule.5 3
The walkthroughs’ source isn’t in a public Microsoft repository, so the pages can’t be pinned and checked. Microsoft’s request and response examples for the same calls are: they live in Azure/azure-rest-api-specs beside the API definition, and the Learn REST reference renders them on each operation’s page.6 No Azure-Samples repository for PIM for Azure resources was found.
The pinned copy
The repository pins six of those examples, unmodified, in examples/third_party/azure-pim-rest-examples: list assignment schedules, list eligibility schedules, list role management policies, create an eligibility schedule request, create an assignment schedule request, and the partial policy PATCH, all for API version 2020-10-01, from commit 411fb22 (October 30, 2026), with the repository’s MIT license.18 snapshot.json records each file’s SHA-256, checked against the upstream git blob hashes, and a unit test checks them. The weekly source watch reports new commits to the examples folder. Updating the copy is a reviewed pull request.
tests/AzurePim.Tests.ps1 replays them. A stand-in Resource Manager answers each list with the example’s own response body, and the chapter’s code reads it as it would read a tenant. The write examples are compared field by field with what the code would send. Nothing signs in and nothing leaves the machine.
What it leaves to you
Replaying the examples, and reading them beside the walkthroughs, shows what they do and what they leave out. Every row is pinned by a test in tests/AzurePim.Tests.ps1.
	Microsoft’s sample, as published
	Why it matters
	What PaAzurePim adds

	Each list example is one page, filtered to one principal with assignedTo()
	An unfiltered list of a busy subscription spans pages; reading one misses holders
	Chapter 01’s Invoke-PaList follows nextLink on the cloud’s own host; page sizes of 1, 2 and 50 give the same state

	The eligibility example’s roleDefinitionId ends in the Contributor ID, while its expandedProperties.roleDefinition carries a different ID with the display name Contributor
	A reader that trusts the expanded object or the name can file a row under the wrong role
	Rows key on properties.roleDefinitionId and the role GUID, never on a display name

	The assignment example says assignmentType: Assigned but carries a linkedRoleEligibilityScheduleId and an eight-hour end
	It is the activation the active-access walkthrough creates;4 read naively it looks like an assignment
	A schedule linked to an eligibility is Activated, never standing

	The examples address the scope as providers/Microsoft.Subscription/subscriptions/{id}; the walkthroughs use subscriptions/{id}; responses return /subscriptions/{id}
	Two forms of one scope make diffs and de-duplication fail
	The walkthrough’s form, the one responses use; any other form is refused

	The AdminAssign example makes Contributor eligible for 365 days, with an attribute condition and no justification
	A year is longer than any tier allows; a missing justification fails a policy that requires one
	Duration from the tier (90 days for Tier 0, 180 for Tier 1, from Appendix B); a justification on every request; no condition on a privileged administrator role

	The policy PATCH example sends two rules, one of them an email notification to a fixed address
	It shows partial patches work; it says nothing about which rules a program should own
	Seven managed rules compared with the tier’s settings; a PATCH carries only the rules that differ, each with its id, ruleType and target as read

	Every example shows one subscription
	Settings don’t inherit,10 so a resource group under a governed subscription keeps the defaults
	Each role’s policy read and set at every scope in the desired state

	Nothing finds standing assignments or converts them
	Standing Owner is the state the project exists to remove
	PA-AZ-01 to PA-AZ-06; eligible replacement first, then AdminRemove; service principals, root elevation and the caller left alone, with the reason

	Each write is a request you send by hand
	Nothing to review before it lands
	A plan and a diff, a dry run by default, and writes only through an apply client with -Apply

	Every request goes to management.azure.com
	Right for GCC; wrong for GCC High and DoD
	The host comes from the cloud table


The verdict. Use Learn’s walkthroughs as the procedure and the examples as the contract for request and response shapes. Don’t drive the estate from them: they make one change at a time, at one scope, with nothing to review first.
[bookmark: _Toc00001136]The code: PaAzurePim in examples/privileged-access
examples/privileged-access gains another module for this chapter, powershell/PaAzurePim/PaAzurePim.psm1, with its own call list config/calls-ch06.json, entry script Invoke-PaAzurePim.ps1, tests and fixtures. The notes are in docs/ch06.md.
What it builds on
The module imports Chapter 01’s PrivilegedAccess module and changes nothing in it. It uses four of its functions:
· Get-PaCloud for the hosts, with no default cloud;
· Get-PaTierMap and Get-PaAzureTier for each row’s tier, by role and scope, with the desired state’s control-plane subscriptions added (Book 04, Chapter 04’s placements, Design guidance);
· Invoke-PaList for every read. A PaAzurePim client has the same shape as Chapter 01’s reader, so every GET is declared, paged to the end, recorded, and refused if it isn’t a GET or isn’t on the cloud’s host.
What it adds
A call list with two tasks. azure-pim-read holds the three lists. azure-pim-apply adds the two PUTs and the PATCH. Each call names its least-privileged Azure role and the Learn page that states it:
	Call
	Method
	Least-privileged role
	Why

	Role assignment schedules, list for scope
	GET
	Reader
	Needs Microsoft.Authorization/roleAssignments/read, which every built-in role has4

	Role eligibility schedules, list for scope
	GET
	Reader
	The same action3

	Role management policies, list for scope
	GET
	Reader
	The same action5

	Role eligibility schedule request, create
	PUT
	User Access Administrator
	Needs Microsoft.Authorization/roleAssignments/write; “only Owner and User Access Administrator” of the built-in roles3

	Role assignment schedule request, create (AdminRemove only)
	PUT
	User Access Administrator
	The same4

	Role management policy, update
	PATCH
	User Access Administrator
	Owner or User Access Administrator manages role settings;10 the action is Microsoft.Authorization/roleManagementPolicies/write19


User Access Administrator is the narrower of the two roles Learn names: it holds */read and Microsoft.Authorization/*, while Owner can also change every resource.12 Role Based Access Control Administrator holds roleAssignments/write too, and Learn’s general role-assignment pages offer it as the least-privileged way to assign roles,12 but the PIM walkthroughs and the PIM APIs page name only Owner and User Access Administrator.3 1 The code follows the stricter statement and declares User Access Administrator (research gaps, row 62). Get-PaAzRequiredRole returns the union for a task, so the dry run needs Reader and the apply needs User Access Administrator, and the manifest says which.
A desired state. Read-PaAzDesiredState loads the reviewed file and refuses what Learn or the program rules out: a service principal as an eligible holder,11 an activation outside 1 to 24 hours,10 approval with no approver group, the root scope, and an authentication context before its Conditional Access policy is confirmed. That last guard is Learn’s advice: create and enable the Conditional Access policy for the authentication context before you set it in PIM.10 The authentication context c1 and its policy are Chapter 03’s. The settings per tier follow Book 04, Appendix B: four hours of activation for Tier 0 and eight for Tier 1, approval by PIM-Approvers-T0 or PIM-Approvers-T1, justification and a ticket on activation, MFA and justification on an active assignment, eligibility for at most 90 or 180 days, and no permanent active assignment. Design guidance for the values.
A read. Get-PaAzPimState reads, at each governed scope, both schedule lists and one policy per governed role, found with the walkthrough’s roleDefinitionId filter. Rows are de-duplicated by ID and inherited rows skipped, as in Chapter 01. A schedule is ActivePermanent only when it is Assigned, has no end, isn’t linked to an eligibility, and is direct.
A plan. New-PaAzPlan compares the two and lists operations in the order they must be sent:
1. Policy updates. For each scope and role, the seven managed rules (Expiration_Admin_Eligibility, Expiration_Admin_Assignment, Expiration_EndUser_Assignment, Enablement_Admin_Assignment, Enablement_EndUser_Assignment, AuthenticationContext_EndUser_Assignment and Approval_EndUser_Assignment) are compared with the tier’s settings. One PATCH carries only the rules that differ. Notification rules aren’t managed here.
1. New eligible assignments. Each declared eligibility the estate doesn’t hold, as AdminAssign with an AfterDuration expiration of the tier’s maximum and the declared justification.
1. Removal of standing assignments. Each standing Owner, Contributor or User Access Administrator held by a user or group, outside the exceptions, gets an eligible replacement in step 2 and an AdminRemove in step 3. Eligible first, so no holder loses the role before they can activate it.
The policies go first because a request that breaks the policy is refused: an eligibility longer than the rule allows fails with ExpirationRule.3 The fake enforces that too, and a test shows it.
Each request is named with a GUID derived from the run ID and the operation, so the dry run and the apply on the same day send exactly the requests the reviewer read. An eligibility the estate holds but the file doesn’t declare is reported (PA-AZ-04), never removed by the plan: removing access is its own reviewed change.
Findings. The plan reports what it found and what it won’t touch, and why:
	Rule
	Severity
	What it flags
	Source

	PA-AZ-01
	Finding (Info on the exceptions list)
	Standing Owner, Contributor or User Access Administrator outside the exceptions; an exception with no owner doesn’t count
	Learn: zero permanently active assignments except the emergency accounts;20 Design guidance for the exceptions

	PA-AZ-02
	Finding
	A standing assignment held by a service principal or managed identity
	Learn: they can’t be made eligible11

	PA-AZ-03
	Finding
	User Access Administrator at root scope (/)
	Learn: elevated access, to be removed when the task is done;21 Book 04 treats it as a Tier 0 event

	PA-AZ-04
	Warn
	An eligibility on a governed role not in the desired state, or one that never expires
	Design guidance (Appendix B bounds eligibility by tier)

	PA-AZ-05
	Finding
	A standing assignment held by the identity the plan runs as
	Design guidance: the apply needs it to finish; decide it last, from another session

	PA-AZ-06
	Finding
	More than three Owners on a subscription, eligible or active, after the plan
	Learn: at most three subscription owners13


The apply. Invoke-PaAzPlan is a dry run unless called with -Apply and a client built for azure-pim-apply. The live invoker, New-PaAzLiveInvoker, uses Invoke-AzRestMethod, refuses an Az session signed in to another cloud, and refuses any host but the cloud’s own. With -Apply, the entry script reads the estate again afterwards and writes what is still different to diff-after.txt. Every run writes state.json (including each policy’s rules as read, which is the back-out), plan.json, diff.txt, findings.json and manifest.json with the SHA-256 of each file and every request sent.
The tests
Pester 5 under PowerShell 7: 38 tests in tests/AzurePim.Tests.ps1, none needing a module, a tenant or a network:
· 6 on the call list and the client: one API version, GET only for reads, exactly Reader and User Access Administrator, the GCC and Azure Government hosts, a write refused by a read client, a name that isn’t a GUID refused.
· 6 replaying Microsoft’s examples, one for each row of the gap table above that the examples show.
· 4 on the read, 5 on the desired state, 10 on the plan, and 7 on the dry run, the apply against the fake, the fake’s policy and principal checks, and the entry script.
The kit runs 330 tests in all.
[bookmark: _Toc00001137]Illustrative code
The commands below replay Microsoft’s pinned examples against a stand-in, and run the example against a fictional estate served by a fake. They show what the code does, not that a tenant returns the same shapes or accepts the same requests. Review the code, and run Lab 2 in a test subscription, before it reads or writes a real one.
[bookmark: _Toc00001138]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access. The fixture estate has a management group (contoso-root), a workload subscription, a control-plane subscription and a resource group, rg-payroll. The identity that would run the apply is the fictional service principal sp-pim-automation, c3000000-0000-4000-8000-000000000003.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Replay Microsoft's examples
Invoke-Pester -Path tests/AzurePim.Tests.ps1 -FullNameFilter "*Microsoft's examples*" -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List the roles each task needs
Import-Module ./powershell/PaAzurePim/PaAzurePim.psm1
(Get-PaAzRequiredRole -Task azure-pim-read).AzureRoles -join ', '
(Get-PaAzRequiredRole -Task azure-pim-apply).AzureRoles -join ', '

# Step 3: Plan, as a dry run
./Invoke-PaAzurePim.ps1 -Cloud gcc -FixturePath tests/fixtures/ch06/estate.json -DesiredPath tests/fixtures/ch06/desired.json `
    -CallerPrincipalId c3000000-0000-4000-8000-000000000003 -OutputPath out/ch06 -RunId lab

# Step 4: Read the diff and the findings
Get-Content out/ch06/diff.txt | Where-Object { $_ -match '^[+-] ' }
(Get-Content out/ch06/diff.txt | Where-Object { $_ -match '^~ ' }).Count
Get-Content out/ch06/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -ne 'Warn' | Format-Table Rule, Severity, Role, Scope

# Step 5: Apply against the fake
./Invoke-PaAzurePim.ps1 -Cloud gcc -FixturePath tests/fixtures/ch06/estate.json -DesiredPath tests/fixtures/ch06/desired.json `
    -CallerPrincipalId c3000000-0000-4000-8000-000000000003 -OutputPath out/ch06-apply -RunId lab -Apply

# Step 6: See the code refuse
$read = New-PaAzClient -Cloud gcc -Task azure-pim-read -Invoke (New-PaAzFixtureInvoker -Path tests/fixtures/ch06/estate.json).Invoke
Invoke-PaAzWrite -Client $read -CallId azpim-policy-update -Bind @{ scope = '/subscriptions/11111111-1111-4111-8111-111111111111'; name = 'f6000000-0000-4000-8000-000000000004' } -Body @{} -Apply
ConvertTo-PaAzScope '/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payroll/providers/Microsoft.Web/sites/payroll'

# Step 7: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Replay Microsoft’s examples:
· Invoke-Pester -Path tests/AzurePim.Tests.ps1 -FullNameFilter "*Microsoft's examples*" -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 6, FailedCount 0, NotRunCount 32. Open the test file and read the second test: Microsoft’s own assignment example is an activation, though its assignmentType says Assigned.
1. List the roles each task needs:
· Import-Module ./powershell/PaAzurePim/PaAzurePim.psm1
(Get-PaAzRequiredRole -Task azure-pim-read).AzureRoles -join ', '
(Get-PaAzRequiredRole -Task azure-pim-apply).AzureRoles -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Reader, then Reader, User Access Administrator. Owner isn’t needed for anything.
1. Plan, as a dry run:
· ./Invoke-PaAzurePim.ps1 -Cloud gcc -FixturePath tests/fixtures/ch06/estate.json -DesiredPath tests/fixtures/ch06/desired.json `
    -CallerPrincipalId c3000000-0000-4000-8000-000000000003 -OutputPath out/ch06 -RunId lab
· Read: 9 assignment and 2 eligibility schedules, 12 policies at 4 scopes
Plan: 11 policy updates, 5 eligible assignments to add, 3 standing assignments to remove
Findings: 7 Finding, 2 Warn, 1 Info
Dry run: 19 requests written to plan.json, none sent. Review diff.txt, then rerun with -Apply.
Written to out/ch06 (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· out/ch06/manifest.json lists 23 requests, every one a GET.
1. Read the diff and the findings:
· Get-Content out/ch06/diff.txt | Where-Object { $_ -match '^[+-] ' }
(Get-Content out/ch06/diff.txt | Where-Object { $_ -match '^~ ' }).Count
Get-Content out/ch06/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -ne 'Warn' | Format-Table Rule, Severity, Role, Scope
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Five + eligible lines and three - active lines. Three of the eligible lines end in (converted): the standing User Access Administrator held by the group PRV-T0-UserAccessAdmin-Root at the management group (Tier 0, 90 days), a user’s standing Owner on the workload subscription, and a user’s standing Contributor on rg-payroll (Tier 1, 180 days). Each has its - active line. The other two are the declared groups PRV-T1-Owner-Workload and PRV-T1-Contributor-Payroll. Then 70 ~ policy lines, one per rule that changes; the control-plane subscription’s User Access Administrator policy is already at Tier 0 and isn’t touched. The findings: three PA-AZ-01 for the three conversions; PA-AZ-05 for sp-pim-automation’s own User Access Administrator; PA-AZ-03 for a user’s User Access Administrator at /; PA-AZ-02 for sp-deploy-pipeline’s standing Contributor; PA-AZ-01 as Info for sp-log-export, which is on the exceptions list with an owner; and PA-AZ-06, because the workload subscription would have four Owners. The two Warns are one user’s permanent eligibility for Owner, which the file doesn’t declare.
1. Apply against the fake:
· ./Invoke-PaAzurePim.ps1 -Cloud gcc -FixturePath tests/fixtures/ch06/estate.json -DesiredPath tests/fixtures/ch06/desired.json `
    -CallerPrincipalId c3000000-0000-4000-8000-000000000003 -OutputPath out/ch06-apply -RunId lab -Apply
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The same first three lines, then Applied: 19 requests sent; left to change after a fresh read: 0. The manifest lists 45 GETs, 11 PATCHes and 8 PUTs, in that order of kind: policies, then eligibility, then removals. The fake started from the file again, so nothing you ran here changed the fixture.
1. See the code refuse:
· $read = New-PaAzClient -Cloud gcc -Task azure-pim-read -Invoke (New-PaAzFixtureInvoker -Path tests/fixtures/ch06/estate.json).Invoke
Invoke-PaAzWrite -Client $read -CallId azpim-policy-update -Bind @{ scope = '/subscriptions/11111111-1111-4111-8111-111111111111'; name = 'f6000000-0000-4000-8000-000000000004' } -Body @{} -Apply
ConvertTo-PaAzScope '/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payroll/providers/Microsoft.Web/sites/payroll'
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Two errors: Undeclared call 'azpim-policy-update' for task 'azure-pim-read'; add it to config/calls-ch06.json with its role. and '/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payroll/providers/Microsoft.Web/sites/payroll' isn't a management group, subscription or resource group scope.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, 38 of them this chapter’s, every row of the gap table seen with your own eyes, and a plan you could hand a reviewer.
When you’re done, delete out:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/06-8.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001139]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud, with a test management group, subscription and resource group, never production, and fictional users and groups. Eligible users need Microsoft Entra ID P2 or Microsoft Entra ID Governance.11 Work in examples/privileged-access. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id>, <app-object-id> and <thumbprint> (the app’s application (client) ID, its service principal’s object ID and its certificate’s thumbprint), <test-mg-id>, <test-subscription-id> and <test-rg> (the test scopes), <t0-approver-group-id> and <t1-approver-group-id> (the two approver groups), and <eligible-group-id> and <eligible-group-name> (the group to be eligible).
Every command in Lab 2
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 2: Write the desired state
$d = Get-Content tests/fixtures/ch06/desired.json -Raw | ConvertFrom-Json
$d.scopes = @('/providers/Microsoft.Management/managementGroups/<test-mg-id>', '/subscriptions/<test-subscription-id>', '/subscriptions/<test-subscription-id>/resourceGroups/<test-rg>')
$d.controlPlaneSubscriptionIds = @()
$d.settings.T0.approverGroupId = '<t0-approver-group-id>'; $d.settings.T1.approverGroupId = '<t1-approver-group-id>'
$d.eligible = @([pscustomobject]@{ scope = '/subscriptions/<test-subscription-id>'; roleDefinitionId = '8e3af657-a8ff-443c-a75c-2fe8c4bcb635'
    principalId = '<eligible-group-id>'; principalType = 'Group'; name = '<eligible-group-name>'; justification = 'Lab: the test group activates Owner' })
$d.standingExceptions = @()
$d | ConvertTo-Json -Depth 6 | Set-Content desired-test.json

# Step 2: Write the desired state
$d.authenticationContextPolicyConfirmed = $false
foreach ($t in 'T0', 'T1') { $d.settings.$t.authenticationContext = $null }
$d | ConvertTo-Json -Depth 6 | Set-Content desired-test.json

# Step 3: Plan, live
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAzurePim.ps1 -Cloud gcc -DesiredPath desired-test.json -CallerPrincipalId <app-object-id> -OutputPath out/ch06-test-dry -TenantId <tenant-id>

# Step 4: Apply
./Invoke-PaAzurePim.ps1 -Cloud gcc -DesiredPath desired-test.json -CallerPrincipalId <app-object-id> -OutputPath out/ch06-test-apply -TenantId <tenant-id> -Apply
Get-Content out/ch06-test-apply/diff-after.txt

# Step 6: Back it out
Remove-Item -Recurse -Force out/ch06-test-*
1. Prepare the identity. Register an app in the tenant’s own cloud (for GCC, the worldwide Microsoft Entra admin center) with a certificate credential, or use a managed identity. It needs no Graph permission.1 Grant it Reader on each test scope.
79. Open Entra ID > App registrations > New registration, name the app and select Register.
79. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
79. In the Azure portal, on each test scope (the management group, the subscription and the resource group), open Access control (IAM) > Add > Add role assignment, select Reader, then on Members select the app, and Review + assign.
1. Write the desired state for the test scopes: two test groups for the approvers, a test group to be eligible, and one standing Owner assignment you create by hand on the test subscription for a test user, so there is something to convert. The command starts from the fixture’s file, keeps its tier settings, and puts in your scopes, approver groups and eligible group (Owner, 8e3af657-a8ff-443c-a75c-2fe8c4bcb635, on the test subscription), with no control-plane subscription and no standing exceptions:
· $d = Get-Content tests/fixtures/ch06/desired.json -Raw | ConvertFrom-Json
$d.scopes = @('/providers/Microsoft.Management/managementGroups/<test-mg-id>', '/subscriptions/<test-subscription-id>', '/subscriptions/<test-subscription-id>/resourceGroups/<test-rg>')
$d.controlPlaneSubscriptionIds = @()
$d.settings.T0.approverGroupId = '<t0-approver-group-id>'; $d.settings.T1.approverGroupId = '<t1-approver-group-id>'
$d.eligible = @([pscustomobject]@{ scope = '/subscriptions/<test-subscription-id>'; roleDefinitionId = '8e3af657-a8ff-443c-a75c-2fe8c4bcb635'
    principalId = '<eligible-group-id>'; principalType = 'Group'; name = '<eligible-group-name>'; justification = 'Lab: the test group activates Owner' })
$d.standingExceptions = @()
$d | ConvertTo-Json -Depth 6 | Set-Content desired-test.json
· If Chapter 03’s PIM-Activation-c1 policy doesn’t exist in the test tenant, clear authenticationContext from the settings rather than confirming it:
· $d.authenticationContextPolicyConfirmed = $false
foreach ($t in 'T0', 'T1') { $d.settings.$t.authenticationContext = $null }
$d | ConvertTo-Json -Depth 6 | Set-Content desired-test.json
1. Plan, live:
· Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAzurePim.ps1 -Cloud gcc -DesiredPath desired-test.json -CallerPrincipalId <app-object-id> -OutputPath out/ch06-test-dry -TenantId <tenant-id>
· Compare state.json with ID Governance > Privileged Identity Management > Azure resources in the admin center for each scope.10 Check the three things the fixture assumed: whether a list at the management group returns a root-scope assignment, and with which memberType (research gaps, row 66); that each policy list with the roleDefinitionId filter returns exactly one policy; and that each schedule appears once.
1. Apply. Give the app User Access Administrator on the test scopes, itself as a time-bound assignment of one day (Access control (IAM) > Add > Add role assignment, as in step 1). Then apply, to a new output path, and print diff-after.txt, which should be empty:
· ./Invoke-PaAzurePim.ps1 -Cloud gcc -DesiredPath desired-test.json -CallerPrincipalId <app-object-id> -OutputPath out/ch06-test-apply -TenantId <tenant-id> -Apply
Get-Content out/ch06-test-apply/diff-after.txt
· In the admin center, check one role’s settings and the eligible assignments, then sign in as the test user and activate Owner: it should ask for the justification and ticket and wait for approval.2223
1. Try the narrower role. On one test scope, swap User Access Administrator for Role Based Access Control Administrator and send one eligibility request. Record whether Resource Manager accepts it (research gaps, row 62), and whether a request whose role definition ID is in the management group or resource group form is accepted (research gaps, row 63).
1. Back it out. Wait at least five minutes after the last assignment: Learn says a role assignment can’t be removed within five minutes of being made.9 Remove the eligible assignments the run created, with AdminRemove or in the admin center; restore each policy from the rules saved in the dry run’s state.json; remove the test user’s eligibility and the hand-made Owner if it still exists; remove the app’s User Access Administrator and Reader assignments (Access control (IAM) > Role assignments, select the row, Remove); delete the app registration and its certificate; and delete the out/ch06-test-* folders, which name the test holders.
· Remove-Item -Recurse -Force out/ch06-test-*
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	Item
	Value
	US Government clouds
	Stage
	Source

	Where PIM for Azure resources lives
	Azure Resource Manager, not Graph; no Graph permissions; the caller needs at least Owner or User Access Administrator on the resource
	Resource Manager host management.usgovcloudapi.net in Azure Government; API availability there not stated on the pages read
	GA (iteration 3)
	1 15

	The old Azure resources API
	/beta/privilegedAccess/azureResources deprecated; stops returning data October 28, 2026
	—
	Deprecated
	1

	API version
	2020-10-01: GA of every PIM resource type; 2022-04-01 adds no PIM change
	—
	GA
	7

	Later versions
	roleEligibilityScheduleRequests also in 2022-04-01-preview, 2024-02-01-preview, 2024-09-01-preview
	—
	Preview
	8

	List schedules and policies
	GET at management group, subscription, resource group or resource scope; Microsoft.Authorization/roleAssignments/read, held by every built-in role
	—
	GA
	3 4 5

	Create a schedule request
	PUT with a GUID name; AdminAssign or AdminRemove; roleAssignments/write; only Owner and User Access Administrator among built-in roles
	—
	GA
	3 4

	Update a role management policy
	PATCH; Owner or User Access Administrator; action roleManagementPolicies/write
	—
	GA
	6 10 19

	Policy errors
	ExpirationRule, JustificationRule, TicketingRule, MfaRule, EligibilityRule
	—
	—
	3

	Role settings
	Per role and per resource; not inherited from subscription to resource group; activation 1 to 24 hours; create the authentication context’s policy first
	—
	GA
	10

	Who can be eligible
	Users and groups, not applications, service principals or managed identities; P2 or ID Governance license
	—
	GA
	11

	Removing an assignment
	Not within five minutes of its creation
	—
	—
	9

	Built-in privileged roles
	User Access Administrator: */read, Microsoft.Authorization/*; Role Based Access Control Administrator: roleAssignments/write and delete, */read
	—
	—
	12

	Subscription owners
	At most three
	—
	—
	13

	Permanent active assignments
	Zero, except the emergency access accounts; only Owner or User Access Administrator manage Azure resource role assignments
	—
	—
	20

	Elevate access
	User Access Administrator at root scope; remove it when done
	—
	—
	21

	Licensing and clouds
	Entra ID P1 and P2 for GCC hosted in Azure commercial; Entra ID Governance in GCC, GCC High and DoD
	GCC High and DoD in Azure Government
	—
	16 17



Two places where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· The API version. Learn’s PIM how-to for assigning Azure resource roles shows a Resource Manager request on 2020-10-01-preview, with the scope written providers/Microsoft.Subscription/subscriptions/{id}.9 The API versions page makes 2020-10-01 the GA release,7 and the REST walkthroughs use it with subscriptions/{id}.3 The code follows the GA version and the walkthroughs’ scope form (research gaps, row 64).
· The least-privileged write role. The PIM walkthroughs and the PIM APIs page name Owner and User Access Administrator only;3 1 the built-in roles page gives Role Based Access Control Administrator the same roleAssignments/write action.12 The code declares User Access Administrator, the stricter reading, until Lab 2 shows otherwise (research gaps, row 62).
[bookmark: _Toc00001141]Federal requirements and evidence
The desired state, the plan and the read-back are the evidence for the plan’s task A3.2, “Azure privileged roles eligible through PIM.” Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.24 BOD 25-01’s Microsoft Entra ID policies cover Entra roles, not Azure roles, so none is claimed here.
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Microsoft’s examples replay against the fake, and the kit’s own code passes its tests: Lab 1, steps 1 and 7 (Invoke-Pester)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	Planning needs Reader; applying needs User Access Administrator, the narrower of the two roles Learn names: Lab 1, step 2 (Get-PaAzRequiredRole)
	AC-6, least privilege for each identity
	KSI-IAM-ELP
	Identity engineering

	What a run would change, and each policy’s rules as read, for the back-out, with nothing sent: state.json, plan.json and diff.txt from Lab 1, step 3, with manifest.json
	CM-3, configuration change control: the change is reviewed before it is made
	KSI-CMT-LMC, KSI-CMT-RMV
	The pull request, with the diff attached

	Each tier’s role settings: activation of four hours for Tier 0 and eight for Tier 1, approval by the tier’s group, a ticket, bounded eligibility, no permanent active assignment: the ~ lines in diff.txt against desired.json
	AC-6, least privilege in time; AC-6(1), authorize access to security functions; the values are Book 04, Appendix B’s (design guidance)
	KSI-IAM-JIT
	Identity engineering, in the repository

	Standing Owner, Contributor or User Access Administrator outside an owned exception, standing service principals, root-scope elevation, undeclared eligibility, and more than three Owners: PA-AZ-01 to 06 in findings.json, Lab 1, step 4
	AC-6 and AC-6(5), privileged accounts restricted to defined roles; AC-2, account management
	KSI-IAM-JIT, KSI-IAM-ELP
	The ISSO

	The apply sends policies first, then eligibility, then removals, and the read-back shows nothing left to change: Lab 1, step 5, out/ch06-apply/diff-after.txt
	CM-3, approved changes implemented and recorded; CM-4(2), verification after the change; AC-2: no holder loses a role before they can activate it
	KSI-CMT-LMC, KSI-CMT-VTD, KSI-IAM-JIT
	The ISSO, beside the files the manifest lists

	A read client refuses a write, and a scope that isn’t a management group, subscription or resource group is refused: the two errors in Lab 1, step 6
	AC-6: the read identity can’t change anything
	KSI-IAM-ELP
	The repository’s test runs

	The reviewed desired state for the test scopes, with no authentication context until its policy is confirmed: Lab 2, step 2, desired-test.json
	CM-3: the file is the change record (the guard is Learn’s advice; the values are design guidance)
	KSI-CMT-RMV
	Identity engineering, in the repository

	A live plan of the test scopes, as Reader: Lab 2, step 3, out/ch06-test-dry
	CM-3
	KSI-CMT-LMC
	Identity engineering

	The apply runs under a one-day User Access Administrator assignment, and the read-back is empty: Lab 2, step 4, out/ch06-test-apply/diff-after.txt
	CM-4(2); AC-6(5): the identity that applies holds its privilege for a day, not standing
	KSI-CMT-VTD, KSI-IAM-JIT
	The ISSO

	The back-out removes what the run added and restores each policy from state.json, and the lab folders are deleted: Lab 2, step 6
	CM-3: the rollback is a recorded change
	KSI-CMT-RMV
	Identity engineering


Lab 2, step 5, the test of the narrower role, is a single request recorded against research gaps rows 62 and 63; it isn’t evidence for a control. KSIs are FedRAMP 20x indicators for cloud service providers.25 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
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	Danger
	What happens
	The guard

	A standing Owner removed before the eligible one exists
	The holder loses access mid-task, or a scope is left with no one who can act
	Eligible first, removal after, in one ordered plan; a test pins the order

	The apply identity removes its own access
	The run stops halfway, with policies changed and conversions half done
	PA-AZ-05: the caller’s own standing assignment is never planned for removal

	A pipeline’s service principal “converted”
	The request fails, or the pipeline loses access it can’t reactivate
	PA-AZ-02: reported, never planned; desired state refuses a service principal as eligible

	A resource group left on default settings
	Activation there has no approval and lasts the default
	Every governed scope is read and set; a test pins the resource group

	An authentication context with no policy behind it
	Activation falls back to MFA only, or is blocked
	The desired state refuses c1 until its policy is confirmed

	A write nobody reviewed
	A typo in JSON changes a production policy
	Dry run by default; -Apply needs an apply client; diff.txt and plan.json are the review

	A rerun after a partial failure
	Requests repeat, and RoleAssignmentExists errors hide the real one
	The plan reads the estate first, so done work isn’t planned again; request names are stable within a run ID

	Owner instead of User Access Administrator for the apply
	The automation can change every resource it governs
	The call list declares User Access Administrator; the manifest records the roles the task needed

	Root elevation treated as a normal assignment
	Elevate access is converted, or quietly kept
	PA-AZ-03: reported for removal, never converted

	The wrong cloud
	A GCC High run sends tokens to management.azure.com
	Explicit cloud, no default; the live invoker checks the Az session and the host; the desired state names its cloud

	The old beta API
	Code built on /beta/privilegedAccess/azureResources stops returning data
	Only the Resource Manager API at the GA version


[bookmark: _Toc00001143]Checklist
· The desired state lists every management group, subscription and resource group to be governed, and the gap to the full hierarchy is written down.
· Each governed role’s settings match Appendix B by tier at every scope, and diff-after.txt from the last apply is empty.
· No PA-AZ-01 Finding is left; every Info has an exception with an owner and a reason.
· Every PA-AZ-02, PA-AZ-03 and PA-AZ-05 has a decision and a ticket.
· No subscription has more than three Owners (PA-AZ-06).
· The dry run ran as Reader and the apply as User Access Administrator, time-bound, never Owner, with a certificate or managed identity.
· The cloud is explicit, and nothing in a GCC configuration is a .us or usgovcloudapi.net host.
· The reviewer read diff.txt and plan.json before -Apply, and the manifest’s hashes match the files kept as evidence.
· The pinned examples match their manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001145]Chapter 07 — Access Reviews of Privileged Roles
Eligibility only grows unless someone confirms it on a calendar, so the reviews are code: one file says who reviews which role and when, a dry run shows the change, and the decisions come back as evidence.
[bookmark: _Toc00001146]In this chapter
The code behind the plan’s tasks A2.7 and A3.7: “first monthly review of Tier 0 eligibility and PRV-T0 membership closed,” then “first quarterly review cycle closed for Tier 1, Tier 2 and read-only roles.” You start with Learn’s tutorial for reviewing administrative roles through the access reviews API, pinned in the repository, and run its requests offline against a fake Graph to see what it does and leaves out. Then you use examples/privileged-access for the rest: review series for Microsoft Entra roles, PIM for Groups groups and Azure roles held as reviewed JSON, checked against the program’s rules, compared with the tenant in a dry run, written only with -Apply, and read back as evidence. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
[bookmark: _Toc00001147]Narrated tour
Watch the video: Building Privileged Access, Chapter 07 — Access Reviews of Privileged Roles: narrated tour (12 minutes)
Deck · Narrated deck (about 12 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can define every privileged access review series as code, show a reviewer exactly what a change will do before it reaches the tenant, apply it with the least permission that can, and hand the ISSO the decisions each review produced. You can say, for each setting, whether it is Learn’s sample, Learn’s rule, or the program’s own design.
Audience. Developers who build the project’s governance pipeline, the identity governance officer who owns the reviews (the plan’s owner of A2.7 and A3.7), and the ISSO who reads their results. You should read PowerShell 7 and JSON. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001149]Why reviews, and why as code
The approval gate controls the use of privilege; reviews control who keeps the eligibility. Book 04, Chapter 08’s Step 8 creates one recurring review per role, Tier 0 monthly and the rest quarterly, with auto-apply on and “remove access” when reviewers don’t respond (Book 04, Chapter 08). Chapter 09’s schedule adds the PRV-* group reviews and the fallback reviewers (Book 04, Chapter 09). Chapter 08’s Step 8 and Appendix B warn that a role held by a group shows the group, not its members (Book 04, Appendix B).1 Book 04, Chapter 10 makes review definitions one of the object classes held in the repository (Book 04, Chapter 10). Learn’s own deployment plan lists Global Administrator, Privileged Authentication Administrator, Conditional Access Administrator and Security Administrator among the roles to review regularly, permanent and eligible assignments both.2
A review set up by hand drifts. A reviewer leaves, a duration is shortened, auto-apply is switched off for one cycle and never back on. Held as code, each series has a file, a diff and a reviewer, and Chapter 08 can compare the tenant with it.
What it costs, and where it runs
Access reviews are a feature of Microsoft Entra ID Governance.3 Learn’s licensing page asks for Microsoft Entra ID Governance for every member user who reviews access or has it reviewed, with some capabilities still working on Microsoft Entra ID P2, and reviews of PIM for Groups (preview) need Governance.4 Learn’s tutorial asks only for P2 or Governance.5 The program follows the stricter page: budget Governance for every reviewer and every reviewed privileged user. Reviews of service principals also need Microsoft Entra Workload ID Premium.6
Microsoft Entra ID Governance is available in GCC, GCC High and DoD.7 The Graph access reviews APIs used here list the global service, US Government L4 and US Government L5 (DoD).8 9 Microsoft 365 GCC uses the worldwide endpoints, login.microsoftonline.com and graph.microsoft.com, and this program’s Azure is commercial, management.azure.com. GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.10 The code takes the cloud by name and has no default. Azure role reviews go through a Resource Manager API that Learn publishes only in preview versions; whether it is available in Azure Government wasn’t confirmed (research gaps, row 72).11
[bookmark: _Toc00001150]Start with Microsoft’s sample
What Microsoft gives you
Learn’s tutorial Review access to administrative roles using access reviews APIs is Microsoft’s sample for this task.5 It creates a recurring review of the users and groups with active or eligible assignments to one Microsoft Entra role (User Administrator), lists its instances and decisions, records an approval and a denial, applies them, generates a review history report, and deletes the review. It notes that one review covers one role, so several roles need several reviews. Learn’s scope and reviewer articles give the other documented query shapes: eligible-only and active-only role queries, group members, and groups as reviewers.12 13
The pinned copy
The requests exist only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/graph-access-reviews-roles-tutorial: concepts/tutorial-accessreviews-roleassignments.md from microsoftgraph/microsoft-graph-docs-contrib at commit a693031 (October 30, 2026), with the repository’s licenses, CC BY 4.0 for documentation and MIT for code.14 snapshot.json records each file’s SHA-256 and upstream git blob hash; a unit test checks them, and the weekly source watch reports new commits to the page.
tests/AccessReviewsSampleHarness.ps1 extracts the page’s HTTP requests and their JSON bodies as published. The first block of tests/AccessReviews.Tests.ps1 sends the create request to the example’s fake Graph and checks the rest of the page’s requests as text. Nothing is sent to a tenant.
What it leaves to you
Each row is pinned by a test in the Chapter 07 sample block of tests/AccessReviews.Tests.ps1.
	Learn’s sample, as published
	Why it matters
	What examples/privileged-access adds

	One role per review: a principalResourceMembershipsScope over /users and /groups and one roleDefinitions/{id} resource, active and eligible
	—
	Kept, with the /groups principal scope left out: a role series reviews users, and each group that holds the role has its own membership series (the owner’s decision)

	Requests on a hard-coded https://graph.microsoft.com
	GCC High and DoD use other hosts
	The cloud table from Chapter 01, by name, no default

	A POST each run, with no read first; run twice, the fake holds two series of the same name
	Reviewers get two reviews, and evidence splits
	A dry run that reads first and says Create, Update, Replace or NoChange; two series with one name stop -Apply (PA-AR-12)

	One user as reviewer, no fallback reviewer
	One person leaving stops the review
	Reviewer groups, a fallback always (PA-AR-01, PA-AR-02)

	No default decision and no auto-apply; Step 5 applies decisions by hand
	Silence keeps privilege, and a denial changes nothing until someone applies it
	Auto-apply and “Deny” on silence, the program’s setting (PA-AR-05, PA-AR-07), with one exception for the emergency accounts (PA-AR-06)

	One day, every three months, from a start date in 2024
	Not the program’s cadence; a past start date starts the first instance at once
	Tier 0 monthly, the rest quarterly, 14 days (PA-AR-04, PA-AR-09, PA-AR-10)

	No descriptionForReviewers, which the create API marks required8
	Reviewers get no instructions
	Required, at most 256 characters (PA-AR-03); the example’s checks flag five gaps in the tutorial’s body

	Evidence through a POST to historyDefinitions and a download link that lasts 24 hours
	A write permission to collect evidence, and a link that expires
	Instances and decisions read with GET under AccessReview.Read.All into decisions.csv, with a manifest

	The history report filters on roleAssignmentScheduleInstances, which the Step 1 scope never names
	The report may not include the review the tutorial made (research gaps, row 76)
	Evidence reads each configured series by name

	No Azure role, no PIM for Groups group
	Two of the program’s three review targets
	Azure role series through Resource Manager (preview), group membership series

	AccessReview.ReadWrite.All for every step, reads included
	A read-only job holds a write permission
	Three tasks, each with its own least-privileged permission


The verdict. Keep the tutorial’s scope as the model for a role review, Learn’s documented shape for active and eligible assignments, and review the groups in it through their own series. Don’t run the sample as published: it reviews one role once a quarter with nobody to step in, and leaves every decision for someone to apply.
[bookmark: _Toc00001151]The code: examples/privileged-access
This chapter adds a module of its own, powershell/PaAccessReviews/PaAccessReviews.psm1, the entry script Invoke-PaAccessReviews.ps1, the call list config/calls-ch07.json, and notes in docs/ch07.md. It imports Chapter 01’s cloud table and changes nothing in Chapter 01’s or 02’s code. Unlike those chapters, this code can write to a tenant. It writes only with -Apply, only what the dry run lists, and never deletes.
The reviewed JSON
One file holds every series. Each review has a name with the managed prefix (PAR-), a kind, a tier, a cadence, reviewers, fallback reviewers and a description for reviewers; defaults hold the rest. Read-PaArConfig refuses a reviewer named by UPN, a name without the prefix, a name used twice, and anything that isn’t an object ID where one belongs. The fixture’s seven series follow Book 04, Chapter 09’s schedule (Design guidance), with one difference from Book 04: role series cover users with active and eligible assignments, where Chapter 08’s Step 8 scopes the review to eligible assignments. The Global Administrator series uses “No change” on silence, the one exception Chapter 08’s Step 8, Chapter 09 and Appendix B record for the emergency accounts. The Tier 1 series lists the role owner and the tier’s approver group as reviewers, as Chapter 09 and Appendix B do; in the fixture the Exchange role owner is a group, aa000000-0000-4000-8000-000000000015:

	Series
	Kind
	Scope
	Cadence
	Reviewers, fallback
	On silence

	PAR-T0-GlobalAdministrator-Monthly
	Entra role
	Users, active and eligible
	Monthly, 14 days
	PIM-Approvers-T0, governance office
	No change (PA-AR-06)

	PAR-T0-PrivilegedRoleAdministrator-Monthly
	Entra role
	Same
	Monthly
	Same
	Deny

	PAR-T1-ExchangeAdministrator-Quarterly
	Entra role
	Same
	Quarterly
	Exchange role owner and PIM-Approvers-T1, governance office
	Deny

	PAR-PRV-T0-GlobalAdmin-Monthly
	PIM for Groups group (preview)
	Transitive members of PRV-T0-GlobalAdmin
	Monthly
	Governance office, Privileged Role Administrator group
	Deny

	PAR-PRV-T0-PrivRoleAdmin-Monthly
	PIM for Groups group (preview)
	Transitive members of PRV-T0-PrivRoleAdmin
	Monthly
	Same
	Deny

	PAR-PRV-T1-ExchangeAdmin-Quarterly
	PIM for Groups group (preview)
	Transitive members of PRV-T1-ExchangeAdmin
	Quarterly
	Same
	Deny

	PAR-AZ-T0-Owner-Platform-Monthly
	Azure role (preview API)
	Eligible Owner at a platform subscription
	Monthly
	Named users
	Deny



The bodies
New-PaArDefinitionBody builds each body from Learn’s documented shapes only. A Microsoft Entra role series covers users. By default it uses the tutorial’s scope with its /groups principal scope left out, so users with active or eligible assignments are in it; eligible and active use the scope article’s Example 12.2 queries, which Learn documents for users only.12 Groups that hold the role are reviewed through their own PIM for Groups membership series, not through the role review: that is the owner’s decision (research gaps, row 73), and it matches Book 04, Appendix B’s pairing of each role review with a review of its PRV-* group. Each role series lists the groups that hold the role (eligibleGroupIds), and the plan raises PA-AR-14 for any of them without a membership series. A PIM for Groups group uses Example 1, the group’s transitive members; Learn’s admin center page says a review of a PIM for Groups group covers its eligible and active members, and that feature is in preview.15 A reviewer group becomes /groups/{id}/transitiveMembers, the reviewers article’s Example 3.13 Settings set auto-apply, the no-response default, justification, reminders and recommendations, with removeAccessApplyAction, the default action.16 The recurrence uses only type, interval and dayOfMonth, the properties Learn says are supported.16
An Azure role series goes to Resource Manager, Microsoft.Authorization/accessReviewScheduleDefinitions at a subscription, API version 2021-12-01-preview; Learn lists only preview versions.17 11 Its reviewers are principal IDs of users or service principals, not groups, and the scope names the subscription, the role definition, the principal type and eligible or active.18 The definition ID is a GUID derived from the series name, so a rerun PUTs the same resource. Learn’s request-body table for that PUT lists only the optional scope fields (exclusions, nested memberships, inactive duration, inherited access), not the four the code sets, resourceId, roleDefinitionId, principalType and assignmentState; only the response model has those.17 Lab 2 confirms they take effect (research gaps, row 71).
The checks
Test-PaArDefinition runs on every body the code builds, and on any Graph body, including Learn’s sample:
	Rule
	Severity
	What it flags
	Source

	PA-AR-01
	Finding
	No reviewers: Graph treats that as a self-review
	Learn13; Design guidance: assignees never review themselves

	PA-AR-02
	Finding
	No fallback reviewer
	Learn requires one for PIM for Groups reviews by owners15; Design guidance for the rest

	PA-AR-03
	Finding
	descriptionForReviewers missing or over 256 characters
	Learn8

	PA-AR-04
	Finding
	A monthly review longer than 27 days, a weekly one longer than 7
	Learn6

	PA-AR-05
	Finding
	Auto-apply off
	Design guidance (Book 04, Chapter 08)

	PA-AR-06
	Finding
	“Deny” or “Recommendation” on silence over active assignments of a role the emergency access accounts hold (Global Administrator by default)
	Learn’s caution that auto-apply with a default decision can revoke all access16; Design guidance

	PA-AR-07
	Warn; Info
	The no-response default isn’t “Deny” (Warn); not “Deny” on purpose because of PA-AR-06 (Info)
	Design guidance (Book 04, Chapter 09)

	PA-AR-08
	Finding
	Justification not required
	Design guidance

	PA-AR-09
	Finding
	Tier 0 not monthly, or another tier not quarterly
	Design guidance (decision D-A6)

	PA-AR-10
	Warn
	A start date in the past
	Design guidance

	PA-AR-11
	Finding
	A group as reviewer of an Azure role series
	Learn: users and service principals only18

	PA-AR-12
	Finding
	Two series in the tenant share a name
	Design guidance

	PA-AR-13
	Warn
	A series with the managed prefix that the JSON doesn’t list
	Design guidance: the code never deletes

	PA-AR-14
	Finding
	A group that holds a reviewed role has no membership series of its own
	The owner’s decision (research gaps, row 73)


PA-AR-06 is the one guard that changes the program’s setting. The emergency accounts hold Global Administrator as permanent active assignments (Chapter 02). A review of Global Administrator that covers active assignments, with “remove access” on silence and auto-apply on, removes them if the reviewers miss one month. So a review that covers the emergency accounts’ permanent Global Administrator uses “no change” on silence, and an unreviewed item becomes an evidence finding instead (PA-AR-E04). Every other privileged series removes access on silence. That is the owner’s decision (research gaps, row 74), and Book 04, Chapter 08’s Step 8 records the exception (Book 04, Chapter 08).
The dry run, the diff and -Apply
Get-PaArPlan reads the tenant with GET only, matches each series by name, and compares only the properties the JSON sets, ignoring the defaults Graph adds and a /v1.0 or /beta prefix on queries. Listing by name is deliberate: $filter isn’t supported on principalResourceMembershipsScope.19 Each series gets an action:
· Create: not in the tenant.
· Update: settings, descriptions, fallback reviewers or user reviewers differ. The update is a PUT of the full object, and it applies only to future instances.20
· Replace: the scope differs, or reviewers that are groups differ. The update API doesn’t take a new scope, and takes new reviewers only when they are individual users.20 The code leaves these to a person.
· NoChange, Unmanaged (prefix, not in the JSON), Conflict (name used twice).
Invoke-PaArApply without -Apply returns what it would send. With -Apply it refuses a plan that has any Finding, POSTs each Create, PUTs each Update with its ID, sends Azure series only with -IncludePreview, never deletes, and reads the series back. Replace needs a person on purpose: deleting a definition deletes its instances and decisions,5 which are evidence, so export them first.
Least privilege per call
Every call is in config/calls-ch07.json with its permission and Learn page, and a test keeps each task’s permissions equal to the union of the calls it makes on the fixture.
	Call
	Least-privileged permission
	Delegated role
	Task

	List definitions
	AccessReview.Read.All19
	Security Reader, for reviews of Entra roles
	plan, apply, evidence

	List instances
	AccessReview.Read.All21
	Same
	evidence

	List decisions
	AccessReview.Read.All9
	Same
	evidence

	Create definition (POST)
	AccessReview.ReadWrite.All8
	Privileged Role Administrator for role reviews6
	apply

	Update definition (PUT)
	AccessReview.ReadWrite.All20
	Same
	apply

	Azure: list definitions, instances, decisions
	Reader (*/read)22
	—
	plan, apply, evidence

	Azure: create or update by ID (PUT, preview)
	User Access Administrator6 23
	—
	apply, with -IncludePreview


So the plan and evidence identity holds AccessReview.Read.All and Reader; the apply identity holds AccessReview.ReadWrite.All and User Access Administrator on the subscriptions with an Azure series. Learn’s PIM page asks for Owner or User Access Administrator for Azure reviews; User Access Administrator is the narrower. Learn’s deployment plan names AccessReview.Read.All for a script that only queries reviews.2
The evidence
Get-PaArEvidence reads each configured series, its instances, and every decision, asking for $top=100 and following the next link, or $skip if a full page comes back without one; Learn documents a default page of 100 and $skip and $top paging (research gaps, row 77).9 Each decision becomes a row: review, tier, instance and its dates, principal, decision, recommendation, justification, reviewer, review time and apply result.24 25 Then the checks an ISSO reads:
	Rule
	Severity
	What it flags

	PA-AR-E01
	Finding
	A configured series isn’t in the tenant

	PA-AR-E02
	Finding
	No closed instance within 35 days (monthly) or 100 days (quarterly)

	PA-AR-E03
	Finding
	A denial whose apply result isn’t AppliedSuccessfully or AppliedSuccessfullyButObjectNotFound

	PA-AR-E04
	Finding (Tier 0); Warn
	Not reviewed in a closed instance: the no-response default decided

	PA-AR-E05
	Finding
	Approved without a justification

	PA-AR-E06
	Finding
	A principal reviewed their own access

	PA-AR-E07
	Warn
	One reviewer recorded five or more identical decisions within five minutes (Design guidance, Book 04, Chapter 09’s bulk-decision check)

	PA-AR-E08
	Finding
	An emergency access account was denied


The run writes decisions.csv, instances.json, findings.json and a manifest with each file’s SHA-256 and every request sent. The rows name people; treat the folder as evidence, not as a lab artifact.
The tests
This chapter’s tests are the 57 in tests/AccessReviews.Tests.ps1: 11 on Learn’s tutorial as published, then the calls and permissions, the reviewed JSON and bodies, each rule, the plan’s actions, -Apply and its refusals, the evidence and its paging, and the entry script’s manifest. The kit’s 330 tests pass under PowerShell 7, with no module, tenant or network.
[bookmark: _Toc00001152]Illustrative code
The commands below run Learn’s pinned requests and the example against a fictional tenant served by a fake. They show what the code does, not that Graph or Resource Manager return the same shapes. Review the code, run Lab 2 in a test tenant, and have a second person review every -Apply before it touches production.
[bookmark: _Toc00001153]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5. Work in examples/privileged-access.
Every command in Lab 1
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 1: Run Learn's tutorial against the fake
Invoke-Pester -Path tests/AccessReviews.Tests.ps1 -FullNameFilter '*(Learn), run as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount

# Step 2: List each task's permissions
Import-Module ./powershell/PaAccessReviews/PaAccessReviews.psm1
'access-reviews-plan', 'access-reviews-apply', 'access-reviews-evidence' | ForEach-Object { Get-PaArRequiredPermission -Task $_ } |
    Format-Table Task, GraphPermissions, AzureRoles

# Step 3: Run the dry run
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath tests/fixtures/ch07/access-reviews.json `
    -FixturePath tests/fixtures/ch07/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-plan

# Step 4: Read the diff
Get-Content out/reviews-plan/plan.json -Raw | ConvertFrom-Json | Format-Table name, action, @{ n = 'changes'; e = { $_.changes -join ', ' } }

# Step 5: Check Learn's body with the example's rules
. ./tests/AccessReviewsSampleHarness.ps1
Test-PaArDefinition -Body (Get-ArTutorialCreateRequest).Body -AsOf 2026-10-30 | Format-Table Rule, Severity

# Step 6: Apply in the fake
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath tests/fixtures/ch07/access-reviews.json `
    -FixturePath tests/fixtures/ch07/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-apply -Apply
Get-Content out/reviews-apply/results.json -Raw | ConvertFrom-Json | Format-Table Name, Action, Result, Note

# Step 7: Read the evidence
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Evidence -ConfigPath tests/fixtures/ch07/access-reviews.json `
    -FixturePath tests/fixtures/ch07/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-evidence
Get-Content out/reviews-evidence/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object

# Step 8: See the lockout guard
$c = Read-PaArConfig tests/fixtures/ch07/access-reviews.json
($c.reviews | Where-Object name -EQ 'PAR-T0-GlobalAdministrator-Monthly').defaultDecision = 'Deny'
$client = New-PaArClient -Cloud gcc -Task access-reviews-apply -Invoke (New-PaArFake -Path tests/fixtures/ch07/tenant.json).Invoke
Invoke-PaArApply -Client $client -Plan (Get-PaArPlan -Client $client -Config $c -AsOf 2026-10-30) -Apply

# Step 9: Run the tests
Invoke-Pester -Path tests

# After the steps
Remove-Item -Recurse -Force out
1. Run Learn’s tutorial against the fake:
· Invoke-Pester -Path tests/AccessReviews.Tests.ps1 -FullNameFilter '*(Learn), run as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 11, FailedCount 0. Read the third test: the tutorial’s POST, sent twice, leaves two series with the same name.
1. List each task’s permissions:
· Import-Module ./powershell/PaAccessReviews/PaAccessReviews.psm1
'access-reviews-plan', 'access-reviews-apply', 'access-reviews-evidence' | ForEach-Object { Get-PaArRequiredPermission -Task $_ } |
    Format-Table Task, GraphPermissions, AzureRoles
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· AccessReview.Read.All and Reader for the plan and the evidence; AccessReview.ReadWrite.All and User Access Administrator for apply.
1. Run the dry run:
· ./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath tests/fixtures/ch07/access-reviews.json `
    -FixturePath tests/fixtures/ch07/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-plan
· Plan: 1 Create, 2 Update, 1 Replace, 3 NoChange, 1 Unmanaged
Checks: 0 Finding, 1 Warn, 1 Info
Dry run: nothing sent (2 write(s) would be sent with -Apply)
Written to out/reviews-plan (manifest.json lists every request and file hash)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
1. Read the diff:
· Get-Content out/reviews-plan/plan.json -Raw | ConvertFrom-Json | Format-Table name, action, @{ n = 'changes'; e = { $_.changes -join ', ' } }
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Global Administrator and the Azure Owner series: Update, settings.instanceDurationInDays (the tenant has 7 days, the JSON 14). Privileged Role Administrator: Create. Exchange: Replace, reviewers (an old reviewer group). The three PRV-* membership series: NoChange. PAR-T0-SecurityAdministrator-Monthly, made by hand in the portal: Unmanaged. The application review without the prefix isn’t listed. The two writes the dry run counts are the Graph ones; the Azure update needs -IncludePreview. bodies/ holds each request body for review.
1. Check Learn’s body with the example’s rules:
· . ./tests/AccessReviewsSampleHarness.ps1
Test-PaArDefinition -Body (Get-ArTutorialCreateRequest).Body -AsOf 2026-10-30 | Format-Table Rule, Severity
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PA-AR-02, PA-AR-03 and PA-AR-05 as Findings, PA-AR-07 and PA-AR-10 as Warns.
1. Apply in the fake:
· ./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath tests/fixtures/ch07/access-reviews.json `
    -FixturePath tests/fixtures/ch07/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-apply -Apply
Get-Content out/reviews-apply/results.json -Raw | ConvertFrom-Json | Format-Table Name, Action, Result, Note
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Applied: 2 write(s) sent; Replace and Unmanaged series are left for a person. Global Administrator and Privileged Role Administrator are Sent, read back; Exchange, the three PRV-* series, the Azure series and the unmanaged one are Skipped, each with its reason. The fake starts from the fixture on every run, so nothing carries over to the next step.
1. Read the evidence:
· ./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Evidence -ConfigPath tests/fixtures/ch07/access-reviews.json `
    -FixturePath tests/fixtures/ch07/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-evidence
Get-Content out/reviews-evidence/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Object
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Evidence: 18 decisions in 7 instances; 7 Finding, 2 Warn. PA-AR-E01 for Privileged Role Administrator (not in this tenant yet), PA-AR-E02 for PRV-T0-GlobalAdmin (its last review ended September 15), PA-AR-E08 for Emergency Access 02 (denied in October), PA-AR-E04 for Frank Ode (unreviewed, Tier 0) and as a Warn for Gina Lee (Tier 1), PA-AR-E05 for Carl Ops, PA-AR-E03 for Frank Ode’s Exchange denial that didn’t apply, PA-AR-E06 for Bo Chen, who approved himself, and PA-AR-E07 for one Exchange reviewer’s five approvals in two minutes.
1. See the lockout guard:
· $c = Read-PaArConfig tests/fixtures/ch07/access-reviews.json
($c.reviews | Where-Object name -EQ 'PAR-T0-GlobalAdministrator-Monthly').defaultDecision = 'Deny'
$client = New-PaArClient -Cloud gcc -Task access-reviews-apply -Invoke (New-PaArFake -Path tests/fixtures/ch07/tenant.json).Invoke
Invoke-PaArApply -Client $client -Plan (Get-PaArPlan -Client $client -Config $c -AsOf 2026-10-30) -Apply
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Refusing -Apply: the plan has 1 Finding(s): PA-AR-06 PAR-T0-GlobalAdministrator-Monthly. Nothing is sent.
1. Run the tests:
· Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: 330 tests passing, and each row of the gap table seen with your own eyes.
When you’re done, delete out; the evidence folder names people:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/07-10.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001154]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID Governance (a trial will do) and, for step 6, a test Azure subscription. Never production. Pick a role with no real holders, for example a test user made eligible for Reports Reader, not Global Administrator. Work in examples/privileged-access. You’ll replace: <tenant-id> (the test tenant’s ID), <reader-app-id>, <applier-app-id> and <thumbprint> (the two apps from step 1 and the certificate’s thumbprint; if each app has its own certificate, use its thumbprint), <reviewer-group-id> and <fallback-group-id> (the groups from step 1) and <ea1-object-id> and <ea2-object-id> (the test emergency accounts, from Chapter 02, Lab 2).
Every command in Lab 2
Every command in this lab, in order, from examples/privileged-access. Each step below says what it does and what to look for.
# Step 2: Write a test JSON
$c = Get-Content tests/fixtures/ch07/access-reviews.json -Raw | ConvertFrom-Json
$c.emergencyAccountIds = @('<ea1-object-id>', '<ea2-object-id>')
$c.defaults.startDate = (Get-Date).ToUniversalTime().ToString('yyyy-MM-dd')
$c.defaults.instanceDurationInDays = 1
$c.reviews = @([pscustomobject]@{ name = 'PAR-RO-ReportsReader-Lab'; kind = 'entraRole'; tier = 'RO'; roleTemplateId = '4a5d8f65-41da-4de4-8968-e035b65339cf'
    eligibleGroupIds = @(); assignments = 'activeAndEligible'; cadence = 'quarterly'
    reviewers = @(@{ group = '<reviewer-group-id>' }); fallbackReviewers = @(@{ group = '<fallback-group-id>' })
    descriptionForReviewers = 'Lab review of the test role. Approve only the test user.' })
$c | ConvertTo-Json -Depth 8 | Set-Content test-reviews.json

# Step 2: Write a test JSON
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-plan -SkipAzure -TenantId <tenant-id>

# Step 3: Apply as the applier
Get-ChildItem out/t-plan/bodies | ForEach-Object { $_.Name; Get-Content $_.FullName }
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <applier-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-apply -SkipAzure -TenantId <tenant-id> -Apply
Get-Content out/t-apply/results.json -Raw | ConvertFrom-Json | Format-Table Name, Action, Result, Note

# Step 3: Apply as the applier
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-plan2 -SkipAzure -TenantId <tenant-id>

# Step 3: Apply as the applier
$c = Get-Content test-reviews.json -Raw | ConvertFrom-Json
$c.defaults.instanceDurationInDays = 2
$c | ConvertTo-Json -Depth 8 | Set-Content test-reviews.json
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-apply2 -SkipAzure -TenantId <tenant-id> -Apply

# Step 5: Read the evidence
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Evidence -ConfigPath test-reviews.json -OutputPath out/t-evidence -SkipAzure -TenantId <tenant-id>
Import-Csv out/t-evidence/decisions.csv | Format-List

# Step 6: Optional, Azure (preview)
Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <applier-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-azure -TenantId <tenant-id> -Apply -IncludePreview

# Step 7: Back out
Remove-Item -Recurse -Force out/t-*
1. Register two apps in the worldwide admin center, each with a certificate: a reader with AccessReview.Read.All, and an applier with AccessReview.ReadWrite.All, both with admin consent and nothing else. For each app:
94. Open Entra ID > App registrations > New registration, name the app and select Register.
94. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
94. Open API permissions > Add a permission > Microsoft Graph > Application permissions, select the app’s one permission, then Add permissions and Grant admin consent for your tenant.
· Make a reviewer group and a fallback group with test users in them.
1. Write a test JSON with one Entra role series for the test role, today’s date as startDate, a 1-day duration, and your groups’ IDs. The first block starts from the fixture’s file, keeps its defaults, and replaces its series with one quarterly series for Reports Reader (4a5d8f65-41da-4de4-8968-e035b65339cf, tier RO in config/tiers.json). The second runs the dry run as the reader:
· $c = Get-Content tests/fixtures/ch07/access-reviews.json -Raw | ConvertFrom-Json
$c.emergencyAccountIds = @('<ea1-object-id>', '<ea2-object-id>')
$c.defaults.startDate = (Get-Date).ToUniversalTime().ToString('yyyy-MM-dd')
$c.defaults.instanceDurationInDays = 1
$c.reviews = @([pscustomobject]@{ name = 'PAR-RO-ReportsReader-Lab'; kind = 'entraRole'; tier = 'RO'; roleTemplateId = '4a5d8f65-41da-4de4-8968-e035b65339cf'
    eligibleGroupIds = @(); assignments = 'activeAndEligible'; cadence = 'quarterly'
    reviewers = @(@{ group = '<reviewer-group-id>' }); fallbackReviewers = @(@{ group = '<fallback-group-id>' })
    descriptionForReviewers = 'Lab review of the test role. Approve only the test user.' })
$c | ConvertTo-Json -Depth 8 | Set-Content test-reviews.json
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-plan -SkipAzure -TenantId <tenant-id>
· Expect 1 Create and a PA-AR-10 Warn if the date has passed in UTC.
1. Apply as the applier, after a second person reads bodies/:
· Get-ChildItem out/t-plan/bodies | ForEach-Object { $_.Name; Get-Content $_.FullName }
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <applier-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-apply -SkipAzure -TenantId <tenant-id> -Apply
Get-Content out/t-apply/results.json -Raw | ConvertFrom-Json | Format-Table Name, Action, Result, Note
· Expect Sent, read back. Run the dry run again; expect NoChange:
· ./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-plan2 -SkipAzure -TenantId <tenant-id>
· Change instanceDurationInDays (the first three lines set it to 2), apply, and confirm an Update with group reviewers succeeds (research gaps, row 79):
· $c = Get-Content test-reviews.json -Raw | ConvertFrom-Json
$c.defaults.instanceDurationInDays = 2
$c | ConvertTo-Json -Depth 8 | Set-Content test-reviews.json
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-apply2 -SkipAzure -TenantId <tenant-id> -Apply
1. Review and close one instance. As a test reviewer, approve the test user in My Access with a justification;26 then stop the instance in the admin center so it completes and applies.1
1. Read the evidence as the reader:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <reader-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Evidence -ConfigPath test-reviews.json -OutputPath out/t-evidence -SkipAzure -TenantId <tenant-id>
Import-Csv out/t-evidence/decisions.csv | Format-List
· decisions.csv holds one row with your decision and its apply result. Note whether the decisions response carried @odata.nextLink (row 77).
1. Optional, Azure (preview). Add an Azure series for a test role to test-reviews.json, in the shape of the fixture’s PAR-AZ-T0-Owner-Platform-Monthly, then sign in as User Access Administrator on the test subscription and apply with the preview series included:
· Connect-AzAccount -Environment AzureCloud -Tenant <tenant-id>
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <applier-app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaAccessReviews.ps1 -Cloud gcc -Mode Plan -ConfigPath test-reviews.json -OutputPath out/t-azure -TenantId <tenant-id> -Apply -IncludePreview
· In PIM, Azure resources, check that the review shows the subscription, the role and eligible assignments (row 71).
1. Back out. Export the evidence first. Then delete the test series in the admin center (the code never deletes) and the Azure series in PIM; remove the test user’s eligibility; delete both apps, their certificates and the test groups; and delete out/t-*.
· Remove-Item -Recurse -Force out/t-*
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	Item
	Value
	US Government clouds
	Stage
	Source

	Create a definition
	POST /identityGovernance/accessReviews/definitions; AccessReview.ReadWrite.All; descriptionForReviewers required, up to 256 characters in email
	Global, L4, L5
	v1.0
	8

	Update a definition
	PUT, the full object; future instances only; reviewers only if individual users; no scope in the updatable list
	Global, L4, L5
	v1.0
	20

	List definitions, instances, decisions
	AccessReview.Read.All; role reviews readable by Security Reader, Identity Governance Administrator, Privileged Role Administrator, Security Administrator; default page 100, $skip and $top
	Global, L4, L5
	v1.0
	19 21 9

	$filter on definitions
	contains on the scope query; not supported on principalResourceMembershipsScope
	—
	v1.0
	19

	Role review scopes
	Users and groups, active and eligible (tutorial); eligible-only and active-only for users (Example 12.2); group transitive members (Example 1)
	—
	v1.0
	5 12

	Reviewers
	Empty is a self-review; group members as reviewers (/groups/{id}/transitiveMembers)
	—
	v1.0
	13

	Settings
	Auto-apply defaults to false; default decision Approve, Deny or Recommendation; caution that both together can revoke all access; recurrence supports type, interval, dayOfMonth only
	—
	v1.0
	16

	Decision item
	decision: Approve, Deny, NotReviewed, DontKnow; applyResult: New, AppliedSuccessfully, AppliedWithUnknownFailure, AppliedSuccessfullyButObjectNotFound, ApplyNotSupported
	—
	v1.0
	24

	PIM role reviews
	One review per role; monthly duration at most 27 days; Entra role reviews need at least Privileged Role Administrator, Azure ones Owner or User Access Administrator; groups on Entra roles shown unexpanded; Azure groups expanded but denied members stay in the group
	—
	GA
	6

	PIM for Groups reviews
	Eligible and active members; owners as reviewers need a fallback
	Not stated
	Preview
	15

	Azure role review definitions
	Microsoft.Authorization/accessReviewScheduleDefinitions, PUT by ID at a subscription; reviewers users or service principals; scope assignmentState eligible or active
	Not confirmed
	Preview (2021-12-01-preview; every listed version is a preview)
	17 18 11

	Azure instances and decisions
	List at the definition and instance; decisions have applyResult and reviewedBy.principalId
	Not confirmed
	Preview
	27 25

	Licenses
	ID Governance for member users who review or are reviewed; some capabilities on P2; PIM for Groups reviews need Governance; service principal reviews also need Workload ID Premium
	ID Governance in GCC, GCC High, DoD
	—
	4 6 7

	Graph hosts
	graph.microsoft.com (global and GCC), graph.microsoft.us (GCC High), dod-graph.microsoft.us (DoD)
	—
	—
	10

	Azure roles
	Reader holds */read; User Access Administrator holds Microsoft.Authorization/*
	—
	—
	22 23



Four places where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· The role that creates a role review. The tutorial says at least Identity Governance Administrator;5 the API overview says User Administrator for create, update or delete;3 the PIM page says at least Privileged Role Administrator for reviews of Microsoft Entra roles.6 The program follows the PIM page, as Book 04, Chapter 08 does, and runs -Apply as an app with the application permission (research gaps, row 78).
· The role that reads a role review. The API overview lists Global Reader for reads;3 the list pages don’t list Global Reader for reviews of Microsoft Entra roles.19 The code’s delegated reader is Security Reader.
· The license. The tutorial asks for P2 or Governance;5 the licensing page asks for Governance for everyone who reviews or is reviewed.4 The program follows the licensing page.
· The longest review. The PIM page caps a monthly review at 27 days;6 the Graph settings page sets no cap.16 PA-AR-04 applies the cap to every monthly series.
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The review series and their decisions are the evidence for the plan’s tasks A2.7 and A3.7. Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.28 AC-6(7) and AC-2 leave the review frequency to the organization; monthly for Tier 0 and quarterly for the rest is the program’s decision D-A6 (design guidance).
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s tutorial runs against the fake as published, and the kit’s own code passes its tests: Lab 1, steps 1 and 9 (Invoke-Pester)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	Planning and evidence need AccessReview.Read.All and Reader; only applying needs the write permission and User Access Administrator: Lab 1, step 2 (Get-PaArRequiredPermission)
	AC-6, least privilege for each identity
	KSI-IAM-ELP
	Identity engineering, with each app’s consent record

	What a run would create or update, the exact bodies, and the series it leaves to a person: plan.json, findings.json, results.json and bodies/ from Lab 1, step 3, read in step 4
	CM-3, configuration change control: the change is reviewed before it is made
	KSI-CMT-LMC, KSI-CMT-RMV
	The pull request, with the bodies attached

	Every privileged role and PRV group has a series with reviewers who aren’t the assignees, a fallback, auto-apply, justification, and the tier’s cadence: PA-AR-01, 02, 05, 08, 09 and 14 in findings.json
	AC-6(7), review of user privileges; AC-2, account review
	KSI-IAM-AAM, KSI-IAM-JIT
	Identity engineering, in the repository

	Learn’s tutorial body fails the program’s rules, starting with no reviewers, which Graph treats as a self-review: Lab 1, step 5 (Test-PaArDefinition)
	AC-6(7); AC-5, separation of duties
	KSI-IAM-JIT
	Identity engineering

	An apply creates and updates series and never deletes: Lab 1, step 6, out/reviews-apply/results.json
	CM-3, approved changes implemented and recorded
	KSI-CMT-LMC
	The ISSO, beside the files the manifest lists

	Each decision with its reviewer, justification and apply result, each instance, and what went wrong: missing series, overdue instances, denials not applied, silent defaults, approvals without a reason, self-reviews, bulk decisions, a denied emergency account: decisions.csv, instances.json and PA-AR-E01 to E08 in findings.json from Lab 1, step 7
	AC-6(7); AC-2, accounts removed when access is no longer needed; AC-5 (PA-AR-E06)
	KSI-IAM-AAM, KSI-IAM-JIT
	The ISSO; the rows name people, so the folder goes to the access-controlled evidence store

	A review that would remove the emergency accounts’ Global Administrator on silence is refused: Lab 1, step 8, PA-AR-06
	AC-2: the emergency accounts stay usable (design guidance, research gaps row 74)
	KSI-IAM-JIT
	The repository’s test runs

	A live dry run of one test series, as the reader app: Lab 2, step 2, out/t-plan
	CM-3
	KSI-CMT-LMC
	Identity engineering

	A second person reads the bodies, the applier creates the series, a rerun finds no change, and an update is a PUT: Lab 2, step 3, out/t-apply/results.json, out/t-plan2 and out/t-apply2
	CM-3; AC-5, a reader and an applier that are different identities
	KSI-CMT-LMC, KSI-IAM-JIT
	The ISSO

	A real closed instance, with the reviewer’s decision and justification: Lab 2, step 5, out/t-evidence/decisions.csv
	AC-6(7); AC-2
	KSI-IAM-AAM, KSI-IAM-JIT
	The ISSO

	An Azure role series, through the preview API: Lab 2, step 6, out/t-azure
	AC-6(7) for Azure roles
	KSI-IAM-AAM, KSI-IAM-JIT
	Identity engineering

	The evidence is exported before the series is deleted, then the lab folders are removed: Lab 2, step 7
	AU-11, audit record retention: deleting a definition deletes its decisions
	KSI-MLA-OSM
	The ISSO, in the evidence store


KSIs are FedRAMP 20x indicators for cloud service providers.29 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
[bookmark: _Toc00001157]Dangers
	Danger
	What happens
	The guard

	“Remove access” on silence over the emergency accounts’ Global Administrator
	One missed month removes the accounts the program keeps for the day everything else fails
	PA-AR-06 refuses -Apply; PA-AR-E08 flags a denial; Chapter 02’s PA-EA-05 sees the loss on the next run

	A self-review
	Assignees approve themselves; role-assignable groups drop out of a self-review of an Entra role6
	PA-AR-01; PA-AR-E06

	One reviewer, no fallback
	The review stalls when that person leaves
	Reviewer groups; PA-AR-02

	Auto-apply off
	Denials change nothing
	PA-AR-05; PA-AR-E03 for denials that didn’t apply

	A rerun of a POST
	Two series with one name, split evidence
	The dry run reads first; PA-AR-12 stops -Apply

	A scope change sent as an update
	Learn’s update API doesn’t list scope among the properties it takes, so the change can’t be made in place
	Replace, left to a person

	Deleting a series to replace it
	Its instances and decisions go with it
	The code never deletes; Lab 2 exports evidence first

	A role held by a group
	A role review would approve the group, not its members
	Role series cover users; each PRV-* group has its own membership series, and PA-AR-14 flags one that’s missing

	An Azure role held by a group
	A denied user stays in the group6
	PA-AR-E03 doesn’t see it; Chapter 01’s inventory and the group’s owner do

	Bulk approval
	Decisions without reading
	PA-AR-E07; justification required (PA-AR-08)

	A preview API changes
	Azure series fail or change shape
	-IncludePreview only; Lab 2 step 6; the source watch on the tutorial

	A write permission on a read-only job
	A compromised reader can change reviews
	Separate tasks and identities; tests pin the permissions

	Evidence names people
	decisions.csv holds names and UPNs
	Treat the output folder as evidence; delete lab copies


[bookmark: _Toc00001158]Checklist
· The reviewed JSON lists one series per privileged Entra role in use, one per PRV-* group, and one per privileged Azure role at each control-plane subscription, each with the managed prefix.
· The dry run shows no Finding, and a second person read plan.json and bodies/ before -Apply.
· Every series has a reviewer group and a fallback; no series is a self-review.
· Every group listed in a role series’ eligibleGroupIds has its own membership series (no PA-AR-14).
· Tier 0 series are monthly and the rest quarterly, 14 days, with auto-apply on and justification required.
· Only a series that covers the emergency accounts’ permanent Global Administrator keeps access on silence, and its unreviewed items are followed up; every other series removes access.
· The plan identity holds only AccessReview.Read.All and Reader; the apply identity only AccessReview.ReadWrite.All and User Access Administrator where an Azure series exists.
· Azure series are applied only with -IncludePreview, after Lab 2 step 6 passed in a test subscription.
· Every closed instance has its decisions.csv and manifest in the evidence store, and every evidence Finding has an owner.
· The pinned tutorial matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001160]Chapter 08 — Evidence and Drift for the ISSO
An inventory taken once proves the day it was taken. The ISSO needs every day of the period, every elevation in it, and a record nobody could have edited afterwards.
[bookmark: _Toc00001161]In this chapter
The evidence behind the project plan’s tasks A3.6 and A4.3: “drift every six hours,” and “monthly evidence package assembled and its metrics signed off,” which feed Gate 4. You start with Learn’s page on PIM audit history, whose three sample Log Analytics queries the repository keeps as a pinned copy, and run them offline over fictional audit rows to see what they find and what they leave out. Then you build an evidence run in examples/privileged-access that runs Chapter 01’s inventory and Chapter 02’s check and reads the PIM audit evidence from Microsoft Graph, and you extend the first workbook’s examples/drift-pipeline with new files to compare runs, package them in a hash chain, and assemble a period for the ISSO. Lab 1 runs on a laptop with no tenant; Lab 2 uses a test tenant. A table at the end maps each output to the federal requirement it supports.
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Watch the video: Building Privileged Access, Chapter 08 — Evidence and Drift for the ISSO: narrated tour (12 minutes)
Deck · Narrated deck (about 12 minutes, captions) · Script · Captions. Recorded on November 2, 2026 from the approved chapter.
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Goal. By the end of this chapter you can run the privileged reads on a schedule, say what changed since the last run without putting anyone’s name in the issue tracker, show every PIM activation in a window with its approval, and hand the ISSO a package and a period summary they can check with sha256sum alone. For each rule in the code you can say whether it is Microsoft’s contract, Microsoft’s sample, the first workbook’s pipeline, or the program’s own design.
Audience. Developers and pipeline engineers who own the scheduled checks, and the ISSOs and identity governance officers who receive the evidence. You should read PowerShell 7 and Python. You don’t need a tenant until Lab 2.
[bookmark: _Toc00001164]What the evidence has to show
Three pages already say what this evidence is for. This chapter builds it and doesn’t repeat them.
· The plan’s gates. Gate 3 asks for “a Tier 0 drift handled as an incident.” Gate 4 asks for residual standing privilege named and accepted, “evidence for every elevation in the period,” and a current exception register (project plan).
· Book 04, Chapter 10 sets the rule for Tier 0 drift (“a security incident”) and lists what the monthly package holds: monitoring results with each drift’s resolution, PIM audit records, the exception register, and the metrics (Book 04, Chapter 10; the package’s contents are in The evidence package for a period).
· Book 04, Chapter 08 says the PIM audit records must be exported before the service’s retention closes, and that an activation is correlated by its request, not its session (Book 04, Chapter 08).
Learn gives the two facts the design turns on. Microsoft Entra audit logs are kept for 30 days with Microsoft Entra ID P1 or P2, and seven days on Free.1 And PIM can log one activation under several correlation IDs, when it waits for an approval or starts at a scheduled time; roleAssignmentRequestId stays the same through all of it.2
So the run has three parts. Chapter 01’s inventory and Chapter 02’s check describe the tenant’s state: who holds what, and whether the emergency accounts meet the standard. The PIM audit read describes the events in a window: who asked, who approved, what was activated, and what was assigned outside PIM. A comparison with the last run turns the state into drift. A chain of windows with no gap between them is what “every elevation in the period” means in code. Design guidance.
Chapters 03 to 07 add Conditional Access, PIM role settings, PIM for Groups, Azure PIM and access reviews. Their outputs aren’t in this run yet. Each can join it as another task with its own folder and manifest, and the comparison treats it the same way (research gaps, row 88).
Which cloud, for this read
The audit read calls Microsoft Graph: graph.microsoft.com for GCC, which uses the worldwide endpoints, as do sign-in at login.microsoftonline.com and Azure Resource Manager at management.azure.com. GCC High uses graph.microsoft.us and DoD dod-graph.microsoft.us.3 List directoryAudits is available in the global service, US Government L4 and US Government L5.4 PIM is part of Microsoft Entra ID Governance, available in GCC, GCC High and DoD.5 The run takes the cloud as a required parameter with no default, and uses Chapter 01’s reader, which sends the token only to that cloud’s host.
[bookmark: _Toc00001165]Start with Microsoft’s sample
What Microsoft gives you
Learn’s page View audit history for Microsoft Entra roles in Privileged Identity Management is Microsoft’s procedure. It shows PIM’s resource audit in the admin center, says the data covers the past 30 days, and says to route the logs to a storage account or Log Analytics through diagnostic settings to keep them longer.2 It then gives three sample Log Analytics queries: one that finds role activation entries with OperationName has "Add member to role", one that finds the entries for one request by its roleAssignmentRequestId, and one that follows a whole activation and deactivation cycle by also collecting the correlation IDs of those entries.2
Learn’s Microsoft Entra audit log categories and activities lists the activity names PIM logs, such as Add member to role requested (PIM activation), Add member to role request approved (PIM activation), Add member to role completed (PIM activation), Add member to role outside of PIM (permanent) and Update role setting in PIM.6 Learn’s security operations guide for PIM says to monitor role assignments made outside PIM and changes to PIM settings, and to always alert on changes for Privileged Role Administrator and Global Administrator.7
Microsoft Sentinel rule templates for PIM settings changes and denied elevations exist in the Azure/Azure-Sentinel repository, and Learn’s security operations guide links them.7 They aren’t used here: they run in a Sentinel workspace, and Learn’s own page already gives the activation queries this chapter needs.
The pinned copy
The queries exist only inside the Learn page, so the repository pins the page’s source, unmodified, in examples/third_party/entra-pim-audit-page: pim-how-to-use-audit-log.md from MicrosoftDocs/entra-docs at commit 07cb73d (October 30, 2026), retrieved October 30, 2026, with the repository’s MIT licenses.8 snapshot.json records each file’s SHA-256 and its upstream git blob hash, checked with gh api before the manifest was written. A unit test checks the hashes, and the weekly source watch reports new commits to the page.
tests/EvidenceDrift.Tests.ps1 extracts the three queries from the pinned page at test time and runs them unmodified over tests/fixtures/ch08/audit.json, eighteen fictional audit items, mapped to the AuditLogs table’s column names. Its small evaluator handles only the queries’ shape: let, where Column has ... terms joined by or, in, and summarize makeset(...). Anything else throws. It isn’t a KQL engine, and nothing is sent to a workspace.
What it leaves to you
Each row is pinned by a test: in the “as published” block of tests/EvidenceDrift.Tests.ps1 for the sample, and in the rest of that file or in examples/drift-pipeline/tests/test_pa_evidence.py for the code.
	Learn’s queries, as published
	Why it matters
	What the code adds

	The first query finds the three completed activations in the fixture
	—
	Kept as the model: the activity names, read from Learn’s list6

	The first query also returns the two events that assigned a role outside PIM, mixed in with 11 activation events
	A standing Tier 0 assignment looks like one more activation
	Classifies each event by its activity name; an outside-PIM assignment is PA-AUD-01

	The first query misses deactivations and the role setting change
	Learn’s guide says to alert on every change to PIM settings for the top roles7
	Reads every event PIM logs in the window; a setting change is PA-AUD-04

	The second query, as published, holds the placeholder {roleAssignmentRequestId}; read as whole terms it matches the detail’s key name, so it returns all 13 events that carry a request ID
	A query copied as published selects no single request
	Reads each event’s request ID and groups by it

	With a real request ID, it finds one activation across three correlation IDs
	—
	Kept: the request ID is the key, as Learn advises2

	The third query adds the deactivation event that has a correlation ID but no request ID (four events become five)
	—
	Kept: an event without a request ID joins the request that shares its correlation ID

	One request at a time, with no time window, no tier and no check of the approval
	“Every elevation in the period” can’t be shown one request at a time
	A window per run, a tier per role, PA-AUD-02 for a Tier 0 or Tier 1 activation with no approval, PA-AUD-03 for a requester who approved their own request

	Runs only in Log Analytics
	Needs the workspace and its diagnostic setting before any evidence exists
	Reads Graph’s directory audit log with AuditLog.Read.All, and refuses a window older than the 30 days the log keeps4 1

	Stops at the query
	No comparison, no package, nothing for the ISSO
	pa_evidence.py: compare, issues, package, verify and period


The verdict. Use Learn’s request ID as the key for an activation and Learn’s activity names as the vocabulary. Don’t use the first query as the evidence of elevation: it mixes direct assignments in with activations and doesn’t show approvals.
[bookmark: _Toc00001166]The code: what the evidence run builds on and adds
The run is two pieces, each in its own files. examples/privileged-access gains Invoke-PaEvidenceRun.ps1, the module powershell/PaEvidence/PaEvidence.psm1, the call list config/calls-ch08.json and its tests. examples/drift-pipeline gains python/pa_evidence.py, workflow/pa-evidence.yml and their tests, as new files: drift_pipeline.py and its tests are unchanged, and pa_evidence.py imports its hashing, JSON, fingerprint and refusal helpers. The notes are in examples/privileged-access/docs/ch08.md.
The run
Invoke-PaEvidenceRun.ps1 -Cloud gcc -TenantId <id> writes one folder per run, named by its time and mode, such as 2026-10-30T0600Z-fixture:
· inventory/, written by Chapter 01’s Invoke-PaInventory.ps1, unchanged;
· emergency/, written by Chapter 02’s Invoke-PaEmergencyCheck.ps1, unchanged;
· pim-audit/, this chapter’s: events.json, requests.json, summary.json, findings.json and a manifest.json in the same shape as the other two;
· run.json: the run ID, the as-of time, the cloud, the tenant ID, the mode, the audit window, the permissions, and each task’s status with the SHA-256 of its manifest.
The cloud and the tenant ID are required. In a live run the tenant ID must match the Graph session’s. A task that fails is recorded as Error in run.json and leaves no folder; the other tasks still run. Design guidance.
The audit read
Get-PaPimAuditEvent reads GET /v1.0/auditLogs/directoryAudits with three filters for the window: everything logged by PIM under each of the two service names Learn uses, and the Add member to role events Core Directory logs when a role is assigned outside PIM. The directoryAudit resource page lists eq, ge and le on activityDateTime, and eq on loggedByService and activityDisplayName.9 It goes through Chapter 01’s reader, so the call must be declared in config/calls-ch08.json, is a GET, goes only to the cloud’s Graph host, and follows every page. It refuses a window that starts more than 30 days before the run. The next window starts where the last one ended, so no hour goes unread.
Each event is kept as IDs: the activity and its class, the role, the target principal, the initiator, the correlation ID and the request ID. Names in the log, such as the initiator’s user principal name, are dropped. Design guidance: the inventory already holds names for the people who hold roles, and the audit evidence doesn’t need its own copy.
	Call
	Least-privileged permission
	Delegated role

	List directoryAudits
	AuditLog.Read.All4
	Reports Reader, Security Reader or Security Administrator4


With Chapter 01’s five and Chapter 02’s six, the run needs nine Graph application permissions, none of them a write, and Reader on each Azure scope.
The audit findings
	Rule
	Severity
	What it flags
	Source

	PA-AUD-01
	Finding for T0 and T1; Warn otherwise
	A role assigned outside PIM (Add member to role outside of PIM (permanent), or Core Directory’s Add member to role), once per role and principal
	Learn: monitor roles assigned outside PIM, high risk7

	PA-AUD-02
	Finding
	A T0 or T1 activation completed with no approval record in the window
	Book 04, Chapter 08: approval required for T0 and T1 (settings by tier); Learn’s baseline asks for approval to activate7

	PA-AUD-03
	Finding
	An activation approved by its own requester
	Design guidance; the plan’s Gate 3 asks for requester and approver distinct for Tier 0

	PA-AUD-04
	Finding for T0; Warn otherwise
	A role setting changed in PIM, to be reconciled with a reviewed settings change
	Learn: always alert on PIM setting changes for Privileged Role Administrator and Global Administrator7


An approval logged before the window started looks missing to PA-AUD-02, so its issue names the request ID for the reviewer to look up. Whether every approval is logged under the activity name the code reads is open (research gaps, row 85).
Compare, by fingerprint
pa_evidence.py compare loads both runs and checks them first: run.json, each task manifest by its hash, every file against its manifest, nothing extra, every recorded request a GET, and one tenant, cloud and mode throughout. It refuses runs from different modes, clouds or tenants, or a current run that isn’t later, as the first workbook’s pipeline does (Chapter 09).
	Result
	Meaning

	new, changed, resolved, unchanged
	Chapter 01’s and Chapter 02’s Finding and Warn rows, keyed by rule, object ID and issue

	unverified
	A task that didn’t read the tenant this run: its earlier findings stay open, never resolved

	assignment added, removed, changed
	Chapter 01’s rows, keyed by plane, role, scope, principal and route, with activations left out because they come and go within hours and the audit records each one

	audit
	This run’s PA-AUD findings: events in the window, listed as they are

	coverage gap
	Time between the last window’s end and this window’s start, or a window whose read failed

	incident
	Any Tier 0 assignment added, removed or changed; any new or changed Tier 0 Finding; any Tier 0 audit Finding


The incident rule is Book 04, Chapter 10’s: a drift on a Tier 0 object is a security incident (Book 04, Chapter 10). The emergency access rules, the Global Administrator count and root-scope elevation are Tier 0 whatever the row says. Design guidance.
Each result has a fingerprint: the first 16 hex characters of a SHA-256 over the rule, the object ID and the issue, from the first workbook’s fingerprint(). The same finding has the same fingerprint every run, so the tracker can find its open issue.
Findings without names
pa_evidence.py issues drafts what to open, comment on and close. A title uses a fixed rule title from a catalog, or a role name, never a finding’s own text, because Chapter 01’s issue text can name a person. A body carries the rule, severity, tier, object ID and fingerprint, and the run and its run.json hash. Names stay in the drift report, which goes to the access-controlled evidence store. --include-names turns them on for a reviewed exception. A test checks that no name or user principal name from either run appears in the drafts. Design guidance, as in the first workbook’s Chapter 09.
The package and the chain
pa_evidence.py package writes <run-id>/ with the run as written (run/), the drift report and summary (drift/), an EVIDENCE-MANIFEST.json and a SHA256SUMS that sha256sum -c reads. The manifest records the run, the cloud, the tenant ID, the mode, the audit window, each task’s status, the run.json hash, the counts, the GitHub run identifiers when there are any, a SHA-256 and size for every file, and the previous package’s run ID and manifest hash. That last hash makes the packages a chain: a replaced package or a missing day shows up as a break. The same inputs give the same bytes. verify is what the ISSO runs.
The packager doesn’t sign, for the reason the first workbook gives: the hashes show nothing changed after packaging, and a container with a locked time-based retention policy keeps blobs from being modified or deleted until the interval ends.10 Signing stays the ISSO’s choice (research gaps, row 87).
What the ISSO receives
pa_evidence.py period --since <start> --until <end> is the plan’s A4.3. It verifies every package whose window falls in the period, checks the chain between them and that their windows cover the period with no gap, and writes PERIOD-MANIFEST.json, period-summary.md and SHA256SUMS. The packages stay where they are, cited by their manifest hashes. For the Gate 4 review it gives:
	Gate 4 criterion
	What the period shows
	Who decides

	Residual standing privilege named with a rationale and accepted
	Chapter 01’s PA-INV-01 rows at period end: on the exceptions list with their reason, or outside it
	The authorizing official accepts it

	Evidence for every elevation in the period
	Activations by tier, approvals, denials, T0 or T1 activations without approval, audit coverage gaps, chain breaks
	The ISSO, from the period

	Exception register current
	The exceptions list the inventory read
	The governance office

	Access-related GPO settings retired
	Nothing: not a privileged read
	Identity engineering (A4.1)


It also lists every Tier 0 incident by fingerprint, for the ISSO to match against the incident records Gate 3 asks for. Book 04’s other monthly items, such as merged pull requests, review history and the governance metrics, come from their own sources (Book 04, Chapter 10).
The schedule
workflow/pa-evidence.yml is a sample GitHub Actions workflow, not active in this repository. It follows the first workbook’s: Learn’s Azure Login sign-in with a federated credential and no secret, pinned actions, a job that can request a token but write nothing else, and a second job with no Azure access that opens issues.11 It runs daily, starts each audit window where the last package’s ended, and on the first of the month assembles the previous month’s period. The first workbook’s workflow_lint.py checks it with no findings.
The project plan’s A3.6 sets drift every six hours. A run that often only needs a shorter schedule and the same code; daily is the sample’s choice. Design guidance.
The tests
Pester 5 under PowerShell 7: tests/EvidenceDrift.Tests.ps1, 32 tests, 8 of them Learn’s queries as published; the other chapters’ test files in examples/privileged-access run beside it unchanged. pytest: tests/test_pa_evidence.py, 41 tests over the two fixture runs; with the first workbook’s, 142 tests in examples/drift-pipeline. A Pester test reruns the evidence run from the fixtures and checks that its data files match the fixture runs the Python tests read. None of them needs a tenant or a network.
[bookmark: _Toc00001167]Illustrative code
The commands below run Learn’s pinned queries over fictional audit rows, and the example against a fictional tenant served by a fake. The sample workflow has been parsed and linted, not run. They show what the code does, not that a tenant returns the same shapes. Review the code, and run Lab 2 in a test tenant, before it produces evidence anyone relies on.
[bookmark: _Toc00001168]Lab 1: fixtures, no tenant
You need PowerShell 7.1 or later with Pester 5, Python 3.10 or later with pytest and PyYAML, and a shell with sha256sum (Linux, macOS or Git Bash). Steps 1 to 4 run in examples/privileged-access in PowerShell; steps 5 to 10 in examples/drift-pipeline in a POSIX shell; step 11 in both.
Every command in Lab 1
Every command in this lab, in order. Each step below says what it does and what to look for.
In PowerShell 7:
# Step 1: Run Learn's queries over the fixture
Invoke-Pester -Path tests/EvidenceDrift.Tests.ps1 -FullNameFilter '*as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount

# Step 2: List the permissions the run needs
Import-Module ./powershell/PaEvidence/PaEvidence.psm1
(Get-PaEvidencePermission -Task evidence-run).GraphPermissions -join ', '

# Step 3: Run two days against the fictional tenant
$lab = @{ Cloud = 'gcc'; TenantId = '11111111-1111-4111-8111-111111111111'; OutputPath = 'out/runs'
    AuditFixturePath = 'tests/fixtures/ch08/audit.json'; EmergencyConfigPath = 'tests/fixtures/inputs/emergency-access.json'
    ValidationsPath = 'tests/fixtures/inputs/emergency-validations.csv'; ExceptionsPath = 'tests/fixtures/inputs/exceptions.csv'
    AzureScope = '/subscriptions/11111111-1111-4111-8111-111111111111', '/providers/Microsoft.Management/managementGroups/contoso-root', '/subscriptions/22222222-2222-4222-8222-222222222222'
    ControlPlaneSubscriptionId = '22222222-2222-4222-8222-222222222222' }
./Invoke-PaEvidenceRun.ps1 @lab -FixturePath tests/fixtures/tenant.json -AsOf 2026-10-29T06:00:00Z
./Invoke-PaEvidenceRun.ps1 @lab -FixturePath tests/fixtures/ch08/tenant-day2.json -AsOf 2026-10-30T06:00:00Z

# Step 4: Read the second day's audit findings
Get-Content out/runs/2026-10-30T0600Z-fixture/pim-audit/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Tier, ObjectId
In a POSIX shell (Git Bash on Windows):
# Step 5: Record a baseline and package it
DAY1=tests/fixtures/pa-runs/2026-10-29T0600Z-fixture
DAY2=tests/fixtures/pa-runs/2026-10-30T0600Z-fixture
python python/pa_evidence.py compare --current $DAY1 --out out/day1
python python/pa_evidence.py package --run $DAY1 --diff out/day1/pa-drift-report.json --out out/evidence

# Step 6: Compare the next day
python python/pa_evidence.py compare --previous $DAY1 --current $DAY2 --out out/day2
cat out/day2/pa-drift-summary.md

# Step 7: Draft the findings
python python/pa_evidence.py issues --diff out/day2/pa-drift-report.json --out out/day2/issues.json
grep -c contoso out/day2/issues.json

# Step 8: Package and verify the second day, chained to the first
python python/pa_evidence.py package --run $DAY2 --diff out/day2/pa-drift-report.json \
  --previous-manifest out/evidence/2026-10-29T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/evidence
python python/pa_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
(cd out/evidence/2026-10-30T0600Z-fixture && sha256sum -c --quiet SHA256SUMS)

# Step 9: Assemble the period for the ISSO
python python/pa_evidence.py period --evidence out/evidence --since 2026-10-28T06:00:00Z --until 2026-10-30T06:00:00Z --out out/periods
cat out/periods/period-2026-10-28_2026-10-30/period-summary.md

# Step 10: Break it on purpose
echo edited >> out/evidence/2026-10-30T0600Z-fixture/drift/pa-drift-summary.md
python python/pa_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
python python/pa_evidence.py compare --previous $DAY2 --current $DAY1 --out out/swap
python python/workflow_lint.py workflow/pa-evidence.yml
In PowerShell 7:
# Step 11: Run the tests
Invoke-Pester -Path tests/EvidenceDrift.Tests.ps1
Invoke-Pester -Path tests
In a POSIX shell (Git Bash on Windows):
# Step 11: Run the tests
python -m pytest tests -q
In PowerShell 7:
# After the steps
Remove-Item -Recurse -Force out
In a POSIX shell (Git Bash on Windows):
# After the steps
rm -rf out
1. Run Learn’s queries over the fixture:
· Invoke-Pester -Path tests/EvidenceDrift.Tests.ps1 -FullNameFilter '*as published*' -Output None -PassThru |
    Select-Object PassedCount, FailedCount, NotRunCount
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-1.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· PassedCount 8, FailedCount 0, NotRunCount 24. Read the third test: two of the 13 rows the first query returns are role assignments made outside PIM.
1. List the permissions the run needs:
· Import-Module ./powershell/PaEvidence/PaEvidence.psm1
(Get-PaEvidencePermission -Task evidence-run).GraphPermissions -join ', '
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-2.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· AuditLog.Read.All, GroupMember.ReadBasic.All, Policy.Read.All, RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagement.Read.Directory, User.Read.All, User.ReadBasic.All, UserAuthenticationMethod.Read.All. Nothing ends in ReadWrite.
1. Run two days against the fictional tenant:
· $lab = @{ Cloud = 'gcc'; TenantId = '11111111-1111-4111-8111-111111111111'; OutputPath = 'out/runs'
    AuditFixturePath = 'tests/fixtures/ch08/audit.json'; EmergencyConfigPath = 'tests/fixtures/inputs/emergency-access.json'
    ValidationsPath = 'tests/fixtures/inputs/emergency-validations.csv'; ExceptionsPath = 'tests/fixtures/inputs/exceptions.csv'
    AzureScope = '/subscriptions/11111111-1111-4111-8111-111111111111', '/providers/Microsoft.Management/managementGroups/contoso-root', '/subscriptions/22222222-2222-4222-8222-222222222222'
    ControlPlaneSubscriptionId = '22222222-2222-4222-8222-222222222222' }
./Invoke-PaEvidenceRun.ps1 @lab -FixturePath tests/fixtures/tenant.json -AsOf 2026-10-29T06:00:00Z
./Invoke-PaEvidenceRun.ps1 @lab -FixturePath tests/fixtures/ch08/tenant-day2.json -AsOf 2026-10-30T06:00:00Z
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-3.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Each prints three lines, the second run:
· Run 2026-10-30T0600Z-fixture (Fixture, gcc): inventory OK, emergency-access OK, pim-audit OK
Audit window 2026-10-29T06:00:00Z to 2026-10-30T06:00:00Z
Written to <path>/out/runs/2026-10-30T0600Z-fixture (run.json lists each task's manifest hash)
1. Read the second day’s audit findings:
· Get-Content out/runs/2026-10-30T0600Z-fixture/pim-audit/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity, Tier, ObjectId
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-4.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Three Tier 0 Findings: PA-AUD-01 for Privileged Role Administrator assigned to …000000000020 outside PIM (two events, one finding), PA-AUD-02 for a Global Administrator activation by …000000000013 with no approval, and PA-AUD-04 for the Global Administrator role setting change. Day 1 has none: both of its activations were approved by someone else. Open events.json: object IDs, no names. The runs in step 5 are the repository’s copies of these two, which a Pester test checks against a fresh run.
1. Record a baseline and package it. In examples/drift-pipeline:
· DAY1=tests/fixtures/pa-runs/2026-10-29T0600Z-fixture
DAY2=tests/fixtures/pa-runs/2026-10-30T0600Z-fixture
python python/pa_evidence.py compare --current $DAY1 --out out/day1
python python/pa_evidence.py package --run $DAY1 --diff out/day1/pa-drift-report.json --out out/evidence
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-5.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The compare exits 2 with "baseline": true and 26 new findings. The package’s evidence_manifest_sha256 is e10d8543….
1. Compare the next day:
· python python/pa_evidence.py compare --previous $DAY1 --current $DAY2 --out out/day2
cat out/day2/pa-drift-summary.md
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-6.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 2: incidents 6; findings new 2, resolved 6, unchanged 20; assignments added 1, removed 1; audit findings 3; coverage gaps 0. The incidents are the standing Privileged Role Administrator assignment (added, and its new PA-INV-01), the removed permanent Global Administrator eligibility, and the three audit Findings. The six resolved are Chapter 02’s PA-EA-07 and two PA-EA-08 for ea02, now in the exclusion group, and three of Chapter 01’s that went with the removed eligibility.
1. Draft the findings:
· python python/pa_evidence.py issues --diff out/day2/pa-drift-report.json --out out/day2/issues.json
grep -c contoso out/day2/issues.json
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-7.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· {"close": 9, "comment": 0, "open": 7}: six incidents and one new Warn to open; six resolved and three “reads again” to close. grep prints 0: no user principal name reaches the drafts. The new holder’s object ID appears four times.
1. Package and verify the second day, chained to the first:
· python python/pa_evidence.py package --run $DAY2 --diff out/day2/pa-drift-report.json \
  --previous-manifest out/evidence/2026-10-29T0600Z-fixture/EVIDENCE-MANIFEST.json --out out/evidence
python python/pa_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
(cd out/evidence/2026-10-30T0600Z-fixture && sha256sum -c --quiet SHA256SUMS)
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-8.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· The manifest hash is 763d4a1f…, verify reports 15 files, and sha256sum exits 0. In EVIDENCE-MANIFEST.json, previous.evidence_manifest_sha256 is the day 1 hash and tenant_id is the fixture tenant’s.
1. Assemble the period for the ISSO:
· python python/pa_evidence.py period --evidence out/evidence --since 2026-10-28T06:00:00Z --until 2026-10-30T06:00:00Z --out out/periods
cat out/periods/period-2026-10-28_2026-10-30/period-summary.md
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-9.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· Exit 2: two packages, no chain break, no coverage gap; activations 3 (T0 2, T1 1), requests 4, approved 2, denied 1, one T0 or T1 activation without approval, six Tier 0 incidents. The Gate 4 table shows the residual standing privilege criterion not met (one standing assignment on the exceptions list, eight outside it) and the elevation criterion not met (the unapproved activation).
1. Break it on purpose:
· echo edited >> out/evidence/2026-10-30T0600Z-fixture/drift/pa-drift-summary.md
python python/pa_evidence.py verify out/evidence/2026-10-30T0600Z-fixture
python python/pa_evidence.py compare --previous $DAY2 --current $DAY1 --out out/swap
python python/workflow_lint.py workflow/pa-evidence.yml
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-10.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· verify exits 1: drift/pa-drift-summary.md doesn't match its SHA-256. The swapped compare exits 1: the current run isn’t later than the previous one. The workflow lints with 0 finding(s), 0 warning(s).
1. Run the tests. In examples/privileged-access, in PowerShell, this chapter’s tests, then every chapter’s:
· Invoke-Pester -Path tests/EvidenceDrift.Tests.ps1
Invoke-Pester -Path tests
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-11.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
· In examples/drift-pipeline:
· python -m pytest tests -q
· [image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-12.png]
· What the terminal shows, run on the kit’s fixtures (the same output as text)
Expected result: the first Pester run passes 32 tests, the second runs every chapter’s tests and should pass them all, and pytest passes 142.
When you’re done, delete out in both folders, in examples/privileged-access, then in examples/drift-pipeline:
Remove-Item -Recurse -Force out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-13.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
rm -rf out
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/project-plans/developer-workbooks/privileged-access/captures/08-14.png]
What the terminal shows, run on the kit’s fixtures (the same output as text)
[bookmark: _Toc00001169]Lab 2: test tenant
Use a test tenant in the worldwide or GCC cloud with Microsoft Entra ID P2 or ID Governance, and a test Azure subscription, never production, with fictional people. The run only reads. Steps 3 and 4 run in examples/privileged-access in PowerShell, with the emergency-access.json and emergency-validations.csv from Chapter 02, Lab 2 and the exceptions.csv from Chapter 04, Lab 2; step 6 runs in examples/drift-pipeline in a POSIX shell. You’ll replace: <tenant-id> (the test tenant’s ID), <app-id> and <thumbprint> (the reader app from step 1 and its certificate’s thumbprint) and <test-subscription-id> (the test subscription’s ID).
Every command in Lab 2
Every command in this lab, in order. Each step below says what it does and what to look for.
In PowerShell 7:
# Step 3: Run twice
Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaEvidenceRun.ps1 -Cloud gcc -TenantId <tenant-id> -OutputPath out/runs-test -AzureScope /subscriptions/<test-subscription-id> `
    -EmergencyConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -ExceptionsPath exceptions.csv

# Step 3: Run twice
$first = Get-ChildItem out/runs-test -Directory | Sort-Object Name | Select-Object -First 1
$since = (Get-Content (Join-Path $first.FullName 'run.json') -Raw | ConvertFrom-Json).auditWindow.until
./Invoke-PaEvidenceRun.ps1 -Cloud gcc -TenantId <tenant-id> -OutputPath out/runs-test -AzureScope /subscriptions/<test-subscription-id> `
    -EmergencyConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -ExceptionsPath exceptions.csv -Since $since

# Step 4: Check what the fixture assumed
$second = Get-ChildItem out/runs-test -Directory | Sort-Object Name | Select-Object -Last 1
Get-Content (Join-Path $second.FullName 'pim-audit/events.json') -Raw | ConvertFrom-Json | Format-Table Activity, Service, RequestId, RoleId
Get-Content (Join-Path $second.FullName 'pim-audit/requests.json') -Raw | ConvertFrom-Json | Format-Table RequestId, RoleId, @{ n = 'States'; e = { $_.States -join ', ' } }
In a POSIX shell (Git Bash on Windows):
# Step 6: Compare and package locally
RUNS=../privileged-access/out/runs-test
FIRST=$(ls $RUNS | sort | head -n 1)
SECOND=$(ls $RUNS | sort | tail -n 1)
DAY1=$RUNS/$FIRST
DAY2=$RUNS/$SECOND
python python/pa_evidence.py compare --current $DAY1 --out out/test-day1
python python/pa_evidence.py package --run $DAY1 --diff out/test-day1/pa-drift-report.json --out out/test-evidence
python python/pa_evidence.py compare --previous $DAY1 --current $DAY2 --out out/test-day2
cat out/test-day2/pa-drift-summary.md
python python/pa_evidence.py issues --diff out/test-day2/pa-drift-report.json --out out/test-day2/issues.json
python python/pa_evidence.py package --run $DAY2 --diff out/test-day2/pa-drift-report.json \
  --previous-manifest out/test-evidence/$FIRST/EVIDENCE-MANIFEST.json --out out/test-evidence
python python/pa_evidence.py verify out/test-evidence/$SECOND
In PowerShell 7:
# Step 7: Back it out
Remove-Item -Recurse -Force out/runs-test
In a POSIX shell (Git Bash on Windows):
# Step 7: Back it out
rm -rf out/test-day1 out/test-day2 out/test-evidence
1. Register the reader app in the tenant’s own cloud (for GCC, the worldwide Microsoft Entra admin center) with a certificate. Grant the nine application permissions from Lab 1, step 2, with admin consent, and nothing else. Grant Reader on the test subscription.
112. Open Entra ID > App registrations > New registration, name the app and select Register.
112. In the app, open Certificates & secrets > Certificates > Upload certificate and upload the certificate’s public key.
112. Open API permissions > Add a permission > Microsoft Graph > Application permissions, select AuditLog.Read.All, GroupMember.ReadBasic.All, Policy.Read.All, RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagement.Read.Directory, User.Read.All, User.ReadBasic.All and UserAuthenticationMethod.Read.All, then Add permissions and Grant admin consent for your tenant.
112. In the Azure portal, open Subscriptions > the test subscription > Access control (IAM) > Add > Add role assignment, select Reader, then on Members select the app, and Review + assign.
1. Make one activation to see. As a test administrator, make a test user eligible for Helpdesk Administrator (T2) through PIM, and have the user activate it with a justification.
1. Run twice. Run once before step 2’s activation and once after, with your own inputs. The first run:
· Connect-MgGraph -Environment Global -TenantId <tenant-id> -ClientId <app-id> -CertificateThumbprint <thumbprint>
Connect-AzAccount -ServicePrincipal -Environment AzureCloud -Tenant <tenant-id> -ApplicationId <app-id> -CertificateThumbprint <thumbprint>
./Invoke-PaEvidenceRun.ps1 -Cloud gcc -TenantId <tenant-id> -OutputPath out/runs-test -AzureScope /subscriptions/<test-subscription-id> `
    -EmergencyConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -ExceptionsPath exceptions.csv
· The second run passes -Since with the first run’s window end, which the first two lines read from its run.json:
· $first = Get-ChildItem out/runs-test -Directory | Sort-Object Name | Select-Object -First 1
$since = (Get-Content (Join-Path $first.FullName 'run.json') -Raw | ConvertFrom-Json).auditWindow.until
./Invoke-PaEvidenceRun.ps1 -Cloud gcc -TenantId <tenant-id> -OutputPath out/runs-test -AzureScope /subscriptions/<test-subscription-id> `
    -EmergencyConfigPath emergency-access.json -ValidationsPath emergency-validations.csv -ExceptionsPath exceptions.csv -Since $since
1. Check what the fixture assumed. In the second run’s pim-audit/events.json, record which loggedByService value the events carry (the Service column; research gaps, row 81), whether RequestId is filled, which means the additionalDetails key is roleAssignmentRequestId (row 82), and whether RoleId is the role’s template ID (row 83). In requests.json, the activation should show Requested and Activated.
· $second = Get-ChildItem out/runs-test -Directory | Sort-Object Name | Select-Object -Last 1
Get-Content (Join-Path $second.FullName 'pim-audit/events.json') -Raw | ConvertFrom-Json | Format-Table Activity, Service, RequestId, RoleId
Get-Content (Join-Path $second.FullName 'pim-audit/requests.json') -Raw | ConvertFrom-Json | Format-Table RequestId, RoleId, @{ n = 'States'; e = { $_.States -join ', ' } }
1. Cross-check against Learn’s procedure. In the admin center, open ID Governance > Privileged Identity Management > Microsoft Entra roles > Resource audit for the same window, as Learn’s page describes.2 Every activation there should be in requests.json. If the tenant sends audit logs to a workspace (Chapter 02, Lab 2), run Learn’s second query there with the real request ID: it should return the same events (row 84).
1. Compare and package locally. Run steps 5 to 8 of Lab 1 on the two test runs, in examples/drift-pipeline. The first five lines pick the two runs, oldest first:
· RUNS=../privileged-access/out/runs-test
FIRST=$(ls $RUNS | sort | head -n 1)
SECOND=$(ls $RUNS | sort | tail -n 1)
DAY1=$RUNS/$FIRST
DAY2=$RUNS/$SECOND
python python/pa_evidence.py compare --current $DAY1 --out out/test-day1
python python/pa_evidence.py package --run $DAY1 --diff out/test-day1/pa-drift-report.json --out out/test-evidence
python python/pa_evidence.py compare --previous $DAY1 --current $DAY2 --out out/test-day2
cat out/test-day2/pa-drift-summary.md
python python/pa_evidence.py issues --diff out/test-day2/pa-drift-report.json --out out/test-day2/issues.json
python python/pa_evidence.py package --run $DAY2 --diff out/test-day2/pa-drift-report.json \
  --previous-manifest out/test-evidence/$FIRST/EVIDENCE-MANIFEST.json --out out/test-evidence
python python/pa_evidence.py verify out/test-evidence/$SECOND
· The second compare should show the activation in the audit summary and no assignment drift for it.
1. Back it out. Let the activation expire or deactivate it, remove the test eligibility, remove the nine permissions and the Reader assignment, delete the app registration and its certificate, and delete out/runs-test and the packages: they hold the tenant’s privileged holders. In examples/privileged-access, then in examples/drift-pipeline:
· Remove-Item -Recurse -Force out/runs-test
· rm -rf out/test-day1 out/test-day2 out/test-evidence
· If you ran the sample workflow in a test repository, follow the first workbook’s Chapter 09, Lab 2 for its federated credential and an unlocked retention policy, and its back-out.
In production, lock the evidence container’s retention policy once Lab 2 passes; Learn says an unlocked policy is for testing only.10
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	Item
	Value
	US Government clouds
	Stage
	Source

	List directoryAudits
	GET /auditLogs/directoryAudits; AuditLog.Read.All (higher: Directory.Read.All); delegated roles Reports Reader, Security Reader, Security Administrator; $filter (eq, ge, le, startswith), $top, $orderby, skiptoken
	L4 and L5
	v1.0
	4

	directoryAudit filters
	activityDateTime eq, ge, le; activityDisplayName eq, startswith; loggedByService eq; loggedByService example Privileged Identity Management
	—
	v1.0
	9

	PIM activity names
	Add member to role requested / approval requested / request approved / request denied / completed (PIM activation), Add member to role outside of PIM (permanent), Remove member from role (PIM activation expired), Update role setting in PIM, and others, category RoleManagement
	—
	—
	6

	PIM audit history
	Resource audit covers the past 30 days; correlate an activation by roleAssignmentRequestId, which stays the same across asynchronous steps; deactivation events log the original request ID under additional details
	—
	GA
	2

	Audit log retention
	Free seven days; P1 and P2 30 days; route to storage or Log Analytics to keep longer; retention changes aren’t retroactive
	—
	—
	1

	Monitoring PIM
	Alert on roles assigned outside PIM (high); always alert on PIM setting changes for Privileged Role Administrator and Global Administrator; baseline requires approval to activate
	—
	—
	7

	Graph hosts
	GCC graph.microsoft.com; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	3

	Microsoft Entra ID Governance
	Available in GCC, GCC High and DoD
	Available
	GA
	5

	Sign-in from GitHub Actions
	Azure Login with a federated credential; the job needs id-token: write; US Government audience api://AzureADTokenExchangeUSGov
	Azure Government environment
	Learn’s samples use azure/login@v2; the sample workflow pins v3.1.0 by commit, as the first workbook’s Chapter 09 does
	11

	Immutable evidence
	Time-based retention; a locked policy can’t be deleted or shortened; unlocked is for testing
	—
	GA
	10



Two places where Learn’s pages differ, recorded so a later edit doesn’t loosen the code:
· PIM’s service name. The directoryAudit resource page gives Privileged Identity Management as a loggedByService value;9 the security operations guide for PIM filters on Service = PIM.7 The code follows the stricter reading, one that misses nothing: it asks for both and de-duplicates by event ID. Lab 2 records which one a tenant uses (research gaps, row 81).
· Where approvals are logged. Learn’s activity list puts Add member to role request approved (PIM activation) under RoleManagement;6 the security operations guide lists approvals and denials under Service = Access Review and category UserManagement.7 The code reads PIM’s service, so an approval logged only under Access Review would make PA-AUD-02 fire. That fails closed: a false Finding, not a missed one. Lab 2 confirms (research gaps, row 85).
The roles Learn names for reading differ by surface, without contradicting each other. PIM’s Resource audit page names Global Administrator, Global Reader, Privileged Role Administrator, Security Administrator or Security Reader;2 the Graph call names Reports Reader, Security Reader or Security Administrator.4 The code uses the application permission, and for a delegated read the Graph call’s least-privileged role, Reports Reader.
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The runs, the packages and the period are the evidence for the plan’s tasks A3.6 and A4.3, and for Gate 4’s “evidence for every elevation in the period.” Each row names the command or file that shows it. Every control named is in the NIST SP 800-53B Moderate baseline.12
	What the output proves
	Requirement it supports
	KSI it aligns to
	Who keeps it

	Learn’s queries run over the fixture as published, and the kit’s own code passes its tests: Lab 1, steps 1 and 11 (Invoke-Pester, python -m pytest)
	CM-3(2), testing and validation of changes
	KSI-CMT-VTD
	The repository’s test runs

	The run needs nine read permissions and nothing that writes: Lab 1, step 2 (Get-PaEvidencePermission -Task evidence-run)
	AC-6, least privilege for the identity that reads
	KSI-IAM-ELP
	Identity engineering, with the app’s consent record

	One folder per run with the inventory, the emergency check, the PIM audit read and run.json, which hashes each task’s manifest: Lab 1, step 3, out/runs/<run-id>/
	CA-7, continuous monitoring
	KSI-MLA-EVC
	The ISSO

	Every PIM request, approval, activation and assignment in the window, kept as IDs, read before the 30-day log retention closes: pim-audit/events.json, requests.json and summary.json
	AC-6(9), log use of privileged functions; AC-2(4), automated audit actions; AU-11, audit record retention
	KSI-MLA-LET, KSI-IAM-JIT, KSI-MLA-OSM
	The ISSO, in the evidence store

	Roles assigned outside PIM, and Tier 0 or Tier 1 activations with no approval: PA-AUD-01 and PA-AUD-02 in pim-audit/findings.json, Lab 1, step 4
	AU-6, audit record review; MS.AAD.7.5v1, provisioning only through a PAM system, and MS.AAD.7.6v1, approval to activate Global Administrator (BOD 25-01)13
	KSI-MLA-RVL
	The ISSO

	Activations approved by their own requester, and role settings changed in PIM: PA-AUD-03 and PA-AUD-04 in pim-audit/findings.json
	AC-5, separation of duties; CM-3, changes reconciled with a reviewed change
	KSI-IAM-JIT, KSI-CMT-LMC
	The ISSO

	A baseline recorded and packaged with a manifest and checksums: Lab 1, step 5, out/day1/pa-drift-report.json, then EVIDENCE-MANIFEST.json and SHA256SUMS
	CA-7; AU-9, protection of audit information
	KSI-MLA-EVC, KSI-MLA-OSM
	The ISSO, in the evidence store

	What changed since the last run, with each Tier 0 drift marked as an incident: Lab 1, step 6, out/day2/pa-drift-summary.md
	CA-7; SI-4, system monitoring; IR-4, incident handling, for the Tier 0 rule (Book 04, Chapter 10)
	KSI-MLA-EVC, KSI-IAM-SUS
	The ISSO, matched to the incident records Gate 3 asks for

	Issue drafts that carry no names: Lab 1, step 7, out/day2/issues.json, and grep -c contoso printing 0
	SI-4: monitoring information goes to defined roles; leaving names out of the tracker is design guidance
	KSI-IAM-SUS, KSI-MLA-RVL
	The tracker; names stay in the evidence store

	Each package chained to the one before, verified, and checked by sha256sum -c: Lab 1, step 8 (pa_evidence.py verify)
	AU-9
	KSI-MLA-OSM
	The ISSO

	The period’s packages verified, chained and covering the window with no gap, with activations, approvals and coverage gaps summed: Lab 1, step 9, PERIOD-MANIFEST.json, period-summary.md and SHA256SUMS
	CA-7, status reporting; AU-6; AC-6(9); the project plan’s Gate 4
	KSI-MLA-EVC, KSI-MLA-RVL
	The ISSO, for the Gate 4 review

	An edited file fails verification, swapped runs are refused, and the sample workflow passes its lint: Lab 1, step 10
	AU-9; CM-3(2) for the workflow
	KSI-MLA-OSM, KSI-CMT-VTD
	The repository’s test runs

	Two live runs of a test tenant, the second starting where the first’s audit window ended: Lab 2, step 3, out/runs-test/
	AC-6(9); AU-11: no hour goes unread
	KSI-MLA-LET, KSI-MLA-OSM
	The ISSO

	The audit events carry the fields the fixture assumed, and one activation shows Requested and Activated: Lab 2, step 4, events.json and requests.json
	AU-6
	KSI-MLA-RVL
	Identity engineering, recording research gaps rows 81 to 83

	The two live runs compared, packaged, chained and verified: Lab 2, step 6
	CA-7; AU-9
	KSI-MLA-EVC, KSI-MLA-OSM
	The ISSO

	The lab runs and packages are deleted because they name privileged holders: Lab 2, step 7, and the cleanup after Lab 1
	No control; handling the folders as sensitive is design guidance
	—
	—


Lab 2, step 5, the cross-check against PIM’s resource audit in the admin center, has no command; it supports AU-6 and is recorded against research gaps row 84. KSIs are FedRAMP 20x indicators for cloud service providers.14 The agency authorizes its own system and lines this evidence up with what its providers report against those indicators; it doesn’t report KSIs itself (Book 00, Appendix B). Book 04, Chapter 10 carries the control-by-control mapping.
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	Danger
	What happens
	The guard

	A failed read reported as a fix
	A 403 makes yesterday’s findings disappear
	A failed task is Error with no folder; its findings stay unverified, never resolved

	A day nobody read
	An activation in the gap has no evidence, and Gate 4 passes on the days that were read
	Each window starts where the last ended; a gap is a coverage gap in the report and the period

	A window older than the log
	The read returns part of the window and looks complete
	Refused past 30 days; read the gap from the workspace and attach it

	An outside-PIM assignment counted as an activation
	Standing Tier 0 privilege hides among normal elevations
	PA-AUD-01, apart from activations; a test pins that Learn’s first query mixes them

	An activation with no approval
	A Tier 0 role used without the second person
	PA-AUD-02 and PA-AUD-03

	A PIM setting relaxed in the portal
	Approval is switched off and the next activation looks routine
	PA-AUD-04, a Tier 0 incident for the top roles

	Names in the tracker
	Privileged holders are listed for everyone with read access to the repository
	Fixed rule titles, object IDs only; a test searches the drafts for every name in the runs

	A run edited, or swapped with another tenant’s
	The evidence describes a run that never happened
	Every file checked against its manifest, each manifest against run.json; tenant, cloud and mode must match

	A replaced package
	A bad day is quietly rewritten
	The hash chain; period reports the break; a locked retention policy

	An activation counted as drift
	Every activation opens a Tier 0 incident, and the incident queue is ignored
	Activated rows are left out of the assignment comparison; the audit evidence covers them

	The wrong cloud
	A GCC High run reads graph.microsoft.com
	Required cloud, no default; Chapter 01’s reader checks the host on every page


[bookmark: _Toc00001173]Checklist
· The run reads the inventory, the emergency access check and the PIM audit, and run.json shows all three OK.
· The reader app holds exactly the nine Graph permissions and Reader, with a certificate or a federated credential, never a secret.
· Each audit window starts where the last one ended, and the newest package is from today.
· Lab 2 recorded PIM’s service name, the request ID key and the role target, and the code matches what it found.
· Every Tier 0 incident in the period has an incident record.
· Issue bodies carry object IDs, not names.
· Each package verifies with sha256sum -c SHA256SUMS, and the period shows no chain break and no coverage gap.
· The evidence container has a locked time-based retention policy in production.
· The period summary, with its Gate 4 table, is signed by the identity governance officer, and residual standing privilege is accepted by the authorizing official.
· The pinned Learn page matches its manifest, and every upstream commit since the pin has been reviewed.
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[bookmark: _Toc00001175]Chapter 09 — Deploying to Test and Production
The labs prove the code. A deployment proves the order: emergency access first, report-only before enforcement, one role before every role, and a way back at every step.
[bookmark: _Toc00001176]In this chapter
The runbook the owner asked for: Chapters 02 to 08 deployed to a live test tenant with PIM and a test Azure subscription, then to the production tenant. The commands are the same in both stages; only the settings file changes. The order of work is built so a lockout can’t happen: the emergency access accounts are verified and excluded from every Conditional Access policy first, new policies go in report-only, and approval is switched on only after both hold. Six scripts in examples/privileged-access/deploy do what the earlier chapters’ code doesn’t: write each chapter’s input files from the settings file, run the pre-flight checks, read the smoke test’s evidence, plan the rollback, and record and check the evidence. Each step shows the NIST SP 800-53 controls, OMB and CISA requirements it supports and the FedRAMP 20x indicator its evidence lines up with, and writes an evidence record the ISSO keeps; the go/no-go checks that every record is present and passing. This chapter has no labs of its own. Each step points back to the chapter whose code it runs.
[bookmark: _Toc00001177]Status: not run against a live tenant
Nobody has run this runbook against a live tenant or subscription. The six deploy scripts were run in fixture mode against a fictional tenant on November 2, 2026, and their output below is that run. Every “expected result” for a live step is what the code and Microsoft Learn lead us to expect, not something we’ve seen. Run Stage 1 completely, record what really happened against each expectation, and settle the open questions in the research gaps before Stage 2.
[bookmark: _Toc00001178]Requirements, indicators and evidence
Every step below has a requirements table: the requirement it helps meet, what the step does for it, the FedRAMP 20x Key Security Indicator its evidence lines up with, and the evidence the ISSO keeps. The requirements are NIST SP 800-53 Rev. 5 controls at the system’s baseline,1 2 OMB M-22-09’s identity actions,3 CISA BOD 25-01’s required Microsoft Entra ID configurations (SCuBA),4 5 and the agency’s use of a FedRAMP-authorized cloud service.6 The control and indicator mappings are the ones the repository already verified, in Book 04, Chapter 10, Book 13, Appendix A and Book 12, Chapter 12; which step supports which is the program’s mapping (design guidance).
Key Security Indicators belong to the providers. KSIs are part of FedRAMP’s 20x certification rules for cloud service providers.7 8 The agency authorizes its own system. It lines its own evidence up with what its providers report against the indicators; it doesn’t report KSIs itself (Book 00, Appendix B). The KSI column below says which indicator a step’s evidence lines up with, nothing more.
The evidence is produced, not just named. Each deploy script writes an evidence record for its run, and deploy/Add-PaEvidenceRecord.ps1 records each earlier chapter’s run: a JSON file in <outputRoot>/evidence with the time, the environment, the change record, the command, the result and its reason, the step’s controls and indicators from deploy/requirements.json, the SHA-256 of every file in the step’s run folder, and the SHA-256 of the record before it, so the records form a hash chain, as Chapter 08’s packages do. records.csv lists them in order. deploy/Test-PaEvidence.ps1 checks, for the go/no-go, that every required step has its record, passing and unchanged.
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Goal. By the end of this chapter you can take the kit from Lab 2 to a live test tenant, prove it there with a synthetic administrator, roll it back and put it back, and then deploy it to production in waves, with a record the ISSO can check at every stage.
Audience. The deployment operator who types the commands, the change owner who approves each stage, the approvers and reviewers who act in the smoke test, and the ISSO who keeps the evidence. You should have run Lab 1 and Lab 2 of Chapters 02 to 08.
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Two placeholders appear in the commands. Everything else comes from the settings file, whose own placeholders are listed in One environment settings file.
	Placeholder
	What it is

	<kit-folder>
	Your clone’s examples/privileged-access folder

	<settings-folder>
	A folder in the program’s private repository that holds the filled settings files; never inside the kit


Production adds four placeholders in Step 2.4, one row per administrator converted: <holder-object-id>, <role-template-id>, <confirmed-on> and <wave>.
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Roles
	Role
	Who
	What they do here

	Change owner
	The identity engineering lead
	Opens the change record, approves each stage, signs the go/no-go with the ISSO

	Deployment operator
	An engineer with no standing administrator role
	Runs every command, signed in as the deployment apps below, never as a person

	Privileged Role Administrator
	A named administrator, activated through PIM for the task
	Does the portal steps: creates the role-assignable groups, grants admin consent. The Azure role assignments for the deployment app are made by a named Owner or User Access Administrator on the scopes, since only those built-in roles can write role assignments

	Approvers
	Members of PIM-Approvers-T1 (two or more)
	Approve the synthetic administrator’s activation in the smoke test

	Reviewers
	Members of the reviewers group
	Decide the pilot access review in the smoke test

	Security operations
	The alert’s action group
	Receive the emergency access alert, and confirm the drill

	ISSO
	The system’s information system security officer
	Keeps the evidence listed in Evidence the ISSO keeps, signs the go/no-go


Two separations hold throughout (design guidance): the operator who applies a change is never the approver in the smoke test, and no approver group is eligible for the role it approves, as Chapter 04’s PA-PIM-03 checks.
Approvals
	Stage
	Approved by
	Before

	Stage 1, live test
	Change owner, on the test change record
	The pre-flight

	Enforcing a Conditional Access policy
	Change owner, after seven days of report-only results
	Each -AllowEnforce run

	Promotion to production
	Change owner and ISSO, against the go/no-go criteria
	Stage 2’s change record

	Stage 2, production
	The change advisory board, on the production change record
	The production pre-flight

	Each conversion wave
	Change owner, after the wave’s activations are confirmed
	Each -Convert run


The change record
Open one change record for each stage. Its number goes in the settings file’s changeRecord, and the code stamps it on every request’s justification, every run’s manifest and the rollback plan. The record holds, at least: the settings file’s SHA-256 (from the inputs manifest), the stage’s planned steps (this chapter’s headings), the rollback plan (rollback-plan.json), and the go/no-go decision. The pre-flight refuses a production settings file without one (PA-DEP-08).
What must exist first
Build these in the test tenant before Stage 1, and in production before Stage 2. Each is a portal step, with the exact path from the chapter that built it in Lab 2.
1. Licenses. Microsoft Entra ID P2 or Microsoft Entra ID Governance, enough for every user who is eligible, approves, or is assigned to or performs an access review.9 The pre-flight checks that a subscription carries one of the two service plans (PA-DEP-03); counting users against the units is yours. Chapter 07’s program position is stricter for reviews: budget Microsoft Entra ID Governance for every reviewer and every reviewed privileged user, and PIM for Groups reviews need it. A subscription that passes PA-DEP-03 on P2 alone isn’t yet licensed for that.
1. The emergency access accounts, built to the standard, and their exclusion group: Chapter 02, Lab 2. Learn asks for two or more cloud-only accounts on *.onmicrosoft.com, phishing-resistant methods different from the normal administrators’, permanent active Global Administrator, exclusion from every policy that blocks or restricts sign-in, monitoring of their sign-ins and audit events, and validation at least every 90 days.10
1. The log workspace and action group, with the diagnostic setting that sends AuditLogs, SignInLogs and NonInteractiveUserSignInLogs: Chapter 02, Lab 2, step 1.
1. The groups. PIM-Approvers-T0 and PIM-Approvers-T1 (security groups, two or more members each), the reviewers and fallback reviewers groups, CA-Persona-Admins and CA-Access-AzureOperators, and the role-assignable group PRV-T1-TeamsAdmin: Entra ID > Groups > All groups > New group, with Microsoft Entra roles can be assigned to the group set to Yes for the PRV group.11
1. Two test people. A synthetic administrator, pim.smoke01, with no role and no standing access, licensed for PIM; and an approver in PIM-Approvers-T1. In production the synthetic administrator is a dedicated account for smoke tests, never a real administrator’s (design guidance).
1. The six deployment apps, each with the same certificate: Entra ID > App registrations > New registration, then Certificates & secrets > Certificates > Upload certificate, then API permissions > Add a permission > Microsoft Graph > Application permissions, the permissions below, Add permissions and Grant admin consent for the tenant. Graph PowerShell signs in as an app with its client ID, the tenant and the certificate’s thumbprint.12 A pipeline can sign in with a federated credential instead, which needs no secret or certificate at all;13 the commands below show the certificate.
	App (identity.apps)
	Microsoft Graph application permissions, or Azure roles
	From

	reader
	AccessReview.Read.All, AuditLog.Read.All, AuthenticationContext.Read.All, Group.ReadBasic.All, GroupMember.ReadBasic.All, LicenseAssignment.Read.All, Policy.Read.All, Policy.Read.AuthenticationMethod, PrivilegedAssignmentSchedule.Read.AzureADGroup, PrivilegedEligibilitySchedule.Read.AzureADGroup, RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagement.Read.Directory, RoleManagementPolicy.Read.AzureADGroup, RoleManagementPolicy.Read.Directory, User.Read.All, User.ReadBasic.All, UserAuthenticationMethod.Read.All
	The read tasks of Chapters 02 to 08, and the deploy scripts

	caWriter
	AuthenticationContext.Read.All, Policy.Read.All, Policy.Read.AuthenticationMethod, Policy.ReadWrite.ConditionalAccess, AuthenticationContext.ReadWrite.All
	Chapter 03

	pimWriter
	RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagementPolicy.Read.Directory, RoleEligibilitySchedule.ReadWrite.Directory, RoleManagementPolicy.ReadWrite.Directory; RoleAssignmentSchedule.ReadWrite.Directory only during a conversion wave
	Chapter 04

	groupsWriter
	Group.ReadBasic.All, PrivilegedAssignmentSchedule.Read.AzureADGroup, PrivilegedEligibilitySchedule.Read.AzureADGroup, RoleManagementPolicy.Read.AzureADGroup, PrivilegedAssignmentSchedule.ReadWrite.AzureADGroup, PrivilegedEligibilitySchedule.ReadWrite.AzureADGroup, RoleManagementPolicy.ReadWrite.AzureADGroup
	Chapter 05

	reviewsWriter
	AccessReview.ReadWrite.All
	Chapter 07

	azure
	No Graph permission. Reader on each scope in azure.scopes; Monitoring Contributor on the monitoring resource group; User Access Administrator, time-bound for one day, only while Step 1.5 applies
	Chapter 06, Chapter 02


One reader app holds every read permission the stages need, and none that writes. Each write app holds only its chapter’s task. Design guidance: the kit’s per-task split is kept for writes, where it matters most; the reads are merged so the operator signs in to one reader.
[bookmark: _Toc00001182]One environment settings file
Everything that differs between the test tenant and production is in one JSON file, deploy/environment.template.json, copied once per environment. The commands read only that file. It names identities and objects; it never holds a secret. Each app signs in with a certificate, named by its thumbprint, or a federated credential. The pre-flight refuses a key that would hold a secret, key material in a value, a client secret as the credential, and any placeholder left unfilled (PA-DEP-01 and PA-DEP-02).
	Section
	What you fill in

	environment, changeRecord, cloud, tenantId, outputRoot
	test or production; the stage’s change record; gcc, gcchigh or dod (there is no default); the tenant ID; where the runs are written

	identity
	certificate or federated, the thumbprint, the six apps’ client IDs, and the azure app’s service principal object ID

	emergencyAccess
	The accounts and their exclusion group by object ID, their owner, and each account’s last validation drill

	monitoring
	The workspace, action group, region and resource group for the emergency access alert

	conditionalAccess.map
	Chapter 03’s placeholder map: the emergency group, the admins and Azure operators groups, the trusted location and the approved key models

	pimRoles
	The role files (test: teams-administrator.json; production: ["*"]), the approver groups, one eligibility row per role, documented exceptions, and confirmed activations

	pimGroups
	The PRV groups’ desired state, in Chapter 05’s shape; in test, the synthetic administrator as a time-bound active member of PRV-T1-TeamsAdmin; in production, previousDesiredPath, the reviewed file before this change

	azure
	Chapter 06’s desired state: scopes, tier settings, approver groups and eligible assignments

	accessReviews
	Chapter 07’s review series; in test, the pilot series PAR-T1-TeamsAdministrator-Pilot; in production, previousConfigPath if a series is updated

	smokeTest
	The synthetic administrator, the approver, and the pilot role, role file and review


Step 0: start every session
Run this block at the start of every PowerShell session in this chapter. Stage 1 sets $S to the test file; Stage 2 sets it to the production file. Nothing else in the commands changes. In the very first session the settings file doesn’t exist yet, so do Step 0.1 first to make it, then run this block.
Set-Location <kit-folder>
$S   = '<settings-folder>/environment.test.json'
$cfg = Get-Content $S -Raw | ConvertFrom-Json
$in  = "$($cfg.outputRoot)/inputs"
$run = $cfg.outputRoot
$t   = $cfg.tenantId
$tp  = $cfg.identity.certificateThumbprint
$app = $cfg.identity.apps
Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psm1
$c   = Get-PaCloud -Cloud $cfg.cloud
$c.GraphEnvironment and $c.AzureEnvironment are the sign-in environments for the cloud the file names (for GCC, Global and AzureCloud), so no command names a cloud of its own.
Step 0.1: make the test settings file
Copy the template, then fill every <placeholder> in the copy with the test tenant’s values. The second command lists what is still unfilled; repeat until it prints nothing.
Copy-Item deploy/environment.template.json <settings-folder>/environment.test.json
Import-Module ./deploy/PaDeploy.psm1
Test-PaDeploySettings -Settings (Read-PaDeploySettings -Path <settings-folder>/environment.test.json) | Format-Table Rule, Object, Issue
The template itself reports 57 placeholders and no secret. Run on November 2, 2026:
Test-PaDeploySettings -Settings (Read-PaDeploySettings -Path deploy/environment.template.json) | Group-Object Rule | Select-Object Name, Count
Name      Count
----      -----
PA-DEP-02    57
Step 0.2: write every chapter’s input files
./deploy/New-PaDeployInputs.ps1 -SettingsPath $S
It writes, under <outputRoot>/inputs, each earlier chapter’s input in its own shape: emergency-access.json, emergency-validations.csv and exceptions.csv (Chapters 02 and 04); ca-map.json and a copy of ca-policies (Chapter 03); pim-roles, pim-bindings.json and confirmed-activations.csv (Chapter 04); prv-groups.json (Chapter 05); azure-desired.json (Chapter 06); access-reviews.json (Chapter 07); and manifest.json with each file’s SHA-256. Copy the manifest’s SHA-256 values into the change record. Run in fixture mode on November 2, 2026, with the fictional test settings:
./deploy/New-PaDeployInputs.ps1 -SettingsPath deploy/tests/fixtures/environment.test.json
Settings: environment test, change CHG-3001, tenant c0000000-0000-4000-8000-000000000009, cloud gcc
Settings check: 0 Finding
Inputs written to out/deploy-test/inputs: 21 files (1 role file(s), 1 PRV group(s), 1 review series); manifest.json lists each SHA-256
Evidence: out/deploy-test/evidence/20261102T123032446Z-settings.json (Pass, sha256 22bff1b12696)
Run this step again whenever the settings file changes. It replaces the whole inputs folder, and writes a new settings record.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 CM-3 Configuration Change Control
	One reviewed settings file per environment, under a change record; the inputs written from it with a manifest
	KSI-CMT-LMC
	inputs/manifest.json; the settings record in evidence/

	CM-5 Access Restrictions for Change
	Changes are made only by the deployment apps, never by a person’s account
	KSI-CMT-RMV
	The settings file’s identity section; each run’s manifest

	IA-5(2) Public Key-based Authentication
	Every app signs in with a certificate or federated credential; no secret is accepted (PA-DEP-01)
	KSI-IAM-SNU
	The settings record’s reason (0 Finding in the settings file)


[bookmark: _Toc00001183]Pre-flight checks
Lockout is the danger that matters most. Learn names the case: every Privileged Role Administrator and Global Administrator eligible and none active, approval required, and no approvers, so nobody can approve and the tenant is locked.14 A Conditional Access policy that the emergency accounts can’t pass does the same during an outage, which is why Learn excludes them from every policy that blocks or restricts sign-in.10 So nothing in a stage runs until the pre-flight passes, and it runs again after every Conditional Access change.
deploy/Test-PaPreflight.ps1 checks, in this order:
	Rule
	Severity
	What it checks
	Source

	PA-DEP-01
	Finding
	No secret in the settings file, and each app uses a certificate or federated credential
	Design guidance

	PA-DEP-02
	Finding
	No placeholder left
	Design guidance

	PA-DEP-08
	Finding
	test or production, and production has a change record
	Design guidance

	PA-DEP-03
	Finding; Info
	An enabled subscription carries AAD_PREMIUM_P2 or Entra_Identity_Governance; Info names it, with its units; either plan passes, so read the plan it names against Chapter 07’s Governance position for reviewers and reviewed users
	Learn: PIM needs Microsoft Entra ID P2 or ID Governance9 15 16

	PA-DEP-04
	Finding
	Every Finding of Chapter 02’s check, PA-EA-01 to PA-EA-10, unchanged
	Learn’s standard10, Chapter 02

	PA-DEP-05
	Finding
	Every Conditional Access policy in the tenant, enabled, report-only or off, excludes every emergency account, through the group or directly
	Learn excludes them from policies that block or restrict;10 design guidance for every state

	PA-DEP-06
	Finding
	Every policy file the stage will deploy excludes the emergency group
	Chapter 03, PA-CA

	PA-DEP-09
	Finding
	The synthetic administrator is neither an emergency account nor in their exclusion group
	Design guidance: it would skip the policies the smoke test proves


PA-DEP-05 is stricter than Chapter 02. Learn says report-only policies don’t need the exclusion,10 and Chapter 02 reports them as Info. This stage will turn report-only policies on, and a policy that’s off can be turned on with one click, so the pre-flight wants the exclusion in every policy before the stage starts (research gaps, row 104).
The pre-flight reads only. LicenseAssignment.Read.All is the least-privileged permission for the license read;16 the rest are Chapter 02’s six. Run it as the reader app; it refuses a Graph session in any other tenant than the settings file names:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./deploy/Test-PaPreflight.ps1 -SettingsPath $S
Expected result, live: PASS: the emergency access accounts are verified and excluded; the stage may start. and exit code 0. Any Finding prints BLOCKED and exits 1; fix it in the tenant, not in the settings file, and run the pre-flight again.
Run in fixture mode on November 2, 2026. The fictional tenant’s emergency accounts meet Chapter 02’s standard, but one policy that’s off, CA099-Pilot-Block-Unknown-Platforms, doesn’t exclude them. Chapter 02 doesn’t report it; the pre-flight blocks:
./deploy/Test-PaPreflight.ps1 -SettingsPath deploy/tests/fixtures/environment.test.json -FixturePath deploy/tests/fixtures/tenant.json -AsOf 2026-11-02
Pre-flight (test, Fixture): 1 Finding, 0 Warn, 1 Info
  Info    PA-DEP-03 subscribedSkus: PIM licensed by: EMSPREMIUM_GOV (AAD_PREMIUM_P2, 25 enabled, 12 consumed). Count eligible users, approvers and reviewers against the enabled units
  Finding PA-DEP-05 CA099-Pilot-Block-Unknown-Platforms: State disabled: doesn't exclude 2 emergency account(s); add the exclusion group before this stage
BLOCKED: fix every Finding, then run the pre-flight again. Nothing in this stage may run.
Written to out/deploy-test/preflight (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123035477Z-preflight.json (Fail, sha256 7b6274c26dca)
The run writes a preflight record, Fail here.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-2 Account Management
	The emergency access accounts exist, are enabled, and are checked against the standard (PA-DEP-04)
	KSI-IAM-ELP
	preflight/findings.json; the preflight record

	AC-6 Least Privilege
	Licenses for PIM are present before any role is made eligible (PA-DEP-03)
	KSI-IAM-ELP
	The PA-DEP-03 Info row in findings.json

	CA-7 Continuous Monitoring; CM-4(2) Verification of Controls
	Every Conditional Access policy and policy file excludes the emergency accounts, checked before the stage and after every policy change (PA-DEP-05, PA-DEP-06)
	KSI-MLA-EVC, KSI-CMT-VTD
	Every preflight*/ folder and its record

	OMB M-22-09, phishing-resistant MFA; BOD 25-01 MS.AAD.3.6v1
	The emergency accounts hold only phishing-resistant methods (Chapter 02’s PA-EA-06)
	KSI-IAM-APM
	preflight/findings.json with no PA-EA-06 Finding


The same tenant with that exclusion added passes:
./deploy/Test-PaPreflight.ps1 -SettingsPath deploy/tests/fixtures/environment.test.json -FixturePath deploy/tests/fixtures/tenant-ready.json -AsOf 2026-11-02
Pre-flight (test, Fixture): 0 Finding, 0 Warn, 1 Info
  Info    PA-DEP-03 subscribedSkus: PIM licensed by: EMSPREMIUM_GOV (AAD_PREMIUM_P2, 25 enabled, 12 consumed). Count eligible users, approvers and reviewers against the enabled units
PASS: the emergency access accounts are verified and excluded; the stage may start.
Written to out/deploy-test/preflight (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123037944Z-preflight.json (Pass, sha256 4f7b18f539c6)
[bookmark: _Toc00001184]Stage 1: live test
Use the test tenant with PIM and the test Azure subscription, with the fictional people from Before you start. Learn’s deployment plan asks for exactly this: a pilot with test users first, a test plan that compares expected and actual results, and production only after thorough testing.17 Run Step 0 with $S = '<settings-folder>/environment.test.json', then Step 0.2 and the pre-flight. The stage order below is fixed; each step starts only when the one before it shows its expected result.
Step 1.1: emergency access accounts and their monitoring
Check the accounts again and write the alert, as Chapter 02 does:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./Invoke-PaEmergencyCheck.ps1 -Cloud $cfg.cloud -ConfigPath "$in/emergency-access.json" -ValidationsPath "$in/emergency-validations.csv" `
    -OutputPath "$run/emergency" -WorkspaceResourceId $cfg.monitoring.workspaceResourceId `
    -ActionGroupResourceId $cfg.monitoring.actionGroupResourceId -Location $cfg.monitoring.location -TenantId $t
Expected: Emergency access: 0 Finding. A PA-EA-06 Warn is acceptable only where certificate-based authentication is confirmed for that account.
Deploy the alert as the azure app, which holds Monitoring Contributor on the monitoring resource group:
Connect-AzAccount -ServicePrincipal -Environment $c.AzureEnvironment -Tenant $t -ApplicationId $app.azure -CertificateThumbprint $tp
New-AzResourceGroupDeployment -ResourceGroupName $cfg.monitoring.resourceGroup -TemplateFile "$run/emergency/emergency-alert.json"
Then drill, as Learn’s validation asks:10 tell security operations, sign in to the Microsoft Entra admin center with the first emergency account from the designated workstation, and open ID Governance > Privileged Identity Management > Microsoft Entra roles > Roles. Expected: the action group’s mailbox receives the alert within two evaluation periods (ten minutes; Chapter 02’s rule evaluates every five). Record the drill in the settings file and write the inputs again:
$j = Get-Content $S -Raw | ConvertFrom-Json
$j.emergencyAccess.validations += [pscustomobject]@{ accountId = $j.emergencyAccess.accounts[0].id; date = (Get-Date).ToUniversalTime().ToString('yyyy-MM-dd'); result = 'Pass'; ticket = $j.changeRecord }
$j | ConvertTo-Json -Depth 30 | Set-Content $S
./deploy/New-PaDeployInputs.ps1 -SettingsPath $S
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step emergency-access -RunPath "$run/emergency" -Command './Invoke-PaEmergencyCheck.ps1 (Step 1.1)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-2 Account Management; AC-2(4) Automated Audit Actions
	The accounts are checked against the standard, and their use raises an alert
	KSI-MLA-LET
	emergency/findings.json; emergency-alert.json; the emergency-access record

	AU-2 Event Logging
	Sign-ins, non-interactive sign-ins and audit events for the accounts are sent to the workspace and alerted on
	KSI-MLA-LET
	The diagnostic setting; the deployed alert rule

	CA-7 Continuous Monitoring
	The drill proves the alert fires; it repeats every 90 days
	KSI-MLA-EVC
	The alert email; the drill row in the settings file

	BOD 25-01 MS.AAD.3.6v1
	The accounts use phishing-resistant methods
	KSI-IAM-APM
	emergency/findings.json with no PA-EA-06 Finding


Step 1.2: Conditional Access for administrators, report-only first
Plan as the reader, then apply as caWriter. Chapter 03’s code creates every new policy report-only and enforces nothing without -AllowEnforce. The first apply creates the contexts and the authentication strength; the second, the policies that need them:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./Invoke-PaCaAdmin.ps1 -Cloud $cfg.cloud -MapPath "$in/ca-map.json" -PolicyPath "$in/ca-policies" -OutputPath "$run/ca-plan" -TenantId $t
Get-Content "$run/ca-plan/plan.json" -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.caWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaCaAdmin.ps1 -Cloud $cfg.cloud -MapPath "$in/ca-map.json" -PolicyPath "$in/ca-policies" -OutputPath "$run/ca-apply1" -TenantId $t -Apply
./Invoke-PaCaAdmin.ps1 -Cloud $cfg.cloud -MapPath "$in/ca-map.json" -PolicyPath "$in/ca-policies" -OutputPath "$run/ca-apply2" -TenantId $t -Apply
Expected: in Entra ID > Conditional Access > Policies, every new policy shows Report-only. Run the pre-flight again, to a new folder; it must still pass, now with the new policies in the tenant:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./deploy/Test-PaPreflight.ps1 -SettingsPath $S -OutputPath "$run/preflight-after-ca"
Watch report-only for at least seven days. Learn’s deployment plan for Conditional Access says to keep each policy report-only for at least a week before enforcing it, reviewing the sign-in logs; report-only policies are evaluated at sign-in but not enforced, and their results appear on the sign-in log’s Report-only tab.18 19 During the week, sign in as a test administrator and as an emergency account, and read Entra ID > Monitoring & health > Sign-in logs, then each sign-in’s Report-only tab. Expected: the test administrator’s sign-ins show the policies applying; the emergency account’s show Report-only: Not applied for every policy, because it is excluded.
Then enforce the activation gate alone, PIM-Activation-c1, because Chapter 04 won’t set an authentication context on a role until its policy is on.14 The first two commands copy the stage’s policy files and edit the copy, so the inputs the settings record hashed stay unchanged:
Copy-Item -Recurse "$in/ca-policies" "$run/ca-policies-gate"
$f = "$run/ca-policies-gate/policies/PIM-Activation-c1.json"
(Get-Content $f -Raw) -replace '"state":\s*"[^"]+"', '"state": "enabled"' | Set-Content $f -NoNewline
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.caWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaCaAdmin.ps1 -Cloud $cfg.cloud -MapPath "$in/ca-map.json" -PolicyPath "$run/ca-policies-gate" -OutputPath "$run/ca-enforce-gate" -TenantId $t -Apply -AllowEnforce
Expected: the plan shows PIM-Activation-c1 as an Update with the state change and nothing else; Chapter 03’s PA-CA-04 clears for it. Run the pre-flight again to "$run/preflight-after-gate", as above. Leave the other administrator policies report-only in this stage unless the change record says to enforce them; enforce each the same way, one per change, editing "$run/ca-policies-gate" and passing it as -PolicyPath. Every later Conditional Access run in the stage uses that folder.
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step conditional-access -RunPath "$run/ca-enforce-gate" -Command './Invoke-PaCaAdmin.ps1 -Apply -AllowEnforce (Step 1.2)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-3 Access Enforcement
	The administrator policies are deployed from reviewed files, report-only first
	KSI-IAM-ELP
	ca-plan/, ca-apply1/, ca-apply2/; the conditional-access record

	IA-2(1), IA-2(2) Multi-factor Authentication
	The privileged authentication strength and the activation gate c1 require phishing-resistant MFA
	KSI-IAM-APM
	The policy files; ca-enforce-gate/; sign-in logs showing the strength satisfied

	CM-3(2) Testing, Validation, and Documentation of Changes
	Seven days of report-only results before any policy is enforced, one per change
	KSI-CMT-VTD
	Sign-in log exports with the Report-only tab; the change record

	OMB M-22-09, phishing-resistant MFA; BOD 25-01 MS.AAD.3.6v1
	Phishing-resistant MFA for highly privileged roles, through the policy and the gate
	KSI-IAM-APM
	The policy files and ca-enforce-gate/plan.json


Step 1.3: PIM role settings and eligible assignments for the pilot role
The pilot role is Teams Administrator, in Tier 1, the plan’s pilot class (wave 1 in Chapter 04). Dry-run as the reader, read the diff with a second person, then apply as pimWriter:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimRoleSettings.ps1 -Cloud $cfg.cloud -Wave 1 -RolesPath "$in/pim-roles" -BindingsPath "$in/pim-bindings.json" `
    -EmergencyConfigPath "$in/emergency-access.json" -ExceptionsPath "$in/exceptions.csv" -OutputPath "$run/pim-plan" -TenantId $t
Import-Csv "$run/pim-plan/diff.csv" | Format-Table Role, RuleId, Property, Tenant, Desired
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.pimWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimRoleSettings.ps1 -Cloud $cfg.cloud -Wave 1 -RolesPath "$in/pim-roles" -BindingsPath "$in/pim-bindings.json" `
    -EmergencyConfigPath "$in/emergency-access.json" -ExceptionsPath "$in/exceptions.csv" -OutputPath "$run/pim-apply" -TenantId $t `
    -Apply -ActivationGateChecked
Expected: the dry run shows 0 Finding (PA-PIM-01 and PA-PIM-02 clear: approvers exist, and the emergency accounts hold permanent active Global Administrator); the apply ends with 0 differences from the role files after reading back; and ID Governance > Privileged Identity Management > Microsoft Entra roles > Roles > Teams Administrator > Role settings matches teams-administrator.json: eight hours, context c1, justification and ticket, approval by PIM-Approvers-T1. PRV-T1-TeamsAdmin is eligible for the role. Keep $run/pim-apply: its before.json is the rollback.
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step pim-roles -RunPath "$run/pim-apply" -Command './Invoke-PaPimRoleSettings.ps1 -Wave 1 -Apply (Step 1.3)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-6 Least Privilege
	The pilot role is eligible to its PRV group, for at most its tier’s eligibility; activation lasts at most eight hours
	KSI-IAM-JIT, KSI-IAM-ELP
	pim-plan/diff.csv; pim-apply/ with before.json and an empty verify.csv; the pim-roles record

	AC-5 Separation of Duties
	Approval by PIM-Approvers-T1, which isn’t eligible for the role (PA-PIM-03)
	KSI-IAM-JIT
	pim-plan/findings.json with no PA-PIM-03

	CM-5 Access Restrictions for Change
	Role settings change only through the writer app, from a reviewed file
	KSI-IAM-JIT
	pim-apply/manifest.json with each write’s SHA-256

	BOD 25-01 MS.AAD.7.4v1 to MS.AAD.7.6v1
	Highly privileged roles are assigned through PIM, with no permanent active assignment except the emergency accounts
	KSI-IAM-JIT
	pim-apply/verify.csv; the role’s settings in PIM


Step 1.4: PIM for Groups
Chapter 05’s code brings PRV-T1-TeamsAdmin under PIM and makes the synthetic administrator a time-bound active member, so they can activate the role the group is eligible for. Learn says a group can’t be taken back out of PIM once it’s onboarded,20 so use a group made for this deployment.
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimGroups.ps1 -Cloud $cfg.cloud -DesiredPath "$in/prv-groups.json" -OutputPath "$run/groups-plan" -TenantId $t
Get-Content "$run/groups-plan/diff.txt"
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.groupsWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimGroups.ps1 -Cloud $cfg.cloud -DesiredPath "$in/prv-groups.json" -OutputPath "$run/groups-apply" -TenantId $t -Apply -ActivationGateChecked
./Invoke-PaPimGroups.ps1 -Cloud $cfg.cloud -DesiredPath "$in/prv-groups.json" -OutputPath "$run/groups-replan" -TenantId $t
-ActivationGateChecked is the same statement as in Step 1.3: the group policies select c1 too, and the apply refuses to set it without that statement. Expected: the apply reports 0 failed, and the plan after it reports Plan: 0 change(s). In ID Governance > Privileged Identity Management > Groups > PRV-T1-TeamsAdmin, the synthetic administrator is an active member until the end date in the settings file.
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step pim-groups -RunPath "$run/groups-apply" -Command './Invoke-PaPimGroups.ps1 -Apply (Step 1.4)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-2 Account Management
	Group membership is time-bound, with an end date and a ticket per member
	KSI-IAM-JIT
	groups-plan/diff.txt; groups-apply/results.json; the pim-groups record

	AC-6 Least Privilege
	The PRV group’s membership is governed by PIM for Groups, and the plan after the apply shows no change
	KSI-IAM-ELP
	groups-replan/ with Plan: 0 change(s)

	BOD 25-01 MS.AAD.7.5v1
	Privileged access through the group is provisioned in PIM, not assigned directly
	KSI-IAM-JIT
	The group under Privileged Identity Management > Groups


Step 1.5: Azure resource roles
As the azure app, plan with Reader, then grant the app User Access Administrator on the test scopes for one day (Access control (IAM) > Add > Add role assignment, User Access Administrator, the app, time-bound, Review + assign) and apply with the same run ID, so the dry run and the apply send the same request names:
Connect-AzAccount -ServicePrincipal -Environment $c.AzureEnvironment -Tenant $t -ApplicationId $app.azure -CertificateThumbprint $tp
./Invoke-PaAzurePim.ps1 -Cloud $cfg.cloud -DesiredPath "$in/azure-desired.json" -CallerPrincipalId $cfg.identity.azureAppObjectId `
    -OutputPath "$run/azure-dry" -RunId $cfg.changeRecord -TenantId $t
Get-Content "$run/azure-dry/diff.txt"
./Invoke-PaAzurePim.ps1 -Cloud $cfg.cloud -DesiredPath "$in/azure-desired.json" -CallerPrincipalId $cfg.identity.azureAppObjectId `
    -OutputPath "$run/azure-apply" -RunId $cfg.changeRecord -TenantId $t -Apply
Get-Content "$run/azure-apply/diff-after.txt"
Expected: diff-after.txt is empty, and the Chapter 06 findings show no PA-AZ-05 (the plan never removes the app’s own access). Keep $run/azure-dry: its state.json holds the policies as they were, for the rollback. Then remove the app’s User Access Administrator (Access control (IAM) > Role assignments, the row, Remove).
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step azure-roles -RunPath "$run/azure-apply" -Command './Invoke-PaAzurePim.ps1 -Apply (Step 1.5)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-6 Least Privilege
	Azure role policies by tier; Owner eligible through a group, not standing
	KSI-IAM-JIT, KSI-IAM-ELP
	azure-dry/state.json; azure-apply/ with an empty diff-after.txt; the azure-roles record

	CM-5 Access Restrictions for Change
	The app holds User Access Administrator for one day, for the apply only
	KSI-IAM-JIT
	The subscription’s activity log: the grant and its removal

	FedRAMP: agency use of an authorized cloud service
	The subscription runs on the provider’s authorized service; the agency’s own configuration is what this step changes and evidences
	—
	The provider’s authorization in the system security plan; this step’s records


Step 1.6: access reviews
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./Invoke-PaAccessReviews.ps1 -Cloud $cfg.cloud -Mode Plan -ConfigPath "$in/access-reviews.json" -OutputPath "$run/reviews-plan" -SkipAzure -TenantId $t
Get-Content "$run/reviews-plan/plan.json" -Raw | ConvertFrom-Json | Format-Table name, action
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reviewsWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaAccessReviews.ps1 -Cloud $cfg.cloud -Mode Plan -ConfigPath "$in/access-reviews.json" -OutputPath "$run/reviews-apply" -SkipAzure -TenantId $t -Apply
Get-Content "$run/reviews-apply/results.json" -Raw | ConvertFrom-Json | Format-Table Name, Action, Result, Note
Expected: PAR-T1-TeamsAdministrator-Pilot is Create, Sent, read back. Chapter 07‘s guard keeps silence from removing the emergency accounts’ Global Administrator assignment (the series reviews them with “no change” on silence), and PA-AR-E08 flags a reviewer’s denial, which can still land.
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step access-reviews -RunPath "$run/reviews-apply" -Command './Invoke-PaAccessReviews.ps1 -Apply (Step 1.6)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-2 Account Management
	A review series for the pilot role, with reviewers, a fallback and auto-apply
	KSI-IAM-JIT
	reviews-plan/; reviews-apply/results.json; the access-reviews record

	AC-6(7) Review of User Privileges
	The role’s privileges are reviewed on the program’s schedule; the frequency is organization-defined
	KSI-IAM-ELP
	The decisions, read by Chapter 07’s evidence mode after each instance


Step 1.7: smoke test with the synthetic administrator
Learn’s deployment plan gives the test case for a role that needs approval: the activation asks for its controls, the approver is notified and approves, and the role expires after its set time.17 The smoke test walks that case with the synthetic administrator and adds the access review. People do the four actions in the portal; deploy/Invoke-PaSmokeTest.ps1 reads the evidence after each and compares it with the expected result. It reads three things: the role’s active instances, the directory audit log, and the review’s decisions. It doesn’t read the activation request itself, because Learn lists RoleAssignmentSchedule.ReadWrite.Directory as the least-privileged permission even for listing requests, and the smoke test holds no write permission (research gaps, row 103).21
First record when the test starts, so every phase reads from the same moment:
(Get-Date).ToUniversalTime().ToString('yyyy-MM-ddTHH:mm:ssZ') | Set-Content "$run/smoke-start.txt"
	Phase
	The person’s action
	Expected result

	Activate
	The synthetic administrator signs in to the Microsoft Entra admin center, opens ID Governance > Privileged Identity Management > My roles > Microsoft Entra roles, selects Activate on Teams Administrator, completes the additional verification, sets the duration to one hour, enters the change record as the reason and ticket, and selects Activate22
	The request is logged as Add member to role requested (PIM activation); no instance is active, because approval holds; My requests shows it pending approval

	Approve
	The approver opens ID Governance > Privileged Identity Management > Approve requests, selects the request, enters a justification and selects Submit, within 24 hours23
	Add member to role request approved (PIM activation) is logged; one instance is active, assignmentType Activated, memberType Direct, no longer than the role file’s eight hours

	Expire
	Nobody: wait until the instance’s end time
	No instance remains; Remove member from role (PIM activation expired) is logged

	Review
	On the review’s start date, a reviewer opens ID Governance > Privileged Identity Management > Review access, selects the pilot review, chooses Approve for the synthetic administrator and enters a reason24
	The pilot series has an instance with a decision on the synthetic administrator, not NotReviewed, with a justification


The approver can’t approve their own request, and service principals can’t approve at all, so the approval is a person.23 After each action, run its phase as the reader:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $S -Phase Activate -Since (Get-Content "$run/smoke-start.txt")
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $S -Phase Approve -Since (Get-Content "$run/smoke-start.txt")
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $S -Phase Expire -Since (Get-Content "$run/smoke-start.txt")
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $S -Phase Review -Since $cfg.accessReviews.defaults.startDate
Expected, live: each ends n of n checks passed and exits 0; each writes results.json and a manifest to $run/smoke-<phase>. If an Activate or Approve event isn’t in the audit log yet, wait a few minutes and run the phase again (research gaps, row 102). If the Approve phase finds the instance under the group rather than the user, or with memberType other than Direct, record it (row 101) before changing the check.
Run in fixture mode on November 2, 2026, one fictional tenant state per phase:
$F = 'deploy/tests/fixtures/environment.test.json'
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $F -Phase Activate -Since 2026-11-02T14:00:00Z -AsOf 2026-11-02T14:06:00Z -FixturePath deploy/tests/fixtures/smoke-activate.json
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $F -Phase Approve -Since 2026-11-02T14:00:00Z -AsOf 2026-11-02T14:30:00Z -FixturePath deploy/tests/fixtures/smoke-approve.json
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $F -Phase Expire -Since 2026-11-02T14:00:00Z -AsOf 2026-11-02T22:20:00Z -FixturePath deploy/tests/fixtures/smoke-expire.json
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $F -Phase Review -Since 2026-11-09T00:00:00Z -AsOf 2026-11-10T00:00:00Z -FixturePath deploy/tests/fixtures/smoke-review.json
  PASS Activation request logged: expected 'Add member to role requested (PIM activation)' for pim.smoke01@contoso.example; observed 1 event(s)
  PASS Role not active before approval: expected No active instance of the role (approval required); observed 0 active instance(s)
Smoke test Activate (test, Fixture): 2 of 2 checks passed
Written to out/deploy-test/smoke-activate (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123039501Z-smoke-activate.json (Pass, sha256 5fddd91ae9a5)
  PASS Approval logged: expected 'Add member to role request approved (PIM activation)'; observed 1 event(s)
  PASS Role active by activation: expected One instance, assignmentType Activated; observed 1 activated instance(s)
  PASS Activation within the role file: expected At most PT8H (8 h); observed 8.00 h, ends 2026-11-02T22:12:40Z
  PASS Direct, not inherited: expected memberType Direct; observed memberType Direct
Smoke test Approve (test, Fixture): 4 of 4 checks passed
Written to out/deploy-test/smoke-approve (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123040893Z-smoke-approve.json (Pass, sha256 a3ef640e0391)
  PASS Role no longer active: expected No active instance after 2026-11-02T22:20:00Z; observed 0 active instance(s)
  PASS Expiry logged: expected 'Remove member from role (PIM activation expired)'; observed 1 event(s)
Smoke test Expire (test, Fixture): 2 of 2 checks passed
Written to out/deploy-test/smoke-expire (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123042137Z-smoke-expire.json (Pass, sha256 cf7a50bdb765)
  PASS Pilot review exists: expected Definition 'PAR-T1-TeamsAdministrator-Pilot'; observed 1 definition(s)
  PASS Instance started: expected An instance of the series; observed 1 instance(s); latest InProgress
  PASS Synthetic admin reviewed: expected A decision other than NotReviewed, with a justification; observed decision Approve, applyResult New
Smoke test Review (test, Fixture): 3 of 3 checks passed
Written to out/deploy-test/smoke-review (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123044223Z-smoke-review.json (Pass, sha256 f53a57ac1207)
A failure looks like this: the Activate phase run against a tenant where the role is already active, as if approval had been skipped:
./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath $F -Phase Activate -Since 2026-11-02T14:00:00Z -AsOf 2026-11-02T14:30:00Z -FixturePath deploy/tests/fixtures/smoke-approve.json -OutputPath out/deploy-test/smoke-negative
  PASS Activation request logged: expected 'Add member to role requested (PIM activation)' for pim.smoke01@contoso.example; observed 1 event(s)
  FAIL Role not active before approval: expected No active instance of the role (approval required); observed 1 active instance(s)
Smoke test Activate (test, Fixture): 1 of 2 checks passed
Written to out/deploy-test/smoke-negative (manifest.json lists every request and file hash)
Evidence: out/deploy-test/evidence/20261102T123046577Z-smoke-activate.json (Fail, sha256 1f3aaef21daa)
It exits 1. A FAIL in Stage 1 is a no-go: roll back, fix, and run the stage again. Each phase writes its own record, smoke-activate to smoke-review.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-6 Least Privilege
	The synthetic administrator holds no role until an approved activation, and loses it at the end time (Activate, Approve, Expire)
	KSI-IAM-JIT
	smoke-activate/, smoke-approve/, smoke-expire/, each results.json; their records

	AC-5 Separation of Duties
	A different person approves; nobody approves their own request
	KSI-IAM-JIT
	smoke-approve/results.json and the approval in the audit log

	AC-2 Account Management; AC-6(7) Review of User Privileges
	A reviewer decides the synthetic administrator’s access, with a reason (Review)
	KSI-IAM-ELP
	smoke-review/results.json; its record

	CM-4(2) Verification of Controls
	After the change, the controls are shown to work as intended, against written expectations
	KSI-CMT-VTD
	All four results.json; the expected-result table in the change record

	BOD 25-01 MS.AAD.7.4v1
	The activation is time-bound; no permanent active assignment results
	KSI-IAM-JIT
	smoke-expire/results.json


Step 1.8: capture the evidence
Run Chapter 08’s evidence run as the reader, so the stage’s end state is read by the same code that will watch production, then package it in examples/drift-pipeline with a SHA-256 per file:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
Connect-AzAccount -ServicePrincipal -Environment $c.AzureEnvironment -Tenant $t -ApplicationId $app.azure -CertificateThumbprint $tp
./Invoke-PaEvidenceRun.ps1 -Cloud $cfg.cloud -TenantId $t -OutputPath "$run/evidence-run" -AzureScope $cfg.azure.scopes `
    -EmergencyConfigPath "$in/emergency-access.json" -ValidationsPath "$in/emergency-validations.csv" -ExceptionsPath "$in/exceptions.csv"
In a POSIX shell, from <kit-folder>/../drift-pipeline, with RUN set to the stage’s outputRoot as a path from there:
RUN=../privileged-access/out/deploy-test
DAY1=$RUN/evidence-run/$(ls $RUN/evidence-run | sort | tail -n 1)
python python/pa_evidence.py compare --current $DAY1 --out $RUN/evidence-compare
python python/pa_evidence.py package --run $DAY1 --diff $RUN/evidence-compare/pa-drift-report.json --out $RUN/evidence-package
python python/pa_evidence.py verify $RUN/evidence-package/$(basename $DAY1)
Expected: verify passes. Then hash the whole stage folder for the change record:
Get-ChildItem $run -Recurse -File | Get-FileHash -Algorithm SHA256 | ForEach-Object { "$($_.Hash.ToLowerInvariant())  $([IO.Path]::GetRelativePath((Resolve-Path $run), $_.Path))" } | Set-Content "$run.sha256"
Record the step’s evidence. The script judges the run folder as deploy/requirements.json says and writes the record to <outputRoot>/evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step evidence -RunPath "$run/evidence-run" -Command './Invoke-PaEvidenceRun.ps1 (Step 1.8)'
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AU-9 Protection of Audit Information
	The stage’s evidence is hashed per file and chained, then kept with the change record
	KSI-MLA-OSM
	evidence-package/ and its verify output; <outputRoot>.sha256; evidence/records.csv

	CA-7 Continuous Monitoring
	Chapter 08’s run reads the end state with the code that will watch production
	KSI-MLA-EVC
	evidence-run/ (Chapter 08’s run); the evidence record

	CM-3 Configuration Change Control
	The change record holds the hashes of what the stage produced
	KSI-CMT-LMC
	The change record; evidence/records.csv

	FedRAMP: agency use of an authorized cloud service
	The agency’s evidence of its own configuration sits beside what its providers report
	—
	This step’s package, filed with the providers’ reports


Step 1.9: roll back, then deploy again
Rehearse the rollback in the test tenant, so the production one has been run once before it’s needed. deploy/Invoke-PaRollback.ps1 reads the stage’s run folders and plans the reverse of the deployment order, so nobody is left without access at any point:
1. Access reviews. The code never deletes a review series; the plan names the series the stage created, for a person to delete after exporting its evidence.
1. Azure resource roles. Standing assignments the stage removed come back first, then the stage’s eligible assignments go, then each policy is put back from azure-dry/state.json. Learn’s rollback for PIM is the same idea: make the assignments active again.17
1. PIM for Groups. The previous desired file is applied. In test, that is the stage’s groups with their lists emptied; in production, a missing previousDesiredPath blocks the rollback rather than empty every PRV group.
1. Microsoft Entra roles. Standing assignments a conversion removed come back first, then Chapter 04’s -RestoreFrom puts each wave’s rules back and removes its eligibility.
1. Conditional Access. The policies the stage created are turned off and its new contexts made unavailable. Nothing is deleted. It runs after step 4, so no role rule still needs context c1 when c1 goes.
1. Emergency access. Never rolled back.
A restored standing assignment is time-bound, for 14 days: while the stage’s role settings hold, an active assignment can’t last more than Chapter 04’s 15 days, so a permanent one would be refused. Once the settings are back, make it permanent again only if the change record says so (design guidance; research gaps, row 105).
Plan first; it sends nothing:
./deploy/Invoke-PaRollback.ps1 -SettingsPath $S
Get-Content "$run/rollback/rollback-plan.json"
Run in fixture mode on November 2, 2026, over run folders made by the earlier chapters’ Lab 1 commands:
./deploy/Invoke-PaRollback.ps1 -SettingsPath deploy/tests/fixtures/environment.test.json -RunRoot deploy/tests/fixtures/runs
1. access-reviews [Manual] Export the evidence, then delete 1 series the stage created: PAR-T1-TeamsAdministrator-Pilot
     Portal: ID Governance > Privileged Identity Management > Microsoft Entra roles > select the access review > Delete
2. azure [Automatic] Restore 3 standing assignment(s) for P14D, then remove 5 eligible assignment(s), then put back 11 policy(ies) from azure-dry/state.json; wait five minutes after the stage's last assignment first
     20 command(s) in rollback-plan.json
3. pim-groups [Automatic] Apply the previous PRV groups desired state (test: the lab groups emptied)
     2 command(s) in rollback-plan.json
4. pim-roles [Automatic] Restore 1 standing Microsoft Entra role assignment(s) the conversion removed, for P14D, before anything else in this area
     2 command(s) in rollback-plan.json
5. pim-roles [Automatic] Put wave 1's role rules back from pim-apply/before.json and remove the eligibility it created
     2 command(s) in rollback-plan.json
6. conditional-access [Automatic] Turn off 5 policy(ies) the stage created (CA003-Admins-RequirePhishResistantMFA, CA025-Admins-BlockNonPAW, CA027-AllUsers-AzureManagement-BlockNonOperators, PIM-Activation-c1, ProtectedActions-c2) and make 1 context(s) unavailable; the emergency exclusion stays in every policy
     2 command(s) in rollback-plan.json
7. emergency-access [Keep] The emergency access accounts, their exclusion group and their alert stay as they are; run Chapter 02's check again after the rollback
Rollback plan (test, CHG-3001): 7 steps, 5 Automatic, 1 Manual, 0 Blocked
Dry run: nothing was sent. Review out/deploy-test/rollback/rollback-plan.json, then rerun with -Apply
Evidence: out/deploy-test/evidence/20261102T123050322Z-rollback.json (Planned, sha256 b0a2c53a89db)
The fixture runs come from every chapter’s lab at once, which is why they hold more than the pilot. A live test stage plans one series, one role, one group and the Azure scopes in the settings file.
Read the plan with the change owner. Wait at least five minutes after the stage’s last assignment: Learn says an assignment can’t be removed within five minutes of being made.25 Then apply. Each Automatic step signs in as its own app, from the settings file:
./deploy/Invoke-PaRollback.ps1 -SettingsPath $S -Apply
Expected: Applied: n command(s) run, and no error. Do the Manual step at its portal path. If a restore of a standing Microsoft Entra assignment is refused, a Privileged Role Administrator restores it the way Learn’s rollback describes: in the role’s Assignments, the eligible row’s …, then Make active (research gaps, row 106).17 Then prove the tenant is safe and back where it was:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./deploy/Test-PaPreflight.ps1 -SettingsPath $S -OutputPath "$run/preflight-after-rollback"
./Invoke-PaEmergencyCheck.ps1 -Cloud $cfg.cloud -ConfigPath "$in/emergency-access.json" -ValidationsPath "$in/emergency-validations.csv" -OutputPath "$run/emergency-after-rollback" -TenantId $t
./Invoke-PaPimRoleSettings.ps1 -Cloud $cfg.cloud -Wave 1 -RolesPath "$in/pim-roles" -BindingsPath "$in/pim-bindings.json" `
    -EmergencyConfigPath "$in/emergency-access.json" -ExceptionsPath "$in/exceptions.csv" -OutputPath "$run/pim-after-rollback" -TenantId $t
Expected: the pre-flight passes; Chapter 02’s check shows 0 Finding; the role plan shows the same differences from the role file as $run/pim-plan did before the stage.
The applied rollback writes a rollback record, Pass when it ran with 0 Blocked; a dry run writes Planned, which the go/no-go doesn’t accept.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 CM-3 Configuration Change Control
	The change can be reversed from version-controlled records (before.json, state.json, the previous files), in a fixed order
	KSI-CMT-RMV
	rollback/rollback-plan.json; the rollback record

	CM-4(2) Verification of Controls
	After the rollback, the pre-flight, Chapter 02’s check and the role plan show the tenant safe and as before
	KSI-CMT-VTD
	preflight-after-rollback/, emergency-after-rollback/, pim-after-rollback/


Then deploy Stage 1 again, Steps 1.2 to 1.8, so the test tenant stays in the deployed state for the changes that follow. Use new output folders: move the first attempt aside first. The rollback rehearsal’s evidence stays in "$run-attempt1/evidence"; copy its rollback record’s result into the change record.
Move-Item $run "$run-attempt1"
./deploy/New-PaDeployInputs.ps1 -SettingsPath $S
Step 1.10: check the evidence
Before the go/no-go, check that every requirement row of the test stage has its evidence, passing and unchanged:
./deploy/Test-PaEvidence.ps1 -SettingsPath $S
Expected, live: GO on evidence: every requirement row has its evidence file, passing and unchanged. and exit code 0. It writes evidence/coverage.csv, one row per step with its controls, indicators, status and record, for the change record. Because the second deployment starts a new folder, run the rollback rehearsal’s check on the first attempt too: ./deploy/Test-PaEvidence.ps1 reads outputRoot from the settings file, so point a copy of the settings file at "$run-attempt1" and run it, or read "$run-attempt1/evidence/records.csv" for its rollback row.
Run in fixture mode on November 2, 2026, after the fixture commands above and a record for each earlier chapter’s fixture run (Chapter 02’s check run against tenant-ready.json; Chapters 03 to 07 from deploy/tests/fixtures/runs):
$X = 'deploy/tests/fixtures'
./Invoke-PaEmergencyCheck.ps1 -Cloud gcc -FixturePath $X/tenant-ready.json -ConfigPath out/deploy-test/inputs/emergency-access.json `
    -ValidationsPath out/deploy-test/inputs/emergency-validations.csv -AsOf 2026-11-02 -OutputPath out/deploy-test/emergency
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $F -Step emergency-access -RunPath out/deploy-test/emergency -Command './Invoke-PaEmergencyCheck.ps1 -Cloud gcc -FixturePath deploy/tests/fixtures/tenant-ready.json'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $F -Step conditional-access -RunPath $X/runs/ca-plan -Command './Invoke-PaCaAdmin.ps1 (Chapter 03 Lab 1 fixture run)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $F -Step pim-roles -RunPath $X/runs/pim-apply -Command './Invoke-PaPimRoleSettings.ps1 (Chapter 04 Lab 1 fixture run)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $F -Step pim-groups -RunPath $X/runs/groups-apply -Command './Invoke-PaPimGroups.ps1 (Chapter 05 Lab 1 fixture run)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $F -Step azure-roles -RunPath $X/runs/azure-apply -Command './Invoke-PaAzurePim.ps1 (Chapter 06 Lab 1 fixture run)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $F -Step access-reviews -RunPath $X/runs/reviews-apply -Command './Invoke-PaAccessReviews.ps1 (Chapter 07 Lab 1 fixture run)'
./deploy/Test-PaEvidence.ps1 -SettingsPath $F
PASS emergency-access: 0 Finding in findings.json
  Supports AC-2, AC-2(4), AU-2, CA-7; KSI KSI-MLA-LET, KSI-MLA-EVC
Evidence: out/deploy-test/evidence/20261102T123052596Z-emergency-access.json (Pass, sha256 c035d04f13d5)
FAIL conditional-access: 3 Blocked in plan.json
  Supports AC-3, IA-2(1), IA-2(2), CM-3(2); KSI KSI-IAM-APM, KSI-IAM-ELP, KSI-CMT-VTD
Evidence: out/deploy-test/evidence/20261102T123053432Z-conditional-access.json (Fail, sha256 374743ec9236)
PASS pim-roles: 0 difference(s) in verify.csv after reading back
  Supports AC-5, AC-6, CM-5; KSI KSI-IAM-JIT, KSI-IAM-ELP
Evidence: out/deploy-test/evidence/20261102T123054309Z-pim-roles.json (Pass, sha256 90e52adbef84)
PASS pim-groups: 0 failed in results.json
  Supports AC-2, AC-6; KSI KSI-IAM-JIT, KSI-IAM-ELP
Evidence: out/deploy-test/evidence/20261102T123055234Z-pim-groups.json (Pass, sha256 ac67b1e8bbc0)
PASS azure-roles: 0 line(s) left in diff-after.txt
  Supports AC-6, CM-5; KSI KSI-IAM-JIT, KSI-IAM-ELP
Evidence: out/deploy-test/evidence/20261102T123055640Z-azure-roles.json (Pass, sha256 16fc2fc13e18)
PASS access-reviews: 0 failed in results.json
  Supports AC-2, AC-6(7); KSI KSI-IAM-JIT, KSI-IAM-ELP
Evidence: out/deploy-test/evidence/20261102T123056489Z-access-reviews.json (Pass, sha256 1f9b5a967fdf)
  OK   settings           [Pass] CM-3, CM-5, IA-5(2); KSI KSI-CMT-LMC, KSI-CMT-RMV, KSI-IAM-SNU: 0 Finding in the settings file; 21 input files
  OK   preflight          [Pass] AC-2, AC-6, CA-7, CM-4(2); KSI KSI-IAM-ELP, KSI-MLA-EVC, KSI-CMT-VTD: 0 Finding
  OK   emergency-access   [Pass] AC-2, AC-2(4), AU-2, CA-7; KSI KSI-MLA-LET, KSI-MLA-EVC: 0 Finding in findings.json
  MISS conditional-access [Fail] AC-3, IA-2(1), IA-2(2), CM-3(2); KSI KSI-IAM-APM, KSI-IAM-ELP, KSI-CMT-VTD: 3 Blocked in plan.json
  OK   pim-roles          [Pass] AC-5, AC-6, CM-5; KSI KSI-IAM-JIT, KSI-IAM-ELP: 0 difference(s) in verify.csv after reading back
  OK   pim-groups         [Pass] AC-2, AC-6; KSI KSI-IAM-JIT, KSI-IAM-ELP: 0 failed in results.json
  OK   azure-roles        [Pass] AC-6, CM-5; KSI KSI-IAM-JIT, KSI-IAM-ELP: 0 line(s) left in diff-after.txt
  OK   access-reviews     [Pass] AC-2, AC-6(7); KSI KSI-IAM-JIT, KSI-IAM-ELP: 0 failed in results.json
  MISS smoke-activate     [Fail] AC-6, CM-4(2); KSI KSI-IAM-JIT, KSI-CMT-VTD: 1 of 2 checks passed
  OK   smoke-approve      [Pass] AC-5, AC-6, CM-4(2); KSI KSI-IAM-JIT, KSI-CMT-VTD: 4 of 4 checks passed
  OK   smoke-expire       [Pass] AC-6, CM-4(2); KSI KSI-IAM-JIT, KSI-CMT-VTD: 2 of 2 checks passed
  OK   smoke-review       [Pass] AC-2, AC-6(7), CM-4(2); KSI KSI-IAM-ELP, KSI-CMT-VTD: 3 of 3 checks passed
  MISS evidence           [Missing] AU-9, CA-7, CM-3; KSI KSI-MLA-OSM, KSI-MLA-EVC, KSI-CMT-LMC: no evidence record
  MISS rollback           [Planned] CM-3, CM-4(2); KSI KSI-CMT-RMV, KSI-CMT-VTD: 7 steps, 0 Blocked, 0 command(s) run
Evidence for test (CHG-3001): 10 of 14 required steps present and passing
NO-GO on evidence: every required step needs a passing, unchanged record.
Written to out/deploy-test/evidence/coverage.csv
The fixture run is a no-go on evidence, as it should be: Chapter 03’s fixture plan has three policies Blocked; the latest Activate record is the deliberate failure from Step 1.7; nothing ran Chapter 08’s evidence run; and the rollback was only planned. One of the records it checked, the Approve phase’s, in full:
{
  "recordedAt": "2026-11-02T12:30:40Z",
  "environment": "test",
  "changeRecord": "CHG-3001",
  "tenantId": "c0000000-0000-4000-8000-000000000009",
  "cloud": "gcc",
  "mode": "Fixture",
  "step": "smoke-approve",
  "title": "Smoke test: approve",
  "command": "./deploy/Invoke-PaSmokeTest.ps1 -SettingsPath deploy/tests/fixtures/environment.test.json -Phase Approve -Since 2026-11-02T14:00:00Z -AsOf 2026-11-02T14:30:00Z -FixturePath deploy/tests/fixtures/smoke-approve.json",
  "result": "Pass",
  "reason": "4 of 4 checks passed",
  "controls": [
    "AC-5",
    "AC-6",
    "CM-4(2)"
  ],
  "other": [],
  "ksi": [
    "KSI-IAM-JIT",
    "KSI-CMT-VTD"
  ],
  "runPath": "out/deploy-test/smoke-approve",
  "files": {
    "manifest.json": "f082b9525660b11c265b827b03e8146cd54defb813ff185c80922f46e0296716",
    "results.json": "9fc73de870525832fc59b2426d1415afb43ad19917f19bc96c077bc2b465981e"
  },
  "previousRecordSha256": "5fddd91ae9a59eb31665db7113c41acc20e4d4f5314bc97ec2a2eb4059a7ff90"
}
previousRecordSha256 is the SHA-256 of the Activate phase’s record, the one written before it. Editing any record, or any file a record hashed, makes Test-PaEvidence.ps1 report Chain broken or Changed for that step.
[bookmark: _Toc00001185]Promotion go/no-go criteria
The change owner and the ISSO sign the promotion only when every row holds. Each row names the file that proves it.
	#
	Criterion
	Evidence

	1
	The pre-flight passed before the stage, after each Conditional Access change, and after the rollback
	preflight*/findings.json with no Finding, and their manifests

	2
	The emergency access drill raised the alert within two evaluation periods, and Chapter 02’s check shows 0 Finding
	The alert email, emergency/findings.json, the drill row in the settings file

	3
	Every administrator policy ran report-only for at least seven days, and no report-only result applied to an emergency account
	Sign-in log exports, ca-apply*/

	4
	The activation gate is on, and every applied chapter reads back with no difference
	ca-enforce-gate/, pim-apply/verify.csv empty, groups-replan with 0 changes, azure-apply/diff-after.txt empty, reviews-apply/results.json

	5
	All four smoke-test phases passed
	smoke-activate, smoke-approve, smoke-expire and smoke-review, each results.json with every Pass true

	6
	The rollback ran with 0 Blocked, and the tenant read back as before
	rollback/rollback-plan.json, preflight-after-rollback, emergency-after-rollback, pim-after-rollback

	7
	The stage was deployed again, and its smoke test passed again
	The second attempt’s folders

	8
	The evidence package verifies
	evidence-package/, the verify output, out/deploy-test.sha256

	9
	Every live result that differed from this chapter’s expectation is recorded, and research gaps rows 101 to 106, 113 and 114 have an answer
	The change record, _verification/research-gaps.md

	10
	The production settings file differs from the test file only in values, and the production change record is approved
	Step 2.1’s comparison, the approved record

	11
	Every requirement row of the test stage has its evidence record present, passing and unchanged, with the records’ hash chain intact
	./deploy/Test-PaEvidence.ps1 exit code 0 and evidence/coverage.csv, for the second deployment; the first attempt’s rollback record Pass


A single unmet row is a no-go.
[bookmark: _Toc00001186]Stage 2: production
Production runs the same commands against environment.production.json. What’s different is the scope (every role, in waves), the conversion of standing assignments, a week of watching, and the change board.
Step 2.1: the change record and the settings file
Copy the test file, change only the values that differ, and fill pimRoles.roleFiles with ["*"] and one eligibility row per role, pimGroups.previousDesiredPath, and accessReviews.previousConfigPath if a series changes. Then prove the two files have the same shape, so every command reads the same keys:
Copy-Item <settings-folder>/environment.test.json <settings-folder>/environment.production.json
Import-Module ./deploy/PaDeploy.psm1
$keys = { param($p) $o = Get-Content $p -Raw | ConvertFrom-Json; $o.PSObject.Properties.Name | Sort-Object }
Compare-Object (& $keys <settings-folder>/environment.test.json) (& $keys <settings-folder>/environment.production.json)
Test-PaDeploySettings -Settings (Read-PaDeploySettings -Path <settings-folder>/environment.production.json) | Format-Table Rule, Object, Issue
Expected: Compare-Object prints nothing, and Test-PaDeploySettings prints nothing: environment is production and changeRecord holds the approved production change. Record the file’s SHA-256 in the change record:
(Get-FileHash <settings-folder>/environment.production.json -Algorithm SHA256).Hash.ToLowerInvariant()
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 CM-3 Configuration Change Control
	The production change is approved by the change board, with the settings file’s hash in the record
	KSI-CMT-LMC
	The approved production change record; the file’s SHA-256

	CM-3(2) Testing, Validation, and Documentation of Changes
	Production runs only what passed in test: the same commands, a settings file of the same shape
	KSI-CMT-VTD
	The Compare-Object output (empty); the test stage’s evidence/coverage.csv

	IA-5(2) Public Key-based Authentication
	Production apps use their own certificates or federated credentials; no secret (PA-DEP-01)
	KSI-IAM-SNU
	Test-PaDeploySettings output (empty)


Step 2.2: pre-flight
Run Step 0 with $S = '<settings-folder>/environment.production.json', then:
./deploy/New-PaDeployInputs.ps1 -SettingsPath $S
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./deploy/Test-PaPreflight.ps1 -SettingsPath $S
Expected: PASS. In production a PA-DEP-05 is more likely than in test: existing policies made by hand often leave the emergency group out. Fix each in the portal (Entra ID > Conditional Access > Policies, the policy, Users > Exclude > Users and groups, the emergency exclusion group, Save), then run the pre-flight again. Step 0.2 and the pre-flight write the production settings and preflight records to out/deploy-production/evidence.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-2 Account Management; AC-6 Least Privilege
	Production’s emergency access accounts meet the standard, and PIM is licensed, before any change
	KSI-IAM-ELP
	out/deploy-production/preflight/findings.json; the preflight record

	CA-7 Continuous Monitoring; CM-4(2) Verification of Controls
	Every production policy, including those made by hand, excludes the emergency accounts
	KSI-MLA-EVC, KSI-CMT-VTD
	Every preflight*/ folder and record in production

	OMB M-22-09; BOD 25-01 MS.AAD.3.6v1
	Phishing-resistant methods on the emergency accounts
	KSI-IAM-APM
	findings.json with no PA-EA-06 Finding


Step 2.3: deploy
Run, in order and with the production $S, the command blocks of Step 1.1 to Step 1.6, with three differences:
· Step 1.2: watch report-only for at least seven days in production too, then enforce PIM-Activation-c1 alone; enforce each other administrator policy in its own later change, one at a time, with the pre-flight after each.
· Step 1.3: run the dry run and the apply once per wave, with -Wave 1, then -Wave 2, -Wave 3 and -Wave 4, and the output folders "$run/pim-plan-w1" and "$run/pim-apply-w1" (then -w2, -w3, -w4). Chapter 04’s PA-PIM-07 refuses a wave until every earlier wave matches its files.
· Step 1.5: the app’s User Access Administrator is granted for one day, for the apply only, and removed after it.
The wave dry run, as the reader, then the apply, as pimWriter. Set $w to 1, run both blocks, then set it to 2, 3 and 4 in turn:
$w = 1
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimRoleSettings.ps1 -Cloud $cfg.cloud -Wave $w -RolesPath "$in/pim-roles" -BindingsPath "$in/pim-bindings.json" `
    -EmergencyConfigPath "$in/emergency-access.json" -ExceptionsPath "$in/exceptions.csv" -OutputPath "$run/pim-plan-w$w" -TenantId $t
Import-Csv "$run/pim-plan-w$w/diff.csv" | Format-Table Role, RuleId, Property, Tenant, Desired
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.pimWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimRoleSettings.ps1 -Cloud $cfg.cloud -Wave $w -RolesPath "$in/pim-roles" -BindingsPath "$in/pim-bindings.json" `
    -EmergencyConfigPath "$in/emergency-access.json" -ExceptionsPath "$in/exceptions.csv" -OutputPath "$run/pim-apply-w$w" -TenantId $t `
    -Apply -ActivationGateChecked
Expected per wave: 0 Finding in the dry run, and 0 differences from the role files after reading back.
Record each step’s evidence as Stage 1 does, with the production $S. After the last wave, record the role settings from wave 4’s apply, which reads back every role:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step emergency-access -RunPath "$run/emergency" -Command './Invoke-PaEmergencyCheck.ps1 (Step 2.3)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step conditional-access -RunPath "$run/ca-enforce-gate" -Command './Invoke-PaCaAdmin.ps1 -Apply -AllowEnforce (Step 2.3)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step pim-roles -RunPath "$run/pim-apply-w4" -Command './Invoke-PaPimRoleSettings.ps1 -Wave 4 -Apply (Step 2.3)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step pim-groups -RunPath "$run/groups-apply" -Command './Invoke-PaPimGroups.ps1 -Apply (Step 2.3)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step azure-roles -RunPath "$run/azure-apply" -Command './Invoke-PaAzurePim.ps1 -Apply (Step 2.3)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step access-reviews -RunPath "$run/reviews-apply" -Command './Invoke-PaAccessReviews.ps1 -Apply (Step 2.3)'
The requirements are Stage 1’s, Steps 1.1 to 1.6, now in production:
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-2, AC-2(4), AU-2, CA-7
	The emergency accounts checked, alerted on and drilled in production
	KSI-MLA-LET, KSI-MLA-EVC
	out/deploy-production/emergency/; the alert email; the emergency-access record

	AC-3; IA-2(1), IA-2(2); CM-3(2); OMB M-22-09; BOD 25-01 MS.AAD.3.6v1
	Administrator policies report-only for seven days, then enforced one per change, the gate first
	KSI-IAM-APM, KSI-IAM-ELP, KSI-CMT-VTD
	ca-*/ folders; sign-in log exports; the conditional-access record

	AC-5, AC-6, CM-5; BOD 25-01 MS.AAD.7.4v1 to MS.AAD.7.6v1
	Every role’s settings, wave by wave, each read back with no difference
	KSI-IAM-JIT, KSI-IAM-ELP
	pim-plan-w1/ to pim-apply-w4/, each verify.csv empty; the pim-roles record

	AC-2, AC-6; BOD 25-01 MS.AAD.7.5v1
	The production PRV groups under PIM for Groups
	KSI-IAM-JIT, KSI-IAM-ELP
	groups-*/; the pim-groups record

	AC-6, CM-5; FedRAMP agency use
	Azure role policies and eligibility in the production subscriptions
	KSI-IAM-JIT, KSI-IAM-ELP
	azure-dry/, azure-apply/; the activity log; the azure-roles record

	AC-2, AC-6(7)
	Review series for every privileged role
	KSI-IAM-JIT, KSI-IAM-ELP
	reviews-*/; the access-reviews record


Step 2.4: convert standing assignments to eligible in waves
Learn says to keep zero permanently active assignments except the emergency access accounts.17 Chapter 04’s order holds: eligible first, activation confirmed, active removed. Do one wave at a time, after its role settings are applied (Step 2.3). List the wave’s standing assignments and what each waits for:
$w = 1
(Get-Content "$run/pim-apply-w$w/plan.json" -Raw | ConvertFrom-Json).actions | Where-Object Kind -EQ 'RemoveStanding' |
    Format-Table Role, Status, Detail, @{ n = 'PrincipalId'; e = { $_.Body.principalId } }, @{ n = 'RoleTemplateId'; e = { $_.Body.roleDefinitionId } }
Ask each holder listed to activate the role once through its PRV group, as in Step 1.7’s Activate row, with an approver approving. For each holder who did, add a row with their PrincipalId, RoleTemplateId, the date and the wave’s ticket, then write the inputs again:
$j = Get-Content $S -Raw | ConvertFrom-Json
$j.pimRoles.confirmedActivations += [pscustomobject]@{ principalId = '<holder-object-id>'; roleTemplateId = '<role-template-id>'; confirmedOn = '<confirmed-on>'; ticket = "$($j.changeRecord)-w<wave>" }
$j | ConvertTo-Json -Depth 30 | Set-Content $S
./deploy/New-PaDeployInputs.ps1 -SettingsPath $S
Grant pimWriter RoleAssignmentSchedule.ReadWrite.Directory for the conversion (API permissions > Add a permission > Microsoft Graph > Application permissions, the permission, Add permissions, Grant admin consent for the tenant), convert, and remove the permission straight after (API permissions, the permission’s …, Remove permission):
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.pimWriter -CertificateThumbprint $tp -NoWelcome
./Invoke-PaPimRoleSettings.ps1 -Cloud $cfg.cloud -Wave $w -RolesPath "$in/pim-roles" -BindingsPath "$in/pim-bindings.json" `
    -EmergencyConfigPath "$in/emergency-access.json" -ExceptionsPath "$in/exceptions.csv" -OutputPath "$run/pim-convert-w$w" -TenantId $t `
    -Apply -Convert -ConfirmedPath "$in/confirmed-activations.csv"
Expected: only rows with status Confirmed are sent; the emergency accounts and documented exceptions are never planned for removal; service principals are reported, not removed. Record the wave’s evidence:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step pim-convert -RunPath "$run/pim-convert-w$w" -Command "./Invoke-PaPimRoleSettings.ps1 -Wave $w -Apply -Convert (Step 2.4)"
Repeat with $w = 2, 3 and 4, each after its wave’s Step 2.3.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-6 Least Privilege
	Standing assignments become eligible, wave by wave; zero permanent active except the emergency accounts
	KSI-IAM-JIT, KSI-IAM-ELP
	pim-convert-w1/ to -w4/; each wave’s pim-convert record

	AC-2 Account Management
	Each removal has a confirmed activation with a ticket, approved by the change owner
	KSI-IAM-JIT
	inputs/confirmed-activations.csv; the wave’s change record

	BOD 25-01 MS.AAD.7.4v1
	No permanent active assignment to a highly privileged role remains outside the documented exceptions
	KSI-IAM-JIT
	Chapter 01’s inventory after the last wave, with no PA-INV standing-privilege finding


Step 2.5: smoke test
Run Step 1.7 in production, with the production synthetic administrator, approver and reviewer, and the production $S: record the start, then the four actions and the four phase commands. Expected: all four phases pass. Remove the synthetic administrator’s group membership after the Review phase, by setting its row’s endDateTime to the next day in pimGroups and running Step 1.4’s apply (design guidance). Each phase writes its production record.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 AC-5, AC-6, AC-6(7); BOD 25-01 MS.AAD.7.4v1
	Activation needs approval, ends on time, and is reviewed, in production
	KSI-IAM-JIT, KSI-IAM-ELP
	out/deploy-production/smoke-*/results.json; the four smoke records

	CM-4(2) Verification of Controls
	The controls work as intended after the production change
	KSI-CMT-VTD
	The four results.json against the expected-result table


Step 2.6: first-week monitoring with drift
For seven days after the production change, run Chapter 08’s evidence run every day as the reader, and compare each day with the day before, as Chapter 08, Lab 2 does. Learn’s PIM deployment plan asks that someone read every PIM audit event weekly and export them monthly;17 the first week is read every day (design guidance). The daily run:
Connect-MgGraph -Environment $c.GraphEnvironment -TenantId $t -ClientId $app.reader -CertificateThumbprint $tp -NoWelcome
Connect-AzAccount -ServicePrincipal -Environment $c.AzureEnvironment -Tenant $t -ApplicationId $app.azure -CertificateThumbprint $tp
./Invoke-PaEvidenceRun.ps1 -Cloud $cfg.cloud -TenantId $t -OutputPath "$run/week1" -AzureScope $cfg.azure.scopes `
    -EmergencyConfigPath "$in/emergency-access.json" -ValidationsPath "$in/emergency-validations.csv" -ExceptionsPath "$in/exceptions.csv"
The daily compare, in a POSIX shell from examples/drift-pipeline. On day 1 it sets the baseline; from day 2 it compares the last two runs:
RUN=../privileged-access/out/deploy-production/week1
TODAY=$RUN/$(ls $RUN | sort | tail -n 1)
python python/pa_evidence.py compare --current $TODAY --out $RUN-compare/$(basename $TODAY)
RUN=../privileged-access/out/deploy-production/week1
PREV=$RUN/$(ls $RUN | sort | tail -n 2 | head -n 1)
TODAY=$RUN/$(ls $RUN | sort | tail -n 1)
python python/pa_evidence.py compare --previous $PREV --current $TODAY --out $RUN-compare/$(basename $TODAY)
cat $RUN-compare/$(basename $TODAY)/pa-drift-summary.md
Expected each day: no assignment drift outside the waves’ change records, every activation in the audit summary approved where its tier needs approval, no emergency access sign-in except a recorded drill, and Chapter 02’s findings unchanged. Chapter 08 treats any Tier 0 drift as an incident: open one, then decide with the change owner whether to roll back. On day 7, package the week as Step 1.8 does, and lock the evidence container’s retention policy if it isn’t locked yet; Learn says an unlocked time-based policy is for testing only.26 Then record the week and check production’s evidence. The production go/no-go for closing the change is the same check as the test stage’s:
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step evidence -RunPath "$run/week1" -Command './Invoke-PaEvidenceRun.ps1 (Step 2.6, day 7)'
./deploy/Add-PaEvidenceRecord.ps1 -SettingsPath $S -Step first-week -RunPath "$run/week1" -Command './Invoke-PaEvidenceRun.ps1, seven daily runs (Step 2.6)'
./deploy/Test-PaEvidence.ps1 -SettingsPath $S
Expected: GO on evidence and exit code 0, with every production step present and passing, including pim-convert and first-week.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 CA-7 Continuous Monitoring
	Seven daily evidence runs, each compared with the day before
	KSI-MLA-EVC
	week1/, week1-compare/; the first-week record

	CM-3 Configuration Change Control
	Every assignment change in the week traces to a wave’s change record
	KSI-CMT-LMC
	The daily pa-drift-summary.md; the change records

	IR-4 Incident Handling
	Tier 0 drift opens an incident, with the rollback as one response
	KSI-INR-RIR
	The incident record, if any; Chapter 08’s drift report

	FedRAMP: agency use of an authorized cloud service
	The agency’s monitoring of its own configuration sits beside its providers’ ongoing reports
	—
	The week’s package, filed with the providers’ reports


Step 2.7: rollback
The production rollback is the same script. Plan it as soon as Step 2.3 ends, attach rollback-plan.json to the change record, and keep it current after each wave:
./deploy/Invoke-PaRollback.ps1 -SettingsPath $S
Expected: 0 Blocked. A Blocked step means a previous file is missing from the settings (pimGroups.previousDesiredPath or accessReviews.previousConfigPath); name it and plan again. To roll back, the change owner approves, then:
./deploy/Invoke-PaRollback.ps1 -SettingsPath $S -Apply
Then run the three checks at the end of Step 1.9, with the production $S. Roll back one wave by hand rather than the stage, when only that wave misbehaves: Chapter 04’s -RestoreFrom "$run/pim-apply-w<wave>" for that wave only, after restoring any standing assignments its conversion removed (design guidance). The rollback writes its record whether it is planned, applied or fails.
	Requirement
	What this step does
	KSI it aligns to
	Evidence the ISSO keeps

	NIST SP 800-53 CM-3 Configuration Change Control
	A current rollback plan is attached to the change record after each wave
	KSI-CMT-RMV
	out/deploy-production/rollback/rollback-plan.json; the rollback record (Planned)

	CM-4(2) Verification of Controls; IR-4 Incident Handling
	If applied, the tenant is shown safe and as before, and the incident is closed with that evidence
	KSI-CMT-VTD, KSI-INR-RIR
	The rollback record (Pass); the three checks’ folders; the incident record


[bookmark: _Toc00001187]Evidence the ISSO keeps
Every run folder holds a manifest.json with each file’s SHA-256, the settings file’s SHA-256, the change record, the mode and every request sent. The ISSO keeps:
	Stage
	What
	Where

	Before each stage
	The change record and its approval; the settings file’s SHA-256; the inputs manifest
	Change record; inputs/manifest.json

	Pre-flight
	Findings and manifest, before the stage and after every Conditional Access change
	preflight*/

	Emergency access
	The check, the alert template as deployed, the drill and its alert email
	emergency/, the deployment’s record in the resource group, the settings file’s drill row

	Conditional Access
	Plan, applies, the enforcement of the gate, seven days of report-only sign-in results
	ca-plan/, ca-apply*/, ca-enforce-*/, sign-in log exports

	PIM for Microsoft Entra roles
	Each wave’s dry run, apply with before.json and verify.csv, and conversion with the confirmed activations
	pim-plan*/, pim-apply*/, pim-convert*/, inputs/confirmed-activations.csv

	PIM for Groups
	Plan, apply, the plan after it
	groups-plan/, groups-apply/, groups-replan/

	Azure resource roles
	Dry run with state.json, apply with diff-after.txt, the time-bound User Access Administrator grant and its removal
	azure-dry/, azure-apply/, the subscription’s activity log

	Access reviews
	Plan and results; later, the decisions
	reviews-plan/, reviews-apply/; Chapter 07’s evidence mode

	Smoke test
	Each phase’s results and manifest
	smoke-activate/ to smoke-review/

	Rollback
	The plan, and if applied, the checks after it
	rollback/, *-after-rollback/

	Evidence records
	One record per step: the command, result, controls, indicators, file hashes and the previous record’s hash
	evidence/*.json, evidence/records.csv

	Evidence coverage
	Every required step’s record present, passing and unchanged
	evidence/coverage.csv from Test-PaEvidence.ps1

	Go/no-go
	The signed criteria table
	Change record

	Production, first week
	Seven daily evidence runs, their comparisons, the week’s package
	week1/, week1-compare/, the package and its verify output


Keep the whole stage folder and <outputRoot>.sha256 with the change record. The folders name administrators and groups: store them as evidence, not in a shared drive (design guidance).
[bookmark: _Toc00001188]The code: examples/privileged-access/deploy
The earlier chapters’ entry scripts do every write in this runbook. The six deploy scripts add only what the runbook needs and the chapters didn’t have:
	Script
	What it does
	Sends

	New-PaDeployInputs.ps1
	Checks the settings file, then writes each chapter’s input files from it, with a manifest
	Nothing

	Test-PaPreflight.ps1
	PA-DEP-01 to PA-DEP-06, PA-DEP-08 and PA-DEP-09 (there is no PA-DEP-07), in the order above; exit 1 when blocked
	GETs: subscribedSkus and Chapter 02’s reads

	Invoke-PaSmokeTest.ps1
	One phase’s checks against its expected result; exit 1 on any FAIL
	GETs: active instances, directory audits, access review definitions, instances and decisions

	Invoke-PaRollback.ps1
	The rollback plan in reverse order; -Apply runs it and refuses a plan with a Blocked step
	Nothing in a dry run; with -Apply, the earlier chapters’ scripts and the Azure requests in the plan

	Add-PaEvidenceRecord.ps1
	Judges an earlier chapter’s run folder as requirements.json says, and writes the step’s evidence record
	Nothing

	Test-PaEvidence.ps1
	The evidence half of the go/no-go: every required step’s record present, passing, unchanged, and the hash chain intact; exit 1 otherwise
	Nothing


Each of the first four also writes its own evidence record. deploy/requirements.json maps every step to its controls, other requirements and indicators, the stages that require it, and how its result is judged. They share deploy/PaDeploy.psm1 and declare their calls in deploy/calls-deploy.json, each with its least-privileged permission and Learn page; the reader refuses an undeclared call, any method but GET, and a next link on another host. The live scripts refuse a Graph session signed in to another tenant than the settings file names. Each has a fixture mode, and the fixtures are a fictional contoso.example tenant.
The tests are 49 Pester tests in deploy/tests/Deploy.Tests.ps1: the calls and permissions, the settings checks, the input files and the earlier chapters’ readers accepting them, each pre-flight rule on its own, each smoke phase passing and failing, the rollback’s order, its refusals, and its dry run and apply, and the evidence records: the mapping uses only indicator IDs the repository cites, each run folder is judged, records chain, and an edited record or a changed file is caught. They are a separate suite from tests/, so the earlier chapters’ “330 tests passing” stays true. Run on November 2, 2026, Windows 11, PowerShell 7.6.9, Pester 5.9.0:
Invoke-Pester -Path deploy/tests
Tests Passed: 49, Failed: 0, Skipped: 0, Inconclusive: 0, NotRun: 0
[bookmark: _Toc00001189]Illustrative code
The deploy scripts were run against fixtures and a fake Graph, never against a live tenant or subscription. Their output above shows what the code does with fictional data, not that a tenant returns the same shapes or that its writes succeed. Run Stage 1 completely in a test tenant before Stage 2, and record every difference.
[bookmark: _Toc00001190]Verified facts

	Item
	Value
	US Government clouds
	Stage
	Source

	PIM licenses
	Microsoft Entra ID P2 or Microsoft Entra ID Governance, for users who are eligible, approve, or are assigned to or perform access reviews
	Microsoft Entra ID Governance for Government is a product
	GA
	9

	Service plans
	AAD_PREMIUM_P2 eec0eb4f-6444-4f95-aba0-50c24d67f998; Entra_Identity_Governance e866a266-3cff-43a3-acca-0c90a7e00c8b
	—
	—
	15

	List subscribedSkus
	GET /subscribedSkus; LicenseAssignment.Read.All least privileged; capabilityStatus Enabled, Warning, Suspended, Deleted, LockedOut
	L4 and L5
	v1.0
	16 27

	Emergency access standard
	Two or more cloud-only accounts; phishing-resistant methods; permanent active Global Administrator; excluded from policies that block or restrict, report-only needing no exclusion; monitored; validated every 90 days
	—
	GA
	10

	The lockout
	All Privileged Role and Global Administrators eligible, approval required, no approvers
	—
	GA
	14

	Report-only
	Evaluated at sign-in, not enforced; results on the sign-in log’s Report-only tab; at least a week before enforcement
	—
	GA
	19 18

	PIM deployment plan
	Pilot with test users; expected against actual; production after testing; rollback by making assignments active again; zero permanent active except emergency accounts; read audit events weekly
	—
	—
	17

	Activation in the portal
	ID Governance > Privileged Identity Management > My roles > Microsoft Entra roles, Activate
	—
	GA
	22

	Approval
	ID Governance > Privileged Identity Management > Approve requests; 24 hours; no self-approval; no service principal approves
	—
	GA
	23

	Request status
	Canceled, Denied, Failed, Granted, PendingAdminDecision, PendingApproval, PendingProvisioning, PendingScheduleCreation, Provisioned, Revoked, ScheduleCreated
	—
	v1.0
	28

	List roleAssignmentScheduleRequests
	RoleAssignmentSchedule.ReadWrite.Directory is the least-privileged permission, for reads too
	L4 and L5
	v1.0
	21

	Activate and remove with Graph PowerShell
	New-MgRoleManagementDirectoryRoleAssignmentScheduleRequest with SelfActivate, AdminAssign; eligible instances by principalId
	—
	v1.0
	29

	Azure active assignment request
	roleAssignmentScheduleRequests 2020-10-01: requestType AdminAssign, AdminRemove; expiration AfterDateTime, AfterDuration, NoExpiration
	—
	—
	30

	Five-minute rule
	A PIM for Groups assignment can’t be removed within five minutes of being assigned; eligible members need P2 or ID Governance
	—
	GA
	25

	Review in PIM
	ID Governance > Privileged Identity Management > Review access, Approve or Deny, a reason
	—
	GA
	24

	App-only sign-in
	Connect-MgGraph -ClientId -TenantId -CertificateThumbprint
	—
	—
	12

	Federated credentials
	A workload exchanges a trusted external token for an access token, with no secret to manage
	—
	GA
	13

	Directory audits, active instances, review decisions
	AuditLog.Read.All; RoleAssignmentSchedule.Read.Directory; AccessReview.Read.All
	L4 and L5
	v1.0
	31 32 33

	Graph hosts
	GCC graph.microsoft.com; GCC High graph.microsoft.us; DoD dod-graph.microsoft.us
	—
	—
	34

	FedRAMP 20x Key Security Indicators
	KSI-IAM-JIT, KSI-IAM-ELP, KSI-IAM-APM, KSI-IAM-SNU, KSI-CMT-LMC, KSI-CMT-RMV, KSI-CMT-VTD, KSI-MLA-EVC, KSI-MLA-OSM, KSI-MLA-LET, KSI-INR-RIR, each on FedRAMP’s 2026 reference; indicators for cloud service providers
	—
	—
	8 7



Where the sources differ, recorded so a later edit doesn’t loosen the code:
· Report-only and the exclusion. Learn says report-only policies need no exclusion; the pre-flight wants it in every policy, in any state, because this stage enforces them later (research gaps, rows 5 and 104).
· Reading requests. The smoke test would be simpler reading the activation request’s status, but Learn’s least-privileged permission to list requests is a write permission. It reads the active instances and the audit log instead (row 103).
· Rollback. Learn’s rollback makes eligible assignments active again in the portal; the code restores standing assignments with a request, time-bound under the stage’s cap, and keeps Learn’s portal path as the fallback (rows 105 and 106).
[bookmark: _Toc00001191]Open questions
The questions only a live tenant can answer are rows 101 to 106, 113 and 114 of the workbook’s research gaps log, _verification/research-gaps.md in the repository. Row 113 is the group alert check’s delegated role, group list, reads and sovereign-cloud calls, and row 114 is the Microsoft.Graph and Az module versions the first live run records. The rest: the principal on an activation through an eligible group (101), how soon the audit log shows a PIM event (102), the write permission Learn lists for reading requests (103), the stricter report-only rule (104), the time-bound restore (105), and an app-only restore under a rule that wants MFA on active assignment (106).
[bookmark: _Toc00001192]Dangers
	Danger
	What happens
	The guard

	Approval switched on before the emergency accounts hold Global Administrator
	The documented lockout
	The pre-flight carries Chapter 02’s check (PA-DEP-04), and Chapter 04’s PA-PIM-02 blocks every write

	A policy that the emergency accounts can’t pass
	Nobody gets in during an outage
	PA-DEP-05 for every policy in any state, PA-DEP-06 for every policy file; the pre-flight after every Conditional Access change

	A policy enforced before anyone saw its report-only results
	Administrators are blocked
	Created report-only; seven days of report-only; enforcement only with -AllowEnforce, one policy per change

	The production run pointed at the test tenant, or the reverse
	Changes land in the wrong tenant
	One settings file per environment; the live scripts refuse a Graph session in another tenant

	A secret in the settings file
	It ends up in a repository
	PA-DEP-01; certificates or federated credentials only

	A standing assignment removed before its holder can activate
	An administrator is stranded
	Eligible first, activation confirmed with a ticket, then -Convert, one wave at a time

	A rollback that empties production groups
	Every PRV holder loses access
	Production needs previousDesiredPath, or the step is Blocked and -Apply refuses

	A rollback in the wrong order
	Rules still need context c1 after it’s gone, or access goes before it comes back
	Reverse order; standing assignments restored before rules and eligibility go

	A smoke test that grants itself access
	It proves nothing
	People act; the scripts only read; the synthetic administrator is kept out of the exclusion group (PA-DEP-09)

	Evidence nobody can check
	The ISSO can’t prove what ran
	A manifest with SHA-256 per run, the settings file’s hash, and Chapter 08’s hash-chained packages

	A write permission left on an app
	One stolen certificate changes the tenant
	Conversion permission granted and removed per wave; User Access Administrator for one day


[bookmark: _Toc00001193]Checklist
· The test and production settings files hold no secret, have no placeholder left, and differ only in values.
· Each stage has an approved change record, with the settings file’s SHA-256 and the rollback plan.
· The pre-flight passed before each stage and after every Conditional Access change.
· The emergency access drill raised the alert, and Chapter 02’s check shows 0 Finding.
· Every administrator policy ran report-only for seven days before it was enforced, one per change.
· Every applied chapter read back with no difference.
· All four smoke-test phases passed in test and in production.
· The rollback was rehearsed in test, and the tenant read back as before.
· Every conversion had a confirmed activation with a ticket, one wave at a time.
· Seven days of production drift were read, and the week’s package verifies.
· Every live result that differed from an expectation here is recorded, with research gaps rows 101 to 106, 113 and 114 answered.
· Test-PaEvidence.ps1 reports GO for the test stage before promotion and for production at the end of the first week, and coverage.csv is in each change record.
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o000 examples/privileged-access - fixture data

PS> Get-Content out/inventory/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -eq
'Finding' | Format-Table Rule, Object

Rule Object

PA-INV-01 alex.kim@contoso.example

PA-INV-01 Contoso-Mail-Automation

PA-INV-01 a0000000-0000-4000-8000-000000000007

PA-INV-01 a0000000-0000-4000-8000-000000000014

PA-INV-01 a0000000-0000-4000-8000-000000000010

PA-INV-01 a0000000-0000-4000-8000-000000000001

PA-INV-07 a0000000-0000-4000-8000-000000000001

PA-INV-01 5e000000-0000-4000-8000-000000000002

PA-INV-04 Global Administrator

PA-INV-08 /subscriptions/11111111-1111-4111-8111-111111111111
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PS> $r = New-PaReader -Cloud gcc -Task inventory -Invoke (New-PaFixtureInvoker -Path
tests/fixtures/tenant.json).Invoke

PS> Invoke-PalList -Reader $r -Callld ca-policies

Exception: Undeclared call 'ca-policies' for task 'inventory'; add it to config/calls.json with its

permission.

PS> Get-PaCloud GCCHigh

Exception: Unknown cloud 'GCCHigh'. Use global, gcc, gcchigh or dod.
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PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/MicrosoftSamples.Tests.psl -FullNameFilter '*Chapter ©2*' -Output
None -PassThru |

>> Select-Object PassedCount, FailedCount

PassedCount FailedCount
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PS> Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psml

PS> (Get-PaRequiredPermission -Task emergency-access).GraphPermissions -join ', '
GroupMember.ReadBasic.All, Policy.Read.All, RoleAssignmentSchedule.Read.Directory, User.Read.All, Us
er.ReadBasic.All, UserAuthenticationMethod.Read.All




rId210.png
o000 examples/privileged-access - fixture data

PS> ./Invoke-PaEmergencyCheck.psl -FixturePath tests/fixtures/tenant.json -ConfigPath
tests/fixtures/inputs/emergency-access.json ~

>> -ValidationsPath tests/fixtures/inputs/emergency-validations.csv -AsOf 2026-10-30
-OutputPath out/emergency °
>> -WorkspaceResourceld

/subscriptions/22222222-2222-4222-8222-222222222222/resourceGroups/rg-logs/providers/Microsoft.OperationalInsights/workspaces/law-identity

>> -ActionGroupResourceld
/subscriptions/22222222-2222-4222-8222-222222222222/resourceGroups/rg-logs/providers/Microsoft.Insights/actionGroups/ag-soc
-Location eastus

Emergency access: 9 Finding, © Warn, 1 Info

Alert rule written to emergency-alert.json for review; deploy it with your reviewed pipeline

Written to out/emergency (manifest.json lists every request and file hash)
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PS> Get-Content out/emergency/findings.json -Raw | ConvertFrom-Json | Format-Table Rule, Severity,
Object

Rule Severity Object

PA-EA-02 Finding ea@2@contoso.example

PA-EA-05 Finding ea@2@contoso.example

PA-EA-06 Finding ea@2@contoso.example

PA-EA-07 Finding ea@2@contoso.example

PA-EA-09 Finding ea@2@contoso.example

PA-EA-08 Finding CA@@1-AllUsers-BlockLegacyAuth

PA-EA-08 Finding CA@@4-Admins-RequireCompliantDevice

PA-EA-08 Info CA@90-AllUsers-ReportOnly-CoverageProbe

PA-EA-08 Finding PIM-Activation-cl

PA-EA-10 Finding carl.ops@contoso.example
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PS> $rows = (Get-Content tests/fixtures/signin-export.json -Raw | ConvertFrom-Json).rows
PS> Find-PaEmergencyActivity -Rows $rows -AccountId ©ec@00000-0000-4000-8000-000000000001,
©e000000-0000-4000 - 3000-000000000002 |

>> Format-Table Source, AccountId, OperationName

Source AccountId OperationName

SigninlLogs 0e000000-0000-4000-8000-000000000001 Sign-in activity
AADNonInteractiveUserSignInLogs ©e000000-0000-4000-8000-000000000001 Sign-in activity

Auditlogs 0e000000-0000-4000-8000-000000000002 Add member to role

Auditlogs 0e000000-0000-4000-8000-000000000001 User registered security info

Signinlogs 0e000000-0000-4000-8000-00000000002 Sign-in activity
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PS> Get-PaEmergencyQuery -AccountId ea@l@contosoexample.onmicrosoft.com
Exception: 'ea@l@contosoexample.onmicrosoft.com' isn't an object ID
PS> $t = Get-Content out/emergency/emergency-alert.json -Raw | ConvertFrom-Json

PS> $t.resources[@].type, $t.resources[@].apiVersion, $t.resources[@].properties.severity -join
|

Microsoft.Insights/scheduledQueryRules | 2023-12-01 | @
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PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/ConditionalAccess.Tests.psl -FullNameFilter '*Get
conditionalAccessTemplate*' -Output None -PassThru |

>> Select-Object PassedCount, FailedCount

PassedCount FailedCount
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PS> Import-Module ./powershell/PaConditionalAccess/PaConditionalAccess.psml

PS> (Get-PaCaRequiredPermission -Task ca-read).GraphPermissions -join ',
AuthenticationContext.Read.All, Policy.Read.All, Policy.Read.AuthenticationMethod

PS> (Get-PaCaRequiredPermission -Task ca-apply).GraphPermissions -join ', '
AuthenticationContext.Read.All, AuthenticationContext.ReadWrite.All, Policy.Read.All, Policy.Read.Au

thenticationMethod, Policy.ReadWrite.ConditionalAccess
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PS> ./Invoke-PaCaAdmin.psl -CheckOnly -MapPath tests/fixtures/ch@3/tenant-map.json
Pre-merge check: @ Finding, 5 Warn, @ Info
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PS> $t = Read-PaCaTemplatePage -Path
../third_party/conditional-access-template-page/conditionalaccesstemplate-get.md

PS> $repo = Read-PaCaRepository -Path ca-policies -MapPath tests/fixtures/ch@3/tenant-map.json

PS> Test-PaCaPolicyBody -Body (ConvertFrom-PaCaTemplate -Template $t) -Repository $repo |
Format-Table Rule, Severity

Rule Severity

PA-CA-01 Finding

PA-CA-03 Finding

PA-CA-06 Warn

PA-CA-07 Warn
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PS> ./Invoke-PaCaAdmin.psl -Cloud gcc -MapPath tests/fixtures/ch@3/tenant-map.json -FixturePath
tests/fixtures/ch@3/tenant.json -OutputPath out/ca

Pre-merge check: @ Finding, 5 Warn, @ Info

Plan: 3 Blocked, 4 Create, 1 NoChange, 1 NotInRepository, 2 Update

Dry run: 6 request(s) written to requests.json, none sent; rerun with -Apply to send them

Written to out/ca (manifest.json lists every request and file hash)

PS> Get-Content out/ca/plan.json -Raw | ConvertFrom-Json | Format-Table Kind, Name, Action

Kind Name Action
context «cl Create
context c2 Update
strength FMP-Privileged-SeparateDevice Create
policy  CA@@3-Admins-RequirePhishResistantMFA Blocked
policy  CA@@4-Admins-RequireCompliantDevice Update
policy  CA@®5-Admins-BlockUntrustedLocations NoChange
policy  CA@25-Admins-BlockNonPAW Create
policy  CA@27-AllUsers-AzureManagement-BlockNonOperators Create
policy PIM-Activation-cl Blocked
policy ProtectedActions-c2 Blocked

policy  CA@@1-AllUsers-BlocklLegacyAuth NotInRepository
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PS> $fake = New-PaCaFixtureInvoker -Path tests/fixtures/ch@3/tenant.json -Cloud gcc
PS> $findings = Test-PaCaRepository -Repository $repo

PS> foreach ($run in 1..3) {

>> $client = New-PaCaClient -Cloud gcc -Invoke $fake.Invoke -Apply

>> $plan = Get-PaCaPlan -Repository $repo -Tenant (Get-PaCaTenant -Client $client)

>> $sent = @(Invoke-PaCaPlan -Client $client -Plan $plan -Findings $findings -EmergencyGroupId
$repo.EmergencyGroupId | Where-Object Sent)

>> "Run ${run}: $($sent.Count) sent”

>> }

Run 1: 6 sent

Run 2: 3 sent

Run 3: 0@ sent

PS> ($fake.Tenant.policies | Where-Object displayName -EQ 'PIM-Activation-cl').state
enabledForReportingButNotEnforced
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PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data




rId330.png
o000 examples/privileged-access - fixture data

PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/PimEntraRoles.Tests.psl -FullNameFilter '*(Learn), run as
published*' -Output None -PassThru |

>> Select-Object PassedCount, FailedCount

PassedCount FailedCount
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PS> Import-Module ./powershell/PimEntraRoles/PimEntraRoles.psml

PS> 'pim-plan’, ‘pim-apply', 'pim-convert' | ForEach-Object { "$_": " +
((Get-PaPimRequiredPermission -Task $_).GraphPermissions -join ', ') }

pim-plan: RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleManagem

entPolicy.Read.Directory

pim-apply: RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Directory, RoleEligib

ilitySchedule.ReadWrite.Directory, RoleManagementPolicy.Read.Directory, RoleManagementPolicy.ReadWri

te.Directory

pim-convert: RoleAssignmentSchedule.Read.Directory, RoleAssignmentSchedule.ReadWrite.Directory, Role

EligibilitySchedule.Read.Directory, RoleManagementPolicy.Read.Directory
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PS> $lab = @{ Cloud = 'gcc'; FixturePath = 'tests/fixtures/ch@4/tenant.json'; BindingsPath
'tests/fixtures/ch@4/inputs/pim-bindings.json"

>> EmergencyConfigPath = 'tests/fixtures/inputs/emergency-access.json'; ExceptionsPath =
'tests/fixtures/inputs/exceptions.csv’
>> ConfirmedPath = 'tests/fixtures/ch@4/inputs/confirmed-activations.csv'; AsOf = '2026-10-30' }

PS> ./Invoke-PaPimRoleSettings.psl @lab -Wave 1 -OutputPath out/pim-wavel

Wave 1 (9 roles): @ Finding, 13 Warn, © Info

Plan: 43 rule updates, 8 eligibility requests, 2 standing assignments to convert (@ confirmed)
Dry run: nothing was sent

Written to out/pim-wavel (manifest.json lists every request and file hash)
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PS> Import-Csv out/pim-wavel/diff.csv | Where-Object Role -EQ 'Exchange Administrator' |
Format-Table RuleId, Property, Tenant, Desired

RuleId Property Tenant Desired
AuthenticationContext_EndUser_Assignment isEnabled False True
AuthenticationContext_EndUser_Assignment claimValue cl
Approval_EndUser_Assignment isApprovalRequired False True
Approval_EndUser_Assignment approvalMode SingleStage
Approval_EndUser_Assignment isRequestorJustificationRequired True
Approval_EndUser_Assignment stages 1
Approval_EndUser_Assignment approvalStageTimeOutInDays 1
Approval_EndUser_Assignment isApproverJustificationRequired True
Approval_EndUser_Assignment primaryApprovers group: 9e00000
0-0000-4000-8000-000000000011

Expiration_Admin_Assignment maximumDuration 180.00:00:00 15.00:00:00

PS> Get-Content out/pim-wavel/findings.json -Raw | ConvertFrom-Json | Where-Object Rule -NE
'PA-PIM-05' | Format-Table Rule, Severity, Object, Issue

Rule Severity Object Issue

PA-PIM-09 Warn Application Administrator Erin Patel holds the role standing: convert to eligibil
ity through the PRV group

PA-PIM-08 Warn Exchange Administrator Dana Reyes is eligible outside the PRV group (schedule
res-dana-exchange); the access review removes it (Chapter ©7), this code doesn't

PA-PIM-09 Warn Exchange Administrator Carl Ops holds the role standing: convert to eligibilit
y through the PRV group

PA-PIM-09 Warn Exchange Administrator Contoso-Mail-Automation (#microsoft.graph.servicePrinci
pal) holds the role standing: document it as an exception or replace it; this code removes users onl

y
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PS> ./Invoke-PaPimRoleSettings.psl @lab -Wave 2 -OutputPath out/pim-wave2

Wave 2 (5 roles): 9 Finding, 5 Warn, 2 Info

Plan: 30 rule updates, 4 eligibility requests, © standing assignments to convert (@ confirmed)
Blocked: fix every Finding before -Apply

Dry run: nothing was sent

Written to out/pim-wave2 (manifest.json lists every request and file hash)
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PS> ./Invoke-PaPimRoleSettings.psl @lab -Wave 1 -OutputPath out/pim-apply -Apply

Exception: The plan sets an authentication context: confirm its Conditional Access policy is On (Cha

pter 83), then pass -ActivationGateChecked

PS> ./Invoke-PaPimRoleSettings.psl @lab -Wave 1 -OutputPath out/pim-apply -Apply
-ActivationGateChecked

Wave 1 (9 roles): @ Finding, 13 Warn, © Info

Plan: 43 rule updates, 8 eligibility requests, 2 standing assignments to convert (@ confirmed)

Applied: 51 requests sent; @ differences from the role files after reading back

Written to out/pim-apply (manifest.json lists every request and file hash)
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PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/PimForGroups.Tests.psl -FullNameFilter '*as published*' -Output None
-PassThru |

>> Select-Object PassedCount, FailedCount

PassedCount FailedCount
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PS> Import-Module ./powershell/PimGroups/PimGroups.psml

PS> . ./tests/PimForGroupsSampleHarness.psl

PS> $learn = Get-PglLearnRequest -Page eligibility

PS> $learn[0].Title

Example 1: An admin creates an eligible group ownership request for a principal

PS> $learn[0].Body.accessId

member

PS> (Invoke-PglLearnRequest -Request $learn[@] -Fixture tests/fixtures/ch@5/tenant.json

-Policy).Status

400 Bad Request from the fake: the schedule ended at 2023-02-07T19:56:00.0000000Z, before the fake's
clock
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PS> (Get-PaPgRequiredPermission -Task pim-groups-read).GraphPermissions -join ',
Group.ReadBasic.All, PrivilegedAssignmentSchedule.Read.AzureADGroup, PrivilegedEligibilitySchedule.R
ead.AzureADGroup, RoleManagementPolicy.Read.AzureADGroup
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PS> ./Invoke-PaPimGroups.psl -Cloud gcc -FixturePath tests/fixtures/ch@5/tenant.json ~

>> -DesiredPath tests/fixtures/ch@5/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath
out/pim-groups

PIM for Groups: 11 Finding, 3 Warn, © Info

Plan: 10 change(s) (3 assignment, 2 eligibility, 5 policy rule)

Guards: all passed

Activation gate: the plan selects an authentication context; -Apply also needs -ActivationGateChecke

d

Dry run: nothing sent. Review diff.txt and plan.json, then rerun with -Apply

Written to out/pim-groups (manifest.json lists every request and file hash)
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PS> Get-Content out/pim-groups/findings.json -Raw | ConvertFrom-Json | Format-Table Rule,
Severity, Object

Rule Severity Object

PA-PG-09 Warn
PA-PG-09 Warn
PA-PG-09 Finding
PA-PG-06 Finding
PA-PG-09 Finding
PA-PG-07 Finding
PA-PG-08 Finding
PA-PG-08 Finding
PA-PG-08 Finding
PA-PG-08 Finding
PA-PG-02 Warn
PA-PG-05 Finding
PA-PG-09 Finding
PA-PG-08 Finding

elpdesk-Admins-Legacy
RV-T1-IntuneAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T@-PrivRoleAdmin
RV-T1-AzureOwner-SubWorkload
RV-T1-AzureOwner-SubWorkload
RV-T1-AzureOwner-SubWorkload
RV-T1-AzureOwner-SubWorkload

U U U U UTUTUTUTUTUTUTUTUI
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PS
#

m
ti
00
00

re

PS
Pr
Gr

> Get-Content out/pim-groups/diff.txt

PIM for Groups plan, cloud gcc, 10 change(s), dry run: nothing sent

PRV-TO-PrivRoleAdmin member Expiration_EndUser_Assignment: required=True max=PT8H -> required=True
ax=PT4H
PRV-TO-PrivRoleAdmin member Enablement_EndUser_Assignment: enabled=Justification,MultiFactorAuthen
cation,Ticketing -> enabled=Justification,Ticketing

PRV-TO-PrivRoleAdmin member AuthenticationContext_EndUser_Assignment: context=off -> context=cl
PRV-TO-PrivRoleAdmin member Approval_EndUser_Assignment: approval=False approvers=groupMembers :5a0
000-0000-4000-8000-0000000000a0 -> approval=True approvers=groupMembers :5a000000-0000-4000-8000-00
00000020
PRV-T1-AzureOwner-SubWorkload owner Expiration_Admin_Eligibility: required=False max=P9@D -> requi
d=True max=P90D

active member PRV-T1l-ExchangeAdmin eve.exch@contoso.example end 2026-12-31 -> 2027-04-28 (CHG-1002

active member PRV-T1l-ExchangeAdmin ben.ops@contoso.example until 2027-04-28 (CHG-1005)
active member PRV-T@-PrivRoleAdmin ben.ops@contoso.example

eligible owner PRV-T@-PrivRoleAdmin cara.cloud@contoso.example

eligible member PRV-T1-AzureOwner-SubWorkload Helpdesk-Admins-Legacy

> (Get-Content out/pim-groups/plan.json -Raw | ConvertFrom-Json).Permissions -join ', '
ivilegedAssignmentSchedule.ReadWrite.AzureADGroup, PrivilegedEligibilitySchedule.ReadWrite.AzureAD
oup, RoleManagementPolicy.ReadWrite.AzureADGroup
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PS> ./Invoke-PaPimGroups.psl -Cloud gcc -FixturePath tests/fixtures/ch@5/tenant.json ~

>> -DesiredPath tests/fixtures/ch@5/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath
out/pim-groups-guard -MaxRemovals 2 -Apply

Exception: Refusing to apply: PA-PG-G6: 3 removals is more than 2; review them and rerun with a high

er -MaxRemovals
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PS> ./Invoke-PaPimGroups.psl -Cloud gcc -FixturePath tests/fixtures/ch@5/tenant.json ~

>> -DesiredPath tests/fixtures/ch@5/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath
out/pim-groups-apply -Apply

Exception: The plan sets an authentication context: confirm its Conditional Access policy is On (Cha

pter 83), then pass -ActivationGateChecked

PS> ./Invoke-PaPimGroups.psl -Cloud gcc -FixturePath tests/fixtures/ch@5/tenant.json ~

>> -DesiredPath tests/fixtures/ch@5/inputs/prv-groups.json -AsOf 2026-10-30 -OutputPath
out/pim-groups-apply -Apply -ActivationGateChecked

PIM for Groups: 11 Finding, 3 Warn, © Info

Plan: 10 change(s) (3 assignment, 2 eligibility, 5 policy rule)

Guards: all passed

Applied: 10 sent, @ failed

Written to out/pim-groups-apply (manifest.json lists every request and file hash)
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PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/AzurePim.Tests.psl -FullNameFilter "*Microsoft's examples*" -Output
None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/PaAzurePim/PaAzurePim.psml

PS> (Get-PaAzRequiredRole -Task azure-pim-read).AzureRoles -join ', "'
Reader

PS> (Get-PaAzRequiredRole -Task azure-pim-apply).AzureRoles -join ', '
Reader, User Access Administrator
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PS> ./Invoke-PaAzurePim.psl -Cloud gcc -FixturePath tests/fixtures/ch@6/estate.json -DesiredPath

tests/fixtures/ch@6/desired.json ~
>> -CallerPrincipalld c3000000-0000-4000-8000-000000000003 -OutputPath out/ch@é -RunId lab

Read: 9 assignment and 2 eligibility schedules, 12 policies at 4 scopes
Plan: 11 policy updates, 5 eligible assignments to add, 3 standing assignments to remove

Findings: 7 Finding, 2 Warn, 1 Info
Dry run: 19 requests written to plan.json, none sent. Review diff.txt, then rerun with -Apply.

Written to out/ch@6 (manifest.json lists every request and file hash)




rId650.png
o000 examples/privileged-access - fixture data

PS> Get-Content out/che6/diff.txt | Where-Object { $_ -match '~[+-] ' }
+ eligible User Access Administrator at /providers/Microsoft.Management/managementGroups/contoso-roo
t (T@) for b2000000-00RO-4000-8000-0000000000V1, PIGD (converted)
+ eligible Owner at /subscriptions/11111111-1111-4111-8111-111111111111 (T1) for al@P0GOO-00R0-4000-
8000-00000P0PROV1, P180D (converted)
+ eligible Owner at /subscriptions/11111111-1111-4111-8111-111111111111 (T1) for b20000GO0-00R0-4000-
8000-000000000002, P180D
+ eligible Contributor at /subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payr
0ll (T1) for alP0RPLV-0PVV-4000-8000-00000V0VR0V2, P18AD (converted)
+ eligible Contributor at /subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payr
0ll (T1) for b200PPLL-0PVV-4000-8000-0000000000R3, P180D
- active User Access Administrator at /providers/Microsoft.Management/managementGroups/contoso-root
(To) for b20000R0-000-4000-8000-0000PPRRVO1 (standing; eligible replacement first)
- active Owner at /subscriptions/11111111-1111-4111-8111-111111111111 (T1) for al©00000-000L-4000-80
00-000000PVRRV1 (standing; eligible replacement first)
- active Contributor at /subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payrol
1 (T1) for alP0000V-0P0V-4000-8000-000PORRORRV2 (standing; eligible replacement first)
PS> (Get-Content out/che6/diff.txt | Where-Object { $_ -match '~~ ' }).Count
70
PS> Get-Content out/ch@6/findings.json -Raw | ConvertFrom-Json | Where-Object Severity -ne 'Warn'

| Format-Table Rule, Severity, Role, Scope
Rule Severity Role Scope
PA-AZ-01 Finding User Access Administrator /providers/Microsoft.Management/managementGroups/contoso
-root
PA-AZ-05 Finding User Access Administrator /providers/Microsoft.Management/managementGroups/contoso
-root
PA-AZ-03 Finding User Access Administrator /

PA-AZ-01 Finding Owner /subscriptions/11111111-1111-4111-8111-111111111111
PA-AZ-02 Finding Contributor /subscriptions/11111111-1111-4111-8111-111111111111
PA-AZ-01 Info Contributor /subscriptions/22222222-2222-4222-8222-222222222222
PA-AZ-01 Finding Contributor /subscriptions/11111111-1111-4111-8111-111111111111/reso

urceGroups/rg-payroll
PA-AZ-06 Finding Owner /subscriptions/11111111-1111-4111-8111-111111111111
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PS> ./Invoke-PaAzurePim.psl -Cloud gcc -FixturePath tests/fixtures/ch@6/estate.json -DesiredPath
tests/fixtures/ch@6/desired.json ~

>> -CallerPrincipalld c3000000-0000-4000-8000-000000000003 -OutputPath out/ch@6-apply -RunId
lab -Apply

Read: 9 assignment and 2 eligibility schedules, 12 policies at 4 scopes

Plan: 11 policy updates, 5 eligible assignments to add, 3 standing assignments to remove

Findings: 7 Finding, 2 Warn, 1 Info

Applied: 19 requests sent; left to change after a fresh read: ©

Written to out/ch@6-apply (manifest.json lists every request and file hash)
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PS> $read = New-PaAzClient -Cloud gcc -Task azure-pim-read -Invoke (New-PaAzFixtureInvoker -Path
tests/fixtures/ch@6/estate.json).Invoke

PS> Invoke-PaAzWrite -Client $read -Callld azpim-policy-update -Bind @{ scope =
'/subscriptions/11111111-1111-4111-8111-111111111111"; name =
' f6000000-0000 - 4000 - 3000- 000000000004' } -Body @{} -Apply

Exception: Undeclared call 'azpim-policy-update' for task 'azure-pim-read'; add it to config/calls-c

he6.json with its role.

PS> ConvertTo-PaAzScope
'/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payroll/providers/Microsoft.Web/sites/payroll’

Exception: '/subscriptions/11111111-1111-4111-8111-111111111111/resourceGroups/rg-payroll/providers/

Microsoft.Web/sites/payroll’ isn't a management group, subscription or resource group scope




rId662.png
[ X X} examples/privileged-access

PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/AccessReviews.Tests.psl -FullNameFilter '*(Learn), run as
published*' -Output None -PassThru |

>> Select-Object PassedCount, FailedCount

PassedCount FailedCount
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PS> Import-Module ./powershell/PaAccessReviews/PaAccessReviews.psml

PS> 'access-reviews-plan', 'access-reviews-apply', 'access-reviews-evidence' | ForEach-Object {
Get-PaArRequiredPermission -Task $_ } |

>> Format-Table Task, GraphPermissions, AzureRoles

Task GraphPermissions AzureRoles

access-reviews-plan {AccessReview.Read.All} {Reader}

access-reviews-apply {AccessReview.ReadWrite.All} {User Access Administrator}

access-reviews-evidence {AccessReview.Read.All} {Reader}




rId747.png
o000 examples/privileged-access - fixture data

PS> ./Invoke-PaAccessReviews.psl -Cloud gcc -Mode Plan -ConfigPath
tests/fixtures/ch@7/access-reviews.json ~

>> -FixturePath tests/fixtures/ch@7/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-plan

Plan: 1 Create, 2 Update, 1 Replace, 3 NoChange, 1 Unmanaged

Checks: @ Finding, 1 Warn, 1 Info

Dry run: nothing sent (2 write(s) would be sent with -Apply)

Written to out/reviews-plan (manifest.json lists every request and file hash)
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PS> Get-Content out/reviews-plan/plan.json -Raw | ConvertFrom-Json | Format-Table name, action, @{

n = 'changes'; e = { $_.changes -join ', ' } }
name action changes
PAR-T@-GlobalAdministrator-Monthly Update settings.instanceDurationInDays
PAR-TO-PrivilegedRoleAdministrator-Monthly Create
PAR-T1-ExchangeAdministrator-Quarterly Replace reviewers
PAR-PRV-T0@-GlobalAdmin-Monthly NoChange
PAR-PRV-T@-PrivRoleAdmin-Monthly NoChange
PAR-PRV-T1-ExchangeAdmin-Quarterly NoChange
PAR-AZ-TO-Owner-Platform-Monthly Update settings.instanceDurationInDays

PAR-TO-SecurityAdministrator-Monthly Unmanaged
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PS> . ./tests/AccessReviewsSampleHarness.psl

PS> Test-PaArDefinition -Body (Get-ArTutorialCreateRequest).Body -AsOf 2026-10-30 | Format-Table
Rule, Severity

Rule Severity

PA-AR-02 Finding

PA-AR-03 Finding

PA-AR-05 Finding

PA-AR-@7 Warn

PA-AR-10 Warn
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PS> ./Invoke-PaAccessReviews.psl -Cloud gcc -Mode Plan -ConfigPath
tests/fixtures/ch@7/access-reviews.json ~

>> -FixturePath tests/fixtures/ch@7/tenant.json -AsOf 2026-10-30 -OutputPath out/reviews-apply
-Apply

Plan: 1 Create, 2 Update, 1 Replace, 3 NoChange, 1 Unmanaged

Checks: @ Finding, 1 Warn, 1 Info

Applied: 2 write(s) sent; Replace and Unmanaged series are left for a person

Written to out/reviews-apply (manifest.json lists every request and file hash)

PS> Get-Content out/reviews-apply/results.json -Raw | ConvertFrom-Json | Format-Table Name,
Action, Result, Note

Name Action Result Note

PAR-T@-GlobalAdministrator-Monthly Update Sent read back
PAR-TO-PrivilegedRoleAdministrator-Monthly Create Sent read back
PAR-T1-ExchangeAdministrator-Quarterly Replace Skipped needs a person: export its evidence, de
lete it in the portal, rerun

PAR-PRV-T@-GlobalAdmin-Monthly NoChange Skipped matches the tenant
PAR-PRV-T@-PrivRoleAdmin-Monthly NoChange Skipped matches the tenant
PAR-PRV-T1-ExchangeAdmin-Quarterly NoChange Skipped matches the tenant
PAR-AZ-T@-Owner-Platform-Monthly Update Skipped Azure role reviews use a preview API; p
ass -IncludePreview

PAR-TO-SecurityAdministrator-Monthly Unmanaged Skipped not in the reviewed JSON; never deleted
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PS> ./Invoke-PaAccessReviews.psl -Cloud gcc -Mode Evidence -ConfigPath
tests/fixtures/ch@7/access-reviews.json ~

>> -FixturePath tests/fixtures/ch@7/tenant.json -AsOf 2026-10-30 -OutputPath
out/reviews-evidence

Evidence: 18 decisions in 7 instances; 7 Finding, 2 Warn

Written to out/reviews-evidence (manifest.json lists every request and file hash)

PS> Get-Content out/reviews-evidence/findings.json -Raw | ConvertFrom-Json | Format-Table Rule,
Severity, Object

Rule Severity Object

PA-AR-EQ1 Finding PAR-T@-PrivilegedRoleAdministrator-Monthly

PA-AR-EQ2 Finding PAR-PRV-T@-GlobalAdmin-Monthly

PA-AR-E@8 Finding PAR-T@-GlobalAdministrator-Monthly / Emergency Access 02

PA-AR-E@4 Finding PAR-T@-GlobalAdministrator-Monthly / Frank Ode

PA-AR-E@5 Finding PAR-T1-ExchangeAdministrator-Quarterly / Carl Ops

PA-AR-E@3 Finding PAR-T1-ExchangeAdministrator-Quarterly / Frank Ode

PA-AR-E@4 Warn PAR-T1-ExchangeAdministrator-Quarterly / Gina Lee
PA-AR-E@6 Finding PAR-PRV-T@-GlobalAdmin-Monthly / Bo Chen
PA-AR-EQ7 Warn PAR-T1-ExchangeAdministrator-Quarterly / reviewer a0000000-0000-4000-8000-0000000

00013
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PS> $c = Read-PaArConfig tests/fixtures/ch@7/access-reviews.json

PS> ($c.reviews | Where-Object name -EQ 'PAR-T@-GlobalAdministrator-Monthly').defaultDecision =
‘Deny’

PS> $client = New-PaArClient -Cloud gcc -Task access-reviews-apply -Invoke (New-PaArFake -Path
tests/fixtures/ch@7/tenant.json).Invoke

PS> Invoke-PaArApply -Client $client -Plan (Get-PaArPlan -Client $client -Config $c -AsOf
2026-10-30) -Apply

Exception: Refusing -Apply: the plan has 1 Finding(s): PA-AR-06 PAR-T@-GlobalAdministrator-Monthly
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PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.
Running tests.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

tests/AccessReviews.Tests.psl
tests/AzurePim.Tests.psl
tests/ConditionalAccess.Tests.psl
tests/EmergencyAccess.Tests.psl
tests/EvidenceDrift.Tests.psl
tests/MicrosoftSamples.Tests.psl
tests/PimEntraRoles.Tests.psl
tests/PimForGroups.Tests.psl
tests/PrivilegedInventory.Tests.psl

Tests completed
Tests Passed: 330,
Failed: o,
Skipped: @,
Inconclusive: 0,

NotRun: @

fixture data
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PS> Remove-Item -Recurse -Force out
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PS> Invoke-Pester -Path tests/EvidenceDrift.Tests.psl -FullNameFilter '*as published*' -Output
None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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PS> Import-Module ./powershell/PaEvidence/PaEvidence.psml

PS> (Get-PaEvidencePermission -Task evidence-run).GraphPermissions -join ', *
AuditLog.Read.All, GroupMember.ReadBasic.All, Policy.Read.All, RoleAssignmentSchedule.Read.Directory
, RoleEligibilitySchedule.Read.Directory, RoleManagement.Read.Directory, User.Read.All, User.ReadBas
ic.All, UserAuthenticationMethod.Read.All
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PS> $lab = @{ Cloud = 'gcc’'; TenantId = ‘11111111-1111-4111-8111-111111111111"; OutputPath

'out/runs’

>> AuditFixturePath = 'tests/fixtures/ch@8/audit.json'; EmergencyConfigPath =
'tests/fixtures/inputs/emergency-access.json"

>> ValidationsPath = 'tests/fixtures/inputs/emergency-validations.csv'; ExceptionsPath =
'tests/fixtures/inputs/exceptions.csv’

>> AzureScope = '/subscriptions/11111111-1111-4111-8111-111111111111",

' /providers/Microsoft.Management/managementGroups/contoso-root’,
'/subscriptions/22222222-2222-4222-8222-222222222222"

>> ControlPlaneSubscriptionId = '22222222-2222-4222-8222-222222222222" }

PS> ./Invoke-PaEvidenceRun.psl @lab -FixturePath tests/fixtures/tenant.json -AsOf
2026-10-29T06:00:00Z

Run 2026-10-29T0600Z-fixture (Fixture, gcc): inventory OK, emergency-access OK, pim-audit OK

Audit window 2026-10-28T06:00:00Z to 2026-10-29T06:00:00Z

Written to out/runs/2026-10-29T@600Z-fixture (run.json lists each task's manifest hash)

PS> ./Invoke-PaEvidenceRun.psl @lab -FixturePath tests/fixtures/ch@8/tenant-day2.json -AsOf
2026-10-30T06:00:00Z

Run 2026-10-30T0600Z-fixture (Fixture, gcc): inventory OK, emergency-access OK, pim-audit OK

Audit window 2026-10-29T06:00:00Z to 2026-10-30T06:00:00Z

Written to out/runs/2026-10-30T@600Z-fixture (run.json lists each task's manifest hash)
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PS> Get-Content out/runs/2026-10-30T0600Z-fixture/pim-audit/findings.json -Raw | ConvertFrom-Json
| Format-Table Rule, Severity, Tier, ObjectId

Rule Severity Tier ObjectId

PA-AUD-01 Finding TO 20000000 -0000-4000-8000-000000000020

PA-AUD-02 Finding TO 20000000 -0000-4000-8000-00000000001 3

PA-AUD-04 Finding TO 62e90394-6915-4237-9190-012177145e10
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$ DAYl=tests/fixtures/pa-runs/2026-10-29T0600Z-fixture

$ DAY2=tests/fixtures/pa-runs/2026-10-30T0600Z-fixture

$ python python/pa_evidence.py compare --current $DAY1l --out out/dayl

{"baseline": true, "counts": {"assignments_added": @, "assignments_changed": @, "assignments_removed

": 0, "audit": @, "changed": @, "coverage_gaps": @, "incidents": @, "new": 26, "resolved": @, "uncha

nged": @, "unverified": @}, "drift": true}

(exit code 2)

$ python python/pa_evidence.py package --run $DAY1l --diff out/dayl/pa-drift-report.json --out \
out/evidence

{"evidence_manifest_sha256": "208f4d6f3a6f7cbe@edb9e5a194034b492b1369509ab4ffd875abccbb4809251", "pa

ckage": "2026-10-29T0600Z-fixture"}
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$ python python/pa_evidence.py compare --previous $DAY1l --current $DAY2 --out out/day2

{"baseline": false, "counts": {"assignments_added": 1, "assignments_changed": @, "assignments_remove
d": 1, "audit": 3, "changed": @, "coverage_gaps": @, "incidents": 6, "new": 2, "resolved": 6, "uncha
nged": 20, "unverified": @}, "drift": true}

(exit code 2)

$ cat out/day2/pa-drift-summary.md

# Privileged access drift report

Current run **2026-10-30T0600Z-fixture** (gcc, Fixture, tenant 11111111-1111-4111-8111-111111111111)
; previous run **2026-10-29T0600Z-fixture**.
Audit window 2026-10-29T06:00:00Z to 2026-10-30T06:00:00Z.

ncidents (Tier @) 6. Findings: new 2, changed @, resolved 6, unchanged 20, unverified tasks ©. Assi
gnments: added 1, removed 1, changed @. Audit findings 3. Coverage gaps ©.

Task | Status |
o]

inventory | OK |
emergency-access | OK
pim-audit | OK |

Incident | Rule or role | Tier | Object ID | Fingerprint |

S

assignment added | Privileged Role Administrator | T@ | aPPPEER-0000-4000-3000-000000000020 | 432
3bc029b188d13 |

assignment removed | Global Administrator | T@ | a0000000-0000-4000-8000-000000000RR5 | 5928390622
b60afd |

finding new | PA-INV-01 | T@ | a00@EE0R-00E0-4000-8000-000PR00RR020 | 98987fe7faba3739 |

audit | PA-AUD-01 | T | aP0PEEER-0PE0-4000-3000-0000R0R0020 | 932doeec891401bc |

audit | PA-AUD-02 | To | a00PE0ER-0PE0-4000-3000-0000R0ER0013 | 71b6976b97acl2eb |

audit | PA-AUD-@4 | TO | 62e90394-69f5-4237-9190-012177145e10 | bed7f0e001lbbf3b2 |

Names are in pa-drift-report.json, which goes to the evidence store, not to the issue tracker.
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$ python python/pa_evidence.py issues --diff out/day2/pa-drift-report.json --out \
out/day2/issues.json

{"close": 9, "comment": @, "open": 7}

$ grep -c contoso out/day2/issues.json

]

(exit code 1)
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$ python python/pa_evidence.py package --run $DAY2 --diff out/day2/pa-drift-report.json \
--previous-manifest out/evidence/2026-10-29T0600Z-fixture/EVIDENCE-MANIFEST.json --out \
out/evidence

{"evidence_manifest_sha256": "cc2428c804bd7096cOb6befbbbc128abaf5fbdc64929a185b9bce8d876342794", "pa

ckage": "2026-10-30T0600Z-fixture"}

$ python python/pa_evidence.py verify out/evidence/2026-10-30T0600Z-fixture

{"evidence_manifest_sha256": "cc2428c804bd7096cOb6befbbbc128abaf5fbdc64929a185b9bce8d876342794", "fi

les": 15, "run_id": "2026-10-30T0600Z-fixture"}

$ (cd out/evidence/2026-10-30T0600Z-fixture & sha256sum -c --quiet SHA256SUMS)
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$ python python/pa_evidence.py period --evidence out/evidence --since 2026-10-28T06:00:00Z --until \
2026-10-30T06:00:00Z --out out/periods

{"chain_breaks": @, "complete": false, "coverage_gaps": @, "incidents": 6, "packages": 2, "period":

"period-2026-10-28_2026-10-30"}

(exit code 2)

$ cat out/periods/period-2026-10-28_ 2026-10-30/period-summary.md

# Privileged access evidence for the period

Period 2026-10-28T06:00:00Z to 2026-10-30T06:00:00Z; tenant 11111111-1111-4111-8111-111111111111 (gc
c, Fixture); 2 package(s), chain breaks @, audit coverage gaps ©, unverified task runs @.

Activations 3 (T@ 2, T1 1, T2 @); requests 4, approved 2, denied 1; T@ or T1 activations without app
roval 1; role assignments outside PIM 2 event(s); role setting changes 1; Tier @ incidents 6.

Gate 4 criterion | From this code | Status

e e

Residual standing privilege named with a rationale and accepted by the authorizing official | 1 on
the exceptions list with a reason, 8 outside it (PA-INV-01 at period end) | not met: standing privi
lege outside the exceptions list |
Evidence for every elevation in the period | 3 activation(s); audit coverage gaps ©; chain breaks
9; T or T1 activations without approval 1 | not met |

Exception register current | the exceptions list the inventory read; its currency is the governanc
e office's | not decided by this code
Access-related GPO settings retired | nothing | not decided by this code

Package | Audit window | EVIDENCE-MANIFEST.json SHA-256

.

2026-10-29T0600Z-fixture | 2026-10-28T06:00:00Z to 2026-10-29T06:00:00Z | 208f4d6f3a6f7cbededb9es
2194034b492b1369509ab4ffd875abccbb4809251° |

2026-10-30T0600Z-fixture | 2026-10-29T06:00:00Z to 2026-10-30TO6:00:00Z | cc2428c804bd7096cOb6bef
bbbc128a6af5fbdc64929a185b9bce8d876342794° |

Object IDs only. The packages hold the names, under the evidence store's access control.
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PS> Invoke-Pester -Path tests/MicrosoftSamples.Tests.psl -FullNameFilter '*Chapter ©1*"' -Output
None -PassThru |

>> Select-Object PassedCount, FailedCount, NotRunCount

PassedCount FailedCount NotRunCount
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$ echo edited >> out/evidence/2026-10-30T0600Z-fixture/drift/pa-drift-summary.md

$ python python/pa_evidence.py verify out/evidence/2026-10-30T0600Z-fixture

error: out/evidence/2026-10-30T0600Z-fixture: drift/pa-drift-summary.md doesn't match its SHA-256
(exit code 1)

$ python python/pa_evidence.py compare --previous $DAY2 --current $DAY1l --out out/swap

error: the current run (2026-10-29T06:00:00Z) isn't later than the previous one (2026-10-30T06:00:00
Z)

(exit code 1)

$ python python/workflow_lint.py workflow/pa-evidence.yml

workflow/pa-evidence.yml: © finding(s), © warning(s)
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PS> Invoke-Pester -Path tests/EvidenceDrift.Tests.psl
Starting discovery in 1 files.

Discovery found 32 tests.

Running tests.

[+] tests/EvidenceDrift.Tests.psl

Tests completed

Tests Passed: 32,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @

PS> Invoke-Pester -Path tests
Starting discovery in 9 files.
Discovery found 330 tests.

Running tests.

[+] tests/AccessReviews.Tests.psl

[+] tests/AzurePim.Tests.psl

[+] tests/ConditionalAccess.Tests.psl
[+] tests/EmergencyAccess.Tests.psl
[+] tests/EvidenceDrift.Tests.psl

[+] tests/MicrosoftSamples.Tests.psl
[+] tests/PimEntraRoles.Tests.psl

[+] tests/PimForGroups.Tests.psl

[+] tests/PrivilegedInventory.Tests.psl
Tests completed

Tests Passed: 330,

Failed: o,

Skipped: @,

Inconclusive: 0,

NotRun: @
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$ python -m pytest tests -q
........................................................................ [ 50%]
...................................................................... [100%]
142 passed
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PS> Remove-Item -Recurse -Force out
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$ rm -rf out




rId94.png
o000 examples/privileged-access - fixture data

PS> Import-Module ./powershell/PrivilegedAccess/PrivilegedAccess.psml

PS> (Get-PaRequiredPermission -Task inventory).GraphPermissions -join ', '
GroupMember.ReadBasic.All, RoleAssignmentSchedule.Read.Directory, RoleEligibilitySchedule.Read.Direc
tory, RoleManagement.Read.Directory, User.ReadBasic.All
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PS> ./Invoke-PaInventory.psl -FixturePath tests/fixtures/tenant.json -OutputPath out/inventory °
-AzureScope /subscriptions/11111111-1111-4111-8111-111111111111,

>>
/providers/Microsoft.Management/managementGroups/contoso-root,
/subscriptions/22222222-2222-4222-8222-222222222222 "

>> -ExceptionsPath tests/fixtures/inputs/exceptions.csv -ControlPlaneSubscriptionId

22222222-2222-4222-8222-222222222222
Assignments: 30 rows (Azure T@=4, Azure T1=5, Azure T2=1, Entra T@=8, Entra T1=2, Entra T2=2, Entra

Unclassified=1)
Findings: 1@ Finding, 7 Warn, 1 Info
Written to out/inventory (manifest.json lists every request and file hash)




