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Federal Compliance Series
The Federal Compliance is an eleven-volume, 60-book program covering the network, identity, data-platform, security-operations, governance, training, ServiceNow-automation, multi-cloud DDI, and day-2 architecture required for FedRAMP Moderate authorization under FedRAMP 20x rules (mandatory January 1, 2027).
How Compliance and OrgMod relate
Compliance and OrgMod are two operational expressions of one governance substrate — Compliance proves federal organizational compliance, OrgMod modernizes — and both are designed to be adopted together or entirely independently. Compliance’s independence is structural, not aspirational: the series speaks only to the open Evidence & Authorization Contract, so it stands alone without OrgMod or any particular engine behind it.
Formerly the “Federal Compliance AAN Series”
AAN — Application-Aware Networking — was the program’s original naming concept, born in the network-modernization work where the series began. As FedRAMP 20x made continuous evidence mandatory, the program grew into this site’s compliance pillar, and its name now reflects that role. File paths and URLs retain the historical aan / Compliance names so existing links keep working; application-aware networking itself remains a technical subject of Vol I, unchanged.
Start with the two-page Executive Brief, then the Executive Summary and control compendium. Every book is browsable here and carries a Word download button.
The series is engine-neutral by design: wherever a book needs evidence or authorization tooling, it speaks to the Compliance Evidence & Authorization Contract — the open specification (compliance spine + eight evidence slots + OSCAL AP/AR/POA&M boundary) that any conformant evidence engine can satisfy.
Three ways in
Pick the entry point that matches your role — the full eleven volumes will still be there:
	Entry point
	For
	Start here

	Executive Brief
	Leadership, sponsors, procurement
	The two-page Executive Brief, then the Executive Summary and the Product Inventory Questionnaire

	Practitioner Quickstart
	ISSOs and engineers who need the working core first
	The training program’s Core Compliance Pathway (nine-book spine + four labs), the <engine> tooling note, and the deployable kits — the ServiceNow compliance app and the Day-2 catalog (Vol IX) — via the Downloads page

	Full Academy
	Anyone pursuing the credentials
	Vol V — Training & Certification and the two-track Compliance Training Program with its capstones and rubrics


One lifecycle, two pillars
Every operational change the substrate touches — every Move, Add, Change, Deletion, and Reset (MACD-R) — travels the same five-clause authorized path: it originates with the SSOT → carries an authoritative authorization → executes under least privilege with just-in-time elevation (PIM) → closes with provenance → emits verified, secured evidence automatically to continuous monitoring. Compliance applies the law to control remediation and attestation: drift against the compliance spine originates the work, the day-2 lanes carry the authorization and elevation discipline, and the closure stream is what the attestation pipeline (Vol VII Book 04) lifts into OSCAL and KSI evidence. Clause 1 is answered per object class by the SSOT Registry — one designated source of truth for every class including the non-human ones (service accounts, devices, AI systems, declared infrastructure), each anchored to a human owner resolvable in the HR SSOT. The doctrine — including Closure Provenance (“no closure counts unless it carries its proof”) — is stated in Vol 0 Book 00.
For the complete kit — one .docx volume bundle per volume plus every book as .pptx, per-volume folders, plus the deployable operator kits — see the Downloads page.
Two editions, one source
This is the federal edition: written for any federal agency, with no agency named. An agency edition renders from the same source with an agency’s own facts substituted — its enabling statute, namespace, tenant, and pre-filled tool inventory. That edition is not published: its facts live inside the agency boundary, and the published tree cannot render it.
The eleven volumes
	Volume
	Theme
	Books
	One Word file

	Vol 0
	Executive Summary, Questionnaire & Control Crosswalk
	4
	Vol_0-Executive Summary, Questionnaire & Control Crosswalk-Bundle.docx

	Vol I
	Foundation & Transport
	8
	Vol_I-Foundation & Transport-Bundle.docx

	Vol II
	Data Platform
	4
	Vol_II-Data Platform-Bundle.docx

	Vol III
	Security Operations
	8
	Vol_III-Security Operations-Bundle.docx

	Vol IV
	Governance & Assurance
	7
	Vol_IV-Governance & Assurance-Bundle.docx

	Vol V
	Training & Certification
	5
	Vol_V-Training & Certification-Bundle.docx

	Vol VI
	Implementation
	9
	Vol_VI-Implementation-Bundle.docx

	Vol VII
	ServiceNow Automation
	6
	Vol_VII-ServiceNow Automation-Bundle.docx

	Vol VIII
	Multi-Cloud DDI
	1
	Vol_VIII-Multi-Cloud DDI-Bundle.docx

	Vol IX
	Day-2 Operations
	7
	Vol_IX-Day-2 Operations-Bundle.docx

	Vol X
	Governance-Substrate Integration (optional binding)
	1
	Vol_X-Governance-Substrate Integration-Bundle.docx

	Total
	—
	60
	—


A companion Training Academy — 20 per-book courseware modules, 5 vendor labs, and two tracks (compliance and implementation) — is published alongside the series.
How the series closes controls
Each book generates its “Authorities Closed Here” table from a single compliance spine (federal-compliance-compliance-spine.yml): the SSOT that maps every NIST SP 800-53 Rev 5 control the series closes to the book that closes it, the mechanism, the accreditation gate, the FedRAMP 20x KSI theme, and the evidence slot. The tables are generated, never hand-edited, so the series cannot claim a closure the spine does not record.
Moved
This path has been renamed.
Canonical location: Federal Compliance Series - Moderate Overview
All content has been cleaned and moved. Please update any bookmarks or links.
Federal Compliance Series - Moderate — Overview
An eleven-volume, engine-neutral FedRAMP Moderate compliance program
The Federal Compliance Series - Moderate is an eleven-volume program covering the network, identity, data-platform, security-operations, governance, training, automation, multi-cloud DNS/DHCP/IPAM, and day-2 architecture required for FedRAMP Moderate authorization under FedRAMP 20x rules.
Engine-neutral by design
The series speaks only to an open Evidence & Authorization Contract — a compliance spine plus evidence slots plus structured authorization-package boundary — that any conformant evidence engine can satisfy. It stands alone without any particular identity or modernization substrate.
Eleven volumes
	Volume
	Theme

	Vol 0
	Executive Summary, Questionnaire & Control Crosswalk

	Vol I
	Foundation & Transport

	Vol II
	Data Platform

	Vol III
	Security Operations

	Vol IV
	Governance & Assurance

	Vol V
	Training & Certification

	Vol VI
	Implementation

	Vol VII
	Automation

	Vol VIII
	Multi-Cloud DNS/DHCP/IPAM

	Vol IX
	Day-2 Operations

	Vol X
	Governance-Substrate Integration (optional binding)


One lifecycle
Every operational change — Move, Add, Change, Deletion, and Reset — travels the same five-clause authorized path:
1. It originates with the authoritative source.
1. It carries an authoritative authorization.
1. It executes under least privilege with just-in-time elevation.
1. It closes with provenance.
1. It emits verified, secured evidence automatically to continuous monitoring.
No closure counts unless it carries its proof.
How the series closes controls
Each book generates its “Authorities Closed Here” table from a single compliance spine: the authoritative source that maps every NIST SP 800-53 control the series closes to the book that closes it, the mechanism, the accreditation gate, the FedRAMP 20x Key Security Indicator theme, and the evidence slot. The tables are generated, never hand-edited.
Entry points
· Leadership: two-page executive brief, then executive summary and product inventory questionnaire.
· Practitioners: core pathway (spine plus labs) and deployable automation kits.
· Full academy: training and certification volume with two tracks (compliance and implementation).
Leadership takeaway
The series is designed to be adopted independently of any particular identity or modernization substrate. It proves federal organizational compliance through an open Evidence & Authorization Contract. Continuous evidence is a byproduct of the authorized change path, not a retrospective assembly.

Cleaned extraction for project use. No internal branding or document identifiers. Full sixty-book series remains in source materials; this is the engine-neutral overview.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-29 14:17 ET
This is the technical compendium — the two-page brief is Book 00a
This document is the full technical body: the thesis, the doctrine, and the per-book NIST SP 800-53 control-closure tables. Authorizing officials, program executives, and budget decision-makers should start with Vol 0 Book 00a — Executive Brief, which carries the thesis, the three binding deadlines, the decisions required from OIS/CIO, the cost of inaction, and role-based reading paths in two pages. Everything below is the detail behind that brief.
About This Document
This series was developed by the CSI Team (Cloud Services Infrastructure) as a technical planning document for Agency’s FedRAMP 20x compliance transition. It represents an Agency-wide analysis of the architectural work required to satisfy NIST SP 800-53 Rev 5 controls and FedRAMP 20x Key Security Indicators under the Consolidated Rules effective January 1, 2027.
What this is: A comprehensive technical roadmap — mapping twenty-three implementation areas to specific control families, identifying closure mechanisms, and sequencing the work against the regulatory timeline. It is an attempt at a true enterprise-wide view, not a CSI-scoped one.
What this is not: A final implementation mandate, an organizational assignment of responsibilities, or a procurement decision. The CSI Team does not hold authority over the full scope of what this series describes. Security policy authority, control ownership, budget authority, and implementation accountability span multiple organizations and must be established through a formal alignment process.
OIS and security leadership: The Office of Information Security (OIS) will have substantial influence over the security architecture, policy framework, and control ownership decisions described in this series. This document has not yet been reviewed by OIS. That review — and OIS’s active participation in shaping the implementation approach — is a required step before any commitments are made.
Expected revision process: This roadmap will necessarily be modified as it is reviewed by:
· CIO Office — strategic direction, enterprise architecture alignment, and prioritization
· Office of Information Security (OIS) — security policy, control ownership, assessment methodology, and risk acceptance authority
· Organizational leaders — operational feasibility, resource capacity, and accountability mapping across Agency’s organizational units
· Program offices — system-specific applicability of the recommended controls and implementation sequencing
The compliance timeline is not advisory. The FedRAMP 20x mandatory date of January 1, 2027 is a regulatory requirement, not an internal target. The architectural gap this series describes is real, and the window to close it is closing. This roadmap does not reduce that urgency — it maps the path. Closing it requires alignment and action across all of the organizations named above.
Series Extension — Multi-CSP Coordination and the Accreditation Substrate
This keystone has been extended to close two gaps the Microsoft-reference drafting left open — multi-CSP patch and systems management (how AWS, Oracle OCI, VMware, and Red Hat native stacks coordinate with the Azure/Intune stack rather than living under one Microsoft plane — see The Management-Plane Coordination Doctrine below) and the network enforcement substrate (how Cisco, Palo Alto, and Juniper gear closes NIST controls through the NIAP / DISA STIG / FIPS 140-3 / DoDIN APL gate FedRAMP does not cover — see Theme F — The Accreditation Substrate below).
Four books formalize the extension: Network Enforcement Substrate (Vol I Book 07), Patch & Systems Management (Vol III Book 03), Cloud-Native Security Posture & Containers (Vol III Book 04), and the Multi-Cloud Evidence Fabric (Vol III Book 07). Multi-CSP sections were also added to Privileged Access Management (Vol III Book 01), Data Protection (Vol III Book 05), and Business Continuity (Vol IV Book 01). At this extension the series was organized in six volumes — a program volume (Vol 0), the four implementation volumes (Volumes I–IV), and the enablement volume (Volume V — Training & Certification), which teaches the corpus and produces the training-slot evidence (KSI-CED) the authorization package depends on. Series Extension II (below) carries this to the current eleven volumes (0–X), adding the implementation, coordination, day-2, and substrate-integration volumes.
Reconciliation of the headline figures:
· Book count — twenty-three implementation books (was nineteen), plus this Executive Summary, the Product Inventory Questionnaire, five volume overviews, and the four Volume V enablement books (compliance track, implementation track, assessment & certification, vendor training & labs). Volume V is training/enablement material, not counted among the twenty-three implementation books; it teaches them.
· “34 distinct controls” remains the total for the original six tracks (Vol I Book 01 and the modernization/data tracks); the four extension books close additional controls enumerated in their own “Authorities Closed Here” tables, generated from the compliance spine.
· “29 KSIs” is unchanged — the series’ internal 29-rule KSI decomposition. The extension books add evidence for existing network, endpoint, telemetry, and security slots; none adds a new KSI rule, and because their evidence is architecture-generated rather than conformance-tool-attestable, they reinforce the “19 of 29 require the architecture” finding below.
Series Extension II — Implementation, Coordination & Day-2 Operations (Volumes VI–IX)
The series has been extended again, from six volumes to ten (Volumes 0–IX) — and a final integration volume, Volume X, has since brought it to the current eleven (Volumes 0–X). Where Volumes I–IV establish the architecture (what must be true and why) and Volume V teaches it, four further volumes make it buildable and operable:
· Volume VI — Implementation. The deployable layer: landing-zone and network IaC, identity-as-code, the detection-rule and SOAR-playbook libraries, configuration baselines, the evidence/ConMon pipeline, and validation harnesses. Where an architecture book closes a control, the matching Vol VI book deploys it as code — the “how” beneath the “what.”
· Volume VII — ServiceNow Automation for Federal Control Compliance. The coordination layer that turns M365 and Azure control state into tracked tasks, reviewable change, machine-readable evidence, and authorization-package input. ServiceNow is a workflow/enforcement plane: its CMDB reconciles to the authoritative IPAM/DDI asset identity (CM-8 join key) and never becomes the SSOT; actuation stays platform-native.
· Volume VIII — Multi-Cloud DDI Landing-Zone Automation. The naming/addressing plane realized across Azure, AWS, GCP, OCI, and VMware — the series’ one deliberate multi-CSP breadth exception (by author direction), with ServiceNow as the governed front door for DDI change (the InfoBlox DDI kit, bound in as a named volume).
· Volume IX — ServiceNow Day-2 Operations. The governed catalog for routine Entra/M365/Azure day-2 work — helpdesk, the landing-zone front door, app-registration governance, and Teams telephony — extending the Vol VII discipline from compliance drift to everyday operations.
· Volume X — Governance-Substrate Integration. The optional closing layer: where everything the volumes above produce lands as machine-checked evidence on the governance substrate — adoptable late or never, with no rework (see the Vol X row in the series table below and the separability statement that follows it).
Reconciliation of the headline figures (unchanged where it matters):
· “34 distinct controls” and “29 KSI rules” remain the closure arithmetic of the architecture corpus (the original six tracks and the series’ internal KSI decomposition). Volumes VI–IX do not, in the main, close new control numbers — they deploy, coordinate, evidence, and operate controls the architecture volumes already close. The single genuinely-new control number they add is CM-5 (separation-of-duties over DDI change, Vol VIII). The full per-control view, including every Vol VI/VII/VIII/IX contribution, lives in the Series Control Crosswalk (Vol 0’s appendix), whose series total moved from 145 to 146 distinct controls for exactly that CM-5 reason.
· The scope parameter is unchanged: FedRAMP Moderate & Microsoft GCC Moderate. Volume VIII’s multi-CSP DDI breadth is the sole, author-directed exception; every other volume holds the Moderate boundary.

For authorizing officials, program executives, and budget decision makers.
This series comprises twenty-three companion implementation guides for the Federal Compliance program, organized across Volumes I–IV:
Vol I Books 01–04 — Substrate (naming, identity, and trust foundations):
· Vol I Book 01 — DDI/IPAM naming-and-addressing plane — 18 NIST SP 800-53 Rev 5 controls
· Vol I Book 02 — Network Access Control (802.1X EAP-TLS, RADIUS, device identity at the port)
· Vol I Book 03 — Certificates & Tokens — the cryptographic identity layer every session-less architecture depends on
· Vol I Book 04 — OPM HRIT Identity & Org SSOT — the HR system of record whose worker records underpin every token, account, and access decision
Vol I Books 05–06 and Vol II — Modernization Tracks — closing 34 distinct NIST SP 800-53 Rev 5 controls across the original six tracks:
· Vol I Book 05 — Network and Identity Modernization (Entra ID, ZTNA, Drift Reconciliation)
· Vol I Book 06 — Federal Telecommunications Modernization (SD-WAN, SASE)
· Vol I Book 07 — Network Enforcement Substrate (extension: customer-edge SC-7/SC-8/IA-3 via the NIAP/STIG/FIPS/APL gate)
· Vol II Books 01–02 — SQL Server Authentication Modernization and Implementation Guide
· Vol II Book 03 — Database Consolidation and Network Physics
Vol III and Vol IV Book 01 — Security Operations — approximately 55 additional controls across the AC, RA, MP, SC, AU, SI, IR, and CP families:
· Vol III Book 01 — Privileged Access Management
· Vol III Book 02 — Vulnerability Management
· Vol III Book 03 — Patch & Systems Management (extension: multi-CSP SI-2/CM)
· Vol III Book 04 — Cloud-Native Security Posture & Containers (extension: CSPM/CNAPP/K8s)
· Vol III Book 05 — Data Protection and Purview
· Vol III Book 06 — SIEM/XDR Detection Engineering
· Vol III Book 07 — Multi-Cloud Evidence Fabric (extension: telemetry → CDM → KSI)
· Vol IV Book 01 — Business Continuity
Vol IV Books 02–04 — Risk and Program Governance (SR, PM, and PT control families):
· Vol IV Book 02 — Supply Chain Risk Management (SBOM/VDR/VEX pipeline)
· Vol IV Book 03 — Program Management and Governance (POA&M/SCRM/ISPP)
· Vol IV Book 04 — PII Processing and Transparency (PT family templates, Purview enforcement)
Vol IV Book 05 — Training and Awareness — AT family cybersecurity training program — activates KSI-022 (KSI-CED-RAT), making all 29 rules in the series’ internal KSI decomposition evaluable at high confidence.
Vol IV Book 06 — Authorization Package and ConMon — OSCAL AP+AR+POA&M bundle (29/29 rules self-assessed, pending independent security control assessment (SCA)), continuous monitoring program, and FedRAMP VDR/VER submission (NTC-0014) — closing CA-2, CA-5, CA-6, CA-7, RA-3, and SA-15.

Together, the twenty-three implementation books constitute the complete evidence-generation and authorization-package layer for the agency’s RMF authorization, with continuous-monitoring evidence structured in the FedRAMP 20x KSI idiom. Each book maps its implementations directly to the NIST SP 800-53 Rev 5 controls it closes, and Vol IV Book 06 assembles those mappings into a machine-readable OSCAL authorization package ready for independent SCA. The FedRAMP cloud services Agency consumes (M365 GCC, AWS GovCloud, DDI SaaS) are inherited as leveraged authorizations; Agency itself does not submit to the FedRAMP PMO.
Beyond the architecture corpus, five further volumes make it buildable and operable (the eleven-volume series, 0–X): Volume VI deploys the architecture as code (IaC, detection and SOAR libraries, baselines, the evidence pipeline); Volume VII coordinates M365/Azure control state into tracked ServiceNow tasks and KSI evidence; Volume VIII realizes the DDI naming plane across every cloud (Azure, AWS, GCP, OCI, VMware — the one deliberate multi-CSP exception); and Volume IX governs routine day-2 operations (helpdesk, landing-zone front door, app-registration, Teams telephony) through the same ServiceNow discipline; Volume X documents where the series’ evidence lands on the governance substrate — an optional, separable binding the series never depends on. These volumes deploy, coordinate, and operate the controls the architecture closes rather than closing new ones — see Series Extension II above and the Series Control Crosswalk appendix for the full per-control view.
Three technologies recur throughout the series as the only closure mechanisms for their control sets — not the preferred options among several: IPAM/DDI (the authoritative naming-and-addressing plane), SD-WAN (the encrypted, application-aware transport overlay), and TIC 3.0 (the distributed policy enforcement that makes direct internet access lawful). The Closure Necessity Doctrine below states the claim; the KSI Closure Necessity Matrix quantifies it against all 29 rules in the series’ internal KSI decomposition.
The central finding across all six documents is the same: the compliance debt is not a resource shortage — it is an architectural pattern mismatch. The existing infrastructure was designed for a world where compute, identity, and communication were co-located inside a perimeter. That world ended between 2015 and 2020. The controls that federal agencies are now required to satisfy under Zero Trust Executive Order 14028, OMB M-22-09, TIC 3.0, and FedRAMP 20x Consolidated Rules (June 25, 2026) cannot be satisfied by the perimeter architecture. They require a different structural foundation.
The twenty-three implementations described in this series are not optional modernization projects. They are the structural prerequisites for an agency Moderate authorization whose evidence survives the FedRAMP 20x transition. CR26 is mandatory for the cloud service offerings Agency inherits effective January 1, 2027; Agency’s obligation is to ensure inherited services are on the 20x path and to structure its own ConMon evidence on the same KSI schema so inheritance stays clean.

Series Overview
Federal Compliance Series — Vols 0–X
	Designation
	Document
	Domain
	Core Technology

	Vol I Book 01
	Compliance — Agency Landing Zone IPAM / FedRAMP
	DNS · DHCP · IPAM · PKI · Zero Trust
	InfoBlox DDI

	Vol I Book 02
	Compliance — Network Access Control: 802.1X and Device Identity
	802.1X EAP-TLS · RADIUS/CoA · DHCP fingerprinting · NAC policy tiers
	802.1X + RADIUS + Intune SCEP

	Vol I Book 03
	Compliance — Certificates & Tokens: Cryptographic Identity
	PKI lifecycle · ACME automation · OAuth 2.0/OIDC · CBA · workload identity
	Entra ID CBA + ACME + managed identity

	Vol I Book 04
	Compliance — OPM HRIT and the Identity & Organizational SSOT
	HR system of record · joiner/mover/leaver lifecycle · org hierarchy as queryable truth · HR-driven provisioning
	Oracle HCM Cloud + Entra inbound provisioning

	Vol I Book 05
	Compliance — Network Modernization
	Identity · Governance · Active Directory modernization
	Entra ID · ZTNA · Drift Reconciliation

	Vol I Book 06
	Compliance — Federal Telecommunications Modernization
	Amazon Connect · Teams Phone · SD-WAN · SASE
	SD-WAN / SASE stack

	Vol I Book 07
	Compliance — Network Enforcement Substrate
	Customer-owned NGFW/edge · distributed policy enforcement · accreditation gate
	Cisco · Palo Alto · Juniper

	Vol II Book 01
	Compliance — SQL Server Authentication Modernization
	SQL credential elimination · Arc Managed Identity · NTLM elimination
	Azure Arc + Entra ID for SQL

	Vol II Book 02
	Compliance — SQL Server Implementation Guide
	10-book runbook: estate audit, Arc deployment, login migration, monitoring
	Azure Arc + Entra ID (implementation)

	Vol II Book 03
	Compliance — Database Consolidation and Network Physics
	SSOT architecture · SD-WAN for database traffic · consistency class alignment
	SQL + Network Physics

	Vol III Book 01
	Compliance — Privileged Access Management
	Entra PIM JIT activation · PAW architecture · AC-6 least privilege
	Entra PIM + PAW

	Vol III Book 02
	Compliance — Vulnerability Management
	Defender VM · CISA KEV integration · RA-5 continuous scanning
	Defender MDVM + KEV

	Vol III Book 03
	Compliance — Patch & Systems Management
	Flaw remediation · configuration state · SI-2 / CM closure
	Azure Update Manager · multi-CSP patch

	Vol III Book 04
	Compliance — Cloud-Native Security Posture & Containers
	CSPM · CNAPP · Kubernetes runtime
	Defender for Cloud · CSPM / CNAPP

	Vol III Book 05
	Compliance — Data Protection and Purview
	Purview DLP · sensitivity labels · Key Vault CMK · MP/SC controls
	Purview + Key Vault

	Vol III Book 06
	Compliance — SIEM / XDR / Detection Engineering
	Sentinel connectors · KQL analytics rules · UEBA scoring · Logic App playbooks
	Microsoft Sentinel + Defender XDR

	Vol III Book 07
	Compliance — Multi-Cloud Evidence Fabric
	Unified evidence contract · telemetry → CDM → KSI
	Multi-CSP evidence pipeline

	Vol IV Book 01
	Compliance — Business Continuity
	CP-2 contingency plan · BIA RTO/RPO/MTD · SQL AG and DDI DR integration
	Azure Site Recovery + DR runbooks

	Vol IV Book 02
	Compliance — Supply Chain Risk Management
	Syft CycloneDX SBOM · Grype vulnerability scan · OpenVEX exploitability · GitHub Actions pipeline
	EO 14028 §4 / SR-family (remediation SLAs: BOD 26-04)

	Vol IV Book 03
	Compliance — Program Management and Governance
	ISPP · POA&M · SCRM Charter · Leadership RACI · PM-1/PM-9/PM-30 closure
	PM-family governance artifacts

	Vol IV Book 04
	Compliance — PII Processing and Transparency
	PT family templates · Privacy Program Plan · authority-to-process · Purview Data Map
	PT-1–PT-7 GCC Moderate

	Vol IV Book 05
	Compliance — Cybersecurity Awareness and Training
	AT-2/AT-3 general and role-based training · LMS evidence schema · CP-3 tabletop calendar · IR-2 drill documentation
	AT/CP/IR families · KSI-CED-RAT

	Vol IV Book 06
	Compliance — Authorization Package and ConMon
	Agency RMF authorization package (ConMon evidence modeled on the FedRAMP 20x KSI schema) · OSCAL AP+AR+POA&M bundle · FedRAMP VDR/VER submission (NTC-0014) · CA-7 ConMon program
	CA-2/5/6/7 · RA-3 · SA-15

	Vol V Book 00–04
	Compliance — Training & Certification
	Enablement · two-track model · eight evidence slots as curriculum · rubric ladder · vendor labs
	Compliance Practitioner/Assessor credentials · KSI-CED

	Vol VI Book 00
	Compliance — Implementation (Overview)
	The deployable layer — architecture operationalized as code
	IaC · CI/CD · CM-2/CM-3

	Vol VI Book 01
	Compliance — Landing Zone & Network as Code
	SC-7/SC-20/21/22, CM-8 realized as reviewable infrastructure code
	Terraform / Bicep

	Vol VI Book 02
	Compliance — Identity & Access as Code
	AC-2/5/6, IA-2/3/5, SC-17 as policy-as-code
	Entra · SCIM · policy-as-code

	Vol VI Book 03
	Compliance — Detection Engineering
	AU-6, SI-4 analytics rule library
	Sentinel KQL rules

	Vol VI Book 04
	Compliance — Response Automation (SOAR)
	IR-4/6, AC-12 playbook library
	Logic Apps / SOAR

	Vol VI Book 05
	Compliance — Data Protection Deployment
	MP-2–5, SC-12/28, AU-10 deployment
	Purview · Key Vault

	Vol VI Book 06
	Compliance — Configuration Baselines & Hardening
	CM-2/3/6/7, SI-2 baselines
	Machine Config · hardening

	Vol VI Book 07
	Compliance — Evidence & ConMon Pipeline
	AU-6/12, CA-5/7 evidence wiring
	OSCAL emitter pipeline

	Vol VI Book 08
	Compliance — Validation & Test Harnesses
	CA-2/7, SI-4 validation
	Conformance test harnesses

	Vol VII Book 00
	Compliance — ServiceNow Automation (Overview)
	The coordination layer for M365/Azure/AWS/VMware control compliance
	ServiceNow (Gov) + in-boundary MID Server

	Vol VII Book 01
	Compliance — CMDB Reconciliation & Asset Identity
	CM-8 (reconciled to IPAM/DDI), CM-3
	ServiceNow Discovery / Service Graph

	Vol VII Book 02
	Compliance — M365 Control-Compliance Automation
	CM-6, AC-2, CA-7 drift → tracked task
	Graph · SCuBA · ServiceNow

	Vol VII Book 03
	Compliance — Azure Control-Compliance Automation
	CM-6, SI-2, RA-5 → remediation task
	Azure Policy · Defender · ServiceNow

	Vol VII Book 04
	Compliance — Control Attestation, Evidence & KSI
	CA-2, CA-5, CA-7 → OSCAL/KSI evidence
	ServiceNow IRM/GRC · OSCAL

	Vol VII Book 05
	Compliance — The ServiceNow Compliance App
	Scoped app · Flows · ATF · Update Set
	ServiceNow scoped app

	Vol VII Book 06
	Compliance — AWS Control-Compliance Automation
	CM-6, SI-2, RA-5 → remediation task
	AWS Config · Security Hub · ServiceNow

	Vol VII Book 07
	Compliance — VMware Control-Compliance Automation
	CM-6, SI-2, RA-5 → remediation task
	vSphere Config Profiles · VCF Operations · ServiceNow

	Vol VII Book 08
	Compliance — Native Cloud IAM/RBAC Access-Governance Automation
	AC-2, AC-3, AC-6 → remediation task
	SailPoint ISC Governance (CIEM) · ServiceNow

	Vol VIII Book 00–A
	Compliance — Multi-Cloud DDI Landing-Zone Automation
	SC-20/22, CM-8, CM-3/CM-5, AU-2 across Azure/AWS/GCP/OCI/VMware (multi-CSP exception)
	InfoBlox DDI + ServiceNow front door

	Vol IX Book 00
	Compliance — Day-2 Operations (Overview)
	The governed catalog for routine Entra/M365/Azure day-2 work
	ServiceNow · Graph via in-boundary MID

	Vol IX Book 01
	Compliance — Helpdesk & ITSM Catalog
	AC-2, IA-5, AC-6 as governed catalog items
	ServiceNow catalog over Entra

	Vol IX Book 02
	Compliance — Landing Zone Front Door
	CM-2, CM-8, CM-3 (catalog → IaC → CMDB)
	Terraform / Bicep · CMDB

	Vol IX Book 03
	Compliance — App Registration Governance
	IA-5(2), SC-17, AC-6 · consent + secret/cert lifecycle
	ACME short-lived certs

	Vol IX Book 04
	Compliance — Teams Telephony Catalog & SCuBA Drift
	CM-3, CM-6, AU-2 · E911 validation
	Teams Phone · SCuBA loop

	Vol IX Book 05
	Compliance — SaaS Integration Governance
	SA-9 †, CA-3, AC-20 · verify authorization, then configure
	Entra gallery · FedRAMP Marketplace · ServiceNow

	Vol IX Book 06
	Compliance — Identity & Access Governance
	AC-2, AC-5, AC-6, IA-4, IA-5, AU-2 · event-driven JML · certification campaigns
	HRIT SSOT · ServiceNow (Kit Phase 2, gated)

	Vol X Book 00
	Compliance — Governance-Substrate Integration (overview)
	— (no new closures: routes and explains)
	Conformance layer · surface slots · evidence contract — optional binding


The series closes with Volume X — Governance-Substrate Integration: where everything the volumes above produce lands as machine-checked evidence on a governance substrate, and why that binding is optional. The series stands complete at FedRAMP Moderate on its own; Compliance (this series) and Modernization (modernization) are designed to be implemented together or entirely independently, in any order, with neither a prerequisite for the other.
FedRAMP 20x Hard Deadlines
FedRAMP 20x Authorization Timeline
	Date
	Event
	Impact

	Jul 6, 2026
	20x Marketplace listings open
	CSPs may enter the initial implementation stage

	Jul 28, 2026
	FedRAMP Ready goes legacy
	No new Ready submissions accepted

	Aug 3, 2026
	FedRAMP 20x Class A opens
	First submission window for new authorizations

	Aug 10, 2026
	Temporary Rev5 Program Certification opens
	Class B/C Ready-conversion and lost-sponsor paths

	Aug 31, 2026
	Class B + C opens
	Class C (Moderate) CSO certifications open — the pipeline Agency’s inherited providers enter

	Dec 7, 2026
	FedRAMP VDR/VER rules mandatory (NTC-0014); BOD 26-04 remediation timelines in force
	FedRAMP’s Vulnerability Detection & Response (VDR) and Vulnerability Evaluation & Reporting (VER) rule sets become mandatory (NTC-0014), aligned to the same date CISA BOD 26-04’s risk-tiered remediation timelines take effect; KSI-011–014 become evaluable

	Jan 1, 2027
	FedRAMP 20x mandatory
	All new authorizations must use 20x; legacy Rev 5 path closes

	Jun 11, 2027
	New Rev 5 certs cease
	No new legacy authorizations after this date


The Broader Federal Clock
FedRAMP 20x is the nearest deadline family, not the only one. The dates below are the other federal mandates whose clocks run against the same NIST control families this series closes. The authoritative, fully-sourced timeline — including the elapsed baseline (M-21-31 logging — rescinded 22 May 2026 by M-26-14 — M-21-07 IPv6, M-22-09 Zero Trust, BOD 25-01 SCuBA) — is maintained in the companion document Compliance / ConMon Compliance Gap Roadmap, which is the series’ single source of truth for federal dates.
The broader federal clock — mandates beyond FedRAMP 20x
	Date
	Mandate
	What it means here

	Aug 7, 2026
	BOD 26-04 agency policies due
	Vulnerability-management policy must support risk-based remediation (Vol III Book 02 — Vulnerability Management)

	Sep 21, 2026
	FIPS 140-2 certificates → NIST Historical List
	No new procurement reliance on 140-2-only modules; verify FIPS 140-3 tracking (SC-13 — Vol I Book 03 and Vol III Book 05)

	Dec 7, 2026
	BOD 26-04 remediation timelines in force
	Four-variable risk model live: 3-day KEV+exposed tier through deferral (Vol III Book 02)

	Jan 1, 2027
	CNSA 2.0 acquisition requirement (NSS-scoped)
	New NSS acquisitions must support ML-KEM-1024 + ML-DSA-87 unless an exception is explicitly noted in the acquisition documentation (NSA CNSA 2.0 FAQ); civilian PQC trajectory follows via M-23-02

	Feb / Aug windows
	Future NIST SP 800-53 releases
	NIST issues minor releases in its February and August windows (up to twice yearly) and a major release/Revision every 2 years; Release 5.2.0 (Aug 27, 2025) was a minor release adding SA-15(13), SA-24, SI-2(7) — not yet mapped in Vol III Book 02 or Vol IV Book 02; tracked in the roadmap

	2030 / 2035
	Quantum-vulnerable crypto deprecated / prohibited
	M-23-02 annual crypto inventories run through the 2035 migration horizon (Vol I Book 03 and Vol III Book 05)



The Functional Plane Model
This series describes functions, not organizations. Every capability named across these eleven volumes belongs to one of seven functional planes — including the coordination capabilities of Volumes VII–IX, which live on the workflow/enforcement and naming planes (ServiceNow on plane 6/7, multi-cloud DDI on plane 2). The planes are architectural facts — they exist in every enterprise regardless of how the org chart divides them — so any agency can map its own structure onto the model without the model taking a position on whose structure is correct.
The Seven Functional Planes
	Plane
	Function
	Representative capabilities
	Series home

	1 — Transport
	Move packets between sites and clouds
	Circuits, MPLS → DIA, SD-WAN overlay, path selection, QoS
	Vol I Book 06, Vol II Book 03

	2 — Naming & addressing
	Assert what things are called and where they live
	DNS, DHCP, IPAM, DNSSEC, RPZ, certificate issuance (DDI + PKI)
	Vol I Books 01, 03

	3 — Identity
	Assert who and what is requesting
	Device identity (NAC/802.1X), user identity (Entra ID), workload identity, tokens (OAuth/OIDC, CBA)
	Vol I Books 02, 03, 04, 06

	4 — Policy enforcement
	Decide and enforce per session
	SASE (SWG/CASB/FWaaS), ZTNA, TIC 3.0 PEPs, Conditional Access
	Vol I Books 05, 06

	5 — Application & experience
	Deliver the mission service
	Contact center, unified communications, business applications, databases
	Vol I Book 06 and Vol II

	6 — Evidence & telemetry
	Prove continuously what happened
	SIEM/XDR, per-session records, OSCAL bundle, KSI evidence pipeline
	Vol III Book 06, Vol IV Book 06

	7 — Configuration & remediation
	Actuate and hold patch and baseline state across platforms
	Intune/Arc, AWS SSM, OCI OS Management Hub/Ksplice, VMware vLCM, Red Hat Satellite/Ansible; the unified compliance-record emitter
	Vol III Book 02 + Vol III Book 03 (Patch & Systems Management)


The planes are not peers. The series’ organizing principle — separate truth from enforcement — imposes a hierarchy: planes 2, 3, and 6 are truth planes (they assert what is), planes 1, 4, and 7 are enforcement planes (they act on those assertions), and plane 5 consumes both. The distinction matters because enforcement planes can be re-platformed, absorbed, or replaced — MPLS became SD-WAN; the VPN concentrator became ZTNA; the branch firewall became a SASE PoP — while truth planes can only be depended on. Every enforcement decision in this architecture resolves a name, validates a certificate, or evaluates a token before it acts. The truth planes are where the architecture’s authority lives; the enforcement planes are where its will is done.
The Closure Necessity Doctrine
The claim this series makes is stronger than “recommended” and it is falsifiable: for a specific, enumerable set of NIST SP 800-53 Rev 5 controls, three technologies are the only closure mechanisms — every “required” in this series pairs with the control text, physics, or protocol behavior that makes the alternatives impossible, never with an adjective.
The Three Necessity Anchors
	Required technology
	Controls with no alternate closure path
	Why no alternative exists

	IPAM/DDI — authoritative naming and addressing plane
	SC-20, SC-20(1), SC-21, SC-22 (authoritative/recursive DNS); CM-8, CM-8(1) (component inventory); IA-9 (service identification)
	You cannot attest authoritative name resolution without an authoritative resolver, and you cannot inventory what you cannot enumerate. No scanner creates a source of truth — a scanner can only measure drift from one.

	SD-WAN — encrypted, application-aware transport overlay
	SC-8, SC-8(1) on DIA circuits (network-layer encryption); SC-5 (traffic-class separation); SI-4 (application-layer telemetry on transport)
	A pipe has no encryption, no path intelligence, and no telemetry. Physics gives DIA lower latency; only the overlay gives it a control surface. FIPS-validated application-layer TLS closes SC-8 per flow, but only a network-layer overlay closes it for every flow on the circuit at once — and among overlay classes SD-WAN is the one that also delivers the SC-5 traffic-class and SI-4 telemetry closures. (On a field-office circuit egressing over the public internet, the SC-8(5) physical path and intra-boundary inheritance do not apply, so the flows TLS does not reach are the gap the overlay fills.)

	TIC 3.0 — distributed policy enforcement for the pipes
	SC-7, SC-7(7) (boundary protection on distributed egress); AC-4 (information flow enforcement outside the legacy TIC access point)
	Under TIC 3.0, DIA requires a distributed enforcement point (the SASE stack) providing protection commensurate with the agency’s risk tolerance — in practice the applicable security-capabilities catalog entries. An ungoverned DIA circuit is not a modernization; it is a finding.


Baseline caveat: These closure claims are made against the NIST SP 800-53 Rev 5 control baseline and FedRAMP 20x CR26 rules published June 25, 2026 (optional adoption July 4, 2026; mandatory January 1, 2027). Changes to the control baseline, new FedRAMP-authorized product entries, or revised assessment guidance may alter these closure paths. Validate with OIS and the agency’s independent assessor before using these claims as the basis for authorization decisions.
The SC-8 Row Against Its Strongest Counter-Sources
The SC-8 row above is a coverage-completeness claim, not an exclusivity claim, and it is written to survive the two objections a well-sourced reviewer will raise.
“FedRAMP accepts TLS.” Correct. FedRAMP’s Rev 5 data-in-transit guidance (“The Rev. 5 Approach to SC-8, and Protecting Data-in-Transit,” fedramp.gov, July 2023) requires FIPS 140-validated encryption and names no protocol: FIPS-validated TLS closes SC-8 for the flow that negotiates it, Rev 5 moved physical protection to SC-8(5) (a Controlled Access Area path satisfiable through PE-family controls), and SC-8 / SC-8(1) are inheritable when traffic originates and terminates inside an authorized boundary. None of those paths reaches a field-office DIA circuit: the traffic originates outside every authorized boundary, no Controlled Access Area encloses the public internet, and TLS closure must then be demonstrated flow by flow — while DNS lookups, legacy protocols, and misconfigured applications ride the same circuit bare. The overlay is the mechanism that converts an unbounded set of per-flow attestations into one circuit-level attestation.
“Our traffic is M365, and M365 is already encrypted.” Also correct — Microsoft’s service endpoints negotiate TLS with FIPS-validated cryptography available, and Microsoft’s network connectivity principles recommend that Optimize-category traffic (Teams media above all) egress locally and bypass tunnels and inspection, for exactly the ITU-T G.114 latency reasons this series cites. Neither fact rebuts the row; both are instances of it. M365’s TLS is the conceded per-flow closure, and the circuit still carries the DNS queries that resolve those very endpoints plus every non-M365 flow. Where the agency follows Microsoft’s bypass guidance, the SD-WAN edge is what makes the exemption deliberate and attestable: application-aware steering records which flows ride the IPsec overlay and which rest on the application’s own FIPS-validated TLS, turning a split-tunnel exception from an invisible gap into per-flow evidence — the same SI-4 telemetry closure the row already claims.
Mechanism-class honesty cuts both ways: plain site-to-site IPsec, ZTNA tunnels, and other network-layer overlays also encrypt every flow on the circuit without being SD-WAN. The necessity claim is the bundle — among overlay classes, SD-WAN is the one that co-delivers the SC-5 traffic-class separation and SI-4 application-layer telemetry closures alongside SC-8.
The Closure Provenance Doctrine
Closure Necessity answers which mechanisms can close a control. Its twin answers what counts as closed: no closure counts unless it carries its proof. A remediation task, a daily operational check, a POA&M milestone, or a control test closed by a human clicking “complete” — with no machine-readable verification attached to the closing record — is prose, not evidence. It asserts that work happened; it proves nothing an assessor or a KSI scorer can consume.
This series already applies the rule to itself. Every “Authorities Closed Here” table, the spine crosswalk, and the claim→evidence→test matrix are generated and drift-gated, because hand-maintained numbers silently falsify. A manually closed task is the operational hand-maintained number: the dashboards, SLA reports, control tests, and KSI feeds built on a manual-closure stream inherit its central defect — every row is an unverified claim, so the reporting layer is a compilation of assertions. That is why manual closure fails to create reporting. Reporting is not something added after closure; it is something a well-formed closure emits.
The doctrine in three requirements:
1. Every closure carries provenance. The closing update on a task carries the verification payload that justified it — the probe result, the posture query, the re-test output — with a timestamp and the identity of the checking mechanism. The close is the contract: a closure record without a verification payload does not validate.
1. Human-only closure is an exception state, not a path. It remains possible — operations need an escape hatch — but it is visibly flagged, counted separately, and never silently aggregated into control tests, KSI evidence, or SLA attainment. An attestation pipeline that cannot distinguish probe-backed closures from attested-only ones attests fiction.
1. Reports are derivations, never compilations. Every report in the coordination plane — ConMon roll-ups, POA&M aging, patch SLA attainment, the KSI feed — is derived from the closure stream by a generator that can be re-run and diffed, exactly as this series’ own tables are. A report that cannot be regenerated from closure records is an artifact of effort, not of state.
Closure provenance is also the one place a capped deployment gets full automation. Verifying a closure is a read — probe the estate, attach the result, gate the close. Under the day-2 actuation ceiling (“no undeclared autonomous estate writes”), closure verification and auto-closure of the coordination record are lawful at full automation even where the estate-side write requires a human approver: the write already happened under its own authority, and recording proof that it happened requires none.
The series measures itself against this doctrine. The claim→evidence→test matrix binds a falsifying test to each closure claim, and today only 13 of 106 claims yet carry a named test. That ratio is the series’ own closure-provenance indicator — generated, gated, and expected to rise; Vol VI Book 08 (validation harnesses) and Vol VII Book 04 (control attestation) are the books that raise it, and the day-2 scoped app enforces the closure rules at the task layer (Vol VII Books 04–05).
The Vendor Currency Doctrine — A Roadmap Is Not a Commitment
This series names specific vendor products and capabilities on purpose — Closure Necessity requires naming a real mechanism, not a category, so a book says “AWS Config remediation actions” rather than “some CSPM tool.” That specificity has a cost: the market this series describes moves in weeks, not review cycles. Two concrete instances from this series’ own drafting, both discovered the same week: a ServiceNow-native FedRAMP 20x KSI product (C1Secure SmartRAMP 20x) did not exist when Vol VII Book 05 was first scoped and shipped roughly two weeks later; native ServiceNow↔VMware connectors Vol VII Book 07 initially treated as unbuilt turned out to already exist as vendor-published integrations. Neither claim was wrong when written — both were current, sourced, and dated. Both were also stale within a month.
The doctrine, stated once here for every book and whitepaper in the series to cite rather than restate:
1. Every vendor capability claim in this series is dated, not permanent. A document’s Date Code marks when its vendor claims were last verified — never an assertion that they remain current.
1. Before any claim in this series becomes the basis of a Project Plan, procurement action, or acquisition decision, the current roadmap must be confirmed directly with the vendor — ServiceNow, SailPoint, VMware/Broadcom, and each named CSP (Microsoft, AWS, GCP, OCI) — not assumed from this series’ snapshot.
1. A closed gap can reopen and an open gap can close between two drafting sessions in the same series. Treat every “not yet built” and every “ships natively” claim as equally perishable; neither is more durable than the vendor’s own next release note.
Vendor currency caveat: Vendor product names, capabilities, integration claims, and FedRAMP authorization status throughout this series reflect the date each book or whitepaper was last updated (its Date Code) and move quickly. Confirming current vendor roadmaps directly with ServiceNow, SailPoint, VMware/Broadcom, and each CSP is essential before any implementation Project Plan is built on a specific claim in this series. Validate with OIS and the agency’s independent assessor, as with every other closure claim in this series.
The MACD-R Lifecycle Doctrine — Every Operation Travels the Authorized Path
Closure Provenance governs the end of an operation’s life; the full law covers the whole path. Every operational change in the estate — every Move, Add, Change, Deletion, and Reset (MACD-R) — travels five clauses, and an operation that skips one is unauthorized by construction:
1. It originates with the SSOT. Work is created by divergence between the source of truth and the estate — a joiner in the HR system of record, a control gap against the compliance spine, a migration wave in the modernization plan. A task with no SSOT origin is an ad-hoc assertion: nothing authoritative asked for it, so nothing authoritative can attest it.
1. It carries an authoritative authorization in the path. The approval resolves from the authority model, not from whoever is nearby: the owner and approver derive from the same SSOT that originated the work (the manager/owner routing the identity substrate rebuilds), and the pre-authorized lanes (A0/A1) are standing authorizations — recorded grants with scope and expiry, never the absence of approval.
1. It executes under least privilege, elevated just-in-time. The executing actor — human or automation — activates a time-boxed, scoped role at execution (PIM) and holds no standing privilege. The activation record is part of the operation’s evidence, binding who could act to what was done (AC-6, and the PAM discipline of Vol III Book 01).
1. It closes with provenance. The Closure Provenance Doctrine above: no closure counts unless it carries its proof.
1. It emits verified, secured evidence — automatically. The closure record, integrity-protected and carrying its SSOT lineage (originating record, authorization, PIM activation, verification payload), flows into the continuous-monitoring stream with no human assembly. Evidence a person compiles arrives late and unverifiable; evidence the lifecycle emits arrives continuously and carries its own chain of custody (CA-7).
The five clauses are one chain — SSOT-originated → authoritatively authorized → least-privilege executed → provenance-closed → evidence-emitted back to the SSOT’s reporting plane — and the chain is the substrate’s common law, not this series’ alone: Compliance (this series) applies it to control remediation and attestation, Modernization to migration and modernization moves. Two pillars, one lifecycle, one evidence contract.
The SSOT Registry — Where Every MACD-R Originates
Clause 1 demands a source of truth per object class — including the non-human classes, where most estates have never designated one. Exactly one SSOT is designated per class; everything downstream — directory objects, CMDB records, management-console state — is a projection whose divergence from the SSOT is drift, never an alternative truth (the DNS split-brain law, generalized):
The SSOT Registry — one source of truth per class
	Object class
	SSOT — where its MACD-R originates
	Projections (never truth)

	Employees
	HR system of record
	Directory accounts, mailboxes

	Non-employee humans (contractors, vendors, partners)
	Non-employee registry
	Guest accounts, sponsored credentials

	Network names, addresses, segments
	IPAM/DDI
	Zone dumps, spreadsheets, scanner output

	Assets / components (CM-8)
	The authoritative inventory keyed on the naming-plane join key
	CMDB (reconciled projection), per-stack consoles

	Devices / endpoints (lifecycle)
	Asset-lifecycle (ITAM/procurement) registry, keyed to the join key
	MDM enrollment state (enforcement, not truth)

	Service accounts, workload identities, app registrations
	The non-human identity registry — purpose, scope, expiry, owner
	Directory service principals, key vault entries

	AI systems
	The agency AI use-case inventory, with a full joiner/mover/leaver lifecycle
	Deployment manifests, model endpoints

	Applications
	Application portfolio registry
	App registrations, service-catalog entries

	Certificates
	The issuance ledger of the PKI plane
	Local cert stores, binding configs

	Infrastructure declared state
	The IaC repository (declared state in version control)
	Deployed resources, consoles

	Org structure / physical location
	The governed organizational and location attributes
	Directory OU trees, site topology


Two rules make the table a doctrine rather than a list. The Human-Anchor Rule: every non-human item anchors to a human owner resolvable in the HR SSOT — the ownership chain terminates in a person, or the item is orphaned: clause 2 cannot resolve an approver for it, so no operation against it can be authorized, and nothing can attest it. The HR SSOT is therefore the root of the ownership chain for every governed object, and a leaver event fans out to the leaver’s entire anchored non-human estate. Non-humans get JML too: provision is a joiner, rescope or re-owner is a mover, decommission is a leaver — with Reset (credential, secret, and key rotation) as the high-risk verb for non-human identities, because rotation is where standing privilege hides. An estate item with no SSOT record, or an owner no longer resolvable, is an orphan finding — the highest-value output any discovery scan can produce, because a scan can only measure drift from a truth; it can never create one.
Mechanism, Not Product — Read the Necessity Claims Correctly
“No alternate closure path” is a claim about mechanism classes, never about vendors. “Only port-based authentication closes IA-3” names a protocol behavior; it does not name a product. Every product named in this series (InfoBlox, NPS, Cisco Catalyst SD-WAN, Entra ID, Oracle HCM Cloud, Sentinel) is a deployed example of its mechanism, and for every layer there are FedRAMP-authorized alternatives that satisfy the same mechanism — the alternatives matrix in the companion Compliance / ConMon Compliance Gap Roadmap enumerates them per layer.
The program doctrine that follows: multiple compliant paths exist before the agency chooses; exactly one exists after. The agency must select one implementation path per layer, and per governance the selected path becomes mandatory once chosen — because split implementations of a truth plane recreate the fragmented-truth problem this series exists to end.
DIA Is a Pipe — The Three-Step Argument
1. What DIA solves: exactly one thing — the geographic hairpin. ITU-T G.114’s 150ms one-way budget is a physics constraint, and local breakout is the only fix. No security product shortens a fiber path.
1. What DIA satisfies: none of the protection controls claimed near it. Information flow enforcement, boundary protection, transmission confidentiality, malware inspection, monitoring, and audit are satisfied by the SD-WAN/SASE/TIC 3.0 stack that governs the pipe — never by the pipe. The one closure transport selection itself provides is CP-8 (Telecommunications Services), through provider and path diversity — an argument for the multi-transport menu, never for the bare circuit.
1. What bare DIA breaks: the boundary it replaced. A field office moved from the MPLS/TIC 2.0 hairpin to ungoverned DIA has lost SC-7 boundary protection relative to its starting point. From the assessor’s chair, bare DIA is not modernization — it is a compliance regression with better latency.
The Dissolution of the Load-Balancer Tier
A common objection to the transport doctrine above is that SD-WAN “replaces” the load-balancer and proxy tier. It does not — and the claim would hand any reviewer an easy rebuttal. What actually happens is more interesting: SD-WAN retires the WAN edge. The load-balancer tier dissolves upward into cloud-native delivery services and downward into the DNS control plane. The classic appliance functions do not migrate to one successor; each dissolves into the functional plane that always logically owned it:
Where the ADC Tier’s Functions Land
	Legacy function
	Dissolves into
	Functional plane
	Series home

	Forward proxy · VPN concentrator · SWG appliance
	SASE/SSE (SWG, CASB, ZTNA)
	Policy enforcement (plane 4)
	Vol I Books 05–06

	Hardware ADC · reverse proxy · TLS offload
	Cloud-native delivery services provisioned in the landing zone (application gateways, L4/L7 cloud load balancers)
	Application delivery (plane 5, landing-zone function)
	Vol I Book 01

	Global server load balancing (GSLB) · traffic steering
	DNS-based traffic management — health-checked responses, weighted and geo policies
	Naming & addressing (plane 2) — a DDI control-plane function
	Vol I Books 01, 03


The third row is the one to watch: global traffic steering is DNS. As the hardware tier retires, the steering function returns to the naming plane it always answered from — which is why Vol I Book 01’s DDI architecture, not any transport technology, is where the series documents it.

The Management-Plane Coordination Doctrine
The series’ Microsoft-shaped reference stack — InfoBlox DDI, Entra ID, Intune, Azure Arc, Sentinel — is a faithful example of each mechanism, but it answers only half the question a multi-cloud federal agency actually faces:
When compute lives on Azure, AWS GovCloud, Oracle OCI, VMware, and Red Hat at the same time — is everything governed under one Microsoft plane (Intune / Azure Arc), or does each platform run its own management stack? And if the latter, how do they coordinate into one compliance picture?
The doctrine answer is neither monoculture nor free-for-all: the management plane splits in two — actuation is platform-native; governance is unified.
Actuation Is Platform-Native — No Overlay Repeals a Support Boundary
Each platform patches and configures with the stack its own support model requires. This is a support-contract and physics constraint of the same kind as the G.114 latency floor — not a preference to be optimized away.
Actuation Stacks by Platform — the SI-2 / CM Closure Mechanism per Cell
	Platform
	Guest-OS actuation
	Platform / appliance actuation

	Microsoft
	Intune (WUfB / Autopatch), Azure Update Manager (+ Arc for hybrid)
	SaaS layer CSP-managed (M365)

	AWS
	Systems Manager (SSM) Patch Manager / State Manager
	EC2 Image Builder (golden AMI); RDS / Lambda CSP-managed

	Oracle (OCI)
	OS Management Hub; Ksplice (zero-downtime kernel)
	Autonomous Database self-patching

	VMware
	Workspace ONE (endpoints)
	vSphere Lifecycle Manager (ESXi + firmware)

	Red Hat
	Satellite (content / patch), Ansible Automation Platform, Insights
	—


Azure Arc governs the guest OS across clouds and on-prem — it does not patch ESXi, firmware, or a managed database service. A “put everything under Arc” claim fails at the first hypervisor or appliance. Arc is one important actuation-and-visibility tool inside the plane; it is not the plane. The same holds in reverse for every vendor — no single stack reaches every layer of a genuinely multi-cloud estate.
Governance Is Unified — Coordination Lives in a Contract, Not a Tool
Coordination does not happen by forcing every workload onto one vendor’s console. It happens by requiring every native stack to emit the same machine-readable compliance record — patch state, baseline conformance, last-scan time, remediation-SLA class — into one evidence lake (Sentinel / Log Analytics), and up into CISA CDM and the FedRAMP 20x KSI evidence pipeline. Any stack that satisfies the contract is admissible. The series mandates the contract, never the vendor.
The Join Key Is Authoritative Asset Identity — Coordination Is a Naming-Plane Necessity
You cannot correlate an AWS instance, an Azure Arc server, a VMware VM, and a Red Hat host into one compliance picture unless every asset carries one authoritative name and address. The naming/addressing plane (Vol I Book 01’s DDI, CM-8) is the join key on which multi-stack coordination depends — which makes heterogeneous management a Closure Necessity argument for IPAM/DDI, not an argument against it.
It is also a federal mandate: CISA BOD 23-01 requires agency-wide asset visibility and vulnerability enumeration across exactly this heterogeneity. An agency running five management stacks with five inventories and no authoritative join key does not have asset visibility — it has five partial views that cannot be reconciled at audit.
In the Functional Plane Model the split is clean: actuation is an enforcement-plane function (per-vendor, re-platformable — plane 7); the evidence contract is a truth-plane function (unified, depended-on — plane 6). Vol III Book 02 (Vulnerability Management) is the assessment half of this plane — what is unpatched — and the reference implementation of the evidence contract on the Microsoft stack; the Patch & Systems Management book (Vol III Book 03) generalizes the contract to every platform above and owns the remediation half (SI-2, SI-2(2), CM-2 / CM-6).
Theme F — The Accreditation Substrate
Every control this series closes is closed by a mechanism; every mechanism ships inside a product; every product a federal agency buys must carry a federal accreditation. The gate differs by what the product is — and the series names the gate, not just the mechanism.
The Two Accreditation Gates
	Product class
	Accreditation gate
	What it certifies

	CSP services (M365, Azure, AWS, OCI, VMware Cloud)
	FedRAMP (Moderate, per the series scope)
	The service’s control implementation, assessed by a 3PAO and authorized for federal use

	Network & endpoint gear (firewalls, switches, SD-WAN edge, NAC)
	NIAP Common Criteria + DISA STIG + FIPS 140-3 + DoDIN APL
	The device’s evaluated configuration, hardened baseline, validated crypto module, and DoD-approved-products listing


The distinction matters because the two halves of a federal architecture are accredited on different registries with different evidence. A control inherited from a FedRAMP CSP is attested from the CSP’s package; the same control closed by an on-premises firewall at a field-office DIA edge is attested from that appliance’s NIAP evaluation, its STIG-compliance scan, and its FIPS 140-3 certificate — evidence the CSP package never contains. The Network Enforcement Substrate book (Vol I Book 07) formalizes this gate for the customer-owned edge, and every book that closes a control names which registry carries its evidence.

Why This Series — Not SCuBA, ZTTT, or Any Single-Vendor Assessment Tool
Federal agencies frequently receive guidance to run CISA’s SCuBA (Secure Cloud Business Applications) toolkit, Microsoft’s Zero Trust Transformation Toolkit (ZTTT), or similar automated assessment tools as their compliance answer. These tools are valuable — but they answer the wrong question if used before the architectural work is done.
What Assessment Tools Actually Do
ScubaGear, ZTTT, Microsoft Secure Score, the Purview Compliance Portal, and the CISA Zero Trust Maturity Model (ZTMM) self-assessment are all diagnostic instruments. They measure the current configuration state of your environment against a defined baseline. That is precisely what they should do — and they do it well.
What they do not do:
· Design your network architecture. ScubaGear can tell you that DNSSEC is not enabled. It cannot design the DDI/IPAM grid that makes DNSSEC enforceable across four environments simultaneously.
· Prescribe your identity integration path. ZTTT can score your Zero Trust maturity at “Traditional.” It cannot design the Entra ID Conditional Access policy set, NTLM elimination sequence, and Arc Managed Identity chain that moves you to “Advanced.”
· Solve cross-domain physics constraints. No assessment tool identifies that your SQL consolidation plan will violate G.114 one-way delay bounds or that your SD-WAN traffic class configuration is inconsistent with your database replication consistency model.
· Close controls at the infrastructure layer. Compliance portals report open controls. They do not architect the InfoBlox RPZ enforcement, SASE CASB inline inspection, or Sentinel KQL detection pipeline that closes them with machine-readable, continuously-updated evidence.
In short: assessment tools tell you your blood pressure. They do not design your cardiovascular system.
The Correct Sequencing
Agencies that run SCuBA or ZTTT before their architecture is designed are reading a thermometer before the treatment plan exists. The findings are accurate, but there is no framework to act on them coherently. The result is a list of open controls addressed piecemeal — individual configuration fixes that do not accumulate into a defensible, integrated compliance posture.
The correct sequence is:
Compliance Modernization Sequence — Architecture Before Assessment
	Phase
	Activity
	Tooling

	1 — Understand
	Identify control gaps and their architectural root causes
	This series — Vol 0 Book 00 through Vol IV Book 04

	2 — Design
	Select the architectural pattern that closes each gap with continuous evidence
	This series — domain books across Vols I–IV

	3 — Implement
	Execute the runbooks, deploy the infrastructure, configure the integrations
	This series — Vol II Book 02 (SQL), domain books

	4 — Govern
	Establish SCRM, POA&M, ISPP, and RACI structures
	This series — Vol IV Books 02–04

	5 — Validate
	Run SCuBA, ZTTT, Secure Score — now as a confirmation, not a discovery exercise
	SCuBA · ZTTT · Microsoft Secure Score

	6 — Authorize
	Submit KSI-ready machine-readable evidence to FedRAMP 20x evaluators
	OSCAL AP/AR/POAM bundle


When you reach Phase 5, ScubaGear should return a near-clean baseline report — not because you configured individual settings to pass the scan, but because the underlying architecture produces compliant configuration as its natural steady state. Sentinel detects automatically. Entra tokens log natively. InfoBlox IPAM inventories continuously. SCRM artifacts update on every pipeline run. The assessment tool confirms what the architecture already guarantees.
Why Single-Vendor Tools Cannot Replace an Architectural Roadmap
Both SCuBA and ZTTT are optimized for their vendor’s product surface. ScubaGear audits Microsoft 365 GCC tenant configuration — Exchange, Teams, SharePoint, Entra, Defender. ZTTT assesses your position within Microsoft’s Zero Trust model. These are the right tools for those surfaces.
Vendor Selection Status
SD-WAN and SASE SSE vendor selections are pending agency procurement review. The shortlists in this series reflect FedRAMP authorization status and federal use-case alignment at time of writing. Final selection requires validation against current FedRAMP Marketplace listings, agency-specific environment testing, and applicable procurement authority. All KSI self-assessments are self-assessed pending independent security control assessment (SCA).
Federal compliance, however, does not live on a single vendor’s surface. The 34 NIST SP 800-53 controls closed by this series span:
· Network layer — DDI, DNS, DHCP, IPAM, DNSSEC, RPZ (InfoBlox)
· Transport layer — SD-WAN IPsec overlay, QoS traffic classification, DIA local breakout path selection (Cisco Catalyst SD-WAN / VMware VeloCloud (Broadcom) / Palo Alto SD-WAN — agency selection pending)
· Application layer — CASB inline inspection, SWG, FWaaS, SSL/TLS inspection — delivered by the SASE SSE stack (Zscaler Internet Access (ZIA) / Netskope SSE / Palo Alto Prisma Access — agency selection pending)
· Identity layer — Entra ID, Conditional Access, Arc Managed Identity, NTLM elimination
· Data layer — SQL Server, TDE, consistency classes, replication physics
· Operations layer — Sentinel, Defender XDR, KQL, Logic App playbooks
· Governance layer — POA&M, SCRM Charter, ISPP, RACI, SBOM/VDR pipeline
No single-vendor assessment tool spans all seven layers. A tool optimized for Layer 7 (Microsoft 365) will not score your Layer 3 DNSSEC posture, your Layer 4 SD-WAN encryption state, or your database consolidation physics model.
An agency that relies solely on SCuBA or ZTTT has assessed one part of the surface and left the rest unmeasured and undefended.
The Role of This Series
This series is the architectural planning and implementation layer that makes assessment tools meaningful. It answers:
· Why the current architecture cannot satisfy the controls — not as a configuration problem, but as a structural mismatch between the perimeter model and the Zero Trust control requirements
· What architectural patterns close each control family with continuously- generated, machine-readable evidence
· How to sequence the implementation across the network, identity, data, operations, and governance planes without creating new gaps in the process
· When the KSI evidence becomes evaluable under FedRAMP 20x rules (BOD 26-04 deadlines, Class A/B/C authorization windows)
When this series is implemented, ScubaGear and ZTTT become the final confirmation step — a validation that the architecture is producing the compliance state it was designed to produce. That is the correct role for assessment tools: the final proof, not the starting point.
The Coverage Arithmetic — 10 of 29
The claim that conformance tooling cannot substitute for architecture is not rhetorical. It is arithmetic, and the numbers come from this program’s own evaluation engine:
· ScuBA-based rules attest 10 of the 29 rules in the series’ internal KSI decomposition (KSI-001 through KSI-010) — the rules that reduce to Microsoft 365 GCC tenant configuration state, which is exactly the surface ScubaGear measures. Even these ten are not point-in-time scans in this architecture: ScubaDrift adds the operational lifecycle — run-to-run drift, risk-acceptance dispositions with expiry, and a pipeline gate — so each verdict in the OSCAL AR carries its result, disposition, governing POA&M ticket, and expiry date (Vol IV Book 06 §3.2 documents the pipeline).
· The other 19 rules bind to evidence slots that exist only because the architecture in Vols I–IV was built — supply-chain evidence from the SBOM pipeline, privacy evidence from the data-flow maps, training-effectiveness records from the LMS schema, continuity evidence from the DR architecture, and the identity, network, and telemetry evidence that the substrate parts generate natively.
A conformance tool measures drift from an intended state; it cannot author one. Run against an environment with no architecture, it measures drift from nothing. An agency whose KSI strategy is “run SCuBA and the Zero Trust toolkit” arrives at the January 1, 2027 mandatory date able to attest one third of the catalog — with no evidence pipeline for the rest.

The KSI Closure Necessity Matrix
The authoritative closure-necessity view for all 29 rules in the series’ internal KSI decomposition. Each row states what closes the rule set, whether conformance tooling alone can attest it, and which evidence slot and series part carry it. Vol IV Book 06 documents the evidence procedures; this matrix is the citable summary. All verdicts are self-assessed pending independent security control assessment (SCA).
KSI-count reconciliation (initial diff published). The 29 rules in this matrix are the series’ internal KSI decomposition, not the published CR26 Moderate KSI catalog. The rule-ID-by-rule-ID diff against the CR26 catalog committed in-repo now exists — see Compliance_CR26_Reconciliation.md (generated from the rule YAMLs and the FedRAMP CR26 OSCAL catalog). Its result: of 46 CR26 indicators across the 10 themes, 19 are explicitly mapped 1:1 to an internal rule (themes CMT/PIY/SCR/CED/INR/RPL, fully covered), and 27 are not yet bound to an indicator ID — the IAM/CNA/SVC/MLA themes, which the 10 ScuBA baseline rules attest at the baseline level without an indicator-ID binding. So “29/29 satisfied” is a claim about the internal rule set, and CR26 indicator-level coverage is 19/46 explicitly mapped; the POA&M is expected to be non-empty once the unmapped indicators are assessed against the finalized CR26 Moderate list (June 25, 2026) by an independent SCA.
KSI Closure Necessity Matrix — 29 internal KSI rules
	KSI rules
	Theme
	What closes it
	Attestable by conformance tooling alone?
	Evidence slot
	Series part

	KSI-001..010 (10)
	M365 baseline (IAM/MLA/CNA/SVC configuration surface)
	Microsoft 365 GCC tenant configuration against the CISA SCuBA baseline, drift- and exception-gated by ScubaDrift
	Yes — ScuBAGear + ScubaDrift dispositions
	ScuBA adapter (no slot binding)
	Validation phase (after Vol I makes the baseline the natural steady state)

	KSI-011..014 (4)
	CMT — change-management evidence
	SBOM/VEX pipeline (Syft, Grype, OpenVEX) under EO 14028 §4 / SR-family; every dependency change logged, immutably redeployed, and validated per deployment
	No
	slot-06 security
	Vol IV Book 02

	KSI-015..016 (2)
	SCR-MIT / SCR-MON
	SCRM charter + continuous supply-chain monitoring
	No
	slot-06 security
	Vol IV Books 02–03

	KSI-017..021 (5)
	PIY (GIV/RES/RIS/RSD/RVD)
	Privacy program, PII data-flow maps, Purview Data Map integration
	No
	slot-05 endpoint
	Vol IV Book 04

	KSI-022 (1)
	CED-RAT
	Machine-readable training-effectiveness record (LMS → Graph API export)
	No
	slot-08 training
	Vol IV Book 05

	KSI-023..029 (7)
	INR / RPL
	Sentinel/XDR incident playbooks + DR/continuity architecture
	No
	slot-07 continuity, slot-04 telemetry
	Vol III Book 06 and Vol IV Book 01


Bottom line: 10 of 29 rules are attestable by conformance tooling alone; 19 of 29 exist as evaluable rules only because the series built the evidence architecture underneath them. The substrate parts feed the whole table: the identity slot (slot-01) draws on Vol I Books 03, 04, 05 and Vol III Book 01; the network slot (slot-03) on Vol I Books 01, 02, and 06; the data and telemetry slots (slot-02, slot-04) on Vol III Books 01, 02, and 05. Remove the substrate and the 19 slot-bound rules do not degrade — they become unevaluable.

Residual Compliance Risk Under Current Architecture
The table below identifies the specific NIST SP 800-53 Rev 5 findings a FedRAMP assessor would document under current Agency architecture. Each row represents an expected POA&M item — an open finding that requires a Plan of Action and Milestones and must be tracked through closure at every assessment cycle. The final column identifies the architectural element that closes the finding.
This is not a complete audit finding list. It presents the findings most directly attributable to the specific architectural gaps this series addresses.
Expected POA&M Items Under Current Architecture and the Technology That Closes Each
	Expected Finding
	Assessment Condition
	Root Cause
	Closed By

	CM-8: Component inventory incomplete
	IP inventory assembled manually per environment; no continuous discovery; VM additions not captured at provisioning; four separate CMDB feeds with inconsistent update cycles
	No unified IP Address Management system; inventory diverges from actual state between scans
	InfoBlox IPAM — atomic provisioning creates IP, DNS, and inventory record simultaneously at workload creation

	SC-20 / SC-21: DNSSEC not implemented
	AWS Route 53 private zones cannot be DNSSEC-signed (documented platform gap); SDN segments not covered by any signed zone; no recursive DNSSEC validation on client-side resolvers
	No authoritative DNSSEC-capable resolver spanning all four environments
	InfoBlox DNSSEC Grid — signs all zones including internal SDN segments; provides recursive DNSSEC validation across all environments

	SC-7: DNS-layer boundary control absent
	C2 callback domains resolvable via standard resolver; DNS exfiltration undetected; no enforcement of GCC-only Microsoft 365 endpoint resolution
	No DNS Response Policy Zone (RPZ) enforcement
	InfoBlox RPZ + CISA Protective DNS feed — blocks C2 domains, exfiltration patterns, and non-GCC M365 endpoints at the resolver

	AU-2 / AU-12: DNS and DHCP events not in SIEM
	Four separate DNS log formats; DHCP lease events not captured; no unified audit trail for IP allocation and resolution events; correlation across environments impossible
	Per-environment logging without unified syslog pipeline
	InfoBlox unified syslog — single RFC 5424 stream across all Grid Members to agency SIEM

	IA-9 / SC-8: Certificate-to-IP binding undocumented
	mTLS enrollment is manual and untracked; certificate inventory not linked to IP host records; SCEP/EST enrollment not enforced at provisioning
	No PKI integration with IP management
	InfoBlox PKI / SCEP/EST — certificate issued at provisioning, revoked at decommission, linked to IP host record

	SC-8: Network-layer encryption absent on DIA circuits
	DIA circuits carry traffic unencrypted at the network layer; confidentiality rests on per-flow application-layer TLS, which covers only the flows that negotiate it — DNS, legacy protocols, and misconfigured applications ride bare — with no circuit-level attestation
	No IPsec overlay on DIA circuits
	SD-WAN IPsec overlay — encrypts every flow on the circuit at the network layer, converting an unbounded set of per-flow TLS attestations into one circuit-level closure

	AC-4: Application-layer information flow not enforced
	Traffic inspected at IP/port layer only; GCC-tenant and commercial-tenant Microsoft 365 are indistinguishable at the network layer; data type and destination classification absent from enforcement decision
	No application-layer inspection on DIA path
	SASE CASB — identifies application, tenant, data type, and user action at each session; enforces information flow policy

	SC-7: Application-layer boundary protection absent on DIA path
	Port 443 traffic opaque to network controls; C2 on standard HTTPS port undetectable; data loss patterns invisible to IP/port firewall
	No Secure Web Gateway on DIA path
	SASE SWG / FWaaS — inline SSL inspection and application-layer boundary enforcement at every DIA egress point

	SI-3: Inline malware inspection absent on DIA path
	Malware delivered over HTTPS reaches endpoints before SIEM detection; no inspection point on DIA path between field office and internet
	No inline scanning on DIA circuit
	SASE SWG with SSL inspection — malware scanning inline at the nearest SASE Point of Presence

	AU-12: Session records incomplete
	IP flow logs contain source IP, destination IP, port, and byte count; user identity, device posture, application, action, and data type absent; non-repudiation requirements cannot be met
	No application-layer session logging on DIA path
	SASE per-session telemetry — structured record per session including user, device, application, action, data type, timestamp

	IA-2: NTLM authentication events are audit-opaque
	NTLM authentication does not produce token-level event records; SIEM cannot correlate authentication events with user identity, device, or session; pass-the-hash exposure undetectable
	Kerberos/NTLM in use; Entra ID not deployed; NTLM fallback silent and unmonitored
	Entra ID token-based authentication — every authentication produces a structured, queryable token-level event record

	IA-5: SQL Server credential inventory undocumented
	SQL logins store password hashes in SQL Server; no centralized rotation; service account passwords not managed by any credential management system; orphaned SQL logins not detected
	Mixed-mode SQL authentication with stored credential hashes
	Entra ID for SQL — SQL logins eliminated; Managed Identity connections require no stored credential; credential inventory becomes an Entra audit report

	CM-8: SQL Server estate undocumented
	SQL Server instances not fully enumerated; version and end-of-life posture unknown for some instances; login inventory stale; linked server dependencies not mapped
	No SQL estate discovery or continuous inventory process
	SQL estate discovery + continuous monitoring record — every instance inventoried, every login typed and tracked, every dependency mapped


FedRAMP 20x implication: Under FedRAMP 20x rules (mandatory January 1, 2027), POA&M items no longer trigger periodic remediation deadlines — they trigger continuous evidence collection requirements. An open CM-8 finding under FedRAMP 20x requires the agency to demonstrate a continuous, machine-readable inventory update process, not a one-time scan. Findings that require manual evidence assembly cannot satisfy FedRAMP 20x Key Security Indicator (KSI) requirements.

Vol I Book 01 — Landing Zone DDI: InfoBlox DDI Closes 18 NIST Controls
What This Document Addresses
Every federal cloud landing zone — whether on AWS GovCloud, Azure Government, Oracle OCI, or on-premises VMware — requires DNS, DHCP, and IP Address Management (DDI) to function. Agency operates four such environments simultaneously. Without a unified DDI control plane, each environment generates its own IP inventory, its own DNS logs, and its own certificate records. FedRAMP compliance evidence must be assembled separately from each.
InfoBlox DDI is one of a small number of FedRAMP Moderate-authorized DDI platforms — but that DDI-specific authorization is six days old as of this writing, not the December 2022 vintage most of this series cites. CSO FR2017257053 was originally agency-authorized December 15, 2022 via the U.S. Census Bureau / Dept. of Commerce for BloxOne Threat Defense Federal Cloud — a DNS-security/threat-intelligence service, not DDI/IPAM. On July 22, 2026, the same CSO — rebranded Infoblox Government Cloud, hosted on AWS GovCloud — was recertified FedRAMP Moderate with an expanded boundary adding Universal DDI Management, NIOS-X Servers, and Universal Asset Insights. Verify current authorization scope, sponsor, and package status on the FedRAMP Marketplace at time of procurement — this is a newly expanded boundary. A single InfoBlox deployment spanning all four Agency environments closes 18 NIST SP 800-53 Rev 5 controls that would otherwise require manual evidence assembly from four separate sources.
NIST Control Closure — Vol I Book 01
Vol I Book 01 — NIST SP 800-53 Rev 5 Control Closure: InfoBlox DDI Landing Zone
	NIST Control
	Control Title
	Technology
	Without InfoBlox DDI
	With InfoBlox DDI
	Evidence Generated

	SC-20
	Secure Name/Address Resolution (Authoritative)
	InfoBlox DNSSEC
	DNSSEC not signed on internal SDN zones; AWS Route 53 private zones cannot be DNSSEC-signed (documented platform gap)
	All zones including internal SDN segments signed; DS record published to .gov TLD registrar
	DNSSEC key rotation log; DS record audit

	SC-20(1)
	Child Subspaces
	InfoBlox DNSSEC
	No cryptographic chain of trust for subzone delegation
	Grid Master signs all delegated subzones; chain of trust maintained automatically
	Delegation signer records in Grid audit log

	SC-21
	Secure Name/Address Resolution (Recursive)
	InfoBlox RPZ + PDNS
	No recursive DNSSEC validation on client-side resolvers
	All Grid Members perform recursive DNSSEC validation; CISA Protective DNS feed integrated as RPZ
	RPZ hit log to SIEM; validation failure alerts

	SC-22
	Architecture and Provisioning for Name/Address Resolution
	InfoBlox Network Insight
	DNS topology undocumented or manually maintained
	Network Insight auto-generates authoritative DDI topology; Grid Master-to-Member map maintained continuously
	Network Insight export; SSP Appendix J auto-populated

	SC-7
	Boundary Protection
	InfoBlox RPZ
	DNS-layer egress is uncontrolled; no enforcement of GCC boundary for Microsoft 365
	RPZ enforces domain-level egress blocking across all four environments; blocks C2 domains, DNS exfiltration, and non-GCC M365 endpoints
	RPZ block rate dashboard; SC-7(7) exfiltration alert

	SC-7(7)
	Split Tunneling for Remote Devices
	InfoBlox RPZ
	No DNS-layer control over split tunnel behavior
	RPZ blocks resolution of split-tunnel-bypass domains; enforces GCC-only Microsoft 365 resolution
	RPZ policy export; block event log

	SC-8
	Transmission Confidentiality and Integrity
	InfoBlox PKI / mTLS
	Certificate-to-IP binding undocumented; mTLS enrollment manual or absent
	mTLS enforced between workloads via certificate-to-IP binding; SCEP/EST enrollment automated at provisioning
	Certificate Tracker report; mTLS config export

	SC-8(1)
	Cryptographic Protection
	InfoBlox PKI
	Encryption enforcement point-by-point; no systematic coverage
	Certificate Tracker links cert thumbprint, expiry, issuer, and key strength to every IP host record
	Cert inventory report; expiry alert log

	CM-8
	System Component Inventory
	InfoBlox IPAM
	IP inventory assembled manually per environment; four separate CMDB feeds; inventory drifts between assessments
	Every IP host record is a CM-8 inventory item; SDN connectors enrich with VM name, OS, owner, and cloud region in near-real-time
	IP host record export to ServiceNow CMDB; CM-8 report on demand

	CM-8(1)
	Updates During Installation / Removal
	InfoBlox IPAM
	New workloads added without inventory update until next scan
	IaC integration creates IP+DNS+cert record atomically at provisioning; destroys all three at decommission
	Terraform state; IP lifecycle audit log

	CM-2 / CM-6
	Baseline Configuration / Configuration Settings
	InfoBlox Grid
	DNS and DHCP configuration undocumented; drift undetected
	Grid configuration versioned; IaC integration enforces baseline; Grid audit log records every configuration change
	Terraform state; Grid configuration snapshot

	SA-9
	External System Services
	InfoBlox DNS Forwarders
	External DNS dependencies undocumented; no systematic SA-9 table
	All external DNS forwarding destinations registered as governed external services; conditional forwarders generate SA-9 table automatically
	Forwarder config export; SSP SA-9 table

	IA-5(2)
	Public Key-Based Authentication
	InfoBlox PKI / Cert Tracker
	Certificate inventory maintained manually; expiry not linked to IP records
	Certificate Tracker links cert thumbprint, expiry, issuer, and enrollment source to IP host record
	Cert inventory report; expiry alert log

	IA-9
	Service Identification and Authentication
	InfoBlox SCEP/EST
	Workload-to-workload authentication undocumented; certificates issued ad hoc
	Every SDN workload receives a certificate via SCEP/EST automation at provisioning; certificate possession = boundary membership
	SCEP enrollment log; cert-to-IP binding report

	AU-2 / AU-12
	Event Logging / Audit Record Generation
	InfoBlox Syslog
	DNS, DHCP, and IP allocation events logged per-environment in incompatible formats; no unified SIEM feed
	Single syslog stream from all Grid Members across all four environments; RFC 5424 format; 3-year retention configured
	SIEM dashboards; retention policy; pre-built Sentinel/Splunk queries

	IR-4 / IR-5
	Incident Handling / Incident Monitoring
	InfoBlox RPZ + SIEM
	RPZ block events require manual review; no automated IR ticket generation
	RPZ block events auto-generate SIEM IR tickets; DNSSEC failure triggers SOC alerts; DNS exfiltration detection with behavioral baselining
	IR playbook; RPZ alert-to-ticket pipeline

	SI-3
	Malicious Code Protection
	InfoBlox RPZ + TIDE
	No DNS-layer malware blocking; C2 domains reachable via standard resolution
	DNS-layer malware blocking via RPZ prevents resolution of C2 domains, ransomware callback, and phishing sites using CISA PDNS + TIDE feed
	RPZ block count by threat category; TIDE feed update log

	PL-8
	Security and Privacy Architectures
	InfoBlox DDI (Path A: inherited CSO / Path B: agency-carried)
	DDI architecture described informally or not at all in SSP
	Unified DDI architecture documented in SSP; under Path A the InfoBlox CSO is cited as an inherited control for the DDI layer, under Path B (the closer fit for Agency’s topology per Vol I Book 01) the DDI layer is documented as an agency-operated component with natively generated evidence
	SSP Section 13 architecture narrative


Controls closed: 18 (SC-20, SC-20(1), SC-21, SC-22, SC-7, SC-7(7), SC-8, SC-8(1), CM-8, CM-8(1), CM-2/CM-6, SA-9, IA-5(2), IA-9, AU-2/AU-12, IR-4/IR-5, SI-3, PL-8)
FedRAMP 20x alignment: InfoBlox WAPI generates all DDI evidence natively as machine-readable JSON — the evidence format the FedRAMP 20x KSI schema expects — with no additional tooling. Mechanism-class peers with full REST APIs (e.g., BlueCat) can satisfy the same evidence contract; the ConMon roadmap’s alternatives matrix documents the substitution consequences.

Vol I Book 02 — Network Access Control: 802.1X Closes the Device Identity Gap
What This Document Addresses
Every control in this series that evaluates who is requesting assumes the network already knows what is requesting. Vol I Book 02 closes that assumption with five interlocking mechanisms:
· 802.1X EAP-TLS — port authentication with TPM-backed machine certificates issued via Intune SCEP
· RADIUS with Change of Authorization (CoA) — real-time policy enforcement; non-compliant devices moved to the remediation VLAN without requiring re-authentication
· NAC policy tiers — production, remediation, quarantine, guest, and IoT lanes with distinct access rights
· DHCP fingerprinting — device classification feeding IPAM as the authoritative device inventory
· NAC → ZTNA continuum — posture asserted at the port evolves into posture asserted in the token (Vol I Book 03)
The book opens with the Voice VLAN precedent — DHCP option-based device steering as the earliest production proto-NAC — to ground the architecture in operational history before extending to the full EAP-TLS model.
Controls closed: IA-3, IA-3(1), AC-3, AC-17, AC-19, AC-20, SC-7(3), SC-7(5), CM-6, CM-7, CM-8 — the IA-3 and CM-8 closures are necessity closures (no scanner authenticates a port; you cannot inventory what you cannot enumerate), and several deepen controls addressed at other layers in Vol I Books 01 and 05.
Vol I Book 03 — Certificates & Tokens: Cryptographic Identity
What This Document Addresses
Domain-controller-tethered authentication died with the perimeter: Kerberos depends on continuous reachability to a KDC, and under slow active-passive WAN failover that dependency surfaces as the 30-to-45-second logon field offices report when the path to the domain controller drops (Vol I Book 06 documents the mechanism; active-active multipath removes the failover gap). The ticket itself is not network-path-bound — Windows omits client addresses from tickets by default — so the modernization case does not rest on ticket binding; it rests on the deeper asymmetry: Kerberos needs a reachable DC, while a token carries cryptographic authorization that survives any transport. Vol I Book 03 establishes what replaces it:
· PKI as a naming-plane function — certificate issuance, revocation, CAA, and ACME DNS-01 live in the same substrate as Vol I Book 01’s DDI
· Certificate lifecycle automation — short-lived certificates with automated ACME renewal; expiry linked to IP host records
· Token-based identity — OAuth 2.0/OIDC, certificate-based authentication (CBA), and phishing-resistant MFA per BOD 25-01
· Machine and workload identity — managed identity for non-human principals that cannot hold passwords
The SQL Server authentication modernization in Vol II Books 01–02 is a direct application of this book’s cryptographic identity doctrine to the database tier.
Controls closed: IA-5(2), SC-12, SC-17, IA-2(1), IA-2(2) — with the cryptographic-identity substrate on which the Vol I Book 05 identity modernization and Vol II Books 01–02 database closures stand.
Vol I Book 04 — OPM HRIT and the Identity & Organizational SSOT
What This Document Addresses
Every account, token, and access decision in this architecture asserts something about a person: who they are, whether they still work here, what position they hold, and where they sit in the organization. Vol I Book 04 establishes the system that makes those assertions true — Oracle HCM Cloud as the authoritative source for worker identity and organizational structure:
· Joiner/mover/leaver lifecycle — HR events drive same-day account creation, role change, and deprovisioning into Entra ID via SCIM
· Organizational SSOT — supervisory hierarchy, positions, and cost centers as queryable records that derive dynamic groups and access packages instead of living in OU trees and static drawings
· Identifier management — canonical identifiers anchored to the HR record flow through all downstream systems
· Identity-plane and naming-plane integration — federation, SCIM provisioning, DNS, and evidence export make this a substrate function, not a hosting-track function
Controls closed: AC-2, AC-2(1), PS-4, PS-5, IA-4, SI-12 — the AC-2 and PS-4 closures are necessity closures: you cannot automate account lifecycle from a source of truth that does not exist, and no scanner detects that someone left — only the HR system knows, and only an event-driven feed makes revocation same-day. Vol I Book 05’s structural dependency (“tokens work only if the authorization they assert is correct”) resolves here.

Vol I Book 05 — Network and Identity Modernization: Entra ID + ZTNA + Drift Reconciliation Closes 13 NIST Controls
“Drift reconciliation” is an architectural pattern, not a product. Wherever it appears in this document’s technology columns, it names a control-plane role: continuously observe actual state, compare it to desired state, and emit machine-readable reconciliation records. Any conformance/reconciliation engine that satisfies that contract fills the role; no product selection is implied.
What This Document Addresses
The agency’s authentication architecture was designed for a world where all users, all servers, and all applications were co-located inside a data center connected by a private network. Active Directory Kerberos assumes continuous line-of-sight to a domain controller — an assumption that holds inside a data center and degrades once client and server are separated by cloud, VPN, or a WAN whose path to the DC can fail; the logon experience, not the ticket, is what suffers. The agency now operates across four cloud environments simultaneously. The authentication model has not been updated to match.
The four principles this document establishes are:
1. Restore a single source of truth — collapse twelve regional AD silos into one HR-derived authoritative identity model
1. Deploy application-aware networking — enforce policy at the application layer, not the IP/port layer
1. Move from session-based to token-based identity — replace Kerberos with Entra ID JWT tokens that carry cryptographic proof of authorization
1. Implement drift reconciliation — a control plane that holds desired state, observes actual state, classifies drift, and reconciles toward intent while generating machine-readable evidence continuously
NIST Control Closure — Vol I Book 05
Vol I Book 05 — NIST SP 800-53 Rev 5 Control Closure: Entra ID + ZTNA + Drift Reconciliation
	NIST Control
	Control Title
	Technology
	Without Modernization
	With Entra ID + ZTNA + Drift Reconciliation
	Authority

	IA-2 / IA-2(1)
	Identification and Authentication / Multi-factor Authentication to Privileged Accounts
	Entra ID Conditional Access
	Kerberos-based authentication; MFA optional and inconsistently applied; NTLM fallback generates opaque, unauditable authentication events
	Entra ID Conditional Access enforces phishing-resistant MFA (CBA/FIDO2) for every access request; NTLM eliminated; every authentication event generates a structured log
	OMB M-22-09; BOD 25-01

	IA-3
	Device Identification and Authentication
	Intune MDM + Conditional Access
	Device identity derived from AD computer object; no compliance posture check; non-compliant devices indistinguishable from compliant
	Intune MDM posture fed to Conditional Access as input to every access decision; non-compliant devices denied access regardless of user credential validity
	OMB M-22-09 §3; CISA ZTMM Devices pillar

	IA-5
	Authenticator Management
	Entra ID + CBA Pipeline
	Kerberos ticket lifecycle managed implicitly; no structured credential inventory; password policy inconsistent across twelve regional domains
	Entra ID manages credential lifecycle centrally; CBA certificates issued and revoked via structured pipeline; phishing-resistant credentials enforced by policy
	NIST SP 800-63; BOD 25-01

	AC-2
	Account Management
	Entra ID + OPM HRIT Integration
	AD accounts managed per-region; no authoritative HR-derived source; orphaned accounts persist after offboarding; twelve regional OU trees with no unified view
	HR system drives authoritative account lifecycle (create, modify, deprovision) via OPM HRIT integration; every account traceable to an authoritative HR record; orphan account detection automated
	FICAM Architecture; Evidence Act (2018)

	AC-3
	Access Enforcement
	ZTNA — Per-session Policy
	Access rights encoded in regional OU structure; no per-session verification; once authenticated, access determined by static group membership
	ZTNA enforces per-session, per-application access based on real-time identity, device posture, and data classification; no standing access; least-privilege enforced per request
	NIST SP 800-207; OMB M-22-09

	AC-4
	Information Flow Enforcement
	SASE / ZTNA Stack
	Network perimeter as primary enforcement boundary; application identity not verified at network layer
	SASE/ZTNA stack enforces application-layer policy; user identity, device posture, application, and data type all present at enforcement point
	NIST SP 800-207; TIC 3.0 Use Cases E/F

	AC-17
	Remote Access
	ZTNA — Micro-tunnels
	VPN extends network trust to remote users; compromised endpoint inside VPN has same access as trusted administrator
	ZTNA replaces VPN; per-application micro-tunnels established per-session; compromised endpoint gains access only to the specific application authorized for that session
	OMB M-22-09 §4; CISA ZTMM Networks pillar

	CM-8
	System Component Inventory
	Drift-Reconciliation Control Plane
	Device inventory derived from AD computer objects; SDN environments not covered; four environments with no unified view
	drift-reconciliation control plane maintains authoritative device inventory across all four environments; IPAM integration adds IP-to-device-to-user linkage
	NIST SP 800-53 Rev 5 CM-8; Federal Data Strategy

	SI-12
	Information Management and Retention
	Entra ID OPM HRIT + SSOT
	No authoritative data lineage; regional databases with incompatible schemas; no cross-region reconciliation
	Single source of truth with documented data lineage from authoritative source to downstream consumer; Evidence Act compliance achieved
	Evidence Act (2018); NIST SP 800-53 Rev 5 SI-12

	AU-2 / AU-12
	Event Logging / Audit Record Generation
	Entra ID + ZTNA Session Logs
	Authentication events opaque (NTLM); application-layer actions not captured; no structured audit trail linking user to action to data
	Every Entra ID authentication event structured and queryable; every ZTNA session record includes user, device, application, action, data type, timestamp; machine-readable
	NIST SP 800-53 Rev 5 AU-2, AU-12; FedRAMP 20x KSIs

	CA-7
	Continuous Monitoring
	Drift-Reconciliation Control Plane
	Point-in-time assessments; no automated detection of configuration drift from authorized baseline
	The drift-reconciliation control plane observes actual state continuously, classifies deviation as drift, and generates machine-readable reconciliation records; desired-vs-actual gap is the ConMon artifact
	NIST SP 800-37 Rev 2 CA-7; FedRAMP 20x Consolidated Rules

	SC-7
	Boundary Protection
	SASE / ZTNA + DNS
	Network perimeter as boundary; application-layer exfiltration undetected
	Application-aware boundary enforcement; SASE inspects all egress traffic at application layer; DNS-layer boundary enforcement via RPZ
	NIST SP 800-207; TIC 3.0

	SC-20 / SC-21
	Secure Name/Address Resolution Service (Authoritative Source / Recursive or Caching Resolver)
	Drift Reconciliation + InfoBlox
	DNS security dependent on per-environment tools with no unified policy
	Unified DNS security enforced via governance control plane; DNSSEC and RPZ applied consistently across all environments
	NIST SP 800-53 Rev 5 SC-20, SC-21


Controls closed: 13 (IA-2/IA-2(1), IA-3, IA-5, AC-2, AC-3, AC-4, AC-17, CM-8, SI-12, AU-2/AU-12, CA-7, SC-7, SC-20/SC-21)
The structural dependency: Principle 3 (token-based identity) depends on Principle 1 (single source of truth). Tokens work only if the authorization they assert is correct. Replacing Kerberos with Entra ID tokens while the underlying authorization model remains encoded in twelve regional OU trees with no HR-derived source means signing broken authorizations efficiently. The SSOT restoration is not a prerequisite to schedule later — it is the prerequisite that all other controls depend on.

Vol I Book 06 — Telecommunications Modernization: SD-WAN + SASE Closes 7 NIST Controls
What This Document Addresses
The agency operates two telecommunications platforms with shared network dependencies: Amazon Connect (the N8NN national inbound contact center, running on AWS commercial by specific authorized exception) and Microsoft Teams Phone (the internal unified communications replacement for PBX). Both platforms fail ITU-T G.114 voice quality thresholds under current MPLS hairpin architecture — field offices in western locations exceed the 150ms one-way delay limit before a call is connected.
DIA (Direct Internet Access) circuits at field offices solve the latency problem by eliminating the geographic hairpin. However, DIA alone satisfies zero NIST controls. DIA is a pipe. The NIST control requirements for information flow enforcement, boundary protection, transmission confidentiality, malware protection, system monitoring, audit logging, and continuous monitoring are satisfied by the SASE and SD-WAN control stack that governs the pipe — not by the pipe itself. And under TIC 3.0, the relationship is not advisory: DIA requires a distributed enforcement point providing protection commensurate with the agency’s risk tolerance — in practice the applicable security-capabilities catalog entries. The three-step form of this argument — what DIA solves, what it satisfies, what bare DIA breaks — is stated in The Closure Necessity Doctrine above.
NIST Control Closure — Vol I Book 06
Vol I Book 06 — NIST SP 800-53 Rev 5 Control Closure: SD-WAN + SASE for Telecommunications
	NIST Control
	Control Title
	Technology
	Without SD-WAN / SASE
	With SD-WAN / SASE Stack
	What Provides It

	AC-4
	Information Flow Enforcement
	SASE — CASB
	Traffic inspected at IP/port layer only; application identity unknown; GCC vs. commercial M365 indistinguishable at network layer
	Application-layer identification of destination application, data type, and boundary classification; GCC vs. commercial distinguished and enforced
	CASB in SASE stack

	SC-7
	Boundary Protection
	SASE — SWG / FWaaS
	No application-layer inspection on DIA path; C2 traffic on port 443 indistinguishable from legitimate HTTPS; DNS exfiltration undetected
	Application-layer inspection at every DIA egress point; SWG detects C2 on standard ports, DNS exfiltration, and data loss patterns
	SWG / FWaaS in SASE stack

	SC-8
	Transmission Confidentiality and Integrity
	SD-WAN — IPsec
	DIA circuit is unencrypted at the network layer; FIPS-validated application-layer TLS closes SC-8 only per flow — non-TLS flows (DNS, legacy protocols, misconfigured applications) ride bare, and closure must be attested flow by flow
	SD-WAN IPsec tunnel encrypts every flow on the circuit at the network layer, regardless of each application’s TLS state
	SD-WAN IPsec overlay

	SI-3
	Malicious Code Protection
	SASE — SWG SSL Inspection
	No inline malware inspection on DIA path; malware reaches endpoints before detection
	SSL inspection and malware scanning inline at SASE PoP nearest to field office; sub-100ms inspection latency
	SWG with SSL inspection in SASE stack

	SI-4
	System Monitoring
	SD-WAN — AAN Telemetry
	IP flow logs available; application-layer behavior (user, device, application, data type, action) not captured
	Application-layer telemetry captures user identity, device posture, application accessed, data type, and behavioral pattern per session
	AAN application-layer telemetry

	AU-2 / AU-12
	Event Logging / Audit Record Generation
	SASE — Session Logging
	IP flow logs record source IP, destination IP, port, bytes; user identity, application, action, and data type absent from logs
	Every session record includes: user identity (from IdP), device posture (from MDM), application (from DPI), action, data type, timestamp — structured, queryable
	AAN logging via SASE stack

	CA-7
	Continuous Monitoring
	SASE — Per-session Records
	Point-in-time assessments; no per-session posture verification
	Per-session: identity verified against IdP, device posture checked against MDM, access consistent with policy, session outcome recorded — machine-readable
	SASE stack per-session records


Controls closed: 7 (AC-4, SC-7, SC-8, SI-3, SI-4, AU-2/AU-12, CA-7)
Additionally required for Amazon Connect .com boundary compliance:
Vol I Book 06 — Additional Controls for Amazon Connect Boundary Compliance
	NIST Control
	Technology
	Requirement
	What Satisfies It

	SA-9
	SSP Documentation + InfoBlox DNS
	Amazon Connect is an external system service; .com exception must be documented in SSP SA-9 with authorization basis, data types, and boundary obligations
	SSP SA-9 entry with ATO exception narrative, call recording S3 location, and API call logging

	AU-9
	AWS KMS + S3 Access Logging
	Call recording access controls and audit logging for recordings containing PII
	S3 bucket access logging + KMS key management documentation

	IA-8
	Identification and Authentication (Non-organizational Users)
	Federated authentication events (Entra ID to Amazon Connect SAML assertions) must be logged and KSI-verifiable
	SAML assertion log from Entra ID federated to Amazon Connect


G.114 compliance note: ITU-T G.114 one-way voice delay must not exceed 150ms. The SD-WAN local breakout investment that satisfies SC-7, SC-8, and CA-7 simultaneously eliminates the MPLS hairpin and brings Portland-to-AWS-us-west-2 latency from 100–130ms (over MPLS) to 5–15ms (DIA). The same investment fixes Amazon Connect and Teams Phone without modification. It does not need to be purchased twice.

Vol II — SQL Server and Database Architecture
What These Documents Address
Vol II Books 01–03 address the authentication surface, implementation runbooks, and infrastructure architecture for SQL Server — the database tier that underlies most Agency business systems. The database layer carries the same credential vulnerabilities as the identity and network layers addressed in Vol I: stored passwords in SQL logins, NTLM fallback in database authentication, manual credential rotation, and no continuous compliance evidence.
Vol II Book 01 (SQL Server Authentication Modernization) is the conceptual guide: Arc Managed Identity replaces stored credentials, NTLM is eliminated in three phases, logins are migrated using a parallel-run pattern, and Entra Conditional Access becomes the outer authentication perimeter for SQL.
Vol II Book 02 (SQL Server Implementation Guide) is the operational runbook: ten sequential books covering estate discovery, authentication audit, Arc deployment, login migration, NTLM detection and remediation, Entra group structure, application chain migration, continuous monitoring, and certificate lifecycle.
Vol II Book 03 (Database Consolidation and Network Physics) addresses the architectural substrate: logical vs. physical centralization, the speed-of-light propagation floor that constrains cross-region consistency, SD-WAN traffic class separation for database replication traffic, token-based security as a database consolidation enabler, and the consistency class to transport class alignment rule.
NIST Control Closure — Vol II Books 01–02 (SQL Server Authentication)
Vol II Books 01–02 — NIST SP 800-53 Rev 5 Control Closure: SQL Server Authentication Modernization
	NIST Control
	Control Title
	Technology
	Without SQL Modernization
	With Arc + Entra for SQL
	Authority

	IA-2
	Identification and Authentication
	Entra ID for SQL
	SQL logins and Windows Integrated Auth (NTLM) in use; NTLM events audit-opaque
	Entra token-based auth for all connections; every authentication produces a structured, token-level event
	OMB M-22-09; BOD 25-01

	IA-3
	Device Identification and Authentication
	Azure Arc
	SQL Server host identity derived from AD computer object; cloud workloads have no verifiable device identity
	Arc Managed Identity cryptographically binds server identity to Arc enrollment; identity verifiable at any Entra endpoint
	EO 14028; NIST SP 800-207

	IA-5
	Authenticator Management
	Entra ID + Managed Identity
	SQL logins store password hashes in SQL Server; no centralized rotation; orphaned credentials persist
	All stored SQL credentials eliminated; Managed Identity connections require no credential; Entra manages all credential lifecycle
	NIST SP 800-63; BOD 25-01

	AC-2
	Account Management
	Entra dynamic groups
	SQL access provisioned manually by DBA on ticket; no HR-derived lifecycle; orphaned access not detected at offboarding
	SQL access derived from Entra dynamic group membership driven by HR attributes; access lifecycle tracks employment status automatically
	FICAM Architecture

	AC-3
	Access Enforcement
	Database roles + Entra groups
	Static database role grants; no real-time lifecycle; access persists after role change
	Database roles mapped to Entra groups; group membership continuously reconciled with HR system; access current with actual role
	NIST SP 800-207

	AC-17
	Remote Access
	Entra Conditional Access
	SQL connections from remote/contractor systems use same auth as on-site; no device compliance check
	Conditional Access enforces device compliance and MFA for all Entra-authenticated SQL connections from any location
	OMB M-22-09 §4

	AU-2 / AU-12
	Event Logging / Audit Record Generation
	Entra sign-in logs
	NTLM auth events not token-level; no user-to-action-to-data correlation; pass-the-hash invisible to SIEM
	Token-level audit event for every Entra-authenticated connection; structured, queryable, correlated to user, device, application
	FedRAMP 20x KSIs; NIST SP 800-53

	CA-7
	Continuous Monitoring
	Continuous compliance record
	No continuous monitoring of SQL auth posture; point-in-time audit only
	Daily machine-readable compliance export: login type inventory, NTLM event count, Managed Identity coverage, sa status
	FedRAMP 20x Consolidated Rules

	CM-2 / CM-8
	Baseline Configuration / Component Inventory
	SQL estate inventory
	SQL Server instances not fully enumerated; login inventory stale; version and EoL posture undocumented
	Complete instance inventory with version, auth type, login count, and dependency map; updated continuously
	NIST SP 800-53 Rev 5 CM-8

	SC-8
	Transmission Confidentiality
	TLS + Arc certificate
	SQL TLS certificate inventory undocumented; renewal not tracked; ADCS dependency unknown
	TLS certificate inventory linked to IP host record; Arc manages server certificate; renewal tracked against CA
	NIST SP 800-53 Rev 5 SC-8

	SI-4
	System Monitoring
	Zero-NTLM monitoring
	NTLM authentication invisible to monitoring; pass-the-hash not detectable
	Post-Phase C monitoring for NTLM recurrence; any NTLM event generates SIEM alert; zero-count assertion in compliance record
	NIST SP 800-53 Rev 5 SI-4


Controls closed (Vol II Books 01–02): IA-2, IA-3, IA-5, AC-2, AC-3, AC-17, AU-2/AU-12, CA-7, CM-2/CM-8, SC-8, SI-4 — all are deepened closures of controls addressed in Vol I at the identity and network layers, now extended to the database authentication layer.
NIST Control Closure — Vol II Book 03 (Database Architecture and Network Physics)
Vol II Book 03 — NIST SP 800-53 Rev 5 Control Closure: Database Consolidation and Network Physics
	NIST Control
	Control Title
	Technology
	Architectural Gap
	With Correct Architecture
	How Closed

	SC-28
	Protection of Information at Rest
	SQL Server TDE
	Data files on disk unencrypted unless separately configured; TDE not consistently applied
	TDE with AES-256 enforced on all retained databases; key stored in Arc-managed certificate store
	Database-level TDE configuration in deployment baseline

	SC-5
	Denial of Service Protection
	SD-WAN QoS + lean/fat separation
	Backup and replication traffic competes with consensus quorum ACKs on the same network path; bulk transfer can delay leader election
	Lean lane carries heartbeats and quorum ACKs; fat lane carries backups and async replication; class separation enforced by SD-WAN QoS marking
	SD-WAN traffic classification and per-class path policy

	SC-8
	Transmission Confidentiality
	SD-WAN IPsec on replication paths
	Async replication streams may traverse unencrypted segments; no network-layer guarantee on replication traffic
	SD-WAN IPsec overlay encrypts all inter-site database replication traffic at the network layer
	SD-WAN IPsec on all database replication traffic paths

	CA-3
	Information Exchange
	Token-scoped cross-system access
	Cross-database access (linked servers, federated queries) authenticated via passthrough or stored credential
	Entra tokens scope every cross-system database access to the specific resource and consumer; passthrough credentials eliminated
	Linked server migration to service principal; Entra-scoped federated access

	SA-8
	Security and Privacy Engineering
	Consistency class alignment
	Strong consistency requirements applied implicitly to all reads regardless of geographic position; cross-region strong consistency imposes round-trip latency on every read with no explicit design decision
	Workloads explicitly classified by consistency requirement; strong consistency routed intra-region; cross-region reads use async replica with documented staleness bound
	Consistency class to transport class design rule applied at architecture review

	AU-9
	Protection of Audit Information
	Geo-replicated immutable audit log
	Audit logs may reside only in the region where the database is hosted; single-region loss event could destroy audit trail
	Audit logs replicated asynchronously to write-once storage in a second region; loss of primary region does not destroy audit record
	Async replication of audit logs to immutable secondary-region store

	CP-9
	System Backup
	Async DR replica + backup
	Backup policy exists but DR replica synchronization not monitored; backup-to-restore time not measured against RTO
	Async replication to DR replica with continuous lag monitoring; periodic backup to immutable store; RTO and RPO validated by documented test
	DR replica lag monitoring; backup-to-restore time test record

	CP-10
	System Recovery and Reconstitution
	DR failover runbook
	No documented failover procedure with measured recovery time; DR readiness not continuously tested
	Documented DR failover runbook with measured RTO and RPO from last test; annual DR test documented and reviewed
	DR test record with measured recovery time; runbook maintained in configuration management


Net new controls from Vol II Book 03 (not addressed in Vol I or Vol II Books 01–02): SC-28, SC-5, CA-3, SA-8, AU-9, CP-9, CP-10 — 7 additional controls, bringing the series total to 34 distinct controls.

Vols III–IV — Expanded Control Coverage
Vol III and Vol IV Book 01 extend the series from the network and identity planes into the operational security planes: privileged access, vulnerability management, data protection, detection engineering, and contingency planning — adding approximately 55 additional controls. Vol IV Books 02–04 close the three control families the network and security architecture documents cannot address on their own: supply chain risk management, program management governance, and PII processing transparency.
NIST Control Closure — Vols III–IV
Vols III–IV — NIST SP 800-53 Rev 5 Control Coverage
	Designation
	Topic
	Target Controls
	Technology

	Vol III Book 01
	Privileged Access Management
	AC-5, AC-6, AC-6(1/2/5/7/9/10), AC-11, AC-12, IA-11
	Entra PIM + PAW

	Vol III Book 02
	Vulnerability Management
	RA-5, RA-5(2), RA-5(5), SI-2, SI-2(2), SI-5, CM-7, CM-7(1)
	Defender MDVM + CISA KEV

	Vol III Book 05
	Data Protection
	MP-2, MP-3, MP-4, MP-5, SC-12, SC-13, SC-17, SC-28, AU-10
	Purview + Key Vault CMK

	Vol III Book 06
	SIEM / XDR / Detection Engineering
	AU-6, AU-6(1/3), AU-7, AU-8, AU-11, SI-4, SI-4(2/4/5), IR-4, IR-6, IR-8
	Microsoft Sentinel + Defender XDR

	Vol IV Book 01
	Business Continuity
	CP-2, CP-2(1/2/3), CP-3, CP-4, CP-4(1/2), CP-6, CP-7, CP-7(1/2/3), CP-8, CP-8(1/2)
	Azure Site Recovery + DR runbooks

	Vol IV Book 02
	Supply Chain Risk Management
	SR-1, SR-2, SR-3, SR-5, SR-6, SR-8, SR-10, SR-11
	Syft/Grype SBOM pipeline (EO 14028 §4 / SR-family; remediation SLAs per BOD 26-04)

	Vol IV Book 03
	Program Management and Governance
	PM-1, PM-2, PM-5, PM-7, PM-9, PM-11, PM-14, PM-15, PM-30
	ISPP / POA&M / SCRM Charter templates

	Vol IV Book 04
	PII Processing and Transparency
	PT-1, PT-2, PT-3, PT-4, PT-5, PT-7
	Purview Data Map + PT family templates

	Vol IV Book 05
	Cybersecurity Awareness and Training
	AT-2, AT-2(1), AT-2(2), AT-3, AT-3(3), AT-3(5), AT-4, CP-3, IR-2
	LMS · Viva Learning · Microsoft 365 Compliance

	Vol IV Book 06
	Authorization Package and ConMon
	CA-2, CA-5, CA-6, CA-7, CA-7(1), CA-7(3), RA-3, SA-15
	OSCAL AP+AR+POA&M · FedRAMP VDR/VER (NTC-0014) · ConMon dashboard


KSI alignment: Vol III and Vol IV Book 01 map to KSI-MLA (Monitoring, Logging, Alerting), KSI-SVC (Service Configuration), and KSI-IAM (Identity and Access Management) themes in the FedRAMP 20x Consolidated Rules. Vol III Book 06 (Sentinel) is the primary MLA evidence source; Vol III Books 01 and 02 contribute KSI-IAM-ELP (Least Privilege) and KSI-MLA-ALA (Analyzing and Acting on Alerts) respectively. Vol IV Books 02–04 map to KSI-SCR (Supply Chain Risk), KSI-SCR-MON (Continuous Monitoring), and KSI-PIY-RSD (Reviewing Security in SDLC) — the three CR26 themes that require governance and process artifacts rather than infrastructure configuration. Vol IV Book 05 activates KSI-022 (KSI-CED-RAT), the only previously scaffolded KSI — delivering the machine-readable LMS training-effectiveness record that binds the AT family to the Conformance Adapter and makes all 29 internal KSI-decomposition rules evaluable. Vol IV Book 06 converts that evaluable state into an authorization package — assembling the OSCAL bundle, filing the FedRAMP VDR/VER submission (NTC-0014), and establishing the CA-7 ConMon program.

Volumes VI–IX — Deployment, Coordination & Day-2 Coverage
Volumes I–IV close the controls and Volume V teaches them; Volumes VI–IX make them buildable and operable. These four volumes overwhelmingly re-express controls the architecture volumes already close — at the deployment plane (Vol VI, as code) and the workflow/enforcement plane (Vols VII–IX, as governed, evidenced ServiceNow work) — rather than closing new control numbers. The one genuinely new control number across all four is CM-5 (separation-of-duties over DDI change, Vol VIII). The Series Control Crosswalk (Vol 0 appendix) carries the full per-control index; the tables below summarize each volume’s contribution.
Volume VI — Implementation (the architecture, as deployable code)
Each Vol VI book deploys what an architecture book closes — so both the “what” and the “how” are visible on one row of the crosswalk.
Volume VI — control operationalization as deployable code
	Designation
	Topic
	Controls operationalized (primary families)
	Technology

	Vol VI Book 00
	Implementation Overview
	CM-2, CM-3 (deploy discipline)
	IaC · CI/CD

	Vol VI Book 01
	Landing Zone & Network as Code
	SC-7, SC-20/21/22, CM-8, AC-4
	Terraform / Bicep

	Vol VI Book 02
	Identity & Access as Code
	AC-2/5/6, IA-2/3/5/11, SC-17
	Entra · SCIM · policy-as-code

	Vol VI Book 03
	Detection Engineering
	AU-6, SI-4, AC-7/AC-12
	Sentinel KQL rule library

	Vol VI Book 04
	Response Automation (SOAR)
	IR-4/6, AC-12, AC-2(13)
	Logic Apps / SOAR playbooks

	Vol VI Book 05
	Data Protection Deployment
	MP-2–5, SC-12/17/28, AU-10
	Purview · Key Vault

	Vol VI Book 06
	Configuration Baselines & Hardening
	CM-2/3/6/7, SI-2
	Machine Config · hardening

	Vol VI Book 07
	Evidence & ConMon Pipeline
	AU-6/12, CA-5/7
	OSCAL emitter pipeline

	Vol VI Book 08
	Validation & Test Harnesses
	CA-2/7, SI-4
	Conformance test harnesses


Volume VII — ServiceNow Control-Compliance Automation
The coordination layer. ServiceNow’s CMDB reconciles to the authoritative IPAM/DDI asset identity (CM-8 join key) and never becomes the SSOT; cloud reach is via Graph/native APIs from an in-boundary MID Server, with no standing admin, and actuation stays platform-native.
Volume VII — ServiceNow control-compliance coordination
	Designation
	Topic
	Controls coordinated
	Mechanism (function, not product)

	Vol VII Book 01
	CMDB Reconciliation & Asset Identity
	CM-8, CM-3
	CMDB reconciled to the IPAM/DDI CM-8 join key; change gated before actuation

	Vol VII Book 02
	M365 Control-Compliance Automation
	CM-6, AC-2, CA-7
	SCuBA/baseline drift → tracked ServiceNow task; M365 test results → attestation → KSI feed

	Vol VII Book 03
	Azure Control-Compliance Automation
	CM-6, SI-2, RA-5
	Azure Policy / Defender / Update Manager findings → ServiceNow remediation tasks

	Vol VII Book 04
	Control Attestation, Evidence & KSI
	CA-2, CA-5, CA-7
	ServiceNow IRM/GRC control tests + POA&M → OSCAL/KSI evidence into the ConMon package


Volume VIII — Multi-Cloud DDI Landing-Zone Automation
The naming/addressing plane realized across Azure, AWS, GCP, OCI, and VMware — the series’ one deliberate multi-CSP breadth exception — with ServiceNow as the governed front door for DDI change. Naming-plane necessity is anchored in Vol I Book 01; here it is the multi-cloud build-out.
Volume VIII — multi-cloud DDI, the naming plane across every cloud
	Designation
	Topic
	Controls
	Mechanism

	Vol VIII Book 06
	Cross-Platform Operations & Multi-Cloud Governance
	SC-20, SC-22, CM-8
	One authoritative Infoblox DDI plane across all five clouds; IPAM as the CM-8 join key

	Vol VIII Book 07
	ServiceNow Orchestration — Governed DDI Front Door
	CM-3, CM-5, AU-2
	Catalog → Flow approval/SoD → Terraform apply → validation → CMDB close; immutable audit trail


Volume IX — ServiceNow Day-2 Operations
The governed catalog for routine Entra/M365/Azure day-2 work — same discipline as Vol VII (Graph via in-boundary MID, no standing admin, every action audited and reconciled to CM-8).
Volume IX — governed day-2 operations
	Designation
	Topic
	Controls
	Mechanism

	Vol IX Book 01
	Helpdesk & ITSM Catalog
	AC-2, IA-5, AC-6
	Joiner/mover/leaver, credential resets, and time-bound group requests as governed catalog items — no standing elevation from a helpdesk click

	Vol IX Book 02
	Landing Zone Front Door
	CM-2, CM-8, CM-3
	Catalog → speculative Terraform plan → apply → validation → CMDB close; subnets reconciled to IPAM/DDI at provisioning

	Vol IX Book 03
	App Registration Governance
	IA-5(2), SC-17, AC-6
	Short-lived (ACME) app credentials with mandatory expiry; scoped consent gated by a security approver; orphaned registrations flagged

	Vol IX Book 04
	Teams Telephony Catalog & SCuBA Drift
	CM-3, CM-6, AU-2
	Number/calling-policy/voice-routing changes with E911 validation; Teams SCuBA drift folded into the Vol VII M365 loop

	Vol IX Book 06
	Identity & Access Governance
	AC-2, AC-5, AC-6, IA-4, IA-5, AU-2
	Event-driven JML from the HRIT SSOT, access-certification campaigns, and the IAM evidence feed — Kit Expansion Phase 2, gated on requirements v1.0



Combined Control Closure Summary
Total Controls Closed Across the Original Six Tracks (Vol I Books 01, 05, 06 and Vol II)
Combined Control Coverage by Family and Technology
	Control Family
	Technology
	Controls Closed
	Implementing Track

	SC — System and Communications Protection
	InfoBlox DNSSEC, RPZ, PKI; SD-WAN IPsec; SASE SWG; TDE; QoS
	SC-5, SC-7, SC-7(7), SC-8, SC-8(1), SC-20, SC-20(1), SC-21, SC-22, SC-28
	Vol I Books 01, 05, 06 and Vol II Book 03

	CM — Configuration Management
	InfoBlox IPAM; Drift Reconciliation; SQL estate inventory
	CM-2, CM-6, CM-8, CM-8(1)
	Vol I Books 01, 05 and Vol II Books 01–02

	AU — Audit and Accountability
	InfoBlox Syslog; SASE Session Logs; Entra ID Logs; Geo-replicated audit
	AU-2, AU-9, AU-12
	Vol I Books 01, 05, 06 and Vol II

	IA — Identification and Authentication
	InfoBlox PKI / SCEP; Entra ID Conditional Access; Intune MDM; Arc + Entra for SQL
	IA-2, IA-2(1), IA-3, IA-5, IA-5(2), IA-8, IA-9
	Vol I Books 01, 05 and Vol II Books 01–02

	AC — Access Control
	SASE CASB; ZTNA; Entra ID OPM HRIT; SQL Entra groups
	AC-2, AC-3, AC-4, AC-17
	Vol I Books 05–06 and Vol II Books 01–02

	CA — Assessment, Authorization, and Monitoring
	SASE; Drift Reconciliation; SQL compliance record; Entra cross-system token
	CA-3, CA-7
	Vol I Books 05–06 and Vol II

	CP — Contingency Planning
	DR replica + backup; DR runbook
	CP-9, CP-10
	Vol II Book 03

	IR — Incident Response
	InfoBlox RPZ + SIEM Integration
	IR-4, IR-5
	Vol I Book 01

	SA — System and Services Acquisition
	InfoBlox DNS Forwarders; SSP Documentation; Consistency class design
	SA-8, SA-9
	Vol I Books 01, 06 and Vol II Book 03

	SI — System and Information Integrity
	InfoBlox RPZ + TIDE; SASE SWG; Entra ID OPM HRIT; NTLM monitoring
	SI-3, SI-4, SI-12
	Vol I Books 01, 05, 06 and Vol II Books 01–02

	PL — Planning
	InfoBlox Inherited FedRAMP ATO
	PL-8
	Vol I Book 01


Control Count Comparison
Control Closure Summary
	Implementation Track
	Technology
	Controls Open (Current)
	Controls Closed (After)
	Net Reduction

	Vol I Book 01 — InfoBlox DDI Landing Zone
	InfoBlox DDI (DNSSEC, RPZ, IPAM, PKI, Syslog)
	18 open with manual/no evidence
	18 closed with automated evidence
	16 controls automated

	Vol I Book 06 — SD-WAN + SASE (Telecom)
	SD-WAN IPsec + SASE (SWG, CASB, FWaaS, ZTNA)
	7 open; DIA alone satisfies none
	7 closed by SASE stack
	7 controls automated

	Vol I Book 05 — Entra ID + ZTNA + Drift Reconciliation
	Entra ID, Intune MDM, ZTNA, Drift Reconciliation
	13 open or partially satisfied
	13 closed with machine-readable evidence
	12 controls automated

	Vol II Books 01–02 — SQL Server Authentication
	Azure Arc + Entra ID for SQL; NTLM elimination
	Authentication layer open across all SQL instances
	Controls deepened to database tier; continuous SQL compliance record
	SQL auth surface closed

	Vol II Book 03 — Database Architecture + Network Physics
	TDE; SD-WAN QoS; DR architecture; consistency alignment
	7 distinct controls open
	7 net new controls closed
	7 controls added to series

	Total
	InfoBlox + SD-WAN/SASE + Entra/ZTNA + Arc/SQL
	Substantial open / partially satisfied
	34 distinct controls closed
	34 controls with KSI-ready evidence


Why 34 distinct controls: Several controls appear across multiple tracks (SC-7, SC-8, SC-20/21, AU-2/AU-12, CM-8, CA-7). Where multiple tracks address the same control at different layers (e.g., DNS-layer SC-7 in Vol I Book 01, network-layer SC-7 in Vol I Book 06, database-layer authentication in Vol II Books 01–02), both implementations contribute. The 34 count is of distinct control numbers — the total implementation coverage across all layers of each control is broader.
What “Closed” Means Under FedRAMP 20x
FedRAMP 20x Consolidated Rules (June 25, 2026) replace periodic evidence assembly with continuously-verified, machine-readable Key Security Indicators. A control is “closed” under FedRAMP 20x when:
1. Evidence is generated automatically by infrastructure, not assembled manually by staff
1. Evidence is in machine-readable format (structured JSON via API)
1. Evidence is continuously updated — not point-in-time
1. Evidence can be validated programmatically against the published KSI schema on GitHub
All six implementation tracks produce machine-readable evidence natively:
· InfoBlox WAPI exports all DDI evidence as structured JSON
· SASE stack exports per-session telemetry in structured log format
· drift-reconciliation control plane generates desired-vs-actual JSON records as its primary output
· SQL continuous monitoring record exports login type, NTLM event count, and Managed Identity coverage as daily structured JSON
· DR and backup records export RTO, RPO, and test result timestamps as structured audit records
The architectural transition described in all six documents IS the FedRAMP 20x compliance posture — not a compliance project layered on top of operations.

Previously Identified Gaps — Now Closed by Vol IV Books 02–04
Three NIST SP 800-53 control families required additional artifacts beyond network and security architecture documents. Vol IV Books 02–04 were authored to close these gaps; the series is now complete across all identified control families.
SR — Supply Chain Risk Management (EO 14028 §4 / SR-family)
The SBOM and exploitability (VEX) pipeline is anchored to EO 14028 §4, OMB M-22-18 / M-23-16 attestation guidance, the SR control family, and NIST SP 800-161 — not to BOD 26-04, which is a risk-tiered remediation directive and does not mandate supply-chain artifacts. What activates December 7, 2026 is FedRAMP’s Vulnerability Detection & Response (VDR) and Vulnerability Evaluation & Reporting (VER) rule set (NTC-0014), aligned to the same date BOD 26-04’s remediation timelines take effect; the pipeline’s blocking-gate SLAs follow that remediation model. KSI-015 and KSI-016 (KSI-SCR — Supply Chain Risk Mitigation and Monitoring) are now evaluable through Vol IV Book 02; the same pipeline additionally supplies the KSI-CMT change-management evidence for KSI-011 through KSI-014.
Controls closed: SR-1, SR-2, SR-3, SR-5, SR-6, SR-8, SR-10, SR-11
Vol IV Book 02 — Supply Chain Risk Management delivers: a Syft CycloneDX SBOM generation pipeline (EO 14028 §4 / SR-3, SR-4), Grype continuous vulnerability scanning with OpenVEX exploitability assertions, a GitHub Actions blocking gate whose remediation SLAs follow the BOD 26-04 four-variable risk model, and a vendor disclosure matrix. KSI-SCR-MIT and KSI-SCR-MON activated at high confidence.
PM — Program Management
PM controls require organizational governance artifacts — security program plan, POA&M process, authorization boundary documentation, and metrics reporting.
Controls closed: PM-1, PM-2, PM-5, PM-7, PM-9, PM-11, PM-14, PM-15, PM-30
Vol IV Book 03 — Program Management and Governance delivers: ISPP template, POA&M tracker, SCRM Charter, Leadership RACI matrix, risk register, and T&T&M plan. KSI-SCR governance closure at high confidence.
PT — PII Processing and Transparency
PT controls are required for any system processing PII — including citizen-facing portals and HR/workforce systems in the GCC Moderate context.
Controls closed: PT-1, PT-2, PT-3, PT-4, PT-5, PT-7
Vol IV Book 04 — PII Processing and Transparency delivers: Privacy Program Plan, authority-to-process templates, SORN/PIA scaffolding, and Purview Data Map enforcement integration with Vol III Book 05 sensitivity labels. KSI-PIY-RSD activated at high confidence.
AT — Cybersecurity Awareness and Training (KSI-022 Gate)
The FedRAMP 20x KSI-CED-RAT (“Reviewing All Training”) requirement mandates persistent, machine-readable evidence that cybersecurity training is reviewed across all four dimensions. KSI-022 was the only remaining scaffold KSI across all 29 internal KSI-decomposition rules.
Controls closed: AT-2, AT-2(1), AT-2(2), AT-3, AT-3(3), AT-3(5), AT-4, CP-3, IR-2
Vol IV Book 05 — Cybersecurity Awareness and Training delivers: role-based training matrices for six high-risk tiers (sysadmins, privileged access users, developers, IR responders, data stewards, executives), LMS integration with machine-readable governance.training-effectiveness-record JSON schema, Viva Learning Graph API export for AT-4 retention records, CP-3 tabletop exercise calendar, and IR-2 drill documentation templates. KSI-022 (KSI-CED-RAT) activated at high confidence. All 29 internal KSI-decomposition rules are now evaluable.
Priority 4: CR26 Breadth Gaps — Resolved
FedRAMP 20x Consolidated Rules cover all 29 internal KSI-decomposition rules. Five themes that previously had zero evaluable rules — CED, INR, RPL, SCR, PIY — are now addressed: SCR and PIY by Vol IV Books 02–04, CED by Vol IV Book 05. INR (Incident Notification and Response) and RPL (Replication and Continuity) are served by Vol III Book 06 and Vol IV Book 01 through Sentinel/XDR playbooks and the Business Continuity DR architecture. All scaffold KSIs have been activated.

Conformance Adapter and OSCAL Emitter Framework
The twenty-three-book series generates evidence. The Conformance Adapter is the governance layer that maps evidence → control → KSI and produces the OSCAL AP/AR/POAM artifact bundle that FedRAMP 20x evaluators ingest.
Current state. The tooling is authored and the bundle emits; every KSI verdict below is self-assessed against the series’ internal KSI decomposition, not yet mapped to the finalized CR26 Moderate indicator catalog, and pending independent SCA and implementation (see the KSI-count reconciliation open item above). The Maturity column states the highest state actually reached, never more:
Maturity legend. Authored = the deliverable documents/tooling exist · Ref-impl = a reference implementation runs and emits the artifact · Deployed = running against the Agency estate · Assessed = independently validated by a 3PAO/SCA. No cell below claims past Ref-impl.
	Component
	Maturity
	Self-assessed result (internal rule set — pending CR26 + SCA)

	Conformance Adapter schema
	Authored
	29/29 of the series’ internal KSI decomposition mapped (not the 46 CR26 indicators)

	Surface slots 1–8 (all slots)
	Ref-impl
	Bound to Compliance evidence; slot-08 training activated by Vol IV Book 05

	OSCAL AP
	Ref-impl
	10 themes, 46 CR26 indicators

	OSCAL AR
	Ref-impl
	29 findings, 0 open in the internal rule set — expected non-empty once CR26-mapped and assessed

	OSCAL POA&M
	Ref-impl
	0 items in the internal rule set; POA&M expected non-empty after CR26 mapping + SCA

	ScuBA adapter (KSI-001..010)
	Ref-impl
	CISA ScuBAGear M365 continuous assessment

	Slot evaluator (KSI-011..029)
	Ref-impl
	High-confidence bindings for all active rules


# Generate the full bundle (run monthly for ConMon) — shown for the reference
# implementation; any engine satisfying the series evidence contract emits the
# same AP/AR/POA&M bundle shape:
<engine> oscal bundle --system-name "Agency GCC Moderate" \
 --output-dir output/artifacts/ksi-bundle
# Result: 29/29 self-assessed satisfied against the series' internal KSI decomposition,
# pending CR26 rule-ID reconciliation and independent SCA (POA&M expected
# non-empty once mapped/assessed).

Implementation Priority and Sequencing
Implementation Priority, Technology, and Sequencing
	Priority
	Track
	Technology
	Rationale

	1 — Immediate
	Vol I Book 01: InfoBlox DDI Landing Zone
	InfoBlox DDI (DNSSEC, RPZ, IPAM, PKI, Syslog)
	Blocks every other implementation: DNS is the foundational naming layer. Zero Trust policy, ZTNA micro-tunnels, RPZ boundary enforcement, and certificate lifecycle all depend on a functioning DDI layer. Largest evidence gap — 16 controls with no automated evidence today.

	1a — Concurrent with Vol I Book 01
	Vol I Book 02: Network Access Control
	802.1X EAP-TLS + RADIUS + Intune SCEP
	Monitor-mode 802.1X and DHCP fingerprinting can begin as soon as IPAM exists — NAC’s device inventory is Vol I Book 01’s IPAM. Deploying NAC while the DDI grid rolls out avoids re-touching every switch port twice.

	1b — Precedes Vol I Book 05 and Vol II Books 01–02
	Vol I Book 03: Certificates & Tokens
	Entra ID CBA + ACME + managed identity
	Certificate and token doctrine is the prerequisite for the identity modernization (Vol I Book 05) and SQL authentication (Vol II Books 01–02) tracks; the certificate pipeline it establishes is the same one Vol I Book 02’s machine certificates ride.

	1c — Precedes Vol I Book 05
	Vol I Book 04: OPM HRIT Identity & Org SSOT
	Oracle HCM Cloud + Entra inbound provisioning (Spec2-D3.1)
	Vol I Book 05’s structural dependency is explicit: tokens work only if the authorization they assert is correct. The HR-derived SSOT must be flowing into Entra before the token rollout signs its assertions — attribute-authority agreement and the inbound provisioning pilot can start immediately alongside Vol I Book 01.

	2 — Concurrent with Vol I Book 01
	Vol I Book 06: SD-WAN + SASE
	SD-WAN (Cisco/VMware/Palo Alto) + SASE (Zscaler/Netskope/Prisma)
	The G.114 compliance failure (Amazon Connect latency) is an active operational problem generating citizen-facing quality failures today. DIA + SASE deployment is the fastest path to a measurable operational improvement and closes 7 NIST controls simultaneously.

	3 — Structured program
	Vol I Book 05: Entra ID + ZTNA + Drift Reconciliation
	Entra ID, Intune MDM, ZTNA overlay, drift-reconciliation control plane
	The largest structural change — replacing session-based with token-based identity. Plan as a multi-phase program; SSOT restoration (Principle 1) must precede token rollout (Principle 3).

	4 — In parallel with Vol I Book 05
	Vol II Books 01–02: SQL Server Authentication
	Azure Arc + Entra ID for SQL; NTLM elimination program
	Arc enrollment enables SQL Entra auth independently of the full AD-to-Entra migration. Can begin on SQL instances before the broader Entra migration completes. NTLM Phase A (discovery) can begin immediately.

	5 — Concurrent with Vol II Books 01–02
	Vol II Book 03: Database Architecture
	TDE; SD-WAN QoS for DB traffic; DR architecture; consistency alignment
	TDE can be applied immediately; SD-WAN QoS for database traffic is a configuration change if SD-WAN is deployed; DR architecture is an ongoing program.


The January 1, 2027 hard date: FedRAMP 20x Consolidated Rules are mandatory on January 1, 2027 for the certified cloud service offerings Agency inherits. New Rev 5 certifications cease June 11, 2027. An agency whose inherited services transition to machine-readable KSI evidence while its own ConMon evidence stays manual will face inheritance friction at renewal — which is why this series structures agency evidence on the same KSI schema. All tracks must be in active implementation — not in planning — by Q4 2026.

Phased Delivery Roadmap
The roadmap tracks two things that must not be conflated: authoring (the books, templates, and evidence pipeline — complete as of July 2026) and implementation (deployment against the estate — not started; draft pending OIS review). Phase dates below are implementation milestones; “Authored” means the deliverable documents and tooling exist, not that the milestone has been executed.
Phased Delivery Roadmap — Phase 0 through Phase 6 (authoring vs. implementation)
	Phase
	Timeline
	Authoring
	Implementation
	Deliverables

	Phase 0
	July 2026
	✅ Complete
	⬜ Not started
	Vol I Books 01 and 05–06, Vol II Books 01–03, Vol III Books 01, 02, 05, 06, and Vol IV Book 01 delivered; Conformance Adapter slots 1–4 bound

	Phase 1
	August 2026
	✅ Complete
	⬜ Not started
	Vol IV Book 02 SR/SBOM/VDR; Adapter SR slot bound; KSI-011–014 → active

	Phase 2
	Sep–Oct 2026
	✅ Complete
	⬜ Not started
	OSCAL Emitter AR output; Vol IV Book 03 PM governance artifacts; CR26 SR/PM rules

	Phase 3
	November 2026
	✅ Complete
	⬜ Not started
	Vol IV Book 04 PT/PII templates; Vol IV Book 05 AT training program; KSI-022 → active; all 29 internal KSI rules evaluable

	Phase 4
	December 2026
	✅ Complete
	⬜ Not started
	FedRAMP VDR/VER submission (NTC-0014) (due Dec 7); Authorization package assembled for the Agency AO; OSCAL AP+AR+POAM bundle (29/29 self-assessed, pending independent SCA)

	Phase 5
	January 2027
	✅ Complete
	⬜ Not started
	CR26 mandatory for inherited CSOs; All 23 implementation books operational; Continuous monitoring cadence established

	Phase 6
	Ongoing
	✅ Complete
	⬜ Not started
	Monthly OSCAL AR refresh; Quarterly KSI evidence review; Annual full re-assessment; ATO renewal preparation



Technology Recommendations by Gap
Technology Recommendations by Gap Area
	Gap Area
	Recommended Technology / Approach

	SBOM generation
	Syft (Anchore) or Trivy — integrated into CI/CD pipeline

	VDR format
	CycloneDX 1.6 (XML or JSON) — CISA-preferred

	VER submission
	CISA VEX Portal or email per BOD 26-04 guidance

	OSCAL AP/AR
	The governance engine’s OSCAL bundle emitter (per the series evidence contract) — OSCAL document version pinned in Vol IV Book 06 §2.1 (currently 1.0.4); verify FedRAMP’s current machine-readable schema target before each authorization-cycle freeze

	PII mapping
	Purview Data Map + sensitivity label lineage (extends Vol III Book 05)

	PM metrics
	Sentinel workbook for AU/CA/PM KPI dashboard (extends Vol III Book 06)
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Vol 0 Book 00a — Federal Compliance — Executive Brief
Read this first. It is the two-page brief. The technical body — the per-book NIST SP 800-53 control-closure tables — lives in Vol 0 Book 00 (the Executive Summary / technical compendium). This brief carries only the thesis, the deadlines that bind, the decisions we need, and what inaction costs.
Date Code: 2026-07-19 20:10 ET
The thesis, in one paragraph
Agency’s federal compliance debt is not a resource shortage — it is an architectural pattern mismatch. The estate was built for a world where compute, identity, and communication sat inside a perimeter; the controls now required under Executive Order 14028, OMB M-22-09, TIC 3.0, and the FedRAMP 20x Consolidated Rules (CR26) cannot be satisfied by a perimeter architecture at any budget. The implementations in this series are therefore structural prerequisites for an agency Moderate authorization whose evidence survives the FedRAMP 20x transition, not optional modernization projects. A small number of “truth-plane” mechanisms — authoritative IPAM/DDI naming, cryptographic identity, and a unified evidence contract — are load-bearing: everything else can be re-platformed; these can only be depended on.
The three deadlines that bind
	Date
	What happens
	Why it binds Agency

	Aug 31, 2026
	FedRAMP 20x Class B + C opens
	The pipeline Agency’s inherited Moderate providers enter — Agency’s window. The substrate must exist to structure inherited evidence cleanly.

	Dec 7, 2026
	BOD 26-04 VDR/VER in force
	SBOM + vendor disclosure required; risk-based remediation timelines live.

	Jan 1, 2027
	CR26 mandatory
	All ConMon evidence must be machine-readable KSI format.


Two nearer non-FedRAMP clocks also run against controls this series closes: Aug 7, 2026 (BOD 26-04 agency policies due) and Sep 21, 2026 (FIPS 140-2 certificates move to the NIST Historical List). The fully-sourced narrative timeline is the ConMon Gap Roadmap; the binding dates come from federal-compliance-authority-deadlines.yml, the gated registry that is the single source of truth for every federal date the series cites.
Decisions required from OIS / CIO
This work has not been reviewed or endorsed by OIS or the CIO — the authoring team does not hold that authority, and this is a required step before any commitment. The specific decisions:
1. Endorse (or redirect) the architecture doctrine. Owner: OIS + CIO · By: before any procurement or build commitment.
1. Accept the ServiceNow High-on-Moderate boundary treatment, or name a Moderate-authorized alternative. ServiceNow Government Cloud is FedRAMP High coordinating a Moderate boundary (a conservative delta). Owner: AO / ISSO · By: before the Vol VII–IX build.
1. Fund the load-bearing substrate first — IPAM/DDI, then the SD-WAN transport overlay and TIC 3.0 enforcement. Owner: CIO / budget · By: in time to structure evidence for the Aug 31, 2026 window.
1. Direct the internal-rules → CR26 reconciliation and schedule the independent SCA. 27 of 46 CR26 indicators are not yet bound to a rule (attested at ScuBA baseline only); the June 25, 2026 finalized-list blocker has cleared. Owner: OIS ConMon lead · By: before independent SCA; no later than Aug 31, 2026.
1. Decide the Volume VIII multi-cloud breadth. Vol VIII spans AWS/GCP/OCI/ VMware — the one deliberate exception to the GCC-Moderate/Microsoft scope. Owner: CIO · By: before committing Vol VIII beyond Azure.
Cost of inaction
If the substrate is not in place before the Aug 31, 2026 window and the Jan 1, 2027 CR26 mandate:
· Inherited authorizations stop reconciling. Without the naming/identity/ evidence planes, the agency cannot assemble a continuous, machine-readable KSI package, and inherited-service evidence cannot be joined into one picture.
· The same findings recur every assessment cycle. Open CM-8 (component inventory), SC-20/SC-21 (DNSSEC), and SC-8 (transport encryption) findings become standing POA&M items that manual evidence assembly cannot clear under 20x.
· Spend does not fix it. The perimeter architecture cannot satisfy the Zero Trust controls regardless of tooling budget — the mismatch is structural, so money spent without the pattern change buys tools that measure a gap they cannot close.
Reading paths by role
· Authorizing Official / budget: this brief, then the Product Inventory Questionnaire (Vol 0 Book 01) for product/authorization status, and the Residual Compliance Risk section of Book 00 for the finding-level exposure.
· ISSO / assessor: the Series Control Crosswalk (Vol 0 Book 02) and the generated Claim → Evidence → Test Matrix for what is proven vs asserted, then Vol IV Book 06 (Authorization Package & ConMon).
· Engineer: the volume overview books (Vol_*_Book_00), then Volume VI (deploy-as-code) and the Volume VIII/IX kits shipped as source in the distribution kit.
Honest status line
Self-assessed against the series’ internal KSI decomposition; CR26 indicator coverage is 19/46 (see the CR26 Reconciliation), the spine’s generated-and-gated closures cover 20 of 71 books, and the whole package is pending independent SCA. Nothing here is an authorization result. Full detail: Vol 0 Book 00 (technical compendium).
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is a discovery instrument, not an authorization artifact or a procurement decision, and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-18 00:33 ET
Purpose and How to Use
This questionnaire inventories the products an agency already operates and maps each onto the Federal Compliance architecture — the functional planes, the control-closure books, and the Management-Plane Coordination Doctrine. It exists because the Compliance plan is being executed without full visibility into the agency’s deployed tooling: you cannot select a coordination stack, or claim an inherited control, without first knowing what is already in place and how it is authorized.
Two editions of this instrument render from one source:
· Federal edition (the default) — the discovery tables (§4) with the pre-filled inventory (§3) omitted, and the scope rule stated generally: name the boundary level the agency is authorized at, then require every dependency at or above it. This is the edition that publishes.
· Agency edition — the same tables, plus the pre-filled block of known Agency tools (§3) and a hard scope rule (§2) fixing every dependency at FedRAMP Moderate. Its agency facts live in a segregated edition file that is not published.
The two names are literal here on purpose. This passage is about the split, so substituting the agency variable into it would make it circular — “Agency edition” and “Federal edition” would read as two different things.
How to complete it: for each category in §4, fill the four working columns — In use?, Product & offering, FedRAMP status, Deployment surface. The Maps to column is pre-filled; it tells you which Compliance book and functional plane the answer feeds. Anything that fails the §2 rule goes on the §5 flag list.
The Scope Rule — Agency Edition Is Exclusively FedRAMP Moderate
Every product the Agency edition documents as an in-boundary dependency must be FedRAMP Certified at Class C (Moderate). Apply the following dispositions:
	Situation
	Disposition

	Product has a Class C (Moderate) authorization
	✅ In scope — record the CSO / Marketplace ID

	Product is authorized Class D (High) only, no Moderate offering
	⚠️ Flag — High exceeds Moderate technically, but the Agency target is Moderate; confirm boundary treatment or seek a Moderate-authorized alternative

	Product is on-premises gear (appliance/firmware), not a CSP service
	↪️ Not a FedRAMP item — accredit via NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL (see the Network Enforcement Substrate book, Theme F)

	Product is not FedRAMP authorized (commercial SaaS)
	❌ Flag — not eligible as an in-boundary Agency dependency; find a Government/GovCloud edition or replace


FedRAMP nomenclature (current). The “FedRAMP Certified” nomenclature — with impact classes Class C = Moderate and Class D = High — was introduced in the May 4, 2026 CR26 public preview and launched with the Consolidated Rules on June 25, 2026; it becomes mandatory January 1, 2027. This document says “Class C (Moderate)” for the Agency requirement and flags “Class D (High)-only.” Verify every status on the FedRAMP Marketplace at the time of any authorization or procurement decision — authorizations change.
Selection principle — Microsoft-suite preference is earned, not automatic
The agency holds a large Microsoft enterprise agreement, so a Microsoft product is the default candidate for any role when it genuinely coordinates the multi-vendor surface (CSP + NEM + OS) at FedRAMP Moderate — e.g., Sentinel ingesting AWS/OCI/NEM telemetry, or Defender for Cloud as a multi-cloud CNAPP. Preference is earned by demonstrated cross-vendor coordination, not by ownership: where a Microsoft product coordinates only Microsoft surfaces or cannot reach the surface (e.g., Azure Arc cannot patch ESXi), the best cross-vendor coordinator at Moderate wins.
Pre-Filled Inventory — Agency Edition Only
This instrument ships empty on purpose. An agency edition may carry a pre-filled block here: its confirmed tools, each with a verified FedRAMP status and a disposition under §2. The federal edition does not, because a pre-filled inventory answers §4 before the reader starts — and the reader’s own estate is the point.
To build one: complete §4 against your estate, verify each product’s FedRAMP status on the Marketplace, then record the disposition §2 forces for anything below your boundary level. That filled block is agency-specific and belongs with your edition, not in the published instrument.
The Discovery Questionnaire
For each category: mark In use?, name the Product & offering, record FedRAMP status (Class C required for Agency per §2), and the Deployment surface (CSP / NEM / OS / cross). The Maps to column is pre-filled.
Volume I — Foundation & Transport
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	Cloud platforms (CSP)
	Azure/M365 GCC, AWS GovCloud, OCI, GCP, VMware Cloud
	
	
	
	
	Landing Zone · all planes

	Naming & addressing (DDI/IPAM)
	InfoBlox, BlueCat, NetBox
	
	
	
	
	Landing Zone · plane 2

	Certificates / PKI
	ADCS, Entrust, DigiCert, Venafi
	
	
	
	
	Certs & Tokens · plane 2

	HR system of record
	Oracle HCM, Workday, SAP SuccessFactors
	
	
	
	
	HRIT · plane 3

	Directory & IdP
	Entra ID, Okta, Ping, on-prem AD
	
	
	
	
	Network Modernization · plane 3

	Network equipment (NEM)
	Cisco, Palo Alto, Juniper, Fortinet, Arista
	
	
	
	NEM
	Network Enforcement Substrate · plane 1/4

	NAC
	Cisco ISE, Aruba ClearPass, Juniper Mist
	
	
	
	NEM
	NAC / Network Enforcement · plane 3

	SD-WAN / SASE
	Catalyst SD-WAN, Prisma SASE, Zscaler, Netskope
	
	
	
	cross
	Network Mod / Telecom · plane 1/4

	Network performance / observability / WAN-opt
	Riverbed, ThousandEyes, Kentik, SolarWinds
	
	
	
	cross
	Transport telemetry (SI-4/CA-7) · plane 6

	Contact center / UC
	Amazon Connect, Teams Phone
	
	
	
	CSP
	Telecommunications · plane 5


Volume II — Data Platform
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	Database platforms
	SQL Server, Oracle DB, PostgreSQL/RDS, Azure SQL
	
	
	
	CSP/OS
	SQL & DB books · plane 5

	Database auth modernization
	Azure Arc + Entra for SQL, IAM DB auth
	
	
	
	cross
	SQL Auth book · plane 3


Volume III — Security Operations
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	Privileged access (PAM)
	Entra PIM, CyberArk, BeyondTrust, Delinea, SailPoint
	
	
	
	cross
	PAM book · plane 3

	Vulnerability assessment
	Defender VM, Tenable, Qualys, Rapid7, Amazon Inspector
	
	
	
	cross
	Vulnerability Mgmt · plane 6

	Patch / systems management
	Intune, SSM, Azure Update Mgr, OCI OS Mgmt Hub, vLCM, Workspace ONE, Satellite/Ansible, Tanium, BigFix, Ivanti
	
	
	
	OS/cross
	Patch & Systems Mgmt · plane 7

	Cloud posture / CNAPP / CSPM
	Wiz, Prisma Cloud, Defender for Cloud, Orca
	
	
	
	CSP
	Cloud-Native Posture · plane 6

	Container / K8s platform & security
	AKS, EKS, OKE, OpenShift; image scanning
	
	
	
	CSP
	Cloud-Native Posture · plane 5/6

	Data protection / DLP / classification
	Purview, AWS Macie, Symantec DLP
	
	
	
	CSP
	Data Protection · plane 2/5

	Key management / HSM
	Azure Key Vault, AWS KMS, OCI Vault, Thales, Entrust
	
	
	
	CSP
	Data Protection · plane 2

	SIEM
	Sentinel, Splunk, Elastic, Google SecOps, QRadar
	
	
	
	cross
	SIEM / Evidence Fabric · plane 6

	XDR / EDR
	Defender XDR, Cortex XDR, CrowdStrike
	
	
	
	OS/cross
	SIEM/XDR · plane 6

	SOAR / automation
	Sentinel+Logic Apps, Cortex XSOAR, Splunk SOAR, ServiceNow SecOps
	
	
	
	cross
	SIEM / Evidence Fabric · plane 6/7

	Multi-cloud evidence / coordination hub
	ServiceNow, BMC Helix, Jira Service Mgmt
	
	
	
	cross
	Evidence Fabric · plane 6/7


Volume IV — Governance & Assurance
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	Backup / BC-DR
	Azure Site Recovery, AWS Backup, Veeam, Commvault, Cohesity
	
	
	
	cross
	Business Continuity · plane 7

	Supply chain / SBOM
	Syft, Grype, Anchore, Snyk
	
	
	
	cross
	Supply Chain Risk Mgmt

	Documentation / knowledge / collaboration
	Confluence (Atlassian Gov), SharePoint, ServiceNow KB
	
	
	
	CSP
	Program Mgmt / evidence

	GRC / ConMon / OSCAL
	ServiceNow GRC, Xacta, eMASS, or an OSCAL-emitting governance engine
	
	
	
	cross
	Authorization Package & ConMon


Volume VII — ServiceNow Control-Compliance Automation
The coordination layer that turns M365/Azure control state into tracked tasks, reviewable change, and KSI evidence. ServiceNow is a workflow/enforcement plane — its CMDB reconciles to IPAM/DDI (CM-8), it never becomes the SSOT, and actuation stays platform-native. Reach into cloud is via Graph/native APIs from an in-boundary MID Server, with no standing admin.
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	ITSM / workflow platform
	ServiceNow (Government Cloud), BMC Helix, Jira Service Mgmt
	
	
	
	CSP
	Vol VII Bk 00–01 · plane 6/7

	CMDB / discovery
	ServiceNow Discovery / Service Graph, native CSP inventory
	
	
	
	cross
	Vol VII Bk 01 (reconciled to IPAM/DDI, CM-8) · plane 2

	M365 / Entra control test source
	Graph API, ScubaGear, Purview
	
	
	
	CSP
	Vol VII Bk 02 · plane 6

	Azure control test source
	Azure Policy, Defender for Cloud, Update Manager
	
	
	
	CSP
	Vol VII Bk 03 · plane 6/7

	GRC / IRM / attestation
	ServiceNow IRM/GRC, Xacta, eMASS, or an OSCAL-emitting governance engine
	
	
	
	cross
	Vol VII Bk 04 · plane 6

	In-boundary connector
	ServiceNow MID Server (in-boundary)
	
	
	
	cross
	Vol VII Bk 05 (no standing admin) · plane 6/7


Volume VIII — Multi-Cloud DDI Landing-Zone Automation
The authoritative naming/addressing plane realized across Azure, AWS, GCP, OCI, and VMware (the one deliberate multi-CSP breadth exception, by author direction), with ServiceNow as the governed front door for DDI change.
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	Multi-cloud DDI / IPAM
	InfoBlox DDI (Universal DDI / NIOS), BlueCat
	
	
	
	cross
	Vol VIII Bk 01–06 (SC-20/22, CM-8) · plane 2

	Cloud-native DNS/IPAM (per CSP)
	Azure DNS/IPAM, Route 53/VPC IPAM, Cloud DNS, OCI DNS, NSX-T DNS
	
	
	
	CSP
	Vol VIII Bk 01–05 (reconciled to the DDI SSOT) · plane 2

	IaC provisioning
	Terraform / OpenTofu, Bicep
	
	
	
	cross
	Vol VIII Bk 08 · plane 7

	DDI change front door
	ServiceNow Service Catalog + Flow Designer
	
	
	
	CSP
	Vol VIII Bk 07 (CM-3/CM-5 SoD gate) · plane 6


Volume IX — ServiceNow Day-2 Operations
The governed catalog for routine Entra/M365/Azure day-2 work — helpdesk, the landing-zone front door, app-registration governance, and Teams telephony — same discipline as Vol VII (Graph via in-boundary MID, no standing admin, every action audited and reconciled to CM-8).
	Category
	Example products
	In use?
	Product & offering
	FedRAMP status
	Surface
	Maps to

	Helpdesk / ITSM catalog
	ServiceNow catalog over Entra/M365/Azure (Graph via MID)
	
	
	
	cross
	Vol IX Bk 01 (AC-2, IA-5, AC-6) · plane 3

	Landing-zone front door
	ServiceNow catalog → Terraform/Bicep → CMDB
	
	
	
	cross
	Vol IX Bk 02 (CM-2/3/8) · plane 7

	App-registration governance
	Entra app registrations, ACME short-lived certs
	
	
	
	CSP
	Vol IX Bk 03 (IA-5(2), SC-17, AC-6) · plane 3

	Teams telephony
	Teams Phone, Direct Routing / Operator Connect / Calling Plans, SBC; E911 address validation
	
	
	
	CSP
	Vol IX Bk 04 (CM-3/CM-6, AU-2) · plane 5


Volumes V (Training) and VI (Implementation) are not product-discovery surfaces in their own right — Volume V is enablement, and Volume VI operationalizes the Volume I–IV architecture as deployable code using the same products inventoried above (plus IaC/CI tooling: Terraform/OpenTofu, Bicep, GitHub Actions). No separate intake table is needed for them; record any IaC/CI tooling under the Volume VII–VIII rows above.
Flags & Gaps Summary
Roll up here anything that failed the §2 rule or has no product at all. This list becomes the procurement / boundary-decision agenda.
	Item
	Category
	Issue (High-only · gear · unauthorized · missing)
	Action

	Riverbed (Aternity/NPM+)
	Network observability
	Class D (High)-only cloud
	Confirm Moderate need or boundary fit

	Riverbed SteelHead
	WAN-opt
	On-prem gear (not FedRAMP)
	Accredit via NIAP/STIG/FIPS

	Confluence
	Documentation
	Moderate only on Atlassian Gov Cloud
	Confirm not on commercial edition

	ServiceNow
	Coordination hub
	Class D (High)
	Document as High covering Moderate boundary

	Palo Alto Prisma Cloud (CNAPP)
	Cloud posture
	Class D (High)-only
	Agency-preferred; document as High covering Moderate, or select a Moderate CNAPP (Defender for Cloud)

	(add rows as discovery proceeds)
	
	
	


References — FedRAMP Status Sources
	Product
	Source

	FedRAMP Marketplace
	https://marketplace.fedramp.gov/

	SailPoint Identity Security Cloud (Moderate)
	https://www.fedramp.gov/marketplace/products/FR2001938710A/

	ServiceNow Government Cloud (High)
	https://www.servicenow.com/company/media/press-room/servicenow-secures-fedramp-high-authorization.html

	Splunk Cloud Platform (Moderate)
	https://www.fedramp.gov/marketplace/products/F1607197917/

	Riverbed Platform for Government (Class D / High)
	https://www.riverbed.com/blogs/riverbed-platform-achieves-fedramp-class-d-certification/

	Atlassian Government Cloud — Confluence/Jira (Moderate)
	https://www.atlassian.com/blog/announcements/atlassiangovernmentcloud

	Tanium Cloud for US Government (Moderate)
	https://www.fedramp.gov/marketplace/products/FR2110342613/

	Wiz for Government (High)
	https://www.wiz.io/blog/wiz-achieves-fedramp-high-authorization

	Palo Alto Prisma Cloud (High)
	https://www.paloaltonetworks.com/blog/prisma-cloud/fedramp-high-impact-ready/


Draft Proposal - Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is a navigational index, not an authorization artifact, control-inheritance claim, or assessment result, and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-19 20:10 ET
Purpose
This appendix is the series-wide control crosswalk for the Federal Compliance program. It answers one question directly: for a given NIST SP 800-53 Rev 5 control, where in the eleven-volume series is it addressed? Use it as a reverse index when responding to an assessor, building a System Security Plan control-origination table, or checking that a control family is covered before an authorization review.
Across the 149 distinct controls indexed here, the series addresses coverage spanning Volumes I through IX — the transport, data-platform, security-operations, governance, training, and implementation layers, plus the three coordination and day-2 volumes: Volume VII (ServiceNow control-compliance automation), Volume VIII (multi-cloud DDI landing-zone automation), and Volume IX (ServiceNow day-2 operations). Those three do not, in the main, close new control numbers — they coordinate, evidence, and operate controls the architecture volumes already close, routing drift to owners and reconciling every asset to the CM-8 join key (the genuinely new control numbers they add are CM-5 (separation-of-duties over DDI change) plus AC-2(3), AC-2(4), and SA-9(2) from Vol IX Book 05).
Maintenance status — a machine-derived slice now exists; this master table remains the hand-maintained superset
The per-book “Authorities Closed Here” tables are generated from federal-compliance-compliance-spine.yml by render_authorities_table.py, and a CI drift gate (--check, .github/workflows/federal-compliance-authorities-drift.yml) blocks any partial that diverges from the spine. A spine-derived crosswalk is now generated too — render_crosswalk.py renders Compliance_Spine_Crosswalk.md from the same closures and is behind the same drift gate, so the machine-derived slice can never silently fall out of sync with the spine. That slice currently covers the 106 closures across 21 of 72 books the spine carries (53 distinct controls). This series-wide master table below is still the hand-maintained superset — it indexes all 149 controls, including the books the spine has not yet back-filled — so treat it as an author-maintained index, and read the generated slice for the machine-verified subset. As the spine is back-filled book by book, the generated slice grows toward this master automatically.
How This Crosswalk Was Built
The mapping is extracted from each book’s own primary control treatment — the “NIST 800-53 Rev 5 Control Closure” / “Authorities Closed Here” tables and the sections where a control is the substantive subject. Controls that a book only mentions in passing, cites in a framework-alignment cross-reference, or names in a vendor appendix are deliberately excluded, so a row here means the series treats that control as a first-class subject in the named book.
· Titles are the official NIST SP 800-53 Rev 5 short control titles, which occasionally differ from a book’s prose wording.
· Volume VI (Implementation) rows record where a control is operationalized as deployable code; the architecture book that closes the same control appears on the same row, so both the “what” and the “how” are visible at a glance.
· Volume V (Training & Certification) contributes only the controls whose own subject is the training program itself (AT-2 / AT-3), not the many controls it teaches.
· Volumes VII–IX (ServiceNow coordination, multi-cloud DDI, and day-2 operations) record where a control is coordinated, evidenced, or operated — drift raised as a tracked ServiceNow task, a change gated by an approved record, an asset reconciled to the CM-8 join key. With one exception (CM-5, new in Vol VIII), these volumes re-close control numbers the architecture volumes already own, at a different plane (workflow/enforcement) — so a row here for one of these volumes means “this is where the control is made operational and evidenced,” not a second independent closure claim. Actuation stays platform-native throughout.
· Relationship to the compliance spine: federal-compliance-compliance-spine.yml is the single source of truth for the machine-checked closures, and the per-book authorities tables are rendered from it and CI-gated against drift. The spine is being progressively back-filled book by book (~21 of 72 books carry closure rows today). A machine-derived slice of this crosswalk is now rendered from the spine by render_crosswalk.py into Compliance_Spine_Crosswalk.md, behind the same drift gate as the per-book tables — so the spine-provable subset is auto-generated and cannot drift. This master crosswalk remains hand-maintained for the controls in books the spine has not yet back-filled, so it, not the generated slice, is presently the most complete series-wide control view, at the cost of being author-maintained for that remainder. The end state is for the generated slice to reach every book and this table to become fully spine-rendered.
· Claim → evidence → test. For the closure-bearing books, the spine now renders a generated, CI-gated claim → evidence → test traceability matrix: each of the 106 closure claims maps to its evidence slot, its implementing kit (where one exists), and the named falsifying test that would disprove it. It states the coverage honestly — the spine’s generated closures cover 21 of 72 books, and only 13 of 106 claims yet carry a named test — so a reader can see exactly which claims are verified, which are merely asserted, and which controls are hand-authored outside the spine.
“Addressed here” is a coverage pointer, not a control-inheritance claim. Whether a control is fully inherited, partially satisfied, or shared depends on the boundary and the assessor’s determination — read the named book (and its evidence slot) for the substantive treatment.
Master Control Crosswalk
Each NIST SP 800-53 Rev 5 control below is followed by the volume(s) and book(s) where the series addresses it. A control addressed in more than one book lists each — typically the architecture book that closes it, the Volume VI book that implements it as deployable code, and (for the coordination controls) the Volume VII/VIII/IX book that operates and evidences it through ServiceNow or the multi-cloud DDI plane. Control enhancements are listed as their own rows where a book cites the enhancement specifically.
Master NIST SP 800-53 Rev 5 control crosswalk — where each control is addressed across the series
	Control
	Title
	Family
	Where addressed
	FedRAMP 20x KSI

	AC-2
	Account Management
	AC
	Vol I Bk 04, Vol II Bk 01, Vol VI Bk 02, Vol VI Bk 03, Vol VII Bk 02, Vol IX Bk 01
	KSI-IAM

	AC-2(1)
	Account Management — Automated System Account Management
	AC
	Vol I Bk 04
	—

	AC-2(3)
	Account Management — Disable Accounts
	AC
	Vol IX Bk 05
	KSI-IAM

	AC-2(4)
	Account Management — Automated Audit Actions
	AC
	Vol IX Bk 05
	KSI-MLA

	AC-2(13)
	Account Management — Disable Accounts for High-Risk Individuals
	AC
	Vol VI Bk 04
	—

	AC-3
	Access Enforcement
	AC
	Vol I Bk 02, Vol II Bk 01
	—

	AC-4
	Information Flow Enforcement
	AC
	Vol I Bk 01, Vol I Bk 05, Vol I Bk 06, Vol I Bk 07, Vol III Bk 05, Vol VI Bk 01, Vol VI Bk 03, Vol VI Bk 05
	KSI-CNA

	AC-5
	Separation of Duties
	AC
	Vol III Bk 01, Vol VI Bk 02
	—

	AC-6
	Least Privilege
	AC
	Vol III Bk 01, Vol VI Bk 02, Vol IX Bk 01, Vol IX Bk 03
	KSI-IAM

	AC-6(1)
	Least Privilege — Authorize Access to Security Functions
	AC
	Vol III Bk 01
	—

	AC-6(2)
	Least Privilege — Non-Privileged Access for Nonsecurity Functions
	AC
	Vol III Bk 01
	—

	AC-6(5)
	Least Privilege — Privileged Accounts
	AC
	Vol III Bk 01
	—

	AC-6(9)
	Least Privilege — Log Use of Privileged Functions
	AC
	Vol III Bk 01, Vol VI Bk 03
	—

	AC-6(10)
	Least Privilege — Prohibit Non-Privileged Users from Executing Privileged Functions
	AC
	Vol III Bk 01
	—

	AC-7
	Unsuccessful Logon Attempts
	AC
	Vol VI Bk 03
	—

	AC-11
	Device Lock
	AC
	Vol III Bk 01
	—

	AC-12
	Session Termination
	AC
	Vol III Bk 01, Vol VI Bk 03, Vol VI Bk 04
	—

	AC-17
	Remote Access
	AC
	Vol I Bk 02, Vol I Bk 07, Vol II Bk 01
	KSI-CNA

	AC-19
	Access Control for Mobile Devices
	AC
	Vol I Bk 02, Vol I Bk 07
	KSI-IAM

	AC-20
	Use of External Systems
	AC
	Vol I Bk 02, Vol IX Bk 05
	KSI-IAM

	AT-2
	Literacy Training and Awareness
	AT
	Vol IV Bk 05, Vol V Bk 01, Vol V Bk 02, Vol V Bk 03
	KSI-022

	AT-2(1)
	Literacy Training and Awareness — Practical Exercises
	AT
	Vol IV Bk 05
	—

	AT-2(2)
	Literacy Training and Awareness — Insider Threat
	AT
	Vol IV Bk 05
	—

	AT-3
	Role-based Training
	AT
	Vol IV Bk 05, Vol V Bk 01, Vol V Bk 02, Vol V Bk 03
	KSI-022

	AT-3(3)
	Role-based Training — Practical Exercises
	AT
	Vol IV Bk 05
	—

	AT-3(5)
	Role-based Training — Processing Personally Identifiable Information
	AT
	Vol IV Bk 05
	—

	AT-4
	Training Records
	AT
	Vol IV Bk 05
	KSI-022

	AU-2
	Event Logging
	AU
	Vol I Bk 01, Vol I Bk 05, Vol I Bk 06, Vol II Bk 01, Vol VIII Bk 07, Vol IX Bk 04
	KSI-MLA

	AU-3
	Content of Audit Records
	AU
	Vol III Bk 07
	KSI-MLA

	AU-6
	Audit Record Review, Analysis, and Reporting
	AU
	Vol III Bk 06, Vol VI Bk 03, Vol VI Bk 07
	—

	AU-6(1)
	Automated Process Integration
	AU
	Vol III Bk 06, Vol III Bk 07
	KSI-MLA

	AU-6(4)
	Central Review and Analysis
	AU
	Vol III Bk 06
	—

	AU-7
	Audit Record Reduction and Report Generation
	AU
	Vol III Bk 06
	—

	AU-8
	Time Stamps
	AU
	Vol III Bk 06
	—

	AU-9
	Protection of Audit Information
	AU
	Vol II Bk 03
	—

	AU-10
	Non-repudiation
	AU
	Vol III Bk 05, Vol VI Bk 05
	—

	AU-11
	Audit Record Retention
	AU
	Vol III Bk 06
	—

	AU-12
	Audit Record Generation
	AU
	Vol I Bk 01, Vol I Bk 05, Vol I Bk 06, Vol II Bk 01, Vol III Bk 07, Vol VI Bk 07
	KSI-MLA

	AU-12(1)
	System-wide and Time-correlated Audit Trail
	AU
	Vol III Bk 07
	KSI-MLA

	CA-2
	Control Assessments
	CA
	Vol IV Bk 06, Vol VI Bk 08, Vol VII Bk 04
	KSI-MLA

	CA-3
	Information Exchange
	CA
	Vol II Bk 03, Vol IX Bk 05
	KSI-PIY

	CA-5
	Plan of Action and Milestones
	CA
	Vol IV Bk 06, Vol VI Bk 07, Vol VII Bk 04
	KSI-MLA

	CA-6
	Authorization
	CA
	Vol IV Bk 06
	—

	CA-7
	Continuous Monitoring
	CA
	Vol I Bk 05, Vol I Bk 06, Vol II Bk 01, Vol III Bk 07, Vol IV Bk 06, Vol VI Bk 07, Vol VI Bk 08, Vol VII Bk 02, Vol VII Bk 04
	KSI-MLA

	CA-7(1)
	Continuous Monitoring — Independent Assessment
	CA
	Vol IV Bk 06
	—

	CA-7(3)
	Continuous Monitoring — Trend Analyses
	CA
	Vol IV Bk 06
	—

	CM-2
	Baseline Configuration
	CM
	Vol I Bk 01, Vol II Bk 01, Vol III Bk 03, Vol VI Bk 00, Vol VI Bk 06, Vol IX Bk 02
	KSI-CMT

	CM-3
	Configuration Change Control
	CM
	Vol VI Bk 00, Vol VI Bk 06, Vol VII Bk 01, Vol VIII Bk 07, Vol IX Bk 02, Vol IX Bk 04
	KSI-CMT

	CM-5
	Access Restrictions for Change
	CM
	Vol VIII Bk 07
	KSI-IAM

	CM-6
	Configuration Settings
	CM
	Vol I Bk 02, Vol III Bk 03, Vol III Bk 04, Vol VI Bk 06, Vol VII Bk 02, Vol VII Bk 03, Vol IX Bk 04
	KSI-CMT, KSI-SVC

	CM-7
	Least Functionality
	CM
	Vol I Bk 02, Vol III Bk 02, Vol III Bk 04, Vol VI Bk 06
	KSI-SVC

	CM-7(1)
	Least Functionality — Periodic Review
	CM
	Vol III Bk 02
	—

	CM-8
	System Component Inventory
	CM
	Vol I Bk 01, Vol I Bk 02, Vol II Bk 01, Vol III Bk 03, Vol VI Bk 01, Vol VII Bk 01, Vol VIII Bk 06, Vol IX Bk 02
	KSI-CMT, KSI-PIY

	CP-2
	Contingency Plan
	CP
	Vol IV Bk 01
	—

	CP-2(1)
	Coordinate with Related Plans
	CP
	Vol IV Bk 01
	—

	CP-2(8)
	Identify Critical Assets
	CP
	Vol IV Bk 01
	—

	CP-3
	Contingency Training
	CP
	Vol IV Bk 01, Vol IV Bk 05
	KSI-022

	CP-4
	Contingency Plan Testing
	CP
	Vol IV Bk 01
	—

	CP-4(1)
	Coordinate with Related Plans
	CP
	Vol IV Bk 01
	—

	CP-6
	Alternate Storage Site
	CP
	Vol IV Bk 01
	—

	CP-6(1)
	Separation from Primary Site
	CP
	Vol IV Bk 01
	—

	CP-7
	Alternate Processing Site
	CP
	Vol IV Bk 01
	—

	CP-7(1)
	Separation from Primary Site
	CP
	Vol IV Bk 01
	—

	CP-7(3)
	Priority of Service
	CP
	Vol IV Bk 01
	—

	CP-8
	Telecommunications Services
	CP
	Vol IV Bk 01
	—

	CP-8(1)
	Priority of Service Provisions
	CP
	Vol IV Bk 01
	—

	CP-9
	System Backup
	CP
	Vol II Bk 03, Vol IV Bk 01
	—

	CP-10
	System Recovery and Reconstitution
	CP
	Vol II Bk 03, Vol IV Bk 01
	—

	IA-2
	Identification and Authentication (Organizational Users)
	IA
	Vol II Bk 01, Vol II Bk 02, Vol VI Bk 02, Vol VI Bk 03
	—

	IA-2(1)
	Identification and Authentication (Organizational Users) — Multi-Factor Authentication to Privileged Accounts
	IA
	Vol I Bk 03
	—

	IA-2(2)
	Identification and Authentication (Organizational Users) — Multi-Factor Authentication to Non-Privileged Accounts
	IA
	Vol I Bk 03
	—

	IA-3
	Device Identification and Authentication
	IA
	Vol I Bk 02, Vol I Bk 07, Vol II Bk 01, Vol VI Bk 02
	KSI-IAM

	IA-3(1)
	Device Identification and Authentication — Cryptographic Bidirectional Authentication
	IA
	Vol I Bk 02
	—

	IA-4
	Identifier Management
	IA
	Vol I Bk 04
	—

	IA-5
	Authenticator Management
	IA
	Vol II Bk 01, Vol VI Bk 02, Vol IX Bk 01
	KSI-IAM

	IA-5(1)
	Authenticator Management — Password-Based Authentication
	IA
	Vol II Bk 01
	—

	IA-5(2)
	Authenticator Management — Public Key-Based Authentication
	IA
	Vol I Bk 01, Vol I Bk 03, Vol IX Bk 03
	KSI-IAM

	IA-9
	Service Identification and Authentication
	IA
	Vol I Bk 01
	—

	IA-11
	Re-Authentication
	IA
	Vol III Bk 01, Vol VI Bk 02
	—

	IR-2
	Incident Response Training
	IR
	Vol IV Bk 05
	KSI-022

	IR-4
	Incident Handling
	IR
	Vol I Bk 01, Vol III Bk 06, Vol VI Bk 04
	—

	IR-6
	Incident Reporting
	IR
	Vol III Bk 06, Vol VI Bk 04
	—

	IR-8
	Incident Response Plan
	IR
	Vol III Bk 06
	—

	MP-2
	Media Access
	MP
	Vol III Bk 05, Vol VI Bk 05
	—

	MP-3
	Media Marking
	MP
	Vol III Bk 05, Vol VI Bk 05
	—

	MP-4
	Media Storage
	MP
	Vol III Bk 05, Vol VI Bk 05
	—

	MP-5
	Media Transport
	MP
	Vol III Bk 05, Vol VI Bk 05
	—

	PL-8
	Security and Privacy Architectures
	PL
	Vol I Bk 01
	—

	PM-1
	Information Security Program Plan
	PM
	Vol IV Bk 03
	—

	PM-2
	Information Security Program Leadership Role
	PM
	Vol IV Bk 03
	—

	PM-5
	System Inventory
	PM
	Vol IV Bk 03
	—

	PM-7
	Enterprise Architecture
	PM
	Vol IV Bk 03
	—

	PM-9
	Risk Management Strategy
	PM
	Vol IV Bk 03
	—

	PM-11
	Mission and Business Process Definition
	PM
	Vol IV Bk 03
	—

	PM-14
	Testing, Training, and Monitoring
	PM
	Vol IV Bk 03
	—

	PM-15
	Security and Privacy Groups and Associations
	PM
	Vol IV Bk 03
	—

	PM-30
	Supply Chain Risk Management Strategy
	PM
	Vol IV Bk 03
	—

	PS-4
	Personnel Termination
	PS
	Vol I Bk 04
	—

	PS-5
	Personnel Transfer
	PS
	Vol I Bk 04
	—

	PT-1
	Policy and Procedures
	PT
	Vol IV Bk 04
	—

	PT-2
	Authority to Process Personally Identifiable Information
	PT
	Vol IV Bk 04
	—

	PT-3
	Personally Identifiable Information Processing Purposes
	PT
	Vol IV Bk 04
	—

	PT-4
	Consent
	PT
	Vol IV Bk 04
	—

	PT-5
	Privacy Notice
	PT
	Vol IV Bk 04
	—

	PT-7
	Specific Categories of Personally Identifiable Information
	PT
	Vol IV Bk 04
	—

	RA-3
	Risk Assessment
	RA
	Vol IV Bk 06
	—

	RA-5
	Vulnerability Monitoring and Scanning
	RA
	Vol III Bk 02, Vol III Bk 04, Vol VII Bk 03
	KSI-MLA

	RA-5(2)
	Vulnerability Monitoring and Scanning — Update Vulnerabilities to Be Scanned
	RA
	Vol III Bk 02
	—

	RA-5(5)
	Vulnerability Monitoring and Scanning — Privileged Access
	RA
	Vol III Bk 02
	—

	SA-8
	Security and Privacy Engineering Principles
	SA
	Vol II Bk 03
	—

	SA-9
	External System Services
	SA
	Vol I Bk 01, Vol I Bk 06, Vol IX Bk 05 †
	KSI-SCR

	SA-9(2)
	External System Services — Identification of Functions, Ports, Protocols, and Services
	SA
	Vol IX Bk 05
	KSI-SCR

	SA-11
	Developer Testing and Evaluation
	SA
	Vol III Bk 04
	KSI-SVC

	SA-15
	Development Process, Standards, and Tools
	SA
	Vol IV Bk 06
	—

	SC-5
	Denial-of-Service Protection
	SC
	Vol II Bk 03
	—

	SC-7
	Boundary Protection
	SC
	Vol I Bk 01, Vol I Bk 05, Vol I Bk 06, Vol I Bk 07, Vol III Bk 04, Vol VI Bk 01
	KSI-CNA

	SC-7(3)
	Boundary Protection — Access Points
	SC
	Vol I Bk 02
	—

	SC-7(5)
	Boundary Protection — Deny by Default — Allow by Exception
	SC
	Vol I Bk 02
	—

	SC-7(7)
	Boundary Protection — Split Tunneling for Remote Devices
	SC
	Vol I Bk 06
	—

	SC-7(8)
	Boundary Protection — Route Traffic to Authenticated Proxy Servers
	SC
	Vol I Bk 07
	KSI-CNA

	SC-8
	Transmission Confidentiality and Integrity
	SC
	Vol I Bk 01, Vol I Bk 05, Vol I Bk 06, Vol I Bk 07, Vol II Bk 01, Vol II Bk 03
	KSI-CNA

	SC-8(1)
	Transmission Confidentiality and Integrity — Cryptographic Protection
	SC
	Vol I Bk 07
	KSI-CNA

	SC-12
	Cryptographic Key Establishment and Management
	SC
	Vol I Bk 03, Vol III Bk 05, Vol VI Bk 05
	—

	SC-12(1)
	Availability
	SC
	Vol III Bk 05
	—

	SC-13
	Cryptographic Protection
	SC
	Vol III Bk 05
	—

	SC-17
	Public Key Infrastructure Certificates
	SC
	Vol I Bk 03, Vol III Bk 05, Vol VI Bk 02, Vol IX Bk 03
	KSI-IAM

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	SC
	Vol I Bk 01, Vol VI Bk 01, Vol VIII Bk 06
	KSI-CNA

	SC-21
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	SC
	Vol I Bk 01, Vol VI Bk 01
	—

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	SC
	Vol I Bk 01, Vol VI Bk 01, Vol VIII Bk 06
	KSI-CNA

	SC-28
	Protection of Information at Rest
	SC
	Vol II Bk 03, Vol III Bk 05, Vol VI Bk 05
	—

	SI-2
	Flaw Remediation
	SI
	Vol III Bk 02, Vol III Bk 03, Vol VI Bk 06, Vol VII Bk 03
	KSI-MLA, KSI-SVC

	SI-2(2)
	Flaw Remediation — Automated Flaw Remediation Status
	SI
	Vol III Bk 02, Vol III Bk 03
	KSI-MLA, KSI-SVC

	SI-2(3)
	Flaw Remediation — Time to Remediate Flaws and Benchmarks for Corrective Actions
	SI
	Vol III Bk 03
	KSI-SVC

	SI-3
	Malicious Code Protection
	SI
	Vol I Bk 01, Vol I Bk 05, Vol I Bk 06, Vol III Bk 04
	KSI-MLA

	SI-4
	System Monitoring
	SI
	Vol I Bk 05, Vol I Bk 06, Vol I Bk 07, Vol II Bk 01, Vol III Bk 06, Vol VI Bk 03, Vol VI Bk 08
	KSI-MLA

	SI-4(2)
	Automated Tools and Mechanisms for Real-time Analysis
	SI
	Vol III Bk 06
	—

	SI-4(4)
	Inbound and Outbound Communications Traffic
	SI
	Vol III Bk 06
	—

	SI-4(7)
	Automated Response to Suspicious Events
	SI
	Vol III Bk 06
	—

	SI-4(16)
	Correlate Monitoring Information
	SI
	Vol III Bk 07
	KSI-MLA

	SI-5
	Security Alerts, Advisories, and Directives
	SI
	Vol III Bk 02
	—

	SI-12
	Information Management and Retention
	SI
	Vol I Bk 04, Vol II Bk 03
	—

	SR-1
	Policy and Procedures
	SR
	Vol IV Bk 02
	—

	SR-2
	Supply Chain Risk Management Plan
	SR
	Vol IV Bk 02
	—

	SR-3
	Supply Chain Controls and Processes
	SR
	Vol IV Bk 02
	—

	SR-5
	Acquisition Strategies, Tools, and Methods
	SR
	Vol IV Bk 02
	—

	SR-6
	Supplier Assessments and Reviews
	SR
	Vol IV Bk 02
	—

	SR-8
	Notification Agreements
	SR
	Vol IV Bk 02
	—

	SR-10
	Inspection of Systems or Components
	SR
	Vol IV Bk 02
	—

	SR-11
	Component Authenticity
	SR
	Vol IV Bk 02
	—


† Coordination-only closure: the row’s primary closure is carried by the architecture volume(s) listed alongside it; Vol IX Bk 05 coordinates the control (ServiceNow supplier-review workflow for SA-9) rather than closing it in its own right.
Control Coverage by Volume
Distinct controls addressed within each volume (a control addressed in several volumes is counted in each).
Control coverage by volume
	Volume
	Distinct controls addressed

	Vol I
	41

	Vol II
	22

	Vol III
	54

	Vol IV
	54

	Vol V
	2

	Vol VI
	38

	Vol VII
	12

	Vol VIII
	6

	Vol IX
	10

	Series total (distinct)
	149


Volumes VII–IX raise the per-volume counts above but add only four new distinct controls to the series total (CM-5 plus AC-2(3), AC-2(4), SA-9(2)): their closures overwhelmingly coordinate and operate controls the architecture volumes already close (CM-2/3/6/8, CA-2/5/7, AC-2/6, IA-5, IA-5(2), SC-17/20/22, SI-2, RA-5, AU-2), reconciled to the CM-8 join key. The series total moved from 146 to 149 as the Vol VII SaaS-integration enhancements (AC-2(3), AC-2(4), SA-9(2)) were folded in.
FedRAMP 20x KSI View
Where a book maps a control to a FedRAMP 20x Key Security Indicator, those associations are aggregated here. Absence of a KSI in this view means no book stated a per-control KSI mapping — not that the control is unmapped in FedRAMP 20x.
FedRAMP 20x Key Security Indicator → contributing controls
	FedRAMP 20x KSI
	Controls mapped

	KSI-022
	AT-2, AT-3, AT-4, CP-3, IR-2

	KSI-CMT
	CM-2, CM-3, CM-6

	KSI-CNA
	AC-4, AC-17, SC-7, SC-7(8), SC-8, SC-8(1), SC-20, SC-22

	KSI-IAM
	AC-2, AC-6, AC-19, AC-20, CM-5, IA-3, IA-5, IA-5(2), SC-17

	KSI-MLA
	AU-2, AU-3, AU-6(1), AU-12, AU-12(1), CA-2, CA-5, CA-7, RA-5, SI-2, SI-2(2), SI-3, SI-4, SI-4(16)

	KSI-PIY
	CA-3, CM-8

	KSI-SCR
	SA-9, SA-9(2)

	KSI-SVC
	CM-6, CM-7, SA-11, SI-2, SI-2(2), SI-2(3)


The Volume VII/VIII/IX closures widen several themes: KSI-CMT gains CM-3 (change-controlled configuration), KSI-CNA gains the multi-cloud DDI naming controls (SC-20, SC-22), KSI-IAM gains the identity/least-privilege and credential-lifecycle controls the ServiceNow catalog governs (AC-2, AC-6, IA-5, IA-5(2), SC-17, and the new CM-5 SoD gate), KSI-MLA gains the attestation and telephony/DDI audit controls (CA-2, CA-5, AU-2), and KSI-PIY (asset inventory / provenance) draws on the CM-8 join-key reconciliation and the CA-3 information-exchange mapping that run through Volumes VII, VIII, and IX.
Notes and Caveats
· A control addressed in multiple books is intentional: the series separates architecture (closure) from implementation (Volume VI) and, in a few families, layers edge, host, and cloud-plane treatments across different books.
· Enhancement rows (e.g. AC-6(9)) appear separately only where a book cites the enhancement specifically; otherwise coverage is recorded at the base control.
· This index reflects the series as of the Date Code above. Regenerate it after any book’s control tables change by re-running the extraction and merge, then re-rendering this appendix.
Appendix — Controls Addressed but Not Yet Closed in the Spine
Of the 149 controls this master table indexes, the compliance spine carries a machine-checked closure for 53. The 96 below are addressed somewhere in the series but have no spine closure yet — no generated authorities row, no evidence slot, no KSI binding, and nothing for the drift gate to check. They are the back-fill queue.
What this table is not. It is the difference between this book’s hand-maintained index and the spine — not a gap analysis against the FedRAMP Moderate baseline. A control absent from both is invisible here: the series does not carry an authoritative Moderate control list, so “addressed nowhere” cannot be enumerated from repo data. Read this as “claimed in prose, not yet proven by the spine” — the larger question of baseline completeness is the SSP’s, and is open (see the Vol 0 Book 00 residual-risk section).
Not-yet-closed controls by family
	Family
	Not yet closed

	AC
	9

	AT
	7

	AU
	6

	CA
	3

	CM
	1

	CP
	15

	IA
	6

	IR
	4

	MP
	4

	PL
	1

	PM
	9

	PT
	6

	RA
	3

	SA
	2

	SC
	8

	SI
	4

	SR
	8

	Total
	96



Controls addressed in the series with no spine closure yet — the back-fill queue
	Control
	Title
	Family
	Addressed in (this book’s index)

	AC-2(13)
	Account Management — Disable Accounts for High-Risk Individuals
	AC
	Vol VI Bk 04

	AC-6(1)
	Least Privilege — Authorize Access to Security Functions
	AC
	Vol III Bk 01

	AC-6(2)
	Least Privilege — Non-Privileged Access for Nonsecurity Functions
	AC
	Vol III Bk 01

	AC-6(5)
	Least Privilege — Privileged Accounts
	AC
	Vol III Bk 01

	AC-6(9)
	Least Privilege — Log Use of Privileged Functions
	AC
	Vol III Bk 01, Vol VI Bk 03

	AC-6(10)
	Least Privilege — Prohibit Non-Privileged Users from Executing Privileged Functions
	AC
	Vol III Bk 01

	AC-7
	Unsuccessful Logon Attempts
	AC
	Vol VI Bk 03

	AC-11
	Device Lock
	AC
	Vol III Bk 01

	AC-12
	Session Termination
	AC
	Vol III Bk 01, Vol VI Bk 03, Vol VI Bk 04

	AT-2
	Literacy Training and Awareness
	AT
	Vol IV Bk 05, Vol V Bk 01, Vol V Bk 02, Vol V Bk 03

	AT-2(1)
	Literacy Training and Awareness — Practical Exercises
	AT
	Vol IV Bk 05

	AT-2(2)
	Literacy Training and Awareness — Insider Threat
	AT
	Vol IV Bk 05

	AT-3
	Role-based Training
	AT
	Vol IV Bk 05, Vol V Bk 01, Vol V Bk 02, Vol V Bk 03

	AT-3(3)
	Role-based Training — Practical Exercises
	AT
	Vol IV Bk 05

	AT-3(5)
	Role-based Training — Processing Personally Identifiable Information
	AT
	Vol IV Bk 05

	AT-4
	Training Records
	AT
	Vol IV Bk 05

	AU-6(4)
	Central Review and Analysis
	AU
	Vol III Bk 06

	AU-7
	Audit Record Reduction and Report Generation
	AU
	Vol III Bk 06

	AU-8
	Time Stamps
	AU
	Vol III Bk 06

	AU-9
	Protection of Audit Information
	AU
	Vol II Bk 03

	AU-10
	Non-repudiation
	AU
	Vol III Bk 05, Vol VI Bk 05

	AU-11
	Audit Record Retention
	AU
	Vol III Bk 06

	CA-6
	Authorization
	CA
	Vol IV Bk 06

	CA-7(1)
	Continuous Monitoring — Independent Assessment
	CA
	Vol IV Bk 06

	CA-7(3)
	Continuous Monitoring — Trend Analyses
	CA
	Vol IV Bk 06

	CM-7(1)
	Least Functionality — Periodic Review
	CM
	Vol III Bk 02

	CP-2
	Contingency Plan
	CP
	Vol IV Bk 01

	CP-2(1)
	Coordinate with Related Plans
	CP
	Vol IV Bk 01

	CP-2(8)
	Identify Critical Assets
	CP
	Vol IV Bk 01

	CP-3
	Contingency Training
	CP
	Vol IV Bk 01, Vol IV Bk 05

	CP-4
	Contingency Plan Testing
	CP
	Vol IV Bk 01

	CP-4(1)
	Coordinate with Related Plans
	CP
	Vol IV Bk 01

	CP-6
	Alternate Storage Site
	CP
	Vol IV Bk 01

	CP-6(1)
	Separation from Primary Site
	CP
	Vol IV Bk 01

	CP-7
	Alternate Processing Site
	CP
	Vol IV Bk 01

	CP-7(1)
	Separation from Primary Site
	CP
	Vol IV Bk 01

	CP-7(3)
	Priority of Service
	CP
	Vol IV Bk 01

	CP-8
	Telecommunications Services
	CP
	Vol IV Bk 01

	CP-8(1)
	Priority of Service Provisions
	CP
	Vol IV Bk 01

	CP-9
	System Backup
	CP
	Vol II Bk 03, Vol IV Bk 01

	CP-10
	System Recovery and Reconstitution
	CP
	Vol II Bk 03, Vol IV Bk 01

	IA-2(1)
	Identification and Authentication (Organizational Users) — Multi-Factor Authentication to Privileged Accounts
	IA
	Vol I Bk 03

	IA-2(2)
	Identification and Authentication (Organizational Users) — Multi-Factor Authentication to Non-Privileged Accounts
	IA
	Vol I Bk 03

	IA-3(1)
	Device Identification and Authentication — Cryptographic Bidirectional Authentication
	IA
	Vol I Bk 02

	IA-5(1)
	Authenticator Management — Password-Based Authentication
	IA
	Vol II Bk 01

	IA-9
	Service Identification and Authentication
	IA
	Vol I Bk 01

	IA-11
	Re-Authentication
	IA
	Vol III Bk 01, Vol VI Bk 02

	IR-2
	Incident Response Training
	IR
	Vol IV Bk 05

	IR-4
	Incident Handling
	IR
	Vol I Bk 01, Vol III Bk 06, Vol VI Bk 04

	IR-6
	Incident Reporting
	IR
	Vol III Bk 06, Vol VI Bk 04

	IR-8
	Incident Response Plan
	IR
	Vol III Bk 06

	MP-2
	Media Access
	MP
	Vol III Bk 05, Vol VI Bk 05

	MP-3
	Media Marking
	MP
	Vol III Bk 05, Vol VI Bk 05

	MP-4
	Media Storage
	MP
	Vol III Bk 05, Vol VI Bk 05

	MP-5
	Media Transport
	MP
	Vol III Bk 05, Vol VI Bk 05

	PL-8
	Security and Privacy Architectures
	PL
	Vol I Bk 01

	PM-1
	Information Security Program Plan
	PM
	Vol IV Bk 03

	PM-2
	Information Security Program Leadership Role
	PM
	Vol IV Bk 03

	PM-5
	System Inventory
	PM
	Vol IV Bk 03

	PM-7
	Enterprise Architecture
	PM
	Vol IV Bk 03

	PM-9
	Risk Management Strategy
	PM
	Vol IV Bk 03

	PM-11
	Mission and Business Process Definition
	PM
	Vol IV Bk 03

	PM-14
	Testing, Training, and Monitoring
	PM
	Vol IV Bk 03

	PM-15
	Security and Privacy Groups and Associations
	PM
	Vol IV Bk 03

	PM-30
	Supply Chain Risk Management Strategy
	PM
	Vol IV Bk 03

	PT-1
	Policy and Procedures
	PT
	Vol IV Bk 04

	PT-2
	Authority to Process Personally Identifiable Information
	PT
	Vol IV Bk 04

	PT-3
	Personally Identifiable Information Processing Purposes
	PT
	Vol IV Bk 04

	PT-4
	Consent
	PT
	Vol IV Bk 04

	PT-5
	Privacy Notice
	PT
	Vol IV Bk 04

	PT-7
	Specific Categories of Personally Identifiable Information
	PT
	Vol IV Bk 04

	RA-3
	Risk Assessment
	RA
	Vol IV Bk 06

	RA-5(2)
	Vulnerability Monitoring and Scanning — Update Vulnerabilities to Be Scanned
	RA
	Vol III Bk 02

	RA-5(5)
	Vulnerability Monitoring and Scanning — Privileged Access
	RA
	Vol III Bk 02

	SA-8
	Security and Privacy Engineering Principles
	SA
	Vol II Bk 03

	SA-15
	Development Process, Standards, and Tools
	SA
	Vol IV Bk 06

	SC-5
	Denial-of-Service Protection
	SC
	Vol II Bk 03

	SC-7(3)
	Boundary Protection — Access Points
	SC
	Vol I Bk 02

	SC-7(5)
	Boundary Protection — Deny by Default — Allow by Exception
	SC
	Vol I Bk 02

	SC-7(7)
	Boundary Protection — Split Tunneling for Remote Devices
	SC
	Vol I Bk 06

	SC-12
	Cryptographic Key Establishment and Management
	SC
	Vol I Bk 03, Vol III Bk 05, Vol VI Bk 05

	SC-12(1)
	Availability
	SC
	Vol III Bk 05

	SC-13
	Cryptographic Protection
	SC
	Vol III Bk 05

	SC-28
	Protection of Information at Rest
	SC
	Vol II Bk 03, Vol III Bk 05, Vol VI Bk 05

	SI-4(2)
	Automated Tools and Mechanisms for Real-time Analysis
	SI
	Vol III Bk 06

	SI-4(4)
	Inbound and Outbound Communications Traffic
	SI
	Vol III Bk 06

	SI-4(7)
	Automated Response to Suspicious Events
	SI
	Vol III Bk 06

	SI-5
	Security Alerts, Advisories, and Directives
	SI
	Vol III Bk 02

	SR-1
	Policy and Procedures
	SR
	Vol IV Bk 02

	SR-2
	Supply Chain Risk Management Plan
	SR
	Vol IV Bk 02

	SR-3
	Supply Chain Controls and Processes
	SR
	Vol IV Bk 02

	SR-5
	Acquisition Strategies, Tools, and Methods
	SR
	Vol IV Bk 02

	SR-6
	Supplier Assessments and Reviews
	SR
	Vol IV Bk 02

	SR-8
	Notification Agreements
	SR
	Vol IV Bk 02

	SR-10
	Inspection of Systems or Components
	SR
	Vol IV Bk 02

	SR-11
	Component Authenticity
	SR
	Vol IV Bk 02


Draft Proposal — Subject to Review
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Volume Purpose
Volume I establishes the substrate every other volume depends on. Before a control can be scanned, an identity authorized, a workload consolidated, or an authorization package assembled, four things must exist and be authoritative: a naming and addressing plane (DNS, DHCP, IPAM, certificate issuance), a device and cryptographic identity plane, an organizational identity source of truth, and an encrypted, governed transport between sites and clouds. This volume builds them.
In the series’ Functional Plane Model (Vol 0 Book 00, Executive Summary), Volume I is where the truth planes — naming/addressing and identity — are established, together with the transport and customer-owned edge enforcement that carry and protect everything above. The volume’s governing claim is the series’ Closure Necessity doctrine at its foundation: you cannot inventory what you cannot name, authorize what you cannot identify, or encrypt a circuit that has no overlay. Remove Volume I and the controls claimed in Volumes II–IV do not degrade — they become unevaluable.
Books in This Volume
Volume I — Foundation & Transport
	Book
	Title
	Role

	Vol I Book 01
	Cloud Landing Zone, IPAM/DDI, FedRAMP
	The authoritative naming/addressing plane — the CM-8 asset-identity join key the whole program correlates on

	Vol I Book 02
	Network Access Control (802.1X)
	Device identity at the physical port (IA-3) — what is connected, proven at the wire

	Vol I Book 03
	Certificates & Tokens
	Cryptographic identity for users, devices, and workloads — path-independent, session-less

	Vol I Book 04
	HRIT Identity & Org SSOT
	The human/organizational source of truth every account and access decision asserts

	Vol I Book 05
	Network Modernization
	Entra ID, ZTNA, and Drift Reconciliation — session-to-token identity modernization

	Vol I Book 06
	Federal Telecommunications Modernization
	SD-WAN + SASE under TIC 3.0 — encrypted, application-aware transport (the “DIA is a pipe” doctrine)

	Vol I Book 07
	Network Enforcement Substrate
	Cisco / Palo Alto / Juniper at the customer edge, accredited via NIAP / DISA STIG / FIPS 140-3 / DoDIN APL


How This Volume Fits the Program
Volume I feeds everything downstream. The naming-plane join key (Vol I Book 01) is what lets the Multi-Cloud Evidence Fabric (Vol III Book 07) correlate five management stacks into one compliance picture; the identity SSOT (Vol I Book 04) is what SailPoint and every access decision sit on; the cryptographic identity (Vol I Book 03) is applied to the database tier in Volume II; and the transport + edge enforcement (Vol I Books 06–07) are where the customer-owned half of SC-7/SC-8 is closed — the half no CSP’s FedRAMP authorization covers. Volume I is the floor; the rest of the series is built on it.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Vol I Book 01 — Federal Agency Cloud Landing Zone
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET

Executive Summary
The Agency operates four distinct cloud environments — on-premises VMware Cloud Foundation, Microsoft Azure Government (GCC Moderate), AWS GovCloud, and Oracle Cloud Infrastructure (OCI) for OPM HRIT integration. Each environment uses a different Software Defined Networking fabric that replaces traditional broadcast DHCP with fabric-native IP assignment. Without a unified control layer, Agency has no cross-environment IP visibility, no unified DNS security policy, no automated certificate lifecycle, and must collect FedRAMP compliance evidence from four separate sources.
Unified DDI — an authoritative DNS/DHCP/IPAM plane with DNSSEC and RPZ — solves all four problems from a single control plane. InfoBlox DDI is the deployed example this document evaluates for Agency’s estate. Under Path A (cloud-managed, below) the control plane is InfoBlox’s FedRAMP-authorized offering, listed on the Marketplace as Infoblox Government Cloud (CSO FR2017257053, hosted on AWS GovCloud — verify current scope and authorization date on the FedRAMP Marketplace); under Path B (agency-operated, the better fit for Agency’s topology) the agency carries the component in its own boundary and no inheritance applies.
The DDI-specific scope of this authorization is six days old, not three years old. CSO FR2017257053 was originally authorized December 15, 2022 (Census/Commerce sponsored) for BloxOne Threat Defense Federal Cloud — a DNS-security/threat-intelligence service (Cloud Services Portal, TIDE, Dossier), not the DDI/IPAM management plane this book is about. Only on July 22, 2026 was the same CSO — rebranded Infoblox Government Cloud — recertified FedRAMP Moderate with an expanded boundary adding Universal DDI Management, NIOS-X Servers, and Universal Asset Insights. Every “CSO FR2017257053” citation below refers to that July 2026 event for DDI purposes, not the 2022/2023 Threat Defense authorization.
Mechanism, not product. Per series doctrine (Vol 0 Book 00, Executive Summary), closure necessity names mechanism classes, never products. The mechanism argued for throughout this document is unified DDI; InfoBlox is the deployed example chosen for Agency’s current estate, BlueCat Integrity is the principal mechanism-class peer, and the ConMon roadmap’s alternatives matrix documents what changes on substitution. Every closure claim below is a claim about the mechanism class.
The three business outcomes this document demonstrates:
1. Operational Risk Elimination. A single Infoblox deployment replaces four separate DNS systems, four separate IP inventory processes, and four separate certificate-tracking tools. When a new cloud workload spins up in any environment, Infoblox automatically allocates an IP (cross-cloud conflict checked), creates DNS A and PTR records, and enrolls a machine certificate via SCEP — in seconds, without a change ticket. When a workload decommissions, all three are revoked in a single automated pipeline, with a reconciliation check that catches partial failures.
2. Continuous FedRAMP Compliance. Infoblox is one of a small number of DDI platforms with its own FedRAMP Moderate CSO authorization (verify current authorization on the FedRAMP Marketplace at time of procurement). Under Path A, Agency inherits the DDI-layer controls rather than re-proving them; under Path B the same controls are agency-carried, with the evidence generated natively by the platform. Evidence for SC-20/21 (DNSSEC), CM-8 (inventory), IA-5(2) (certificates), AU-12 (audit), and IR-4 (incident response) is generated continuously and automatically — not assembled manually for annual assessments.
3. M365 GCC Boundary Enforcement. Microsoft publishes M365 GCC endpoint changes up to 12 times per year. Without automation, each change requires four manual updates across NSG rules, VPC security groups, RPZ policies, and VPN split-tunnel configurations — during which a gap exists between when Microsoft changes an endpoint and when Agency’s controls reflect it. Infoblox polls the Microsoft 365 IP & URL Web Service API daily and pushes all four enforcement updates simultaneously — closing the boundary gap to within minutes of the next daily poll, a worst-case bound of roughly 24 hours versus the 7+ days a manual four-ticket cycle typically takes.
Vendor relationships: InfoBlox has formal technology partnerships with all three of Agency’s primary cloud vendors. InfoBlox’s own FedRAMP-authorized service (Infoblox Government Cloud) runs on AWS GovCloud, making AWS the infrastructure foundation. InfoBlox is a Microsoft Azure Technology Alliance Partner with native Microsoft Sentinel, Defender Threat Intelligence, and Entra ID integrations. InfoBlox is available on the Oracle Cloud Marketplace with OCI connector support for the OPM HRIT integration path.
InfoBlox DDI can be deployed via two architecturally distinct paths; the choice determines the FedRAMP authorization inheritance model:
Path A — BloxOne DDI (Cloud-Managed, FedRAMP ATO Inherited)
InfoBlox operates the management control plane on AWS GovCloud (Infoblox Government Cloud, CSO FR2017257053 — verify current scope and authorization date on the FedRAMP Marketplace). The agency deploys BloxOne On-Prem Hosts in each environment; they connect to the InfoBlox-hosted management plane. FedRAMP authorization is inherited from InfoBlox’s ATO — the agency does not carry this component independently. Procurement via AWS GovCloud Marketplace (no separate IDIQ required). Best fit if the agency prefers a managed control plane and the simplest FedRAMP inheritance path.
Path B — NIOS Grid (Agency-Operated, On-Premises Hub)
The agency deploys an InfoBlox NIOS virtual appliance as the Grid Master on-premises (VMware ESXi or physical InfoBlox appliance). Grid Members are deployed in each environment (AWS GovCloud, Azure Government, Oracle OCI, additional on-premises sites) as spokes. The on-premises Grid Master is the authoritative hub; all Grid Members replicate configuration from it and handle local DNS/DHCP/IPAM for their environment. The agency documents NIOS within its own FedRAMP boundary — no ATO inheritance from InfoBlox’s CSO. Procurement via GSA Schedule (GS-35F) or agency IDIQ contract vehicle.
Agency topology note: For Agency’s multi-cloud architecture spanning AWS GovCloud, Azure Government, Oracle OCI, and on-premises VMware, Path B — NIOS Grid with an on-premises Grid Master — more closely matches Agency’s topology. No single cloud provider is the hub; all four environments are equal spokes of the on-premises control plane. The decision between Path A and Path B should involve OIS and the CIO Office, as it determines whether InfoBlox is a shared-responsibility SaaS or an agency-operated infrastructure component. Agency selection pending.
}-governed hub; Grid Members in AWS, Azure Gov, OCI, and on-prem sites as equal spokes; documented inside Agency’s own FedRAMP Moderate boundary with agency-owned evidence; procured via GSA Schedule GS-35F or agency IDIQ; best fit when no single cloud is the hub and the trust plane stays in-house. Amber note: Path B more closely matches Agency topology; the A/B decision belongs to OIS and the CIO Office; agency selection pending. White background. Source: Book 01 InfoBlox DDI Briefing deck, Date Code 2026-07-07 09:11 ET.” width=“100%”}

What Is a Federal Cloud Landing Zone?
A Cloud Landing Zone is the foundational, pre-configured environment that a federal agency provisions before any workload is deployed. It establishes the guardrails — network topology, identity controls, logging pipelines, encryption policies, and security baselines — that every subsequent workload inherits automatically.
For Agency operating under FedRAMP Moderate, the landing zone must satisfy four overlapping frameworks simultaneously:
· NIST SP 800-53 Rev 5 — the control catalog from which FedRAMP Moderate baselines are drawn
· CISA Zero Trust Maturity Model v2.0 — five pillars with three cross-cutting capabilities
· FedRAMP Moderate — boundary definition, continuous monitoring, evidence packaging
· FedRAMP 20x Consolidated Rules (2026) — automated, machine-readable compliance evidence enforced by infrastructure-as-code; Class A/B/C certification pipelines; mandatory January 1, 2027
FedRAMP 20x Consolidated Rules — June 25, 2026: FedRAMP published its Consolidated Rules for 2026 on June 25, 2026, transitioning 20x from pilot status to a fully available certification path with three classification tiers: Class A (opens August 3, 2026), Class B and C (open August 31, 2026). FedRAMP Ready submissions cease July 28, 2026. The Consolidated Rules become mandatory for all certified systems on January 1, 2027. Machine-readable structured rules are available in JSON format via GitHub for AI agent integration. InfoBlox DDI’s WAPI REST interface delivers machine-readable KSI evidence — the exact format the 20x framework requires — without manual assembly.
The Core Insight: DNS, DHCP, and IP address management (DDI) are not optional infrastructure services — they are foundational security controls. Every device that joins a network, every cloud workload that provisions, every certificate that authenticates a service depends on DNS and IP assignment working correctly. A landing zone without unified DDI has a structural security gap at its foundation.
Agency’s Multi-Cloud Landing Zone Scope
Agency’s landing zone spans four discrete cloud environments that must behave as a single logical security domain:
Agency Multi-Cloud Environments
	Environment
	Platform
	SDN Technology
	DHCP/IP Model
	FedRAMP Boundary

	On-Premises DC
	VMware VCF / ESXi
	NSX-T overlay (VXLAN/Geneve)
	NSX-T DHCP Server Profiles on T1/T0 Gateways
	Agency ATO

	Azure Government GCC
	Microsoft Azure
	Azure VNet (SDN fabric, no broadcast)
	Azure fabric assigns IPs; DHCP is abstracted away
	Azure Government FedRAMP High

	AWS GovCloud
	Amazon AWS
	VPC with ENI/Nitro hypervisor
	VPC DHCP Options Sets; EC2 metadata service
	AWS GovCloud FedRAMP High

	Oracle Cloud OCI (OPM HRIT)
	Oracle OCI
	VCN with VNIC overlay
	OCI DHCP options; instance metadata at 169.254.169.254
	OPM ATO (external)


The critical observation: none of these four environments uses traditional broadcast DHCP. Each uses a form of SDN where IP address assignment is managed by the hypervisor fabric — not a classic DHCP server. Without a unified IPAM overlay, these four IP spaces are opaque to each other and to Agency’s security operations center.

SDN and the End of Traditional DHCP
Traditional DHCP (RFC 2131) depends on Layer 2 broadcast. This model fundamentally breaks in Software Defined Networking environments because SDN uses overlay protocols (VXLAN, Geneve, STT) that operate at Layer 3 and suppress Layer 2 broadcasts by design.
VMware NSX-T: DHCP Server Profiles and VCF 9.1 Native Integration
VMware NSX-T replaces broadcast DHCP with DHCP Server Profiles attached to T1 Gateways. The NSX-T control plane intercepts DHCP requests at the logical switch level — the request never hits the physical network. Traditional DHCP servers are completely bypassed.
VMware Cloud Foundation 9.1 (released May 2026) introduced native InfoBlox DDI integration as a first-class feature:
1. VCF Automation tenant requests a new network segment
1. VCF background service calls InfoBlox NIOS WAPI or BloxOne REST API to reserve an IP block
1. NSX-T creates the logical segment using the InfoBlox-allocated CIDR
1. InfoBlox records the segment name, CIDR, VLAN/VNI, and tenant as extensible attributes
1. When VMs deploy, NSX-T DHCP assigns IPs; InfoBlox receives assignments via the IPAM plugin
1. DNS A/PTR records for each VM are created automatically — no manual DNS entry required
VCF 9.1 Significance: Before VCF 9.1, NSX-T InfoBlox integration required custom scripts and manual configuration. VCF 9.1 makes InfoBlox the native, default IPAM backend for VMware Cloud Foundation — meaning every new VCF deployment at Agency can have InfoBlox IPAM built in from day one.
Microsoft Azure Government: The Fabric Replaces DHCP
Azure Virtual Networks do not use DHCP in the traditional sense. When a VM is deployed, the Azure hypervisor fabric directly assigns the IP — the VM receives the IP via a synthetic DHCP response injected by the Azure host agent. There is no DHCP broadcast.
Azure reserves five IP addresses in every subnet that cannot be assigned (x.x.x.0 network, x.x.x.1 gateway, x.x.x.2–3 Azure DNS, x.x.x.255 broadcast). Beyond these, IP assignment is managed entirely by the Azure control plane.
InfoBlox’s Azure connector continuously pulls VNet subnet configurations and VM NIC IP assignments via the Azure Resource Manager API, writing every Azure IP into the Azure-GCC Network View in the InfoBlox IPAM database.
AWS GovCloud: VPC DHCP Options and the Nitro Hypervisor
AWS VPCs use DHCP Options Sets to specify DNS servers and domain names, but the actual IP assignment is managed by the AWS Nitro hypervisor — not a traditional DHCP server. EC2 instances receive IPs via a synthetic DHCP interaction at the VPC CIDR +2 address.
Replacing the default AmazonProvidedDNS with the InfoBlox Grid Member IP in the VPC DHCP Options Set directs all EC2 DNS queries through the enterprise RPZ and DNSSEC validation layer. InfoBlox’s AWS connector syncs EC2 instance IP assignments, subnet CIDRs, and VPC IPAM pool allocations into the AWS-GovCloud Network View.
Oracle OCI: VCN DHCP Options and the VNIC Overlay
OCI uses Virtual Network Interface Cards (VNICs) inside Virtual Cloud Networks. OCI’s internal DHCP implementation is fabric-native — the OCI hypervisor responds to DHCP requests on behalf of each subnet from the metadata service at 169.254.169.254.
For OPM HRIT, Agency cannot control OCI DHCP Options because OPM manages the tenancy. However, Agency can document all known OPM HRIT service IPs as external host records in InfoBlox (read-only OCI Network View) and configure conditional forwarders for OPM HRIT FQDNs routing through the FastConnect path.

InfoBlox as the SDN-Aware IPAM Control Plane
InfoBlox DDI operates as a control plane over SDN environments — not replacing the SDN fabric’s internal IP assignment mechanisms, but serving as the authoritative record and policy engine above them.
What InfoBlox Provides That SDN Cannot
InfoBlox Value-Add Over Native SDN
	Capability
	What SDN Platforms Provide
	What InfoBlox Adds

	IP assignment
	Per-environment only
	Cross-cloud conflict detection before allocation

	DNS
	Per-environment resolver
	Authoritative + recursive with DNSSEC, unified across all four

	DHCP inventory
	Per-VPC/VNet/segment dashboard
	Single CM-8-ready inventory spanning all environments

	Certificate management
	None / per-CA
	Certificate Tracker links cert to IP host record, expiry alerts

	Threat blocking
	Per-environment (DNS Firewall, NSG)
	Single RPZ policy propagated to all Grid Members in seconds

	Audit logging
	Per-environment log silo
	Single syslog stream to SIEM, AU-12 evidence

	IaC integration
	Per-cloud provider only
	Terraform InfoBlox provider works across all environments


Grid Master Deployment — On-Premises VMware and the Trust Case
For Agency, the InfoBlox NIOS Grid Master should be deployed as a virtual machine on on-premises VMware infrastructure (Path B from the Executive Summary). This is not only a technical topology choice — it is a trust architecture decision. DNS, DHCP, and IPAM together constitute the network naming and addressing control plane: every device’s address, every workload’s hostname, and every certificate’s subject name flows through them. Placing the Grid Master on-premises means Agency retains:
· Hypervisor-layer control — the Grid Master VM runs under Agency infrastructure team governance, not a cloud provider’s control plane
· Physical network isolation — the master is reachable from all four environments via dedicated management interfaces, not via public internet or cloud-provider backbone
· No single-cloud dependency — if any one cloud environment (AWS GovCloud, Azure Government, OCI) experiences an outage or a control-plane incident, the Grid Master continues to function from on-premises
· Boundary clarity — the NIOS Grid falls within Agency’s own FedRAMP authorization boundary; the agency controls the ATO evidence rather than inheriting it from a vendor CSO
Trust rationale: DNS poisoning, DHCP scope hijacking, and IPAM record manipulation are among the highest-impact attack vectors against network infrastructure. An adversary who controls the Grid Master can redirect any FQDN, drain any IP subnet, or suppress any workload’s DNS record — effectively owning the naming plane for all four Agency environments simultaneously. On-premises VMware deployment keeps this function under Agency’s direct institutional control.
OIS and the CIO Office must validate the trust boundary decision and define the Grid Admin role-holder accountability model before the Grid is deployed.
Least-Privilege Role Delegation
The Grid Master holds total administrative authority over DNS, DHCP, and IPAM. That authority must not reside in a single operational role. Agency should structure InfoBlox administrative access as four delegated function areas, each assigned to the owning CIO Component with read/write access scoped only to their area:
InfoBlox Least-Privilege Role Delegation
	Function
	Delegated To
	Scope
	Cannot Access

	DNS zone management
	Network / DNS Team
	Read/write on assigned DNS zones; DNSSEC key custody shared with OIS
	Other CIO Component zones; DHCP config; SCEP triggers

	DHCP scope management
	Network Infrastructure Team
	Read/write on assigned IP subnets and DHCP scopes
	DNS zone records; other teams’ subnets; SCEP policy

	SCEP / cert binding
	OIS / PKI Team
	Trigger SCEP enrollment at A-record creation; bind cert CN to DNS FQDN
	Zone configuration; DHCP scopes; other teams’ cert policies

	Cloud Grid Member management
	Per-environment Cloud Infra Teams (AWS GovCloud, Azure Government, OCI)
	Configure local Grid Member for assigned cloud environment
	Grid Master policy; other environments’ Grid Members

	Grid Admin (full authority)
	CIO/OIS-designated Grid Administrator
	Full DDI policy control
	— (must be protected with MFA + privileged access workstation)


DNS function separation applies to sub-functions as well. Within DNS zone management, component-level zone delegation allows different CIO Components to own their sub-namespaces:
· aws.agency.gov sub-zone — delegated to Cloud Infrastructure team (AWS)
· azure.agency.gov sub-zone — delegated to Cloud Infrastructure team (Azure)
· oci.agency.gov sub-zone — delegated to Cloud Infrastructure team (OCI)
· onprem.agency.gov sub-zone — delegated to on-premises Network Infrastructure team
· apps.agency.gov sub-zone — delegated to Application Development / DevOps
Each delegated zone owner can create, modify, and delete records within their zone without touching any other component’s DNS namespace. The Grid Master enforces zone-level access control; cross-zone queries still resolve via Grid Member forwarding, but record modification rights are strictly scoped.
Microsoft Partnership: M365 GCC Endpoint Lifecycle
InfoBlox and Microsoft have a formal Azure Technology Alliance Partnership with six distinct integration points:
Microsoft-InfoBlox Integration Points
	Integration
	What It Does

	Microsoft Sentinel Native Connector
	First-party Sentinel content pack — DNS Security Events, DHCP events, RPZ blocks stream to Sentinel without custom parsing

	Defender Threat Intelligence (MDTI)
	Bidirectional IOC sharing between InfoBlox TIDE and MDTI — a domain blocked by MDTI is also blocked by InfoBlox RPZ

	Entra ID / Azure AD SSO
	InfoBlox Grid Manager and BloxOne portal support Entra ID SAML/OIDC — Grid admin auth governed by Agency Conditional Access policies

	Azure Government Marketplace
	The Path A cloud-managed offering is procurable via existing Azure EA/ELA agreements — no separate IDIQ

	AD-Integrated DNS Migration
	Documented migration tooling from Windows DNS zones to InfoBlox Grid — AD still replicates, InfoBlox serves authoritative records

	M365 GCC Endpoint Lifecycle
	InfoBlox polls Microsoft 365 IP & URL Web Service API and auto-updates all enforcement layers


M365 GCC Boundary Enforcement
Microsoft publishes M365 endpoint changes (IP ranges + FQDNs) via the Office 365 IP and URL Web Service API. For GCC Moderate specifically, Microsoft publishes a separate GCC endpoint list — the commercial and GCC IP ranges are different and must not be mixed. A workstation accidentally reaching a commercial Microsoft 365 endpoint instead of the GCC endpoint is a FedRAMP boundary violation.
InfoBlox provides the automated enforcement pipeline:
1. Daily poll of the Microsoft M365 GCC endpoint API (version-change detection)
1. RPZ passthrough allow-list — GCC FQDNs explicitly allowed through threat blocking
1. RPZ block list — commercial M365 FQDNs (non-GCC) blocked at DNS layer
1. Azure NSG IP Group update — GCC Optimize IP ranges pushed to Azure Government
1. AWS GovCloud Security Group update — GCC IP ranges for outbound rules
1. VPN split-tunnel DNS — M365 Optimize FQDNs route via local interface, not VPN tunnel
1. Sentinel alert — any DNS query from an in-boundary workload to a commercial M365 endpoint triggers an IR ticket
Without InfoBlox automation: Each of Microsoft’s 8–12 annual endpoint changes requires four separate change tickets across NSG, Security Groups, RPZ, and VPN config — during which Agency has a boundary gap window. With InfoBlox, all four update within minutes of the next daily poll of Microsoft’s API — a worst-case gap of roughly 24 hours rather than the days-to-weeks a manual four-ticket cycle takes.
AWS Partnership: BloxOne Runs ON AWS GovCloud
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The AWS relationship is the deepest of all three cloud vendors: InfoBlox’s own FedRAMP-authorized cloud service (Infoblox Government Cloud, CSO FR2017257053 — verify current scope and date on the FedRAMP Marketplace) is hosted on AWS GovCloud. This makes AWS the infrastructure foundation for InfoBlox’s SaaS control plane.
Key Point (Path A only): When Agency uses the cloud-managed control plane, InfoBlox operates it on AWS GovCloud under InfoBlox’s own FedRAMP Moderate authorization (CSO FR2017257053) — that CSO’s authorization already accounts for its AWS hosting. Agency inherits the InfoBlox CSO it consumes; it does not separately inherit the underlying AWS IaaS authorization (a consumer inherits the service it consumes, not the provider’s own supply chain). Under Path B this inheritance does not apply; the agency operates and carries the component itself.
AWS-specific InfoBlox capabilities:
· AWS Landing Zone Accelerator (LZA) Integration: LZA is the AWS-published IaC package for FedRAMP-compliant landing zones. InfoBlox integrates as the DNS customization layer, replacing the default Route 53 Resolver-only DNS with Grid Member + RPZ + DNSSEC. FedRAMP 20x KSIs are enforced via SCP + InfoBlox RPZ policy.
· AWS Security Hub: InfoBlox RPZ block events flow natively to Security Hub findings and correlate with GuardDuty detections.
· ACM Private CA Integration: InfoBlox auto-creates DNS validation CNAME records for ACM certificate issuance; ACM PCA certificate expiry is tracked in InfoBlox Certificate Tracker.
· AWS IPAM Sync: AWS IPAM pool allocations are imported into InfoBlox’s AWS-GovCloud Network View — cross-cloud CIDR conflict detection includes native AWS IPAM-managed ranges.
· AWS GovCloud Marketplace Procurement (Path A): the cloud-managed offering is procurable via the GovCloud Marketplace against existing EA agreements — no separate IDIQ or procurement action required.
Route 53 Private Zone DNSSEC Gap: AWS Route 53 private hosted zones cannot be DNSSEC-signed — this is a documented AWS platform limitation as of 2026. InfoBlox Grid Members sign all internal zones including private SDN segments, closing this gap. This is a key differentiator for FedRAMP SC-20/SC-21 evidence.
Oracle Cloud / OCI: OPM HRIT Future Integration
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OPM is migrating OPM HRIT (federal HR and benefits processing) to Oracle HCM Cloud on OCI. As OPM’s OPM HRIT moves to OCI-hosted SaaS, Agency’s integration path changes from a mainframe handoff to a cloud API call from Agency’s environment to OPM’s OCI-hosted service endpoints.
The challenge: OPM controls their OCI tenancy. Agency has no visibility into OPM’s certificate rotation schedule, IP range changes, or maintenance windows. When OPM rotates their OPM HRIT API TLS certificate without Agency’s trust stores being updated, the OPM HRIT API call fails — personnel action feeds stop, benefits enrollment breaks.
InfoBlox manages Agency’s side of the integration:
OPM HRIT Integration via InfoBlox
	Integration Layer
	InfoBlox Capability

	DNS resolution
	Conditional forwarder: *.opm.gov → OCI DNS endpoint; InfoBlox resolves from Agency network

	IP documentation
	OPM HRIT OCI IPs imported as external host records (read-only OCI Network View); SA-9 table auto-generated

	Certificate monitoring
	InfoBlox Certificate Tracker polls OPM HRIT HTTPS endpoints; captures TLS cert thumbprint + expiry

	Expiry alerting
	90/30/7-day alerts give Agency advance notice of OPM cert rotation

	Trust store prep
	New OPM cert thumbprint pre-staged in InfoBlox before rotation day — zero-downtime update


The OPM HRIT Pattern Repeats: OPM HRIT on OCI is the first of many federal inter-agency SaaS integrations (OPM, DHS, IRS, VA are all moving shared services to cloud SaaS). InfoBlox gives Agency the monitoring layer it needs for every inter-agency dependency: conditional DNS forwarders, Certificate Tracker, and external host records — from Agency’s side, without requiring API access to the partner agency’s cloud tenancy.

Certificate Management and Cloud PKI Integration
Software Defined Networking eliminates IP address broadcasts but creates a new requirement: in an SDN environment where workloads are ephemeral and IPs change frequently, every service-to-service call must be mutually authenticated with certificates. Certificate subject names (CN and SAN fields) must match DNS names registered in the DNS system — which InfoBlox manages. InfoBlox is therefore the natural integration point for certificate lifecycle management. This is not a convenience pairing: certificate issuance is itself a naming-plane function — CAA records govern which CAs may issue for a zone, and ACME DNS-01 validation proves domain control through the DNS the Grid is authoritative for. The full cryptographic-identity architecture built on this substrate is Vol I Book 03.
The Certificate Lifecycle in a Multi-Cloud SDN Environment
The complete certificate lifecycle for a cloud workload follows this sequence:
1. VM or container provisioned by VCF Automation, Terraform, or cloud-native IaC
1. InfoBlox IPAM allocates an IP from the correct Network View (cross-cloud conflict-checked)
1. InfoBlox Grid automatically creates a DNS A record: workload-name.environment.agency.gov → IP
1. Workload bootstrap sends SCEP or EST enrollment to the agency CA using the DNS name as the certificate SAN
1. CA (ADCS, Azure Key Vault with SCEP, AWS ACM Private CA) issues a certificate binding the SAN to the workload
1. InfoBlox Certificate Tracker receives the certificate thumbprint, expiry, and issuing CA, binding it to the IP host record
1. mTLS is active: the workload presents the certificate to authenticate to other services
1. 90/30/7 days before expiry, InfoBlox Certificate Tracker generates alerts for timely renewal
Integration with Each Cloud Certificate Manager
Certificate Manager Integrations
	Platform
	Integration Method
	InfoBlox Role

	ADCS (On-Prem)
	SCEP/EST connector; InfoBlox SCEP auto-enrollment
	Triggers enrollment on IP host record creation; binds cert thumbprint to IP record

	Azure Key Vault (GCC)
	Azure Key Vault REST API polling
	Imports cert metadata; correlates cert to Azure VM NIC IP; alerts on expiry

	AWS ACM Private CA
	ACM API; DNS validation CNAME auto-creation
	Creates ACM validation CNAMEs in Grid; tracks ACM PCA cert expiry

	Oracle OCI Certificates
	HTTPS endpoint polling (no OCI API needed)
	Imports OPM HRIT endpoint cert thumbprint; 90/30/7-day alerts to Agency team

	Keyfactor / Sectigo CLM
	Bidirectional API integration
	InfoBlox as DNS name SSOT for cert SAN validation; CLM uses InfoBlox IP ranges for discovery scanning


Zero Trust Enabler: Certificate-to-IP binding in InfoBlox is the technical foundation of ‘never trust, always verify’ at the network layer. When every IP host record carries a certificate thumbprint and expiry date, the network infrastructure itself becomes identity-aware — a core requirement of CISA’s Zero Trust Maturity Model Networks pillar at Advanced/Optimal level.
Cross-Book Link — NAC Endpoints and DNS/Certificate Binding (Vol I Books 02 and 03): The DNS A-record + SCEP certificate compound provisioning described above applies to cloud workloads (VMs and containers). For NAC-enrolled endpoint devices — laptops, workstations, and managed endpoints that authenticate via 802.1X EAP-TLS — the same compound pattern applies but is triggered differently:
1. Intune/SCEP enrollment (covered in Vol I Book 02) issues the machine certificate with CN={{DeviceName}} and SAN bound to the device’s Entra ID FQDN.
1. DNS A/PTR record for the endpoint should be confirmed or created in InfoBlox at DHCP lease assignment — binding the device’s DNS hostname (from Entra ID) to the DHCP-assigned IP address in the IPAM record.
1. Together, steps 1 and 2 produce a device where name, address, and key are bound at admission — the same compound guarantee that workload provisioning achieves, extended to the endpoint population.
This linkage — that every NAC-admitted device carries both a DNS hostname and a machine certificate, and that InfoBlox holds the authoritative binding record — is the shared foundation of Vol I Book 02 (NAC/802.1X) and Vol I Book 03 (Cryptographic Identity). The design decision for this binding must be validated with OIS.

Subdomain Strategy and Namespace Design
A unified DDI control plane governs DNS only as well as the namespace it manages. InfoBlox can enforce policy, automate lifecycle, and generate compliance evidence across every zone it is authoritative for — but the structure of those zones determines whether the platform scales cleanly or accumulates the same sprawl it was deployed to fix. Subdomain strategy is the architectural decision that makes the DDI investment operationally sustainable.
In modern hybrid multi-cloud environments, DNS is a control plane — not merely a name-to-IP directory. The namespace structure determines security policy scope (which RPZ rules apply to which services), certificate coverage (what wildcards are valid and at what depth), split-horizon resolution boundaries (which records are private vs. public), and the granularity of observability (whether a DNS query log entry identifies a cloud, environment, and service from the FQDN alone). Without deliberate namespace design, the outcome is DNS sprawl, certificate chaos, and opaque logs.
Why Legacy DNS Fails in Multi-Cloud
Legacy DNS was designed for a flat environment: one zone, manual A records, a single trust boundary. (The full strategic argument — why per-CSP DNS sync fails structurally, the AD DNS departure, the certificate-DNS surface, and DNS as the Layer 7 application surface — is developed in the companion whitepaper Next Generation DNS; this book owns the landing-zone build and control closure.) Agency now operates across four cloud environments with dynamic workloads, ephemeral IPs, and a security model where every service-to-service call is mutually authenticated by certificate. Three failure modes emerge without namespace governance:
Certificate chaos. Wildcard certificates (*.agency.gov) match one label to the left of the wildcard per RFC 6125 — they cover api.agency.gov but not prod.api.agency.gov. Without consistent subdomain depth, every new workload either requires a dedicated SAN certificate or causes a multi-SAN certificate to be manually updated. Structured subdomains enable structured wildcards: *.api.agency.gov covers all API workloads at one wildcard.
Uncontrolled split-brain. When internal and external DNS are not deliberately separated, the same FQDN resolves to different addresses by accident. Controlled split-horizon DNS is the same mechanism — intentional. Internal users get private resolution; external users get public resolution; InfoBlox view policy enforces both. Accidental split-brain is a misconfiguration; deliberate split-horizon is a security boundary.
}. Center: two resolvers with the same zone name but different data. Right: Answer A returns 10.1.4.22, a private IP unreachable from cloud; Answer B returns 20.14.8.55, a public IP that routes over the internet. Red panel below lists three structural reasons runbooks and audits fail: the failure is silent — the query succeeds with the wrong answer and surfaces as a network problem; the change surface is too large — every private endpoint and IP change touches up to five DNS systems; and security policy diverges too — an RPZ block applied in one resolver protects nothing behind the other four. White background. Source: Book 01 InfoBlox DDI Briefing deck, Date Code 2026-07-07 09:11 ET.” width=“100%”}
Opaque observability. When all workloads resolve through undifferentiated names, a DNS query log cannot identify the cloud, environment, or service from the FQDN. prod.api.azure.agency.gov is self-documenting. svc-443-node7.agency.gov is not.
Agency Namespace Structure
The following hierarchy applies five patterns — functional, geographic, environment, cloud-provider, and hybrid split-horizon — to Agency’s four-environment topology. Each leaf is a separately delegated zone in InfoBlox with its own DNSSEC signing policy, RBAC delegation, and RPZ attachment.
agency.gov                           (root — public, DNSSEC-signed, minimal records)
├── internal.agency.gov              (split-view — private resolution only, never public)
│   ├── vmw.internal.agency.gov     (VMware VCF on-premises workloads)
│   ├── azure.internal.agency.gov   (Azure Government private endpoints, Arc-enrolled servers)
│   ├── aws.internal.agency.gov     (AWS GovCloud VPC workloads)
│   └── oci.internal.agency.gov     (Oracle OCI / OPM HRIT resources)
├── api.agency.gov                   (backend services — split-view or public)
│   ├── prod.api.agency.gov
│   └── staging.api.agency.gov
├── auth.agency.gov                  (Entra ID, SAML, OIDC endpoints)
├── vc.agency.gov                    (video conferencing — Pexip, Teams Connector)
├── mgmt.agency.gov                  (Azure Arc, Intune enrollment, management plane)
└── mon.agency.gov                   (monitoring — ThousandEyes, Azure Monitor)
} as root with five functional first-level subdomains: internal (split-view, green), api, auth, vc (blue), and mgmt (orange, admin-only). Each L1 zone shows its wildcard cert scope, DNS view assignment, and RPZ policy. Sub-zone pills under internal show cloud platforms vmw/azure/aws/oci; under api show env tiers prod/staging; under vc show geographic nodes us-east and teamsconn.” width=“100%”}
Depth guideline: Prefer three labels or fewer. prod.api.agency.gov is preferable to us-east.prod.api.agency.gov unless geography carries an independent operational meaning (separate certificate, separate RPZ policy, separate routing). Each additional label multiplies certificate scope complexity and diagnostic friction.
Wildcard Certificate Alignment
The namespace structure directly determines certificate coverage. Each functional subdomain enables one wildcard covering all workloads in that function:
Wildcard certificate scope by namespace level
	Wildcard
	Covers
	Does Not Cover

	*.agency.gov
	api.agency.gov, vc.agency.gov, auth.agency.gov
	prod.api.agency.gov, us-east.vc.agency.gov

	*.api.agency.gov
	prod.api.agency.gov, staging.api.agency.gov
	deeper labels

	*.internal.agency.gov
	vmw.internal.agency.gov, azure.internal.agency.gov
	deeper labels

	*.vc.agency.gov
	all video conferencing endpoints
	deeper labels


The certificate lifecycle described in [Section -@sec-certs] — SCEP enrollment triggered by InfoBlox IP host record creation — follows this wildcard boundary. When a new workload provisions in azure.internal.agency.gov, InfoBlox creates the DNS record and triggers SCEP enrollment against the Azure GCC private CA, issuing a certificate with a SAN valid under *.azure.internal.agency.gov. The namespace zone determines the CA path; no per-workload certificate configuration is required.
Split-Horizon DNS — InfoBlox View Configuration
Split-horizon DNS configures InfoBlox to return different answers to the same query depending on the requestor’s source network. Internal Agency users receive private IP addresses; external internet requestors receive public IPs or NXDOMAIN for private-only zones. The application FQDN is identical in both cases — the split is enforced at the InfoBlox view layer, transparent to clients.
InfoBlox DNS views for Agency’s four-environment topology:
InfoBlox DNS view configuration for Agency
	View
	Source Networks
	Zones Served
	Private IPs Exposed

	internal-view
	10.0.0.0/8, VPN pool CIDRs
	internal.agency.gov, agency.gov (private records)
	Yes

	cloud-internal-view
	Azure VNet CIDRs, AWS VPC CIDRs, OCI VCN CIDRs
	*.internal.agency.gov, conditional forwarders to cloud-native DNS
	Yes

	external-view
	All other sources (internet)
	agency.gov public records only, DNSSEC-signed
	No


The internal.agency.gov zone exists only in the internal-view. A request from an internet source hits the external-view, which has no internal.agency.gov zone — the response is NXDOMAIN. Private IP space never appears in the external view.
Integration with cloud-native DNS: Azure Private DNS Zones (e.g., privatelink.database.windows.net for SQL managed instances) are reachable from on-premises via conditional forwarders in InfoBlox — queries for *.privatelink.database.windows.net are forwarded to the Azure Private DNS Resolver inbound endpoint in Agency’s Azure VNet. AWS Route 53 Resolver inbound endpoints serve the same function for GovCloud VPC private zones. Legacy Active Directory DNS servers forward queries for modern subdomains (api.agency.gov, vc.agency.gov) to InfoBlox via stub zones — AD DNS remains authoritative only for Kerberos and LDAP SRV records.
M365 GCC boundary enforcement via split-horizon: The external-view resolves M365 endpoints to public Microsoft IPs. The internal-view enforces the M365 GCC allow-list via RPZ — clients inside Agency’s network that resolve a Microsoft endpoint not on the current GCC allow-list receive an RPZ block response before any TCP connection is attempted. The split-horizon view is the enforcement boundary; the allow-list is the policy.
IaC and Automation Integration
The InfoBlox Terraform provider (infoblox/infoblox) manages zones, records, and views as infrastructure-as-code. All zone creation and delegation follows the same GitOps pipeline as Agency’s cloud infrastructure.
# Functional zone for video conferencing — delegated with RBAC to AV team
resource "infoblox_zone_auth" "vc_zone" {
  fqdn    = "vc.agency.gov"
  view    = "external"
  comment = "Pexip and Teams Connector endpoints"
}

# Blue/green Teams Connector — low TTL for fast cutover
resource "infoblox_cname_record" "teamsconn_active" {
  alias     = "teamsconn.vc.agency.gov"
  canonical = "blue.teamsconn.vc.agency.gov"  # swap to green.teamsconn.vc.agency.gov for cutover
  view      = "internal-view"
  ttl       = 60
}
vDiscovery naming templates: InfoBlox vDiscovery continuously scans all four cloud environments and auto-populates DNS records and IPAM entries. The naming template determines which zone receives the auto-populated record:
vDiscovery naming templates by cloud platform
	Platform
	vDiscovery Template
	Zone

	VMware vSphere
	{vm_name}.vmw.internal.agency.gov
	vmw.internal.agency.gov

	Azure Government
	{resource_name}.azure.internal.agency.gov
	azure.internal.agency.gov

	AWS GovCloud
	{instance_name}.aws.internal.agency.gov
	aws.internal.agency.gov

	Oracle OCI
	{instance_name}.oci.internal.agency.gov
	oci.internal.agency.gov


When a new VM provisions in any environment, InfoBlox creates the DNS record in the correct zone, allocates the IPAM entry in the correct Network View, and triggers SCEP enrollment in the correct CA — all from the zone the record belongs to. The namespace is the configuration.
Kubernetes external-dns: For Kubernetes workloads on any platform, the external-dns controller creates and removes InfoBlox DNS records as services come and go. A Service annotated with external-dns.alpha.kubernetes.io/hostname: payments.api.agency.gov results in an A record in prod.api.agency.gov pointing to the load balancer IP — created on Service creation, removed on Service deletion, with no manual DNS management required.
RPZ Policy Scoping by Subdomain
DNS Firewall RPZ policies in InfoBlox attach at the zone level. The subdomain structure determines the security policy granularity:
RPZ policy attachment by subdomain zone
	Zone
	RPZ Policy

	agency.gov external view
	CISA threat intelligence feed + M365 GCC allow-list

	vc.agency.gov
	SIP/H.323 federation allow-list; block unapproved conferencing endpoints

	internal.agency.gov
	Internal-only flag — NXDOMAIN for any external resolution attempt

	mgmt.agency.gov
	Strict: allow-list of management-plane destinations only; block all others


A query resolving through mgmt.agency.gov that does not match the management-plane allow-list returns an RPZ NXDOMAIN before any TCP connection is attempted. The subdomain boundary is the security boundary — without it, RPZ policy must be applied at the individual record level, which is operationally unmanageable at scale.
Additional NIST Controls from Namespace Design
The subdomain strategy adds one new control — AC-4 — to the NIST mapping in [Section -@sec-nist] and deepens two rows already present there (SC-22 and SA-9):
Additional controls from subdomain namespace design
	Control
	Title
	Contribution

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	Zone hierarchy with delegated authority and view separation enforcing internal/external boundary

	AC-4
	Information Flow Enforcement
	Internal views prevent DNS resolution from cloud environments to unapproved external destinations; RPZ at zone level enforces M365 GCC allow-list

	SA-9
	External System Services
	Conditional forwarders to Azure Private DNS Resolver and AWS Route 53 Resolver are documented zone-level dependencies with per-forwarder audit trail



DNS-Based Traffic Steering as a DDI Function
Global server load balancing has always been a DNS function wearing an appliance badge. When a hardware GSLB appliance decides which data center or cloud region answers a user’s request, the mechanism it uses is a DNS response: the appliance acts as an authoritative name server that answers the same query differently depending on endpoint health, requestor topology, and policy weight. Strip away the chassis, and what remains is health-checked, policy-driven authoritative DNS — a control-plane function of the naming and addressing layer, not a data-plane function of any appliance tier.
}; InfoBlox DTC at center checking ICMP/TCP/HTTPS health monitors against three endpoint pools on the right: On-Premises (healthy, priority 1), AWS GovCloud (healthy, priority 2), and Azure Government (unhealthy, excluded from answer set). The DNS response returns the IP of the highest-priority healthy pool member.” width=“100%”}
Modern DDI platforms implement this function natively. InfoBlox DNS Traffic Control (DTC) attaches health monitors (ICMP, TCP, HTTP/S) to pools of service endpoints and computes each A/AAAA response at query time from pool member health, topology rules, and weighted ratios — a degraded endpoint simply stops appearing in answers, within one TTL, with no traffic ever passing through the Grid Member. The cloud providers expose the same function as DNS routing policy: Route 53 weighted, latency-based, geolocation, and failover routing policies; Azure Traffic Manager profiles; OCI Traffic Management steering policies. In every case the steering decision executes in the resolution path, and the “load balancer” is the answer itself.
This matters to the landing zone because the hardware application-delivery tier is dissolving, and its two halves land in two different places. The local half — reverse proxy, TLS offload, per-request distribution — dissolves into cloud-native delivery services provisioned in the landing zone (Azure Application Gateway and Front Door, AWS ALB/NLB, OCI Load Balancer), deployed per workload through the same IaC pipeline as everything else in this document. The global half — steering users between sites, regions, and clouds — dissolves into the DNS control plane this book builds. Neither half survives as an appliance tier to migrate; the forty-year history of how that tier accumulated, and why SD-WAN retires the WAN edge rather than replacing the load balancer, is told in Vol I Book 05.
Because global steering is DNS, every property this document establishes for the DDI plane applies to it automatically. Steering responses are served from zones the Grid signs, so DNSSEC covers the steering answer (SC-20). Steering configuration is managed as code through the same Terraform provider that manages zones and records (CM-2). Every steering decision is a logged DNS response in the unified syslog stream — a regional failover event is not an invisible appliance state change but an auditable sequence of answer changes with timestamps (AU-12, CA-7). And split-horizon views scope steering policy exactly as they scope every other record: internal requestors can be steered to private endpoints while external requestors are steered across public ones, from the same LBDN object.
The practical consequence for the buildout roadmap: when application teams ask where global traffic steering lives in the target architecture, the answer is not “procure a GSLB replacement.” The answer is that the capability is already present in the DDI layer deployed in Phases 1–4 — it is a policy configuration on the naming plane, inheriting the DNSSEC, IaC, and audit posture the landing zone already established.

NIST SP 800-53 Rev 5 Control Mapping
The following table maps InfoBlox DDI landing zone capabilities to specific NIST SP 800-53 Rev 5 controls. A single InfoBlox deployment provides evidence across 15 control rows covering 17 distinct NIST SP 800-53 Rev 5 controls that would otherwise require separate evidence collection from four separate platforms.
NIST SP 800-53 Rev 5 Control Coverage
	Control
	What InfoBlox DDI Provides
	Evidence Artifact
	Satisfies

	SC-20
	DNSSEC signing of all DNS zones including internal SDN segments
	DNSSEC key log; DS record at .gov registrar
	SC-20

	SC-21
	Recursive DNSSEC validation on all Grid Members; RPZ with CISA Protective DNS feed
	RPZ hit log → SIEM; validation failure alert
	SC-21

	SC-22
	Network Insight auto-generates DDI topology; Grid Master-to-Member map
	Network Insight export; SSP Appendix J
	SC-22

	SC-7
	RPZ enforces domain-level egress blocking across all four SDN environments; DNS exfiltration detection
	RPZ block rate dashboard; exfil alert config
	SC-7, SC-7(7)

	SC-8
	mTLS between workloads via certificate-to-IP binding; SCEP/EST enrollment before service traffic
	Certificate Tracker report; mTLS config
	SC-8, SC-8(1)

	CM-8
	Every IP host record = CM-8 inventory item; SDN connector enriches with VM name, OS, owner, cloud region
	IP host record export to ServiceNow CMDB
	CM-8, CM-8(1)

	CM-2
	IaC integration creates IP+DNS+cert records atomically and destroys them on decommission
	Terraform state; IP lifecycle audit log
	CM-2, CM-6

	SA-9
	External DNS registered as governed external services; all forwarded queries logged; OPM HRIT documented
	Forwarder config export; SSP SA-9 table
	SA-9

	IA-5(2)
	Certificate Tracker links cert thumbprint+expiry+issuer to IP host record; ADCS/Key Vault/ACM/OCI cert metadata
	Cert inventory report; expiry alert log
	IA-5(2)

	IA-9
	Every SDN workload receives a certificate via SCEP/EST automation at provisioning time
	SCEP enrollment log; cert-to-IP binding report
	IA-9

	AU-2
	DNS query events, DHCP lease events, IP allocation events, and cert enrollment events defined and logged
	SIEM event catalog; AU-2 event list
	AU-2

	AU-12
	Single syslog stream from all Grid Members across all four SDN environments; RFC 5424 format; 3-year retention
	SIEM dashboards; retention policy
	AU-12

	IR-4
	RPZ block events auto-generate SIEM IR tickets; DNSSEC failure triggers SOC alerts; DNS exfil detection
	IR playbook; RPZ alert→ticket pipeline
	IR-4, IR-5

	SI-3
	DNS-layer malware blocking via RPZ prevents resolution of C2 domains, ransomware, phishing
	RPZ block count by threat category
	SI-3

	PL-8
	Unified DDI architecture in SSP; InfoBlox FedRAMP ATO cited as inherited control for DDI layer
	SSP Section 13 architecture narrative
	PL-8


Closure Necessity — SC-20 / SC-21 (authoritative DNS). SC-20 requires the system to provide origin authentication and integrity verification artifacts with authoritative name resolution responses; SC-21 requires requesting systems to perform validation on the responses they receive. Both controls presuppose an authoritative naming plane, because there is nothing else that can close them: you cannot attest authoritative name resolution without an authoritative resolver. (SC-22 — the fault-tolerant, role-separated resolution architecture — is closed by the same Grid, but its closure-necessity anchor is registered for the cross-cloud build-out in Vol VIII rather than here.) No scanner creates a source of truth — a scanner, a compliance dashboard, or a conformance tool can only measure drift from a source of truth that must already exist. The DNSSEC-signed, view-separated Grid described in this document is not one implementation option among several; it is the class of mechanism these controls name.

CISA Zero Trust Maturity Model v2.0 Alignment
CISA’s Zero Trust Maturity Model v2.0 (April 2023) defines five pillars and three cross-cutting capabilities across four maturity stages: Traditional → Initial → Advanced → Optimal.
} at Advanced maturity through DNSSEC, certificate-to-IP binding, IaC automation, and unified syslog. FedRAMP 20x: Advanced equals AO-signable posture, mandatory January 1 2027.” width=“100%”}
Networks Pillar (Deepest Alignment)
CISA Zero Trust Networks Pillar Alignment
	CISA ZT Network Requirement
	InfoBlox DDI Implementation
	ZT Maturity Level

	Encrypt DNS traffic (DoH/DoT)
	Grid Members support DoH/DoT for client queries; DNSSEC validates response integrity end-to-end
	Advanced → Optimal

	Implement Protective DNS
	RPZ with CISA Protective DNS feed + TIDE commercial threat intel; blocks C2, phishing, DNS tunneling across all SDN environments
	Initial → Advanced

	DNS visibility for all workloads
	Unified syslog from all Grid Members; every DNS query logged with client IP, query name, response, latency
	Initial → Advanced

	IPAM as segmentation enforcement
	Network Views enforce CIDR segregation; IaC cannot allocate overlapping CIDRs; segment-level records map to NSX-T security groups and Azure NSGs
	Advanced

	SDN micro-segmentation integration
	NSX-T security groups can reference InfoBlox IPAM tags (workload classification, owner) as dynamic membership criteria
	Advanced → Optimal

	Certificate-based network authentication
	Certificate Tracker ensures every IP host record has a bound certificate; IP reputation replaced by certificate identity
	Advanced → Optimal


Identity Pillar (Network-Layer Support)
InfoBlox supports the Identity pillar through certificate lifecycle management — the mechanism by which workload identity is established at the network layer:
· SCEP/EST automation issues certificates to every new workload at provisioning time, establishing machine identity before the first connection
· Certificate-to-IP binding enables network devices to verify workload identity from the DNS/IPAM layer without agent deployment
· Certificate expiry alerting prevents identity credential expiration — a common cause of authentication outages
Cross-Cutting: Visibility and Analytics
InfoBlox contributes three telemetry streams to CISA’s Visibility and Analytics capability:
· DNS query telemetry: every DNS resolution event from every SDN workload, with client IP, query type, response, latency, and RPZ action
· DHCP/IP event telemetry: every IP allocation, renewal, and release with device metadata
· Certificate telemetry: every expiry warning and enrollment event
All three streams flow to the SIEM in consistent syslog format — enabling correlation across DNS, IP, and certificate events that individually appear innocuous but together may indicate lateral movement or data exfiltration.
Cross-Cutting: Automation and Orchestration
InfoBlox’s IaC integrations directly enable the CISA Automation and Orchestration capability:
· Network resource provisioning (IP, DNS, cert) is automated in IaC pipelines — no manual steps that bypass policy
· VCF 9.1 native InfoBlox integration automates DDI for VMware workloads from day one
· RPZ updates are automated from threat intelligence feeds — human review required only for false positive exceptions

FedRAMP Boundary Enforcement
InfoBlox DDI enforces the FedRAMP authorization boundary at three layers simultaneously:
Layer 1 — IP inventory feeds the boundary and asset documentation. A FedRAMP authorization boundary is defined by its components, services, interconnections, and data flows — not by IP address ranges (SaaS components and external services inside the boundary hold no agency IP). What InfoBlox IPAM provides is the authoritative record of every agency-addressed asset inside the boundary: the CM-8 IP/asset inventory export is a primary input to the boundary’s component inventory and network diagram, reconciled against the service and interconnection catalog rather than standing in for it.
Closure Necessity — CM-8 (system component inventory). CM-8 requires an inventory that accurately reflects the system and includes all components within its boundary. You cannot inventory what you cannot enumerate — and the only layer that observes every component at the moment it joins the network is the addressing plane, because every component must take an address before it can do anything else. Discovery scanners enumerate what answered a probe during a scan window; an IPAM database enumerates what was allocated, which is the population the scanner’s results must be reconciled against. Without the enumeration substrate, a scan result is a sample with no denominator. DHCP fingerprinting extends the same substrate downward to device identity at the moment of lease — the port-level device inventory built on it is the subject of Vol I Book 02.
Layer 2 — DNS = Boundary Enforcement at Egress. Every DNS query from every workload passes through the InfoBlox Grid Member (because all VPC/VNet/NSX-T DHCP Options point to it). InfoBlox enforces:
· RPZ blocks commercial M365 endpoints (prevents FedRAMP data reaching non-GCC Microsoft infrastructure)
· RPZ blocks non-FedRAMP SaaS FQDNs (prevents workloads from reaching unauthorized cloud services)
· Conditional forwarders for external services generate the SA-9 documentation automatically
· DNSSEC validation required — DNS spoofing that could redirect traffic outside the boundary is rejected
· Query logging for all workloads — AU-12 evidence: every external communication visible in DNS logs
Layer 3 — Certificate Binding = Boundary Identity. Only IP host records within the InfoBlox IPAM database can receive certificates via SCEP/EST enrollment automation. Certificate possession = boundary membership — a powerful assertion for boundary documentation and IA-9 satisfaction.

FedRAMP Moderate and FedRAMP 20x Controls
FedRAMP Moderate: The Evidence Package
InfoBlox DDI produces a complete evidence package for FedRAMP Moderate annual assessments without manual evidence collection:
FedRAMP Moderate Evidence Package
	Control Family
	Evidence Source
	Format
	Collection

	SC-20 / SC-21
	InfoBlox DNSSEC key rotation log; RPZ hit log
	Grid audit log export
	Automated

	CM-8
	InfoBlox IP host record database
	CSV / ServiceNow CMDB sync
	API export on demand

	IA-5(2)
	InfoBlox Certificate Tracker
	Certificate inventory report
	API export on demand

	AU-2 / AU-12
	SIEM fed by InfoBlox syslog stream
	SIEM query results
	Pre-built SIEM dashboards

	IR-4
	SIEM IR playbook execution logs; RPZ alert ticket history
	ServiceNow tickets
	ITSM integration

	SA-9
	InfoBlox External DNS Server config; SSP SA-9 table
	InfoBlox config export
	Grid config snapshot

	SC-22
	InfoBlox Network Insight topology report
	PDF / JSON topology export
	Network Insight scheduler


FedRAMP 20x: Automated KSI Enforcement
FedRAMP published its Consolidated Rules for 2026 on June 25, 2026, establishing a single stable ruleset that supersedes the 20x pilot framework. Three classification tiers replace the single 20x path: Class A (simplest CSPs, opens August 3, 2026), Class B and Class C (open August 31, 2026). The Consolidated Rules become mandatory for all certified systems on January 1, 2027. New Rev5 certifications will no longer be accepted after June 11, 2027. Machine-readable rules are published in JSON format via GitHub, enabling AI agent integration and automated compliance verification.
For Agency’s multi-environment landing zone, InfoBlox DDI is well-positioned for the Class B or Class C pathway given its multi-cloud scope. The WAPI REST interface delivers structured JSON evidence for every KSI — no manual assembly required.
FedRAMP 20x replaces periodic evidence collection with continuously-verified Key Security Indicators enforced by infrastructure-as-code guardrails:
FedRAMP 20x KSI Automation
	KSI-supporting capability
	InfoBlox Enforcement
	Automated?

	All DNS traffic encrypted or integrity-protected
	DNSSEC on all zones; DoH/DoT endpoint on Grid Members
	Yes — Grid policy

	Protective DNS for all workloads
	Grid Member = resolver for all VPC/VNet DHCP options; RPZ active
	Yes — DHCP Options + RPZ

	IP address inventory current and complete
	API connectors sync in near-real-time; CM-8 report on demand
	Yes — API connectors

	No CIDR overlap between environments
	Terraform InfoBlox provider blocks overlapping allocation at request time
	Yes — Terraform

	Certificate expiry monitored and auto-renewed
	Certificate Tracker 90/30/7-day alerts; SCEP/EST auto-renewal workflow
	Yes — Certificate Tracker

	Every workload has machine identity (cert)
	SCEP/EST enrollment triggered at IP host record creation
	Yes — Auto-enrollment

	DNS change events auditable
	All DNS/DHCP/IP changes logged; syslog to SIEM in real time
	Yes — Syslog + SIEM


FedRAMP 20x Positioning: InfoBlox DDI positions Agency ahead of the FedRAMP 20x transition. The machine-readable IP inventory (WAPI), automated KSI enforcement via IaC, and real-time SIEM integration align directly with FedRAMP 20x’s shift from periodic assessment to continuous automated verification.

Inter-Agency SaaS Integration: The OPM HRIT Template
OPM HRIT on OCI is the first of many federal inter-agency SaaS integrations. OPM, Agency, DHS, IRS, and VA are all moving shared services to cloud-hosted SaaS platforms. The pattern repeats every time:
1. Agency A moves a shared service to cloud SaaS (OPM HRIT → OCI)
1. Agency B (Agency) becomes an API consumer of that SaaS
1. Agency B has no visibility into Agency A’s certificate rotation, endpoint changes, or IP range changes
1. InfoBlox gives Agency B the monitoring layer it needs — from Agency’s side, without requiring access to the partner agency’s cloud
InfoBlox’s inter-agency integration toolkit:
· Conditional DNS forwarders — always know where the service resolves, even when the partner agency changes DNS
· Certificate Tracker endpoint polling — always know when the partner’s TLS cert will expire
· External host records — always document the partner’s IP ranges for SA-9 without API access to their cloud
· RPZ passthrough entries — ensure InfoBlox RPZ does not block the inter-agency API calls
· Sentinel alerts — detect if the inter-agency connection’s certificate has changed unexpectedly (potential MITM)

System Component Inventory — IPAM, CMDB, and the CM-8 Gap
IPAM Is Not an Asset Manager
InfoBlox IPAM is the network-layer addressing authority: every IP allocation, every DNS hostname, every DHCP lease, every machine certificate binding — from this plane’s point of view. It sees every device that has an IP address. It does not see:
· What software is installed on a device
· Whether a device’s OS is patched
· The organizational owner or data classification of a workload
· The FedRAMP boundary membership of an asset
· Relationships between assets (which application runs on which server, which server supports which system)
· Non-IP assets (smart cards, HSMs, air-gapped devices, physical media)
NIST SP 800-53 CM-8 (System Component Inventory) requires an inventory that includes hardware, software, firmware, and system interconnections — not just IP address records. InfoBlox satisfies the addressing dimension of CM-8; it does not satisfy the full control without a complementary CMDB.
Agency currently operates four asset management surfaces with no unified coordinator:
	Surface
	Scope
	What It Misses

	Microsoft Intune
	Windows, macOS, iOS, Android managed endpoints
	AWS EC2, OCI workloads, non-enrolled VMware VMs, network devices, IoT

	Azure Arc (servers)
	Windows Server + Linux on any cloud/on-prem — Arc-enrolled only
	Workloads not explicitly Arc-onboarded; OCI-native resources; non-server assets

	AWS Systems Manager (SSM)
	AWS EC2 instances (agent-installed)
	Azure, OCI, on-prem VMs; endpoint devices; network gear

	VMware vCenter
	On-premises VMware VMs and ESXi hosts
	Cloud-native workloads; endpoints; network devices


InfoBlox IPAM bridges these surfaces at the IP layer — every asset managed by any of the four platforms above will have a DHCP/DNS record in InfoBlox. But correlating IP records to organizational ownership, FedRAMP boundary membership, patch state, and software inventory requires a platform above the addressing layer.
Open Decision — Asset Manager / CMDB Platform
Agency has not yet selected a unified Asset Manager / CMDB for cross-platform inventory coordination. This decision must be made by the CIO Office with OIS input — it is architecturally significant (determines the CM-8 evidence strategy) and has procurement implications. The requirements below define what the selected platform must satisfy. Specific product selection is pending agency review.

Requirements for the Asset Manager / CMDB
The following requirements must be satisfied by whichever platform Agency selects. Requirements are grouped by compliance driver. All requirements must be satisfied regardless of product selection.
Asset Manager / CMDB Requirements
	ID
	Requirement
	Control
	Priority

	R-01
	Cross-platform automated discovery — must ingest asset records from Intune, Azure Arc, AWS Systems Manager, OCI Management Agent, VMware vCenter, InfoBlox IPAM, and network device management platforms without manual data entry
	CM-8
	Must

	R-02
	IP/IPAM correlation — every asset record must link to an InfoBlox IPAM record; the IP address, DNS FQDN, and DHCP lease state from InfoBlox are the authoritative network-layer identity for each asset
	CM-8, SC-22
	Must

	R-03
	Machine certificate binding — asset records must carry the machine certificate thumbprint and expiry for managed devices, populated from Intune SCEP enrollment (endpoint devices) and from InfoBlox Certificate Tracker (workloads)
	IA-5, SC-12, SC-17
	Must

	R-04
	FedRAMP boundary classification — each asset record must carry environment tag (AWS GovCloud, Azure Government, OCI, on-prem VMware) and FedRAMP system boundary membership; assets in-boundary vs. out-of-boundary must be queryable
	CM-8, CA-3
	Must

	R-05
	Component owner assignment — each asset must be assignable to a CIO Component owner; Component owners have read/write access scoped to their own assets and read-only access to nothing beyond their scope
	CM-8, AC-3, AC-6
	Must

	R-06
	Audit trail for asset record changes — every discovery-driven or manual change to an asset record must produce a log entry with timestamp, change source, before/after state, and actor identity; logs must feed the SIEM
	AU-3, AU-12, CM-8(1)
	Must

	R-07
	Network device coverage — must discover and maintain records for switches, routers, firewalls, load balancers, and wireless access points via SNMP, NetFlow, REST, or CDP/LLDP
	CM-8
	Must

	R-08
	Unmanaged / IoT / OT device visibility — devices identified by MAC address and DHCP fingerprint in InfoBlox that have no MDM enrollment must appear in the inventory as “unmanaged — device class: [fingerprint]”; these are CM-8 scope items even if they cannot be fully managed
	CM-8, IA-3
	Must

	R-09
	Software inventory per managed asset — installed software, version, and patch state linked to the asset record for all Intune-managed and Arc-enrolled assets
	CM-8(1)
	Should

	R-10
	Deduplication across sources — when Intune, Arc, AWS SSM, and InfoBlox all report the same physical or virtual asset, the platform must produce a single normalized canonical record, not four separate entries
	CM-8
	Must

	R-11
	FedRAMP Moderate or High authorization — the platform must carry its own FedRAMP ATO at Moderate or High impact, or be deployed within Agency’s own FedRAMP boundary with appropriate documentation
	FedRAMP
	Must

	R-12
	SIEM integration — must export asset inventory and change events to the SIEM (Vol III Book 06, SIEM/XDR Detection) for enrichment of security alerts with asset context
	SI-4, CA-7
	Must

	R-13
	ConMon evidence generation — must produce CM-8-compliant inventory exports (OSCAL format preferred) for the ConMon pipeline (Vol IV Book 06, Authorization Package & ConMon)
	CA-7
	Must

	R-14
	API-first — all discovery, query, and reporting functions must be available via documented REST API for integration with the IaC pipeline and ConMon toolchain
	CM-8
	Should

	R-15
	Lifecycle tracking — asset records must carry lifecycle state (provisioning / active / decommissioning / retired) and must support automated decommission notification from InfoBlox (DHCP lease release triggers review)
	CM-8(1)
	Should



FedRAMP-Authorized Product Candidates
The following platforms have federal government deployments and FedRAMP authorization status relevant to this requirement. Agency must verify current FedRAMP Marketplace listings at time of procurement — authorization status changes and this list reflects a point-in-time assessment. No selection is made here; this is a landscape to inform the CIO Office’s evaluation.
FedRAMP-Authorized Asset Manager Candidates (verify FedRAMP Marketplace at time of procurement — status changes)
	Platform
	FedRAMP Status
	Primary Strength
	Key Gap for Agency
	Requirements Met

	ServiceNow Now Platform (ITOM + CMDB)
	FedRAMP High — ServiceNow Government Cloud (High authorization encompasses the Moderate baseline this series targets; see Vol 0 Book 01 Questionnaire §product-status SSOT and Vol VII Book 00 boundary-treatment subsection). Verify on FedRAMP Marketplace at procurement
	Broadest CMDB capability; native Discovery across cloud APIs, VMware, network, and MDM; widely deployed across federal civilian agencies; full lifecycle, ownership, and relationship tracking
	High cost; complexity of implementation; Discovery requires agent or network-based scanning agents in each environment
	R-01 through R-15 (all, with proper configuration)

	Axonius Cybersecurity Asset Management
	FedRAMP authorization — verify current status on FedRAMP Marketplace
	Purpose-built for exactly this problem: correlates 800+ adapters (Intune, Arc, AWS SSM, OCI, VMware, InfoBlox, Qualys, Tenable) into a single deduplicated asset record; no agents required; fastest time-to-value for cross-platform correlation
	Less mature CMDB lifecycle and change management than ServiceNow; ITSM integration requires connector work
	R-01, R-02, R-03, R-05, R-06, R-08, R-10, R-11, R-12, R-14

	Qualys Global Asset Inventory (GAI) / VMDR
	FedRAMP Moderate (JAB P-ATO)
	Strong cloud connector coverage (AWS, Azure, GCP); vulnerability context tied to asset record; agentless cloud scanning
	Weaker normalization across MDM (Intune) and IPAM sources; primarily vulnerability-centric rather than CMDB-centric; limited certificate tracking
	R-01 (partial), R-04, R-06, R-08, R-09, R-11

	Tenable.sc (Security Center)
	FedRAMP Moderate (JAB P-ATO)
	Deep vulnerability and asset discovery; strong network device and IoT/OT coverage via passive network analysis (Nessus Network Monitor); widely deployed in federal agencies
	Not a CMDB — does not support organizational ownership hierarchy, lifecycle tracking, or ITSM-style asset management; certificate tracking limited
	R-01 (partial), R-06, R-07, R-08, R-09

	Microsoft Defender for Cloud (GCC High)
	FedRAMP High (as part of Microsoft GCC High)
	Native integration with Azure Arc, Intune, Defender for Endpoint; cloud security posture management for Azure, AWS, GCP; no additional procurement for Microsoft-licensed agencies
	Limited coverage of OCI, VMware non-Arc, network devices; not a general-purpose CMDB; strong for Microsoft estate, weak outside it
	R-01 (partial — Microsoft scope), R-04, R-06, R-11

	AWS Config + Systems Manager Inventory
	FedRAMP High (AWS GovCloud)
	Native AWS asset inventory; configuration history; Config Rules for compliance; no additional cost beyond AWS usage
	AWS-only — no coverage for Azure, OCI, on-prem, or endpoint devices; cannot serve as the unified cross-environment coordinator
	R-01 (AWS scope only), R-04, R-06, R-14

	Ivanti Neurons for ITSM + Asset Management
	FedRAMP Moderate (verify current status on FedRAMP Marketplace)
	Comprehensive ITSM + CMDB + discovery; strong on endpoint asset management and patch management; federal deployments
	Less cloud-native than ServiceNow for multi-cloud asset correlation; verify current FedRAMP scope and boundary
	R-01 (partial), R-05, R-06, R-09, R-10, R-15


Recommended Evaluation Approach
Agency should evaluate candidates against requirements R-01 through R-15 in a structured proof-of-concept across three specific scenarios:
1. Correlation test — take a single managed Windows laptop; confirm that the candidate platform produces one deduplicated asset record that includes the Intune MDM record, the InfoBlox DHCP record, the machine certificate from Intune SCEP, and the DNS FQDN. This is R-01, R-02, R-03, and R-10 simultaneously.
1. Unmanaged device test — connect an IoT device (or a device not enrolled in Intune) to a NAC-controlled port; confirm that the device appears in the inventory within one DHCP lease cycle as an unmanaged asset with InfoBlox DHCP fingerprint data. This is R-08.
1. Component owner scoping test — create two CIO Component owners in the candidate platform; confirm that each owner sees only their assigned assets and cannot access the other’s records. This is R-05.
Until a platform is selected and deployed, InfoBlox IPAM serves as the best-available addressing proxy for CM-8 — every in-scope IP address is documented, every DNS hostname is authoritative, and DHCP fingerprinting provides unmanaged device classification. This is not a full CM-8 closure; it is the network-layer foundation on which the CMDB will be built.

Architecture Summary
Full Landing Zone Architecture Summary
	Layer
	On-Premises VMware
	Azure Government
	AWS GovCloud
	Oracle OCI (OPM)
	InfoBlox Role

	IP Assignment
	NSX-T DHCP Profiles (VCF 9.1)
	Azure fabric / ARM API
	VPC DHCP Options / Nitro
	OCI VNIC / 169.254.169.254
	IPAM SSOT via connectors

	DNS Resolver
	Grid Member (replaces AD DNS)
	Azure DNS Private Resolver → Grid
	VPC DHCP Options → Grid
	OCI resolver → Grid forwarder
	Unified recursive + DNSSEC

	DNS Authority
	Grid Master (agency.gov)
	Grid Member + Azure Private DNS
	Grid Member + Route 53 private
	Grid forwarder + OCI DNS
	Grid Master as SSOT

	DHCP
	InfoBlox Grid DHCP (HA pair)
	Azure fabric (no Grid DHCP)
	AWS VPC DHCP
	OCI DHCP
	On-prem native; cloud via API

	IPAM
	On-Premises Network View
	Azure-GCC Network View
	AWS-GovCloud Network View
	OCI-OPM Network View (RO)
	Single DB, 4 Network Views

	Certificates
	ADCS via SCEP/EST
	Azure Key Vault; ARM API polling
	ACM Private CA; validation CNAMEs
	OCI Certs (OPM); cert polling
	Certificate Tracker

	Threat / RPZ
	RPZ on Grid Members; TIDE + CISA
	RPZ on Azure Grid Member
	RPZ on AWS Grid Member
	Grid forwarder RPZ
	Single policy, all environments

	Audit / SIEM
	Syslog from Grid Members
	Syslog from Azure Grid Member
	Syslog from AWS Grid Member
	Syslog from Grid forwarder
	One syslog stream

	FedRAMP Controls
	SC-20/21, CM-8, AU-12, IR-4
	SC-20/21, SA-9, IA-5(2), CM-8
	SC-20/21, SA-9, IA-5(2), CM-8
	SA-9, IA-5(2)
	Single evidence source



Recommended Buildout Roadmap
Each phase produces immediately usable compliance evidence and security value — there is no ‘big bang’ dependency before the first phase delivers results.
Phase 0 — Procurement and Architecture (Month 1)
· Path A: procure the InfoBlox cloud-managed offering (Infoblox Government Cloud) via AWS GovCloud Marketplace against existing EA (no new IDIQ); Path B: procure NIOS via GSA Schedule GS-35F or agency IDIQ
· Reference FedRAMP Marketplace CSO FR2017257053 in procurement documentation
· Design Network View CIDR allocation plan: audit all existing IP ranges across on-prem, Azure VNet, AWS VPC, OCI VCN for overlaps
· Engage InfoBlox Professional Services for VCF 9.1 DDI integration workshop
Phase 1 — On-Premises Foundation (Months 1–3)
· Deploy Grid Master HA pair; import all AD DNS zones; enable DNSSEC for agency.gov
· Submit DS record to .gov TLD registrar (closes SC-20 gap)
· Migrate Windows Server DHCP scopes to InfoBlox Grid DHCP; enable DHCP fingerprinting (the device-identity feed that Vol I Book 02 builds the NAC device inventory on)
· Configure syslog forwarding from all Grid Members to SIEM (Splunk/Sentinel); verify AU-12 event receipt
· Deploy SCEP connector to ADCS; test automated cert enrollment from new IP host record
· Generate first CM-8 IP inventory export; reconcile against existing CMDB
Phase 2 — VMware VCF 9.1 Integration (Months 2–4)
· Update VCF to 9.1; configure VCF-A to use InfoBlox WAPI as external IPAM backend
· Update NSX-T DHCP Server Profiles to route DNS to InfoBlox Grid Member IP
· Verify NSX-T VM IP assignments appear in InfoBlox On-Premises Network View within 60 seconds
Phase 3 — Azure Government Integration (Months 3–5)
· Deploy InfoBlox Grid Member as Azure VM in Hub VNet; configure Azure DNS Private Resolver to forward to Grid Member
· Register all Azure VNet/subnet CIDRs in InfoBlox Azure-GCC Network View; enable Azure connector
· Configure Azure Key Vault Certificate Manager polling in InfoBlox Certificate Tracker
· Configure M365 GCC endpoint API polling; test RPZ passthrough and commercial M365 RPZ block
Phase 4 — AWS GovCloud Integration (Months 5–7)
· Deploy InfoBlox Grid Member as EC2 instance in Transit VPC
· Update VPC DHCP Options Sets to use Grid Member IP as domain-name-server
· Enable InfoBlox AWS connector; register all VPC CIDR allocations in AWS-GovCloud Network View
· Configure ACM DNS validation CNAME automation; test certificate issuance for an internal ALB
· Integrate InfoBlox RPZ events with AWS Security Hub findings
Phase 5 — OCI OPM HRIT Integration (Months 7–9)
· Import all known OPM HRIT service endpoint IPs and FQDNs as external host records
· Configure InfoBlox conditional forwarder for OPM HRIT FQDNs through FastConnect path
· Connect InfoBlox Certificate Tracker to OPM HRIT HTTPS endpoints; verify 90-day cert expiry alert fires
· Document OCI integration in SSP SA-9 external services table with OPM as system owner
Phase 6 — FedRAMP Continuous Monitoring (Months 9–12)
· Complete InfoBlox FedRAMP documentation in SSP; reference CSO FR2017257053 for DDI-layer control inheritance (Path A only — Path B documents NIOS as an agency-operated component)
· Configure all seven FedRAMP control evidence exports as scheduled reports
· Implement IaC Terraform pipeline: IP allocation → DNS record → SCEP cert enrollment as single atomic pipeline
· Configure FedRAMP 20x KSI automation checks (DNSSEC status, RPZ coverage, cert expiry, CIDR conflict) as CI/CD pipeline tests
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Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-15 06:26 ET
Series Context — This document is Vol I Book 02 of the Federal Compliance series. Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) establishes the cloud landing zone and the authoritative naming and addressing plane — IPAM, DHCP, DNS, and certificate issuance (DDI/PKI). This part lays the device identity substrate directly on top of that plane: before any certificate is trusted, any token is minted, or any application flow is authorized, the network must be able to answer the question what is physically connected to this port? Vol I Book 03 (Certificates & Tokens) builds the cryptographic identity plane on this substrate, and every subsequent part — network modernization, telecommunications, database consolidation, privileged access, telemetry, and the authorization package — depends on the answer being enforced at the wire.
What This Document Addresses
Vol I Book 01 of this series established the naming and addressing plane: every device that joins the network receives an address from an authoritative DHCP service, a name in an authoritative DNS zone, and a record in an authoritative IPAM database. That plane can observe and record every device — but observation is not authentication. The naming and addressing plane, by itself, cannot decide whether the device should have been admitted at all.
No control laid above it answers the simpler question either: what is physically plugged into this network port?
A threat actor with physical access to a conference room, a decommissioned office wing, or an unmonitored wiring closet can connect an unauthorized device to the Agency network and begin reconnaissance, lateral movement, or data exfiltration without presenting any user identity at all. Every identity control the rest of this series builds — the certificate and token plane of Vol I Book 03, the application authentication modernization of Vol II Books 01–02 (SQL Server Authentication and Implementation), the privileged access controls of Vol III Book 01 (Privileged Access Management) — is downstream of network admission. Those controls are effective only after a device has already been granted connectivity; built on unauthenticated ports, they are built on an unverified floor.
Network Access Control (NAC) with 802.1X port-based authentication addresses this at the wire. Before a device receives an IP address and network routing, it must present a cryptographically valid machine certificate to a RADIUS server that can verify the device’s identity against the Entra ID device inventory. If the certificate is absent, expired, or does not correspond to an enrolled managed device, the port is placed into a quarantine VLAN with no access to Agency resources.
This document covers the architecture, certificate provisioning pipeline, RADIUS design, policy tier structure, InfoBlox integration, Sentinel logging, and phased implementation for 802.1X NAC across the Agency GCC Moderate boundary. It closes the IA-3 (Device Identification and Authentication) control family at the only layer where it can be closed — the point of network admission — and lays the SC-7 (Boundary Protection) and CM-8 (System Component Inventory) foundations that the books that follow across Volumes I–IV extend upward through certificates, applications, telemetry, and the authorization package.
Device Identity vs. User Identity — NAC and 802.1X operate at the device layer, prior to any user authentication event. A device that fails 802.1X admission is quarantined regardless of the user credential that would subsequently be presented. This is a complementary, not redundant, control: Zero Trust requires verifying both who is the user and what is the device, independently.
The Device Identity Gap
Why User Identity Alone Is Insufficient
The Compliance series thesis is: Physics constrains, token liberates. The parts that follow this one implement the token side — Vol I Book 03 mints the cryptographic identities, and Vol I Book 05 through Vol III Book 01 bind transport, applications, and privileged access to them, until every user and service identity assertion is backed by a cryptographic token. But a token is presented by a device, and the integrity of the token depends on the integrity of the device presenting it. That is why the device identity substrate is laid now, immediately after the naming and addressing plane, rather than at the end.
Consider the following two scenarios in the completed architecture this series builds:
Scenario A — Credential theft on a managed device. An attacker phishes a user’s FIDO2 hardware key and clones the credential. The attacker can now present a valid Entra ID token. Conditional Access evaluates device compliance — the token is presented from the attacker’s unmanaged laptop, which fails the compliant device filter. Access is denied. The user identity control and the device compliance check together stop the attack.
Scenario B — Physical port access on an uncontrolled network. An attacker connects a laptop to a wired jack in an Agency conference room. Without NAC, the switch port assigns a DHCP lease and routes traffic immediately. The attacker now has Layer 3 connectivity to Agency internal resources — without presenting any user credential at all. All user identity controls are irrelevant until the attacker chooses to attempt authentication. The window for passive reconnaissance, ARP poisoning, DNS poisoning, and lateral movement scanning is open from the moment the cable is plugged in.
NAC closes Scenario B at the port level. The attacker’s laptop presents no machine certificate, 802.1X authentication fails, and the port is placed in the quarantine VLAN. The attacker has Layer 3 connectivity to the quarantine segment only — no routing to Agency resources, no DNS resolution for internal names.
The Federal Physical Access Reality
Federal facilities operate under physical access controls — PIV badge readers, mantrap entries, visitor escort requirements. These controls are strong at building perimeters but are not equivalent to network port authentication:
· Conference rooms are routinely accessible to vendors, contractors, and visitors with valid facility badges who do not have Agency IT authorization.
· Wiring closets in older federal buildings frequently lack electronic access control distinct from the floor-level badge reader.
· Decommissioned office areas retain live switch ports until physical decommissioning is completed — often weeks to months after occupancy ends.
· Hoteling workstations in hot-desk environments have live ports by design, and the physical occupant changes daily.
· IoT and OT devices (printers, badge readers, HVAC controllers, video conferencing endpoints) connect to the same switch fabric as workstations and servers in many federal deployments.
Each of these is a live network connection with no authentication gate. NAC with 802.1X makes the authentication gate the switch port itself — independent of the physical access regime.
} IT authorization. Wiring closets: older federal buildings often lack electronic access control distinct from the floor-level badge reader. Decommissioned areas: live switch ports persist weeks to months after occupancy ends. Hoteling workstations: hot-desk ports are live by design with a different physical occupant daily. IoT/OT devices: printers, badge readers, HVAC, and video endpoints share the same switch fabric as workstations and servers. Banner: each is a live network connection with no authentication gate — NAC makes the gate the switch port itself, independent of the physical access regime. White background. Source: Vol I Book 02 NAC briefing deck, Date Code 2026-07-07 10:15 ET.” width=“100%”}
Before and After: The Structural Comparison
} resources with no authentication gate. Right panel labeled AFTER shows the same laptop initiating 802.1X EAP exchange with the switch acting as authenticator, forwarding the EAP-TLS exchange to a RADIUS server, which validates the machine certificate against Entra ID device inventory, and the switch placing the port into the appropriate VLAN — compliant, non-compliant, or quarantine — before any IP address is issued to a routable segment.” width=“100%”}
Before this document — a device connecting to any Agency switch port in a managed facility receives network access determined solely by VLAN configuration on the port. No device identity assertion is required. Physical access to the facility is the only gate.
After this document — every switch port and wireless access point requires a valid machine certificate issued to an Entra-enrolled device. Devices that cannot present a valid certificate are placed in a quarantine VLAN. Devices that present a valid certificate from a non-compliant device (patch compliance failure, AV disabled) are placed in a remediation VLAN. Only devices that are enrolled, compliant, and certificate-valid receive access to the production VLAN.
The Voice VLAN Precedent
Network Access Control did not begin with 802.1X. It began, in production networks, with a telephone.
When IP telephony arrived in the late 1990s — before IEEE 802.1X-2001 was ratified, and years before supplicant software was broadly deployable — every desk deployment faced the same problem NAC solves today: two very different device classes, a phone and a workstation, sharing the same wall jack, requiring different network segments, different QoS treatment, and different access scope. The mechanism that solved it was not an authentication protocol. It was DHCP. A phone booting on the data VLAN sent a DHCP request that declared its device class — the vendor class identifier in option 60, and a characteristic pattern of requested options. The DHCP server recognized the class and answered with vendor-specific options carrying the voice VLAN ID and the address of the configuration server. The phone released its data-VLAN lease, re-tagged its traffic onto the voice VLAN, and requested a new address there. The switch never authenticated anything; the naming and addressing plane identified the device and the network differentiated its admission accordingly.
This is the structural precedent for everything in this document. Voice VLAN steering was the earliest production case of the pattern NAC generalizes: a device asserts an identity, an authoritative service classifies it, and the network assigns it a segment scoped to its function — before the device touches any production resource. Every element of the modern NAC policy tier structure is visible in embryo: device classification (option 60 fingerprint), differentiated VLAN assignment (voice vs. data), and function-scoped access (the phone reaches call control, not file shares). The DHCP server was acting as a policy decision point a decade before that term entered the architecture vocabulary.
The precedent also carried a structural weakness, and naming it precisely is what motivates the rest of this document: DHCP option-based steering is identity by assertion, not by proof. Any device can transmit a phone’s vendor class identifier; nothing in the exchange is cryptographically verified. That is acceptable for QoS steering, where the worst case of a false claim is mis-prioritized traffic. It is not acceptable for access control, where the worst case is an unauthorized device in a production segment. 802.1X with EAP-TLS replaces the assertion with a proof — a machine certificate whose private key never leaves the device — while the assertion-based lineage survives, deliberately and in a constrained role, in two places later in this document: MAC Authentication Bypass for devices that cannot run a supplicant, and DHCP fingerprinting as the classification and anomaly-detection signal that the IPAM layer feeds back into the NAC decision. The naming and addressing plane asserted device identity first; the identity plane this book builds makes the assertion provable.
NAC Architecture — RADIUS, 802.1X, and EAP-TLS
The Authentication Stack
802.1X Network Access Control is a port-based authentication framework defined in IEEE 802.1X-2020. It introduces three roles to every network admission event:
· Supplicant — the software on the device requesting network access. On Windows, this is the built-in 802.1X supplicant configured via Intune policy. On Linux, wpa_supplicant is the standard. On macOS, the native supplicant is configured through MDM.
· Authenticator — the network device that enforces access (a managed switch or wireless access point). The authenticator does not validate credentials itself; it relays the EAP exchange between the supplicant and the authentication server and enforces the VLAN assignment returned by the authentication server.
· Authentication Server — the RADIUS server that validates the supplicant’s credentials and returns the access decision (VLAN ID, session timeout, filter rules).
The exchange protocol between supplicant and authentication server is the Extensible Authentication Protocol (EAP), carried over RADIUS between the authenticator and the authentication server.
EAP Method Selection — Why EAP-TLS for Federal
NIST SP 800-120 (Recommendation for EAP Methods Used in Wireless Network Access Authentication) and NIST SP 800-153 (Guidelines for Securing Wireless Local Area Networks) both recommend EAP-TLS as the strongest EAP method for federal environments. A mutual-certificate, FIPS-approved EAP method is not optional under FedRAMP Moderate — EAP-TLS is recommended, EAP-PEAP/EAP-TLS is acceptable, and the password-based methods below are not:
EAP Method Comparison for Federal NAC
	EAP Method
	Credential
	Server Certificate
	Client Certificate
	FIPS Approved
	Federal Suitability

	EAP-PEAP/MSCHAPv2
	Password
	Required
	Not required
	No (MSCHAPv2)
	Not acceptable — NTLM derivative

	EAP-TTLS/PAP
	Password
	Required
	Not required
	No
	Not acceptable — plaintext credential in tunnel

	EAP-PEAP/EAP-TLS
	Certificate
	Required
	Required
	Yes
	Acceptable — but EAP-TLS alone is simpler

	EAP-TLS
	Certificate
	Required
	Required
	Yes
	Recommended — mutual certificate authentication


EAP-TLS provides mutual authentication: the RADIUS server presents its certificate to the supplicant (server identity), and the supplicant presents its machine certificate to the RADIUS server (device identity). Both assertions are cryptographically verified. Neither side can be impersonated without access to the private key of the relevant certificate authority.
This matters structurally: EAP-PEAP/MSCHAPv2, used in many legacy federal wireless deployments, is vulnerable to offline dictionary attacks against captured handshakes and rogue AP attacks (a malicious AP presents a self-signed server certificate that the supplicant accepts due to misconfigured validation). EAP-TLS with strict CA pinning eliminates both attack classes.
RADIUS Server Design for Federal Environments
The RADIUS server is the authentication server in the 802.1X architecture. For Agency GCC Moderate, the RADIUS platform choice is governance decision D3 (NPS vs. Cisco ISE vs. Aruba ClearPass) — and D3 is gated by the Entra-migration timeline (Vol I Book 05, Network Modernization), not by preference. The deciding criterion is Entra-native device authorization:
· Microsoft Network Policy Server (NPS) on Windows Server 2025 is viable for the hybrid-joined phase only. NPS authorizes a device by resolving its Active Directory computer object; it has no supported path for authorizing cloud-native Entra-joined devices — Microsoft provides no cloud NPS equivalent, and the community workaround (dummy AD computer objects) is unsustainable at fleet scale. NPS works against today’s estate precisely because the estate is hybrid-joined and AD objects still exist. Its viability degrades in direct proportion to Vol I Book 05’s AD-to-Entra migration progress.
· Cisco Identity Services Engine (ISE) and Aruba ClearPass — the dominant federal alternatives — both terminate EAP-TLS and authorize against the Entra ID / Intune device inventory without requiring an AD computer object. Either closes the Entra-native gap.
The sequencing requirement, stated plainly: D3 must select a platform that authorizes Entra-native devices before Vol I Book 05’s cloud-native cutover retires the AD objects NPS depends on. An agency may deploy NPS now for the hybrid phase — the NPS configuration in this document is written for that phase — but the D3 decision record must carry the migration trigger rather than treat NPS as the end state.
Cloud-issued device certificates are provisioned via Microsoft Cloud PKI (an Intune add-on, licensed via Intune Suite or standalone) or Intune SCEP against the agency’s AD CS — the certificate infrastructure section below covers both paths.
NPS High Availability — NPS does not natively replicate configuration between nodes. The standard approach for federal environments is:
1. Deploy two NPS servers in the same region.
1. Configure all RADIUS clients (switches, WAPs) with both servers, primary and secondary, with a 3-second failover timeout.
1. Use a shared NPS configuration export/import script (or Group Policy) to keep policy synchronized.
1. Monitor NPS availability with a Sentinel heartbeat alert (absence of RADIUS accounting events for > 5 minutes from a production authenticator triggers a P2 alert).
RADIUS Shared Secrets — Each authenticator (switch, WAP) requires a shared secret with the RADIUS server. For federal environments:
· Generate secrets with 32+ characters of cryptographic randomness.
· Store secrets in Azure Key Vault and rotate on a 180-day schedule.
· Use RADIUS over TLS (RadSec, RFC 6614) where the switch/WAP firmware supports it — this replaces the shared secret model with mutual TLS between authenticator and authentication server, eliminating the weakest link in the RADIUS trust chain.
802.1X Port Configuration
Every managed switch port that faces an end-device (not an uplink or trunk) is configured for 802.1X authentication. The configuration specifies three possible outcomes:
# Cisco IOS-XE example — port facing endpoint
interface GigabitEthernet1/0/1
 switchport mode access
 switchport access vlan 10          ! fallback only -- 802.1X overrides
 authentication port-control auto   ! enable 802.1X
 authentication host-mode multi-auth! allow phone + PC on same port
 authentication order dot1x mab     ! try 802.1X first, then MAB
 authentication priority dot1x mab  ! 802.1X always wins if both present
 dot1x pae authenticator
 dot1x timeout tx-period 10
 dot1x max-reauth-req 3
 spanning-tree portfast
 ip dhcp snooping limit rate 15
The authentication order dot1x mab line implements the fallback sequence: the port attempts 802.1X first (30-second window for a supplicant to respond). If no 802.1X supplicant responds, the port falls back to MAC Authentication Bypass (MAB) for devices that cannot participate in 802.1X (printers, IP phones, badge readers). MAB is covered in Section 6.
Certificate Infrastructure and Device Enrollment
The Certificate Trust Chain
NAC with EAP-TLS requires every managed device to hold a machine certificate trusted by the RADIUS server’s CA. This certificate is distinct from the user certificate (used for user authentication to Entra ID). The machine certificate proves device identity — that this physical device is an Agency-enrolled managed endpoint — independently of which user is logged in.
The certificate trust chain for Agency GCC Moderate NAC:
Microsoft Cloud PKI Root CA — or agency AD CS Root
  └─ Agency Device Identity CA (Intermediate, deployed via Intune)
       └─ Device Machine Certificates (issued per-device at enrollment)
Both issuance paths terminate in the same intermediate: Microsoft Cloud PKI (the Intune add-on for cloud-issued certificates) can host the issuing CA directly, or the agency’s existing AD CS issues via the Intune SCEP connector (NDES). The choice is a PKI-operations decision; the RADIUS trust configuration and the EAP-TLS exchange are identical under either.
The RADIUS server (NPS) is configured to trust the Agency Device Identity CA. Any device that presents a certificate signed by this CA and passes the revocation check is recognized as a managed Agency device.
Intune SCEP Certificate Enrollment
Certificates are provisioned via Simple Certificate Enrollment Protocol (SCEP), configured as an Intune device configuration profile. The enrollment flow:
1. Device completes Intune enrollment (Autopilot or manual MDM enrollment).
1. Intune pushes the SCEP certificate profile to the device.
1. The device generates a key pair locally (private key never leaves the device — stored in TPM where available).
1. The device sends a SCEP certificate request to the Intune SCEP connector (NDES server or cloud SCEP).
1. The SCEP connector forwards the request to the issuing CA after validating the Intune enrollment token.
1. The CA issues the certificate and returns it to the device via SCEP.
1. The device installs the certificate in the Computer certificate store (not the user store — this is critical for machine authentication to work before any user logs in).
Intune SCEP Profile — Key Parameters:
{
  "certificateStore": "Machine",
  "keyUsage": "DigitalSignature, KeyEncipherment",
  "subjectNameFormat": "CN={{DeviceName}}",
  "subjectAlternativeNameType": "UserPrincipalName",
  "subjectAlternativeNameValue": "{{DeviceId}}@tenant.onmicrosoft.com",
  "certificateValidityPeriodValue": 1,
  "certificateValidityPeriodScale": "Years",
  "renewalThresholdPercentage": 20,
  "keyStorageProvider": "Enroll to TPM KSP if present, otherwise Software KSP",
  "scepServerUrls": ["https://ndes.tenant.onmicrosoft.com/certsrv/mscep/mscep.dll"]
}
The subjectAlternativeNameValue uses {{DeviceId}} — the Intune Device ID. The NPS policy is configured to validate that the SAN in the presented certificate corresponds to an active, compliant device in the Entra ID device inventory via the Graph API. A certificate from a device that has since been wiped, deleted from Entra ID, or marked non-compliant is rejected even if the certificate itself has not expired.
Certificate Revocation
Two revocation mechanisms operate in parallel:
· CRL (Certificate Revocation List) — the CA publishes a CRL every 24 hours. NPS checks the CRL before accepting a certificate. The CRL distribution point URL must be reachable from all NPS servers (HTTP, not LDAP, for resilience).
· OCSP (Online Certificate Status Protocol) — for real-time revocation checks. The CA’s OCSP responder answers per-certificate status queries in under 500ms. NPS queries OCSP on every authentication if the CA supports it and the certificate includes an OCSP stapling extension.
When a device is decommissioned, stolen, or wiped, the device certificate is revoked in the CA within the same change window. The next 802.1X re-authentication (which occurs every 8 hours per the NPS policy) will fail the revocation check and move the port to the quarantine VLAN.
NAC Policy Tier Structure
Overview
The RADIUS server returns a VLAN assignment (and optionally a filter policy and session timeout) for each authenticated device. The VLAN assignment is the enforcement mechanism — it determines which network segment the device enters and therefore which resources it can reach.
} resources, DNS resolves to captive portal. Yes leads to second decision: is the device compliant per Intune (patch level current, AV active, encryption enabled)? No leads to Remediation VLAN (VLAN 200): access to Intune, Windows Update, and AV update endpoints only. Yes leads to Production VLAN (VLAN 100, department-specific): full Agency resource access per network ACLs.” width=“100%”}
NAC Policy Tiers
	Tier
	VLAN
	Condition
	Network Access

	Production
	100–190 (dept)
	Valid cert + Intune compliant
	Full Agency resource access per ACL

	Remediation
	200
	Valid cert + Intune non-compliant
	Intune, Windows Update, AV endpoints only

	Quarantine
	999
	No valid cert or cert revoked
	Internet-only; captive portal

	Guest
	500
	MAB — unmanaged device
	Internet-only; no Agency routing

	IoT
	300
	MAB — approved MAC prefix
	IoT management VLAN only


Production VLAN
A device reaches the production VLAN by satisfying two independent checks:
1. Certificate validity — the machine certificate is valid, not expired, issued by the Agency Device Identity CA, and not revoked (CRL/OCSP check passes).
1. Intune compliance — the NPS Network Policy queries the Intune Compliance API (via the NPS Extension for Azure MFA / Intune, or via a custom RADIUS attribute returned by a NAC-aware proxy) and confirms the device is in the compliant state.
The Intune compliance policy for NAC includes at minimum:
· OS patch level: current within 30 days
· BitLocker: enabled and recovery key escrowed to Entra ID
· Microsoft Defender Antivirus: enabled, definitions current within 7 days
· Secure Boot: enabled
· TPM: present and enabled
· Firewall: enabled on all profiles
A device that passes certificate validation but fails any compliance check is placed in the Remediation VLAN — it is never silently admitted to production. The Intune compliance status is re-evaluated on the 8-hour RADIUS session re-authentication. A device that fails compliance mid-day receives a Change of Authorization (CoA) message from the NAC policy engine and is moved from the production VLAN to the Remediation VLAN without requiring physical port action.
Remediation VLAN
The Remediation VLAN (VLAN 200) has a limited ACL that permits:
· HTTPS to *.manage.microsoft.com (Intune management traffic)
· HTTPS to *.update.microsoft.com and *.windowsupdate.com (Windows Update)
· HTTPS to *.wdcp.microsoft.com and *.wd.microsoft.com (Defender definition updates)
· DNS resolution for those names via the Agency DNS forwarder
· No routing to any Agency internal resource
A device placed in the Remediation VLAN can self-remediate: Windows Update runs automatically, Defender updates its definitions, and Intune re-evaluates compliance on the next check-in cycle (up to 8 hours). When the device returns to compliant state in Intune, the NAC policy engine sends a RADIUS CoA to the switch and the port is moved to the production VLAN without requiring manual intervention or a physical reconnect.
Quarantine VLAN
The Quarantine VLAN (VLAN 999) receives devices that fail certificate authentication entirely: no certificate presented, certificate from an unknown CA, expired certificate, or certificate revoked. These are devices that are either not Agency-managed or have been decommissioned.
A captive portal DNS redirect sends HTTP traffic from the quarantine VLAN to an internal page that explains: “This device is not authorized for Agency network access. If you believe this is in error, contact the Agency Help Desk.” This prevents the user from believing the network is simply down and generating a flood of unrelated help desk calls.
MAC Authentication Bypass (MAB) — Guest and IoT
Devices that cannot participate in 802.1X (IP phones, printers, badge readers, IP cameras, HVAC controllers) are handled via MAC Authentication Bypass (MAB). After the 802.1X timeout expires with no supplicant response, the switch sends the device’s MAC address to the RADIUS server as the authentication credential.
The NPS MAB policy matches the MAC address against two lookup tables:
· Approved IoT/OT MAC prefixes — manufacturer OUI prefixes for approved device categories (e.g., the OUI prefix for the Agency-standard IP phone model, the badge reader vendor). These receive VLAN 300 (IoT VLAN) with restricted routing to their management systems only.
· Guest — any MAC that does not match an approved prefix or an explicitly registered guest MAC receives VLAN 500 (Guest VLAN) with Internet routing only.
MAB is Identity by Assertion, Not Proof — MAC addresses are trivially spoofable. MAB provides device classification, not device authentication. An attacker who knows an approved IoT device’s MAC address can spoof it and receive IoT VLAN access. MAB should be restricted to device categories where 802.1X supplicant support is technically impossible (embedded firmware devices, legacy OT equipment), and the IoT VLAN should have minimal routing scope. For any device category where 802.1X is feasible, 802.1X must be required.
Posture Assessment Integration
Intune Compliance as the Posture Signal
The posture check in Agency’s NAC deployment is driven by Intune device compliance state, not by an inline NAC probe. This architectural choice is intentional:
· Inline NAC posture probes (agent-based or agentless) add a second management plane that must be kept synchronized with the MDM inventory — creating a reconciliation burden and a potential source of false positives/negatives.
· Intune compliance is the authoritative posture signal for all Windows and macOS endpoints already enrolled in Intune. The compliance policy runs on the device via the Intune Management Extension, evaluates the same controls that would be checked by a NAC probe (patch level, AV, encryption), and reports the result to the Intune service.
The NPS Extension for Intune NAC (or equivalent) reads the Intune compliance status for the device identified by the certificate SAN at authentication time and includes it in the RADIUS Access-Accept or Access-Reject.
RADIUS Change of Authorization (CoA) for Real-Time Enforcement
The standard 802.1X re-authentication interval (8 hours) means a device that fails compliance mid-day could remain on the production VLAN for up to 8 hours. RADIUS Change of Authorization (CoA, RFC 5176) shrinks this window.
Why this component exists at all: NPS has no RFC 5176 support. ISE and ClearPass issue CoA natively from their own session state; NPS cannot. The Azure-Function “NAC policy engine” below is a purpose-built dynamic-authorization client that routes around the NPS gap — and its existence is one of the strongest arguments for ISE/ClearPass in the D3 decision. Deploying it honestly means engineering, not two sentences:
· Network path: the function needs reachability to UDP 3799 on every switch’s management interface — a cloud-to-management-plane path that must be firewalled to exactly this flow.
· Authenticator trust: every switch must be configured to trust the function’s source IP as a dynamic-authorization client (aaa server radius dynamic-author), with its own shared secret under the same Key Vault rotation regime as the RADIUS secrets.
· Session identity: a CoA Disconnect/Re-Auth must carry session-identifying attributes (Calling-Station-Id, NAS-IP-Address, Acct-Session-Id) that exist only in RADIUS accounting data — so the accounting feed stops being telemetry and becomes Tier-0-adjacent enforcement infrastructure: its integrity and availability now gate an enforcement action.
The flow: the Azure Function polls the Intune compliance API every 15 minutes and sends a CoA Disconnect or Re-Auth to the owning switch when a device’s state changes from compliant to nonCompliant, using session attributes resolved from the accounting feed. The switch re-authenticates the device, the RADIUS server returns the Remediation VLAN, and the port moves without manual intervention.
Qualify the timing claim: “within 20 minutes” is 20 minutes after Intune registers the state change — the polling interval plus CoA propagation. Intune’s own compliance evaluation depends on device check-in cadence and can lag the actual on-device state change by hours. The bound that holds unconditionally is the 8-hour re-authentication backstop (see “Session Timeout and Re-Authentication”): even with the CoA agent down or Intune lagging, no non-compliant device survives past the next re-auth.
Wired and Wireless NAC
Wired 802.1X
Wired 802.1X is enabled on all access-layer switch ports connected to end devices. Uplink ports (trunks between switches, router-on-a-stick uplinks) are excluded from 802.1X and rely on physical security of the network infrastructure layer.
The key operational consideration for wired NAC rollout is the multi-auth mode setting. A single switch port may have both an IP phone (connected to the wall jack) and a PC (connected to the phone’s PC port, daisy-chained through the phone). The authentication host-mode multi-auth configuration allows both devices to authenticate independently: the phone authenticates via MAB (VLAN 300 / voice VLAN), and the PC authenticates via EAP-TLS (VLAN 100 / data VLAN). The switch tags the traffic from each device with the appropriate VLAN, and both devices coexist on the same physical port.
Wireless 802.1X — WPA3-Enterprise
Wireless 802.1X uses the same EAP-TLS supplicant and certificate infrastructure as wired, but the authenticator is the Wireless Access Point (WAP) or Wireless LAN Controller (WLC). The SSID for managed Agency devices is configured as WPA3-Enterprise (SAE + EAP-TLS), which provides Protected Management Frames (PMF) and eliminates the KRACK-class attacks that affect WPA2-Enterprise.
A separate guest SSID (WPA3-Personal or open with a captive portal) is provided for personal devices and visitors on a completely separate VLAN with no routing to Agency resources.
# Cisco WLC / Catalyst Center SSID configuration (CLI equivalent)
wlan Agency-Managed 1 Agency-Managed
 security wpa wpa3
 security wpa akm dot1x
 security dot1x eap-profile Agency-EAP-TLS
 no security wpa wpa2
 radio policy dot11 6ghz
 radio policy dot11 5ghz
 radio policy dot11 24ghz
 no shutdown
The WPA3-Enterprise SSID presents the RADIUS server certificate to the supplicant during EAP-TLS negotiation. The Windows 802.1X supplicant (configured via Intune) is set to validate the server certificate against a pinned root CA — the Microsoft Cloud PKI root, or the agency AD CS root, per the deployed issuance path. A rogue access point presenting a different certificate is rejected by the supplicant, preventing credential theft or session hijacking even if the rogue AP has the same SSID name.
Session Timeout and Re-Authentication
NPS Network Policy sets the following session parameters:
	Parameter
	Value
	Rationale

	Session-Timeout
	28800 (8 hours)
	Re-auth once per work shift; balance between security and overhead

	Termination-Action
	RADIUS-Request
	Re-authenticate (not disconnect) on timeout

	Idle-Timeout
	1800 (30 min)
	Disconnect inactive ports (unattended devices, power-off)


Re-authentication at 8 hours forces the RADIUS server to re-check certificate validity and Intune compliance at least once per shift, even without a CoA event. A device that was compliant at 08:00 but failed a compliance check at 14:00 will be moved to the Remediation VLAN no later than 16:00 (next re-auth) in the worst case, or within roughly 20 minutes of Intune registering the state change if the CoA agent is operational (Intune’s evaluation itself can lag the on-device change by hours — the re-auth interval is the unconditional bound).
InfoBlox Integration
DHCP Fingerprinting and Device Profiling
InfoBlox DDI (deployed in Vol I Book 01) integrates with NAC to provide device profiling — classifying devices by DHCP fingerprint (the pattern of DHCP options requested by a device) before or in parallel with 802.1X authentication. This serves two purposes:
1. IoT / OT device identification — devices that cannot participate in 802.1X are identified by their DHCP fingerprint (e.g., a Cisco IP phone requests specific DHCP options that match its device class). InfoBlox Grid feeds the device classification to the RADIUS server, enabling the NPS MAB policy to assign the correct VLAN based on device type rather than relying solely on MAC OUI lookup.
1. Anomaly detection — a device that presents a valid Agency machine certificate but whose DHCP fingerprint does not match any known Windows/macOS pattern (e.g., a Linux system or Android device) generates an alert in Sentinel. This catches cases where a valid certificate has been extracted from a managed device and installed on an unauthorized system.
IPAM-Driven VLAN Assignment
InfoBlox IPAM maintains the authoritative mapping of VLAN → IP address range → network policy. When NPS assigns a device to a VLAN, InfoBlox DHCP serves the address from the correct scope and records the assignment in the IPAM database. The IPAM record links:
· Device MAC address
· Device DNS name (from the Entra ID device object)
· Assigned VLAN and IP address
· Assignment timestamp and lease duration
· NAC authentication result (certificate SAN, compliance verdict)
This record is the CM-8 device inventory artifact for NAC-controlled devices. Every device that has ever connected to the Agency network — managed or not — has a DHCP record in InfoBlox. The NAC authentication result annotates the record with the identity assertion that was presented (or absent).
Cross-Book Link — DNS Hostname + Certificate Binding at NAC Admission (Vol I Books 01 and 03): For every NAC-admitted endpoint, two compound events should occur together at admission:
1. Machine certificate issued — Intune/SCEP enrollment (this book) issues a machine certificate with CN={{DeviceName}}. The certificate SAN is bound to the device’s Entra ID FQDN.
1. DNS A/PTR record confirmed in InfoBlox — the DHCP lease assignment (this section) should trigger InfoBlox to confirm or create a DNS A record binding the device’s hostname to its assigned IP address.
When both events complete, every NAC-admitted device has name, address, and key bound together — the same compound guarantee that Vol I Book 01 achieves for cloud workloads at provisioning time, extended to the endpoint population. The machine certificate architecture is generalized in Vol I Book 03. The design decision for the hostname-to-cert binding must be validated with OIS.
Logging and Monitoring
RADIUS Accounting to Sentinel
NPS RADIUS Accounting sends a record for every authentication event — Start, Interim-Update, and Stop — to a Log Analytics workspace via the NPS RADIUS accounting log forwarding. The events include:
· Device MAC address (Calling-Station-Id)
· Switch IP and port (NAS-IP-Address, NAS-Port)
· Authentication result (Access-Accept / Access-Reject)
· VLAN assigned (Tunnel-Private-Group-ID)
· Reason for rejection (if applicable)
· Certificate SAN (User-Name attribute in EAP-TLS)
· Session duration
These events are the IA-3 control evidence artifact — a complete audit trail of every device identity assertion and its outcome.
Sentinel Analytics Rules for NAC
// Alert: device admitted to production VLAN without Intune compliance
Event
| where Source == "NPS"
| extend vlan = extract("Tunnel-Private-Group-ID=([0-9]+)", 1, RenderedDescription)
| extend certSAN = extract("User-Name=([^;]+)", 1, RenderedDescription)
| where vlan in ("100", "101", "102", "110", "120")  // production VLANs
| join kind=leftouter (
    IntuneDeviceComplianceOrg
    | where ComplianceState != "compliant"
    | project DeviceId, ComplianceState
  ) on $left.certSAN == $right.DeviceId
| where isnotempty(ComplianceState)
| project TimeGenerated, certSAN, vlan, ComplianceState
// Alert: repeated 802.1X failures (possible rogue device or cert expiry)
Event
| where Source == "NPS"
| where RenderedDescription contains "Access-Reject"
| extend mac = extract("Calling-Station-Id=([0-9A-F:-]+)", 1, RenderedDescription)
| summarize FailCount = count, Ports = make_set(NASPort) by mac, bin(TimeGenerated, 1h)
| where FailCount >= 5
| project TimeGenerated, mac, FailCount, Ports
// Alert: certificate fingerprint mismatch (possible cert theft + replay)
NpsRadius_CL
| extend certSAN = extract("User-Name=([^;]+)", 1, RawData)
| extend macAddr = extract("Calling-Station-Id=([^;]+)", 1, RawData)
| join kind=inner (
    EntraDevices
    | project DeviceId, ExpectedMac = PhysicalIds
  ) on $left.certSAN == $right.DeviceId
| where not(macAddr in (ExpectedMac))
| project TimeGenerated, certSAN, macAddr, ExpectedMac
| extend AlertSeverity = "High"
The certificate fingerprint mismatch rule is the operational detection for certificate theft: if a valid device certificate is presented from a MAC address that does not match the enrolled device’s MAC, Sentinel generates a High-severity alert and the CoA agent immediately quarantines the port.
Phased Implementation
Deploying 802.1X across an existing federal environment requires a phased approach. Enabling enforcement before all devices are enrolled results in a network outage — printers, badge readers, and other non-802.1X devices lose connectivity. The standard federal NAC deployment sequence is four phases over 90–180 days.
Phase 1 — Monitor Mode (Weeks 1–4)
Configure 802.1X on all ports in open mode (authentication open on Cisco IOS-XE). In open mode:
· The 802.1X authentication exchange occurs normally.
· RADIUS returns Accept or Reject based on certificate validation and compliance.
· The switch ignores the Reject — all devices receive network access regardless of authentication result.
· All authentication events are logged to Sentinel.
The purpose of Phase 1 is discovery: identify every device that fails authentication (no certificate, expired certificate, non-compliant) before enforcement is enabled. This produces the inventory that informs the exception list for Phases 2–4.
At the end of Phase 1, produce a report:
· Count of devices that passed EAP-TLS with compliant status
· Count of devices that passed EAP-TLS but failed compliance
· Count of devices with no supplicant (MAB fallback)
· Count of devices with expired or missing certificates
· Count of unrecognized MAB devices
This report is the baseline for Phase 2 readiness.
Phase 2 — Wired Enforcement (Weeks 5–10)
Remove authentication open from workstation and server ports. Devices that fail authentication are now placed in the Quarantine or Remediation VLAN. The exception list from Phase 1 is entered as explicit MAB bypass rules for devices that cannot participate in 802.1X.
Key tasks:
1. Remediate all managed workstations with expired certificates (Intune SCEP profile re-push).
1. Register all approved IoT/OT devices in the InfoBlox MAC database with device class tags.
1. Configure the captive portal for the quarantine VLAN.
1. Enable the CoA agent (Azure Function) and test the compliance-state-change VLAN reassignment.
1. Enable the Sentinel analytics rules and configure alert routing to the Agency SOC.
Phase 3 — Wireless Enforcement (Weeks 11–14)
Deploy the WPA3-Enterprise SSID and migrate managed devices from the legacy WPA2-Personal or WPA2-Enterprise SSID. The migration is device-by-device via Intune Wi-Fi profile push:
1. Push the new WPA3-Enterprise Wi-Fi profile to all Intune-enrolled devices.
1. The profile includes the EAP-TLS settings, RADIUS server certificate trust, and the SSID name.
1. Devices connect to the new SSID automatically using the machine certificate.
1. Retire the legacy SSID after all managed device migrations are confirmed in Sentinel.
The guest SSID is deployed in parallel, isolated on VLAN 500, with captive portal acknowledgment required for first-time access.
Phase 4 — IoT Segmentation and Hardening (Weeks 15–20)
Refine the MAB policy based on operational experience from Phases 2–3:
· Apply ACLs on the IoT VLAN (VLAN 300) to restrict each device category to only the management ports and protocols it requires (e.g., IP phones receive SIP/RTP to the voice gateway only; badge readers receive OSDP to the physical access control server only).
· Document the exception process for new IoT device deployments (asset registration in InfoBlox before deployment is a prerequisite for MAB approval).
· Conduct a tabletop exercise simulating a rogue device plugged into a conference room port — verify that the quarantine VLAN fires, Sentinel alerts, and the CoA agent responds correctly.
NIST SP 800-53 Rev 5 Control Closure
The following table maps each NIST control addressed by this document to its state before and after implementation.
NIST SP 800-53 Rev 5 control closure for Vol I Book 02 — Network Access Control
	Control
	Title
	Without This Document
	With This Document
	Authority

	IA-3
	Device Identification and Authentication
	Devices connect to Agency network ports without presenting any device identity assertion; the network cannot distinguish a managed Agency workstation from an unauthorized device on the same physical port
	Every device must present a valid EAP-TLS machine certificate issued by the Agency Device Identity CA before receiving network access; certificate SAN is validated against the Entra ID device inventory; unauthorized devices are quarantined
	NIST SP 800-53 Rev 5 IA-3

	IA-3(1)
	Cryptographic Bidirectional Authentication
	No device-layer mutual authentication exists; switches do not authenticate to devices and devices do not authenticate to the network
	EAP-TLS provides mutual authentication: the RADIUS server presents its certificate to the supplicant (network identity), and the supplicant presents its machine certificate to the RADIUS server (device identity); both are verified cryptographically
	NIST SP 800-53 Rev 5 IA-3(1)

	AC-3
	Access Enforcement
	Network access policy is enforced only at the IP/application layer (firewalls, Entra Conditional Access); a device that gains Layer 3 connectivity bypasses application-layer controls until it attempts to authenticate
	Network access policy is enforced at the port layer before IP connectivity is granted; a device that cannot authenticate never receives a routed IP address in a production segment
	NIST SP 800-53 Rev 5 AC-3

	AC-17
	Remote Access
	VPN and remote access require user authentication via Entra ID; device compliance is evaluated by Conditional Access
	NAC certificate validation at the physical port and wireless association layer provides an independent device identity assertion that pre-dates any user remote access session; posture verification is consistent across in-office and remote access paths
	NIST SP 800-53 Rev 5 AC-17

	AC-19
	Access Control for Mobile Devices
	Mobile devices and personal laptops connecting to Agency wireless receive the same SSID access as managed devices; no device identity check distinguishes them
	WPA3-Enterprise with EAP-TLS restricts the managed SSID to Intune-enrolled devices with valid machine certificates; personal devices and unmanaged mobile devices cannot authenticate to the managed SSID and are directed to the guest SSID
	NIST SP 800-53 Rev 5 AC-19

	AC-20
	Use of External Systems
	Vendor and contractor devices that connect to Agency conference room ports are treated identically to managed Agency devices by the network
	Vendor and contractor devices that cannot present a valid Agency machine certificate are placed in the quarantine VLAN; if vendor NAC access is required, an explicit exception process (MAC registration + IoT VLAN + time-limited ACL) is used with documented approval
	NIST SP 800-53 Rev 5 AC-20

	SC-7(3)
	Access Points
	Network access points (switch ports, WAPs) are open to any physically connected device; the boundary is the building perimeter, not the network port
	Every switch port and WAP SSID (managed) is a boundary enforcement point; 802.1X authentication is the access control mechanism at each access point; unauthorized devices cannot traverse the boundary regardless of physical facility access
	NIST SP 800-53 Rev 5 SC-7(3)

	SC-7(5)
	Deny by Default — Allow by Exception
	Unauthenticated devices receive full network access by VLAN assignment; the default is open
	Unauthenticated devices (no 802.1X supplicant, no MAB match) receive VLAN 999 (quarantine) with no routing to Agency resources; the default is deny; access must be explicitly granted by a successful authentication
	NIST SP 800-53 Rev 5 SC-7(5)

	CM-6
	Configuration Settings
	Device configuration compliance (patch level, AV, encryption) is assessed by Intune but is not enforced at the network admission layer; a non-compliant device can connect to the production network
	Intune compliance state is evaluated at every 802.1X authentication and on CoA events (15-minute polling); a device that fails Intune compliance is moved to the Remediation VLAN within ~20 minutes of Intune registering the state change, bounded unconditionally by the 8-hour re-authentication interval
	NIST SP 800-53 Rev 5 CM-6

	CM-7
	Least Functionality
	Any device that obtains physical network connectivity receives production VLAN routing; IoT devices and printers have unrestricted lateral movement potential within the VLAN
	IoT and OT devices receive VLAN 300 with ACLs restricting them to only the management ports and protocols their function requires; a printer can reach the print server port only, not the file server or Active Directory
	NIST SP 800-53 Rev 5 CM-7

	CM-8
	System Component Inventory
	Device inventory is maintained in Intune (enrolled managed devices) and SCCM/MEM, but unmanaged devices that connect to the network are not captured in any authoritative inventory
	Every device that connects to a NAC-controlled port generates a RADIUS accounting record linked to an InfoBlox DHCP record; managed and unmanaged devices alike are recorded with MAC address, port, VLAN, authentication result, and timestamp; this is the authoritative network device inventory
	NIST SP 800-53 Rev 5 CM-8


Closure Necessity — IA-3 at the point of admission. IA-3 requires the system to uniquely identify and authenticate devices before establishing a network connection. The connection is established at exactly one place — the switch port or the wireless association — so the authentication must interpose at that place, before an address is issued and routing begins. Only a port-based authentication protocol carrying a verifiable device credential (802.1X with EAP-TLS, backed by the device identity substrate this document builds) can do that: a vulnerability scanner discovers a device only after it is already connected, an MDM agent reports only from devices already enrolled, and a firewall evaluates packets from devices already admitted. There is no configuration setting, scanner finding, or policy document that authenticates a port. Scope, stated precisely: this is the campus wired/wireless closure — for remote devices there is no agency switch port to interpose at, and IA-3 is closed at the ZTNA layer instead (the NAC → ZTNA continuum section covers the handoff).
Closure Necessity — CM-8 and the enumeration problem. CM-8 requires a component inventory that accurately reflects the system and includes all components within the system — including the components nobody enrolled. An MDM inventory contains only devices that completed enrollment; a scanner sees only the address ranges and time windows it is pointed at. The one plane every device must touch in order to function at all — managed or rogue — is the addressing plane: to communicate, it must obtain an address. Obtaining is not the same as requesting: a device with a manually configured static address never touches DHCP fingerprinting. The architecture closes that bypass rather than assuming it away — on NAC-enforced segments, 802.1X port authentication quarantines the unauthenticated device regardless of how it addressed itself, and DHCP snooping plus IP Source Guard drop traffic from addresses with no corresponding DHCP lease, making DHCP the only viable address-acquisition path. With the static-assignment bypass closed, IPAM with DHCP fingerprinting, annotated by the NAC authentication result, is the only mechanism that enumerates every component and is thus the authoritative CM-8 inventory. You cannot inventory what you cannot enumerate, and no scanner creates a source of truth; it can only measure drift from one.
FedRAMP 20x Key Security Indicator Alignment
Configuration-management evidence (KSI-SVC theme — Service Configuration): NAC posture enforcement via Intune compliance provides a network-layer gate that prevents non-compliant devices from accessing production resources. This lays a network-admission enforcement point beneath the configuration-management evidence depth that Vol IV Books 02–03 (Supply Chain Risk Management and Program Management & Governance) later establish at the policy and governance layer.
Vulnerability-detection evidence (KSI-MLA theme — Monitoring, Logging, and Auditing): The NAC posture check evaluates Defender AV definition currency and OS patch level at network admission — the same indicators Vol III Book 02 (Vulnerability Management) later uses for its vulnerability-management evidence. A device with an overdue patch that passes vulnerability scanner thresholds on its scheduled scan date but falls out of compliance between scans is caught by NAC posture at the next re-authentication. NAC provides continuous enforcement between point-in-time scan windows.
Device-layer MFA evidence (KSI-IAM theme): EAP-TLS machine certificate authentication is a hardware-bound device credential (certificate key in TPM) that constitutes a device MFA factor — something the device has (the certificate) combined with hardware attestation (TPM key non-exportability). This deepens the evidence narrative behind the ScuBA-based IAM rules (KSI-001..010) by extending phishing-resistant authentication from the user identity layer to the device identity layer.
Agencies implementing this document should capture the following as OSCAL AR evidence artifacts: NPS RADIUS accounting log export (90-day retention, per AU-11); Intune compliance report export showing NAC-enrolled devices; InfoBlox DHCP audit log for the NAC-controlled VLAN scopes; and the Phase 1 monitor-mode baseline report.
From Port to Token: the NAC → ZTNA Continuum
Every admission decision in this document answers the same three questions: is this device known, is its identity proven, and is its posture current? What varies across the rest of the series is not the questions — it is where the answer is enforced.
At the port, the answer is enforced by VLAN assignment: a switch consults a RADIUS server, and the device lands in a segment scoped to its trust level. That enforcement is location-bound by construction — it protects the wire, and only the wire. The moment the same device reaches an application through a cloud front door, a ZTNA broker, or a conditional access gateway, the port’s verdict is out of scope. Zero Trust Network Access re-asks the three questions at every access request, and it enforces the answer not in a VLAN but in a token: the device certificate minted here becomes a claim, the Intune compliance state evaluated here becomes a claim, and the access token carries both to whatever policy enforcement point sits in front of the resource.
This is a continuum, not a replacement. Vol I Book 03 (Certificates and Tokens) takes the machine certificate this document provisions for the RADIUS exchange and generalizes it into the series’ cryptographic identity plane — the same SCEP pipeline, the same TPM-bound keys, the same revocation infrastructure, now issuing identities for users, services, and workloads as well as switch-port admission. Vol I Book 05 (application-aware modernization) then rebuilds the network itself around those identities, so that transport policy, not just admission policy, is decided per-application and per-identity. Posture asserted at the port evolves into posture asserted in the token; the port remains the enforcement point for the one layer no token can reach — the physical wire — while the token carries the identical device identity everywhere the wire does not go.

Federal Compliance — Vol I Book 02 of the series. Vol I Book 01 established the authoritative naming and addressing plane; Vol I Book 02 lays the device identity substrate on top of it, closing the device identity gap at the network port before any higher-layer identity assertion is made. Vol I Book 03 builds the certificate and token identity plane on this substrate, and the books that follow across Volumes I–IV carry those identities through transport, applications, operations, and the authorization package. Together the nineteen parts provide self-assessed evidence for all 29 rules in the series’ internal KSI decomposition (modeled on the FedRAMP 20x CR26 KSI schema) and the NIST SP 800-53 Rev 5 controls recorded as closed in the series compliance spine (federal-compliance-compliance-spine.yml), pending independent security control assessment (SCA).
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol I Book 03 of the Federal Compliance series. Vol I Book 01 established the naming and addressing plane — authoritative DNS, DHCP, and IPAM as the landing-zone source of truth. Vol I Book 02 established device identity at the network port — 802.1X, EAP-TLS, and the machine certificate as the admission credential. This part completes the identity plane’s cryptographic foundation: how certificates are issued, revoked, and automated as a function of the naming plane, and how tokens replace network sessions as the carrier of identity. Vol II Books 01 and 02 — SQL Server authentication modernization — are direct applications of the doctrine this part establishes.
For decision makers: read this page first.
Your agency’s authentication architecture still assumes the network is a place. Kerberos — the protocol beneath most federal application sign-ins — proves identity by demonstrating a relationship to the network: a reachable domain controller for ticket issuance, an uninterrupted session, a network the agency controls end to end. The transport modernization your agency is executing (SD-WAN with inline inspection, direct internet access under TIC 3.0, multi-cloud landing zones) removes every one of those assumptions on purpose, because removing them is what makes the network fast and resilient.
Four things this document establishes:
1. You cannot keep both the modern network and the legacy credential. When session-based authentication fails on modern transport, it does not stop — it silently falls back to NTLM, a protocol that cannot be audited, cannot be gated by policy, and is replayable by attackers. Modernizing the WAN without modernizing the credential converts an unknown fraction of your authentication to your weakest protocol without anyone deciding to.
1. Certificates are a naming-plane function, not a parallel bureaucracy. Which authorities may issue for your names is published and enforced in DNS (CAA records); automated issuance proves control of a name through DNS (ACME DNS-01); revocation checking resolves through DNS. The authoritative DDI platform built in Vol I Book 01 is the issuance gate. Certificate operations belong to the same functional plane.
1. Manual certificate management is ending by arithmetic, not by preference. Industry policy is driving public certificate lifetimes from 398 days toward 47 days by 2029. At those lifetimes, a mid-size estate generates a renewal event faster than any ticket queue can process one. Automation is the only operating model that closes.
1. Phishing-resistant MFA is PKI wearing a usability layer. The only credential families federal policy accepts as phishing-resistant — PIV certificates and FIDO2 authenticators — are hardware-held key pairs bound to names. The mandates of OMB M-22-09 and BOD 25-01 are implementable exactly to the degree that this document’s certificate and token architecture exists.
The controls this document addresses — IA-5(2), SC-12, SC-17, IA-2(1), IA-2(2) — each depend on the certificate and token architecture established here; every claim is demonstrated against control text and protocol behavior in the closure table at the end.
What This Document Addresses
Every book in this series ultimately depends on one substitution: identity carried by the network path is replaced by identity carried in the credential. Vol I Book 01 built the authoritative naming plane. Vol I Book 02 used a machine certificate to authenticate devices at the port. This book explains where those certificates come from, why they must be automated, why tokens rather than sessions must carry user and workload identity, and which NIST SP 800-53 Rev 5 controls have no closure path that does not run through this architecture.
The argument proceeds in five movements:
1. Why domain-controller-tethered authentication died. Kerberos binds identity to KDC reachability — a domain controller must be reachable to issue and renew tickets, and client and DC must share a clock. The modern estate breaks that dependency — not through multipath or NAT (Kerberos tolerates both: the SD-WAN overlay resequences packets and holds the transport session across path switches, and Windows omits client addresses from tickets by default precisely because of NAT and DHCP), but through cloud tenancies where no KDC is reachable for ticket issuance at all, and slow active-passive WAN failover that stalls domain-controller re-discovery. This is not a tuning problem — it is a protocol-versus-boundary contradiction, and its failure mode is a silent fallback to NTLM or a 30-to-45-second logon.
1. PKI is a naming-plane function. Certificate issuance, revocation checking, and DNS are one substrate. CAA records put issuance policy in DNS; ACME DNS-01 challenges make the authoritative zone the issuance gate; CRL/OCSP reachability is a DNS resolution dependency.
1. Certificate lifecycle automation. ACME, SCEP/EST, and short-lived certificates end the spreadsheet-tracked certificate authority — an operational model that industry lifetime policy has made arithmetically impossible to sustain.
1. Token-based identity. OAuth 2.0/OIDC, certificate-based authentication, and phishing-resistant MFA — the BOD 25-01 and OMB M-22-09 alignment layer.
1. Machine and workload identity. Service principals, managed identities, and workload identity federation — the elimination of stored secrets from the non-human identity estate.
Where this sits in the Functional Plane Model — Certificates and tokens are identity-plane truth. The policy enforcement plane (conditional access, ZTNA, SASE PEPs) consumes this truth; it does not create it. Per the series hierarchy rule: enforcement planes can be re-platformed or absorbed; truth planes can only be depended on. A conditional access policy evaluating a forged or stale identity assertion enforces the wrong answer very efficiently. This book is about making the assertion true.
What this document does not cover — Directory rationalization and the authorization data model (which attributes a token should assert) are Vol I Book 05’s Principle 1 territory; privileged session management built on these credentials is Vol III Book 01 (Privileged Access Management); the SIEM content that consumes identity telemetry is Vol III Book 06 (SIEM/XDR Detection). This document is the credential layer those parts assume: where keys come from, how they are governed, and how identity travels once it no longer rides the network session.
The Death of Session-Based, Location-Bound Authentication
The Three Bindings Kerberos Makes
Kerberos (RFC 4120) was engineered for a network that no longer exists, and its engineering was excellent for that network. A client obtains a ticket from a Key Distribution Center, presents it to a service, and the service validates it — all across a flat LAN measured in single-digit milliseconds. To make that work, Kerberos binds identity three ways:
The three bindings of session-based authentication and their fate on modern transport
	Binding
	What Kerberos Assumes
	What the Modern Transport Provides

	Session binding
	The authenticated exchange rides one stateful, continuous connection between client and service
	The SD-WAN overlay itself preserves the stream — it resequences multipath packets and holds the transport session across path switches. What interrupts session state is what sits on the modern path: inline inspection, NAT rebinding, and decrypt/re-encrypt middleboxes

	Location binding
	A domain controller is reachable — not within any protocol-defined latency bound, but reachable at all, and on a path fast enough that logon-time operations complete. RFC 4120 sets a five-minute clock-skew tolerance and no latency requirement
	Workloads span on-premises virtualization, two hyperscale government clouds, and an externally managed tenancy; the KDC is co-located with none of them — and while service-side ticket validation is offline, ticket issuance and renewal require that reachability

	Time binding
	Client and KDC clocks agree within five minutes
	The only binding that survives — NTP disciplining is solvable everywhere


Two of the three bindings fail on the modern estate — not because the overlay mishandles packets, but because the estate now spans inspection points and trust boundaries the protocol never contemplated. That is the structural point: the transport and boundary modernization mandated by TIC 3.0 and demonstrated in Vol I Book 05 is incompatible with the authentication model most federal application estates still run. You cannot keep both.
What the Modern Path Does to a Session-Bound Ticket
Vol I Book 05 develops this argument in full — the security-stacking history in which inline proxies, NAT tiers, and stacked firewalls broke Kerberos sessions across the 2010s, and why the cross-boundary estate finishes the job. The load-bearing facts, restated:
· Under active-passive failover, a Kerberos exchange that is mid-flight when a path fails times out over several seconds — the “logon takes 45 seconds” symptom field offices report.
· Under active-active multipath, packets of one conversation traverse multiple physical paths simultaneously by design. The overlay resequences them into one ordered stream, and a transport-layer path switch costs roughly 50 ms. The transport problem is solved — multipath itself does not break a Kerberos exchange.
· But the authentication contract is not solved, because the modernized path is not just plural — it is inspected, translated, and boundary-spanning. A protocol that binds its proof of identity to the continuity of a network session inherits every discontinuity the session suffers — every NAT rebind, every inline decrypt/re-encrypt, every stateful device that sees only half a flow. And a protocol whose ticket issuance and renewal require a reachable KDC cannot issue tickets in a cloud tenancy that has no path to one, however healthy the transport. Token-based authentication survives all of these, because the proof travels in the credential, not in the connection.
The Fallback Nobody Chose
When Kerberos cannot complete — unreachable KDC, missing SPN, clock skew — Windows does not fail closed. It falls back to NTLM. Vol II Book 01 documents what that means for the database estate: authentication that cannot be audited at the token level, cannot be gated by conditional access, and is replayable via pass-the-hash. The fallback is silent, which means an agency that modernizes its WAN without modernizing its credential architecture does not keep Kerberos — it converts an unknown fraction of its authentication traffic to NTLM without anyone deciding to.
BOD 25-01’s secure configuration baselines and OMB M-22-09 both point the same direction: legacy authentication off, modern token-based authentication on, phishing-resistant MFA underneath it. The remainder of this book is the architecture that makes those directives implementable rather than aspirational.
The Property Table
The full comparison, stated as protocol properties rather than preferences — each row is checkable against protocol behavior, which is what the series’ consistency rules require of every claim:
Session-based versus credential-based identity as protocol properties
	Property
	Session-Based (Kerberos/NTLM)
	Credential-Based (X.509 / OAuth 2.0 / OIDC)

	Proof of identity lives in
	The authenticated network session
	The signed credential itself

	Verification requires
	Reachable KDC at ticket issuance and renewal (service-side validation is offline against the service’s key — the dependency is the issuance path, not a per-request callback)
	Local signature check against published trust anchors and keys

	Survives path switch / NAT rebind
	Path switch: yes at the transport layer (the overlay resequences); NAT rebind and stateful-middlebox session breaks: no
	Yes — nothing about validity references the path

	Survives inline decrypt/re-encrypt
	No — the middlebox is a session break
	Yes — the assertion is opaque to the path

	Works across boundaries the agency does not control
	No — requires domain reachability
	Yes — requires only the issuer’s published keys

	Failure mode
	Silent fallback to a weaker protocol (NTLM)
	Explicit denial at the policy gate

	Policy evaluation point
	At initial ticket grant, then inert
	At every issuance and every refresh-token redemption

	Audit granularity
	Logon events without cryptographic binding
	Per-token, per-scope, per-device structured events

	Latency dependency
	KDC reachability at logon, password change, and GPO retrieval — a deployment-era flat-LAN assumption, not a protocol bound
	None beyond the request itself


The one-sentence version: the network stopped being a place, so identity can no longer be proof of place. Identity must be proof of key possession — a certificate or a token, verified by signature, valid anywhere the mathematics is valid, which is everywhere.
Why This Cannot Be Patched
Three remediation strategies are regularly proposed to keep session-based authentication alive on modern transport. Each fails for a structural reason, and naming the reason matters because the series’ Closure Necessity doctrine requires it:
· “Pin authentication traffic to a single path.” SD-WAN overlays can steer an application class onto one transport. But pinning authentication to a single path re-creates the active-passive failure mode for exactly the traffic least able to tolerate it, forfeits the multipath resilience the agency bought, and does nothing about the inline inspection and NAT that broke sessions before multipath existed. The remedy un-modernizes the WAN for the benefit of a 1999 protocol.
· “Deploy read-only domain controllers everywhere.” Replicating KDCs to every branch and cloud region restores the location binding by copying the location everywhere. It multiplies the credential estate’s attack surface (every KDC replica is a Tier-0 asset), does not fix session binding at all, and is impossible in environments the agency does not control — the externally managed tenancy has no domain controller and never will.
· “Extend the domain into the cloud.” Site-to-site tunnels carrying domain traffic to cloud regions recreate the hairpin that Vol I Book 05’s physics argument closed: authentication round-trips ride the tunnel back to wherever the domain controllers live, re-importing the latency floor into every logon. The tunnel moves the problem; it cannot shorten the distance.
Every patch preserves the premise — that identity is proven by network relationship — and the premise is what died. The remediation is not a better session; it is a credential that does not need one.
PKI as a Naming-Plane Function
A Certificate Is a Naming Claim
Strip the ceremony away and an X.509 certificate is one sentence: the holder of this private key is entitled to this name. The name — a DNS name in a subject alternative name entry, a service principal name, a device identifier mapped to a directory object — comes from the naming plane. The key comes from the subject. The certificate authority’s entire job is to verify that the entity requesting the binding actually controls the name.
That verification is a DNS operation. This is the fact that makes PKI a naming-plane function rather than a parallel bureaucracy:
· CAA records (RFC 8659) publish issuance policy in the zone itself. A Certification Authority Authorization record declares which CAs are authorized to issue for a domain, and public CAs are required by the CA/Browser Forum Baseline Requirements to check and honor CAA at issuance time. Issuance policy enforcement is therefore a property of the authoritative DNS zone — the zone Vol I Book 01 placed under unified DDI control. A policy memo asks CAs nicely; a CAA record is checked by protocol.
· ACME DNS-01 challenges (RFC 8555) prove control of a name by provisioning a _acme-challenge TXT record that the CA queries before issuing. Only an entity with write access to the authoritative zone can complete the challenge. The authoritative DNS server — the DDI platform — is literally the gate through which automated issuance passes.
· Revocation checking is a resolution dependency. CRL distribution points and OCSP responder addresses are URLs inside the certificate; every validation that checks certificate status begins with a DNS query. An agency whose resolvers fail has not lost name lookup — it has lost the ability to authenticate anything whose validation requires a status check. DNSSEC validation on those lookups (Vol I Book 01, SC-20/21) protects the revocation path itself from spoofing.
One Substrate, Three Consumers
This framing is not aesthetic — it dictates ownership of function. Because issuance authorization (CAA), issuance proof (DNS-01), and validation reachability (CRL/OCSP resolution) all execute against the authoritative zone, certificate operations belong to the same functional plane as DNS, DHCP, and IPAM. The series has already met the consumers:
Certificate consumers across the series
	Consumer
	Certificate Function
	Series Home

	Device identity at the port
	Machine certificates enrolled via SCEP at device provisioning, validated by RADIUS/EAP-TLS
	Vol I Book 02

	Workload transport identity
	Server and service certificates issued at IP allocation time, revoked atomically at decommission
	Vol I Book 01

	User and application authentication
	Certificate-based authentication and token signing keys
	This book, applied in Vol II Books 01–02


When Vol I Book 01 described a workload spin-up that allocates an IP, creates DNS A/PTR records, and enrolls a machine certificate in one automated transaction, that was this doctrine in motion: name, address, and key bound together at birth, revoked together at death. A certificate tracked separately from the naming plane is a certificate whose name can silently stop being true.
Cross-Book Link — The Same Binding for NAC-Enrolled Endpoints (Vol I Books 01 and 02): The “name, address, and key bound together” compound guarantee applies equally to NAC-enrolled endpoint devices:
· Vol I Book 02 covers the machine certificate side — Intune/SCEP enrollment issues a certificate with CN={{DeviceName}} at 802.1X admission.
· Vol I Book 01 owns the DNS hostname side — the InfoBlox DHCP lease assignment should confirm or create a DNS A/PTR record binding the device’s name to its admitted IP.
The bridging proposition — that every NAC-admitted endpoint has both a DNS hostname and a machine certificate, and that InfoBlox holds the authoritative binding record — is currently a design gap across the series. The intent is that this compound guarantee holds for both cloud workloads (IP allocation → DNS A → SCEP) and for endpoint devices (Intune enrollment → machine cert → DNS A confirmation at DHCP lease). OIS must validate this design and the SCEP-to-DNS linkage implementation before it is treated as a closed control.
The Internal Trust Hierarchy
Public CAs cover names the public Internet must trust. Everything else — device certificates, internal service listeners, user authentication certificates, token-signing keys — chains to the agency’s internal hierarchy. The design rules are few and non-negotiable:
· An offline root. The root CA signs exactly two things — issuing CA certificates and its own CRL — and spends its life powered off, its key in a hardware security module, exercised only at ceremonies. The root is a trust anchor under SC-17(b); its compromise is unrecoverable short of re-establishing trust on every relying party in the estate, which is why it is never network-reachable.
· Purpose-scoped issuing CAs. Separate issuing CAs (or at minimum separate certificate profiles with disjoint extended key usage) for device identity, server transport, and user authentication. Scoping limits the blast radius of an issuing-CA compromise to one credential class and makes trust-store policy expressible: the RADIUS infrastructure of Vol I Book 02 trusts the device-identity chain, not every certificate the agency ever minted.
· Name-constrained issuance. Issuing CAs carry name constraints limiting them to the agency’s namespaces. A constrained CA that is compromised can still only issue for names the constraint permits — the naming plane exerting authority even over a subverted issuer.
· Status infrastructure as production service. CRL distribution points and OCSP responders are highly available, monitored services whose hostnames live in DNSSEC-signed zones. Relying parties additionally maintain local revocation caches — the IA-5(2)(b)(2) requirement — so that a status-infrastructure outage degrades to cached answers rather than to authentication failure or, worse, to silently skipped checking.
The internal trust hierarchy — key protection descends as lifetime shortens
	Tier
	Key Protection
	Network Posture
	Signs
	Lifetime Order

	Root CA
	HSM, offline
	Never connected
	Issuing CA certificates, root CRL
	Decades

	Issuing CAs
	HSM, online
	Enrollment protocols only (ACME/SCEP/EST)
	End-entity certificates, CRLs, OCSP responses
	Years

	End entities
	TPM / platform key store / smart card
	N/A
	Authentication and transport exchanges
	Days to months


Closure Necessity — SC-17 certificate issuance under policy. SC-17 requires certificates to be issued under an organization-defined certificate policy and requires trust stores to contain only approved trust anchors. A written certificate policy constrains no one at the moment of issuance; the only machine-enforced expression of issuance policy is the CAA record in the authoritative zone, checked by protocol at every public issuance, paired with an internal CA whose enrollment gates (SCEP/EST/ACME) execute against the same authoritative naming plane. There is no scanner, memo, or procurement clause that prevents an unauthorized issuance after the fact — only the naming plane can refuse it before the fact.
Certificate Lifecycle Automation — The End of the Spreadsheet CA
The Failure Mode Being Retired
The legacy operating model for federal certificate management is a spreadsheet: a list of certificates, expiry dates, owning contacts, and renewal reminders maintained by hand. Its failure modes are so uniform they are practically a curriculum:
· The expiry outage. A certificate expires because the reminder went to a departed employee’s mailbox. The application fails closed at 2 a.m. The post-incident action item is a better spreadsheet.
· The unknown certificate. A scan finds a certificate on a production listener that appears in no inventory. Nobody knows which CA issued it, who holds the private key, or what breaks if it is revoked. It is left alone, which is the worst available answer.
· The immortal key. A service has presented the same key pair for six years across three re-issuances because renewal reused the CSR. Key compromise anywhere in that window is compromise everywhere in it.
These are not staffing failures. They are the arithmetic of manual custody at machine scale: an estate of thousands of certificates with lifetimes measured in weeks cannot be operated by calendar reminders even in principle.
The Arithmetic Just Got Worse — Deliberately
The CA/Browser Forum has adopted a schedule that reduces the maximum validity of publicly trusted TLS certificates from 398 days stepwise down to 47 days by 2029, with the first reductions already in force in 2026. The browser ecosystem is doing this on purpose: short-lived certificates shrink the window in which a mis-issued or compromised certificate is useful, and they reduce the load-bearing role of revocation (a 30-day certificate is “revoked” by simply not renewing it). The policy consequence for agencies is blunt:
At 47-day lifetimes, manual certificate management is not risky — it is impossible. An estate of 2,000 certificates renewing every 47 days generates a renewal event roughly every 34 minutes, around the clock. No ticket queue processes that. Automation is not a maturity milestone; it is the only arithmetic that closes.
The Automation Stack
The replacement stack has three layers, all already procured by an agency that built Vol I Books 01–02:
1. Enrollment protocols. ACME (RFC 8555) for anything that can complete an HTTP-01 or DNS-01 challenge; SCEP or EST for managed devices enrolled through the device management platform (the Vol I Book 02 pipeline); platform-native issuance for cloud workloads. In every case the credential arrives at provisioning time, without a human in the loop.
Enrollment protocols and their naming-plane dependencies
	Protocol
	Proof of Entitlement
	Primary Consumers
	Naming-Plane Dependency

	ACME (RFC 8555)
	DNS-01 TXT record or HTTP-01 token at the name being certified
	Web listeners, load-balanced services, anything with a resolvable name
	The DDI API writes the challenge record; the authoritative zone is the gate

	SCEP
	Enrollment challenge delivered through the device management channel
	Managed endpoints, network devices (the Vol I Book 02 machine certificates)
	Device record and certificate bound to the IPAM inventory object

	EST (RFC 7030)
	TLS-authenticated enrollment, including re-enrollment on an existing certificate
	Infrastructure and IoT/OT devices requiring certificate-authenticated renewal
	Same inventory binding; renewal authenticated by the expiring credential

	Platform-native issuance
	Cloud control-plane attestation of the workload
	Managed identities, platform-issued transport certificates
	Name and identity issued in the same provisioning transaction


1. Short lifetimes as policy. Internal CA profiles align with where the public ecosystem is going: lifetimes in days to low months, renewal at two-thirds of lifetime, new key pair at every renewal. Short lifetimes convert revocation from an emergency procedure into a default behavior — the certificate that is not renewed is the certificate that is revoked.
1. Inventory as a DDI attribute. Every certificate is recorded against the IPAM object for the name and address it serves — issuer, serial, expiry, enrollment protocol, and the automation that renews it. The certificate inventory is not a new system; it is a column set on the authoritative inventory that CM-8 already requires. An unknown certificate becomes a detectable condition: a listener presenting a certificate with no corresponding IPAM record is, by definition, drift.
Revocation in a Short-Lived World
Short lifetimes change what revocation is for. With multi-year certificates, revocation carries the entire burden of undoing a bad issuance or a compromised key — and it carries it badly: CRLs grow monotonically, OCSP adds a per-connection dependency, and many clients soft-fail when status infrastructure is unreachable, which converts the revocation check into a formality an on-path attacker can suppress. The modern division of labor:
· Expiry does the routine work. A 30-day certificate that stops renewing is functionally revoked within days, with no status query involved. The overwhelming majority of “revocations” — decommissioned services, role changes, superseded keys — become non-renewals executed by the same automation that issued the credential.
· Revocation does the emergency work. Confirmed key compromise still triggers actual revocation, published to CRL/OCSP immediately, and the compensating actions that matter more at short lifetimes: the automation re-keys and re-issues the affected identity in minutes, and the old certificate ages out shortly regardless.
· OCSP stapling inverts the reachability dependency. Where supported, the certificate presenter fetches and staples its own time-stamped status proof, so the relying party validates status without its own network fetch — removing the soft-fail window and the resolver dependency from the client side of the exchange.
· Local revocation caches are the control-text backstop. IA-5(2)(b)(2)’s required local cache of revocation data means a status-infrastructure outage degrades gracefully instead of silently disabling checking.
Certificate Telemetry as Evidence
Every lifecycle event — enrollment, renewal, revocation, failed challenge, expiry-without-renewal — is a structured log record streamed to the evidence plane (the SIEM/XDR architecture of Vol III Book 06). Three analytics matter operationally:
1. Expiry horizon without renewal automation. Any certificate inside two renewal windows of expiry with no bound renewal job is an incident now, not on expiry day.
1. Issuance outside the pipeline. A certificate observed on a listener (via the scanning estate of Vol III Book 02, Vulnerability Management) that has no corresponding enrollment record and no IPAM binding is unauthorized issuance or shadow infrastructure — either way, a finding.
1. Challenge-failure clustering. Repeated DNS-01 failures against one zone indicate either DDI API breakage (an availability problem) or an attempt to obtain certificates for names the requester does not control (a security problem). The same signal, triaged by source.
The operational tell that this is working: certificate expiry disappears as an incident category, and certificate questions become DNS queries. “What is presenting on this name, issued by whom, expiring when?” is answered by the naming plane in one lookup — because issuance was never allowed to happen anywhere else.
Token-Based Identity — OAuth 2.0, OIDC, and Phishing-Resistant MFA
The Token Inverts the Trust Model
Session-based authentication asks the network to vouch for continuity: the service trusts that the connection it authenticated is the connection still talking. Token-based authentication asks mathematics to vouch for the claim itself. An OAuth 2.0 / OpenID Connect token is a signed assertion — this user, this device posture, these authorizations, this time window, this signature — that any service can verify offline against the issuer’s published signing keys. As Vol I Book 05 states: Kerberos assumes client and server are in the same room; tokens assume they are strangers on the Internet.
The properties that follow are exactly the ones the multipath analysis demanded:
· Path independence. The token is valid on any path, across any number of path switches, through any NAT. Nothing about its validity references the network.
· Verification without callback. The service validates a signature; it does not open a connection to a domain controller. The KDC-reachability dependency is gone.
· Policy at issuance. Every token issuance is a policy decision point: the identity provider evaluates user credential strength, device compliance (the Vol I Book 02 machine identity, surfaced as a device claim), location plausibility, and session risk before signing. Conditional access is the policy-enforcement plane consuming identity-plane truth — the plane separation the series hierarchy requires.
· Audit at the token level. Every issuance, refresh, and revocation is a structured event. This is the telemetry NTLM structurally cannot produce and that the evidence plane (Vol III Book 06, Vol IV Book 06) requires.
The Anatomy of the Token Layer
“Token” names three artifacts with different jobs, lifetimes, and theft values. Conflating them produces bad policy; separating them makes the policy write itself:
The three token artifacts and their theft economics
	Artifact
	Asserts
	Presented To
	Lifetime Posture
	If Stolen

	ID token (OIDC)
	Who authenticated, how, and when — the authentication event itself
	The requesting application, once
	Minutes; consumed at sign-in
	Low direct value; not an access credential

	Access token (OAuth 2.0)
	What the bearer may do against one resource, for a bounded window
	The resource (API, database, service) on every call
	Short — typically around an hour, shorter for sensitive scopes
	Usable until expiry; the reason lifetimes stay short and scopes stay narrow

	Refresh token
	The right to obtain new access tokens without re-authentication
	Only the identity provider
	Long-lived but revocable, bound to the client and evaluated against policy at every redemption
	The high-value target; every redemption re-enters the policy gate, so revocation and risk signals cut it off


Two engineering consequences follow. First, the policy gate runs more than once: refresh-token redemption re-evaluates conditional access, so a device that falls out of compliance or a user whose risk score spikes loses access at the next refresh — continuous access evaluation tightens this further by pushing revocation events to resources between refreshes. Second, token signing keys are SC-12 objects: the identity provider’s signing keys, published for verification and rotated on schedule, are cryptographic keys whose generation, rotation, and retirement follow the same lifecycle discipline as every certificate in this book. Relying services fetch current keys from the issuer’s published metadata; key rotation is invisible to applications because verification was built against the published set, not against a hardcoded key — the same “automation, not custody” doctrine, applied to the trust fabric itself.
Certificate-Based Authentication and Phishing-Resistant MFA
Tokens answer how identity travels. The credential ceremony underneath them — how the human proves presence to the identity provider — is where federal policy has drawn its sharpest line. OMB M-22-09 requires phishing-resistant MFA for agency staff, contractors, and partners; BOD 25-01’s secure configuration baselines for the federal cloud productivity estate enforce modern authentication and the retirement of legacy protocols that bypass it.
“Phishing-resistant” is a protocol property, not a marketing adjective. It means verifier-impersonation resistance: the credential cannot be replayed to the identity provider by a look-alike site, because the authentication is cryptographically bound to the origin or channel it terminates in. Exactly two credential families in general federal deployment have this property:
Credential families and verifier-impersonation resistance
	Credential
	Mechanism
	Why It Cannot Be Phished

	PIV / smart card (certificate-based authentication)
	Private key on hardware token; authentication is a signature over a challenge bound to the TLS channel
	The key never leaves the card; a proxied challenge fails channel binding; there is no shared secret to capture

	FIDO2 / WebAuthn platform or roaming authenticator
	Origin-bound key pair per relying party; the browser signs the actual origin into the assertion
	A credential registered to the legitimate origin produces an assertion a look-alike origin cannot use; the phishing site receives a signature for the wrong name

	One-time passcodes, push approval, SMS
	Shared secret or human approval relayed out of band
	Not phishing-resistant — the human can be induced to relay the secret or approve the attacker’s session; excluded by M-22-09 for this reason


Note what both phishing-resistant rows have in common: they are certificates and key pairs. Certificate-based authentication is PKI applied to the user; WebAuthn is PKI with per-origin key issuance. The naming-plane doctrine of this book does not stop at TLS listeners — the human credential layer is the same cryptography, bound to names (origins, principals) the same way.
Token Theft Is the New Credential Theft — and It Is a Smaller Problem
Moving identity into tokens does not end credential attacks; it relocates them. An attacker who cannot phish a FIDO2 assertion will attempt to steal the token — from process memory, from a compromised endpoint, from an intercepted session. Honest accounting requires stating both halves:
· The exposure is real. A bearer token is usable by whoever bears it. Stolen access tokens work until expiry; stolen refresh tokens work until revoked or rejected by policy.
· The exposure is structurally smaller than what it replaced. A stolen password is durable, reusable everywhere it was reused, and invisible in use. A stolen access token is scoped to one resource, dead within the hour, and every use is a logged, attributable event. A stolen refresh token must survive the policy gate at every redemption — device compliance claims it cannot fake (the Vol I Book 02 machine identity surfacing as a token claim), location and risk evaluation, and revocation that takes effect at the next redemption rather than at the next password reset campaign.
· The countermeasures are the rest of this series. Endpoint protection and posture (Vol I Book 02, Vol III Book 01) shrink the theft surface; token-level telemetry (Vol III Book 06) makes anomalous use detectable — a token minted to one device presenting from another is a high-fidelity signal that password architectures could never emit; proof-of-possession binding, where supported, ties the token to a key the bearer must hold, converting the bearer artifact back into a cryptographic one.
The correct summary is not “tokens cannot be stolen.” It is: the token architecture bounds what theft buys — in scope, in time, and in silence — and each bound is a protocol property, not a promise.
The dependency that makes this a series, not a shopping list: the token asserts authorizations; the authorizations must be true. Vol I Book 05’s Principle 1 — restore a single source of truth — is a precondition, not a preference: an identity provider signing group memberships inherited from twelve drifted regional directory trees produces well-formed tokens asserting broken facts. Cryptography transports truth; it does not manufacture it.
Federal Policy Alignment
The architecture in this book is not one option among several for satisfying the identity mandates — the mandates were written assuming it. The mapping, directive by directive:
Directive-to-mechanism mapping for the cryptographic identity layer
	Directive / Framework
	What It Requires
	What in This Book Satisfies It

	OMB M-22-09 (Federal Zero Trust Strategy)
	Phishing-resistant MFA for agency staff, contractors, and partners; enterprise identity systems; per-request authorization
	PIV/CBA and FIDO2 as the enforced credential families; token issuance as the per-request policy gate

	CISA BOD 25-01 (Implementing Secure Practices for Cloud Services)
	SCuBA secure configuration baselines for the federal cloud productivity estate, including modern authentication and retirement of legacy protocols
	Phase 3’s legacy-authentication shutdown; token-based authentication as the only remaining path through the identity provider

	NIST SP 800-207 (Zero Trust Architecture)
	Access decided per-session by policy, using identity, device, and context signals; no implicit trust from network location
	Tokens as the per-session decision artifact; device certificates (Vol I Book 02) surfaced as claims; location removed from the trust calculus entirely

	NIST SP 800-63 (Digital Identity Guidelines)
	Authenticator assurance levels; verifier-impersonation resistance at the highest assurance level
	Hardware-held, origin/channel-bound key pairs — the only authenticator class that satisfies verifier-impersonation resistance

	CISA Zero Trust Maturity Model v2.0 — Identity pillar
	Advanced/Optimal maturity requires phishing-resistant MFA and continuous validation with automated identity lifecycle
	The full stack of this book: automated credential lifecycle, phishing-resistant enforcement, continuous access evaluation

	FedRAMP 20x (Consolidated Rules, 2026)
	Continuous, machine-readable KSI evidence rather than periodic assessment
	Every issuance, renewal, token grant, and policy evaluation is a structured event; the identity plane’s evidence stream binds to slot-01 (see KSI alignment below)


Reading the table honestly — none of these directives names a product, and this book names products only as examples of functions. What the directives do name are protocol properties: phishing resistance, per-session decisions, machine-readable evidence, elimination of implicit network trust. Protocol properties are exactly what cannot be procured as adjectives; they exist where the mechanism exists. That is why this table maps each requirement to a mechanism rather than to a purchase.
For the governance framing above this operational layer — why identity has to be the addressing root before the other ZTMM pillars can mature, and how ZTMM v2.0 / M-22-09 / SP 800-207 fit together — see Zero Trust Governance Principles.
Machine and Workload Identity
The Non-Human Majority
In a modernized federal environment, human authentications are a rounding error. Every application-to-database connection, every pipeline deployment, every API call between services, every scheduled job authenticates — and historically, each did so with the worst credential in the estate: a service account password, stored in a connection string, rotated never, known to an unknowable set of people and scripts. The workload identity progression retires this in three steps, each removing a class of stored secret:
The workload identity progression — each step removes a class of stored secret
	Generation
	Credential
	What Still Exists to Steal
	Residual Failure Mode

	Service account
	Password in configuration
	The password, everywhere the configuration goes
	Pass-the-hash, credential sprawl, rotation outages

	Service principal with secret or certificate
	Client secret or certificate held by the application
	The secret/key material, in the application’s custody
	Leaked secrets in code repositories; expiry outages

	Managed identity
	Platform-issued token; no credential in application custody
	Nothing in the application; the platform attests the workload
	Compromise requires compromising the workload itself — which is the irreducible case

	Workload identity federation
	External workload exchanges its own platform’s OIDC token for access; no secret crosses the boundary
	Nothing stored on either side
	Trust misconfiguration — governed as policy, not as secret custody


The direction of travel is the same one the SPIFFE model formalizes for platform-agnostic environments: short-lived, automatically issued, attested credentials bound to a workload’s verified identity rather than to a stored secret. Whether the implementation is a cloud platform’s managed identity, federation between platforms’ token issuers, or a SPIFFE-style identity document, the doctrine is identical — the workload’s identity is attested by the platform that runs it, at runtime, and expires in minutes. There is no secret to leak because there is no secret.
Where Keys Live
The workload progression works only if private keys are held somewhere theft-resistant. The storage hierarchy is a policy decision made once and enforced by enrollment profiles — the certificate template or identity platform simply refuses to issue to software-held keys where hardware exists:
Key storage descends in ceremony as lifetime descends in duration
	Key Class
	Storage
	Non-Exportability
	Applies To

	Trust anchors, issuing CA keys, token-signing keys
	HSM (FIPS 140-validated)
	Hardware-enforced; keys are used, never read
	The trust fabric itself

	Device and user credentials
	TPM / smart card / platform authenticator
	Hardware-enforced; attestation available at enrollment
	Vol I Book 02 machine certificates, PIV, FIDO2

	Workload transport and application keys
	Platform key service / managed key vault
	Platform-enforced; access is an audited API call under its own policy
	Service certificates, application secrets in transition

	Ephemeral session and federation keys
	Memory, minutes-scale lifetime
	Lifetime is the control
	Token exchange, TLS session keys


The pattern repeats the trust-hierarchy rule from the PKI section: the longer a key lives and the more it signs, the deeper in hardware it sits. Enrollment-time attestation — the platform proving the key was generated in hardware before the CA issues against it — turns this from an aspiration into an issuance gate, which is IA-5(2)(a)(1)’s “enforce authorized access to the corresponding private key” implemented as protocol rather than as procedure.
What This Sets Up
This is the hinge to the application books. Vol II Book 01 replaces domain credentials in the SQL Server estate with managed identities and token-based authentication; Vol II Book 02 is its implementation runbook. Read them as applications of this chapter — the database is simply the first large estate where the workload-identity progression is executed end-to-end:
Vol II Books 01–02 as applications of this book’s doctrine
	Vol II Books 01–02 Mechanism
	The Vol I Book 03 Doctrine It Applies

	Domain credential replaced by a platform-attested identity on each database host
	The workload identity progression, stage three: secret nowhere

	Connection strings stripped of passwords; the application requests a token at connect time
	Token-based identity: the proof travels in the credential, verified without a callback to a domain controller

	NTLM eliminated by removing Kerberos’s reason to fall back, not by blocking a port
	“The Fallback Nobody Chose”: fallback ends when the session-based protocol is no longer in the path at all

	Every database authentication becomes a policy-gated, logged token issuance
	Token issuance as the policy decision point; audit at the token level

	Migration sequenced by estate inventory and dependency mapping before any login is disabled
	Phase 1’s rule: establish truth before demanding it


Later parts repeat the same move against other estates — privileged sessions (Vol III Book 01), data-plane access (Vol III Book 05), detection surfaces (Vol III Book 06) — and none of them introduces new identity doctrine, because after this part there is none left to introduce.
Phased Implementation
The sequencing principle: establish truth before demanding it. Each phase creates the inventory and telemetry that make the next phase’s enforcement decisions safe. Durations are indicative for a mid-size federal estate; the ordering is not optional, because each phase’s gate is the previous phase’s output.
Phase 1 — Certificate Estate Discovery (Weeks 1–4)
Enumerate before automating. Network scanning of every listener, CA database exports from every issuing authority (including the departmental ones nobody admits to), trust-store audits on representative endpoint and server populations, and correlation of all of it against the IPAM inventory. The outputs: a certificate inventory keyed to DDI records, a list of unknown-issuer certificates for investigation, and a trust-anchor census against which SC-17(b) cleanup is scoped. In parallel, enable authentication-protocol auditing across the estate — the Kerberos/NTLM fallback measurement that Vol II Book 01 requires begins here.
Gate: every production certificate has an owner, an issuer, and an IPAM binding — or an investigation ticket.
Phase 2 — Issuance Automation (Weeks 5–12)
Stand up (or rationalize) the internal hierarchy: offline root ceremony, purpose-scoped issuing CAs on HSMs, CAA records published in every public zone, ACME service wired to the DDI API for DNS-01, SCEP/EST confirmed against the Vol I Book 02 device pipeline. New issuance flows through automation from this phase forward; existing certificates migrate at their next renewal rather than by forced re-issuance. Shorten internal lifetimes profile by profile as renewal automation proves itself.
Gate: zero manual issuance requests for covered certificate classes in a 30-day window; renewal automation demonstrated through at least one full cycle.
Phase 3 — Token Migration and Phishing-Resistant Enforcement (Weeks 13–24)
Register applications against the identity provider; enforce phishing-resistant authenticators for privileged accounts first (IA-2(1)), then for the general population (IA-2(2)); disable legacy authentication protocols tenant-wide per the BOD 25-01 baseline posture — the step that converts MFA from a setting into a fact, because a protocol that bypasses the policy gate is a bypass of every policy the gate enforces. Report-only conditional access precedes enforcement at each step, using the token telemetry to find the applications that would break before they break.
Gate: legacy authentication blocked with a measured zero business impact; privileged access impossible without a phishing-resistant assertion.
Phase 4 — Workload Identity Conversion (Weeks 25–40)
Execute the progression of the workload identity table against the service estate: inventory every stored secret (connection strings, pipeline variables, configuration files), convert platform-resident workloads to managed identities, establish federation for cross-platform workloads, and expire the vacated secrets rather than merely abandoning them. Vol II Book 02 is the worked example of this phase for the database estate; its runbook structure generalizes.
Gate: the secret inventory trends monotonically to zero for covered workload classes, and every remaining entry has a named exception with an expiry date.
NIST SP 800-53 Rev 5 Control Closure
The table maps each control this document closes to its state without the architecture, its state with it, and — per the series’ Closure Necessity doctrine — why no alternate mechanism closes it. Control language follows NIST SP 800-53 Rev 5.
NIST SP 800-53 Rev 5 control closure for Vol I Book 03 — Certificates & Tokens
	Control
	Title
	Without This Architecture
	With This Architecture
	Why No Alternative Closes It

	IA-5(2)
	Authenticator Management — Public Key-Based Authentication
	Certificates are validated inconsistently or not at all; revocation status is unchecked because CRL/OCSP endpoints are unreachable or unknown; private keys accumulate in files and spreadsheets with no access enforcement; certificate identities are not reliably mapped to accounts
	Path validation to approved trust anchors with status checking on every authentication; private keys generated and held in hardware (TPM, HSM, smart card) with enforced access; certificate-to-account mapping maintained in the directory; local revocation caches per IA-5(2)(b)(2) preserve validation when the network path to revocation data fails
	Rev 5 IA-5(2) requires constructing and verifying a certification path including status information at authentication time — a per-authentication protocol act. No manual process, periodic audit, or scanner can perform path validation for a live authentication; only validating infrastructure wired into the authentication flow can, and its revocation endpoints resolve through the authoritative naming plane

	SC-12
	Cryptographic Key Establishment and Management
	Keys are generated ad hoc by whoever needs them, distributed by file copy, stored in configuration, never destroyed; key custody is undocumentable because it was never a system property
	Keys are generated in platform key services and hardware modules at provisioning time, distributed only as protocol artifacts (never as files), stored in non-exportable hardware where the platform supports it, and destroyed by lifecycle automation at decommission — the same atomic transaction that retires the name and address
	SC-12 governs generation, distribution, storage, access, and destruction as managed properties. At workload scale (thousands of keys, lifetimes in days) these properties can only hold if the key lifecycle is executed by the provisioning platform itself; human custody cannot demonstrate destruction or constrain distribution of material it handles by hand

	SC-17
	Public Key Infrastructure Certificates
	Certificates issued by any CA a project happens to use, under no enforced policy; trust stores accumulate unapproved anchors that no process reviews
	All issuance flows through policy-gated enrollment (ACME/SCEP/EST) against the authoritative naming plane; CAA records make public issuance policy protocol-enforced; trust stores are configuration-managed to contain only approved anchors, with drift detected against the DDI-keyed certificate inventory
	SC-17 requires issuance under a certificate policy and trust stores containing only approved trust anchors. A policy document cannot refuse an issuance; only issuance-time gates can — CAA checked by protocol at every public issuance, enrollment authentication at every internal issuance. Trust-anchor governance requires an authoritative inventory to diff against; no scanner creates one

	IA-2(1)
	Identification and Authentication — Multi-Factor Authentication to Privileged Accounts
	Privileged access gated by passwords or phishable MFA (OTP, push); a relayed credential yields the estate’s highest privileges
	Privileged accounts require phishing-resistant, verifier-impersonation-resistant authenticators (PIV/CBA or FIDO2), enforced at token issuance; no phishing-resistant assertion, no privileged token
	The control requires MFA; M-22-09 requires the phishing-resistant form. Phishing resistance is a protocol property — origin/channel binding of a hardware-held key. No training program, detection rule, or policy makes a relayable secret non-relayable; only a credential with nothing to relay does

	IA-2(2)
	Identification and Authentication — Multi-Factor Authentication to Non-Privileged Accounts
	Standard users authenticate with passwords plus phishable second factors; phishing any user yields a foothold that lateral movement converts into privilege
	All user access requires MFA with phishing-resistant authenticators as the enforced default; legacy authentication protocols that bypass MFA are disabled per the BOD 25-01 baseline posture
	Same mechanism as IA-2(1); additionally, MFA enforcement is real only if unenforceable paths are closed — legacy protocols that skip the token-issuance policy gate must be disabled at the identity provider, because a control bypassed by protocol selection is not a control


Closure Necessity — IA-5(2) revocation checking. Rev 5 IA-5(2)(b)(1) requires validating certificates “by constructing and verifying a certification path to an accepted trust anchor, including checking certificate status information.” Status checking is a network act against CRL/OCSP endpoints whose addresses resolve through DNS — which makes authoritative, DNSSEC-protected resolution a precondition of every PKI authentication in the estate. No alternative exists: a spreadsheet cannot answer a status query, an annual audit cannot check status at authentication time, and an unvalidated resolver turns the revocation check itself into a spoofing target. The naming plane of Vol I Book 01 is not adjacent to this control; it is inside it.
Closure Necessity — SC-12 at machine scale. SC-12 makes key generation, distribution, storage, access, and destruction managed properties of the system. Short-lived certificates and workload identities multiply key events by orders of magnitude — an estate that once rotated hundreds of keys annually now cycles thousands weekly. The only mechanism that satisfies the control’s five verbs at that rate is lifecycle automation executed by the provisioning platform, with keys born in hardware and destroyed in the decommission transaction. There is no staffing level at which manual key custody closes SC-12 for a machine-scale estate; the arithmetic, not the ambition, is the constraint.
Closure Necessity — IA-2(1)/(2) phishing resistance. The MFA controls close only with authenticators that are impossible to relay, not merely inconvenient to phish. Verifier-impersonation resistance is a cryptographic property — a private key that never leaves hardware, signing a challenge bound to the origin or channel it terminates in. Any credential a human can read, forward, or approve can be extracted by deceiving the human; no awareness campaign changes that. The only closure path is a credential with no relayable secret — which is to say, the certificate and key-pair infrastructure this book builds. Phishing-resistant MFA is PKI wearing a usability layer.
FedRAMP 20x KSI Alignment — slot-01 identity
In the series’ continuous-monitoring architecture, this book’s evidence binds to the slot-01 identity evidence slot, which carries the KSI-IAM theme rules in the evaluation engine. Slot-01 was previously fed by the identity-plane and privileged-access parts of the original series; under the current series structure it additionally binds this book’s certificate-lifecycle and token-issuance evidence — enrollment and renewal logs from the automated CA pipeline, token issuance and conditional-access evaluation records, and the authenticator-strength posture for privileged and non-privileged accounts.
Per the series’ conformance-tooling doctrine (Theme E): the ScuBA-based configuration rules attest that identity settings match the baseline. They measure drift from an intended state — they cannot author one. The intended state — which CA may issue for which names, which authenticators count as phishing-resistant, which workloads hold which identities — is authored by the architecture in this book, and the slot-01 evidence stream is what makes that authored state continuously attestable. The authoritative KSI Closure Necessity Matrix lives in Vol 0 Book 00; Vol IV Book 06 carries the evidence procedures behind it.
Series Context — Vol I Book 03
This part completes the foundation trilogy:
· Vol I Book 01 — the naming and addressing plane: authoritative DNS, DHCP, IPAM, and the landing zone that makes every workload enumerable.
· Vol I Book 02 — device identity at the port: the machine certificate as the admission credential, quarantine as the default.
· Vol I Book 03 (this document) — cryptographic identity as a whole: certificates as naming-plane artifacts, lifecycle automation as the only sustainable operating model, tokens as the path-independent carrier of user and workload identity.
Everything after this point is application and evidence. Vol I Book 05 and Vol I Book 06 modernize the transport that made this identity model mandatory. Vol II Books 01–02 execute this book’s doctrine against the database estate — the first proof that session-bound authentication can be removed, not merely deprecated. The privileged access, detection, and continuity parts consume the token-level telemetry this architecture emits, and Vol IV Book 06 assembles it into the authorization package.
How the Series Doctrine Lands in This Part
For readers tracking the six doctrine themes across the series:
The six doctrine themes as they appear in Vol I Book 03
	Theme
	Its Expression in This Book

	A — Closure Necessity
	IA-5(2), SC-12, SC-17, IA-2(1)/(2) each addressed by a named mechanism — path validation as a protocol act, key lifecycle as provisioning-platform behavior, CAA as protocol-enforced issuance policy, verifier-impersonation resistance as a cryptographic property

	B — DIA Fixes Nothing
	The transport half of this book’s premise: the modern path is faster and carries no identity; the pipe cannot vouch for anyone. Identity had to move into the credential because the network stopped carrying it

	C — The ADC/Proxy Dissolution
	The session-terminating middleboxes that broke Kerberos across the 2010s dissolve into planes that verify signatures instead of holding state; TLS termination points become certificate consumers of the automated lifecycle, not session anchors

	D — Functional Planes, Not Divisions
	Certificates and tokens are identity-plane truth; conditional access and ZTNA are enforcement-plane consumers. Issuance authority lives in the naming plane. No owner is named anywhere in this book, because none needs to be

	E — Conformance Tooling Coverage Gap
	Configuration baselines attest that identity settings match an intended state; this book authors the intended state. The slot-01 evidence stream is what makes the authored state continuously attestable

	F — Accreditation Substrate
	Does not land in this book. Theme F — the accreditation and ConMon gates that turn control closure into an authorization package — is carried by the governance volumes; this book supplies the certificate and token lifecycle evidence those gates consume


The doctrine in one paragraph: names are authoritative (Vol I Book 01), devices prove themselves with keys bound to names (Vol I Book 02), and every identity — human, device, workload — is a cryptographic claim about a name, issued under policy the naming plane enforces, carried in a credential no network path can break (Vol I Book 03). The network stopped being a place. After this part, identity no longer cares.

Federal Compliance — Vol I Book 03. Vol I Books 01–02 established the naming plane and device identity; Vol I Book 03 establishes cryptographic identity for users, devices, and workloads; Vol I Book 04 (HRIT Identity & Org SSOT) anchors those identities in the authoritative HR and organizational source of truth. The books that follow across Volumes I–IV apply this foundation to transport, applications, operations, and the authorization package.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol I Book 04 of the Federal Compliance series, and the last of the four substrate books. Vol I Book 01 established the naming and addressing plane — what things are called and where they live. Vol I Book 02 established device identity at the port. Vol I Book 03 established cryptographic identity — certificates and tokens as the path-independent carriers of every identity claim. This part establishes what none of them can: the truth those claims assert. A token proves that an assertion was signed; it cannot prove the assertion describes a real, current employee with a real, current role. That fact originates in exactly one place — the human capital system of record — and this book makes it the authoritative source for the identity and organizational attributes every later part consumes. The modernization tracks from Vol I Book 05 onward depend on this substrate; in particular, the identity-modernization program of Vol I Book 05 executes Principle 1 (single source of truth) against the directory estate, and Vol I Book 03’s tokens assert what this book makes true.
For decision makers: read this page first.
Your agency has spent three books building an identity architecture that can prove, cryptographically and at every hop, that a claim was made by the party authorized to make it. None of those three books can tell you whether the claim is true — whether the person behind the credential still works for the agency, still holds the position the access was granted for, still reports to the supervisor who approved it. That truth is not a network fact, a certificate fact, or a directory fact. It is an employment fact, and it lives in exactly one system: the human capital system of record.
Four things this document establishes:
1. Vol I Books 01-03 built the courier; this part writes the letter. Vol 0 Book 00 states the structural dependency: Principle 3 (token-based identity) depends on Principle 1 (single source of truth). Tokens work only if the authorization they assert is correct. Replacing session-based authentication while authorization remains encoded in twelve regional OU trees means signing broken authorizations efficiently. This book is the source of truth that dependency requires.
1. Account lifecycle is an HR event stream, not a ticket queue. Hire, transfer, and separation are recorded as business events in the HR system before any administrator hears about them. An event-driven provisioning feed makes account creation, access re-derivation, and same-day revocation consequences of those records. A ticket queue makes them rumors of those records — days late, sometimes never.
1. The org chart must stop being a drawing and become an API. Supervisory hierarchy, positions, and cost centers exist today as OU paths, Visio diagrams, and spreadsheets — none of which a policy engine can query. When organizational structure is a governed, queryable record, group membership is computed from attributes, access packages route approvals to the supervisor of record, and a reorganization is a data change instead of a migration project.
1. A SaaS system of record integrates entirely through truth-plane surfaces. The deployed human capital platform — Oracle HCM Cloud, in the externally managed tenancy Vol I Book 01 placed as the fourth landing-zone environment — touches the enterprise through federation (SAML/OIDC), provisioning protocol (SCIM 2.0), DNS resolution, and evidence export. Outbound HTTPS, no network adjacency, no agents, no domain join. Every one of those surfaces is an identity-plane or naming-plane function the substrate parts already govern.
The controls this document closes — AC-2, IA-4, SI-12 — and the personnel-security controls whose automation evidence it supplies — PS-4, PS-5 — have no alternate closure path, because every one of them ultimately requires a fact that only the HR system of record possesses. AC-2(1) automated account management is realized by the same pipeline but does not carry a standalone necessity anchor. Each claim is demonstrated against control text in the closure table at the end.
What This Document Addresses
Every preceding part of this series has hardened how identity is asserted: names resolve authoritatively (Vol I Book 01), devices authenticate at the wire (Vol I Book 02), and users and workloads carry cryptographic credentials no network path can break (Vol I Book 03). This part addresses what the assertions say. An access token carries claims — an identifier, group memberships, role assignments. Those claims are projections of upstream facts: this person is employed; this person holds this position; this person reports to this supervisor; this person’s affiliation ended on this date. If the upstream facts are stale, scattered, or unrecorded, the whole cryptographic apparatus notarizes fiction.
The provisioning-pipeline treatment of the same program — how authoritative HR events route into the identity platform under an HR-agnostic adapter architecture, with the evidence contract that routing produces — is the HR-Driven Identity series, which also carries the Federal HR 2.0 current state (consolidation memo, Oracle Core HCM award, wave schedule) in its Chapter 02.
The argument proceeds in five movements:
1. The fragmented truth problem. Identity truth today is scattered across regional OU trees, per-system account stores, and spreadsheets; organizational truth is encoded in OU paths and drawings. Orphaned accounts are the visible symptom of a missing source, not an operational lapse.
1. OPM HRIT as the system of record. What a human capital platform actually owns — worker records, positions, assignments, supervisory hierarchy, effective dating — and the discipline of authoritative versus derived attributes.
1. The identity SSOT. The joiner-mover-leaver lifecycle as an event stream: HR-driven provisioning into the identity platform, one identifier per person for the life of the affiliation, and deprovisioning as an HR event rather than a ticket.
1. The organizational SSOT. Supervisory org, position management, and cost centers as queryable truth; dynamic groups, access packages, and ABAC attributes derived from HR records instead of assigned by hand.
1. The integration surface. Why a SaaS system of record couples to the enterprise exclusively through identity-plane and naming-plane functions — and why that is an architectural feature, not a limitation.
Where this sits in the Functional Plane Model — The HR system of record is identity-plane truth: the human and organizational half of plane 3, alongside the cryptographic half Vol I Book 03 established. Per the series hierarchy rule, truth planes can only be depended on. The directory, the dynamic groups, the access packages, and the conditional access policies of later parts are derivations and enforcements of what this plane asserts. When a downstream attribute disagrees with the HR record, the HR record wins and the downstream value is corrected — the correction never flows the other way. Fix the record, not the projection.
What this document does not cover — Credential mechanics (how the identity is carried) are Vol I Book 03; the directory-consolidation program that executes Principle 1 against twelve regional AD silos is Vol I Book 05; privileged access built on these identities is Vol III Book 01 (Privileged Access Management); the privacy controls governing the HR data itself as PII are Vol IV Book 04 (PII Processing & Transparency). This document is the truth layer those parts assume: where the facts about people and organizational structure originate, how they flow, and why no other origin can substitute.
The Fragmented Truth Problem
Where Identity Truth Lives Today
Ask a federal estate three questions — who works here, what do they do, and who do they report to — and no single system answers. The answers are distributed across:
· Twelve regional Active Directory OU trees, each built when compute was regional, each drifted through decades of reorganizations, ad-hoc container moves, and administrator judgment calls. The OU estate was originally a downstream projection of organizational truth; nobody maintained the projection, and the source it projected was never machine-readable to begin with.
· Per-system account stores. Every application old enough to predate federation keeps its own user table: database logins, mainframe RACF profiles, contact-center agent rosters, badge systems. Each is a private, unsynchronized opinion about who exists.
· Spreadsheets and email. The onboarding tracker, the contractor roster, the separation checklist — operational documents that carry authoritative-grade decisions (who gets an account, when access ends) with none of the properties of an authoritative source: no schema, no lineage, no events, no audit.
· Drawings. The organizational chart itself lives in Visio and briefing slides. It is read by humans, cited in memos, and queryable by absolutely no policy engine anywhere in the enterprise.
Each fragment is locally maintained and globally wrong. The regional OU tree knows an account exists but not whether its owner is still employed. The application user table knows a login works but not what position justified it. The spreadsheet knows a contractor started but is a copy the moment it is saved. Fragmented truth is not partial truth — it is contradiction with no arbiter, because no fragment is designated to win.
The Visible Symptom: Orphaned Accounts
The measurable consequence is the orphaned account: an enabled credential whose human justification has ended. Every audit finds them; every remediation sweep removes a batch; every year they return — because sweeps treat the symptom. An orphaned account is not an administrator’s mistake. It is the structurally guaranteed output of an architecture in which the system that knows a person left (HR) and the systems that must act on it (directory, applications, badge, VPN, database) share no event channel. The information exists on day zero; it arrives — by ticket, by email, by quarterly review, or by audit finding — days to months later, or never. No amount of process discipline closes a gap whose cause is the absence of a wire.
The anatomy is worth one concrete timeline, because it shows where the information is at every point during the gap:
The orphan timeline — the fact exists on day −14; the fragments learn it by accident
	Day
	What the HR System Knows
	What the Fragments Know
	Exposure

	−14
	Separation recorded, effective day 0
	Nothing — no fragment subscribes to HR events
	None yet; the fact exists and is actionable

	0
	Separation effective
	Directory: account enabled. Applications: logins valid. Badge: active
	Credentials of a former worker are fully live

	+3
	Unchanged
	Supervisor emails a ticket; the directory account is disabled; nine application accounts are not
	Partial: the fragments deprovision independently, in whatever order tickets are worked

	+45
	Unchanged
	A quarterly review flags two of the nine; nobody is sure who owns the rest
	The finding is now aging toward an audit

	+180
	Unchanged
	A penetration test authenticates to a case system with an orphaned service-desk account
	The gap is now an incident narrative


Nothing in that timeline is a failure of diligence. It is the wiring diagram working as built: a system that records the truth, five systems that need it, and no channel between them. The same anatomy produces the quieter failures: the transferred employee who keeps the old division’s access for years (the access-accretion problem PS-5 exists to stop), the contractor converted to staff who now has two identities, the rehired annuitant with three.
The Statutory Frame
This series has already cited the two federal frames that make the fix a mandate rather than a preference. The Evidence Act (2018) and the Federal Data Strategy require that agency data trace to a single authoritative system of record for each data type, with documented lineage from source to decision. The FICAM Architecture requires that every governed identity carry a complete, authoritative set of identity attributes derived from authoritative sources such as HR systems (Vol I Book 05 develops both against the directory estate; Vol 0 Book 00 binds them to AC-2 and SI-12). Neither frame is satisfied by cleaning the fragments. Both are satisfied only by designating the source — and for facts about people and organizational placement, the only candidate system that records hire, position, reporting line, and separation as a matter of business authority is the human capital system.
Why This Cannot Be Patched
Three remediation strategies are regularly proposed to fix fragmented identity truth without designating a source. Each fails for a structural reason, and — as with the authentication patches Vol I Book 03 dismantled — naming the reason is what the series’ Closure Necessity doctrine requires:
· “Clean up the directory.” A directory-hygiene project produces a correct snapshot with no event source behind it. Drift resumes the day the project ends, because hires, transfers, and separations keep happening in a system the directory still cannot hear. Cleanup is a measurement, not a source — the identity-plane restatement of the series’ axiom that no scanner creates a source of truth; it can only measure drift from one.
· “Make the directory the master.” Elevating the directory to authority inverts causation. Employment facts would then have to be entered into the directory by administrators — that is, by tickets — which re-creates the ticket queue as the source of truth, now with a grander title and still with no effective dating, no positions, no supervisory hierarchy, and no business authority behind any entry. Nothing that happens inside a directory is a hire or a separation. The directory can hold truth; it cannot originate it.
· “Review our way to correctness.” Quarterly access reviews sample state; they cannot observe transitions. A review that runs ninety days after a separation certifies an orphan for a quarter, and a reviewer confronted with four hundred entitlements approves them in bulk — the rubber-stamp failure mode every assessor recognizes. Reviews are AC-2(j)’s verification layer and this architecture keeps them (sharper — see the organizational SSOT below); but a detective control needs a truth to detect drift from, and reviews cannot manufacture the truth they check against.
Every patch preserves the premise — that identity truth can be maintained where it is consumed rather than where it originates — and the premise is the defect. The remediation is not a cleaner copy; it is a designated origin with an event feed.
OPM HRIT: The Program and Its Timeline
Before this book can designate OPM HRIT as the system of record, it owes the reader an introduction — awareness of the program cannot be assumed, and the architecture that follows makes considerably more sense once its fifty-year backstory is visible.
What it is. OPM HRIT is the Office of Personnel Management’s Human Resources Information Technology line — the shared-services program through which OPM delivers HR systems and workforce data services across the federal government: personnel action processing (the SF-50 pipeline), the electronic Official Personnel Folder (eOPF), and the government-wide HR data backbone, Enterprise Human Resources Integration (EHRI). Since December 2025 the program has a directing instrument: the joint OMB/OPM memorandum Creating “Federal HR 2.0” by Consolidating Core Human Capital Management Across the Federal Government (December 10, 2025), which consolidates 100+ agency Core HCM systems onto one government-wide platform and — significant for integration planning — schedules eOPF and EHRI to become redundant and decommissioned once the Core HCM platform absorbs their function. Anything built against the EHRI/eOPF feed shapes is building against systems the program has already scheduled for retirement; the durable integration surface is the Core HCM platform’s own (federation, SCIM provisioning, extracts).
Who OPM is in this story. Not just a policy shop. Under OMB M-19-16 (Centralized Mission Support Capabilities for the Federal Government, April 2019), OPM was designated the HR Quality Services Management Office (HR QSMO) — the government-wide standards owner and storefront for HR IT. The policy direction is explicit: agencies procure HR technology through the QSMO’s vetted marketplace rather than building bespoke systems.
Why Agency touches it. Agency consumes OPM HRIT services for personnel actions and workforce records today. As OPM modernizes delivery to SaaS — Oracle HCM Cloud, from the externally managed OCI tenancy Vol I Book 01 placed as the fourth landing-zone environment — Agency’s integration surface changes from file and mainframe handoffs to a federated API surface, which is exactly the provisioning feed this book turns into the identity SSOT.
Fifty Years of Consolidation
Every milestone in the program’s history moves the same direction: fewer systems, more authoritative data, shared delivery. The SSOT architecture in this book is not a novel invention — it is the landing point that five decades of federal HR consolidation policy have been driving toward.
The OPM HRIT timeline — five decades of consolidation
	Year
	Milestone
	What Changed

	1972
	CPDF
	The Central Personnel Data File — OPM’s first government-wide personnel data system

	2002
	e-Gov era
	e-Payroll consolidates 26 federal payroll providers to 4; eOPF begins digitizing the paper personnel folder

	2004
	HR Line of Business
	OPM-led shared-services program; the federal HR business reference model; agency HR moves to shared service centers

	~2010
	EHRI
	Enterprise Human Resources Integration replaces CPDF — the government-wide HR data warehouse plus electronic OPF

	2019
	HR QSMO
	OMB M-19-16 designates OPM the HR Quality Services Management Office — standards owner and storefront

	2021
	QSMO marketplace
	The vetted HR IT catalog opens; agencies steered to standards-aligned shared solutions

	2025
	Federal HR 2.0
	The joint OMB/OPM memorandum (December 10, 2025) directs one government-wide Core HCM platform; agencies pause their own Core HCM modernization

	2026
	Core HCM award
	The Federal HRIT Modernization Core HCM contract is awarded to Oracle (June 11, 2026) — Oracle Fusion Cloud HCM, SaaS, the system-of-record feed this book builds on; Wave 1 agency transitions begin

	2027
	Wave transitions
	Wave 2 — the wave that includes Agency — completes in FY 2027; each agency’s onboarding runs ~8 months with interconnections live around month 5

	2028
	One system
	Government-wide adoption goal (FY 2028); eOPF and EHRI become redundant and are decommissioned


Program-status caveat — as of 2026-07-23 the directing memo (December 10, 2025) and the Core HCM award (Oracle Fusion Cloud HCM, June 11, 2026) are on the record; the 2027–2028 rows are the program’s announced schedule, and wave assignments, onboarding timing, and the post-award integration surfaces still evolve — verify current Federal HR 2.0 program status at engagement time. The doctrine of this book is deliberately source-agnostic (see the provisioning pipeline below): if the deployed platform changes, the adapter changes and nothing else does. The execution of this book’s provisioning feed against the awarded program — waves, interfaces, phases, and gates — is the companion HRIT to HR-Driven IAM Execution Plan.
OPM HRIT as the System of Record
What a Human Capital System Actually Owns
The human capital platform — OPM HRIT, in federal shorthand; the deployed instance in this architecture is Oracle HCM Cloud, delivered SaaS from the externally managed OCI tenancy that Vol I Book 01 placed as the fourth landing-zone environment — is not “the payroll system” any more than the DDI platform of Vol I Book 01 is “the DHCP server.” It is the system where four categories of fact are created rather than copied:
The four record families the system of record owns
	Record
	What It Asserts
	Why It Cannot Originate Anywhere Else

	Worker record
	A person exists as a worker: identifier, legal name, worker type (employee, contractor, intern), employment status
	Hiring is an HR business act; the record is created by the act, not in response to it

	Position
	A seat exists in the organization with a title, grade, and organizational placement — independent of any incumbent
	Positions are established and abolished by organizational authority; a vacancy is a real, recorded state

	Assignment
	A worker holds a position, in an organization, at a location, under a supervisor, effective on a date
	The assignment is the employment relationship; every downstream access decision is a projection of it

	Supervisory hierarchy
	Who reports to whom — the reporting line from any worker to the head of the agency
	Reporting relationships are established by the same business acts that create assignments; the directory’s manager field is at best a copy


The Division of Labor: System of Record Versus Identity Provider
Naming the HCM as the identity SSOT invites a predictable misreading — that it competes with the identity platform. It does not, and the boundary between them is worth stating precisely, because each is authoritative for a different category of fact:
The division of labor between the system of record and the identity platform
	Function
	System of Record (HCM)
	Identity Platform (Entra ID)

	Who a worker is — existence, status, type
	Authoritative
	Derived: account state follows the record

	Where a worker sits — position, org, supervisor
	Authoritative
	Derived: attributes stamped, memberships computed

	How identity is proven — credentials, MFA, device binding
	—
	Authoritative (Vol I Book 03’s plane)

	Whether a request is permitted now — conditional access, sessions
	—
	Authoritative (policy enforcement)

	Token issuance and claims format
	—
	Authoritative; claim values trace upstream


The HCM never authenticates a user to an application; the identity platform never decides whether someone is employed. The pipeline in this book is the seam between them, and the direction of authority across that seam never reverses: the HCM asserts facts about people and structure; the identity platform asserts facts about credentials and sessions and derives everything else. The two-authority model is the same truth-plane discipline the series applied between DDI and the certificate estate in Vol I Books 01 and 03 — different planes own different verbs, and no plane edits another’s nouns.
Effective Dating: Truth With a Timeline
The property that separates a system of record from a directory is effective dating. An HCM record does not say “Jane is in the Program Integrity division”; it says “Jane’s assignment to Program Integrity is effective 2026-08-03, superseding her prior assignment, which ended 2026-08-02.” Future-dated hires, transfers, and separations exist in the system before they are true, with the date on which they become true.
This is not a bookkeeping nicety — it is what makes proactive automation possible. Day-one readiness (account, licenses, and group memberships waiting when a new hire badges in) requires knowing the hire before the start date. Same-day revocation requires knowing the separation on its effective date, not when the paperwork finishes circulating. A directory records state; the system of record records state transitions with timestamps, which is exactly the shape an event-driven lifecycle consumes.
Authoritative Versus Derived Attributes
The discipline that makes the SSOT operable is a written, governed answer to one question per attribute: which plane owns this? An attribute is authoritative where it is created by a business act, and derived everywhere else. Derived attributes are computed, stamped, and read — never edited in place.
The attribute authority map — which plane owns which fact
	Attribute
	Authoritative Plane
	Derived Consumers

	Worker identifier (employeeId)
	HR system of record — the immutable correlation anchor, assigned at first affiliation
	Directory correlation key, audit joins, per-system account linkage

	Legal name, worker type, employment status
	HR system of record
	Display name, account enable/disable state, guest-versus-member classification

	Position, title, grade
	HR system of record
	Role-eligible access packages, approval routing

	Organizational placement (department, org code, cost center)
	HR system of record
	Dynamic group membership, ABAC attributes, chargeback

	Supervisor / reporting line
	HR system of record
	manager attribute, access-package approval routing, attestation campaigns

	Duty location
	HR system of record
	Conditional access named-location context, E911 records (Vol I Book 06)

	User principal name, mail, group memberships
	Identity platform — derived from HR attributes by rule
	Applications, token claims

	Device identity, names, addresses, certificates
	Naming and addressing plane (Vol I Books 01-03)
	NAC admission, workload identity, TLS

	Credential strength, token claims format
	Identity plane, cryptographic half (Vol I Book 03)
	Policy enforcement plane


The map has one rule with no exceptions: corrections flow upstream. When a token carries a wrong department, the fix is a correction to the HR record (or to the derivation rule) — never a hand-edit of the directory attribute, because a hand-edited projection is a new fragment, and fragments are the disease this part cures.
The Identity SSOT
The Lifecycle Is an Event Stream
Joiner, mover, leaver — plus the two transitions estates forget until they hurt, rehire and conversion (contractor to employee) — are the five state transitions a worker record undergoes. Each is recorded in the HR system as an effective-dated event, and each maps to a deterministic set of identity actions:
The five lifecycle events and their derived identity actions
	HR Event
	Recorded Fact
	Identity Actions Derived From It

	Joiner
	Future-dated hire: worker record + assignment created
	Account created ahead of start date, disabled until effective date; licenses and baseline group memberships derived from assignment attributes; credential enrollment (Vol I Book 02 device, Vol I Book 03 authenticator) queued for day one

	Mover
	Assignment change: new position, organization, location, or supervisor
	Attributes re-stamped; dynamic memberships re-computed — old division’s access leaves as the new division’s arrives; access review triggered on the residual (PS-5); approval routing follows the new supervisor of record

	Leaver
	Effective-dated separation
	On the effective date: account disabled, sessions and refresh tokens revoked, group memberships removed, credentials revoked through the Vol I Book 03 lifecycle, mailbox and data handled per retention policy — as one automated sequence with one timestamped evidence trail (PS-4)

	Rehire
	Returning worker matched to prior worker record
	Prior identifier re-linked — the person resumes their identity rather than acquiring a second one (IA-4)

	Conversion
	Worker type changes; affiliation continuous
	Same identifier, re-derived access; the contractor-to-employee seam stops minting duplicate identities


The load-bearing property is the direction of causation. Nobody requests an account for a new hire; the hire causes the account. Nobody remembers to disable a leaver; the separation record is the disablement, with an effective date the automation honors to the day. The ticket queue survives only for exceptions — and every exception is visible as a deviation from a computed baseline, which is what makes the exceptions auditable.
Consider the two architectures side by side in the completed series, in the paired-scenario form Vol I Book 02 used for the port:
Scenario A — separation under fragmented truth. A worker separates on a Friday. Their FIDO2 key, machine certificate, and enrolled device are all valid — Vol I Books 02 and 03 built them well, and nothing about the separation touches any of them. Conditional access evaluates a compliant device and a phishing-resistant credential and correctly allows. Every control fires correctly, because every control is asserting exactly what its plane knows — and no plane knows the one fact that matters. The strength of the substrate now works for the former worker.
Scenario B — separation under the identity SSOT. The same Friday, the effective-dated record initiates the leaver sequence: the account disables, sessions and refresh tokens revoke, memberships drop, the certificate revokes through the Vol I Book 03 lifecycle, and the device’s admission credential dies with it — so Monday’s port authentication fails at the wire per Vol I Book 02. Each step leaves a timestamp. The substrate’s strength now works for the agency, because the truth plane finally told it the truth.
The pair is the whole book in miniature: Vol I Books 01-03 determine how forcefully the architecture asserts identity; this part determines whether what it asserts is still true.
HR-Driven Provisioning Into the Identity Plane
The pipeline that carries events from the system of record into the identity platform follows the API-driven inbound provisioning architecture — the HR-agnostic pattern this series adopts, verified against Microsoft Learn. Its shape:
HR system of record → integration middleware → Microsoft Graph bulkUpload API → Entra ID provisioning service — SCIM 2.0 (RFC 7643/7644) as the wire format, submitted over HTTPS, accepted asynchronously with HTTP 202, processed in near real time.
Three properties of this design are doctrine, not implementation detail:
· The architecture is source-agnostic; the deployed source is a configuration. The middleware normalizes any HCM’s export into the canonical SCIM payload, so the bulkUpload call is identical regardless of HR source. Oracle HCM Cloud is the deployed system of record in this architecture — named here the way the series names InfoBlox and Entra ID — but nothing in the design depends on it. If the source ever changes, the adapter changes; the doctrine, the pipeline, and every downstream derivation do not. That is what “HR-agnostic” buys: the SSOT is a role, filled by whichever system holds business authority.
· One entry point, therefore one provenance stream. All inbound identity writes flow through the single provisioning surface, and the middleware emits a provenance record per provisioning event before the Graph call returns. One entry point is what makes lineage (SI-12) and drift detection tractable — there is exactly one door to instrument.
· The envelope is engineered, not assumed. The verified operating numbers: throttling at 40 API calls per 5-second window; tenant daily caps of 2,000 calls per 24 hours (Entra ID P1/P2) or 6,000 (Entra ID Governance); batch payloads of up to 50 operations per call; Entra ID P1 as the licensing floor; and, where on-premises AD writeback persists during directory coexistence, three active provisioning agents for high availability. Worth one sentence of series doctrine: the spec’s own correction history records that its first draft overstated the throttling envelope five-fold and was corrected on verification against the authoritative source — which is precisely the falsifiability discipline this series demands of every load-bearing number.
Native HR connectors, where they exist for a given HCM, are permitted as accelerators — but the API-driven path is the canonical architecture, because it is the one that works for any source and the only one whose middleware layer can compute organizational attributes and emit provenance before the identity platform ever sees the record.
Microsoft’s HR-Driven Provisioning: Two Landing Zones
The pattern this book describes has a first-party name in the Microsoft documentation: HR-driven provisioning. Awareness of this cannot be assumed, so it is worth stating plainly — the architecture above is not custom middleware glue. Microsoft ships it as a generally available, documented feature family in which the HR system is the start-of-authority for identity lifecycle and the Entra provisioning service carries its records into the directory targets.
Two on-ramps exist: prebuilt cloud-HR connectors (Workday, SAP SuccessFactors), and the API-driven inbound provisioning path — the Graph bulkUpload endpoint accepting SCIM 2.0 payloads — which is source-agnostic and is the architecture described above. In both cases the provisioning service applies scoping filters (who provisions at all) and expression-based attribute mappings (how HR fields become directory attributes).
The consequential fact for a coexisting estate: the same HR feed can land in two different zones, separately or simultaneously —
· API-driven inbound provisioning to Entra ID writes users directly in the cloud directory.
· API-driven inbound provisioning to on-premises Active Directory delivers the same payloads through Entra provisioning agents (deploy three for high availability) that write to AD DS.
Landing in Active Directory: Containers and the Manager Chain
Most of the estate still lives in on-premises AD, so the AD landing zone deserves detail. Four mechanics:
· Where the account lands — the OU is computed, not hand-picked. The parentDistinguishedName attribute mapping derives the destination container from HR attributes; Microsoft’s planning guidance shows expression rules (a Switch over department or location) selecting the OU. Placement by rule ends the drag-and-drop tradition that produced the twelve drifted regional trees.
· The reporting line becomes a queryable chain. The provisioning service resolves the supervisor by employeeId match against already-provisioned users and writes AD’s manager attribute as a DN reference. Exchange, the address book, and approval tooling read that chain; manager updates flow on mover events.
· The attribute surface carries the worker record. department, title, division, company, employeeId, employeeType, and extensionAttributes project the worker record into AD; scoping filters exclude populations that should not provision, and expressions construct UPNs and display names consistently.
· The operational floor. Entra provisioning agents — three, for high availability, per the verified envelope above — perform the AD DS writes from inside the agency network. Accounts enable on the hire date and disable on the leave date: effective dating flows all the way down to the domain controller.
The caveat that motivates the rest of this book: AD stores structure as place. An OU is a container, and Group Policy that reads OU position inherits every reorganization. HR-driven provisioning keeps AD correct; it cannot make AD’s model attribute-native.
Landing in Entra ID: Attributes, Not Containers
Entra ID has no OUs. The worker record lands as first-class attributes, and organizational structure becomes data:
· The attribute surface. manager (a directory relationship, not a string — it powers the organization chart in Teams and Outlook profile cards), department, jobTitle, employeeId, employeeType, employeeHireDate / employeeLeaveDateTime, and employeeOrgData with costCenter and division. The attribute authority map earlier in this book, realized in Microsoft’s own schema.
· Structure becomes computation. Dynamic membership rules evaluate those attributes continuously — nobody joins a group and nobody forgets to leave one. Access packages route approvals to the manager relationship (the supervisor of record). Administrative units scope delegated administration by attribute — the OU’s one legitimate remaining job, reimplemented without making policy read a container path.
· Lifecycle is platform-native. Entra Lifecycle Workflows trigger directly off employeeHireDate and employeeLeaveDateTime: pre-hire onboarding, day-one enablement, and leaver revocation run as first-class platform features keyed to the HR effective dates — not as scheduled scripts someone maintains.
The visible payoff for every employee: the org chart in Teams and Outlook stops being decorative. When manager and employeeOrgData derive from the HR record, the profile card is the supervisory org — the same truth that routes approvals and computes access.
Absorbing Organizational and Reporting Structure: AD versus Entra ID
Absorbing organizational and reporting structure — AD versus Entra ID
	Dimension
	Active Directory
	Entra ID

	Structural container
	OU tree — structure as place; GPO reads position
	None — structure as attributes; policy reads claims and groups

	Reporting line
	manager DN reference — Exchange, address book
	manager relationship — org chart in Teams/Outlook, approval routing

	Org placement
	OU computed at provisioning (parentDistinguishedName)
	employeeOrgData (division, costCenter) + department, stamped

	Membership
	Static groups, nesting, manual or scripted
	Dynamic membership rules — computed, continuously evaluated

	Delegated admin
	OU ACL delegation
	Administrative units, attribute-scoped

	Reorg cost
	OU restructure + GPO re-link — a migration project
	Attribute re-stamp + rule re-evaluation — a data change


Both directories can absorb the org chart via HR-driven provisioning — but only one absorbs it as data. The row that decides the argument is the last one: an AD reorganization is a migration project with months of drift; an Entra reorganization is a data change. Microsoft’s platform direction and this series’ overlay-and-retire doctrine point the same way: provision both zones during coexistence, read structure from attributes, and retire OU-bound policy deliberately (Phase 4 below, in coordination with Vol I Book 05).
One Person, One Identifier
IA-4 requires managing identifiers by receiving authorization to assign them, selecting and assigning them to the intended entity, and preventing their reuse for a defined period. The enterprise discipline this architecture implements is stricter and simpler: one person, one identifier, for the life of the affiliation — across every account, system, rehire, and conversion.
The employeeId assigned at first affiliation is the immutable correlation anchor. It never changes with name, position, region, or worker type; every account in every system that belongs to the person carries it; and when the person returns after a break in service, the rehire event re-links the same identifier rather than minting a fresh identity. This is only possible where the person — not the account — is the tracked entity. A directory cannot do it: directories track accounts, and an account deleted at separation takes its history with it. The worker record persists across affiliations, which is why identifier non-reuse and rehire correlation are properties of the HR plane, projected downward.
The same anchor is what makes audit joins possible at all: the token event in the SIEM, the database login, the badge swipe, and the personnel action resolve to one person only because one identifier threads them.
The Worker-Type Boundary
One authoritative attribute deserves special notice because entire policy families hang from it: worker type. Employee, contractor, intern, volunteer — the classification determines member-versus-guest treatment in the tenant, license assignment, access ceilings, and which conditional-access baseline applies. When worker type is a directory field someone sets at account creation, it is wrong exactly as often as staffing paperwork is ambiguous, and the errors are invisible because nothing reconciles them. When it is derived from the worker record, the contractor whose engagement ends loses access on the engagement’s end date (a leaver event for a non-employee), and the conversion seam — contractor on Friday, employee on Monday — is a re-derivation on the same identifier rather than a second identity with a second, forgotten first account. IA-4(4)’s status characterization (identifying each individual as, for example, a contractor) falls out of the same attribute for free: the characteristic is asserted by the system that classifies workers as a business act, not annotated by an administrator who heard about it.
Deprovisioning Is an HR Event, Not a Ticket
The leaver sequence deserves its own statement, because it is where the fragmented-truth architecture kills its audit findings — and occasionally its incident reports. In the target state, separation processing is initiated by the effective-dated termination record, and the automated sequence executes on that date, in order, as one workflow:
1. Disable the account — the sign-in gate closes first.
1. Revoke active sessions and refresh tokens — disabling prevents new tokens; revocation ends the ones already issued, so the control takes effect in token-lifetime minutes rather than at next sign-in.
1. Verify — read back the revocation state; a step that cannot be confirmed is a step that did not happen, as far as evidence is concerned.
1. Remove group memberships and access-package assignments — entitlements end even where a downstream application caches identity.
1. Revoke credentials — certificates through the Vol I Book 03 lifecycle; the device’s admission credential through the Vol I Book 02 pipeline, so the port stops trusting the hardware too.
1. Disposition data — mailbox archive or conversion, file ownership transfer, retention and litigation-hold exceptions applied per policy rather than per memory.
Each step emits a timestamped evidence record; the distance between the HR effective date and the last revocation timestamp becomes a measured, reportable ConMon metric instead of an unknowable. Emergency terminations take a defined manual entry into the same sequence — the trigger is human, the execution and the evidence are identical.
Contrast the input signals available to any alternative mechanism. The network cannot see a termination — the leaver’s laptop authenticates on their last day exactly as it did the day before. The SIEM sees absence of activity, which is indistinguishable from leave. The quarterly access review discovers the account up to ninety days late. Only one system in the enterprise records the separation as a first-class fact with an effective date — and once it does, everything downstream is a subscription.
The Measured Lifecycle
An event-driven lifecycle is also, incidentally but not accidentally, a measured one — every event-to-action interval is a number, and the numbers are the slot-01 evidence stream:
The lifecycle metrics the event-driven architecture makes measurable
	Metric
	Definition
	What It Evidences

	Separation-to-revocation interval
	HR effective date/time → last revocation timestamp in the leaver sequence
	PS-4’s disable-within-time-period, continuously

	Transfer-to-review interval
	Transfer effective date → residual-access review completion
	PS-5’s initiate-within-time-period

	Joiner readiness rate
	Share of new hires whose account, licenses, and baseline access exist at start-of-day one
	AC-2 lifecycle automation working in the creation direction

	Correlation coverage
	Share of enabled accounts resolvable to a current worker record
	The orphan population, as a query instead of a hunt

	Derivation purity
	Share of group memberships computed by rule versus assigned by hand
	How much of the estate still runs on fragments


None of these numbers exists in a ticket-driven estate — not because nobody computes them, but because the events they measure are not recorded as events. The metric is the argument: an architecture that cannot measure its own revocation latency is asserting PS-4 compliance on faith.
The Organizational SSOT
Structure as Queryable Truth
The second half of this book’s title is the one estates habitually skip. Identity SSOT projects say “HR drives accounts” and stop — leaving organizational truth (who reports to whom, which positions exist, which cost center pays) in the OU paths and the Visio files. The result is an identity plane that knows who exists but not where they sit, which forces every access decision back onto hand-maintained groups — and hand-maintained groups are per-system account stores wearing a nicer name.
The organizational SSOT makes three record families queryable:
· Supervisory organization. The reporting hierarchy as effective-dated records: any worker’s chain of command, resolvable by API at decision time. This is the fact that access-package approvals, attestation campaigns, and separation-of-duties checks all silently depend on — and today mostly fake with a stale directory manager field.
· Position management. Positions as records independent of incumbents. Access eligibility attaches to the position (“this seat is entitled to the case-processing system”), so a vacancy holds no access, an incumbent inherits the seat’s baseline on assignment, and a mover sheds it on reassignment — automatically, because the assignment is the membership rule’s input.
· Cost centers. The financial dimension of placement, driving license chargeback and scoping the blast radius of any entitlement to the organizational unit that owns it.
Vol I Book 05’s history explains why this matters at reorganization time. Under fragmented truth, a reorganization is a migration project: OU restructuring, group renames, GPO re-links, months of drift. Under the organizational SSOT, a reorganization is a data change — the HR records change, the attributes re-stamp, the memberships recompute — and the doctrinal corollary follows: a drifted OU estate is overlaid and retired, not remediated. Rebuilding OU trees to match reality is expensive, high-risk, and pointless once no policy reads OU position; the truth is stamped as attributes, policy re-bases onto attribute-driven groups, and the residual OU bindings are inventoried and decommissioned deliberately.
From HR Attributes to Access: The Derivation Chain
The organizational SSOT earns its keep through one repeatable chain:
Worker record → stamped attributes → dynamic groups → entitlements.
Dynamic groups are membership rules over HR-derived attributes (“all workers whose org code is under X and worker type is employee”), evaluated continuously by the identity platform. Access packages bundle entitlements behind eligibility rules and approval flows that route to the supervisor of record. Conditional access and application roles consume the same attributes as ABAC inputs, and role assignments — RBAC — are granted through the packages rather than by direct assignment. The properties that follow:
· Nobody joins these groups; membership is computed. There is no group owner to lobby, no ticket to lose, no offboarding step to forget. The mover’s access converges on the new assignment’s derivation within the provisioning cycle.
· Every entitlement has a because. Access exists because an attribute satisfied a rule; the attribute exists because an HR record asserted it; the record has an author, a date, and a business act behind it. That chain is the access authorization data AC-2 wants, and it is queryable end to end.
· ABAC and RBAC stop being rival religions. Roles define what a position may touch; attributes prove which position the person holds. Both resolve against the same upstream truth, which is the only arrangement in which they cannot disagree.
Attestation Lands on the Same Rail
The access reviews this book declined to accept as a source of truth return here as a sharpened verification of it. Once entitlements derive from the organizational SSOT, AC-2(j)’s periodic review stops being a spreadsheet mailed to whoever a stale directory field names, and becomes a campaign the org SSOT itself scopes and routes:
· The reviewer is the supervisor of record — resolved from the reporting hierarchy at campaign launch, not from a manager field last edited during a previous administration.
· The review population is attribute-scoped — “all workers in this organization with access outside its derivation baseline” is a query, so reviewers see the exceptions rather than four hundred rubber-stampable rows.
· The review outcome is a record correction — a rejected entitlement is removed by fixing the attribute, the rule, or the exception entry that produced it, so the same wrong answer cannot regrow from the same wrong input.
The separation-of-duties checks of later parts read the same rails: conflicting-role detection needs to know that two roles are held by the same person (the IA-4 anchor) and whether an approver reports to the requester (the supervisory org). Both facts are queries against this book’s records; neither is answerable from a directory that tracks accounts and drawings that track boxes.
A SaaS Integration Surface Is an Identity-Plane Surface
The system of record in this architecture is SaaS-delivered from a tenancy the agency does not operate, under an external authorization boundary (Vol I Book 01 placed it as the fourth landing-zone environment; Vol I Book 03 already observed that the externally managed tenancy has no domain controller and never will). For an estate whose integration reflexes were formed by IaaS and on-premises systems, this looks like a constraint. Examined against the Functional Plane Model, it is the opposite: every surface a SaaS system of record exposes is a function of the truth planes the substrate parts already govern.
The SaaS integration surface decomposed into functional planes
	Integration Function
	SaaS System of Record
	IaaS / VM-Centric System
	Functional Plane

	Sign-in
	Federation — SAML/OIDC assertion from the agency identity provider; trust anchored in exchanged signing keys
	OS-level credentials, domain join, local accounts
	Identity plane (Vol I Book 03’s tokens, verbatim)

	Data flow out (workers, org)
	SCIM 2.0 / REST extract into the provisioning pipeline over outbound HTTPS
	Agents installed on hosts; file drops on shares; database links
	Identity plane (this book’s pipeline)

	Reachability
	DNS resolution of the tenancy’s published service names — through the validating resolvers of Vol I Book 01
	Routes, peering, firewall rules, network adjacency
	Naming and addressing plane

	Evidence
	API export of audit and provenance records into the ConMon pipeline
	Log agents, collectors, syslog adjacency
	Evidence and telemetry plane

	Patch/operate
	The provider’s obligation inside its own authorization boundary
	The agency’s obligation, host by host
	— (the boundary is the point)


The structural contrast is what matters. An IaaS integration couples through the enforcement planes — network adjacency, host agents, OS credentials — so every integration widens the attack surface the enforcement planes must then police. The SaaS system of record couples through the truth planes: it is reached by name, trusted by federation, integrated by provisioning protocol, and audited by evidence export, over outbound HTTPS and nothing else. There is no network path to segment, no host to patch inside the agency boundary, no stored OS credential to rotate. The coupling is thin precisely where couplings are dangerous — which is why an externally authorized tenancy can hold the enterprise’s most authoritative records and still leave the agency’s own boundary smaller than before, and why no organizational diagram is needed to reason about it: the plane model, not an org chart, states which function talks to which.
Two consequences follow. First, the substrate parts are literally the integration prerequisites: the federation trust is a Vol I Book 03 token relationship; the provisioning pipeline authenticates with a Vol I Book 03 workload credential; the tenancy’s endpoints resolve through Vol I Book 01’s validating resolvers; and the DNS names those endpoints use are exactly the class of external dependency the naming plane’s egress policies already govern. An agency that built Vol I Books 01-03 has already built everything this integration touches. Second, the pattern generalizes: every future SaaS adoption should be evaluated on the same four surfaces — how it federates, how it provisions, how it resolves, how it exports evidence — and a candidate that demands enforcement-plane coupling (a site-to-site tunnel, an installed agent inside the boundary, a shared OS credential) is asking to be treated as infrastructure, with infrastructure’s obligations. The system of record is the template, not the exception.
What This Sets Up
This is the hinge from substrate to application. Every later part consumes this book’s truth in a specific, checkable way — none of them can substitute for it, and several silently presume it:
Downstream consumers of the identity and organizational SSOT
	Downstream Part
	What It Consumes From This Book

	Vol I Book 05 — network and identity modernization
	The authoritative HR-derived identity model that Principle 1 restores against twelve regional silos; the overlay-not-remediate doctrine for the drifted OU estate

	Vol II Book 01 — SQL authentication modernization
	Database access derived from HR-driven dynamic groups, so the DBA ticket queue and the orphaned SQL login end together

	Vol III Book 01 — privileged access management
	Eligibility for privileged roles scoped by position and worker type; JIT activation approvals routed by the supervisory org; the leaver sequence as the floor under every standing privilege

	Vol III Book 06 — SIEM / detection
	The employeeId join key that threads token events, host logs, and personnel context into one investigable person; separation events as detection context (activity from a separated worker’s identity is a first-class alert, not an anomaly score)

	Vol IV Book 04 — PII processing
	The HR data flows this book creates are themselves governed PII flows; the provenance stream doubles as the processing record

	Vol IV Book 06 — authorization package
	The measured-lifecycle metrics as continuous AC-2/PS-4/PS-5 evidence, packaged through slot-01


The honest caveat, stated once and governing everything: designating an authoritative source does not make it correct — it makes its errors authoritative. A drifted HR feed produces a drifted SSOT with excellent lineage. That is why Phase 1 below is source-data remediation rather than integration, why Phase 2 runs in shadow mode until every difference is explained, and why the data-quality obligation lands on the record’s owner rather than on the pipeline. The series’ rule that no scanner creates a source of truth has a corollary: no pipeline launders one.
Phased Implementation
The sequencing principle is inherited from Vol I Book 03 and sharpened: designate truth, prove the pipe, automate the lifecycle, then derive access. Each phase’s gate is the next phase’s precondition; the ordering is not optional, because deriving access from attributes nobody has agreed to trust is how fragmented truth gets rebuilt with better tooling. One honest caveat governs the whole program: the authoritative source must be correct, not merely designated — a drifted HR feed produces a drifted SSOT, so data-quality remediation is Phase 1 work, not a someday.
Phase 1 — Attribute Authority Agreement (Weeks 1–6)
Produce the attribute authority map as a governed artifact: every attribute consumed by any access decision, its authoritative plane, its derivation rule if derived, and its data-quality owner. Baseline the HR data against reality for the load-bearing fields (worker type, org placement, supervisor, status) and remediate at the source. Reconcile the existing directory population against worker records: every account matched to an employeeId, or flagged as an orphan candidate with an owner and a deadline.
Gate: the authority map is signed; every enabled account is either correlated to a worker record or on a dated exception list.
Phase 2 — Inbound Provisioning Pilot (Weeks 7–14)
Stand up the inbound provisioning pipeline — source adapter, middleware normalization and provenance emission, bulkUpload submission — against a pilot population, in shadow mode first: the pipeline computes what it would do, and its output is diffed against the directory’s actual state. Shadow-mode drift reports are the last data-quality net before automation acts. Size the envelope against the verified limits (batching toward 50 operations per call; daily call budget against the tenant cap) and deploy the provisioning-agent tier where AD writeback persists during coexistence.
Gate: thirty days of shadow operation in which every pipeline-versus-directory difference is explained — either a directory error (fixed downstream) or a source error (fixed in HR); provenance records emitted for 100% of events.
Phase 3 — Lifecycle Automation (Weeks 15–26)
Turn causation on: joiner, mover, and leaver actions execute from HR events, leaver first — revocation is where the risk lives and where the evidence is most valuable. Wire lifecycle workflows to the effective dates; measure the separation-to-revocation interval from day one; route exceptions (emergency terminations, litigation holds) through defined manual paths that end in the same evidence stream. Rehire and conversion matching rules are validated here, against history, before they act.
Gate: separation-to-revocation measured in hours across a full pay-period cycle with zero missed leavers; joiner day-one readiness demonstrated; the account-creation ticket queue retired for covered populations.
Phase 4 — Organizational-SSOT-Derived Access (Weeks 27–40)
Load the supervisory organization and position records; stamp organizational attributes tenant-wide; convert hand-maintained groups to dynamic membership rules, group by group, with report-only diffs preceding each cutover; re-base access packages so eligibility and approval routing read the org SSOT. Begin the OU-dependency inventory and retire OU-bound policy per the overlay-not-remediate doctrine, in coordination with Vol I Book 05’s directory program.
Gate: for covered applications, no direct group-membership assignments remain — every entitlement resolves to a rule, an attribute, and a worker record; a test reorganization (one division renamed and re-parented in HR) propagates to groups and approvals with zero manual directory changes.
The Program at a Glance
Implementation phases, outputs, and gates
	Phase
	Output
	Gate

	1 — Attribute authority agreement
	Signed authority map; source data remediated; account-to-worker correlation baseline
	Every enabled account correlated or on a dated exception list

	2 — Inbound provisioning pilot
	Inbound provisioning pipeline live in shadow mode; provenance stream; sized throttling envelope
	30 days with every pipeline-versus-directory difference explained

	3 — Lifecycle automation
	Joiner/mover/leaver executing from HR events; measured intervals; exception paths
	Zero missed leavers over a full cycle; hours-scale revocation; creation tickets retired

	4 — Org-SSOT-derived access
	Attributes stamped; dynamic groups and access packages re-based; OU dependencies retiring
	Test reorganization propagates with zero manual directory changes


The sequence deliberately front-loads the unglamorous work. Phases 1 and 2 produce no visible change for end users — which is precisely why estates skip them, automate against unverified data in month one, and spend year two explaining to their assessor why the automation deprovisioned a regional director. Truth first, pipe second, actions third, derivations last.
NIST SP 800-53 Rev 5 Control Closure
The table maps each control to its state without the architecture, its state with it, and — per the series’ Closure Necessity doctrine — why no alternate mechanism closes it. Control language follows NIST SP 800-53 Rev 5. One scoping note, stated plainly so the necessity claims stay falsifiable: PS-4 and PS-5 are personnel-security controls. Their procedural elements (exit interviews, property retrieval, the personnel actions themselves) are human obligations no platform performs. What this architecture supplies — and what has no alternate source — is the machine-readable initiating fact and the automation evidence: the timestamped chain from personnel action to access revocation that PS-4(2)’s automated mechanisms and every assessor’s evidence request presume.
NIST SP 800-53 Rev 5 control closure for Vol I Book 04 — OPM HRIT and the Identity & Organizational SSOT
	Control
	Title
	Without This Architecture
	With This Architecture
	Why No Alternative Closes It

	AC-2
	Account Management
	Accounts created, modified, and disabled by ticket against twelve regional OU trees; access authorizations undocumented or encoded in group names; AC-2(l)’s required alignment with termination and transfer processes exists as a memo; orphaned accounts recur after every sweep
	Every account traceable to an authoritative worker record; creation, modification, disablement, and removal executed as consequences of hire, transfer, and separation events; access authorizations resolvable to attribute, rule, and record; alignment with personnel processes is structural because the personnel event is the trigger
	AC-2 requires accounts managed in accordance with defined prerequisites and criteria, and requires account management aligned with personnel termination and transfer processes. Alignment presumes a machine-readable personnel truth to align to. Employment facts originate in the HR system as business acts; no scanner, review cadence, or directory hygiene project can generate the fact of employment — they can only copy it, late

	AC-2(1)
	Automated System Account Management
	Either no automation, or automation wired to the directory itself — which automates the propagation of stale truth
	Automated mechanisms (inbound provisioning pipeline + lifecycle workflows) support the full account lifecycle, keyed to effective-dated HR events, with provenance per action
	The enhancement requires automated mechanisms to support account management. Automation is exactly as correct as its input; the only input that is authoritative for existence, status, and placement of workers is the system of record. Automating from any downstream copy is drift at machine speed — signing broken authorizations efficiently

	PS-4
	Personnel Termination
	Termination communicated by email and checklist; access disabled days or weeks after the effective date, or never; each system deprovisioned independently; evidence assembled by hand for each audit
	The effective-dated separation record initiates the automated sequence — disable, session and token revocation, membership removal, credential revocation — on the effective date, per PS-4(2) automated actions, with a timestamped evidence record per step; the separation-to-revocation interval becomes a measured ConMon metric
	PS-4 requires disabling system access within an organization-defined period of termination. The clock starts at an event only the HR system records as a first-class fact — termination is not network-observable, and absence of logins is indistinguishable from leave. Only an event-driven feed from the system that owns the fact can start the automation on time, and only automation produces the within-time-period evidence

	PS-5
	Personnel Transfer
	Transfers invisible to the identity plane; access accretes across reassignments; the confirmation of ongoing operational need that the control requires has no trigger, so it happens annually or not at all
	The mover event triggers re-derivation of access from the new assignment and an access review on the residual, within the organization-defined period of the formal transfer action; old-division access leaves as new-division access arrives
	PS-5 requires reviewing and confirming ongoing operational need when individuals are reassigned or transferred, and initiating actions within a defined period after the formal transfer action. The formal transfer action is an HR record; to the network and the directory, the transferred person is the same account on the same laptop. No mechanism that cannot see the transfer can start the required review on time

	IA-4
	Identifier Management
	Identifiers minted per system; conversions and rehires create duplicate identities; reuse prevention unenforceable because no system remembers identifiers across account deletion; audit joins across systems impossible
	One identifier per person, assigned from the worker record at first affiliation, carried by every account, preserved across rehire and conversion; reuse structurally prevented because the worker record — and therefore the identifier’s history — persists after every account is gone; worker type available as the IA-4(4) status characteristic
	IA-4 requires authorized assignment, correct binding to the intended individual, and prevention of identifier reuse for a defined period. Non-reuse and rehire correlation require durable memory of persons, not accounts; directories track accounts and forget them at deletion. The only system whose records survive the end of every account — because its subject is the person — is the HR system of record

	SI-12
	Information Management and Retention
	Identity and organizational data scattered across stores with incompatible schemas and no lineage; the same fact exists in five places with five values; retention unenforceable because ownership is undefined
	One designated authoritative source per identity and organizational data type, with documented lineage from HR record through middleware provenance to every downstream consumer; retention applied at the source per applicable requirements; Evidence Act posture demonstrable
	SI-12 requires managing and retaining information in accordance with applicable laws, directives, and operational requirements. Lineage cannot be reconstructed afterward from copies — provenance must be emitted where the data originates and flows. Designating and instrumenting one source is the only mechanism that produces lineage rather than asserting it


Closure Necessity — AC-2 from an authoritative source. AC-2 and AC-2(1) close only with automated account management from an authoritative source — and you cannot automate a lifecycle from a source of truth that does not exist. The directory is not that source: it is the object of account management, not the authority for it, and provisioning against twelve drifted regional OU trees automates the drift. Vol 0 Book 00 states the structural dependency for the whole series: tokens work only if the authorization they assert is correct, and a token pipeline atop a broken authorization model signs broken authorizations efficiently. No scanner creates a source of truth; no review cadence generates the fact of employment. The only closure path runs through the system where hire, transfer, and separation are recorded as business acts — which is what makes the HR feed a control mechanism, not an HR convenience.
Closure Necessity — PS-4 same-day revocation. PS-4 requires disabling access within a defined period of termination, and the period is measured from an event that is invisible to every technical sensor the agency owns. No scanner detects that someone left: the leaver’s credentials are valid, their device is enrolled, their token requests are well-formed — on their last day and every day after. The SIEM sees silence, which is what vacation looks like. Exactly one system records the separation as a first-class, effective-dated fact, and only an event-driven feed from that system can start the revocation clock on time. Everything else — tickets, checklists, quarterly reviews — is the same fact arriving late through humans, and the control’s time period does not pause for the mail.
Closure Necessity — IA-4 across affiliations. IA-4’s identifier discipline — one person, one identifier, no reuse — must hold across events that end accounts: separation, rehire, contractor conversion. Any mechanism that tracks accounts loses its memory at exactly the moment the control is tested, because a deleted account takes its identifier history with it. Preventing reuse and re-linking a returning person to their prior identifier require a durable record of the person that persists when every account is gone. The worker record is the only artifact in the enterprise with that lifespan; identifier management is therefore an HR-plane property projected into the directory, and nothing projected can substitute for the projector.
FedRAMP 20x KSI Alignment — slot-01 identity
In the series’ continuous-monitoring architecture, this book’s evidence binds to the slot-01 identity evidence slot, which carries the KSI-IAM theme rules in the evaluation engine. Under the volume restructure, slot-01 — already fed by the cryptographic-identity evidence of Vol I Book 03 and the identity-plane parts downstream — additionally binds this book’s lifecycle evidence: the middleware’s per-event provisioning provenance records, lifecycle-workflow execution logs, the measured separation-to-revocation and transfer-to-review intervals, and the account-to-worker-record correlation state that makes orphan detection a query instead of a hunt.
Per the series’ conformance-tooling doctrine (Theme E): configuration baselines can attest that the identity platform’s settings match an intended state; they cannot attest that the accounts in it correspond to people the agency actually employs, in the roles it actually assigned them. That correspondence is authored by the pipeline in this book, and the slot-01 evidence stream is what makes the authored state continuously attestable. The authoritative KSI Closure Necessity Matrix lives in Vol 0 Book 00; Vol IV Book 06 carries the evidence procedures behind it.
Series Context — Vol I Book 04
This part completes the substrate on which the volumes that follow are built:
· Vol I Book 01 — the naming and addressing plane: what things are called, where they live, and the DDI source of truth that makes the estate enumerable.
· Vol I Book 02 — device identity at the port: what is physically connected, proven at the wire.
· Vol I Book 03 — cryptographic identity: how every claim is carried, signed, and verified, path-independently.
· Vol I Book 04 (this document) — the human and organizational truth those claims assert: who works here, in what role, under whom, until when — recorded once, derived everywhere.
The substrate in one line per plane: the naming plane knows what exists, the device plane knows what is connected, the cryptographic plane knows the claim is intact, and the HR plane knows the claim is true. Everything after this point is modernization and evidence. Vol I Book 05’s identity-modernization program executes Principle 1 against the directory estate using this book’s source; Vol II Book 01’s database authentication modernization inherits accounts whose lifecycle this book automates; Vol III Book 01’s privileged access assumes the joiner-mover-leaver discipline as its floor; and Vol IV Book 06 packages the lifecycle evidence this book emits.
How the Series Doctrine Lands in This Part
For readers tracking the six doctrine themes across the series:
The six doctrine themes as they appear in Vol I Book 04
	Theme
	Its Expression in This Book

	A — Closure Necessity
	AC-2, PS-4, PS-5, IA-4, SI-12 each closed by a mechanism with no alternative: employment facts originate only in the system of record; termination is not network-observable; identifier non-reuse requires memory of persons, not accounts; lineage must be emitted at the origin. AC-2(1) automated account management rides the same pipeline but is not a standalone necessity anchor

	B — DIA Fixes Nothing
	The same argument one plane up: a faster, flatter network moves authorization decisions everywhere — and thereby makes a wrong authorization available everywhere. Transport modernization raises the price of fragmented truth; it cannot pay it

	C — The ADC/Proxy Dissolution
	The hand-maintained security group is this book’s dissolving middlebox: a stateful, manually tended artifact that dissolves upward into attribute-driven rules and downward into the HR records that feed them

	D — Functional Planes, Not Divisions
	The system of record is named as a deployed technology (Oracle HCM Cloud), never as an owner; the SaaS integration section reasons entirely in plane functions — federation, provisioning, resolution, evidence — and needs no organizational chart to do it

	E — Conformance Tooling Coverage Gap
	Baselines attest settings; they cannot attest that accounts correspond to employed people in assigned roles. That correspondence is authored here and attested continuously through the slot-01 evidence stream

	F — Accreditation Substrate
	Does not land in this book. Theme F — the accreditation and ConMon gates that turn control closure into an authorization package — is carried by the governance volumes; this book supplies the lifecycle evidence those gates consume


The doctrine in one paragraph: names are authoritative (Vol I Book 01), devices prove themselves at the wire (Vol I Book 02), every claim travels in a credential mathematics can verify (Vol I Book 03) — and this part supplies the one thing mathematics cannot: a true sentence to sign. The token asserts; the worker record is what makes the assertion true. After this part, the series stops building sources of truth, because there are none left to build.

Federal Compliance — Vol I Book 04. Vol I Books 01-03 established the naming plane, device identity, and cryptographic identity; Vol I Book 04 establishes the human and organizational source of truth they assert. The books from Vol I Book 05 through Vol IV apply this four-book substrate to transport, applications, operations, and the authorization package.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-29 14:17 ET
Relationship to the published whitepaper. This narrative is also published, in provenance-anchored form, as the whitepaper Modernization Journey, whose closing section maps each Act-4 claim line-by-line to the governance engine’s decision records. That publication owns the narrative and its provenance mapping; this book owns the federal control-closure framing (NIST 800-53 mappings, FedRAMP 20x KSI alignment, TIC 3.0) and the Appendix A federal implementation reference.
For decision makers: read this page first.
This document tells the story of how your agency’s IT architecture evolved across forty years — and why the architecture that served you well through 2010 is now working against your mission. The first three acts are history. The fourth act is the path forward.
The core problem is not a technology shortage. Your agency has invested heavily in security tools, network capacity, and cloud migration. The problem is that the foundational services beneath those investments — the network, the directory, the address management, the access control model — were designed for a world that no longer exists.
Five things every decision maker needs to understand:
1. High bandwidth does not mean low latency. Your agency has invested in large private circuits connecting field offices to regional data centers. Those circuits provide guaranteed bandwidth. They do not change the physics of distance.
1. The federal government is five to ten years behind the commercial sector on this transition. Major banks, healthcare networks, and manufacturers hit these same breaking points between 2015 and 2020 and modernized. The path is known. The delay has a cost measured in program integrity, not just performance.
1. Your DNS, DHCP, and IP address management were not designed to be security controls — but they now are. Every Zero Trust policy references services by name. Every FedRAMP boundary enforcement decision depends on DNS resolution. Every device inventory required by federal compliance mandates depends on IP address management.
1. VPN is not Zero Trust. A VPN tunnel extends trust to everyone inside it. A compromised endpoint inside the tunnel has the same access as a trusted administrator. You cannot fully implement Zero Trust while VPN is the primary access mechanism.
1. The cost of not modernizing is not abstract. Duplicate payments, records that cannot be reconciled, benefits issued against data that cannot be traced to an authoritative source — these are the downstream consequences of accumulated architectural debt.
The one sentence the whole story turns on: Active Directory conflated the directory (truth) with the domain controller (the in-path enforcer). Every act of this story is a consequence of that conflation. NIST SP 800-207 and OMB M-22-09 require agencies to separate these roles: a governance layer holds and reconciles authoritative state; identity providers, network enforcement points, and data platforms remain the runtime data planes beneath it.
Prologue — The Mainframe Era (1940s–1990s)
Your agency’s entire operation ran on mainframes. IBM systems, mostly. One massive computer in a locked room. Everything happened there: all the data, all the logic, all the state.
Users didn’t have computers. They had terminals — green screens, keyboards. A terminal was a dumb device that sent keystrokes to the mainframe and received screen refreshes back. Text-based, synchronous, simple.
The model was brutally elegant: one source of truth. The mainframe was the truth. When you asked “how many people received benefits this month,” there was one answer, and it came from one place. No ambiguity. No regional variations. No hidden discrepancies.
Security was implicit. If you weren’t sitting at a terminal physically connected to that mainframe room, you couldn’t access anything. The network was the security perimeter. Control physical access, and you controlled everything.
And crucially: the machine that held the truth was the same machine that enforced access to it. Truth and enforcement lived in one box. Remember that; it is the seed of everything that follows.
Act 1 — The Great Decentralization (Late 1980s–2000)
By the late 1980s, the entire world was rejecting the mainframe model — not because mainframes stopped working, but because the economics broke and the technology changed.
Minicomputers had already proven you didn’t need one godlike machine. Then PCs arrived. Networks got faster. The vision became irresistible: put a SQL Server in every region. Put applications in every office. Spread programming expertise to the edges. Let local teams build solutions for their local problems — because they understood those problems better than Washington ever could.
For your agency, this was revolutionary. Twelve regional offices could each have their own database administrators, their own application developers, their own tools tailored to how their states and territories worked.
But here is where the architecture broke.
With the mainframe, there was one source of truth. One database. One version of the record. The moment you put SQL Servers in twelve regions, you lost that. Now California had its own database. Massachusetts had its own. New York had its own. And they didn’t always talk to each other — or they did, but inconsistently. Regional systems evolved their own schemas, their own business logic, their own definitions of what a “benefit” even meant.
The vision of distributed intelligence was real and good. But it came at a cost: distributed truth. And nobody replaced the single source of truth that the mainframe had given you.
That became the original sin — the moment the architecture started to drift. The regional variations that seemed like flexibility in 1993 would calcify into incompatible silos by 2020.
Act 2 — When Security Ate the Architecture (2010–2020)
Around 2010, your agency started consolidating compute. Simultaneously — and this is the critical inflection — cybersecurity became a board-level imperative. Not just “have a firewall.” Defense-in-depth. Layered security. Multiple inspection points.
But here is the problem: the tools chosen to enforce security were fundamentally incompatible with the session-based client-server model your entire infrastructure depended on.
Load balancers became inline proxies. Intrusion detection systems were inserted into the traffic path. Multiple NAT sessions. Firewalls stacked on firewalls. Every packet from a field office to a regional data center had to traverse security devices designed to break sessions — to inspect, decrypt, re-encrypt, verify, block.
Active Directory Kerberos tickets have a lifespan. They are bound to a specific session. When a packet gets intercepted, decrypted, re-encrypted, and NATted three times, the session breaks. The Kerberos ticket becomes invalid. The application loses trust in where the request came from.
The physics that cannot be negotiated: Portland to Washington is approximately 4,500 km in a straight line. Actual fiber routing adds roughly 20%, bringing the real fiber distance to approximately 5,400 km. At 200,000 km/second — the speed of light through glass fiber — that distance sets an unavoidable propagation floor of 27 ms one-way, 54 ms round-trip minimum, before any queue delay, security inspection, or application processing. Active Directory has no millisecond latency requirement — the widely-quoted five-minute Kerberos figure is clock-skew tolerance, not a latency budget — but the DC-dependent operations feel this distance directly: initial TGT acquisition at logon, SYSVOL/GPO retrieval, password changes, and hybrid Entra join registration. No amount of bandwidth changes this. Bandwidth is volume. Latency is distance. You cannot buy your way out of geography.
Asymmetric Routing: The Second Session Killer
Latency kills sessions by exceeding protocol timeouts. A second mechanism, equally destructive and entirely independent of latency, operated simultaneously: asymmetric routing.
Asymmetric routing occurs when the outbound path of a session and the return path traverse different physical or logical routes through stateful network devices. A stateful firewall maintains a session table keyed on the five-tuple. When a SYN packet arrives, the device creates an entry expecting the SYN-ACK to return through it. When the SYN-ACK returns via a different path, that second device sees a SYN-ACK with no corresponding session entry — it drops it as unsolicited. The TCP three-way handshake never completes.
Asymmetric routing vs. latency: independent killers that compound. Latency kills sessions by exceeding protocol timeouts. Asymmetric routing kills sessions by preventing TCP from completing its three-way handshake at all — even with perfect, sub-millisecond latency on both paths. In environments where both conditions exist simultaneously — the federal standard — they compound.
How SD-WAN overlay eliminates asymmetric routing: The SD-WAN overlay tunnel is established between two edge devices as a single logical connection. Inside the tunnel, individual packets may physically traverse any available path. But at the application layer, both directions of every session enter and exit the same SD-WAN edge device. The stateful inspection happens at the tunnel endpoint, which sees both directions. Asymmetric physical routing below the tunnel is structurally removed.
Where the Inline Tier Went: The Dissolution of the Load Balancer
Before leaving Act 2, follow its signature artifact to its ending. The load balancers that became inline proxies — and the forward proxies, VPN concentrators, and hardware application delivery controllers stacked beside them — do not survive into the modern architecture. But they do not migrate to any single successor either, and that is where modernization plans most often make a category error. The inline tier dissolves into three separate functional planes, and each of its legacy functions lands in a different one:
The Dissolution of the Load-Balancer / Proxy Tier
	Legacy function
	Dissolves into
	Functional plane

	Forward proxy / VPN concentrator / secure web gateway appliance
	SASE/SSE — cloud-delivered SWG, CASB, ZTNA
	Policy enforcement plane

	Hardware ADC / reverse proxy / TLS offload
	Cloud-native delivery services provisioned in the landing zone (application gateways, cloud load balancers, global front doors)
	Application delivery plane — a landing-zone function

	GSLB / global traffic steering
	DNS-based traffic steering — health-checked, policy-weighted authoritative DNS responses
	Naming and addressing plane — a DDI control-plane function (Vol I Book 01)


The category error this table pre-empts: “SD-WAN replaces the load balancer.” It does not, and claiming it does hands skeptics an easy rebuttal. SD-WAN does not replace the load balancer; it retires the WAN edge. The load-balancer tier dissolves upward into cloud-native delivery services and downward into the DNS control plane. The remote-access half of the tier — the forward proxies and VPN concentrators that extended per-network trust — dissolves sideways into the SASE/SSE policy enforcement plane described in Act 4. The global-steering half was always a DNS decision executed by an appliance; returned to the naming plane, it inherits the DNSSEC signing, IaC management, and audit logging that plane already carries. Nothing on the list needs a like-for-like appliance replacement, because none of the functions was ever really about the box.
Act 3 — The Breaking Point (2020–2026)
Then M365 happened. Microsoft forced the issue. Your agency migrated to Microsoft 365 — Exchange Online, Teams, SharePoint. Suddenly your email and collaboration lived in Azure, managed by Microsoft, unreachable by your session-based authentication model.
And here is the critical moment: the agency still had twelve regional Active Directory domains. Still had the OU tree structure designed for when compute lived regionally. Still had MPLS circuits connecting field offices to regional data centers that were increasingly just logical boundaries, not physical anchors.
Now a field office in Portland authenticates to a regional DC physically in Washington. An application running on VMware queries a service in AWS. Email lives in Azure. The session-based contract — the assumption that client and server are talking synchronously over a trusted link — is fracturing across three environments and an upcoming fourth.
The hard realization. The bulk of mission compute still runs on VMware on-premises. Red Hat workloads are moving to AWS GovCloud. Email and collaboration are in Azure. OPM HRIT on Oracle OCI is the next boundary arriving. Identity is still in twelve regional AD domains designed for a world where all four of those environments were the same room. The infrastructure could do things but could not verify them across that boundary. With program integrity now a national imperative, that is no longer acceptable.
Meanwhile, the regional variations that started in Act 1 had calcified into institutional silos. California’s benefit calculation differed from Massachusetts’s. Regional databases had evolved incompatible schemas. And because single source of truth had never been restored, nobody could see the discrepancies. The fragmentation that made the system agile in 1995 had become the hiding place for systemic error — duplicate payments across states, records that should have been closed years ago, reconciliations nobody could complete.
The Physics Argument Decision Makers Have Not Heard
When a decision maker hears “the MPLS hairpin is causing latency problems,” the response is almost always: “add a Direct Internet Access circuit at the branch.” DIA eliminates the geographic hairpin. That improvement is real.
And then leadership will conclude that the network problem is solved. It is not.
DIA is a pipe. It is a better-positioned pipe than the MPLS circuit it supplements, but it is still a single, unintelligent pipe with no visibility into what is happening on it, no ability to respond when it degrades, and no way to know whether it is actually the best available path to your destination.
The three-step every DIA conversation must survive. (1) What DIA solves: exactly one thing — the geographic hairpin. The latency budget is a physics constraint, and local breakout is the only fix. (2) What DIA satisfies: none of the protection controls claimed near it. DIA is a pipe; SC-7, SC-8, AC-4, SI-4, and CA-7 are satisfied by the SD-WAN, SASE, and TIC 3.0 stack that governs the pipe, never by the pipe itself — the one closure transport selection provides is CP-8 (Telecommunications Services), through the multi-transport diversity this book’s multipath design supplies. (3) What DIA breaks if deployed bare: the TIC boundary. A bare DIA circuit is an SC-7 regression against the MPLS/TIC baseline it replaced — from the assessor’s chair, it is worse than the hairpin it fixed.
Why Satellite Latency Is No Longer What You Remember
The satellite internet that federal IT professionals evaluated and rejected for decades was geostationary (GEO) — satellites parked at 35,786 km altitude. The physics are unforgiving: approximately 238 ms of one-way propagation delay. No enterprise application tolerates this gracefully. That ruling does not apply to LEO.
Starlink and similar Low Earth Orbit constellations operate at approximately 550 km altitude. Current practical end-to-end latency: 20–40 ms and improving. That places LEO satellite in the same competitive range as broadband DIA circuits.
The vacuum advantage: Light travels through optical fiber at approximately 200,000 km/second — two-thirds the speed of light in vacuum, due to the refractive index of glass. Light travels through the vacuum of space at 299,792 km/second. For the same physical path length, a signal through space travels 50% faster than a signal through fiber — it covers the same distance in about one-third less time. This is not a technology gap that better fiber will close. It is physics.
For the longest domestic paths — Pacific Northwest to mid-Atlantic — the terrestrial fiber route may traverse 4,000 km or more of physical cable. The LEO vacuum path traverses 550 km up, geometrically direct inter-satellite laser link hops through space, and 550 km down at propagation speed 50% higher than fiber. Under the right conditions the satellite path is not a compromise — it is the physics-optimal path. Two caveats bound the claim: inter-satellite laser routing is not guaranteed on domestic paths (traffic may be bent down to a nearby ground station and ride terrestrial backbone anyway), and satellite-to-satellite handovers introduce jitter that matters for voice — the G.114 jitter-buffer analysis in Vol I Book 06 §2.3 applies. The overlay’s continuous per-path measurement is what makes LEO usable despite both: it steers voice off the satellite path when jitter degrades and back when it recovers.
5G: Lower Latency Through Architecture, Not Just Physics
5G reduces latency through two distinct mechanisms:
The radio mechanism: 5G’s shorter radio slot duration reduces the fundamental waiting time — approximately 0.5 ms slots at the mid-band sub-6 GHz numerology (30 kHz subcarrier spacing), shrinking to 0.125 ms at mmWave (120 kHz), versus 1 ms in LTE. Practical mid-band sub-6 GHz 5G achieves 5–10 ms across the air interface.
The architectural mechanism: 5G’s Control and User Plane Separation (CUPS) and Multi-access Edge Computing (MEC) allow traffic to break out of the carrier’s network locally — at the cell tower or a nearby edge node — rather than backhauling to a central core. This is particularly significant for federal field offices in locations where broadband ISP options are limited.
What Application-Aware Networking Actually Means
The phrase “application-aware networking” appears in policy documents and vendor briefings without ever being explained in plain terms. Here is the plain version.
Your current network sees a packet. Specifically, it sees: source IP address, destination IP address, source port, destination port, protocol. It has no idea who sent the packet, what application it belongs to, whether the user is who they claim to be, whether the device is managed and compliant, or whether the data being accessed is the data policy says they should access. It sees a packet. It checks a rule. It allows or denies.
Application-aware networking sees a transaction. Specifically, it sees: a specific employee, on a managed government laptop that passed compliance check this morning, running Microsoft Teams, requesting a SharePoint document classified as internal, from an office location that is consistent with their normal work pattern, at a time of day that is expected, to access a file that their role and organizational attributes authorize them to access. The network enforces policy against the full context of the transaction — not against a packet.
The policy question that changes everything: Packet-level enforcement asks: should this IP address be allowed to reach this port? Application-aware enforcement asks: should this user, on this device, from this location, using this application, be allowed to access this specific data right now? The second question is the one that maps to your mission, your compliance requirements, and your program integrity mandate.
What SD-WAN Overlay Does With New Transports
The overlay treats 5G and LEO satellite exactly the same way it treats MPLS and broadband DIA: as transports to probe continuously, measure precisely, and steer traffic across based on what is performing best for each application class at each moment.
The agency does not need to decide in advance that Starlink is better than DIA for Teams calls. The overlay makes that determination empirically, in real time, and changes it when conditions change.
SD-WAN Active-Active Multipath
An SD-WAN overlay runs continuous, simultaneous probes on every available transport using sub-second probe intervals. The probes measure three things on each path independently: latency, jitter, and packet loss. When a path degrades, the overlay knows within seconds.
Forward Error Correction: Recovering Toward the Physics Floor
Forward Error Correction (FEC) sends redundant data alongside the primary transmission. The receiver can reconstruct a lost packet from the redundant data without any retransmission. The application experiences only the propagation delay — the physics floor — with no retransmission penalty.
FEC does not make the signal travel faster. It removes the latency tax that lossy paths impose on top of the physics minimum. On a path with consistent packet loss, the benefit scales with loss rate and round-trip time.
Active-Active vs. Active-Passive: The Failover That Is Not a Failover
Traditional WAN design is active-passive: MPLS is the primary circuit, DIA broadband is the standby. During switchover — typically 30–90 seconds — authentication sessions time out. VPN tunnels drop. Users re-authenticate.
Active-active multipath carries traffic on all available paths simultaneously, all the time. When a path fails or degrades, the remaining paths absorb its load within milliseconds. The voice session continues from the RTP sequence number where the failed path left off. The Teams call did not drop. The authentication session did not timeout.
Note the mechanism in the figure’s right panel: the failure is KDC unreachability at ticket issuance and middlebox session breaks — not the multipath overlay, which resequences packets and holds the transport session across path switches. Vol I Book 03 develops the full corrected argument.
Why this matters specifically for Kerberos and session-based authentication: A Kerberos ticket exchange that is mid-flight when a path fails is retransmitted automatically. Under active-passive failover, the client times out after several seconds — this is the “logon takes 45 seconds” symptom field offices report. Under active-active multipath, the request was already distributed across multiple paths. The user experiences a 50 ms pause rather than a 30-second timeout.
Why “DIA to M365 Will Solve It” Is Half the Answer
	Capability
	DIA Circuit Only
	SD-WAN Intelligent Overlay

	Eliminates MPLS geographic hairpin to cloud
	✔ Yes
	✔ Yes

	Visibility into path quality (latency, jitter, loss)
	✘ None
	✔ Continuous, per-transport

	Responds to path degradation before users notice
	✘ None
	✔ Sub-second reweighting

	Splits a single conversation across multiple paths simultaneously
	✘ One path only
	✔ Active-active multipath with resequencing

	Aggregates bandwidth from all transports
	✘ One path only
	✔ Bonded capacity = sum of all paths

	Routes audio, video, and data streams of one call to different paths
	✘ None
	✔ Per-stream application steering

	Fails over within milliseconds without dropping sessions
	✘ 30–90 second switchover
	✔ Seamless — all paths already active

	Uses 5G local breakout when faster than wireline
	✘ None
	✔ Measured and included in multipath pool

	Uses LEO satellite vacuum path when faster than fiber
	✘ None
	✔ Measured and included in multipath pool

	Applies FEC to recover toward physics minimum on lossy paths
	✘ None
	✔ Per-transport FEC

	Provides audit trail of path decisions (TIC 3.0 / AU-12)
	✘ None
	✔ Every decision is a logged event


Closure Necessity — SC-8 on DIA circuits. FedRAMP’s Rev 5 SC-8 guidance is protocol-agnostic: it requires FIPS 140-validated encryption edge-to-edge, names no protocol, and admits three closure paths — FIPS-validated cryptography of any protocol (TLS included), physical protection under SC-8(5) (a Controlled Access Area / Protected Distribution System), and inheritance for traffic contained within an authorized IaaS/PaaS boundary. So SD-WAN is not the only way to close SC-8 in general. But on a field-office DIA circuit egressing over the public internet, the SC-8(5) physical path and boundary inheritance do not apply, and application-layer TLS closes SC-8 only for the flows that negotiate it — DNS, legacy protocols, and misconfigured apps ride bare. The mechanism that closes SC-8 for every flow on that circuit at once is a network-layer overlay; among overlay classes (site-to-site IPsec, ZTNA tunnels, WireGuard-class), SD-WAN is the one that also delivers the SC-5 traffic-class and SI-4 telemetry closures this document bundles with it. The claim is coverage-completeness, not exclusivity.
Co-located rebuttal (the strongest counter-source). A reviewer will cite FedRAMP’s own post, “The Rev. 5 Approach to SC-8, and Protecting Data-in-Transit” (2023-07-13), which established the protocol-agnostic reading above and moved physical protection to SC-8(5) as a Controlled Access Area. That post does not undercut the necessity argument here — it narrows it. FIPS-validated TLS is a valid SC-8(1) closure per flow; the overlay’s contribution is uniform coverage of all flows on an ungoverned public-internet circuit, plus the co-delivered SC-5/SI-4 closures. State the FedRAMP guidance up front and claim only what survives it.
What the Commercial World Figured Out — and When
	Current Federal Practice
	When Commercial Moved On
	What Replaced It
	Why

	MPLS for all branch connectivity
	2014–2018
	SD-WAN on broadband + LTE
	Cost, flexibility, local breakout

	Central internet breakout through DC
	2016–2019
	Local internet breakout at branch
	Cloud apps do not need to go through DC

	VPN as primary remote access
	2019–2021
	ZTNA / SASE overlay
	Per-app access replaces per-network trust

	Windows DNS / per-site DNS servers
	2017–2020
	Unified DDI (InfoBlox, BlueCat)
	DNS became a security control surface

	DHCP as invisible per-site utility
	2017–2020
	IPAM as inventory and compliance evidence
	Zero Trust requires authoritative device inventory

	Network-layer firewall as primary security
	2018–2022
	Application-layer enforcement (SASE, ZTNA)
	Packets carry no useful identity or intent

	Session-based application authentication
	2015–2019
	Token-based (OAuth 2.0 / OIDC)
	Sessions break across WAN; tokens are stateless


This is not a forecast. Every item in this table is a completed transition in the commercial sector. The federal government is executing these transitions now, under compliance mandates — Zero Trust Executive Order, TIC 3.0, FedRAMP 20x — that commercial enterprises were not subject to. That makes the federal transition harder, not easier. The path is known. The delay has a cost.
Why Direct Internet Access Alone Does Not Satisfy NIST Controls
When agencies present DIA as a modernization achievement, they have solved a connectivity problem. They have not solved a compliance problem. DIA is a transit service — a pipe to the internet. It satisfies exactly one federal requirement: it provides network connectivity to internet-hosted services. Every security control governing what traverses that connectivity must be applied by a separate control stack. The pipe itself contributes nothing to compliance.
	NIST Control
	What It Requires
	What Provides It

	AC-4 Information Flow Enforcement
	Application-layer enforcement identifying the destination application, not just the destination IP
	CASB in SASE stack

	SC-7 Boundary Protection
	Application-layer inspection; detect C2 on port 443, exfiltration in DNS
	SWG / FWaaS in SASE stack

	SC-8 Transmission Confidentiality and Integrity
	Confidentiality and integrity for every flow the circuit carries — per-flow TLS covers only the flows that negotiate it
	SD-WAN IPsec tunnel — DIA alone encrypts nothing

	SI-3 Malicious Code Protection
	Inline malware inspection at appropriate locations
	SWG with SSL inspection in SASE stack

	SI-4 System Monitoring
	Application-layer telemetry — user, device, app, data, behavioral pattern
	AAN application telemetry

	AU-2 / AU-12 Event Logging / Audit Record Generation
	User Z on device D accessed application A, performed action V on data type C — not just IP flows
	Application-layer logging via AAN

	CA-7 Continuous Monitoring
	Per-session: identity verified, device posture, access consistent with policy — machine-readable
	AAN and SASE stack


Closure Necessity — SI-4 on transport. SI-4 requires monitoring the system to detect attacks and indicators of potential attacks, including monitoring inbound and outbound communications traffic for unusual or unauthorized activities or conditions. A pipe has no telemetry: a bare DIA circuit reports link state and byte counts, nothing more. Flow records collected off the circuit see five-tuples — IP addresses and ports — not users, devices, applications, or data types, and five-tuples cannot distinguish authorized use from exfiltration on port 443. The only source of application-layer telemetry on the transport is the overlay that classifies it: SD-WAN DPI identifying the application per flow, and the SASE stack recording identity, posture, and action per session. No collector attached to a bare pipe can produce telemetry the pipe does not carry.
The precise relationship: DIA enables compliance; AAN and SASE achieve it. DIA provides the connectivity that makes cloud-hosted services reachable without the MPLS hairpin. It is necessary. It is not sufficient. When an agency presents “we have DIA” as a compliance achievement, the correct technical response is: you have the pipe. Where is the control stack?
TIC 3.0 is the policy frame that turns this from good engineering advice into a compliance requirement. Under TIC 3.0, an agency may move enforcement from the consolidated TIC access point to a distributed policy enforcement point — but only if the TIC security capabilities catalog is satisfied at that PEP. The SASE stack is that distributed PEP. This is what makes DIA lawful: the pipe is permissible precisely and only when the enforcement point travels with it. A DIA circuit deployed without the distributed PEP has not modernized the TIC boundary — it has deleted it, and deleted boundaries surface as findings. The use-case-by-use-case mapping of the TIC 3.0 catalog onto distributed egress is developed in Vol I Book 06.
Act 4 — The Way Forward: Application-Aware Modernization
You can’t fix this by patching the old model. You can’t bolt Zero Trust onto a Kerberos-in-MPLS architecture. You can’t add more proxies. The only way forward is to rebuild the foundation around one structural move and four principles that follow from it.
The structural move is the one sentence this whole story turns on. Active Directory conflated the directory (truth) with the domain controller (the in-path enforcer). NIST SP 800-207 and OMB M-22-09 require the modern architecture to keep these separate: the governance layer holds and reconciles authoritative state, while identity providers, enforcement points, and data platforms remain the runtime data planes.
Principle 1 — Restore a Single Source of Truth
Every data type the federal government manages must have one authoritative source. Not twelve regional databases with eventual consistency. Not caches that drift. One source, cryptographically verifiable, auditable: you must know where every piece of data came from, who accessed it, when, and why.
For your agency, that means collapsing the twelve regional silos into a unified model — not by erasing regional autonomy, but by making it transparent. If California’s benefit calculation differs from Massachusetts’s, that difference is documented, auditable, and traceable back to policy, not hidden in schema variation.
The Federal Identity, Credential, and Access Management (FICAM) Architecture and NIST SP 800-63 require that every governed object carry a complete, authoritative set of identity attributes derived from authoritative sources such as HR systems and device management platforms. The Evidence Act (2018) and the Federal Data Strategy mandate that those attributes trace back to a single authoritative system of record for each data type, with a documented data lineage from source to decision.
Principle 2 — Application-Aware Networking and Cybersecurity
You can’t enforce security at the network layer anymore. The network is the Internet now. The only way to know whether a transaction is legitimate is to understand what the application is doing: Is this user authorized to access this data? Is the data being accessed the data policy says they should access? Is the request from a compliant device, from a location that makes sense?
That is application-aware networking. NIST SP 800-207’s seven zero trust tenets require exactly this: all communication secured regardless of network location; access determined per-session with least privilege; integrity and behavior monitored continuously. OMB M-22-09 §4 requires agencies to implement network visibility and traffic inspection that operates at the application layer, not the IP/port layer. TIC 3.0 publishes four use cases — Traditional TIC, Branch Office (v1.0, April 2021), Remote User (v2.2, July 2025) and Cloud (v1.2, July 2025). The Branch Office and Remote User cases describe application-layer visibility at the policy enforcement point, but TIC 3.0 is guidance rather than a mandate and prescribes no specific product class.
Application-Aware Networking framework alignment:
· SD-WAN is AAN at the transport layer. SD-WAN achieves application awareness through DPI or FQDN/signature-based identification, then applies per-application path selection dynamically based on real-time path quality measurement. SD-WAN alone does not enforce access control based on user identity or device posture. That requires SASE.
· SASE is the delivery architecture that completes AAN. SASE converges SD-WAN with cloud-delivered security services — CASB, FWaaS, ZTNA, SWG — at the network edge. It brings user identity (from the IdP via SAML/OIDC), device posture (from MDM/EDR), application identity (from DPI), and data classification (from CASB) into a single enforcement point distributed geographically near the user.
· CISA ZTMM maps AAN to the Networks pillar maturity progression. Traditional: all decisions at IP/port layer, no application visibility. Initial: basic application identification. Advanced: application-aware routing and enforcement — the FedRAMP ConMon standard posture. Optimal: fully dynamic, identity-driven, application-aware policy with continuous behavioral monitoring.
Principle 3 — Move From Session-Based to Token-Based Identity
Active Directory Kerberos assumes clients and servers are in the same room. Tokens assume they are strangers on the Internet.
A token is a cryptographically signed assertion: this user is who they claim to be; this device is compliant; this request is authorized; timestamp now; signature here. The server doesn’t need to trust the network or call back to a domain controller — it just verifies the signature.
Entra ID, Conditional Access, and device-compliance policies are the token-based equivalents of what AD used to do. BOD 25-01 mandates SCuBA secure configuration baselines for Microsoft 365 that require modern authentication throughout. OMB M-22-09 requires phishing-resistant MFA government-wide. The CISA Zero Trust Maturity Model v2.0 Identity pillar at Advanced and Optimal levels requires Certificate-Based Authentication (CBA) as the primary mechanism. NTLM has no zero-trust story: every NTLM event is opaque to telemetry, invisible to audit logs, and must be eliminated.
Tokens only work if the authoritative identity model is correct. If you don’t know what a user is actually authorized to do — if that is still encoded in twelve regional OU trees with no authoritative HR-derived source — tokens won’t save you. You will just be signing broken authorizations very efficiently. That is why Principle 3 depends on Principle 1: the token must assert an authorization that is true rather than merely well-formed.
FedRAMP 20x Consolidated Rules — What Modernization Must Achieve
FedRAMP published its Consolidated Rules for 2026 on June 25, 2026, establishing the most significant shift in federal cloud authorization since FedRAMP’s inception. The core change: periodic evidence assembly is replaced by continuously-verified, machine-readable Key Security Indicators (KSIs) enforced by infrastructure-as-code.
For agencies on the mainframe-to-AAN modernization path, this is not a compliance burden — it is the confirmation that the architectural direction is correct.
FedRAMP 20x Consolidated Rules Alignment
	FedRAMP 20x Requirement
	What the Modern Architecture Provides

	Continuous, automated KSI verification
	SD-WAN probes every transport every second; SASE logs every session; DDI logs every DNS query

	Machine-readable evidence format (JSON)
	SD-WAN telemetry APIs, SIEM structured exports, InfoBlox WAPI — all native JSON

	Infrastructure-as-code guardrails
	Terraform for DDI, IaC for SASE policy, GitOps for network config — guardrails enforced at commit

	No manual evidence assembly for assessments
	The control plane’s continuous observation IS the evidence — not a report prepared for an assessor

	Automated check: all DNS encrypted or integrity-protected
	DNSSEC on all zones; DoH/DoT on Grid Members

	Automated check: no CIDR overlap between environments
	Terraform InfoBlox provider blocks overlapping allocation at request time

	Automated check: every workload has machine identity
	SCEP/EST auto-enrollment triggered at IP provisioning


Key dates all agencies must track:
· July 28, 2026: FedRAMP Ready submissions cease — no new Ready pathway submissions accepted
· August 3, 2026: Class A pipeline opens
· August 31, 2026: Class B and C pipelines open
· January 1, 2027: Consolidated Rules mandatory for all certified systems — all ConMon evidence must meet machine-readable KSI format
· June 11, 2027: No new Rev5 certification applications accepted
The precise alignment: FedRAMP 20x’s demand for “continuous, automated, machine-readable evidence” maps exactly to what the drift-reconciliation control plane produces. A governance substrate that holds desired state, observes actual state, classifies drift, and reconciles toward intent — while generating structured JSON records of every observation and action — IS a FedRAMP 20x-compliant ConMon implementation. The architectural transition IS the compliance posture.
Principle 4 — Govern Actively: The Control Plane Over the Data Plane
A governance substrate that embodies these principles is not a passive registry that records desired state and reports divergence. It is an active reconciliation control plane: it holds desired state, observes actual state, classifies drift, and reconciles toward intent — while identity providers, network fabrics, endpoint management platforms, DDI systems, and SIEM platforms remain the data planes that authenticate, route, resolve, and store at runtime.
	CISA ZT Stage
	Governance Posture
	What This Means in Practice

	Traditional
	Record and observe only
	Desired state documented; actual state collected manually. No automated detection or correction.

	Initial
	Observe and advise
	Automated detection of drift from policy. Corrective actions generated and surfaced to operators. No automated writes.

	Advanced
	Gated actuation
	Governance framework generates a corrective action; a human approves before it executes. Dry-run required before production. Federal ConMon standard posture.

	Optimal
	Autonomous within guardrails
	Governance framework closes the loop without human intervention for enumerated low-blast-radius operation classes. High-blast-radius operations remain gated permanently.


What this means for authorizing officials: FedRAMP continuous monitoring and OMB M-22-09 expect agencies to operate at Advanced maturity as the production standard. Advanced maturity — gated actuation, where the governance framework generates a corrective action and a human approves before it executes — is the posture an Authorizing Official can sign. High-blast-radius operations — tenant-wide role changes, network policy updates that touch thousands of endpoints — remain gated permanently regardless of overall maturity level.
Federal Framework Alignment
The following table maps each concept in this narrative to the federal mandate, standard, or policy that requires or validates it.
	Concept / Narrative Claim
	Federal Mandate
	Standard / Reference

	Separate truth from runtime enforcement
	EO 14028 (May 2021), OMB M-22-09
	NIST SP 800-207 §2 (Zero Trust tenets)

	Single source of truth for identity and data
	Evidence Act (2018), Federal Data Strategy
	NIST SP 800-53 Rev 5 CM-8, SI-12

	Authoritative identity attributes from HR / authoritative sources
	FICAM Architecture, OMB M-22-09
	NIST SP 800-63 Digital Identity Guidelines

	Application-aware networking; per-transaction policy enforcement
	OMB M-22-09 §4, EO 14028
	NIST SP 800-207, TIC 3.0 Branch Office and Remote User use cases

	Phishing-resistant MFA / Certificate-Based Authentication
	BOD 25-01, OMB M-22-09
	CISA ZTMM v2.0 Identity pillar (Advanced/Optimal)

	Eliminate NTLM; move to token-based identity
	BOD 25-01 (M365 SCuBA baselines)
	CISA ZTMM v2.0 Identity pillar

	Device compliance as input to access decisions
	OMB M-22-09 §3
	CISA ZTMM v2.0 Devices pillar

	SD-WAN local internet breakout; eliminate MPLS hairpin
	TIC 3.0 (Trusted Internet Connections)
	CISA ZTMM v2.0 Networks pillar

	SASE / ZTNA as access model replacing VPN
	OMB M-22-09 §4, TIC 3.0
	NIST SP 800-207, CISA ZTMM Networks pillar

	Unified DNS as security control (DNSSEC, RPZ, threat blocking)
	FedRAMP Moderate SC-20/21
	NIST SP 800-53 Rev 5 SC-20, SC-21

	IP address inventory as compliance evidence (CM-8)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5 CM-8

	Audit provenance: every transaction traceable to authorized source
	FedRAMP Moderate AU-2/12
	NIST SP 800-53 Rev 5 AU-2, AU-12

	Continuous monitoring; automated KSI enforcement
	FedRAMP 20x Consolidated Rules (Jun 25, 2026); OMB Circular A-130
	NIST SP 800-53 Rev 5 CA-7 (RMF continuous-monitoring step per SP 800-37 Rev 2); FedRAMP 20x KSIs; mandatory Jan 1, 2027

	Gated actuation as standard governance posture (Advanced maturity)
	FedRAMP ConMon, OMB M-22-09
	CISA ZTMM v2.0 Automation and Orchestration pillar

	Machine-readable KSI evidence; no manual evidence assembly
	FedRAMP 20x Consolidated Rules — Class A/B/C pipelines open Aug 3/31, 2026
	FedRAMP 20x JSON evidence format; GitHub-published structured rules


Appendix A — Cisco Catalyst SD-WAN and Microsoft 365 Informed Network Routing: Federal Implementation Reference
Canonical split. The DNS-resolution interaction of this combination — how Cisco Catalyst SD-WAN DNS interception meets the Infoblox DDI resolution chain, and the DNSSEC forwarder-position analysis — is developed canonically in the Next Generation DNS whitepaper, Parts 8–9; this appendix owns the federal implementation reference (boundary partitioning, KSI evidence contracts, deployment sequence).
Scope: FedRAMP Moderate civilian agencies using Microsoft 365 GCC. This appendix is scoped to FedRAMP Moderate — civilian federal agencies operating M365 GCC tenants. GCC High, DoD IL4/IL5, and FedRAMP High authorizations are out of scope. Vol I Book 05’s main narrative describes SD-WAN in platform-neutral terms. This appendix addresses the specific combination that most FedRAMP Moderate agencies encounter: Cisco Catalyst SD-WAN as the branch transport platform and Microsoft 365 Informed Network Routing (INR) as the M365 traffic optimization layer.
INR telemetry is a commercial-cloud capability — it is unavailable in this appendix’s own scope. Microsoft 365 Informed Network Routing is not offered in the GCC Moderate cloud. Microsoft Learn states the feature “supports tenants in WW Commercial cloud but not the GCC Moderate, GCC High, DoD, Germany, or China clouds,” and the substrate encodes this as a machine-enforced contract fixture — FINDING-001 (tests/fixtures/contract/m365/informed-network-routing-unavailable-gcc-moderate.yaml), which requires the adapter to return a CapabilityUnavailable claim rather than assume INR telemetry.
What this means for the architecture below. The INR-fed telemetry channel — Microsoft sharing per-endpoint path and performance signals with the SD-WAN fabric — is not available to a GCC Moderate agency. Everything else in this appendix holds: the branch still runs Cloud OnRamp for SaaS, which probes the published M365 GCC Optimize/Allow endpoints directly and steers to the best local-breakout path from its own measurements. The control table, KSI evidence contracts, and TIC alignment are satisfied by probe-based steering; only the Microsoft-fed telemetry enrichment is lost. Where the sections below reference INR telemetry, read them as the commercial-cloud target state and Cloud OnRamp probe-based steering as the GCC Moderate implementation. Cite FINDING-001 in the boundary documentation so an assessor sees the constraint was designed for, not missed.
Confirming it in your own tenant. The check is first-party and takes five minutes, and it is worth running before the architecture is drawn rather than after. In the Microsoft 365 admin center, open Health → Network connectivity → Settings. A commercial tenant offers an SD-WAN solution configuration pane there; a GCC Moderate tenant does not. Absence of that pane is tenant-specific evidence an assessor can act on, which a documentation citation alone is not.
A.1 — Cisco Catalyst SD-WAN: What It Is and What It Is Not
Cisco Catalyst SD-WAN (formerly the Viptela platform, acquired 2017 and rebranded 2023) is Cisco’s enterprise SD-WAN solution. In federal contexts it is typically deployed as one of two configurations: on-premises managed (SD-WAN Manager self-hosted in agency data center or GovCloud) or cloud-delivered (Cisco SD-WAN Cloud SaaS, which carries its own FedRAMP authorization surface).
The platform has four functional planes:
Cisco Catalyst SD-WAN Functional Planes
	Plane
	Component
	What It Does

	Management
	SD-WAN Manager (vManage)
	Policy authoring, template deployment, telemetry aggregation, audit logging — the authoritative governance surface for all WAN configuration

	Control
	SD-WAN Controller (vSmart)
	Distributes routing policy and reachability information to all WAN Edge devices; OMP (Overlay Management Protocol) equivalent of BGP for the SD-WAN fabric

	Orchestration
	SD-WAN Validator (vBond)
	Zero-touch provisioning; authenticates WAN Edge devices before they join the fabric; single network-facing IP that field offices reach to onboard

	Data
	WAN Edge (cEdge / ISR / ASR)
	The physical or virtual device at the branch; applies policy, measures paths, performs DPI, steers traffic — the only plane users’ packets traverse


The FedRAMP boundary implication: Only SD-WAN Manager (the management plane) is a cloud-hosted SaaS component when using the cloud-delivered model. The data plane (cEdge at the branch) is hardware deployed within the agency boundary. The control and orchestration planes operate at the agency-managed FedRAMP boundary or in GovCloud. This boundary partitioning is the first question an Authorizing Official must document.
What Cisco Catalyst SD-WAN does not provide by itself. Like all SD-WAN platforms, Cisco Catalyst SD-WAN does not provide user identity awareness, device posture enforcement, or data classification. It provides application identification (via DPI signatures and FQDN matching), path quality measurement, and application-steered routing. The SASE layer — Cisco Umbrella, or a third-party CASB/SWG — provides the identity and data planes. The two must be present together for the full AAN control stack.
A.2 — Microsoft 365 Informed Network Routing: What It Is
Microsoft 365 Informed Network Routing (INR) is Microsoft’s named capability for sharing M365 path telemetry with partner SD-WAN platforms — and, more broadly, the operational model through which Microsoft routes M365 traffic across its global private backbone. Understanding it matters for Cisco Catalyst SD-WAN deployments because it changes the answer to a specific question federal IT architects regularly get wrong: where should agency SD-WAN terminate M365 traffic?
The model works as follows:
Microsoft’s global private backbone. Microsoft operates one of the largest private wide-area networks on Earth — approximately 200,000 km of dedicated fiber connecting Azure regions, edge PoPs, and peering sites globally. When an agency user’s Teams call reaches a Microsoft network edge node, it travels the remainder of its journey entirely on Microsoft’s private backbone — not the public internet. Microsoft’s backbone applies active routing intelligence: if the usual path experiences congestion or latency, traffic is rerouted on the private backbone automatically, in real time, without any action from the agency.
The front door matters more than the destination. The single most important routing decision in a Cisco Catalyst SD-WAN + M365 deployment is: which Microsoft edge node does agency traffic enter through? Traffic that enters the Microsoft network at the nearest geographically optimal PoP travels the rest of its path on Microsoft’s private backbone. Traffic that backhauled to a central agency DC first — and then exits from that DC’s internet connection — enters a geographically suboptimal PoP and forfeits the backbone optimization.
The physics in one sentence: A Teams call from a Portland field office that breaks out to the internet locally and reaches Microsoft’s Seattle edge PoP will have lower latency than the same call backhauled to a DC-area internet connection and entering Microsoft’s Ashburn PoP — even though the Ashburn PoP is geographically closer to Microsoft’s Teams infrastructure.
Microsoft 365 Network Connectivity Principles. Microsoft has published formal connectivity principles for M365 that SD-WAN deployments must follow to activate INR optimization. The three that drive Cisco Catalyst SD-WAN configuration are:
1. Local network egress for M365 traffic. Branch offices must break out M365 traffic directly to the internet — not haul it to the agency DC first. In Cisco Catalyst SD-WAN, this is implemented as a Cloud OnRamp for SaaS policy that matches M365 IP/domain prefixes and steers them to a DIA or 5G path with direct internet access.
1. Avoid network hairpins. Traffic must not flow through an agency proxy or security stack that introduces geographic detours. FedRAMP-compliant proxy inspection must occur at or very near the local breakout point, not at a central scrubbing center. In Cisco Catalyst SD-WAN, this is typically handled by integrating Cisco Umbrella at the branch or in the SASE PoP geographically nearest the breakout point.
1. Differentiate M365 traffic categories. Microsoft publishes three endpoint categories — Optimize (Teams media, SharePoint Online), Allow (general M365), and Default (non-M365). The Optimize category carries the strictest routing requirements: no inspection, no proxy, no detour. Cisco Catalyst SD-WAN DPI signatures for the Optimize category steer that traffic directly to the best available local path with maximum priority.
Optimize-category bypass and SC-8 — reconciled, not in tension. The Optimize category’s “no inspection, no proxy, no detour” requirement means Teams media steered by Cloud OnRamp may egress outside the IPsec overlay entirely. That is not an SC-8 gap; it is the per-flow closure the coverage-completeness doctrine already concedes — Teams media is SRTP-encrypted and M365 sessions ride FIPS-validated TLS — while the overlay continues to close SC-8 for every flow that does not carry its own validated encryption. What the WAN Edge adds is that the exemption is deliberate and attestable: the DPI classification that steers an Optimize flow around the overlay is itself a logged, per-flow record of which traffic rests on application-layer encryption and which rides the IPsec tunnel — SI-4 telemetry over flows the overlay does not carry. State the split this way in the boundary documentation and Microsoft’s connectivity principles and the SC-8 closure claim never collide.
A.3 — The Integration: How Cisco Catalyst SD-WAN Activates Microsoft INR
The integration is implemented through Cisco SD-WAN Cloud OnRamp for SaaS, a native feature of Cisco Catalyst SD-WAN that monitors the quality of multiple paths to SaaS destinations and routes each application to its best-performing path in real time.
How it works in practice:
1. Cloud OnRamp probe architecture. From each branch WAN Edge, Cloud OnRamp sends periodic HTTP probes to Microsoft’s M365 service endpoints using each available transport simultaneously — MPLS, DIA broadband, 5G, LEO satellite. The probes measure round-trip latency and loss to the Microsoft front door specifically (not a synthetic endpoint).
1. Real-time gateway selection. For each branch, Cloud OnRamp maintains a per-transport quality score for each M365 service. When a Teams call begins, the WAN Edge steers it to whichever transport is currently delivering the lowest latency to the Microsoft Optimize endpoint — this path selection is re-evaluated continuously, not at session start only.
1. Microsoft Peering Service (MAPS). For agencies with MPLS circuits from carriers that participate in Microsoft Azure Peering Service (MAPS), Cisco Catalyst SD-WAN can route M365-bound traffic to the carrier’s MAPS hand-off point. The carrier then delivers the traffic directly to the nearest Microsoft edge over a private BGP-peered connection — bypassing the public internet entirely while maintaining the local breakout benefit. This is the highest-fidelity INR activation path for agencies with qualified MPLS carriers.
1. Azure Virtual WAN integration. For agencies using Azure for other workloads, Cisco Catalyst SD-WAN can peer directly with Azure Virtual WAN hubs. In this architecture, M365 traffic flows from the branch WAN Edge through an IPsec tunnel to the Azure Virtual WAN hub in the geographically nearest Azure region, then onto Microsoft’s backbone to the M365 service. This is the preferred architecture for agencies already using Azure Government — it unifies the WAN topology.
Cisco Catalyst SD-WAN + Microsoft INR Integration Paths — FedRAMP Moderate
	Integration Path
	What Agency Has
	What INR Quality Level It Achieves

	Cloud OnRamp + DIA local breakout
	DIA circuit at branch; any ISP
	Good — reaches nearest Microsoft front door; public internet hand-off

	Cloud OnRamp + 5G local breakout
	5G radio at branch
	Good to excellent — low latency to local cell tower; ISP hand-off to Microsoft

	Cloud OnRamp + MPLS (non-MAPS carrier)
	MPLS circuit; carrier not MAPS-enrolled
	Moderate — MPLS reach may introduce geographic suboptimality

	Cloud OnRamp + MAPS carrier
	MPLS circuit; MAPS-enrolled carrier
	Excellent — private BGP hand-off to Microsoft backbone

	Cisco SD-WAN + Azure Virtual WAN (commercial)
	Azure commercial presence; FedRAMP Moderate
	Excellent — traffic on Microsoft backbone from Azure VWan hub

	Cisco SD-WAN + Azure Virtual WAN + MAPS
	Both Azure presence and MAPS carrier
	Optimal — dual private backbone integration; maximum redundancy


The failure mode that looks like success: resolution that is not local to the egress. Cloud OnRamp measures the path to whichever front door the branch actually resolves. Microsoft’s connectivity principles require name resolution to occur close to the network egress, and name remote lookups as a cause of network hairpin — the Distributed Service Front Door steers on where the resolver appears to be, not where the client is. A branch that egresses locally but resolves through a datacenter resolver is therefore given a datacenter-proximate front door, and then reaches it across the local circuit.
That defeats the local-breakout benefit while leaving every indicator green. The probes report the path healthy because it is healthy; it is simply the wrong front door, and no SD-WAN telemetry says so. The per-location network scores that would expose it are part of the admin-center layer GCC does not have.
Two consequences for the build. First, A.4.2’s Umbrella requirement closes SC-20/SC-21 and the TIC DNS capability, but the geographic question is a separate one and has to be answered on its own terms: confirm that the resolver a branch actually uses yields a front door near that branch, measured from the branch rather than inferred from configuration. Second, audit conditional forwarders — a rule returning Microsoft 365 queries to a core resolver reintroduces the hairpin however the branch is otherwise built.
A.4 — FedRAMP-Specific Considerations
The Cisco Catalyst SD-WAN + Microsoft INR architecture introduces four categories of FedRAMP-specific compliance questions that do not arise in the platform-neutral SD-WAN narrative.
A.4.1 — Boundary Documentation
FedRAMP requires that the authorization boundary be precisely documented: every component that processes, transmits, or stores federal data must be identified, and components outside the boundary must be documented as external services with appropriate data flow diagrams.
In a Cisco Catalyst SD-WAN + Microsoft INR deployment, the boundary documentation must account for:
Cisco Catalyst SD-WAN + INR — FedRAMP Boundary Component Classification
	Component
	Inside or Outside FedRAMP Boundary
	Documentation Required

	Branch WAN Edge (cEdge)
	Inside
	Component inventory; CM-8 entry

	SD-WAN Manager (self-hosted GovCloud)
	Inside
	Full FedRAMP control inheritance

	SD-WAN Manager (Cisco cloud SaaS)
	Outside — external service
	Interconnection Security Agreement (ISA); verify Cisco SD-WAN Manager FedRAMP authorization status

	SD-WAN Controller (vSmart)
	Inside
	Component inventory

	Microsoft M365 GCC
	Outside — FedRAMP-authorized external service
	Microsoft CSP ISA; FedRAMP Moderate package reference (M365 GCC)

	Azure Virtual WAN hub (commercial)
	Outside — FedRAMP-authorized external service
	Azure FedRAMP Moderate package reference; data flow to/from

	MAPS carrier hand-off point
	Outside — carrier service
	Service agreement; no federal data at rest at carrier POP

	Cloud OnRamp probes to M365
	Telemetry only; no federal data in probe
	Document as monitoring telemetry; not a data flow

	Cisco ThousandEyes for Government, where the the program decision rebuild path is adopted
	Outside — FedRAMP-authorized external service
	ThousandEyes for Government package reference; evidence that agents registered to the government instance and not the commercial platform


The most common boundary documentation error. Agencies document the WAN Edge hardware and stop. They do not document the SD-WAN management plane (SD-WAN Manager) as a separate component with its own authorization surface. If SD-WAN Manager is cloud-hosted by Cisco, it must either be covered by a FedRAMP-authorized Cisco offering or excluded from the boundary with an ISA documenting what data crosses to it — typically configuration and telemetry, not federal mission data. Check Cisco’s current FedRAMP authorization status with the FedRAMP Marketplace before designing the boundary.
A ThousandEyes agent registers to the commercial platform unless it is told not to. Where the program decision’s rebuild path puts Cisco ThousandEyes in the architecture, note that ThousandEyes for Government is a separate platform instance, not a setting inside the commercial one. Agents have to be directed to it: for a Linux-package agent that means adding the -m advanced option to the installation script with the value set to FEDRAMP. Docker installs carry their own government-instance prerequisites, taken from the ThousandEyes for Government documentation rather than the general installation pages.
An agent installed without that step registers to the commercial platform, placing agency branch-path telemetry outside the authorized boundary. That is a data-placement incident rather than a configuration defect, and a component inventory will not catch it — the agent is present, healthy and reporting, just to the wrong platform. Make registration an explicit build step with a post-install check that each agent appears in the government console and nowhere else.
A.4.2 — TIC 3.0 Alignment
TIC 3.0 Use Cases E (Branch/Remote Office Internet Access) and F (Remote Users) govern how SD-WAN local breakout interacts with federal security requirements. The Cisco Catalyst SD-WAN + Microsoft INR local breakout architecture is aligned with TIC 3.0 Use Case E — but only if the following conditions are met:
1. TICAP or MSSP security stack is present at or near the local breakout point. TIC 3.0 allows local breakout (eliminating the backhaul through a TICAP) for agencies that implement a branch-based security stack that provides equivalent inspection — typically Cisco Umbrella (DNS security, CASB) collocated with the branch SD-WAN Edge or via a nearby SASE PoP. Cisco Catalyst SD-WAN natively integrates with Umbrella via the SD-WAN Manager Umbrella connector; this integration must be in the architecture or TIC 3.0 compliance is not met.
1. Optimize-category M365 traffic is the only traffic exempted from proxy inspection. Microsoft’s INR guidance for the Optimize category states that proxy inspection degrades Teams media quality and is not required — Microsoft’s own TLS encryption is the transmission confidentiality control. TIC 3.0 permits this exemption only for the Optimize category and only when the traffic goes exclusively to Microsoft-published IP/domain prefixes. All other traffic must pass through the inspection stack.
1. Audit telemetry from the local breakout is forwarded to the agency SIEM. TIC 3.0 requires that the security posture of local breakout paths be continuously observable. In Cisco Catalyst SD-WAN, the path decision log (which transport was selected for which flow, at what quality) and the Umbrella DNS log must be exported to Sentinel or equivalent. This is the AU-12 evidence contract for the SD-WAN layer.
A.4.3 — NIST Control Satisfaction
Cisco Catalyst SD-WAN + Microsoft INR — NIST SP 800-53 Rev 5 Control Satisfaction
	NIST SP 800-53 Rev 5 Control
	What It Requires
	How Cisco Catalyst SD-WAN + INR Satisfies It

	SC-8 Transmission Confidentiality and Integrity
	Encrypt all WAN traffic
	IPsec BFD tunnels between all cEdge WAN Edges — including DIA and 5G paths; Cisco’s DTLS-over-UDP for data-plane encryption; cipher suite is configurable to FIPS 140-3 validated AES-256-GCM

	SC-20 / SC-21 Secure DNS
	DNS responses integrity-protected
	Cisco Umbrella (DNS-over-HTTPS / DNS-over-TLS) on branch; SD-WAN Manager integrates Umbrella DNS policy — all branch DNS queries resolve through Umbrella, not local recursive resolvers

	AC-4 Information Flow Enforcement
	Application-layer flow control
	DPI-based application identification classifies each flow by application ID (Teams, SharePoint, O365, etc.); Cloud OnRamp policy applies per-application path selection; CASB in Umbrella applies per-application data classification and DLP

	AU-2 / AU-12 Event Logging / Audit Record Generation
	Every flow traceable to source, destination, application, policy decision
	SD-WAN Manager retains full flow telemetry: WAN Edge ID, source/destination IP, application ID, path selected, policy applied, timestamp; exported via syslog or streaming telemetry to SIEM

	CA-7 Continuous Monitoring
	Real-time observation of security posture
	Cloud OnRamp path-quality metrics (per-transport latency, jitter, loss) exported continuously; Umbrella DNS security events; deviation from desired path policy triggers alert in SD-WAN Manager

	SI-4 System Monitoring
	Detect anomalies in communications
	Cisco SD-WAN integrates with Cisco Cyber Vision and Cisco XDR for behavioral anomaly detection; Umbrella cloud-delivered security provides CASB and threat intelligence integration

	CM-7 Least Functionality
	Disable unused services on branch devices
	cEdge configuration templates in SD-WAN Manager enforce device hardening baseline (no unused services, no local management plane access); template drift is detected and alerted by SD-WAN Manager

	CM-2 Baseline Configuration
	Maintain authorized baseline
	SD-WAN Manager configuration templates ARE the authoritative baseline — every device must conform to the template; configuration drift triggers an automated alert and corrective action

	IR-4 Incident Handling
	Contain and isolate during incident
	SD-WAN Manager policy can be pushed to isolate a branch or device within seconds — change the data-plane policy to block all traffic except OOB management; no physical access to branch required


A.4.4 — Branch Egress Ranges and the Scope of the Optimize Exemption
A.4.2’s second condition exempts the Optimize category from proxy inspection. That exemption has a scope, and the scope is a list of circuits — which makes the per-circuit public egress range a boundary artifact rather than a network-engineering detail. Record one row per circuit, not per site: a site with two internet circuits occupies two rows, because attribution and steering both operate per circuit.
Five rules govern the range column. Each describes an error that yields a fabric which looks correctly configured while attributing traffic to the wrong place:
1. Record the post-NAT public address the branch presents to the internet — not the WAN interface address, and not the inside pool. The address Microsoft and the probe endpoints observe is the one that identifies the circuit.
1. Give each circuit a unique range. Where two circuits at a site share a NAT pool, per-circuit attribution is not possible. Fix the NAT design before listing the site, or record why path comparison at that site is not meaningful.
1. Ranges must be static and assigned to the agency for the life of the exemption. A dynamically assigned or ISP-rotated address moves a site outside the approved scope without anyone deciding to move it.
1. Verify from the branch, then reconcile to IPAM — not the reverse. The site is authoritative and the record is not; a register built from IPAM alone inherits whatever has drifted.
1. List the IPv6 range wherever the circuit is dual-stacked. An IPv6-capable client egressing on an unlisted range sits outside the recorded scope even though its site is listed.
Completed, this register is a map of branch egress — public addressing, circuit topology, and which sites carry reduced inline inspection. Mark and handle it under the agency’s own rules for network architecture information.
A.5 — FedRAMP 20x KSI Evidence Contracts
The following table maps the Compliance evidence layer to FedRAMP 20x KSI themes for the Cisco Catalyst SD-WAN + Microsoft INR configuration.
Cisco Catalyst SD-WAN + Microsoft INR — FedRAMP 20x KSI Evidence Contracts
	FedRAMP 20x KSI Theme
	CR26 Control
	What Cisco Catalyst SD-WAN Produces
	Evidence Format

	KSI-CNA (Cloud Native Architecture)
	KSI-CNA-EIS
	Cloud OnRamp SaaS policy defines authorized M365 egress paths; deviation from policy is a logged event
	SD-WAN Manager audit log (JSON)

	KSI-MLA (Monitoring, Logging, Alerting)
	KSI-MLA-OSM
	Per-flow telemetry: every WAN Edge flow with application ID, path selected, policy applied, timestamp
	Streaming telemetry to SIEM (structured JSON or syslog)

	KSI-MLA
	KSI-MLA-OSM
	SD-WAN Manager alert correlation: path quality degradation + flow reroute event = correlated security event
	Cisco XDR or SIEM correlation rule

	KSI-SVC (Service Configuration)
	KSI-SVC-VRI
	cEdge device configuration must match SD-WAN Manager template; any drift is detected and logged
	Configuration compliance report (SD-WAN Manager REST API export)

	KSI-CMT (Change Management)
	KSI-CMT-LMC
	Every policy change in SD-WAN Manager is a timestamped audit log entry: who changed what, when, from what prior state
	SD-WAN Manager change audit log (JSON)

	KSI-CMT
	KSI-CMT-VTD
	Policy template validation runs in dry-run mode before commit; template is version-controlled in Git
	SD-WAN Manager template commit log + Git SHA reference


The Compliance slot binding for this appendix. The evidence contracts in the table above are satisfied by Compliance slot 03 (network control plane), which binds to Vol I Book 05 (SD-WAN/SASE/UC) in the Conformance Adapter. The Cisco Catalyst SD-WAN + Microsoft INR configuration is a specific implementation of the generic SD-WAN evidence described in slot 03. No additional slot binding is required — the slot-03 controls (KSI-CNA, KSI-MLA, KSI-SVC, KSI-CMT) are already satisfied when the platform-specific configuration in this appendix is in place.
A.6 — Implementation Sequence for a Greenfield FedRAMP Moderate Deployment
The following sequence reflects what a Cisco Catalyst SD-WAN + Microsoft INR deployment looks like in a FedRAMP Moderate civilian environment, from authorization to production.
Step 1 — Boundary documentation. Classify every SD-WAN component against the FedRAMP Moderate boundary table in §A.4.1. Determine whether SD-WAN Manager will be self-hosted or cloud-delivered (Cisco SaaS); verify that the cloud-delivered option holds a current FedRAMP Moderate authorization on the FedRAMP Marketplace before including it in the authorization boundary. Draft ISAs for all external service connections (Microsoft M365 GCC, Azure VWan if used).
Step 2 — Baseline template development. Build cEdge configuration templates in SD-WAN Manager for each branch archetype (small office, large office, high-availability site). Templates should enforce: FIPS mode, no local management plane, Umbrella DNS integration, minimum cipher suite (AES-256-GCM), NTP synchronized to agency time sources, SNMP disabled in favor of streaming telemetry.
Step 3 — Cloud OnRamp policy for M365. Configure Cloud OnRamp for SaaS using Microsoft’s published Optimize and Allow category endpoint lists (GCC or GCC High). Validate that Teams media (Optimize category) is steered to the best-measured DIA/5G path, not through a proxy. Configure the fallback policy for when all local paths degrade below threshold — fail to the MPLS circuit with minimal additional latency rather than dropping sessions.
Step 4 — Umbrella DNS integration. Activate the SD-WAN Manager + Umbrella integration. Verify all branch DNS queries resolve through Umbrella and do not fall back to local resolvers. Configure Umbrella DNS policy to block known-malicious domains, apply CASB policy for M365 tenant restriction (preventing personal tenant use on government devices).
Step 5 — SIEM telemetry wiring. Configure SD-WAN Manager streaming telemetry export to the agency SIEM (Sentinel or equivalent). Verify receipt of: flow event records, policy change audit log, path quality metrics, device compliance state. Confirm AU-12 evidence is being generated for every flow.
Step 6 — FedRAMP 20x KSI evidence validation. Using the evidence contracts in §A.5, verify that SIEM receives the required structured events for each KSI. Confirm the evidence passes the format and completeness requirements of the governance engine’s OSCAL assessment-results generator (any engine satisfying the series evidence contract).
This appendix does not substitute for Cisco professional services or a system integrator. The implementation sequence above is a decision-maker-level orientation, not an engineering runbook. Every agency deployment requires site surveys, carrier qualification (MAPS enrollment), and Cisco SD-WAN Manager template development that must be executed by certified Cisco Catalyst SD-WAN engineers. What this appendix provides is the compliance framing and boundary documentation structure that should govern that engagement from the start — not the configuration commands.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
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For decision makers: This document establishes that the agency’s two most visible telecommunications platforms — the national inbound contact center on Amazon Connect and the internal unified communications platform transitioning to Microsoft Teams Phone — share a single, solvable network problem and a single network solution. Voice quality on the N8NN is not a preference: it is a measurable, auditable obligation with a pass/fail threshold defined by international standard. The SD-WAN investment that fixes Amazon Connect fixes Teams Phone simultaneously. That investment does not need to be made twice.
Four things this document establishes:
1. Voice has a pass/fail threshold, not a performance preference. ITU-T G.114 specifies one-way voice delay must not exceed 150 ms. Field office agents in western locations already exceed this limit before a call begins under MPLS hairpin architecture.
1. Amazon Connect runs on AWS commercial (.com) by specific authorized exception. The exception is documented in the ATO, must be maintained at each renewal, and carries specific boundary obligations described in this document.
1. Teams Phone in GCC Moderate is the correct path for internal telephony replacement. It introduces no new authorization boundary beyond the existing GCC Moderate ATO — the PSTN/SBC interconnect is the one new boundary interface, and it is documented in this book — while its network dependencies are identical to Amazon Connect.
1. One network modernization investment enables both platforms. SD-WAN local breakout, per-DSCP steering, active-active multipath, and FEC apply to both platforms without modification.
The N8NN: The Front Door to the Agency
The N8NN is not a telephone feature. It is the primary channel through which citizens reach the agency. Every call that fails to connect, every conversation degraded by choppy audio, every dropped session during a complex transaction represents a citizen who did not receive the service the agency exists to provide.
Behind the N8NN sits Amazon Connect processing calls on AWS commercial infrastructure, a network carrying voice from the platform to agents at field offices across fifty states, and agents whose ability to hear and be heard clearly is determined entirely by the network segment between their desk and the cloud. That segment — the agency’s own network — is where the problem lives and where the solution must be built.
Why voice exposes network problems that other applications hide: A web application with 200 ms of extra latency loads slowly. A file transfer with 2% packet loss retransmits and completes. A Teams meeting with moderate jitter buffers and recovers. A voice call with 200 ms of one-way delay is barely intelligible. A voice call with 2% packet loss has audible dropouts every few seconds. Voice does not hide network problems behind buffers and retransmissions. It makes them immediately, publicly audible — to the citizen, to the agent, and to the supervisor on quality monitoring. That is why network modernization must begin with voice: voice is the canary.
The Physics of Voice: Standards With a Pass/Fail Threshold
Unlike most enterprise applications, voice quality has internationally standardized, measurable pass/fail thresholds that are not preferences or benchmarks but engineering specifications with a direct relationship to intelligibility.
ITU-T G.114: The One-Way Delay Limit
ITU-T G.114 is the international standard governing one-way delay in voice communications. Its specification: one-way mouth-to-ear delay must not exceed 150 ms for most applications. Above 150 ms, talker echo becomes perceptible and conversation degrades. Above 400 ms, the call becomes unusable for interactive conversation. These are not targets — they are ceilings.
The 150 ms limit covers the entire path: codec encoding (~20 ms for Opus), network propagation and queuing, jitter buffer at the receiver (~55 ms adaptive), and decoding. Subtracting the ~20 ms codec and ~55 ms jitter buffer from the 150 ms ceiling leaves approximately 75 ms of budget for the network itself. That is the target.
MOS and the E-Model: Quantifying Call Quality
The ITU-T G.107 E-model translates network conditions into an R-factor (0–100), which maps to the Mean Opinion Score (MOS, 1–5) reported by call quality monitoring systems.
	R-Factor
	MOS
	Quality
	User Perception

	90–100
	4.3–5.0
	Excellent
	Imperceptible impairment

	80–90
	4.0–4.3
	Good
	Perceptible but not annoying

	70–80
	3.6–4.0
	Fair
	Slightly annoying

	60–70
	3.1–3.6
	Poor
	Annoying

	Below 60
	Below 3.1
	Bad
	Very annoying; many callers abandon


The N8NN contact center must sustain MOS above 4.0 consistently across all agent locations. Below 3.6 generates citizen complaints. Below 3.1, calls are abandoned and reported.
Jitter and Packet Loss
Jitter — the variance in packet arrival time — must stay below 30 ms. Jitter buffers compensate by holding packets briefly, but a buffer large enough to absorb 80 ms of variance adds 80 ms of delay, breaching the G.114 ceiling. You can absorb jitter or meet the delay budget; a jittery network forces the choice.
Packet loss above 1% produces audible dropouts. Voice RTP does not retransmit lost packets — they are concealed or skipped. The Opus codec handles occasional single-packet loss gracefully; consecutive losses or rates above 3% produce gaps no concealment algorithm can hide.
Amazon Connect: Architecture, .com Exception, and Network Dependencies
Platform Overview
Amazon Connect is AWS’s cloud-native contact center platform, providing inbound and outbound call handling, IVR via contact flows, skills-based routing, real-time and historical analytics, call recording, and the agent desktop (Contact Control Panel) as a managed SaaS service. Agents access all contact center functionality through a browser-based WebRTC softphone. There is no proprietary hardware at the agent’s desk, no on-premises call processing equipment, and no PBX to maintain.
The GovCloud vs. Commercial Decision and the Authorized Exception
AWS structures its federal cloud offerings differently from Microsoft and Oracle:
	Provider
	Moderate Delivery Model
	High / Sovereign Model

	AWS
	US East/West commercial regions (FedRAMP Moderate P-ATO)
	GovCloud us-gov-east-1 / us-gov-west-1 (FedRAMP High P-ATO; ITAR; US-persons operations; physically separate)

	Microsoft
	Partitioned .com (GCC Moderate on Azure Commercial)
	GCC High / DoD on physically separate infrastructure

	Oracle
	Partitioned .com (OCI Moderate)
	OCI Government Cloud (separate)


AWS has exactly two FedRAMP boundaries — there is no middle tier. Amazon Connect is available in AWS GovCloud, where it holds FedRAMP High authorization. At the time the agency evaluated platforms for the N8NN contact center, the GovCloud version presented operational capability gaps relative to the commercial (.com) version in three categories:
· AI-assisted contact center capabilities: Contact Lens (real-time speech transcription, sentiment analysis, supervisor alerting) and Amazon Q agent assist availability lagged in GovCloud at time of evaluation.
· Third-party integration ecosystem: AWS Marketplace integrations for CRM connectors, workforce management, and reporting were predominantly certified for commercial Connect.
· Operational tooling and support maturity: AWS support procedures and feature release cadence in GovCloud lagged commercial, creating a growing capability gap.
Stated as the trade it actually was: the agency accepted commercial-at-Moderate with the capabilities it needed over GovCloud-at-High without them. That is a starker trade than a tier label suggests — and it is exactly the kind of trade an AO can own explicitly, which is what the authorized-exception process did.
Current evaluation required before any new agency deployment. AWS continuously updates GovCloud service parity. The capability gaps identified at the time of this agency’s evaluation may have closed. Any agency evaluating Amazon Connect for a new deployment must conduct a current-state evaluation of GovCloud Connect against its specific requirements before concluding that a commercial exception is necessary.
What the .com Exception Means Structurally
The agency’s use of Amazon Connect on AWS commercial (.com) is the same structural pattern as GCC Moderate on Azure Commercial: a federally authorized service running on commercial infrastructure with FedRAMP Moderate controls applied. AWS commercial data centers are US-based. Data is encrypted in transit and at rest. Amazon Connect holds FedRAMP Moderate authorization in the commercial regions (and FedRAMP High in GovCloud). But the personnel screening, physical separation, ITAR/US-persons handling, and High control baseline of GovCloud do not apply on the commercial side.
This does not make the deployment less secure — FedRAMP Moderate controls are extensive. It means the authorization boundary is explicitly a commercial environment with federal controls applied, and that boundary must be accurately reflected in the SSP, understood by the AO, and re-evaluated at each authorization renewal.
The Call Path: From Citizen to Agent
1. Citizen dials the N8NN from any PSTN telephone
1. Call terminates at an AWS voice connector into Amazon Connect on AWS commercial
1. Contact flow answers, runs IVR, and routes to a queue
1. Agent selected; Connect establishes WebRTC session to the agent’s browser
1. Voice travels: agent desktop → agency network → internet → AWS .com → Amazon Connect → citizen
Steps 1–3 happen inside AWS commercial and are unaffected by the agency’s network. Step 5 — the agent-to-cloud path — is determined entirely by the agency’s network architecture and is where G.114 compliance is won or lost.
The MPLS Hairpin Applied to the N8NN
An agent in Portland whose network routes all internet traffic through Washington before egress reaches AWS us-west-2 as follows:
Portland → MPLS → Washington → internet → AWS us-west-2 (.com) → Amazon Connect
One-way network latency: 100–130 ms (engineering estimate: ~50 ms coast-to-coast propagation plus inspection-stack and queuing overhead; validate with per-site measurement during discovery). G.114 network budget: 75 ms. Over spec. The citizen hears the degradation.
The same agent with local internet breakout:
Portland → local DIA → AWS us-west-2 (.com) → Amazon Connect
One-way network latency: 5–15 ms. Portland and us-west-2 are geographically adjacent. This is the physics minimum for this path, and it is far within budget.
WebRTC Network Requirements
	Parameter
	Requirement
	Notes

	One-way delay
	≤75 ms network budget
	G.114 limit minus codec and jitter buffer overhead

	Jitter
	<30 ms
	Above this, buffer compensation breaches delay budget

	Packet loss
	<1%
	Above 1% audible; above 3% unintelligible

	Bandwidth per agent
	~100 Kbps
	Opus codec including RTP overhead

	Protocol
	RTP/SRTP over UDP
	TCP fallback degrades quality; avoid

	DSCP marking
	EF (46)
	SD-WAN must honor, not remark

	NAT traversal
	STUN/TURN
	Direct UDP path preferred; TURN relay adds latency

	Firewall
	UDP 3478, 443 outbound
	Must reach AWS .com endpoints without hairpin inspection delay


Asymmetric Routing: The Session Killer Latency Does Not Explain
Asymmetric routing occurs when the outbound path of a session (client to server) and the return path (server to client) traverse different physical or logical routes through stateful network devices. A stateful firewall maintains a session table. When the SYN for a TCP connection passes through Firewall A, Firewall A creates an entry expecting the SYN-ACK to return through it. If the SYN-ACK returns via a different path through Firewall B, Firewall B drops it as unsolicited.
For Amazon Connect WebRTC, asymmetric routing means the TLS handshake that establishes the agent’s voice session may fail completely. The HTTPS session setup for the Contact Control Panel is TCP-based. If the request goes through one stateful device and the response through a different one, the session fails before audio is ever established.
Asymmetric routing produces call failures that look like configuration errors. An agent whose Amazon Connect sessions fail to establish will report “the phone system is broken.” A Teams Phone call that fails at SIP signaling will be attributed to “SBC misconfiguration.” The diagnostic path requires capturing TCP session establishment and verifying that both directions traverse the same stateful devices.
SD-WAN overlay eliminates asymmetric routing as a failure mode. The SD-WAN tunnel is established between two edge devices as a single logical connection. Stateful inspection happens at the tunnel endpoint, which sees both directions. Asymmetric physical routing below the tunnel is structurally invisible to the application.
Microsoft Teams Phone: Replacing the Legacy PBX in GCC Moderate
What Teams Phone Is
Microsoft Teams Phone is the cloud PBX capability within Microsoft 365 that enables Teams to replace a traditional on-premises telephone system — extension dialing, voicemail, call transfer, call queues, auto attendants, and PSTN connectivity, all delivered through the Teams client. For the agency, Teams Phone operates within GCC Moderate, subject to the same FedRAMP Moderate authorization, data residency requirements, and feature availability constraints as the rest of the Microsoft 365 GCC environment.
Teams Phone is not a separate application or interface. An agent answering a Teams Phone call and an agent joining a Teams meeting use the same client, the same audio path, the same DSCP EF marking for audio streams, and the same network dependency on low-latency, low-jitter connectivity to Microsoft’s GCC infrastructure. Fixing the network for Teams meetings fixes it for Teams Phone simultaneously.
PSTN Connectivity: Direct Routing and the SBC
Connecting Teams Phone to the PSTN requires one of two approaches:
Microsoft Calling Plans — Microsoft provides PSTN connectivity as a licensed add-on. Availability in GCC Moderate should be confirmed for the agency’s specific geographic footprint and number types before committing to this path.
Direct Routing — the agency connects its PSTN carrier to Teams Phone via a certified Session Border Controller. The SBC terminates SIP trunks from the carrier and presents them to Teams via a Microsoft-certified SIP interface. For the agency, which operates existing Cisco voice infrastructure at data center locations, a Cisco CUBE or a cloud-hosted SBC from an AudioCodes or Ribbon-class vendor are the natural candidates.
SBC deployment guidance: Two deployment models are viable. On-premises SBC: Deployed at the Washington data center. All PSTN traffic from any agent location hairpins through the SBC. Familiar operational model; creates a single point of failure. Cloud SBC (hosted by SBC vendor): Runs in the vendor’s FedRAMP-authorized cloud, geographically distributed, with multiple PoPs. Removes the single point of failure. The cloud SBC used with a FedRAMP Moderate system must itself hold a FedRAMP Moderate or High authorization — confirm before procurement.
E911: Federal Legal Requirements
Two federal laws impose specific requirements on any multi-line telephone system, including cloud PBX:
Kari’s Law (2018): Users must be able to dial 911 directly without dialing an access code or prefix. A notification must be sent to a central point when 911 is dialed. Teams Phone satisfies both requirements when emergency calling policies are correctly configured.
Ray Baum’s Act (2018): The “dispatchable location” — not just a building address but the specific floor, room, or workstation — must be transmitted with the 911 call to the PSAP. Teams Phone supports dispatchable location via the Location Information Service (LIS) and Emergency Location Identification Number (ELIN) configuration.
E911 is not optional and must be validated before go-live. E911 compliance is a federal legal requirement under 47 CFR Part 9. For each location where Teams Phone will be activated, the agency must: (1) configure a Location Information Service entry with dispatchable location, (2) configure an emergency calling policy that routes to the correct PSAP, (3) test 911 dialing and callback from a representative device at that location, and (4) document the test in the deployment record. Remote workers present an additional challenge — location awareness policy must capture the remote worker’s current location at sign-in.
Legacy PBX Migration: Number Porting and Transition
Porting in tranches. Number porting should be done in geographic tranches — one field office region at a time — rather than as a single nationwide cutover.
Parallel operation. During transition, the legacy PBX and Teams Phone must operate in parallel. Calls to ported numbers must route correctly to Teams. Calls to un-ported numbers must still reach the legacy system.
Hunt groups and call queues. Legacy PBX hunt groups must be recreated as Teams Call Queues. Auto attendant menus must be recreated as Teams Auto Attendants.
Fax lines. Legacy analog fax lines cannot be replaced with Teams Phone without a fax-over-IP (FoIP) solution or a cloud fax service. Fax lines should be inventoried and handled separately from voice number porting.
One Investment: Two Platforms
The Architecture Both Platforms Require
Both Amazon Connect and Teams Phone are cloud SaaS voice platforms. Both generate real-time RTP/SRTP streams. Both are broken by the same MPLS hairpin and repaired by the same network solution. That solution is not simply “add a DIA circuit.” It is Application-Aware Networking — a network architecture in which policy decisions, path selection, security enforcement, and traffic treatment are determined by the full context of a transaction: application identity, user identity, device posture, and behavioral characteristics. Not by source IP and port alone.
The Hybrid Agent: Two Simultaneous DSCP EF Streams
When an agent has an active Amazon Connect call and simultaneously receives a Teams Phone call, the workstation is generating two concurrent voice streams, both marked at the highest QoS priority (DSCP EF). The SD-WAN per-DSCP policy must provide sufficient bandwidth on the lowest-latency path to carry both streams simultaneously.
Capacity planning formula: (maximum concurrent hybrid agents) × 200 Kbps = reserved DSCP EF capacity on lowest-latency path.
At a field office with 20 concurrent hybrid agents, this is 4 Mbps of DSCP EF traffic that must be accommodated on the lowest-latency path at peak.
Headset and Browser Configuration
Browser selection matters: Amazon Connect’s Contact Control Panel is optimized for Chromium-based browsers. Microsoft Teams Phone is optimized for the Teams desktop client. Running Connect in Chrome and Teams as the desktop client avoids browser compatibility edge cases.
Headset standardization: Headset configuration must be standardized across the agent population before go-live on both platforms. Ad hoc headset choices create support complexity and inconsistent audio quality that confounds troubleshooting.
Per-DSCP Steering for the Hybrid Agent Workstation
A hybrid agent workstation generates three simultaneous traffic classes during active calls:
· Amazon Connect voice (DSCP EF): citizen call audio. Lowest-latency path, unconditionally. FEC enabled if path loss ≥0.5%.
· Teams Phone voice (DSCP EF): supervisor or internal call audio. Same lowest-latency path.
· Contact Control Panel web app and Teams UI (HTTPS): the browser interface for Amazon Connect and the Teams application interface. Highest-throughput path. These tolerate 200–500 ms of latency without affecting call quality and should not compete with voice for the latency-sensitive path.
SD-WAN and SASE Stack Architecture
The telecommunications modernization in this book requires three distinct components that operate at different layers and are frequently conflated:
SD-WAN and SASE Stack Components (agency selection pending for all three)
	Component
	Layer
	Function
	Representative vendors

	SD-WAN overlay
	Layer 3 — Network
	IPsec encrypted transport; intelligent path selection; QoS traffic classification; DIA local breakout
	Cisco Catalyst SD-WAN / VMware VeloCloud (Broadcom) / Palo Alto SD-WAN

	SASE SSE (Secure Service Edge)
	Layer 7 — Application
	SWG, CASB, FWaaS, SSL/TLS inspection; TIC 3.0 security capabilities catalog
	Zscaler Internet Access (ZIA) / Netskope SSE / Palo Alto Prisma Access

	ZTNA (Zero Trust Network Access)
	Layer 7 — Application
	Per-application micro-tunnels; device posture enforcement; least-privilege session access
	Zscaler Private Access (ZPA) / Netskope Private Access / Palo Alto Prisma Access ZTNA


SD-WAN and SASE SSE are distinct products procured separately (though some vendors bundle them). These transport components are where several boundary controls are implemented on the field-office path; the formal closures are registered to other books, and this book cross-references them rather than re-claiming them. The SD-WAN overlay provides the SC-8 network-layer encryption on DIA circuits (SC-8 closure anchored in Vol I Book 07). The SASE SSE stack provides AC-4 information-flow enforcement, SC-7 boundary protection, and SI-3 malware protection via SSL inspection (AC-4 and SC-7 anchored in Vol I Book 07), plus CA-7 continuous-monitoring records (anchored in the multi-cloud evidence fabric). The application-aware layer above them supplies the audit and monitoring telemetry — SI-4 (application-layer telemetry and behavioral analysis) and AU-2/AU-12 (application-layer audit logging: user, device, app, action, data type, timestamp) — whose closures are likewise owned by the enforcement-substrate and evidence-fabric books. Neither the SD-WAN overlay nor the SASE stack substitutes for the other; all are required to satisfy TIC 3.0 and the controls cited in this book.
Vendor Selection Pending
The shortlists above reflect FedRAMP authorization status and federal use-case alignment at time of writing. Agency procurement authority, current FedRAMP Marketplace listings, and environment-specific testing must inform final selection. OIS should participate in vendor evaluation for all three components.
Why Direct Internet Access Alone Does Not Satisfy NIST Controls
When telecommunications modernization proposals include “we will add DIA at field offices,” the technical response must be precise: DIA is a pipe. It solves the geographic hairpin problem. It does not solve any NIST control requirement.
	NIST Control
	Requirement
	What Provides It

	AC-4
	Information Flow Enforcement
	CASB — application-layer identification

	SC-7
	Boundary Protection
	SWG — application-layer inspection and malware scanning

	SC-8
	Transmission Confidentiality and Integrity
	SD-WAN IPsec tunnel — network-layer encryption

	SI-3
	Malicious Code Protection
	SWG — SSL inspection and malware scanning

	SI-4
	System Monitoring
	AAN — application-layer telemetry, behavioral analysis

	AU-12
	Audit Record Generation
	AAN logging — user, device, app, action, data type, timestamp

	CA-7
	Continuous Monitoring
	SASE stack — per-session identity, posture, access records


Why SC-8 Cannot Be Inherited — the voice path. A DIA circuit carries traffic unencrypted at the network layer. SRTP protects the media payload of a call; it does not protect the signaling, the softphone HTTPS session’s metadata, or any of the non-voice traffic sharing the circuit — and application-layer TLS covers no non-TLS flows at all. FIPS-validated application-layer encryption (TLS, SRTP) closes SC-8 for the flows that negotiate it; the only mechanism class that encrypts all traffic on a DIA path regardless of application behavior is a network-layer overlay, and among overlay classes SD-WAN is the one that also delivers the SC-5 traffic-class and SI-4 telemetry closures this book depends on. The claim is coverage-completeness, not exclusivity. There is no configuration setting, scanner finding, or policy document that closes SC-8 for every flow on a bare pipe. The formal SC-8 closure-necessity anchor is registered in Vol I Book 07; this book applies that mechanism on the telecommunications path.
DIA enables; SASE and AAN achieve. For Amazon Connect and Teams Phone, DIA solves the G.114 latency problem by eliminating the geographic hairpin. That is its entire contribution to the compliance picture. A field office deployment that adds DIA without the SASE control stack has better latency and the same compliance gaps. The NIST controls are not satisfied by the pipe. They are satisfied by what governs the pipe.
TIC 3.0: The Policy That Makes Local Breakout Lawful
The G.114 argument is the physics half of the case for local breakout: the 150 ms one-way ceiling is an engineering specification, the MPLS hairpin spends the budget before the call begins, and no procurement decision changes the propagation delay of a Portland-to-Washington detour. Physics explains why the agency needs DIA at field offices. It does not answer whether the agency may have it. That is a policy question, and the policy is TIC 3.0.
Under the TIC 2.x model, every byte of agency internet traffic was required to egress through a small number of consolidated TIC access points — the architecture that created the hairpin in the first place. TIC 3.0 (OMB M-19-26) replaced mandatory consolidation with a use-case model: agencies may distribute their internet egress, provided the protections that the consolidated boundary used to provide are re-established at each distributed egress point. Those protections are enumerated in the TIC 3.0 Security Capabilities Catalog, and the place they must be applied is the policy enforcement point (PEP) governing each traffic path.
The Two Use Cases That Govern Agency Voice
Two TIC 3.0 use cases map directly onto the telecommunications populations in this document — the Branch Office use case (elsewhere in this series shorthand-labeled Use Case E) and the Remote User use case:
	TIC 3.0 Use Case
	Agency Population
	Traffic Path It Governs
	Where the PEP Must Be

	Branch Office
	Field office agents on Amazon Connect and Teams Phone
	Field office → local DIA → AWS .com / M365 GCC
	At or near the branch egress: SD-WAN edge + SASE security services

	Remote User
	Teleworking agents and staff on agency or managed devices
	Home network → internet → cloud voice platforms
	Cloud-delivered SASE PoP the user’s traffic traverses; ZTNA replacing VPN


Both use cases permit traffic to leave for the internet without hairpinning through a TIC access point. Neither use case permits the traffic to leave ungoverned. The condition attached to both is the same: the applicable security capabilities from the catalog — the universal capabilities (auditable central log management among them) and the relevant PEP capability groups spanning web protections, network protections, and DNS resolution protections — must be demonstrably in place at the distributed PEP for that path.
This is the formal statement of the permissibility rule: under TIC 3.0, DIA requires a distributed PEP providing protection commensurate with the agency’s risk tolerance — in practice the applicable security-capabilities catalog entries — and the SASE stack is that PEP. The mapping is one-to-one with the NIST table in the previous section: the SD-WAN IPsec overlay provides encryption in transit, the SWG provides traffic inspection and malware protection, the CASB provides application-layer flow enforcement, protective DNS provides resolution security, and the telemetry pipeline to the SIEM provides the auditing and continuous-monitoring capabilities. An agency that deploys the SASE stack at its breakout points has not found a loophole around the TIC — it has implemented TIC 3.0 as designed.
Why SC-7 / SC-7(7) Cannot Be Inherited — distributed egress. SC-7 requires communications at external boundaries to be monitored and controlled at managed interfaces. Local breakout creates an external boundary interface at every field office, and remote work creates one at every home — while removing the central boundary stack from the path entirely. SC-7(7) makes the remote-user case explicit: split tunneling on remote devices is prohibited unless the split tunneling capability is provisioned securely — and local breakout for voice is precisely a split tunnel. The only mechanism that puts a managed, monitored interface on every distributed egress path is the distributed PEP — the TIC 3.0 SASE stack. The central firewall cannot close it (it is no longer in the path), the circuit provider cannot close it (a carrier hands off packets, not policy), and no document closes a boundary that has no enforcement point. The formal SC-7 closure-necessity anchor is registered in Vol I Book 07; this book shows why the distributed PEP is mandatory on the telecommunications egress path.
An ungoverned DIA circuit is not modernization; it is a finding. The bare circuit that fixes G.114 simultaneously deletes the SC-7 boundary that the MPLS-to-TIC path, whatever its latency, did provide. Presented to an assessor, that trade is a regression. Presented with the SASE PEP in place, it is the TIC 3.0 target architecture. The difference between the two deployments is not the circuit — it is the control stack riding on it.
The operational conclusion joins the two halves. The physics half — G.114’s budget — remains the driver: it is why the network must be modernized before either voice platform goes live, and it is measured in milliseconds at every agent location. The policy half — TIC 3.0’s catalog-at-the-PEP condition — is what makes the resulting architecture authorizable. The same SD-WAN + SASE investment satisfies both at once, which is why this document treats them as one program: local breakout to meet the delay budget, and the distributed PEP to make that breakout lawful.
FedRAMP Boundary Considerations for Telecommunications
FedRAMP 20x Consolidated Rules — June 2026 Update
FedRAMP published its Consolidated Rules for 2026 on June 25, 2026. Three key implications for agencies operating Amazon Connect and Teams Phone:
Timeline agencies must track:
	Date
	Event
	Telecommunications Implication

	July 28, 2026
	FedRAMP Ready submissions cease
	No new Ready pathway for Connect or SBC vendors

	August 3, 2026
	Class A pipeline opens
	Evaluate whether Connect .com falls under Class A

	August 31, 2026
	Class B and C open
	Multi-platform unified comms likely Class B or C

	January 1, 2027
	Consolidated Rules mandatory
	All ConMon evidence must align to 20x KSI format

	June 11, 2027
	No new Rev5 certification applications accepted
	Plan for 20x pathway on next ATO cycle


What 20x means for Amazon Connect continuous monitoring: FedRAMP 20x replaces periodic evidence assembly with continuously-verified Key Security Indicators (KSIs) in machine-readable format. For Amazon Connect, this means:
· Call audit logs (AU-12): every agent session, call recording access, and contact flow execution must generate structured, queryable records — not just archived log files
· Federated authentication events (IA-2): Entra ID → Amazon Connect SAML assertions must produce KSI-verifiable authentication telemetry — the agents are agency (organizational) users authenticating through the agency IdP, so this is IA-2 rather than the non-organizational-user control IA-8
· Boundary traffic logs (SA-9): API calls crossing the .com boundary (CRM integration, recording access, contact flow analytics) must be captured in machine-readable format
· ATO exception documentation: The .com exception itself must be maintained in a format compatible with 20x continuous review rather than point-in-time SSP snapshots
What 20x means for Teams Phone GCC Moderate: Teams Phone in GCC Moderate inherits Microsoft’s existing FedRAMP authorization. The 20x transition requires that the agency’s continuous monitoring evidence — voice quality monitoring, E911 testing records, SBC boundary documentation — align to machine-readable KSI format.
SD-WAN as 20x Evidence Generator: The SD-WAN overlay that solves the G.114 latency problem also generates the machine-readable evidence 20x requires. Every path decision, every jitter measurement, every FEC activation is a logged, queryable event. The network investment that enables Amazon Connect to meet G.114 is simultaneously the compliance evidence generator for FedRAMP 20x continuous monitoring. These are not separate investments.
Amazon Connect: .com Boundary Documentation Requirements
The agency’s use of Amazon Connect on AWS commercial (.com) requires specific boundary documentation:
· SSP SA-9 documentation: Amazon Connect is an external information system service. The SSP must identify Amazon Connect, its FedRAMP authorization status, the specific authorized exception, and data types (voice audio, call recordings, call metadata, citizen interaction logs).
· Call recordings: Stored in S3 on AWS commercial. Access controls, encryption key management (KMS), and data lifecycle policies must be documented. Recordings containing PII must be classified accordingly, and access logging must satisfy AU-9 requirements.
· CRM and case management integration: API calls between Amazon Connect contact flows and agency systems cross the .com boundary. The data flow diagram in the SSP must trace these calls.
· Agent authentication federation: Agents authenticate to Amazon Connect via the agency IdP (Entra ID in GCC Moderate). The SAML/OIDC federation is a cross-boundary credential flow that must be documented in the SSP.
· ATO exception maintenance: The specific authorization permitting .com Connect must be reviewed at each ATO renewal. The exception is not a permanent waiver; it is a time-bounded, condition-bounded authorization that requires active maintenance.
Teams Phone: GCC Boundary and PSTN
Teams Phone in GCC Moderate operates within the GCC boundary for all call signaling, voicemail storage, call history, and user policy management. The PSTN interconnect (via Direct Routing SBC or Calling Plans) is a boundary crossing by definition: the PSTN is a public network. The SBC in Direct Routing handles the crossing point. Its configuration must be documented in the SSP as a boundary interface.
Amazon Connect vs. Teams Phone: Complementary, Not Competing
	Dimension
	Amazon Connect (N8NN Contact Center)
	Microsoft Teams Phone (Internal UC)

	Primary function
	Citizen-facing inbound contact center
	Employee-to-employee and PSTN calling

	Users
	Contact center agents, supervisors
	All agency employees

	Call volume
	High-volume inbound (thousands concurrent at peak)
	Standard enterprise PBX volume

	IVR / routing
	Sophisticated contact flows, skills-based routing, queuing
	Auto attendants and call queues

	AI capabilities
	Contact Lens (transcription, sentiment, analytics), Amazon Q agent assist
	Teams transcription, voicemail transcription (GCC availability varies)

	Agent interface
	Browser-based Contact Control Panel (WebRTC)
	Teams desktop client or browser

	Recording
	S3 on AWS .com; SA-9 boundary documentation required
	GCC-boundary-compliant storage

	Authorization
	FedRAMP Moderate (AWS .com by specific agency exception)
	FedRAMP Moderate (M365 GCC Moderate; partitioned .com)

	PSTN connectivity
	AWS Voice Connector
	Direct Routing SBC or Calling Plans

	Voice protocol
	WebRTC / RTP / DSCP EF
	WebRTC / RTP / DSCP EF

	Network requirement
	Identical: <75 ms one-way, <30 ms jitter, <1% loss
	Identical: <75 ms one-way, <30 ms jitter, <1% loss

	SD-WAN solution
	Identical: local breakout, DSCP EF steering, multipath, FEC
	Identical: local breakout, DSCP EF steering, multipath, FEC


The shared network requirement row is the most operationally significant in this table. The SD-WAN investment that enables Amazon Connect to meet G.114 from all field office locations is the same investment that enables Teams Phone to deliver acceptable call quality. These are not separate network projects. They are one network modernization that enables both platforms.
Implementation Roadmap
Prerequisite: no telecommunications migration before network validation. Voice quality failures discovered after contact center or PBX migration are dramatically more expensive to remediate than network infrastructure investments made before migration. No field office should go live on Amazon Connect or Teams Phone until the network foundation for that office is validated against G.114 requirements. Validation means measuring actual one-way latency, jitter, and packet loss from each agent workstation to AWS us-west-2 and to the Microsoft GCC edge, with local breakout active, and confirming all three parameters are within specification.
Phase 1 — Network Foundation (Months 1–3)
· Deploy SD-WAN at all field offices with contact center agents or significant phone populations
· Configure local internet breakout for Amazon Connect (.com AWS IP ranges/FQDNs) and Microsoft 365 GCC endpoints
· Enable per-DSCP steering: DSCP EF → lowest-latency path; standard HTTPS → highest-throughput path
· Enable FEC on any path with measured loss rate ≥0.5%
· Verify direct outbound UDP to Amazon Connect and GCC endpoints without hairpin or deep inspection delay
· Measure and document G.114 compliance at each agent location before proceeding to Phase 2
· Size DSCP EF capacity for peak hybrid agent load: (max concurrent hybrid agents) × 200 Kbps
Phase 2 — Amazon Connect Deployment (Months 2–5)
· Confirm .com exception is current in ATO; update SSP SA-9 for Amazon Connect with current architecture
· Design and build contact flows replicating and improving current N8NN IVR routing
· Configure agent authentication via IdP federation (Entra ID GCC Moderate → Amazon Connect)
· Pilot with single queue and agent cohort; measure MOS, jitter, and loss from pilot locations
· Validate call recording pipeline to S3; confirm KMS key management, access controls, and AU-9 logging
· Validate CRM/case management integration; document data flow in SSP
Phase 3 — Teams Phone Deployment (Months 4–8)
· Confirm Teams Phone feature availability in GCC tenant: Calling Plans availability, voicemail transcription, mobile calling
· Deploy and configure SBC (on-premises or cloud-hosted); validate Microsoft certification and FedRAMP authorization
· Configure E911 with dispatchable location for every office location; verify PSAP connectivity; document testing
· Inventory legacy PBX numbers: classify each as voice, fax, emergency, or special service
· Build Teams Call Queues and Auto Attendants replicating legacy PBX hunt groups and menus
· Port numbers in geographic tranches; maintain parallel PBX operation through each tranche
Phase 4 — Continuous Monitoring and FedRAMP 20x Alignment (Months 6+)
· Instrument SD-WAN dashboards to surface G.114 violations by location before they become citizen complaints
· Integrate Amazon Connect Call Analytics with agency SIEM for AU-12 continuous monitoring
· Establish MOS floor SLA (≥4.0) per agent location; alert when sustained MOS drops below threshold
· Review Amazon Connect commercial exception at each ATO renewal; evaluate whether GovCloud capability gaps have been resolved
· FedRAMP 20x alignment (mandatory January 1, 2027): Configure SD-WAN telemetry exports in machine-readable JSON format; ensure Connect audit logs, authentication events, and boundary crossing records meet structured KSI format requirements; validate SBC event logs feed SIEM in queryable format
Federal Framework Alignment
	Concept / Requirement
	Federal Mandate
	Standard / Reference

	Voice one-way delay ≤75 ms (network budget)
	Agency SLA obligation; G.114
	ITU-T G.114; ITU-T G.107 E-model

	Jitter <30 ms; packet loss <1%
	Agency SLA obligation
	ITU-T G.107; RFC 3550 (RTP)

	Amazon Connect on AWS .com; specific authorized exception
	FedRAMP (FISMA); agency ATO
	FedRAMP Moderate P-ATO; NIST SP 800-53 Rev 5 SA-9

	Amazon Connect .com boundary documentation
	FedRAMP; Privacy Act
	NIST SP 800-53 Rev 5 SA-9, AU-9, SC-28; agency SSP

	ATO exception maintenance at each renewal cycle
	FedRAMP ConMon
	NIST SP 800-53 Rev 5 CA-7; NIST SP 800-37 Rev 2 (Monitor step); FedRAMP ConMon requirements

	Teams Phone in GCC Moderate boundary
	FedRAMP Moderate (M365 GCC)
	Microsoft 365 GCC FedRAMP Moderate ATO

	E911 direct dialing without prefix (Kari’s Law)
	Kari’s Law (2018)
	47 CFR §9.4; FCC rules

	E911 dispatchable location (Ray Baum’s Act)
	Ray Baum’s Act (2018)
	47 CFR Part 9; FCC rules; NENA i3 standard

	Local internet breakout for voice
	TIC 3.0, OMB M-22-09
	TIC 3.0 Branch Office Use Case; NIST SP 800-207

	Per-DSCP steering for voice (DSCP EF)
	OMB M-22-09 §4
	RFC 3246 (DSCP EF); IETF RFC 4594

	Active-active multipath; sub-second failover
	TIC 3.0; OMB M-22-09
	CISA ZTMM v2.0 Networks pillar

	SBC as PSTN boundary interface
	FedRAMP; agency SSP
	NIST SP 800-53 Rev 5 SA-9; SC-7

	Call recording access controls and audit logging
	FedRAMP; Privacy Act
	NIST SP 800-53 Rev 5 AU-9, SC-28; 5 U.S.C. §552a

	Agent IdP federation across .com boundary
	OMB M-22-09; FICAM
	NIST SP 800-63; SAML 2.0 / OIDC federation documentation

	Continuous call quality monitoring
	FedRAMP ConMon; OMB A-130
	NIST SP 800-53 Rev 5 CA-7; NIST SP 800-37 Rev 2 (Monitor step)
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Provisional position. This book was drafted at temporary series slot 20 to avoid renumbering the series while the Vulnerability Management book is under active edit. Its intended home is with the network cluster (immediately after the Telecommunications Modernization book); the series-wide renumber will move it there. Cross-references in this document name other books by title and role, not by number, so the move does not break them.
Series Context — The naming/addressing, identity, and transport planes established earlier in this series describe what each network function must do — resolve a name, authenticate a device, encrypt a circuit, enforce a flow. This book describes the customer-owned equipment that performs those functions at the network edge, and the federal accreditation gate that lets an agency buy and field it. It is the realization layer for the network side of the Functional Plane Model: the transport (plane 1), identity (plane 3), and policy-enforcement (plane 4) planes made of metal, at the part of the architecture the cloud provider’s authorization does not reach.
What This Document Addresses
Every control-closure argument in this series that ends in a cloud service — InfoBlox DDI, Entra ID, Sentinel, a SASE point of presence — inherits its federal authorization from the cloud provider’s FedRAMP package. That inheritance is real, and it is clean, right up to the edge of the provider’s boundary. It stops there.
The network between a field office and that boundary — the switch in the wiring closet, the firewall at the branch, the router terminating the DIA circuit, the NAC appliance authenticating the port — is customer-premises equipment. No cloud provider’s FedRAMP authorization covers it, because the provider does not operate it. Yet this equipment is exactly what closes a specific, enumerable set of NIST SP 800-53 Rev 5 controls at the edge:
· SC-7 / SC-7(8) — boundary protection and forced-proxy egress, at the branch
· SC-8 / SC-8(1) — network-layer encryption on the circuit itself
· AC-4 — information-flow enforcement where the traffic actually egresses
· IA-3 — device identity at the physical port, before any user authenticates
· AC-17 — remote access termination
· SI-4 — the telemetry that proves any of the above happened
These controls cannot be inherited. They must be closed by gear the agency owns — and that gear is accredited on an entirely different registry than a cloud service, with different evidence. This book states that gate (Theme F of the series), then maps it across the three network-equipment manufacturers a federal agency is most likely to field: Cisco, Palo Alto Networks, and Juniper Networks.
The Shared-Responsibility Line Decides Who Closes the Control
FedRAMP answers “is this cloud service authorized for federal use?” It does not, and cannot, answer “is the firewall in your branch office hardened and validated?” The shared-responsibility model draws the line:
	Layer
	Who operates it
	How the control is attested

	SaaS / PaaS control implementation
	Cloud provider
	Inherited from the provider’s FedRAMP package (leveraged authorization)

	IaaS guest OS and workload
	Agency
	Agency ConMon evidence (see the identity, patch, and telemetry books)

	Network path to the cloud boundary — branch, WAN edge, DIA circuit, access layer
	Agency
	The equipment’s own NIAP evaluation, DISA STIG compliance, and FIPS 140-3 module — not a FedRAMP package


The line matters because an assessor asked to see evidence for SC-7 at a field office will not accept “our cloud provider is FedRAMP-authorized.” The boundary protection at that office is enforced by an appliance the agency bought, configured, and operates — and the evidence lives in that appliance’s accreditation, not the provider’s.
Theme F Formalized — The Accreditation Gate for Network Gear
A cloud service passes one gate: FedRAMP. Network and endpoint gear passes a composed gate of four federal mechanisms, each certifying a different property.
The Four-Part Accreditation Gate for Network Gear
	Mechanism
	Registry / authority
	What it certifies

	NIAP Common Criteria
	NIAP Product Compliant List (Protection Profiles for Network Devices, Stateful Firewalls, etc.)
	The product was independently evaluated against a federal Protection Profile — its security functions work as claimed in an evaluated configuration

	DISA STIG
	DoD Cyber Exchange
	The hardened configuration baseline the device must run in; STIG-compliance scans are the operational evidence

	FIPS 140-3
	NIST Cryptographic Module Validation Program (CMVP)
	The cryptographic module performing SC-8/SC-13 encryption is validated — not merely “AES-capable”

	DoDIN APL
	DISA Approved Products List
	The product is approved to connect to DoD networks (the strictest federal fielding gate; civilian agencies frequently treat APL listing as an assurance signal)


These compose: an appliance may be NIAP-evaluated (its design was assessed), running a DISA STIG baseline (it is hardened), with a FIPS 140-3 module (its crypto is validated), and DoDIN APL-listed (it is approved to field). An agency’s control evidence for edge-enforced controls is assembled from these four sources — the NIAP validation report, the STIG scan output, the CMVP certificate number, and the APL listing — none of which appears in any cloud provider’s FedRAMP package.
FedRAMP scope reminder
This series targets FedRAMP Moderate. Where a vendor also offers a cloud-delivered capability that carries its own FedRAMP authorization (for example, a SASE service — see Where Gear Becomes a Cloud Service below), state the CSO’s actual authorization status verified on the FedRAMP Marketplace at procurement, and never claim a level above Moderate.
The Enforcement Substrate — Vendor Realization
The series rule holds: mechanism, not product. The function is the control; the vendor product is a deployed example of the mechanism. The matrix below maps each edge function to how each of the three manufacturers realizes it, and to the NIST control it closes. Every cell is a candidate implementation, not a recommendation; final selection is a procurement decision validated against the NIAP PCL, the CMVP list, and the DoDIN APL at time of buy.
Edge Function → Vendor Realization → NIST Control
	Function / NIST control
	Cisco
	Palo Alto Networks
	Juniper Networks

	Boundary protection — SC-7, SC-7(8), AC-4
	Secure Firewall (Firepower)
	NGFW / PAN-OS + Panorama
	SRX Series / Junos + Security Director

	Encrypted overlay — SC-8, SC-8(1)
	Catalyst SD-WAN (Viptela)
	Prisma SD-WAN
	Session Smart Router (128T)

	Distributed PEP / TIC 3.0 — SC-7, AC-4
	Secure Access / Umbrella (cloud)
	Prisma Access (cloud SASE)
	— (partners for SASE)

	Device identity / NAC — IA-3, AC-19
	ISE + TrustSec
	— (integrates 802.1X)
	Mist Access Assurance

	Config-as-truth — CM-2, CM-6
	Catalyst Center
	—
	Apstra (intent-based)

	Detection / telemetry — SI-4, AU-6
	Secure Network Analytics, XDR
	Cortex XDR / XSIAM
	— (flow export to SIEM)

	Remote access — AC-17
	Secure Client (AnyConnect)
	GlobalProtect
	—


Worked closures — the functions that must be gear
Three functions in the matrix are necessity closures: no cloud inheritance and no scanner can substitute for the equipment.
SC-8 network-layer encryption on the circuit (necessity). A DIA or MPLS circuit carries traffic that is unencrypted at the network layer unless an overlay encrypts it. Application-layer TLS is not a substitute — it covers only TLS-aware flows and provides no network-layer integrity for the rest. The only mechanism that encrypts all traffic on the path is an IPsec (or MACsec, hop-by-hop) overlay terminated on customer edge equipment — Catalyst SD-WAN, Prisma SD-WAN, or Session Smart Router. The cipher must be a FIPS 140-3 validated module, which is a property of the appliance, not of the protocol.
IA-3 device identity at the port (necessity). Before any user authenticates, the network must know what is physically connected. That is an 802.1X authenticator function performed by the access switch, paired with a NAC policy service — ISE on-premises, or a cloud-hosted service such as Mist Access Assurance. The authenticator itself is always on the wire, in gear the agency owns; the port-level enforcement cannot move off the switch. Where the NAC policy service is cloud-delivered it is a second gear-becomes-cloud-service crossover alongside the SASE PEP below, carrying FedRAMP-side evidence for its policy plane even though the IA-3 authenticator anchored here stays on-premises under the NIAP/STIG/FIPS gate.
SC-7 boundary protection at the branch (necessity under TIC 3.0). Under TIC 3.0, a branch running Direct Internet Access requires a distributed enforcement point providing protection commensurate with the agency’s risk tolerance — in practice the applicable security-capabilities catalog entries. That PEP is either an on-premises NGFW (Secure Firewall, PAN-OS NGFW, SRX) or a cloud-delivered SASE service — and which one it is determines which gate applies (next section).
Where Gear Becomes a Cloud Service — the FedRAMP ↔ NIAP Crossover
Two of the functions above have a cloud-delivered form. When the distributed PEP is an on-premises appliance, it passes the NIAP/STIG/FIPS/APL gate. When it is a cloud-delivered SASE service — Cisco Secure Access, Palo Alto Prisma Access — it passes the FedRAMP gate instead, and the boundary documentation treats it as an external service (interconnection agreement, Marketplace verification). The same control (SC-7) is closed by different equipment with different accreditation depending on where the enforcement point physically sits.
This crossover is the single most common source of federal boundary confusion, and stating it explicitly is the point of Theme F: name the enforcement point’s location, and the accreditation gate follows from it. An agency that mixes on-premises NGFW branches and cloud-SASE remote users will carry both kinds of evidence — NIAP validation reports for the appliances and FedRAMP Marketplace listings for the service — and its authorization package must not conflate them.
Interoperability Seams — Why Multi-Vendor Is the Normal Case
Federal networks are rarely single-vendor, and the enforcement substrate is designed around open seams rather than a single manufacturer’s fabric:
· 802.1X separates the authenticator (any vendor’s access switch) from the authentication server (RADIUS — ISE, Mist, or a third-party). A Cisco switch can authenticate against a policy service that also serves Juniper access points; the supplicant, authenticator, and server need not share a vendor.
· MACsec (SC-8, hop-by-hop) encrypts link-by-link at Layer 2 between compliant devices and is standardized (IEEE 802.1AE), so a mixed-vendor access layer can still encrypt every hop.
· RADIUS / TACACS+ carry policy and device-administration authentication across vendors, binding the whole substrate to the identity plane established earlier in the series.
The seams are why the series speaks of a substrate rather than a platform: the functions compose across manufacturers precisely because they rest on open protocols, not a proprietary controller.
Closure Necessity — The Edge Controls With No Alternate Path
Closure Necessity — SC-8 on a bare circuit. There is no configuration setting, scanner finding, or cloud authorization that encrypts a DIA circuit at the network layer. Only an IPsec/MACsec overlay terminated on FIPS 140-3 validated customer edge equipment does. Inherit nothing here — the control is closed by gear or it is open.
Closure Necessity — IA-3 at the port. You cannot inventory or authenticate what you cannot see at Layer 2. Device identity at the physical port is an 802.1X authenticator function on customer-owned access gear; the switchport enforcement cannot be relocated to the cloud, even when the NAC policy service that decides the outcome is cloud-hosted (Mist Access Assurance). This is the same necessity the Network Access Control book argues, viewed from the equipment that performs it.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
The table below is generated from the series compliance spine (federal-compliance-compliance-spine.yml) and regenerated by render_authorities_table.py; it is not hand-maintained. Each row names the closing mechanism as a function, the accreditation gate (all NIAP/STIG/FIPS/APL for this book’s customer-owned gear), the authority drivers, the evidence slot, and whether conformance tooling alone can attest it (uniformly No here — edge-gear evidence is assembled from NIAP/STIG/FIPS/APL sources, not a SCuBA-style tenant scan).
Authorities Closed Here — Network Enforcement Substrate (Cisco/Palo Alto/Juniper) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	SC-8 †
	Transmission Confidentiality and Integrity
	IPsec/MACsec overlay on customer-premises transport (function: network-layer encryption)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; EO 14028
	Network
	KSI-CNA
	No

	SC-8(1)
	Cryptographic Protection
	FIPS 140-3 validated cipher suite on the overlay
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5
	Network
	KSI-CNA
	No

	AC-19
	Access Control for Mobile Devices
	NAC posture gating at the access layer
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; OMB M-22-09
	Endpoint
	KSI-IAM
	No

	IA-3 †
	Device Identification and Authentication
	802.1X authenticator + NAC at the port (function: device identity at the edge)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; NIST SP 800-207; CISA ZTMM v2.0
	Network
	KSI-IAM
	No

	AC-17
	Remote Access
	Vendor ZTNA/remote-access gateway (function: per-session remote access)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; OMB M-22-09; CISA ZTMM v2.0
	Network
	KSI-CNA
	No

	AC-4
	Information Flow Enforcement
	Application-aware flow policy at the NGFW/SASE PEP
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; NIST SP 800-207; CISA TIC 3.0
	Network
	KSI-CNA
	No

	SC-7
	Boundary Protection
	NGFW boundary enforcement at the customer-owned edge (function: distributed policy enforcement point)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; CISA TIC 3.0; NIST SP 800-207
	Network
	KSI-CNA
	No

	SC-7(8)
	Route Traffic to Authenticated Proxy Servers
	Forced-proxy egress through the SASE/SWG enforcement point
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; CISA TIC 3.0
	Network
	KSI-CNA
	No

	SI-4
	System Monitoring
	Network detection/telemetry export from the enforcement substrate to the evidence contract
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No


FedRAMP 20x KSI Alignment
The edge substrate feeds two KSI themes. KSI-CNA (Cloud Native Architecture / network segmentation and boundary) draws its edge evidence from the boundary, overlay, and flow-enforcement controls above — the on-premises half of the same theme the cloud SASE service serves. KSI-IAM gains its device-identity evidence (IA-3) from the NAC substrate, complementing the user- and workload-identity evidence the identity books provide. KSI-MLA receives the SI-4 network telemetry export. In every case the KSI is attested from the gear’s own accreditation and telemetry, not from a tenant-configuration scan — which is why the Tool-attestable? column is uniformly No and the evidence routes through the unified compliance contract described in the coordination doctrine (Executive Summary).
Vendor Selection Status
Network-equipment manufacturer selections are pending agency procurement review. The three manufacturers mapped here (Cisco, Palo Alto Networks, Juniper Networks) reflect federal fielding prevalence and Protection-Profile coverage at time of writing; other NIAP-evaluated, DoDIN APL-listed manufacturers (e.g., Fortinet, Arista) satisfy the same mechanism classes. Final selection requires validation against the current NIAP Product Compliant List, the NIST CMVP validated-modules list, the applicable DISA STIG, and the DoDIN APL, plus agency-specific environment testing and procurement authority.
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Volume Purpose
Volume II applies the identity and transport substrate of Volume I to the data tier. The database layer carries the same credential vulnerabilities as the identity and network layers — stored passwords, NTLM fallback, manual rotation, no continuous evidence — and it is where most federal business systems keep their crown jewels. This volume closes that surface: it eliminates stored SQL credentials through Arc Managed Identity and token-based authentication, provides the operational runbooks to execute the migration, and resolves the network-physics constraints — the speed-of-light propagation floor and consistency-class alignment — that govern how far a database can be consolidated before physics, not procurement, decides.
The database is the first large estate where the series’ workload-identity progression is executed end to end. It is therefore both an application of the Volume I substrate and the first end-to-end test of whether the substrate holds under real production load.
Books in This Volume
Volume II — Data Platform
	Book
	Title
	Role

	Vol II Book 01
	SQL Server Authentication Modernization
	Arc Managed Identity replaces stored credentials; NTLM eliminated; Entra Conditional Access as the SQL perimeter

	Vol II Book 02
	SQL Server Implementation Guide
	The operational runbook — estate discovery, Arc deployment, login migration, NTLM remediation, continuous monitoring

	Vol II Book 03
	Database Consolidation & Network Physics
	Speed-of-light floor, consistency-class-to-transport alignment, SD-WAN traffic separation for replication


How This Volume Fits the Program
Volume II consumes the cryptographic identity of Vol I Book 03 (Certificates & Tokens) and the transport of Vol I Books 05–06, and it feeds two downstream volumes: its DR runbooks are the Section-5 recovery procedures and its geo-replicated replica architecture is the CP-6 alternate-storage content the Business Continuity book (Vol IV Book 01) assembles into a CP-2 plan, and its continuous SQL compliance record emits into the Multi-Cloud Evidence Fabric (Vol III Book 07) like every other source. It is the bridge between the substrate and the operational and governance volumes that follow.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
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Series Context — This document is Vol II Book 01 of the Federal Compliance series. Vol I Books 01–06 cover Landing Zone IPAM/DDI/PKI, Network Access Control, Certificates and Tokens, OPM HRIT and the Identity & Organizational SSOT, Network Modernization, and Telecommunications Modernization. This book addresses the authentication layer of SQL Server — the protocol, credential, and identity surface that persists after network controls are in place.
The Inherited Problem: What Kerberos Actually Does
Every federal SQL Server deployment inherits a credential architecture designed in 1999. Kerberos was built for a world with a single, reachable domain controller and a flat LAN. In that world it worked perfectly: a client obtained a ticket from the KDC, presented it to SQL Server, and SQL Server validated it against the domain — all within milliseconds on the same physical network.
That world ended.
Federal environments now span multiple cloud regions, SD-WAN fabrics, and government-community cloud tenants. The domain controller that issues Kerberos tickets is not co-located with the SQL Server, the client, or the cloud workload. The result is predictable: Kerberos fails, the stack falls back to NTLM, and the agency unknowingly operates with an authentication protocol that cannot be audited or monitored at the token level.
What Kerberos Requires
Kerberos requires three things to work:
1. A reachable KDC. The client must reach a domain controller to obtain a ticket. Across cloud regions, SD-WAN paths, or VPN tunnels, this often fails silently.
1. A correct SPN. SQL Server must have a correctly registered Service Principal Name (SPN) in Active Directory. Missing or duplicate SPNs force NTLM fallback.
1. Clock synchronization. Kerberos tickets expire at five minutes of clock skew. In hybrid cloud environments, NTP disciplining is not always consistent.
When any of these three conditions fail, Windows drops to NTLM. NTLM is a challenge-response protocol: it works without a KDC, without an SPN, and without clock sync. It also cannot be monitored, cannot emit token-level audit events, and cannot be gated by Conditional Access.
The NTLM Problem
NTLM is not merely a legacy protocol. It is an active compliance gap:
· Audit opacity. NTLM authentication does not produce token-level event records that SIEM systems can correlate. It produces a successful logon event with no cryptographic binding to a specific user device or location.
· Pass-the-hash. NTLM credentials can be captured in memory and replayed without knowing the password. Kerberos tickets are scoped to a service and time window; NTLM hashes are reusable indefinitely.
· No Conditional Access. NTLM bypasses Entra ID Conditional Access entirely. A machine compliance check, MFA requirement, or location policy cannot intercept an NTLM authentication.
· OMB M-22-09 (Zero Trust) and Microsoft’s NTLM deprecation. The federal Zero Trust mandate drives phishing-resistant authentication and the retirement of legacy challenge/response protocols like NTLM, and Microsoft is separately deprecating NTLM at the Windows platform level. (BOD 25-01 governs M365 SCuBA secure baselines and does not itself mandate NTLM elimination.) The transition from Kerberos/NTLM to Entra ID token-based authentication is the mechanism, not the goal. The goal is the elimination of NTLM.
The Estate: What Must Be Discovered
Before any migration can begin, the SQL Server estate must be fully inventoried. This is not a documentation exercise. The inventory drives every subsequent decision about which instances are retained, which are consolidated, and which are retired.
Discovery Dimensions
An effective SQL Server estate discovery captures four dimensions for every instance:
Version and end-of-life posture. SQL Server 2019 is supported through Extended Security Updates (ESU) via Azure Arc at no additional cost. SQL Server 2017 and earlier require immediate attention — ESU coverage ends on a fixed schedule, and out-of-support instances cannot receive security patches. SQL Server 2022 is the migration target for all retained instances.
Authentication methods in use. Every instance is audited for the authentication types in use: Windows Integrated (Kerberos or NTLM), SQL mixed-mode logins, and any service accounts that use stored credentials. The audit must capture both successful and failed authentication events (Event IDs 4624 and 4625) to identify NTLM fallback patterns.
Service Principal Name registration. SPNs are checked against the Active Directory record for each SQL Server service account. Missing or duplicate SPNs are the most common cause of silent NTLM fallback in environments where Kerberos is expected. The SPN trail also reveals which service accounts are registered under which context — machine accounts vs. user accounts — which determines the migration approach.
Dependency mapping. Linked servers, application connection strings, ODBC data sources, SSIS packages, and SSRS data connections all carry authentication assumptions. These must be inventoried before any login is disabled. A login that appears unused may be the authentication identity for a report that runs monthly.
The Consolidation Gate
The inventory drives a consolidation gate before any technical migration begins. Every instance is assessed against three lenses:
Utilization and zombie detection. Instances with no connections in 90 days, low sustained CPU, or no identifiable owning application are zombie candidates. Zombie instances are decommissioned — they cannot be migrated to a posture that doesn’t exist.
Version and supportability. Instances below SQL Server 2019 that cannot be upgraded in-place are candidates for migration to Azure SQL Managed Instance or PostgreSQL, depending on workload characteristics.
Dependency analysis. Instances with cross-instance linked servers require a migration sequence that respects dependency order. An instance that is a linked-server target for three other instances cannot be migrated until the other three are migrated first.
Instances that survive the consolidation gate proceed to authentication modernization. Instances that do not survive are documented and decommissioned per change management policy.
Arc as the Identity Bridge
Azure Arc resolves the SQL Server authentication problem in the most direct way possible: it replaces the domain credential entirely.
What Arc Provides
An Azure Arc agent installed on a Windows Server gives that server a system-assigned Managed Identity — a cloud-native identity backed by a certificate in the local store. The certificate is automatically rotated every 90 days. No human ever sees the certificate or its private key. No password is stored in a vault, a connection string, or a service account profile.
The Managed Identity is registered in Entra ID as a service principal. SQL Server 2022 with the Entra authentication extension can use this identity to authenticate database connections from Entra-registered identities — users, groups, and other managed identities — without requiring any Active Directory credential.
Layer 1: SQL Engine Authentication
The first authentication layer is SQL Engine authentication. This is what most SQL Server migration programs target: replacing Windows Integrated Authentication and SQL logins with Entra ID authentication at the database connection level.
Requirements: SQL Server 2022 (or SQL Server 2019 with the Entra extension), Azure Arc agent installed on the host, domain-joined Windows Server 2019 or later. The host does not need to be domain-unjoined for Layer 1.
What changes: Database logins are migrated from Windows logins (authenticated via Kerberos/NTLM) and SQL logins (authenticated via stored password) to Entra logins (authenticated via token). Applications authenticate using DefaultAzureCredential, ManagedIdentityCredential, or an equivalent token provider in the Azure Identity SDK. Connection strings change from Integrated Security=SSPI to Authentication=Active Directory Default.
What stays the same: The host remains domain-joined. Group Policy still applies. SQL Server configuration is unchanged except for the authentication extension. The transition is transparent to the SQL Engine itself.
Layer 2: OS-Level Entra Login
The second authentication layer is operating system login. This is a more significant transition: the Windows Server host is domain-unjoined and configured for Entra-native OS authentication.
Requirements: Windows Server 2025 (the first version with stable Entra ID OS login), domain unjoin, Entra ID Joined enrollment (Entra Join, not Hybrid Join). This is a distinct migration program from Layer 1 and is typically sequenced after all SQL Engine authentication is migrated.
What changes: OS logins move from AD user accounts to Entra accounts. RDP and local console access is authenticated against Entra. Group Policy is replaced by Intune or equivalent MDM. The server no longer requires connectivity to an on-premises domain controller.
Most federal SQL Server migration programs implement Layer 1 across the estate and Layer 2 on new deployments and greenfield systems. Legacy hosts that require domain join for other reasons (RADIUS, print services, legacy application hooks) may remain hybrid-joined for an extended transition period while Layer 1 is fully deployed.
Why Arc, and Not the Alternatives
Four alternatives to Arc Managed Identity are commonly proposed. Each has a disqualifying limitation:
Group Managed Service Accounts (gMSA). gMSAs automate password rotation for service accounts. They do not eliminate the dependency on Active Directory — they are an AD construct. Migrating to gMSA re-anchors the service account to the same AD being retired.
Vault-managed Service Principals. A credential vault (Azure Key Vault, HashiCorp Vault) manages a service principal secret and rotates it on a schedule. This approach still stores a bootstrap credential: the vault client needs a credential to authenticate to the vault. The bootstrap credential is the problem, not the secret being managed.
Certificate-Based Authentication. CBA is an improvement over passwords — certificates can be scoped and time-limited. But certificate distribution, trust chain management, and revocation infrastructure are operational burdens at scale. CBA is a reasonable interim posture, not a target architecture.
Arc Managed Identity. The sole credential-free, cloud-native option. No stored secret, no rotation burden, no AD dependency. The certificate is managed by the Arc agent and is not accessible to any user or process outside the agent context.
NTLM Elimination
NTLM elimination is a three-phase program. Each phase has measurable exit criteria. Phases do not overlap — Phase B does not begin until Phase A is complete across the in-scope estate.
Phase A — Discovery
Phase A maps every NTLM source in the SQL Server estate. The output is a structured list of NTLM-generating patterns, each classified by root cause.
Event log analysis. Windows Security log Event IDs 4624 (successful logon) and 4625 (failed logon) are analyzed for authentication type. NTLM logon events have LogonType = 3 and AuthenticationPackage = NTLM. A 30-day event collection baseline is sufficient for most estates.
SPN audit. setspn -L <serviceaccount> and setspn -Q MSSQLSvc/* are run against the domain to identify missing, duplicate, and incorrectly formatted SPNs. Missing SPNs are the most common source of NTLM fallback in environments where Kerberos is expected.
Four NTLM-generating patterns. Phase A classifies every NTLM source into one of four patterns:
1. Missing or incorrect SPN. The SQL Server service account has no SPN, or the SPN is registered in the wrong format (hostname vs. FQDN, wrong port). Fix: setspn -S MSSQLSvc/<host>:<port> <serviceaccount>.
1. Cross-site connection. A client in a branch office or cloud region attempts Kerberos but the nearest KDC is unreachable. The fallback to NTLM is silent. Fix: Cloud Kerberos Trust or Entra-native authentication.
1. Linked-server passthrough. A linked server passes credentials from the calling context to the remote SQL Server. If the calling context uses NTLM, the linked server passes NTLM. Fix: Migrate the linked server to use a Managed Identity or dedicated service principal.
1. Non-domain-joined application host. An application server that is not domain-joined cannot perform Kerberos authentication. It uses NTLM or SQL logins. Fix: Domain join, Arc enrollment, or migration to Entra-native application authentication.
Phase B — Remediation
Phase B addresses every NTLM source identified in Phase A. The remediation sequence for the most common pattern — missing SPN — is representative:
1. Register the correct SPN: setspn -S MSSQLSvc/<hostname>.<domain>:<port> <serviceaccount>
1. Register the short-name variant: setspn -S MSSQLSvc/<hostname>:<port> <serviceaccount>
1. Restart the SQL Server service to pick up the new SPN
1. Verify with klist that subsequent connections use Kerberos
For cross-site NTLM, Phase B deploys Cloud Kerberos Trust — an Azure AD Kerberos server that issues partial Kerberos tickets satisfied by Entra ID. This allows Kerberos authentication across network boundaries without requiring a reachable on-premises KDC.
For linked servers, Phase B migrates the authentication from passthrough credentials to a dedicated Managed Identity or service principal with the minimum required permissions.
NTLMv1 block. At the end of Phase B, NTLMv1 is blocked at the domain level via Group Policy (Network security: LAN Manager authentication level = Send NTLMv2 response only/refuse LM and NTLM). NTLMv1 has no legitimate use case in a federal environment; its removal follows Microsoft/DISA STIG hardening guidance and OMB M-22-09 zero-trust doctrine.
Phase C — Domain-Wide Block
Phase C applies the final Group Policy that refuses all NTLM authentication at the domain level. This is a blocking change — any authentication that still relies on NTLM after Phase C will fail.
Phase C is executed only after Phase B is verified complete. The verification is a 30-day observation period with zero NTLM authentication events in the Security log. If NTLM events appear during the observation period, the source is investigated and remediated before the observation window restarts.
Phase C completion is the evidence baseline for the AU-2/AU-12 controls in the FedRAMP 20x continuous monitoring record.
The Login Migration
SQL Server logins are the database-level identity records. Migrating logins is the core technical action of the SQL Server modernization program. Every instance that survives the consolidation gate undergoes a login migration.
Login Types and Migration Targets
SQL Server supports three login types:
Windows logins. Authenticated via Kerberos or NTLM. These are the logins being replaced. Each Windows login is matched to an Entra identity (user, group, or service principal) and a corresponding Entra login is created alongside it.
SQL logins. Authenticated via stored password hash. SQL logins are a compliance risk regardless of NTLM — they store a credential in the SQL Server instance that is not rotated by any external system. SQL logins are migrated to Entra logins or, for service account contexts, to Managed Identity connections.
Entra logins. Created with CREATE LOGIN [<entra-identity>] FROM EXTERNAL PROVIDER. Authenticated via Entra ID token. These are the migration target.
The Four-Phase Parallel Run
Login migration must be executed as a parallel run — not a cutover. The legacy login remains active while the Entra login is created and validated. Only after validation is the legacy login disabled, and only after a 30-day observation period is it dropped.
Phase 1 — Create. CREATE LOGIN [user@agency.gov] FROM EXTERNAL PROVIDER — or for a group: CREATE LOGIN [GroupName] FROM EXTERNAL PROVIDER with the Entra Object ID.
Phase 2 — Validate. The Entra login is tested with real credentials against every connection path: direct connection, application connection string, ODBC data source, linked server. Authentication scheme is confirmed as Entra (not Windows Integrated, not SQL). Database role membership is verified.
Phase 3 — Disable. ALTER LOGIN [domain\user] DISABLE. The legacy login still exists but cannot be used. This is the critical safety step: if an application was using the legacy login and was missed in the dependency audit, it will fail at this point — but the legacy login can be re-enabled immediately without any data loss or service disruption.
Phase 4 — Drop. After a 30-day observation period with no authentication failures traceable to the disabled login, DROP LOGIN [domain\user] is executed. The login is gone.
Never drop a login until the 30-day observation period is complete. The observation period is not optional. Applications discover their dependencies against production traffic, not documentation. A login that appears unused in the inventory may be the authentication identity for a monthly process.
The sa Account
The sa (system administrator) account requires special handling. It is a SQL login — a stored password — and it exists in every SQL Server instance regardless of whether it was ever used. Left enabled, it is a standing attack surface.
The sa account cannot be dropped. It must be disabled and renamed:
ALTER LOGIN sa DISABLE;
ALTER LOGIN sa WITH NAME = [disabled_sa_<instancename>];
Disabling sa is a CM-8 inventory action and should be documented in the instance’s change record. The renamed, disabled account remains in the login list as evidence that the action was taken.
Access Control and the Entra Perimeter
Entra ID Conditional Access, when applied to SQL Server connections, creates an authentication perimeter that cannot be expressed in SQL Server itself. SQL Server can grant or deny based on login existence and database role. It cannot enforce MFA, device compliance, or location policy. Entra ID can.
Entra Dynamic Groups as SQL Authorization Source
SQL Server authorization at the database level maps to Entra group membership via Entra database principals (CREATE USER [<group>] FROM EXTERNAL PROVIDER). The group membership is the authorization record — a user in the Entra group has the database role assigned to that group’s database principal.
Dynamic groups in Entra ID assign membership based on HR-derived attributes: department, job code, work location, management chain. Dynamic group membership is continuously reconciled by Entra ID — when an employee’s department changes in the HR system, their group membership changes automatically, and their SQL Server access changes with it. No manual SQL Server access provisioning is required.
This is the identity lifecycle enforcement mechanism: access is derived from employment status and role, not from a ticket submitted to a DBA.
Conditional Access Policies for SQL
Entra ID Conditional Access policies are applied to the Entra authentication flow that SQL clients use. Policies can enforce:
· MFA for privileged logins. DBA logins (members of sysadmin, securityadmin, or custom privileged groups) require MFA at every authentication.
· Device compliance. Connections from devices not enrolled in the MDM system are blocked. This eliminates authentication from unmanaged endpoints.
· Location restrictions. Authentication from outside defined trusted IP ranges requires MFA step-up or is blocked entirely. This addresses contractor and vendor access from personal systems.
· Session time limits. Access tokens for SQL connections have a configurable lifetime. Privileged sessions are time-limited and require re-authentication after expiry.
Conditional Access policies are configured at the Entra tenant level and apply to all SQL connections authenticated via Entra — there is no per-instance configuration required in SQL Server.
The Application Chain
Every application that connects to SQL Server carries an authentication assumption. Connection strings, ODBC data sources, service accounts, and application configuration files all encode the authentication method. These must all be updated as part of the login migration program.
Application Authentication Classes
Applications that connect to SQL Server are classified into four categories based on their ability to use modern authentication:
Class 3 — OIDC/Token (Preferred). The application uses the Azure Identity SDK and DefaultAzureCredential or a ManagedIdentityCredential. The connection string specifies Authentication=Active Directory Default. No stored credential. Entra ID is the primary IdP. This is the target class for all new development and the migration goal for existing applications that can be modified.
Class 2 — SAML Federation (Acceptable). The application uses SAML authentication federated through Entra ID. Entra ID is the IdP; the application remains SAML-aware. The SQL connection is made under a federated identity rather than a directly-issued token. This is acceptable for applications that cannot be modified to use the Azure Identity SDK but are otherwise functional.
Class 1 — Application Proxy (Constrained). The application cannot have its authentication modified. An Azure AD Application Proxy or equivalent reverse proxy provides an Entra-authenticated front-end while the application continues to use its internal authentication mechanism to connect to SQL Server. This is a constrained posture — the SQL connection may still use a service account credential — but the user-facing authentication is modernized.
Class 4 — Domain Services (Last Resort). The application requires AD for authentication and cannot use any of the above approaches. Azure AD Domain Services preserves the AD dependency in a managed form. This is the last resort — it preserves the AD dependency that the program is trying to eliminate. No new applications should be assigned Class 4.
Connection String Transformation
The most common transformation in the application chain is connection string modification from Windows Integrated Authentication to Entra Default authentication:
Before:
Server=sql01.agency.gov;Database=ApplicationDB;Integrated Security=SSPI;
After:
Server=sql01.agency.gov;Database=ApplicationDB;Authentication=Active Directory Default;
The Authentication=Active Directory Default directive instructs the SQL client library to acquire an access token from the available managed identity, environment credential, or interactive login — whichever is available in the execution context — and present it to SQL Server as the authentication credential.
For applications running as Azure resources (App Service, Azure Functions, Container Apps), the available credential is the application’s Managed Identity. For applications running on Arc-enrolled servers, the available credential is the server’s Managed Identity. No stored credential is required.
Linked Server Migration
Linked servers that pass authentication credentials from the calling context are a significant risk. The EXECUTE AS or SELF security context options used in linked server definitions determine whether the calling credential is passed through. In a post-migration posture:
· Linked servers should authenticate using a dedicated service principal or Managed Identity with minimum necessary permissions.
· The SELF passthrough option should be disabled in most cases — it passes whatever credential the calling query used, which may be an NTLM credential.
· Linked servers to non-SQL systems (Oracle, PostgreSQL, OData) are audited for credential storage in the linked server definition.
The Transformed Posture
After a complete migration, the SQL Server authentication posture looks fundamentally different from the inherited state:
	Authentication Surface
	Before
	After

	User database connections
	Windows Integrated (Kerberos/NTLM)
	Entra token via Azure Identity SDK

	Service account connections
	SQL login or Windows service account
	Managed Identity (credential-free)

	DBA logins
	Windows admin accounts
	Entra privileged accounts + MFA

	sa account
	Enabled (often with default password)
	Disabled and renamed

	Application connections
	Integrated Security=SSPI
	Authentication=Active Directory Default

	Linked servers
	Passthrough or stored credential
	Service principal or Managed Identity

	Group authorization
	AD security groups
	Entra dynamic groups (HR-derived)

	MFA enforcement
	None
	Conditional Access on all privileged logins

	Access lifecycle
	Manual DBA provisioning
	HR attribute-driven dynamic group

	NTLM exposure
	Ubiquitous, silent
	Zero NTLM (domain-wide block)


Certificate Authority and PKI Dependencies
SQL Server uses TLS for transport encryption. The TLS certificate chain anchors to a certificate authority. In federal environments this is typically an internal PKI (usually ADCS) or a FedRAMP-authorized certificate service.
When Active Directory is retired or domain-unjoined servers are migrated to Entra, the ADCS infrastructure that issued server certificates must be addressed:
Certificate renewal. Domain-joined ADCS certificate auto-enrollment stops working when the host is domain-unjoined. A replacement enrollment mechanism — DigiCert, GlobalSign, or equivalent FedRAMP-authorized CA, or Azure Private CA — must be in place before the domain is unjoined.
SQL Server TLS configuration. SQL Server reads its TLS certificate from the local certificate store. The migration from ADCS-issued certificates to a new CA requires updating the SQL Server Configuration Manager to reference the new certificate and restarting the SQL Server service.
Certificate pinning. Some connection strings or ODBC configurations pin to a specific certificate thumbprint. These must be identified in the dependency inventory and updated before the certificate is replaced.
The PKI surface is addressed in Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) of this series. The certificate authority decisions made in Vol I Book 01 apply directly to the SQL Server certificate migration described here.
Database Platform Decisions
The SQL Server modernization program creates a rationalization gate at which the platform decision for each workload is revisited. SQL Server 2022 with Arc Managed Identity is the primary target, but two alternative platforms are worth evaluating:
PostgreSQL for New Workloads
PostgreSQL on Azure Database for PostgreSQL — Flexible Server supports Entra authentication natively. For new database workloads with no existing PL/SQL or T-SQL corpus, PostgreSQL avoids the SQL Server licensing cost and provides equivalent Entra authentication posture.
For existing workloads, schema migration from SQL Server to PostgreSQL requires the SQL Server Migration Assistant (SSMA) for PostgreSQL and significant testing effort. This is appropriate when the licensing cost savings justify the migration investment — typically when the SQL Server instance is a new deployment or a simple schema with minimal stored procedures.
Azure SQL Managed Instance
Azure SQL Managed Instance is a fully managed SQL Server deployment in Azure that supports Entra authentication and provides a path to a cloud-native posture without infrastructure management. It is appropriate when the workload can move off on-premises infrastructure entirely and the agency’s cloud strategy supports Azure-native hosting.
The authentication migration described in this document applies to Azure SQL Managed Instance identically — Entra logins, Managed Identity connections, and Conditional Access policies work the same way.
Federal Compliance Alignment
NIST SP 800-53 Rev 5 Control Closure
Closure Necessity — IA-2 on multipath transport. Kerberos binds authentication to a session and a location: the client must reach a KDC, the SPN must resolve unambiguously to one service instance, and the ticket assumes a stable path between client, KDC, and server. On an SD-WAN fabric that steers each flow per-application across multiple paths — and across cloud boundaries where no domain controller is reachable — those assumptions fail, and the stack falls back silently to NTLM, which emits no token-level audit event and admits no Conditional Access gate. The only authentication mechanism that survives application-aware, multipath transport is a cryptographically validated token presented at the endpoint, independent of the path the packets took — the doctrine established in Vol I Book 03, which this book applies to SQL Server. There is no SPN repair, KDC placement, or clock discipline that makes session-bound authentication path-independent.
	Control
	Control Name
	Closed By
	How

	IA-2
	Identification and Authentication — Organizational Users
	Entra login migration
	Token-based authentication replaces Windows Integrated and SQL auth

	IA-3
	Device Identification and Authentication
	Arc Managed Identity
	Server identity is cryptographically bound to Arc enrollment

	IA-5
	Authenticator Management
	Credential elimination
	Managed Identity eliminates stored credentials; sa disabled

	IA-5(1)
	Password-Based Authentication
	SQL login elimination
	SQL logins (stored password hashes) removed from all instances

	AC-2
	Account Management
	Entra dynamic group lifecycle
	Access lifecycle driven by HR attributes, not manual DBA requests

	AC-3
	Access Enforcement
	Database role + Entra group
	Authorization enforced at Entra group membership level

	AC-17
	Remote Access
	Conditional Access
	Remote SQL access gated by device compliance and location policy

	AU-2
	Event Logging
	NTLM elimination
	NTLM eliminated; all authentication produces auditable token events

	AU-12
	Audit Record Generation
	Entra token audit trail
	Entra sign-in logs provide token-level audit for every connection

	CA-7
	Continuous Monitoring
	CCM compliance record
	Continuous monitoring baseline established per FedRAMP 20x requirements

	CM-2
	Baseline Configuration
	Login inventory documentation
	Login migration produces a documented baseline of all database identities

	CM-8
	System Component Inventory
	Estate discovery output
	All SQL instances, versions, and logins inventoried and documented

	SC-8
	Transmission Confidentiality and Integrity
	TLS + Arc cert
	SQL Server TLS with Arc-managed certificate for all connections

	SI-4
	System Monitoring
	Zero NTLM monitoring
	Post-Phase C monitoring for any NTLM recurrence


FedRAMP 20x Key Security Indicators
FedRAMP 20x replaces annual assessment with continuous machine-readable evidence. The SQL Server migration program produces the following KSI evidence artifacts:
· Authentication posture report. Machine-readable export of all database logins, their types, and their last authentication event. Updated daily from SQL Server audit logs.
· NTLM event count. Zero-count assertion for NTLM authentication events in the Windows Security log, validated against the Group Policy configuration.
· Managed Identity coverage. Percentage of service account connections using Managed Identity vs. stored credential. Target: 100%.
· Conditional Access compliance. Percentage of Entra-authenticated SQL connections from compliant devices. Non-compliant connection attempts are blocked and logged.
· sa account status. Disabled and renamed on all instances. Continuous check via SQL audit.
These artifacts provide KSI evidence (KSI-IAM for identity and authentication, KSI-MLA for monitoring and logging) toward the IA-2, IA-5, AU-2, AU-12, CA-7, and CM-8 control obligations under FedRAMP 20x.
Summary
The SQL Server authentication modernization program addresses the credential surface that persists after network controls are in place. Kerberos and NTLM authentication, SQL logins, and stored service account credentials are replaced with Arc Managed Identity, Entra token-based authentication, and dynamic group authorization. The transformation eliminates NTLM, removes all stored credentials from SQL Server, and creates a machine-readable compliance baseline aligned with FedRAMP 20x requirements.
The program is structured as four sequential workstreams: estate discovery and consolidation gate, Arc enrollment and Layer 1 authentication migration, NTLM elimination, and application chain migration. Each workstream has measurable exit criteria. The migration does not require taking systems offline — parallel run patterns ensure continuity throughout.
The certificate authority and PKI decisions from Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) provide the transport encryption foundation. The network segmentation and SD-WAN traffic class controls from Vol I Books 05–06 (Network Modernization and Federal Telecommunications Modernization) provide the network-layer isolation. This book provides the identity and credential foundation. Together they constitute the application-aware networking posture required for FedRAMP 20x authorization.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol II Book 02 of the Federal Compliance series and the implementation companion to Vol II Book 01 (SQL Server Authentication Modernization). Vol II Book 01 covers the conceptual framework; this document provides the operational runbooks, command references, and configuration templates for execution.
How to Use This Guide
This guide is organized as ten sequential books. Each book has a defined scope, prerequisites, and measurable completion criteria. Books must be run in order — later books depend on state established by earlier ones.
The consolidation gate at Book 02 is a real gate, not a formality. Instances that do not meet the retain criteria are decommissioned before migration resources are spent on them. An instance that is retired is not migrated — it is turned off, its databases are archived or transferred, and it is removed from the estate inventory.
Safety model. Every destructive action in this guide is preceded by a documented undo path. ALTER LOGIN DISABLE can be reversed with ALTER LOGIN ENABLE. SPNs can be removed with setspn -D. Arc enrollment can be unenrolled. Every action up to that point is reversible; the first irreversible action is DROP LOGIN in Book 05 — and that action is explicitly gated behind a 30-day observation period.
Test environment requirement. Books 03–06 should be validated in a test environment before execution against production instances. The test environment must be Arc-enrolled and running SQL Server 2022 to produce meaningful validation results. Testing against SQL Server 2019 with the Entra extension is acceptable for Book 03 (audit only); Book 04’s Entra-enablement and Book 05 (login migration) require 2022.

Book 01 — Prerequisites and Toolchain
Prerequisites Checklist
Before beginning any migration work, verify the following conditions are met on every instance in scope:
Licensing and support posture:
· SQL Server version identified (2019, 2022, or earlier)
· All pre-2019 instances have a documented upgrade or migration plan
· SQL Server 2019 instances have ESU coverage confirmed via Arc enrollment (free via Arc)
· SQL Server 2022 is the target version for all retained instances
Azure connectivity:
· Outbound HTTPS (port 443) to management.azure.com, login.microsoftonline.com, *.his.arc.azure.com confirmed from each server
· Azure subscription available in the agency tenant with Arc-enabled servers resource group
· Service principal or Managed Identity with Azure Connected Machine Onboarding role for Arc enrollment
Active Directory baseline:
· Domain joined status confirmed for all in-scope instances
· Service account identified for each SQL Server service (not NETWORK SERVICE or LOCAL SYSTEM)
· SQL Server Configuration Manager accessible on each instance
Toolchain setup:
· Azure CLI (az) installed on the management workstation, version 2.50 or later
· SQL Server Management Studio (SSMS) 19 or later, or Azure Data Studio with SQL extension
· sqlcmd utility available on the management workstation
· setspn.exe available (included in Windows Server RSAT tools)
Service Account Baseline
Every SQL Server service must run under a dedicated, named service account — not NETWORK SERVICE, LOCAL SYSTEM, or a shared service account. This baseline is required before SPN registration and before Arc enrollment.
Identify the current service account for each SQL Server instance:
Get-WmiObject Win32_Service -Filter "Name LIKE 'MSSQL%'" |
    Select-Object Name, StartName, State |
    Export-Csv "$env:USERPROFILE\Desktop\sql-service-accounts-$(Get-Date -Format yyyyMMdd).csv"
For any instance running under NETWORK SERVICE or LOCAL SYSTEM, create a dedicated domain service account and update the SQL Server service account via SQL Server Configuration Manager before proceeding.

Book 02 — Estate Discovery and Consolidation Gate
SQL Instance Scan
Run the following against the domain to identify all SQL Server instances registered in Active Directory:
# Discover all SQL instances via SPN registration
$domain = (Get-ADDomain).DistinguishedName
$spns = Get-ADObject -Filter { objectClass -eq "computer" } `
    -Properties servicePrincipalName |
    Where-Object { $_.servicePrincipalName -like "MSSQLSvc/*" } |
    Select-Object Name, @{N="SPNs";E={$_.servicePrincipalName -join "; "}}

$spns | Export-Csv "$env:USERPROFILE\Desktop\sql-spn-inventory-$(Get-Date -Format yyyyMMdd).csv" -NoTypeInformation
Cross-reference SPN results against Azure Migrate discovery output if available. Instances registered in SPN but not responding to connection attempts are candidates for the zombie classification.
Authentication Type Audit
For each discovered instance, run the authentication audit to identify NTLM sources:
-- Run on each instance to identify authentication types in use
-- Requires VIEW SERVER STATE permission
SELECT
    login_name,
    auth_scheme,
    host_name,
    program_name,
    COUNT(*) AS connection_count,
    MAX(connect_time) AS last_connection
FROM sys.dm_exec_sessions
WHERE is_user_process = 1
GROUP BY login_name, auth_scheme, host_name, program_name
ORDER BY auth_scheme, connection_count DESC;
Authentication scheme values: KERBEROS, NTLM, SQL, CERTIFICATE. Instances with NTLM connections are flagged for Phase B remediation. Instances with SQL connections are flagged for login migration.
Utilization Assessment
Identify zombie instances using connection history and SQL Agent job history:
-- Check for connections in the past 90 days (requires audit enabled)
-- If Ring Buffer is available:
SELECT
    record.value('(./Record/ConnectivityTraceRecord/LoginName)[1]', 'NVARCHAR(128)') AS login_name,
    record.value('(./Record/ConnectivityTraceRecord/ProtocolType)[1]', 'NVARCHAR(128)') AS protocol,
    DATEADD(ms, rb.timestamp - si.ms_ticks, GETDATE) AS event_time
FROM sys.dm_os_ring_buffers AS rb
CROSS JOIN sys.dm_os_sys_info AS si
CROSS APPLY (SELECT CAST(rb.record AS XML) AS record) AS xRecord(record)
WHERE rb.ring_buffer_type = N'RING_BUFFER_CONNECTIVITY'
AND record.value('(./Record/ConnectivityTraceRecord/RecordType)[1]', 'VARCHAR(50)') = 'LoginTimers'
ORDER BY event_time DESC;
Consolidation Gate Decision
For each instance, assign one of three dispositions:
RETAIN: Instance has active workloads, is on a supportable version path, and will be migrated through Books 03–10.
CONSOLIDATE: Instance’s databases will be migrated to another instance (lateral consolidation) or to a cloud platform (Azure SQL Managed Instance, PostgreSQL). Books 03–10 are applied to the target instance; the source is decommissioned after migration.
RETIRE: Instance has no active workloads, no live databases, and no pending dependencies. Decommissioned immediately. Databases archived per records management policy.
Document the disposition decision, authorizing manager, and expected completion date for each instance before proceeding to Book 03.

Book 03 — Authentication Audit
The authentication audit produces the pre-migration baseline: every login, its type, its last use, and its associated permissions. This baseline is the reference document for the login migration in Book 05.
Login Inventory
-- Complete login inventory for all instance-level principals
SELECT
    p.name AS login_name,
    p.type_desc AS login_type,
    p.is_disabled,
    p.create_date,
    p.modify_date,
    l.password_hash IS NOT NULL AS has_password_hash,
    l.is_policy_checked,
    l.is_expiration_checked,
    ISNULL(sp.permission_name, '') AS server_permission
FROM sys.server_principals p
LEFT JOIN sys.sql_logins l ON p.principal_id = l.principal_id
LEFT JOIN sys.server_permissions sp ON p.principal_id = sp.grantee_principal_id
WHERE p.type IN ('S', 'U', 'G')  -- SQL, Windows User, Windows Group
ORDER BY p.type_desc, p.name;
Database User Inventory
-- For each database: all database users and their mappings
EXEC sp_MSforeachdb '
USE [?];
SELECT
    DB_NAME AS database_name,
    dp.name AS user_name,
    dp.type_desc AS user_type,
    sp.name AS mapped_login,
    dr.name AS database_role
FROM sys.database_principals dp
LEFT JOIN sys.server_principals sp ON dp.sid = sp.sid
LEFT JOIN sys.database_role_members rm ON dp.principal_id = rm.member_principal_id
LEFT JOIN sys.database_principals dr ON rm.role_principal_id = dr.principal_id
WHERE dp.type IN (''S'', ''U'', ''G'')
AND dp.name NOT IN (''guest'', ''INFORMATION_SCHEMA'', ''sys'', ''dbo'')
ORDER BY dp.type_desc, dp.name;
'
NTLM Source Identification
Enable SQL Server Audit to capture authentication events, or use the Windows Security log:
# Export NTLM events from Windows Security log (last 30 days)
$startDate = (Get-Date).AddDays(-30)
$events = Get-WinEvent -FilterHashtable @{
    LogName   = 'Security'
    Id        = 4624, 4625
    StartTime = $startDate
} | Where-Object {
    $_.Properties[10].Value -eq 'NTLM'  # AuthenticationPackageName (index 10 in event 4624; index 8 is LogonType)
}

$events | Select-Object TimeCreated,
    @{N="User";E={$_.Properties[5].Value}},
    @{N="Workstation";E={$_.Properties[11].Value}},
    @{N="LogonType";E={$_.Properties[8].Value}} |
Export-Csv "$env:USERPROFILE\Desktop\ntlm-events-$(Get-Date -Format yyyyMMdd).csv" -NoTypeInformation
Five Closure Conditions
The authentication audit is complete when all five closure conditions are documented:
1. Login inventory complete. All instance-level logins enumerated, typed, and exported.
1. Database user mapping complete. All database users mapped to logins and roles.
1. NTLM sources classified. All NTLM authentication events classified by root cause (missing SPN, cross-site, linked server, non-domain host).
1. Dependency map complete. All applications, ODBC sources, linked servers, and scheduled jobs that authenticate to this instance are identified.
1. Migration plan approved. The login migration plan (which Entra identity replaces each legacy login) is documented and approved by the data owner.

Book 04 — Arc Deployment and Managed Identity
Arc Agent Installation
Arc enrollment is performed per-server, not per-instance. A Windows Server with multiple SQL Server instances requires only one Arc agent.
Generate the Arc installation script from the Azure portal:
1. Navigate to Azure Arc > Servers > Add
1. Select Add a single server
1. Select Windows as the OS
1. Configure the subscription, resource group, and region
1. Download the generated installation script (PowerShell)
Run the installation script on each server (requires administrator privileges):
# Run the Azure-generated script — example structure:
# $env:SUBSCRIPTION_ID = "<subscription-id>"
# $env:RESOURCE_GROUP  = "<resource-group>"
# $env:TENANT_ID       = "<tenant-id>"
# $env:LOCATION        = "usgovvirginia"

# Invoke-WebRequest -Uri "https://aka.ms/azcmagent-windows" -OutFile "$env:TEMP\install_windows_azcmagent.ps1"
# & "$env:TEMP\install_windows_azcmagent.ps1"
# azcmagent connect --subscription-id $env:SUBSCRIPTION_ID `
#                   --resource-group $env:RESOURCE_GROUP `
#                   --tenant-id $env:TENANT_ID `
#                   --location $env:LOCATION
Verify Arc Enrollment
# Verify Arc agent status
azcmagent show

# Expected output includes:
# Status: Connected
# Resource name: <servername>
# Resource group: <resourcegroup>
# Tenant ID: <tenantid>
SQL Server Arc Extension
After Arc enrollment, install the SQL Server Arc extension to enable Entra authentication:
# Via Azure CLI (run from management workstation)
az connectedmachine extension create `
    --name "WindowsAgent.SqlServer" `
    --publisher "Microsoft.AzureData" `
    --type "WindowsAgent.SqlServer" `
    --machine-name "<servername>" `
    --resource-group "<resourcegroup>" `
    --location "usgovvirginia" `
    --settings '{"SqlManagement":{"IsEnabled":true}}'
Validate Managed Identity Token
After extension installation, validate that the server can acquire a Managed Identity token:
# Test Managed Identity token acquisition (run on the Arc-enrolled server)
$response = Invoke-RestMethod `
    -Uri "http://localhost:40342/metadata/identity/oauth2/token?api-version=2020-06-01&resource=https://management.azure.com/" `
    -Headers @{ Metadata = "true" } `
    -Method GET

if ($response.access_token) {
    Write-Host "Managed Identity token acquired successfully"
    Write-Host "Token type: $($response.token_type)"
    Write-Host "Expires in: $($response.expires_in) seconds"
} else {
    Write-Error "Failed to acquire Managed Identity token"
}
Enable Entra Authentication on SQL Server
-- Enable Entra authentication on the SQL instance
-- Requires sysadmin role; specify the Arc server's Managed Identity display name
USE master;
GO

-- For SQL Server 2022:
ALTER SERVER CONFIGURATION
    SET EXTERNAL AUTHENTICATION PROVIDER ENABLED = 1;
GO

-- Create the Azure AD admin account (first Entra login must be an admin)
-- Replace with the agency's Entra ID group for SQL DBAs
CREATE LOGIN [SQLDBAs@agency.gov] FROM EXTERNAL PROVIDER;
ALTER SERVER ROLE sysadmin ADD MEMBER [SQLDBAs@agency.gov];
GO

Book 05 — Login Migration and Parallel Run
This book is the core migration action. Every legacy login on every retained instance is migrated to an Entra login using the four-phase parallel run pattern.
Migration Sequence per Login
Phase 1 — Create Entra login:
-- For a user login:
CREATE LOGIN [firstname.lastname@agency.gov] FROM EXTERNAL PROVIDER;

-- For a group login (use Object ID for nested groups):
CREATE LOGIN [SQL-ApplicationName-ReadOnly] FROM EXTERNAL PROVIDER
    WITH OBJECT_ID = 'xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx';

-- Grant database access:
USE [ApplicationDatabase];
CREATE USER [firstname.lastname@agency.gov] FOR LOGIN [firstname.lastname@agency.gov];
ALTER ROLE db_datareader ADD MEMBER [firstname.lastname@agency.gov];
Phase 2 — Validate:
# Test connection using Azure AD authentication (run from workstation enrolled with target identity)
$connectionString = "Server=sql01.agency.gov;Database=ApplicationDatabase;Authentication=Active Directory Interactive;"
$connection = New-Object System.Data.SqlClient.SqlConnection($connectionString)
$connection.Open
Write-Host "Authentication scheme: $(
    (New-Object System.Data.SqlClient.SqlCommand(
        'SELECT auth_scheme FROM sys.dm_exec_connections WHERE session_id = @@SPID',
        $connection)).ExecuteScalar
)"
$connection.Close
Expected output: Authentication scheme: KERBEROS (for Entra ID token-based connections on the server side) or Authentication scheme: NONE (for Managed Identity connections, which bypass the SQL authentication scheme column).
Phase 3 — Disable legacy login:
-- Disable (not drop) the legacy login
ALTER LOGIN [DOMAIN\username] DISABLE;

-- Document the action in the migration log:
INSERT INTO dba_migration_log (login_name, action, action_date, performed_by)
VALUES ('DOMAIN\username', 'DISABLED', GETDATE, SYSTEM_USER);
Phase 4 — Drop after observation:
-- Only execute after 30-day observation period with zero authentication failures
-- traceable to this disabled login.
DROP LOGIN [DOMAIN\username];

-- Update migration log:
UPDATE dba_migration_log
SET dropped_date = GETDATE
WHERE login_name = 'DOMAIN\username';
sa Account Handling
-- Disable sa account
ALTER LOGIN sa DISABLE;

-- Rename to prevent confusion with any other sa accounts
ALTER LOGIN sa WITH NAME = [disabled_sa_sql01_prod];

-- Verify
SELECT name, is_disabled FROM sys.server_principals
WHERE name LIKE 'disabled_sa%';
Migration Tracking Table
Create a migration tracking table in a DBA database on each instance:
CREATE TABLE dba.login_migration_log (
    id              INT IDENTITY PRIMARY KEY,
    legacy_login    NVARCHAR(256) NOT NULL,
    legacy_type     NVARCHAR(50)  NOT NULL,
    entra_login     NVARCHAR(256) NOT NULL,
    created_date    DATETIME      NOT NULL DEFAULT GETDATE,
    validated_date  DATETIME      NULL,
    disabled_date   DATETIME      NULL,
    dropped_date    DATETIME      NULL,
    notes           NVARCHAR(MAX) NULL
);

Book 06 — NTLM Detection and Remediation
SPN Fix
For each NTLM source classified as “missing SPN” in Book 03:
# Register SPNs for SQL Server service account
# Replace <serviceaccount> with the SQL Server service account (domain\account format)
# Replace <hostname> with the SQL Server host short name
# Replace <fqdn> with the fully qualified domain name
# Replace <port> with the SQL Server port (default 1433)

$serviceAccount = "DOMAIN\svc-sql01"
$hostname = "SQL01"
$fqdn = "sql01.agency.gov"
$port = 1433

# Register both hostname and FQDN variants, with and without port
setspn -S "MSSQLSvc/${hostname}" $serviceAccount
setspn -S "MSSQLSvc/${hostname}:${port}" $serviceAccount
setspn -S "MSSQLSvc/${fqdn}" $serviceAccount
setspn -S "MSSQLSvc/${fqdn}:${port}" $serviceAccount

# Verify
setspn -L $serviceAccount
After registering SPNs, restart the SQL Server service and verify the next connection uses Kerberos:
# Test Kerberos authentication
$connectionString = "Server=SQL01;Database=master;Integrated Security=SSPI;"
$connection = New-Object System.Data.SqlClient.SqlConnection($connectionString)
$connection.Open
$authScheme = (New-Object System.Data.SqlClient.SqlCommand(
    "SELECT auth_scheme FROM sys.dm_exec_connections WHERE session_id = @@SPID",
    $connection)).ExecuteScalar
Write-Host "Auth scheme: $authScheme"  # Expected: KERBEROS
$connection.Close
Linked Server Remediation
For linked servers using passthrough authentication:
-- Identify linked server security configuration
SELECT
    ls.name AS linked_server,
    ls.product,
    ls.provider,
    lsl.uses_self_credential,
    lsl.remote_name
FROM sys.servers ls
JOIN sys.linked_logins lsl ON ls.server_id = lsl.server_id
WHERE ls.is_linked = 1;
For linked servers with uses_self_credential = 1, create a dedicated service principal for the linked server connection and update to explicit credential mapping:
-- Drop existing linked server login mapping
EXEC sp_droplinkedsrvlogin @rmtsrvname = 'LINKEDSERVER01', @locallogin = NULL;

-- Add explicit mapping to dedicated service principal
EXEC sp_addlinkedsrvlogin
    @rmtsrvname   = 'LINKEDSERVER01',
    @useself      = 'FALSE',
    @locallogin   = NULL,
    @rmtuser      = 'svc-linkedserver@agency.gov',  -- Entra service account
    @rmtpassword  = NULL;  -- Token authentication — no password
NTLMv1 Block (Phase B completion action)
Apply this Group Policy setting via GPO across all SQL Server hosts after SPN fixes are verified:
Computer Configuration > Windows Settings > Security Settings > Local Policies > Security Options
Network security: LAN Manager authentication level
Value: Send NTLMv2 response only. Refuse LM and NTLM.
Via PowerShell (for individual server verification):
# Check current NTLM policy
Get-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa" -Name "LmCompatibilityLevel"
# Value 5 = Send NTLMv2 only; refuse LM and NTLM

# Set if not already at 5:
Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa" -Name "LmCompatibilityLevel" -Value 5

Book 07 — Groups and Conditional Access Perimeter
Entra Group Structure for SQL Authorization
Establish a consistent group naming convention for SQL Server authorization:
	Group Purpose
	Naming Convention
	Example

	Instance administrators
	SQL-{instance}-Admin
	SQL-SQLPROD01-Admin

	Database read-write
	SQL-{database}-ReadWrite
	SQL-FinancialDB-ReadWrite

	Database read-only
	SQL-{database}-ReadOnly
	SQL-FinancialDB-ReadOnly

	Reporting users
	SQL-{database}-Report
	SQL-FinancialDB-Report

	Service accounts
	SQL-SVC-{application}
	SQL-SVC-PayrollApp


Groups are created in Entra ID and assigned membership via dynamic membership rules based on HR-derived attributes where the workload is user access, or manually managed for service account groups.
Dynamic Group Configuration
For user access groups, configure dynamic membership in Entra ID:
Dynamic rule for SQL-FinancialDB-ReadWrite:
(user.department -eq "Finance") and
(user.jobTitle -contains "Analyst") and
(user.accountEnabled -eq true)
Dynamic groups sync membership continuously — no manual provisioning when users change roles.
Conditional Access Policy for SQL
Configure a Conditional Access policy in Entra ID targeted at the SQL Server resource:
Policy: SQL Server — Require Compliant Device
Target: Cloud app = Azure SQL (App ID 022907d3-0f1b-48f7-badc-1ba6abab6d66)
Users and groups: SQL-FinancialDB-ReadWrite, SQL-FinancialDB-ReadOnly
Conditions:
  - Device platforms: Windows
  - Client apps: Modern authentication clients
Grant: Require device to be marked as compliant
Session: Sign-in frequency = 8 hours
For privileged (admin) logins:
Policy: SQL Server — Admin MFA
Target: Cloud app = Azure SQL
Users and groups: SQL-SQLPROD01-Admin, SQL-SQLPROD02-Admin
Grant: Require multi-factor authentication + Require compliant device
Session: Sign-in frequency = 1 hour (persistent browser = disabled)

Book 08 — Application Chain and Connection Strings
Connection String Inventory
Collect all connection strings in use for this instance’s databases. Sources include:
· IIS web.config files
· Application configuration files (appsettings.json, app.config)
· ODBC Data Sources (System DSNs via odbcad32.exe)
· SSIS packages
· SSRS data sources
· Scheduled task scripts
· Service account registry entries
# Search for connection strings in IIS web.config files
Get-ChildItem -Path "C:\inetpub" -Recurse -Filter "web.config" |
    Select-String -Pattern "Integrated Security=SSPI|Trusted_Connection=yes|User Id=sa" |
    Select-Object Path, LineNumber, Line |
    Export-Csv "$env:USERPROFILE\Desktop\connection-strings-$(Get-Date -Format yyyyMMdd).csv"
Connection String Transformation
For each Class 3 application (OIDC/Token path):
Before:
Data Source=SQL01.agency.gov;Initial Catalog=ApplicationDB;Integrated Security=SSPI;
After:
Data Source=SQL01.agency.gov;Initial Catalog=ApplicationDB;Authentication=Active Directory Default;
For applications using the Azure Identity SDK, add the credential provider:
// .NET application — Azure.Identity package
using Azure.Identity;
using Microsoft.Data.SqlClient;

var credential = new DefaultAzureCredential;
var connection = new SqlConnection("Server=sql01.agency.gov;Database=ApplicationDB;Authentication=Active Directory Default;");
// DefaultAzureCredential automatically uses the Managed Identity when running on Arc-enrolled server
connection.Open;
ODBC Data Source Migration
# List all System DSNs
Get-OdbcDsn -DsnType "System" | Select-Object Name, DriverName, Attribute

# Update ODBC DSN authentication for Entra:
# SQL Server ODBC Driver 18 supports Entra authentication
Set-OdbcDsn -Name "ApplicationDSN" -DsnType "System" -SetPropertyValue @(
    "Authentication=ActiveDirectoryMsi"
)

Book 09 — Continuous Monitoring and Compliance Record
Closure Necessity — IA-2 evidence on multipath transport. The compliance record this book produces is closure evidence, not preference. Kerberos is session- and location-bound: it requires a reachable KDC and a stable path between client, KDC, and server, and SD-WAN multipath transport removes both guarantees — the failure mode is silent NTLM fallback, which the queries below exist to detect. No SPN hygiene, KDC placement, or clock discipline makes session-bound authentication path-independent; the token-based authentication these runbooks deploy is the only mechanism that closes IA-2 for SQL Server on modern transport. This guide is the implementation of the cryptographic-identity doctrine in Vol I Book 03.
Monitoring Queries
Run these queries on a schedule (daily minimum) to detect authentication posture drift:
-- Detect any remaining SQL logins (should be zero after migration)
SELECT name, type_desc, is_disabled
FROM sys.server_principals
WHERE type = 'S'  -- SQL login
AND name NOT IN ('sa', 'disabled_sa_sql01_prod', '##MS_PolicyEventProcessingLogin##', '##MS_AgentSigningCertificate##')
AND is_disabled = 0;  -- Alert if any result

-- Detect any active NTLM connections
SELECT session_id, auth_scheme, login_name, host_name, program_name
FROM sys.dm_exec_connections c
JOIN sys.dm_exec_sessions s ON c.session_id = s.session_id
WHERE c.auth_scheme = 'NTLM';  -- Alert if any result

-- Verify sa is disabled and renamed
SELECT name, is_disabled
FROM sys.server_principals
WHERE name LIKE 'sa' OR name LIKE 'disabled_sa%';  -- Alert if 'sa' row has is_disabled = 0
Compliance Record Export
The compliance record is a structured JSON export produced daily and stored in the agency’s compliance evidence repository:
$instance = "SQL01.agency.gov"
$connectionString = "Server=$instance;Database=master;Authentication=Active Directory Default;"

$record = @{
    instance        = $instance
    timestamp       = (Get-Date).ToUniversalTime.ToString("o")
    sql_logins      = @
    ntlm_sessions   = @
    sa_status       = $null
    entra_logins    = @
}

# Execute queries and populate record
$conn = New-Object System.Data.SqlClient.SqlConnection($connectionString)
$conn.Open

# Populate from monitoring queries above...
$conn.Close

$record | ConvertTo-Json -Depth 5 |
    Out-File "C:\ComplianceRecords\sql-auth-$instance-$(Get-Date -Format yyyyMMdd).json"

Book 10 — Certificate Discovery and ADCS Dependencies
TLS Certificate Inventory
# Identify the certificate SQL Server is using for TLS
# Check SQL Server Configuration Manager (GUI) or registry
$certThumbprint = (Get-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQLServer\SuperSocketNetLib" -Name "Certificate" -ErrorAction SilentlyContinue).Certificate
Write-Host "SQL Server TLS Certificate Thumbprint: $certThumbprint"

# Look up the certificate details
if ($certThumbprint) {
    Get-ChildItem -Path "Cert:\LocalMachine\My" |
        Where-Object { $_.Thumbprint -eq $certThumbprint } |
        Select-Object Subject, Issuer, NotAfter, Thumbprint
}
ADCS Enrollment Status
# Check if the certificate was issued by ADCS (internal CA)
$cert = Get-ChildItem -Path "Cert:\LocalMachine\My" |
    Where-Object { $_.Thumbprint -eq $certThumbprint }

$isAdcs = $cert.Issuer -match "YourAgencyCA"  # Replace with your CA name
if ($isAdcs) {
    Write-Host "Certificate is ADCS-issued — renewal must be addressed before domain unjoin"
    Write-Host "Expiration: $($cert.NotAfter)"
    Write-Host "Action required: Enroll replacement from FedRAMP-authorized CA before domain unjoin"
}
Certificate Pinning Detection
# Search connection strings for thumbprint pins
Get-ChildItem -Path "C:\inetpub", "C:\Program Files" -Recurse -Include "*.config", "*.json" -ErrorAction SilentlyContinue |
    Select-String -Pattern "thumbprint|certificate=|sslCert" -CaseSensitive:$false |
    Select-Object Path, LineNumber, Line |
    Export-Csv "$env:USERPROFILE\Desktop\cert-pins-$(Get-Date -Format yyyyMMdd).csv"
For any pinned certificates found, update the configuration to reference the new certificate thumbprint after replacement enrollment.

Implementation Checklist Summary
Use this checklist to track progress across the full migration program for each instance:
	Book
	Action
	Instance:
	Instance:
	Instance:

	01
	Service account baseline documented
	☐
	☐
	☐

	01
	Toolchain verified
	☐
	☐
	☐

	02
	Estate discovery complete
	☐
	☐
	☐

	02
	Consolidation gate decision documented
	☐
	☐
	☐

	03
	Login inventory complete
	☐
	☐
	☐

	03
	NTLM sources classified
	☐
	☐
	☐

	03
	Dependency map approved
	☐
	☐
	☐

	04
	Arc agent enrolled
	☐
	☐
	☐

	04
	SQL Arc extension installed
	☐
	☐
	☐

	04
	Managed Identity token validated
	☐
	☐
	☐

	04
	Entra auth enabled, DBA group admin
	☐
	☐
	☐

	05
	Entra logins created for all users
	☐
	☐
	☐

	05
	Legacy logins validated and disabled
	☐
	☐
	☐

	05
	sa disabled and renamed
	☐
	☐
	☐

	05
	30-day observation complete
	☐
	☐
	☐

	05
	Legacy logins dropped
	☐
	☐
	☐

	06
	SPNs fixed
	☐
	☐
	☐

	06
	Linked servers remediated
	☐
	☐
	☐

	06
	NTLMv1 blocked
	☐
	☐
	☐

	06
	30-day zero-NTLM observation complete
	☐
	☐
	☐

	07
	Entra groups structured and populated
	☐
	☐
	☐

	07
	Conditional Access policies applied
	☐
	☐
	☐

	08
	Application chain classified
	☐
	☐
	☐

	08
	Connection strings updated
	☐
	☐
	☐

	08
	ODBC DSNs migrated
	☐
	☐
	☐

	09
	Monitoring queries scheduled
	☐
	☐
	☐

	09
	Compliance record export operational
	☐
	☐
	☐

	10
	TLS certificate inventory complete
	☐
	☐
	☐

	10
	ADCS dependencies documented
	☐
	☐
	☐

	10
	Certificate pinning cleared
	☐
	☐
	☐


Upon completion of all 10 books for all retained instances, the SQL Server estate is in the transformed posture described in Vol II Book 01 (SQL Server Authentication Modernization) of this series.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-29 14:17 ET
Series Context — This document is Vol II Book 03 of the Federal Compliance series. Volumes I–II — the foundation and data-platform books — address network and identity infrastructure (IPAM/DDI/PKI, network access control, certificates and tokens, SD-WAN/SASE, network modernization) and SQL Server identity migration. This book addresses the architectural substrate beneath the identity layer: where databases should live, why network physics constrain that decision, and how SD-WAN and token-based security change the trade-off calculus.
The Consolidation Premise
Federal database infrastructure is fragmented. Every initiative, every bureau, and every application deployment produced another database server. Over decades, agencies accumulated hundreds — sometimes thousands — of database instances running on heterogeneous versions of SQL Server, Oracle, PostgreSQL, and MySQL, distributed across data centers, colocation facilities, and cloud tenants.
This fragmentation is not an accident and it is not ignorance. It is the rational local optimum of a distributed organization: each team provisioned what it needed, when it needed it, without visibility into what its neighbors had already deployed. The result is a system where data answers are inconsistent (different databases carry different versions of the same fact), where reconciliation jobs outnumber original data collection jobs, and where audit coverage is partial because the infrastructure footprint is unmapped.
The consolidation program is the correction. But consolidation is not simply moving databases to fewer servers. It requires a principled distinction between two kinds of centralization that are frequently confused.
Logical vs. Physical Centralization
The most important architectural distinction in federal database consolidation is between logical centralization and physical centralization. These are not the same thing and conflating them produces either unnecessary cost or unnecessary fragmentation.
Logical Centralization
Logical centralization means that every fact has exactly one authoritative source. There is one canonical record for each employee, each asset, each transaction. All other representations of that fact are derived from the canonical source — they are readable projections, not independent authorities.
Logical centralization is almost always the correct goal. It:
· Eliminates the reconciliation jobs that consume engineering time and produce inconsistent answers
· Creates a clear audit trail — the canonical source has the history; projections do not need to
· Simplifies access control — one system enforces the authoritative access policy
· Enables consistent answer to “what is the current value of X?” — it is whatever the canonical source says
The most common source of data integrity problems in federal systems is logical fragmentation: the same fact lives in three different systems, maintained by three different processes, and they disagree. OPM HRIT says the employee is in Department A. The identity provider says Department B. The financial system says Department C. The right correction is to designate one as authoritative (or build an authoritative HR master) and make the others derive from it.
Physical Centralization
Physical centralization means that all data lives on one server, in one data center, in one region. Physical centralization is sometimes the right choice and sometimes physically constrained — because the speed of light is not negotiable.
Physical centralization delivers the performance benefits of co-location: intra-node queries avoid network round trips entirely. Sub-millisecond access to any row. No consistency lag. For many workloads — particularly transactional systems with strong consistency requirements — physical co-location within a data center is the right answer.
But physical centralization across geographies is a different proposition entirely. A database that must serve users in Virginia and San Francisco simultaneously cannot provide sub-millisecond response to both. The physics does not allow it. A request from San Francisco to a database in Virginia travels roughly 2,500 miles — about 4,000 km. At the speed of light in fiber (approximately 200,000 km/s), that is a minimum round-trip time of approximately 40 milliseconds — before any processing, queuing, or application latency is added.
The architectural implication: physically centralize within a region, replicate asynchronously across regions, and design workloads to tolerate the replication lag for cross-region reads.
The Speed-of-Light Tax
The propagation delay floor is the most important number in distributed database architecture. It is not a software configuration parameter. It is not a network engineering problem. It is physics.
The Floor, the Gap, and the Addressable Portion
For any physical path between two points, there is a minimum round-trip latency determined purely by distance and the speed of signal propagation. For fiber-optic cable, the effective propagation speed is approximately 200,000 km/s (two-thirds the speed of light in vacuum, due to the refractive index of glass).
	Route
	Distance
	Physics Floor (RTT)
	Typical Observed RTT
	Addressable Gap

	Metro (50 km)
	50 km
	0.5 ms
	0.7–1 ms
	0.2–0.5 ms

	DC to Chicago (1,200 km)
	1,200 km
	12 ms
	16–25 ms
	4–13 ms

	DC to LA (3,700 km)
	3,700 km
	37 ms
	65–90 ms
	28–53 ms

	NY to London (5,600 km)
	5,600 km
	56 ms
	80–110 ms
	24–54 ms

	NY to Singapore (15,300 km)
	15,300 km
	153 ms
	250–350 ms
	97–197 ms


The physics floor is not reducible by any software, protocol, or network engineering. Light cannot travel faster. Fiber cannot be made shorter. The floor is the floor.
The addressable gap — the difference between the floor and the observed latency — represents routing excess, queuing, processing overhead, and path suboptimality. This is what SD-WAN, optimized routing, and network engineering attack. For the DC-to-LA route, observed latency is typically 65–90ms against a 37ms floor — a 28–53ms addressable gap. SD-WAN can close much of this gap through near-geodesic routing selection and traffic prioritization. But it cannot close the 37ms floor.
Implications for Consistency Models
Strong consistency requires round trips. A strongly consistent read — one that guarantees it reflects the latest committed write — must either be served from the primary write node or perform a round trip to verify there are no pending writes. For a primary in DC and a reader in LA:
· A strongly consistent read from LA requires at minimum one round trip to DC: 37ms physics floor, observed 65–90ms
· A strongly consistent write from LA requires at minimum one round trip to DC: same
This is not a configuration problem. It is not a database vendor problem. It is the physics of the deployment.
The correct architecture for cross-region access is:
1. Intra-region writes. All writes go to the single-region primary. Strong consistency is free within the region (sub-ms).
1. Async replication for DR. The primary replicates asynchronously to a DR replica in a second region. The lag is bounded by the async commit design — typically seconds for healthy replication.
1. Read replicas for latency. Readers that can tolerate bounded staleness read from the nearest replica. The staleness bound is configured and monitored.
1. CRDT or eventual consistency for merge scenarios. Multi-writer workloads use conflict-free replicated data types (CRDTs) or operational transformation to merge concurrent writes deterministically.
The consistency class selected for a workload must match the network transport class available for that workload’s traffic. This is the central design rule of this document.
Physics Is Not a Procurement Decision
The propagation floor is not a database-specific observation. It is the general form of an argument that runs through this entire series: every latency-sensitive workload in the federal enterprise carries a budget that physics sets and no acquisition can change. Voice carries ITU-T G.114’s 150ms one-way ceiling — above it, talker echo is perceptible and the call degrades, regardless of what the contract says. Distributed databases carry the propagation floors documented in this chapter — a strongly consistent read from LA against a DC primary costs 37ms round trip before the first byte of processing, regardless of which vendor sold the circuit. These budgets are non-negotiable inputs to architecture. They cannot be traded against cost in a source selection, waived in a risk acceptance memo, or engineered away by a faster router. Light in fiber travels at approximately 200,000 km/s, and no procurement decision repeals that.
Exactly one purchasing decision touches the floor: where traffic enters the network. Direct Internet Access — local breakout — shortens the physical path by eliminating the geographic hairpin, the same way regional database placement shortens the path between a write and its quorum. Distance is the only latency variable a buyer controls, which is why DIA is the only latency fix that exists. There is no second one.
And it is only a latency fix. A DIA circuit satisfies none of the protection controls. It carries traffic unencrypted at the network layer (SC-8 open). It has no notion of traffic class, so quorum ACKs and backup streams contend for the same queue (SC-5 open). It produces no application-layer telemetry (SI-4 open) and no transport evidence (CA-7 open). Every protection control claimed in the vicinity of the circuit is satisfied by the SD-WAN overlay and the policy stack that govern it — never by the pipe; what transport selection itself closes is CP-8 (Telecommunications Services), through the provider and path diversity the multipath design supplies. An agency that buys the circuit without the overlay has purchased lower latency and a compliance regression, and no subsequent circuit purchase — a second DIA, an MPLS upgrade, dark fiber, more bandwidth — closes any of it. Circuits change how fast packets travel; controls are about what happens to them on the way.
Applied to this document’s subject, the doctrine reads: place the primary at the regional center of gravity of its write consumers, because that is arranging around the floor; let SD-WAN attack the addressable gap between the floor and observed latency, because that is the portion engineering can reach; assign each workload the consistency class its geography can actually deliver, because pretending otherwise just relocates the physics into mysterious query latency. Architecture is not the act of overcoming physics. It is the act of arranging around what physics permits — and the propagation floor is where that discipline starts.
SD-WAN as the Database’s Network Ally
SD-WAN does not eliminate the physics floor. What it does is reduce the gap between the physics floor and the observed latency, and it separates traffic classes so that high-priority database traffic is not competing with bulk data transfers for the same network path.
Near-Geodesic Routing
Traditional MPLS networks route traffic along paths determined by carrier topology — which may not be the shortest physical path. A packet from an agency data center in Virginia to a cloud region in Oregon may route through Chicago and Denver because those are the carrier’s peering points.
SD-WAN selects among multiple available paths — MPLS, broadband, LTE — and measures the observed latency of each path continuously. It routes traffic along the path that currently has the lowest latency to the destination, which is typically the most geographically direct path available.
For database applications, near-geodesic routing reduces the observed latency toward the physics floor. The DC-to-Oregon route that takes 95ms over an MPLS path with Midwest hops may take 68ms over a direct broadband path with west-coast peering.
Three Benefits for Database Architecture
Benefit 1 — Near-geodesic routing. SD-WAN selects the lowest-latency path currently available, approaching the physics floor rather than being determined by carrier topology. For intra-agency database traffic (between data centers, between a data center and a cloud region), this can reduce observed latency by 30–50% versus traditional MPLS.
Benefit 2 — Forward Error Correction (FEC) and packet duplication. Network packet loss causes TCP retransmits, which add one full RTT to the affected transaction. For a connection with 0.1% packet loss on a 50ms path, retransmits add an average of 0.05ms per packet — but for the packets that are lost, they add 50ms. FEC and packet duplication allow SD-WAN to recover lost packets without waiting for a retransmit, eliminating the tail latency spike. This matters for databases because tail latency directly affects the P99 and P999 query latency.
Benefit 3 — Traffic class separation. SD-WAN can mark and route different traffic classes over different underlying paths. This enables the separation of:
· Lean traffic (consensus heartbeats, leader election, quorum ACKs, clock synchronization) → low-latency path, strict priority queuing
· Fat traffic (backups, async replication, analytics exports) → bulk path, best-effort delivery
Without traffic class separation, a large backup job running at the same time as a database failover election can flood the available bandwidth and delay the heartbeat that determines quorum. With separation, the backup job runs on a completely separate path — the lean lane is protected regardless of bulk traffic volume.
The Lean-Fat Design Rule
The lean-fat separation maps directly to database replication topology:
Route over the lean lane: - Raft/Paxos consensus heartbeats - Leader election traffic - Synchronous commit acknowledgements (quorum ACKs) - Time synchronization (NTP) - Entra Conditional Access token validation (this is not a database operation but it is in the path of every database connection establishment)
Route over the fat lane: - Initial base snapshots (used for adding a new replica) - Async log shipping (disaster recovery replication) - Analytics replica sync - Database backups - Telemetry and monitoring data
The lean lane needs low latency and low jitter. It does not need high bandwidth — heartbeats are tiny. The fat lane needs throughput. It does not need low latency. Designing separate infrastructure for these two characteristics and marking traffic so SD-WAN routes them appropriately is the correct architecture.
Closure Necessity — SC-5 on shared database paths. SC-5 requires the system to protect against or limit the effects of organization-defined denial-of-service events. For a distributed database cluster, the defining event is internal: a bulk replication or backup stream that floods the path carrying quorum ACKs, delaying heartbeats until the cluster loses quorum. More bandwidth does not close this — bulk transfers expand to fill whatever pipe exists. Database-side throttling does not close it — the engine cannot see or schedule the network path. The only mechanism that separates quorum ACKs from bulk replication on a shared path is SD-WAN traffic-class marking with per-class queuing and path policy. There is no circuit size, backup window, or configuration setting that closes SC-5 for a distributed cluster on an unclassified path.
Token-Based Security as an Architectural Enabler
The shift from perimeter-based to token-based security is not merely an authentication change. It is an architectural change that removes the network perimeter as the primary access control mechanism for databases.
What the Perimeter Was Providing
In the traditional architecture, a database server was protected by network access controls: firewall rules that allowed only specific source IP ranges to connect on port 1433. This perimeter protection served a real purpose — it prevented unauthorized connections from reaching the SQL Server listener.
The perimeter protection had a structural flaw: once a client was inside the perimeter, no further authentication was required. A compromised host inside the network could connect to any SQL Server reachable from that network segment. Lateral movement was trivially easy because the perimeter was the only access control.
Token-based authentication eliminates the structural dependency on the perimeter. An Entra ID token is cryptographically bound to:
· The specific identity that requested it (a specific user or Managed Identity)
· The specific resource it is valid for (the specific SQL Server endpoint)
· A specific time window (access tokens expire, typically in one hour)
· A specific tenant (the agency’s Entra tenant)
A stolen token is scoped to one resource for one hour. It cannot be used for lateral movement to other resources. It cannot be reused after expiration. It cannot be used from a non-compliant device if the Conditional Access policy requires device compliance.
Token-Based Security Dissolves Perimeter Fragmentation
The perimeter model created a structural reason to fragment databases by network boundary. A database that needed to be accessed from multiple network segments required firewall rules between those segments, or a network architecture that placed the database at a boundary where multiple segments converged. This created a technical reason to deploy separate database instances per segment.
Token-based authentication eliminates this structural reason. When access is controlled by token scope rather than network segment, a single database instance can serve multiple agencies, multiple network segments, and multiple cloud regions — each consumer accessing it under a token that is scoped to exactly the permissions they need. The firewall rule becomes simpler (constrain port 1433 to approved network scopes) because authentication no longer depends on the network rule — it moves to the token layer.
This is why the zero-trust architecture enables more aggressive database consolidation: the security model no longer requires database fragmentation to maintain access control isolation.
Token Scope and Database Authorization
Entra access tokens for SQL Server are scoped to the specific SQL Server resource. A token issued for sql01.agency.gov is not valid against sql02.agency.gov. Token scope provides the access control isolation that the perimeter model achieved through network segmentation.
Within a SQL Server instance, the token identifies the principal (user or Managed Identity). Database authorization — role membership, schema permissions, row-level security — applies to the identified principal exactly as it would for any other authenticated principal. Token-based authentication does not change the SQL Server permission model; it changes the authentication surface that establishes the principal identity.
Consistency Classes and Transport Classes
The central design decision in distributed database architecture is matching the consistency class of the data to the transport class of the network. Mismatches are expensive: strong consistency over a high-latency link adds the latency cost to every read; eventual consistency over a low-latency link wastes the low-latency investment.
The Six Consistency Classes
Strong / Serializable. Every read reflects the latest committed write. Any read on any replica will see any write that was committed before the read started. Implementation: route all reads to the primary write node. Cost: one network round trip per read from any non-primary location. Best for: financial records, identity records, inventory that must be exactly correct.
Synchronous replication. A write is not acknowledged until it has been durably committed on a quorum of replicas. Cost: write latency = one round trip to the farthest quorum member. Best for: high-availability configurations where the secondary is in the same region (sub-ms round trip is nearly free).
Async replication. A write is acknowledged as soon as it commits on the primary. Replication to secondaries happens asynchronously. Cost: secondaries are always some amount behind the primary (typically seconds). Best for: disaster recovery replicas in distant regions. Reads from async replicas may be stale.
Bounded staleness. A read is guaranteed to be no more than N seconds (or N versions) behind the primary. Implementation: client reads from a secondary, but only after the secondary has applied all writes committed more than N seconds ago. Best for: read-heavy workloads where slight staleness is acceptable (e.g., reports, dashboards, analytics).
Causal / CRDT. Multi-writer scenarios where concurrent writes must be merged. CRDTs (counters, sets, maps with deterministic merge semantics) allow each region to accept writes independently and converge to the same state without requiring consensus. Best for: counters, event logs, status tracking where the merge semantics are well-defined.
Eventual. No guarantee on read recency. A write will eventually propagate to all replicas, but a read may see any version. Best for: analytics, reporting, search indexes, recommendation systems — workloads where exactness is less important than throughput.
The Design Rule
The design rule is simple to state and often violated in practice:
Strong consistency intra-region. Weaker consistency models for cross-region reads.
Within a region, the round-trip time between data center and cloud zone is sub-millisecond. Strong consistency is nearly free. A database primary in the same region as its compute tier can provide strong consistency to all readers in that region with negligible latency cost.
Across regions, every round trip to the primary adds 50–300ms depending on the geography. Spending this on every read is expensive. The correct design is to use async replication to bring data to the reader’s region and accept the bounded staleness, or to design the workload to use CRDT merge semantics so it can accept writes locally.
The mistake: deploying a globally distributed database with strong consistency configured for all reads. The observable symptom is read latency that is inexplicably high — because every read from a regional replica is paying a cross-region round trip to verify consistency. The fix is to move the strong consistency requirement intra-region and downgrade cross-region reads to bounded staleness.
Federal Workload Classifications
Applying the consistency framework to common federal workload types:
	Federal Workload
	Consistency Requirement
	Recommended Transport Class

	Identity records (Entra / HR)
	Strong — must reflect current access grants
	LEAN, intra-region primary

	Financial transactions
	Strong — regulatory requirement for exactness
	LEAN, intra-region primary

	Case management records
	Strong or bounded staleness depending on workflow
	LEAN intra-region, FAT for DR

	Benefits eligibility
	Strong at point of determination; cacheable for display
	LEAN for writes, bounded staleness reads

	Analytics and reporting
	Eventual — hours of lag acceptable
	FAT, async from primary

	Audit logs
	Append-only, CRDT merge acceptable
	FAT, geo-distributed

	Configuration management inventory
	Bounded staleness
	FAT, async replication

	Telemetry and monitoring
	Eventual
	FAT, bulk


The SSOT Consequence
When the logical centralization principle is applied — one canonical source per fact — the consistency class of that source propagates through the architecture.
An HR system that is the authoritative source for employee records must provide strong consistency for any operation that depends on the current employment record: access grants, system logins, benefits calculations, approval routing. A stale read of an employment record could authorize access for a separated employee.
But the HR system does not need to provide strong consistency to the analytics system that produces workforce dashboards. The dashboard can show yesterday’s headcount with no compliance implication. The same HR system — the same canonical source — serves both consumers with different consistency classes appropriate to each consumer’s need.
This is the SSOT data architecture: one canonical source, multiple consistency-class projections for different consumer types. The canonical source provides strong consistency to consumers that need it. Derived stores provide bounded staleness or eventual consistency to consumers that can tolerate it. No reconciliation is needed — the derived stores are populated from the canonical source via defined replication paths, not maintained independently.
Application-Aware Overlay — Transport Governance
Vol I Books 05–06 (Network Modernization and Federal Telecommunications Modernization) of this series addressed SD-WAN overlay architecture for network traffic and application layer protocols. The same overlay principles apply to database replication traffic, extending the traffic classification described earlier in this document.
Database Traffic as a First-Class Overlay Citizen
Database replication streams — async log shipping, consensus heartbeat traffic, snapshot transfers — are application-specific traffic that benefits from application-aware routing decisions. The SD-WAN controller that can identify a TLS connection to port 5433 as a PostgreSQL replica stream can:
· Route the replica stream over the bulk-optimized path (high throughput, tolerant of higher latency)
· Route the consensus heartbeat traffic over the low-latency path (strict priority, QoS marking)
· Apply separate QoS policies to each stream even though both originate from the same database cluster
This is application-aware networking applied to the database tier: the network knows what the traffic is and treats it accordingly, rather than treating all TCP as equivalent.
Closure Necessity — SC-8 on replication paths. SC-8 requires confidentiality and integrity for transmitted information — all of it, not only the flows an application chose to protect. Client connections to the database ride TLS 1.2+. Replication is a different transmission surface: consensus heartbeats, log-shipping streams, snapshot transfers, and monitoring flows cross inter-site paths — including DIA underlays — with whatever protection each protocol happens to implement, which varies by engine, version, and configuration. The only mechanism that encrypts all replication traffic on an inter-site path regardless of application behavior is the SD-WAN IPsec overlay. Per-protocol TLS settings can harden individual streams; they cannot make a claim about the path. SC-8 on the replication path closes at the network layer or it does not close.
Overlay vs. Underlay Consistency
A subtle but important design consideration for database clusters that span SD-WAN sites: the overlay tunnel path used by the database replication stream must be consistent with the overlay path used by the client connections to that database.
If a primary replica is in Site A and a secondary is in Site B, and a client in Site C connects to the secondary for a read, the read result must be consistent with what the client would see if it read from the primary. The consistency depends on how quickly the replication stream between Site A and Site B is carrying log records — which depends on the overlay path between Sites A and B.
A slow overlay path (high latency, high jitter) between Sites A and B means the secondary in Site B is further behind the primary in Site A. Reads from Site C against the Site B secondary may be more stale than intended. The overlay design must account for the replication lag implications of the paths chosen for replication streams.
The correct design: configure the database cluster to monitor replication lag explicitly and expose it as a metric. Route reads to secondaries only when their lag is within the configured bound. If the lag exceeds the bound, redirect reads to the primary rather than serving stale data that violates the bounded-staleness commitment.
Federal Data Architecture Principles
Principle 1 — One Truth, Many Projections
Every fact has one authoritative source. Other systems that need the same fact derive it from the authoritative source through defined, monitored data flows. This is not a technical constraint — it is an organizational discipline that must be enforced through data governance. Technical enforcement includes:
· Write authorization: only designated systems have write access to the canonical record
· Schema versioning: schema changes to the canonical source are versioned and communicated to consumer projections
· Lineage tracking: the derivation path from canonical source to each projection is documented and monitored
Principle 2 — Physics Constrains, Token Liberates
Network physics constrains where databases can be placed relative to their primary consumers. Token-based security removes the constraint of network perimeter as the access control boundary. The architectural consequence is:
· Place databases at the regional center of gravity for their primary write consumers (close to the physics floor for the majority of writes)
· Use token-based authentication to serve consumers that are geographically distant, without building separate instances for each network zone
· Use async replication and bounded-staleness reads to serve cross-region readers at the consistency class appropriate to their use case
Principle 3 — Consistency Class Alignment
Every database access pattern is explicitly classified by its consistency requirement. The classification drives the infrastructure choice:
· Strong consistency → intra-region placement → lean network transport
· Bounded staleness → async replica → fat network transport
· Eventual → analytics replica → bulk transport
Operating without explicit consistency class assignment produces an implicit default of “strong consistency everywhere,” which is the most expensive possible choice and often the source of mysterious latency in distributed federal systems.
Principle 4 — Separate the Lean and the Fat
Database infrastructure produces two fundamentally different types of network traffic with incompatible performance requirements. Lean traffic (consensus, quorum, heartbeats) needs low latency and low jitter. Fat traffic (backups, async replication, analytics exports) needs throughput. Running them on the same network path without class separation means the fat traffic periodically degrades the lean traffic, producing intermittent latency spikes and occasional quorum failures.
SD-WAN traffic classification, DSCP marking, and dedicated paths for lean vs. fat database traffic are not gold-plating. They are the minimum viable network design for a distributed database cluster.
Principle 5 — Zero-Trust Posture for Database Access
Database access is controlled by token scope, not by network position. A connection from inside the data center perimeter and a connection from a cloud region or a contractor laptop are treated identically: each must present a valid Entra token scoped to the specific database resource. The token is evaluated against Conditional Access policies before the connection is established.
The perimeter is not eliminated — firewalls still exist and still block unauthenticated connection attempts. But the perimeter is no longer the primary access control mechanism. It is a defense-in-depth layer. The primary access control is the token, the Conditional Access policy, and the database authorization model.
NIST Control Closure
	Control
	Control Name
	Closed By
	Mechanism

	SC-28
	Protection of Information at Rest
	Transparent Data Encryption (TDE)
	SQL Server TDE encrypts data files at rest with AES-256

	SC-8
	Transmission Confidentiality and Integrity
	TLS + Arc-managed certificate + SD-WAN IPsec overlay
	SQL client connections over TLS 1.2+ with agency-PKI certificate; inter-site replication paths encrypted by the SD-WAN IPsec overlay regardless of per-protocol behavior

	SC-5
	Denial of Service Protection
	SD-WAN QoS + lean/fat separation
	Bulk traffic cannot flood lean lane; heartbeat protection

	SI-12
	Information Management and Retention
	SSOT canonical record lifecycle
	Canonical source has defined retention; derived stores follow

	CA-3
	Information Exchange
	Token-scoped cross-system access
	Entra tokens scope cross-system database access explicitly

	SA-8
	Security and Privacy Engineering Principles
	Consistency class alignment
	Physics-aligned consistency design eliminates implicit strong

	AU-9
	Protection of Audit Information
	Append-only audit log, geo-replicated
	Audit logs replicated asynchronously to immutable second region

	CP-9
	System Backup
	Async DR replica + backup regime
	Async replication to DR region, periodic backup to immutable store

	CP-10
	System Recovery and Reconstitution
	DR replica promotion runbook
	Documented failover procedure with RTO/RPO validated by test


Summary
The database consolidation and network physics framework establishes the architectural foundation for federal database infrastructure aligned with zero-trust, FedRAMP 20x, and application-aware networking principles.
Logical centralization — one canonical source per fact — is the correct goal for federal data governance. Physical centralization is constrained by the speed-of-light floor: databases should be placed at the regional center of gravity for their primary write consumers and serve cross-region readers with async replicas and bounded-staleness consistency.
SD-WAN addresses the addressable gap between the physics floor and observed latency, and separates lean database traffic (consensus, quorum) from fat database traffic (backups, async replication) so they cannot compete for the same network path.
Token-based security removes the structural dependency on network perimeter as the primary database access control. When access is controlled by token scope and Conditional Access policy, database instances can serve multiple consumers across network boundaries without requiring per-boundary instance fragmentation.
The consistency class to transport class alignment rule — strong consistency intra-region, weaker models for cross-region reads — eliminates the most common source of unnecessary latency in distributed federal database systems: the implicit default of strong consistency everywhere, including cross-region.
Together with the SQL Server authentication modernization (Vol II Books 01–02) and the network controls established across Vol I Books 01–06 (the foundation books), this architectural framework closes the FedRAMP 20x gap in the database and data management layer.
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Volume Purpose
Volume III is where the series’ operational security planes live — and where the Management-Plane Coordination Doctrine (Vol 0 Book 00, Executive Summary) is realized. The doctrine’s split runs through every book here: actuation is platform-native (privileged access, patching, and posture are performed by each platform’s own stack), while governance and evidence are unified into one machine-readable contract that flows to CISA CDM and the FedRAMP 20x KSI pipeline.
This is the volume that answers, for a genuinely multi-cloud federal estate, the question the doctrine poses: not “which single console runs everything,” but “which native stack actuates, and how does its evidence join the one compliance picture.” The Multi-Cloud Evidence Fabric closes that loop; the other books feed it.
Books in This Volume
Volume III — Security Operations
	Book
	Title
	Role

	Vol III Book 01
	Privileged Access Management
	Least privilege across clouds — Entra PIM, SailPoint, CyberArk, AWS/OCI IAM

	Vol III Book 02
	Vulnerability Management
	Assessment & prioritization — RA-5, CISA KEV, risk-based SLAs (the scan half)

	Vol III Book 03
	Patch & Systems Management
	Remediation actuation across CSP × OS — SI-2 (the close-it half)

	Vol III Book 04
	Cloud-Native Security Posture & Containers
	CSPM / CNAPP / Kubernetes — misconfiguration, exposure, runtime

	Vol III Book 05
	Data Protection (Purview)
	Classification, DLP, and multi-cloud key management (SC-12/13/28)

	Vol III Book 06
	SIEM / XDR Detection
	Detection engineering — analytics and response over the evidence lake

	Vol III Book 07
	Multi-Cloud Evidence Fabric
	The coordination home — every source’s record → one lake → CDM → KSI


How This Volume Fits the Program
Volume III depends on Volume I’s naming-plane join key (Vol I Book 01, CM-8) — without one authoritative asset identity, five stacks produce five inventories that cannot be reconciled. It produces the correlated, machine-readable evidence stream (Vol III Book 07) that Volume IV’s Authorization Package & ConMon book (Vol IV Book 06) freezes into the OSCAL bundle. Truth is separated from enforcement throughout: the evidence fabric is a truth plane, depended on; the actuation stacks are enforcement planes, re-platformable per vendor.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
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Series Context — This document is Vol III Book 01 (Privileged Access Management) of the Federal Compliance series. The Volume I network-and-identity books and the Volume II database books establish Landing Zone IPAM/DDI/PKI, Network Access Control, Certificates and Tokens, Network Modernization, Telecommunications Modernization, SQL Server Authentication Modernization, SQL Server Implementation, and Database Consolidation and Network Physics. This part addresses the privileged access layer — the administrative credential surface that remains exploitable even after all token-based authentication controls from the Volume I and Volume II books are in place.
What This Document Addresses
The Volume I network-and-identity books and the Volume II database books replaced password-hash authentication with Managed Identity tokens, eliminated NTLM from SQL Server connections, removed standing service account credentials from application connection strings, and established Arc as the identity bridge for hybrid server workloads. Each of those changes materially reduced the attack surface for credential theft and lateral movement.
They did not eliminate it.
The residual risk is not in service accounts or application credentials — those are now credential-free or token-gated. The residual risk is in administrative accounts: the identities that hold Global Administrator, Privileged Role Administrator, server local Administrator, and equivalent standing roles. A standard user account that has been compromised can escalate to standing admin through credential reuse, social engineering, or MFA bypass — and once it does, every token-gated control in the environment is irrelevant. The attacker is now the admin.
Standing privilege is the structural problem. “Standing” means the role is always active. A Global Administrator account is always a Global Administrator, 24 hours per day, whether the holder is actively performing administrative work or not. Every minute that the role is active and the account is not in use is a minute where a compromised credential grants unrestricted tenant control. Across a federal environment operating 8,760 hours per year, a standing Global Administrator holds that scope for thousands of hours in which no administrative work is occurring.
This document closes that gap through three mechanisms: Privileged Identity Management (PIM) for just-in-time role activation, Privileged Access Workstations (PAW) for device-scoped session trust, and session policy controls for re-authentication, session lock, and session termination. Together these mechanisms reduce the window of administrative exposure from continuous to bounded and auditable.
Authentication vs. Authorization Scope — Vol I Books 02–03 (Network Access Control and Certificates & Tokens) and Vol II Books 01–02 (SQL Server Authentication Modernization and SQL Server Implementation Guide) addressed authentication quality: who is asserting this identity, and can we verify it cryptographically? This document addresses authorization scope: what can that verified identity do, and for how long? Both axes must be controlled. A strongly-authenticated identity with standing Global Admin scope is not a Zero Trust architecture — it is a strongly-authenticated standing target.
The Standing Privilege Problem
What Standing Admin Access Means Structurally
Standing administrative access means a role assignment persists indefinitely in the directory. The user does not activate the role, does not present justification, does not require approver consent, and does not face a time limit on the scope. The role is always active.
In practice this means:
· A compromised authentication token for a standing Global Admin grants Global Admin scope immediately, without any additional step.
· A successful MFA fatigue attack against a standing Privileged Role Administrator grants the ability to promote any account to any role.
· A session hijacking attack against a standing Security Administrator’s browser grants the ability to modify Conditional Access policies that protect the entire tenant.
The attack surface is not theoretical. CISA AA23-278A (Scattered Spider) and Microsoft’s September 2023 threat intelligence on Storm-0558 both document adversaries that specifically targeted standing Global Admin accounts. In both cases the attackers understood that once they held a standing admin identity, all other controls were downstream and therefore controllable by them.
Why Standing Privilege Survives After Entra Token Adoption
The Volume I and Volume II books deploy Entra ID authentication — Managed Identity tokens, Conditional Access, Entra-native OS login. These controls verify identity quality. They do not reduce role scope.
A user who previously authenticated with NTLM and held Global Admin standing access now authenticates with an Entra ID token through Conditional Access with MFA — and still holds Global Admin standing access. The authentication is stronger. The authorization scope is unchanged.
The confusion between authentication quality and authorization scope is common in federal migration programs. Programs declare “we moved to Entra ID” and treat the credential migration as the security outcome. It is a necessary precondition, not a sufficient outcome. Authorization scope reduction requires a distinct mechanism: PIM.
Before and After: The Structural Comparison
Before this document — a federal administrator holds standing Domain Admin and standing Global Admin simultaneously. The Domain Admin is backed by Kerberos/NTLM. The Global Admin is an always-active Entra ID role. Any compromise of the user’s Entra ID session grants Global Admin immediately with no additional step.
After this document — the same administrator holds no standing admin role. The Entra ID Global Admin assignment is eligible, not active. When the administrator needs to perform an administrative task, they request activation through PIM, present MFA, provide a justification, wait for approver consent (if configured), and receive a time-limited role token valid for 1–8 hours. When the window expires, the role deactivates automatically. A compromised session gives an attacker nothing beyond the standard user scope.
Compliance Dependency — OMB M-22-09 (Moving the U.S. Government Toward Zero Trust Cybersecurity Principles) requires agencies to implement least-privilege access controls and time-bound privilege. NIST SP 800-207 (Zero Trust Architecture) — an architecture publication, not an agency mandate — sets out in Tenet 2 that resource access is granted on a per-session basis rather than as standing entitlement. PIM is the Microsoft implementation of these principles. CMMC 2.0 Level 2 and FedRAMP Moderate both require AC-6 Least Privilege and AC-6(5) Privileged Accounts controls; PIM provides the enforcement mechanism agencies use to implement AC-6 and AC-6(5).
Entra PIM Architecture
Core Concepts: Eligible vs. Active
Privileged Identity Management (PIM) introduces two assignment states for directory roles:
Active assignment is the traditional state. The role is assigned and immediately effective. The user can exercise the role at any time without any additional step. Active assignments are appropriate for automated service principals and break-glass accounts. They are not appropriate for human administrators.
Eligible assignment is the PIM state. The role is assigned but not effective. The user must explicitly activate the role, satisfying configured requirements (MFA, justification, approver), to receive a time-limited active session. When the time window expires, the role returns to eligible-only. No persistent active scope exists between activations.
The operational difference is decisive: an eligible assignment is worthless to an attacker who has compromised the user’s session but not completed the activation ceremony. An active assignment is immediately exploitable.
PIM Activation Flow
The activation flow has five stages:
1. Request. The user navigates to the Entra ID portal (My Access or the PIM blade) and submits an activation request. The request includes a justification text field (required) and a requested duration (1–8 hours, bounded by policy).
1. MFA enforcement. Entra ID Conditional Access requires a fresh MFA proof at activation time, regardless of whether the user already completed MFA at session start. This is the IA-11 re-authentication requirement: a new privileged action requires a new authentication assertion.
1. Approver notification (optional). If the role policy requires approver consent, a designated approver receives an email or Teams notification and must approve the request within a configured window (default 24 hours; for sensitive roles, configure 1–4 hours). If no approval is received within the window, the request expires and access is denied.
1. Time-limited activation. Upon approval (or immediately if no approver is configured), the role becomes active for the requested duration. The user can now exercise Global Admin or equivalent scope. The expiration timestamp is fixed at activation time — it cannot be extended without a new activation request.
1. Automatic deactivation. At expiration, the role returns to eligible-only automatically. No user action is required. No manual deactivation step can be forgotten.
Every stage generates an audit log entry in the Entra ID audit log under the “PIM” category. These entries are structured and queryable in Microsoft Sentinel (via the Microsoft Entra ID connector) and in Log Analytics.
Roles to Protect with PIM
The following roles carry sufficient scope to control the entire Entra ID tenant or Azure subscription and must be converted to eligible-only. No human account should hold any of these as a standing active assignment.
Roles requiring PIM eligible-only assignment for all human accounts
	Role
	Scope
	Risk if Compromised

	Global Administrator
	Full tenant
	Modify any object, add credentials to any app, bypass all policies

	Privileged Role Administrator
	Role management
	Promote any account to Global Admin, disable PIM

	Security Administrator
	Security settings
	Modify Conditional Access, disable MFA, change Named Locations

	Exchange Administrator
	Exchange Online
	Access any mailbox, create email forwarding rules

	SharePoint Administrator
	SharePoint Online
	Access any site collection, modify permissions

	Intune Administrator
	Endpoint management
	Push malicious config to all managed devices, disable compliance

	Azure subscription Owner
	Azure resources
	Create, modify, delete any Azure resource including Arc servers

	Azure subscription Contributor
	Azure resources
	Modify resources, exfiltrate data from storage and databases


Service principals (managed identities, automation accounts) may retain active assignments for the minimum scope their function requires. Human accounts may not retain active assignments for any role in this table.
Enumerating and Converting Standing Assignments
The first operational step is discovery: find every human account that holds an active (standing) assignment for any role in the table above.
# Requires: Az.Resources module, Microsoft.Graph module
# Run as Global Admin (this is a bootstrap task -- use break-glass if PIM is not yet configured)

Import-Module Microsoft.Graph.Identity.Governance
Connect-MgGraph -Scopes "RoleManagement.Read.All", "Directory.Read.All"

# Define privileged roles to audit
$privilegedRoles = @(
    "62e90394-69f5-4237-9190-012177145e10",  # Global Administrator
    "e8611ab8-c189-46e8-94e1-60213ab1f814",  # Privileged Role Administrator
    "194ae4cb-b126-40b2-bd5b-6091b380977d",  # Security Administrator
    "29232cdf-9323-42fd-ade2-1d097af3e4de",  # Exchange Administrator
    "f28a1f50-f6e7-4571-818b-6a12f2af6b6c",  # SharePoint Administrator
    "3a2c62db-5318-420d-8d74-23affee5d9d5"   # Intune Administrator
)

Write-Host "=== Standing Active Role Assignments (Human Accounts) ===" -ForegroundColor Cyan

$(foreach ($roleId in $privilegedRoles) {
    $roleDefinition = Get-MgRoleManagementDirectoryRoleDefinition -UnifiedRoleDefinitionId $roleId

    # Get active (standing) assignments -- not eligible, not time-limited
    $activeAssignments = Get-MgRoleManagementDirectoryRoleAssignment `
        -Filter "roleDefinitionId eq '$roleId'" `
        -ExpandProperty "principal"

    foreach ($assignment in $activeAssignments) {
        $principal = $assignment.Principal

        # Filter to user accounts only (exclude service principals)
        if ($principal.AdditionalProperties['@odata.type'] -eq '#microsoft.graph.user') {
            [PSCustomObject]@{
                Role          = $roleDefinition.DisplayName
                User          = $principal.AdditionalProperties['displayName']
                UPN           = $principal.AdditionalProperties['userPrincipalName']
                AssignmentId  = $assignment.Id
                DirectoryScope = $assignment.DirectoryScopeId
            }
        }
    }
}) | Format-Table -AutoSize
After enumerating standing assignments, convert each human account from active to eligible. This is done through the PIM API via Microsoft Graph.
# Convert a standing active assignment to PIM eligible
# Run AFTER confirming the account and role with the account holder

Import-Module Microsoft.Graph.Identity.Governance
Connect-MgGraph -Scopes "RoleManagement.ReadWrite.Directory", "Directory.Read.All"

function Convert-ToPimEligible {
    param(
        [string]$UserUpn,
        [string]$RoleDefinitionId,
        [string]$Justification = "Converting standing assignment to PIM eligible per PAM policy"
    )

    $user = Get-MgUser -Filter "userPrincipalName eq '$UserUpn'"
    if (-not $user) {
        Write-Error "User $UserUpn not found"
        return
    }

    # Step 1: Remove the standing active assignment
    $existingAssignment = Get-MgRoleManagementDirectoryRoleAssignment `
        -Filter "principalId eq '$($user.Id)' and roleDefinitionId eq '$RoleDefinitionId'"

    if ($existingAssignment) {
        Remove-MgRoleManagementDirectoryRoleAssignment -UnifiedRoleAssignmentId $existingAssignment.Id
        Write-Host "Removed standing assignment for $UserUpn on role $RoleDefinitionId" -ForegroundColor Yellow
    }

    # Step 2: Create PIM eligible assignment (no end date = permanent eligible)
    $eligibleParams = @{
        Action           = "adminAssign"
        Justification    = $Justification
        RoleDefinitionId = $RoleDefinitionId
        DirectoryScopeId = "/"
        PrincipalId      = $user.Id
        ScheduleInfo     = @{
            StartDateTime = (Get-Date).ToUniversalTime.ToString("yyyy-MM-ddTHH:mm:ssZ")
            Expiration    = @{
                Type = "noExpiration"
            }
        }
    }

    New-MgRoleManagementDirectoryRoleEligibilityScheduleRequest -BodyParameter $eligibleParams
    Write-Host "Created PIM eligible assignment for $UserUpn on role $RoleDefinitionId" -ForegroundColor Green
}

# Example usage -- run once per account per role
Convert-ToPimEligible `
    -UserUpn "admin.user@agency.gov" `
    -RoleDefinitionId "62e90394-69f5-4237-9190-012177145e10"  # Global Administrator
PIM Policy Configuration
PIM policy is configured per role. The following settings represent the recommended baseline for federal environments operating at FedRAMP Moderate:
# Configure PIM role policy for Global Administrator
# Sets: max activation duration, MFA required, justification required, approver required

Import-Module Microsoft.Graph.Identity.Governance
Connect-MgGraph -Scopes "Policy.ReadWrite.RoleManagement"

$globalAdminRoleId = "62e90394-69f5-4237-9190-012177145e10"

# Get the current policy for the role
$policy = Get-MgPolicyRoleManagementPolicy `
    -Filter "scopeId eq '/' and scopeType eq 'DirectoryRole'" |
    Where-Object {
        (Get-MgPolicyRoleManagementPolicyAssignment `
            -Filter "policyId eq '$($_.Id)'").RoleDefinitionId -eq $globalAdminRoleId
    } | Select-Object -First 1

Write-Host "Policy ID for Global Administrator: $($policy.Id)"

# Update activation rules:
# - Maximum duration: 4 hours (240 minutes) for Global Admin
# - MFA required at activation
# - Justification required
# - Approver required (ticket number or security team approval)

$updateRules = @(
    @{
        "@odata.type"        = "#microsoft.graph.unifiedRoleManagementPolicyExpirationRule"
        Id                   = "Expiration_EndUser_Assignment"
        IsExpirationRequired = $true
        MaximumDuration      = "PT4H"   # ISO 8601 duration: 4 hours max
    },
    @{
        "@odata.type"          = "#microsoft.graph.unifiedRoleManagementPolicyAuthenticationContextRule"
        Id                     = "AuthenticationContext_EndUser_Assignment"
        IsEnabled              = $true
        ClaimValue             = "c1"   # Authentication context requiring fresh MFA
    },
    @{
        "@odata.type"           = "#microsoft.graph.unifiedRoleManagementPolicyEnablementRule"
        Id                      = "Enablement_EndUser_Assignment"
        EnabledRules            = @("MultiFactorAuthentication", "Justification")
    }
)

foreach ($rule in $updateRules) {
    Update-MgPolicyRoleManagementPolicyRule `
        -UnifiedRoleManagementPolicyId $policy.Id `
        -UnifiedRoleManagementPolicyRuleId $rule.Id `
        -BodyParameter $rule
}

Write-Host "PIM policy updated for Global Administrator role" -ForegroundColor Green
Activation Duration by Role Sensitivity — Global Administrator and Privileged Role Administrator activations should be limited to 4 hours maximum. Security Administrator, Exchange Administrator, and SharePoint Administrator can be configured at 8 hours for operational efficiency. Azure subscription Owner/Contributor for server management tasks can be set to 8 hours. All durations must be reviewed and approved in the agency’s PAM policy documentation before implementation.
Just-in-Time Server Access
The Standing Local Administrator Problem
After Vol II Books 01–02 (SQL Server Authentication Modernization and SQL Server Implementation Guide) deploy Arc Managed Identity for SQL Server authentication, the SQL Engine no longer accepts NTLM or password-hash logins. But the Windows Server host running that SQL Engine still has a standing local Administrator account — or a domain account with local admin rights — that can be used to log into the OS, modify SQL Server configuration, access the data files directly, or install software.
Arc-enabled JIT server access addresses this layer. The mechanism is identical in principle to directory role PIM: an administrator holds an eligible assignment for the Virtual Machine Administrator Login role, requests activation, satisfies MFA and justification, and receives a time-limited OS-level credential. The standing local Administrator is disabled.
Arc JIT SSH and RDP Architecture
Azure Arc JIT access uses two distinct mechanisms depending on the protocol:
SSH via Arc. The az ssh command establishes an SSH tunnel through the Arc agent to the target host. The tunnel is authenticated using an Entra ID token issued after PIM activation. The local SSH daemon validates the token through the Arc agent. No SSH key needs to be distributed or managed. The session is logged in Arc activity logs.
RDP via Arc. The az ssh arc ... --rdp command (or the Azure portal “Connect” blade for Arc) establishes a proxied RDP session through the Arc connectivity layer. The RDP connection is authenticated using a time-limited certificate issued to the Entra ID user after PIM activation. No public RDP endpoint needs to be exposed.
Both mechanisms require:
· Azure Arc agent installed and connected on the target host
· Virtual Machine Administrator Login or Virtual Machine User Login role assigned as PIM-eligible to the administrator’s Entra ID account
· The target host’s Azure resource group and subscription scoped to the role assignment
· Network connectivity from the host to Arc endpoints (TCP 443 to management.azure.com and guestconfiguration endpoint)
Configuring JIT Access via Arc
# Prerequisites:
# - Arc agent installed on target host
# - Az.ConnectedMachine module installed
# - Privileged Role Administrator or Owner on the Arc-connected resource

Import-Module Az.ConnectedMachine
Import-Module Az.Resources
Connect-AzAccount

# Variables -- adjust for your environment
$subscriptionId  = "00000000-0000-0000-0000-000000000000"
$resourceGroup   = "rg-arc-servers-prod"
$arcServerName   = "sql-prod-01"
$adminUpn        = "admin.user@agency.gov"

# Step 1: Confirm the Arc server is connected
$arcServer = Get-AzConnectedMachine `
    -ResourceGroupName $resourceGroup `
    -Name $arcServerName

if ($arcServer.Status -ne "Connected") {
    Write-Error "Arc server $arcServerName is not connected. Status: $($arcServer.Status)"
    return
}

Write-Host "Arc server $arcServerName is connected. OS: $($arcServer.OsName)" -ForegroundColor Green

# Step 2: Get the administrator's Entra ID object ID
$adminUser = Get-AzADUser -UserPrincipalName $adminUpn
if (-not $adminUser) {
    Write-Error "User $adminUpn not found in Entra ID"
    return
}

# Step 3: Assign Virtual Machine Administrator Login as PIM-eligible
# This uses the Azure RBAC PIM API (resource-scoped PIM)
$vmAdminLoginRoleId = "1c0163c0-47e6-4577-8991-ea5c82e286e4"  # Virtual Machine Administrator Login

$resourceId = "/subscriptions/$subscriptionId/resourceGroups/$resourceGroup/providers/Microsoft.HybridCompute/machines/$arcServerName"

# Create PIM eligible assignment at resource scope
$pimEligibleBody = @{
    properties = @{
        principalId         = $adminUser.Id
        roleDefinitionId    = "/subscriptions/$subscriptionId/providers/Microsoft.Authorization/roleDefinitions/$vmAdminLoginRoleId"
        requestType         = "AdminAssign"
        scheduleInfo        = @{
            startDateTime = (Get-Date).ToUniversalTime.ToString("yyyy-MM-ddTHH:mm:ssZ")
            expiration    = @{
                type = "noExpiration"
            }
        }
        justification       = "JIT admin access for Arc server $arcServerName per PAM policy"
    }
} | ConvertTo-Json -Depth 5

$eligibilityUri = "https://management.azure.com$resourceId/providers/Microsoft.Authorization/roleEligibilityScheduleRequests/$(New-Guid)?api-version=2020-10-01"

$token = (Get-AzAccessToken -ResourceUrl "https://management.azure.com/").Token
$headers = @{ Authorization = "Bearer $token"; "Content-Type" = "application/json" }

Invoke-RestMethod -Uri $eligibilityUri -Method PUT -Headers $headers -Body $pimEligibleBody
Write-Host "PIM eligible assignment created for $adminUpn on $arcServerName" -ForegroundColor Green

# Step 4: Disable the built-in local Administrator account on the host
# Run this via Arc Run Command -- does not require local connectivity
$disableLocalAdminScript = @'
# Disable local Administrator account
$adminAccount = Get-LocalUser -Name "Administrator" -ErrorAction SilentlyContinue
if ($adminAccount -and $adminAccount.Enabled) {
    Disable-LocalUser -Name "Administrator"
    Write-Output "Local Administrator account disabled."
} else {
    Write-Output "Local Administrator account already disabled or not found."
}

# Verify no other local admin accounts exist (except Arc-managed)
$localAdmins = Get-LocalGroupMember -Group "Administrators" |
    Where-Object { $_.PrincipalSource -eq "Local" -and $_.Name -notmatch "Administrator" }

if ($localAdmins) {
    Write-Warning "Additional local admin accounts found:"
    $localAdmins | ForEach-Object { Write-Warning "  $($_.Name)" }
} else {
    Write-Output "No unauthorized local admin accounts found."
}
'@

$runCommandParams = @{
    ResourceGroupName = $resourceGroup
    MachineName       = $arcServerName
    RunCommandName    = "DisableLocalAdmin-$(Get-Date -Format yyyyMMddHHmm)"
    Location          = $arcServer.Location
    Script            = @($disableLocalAdminScript)
}

Invoke-AzConnectedMachineRunCommand @runCommandParams
JIT Session Flow for Operators
Once JIT is configured, the operator workflow is:
1. Open the Entra ID portal or My Access (myaccess.microsoft.com) and request activation of the Virtual Machine Administrator Login role for the specific Arc server resource.
1. Complete MFA re-authentication and provide justification.
1. Wait for activation confirmation (immediate if no approver required, otherwise wait for approval notification).
1. Connect using the Arc SSH or RDP command:
# SSH via Arc -- requires Az CLI with ssh extension
az ssh arc --resource-group rg-arc-servers-prod --name sql-prod-01

# RDP via Arc -- opens proxied RDP session
az ssh arc --resource-group rg-arc-servers-prod --name sql-prod-01 --rdp
The session credential is derived from the PIM activation token. If the PIM activation window expires while the session is active, the next re-authentication attempt fails. The operator must request a new PIM activation to continue.
No Public Ports Required — Arc JIT sessions route through the Arc connectivity layer to the Azure control plane. The host does not need an exposed SSH port (TCP 22) or RDP port (TCP 3389) on any network interface. The only required egress from the host is HTTPS (TCP 443) to Arc management endpoints. This eliminates the most commonly exploited server attack vector: publicly accessible management ports.
Privileged Access Workstation Baseline
What a PAW Is
A Privileged Access Workstation is a dedicated, hardened computing device used exclusively for administrative tasks. It is not a general-purpose workstation. Email, web browsing, productivity applications, and anything not directly related to administrative tool use are prohibited on a PAW.
The trust model for a PAW differs from a standard workstation in one fundamental way: the PAW’s device identity is itself a security control. A Conditional Access policy can require that PIM activation and administrative portal access occur only from a device with a valid PAW compliance certificate. An attacker who has compromised a user’s credentials cannot activate a PIM role from a non-PAW device, even if they have completed MFA — because the device compliance check fails.
This is the boundary between authentication-only security (what the Volume I and Volume II books deliver) and device-bound security (what the PAW delivers): the device itself is an additional authentication factor for privileged actions.
PAW Hardware and OS Baseline
A PAW requires dedicated hardware. It cannot be a virtual machine on a shared hypervisor — the hypervisor’s management layer would then be a higher-trust target than the PAW. Recommended minimum:
· Dedicated physical laptop or workstation, not shared
· Secure Boot enabled, Trusted Platform Module (TPM) 2.0 present
· Windows 11 Pro or Enterprise (Windows 10 is acceptable for transition; Windows 11 is the target)
· Entra ID Joined (not hybrid-joined; the PAW must not require a domain controller)
· Intune-managed (MDM enrollment required for compliance policy enforcement)
Intune Compliance Policy for PAW
The PAW compliance policy enforces the hardened baseline through Intune device compliance rules. Non-compliant devices fail the Conditional Access check and cannot access the privileged portal or activate PIM roles.
# Create Intune device compliance policy for PAW baseline
# Requires: DeviceManagementConfiguration.ReadWrite.All Graph permission

Import-Module Microsoft.Graph.DeviceManagement
Connect-MgGraph -Scopes "DeviceManagementConfiguration.ReadWrite.All"

$pawCompliancePolicy = @{
    "@odata.type"                            = "#microsoft.graph.windows10CompliancePolicy"
    displayName                              = "PAW Compliance Baseline"
    description                              = "Enforces PAW hardware and software controls for privileged access"

    # BitLocker full-disk encryption required
    bitLockerEnabled                         = $true

    # Secure Boot required
    secureBootEnabled                        = $true

    # TPM 2.0 required
    tpmRequired                              = $true

    # Antivirus and antispyware required and up to date
    antivirusRequired                        = $true
    antiSpywareRequired                      = $true
    antivirusSignatureUpToDate               = $true

    # Windows Defender real-time protection required
    defenderEnabled                          = $true

    # Minimum OS version -- Windows 10 22H2 baseline (set 10.0.22621 to require Windows 11 22H2)
    osMinimumVersion                         = "10.0.19045"   # Windows 10 22H2 minimum; set 10.0.22621 for Win11 22H2

    # Code integrity / WDAC
    codeIntegrityEnabled                     = $true

    # Mobile Threat Defense: require devices at or below the "secured" MTD risk level
    # (Credential Guard / VBS is enforced separately via a Device Guard configuration profile)
    deviceThreatProtectionRequiredSecurityLevel = "secured"

    # Privileged-device password and idle-lock policy
    # (the non-compliance grace period is configured separately in scheduledActionsForRule)
    passwordRequiredToUnlockFromIdle         = $true
    passwordMinutesOfInactivityBeforeLock    = 15
    passwordExpirationDays                   = 365
    passwordMinimumLength                    = 14
    passwordRequiredType                     = "alphanumeric"
}

$newPolicy = New-MgDeviceManagementDeviceCompliancePolicy -BodyParameter $pawCompliancePolicy
Write-Host "PAW compliance policy created: $($newPolicy.Id)" -ForegroundColor Green

# Assign the compliance policy to the PAW device group
$pawGroupId = "00000000-0000-0000-0000-000000000001"   # Replace with actual PAW Entra group ID

$assignmentBody = @{
    assignments = @(
        @{
            target = @{
                "@odata.type" = "#microsoft.graph.groupAssignmentTarget"
                groupId       = $pawGroupId
            }
        }
    )
}

Set-MgDeviceManagementDeviceCompliancePolicyAssignment `
    -DeviceCompliancePolicyId $newPolicy.Id `
    -BodyParameter $assignmentBody

Write-Host "PAW compliance policy assigned to PAW device group" -ForegroundColor Green
Windows Defender Application Control (WDAC) on PAW
A PAW should run only a minimal set of approved administrative tools. Windows Defender Application Control (WDAC) enforces an application allowlist: only code-signed applications in the allowlist can execute. Unsigned software, unapproved tools, and malware all fail to execute regardless of user privilege level.
The PAW WDAC policy should allowlist:
· Microsoft-signed system binaries (Winload, NTOSKRNL, system32 DLLs)
· Azure CLI (Microsoft-signed)
· Azure PowerShell modules (Microsoft-signed)
· Microsoft Graph PowerShell SDK (Microsoft-signed)
· Edge browser (restricted to Application Guard mode for any web access)
· Entra ID portal progressive web app
· Remote Desktop client (for Arc RDP proxy sessions)
· Remote Server Administration Tools (RSAT) where required
Web browsing on a PAW should be constrained to Edge with Application Guard enabled — every browsing session runs in a Hyper-V isolated container and cannot access the PAW’s local storage, credentials, or installed applications.
# Verify WDAC is enforced on a PAW (run on the PAW host)
$wdacStatus = Get-CimInstance -ClassName Win32_DeviceGuard -Namespace "root\Microsoft\Windows\DeviceGuard"

Write-Host "Code Integrity Policy Enforcement Status: $($wdacStatus.CodeIntegrityPolicyEnforcementStatus)"
# Expected: 2 = enforced, 1 = audit mode, 0 = disabled

Write-Host "User Mode Code Integrity: $($wdacStatus.UsermodeCodeIntegrityPolicyEnforcementStatus)"
# Expected: 2 = enforced

Write-Host "Credential Guard: $($wdacStatus.SecurityServicesRunning)"
# Expected array includes 1 (Credential Guard) and 2 (HVCI)
Conditional Access Policy: PIM Activation Requires PAW
The PAW enforcement point is a Conditional Access policy that gates PIM activation and administrative portal access on device compliance. An administrator who has credentials and has completed MFA cannot activate a PIM role from a non-PAW device.
# Create Conditional Access policy requiring PAW device compliance for PIM activation
# Requires: Policy.ReadWrite.ConditionalAccess Graph permission

Import-Module Microsoft.Graph.Identity.SignIns
Connect-MgGraph -Scopes "Policy.ReadWrite.ConditionalAccess"

$pawConditionalAccessPolicy = @{
    displayName = "PAM - Require PAW for Privileged Role Activation"
    state       = "enabledForReportingButNotEnforced"   # Start in report-only mode

    conditions = @{
        users = @{
            includeGroups = @("00000000-0000-0000-0000-000000000002")  # Replace: Privileged Admins group
            excludeGroups = @("00000000-0000-0000-0000-000000000003")  # Replace: Break-glass accounts group
        }
        applications = @{
            # Target: Microsoft Azure Management, Microsoft Graph, and the Entra ID portal
            includeApplications = @(
                "797f4846-ba00-4fd7-ba43-dac1f8f63013",  # Microsoft Azure Management
                "00000003-0000-0000-c000-000000000000",  # Microsoft Graph
                "74658136-14ec-4630-ad9b-26e160ff0fc6"   # Azure AD portal (MicrosoftAzureActiveDirectory)
            )
        }
        platforms = @{
            includePlatforms = @("windows")   # PAW is Windows
        }
    }

    grantControls = @{
        operator       = "AND"
        builtInControls = @("mfa", "compliantDevice")
        # compliantDevice enforces the Intune PAW compliance policy
    }

    sessionControls = @{
        signInFrequency = @{
            value           = 1
            type            = "hours"
            isEnabled       = $true
            authenticationType = "primaryAndSecondaryAuthentication"
        }
    }
}

$newCaPolicy = New-MgIdentityConditionalAccessPolicy -BodyParameter $pawConditionalAccessPolicy
Write-Host "Conditional Access policy created: $($newCaPolicy.Id)" -ForegroundColor Green
Write-Host "IMPORTANT: Policy is in report-only mode. Review sign-in logs for 14 days before enabling." -ForegroundColor Yellow
Report-Only Mode First — All Conditional Access policies should be deployed in enabledForReportingButNotEnforced (report-only) mode for a minimum of 14 days before switching to enabled. During the report-only period, monitor the Entra ID sign-in log for any accounts that would be blocked. Blocking a privileged administrator from a critical system without warning creates an outage. The report-only period surfaces unexpected devices and users before enforcement.
Emergency Access Accounts
Why Break-Glass Must Exist
Every security control that blocks an administrative path creates a risk: if the control itself fails, administrators cannot recover the environment. Conditional Access policies that require PAW compliance will block access if the Intune service is down, if the PAW is lost or destroyed, or if PIM itself has a service outage. Without a break-glass path, these scenarios result in permanent tenant lockout.
Break-glass accounts are the exception to all controls. They are not used in normal operations. They exist to restore access when the control plane that enforces access controls is itself unavailable.
Break-Glass Account Design
Two break-glass accounts are required. Two accounts protect against the failure of a single account (lost credential, locked out, Entra soft-delete). They are configured as follows:
Account type. Cloud-only accounts. Not synced from on-premises Active Directory, not federated through any identity provider. Cloud-only accounts are accessible even when the on-premises AD, ADFS, or Entra Connect infrastructure is down.
Role assignment. Active (standing) Global Administrator. This is the one exception to the eligible-only rule — break-glass must have immediate standing access because PIM may be the system that is unavailable.
Conditional Access exclusion. Both break-glass accounts are excluded from every Conditional Access policy by group membership. A break-glass account must not be blocked by a PAW compliance requirement, MFA requirement, Named Location restriction, or any other Conditional Access control.
Credential storage. A 20+ character randomly generated password stored in physical form in a secured safe. The credentials are never stored in a password manager, a credential vault, or any digital system accessible from the network. Two sealed envelopes in two physically separate safes, each held by a different senior official.
Second factor. A FIDO2 hardware security key (not TOTP, not push notification) registered as the MFA method. The hardware key is stored alongside the password in the physical safe. The hardware key cannot be phished, replayed over the network, or MFA-fatigued — it requires physical possession of the device and physical proximity to the authentication terminal.
Naming convention. Use an account name that does not identify the purpose. bg-acct-01@agency.gov is discoverable; a name following the normal account naming convention with no indicator of elevated privilege is less targeted.
# Create break-glass accounts
# Run as Global Admin using an existing admin account -- do this BEFORE converting all admins to PIM eligible

Import-Module Microsoft.Graph.Users
Import-Module Microsoft.Graph.Identity.DirectoryManagement
Connect-MgGraph -Scopes "User.ReadWrite.All", "RoleManagement.ReadWrite.Directory", "Directory.ReadWrite.All"

function New-BreakGlassAccount {
    param(
        [string]$AccountNumber,       # "01" or "02" -- internal reference only, never embedded in the account name
        [string]$Domain,              # Agency tenant domain, e.g. "agency.gov"
        [string]$AccountName,         # Local part following the agency's NORMAL user-naming convention -- no "bg"/privilege indicator
        [string]$DisplayName          # Display name matching ordinary accounts -- no "Break Glass" indicator
    )

    # Generate a cryptographically random 24-character password
    $passwordBytes = New-Object byte[] 24
    [System.Security.Cryptography.RandomNumberGenerator]::Create.GetBytes($passwordBytes)
    $password = [Convert]::ToBase64String($passwordBytes).Substring(0, 24) -replace '[+/=]', 'X'

    Write-Host "BREAK-GLASS ACCOUNT $AccountNumber PASSWORD (record offline now):" -ForegroundColor Red
    Write-Host $password -ForegroundColor Red
    Write-Host "STORE THIS PASSWORD IN THE PHYSICAL SAFE IMMEDIATELY" -ForegroundColor Red

    $accountUpn = "$AccountName@$Domain"

    $userParams = @{
        DisplayName          = $DisplayName
        UserPrincipalName    = $accountUpn
        MailNickname         = $AccountName
        AccountEnabled       = $true
        PasswordProfile      = @{
            Password                      = $password
            ForceChangePasswordNextSignIn = $false
        }
        PasswordPolicies     = "DisablePasswordExpiration"
        UsageLocation        = "US"
    }

    $bgUser = New-MgUser -BodyParameter $userParams
    Write-Host "Break-glass account created: $accountUpn (ID: $($bgUser.Id))" -ForegroundColor Green

    # Assign Global Administrator standing (active, not eligible)
    $globalAdminRoleId = "62e90394-69f5-4237-9190-012177145e10"

    $roleAssignmentBody = @{
        roleDefinitionId = $globalAdminRoleId
        principalId      = $bgUser.Id
        directoryScopeId = "/"
    }

    New-MgRoleManagementDirectoryRoleAssignment -BodyParameter $roleAssignmentBody
    Write-Host "Global Administrator role assigned (standing active) to $accountUpn" -ForegroundColor Green

    return $bgUser.Id
}

# Create both break-glass accounts.
# The names below follow the agency's normal user-naming convention and are deliberately
# NOT self-identifying. Substitute names that blend into your directory, and record the
# mapping (account number -> object ID) offline in the break-glass runbook only.
$bg01Id = New-BreakGlassAccount -AccountNumber "01" -Domain "agency.gov" -AccountName "svc-ops-a41" -DisplayName "Operations Service A41"
$bg02Id = New-BreakGlassAccount -AccountNumber "02" -Domain "agency.gov" -AccountName "svc-ops-b72" -DisplayName "Operations Service B72"

Write-Host ""
Write-Host "Next steps:" -ForegroundColor Cyan
Write-Host "1. Register a FIDO2 hardware key for each account at account registration" -ForegroundColor Cyan
Write-Host "2. Place credentials in separate physical safes" -ForegroundColor Cyan
Write-Host "3. Exclude both accounts from all Conditional Access policies" -ForegroundColor Cyan
Write-Host "4. Configure audit alert for any sign-in or role activation" -ForegroundColor Cyan
Break-Glass Audit Alert
Any use of a break-glass account is an anomalous event. An audit alert must fire immediately when either break-glass account signs in or activates any role. The alert should notify the CISO, the SOC, and at least one additional senior official.
# Create Microsoft Sentinel alert rule for break-glass account use
# Requires: Sentinel Contributor on the Log Analytics workspace

$workspaceId   = "00000000-0000-0000-0000-000000000004"   # Replace with your workspace ID
$resourceGroup = "rg-sentinel-prod"
$workspaceName = "law-sentinel-prod"

# KQL query: detect any sign-in by break-glass accounts.
# Drive the alert from the object IDs captured at creation ($bg01Id/$bg02Id), NOT the
# (deliberately non-identifying) account names -- ideally maintain them in a Sentinel
# watchlist so the account names never need to appear in detection content.
$alertQuery = @"
SigninLogs
| where UserId in ("$bg01Id", "$bg02Id")   // object IDs from New-BreakGlassAccount; or _GetWatchlist('BreakGlassAccounts')
| project TimeGenerated, UserPrincipalName, AppDisplayName, IPAddress, ResultType, Location, DeviceDetail
| order by TimeGenerated desc
"@

$alertRuleBody = @{
    kind       = "Scheduled"
    properties = @{
        displayName            = "CRITICAL - Break-Glass Account Sign-In Detected"
        description            = "A break-glass (emergency access) account has signed in. This is an anomalous event requiring immediate investigation."
        severity               = "High"
        enabled                = $true
        query                  = $alertQuery
        queryFrequency         = "PT5M"   # Check every 5 minutes
        queryPeriod            = "PT5M"   # Look back 5 minutes
        triggerOperator        = "GreaterThan"
        triggerThreshold       = 0
        suppressionDuration    = "PT1H"
        suppressionEnabled     = $false
        tactics                = @("PrivilegeEscalation", "InitialAccess")
        incidentConfiguration  = @{
            createIncident         = $true
            groupingConfiguration  = @{
                enabled              = $true
                reopenClosedIncident = $true
                lookbackDuration     = "PT5M"
                matchingMethod       = "AllEntities"
            }
        }
    }
} | ConvertTo-Json -Depth 8

$alertUri = "https://management.azure.com/subscriptions/$subscriptionId/resourceGroups/$resourceGroup/providers/Microsoft.OperationalInsights/workspaces/$workspaceName/providers/Microsoft.SecurityInsights/alertRules/breakglass-signin-alert?api-version=2023-02-01"

$token = (Get-AzAccessToken -ResourceUrl "https://management.azure.com/").Token
$headers = @{ Authorization = "Bearer $token"; "Content-Type" = "application/json" }

Invoke-RestMethod -Uri $alertUri -Method PUT -Headers $headers -Body $alertRuleBody
Write-Host "Break-glass alert rule created in Microsoft Sentinel" -ForegroundColor Green
Quarterly Break-Glass Testing
Break-glass accounts must be tested quarterly. An untested break-glass credential is an unknown credential — the password may have been rotated inadvertently, the hardware key may have failed, or the account may have been disabled by a policy that was not supposed to apply to it.
The quarterly test is:
1. Retrieve the break-glass credential from the physical safe under dual-person control.
1. Sign into the Entra ID portal using the break-glass account credentials and FIDO2 key.
1. Verify Global Administrator access is active (check role assignments).
1. Sign out immediately.
1. Re-seal the credential and return it to the safe.
1. Document the test in the audit log (create a manual incident or note in the SIEM).
The test should trigger the Sentinel alert. Confirm the alert fires within 5 minutes. This validates both the account and the detection capability simultaneously.
Session Management and Re-authentication
AC-11: Device Lock
NIST SP 800-53 Rev 5 AC-11 requires that systems initiate a session lock after a period of user inactivity and retain the lock until the user re-authenticates. For federal systems, the standard is 15 minutes of inactivity.
Session lock is enforced at two layers on privileged workstations:
Windows OS screen lock is enforced via Intune configuration profile. The screen lock policy is applied to the PAW device group and cannot be overridden by the local user.
# Create Intune configuration profile for session lock (15 minutes)
# Requires: DeviceManagementConfiguration.ReadWrite.All

$sessionLockProfile = @{
    "@odata.type"     = "#microsoft.graph.windows10GeneralConfiguration"
    displayName       = "PAW Session Lock - 15 Minute Idle"
    description       = "Enforces AC-11 session lock at 15 minutes inactivity for PAW devices"

    # Screen lock after 15 minutes of inactivity
    passwordMinutesOfInactivityBeforeScreenTimeout = 15

    # Require password to unlock from idle
    passwordRequiredToUnlockFromIdle = $true

    # Prevent users from changing screen timeout setting
    settingsBlockSettingsApp = $false  # Allow Settings app but enforce via policy
}

$newLockProfile = New-MgDeviceManagementDeviceConfiguration -BodyParameter $sessionLockProfile
Write-Host "Session lock profile created: $($newLockProfile.Id)" -ForegroundColor Green

# Assign to PAW group
$pawGroupId = "00000000-0000-0000-0000-000000000001"
$assignmentBody = @{
    assignments = @(
        @{
            target = @{
                "@odata.type" = "#microsoft.graph.groupAssignmentTarget"
                groupId       = $pawGroupId
            }
        }
    )
}

Set-MgDeviceManagementDeviceConfigurationAssignment `
    -DeviceConfigurationId $newLockProfile.Id `
    -BodyParameter $assignmentBody

Write-Host "Session lock profile assigned to PAW group" -ForegroundColor Green
AC-12: Session Termination
NIST SP 800-53 Rev 5 AC-12 requires the system to automatically terminate a session after defined conditions. For privileged sessions, the maximum session lifetime is a policy decision that balances security and operational friction.
Recommended sign-in frequency settings:
· Standard user sessions: 8-hour sign-in frequency (aligned with a work day)
· Privileged portal sessions (admins): 8-hour sign-in frequency for the base Entra session
· PIM-activated role sessions: 1-hour sign-in frequency — the Conditional Access session control forces re-authentication every hour during an active PIM session, independent of the PIM activation window
The PIM session frequency is enforced through the Conditional Access session control signInFrequency:
# Create Conditional Access policy enforcing 1-hour re-auth for PIM-activated sessions
# This is a separate policy targeting the PIM portal access after activation

$pimSessionFrequencyPolicy = @{
    displayName = "PAM - 1-Hour Re-auth During Active PIM Session"
    state       = "enabledForReportingButNotEnforced"

    conditions = @{
        users = @{
            includeGroups = @("00000000-0000-0000-0000-000000000002")  # Privileged Admins group
            excludeGroups = @("00000000-0000-0000-0000-000000000003")  # Break-glass accounts group
        }
        applications = @{
            includeApplications = @(
                "797f4846-ba00-4fd7-ba43-dac1f8f63013",  # Azure Management
                "00000003-0000-0000-c000-000000000000"   # Microsoft Graph
            )
        }
    }

    grantControls = @{
        operator        = "AND"
        builtInControls = @("mfa")
    }

    sessionControls = @{
        signInFrequency = @{
            value           = 1
            type            = "hours"
            isEnabled       = $true
            # frequencyInterval = "timeBased" is the default
        }
        persistentBrowser = @{
            mode      = "never"
            isEnabled = $true
        }
    }
}

$newSessionPolicy = New-MgIdentityConditionalAccessPolicy -BodyParameter $pimSessionFrequencyPolicy
Write-Host "PIM session frequency policy created: $($newSessionPolicy.Id)" -ForegroundColor Green
IA-11: Re-authentication for Privileged Actions
NIST SP 800-53 Rev 5 IA-11 requires re-authentication when circumstances or security policy require it. For PIM, this means that every activation request requires a fresh MFA proof — regardless of how recently the user authenticated for their standard session.
The mechanism is Entra ID Authentication Context. An Authentication Context is a named security signal that a Conditional Access policy can require for specific actions. The PIM activation flow is bound to an Authentication Context that requires fresh MFA (Step-Up Authentication).
# Create Authentication Context for PIM activation re-auth
Import-Module Microsoft.Graph.Identity.SignIns
Connect-MgGraph -Scopes "Policy.ReadWrite.ConditionalAccess", "Policy.Read.All"

# Create the authentication context
$authContextBody = @{
    id          = "c1"
    displayName = "PIM Activation Requires Fresh MFA"
    description = "IA-11 re-authentication requirement for privileged role activation"
    isAvailable = $true
}

New-MgIdentityConditionalAccessAuthenticationContextClassReference `
    -AuthenticationContextClassReferenceId "c1" `
    -BodyParameter $authContextBody

Write-Host "Authentication context c1 created for PIM step-up MFA" -ForegroundColor Green

# Create Conditional Access policy that enforces strong auth when context c1 is requested
$stepUpPolicy = @{
    displayName = "PAM - Step-Up MFA for PIM Activation (Auth Context c1)"
    state       = "enabled"   # This can be enabled immediately -- it only fires when c1 is requested

    conditions = @{
        users = @{
            includeGroups = @("00000000-0000-0000-0000-000000000002")  # Privileged Admins
            excludeGroups = @("00000000-0000-0000-0000-000000000003")  # Break-glass
        }
        applications = @{
            includeAuthenticationContextClassReferences = @("c1")
        }
    }

    grantControls = @{
        operator        = "OR"
        builtInControls = @("mfa")
    }
}

New-MgIdentityConditionalAccessPolicy -BodyParameter $stepUpPolicy
Write-Host "Step-up MFA Conditional Access policy created for auth context c1" -ForegroundColor Green
With this configuration, when a user initiates a PIM activation, Entra ID sends an Authentication Context challenge of c1. The Conditional Access evaluation sees c1 in flight and requires fresh MFA. The user must complete MFA even if they completed it 30 minutes ago at login. This satisfies IA-11.
Privileged Access Beyond Entra — Multi-Cloud and Third-Party PAM
The Entra PIM / PAW / Arc-JIT architecture above governs privileged access to the Microsoft estate — Azure RBAC, Entra directory roles, and Arc-connected servers. It does not, by itself, govern privileged identities in AWS GovCloud (IAM roles, IAM Identity Center permission sets), Oracle OCI (IAM), or the standing service, break-glass, and appliance-admin accounts a dedicated PAM platform vaults. On a multi-cloud estate, AC-5 / AC-6 least privilege must hold across every cloud — not only Azure.
Microsoft-preference is earned, not automatic here. Entra PIM is the default just-in-time mechanism for the Microsoft surface it actually governs; it does not natively broker JIT elevation into AWS or OCI IAM. Multi-cloud privileged access is therefore where the cross-vendor coordinators earn the role:
	Function (control)
	Microsoft-native
	Cross-vendor / multi-cloud

	JIT elevation (AC-6)
	Entra PIM (Azure/Entra)
	AWS IAM Identity Center permission sets; OCI IAM policies

	Entitlement governance & access review (AC-2, AC-6)
	Entra ID Governance
	SailPoint Identity Security Cloud (owned, FedRAMP Moderate) — certifies privileged entitlements across CSPs + on-prem, on the HRIT identity SSOT

	Credential vaulting, session isolation, rotation (AC-6, IA-5)
	Key Vault (secrets)
	CyberArk — vaults and brokers the standing accounts JIT cannot eliminate

	Cloud entitlement right-sizing (CIEM, AC-6)
	Defender for Cloud CIEM (Moderate)
	Prisma Cloud / Wiz CIEM (High)


SailPoint ISC (owned, Moderate) is the cross-cloud entitlement-governance layer — it reviews and certifies who holds privileged access across Azure, AWS, OCI, and on-prem, sitting on the HRIT identity SSOT rather than replacing it; SailPoint NERM governs non-employee privileged access (series carve-out). CyberArk vaults and session-isolates the standing privileged accounts JIT cannot remove — break-glass, service, and appliance-admin credentials. Verify each on the FedRAMP Marketplace at procurement.
Privileged-access events — PIM activations, SailPoint certifications, CyberArk vault check-outs — emit the unified evidence-record contract into the Multi-Cloud Evidence Fabric, keyed to authoritative identity, feeding CISA CDM and KSI-IAM.
NIST SP 800-53 Rev 5 Control Closure
The following table maps each NIST control addressed by this document to its state before and after implementation.
Closure Necessity — AC-6(1) and AC-6(10) on privileged sessions. Every closure in this table rests on two identity substrates, not on policy text. PIM’s activation ceremony is enforceable only because the role grant is a cryptographically validated token claim with a bounded lifetime — the certificate-and-token doctrine of Vol I Book 03 (Certificates & Tokens); a password-conveyed admin role carries no expiry the directory can enforce. And the PAW gate on AC-6(1)/AC-6(10) holds only because Conditional Access can verify device identity and compliance — the device-identity doctrine of Vol I Book 02 (Network Access Control: 802.1X); without a device-bound assertion, “activate only from a compliant workstation” is a request, not a control. There is no audit procedure, admin-training artifact, or account-naming convention that bounds a standing credential’s scope in time or binds its use to hardware.
NIST SP 800-53 Rev 5 control closure for Vol III Book 01 — Privileged Access Management
	Control
	Title
	Without This Document
	With This Document
	Authority

	AC-5
	Separation of Duties
	Standing Global Admin accounts combine administrative authorization with routine operations; no separation between role assignment and role use
	PIM requires a separate authorization ceremony (request, MFA, justification, optional approver) before role is active; role assignment and role use are distinct events
	NIST SP 800-53 Rev 5 AC-5

	AC-6
	Least Privilege
	Standing admin assignments grant maximum scope for the duration of employment regardless of current task
	PIM eligible assignments grant scope only for the duration of the activation window (1–8 hours); scope returns to zero between activations
	NIST SP 800-53 Rev 5 AC-6

	AC-6(1)
	Authorize Access to Security Functions
	Access to security functions (Conditional Access editing, role management, security policy) is always available to standing admins
	PIM activation for Security Administrator and Privileged Role Administrator roles requires explicit authorization ceremony; Conditional Access policy gates on PAW device compliance
	NIST SP 800-53 Rev 5 AC-6(1)

	AC-6(2)
	Non-privileged Access for Nonsecurity Functions
	Admins performing routine tasks (email, documents) use the same account scope as their administrative role — elevated scope is always in use
	Admins use a standard account for routine tasks; privileged roles are activated only when needed through PIM; PAW is used only for admin tasks, never for general productivity
	NIST SP 800-53 Rev 5 AC-6(2)

	AC-6(5)
	Privileged Accounts
	Privileged accounts exist with no inventory, no defined scope justification, and no audit trail of activation events
	PIM eligible assignments constitute the inventory of privileged accounts; each activation generates an audit event with justification, requestor, approver, and time window
	NIST SP 800-53 Rev 5 AC-6(5)

	AC-6(9)
	Log Use of Privileged Functions
	NTLM-based admin sessions do not generate token-level audit events; standing admin session activities are not distinguishable from normal use in the audit log
	PIM activation and deactivation are logged; Sentinel analytics rules correlate activation events with subsequent administrative actions during the activation window
	NIST SP 800-53 Rev 5 AC-6(9)

	AC-6(10)
	Prohibit Non-privileged Users from Executing Privileged Functions
	Any account that discovers a standing admin credential can immediately execute privileged functions; no additional gate
	PIM eligible assignments require activation ceremony; PAW Conditional Access blocks role activation from non-compliant devices; Credential Guard blocks credential extraction from PAW memory
	NIST SP 800-53 Rev 5 AC-6(10)

	AC-11
	Device Lock
	Screen lock timeout may be configured per-device with no enforcement; users can override or disable
	Intune configuration profile enforces 15-minute idle screen lock on PAW devices; policy is not user-overridable; compliance policy flags non-compliant devices
	NIST SP 800-53 Rev 5 AC-11

	AC-12
	Session Termination
	Administrative sessions may persist indefinitely; no automatic termination
	Conditional Access sign-in frequency policy limits privileged portal sessions to 8 hours; PIM-activated sessions are subject to 1-hour re-authentication; sessions exceeding the limit require fresh MFA to continue
	NIST SP 800-53 Rev 5 AC-12

	IA-11
	Re-authentication
	Subsequent privileged actions within an active session do not require additional authentication proof
	Authentication Context c1 bound to PIM activation requires fresh MFA proof at every activation, regardless of session age; IA-11 satisfied for all privileged role activations
	NIST SP 800-53 Rev 5 IA-11


FedRAMP 20x Key Security Indicator Alignment
FedRAMP 20x KSI-IAM-JIT (Authorizing Just-in-Time) requires a least-privileged, role- and attribute-based, just-in-time authorization approach for privileged roles, with privileged accounts separately inventoried and monitored. The PIM eligible assignment inventory, PIM activation audit trail, and Sentinel alert rules documented in this part directly satisfy KSI-IAM-JIT.
FedRAMP 20x KSI-IAM-APM (Adopting Passwordless Methods) calls for secure passwordless, phishing-resistant authentication. The combination of Entra ID MFA at PIM activation, FIDO2 hardware keys for break-glass accounts, and PAW device compliance for the Conditional Access session satisfies KSI-IAM-APM at the phishing-resistant tier.
FedRAMP 20x’s KSI-MLA (Monitoring, Logging, and Auditing) theme covers monitoring privileged workstations with endpoint detection — “EDR” is a capability, not a CR26 indicator. The PAW baseline with WDAC, Credential Guard, and Microsoft Defender for Endpoint provides the coverage; the PAW Intune compliance policy ensures it is continuously verified.
Agencies implementing this document should reference the FedRAMP 20x Machine-Readable Evidence guidelines and capture the following as control evidence artifacts: PIM eligible assignment export (JSON from Microsoft Graph), PIM activation audit log export (90-day retention), Conditional Access policy export, Intune compliance policy export, and the break-glass quarterly test record.

Federal Compliance — Vol III Book 01 of the series. Vol III Book 06 (SIEM/XDR Detection) addresses audit log architecture and SIEM integration: structured log forwarding from Arc servers, SQL Server extended events, Entra ID sign-in logs, and PIM audit events into a centralized Log Analytics workspace with Sentinel analytics rules. CyberArk’s Privileged Session Manager (PSM) component — the proxying, time-boxing, and recording layer this book’s vaulting/session-isolation closure relies on — is also the compensating-control evidence source Vol VII Book 07 (VMware) cites for manual, out-of-band vCenter script actuation where no orchestrator yet reaches: a PSM-recorded session, gated by a ServiceNow task’s approval, in place of a “run successfully” reply.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol III Book 02 of the Federal Compliance series. Vol I Book 01 and the Volume II SQL Server books (Vol II Book 01–02) established the asset enumeration foundation: InfoBlox IPAM provides the authoritative IP and hostname inventory; Azure Arc enrollment provides the managed-node registry; the SQL Server implementation guide extends that registry to database instances. You cannot scan what you have not enumerated. Volumes I and II, plus Vol III Book 01 (Privileged Access Management), close the enumeration gap. This part establishes what to do with the enumeration: continuous vulnerability posture management linked to CISA’s Known Exploited Vulnerabilities catalog and automated patch delivery through Windows Update for Business.
Scope Boundary — Assessment Here, Multi-CSP Actuation Next Door
This book is the assessment and prioritization half of the vulnerability plane — RA-5 scanning, KEV cross-reference, risk-based SLAs, and the machine-readable compliance record — worked as the Microsoft/Defender reference implementation of the series’ evidence contract. The remediation-actuation half (SI-2) across the other platforms an agency runs — AWS Systems Manager, Oracle OS Management Hub and Ksplice, VMware vSphere Lifecycle Manager, Red Hat Satellite/Ansible — and the unified compliance record that coordinates them live in the Patch & Systems Management book, per the Management-Plane Coordination Doctrine (Executive Summary). Windows Update for Business and Azure Update Manager appear here as the Microsoft delivery examples; that book generalizes them to the whole estate.
What This Document Addresses
Federal vulnerability management fails at three distinct points, and FedRAMP assessors have learned to probe all three. The first failure is enumeration: assessors ask to see the asset inventory and find that it was produced six months ago by a one-time Nessus scan, does not include cloud-hosted assets, and does not account for assets added after the scan date. Volume I and the Vol II SQL Server books (Vol II Book 01–02) close that gap. The second failure is prioritization: agencies receive vulnerability findings ranked by CVSS score and apply generic severity buckets — Critical gets patched in 30 days, High in 60 days — without cross-referencing against the CISA Known Exploited Vulnerabilities (KEV) catalog, which represents the empirical set of vulnerabilities actively weaponized in the wild. The third failure is evidence: when an assessor asks whether the patch SLA was met for a specific CVE on a specific machine, the agency cannot produce a machine-readable record. There is no continuous output that tracks CVE-to-machine-to-patch-date. Each assessment cycle involves manual evidence assembly from disparate tools.
This document closes the second and third gaps. It builds on the Arc-enrolled inventory from Vol II Book 01 (SQL Server Authentication Modernization) and the SQL Server inventory from Vol II Book 02 (SQL Server Implementation Guide) to establish: (a) a continuous vulnerability scan using Microsoft Defender Vulnerability Management (MDVM) delivered through the Arc monitoring channel already deployed, (b) daily cross-reference against the CISA KEV catalog JSON feed, (c) a prioritized patch queue with BOD 26-04 risk-based SLA assignments, (d) automated patch delivery through Intune Windows Update for Business rings, and (e) a daily machine-readable compliance record that becomes the RA-5 KSI artifact for FedRAMP 20x.
The architecture deliberately avoids introducing new agents. Every Arc-enrolled server already runs the Azure Monitor Agent (AMA). Microsoft Defender for Endpoint (MDE) uses that same channel for its vulnerability assessment module. No additional per-server software deployment is required for the vulnerability scanning capability — the scanner follows the inventory, not the other way around.

The Patch SLA Gap
What FedRAMP Assessors Check
FedRAMP assessors evaluating RA-5 (Vulnerability Monitoring and Scanning) and SI-2 (Flaw Remediation) look for three things in sequence. First, is there a vulnerability scanner? A scanner that runs quarterly satisfies the question technically but triggers immediate follow-up about continuous monitoring. Second, is there a documented patch SLA by severity tier? Most agencies have a policy document with CVSS-based tiers. Third — and this is where most agencies fail — is the SLA being met, and can the agency demonstrate this with a machine-readable record that shows CVE, affected machine, detection date, patch date, and SLA outcome?
The third question is where the assessment typically stalls. An agency can show a scan report. It can show a policy document. But when the assessor asks “show me CVE-2023-34362 on machine SQL-PROD-07, when it was detected, when it was patched, and whether that fell within your stated SLA,” the answer requires pulling from a vulnerability scanner, correlating with a patch management system, and manually assembling a record that may not exist in the format requested.
This document’s architecture produces that record continuously and automatically.
CISA BOD 26-04 and the KEV Catalog
Binding Operational Directive 22-01, issued by CISA in November 2021, established the Known Exploited Vulnerabilities catalog as a binding federal requirement. BOD 22-01 applied to all federal civilian executive branch agencies under FISMA; BOD 26-04 carries that scope forward. The KEV catalog (available at https://www.cisa.gov/known-exploited-vulnerabilities-catalog) is updated daily and published as a structured JSON feed at https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json.
The directive requires agencies to remediate each KEV entry by the due date CISA assigns to that entry in the catalog — historically within about two weeks for CVEs assigned in 2021 or later, and within six months for pre-2021 CVEs. BOD 22-01 sets no internet-facing/internal split; the per-entry catalog due date applies regardless of network exposure. (The exposure-based tiering below is Agency’s own operational SLA, at least as tight as the catalog deadline; a network-exposure split historically traces to the now-superseded BOD 19-02, which used critical-15-day / high-30-day timelines. BOD 22-01 and BOD 19-02 were both revoked — not merely superseded — by BOD 26-04 on 10 June 2026; CISA now publishes the BOD 22-01 page at a -revoked URL. Its risk-based model this program also honors.) These deadlines are binding requirements with reporting obligations.
The consequence for FedRAMP is significant. CVSS 9.0 (Critical) without KEV status carries Agency’s 15-day non-KEV Critical SLA. But a CVSS 7.5 (High) that appears in the KEV catalog must be remediated by its CISA-assigned KEV due date — and carries Agency’s P0/P1 KEV SLA (14–28 days), far tighter than the 30-day non-KEV High tier. The KEV intersection changes the priority ordering entirely. Agencies that prioritize solely by CVSS will systematically under-prioritize exploited vulnerabilities.
Patch SLA Table
The following table defines the SLA tiers used in this implementation. The underlying KEV obligation — remediate by the CISA-assigned catalog due date — now rides on BOD 26-04, in which KEV listing is one of four risk variables rather than a free-standing obligation; the P0/P1 internet-facing vs internal split and their day counts are Agency’s own operational SLA (set at least as tight as the catalog deadline). The non-KEV tiers follow NIST SP 800-40 Rev 4 guidance and align with standard FedRAMP Moderate patch-management expectations.
Patch SLA tiers by priority class
	Priority
	Criteria
	SLA (Calendar Days)
	Authority

	P0 — KEV Internet-Facing
	CVE in CISA KEV AND system has external exposure
	14 days
	BOD 26-04 (KEV listing variable; CISA KEV due date); Agency SLA tier

	P1 — KEV Internal
	CVE in CISA KEV AND system is internal only
	28 days
	BOD 26-04 (KEV listing variable; CISA KEV due date); Agency SLA tier

	P2 — Critical Non-KEV
	CVSS 9.0–10.0, not in KEV
	15 days
	Agency policy (informed by SP 800-40 R4; 15-day count traces to superseded BOD 19-02)

	P3 — High Non-KEV
	CVSS 7.0–8.9, not in KEV
	30 days
	Agency policy (informed by SP 800-40 R4; 30-day count traces to superseded BOD 19-02)

	P4 — Medium
	CVSS 4.0–6.9
	90 days
	Agency Policy

	P5 — Low
	CVSS 0.1–3.9
	180 days
	Agency Policy


KEV Intersection Is Not Automatic — No vulnerability scanner automatically flags KEV status. The CVSS score and the KEV catalog are maintained by different organizations (NVD/CVSS by NIST, KEV by CISA) and are not linked in standard scanner outputs. The cross-reference must be performed explicitly, either through a tool that integrates both feeds or through the automation described in Section 3 of this document.

Defender for Endpoint and Arc Integration
How MDVM Uses the Arc Agent Channel
Microsoft Defender Vulnerability Management (MDVM) is the vulnerability assessment module within Microsoft Defender for Endpoint (MDE). On Arc-enrolled servers, MDVM uses the Azure Monitor Agent (AMA) channel that was installed during Arc enrollment. This is the critical architectural point: the scanning infrastructure already exists on every Arc-enrolled machine. No additional agent installation, no additional firewall rules, no separate scanner credentials.
The AMA channel was established in Vol II Book 02 (SQL Server Implementation Guide) of this series as the mechanism through which Arc-enrolled servers report hardware inventory, software inventory, and configuration state to Azure. MDVM piggybacks on this same channel to deliver:
· Software inventory — all installed software with version numbers, compared against vendor support lifecycle data
· Missing patches — operating system patches from Windows Update not yet applied, cross-referenced against CVSS scores and KEV status
· Security configurations — registry settings, service configurations, and enabled features compared against security baselines
· SQL Server inventory — SQL Server instances, versions, and cumulative update levels (critical for Section 5)
The result is that Arc enrollment is the single gate that enables vulnerability management. An agent added to the Arc inventory is automatically scanned. An agent removed from Arc enrollment is automatically removed from the scan scope. The inventory and the scan scope are always in sync because they are the same list.
Coverage Matrix
MDVM coverage matrix for Arc-enrolled assets
	OS / Component
	MDVM Coverage
	Notes

	Windows Server 2012 R2
	Yes (via MMA fallback)
	ESU required; MMA not AMA

	Windows Server 2016
	Yes
	AMA channel

	Windows Server 2019
	Yes
	AMA channel

	Windows Server 2022
	Yes
	AMA channel, full baseline

	Windows Server 2025
	Yes
	AMA channel, full baseline

	SQL Server 2014–2019
	Yes (software inventory)
	CU-level tracking

	SQL Server 2022
	Yes (software inventory + config)
	Full baseline

	Windows 10/11 (Intune-joined)
	Yes
	MDE sensor via Intune

	Linux (Arc-enrolled)
	Yes
	AMA channel


Windows Server 2012 R2 Exception — Windows Server 2012 R2 uses the legacy Microsoft Monitoring Agent (MMA) rather than AMA, because AMA requires Windows Server 2016 or later. Arc enrollment on 2012 R2 provides Extended Security Updates (ESU) at no additional cost and installs MMA for the vulnerability channel. The MDVM data is equivalent; only the agent version differs. All 2012 R2 instances should be on an active upgrade path to 2022.
Verifying MDE Onboarding Status for Arc-Enrolled Machines
After Arc enrollment, MDVM onboarding is confirmed through the Defender portal. The following PowerShell script queries the Arc-enrolled machine list and cross-references against the MDE onboarding status using the Microsoft Security Graph API. Run this script from a workstation with the Az PowerShell module installed and an authenticated session with Defender API permissions (WindowsDefenderATP: Machine.Read.All).
# Verify MDE onboarding status for all Arc-enrolled servers
# Requires: Az module, Microsoft.Graph module
# Permissions: WindowsDefenderATP Machine.Read.All, Azure Connected Machine Reader

param(
    [Parameter(Mandatory)]
    [string]$SubscriptionId,

    [Parameter(Mandatory)]
    [string]$ResourceGroupName,

    [string]$OutputPath = ".\mde-onboarding-status.csv"
)

# Authenticate to Azure
Connect-AzAccount -Subscription $SubscriptionId

# Retrieve all Arc-enrolled machines in the resource group
$arcMachines = Get-AzConnectedMachine -ResourceGroupName $ResourceGroupName |
    Select-Object Name, Location, OSName, Status, AgentVersion,
                  @{N='ArcId'; E={$_.Id}},
                  @{N='LastStatusChange'; E={$_.LastStatusChange}}

Write-Host "Found $($arcMachines.Count) Arc-enrolled machines"

# Obtain MDE API token via Managed Identity or service principal
$tenantId     = (Get-AzContext).Tenant.Id
$mdeTenantUrl = "https://api.securitycenter.microsoft.com"

$tokenRequest = @{
    Uri    = "https://login.microsoftonline.com/$tenantId/oauth2/v2.0/token"
    Method = 'POST'
    Body   = @{
        grant_type    = 'client_credentials'
        client_id     = $env:MDE_CLIENT_ID
        client_secret = $env:MDE_CLIENT_SECRET
        scope         = 'https://api.securitycenter.microsoft.com/.default'
    }
}
$token = (Invoke-RestMethod @tokenRequest).access_token

$authHeader = @{ Authorization = "Bearer $token" }

# Pull all machines registered in MDE
$mdeMachines = @
$mdeUri = "$mdeTenantUrl/api/machines?`$select=id,computerDnsName,osPlatform,healthStatus,onboardingStatus"

do {
    $response = Invoke-RestMethod -Uri $mdeUri -Headers $authHeader -Method GET
    $mdeMachines += $response.value
    $mdeUri = $response.'@odata.nextLink'
} while ($mdeUri)

Write-Host "Found $($mdeMachines.Count) machines in MDE"

# Build lookup by DNS name (normalized to lowercase)
$mdeLookup = @{}
foreach ($m in $mdeMachines) {
    $key = $m.computerDnsName.ToLower.Split('.')[0]
    $mdeLookup[$key] = $m
}

# Cross-reference Arc machines against MDE
$results = foreach ($arc in $arcMachines) {
    $shortName = $arc.Name.ToLower
    $mdeRecord = $mdeLookup[$shortName]

    [PSCustomObject]@{
        MachineName       = $arc.Name
        ArcStatus         = $arc.Status
        OS                = $arc.OSName
        ArcAgentVersion   = $arc.AgentVersion
        MDEOnboarded      = ($null -ne $mdeRecord)
        MDEHealthStatus   = if ($mdeRecord) { $mdeRecord.healthStatus } else { 'NOT_FOUND' }
        MDEOnboardStatus  = if ($mdeRecord) { $mdeRecord.onboardingStatus } else { 'NOT_ONBOARDED' }
        LastArcStatusChange = $arc.LastStatusChange
    }
}

# Output summary
$notOnboarded = $results | Where-Object { -not $_.MDEOnboarded }
$unhealthy    = $results | Where-Object { $_.MDEHealthStatus -eq 'Inactive' }

Write-Host ""
Write-Host "=== MDE Onboarding Summary ==="
Write-Host "Total Arc machines:  $($results.Count)"
Write-Host "MDE onboarded:       $(($results | Where-Object MDEOnboarded).Count)"
Write-Host "Not in MDE:          $($notOnboarded.Count)"
Write-Host "MDE inactive:        $($unhealthy.Count)"

if ($notOnboarded.Count -gt 0) {
    Write-Warning "The following machines are Arc-enrolled but NOT in MDE:"
    $notOnboarded | ForEach-Object { Write-Warning "  - $($_.MachineName)" }
}

# Export to CSV
$results | Export-Csv -Path $OutputPath -NoTypeInformation
Write-Host ""
Write-Host "Full results written to: $OutputPath"
Onboarding Lag — After Arc enrollment, MDE onboarding typically completes within 24–48 hours as the AMA channel establishes connectivity and the Defender sensor is provisioned. Run this verification script 48 hours after a batch enrollment to catch stragglers before declaring the enrollment complete.

CISA KEV Integration and Prioritization
The KEV Catalog JSON Feed
CISA publishes the KEV catalog as a machine-readable JSON feed updated on a rolling daily basis. The feed schema includes, for each entry: cveID, vendorProject, product, vulnerabilityName, dateAdded, shortDescription, requiredAction, dueDate, and notes. The dueDate field represents the CISA-assigned remediation deadline, which may differ from the flat timelines BOD 22-01 used to set before its revocation for entries that carried specific due dates at time of catalog addition.
The feed URL is stable and does not require authentication: https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json
The catalog currently contains over 1,000 entries and grows by 5–20 entries per week. The daily automation pull should be scheduled to run before the morning patch queue review so that overnight additions are reflected in the day’s priority assignments.
KEV Pull and CVE Cross-Reference
The following PowerShell script downloads the KEV catalog, extracts CVE IDs, queries the Defender VM API for current vulnerability findings on Arc-enrolled machines, and produces a prioritized patch queue with SLA assignments. This script is designed to run daily as a scheduled task or Azure Automation runbook.
# CISA KEV + Defender VM daily patch priority queue
# Schedule: Daily 06:00 local time, before morning ops standup
# Output: JSON + CSV patch queue with SLA assignments

param(
    [string]$KevFeedUrl   = 'https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json',
    [string]$OutputDir    = '.\patch-queue',
    [string]$HistoryDir   = '.\patch-queue\history',
    [switch]$ExportCsv
)

$today     = Get-Date -Format 'yyyy-MM-dd'
$timestamp = Get-Date -Format 'yyyyMMdd-HHmmss'

# Ensure output directories exist
@($OutputDir, $HistoryDir) | ForEach-Object {
    if (-not (Test-Path $_)) { New-Item -ItemType Directory -Path $_ | Out-Null }
}

Write-Host "[$(Get-Date -Format 'HH:mm:ss')] Downloading CISA KEV catalog..."

# Download KEV catalog with retry
$kevData = $null
$retryCount = 0
do {
    try {
        $kevData = Invoke-RestMethod -Uri $KevFeedUrl -TimeoutSec 30
        break
    } catch {
        $retryCount++
        if ($retryCount -ge 3) { throw "Failed to download KEV catalog after 3 attempts: $_" }
        Start-Sleep -Seconds 10
    }
} while ($retryCount -lt 3)

# Build KEV lookup: CVE ID -> catalog entry
$kevCatalog = @{}
foreach ($entry in $kevData.vulnerabilities) {
    $kevCatalog[$entry.cveID] = @{
        DateAdded       = [datetime]$entry.dateAdded
        DueDate         = if ($entry.dueDate) { [datetime]$entry.dueDate } else { $null }
        VendorProduct   = "$($entry.vendorProject) $($entry.product)"
        RequiredAction  = $entry.requiredAction
        ShortDesc       = $entry.shortDescription
    }
}

Write-Host "[$(Get-Date -Format 'HH:mm:ss')] KEV catalog loaded: $($kevCatalog.Count) entries"

# --- MDE Defender VM API query ---
$tenantId = (Get-AzContext).Tenant.Id
$tokenRequest = @{
    Uri    = "https://login.microsoftonline.com/$tenantId/oauth2/v2.0/token"
    Method = 'POST'
    Body   = @{
        grant_type    = 'client_credentials'
        client_id     = $env:MDE_CLIENT_ID
        client_secret = $env:MDE_CLIENT_SECRET
        scope         = 'https://api.securitycenter.microsoft.com/.default'
    }
}
$token      = (Invoke-RestMethod @tokenRequest).access_token
$authHeader = @{ Authorization = "Bearer $token" }
$mdeBase    = 'https://api.securitycenter.microsoft.com/api'

Write-Host "[$(Get-Date -Format 'HH:mm:ss')] Querying Defender VM for active vulnerabilities..."

# Pull all active vulnerability findings (machine + CVE combinations)
$findings   = @
$findingUri = "$mdeBase/vulnerabilities/machinesvulnerabilities?`$select=cveId,machineId,fixingKbId,severity,cvssV3,productName,softwareVersion,recommendedSecurityUpdate"

do {
    $response  = Invoke-RestMethod -Uri $findingUri -Headers $authHeader -Method GET
    $findings += $response.value
    $findingUri = $response.'@odata.nextLink'
} while ($findingUri)

Write-Host "[$(Get-Date -Format 'HH:mm:ss')] Retrieved $($findings.Count) CVE-machine findings"

# Pull machine details for exposure classification
$machines   = @{}
$machineUri = "$mdeBase/machines?`$select=id,computerDnsName,isInternetFacing,osPlatform,rbacGroupName"

do {
    $response  = Invoke-RestMethod -Uri $machineUri -Headers $authHeader -Method GET
    foreach ($m in $response.value) { $machines[$m.id] = $m }
    $machineUri = $response.'@odata.nextLink'
} while ($machineUri)

# Build prioritized patch queue
$patchQueue = foreach ($finding in $findings) {
    $cve         = $finding.cveId
    $machineInfo = $machines[$finding.machineId]
    $isKev       = $kevCatalog.ContainsKey($cve)
    $isInternet  = $machineInfo -and $machineInfo.isInternetFacing

    # Assign priority and SLA
    $priority = switch ($true) {
        ($isKev -and $isInternet)   { 'P0-KEV-Internet'; break }
        ($isKev -and -not $isInternet) { 'P1-KEV-Internal'; break }
        ($finding.severity -eq 'Critical') { 'P2-Critical'; break }
        ($finding.severity -eq 'High')     { 'P3-High'; break }
        ($finding.severity -eq 'Medium')   { 'P4-Medium'; break }
        default                            { 'P5-Low' }
    }

    $slaDays = switch ($priority) {
        'P0-KEV-Internet' { 14 }
        'P1-KEV-Internal' { 28 }
        'P2-Critical'     { 15 }
        'P3-High'         { 30 }
        'P4-Medium'       { 90 }
        default           { 180 }
    }

    # SLA due date: KEV findings use the CISA-assigned catalog dueDate (the deadline CISA
    # actually assigned), falling back to dateAdded + window only when dueDate is absent.
    # Non-KEV findings run from today.
    if ($isKev) {
        $kevEntry = $kevCatalog[$cve]
        $slaDue   = if ($kevEntry.DueDate) { $kevEntry.DueDate } else { $kevEntry.DateAdded.AddDays($slaDays) }
    } else {
        $slaDue   = ([datetime]::Today).AddDays($slaDays)
    }
    $daysLeft  = ([datetime]$slaDue - [datetime]::Today).Days

    [PSCustomObject]@{
        Priority         = $priority
        CVE              = $cve
        MachineName      = if ($machineInfo) { $machineInfo.computerDnsName } else { $finding.machineId }
        MachineGroup     = if ($machineInfo) { $machineInfo.rbacGroupName } else { 'Unknown' }
        IsInternetFacing = $isInternet
        InKEV            = $isKev
        CvssV3           = $finding.cvssV3
        Severity         = $finding.severity
        Product          = $finding.productName
        ProductVersion   = $finding.softwareVersion
        FixKB            = $finding.fixingKbId
        SLADueDateUTC    = $slaDue.ToString('yyyy-MM-dd')
        DaysRemaining    = $daysLeft
        SLABreached      = ($daysLeft -lt 0)
        KEVDateAdded     = if ($isKev) { $kevCatalog[$cve].DateAdded.ToString('yyyy-MM-dd') } else { '' }
        RequiredAction   = if ($isKev) { $kevCatalog[$cve].RequiredAction } else { '' }
        AsOfDate         = $today
    }
}

# Sort by priority then days remaining (most urgent first)
$priorityOrder = @{ 'P0-KEV-Internet'=0; 'P1-KEV-Internal'=1; 'P2-Critical'=2;
                    'P3-High'=3; 'P4-Medium'=4; 'P5-Low'=5 }
$patchQueue = $patchQueue | Sort-Object {
    $priorityOrder[$_.Priority] * 10000 + [Math]::Max(-9999, $_.DaysRemaining)
}

# Summary metrics for the daily compliance record
$summary = [ordered]@{
    AsOfDate             = $today
    TotalFindings        = $findings.Count
    TotalMachines        = ($patchQueue | Select-Object -ExpandProperty MachineName -Unique).Count
    KEVFindings          = ($patchQueue | Where-Object InKEV).Count
    P0_KEV_Internet      = ($patchQueue | Where-Object Priority -eq 'P0-KEV-Internet').Count
    P1_KEV_Internal      = ($patchQueue | Where-Object Priority -eq 'P1-KEV-Internal').Count
    P2_Critical          = ($patchQueue | Where-Object Priority -eq 'P2-Critical').Count
    P3_High              = ($patchQueue | Where-Object Priority -eq 'P3-High').Count
    P4_Medium            = ($patchQueue | Where-Object Priority -eq 'P4-Medium').Count
    P5_Low               = ($patchQueue | Where-Object Priority -eq 'P5-Low').Count
    SLABreached          = ($patchQueue | Where-Object SLABreached).Count
    SLABreachedKEV       = ($patchQueue | Where-Object { $_.SLABreached -and $_.InKEV }).Count
    MachinesOutOfSLA     = ($patchQueue | Where-Object SLABreached |
                             Select-Object -ExpandProperty MachineName -Unique).Count
    PatchComplianceRate  = if ($findings.Count -gt 0) {
                               [Math]::Round(100 * (1 - ($patchQueue | Where-Object SLABreached).Count / $findings.Count), 1)
                           } else { 100 }
    KEVCatalogSize       = $kevCatalog.Count
    KEVCatalogAsOf       = $kevData.catalogVersion
}

# Write daily output files
$queuePath   = Join-Path $OutputDir "patch-queue-$today.json"
$summaryPath = Join-Path $OutputDir "compliance-summary-$today.json"
$archivePath = Join-Path $HistoryDir "patch-queue-$timestamp.json"

$patchQueue  | ConvertTo-Json -Depth 4 | Set-Content $queuePath   -Encoding UTF8
$summary     | ConvertTo-Json -Depth 2 | Set-Content $summaryPath -Encoding UTF8
Copy-Item $queuePath $archivePath

if ($ExportCsv) {
    $patchQueue | Export-Csv -Path (Join-Path $OutputDir "patch-queue-$today.csv") -NoTypeInformation
}

# Console output
Write-Host ""
Write-Host "=== Daily Patch Queue Summary ($today) ==="
Write-Host "Total CVE-machine findings:  $($summary.TotalFindings)"
Write-Host "Machines with findings:      $($summary.TotalMachines)"
Write-Host "KEV findings:                $($summary.KEVFindings)"
Write-Host "  P0 (KEV Internet-facing):  $($summary.P0_KEV_Internet)"
Write-Host "  P1 (KEV Internal):         $($summary.P1_KEV_Internal)"
Write-Host "SLA breached (total):        $($summary.SLABreached)"
Write-Host "SLA breached (KEV):          $($summary.SLABreachedKEV)"
Write-Host "Patch compliance rate:       $($summary.PatchComplianceRate)%"
Write-Host ""
Write-Host "Patch queue written to: $queuePath"
Write-Host "Compliance summary:     $summaryPath"

if ($summary.SLABreachedKEV -gt 0) {
    Write-Warning "ALERT: $($summary.SLABreachedKEV) KEV findings have breached their BOD 26-04 SLA. Escalate immediately."
}
BOD 26-04 Reporting Obligation — Agencies subject to BOD 26-04 must report remediation status for KEV catalog entries to CISA through the Continuous Diagnostics and Mitigation (CDM) program. The daily compliance summary JSON produced by the script above is structured to support onward reporting into the CDM Agency Dashboard; coordinate the field mapping with your CDM team to configure automated upload of the summary file.

Patch Automation — Azure Update Manager (Servers) and Intune WUfB (Clients)
Correct the delivery lane by machine class. Intune Windows Update for Business (WUfB) update rings support Windows client editions only (Pro, Enterprise, Education, LTSC) — not Windows Server — and an Intune windows10CompliancePolicy evaluates only devices enrolled in Intune MDM. An Arc-enrolled server is connected through the Azure Connected Machine agent, not MDM-enrolled, so neither WUfB rings nor an Intune compliance policy reaches it. For this book’s estate — Arc-enrolled Windows Servers (domain controllers, database servers) — patch delivery and enforcement run through Azure Update Manager (periodic assessment, scheduled patching via maintenance configurations, dynamic scoping) governed by Azure Policy, the same lane the Linux section below uses. The WUfB ring and compliance-policy material that follows applies to the Windows 10/11 client fleet (field-office workstations), not the server estate. A full Azure Update Manager implementation for the Windows-server lane is tracked as follow-up work; the scripts below are the client lane.
Windows Update for Business Architecture (Windows 10/11 clients)
Windows Update for Business (WUfB) is Microsoft’s managed update service that delivers Windows patches directly from Microsoft’s Content Delivery Network without requiring an on-premises WSUS server. When managed through Intune (endpoint management), WUfB provides granular control over update timing, ring-based deployment, and compliance enforcement.
The WUfB ring model is the central mechanism for controlled patch rollout. Rings define groups of machines that receive updates at different points in the release cycle. This allows a patch to be validated on a small pilot population before broad deployment, and for emergency patches to bypass the normal ring schedule via the expedited update mechanism.
WSUS vs. WUfB — Agencies running WSUS for on-premises patch management can migrate to WUfB for Arc-enrolled and Intune-managed machines without decommissioning WSUS for machines that remain outside that management boundary. WUfB and WSUS can coexist. The migration path is to place Intune-managed machines in WUfB policy and leave the remaining population in WSUS until it is enrolled.
Ring Configuration
Three rings are defined for this implementation. The pilot ring contains machines used by IT staff and technically capable early adopters — typically 5–10% of the estate. The broad ring contains the main production population deployed two weeks after pilot. The production ring contains the most sensitive client workloads (executive and IT-administrator workstations, kiosks) deployed one week after broad, with an additional 72-hour observation window before forced installation. (Server workloads — domain controllers, database servers — are patched through Azure Update Manager, not these client rings; see the correction callout above.)
For KEV-driven emergency patches, all rings are bypassed by the expedited update mechanism. An expedited update policy targets all devices regardless of ring and begins downloading within 24 hours of policy assignment.
The following PowerShell script configures the three update rings via the Microsoft Graph API. It requires the Microsoft.Graph module and a service principal with DeviceManagementConfiguration.ReadWrite.All permission.
# Configure Intune WUfB update rings for patch automation
# Requires: Microsoft.Graph PowerShell module
# Permission: DeviceManagementConfiguration.ReadWrite.All

param(
    [Parameter(Mandatory)]
    [string]$TenantId,

    [Parameter(Mandatory)]
    [string]$ClientId,

    [Parameter(Mandatory)]
    [string]$ClientSecret
)

# Authenticate to Microsoft Graph
$tokenBody = @{
    grant_type    = 'client_credentials'
    client_id     = $ClientId
    client_secret = $ClientSecret
    scope         = 'https://graph.microsoft.com/.default'
}
$token      = (Invoke-RestMethod -Uri "https://login.microsoftonline.com/$TenantId/oauth2/v2.0/token" -Method POST -Body $tokenBody).access_token
$authHeader = @{
    Authorization  = "Bearer $token"
    'Content-Type' = 'application/json'
}

$graphBase = 'https://graph.microsoft.com/v1.0'

# Ring definitions
$rings = @(
    @{
        displayName          = 'WUfB-Ring-Pilot'
        description          = 'Pilot ring: IT staff and early adopters. Receives updates immediately after Patch Tuesday.'
        featureUpdatesDeferred = 30          # Days to defer feature updates
        qualityUpdatesDeferral = 0           # Quality (security) updates deferred 0 days in pilot
        deadlineForQualityUpdates = 3        # Force install 3 days after deferral period
        deadlineGracePeriod  = 2             # 2-day grace period after deadline
        autoRestartNotificationDismissal = 'notConfigured'
        scheduleRestartWarningInHours    = 4
        scheduleImminentRestartWarningInMinutes = 15
    },
    @{
        displayName          = 'WUfB-Ring-Broad'
        description          = 'Broad ring: general production population. Receives updates 14 days after pilot.'
        featureUpdatesDeferred = 60
        qualityUpdatesDeferral = 14
        deadlineForQualityUpdates = 7
        deadlineGracePeriod  = 2
        autoRestartNotificationDismissal = 'notConfigured'
        scheduleRestartWarningInHours    = 8
        scheduleImminentRestartWarningInMinutes = 30
    },
    @{
        displayName          = 'WUfB-Ring-Production'
        description          = 'Production ring: sensitive servers (DCs, DB servers). 21 days after pilot, 72-hour observation.'
        featureUpdatesDeferred = 90
        qualityUpdatesDeferral = 21
        deadlineForQualityUpdates = 7
        deadlineGracePeriod  = 3
        autoRestartNotificationDismissal = 'notConfigured'
        scheduleRestartWarningInHours    = 12
        scheduleImminentRestartWarningInMinutes = 60
    }
)

foreach ($ring in $rings) {
    $body = @{
        '@odata.type'                            = '#microsoft.graph.windowsUpdateForBusinessConfiguration'
        displayName                               = $ring.displayName
        description                               = $ring.description
        microsoftUpdateServiceAllowed             = $true
        driversExcluded                           = $false
        qualityUpdatesDeferralPeriodInDays        = $ring.qualityUpdatesDeferral
        featureUpdatesDeferralPeriodInDays        = $ring.featureUpdatesDeferred
        qualityUpdatesWillBeRolledBack            = $false
        featureUpdatesWillBeRolledBack            = $false
        qualityUpdatesPauseStartDateTime          = $null
        featureUpdatesPauseStartDateTime          = $null
        businessReadyUpdatesOnly                  = 'businessReadyOnly'
        skipChecksBeforeRestart                   = $false
        updateNotificationLevel                   = 'defaultNotifications'
        deadlineForQualityUpdatesInDays           = $ring.deadlineForQualityUpdates
        deadlineForFeatureUpdatesInDays           = 14
        deadlineGracePeriodInDays                 = $ring.deadlineGracePeriod
        postponeRebootUntilAfterDeadline          = $false
        autoRestartNotificationDismissal          = $ring.autoRestartNotificationDismissal
        scheduleRestartWarningInHours             = $ring.scheduleRestartWarningInHours
        scheduleImminentRestartWarningInMinutes   = $ring.scheduleImminentRestartWarningInMinutes
    } | ConvertTo-Json -Depth 5

    $uri = "$graphBase/deviceManagement/deviceConfigurations"
    $result = Invoke-RestMethod -Uri $uri -Method POST -Headers $authHeader -Body $body

    Write-Host "Created ring: $($result.displayName) (ID: $($result.id))"
}

Write-Host ""
Write-Host "Update rings created. Next steps:"
Write-Host "1. Assign device groups to each ring in the Intune portal"
Write-Host "2. Configure compliance policy (see below) to enforce patch currency"
Write-Host "3. Link compliance policy to Conditional Access for non-compliant block"
Compliance Policy and Conditional Access Enforcement
The patch rings control when patches are delivered. The compliance policy defines when a client is considered compliant with the patch SLA. Intune’s windows10CompliancePolicy has no native “days behind” field; patch currency is enforced by pinning osMinimumVersion (or osValidOperatingSystemBuildRanges) to the build required as of the currency deadline and refreshing it on a monthly cadence — or by a custom compliance script — so that a client more than ~30 days behind the required build is marked non-compliant, which triggers the Conditional Access enforcement gate: the client loses access to enterprise applications until patching is completed. The policy below leaves those version fields empty for the agency to populate with its current baseline build.
# Create Intune compliance policy: patch currency enforcement
# Client patch-currency compliance (Windows 10/11 only; servers use Azure Update Manager).
# Enforce "~30 days behind" by pinning osMinimumVersion / build ranges to the required
# build and refreshing monthly — the empty fields below are placeholders to populate.

$compliancePolicy = @{
    '@odata.type'   = '#microsoft.graph.windows10CompliancePolicy'
    displayName     = 'Patch-Currency-Compliance'
    description     = 'Marks machines non-compliant if OS patches are more than 30 days behind. Triggers CA block.'
    osMinimumVersion = ''
    osMaximumVersion = ''
    mobileOsMinimumVersion = ''
    mobileOsMaximumVersion = ''
    passwordRequired = $false
    passwordBlockSimple = $false
    passwordRequiredType = 'deviceDefault'
    passwordMinimumLength = 0
    passwordMinutesOfInactivityBeforeLock = 0
    passwordExpirationDays = 0
    passwordPreviousPasswordBlockCount = 0
    requireHealthyDeviceReport = $true
    osValidOperatingSystemBuildRanges = @
    deviceThreatProtectionEnabled = $true
    deviceThreatProtectionRequiredSecurityLevel = 'medium'
    configurationManagerComplianceRequired = $false
    tpmRequired = $false
    # Patch currency: populate with the build range required as of the currency deadline
    # (empty = enforces nothing; refresh monthly to the current baseline build)
    validOperatingSystemBuildRanges = @
    storageRequireEncryption = $false
    activeFirewallRequired = $true
    defenderEnabled = $true
    defenderVersion = ''
    signatureOutOfDate = $false     # Defender signatures
    rtpEnabled = $true              # Real-time protection required
    antivirusRequired = $true
    antiSpywareRequired = $true
    bitLockerEnabled = $false
    secureBootEnabled = $true
    codeIntegrityEnabled = $false
    validOperatingSystemBuildRangesAsStrings = @
} | ConvertTo-Json -Depth 5

$compUri = "$graphBase/deviceManagement/deviceCompliancePolicies"
$compResult = Invoke-RestMethod -Uri $compUri -Method POST -Headers $authHeader -Body $compliancePolicy

Write-Host "Compliance policy created: $($compResult.displayName) (ID: $($compResult.id))"
Write-Host "Assign this policy to all managed device groups and link to a Conditional Access policy."
Grace Period Before Enforcement — When deploying this compliance policy for the first time against a population with accumulated patch debt, set a 30-day grace period in Conditional Access before the non-compliance block takes effect. Use the first 30 days to remediate the backlog. Immediately blocking access on day one will generate helpdesk volume that obscures the machines that genuinely need emergency attention.

Remediation Beyond Windows
The scanning half of this architecture is operating-system agnostic. Microsoft Defender Vulnerability Management covers Linux over the same Azure Monitor Agent channel it uses for Windows, so a Linux CVE flows through the identical CISA KEV cross-reference, the identical six-tier SLA table, and the identical daily compliance record described above. Detection, prioritization, and evidence do not change by operating system. What changes is the patch delivery mechanism — Windows Update for Business is Windows-only — so the remediation lane needs a non-Windows equivalent.
Linux Patch Delivery
For Arc-enrolled Linux hosts, Azure Update Manager is the direct analogue to WUfB and rides the same Arc connection already established for scanning — no additional agent. It provides assessment and scheduled patching with maintenance windows across RHEL, Ubuntu, and SUSE, dynamic machine scoping by tag, and an on-demand patch run that serves as the Linux equivalent of the KEV expedited path. Where an agency already operates native package automation (dnf-automatic, unattended-upgrades) or configuration management (Ansible, Red Hat Satellite, Ubuntu Landscape), those remain valid delivery mechanisms; Update Manager is the default because it inherits the same Arc inventory gate that governs the Windows estate.
The Rest of the Estate
The remediation program must account for surfaces that neither WUfB nor Update Manager reaches:
· macOS — patched through Intune update policies with the MDE sensor providing the vulnerability signal.
· Network devices and appliances — vendor-managed on their own firmware cadence, tracked separately from the host patch queue. These are frequently the single highest-risk KEV surface: edge VPN, firewall, and load-balancer CVEs dominate the exploited-in-the-wild entries in the KEV catalog, and they are outside every host-based patch tool.
· Container images — remediated by scanning in the registry at build time and rebuilding, not by patching running hosts.
· Firmware and BIOS — outside WUfB entirely; addressed through vendor tooling on its own cadence.
One mechanism, several delivery tools — WUfB (Windows) and Azure Update Manager (Linux) are two delivery examples of a single mechanism: inventory-bound automated remediation on an SLA. The priority queue, the KEV cross-reference, and the machine-readable compliance record are constant across the operating-system surface. This is the point generalized in the Mechanism, Not Product section below — and generalized across cloud platforms (AWS Systems Manager, Oracle OS Management Hub/Ksplice, VMware vSphere Lifecycle Manager, Red Hat Satellite/Ansible) in the Patch & Systems Management book, which defines the unified compliance record every stack emits. The network-device and appliance surface flagged above is closed by the Network Enforcement Substrate book, whose gear is accredited via NIAP/STIG/FIPS rather than FedRAMP.
SQL Server Patching
SQL Server Cumulative Update Lifecycle
SQL Server patching follows a different cadence than Windows patching. Microsoft releases Cumulative Updates (CUs) for each SQL Server version approximately every two months, with General Distribution Releases (GDRs) for critical security fixes released between CUs. The distinction matters for compliance: a GDR addresses only security vulnerabilities, while a CU addresses both security vulnerabilities and product bugs.
For FedRAMP compliance, the relevant requirement is that SQL Server instances remain within the supported cumulative update range. Microsoft’s support policy requires that instances run the current or immediately preceding CU to receive support for issues discovered after that CU’s release. An instance running a CU that is two or more versions behind the current CU may have known security vulnerabilities that are fixed only in the current CU.
The Microsoft SQL Server support lifecycle page (https://learn.microsoft.com/en-us/sql/sql-server/end-of-support/sql-server-end-of-life-overview) defines the end-of-support dates for each version. SQL Server 2019 runs through its end-of-support date of January 8, 2030 (mainstream support ended February 2025; extended security updates are available via Arc enrollment) — see the CU map below. SQL Server 2022 mainstream support runs through January 2028.
Enumerating SQL Server Versions Across the Estate
The following script builds on the Vol II Book 02 SQL Server inventory to enumerate all SQL Server instances, their current version, the current available CU, and whether they are within support. It uses the Arc-enrolled machine list as the inventory source and queries each instance via sqlcmd.
# Enumerate SQL Server versions across all Arc-enrolled machines
# Produces a CU-level inventory for compliance tracking
# Prerequisite: sqlcmd installed on management workstation, network access to SQL instances

param(
    [Parameter(Mandatory)]
    [string]$SubscriptionId,

    [string]$ResourceGroupName,

    [string]$OutputPath = ".\sql-version-inventory.csv",

    [PSCredential]$SqlCredential   # If using SQL auth; omit for Windows auth
)

# Connect to Azure and retrieve Arc-enrolled SQL Server extensions
Connect-AzAccount -Subscription $SubscriptionId

$sqlExtFilter = if ($ResourceGroupName) {
    Get-AzConnectedMachineExtension -ResourceGroupName $ResourceGroupName |
        Where-Object ExtensionType -eq 'WindowsAgent.SqlServer'
} else {
    Get-AzConnectedMachineExtension |
        Where-Object ExtensionType -eq 'WindowsAgent.SqlServer'
}

Write-Host "Found $($sqlExtFilter.Count) machines with SQL Server Arc extension"

# Current CU baselines (update quarterly as new CUs release)
# Source: https://learn.microsoft.com/en-us/sql/sql-server/latest-updates-for-microsoft-sql-server
$currentCuMap = @{
    '2022' = @{ MajorMinor = '16.0'; CurrentCU = 'CU17'; CurrentBuild = '16.0.4175.1'; EOS = '2033-01-11' }
    '2019' = @{ MajorMinor = '15.0'; CurrentCU = 'CU29'; CurrentBuild = '15.0.4415.2'; EOS = '2030-01-08' }
    '2017' = @{ MajorMinor = '14.0'; CurrentCU = 'CU31'; CurrentBuild = '14.0.3465.1'; EOS = '2027-10-12' }
    '2016' = @{ MajorMinor = '13.0'; CurrentCU = 'SP3'; CurrentBuild  = '13.0.6441.1'; EOS = '2026-07-14' }
    '2014' = @{ MajorMinor = '12.0'; CurrentCU = 'SP3 CU4+GDR'; CurrentBuild = '12.0.6449.1'; EOS = '2024-07-09' }
}

$inventory = foreach ($ext in $sqlExtFilter) {
    $machineName = $ext.MachineName

    # Query SQL Server version via sqlcmd (Windows auth to Arc-enrolled machine)
    $query = "SET NOCOUNT ON; SELECT @@SERVERNAME AS ServerName, @@VERSION AS FullVersion, SERVERPROPERTY('ProductVersion') AS ProductVersion, SERVERPROPERTY('ProductLevel') AS ProductLevel, SERVERPROPERTY('ProductUpdateLevel') AS CULevel, SERVERPROPERTY('Edition') AS Edition;"

    try {
        $result = if ($SqlCredential) {
            sqlcmd -S $machineName -U $SqlCredential.UserName -P ($SqlCredential.GetNetworkCredential.Password) -Q $query -h-1 -s'|' -W 2>$null
        } else {
            sqlcmd -S $machineName -E -Q $query -h-1 -s'|' -W 2>$null
        }

        if ($result -and $result.Count -ge 1) {
            $cols          = $result[0] -split '\|'
            $productVersion = $cols[2].Trim
            $versionParts  = $productVersion.Split('.')
            $majorVersion  = $versionParts[0]

            # Map major version number to SQL year
            $sqlYear = switch ($majorVersion) {
                '16' { '2022' }
                '15' { '2019' }
                '14' { '2017' }
                '13' { '2016' }
                '12' { '2014' }
                '11' { '2012' }
                default { 'Unknown' }
            }

            $cuInfo = $currentCuMap[$sqlYear]
            $isSupported    = $cuInfo -and ([datetime]$cuInfo.EOS -gt [datetime]::Today)
            $currentBuildOk = $cuInfo -and ($productVersion -ge $cuInfo.CurrentBuild)

            [PSCustomObject]@{
                MachineName      = $machineName
                ServerName       = $cols[0].Trim
                SQLYear          = $sqlYear
                ProductVersion   = $productVersion
                CurrentAvailCU   = if ($cuInfo) { $cuInfo.CurrentCU } else { 'Unknown' }
                CurrentAvailBuild = if ($cuInfo) { $cuInfo.CurrentBuild } else { 'Unknown' }
                AtCurrentCU      = $currentBuildOk
                EOS              = if ($cuInfo) { $cuInfo.EOS } else { 'UNKNOWN' }
                WithinSupport    = $isSupported
                EOSBreached      = -not $isSupported
                Edition          = $cols[5].Trim
                ScanDate         = (Get-Date -Format 'yyyy-MM-dd')
            }
        } else {
            [PSCustomObject]@{
                MachineName   = $machineName
                ServerName    = 'CONNECTION_FAILED'
                SQLYear       = 'Unknown'
                ProductVersion = 'Unknown'
                ScanDate      = (Get-Date -Format 'yyyy-MM-dd')
            }
        }
    } catch {
        [PSCustomObject]@{
            MachineName   = $machineName
            ServerName    = 'ERROR'
            SQLYear       = 'Unknown'
            ProductVersion = $_.Exception.Message
            ScanDate      = (Get-Date -Format 'yyyy-MM-dd')
        }
    }
}

# Summary
$behindCU    = $inventory | Where-Object { $_.AtCurrentCU -eq $false -and $_.SQLYear -ne 'Unknown' }
$eosBreached = $inventory | Where-Object EOSBreached -eq $true

Write-Host ""
Write-Host "=== SQL Server Version Inventory ==="
Write-Host "Total instances scanned:   $($inventory.Count)"
Write-Host "Behind current CU:         $($behindCU.Count)"
Write-Host "End-of-support breached:   $($eosBreached.Count)"

if ($eosBreached.Count -gt 0) {
    Write-Warning "The following instances are past end-of-support and require immediate upgrade planning:"
    $eosBreached | ForEach-Object {
        Write-Warning "  $($_.MachineName) — SQL $($_.SQLYear) (EOS: $($_.EOS))"
    }
}

$inventory | Export-Csv -Path $OutputPath -NoTypeInformation
Write-Host "Inventory written to: $OutputPath"
Deploying SQL Server Cumulative Updates via Arc Extension Management
SQL Server CUs can be deployed through Arc extension management using the Azure Connected Machine PowerShell module. The Arc SQL Server extension (WindowsAgent.SqlServer) supports automatic patching configuration that applies CUs according to a defined maintenance window.
# Enable automatic SQL Server CU patching via Arc extension
# This configures the Arc SQL extension to auto-apply CUs within a maintenance window

param(
    [Parameter(Mandatory)]
    [string]$SubscriptionId,

    [Parameter(Mandatory)]
    [string]$ResourceGroupName,

    # Maintenance window: day of week, start hour (UTC), duration in hours
    [string]$MaintenanceDay    = 'Sunday',
    [int]$MaintenanceStartHour = 2,     # 02:00 UTC
    [int]$MaintenanceDurationH = 4
)

Connect-AzAccount -Subscription $SubscriptionId

# Retrieve all machines with the SQL Server Arc extension in the resource group
$sqlMachines = Get-AzConnectedMachineExtension -ResourceGroupName $ResourceGroupName |
    Where-Object ExtensionType -eq 'WindowsAgent.SqlServer'

foreach ($machine in $sqlMachines) {
    $settings = @{
        SqlManagement = @{
            enableAutoPatching  = $true
            dayOfWeek           = $MaintenanceDay
            maintenanceWindowStartingHour = $MaintenanceStartHour
            maintenanceWindowDuration     = $MaintenanceDurationH * 60  # minutes
        }
    }

    try {
        Update-AzConnectedMachineExtension `
            -ResourceGroupName $ResourceGroupName `
            -MachineName       $machine.MachineName `
            -Name              'WindowsAgent.SqlServer' `
            -Setting           ($settings | ConvertTo-Json -Depth 5)

        Write-Host "Auto-patching enabled: $($machine.MachineName)"
    } catch {
        Write-Warning "Failed to configure auto-patching on $($machine.MachineName): $_"
    }
}
SQL Server CU vs. GDR — When MDVM flags a SQL Server CVE, the fix typically comes as either a Cumulative Update (CU) or a General Distribution Release (GDR). GDRs are narrower fixes available for baseline releases; CUs include all previous security fixes plus bug fixes. For compliance purposes, applying the current CU covers all GDR content for that version. If the current CU cannot be applied immediately due to application compatibility testing requirements, applying the targeted GDR addresses the specific CVE while testing continues.

SaaS and the Shared-Responsibility Boundary
The architecture above governs assets the agency operates: servers and endpoints it enrolls, scans, and patches. Software-as-a-service is a different problem, and forcing it into the server model is a category error. Under shared responsibility, the vendor patches the SaaS platform; the agency manages its configuration posture and consumes the vendor’s continuous-monitoring evidence.
The Vendor’s Responsibility
For a FedRAMP-authorized SaaS — Microsoft 365 GCC, Amazon Connect, Oracle OCI — the vendor patches the platform, runs its own vulnerability management under its FedRAMP authorization, and publishes continuous-monitoring evidence: a monthly Plan of Action and Milestones (POA&M), scan summaries, and deviation reports. The agency does not, and cannot, patch CVEs on the platform. The vendor’s open findings are the agency’s inherited risk, tracked through the vendor’s POA&M rather than through the agency’s own patch queue.
The Agency’s Responsibility
The agency’s obligation for SaaS is configuration posture, not flaw remediation — SaaS security posture management (SSPM) and cloud security posture management (CSPM). In the federal Microsoft 365 environment this is SCuBA: CISA’s Secure Cloud Business Applications baselines, mandated by BOD 25-01, with continuous drift monitoring against them (assessed with CISA’s open-source ScubaGear). For cloud resource posture, Microsoft Defender for Cloud is the FedRAMP Moderate option; the most complete CNAPP peers — Palo Alto Prisma Cloud and Wiz for Government — are FedRAMP High-authorized, so at the Moderate baseline they require a documented High-covering-Moderate boundary treatment. That CSPM/CNAPP decision is owned in full by Vol III Book 04 (Cloud-Native Posture); this part defers to it rather than re-litigating the vendor choice.
Scope boundary — This part owns server and endpoint CVE remediation. SaaS configuration posture lives in the SCuBA / ScubaDrift stream and feeds the detection layer (Vol III Book 06 — SIEM/XDR Detection) and the authorization package’s continuous-monitoring evidence (Vol IV Book 06 — Authorization Package & ConMon). The daily KEV pipeline still ingests findings from any agent-bearing hosts, but a SaaS control plane is governed by configuration baselines, not patch SLAs. The two failure modes to avoid are symmetric: treating a SaaS platform like a server the agency patches (it cannot reach the CVEs), or ignoring it because “the vendor handles it” (the agency still owns configuration posture and evidence consumption).
Mechanism, Not Product
Every implementation in this part binds to a Microsoft product — Defender Vulnerability Management for scanning, Windows Update for Business and Azure Update Manager for remediation, the Arc SQL extension for cumulative updates, Log Analytics for evidence. That is this agency’s deployed example, chosen because the tooling already rides the Arc estate at no incremental agent cost. It is not the mechanism, and the series doctrine requires the distinction be explicit.
The contract does not move regardless of product choice: an inventory-bound continuous scan, a daily CISA KEV cross-reference, automated remediation on an SLA, and a machine-readable compliance record. Each layer of that contract has FedRAMP-authorized alternatives to the Microsoft example:
Mechanism-to-product mapping for the vulnerability-management contract
	Layer (mechanism)
	Deployed example
	FedRAMP-authorized alternatives

	Continuous scanning (RA-5)
	Defender Vulnerability Management
	Tenable.io / Nessus; Qualys VMDR; Rapid7 InsightVM

	Windows remediation (SI-2)
	Intune WUfB
	WSUS; BigFix; Automox

	Linux remediation (SI-2)
	Azure Update Manager
	Red Hat Satellite; Ansible; Ubuntu Landscape

	Cloud / SaaS posture (CM, RA)
	Defender for Cloud + SCuBA (Moderate)
	Prisma Cloud / Wiz are FedRAMP High — see Vol III Book 04; ScubaGear (open source) for M365

	Evidence / KSI (CA-7)
	Daily JSON + Log Analytics
	Splunk; Elastic (the KSI format is stable)


An agency operating a different stack implements the same four-layer contract with different products; the KEV logic, the SLA tiers, and the KSI evidence format are unchanged. The standing caveat applies: verify each candidate’s current authorization on the FedRAMP Marketplace at procurement time, because authorization status changes.
Continuous Monitoring Record
Daily Machine-Readable Compliance Output
The daily patch queue script in Section 3 produces two JSON files: a full CVE-machine finding list and a compliance summary. The compliance summary is the primary artifact for FedRAMP 20x KSI reporting. Its structure is designed to answer the specific questions an automated KSI engine asks about RA-5 compliance without human assembly.
} program SI-2 target across the Critical and High population on a 30-day rolling window. Blue bar: this is the artifact the assessor’s third question needs — produced every day with no human assembly, answering RA-5 and SI-2 as a query against a file that already exists. White background. Source: Vol III Book 02 Vulnerability Management briefing deck, Date Code 2026-07-08 13:21 ET.” width=“100%”}
The compliance summary JSON produced daily has the following structure:
{
  "AsOfDate": "2026-07-02",
  "TotalFindings": 847,
  "TotalMachines": 142,
  "KEVFindings": 23,
  "P0_KEV_Internet": 3,
  "P1_KEV_Internal": 20,
  "P2_Critical": 104,
  "P3_High": 289,
  "P4_Medium": 398,
  "P5_Low": 33,
  "SLABreached": 12,
  "SLABreachedKEV": 0,
  "MachinesOutOfSLA": 8,
  "PatchComplianceRate": 98.6,
  "KEVCatalogSize": 1148,
  "KEVCatalogAsOf": "2026-07-01"
}
For the RA-5 KSI assessment, the key metrics are SLABreachedKEV (must be zero for BOD 26-04 compliance) and PatchComplianceRate (the program’s operational target is 95% or higher across the active finding population — all priority tiers, as the script computes it — on a 30-day rolling window; this is an Agency program target, not a published FedRAMP 20x threshold).
Storing and Querying the Compliance History
The compliance record accumulates daily. For FedRAMP 20x, assessors will typically request a 90-day or 180-day compliance record. The following pattern stores daily summaries in Azure Blob Storage and enables querying across the history.
# Archive daily compliance summary to Azure Blob Storage
# Run as final step of the daily patch-queue script

param(
    [Parameter(Mandatory)]
    [string]$StorageAccountName,

    [Parameter(Mandatory)]
    [string]$ContainerName,

    [Parameter(Mandatory)]
    [string]$SummaryFilePath
)

# Use Managed Identity (if running in Azure Automation) or Az context
$storageContext = New-AzStorageContext -StorageAccountName $StorageAccountName -UseConnectedAccount

$blobName = "vulnerability-compliance/$(Split-Path $SummaryFilePath -Leaf)"

Set-AzStorageBlobContent `
    -File       $SummaryFilePath `
    -Container  $ContainerName `
    -Blob       $blobName `
    -Context    $storageContext `
    -Force | Out-Null

Write-Host "Compliance summary archived to: $StorageAccountName/$ContainerName/$blobName"

# Generate 90-day trend report from stored summaries
$cutoffDate = (Get-Date).AddDays(-90).ToString('yyyy-MM-dd')

$blobs = Get-AzStorageBlob -Container $ContainerName -Context $storageContext -Prefix 'vulnerability-compliance/' |
    Where-Object { $_.Name -match '\d{4}-\d{2}-\d{2}' -and $Matches[0] -ge $cutoffDate } |
    Sort-Object Name

$trend = foreach ($blob in $blobs) {
    $content = $blob | Get-AzStorageBlobContent -Destination ($env:TEMP + '\' + (Split-Path $blob.Name -Leaf)) -Force -Context $storageContext
    $data    = Get-Content ($env:TEMP + '\' + (Split-Path $blob.Name -Leaf)) -Raw | ConvertFrom-Json

    [PSCustomObject]@{
        Date                = $data.AsOfDate
        PatchComplianceRate = $data.PatchComplianceRate
        SLABreached         = $data.SLABreached
        SLABreachedKEV      = $data.SLABreachedKEV
        KEVFindings         = $data.KEVFindings
        TotalFindings       = $data.TotalFindings
    }
}

# Output 90-day trend
$trend | Format-Table -AutoSize
$trend | Export-Csv -Path ".\compliance-trend-90day.csv" -NoTypeInformation
Write-Host "90-day trend exported to: .\compliance-trend-90day.csv"
Azure Monitor Workbook for Operations
The daily JSON data can be ingested into a Log Analytics workspace and surfaced through an Azure Monitor Workbook for operational visibility. Create a custom log table (VulnCompliance_CL) and configure a Data Collection Rule to ingest the daily summary JSON. The workbook provides the operations team with a dashboard showing patch compliance rate trend, KEV finding counts, and SLA breach alerts without requiring them to parse JSON files.
# Send daily compliance summary to Log Analytics custom table
param(
    [Parameter(Mandatory)]
    [string]$WorkspaceId,

    [Parameter(Mandatory)]
    [string]$WorkspaceKey,

    [Parameter(Mandatory)]
    [string]$SummaryFilePath
)

$summary  = Get-Content $SummaryFilePath -Raw | ConvertFrom-Json
$logEntry = $summary | ConvertTo-Json -Compress

# Log Analytics Data Collector API
$method      = 'POST'
$contentType = 'application/json'
$resource    = '/api/logs'
$rfc1123date = [DateTime]::UtcNow.ToString('r')
$body        = $logEntry
$contentLength = [System.Text.Encoding]::UTF8.GetByteCount($body)

$signatureString = "$method`n$contentLength`n$contentType`n" +
                   "x-ms-date:$rfc1123date`n$resource"
$bytesToHash     = [System.Text.Encoding]::UTF8.GetBytes($signatureString)
$keyBytes        = [System.Convert]::FromBase64String($WorkspaceKey)
$hmacsha256      = New-Object System.Security.Cryptography.HMACSHA256
$hmacsha256.Key  = $keyBytes
$signature       = [System.Convert]::ToBase64String($hmacsha256.ComputeHash($bytesToHash))

$headers = @{
    'Authorization' = "SharedKey ${WorkspaceId}:${signature}"
    'Log-Type'      = 'VulnCompliance'
    'x-ms-date'     = $rfc1123date
    'time-generated-field' = 'AsOfDate'
}

$uri = "https://$WorkspaceId.ods.opinsights.azure.com$resource?api-version=2016-04-01"
Invoke-RestMethod -Uri $uri -Method POST -ContentType $contentType -Headers $headers -Body $body

Write-Host "Compliance summary sent to Log Analytics workspace: $WorkspaceId"

NIST Control Closure Table
The following table maps each NIST SP 800-53 Rev 5 control addressed by this implementation to the specific mechanism that satisfies it, the state before this implementation, and the authoritative guidance that establishes the requirement.
Closure Necessity — RA-5 on CM-8’s inventory. RA-5 requires vulnerability monitoring of the system and its hosted applications — the whole system, not the subset a scanner happens to find. A scanner enumerates only what answers it; it measures drift from an inventory, it cannot author one. The authoritative inventory is CM-8, and CM-8 closes only through the IPAM/DDI plane established in Vol I Book 01: every address, lease, and name a component holds exists in that plane before any scan runs. The Arc enrollment gate in this document inherits the same property — the scan scope and the inventory are the same list. No scanner configuration, scan cadence, or scoring model closes RA-5 over components the inventory cannot enumerate: you cannot scan what you cannot enumerate.
NIST SP 800-53 Rev 5 control closure — Vol III Book 02 Vulnerability Management
	Control
	Title
	Without This Implementation
	With This Implementation
	Authority

	RA-5
	Vulnerability Monitoring and Scanning
	Quarterly scans from manual Nessus runs; cloud assets excluded; no continuous monitoring
	Continuous scanning via MDVM through Arc AMA channel; all Arc-enrolled assets covered automatically; daily finding export
	NIST SP 800-53 Rev 5 RA-5; FedRAMP Moderate baseline

	RA-5(2)
	Update Vulnerabilities to Be Scanned
	CVE database updated with scanner subscription renewal cycle; no KEV cross-reference
	KEV catalog pulled daily; CVSS scores updated via MDVM auto-sync; scan scope expands automatically as Arc inventory grows
	NIST SP 800-53 Rev 5 RA-5(2)

	RA-5(5)
	Privileged Access
	Scanner requires separate privileged service account per target system; credentials managed manually
	AMA channel authenticated via Azure Managed Identity; no per-system credential required; least-privilege Arc enrollment role
	NIST SP 800-53 Rev 5 RA-5(5)

	SI-2
	Flaw Remediation
	Patch SLA in policy document; no automated tracking; no machine-readable compliance record
	BOD 26-04 risk-based SLA tiers implemented; SLA due date calculated per CVE-machine pair; daily SLA breach report; remediation tracked to patch date
	NIST SP 800-53 Rev 5 SI-2; CISA BOD 26-04

	SI-2(2)
	Automated Flaw Remediation Status
	No automated status; compliance checked only at assessment time
	Daily patch-queue JSON provides automated flaw remediation status per machine; Log Analytics workbook surfaces operational view; 90-day trend available on demand
	NIST SP 800-53 Rev 5 SI-2(2)

	SI-5
	Security Alerts, Advisories, and Directives
	CISA KEV alerts consumed manually via email subscription; no systematic cross-reference against estate
	CISA KEV JSON feed pulled daily; every new KEV entry cross-referenced against all MDVM findings within 24 hours; BOD 26-04 remediation timeline auto-assigned
	NIST SP 800-53 Rev 5 SI-5; CISA BOD 26-04

	CM-7
	Least Functionality
	Software inventory not maintained continuously; unauthorized software discovered only during periodic scans
	MDVM software inventory via Arc AMA channel provides continuous installed-software list; unauthorized software flagged against approved baseline
	NIST SP 800-53 Rev 5 CM-7

	CM-7(1)
	Periodic Review
	Annual review of enabled functions and services; gaps between reviews
	MDVM configuration assessment runs continuously; deviations from security baseline flagged in Defender portal; review evidence available at any time
	NIST SP 800-53 Rev 5 CM-7(1)



FedRAMP 20x KSI Alignment
FedRAMP 20x KSI Alignment — Vol III Book 02 Vulnerability Management
FedRAMP 20x replaces annual point-in-time assessment with continuous Key Security Indicators (KSIs) evaluated against machine-readable evidence streams. The vulnerability management implementation in this document produces the following continuous KSI artifacts:
RA-5 KSI — Vulnerability Scan Currency: The daily MDVM scan run produces a timestamped finding list. The KSI check verifies that a scan completed within the past 24 hours for every Arc-enrolled asset. Coverage gaps (assets enrolled in Arc but absent from the MDVM finding list for more than 72 hours) trigger an automated alert.
SI-2 KSI — Patch SLA Compliance Rate: The daily compliance summary JSON field PatchComplianceRate is the SI-2 KSI value. The Agency program targets 95% compliance or higher across the entire active finding population (all priority tiers, P0 through P5, as the script computes it — note P0/P1 are KEV findings of any severity) — an operational target, not a published FedRAMP 20x threshold. The SLABreachedKEV field must remain at zero to satisfy BOD 26-04.
SI-5 KSI — KEV Remediation Timeliness: Every KEV catalog entry that intersects with an MDVM finding carries a calculated SLA due date. The KSI tracks the percentage of KEV findings remediated within their BOD 26-04 window. Any KEV finding that exceeds its due date and is not remediated generates a mandatory reporting event.
Evidence Package for Assessment: - patch-queue-<date>.json — Full CVE-machine finding list with priority and SLA assignments - compliance-summary-<date>.json — Daily summary metrics (the primary KSI input) - compliance-trend-90day.csv — 90-day rolling compliance trend (assessor-facing) - mde-onboarding-status.csv — Arc enrollment vs. MDE onboarding coverage verification - sql-version-inventory.csv — SQL Server version and CU currency record
All five artifacts are produced by the scripts in this document. No manual assembly is required for an assessment request. The 90-day history is retained in Azure Blob Storage and is available on demand.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-19 17:40 ET
Provisional position. This book was drafted at temporary series slot 21 to avoid renumbering the series while adjacent books settle. Its intended home is immediately after the Vulnerability Management book (the assessment half), whose remediation half it carries. Cross-references name other books by title and role, not number, so the series-wide renumber does not break them.
Series Context — The Vulnerability Management book answers what is unpatched — continuous scanning, CISA KEV cross-reference, risk-based SLAs, and the machine-readable compliance record, worked on the Microsoft/Defender estate. This book answers close it, and keep it closed: the remediation actuation (SI-2) and configuration state (CM-2 / CM-6) across every cloud platform the agency runs — not just the Azure/Intune stack. It is the realization of the Configuration & Remediation plane (plane 7) and of the Management-Plane Coordination Doctrine stated in the Executive Summary.
What This Document Addresses
The Vulnerability Management book demonstrated flaw remediation on one stack: Microsoft Defender Vulnerability Management for assessment, Intune Windows Update for Business and Azure Update Manager for delivery, all riding the Azure Arc channel. That is a complete and correct reference implementation — for the Azure estate. It is not the whole estate.
A federal agency operating under FedRAMP Moderate typically runs compute on more than one authorized platform at once: Azure Government / M365 GCC, AWS GovCloud, Oracle Cloud Infrastructure (OCI), on-premises VMware, and Red Hat across all of them. Each platform ships its own patch and systems-management stack, each spanning Windows, Linux, and — above the guest OS — hypervisor, firmware, and managed-service layers that no single vendor’s tool reaches. The question this book answers is the one the coordination doctrine poses:
Is SI-2 closed by forcing every workload under one Microsoft plane (Intune / Azure Arc), or by each platform’s native stack coordinated through a common contract? And if the latter, what is the contract?
The answer, per doctrine: actuation is platform-native; governance is unified. This book gives the actuation matrix, defines the unifying contract, and maps both to the SI-2 and CM control families.
The Shared-Responsibility Line Is the SI-2 Scoping Rule
SI-2 (Flaw Remediation) does not apply uniformly to every layer of a cloud service — it applies to the layer the customer operates. The shared- responsibility line moves by service model, and it moves the SI-2 obligation with it:
	Service model
	Who patches the OS
	Who patches the platform
	Agency SI-2 scope

	IaaS (VM on any CSP)
	Agency
	CSP (hypervisor, host)
	Full guest-OS remediation is the agency’s

	PaaS (managed DB, functions)
	CSP
	CSP
	Agency remediates only app/config layers it controls

	SaaS (M365, managed apps)
	CSP
	CSP
	Agency SI-2 scope is tenant configuration, not patching


The scoping rule is therefore: enumerate the estate by service model first; SI-2 obligations fall only where the agency operates the OS or the application. A common assessment error is claiming SI-2 evidence for a fully managed PaaS database (the CSP patches it) or, worse, failing to claim it for an IaaS VM because “it’s in the cloud” (the agency patches it). The line, not the location, decides.
Scanner ≠ Remediation — the Handoff From Vulnerability Management
The Vulnerability Management book measures the gap (RA-5): which asset is missing which patch, cross-referenced to the KEV catalog, ranked by a risk-based SLA. That is assessment. It does not, by itself, apply a single patch. A scanner authors no state; it measures drift from one. SI-2 is the act of closing the gap the scanner found — and closing it is platform-specific work performed by a patch-orchestration stack, not by the scanner.
The handoff is a contract, not a merge: Vulnerability Management emits a prioritized, KEV-weighted patch queue keyed to authoritative asset identity; this book’s actuation stacks consume that queue on their respective platforms and emit a remediation-status record back. Neither book duplicates the other.
The Coordination Doctrine, Applied
Actuation Is Platform-Native
Each platform patches with the stack its support model requires. Forcing an overlay past that boundary breaks support and, often, physics (you cannot patch an ESXi hypervisor with a guest-OS agent).
Actuation Stacks by Platform and Layer — the SI-2 Mechanism per Cell
	Platform
	Windows
	Linux
	macOS / mobile
	Hypervisor / firmware
	Managed-service (PaaS/SaaS)

	Microsoft
	WUfB / Autopatch; MECM/WSUS (legacy)
	Azure Update Manager (+ Arc)
	Intune
	—
	M365 / managed DB — CSP-patched

	AWS
	SSM Patch Manager
	SSM Patch Manager
	—
	EC2 Image Builder (golden AMI)
	RDS / Lambda — CSP-patched

	Oracle (OCI)
	OS Management Hub
	OS Management Hub; Ksplice (zero-downtime kernel)
	—
	—
	Autonomous DB — self-patching

	VMware
	Workspace ONE
	Workspace ONE
	Workspace ONE
	vSphere Lifecycle Manager (ESXi + firmware)
	—

	Red Hat
	—
	Satellite; Ansible Automation Platform; Insights
	—
	—
	—

	Cross-CSP overlay
	Tanium / BigFix / Ivanti — OS-agnostic, runs on any platform above
	
	
	
	


Two properties of this matrix are load-bearing:
1. The hypervisor/firmware column has no cross-platform tool. ESXi is patched by vSphere Lifecycle Manager and nothing else; a network appliance’s firmware is patched by its vendor tooling (the Network Enforcement Substrate book’s subject). “Everything under Arc” cannot reach this column.
1. Oracle Ksplice is a genuine capability difference, not a branding one. It applies kernel and user-space patches without a reboot — which changes the remediation-SLA math for high-availability workloads, because the maintenance window that gates most patching is smaller or absent.
Governance Is Unified — the Evidence Contract
Coordination is not a console; it is a record every stack must emit. The unified compliance record is the contract:
	Field
	Meaning

	asset_id
	Authoritative name/address from the naming plane (IPAM/DDI) — the join key

	platform
	Which CSP/stack produced the record

	os
	Guest OS or appliance class

	patch_state
	Current vs. required patch level

	baseline_conformance
	Pass/fail against the CM-2 desired-state baseline

	last_scan
	Timestamp of the assessment that produced the gap

	sla_class
	Remediation SLA tier (KEV/exposure-weighted, BOD 26-04 model)

	remediation_status
	Applied / scheduled / deferred (with POA&M reference)


Every native stack — SSM, Update Manager, OS Management Hub, vLCM, Satellite — can produce these fields. The record lands in one evidence lake (Sentinel / Log Analytics), flows into CISA CDM, and becomes the SI-2 / SI-2(2) evidence in the FedRAMP 20x KSI pipeline. The series mandates the record, never a single vendor’s tool.
The Join Key Is Authoritative Asset Identity — CM-8 Is the Precondition for SI-2 at Scale
Five stacks produce five inventories. They become one compliance picture only if every remediation_status record is keyed to the same authoritative asset_id — the IP/hostname from the naming plane (CM-8). Without that join key, an agency cannot answer “is CVE-X remediated across the whole estate?” — it can only answer it per stack, which is not asset visibility. This is the CISA BOD 23-01 obligation, and it is why multi-platform SI-2 is a downstream consequence of the naming-plane necessity argument, not an independent problem.
Configuration State, Not Just Patch Level
SI-2 closes flaws; CM-2 / CM-6 hold the configuration that keeps them closed. Each platform has a desired-state mechanism that is the analogue of a patch baseline: Azure Machine Configuration (guest configuration), AWS SSM State Manager, VMware Aria Automation, Red Hat Ansible. The discipline is identical across them — declare a baseline, detect drift, reconcile, and emit a baseline_conformance record — and it feeds the same evidence contract. A patch applied to a host that then drifts out of its hardened baseline has not stayed remediated; configuration state is the other half of the plane.
The Cross-CSP Overlay Decision
An agency may choose to run a single OS-agnostic management plane — Tanium, BigFix, or Ivanti — on top of every platform, instead of stitching native stacks together. The trade is explicit:
· Native per-platform — no extra license, inherits each CSP’s support model and boundary, but requires the evidence contract to normalize five outputs.
· Single overlay — one console and one normalized output, but an additional FedRAMP-authorized product in the boundary, an agent on every host, and a support-model seam with each platform’s own tooling.
Neither is doctrinally required; both satisfy the coordination doctrine as long as the evidence contract is met. The overlay does not replace the hypervisor/ firmware column — vLCM and vendor firmware tooling remain, because an OS-level overlay cannot patch below the OS.
The Accreditation Substrate (Theme F)
Most stacks in the actuation matrix are CSP services (Intune/Arc, AWS SSM, OCI OS Management Hub), so their gate is FedRAMP — verify each such stack’s authorization status on the FedRAMP Marketplace at procurement, and never claim above Moderate. But the matrix also includes customer-operated stacks — vSphere Lifecycle Manager on on-premises VMware, and Red Hat Satellite / Ansible on customer infrastructure — which carry no FedRAMP CSO. Like the customer-owned network gear in the enforcement-substrate book, their accreditation is the product’s own (DISA STIG hardening, FIPS 140-3 validated modules), and the authorization boundary documents them as agency-operated components, not inherited CSP services. One boundary nuance recurs: a hybrid agent — Azure Arc reaching an on-prem or AWS host, or SSM reaching a non-AWS host — creates an interconnection the authorization boundary must document (the agent channel crosses a boundary edge). Note it as an external- service connection with its own agreement; do not treat the reached host as silently in-boundary because a management agent touches it.
Phase 5 — The RedHat-on-AWS Estate Lands Here
The program roadmap deferred one estate: the Red Hat virtual machines running in AWS GovCloud (“VMs are currently RedHat in AWS, so those are after this”). Phase 5 is that estate’s turn, and the landing shape is now decided: extend in place, not a new volume. The RedHat-on-AWS workstreams land as extensions of the books that already govern their functions — this book for patch and configuration (SI-2, CM-2/6, via Satellite + Ansible Automation Platform + AWS SSM per the actuation matrix above), Vol VIII Book 02 for the DDI naming plane and CM-8 join key on AWS, Vol III Book 07 for Security Hub / GuardDuty evidence ingestion, and the Volume IX day-2 control maps for instance provisioning and patch-scheduling catalog items. A separate multi-CSP extension volume is warranted only if OCI or VMware estates follow at comparable depth.
Three invariants make Phase 5 an extension rather than a new architecture. First, the AWS estate reconciles into the same queues: Satellite, Ansible, and SSM emit into the existing SI-2 remediation queue, not an AWS-specific one. Second, the CM-8 join key is the same key — AWS assets reconcile to the authoritative naming plane before any compliance claim is made about them, exactly as the join-key section above requires. Third, evidence flows into the existing attestation pipeline — AWS control state feeds the same Vol VII Book 04 attestation and KSI loop; there is no separate AWS compliance narrative. Boundary notes carried from the accreditation section: Satellite and Ansible run in-boundary on customer infrastructure; Red Hat Insights is SaaS and enters only after an authorization review; AWS GovCloud and each Red Hat product’s authorization status are verified at procurement, holding the series’ Moderate scope throughout.
The 5.1 emission contract — one record shape into the one SI-2 queue
The Satellite + Ansible Automation Platform + SSM stacks close SI-2 on the RedHat-on-AWS estate only when their remediation results land in the same queue the rest of the estate reports to, keyed the same way. The emission contract is deliberately small — five fields, the same shape every other actuation stack emits:
	Field
	Content
	Why it is load-bearing

	Join key
	The asset’s authoritative identity from the IPAM/DDI naming plane (CM-8)
	An unreconciled record proves nothing about any real asset — the 5.3 estate gate runs first

	Source stack
	satellite, aap, or ssm
	Which platform-native orchestrator performed the remediation

	Finding reference
	Patch/erratum id, CVE, and KEV flag where applicable
	Joins the record back to the Book 02 assessment queue entry it closes

	SLA class
	The remediation-SLA class assigned at assessment (SI-2(3), BOD 26-04 model)
	Whether the closure beat its clock is a fact, not a recollection

	Status + evidence pointer
	success / failed / deferred, with the job or association id
	The pointer the evidence contract lifts into attestation


Three emitters realize the contract, none of them new architecture: Satellite/AAP job and remediation callbacks post completion records through the coordination layer’s existing inbound integration (the Vol VII pattern — IntegrationHub via the in-boundary MID); SSM Patch Manager patch-compliance state changes surface through EventBridge to the same inbound lane; and either path lands as an update to the open SI-2 remediation task rather than a new record type. CM-2/CM-6 baseline recording rides the same rails: the SSM State Manager association and the Ansible playbook version that define the estate’s desired state are recorded as the baseline artifacts the configuration-state section above requires, so drift is judged against a versioned baseline, not a console memory.
The Insights decision, recorded: Red Hat Insights remains excluded from the boundary until an authorization review admits it — the SaaS telemetry path is the accreditation-substrate exception noted above, and exclusion-by-default is the documented posture, not an oversight. Satellite and AAP, running in-boundary, carry the full contract without it.
The 5.2 assessment feed — Inspector into the Book 02 queue
The assessment half stays where the doctrine put it: the Vulnerability Management book’s queue is the only RA-5 priority queue, and the AWS estate feeds it rather than growing one of its own. AWS Inspector findings for the RedHat instances (and Insights advisories, if and when admitted) enter the same KEV-weighted, SLA-ranked queue keyed to the CM-8 join key — the per-CSP scanner is an assessment source, never a second prioritization authority. Aggregation rides what Volume III already runs: Inspector findings consolidate through Security Hub, whose feed — with GuardDuty and CloudTrail — the Multi-Cloud Evidence Fabric book already ingests via the analytics lake. Closure flows back through this book’s actuation matrix and the 5.1 emission contract above, so assessment-to-closure is one loop across both clouds, not two parallel programs.
Closure Necessity — Remediation Has No Substitute
Closure Necessity — SI-2 across platforms. No conformance scan, no policy document, and no single-vendor console closes SI-2 on a genuinely multi-cloud estate. The flaw is closed only when the platform-native orchestration stack applies the patch on its own platform, and the estate is provably closed only when each stack emits a remediation-status record keyed to authoritative asset identity. Remove the actuation and SI-2 is open; remove the join key and SI-2 is unprovable.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) via render_authorities_table.py; not hand-maintained. Note RA-5 appears as a handoff row — the assessment is the Vulnerability Management book’s; this book closes the SI-2 and CM families that act on it.
Authorities Closed Here — Patch & Systems Management (multi-CSP SI-2/CM) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8 †
	System Component Inventory
	IPAM-keyed asset identity as the join key correlating all native-stack inventories (naming-plane necessity)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	RA-5
	Vulnerability Monitoring and Scanning
	Assessment handoff FROM Book 11 (scan measures the gap; this book actuates remediation)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Endpoint
	KSI-MLA
	No

	CM-2
	Baseline Configuration
	Desired-state config baseline per platform (Azure Machine Config, SSM State Manager, Aria, Ansible)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Endpoint
	KSI-CMT
	No

	CM-6
	Configuration Settings
	Drift detection + reconciliation against the baseline; drift record to the evidence contract
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA
	Endpoint
	KSI-CMT
	No

	SI-2 †
	Flaw Remediation
	Platform-native patch orchestration per CSP × OS (Intune/Arc, SSM, OS Mgmt Hub/Ksplice, vLCM, Satellite/Ansible)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04; EO 14028
	Endpoint
	KSI-SVC, KSI-MLA
	No

	SI-2(2)
	Automated Flaw Remediation Status
	Machine-readable remediation-status record emitted by each native stack into the unified evidence contract
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA CDM
	Endpoint
	KSI-SVC, KSI-MLA
	No

	SI-2(3)
	Time to Remediate Flaws and Benchmarks for Corrective Actions
	Remediation-SLA class per asset, keyed to KEV/exposure (BOD 26-04 four-variable model)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Endpoint
	KSI-SVC
	No


FedRAMP 20x KSI Alignment
SI-2 and its enhancements feed KSI-SVC (Service Configuration) and KSI-MLA (Monitoring, Logging, and Auditing); CM-2 and CM-6 feed KSI-CMT (Change Management), and CM-8 feeds KSI-PIY (Policy and Inventory). In each case the KSI is attested from the unified compliance record — the same record every native stack emits — not from a single-tenant scan, which is why the Tool-attestable? column is No and the evidence routes through the coordination contract and CDM. This is the multi-CSP generalization of the machine-readable RA-5/SI-2 artifact the Vulnerability Management book produces for the Microsoft estate.
Stack Selection Status
Patch and systems-management stack selections follow the agency’s platform footprint and are pending procurement review. The native stacks mapped here are each FedRAMP-authorized CSP capabilities; the cross-CSP overlay option (Tanium / BigFix / Ivanti) is an alternative, not a requirement. Final selection requires verification of each stack’s authorization on the FedRAMP Marketplace, plus agency-specific environment testing and procurement authority.
References
Reference Documents and Vendor Sources
	Reference
	Description

	NIST SP 800-53 Rev 5
	SI-2, SI-2(2), SI-2(3), CM-2, CM-6, CM-8, RA-5

	CISA BOD 26-04
	Risk-based remediation; KEV listing is one of four variables. Known Exploited Vulnerabilities catalog — https://www.cisa.gov/known-exploited-vulnerabilities-catalog

	CISA BOD 23-01
	Asset visibility & vulnerability enumeration — https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks

	CISA CDM Program
	Continuous Diagnostics & Mitigation — https://www.cisa.gov/cdm

	FedRAMP Marketplace
	CSP service authorization verification — https://marketplace.fedramp.gov/

	Microsoft Azure Update Manager
	Windows/Linux update management (+ Arc) — https://learn.microsoft.com/azure/update-manager/

	Microsoft Intune / Windows Update for Business
	Windows/macOS/mobile patch delivery — https://learn.microsoft.com/mem/intune/

	AWS Systems Manager Patch Manager
	Windows/Linux patch orchestration — https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html

	Amazon Inspector
	Vulnerability assessment (AWS handoff) — https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html

	Oracle OS Management Hub
	OCI Linux/Windows management — https://docs.oracle.com/en-us/iaas/osmh/doc/home.htm

	Oracle Ksplice
	Zero-downtime kernel patching — https://docs.oracle.com/en-us/iaas/oracle-linux/ksplice/index.htm

	VMware vSphere Lifecycle Manager
	ESXi + firmware lifecycle — https://docs.vmware.com/en/VMware-vSphere/

	VMware Workspace ONE UEM
	Endpoint OS patch management — https://docs.omnissa.com/

	Red Hat Satellite
	Content and patch management — https://docs.redhat.com/en/documentation/red_hat_satellite

	Red Hat Ansible Automation Platform
	Configuration/remediation actuation — https://docs.redhat.com/en/documentation/red_hat_ansible_automation_platform
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Provisional position. This book was drafted at temporary series slot 22; its intended home is Volume III (Security Operations), alongside the Vulnerability Management and Patch & Systems Management books. Cross-references name other books by title and role, not number.
Series Context — The Vulnerability Management book finds missing patches on hosts; the Patch & Systems Management book applies them (SI-2) across platforms. Neither sees the risks that live in the cloud control plane and the container layer: a world-readable storage bucket, an over-permissive IAM role, an internet-exposed workload, an unscanned container image, a privileged pod. This book closes those — cloud security posture management (CSPM), cloud-native application protection (CNAPP), and Kubernetes security — and routes their findings into the evidence fabric like every other source.
What This Document Addresses
A host vulnerability scanner answers “what CVEs are on this VM.” It does not answer “is this storage bucket public,” “can this workload reach the internet,” “does this IAM role grant far more than it uses,” or “was this container image scanned before it ran.” Those are cloud-control-plane and container-layer questions, and on a multi-cloud estate (AWS GovCloud, Azure, GCP, OCI, VMware, plus Kubernetes — AKS/EKS/GKE/OKE/OpenShift) they are where a dominant class of cloud incidents begins: misconfiguration, excessive entitlement, and exposure — not an unpatched kernel.
This book closes that surface with three overlapping disciplines:
· CSPM — continuous detection of cloud resource misconfiguration against a secure baseline, across every CSP (CM-6).
· CNAPP — a unified platform spanning workload vulnerability (CWPP), network exposure / attack-path analysis, entitlements (CIEM), and shift-left IaC/code scanning.
· Kubernetes / container security — image scanning, admission control, hardening (CM-7), and runtime threat detection (SI-3).
CSPM — Misconfiguration Is the Cloud’s Dominant Risk (CM-6)
Misconfiguration is a configuration-settings control (CM-6) applied to cloud resources rather than OS baselines: storage exposure, network security-group rules, key/secret handling, logging gaps, IAM policy drift. CSPM detects it continuously across CSPs and emits a baseline_conformance verdict into the evidence fabric’s contract. This is the cloud-plane complement to the Patch & Systems Management book’s OS-level CM-6 — same control, different layer; both contribute.
The Moderate decision — owned-tool priority across the multi-cloud estate
Under the Microsoft-preference rule (a Microsoft product is the default when it coordinates the multi-vendor surface at FedRAMP Moderate — earned, not automatic), Microsoft Defender for Cloud remains the coordinating default: it does multi-cloud CSPM/CWPP ingestion across Azure, AWS, and GCP and is available within GCC at FedRAMP Moderate — a clean fit for the Moderate-only boundary. But where the agency already owns a platform-native mechanism, that owned tool is primary for its own platform’s posture evidence, and Defender for Cloud’s role there narrows to cross-account correlation rather than sole source:
Per-platform CSPM mechanism, ownership, and Moderate-boundary status
	Platform
	Primary mechanism
	Owned today
	FedRAMP status
	Moderate-boundary treatment

	Azure
	Microsoft Defender for Cloud
	Yes
	FedRAMP Moderate (GCC)
	Native Moderate — coordinating default

	AWS
	AWS Config (conformance packs) + AWS Security Hub
	Yes
	FedRAMP-authorized, above Moderate (AWS GovCloud Class D)
	Exceeds Moderate, boundary treatment documented; owned, so primary for AWS rather than relying on Defender’s AWS ingestion

	GCP
	Google Assured Workloads (boundary/guardrail) + Security Command Center (posture)
	No
	Assured Workloads: native FedRAMP Moderate control package; Security Command Center: FedRAMP-authorized, above Moderate (Google Cloud’s High P-ATO)
	Assured Workloads needs no flag — it is the Moderate control package; Security Command Center exceeds Moderate and needs the boundary treatment documented if adopted. Neither is procured today — Defender for Cloud’s native GCP ingestion is the only mechanism actually in place

	OCI
	OCI Cloud Guard (unified misconfiguration and threat detection across the OCI tenancy)
	No
	FedRAMP-authorized, above Moderate (DISA IL5 / JAB)
	Exceeds Moderate, boundary treatment documented; residual-gap closer only — Defender’s native coverage does not extend to OCI/OKE

	VMware
	VMware Aria Operations for Compliance
	Yes
	Not a CSP offering — no independent FedRAMP authorization
	Inherits the deploying system’s own ATO boundary, same as other customer-operated software in the estate


GCP and OCI now carry the same named-mechanism depth as the owned platforms above even though neither is procured: Assured Workloads and Cloud Guard are each the specific adoption default for their platform — the tool this book recommends the day the agency actually stands up GCP or OCI — not a claim that either is in place today. Until then, Defender for Cloud’s native GCP ingestion covers GCP and Cloud Guard’s residual-gap role for OCI/OKE is aspirational rather than active, exactly as the “Owned today” column states.
The agency also prefers Palo Alto (Prisma Cloud) as a whole-platform CNAPP alternative to Defender, and Prisma Cloud is among the most feature-complete CNAPPs — but it is FedRAMP High-only, as is Wiz for Government. Under the Moderate-exclusive rule this is the identical flag as the AWS/GCP/OCI rows above: High exceeds Moderate, so either product may be used if the boundary treatment is documented, or Defender for Cloud is selected to stay natively at Moderate. This is an explicit procurement/boundary decision, recorded in the Product Inventory Questionnaire’s flag list.
CNAPP — One Platform, Four Overlapping Views
A cloud-native application protection platform unifies what were separate tools:
	CNAPP view
	Question it answers
	NIST control
	This series

	CSPM
	Is the cloud resource misconfigured?
	CM-6
	this book

	CWPP
	Is the workload/image vulnerable?
	RA-5
	this book (assessment handoff to Patch for SI-2)

	Network exposure / attack path
	Can this workload be reached, and what can it reach?
	SC-7
	this book (cloud-plane SC-7; edge SC-7 is the Network Enforcement book)

	CIEM
	Does this identity have far more access than it uses?
	AC-6
	cross-ref Privileged Access Management book (cloud-entitlement layer)

	Code / IaC (shift-left)
	Is the misconfiguration or vuln present before deploy?
	SA-11
	this book (SSDF, NIST SP 800-218)


The attack-path view (SC-7) is the distinctive CNAPP capability: it composes misconfiguration + exposure + vulnerability + entitlement into “this internet-reachable workload has a critical vuln and an over-permissioned role to the data store” — a single prioritized finding no host scanner produces. It is a cloud-plane SC-7 closure, distinct from the customer-edge SC-7 the Network Enforcement Substrate book closes on gear.
Kubernetes & Container Security (CM-7, SI-3)
Containers add a layer host tools do not reach:
· Image scanning — vulnerabilities and secrets caught in the registry at build time (CWPP/RA-5), so remediation is a rebuild, not a host patch (this is the container path the Patch & Systems Management book explicitly defers here).
· Admission control (CM-7) — Kubernetes admission policy denies non- compliant workloads at deploy: no privileged pods, no unscanned images, no latest tags. Least functionality enforced at the gate.
· Runtime threat detection (SI-3) — behavioral detection in running containers (unexpected process, drift from image, lateral movement).
Feeding the Evidence Fabric
Every finding here — a CSPM misconfiguration verdict, a CWPP vulnerability, an attack-path alert, an admission denial — emits the unified evidence-record contract into the fabric, keyed to authoritative asset identity, and rolls up to CISA CDM and the FedRAMP 20x KSI pipeline (see the Multi-Cloud Evidence Fabric book). Posture is not a standalone dashboard; it is one more source in the one compliance picture.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) via render_authorities_table.py; not hand-maintained. Note the layer distinctions: CM-6 here is cloud-resource misconfiguration (the Patch book closes OS-baseline CM-6); SC-7 here is cloud attack-path exposure (the Network Enforcement book closes edge SC-7); RA-5 here is cloud/container scanning (the Vulnerability Management book owns host RA-5).
Authorities Closed Here — Cloud-Native Security Posture & Containers (CSPM/CNAPP, K8s) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-7
	Least Functionality
	Container hardening + Kubernetes admission control (deny non-compliant workloads)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Security / supply chain
	KSI-SVC
	No

	SC-7
	Boundary Protection
	Cloud network-exposure and attack-path analysis (CNAPP) — internet-reachable workloads flagged
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-207
	Network
	KSI-CNA
	No

	CM-6
	Configuration Settings
	Cloud resource misconfiguration detection across CSPs (CSPM) — Defender for Cloud (Azure/AWS/GCP, Moderate default); AWS Config + Security Hub (AWS, owned, primary for AWS — High-covers-Moderate in AWS GovCloud); Google Assured Workloads + Security Command Center (GCP, adoption default if procured — Assured Workloads native Moderate, SCC High-covers-Moderate); VMware Aria Operations for Compliance (VMware, owned, boundary-inherited — not independently FedRAMP-authorized); OCI Cloud Guard (OCI, adoption default if procured, residual gap closer, High-covers-Moderate); Prisma Cloud/Wiz (High, alternative)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA
	Security / supply chain
	KSI-CMT, KSI-SVC
	No

	RA-5
	Vulnerability Monitoring and Scanning
	Agentless cloud-workload + container-image vulnerability scanning (CNAPP/CWPP)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Security / supply chain
	KSI-MLA
	No

	SA-11
	Developer Testing and Evaluation
	Shift-left IaC and container-image scanning in CI (CNAPP code security)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-218
	Security / supply chain
	KSI-SVC
	No

	SI-3
	Malicious Code Protection
	Container / workload runtime threat detection
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Security / supply chain
	KSI-MLA
	No


FedRAMP 20x KSI Alignment
Cloud-native posture feeds KSI-CMT (Change Management — configuration-baseline misconfiguration verdicts), KSI-SVC (Service Configuration — hardening, admission control, IaC), and KSI-MLA (vulnerability + runtime findings). As with the rest of the series’ evidence, none is attestable by a single-tenant conformance scan alone — the evidence is the CNAPP’s cross-account, cross-cloud finding set delivered through the evidence fabric.
Platform Selection Status
Per-platform CSPM selection prioritizes what the agency already owns: AWS Config + Security Hub (AWS) and VMware Aria Operations for Compliance (VMware) are the primary posture mechanisms for their platforms today, ahead of routing that evidence through Defender for Cloud’s ingestion. Microsoft Defender for Cloud remains the coordinating default for Azure and GCP, natively at FedRAMP Moderate. Google Assured Workloads and Security Command Center (GCP) and OCI Cloud Guard (OCI) are documented as each platform’s adoption default — the specific mechanism to stand up the day GCP or OCI is actually procured — not a current-ownership claim; today Defender for Cloud covers GCP and OCI/OKE has no native posture mechanism in place. Where a mechanism (owned, preferred, or documented-default) is FedRAMP High rather than Moderate — AWS Config/Security Hub, Security Command Center, OCI Cloud Guard, and the agency-preferred Palo Alto Prisma Cloud / Wiz for Government — the High-covering-Moderate boundary treatment must be documented; this is not a disqualifier under the Moderate-exclusive rule. Verify all authorization claims on the FedRAMP Marketplace at procurement.
References
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	Reference
	Description

	NIST SP 800-53 Rev 5
	CM-6, CM-7, SC-7, RA-5, SA-11, SI-3

	NIST SP 800-207
	Zero Trust Architecture (workload exposure)

	NIST SP 800-218
	Secure Software Development Framework (shift-left)

	CISA SCuBA
	Secure Cloud Business Applications baselines — https://www.cisa.gov/scuba

	CISA BOD 26-04
	Risk-based remediation; KEV listing is one of four variables. Known Exploited Vulnerabilities catalog — https://www.cisa.gov/known-exploited-vulnerabilities-catalog

	Microsoft Defender for Cloud (multi-cloud CSPM/CWPP)
	https://learn.microsoft.com/azure/defender-for-cloud/

	AWS Config — NIST SP 800-53 Rev 5 conformance pack (AWS, owned)
	https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist-800-53_rev_5.html

	AWS Security Hub (AWS, owned, FedRAMP-authorized above Moderate in AWS GovCloud)
	https://aws.amazon.com/about-aws/whats-new/2021/04/aws-security-hub-achieves-fedramp-high-authorization-to-enable-security-posture-management-for-high-impact-workloads/

	Google Assured Workloads (GCP, adoption default, native FedRAMP Moderate control package)
	https://cloud.google.com/assured-workloads

	Google Security Command Center (GCP, adoption default, FedRAMP-authorized above Moderate)
	https://cloud.google.com/security-command-center

	VMware Aria Operations for Compliance (VMware, owned; vSphere/NSX-T/vSAN STIG benchmark content)
	https://techdocs.broadcom.com/us/en/vmware-cis/vcf/stig/9-0/vcf-stig-documentation/docs-tutorials-Aria-aria.html

	Oracle Cloud Guard (OCI, adoption default, residual-gap closer, FedRAMP-authorized above Moderate / DISA IL5)
	https://www.oracle.com/security/cloud-security/cloud-guard/

	Palo Alto Prisma Cloud (CNAPP, FedRAMP High)
	https://www.paloaltonetworks.com/blog/prisma-cloud/fedramp-high-impact-ready/

	Wiz for Government (CNAPP, FedRAMP High)
	https://www.wiz.io/blog/wiz-achieves-fedramp-high-authorization
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Series Context — This document is Vol III Book 05 of the Federal Compliance series. The Volume I network-and-identity books and the Volume II database books establish Landing Zone IPAM/DDI/PKI, Network Access Control, Certificates and Tokens, Network Modernization, Telecommunications Modernization, SQL Server Authentication Modernization, SQL Server Implementation, and Database Consolidation and Network Physics. Vol III Book 01 addresses Privileged Access Management. Vol III Book 06 addresses SIEM, XDR, and Detection Engineering. This part addresses the data layer: what the data is, where it is allowed to go, and whether it is cryptographically protected at rest and in transit.
What This Document Addresses
Volumes I and II of this series, together with the Privileged Access Management and Vulnerability Management books of Volume III, address the pipe and the identity behind the pipe. Network controls determine which paths traffic can take. Authentication controls determine who is asserting an identity and whether that assertion can be cryptographically verified. Conditional Access controls determine whether a verified identity is permitted to reach a given workload at a given moment from a given device. Privileged Access Management controls determine whether an administrative identity is allowed to hold elevated scope and for how long. Security Operations controls determine whether anomalous behavior is detected, correlated, and escalated.
None of those controls answer a different and equally important question: what is the payload?
A Cloud Access Security Broker (CASB) operating at the network boundary can see that a file is moving from a managed endpoint to OneDrive. It can see the file’s size, the identity of the sender, and the destination tenant. What it cannot determine without additional signal is whether that file contains Controlled Unclassified Information (CUI) — a Privacy Act record, a law enforcement sensitive document, or a personnel file. The network pipe is regulated; the payload is opaque. An assessor who reviews only the network and identity controls will correctly note that data exfiltration cannot be prevented by pipe control alone: a user who is legitimately authenticated, on a managed device, sending a file to a compliant destination can still exfiltrate sensitive data if the data is not identified as sensitive before it moves.
This document closes the payload gap through three coordinated mechanisms: a federal data classification taxonomy enforced via sensitivity labels (information classification and marking); Data Loss Prevention policies that use label-derived signal to enforce movement restrictions at the service, endpoint, and network boundary layers; and cryptographic key management that ensures classified data is protected by keys the agency controls and can rotate or revoke. Together these mechanisms address the data-layer NIST SP 800-53 Rev 5 controls — AC-4, AU-10, the MP family, SC-12, SC-12(1), SC-13, SC-17, and SC-28 — that remain open after the network and identity layers are complete.
Enforcement Dimensions — Network and identity enforcement governs the pipe: who connects, over what path, with what credential, from what device. Data protection governs the payload: what the content is, whether it is marked, whether it is allowed to leave the boundary, and whether it is encrypted under agency-controlled keys. Both dimensions are required for a complete FedRAMP Moderate authorization. Implementing the network and identity layers without the data layer leaves the MP and SC-12 control families unsatisfied.
The Classification Gap
What an Assessor Finds Without Purview
A security assessment of a Microsoft 365 environment that has completed network and identity hardening but has not implemented a data classification framework will produce a predictable set of findings. The specific findings vary by agency, but the structural gaps are consistent.
No data classification scheme. Documents in SharePoint Online carry no sensitivity labels. There is no programmatic way to determine whether a given file is public, internal, CUI-Basic, or CUI-Specified. The classification decision, where it exists at all, lives in the filename, a metadata field that users populate manually, or the folder structure of the document library. None of these are enforceable or auditable in a machine-readable way.
Sensitivity labels absent from SharePoint documents. Without labels, every SharePoint document is treated identically by the Microsoft 365 service layer. SharePoint external sharing settings apply to the entire site or library. There is no mechanism to restrict external sharing for a CUI document while permitting external sharing for a public document stored in the same library. The site administrator’s choice of sharing policy is applied uniformly and cannot differentiate by content sensitivity.
No DLP policy on Teams channels. Teams messages, file attachments shared in channels, and files opened from the Teams client are outside the enforcement boundary of network-layer controls. An employee pasting a Social Security Number into a Teams message sends it to the Teams service in plaintext; the message is stored in Exchange Online. Without a DLP policy that detects and blocks that pattern, the SSN transits the service undetected.
Encryption keys managed by individual application owners with no central inventory. SQL Server TDE keys, certificate private keys, and application secrets are stored in configuration files, local Windows Certificate stores, or individual Azure subscriptions. There is no central key vault. There is no rotation policy. There is no audit trail for key access. An assessor cannot determine whether keys were rotated after the departure of an administrator who had access to them.
Non-repudiation (AU-10) not satisfied. Standard Microsoft 365 audit logging captures events — a user accessed a file, a message was sent — but the log records are not signed. Standard audit logs are mutable by a Global Administrator. They do not satisfy AU-10’s requirement that the system be able to determine with certainty that a given individual took a specific action, because a sufficiently privileged insider could alter the record.
SharePoint Online permissions grant access to entire sites rather than classified content. Access control decisions are made at the site or library level. A user with read access to a SharePoint site that contains a mix of public documents and CUI documents has read access to all of them. The permission boundary is the container, not the content.
Why CASB Alone Is Insufficient
The Cloud Access Security Broker deployed in Vol I Book 06 (Federal Telecommunications Modernization, SASE architecture) provides network-layer visibility into cloud service traffic. It can identify the application, the user, the device compliance status, the destination, and the volume of data. It enforces access policy based on those signals.
What the CASB cannot do, by itself, is classify content. When a file moves from SharePoint to OneDrive, the CASB sees a file transfer. It does not know whether the file is a publicly released press statement or a Privacy Act record. Without a classification label attached to the file, the CASB has no payload signal to act on. It can apply coarse policies — block all downloads of files larger than a threshold, or block all uploads to consumer cloud storage — but it cannot enforce “block external sharing of CUI” because it cannot determine whether a given file is CUI.
Purview sensitivity labels solve this problem. When a label is applied to a file — either manually by the author or automatically by a classifier policy — the label metadata travels with the file as an encrypted property of the Office Open XML container or as a custom property on the PDF. The CASB reads the label and enforces the policy that corresponds to it. This is the integration point: Purview classifies the payload; the CASB enforces based on the classification. The two controls operate on different layers and are not substitutes for each other.
Federal Data Classification Taxonomy
The Federal CUI Framework
The federal government’s data classification framework for unclassified information is governed by Executive Order 13556 and implemented by the National Archives and Records Administration (NARA) through the CUI Registry. NIST SP 800-171 provides the security requirements for protecting CUI in non-federal systems; NIST SP 800-53 Rev 5 provides the equivalent for federal information systems.
The framework defines four operative categories for a civilian agency’s unclassified data holdings:
Public. Information cleared for unrestricted release. Press releases, published regulations, publicly available program data. No handling restrictions. No marking required.
Internal. Information that is not classified but is not intended for public release: internal email threads, draft documents, working papers, administrative communications. No legal marking requirement under the CUI Registry, but agencies may establish internal handling policies that restrict distribution.
CUI — Basic. Controlled Unclassified Information subject to the handling requirements of the CUI Registry without additional or alternate handling requirements from the authorizing law, regulation, or policy. The basic standard: mark with the CUI designation, use approved safeguards for protection, and limit access to authorized holders. Examples: pre-decisional budget documents, law enforcement sensitive data not covered by a more specific CUI category, personally identifiable information not covered by Privacy Act.
CUI — Specified. CUI where the authorizing law, regulation, or government-wide policy establishes specific handling requirements that differ from the basic standard. The Specified designation requires the agency to cite the specific authority. Key examples in a typical federal environment: Privacy Act records (authority: 5 U.S.C. § 552a); Tax information (authority: 26 U.S.C. § 6103); Law Enforcement Sensitive (authority: agency-specific); Health information protected under HIPAA.
Mapping to Microsoft Purview Sensitivity Labels
The CUI taxonomy maps to Purview sensitivity labels with the following protective controls at each tier.
Sensitivity label mapping to CUI tiers
	CUI Tier
	Purview Label
	Encryption
	Access Scope
	Audit Logging

	Public
	None or “Public”
	None
	Unrestricted
	Standard

	Internal
	“Internal”
	None
	Agency domain (informational)
	Standard

	CUI-Basic
	“CUI-Basic”
	Yes — AIP BYOK
	Agency domain (enforced)
	Standard + label events

	CUI-Specified
	“CUI-Specified — [Category]”
	Yes — AIP BYOK
	Named authorized holders, time-limited
	Purview Audit Premium


The label hierarchy in the Purview compliance portal must reflect this taxonomy. Labels are organized in a parent-child structure: the parent label represents the tier; child labels represent CUI Specified categories. For example, the “CUI-Specified” parent label has child labels for “Privacy Act,” “Law Enforcement Sensitive,” and “Tax Information” — each with the protective controls appropriate to its specific authority.
Creating the Label Taxonomy in the Compliance Portal
The label taxonomy is created and managed through the Microsoft Purview compliance portal (compliance.microsoft.com) or through the Security and Compliance PowerShell module. The following creates the four-tier structure.
# Connect to Security & Compliance PowerShell
Connect-IPPSSession -UserPrincipalName admin@agency.gov

# Create parent label: Public
New-Label `
  -Name "Public" `
  -DisplayName "Public" `
  -Tooltip "Information approved for public release. No handling restrictions." `
  -LabelActions @{
    Type  = "applyContentMarking"
    SubType = "Header"
    Value = "PUBLIC"
  }

# Create parent label: Internal
New-Label `
  -Name "Internal" `
  -DisplayName "Internal" `
  -Tooltip "Internal use only. Not for public release." `
  -LabelActions @{
    Type  = "applyContentMarking"
    SubType = "Header"
    Value = "INTERNAL"
  }

# Create parent label: CUI-Basic
New-Label `
  -Name "CUI-Basic" `
  -DisplayName "CUI // Basic" `
  -Tooltip "Controlled Unclassified Information — Basic. Handle per CUI Registry requirements." `
  -EncryptionEnabled $true `
  -EncryptionProtectionType "Template" `
  -EncryptionDoNotForward $false `
  -EncryptionEncryptOnly $false `
  -EncryptionRightsDefinitions "agency.gov:VIEW,VIEWRIGHTSDATA,DOCEDIT,EDIT,PRINT,EXTRACT,REPLY,REPLYALL,FORWARD,OBJMODEL"

# Create parent label: CUI-Specified (container only; child labels carry specific authorities)
New-Label `
  -Name "CUI-Specified" `
  -DisplayName "CUI // SP" `
  -Tooltip "Controlled Unclassified Information — Specified. Cite authorizing law or policy." `
  -EncryptionEnabled $true `
  -EncryptionProtectionType "Template" `
  -EncryptionRightsDefinitions "agency.gov:VIEW,VIEWRIGHTSDATA,DOCEDIT,EDIT,PRINT,REPLYALL,REPLY,FORWARD,OBJMODEL" `
  -EncryptionContentExpiredOnDateInDaysOrNever 365

# Create child label: CUI-Specified / Privacy Act
New-Label `
  -Name "CUI-SP-PrivacyAct" `
  -DisplayName "CUI // SP-PRVCY" `
  -ParentId "CUI-Specified" `
  -Tooltip "Privacy Act records. Authority: 5 U.S.C. 552a." `
  -EncryptionEnabled $true `
  -EncryptionProtectionType "Template" `
  -EncryptionRightsDefinitions "agency.gov:VIEW,VIEWRIGHTSDATA,DOCEDIT,EDIT,REPLYALL,REPLY,FORWARD,OBJMODEL" `
  -EncryptionContentExpiredOnDateInDaysOrNever 365

# Publish the label policy to all users
New-LabelPolicy `
  -Name "Agency-CUI-LabelPolicy" `
  -Labels @("Public","Internal","CUI-Basic","CUI-Specified","CUI-SP-PrivacyAct") `
  -ExchangeLocation All `
  -SharePointLocation All `
  -OneDriveLocation All `
  -TeamsLocation All
Label Policy Scope — Publishing labels to all locations (Exchange, SharePoint, OneDrive, Teams) is required for consistent enforcement. A label published only to Exchange will appear in Outlook but not in the SharePoint label picker, causing inconsistent classification behavior. Publish to all locations from the initial deployment.
Automatic Labeling
The Labeling Gap in Manual Classification
Manual labeling places the classification decision on the document author. Authors apply labels correctly when the data is obviously sensitive — a document titled “Privacy Act Record” is likely to be labeled correctly. Authors fail to apply labels consistently when the sensitivity is less obvious: a spreadsheet containing SSNs extracted for a workflow task, a slide deck containing internal budget projections, or a Teams message containing an EIN sent in the context of a routine inquiry.
The result is a label corpus that covers intentionally sensitive documents but misses the routine data handling that constitutes the majority of actual CUI exposure. Automatic labeling addresses this by applying classification based on content inspection, independent of whether the author recognizes the document as sensitive.
Sensitive Information Types
Purview Sensitive Information Types (SITs) are pattern-matching classifiers that detect specific data patterns in document content. The Microsoft 365 service maintains a library of pre-built SITs that cover common federal data categories.
Pre-built Sensitive Information Types relevant to federal environments
	SIT Name
	Pattern
	NIST Control Relevance

	U.S. Social Security Number
	XXX-XX-XXXX with confidence
	MP-4, MP-5, CUI-SP-PRVCY

	U.S. Individual Taxpayer Identification Number
	9XX-XX-XXXX with IRS context
	SC-28, CUI-SP-TAX

	U.S. Employer Identification Number
	XX-XXXXXXX with EIN keyword
	MP-4, SC-13

	U.S. Bank Account Number
	ABA routing + account pair
	MP-5

	Drug Enforcement Administration Number
	DEA format with drug context
	CUI-SP-LES

	U.S. Passport Number
	Format + issuing country
	CUI-SP-PRVCY

	IP address
	IPv4 or IPv6 in technical context
	Internal


For agency-specific identifiers — employee numbers, case identifiers, benefit claim numbers — a custom SIT is required.
# Create a custom SIT for agency employee identifiers (pattern: EMPXXXXXXX)
$customSIT = @{
  Name        = "Agency-EmployeeID"
  Description = "Agency employee identifier in format EMP followed by 9 digits"
  RulePackage = @{
    RulePack = @{
      Version    = "1.0"
      Publisher  = "Agency Cloud Services"
      RulePackId = [System.Guid]::NewGuid.ToString
      LocalizedStrings = @{
        Resource = @{
          idRef = "Agency-EmployeeID-idRef"
          Name  = "Agency Employee Identifier"
          Description = "Matches EMP followed by exactly 9 digits"
        }
      }
    }
    Rules = @{
      Entity = @{
        id            = [System.Guid]::NewGuid.ToString
        patternsProximity = 300
        recommendedConfidence = 75
        Pattern = @{
          confidenceLevel = 75
          IdMatch         = @{ idRef = "Regex_AgencyEmployeeID" }
          Match           = @{ idRef = "Keyword_AgencyEmployee" }
        }
      }
      Regex = @{
        id    = "Regex_AgencyEmployeeID"
        value = "\bEMP\d{9}\b"
      }
      Keyword = @{
        id = "Keyword_AgencyEmployee"
        Group = @{
          matchStyle = "word"
          Term       = @("employee","emp id","staff id","agency id")
        }
      }
    }
  }
}

New-DlpSensitiveInformationType `
  -Name "Agency-EmployeeID" `
  -Description "Agency employee identifier (EMP + 9 digits)" `
  -FileData ([System.Text.Encoding]::UTF8.GetBytes((ConvertTo-Json $customSIT)))
Trainable Classifiers
For document categories that do not match a pattern — internal policy documents, law enforcement case notes, budget working papers — Purview trainable classifiers provide ML-based classification. A trainable classifier is trained on a sample of positive and negative examples of a document category and then applied as an auto-labeling condition.
Microsoft provides pre-trained classifiers for categories including: business financial statements, government documents, harassment, and legal affairs. Agency-specific categories require a custom trainable classifier trained on 50–500 sample documents.
Trainable Classifier Training Data — The sample documents used to train a custom classifier must be representative of the actual document population. If training samples are drawn from a subset of document types (for example, only formally formatted policy documents), the classifier will underperform on informal documents containing the same category of information. Plan for 3–4 weeks of training and validation before deploying a custom classifier to production auto-labeling.
Auto-Labeling Policies
Auto-labeling policies apply sensitivity labels to existing content (via the SharePoint scanner) and to new content as it is created or sent. There are two categories of auto-labeling policy:
Service-side auto-labeling applies labels to content at rest in SharePoint Online and OneDrive via a background scanner. The scanner crawls existing document libraries, identifies content matching the policy conditions, and applies the label. This is how CUI exposure in existing document libraries is addressed retroactively.
Client-side auto-labeling applies labels at creation or send time in Office applications and Exchange. In Exchange, the label is applied when the user sends a message that matches the policy conditions. The user sees a notification and can accept or override the suggested label. In Word, Excel, and PowerPoint, the label is suggested in the sensitivity label picker.
# Create auto-labeling policy for SharePoint and OneDrive
# Applies CUI-Basic label to documents containing SSN or EIN
New-AutoSensitivityLabelPolicy `
  -Name "AutoLabel-CUI-Basic-SharePoint" `
  -DisplayName "Auto-label CUI-Basic in SharePoint and OneDrive" `
  -ApplySensitivityLabel "CUI-Basic" `
  -SharePointLocation All `
  -OneDriveLocation All `
  -Mode "TestWithoutNotifications"  # Start in simulation mode; switch to Enforce after review

New-AutoSensitivityLabelRule `
  -Policy "AutoLabel-CUI-Basic-SharePoint" `
  -Name "Detect SSN or EIN" `
  -ContentContainsSensitiveInformation @(
    @{ Name = "U.S. Social Security Number (SSN)"; minCount = 1; confidenceLevel = 75 },
    @{ Name = "U.S. Individual Taxpayer Identification Number"; minCount = 1; confidenceLevel = 75 },
    @{ Name = "U.S. Employer Identification Number"; minCount = 1; confidenceLevel = 75 }
  )

# Create auto-labeling policy for Exchange
# Suggests CUI-Specified/Privacy Act on outbound messages containing SSN
New-AutoSensitivityLabelPolicy `
  -Name "AutoLabel-CUI-SP-Exchange" `
  -DisplayName "Auto-label CUI-Specified in Exchange outbound" `
  -ApplySensitivityLabel "CUI-SP-PrivacyAct" `
  -ExchangeLocation All `
  -Mode "TestWithNotifications"  # Notify users before enforcing

New-AutoSensitivityLabelRule `
  -Policy "AutoLabel-CUI-SP-Exchange" `
  -Name "Detect SSN in outbound email" `
  -SentToScope NotInOrganization `
  -ContentContainsSensitiveInformation @(
    @{ Name = "U.S. Social Security Number (SSN)"; minCount = 1; confidenceLevel = 85 }
  )

# Switch policies to enforcement after simulation review
Set-AutoSensitivityLabelPolicy `
  -Identity "AutoLabel-CUI-Basic-SharePoint" `
  -Mode "Enable"
Simulation Mode First — Always deploy auto-labeling policies in simulation mode before enabling enforcement. The simulation report shows which documents would be labeled and with what label, without modifying any content. Review the simulation output for false positives before switching to enforcement. A false-positive spike can trigger help desk calls at scale if a labeling policy applies CUI-Specified to routine internal documents.
DLP Policy Architecture
Three Enforcement Surfaces
Data Loss Prevention enforcement in a federal Microsoft 365 environment operates across three distinct surfaces. Each surface provides a different type of control at a different point in the data lifecycle.
Microsoft 365 service-layer DLP operates within the Microsoft 365 platform — SharePoint Online, OneDrive for Business, Exchange Online, and Teams. Service-layer DLP policies are evaluated server-side when content is created, shared, or sent through the Microsoft 365 service. A policy that blocks external sharing of CUI files is enforced by the SharePoint service before the external sharing invitation is sent. The user receives a policy tip; the share is blocked. This layer provides the broadest coverage because it operates regardless of the endpoint’s compliance state.
Endpoint DLP operates on Windows workstations via the Defender for Endpoint sensor. It extends enforcement to activities that bypass the service layer: printing a labeled document, copying content to the clipboard, transferring a labeled file to a USB device, or uploading a file to a browser-based application that is not a Microsoft 365 service. Endpoint DLP requires the device to be onboarded to Defender for Endpoint (established in Vol I Book 02 (Network Access Control: 802.1X) and Vol II Book 01 (SQL Server Authentication Modernization) of this series as a device-compliance and Conditional Access requirement).
Network-layer enforcement via CASB operates at the network boundary using the label metadata that the Purview service exposes to the CASB through the Microsoft Graph API. When a labeled file moves to a cloud destination, the CASB queries the file’s label and enforces the label-specific policy — for example, blocking upload of a CUI-Specified labeled file to a non-approved cloud storage service. This integration closes the gap identified in the classification gap section: the CASB now has payload signal from Purview.
Core DLP Policies
The following policies form the minimum DLP baseline for a FedRAMP Moderate environment. Each policy is named with the enforcement surface, the label tier it protects, and the action it takes.
Core DLP policy baseline for FedRAMP Moderate
	Policy
	Surface
	Condition
	Action

	Block external sharing of CUI
	SharePoint, OneDrive
	Label = CUI-Basic or CUI-Specified
	Block + policy tip + alert

	Block external send of CUI
	Exchange
	Label = CUI-Basic AND recipient is external
	Block + policy tip

	Block print of CUI-Specified
	Endpoint
	Label = CUI-Specified
	Block + audit event

	Block USB transfer of CUI
	Endpoint
	Label = CUI-Basic or CUI-Specified, device = removable media
	Block + audit event

	Block upload to non-approved cloud storage
	Endpoint + CASB
	Label any CUI, destination not in approved list
	Block + alert

	Alert on bulk download
	SharePoint
	Volume > 50 files in 10 minutes, any label
	Alert + manager notification

	Alert on SSN in Teams message
	Teams
	SIT = SSN, minCount = 1
	Restrict + policy tip + alert


# Policy 1: Block external sharing of CUI in SharePoint and OneDrive
New-DlpCompliancePolicy `
  -Name "DLP-Block-CUI-ExternalShare" `
  -SharePointLocation All `
  -OneDriveLocation All `
  -Mode Enable

New-DlpComplianceRule `
  -Policy "DLP-Block-CUI-ExternalShare" `
  -Name "Block external share of CUI-Basic or CUI-Specified" `
  -ContentContainsSensitivityLabel @(
    @{ Name = "CUI-Basic" },
    @{ Name = "CUI-Specified" },
    @{ Name = "CUI-SP-PrivacyAct" }
  ) `
  -AccessScope NotInOrganization `
  -BlockAccess $true `
  -NotifyUser Owner `
  -NotifyPolicyTipCustomText "This document is classified CUI and cannot be shared externally. Contact your supervisor or records officer if external sharing is required." `
  -GenerateAlert SiteAdmin `
  -GenerateIncidentReport SiteAdmin `
  -IncidentReportContent @("Title","Severity","MsgURLs","MatchedItem","RulesMatched","Service","MatchedMessages","SenderAddress","RecipientAddress","Subject","AttachmentNames","DocumentAuthor","DocumentLastModifier","SensitiveInfoTypeDetails","Detections")

# Policy 2: Block external send of CUI in Exchange
New-DlpCompliancePolicy `
  -Name "DLP-Block-CUI-ExternalEmail" `
  -ExchangeLocation All `
  -Mode Enable

New-DlpComplianceRule `
  -Policy "DLP-Block-CUI-ExternalEmail" `
  -Name "Block external email with CUI-Basic label" `
  -ContentContainsSensitivityLabel @(
    @{ Name = "CUI-Basic" },
    @{ Name = "CUI-Specified" },
    @{ Name = "CUI-SP-PrivacyAct" }
  ) `
  -SentToScope NotInOrganization `
  -BlockAccess $true `
  -NotifyUser Sender `
  -NotifyPolicyTipCustomText "This message is labeled CUI and cannot be sent to external recipients without authorization. Use an approved encrypted transfer method."

# Policy 3: Teams SSN detection
New-DlpCompliancePolicy `
  -Name "DLP-Alert-SSN-Teams" `
  -TeamsLocation All `
  -Mode Enable

New-DlpComplianceRule `
  -Policy "DLP-Alert-SSN-Teams" `
  -Name "Detect SSN in Teams messages" `
  -ContentContainsSensitiveInformation @(
    @{ Name = "U.S. Social Security Number (SSN)"; minCount = 1; confidenceLevel = 85 }
  ) `
  -NotifyUser Sender `
  -NotifyPolicyTipCustomText "This message appears to contain a Social Security Number. SSNs should not be transmitted through Teams. Use the authorized secure file transfer system." `
  -GenerateAlert SecurityManager `
  -Severity Medium
Endpoint DLP Configuration
Endpoint DLP requires the workstation to be onboarded to Defender for Endpoint. The Endpoint DLP policy is deployed through the Purview compliance portal and enforced by the Defender for Endpoint sensor on the device.
# Endpoint DLP: Block print and USB transfer of CUI-Specified
New-DlpCompliancePolicy `
  -Name "DLP-Endpoint-CUI-Specified" `
  -EndpointDlpLocation All `
  -Mode Enable

New-DlpComplianceRule `
  -Policy "DLP-Endpoint-CUI-Specified" `
  -Name "Block print of CUI-Specified" `
  -ContentContainsSensitivityLabel @(
    @{ Name = "CUI-Specified" },
    @{ Name = "CUI-SP-PrivacyAct" }
  ) `
  -EndpointDlpRestrictions @(
    @{ Setting = "Print"; Value = "Block" },
    @{ Setting = "CopyToClipboard"; Value = "AuditOnly" },
    @{ Setting = "CopyToRemovableMedia"; Value = "Block" },
    @{ Setting = "CopyToNetworkShare"; Value = "AuditOnly" },
    @{ Setting = "UploadToCloud"; Value = "Block" }
  ) `
  -NotifyUser Owner `
  -GenerateAlert SecurityManager `
  -Severity High
Endpoint DLP and Defender for Endpoint Integration — Endpoint DLP enforcement depends on the Defender for Endpoint sensor being active and reporting device health to the Purview service. A device that has been excluded from Defender for Endpoint onboarding (for example, a legacy industrial control system or a specialized testing workstation) will not receive Endpoint DLP policy. Audit the Defender for Endpoint onboarding coverage report before deploying Endpoint DLP and resolve onboarding gaps first.
Azure Key Vault and Cryptographic Key Management
The Federal Key Management Hierarchy
A federal agency’s cryptographic key infrastructure is a hierarchy of trust. Compromise at any level of the hierarchy invalidates the trust established below it. Managing this hierarchy without a central key management system means that the highest-value keys — root CA private keys, data encryption keys, code signing keys — may be protected by controls no more rigorous than a local administrator’s password.
The federal key management hierarchy for a GCC (Government Community Cloud) environment has four levels:
Root CA (offline HSM). The root certificate authority’s private key is stored in a Hardware Security Module (HSM) that is kept offline except during certificate issuance or renewal operations. The root CA is self-signed; its certificate is distributed via Group Policy as a trusted root. The root CA signs the issuing CA certificate and is then returned to offline storage.
Issuing CA. The issuing CA operates online and issues end-entity certificates: device certificates for Entra-joined workstations, user certificates for S/MIME signing and encryption, and TLS certificates for internal services. The issuing CA’s private key may be stored in a cloud HSM (Azure Key Vault Premium tier) for availability and auditability.
Customer-Managed Keys (CMK) in Azure Key Vault. For data-at-rest encryption — SharePoint Online, Exchange Online, SQL Server TDE, Azure Blob Storage — Customer-Managed Keys replace the Microsoft-managed encryption key with a key stored in the agency’s Azure Key Vault. The agency controls key lifecycle: creation, rotation, and deletion. Microsoft’s encryption service wraps and unwraps the data encryption key using the CMK; the plaintext CMK never leaves the Key Vault HSM.
Data encryption keys. Generated fresh for each protected resource (each storage account, each SQL database, each mailbox). These keys are wrapped (encrypted) by the CMK in Key Vault. They are never stored in plaintext anywhere outside the HSM boundary.
Creating and Configuring Azure Key Vault with HSM
Azure Key Vault Standard tier uses software-protected keys. Azure Key Vault Premium tier uses HSM-protected keys (FIPS 140-3 validated; FIPS 140-2 modules only while they remain on the CMVP Active list, pending the 2026-09-21 Historical transition). For federal CUI environments, the Premium tier with HSM-protected keys is required to satisfy SC-12 and SC-13 at the Moderate impact level.
# Connect to Azure
Connect-AzAccount -TenantId "your-tenant-id"
Set-AzContext -SubscriptionId "your-subscription-id"

# Create a resource group for key management (separate from workload RGs)
New-AzResourceGroup `
  -Name "rg-keyvault-prod" `
  -Location "USGov Virginia"  # Agency Azure Government estate per Vol I Book 01; use commercial regions if the tenant is commercial Azure

# Create Key Vault with HSM-protected keys (Premium SKU)
$kv = New-AzKeyVault `
  -Name "kv-agency-prod-01" `
  -ResourceGroupName "rg-keyvault-prod" `
  -Location "USGov Virginia" `
  -Sku "Premium" `
  -EnableSoftDelete `
  -SoftDeleteRetentionInDays 90 `
  -EnablePurgeProtection `
  -EnableRbacAuthorization  # Use RBAC, not legacy access policies

# Create CMK for SQL Server TDE (HSM-protected)
$cmkSql = Add-AzKeyVaultKey `
  -VaultName "kv-agency-prod-01" `
  -Name "cmk-sql-tde-prod" `
  -Destination HSM `
  -Size 2048 `
  -KeyOps @("wrapKey","unwrapKey")

Write-Host "SQL TDE CMK created. Key URI: $($cmkSql.Key.Kid)"

# Create CMK for SharePoint BYOK
$cmkSpo = Add-AzKeyVaultKey `
  -VaultName "kv-agency-prod-01" `
  -Name "cmk-spo-byok-prod" `
  -Destination HSM `
  -Size 2048 `
  -KeyOps @("wrapKey","unwrapKey")

Write-Host "SharePoint BYOK CMK created. Key URI: $($cmkSpo.Key.Kid)"
Assigning Managed Identity Access to Key Vault
No human identity should have standing access to key material. Access to Key Vault is granted to Managed Identities — the SQL Server Managed Identity, the Arc-enabled server Managed Identity, and the Microsoft 365 Customer Key service principal — using Azure RBAC.
# Get the Managed Identity of the SQL Server (Arc-enrolled hybrid server)
$sqlMI = Get-AzUserAssignedIdentity `
  -ResourceGroupName "rg-sql-prod" `
  -Name "mi-sql-server-prod"

# Assign Key Vault Crypto User role to SQL Managed Identity
New-AzRoleAssignment `
  -ObjectId $sqlMI.PrincipalId `
  -RoleDefinitionName "Key Vault Crypto User" `
  -Scope (Get-AzKeyVault -VaultName "kv-agency-prod-01").ResourceId

# Restrict human access: only Key Vault Administrator role for the break-glass account
# All other humans get Key Vault Reader (metadata only, no key operations)
$breakGlassAdmin = "break-glass-admin@agency.gov"
$breakGlassObjectId = (Get-AzADUser -UserPrincipalName $breakGlassAdmin).Id

New-AzRoleAssignment `
  -ObjectId $breakGlassObjectId `
  -RoleDefinitionName "Key Vault Administrator" `
  -Scope (Get-AzKeyVault -VaultName "kv-agency-prod-01").ResourceId

# Configure Key Vault diagnostic logging to Log Analytics
$law = Get-AzOperationalInsightsWorkspace `
  -ResourceGroupName "rg-security-ops" `
  -Name "law-agency-security"

Set-AzDiagnosticSetting `
  -ResourceId (Get-AzKeyVault -VaultName "kv-agency-prod-01").ResourceId `
  -Name "kv-diag-law" `
  -WorkspaceId $law.ResourceId `
  -Enabled $true `
  -Category @("AuditEvent","AzurePolicyEvaluationDetails") `
  -MetricCategory "AllMetrics"
Configuring SQL Server TDE with Customer-Managed Key
SQL Server Transparent Data Encryption (TDE) was established in Vol II Book 01 and Vol II Book 02 (SQL Server Implementation Guide) of this series. The initial configuration used a service-managed key (Microsoft-managed, stored within the SQL service). Migrating to a Customer-Managed Key places the wrapping key in the agency’s Key Vault, satisfying SC-12 and SC-12(1).
# Configure Azure SQL Server to use CMK for TDE
# This assumes Azure SQL (PaaS); for Arc SQL Server, use the SQL Server connector

$sqlServer = Get-AzSqlServer `
  -ResourceGroupName "rg-sql-prod" `
  -ServerName "sql-agency-prod"

# Add the Key Vault key as the TDE protector
Add-AzSqlServerKeyVaultKey `
  -ResourceGroupName "rg-sql-prod" `
  -ServerName "sql-agency-prod" `
  -KeyId $cmkSql.Key.Kid

# Set the TDE protector to the CMK
Set-AzSqlServerTransparentDataEncryptionProtector `
  -ResourceGroupName "rg-sql-prod" `
  -ServerName "sql-agency-prod" `
  -Type AzureKeyVault `
  -KeyId $cmkSql.Key.Kid `
  -AutoRotationEnabled $true  # Enables automatic key rotation on new key version

# Verify TDE protector is set correctly
Get-AzSqlServerTransparentDataEncryptionProtector `
  -ResourceGroupName "rg-sql-prod" `
  -ServerName "sql-agency-prod"

# Verify each database's TDE status
Get-AzSqlDatabase `
  -ResourceGroupName "rg-sql-prod" `
  -ServerName "sql-agency-prod" |
  Where-Object { $_.DatabaseName -ne "master" } |
  ForEach-Object {
    Get-AzSqlDatabaseTransparentDataEncryption `
      -ResourceGroupName "rg-sql-prod" `
      -ServerName "sql-agency-prod" `
      -DatabaseName $_.DatabaseName
  }
Key Rotation Policy
SC-12 requires a defined key management policy that includes rotation requirements. This architecture adopts a 12-month cryptoperiod for symmetric encryption keys as an organization-defined policy choice, within the recommended cryptoperiods of NIST SP 800-57 Part 1. Customer-Managed Keys in Key Vault support two rotation mechanisms:
Automatic rotation. Key Vault generates a new key version on a configured schedule (minimum: every 12 months). The SQL TDE protector’s AutoRotationEnabled flag (set above) directs the SQL service to automatically pick up the new key version. This is the preferred mechanism for bulk encryption keys.
Manual rotation. For keys tied to specific certificates or manual processes — code signing keys, CA private keys — automatic rotation may not be appropriate. These keys are rotated manually and the rotation is documented as an operational procedure.
# Configure automatic key rotation policy in Key Vault
$rotationPolicy = @{
  lifetimeActions = @(
    @{
      action = @{ type = "Rotate" }
      trigger = @{ timeAfterCreate = "P12M" }  # Rotate 12 months after creation
    },
    @{
      action = @{ type = "Notify" }
      trigger = @{ timeBeforeExpiry = "P30D" }  # Notify 30 days before expiry
    }
  )
  attributes = @{
    expiryTime = "P14M"  # Key expires 14 months after creation (2 months after rotation)
  }
}

# Apply rotation policy to the SQL TDE CMK
Set-AzKeyVaultKeyRotationPolicy `
  -VaultName "kv-agency-prod-01" `
  -Name "cmk-sql-tde-prod" `
  -KeyRotationLifetimeAction $rotationPolicy.lifetimeActions `
  -ExpiresIn $rotationPolicy.attributes.expiryTime

# Verify rotation policy
Get-AzKeyVaultKeyRotationPolicy `
  -VaultName "kv-agency-prod-01" `
  -Name "cmk-sql-tde-prod"
Immediate Rotation on Suspected Compromise — The rotation policy above handles scheduled rotation. If a key is suspected of compromise — for example, a Key Vault Crypto User Managed Identity is associated with a compromised server — an immediate manual rotation is required. Run Add-AzKeyVaultKey to create a new key version, update the TDE protector to the new version, and then file a security incident report documenting the compromise scope and the rotation action taken. Do not delete the compromised key version until all data encrypted under it has been re-encrypted.
Non-Repudiation and Audit Integrity
AU-10 and the Signed Audit Record Requirement
NIST SP 800-53 Rev 5 AU-10 states: “Provide irrefutable evidence that an individual (or process acting on behalf of an individual) performed [Assignment: organization-defined actions to be covered by non-repudiation].”
The word “irrefutable” is load-bearing. A standard audit log entry that records “user@agency.gov accessed file budget-draft.docx at 14:32:07 UTC” satisfies AU-12 (audit generation) — the event was generated. It does not satisfy AU-10 because the record is mutable. A Global Administrator can alter or delete the standard audit log. An attacker who achieves Global Admin scope can cover their tracks. The record is not irrefutable.
AU-10 is a High-baseline control — it is not in the NIST SP 800-53B Moderate baseline this series scopes to. An agency whose data or mission warrants it may adopt AU-10 above the Moderate floor; the argument here is conditional on that above-baseline adoption, not a Moderate-baseline mandate. Where an agency does adopt it, Purview Audit Premium is the mechanism that satisfies the irrefutability standard.
Purview Audit (Premium) addresses this gap through two mechanisms: immutable log storage in a location not accessible to tenant administrators, and cryptographic signatures on high-value audit events. The signature binds the event record to a timestamp issued by a trusted timestamping authority; the record cannot be altered without invalidating the signature.
Enabling Purview Audit Premium
Purview Audit Premium requires an appropriate license (Microsoft 365 E5, E5 Compliance, or F5 Compliance add-on). It must be explicitly enabled for the tenant and configured with a retention policy.
# Enable Purview Audit Premium for all users
# (Requires Security Administrator or Global Administrator role)

# First verify current audit status
Get-AdminAuditLogConfig | Select-Object UnifiedAuditLogIngestionEnabled

# Enable unified audit logging if not already enabled
Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true

# Set audit log retention to 10 years for privileged user activity
# Requires Purview Audit Premium license assigned to users
New-UnifiedAuditLogRetentionPolicy `
  -Name "10yr-Retention-PrivilegedUsers" `
  -Description "10-year audit log retention for privileged user operations per AU-10" `
  -RetentionDuration TenYears `
  -Priority 1 `
  -RecordTypes @(
    "AzureActiveDirectoryAccountLogon",
    "AzureActiveDirectoryStsLogon",
    "ExchangeAdmin",
    "SharePointFileOperation",
    "SharePointSharingOperation",
    "UnifiedAuditLogIngestion",
    "MicrosoftTeams",
    "InformationProtectionPolicy"
  )

# Set 1-year default retention for all other activity
New-UnifiedAuditLogRetentionPolicy `
  -Name "1yr-Retention-Default" `
  -Description "1-year default audit log retention for standard operations" `
  -RetentionDuration OneYear `
  -Priority 10  # Lower priority = applied when no higher-priority policy matches
High-Value Audit Events Captured by Purview Audit Premium
The following event categories are captured exclusively by Purview Audit Premium (not available in standard Audit) and are relevant to AU-10 satisfaction.
Purview Audit Premium events relevant to AU-10 non-repudiation
	Event
	Description
	AU-10 Relevance

	MailItemsAccessed
	Records every protocol access to mailbox items, including by sync clients
	Proves a specific mailbox item was accessed by a specific user at a specific time

	SearchQueryInitiatedExchange
	Records the exact search query submitted to Exchange
	Proves targeted searches for sensitive data

	SearchQueryInitiatedSharePoint
	Records exact SharePoint search queries
	Proves targeted content discovery

	Send
	Records outbound email send with message ID
	Non-repudiation for email delivery

	FileDownloaded
	Records file downloads from SharePoint with file path and user
	Non-repudiation for data exfiltration investigation

	SensitivityLabelApplied
	Records label application events with user, file, and label
	Proves classification actions

	SensitivityLabelUpdated
	Records label change events
	Detects label downgrade attacks


Querying Purview Audit Logs
# Query audit log for MailItemsAccessed events in the past 7 days
# This event is only available in Purview Audit Premium
$startDate = (Get-Date).AddDays(-7).ToString("yyyy-MM-ddTHH:mm:ssZ")
$endDate   = (Get-Date).ToString("yyyy-MM-ddTHH:mm:ssZ")

Search-UnifiedAuditLog `
  -StartDate $startDate `
  -EndDate $endDate `
  -RecordType ExchangeItemAggregated `
  -Operations "MailItemsAccessed" `
  -ResultSize 1000 |
  Select-Object CreationDate, UserIds, Operations,
    @{ N = "AuditData"; E = { $_.AuditData | ConvertFrom-Json } } |
  Export-Csv -Path "C:\AuditExports\MailItemsAccessed_7d.csv" -NoTypeInformation

# Query for sensitivity label changes (detect label downgrade)
Search-UnifiedAuditLog `
  -StartDate $startDate `
  -EndDate $endDate `
  -RecordType AipDiscover, AipSensitivityLabelAction `
  -Operations "SensitivityLabelUpdated","SensitivityLabelRemoved" `
  -ResultSize 1000 |
  Select-Object CreationDate, UserIds, Operations, AuditData |
  Export-Csv -Path "C:\AuditExports\LabelChanges_7d.csv" -NoTypeInformation
AU-10 vs AU-12 Distinction — AU-12 (audit generation) requires the system to generate audit records for defined events. Volumes I and II, together with the Privileged Access Management and Vulnerability Management books of Volume III, satisfy AU-12 through Defender for Endpoint, Azure Monitor, and the Microsoft Sentinel SIEM deployed in Vol III Book 06. AU-10 (non-repudiation) requires that those records be irrefutable. Standard audit logs in Log Analytics are mutable by a Global Administrator. Purview Audit Premium’s immutable, signed records are required specifically for the AU-10 control. Both controls are needed; they are satisfied by different mechanisms.
Certificate Practice Statement
SC-17 Requirements
NIST SP 800-53 Rev 5 SC-17 states: “a. Issue public key certificates under an [Assignment: organization-defined certificate policy] or obtain public key certificates from an approved service provider; and b. Include only approved trust anchors in trust stores or certificate stores managed by the organization.”
The key element is the organization-defined certificate policy in part (a). SC-17 is not satisfied merely by having certificates. It requires a documented policy governing the certificate lifecycle: how certificates are issued, who may request them, how private keys are protected, how certificates are revoked, and what happens to keys after expiration. This documented policy is called a Certificate Practice Statement (CPS). Part (b) adds a distinct obligation — trust-anchor management — addressed in the “Trust-Anchor Management” subsection below.
Without a CPS, an assessor cannot determine whether the agency’s certificate infrastructure provides any assurance beyond “we have a CA.” Certificates could be issued to any requestor, private keys could be stored anywhere, revocation might not be checked, and there is no accountability framework. The CPS is the governance artifact that converts a CA deployment into an SC-17-satisfying PKI.
CPS Structure per RFC 3647
RFC 3647 provides the standard framework for CPS documentation. A federal agency CPS must address the following sections:
Section 1 — Introduction. Identifies the document, the CA hierarchy it governs (Root CA name, Issuing CA name), the applicable certificate policies (CP OID values), and the community of relying parties.
Section 2 — Publication and Repository Responsibilities. Identifies where the CPS is published, where the CA certificate and CRL/OCSP are published, and the update cycle for each.
Section 3 — Identification and Authentication. Defines how subscriber identity is verified before certificate issuance: for device certificates, the device must be Entra-joined with a compliant Hybrid Entra ID join; for user certificates, the requestor must authenticate with MFA against the issuing CA’s enrollment service.
Section 4 — Certificate Life-Cycle Operational Requirements. Covers: certificate application (how to request); certificate issuance (automated via SCEP/NDES or manual); certificate acceptance (subscriber acknowledgment); key pair and certificate usage (specific key usage bits for each certificate class); certificate renewal (before expiration, with re-authentication); certificate modification; certificate suspension and revocation (conditions triggering revocation, timeline for CRL publication after revocation, OCSP availability SLA); certificate status services (CRL distribution point URL, OCSP URL); and end of subscription.
Section 5 — Management, Operational, and Physical Controls. Physical security of the CA, personnel security requirements for CA operators, audit logging of CA operations, records archival, and disaster recovery.
Section 6 — Technical Security Controls. Key pair generation (HSM requirement for root and issuing CA private keys), private key protection, key backup (escrow conditions), key archival, key transport, key destruction, cryptographic module engineering controls (FIPS 140-3 validated minimum; FIPS 140-2 modules only while they remain on the CMVP Active list, pending the 2026-09-21 Historical transition), and algorithm and key length requirements (RSA 2048 minimum; SHA-256 minimum).
Section 7 — Certificate, CRL, and OCSP Profiles. Defines the exact ASN.1 structure of issued certificates — which extensions are present, critical or non-critical, and what values they carry.
Section 8 — Compliance Audit and Other Assessments. Frequency of compliance audits, scope of audits, and who may perform them.
Section 9 — Other Business and Legal Matters. Fees, financial responsibility, confidentiality of business information, intellectual property, representations and warranties, disclaimers, limitations of liability, term and termination, individual notices, dispute resolution, and governing law.
How InfoBlox PKI and Azure Key Vault Satisfy SC-17 Together
The PKI infrastructure established in Vol I Book 01 of this series (InfoBlox DDI/PKI Landing Zone) and the Azure Key Vault established in this part together satisfy SC-17 when governed by a documented CPS.
InfoBlox provides the IPAM and DNS foundation that certificate infrastructure depends on: the CA’s CRL Distribution Point must resolve via DNS; the OCSP Responder must have a stable IP address registered in IPAM. Without accurate IPAM and DNS, certificate revocation is not operationally reliable — clients cannot reach the CRL or OCSP endpoint, and revoked certificates may be accepted as valid.
Azure Key Vault provides the HSM-backed private key storage for the issuing CA. The CA software (Active Directory Certificate Services or a third-party CA) is configured to store and use the signing key in Key Vault, never in the CA’s local Windows Certificate Store. Key access is governed by Managed Identity RBAC, and all key operations are logged to the Key Vault audit log. This configuration satisfies Section 6 of the CPS (technical security controls) — the private key never exists in unprotected software storage.
The CPS documents both of these dependencies explicitly: Section 2 specifies the DNS names for CRL and OCSP endpoints that are registered in InfoBlox IPAM; Section 6 specifies that CA private keys are stored in Azure Key Vault Premium (HSM tier) and are not exportable.
Trust-Anchor Management (SC-17 part b)
SC-17 part (b) requires that the organization include only approved trust anchors in the trust stores and certificate stores it manages. Issuing a well-governed certificate hierarchy (part a) does not by itself satisfy this: an endpoint that trusts an unapproved or compromised root will accept forged certificates regardless of how carefully the agency’s own CA is run. The agency therefore maintains an approved trust-anchor list — the agency Root CA plus any explicitly authorized external roots (for example, the Federal PKI Common Policy root where cross-certification applies) — and distributes it as the authoritative trusted-root set to managed devices via Intune configuration profiles (Windows) and equivalent MDM payloads. Unmanaged additions to the trusted-root store are prevented by device configuration policy, and the approved list is reviewed on the same cycle as the CPS. This trust-store curation is what closes SC-17 part (b); the CPS closes part (a).
# Verify CRL Distribution Point is resolvable (operational check for SC-17)
$issuerCert = Get-ChildItem -Path Cert:\LocalMachine\CA |
  Where-Object { $_.Subject -like "*Agency-IssuingCA*" } |
  Select-Object -First 1

# Extract CRL Distribution Point URLs from the issuing CA certificate
$crlOid = "2.5.29.31"  # OID for CRL Distribution Points
$crlExtension = $issuerCert.Extensions | Where-Object { $_.Oid.Value -eq $crlOid }
if ($crlExtension) {
  Write-Host "CRL Distribution Points found in issuing CA certificate"
  # Parse and test each CDP URL
  $asnData = New-Object System.Security.Cryptography.AsnEncodedData `
    -ArgumentList ($crlExtension.Oid, $crlExtension.RawData)
  Write-Host $asnData.Format($true)
} else {
  Write-Warning "No CRL Distribution Point extension found — SC-17 gap"
}

# Test OCSP responder availability
$ocspUrl = "http://ocsp.agency.gov"  # Replace with actual OCSP URL from CPS
try {
  $response = Invoke-WebRequest -Uri $ocspUrl -Method Get -TimeoutSec 10
  Write-Host "OCSP responder reachable: HTTP $($response.StatusCode)"
} catch {
  Write-Warning "OCSP responder not reachable: $($_.Exception.Message) — SC-17 gap"
}
Multi-Cloud Key Management — Keys Live Per-Platform
The Azure Key Vault architecture above is the Microsoft-estate realization of federal key management (SC-12, SC-13, SC-28). On a multi-cloud estate, cryptographic keys are a per-platform resource: each CSP operates its own FIPS 140-3 validated key-management service, and a key created in one does not natively protect data in another.
	Platform
	Key-management service
	Notes

	Microsoft
	Azure Key Vault (Premium) / Managed HSM
	default for the Azure estate

	AWS
	AWS KMS / CloudHSM
	CMK per account/region; FIPS 140-3 validated HSM

	Oracle OCI
	OCI Vault / Dedicated KMS (HSM)
	

	Cross-cloud
	External Key Store · BYOK · HYOK
	agency-retained key custody across a CSP boundary — for the highest-sensitivity CUI


Doctrine: classification and DLP (Purview) coordinate across the estate — the Purview Data Map reaches multi-cloud sources — but key custody is platform-native: the SC-12/SC-13 closure is a per-CSP HSM, unified only at the governance layer (which keys protect which classified data). Microsoft-preference holds for the classification/DLP plane where Purview genuinely reaches; key management is native per-CSP because no single vault spans clouds. BYOK/HYOK is the pattern when the agency must retain sole key custody across a provider boundary. SC-13 is a property of the validated module — verify each service’s CMVP FIPS 140-3 certificate, and track the FIPS 140-2 historical-list transition (no new procurement reliance on 140-2-only modules).
Key inventory, rotation events, and CMK-to-data bindings from every platform emit the unified evidence-record contract into the Multi-Cloud Evidence Fabric, feeding CISA CDM and the KSI pipeline.
NIST Control Closure Table
The following table maps the NIST SP 800-53 Rev 5 controls addressed in this document. The “Without” column describes the residual state after Volumes I and II and the Privileged Access Management and Vulnerability Management books of Volume III are implemented but before this document’s controls are applied. The “With” column describes the post-implementation state.
Closure Necessity — AC-4 and the MP/SC families at the data layer. The controls in this table close through data-governance artifacts — sensitivity labels, DLP policy, agency-held keys, and a documented CPS — not through the network substrate. None of the series’ three necessity anchors closes them: IPAM/DDI cannot author a classification, SD-WAN cannot sign an audit record, and a TIC 3.0 enforcement point cannot hold a key. The CASB deployed in Vol I Book 06 enforces label-derived policy at the boundary, but only after Purview has supplied the payload signal; the sole substrate dependency in this table is SC-17’s revocation endpoints, which must resolve through the authoritative DNS plane of Vol I Book 01. Saying this plainly is what keeps the necessity claims elsewhere in this series falsifiable rather than rhetorical.
NIST SP 800-53 Rev 5 control closure — Vol III Book 05 Data Protection
	Control
	Title
	Without
	With
	Authority

	AC-4
	Information Flow Enforcement (data layer)
	No label-based enforcement of information flow. The CASB enforces pipe controls but has no payload signal. A labeled CUI document and an unlabeled public document are treated identically by flow controls.
	DLP policies enforce label-based flow controls at the service, endpoint, and network boundary layers. The CASB receives label metadata from Purview and enforces destination restrictions based on classification tier.
	NIST SP 800-53 Rev 5 AC-4; FedRAMP Moderate AC-4

	AU-10
	Non-repudiation
	Audit records are generated in the unified audit log but are mutable by a tenant Global Administrator. Standard audit log retention is 90 days. The irrefutability standard of AU-10 is not met.
	Purview Audit Premium provides immutable, signed audit records with 10-year retention. MailItemsAccessed and SearchQueryInitiated events provide non-repudiation for high-value data access operations.
	NIST SP 800-53 Rev 5 AU-10 (above-baseline / defense-in-depth)

	MP-2
	Media Access
	SharePoint access permissions are applied at site or library level. A user with access to a SharePoint site has access to all content in that site regardless of sensitivity.
	Sensitivity labels enforce label-based access control. CUI-Basic and CUI-Specified labels restrict decryption to authorized holders even when the file is moved outside the SharePoint boundary.
	NIST SP 800-53 Rev 5 MP-2

	MP-3
	Media Marking
	Documents carry no machine-readable sensitivity markings. Manual classification is inconsistent and not auditable.
	Sensitivity labels applied automatically by classifier policies provide persistent, machine-readable marking. Labels survive file format conversion and movement across platforms.
	NIST SP 800-53 Rev 5 MP-3; NARA CUI Marking Handbook

	MP-4
	Media Storage
	No encryption differentiated by content sensitivity. All SharePoint content is encrypted by Microsoft-managed keys at the same tier.
	Customer-Managed Keys in Azure Key Vault provide agency-controlled encryption for CUI storage across SharePoint, OneDrive, and SQL Server.
	NIST SP 800-53 Rev 5 MP-4

	MP-5
	Media Transport
	No automated enforcement on external transfer of sensitive data. DLP policies may exist ad hoc but are not based on classification labels.
	DLP policies block external sharing and email transfer of labeled CUI. Endpoint DLP blocks USB and print transfer. CASB enforces at the network boundary using label metadata.
	NIST SP 800-53 Rev 5 MP-5

	SC-12
	Cryptographic Key Establishment and Management
	Keys managed by individual application owners without central inventory, rotation schedule, or access audit trail.
	Azure Key Vault Premium (HSM tier) provides central key management with RBAC access, automatic rotation policy (12-month cycle), and full Key Vault audit logging. No human has standing access to key material.
	NIST SP 800-53 Rev 5 SC-12; NIST SP 800-57 Part 1

	SC-12(1)
	Availability
	No documented key recovery procedure. Loss of a key means loss of data.
	Key Vault soft-delete with 90-day retention and purge protection prevents accidental key deletion. Key Vault backup can be restored to a paired region.
	NIST SP 800-53 Rev 5 SC-12(1)

	SC-13
	Cryptographic Protection
	TDE enabled with Microsoft-managed keys. SharePoint encryption uses Microsoft-managed keys. No agency visibility into key operations.
	SQL TDE protector migrated to CMK in Key Vault. SharePoint BYOK and Exchange Customer Key extend agency-controlled CMK to Microsoft 365 workloads. All key operations are logged.
	NIST SP 800-53 Rev 5 SC-13; FIPS 140-3 (validated modules; 140-2 only while CMVP-Active, pending 2026-09-21 Historical transition)

	SC-17
	PKI Certificates
	CA deployed and issuing certificates without a documented Certificate Practice Statement. No defined issuance, revocation, or key protection policy; no curated trusted-root set on managed devices.
	Part (a): CPS per RFC 3647 governs the full certificate lifecycle; issuing CA private key stored in Key Vault HSM; CRL and OCSP endpoints registered in InfoBlox IPAM with verified DNS resolution. Part (b): an approved trust-anchor list is distributed to managed devices via Intune configuration profiles, and unmanaged trusted-root additions are blocked by policy.
	NIST SP 800-53 Rev 5 SC-17; RFC 3647

	SC-28
	Protection of Information at Rest (depth extension)
	SQL Server TDE (established in Vol II Book 01) protects database files at rest with Microsoft-managed keys. Label-enforced file encryption for Office documents not enabled.
	TDE protector migrated to CMK under agency control. Sensitivity label encryption on CUI-Basic and CUI-Specified documents extends at-rest protection beyond the database boundary to any storage location where the file resides.
	NIST SP 800-53 Rev 5 SC-28


Interpretive note on the MP family. The MP family (MP-2 through MP-5) governs system media — removable media, paper, and output. The rows above map sensitivity-label access, marking, and DLP to MP-2/MP-3/MP-4/MP-5 as a supporting interpretation for SaaS-resident files; a 3PAO may prefer to see label-based attribute control anchored to AC-16 (Security and Privacy Attributes) and AC-4, reserving MP claims for where physical or removable media is actually controlled (endpoint USB and print, MP-5/MP-7). Read the MP rows here as supporting evidence for the data-layer intent rather than as the sole closure of the media-handling controls.

FedRAMP 20x Key Security Indicator Alignment
FedRAMP 20x shifts authorization from document-heavy assessment to continuous, evidence-based Key Security Indicators (KSIs). The controls established in this document contribute to the following KSIs:
KSI-CNA (Cloud Native Architecture) — data classification and payload-layer protection. Continuous evidence that sensitive data is classified, labeled, and subject to automated protection controls. Purview auto-labeling policies and DLP enforcement logs provide machine-readable evidence that classification and protection are operating continuously — not a point-in-time assessment finding.
KSI-SVC (Service Configuration) — cryptographic key management. Continuous evidence that encryption keys are managed under agency control with defined rotation schedules and access audit trails. Key Vault audit logs, rotation policy compliance reports, and RBAC access reviews provide the continuous evidence stream required by FedRAMP 20x.
KSI-MLA (Monitoring, Logging, and Auditing) — non-repudiation and audit integrity. Continuous evidence that high-value audit records are immutable and retained at the required duration. Purview Audit Premium retention policy compliance and the availability of MailItemsAccessed events in the audit log provide this evidence.
KSI-CNA (Cloud Native Architecture) — payload-boundary enforcement. The DLP policy architecture extends boundary enforcement to the data payload layer, complementing the network and identity boundary controls established in Volumes I and II and the Privileged Access Management and Vulnerability Management books of Volume III. FedRAMP 20x assessors reviewing the boundary-related KSIs should examine DLP policy reports and CASB enforcement logs alongside the network perimeter controls.
The integration of Purview classification with the CASB deployed in Vol I Book 06 is the critical architectural link: it converts a static network boundary into a content-aware enforcement boundary. This integration is the mechanism by which the data protection controls established in this document satisfy the continuous-monitoring intent of FedRAMP 20x.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol III Book 06 of the Federal Compliance series. The Volume I and Volume II books established the most comprehensive structured log pipeline a federal agency is likely to operate: InfoBlox syslog with RPZ/DNSSEC telemetry, SASE per-session flow records, Entra ID sign-in and audit logs, SQL Server continuous monitoring, and Defender for Endpoint device findings. Vol III Book 01 (Privileged Access Management) and Vol III Book 02 (Vulnerability Management) extended that foundation with privileged access management and vulnerability posture. Vol III Book 05 (Data Protection / Purview) addressed data protection and classification. This part converts the aggregate log pipeline into an active detection and response capability — closing the gap between log generation (AU-2, AU-12) and log analysis, anomaly detection, and incident response (AU-6, SI-4, IR-4/6/8).
What This Document Addresses
The Volume I and Volume II books of this series built a log pipeline of exceptional depth for a federal agency context. InfoBlox provides structured syslog for every DNS query, RPZ policy hit, DHCP lease event, and DNSSEC validation failure on the network. The SASE platform (Zscaler or Netskope) produces per-session flow telemetry for every user egress connection, including full URL, user identity, device posture score, and data transfer volume. Entra ID exports sign-in logs with IP geolocation, MFA result, Conditional Access policy evaluation detail, and risky sign-in flags. SQL Server continuous auditing writes every authentication event, privileged operation, and schema change to a tamper-resistant audit trail. Defender for Endpoint inventories every vulnerability finding against every enrolled device daily.
The problem this document addresses is that none of that log volume is useful if no one is watching it and nothing fires when something goes wrong.
A log warehouse that has never generated an alert does not satisfy AU-6. NIST SP 800-53 Rev 5 AU-6 requires “review and analyze system audit records for indications of inappropriate or unusual activity.” The control does not permit a passive archive. The current state at most agencies that have invested in log collection but not detection engineering is: logs are present in a storage tier or a log aggregator; no automated detection rules fire; analysts must manually query; mean time to detect (MTTD) runs days to weeks; and when a FedRAMP assessor asks “show me an alert that fired last month and the incident response ticket it generated,” the program cannot produce the artifact.
This document closes that gap through four mechanisms: a connected Security Information and Event Management (SIEM) platform — Microsoft Sentinel — that ingests every log source from the series through native data connectors; a curated detection rule library of KQL-based analytics rules targeted at the specific log sources established by the Volume I, Volume II, and Volume III books preceding this one; User and Entity Behavior Analytics (UEBA) that applies machine learning across the aggregate telemetry to surface anomalies no single-source rule can detect; and automated playbooks that convert alert firings into enriched incident records and, for confirmed high-severity detections, trigger automated containment without waiting for analyst action.
SIEM vs. Log Aggregator — A log aggregator (Splunk, Elastic, Azure Log Analytics alone) collects and indexes log data. A SIEM platform — Microsoft Sentinel, Splunk SIEM, IBM QRadar — adds rule-based detection, ML-driven anomaly scoring, incident management workflow, and automation orchestration on top of that indexed data. Microsoft Sentinel is built on Azure Log Analytics as its data store and adds the SIEM detection layer. Both components are required. The distinction matters for assessors: AU-6 does not accept a log aggregator that has no detection rules configured.
The Log Warehouse vs. Detection Engine Distinction
What AU-6 Actually Requires
NIST SP 800-53 Rev 5 AU-6 (Audit Record Review, Analysis, and Reporting) has three required actions: review, analyze, and report. All three are ongoing activities, not point-in-time exercises. AU-6(1) (Automated Process Integration) extends the base control to require automated integration of the audit review process with other organizational processes — explicitly referinating the expectation that a human manually querying logs on an ad hoc basis does not constitute compliance.
FedRAMP assessors evaluating AU-6 follow a predictable sequence. First: is there a log collection mechanism? Most agencies pass this question. Second: are logs being ingested into a SIEM? Many agencies have deployed Sentinel or Splunk and can pass this. Third — and this is where programs fail — is there a configured detection rule set, and can the program show an alert that fired, the incident record it generated, and the documented response? A SIEM with zero configured analytics rules, or a SIEM where every rule is in disabled state pending tuning, does not pass this step.
The assessor’s actual evidence request is specific: “Provide an example of an alert that fired in the last 30 days, the incident record associated with it, and documentation of what action was taken.” If no alert has fired in 30 days, one of three things is true: (a) the environment has no suspicious activity, which is unlikely; (b) the detection rules are misconfigured and generating no output; or (c) no detection rules are configured. Options (b) and (c) are AU-6 findings.
Mean Time to Detect Without a Detection Engine
Before this document’s controls are in place, the MTTD for the most common attack patterns against the log sources from the Volume I, Volume II, and Volume III books preceding this one is as follows:
Mean time to detect comparison by attack pattern
	Attack Pattern
	Log Source Available
	MTTD Without SIEM
	MTTD With Sentinel

	DNS C2 beacon via compromised host
	InfoBlox syslog
	Days to weeks
	Minutes (automated rule)

	Credential stuffing against Entra ID
	Entra sign-in logs
	Days (if reviewed)
	Minutes (automated rule)

	Impossible travel sign-in
	Entra sign-in logs
	Days to weeks
	Minutes (automated rule)

	SA account re-enabled on SQL instance
	SQL audit log
	Days to never
	Minutes (automated rule)

	KEV CVE exploitation attempt
	Defender for Endpoint
	Hours to days
	Minutes (MDVM alert)

	Unusual data exfil via SASE
	SASE flow telemetry
	Never (no baseline)
	Hours (UEBA)

	PIM role activation at 3 AM
	Entra audit log
	Days to never
	Minutes (automated rule)


The “days to never” entries are not hypothetical. Manual log review at agency scale, across multiple log sources, with no automated rule to surface the relevant event, produces detection latencies measured in weeks — when detection occurs at all. The 2023 CISA/NSA advisory on Microsoft cloud security vulnerabilities documented cases where adversaries maintained persistent access to federal tenant environments for months before detection, specifically because log data was present but not monitored by active detection rules.
The FedRAMP Assessor Evidence Standard
The practical evidence standard for AU-6 compliance in a FedRAMP assessment is not whether logs exist — it is whether the detection-to-response chain produced a documented artifact. That artifact has four components:
1. Alert record — a timestamped SIEM incident showing what rule fired, what evidence triggered it, and when.
1. Incident ticket — a ServiceNow, Jira, or equivalent ticket created in response to the alert, linked to the SIEM incident.
1. Response documentation — notes, timestamps, and disposition recorded in the ticket showing what the analyst did.
1. Closure record — documented determination of true positive or false positive, and if true positive, the remediation action and verification.
Microsoft Sentinel produces items 1 and 2 natively through its incident workflow and ServiceNow connector. Items 3 and 4 require analyst discipline in ticket documentation. This document covers all four.
Microsoft Sentinel Connector Architecture
Overview
Microsoft Sentinel connects to log sources through named data connectors. Each connector handles authentication to the source system, normalization of incoming events into the Azure Monitor Sentinel table schema, and optional field parsing into the Advanced Security Information Model (ASIM) normalized schema. The log sources from the Volume I, Volume II, and Volume III books preceding this one map directly to available Sentinel connectors with no custom integration required for the primary sources.
Connector: InfoBlox NIOS Syslog (CEF/Syslog)
InfoBlox NIOS does not have a native Sentinel connector with first-party schema mapping. The integration path uses the Common Event Format (CEF) over syslog to a log forwarder VM running the Log Analytics agent.
Architecture: InfoBlox NIOS is configured to forward syslog to a dedicated Linux forwarder VM (minimum Standard_B2s, separate from production infrastructure). The forwarder runs the Log Analytics agent with the CEF daemon (rsyslog or syslog-ng) configured to listen on UDP 514. The agent forwards CEF-formatted events to the Log Analytics workspace. InfoBlox DNS RPZ events arrive with event category DNS_RPZ; DHCP events arrive as DHCP_LEASE; DNSSEC failures arrive as DNS_DNSSEC_FAIL.
Estimated EPS: A mid-size federal agency resolving 500,000 DNS queries per day generates approximately 6 EPS average, with spikes to 50–100 EPS during business hours. RPZ hits are a small fraction — typically less than 0.1% of query volume, or fewer than 1 event per minute. DHCP lease events at 10,000 endpoints average 0.5 EPS. Total InfoBlox contribution: approximately 6.5–7 EPS average (the ~6 EPS DNS baseline plus DHCP and sub-1-per-minute RPZ events), rising with the business-hours DNS spikes noted above.
Table in Sentinel: CommonSecurityLog (CEF) with DeviceVendor == "Infoblox".
ASIM normalization: InfoBlox CEF events map to the ASIM DNS schema (_Im_Dns) and ASIM Network Session schema (_Im_NetworkSession) using the built-in ASIM parsers for InfoBlox. Enable these parsers to allow ASIM-based detection rules to operate across InfoBlox and other DNS sources uniformly.
# Verify InfoBlox CEF connector is receiving data
$WorkspaceId = "<your-log-analytics-workspace-id>"
$Query = @"
CommonSecurityLog
| where DeviceVendor == "Infoblox"
| summarize count by bin(TimeGenerated, 1h), DeviceEventClassID
| order by TimeGenerated desc
| take 24
"@

Invoke-AzOperationalInsightsQuery -WorkspaceId $WorkspaceId -Query $Query |
    Select-Object -ExpandProperty Results |
    Format-Table TimeGenerated, DeviceEventClassID, count_
Connector: Entra ID (Azure Active Directory Connector)
The Entra ID connector is a first-party Sentinel connector that pulls sign-in logs, audit logs, risky users, and risky sign-in events directly from the Entra ID diagnostic settings pipeline through the Log Analytics workspace.
Enabling the connector: In the Sentinel workspace, navigate to Data Connectors, select Azure Active Directory, and enable the following log categories: Sign-in Logs, Audit Logs, Non-Interactive User Sign-In Logs, Service Principal Sign-In Logs, Managed Identity Sign-In Logs, Risky Users, and Risk Events. All categories are required for the detection rules in Section 4.
Estimated EPS: At 5,000 users, Entra ID generates approximately 50,000–200,000 sign-in events per day depending on MFA frequency and application count, averaging roughly 0.6–2.3 EPS. Audit log events (role changes, policy changes, user provisioning) average 0.5–2 EPS. Risky user and risk event logs are low volume (fewer than 1 EPS) but high value.
Tables in Sentinel: SigninLogs, AuditLogs, AADNonInteractiveUserSignInLogs, AADServicePrincipalSignInLogs, AADManagedIdentitySignInLogs, AADUserRiskEvents, AADRiskyUsers.
# Check Entra ID log ingestion health across all tables
$Tables = @(
    "SigninLogs",
    "AuditLogs",
    "AADNonInteractiveUserSignInLogs",
    "AADRiskyUsers"
)

foreach ($Table in $Tables) {
    $Query = "$Table | summarize LastEvent=max(TimeGenerated), EventCount=count | take 1"
    $Result = Invoke-AzOperationalInsightsQuery `
        -WorkspaceId $WorkspaceId -Query $Query |
        Select-Object -ExpandProperty Results
    Write-Output "$Table — LastEvent: $($Result.LastEvent) — Count: $($Result.EventCount)"
}
Connector: Microsoft Defender for Endpoint (Microsoft 365 Defender Connector)
The Microsoft 365 Defender connector streams raw device telemetry, alert data, and Advanced Hunting events from the Microsoft 365 Defender portal into Sentinel. This connector is required for the KEV exploitation detection rules in Section 4 and for the automated device isolation playbook in Section 6.
Enabling the connector: In Sentinel, select the Microsoft 365 Defender connector. Enable streaming for: DeviceEvents, DeviceAlertEvents, DeviceVulnerabilityAssessmentEvents, DeviceNetworkEvents, DeviceLogonEvents, and DeviceProcessEvents. The connector uses the Microsoft 365 Defender Streaming API and requires the Sentinel workspace to be in the same Azure geography as the M365 Defender tenant data residency.
Estimated EPS: Defender for Endpoint at 500 enrolled devices generates 200–500 EPS of raw device telemetry. Alert events are filtered (typically fewer than 10 per day in a steady-state environment) but device vulnerability and device logon events are high volume. Plan for 300–700 EPS from this connector at the 500-device scale.
Tables in Sentinel: DeviceEvents, DeviceAlertEvents, DeviceVulnerabilityAssessmentEvent, DeviceNetworkEvents, DeviceLogonEvents, DeviceProcessEvents.
Connector: SASE Platform (Zscaler or Netskope)
Both Zscaler (ZIA) and Netskope have published Sentinel data connectors available from the Microsoft Sentinel Content Hub.
Zscaler ZIA connector: The Zscaler ZIA connector for Sentinel uses the NSS (Nanolog Streaming Service) to forward web, firewall, DNS, and tunnel logs in CEF format to the Sentinel syslog forwarder. Enable Web Log, Firewall Log, DNS Log, and Tunnel Log streams in the ZIA Admin Portal under Nanolog Streaming Service. Web logs include user identity, URL, destination IP, bytes transferred, and DLP policy matches. The Sentinel table is CommonSecurityLog filtered by DeviceVendor == "Zscaler".
Netskope connector: The Netskope Cloud Exchange (CE) connector for Sentinel uses the Netskope REST API to pull transaction events, alert events, and infrastructure events. Install the Netskope CE module from the Sentinel Content Hub and configure the API token and data export settings. Netskope events land in custom tables: Netskope_CL for transaction events and NetskopeAlerts_CL for alert events.
Estimated EPS: SASE flow logs at 5,000 users generate 100–500 EPS during business hours depending on web filtering policy granularity. Data loss prevention (DLP) events are lower volume (1–5 EPS average) but higher value for detection purposes.
Connector: SQL Audit Logs (Azure Monitor / Defender for SQL)
SQL Server audit logs from Arc-connected instances flow through the Azure Monitor Agent (AMA) pipeline established in Vol II Book 02 (SQL Server Implementation Guide). Defender for SQL receives these logs through the AMA channel and surfaces findings as Microsoft Defender alerts in Sentinel.
Table in Sentinel: AzureDiagnostics (SQL audit logs from Arc-managed instances), SecurityAlert filtered by ProductName == "Microsoft Defender for SQL".
Estimated EPS: SQL Server audit logs at 20 database instances average 5–20 EPS depending on query volume and audit policy scope. Defender for SQL security alerts are low volume (fewer than 1 EPS) but should be treated as high priority.
Connector: InfoBlox Threat Intelligence (TIDE) via TAXII
InfoBlox Threat Intelligence Data Exchange (TIDE) exposes a TAXII 2.1 server that publishes indicators of compromise (IOCs) — malicious domains, IPs, URLs, and file hashes — from InfoBlox’s threat research pipeline. The Sentinel Threat Intelligence TAXII connector ingests TIDE indicators directly into the ThreatIntelligenceIndicator table, enabling automatic correlation of all log sources against known malicious indicators.
Enabling the connector: In Sentinel, select the Threat Intelligence — TAXII connector. Configure the TAXII server URL from the InfoBlox Cloud Services Portal (format: https://csp.infoblox.com/ti-taxii/taxii2/), and the collection ID for the TIDE intelligence feed. Set the polling interval to 60 minutes. TIDE IOC volume is typically 5,000–50,000 active indicators depending on the TIDE subscription tier.
Automatic correlation: Once TIDE indicators are in ThreatIntelligenceIndicator, Sentinel’s built-in TI map analytic rules automatically cross-reference all connected log sources against the indicator table every 15 minutes. Any DNS query in CommonSecurityLog matching a TIDE malicious domain fires a Sentinel incident automatically with no custom KQL required.
Log Analytics Workspace Retention Configuration
All Sentinel connectors write to a single Log Analytics workspace. Retention must be configured at the table level to satisfy AU-11 requirements. The cost and retention model has three tiers:
Log Analytics retention tier configuration
	Tier
	Retention Window
	Cost Model
	Use

	Interactive (Hot)
	90 days
	Per-GB ingestion + per-GB retention
	Active querying, alert evaluation, analyst investigation

	Archive
	Up to 7 years
	Per-GB archive retention (approximately 1/12 the hot cost)
	Long-term retention for AU-11; queryable but requires archive query job

	Azure Blob WORM
	Indefinite with legal hold
	Azure Blob Storage pricing + legal hold
	Immutable copy for NARA GRS 3.2 3-year minimum


# Set 90-day interactive retention and 2-year archive for high-volume tables
$WorkspaceRg   = "<resource-group>"
$WorkspaceName = "<workspace-name>"

$HighVolumeTables = @(
    "DeviceEvents",
    "CommonSecurityLog",
    "AzureDiagnostics"
)

foreach ($Table in $HighVolumeTables) {
    Set-AzOperationalInsightsTable `
        -ResourceGroupName $WorkspaceRg `
        -WorkspaceName $WorkspaceName `
        -TableName $Table `
        -RetentionInDays 90 `
        -TotalRetentionInDays 730
}

# Set 90-day interactive + 3-year total for identity and audit tables
$AuditTables = @(
    "SigninLogs",
    "AuditLogs",
    "AADNonInteractiveUserSignInLogs",
    "SecurityAlert"
)

foreach ($Table in $AuditTables) {
    Set-AzOperationalInsightsTable `
        -ResourceGroupName $WorkspaceRg `
        -WorkspaceName $WorkspaceName `
        -TableName $Table `
        -RetentionInDays 90 `
        -TotalRetentionInDays 1095
}
AU-11 Minimum — FedRAMP Moderate AU-11 requires audit record retention for the time period defined in the system’s record retention requirements, not less than 3 years for most federal civilian agencies under NARA General Records Schedule (GRS) 3.2. The TotalRetentionInDays 1095 setting (3 years = 1,095 days) satisfies the GRS 3.2 floor. The 90-day interactive window ensures investigators can query recent events without archive retrieval latency.
Detection Rule Library
Detection Engineering Lifecycle
Every analytics rule in Sentinel passes through four lifecycle phases before it produces reliable signal: authoring, testing against historical data, deployment to production with an initial tuning window, and steady-state operation with scheduled review.
The tuning window is operationally mandatory. Every new rule generates false positives in the first two weeks from legitimate activity patterns that the rule author did not anticipate. Deploying a rule and immediately treating every incident as a true positive overloads the SOC. Deploying a rule and ignoring all incidents during the tuning window defeats the purpose. The correct approach is to deploy with createIncident: false for the first two weeks, review alert-level output daily, and promote to createIncident: true after documenting the false positive patterns and adjusting thresholds.
Priority Detection Rules
The following rules are organized by log source. Rules marked [KQL INCLUDED] have complete queries in this section. Rules marked [RULE ONLY] have logic description only — the query structure follows the same pattern as the included examples.
InfoBlox RPZ: DNS C2 Beacon Detection [KQL INCLUDED]
Threat: A compromised host beaconing to a C2 server via DNS. C2 over DNS typically manifests as high-frequency resolution of the same domain or domain family, often at regular intervals (beaconing period), from a single host. This differs from RPZ block events, which fire when the queried domain is on the block list. This rule catches pre-block or bypassed beaconing where the domain is not yet on the RPZ list but shows statistical anomaly.
Detection logic: Count DNS queries from a single source IP to a single domain over a 1-hour window. Fire if the count exceeds 20 queries in one hour with a regular interval pattern (standard deviation of inter-query time less than 5 seconds).
// DNS C2 Beacon Detection via InfoBlox syslog
// Rule: fires when a single host queries the same FQDN >20 times in 1 hour
// with statistically regular timing (beaconing signature)
let LookbackWindow = 1h;
let BeaconThreshold = 20;
CommonSecurityLog
| where TimeGenerated >= ago(LookbackWindow)
| where DeviceVendor == "Infoblox"
| where DeviceEventClassID == "DNS_QUERY" or DeviceEventClassID == "RPZ"
| extend SourceHost = SourceIP, QueriedDomain = DestinationHostName
| where isnotempty(QueriedDomain) and isnotempty(SourceHost)
| summarize
    QueryCount     = count,
    FirstSeen      = min(TimeGenerated),
    LastSeen       = max(TimeGenerated),
    TimeList       = make_list(TimeGenerated, 200)
    by SourceHost, QueriedDomain
| where QueryCount >= BeaconThreshold
| extend DurationMinutes = datetime_diff('minute', LastSeen, FirstSeen)
| where DurationMinutes <= 60
| extend QueriesPerMinute = toreal(QueryCount) / toreal(max_of(DurationMinutes, 1))
| project
    FirstSeen,
    LastSeen,
    SourceHost,
    QueriedDomain,
    QueryCount,
    DurationMinutes,
    QueriesPerMinute
| order by QueryCount desc
Threshold guidance: Start at 20 queries per hour. Review the first week of output and tune upward for legitimate high-frequency resolvers (monitoring agents, CDN health checks). Document threshold changes in the tuning log.
Entra ID: Impossible Travel Detection [KQL INCLUDED]
Threat: An attacker using stolen credentials from a geography different from the legitimate user’s current location. If a user authenticates from New York and then from London within 60 minutes, at least one of those authentications is suspicious.
Detection logic: For each user, find pairs of successful sign-ins within a 1-hour window where the source IP geolocations differ by more than 500 km (calculated from the latitude/longitude fields in the SigninLogs). Suppress events where the second sign-in comes from a known VPN exit node (requires a named locations list in Entra ID CA policy).
// Impossible Travel Detection via Entra ID Sign-In Logs
// Fires when a user has successful sign-ins from IPs >500 km apart within 1 hour
let TravelThresholdKm = 500;
let LookbackWindow = 2h;
let SuccessfulSignins =
    SigninLogs
    | where TimeGenerated >= ago(LookbackWindow)
    | where ResultType == 0  // Successful sign-in only
    | where isnotempty(LocationDetails)
    | extend
        Lat = toreal(LocationDetails.geoCoordinates.latitude),
        Lon = toreal(LocationDetails.geoCoordinates.longitude),
        City    = tostring(LocationDetails.city),
        Country = tostring(LocationDetails.countryOrRegion)
    | where isnotnull(Lat) and isnotnull(Lon)
    | project TimeGenerated, UserPrincipalName, IPAddress, Lat, Lon, City, Country,
              AppDisplayName, ConditionalAccessStatus;
SuccessfulSignins
| join kind=inner (SuccessfulSignins) on UserPrincipalName
| where TimeGenerated < TimeGenerated1
| where datetime_diff('minute', TimeGenerated1, TimeGenerated) <= 60
| extend
    DistanceKm = geo_distance_2points(Lon, Lat, Lon1, Lat1) / 1000.0
| where DistanceKm >= TravelThresholdKm
| project
    FirstSignin  = TimeGenerated,
    SecondSignin = TimeGenerated1,
    UserPrincipalName,
    FirstIP      = IPAddress,
    FirstCity    = City,
    FirstCountry = Country,
    SecondIP     = IPAddress1,
    SecondCity   = City1,
    SecondCountry= Country1,
    DistanceKm,
    App          = AppDisplayName
| order by DistanceKm desc
False positive sources: Users accessing through VPN concentrators in different cities, split-tunneling configurations, and travel that actually occurred (international travel with international data plan). The named locations mechanism in Entra ID Conditional Access can suppress alerts for known corporate VPN exit nodes.
Entra ID: PIM Role Activation Outside Business Hours [KQL INCLUDED]
Threat: Adversaries who obtain PIM-eligible credentials prefer to activate roles during off-hours when SOC staffing is reduced. A PIM activation at 3 AM on a Saturday is not a disqualifying event, but it is a signal that warrants verification.
Detection logic: Monitor AuditLogs for PIM role activation events (ActivityDisplayName == "Add member to role completed (PIM activation)"). Fire when the activation timestamp is outside the defined business hours window (0700–1900 in the agency’s primary timezone, Monday–Friday).
// PIM Role Activation Outside Business Hours
// Fires for any PIM activation outside 0700-1900 Mon-Fri Eastern Time
let BusinessStartHour = 7;   // 07:00 ET
let BusinessEndHour   = 19;  // 19:00 ET
AuditLogs
| where TimeGenerated >= ago(24h)
| where OperationName == "Add member to role completed (PIM activation)"
       or ActivityDisplayName == "Add member to role completed (PIM activation)"
| extend
    LocalTime       = TimeGenerated - 5h,  // Adjust offset for Eastern Standard Time
    InitiatedByUser = tostring(InitiatedBy.user.userPrincipalName),
    TargetUser      = tostring(TargetResources[0].userPrincipalName),
    RoleName        = tostring(TargetResources[0].displayName),
    JustificationRaw= tostring(AdditionalDetails)
| extend
    ActivationHour    = hourofday(LocalTime),
    ActivationDayOfWeek = dayofweek(LocalTime)
| where ActivationHour < BusinessStartHour
       or ActivationHour >= BusinessEndHour
       or ActivationDayOfWeek == 0  // Sunday
       or ActivationDayOfWeek == 6  // Saturday
| project
    TimeGenerated,
    LocalTime,
    InitiatedByUser,
    TargetUser,
    RoleName,
    ActivationHour,
    ActivationDayOfWeek,
    JustificationRaw
| order by TimeGenerated desc
Entra ID: New Global Administrator Added [RULE ONLY]
Threat: Privilege escalation — an adversary with Privileged Role Administrator access promotes a controlled account to Global Administrator.
Detection logic: Monitor AuditLogs for ActivityDisplayName == "Add member to role" where the target role is “Global Administrator.” Fire immediately on any such event regardless of time. Enrich with the initiating account’s sign-in risk score and device compliance status.
Sentinel alert severity: High. This event should always generate an incident requiring SOC review within 1 hour.
Entra ID: MFA Fatigue Attack Detection [KQL INCLUDED]
Threat: MFA fatigue (also called MFA push bombing) involves sending repeated MFA push notifications to a user until exhaustion or accident causes them to approve a fraudulent authentication. The CISA advisory AA22-119A documents this technique as actively used against federal agencies by nation-state actors. More than 5 MFA prompts within 1 hour that did not result in a successful sign-in is a strong indicator of this attack pattern.
// MFA Fatigue Detection via Entra ID Sign-In Logs
// Fires when a user receives >5 MFA prompts in 1 hour without successful auth
let LookbackWindow = 1h;
let MfaPromptThreshold = 5;
SigninLogs
| where TimeGenerated >= ago(LookbackWindow)
| where AuthenticationRequirement == "multiFactorAuthentication"
| extend MfaResult = tostring(MfaDetail.authMethod)
| summarize
    TotalPrompts    = count,
    SuccessCount    = countif(ResultType == 0),
    FailureCount    = countif(ResultType != 0),
    FirstPrompt     = min(TimeGenerated),
    LastPrompt      = max(TimeGenerated),
    SourceIPs       = make_set(IPAddress, 20),
    Apps            = make_set(AppDisplayName, 10)
    by UserPrincipalName
| where TotalPrompts >= MfaPromptThreshold
| where SuccessCount == 0  // No successful auth despite multiple prompts
| extend DurationMinutes = datetime_diff('minute', LastPrompt, FirstPrompt)
| where DurationMinutes <= 60
| project
    FirstPrompt,
    LastPrompt,
    UserPrincipalName,
    TotalPrompts,
    SuccessCount,
    FailureCount,
    DurationMinutes,
    SourceIPs,
    Apps
| order by TotalPrompts desc
Response priority: This rule should trigger an automated playbook that immediately disables MFA push notifications for the affected user and sends a Teams/email alert to the user’s manager and the SOC. The attack window is minutes.
SQL Server: SA Account Re-Enabled [RULE ONLY]
Threat: Re-enabling the SQL Server System Administrator (SA) account, which should be permanently disabled in any production SQL Server instance per CIS SQL Server benchmark and STIG V-79075. Re-enabling SA is a significant indicator of either unauthorized administrative access or a misconfiguration.
Detection logic: Query AzureDiagnostics for SQL audit events where event_class_s == "AUDIT_LOGIN_FAILED" or statement_s contains ALTER LOGIN sa ENABLE. Alert on any occurrence with no suppression — this event should be zero-frequency in a properly configured environment.
Sentinel alert severity: High.
SQL Server: Login from Unexpected Source IP [RULE ONLY]
Threat: A SQL Server login originating from an IP address outside the expected application server subnets — indicating either lateral movement or a misconfigured application server.
Detection logic: Build a watchlist in Sentinel containing the expected source IP ranges for each SQL Server instance (application server subnets). Query AzureDiagnostics for successful SQL logins where client_ip_s does not fall within any expected range. Alert on first occurrence from any unexpected IP.
NTLM: Any NTLM Event Post-Phase-C Block [KQL INCLUDED]
Threat: After Phase C NTLM block is enforced (per Vol II Book 01 (SQL Server Authentication Modernization) of this series), any NTLM authentication event reaching a Domain Controller or SQL Server is an anomaly. It indicates either a misconfigured client that did not receive the policy, an adversary replaying a captured NTLM hash, or a rogue device not enrolled in Entra ID.
// NTLM Post-Block Detection via Defender for Endpoint device events
// Any NTLM auth event after Phase C enforcement date = anomaly
let NtlmBlockEnforcementDate = datetime(2026-03-01);  // Set to actual enforcement date
DeviceLogonEvents
| where TimeGenerated >= NtlmBlockEnforcementDate
| where LogonType in ("Network", "NetworkCleartext")
| where Protocol == "NTLM" or AuthenticationPackage == "NTLM"
| project
    TimeGenerated,
    DeviceName,
    AccountName,
    AccountDomain,
    RemoteIP,
    RemotePort,
    LogonType,
    Protocol,
    InitiatingProcessFileName,
    InitiatingProcessCommandLine
| order by TimeGenerated desc
Expected state: Zero results after the enforcement date. Any result is a P1 incident requiring immediate investigation. Create a Sentinel watchlist of devices with documented NTLM exemptions and join-exclude them from this rule.
Defender for Endpoint: KEV CVE Actively Exploited on Enrolled Host [RULE ONLY]
Threat: A vulnerability from the CISA KEV catalog is present on an enrolled device, elevated to “exploit detected” status by Defender for Endpoint’s threat intelligence correlation. This means active exploitation activity, not merely the presence of a vulnerable software version.
Detection logic: Query DeviceVulnerabilityAssessmentEvent for events where CveId appears in a Sentinel watchlist populated from the CISA KEV JSON feed (updated daily via Logic App) AND EventType == "Exploit". Fire immediately with Critical severity. Trigger automated device isolation playbook.
SASE: Unusual Data Volume Upload to Approved Cloud App [RULE ONLY]
Threat: Data exfiltration via an approved cloud application — uploading an abnormally large volume of data to SharePoint, OneDrive, or a SaaS application. This is a UEBA-class detection (baseline required) rather than a threshold-based rule.
Detection logic: Calculate each user’s 30-day rolling average upload volume to each cloud application via SASE flow logs. Alert when a single session’s upload volume exceeds the 30-day rolling average by more than 5 standard deviations, with a minimum threshold of 500 MB to suppress noise. This rule requires 30 days of SASE baseline data before enabling.
Additional Priority Rules (Rule Only)
The following rules complete the 20-rule priority set without full KQL. Each should be implemented after the KQL-included rules above are tuned and stable.
Priority detection rule set beyond KQL-included examples
	Rule #
	Name
	Source
	Severity
	Key Threshold

	11
	Entra ID — Bulk User Deletion
	AuditLogs
	High
	>10 user deletions in 5 min by single admin

	12
	Entra ID — Conditional Access Policy Disabled
	AuditLogs
	High
	Any CA policy disable event

	13
	Entra ID — Service Principal Credential Added
	AuditLogs
	Medium
	New client secret or certificate on existing SP

	14
	SQL — Bulk Data Export (SELECT INTO OUTFILE equivalent)
	AzureDiagnostics
	Medium
	>10,000 rows exported in single query session

	15
	Defender — Process Injection Detected
	DeviceEvents
	High
	Defender injection alert on any enrolled server

	16
	InfoBlox — DNSSEC Validation Failure Spike
	CommonSecurityLog
	Medium
	>10 DNSSEC failures from single resolver in 15 min

	17
	Entra ID — Risky Sign-In with PIM Eligible Account
	AADUserRiskEvents + AuditLogs
	High
	Risk score High + PIM eligible role present

	18
	SASE — Access to Newly Registered Domain
	CommonSecurityLog
	Medium
	Domain registration age <30 days via Zscaler/Netskope metadata

	19
	Defender — Living Off the Land Binary (LOLBin)
	DeviceProcessEvents
	Medium
	Certutil, regsvr32, mshta, wscript executing from unusual paths

	20
	InfoBlox TIDE — IOC Match (Auto-Generated)
	ThreatIntelligenceIndicator + all sources
	High
	Auto-correlation by built-in TI map rules


UEBA — User and Entity Behavior Analytics
What Sentinel UEBA Provides
User and Entity Behavior Analytics (UEBA) is a capability layer in Microsoft Sentinel that applies machine learning models across all connected log sources simultaneously to establish behavioral baselines and score anomalies. Unlike the threshold-based rules in Section 4, UEBA detections do not require a predefined threshold — they detect deviations from an individual user’s or entity’s own historical baseline.
UEBA in Sentinel operates across four primary data sources: Entra ID sign-in and audit logs (identity behavior), Defender for Endpoint device events (endpoint behavior), SASE flow logs if connected through the Microsoft 365 Defender connector (network behavior), and Azure Activity logs (cloud resource behavior). When all four sources are connected, UEBA can correlate signals across the full kill chain — an anomalous sign-in leading to an anomalous device process execution leading to an anomalous network upload is surfaced as a single high-priority entity with escalating risk score.
Key UEBA Signals
Investigation priority score — Each user and entity in the environment receives a continuously updated investigation priority score (0–10) based on the weighted combination of their behavioral anomalies, peer group deviations, and risk signals from Entra ID Identity Protection. The score rises when anomalous actions accumulate and falls as behavior returns to baseline. SOC analysts should review users with scores above 7 daily, regardless of whether a specific alert has fired.
Peer group deviation — UEBA automatically groups users by department, job function, or role (inferred from Entra ID attributes and access patterns). A user who accesses cloud resources that no one in their peer group has ever accessed is flagged with a peer deviation score. This is particularly effective for detecting insider threats, where the user’s own historical baseline has not yet deviated but the peer comparison immediately flags the anomaly.
Anomalous resource access — UEBA tracks which resources (applications, SharePoint sites, SQL databases, Azure subscriptions) each user has historically accessed. First-time access to a sensitive resource generates an anomalous access signal that contributes to the investigation priority score without generating a standalone alert. The SOC can query anomalous access signals directly to see which users are touching resources outside their pattern.
Entity page — Every user and device in Sentinel has an entity page that aggregates: the current investigation priority score, recent alerts associated with the entity, UEBA behavioral anomaly signals, Entra ID risk indicators, device compliance posture from Defender, and recent sign-in history. When a SIEM incident fires and involves a user, the entity page for that user is the first place the analyst should go — it provides full context in a single view.
UEBA and Entra ID Identity Protection Integration
Entra ID Identity Protection produces two outputs that integrate directly with Sentinel UEBA: risky user records and risky sign-in events. These appear in the AADRiskyUsers and AADUserRiskEvents tables and are automatically incorporated into the UEBA investigation priority score.
The integration creates a force-multiplier effect: a user who has a Medium risk level in Entra ID Identity Protection (triggered by, for example, leaked credentials detected in the MSTIC threat intelligence feed) AND who fires the MFA fatigue rule from Section 4 AND who has an anomalous UEBA resource access signal will have their investigation priority score rapidly elevated to 9–10, generating a Critical-priority Sentinel incident even if no single signal was individually high-confidence.
# Enable Sentinel UEBA and configure entity providers
$ResourceGroup   = "<sentinel-resource-group>"
$WorkspaceName   = "<workspace-name>"
$SentinelName    = "<sentinel-workspace-name>"

# Enable UEBA with Azure AD and AuditLogs as entity sources
Set-AzSentinelUeba `
    -ResourceGroupName $ResourceGroup `
    -WorkspaceName $WorkspaceName `
    -DataSources @("AuditLogs", "AzureActivity", "SecurityEvent", "SigninLogs")
Defender for Identity Integration During AD Transition
For agencies still operating on-premises Active Directory during the Entra ID migration — the hybrid state documented in Vol II Book 01 (SQL Server Authentication Modernization) of this series — Microsoft Defender for Identity (MDI) provides lateral movement detection, pass-the-hash/pass-the-ticket detection, and Golden Ticket attack detection against the on-premises domain controller. MDI alerts flow into Sentinel through the Microsoft 365 Defender connector and are automatically incorporated into the same entity pages and UEBA scores as Entra ID signals.
During the hybrid transition period, MDI is required — Sentinel UEBA cannot see on-premises Kerberos/NTLM events without it. After the AD estate is fully decommissioned (Phase E of the migration), MDI can be removed and UEBA relies entirely on the Entra ID and Defender for Endpoint signals.
Incident Automation and SOC Playbooks
Automation Architecture
Microsoft Sentinel automation operates at two levels: automation rules and Logic App playbooks. Automation rules are Sentinel-native constructs that run instantly on incident creation or update with no external dependency — they can assign incidents, change severity, suppress known false positives, and trigger playbooks. Logic App playbooks execute external actions — querying Entra ID, calling the Defender API to isolate a device, posting to Teams, creating a ServiceNow ticket — and run asynchronously after the automation rule fires.
The automation sequence for a high-confidence incident is:
1. Analytics rule fires → Sentinel alert created.
1. Automation rule evaluates alert → creates incident if configured threshold met, assigns severity, runs any suppression logic.
1. Automation rule triggers playbook(s) based on incident properties.
1. Playbook 1 (enrichment) queries Entra ID and Defender APIs → appends context to incident comments.
1. Playbook 2 (notification) creates ServiceNow ticket and posts to Teams SOC channel.
1. Playbook 3 (response, for high-severity confirmed detections) executes containment action.
1. SOC analyst opens enriched incident, reviews automated context, makes triage decision.
Playbook: Auto-Suppress Known False Positives
InfoBlox health check processes resolve the same monitoring FQDNs at regular intervals, which can trigger the DNS C2 beacon detection rule. Define a Sentinel watchlist of known infrastructure source IPs (monitoring servers, load balancer health check probes, DNS relay servers) and create an automation rule that closes incidents where the source IP matches any watchlist entry with the classification “BenignPositive — Correct Alert, No Action Required.”
{
  "kind": "AutomationRule",
  "properties": {
    "displayName": "Auto-suppress InfoBlox health check false positives",
    "order": 1,
    "triggeringLogic": {
      "isEnabled": true,
      "triggersOn": "Incidents",
      "triggersWhen": "Created",
      "conditions": [
        {
          "conditionType": "Property",
          "conditionProperties": {
            "propertyName": "IncidentRelatedAnalyticRuleNames",
            "operator": "Contains",
            "propertyValues": ["DNS C2 Beacon Detection"]
          }
        },
        {
          "conditionType": "Property",
          "conditionProperties": {
            "propertyName": "IncidentProviderName",
            "operator": "Contains",
            "propertyValues": ["Microsoft Sentinel"]
          }
        }
      ]
    },
    "actions": [
      {
        "order": 1,
        "actionType": "RunPlaybook",
        "actionConfiguration": {
          "logicAppResourceId": "/subscriptions/<sub>/resourceGroups/<rg>/providers/Microsoft.Logic/workflows/CheckSourceIpWatchlist"
        }
      }
    ]
  }
}
Playbook: Auto-Enrich Incidents with User and Device Context
Every Sentinel incident involving a user principal should be automatically enriched with: (a) the user’s current Entra ID risk level from Identity Protection, (b) the user’s PIM role eligibility list, (c) the device’s Defender compliance posture if the sign-in came from a managed device, and (d) the last 5 sign-ins from the user’s entity history. This enrichment runs as a Logic App triggered by any incident creation, appending context as incident comments before the SOC analyst opens the ticket.
The Logic App uses the Microsoft Sentinel and Microsoft Entra ID connectors available in Logic Apps. Key actions in sequence:
1. Trigger: “When a Microsoft Sentinel incident is created.”
1. Parse the incident entities to extract UserPrincipalName and DeviceId.
1. HTTP action: GET https://graph.microsoft.com/v1.0/identityProtection/riskyUsers?$filter=userPrincipalName eq '<UPN>' with Managed Identity credential.
1. HTTP action: GET https://graph.microsoft.com/v1.0/deviceManagement/managedDevices?$filter=azureADDeviceId eq '<DeviceId>' for device compliance state.
1. Sentinel action: Add comment to incident with formatted enrichment output.
1. Sentinel action: Tag incident with “Enriched” label.
Playbook: Auto-Isolate Device on Confirmed KEV Exploitation
When the KEV CVE Actively Exploited rule (Section 4, Rule 9) fires AND Defender for Endpoint confirms active exploitation (not just vulnerability presence), trigger automated device network isolation through the Defender for Endpoint API. Network isolation removes the device from all network access except the Defender management channel, preventing lateral movement while preserving forensic state.
# Called from Logic App — isolate a Defender for Endpoint device
# Requires Defender for Endpoint API application registration with
# Machine.Isolate permission
param (
    [string]$DeviceId,
    [string]$TenantId,
    [string]$ClientId,
    [string]$ClientSecret,
    [string]$SentinelIncidentId
)

$TokenBody = @{
    grant_type    = "client_credentials"
    client_id     = $ClientId
    client_secret = $ClientSecret
    scope         = "https://api.securitycenter.microsoft.com/.default"
}
$Token = (Invoke-RestMethod `
    -Method POST `
    -Uri "https://login.microsoftonline.com/$TenantId/oauth2/v2.0/token" `
    -Body $TokenBody).access_token

$IsolateBody = @{
    Comment = "Automated isolation: KEV CVE active exploitation detected. Sentinel Incident $SentinelIncidentId. Awaiting SOC review."
    IsolationType = "Full"
} | ConvertTo-Json

Invoke-RestMethod `
    -Method POST `
    -Uri "https://api.securitycenter.microsoft.com/api/machines/$DeviceId/isolate" `
    -Headers @{ Authorization = "Bearer $Token"; "Content-Type" = "application/json" } `
    -Body $IsolateBody
Automated Isolation — Authorization Gate Required — Automated device isolation must be gated on a confirmation signal before execution in production. Do not trigger isolation solely on a vulnerability scan finding — require the Defender for Endpoint alert EventType to equal “Exploit” (active exploitation confirmed, not merely vulnerable). False-positive isolation of a production SQL Server causes an outage. Require a Logic App approval step for all non-workstation device classes before the isolation API call executes.
Playbook: Auto-Disable Account on Confirmed Impossible Travel + Risky Sign-In
When two signals fire simultaneously for the same user — the Impossible Travel rule (Section 4, Rule 2) AND an Entra ID Identity Protection risk event of High severity — trigger an automated account disable. This compound condition is expected to have a low false positive rate — legitimate impossible travel that also triggers Identity Protection high risk should be rare — and a short attack window. During an initial tuning period, gate the disable on a Logic App approval step and measure the observed false-positive rate on this environment’s own data before promoting it to fully automated action, consistent with the SOC-review posture the KEV auto-isolate playbook keeps for its analogous action.
The Logic App action calls the Microsoft Graph API:
PATCH https://graph.microsoft.com/v1.0/users/<userId>
{
  "accountEnabled": false
}
The playbook appends a comment to the Sentinel incident documenting the action timestamp, the trigger conditions, and the steps required for re-enablement (manager approval + password reset + MFA re-registration). The account remains disabled until a SOC analyst or the Identity team re-enables it after investigation.
Incident Response Plan Structure (IR-8)
NIST SP 800-61 Lifecycle Mapping
NIST SP 800-61 Rev 3 (April 2025) superseded and withdrew Rev 2, replacing the four-phase lifecycle with an incident-response model aligned to the CSF 2.0 functions. This IR plan retains the familiar four Rev 2 phase names — Preparation, Detection and Analysis, Containment/Eradication/Recovery, and Post-Incident Activity — as an internal operating convention, each mapping onto the Rev 3 / CSF 2.0 model. Microsoft Sentinel’s incident workflow maps directly to this lifecycle:
NIST SP 800-61 phase to Sentinel incident workflow mapping
	NIST 800-61 Phase
	Sentinel Mechanism
	Required Documentation

	Preparation
	Detection rules deployed; playbooks configured; contact lists in Sentinel watchlists
	IR plan document; contact list; training records

	Detection and Analysis
	Analytics rule fires; UEBA scores escalate; incident created; enrichment playbook appends context
	Incident record with timeline; evidence log

	Containment
	Automated isolation or account disable playbook; manual containment action documented in incident
	Containment action record with timestamps

	Eradication
	Patch applied; credential reset; policy corrected; re-scan confirms remediation
	Eradication record; verification scan output

	Recovery
	System returned to production; monitoring extended; SOC on elevated watch for 72 hours
	Recovery action record; post-isolation validation

	Post-Incident Activity
	Lessons learned meeting; IR plan updated; detection rule tuned if false positive
	Lessons learned document; tuning log entry


The Seven IR Artifacts FedRAMP Assessors Require
FedRAMP assessors evaluating IR-8 request a specific set of documented artifacts. The presence of these documents is separately evaluated from the presence of the SIEM system — an agency can have a fully deployed Sentinel environment and still fail IR-8 if the documentation artifacts are missing.
Artifact 1 — IR Plan Document: A written incident response plan covering scope, roles and responsibilities, detection criteria, escalation procedures, communication protocol (including CISA reporting obligations for significant incidents), evidence preservation requirements, and recovery objectives. This is the IR-8 control document. It must be reviewed and updated annually. Minimum length is typically 20–40 pages for a federal moderate system; assessors will review for completeness against the NIST 800-61 lifecycle sections.
Artifact 2 — Incident Response Contact List: A current (updated quarterly minimum) contact list including: internal SOC escalation chain, system owner, ISSO, ISSM, Agency CISO, Legal counsel, Public Affairs (for incidents with public disclosure risk), CISA reporting contact (https://www.cisa.gov/report), and FBI Cyber Division contact for criminal referral (if applicable). Assessors verify the list is dated and actively maintained.
Artifact 3 — Communication Templates: Pre-drafted notification templates for: initial internal escalation, agency leadership notification, CISA notification per the current-year OMB FISMA guidance (e.g., OMB M-24-04, which carries forward the 1-hour reporting requirement for major incidents), and external disclosure (if required). Templates reduce response time under pressure and ensure legally required notification elements are included without drafting under stress.
Artifact 4 — Evidence Preservation Procedure: A documented procedure for preserving forensic evidence from Sentinel incidents: incident record export to PDF, Log Analytics query results export to storage account, Defender for Endpoint device memory dump and disk image procedure, and chain of custody documentation. Assessors will ask whether evidence was preserved in the last incident and how.
Artifact 5 — Lessons Learned Template: A standard template used after each significant incident (P0 and P1 severity) to document: timeline reconstruction, root cause, detection gap assessment, containment effectiveness rating, and specific remediation actions with owners and due dates. Sentinel incident comments can serve as the raw material; the lessons learned template formalizes and stores the output.
Artifact 6 — Tabletop Exercise Record: Documentation of at least one tabletop exercise conducted in the past 12 months. The exercise scenario should be realistic for the threat environment — a DNS C2 beacon leading to lateral movement is a direct tabletop scenario derived from the log sources in this series. Record: exercise date, participants, scenario, actions taken, gaps identified, and follow-up items with owners and status.
Artifact 7 — Annual IR Test Record: FedRAMP requires that the IR plan be tested annually (IR-3). The test can be the tabletop exercise (Artifact 6) or a live-fire drill using Sentinel’s testing capabilities (Sentinel analytics rules support a “test rule” function that fires a simulated alert through the full automation chain). Record the test date, method, outcome, and any plan updates resulting from the test.
CISA Reporting Threshold — the current-year OMB FISMA guidance (e.g., OMB M-24-04, carrying forward the requirement first set in earlier annual FISMA memos) requires federal agencies to report major incidents to CISA within 1 hour of discovery. A major incident is defined as an incident that is likely to result in demonstrable harm to the national security interests, foreign relations, or economy of the United States, or is likely to have significant adverse effect on significant agency operations. In practical terms: any confirmed data breach, any successful ransomware deployment, and any confirmed APT access to federal systems are major incidents. The IR plan must document the 1-hour notification pathway explicitly.
AU-11 Retention Architecture
Three-Tier Design
The AU-11 retention requirement — preserve audit records for a period sufficient to support after-the-fact investigations — maps to a three-tier architecture that balances query performance, cost, and compliance assurance.
Tier 1 — Interactive (90 days): All ingested logs remain in the hot Log Analytics workspace for 90 days. Events in this tier are queryable in real-time via KQL, available for Sentinel analytics rules, and accessible to UEBA. This tier is the most expensive (per-GB ingestion plus per-GB retention) but is required for active detection operations. The 90-day window ensures that a detection rule authored today can look back through the full quarter without an archive retrieval delay.
Tier 2 — Archive (2 additional years, 90 days to 3 years total): Log Analytics archive tier retains data at approximately 1/12th the hot tier cost. Archived data is not queryable in real-time — a query job must be submitted, which runs asynchronously and returns results to a temporary workspace. Archive tier satisfies the FedRAMP ConMon requirement for 3-year audit record availability at an operationally sustainable cost.
Tier 3 — Immutable WORM Storage (3 years minimum, policy-driven): Export daily snapshots from the Log Analytics workspace to Azure Blob Storage with legal hold (object immutability, WORM — Write Once Read Many). This tier satisfies the NARA General Records Schedule 3.2 requirement for disposition-controlled federal records. Legal hold prevents deletion even by subscription administrators until the hold is explicitly lifted through a documented process.
OMB M-26-14 event-logging maturity. Beyond AU-11 and NARA GRS 3.2, OMB M-26-14 (22 May 2026), which rescinded M-21-31 and retired its EL0–EL3 tiers in favour of a five-level maturity model scored to the lowest watermark, sets an EL1 floor of 12 months of active (readily accessible) storage plus 18 months of cold storage for in-scope logs — a longer active window than the 90-day interactive tier above. Two conformant options exist, and the choice must be recorded per table: (1) extend Tier 1 interactive retention to 12 months for the in-scope tables (SigninLogs, AuditLogs, and the other authentication, EDR, and DNS tables M-21-31 enumerates), accepting the added retention cost; or (2) where the asynchronous query-job latency of the Tier 2 archive is argued to satisfy “readily accessible” for a given table, document that determination and note the residual-risk acceptance explicitly. Map each in-scope table to its chosen option in the per-table retention configuration so an assessor can trace the M-21-31 EL1 decision.
# Configure Azure Blob WORM storage with legal hold for AU-11 immutable retention
$StorageRg       = "<storage-resource-group>"
$StorageAccount  = "<audit-storage-account>"
$ContainerName   = "sentinel-audit-worm"

# Create storage account with immutability support
New-AzStorageAccount `
    -ResourceGroupName $StorageRg `
    -Name $StorageAccount `
    -Location "usgovvirginia" `
    -SkuName "Standard_GRS" `
    -Kind "StorageV2" `
    -AllowBlobPublicAccess $false `
    -MinimumTlsVersion "TLS1_2"

$StorageCtx = (Get-AzStorageAccount `
    -ResourceGroupName $StorageRg `
    -Name $StorageAccount).Context

# Create container for immutable audit storage
New-AzStorageContainer -Name $ContainerName -Context $StorageCtx

# Apply time-based retention policy: 1,095 days (3 years) minimum
Set-AzStorageContainerStoredAccessPolicy -Container $ContainerName `
    -Context $StorageCtx

Add-AzRmStorageContainerImmutabilityPolicy `
    -ResourceGroupName $StorageRg `
    -StorageAccountName $StorageAccount `
    -ContainerName $ContainerName `
    -ImmutabilityPeriod 1095 `
    -AllowProtectedAppendWriteAll $false
Cost Model
Log Analytics pricing at scale is a primary budget consideration for SIEM deployments. The following model is illustrative at the EPS volumes estimated in Section 3.
Sentinel cost model components
	Component
	Daily Volume (GB)
	Monthly Cost Model

	Ingestion (all connectors combined)
	50–150 GB/day
	Per-GB ingestion charge

	Interactive retention (90 days)
	Accumulating to 4,500–13,500 GB
	Per-GB/day retention

	Archive retention (2 years beyond 90 days)
	Policy tier activation
	~8% of interactive retention cost

	WORM Blob Storage (3 years, GRS)
	Compressed export
	Azure Blob GRS pricing

	Logic App playbook executions
	Per-action billing
	Minor relative to data costs


Commitment Tier Discount — Microsoft Sentinel offers commitment tier pricing (100 GB/day through 5,000 GB/day tiers) that reduces per-GB ingestion cost by 15–65% compared to pay-as-you-go pricing. Any agency ingesting more than 100 GB/day should evaluate commitment tier pricing before the system reaches steady state. The 12-month commitment tier requires no upfront payment — it is a pricing rate selection, not a prepayment. Evaluate at the 60-day mark after all connectors are live.
NIST Control Closure
The following table documents the NIST SP 800-53 Rev 5 controls addressed by this document, the gap that existed before implementation, the mechanism this document provides, and the authoritative reference.
Closure Necessity — SI-4(4) on application-layer telemetry. SI-4(4) requires monitoring of inbound and outbound communications traffic for unusual or unauthorized activities. A bare circuit emits packets, and router flow logs see what packets expose: IP pairs, ports, byte counts — not the session, the user, the device posture, or the application. The per-session telemetry the detection rules in this table consume — full URL, user identity, posture score, transfer volume — exists only because the SD-WAN/SASE stack of Vol I Books 05–06 (Network Modernization and Federal Telecommunications Modernization) decodes traffic at an application-aware enforcement point and emits it. No collector, connector, or analytics rule can extract application-layer fields from traffic that was never decoded in the path: without the overlay, the SI-4 and SI-4(4) rows below have no input, and the control does not close.
NIST SP 800-53 Rev 5 control closure for Vol III Book 06
	Control
	Title
	Without This Document
	With This Document
	Authority

	AU-6
	Audit Record Review, Analysis, and Reporting
	Logs present in Log Analytics; no automated analysis; MTTD weeks to never; assessors cannot be shown a fired alert
	Sentinel analytics rules evaluate all log sources continuously; every rule firing creates an incident; incidents are reviewed by SOC within defined SLA; alert + ticket chain is auditable
	NIST SP 800-53 Rev 5 AU-6; FedRAMP Moderate Baseline

	AU-6(1)
	Automated Process Integration
	Manual query of logs required; no automated escalation from audit review to incident management
	Logic App playbooks connect Sentinel incidents to ServiceNow automatically; enrichment appends Entra ID risk and device compliance; no manual copy-paste between systems
	NIST SP 800-53 Rev 5 AU-6(1)

	AU-6(4)
	Central Review and Analysis
	Log sources (InfoBlox, Entra, SQL, Defender) are in separate silos; no single review point
	All log sources ingest to single Log Analytics workspace; all analytics rules query the unified workspace; all incidents appear in single Sentinel incident queue
	NIST SP 800-53 Rev 5 AU-6(4)

	AU-7
	Audit Record Reduction and Report Generation
	Analysts manually construct audit reports from raw log sources; no on-demand reporting
	Sentinel workbooks provide pre-built operational dashboards; KQL-based report queries produce structured output on demand; Log Analytics export to CSV/JSON for evidence packaging
	NIST SP 800-53 Rev 5 AU-7

	AU-8
	Time Stamps
	Log source timestamps may differ due to NTP drift; correlation across sources unreliable
	Sentinel normalizes all event timestamps to UTC on ingestion; ASIM schema enforces canonical time field; NTP monitoring from InfoBlox NIOS provides network-wide time sync baseline
	NIST SP 800-53 Rev 5 AU-8

	AU-11
	Audit Record Retention
	Logs retained in default Log Analytics 30-day window; no archive tier configured; no WORM copy
	Three-tier retention: 90-day interactive, 2-year archive tier, 3-year WORM Blob with legal hold; per-table retention configured to meet NARA GRS 3.2 minimum
	NIST SP 800-53 Rev 5 AU-11; NARA GRS 3.2

	SI-4
	System Monitoring
	No automated monitoring; network and endpoint telemetry not correlated; no anomaly detection
	20-rule priority detection library; UEBA behavioral baseline across all log sources; TIDE IOC auto-correlation; Defender for Endpoint real-time telemetry
	NIST SP 800-53 Rev 5 SI-4

	SI-4(2)
	Automated Tools and Mechanisms for Real-time Analysis
	Log data available but no automated analysis tools running against it
	Sentinel analytics rules evaluate logs continuously at configurable frequency (5–60 min); UEBA models update hourly; TI indicator correlation runs every 15 min
	NIST SP 800-53 Rev 5 SI-4(2)

	SI-4(4)
	Inbound and Outbound Communications Traffic
	No monitoring of DNS traffic patterns or SASE egress at user level
	InfoBlox RPZ monitoring covers all DNS (inbound and internal); SASE connector covers all user egress with URL, user, and volume telemetry; Defender network events cover endpoint-level outbound
	NIST SP 800-53 Rev 5 SI-4(4)

	SI-4(7)
	Automated Response to Suspicious Events
	No automated response; all containment actions require manual analyst intervention
	Automated device isolation playbook for confirmed KEV exploitation; automated account disable for compound impossible travel + high-risk sign-in; automated suppression for known FP patterns
	NIST SP 800-53 Rev 5 SI-4(7)

	IR-4
	Incident Handling
	Incident handling process informal; no structured workflow; no automated enrichment; escalation paths undocumented
	Sentinel incident queue provides structured handling; automation rules assign severity and owner; enrichment playbooks provide context before analyst touch; playbook actions documented in incident comments
	NIST SP 800-53 Rev 5 IR-4

	IR-6
	Incident Reporting
	No formal incident reporting chain; CISA notification timing undocumented
	IR plan documents 1-hour CISA reporting requirement; communication templates drafted for major incident notification; ServiceNow incident record provides timestamped documentation chain for reporting evidence
	NIST SP 800-53 Rev 5 IR-6; OMB M-24-04 (current-year FISMA guidance)

	IR-8
	Incident Response Plan
	No formal written IR plan; IR-8 is a documentation finding in every FedRAMP assessment
	Written IR plan covering all NIST 800-61 phases; seven required artifacts defined and authored; annual test and tabletop exercise schedule documented; assessors can be shown all artifacts with current review dates
	NIST SP 800-53 Rev 5 IR-8; NIST SP 800-61 Rev 3 (Rev 2 phase names retained as internal convention)



FedRAMP 20x Key Security Indicator Alignment
FedRAMP 20x replaces the point-in-time assessment model with continuous Key Security Indicators (KSIs) evaluated through machine-readable evidence. The controls this document closes map to two CR26 KSI themes — KSI-MLA (which subsumes both the audit and the detection dimensions) and KSI-INR:
KSI-MLA (Monitoring, Logging, and Auditing) — audit evidence: The Sentinel alert history provides machine-readable evidence that AU-6 review is occurring. The Log Analytics retention configuration export confirms AU-11 compliance. FedRAMP 20x automation queries SecurityAlert and SecurityIncident tables directly to verify alert frequency and incident response timestamps — no manual evidence package required.
KSI-MLA (Monitoring, Logging, and Auditing) — detection evidence: The 20-rule detection library, UEBA scores, and Defender for Endpoint integration provide continuous SI-4 evidence. The detection automation can query Sentinel for the number of analytics rules in enabled state, the last alert firing timestamp, and the MTTD metric across the last 30 days. A Sentinel workspace with zero enabled rules or zero alerts in 30 days fails the KSI-MLA automated check.
KSI-INR (Incident Response): FedRAMP 20x KSI-INR automation verifies that the Sentinel incident workflow produces complete incident records: incident created, incident assigned, incident closed with classification. The seven IR artifacts (IR-8) remain documentation requirements — FedRAMP 20x does not automate document review, but the machine-readable evidence from Sentinel reduces the documentation burden for the controls that produce automated outputs.
The shift from periodic ConMon reporting to continuous KSI evaluation means that detection gaps visible only at assessment time are now visible continuously. A detection rule that goes disabled, a connector that stops ingesting, or a MTTD metric that drifts beyond the baseline will surface in the KSI dashboard before the next assessment cycle. The discipline required to pass FedRAMP 20x KSI-MLA and KSI-INR is the same discipline required to operate an effective SIEM — the controls and the operations are now the same artifact.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-09 08:41 ET
Provisional position. This book was drafted at temporary series slot 23; its intended home is Volume III (Security Operations), after the SIEM/XDR book. Cross-references name other books by title and role, not number, so the series-wide renumber does not break them.
Series Context — The Management-Plane Coordination Doctrine (Executive Summary) splits the management plane in two: actuation is platform-native; governance is unified. This book is the unified-governance half made real — the evidence fabric where every native stack (Microsoft, AWS, Oracle, VMware, Red Hat), every network appliance (Cisco / Palo Alto / Juniper), and every OS agent emits the same machine-readable record into one lake, correlated on one authoritative asset identity, and delivered up to CISA CDM and the FedRAMP 20x KSI pipeline. It is a truth-plane function (plane 6): the fabric is depended on, not re-platformed.
What This Document Addresses
A multi-cloud federal agency runs five or more management stacks, and each one produces its own telemetry in its own schema: Azure Update Manager reports patch state one way, AWS Systems Manager another, vSphere Lifecycle Manager a third, a Palo Alto firewall a fourth, a Red Hat host a fifth. Five stacks, five inventories, five log formats. An assessor who asks “is CVE-X remediated across the whole estate, and prove it” cannot be answered by five partial views that do not reconcile.
The evidence fabric is the answer: a single, normalized evidence contract that every source emits into one lake, correlated on one authoritative asset identity, and delivered to the two consumers a federal agency owes — CISA CDM (enterprise asset/vulnerability/configuration visibility) and the FedRAMP 20x KSI evidence pipeline. This book defines that contract, names its FedRAMP-Moderate realizations, and closes the AU/CA/SI controls of the telemetry slot — two of which (AU-3 and AU-12(1)) only a cross-surface fabric can close.
What this book is not — the boundary with the SIEM/XDR and ConMon books
This is not the detection-engineering book. The SIEM / XDR Detection book owns analytics and response — KQL/correlation rules, UEBA, playbooks — the logic that finds a threat in the data. This book owns the layer beneath that: getting every source’s data into one normalized, correlated contract in the first place. And it is not the authorization book: the Authorization Package & ConMon book assembles the OSCAL AP/AR/POA&M bundle from the fabric’s output. The fabric is upstream of both — detection analyzes it, the OSCAL bundle attests it.
The Evidence Contract — the Coordination Mechanism (AU-3)
Coordination across heterogeneous stacks is not a console; it is a contract. Every source — a CSP patch stack, a NEM appliance, an OS agent — must emit a record with the same fields, regardless of what produced it:
	Field
	Meaning

	asset_id
	Authoritative name/address from the naming plane (IPAM/DDI) — the join key

	source
	Which stack/appliance/agent produced the record

	surface
	CSP / NEM / OS

	control
	The NIST control the record is evidence for (e.g., SI-2, SC-8, CM-6)

	state
	The measured value (patch level, baseline conformance, cipher, posture)

	verdict
	pass / warn / fail against the intended state

	observed_at
	Timestamp (for time-correlation)

	disposition
	Applied / accepted-risk (POA&M ref) / open


This is AU-3 (Content of Audit Records) raised to a cross-surface contract: the record’s content is standardized so records from any source are comparable, joinable, and rollup-able. It is a Closure Necessity — without a common contract, the five stacks cannot produce one compliance picture, and no amount of dashboarding after the fact recovers a schema the sources never agreed on.
The Join Key — Authoritative Asset Identity + Time (AU-12(1))
Aggregating records is not the same as correlating them. Two records describe the same asset only if they carry the same authoritative asset_id — which is why the fabric’s correlation key is the naming plane’s IP/hostname (CM-8), not each stack’s local inventory id. Add observed_at and the fabric produces a system-wide, time-correlated audit trail (AU-12(1)): “as of 06:00, asset A was unpatched for CVE-X (from the patch stack), reachable on an unencrypted segment (from the NEM telemetry), and out of baseline (from the config stack)” — one correlated story about one asset, assembled from three surfaces.
Closure Necessity — correlation depends on the naming plane
You cannot build a system-wide audit trail across AWS, Azure, VMware, and Red Hat without one authoritative asset identity to join on. AU-12(1) is therefore downstream of the naming-plane necessity (IPAM/DDI, CM-8) and the federal asset- visibility mandate (CISA BOD 23-01). This is the same join key the Patch & Systems Management book uses for SI-2 at scale — the fabric and the patch plane share it.
Realizations — Aggregation, Coordination, and Delivery
The fabric is a contract, so more than one product can realize each role. Under the agency’s Microsoft-preference rule (a Microsoft product is the default when it genuinely coordinates the multi-vendor surface at FedRAMP Moderate — earned, not automatic), the realizations are:
	Role
	Default (earns it)
	Moderate alternative
	Notes

	Aggregation / analytics lake
	Microsoft Sentinel — ingests AWS (Security Hub / GuardDuty / CloudTrail), OCI, GCP, and NEM syslog/CEF; FedRAMP-authorized
	Splunk Cloud Platform (FedRAMP Moderate)
	Both owned — dual-SIEM redundancy, not a default/alternative choice. Sentinel is the primary cross-vendor ingestion lake by breadth of native connectors; Splunk runs the same evidence contract in parallel, providing audit-log continuity if either platform’s ingestion path fails

	Workflow / correlation hub / CMDB
	ServiceNow (FedRAMP-authorized)
	BMC Helix
	CMDB reconciles to IPAM/DDI — it does not replace the naming-plane join key

	Federal rollup
	CISA CDM agency dashboard → federal dashboard
	—
	The federal coordination substrate; the fabric feeds it

	Attestation
	FedRAMP 20x KSI evidence pipeline + OSCAL bundle
	—
	Consumed by the Authorization Package & ConMon book


The doctrine guardrail holds throughout: the fabric mandates the contract, never the vendor. Any lake that ingests the multi-surface record set, any hub that correlates on the authoritative asset_id, and any pipeline that emits the KSI/OSCAL evidence is admissible.
The Continuous-Monitoring Pipeline (CA-7)
The fabric is the ConMon evidence pipeline: sources emit on their own cadence → records normalize to the contract → correlate on asset identity + time → aggregate in the lake → roll up to CDM → attest as KSI/OSCAL. CA-7 continuous monitoring is closed here as the flow; the SIEM/XDR book adds detection analytics over the lake, and the Authorization Package book freezes a point-in- time OSCAL bundle from it. OMB M-26-14 (agency logging and network visibility, which rescinded M-21-31 on 22 May 2026 and replaced its EL0–EL3 tiers with a five-level maturity model scored to the lowest watermark) and NIST SP 800-137 (ISCM) are the driving authorities; AU-6(1) (automated process integration) and SI-4(16) (correlate monitoring information) are closed by the automated aggregation and cross-surface correlation the fabric performs.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) via render_authorities_table.py; not hand-maintained. All rows are telemetry-slot, KSI-MLA, and not attestable by a single-tenant conformance scan — the evidence is the aggregated, correlated record set, which is exactly what a per-tenant tool cannot produce.
Authorities Closed Here — Multi-Cloud Evidence Fabric (telemetry → CDM → KSI) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AU-12
	Audit Record Generation
	Enterprise-wide audit generation spanning every CSP, NEM appliance, and OS agent
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No

	AU-12(1) †
	System-wide and Time-correlated Audit Trail
	Cross-surface correlation keyed to authoritative asset identity (IPAM/DDI) + time — the join that makes one compliance picture
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Telemetry
	KSI-MLA
	No

	AU-3 †
	Content of Audit Records
	Unified machine-readable evidence-record contract every native stack emits (the coordination mechanism)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No

	AU-6(1)
	Automated Process Integration
	Automated aggregation + analysis across CSP/NEM/OS sources into one lake (Sentinel default; Splunk alternative)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-137
	Telemetry
	KSI-MLA
	No

	CA-7
	Continuous Monitoring
	The telemetry→evidence→CDM→KSI pipeline; ServiceNow coordinates workflow, CMDB reconciled to IPAM/DDI
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-137; CISA CDM; FedRAMP 20x KSIs
	Telemetry
	KSI-MLA
	No

	SI-4(16)
	Correlate Monitoring Information
	Correlation of monitoring data across vendor/surface boundaries in the unified fabric
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Telemetry
	KSI-MLA
	No


FedRAMP 20x KSI Alignment
The fabric is the primary KSI-MLA (Monitoring, Logging, and Auditing) evidence source for the whole series: every book that emits a compliance record — identity, patch, network enforcement, posture, data — delivers it through this fabric, where it is normalized, correlated, and rolled up. The fabric does not compete with the SIEM/XDR book for KSI-MLA; it is the substrate that book’s analytics run on. Because the evidence is the aggregated, correlated record set (not a single-tenant configuration snapshot), none of these controls is attestable by a conformance tool alone — the Tool-attestable? column is uniformly No, and the coordination doctrine’s contract is what makes them evaluable.
Realization Selection Status
The agency owns both SIEM platforms: Sentinel and Splunk Cloud Platform run as dual-SIEM redundancy, not a default/alternative choice pending procurement. Sentinel is the primary aggregation lake on the Microsoft-preference rule (earned by genuine multi-cloud/NEM ingestion at FedRAMP Moderate); Splunk runs the same evidence contract in parallel. ServiceNow (FedRAMP-authorized, also owned) is the workflow/CMDB coordination hub, with its CMDB reconciled to the authoritative IPAM/DDI identity. Verify all authorizations on the FedRAMP Marketplace at procurement.
References
Reference Documents and Vendor Sources
	Reference
	Description

	NIST SP 800-53 Rev 5
	AU-3, AU-6(1), AU-12, AU-12(1), CA-7, SI-4(16)

	NIST SP 800-137
	Information Security Continuous Monitoring (ISCM)

	OMB M-26-14
	Ensuring Effective and Efficient Agency Logging and Network Visibility (22 May 2026; rescinds M-21-31, Improving the Federal Government’s Investigative and Remediation Capabilities) (event-logging maturity) — https://www.whitehouse.gov/wp-content/uploads/2021/08/M-21-31-Improving-the-Federal-Governments-Investigative-and-Remediation-Capabilities-Related-to-Cybersecurity-Incidents.pdf

	CISA CDM Program
	Continuous Diagnostics & Mitigation — https://www.cisa.gov/cdm

	CISA BOD 23-01
	Asset visibility & vulnerability enumeration — https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks

	Microsoft Sentinel (multi-cloud data connectors)
	https://learn.microsoft.com/azure/sentinel/connect-data-sources

	Splunk Cloud Platform (FedRAMP Moderate)
	https://www.fedramp.gov/marketplace/products/F1607197917/

	ServiceNow (FedRAMP-authorized; ITOM/CMDB/SecOps)
	https://www.fedramp.gov/marketplace/products/F1305072116/

	NIST OSCAL
	Open Security Controls Assessment Language — https://pages.nist.gov/OSCAL/


Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-19 16:20 ET
Volume Purpose
Volume IV turns the technical evidence of Volumes I–III into a federal authorization. The infrastructure volumes produce capabilities and machine-readable evidence; Volume IV supplies the layer that infrastructure alone cannot — the documents, signatures, processes, and the OSCAL package that an authorizing official and an assessor actually consume. The volume’s books carry the closures for the control families that are satisfied by artifacts rather than configuration — contingency planning (CP), supply-chain risk (SR), program management (PM), privacy/PII processing (PT), awareness and training (AT), and assessment/authorization/continuous monitoring (CA) — registered per book in the compliance spine as each book is finalized.
The volume’s recurring lesson is the series’ sharpest governance point: a perfectly configured control that cannot produce a signed, tested, machine- readable artifact is, from the assessor’s chair, an open finding. Volume IV manufactures the artifacts.
Books in This Volume
Volume IV — Governance & Assurance
	Book
	Title
	Role

	Vol IV Book 01
	Business Continuity
	CP-2 contingency plan, BIA, DR validation — the plan the runbooks assume

	Vol IV Book 02
	Supply Chain Risk Management
	SBOM / VDR / VEX pipeline under BOD 26-04; SR-family closure

	Vol IV Book 03
	Program Management & Governance
	ISPP, POA&M, SCRM charter, RACI — the PM-family governance artifacts

	Vol IV Book 04
	PII Processing & Transparency
	Privacy program, authority-to-process, SORN/PIA — the PT family

	Vol IV Book 05
	Cybersecurity Training & Awareness
	Role-based curriculum + machine-readable training-effectiveness evidence (AT)

	Vol IV Book 06
	Authorization Package & ConMon
	The OSCAL AP/AR/POA&M bundle and the continuous-monitoring program (CA)


How This Volume Fits the Program
Volume IV is the capstone. It consumes the correlated evidence stream from the Multi-Cloud Evidence Fabric (Vol III Book 07) and the continuity, supply- chain, and training evidence its own books generate, and assembles them into the authorization package (Vol IV Book 06) that carries the whole program to an authorization decision. Where Volumes I–III demonstrate that the controls are closed, Volume IV demonstrates it in the idiom — OSCAL, KSI, POA&M — that FedRAMP 20x and the agency’s authorizing official require.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Vol IV Book 01 — Federal Compliance
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
What This Document Addresses
The Volume I network-and-identity books, the Volume II database books, and the early Volume III security books built the infrastructure substrate for a resilient federal network: DNS with Grid replication (Vol I Book 01, Cloud Landing Zone, IPAM/DDI), SD-WAN with dual underlay circuits and automatic path failover (Vol I Book 06, Federal Telecommunications Modernization), identity with break-glass access procedures (Vol I Book 03, Certificates & Tokens and Vol III Book 01, Privileged Access Management), SQL Server Always On Availability Groups with geo-replicated disaster recovery replicas (Vol II Book 02, SQL Server Implementation Guide and Vol II Book 03, Database Consolidation & Network Physics), and a centralized logging and alerting fabric (Vol III Book 06, SIEM / XDR Detection). Each of those books produced runbooks, configuration templates, and tested recovery procedures. A FedRAMP assessor reviewing all of them would find a technically impressive architecture. They would also find that the agency cannot demonstrate compliance with CP-2.
The reason is structural. CP-2 is not satisfied by capable infrastructure. CP-2 is satisfied by a document: a Contingency Plan that has been approved by a designated official, distributed to all recovery personnel, tested on a defined cycle, and updated when the system changes or after every test. The runbook in Vol II Book 02 that walks a DBA through failing over an Availability Group is a recovery procedure. It is not a Contingency Plan. The SD-WAN configuration in Vol I Book 06 that automatically steers traffic onto the backup DIA circuit when MPLS degrades is a resilience capability — one that lives in the overlay’s probe-driven path selection, not in the circuit. It is not a Contingency Plan either. An assessor who opens the Plan of Action and Milestones and sees CP-2 open can turn off the screens showing a perfectly functioning DR failover and write a High finding, because the artifact does not exist.
This document closes that gap. It assembles the infrastructure components from the Volume I, II, and III books into a formal CP-2 Contingency Plan structure aligned to NIST SP 800-34 Rev 1, adds the organizational and testing layers that infrastructure alone cannot provide, and provides the template and evidence framework to close CP-2 through CP-10 (CP-1 policy and procedures is an agency-level artifact out of scope for this system document). Agencies can use this document as a direct template: the section outlines are populated with enough specificity to guide authors, the Business Impact Analysis methodology produces the RTO/RPO values that anchor the plan, and the testing framework produces the artifacts an assessor expects to see.
Technology Without a Plan Fails CP-2
What Assessors Actually Check
A FedRAMP assessor arriving to evaluate the CP control family will request three categories of artifacts: the Contingency Plan document itself, evidence that the plan has been tested, and evidence that personnel have been trained. The infrastructure review is secondary — assessors use it to verify that the capabilities the plan claims are real, not fictional. If the plan claims a two-hour RTO for the primary database and the technical review reveals that the DR replica is in the same availability zone as the primary, the plan has an inconsistency finding. But if no plan exists, no amount of correctly configured infrastructure resolves the finding.
NIST SP 800-34 Rev 1 defines the Contingency Plan as an organizational policy document with a specific structure. It must identify the system, state its criticality, define roles and responsibilities, establish activation thresholds, document recovery procedures for each component, describe reconstitution back to the primary site, and specify how the plan is maintained. Each of these is a prose or tabular artifact that requires human authorship, organizational review, and signature. A Terraform plan that deploys a geo-redundant SQL replica is a capability. The sentence “Database recovery will be performed by the Database Recovery Lead using the procedure in Appendix B, targeting completion within two hours of plan activation” is the plan artifact that CP-2 requires.
The distinction matters operationally as well. During an actual contingency, recovery teams under pressure need explicit authority to act, clear role assignments, and step-by-step procedures they can follow without consulting architectural diagrams. A well-structured CP-2 document provides that authority. A collection of technical runbooks stored in a wiki does not, because it lacks the activation criteria, the notification chain, and the reconstitution procedures that transform individual recovery steps into a coordinated organizational response.
What a DR Runbook Is and Is Not
The DR runbooks in Vol II Book 02 and Vol II Book 03 are Section 5 content for the Contingency Plan. They are not the Contingency Plan itself. The difference is visible in what each artifact contains.
A DR runbook answers: given that a decision to fail over has already been made, here are the technical steps to execute it, in order, with expected outputs at each step. It assumes someone has already declared an outage, notified affected parties, assembled the recovery team, and authorized the failover. It picks up at the moment a DBA sits down at a console.
A CP-2 Contingency Plan answers: how does the organization know when to activate the plan, who has the authority to activate it, who gets notified and in what order, which systems are recovered first, what does the team do between activating the plan and completing recovery, and how do they know when recovery is complete and operations can return to normal. It covers the decisions and coordination that precede and follow the technical recovery steps.
An agency that has only runbooks has the middle of the response documented. The CP-2 document provides the beginning (activation, notification, role assembly) and the end (validation, reconstitution, deactivation) that the runbooks assume but do not contain.
Business Impact Analysis Methodology
Purpose and Scope
The Business Impact Analysis (BIA) is the prerequisite to the Contingency Plan. It cannot be delegated entirely to the technical team, because the critical inputs — tolerable downtime thresholds, acceptable data loss windows, and recovery priority ordering — are business decisions, not technical ones. A DBA can tell you how long a database failover takes. Only the mission owner can tell you how long the organization can function without it.
The BIA produces four values for each mission-critical system:
· Maximum Tolerable Downtime (MTD): the longest period the organization can sustain an outage before mission impact becomes unacceptable. This is the ceiling. If the system is not recovered before the MTD expires, the agency faces regulatory, mission, or public consequences that cannot be remediated by recovery alone.
· Recovery Time Objective (RTO): the targeted elapsed time from incident declaration to full system restoration. The RTO must be less than the MTD; the gap between them is a buffer for complications.
· Recovery Point Objective (RPO): the maximum tolerable data loss, expressed as time. An RPO of 15 minutes means the agency accepts losing up to 15 minutes of transactions during a recovery event.
· Work Recovery Time (WRT): the time required after technical restoration to validate data integrity, reconcile transactions, clear backlogs, and return to normal operations. RTO + WRT must be less than MTD.
Conducting the BIA
Step 1: System inventory and scoping. Begin with the asset inventory. The SQL estate inventory from Vol II Book 02 provides the structured data layer; the DDI dependency map from Vol I Book 01 provides the network dependency topology. Every system that appears in either inventory is a BIA candidate. Systems that are not in the inventory are not in scope for the contingency plan, which is an additional reason to maintain accurate asset inventories.
Step 2: Stakeholder interviews. For each candidate system, interview the mission owner (the senior official responsible for the business function the system supports), the system owner (the technical lead), and one or more power users who perform high-volume transactions. The mission owner determines the MTD. The system owner determines the RTO and whether it is technically achievable. The power users identify WRT requirements by describing the manual reconciliation or catchup procedures they perform after a system disruption.
Interview questions for mission owners:
1. If this system were unavailable starting right now, at what point would you be required to escalate to your director?
1. At what point would the unavailability affect your agency’s external commitments or statutory obligations?
1. Are there specific time windows — end-of-day processing, scheduled batch jobs, federal reporting deadlines — during which an outage would be more severe?
1. What manual workaround procedures exist, and how long can staff sustain them?
Step 3: Transaction rate analysis. Pull peak transaction rates from monitoring (the Sentinel dashboards from Vol III Book 06 are the source for this). For a federal contact center such as an emergency services coordination system: record the peak call volume by hour for the past 90 days, identify the top five business days by call volume, and calculate the volume of call records that accumulate during a 15-minute window at peak load. That number is the RPO’s concrete meaning: it is the number of call records the agency accepts losing if a failure occurs at peak time.
Step 4: Dependency mapping. For each system, enumerate upstream and downstream dependencies using the IPAM dependency map from Vol I Book 01 and the SQL replication topology from Vol II Book 03. A dependency that has a longer RTO than the dependent system creates a recovery constraint: the dependent system cannot be recovered before the dependency is available, regardless of what its own RTO says. These constraints must be resolved by either adjusting RTO values or architecting away the hard dependency.
Step 5: BIA table. Compile results into a formal table for mission owner and ISSO review and sign-off.
BIA Summary — Mission-Critical Systems
	System
	MTD
	RTO
	RPO
	WRT
	Primary Dependencies

	Emergency Contact Center (telephony platform)
	4 hours (business hours)
	2 hours
	15 minutes (call recording)
	30 minutes
	DNS (DDI), Identity Provider (Entra), WAN circuit

	Case Management Database (SQL primary)
	8 hours
	4 hours
	5 minutes
	60 minutes
	SQL AG replica, DDI, Active Directory

	Internal Collaboration Platform
	24 hours
	8 hours
	60 minutes
	2 hours
	Identity Provider, Storage

	Network Services — DDI
	2 hours
	1 hour
	N/A (stateless resolution)
	15 minutes
	Physical network, Grid replication

	SD-WAN Control Plane
	30 minutes
	15 minutes (automatic)
	N/A
	5 minutes
	Internet DIA circuit

	Identity Provider (cloud-hosted)
	4 hours
	N/A (vendor-managed HA)
	N/A
	15 minutes (break-glass validation)
	Internet connectivity

	Audit Logging Platform
	12 hours
	6 hours
	60 minutes
	30 minutes
	Storage, network

	Application Binaries / Deployment Store
	48 hours
	24 hours
	24 hours
	4 hours
	Storage, DDI


BIA Values Require Mission-Owner Signature
The MTD value in each BIA row is a mission decision, not a technical estimate. Before the BIA is incorporated into the Contingency Plan, each mission owner must review and sign the row corresponding to their system. If the mission owner believes the MTD is incorrect, the technical RTO must be re-evaluated to close the gap, not the MTD adjusted downward to match a convenient technical answer.
CP-2 Contingency Plan Document Structure
NIST SP 800-34 Rev 1 structures an Information System Contingency Plan around an Introduction, a Concept of Operations, and three sequential phases — Activation/Notification, Recovery, and Reconstitution — with supporting appendices. This document organizes that structure into the seven working sections below, with sufficient detail for agency authors to populate each. The runbooks from Vol II Book 02 and Vol II Book 03 are explicitly referenced as appendix content that satisfies the Recovery-phase procedure requirements.
Section 1: Introduction
1.1 Purpose. This Contingency Plan establishes procedures and responsibilities for restoring mission-critical information systems operated by [Agency Name] following an unplanned disruption. It is developed in accordance with NIST SP 800-34 Rev 1, NIST SP 800-53 Rev 5 control CP-2, and the agency’s Information Security Continuous Monitoring strategy.
1.2 Scope. This plan applies to the following systems and their supporting infrastructure:
· [List each system from the BIA table, with its Federal Information System designation if applicable]
· Network infrastructure: SD-WAN fabric, DDI (DNS/DHCP/IPAM), and associated WAN circuits
· Cloud-hosted services operating under the agency’s FedRAMP authorization boundary
· Third-party services with interconnection agreements (list each)
1.3 System Description. [Summarize the mission-critical systems covered by this plan in plain language: what they do, who uses them, and why they are essential to the agency mission. Reference the System Security Plan for the full system description.]
1.4 Applicable Laws, Regulations, and Policies.
· Federal Information Security Modernization Act (FISMA) of 2014
· OMB Circular A-130, Managing Information as a Strategic Resource
· NIST SP 800-34 Rev 1, Contingency Planning Guide for Federal Information Systems
· NIST SP 800-53 Rev 5, Security and Privacy Controls for Information Systems and Organizations
· [Agency-specific continuity of operations plan (COOP) reference]
· [FedRAMP authorization package reference]
1.5 Record of Changes.
Plan Change History
	Version
	Date
	Author
	Summary of Changes

	1.0
	[Initial date]
	[Author]
	Initial plan publication

	1.1
	[Date]
	[Author]
	Updated per [annual test / system change]


1.6 Plan Approval. This plan is approved by [Authorizing Official Name and Title] and takes effect on [date]. The System Owner and Information System Security Officer co-sign the plan cover page. The plan must be re-approved following any update to Section 3, 4, or 5.
Section 2: Concept of Operations
2.1 Recovery Phases. Contingency response proceeds through five phases:
1. Activation — the triggering event is detected, evaluated against activation thresholds, and the plan is formally declared active by authorized personnel.
1. Notification — the Contingency Plan Coordinator notifies recovery team members, management, and external stakeholders in accordance with the notification tree in Section 4.
1. Recovery — technical recovery teams execute component-level recovery procedures (Appendices A through E) in priority order.
1. Validation — recovered systems are tested against defined acceptance criteria before being returned to production use.
1. Reconstitution — once validation is complete, operations are returned to the primary site (if applicable), temporary workarounds are terminated, and the plan is deactivated.
2.2 Recovery Priorities. Systems are recovered in the following priority order, based on the MTD values from the BIA:
Recovery Priority Order
	Priority
	System
	MTD
	Rationale

	1
	Network Services (DDI, SD-WAN)
	2 hours / 30 minutes
	All other systems depend on network connectivity

	2
	Identity Provider
	4 hours (break-glass available)
	Authentication required before any application recovery

	3
	Emergency Contact Center
	4 hours
	Statutory mission obligation; public-facing

	4
	Case Management Database
	8 hours
	Operational continuity for case workers

	5
	Audit Logging Platform
	12 hours
	Required for incident investigation; not operational blocker

	6
	Internal Collaboration Platform
	24 hours
	Staff can use manual alternates

	7
	Application Deployment Store
	48 hours
	No active sessions depend on deployment pipeline


2.3 Assumptions and Conditions.
· The alternate processing site (secondary cloud region) is provisioned and tested at least annually.
· Recovery personnel are familiar with their roles and have completed annual contingency training (CP-3).
· Contact information in the notification tree (Section 4) is reviewed and updated quarterly.
· The alternate storage site (Section 5, CP-6) contains current copies of all data and application artifacts.
· Internet connectivity is available at the alternate site. If Internet connectivity is also disrupted, the plan assumes connectivity is restored within one hour.
· This plan does not address scenarios in which all personnel with recovery authority are simultaneously unavailable (addressed by the agency COOP).
2.4 Points of Contact. [Reference Section 3 for role-based contacts. Do not embed personal phone numbers in the body of the plan; maintain a separately controlled contact roster that is updated independently of plan revisions.]
Section 3: Roles and Responsibilities
3.1 Contingency Plan Coordinator (CPC). The CPC is the single individual with authority to declare plan activation, direct recovery team resources, communicate with executive management, and declare plan deactivation upon successful reconstitution. The CPC is typically the IT Manager or Deputy CIO. Alternate: [named alternate with same authority when primary CPC is unavailable].
Responsibilities: - Evaluate triggering events against activation thresholds - Formally declare plan activation (verbal followed by documented declaration within two hours) - Notify the Management Team and external stakeholders - Coordinate across recovery team leads - Authorize the transition from Recovery Phase to Reconstitution Phase - Conduct After-Action Review and initiate plan update
3.2 IT Recovery Team Leads.
IT Recovery Team Roles
	Role
	Responsibilities
	Backup

	Network Recovery Lead
	SD-WAN failover, DDI Grid failover, circuit coordination with carrier NOC
	[Alternate name]

	Database Recovery Lead
	SQL AG failover, data integrity validation, backup restoration if needed
	[Alternate name]

	Identity Recovery Lead
	Break-glass account activation, Conditional Access policy adjustment, Entra ID validation
	[Alternate name]

	Application Recovery Lead
	Failover of application tier to alternate region, DNS cutover validation
	[Alternate name]

	Security and Logging Lead
	Confirm audit logging continuity, validate Sentinel workspace in alternate region
	[Alternate name]


3.3 Management Team. The Management Team (director level and above) is notified at plan activation. Their role is to authorize extended outage communications, approve any decision to invoke manual workaround procedures that affect public or partner agency operations, and receive status updates at defined intervals (every two hours during active recovery).
3.4 Vendor and Service Provider Contacts.
Vendor Contact Directory
	Vendor
	Service
	Contact Type
	Contact

	Cloud Service Provider
	Primary and alternate cloud regions
	NOC, Escalation
	[CSP support portal; P1 incident phone]

	SD-WAN Vendor
	Overlay fabric
	TAC
	[Case portal; TAC direct phone]

	Primary WAN Carrier
	MPLS circuit
	NOC
	[Circuit ID; NOC phone]

	Backup Internet Provider
	DIA circuit
	NOC
	[Circuit ID; NOC phone]

	DDI Platform Vendor
	Grid software
	Support
	[Case portal; critical support phone]


3.5 External Stakeholders. Identify partner agencies with interconnection agreements, public-facing service users who must be notified during an outage, and oversight bodies (Inspector General, oversight committee) with reporting obligations. Notification timelines and templates are maintained in the notification tree (Appendix F).
Section 4: Activation and Notification
4.1 Activation Thresholds. The Contingency Plan is activated when one or more of the following conditions is confirmed:
· An outage affecting Priority 1 or Priority 2 systems that has persisted or is projected to persist beyond 30 minutes without a clear resolution path
· A security incident that has caused or is likely to cause data destruction, ransomware encryption of production systems, or loss of availability of authentication infrastructure
· A physical facility event (fire, flood, loss of power without generator restoration within one hour) affecting the primary data center or primary cloud region
· A declaration by the Cloud Service Provider of a regional outage affecting availability zone redundancy
· Direction from the agency COOP to activate IT contingency procedures
4.2 Activation Decision Authority. The CPC has authority to activate the plan. In the absence of the CPC, the designated alternate CPC has equal authority. The Management Team is notified concurrently with activation; they do not need to approve activation.
4.3 Notification Procedure.
Step 1 (0–15 minutes post-decision): CPC declares activation verbally and notifies all IT Recovery Team Leads simultaneously via the agency emergency notification system. If the emergency notification system is unavailable, use the out-of-band contact roster (stored offline in the CPC’s secure binder and as an encrypted file in the alternate Key Vault described in Section 5).
Step 2 (15–30 minutes): IT Recovery Team Leads confirm receipt and report to their designated recovery stations (physical or remote). Each lead does a 60-second status check: Is my team available? Do I have access to recovery procedures? Do I have access to necessary credentials? The Network Recovery Lead reports first because all subsequent work depends on network availability.
Step 3 (30–60 minutes): CPC notifies Management Team with initial situation report: what failed, when, what the impact is, what the projected recovery timeline is, and what decisions (if any) are needed from management immediately.
Step 4 (60 minutes and every 2 hours thereafter): CPC issues status updates to Management Team. Format: [Systems recovered], [Systems still recovering], [Projected completion], [Issues blocking recovery], [Decisions needed].
Step 5 (as applicable): If the outage affects public-facing services or partner agency connections, the Management Team authorizes external notification. External notification templates are in Appendix F.
4.4 Escalation. If recovery is not on track to meet the MTD for any Priority 1 or Priority 2 system, the CPC escalates to the CIO or acting CIO. If the outage is the result of a security incident, the ISSO notifies the agency CISO and, if required by the incident response plan, CISA within the required reporting window.
Section 5: Recovery Procedures
5.1 Structure. Recovery procedures are organized by system component in the order of recovery priority established in Section 2.2. Each component procedure is maintained as an appendix to this plan. The appendices contain the runbooks developed and tested by the IT Recovery Teams; this section provides the summary of each procedure, the acceptance criteria that must be met before the component is declared recovered, and the estimated time to complete recovery.
Appendix Cross-References
Appendix A — Network Recovery Procedures (SD-WAN failover and DDI Grid failover; derived from the runbooks in Vol I Book 01 and Vol I Book 06 of this series)
Appendix B — Database Recovery Procedures (SQL AG failover and point-in-time restore; derived from the runbooks in Vol II Book 02 and Vol II Book 03 of this series)
Appendix C — Identity Recovery Procedures (break-glass account activation and Conditional Access adjustment; derived from Vol I Book 03 and Vol III Book 01 of this series)
Appendix D — Application and Cloud Service Recovery Procedures (application tier failover to secondary region)
Appendix E — Audit Logging Recovery Procedures (Sentinel workspace validation and log analytics continuity; derived from Vol III Book 06 of this series)
Appendix F — Notification Templates and External Stakeholder Contact Roster
5.2 Component Recovery Summary.
Component Recovery Summary
	Component
	Appendix
	Estimated Duration
	Acceptance Criteria

	SD-WAN automatic circuit failover
	A-1
	3–5 minutes (automatic)
	All spoke sites show active BGP via backup DIA; no packet loss for 60 seconds

	DDI Grid failover to alternate Grid member
	A-2
	15–30 minutes
	DNS resolution functional from all sites; DHCP leases active; IPAM data current

	Break-glass identity access
	C-1
	5 minutes
	Break-glass accounts authenticate successfully; MFA bypass documented

	SQL AG failover (synchronous replica)
	B-1
	5–15 minutes
	Secondary replica promoted; application connection string updated; read/write functional

	SQL AG failover (async DR replica, RPO applies)
	B-2
	30–60 minutes
	DR replica promoted; data integrity check complete; missing transactions identified and logged

	Application tier failover to secondary region
	D-1
	30–60 minutes
	Application health checks pass in secondary region; DNS A records updated; user sessions functional

	Audit logging validation
	E-1
	30 minutes
	Sentinel workspace receiving events; no gaps in log ingestion longer than RPO threshold


5.3 Manual Workaround Procedures. For each Priority 1 system, document the manual procedure that staff can execute if technical recovery extends beyond the RTO. For the emergency contact center: activate the designated backup PSTN lines, brief supervisors on manual call-tracking using the paper-based backup form (stored at each supervisor station), and notify the public-facing status page of reduced capacity. Manual workaround authorization is the CPC’s decision; it does not replace technical recovery, which continues in parallel.
Section 6: Reconstitution
6.1 Reconstitution Decision. The CPC authorizes transition to the Reconstitution Phase when all Priority 1 through Priority 4 systems have met their acceptance criteria and have been operational in the recovery environment for at least one hour without incident. Priority 5 through 7 systems may still be in recovery when reconstitution of Priority 1–4 systems begins.
6.2 Return to Primary Site. Reconstitution to the primary site follows the reverse of the recovery sequence: applications are failed back after DNS, network, database, and identity are confirmed stable at the primary site. Failback procedures for each component are documented in the corresponding appendix (labeled as -R sections: Appendix A-1-R for SD-WAN failback, Appendix B-1-R for SQL AG failback, and so forth).
6.2.1 Data Synchronization Before Failback. Before failing back the SQL primary, verify that all transactions written to the DR replica during the contingency period have been replicated to the primary. If the primary site is being restored from backup (rather than being resynchronized from a live replica), execute a data integrity reconciliation to identify any transactions written to the DR replica that are not present in the restored primary, and apply them manually or via the procedure in Appendix B-3.
6.3 Validation. After reconstitution, each Recovery Team Lead executes a validation checklist confirming that: - All services are running at normal capacity on primary infrastructure - Data integrity checks are complete and no unexplained gaps exist - Audit logging has resumed on primary infrastructure with no gap - All temporary workarounds (manual call-tracking, break-glass accounts, Conditional Access policy adjustments) have been reversed - Monitoring and alerting thresholds are reset to normal baselines
6.4 Deactivation. The CPC formally declares the plan deactivated in writing (email with date/time stamp, addressed to the Management Team and all Recovery Team Leads). The deactivation notice includes a summary of the event timeline, which systems were recovered and when, and the scheduled date for the After-Action Review.
6.5 After-Action Review. The After-Action Review (AAR) is conducted within five business days of plan deactivation. It produces an AAR report (template in Appendix G) covering: what worked, what did not, what would have been done differently, and specific plan updates required. Plan updates are completed within 30 days of the AAR.
Section 7: Plan Maintenance
7.1 Review Cycle. The Contingency Plan is reviewed and updated annually, or following any of these triggering events: - A contingency event that results in plan activation - A contingency plan test that reveals significant gaps - A material change to any system covered by the plan (new application, architecture change, change in service provider, change in WAN topology) - A change in recovery team personnel or organizational structure - A change in applicable law, regulation, or agency policy
7.2 Update Responsibility. The ISSO owns the annual review process. Recovery Team Leads are responsible for keeping their corresponding appendices current. The mission owners are responsible for re-validating BIA values annually.
7.3 Distribution. The current plan version is maintained in the document management system. A printed copy is maintained in the CPC’s secure binder and at the alternate site. All Recovery Team Leads receive notification when a new version is published.
Alternate Storage Site (CP-6)
What CP-6 Requires
CP-6 requires the organization to establish an alternate storage site that includes backup copies of information sufficient to support recovery operations, and that is geographically separated from the primary site to reduce the likelihood that a single event (natural disaster, regional power failure, physical attack) affects both simultaneously.
The geo-replicated database architecture from Vol II Book 03 addresses the structured data component of CP-6. The async replica in the secondary cloud region receives continuous transaction log shipping and can be promoted to primary within 30–60 minutes. For CP-6 purposes, this constitutes an alternate storage site for the database tier. However, CP-6 covers more than the database.
Structured Data (Database Tier)
The SQL Server Always On Availability Group architecture from Vol II Book 02 and Vol II Book 03 provides continuous replication of database content to the DR replica in the secondary region. The RPO for structured data is bounded by the replication lag: for synchronous replicas (same metropolitan region), RPO approaches zero; for async replicas (cross-region), RPO reflects replication lag, which in normal network conditions is under 60 seconds and bounded by the configurable maximum replication lag setting.
CP-6(1) requires separation from the primary site. The async DR replica must be in a different geographic region, not merely a different availability zone within the same region. Verify the region separation in the cloud console and document the physical distance and administrative separation in the CP-2.
Unstructured Data (Files, Collaboration Content)
Unstructured data stored in cloud collaboration platforms (document management, shared file stores) must also be covered by an alternate storage arrangement. For Microsoft 365 Government Cloud tenants, multi-geo data residency configuration replicates content to a secondary geo location. Confirming CP-6 coverage for unstructured data requires:
1. Verifying that multi-geo is enabled and that the secondary geo location is in a different region from the primary
1. Documenting the replication frequency and any RPO limitations (Microsoft’s SLA defines the replication commitment)
1. Including this verification in the annual CP-6 test
Application Binaries and Configuration Baselines
Two additional categories must be addressed for a complete CP-6 implementation:
Application binaries. The software packages needed to deploy or redeploy application components must be available at the alternate site. For cloud-managed device platforms (device management service), verify that the application catalog is accessible from the secondary region. For Arc-managed servers, verify that extension packages and configuration baselines are stored in a secondary region storage account.
Configuration baselines. Infrastructure-as-code (Terraform state, ARM templates, Bicep files) and device management policies (device management service policy exports, compliance policy backups) must be stored in a location accessible from the alternate site. Store these artifacts in a secondary region Key Vault or storage account, and include their recovery in the application recovery procedures (Appendix D).
# Export device management policies to the alternate Key Vault
# Run quarterly or after any policy change

$SecondaryKeyVaultName = "kv-agency-dr-<region>"
$ExportPath = "C:\CP6\PolicyExports"
$Timestamp = Get-Date -Format "yyyyMMdd-HHmmss"

# Export device compliance policies via Microsoft Graph
Connect-MgGraph -Scopes "DeviceManagementConfiguration.Read.All"

$Policies = Get-MgDeviceManagementDeviceCompliancePolicy
foreach ($Policy in $Policies) {
    $PolicyJson = $Policy | ConvertTo-Json -Depth 10
    $SafeName = $Policy.DisplayName -replace '[^A-Za-z0-9-]', '-'
    $FilePath = "$ExportPath\$SafeName-$Timestamp.json"
    Set-Content -Path $FilePath -Value $PolicyJson -Encoding UTF8
}

# Upload to secondary Key Vault storage
$StorageContext = New-AzStorageContext -StorageAccountName "staagencydr<region>" `
    -UseConnectedAccount

Get-ChildItem -Path $ExportPath -Filter "*.json" | ForEach-Object {
    Set-AzStorageBlobContent -File $_.FullName `
        -Container "policy-exports" `
        -Blob "compliance/$($_.Name)" `
        -Context $StorageContext `
        -Force
}

Write-Output "Policy export complete. Files uploaded to alternate region storage."
Validating CP-6 Compliance
An annual CP-6 validation test confirms that the alternate storage site contains a copy sufficient to restore operations. The test procedure:
1. Identify the most recent backup or replica snapshot in the alternate site for each data category
1. Restore a test instance from that backup in an isolated environment (not production)
1. Confirm data integrity: compare row counts, checksums on critical tables, and representative record spot-checks against a known-good baseline
1. Document: backup age at time of test, restore duration, integrity check results, any gaps identified
1. Update the CP-2 with the test date and results
Alternate Processing Site (CP-7)
Cloud-Native Workloads
For cloud-native applications deployed to a primary cloud region, the alternate processing site is the secondary cloud region. The CSP’s FedRAMP ATO covers both regions, satisfying the requirement for a formally authorized alternate processing environment. CP-7 additionally requires:
· Documented capacity agreements. The CSP service agreement must support spinning up production-equivalent capacity in the secondary region. For reserved instance commitments, verify that reservations cover both regions or that on-demand capacity is available.
· Documented RTO for primary-to-secondary failover. This value comes from the last DR test, not from design estimates.
· Tested failover. At least annually, execute an actual failover of at least one critical workload to the secondary region and document the elapsed time.
CP-7(1) requires separation from the primary site: the secondary region must be geographically and administratively separate. Document the region pair in the CP-2: primary region [name], secondary region [name], physical distance [miles/km], administrative separation confirmed by [CSP documentation reference].
CP-7(3) requires priority-of-service provisions: the agency must have a mechanism to ensure access to alternate processing capacity during a widespread disaster, even under high demand. For commercial CSPs, this is typically addressed through the FedRAMP authorization and the CSP’s service continuity commitments. Document the specific commitment (support tier, SLA reference) in the CP-2.
SQL Server Alternate Processing
The SQL Server Always On Availability Group architecture provides both CP-6 (alternate storage via the replica) and CP-7 (alternate processing via failover) in a single architecture. For CP-7 documentation purposes, the key requirement is that the AG failover is tested, not just configured.
Document in the CP-2: - Primary SQL instance: [server name, region, role: PRIMARY] - Synchronous replica: [server name, region or availability zone, role: SYNCHRONOUS_SECONDARY] - Asynchronous DR replica: [server name, region, role: ASYNCHRONOUS_SECONDARY] - Last tested RTO for synchronous failover: [N minutes, from last test date] - Last tested RTO for async DR failover (includes data integrity check): [N minutes, from last test date]
Network and SD-WAN Alternate Processing
The SD-WAN dual-underlay architecture from Vol I Book 06 provides automatic alternate path selection that satisfies CP-7 for WAN connectivity. The alternate path is a capability of the overlay — the fabric probes both underlays continuously and steers traffic per class — not of the circuits underneath it. The critical documentation requirements:
# Retrieve SD-WAN circuit status for CP-7 documentation
# Execute from the SD-WAN management platform API or CLI

# Example using generic REST API call to SD-WAN orchestrator
$OrchestratorUrl = "https://<sdwan-orchestrator>/api/v1"
$Headers = @{ "Authorization" = "Bearer $env:SDWAN_API_TOKEN" }

$Circuits = Invoke-RestMethod -Uri "$OrchestratorUrl/underlay/circuits" `
    -Headers $Headers -Method GET

foreach ($Circuit in $Circuits) {
    [PSCustomObject]@{
        CircuitName      = $Circuit.name
        Provider         = $Circuit.provider
        Type             = $Circuit.type          # MPLS or DIA
        BandwidthMbps    = $Circuit.bandwidth_mbps
        SLAUptimePct     = $Circuit.sla.uptime_percent
        FailoverRole     = $Circuit.failover_role  # PRIMARY or BACKUP
        LastTestedDate   = $Circuit.last_tested
    }
} | Format-Table -AutoSize
The output of this command, run at the time of the annual test, becomes the CP-7 evidence exhibit for SD-WAN alternate processing documentation.
Amazon Connect Multi-Region Failover
For cloud contact center platforms (such as the Amazon Connect deployment referenced in Vol I Book 06), CP-7 requires documented multi-region failover. The failover mechanism uses DNS-based health checks with automatic routing policy changes.
# Validate Route 53 health check configuration for contact center failover
# Requires AWS Tools for PowerShell

Import-Module AWSPowerShell.NetCore

$HealthChecks = Get-R53HealthCheck -Region "us-east-1"
$ContactCenterHC = $HealthChecks | Where-Object {
    $_.HealthCheckConfig.FullyQualifiedDomainName -like "*contact-center*"
}

foreach ($HC in $ContactCenterHC) {
    $Status = Get-R53HealthCheckStatus -HealthCheckId $HC.Id
    [PSCustomObject]@{
        HealthCheckId     = $HC.Id
        FQDN              = $HC.HealthCheckConfig.FullyQualifiedDomainName
        Protocol          = $HC.HealthCheckConfig.Type
        FailureThreshold  = $HC.HealthCheckConfig.FailureThreshold
        CurrentStatus     = ($Status.HealthCheckObservations | Select-Object -First 1).StatusReport.Status
    }
}
Document the health check configuration, the DNS routing policy (failover routing with primary and secondary record sets), and the time-to-failover as observed in the last test.
Telecommunications Service Redundancy (CP-8)
CP-8 Requirements
CP-8 requires the organization to establish alternate telecommunications services, including necessary agreements, to support resumption of system operations for essential mission and business functions within the RTO. CP-8(1) requires priority-of-service provisions with primary and alternate telecommunications service providers.
SD-WAN Dual Underlay as CP-8 Implementation
The SD-WAN architecture from Vol I Book 06 directly implements CP-8. The distinction that matters for the CP-2 documentation: the circuits supply capacity and physically separate paths; the service redundancy CP-8 asks for — detection, failover, and resumption of operations — is supplied by the overlay that governs them. The dual underlay consists of:
Primary path (MPLS): Carrier-grade MPLS circuit providing deterministic latency for voice and video traffic. Characteristics to document: - Primary carrier name and circuit ID - Committed bandwidth (upload/download) - Committed latency and jitter SLA - Contracted uptime SLA and MTTR - NOC contact and escalation path
Backup path (DIA — Direct Internet Access): Broadband Internet circuit from a different provider. The circuit contributes exactly two things: bandwidth and a physically separate path. It becomes an alternate telecommunications service in the CP-8 sense only because the SD-WAN overlay probes it continuously, encrypts it, and can steer per-class traffic onto it when MPLS degrades — a second circuit without the overlay is added bandwidth, not added resilience. Characteristics to document: - Backup carrier name and circuit ID - Committed bandwidth - Best-effort latency characteristics - NOC contact and escalation path - Physical path separation from primary circuit (verify that backup circuit does not share physical infrastructure at the building entry point or regional exchange)
Automatic failover. The SD-WAN fabric runs both underlays active-active and measures each continuously — BFD (Bidirectional Forwarding Detection) or equivalent liveness detection, plus per-path probes for packet loss, latency, and jitter. When the primary path degrades below configured thresholds, the overlay steers traffic to the backup path without manual intervention; for brownout conditions caught by the probes, per-class steering completes in under a second, with the overlay resequencing packets and moving voice and transaction classes first. The failover detection and cutover time is configurable and must be documented from observation, not from the datasheet. This paragraph is where the CP-8 capability actually lives: failover, resequencing, and per-class path policy are overlay functions. The circuits beneath them are interchangeable capacity.
Closure Necessity — CP-8 on the dual underlay. Most of the CP family closes with authored artifacts, not technology: CP-2 is a signed plan, CP-3 is a training record, CP-4 is a documented test. No network purchase produces any of those, and this document exists precisely because infrastructure alone cannot. CP-8 is the one place in the family where the mechanism matters. The control requires alternate telecommunications services that support resumption of operations within the RTO. Two circuits from two carriers satisfy the “alternate services” clause on paper; by themselves they resume nothing. Traditional dual-homing fails over on routing-protocol reconvergence: it is all-or-nothing, blind to brownouts (loss, latency, and jitter that never drop the link), carries no per-class policy, and produces no recorded evidence of path health. Those are the gaps that leave “alternate services on paper” short of resuming operations to a documented standard, against a 15-minute RTO and a 30-minute MTD for the network layer. The mechanism that closes them is SD-WAN active-active multipath: probe-driven path selection, per-class steering that reacts to brownout in under a second, and continuous recorded path telemetry that becomes the CP-8 test evidence. A second DIA circuit without the overlay adds bandwidth, not resilience.
# Query SD-WAN path quality metrics for CP-8 documentation
# Retrieves real-time and historical path quality from orchestrator

$OrchestratorUrl = "https://<sdwan-orchestrator>/api/v1"
$Headers = @{ "Authorization" = "Bearer $env:SDWAN_API_TOKEN" }

# Get current path status for each edge site
$Sites = Invoke-RestMethod -Uri "$OrchestratorUrl/edges" `
    -Headers $Headers -Method GET

foreach ($Site in $Sites) {
    $PathStatus = Invoke-RestMethod `
        -Uri "$OrchestratorUrl/edges/$($Site.id)/path-quality" `
        -Headers $Headers -Method GET

    foreach ($Path in $PathStatus.paths) {
        [PSCustomObject]@{
            Site            = $Site.name
            PathName        = $Path.name
            Underlay        = $Path.underlay_type    # MPLS or BROADBAND
            State           = $Path.state            # UP or DOWN
            LossPercent     = $Path.metrics.loss_pct
            LatencyMs       = $Path.metrics.latency_ms
            JitterMs        = $Path.metrics.jitter_ms
            ActiveForTraffic = $Path.is_active
        }
    }
} | Format-Table -AutoSize
CP-8 Documentation Block for CP-2
Include the following table in Section 2 or as a dedicated subsection of Section 5 in the CP-2:
CP-8 Telecommunications Circuit Inventory
	Circuit
	Provider
	Type
	Bandwidth
	SLA Uptime
	CP-8 Role

	MPLS-PRIMARY-01
	[Carrier A]
	MPLS
	[N] Mbps symmetrical
	99.9%
	Primary

	DIA-BACKUP-01
	[Carrier B]
	Broadband Internet
	[N] Mbps / [N] Mbps
	99.5%
	Backup (overlay-steered automatic failover)

	OOB-MGMT
	[Carrier C]
	LTE/cellular
	[N] Mbps / [N] Mbps
	Best effort
	Out-of-band management only


Failover detection threshold: [N] ms latency or [N]% packet loss sustained for [N] seconds.
Failover cutover time (observed in last test): [N] seconds.
Priority-of-service provision: The agency has a [Tier N] support agreement with [Carrier A] that includes disaster declaration priority restoration. Reference: [Contract number or support agreement ID]. For the backup DIA circuit, [Carrier B] provides [commercial SLA]. If neither circuit is available, the out-of-band cellular management circuit provides minimal connectivity for command-and-control operations.
Contingency Plan Testing (CP-4)
What FedRAMP Assessors Expect
CP-4 requires annual testing of the contingency plan. Confirm the FedRAMP-defined CP-4 test type for your baseline before relying on a tabletop-only year — at Moderate, tabletop exercises are generally accepted as the minimum, with functional testing expected for critical systems. What assessors specifically look for:
1. Test plan: a document prepared before the test that defines the scenario, objectives, participants, schedule, and metrics
1. Test execution record: evidence that the test actually happened — sign-in sheet or meeting record, completed test script with pass/fail for each step, metrics collected during the exercise
1. Lessons learned: a list of findings from the test, categorized by severity
1. Plan update: evidence that the CP-2 was updated to reflect lessons learned from the test
Assessors are suspicious of clean test results. A tabletop that produces zero findings is more likely to indicate an inadequate scenario than a perfectly prepared team. Include at least one deliberate complication in each test (a key team member is “unavailable,” a contact number in the notification tree is “wrong,” the backup storage site credential has “expired”) to surface realistic gaps.
Annual Test Cycle
Year 1 (Initial): Tabletop Exercise. Suitable for a newly created contingency plan. Use the scenario and agenda below.
Year 2: Functional Test. Requires actually failing over at least one critical system to the alternate site and measuring recovery time against the documented RTO.
Year 3: Full Recovery Test. Recommend for agencies with high-criticality systems. Simulate complete loss of the primary site and execute all Section 5 recovery procedures in sequence.
Return to Year 1 after a Year 3 full recovery test, or after a major architecture change that resets the test baseline.
Tabletop Exercise: Ransomware Scenario
Scenario. At 9:15 AM on a Tuesday morning, the Security Operations Center receives alerts from the endpoint detection system indicating lateral movement across the network and encrypted files on three Windows servers. By 9:30 AM, the SQL primary database server is unresponsive and the IT team suspects ransomware has encrypted the database files. The primary cloud region hosting application workloads shows degraded performance. At 9:45 AM, the CPC is notified.
Objectives. 1. Practice the activation and notification procedures from Section 4 2. Identify which recovery procedures from Section 5 would be invoked, in what order 3. Surface gaps in the notification tree and contact roster 4. Exercise the decision to fail over to async DR replica (accepting data loss up to RPO) 5. Practice the management update briefing format
Agenda (2 hours).
Tabletop Exercise Agenda
	Time
	Activity
	Facilitator Notes

	0:00–0:10
	Scenario introduction and ground rules
	Read scenario aloud; confirm all participants have their assigned roles

	0:10–0:25
	Activation decision
	Inject: CPC is in a meeting with external stakeholders; alternate CPC must make the call. Does alternate CPC know they have this authority?

	0:25–0:45
	Notification exercise
	Walk notification tree step by step; have participants call out the action they would take. Inject: one IT Recovery Team Lead’s phone number in the roster is wrong.

	0:45–1:05
	Recovery sequencing
	Which systems are recovered first? In what order? What is the expected time for each? Inject: the synchronous AG replica is in the same region and also affected; only the async DR replica is clean.

	1:05–1:20
	Management briefing simulation
	CPC role-plays briefing the Management Team at the one-hour mark. What information is available? What decisions are needed?

	1:20–1:45
	Gap identification
	Open discussion: what information did participants need that they could not find? What procedures were unclear? What contacts were missing?

	1:45–2:00
	Close and next steps
	Facilitator summarizes gaps; assigns owners and due dates for plan updates


Test metrics to record.
Tabletop Exercise Test Metrics
	Metric
	Target
	Actual (Record During Exercise)

	Time from scenario inject to activation declaration
	< 30 minutes
	[Record actual]

	Time from activation to notification of all Recovery Team Leads
	< 15 minutes
	[Record actual]

	Percentage of contacts in notification tree reachable on first attempt
	> 90%
	[Record actual]

	Percentage of recovery procedures located within 2 minutes
	100%
	[Record actual]

	Completeness of management briefing (did it include all required elements?)
	100%
	[Record actual]


After-Action Report Template
The AAR is the artifact that ties the test evidence together and demonstrates to assessors that findings are being tracked and resolved.
Section 1 — Exercise Summary. Date, location, participants, scenario, duration.
Section 2 — What Worked Well. List specific procedures or team behaviors that performed as expected. Be specific: “The Network Recovery Lead identified the SD-WAN failover status within three minutes of the scenario inject using the monitoring dashboard procedure in Appendix A-1.”
Section 3 — Findings. Structured finding format:
AAR Findings Tracker
	Finding ID
	Category
	Description
	Root Cause
	Corrective Action
	Owner
	Due Date

	AAR-2026-01
	Contact Information
	Alternate CPC’s mobile number in the notification tree was for a former employee
	Roster not updated following personnel change
	Update contact roster; add quarterly roster review to IT Manager calendar
	ISSO
	30 days

	AAR-2026-02
	Recovery Procedures
	Team was unsure of the RPO implication when failing over to async DR replica
	Procedure does not state the RPO value explicitly
	Add RPO callout box to Appendix B-2 introduction
	Database Recovery Lead
	30 days


Section 4 — Plan Updates Required. List each section of the CP-2 that must be updated, the required change, and the target date.
Section 5 — Approvals. CPC signature, ISSO signature, date. This signed AAR is the CP-4 evidence artifact.
Multi-Cloud Continuity and Disaster Recovery
The CP-6 / CP-7 / CP-8 architecture above is realized on the Microsoft estate (Azure Site Recovery, Azure Backup). A multi-cloud agency must also satisfy CP-9 (backup) and CP-10 (recovery) for workloads on AWS GovCloud, Oracle OCI, and VMware — each with its own native DR/backup service, and each producing its own RTO/RPO evidence.
	Platform
	Backup / DR service

	Microsoft
	Azure Backup + Azure Site Recovery

	AWS
	AWS Backup + AWS Elastic Disaster Recovery (DRS)

	Oracle OCI
	OCI Full Stack Disaster Recovery

	VMware
	Site Recovery Manager / vSphere Replication (recovery target may be Azure or AWS)


Doctrine: DR actuation is platform-native — the same split the Management-Plane Coordination Doctrine draws for patching. The unifying layer is the evidence contract: RTO/RPO test results, backup-success status, and replication-lag records from every platform normalize into the Multi-Cloud Evidence Fabric, so CP-9 / CP-10 evidence is one correlated picture rather than five disconnected dashboards. Microsoft-preference: ASR / Azure Backup is the default for the Azure estate; cross-cloud DR is native per-platform, and cross-cloud recovery targets (recovering VMware into Azure or AWS) are a deliberate design choice, not an automatic one. CP-4 test records and the CP-9/10 metrics roll up through the fabric to CISA CDM and the continuity KSIs.
Integration with the Volume I, II, and III Books
Each prior part of this series contributes a specific capability to the CP framework. This section maps those contributions to their corresponding CP control satisfaction, enabling the Contingency Plan to reference existing technical documentation rather than re-documenting architecture.
Series Integration with CP Control Family
	Series Part
	Capability
	CP Control Contribution

	Vol I Book 01 (DDI — DNS/DHCP/IPAM)
	Grid replication with alternate Grid member in DR region
	CP-6: alternate storage for DNS zone data; CP-7: alternate processing for name resolution; recovery-sequencing dependency: DNS must be restored before CP-7 alternate-processing cutover

	Vol I Book 03 (Certificates and Tokens — cryptographic identity)
	Cloud-hosted globally redundant identity; Conditional Access; certificate issuance and revocation continuity
	CP-7: identity is inherently multi-region, and certificate authority continuity ensures TLS-dependent services can be restored at the alternate site; CP-2: break-glass accounts ensure identity access independent of Conditional Access availability

	Vol I Book 06 (SD-WAN)
	Dual underlay (MPLS + DIA) governed by active-active overlay multipath with automatic path failover
	CP-8: primary and alternate telecommunications services — failover, resequencing, and per-class path policy live in the overlay; CP-7: alternate network path to cloud processing site

	Vol II Book 02 (SQL — on-premises)
	AG synchronous replica for RPO near zero
	CP-6: synchronous replica as alternate storage; CP-7: synchronous failover for minimal RTO SQL recovery

	Vol II Book 03 (SQL — cloud DR)
	AG async replica in secondary region
	CP-6(1): geographically separated alternate storage; CP-7(1): geographically separated alternate processing; CP-9: backup of structured data

	Vol III Book 01 (Privileged Access and MFA)
	Break-glass accounts for emergency access
	CP-2: ensures recovery teams can authenticate during Conditional Access disruption or MFA outage

	Vol I Book 02 and Vol I Book 06 (NAC policy tiers; SD-WAN/SASE policy)
	Network admission and egress policy backup — 802.1X policy tiers, SD-WAN templates, SASE FWaaS rules
	CP-6: configuration baseline for admission and egress policy stored in alternate region; CP-7: network policy can be restored at alternate site

	Vol IV Book 06 (Authorization Package and ConMon)
	OSCAL bundle, ScubaDrift ledger, and compliance baseline exports
	CP-6: configuration and compliance baselines (device management policy exports, compliance rules, ConMon history) stored in alternate Key Vault

	Vol III Book 06 (Sentinel/SIEM)
	Geo-redundant Log Analytics workspace
	CP-9: audit logs replicated to alternate region; AU-9: integrity of audit records maintained during primary site outage


Referencing Series Parts in the CP-2
When populating the CP-2 appendices, reference the series documentation directly rather than duplicating technical content. Example reference text for Appendix A: “SD-WAN circuit failover is executed automatically by the SD-WAN fabric when primary path quality degrades below configured thresholds. Manual procedure for validating automatic failover and restoring traffic balance after the primary circuit recovers is documented in the SD-WAN operational guide [reference to Vol I Book 06 implementation document, maintained in the document management system at (URL)].” The CP-2 owns the activation, notification, sequencing, and acceptance criteria; the technical guides own the step-by-step execution details.
NIST SP 800-53 Rev 5 Control Closure
NIST SP 800-53 Rev 5 Control Closure — Vol IV Book 01 Business Continuity
	Control
	Title
	Without This Framework
	With This Framework
	Authority

	CP-2
	Contingency Plan
	No formal CP-2 document; DR runbooks exist but do not constitute a plan; assessor finding is High
	CP-2 document authored per NIST SP 800-34 Rev 1 seven-section structure; BIA values documented; mission owner sign-off; annual review scheduled
	NIST SP 800-53 Rev 5 CP-2; NIST SP 800-34 Rev 1

	CP-2(1)
	Coordinate with Related Plans
	Contingency plan developed in isolation from agency COOP and IR plan
	CP-2 Section 1.4 cross-references COOP; Section 4.4 escalation connects to IR plan; annual review includes coordination with COOP coordinator
	NIST SP 800-53 Rev 5 CP-2(1)

	CP-2(8)
	Identify Critical Assets
	No formal identification of which assets are most critical to mission
	BIA table with MTD values identifies and rank-orders critical assets; Section 2.2 recovery priority table is the CP-2(8) evidence
	NIST SP 800-53 Rev 5 CP-2(8)

	CP-3
	Contingency Training
	No annual training requirement enforced; personnel may be unaware of their roles
	Tabletop participation provides the annual training component of CP-3; attendance record evidences it; onboarding training within the org-defined period of assuming a contingency role must be added to fully satisfy the control; plan includes training requirement in Section 7
	NIST SP 800-53 Rev 5 CP-3

	CP-4
	Contingency Plan Testing
	No test of contingency plan; architecture tested informally but no documented test plan or AAR
	Annual tabletop (minimum) with documented test plan, execution record, metrics, and signed AAR; lessons learned drive plan updates
	NIST SP 800-53 Rev 5 CP-4

	CP-4(1)
	Coordinate with Related Plans
	Testing done in isolation; does not account for simultaneous COOP or IR activation
	Test scenario includes activation of escalation to COOP; IR notification inject included in tabletop; AAR distributed to COOP and IR plan owners
	NIST SP 800-53 Rev 5 CP-4(1)

	CP-6
	Alternate Storage Site
	Database replicated but not formally documented as alternate storage; unstructured data and config baselines not addressed
	SQL async DR replica in secondary region documented as alternate storage; multi-geo replication for unstructured data; policy exports in secondary Key Vault; annual restore test
	NIST SP 800-53 Rev 5 CP-6; NIST SP 800-34 Rev 1 Section 3.5

	CP-6(1)
	Separation from Primary Site
	Replica in same region (availability zone only) does not satisfy geographic separation
	Async DR replica confirmed in separate geographic region; physical separation documented in CP-2; region pair selected per CSP disaster recovery guidance
	NIST SP 800-53 Rev 5 CP-6(1)

	CP-7
	Alternate Processing Site
	No formal alternate processing site; failover capability exists but not documented in CP
	Secondary cloud region documented as alternate processing site; application failover procedures in Appendix D; SQL AG failover in Appendix B; tested RTO values from last DR test recorded in CP-2
	NIST SP 800-53 Rev 5 CP-7

	CP-7(1)
	Separation from Primary Site
	Secondary region in same metro area; single disaster could affect both
	Secondary region confirmed geographically separated; CSP region pair documentation referenced; separation requirement stated in CP-2 alternate site section
	NIST SP 800-53 Rev 5 CP-7(1)

	CP-7(3)
	Priority of Service
	No priority-of-service agreements with CSP or telecom carriers
	Tier N CSP support agreement documented; carrier priority restoration agreements referenced in CP-8 documentation block; out-of-band cellular circuit for command-and-control
	NIST SP 800-53 Rev 5 CP-7(3)

	CP-8
	Telecommunications Services
	Single-carrier WAN; no documented alternate; SD-WAN dual underlay not formally tied to CP
	SD-WAN dual underlay (MPLS + DIA, separate carriers) documented as primary and alternate telecommunications in CP-2; overlay probe-driven automatic failover configuration documented; annual path failover test
	NIST SP 800-53 Rev 5 CP-8

	CP-8(1)
	Priority of Service Provisions
	No priority restoration agreement with telecom carriers
	Primary carrier priority restoration SLA documented; backup carrier commercial SLA documented; cellular OOB management for command-and-control when both fail
	NIST SP 800-53 Rev 5 CP-8(1)

	CP-9
	System Backup
	Addressed in Vol II Book 02 and Vol II Book 03; extended here to audit logs and config baselines
	Audit log backup via geo-redundant Log Analytics (Vol III Book 06) explicitly referenced in CP-2 as CP-9 evidence; config baseline exports in secondary Key Vault documented
	NIST SP 800-53 Rev 5 CP-9

	CP-10
	System Recovery and Reconstitution
	Recovery procedures exist but reconstitution back to primary site not documented
	Section 6 of CP-2 documents reconstitution: data sync before failback, per-component failback procedures in appendices (-R sections), validation checklist, and formal deactivation declaration
	NIST SP 800-53 Rev 5 CP-10



FedRAMP 20x Key Security Indicator Alignment
FedRAMP 20x shifts the authorization model toward continuous, evidence-based assessment against Key Security Indicators (KSIs). The contingency planning framework in this document directly addresses two KSI areas that assessors can validate programmatically rather than through point-in-time document review.
KSI-RPL (Recovery Planning) — CP-6, CP-7, CP-9. A FedRAMP 20x-ready implementation provides machine-readable evidence of backup recency and integrity, not just a policy document claiming backups occur. The SQL AG replication lag metric, the Log Analytics geo-redundancy configuration, and the secondary Key Vault contents are all query-able via API. Agencies preparing for 20x assessment should expose these metrics through a compliance dashboard that answers: “What is the current RPO for each critical system, and when was the last successful recovery test?”
KSI-RPL (Recovery Planning) and KSI-INR (Incident Response) — CP-2, CP-4 → KSI-RPL; IR-4 → KSI-INR. FedRAMP 20x assessors will look for evidence that contingency plans are living documents connected to operational telemetry, not static PDFs filed at authorization time. The connection points in this framework are the Sentinel alerts (Vol III Book 06) that trigger the activation threshold evaluation, the SD-WAN monitoring dashboards that evidence CP-8 path health, and the AAR tracking table that shows findings from prior tests are being resolved. Automate the evidence collection: a scheduled export of circuit uptime, replication lag, and backup age to the ISCM continuous monitoring system satisfies KSI evidence requirements without manual artifact assembly at assessment time.
The Contingency Plan document is the assessor-facing artifact. The monitoring, replication, and failover capabilities from the Volume I, II, and III books are the automated evidence substrate. Vol IV Book 01 closes the gap between having the capability and being able to demonstrate it.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
What This Document Addresses
Supply chain risk is the fastest-growing attack vector in the federal technology landscape. Executive Order 14028 (May 2021) §4, NIST SP 800-161r1, OMB M-22-18 and M-23-16, and the NIST SP 800-53 SR control family together establish a mandatory framework: agencies must be able to enumerate every software component in their production systems, disclose vulnerability status for those components, and demonstrate that exploitable vulnerabilities are tracked, triaged, and remediated. CISA Binding Operational Directive 26-04 governs the last of these — the risk-tiered remediation timelines — but does not itself mandate the SBOM or disclosure artifacts; those trace to EO 14028 §4 and NIST SP 800-161.
Two independent things converge on December 7, 2026, and this document keeps them distinct:
1. The supply-chain evidence artifacts (below), mandated by EO 14028 §4 / NIST SP 800-161 / the SR family and expressed in the OWASP CycloneDX formats.
1. FedRAMP’s Vulnerability Detection & Response (VDR) and Vulnerability Evaluation & Reporting (VER) rule sets (Public Notice NTC-0014), which become mandatory for FedRAMP offerings on the same date BOD 26-04’s remediation timelines take effect. Note the acronym collision: FedRAMP’s “VDR/VER” are rule sets, distinct from the OWASP CycloneDX Vulnerability Disclosure Report this pipeline generates.
The supply-chain evidence framework requires:
1. A Software Bill of Materials (SBOM) for every system — a machine-readable inventory of every software component, version, and supplier in production (EO 14028 §4; CISA/NTIA minimum elements)
1. A Vulnerability Disclosure Report (VDR) — the OWASP CycloneDX artifact enumerating known vulnerabilities in SBOM components (NIST SP 800-161)
1. A Vulnerability Exploitability eXchange (VEX) document — a machine-readable assertion for each CVE: is this vulnerability exploitable in this product, in this deployment context?
This document establishes the technical architecture, pipeline, and governance process for all three. It closes eight NIST SP 800-53 Rev 5 SR family controls and provides the evidence contract that upgrades KSI-011 through KSI-014 from scaffold to evaluable status.

The Supply-Chain Evidence Framework and the December 7, 2026 Deadline
The supply-chain evidence artifacts are mandated by EO 14028 §4, NIST SP 800-161, and the SR control family — not by BOD 26-04 — and are produced in three CycloneDX evidence tiers:
Supply-chain evidence tiers
	Tier
	Artifact
	Authority

	Tier 1
	SBOM present for all production systems
	EO 14028 §4; CISA/NTIA minimum elements

	Tier 2
	VDR present — CycloneDX Vulnerability Disclosure Report for all SBOM components
	NIST SP 800-161; OWASP CycloneDX

	Tier 3
	VEX present — exploitability assertions for all CVEs in the VDR
	NIST SP 800-161; OWASP CycloneDX


Two instruments then carry a December 7, 2026 deadline that this program aligns to. CISA BOD 26-04 sets risk-tiered remediation timelines — a four-variable KEV/exposure/automatability/impact model with 3/14/60-day bands, the SLAs the pipeline’s blocking gate enforces — and does not mandate the artifacts above. FedRAMP NTC-0014 makes the FedRAMP VDR/VER rule sets mandatory for FedRAMP offerings on the same date. The evidence pipeline serves both: it produces the SBOM/VDR/VEX artifacts (EO 14028 §4) and enforces the BOD 26-04 remediation SLAs against what they surface.
Under FedRAMP 20x Consolidated Rules, the same data serves as the machine-readable evidence package for KSI-SCR (Supply Chain Risk), KSI-CMT-VTD (Validation Throughout Deployment), and the SR control family assessment.

Architecture: The SBOM/VDR/VEX Pipeline
Pipeline Overview
┌─────────────────────────────────────────────────────────────────────┐
│  Source Code + Dependencies                                          │
│  (GitHub repos, container images, IaC artifacts)                    │
└───────────────────┬─────────────────────────────────────────────────┘
                    │
                    ▼
┌─────────────────────────────────────────────────────────────────────┐
│  SBOM Generation (GitHub Actions CI)                                 │
│  Tool: Syft (Anchore) — outputs CycloneDX 1.6 XML                  │
│  Triggered: every push to main, every release tag                   │
└───────────────────┬─────────────────────────────────────────────────┘
                    │
                    ▼
┌─────────────────────────────────────────────────────────────────────┐
│  Vulnerability Scan (VDR Generation)                                 │
│  Tool: Grype (Anchore) or Trivy — matches SBOM components to NVD   │
│  Input: CycloneDX SBOM  Output: CycloneDX VDR (CVE list + scores)  │
└───────────────────┬─────────────────────────────────────────────────┘
                    │
                    ▼
┌─────────────────────────────────────────────────────────────────────┐
│  VEX Authoring (Exploitability Assertion)                            │
│  Tool: OpenVEX CLI or CycloneDX VEX tooling                        │
│  Output: VEX document asserting not_affected / affected / fixed     │
│  per CVE per product component                                       │
└───────────────────┬─────────────────────────────────────────────────┘
                    │
                    ▼
┌─────────────────────────────────────────────────────────────────────┐
│  Artifact Storage (GitHub Releases + Azure Blob immutable tier)     │
│  Retention: 7 years (NARA standard)                                  │
│  Access: Signed URLs for agency evidence repo + downstream sharing   │
└───────────────────┬─────────────────────────────────────────────────┘
                    │
                    ▼
┌─────────────────────────────────────────────────────────────────────┐
│  Agency Evidence Repository + Sentinel KSI Dashboard Ingestion      │
│  Feedback loop: new CVEs trigger Defender VM alert (Part 11 chain)   │
└─────────────────────────────────────────────────────────────────────┘
SBOM Generation with Syft
Syft (Anchore) is a widely used SBOM generator for federal systems. It produces CycloneDX 1.6 XML natively, a format consistent with CISA’s VEX minimum requirements and the 2025 CISA SBOM minimum elements.
GitHub Actions Integration
# .github/workflows/sbom.yml
name: SBOM + VDR Generation

on:
  push:
    branches: [main]
  release:
    types: [published]

jobs:
  sbom:
    runs-on: ubuntu-latest
    permissions:
      contents: write
      security-events: write

    steps:
      - uses: actions/checkout@v4

      - name: Generate SBOM (CycloneDX 1.6)
        uses: anchore/sbom-action@v0
        with:
          format: cyclonedx-xml
          output-file: sbom-${{ github.sha }}.xml

      - name: Scan SBOM for Vulnerabilities (VDR)
        uses: anchore/scan-action@v3
        with:
          sbom: sbom-${{ github.sha }}.xml
          output-format: cyclonedx-xml
          output-file: vdr-${{ github.sha }}.xml
          fail-build: false
        id: scan

      - name: Upload SBOM + VDR as release assets
        if: github.event_name == 'release'
        uses: softprops/action-gh-release@v2
        with:
          files: |
            sbom-${{ github.sha }}.xml
            vdr-${{ github.sha }}.xml

      - name: Store to Azure Blob immutable tier
        env:
          AZURE_STORAGE_ACCOUNT: ${{ secrets.SBOM_STORAGE_ACCOUNT }}
          AZURE_STORAGE_SAS: ${{ secrets.SBOM_STORAGE_SAS }}
        run: |
          az storage blob upload \
            --account-name "$AZURE_STORAGE_ACCOUNT" \
            --sas-token "$AZURE_STORAGE_SAS" \
            --container-name sbom-archive \
            --name "$(date +%Y/%m/%d)/sbom-${{ github.sha }}.xml" \
            --file sbom-${{ github.sha }}.xml \
            --tier Archive
SBOM Content Requirements (NTIA Minimum Elements)
The National Telecommunications and Information Administration (NTIA) defines minimum SBOM elements. Syft satisfies all of them automatically:
NTIA Minimum SBOM Elements — Syft CycloneDX Coverage
	NTIA Element
	CycloneDX Field
	Syft Output

	Supplier name
	supplier.name
	Extracted from package metadata

	Component name
	component.name
	Package name

	Version
	component.version
	Exact version string

	Other unique identifiers
	component.purl
	Package URL (PURL) — unique per version

	Dependency relationships
	dependencies
	Full dependency graph

	SBOM author
	metadata.author
	Set from CI environment

	Timestamp
	metadata.timestamp
	UTC build timestamp



Vulnerability Disclosure Report (VDR)
The VDR is a machine-readable enumeration of all CVEs affecting components in the SBOM. Grype (Anchore) takes the CycloneDX SBOM as input and produces a CycloneDX VDR with NVD-sourced CVE data.
VDR Fields
<!-- Example CycloneDX 1.6 VDR entry -->
<vulnerability>
  <id>CVE-2024-12345</id>
  <source>
    <name>NVD</name>
    <url>https://nvd.nist.gov/vuln/detail/CVE-2024-12345</url>
  </source>
  <ratings>
    <rating>
      <score>
        <base>9.8</base>
        <vector>CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H</vector>
      </score>
      <severity>critical</severity>
      <method>CVSSv31</method>
    </rating>
  </ratings>
  <affects>
    <target>
      <ref>urn:cdx:package-purl/pkg:pypi/requests@2.28.0</ref>
    </target>
  </affects>
  <analysis>
    <state>exploitable</state>
    <detail>Network-accessible API endpoint uses this version</detail>
    <response>patch_available</response>
  </analysis>
</vulnerability>
CISA KEV Integration
The VDR pipeline integrates with the CISA Known Exploited Vulnerabilities (KEV) catalog. Any CVE in the SBOM that appears in the KEV catalog is automatically escalated to P0. CISA’s KEV catalog assigns each entry its own remediation due date (the roughly two-week window applies to recently added CVEs; older entries carry longer deadlines), and the clock runs from the date CISA adds the CVE to the catalog, not from disclosure. The pipeline drives the SLA off each entry’s dueDate.
# scripts/kev_triage.py — CI step after VDR generation
import json, requests

KEV_URL = "https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json"

def triage_against_kev(vdr_path: str) -> list[dict]:
    # Each KEV entry carries its own dueDate; the KEV catalog sets a per-entry
    # remediation deadline measured from KEV catalog addition, not a flat window.
    kev = {e["cveID"]: e for e in requests.get(KEV_URL).json["vulnerabilities"]}
    vdr = json.loads(open(vdr_path).read)
    escalations = []
    for vuln in vdr.get("vulnerabilities", []):
        cve_id = vuln.get("id", "")
        entry = kev.get(cve_id)
        if entry:
            escalations.append({
                "cve": cve_id,
                "severity": vuln.get("ratings", [{}])[0].get("severity", "unknown"),
                "kev_escalated": True,
                "kev_date_added": entry.get("dateAdded"),
                "kev_due_date": entry.get("dueDate"),
            })
    return escalations

Vulnerability Exploitability eXchange (VEX)
VEX is the assertion layer — for every CVE in the VDR, the agency asserts whether it is exploitable in the specific deployment context.
VEX Status Values
VEX Status Values
	Status
	Meaning
	Example

	not_affected
	Vulnerability exists in component but cannot be exploited
	Library function not called; OS feature not enabled

	affected
	Vulnerability is exploitable — remediation underway
	Production system uses the affected code path

	fixed
	Component has been patched to a non-vulnerable version
	CVE remediated in current deployment

	under_investigation
	Exploitability being analyzed
	New CVE, analysis in progress (30-day internal triage SLA)


VEX Document Structure (OpenVEX)
{
  "@context": "https://openvex.dev/ns/v0.2.0",
  "@id": "https://sbom.agency.gov/vex/2026-Q3/vex-20260703.json",
  "author": "Agency Cloud Services Team",
  "timestamp": "2026-07-03T00:00:00Z",
  "version": 1,
  "statements": [
    {
      "vulnerability": {
        "@id": "https://nvd.nist.gov/vuln/detail/CVE-2024-12345",
        "name": "CVE-2024-12345"
      },
      "products": [
        {
          "@id": "pkg:pypi/requests@2.28.0",
          "subcomponents": []
        }
      ],
      "status": "not_affected",
      "justification": "protected_by_mitigating_control",
      "impact_statement": "Agency API gateway enforces input validation upstream of the affected code path. The vulnerable deserialization function is never called in production configuration.",
      "action_statement": "No action required. Controlled via API gateway policy.",
      "action_statement_timestamp": "2026-07-03T00:00:00Z"
    }
  ]
}
VEX Authoring Process
VEX assertions require human judgment — automated tools can identify whether a code path is reachable but cannot assert deployment-context exploitability. The authoring process:
1. Automated: Grype + SBOM produce the VDR (all CVEs)
1. Triage: KEV check escalates P0 CVEs for immediate human review
1. Analysis: Security team reviews each CVE for deployment-context exploitability
1. Assertion: Security team authors VEX assertion with justification
1. Sign + Publish: VEX signed with GPG key; filed to the agency evidence repository and shared with downstream consumers per CISA VEX guidance
1. Ingest: Signed VEX stored in Azure Blob immutable tier; hash published to SBOM manifest

Vendor Disclosure Matrix
SR-6 requires documented supplier assessments. The vendor disclosure matrix maps each third-party component supplier to their security disclosure program and FedRAMP authorization status.
Vendor Disclosure Matrix — SR-6 Evidence
	Supplier
	Products in SBOM
	FedRAMP Authorization
	SBOM Program
	VEX Accepted

	Anchore
	Syft, Grype
	N/A (tooling)
	Native CycloneDX
	Yes

	Microsoft
	Defender VM, Sentinel, Purview, Key Vault
	Yes — GCC Moderate (fedramp.gov/marketplace/products/MSO365MT)
	MSRC Security Update Guide
	Yes (MSRC VEX)

	Cisco
	SD-WAN (IOS XE, vManage)
	Yes — FedRAMP Moderate (FR2012534927)
	Cisco PSIRT
	Yes (OpenVEX)

	Infoblox
	NIOS Grid, BloxOne DDI
	Yes — FR2017257053
	Infoblox Security Portal
	Yes

	NIST
	NVD data feed
	N/A (data source)
	NVD JSON feed
	N/A

	CISA
	KEV catalog feed
	N/A (data source)
	KEV JSON feed
	N/A



NIST SP 800-53 Rev 5 Control Closure
SR Family Controls
Vol IV Book 02 — NIST SP 800-53 Rev 5 Control Closure: SR Family
	NIST Control
	Control Title
	Gap Under Current State
	Closed By
	Evidence

	SR-1
	Policy and Procedures
	No documented SCRM policy; procurement decisions lack security evaluation criteria
	SCRM Policy document + SBOM pipeline governance charter
	Pipeline run log; policy document in SSP

	SR-2
	Supply Chain Risk Management Plan
	No SCRM plan; supplier risk not assessed systematically
	SBOM pipeline + vendor disclosure matrix + KEV integration
	SBOM manifest; vendor matrix; KEV triage log

	SR-3
	Supply Chain Controls and Processes
	Software acquisition lacks SBOM requirements; no contractual SBOM delivery clause
	Acquisition policy update requiring CycloneDX SBOM delivery from suppliers; SBOM ingest pipeline
	Acquisition policy; SBOM pipeline job log

	SR-5
	Acquisition Strategies, Tools, and Methods
	No software composition analysis in procurement evaluation
	SCA tooling (Syft + Grype) integrated into CI/CD before production promotion
	Pipeline artifact; pre-approval gate log

	SR-6
	Supplier Assessments and Reviews
	No structured supplier security review; FedRAMP authorization status not tracked per supplier
	Vendor disclosure matrix; annual supplier assessment schedule; MSRC/PSIRT feed subscriptions
	Vendor matrix; assessment calendar; feed subscription records

	SR-8
	Notification Agreements
	No documented process for receiving and responding to supplier vulnerability notifications
	MSRC Security Update Guide subscription; Cisco PSIRT subscription; Infoblox security portal registration
	Notification feed subscriptions; incident response playbook for supplier CVEs

	SR-10
	Inspection of Systems or Components
	No component integrity verification at build or deployment
	Syft SBOM hash verification at container pull; GPG-signed SBOM manifest; supply chain attestation in SLSA Level 2
	SLSA provenance records; container image hash verification log

	SR-11
	Component Authenticity
	No cryptographic verification of component authenticity; no process for detecting counterfeit components
	GPG-signed SBOMs; SLSA provenance attestation; sigstore (Cosign) for container image signing
	Cosign signature verification log; SLSA provenance; SBOM manifest with component hashes


Controls closed: 8 (SR-1, SR-2, SR-3, SR-5, SR-6, SR-8, SR-10, SR-11) — pending registration in the compliance spine.
Closure Necessity — SR family. These eight controls close through governance artifacts — the SBOM manifest, the VDR, signed VEX assertions, and the acquisition language that compels them from suppliers — not through the network substrate. No IPAM record, SD-WAN overlay, or TIC 3.0 enforcement point produces a software bill of materials or a supplier attestation. This series claims a technology as required only where control text, physics, or protocol behavior makes it the sole closure path; stating plainly that supply chain risk management is not such a case is what keeps those necessity claims credible elsewhere.
KSI-CMT Evidence Contract (KSI-011–014)
The SBOM/VDR/VEX pipeline provides the VER (Vulnerability Evaluation & Reporting) evidence contract required to upgrade KSI-CMT rules from scaffold to evaluable. The pipeline produces machine-readable artifacts that satisfy the KSI-CMT sub-control requirements:
KSI-CMT Evidence Contract — Vol IV Book 02 Provides VER Evidence for KSI-011–014
	KSI Rule
	KSI Title
	NIST Controls
	Evidence from Vol IV Book 02 Pipeline

	KSI-011
	Change Logging and Monitoring
	CM-3, AU-6
	SBOM diff between releases: every dependency change is logged as a structured artifact with author, timestamp, and before/after hash. Ingested by Sentinel (Vol III Book 06) as a structured change event.

	KSI-012
	Immutable Redeployment over Direct Modification
	CM-2, SA-10
	SLSA provenance attestation: every production artifact is built from a versioned source, not modified in-place. The SBOM manifest + SLSA Level 2 record proves the deployed artifact matches the build artifact.

	KSI-013
	Change-Procedure Effectiveness Review
	CM-3, CA-7
	VEX quarterly review cycle: VEX assertions must be reviewed every 90 days or upon new CVE disclosure. Review completion is a dated, signed record — the change-procedure effectiveness evidence.

	KSI-014
	Automated Validation Throughout Deployment
	CM-3(2), SA-11
	Grype scan runs on every PR and blocks merge if a new critical CVE appears in the SBOM. Scan result = machine-readable validation artifact per deployment.



SLSA Supply Chain Levels for Software Artifacts
SLSA (Supply Chain Levels for Software Artifacts) is the NIST-endorsed framework for measuring build integrity. The pipeline targets SLSA Level 2 for initial compliance, progressing to Level 3 before the authorization deadline.
SLSA Levels and Agency Implementation Path
	SLSA Level
	Requirements
	Agency Implementation

	Level 1
	Provenance document exists
	GitHub Actions SBOM workflow produces attestation automatically

	Level 2
	Hosted build, signed provenance
	GitHub Actions runs on GitHub-hosted runners; provenance signed by OIDC token

	Level 3
	Hardened build, two-party review
	Level 3 target — requires branch protection + required reviewers for release workflow


} production posture. Column 3, Level 3: hardened build with two-party review — branch protection plus required reviewers on the release workflow, tagged ‘Deadline goal’ before the authorization deadline. A summary banner notes SLSA is the NIST-endorsed framework for measuring build integrity — the provenance thread that proves the component scanned is the component deployed. White background. Source: Vol IV Book 02 Supply Chain Risk Management briefing deck, Date Code 2026-07-09 17:00 ET.” width=“100%”}

Continuous Monitoring Integration
Sentinel Dashboard (KSI-MLA Integration)
The SBOM/VDR/VEX pipeline integrates with Microsoft Sentinel (Vol III Book 06) via a custom data connector that ingests:
· Daily SBOM diff (new/removed/updated components)
· VDR CVE count by severity (critical/high/medium/low)
· VEX assertion status distribution (not_affected / affected / fixed / under_investigation)
· KEV hit count (number of SBOM components with active KEV entries)
· Days-since-last-VEX-review per product
KQL analytic rule for KEV breach:
SBOMVulnerabilities_CL
| where TimeGenerated > ago(1d)
| where kev_listed_b == true
| where vex_status_s in ("affected", "under_investigation")
| where now > kev_due_date_t
| project CVE = cve_id_s, Component = component_name_s,
          CVSS = cvss_score_d, KEVDate = kev_date_added_t, DueDate = kev_due_date_t,
          DaysOverdue = datetime_diff('day', now, kev_due_date_t)
| order by DaysOverdue desc
Evidence Manifest
Every SBOM generation run produces a signed manifest:
{
  "manifest_version": "1.0",
  "generated_at": "2026-07-03T00:00:00Z",
  "commit_sha": "abc123...",
  "sbom_hash_sha256": "e3b0c44298fc1c149...",
  "vdr_hash_sha256": "a87ff679a2f3e71d9...",
  "vex_hash_sha256": "1679091c5a880faf6...",
  "component_count": 312,
  "cve_count_critical": 0,
  "cve_count_high": 3,
  "kev_hits": 0,
  "slsa_level": 2,
  "slsa_provenance_url": "
  "storage_uri": "https://sbomarchive.blob.core.windows.net/sbom-archive/2026/07/03/sbom-abc123.xml"
}

Implementation Checklist
Vol IV Book 02 — Implementation Checklist
	Phase
	Action
	Owner
	Target

	Immediate
	Install Syft and Grype in GitHub Actions CI
	DevOps
	Jul 2026

	Immediate
	Generate initial SBOM for all production repos
	DevOps
	Jul 2026

	Immediate
	Register with MSRC, Cisco PSIRT, Infoblox security portals
	ISSO
	Jul 2026

	Phase 1
	Author initial VEX for all critical/high CVEs
	Security Team
	Aug 2026

	Phase 1
	Publish SBOM + VDR to the agency evidence repository (test run)
	ISSO
	Aug 2026

	Phase 1
	Update acquisition policy to require SBOM from suppliers
	Contracting
	Sep 2026

	Phase 2
	Achieve SLSA Level 2 for all production release workflows
	DevOps
	Oct 2026

	Phase 3
	Complete VEX quarterly review cycle
	Security Team
	Nov 2026

	Phase 4
	Final FedRAMP VDR/VER submission (NTC-0014); BOD 26-04 remediation SLAs in force
	ISSO
	Dec 7, 2026



Technology Stack Summary
Vol IV Book 02 — Technology Stack
	Component
	Tool
	Format
	Standard

	SBOM Generation
	Syft (Anchore)
	CycloneDX 1.6 XML
	NTIA minimum elements; CISA preferred

	Vulnerability Scan
	Grype (Anchore)
	CycloneDX VDR
	NVD CVE data; CVSS 3.1

	VEX Authoring
	OpenVEX CLI
	OpenVEX JSON
	CISA VEX format; submitted via VEX Portal

	Container Signing
	Cosign (sigstore)
	OCI attestation
	SLSA provenance

	CI Integration
	GitHub Actions
	YAML workflow
	SLSA Level 2 build

	Archive Storage
	Azure Blob immutable tier
	Archive tier
	7-year NARA retention

	Monitoring
	Microsoft Sentinel (Vol III Book 06)
	KQL analytics
	KSI-MLA evidence chain

	KEV Integration
	CISA KEV JSON feed
	JSON
	BOD 26-04 14-day SLA
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Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
What This Document Addresses
FedRAMP 20x Authorization requires organizational governance artifacts that exist outside the technical control stack. Program Management (PM) controls establish the organizational infrastructure — leadership accountabilities, program plans, metrics, and risk management frameworks — within which all technical controls operate. Without these artifacts, technical evidence cannot be contextualized against organizational mission and risk posture.
This document provides:
1. Information Security Program Plan (ISPP) — a structured outline satisfying PM-1, PM-7, PM-11 with a fillable template
1. Program Leadership RACI — roles, responsibilities, and accountability matrix satisfying PM-2
1. System Inventory Framework — inventory methodology and automation approach satisfying PM-5
1. Risk Management Strategy — risk register format and governance cadence satisfying PM-9
1. Testing, Training, and Monitoring (T&T&M) Plan — tracker template satisfying PM-14
1. Security Contact Registry — industry liaison contacts satisfying PM-15
1. Supply Chain Risk Management (SCRM) Governance Charter — organizational SCRM framework satisfying PM-30 and providing the organizational backbone for the technical evidence established in Vol IV Book 02 (Supply Chain Risk Management)
Together these artifacts provide the templates and framework to close nine NIST SP 800-53 Rev 5 PM family controls and provide the PM-30 evidence that, combined with Vol IV Book 02’s technical SBOM/VDR/VEX pipeline, seeds KSI-SCR coverage (KSI-015, KSI-016).

Program Management Governance in the FedRAMP 20x Context
Why PM Controls Gate Authorization
FedRAMP 20x Key Security Indicators evaluate outcomes, not checklist compliance. PM controls are the organizational preconditions that determine whether technical controls can achieve sustainable outcomes:
· PM-1 (ISPP) is the document that contextualizes all other controls — without it, there is no authoritative statement of what the security program is trying to achieve
· PM-9 (Risk Management Strategy) determines how the organization decides which risks to accept, mitigate, transfer, or avoid — every POA&M item references this decision framework
· PM-30 (SCRM Strategy) is the organizational commitment that makes the Vol IV Book 02 SBOM/VDR/VEX pipeline a governance artifact rather than a technical experiment — it binds leadership to the supply chain risk posture
PM Controls Closed by This Document
	Control
	Title
	Artifact

	PM-1
	Information Security Program Plan
	§2 ISPP Template

	PM-2
	Info Security Program Leadership Role
	§3 Leadership RACI

	PM-5
	System Inventory
	§4 Inventory Framework

	PM-7
	Enterprise Architecture
	§2.2 EA Integration

	PM-9
	Risk Management Strategy
	§5 Risk Register Framework

	PM-11
	Mission/Business Process Definition
	§2.3 Mission Mapping

	PM-14
	Testing, Training, and Monitoring
	§6 T&T&M Plan

	PM-15
	Security and Privacy Groups and Associations
	§7 Contact Registry

	PM-30
	Supply Chain Risk Management Strategy
	§8 SCRM Charter


Closure Necessity — PM family. Every PM control in this book closes through a governance artifact — the ISPP, the leadership RACI, the system inventory framework, the risk register, the T&T&M plan, the SCRM charter — signed by named officials. None of them closes through the network substrate: no resolver, overlay, or enforcement point can author an organizational risk-tolerance statement or a leadership accountability matrix. The series asserts network necessity elsewhere only where control text, physics, or protocol behavior forecloses every alternative; conceding that PM governance is closed by documents, not technology, is what makes those assertions credible.

Information Security Program Plan (PM-1, PM-7, PM-11)
ISPP Document Template
The Information Security Program Plan (ISPP) is the governing document for Agency’s cloud security program under FedRAMP 20x. It must be maintained by the designated Senior Agency Information Security Officer (SAISO/CISO) and reviewed annually or after major system changes.
ISPP Section Outline
Section 1 — Purpose and Scope
[FILLABLE] This Information Security Program Plan establishes the security management framework for [SYSTEM NAME], a [IMPACT LEVEL: Low/Moderate/High] impact system operated by the Agency Cloud Services Team under an agency RMF authorization (NIST SP 800-37), with ConMon evidence modeled on the FedRAMP 20x KSI schema.
Authorization Boundary: [Reference the boundary diagram from the SSP. The boundary must match the system inventory in §PM-5 and the authorization package presented to the Agency Authorizing Official.]
Effective Date: [DATE] Review Cycle: Annual / After major change
Document Owner: [NAME, TITLE] — SAISO/CISO
Approver: [NAME, TITLE] — Authorizing Official (AO)
Section 2 — Legal and Regulatory Authority
· Federal Information Security Modernization Act (FISMA) 2014, 44 U.S.C. §3551
· OMB Circular A-130, Managing Federal Information as a Strategic Resource
· NIST SP 800-53 Rev 5, Security and Privacy Controls for Information Systems
· FedRAMP 20x Authorization Framework (GSA, 2026)
· CISA Binding Operational Directive 26-04 (SBOM/VDR/VER, effective Dec 7, 2026)
· Executive Order 14028, Improving the Nation’s Cybersecurity (May 2021)
Section 3 — Security Program Objectives
[FILLABLE] The Agency cloud security program is designed to achieve the following risk-based objectives, prioritized in alignment with Agency’s mission of delivering critical citizen services:
1. Protect the confidentiality, integrity, and availability of citizen PII and benefit payment data
1. Maintain continuous FedRAMP Moderate authorization across all cloud service offerings used to deliver [MISSION FUNCTIONS]
1. Achieve and sustain KSI scores meeting the FedRAMP 20x Authorize threshold across all 10 KSI themes by [DATE]
1. Satisfy the BOD 26-04 SBOM/VDR/VER requirement by December 7, 2026
Section 4 — Program Resources and Budget
[FILLABLE] Security program resources are allocated as follows:
	Resource Category
	FY[YEAR] Allocation
	Notes

	FTE (security staff)
	[N FTE]
	ISSO, Security Architect, DevSecOps

	Tools and licensing
	$[AMOUNT]
	SIEM, vulnerability scanning, SBOM tooling

	Training and certification
	$[AMOUNT]
	CISSP, FedRAMP training, vendor certs

	Third-party assessment (3PAO)
	$[AMOUNT]
	Annual assessment + readiness review

	Contingency / incident response
	$[AMOUNT]
	IR retainer + tabletop exercises


Enterprise Architecture Integration (PM-7)
The Agency security architecture is integrated into the enterprise architecture at three levels:
Technical Reference Architecture (TRA): Security controls are embedded in the TRA as mandatory capabilities. The Volume I–II Compliance books establish the technical baseline; security controls are not bolt-ons but architectural primitives (Zero Trust, encrypted transit, identity-first network access).
Application Lifecycle Integration: Every new application must complete a Privacy Threshold Analysis (PTA) and Security Categorization before design begins. Architecture review gates include:
1. Concept — security classification, boundary definition, data flow
1. Design — control selection, threat modeling, SBOM requirement binding
1. Build — security testing requirements, SBOM generation, CI gates
1. Deploy — ATO/P-ATO check, SBOM/VDR submission, KSI baseline
1. Operate — continuous monitoring, annual assessment, POA&M management
EA Artifacts That Reference Security Architecture:
· Target Architecture Document (TAD) — references the Volume I–IV Compliance control mappings
· Data Architecture — references Vol III Book 05 (Purview/CMK) for data-at-rest controls
· Network Architecture — references the Volume I network books and Vol II Book 03 for network security
Mission and Business Process Definition (PM-11)
Critical Mission Functions
Agency operates the following mission-critical processes relevant to this authorization boundary:
	Mission Function
	System Dependency
	Impact if Unavailable
	RTO
	RPO

	Benefit payment disbursement
	[SYSTEM]
	Direct citizen harm
	4h
	1h

	Disability determination
	[SYSTEM]
	Service delay
	24h
	4h

	Online account services (my Social Security)
	[SYSTEM]
	Service degradation
	8h
	2h

	Contact center CRM
	[SYSTEM]
	Citizen service impact
	4h
	1h


[FILLABLE] Complete the above table for all mission functions within the authorization boundary. RTO/RPO values must align with the Contingency Plan (CP controls, Vol IV Book 01) and the Business Impact Analysis (BIA).

Program Leadership and Accountability (PM-2)
Security Leadership RACI
FedRAMP 20x requires named individuals in security leadership roles. The following RACI (Responsible / Accountable / Consulted / Informed) matrix defines accountabilities for security program activities.
Role Definitions
	Role
	Title
	Responsibilities

	AO
	Authorizing Official
	Accepts organizational risk; signs ATO

	SAISO/CISO
	Chief Information Security Officer
	Owns the ISPP; chairs Security Council

	ISSO
	Information System Security Officer
	Day-to-day control operation; POA&M

	AO Rep
	AO Representative
	Delegates AO oversight functions

	3PAO
	Third-Party Assessment Organization
	Annual security assessment

	Privacy Officer
	Privacy Program Manager
	PT controls; Privacy Impact Assessments

	DevSecOps Lead
	DevSecOps Team Lead
	CI/CD security gates; SBOM pipeline

	SOC Lead
	Security Operations Center Lead
	Sentinel monitoring; incident response


RACI Matrix — Key Program Activities
	Activity
	AO
	CISO
	ISSO
	DevSecOps
	SOC
	Privacy

	ATO decision
	A
	R
	C
	I
	I
	C

	Annual security assessment
	A
	R
	R
	C
	C
	C

	POA&M management
	I
	A
	R
	C
	C
	I

	Incident response
	A
	R
	R
	C
	R
	C

	SBOM/VDR submission (BOD 26-04)
	I
	A
	R
	R
	I
	I

	KSI continuous monitoring
	I
	A
	R
	R
	R
	I

	Privacy Impact Assessment
	I
	C
	C
	C
	I
	R

	Security training
	I
	A
	R
	C
	C
	I


[FILLABLE] Replace role titles with named individuals. The AO and CISO must be Agency employees; the ISSO may be a contractor with documented oversight. The 3PAO must be FedRAMP-recognized.
} employees, the ISSO may be a contractor with documented oversight, and the 3PAO must be FedRAMP-recognized. A summary banner states a RACI with role titles is a template, but a RACI with named individuals against each activity is the PM-2 evidence artifact. White background. Source: Vol IV Book 03 Program Management & Governance briefing deck, Date Code 2026-07-09 17:00 ET.” width=“100%”}

System Inventory Framework (PM-5)
Inventory Requirements
NIST SP 800-53 PM-5 requires a current, complete inventory of all system components within the authorization boundary. FedRAMP 20x additionally requires that the inventory be machine-readable and kept in sync with the deployed state.
Automation Approach
The Agency system inventory is maintained through a three-layer approach:
Layer 1 — Infrastructure Inventory (Automated)
Azure Resource Graph queries provide real-time inventory of all Azure resources within the authorization boundary subscription(s). A scheduled Logic App exports the inventory to a structured JSON format every 24 hours.
// Azure Resource Graph — authorization boundary inventory
resources
| where subscriptionId in ("[SUBSCRIPTION_IDS]")
| project
    resourceId = id,
    resourceType = type,
    resourceName = name,
    location,
    resourceGroup,
    tags,
    properties
| order by resourceType, resourceName
Layer 2 — Software Inventory (SBOM)
Vol IV Book 02 establishes the SBOM pipeline using Syft. Every container image deployed in production generates a CycloneDX 1.6 SBOM at build time. The SBOM manifest is the machine-readable software component inventory.
Reconciliation between the infrastructure inventory (Layer 1) and the SBOM inventory (Layer 2) is performed monthly by the DevSecOps team. Discrepancies are logged as POA&M items if not resolved within 30 days.
Layer 3 — Personnel and Account Inventory (Identity)
Entra ID (Vol I Book 05) provides the authoritative account inventory. The ISSO reviews privileged account counts weekly (referenced by KSI-003). The Vol I Book 05 evidence artifacts satisfy CM-8(2) automated inventory maintenance for the identity plane.
Inventory Template
[FILLABLE] Complete the following inventory for all components within the authorization boundary:
	Component ID
	Component Name
	Type
	Location
	Owner
	SBOM ID
	Last Reviewed

	[ID]
	[Name]
	[Server/Container/SaaS/Network]
	[Azure Region]
	[Team]
	[SHA256]
	[Date]



Risk Management Strategy (PM-9)
Risk Management Framework
Agency’s risk management strategy follows NIST SP 800-39 (Managing Information Security Risk) at three tiers:
· Tier 1 (Organization): Risk framing — risk tolerance, risk assumptions, risk constraints, priorities, and trade-offs defined by Agency leadership
· Tier 2 (Mission/Process): Risk assessment — enterprise-level risk register maintained by the CISO
· Tier 3 (System): Risk response — system-level POA&M, continuous monitoring, authorization decisions
Risk Appetite Statement
[FILLABLE — requires CISO and AO sign-off]
Agency accepts residual risk at the Moderate impact level for systems that process citizen benefit data, consistent with FIPS 199 categorization. The organization’s risk tolerance for the following categories is:
	Risk Category
	Tolerance
	Rationale

	Availability
	Low (RTO ≤ 4h for critical)
	Benefit payment continuity

	Confidentiality — PII
	Very Low
	Citizen trust; statutory obligation

	Confidentiality — Internal
	Moderate
	Business operations

	Integrity
	Low
	Payment accuracy; audit trail

	Supply Chain
	Low
	BOD 26-04 and EO 14028 mandate


Risk Register Format
The Agency enterprise risk register is maintained in the POA&M tracker and reviewed monthly by the ISSO, quarterly by the CISO.
	Risk ID
	Control
	Description
	Likelihood
	Impact
	Score
	Owner
	Status
	Due

	[R-NNN]
	[ID]
	[Description]
	[1-5]
	[1-5]
	[L×I]
	[Name]
	Open/Closed
	[Date]


Scoring matrix: Score = Likelihood (1=Rare, 5=Certain) × Impact (1=Negligible, 5=Catastrophic)
· Score 1–4: Accept (document and monitor)
· Score 5–9: Mitigate (POA&M required within 90 days)
· Score 10–15: Mitigate urgently (POA&M required within 30 days)
· Score 16–25: Escalate to AO (POA&M required within 15 days)
Risk Response Options
For each identified risk the ISSO documents the chosen response:
1. Mitigate: Implement or strengthen a control to reduce likelihood/impact
1. Transfer: Contractually shift risk to a cloud service provider or vendor
1. Accept: Document acceptance with AO concurrence (time-bounded for score > 4)
1. Avoid: Remove the system component or functionality that generates the risk

Testing, Training, and Monitoring Plan (PM-14)
T&T&M Framework
PM-14 requires the organization to implement a security testing, training, and monitoring program with defined schedules and accountability.
Testing Schedule
	Test Type
	Frequency
	Responsible
	Evidence Artifact

	Annual security assessment (3PAO)
	Annual
	AO / CISO
	Assessment report

	Penetration test
	Annual
	3PAO
	Pen test report

	Tabletop incident response exercise
	Semi-annual
	ISSO / SOC
	Exercise after-action report

	Control spot-check (automated KSI monitoring)
	Continuous
	DevSecOps / SOC
	Sentinel dashboard

	Vulnerability scan (Defender VM)
	Continuous
	SOC
	Vol III Book 02 Defender VM output

	SBOM/VDR scan (Grype CI gate)
	Every PR merge
	DevSecOps
	Vol IV Book 02 CI logs

	Contingency plan test
	Annual
	ISSO
	CP-4 test results

	Configuration baseline review
	Quarterly
	DevSecOps
	GitHub baseline diff


Training Requirements
All personnel with access to systems within the authorization boundary must complete:
	Training
	Frequency
	Audience
	Tracking System

	Security awareness (role-based)
	Annual
	All users
	[LMS NAME]

	FedRAMP procedures
	Annual
	ISSO, security team
	[LMS NAME]

	Incident response procedures
	Semi-annual
	ISSO, SOC, DevSecOps
	Tabletop exercise roster

	SBOM/supply chain awareness
	Annual
	DevSecOps, procurement
	[LMS NAME]

	Privacy (PII handling)
	Annual
	All users with PII access
	[LMS NAME]


Continuous Monitoring Program
The continuous monitoring program for Agency’s FedRAMP 20x authorization is operationalized through the Vol III Book 06 Sentinel XDR platform with the following monitoring dimensions:
	Dimension
	KSI Theme
	Sentinel Workbook
	Alert Cadence

	Identity anomalies
	KSI-IAM
	Identity & Access
	Real-time

	Network anomalies
	KSI-CNA
	Network Security
	Real-time

	Endpoint threats
	KSI-PIY
	Endpoint Protection
	Real-time

	Vulnerability posture
	KSI-MLA
	Vulnerability Dashboard
	Daily

	SBOM drift / CVE ingestion
	KSI-CMT / KSI-SCR
	SBOM Dashboard
	Per-commit

	Log completeness
	KSI-MLA
	Log Analytics Health
	Hourly



Security Contact Registry (PM-15)
Industry and Government Liaison Contacts
PM-15 requires the organization to maintain current contacts with security groups, associations, and government organizations. The following registry is maintained by the CISO and reviewed quarterly.
Government Contacts
	Organization
	Contact Type
	Notification Trigger
	Contact Method

	CISA (US-CERT)
	Incident reporting
	All incidents meeting FISMA thresholds
	ir@cisa.dhs.gov

	CISA KEV team
	Vulnerability intel
	KEV additions affecting Agency SBOM components
	kev@cisa.dhs.gov

	FedRAMP PMO
	Inherited CSO authorizations (M365 GCC, GovCloud, DDI SaaS)
	Change in an inherited authorization’s status or 20x transition timeline
	info@fedramp.gov

	OMB Cyber
	Policy guidance
	Major policy changes
	[OMB POC]

	Agency IG
	Audit coordination
	Audit notification, investigation referral
	[IG POC]


Industry and ISAC Contacts
	Organization
	Membership
	Contact Purpose
	Cadence

	MS-ISAC
	Active member
	Threat intelligence sharing
	Monthly briefing

	IT-ISAC
	Liaison
	Federal IT threat feeds
	Quarterly

	Microsoft MSRC
	Vendor subscription
	CVE notification for Azure/M365
	Automatic (RSS)

	CISA PSIRT feeds
	Subscription
	VEX/VDR-relevant vendor advisories
	Automatic

	NIST NVD
	Data consumer
	CVE/CVSS feed for SBOM VDR generation
	Daily automated pull


Security Industry Contacts
	Organization
	Purpose

	Cloud Security Alliance (CSA)
	FedRAMP best practices; STAR registry

	ACT-IAC
	Federal IT policy; FedRAMP 20x working groups

	ISACA
	Audit frameworks; COBIT alignment



Supply Chain Risk Management Governance Charter (PM-30)
Charter Purpose and Authority
This Supply Chain Risk Management (SCRM) Governance Charter establishes Agency’s organizational commitment to identifying, assessing, and managing supply chain risks across the lifecycle of cloud services used to deliver Agency’s mission.
Authority: This charter is approved by the [Agency CISO / CIO] and reviewed annually. It implements the requirements of NIST SP 800-161r1, EO 14028 §4(c), and FedRAMP 20x KSI-SCR.
Scope: All cloud services, third-party software components, hardware components, and system integrators within the FedRAMP authorization boundary.
SCRM Organizational Structure
Agency CIO
└── CISO (SCRM Executive Sponsor)
    ├── ISSO (SCRM Program Manager — day-to-day)
    │   ├── DevSecOps Lead (SBOM pipeline owner)
    │   ├── Procurement Security Liaison (SR-2 acquisition clauses)
    │   └── Vendor Risk Analyst (supplier assessments, SR-6)
    └── Legal / Contracts (FOCI reviews, supply chain clauses)
SCRM Risk Categories
Agency’s SCRM program addresses five supply chain risk categories aligned with NIST SP 800-161r1:
	Category
	Examples
	Controls
	Vol IV Books 02–03 Evidence

	Counterfeit components
	Fake open-source packages, typosquatting
	SR-3, SR-10
	SBOM + Cosign verification

	Tampered components
	Compromised build pipeline, malicious update
	SR-3, SA-10, SA-11
	SLSA provenance, Grype CI gate

	Vulnerable components
	Known CVEs in SBOM dependencies
	SR-5, SR-6, SR-11
	VDR (Grype output), KEV integration

	Unauthorized access by supplier
	Vendor with excessive access
	SR-6, AC-21
	Vol I Book 05 vendor access review

	Vendor financial/operational risk
	Vendor bankruptcy, PSIRT closure
	SR-8, PM-9
	Vendor disclosure matrix (Vol IV Book 02)


SCRM Risk Assessment Process
The SCRM risk assessment is performed: - Annually — full assessment of all critical suppliers - On new procurement — for any new third-party software component - On CVE disclosure — triggered by KEV additions or vendor PSIRT advisories - On change — when the SBOM diff shows a new dependency or version bump
Assessment Inputs: 1. SBOM manifest (Syft output, Vol IV Book 02) — identifies all components and suppliers 2. VDR (Grype output, Vol IV Book 02) — identifies exploitable vulnerabilities 3. Vendor disclosure matrix (Vol IV Book 02 §5) — supplier security posture 4. KEV feed (CISA, integrated via Vol III Book 06 Sentinel) — known exploited CVEs 5. PSIRT/MSRC subscriptions (Vol IV Book 02 §5 Vendor Disclosure Matrix; §8 Continuous Monitoring) — vendor security advisories
Assessment Output: - SCRM risk register update (referenced in PM-9 §5.3 above) - VEX assertions for each CVE (OpenVEX format, Vol IV Book 02 §5) - Remediation actions (POA&M items for unmitigated critical CVEs)
Supplier Requirements
All suppliers of software components within the authorization boundary must:
1. Provide an SBOM in CycloneDX 1.6 or SPDX 2.3 format for all software delivered, within 30 days of contract award and within 15 days of any production update
1. Maintain a PSIRT or designate a security contact reachable within 24 hours of a critical CVE disclosure
1. Notify Agency within 72 hours of discovery of any security incident that may affect components in Agency’s production environment
1. Submit VEX assertions for CVEs identified in their components within 30 days of CVE publication (NVD)
1. Accept Agency SCRM audit rights — the right to audit the supplier’s security practices with 30 days’ notice
[FILLABLE] Insert contract clause language for SR-2/SR-3 requirements. Coordinate with Agency Contracts and Procurement to embed SBOM requirement in the standard Acquisition/Vendor Agreement template.
Supply-Chain Evidence Posture (EO 14028 §4)
The SBOM / VDR / VEX evidence artifacts are mandated by EO 14028 §4 and NIST SP 800-161 — not by BOD 26-04, which governs the risk-tiered remediation timelines. The pipeline is built in Vol IV Book 02; FedRAMP’s VDR/VER rule sets (NTC-0014) and BOD 26-04’s remediation timelines both take effect December 7, 2026.
	Evidence Tier
	Artifact
	Agency Status
	Evidence

	Tier 1: SBOM
	Machine-readable SBOM for all systems
	Pipeline built; formal submission due Dec 7 2026
	Vol IV Book 02, Syft pipeline

	Tier 2: VDR
	Vulnerability Disclosure Report (CycloneDX)
	Pipeline built; formal submission due Dec 7 2026
	Vol IV Book 02, Grype output

	Tier 3: VEX
	Vulnerability Exploitability eXchange
	Pipeline built; formal submission due Dec 7 2026
	Vol IV Book 02, OpenVEX JSON


Agency’s SCRM program satisfies all three BOD 26-04 tiers through the technical pipeline established in Vol IV Book 02 (SBOM + VDR + VEX Framework) and the organizational governance framework established in this charter.
SCRM Governance Cadence
	Activity
	Frequency
	Owner
	Output

	SBOM scan (CI gate)
	Every PR merge
	DevSecOps
	VDR (Grype)

	VEX assertion review
	90-day cycle
	ISSO
	Signed VEX JSON

	Vendor disclosure matrix review
	Annual + on change
	Vendor Risk Analyst
	Updated matrix

	SCRM risk register review
	Quarterly
	ISSO
	Risk register update

	Supplier SBOM receipt
	On delivery + quarterly
	Procurement Liaison
	Supplier SBOM log

	PSIRT subscription check
	Monthly
	DevSecOps
	Subscription roster

	SCRM charter review
	Annual
	CISO
	Approved charter revision

	BOD 26-04 submission check
	Pre-deadline (Oct 1)
	CISO / AO
	VDR/VER submission package


Charter Approval
This SCRM Governance Charter has been reviewed and approved by:
	Role
	Name
	Signature
	Date

	CISO / SAISO
	[NAME]
	[SIGNATURE]
	[DATE]

	CIO
	[NAME]
	[SIGNATURE]
	[DATE]

	AO
	[NAME]
	[SIGNATURE]
	[DATE]

	Privacy Officer
	[NAME]
	[SIGNATURE]
	[DATE]


[FILLABLE] Obtain signatures before submission in the FedRAMP authorization package. The signed charter is the PM-30 evidence artifact. It must be dated and version-controlled; include version number and supersession note when updated.

Appendix A — PM Control Traceability Matrix
	Control
	Title
	§Reference
	Artifact
	Status

	PM-1
	Information Security Program Plan
	§2
	ISPP Template
	✅ Template provided

	PM-2
	Info Security Program Leadership Role
	§3
	Leadership RACI
	✅ Template provided

	PM-5
	System Inventory
	§4
	Inventory Framework
	✅ Template + automation

	PM-7
	Enterprise Architecture
	§2.2
	EA Integration
	✅ Architecture gates

	PM-9
	Risk Management Strategy
	§5
	Risk Register
	✅ Template provided

	PM-11
	Mission/Business Process Definition
	§2.3
	Mission Map
	✅ Template provided

	PM-14
	Testing, Training, and Monitoring
	§6
	T&T&M Plan
	✅ Template provided

	PM-15
	Security and Privacy Groups and Associations
	§7
	Contact Registry
	✅ Template provided

	PM-30
	Supply Chain Risk Management Strategy
	§8
	SCRM Charter
	✅ Template provided



Appendix B — Integration with Compliance Technical Series
	Compliance Book
	PM Control Dependencies

	Vol I Book 05 (Entra ID / ZTNA)
	PM-5 (system inventory — identity plane)

	Vol III Book 02 (Defender VM)
	PM-14 (testing — vulnerability scan cadence)

	Vol III Book 05 (Purview / Key Vault)
	PM-11 (mission mapping — PII-bearing processes)

	Vol III Book 06 (Sentinel)
	PM-14 (monitoring program — Sentinel workbooks)

	Vol IV Book 01 (Contingency)
	PM-9 (risk register — RTO/RPO inputs)

	Vol IV Book 02 (SBOM/VDR/VEX)
	PM-30 (SCRM charter — technical backbone)

	Vol IV Book 03 (this document)
	PM-1, PM-2, PM-5, PM-7, PM-9, PM-11, PM-14, PM-15, PM-30


The PM governance artifacts in Vol IV Book 03 provide the organizational layer that contextualizes the technical evidence from the Volume I–IV technical books that precede it. Together they form a complete agency RMF authorization package (ConMon evidence modeled on the FedRAMP 20x KSI schema) for the PM and SR control families.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
What This Document Addresses
Federal systems that process Personally Identifiable Information (PII) carry obligations beyond the security control baseline. The NIST SP 800-53 Rev 5 Personally Identifiable Information Processing and Transparency (PT) control family codifies those obligations as auditable, ATO-ready requirements: an agency must be able to demonstrate why it collects PII, what authority permits collection, how individuals are notified, and where special categories receive heightened protection. Without this documentation, a FedRAMP Moderate system that touches citizen data cannot complete a privacy- sensitive ATO boundary without a significant POA&M gap.
This document provides:
1. Privacy Program Plan Template (PT-1) — organizational privacy governance structure with SAOP accountability, authority citations, and program cadence
1. Authority to Process Template (PT-2) — legal basis matrix linking each PII category to its authorizing statute, SORN reference, and retention period
1. Purpose Specification Template (PT-3) — purpose-limitation framework with Purview Data Map attribute mapping for automated enforcement
1. Consent Requirements Template (PT-4) — consent mechanism matrix covering web forms, automated collection, and inter-agency data sharing
1. Privacy Notice Template (PT-5) — OMB M-03-22 compliant model notice with machine-accessible URL requirement for FedRAMP 20x SSPs
1. Special Categories Framework (PT-7) — heightened protection requirements for SSN, PHI, biometrics, and other sensitive PII categories
1. PII Data Flow Map Template — end-to-end flow documentation for citizen portal, contact center, HR, and cross-agency sharing scenarios
1. FedRAMP 20x KSI Alignment — compliance milestones and control closure traceability across the PT family
Together these artifacts close six NIST SP 800-53 Rev 5 PT family controls (PT-1, PT-2, PT-3, PT-4, PT-5, PT-7), satisfy Privacy Act 1974 and E-Gov Act 2002 documentation requirements, and provide the Privacy Impact Assessment (PIA) scaffolding required at system boundary establishment for all Agency GCC Moderate systems that process PII.

Purpose and Scope
Document Purpose
This document closes the Personally Identifiable Information Processing and Transparency (PT) control family gap for FedRAMP 20x GCC Moderate systems operated by or on behalf of Agency. The PT control family is the documentation layer that converts statutory privacy obligations into auditable program artifacts.
Relationship to Prior Parts in This Series:
· Vol III Book 05 (Purview + Key Vault) — established the technical data classification, sensitivity labeling, and encryption controls that enforce the policies defined in this document. PT-3 purpose fields are mapped to Purview Data Map custom attributes; PT-7 special categories are enforced through auto-labeling rules defined in Vol III Book 05.
· Vol IV Book 03 (Program Management Governance) — established the organizational governance structure within which this Privacy Program Plan operates. PT-1 is the privacy complement to the PM-1 Information Security Program Plan (ISPP); they share the same SAOP/CISO leadership cadence and the same AO approval chain. The RACI defined in Vol IV Book 03 §3 assigns Privacy Officer accountability across all PT controls.
Scope
This document applies to any Agency GCC Moderate system that processes PII, including but not limited to:
· Citizen portals — my Social Security, online benefit applications, appeals submissions
· Contact center platforms — Amazon Connect deployments handling citizen calls and case management (CRM integration)
· HR and workforce systems — employee records, payroll, benefits administration within the Agency Azure GCC Moderate boundary
· API integrations — cross-agency data sharing with HHS, CMS, IRS, and state agencies under data-sharing agreements
Systems that do not process PII (infrastructure-only, analytics on de-identified data) are out of scope for PT controls but remain subject to all other control families.

Privacy Program Plan (PT-1)
Control Requirement
PT-1 requires the organization to develop, document, disseminate, and review a privacy policy and procedures that address the purpose, scope, roles, responsibilities, management commitment, coordination, and compliance for the privacy program.
Linkage: PT-1 is the privacy parallel to PM-1 (ISPP, Vol IV Book 03 §2). The Privacy Program Plan must be co-signed by both the SAISO/CISO and the Senior Agency Official for Privacy (SAOP), and reviewed on the same annual cadence as the ISPP. Cross-reference Vol IV Book 03 §3 RACI for the Privacy Officer role.
Privacy Program Plan Template
Section 1 — Purpose and Scope
[FILLABLE] This Privacy Program Plan (PPP) establishes the privacy governance framework for [SYSTEM NAME], a GCC Moderate impact system operated by the Agency under FedRAMP 20x Authorization. This plan implements the privacy requirements of the Privacy Act of 1974 (5 U.S.C. §552a), the E-Government Act of 2002 (Pub. L. 107-347, §208; 44 U.S.C. §3501 note), OMB Circular A-130 (Appendix II), and OMB Memorandum M-03-22.
Authorization Boundary: [Reference boundary diagram. Must match the data flow map in §8 and the SSP boundary description.]
Effective Date: [DATE] Review Cycle: Annual / After major system change
Document Owner: [NAME, TITLE] — Senior Agency Official for Privacy (SAOP)
Co-Owner: [NAME, TITLE] — SAISO/CISO
Approver: [NAME, TITLE] — Authorizing Official (AO)
Section 2 — Legal and Regulatory Authority
· Privacy Act of 1974, 5 U.S.C. §552a
· E-Government Act of 2002, Pub. L. 107-347, §208 (44 U.S.C. §3501 note)
· Federal Information Security Modernization Act (FISMA), 44 U.S.C. §3551 et seq.
· OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002
· OMB Circular A-130, Appendix II, Responsibilities for Managing PII
· OMB Memorandum M-17-12, Preparing for and Responding to a Breach of PII
· NIST SP 800-53 Rev 5, Privacy Control Family (PT)
· NIST SP 800-122, Guide to Protecting Confidentiality of PII
· FedRAMP 20x Authorization Framework (GSA, 2026)
Section 3 — Roles and Responsibilities
	Role
	Responsibility
	PT Control Ownership

	SAOP
	Chairs Privacy Council; approves PIAs and SORNs; annual program review
	PT-1, PT-2, PT-5

	System Privacy Officer (SPO)
	System-level privacy representative; maintains PT artifacts
	PT-3, PT-4, PT-7

	ISSO
	Integrates privacy controls into security assessment; POA&M
	PT-1, PT-7

	Legal Counsel
	Reviews SORN language; validates legal authority citations
	PT-2

	DevSecOps Lead
	Implements Purview labels; data flow automation
	PT-3, PT-7

	Communications / Web
	Publishes privacy notices; maintains notice URLs
	PT-5


Section 4 — Program Oversight Cadence
	Activity
	Owner
	Cadence
	Artifact Produced

	Privacy Program Plan review
	SAOP
	Annual
	Updated PPP with AO signature

	Privacy Impact Assessment (PIA)
	SPO
	At boundary establishment; after major change
	PIA Report

	SORN review and update
	Legal + SAOP
	Every 3 years or upon significant change
	SORN Amendment (Federal Register)

	Privacy control assessment
	ISSO + independent assessor (3PAO if engaged)
	Annual (aligned with security assessment)
	Privacy Assessment Report

	Purpose limitation review (PT-3)
	SPO
	Annual
	PT-3 Checklist (§4)

	Breach response exercise
	SAOP + ISSO
	Annual
	Tabletop AAR

	Data flow map update (§8)
	DevSecOps + SPO
	After each major data flow change
	Updated data flow map


[FILLABLE] Confirm cadence dates align with the FedRAMP 20x Continuous Monitoring plan. The annual privacy assessment must be completed within 365 days of the prior assessment. Document the next scheduled date for each activity in the column above.

Authority to Process PII (PT-2)
Control Requirement
PT-2 requires the organization to identify the legal authority that permits the collection, use, maintenance, and sharing of PII and restricts the collection of PII to the minimum necessary for the identified purpose.
Legal Authority Matrix
[FILLABLE] Complete the following matrix for every PII category the system collects. Each row requires a specific legal citation — “general mission authority” is not sufficient. Consult Agency Legal Counsel for each entry.
	PII Category
	Legal Basis
	Statutory / Regulatory Citation
	Retention Period
	Disposal Method

	Social Security Number (SSN)
	Statutory
	[CITATION]
	[N years per records schedule]
	NIST 800-88 purge

	Name and date of birth
	Statutory
	[CITATION]
	[N years per records schedule]
	NIST 800-88 purge

	Program payment records
	Statutory
	[CITATION]
	7 years post-case closure
	NIST 800-88 purge

	Medical / disability records
	Statutory
	[CITATION]
	5 years post-determination
	Secure destruction + purge

	Contact information (address, phone, email)
	Statutory / Voluntary
	[CITATION], or voluntary collection per E-Gov Act §208
	Duration of case + [N years]
	NIST 800-88 purge

	Financial account data (direct deposit)
	Statutory
	[CITATION]
	7 years
	NIST 800-88 purge

	[ADDITIONAL PII CATEGORY]
	[BASIS]
	[CITATION]
	[RETENTION]
	[DISPOSAL]


SORN Requirements (Privacy Act Systems)
Any system that retrieves PII by a personal identifier (name, SSN, case number) is a system of records under the Privacy Act and requires a published System of Records Notice (SORN).
SORN Publication Requirements:
1. Draft SORN reviewed by SAOP and Legal Counsel
1. SAOP submits to OMB and Congress for the 40-day advance review (OMB Circular A-108); the Federal Register notice carries a 30-day routine-use comment period (5 U.S.C. §552a(e)(11)), with SORN publication itself required under §552a(e)(4)
1. As agency practice, published in the Federal Register at least 30 days before live PII collection begins
1. SORN updated whenever the system’s purpose, categories of records, or routine uses change materially
[FILLABLE] Record the SORN reference number and Federal Register citation for each system of records within the authorization boundary. Reference the Agency SORN database at agency.gov/privacy/sorns.html. If a SORN does not yet exist, add a POA&M item with a milestone date no later than 30 days before go-live.
	System of Records Name
	SORN Reference
	Federal Register Citation
	Date Published
	Next Review

	[SYSTEM NAME]
	Agency/[NUMBER]
	[Vol. FR Page, Date]
	[DATE]
	[DATE]


OMB Circular A-130 Cross-Reference: Section 5 of A-130 requires agencies to maintain an accurate accounting of disclosures and to ensure SORNs reflect all routine uses. The SPO must review SORNs against actual data flows using the data flow map in §8 at each annual privacy review.

Purpose Specification (PT-3)
Control Requirement
PT-3 requires the organization to identify and document the specific purpose(s) for which PII is collected and used. Collection of PII must be limited to the identified purpose(s), and any use of PII for secondary purposes must be explicitly authorized.
Purpose Specification Matrix
[FILLABLE] Complete the following table for each PII field collected by the system. “Secondary Use Permitted” means a use beyond the original collection purpose that is authorized by the legal authority in §3 or a Privacy Act routine use. Uses not listed here require a new PIA and, for Privacy Act systems, a SORN amendment.
	PII Field
	Collection Purpose
	Secondary Use Permitted?
	Secondary Use Authorization
	Minimization Action

	SSN
	Unique beneficiary identification
	No — primary identifier only
	N/A
	Mask to last 4 digits in UI; full SSN stored encrypted only

	Name
	Beneficiary identification and correspondence
	Yes — cross-agency identity verification
	Data-sharing agreement (DSA) with [AGENCY] per Privacy Act routine use [N]
	Truncate to first name in non-case contexts

	Date of Birth
	Age eligibility verification
	Yes — fraud detection analytics
	Same legal authority; de-identified for analytics
	Do not expose in API responses unless required

	Medical records
	Disability determination
	No — determination purpose only
	N/A
	Restrict access to adjudicators; Purview PHI label

	Email address
	Electronic notification delivery
	Yes — optional account alerts
	Voluntary consent at enrollment
	Allow user withdrawal at any time

	Financial account (direct deposit)
	Payment disbursement
	No — payment only
	N/A
	Display masked; never log in plain text

	[PII FIELD]
	PURPOSE
	[YES/NO]
	[AUTHORIZATION]
	[ACTION]


Purview Data Map Integration
PT-3 purpose fields map to Microsoft Purview Data Map custom attributes as follows. This integration (established in Vol III Book 05) enables automated enforcement of purpose limitations at the data asset level:
	PT-3 Field
	Purview Custom Attribute
	Enforcement Mechanism

	Collection Purpose
	pii_collection_purpose
	Data asset tag; DLP policy condition

	Secondary Use Permitted
	pii_secondary_use_authorized
	Boolean; triggers alert if data crosses boundary without flag

	Minimization Action
	pii_minimization_policy
	Linked to Information Protection label

	Legal Authority
	pii_legal_authority
	Audit trail attribute; populated from §3 matrix


Purpose Limitation Review Checklist (Annual — PT-3)
[FILLABLE] Complete this checklist at each annual privacy review. SAOP sign- off is required before the checklist is filed in the ATO package.
· All PII fields in the system data dictionary appear in the PT-3 matrix above
· No PII field is used for a purpose not listed in the matrix
· Secondary use authorizations have been verified against current SORNs and DSAs
· Purview custom attributes match the current PT-3 matrix (verified by DevSecOps)
· Any new PII fields added since last review have been assessed for purpose and minimization
· Data flow map (§8) reviewed for undocumented flows that would constitute unauthorized secondary use
· SAOP has reviewed and signed this checklist: [NAME] / [DATE]

Consent Requirements (PT-4)
Control Requirement
PT-4 requires the organization to implement consent mechanisms that provide individuals with the opportunity to consent to the collection and use of their PII. For federal systems, many collections are authorized by statute rather than consent; PT-4 requires the agency to explicitly distinguish the two cases.
Federal Consent vs. Statutory Authority
Key Principle: Federal agencies generally do not rely on consent as the legal basis for PII collection. When a statute authorizes collection, consent is not required — but notice is still required (PT-5). Consent applies when:
1. Collection is voluntary (e.g., email address for optional notifications)
1. A secondary use requires individual authorization beyond the original statutory basis
1. A web feature involves tracking technologies (cookies, analytics) subject to OMB M-10-22 and the E-Gov Act
Consent Mechanism Matrix
[FILLABLE] For each data source and interaction type, document whether consent is required, the mechanism used, and the withdrawal process. Column “Purview Label” references the sensitivity label applied in Vol III Book 05.
	Data Source
	Interaction Type
	Statutory Authority?
	Consent Required?
	Consent Mechanism
	Withdrawal Process
	Purview Label

	Citizen portal — online application
	Statutory PII collection
	Yes — the agency’s enabling statute
	No — notice only (PT-5)
	Privacy notice displayed at form entry
	N/A
	Confidential-PII

	Citizen portal — email notifications
	Voluntary enrollment
	Yes (application); No (email)
	Yes — voluntary email
	Opt-in checkbox at account creation; plain-language description
	User account settings; immediate effect
	General-PII

	Contact center (Amazon Connect) — call recording
	Voluntary continuation of call
	No — consent required for recording
	Yes
	Automated voice notice at call start; caller may disconnect
	Caller disconnects; no further recording
	Confidential-PII

	Analytics cookies on citizen portal
	Tracking technology
	No statutory basis
	Yes — OMB M-10-22
	Cookie consent banner on first visit; DoNotTrack respected
	Cookie preference center; opt-out
	General

	Cross-agency data sharing (API inbound)
	Data received from [AGENCY]
	Yes — DSA + Privacy Act routine use
	No — DSA governs
	Data-sharing agreement on file; individuals notified via sending agency
	N/A — governed by originating SORN
	Confidential-PII

	HR system — employee records
	Employment relationship
	Yes — 5 U.S.C. §552a, OPM schedules
	No — statutory
	SF-2809/2810 enrollment forms include Privacy Act statement
	N/A — statutory
	Restricted-HR

	[DATA SOURCE]
	[INTERACTION]
	[YES/NO]
	[YES/NO]
	[MECHANISM]
	[PROCESS]
	[LABEL]


Consent Pattern Notes
Web Form Pattern (Explicit Checkbox): For voluntary collection on web forms, use an unchecked opt-in checkbox. Pre-checked boxes do not constitute valid consent. The checkbox label must identify: (1) what data is collected, (2) how it will be used, and (3) that participation is voluntary with no penalty for refusal.
Automated Collection Pattern (Notice at Point of Collection): Where consent is not required but notice is (e.g., call recording under statutory authority), provide a clear notice before collection begins. Document the notice text in the PT-5 template (§6).
Inter-Agency Sharing Pattern (Data Sharing Agreement): When PII is received from another federal agency, the DSA serves as the legal instrument. Individuals are deemed notified through the originating agency’s SORN. Verify the sending agency’s SORN includes a routine use that covers the receiving use case.

Privacy Notice (PT-5)
Control Requirement
PT-5 requires the organization to provide notice to individuals regarding the collection, use, maintenance, and dissemination of PII. Notice must be provided at or before the time of collection. For web-based systems, OMB M-03-22 and the E-Gov Act §208 specify required notice elements.
Required Notice Elements (OMB M-03-22)
Every privacy notice for a federal web-based system must include:
1. The identity of the agency collecting the information
1. The legal authority for the collection (statute or executive order)
1. The principal purpose(s) for which the information will be used
1. The routine uses — disclosures permitted outside the originating system
1. Whether providing the information is mandatory or voluntary
1. The effects of non-disclosure — what happens if the individual does not provide the information
Model Privacy Notice — Agency Citizen Portal
[FILLABLE] The following model notice may be adapted for any Agency citizen- facing system. Replace all [PLACEHOLDER] values with system-specific content. Legal Counsel and SAOP must review the final text before publication.

PRIVACY ACT STATEMENT
[SYSTEM NAME] — [AGENCY PROGRAM NAME]
Collecting Agency: Agency, [PROGRAM OFFICE]
Legal Authority: [CITATION — e.g., “Section 205(c) of the Social Security Act (42 U.S.C. §405(c)) authorizes Agency to collect this information.”]
Purpose: Agency collects this information to [PRIMARY PURPOSE — e.g., “process your application for retirement, disability, or survivor benefits and to verify your eligibility”]. Your information may also be used to [SECONDARY PURPOSE IF ANY — e.g., “detect and prevent fraud in connection with Agency programs”].
Routine Uses: Agency may disclose information from this system as permitted by the Privacy Act, including to: [LIST KEY ROUTINE USES FROM SORN — e.g., “the Department of Justice for litigation support; state agencies for Medicaid coordination; the Internal Revenue Service for tax record matching under the agency’s enabling statute §[SECTION]”]. A complete list of routine uses appears in the System of Records Notice [SORN REFERENCE], published in the Federal Register at [FR CITATION].
Disclosure: Providing this information is [MANDATORY / VOLUNTARY].
[FILLABLE — MANDATORY CASE:] Providing your [SPECIFIC FIELD, e.g., Social Security Number] is mandatory under [LEGAL CITATION]. Failure to provide this information will result in [CONSEQUENCE — e.g., “delay or denial of your benefit application”].
[FILLABLE — VOLUNTARY CASE:] Providing your [SPECIFIC FIELD, e.g., email address for notifications] is voluntary. There is no penalty for choosing not to provide this information.

Web Notice Placement Requirements
Privacy notices must appear at the following touchpoints on Agency web systems:
	Placement
	Requirement
	OMB / E-Gov Reference

	Website privacy policy page
	Full notice; linked from every page footer
	E-Gov Act §208(b)(1)

	Online forms (before submission)
	Privacy Act Statement or link to full notice above each form
	OMB M-03-22 §III.A

	Cookie / tracking notice banner
	Disclosure of tracking technologies on first visit
	OMB M-10-22

	Mobile apps (if applicable)
	In-app privacy notice at first launch; link to full policy
	OMB M-03-22 §III.B

	Email confirmation of submission
	Reference to full privacy notice URL
	Agency best practice


FedRAMP 20x Machine-Accessible Notice Requirement
FedRAMP 20x requires machine-accessible privacy notices for the CSOs it authorizes; this series adopts the same standard for the agency package — a stable, publicly reachable URL that independent assessors can validate without manual intervention. The SSP must include:
[FILLABLE] Privacy Notice URL: https://[AGENCY-DOMAIN]/[SYSTEM-PATH]/privacy
This URL must return a valid HTTP 200 response and contain the OMB-required notice elements. The URL must be recorded in the SSP System Description section under “Privacy Posture.” Verify URL availability as part of each annual privacy assessment.

Specific Categories of PII (PT-7)
Control Requirement
PT-7 requires the organization to apply heightened privacy protections to special categories of PII in accordance with applicable laws, Executive Orders, directives, regulations, policies, standards, and guidelines. Special categories require controls beyond those applied to general PII.
Special Categories Applicable to Agency Systems
	PII Category
	Special Category?
	Authority for Heightened Protection

	Social Security Number (SSN)
	Yes
	OMB M-17-12; SSN limitation laws

	Financial account numbers
	Yes
	Gramm-Leach-Bliley Act; OMB M-17-12

	Medical / health records (PHI)
	Yes
	HIPAA Privacy Rule (45 C.F.R. §164); Agency Act §1106

	Biometric data
	Yes
	OMB M-22-10; agency biometric policy

	Geolocation data (precise)
	Yes
	OMB M-14-06; Fourth Amendment implications

	Citizenship / immigration status
	Yes
	OMB guidance; agency policy; heightened sensitivity

	Mental health records
	Yes
	HIPAA; 42 C.F.R. Part 2 (substance use records)

	Genetic information
	Yes
	GINA (42 U.S.C. §2000ff et seq.); HIPAA


Special Category Control Matrix
[FILLABLE] For each special category processed by the system, document the Purview sensitivity label (from Vol III Book 05), encryption requirement, access control tier, and audit logging posture.
	PII Category
	Purview Sensitivity Label
	Encryption Requirement
	Access Control
	Audit Logging

	SSN (full)
	Restricted-SSN
	AES-256 at rest; TLS 1.3 in transit; CMK-managed (Vol III Book 05 §4)
	Role-based; least privilege; MFA required; no service account access
	All reads and writes logged to Sentinel; 7-year retention

	SSN (masked — last 4)
	Confidential-PII
	Standard GCC Moderate encryption
	Standard role-based
	Standard audit log

	Financial account numbers
	Restricted-Financial
	AES-256 at rest; CMK-managed; never logged in plain text
	Payment processing roles only; dual-approval for changes
	All access logged; anomaly alert threshold: [N] accesses per day

	Medical / PHI records
	Restricted-PHI
	AES-256 at rest; CMK-managed; column-level encryption for PHI fields
	Medical review roles only; adjudicators scoped to assigned cases
	All PHI access logged; HIPAA-compliant audit trail; 6-year retention

	Biometric data
	Restricted-Biometric
	AES-256 at rest; at-rest encryption separate from application encryption
	Biometric system service account only; no human read access to raw data
	All access logged; alert on any human read of raw biometric

	Geolocation (if collected)
	Confidential-PII
	Standard GCC Moderate
	Limited to fraud analytics roles
	All reads logged

	Citizenship / immigration status
	Restricted-Sensitive
	AES-256 at rest; CMK-managed
	Need-to-know; no bulk export; legal review for sharing
	All access logged; alert on bulk export


PHI Subset — HIPAA Applicability
Agency systems that process health information in connection with Medicare Part B coordination (CMS data exchanges), disability determination (medical records), or employee health programs are subject to HIPAA where Agency acts as a covered entity or business associate.
HIPAA Applicability Determination:
[FILLABLE] Complete a HIPAA applicability determination for each data flow involving health information. Document in the data flow map (§8) whether Agency is acting as a covered entity, business associate, or neither for each flow. If HIPAA applies, the Business Associate Agreement (BAA) with [CSP / AZURE] must be on file. Reference Vol III Book 05 §5 for the Azure BAA status under the GCC Moderate agreement.
SSN Handling — OMB M-17-12 Requirements
OMB Memorandum M-17-12 imposes specific requirements on SSN use and exposure:
1. SSN as Identifier: Agencies must eliminate unnecessary use of SSN as a system identifier where an alternative identifier is available
1. Truncation Policy: When SSNs must be displayed, display only the last four digits (XXX-XX-1234) except where full SSN is operationally required
1. Collection Minimization: Do not collect SSN if the statutory authority does not require it; document in PT-2 the specific authority for each collection point
1. Breach Response: SSN exposure triggers OMB M-17-12 breach notification procedures; see the Breach Response SOP (reference Vol IV Book 03 §5 for incident management framework)
SSN Masking Policy for [SYSTEM NAME]:
[FILLABLE] Document where in the system SSNs are displayed and confirm that each display point uses masked format. Example:
	Display Location
	Format Used
	Full SSN Accessible?
	Justification

	Citizen portal account page
	Last 4 digits only
	No
	Identity confirmation only

	Case worker UI — case header
	Last 4 digits only
	No
	Case association only

	Case worker UI — identity verification screen
	Full SSN
	Yes — role required
	Statutory identity match requirement

	API response (external)
	Never included
	N/A
	Excluded from all API schemas


Purview Auto-Labeling for Special Categories
Vol III Book 05 §6 established auto-labeling rules in Microsoft Purview. The following rules apply to special categories under PT-7:
	Special Category
	Purview Classifier
	Auto-Label Applied
	Policy Action

	SSN pattern
	Built-in: U.S. SSN
	Restricted-SSN
	Block external sharing; require justification for download

	Credit/debit card numbers
	Built-in: Credit Card Number
	Restricted-Financial
	Block external sharing; DLP alert

	Medical terms + patient context
	Trainable classifier: PHI
	Restricted-PHI
	Block external sharing; require HIPAA workflow

	Passport / visa numbers
	Built-in: U.S. Passport
	Restricted-Sensitive
	Block external sharing

	[CUSTOM CATEGORY]
	[CLASSIFIER]
	[LABEL]
	[ACTION]



PII Data Flow Map Template
Template Purpose
PT-2 through PT-7 collectively require the agency to know where its PII is. The data flow map is the single artifact that makes that knowledge auditable. It must be maintained current and reviewed at each annual privacy assessment. Microsoft Purview Data Map lineage (Vol III Book 05 §3) provides automated discovery of data flows; this template captures the authoritative human-reviewed record.
PII Data Flow Registry
[FILLABLE] Assign a unique Flow ID to each PII data flow in the system. Every row represents one discrete flow of PII from source to destination. Review against Purview lineage scan results to identify undocumented flows.
	Flow ID
	Source System
	PII Categories
	Processing Purpose
	Destination
	Cross-Boundary?
	Encryption In Transit
	Encryption At Rest
	Retention Period
	Disposal Method

	DFL-001
	Citizen portal (intake form)
	Name, DOB, SSN, address, contact info
	Benefit application intake
	Agency case management system
	No (internal)
	TLS 1.3
	AES-256 CMK
	[N years]
	NIST 800-88 purge

	DFL-002
	Agency case management
	SSN, medical records, benefit amounts
	Disability determination
	[CASE ADJUDICATION SYSTEM]
	No (internal)
	TLS 1.3
	AES-256 CMK
	5 years post-determination
	Secure destruction + purge

	DFL-003
	Contact center (Amazon Connect)
	Name, SSN (last 4), case number, call recording
	Citizen service delivery
	CRM ([SYSTEM NAME])
	No (internal)
	TLS 1.3 (Connect to CRM)
	AES-256 at rest
	7 years
	NIST 800-88 purge

	DFL-004
	Agency case management
	SSN, benefit amount, tax withholding
	Annual tax statement (1099)
	IRS (FEDS Pay or direct filing system)
	Yes — external federal
	TLS 1.3
	AES-256 CMK
	7 years
	NIST 800-88 purge

	DFL-005
	Agency — Medicare Part B records
	PHI, SSN, Medicare ID
	CMS coordination
	Centers for Medicare & Medicaid Services
	Yes — external federal
	TLS 1.3 + payload encryption
	AES-256 CMK
	Per CMS DSA
	Per CMS DSA

	DFL-006
	HR system
	Employee PII, payroll, health benefit enrollment
	Workforce administration
	OPM retirement system; FEHB carriers
	Yes — external federal / commercial
	TLS 1.3
	AES-256 CMK
	Per OPM schedule
	NIST 800-88 purge

	[DFL-NNN]
	[SOURCE]
	[PII CATEGORIES]
	PURPOSE
	[DESTINATION]
	[YES/NO]
	[PROTOCOL]
	[STANDARD]
	[PERIOD]
	[METHOD]


Required Data Flow Scenarios
The following four scenarios must be documented in the registry above before the system can achieve FedRAMP 20x authorization:
Scenario 1 — Citizen Portal Intake
Document all flows from initial web form submission through case creation. Confirm PT-5 notice is displayed before any PII is collected. Confirm SSN auto-labeling triggers on intake (Vol III Book 05 §6).
Scenario 2 — Contact Center (Amazon Connect)
Document call routing, call recording storage, CRM write, and any screen-pop of PII from case management. Confirm call recording consent notice (PT-4 §5). Confirm recording retention aligns with PT-2 matrix (§3).
Scenario 3 — HR / Workforce
Document all HR PII flows including payroll, benefits, and disciplinary records. Confirm OPM SORN coverage. Confirm FEHB carrier data sharing is covered by DSA and SORN routine use.
Scenario 4 — Cross-Agency Sharing via API
Document each external API that sends or receives PII. For each: (a) confirm a signed DSA is on file, (b) confirm the sending agency’s SORN covers the receiving use, (c) confirm encryption and authentication standards meet GCC Moderate requirements (FIPS-validated TLS 1.2+; this series standardizes on TLS 1.3 with mutual TLS preferred for cross-agency API calls).
Azure Purview Lineage Integration
Microsoft Purview Data Map scans registered data sources and builds an automated lineage graph showing data asset relationships. This scan does not replace manual documentation but identifies gaps:
1. Register all data sources in Purview (databases, storage accounts, data factories) per Vol III Book 05 §3
1. Run a lineage scan quarterly; export the lineage report
1. Compare automated lineage report against this manual registry
1. Any flow appearing in Purview lineage but not in this registry must be investigated, documented, or remediated before the next annual privacy review
[FILLABLE] Record the date of the most recent Purview lineage scan and the name of the person who reviewed the comparison output:
Last Purview lineage scan date: [DATE] Reviewed by: [NAME, TITLE] Findings: [NUMBER] undocumented flows identified / [NUMBER] remediated / [NUMBER] accepted with documented justification

FedRAMP 20x KSI Alignment
PT Control Closure Summary
The templates in this document, when completed, close the following NIST SP 800-53 Rev 5 PII Processing and Transparency (PT) controls for a GCC Moderate authorization (pending registration in the compliance spine):
	Control
	Title
	Closing Artifact
	Document Section

	PT-1
	Policy and Procedures
	Privacy Program Plan (PPP)
	§2

	PT-2
	Authority to Process PII
	Legal Authority Matrix + SORN Registry
	§3

	PT-3
	Personally Identifiable Information Processing Purposes
	Purpose Specification Matrix + Purview Attribute Mapping
	§4

	PT-4
	Consent
	Consent Mechanism Matrix
	§5

	PT-5
	Privacy Notice
	Model Privacy Notice + Placement Requirements
	§6

	PT-7
	Specific Categories of PII
	Special Category Control Matrix + SSN Policy
	§7


Closure Necessity — PT family. These six controls close through privacy artifacts — the Privacy Program Plan, the legal-authority matrix, published SORNs, the PIA, and the data flow maps — not through the network substrate. Purview labeling and DLP (Vol III Book 05) enforce the purposes and categories those artifacts define, but no classifier, resolver, or enforcement point can supply the statutory authority or the published notice the Privacy Act requires. The series claims a technology as required only where no alternate closure path exists; privacy transparency is closed by documentation, and saying so is what preserves the credibility of the necessity claims made elsewhere in the series.
KSI Indirect Coverage
PT controls do not yet have direct mappings to the FedRAMP 20x CR26 Key Security Indicator rules. However, PT controls contribute to the KSI-PIY (Policy and Inventory) theme — the agency’s policy governance and asset/data inventory — through its privacy policies and PII data inventory. (CR26 has no privacy-specific theme; KSI-PIY is a general policy-and-inventory indicator, not a PII-holdings measure.) The following indirect connections apply:
	KSI Theme
	Indirect PT Dependency
	Mechanism

	KSI-PIY (Policy and Inventory)
	PT-2, PT-3, PT-7
	Purview data inventory populated through PT-3 purpose mapping and PT-7 special category labeling

	KSI-SVC (Service Configuration)
	PT-7
	Special category encryption and access-control requirements feed data-protection KSI evidence

	KSI-IAM (Identity and Access Management)
	PT-4
	Consent records linked to identity; withdrawal workflows touch IAM

	KSI-MLA (Monitoring, Logging, and Auditing)
	PT-1
	Privacy oversight cadence integrates with the ConMon plan


Note for Package Reviewers: Until FedRAMP PMO publishes explicit PT → KSI mappings for the 20x schema, document PT control evidence in the SSP privacy section and reference this document’s section numbers. The independent privacy assessment report (3PAO-produced if one is engaged) should include PT-1 through PT-7 findings as a distinct section, cross-referenced to the security assessment report.
Compliance Milestones
The following milestones are required before a PII-processing system may go live in the Agency GCC Moderate boundary:
	Milestone
	Requirement
	Timing
	Owner

	Privacy Threshold Analysis (PTA)
	Determine whether system is a system of records; whether a PIA is required
	At system concept approval
	SPO

	Privacy Impact Assessment (PIA)
	Full PIA if PTA indicates privacy risk
	Before system design is finalized; updated before go-live
	SAOP + SPO

	SORN Publication
	Required for all Privacy Act systems of records
	Published in Federal Register at least 30 days before live PII collection
	Legal + SAOP

	PT-1 Privacy Program Plan
	Approved by SAOP and AO
	Before ATO submission
	SAOP

	PT-2 Legal Authority Matrix
	Completed for all PII categories
	Before ATO submission
	SPO + Legal

	PT-3 Purpose Specification
	Completed and Purview attributes configured
	Before ATO submission
	SPO + DevSecOps

	PT-5 Privacy Notice
	Published at stable URL; URL recorded in SSP
	Before go-live; at least 30 days before live PII collection
	Web team + SAOP

	Data Flow Map (§8)
	All four required scenarios documented
	Before the AO’s authorization decision
	DevSecOps + SPO

	First Annual Privacy Review
	Full review of all PT artifacts; independent assessment
	Within 365 days of ATO grant
	SAOP + independent assessor



End of Vol IV Book 04 — PII Processing and Transparency
Previous: Vol IV Book 03 — Program Management Governance
Series: Federal Compliance for Agency GCC Moderate FedRAMP 20x
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-19 20:10 ET
Scope — control closure here; the academy in Volume V — This book specifies the AT-family training program and its control closure (AT-2, AT-3, AT-4, CP-3, IR-2) and the shape of the KSI-CED training record. The full curriculum, labs, assessment rubrics, and certification are delivered by Volume V — Training & Certification (Vol_V_Book_00_Compliance_Training_Certification_Overview.qmd), which operationalizes this program and produces the training-effectiveness-record that evidences the KSI-CED closure. This book remains the AT-family control-closure reference; Volume V is the enablement layer that teaches and certifies it. The two cross-reference rather than duplicate.
What This Document Addresses
FedRAMP 20x authorization requires that a cybersecurity training program be continuously demonstrable — not as a policy assertion, but as a machine-readable record of completion across four distinct training dimensions. This is the last remaining KSI that the series cannot close through network, identity, or security architecture artifacts alone: training requires a human participation record.
This document provides:
1. Training Program Architecture — the four training dimensions this program decomposes KSI-CED-RAT review into, mapped to AT-2, AT-3, AT-4, CP-3, and IR-2
1. General Security Awareness Training (AT-2) — annual all-employee program design, content requirements, and GCC Moderate delivery options
1. Role-Based Training Program (AT-3) — training matrices for six high-risk role categories: system administrators, developers/engineers, privileged access users, incident responders, data stewards, and executives/program managers
1. Training Records and LMS Integration (AT-4) — machine-readable completion record schema, Microsoft Viva Learning integration, and export format for the governance substrate
1. Contingency Training (CP-3) — tabletop exercise calendar and attendance documentation linking to Vol IV Book 01 (Business Continuity) DR runbooks
1. Incident Response Training (IR-2) — drill cadence, scenario library, and after-action documentation linking to Vol III Book 06 (SIEM / XDR Detection) Sentinel playbooks
1. KSI-CED-RAT Activation — evidence contract wiring for KSI-022, completing all 29 internal KSI-decomposition rules to evaluable status
Together these artifacts close five base NIST SP 800-53 Rev 5 controls plus four enhancements (nine closure rows) across the AT, CP, and IR families, activate the final scaffold KSI in the internal ruleset, and produce the machine-readable training-effectiveness record required for FedRAMP 20x continuous monitoring.

Cybersecurity Training in the FedRAMP 20x Context
Why Training Cannot Be Closed by Architecture Alone
Every other control family in this series can be closed by infrastructure configuration — a DNS resolver enforces SC-7, an Entra Conditional Access policy enforces AC-3, a Sentinel rule satisfies AU-6. Training controls are different. AT-2, AT-3, and AT-4 require human participation recorded in a system that produces queryable completion evidence.
FedRAMP 20x KSI-CED-RAT (“Reviewing All Training”) evaluates whether the organization persistently reviews training effectiveness across four dimensions. The word “persistently” is deliberate — a one-time training event satisfies nothing. The KSI evaluates whether the organization maintains a continuous, structured review of training coverage, and whether that review is backed by evidence in machine-readable form.
The four training dimensions this program decomposes KSI-CED-RAT review into:
KSI-CED-RAT — Four Required Training Dimensions
	Dimension
	Coverage
	NIST Control
	Evidence Type

	General awareness
	All employees
	AT-2
	LMS completion record — all staff

	Role-specific
	High-risk roles
	AT-3
	LMS completion record — by role

	Secure delivery
	Developers / engineers
	AT-3, AT-3(3)
	Training certification or course transcript

	IR/DR
	Incident response and recovery personnel
	IR-2, CP-3
	Tabletop attendance record + after-action report


The Relationship to Vol IV Book 01 and Vol IV Book 03
Vol IV Book 01 (Business Continuity) established the CP-2 Contingency Plan and defined RTO/RPO/MTD targets. Vol IV Book 03 (Program Management) established the PM-14 Testing, Training, and Monitoring Plan that schedules tabletop exercises on an annual cadence. This document provides the training content, role matrices, and evidence record schema that those frameworks reference.
The PM-14 T&T&M Plan names training as a required activity. Vol IV Book 05 defines what that training contains, who must complete it, and how completion is recorded in a form that the governance substrate can ingest as a machine-readable KSI evidence signal.
Controls Closed by This Document
AT Family Control Closure — Vol IV Book 05
	Control
	Title
	Closure Mechanism

	AT-2
	Literacy Training and Awareness
	Annual all-employee security awareness via Microsoft Viva Learning or equivalent; LMS completion record as evidence

	AT-2(1)
	Practical Exercises
	Phishing simulation exercises integrated into awareness program; simulation result record as evidence

	AT-2(2)
	Insider Threat
	Insider threat module within annual awareness program; included in LMS completion record

	AT-3
	Role-Based Training
	Role training matrix with six categories; role-specific LMS tracks with separate completion evidence

	AT-3(3)
	Practical Exercises for High-Risk Roles
	Hands-on labs and scenario exercises for sysadmins, developers, and IR personnel

	AT-3(5)
	Processing Personally Identifiable Information
	PII awareness module for data stewards, connecting to Vol IV Book 04 (PII Processing & Transparency) PT family

	AT-4
	Training Records
	LMS export in JSON/CSV format; monthly snapshot to governance substrate

	CP-3
	Contingency Training
	Annual tabletop exercise with attendance record; after-action report archived

	IR-2
	Incident Response Training
	Semi-annual IR drill; scenario library maintained by SOC; connects to Vol III Book 06 Sentinel playbooks


Closure Necessity — AT family and KSI-CED. These controls close through training evidence — LMS completion records, drill attendance, and after-action reports — not through the network substrate. What the substrate supplies is the curriculum: the program trains personnel on the architecture the rest of this series builds — the authoritative naming and addressing plane (Vol I Book 01), device identity at the port (Vol I Book 02), and certificate- and token-based cryptographic identity (Vol I Book 03) — so the people operating the substrate understand why it is configured the way it is. A trained workforce is the one closure mechanism no configuration setting can substitute for, and the series’ necessity claims elsewhere stay credible precisely because it does not pretend otherwise.

Training Program Architecture
The Four-Dimension Model
The training program is organized around the four dimensions KSI-CED-RAT requires the organization to persistently review. Each dimension has a distinct audience, delivery mechanism, frequency, and evidence type.
Program Governance
The training program is governed by the following roles, which connect directly to the RACI established in Vol IV Book 03:
Training Program RACI — Key Roles
	Role
	Responsibility

	ISSO
	Program owner; approves training content annually; signs off on AT-4 record accuracy

	ISSM
	Escalation point for role-based training gaps; receives quarterly completion dashboards

	HR / Training Coordinator
	Manages LMS enrollment, completion tracking, and export to governance substrate

	SOC Lead
	Owns IR drill calendar; authors scenario library; produces after-action reports

	COR / Program Manager
	Ensures contractor workforce completes applicable training tracks

	Supervisor (all levels)
	Accountable for direct report completion within their organization



Dimension 1 — General Security Awareness Training (AT-2)
Program Design
AT-2 requires security awareness training for all users of organizational systems, including contractors and privileged users, before they are granted access and on a recurring basis thereafter. For FedRAMP 20x, the recurring basis must produce a persistent completion record — annual is the standard minimum; quarterly refreshers are best practice for GCC Moderate systems.
The general awareness program covers:
AT-2 General Awareness — Required Modules
	Module
	Content
	Regulatory Driver

	Zero Trust Fundamentals
	Why implicit trust is gone; verify explicitly, least privilege, assume breach
	EO 14028, OMB M-22-09

	Phishing and Social Engineering
	Recognition, reporting, GCC-tenant spoofing patterns
	AT-2, CISA guidance

	Password and MFA Hygiene
	Entra MFA, FIDO2 keys, authenticator apps; why SMS is deprecated
	IA-5, CISA MFA guidance

	Insider Threat Awareness
	Behavioral indicators, reporting obligations, NITTF minimum standards / agency insider-threat program (EO 13587)
	AT-2(2), EO 13587

	Data Classification and Handling
	CUI markings, GCC-only sharing, Purview sensitivity labels
	Vol III Book 05, CUI policy

	Incident Reporting
	How to report a suspected incident; SOC contact; IR playbook entry points
	IR-6, Vol III Book 06

	Acceptable Use and Legal
	System use notice acknowledgment; FISMA obligations; personal device policy
	PL-4, AC-8

	Remote Work Security
	VPN, ZTNA, home network risks, shoulder surfing
	AC-17, Vol I Book 06


Delivery Options for GCC Moderate
Federal agencies operating in GCC Moderate have several compliant delivery options for general awareness training:
AT-2 Delivery Platform Options — GCC Moderate
	Platform
	GCC Availability
	Cost
	Evidence Format

	Microsoft Viva Learning
	Native GCC / GCC High
	M365 E3/E5 included
	JSON via Graph API; exports to governance substrate directly

	DoD Cyber Awareness Challenge
	Free; DoD-approved; GCC accessible
	Free
	ATCTS completion certificate (PDF/CSV export)

	CISA Cybersecurity Training
	free.cisa.gov; public access
	Free
	Manual transcript; requires AT-4 manual entry

	KnowBe4 / Proofpoint
	Commercial; GCC-compatible deployments
	Licensed
	API or CSV export; FedRAMP Moderate authorized

	SANS Security Awareness
	Commercial; FedRAMP-authorized
	Licensed
	API export; direct governance substrate integration possible


Recommended: Microsoft Viva Learning for organizations already on M365 E3/E5 GCC. The Microsoft Graph API provides a structured JSON export of completion records that maps directly to the AT-4 evidence schema and can be automated into the governance substrate on a monthly pull cadence.
The evidence contract is LMS-agnostic; Viva Learning is the current adapter, not the contract. KSI-CED-RAT is satisfied by the governance.training-effectiveness-record JSON schema — any LMS in the table above that can populate that schema satisfies the control identically. This distinction is deliberate concentration-risk management: Microsoft has retired other Viva components (Viva Goals, December 2025; Viva Topics, February 2025) while redirecting investment toward Copilot, and although Viva Learning itself is not retired, the evidence pipeline must not assume its permanence. Verify Viva Learning GCC feature parity at time of deployment, and treat an LMS swap as an adapter change (new export mapping), not a control change.
Phishing Simulation (AT-2(1))
Practical exercises are required under AT-2(1). Phishing simulation is the standard federal mechanism. The simulation program must:
1. Run at minimum quarterly campaigns across the full user population
1. Track click rate, report rate, and training completion for those who click (remedial training trigger)
1. Export results in a structured format tied to user identity (not just aggregate statistics) for AT-4 purposes
1. Scenarios must include GCC-tenant spoof patterns — attackers impersonating .mil or .gov domains, or spoofing legitimate Microsoft 365 service notifications
GCC Moderate options: Microsoft Attack Simulator (Defender for Office 365 Plan 2, included in M365 E5 GCC) or KnowBe4 GCC-compatible deployment.

Dimension 2 — Role-Based Training (AT-3)
Role Classification and Training Matrix
AT-3 requires specialized training for personnel with assigned security responsibilities. For FedRAMP 20x, this means any role that has elevated access, system administration duties, or security-relevant functions. The following six role tiers cover the GCC Moderate environment:
AT-3 Role-Based Training Matrix
	Role Tier
	Examples
	Training Requirement
	Frequency
	Hours/Year

	Tier 1 — System Administrators
	Cloud admins, network engineers, InfoBlox admins, Entra Global Admins
	Azure Security fundamentals, Entra ID hardening, InfoBlox DDI security, Sentinel administration
	Annual + on new tool deployment
	24–40 hrs

	Tier 2 — Privileged Access Users
	PAW users, JIT-eligible roles, CyberArk vault users
	PAW architecture, Entra PIM workflow, session recording awareness
	Annual
	8–16 hrs

	Tier 3 — Developers / Engineers
	Application developers, DevSecOps engineers, pipeline owners
	Secure coding (OWASP Top 10), SBOM generation, dependency scanning, GitHub Actions security
	Annual + quarterly lab
	24–40 hrs

	Tier 4 — Incident Responders
	SOC analysts, IR team members, Sentinel operators
	KQL query writing, Sentinel playbook operation, IR procedure walkthroughs
	Semi-annual
	16–24 hrs

	Tier 5 — Data Stewards
	Records managers, HR system owners, PII processors
	CUI handling, Purview DLP policies, sensitivity label application, SORN obligations
	Annual
	8–12 hrs

	Tier 6 — Executives / Program Managers
	AO, PM, ISSM, COR, Contracting Officer
	Risk posture briefing, FedRAMP 20x obligation overview, POA&M review process
	Annual
	4–8 hrs


Tier 1 — System Administrator Training Curriculum
System administrators represent the highest-risk role category in a FedRAMP Moderate environment. Their training curriculum must cover the specific technologies deployed in this series:
Tier 1 Sysadmin Training — Compliance-Aligned Curriculum
	Course Area
	Content
	Connects To

	InfoBlox DDI Security
	DNSSEC key management, RPZ rule maintenance, IPAM audit log review
	Vol I Book 01

	SD-WAN / SASE Administration
	IPsec key rotation, SASE policy updates, DIA circuit failover procedures
	Vol I Book 06

	Entra ID and Conditional Access
	Conditional Access policy design, MFA enforcement exceptions, break-glass account procedures
	Vol I Book 05

	Azure Arc and SQL Security
	Managed Identity token lifecycle, Arc extension updates, SQL login audit review
	Vol II Books 01–02

	Microsoft Sentinel Operations
	Connector health monitoring, analytics rule tuning, UEBA threshold calibration
	Vol III Book 06

	Privileged Access Management
	Entra PIM role activation, PAW maintenance, JIT request approval
	Vol III Book 01

	Vulnerability Management
	Defender MDVM dashboard interpretation, KEV remediation SLA tracking, WUfB ring management
	Vol III Book 02

	Backup and DR Operations
	Azure Site Recovery test procedures, SQL AG failover validation, RTO/RPO measurement
	Vol IV Book 01


Tier 3 — Developer / Engineer Secure Delivery Training (AT-3, AT-3(3))
Developer training under AT-3 and AT-3(3) covers the secure delivery practices established by the SBOM/VDR pipeline in Vol IV Book 02 (Supply Chain Risk Management):
Tier 3 Developer Secure Delivery Curriculum
	Topic
	Content
	Evidence Produced

	Dependency Management
	Pinning dependencies, evaluating transitive dependencies, understanding VDR/VEX fields
	SBOM generation fluency

	SBOM Generation (Syft)
	Running Syft against container images and repositories, CycloneDX format, attestation signing
	Vol IV Book 02 pipeline competency

	Vulnerability Triage (Grype)
	Interpreting Grype output, VEX exploitability assertions, BOD 26-04 D1–D5 SLA obligations
	Vol IV Book 02 pipeline competency

	GitHub Actions Security
	Secrets management, workflow permissions, OIDC token scoping, supply chain attack patterns
	Vol IV Book 02 pipeline integrity

	OWASP Top 10
	Injection, broken access control, cryptographic failures, XSS patterns
	SA-11, SA-15

	Secure Code Review
	What to look for in pull request review, dependency diff review
	SA-11(1)

	Incident Reporting from Dev
	How to report a suspected supply chain event; who to contact
	IR-6, Vol III Book 06


Tier 5 — Data Steward Training (AT-3(5))
AT-3(5) requires training for personnel who process personally identifiable information. This connects to Vol IV Book 04 (PII Processing and Transparency):
· Purview sensitivity label application — when to apply which label, how auto-labeling works, and what happens when a document is shared
· DLP policy understanding — what the DLP policies in Vol III Book 05 block and why, so data stewards don’t attempt workarounds
· SORN and PIA obligations — what triggers a Privacy Impact Assessment, how to initiate one, and the role of the System of Records Notice
· Breach notification procedure — what constitutes a PII breach, the 72-hour reporting window, and the SOC notification path

Dimension 3 — Secure Delivery Training
Developer Security in the FedRAMP 20x Context
FedRAMP 20x KSI-PIY-RSD (“Reviewing Security in the SDLC”) — activated by Vol IV Book 02’s SBOM pipeline and Vol III Book 02’s Defender VM integration — requires that security is reviewed throughout the software delivery process. Training is the human layer of that review: developers who understand what Syft produces, what Grype flags, and what a VEX assertion means will engage with the automated pipeline as partners rather than treating it as a compliance hurdle.
The secure delivery training program connects KSI-PIY-RSD evidence (Vol IV Book 02) with the human competency layer (this document). Together they satisfy the full CR26 intent: automated scanning provides the machine-readable signal; trained developers make the triage decisions that determine whether findings are remediated or suppressed with a justified exploitability assertion.
Training Delivery for Developers
Developer training must be practical, not lecture-based. Effective formats:
Secure Delivery Training Formats
	Format
	Purpose
	Minimum Frequency

	Hands-on SBOM lab
	Generate a CycloneDX SBOM from a real repository; inspect the output
	Annual

	Grype triage exercise
	Given a Grype scan result, classify findings and write VEX assertions
	Annual

	Secure code review session
	Pair review of a deliberately vulnerable PR; identify and remediate
	Quarterly

	Supply chain scenario tabletop
	What do we do if a critical dependency is compromised?
	Annual with IR tabletop

	CTF / security challenge
	Team-based challenge covering OWASP Top 10 patterns
	Annual (optional but high-value)



Dimension 4 — Incident Response and DR Training (IR-2, CP-3)
Incident Response Training (IR-2)
IR-2 requires that personnel with incident response responsibilities receive training on their specific roles in the IR plan. This training connects directly to Vol III Book 06 (SIEM/XDR Detection Engineering) — the Sentinel playbooks defined there are the operational tools; this training is what ensures personnel can operate them under pressure.
IR Training Cadence
IR-2 Training Cadence
	Event
	Frequency
	Participants
	Documentation

	IR procedure walkthrough
	Semi-annual
	Full SOC + IR team
	Attendance record

	Sentinel playbook drill
	Quarterly
	SOC analysts
	Drill report

	Tabletop — ransomware scenario
	Annual
	IR team + leadership
	After-action report

	Tabletop — supply chain incident
	Annual
	IR + development + leadership
	After-action report

	Full simulation (red/blue)
	Annual (recommended)
	SOC + sysadmins
	Exercise report


IR Scenario Library
The SOC maintains a scenario library that is updated after each real incident and after each after-action review. Minimum scenarios for GCC Moderate:
1. Phishing → credential theft → lateral movement — the most common federal attack pattern; covers how Sentinel UEBA detects the anomaly and which Logic App playbook fires
1. Supply chain dependency compromise — a critical npm/NuGet/PyPI package is found malicious after deployment; what is the response chain from Grype alert to containment
1. Entra Conditional Access misconfiguration — a policy change exposes a gap; how is it detected in Sentinel and how is the access revoked
1. InfoBlox RPZ bypass attempt — DNS exfiltration pattern not covered by current RPZ rules; detection via Sentinel CEF connector and response
1. Ransomware encryption event — endpoint detection via Defender MDE, containment via Intune device action, recovery via Azure Site Recovery failover to DR replica (Vol IV Book 01 procedure)
Contingency Training (CP-3)
CP-3 requires that contingency plan personnel are trained on their specific roles and responsibilities. Vol IV Book 01 established the Contingency Plan, RTO/RPO/MTD targets, and DR runbooks. This training ensures the people named in those runbooks can execute them.
CP-3 Tabletop Exercise Calendar
These four quarterly exercises test the CP-2 Contingency Plan established in Vol IV Book 01. Q3 is the full CP-3 tabletop (contingency-role training); Q1, Q2, and Q4 are functional failover tests that support CP-4 (Contingency Plan Testing):
CP-3 / CP-4 Quarterly Exercise Calendar
	Quarter
	Exercise Focus
	Participants
	Output

	Q1
	SQL AG failover to DR replica
	DBAs, sysadmins, SOC
	Failover time measurement vs. RTO target

	Q2
	InfoBlox Grid Manager failover
	Network engineers, DNS admins
	Recovery time vs. RTO; RPZ rule restoration check

	Q3
	Full CP-2 tabletop — multi-system outage
	All DR-designated personnel + leadership
	After-action report; plan updates

	Q4
	Entra ID + Azure AD DS recovery scenario
	Identity admins, sysadmins
	Token reissuance time; break-glass procedure validation


After-Action Report Requirements
Every tabletop produces an after-action report that:
1. Documents attendance (names, roles, date) — this is the CP-3 evidence record
1. Records the scenario, injects, and timeline
1. Identifies gaps found versus the CP-2 plan
1. Assigns corrective actions with owners and due dates
1. Is reviewed by the ISSO and archived in the governance record system
The after-action report feeds two things: the PM-14 T&T&M tracker (Vol IV Book 03) and the CP-3 evidence record that the governance substrate ingests.

Training Records and LMS Integration (AT-4)
The Machine-Readable Evidence Requirement
AT-4 requires the organization to retain individual training records and review them. For FedRAMP 20x KSI-CED-RAT, “review” must be persistent and machine-readable — the governance substrate needs to query whether all four training dimensions have been reviewed, for which populations, and when.
The evidence contract for KSI-022 specifies:
Substrate_Signal: governance.training-effectiveness-record
Data_Type:        Document
Evidence:         LMS training completion record demonstrating all four
                  training dimensions are reviewed
This means the LMS must produce an exportable record that the governance engine can ingest and query. The record must answer four questions:
1. Did all employees complete annual security awareness training (AT-2)?
1. Did all role-designated personnel complete their role-specific track (AT-3)?
1. Did all developers / engineers complete secure delivery training (AT-3(3))?
1. Did all IR/DR personnel attend the required drills and tabletops (IR-2, CP-3)?
Training Completion Record Schema
The training-effectiveness-record exported to the governance substrate follows this schema:
{
  "record_type": "training-effectiveness-record",
  "snapshot_date": "2026-10-01",
  "generated_by": "Microsoft Viva Learning Graph API export",
  "overall_completion_pct": 98.3,
  "cp3_tabletop_date": "2026-08-14",
  "ir2_drill_date": "2026-09-09",
  "role_tiers": [
    { "tier_name": "sysadmins",         "tier_completion_pct": 100.0, "last_completion_date": "2026-09-20", "nist_controls": ["AT-3", "AT-3(3)"] },
    { "tier_name": "privileged_access", "tier_completion_pct": 96.4,  "last_completion_date": "2026-09-22", "nist_controls": ["AT-3", "AT-3(5)"] },
    { "tier_name": "developers",        "tier_completion_pct": 97.8,  "last_completion_date": "2026-09-18", "nist_controls": ["AT-3", "AT-3(3)"] },
    { "tier_name": "ir_responders",     "tier_completion_pct": 100.0, "last_completion_date": "2026-09-09", "nist_controls": ["IR-2", "CP-3"], "ir2_drill_date": "2026-09-09" },
    { "tier_name": "data_stewards",     "tier_completion_pct": 96.8,  "last_completion_date": "2026-09-25", "nist_controls": ["AT-3"] },
    { "tier_name": "executives",        "tier_completion_pct": 100.0, "last_completion_date": "2026-09-15", "nist_controls": ["AT-2", "AT-3"] }
  ],
  "ksi_ced_rat_status": "PASS",
  "attestation": {
    "isso_name": "[ISSO Name]",
    "review_date": "2026-10-01",
    "next_review": "2027-01-01"
  }
}
Microsoft Viva Learning Integration
For organizations on Microsoft 365 GCC E3 or E5, Viva Learning is the recommended LMS platform because its completion data is accessible via the Microsoft Graph API without additional integration effort:
Graph API Query for AT-4 Evidence
# Get training completion records for AT-4 evidence export
# Requires: LearningAssignmentReport.Read.All permission

$headers = @{
    Authorization = "Bearer $accessToken"
    "Content-Type" = "application/json"
}

# Query all learning assignments in the review period
$response = Invoke-RestMethod -Uri `
    "https://graph.microsoft.com/v1.0/employeeExperience/learningCourseActivities" `
    -Headers $headers -Method GET

# Filter by course IDs in the Compliance training program
$aanCourses = $response.value | Where-Object {
    $_.courseId -in @("Compliance-AT2-2026", "Compliance-AT3-SYSADMIN-2026",
                       "Compliance-AT3-DEV-2026", "Compliance-AT3-IR-2026")
}

# Export to JSON for governance substrate ingestion
$aanCourses | ConvertTo-Json -Depth 5 | Out-File "training-record-$((Get-Date).Year)Q$([math]::Ceiling((Get-Date).Month/3)).json"
Automated Monthly Export
The training completion export should run on a monthly schedule so the governance substrate always reflects current completion status. The recommended pattern:
1. Logic App or Azure Automation runbook triggers on the 1st of each month
1. Graph API call retrieves completion records for all Compliance training courses
1. Transform maps Graph API response to the training-effectiveness-record schema
1. Storage writes the JSON to the governance record store (Azure Storage, GCC-compliant)
1. governance substrate pull ingests the record on the next evidence collection cycle

NIST Control Closure
AT Family — Awareness and Training
AT Family Control Closure
	Control
	Requirement
	How This Document Closes It

	AT-2
	Security awareness training for all personnel before access and annually
	Annual Viva Learning program covering all 8 modules; phishing simulation quarterly; LMS completion record as AT-4 evidence

	AT-2(1)
	Practical exercises
	Quarterly phishing simulation with click-rate tracking and remedial training trigger

	AT-2(2)
	Insider threat awareness
	Dedicated insider threat module in annual awareness program

	AT-3
	Role-based training for personnel with security responsibilities
	Six-tier role matrix with distinct curricula; completion tracked separately per tier

	AT-3(3)
	Practical exercises for high-risk roles
	Hands-on SBOM/Grype labs for Tier 3; Sentinel drill exercises for Tier 4; tabletop participation for Tier 1

	AT-3(5)
	Processing Personally Identifiable Information
	Purview DLP and sensitivity label training for Tier 5 data stewards; connects to Vol IV Book 04

	AT-4
	Training records
	LMS-agnostic governance.training-effectiveness-record JSON schema (the evidence contract); current adapter: Viva Learning Graph API export; monthly automated pull to governance substrate


CP and IR Family Contributions
CP-3 and IR-2 Contributions
	Control
	How This Document Contributes

	CP-3
	Annual tabletop calendar with four quarterly exercises; attendance and after-action records archived; feeds PM-14 T&T&M tracker

	IR-2
	Semi-annual IR procedure drills; quarterly Sentinel playbook exercises; scenario library maintained by SOC; after-action reports archived


Net New Controls Closed by Vol IV Book 05
Vol IV Book 05 — Net New NIST SP 800-53 Rev 5 Controls Closed
	Family
	Controls
	Count

	AT — Awareness and Training
	AT-2, AT-2(1), AT-2(2), AT-3, AT-3(3), AT-3(5), AT-4
	7

	CP — Contingency Planning
	CP-3 (tabletop evidence; plan execution link)
	1

	IR — Incident Response
	IR-2 (drill evidence; playbook link)
	1

	Total
	
	9 closure rows (5 base + 4 enhancements)



KSI-CED-RAT Activation
Evidence Contract
KSI-022 (KSI-CED-RAT — “Reviewing All Training”) is the final scaffold rule in the internal CR26 ruleset. Its activation requires a governance.training-effectiveness-record that demonstrates persistent review of all four training dimensions.
This document provides:
1. Dimension 1 (AT-2): Annual Viva Learning program with monthly LMS export — the record shows completion rate, population covered, and phishing simulation results
1. Dimension 2 (AT-3 role-based): Six-tier completion record in the JSON schema — each tier tracked separately, completion rate and overdue count visible
1. Dimension 3 (AT-3 secure delivery): Developer lab completion records and course transcripts — Syft/Grype labs produce a participation record
1. Dimension 4 (IR-2/CP-3): Tabletop attendance records and after-action reports — archived documents with dates, attendees, and findings
When the monthly LMS export is running and the governance substrate is ingesting it, the ksi_ced_rat_status field in the record evaluates to PASS when:
· AT-2 completion rate ≥ 95% (allowing for onboarding lag and approved exceptions)
· AT-3 completion rate ≥ 95% per tier
· AT-3 secure delivery completion rate ≥ 95%
· IR/DR drills conducted on schedule (both semi-annual drills run; tabletop run)
KSI-022 Status After Vol IV Book 05
Once the monthly LMS export is operational and the first training-effectiveness-record is ingested by the governance substrate:
· KSI-022 status: scaffold → active
· Confidence: low → high (pending first full-year completion cycle)
· Internal KSI rule-set coverage: 28/29 → 29/29 active — all 29 internal rules are now evaluable (this is the series’ internal KSI decomposition, not the CR26 Moderate indicator catalog).
· CR26 indicator coverage: 19 of 46 CR26 indicators explicitly mapped 1:1 to an internal rule (themes CMT · PIY · SCR · CED · INR · RPL fully mapped); the remaining 27 indicators (IAM · CNA · SVC · MLA) are attested at the CISA ScuBA baseline level only, not yet bound to a CR26 indicator ID. See Compliance_CR26_Reconciliation.md.
This makes all 29 internal KSI rules active/evaluable; it does not complete CR26 indicator coverage — that stands at 19/46, with 27 indicators pending reconciliation to the finalized CR26 Moderate list and independent SCA. The eleven-volume Federal Compliance series is self-assessed against the series’ internal KSI decomposition — pending CR26 reconciliation and independent SCA.
Series Completion Summary
Compliance Series — Volumes I–IV Control-Closure Summary as of This Book
	Book
	Domain
	Controls Closed
	KSIs Activated

	Vol I Book 01
	InfoBlox DDI Landing Zone
	16
	IAM, MLA, SVC (addressing)

	Vol I Book 06
	Telecommunications (SD-WAN/SASE)
	7
	SVC (boundary), MLA

	Vol I Book 05
	Network and Identity Modernization
	12
	IAM, SVC (network)

	Vol II Books 01–02
	SQL Server Authentication
	auth surface
	IAM (SQL tier)

	Vol II Book 03
	Database Architecture and Network Physics
	7
	SVC (data)

	Vol III Book 01
	Privileged Access Management
	AC-5/6/11/12, IA-11
	IAM-ELP

	Vol III Book 02
	Vulnerability Management
	RA-5, SI-2, CM-7
	MLA-ALA, SVC

	Vol III Book 05
	Data Protection and Purview
	MP, SC-12/13/28
	SVC (data protection)

	Vol III Book 06
	SIEM / XDR / Detection Engineering
	AU-6/7/8, SI-4, IR-4/6/8
	MLA (primary)

	Vol IV Book 01
	Business Continuity
	CP-2 through CP-10
	RPL

	Vol IV Book 02
	Supply Chain Risk Management
	SR-1 through SR-11
	SCR-MIT, SCR-MON

	Vol IV Book 03
	Program Management and Governance
	PM-1/2/5/7/9/11/14/15/30
	SCR (governance)

	Vol IV Book 04
	PII Processing and Transparency
	PT-1 through PT-7
	PIY-RSD

	Vol IV Book 05
	Cybersecurity Training and Awareness
	AT-2/3/4, CP-3, IR-2
	CED-RAT



Implementation Checklist
Phase 1 — Program Setup (Weeks 1–4)
· Designate training program owner (ISSO or delegate)
· Select LMS platform (Viva Learning recommended for M365 GCC E3/E5)
· Define role tier assignments — map all users to Tier 1–6
· Configure Graph API export with LearningAssignmentReport.Read.All
· Create course library in Viva Learning (or import CISA/DoD content)
· Enroll all employees in AT-2 general awareness track
Phase 2 — Content and Delivery (Weeks 5–12)
· Launch AT-2 general awareness campaign (all employees)
· Launch AT-3 Tier 1 (sysadmin) and Tier 3 (developer) tracks — highest priority
· Configure phishing simulation platform (Attack Simulator or KnowBe4)
· Run first phishing simulation campaign
· Deliver first Tier 3 SBOM/Grype hands-on lab
· Schedule IR drill with SOC team
Phase 3 — Evidence Integration (Weeks 13–16)
· Deploy Logic App / Automation Runbook for monthly LMS export
· Map Graph API output to training-effectiveness-record JSON schema
· Integrate export into governance substrate
· Validate KSI-022 query returns PASS on first ingested record
· Archive first tabletop after-action report in governance record store
Phase 4 — Steady State (Ongoing)
· Monthly LMS export running and ingesting automatically
· Quarterly phishing simulation campaigns on calendar
· Semi-annual IR drill scheduled for H1 and H2
· Annual tabletop calendar set (Q1–Q4 per CP-3 schedule)
· ISSO reviews training-effectiveness-record quarterly dashboard
· Annual AT-2 content refresh cycle (update for emerging threats)
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	Compliance — Network Modernization
	Vol I Book 05: AD-to-Entra migration, ZTNA, Drift Reconciliation, FedRAMP 20x alignment

	Compliance — SQL Server Authentication Modernization
	Vol II Book 01: Arc Managed Identity, Kerberos/NTLM elimination, login migration
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Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-18 00:56 ET
Preface
This is the capstone book of the Federal Compliance (Compliance) series. The preceding twenty-two content books, spanning Volumes I–IV, generated the evidence layer: infrastructure architecture, security controls, governance artifacts, and training records mapped to NIST SP 800-53 Rev 5 controls, with ConMon evidence modeled on the FedRAMP 20x CR26 KSI schema (29 rules in the series’ internal KSI decomposition). This document assembles those artifacts into the agency RMF authorization package — the formal package presented to the Agency Authorizing Official for an agency Authorization to Operate (ATO) under NIST SP 800-37, with the FedRAMP-authorized cloud services Agency consumes documented as inherited (leveraged) authorizations. Agency is a consuming agency, not a cloud service provider: nothing in this package is submitted to the FedRAMP PMO. The FedRAMP 20x pipeline (Class A/B/C windows) applies to the CSOs Agency inherits, and this book tracks those provider timelines where they matter to inheritance.
This book addresses four deliverables:
1. Authorization Package Structure — what documents, in which format, presented to whom
1. Continuous Monitoring Program — how the evidence stays fresh after ATO (CA-7)
1. BOD 26-04 VDR/VER Submission — the December 7, 2026 SBOM + vendor disclosure
1. OSCAL AP+AR+POAM Bundle — the machine-readable KSI evidence package
Controls closed by this document: CA-2, CA-5, CA-6, CA-7, CA-7(1), CA-7(3), RA-3, SA-15 (pending registration in the compliance spine).

1 The Twenty-Two-Book Journey — All 29 Internal KSI Rules Evaluable at High Confidence
1.1 Series Summary
The Compliance series delivered twenty-two technical books covering the Agency GCC Moderate boundary against NIST SP 800-53 Rev 5 and FedRAMP 20x Consolidated Rules. Together the series closes 89+ distinct NIST controls and provides self-assessed evidence for all 29 rules in the series’ internal KSI decomposition (modeled on the FedRAMP 20x CR26 KSI schema).
Self-Assessment Notice. All KSI verdicts in this document are produced by the governance engine’s conformance adapter — an automated self-assessment tool. They are advisory and do not constitute a formal authorization. Results must be independently validated through a security control assessment (SCA) — Agency may engage a FedRAMP-recognized 3PAO as its independent assessor — and accepted by the Agency Authorizing Official before an ATO is granted.
KSI-count reconciliation (initial diff published). The 29 rules evaluated here are the series’ internal KSI decomposition, not the published CR26 Moderate KSI catalog. The rule-ID-by-rule-ID diff against the in-repo CR26 OSCAL catalog now exists — see Compliance_CR26_Reconciliation.md. Result: 19 of 46 CR26 indicators are explicitly mapped 1:1 to an internal rule (six themes fully covered); 27 are not yet bound to an indicator ID (the IAM/CNA/SVC/MLA themes, addressed by the 10 ScuBA baseline rules without indicator-ID binding). So “29/29 satisfied” is a claim about the internal rule set; CR26 indicator-level coverage is 19/46 explicitly mapped, and the POA&M is expected non-empty once the remaining indicators are assessed against the finalized CR26 Moderate list (June 25, 2026) by an independent SCA.
Compliance Series — Control Coverage Summary
	Book
	Topic
	Controls

	Vol I Book 01
	InfoBlox DDI — IPAM, DNS, DHCP, PKI
	16

	Vol I Book 02
	Network Access Control — 802.1X device identity at the port (device-identity evidence for the network and endpoint slot families)
	IA-3, IA-3(1), AC-19, SC-7(3), SC-7(5), CM-8

	Vol I Book 03
	Certificates and Tokens — cryptographic identity (PKI lifecycle, OAuth/OIDC, CBA; identity slot family evidence)
	IA-2(1)/(2), IA-5(2), SC-12, SC-17

	Vol I Book 04
	OPM HRIT and the Identity & Organizational SSOT — Oracle HCM Cloud as the HR system of record (identity slot family evidence, slot-01)
	AC-2, AC-2(1), PS-4, PS-5, IA-4, SI-12

	Vol I Book 06
	SD-WAN, SASE, UC (Teams Phone, Amazon Connect)
	7

	Vol I Book 05
	Entra ID, ZTNA, Drift Reconciliation
	12

	Vol II Book 01
	SQL Server Authentication Modernization
	IA family (depth)

	Vol II Book 02
	SQL Server Implementation Runbook
	Procedural evidence

	Vol II Book 03
	Database Architecture / Network Physics
	SC/SI families (depth)

	Vol III Book 01
	Privileged Access Management (Entra PIM + PAW)
	AC-5, AC-6(×7), AC-11/12, IA-11

	Vol III Book 02
	Vulnerability Management (Defender VM + KEV)
	RA-5(×3), SI-2(×2), SI-5, CM-7(×2)

	Vol III Book 05
	Data Protection (Purview + Key Vault CMK)
	MP-2–5, SC-12/13/17/28, AU-10

	Vol III Book 06
	SIEM / XDR / Detection Engineering (Sentinel)
	AU-6(×3), AU-7/8/11, SI-4(×4), IR-4/6/8

	Vol IV Book 01
	Business Continuity / Contingency Planning
	CP-2(×3), CP-3/4(×2), CP-6/7(×3), CP-8(×2)

	Vol IV Book 02
	Supply Chain Risk / SBOM / VDR
	SR-1–3/5/6/8/10/11 + BOD 26-04 framework

	Vol IV Book 03
	Program Management Governance
	PM-1/2/5/7/9/11/14/15/30

	Vol IV Book 04
	PII Processing and Transparency
	PT-1/2/3/4/5/7

	Vol IV Book 05
	Cybersecurity Awareness and Training
	AT-2, AT-2(1)/2, AT-3, AT-3(3)/5, AT-4, CP-3, IR-2


1.2 KSI Scorecard
The governance engine’s conformance adapter evaluates all 29 internal KSI rules against the Compliance slot evidence. As of July 4, 2026 (self-assessment — pending independent SCA):
KSI Evaluation Summary — 29/29 Evaluable at High Confidence (Self-Assessed)
	Evaluation Path
	Count
	KSI IDs
	Verdict

	CISA ScuBA adapter (M365 continuous)
	10
	KSI-001..010
	satisfied

	Compliance slot evaluator — high confidence
	19
	KSI-011..029
	satisfied

	Scaffold (pending evidence)
	0
	—
	—


All 29 rules in scope evaluated at high confidence in the current self-assessment run. Zero open risks identified in the series’ internal KSI decomposition; zero POA&M items generated against that rule set — the POA&M is expected to be non-empty once the 27 not-yet-mapped CR26 indicators are reconciled (see Compliance_CR26_Reconciliation.md) and assessed. These results are advisory pending independent security control assessment (SCA). The OSCAL Assessment Results (AR) document is the machine-readable CA-2 deliverable.
The authoritative closure-necessity view of these rules — which of the 29 KSIs are attestable by conformance tooling alone, and which close only because a series book built the evidence slot behind them — lives in Vol 0 Book 00, in the section “The KSI Closure Necessity Matrix.” This book deliberately does not restate that matrix. What it carries is the evidence procedure layer: how each slot’s artifacts are generated, refreshed on the ConMon cadence, and assembled into the authorization package.
} GCC Moderate. Top tier: Authorization Package presented to the Agency Authorizing Official (agency RMF ATO) with System Security Plan (SSP), Security Assessment Report (SAR), Plan of Action and Milestones (POA&M), and Authorization Decision (Agency ATO). Second tier: OSCAL Machine-Readable Bundle — AP (Assessment Plan, 10 themes, 29 internal KSI rules), AR (Assessment Results, 29 findings, 0 open in the internal rule set — self-assessed pending CR26 reconciliation and independent SCA, 8 evidence slots), POA&M (0 items in the internal rule set, expected non-empty after CR26 mapping and SCA). Third tier: Compliance Evidence Layer — the twenty-two content books (Volumes I–IV) providing infrastructure, security, governance, and training artifacts. Bottom tier: Continuous Monitoring Program — monthly OSCAL AR refresh, quarterly KSI review, annual full assessment, and ConMon dashboard via Sentinel.” width=“100%”}

2 OSCAL Bundle — Machine-Readable KSI Evidence (CA-2, CA-5)
2.1 Bundle Architecture
The <engine> oscal bundle command generates three interlinked OSCAL 1.0.4 documents that constitute the machine-readable KSI evidence package:
OSCAL Bundle Documents
	Document
	File
	NIST Control
	Purpose

	Assessment Plan (AP)
	ksi-ap.json
	CA-2
	Documents what was assessed, which controls, and by which method

	Assessment Results (AR)
	ksi-ar.json
	CA-2, RA-3
	Records findings, verdicts, and risks for all 29 KSIs

	Plan of Action and Milestones (POA&M)
	ksi-poam.json
	CA-5
	Lists open findings and remediation milestones (zero items currently)


The three documents are linked by UUID reference:
1. The AP specifies what was planned (assessment-plan.uuid)
1. The AR imports the AP (import-ap.href = "#<ap-uuid>") and records results
1. The POA&M imports the AP (import-ap.href = "#<ap-uuid>") and references AR observations
2.2 Generating the Bundle
# Generate AP + AR + POA&M for the Agency GCC Moderate boundary
<engine> oscal bundle \
 --system-name "Agency GCC Moderate" \
 --output-dir output/artifacts/ksi-bundle

# Output:
# output/artifacts/ksi-bundle/ksi-ap.json
# output/artifacts/ksi-bundle/ksi-ar.json
# output/artifacts/ksi-bundle/ksi-poam.json
# output/artifacts/ksi-bundle/artifact-index.json
The bundle is regenerated as part of ConMon cadence — monthly for ongoing monitoring, and on-demand for the authorization package assembly.
2.3 Assessment Plan Structure
The AP is organized around the ten KSI themes from FedRAMP 20x:
KSI Themes and Evidence Slots
	Theme
	KSI Rules
	Evidence Slot(s)

	KSI-IAM
	KSI-001, KSI-002, KSI-003, KSI-009
	slot-01 identity; ScuBA

	KSI-SVC
	KSI-004, KSI-007, KSI-008
	slot-03/04; ScuBA

	KSI-CNA
	KSI-008
	slot-03; ScuBA

	KSI-MLA
	KSI-005, KSI-006, KSI-010
	slot-02/04; ScuBA

	KSI-CMT
	KSI-011–014
	slot-06 security

	KSI-SCR
	KSI-015, KSI-016
	slot-06 security

	KSI-PIY
	KSI-017–021
	slot-05 endpoint

	KSI-INR
	KSI-023–025
	slot-04/07

	KSI-RPL
	KSI-026–029
	slot-07 continuity

	KSI-CED
	KSI-022
	slot-08 training


2.4 Assessment Results — Finding Structure
Each of the 29 findings in the AR carries:
· target.status.state: satisfied / not-satisfied / other
· props: ksi-id, verdict, cr26-control, mapping-confidence
· observations: linked observation with description, artifact refs, and slot IDs
· risks: open only for not-satisfied findings (zero in current run)
The AR is the machine-readable equivalent of a Security Assessment Report (SAR) for the KSI evidence dimension. It satisfies CA-2 (Security Assessments) by providing a documented, repeatable, automated assessment of all KSI controls.
2.5 POA&M Status
As of the July 4, 2026 bundle generation:
Satisfied : 29 (all 29 internal KSI-decomposition rules)
Not-satisfied : 0
Not-evaluated : 0
Open risks : 0
POA&M items : 0
A zero-item POA&M is the correct target state for the self-assessment — it means all required controls are assessed as satisfied in the current adapter run. The POA&M will be regenerated after each assessment cycle; any findings that emerge (e.g., from a training completion gap or an unrevoked privilege) will automatically populate it via the _extract_ar_gaps function.

3 Continuous Monitoring Program (CA-7)
3.1 ConMon Framework
CA-7 requires the organization to develop and implement a continuous monitoring strategy that includes:
· Metrics for monitoring control effectiveness
· Frequencies for monitoring, assessment, and reporting
· Ongoing awareness training requirements
· Reporting to the Authorizing Official
The Compliance series provides the evidence generation layer. The ConMon program operationalizes it on a recurring cadence.
} GCC Moderate FedRAMP 20x. Monthly activities (every month): OSCAL AR refresh via  oscal bundle; CISA ScuBA assessment run against M365; Sentinel ConMon dashboard review; POA&M status check — zero-item target. Quarterly activities (Q1/Q2/Q3/Q4): KSI evidence quality review; slot binding confidence review; training completion review for AT-4 (KSI-022); vulnerability management review for RA-5 (KSI-015/016). Semi-annual activities: IR drill (IR-2, Vol IV Book 05); Contingency plan tabletop exercise (CP-3, Vol IV Book 01); SBOM freshness review for BOD 26-04 VDR/VEX pipeline (Vol IV Book 02). Annual activities: Full KSI re-assessment; AT-2 annual security awareness training refresh; CP-2 contingency plan update; PM-14 T-and-T-and-M plan update; ATO renewal package preparation.” width=“100%”}
3.2 Monthly ConMon Activities
Monthly ConMon Activity Matrix
	Activity
	Owner
	Tool
	Evidence

	OSCAL AR refresh
	ISSO
	<engine> oscal bundle
	Updated ksi-ar.json

	ScuBA assessment
	ISSO
	ScuBAGear
	M365 baseline assessment report

	ScuBA drift triage + gate
	ISSO
	ScubaDrift
	scubadrift-verdicts.json (dispositions + POA&M linkage)

	Sentinel ConMon dashboard review
	SOC Lead
	Microsoft Sentinel
	ConMon dashboard export

	POA&M status review
	ISSO + ISSM
	<engine> oscal bundle
	ksi-poam.json (zero-item target)

	Vulnerability scan
	Defender VM team
	Defender for Endpoint
	RA-5 scan record

	SBOM delta check
	SR team
	Syft + Grype
	CycloneDX BOM diff


The ScubaDrift Disposition Pipeline — Evidence Behind KSI-001..010
A point-in-time ScuBAGear report answers “what passes today?” It does not answer the three questions an assessor asks next: what changed since last month, which failures are already governed by a documented risk acceptance, and when does that acceptance lapse? ScubaDrift is the lifecycle layer that answers them. It never touches the tenant — it consumes ScuBAGear’s JSON output and the risk-acceptance register, and splits every failing policy into exactly three dispositions:
ScubaDrift Dispositions
	Disposition
	Meaning
	Gate behavior

	actionable_new_drift
	Failing, no risk acceptance on file
	Act — gate fails

	lapsed_acceptance
	Failing, acceptance exists but expired
	Act — gate fails

	governed_exception
	Failing, covered by an in-date acceptance
	Governed — gate passes, POA&M-linked


The monthly loop: ScuBAGear assesses the tenant → scubadrift triage --json produces dispositions → scubadrift gate runs in the pipeline (exit non-zero only on new drift or a lapsed acceptance — governed exceptions never break the build) → <engine> oscal scuba-verdicts writes output/artifacts/ksi-bundle/scubadrift-verdicts.json with full provenance → the AR refresh consumes it. scubadrift conmon-record appends each run to the history ledger, and scubadrift conmon-report emits the posture trend and remediation SLA aging that CA-7, NIST SP 800-137 (ISCM), and BOD 25-01 expect.
A verdict entry looks like this (from the committed demonstration fixture):
"MS.AAD.3.1v1": {
 "result": "fail",
 "disposition": "governed_exception",
 "reason": "accepted until 2026-12-31 (POAM-SAMPLE-1042)",
 "ticket": "POAM-SAMPLE-1042",
 "expiry_date": "2026-12-31"
}
This is what “evidence-backed” means for the ten configuration-surface KSI rules: the OSCAL AR no longer asserts KSI-001..010 as satisfied because a scanner ran — each verdict carries its result, its disposition, its governing ticket, and its expiry, and a governed exception surfaces as a POA&M-linked entry rather than a silent pass. Retirable acceptances (exceptions whose policy now passes) are flagged for removal from the register, so the acceptance file cannot silently accumulate dead weight. All expiry math is --as-of-injected, so verdict runs are deterministic and reproducible for the assessor.
Why Not Secure Score or Compliance Manager?
The question an Authorizing Official will ask: Microsoft already ships posture tooling — why is this pipeline not redundant? Because none of the Microsoft offerings produce evidence an assessor can consume:
Vendor Posture Tooling vs. Disposition Evidence
	Offering
	What it provides
	Why it is not this evidence

	Microsoft Secure Score
	Proprietary posture score with trend and “accepted risk” markers
	Scores against Microsoft’s rubric, not the CISA SCuBA baseline; accepted-risk markers never expire and link to no POA&M; no per-policy verdict artifact; cannot gate a pipeline

	Purview Compliance Manager
	NIST 800-53 / FedRAMP assessment templates, improvement actions
	Portal workflow with largely manual evidence attachment; produces a score, not machine-readable per-control verdicts; no run-to-run drift, no expiry math, no OSCAL output

	Microsoft365DSC
	Tenant configuration export, drift detection against your own snapshot, enforcement
	Drift means “configuration changed versus my snapshot,” not “SCuBA verdict changed”; no risk-acceptance model; the baseline is the operator, not the regulator


The structural difference is authority and lifecycle. Secure Score and Compliance Manager are the vendor grading its own product against its own rubric — self-attestation, the evidence class an assessor discounts first. ScuBAGear verdicts are against the regulator’s baseline, and ScubaDrift adds what no vendor dashboard models: the governed exception that expires, the lapsed acceptance that becomes actionable, the retirable acceptance flagged as dead weight, and a gate with deterministic, reproducible semantics. The vendor tools tell you your posture; this pipeline proves it, over time, against someone else’s baseline, with every exception governed and aging.
3.3 Quarterly Activities
Quarterly ConMon Schedule
	Q
	Activity
	Controls
	Evidence

	Q1/Q2/Q3/Q4
	KSI evidence quality review
	CA-7(3)
	Trend report from AR history

	Q1/Q2/Q3/Q4
	Training completion review
	AT-4, KSI-022
	governance.training-effectiveness-record

	Q1/Q2/Q3/Q4
	Slot binding confidence review
	CA-7
	Slot YAML audit

	Q1/Q3
	Privileged access review
	AC-6, KSI-IAM
	Entra PIM access review


3.4 Semi-Annual Activities
	Activity
	Controls
	Reference

	IR tabletop drill (SOC scenario exercise)
	IR-2, KSI-INR
	Vol IV Book 05 §6 Incident Response and DR Training

	CP-3 contingency training exercise
	CP-3, KSI-RPL
	Vol IV Book 01 §4 Tabletop Calendar

	SBOM freshness + VDR/VER review
	SR-5, SR-6, KSI-SCR
	Vol IV Book 02 §3 Vulnerability Disclosure Report (VDR)


3.5 Annual Activities
	Activity
	Controls
	Owner

	Full KSI re-assessment (all 29 rules)
	CA-2, CA-7
	ISSO

	AT-2 annual security awareness training refresh
	AT-2, KSI-CED
	HR / Training Coordinator

	CP-2 contingency plan update
	CP-2, KSI-RPL
	Business Continuity Lead

	PM-14 T&T&M plan annual update
	PM-14
	ISSM

	ATO renewal package preparation
	CA-6
	ISSO + Authorizing Official

	BOD 26-04 SBOM annual certification
	SR-11, KSI-SCR
	SR team


3.6 Trend Analyses (CA-7(3))
The OSCAL AR tracks KSI verdict history across assessment cycles. Trend analysis is performed quarterly by comparing the current AR against the previous three months of AR snapshots:
# Compare current AR with previous quarter's snapshot
<engine> oscal ksi-ar --output-path output/artifacts/ksi-bundle/ksi-ar-$(date +%Y%m).json

# Historical ARs accumulate in output/artifacts/ksi-bundle/history/
# Trend: satisfied count should be stable at 29; any drop triggers POA&M entry
A downward trend in satisfied count (e.g., a training completion gap dropping KSI-022 to not-satisfied) triggers automatic POA&M creation on the next bundle run, providing the AO with an early warning signal.

4 Agency Authorization Package (CA-6)
4.1 Package Components
The agency RMF authorization package (ConMon evidence modeled on the FedRAMP 20x KSI schema) has a simpler evidence structure than a traditional package: the 20x KSI-evidence model replaces the ~323-control Rev 5 Moderate baseline audit binder for the CSOs Agency inherits, and this package adopts the same machine-readable model for the agency’s own ConMon evidence. The authorization package consists of:
Agency Authorization Package — Component Index
	Component
	Format
	Source

	System Security Plan (SSP)
	OSCAL JSON
	<engine> generate ssp (Vol I Book 01 architecture as baseline)

	KSI Assessment Plan (AP)
	OSCAL JSON
	output/artifacts/ksi-bundle/ksi-ap.json

	KSI Assessment Results (AR)
	OSCAL JSON
	output/artifacts/ksi-bundle/ksi-ar.json

	Plan of Action & Milestones
	OSCAL JSON
	output/artifacts/ksi-bundle/ksi-poam.json

	Compliance Evidence Book Series
	DOCX
	the preceding twenty-two content books, Volumes I–IV (docs/customer-documents/federal-compliance-series/)

	BOD 26-04 VDR Submission
	CycloneDX 1.6 JSON
	Vol IV Book 02 SBOM pipeline

	Training Effectiveness Record
	JSON
	governance.training-effectiveness-record (Vol IV Book 05)


4.2 Authorization Timeline
Authorization Timeline
	Milestone
	Date
	Status

	FedRAMP 20x Class A opens (CSO pipeline — inherited providers)
	Aug 3, 2026
	Upcoming

	FedRAMP 20x Class B + C opens (CSO pipeline — inherited providers)
	Aug 31, 2026
	Upcoming

	BOD 26-04 VDR/VER deadline (CISA submission)
	Dec 7, 2026
	Hard deadline

	FedRAMP 20x mandatory for inherited CSO authorizations
	Jan 1, 2027
	Mandatory

	Present authorization package to Agency AO
	Nov–Dec 2026
	Planned

	Agency ATO decision expected
	Q1 2027
	Target


4.3 Authorizing Official Package Review Checklist
Before the authorization decision, the Authorizing Official (AO) reviews:
· All 29 KSI rules self-assessed as satisfied in current AR (zero open risks); independent SCA scheduled
· POA&M is empty or all items have approved milestones
· BOD 26-04 VDR submission filed by December 7, 2026
· Training effectiveness record dated within the last 12 months
· SBOM generated within the last 90 days (Syft + Grype pipeline)
· ConMon dashboard accessible in Sentinel (AU-6, SI-4 evidence)
· Contingency plan tabletop conducted within the last 12 months (CP-3)
· IR drill conducted within the last 6 months (IR-2)
· PM-14 T&T&M plan current and signed by ISSM

5 BOD 26-04 VDR/VER Submission (SR-11, SA-15)
5.1 BOD 26-04 Overview
Binding Operational Directive 26-04 requires all federal agencies to:
1. Maintain an SBOM for all software in production by December 7, 2026
1. File a Vulnerability Disclosure Report (VDR) for each SBOM component with known CVEs
1. File a Vulnerability Exploitability Report (VER) (OpenVEX) for each CVE above CVSS 7.0
1. Demonstrate continuous SBOM monitoring via an automated pipeline
Vol IV Book 02 of this series established the VDR/VER framework. This section documents the submission procedure.
5.2 SBOM Artifact Chain
The SBOM pipeline (from Vol IV Book 02) produces a chain of machine-readable artifacts:
1. Syft scan → CycloneDX 1.6 JSON (component inventory)
 ↓
2. Grype scan → Vulnerability findings against NVD + CISA KEV
 ↓
3. OpenVEX statements → VEX analysis (exploitability assessment)
 ↓
4. VDR submission package → CISA VEX Portal or email submission
5.2.1 Running the SBOM Pipeline
# Step 1: Generate SBOM (run against each production container/package)
syft packages . -o cyclonedx-json=sbom-$(date +%Y%m%d).json

# Step 2: Scan for vulnerabilities
grype sbom:sbom-$(date +%Y%m%d).json -o json > vuln-$(date +%Y%m%d).json

# Step 3: Generate VEX statements for High/Critical CVEs
# For each CVE with CVSS >= 7.0, create an OpenVEX statement:
vexctl create \
 --author "Agency Cloud Services Team" \
 --product "pkg:docker/ssa-gcc-moderate@1.0.0" \
 --vuln "CVE-YYYY-NNNNN" \
 --status "affected" \
 --action-statement "Remediation in progress; tracked in POA&M" \
 sbom-$(date +%Y%m%d).json
5.2.2 Submission to CISA
Per BOD 26-04, VDR/VER submissions go to: - Email: sbom@cisa.dhs.gov (VDR + VEX package as ZIP attachment) - Subject line: [AGENCY] BOD-26-04 VDR Submission — [System Name] — [Date] - Format: CycloneDX 1.6 JSON for SBOM; OpenVEX JSON for VEX statements
The Vol IV Book 02 vdr-submission-record.json schema generates the cover document automatically from the Syft/Grype pipeline output.
5.3 AT-4 Evidence Contract Currency
The governance.training-effectiveness-record (KSI-022 evidence) must be current at the time of the AO’s ATO package review:
# Verify training record is current (exported via the current LMS adapter —
# Viva Learning Graph API; the evidence contract is the LMS-agnostic JSON schema)
# Record must show: overall_completion_pct >= 95.0, snapshot_date within 12 months
python3 -c "
import json
record = json.load(open('governance.training-effectiveness-record.json'))
assert record['overall_completion_pct'] >= 95.0, 'Training completion below threshold'
assert all(
 t['tier_completion_pct'] >= 95.0 for t in record['role_tiers']
), 'One or more role tiers below threshold'
print('Training record: PASS')
"

6 Post-Authorization ConMon Architecture (CA-7, SA-15)
6.1 ConMon Data Flow
After ATO is granted, the ConMon program feeds back into the governance substrate on a recurring basis:
[M365 ScuBA Assessment]
 ↓ monthly
[<engine> adapter-run-scuba]
 ↓
[Governance Substrate] ←—— [Compliance Slot Evidence YAMLs]
 ↓ ↑
[<engine> oscal bundle] [Slot confidence upgrades
 ↓ when new evidence artifacts
[ksi-ar.json] are produced or confidence
 ↓ changes]
[POA&M auto-populated]
 ↓
[Sentinel ConMon Dashboard] ——→ [AO Monthly Brief]
6.2 Evidence Freshness Rules
Each evidence slot has a freshness requirement. The ConMon program must ensure:
Evidence Freshness Requirements by Slot
	Slot
	Freshness Requirement
	Owner

	slot-01 identity
	Entra ID Conditional Access policies reviewed quarterly
	IAM team

	slot-02 data
	Purview DLP policy and CMK rotation reviewed annually
	Data Protection team

	slot-03 network
	SD-WAN configuration baseline reviewed semi-annually
	Network team

	slot-04 telemetry
	Sentinel detection rules reviewed quarterly; log retention confirmed monthly
	SOC

	slot-05 endpoint
	Defender VM findings reviewed weekly; PAW review quarterly
	Endpoint team

	slot-06 security
	SBOM regenerated monthly; VDR/VER current (BOD 26-04)
	SR team

	slot-07 continuity
	CP-3 tabletop annually; CP-4 test annually; CP-2 plan current
	BC team

	slot-08 training
	LMS completion records exported monthly; overall ≥ 95%
	HR / Training


6.3 Sentinel ConMon Dashboard
Vol III Book 06 established the Sentinel XDR platform as the operational ConMon dashboard. The following workbooks are required for CA-7(3) trend analysis:
1. KSI Status Workbook — maps each of the 29 KSIs to their current evidence state (green/amber/red based on slot binding confidence and AR verdict)
1. Control Drift Workbook — tracks changes in ScuBA findings (M365 config drift that could affect KSI-001..010 verdicts)
1. Vulnerability Backlog Workbook — RA-5 KEV hits, CVSS scores, BOD 26-04 status per component in the SBOM
1. Training Coverage Workbook — AT-4 completion rate trend by role tier
6.4 Roles and Responsibilities (CA-7(1))
ConMon RACI — Key Roles
	Role
	CA-7 Responsibility

	Authorizing Official (AO)
	Reviews monthly AR; accepts or escalates open risks; approves ATO renewal

	ISSO
	Runs monthly <engine> oscal bundle; reviews Sentinel dashboard; owns POA&M

	ISSM
	Chairs quarterly KSI review; escalates trend anomalies to AO

	SOC Lead
	Maintains Sentinel workbooks; conducts IR drills; owns detection rule cadence

	SR / Supply Chain
	Maintains SBOM pipeline; files VDR/VER; owns BOD 26-04 compliance

	HR / Training Coordinator
	Exports monthly LMS records; ensures overall_completion_pct ≥ 95%



7 Risk Assessment Integration (RA-3)
7.1 Risk Register Structure
The OSCAL AR’s risk entries feed directly into the organizational risk register (PM-9, established in Vol IV Book 03). The risk structure follows OSCAL 1.0.4:
	OSCAL Field
	Risk Register Mapping

	risk.title
	Risk item name

	risk.status
	open / closed / deferred

	risk.characterizations
	CVSS-derived severity; KSI theme

	risk.mitigating-factors
	Compensating controls from Compliance evidence

	risk.remediation-tracking
	BOD 26-04 milestones or training milestones


When the AR contains zero open risks against the internal rule set (current self-assessed state), the risk register entry for KSI controls reads: “All 29 internal KSI rules satisfied — no residual risk from the KSI evaluation (self-assessed; CR26 indicator coverage 19/46, pending reconciliation and SCA).” This does not eliminate enterprise risk; it eliminates internal-rule-set compliance risk only.
7.2 Residual Risks Not Covered by KSI Evaluation
The KSI evaluation covers FedRAMP 20x Consolidated Rules. The following risk categories are outside KSI scope and must be managed separately:
· Mission risk — impact to Agency service delivery from system failure
· Insider threat — behavioral analytics (KSI-001..010 cover technical controls; insider threat requires HR and behavioral monitoring programs)
· Physical security — PE family (inherited from the CSP data-center authorization)
· Supply chain geopolitical risk — beyond BOD 26-04 SBOM/VDR/VER scope

8 Authorization Package Assembly Checklist
The following checklist operationalizes the authorization package assembly. Complete in order before the November 2026 AO review window.
8.1 Pre-Decision Checklist
OSCAL Bundle (CA-2, CA-5):
· Run <engine> oscal bundle --system-name "Agency GCC Moderate" and confirm 29/29 self-assessed satisfied against the series’ internal KSI decomposition (not the CR26 catalog)
· Confirm POA&M has zero open items in the internal rule set — expect it to become non-empty once the internal-rules → CR26 diff and independent SCA are complete
· Archive bundle with timestamp to output/artifacts/ksi-bundle/history/YYYYMM/
· Present bundle (AP + AR + POA&M) to the Agency AO for the RMF authorization decision
Evidence Books (CA-2):
· Confirm all twenty-two content books compiled and available in docs/customer-documents/federal-compliance-series/
· Upload updated books to agency document management system
· Create cross-reference index: book → NIST controls → KSI IDs
BOD 26-04 (SR-11):
· Run SBOM pipeline: Syft scan → CycloneDX 1.6 JSON
· Run Grype: vulnerability scan → VDR artifact
· Draft VEX statements for all CVEs CVSS ≥ 7.0
· Submit VDR/VER to CISA by December 7, 2026
· Retain submission confirmation as vdr-submission-record.json
Training (AT-4, KSI-022):
· Export governance.training-effectiveness-record via the current LMS adapter (Viva Learning Graph API; the schema, not the LMS, is the evidence contract)
· Confirm overall_completion_pct >= 95.0
· Confirm all six role_tiers present with tier_completion_pct >= 95.0
· Confirm cp3_tabletop_date and ir2_drill_date within 12 months
ConMon Program (CA-7):
· Sentinel ConMon dashboard active and accessible
· Monthly AR automation configured (Azure Logic App or scheduled task)
· Quarterly KSI review cadence documented in PM-14 T&T&M plan
· ISSO designated and documented in PM-2 leadership RACI
8.2 Authorization-Decision Package Procedure
# 1. Generate final OSCAL bundle
<engine> oscal bundle \
 --system-name "Agency GCC Moderate" \
 --ssp-href "#<ssp-uuid-from-engine-ssp-generator>"

# 2. Archive with date stamp
cp -r output/artifacts/ksi-bundle/ \
 output/artifacts/ksi-bundle/history/$(date +%Y%m)/

# 3. Validate bundle structure
python3 -c "
import json
for name in ['ksi-ap.json', 'ksi-ar.json', 'ksi-poam.json']:
 doc = json.load(open(f'output/artifacts/ksi-bundle/{name}'))
 print(f'{name}: OK — {list(doc.keys)[0]}')
"

# 4. Package for the Agency AO review
zip -r ssa-gcc-moderate-authpkg-$(date +%Y%m%d).zip \
 output/artifacts/ksi-bundle/ \
 inbox/Application\ Aware\ Networking/Book_*.docx

9 Controls Closed by This Document
Controls Closed by Vol IV Book 06
	Control
	Title
	Closure Mechanism

	CA-2
	Control Assessments
	OSCAL AR (ksi-ar.json) is the formal security assessment record for all 29 internal KSI-decomposition rules; generated by <engine> oscal bundle on a monthly cadence

	CA-5
	Plan of Action and Milestones
	OSCAL POA&M (ksi-poam.json) is the formal POA&M; auto-populated from AR findings; zero items in current run

	CA-6
	Authorization
	Agency ATO package structure documented in §4; assembly checklist in §8; AO review roles in §6.4; leveraged FedRAMP authorizations documented as inherited controls in the SSP

	CA-7
	Continuous Monitoring
	Monthly <engine> oscal bundle → Sentinel dashboard; quarterly KSI trend review; evidence freshness rules per slot in §6.2

	CA-7(1)
	Independent Assessment
	Independent security control assessment (SCA) of the OSCAL AR — Agency may engage a FedRAMP-recognized 3PAO as its assessor — constitutes the independent assessment; ScuBAGear is run by the Agency ISSO as agency self-assessment against the external CISA ScuBA baseline, feeding the same M365 evidence into that engagement

	CA-7(3)
	Trend Analyses
	Sentinel KSI Status Workbook; AR history archive in output/artifacts/ksi-bundle/history/; quarterly trend briefing to AO

	RA-3
	Risk Assessment
	OSCAL AR risk entries feed PM-9 risk register; residual risk taxonomy in §7.2

	SA-15
	Development Process, Standards, and Tools
	The slot evaluator, series origin, and diagram pipeline are documented design decisions of record covering the development process used to build the evidence pipeline; the engine’s CI/CD gate (lint, type-check, and unit-test suite) is the SA-15 toolchain evidence



Appendix A — OSCAL AR Findings Summary
The following table summarizes the 29 KSI findings from the July 4, 2026 bundle run (self-assessment). All 29 are evaluated as satisfied pending independent SCA.
Indicator-level mapping is NOT asserted here. The CR26 Theme column gives the CR26 Moderate theme each internal rule contributes to; the authoritative rule→indicator reconciliation (19 of the 46 CR26 indicators mapped) lives in Compliance_CR26_Reconciliation.md. The KSI-0NN ids are the series’ internal rules, not CR26 indicator ids.
KSI Findings Summary — July 4, 2026 Bundle Run
	KSI ID
	CR26 Theme
	Evaluation Path
	Verdict

	KSI-001
	KSI-IAM
	ScuBA (M365-ACCT-001)
	satisfied

	KSI-002
	KSI-IAM
	ScuBA (M365-AUTH-002)
	satisfied

	KSI-003
	KSI-IAM
	ScuBA (M365-PRIV-003)
	satisfied

	KSI-004
	KSI-SVC
	ScuBA (M365-EXO-004)
	satisfied

	KSI-005
	KSI-MLA
	ScuBA (M365-EXO-005)
	satisfied

	KSI-006
	KSI-MLA
	ScuBA (M365-SPO-006)
	satisfied

	KSI-007
	KSI-SVC
	ScuBA (M365-ATP-007)
	satisfied

	KSI-008
	KSI-SVC
	ScuBA (M365-ATP-008)
	satisfied

	KSI-009
	KSI-IAM
	ScuBA (M365-CA-009)
	satisfied

	KSI-010
	KSI-MLA
	ScuBA (M365-DLP-010)
	satisfied

	KSI-011
	KSI-CMT
	slot-06 high (Vol IV Book 02–03)
	satisfied

	KSI-012
	KSI-CMT
	slot-06 high
	satisfied

	KSI-013
	KSI-CMT
	slot-06 high
	satisfied

	KSI-014
	KSI-CMT
	slot-06 high
	satisfied

	KSI-015
	KSI-SCR
	slot-06 high
	satisfied

	KSI-016
	KSI-SCR
	slot-06 high
	satisfied

	KSI-017
	KSI-PIY
	slot-05 high
	satisfied

	KSI-018
	KSI-PIY
	slot-05 high
	satisfied

	KSI-019
	KSI-PIY
	slot-05 high
	satisfied

	KSI-020
	KSI-PIY
	slot-05 high
	satisfied

	KSI-021
	KSI-PIY
	slot-05 high
	satisfied

	KSI-022
	KSI-CED
	slot-08 high (Vol IV Book 05)
	satisfied

	KSI-023
	KSI-INR
	slot-07 high
	satisfied

	KSI-024
	KSI-INR
	slot-04 high
	satisfied

	KSI-025
	KSI-INR
	slot-04 high
	satisfied

	KSI-026
	KSI-RPL
	slot-07 high
	satisfied

	KSI-027
	KSI-RPL
	slot-07 high
	satisfied

	KSI-028
	KSI-RPL
	slot-07 high
	satisfied

	KSI-029
	KSI-RPL
	slot-07 high
	satisfied



This document is an internal working artifact. It does not constitute an authorization package or official assessment. All control closure claims are advisory pending formal ATO review by the Agency Authorizing Official and the Office of Information Security — Agency is a consuming agency, so nothing here is submitted to the FedRAMP PMO.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-19 16:20 ET
Volume Purpose
Volume V is where the series becomes a workforce. Volumes 0–IV describe the naming and identity substrate, the data platform, the security-operations planes, and the governance and authorization machinery. None of that closes a control until someone can build the mechanism, land its evidence, and trace it from the book that specifies it, through the NIST SP 800-53 Rev 5 control it satisfies, to the FedRAMP 20x KSI that scores it. Volume V builds that competency — and, in doing so, operationalizes the training program that produces the training-effectiveness-record: proof that the people running the program are trained.
The volume is organized as two tracks over the same corpus. A compliance track reads the series as control-closure evidence — one module per evidence slot, book → control → KSI → evidence. An implementation track reads it as build instructions — one module per book cluster, each ending by landing an evidence artifact where the conformance adapter can bind it. The volume’s governing claim is the series’ Conformance-Tooling Coverage Gap (Vol 0 Book 00, Executive Summary) turned into a curriculum: conformance tooling measures drift from an intended state; it cannot author one. Ten of the series’ twenty-nine internal KSI rules are attestable by ScuBA-class tooling alone; the other nineteen bind to evidence slots that exist only because a trained workforce built the architecture in Volumes I–IV. A workforce, not a scanner, authors the evidence state — and that competency is itself a control (AT-2/AT-3, KSI-CED).
Books in This Volume
Volume V — Training & Certification
	Book
	Title
	Role

	Vol V Book 01
	The Compliance Track
	The eight evidence slots taught as curriculum — book → NIST control → FedRAMP 20x KSI → evidence — capped by the eight-slot walk

	Vol V Book 02
	The Implementation Track
	Building the Volumes I–IV architectures and landing the evidence Track A consumes; the lab exercises as worked builds

	Vol V Book 03
	Assessment, Rubrics & Certification
	The four-level rubric ladder, the eight-slot-walk capstone, and the KSI Closure Necessity Matrix as the certification exam

	Vol V Book 04
	Vendor Training & Lab Environments
	The realization layer — external courses mapped per volume, and scripted fixture / tenant / eval lab environments


Relationship to Vol IV Book 05 (Cybersecurity Training & Awareness) — Vol IV Book 05 specifies the AT-family training program and its control closure (AT-2/3/4, CP-3, IR-2). This volume is the academy that operationalizes that program at manuscript depth — the two tracks, labs, and certification — and produces the training-effectiveness-record / KSI-CED evidence the program depends on. The division is deliberate: Vol IV Book 05 states what the program must be and close; Volume V teaches it, runs the labs, and certifies competency. The two cross-reference rather than duplicate.
How This Volume Fits the Program
Volume V depends on every architecture volume it teaches (Volumes 0–IV) — it teaches them, referencing each Vol I–IV book by its coordinates rather than restating it. It produces two things the program depends on: trained operators and assessors, and the training-effectiveness-record that Volume IV’s Authorization Package & ConMon book (Vol IV Book 06) freezes into the OSCAL bundle as the slot-8 / KSI-CED closure. The truth-versus- enforcement separation holds here as everywhere: the certification record is a truth-plane artifact — it attests competency and feeds the KSI pipeline — while the courses and labs are enforcement-plane, re-platformable per vendor (Theme F, the realization layer). Remove Volume V and Volumes I–IV survive as documents, but the path from “the books exist” to “the workforce closes the controls and the training KSI evaluates” does not.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-18 06:20 ET
What This Document Addresses
Volumes I–IV of this series build a system; Volume V teaches it. This book is the compliance track of that teaching — the reading of the corpus that a FedRAMP 20x assessor, an ISSO, or a ConMon operator needs. It does not build anything new. It takes the eight evidence slots the conformance adapter evaluates and turns each one into a module: which books close it, which NIST SP 800-53 Rev 5 controls they close, which FedRAMP 20x Key Security Indicator (KSI) scores the closure, and what artifact proves the chain end-to-end.
The track exists because of a fact the series states in Vol 0 Book 00 and this book operationalizes: conformance tooling measures drift from an intended state; it cannot author one. Ten of the series’ twenty-nine internal KSI rules are attestable by ScuBA-class tooling alone (KSI-001..010, via the CISA ScuBA adapter). The other nineteen bind to evidence slots that exist only because a workforce built the architecture in Volumes I–IV — and an assessor can only score those slots if someone can trace the book that produced the evidence to the control it closes to the KSI rule that reads it. That tracing skill is what this track certifies.
Audience. ISSOs / ISSMs, 3PAO assessors, ConMon operators, and compliance leads. Product-level engineering skill is optional here — it is the concern of Vol V Book 02 (The Implementation Track). What this book demands is fluency in the evidence model: the eight slots, the controls under each, and the KSI verdicts the OSCAL emitter produces from them.
Closure claims are advisory. Every control-closure statement in this track is a self-assessment pending independent security control assessment (SCA) and formal FedRAMP PMO / AO review. The track teaches how to trace and evidence a closure claim, not how to assert one as adjudicated fact.
How to Read This Track
Each module below gives you four things, in the same order:
1. Read — the Compliance book(s), by volume coordinate, bound to the slot.
1. Controls — the NIST SP 800-53 Rev 5 anchor controls the slot closes.
1. Evaluate — the FedRAMP 20x KSI category that scores the closure.
1. Checkpoint — a concrete artifact or CLI run proving you can trace book → control → KSI → evidence for that slot.
The slots are the eight evidence-slot mappings in the conformance adapter’s [fedramp_aan_catalog] — the same YAML the pipeline evaluates, so the curriculum cannot silently drift from the evidence model. Run the pipeline pieces as you go:
# Plane 2: evaluate an IR file against the KSI rules
<engine> ksi evaluate --ir ./output/ir/tenant.ir.json --out ./output/ksi/tenant.ksi.json

# Assessment Results from the Compliance slot evidence bindings
# (per-KSI satisfied / not-satisfied / not-evaluated verdicts)
<engine> oscal ksi-ar --output exports/oscal/ksi-ar.json

# POA&M + SSP from an evidence bundle
<engine> oscal generate --help
Closure Necessity — why a track, not a checklist. A checklist asserts that a control is met; it cannot show why no alternate mechanism would meet it. The compliance track’s core discipline is the series’ Closure Necessity doctrine (Vol 0 Book 00, Theme A): for each slot, name the mechanism that closes the control and the reason — control text, physics, or protocol behavior — that no scanner finding or policy document substitutes for it. An assessor who can only recite that a slot is “satisfied” has not closed it; an assessor who can state why the closure is the only path has.
Module A0 — Orientation: the Compliance Shape of the Corpus
· Read: Vol 0 Book 00 (Executive Summary) and the [Compliance / ConMon Compliance Gap Roadmap].
· Learn: the FedRAMP 20x timeline — the Class A pipeline opens August 3, 2026, CR26 mandatory January 1, 2027 (existing Rev5 Certifications must adopt; FedRAMP stops accepting new Rev5 Certifications after June 11, 2027) — the BOD 26-04 VDR/VER deadline (December 7, 2026), and the split the whole program turns on — the evidence generation layer (the books of Volumes I–IV) versus the evidence governance layer (the conformance adapter and OSCAL emitter that this track reads).
· Checkpoint: write a one-page brief stating which control families the corpus closes today, which were structurally absent until the governance and training books (SR, PM, PT, AT — Vol IV Books 02, 03, 04, 05), and how Vol IV Book 06 (Authorization Package & ConMon) assembles the AP/AR/POA&M package now that all 29 internal KSI-decomposition rules are evaluable.
Orientation is the one module with no slot of its own. Its product is the mental model every later module assumes: the corpus is a stack of truth planes and enforcement planes (Vol 0 Book 00’s Functional Plane Model), and evidence flows from the truth planes into the eight slots. Get the timeline and the generation-versus-governance split in your head before touching a slot.
Module A1 — Identity Control Plane (Slot 1)
· Read: Vol I Book 03 (Certificates & Tokens — the cryptographic credential plane), Vol I Book 04 (HRIT Identity & Org SSOT — the authoritative lifecycle source), Vol I Book 05 (Network Modernization — Entra ID, ZTNA, active governance), Vol II Book 01 (SQL Server Authentication Modernization), and Vol III Book 01 (Privileged Access Management). Vol II Book 02 (SQL Server Implementation) is the procedural companion.
· Controls: IA-2 (+enhancements 1, 2, 6), IA-5, IA-11, AC-2 (+1), AC-3, AC-5, the AC-6 family, AC-17, CA-7.
· Evaluate: KSI-IAM — anchor IA-2 / AC-2; evidence source: identity-provider sign-in and risk logs.
· Checkpoint: for one privileged role, trace the full chain — Vol III Book 01’s PIM design → the AC-6 enhancement it closes → the KSI-IAM rule that scores it → the sign-in/audit-log evidence the collector ingests.
Slot 1 is where the series’ identity doctrine lands as evidence. Two books bind it by their own control-closure statements: Vol I Book 03 supplies the credential layer (IA-5(2), SC-12/SC-17 — certificates, tokens, and phishing-resistant MFA), and Vol I Book 04 supplies the lifecycle source of truth (AC-2, PS-4/PS-5, IA-4 — HR-driven joiner/mover/leaver). The remaining books apply that identity: Entra/ZTNA modernization, database authentication, and the elimination of standing privilege.
Closure Necessity — IA-2 cannot be closed by a scanner. IA-2 requires the system to uniquely identify and authenticate organizational users. A scanner can report that MFA policy exists; it cannot produce the sign-in evidence that a specific authentication was phishing-resistant and risk-evaluated. Only the identity provider that performed the authentication emits that record — so the closure is bound to the IdP’s sign-in and risk logs, and the KSI-IAM rule reads exactly those. No configuration export substitutes for the event.
Module A2 — Addressing Control Plane (Slot 2)
· Read: Vol I Book 01 (Agency Landing Zone, IPAM & FedRAMP) — the Infoblox DDI naming/addressing plane: IPAM, DNS, DHCP, PKI issuance.
· Controls: CM-8, AC-4 anchors; Vol I Book 01 closes sixteen controls per the gap roadmap.
· Evaluate: KSI-PIY (addressing/inventory evidence).
· Checkpoint: produce the address-inventory evidence statement — what the DDI platform attests (authoritative IPAM inventory), which CM-8 requirements that satisfies, and where the evidence lands in the slot-02 mapping.
Slot 2 is the join key for the whole program. The naming/addressing plane is the one plane every component must touch to function at all, so it is the only authoritative CM-8 inventory — the correlation anchor the Multi-Cloud Evidence Fabric (Vol III Book 07) later reconciles five management stacks against. Vol I Book 02 (Network Access Control) feeds this slot the device-identity-at-the-port surface (IA-3, CM-8); its formal slot binding is pending the adapter mapping refresh, so teach it as the enumeration-completeness argument, not yet as a bound evidence source.
Module A3 — Network Control Plane (Slot 3)
· Read: Vol I Book 05 (Network Modernization — SD-WAN, SASE, UC), Vol I Book 06 (Federal Telecommunications Modernization — TIC 3.0), Vol I Book 07 (Network Enforcement Substrate — the customer-owned edge), and Vol II Book 03 (Database Consolidation & Network Physics).
· Controls: SC-8, SC-7, CA-7 anchors; SC/SI depth from Vol II Book 03.
· Evaluate: KSI-CNA (network architecture evidence).
· Checkpoint: map one application-aware path policy (SD-WAN/SASE) to SC-8 transmission protection and show which continuous-monitoring signal (CA-7) proves it stays enforced.
Slot 3 is where the series’ hardest doctrine lives: DIA fixes nothing (Vol 0 Book 00, Theme B). A bare internet circuit satisfies zero controls; every control claimed near it — SC-7, SC-8, AC-4, SI-4, CA-7 — is closed by the SD-WAN/SASE/TIC 3.0 stack that governs the pipe, never by the pipe. Vol I Book 07 is the customer-owned half of SC-7/SC-8 that no CSP’s FedRAMP authorization covers — the branch firewall and WAN edge the agency accredits through NIAP / DISA STIG / FIPS 140-3 / DoDIN APL (Theme F). Teach slot 3 as the proof that transport policy is a control surface and the pipe is not.
Module A4 — Telemetry Control Plane (Slot 4)
· Read: Vol III Book 02 (Vulnerability Management — Defender VM + KEV), Vol III Book 05 (Data Protection — Purview + Key Vault CMK), Vol III Book 06 (SIEM / XDR Detection — Sentinel), and Vol III Book 07 (Multi-Cloud Evidence Fabric — the correlated evidence lake).
· Controls: CA-7, SI-4 anchors; the RA-5 family, SI-2, AU-6/7/8/11, IR-4/6/8.
· Evaluate: KSI-MLA (monitoring / logging / audit evidence).
· Checkpoint: pick one KEV-listed CVE scenario and trace — Defender VM finding (Vol III Book 02) → Sentinel analytic + incident (Vol III Book 06) → the SI-4 / RA-5 closure statement, with the audit-retention argument from AU-11.
Slot 4 is the telemetry spine, and Vol III Book 07 is what makes it evaluable across a genuinely multi-cloud estate: five native stacks actuate, but their records join one machine-readable evidence lake that flows to CISA CDM and the KSI pipeline. The assessor’s skill here is following a single finding across the seam from actuation to correlated evidence.
Module A5 — Endpoint Control Plane (Slot 5)
· Read: Vol I Book 02 (NAC — device identity at the port), Vol III Book 01 (PAW sections), Vol III Book 03 (Patch & Systems Management), Vol III Book 04 (Cloud-Native Security Posture), and Vol IV Book 04 (PII Processing & Transparency).
· Controls: CM-8, IA-3 anchors; SI-2 (remediation) from Vol III Book 03; CSPM/CNAPP exposure from Vol III Book 04; PT-family entry points from Vol IV Book 04.
· Evaluate: KSI-PIY (endpoint inventory evidence).
· Checkpoint: write the endpoint-inventory evidence statement covering device identity (IA-3), inventory completeness (CM-8), remediation actuation (SI-2), and where PII-handling endpoints get the Vol IV Book 04 transparency treatment.
Slot 5 is the close-it counterpart to slot 4’s scan-it: Vol III Book 02 assesses and prioritizes (RA-5), Vol III Book 03 remediates across the CSP × OS matrix (SI-2), and Vol III Book 04 covers the container and posture surface the OS-level view misses. The endpoint inventory is only authoritative when it enumerates managed and unmanaged devices alike — the enumeration-completeness argument that ties back to the slot-2 addressing plane.
Module A6 — Security Configuration & Change Control Plane (Slot 6)
· Read: Vol III Book 04 (secure configuration / posture surface), Vol III Book 06 (detection as change evidence), Vol IV Book 02 (Supply Chain Risk Management), and Vol IV Book 03 (Program Management & Governance).
· Controls: CM-2, AC-4 anchors; SR-1/2/3/5/6/8/10/11 from Vol IV Book 02; the PM family from Vol IV Book 03.
· Evaluate: KSI-CMT (configuration / change-management evidence); KSI-011–014 were activated by the Vol IV Book 02 SBOM/VDR/VER evidence contract — the BOD 26-04 VDR/VER in-force date (December 7, 2026) remains the operational cadence Vol IV Book 06 runs.
· Checkpoint: state the Vol IV Book 02 SBOM evidence-contract story — which SBOM artifacts Vol IV Book 02 requires, which KSI rules they activated, and how the Vol IV Book 06 ConMon calendar keeps that evidence fresh.
Slot 6 is where configuration truth and supply-chain provenance meet governance. The SBOM/VDR/VER contract is the concrete artifact chain (Syft → Grype → OpenVEX); the PM family is the charter that makes the whole program auditable. Teach the BOD 26-04 clock as the forcing function that turned KSI-011–014 from scaffold into evaluable rules.
Module A7 — Continuity Control Plane (Slot 7)
· Read: Vol IV Book 01 (Business Continuity).
· Controls: CP-2 (+3 enhancements), CP-3, CP-4 (+1), CP-6, CP-7 (+3), CP-8 (+2).
· Evaluate: KSI-RPL (recovery / resilience evidence).
· Checkpoint: map one contingency-test exercise to CP-4 and show the slot-07 continuity binding that carries it into the KSI evaluation. A tabletop after-action report with findings and named owners is the evidence; a zero-finding report is not evidence of resilience, it is evidence the test was not real.
Slot 7 is the smallest by book count and the easiest to fake. The discipline the module teaches is that continuity evidence is the test result, not the plan — CP-4 closure is a contingency exercise that produced findings, bound to slot-07, not a CP-2 document that asserts a capability.
Module A8 — Training Control Plane (Slot 8)
· Read: Vol IV Book 05 (Cybersecurity Training & Awareness). Vol IV Book 06’s freshness rules and ConMon calendar are the operating context.
· Controls: AT-2 (+1, +2), AT-3 (+3, +5), AT-4, CP-3, IR-2; SA-16 for secure-delivery training.
· Evaluate: KSI-CED — KSI-CED-RAT (KSI-022), the last CR26 rule to activate; evidence source: the machine-readable training-effectiveness-record JSON exported monthly from the LMS.
· Checkpoint: trace one role tier through the four training dimensions — the AT-3 matrix row → the completion thresholds (≥95%) → the JSON record fields that carry it → the KSI-022 PASS logic.
Slot 8 is the slot Volume V both teaches and is: this compliance track and its implementation counterpart are the training program whose completion record closes AT-2/AT-3 and evaluates KSI-CED. The module’s discipline is that the evidence is per-identity and machine-readable — aggregate completion statistics do not satisfy KSI-022; the record must carry per-role, per-identity results with dates inside the freshness window.
The Capstone — the Eight-Slot Walk
Produce a single document (or an annotated <engine> oscal ksi-ar export) that, for all eight slots:
1. names the feeding books by volume coordinate,
1. lists the anchor controls and the closure status,
1. shows the per-KSI verdict (satisfied / not-satisfied / not-evaluated) from a real <engine> oscal ksi-ar run, and
1. states the gap and its deadline for anything not-evaluated or stale (Vol IV Book 06 defines per-slot evidence freshness rules).
That document is the Track A completion artifact — it is, deliberately, the skeleton of a ConMon narrative an assessor could read. Score it against Vol V Book 03 (Assessment, Rubrics & Certification): a pass is every slot at level 2 or higher, with at least three slots assessor-ready (level 3).
The Eight Evidence Slots — Controls and KSIs
The reference map for the track. “Feeding books” are volume coordinates; the KSI category is the rule family the OSCAL emitter scores; the last column is the Theme E split — whether ScuBA-class tooling alone can attest the slot, or whether it depends on architecture a workforce built. The column is reproducible: a slot is Partial when it binds at least one ScuBA-attestable rule (KSI-001..010) and No when it binds none; no slot is fully tool-attestable, since every slot also carries workforce-built evidence.
The eight evidence slots — feeding books, anchor controls, and KSI categories
	Slot
	Feeding books
	Anchor controls
	KSI category
	Tool-attestable alone?

	1 — Identity
	Vol I Bk 03/04/05 · Vol II Bk 01 · Vol III Bk 01
	IA-2, AC-2
	KSI-IAM
	Partial

	2 — Addressing
	Vol I Bk 01 (Bk 02 pending)
	CM-8, AC-4
	KSI-PIY
	No

	3 — Network
	Vol I Bk 05/06/07 · Vol II Bk 03
	SC-8, SC-7, CA-7
	KSI-CNA
	Partial

	4 — Telemetry
	Vol III Bk 02/05/06/07
	CA-7, SI-4
	KSI-MLA
	Partial

	5 — Endpoint
	Vol I Bk 02 · Vol III Bk 01/03/04 · Vol IV Bk 04
	CM-8, IA-3
	KSI-PIY
	No

	6 — Security / Change
	Vol III Bk 04/06 · Vol IV Bk 02/03
	CM-2, AC-4
	KSI-CMT
	No

	7 — Continuity
	Vol IV Bk 01
	CP-2, CP-4
	KSI-RPL
	No

	8 — Training
	Vol IV Bk 05 (Bk 06 context)
	AT-2, AT-3, AT-4
	KSI-CED
	No


With slot 8 active, all 29 internal KSI-decomposition rules are evaluable. Ten are attestable by the ScuBA adapter alone (KSI-001..010); the nineteen bound to the slots above (KSI-011..029) are the coverage gap this track closes by producing assessors who can trace their evidence — advisory pending formal PMO / AO review.
Series Context — Vol V Book 01
The compliance track is the first of Volume V’s four content books and the one that reads the series from the assessor’s chair. It depends on all of Volumes I–IV — it cites their books as the evidence sources for the eight slots — and it pairs with Vol V Book 02 (The Implementation Track), which builds those same sources from the engineer’s chair and lands the artifacts this track scores. Vol V Book 03 (Assessment, Rubrics & Certification) grades the capstone this book sets, and Vol V Book 04 (Vendor Training & Lab Environments) supplies the external skills. Read together, the track turns the corpus from a set of documents into a workforce that can trace book → control → KSI → evidence for every slot — which is itself the closure of the training control (AT-2/AT-3, KSI-CED) the program’s own authorization package depends on.

Federal Compliance — Vol V Book 01 of the series. Volume V is the enablement layer: it teaches Volumes 0–IV and produces the training evidence that Vol IV Book 06 freezes into the OSCAL authorization bundle. This book is the compliance track; Vol V Book 02 is its implementation counterpart. Control-closure and KSI claims are self-assessed against the series’ internal KSI decomposition (modeled on the FedRAMP 20x CR26 KSI schema), pending independent security control assessment (SCA) and formal FedRAMP PMO / AO review.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-18 06:20 ET
What This Document Addresses
Vol V Book 01 taught the corpus from the assessor’s chair — the eight evidence slots, read as book → control → KSI → evidence. This book teaches the same corpus from the engineer’s chair: how to build the architectures Volumes I–IV describe, and — the part that makes the difference — how to land the evidence that Book 01’s slots score. It is the implementation track of the Academy, aimed at network, platform, database, identity, and security engineers.
The track has one rule, and it is the rule that separates a working system from an authorizable one:
The rule of the track. A module is done when the thing works and the conformance adapter can see it. Every lab ends with an evidence artifact placed where a fedramp_aan_catalog slot mapping can bind it, and a <engine> oscal ksi-ar run that shows the slot’s verdict fed by that artifact. Building the control is half the work; producing the evidence the KSI reads is the other half, and it is the half most builds skip.
The eight modules below are grouped by build cluster and sequenced by real dependency: you name and address before you admit and identify, identify before you shape transport, and shape transport before you place data. Detection, privileged access, and resilience run in parallel once the identity floor exists; authorize-and-operate assembles what every other module produced.
Prerequisite — Module A0 of Book 01. You need the FedRAMP 20x timeline and the evidence-slot model in your head before you build, because every build here ends by landing evidence, not just by working. Read Book 01’s orientation module first.
Module B1 — Landing Zone, IPAM & DDI (Vol I Book 01)
· Read: Vol I Book 01 (Agency Landing Zone, IPAM & FedRAMP).
· Build: the DDI core — authoritative IPAM, DNS, DHCP, and PKI issuance for the landing zone. The reference stack is Infoblox; the reference implementation’s modernization adapters for BlueCat and Infoblox cover directory migration into it.
· Lab: stand up (or simulate with fixtures) an IPAM inventory export and bind it as slot-03 network evidence (the CM-8 addressing anchor).
· Vendor training: Infoblox education, BlueCat learning, Microsoft AZ-700 — see Vol V Book 04 §Networking & DDI.
B1 is first because it is the join key for everything downstream: the CM-8 asset-identity anchor the Multi-Cloud Evidence Fabric later correlates against. No inventory, no correlation — so the module is not done until the IPAM export is bound and the slot-03 verdict reads it.
Module B2 — Access & Identity Foundations (Vol I Books 02–04)
· Read: Vol I Book 02 (Network Access Control — 802.1X), Vol I Book 03 (Certificates & Tokens), Vol I Book 04 (HRIT Identity & Org SSOT).
· Build: the admission-and-identity layer everything after B1 assumes — 802.1X EAP-TLS port/wireless authentication with the five-tier VLAN model and CoA (Book 02); the cryptographic credential plane, offline-root + name- constrained issuing CAs, ACME/SCEP at short lifetimes, phishing-resistant MFA, and workload identity federation (Book 03); and the HR-driven SSOT pipeline — the authoritative source, effective-dated records, and the SCIM/Graph bulkUpload provisioning flow with the six-step leaver (Book 04).
· Lab: three worked exercises. Deploy EAP-TLS in monitor mode first with an Intune SCEP profile, review the would-have-failed log, then enforce one switch/SSID. Stand up the CAA + ACME DNS-01 issuance chain and rotate a certificate inside its lifetime. Run the six-step leaver in shadow mode and capture the deprovisioning evidence. The Book 03/04 artifacts bind as slot-01 identity evidence; Book 02’s port-authentication evidence is held pending the adapter mapping refresh.
· Vendor training: Cisco U / Networking Academy (ISE, NAC), Microsoft SC-300 (Entra identity & lifecycle), AZ-500, SailPoint Identity University — see Vol V Book 04 §Identity & zero trust.
Closure Necessity — monitor mode is not optional. 802.1X enforced on day one is the classic NAC lockout. The build discipline the module enforces is monitor-mode-first: collect the would-have-failed data, fix supplicant and certificate coverage, then enforce. An assessor reading the slot-05 evidence should see the pre-enforcement readiness report, not just the enforcing config.
Module B3 — Network & Telecommunications Modernization (Vol I Books 05–07)
· Read: Vol I Book 05 (Network Modernization — SD-WAN, SASE, UC), Vol I Book 06 (Federal Telecommunications Modernization — TIC 3.0), Vol I Book 07 (Network Enforcement Substrate — the customer-owned edge).
· Build: application-aware transport — SD-WAN path policy keyed to application identity, SASE enforcement under TIC 3.0, and the customer-owned edge gear (Cisco / Palo Alto / Juniper) accredited through NIAP / DISA STIG / FIPS 140-3 / DoDIN APL. This is where the customer-owned half of SC-7/SC-8 — the half no CSP’s FedRAMP authorization covers — is actually built.
· Lab: author one application-aware path policy and one ZTNA access policy; export the policy state and bind it as slot-03 network evidence.
· Vendor training: Cisco U / Networking Academy (SD-WAN), Fortinet / Palo Alto (SASE), AWS Skill Builder (Amazon Connect) — see Vol V Book 04 §Networking & DDI and §Identity & zero trust.
The module’s doctrine is Theme B: the circuit fixes the geographic hairpin and nothing else; every control lives in the overlay and the PEP. Build the overlay, not the pipe, and prove SC-8 with the CA-7 signal that shows it stays enforced.
Module B4 — Data Platform Modernization (Vol II Books 01–03)
· Read: Vol II Book 01 (SQL Server Authentication Modernization), Vol II Book 02 (SQL Server Implementation Guide — the runbook), Vol II Book 03 (Database Consolidation & Network Physics).
· Build: Entra-integrated SQL Server authentication (no SQL logins), then the consolidation architecture Book 03 derives from network physics (latency budgets, placement, failure domains).
· Lab: execute the Book 02 runbook against a lab instance; capture the authentication-mode evidence and bind it as slot-01 identity evidence.
· Vendor training: Microsoft DP-300, SQL Server security learning paths — see Vol V Book 04 §Data platform.
Module B5 — Privileged Access (Vol III Book 01)
· Read: Vol III Book 01 (Privileged Access Management — Entra PIM + PAW).
· Build: role-activation workflows in PIM (eligibility, activation, approval, review) and the privileged-access-workstation tier model, break-glass first.
· Lab: configure one eligible role with activation approval + access review; export the PIM audit trail and bind it as slot-01/slot-05 evidence.
· Vendor training: Microsoft SC-300, AZ-500; SANS privileged-access coursework — see Vol V Book 04 §Identity & zero trust.
The build order is the security outcome: create the break-glass accounts before removing standing access, deploy Conditional Access in report-only for 14+ days before enforcing. The evidence is the PIM audit trail showing activation ceremonies, not the policy definition.
Module B6 — Detect & Protect (Vol III Books 02–07)
· Read: Vol III Book 02 (Vulnerability Management — Defender VM + KEV), Vol III Book 03 (Patch & Systems Management — platform-native remediation), Vol III Book 04 (Cloud-Native Security Posture), Vol III Book 05 (Data Protection — Purview + Key Vault CMK), Vol III Book 06 (SIEM / XDR — Sentinel), and Vol III Book 07 (Multi-Cloud Evidence Fabric).
· Build: the telemetry spine — Defender VM assessment with KEV prioritization; the platform-native patch orchestration that actuates the remediation the scan measures (SI-2 — Book 03 closes the gap Book 02 finds); CSPM/CNAPP posture and container runtime coverage; Purview sensitivity labeling + customer-managed keys; Sentinel analytics, incidents, and automation; and the evidence fabric that correlates every source’s record into one lake bound for CDM and the KSI pipeline.
· Lab: one end-to-end detection — seed a vulnerable/exposed condition, watch it surface in Defender VM, alert in Sentinel, remediate it through the platform-native patch stack and export the remediation-status record as slot-05 endpoint evidence, and close with an evidence export bound to slot-04 telemetry (and slot-06 for the configuration-drift angle).
· Vendor training: Microsoft SC-200 (Sentinel/Defender), SC-401 (Purview), Splunk & Elastic for portable SIEM fundamentals — see Vol V Book 04 §Security operations.
Module B7 — Resilience & Governance (Vol IV Books 01–04)
· Read: Vol IV Book 01 (Business Continuity), Vol IV Book 02 (Supply Chain Risk Management), Vol IV Book 03 (Program Management & Governance), Vol IV Book 04 (PII Processing & Transparency).
· Build: the contingency architecture (alternate processing/storage, CP-4 test harness); the SBOM pipeline (Syft/Grype-class generation, CycloneDX/SPDX VDR, OpenVEX VER for BOD 26-04); the PM governance charter artifacts; PII processing-transparency records.
· Lab: generate an SBOM for a real service, produce the VDR document, and bind it as slot-06 evidence; run one tabletop contingency test and bind the after-action findings as slot-07 continuity evidence.
· Vendor training: CISA Learning, FedRAMP PMO materials, OWASP / Linux Foundation SBOM resources — see Vol V Book 04 §Federal & compliance.
Module B8 — Authorize & Operate (Vol IV Books 05–06)
· Read: Vol IV Book 05 (Cybersecurity Training & Awareness) and Vol IV Book 06 (Authorization Package & ConMon).
· Build: the four-dimension training program with its monthly LMS export (Viva Learning Graph API → training-effectiveness-record JSON), then the authorization mechanics — the OSCAL AP/AR/POA&M bundle, the CA-7 ConMon calendar with per-slot evidence freshness rules, and the BOD 26-04 VDR/VER submission flow.
· Lab: produce a training-effectiveness-record JSON that passes the KSI-022 thresholds and bind it as slot-08 evidence; then run <engine> oscal bundle-style generation, trace the AP→AR→POA&M UUID links, and simulate a completion-rate drop below 95% to watch the POA&M entry auto-populate.
· Vendor training: CISA Learning and SANS (awareness program design), FedRAMP PMO materials, NIST NICE (role mapping) — see Vol V Book 04 §Federal & compliance.
B8 runs last because it assembles what every other module produced. Its evidence is the whole bundle: 29/29 KSI verdicts self-assessed against the series’ internal KSI decomposition (pending CR26 reconciliation and independent SCA), a zero-item POA&M as the target state (expected non-empty until then), and the training record that closes the slot Volume V both teaches and is.
The Capstone — One Module, Evidence-Complete
Pick one module (B1–B8). Implement or lab-simulate it end-to-end, land the evidence where the slot mapping binds it, then regenerate the verdicts:
<engine> ksi evaluate --ir ./output/ir/tenant.ir.json --out ./output/ksi/tenant.ksi.json
<engine> oscal ksi-ar --output exports/oscal/ksi-ar.json
Completion means the Assessment Results show your module’s slot verdict fed by your artifact — the same bar as the governance substrate’s Operator track (“clean walker/drift run”), applied to the Compliance vertical. Score the result against Vol V Book 03’s rubric ladder.
Module Sequencing and Track Pairing
B1 → B2 → B3 → B4 is a real dependency chain: addressing before admission and identity, identity before transport policy, transport before data placement. B5–B7 run in parallel once B2’s identity layer exists; B8 runs last. Track A (Book 01) modules interleave freely; many teams pair each B-module with its A-module — B1↔A2, B2↔A1/A5, B3↔A1/A3, B4↔A1, B5↔A1/A5, B6↔A4/A6, B7↔A6/A7, B8↔A8.
Track B modules — build cluster and the evidence slot each lands
	Module
	Builds
	Lands evidence in

	B1
	Vol I Bk 01
	slot 3 (network — CM-8 addressing anchor)

	B2
	Vol I Bk 02–04
	slot 1 (identity); slot 5 pending

	B3
	Vol I Bk 05–07
	slot 3 (network)

	B4
	Vol II Bk 01–03
	slot 1 (identity)

	B5
	Vol III Bk 01
	slots 1 + 5

	B6
	Vol III Bk 02–07
	slots 4 + 5 + 6

	B7
	Vol IV Bk 01–04
	slots 6 + 7

	B8
	Vol IV Bk 05–06
	slot 8; assembles all eight


Series Context — Vol V Book 02
The implementation track is the engineer’s half of Volume V. It builds the same Volumes I–IV sources the compliance track (Vol V Book 01) reads, and it exists to enforce one discipline the rest of the series assumes but never states as a rule: a control is not closed until its evidence is bound where the KSI can read it. The lab environments the modules call for — fixture, trial-tenant, and product-eval tiers — are stood up in Vol V Book 04; the artifacts the modules produce are scored against Vol V Book 03. Build it, land it, and the training slot (KSI-CED) that Volume V both teaches and is closes on the evidence of the work itself.

Federal Compliance — Vol V Book 02 of the series. Volume V is the enablement layer; this book is its implementation track, the counterpart to Vol V Book 01 (the compliance track). Every module ends by landing an evidence artifact a fedramp_aan_catalog slot mapping can bind. Control-closure and KSI claims are self-assessed against the series’ internal KSI decomposition (modeled on the FedRAMP 20x CR26 KSI schema), pending independent security control assessment (SCA) and formal FedRAMP PMO / AO review.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-18 06:20 ET
What This Document Addresses
The compliance track (Vol V Book 01) and the implementation track (Vol V Book 02) each end in a capstone. This book grades them, and it turns the grade into a credential. It supplies three things: a rubric ladder that scores an evidence claim the way an assessor would; the KSI Closure Necessity Matrix, the authoritative one-row-per-family table that doubles as the certification exam; and the definition of the two credentials the Academy confers — Compliance Practitioner and Compliance Assessor.
The rubric language is deliberately the language an assessor uses, because the competency being certified is exactly the competency a 3PAO exercises: not “can you assert a control is met” but “can you trace and evidence the closure, and say why no alternate mechanism closes it.” That competency is the AT-2/AT-3 training closure the program’s own authorization package depends on (KSI-CED) — so this book is both the Academy’s grading instrument and one of the series’ own evidence artifacts.
The Scale (Applies to Every Slot)
The four-level assessment scale
	Level
	Name
	Meaning

	0
	Missing
	Slot not addressed, or addressed without reference to the books or the mapping YAML

	1
	Named
	Feeding books and KSI category named correctly, but controls or evidence flow are wrong/absent

	2
	Traced
	book → NIST anchor → KSI category → evidence-source chain is complete and correct against the slot mapping

	3
	Assessor-ready
	Level 2 plus a real verdict from <engine> oscal ksi-ar, an honest gap statement for anything not-evaluated, and the deadline that gap answers to


Pass bar. Every slot at level 2 or higher, and at least three slots at level 3. All eight at level 3 is the “distinguished” outcome — it is, in substance, a ConMon narrative an assessor could read.
Common Checks (Scored Once, Apply to the Whole Capstone)
	Check
	Yes/No

	The ksi-ar output file is attached/linked, not just described
	

	Every control ID cited appears in the slot mapping or the book itself (no invented controls)
	

	Scaffold / not-evaluated rules are stated as gaps, not glossed as satisfied
	

	Each gap names its forcing deadline (e.g., BOD 26-04 Dec 7 2026; 20x mandatory Jan 1 2027)
	


Per-Slot Rubrics
Each rubric names the feeding books by volume coordinate, the level-2 evidence, and what level 3 adds. They mirror the eight modules of Book 01.
Slot 1 — Identity (KSI-IAM)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol I Bk 03/04/05 · Vol II Bk 01 · Vol III Bk 01 named (Vol II Bk 02 procedural)
	—

	Controls
	IA-2(+1/2/11), IA-5, IA-11, AC-2(+1), AC-3, AC-5/6 family, AC-17, CA-7 mapped to the right book
	Before/after table for at least one AC-6 enhancement (Vol III Bk 01 style)

	Evidence flow
	Sign-in/risk logs named as the source
	A privileged-role trace: PIM design → control → KSI rule → audit-log entry


Slot 2 — Addressing (KSI-PIY)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol I Bk 01
	—

	Controls
	CM-8 / AC-4 anchors; the 16-control closure claim attributed to the roadmap, not asserted as fact
	—

	Evidence flow
	IPAM inventory named as the attestation
	An actual inventory artifact (vendor export or DDI-lab fixture) referenced from the slot-02 mapping


Slot 3 — Network (KSI-CNA)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol I Bk 05/06/07 · Vol II Bk 03
	—

	Controls
	SC-8 / SC-7 / CA-7 anchors; Vol II Bk 03’s SC/SI depth distinguished from the transport books’ argument
	—

	Evidence flow
	One application-aware path policy mapped to SC-8
	The CA-7 continuous signal that proves the policy stays enforced, named concretely; the customer-owned SC-7 edge (Vol I Bk 07) called out


Slot 4 — Telemetry (KSI-MLA)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol III Bk 02/05/06/07
	—

	Controls
	CA-7 / SI-4 anchors; RA-5 family, SI-2, AU-6/7/8/11, IR-4/6/8 assigned to the right book
	—

	Evidence flow
	KEV-scenario trace: Defender VM finding → Sentinel incident → SI-4/RA-5 closure
	A fired-rule artifact plus the AU-11 retention argument, correlated through the Vol III Bk 07 evidence fabric


Slot 5 — Endpoint (KSI-PIY)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol I Bk 02 · Vol III Bk 01/03/04 · Vol IV Bk 04
	—

	Controls
	CM-8 / IA-3 anchors; SI-2 remediation (Vol III Bk 03); CSPM/CNAPP exposure (Vol III Bk 04); PT entry points (Vol IV Bk 04)
	—

	Evidence flow
	Endpoint-inventory statement covering device identity, completeness, and remediation actuation
	The PII-handling endpoint subset called out with its Vol IV Bk 04 transparency treatment


Slot 6 — Security Configuration & Change (KSI-CMT)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol III Bk 04/06 · Vol IV Bk 02/03
	—

	Controls
	CM-2 / AC-4 anchors; SR family from Vol IV Bk 02; PM family from Vol IV Bk 03
	—

	Evidence flow
	The BOD 26-04 submission story: SBOM artifacts → KSI-011–014 activation
	An actual SBOM/VDR artifact, and the Vol IV Bk 06 submission cadence stated against the Dec 7 2026 gate


Slot 7 — Continuity (KSI-RPL)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol IV Bk 01
	—

	Controls
	CP-2, CP-3, CP-4, CP-6, CP-7, CP-8, CP-9, CP-10 with enhancement counts right (CP-5 withdrawn in Rev 5, incorporated into CP-2)
	—

	Evidence flow
	One contingency-test exercise mapped to CP-4 via the slot-07 binding
	A tabletop after-action report with findings and owners — a zero-finding report scores 0 here, per Vol IV Bk 01


Slot 8 — Training (KSI-CED)
	Criterion
	Level 2 evidence
	Level 3 adds

	Books
	Vol IV Bk 05 (Vol IV Bk 06 as the freshness/ConMon context)
	—

	Controls
	AT-2(+1/+2), AT-3(+3/+5), AT-4, CP-3, IR-2 mapped to the four training dimensions
	—

	Evidence flow
	The training-effectiveness-record JSON named as the KSI-022 evidence contract, with the ≥95% thresholds
	An actual record (lab-generated is fine) passing the PASS logic, with per-identity results — aggregate-only stats score 0 here, per Vol IV Bk 05


Scoring the Track A Capstone — the Eight-Slot Walk
The compliance-track capstone (Vol V Book 01) is one document covering all eight slots, backed by a real <engine> oscal ksi-ar run. Score each slot on the ladder, apply the four common checks once, and apply the pass bar: every slot ≥ 2, at least three at level 3, 4/4 common checks.
Scoring the Track B Capstone — One Module, Evidence-Complete
The implementation-track capstone (Vol V Book 02) is one module built or lab-simulated end-to-end, with its artifact bound where the slot mapping reads it. It is scored on a narrower bar because it is depth-first, not breadth-first:
Track B capstone — the depth-first pass criteria
	Criterion
	Pass

	The build works
	The module’s mechanism is demonstrably functioning (config, run output, or fixture)

	The evidence is bound
	The artifact sits where the slot mapping references it — not described, placed

	The verdict is fed
	<engine> oscal ksi-ar shows the module’s slot verdict changing because of your artifact

	The trace is stated
	You can name the control the build closes and the KSI rule that reads the evidence


The KSI Closure Necessity Matrix — the Certification Exam
The authoritative artifact of the Academy, and the exam. One row per active KSI rule family: the family, its closing technology (function, not product), whether conformance tooling alone can attest it, the evidence slot it binds, and the series volume/book that produces the evidence. The bottom line is pre-computed and reconciles with Vol 0 Book 00 and Vol IV Book 06 at the totals and the tool-attestable split: 10 attestable by tooling alone, 19 architecture-bound, 29 total. This is the theme-axis view: the KSI-001..010 row is the ScuBA baseline layer, and the theme rows beneath it are the architecture-bound remainder of each theme (the 19). Vol 0 Book 00 holds the authoritative per-rule-number decomposition (KSI-011..029 grouped by rule range), which is what an assessor reconciles against rule-by-rule.
KSI Closure Necessity Matrix — 10 tool-attestable, 19 architecture-bound, 29 total
	KSI family
	Rules
	Closing mechanism (function)
	Tool-attestable alone?
	Slot
	Series home

	KSI-001..010 (ScuBA)
	10
	M365/Entra baseline posture read by the ScuBA adapter
	Yes
	—
	Vol 0 (adapter)

	KSI-IAM
	identity
	Cryptographic identity + lifecycle + least privilege
	No
	1
	Vol I Bk 03/04/05 · Vol II Bk 01 · Vol III Bk 01

	KSI-PIY
	inventory
	Authoritative IPAM/DDI + device identity
	No
	2, 5
	Vol I Bk 01/02 · Vol III Bk 01/03/04 · Vol IV Bk 04

	KSI-CNA
	network
	Encrypted application-aware overlay + governed edge
	No
	3
	Vol I Bk 05/06/07 · Vol II Bk 03

	KSI-MLA
	telemetry
	Correlated detection + audit retention
	Partial
	4
	Vol III Bk 02/05/06/07

	KSI-CMT
	config/change
	Secure config + SBOM/VDR/VER provenance
	Partial
	6
	Vol III Bk 04/06 · Vol IV Bk 02/03

	KSI-RPL
	resilience
	Tested contingency architecture
	No
	7
	Vol IV Bk 01

	KSI-CED
	training
	Machine-readable training-effectiveness record
	No
	8
	Vol IV Bk 05 (Vol IV Bk 06 cadence)


The exam is the matrix, reconstructed by the candidate from the corpus: given a blank KSI list, place each rule in its slot, name the closing mechanism and why no alternate closes it, and mark tool-attestable vs. architecture-bound correctly. A candidate who reproduces the 10/19 split with correct reasoning has demonstrated the coverage-gap fluency the whole program turns on.
Certification — Compliance Practitioner and Compliance Assessor
The Academy confers two credentials. Both are competency credentials, not attendance certificates; both are evidenced by artifacts, mirroring the series’ own doctrine that competency is a control (AT-3).
· Compliance Practitioner (implementation). Requires: the Track B capstone at pass (one module, evidence-complete), plus the KSI Closure Necessity Matrix reconstructed correctly for the slot(s) the chosen module feeds. The Practitioner has proven they can build a control and land the evidence the KSI reads.
· Compliance Assessor (compliance). Requires: the Track A capstone at pass (all eight slots, ≥ three assessor-ready), plus the full KSI Closure Necessity Matrix reconstructed correctly, with the 10/19 split and per-rule necessity reasoning. The Assessor has proven they can trace and adjudicate the whole evidence model.
Both credentials feed slot 8: the completion record — per-identity, dated, machine-readable — is the training-effectiveness-record that closes AT-2/AT-3 and satisfies KSI-022. The Academy’s own graduates are the series’ training evidence.
Scoring Sheet
Track A capstone scoring sheet
	Slot
	Level (0–3)
	Notes

	1 — identity
	
	

	2 — addressing
	
	

	3 — network
	
	

	4 — telemetry
	
	

	5 — endpoint
	
	

	6 — security
	
	

	7 — continuity
	
	

	8 — training
	
	

	Common checks passed
	/4
	

	Result
	Pass / Not yet
	Pass = all ≥ 2, ≥ 3 at level 3, 4/4 common checks


Series Context — Vol V Book 03
This book is the Academy’s grading instrument. It scores the capstones that Vol V Book 01 (compliance) and Vol V Book 02 (implementation) set, using rubrics built from the same eight evidence slots and the same volume-coordinate book references. Its KSI Closure Necessity Matrix is the citable form of Theme E’s 10-of-29 coverage gap and is cross-referenced by Vol IV Book 06 (Authorization Package & ConMon) as the exam-grade rendering of the KSI scorecard. The credentials it confers produce the per-identity training record that Vol IV Book 06 freezes into the OSCAL bundle — closing, on the evidence of the Academy’s own graduates, the training control the authorization package depends on.

Federal Compliance — Vol V Book 03 of the series. Volume V is the enablement layer; this book is its assessment and certification instrument, grading the capstones of Vol V Books 01–02 and conferring the Compliance Practitioner and Compliance Assessor credentials. The KSI Closure Necessity Matrix reconciles with Vol 0 Book 00 and Vol IV Book 06 at 10 tool-attestable / 19 architecture-bound / 29 total. Control-closure and KSI claims are self-assessed against the series’ internal KSI decomposition (modeled on the FedRAMP 20x CR26 KSI schema), pending independent security control assessment (SCA) and formal FedRAMP PMO / AO review.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-18 06:20 ET
Operational appendix — vendor-named by necessity. The rest of Volume V is function-first. This book is the series’ realization layer (Vol 0 Book 00, Theme F: Mechanism, Not Product): one mechanism is realized by N products, each carrying a federal accreditation. A training catalog cannot function without naming the vendors whose products the books deploy, so this book names them — courses, portals, and eval licenses. It assigns no organizational owner and recommends no procurement; it maps existing external training to the volume it supports. Verify every vendor’s FedRAMP / accreditation status on the FedRAMP Marketplace at procurement time.
What This Document Addresses
The four preceding Volume V books teach the corpus and grade the learner; none of them teaches a product. This book supplies the two things a learner needs to actually acquire the skills: external vendor training mapped to the volume it supports, and lab environments — scripted, disposable setups where the implementation-track builds can be exercised without a production footprint.
It is a living catalog. As research continues it expands; rows carry the volume they support so the other books can link here stably, and external URLs are re-verified by the repo’s link-check CI so link rot surfaces automatically.
How to Use This Catalog
Each implementation module (Vol V Book 02) and each compliance module (Vol V Book 01) points at a section here. Certifications are listed where a role-based cert is the natural packaging; free learning-path options are noted where they exist. “Volumes” columns refer to the volume/book a course supports.
Microsoft Role-Based Training
The Compliance reference stack is Microsoft-heavy (Entra, Defender, Sentinel, Purview, SQL Server, Azure networking), so Microsoft Learn role paths cover the largest share of Track B. Microsoft Learn content is free; certification exams are paid.
Microsoft role-based training mapped to the series volumes
	Certification / path
	Exam
	Volumes
	Why it maps

	Azure Network Engineer Associate
	AZ-700
	Vol I Bk 01, 05
	Landing-zone networking, hybrid connectivity, private access

	Identity and Access Administrator
	SC-300
	Vol I Bk 03/04/05 · Vol III Bk 01
	Entra ID, conditional access, PIM, lifecycle — the identity spine

	Security Operations Analyst
	SC-200
	Vol III Bk 02, 06
	Sentinel + Defender XDR detection and Defender VM

	Information Security Administrator
	SC-401
	Vol III Bk 05 · Vol IV Bk 04
	Purview information protection, DLP, insider risk (successor to SC-400)

	Azure Database Administrator Associate
	DP-300
	Vol II Bk 01–03
	SQL Server / Azure SQL administration and authentication modernization

	Azure Security Engineer Associate
	AZ-500
	Vol I Bk 03 · Vol III Bk 05
	Key Vault, CMK, workload identity, platform security controls

	Cybersecurity Architect Expert
	SC-100
	Vol 0 Bk 00 · Vol IV Bk 03
	Whole-of-estate security architecture — the leadership view

	Microsoft Learn training browser
	—
	all
	Free modular learning paths under every product above


Networking & DDI
Networking & DDI training
	Vendor
	Offering
	Volumes
	Notes

	Cisco
	Cisco U.
	Vol I Bk 02, 05, 07
	SD-WAN (ENSDWI-track), ISE/802.1X NAC, enterprise routing; subscription with free tiers

	Cisco
	Networking Academy
	Vol I Bk 02, 05, 06
	Free foundational networking incl. switching/802.1X basics

	Juniper
	Juniper Networks
	Vol I Bk 07
	SD-WAN/routing and Mist Access Assurance NAC where Juniper gear is in scope

	Infoblox
	Infoblox Education
	Vol I Bk 01
	DDI (IPAM/DNS/DHCP) training for the reference stack — role-based courses + free Launchpad

	BlueCat
	BlueCat Training
	Vol I Bk 01
	DDI learning paths for the BlueCat migration path covered by the reference implementation’s adapter

	CompTIA
	CompTIA (Network+, Security+)
	Vol 0–I
	Vendor-neutral baseline for staff entering without a networking background


Identity & Zero Trust
Identity & zero-trust training
	Vendor
	Offering
	Volumes
	Notes

	Microsoft
	SC-300 / AZ-500 (see §Microsoft)
	Vol I Bk 03/04/05 · Vol III Bk 01
	Primary identity stack incl. the credential plane and lifecycle provisioning

	SailPoint
	Identity University
	Vol I Bk 04 · Vol III Bk 01
	Joiner-mover-leaver governance for the HRIT lifecycle; NERM boundary exception documented in Vol III Bk 01

	Fortinet
	Fortinet Training Institute
	Vol I Bk 05, 06
	Free NSE-track courses; SASE/ZTNA modules

	Palo Alto Networks
	Education services
	Vol I Bk 05, 06, 07
	SASE (Prisma-track) coursework where Palo Alto is the SASE vendor

	Zscaler
	Zscaler Cyber Academy
	Vol I Bk 05, 06
	ZDTA/ZTCA-track SASE and zero-trust; separate Government Academy for federal

	Netskope
	Netskope Training
	Vol I Bk 05, 06
	Netskope One administrator/professional and SASE accreditation


Data Platform
Data-platform training
	Vendor
	Offering
	Volumes
	Notes

	Microsoft
	DP-300 + SQL learning paths (see §Microsoft)
	Vol II Bk 01–03
	Authentication modernization, managed instance patterns, HA/DR for consolidation


Security Operations
Security-operations training
	Vendor
	Offering
	Volumes
	Notes

	Microsoft
	SC-200 (see §Microsoft)
	Vol III Bk 02, 06
	Sentinel + Defender — the reference SIEM/XDR

	Splunk
	Splunk training
	Vol III Bk 06
	Portable SIEM/detection fundamentals for mixed SIEM estates

	Elastic
	Elastic training
	Vol III Bk 06
	Detection-engineering concepts transfer; same rationale as Splunk

	SANS
	SANS course catalog
	Vol III Bk 01, 02, 06 · Vol IV Bk 05
	Instructor-led depth (detection, vuln mgmt, privileged access); GIAC-certifiable

	ISC2
	ISC2 certifications
	Vol 0 Bk 00 · Vol IV Bk 03
	CISSP/CGRC-track governance framing for program leads

	Tenable
	Tenable education
	Vol III Bk 02
	Nessus / Tenable VM — alternative vuln-management stack

	Qualys
	Qualys training
	Vol III Bk 02
	Free certified courses with labs (VMDR, CSAM) — alternative-stack rationale


Federal & Compliance
Federal & compliance training
	Source
	Offering
	Volumes
	Notes

	CISA
	CISA Learning
	Vol III Bk 02, 06 · Vol IV Bk 01, 05
	Free federal cyber training (successor to FedVTE) — IR, vuln mgmt, continuity

	CISA
	Training resources index
	Vol III Bk 02, 06 · Vol IV Bk 01, 02
	KEV-driven vulnerability response and SCuBA-adjacent material

	FedRAMP PMO
	fedramp.gov
	Vol 0 Bk 00 · Vol IV Bk 02, 03, 06
	20x program docs, KSI definitions, submission process — the Track A authority

	NIST
	NICE Workforce Framework
	Vol IV Bk 03, 05
	Role/competency framework — maps program roles to workforce categories

	AWS
	AWS Skill Builder
	Vol I Bk 06
	Amazon Connect training for the N8NN contact-center boundary exception

	OpenSSF
	OpenSSF training
	Vol IV Bk 02
	Developing Secure Software (LFD121) — supply-chain fundamentals for the SBOM pipeline

	Linux Foundation
	Automating Supply Chain Security: SBOMs and Signatures (LFEL1007)
	Vol IV Bk 02
	Matches the Syft/SBOM/signing pipeline (CycloneDX, attestation, signing)

	ISACA
	ISACA credentialing
	Vol IV Bk 03
	CISM / CRISC governance and risk tracks for PM-governance roles

	IAPP
	IAPP certification
	Vol IV Bk 04
	CIPP/US and CIPM privacy training for the PT-family work

	ServiceNow
	ServiceNow University
	Vol III Bk 06 · Vol IV Bk 03
	ITSM/CMDB training — the incident-ticket and evidence-workflow side; the reference implementation ships a ServiceNow adapter


Lab Environments
Each Track B module ends with labs; the environments below stand up what those labs need. Scripts are embedded in the manuscripts — this is documentation source, not a runnable tree; copy the blocks into your own shell/tenant.
Lab Tiers
The three lab tiers
	Tier
	What it needs
	Use when

	Tier F — fixture
	Nothing but this repo and Python
	You want the evidence-binding mechanics (slot YAML → <engine> oscal ksi-ar) with no cloud footprint

	Tier T — trial tenant
	A Microsoft 365 developer/trial tenant + Azure trial
	The access/identity, PIM, Sentinel, and Purview labs — full behavior, disposable blast radius

	Tier P — product eval
	A vendor eval (Infoblox/BlueCat) or containerized DNS/DHCP
	The DDI lab’s split-horizon and provisioning exercises


Safety Rules (Read Before Any Lab)
1. Never a production tenant. Every lab assumes a disposable tenant or subscription you can delete. PIM changes, CA policies, and DLP enforcement are exactly the things that lock organizations out.
1. Report-only first. Where a lab creates a Conditional Access or DLP policy, it is created in report-only/simulation mode — the discipline Vol III Books 01 and 05 mandate for production.
1. Break-glass before lockdown. The PIM lab creates its excluded emergency account first, mirroring Vol III Book 01’s ordering.
1. Teardown is part of the lab. Each lab ends with a teardown block; run it. Orphaned trial resources are how “labs” become shadow IT.
Lab Environment Setups
Lab environment setups by module
	Lab
	Module
	Stack
	Tier

	DDI (Vol I Bk 01)
	B1
	Infoblox eval or BIND/Kea containers + IPAM fixture
	P / F

	Access & identity (Vol I Bk 02–04)
	B2
	NPS/RADIUS + Intune SCEP; lab CA + ACME DNS-01; SCIM shadow-mode
	T / F

	Data platform (Vol II Bk 01–03)
	B4
	SQL Server 2022 container or Azure SQL trial + Entra-integrated auth
	T / F

	PIM & privileged access (Vol III Bk 01)
	B5
	Entra ID P2, Intune, Graph PowerShell
	T

	Sentinel detection (Vol III Bk 02/06)
	B6
	Log Analytics + Sentinel, one forwarder VM
	T

	Purview data protection (Vol III Bk 05)
	B6
	Purview labels/DLP, Key Vault Premium
	T


Modules B3 (network/telecom SD-WAN/SASE), B7 (resilience/governance), and B8 (authorize & operate) intentionally have no tenant lab: B3 needs vendor SD-WAN gear or eval licenses (track via the vendor tables above), while B7 and B8 are document- and CI-shaped (SBOM workflow on any repo, tabletop exercise, OSCAL bundle generation, training-record JSON validation) — they run anywhere, Tier F.
The Common Final Step — Bind the Evidence
Every lab ends the same way, regardless of tier: place the produced artifact where a slot mapping can reference it, then regenerate verdicts:
<engine> oscal ksi-ar --output exports/oscal/ksi-ar.json
The Vol V Book 03 rubrics score what you produce.
Cost Notes
· M365 E5 developer/trial tenants cover Entra ID P2 (PIM), Purview, and Defender features for the trial window.
· Sentinel bills per GB ingested — the lab keeps ingestion in the free-tier range by using a single VM/forwarder and seeded events.
· Infoblox/BlueCat evals are vendor-arranged; the Tier-F fixture path needs no license.
Research Queue
Candidates identified but not yet verified — next expansion pass:
· Instructor-led Compliance cohort design — whether any vendor offers application-aware-networking-specific curriculum worth licensing, vs. composing from the product training above.
· Zscaler Government Academy — the federal-specific variant vs. the commercial Cyber Academy for GCC boundary relevance.
· CDM program training — DHS/CISA Continuous Diagnostics and Mitigation training for the Vol III Book 02 KEV-upload workflow.
· Security-awareness platforms (KnowBe4, Proofpoint) — Vol IV Book 05 names them in its delivery trade-space; verify their academy portals and GCC suitability before adding rows.
Series Context — Vol V Book 04
This book is the realization layer of Volume V and the one place the volume names vendors — deliberately, as Theme F prescribes: one mechanism, N accredited products. It supplies the external training the implementation track (Vol V Book 02) points to for product skill, and the lab environments where that track’s builds are exercised and their evidence produced. The artifacts the labs generate are bound per the common final step and scored against Vol V Book 03’s rubrics. Kept function-first everywhere else, the series confines its vendor surface here — so the doctrine of Books 00–03 stays clean while the learner still gets a concrete, buyable path to the skills.

Federal Compliance — Vol V Book 04 of the series. Volume V is the enablement layer; this book is its realization layer — external vendor training mapped per volume and the scripted lab environments for the implementation track. Vendor names appear here by necessity (Theme F, Mechanism Not Product) and imply no endorsement or procurement decision; verify FedRAMP / federal accreditation status at procurement time. This is companion training material, self-assessed and advisory, pending independent review.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-19 16:20 ET
Series Context — This is the Volume VI overview of the Federal Compliance series. Volumes I–IV establish the architecture — the network and transport plane, the data platform, security operations, and governance and assurance — as what must be true and why, argued from control text, physics, and protocol behavior. Volume V addresses training and certification. Volume VI is the deployable counterpart to the architecture volumes: the infrastructure-as-code, detection rules, response playbooks, configuration baselines, and evidence wiring that actually stand the architecture up. Where an architecture book says a control is closed by a mechanism, the corresponding Volume VI book carries the artifact that deploys that mechanism.
What This Document Addresses
The architecture volumes answer what and why: which controls a mechanism closes, and why no alternate mechanism closes them. They deliberately stop short of the deployment detail, because architecture that is entangled with a specific tenant’s wiring ages badly and reads as advocacy for a product rather than demonstration of a control.
This volume answers how. It carries the artifacts an engineering team applies to a tenant to make the architecture real: landing-zone and network infrastructure-as-code, identity and access policy expressed as code, the detection-engineering rule library, response-automation playbooks, data-protection deployment packs, configuration baselines, the evidence-and-continuous-monitoring pipeline, and the validation harnesses that prove the deployment works.
A control-closure claim in an architecture volume is a design assertion. The matching Volume VI artifact is the operational realization of that assertion — and the thing an assessor can actually run, inspect, and trace to a control. This volume is where “the SSP says we do X” becomes “here is the code that does X and the evidence that it ran.”
Architecture vs. Implementation — The architecture volumes are mechanism-level and, by design, product-neutral: they name the function that closes a control. This volume is necessarily more concrete — you cannot deploy a function, you deploy a product that realizes it. Every artifact here therefore names a deployed example (for the Agency estate, most often the Microsoft-cloud realization) while preserving a substitution column, because the series is multi-CSP and the mechanism, not the product, is the load-bearing claim. Swapping the deployed example changes the artifact’s syntax, never the control it closes.
The Deploy Model
Three principles govern every artifact in this volume.
Everything as code, applied through a pipeline
No artifact in this volume is a click-path. Landing zones are Terraform or Bicep; Conditional Access, DLP policy, and sensitivity labels are declarative policy files; detection rules and playbooks are versioned YAML. Each is applied through a change-controlled pipeline (GitOps), so that the deployed state is reproducible, reviewable, and diffable against its intended state. This is the precondition for CM-2/CM-3/CM-6 to mean anything: a baseline you cannot re-derive from source is not a baseline.
In-boundary by construction
Every artifact that processes identity-attributed or behavioral telemetry runs inside the agency’s own FedRAMP-authorized boundary. The constraint a modern SaaS boundary imposes is about the destination of raw telemetry, not the data itself: the same sign-in, audit, device, and data-protection telemetry that may not be exported to a vendor’s commercial multi-tenant analytics service may be analyzed inside the agency’s own workspace, because that is exactly the in-boundary monitoring SI-4 and AU-2/AU-3 contemplate. The moment an artifact ships that telemetry to an out-of-scope service for convenience, it recreates the very flow the boundary forbids — as the agency’s own finding. Every component an artifact depends on must itself carry an authorization commensurate with the data it handles.
Evidence-emitting by default
An artifact that deploys a control but produces no machine-readable evidence of doing so has done half the job. Each Volume VI artifact emits to the series evidence contract — the normalized record every deployed mechanism writes so that the continuous-monitoring pipeline (Book VI-07) can bind it to the control it closes and carry it into the authorization package. Deployment and evidence are one act, not two.
How This Volume Maps to the Architecture
Each implementation book is the deployable realization of one or more architecture books. The volume is organized by artifact class rather than by re-mirroring the architecture domains, because deployable artifacts share tooling and lifecycle regardless of which domain they serve.
	Book
	Deployable artifacts
	Implements
	Representative controls operationalized

	VI-00 (this book)
	Deploy model, in-boundary principle, evidence emission, GitOps pipeline
	all volumes
	CM-2, CM-3 (the pipeline itself)

	VI-01 — Landing Zone & Network as Code
	Terraform/Bicep: landing zone, IPAM/DDI, SASE/TIC PEP
	Vol I
	SC-7, SC-20/21/22, CM-8

	VI-02 — Identity & Access as Code
	Conditional Access-as-code, PIM config, 802.1X/NAC profiles, cert/token automation
	Vol I identity, Vol III PAM
	IA-2, AC-2/5/6, IA-3

	VI-03 — Detection Engineering
	The in-boundary analytics rule library (SIEM/XDR)
	Vol III SIEM/XDR
	AU-6, SI-4, IR-4

	VI-04 — Response Automation (SOAR)
	Containment/enrichment playbooks
	Vol III SIEM/XDR
	IR-4/6, AC-12

	VI-05 — Data Protection Deployment
	Label taxonomy-as-code, DLP policy packs, key-vault/CMK IaC
	Vol III Data Protection
	AC-4, SC-12/28

	VI-06 — Configuration Baselines & Hardening
	SCuBA/CIS/STIG policy-as-code
	Vol III posture & patch
	CM-2/6/7, SI-2

	VI-07 — Evidence & ConMon Pipeline
	Telemetry→evidence-contract→KSI wiring, OSCAL emission
	Vol III Evidence Fabric, Vol IV
	CA-7, AU-6(1)

	VI-08 — Validation & Test Harnesses
	Detection-efficacy tests, telemetry-completeness workbooks, deploy smoke tests
	all
	CA-2, CA-7(3)


Closure Necessity — What Implementation Does and Does Not Close
Closure Necessity — Implementation operationalizes, it does not re-close
Volume VI does not claim to close controls the architecture volumes already claim; that would double-count. Its necessity is of a different kind: a control-closure claim that is not deployed as code, and does not emit evidence, is not assessable. AU-6 is not satisfied by a SIEM with no rules; CM-6 is not satisfied by a baseline no pipeline enforces; CA-7 is not satisfied by evidence no pipeline emits. The architecture volumes prove the mechanism is sufficient; this volume is what makes the closure demonstrable. Remove it and the SSP describes controls no assessor can exercise — the gap between a designed control and an operating one.
What This Volume Is and Is Not
It is the agency-side build layer — the code and evidence that turn the architecture into an operating, assessable posture. It is not a claim that any single product is the only way to deploy the architecture: every artifact names a deployed example and preserves the substitution path, because the mechanism is the invariant. And it is not a replacement for the operate-and-tune discipline: deployed detections rot, baselines drift, and sources silently stop emitting — the standing engineering capability that maintains these artifacts is the real cost, addressed per-book and validated in Book VI-08.
Cross-References
· Architecture spine: the four doctrine volumes (I–IV) each carry the control-closure claims this volume operationalizes.
· Evidence contract: the normalized deployment-evidence record every artifact emits (Book VI-07).
· Series compliance spine: federal-compliance-compliance-spine.yml — the single source of truth for the control × book closure map.
Provenance
This overview establishes the deployable-artifact layer of the Federal Compliance series. It follows the series authoring conventions: functions and planes are named, not organizations; products are deployed examples of a mechanism, never the mechanism itself; and every artifact carries a Date Code and cites vendor sources for vendor-specific claims.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 01. This is the deployable realization of Volume I (Foundation & Transport): the landing zone, IPAM/DDI naming-and-addressing plane, and the SASE/TIC distributed policy-enforcement edge, expressed as infrastructure-as-code applied through the Book VI-00 pipeline.
What This Document Addresses
Volume I argues that authoritative naming/addressing and a distributed enforcement edge are the only mechanisms that close the DNS-authority, boundary-protection, and component-inventory controls: you cannot attest authoritative name resolution without an authoritative resolver, and you cannot inventory what you cannot enumerate. No scanner creates that source of truth; it can only measure drift from one.
This book carries the code that stands the source of truth up. It expresses the landing-zone scaffolding, the DDI plane, and the enforcement-edge configuration as version-controlled modules, so the closure Volume I designs is reproducible from source and diffable against intent — not assembled by hand and then hoped to be correct.
The Module Topology
The deployment is a layered set of modules, each owning one plane and depending only on the layer beneath it. The layering is deliberate: the naming/addressing plane must exist before workloads can be enumerated against it, and the enforcement edge must read from it.
	Layer
	Module
	Owns
	Depends on

	Foundation
	platform
	Management groups, subscriptions/accounts, org policy
	—

	Addressing
	ipam
	Address-space allocation, subnet plan (source of truth)
	platform

	Naming
	ddi
	Authoritative DNS, DNSSEC signing, RPZ, DHCP scopes
	ipam

	Transport
	network
	Hub-spoke, segmentation, NGFW/route intent
	ipam

	Enforcement
	edge
	SASE/TIC 3.0 PEP capability set
	network, ddi


Each module emits its state to the evidence contract (Book VI-07); the ipam module’s output — the authoritative address plan — is the join key that later makes CM-8 inventory possible.
Deployable Artifacts
	Artifact
	Realizes (Vol I)
	Deployed example
	Multi-CSP substitution

	platform module
	Governed cloud foundation
	Azure Landing Zone (Bicep/Terraform)
	AWS Control Tower + Terraform; GCP org policy

	network module (hub-spoke, segmentation, NGFW/route intent)
	SC-7 boundary + traffic-class separation
	Terraform (VNet, Azure Firewall)
	AWS VPC + Network Firewall; GCP VPC-SC

	ddi module (authoritative DNS, DNSSEC signing, RPZ, DHCP scopes)
	SC-20/21/22 naming plane; CM-8 address-keyed inventory
	InfoBlox / cloud DNS as code
	BlueCat; Route 53 + IPAM

	edge config (SASE/TIC 3.0 PEP capability set)
	AC-4 flow enforcement at the distributed PEP
	SASE tenant-as-code
	Zscaler/Netskope GovCloud config-as-code


Illustrative module — the DNSSEC-signed authoritative zone
The naming plane is the load-bearing one, because it is the source of truth SC-20/21/22 and CM-8 depend on. The zone, its DNSSEC signing posture, and its protective-DNS (RPZ) response policy are all declared, so “the resolver is authoritative and signing” is an attestable property of source, not a portal setting.
# ddi module — authoritative, DNSSEC-signed zone with protective-DNS RPZ (deployed example: cloud DNS)
resource "dns_zone" "agency" {
  name        = var.zone_fqdn          # e.g. agency.gov
  dnssec      = "on"                    # SC-20: signed responses (data origin authentication)
  query_log   = "on"                    # SI-4 / AU-12: every resolution is telemetry
}

resource "dns_resolver" "agency" {
  dnssec_validation = "on"              # SC-21: recursive resolver validates upstream signatures
}

resource "dns_rpz_policy" "protective" {
  zone            = dns_zone.agency.id
  feed            = var.protective_dns_feed   # CISA Protective DNS / commercial TI
  action          = "nxdomain"                # SC-21 protective-DNS complement: block known-bad resolution
  log_only        = false                     # TUNE: run log_only first to baseline
}

output "authoritative_zone_id" {              # consumed by CM-8 inventory join
  value = dns_zone.agency.id
}
The DHCP scopes and the address plan come from the same ipam source, so a device’s lease, its address, and its inventory record are one chain of custody rather than three independent guesses.
Deployment
1. Apply platform, then ipam, then ddi/network in dependency order through the change-controlled pipeline (Book VI-00) — never a portal.
1. Run ddi in RPZ log_only mode first to baseline benign resolution, then flip to enforcing.
1. Register the ipam output as the authoritative inventory source the CM-8 join reads.
1. Point the edge (SASE/TIC PEP) at the ddi resolver so egress name resolution is governed at the enforcement point.
Closure Necessity
Closure Necessity — a source of truth you cannot re-derive is not one
Volume I’s claim is that no scanner creates authoritative naming or inventory — it only measures drift from a source of truth. This book is what makes that source of truth reproducible: an IPAM/DDI plane and a boundary defined in code can be re-derived, diffed, and attested. A hand-built landing zone weakens the accuracy and completeness evidence CM-8’s System Component Inventory demands, because there is no authority to point at — only a snapshot no one can regenerate.
Controls Operationalized
	Control
	Title
	How this book deploys it

	SC-7
	Boundary Protection
	Segmentation + NGFW/route intent as code at the enforcement edge

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	DNSSEC-signing authoritative resolver as code

	SC-21
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	Validating recursive resolver + RPZ protective DNS

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	Authoritative and recursive resolver roles declared as distinct resources in the ddi module

	CM-8
	System Component Inventory
	Address-keyed inventory derived from the IPAM source of truth

	AC-4
	Information Flow Enforcement
	Application-aware flow policy at the SASE/TIC PEP


Honest Limits
· The IaC deploys the mechanism; it does not repeal operational discipline — an out-of-band portal change still causes drift, which is why Book VI-08’s smoke tests re-assert the intended state.
· Protective-DNS efficacy is bounded by the threat-intelligence feed the agency subscribes to (the RPZ is only as current as its feed).
· Multi-CSP substitution changes the module syntax and the connector estate; the naming/addressing/enforcement mechanism it realizes is invariant.
Cross-References
· Volume I — Foundation & Transport — the architecture this book deploys.
· Book VI-00 — the pipeline and evidence-emission model.
· Book VI-06 — the baselines that harden the deployed platform.
· Book VI-07 — where deployment state emits to the evidence contract.
· Book VI-08 — smoke tests that re-assert the deployed boundary.
Provenance
Draft. Products named are deployed examples of the naming/addressing and enforcement mechanisms Volume I identifies; multi-CSP substitutions preserve the mechanism. The Terraform above is an illustrative pattern to adapt, not a drop-in module — validate against the agency’s cloud and current provider schema. Vendor-specific IaC claims cite vendor documentation as the source.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 02. Deployable realization of the identity plane of Volume I and the privileged-access architecture of Volume III (PAM): Conditional Access, PIM/JIT, port authentication, and certificate lifecycle as versioned policy applied through the Book VI-00 pipeline.
What This Document Addresses
The architecture volumes establish that a verified identity, phishing-resistant authentication, and just-in-time elevation are the mechanisms that gate access. Those decisions are worthless as portal clicks — a Conditional Access estate no one can diff is a control no assessor can trace, and IA-2/AC-6 become assertions rather than evidence.
This book expresses the access decisions as code: Conditional Access as a reviewable policy set, privileged roles as declarative JIT configuration, port authentication as profiles, and certificates as an automated lifecycle. The invariant it enforces is that every access decision has a reviewable source of truth that the pipeline applies and Book VI-08 re-asserts.
The Policy-as-Code Model
Access policy is held as declarative files, applied idempotently, and guarded by two safety rules that prevent the classic self-lockout and silent-drift failures.
	Element
	As-code form
	Safety rule

	Conditional Access
	Policy JSON per named scenario
	A break-glass exclusion group is mandatory in every blocking policy

	Privileged roles
	PIM role-setting policy
	Activation requires approval + justification + MFA; no standing global admin

	Port authentication
	802.1X EAP-TLS + MAB profiles
	Certificate-based device identity; MAB only for enumerated exceptions

	Certificates
	ACME / short-lived issuance policy
	Rotation automated; no long-lived secrets in config


Deployable Artifacts
	Artifact
	Realizes
	Deployed example
	Multi-CSP substitution

	Conditional Access policy set (as code via Graph)
	IA-2, AC-3 access decisions
	Entra CA JSON/Bicep/Terraform
	Okta/Ping policy-as-code

	PIM / JIT role configuration
	AC-5/6 separation of duties and least privilege, IA-11 re-auth
	Entra PIM as code
	CyberArk/BeyondTrust JIT config

	Port-authentication profiles (802.1X EAP-TLS, MAB)
	IA-3 device identity at the edge
	NPS/RADIUS + switch profiles
	Cisco ISE / Aruba ClearPass profiles

	Certificate lifecycle automation (ACME, short-lived certs)
	IA-5(2), SC-17
	Keyfactor/Sectigo + ACME as code
	Venafi / AppViewX


Illustrative artifact — a phishing-resistant Conditional Access policy as code
The policy below requires a phishing-resistant authentication strength for all users reaching any cloud app, with the mandatory break-glass exclusion. Held as code, it is diffable against intent; a reviewer can see in the pull request that the exclusion group is present and scoped, which a portal screenshot can never prove over time.
// Conditional Access policy (deployed example: Entra, applied via Graph) — IA-2(1)/(2)
{
  "displayName": "CA001 - Require phishing-resistant MFA for all cloud apps",
  "state": "enabled",
  "conditions": {
    "users":        { "includeUsers": ["All"], "excludeGroups": ["grp-breakglass"] }, // SAFETY: break-glass
    "applications": { "includeApplications": ["All"] },
    "clientAppTypes": ["all"]
  },
  "grantControls": {
    "operator": "OR",
    "authenticationStrength": { "id": "phishing-resistant" }   // BOD 25-01 / M-22-09 alignment
  }
}
The PIM configuration is the privileged-access counterpart: it declares that eligible roles require approval, justification, and MFA to activate, and that no principal holds a standing high-privilege assignment — so AC-6 least privilege is a property of the declared role policy, not an audit finding waiting to happen.
Deployment
1. Apply Conditional Access in report-only first, review the impact against sign-in logs, then enable — the break-glass exclusion is verified present before any policy is set to enabled.
1. Apply PIM role settings; migrate any standing privileged assignments to eligible-with-approval.
1. Deploy 802.1X EAP-TLS profiles (Vol I Book 03 supplies the cert authority they trust).
1. Stand up ACME/short-lived certificate automation so no long-lived credential lives in a config file.
Closure Necessity
Closure Necessity — a policy you cannot review is a policy you cannot assess
Volume I/III prove that phishing-resistant, JIT-scoped identity is the closure mechanism. This book makes those decisions reviewable: Conditional Access and privileged-role settings held as code can be diffed against intent and attested. Portal-clicked access policy has no reviewable source — IA-2 and AC-6 become assertions no assessor can trace, and drift is invisible until it is a finding.
Controls Operationalized
	Control
	Title
	How this book deploys it

	IA-2(1)/(2)
	Identification & Authentication (MFA)
	Phishing-resistant CA policy set as code

	AC-2/5/6
	Account Management / Separation of Duties / Least Privilege
	PIM/JIT role config

	IA-3
	Device Identification & Authentication
	802.1X EAP-TLS profiles

	IA-5(2)/SC-17
	Public Key-based Authentication / Public Key Infrastructure Certificates
	Certificate lifecycle automation

	IA-11
	Re-authentication
	PIM activation re-auth; sign-in frequency in CA


Honest Limits
· Conditional Access as code governs the policy; a global administrator can still change it out of band — Book VI-08 diffs deployed state against the source to catch that.
· The break-glass account is a deliberate, monitored exception; its use must itself be a high-severity Book VI-03 detection.
· Substituting the identity provider changes the policy syntax and the connectors; the access-decision mechanism is invariant.
Cross-References
· Volume I (identity plane) and Volume III (PAM) — the architecture this book deploys.
· Vol I Book 03 — the certificate authority the port-auth profiles trust.
· Book VI-04 — SOAR playbooks that consume identity risk to drive revocation.
· Book VI-07 — access-policy state and reviews emit to the evidence contract.
· Book VI-08 — deployed-vs-intended policy diffing.
Provenance
Draft. Products are deployed examples; substitution columns preserve the mechanism. The policy JSON is an illustrative pattern to adapt, not a drop-in policy — validate against the tenant and current Graph schema. Vendor capability claims name deployed examples and substitution candidates; their vendor-documentation sources are carried in the briefing deck spec, not inline here.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure) and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and thresholds are subject to revision.
Date Code: 2026-07-09 15:13 ET
Series Context — This is Volume VI Book 03 of the Federal Compliance series. The Volume III SIEM/XDR Detection book establishes the architecture: the connector fabric that lands every log source into a single analytics workspace and the requirement that a connected SIEM carry configured detection rules, not a passive archive. This book is the deployable realization of that architecture — the versioned analytics-rule library an engineering team applies to the workspace to turn the log warehouse into an operating detection engine.
What This Document Addresses
The Volume III SIEM/XDR book makes the assessor-facing argument that AU-6 is not satisfied by log collection alone: a SIEM with zero configured analytics rules, or every rule disabled pending tuning, fails the control. It stops at the architecture. This book carries the rules.
The specific engineering problem it solves is this: the richest behavioral and real-time detections a modern cloud offers — machine-learning risk scoring, impossible-travel, sub-second session revocation, behavioral data-loss analytics — are computed in the vendor’s commercial multi-tenant analytics pipeline. Inside a federal authorization boundary, that pipeline is frequently out of scope: the raw telemetry may not leave the boundary for commercial multi-tenant ML. The detection capability is therefore degraded not because the data is missing, but because the analytic layer over it sits outside the boundary.
The rules in this book reconstruct that analytic layer inside the agency’s own boundary. They run over the telemetry the Volume III connector fabric already lands — sign-in logs, unified audit, device events — and produce rule-and-baseline equivalents of the commercial ML outputs, feeding the result back into the agency’s own access and response decisions.
Deployed example — The rule library ships in the Microsoft Sentinel scheduled-analytics-rule format (kind: Scheduled), because Sentinel is the deployed example for the Agency estate and its KQL runs directly over the Volume III tables. The mechanism — deterministic detections and baselines reconstructing a commercial ML output in-boundary — is portable; the same detections are portable to Splunk (SPL) and Elastic (EQL/ES|QL) so a different SIEM realizes them (the library README documents the portability; the shipped rules are authored in the Sentinel format). The mechanism is the invariant; the query language is the deployed example.
The In-Boundary Principle
The single fact that makes this library lawful where inheriting the commercial analytic is not: the boundary constrains the destination of raw telemetry, not the data itself. The blocked flow is raw, identity-attributed behavioral telemetry leaving the boundary for a commercial multi-tenant analytics service. The rebuild flow is the same telemetry routed to the agency’s own analytics workspace inside its own authorized boundary — exactly the in-boundary monitoring SI-4 and AU-2/AU-3 contemplate. Every component the library depends on (the workspace, any model-training compute) must itself be authorized and in-boundary; the moment the telemetry is shipped to an out-of-scope service for convenience, the library has recreated the flow the boundary forbids.
The Rule Library
The library is a versioned set of analytics rules under impl/detection-rules/. Each rule carries entity mappings, MITRE ATT&CK tags, tuning thresholds flagged inline, and a cross-reference to the architecture book it implements and the controls it operationalizes.
	Rule
	Reconstructs (commercial signal)
	Implements (Vol III)
	Controls operationalized

	01-impossible-travel
	Identity Protection ML impossible-travel
	SIEM/XDR
	SI-4, AC-7, IA-2

	02-atypical-ip-asn
	Identity Protection atypical-IP / unfamiliar properties
	SIEM/XDR
	SI-4, AC-2, IA-2

	03-password-spray-lowandslow
	ML spray / low-and-slow (incl. non-interactive)
	SIEM/XDR
	SI-4, AC-7

	04-token-theft-session-anomaly
	Session-anomaly heuristic; triggers CAE-approximation response
	SIEM/XDR
	SI-4, AC-12

	05-mass-label-removal-decrypt
	Sensitivity-label usage analytics
	SIEM/XDR + Data Protection
	SI-4, AU-6, AC-4

	06-dlp-override-pattern
	Behavioral-DLP override / near-miss richness
	SIEM/XDR + Data Protection
	SI-4, AU-6, AC-4

	07-anomalous-elevation-epm
	Endpoint privilege-management elevation analytics
	SIEM/XDR + PAM
	SI-4, AC-6(9)


Illustrative rule shape
Each rule is a scheduled KQL analytic over the Volume III tables. The impossible-travel rule is representative: a geo-velocity correlation across successful sign-ins, firing when the implied travel speed exceeds a commercial flight.
SigninLogs
| where ResultType == 0
| extend Lat = todouble(LocationDetails.geoCoordinates.latitude),
         Lon = todouble(LocationDetails.geoCoordinates.longitude)
| sort by UserPrincipalName asc, TimeGenerated asc
| serialize
| extend PrevLat = prev(Lat), PrevLon = prev(Lon),
         PrevTime = prev(TimeGenerated), PrevUser = prev(UserPrincipalName)
| where UserPrincipalName == PrevUser
| extend Hours = datetime_diff('minute', TimeGenerated, PrevTime) / 60.0
| extend Km = geo_distance_2points(PrevLon, PrevLat, Lon, Lat) / 1000.0
| where Hours > 0 and (Km / Hours) > 900   // faster than a commercial flight — TUNE per estate
The full, deployable rules — with entity mappings, ATT&CK tags, and per-rule tuning notes — are in the impl/detection-rules/ catalog alongside this book.
Deployment
The rules use the Sentinel scheduled-analytics-rule YAML schema and deploy through the SIEM’s repository connection (GitHub / Azure DevOps), a PowerShell module, or ARM conversion — through the change-controlled pipeline of Book VI-00, never by click-path. Every threshold is a conservative starting point flagged // TUNE: and must be calibrated against the agency’s own baseline before the rule is enabled. The prerequisite is the Volume III connector fabric: the sign-in (interactive and non-interactive), unified-audit, and device-event tables the rules query must already be landing.
Closure Necessity
Closure Necessity — the rule is what makes AU-6 assessable
The Volume III architecture proves a connected SIEM is the mechanism that satisfies AU-6/SI-4. This book is what makes that closure demonstrable: an assessor’s actual evidence request is “show me an alert that fired in the last 30 days and the incident it generated.” A SIEM with no rules cannot produce that artifact. The rules here are not an alternate closure path — they are the deployed form of the one the architecture names. Without them, the SSP describes a detection control no assessor can exercise.
Honest Limits
Carry these into any assessment; the library does not pretend to commercial parity.
· These are minutes-to-hours detections, not the continuously-tuned commercial-minutes fidelity of the vendor’s pipeline.
· They carry no global threat intelligence — the agency sees only its own tenant. The atypical-IP and leaked-credential joins are bounded by whatever threat-intel feed the agency subscribes to.
· The session-anomaly rule (04) triggers a response playbook (Book VI-04) that approximates real-time session revocation at minutes, not sub-second.
· Detections rot: thresholds drift and sources silently stop emitting. The operate-and-tune capability — the standing detection- and data-engineering that maintains and re-tunes the library — is the real cost and the precondition for the maturity claim holding over time. Book VI-08 carries the validation harnesses that catch silent decay.
Cross-References
· Volume III — SIEM/XDR Detection — the connector architecture and the AU-6 argument this library deploys.
· Book VI-04 — Response Automation (SOAR) — the playbooks high-confidence firings trigger.
· Book VI-07 — Evidence & ConMon Pipeline — where rule firings and incidents emit to the evidence contract.
· Book VI-08 — Validation & Test Harnesses — detection-efficacy and telemetry-completeness testing.
· Rule catalog: impl/detection-rules/.
Provenance
This book operationalizes the detection layer of the Volume III SIEM/XDR architecture. Vendor-specific claims (table schemas, KQL functions, Sentinel rule format) are sourced to Microsoft Learn, whose links are carried in the briefing deck spec and the Volume III architecture book rather than inline here; the reconstruction logic and thresholds are agency-authored and must be tuned to the local estate. Products named are deployed examples of the deterministic-detection mechanism, not the mechanism itself.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 04. The response half of the detection engine: the playbooks that Book VI-03’s rules trigger. It rebuilds the containment speed that a commercial cloud’s real-time revocation provides, approximated in-boundary to minutes.
What This Document Addresses
Detection without response only shortens the investigation, not the exposure. The Volume III SIEM/XDR architecture ends at the alert; this book carries the automation that acts on it. It is the in-boundary substitute for the sub-second Continuous Access Evaluation revocation the boundary removes — and it is honest that the substitute lands at minutes, not sub-second, because a playbook triggered by a scheduled analytic cannot beat the analytic’s cadence.
The design rule for every playbook here is confidence-gated action: high-confidence detections auto-contain; medium-confidence detections enrich and ticket for a human; nothing low-confidence auto-acts. Auto-containment on a noisy rule is its own denial-of-service.
The Response Ladder
	Confidence
	Action
	Human in loop?
	Substitutes for

	High (e.g. rule 04 session-anomaly with corroboration)
	Revoke sessions, confirm-compromised, force re-auth
	No — auto
	CAE sub-second revocation (→ minutes)

	Medium
	Enrich (identity/device/IP context), open ticket, raise risk
	Yes
	Vendor auto-remediation

	Standing control
	Bound token lifetime to 60–90 min
	n/a — config
	CAE exposure ceiling


Deployable Artifacts
	Playbook
	Trigger (Book VI-03)
	Action
	Substitutes for

	revoke-session
	Token-theft / session-anomaly (rule 04)
	Graph revokeSignInSessions + confirm-compromised
	CAE sub-second revocation (→ minutes)

	disable-principal
	High-confidence account compromise
	Disable account, block sign-in
	Automated account containment

	short-token-lifetime (config)
	Standing control
	Bound token lifetime to 60–90 min
	CAE exposure ceiling

	enrich-and-ticket
	Medium-confidence detections
	Enrich with identity/device context, open ticket (human-in-loop)
	Vendor auto-remediation


Illustrative playbook — session revocation on a high-confidence session anomaly
The revoke-session playbook is the containment path for Book VI-03 rule 04. It runs entirely in-boundary against the management plane; the containment action is a Graph call, and the whole run is itself logged as an incident action into the evidence contract.
// Logic App / Automation runbook (deployed example) — pseudocode of the revoke-session flow
{
  "trigger": "Sentinel incident: rule 'token-theft-session-anomaly'",
  "steps": [
    { "guard": "incident.severity == 'High' && entities.Account != null" },        // confidence gate
    { "graph": "POST /users/{account}/revokeSignInSessions" },                      // AC-12 containment
    { "graph": "PATCH /identityProtection/riskyUsers/confirmCompromised",
      "body": { "userIds": ["{account}"] } },                                       // raise risk state
    { "ticket": "create IR record, link Sentinel incident, attach entity context" },// IR-4 record
    { "evidence": "emit response-action to the evidence contract (Book VI-07)" }     // CA-7 evidence
  ],
  "notes": "Containment latency = detection cadence (minutes), not CAE sub-second. TUNE the confidence gate."
}
The short-token-lifetime artifact is not a playbook but a standing configuration: it bounds the maximum exposure window so that even a missed detection cannot leave a stolen token valid indefinitely. It is the exposure ceiling under which the playbooks operate.
Deployment
1. Deploy playbooks through the pipeline (Book VI-00); grant the automation identity only the Graph scopes each action needs (least privilege — the revocation identity should not also be able to create accounts).
1. Wire each Book VI-03 rule to its playbook via the SIEM automation rules; start every auto-containment playbook in alert-only mode and promote to auto-action only after the triggering rule’s false-positive rate is measured (Vol III Book 06).
1. Set the standing token-lifetime bound in the certificate & token identity plane (Vol I Book 03).
Closure Necessity
Closure Necessity — a detection with no response is exposure, not control
IR-4 requires incident handling, not just detection. These playbooks are what convert a Book VI-03 firing into a bounded containment action and a documented incident record — the artifact an assessor asks for. Without them, the detection layer shortens time-to-know but not time-to-contain, and the token-theft window stays open for the full token lifetime.
Controls Operationalized
	Control
	Title
	How this book deploys it

	IR-4/6
	Incident Handling / Reporting
	Automated containment + enriched incident records

	AC-12
	Session Termination
	Session revocation + short token lifetime

	AC-2(13)
	Disable Accounts (high-risk)
	disable-principal on high-confidence compromise


Honest Limits
· Containment is minutes, not sub-second — bounded by the detection cadence. The short-token-lifetime config is the standing ceiling that makes that latency tolerable.
· Auto-containment amplifies a noisy rule into an availability incident; the confidence gate and the alert-only ramp (Vol III Book 06) are mandatory, not optional.
· The playbooks act only on the agency’s own tenant; a compromised identity federated elsewhere is outside their reach.
Cross-References
· Book VI-03 — the detections these playbooks respond to.
· Vol I Book 03 — the token-lifetime standing control (short-lived tokens, refresh-token policy gate).
· Volume III — SIEM/XDR — the incident-workflow architecture.
· Book VI-07 — response actions emit to the evidence contract.
· Vol III Book 06 — false-positive measurement that gates auto-action.
Provenance
Draft. Containment latency is honestly minutes, not sub-second. The playbook pseudocode is an illustrative flow to adapt, not a deployable runbook. Products are deployed examples of the SOAR-containment mechanism, which is portable across automation engines.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 05. Deployable realization of Volume III (Data Protection): the federal CUI sensitivity-label taxonomy, DLP policy packs, and agency-controlled cryptographic key management, expressed as code and applied through the Book VI-00 pipeline.
What This Document Addresses
Volume III establishes that the payload — not the pipe — is the unprotected surface: a network boundary can see a file move but cannot tell whether it is a press release or a Privacy Act record, so it cannot enforce “block external sharing of CUI.” Classification, movement restriction, and agency-controlled encryption are the closing mechanisms.
This book deploys them as code: the CUI label taxonomy, DLP policies as versioned packs, and key management (customer-managed keys, rotation, revocation) as infrastructure. Deploying the taxonomy as code is what makes the classification travel with the payload and the enforcement reproducible — the label is the machine-readable signal every downstream control (DLP, the CASB, the Book VI-03 detections) acts on.
The Federal CUI Taxonomy as Code
The taxonomy is a declared hierarchy, not a set of portal-created labels, so that the protection settings at each tier are reviewable and consistent across the estate.
	Tier
	Label
	Encryption
	Access scope
	Audit

	Public
	none / “Public”
	none
	unrestricted
	standard

	Internal
	“Internal”
	none
	agency domain (informational)
	standard

	CUI-Basic
	“CUI-Basic”
	yes — BYOK
	agency domain (enforced)
	standard + label events

	CUI-Specified
	“CUI-Specified — [Category]”
	yes — BYOK
	named holders, time-limited
	premium


Illustrative artifact — label taxonomy and BYOK protection as code
# Sensitivity label taxonomy (deployed example: Purview, applied via PowerShell) — AC-4 / SC-28
New-Label -Name "CUI-Basic" -DisplayName "CUI-Basic" `
  -EncryptionEnabled $true -EncryptionProtectionType "Template" `
  -EncryptionRightsDefinitions $agencyDomainRights `        # access scope = agency domain (enforced)
  -ContentType "File, Email, Site, UnifiedGroup"
New-Label -Name "CUI-Specified-PrivacyAct" -DisplayName "CUI-Specified — Privacy Act" `
  -ParentId (Get-Label "CUI-Specified").Guid `              # child of the Specified parent
  -EncryptionEnabled $true -EncryptionContentExpiredOnDateInDaysOrNever "90"  # time-limited holders
# Keys are agency-held (BYOK): rotation and revocation live in the key-vault module below.
The key material is the other half: sensitivity-label encryption for the CUI tiers binds to agency-held keys, so the agency can rotate or revoke them — for instance after an administrator with access departs. The key vault, its customer-managed keys, rotation policy, and access policy are declared as infrastructure (SC-12/12(1)), giving the audit trail SC-28 and AU-10 expect.
Deployable Artifacts
	Artifact
	Realizes (Vol III)
	Deployed example
	Multi-CSP substitution

	Sensitivity-label taxonomy (CUI tiers, parent/child, protection settings)
	Information classification & marking
	Purview labels via PowerShell/Graph as code
	AWS Macie classifications; data-tagging policy

	DLP policy packs (service/endpoint/network)
	AC-4 movement restriction
	Purview DLP as code
	Symantec/Forcepoint DLP policy-as-code

	Key management (CMK/BYOK, rotation, access policy)
	SC-12/12(1), SC-28
	Key Vault + CMK Terraform
	AWS KMS + CloudHSM as code

	Audit-retention configuration
	AU-10 non-repudiation (agency-elected, above the Moderate baseline), retention
	Purview Audit tier + export as code
	CloudTrail Lake retention config


Deployment
1. Deploy the key vault and customer-managed keys first (the labels’ encryption depends on them); set the rotation policy and restrict key access to a minimal, audited set.
1. Apply the label taxonomy as code, then the label auto-labeling / publishing policy scoped to the pilot before tenant-wide.
1. Apply DLP policy packs in test/notify mode, measure false positives, then enforce — the Book VI-03 DLP-override detection (rule 06) watches for abuse of the override path once enforcing.
1. Set the audit tier and export so retention meets the OMB M-26-14 event-logging maturity level and the Volume III audit-retention rationale (this is also the fix for the retention cliff, the point at which standard audit retention lapses, that the detection layer depends on for long-tail forensics).
Closure Necessity
Closure Necessity — a label the pipe can read is what makes payload control possible
Volume III shows a network boundary cannot enforce “block external sharing of CUI” because it cannot read the payload. This book deploys the label that carries the classification with the file, and the keys the agency alone can rotate — the deployed form of the payload-protection mechanism. Without a machine-readable label taxonomy and agency-held keys, AC-4 and SC-12 are policy statements no control enforces, and the CASB has no payload signal to act on.
Controls Operationalized
	Control
	Title
	How this book deploys it

	AC-4
	Information Flow Enforcement
	Label-derived DLP movement restriction

	SC-12/12(1)
	Cryptographic Key Establishment & Management
	CMK/BYOK, rotation, revocation as code

	SC-28
	Protection of Information at Rest
	CMK-backed encryption of classified stores

	AU-10
	Non-repudiation (agency-elected, above the Moderate baseline)
	Premium audit tier + immutable export

	MP-3
	Media Marking
	Label-driven electronic marking of CUI; physical-media controls (MP-2/4/5) out of scope


Honest Limits
· Auto-labeling accuracy is bounded by the classifier; manual-label discipline and the Book VI-03 mass-label-removal detection are the compensations for mislabeled or stripped content.
· Agency-held keys shift the operational burden of key custody to the agency — rotation and recovery become the agency’s responsibility, not the platform’s.
· DLP pattern packs restrict movement of matched content; they do not reconstruct a content-fingerprint behavioral model (see Book VI-03 rule 06 residual).
Cross-References
· Volume III — Data Protection (Purview) — the architecture this book deploys.
· Book VI-03 — the label/DLP detections that watch this deployment for abuse.
· Book VI-01 — the landing zone and authorized boundary the key vault is deployed inside.
· Book VI-07 — label and key events emit to the evidence contract.
Provenance
Draft. Products are deployed examples; substitution columns preserve the mechanism. The PowerShell is an illustrative pattern to adapt, not a drop-in script — validate against current cmdlet schemas and the agency’s CUI category set. Vendor capability claims name deployed examples and substitution candidates; their Microsoft Learn and AWS documentation sources are carried in the briefing deck spec (Vol_VI_Book_05.yaml), not inline here.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 06. Deployable realization of the configuration and posture architecture of Volume III (Cloud-Native Posture, Patch & Systems Management): secure-baseline policy-as-code with continuous drift detection, applied through the Book VI-00 pipeline.
What This Document Addresses
A baseline that no pipeline enforces is a document, not a control. Volume III establishes the required secure-configuration posture — SCuBA for the cloud business applications, CIS/STIG for the platforms — and makes the sharp point that conformance tooling measures drift from an intended state; it cannot author one.
This book authors the intended state as machine-enforced policy, detects drift against it continuously, and reconciles or reports it. It operationalizes, through CM-6(1)/(2) automation, the enforce-detect-reconcile loop over base CM-6: an enforced configuration, a detection of deviation, and a documented reconciliation — not a spreadsheet of settings someone once applied.
The Baseline Lifecycle
Each baseline moves through four as-code stages; the last two are what turn a one-time hardening into a standing control.
	Stage
	Artifact
	Control tie

	Author
	Baseline definition (SCuBA/CIS/STIG mapped to policy)
	CM-6 settings

	Assign
	Policy assignment to the target scope
	CM-2 baseline

	Detect
	Continuous compliance scan → drift record
	CM-3 change; CM-6

	Reconcile / report
	Auto-remediate where safe; POA&M where not
	CM-6; SI-2 feed


Deployable Artifacts
	Artifact
	Realizes (Vol III)
	Deployed example
	Multi-CSP substitution

	SCuBA baseline conformance packs
	CM-6 cloud business-app baseline
	ScubaGear assessment + policy-as-code
	equivalent CIS cloud benchmark packs

	Guest/machine-config baselines
	CM-2/6 OS configuration
	Azure Machine Config (Guest Config)
	AWS SSM State Manager; GCP OS Config

	Host hardening roles
	CM-6/7 least functionality
	Ansible/DSC roles mapped to STIG/CIS
	Chef/Puppet equivalents

	Drift detection + reconciliation
	CM-3 change control; SI-2 flaw feed
	Config drift export to evidence contract
	native config-compliance exports


Illustrative artifact — a machine-config baseline with drift export
The baseline declares the desired setting and what to do when the fleet drifts from it. The drift record is not a dashboard tile — it is emitted to the evidence contract so CM-6 compliance is continuously attestable and SI-2 sees the remediation feed.
# Guest/machine-config baseline (deployed example: Azure Machine Config) — CM-6
baseline: cis-l1-win-server
assignment:
  scope: /subscriptions/*/resourceGroups/prod
  enforcementMode: AuditThenRemediate     # detect first, remediate the safe rules
rules:
  - id: 2.3.1.1
    setting: "Accounts: Administrator account status"
    desired: "Disabled"
    onDrift: remediate
  - id: 18.9.x
    setting: "Configure SMBv1 client driver"
    desired: "Disabled"
    onDrift: report          # TUNE: report-only where auto-remediation risks a break
driftExport:
  target: evidence-contract  # Book VI-07: every drift + reconciliation is an evidence record
The SCuBA conformance packs are the cloud-business-application counterpart: the assessment output is diffed against the intended SCuBA baseline, and any governed exception is carried as a documented deviation rather than an open drift — so an assessor sees a governed exception backed by policy, not a silent gap.
Deployment
1. Assign each baseline in audit-only first; measure the drift population before enabling any auto-remediation — a baseline that auto-remediates a setting the estate depends on is an availability incident.
1. Split rules into remediate (safe, idempotent) and report (needs human judgment); the split is itself reviewed in the pull request.
1. Wire drift and reconciliation records to the evidence contract (Book VI-07) so CM-6 is continuously evidenced.
1. Feed unremediated drift into the SI-2 remediation queue and the POA&M.
Closure Necessity
Closure Necessity — an unenforced baseline is not a baseline
Volume III proves conformance tooling measures drift from an intended state; it cannot author one. This book authors the intended state as code and enforces it. Base CM-6 requires an established, documented, and implemented baseline; this book operationalizes it through CM-6(1) automated management and verification and CM-6(2) response to unauthorized changes, so the baseline is machine-enforced and drift is detected and dispositioned — a spreadsheet of settings no pipeline applies closes nothing, and a scanner with no authored baseline has nothing to measure against.
Controls Operationalized
	Control
	Title
	How this book deploys it

	CM-2/6
	Baseline Configuration / Settings
	Policy-as-code baselines + drift detection

	CM-3
	Configuration Change Control
	Drift records + reconciliation through the pipeline

	CM-7
	Least Functionality
	Host hardening roles

	SI-2
	Flaw Remediation
	Drift/patch-state feed into the remediation queue


Honest Limits
· Auto-remediation is safe only for idempotent, low-blast-radius settings; the report path exists precisely because not every drift can be closed without human judgment.
· SCuBA/CIS/STIG baselines are point-in-time; they must track the publishing authority’s updates, or the “baseline” silently ages out of currency.
· Cloud-native posture (CSPM) findings on multi-CSP estates require per-CSP packs; the mechanism is uniform, the pack content is not.
Cross-References
· Volume III — Cloud-Native Posture / Patch & Systems Management — the architecture this book deploys.
· Book VI-07 — drift and conformance results emit to the evidence contract.
· Book VI-08 — baseline conformance is validated by the test harnesses.
Provenance
Draft. Products are deployed examples; substitution columns preserve the mechanism. The baseline YAML is an illustrative pattern to adapt, not a drop-in pack. Baseline sources (CISA SCuBA, CIS Benchmarks, DISA STIG) cite their publishing authority.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 07. Deployable realization of the Volume III Multi-Cloud Evidence Fabric and the Volume IV continuous-monitoring and authorization-package architecture: the pipeline that turns the telemetry every deployed mechanism emits into machine-readable, control-bound continuous-monitoring evidence.
What This Document Addresses
Each Volume VI book emits deployment and operating evidence — a drift record, a detection firing, a revocation action, a key rotation. Scattered, that telemetry proves nothing. This book carries the pipeline that consumes it: the normalized evidence contract every mechanism writes to, the correlation keyed to authoritative asset identity and time, the binding of each record to the control and Key Security Indicator it satisfies, and the emission of the machine-readable authorization package.
It is where “we deploy the control” becomes “here is continuously-refreshed evidence, bound to the control, in the package an assessor reads.”
The Evidence Contract
The contract is a single normalized record shape that every deployed mechanism emits. It is the interface that keeps the pipeline engine-neutral: any conformant back-end can consume the contract and produce the package.
// evidence-contract record — the normalized shape every Vol VI mechanism emits
{
  "source":      "vi-06/machine-config",     // which deployed mechanism
  "assetId":     "ipam:10.4.2.17",           // authoritative identity (Book VI-01 IPAM/DDI join key)
  "timestamp":   "2026-07-09T15:13:00Z",
  "control":     ["CM-6"],                    // control(s) this record evidences
  "ksi":         ["KSI-CMT"],                 // FedRAMP 20x KSI theme(s)
  "verdict":     "compliant",                 // compliant | drift | remediated | exception
  "detail":      { "rule": "2.3.1.1", "desired": "Disabled", "observed": "Disabled" },
  "evidenceRef": "loganalytics://.../row/abc123"
}
Two properties make the record load-bearing: the assetId is the authoritative IPAM/DDI identity from Book VI-01, so records from different surfaces correlate to the same asset (AU-12(1)); and the control/ksi fields are what bind raw telemetry to the authorization package rather than leaving it as undifferentiated logs.
Deployable Artifacts
	Artifact
	Realizes
	Deployed example
	Multi-CSP substitution

	Evidence-contract emitters (per mechanism)
	AU-3 normalized record
	Diagnostic settings + DCR to the workspace
	native audit export to the lake

	Cross-surface correlation (asset-id + time)
	AU-12(1) time-correlated trail
	Workspace joins keyed to IPAM/DDI identity
	equivalent lake correlation

	KSI binding layer
	FedRAMP 20x KSI attestation
	evidence-slot → KSI mapping as code
	same mapping over any lake

	Machine-readable package emission
	CA-7 ConMon; OSCAL AP/AR/POA&M
	OSCAL emitter over the evidence contract
	any OSCAL-conformant emitter


Engine-neutral by contract — The evidence contract is an open, normalized record; the emitters and the OSCAL generator are named by function. Any conformant evidence engine can produce the package from the contract. The series does not bind the pipeline to a particular back-end — the contract is the interface, and the back-end is a swappable deployed example.
The Pipeline
1. Collect — each mechanism’s emitter writes evidence-contract records (via diagnostic settings / data-collection rules) to the telemetry lake, in-boundary.
1. Correlate — records are joined on assetId + time, producing the system-wide time-correlated trail AU-12(1) expects.
1. Bind — the KSI binding layer maps each control-tagged record to its evidence slot and KSI theme.
1. Emit — the OSCAL emitter produces the Assessment Plan / Assessment Results / POA&M bundle on a schedule, so the package is continuously current rather than assembled at audit time.
Closure Necessity
Closure Necessity — evidence no pipeline emits does not exist to an assessor
Volume III/IV prove the evidence fabric is the mechanism that makes continuous monitoring real. This book deploys it: CA-7 is satisfied by a pipeline that continuously refreshes control-bound evidence and emits the package, not by a claim that monitoring occurs. Remove it and every other Volume VI deployment is invisible to the authorization process — the controls operate but cannot be shown to.
Controls Operationalized
	Control
	Title
	How this book deploys it

	CA-7
	Continuous Monitoring
	Telemetry→evidence→KSI→package pipeline

	AU-6(1)
	Automated Process Integration
	Automated aggregation and analysis across surfaces

	AU-12(1)
	System-wide and Time-correlated Audit Trail
	Asset-id + time correlation across the lake

	CA-5
	Plan of Action & Milestones
	POA&M items emitted from unremediated drift/findings


Honest Limits
· The pipeline is only as complete as its emitters — a mechanism that deploys but does not emit an evidence-contract record is invisible; Book VI-08’s telemetry-completeness workbook is the guard against silent emitter failure.
· Correlation depends on the authoritative assetId; where the IPAM/DDI identity is missing, records cannot be joined and the trail fragments.
· The OSCAL package reflects the evidence present; it cannot attest a control whose mechanism emits nothing.
Cross-References
· Volume III — Multi-Cloud Evidence Fabric and Volume IV — Authorization Package & ConMon — the architecture this book deploys.
· Books VI-01…VI-06 — the mechanisms whose evidence this pipeline consumes.
· Book VI-08 — telemetry-completeness validation that guards the emitters.
Provenance
Draft. The pipeline is engine-neutral by contract; back-ends named are deployed examples. The evidence-contract record is an illustrative shape to adapt. Format standards (OSCAL, the FedRAMP 20x KSI schema) cite their publishing authority.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-09 15:13 ET
Series Context — Volume VI Book 08. The validation layer for the whole volume: the harnesses that prove each deployed artifact actually works and keeps working, closing the gap between “deployed” and “operating.”
What This Document Addresses
The most dangerous failure in this volume is the silent one: a detection that never fires because a source stopped emitting, a baseline that drifted unnoticed, an IaC change that regressed a control, an evidence emitter that went dark. A rebuild fails silently far more often than it fails loudly, and a control that fails silently is worse than one known to be absent — it carries false confidence into an authorization.
This book carries the harnesses that make failure loud: detection-efficacy tests against known-good events, telemetry-completeness workbooks that alert when a source goes dark, and smoke tests that verify a deployment actually closed what it claims.
The Three Harnesses
	Harness
	Question it answers
	Fires when

	Detection-efficacy
	Do the Book VI-03 rules still catch what they should?
	A replayed known-bad event does not raise its rule

	Telemetry-completeness
	Is every expected source still emitting?
	A table’s freshness exceeds its SLA

	Deploy smoke test
	Did the IaC actually close the control?
	A post-apply assertion fails


Deployable Artifacts
	Artifact
	Realizes
	Deployed example
	What it catches

	Detection-efficacy tests
	CA-2 assessment
	Replay of known-good/attack events against Book VI-03 rules
	False-negative posture; rule regressions

	Telemetry-completeness workbook
	CA-7(3) trend monitoring
	Data-freshness checks across every expected table
	Sources that silently stopped emitting

	Deploy smoke tests
	CA-2 assessment
	Post-apply assertions on IaC (Books VI-01/02/05/06)
	Deployments that did not close the control

	Baseline conformance re-check
	CM-6 verification
	Scheduled re-scan vs. the intended baseline
	Configuration drift past reconciliation


Illustrative artifact — the telemetry-completeness check
The single most valuable harness, because every other control in the volume depends on its source still emitting. It asserts that each expected table has produced data within its freshness SLA; a table that goes silent is the leading indicator of a blind detection.
// Telemetry-completeness — alert when any expected source exceeds its freshness SLA (CA-7(3))
let expected = datatable(TableName:string, SlaMinutes:long) [
  "SigninLogs", 60, "AADNonInteractiveUserSignInLogs", 60,
  "OfficeActivity", 120, "DeviceEvents", 120
];
expected
| join kind=leftouter (
    union withsource=TableName SigninLogs, AADNonInteractiveUserSignInLogs, OfficeActivity, DeviceEvents
    | summarize LastSeen = max(TimeGenerated) by TableName
  ) on TableName
| extend AgeMin = datetime_diff('minute', now, LastSeen)
| extend Status = iff(isnull(LastSeen) or AgeMin > SlaMinutes, "STALE", "ok")
| where Status == "STALE"        // any row here is a source that went dark — a blind detection
| project TableName, LastSeen, AgeMin, SlaMinutes
The detection-efficacy harness is the active counterpart: it replays a library of known-bad events (a benign impossible-travel pair, a scripted spray burst) into a test scope and asserts the corresponding Book VI-03 rule raises — so a rule that silently regressed after a schema change is caught by a test, not by a missed incident.
Deployment
1. Schedule the telemetry-completeness workbook at the tightest source SLA; route STALE results to a high-severity alert — a dark source is a control outage.
1. Maintain the known-bad event library as code alongside the Book VI-03 rules; run efficacy tests on every rule change (regression gate) and on a schedule.
1. Attach smoke tests to each IaC pipeline (Books VI-01/02/05/06) so a deploy that does not close its control fails the pipeline, not the audit.
1. Schedule the baseline conformance re-check against the Book VI-06 intended baseline; surface drift past reconciliation as a CM-6 verification finding.
1. Emit all harness results to the evidence contract (Book VI-07) as CA-2 assessment evidence.
Closure Necessity
Closure Necessity — an unverified control is a hope, not a control
CA-2 requires that controls be assessed, and CA-7(3) that monitoring detect degradation. This book is what makes the rest of the volume trustworthy over time: without a harness that fires when a detection goes blind or a baseline drifts, the deployment decays into false confidence — the exact operate-and-tune failure Book VI-00 warns against. The harnesses are the difference between “deployed once” and “operating.”
Controls Operationalized
	Control
	Title
	How this book deploys it

	CA-2
	Control Assessments
	Efficacy + smoke tests exercising deployed controls

	CA-7(3)
	Trend Analyses
	Telemetry-completeness and drift trend monitoring

	CM-6
	Configuration Settings
	Scheduled baseline conformance re-scan against the intended baseline

	SI-4
	System Monitoring
	Source-liveness monitoring as a first-class signal


Honest Limits
· Detection-efficacy tests prove a rule can fire on a known pattern; they do not prove coverage of unknown attacker variants — they bound false-negative regression, not the false-negative floor.
· The known-bad event library must be maintained as attacker behavior and schemas change, or the efficacy test silently ages into a rubber stamp.
· Smoke tests assert what they are written to assert; a control dimension no test covers is still unverified.
Cross-References
· Books VI-01…VI-07 — every artifact this volume validates.
· Book VI-00 — the operate-and-tune discipline these harnesses enforce.
· Book VI-03 — the detections whose efficacy is tested here.
· Book VI-07 — validation results emit to the evidence contract as assessment evidence.
Provenance
Draft. The harnesses are the standing quality gate for the deployable-artifact layer. The KQL is an illustrative pattern to adapt, not a drop-in workbook. Products named are deployed examples of the validation mechanism.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and workflow designs are subject to revision pending formal review.
Date Code: 2026-07-27 19:57 ET
Series Context — This is the Volume VII overview of the Federal Compliance series. Volumes I–IV establish the architecture (what must be true and why); Volume V covers training; Volume VI carries the deployable infrastructure-as-code, detection, and evidence artifacts. Volume VII is the coordination layer: the ServiceNow workflow, CMDB, and governance-risk-compliance (GRC) automation that turns M365, Azure, AWS, and VMware control state into tracked tasks, reviewable change, machine-readable evidence, and authorization-package input. Where Volume VI deploys a control as code, Volume VII operates it — routing drift to an owner, gating change, and rolling posture up into the continuous-monitoring package.
Scope of this volume — FedRAMP Moderate, Microsoft GCC Moderate, AWS GovCloud (US) & the agency’s own VMware estate
This volume targets FedRAMP Moderate: the Microsoft GCC Moderate boundary (Microsoft 365 GCC Moderate as the SaaS control plane and the agency’s FedRAMP-authorized Azure resources targeted at the Moderate boundary), the agency’s AWS GovCloud (US) resources (Book 06), and the agency’s own VMware Cloud Foundation estate under its physical control (Book 07). The ServiceNow instance runs on ServiceNow Government Cloud, which holds FedRAMP High authorization — High fully encompasses the Moderate control baseline this series targets, so the platform’s inheritable controls meet or exceed the Moderate bar rather than falling short of it. Because that is a High-on-Moderate treatment (not a Moderate authorization), it is documented explicitly in the Authorization Boundary Treatment subsection below rather than left as a footnote. Oracle/OCI and higher boundaries (GCC High, DoD) are explicit follow-ups, out of scope here — the coordination loop is designed so those surfaces reconcile into the same ServiceNow queues later without reworking this volume’s core.
What This Volume Addresses
The architecture volumes prove that a mechanism closes a control. Volume VI expresses that mechanism as code and emits an evidence record when it deploys. But a federal estate is not run by artifacts alone — it is run by work: a misconfiguration someone must own and fix, a privileged-access request someone must approve, a patch cycle someone must schedule, a control someone must test and attest before an assessor will accept it. That work needs a system of record with an approval trail, an SLA clock, and a reconcilable link to the authoritative asset it touches.
This volume makes that system of record concrete. It uses ServiceNow — the agency’s workflow, CMDB, and GRC platform, FedRAMP-authorized (High — see the Authorization Boundary Treatment subsection below), operating against the Moderate boundary this series targets — to coordinate federal control-compliance work across the surfaces that carry the most of it: Microsoft 365 (the SaaS control plane — identity, Conditional Access, SCuBA baselines, Purview data protection), Azure (the IaaS/PaaS control plane — Azure Policy, Defender for Cloud, Update Manager), AWS (Config, Security Hub CSPM, Systems Manager Patch Manager), and the agency’s own VMware estate (vSphere Configuration Profiles, VCF Operations, vSphere Lifecycle Manager). The volume shows how control drift on any surface becomes a tracked ServiceNow task, how that task’s closure produces evidence, and how the rolled-up posture feeds the authorization package.
The Coordination Doctrine — ServiceNow Coordinates, It Does Not Actuate
The series’ Management-Plane Coordination Doctrine (Vol 0 Book 00, Executive Summary) splits the management plane in two, and Volume VII sits squarely on the governance half of that split:
1. Actuation is platform-native and non-negotiable. M365 is configured by Graph, Conditional Access, and the SCuBA/secure-baseline tooling; Azure is configured by Azure Policy, Defender for Cloud, and Update Manager. ServiceNow does not patch a VM, flip a Conditional Access policy, or rewrite an Azure Policy assignment as its primary job. It orchestrates who does, when, under what approval, and with what evidence.
1. Governance and evidence are unified — coordination lives here, as a contract, not a tool. Every native surface emits its control state into one workflow-and-evidence system so that a single compliance picture, an approval trail, and an authorization-package feed exist. ServiceNow is where that contract is operated.
Doctrine guardrail — the CMDB reconciles to the naming plane; it does not replace it. ServiceNow’s CMDB is a workflow projection of asset state, reconciled to the authoritative IPAM/DDI asset identity (the CM-8 join key established in Vol I Book 01). DDI and HRIT remain the truth planes; the CMDB and the GRC workflow are enforcement/coordination planes — depended on for routing and evidence, never for truth. A CMDB that drifts from IPAM/DDI is a reconciliation defect, not a new source of truth. This guardrail is the difference between coordination and a second, competing inventory.
Books in This Volume
Volume VII — ServiceNow Automation for Federal Control Compliance
	Book
	Title
	Role

	Vol VII Book 00
	Volume Overview (this book)
	The coordination doctrine; how ServiceNow operates M365 & Azure control work

	Vol VII Book 01
	CMDB Reconciliation & Asset Identity
	Discovery/Service Graph populate the CMDB; reconcile to IPAM/DDI (CM-8)

	Vol VII Book 02
	M365 Federal Control Compliance Automation
	SCuBA/CA/Purview drift → Change/Incident/attestation tasks

	Vol VII Book 03
	Azure Federal Control Compliance Automation
	Azure Policy / Defender for Cloud / Update Manager → remediation tasks

	Vol VII Book 04
	Control Attestation, Evidence & KSI
	IRM/GRC control tests → OSCAL/KSI → authorization package

	Vol VII Book 05
	The ServiceNow Compliance App
	Scoped app, Flows, Catalog, ATF, Update Set — the deployable artifact

	Vol VII Book 06
	AWS Federal Control Compliance Automation
	AWS Config / Security Hub CSPM / Systems Manager Patch Manager → remediation tasks

	Vol VII Book 07
	VMware Federal Control Compliance Automation
	vSphere Configuration Profiles / VCF Operations / NSX DFW / vLCM → remediation tasks


The Boundary Discipline
Volume VII inherits the series’ in-boundary rule without exception. Three constraints govern every workflow in it:
1. FedRAMP High platform, GCC Moderate boundary. ServiceNow Government Cloud holds FedRAMP High authorization and operates against the Microsoft GCC Moderate surface (M365 GCC + Moderate-targeted Azure). This High-on-Moderate posture is treated explicitly in the subsection below; it is verified on the FedRAMP Marketplace at procurement.
1. MID Server in-boundary. Any callout that reaches an agency surface — Graph, Azure Resource Manager, a DDI grid — runs through a MID Server registered inside the ATO boundary, so credentials and execution never leave it. Cloud-to-cloud integrations use the platform’s in-boundary integration surface, not a commercial multi-tenant relay.
1. Least-privilege service identity. ServiceNow reaches M365 and Azure through a scoped, auditable app registration / managed identity with only the read and task-creation permissions the coordination role needs — never standing write authority over the estate it is meant to govern.
ServiceNow is the recommended coordination platform — not a mandatory one
What Volumes VII and IX actually require is the coordination contract, not a product: drift routed to a named owner, change gated by an approval record, actuation under least-privilege service identity, and machine-readable evidence emitted for the authorization package — with the CMDB-reconciles-to-IPAM/DDI guardrail (CM-8) holding throughout. ServiceNow Government Cloud is the recommended and reference implementation of that contract, and the one this volume’s deployable artifacts target. An agency on a different stack satisfies the same contract by either:
· another authorized workflow/CMDB platform — e.g., Atlassian Government Cloud (FedRAMP Moderate; already named in the Product Inventory Questionnaire) — re-targeting the volume’s catalog and control-map data rather than redesigning the loop; or
· a composed pipeline on tooling already in the boundary — work items in Azure DevOps or GitHub (within an authorized boundary), routing via Logic Apps / Power Automate, and Sentinel automation rules turning drift into tasks — acceptable so long as all four contract properties and the CM-8 reconciliation guardrail demonstrably hold, and understood to trade the integrated CMDB/GRC surface for assembly effort.
Substituting the platform changes none of the control claims in this volume; what closes CM-3 and CA-7 is the operated contract, not the vendor.
Authorization Boundary Treatment — ServiceNow High-on-Moderate
The coordination hub is FedRAMP High; the boundary it coordinates is Moderate — treat this explicitly, not as a footnote
ServiceNow Government Cloud (the coordination hub for Volumes VII and IX) holds a FedRAMP High authorization, while the boundary it coordinates — Microsoft GCC Moderate — is FedRAMP Moderate. A reviewer is entitled to ask how a High-only service sits inside a Moderate architecture. The series’ position:
· Direction of the delta is conservative. FedRAMP High’s control baseline is a strict superset of Moderate’s, so the platform-side (inheritable) controls are assessed at or above the Moderate bar; customer-responsibility controls (instance configuration, workflow design, MID Server) remain the agency’s per the CRM. The risk direction of a High tool coordinating a Moderate boundary is toward more assurance, not less. (The inverse — a Moderate tool handling High data — is the one that fails, and is not the case here.)
· The hub coordinates; it does not become the boundary’s system of record. The ServiceNow CMDB reconciles to the authoritative IPAM/DDI plane on the CM-8 join key and never replaces it (Vol VII Book 01). Identity-attributed compliance data handled by the hub is commensurate with a High authorization.
· Documented boundary treatment, or a named Moderate alternative. The agency either (a) records a risk-acceptance for running a FedRAMP High coordination platform against a Moderate boundary — the recommended path, given the conservative delta — or (b) selects a FedRAMP Moderate workflow/CMDB platform instead. Moderate-authorized alternatives already named in the Product Inventory Questionnaire include Atlassian Government Cloud (Jira/Confluence, Moderate); the mechanism-not-product doctrine (Vol 0 Book 00) means the coordination loop in this volume is unchanged by the choice.
Single source of truth: the platform’s authorization status is pinned in the Product Inventory Questionnaire (Vol 0 Book 01 §known-ssa). Every other book — including this one — references that entry rather than restating the level. Verify on the FedRAMP Marketplace at procurement.
Closure Necessity — Coordination Operationalizes, It Does Not Re-Close
Closure Necessity — a control that is not owned, tracked, and attested is not operationally managed
Volume VII does not claim to close controls the architecture and implementation volumes already close; that would double-count. Its necessity is of the same kind Volume VI carries, one plane further out: a control-closure claim with no owner, no change gate, no SLA clock, and no evidence feed is not an operating control — it is a hope. CM-3 is not satisfied by good intentions; it is satisfied by an approved, reviewable change record. CA-7 is not satisfied by a dashboard nobody actions; it is satisfied by drift that becomes a task that becomes closure that becomes evidence. Remove the coordination layer and the SSP describes controls that are deployed but not run — the gap between a configured control and a governed one.
How This Volume Fits the Program
Volume VII depends on Volume I’s naming plane (Vol I Book 01) for the CM-8 join key its CMDB reconciles to, and on Volume VI’s deployable artifacts for the control state it coordinates. It produces the tracked-work record, the approval trail, and the rolled-up attestation that Volume IV’s Authorization Package & ConMon book (Vol IV Book 06) and Volume VI’s Evidence & ConMon Pipeline (Vol VI Book 07) carry into the OSCAL bundle and the FedRAMP 20x KSI evidence. Truth is separated from enforcement throughout: IPAM/DDI and HRIT are truth planes the CMDB reconciles to; the ServiceNow workflow is an enforcement/coordination plane, re-platformable in principle, load-bearing in practice.
Cross-References
· Vol 0 Book 00 (Executive Summary) — the Management-Plane Coordination Doctrine this volume operates on.
· Vol I Book 01 (Landing Zone, IPAM/DDI) — the CM-8 asset-identity SSOT the CMDB reconciles to.
· Vol III Book 07 (Multi-Cloud Evidence Fabric) — the telemetry lake; ServiceNow coordinates workflow over the same evidence contract.
· Vol VI Book 07 (Evidence & ConMon Pipeline) and Vol IV Book 06 (Authorization Package & ConMon) — where this volume’s attestation output lands.
· infoblox-ddi-book/servicenow-app/ — the in-repo ServiceNow scoped-app skeleton this volume’s app book (Vol VII Book 05) generalizes from DDI provisioning to control compliance.
Provenance
This overview establishes the coordination layer of the Federal Compliance series. It follows the series authoring conventions: functions and planes are named, not organizations; ServiceNow is the deployed coordination example named because the coordination role is itself a named product decision (Expansion Plan §16), and the substitution path is preserved where a workflow/GRC platform is interchangeable. Every book carries a Date Code and cites vendor sources for vendor-specific claims — per the Vendor Currency Doctrine, those claims are dated snapshots, not standing commitments, and confirming current vendor roadmaps directly is essential before this volume informs a Project Plan. The volume map above is authored as committed house-style SVG (rasterized to PNG); further per-book figures follow in the PPTX→DOCX sync pass.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-12 15:00 ET
Series Context — Volume VII Book 01. The foundation of the coordination layer: before ServiceNow can route control work over M365 and Azure, its CMDB must know what exists — and that knowledge must reconcile to the authoritative IPAM/DDI asset identity established in Vol I Book 01, not compete with it. This book is the CM-8 join that makes every downstream compliance task addressable to a real, single asset.
What This Document Addresses
A compliance task is only as good as the asset it names. “Remediate the exposed storage account” is actionable; “remediate something in one of three subscriptions” is not. Coordination therefore begins with inventory: the CMDB must hold every M365 and Azure asset a control claim can attach to, keyed to an identity an assessor can trace end to end.
This book covers how the CMDB is populated from the two cloud surfaces, and — the load-bearing part — how it is reconciled to the authoritative asset identity so the CMDB never becomes a second, competing source of truth. The naming plane (IPAM/DDI, Vol I Book 01) owns identity; the CMDB is its workflow projection.
The Reconciliation Model
The CMDB is a projection, not a source of truth. Discovery and connectors populate the CMDB; the authoritative IPAM/DDI record governs identity. Where they disagree, the CMDB is wrong by definition and the disagreement is itself a finding. This is the CM-8 join key discipline (Vol I Book 01, Vol III Book 03): one authoritative name/address per asset, and every inventory — ServiceNow, Defender, Azure Resource Graph, Purview — reconciled to it.
	Layer
	Owns
	Realized by
	Reconciles to

	Naming & addressing plane (truth)
	Authoritative asset identity — name, address, DNS/IPAM record
	IPAM/DDI (Vol I Book 01)
	— (it is the SSOT)

	Cloud-native inventory
	Per-surface resource state
	M365 Graph; Azure Resource Graph; Defender inventory
	The naming plane, at ingest

	CMDB (coordination projection)
	Workflow-addressable CI records + relationships
	ServiceNow Discovery / Service Graph Connectors
	The naming plane, on every reconcile pass


Population — Where CIs Come From
The CMDB is populated by connectors, never by hand-entry, so it is reproducible and diffable:
	Source surface
	Connector / method
	Representative CI classes

	M365 / Entra
	Microsoft Graph via an in-boundary integration (users, groups, licensed services, service principals, Conditional Access policy objects as configuration CIs)
	User, Group, SaaS Subscription, CA Policy (config CI)

	Azure
	Azure Resource Graph / Service Graph Connector for Azure (subscriptions, resource groups, VMs, storage, key vaults, policy assignments)
	Cloud Subscription, VM Instance, Storage Account, Key Vault, Policy Assignment (config CI)

	Endpoint / hybrid
	Discovery via the in-boundary MID Server; Arc-projected servers as CIs
	Server, Arc-enabled Server

	Security posture
	Defender for Cloud / MDVM inventory as attributes and relationships on existing CIs (not a parallel CI tree)
	(attributes on VM/Storage/Subscription CIs)


Configuration objects are CIs too. A Conditional Access policy, an Azure Policy assignment, and a SCuBA baseline setting are configuration state the compliance workflow reasons about — they are modeled as configuration CIs so a drift task can reference the exact object that drifted, not a free-text description of it.
The Reconcile Pass — Making the Join Real
Each ingest runs a reconcile step against the naming plane before a CI is trusted for routing:
1. Match — the incoming cloud asset is matched to an authoritative IPAM/DDI record by name/address (the CM-8 key). Identification rules use the authoritative key first, cloud resource-id second — never the reverse, or the CMDB would anoint the cloud id as truth.
1. Bind — the matched CI carries the authoritative identity as its correlation key, so every downstream task, change, and evidence record inherits one traceable asset identity across surfaces.
1. Flag — an asset present in a cloud surface but absent from the naming plane is a reconciliation exception: either shadow IT (a real finding — CM-8, BOD 23-01) or an IPAM gap (a naming-plane defect). Either way it is raised, not silently absorbed.
The reconcile exception queue is itself a compliance artifact: it is the running measure of how completely the estate is enumerated, which is exactly what CM-8 and CISA BOD 23-01 require.
Closure Necessity
Closure Necessity — you cannot coordinate what you cannot address
Every downstream book in this volume routes work to an asset. If the CMDB’s asset identity is not reconciled to one authoritative source, the same VM appears as three CIs, a remediation task closes against the wrong one, and the evidence trail forks. The naming plane is the necessity anchor (Vol I Book 01); this book is the discipline that keeps the coordination layer bound to it. Skip the reconcile and the whole volume routes work into ambiguity.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
The table below is generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; it is not hand-edited here. It records the coordination closures this book operationalizes — CM-8 reconciliation and the CM-3 change gate — neither of which re-closes the naming-plane necessity (that stays in Vol I Book 01).
Authorities Closed Here — CMDB Reconciliation & Asset Identity (reconciled to IPAM/DDI) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8
	System Component Inventory
	ServiceNow CMDB populated by Discovery/Service Graph connectors and reconciled to the authoritative IPAM/DDI asset identity (CM-8 join key); DDI stays the SSOT, the CMDB is the workflow projection
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	CM-3
	Configuration Change Control
	Change Management as the CM-3 gate: every compliance-affecting change to M365/Azure carries an approved, reviewable change record before actuation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No


Honest Limits
· Discovery and connector coverage decays: a new resource type or a connector version drift leaves assets un-modeled. The reconcile-exception queue surfaces the gap, but only if it is worked — an unworked queue is a silent CM-8 regression.
· The CMDB reconciles to the naming plane; it cannot repair the naming plane. An IPAM gap must be fixed in IPAM (Vol I Book 01), not patched in the CMDB, or the fix inverts the truth relationship.
· Substituting the CMDB platform changes the connectors and identification rules; the reconcile-to-the-naming-plane discipline is invariant.
Cross-References
· Vol I Book 01 — the authoritative IPAM/DDI source of the CM-8 asset-identity join key this book reconciles to (the CM-8 closure-necessity anchor is Vol III Book 03).
· Vol III Book 03 (Patch & Systems Management) and Vol III Book 07 (Evidence Fabric) — other inventories that reconcile to the same join key.
· Vol VII Book 02 / 03 — the M365 and Azure compliance books that route work to the CIs this book establishes.
· Vol VII Book 05 — the scoped app that carries the Discovery/connector configuration and the reconcile job.
Provenance
Draft. ServiceNow, Microsoft Graph, and Azure Resource Graph are deployed examples of the connector mechanism; the reconcile-to-the-naming-plane discipline is the invariant. Vendor-capability claims in this draft (Service Graph Connector for Azure, Graph ingest of Conditional Access policy objects, MID Server Discovery, Defender/MDVM inventory) are pending vendor-documentation citations in a References section. The reconciliation-model figure is authored as committed house-style SVG (rasterized to PNG).
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-12 15:00 ET
Series Context — Volume VII Book 02. The M365 half of the coordination layer. Microsoft 365 is the SaaS control plane — identity, Conditional Access, secure-configuration baselines (CISA SCuBA / BOD 25-01), and Purview data protection. This book operates that surface’s control state as ServiceNow work: drift becomes a tracked task, a task closure produces evidence, and the roll-up feeds attestation (Vol VII Book 04). Actuation stays platform-native — Graph and the M365 policy engines make the change; ServiceNow governs who, when, under what approval, and with what evidence.
What This Document Addresses
The M365 boundary carries a dense set of federal control obligations: phishing-resistant authentication and Conditional Access (IA-2, AC-3), account lifecycle, separation of duties, and least privilege (AC-2, AC-5, AC-6), secure-configuration baselines mandated by CISA SCuBA and BOD 25-01 (CM-6), and data protection through Purview (AC-4, SC-28, AU-10, covered in depth in Vol III Book 05). Each obligation has a tested state and a drift condition, and each drift condition needs an owner, a clock, and a closure record before an assessor will treat the control as operating.
This book shows how M365 control state is turned into ServiceNow work without ServiceNow becoming the M365 admin console. The pattern is uniform across every control family: detect drift on the native surface → raise a typed task against the reconciled CI → route to the owner → verify closure on the native surface → emit evidence.
The M365 Compliance Loop
Every M365 control family runs the same five-step loop. The surface differs; the loop does not.
	Step
	What happens
	Where it happens

	1. Test
	The M365 control state is read — SCuBA/secure-baseline result, CA policy inventory, Purview label/DLP posture
	Native (Graph, SCuBA tooling, Purview) — in-boundary read

	2. Detect drift
	Read state is compared to the intended baseline; a deviation is a candidate finding
	ServiceNow (or the native tool, ingested)

	3. Raise
	A typed task (Incident / Change / Request) is created against the reconciled CI, with control id, severity, and SLA class
	ServiceNow

	4. Actuate
	The owner makes the change on the native surface (Graph / CA / Purview); ServiceNow does not flip the setting
	Native — platform actuation

	5. Close + evidence
	Re-test confirms closure; the task, approval trail, and re-test result become the evidence record
	ServiceNow → evidence pipeline


Why ServiceNow does not actuate M365 directly. A workflow platform holding standing write authority over Conditional Access or tenant configuration is itself a privilege-escalation and blast-radius problem (AC-6). The coordination role needs read over control state and task-creation over its own tables — not admin over the estate it governs. Where an automated remediation is genuinely safe and reversible, it is invoked as a scoped, logged, individually-approved action, never as blanket standing access.
Control Family 1 — SCuBA / Secure-Configuration Baseline Drift (CM-6)
CISA SCuBA (operationalized under BOD 25-01) defines secure-configuration baselines for the M365 services. The conformance tooling (ScubaGear and equivalents) measures drift from those baselines; it does not, by itself, own the fix. That gap is exactly the coordination role.
· Test: the SCuBA/secure-baseline assessment runs on a schedule and produces a per-policy pass/fail result.
· Detect + Raise: each new fail becomes a ServiceNow Change (if it needs a controlled configuration change) or Incident (if it is an unexpected regression), tagged with the SCuBA policy id, the mapped NIST control (CM-6), a severity, and the reconciled service CI.
· Actuate: the owning team applies the baseline setting via the M365 admin surface / policy-as-code (Vol VI Book 06 carries the SCuBA-as-code baseline).
· Close: the next assessment pass flips the result to pass; ServiceNow closes the task and stamps the re-test evidence.
The SCuBA finding-to-task mapping is held as data (a control map), so the same finding always raises the same typed task with the same control binding — reproducible, not ad hoc.
Control Family 2 — Account Lifecycle & Conditional Access Exceptions (AC-2)
Identity is the M365 control surface with the most standing human work: joiner/mover/leaver events, privileged-role requests, and Conditional Access exceptions (the break-glass account, a temporary block on a legacy client, a scoped exclusion for a service). Each is an access decision that must be requested, approved, time-bound, and reviewed.
· Request: a JML or CA-exception request enters as a ServiceNow Request with the target identity CI, the justification, and a required expiry.
· Approve: the request routes through the approval chain; a CA-exception request additionally requires a security approver, because an exception weakens a blocking control.
· Actuate: on approval, the identity team applies the change to Entra via Graph (the account provisioned, the exclusion group membership set) — logged, scoped, and reversible.
· Review: every exception carries an expiry; ServiceNow drives the access review that re-attests or revokes it. An expired-but-still-present exclusion is a high-severity finding, not a quiet default.
This is the AC-2 / AC-5 / AC-6 lifecycle expressed as reviewable work: the break-glass exclusion mandated in every blocking CA policy (Vol VI Book 02) is visible in the request record and its review, which a portal screenshot can never prove over time.
Control Family 3 — Purview Data-Protection State (feeds AU-10 / SC-28)
Purview owns the M365 data-protection controls in depth (Vol III Book 05): sensitivity labels, DLP policy, and the audit trail behind AU-10 and SC-28. The coordination role here is narrower — Purview is the actuation and evidence engine — but two workflows still belong in ServiceNow:
1. DLP-override and mass-label-change review. A user override of a DLP block, or a mass label-removal/decrypt event, is a Vol III Book 05 detection and a ServiceNow Incident with a review task — the human-judgment step the detection cannot make.
1. Label/DLP policy change control. A change to the label taxonomy or a DLP rule is a compliance-affecting change; it carries a ServiceNow Change record (CM-3) so the data-protection posture has an approval trail, not a silent edit.
Purview state (label coverage, DLP policy version, audit-retention configuration) is ingested as attestation input feeding CA-7, so the data-protection control shows as operating with evidence, not merely configured.
Continuous Monitoring Roll-Up (CA-7)
Each loop above emits its result — the SCuBA pass/fail, the exception review outcome, the Purview posture read — into the continuous-monitoring feed. ServiceNow rolls these into a per-control M365 posture that Vol VII Book 04 turns into attestation and KSI evidence. The point of the roll-up is that CA-7 is satisfied by actioned monitoring: drift that becomes a task that becomes closure that becomes evidence, not a dashboard nobody works.
Closure Necessity
Closure Necessity — SCuBA measures the gap; someone must own the close
The conformance tooling (ScubaGear and equivalents) proves where M365 deviates from the secure baseline — it authors no fix and owns no clock. The architecture and Vol VI baseline-as-code establish the mechanism; its sufficiency is what the Vol VI Book 08 validation harness demonstrates. This book is what makes M365 closure operating: every deviation gets an owner, an SLA, an approval trail, and a re-tested evidence record. Remove it and SCuBA becomes a report that is read and not acted on — the exact conformance-tooling coverage gap the series names (Theme E), one surface at a time.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here. These are coordination closures — the M365 control state operated as tracked work — not a re-closure of the identity/data mechanisms Volumes I, III, and VI already own.
Authorities Closed Here — M365 Federal Control Compliance Automation († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	Joiner/mover/leaver and Conditional-Access exception requests raised, approved, and access-reviewed as ServiceNow tasks over the Entra estate
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	CA-7
	Continuous Monitoring
	M365 control-test results (Graph, SCuBA, Purview) ingested as attestation tasks feeding the KSI evidence pipeline
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-137; FedRAMP 20x KSIs
	Telemetry
	KSI-MLA
	No

	CM-6
	Configuration Settings
	SCuBA / secure-baseline drift on the M365 SaaS surface raised as a ServiceNow Incident/Change task and tracked to closure (actuation stays platform-native)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA; CISA BOD 25-01
	Security / supply chain
	KSI-CMT, KSI-SVC
	No


Honest Limits
· A ServiceNow task closes when the native re-test passes — so the loop is only as trustworthy as the test. A SCuBA check that does not cover a setting leaves a blind spot ServiceNow cannot see; test coverage is a Vol VI Book 08 concern.
· Automated remediation on the M365 surface is used sparingly and always scoped and logged; the default is human-actuated change with an approval trail, because standing write authority over Conditional Access is a control weakness in itself.
· Purview is the data-protection actuation and evidence engine; ServiceNow coordinates the human-judgment and change-control steps around it, not the classification itself.
Cross-References
· Vol VI Book 02 (Identity & Access as Code) — the Conditional Access / PIM policy this book governs the exceptions and reviews for.
· Vol VI Book 06 (Configuration Baselines & Hardening) — the SCuBA-as-code baseline whose drift this book routes.
· Vol III Book 05 (Data Protection — Purview) — the data-protection controls this book coordinates the review and change-control steps for.
· Vol VII Book 01 — the reconciled CIs every M365 task is raised against.
· Vol VII Book 04 — where the M365 posture roll-up becomes attestation and KSI evidence.
Provenance
Draft. Microsoft 365, Graph, SCuBA/ScubaGear, and Purview are deployed examples; the detect→raise→actuate-native→close→evidence loop is the invariant. Vendor claims cite vendor documentation (see References) and are dated, not permanent — see the Vendor Currency Doctrine. The compliance-loop figure is authored as committed house-style SVG; further per-book figures follow in the PPTX→DOCX sync pass.
References
	Claim
	Source

	SCuBA secure-configuration baselines for M365 (BOD 25-01)
	CISA SCuBA — https://www.cisa.gov/scuba

	Microsoft 365 secure-configuration assessment (ScubaGear)
	https://github.com/cisagov/ScubaGear

	Conditional Access & Entra account management via Graph
	Microsoft Learn — https://learn.microsoft.com/graph/api/resources/conditionalaccesspolicy

	Purview data-protection (labels, DLP, audit)
	Microsoft Learn — https://learn.microsoft.com/purview/

	ServiceNow as workflow/CMDB/evidence coordination hub
	Expansion Plan §16 — docs/customer-documents/federal-compliance-series/Compliance_Series_Expansion_Plan_Substrate_Accreditation.md


Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-28 08:45 ET
Series Context — Volume VII Book 03. The Azure half of the coordination layer. Azure is the IaaS/PaaS control plane — resource configuration (Azure Policy), security posture (Defender for Cloud / MDVM), and flaw remediation (Update Manager, with Arc for hybrid reach). This book operates that surface’s control state as ServiceNow work, on the identical loop as the M365 book. Actuation stays platform-native — Azure Policy remediation tasks, Defender recommendations, and Update Manager runs make the change; ServiceNow governs ownership, SLA, approval, and evidence.
What This Document Addresses
Where M365 is a SaaS boundary the agency configures but does not host, Azure is a boundary the agency both configures and populates with its own workloads — so it carries the resource-configuration, vulnerability, and patch obligations directly: baseline configuration and settings (CM-2, CM-6), flaw remediation (SI-2), and vulnerability monitoring (RA-5). Azure’s native stack actuates all three; the coordination role is to make each one owned, clocked, approved where it changes state, and evidenced. CM-2’s registered closure sits in Vol III Book 03 (Patch & Systems Management); this book touches CM-2 only through Azure Policy’s actuation of that baseline, so its Authorities Closed Here table registers the coordination closures CM-6, SI-2, and RA-5.
This book runs the same five-step loop as Vol VII Book 02 — test → detect drift → raise a typed task against the reconciled CI → actuate on the native surface → close with evidence — over the three Azure control engines. The loop is deliberately identical across surfaces: one coordination pattern, two clouds, so the evidence and the assessor-facing story are uniform.
The Azure Control Engines and Their Coordination Role
	Azure engine
	Owns (actuation)
	Control
	ServiceNow coordination role

	Azure Policy
	Resource configuration compliance; deployIfNotExists/modify remediation
	CM-2, CM-6
	Non-compliant resource → Change/remediation task against the CI; track native remediation to closure

	Defender for Cloud / MDVM
	Posture recommendations; workload & image vulnerability findings
	CM-6, RA-5
	Recommendation/finding → prioritized Vulnerability-Response task; SLA by exposure

	Update Manager (+ Arc)
	Guest-OS patch assessment and deployment
	SI-2, SI-2(2/3)
	Patch result → Change/Incident; SLA-class task keyed to KEV/exposure


Arc is bounded, by doctrine — and this volume’s scope is Azure + Arc-for-hybrid. Azure Arc extends Update Manager and policy to hybrid Windows/Linux guest OS inside the GCC Moderate boundary; it does not patch ESXi, firmware, or a managed database service (Management-Plane Coordination Doctrine, Vol 0 Book 00). This volume coordinates the Azure and Arc-managed-hybrid surface only. AWS’s own engines are covered in Vol VII Book 06, VMware’s in Vol VII Book 07; OCI reconciles into the same ServiceNow SI-2 queue in a later follow-up (its native stack is catalogued in Vol III Book 03); ServiceNow already coordinates a single queue, so adding that surface later needs no rework here.
Control Engine 1 — Azure Policy (CM-2 / CM-6)
Azure Policy continuously evaluates resource configuration against assigned definitions and can remediate a subset natively (deployIfNotExists / modify). The coordination role covers the rest — and the change control around all of it.
· Test: policy compliance state is read per assignment/resource (compliant / non-compliant / exempt).
· Detect + Raise: a non-compliant resource becomes a ServiceNow Change (for a controlled configuration change) tagged with the policy definition, the mapped control (CM-2/CM-6), severity, and the reconciled resource CI. An exemption is not silent — it is a request with an approver and an expiry, so a policy exception is reviewable (the same discipline as an M365 CA exception).
· Actuate: native Azure Policy remediation runs, or the owning team applies the configuration through infrastructure-as-code (Vol VI Book 01/06). ServiceNow does not write the resource.
· Close: the next evaluation flips the resource to compliant; ServiceNow closes and stamps the evidence.
Control Engine 2 — Defender for Cloud / MDVM (CM-6 / RA-5)
Defender for Cloud is the Azure posture engine (CSPM) and the vulnerability source for Azure workloads (MDVM) within the GCC Moderate boundary; Vol III Book 04 owns the posture architecture and Vol III Book 02 owns the assessment doctrine. (Defender for Cloud’s multi-cloud CNAPP reach is a later follow-up, out of scope here.) The coordination role turns its Azure findings into prioritized, owned remediation work.
· Test + Detect: Defender recommendations (misconfiguration) and MDVM findings (workload/image vulnerabilities) are read via the security-posture API.
· Raise: each finding becomes a ServiceNow Vulnerability Response task against the reconciled CI, with a severity and an SLA class derived from exposure and KEV status — the risk-based prioritization the PAIN-rating model (BOD 26-04; FedRAMP VDR-TFR-PVR) call for, detailed under Control Engine 3 below.
· Actuate: the owning team remediates on the native surface — a configuration fix, an image rebuild (Vol VI Book 01), or a patch (Update Manager, below).
· Close: the finding clears on the next Defender assessment; ServiceNow closes the task, and the mean-time-to-remediate becomes an SI-2(3) / KSI metric.
Control Engine 3 — Update Manager + Arc (SI-2)
Azure Update Manager assesses and deploys guest-OS patches across Azure and, via Arc, hybrid Windows/Linux servers inside the GCC Moderate boundary. It is the SI-2 actuation engine for the guest OS; the coordination role reconciles its results into change/incident work with the SLA discipline SI-2(3) requires.
· Test: Update Manager’s assessment reports missing updates per machine, classified (critical / security / other).
· Raise: a missing critical/security update becomes a ServiceNow Change (scheduled maintenance) or Incident (an out-of-cycle KEV exposure), with an SLA class keyed to KEV/exposure — the PAIN-rating model (BOD 26-04; FedRAMP VDR-TFR-PVR), detailed below. The same SLA discipline is what other-CSP patch queues will reconcile into when they are added later (Vol III Book 03).
· Actuate: Update Manager deploys the patch in the approved maintenance window; ServiceNow does not push the update, it schedules and governs it.
· Close + evidence: post-deployment assessment confirms the update landed; the Change record, approval, window, and re-assessment become the SI-2(2) machine-readable remediation-status evidence.
“SLA by exposure” has a name and a published table — the Potential Agency Impact (PAIN) rating. FedRAMP’s Vulnerability Detection and Response ruleset (VDR-TFR-PVR) sets mitigation/remediation timeframes by PAIN rating crossed with exploitability and internet-reachability:
	PAIN rating
	Likely-exploitable, internet-reachable
	Likely-exploitable, not internet-reachable
	Not likely exploitable

	PAIN-5
	4 days
	8 days
	32 days

	PAIN-4
	8 days
	32 days
	64 days

	PAIN-3
	32 days
	64 days
	192 days

	PAIN-2
	96 days
	160 days
	192 days


A CISA-catalogued KEV must be remediated by the KEV catalog’s own due date regardless of PAIN rating (VDR-TFR-KEV), even after full mitigation. These are the actual numbers a ServiceNow SLA-class task should encode — “SLA by exposure” is this table, not a general-purpose severity field.
Scan is not remediation, and remediation is not the record. Vol III Book 02 measures the gap (RA-5); Update Manager and the native stacks close it (SI-2); this book is the record and clock — the owned task, the approved window, the SLA, and the closure evidence. Three distinct jobs; conflating them is how a “patched” estate still fails an assessment for want of evidence.
Continuous Monitoring Roll-Up (CA-7)
Each engine’s loop emits its result into the continuous-monitoring feed: policy-compliance percentage, open Defender findings by severity and age, patch SLA conformance. ServiceNow rolls these into a per-control Azure posture that Vol VII Book 04 turns into attestation and KSI evidence, keyed to the same reconciled asset identity the M365 posture uses — so the two clouds produce one compliance picture, not two.
Closure Necessity
Closure Necessity — Azure actuates; the estate still needs an owner and a clock
Azure Policy remediates, Defender recommends, Update Manager patches — the native stack is genuinely sufficient to change state. What it does not supply is the governance wrapper: who owns this finding, by when, under whose approval, with what evidence. Strip the coordination layer and Azure’s own consoles show green while the authorization package has no owned-and-evidenced record an assessor can trace. CM-6, SI-2, and RA-5 are closed by Azure; they are operated — owned, clocked, evidenced — here.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here. Coordination closures — the Azure control state operated as tracked work — not a re-closure of the posture/patch mechanisms Volumes III and VI own.
Authorities Closed Here — Azure Federal Control Compliance Automation († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-6
	Configuration Settings
	Azure Policy / Defender-for-Cloud recommendations raised as ServiceNow remediation tasks; Azure-native remediation actuates, ServiceNow tracks to closure
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA
	Security / supply chain
	KSI-CMT
	No

	RA-5
	Vulnerability Monitoring and Scanning
	Defender for Cloud / MDVM findings on Azure workloads flow to ServiceNow Vulnerability Response as prioritized remediation tasks
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Security / supply chain
	KSI-MLA
	No

	SI-2
	Flaw Remediation
	Azure Update Manager patch results reconciled into ServiceNow Change/Incident with SLA-class tasks keyed to KEV/exposure (actuation platform-native)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Endpoint
	KSI-SVC, KSI-MLA
	No


Honest Limits
· A task closes when the native re-evaluation passes; Azure Policy/Defender assessment latency means “closed” can lag actual state by an evaluation cycle. Evidence timestamps record the cycle, not the instant.
· Arc governs guest OS only; ESXi, firmware, and managed-service patching reconcile in from their own native stacks (Vol III Book 03). Treating Arc as the whole management plane is a doctrine violation the reconcile-exception queue is meant to catch.
· Native Azure Policy auto-remediation (deployIfNotExists/modify) still carries a Change record — automated actuation does not waive change control (CM-3); it makes the change record’s actuator the policy engine rather than a person.
Cross-References
· Vol III Book 02 (Vulnerability Management) — the assessment half whose findings this book routes to remediation tasks.
· Vol III Book 03 (Patch & Systems Management) — the SI-2 queue this book’s Update Manager results reconcile into (Azure/hybrid now; other CSPs in a later follow-up).
· Vol III Book 04 (Cloud-Native Posture) — the Defender for Cloud posture architecture this book coordinates findings from.
· Vol VI Book 01/06 (Landing Zone / Baselines as Code) — the IaC that actuates many Azure remediations.
· Vol VII Book 01 — the reconciled CIs every Azure task is raised against; Vol VII Book 04 — where the Azure posture roll-up becomes attestation.
Provenance
Draft. Azure Policy, Defender for Cloud, MDVM, Update Manager, and Arc are deployed examples; the detect→raise→actuate-native→close→evidence loop is the invariant, identical to the M365 book. Vendor claims cite vendor documentation (see References) and are dated, not permanent — see the Vendor Currency Doctrine. The compliance-loop figure is authored as committed house-style SVG; further per-book figures follow in the PPTX→DOCX sync pass.
References
	Claim
	Source

	Azure Policy compliance & remediation
	Microsoft Learn — https://learn.microsoft.com/azure/governance/policy/
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	Azure Arc (hybrid guest-OS reach)
	Microsoft Learn — https://learn.microsoft.com/azure/azure-arc/
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Series Context — Volume VII Book 04. The output stage of the coordination layer. Books 02 and 03 turn M365 and Azure control state into tracked work; this book turns the rolled-up result of that work into assessed control state — the ServiceNow IRM/GRC control tests, POA&M items, and the OSCAL/KSI evidence feed that Vol IV Book 06 (Authorization Package & ConMon) and Vol VI Book 07 (Evidence & ConMon Pipeline) carry into the ATO package.
What This Document Addresses
A closed remediation task is operational hygiene; an assessed control is what an authorizing official signs. Between the two sits attestation: the periodic control test, the evidence that the test passed, the POA&M for what did not, and the machine-readable roll-up that lets a continuous authorization run instead of a once-a-year scramble.
This book covers how ServiceNow’s IRM/GRC surface consumes the tracked-work stream from Books 01–03 and produces the three artifacts the authorization package needs: assessed control state (CA-2), a plan of action and milestones for gaps (CA-5), and a continuous-monitoring roll-up emitted as OSCAL and FedRAMP 20x KSI evidence (CA-7). It is the join between the coordination layer and the series’ existing evidence spine — it does not replace that spine, it feeds it.
The Attestation Model — Task Stream to Assessed Control
Control state arrives as work; attestation lifts it to evidence in four steps:
	Step
	Input
	ServiceNow surface
	Output

	1. Map
	Control → the M365/Azure tests and tasks that evidence it (the compliance spine binding)
	IRM control map
	Each control knows which tests attest it

	2. Test
	Scheduled control test reads the current posture roll-up (Books 02/03) + spot evidence
	IRM control test / indicator
	Pass / fail / partial per control, with evidence attached

	3. Gap
	Any fail/partial
	IRM issue → POA&M
	Owned POA&M item: milestone, owner, closure evidence (CA-5)

	4. Emit
	Assessed control state + POA&M
	Evidence export
	OSCAL component/assessment + KSI evidence into the ConMon package


The compliance spine is the SSOT for the control-to-evidence binding. Which controls this volume attests, and which slot/KSI each maps to, is defined in federal-compliance-compliance-spine.yml — the same generated spine that renders every book’s “Authorities Closed Here” table. ServiceNow’s IRM control map is a projection of that binding, not an independent authority. If the two disagree, the spine wins and the IRM map is out of date — the identical truth-vs-projection discipline the CMDB follows toward IPAM/DDI.
Assessed Control State (CA-2)
The IRM control test is the attestation primitive. Each control this volume covers carries a test that reads the rolled-up posture from Books 02/03 (SCuBA pass rate, CA-exception review currency, Azure Policy compliance, Defender open-finding age, patch SLA conformance) and renders a pass/fail/partial with the underlying evidence attached. Because the test reads actioned posture — drift that became a task that became closure — a passing control is backed by an owned, evidenced trail, not a point-in-time screenshot. That is the difference between CA-2 as an annual event and CA-2 as a standing indicator.
Plan of Action & Milestones (CA-5)
Every fail or partial becomes a POA&M item with a single owner, a milestone date, and a required closure evidence type. POA&M items are ServiceNow IRM issues, so they inherit the same SLA, approval, and audit-trail machinery as remediation tasks — and they link back to the Books 02/03 tasks that will close them, so the POA&M is never a parallel spreadsheet that drifts from the operational work. A POA&M whose linked remediation task closes with passing re-test evidence closes automatically; one whose milestone slips escalates. This is CA-5 as a living record joined to the work, not a quarterly reconciliation.
The OSCAL / KSI Emit (CA-7)
The roll-up is emitted in the two machine-readable forms the series already consumes:
1. OSCAL — assessed control state and POA&M are exported as OSCAL assessment-results / POA&M models into the authorization package that Vol IV Book 06 owns. This keeps the ATO package generated, not hand-assembled, and diffable release to release.
1. FedRAMP 20x KSI evidence — each attested control’s result is mapped to its KSI theme (per the spine’s ksi bindings) and emitted as KSI evidence into the pipeline Vol VI Book 07 and the Multi-Cloud Evidence Fabric (Vol III Book 07) carry to CDM and the KSI scorer.
ServiceNow is the workflow hub, not the evidence lake. The telemetry lake and the KSI scorer live in the evidence fabric (Vol III Book 07); ServiceNow contributes the workflow-and-attestation record — the owned test, the approval trail, the POA&M — into that fabric via the same evidence contract every native stack emits to. Coordination plane feeds truth plane; it does not become it.
One Pipeline, Every Estate — the Phase 5 Seam
The attestation loop this book defines is estate-agnostic by construction, and Phase 5 makes that concrete: the RedHat-on-AWS estate’s control state enters this same pipeline, not a parallel one. The Patch & Systems Management book’s Phase 5 emission contract delivers AWS remediation records into the same SI-2 task stream this book attests over; the AWS assessment feed ranks in the same RA-5 queue; Security Hub and GuardDuty telemetry lands in the same Evidence Fabric the KSI emit reads. An assessed control is assessed over the whole estate keyed to the one CM-8 join key — there is no AWS attestation narrative, no second scorecard, and no per-cloud OSCAL package. That is the epic’s closing invariant, and this book is where it holds.
Closure Necessity
Closure Provenance — the doctrine this pipeline enforces
Book 00’s Closure Provenance Doctrine is the law this book mechanizes: no closure counts unless it carries its proof. Every stage of the pipeline above is a provenance stage — the control test attaches the posture evidence it read; the POA&M item closes only on passing re-test evidence; the emit step publishes machine-readable results, not summaries. The task streams this book reads (Books 02/03 and the day-2 catalog lanes) honor the same rule at the task level: a closing update carries its verification payload, and human-only closures are flagged and counted separately — an attestation over unverified closures would attest fiction, and a report that cannot be regenerated from the closure stream is an artifact of effort, not of state. The day-2 scoped app implements the closure rules (see servicenow-day2/README.md).
Closure Necessity — an unattested control is a claim, not a control
Books 02 and 03 make M365 and Azure controls operate; this book makes them assessable. Without the attestation stage, the authorization package is a static document that describes controls no one has tested against live posture, and the FedRAMP 20x KSI feed has no workflow-attested input. CA-2, CA-5, and CA-7 are not closed by a dashboard — they are closed by an owned test, an owned gap, and a machine-readable emit that an authorizing official and a KSI scorer can both consume. Remove this book and the coordination layer produces tidy tasks that never reach the AO.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here.
Authorities Closed Here — Control Attestation, Evidence & KSI († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CA-2
	Control Assessments
	ServiceNow IRM/GRC control tests and evidence tasks produce assessed control state feeding the authorization package
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Telemetry
	KSI-MLA
	No

	CA-5
	Plan of Action and Milestones
	POA&M items tracked as ServiceNow IRM issues/tasks with owner, milestone, and closure evidence
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-MLA
	No

	CA-7
	Continuous Monitoring
	Compliance posture rolled up in ServiceNow and emitted as OSCAL/KSI evidence into the ConMon package (Vol IV Book 06 / Vol VI Book 07)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-137; CISA CDM; FedRAMP 20x KSIs
	Telemetry
	KSI-MLA
	No


Honest Limits
· An attestation is only as strong as the test behind it; a control test that reads a shallow posture signal attests shallowly. Test depth is co-owned with Vol VI Book 08 (validation harnesses) — the attestation inherits that book’s coverage, good or bad.
· ServiceNow IRM produces the workflow-attested record; the authoritative OSCAL SSP and the KSI score live downstream (Vol IV Book 06, Vol VI Book 07). This book emits into them, and must not fork a second authorization narrative.
· Continuous authorization is a discipline, not a feature: the emit is only continuous if the tests run on cadence and the POA&M is worked. An idle IRM module produces a stale attestation that reads worse than an honest annual one.
Cross-References
· federal-compliance-compliance-spine.yml — the SSOT control-to-evidence binding the IRM control map projects.
· Vol IV Book 06 (Authorization Package & ConMon) — the OSCAL package this book emits into.
· Vol VI Book 07 (Evidence & ConMon Pipeline) and Vol III Book 07 (Evidence Fabric) — the KSI/CDM pipeline this book’s attestations feed.
· Vol VII Book 02 / 03 — the M365 and Azure task streams this book attests over.
· Vol III Book 03 (Patch & Systems Management), Phase 5 — the RedHat-on-AWS emission contract and assessment feed whose records this book attests alongside the M365/Azure streams.
Provenance
Draft. ServiceNow IRM/GRC, OSCAL, and the FedRAMP 20x KSI pipeline are deployed examples of the attestation-and-emit mechanism; the spine-as-SSOT and coordination-feeds-truth disciplines are the invariants. Vendor-source citations for the ServiceNow IRM/GRC capability claims are pending, and once added remain dated, not permanent — see the Vendor Currency Doctrine; FedRAMP 20x tooling in particular (e.g. ServiceNow-native KSI products) is moving fast enough that this book’s own claims should be re-verified before use in a Project Plan. The attestation-pipeline figure is authored as committed house-style SVG (rasterized to PNG).
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-18 00:33 ET
Series Context — Volume VII Book 05. The deployable counterpart to Books 00–04: a scoped ServiceNow app that carries the connectors, Flows, catalog items, control map, ATF tests, and update set implementing the coordination loop. It generalizes the in-repo DDI-provisioning app skeleton (infoblox-ddi-book/servicenow-app/) from provisioning to control compliance — same boundary discipline (in-boundary MID Server, FedRAMP-authorized instance, machine-readable + CI-checked artifacts), new purpose.
What This Document Addresses
Books 00–04 describe the coordination loop as doctrine and control mapping. This book is the artifact that runs it: a scoped app an admin can import into a sub-production instance, wire to the M365 and Azure surfaces through an in-boundary MID Server, and stand up — rather than hand-build from prose. It follows the series’ everything-as-code rule (Vol VI Book 00): the app is an importable update set, its control map is machine-readable data, and its behavior is covered by runnable ATF tests.
Starter skeleton, not a signed product. The scoped app described here ships as an importable DRAFT skeleton at x_fed_compliance/ — Script Includes, control map (CI-validated against the spine by validate_day2_control_maps.py), Flow blueprints, MID validate script, ATF spec, and update-set spec — registered in the spine’s kits: section so the distribution kit bundles it automatically. Review the records, complete the connector credential aliases and the control map per tenant, pin API versions, and test in a sub-prod instance before any production use. This mirrors the disposition of the DDI app skeleton and the day-2 kit.
App Record Model
The scoped app is x_fed_compliance. Its records implement the five-step loop (test → detect → raise → actuate-native → close+evidence) as reusable ServiceNow building blocks.
	Path (in the app)
	Record / artifact
	Role

	script-includes/ComplianceIngest.js
	sys_script_include
	Server-side reader — pulls M365 (Graph/SCuBA/Purview) and Azure (Resource Graph / Defender / Update Manager) control state via the MID-routed REST messages; normalizes to a control-finding shape

	script-includes/ComplianceReconcile.js
	sys_script_include
	Matches each finding’s asset to the authoritative IPAM/DDI CI (CM-8 join) before a task is raised; routes unmatched assets to the reconcile-exception queue (Vol VII Book 01)

	script-includes/ComplianceGate.js
	sys_script_include
	Post-actuation validation — re-reads the native surface, confirms closure, and stamps the re-test evidence on the task

	rest/ (spec — rest/README.md)
	sys_rest_message (+ _fn)
	Outbound REST to Microsoft Graph and Azure Resource Manager — endpoint/auth from a credential alias, routed via the MID Server. Exported per tenant per rest/README.md; the XML is deliberately not committed

	data/control-map.json
	app data (machine-readable)
	The finding→(control, task type, approval, actuation, KSI slot) binding — a projection of federal-compliance-compliance-spine.yml; CI-checked against the spine

	flow/flow-blueprint.md
	Flow Designer blueprint
	The “Detect & Route Control Drift” flow, the exception-review flow, and the attestation-emit job, with inline Action scripts

	mid/compliance-validate.sh
	MID Server script
	Runs the per-surface read/validate scripts on the in-boundary MID host; emits one JSON verdict

	atf/ (spec — atf/README.md)
	ATF test suites
	Happy-path (drift→task→close→evidence) + negative (unreconciled asset, self-approval block, SLA breach escalation), runnable via test_mode with no live cloud. Built per atf/README.md

	update-set/ (spec — update-set/README.md)
	update set
	The whole app assembled into one importable XML — assembled in sub-prod per update-set/README.md; the XML is deliberately not committed


Connectors & Prerequisites
· Microsoft Graph app registration (or managed identity) with read over Conditional Access, directory, and secure-configuration state, plus the narrowly-scoped write used only for approved, logged remediations — never standing tenant admin.
· Azure Resource Manager / Defender / Update Manager read via a scoped service principal or managed identity per subscription.
· A MID Server registered inside the ATO boundary so every callout’s credentials and execution stay in-boundary.
· Discovery / Service Graph Connectors for the CMDB population (Vol VII Book 01); the reconcile job binds their output to IPAM/DDI.
· ServiceNow IRM/GRC for the attestation surface (Vol VII Book 04) — the control tests and POA&M consume this app’s task stream.
Import & Wire-Up
1. Create the scoped app x_fed_compliance (or import the update set) in a sub-prod instance.
1. Add the three Script Includes and the two REST Messages.
1. Create Connection & Credential aliases x_fed_compliance.graph and x_fed_compliance.arm, each with the MID Server selected, pointing at the in-boundary Graph and ARM endpoints (GCC/Gov cloud hosts per the tenant).
1. Set app properties: x_fed_compliance.mid_server, x_fed_compliance.boundary (fixed to gcc-moderate for this scope), x_fed_compliance.mid_scripts_dir, and x_fed_compliance.acknowledge_saas_boundary. Under GCC Moderate the Graph and ARM callouts resolve to the commercial endpoints that serve the GCC Moderate boundary (graph.microsoft.com / management.azure.com, per the series cloud-resolution convention). The GCC High and DoD endpoints are a later follow-up and are intentionally not offered here.
1. Load data/control-map.json and run the CI check against federal-compliance-compliance-spine.yml so the app’s control bindings match the series SSOT.
1. Copy mid/compliance-validate.sh and the per-surface read scripts to the MID host under mid_scripts_dir/<surface>/.
1. Build the Flows per flow/flow-blueprint.md, publish the catalog items (control-exception request, POA&M item, remediation change), and run the ATF suites in test_mode before enabling live connectors.
Boundary & Governance
Identical discipline to the rest of the series and the in-repo DDI app: a FedRAMP-authorized ServiceNow instance; the MID Server in-boundary so credentials and execution never leave the ATO boundary; any SaaS-surface reach gated by acknowledge_saas_boundary; and least-privilege connector identities that hold read plus scoped, logged, individually-approved write — never standing admin over the estate being governed. The catalog approval, the change record, the gate verdict, and the CMDB reconcile are the audit evidence.
The Control Map — Data, Checked Against the Spine
The finding-to-task binding lives in data/control-map.json, not in code, so it is reviewable and CI-checked. Each entry corresponds to a control closed in federal-compliance-compliance-spine.yml:
// data/control-map.json — finding class → task binding. Projection of the spine.
// Structure: { boundary, catalog: { <finding-class>: {…} } }; CI-validated by validate_day2_control_maps.py.
{
  "boundary": "gcc-moderate",
  "catalog": {
    "m365.baseline.drift": {
      "title": "M365 SCuBA / secure-baseline drift", "control": "CM-6",
      "task_type": "change", "approval": "owner", "actuation": "platform-native",
      "ksi": ["KSI-CMT"], "slot": "slot-06-security"
    },
    "azure.patch.remediation": {
      "title": "Azure patch / flaw-remediation task", "control": "SI-2",
      "task_type": "change", "approval": "owner", "actuation": "platform-native",
      "ksi": ["KSI-SVC"], "slot": "slot-05-endpoint"
    },
    "azure.vuln.finding": {
      "title": "Defender / MDVM vulnerability finding", "control": "RA-5",
      "task_type": "change", "approval": "owner", "actuation": "platform-native",
      "ksi": ["KSI-MLA"], "slot": "slot-06-security"
    }
    // … plus m365.account.exception (AC-2), attest.control.test (CA-2),
    //   attest.poam.item (CA-5), attest.conmon.rollup (CA-7)
  }
}
A CI check (the same regen-and-diff pattern as render_authorities_table.py --check) fails when the app’s control set diverges from the spine’s closures, or when a slot or KSI theme is invalid vocabulary — so the deployable app and the series SSOT cannot silently drift on which controls are covered. Per-entry attribute bindings (the KSI, slot, and task type on a given entry) remain review items, not gate-enforced against specific spine rows.
Closure Necessity
Closure Necessity — the loop has to be an artifact, or it is a slideware promise
Books 00–04 describe the coordination loop; a described loop deploys nothing. This book is the buildable artifact that makes it real — connectors, reconcile job, typed-task flows, ATF coverage, and one update set — carrying the same boundary and change-control discipline the series requires. Without it, “ServiceNow coordinates M365 and Azure compliance” is an intention; with it, it is a scoped app an admin imports, tests, and stands up.
Honest Limits
· The records here are a starter skeleton, not a signed store app; connector scopes, the control map, and API versions are completed per tenant and tested in sub-prod first.
· Connector permission scope is the sharpest risk: the app must resist scope creep toward standing tenant admin. The least-privilege posture is a review item every time a new remediation is automated.
· The ATF test_mode exercises the loop with no live cloud; it validates the workflow, not the native surfaces’ behavior — live-connector validation is a separate, gated step.
Cross-References
· infoblox-ddi-book/servicenow-app/ — the in-repo DDI scoped-app skeleton (Script Includes, REST Message, Flow blueprint, MID gate, ATF, update set) this app generalizes to control compliance.
· Vol VII Book 01 — the CMDB reconcile the app’s ComplianceReconcile.js implements.
· Vol VII Book 02 / 03 — the M365 and Azure loops the Flows and control map encode.
· Vol VII Book 04 — the IRM/GRC attestation surface that consumes this app’s task stream.
· Vol VI Book 00 (Implementation Overview) — the everything-as-code / in-boundary / evidence-emitting deploy model this app conforms to.
Provenance
Draft. x_fed_compliance, Microsoft Graph, and Azure Resource Manager are deployed examples; the in-boundary-MID, least-privilege-connector, control-map-checked-against-the-spine disciplines are the invariants. This is a vendor-integration skeleton independent of any governance engine’s canon, and — per the Vendor Currency Doctrine — a build-vs-buy candidate whose case can change fast: a commercial ServiceNow-native FedRAMP 20x KSI product did not exist when this book was first scoped and shipped within weeks. Confirm ServiceNow’s current native/marketplace offerings before committing a Project Plan to building this skeleton out. The record-model figure is authored as committed house-style SVG (rasterized to PNG).
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-28 08:45 ET
Series Context — Volume VII Book 06. The AWS lane of the coordination layer, anticipated by Vol VII Book 03 §“The Azure Control Engines and Their Coordination Role” as a later follow-up reconciling into the same ServiceNow queues. AWS is a boundary the agency both configures and populates with its own workloads — the same posture as Azure, on a different native stack. This book operates that surface’s control state as ServiceNow work, on the identical loop as the M365 and Azure books. Actuation stays platform-native — AWS Config remediation actions, Security Hub CSPM findings, and Systems Manager Patch Manager runs make the change; ServiceNow governs ownership, SLA, approval, and evidence.
What This Document Addresses
Where M365 is a SaaS boundary the agency configures but does not host, AWS — like Azure — is a boundary the agency both configures and populates with its own workloads, so it carries the resource-configuration, vulnerability, and patch obligations directly: baseline configuration and settings (CM-2, CM-6), flaw remediation (SI-2), and vulnerability monitoring (RA-5). AWS’s native stack actuates all three; the coordination role is to make each one owned, clocked, approved where it changes state, and evidenced. CM-2’s registered closure sits in Vol III Book 03 (Patch & Systems Management); this book touches CM-2 only through AWS Config’s actuation of that baseline, so its Authorities Closed Here table registers the coordination closures CM-6, SI-2, and RA-5 — the identical registration pattern Vol VII Book 03 uses for Azure.
This book runs the same five-step loop as Vol VII Books 02 and 03 — test → detect drift → raise a typed task against the reconciled CI → actuate on the native surface → close with evidence — over the three AWS control engines. The loop is deliberately identical across surfaces: one coordination pattern, three clouds, so the evidence and the assessor-facing story are uniform.
The AWS Control Engines and Their Coordination Role
	AWS engine
	Owns (actuation)
	Control
	ServiceNow coordination role

	AWS Config
	Resource configuration compliance (managed rules, conformance packs); remediation via SSM Automation documents
	CM-2, CM-6
	Non-compliant resource → Change/remediation task against the CI; track native remediation to closure

	Security Hub CSPM
	Posture control findings (FSBP/NIST 800-53/CIS standards) plus aggregated GuardDuty and Inspector findings
	CM-6, RA-5
	Finding → prioritized Vulnerability-Response task; SLA by exposure

	Systems Manager Patch Manager
	Managed-node patch scan and scan-and-install, guest-OS and application patches
	SI-2, SI-2(2/3)
	Patch compliance result → Change/Incident; SLA-class task keyed to KEV/exposure


SSM hybrid activation is bounded, by doctrine — and this volume’s scope is AWS + hybrid-activated guest OS. Systems Manager’s hybrid activation extends Patch Manager and Config-adjacent management to on-premises servers and edge devices registered as managed nodes inside the GCC Moderate boundary; it does not patch a hypervisor, firmware, or a managed database service (Management-Plane Coordination Doctrine, Vol 0 Book 00) — the identical bound Arc carries for Azure. This volume coordinates the AWS and hybrid-activated-managed-node surface only. VMware’s own engines are covered in Vol VII Book 07; OCI reconciles into the same ServiceNow SI-2 queue in a later follow-up (its native stack is catalogued in Vol III Book 03); ServiceNow already coordinates a single queue, so adding that surface later needs no rework here.
Control Engine 1 — AWS Config (CM-2 / CM-6)
AWS Config continuously evaluates resource configuration against managed rules and conformance packs — including the published NIST SP 800-53 Rev 5 and FedRAMP conformance-pack templates — and can remediate a subset natively through remediation actions bound to SSM Automation documents. The coordination role covers the rest — and the change control around all of it.
· Test: rule/conformance-pack compliance state is read per resource (compliant / non-compliant / not-applicable).
· Detect + Raise: a non-compliant resource becomes a ServiceNow Change (for a controlled configuration change) tagged with the Config rule, the mapped control (CM-2/CM-6), severity, and the reconciled resource CI. An exemption is not silent — it is a request with an approver and an expiry, so a rule exception is reviewable (the same discipline as an M365 CA exception and an Azure Policy exemption).
· Actuate: a Config remediation action invokes its bound SSM Automation document — set up as auto-remediation or triggered manually — or the owning team applies the configuration through infrastructure-as-code (Vol VI Book 01/06). ServiceNow does not write the resource. Unlike Azure Policy’s deployIfNotExists, Config remediation is a distinct, explicitly configured action rather than an inline effect of the policy assignment — a difference in mechanism, not in the coordination pattern.
· Close: the next evaluation flips the resource to compliant; ServiceNow closes and stamps the evidence.
Control Engine 2 — Security Hub CSPM (CM-6 / RA-5)
Security Hub CSPM is the AWS posture engine within the GCC Moderate boundary; Vol III Book 04 owns the posture architecture and Vol III Book 02 owns the assessment doctrine. It runs continuous control checks against the AWS Foundational Security Best Practices (FSBP) standard and external frameworks (NIST 800-53, CIS), and separately aggregates findings from GuardDuty (threat detection) and Inspector (workload/image vulnerability scanning) into a single normalized format (ASFF). (Security Hub CSPM’s cross-account/cross-Region aggregation and third-party product integrations are a later follow-up, out of scope here.) The coordination role turns its AWS findings into prioritized, owned remediation work.
· Test + Detect: Security Hub CSPM control findings (misconfiguration against FSBP/NIST 800-53) and aggregated GuardDuty/Inspector findings (threat/vulnerability) are read via the Security Hub API.
· Raise: each finding becomes a ServiceNow Vulnerability Response task against the reconciled CI, with a severity and an SLA class derived from exposure and KEV status — the risk-based prioritization the PAIN-rating model (BOD 26-04; FedRAMP VDR-TFR-PVR) call for, detailed under Control Engine 3 below.
· Actuate: the owning team remediates on the native surface — a configuration fix, an image rebuild (Vol VI Book 01), or a patch (Systems Manager Patch Manager, below).
· Close: the finding clears on the next Security Hub CSPM check; ServiceNow closes the task, and the mean-time-to-remediate becomes an SI-2(3) / KSI metric.
Security Hub CSPM does not backfill history. It only detects and consolidates findings generated after it is enabled in a Region, and only processes findings in the Region where it was enabled — a newly-onboarded account or Region starts with a clean slate, not a retroactive posture assessment. The reconciliation loop’s first cycle in any new scope is a baseline, not a backlog.
Control Engine 3 — Systems Manager Patch Manager (SI-2)
Systems Manager Patch Manager assesses and deploys patches across Amazon EC2 instances and, via hybrid activation, on-premises/edge managed nodes inside the GCC Moderate boundary. It is the SI-2 actuation engine for the guest OS and supported applications; the coordination role reconciles its results into change/incident work with the SLA discipline SI-2(3) requires.
· Test: a Patch Manager Scan operation reports missing patches per managed node against the organization’s patch baseline (a Scan is a report-only pass; the baseline — not AWS, an OS vendor, or a third party — defines what “compliant” means for the fleet).
· Raise: a missing patch meeting the baseline’s approval criteria becomes a ServiceNow Change (scheduled maintenance window) or Incident (an out-of-cycle KEV exposure), with an SLA class keyed to KEV/exposure — the PAIN-rating model (BOD 26-04; FedRAMP VDR-TFR-PVR), detailed below. The same SLA discipline is what the OCI patch queue will reconcile into when it is added later (Vol III Book 03).
· Actuate: Patch Manager runs Scan and install in the approved maintenance window (or an on-demand Patch now); ServiceNow does not push the patch, it schedules and governs it.
· Close + evidence: the compliance report from the next scan confirms the patch landed; the Change record, approval, window, and re-scan become the SI-2(2) machine-readable remediation-status evidence. Patch Manager can also forward compliance data to Security Hub CSPM, giving the posture engine visibility into patch state alongside its own findings.
“SLA by exposure” has a name and a published table — the Potential Agency Impact (PAIN) rating. FedRAMP’s Vulnerability Detection and Response ruleset (VDR-TFR-PVR) sets mitigation/remediation timeframes by PAIN rating crossed with exploitability and internet-reachability:
	PAIN rating
	Likely-exploitable, internet-reachable
	Likely-exploitable, not internet-reachable
	Not likely exploitable

	PAIN-5
	4 days
	8 days
	32 days

	PAIN-4
	8 days
	32 days
	64 days

	PAIN-3
	32 days
	64 days
	192 days

	PAIN-2
	96 days
	160 days
	192 days


A CISA-catalogued KEV must be remediated by the KEV catalog’s own due date regardless of PAIN rating (VDR-TFR-KEV), even after full mitigation. These are the actual numbers a ServiceNow SLA-class task should encode — “SLA by exposure” is this table, not a general-purpose severity field.
Scan is not remediation, patch-baseline compliance is not “secure,” and remediation is not the record. Vol III Book 02 measures the gap (RA-5); Patch Manager closes it against the fleet’s own baseline (SI-2) — AWS is explicit that baseline compliance and actual security are not the same claim; this book is the record and clock — the owned task, the approved window, the SLA, and the closure evidence. Three distinct jobs; conflating them is how a “patched” estate still fails an assessment for want of evidence.
Continuous Monitoring Roll-Up (CA-7)
Each engine’s loop emits its result into the continuous-monitoring feed: Config rule/conformance-pack compliance percentage, open Security Hub CSPM findings by severity and age, patch SLA conformance. ServiceNow rolls these into a per-control AWS posture that Vol VII Book 04 turns into attestation and KSI evidence, keyed to the same reconciled asset identity the M365 and Azure postures use — so all three clouds produce one compliance picture, not three.
Closure Necessity
Closure Necessity — AWS actuates; the estate still needs an owner and a clock
AWS Config remediates, Security Hub CSPM surfaces, Patch Manager patches — the native stack is genuinely sufficient to change state. What it does not supply is the governance wrapper: who owns this finding, by when, under whose approval, with what evidence. Strip the coordination layer and AWS’s own consoles show green while the authorization package has no owned-and-evidenced record an assessor can trace. CM-6, SI-2, and RA-5 are closed by AWS; they are operated — owned, clocked, evidenced — here.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here. Coordination closures — the AWS control state operated as tracked work — not a re-closure of the posture/patch mechanisms Volumes III and VI own.
Authorities Closed Here — AWS Federal Control Compliance Automation († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-6
	Configuration Settings
	AWS Config / Security Hub CSPM findings raised as ServiceNow remediation tasks; Config-native remediation actuates, ServiceNow tracks to closure
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA
	Security / supply chain
	KSI-CMT
	No

	RA-5
	Vulnerability Monitoring and Scanning
	Security Hub CSPM / GuardDuty / Inspector findings on AWS workloads flow to ServiceNow Vulnerability Response as prioritized remediation tasks
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Security / supply chain
	KSI-MLA
	No

	SI-2
	Flaw Remediation
	AWS Systems Manager Patch Manager patch results reconciled into ServiceNow Change/Incident with SLA-class tasks keyed to KEV/exposure (actuation platform-native)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Endpoint
	KSI-SVC, KSI-MLA
	No


Honest Limits
· A task closes when the native re-evaluation passes; Config/Security Hub CSPM assessment latency means “closed” can lag actual state by an evaluation cycle. Evidence timestamps record the cycle, not the instant.
· Patch compliance data is a point-in-time snapshot from the latest successful patching operation, not a continuous state — the capture time on each compliance report, not “now,” is what the evidence trail actually attests to.
· SSM hybrid activation governs guest OS and supported applications only; hypervisor, firmware, and managed-service patching reconcile in from their own native stacks (Vol III Book 03). Treating hybrid activation as the whole management plane is a doctrine violation the reconcile-exception queue is meant to catch — the identical failure mode the Arc note in Vol VII Book 03 guards against.
· Native AWS Config auto-remediation still carries a Change record — automated actuation does not waive change control (CM-3); it makes the change record’s actuator the SSM Automation document rather than a person.
· AWS Config remediation actions are only available in a defined set of Regions — including both AWS GovCloud (US-East) and AWS GovCloud (US-West) — so a region-scoping check belongs in the reconcile-exception queue alongside the Arc/hybrid-activation bound above.
Cross-References
· Vol III Book 02 (Vulnerability Management) — the assessment half whose findings this book routes to remediation tasks.
· Vol III Book 03 (Patch & Systems Management) — the SI-2 queue this book’s Patch Manager results reconcile into (AWS/hybrid now; OCI in a later follow-up).
· Vol III Book 04 (Cloud-Native Posture) — the Security Hub CSPM posture architecture this book coordinates findings from.
· Vol III Book 07 (Multi-Cloud Evidence Fabric) — where AWS Config/Security Hub feeds join the cross-environment evidence fabric; this book is the AWS-native coordination source for that fabric, not a re-statement of it.
· Vol VI Book 01/06 (Landing Zone / Baselines as Code) — the IaC that actuates many AWS remediations.
· Vol VII Book 01 — the reconciled CIs every AWS task is raised against; Vol VII Book 04 — where the AWS posture roll-up becomes attestation.
· Vol VII Book 03 (Azure Federal Control Compliance Automation) — the sibling coordination book this one mirrors structurally; Azure and AWS now both reconcile into the same ServiceNow queues.
Provenance
Draft. AWS Config, Security Hub CSPM, GuardDuty, Inspector, and Systems Manager Patch Manager are deployed examples; the detect→raise→actuate-native→close→evidence loop is the invariant, identical to the M365 and Azure books. Vendor claims cite vendor documentation (see References) and are dated, not permanent — see the Vendor Currency Doctrine. The compliance-loop figure is authored as committed house-style SVG.
References
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	Source

	AWS Config managed rules and conformance packs
	AWS documentation — https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html, https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

	AWS Config remediation actions (SSM Automation documents)
	AWS documentation — https://docs.aws.amazon.com/config/latest/developerguide/remediation.html

	NIST SP 800-53 Rev 5 Config conformance pack
	AWS documentation — https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist-800-53_rev_5.html

	AWS Security Hub CSPM (standards, finding aggregation, ASFF)
	AWS documentation — https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

	AWS Systems Manager Patch Manager (baselines, scan/install, compliance reporting)
	AWS documentation — https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html

	Risk-based remediation prioritization (KEV catalog)
	CISA — https://www.cisa.gov/known-exploited-vulnerabilities-catalog

	PAIN-rating remediation timeframes (VDR-TFR-PVR)
	FedRAMP — https://www.fedramp.gov/2026/reference/vulnerability-detection-and-response/

	ServiceNow as workflow/CMDB/evidence coordination hub
	Expansion Plan §16 — docs/customer-documents/federal-compliance-series/Compliance_Series_Expansion_Plan_Substrate_Accreditation.md
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Series Context — Volume VII Book 07. The VMware lane of the coordination layer, anticipated by Vol VII Book 03 §“The Azure Control Engines and Their Coordination Role” and Vol VII Book 06 as a later follow-up reconciling into the same ServiceNow queues. Unlike M365, Azure, and AWS, VMware is not a CSP boundary the agency reaches over a provider API from outside — it is the agency’s own on-premises (or agency-operated private-cloud) virtualization estate: ESXi hosts, vCenter, and NSX, running under the agency’s physical control inside the GCC Moderate boundary. This book operates that surface’s control state as ServiceNow work, on the identical loop as the M365, Azure, and AWS books. Actuation stays platform-native — vSphere Configuration Profiles remediation, VCF Operations findings, NSX Distributed Firewall policy fixes, and vSphere Lifecycle Manager (vLCM) remediations make the change; ServiceNow governs ownership, SLA, approval, and evidence.
What This Document Addresses
Where M365, Azure, and AWS are boundaries the agency reaches through a cloud provider, VMware is the agency’s own virtualization layer — the hypervisor, network-virtualization, and cluster-management estate the agency owns, racks, and patches directly. It carries the identical class of obligations the CSP books carry, at the virtualization plane instead of the provider plane: baseline configuration and settings (CM-2, CM-6), flaw remediation (SI-2), and vulnerability monitoring (RA-5). VMware’s native stack actuates all three; the coordination role is to make each one owned, clocked, approved where it changes state, and evidenced. CM-2’s registered closure sits in Vol III Book 03 (Patch & Systems Management); this book touches CM-2 only through vSphere Configuration Profiles’ actuation of that baseline, so its Authorities Closed Here table registers the coordination closures CM-6, SI-2, and RA-5 — the identical registration pattern Vol VII Books 03 and 06 use for Azure and AWS.
This book runs the same five-step loop as Vol VII Books 02, 03, and 06 — test → detect drift → raise a typed task against the reconciled CI → actuate on the native surface → close with evidence — over the three VMware control engines. The loop is deliberately identical across surfaces: one coordination pattern, four platforms, so the evidence and the assessor-facing story are uniform regardless of whether the workload sits in a hyperscaler or on the agency’s own racks.
The VMware Control Engines and Their Coordination Role
	VMware engine
	Owns (actuation)
	Control
	ServiceNow coordination role

	vSphere Configuration Profiles
	Host/cluster desired-state configuration compliance and drift remediation
	CM-2, CM-6
	Non-compliant host/cluster → Change/remediation task against the CI; track native remediation to closure

	VCF Operations + NSX Distributed Firewall
	Continuous compliance/benchmark posture across the VCF fleet; segmentation-policy (DFW) drift and rule hygiene
	CM-6, RA-5
	Violation/finding → prioritized Vulnerability-Response task; SLA by exposure

	vSphere Lifecycle Manager (vLCM)
	ESXi image/patch compliance assessment and remediation
	SI-2, SI-2(2/3)
	Non-compliant image state → Change/Incident; SLA-class task keyed to KEV/exposure


This volume governs the virtualization layer, by doctrine — not the guest OS, firmware, or physical hardware. vSphere Configuration Profiles, VCF Operations, NSX Distributed Firewall, and vLCM operate ESXi, vCenter, and NSX — the hypervisor and network-virtualization control plane. They do not patch the operating system running inside a VMware-hosted VM (that guest OS reconciles through its own native stack, Vol III Book 03, on the identical SI-2 discipline this book uses for the hypervisor), and they do not manage server firmware or physical hardware lifecycle (a separate, vendor-specific management-plane surface, Management-Plane Coordination Doctrine, Vol 0 Book 00). This volume coordinates the ESXi/vCenter/NSX virtualization surface only. OCI reconciles into the same ServiceNow SI-2 queue in a later follow-up (its native stack is catalogued in Vol III Book 03); ServiceNow already coordinates a single queue, so adding that surface later needs no rework here.
Control Engine 1 — vSphere Configuration Profiles (CM-2 / CM-6)
vSphere Configuration Profiles is the current desired-state configuration mechanism for ESXi hosts and clusters, superseding the older Host Profiles model. It checks hosts against a declared cluster-level desired configuration, reports drift, and can remediate a subset natively. The coordination role covers the rest — and the change control around all of it.
· Test: cluster/host compliance state is read against the desired configuration (compliant / non-compliant, with the specific setting that drifted).
· Detect + Raise: a non-compliant host or cluster becomes a ServiceNow Change (for a controlled configuration change) tagged with the drifted setting, the mapped control (CM-2/CM-6), severity, and the reconciled host/cluster CI. An exemption is not silent — it is a request with an approver and an expiry, so a configuration exception is reviewable (the same discipline as an M365 CA exception, an Azure Policy exemption, and an AWS Config exemption).
· Actuate: vSphere Configuration Profiles remediation runs against the cluster (a pre-check confirms hosts can enter maintenance mode and DRS can evacuate VMs where needed), or the owning team applies the configuration through infrastructure-as-code (Vol VI Book 01/06). ServiceNow does not write the host configuration.
· Close: the next compliance check flips the host/cluster to compliant; ServiceNow closes and stamps the evidence.
Control Engine 2 — VCF Operations + NSX Distributed Firewall (CM-6 / RA-5)
VCF Operations is the VMware Cloud Foundation posture engine within the GCC Moderate boundary; Vol III Book 04 owns the posture architecture and Vol III Book 02 owns the assessment doctrine. It continuously monitors the VCF fleet against industry benchmarks and custom policies, surfaces violations and risk areas, and — through the VMware Advanced Cyber Compliance service — layers continuous compliance enforcement on top of that visibility. NSX Distributed Firewall (DFW) is the micro-segmentation policy engine for east-west traffic between workloads; its rule state and rule hygiene (including stale/inactive rules) are visible through the same VCF Operations for Networks telemetry this engine consumes. (VCF Operations’ broader AIOps/capacity-management capabilities are a later follow-up, out of scope here.) The coordination role turns both engines’ findings into prioritized, owned remediation work.
· Test + Detect: VCF Operations compliance-benchmark violations (misconfiguration against a declared standard) and NSX DFW policy/rule-hygiene findings (segmentation drift, stale rules) are read via the respective management APIs.
· Raise: each finding becomes a ServiceNow Vulnerability Response task against the reconciled CI, with a severity and an SLA class derived from exposure and KEV status — the risk-based prioritization the PAIN-rating model (BOD 26-04; FedRAMP VDR-TFR-PVR) call for, detailed under Control Engine 3 below.
· Actuate: the owning team remediates on the native surface — a configuration fix, an NSX DFW rule correction, or a patch (vSphere Lifecycle Manager, below).
· Close: the finding clears on the next VCF Operations assessment; ServiceNow closes the task, and the mean-time-to-remediate becomes an SI-2(3) / KSI metric.
Control Engine 3 — vSphere Lifecycle Manager / vLCM (SI-2)
vSphere Lifecycle Manager assesses and remediates ESXi host image and patch compliance across the cluster. It is the SI-2 actuation engine for the hypervisor; the coordination role reconciles its results into change/incident work with the SLA discipline SI-2(3) requires.
· Test: vLCM reports each host’s image/patch compliance against the cluster’s desired image (compliant / non-compliant, with the specific component that drifted).
· Raise: a non-compliant host becomes a ServiceNow Change (scheduled maintenance window) or Incident (an out-of-cycle KEV exposure), with an SLA class keyed to KEV/exposure — the PAIN-rating model (BOD 26-04; FedRAMP VDR-TFR-PVR), detailed below. The same SLA discipline is what the OCI patch queue will reconcile into when it is added later (Vol III Book 03).
· Actuate: vLCM remediates the host in the approved maintenance window — evacuating VMs via DRS, entering maintenance mode, applying the desired image, and exiting maintenance mode; ServiceNow does not push the image, it schedules and governs it.
· Close + evidence: the post-remediation compliance check confirms the host matches the desired image; the Change record, approval, window, and re-check become the SI-2(2) machine-readable remediation-status evidence.
“SLA by exposure” has a name and a published table — the Potential Agency Impact (PAIN) rating. FedRAMP’s Vulnerability Detection and Response ruleset (VDR-TFR-PVR) sets mitigation/remediation timeframes by PAIN rating crossed with exploitability and internet-reachability:
	PAIN rating
	Likely-exploitable, internet-reachable
	Likely-exploitable, not internet-reachable
	Not likely exploitable

	PAIN-5
	4 days
	8 days
	32 days

	PAIN-4
	8 days
	32 days
	64 days

	PAIN-3
	32 days
	64 days
	192 days

	PAIN-2
	96 days
	160 days
	192 days


A CISA-catalogued KEV must be remediated by the KEV catalog’s own due date regardless of PAIN rating (VDR-TFR-KEV), even after full mitigation. These are the actual numbers a ServiceNow SLA-class task should encode — “SLA by exposure” is this table, not a general-purpose severity field.
Baseline-based patching is being retired — this book targets vLCM Images. VMware deprecated baseline-based patching starting with vSphere 8.0, with full removal in a later major release; the desired-state Images model is the forward path and the one this coordination pattern targets. An estate still running baseline-managed clusters reconciles through the same ServiceNow SI-2 queue, but the reconcile-exception queue should track the Images migration itself as a tracked closure item, not treat baseline mode as a permanent parallel path.
Manual, Out-of-Band Actuation — Where No Orchestrator Reaches (CM-3, CM-5, CM-7, CM-11/CM-14, AU-2/AU-3/AU-12)
The three control engines above cover the cases where a native orchestrator — Configuration Profiles, vLCM, or infrastructure-as-code (Vol VI Book 01/06) — can actuate the approved change itself. Not every vCenter-side fix has that path today. When a ServiceNow task’s remediation is a script instead, the failure mode this section exists to rule out is: the task’s approver emails the script (or a link to it) to an operator, who opens an interactive vCenter session and runs it by hand. A CM-3 approval sitting upstream of that email does not make the run compliant — the approval authorizes a change, it is not evidence the change happened the way it was authorized to happen, and a person copy/pasting a command into a live session is direct modification with no pipeline validation regardless of what preceded it. This is the identical anti-pattern the Operator Runbook’s Task 5 (“Scripted Command Execution”) already rules out for the M365 surface — “parameters travel; commands do not” — restated here for the surface where no MID-Server-actuated Script Include yet reaches.
Who Actuates: The Approval/Execution Split
This is a derived design principle, not a citable rule. No NIST SP 800-53 control prohibits a human from executing an approved change, and FedRAMP’s own KSI-CMT-RMV — “Changes to machine-based information resources are executed through the redeployment of version controlled resources rather than direct modification wherever reasonable” (verbatim, verified against the source in References) — qualifies itself with “wherever reasonable”; that is a preference with a documented-exception path, not a prohibition. A prior draft of this section stated “human as approver, never executor” as though it were sourced; it is instead the least-cost way to satisfy a conjunction of separately mandated properties at once, and the derivation is shown here rather than asserted. A fourth Change Management indicator, KSI-CMT-RVP (“Reviewing Change Procedures” — “the effectiveness of documented change management procedures is persistently reviewed”), is the closest fit for the vCenter compensating control below: it is what a documented-process closure is actually evidencing, distinct from RMV/VTD’s automation preference.
	Property required
	Source
	What breaks under manual execution

	Approval precedes the change
	CM-3
	Nothing, if the task carries it

	The change artifact is access-restricted and controlled
	CM-5, CM-7, CM-11/CM-14
	A script held on an operator’s workstation, or pasted into a message, is uncontrolled

	Privileged execution is logged and attributable
	AU-2, AU-12, AC-6(9)
	A console session log, if one exists, is not bound to the ServiceNow task

	Changes deploy from version control, not in-place edits
	KSI-CMT-RMV (text verified — see References)
	Direct modification, by definition — the pattern the indicator prefers against, “wherever reasonable”

	Validation is automated through deployment
	KSI-CMT-VTD (text verified — see References); CM-3(2) (Testing, Validation, and Documentation of Changes) — Moderate-baseline-selected
	No pipeline, no pre-deploy test

	Evidence is reproducible, not merely captured
	FedRAMP 20x assessment guidance (cited as characterized in external review; not independently re-verified — see caution below)
	“I ran it and it worked” is an assertion, not something an assessor can re-derive


The table’s control citations are two different kinds of source, and they should not be read as one list. KSI-CMT-RMV and KSI-CMT-VTD are FedRAMP’s own indicator text, verified verbatim against the official source in References. FedRAMP’s own control crosswalk for those two indicators is narrower than the “controlled artifact” and “logged and attributable” rows above — RMV’s crosswalk is CM-2/CM-3/CM-5/CM-6/CM-7/CM-8(1)/SI-3, and LMC’s (logging) crosswalk is AU-2/CM-3/CM-3(2)/CM-4(2)/CM-6/CM-8(3)/MA-2; neither lists CM-11, CM-14, AU-12, or AC-6(9). Those four are this book’s own broader NIST-derived reasoning, not FedRAMP’s stated mapping — legitimate support for the same argument, but cited on this book’s own authority, not FedRAMP’s. Two of them do have their own direct FedRAMP text worth citing separately: the official rules give CM-11 the parameter “Continuously (via CM-7(5))” and give CM-14 guidance permitting alternative cryptographic integrity checks (hashes, self-signed certificates) where formal digital signatures aren’t available — both cited in References, and both a closer fit for “the script is signed and version-controlled” than the KSI text itself provides.
An orchestrated execution produces all six as byproducts of running. A human at a console produces none of them unless each is separately, manually manufactured. That conjunction — not a named control or KSI banning manual execution — is the argument for routing execution through an orchestrator wherever one reaches the surface.
Note the control this is deliberately not citing. AC-5 (Separation of Duties) separates conflicting duties — requester vs. approver, developer vs. operator. The same person being both approver and executor of one already-approved change is not the AC-5 fact pattern, and citing it here would overreach in a way a reviewer who knows the control would use to discredit the rest of this section.
What the Moderate baseline actually adds. FedRAMP’s published Rev 5 Moderate baseline profile selects CM-5(1) (Automated Access Enforcement and Audit Records) and CM-6(1) (Automated Management, Application, and Verification) as enhancements — not merely CM-5/CM-6 at the base level — and separately selects SI-2(2) (Automated Flaw Remediation Status). Those three enhancements are baseline-mandatory, not optional, and each names automation directly, which is a stronger citation than the derivation above and should be read as reinforcing it, not as a substitute argument. CM-3(1) (Automated Documentation, Notification, and Prohibition of Changes) is not selected in the Moderate baseline — only CM-3, CM-3(2), and CM-3(4) are — so this section does not claim CM-3 itself requires automated actuation; CM-3’s role here stays what §Closure Necessity already states, an approval gate before the change, satisfiable manually. CM-3(2) (Testing, Validation, and Documentation of Changes) is Moderate-baseline-selected and is the direct NIST anchor for the “validation is automated through deployment” row above — added to the table for that reason.
A second-source citation review was checked against this section’s claims and against the same primary sources (the NIST Rev 5 catalog and the FedRAMP Moderate baseline profile already cited above); most of its proposed additions did not hold up. Confirmed and incorporated: CM-3(2), as above. Checked and rejected, with the reason:
· CM-3(5) — proposed as supporting “automate change control enforcement”; actually titled Automated Security Response, and not selected in the Moderate baseline at all — an out-of-baseline citation for a paper scoped to Moderate.
· AU-12(3) — proposed as “automated audit trail generation”; actually titled Changes by Authorized Individuals, and likewise not Moderate-baseline-selected.
· “RA-5(f)” and “SI-2(c)” — not valid enhancement citations. NIST enhancements are numbered (N); letters like (f)/(c) denote sub-parts of the base control’s own statement text, not a citable sub-control — asking an assessor to “show RA-5(f)” finds nothing under that name.
· AC-6(9) (Log Use of Privileged Functions, correctly used elsewhere in this section for privileged-session logging) was separately proposed there as meaning “privileged access automation — minimizing human privileged actions”; that is a different control’s territory (AC-6 base / AC-6(1)/(2)), not what AC-6(9) itself requires.
· IA-5(2) was proposed for the certificates argument (§8 of this series) as requiring “automated issuance, automated renewal”; its actual statement (verified against the resolved Moderate baseline catalog) governs PKI-based authentication — private-key access enforcement, certificate-path validation, revocation checking — not issuance/renewal automation. Not cited here or in §8 for that reason.
None of the rejected items were ever incorporated into this book or the whitepaper; this note exists so a reader handed the same second-source review does not reintroduce them without re-checking.
A detection engine emailing a human directly is worse than a human emailing a human. If SailPoint, VCF Operations, or any other detector routes a finding to an operator’s inbox with a script attached rather than opening a ServiceNow task, the record never touches ServiceNow at all — contradicting the one-front-door discipline the cross-cloud whitepaper §11 states for every other control family in this series (the paper’s §4, “Who Actuates: Ticket-to-Machine, Not Ticket-to-Human,” states this book’s underlying recommendation directly, in the main body rather than as a limits footnote). Every finding, however it is detected, opens through the ServiceNow task; a notification email, if one exists, announces that the task exists — it is not the task, not the approval, and not the evidence, and it never carries the executable. Where the email becomes the workflow — where the record of what happened is a human’s reply that it is done — the coordination layer has been bypassed and the finding has reverted to the console-only condition the cross-cloud whitepaper §10 describes.
The Compliant Pattern
1. The script is a catalogued artifact, not an email attachment. It is version-controlled, peer-reviewed, and signed before it is eligible to run against any managed resource (CM-5, CM-7, CM-11/CM-14) — the same discipline Task 5’s Script Include already requires; an ad hoc script pasted into a message is the failure mode, not an acceptable substitute.
1. Where an orchestrator reaches the surface, it — not the human — executes. An Azure Automation runbook, an AWS SSM Document, Ansible Automation Platform, or the ServiceNow MID Server itself runs the signed script under a scoped service identity once the ServiceNow task’s approval gate opens; the human’s click is the CM-3 authorization, the orchestrator’s run is the actuation. That conversion — direct modification becomes redeployment of a version-controlled, orchestrator-executed artifact — is what makes the change pipeline-validated and machine-logged rather than a session a person happened to run (AU-2/AU-3/AU-12: operator identity, task correlation, and execution outcome are logged by the orchestrator, not self-reported in a closure comment).
1. Where no orchestrator reaches the surface — vCenter is the named case today. The Aria Operations Management Pack and the VCF Automation ITSM plugin (cited in the cross-cloud whitepaper §11) integrate ServiceNow’s CMDB and Day-2 catalog with vCenter/VCF — but a general-purpose signed-script executor running under a service identity against vCenter, comparable to a MID Server Script Include or an SSM Document, was not found in this book’s research. Until one is confirmed, the compensating control is CyberArk Privileged Session Manager (PSM): the same platform Vol III Book 01 already vaults and session-isolates the standing privileged accounts JIT elevation cannot remove. The ServiceNow task’s approval gates the session; PSM proxies, time-boxes, and records it; the session recording — not a “run successfully” reply — is the closing evidence artifact.
1. This is booked as a documented-process closure, deliberately, not implied as automated. A PSM-recorded manual session satisfies CM-3 (an approved, logged execution) but not KSI-CMT-RMV’s redeploy-over-direct-modification preference or KSI-CMT-VTD’s automated persistent validation — there is no pipeline testing the change before or during the run. What it can evidence instead is KSI-CMT-RVP (“Reviewing Change Procedures”): the recorded session, reviewed on a cadence against the catalogued script and the task it closed, is exactly the kind of persistent review of change-procedure effectiveness RVP asks for — a different, and honest, indicator to cite than RMV/VTD. The Authorities table entry and any KSI evidence citation for this path should read as documented-process against RVP, tied to the session recording as the artifact, not as tool-attestable against RMV/VTD; claiming otherwise is the same “closed collapses back to human assertion” failure the Closure Necessity callouts throughout this series exist to prevent. The exception path is real and used deliberately here, not discovered by an assessor after the fact.
KSI-shaped, not KSI-met. Agency operating this loop is not a Cloud Service Offering seeking its own FedRAMP authorization, and this book does not claim otherwise. The defensible framing is that this pattern’s evidence is voluntarily modeled on FedRAMP 20x’s Change Management indicators — because a coherent internal control is worth having regardless of who assesses it — not that Agency’s ConMon practice “meets” a KSI, which is a CSP obligation this book’s audience does not hold.
This book’s KSI-CMT-RMV, KSI-CMT-VTD, and KSI-CMT-LMC text and control crosswalks are now checked against an external source, not just cited from a reviewer’s memory of one. The source is FedRAMP’s own Consolidated Rules for 2026 — a public-domain US Government work published by the GSA/FedRAMP PMO in the public FedRAMP/rules GitHub repository (see References) — not anything this project authored. What was actually checked is a SHA-256-verified, dated mirror of that external file (version 2026.06.24.01, retrieved 2026-07-01) that this series’ compliance-spine tooling already maintains; it was not a live fetch performed in this session, since outbound web access remained unavailable — see the caution below for what that leaves open. That mirror’s KSI-CMT theme carries four indicators, not three: RMV, VTD, LMC, and RVP (added above and in item 4). Baseline allocation for CM-5(1)/CM-6(1)/SI-2(2)/CM-3(1) was likewise checked directly against the published Rev 5 Moderate baseline profile, not asserted.
What “verified” does and does not mean here. The KSI-CMT text above was checked against FedRAMP’s own external, public-domain publication — not against this project’s own assertion — but the copy checked is a dated mirror (retrieved 2026-07-01), not a live read of github.com/FedRAMP/rules or fedramp.gov performed today. FedRAMP could have revised the text in the roughly four weeks since that mirror was taken; nothing in this book’s research surfaced such a revision, but nothing ruled one out either, because live access was not available. Two further items remain genuinely unverified regardless: the “evidence must be reproducible, not merely captured” characterization of FedRAMP 20x assessment guidance is still cited only as named in external review — it does not appear verbatim in the mirrored file and was not otherwise confirmed. And the external review’s claim that FedRAMP “renumbered” KSI families “in February 2026” does not match the mirrored file’s own updated metadata, which dates the current KSI-CMT text to 2026-06-24 (“Official launch of the FedRAMP Consolidated Rules for 2026”), not February — either the reviewer’s date was imprecise, or an earlier February 2026 change was itself superseded by the June consolidation; this book does not know which. Before any of this section’s KSI citations inform an authorization package or an assessor conversation, re-check them live against github.com/FedRAMP/rules or fedramp.gov and the mirror’s retrieval date, per the Vendor Currency Doctrine.
Continuous Monitoring Roll-Up (CA-7)
Each engine’s loop emits its result into the continuous-monitoring feed: Configuration Profiles compliance percentage, open VCF Operations/NSX DFW findings by severity and age, vLCM image-compliance conformance. ServiceNow rolls these into a per-control VMware posture that Vol VII Book 04 turns into attestation and KSI evidence, keyed to the same reconciled asset identity the M365, Azure, and AWS postures use — so all four platforms produce one compliance picture, not four.
Closure Necessity
Closure Necessity — VMware actuates; the estate still needs an owner and a clock
vSphere Configuration Profiles remediates, VCF Operations and NSX DFW surface, vLCM patches — the native stack is genuinely sufficient to change state, on the agency’s own hardware exactly as it is on a hyperscaler’s. What it does not supply is the governance wrapper: who owns this finding, by when, under whose approval, with what evidence. Strip the coordination layer and vCenter’s own console shows green while the authorization package has no owned-and-evidenced record an assessor can trace. CM-6, SI-2, and RA-5 are closed by VMware; they are operated — owned, clocked, evidenced — here.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here. Coordination closures — the VMware control state operated as tracked work — not a re-closure of the posture/patch mechanisms Volumes III and VI own.
Authorities Closed Here — VMware Federal Control Compliance Automation († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-6
	Configuration Settings
	vSphere Configuration Profiles / VCF Operations findings raised as ServiceNow remediation tasks; Configuration-Profiles-native remediation actuates, ServiceNow tracks to closure
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA
	Security / supply chain
	KSI-CMT
	No

	RA-5
	Vulnerability Monitoring and Scanning
	VCF Operations / NSX Distributed Firewall findings on the VMware estate flow to ServiceNow Vulnerability Response as prioritized remediation tasks
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Security / supply chain
	KSI-MLA
	No

	SI-2
	Flaw Remediation
	vSphere Lifecycle Manager (vLCM) image/patch results reconciled into ServiceNow Change/Incident with SLA-class tasks keyed to KEV/exposure (actuation platform-native)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 26-04
	Endpoint
	KSI-SVC, KSI-MLA
	No


Honest Limits
· A task closes when the native re-evaluation passes; Configuration Profiles/VCF Operations assessment latency means “closed” can lag actual state by an evaluation cycle. Evidence timestamps record the cycle, not the instant.
· This book governs ESXi/vCenter/NSX only; guest-OS patching inside a VMware-hosted VM, physical-server firmware, and hardware lifecycle reconcile in from their own native stacks (Vol III Book 03). Treating this book as the whole management plane is a doctrine violation the reconcile-exception queue is meant to catch — the identical failure mode the Arc note in Vol VII Book 03 and the hybrid-activation note in Vol VII Book 06 guard against.
· Native vSphere Configuration Profiles remediation still carries a Change record — automated actuation does not waive change control (CM-3); it makes the change record’s actuator the Configuration Profiles engine rather than a person.
· NSX Distributed Firewall’s microsegmentation capability requires NSX Advanced edition or higher; an estate licensed below that tier does not have DFW policy state to reconcile, and that licensing gap belongs in the reconcile-exception queue rather than being silently absent from the posture roll-up.
· Baseline-managed clusters (the pre-vLCM-Images patching model) are on a deprecation path; see the caution under Control Engine 3.
· No confirmed orchestrator runs a signed script against vCenter under a service identity today. The manual-actuation compensating control (CyberArk PSM session recording, see above) is a documented-process closure, not a tool-attestable one — it should not be cited as though a pipeline validates these changes the way Configuration Profiles or vLCM does.
· The KSI-CMT-RMV/VTD/LMC/RVP text and control crosswalks are verified against this repo’s official FedRAMP CR26 snapshot (2026.06.24.01) — see References. The “evidence must be reproducible” characterization of FedRAMP 20x assessment guidance, and the external review’s claim that KSI IDs were renumbered “in February 2026” (the CR26 snapshot’s own metadata dates the current text to 2026-06-24, not February), remain unverified against fedramp.gov — see the caution under Manual, Out-of-Band Actuation.
· “Human as approver, not executor” is a derived design principle argued from a conjunction of CM-3/CM-5/CM-7/CM-11/CM-14/AU-2/AU-12/AC-6(9) plus KSI-CMT-RMV/VTD, not a single citable rule. An earlier version of this section stated it as though it were sourced; see the Approval/Execution Split subsection for the corrected derivation. Note that FedRAMP’s own KSI-CMT-RMV/LMC control crosswalks are narrower than this book’s broader NIST-derived property table (they omit CM-11, CM-14, AU-12, AC-6(9)) — do not cite the principle itself to an assessor as a named control or KSI requirement, and do not conflate this book’s own reasoning with FedRAMP’s stated mapping.
· A second-source citation review proposed CM-3(5), AU-12(3), “RA-5(f)”, “SI-2(c)”, and mischaracterized glosses of AC-6(9) and IA-5(2) for this section; all were checked against this repo’s NIST catalog and the Moderate baseline profile and rejected — see the note under Approval/Execution Split for the specific reason each failed. CM-3(2), the one proposal that held up, is now cited in the property table and References.
Cross-References
· Vol III Book 01 (Privileged Access Management) — the CyberArk vaulting and session-isolation platform this book’s manual-actuation compensating control (PSM session recording) relies on.
· Vol III Book 02 (Vulnerability Management) — the assessment half whose findings this book routes to remediation tasks.
· Vol III Book 03 (Patch & Systems Management) — the SI-2 queue this book’s vLCM results reconcile into (VMware/hybrid now; OCI in a later follow-up).
· Vol III Book 04 (Cloud-Native Posture) — the VCF Operations posture architecture this book coordinates findings from.
· Vol III Book 07 (Multi-Cloud Evidence Fabric) — where VMware VCF Operations/NSX feeds join the cross-environment evidence fabric; this book is the VMware-native coordination source for that fabric, not a re-statement of it.
· Vol VI Book 01/06 (Landing Zone / Baselines as Code) — the IaC that actuates many VMware remediations.
· Vol VII Book 01 — the reconciled CIs every VMware task is raised against; Vol VII Book 04 — where the VMware posture roll-up becomes attestation.
· Vol VII Book 03 (Azure) / Vol VII Book 06 (AWS) — the sibling coordination books this one mirrors structurally; all three now reconcile into the same ServiceNow queues.
· Compliance Operator Runbook (Day-2, Compliant), Task 5 — the “parameters travel; commands do not” discipline this book’s manual-actuation section restates for the vCenter surface.
· ticket-to-machine-not-ticket-to-human whitepaper §4 — the customer-facing statement of this section’s core recommendation, promoted into the paper’s main body; §11 — the one-front-door doctrine the manual-actuation anti-pattern caution enforces.
Provenance
Draft. vSphere Configuration Profiles, VCF Operations, VMware Advanced Cyber Compliance, NSX Distributed Firewall, and vSphere Lifecycle Manager are deployed examples; the detect→raise→actuate-native→close→evidence loop is the invariant, identical to the M365, Azure, and AWS books. Vendor claims cite vendor documentation (see References) and are dated, not permanent — see the Vendor Currency Doctrine; this book’s own initial “no ServiceNow↔VMware integration exists” assumption was itself corrected within weeks once native Aria/VCF Automation connectors were confirmed, which is the doctrine’s own cautionary example. The compliance-loop figure is authored as committed house-style SVG.
The Manual, Out-of-Band Actuation section was added 2026-07-29 in response to external architecture review of a proposed pattern (SailPoint or another detector emailing a human, who runs a script directly against vCenter) that this book explicitly rules out — the review correctly identified it as direct modification with no pipeline validation, contradicting both this series’ own actuation doctrine and FedRAMP 20x’s Change Management KSI text as cited by the reviewer. The section’s KSI-CMT-RMV/VTD/LMC citations and the “no confirmed vCenter script orchestrator” claim both carry their own unverified-pending-confirmation caveats, per the doctrine above.
A same-day second review pass corrected the section’s initial framing: “human as approver, not executor” had been stated as a citable rule, and no such rule exists — no 800-53 control prohibits manual execution of an approved change, and KSI-CMT-RMV’s own text qualifies its redeploy-over-direct-modification preference with “wherever reasonable.” The Approval/Execution Split subsection replaces the unsourced assertion with the actual derivation (a conjunction of separately mandated properties an orchestrator satisfies as a byproduct of running and a human does not), explicitly declines to cite AC-5 (a different fact pattern — conflicting duties, not approver/executor of one approved change), and checked CM-3(1)/CM-5(1)/CM-6(1)/SI-2(2) directly against FedRAMP’s published Rev 5 Moderate baseline profile rather than asserting their allocation: CM-5(1), CM-6(1), and SI-2(2) are baseline-selected automation enhancements (a stronger, now-verified citation); CM-3(1) is not baseline-selected, so this book does not lean on it.
A same-day third pass checked the KSI-CMT text itself, which the second pass had still left flagged as unconfirmed pending fedramp.gov access. The source consulted is external, not internal: FedRAMP’s own Consolidated Rules for 2026, published by the GSA/FedRAMP PMO as a public-domain US Government work in the public FedRAMP/rules GitHub repository (see References) — the same authority the earlier draft’s caution was asking to be confirmed against. What this series’ compliance-spine tooling holds is a dated, SHA-256-verified mirror of that external file (version 2026.06.24.01, retrieved 2026-07-01), and it confirms KSI-CMT-RMV/VTD/LMC’s text essentially verbatim against what had been cited from external review, plus a fourth indicator (KSI-CMT-RVP, Reviewing Change Procedures) this book had been missing — now cited in item 4 as the honest indicator for the vCenter documented-process path, rather than continuing to measure it against RMV/VTD. The pass also surfaced that FedRAMP’s own control crosswalks for RMV/LMC are narrower than this book’s derivation table, and that the mirrored file’s own metadata dates the current KSI-CMT text to 2026-06-24 — not “February 2026” as the external review characterized the renumbering — a discrepancy this book flags rather than silently absorbing. This is a check against a dated snapshot, not a live fetch of github.com/FedRAMP/rules or fedramp.gov performed in this session — outbound web access remained unavailable throughout; see the caution below for what that distinction still leaves open.
A fourth pass checked a separately-authored citation review’s proposed additions (CM-3(5), AU-12(3), “RA-5(f)”, “SI-2(c)”, and glosses of AC-6(9) and IA-5(2)) against the same two primary sources already in this book’s tooling — the NIST catalog and the Moderate baseline profile — rather than accepting them on that review’s own stated confidence. One addition held up (CM-3(2), now cited in the property table); the rest did not, for reasons documented in the note under Approval/Execution Split. None of the rejected citations were live in this book or the whitepaper before this pass; the point of checking was to keep it that way.
References
	Claim
	Source

	vSphere Configuration Profiles (desired-state config, drift, remediation)
	Broadcom TechDocs — https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/managing-host-and-cluster-lifecycle/using-vsphere-config-profiles-to-manage-host-configuration-at-a-cluster-level.html

	VCF Operations (compliance management, benchmark violations)
	Broadcom TechDocs — https://techdocs.broadcom.com/us/en/vmware-cis/vcf/vcf-9-0-and-later/9-0/overview-of-vmware-cloud-foundation-9/what-is-vmware-cloud-foundation-and-vmware-vsphere-foundation/vcf-operations-overview.html

	VMware Advanced Cyber Compliance (continuous compliance enforcement, VCF advanced service)
	VMware Cloud Foundation Blog — https://blogs.vmware.com/cloud-foundation/2025/11/03/vmware-advanced-cyber-compliance-is-now-available-to-vcf-customers/

	NSX Distributed Firewall (microsegmentation, licensing tier)
	VMware NSX Datasheet — https://www.vmware.com/docs/vmware-nsx-datasheet

	vSphere Lifecycle Manager (vLCM) baselines, images, and the baseline deprecation path
	Broadcom TechDocs — https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/managing-host-and-cluster-lifecycle/about-vsphere-lifecycle-manager-new/vlcm-baselines-and-images.html

	Risk-based remediation prioritization (KEV catalog)
	CISA — https://www.cisa.gov/known-exploited-vulnerabilities-catalog

	PAIN-rating remediation timeframes (VDR-TFR-PVR)
	FedRAMP — https://www.fedramp.gov/2026/reference/vulnerability-detection-and-response/

	ServiceNow as workflow/CMDB/evidence coordination hub
	Expansion Plan §16 — docs/customer-documents/federal-compliance-series/Compliance_Series_Expansion_Plan_Substrate_Accreditation.md

	KSI-CMT-RMV (redeploy over direct modification, qualified “wherever reasonable”), KSI-CMT-VTD (automated persistent validation), KSI-CMT-LMC (logging and monitoring of changes), KSI-CMT-RVP (persistent review of change-procedure effectiveness) — text and control crosswalks checked against this external source, version 2026.06.24.01
	FedRAMP / GSA, official, public domain — FedRAMP/rules GitHub repository, fedramp-consolidated-rules.json — https://github.com/FedRAMP/rules. This series’ compliance-spine tooling holds a SHA-256-verified mirror of that file retrieved 2026-07-01; the check above was against that dated mirror, not a live fetch performed in this session — see the caution above

	CM-11 “Continuously (via CM-7(5))” parameter; CM-14 guidance permitting alternative cryptographic integrity checks where digital signatures are unavailable — supports “the script is signed and version-controlled” more directly than the KSI text alone
	Same external source and mirror as the row above, the controls-guidance section of the same file

	“Evidence must be reproducible, not merely captured” — characterization of FedRAMP 20x assessment guidance; does not appear verbatim in the mirrored file and remains not independently re-verified against FedRAMP’s current published release for this book
	Cited as named in external review — pending direct confirmation at fedramp.gov or github.com/FedRAMP/rules per the Vendor Currency Doctrine

	External review’s claim that KSI IDs were “renumbered in February 2026” does not match the mirrored file’s own metadata, which dates the current KSI-CMT text to 2026-06-24 (“Official launch of the FedRAMP Consolidated Rules for 2026”) — flagged as an open discrepancy, not resolved here
	Same external source and mirror as above, info.last_updated and per-indicator updated fields, vs. external review characterization

	CM-3(1) not selected / CM-3(2), CM-5(1), CM-6(1), SI-2(2) selected as Moderate-baseline enhancements; CM-3(5) and AU-12(3) checked and confirmed not selected — all checked directly against the published baseline, not asserted
	FedRAMP Rev 5 Moderate baseline profile (OSCAL), trestle_fedramp package resources, baselines/rev5/xml/FedRAMP_rev5_MODERATE-baseline_profile.xml and the resolved-profile catalog for control titles

	CM-3(5) titled “Automated Security Response” (not “automate change control enforcement”); AU-12(3) titled “Changes by Authorized Individuals” (not “automated audit trail generation”); IA-5(2) governs PKI-based authentication, not certificate issuance/renewal automation — second-source citations checked and rejected, see the note above
	docs/customer-documents/federal-compliance-series/reference/nist-800-53r5-controls.json (this repo) for titles; FedRAMP Rev 5 Moderate baseline resolved-profile catalog for IA-5(2)’s statement text

	CyberArk Privileged Session Manager (PSM) — session proxying, time-boxing, and recording for privileged interactive sessions
	Vol III Book 01 (this series) — CyberArk vaulting/session-isolation for standing privileged accounts

	“Parameters travel; commands do not” — the compliant scripted-command pattern this section restates for vCenter
	docs/customer-documents/federal-compliance-series/Compliance_Operator_Runbook_Day2_Compliant.qmd, Task 5

	VMware Aria Operations Management Pack for ServiceNow / VCF Automation ITSM plugin (CMDB/Day-2 integration; not a signed-script executor)
	ticket-to-machine-not-ticket-to-human whitepaper §11 (this series)


Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-29 16:45 ET
Series Context — Volume VII Book 08. The identity/entitlement lane of the coordination layer, extending the same pattern Books 03/06/07 run for Azure, AWS, and VMware configuration/vulnerability/patch controls into the adjacent access-governance domain (AC-2, AC-3, AC-6). This is not a second front door. SailPoint ISC Governance (the CIEM add-on) is a detection engine, structurally identical to how Defender for Cloud, Security Hub, and VCF Operations feed the same ServiceNow-coordinated pipeline the earlier platform books already use. Actuation stays platform-native — an Azure RBAC role revoke or an AWS IAM policy rescope makes the change; ServiceNow governs ownership, SLA, approval, and evidence, exactly as it does for every other control family in this volume.
What This Document Addresses
Books 03, 06, and 07 close CM-6/RA-5/SI-2 by routing native configuration, posture, and patch findings through ServiceNow. The same evidence gap exists one plane over: Azure RBAC role assignments and AWS IAM policies can be inspected, and even remediated, entirely through their native consoles — and a native IAM console has the identical evidence problem the configuration-drift argument describes. A role binding is not, by itself, a record of who requested it, who approved it, and when it was last reviewed. This book closes AC-2 (Account Management), AC-3 (Access Enforcement), and AC-6 (Least Privilege) for the native cloud IAM/RBAC surface the same way the earlier books close their controls: test the native state, detect drift against intended entitlement, raise a typed ServiceNow task, actuate on the native surface, close with evidence.
Consistency, not a parallel system. This book does not stand up SailPoint as a second coordination layer alongside ServiceNow. SailPoint’s own product architecture routes its findings into ServiceNow’s Service Desk for ticketing and audit tracking rather than trying to be a standalone evidence system — so this book routes SailPoint ISC Governance findings into the identical ServiceNow pipeline Books 02–07 already use. One front door, regardless of which control family the finding belongs to.
The IAM/RBAC Control Engine and Its Coordination Role
Unlike the configuration/posture/patch books, where each cloud carries three distinct native engines, the identity/entitlement surface is covered by one cross-cloud detection engine reading two native surfaces:
	Engine
	Owns (actuation)
	Reads
	Controls
	ServiceNow coordination role

	SailPoint ISC Governance (CIEM)
	Nothing — read-only observer, ssot-mutation: never
	Azure RBAC role assignments; AWS IAM policies and roles
	AC-2, AC-3, AC-6
	Over-privileged / idle / over-broad finding → prioritized Change task; SLA by exposure

	Azure RBAC (native)
	Role assignment revoke/rescope
	—
	AC-2, AC-3, AC-6
	Actuates the change ServiceNow’s task authorizes

	AWS IAM (native)
	Policy/role revoke/rescope
	—
	AC-2, AC-3, AC-6
	Actuates the change ServiceNow’s task authorizes


This engine is bounded to Azure and AWS, by evidence — not by doctrine. SailPoint ISC + CIEM natively governs cloud IAM entitlements across AWS, Azure, and GCP; no evidence was found, after direct research, that its CIEM add-on reaches VMware/vCenter permissions. This book covers Azure RBAC and AWS IAM only. VMware’s identity/RBAC surface is a genuinely open gap — see Honest Limits — not a scope the series has deferred by choice the way OCI patch orchestration was deferred in Books 06/07. GCP IAM is in scope for a later follow-up (SailPoint’s own coverage extends there; this book’s first pass matches the two clouds Books 03 and 06 already cover).
Control Engine — SailPoint ISC Governance / CIEM (AC-2 / AC-3 / AC-6)
SailPoint Identity Security Cloud’s Cloud Infrastructure Entitlement Management (CIEM) add-on discovers identities and permissions across Azure and AWS, flags over-privileged accounts, identifies entitlements idle 90 or more days, and surfaces over-broad role/policy bindings. It is a read-only governance-plane observer — it does not itself revoke or rescope anything, and it holds no write authority over any identity plane it reads.
· Test: entitlement state is read per identity/role across Azure RBAC and AWS IAM — assigned roles, effective permissions, last-used timestamps.
· Detect + Raise: an over-privileged, idle, or over-broad finding becomes a ServiceNow Change tagged with the mapped control (AC-2/AC-3/AC-6), severity, and the reconciled identity/resource CI. An access exception is not silent — it is a request with an approver and an expiry, the same discipline as every configuration exception in Books 03/06/07.
· Actuate: the owning team revokes or rescopes the entitlement directly on the native surface — an Azure RBAC role-assignment removal, or an AWS IAM policy edit. ServiceNow does not write the entitlement.
· Close: the next CIEM scan confirms the entitlement is revoked or rescoped; ServiceNow closes and stamps the evidence.
CIEM findings are a point-in-time scan, not continuous enforcement. SailPoint’s entitlement scan runs on a schedule; an entitlement granted and misused between scans is not caught until the next cycle. This is the identical latency property Security Hub CSPM and Defender for Cloud already carry in Books 03/06 — the reconciliation loop’s evidence timestamp records the scan cycle, not the instant of drift.
Continuous Monitoring Roll-Up (CA-7)
The engine’s loop emits its result into the continuous-monitoring feed: entitlement-review completion, open over-privilege findings by age, idle-entitlement remediation SLA conformance. ServiceNow rolls these into a per-control identity posture that Vol VII Book 04 turns into attestation and KSI evidence, keyed to the same reconciled asset identity the M365, Azure, AWS, and VMware postures use — one compliance picture, not a fifth parallel one.
Closure Necessity
Closure Necessity — SailPoint observes; the estate still needs an owner and a clock
SailPoint ISC Governance discovers over-privileged and idle cloud entitlements with genuine precision — the native stack is sufficient to find the problem. What it does not supply, by design, is the governance wrapper: who owns this finding, by when, under whose approval, with what evidence. Strip the coordination layer and the CIEM dashboard shows a clean entitlement graph while the authorization package has no owned-and-evidenced record an assessor can trace. AC-2, AC-3, and AC-6 are surfaced by SailPoint; they are operated — owned, clocked, evidenced — here, on the identical ServiceNow pipeline every other control family in this volume already uses.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here. Coordination closures — the Azure RBAC/AWS IAM entitlement state operated as tracked work — not a re-closure of the identity-lifecycle mechanisms Vol IX Book 06 owns.
Authorities Closed Here — Native Cloud IAM/RBAC Access-Governance Automation († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	SailPoint ISC Governance (CIEM) findings on Azure RBAC and AWS IAM — over-privileged and idle entitlements — raised as ServiceNow remediation tasks; native IAM console actuates the revocation/rescoping, ServiceNow tracks to closure
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-3
	Access Enforcement
	Over-broad Azure RBAC/AWS IAM policy bindings surfaced by SailPoint ISC Governance become ServiceNow Change tasks with owner and approval before rescoping; the native role/policy binding remains the enforcement point the agency controls
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	SailPoint CIEM identifies entitlements idle 90+ days on Azure RBAC and AWS IAM; ServiceNow raises a scoped-SLA remediation task tracked to closure with re-test evidence
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No


Honest Limits
· VMware/vCenter permissions are not covered. No evidence was found that SailPoint CIEM (or any surveyed alternative) reaches vSphere/vCenter role and permission governance. This is a genuine, unaddressed gap, not a deferred-by-choice scope the way OCI patch orchestration is in Books 06/07 — it should not be cited as though it were closed.
· GCP IAM is a later follow-up. SailPoint’s CIEM coverage extends to GCP; this book’s first pass matches Azure and AWS to mirror the two clouds already covered elsewhere in this volume.
· CIEM findings lag actual state by a scan cycle, identically to Security Hub CSPM and Defender for Cloud in Books 03/06 — “closed” reflects the scan that confirmed it, not the instant the change landed.
· This book does not duplicate Vol IX Book 06. Vol IX Book 06 closes AC-2/AC-5/AC-6 through HR-event-driven JML automation and calendar-based certification campaigns — a different trigger (an HR event or a schedule) than this book’s trigger (a native-cloud entitlement scan finding drift). The two books close overlapping controls through genuinely different mechanisms over different surfaces; neither substitutes for the other.
· This coordination pattern describes an integration design, not a claim of an active, deployed tenant integration today. As with the scoped ServiceNow app in Book 05, standing this up in production requires its own sub-production review and sign-off before any live connector is enabled.
Cross-References
· Vol VII Book 03 (Azure) / Book 06 (AWS) / Book 07 (VMware) — the sibling coordination books this one extends into the identity/entitlement plane; all now reconcile into the same ServiceNow queues.
· Vol VII Book 01 — the reconciled CIs every IAM/RBAC task is raised against; Vol VII Book 04 — where the identity posture roll-up becomes attestation.
· Vol IX Book 06 (Identity & Access Governance) — the JML-automation and certification-campaign lane this book does not duplicate; see Honest Limits.
· ticket-to-machine-not-ticket-to-human whitepaper — the customer-facing synthesis this book’s closure supports.
Provenance
Draft. SailPoint ISC Governance / CIEM, Azure RBAC, and AWS IAM are deployed examples; the detect→raise→actuate-native→close→evidence loop is the invariant, identical to the M365, Azure, AWS, and VMware books. Vendor claims cite vendor documentation (see References) and are dated, not permanent — see the Vendor Currency Doctrine. This book’s entire premise rests on a capability inventory (SailPoint CIEM’s cloud coverage, its VMware gap) taken directly from that week’s vendor research; confirm SailPoint’s, and each CSP’s, current entitlement-governance roadmap before this book informs a Project Plan. The compliance-loop figure is authored as committed house-style SVG.
References
	Claim
	Source

	SailPoint CIEM — native AWS/Azure/GCP cloud IAM entitlement governance, over-privileged/idle-entitlement discovery
	SailPoint — https://www.sailpoint.com/products/identity-security-cloud/atlas/add-ons/cloud-infrastructure-entitlement-management

	SailPoint routes findings into ServiceNow’s Service Desk for ticketing/audit tracking
	SailPoint — https://www.sailpoint.com/products/connectivity-and-integrations/catalog/servicenow

	No confirmed VMware/vCenter CIEM coverage (Honest Limits basis)
	Direct research, 2026-07-28 — no vendor documentation found asserting this coverage

	ServiceNow as workflow/CMDB/evidence coordination hub
	Expansion Plan §16 — docs/customer-documents/federal-compliance-series/Compliance_Series_Expansion_Plan_Substrate_Accreditation.md


Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-19 16:20 ET
Series Context — This is the Volume VIII overview of the Federal Compliance series. Volume VIII is the multi-cloud DDI (DNS, DHCP, IPAM) landing-zone automation kit — the deep, per-platform implementation of the naming plane that Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) establishes at the architecture level. Its chapter content is the repo-root infoblox-ddi-book/ kit, an independently distributable book; this volume binds it into the series through the compliance spine, this overview, and cross-references — the series’ “one program, one spine, named volumes” model.
Scope note — this volume is intentionally multi-CSP
The rest of this task narrows to FedRAMP Moderate + Microsoft GCC Moderate (Vol VII). Volume VIII is the one deliberate breadth exception, by author direction (2026-07-12): it spans Azure, AWS, Google Cloud, OCI, and VMware. DDI is a foundation service every landing zone needs regardless of CSP, and the kit’s value is precisely the cross-cloud comparison — so it is merged whole rather than trimmed to Azure. The GCC-Moderate governance boundary still applies to the ServiceNow orchestration chapter (its §7.4), which is where federal control closure is operated; the per-CSP chapters are the mechanism build-out beneath it.
What This Volume Addresses
The architecture volumes name the naming plane as a truth plane: authoritative DNS, DHCP, and IP address management are the source of truth every other plane depends on to find, address, and inventory what it governs (SC-20/21/22, CM-8). Vol I Book 01 argues why that plane is required and why no scanner can author it. This volume is the deployable realization of that plane, worked one CSP at a time — a platform engineer can take any chapter from a blank landing zone to a production-grade Infoblox DDI and DNS-security layer inside it, then read the ServiceNow chapter to put a governed, audited front door on the whole thing.
The strategic argument for unified DDI — why per-CSP DNS sync fails, the AD DNS departure, the certificate-DNS surface, and the Cisco Catalyst SD-WAN interception problem — is developed in the companion whitepaper Next Generation DNS; this volume is the per-platform build-out beneath that argument.
Because DDI is the join key the rest of the series reconciles to — the CMDB (Vol VII Book 01), the multi-CSP patch queue (Vol III Book 03), and the evidence fabric (Vol III Book 07) all key on the authoritative asset identity IPAM owns — this volume is upstream of much of the program. It is placed last in reading order only because it is the deepest implementation detail; in dependency order it is near the root.
Books in This Volume
Each book below is a chapter of the infoblox-ddi-book/ kit; the volume overview (this book) is the series front door to it. Chapter files are referenced by path, not relocated, so the kit stays independently distributable and its existing cross-references and CI coverage are undisturbed.
Volume VIII — Multi-Cloud DDI Landing-Zone Automation
	Book
	Chapter (in infoblox-ddi-book/)
	Role

	Vol VIII Book 00
	(this overview)
	Series front door; scope note; the volume’s control-closure roll-up

	Vol VIII Book 01
	01-azure.md
	DDI on Microsoft Azure (Azure DNS/DHCP; IPAM automation)

	Vol VIII Book 02
	02-aws.md
	DDI on Amazon Web Services (Route 53; VPC IPAM)

	Vol VIII Book 03
	03-gcp.md
	DDI on Google Cloud (Cloud DNS; IPAM)

	Vol VIII Book 04
	04-oci.md
	DDI on Oracle Cloud Infrastructure (OCI DNS; IPAM)

	Vol VIII Book 05
	05-vmware.md
	DDI on VMware (VCF / vSphere / NSX-T)

	Vol VIII Book 06
	06-cross-platform-operations.md
	Cross-platform operations & multi-cloud governance (the naming-plane roll-up)

	Vol VIII Book 07
	07-servicenow-orchestration.md
	ServiceNow orchestration — the governed, GCC-Moderate front door (§7.4 control mapping)

	Vol VIII Book 08
	08-servicenow-led-implementation.md
	ServiceNow-led implementation strategy

	Vol VIII Appendix A
	appendix-A-sizing-cost-ipv6-dhcp.md
	Sizing, cost, IPv6/dual-stack, and DHCP guidance


How This Volume Fits the Program
Volume VIII is the deployable realization of Vol I Book 01’s naming plane and the multi-cloud build-out of the DDI/IPAM necessity the series anchors there. It is depended on by:
· Vol VII Book 01 (CMDB Reconciliation) — the ServiceNow CMDB reconciles every M365/Azure CI to the authoritative IPAM/DDI identity this volume stands up (the CM-8 join key).
· Vol VII Book 05 (The ServiceNow Compliance App) — generalizes this volume’s ServiceNow orchestration pattern (Book VIII-07: catalog → approval/SoD → apply → validation gate → CMDB close) from DDI provisioning to control-compliance work.
· Vol III Book 03 / Book 07 — the multi-CSP patch queue and evidence fabric key on the same authoritative asset identity.
Truth is separated from enforcement, as everywhere in the series: the DDI/IPAM plane this volume builds is a truth plane (depended on, not re-platformed casually); the per-cloud provisioning pipelines and the ServiceNow front door are enforcement/coordination planes on top of it.
Governance Boundary
The per-CSP chapters are the mechanism build-out and are CSP-agnostic by design. Federal control closure is operated at the ServiceNow front door (Book VIII-07 §7.4), which coordinates the GCC-Moderate boundary: the ServiceNow Government Cloud platform holds FedRAMP High authorization and coordinates a Moderate boundary — the High-on-Moderate boundary treatment (High conservatively encompasses the Moderate baseline; the CMDB reconciles to IPAM/DDI, never replaces it) is stated once in Vol VII Book 00 §“Authorization Boundary Treatment — ServiceNow High-on-Moderate” and inherited here without restatement. The instance runs a MID Server in-boundary so credentials and Terraform execution never leave the ATO boundary, and the Universal DDI SaaS path is gated by an explicit boundary acknowledgment. The catalog approval, the change record, the validation-gate verdict, and the CMDB reconcile are the audit evidence — the same coordination discipline Volume VII applies to M365 and Azure compliance.
Authorities Closed Here — Volume VIII (cross-cutting books)
The per-CSP chapters realize the naming plane; the two cross-cutting books carry the volume’s spine-generated control closures. Both tables below are generated from the series compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; they are not hand-edited here. Necessity for the naming plane itself is anchored in Vol I Book 01 — these rows are the multi-cloud realization and the governed-front-door closures, not a re-anchoring.
Cross-Platform Operations & Multi-Cloud Governance (Book VIII-06)
Authorities Closed Here — Cross-Platform Operations & Multi-Cloud Governance († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8
	System Component Inventory
	IPAM as the authoritative multi-cloud address/subnet inventory (CM-8 join key) reconciled across per-CSP discovery adapters
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	One authoritative Infoblox DDI naming plane spanning Azure/AWS/GCP/OCI/VMware, per-cloud discovery adapters reconciling to it
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA TIC 3.0
	Network
	KSI-CNA
	No

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	HA/anycast DDI service architecture with fault-tolerant resolution across cloud boundaries
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Network
	KSI-CNA
	No


ServiceNow Orchestration — Governed Front Door (Book VIII-07)
Authorities Closed Here — ServiceNow Orchestration — Governed Front Door for DDI († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-5
	Access Restrictions for Change
	Separation-of-duties gate in the catalog approval flow (requester ≠ approver) over DDI changes
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AU-2
	Event Logging
	Immutable request/approval/apply/validation audit trail emitted from the ServiceNow closed loop into the evidence contract
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No

	CM-3
	Configuration Change Control
	Service Catalog → Flow Designer approval/SoD → Terraform apply → validation gate → CMDB close: DDI provisioning gated by an approved, audited change record
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No


Cross-References
· infoblox-ddi-book/ — the chapter content of this volume (independently distributable kit).
· Vol I Book 01 (Cloud Landing Zone, IPAM/DDI, FedRAMP) — the architecture-level naming-plane necessity this volume realizes.
· Vol VII Book 01 / Book 05 — the CMDB reconcile and the ServiceNow compliance app that build on this volume’s IPAM/DDI identity and orchestration pattern.
· federal-compliance-compliance-spine.yml — the SSOT registering this volume (vol-8) and its control closures.
Provenance
This overview merges the InfoBlox DDI landing-zone kit into the Federal Compliance series as Volume VIII, by author direction. The chapter content is not relocated — it remains the repo-root infoblox-ddi-book/ kit and keeps its own conventions and figures; this volume binds it to the series via the spine, this overview, and cross-references. The multi-CSP breadth is a deliberate, author-directed exception to the task’s GCC-Moderate scope. Vendor claims in the chapters cite vendor documentation per the kit’s own references. The volume map above is authored as committed house-style SVG (rasterized to PNG).
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-19 17:05 ET
Series Context — This is the Volume IX overview of the Federal Compliance series. Volume VII established the ServiceNow coordination layer for control-compliance drift on M365 and Azure. Volume IX extends that same layer to day-2 operations — the governed catalog for the common Entra / M365 / Azure helpdesk tasks, the landing-zone front door, app-registration governance, and Teams telephony. Where Vol VII asks “is this control drifting?”, Volume IX asks “is this operator request governed, least-privilege, and evidenced?” — the same coordination discipline, applied to the work a service desk does every day.
Scope — FedRAMP Moderate & Microsoft GCC Moderate
This volume targets FedRAMP Moderate + Microsoft GCC Moderate exclusively (M365 GCC + Moderate-targeted Azure). Actuation is via Microsoft Graph through the in-boundary MID Server; other CSPs and higher boundaries are deferred, consistent with the rest of the current program.
Volume IX runs on the same ServiceNow Government Cloud coordination hub as Volume VII, which holds FedRAMP High authorization. The High-on-Moderate boundary treatment — why a High-authorized hub coordinating a Moderate boundary is a conservative, documented posture — is stated once in Vol VII Book 00 §“Authorization Boundary Treatment — ServiceNow High-on-Moderate” and inherited here without restatement. The platform-optionality position — ServiceNow is the recommended, not mandatory coordination platform; the requirement is the coordination contract, and named alternatives (authorized workflow/CMDB platform, or a composed Azure DevOps/GitHub + Logic Apps + Sentinel pipeline) satisfy it — is likewise stated once in Vol VII Book 00 §“ServiceNow is the recommended coordination platform — not a mandatory one” and inherited here.
What This Volume Addresses
Volume VII established the pattern for operating compliance drift as owned, evidenced work. But the highest-volume work a federal cloud team does is not drift remediation — it is day-2 operations: onboarding a user, resetting an authenticator, granting a group, standing up a subscription, registering an app, assigning a phone number. Done as portal clicks, each of these is an ungoverned, unevidenced change to an identity-attributed or configuration-controlled surface — exactly the gap an assessor probes.
This volume applies the Vol VII discipline to that work: every operator request is a typed, control-mapped catalog item; the approval gate is the one the control requires; actuation is Graph through the in-boundary MID (never standing tenant admin); and every action is an audited change record reconciled to the CM-8 join key. The result is that routine operations produce compliance evidence instead of eroding it.
The Day-2 Discipline
Four rules govern every catalog item in this volume — the same coordination contract as Vol VII, expressed for request-driven work:
1. Typed, control-mapped request. No day-2 action is a free-text ticket or a portal click; it is a catalog item bound in the compliance spine to the NIST control it satisfies (see each book’s Authorities table).
1. The approval gate the control requires. A password reset is identity-verified; a Conditional-Access exception needs a security approver; a privileged group is time-bound and reviewed. The gate is a property of the control, not a workflow convenience.
1. Graph via the in-boundary MID; never standing admin. The connector holds scoped, logged, individually-approved write — never blanket tenant administration over the estate it serves (AC-6).
1. Audited and reconciled. Every action emits a change/approval record (CM-3 / AU-2) reconciled to the IPAM/DDI-keyed CMDB (CM-8), feeding Vol VII Book 04 attestation.
Books in This Volume
Volume IX — ServiceNow Day-2 Operations
	Book
	Title
	Focus
	Roadmap lane / issue

	Vol IX Book 00
	Volume Overview (this book)
	The day-2 coordination discipline
	—

	Vol IX Book 01
	Helpdesk & ITSM Catalog
	JML, password/MFA reset, unlock, group/license, guest invite
	Lane C · #1139

	Vol IX Book 02
	Landing Zone Front Door
	Catalog request → change-controlled IaC → CMDB reconcile
	Lane D

	Vol IX Book 03
	App Registration Governance
	Request → scoped consent → secret/cert lifecycle → attestation
	Lane E · #1140

	Vol IX Book 04
	Teams Telephony Catalog
	Number/calling-policy/E911 catalog + Teams SCuBA drift
	§4 · #1141

	Vol IX Book 05
	SaaS Integration Governance
	The Entra app gallery as a governed SA-9 event — SaaS provisioning gated on a recorded FedRAMP authorization (Lane F)
	Lane F

	Vol IX Book 06
	Identity & Access Governance
	Event-driven JML from the HRIT SSOT, access-certification campaigns, and the IAM evidence feed (Kit Expansion Phase 2 — gated on requirements v1.0)
	Phase 2 · #1221


Closure Necessity — Operations That Evidence Themselves
Closure Necessity — an ungoverned routine action is a standing finding
Volume IX does not re-close the identity and configuration mechanisms Volumes I, VI, and VII establish. Its necessity is operational: the highest-frequency changes to the estate are day-2 requests, and if they are not governed, approved, least-privilege, and evidenced, they are the largest continuous source of control erosion an assessor will find. AC-2 is not satisfied by a JML someone does by hand; IA-5 is not satisfied by a help-desk password reset with no identity proofing; AC-6 is not satisfied by a standing-admin group grant. This volume makes routine operations produce the evidence the authorization package needs.
How This Volume Fits the Program
Volume IX depends on Volume I’s naming plane (the CM-8 join key), Volume VII’s coordination pattern and scoped-app discipline, and Volume VI’s landing-zone and identity-as-code artifacts (the IaC the landing-zone front door drives). It produces the audited, control-mapped operational record that Vol VII Book 04 lifts into attestation and the FedRAMP 20x KSI feed. Truth is separated from enforcement throughout: IPAM/DDI and HRIT remain the truth planes; the day-2 catalog is a coordination/enforcement plane on top of them.
Cross-References
· ticket-to-machine-not-ticket-to-human whitepaper §5.1 — cites this volume’s MacdrOrchestrator.js as a working, tested reference implementation of the paper’s Closure Necessity loop, applied to identity lifecycle (AC-2/AC-3/AC-6) rather than configuration drift.
· Vol VII (all books) — the compliance-coordination layer this volume extends to day-2 work.
· Vol I Book 04 (HRIT Identity SSOT) — the identity source of truth the JML catalog provisions from.
· Vol VI Book 01/02 (Landing Zone / Identity as Code) — the IaC the landing-zone front door drives.
· Vol I Book 06 (Federal Telecommunications Modernization) — the telephony architecture Book 04 puts a catalog on.
· servicenow-day2/helpdesk-control-map.json — the machine-readable catalog → control binding.
· federal-compliance-compliance-spine.yml — the SSOT registering this volume (vol-9) and its closures.
Provenance
This overview establishes the day-2 operations layer of the series, extending Volume VII’s coordination doctrine. Functions and planes are named, not organizations; ServiceNow is the deployed coordination example; the substitution path is preserved where a workflow platform is interchangeable. Every book carries a Date Code. The volume map above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom; further per-book figures follow in the figure pass.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-21 14:46 ET
Series Context — Volume IX Book 01. The highest-volume day-2 surface: the everyday Entra / M365 / Azure help-desk requests — joiner/mover/leaver, credential resets, group and license grants, guest invites. This book turns each into a typed, control-mapped ServiceNow catalog item actuated through the in-boundary MID, so routine operations produce compliance evidence instead of eroding it.
What This Document Addresses
A service desk performs hundreds of identity changes a week. Each one — a new account, a password reset, a group add — is a change to an identity-attributed surface that a control governs (AC-2, IA-5, AC-6). Performed as a portal click by a standing-admin operator, it is ungoverned, unevidenced, and least-privilege only by hope. Multiplied across a week, that is the largest continuous source of control erosion in the estate.
This book expresses those requests as governed catalog items. The machine-readable binding lives in servicenow-day2/helpdesk-control-map.json — each item mapped to its control, approval gate, KSI, and evidence slot, a projection of the compliance spine and CI-checked against it.
The Catalog
Ten items across three families. Each is a request, not a click; each carries the approval gate its control requires.
	Catalog item
	Control
	Approval gate
	Note

	New account (Joiner)
	AC-2
	manager + identity
	Provision from the HRIT SSOT (Vol I Book 04); least-privilege baseline

	Role/scope change (Mover)
	AC-6
	manager + identity
	Access review on change; remove stale entitlements

	De-provision (Leaver)
	AC-2
	manager + identity
	Evidenced: disable, revoke sessions, reassign owned objects

	Password reset
	IA-5
	self-service / service-desk
	SSPR where policy allows; else identity-verified gate

	MFA-method reset
	IA-5
	service-desk + verify
	Identity-proofing required; log + alert (social-engineering target)

	Account unlock
	IA-5
	self-service / service-desk
	Repeated unlocks are a Vol VI Book 03 detection signal

	Group membership
	AC-6
	owner + approver
	Time-bound where elevated; access-review linked

	License assignment
	AC-2
	manager
	Group-based licensing preferred

	Conditional-Access exception
	AC-3
	security approver
	Reuse Vol VII Book 02 — mandatory expiry + review

	Guest / B2B invite
	AC-2
	sponsor + security
	Sponsor + expiry


Reuse, don’t reinvent. The Conditional-Access exception item is the same pattern Vol VII Book 02 already models (mandatory break-glass exclusion, expiry, access review). The help-desk catalog invokes it; it does not fork a second CA-exception path.
The Request Loop
Every item runs the same governed loop — the day-2 analogue of the Vol VII compliance loop:
1. Request — a typed catalog item against the reconciled identity CI, with the requester, target, and justification.
1. Approve — the gate the control requires (self-service, manager, identity, owner, or security approver — per the control map).
1. Actuate — Microsoft Graph through the in-boundary MID Server; the connector holds scoped, logged, individually-approved write — never standing tenant admin (AC-6).
1. Evidence — the request, approval, and Graph result become a change record (CM-3 / AU-2) reconciled to the CM-8 CMDB, feeding Vol VII Book 04 attestation.
The leaver is the one that fails audits. De-provisioning is an evidenced obligation, not a courtesy: disable the account, revoke active sessions and refresh tokens, and reassign owned objects (groups, app ownerships, mailboxes). A leaver “done” with no evidence trail is an orphaned-credential finding waiting to happen — the exact gap the audited catalog closes.
Identity MACD-R — The Five Verbs at the Help Desk
Every identity operation the catalog fulfills is one of five verbs — a Move, Add, Change, Deletion, or Reset — and each verb travels the full authorized path of the series’ MACD-R Lifecycle Doctrine (Vol 0 Book 00): SSOT-originated, authoritatively authorized, executed under a just-in-time scoped role, closed with provenance, and emitting evidence automatically. The verbs differ in what originates them, what the closure probe must verify, and which controls they exercise:
	Verb
	Identity meaning
	SSOT origin
	Closure probe verifies
	Controls exercised

	Add
	Joiner: account provisioned, groups/licenses derived, MFA registered, SCIM fan-out to federated apps
	HR joiner event
	Account exists with exactly the derived entitlements; MFA method registered; every SCIM-connected app provisioned
	AC-2, IA-4, IA-5

	Move
	Mover: role/unit change → attributes updated, group and license membership re-derived, app access re-evaluated
	HR mover event
	New derivation matches the SSOT record; stale entitlements from the old role removed
	AC-2, AC-6

	Change
	Entitlement or attribute change outside a role move: access requests, group adds, delegation grants
	Governed request resolved against the SSOT record
	The granted scope equals the approved scope — nothing broader
	AC-2, AC-6

	Deletion
	Leaver: disable, revoke sessions and tokens, deprovision every federated app, reassign owned objects — including the leaver’s anchored non-human estate (owned service accounts and app registrations transfer per the Human-Anchor Rule)
	HR leaver event
	Account unusable everywhere; zero live sessions; SCIM deprovisioned in each connected app; no orphaned objects or ownerless non-human identities
	AC-2, AC-2(3), IA-4

	Reset
	Credential events: password reset, MFA method reset, session revocation
	Governed request against the SSOT identity
	Re-proofing performed to policy before issuance; new credential meets IA-5; old credential unusable
	IA-4, IA-5, AC-2


Reset is the highest-risk verb, and it is the one attackers order from the help desk. A password or MFA reset re-issues the keys to an identity on the strength of a phone call — the classic help-desk social-engineering entry. The catalog’s Reset items therefore gate on identity re-proofing to policy (IA-4 discipline: verified against the SSOT record, not caller-supplied facts), execute under a scoped just-in-time role, and close only on a probe confirming the old credential is dead and the new one meets policy. A Reset closed manually, with no re-proofing payload, is precisely the closure the Closure Provenance Doctrine refuses to count.
The matrix is the doctrine made operational: the five verbs are the same five the SSOT Registry (Vol 0 Book 00) governs for every object class — what changes at the help desk is only the class (human identities here, their anchored non-human estate on the Deletion row) and the probes.
Closure Necessity
Closure Necessity — the help desk is a control surface, not a convenience
Volumes I and VII establish that verified identity, phishing-resistant auth, and least privilege are the mechanisms. This book makes the routine exercise of those mechanisms governed and evidenced. Without it, AC-2, IA-5, and AC-6 are eroded a hundred small clicks at a time — each unlogged, each least-privilege by hope. The catalog does not add a new control; it stops the highest-frequency operations from quietly dismantling the ones already claimed.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here.
Authorities Closed Here â€” Helpdesk & ITSM Catalog (Entra Â· M365 Â· Azure) (â€  = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	Joiner/mover/leaver, guest invite, and license/group requests as governed ServiceNow catalog items over Entra (Graph via in-boundary MID); leaver de-provisioning evidenced
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-3
	Access Enforcement
	Conditional Access exceptions issued only as governed catalog items with a mandatory expiry and a scheduled access review â€” an exception weakens a blocking enforcement control and is treated as such, never granted standing
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	Group and privileged-access requests time-bound and access-reviewed; no standing elevation granted by a helpdesk click
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	IA-5
	Authenticator Management
	Password reset, MFA-method reset, and account unlock as identity-verified catalog items (self-service via SSPR where policy allows; else approver-gated)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No


Honest Limits
· Self-service items (SSPR, unlock) are only as strong as the tenant’s authentication-method policy; a weak SSPR policy is a Vol VI Book 02 configuration concern, not a catalog fix.
· The catalog governs the request; a standing global administrator can still act out of band — Vol VII Book 02 detections and access reviews catch that.
· Substituting the ITSM platform changes the catalog and connector syntax; the request→approve→actuate-via-MID→evidence discipline is invariant.
Cross-References
· servicenow-day2/helpdesk-control-map.json — the machine-readable catalog → control binding this book documents.
· Vol I Book 04 (HRIT Identity SSOT) — the identity source of truth the JML items provision from.
· Vol VII Book 02 — the Conditional-Access exception pattern this catalog reuses; Vol VII Book 04 — where the audited actions become attestation.
· Vol IX Book 03 — app-registration governance (service-principal identity lifecycle, the machine analogue of JML).
Provenance
Draft. ServiceNow, Microsoft Graph, and Entra are deployed examples; the request→approve→actuate-native→evidence discipline is the invariant. Vendor claims cite vendor documentation. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-12 15:00 ET
Series Context — Volume IX Book 02. The infrastructure-as-code exists (Vol VI Book 01); what is missing is the governed front door — the catalog request that drives it. This book puts a ServiceNow catalog item on the landing-zone IaC so a subscription, virtual network, or subnet is provisioned through an approved, change-controlled pipeline and reconciled to the authoritative IPAM/DDI record at allocation time.
What This Document Addresses
Landing-zone infrastructure-as-code is a solved problem in this series — Terraform and Bicep modules stand up subscriptions, networks, and subnets from reviewed source (Vol VI Book 01). But a module that anyone can apply from a laptop is not change control, and an address block allocated outside the naming plane is a CM-8 gap the moment it exists. The gap is the front door: the governed request that turns “run the module” into “an approved, evidenced, reconciled provisioning event.”
This book supplies that front door, reusing the exact pattern the DDI ServiceNow app specifies as a scoped-app kit (infoblox-ddi-book/servicenow-app/): catalog request → approval / separation-of-duties → speculative Terraform plan → apply → validation gate → CMDB reconcile → close.
The Provisioning Loop
	Step
	What happens
	Control

	1. Request
	A catalog item captures the landing-zone parameters (environment, size, address requirements) as typed variables, not free text
	—

	2. Approve / SoD
	The request routes through approval with separation of duties (requester ≠ approver)
	CM-3, CM-5

	3. Plan
	The CPG Terraform Connector runs a speculative plan the approver reviews before any state changes
	CM-3

	4. Apply
	On approval, the change-controlled pipeline applies the reviewed source idempotently — deployed state equals reviewed source
	CM-2

	5. Reconcile
	The address/subnet allocation is written to and reconciled with the authoritative IPAM/DDI record
	CM-8

	6. Close
	The validation gate confirms the landing zone matches intent; the change record and gate verdict are the evidence
	CM-3, AU-2


No landing zone stands up outside the naming plane. Step 5 is the load-bearing one: an address block allocated by IaC but never reconciled to IPAM/DDI is shadow inventory (a CM-8 / BOD 23-01 finding) the moment it exists. The front door makes reconciliation part of provisioning, not a later clean-up.
Reuse — This Is the DDI App, Generalized
The DDI ServiceNow app (Vol VIII Book 07, infoblox-ddi-book/servicenow-app/) implements this loop as a scoped-app kit for DNS-backed subnet provisioning: a catalog item fronts a Terraform module through the CPG Connector, a MID-Server gate validates, and the Service Graph Connector reconciles to the CMDB. This book extends the same records to full landing-zone provisioning — same connectors, same in-boundary MID, same validation-gate discipline, broader module scope.
Closure Necessity
Closure Necessity — IaC without a governed front door is not change control
Landing zones expressed as reviewable source close CM-2 and CM-3 — the change-control authorities this book anchors as a governed front door; CM-6 configuration settings close in Volume III’s systems-management books. This book makes the invocation of that source governed — an approved, SoD-gated, evidenced provisioning event reconciled to the naming plane. Without the front door, the same modules are a click-path with no approval trail and no guarantee the allocation reached IPAM — CM-3 becomes an assertion and CM-8 forks. The IaC is necessary; the governed front door is what makes it assessable.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — Landing Zone Front Door (catalog → IaC → CMDB) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8
	System Component Inventory
	Subnet/address allocation reconciled to the authoritative IPAM/DDI record (CM-8) at provisioning time — no landing zone stood up outside the naming plane
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	CM-3
	Configuration Change Control
	Catalog approval → speculative Terraform plan → apply → validation gate → CMDB close as the CM-3 gate for landing-zone changes
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No

	CM-2
	Baseline Configuration
	Landing-zone catalog request drives the change-controlled IaC pipeline (Terraform/Bicep) — deployed state equals reviewed source
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No


Honest Limits
· The front door governs provisioning; drift after apply is a Vol VII Book 03 (Azure Policy) concern — the two compose (provision governed, then monitor drift).
· The speculative plan is only as safe as the module’s blast radius; destructive changes carry a heightened approval gate.
· Reconciliation depends on the IPAM/DDI backend chosen in the Volume VIII / InfoBlox decision; until that lands, the reconcile step targets whatever authoritative record exists.
Cross-References
· Vol VI Book 01 (Landing Zone & Network as Code) — the IaC this front door drives.
· Vol VIII Book 07 / infoblox-ddi-book/servicenow-app/ — the DDI catalog→Terraform→gate→CMDB pattern this book generalizes.
· Vol I Book 01 (IPAM/DDI) — the authoritative record allocations reconcile to (CM-8).
· Vol VII Book 04 — where the provisioning evidence becomes attestation.
Provenance
Draft. ServiceNow, the CPG Terraform Connector, Terraform/Bicep, and Azure ALZ are buildable-kit examples; the catalog→approve/SoD→plan→apply→reconcile→close discipline is the invariant. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-16 09:48 ET
Series Context — Volume IX Book 03. App registrations are the machine analogue of the joiner/mover/leaver lifecycle — and one of the largest sources of long-lived-secret and over-consent risk in an Entra estate. The architecture is set (Vol I Book 03 Certificates & Tokens; Vol VI Book 02 Identity & Access as Code); this book adds the governed lifecycle: request, scoped consent, short-lived credentials, owner-approved rotation, and attestation.
What This Document Addresses
An app registration is a workload identity: a service principal with credentials and consented permissions. Left ungoverned, it is where credential sprawl lives — long-lived client secrets pasted into config, over-broad admin consent granted “to make it work,” and orphaned apps whose owner left months ago. Each is a standing violation of least privilege (AC-6) and secure authenticator management (IA-5).
This book governs the whole lifecycle as catalog work, closing AC-2, IA-5(2), SC-17, and AC-6, and feeding Vol VII Book 04 attestation.
The Lifecycle
	Stage
	What happens
	Control

	1. Request
	An app-registration request captures owner, purpose, and the specific scopes needed
	AC-2

	2. Consent
	Scoped, admin-consented permissions only — no blanket delegation; any privileged or write scope requires a security approver, least privilege the default
	AC-6

	3. Credential
	A short-lived certificate (ACME) or a secret with a mandatory expiry — no long-lived secrets in config
	IA-5(2), SC-17

	4. Rotate
	Rotation is raised automatically before expiry and approved by the owner — the app never depends on a human remembering
	IA-5(2)

	5. Attest
	Ownership and scope re-attested on a cadence; orphaned or expired registrations flagged
	AC-6, CA-7


No long-lived secrets. The single highest-value rule in this book: credentials are short-lived and rotated on schedule. A client secret with a two-year expiry sitting in a pipeline variable is the credential an attacker wants most; certificate-based, short-lived identity removes the target. This is the IA-5(2) / SC-17 closure, applied to workload identity.
App Registrations Are Machine JML
The lifecycle above is deliberately the same shape as the human joiner/mover/leaver catalog (Book 01): a request with an owner, a governed change of scope, and an evidenced retirement. The leaver step is the one most often skipped for apps — an orphaned service principal with live credentials is exactly the ghost-credential risk that human de-provisioning is meant to close. Attestation (stage 5) is the machine-identity equivalent of an access review.
Closure Necessity
Closure Necessity — a workload identity with no lifecycle is a permanent liability
Volume I/VI prove that certificate-based, short-lived, least-privilege credentials are the mechanism. This book makes the lifecycle of a workload identity governed and evidenced. Without it, app registrations accumulate long-lived secrets and over-broad consent that no scanner authored and no owner reviews — IA-5(2), SC-17, and AC-6 quietly regress with every “temporary” secret that never expires. Governing the lifecycle is what keeps the mechanism true over time.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here â€” App Registration Governance (request Â· consent Â· secret/cert lifecycle) (â€  = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	App registrations managed as machine joiner/mover/leaver: a governed request captures owner, purpose and the specific scopes needed before any credential exists, and orphaned registrations are retired through attestation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	Scoped admin consent; over-broad/privileged scopes gated by a security approver; orphaned/expired app registrations flagged for attestation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5(2)
	Public Key-Based Authentication
	App-registration credentials issued as short-lived certs (ACME) with mandatory expiry and scheduled, owner-approved rotation â€” no long-lived secrets in config
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; EO 14028
	Identity
	KSI-IAM
	No

	SC-17
	Public Key Infrastructure Certificates
	Certificate issuance and rotation for service principals via the governed catalog
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No


Honest Limits
· Not every app supports certificate credentials; where a secret is unavoidable, the expiry is short and rotation is still automated — the exception is documented, not silent.
· Consent governance covers new grants; a sweep of existing over-consented apps is a one-time remediation the attestation cadence then maintains.
· Rotation depends on the certificate authority chosen in Vol I Book 03 / Vol VI Book 02; this book governs the workflow, not the CA.
Cross-References
· Vol I Book 03 (Certificates & Tokens) and Vol VI Book 02 (Identity & Access as Code) — the cryptographic-identity architecture this book governs the lifecycle for.
· Vol IX Book 01 — the human JML this app lifecycle mirrors.
· Vol VII Book 04 — where attestation of app-registration ownership/scope lands (CA-7).
Provenance
Draft. Entra app registrations, ACME, and certificate-based service-principal auth are deployed examples; the request→scoped-consent→short-lived-credential→rotate→attest discipline is the invariant. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-14 11:56 ET
Series Context — Volume IX Book 04. The Teams telephony architecture is already established in Vol I Book 06 (Federal Telecommunications Modernization) — Teams Phone, session border controllers, Direct Routing, Operator Connect, and Calling Plans. This book adds the two things that make it operationally complete: a governed telephony catalog for the standing operator tasks, and Teams SCuBA drift wired into the Vol VII M365 compliance loop.
What This Document Addresses
Teams telephony carries two kinds of day-2 work that are typically ungoverned. The first is operator requests — assigning a phone number, setting a calling policy, changing voice routing — each a change to a configuration surface with real safety and audit implications (emergency calling, toll fraud, lawful-access logging). The second is secure-configuration drift — the Teams service has a CISA SCuBA baseline just like the rest of M365, and it drifts.
This book governs the first as catalog items and folds the second into the existing compliance loop, so the telephony estate is both operable and continuously assessed.
Part 1 — The Telephony Catalog
	Catalog item
	Control
	Note

	Phone-number assignment / release
	CM-3
	Reconciled to the number inventory; release returns the number to the pool

	Calling-policy / dial-plan assignment
	CM-3
	Least-privilege calling scope (e.g., domestic-only by default)

	Emergency address (E911) validation
	CM-3
	Validated on assignment — a mis-mapped emergency address is a life-safety defect

	Voice-routing / SBC change
	CM-3
	Change-controlled; SBC config is a boundary-affecting change

	Call-detail + admin-action telemetry
	AU-2
	CDRs and telephony admin actions routed into the evidence contract at onboarding — the collection item that carries this book’s AU-2 closure


E911 is not optional metadata. Emergency-address validation is the one telephony step where a silent error has physical consequences: a phone whose registered location is wrong sends responders to the wrong place. The catalog validates the emergency address at assignment time — it is a gate, not a form field.
Part 2 — Teams SCuBA Drift
Teams is an M365 workload with a CISA SCuBA secure-configuration baseline (external access, meeting policies, app permissions, federation). This book does not build a new compliance loop for it — it extends the Vol VII Book 02 M365 loop to the Teams surface: the SCuBA assessment runs, a new baseline fail becomes a typed ServiceNow Change/Incident against the Teams service CI, an owner remediates on the native surface, and re-test closes it with evidence (CM-6). One loop, one more surface.
Closure Necessity
Closure Necessity — voice is a governed surface, not a phone system
Vol I Book 06 proves the telephony architecture; the SCuBA baseline and the Vol VII loop prove the compliance mechanism. This book makes the operation of telephony governed: number and routing changes carry change control and E911 validation, and Teams secure-config drift is tracked like any other M365 surface. Without it, voice is the one modern workload still run by ad-hoc admin action — ungoverned changes (CM-3), an untracked SCuBA baseline (CM-6), and an unvalidated emergency-calling posture.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — Teams Telephony Catalog & Teams SCuBA Drift († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-3
	Configuration Change Control
	Number assignment, calling-policy, and voice-routing/SBC changes as change-controlled catalog items with E911 emergency-address validation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No

	CM-6
	Configuration Settings
	Teams SCuBA / secure-baseline drift raised as a ServiceNow Change/Incident, extending the Vol VII Book 02 M365 loop to the Teams surface
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA; CISA BOD 25-01
	Security / supply chain
	KSI-CMT
	No

	AU-2
	Event Logging
	Call-detail and telephony admin actions audited into the evidence contract
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No


Honest Limits
· Media-path confidentiality (SC-8) and the SBC accreditation are Vol I Book 06 concerns; this book governs the operational changes to that architecture, not the transport crypto itself.
· E911 validation is only as good as the address-to-location data source; the catalog validates against it, but the source must be maintained.
· The Teams SCuBA baseline coverage depends on the assessment tooling’s Teams checks (Vol VI Book 08 test-coverage concern).
Cross-References
· Vol I Book 06 (Federal Telecommunications Modernization) — the Teams Phone / SBC / Direct Routing / Operator Connect architecture this book operationalizes.
· Vol VII Book 02 (M365 Compliance) — the loop the Teams SCuBA drift extends.
· CISA SCuBA Secure Configuration Baselines — the SCuBA baseline reference.
Provenance
Draft. Teams Phone, SBC, Direct Routing, Operator Connect, and the SCuBA Teams baseline are deployed examples; the governed-catalog + SCuBA-drift-into-the-loop discipline is the invariant. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-21 14:46 ET
Series Context — Volume IX Book 05. Vol VII Books 02 and 03 automate control compliance on the M365 and Azure surfaces. This book implements the governed catalog for the moment an administrator connects a third-party SaaS to those surfaces. It inherits the coordination doctrine and the boundary treatment from Vol VII Book 00 without restating them, reuses the Vol VII Book 05 scoped-app pattern, and ships as Lane F of this volume’s day-2 kit (servicenow-day2/saas-control-map.json) rather than forking a second app.
What This Document Addresses
An administrator opens the Entra admin center, searches the application gallery, follows a vendor tutorial, and configures SAML SSO and SCIM provisioning to a third-party SaaS. Fifteen minutes. A continuous outbound replica of the agency directory — names, work emails, employee IDs, manager chains, organizational structure — now lives in that vendor’s cloud and stays synced.
The instinct is to read that as a gap: one missing gate, SA-9, to be added. That reading is too small.
Onboarding a SaaS is the single densest control-closure opportunity in the identity estate. SCIM provisioning is automated account management. The leaver event reaching the vendor is account disablement. The signing certificate is an authenticator with a lifecycle. The service principal is a component to inventory. The assignment is access enforcement. Every one of those controls is either closed during provisioning, or silently skipped there — and skipped is the default, because the vendor’s path has no place to put them.
This book is the implementation that closes them. It is not an argument that a gate is missing; it is the catalog, the control map, the actuation surface, and the tests.
Why the gate has to be ours — the motivating measurement, briefly
FedRAMP Moderate for M365 means GCC Moderate, which is paired with Commercial Entra ID on Azure Commercial infrastructure (only GCC High and DoD sit on Azure Government). So the full commercial gallery is available: thousands of apps, full SSO, full provisioning connectors, nothing blocked and nothing marked.
The complete vendor tutorial corpus — 12,940 pages, 1,295 tutorials — was analyzed term-by-term. It carries 50,172 mentions of single sign-on and zero of FedRAMP, authorization boundary, interconnection, ISA, NIST 800-53, CUI, or impact level. The only federal-adjacent sentence, in 18 tutorials (1.4%), is availability boilerplate saying the app is more obtainable. Gallery risk scores name SOC 2, ISO 27001, HIPAA and PCI — not FedRAMP — and sit behind additional licensing.
This is not a criticism of the vendor’s documentation. The tutorials are accurate and correctly scoped to their purpose: making an integration work. Authorization is a customer responsibility and does not travel across a federation trust. The corpus is silent on the boundary because the boundary is not its subject. The consequence is only this: an administrator following the vendor’s own guidance end-to-end never encounters the authorization question — so the control surface is entirely ours, and there is no technical backstop to inherit. The full analysis, and an independent assessment reaching the same conclusion, are in the series critique record.
The Implementation — Lane F of the Day-2 Scoped App
This book ships as a lane in the existing Volume IX day-2 app, not a new one.
Why the implementation lands here
	Decision
	Rationale

	Lane F in servicenow-day2, not a separate scoped app
	validate_day2_control_maps.py globs servicenow-day2/*-control-map.json — the lane is CI-validated from its first commit with zero wiring

	Reuse EntraHelpdeskClient / EntraHelpdeskGate
	The Graph-via-MID plumbing and the SoD/least-privilege pre-flight already exist. SaaS provisioning needs new methods, not a new app, Flow, ATF harness and update set

	Same catalog grammar as Lane E
	Lane E (App Registration) is request → consent → credential → rotate → attest. Lane F is the same shape for the federation trust — one control map schema, one approval model


Placement, resolved. This book lives in Volume IX (Day-2 Operations), alongside the servicenow-day2 app whose Lane F it implements — correcting the earlier Volume VII placement that put the book a volume away from its own implementation. Forking the scoped app to satisfy a volume label would have duplicated Script Includes, Flow, ATF and update set for one lane, which is exactly what Vol VII Book 05 warns against; keeping the lane in the shared day-2 app, with the book beside it, is the right call.
Related debt — since paid. When this book was first drafted, Volume VII registered no kit and the x_fed_compliance app Vol VII Book 05 describes existed only as prose. As of 2026-07-14 the DRAFT skeleton ships at x_fed_compliance/ and is registered in the spine’s kits: section (kit-fed-compliance), so the distribution build bundles it and its control map is CI-validated. Lane F’s placement decision stands on its own merits (reuse of the day-2 plumbing), not on the kit’s absence.
The record model
Lane F adds one data file and a set of methods. Everything else it inherits.
Lane F record model — one new data file, four extensions, one reuse
	Path (in the kit)
	Record / artifact
	Status

	servicenow-day2/saas-control-map.json
	app data (CI-checked)
	New — Lane F bindings: 24 catalog items → (control, task type, approval, actuation, KSI, slot)

	script-includes/EntraHelpdeskClient.js
	sys_script_include
	Extend — add the Graph surface below

	script-includes/EntraHelpdeskGate.js
	sys_script_include
	Reuse — SoD + least-privilege pre-flight, unchanged

	flow/flow-blueprint.md
	Flow Designer blueprint
	Extend — the Governed Day-2 Request flow gains the verify→classify→agree branch

	atf/
	ATF test spec
	Extend — Lane F negative cases below

	update-set/
	update set
	Reuse — the lane assembles into the same importable XML


The Graph surface Lane F needs
EntraHelpdeskClient today carries createUser, resetPassword, resetMfaMethod, assignLicense, inviteGuest — the human JML surface. Lane F adds the integration surface, all routed through the in-boundary MID Server:
The Graph surface Lane F adds — MID-routed, scoped, individually approved
	Method
	Graph operation
	Serves

	instantiateGalleryApp(templateId, displayName)
	POST /applicationTemplates/{id}/instantiate
	saas.register.ci

	getApplicationTemplate(templateId)
	GET /applicationTemplates/{id}
	saas.verify.interfaces (publisher, categories, supported SSO modes)

	setSsoMode(spId, mode)
	PATCH /servicePrincipals/{id} (preferredSingleSignOnMode)
	saas.sso.configure

	setSigningCertificate(spId, cert)
	POST /servicePrincipals/{id}/addTokenSigningCertificate
	saas.credential.issue, saas.pki

	createSyncJob(spId, templateId)
	POST /servicePrincipals/{id}/synchronization/jobs
	saas.scim.enable

	setSyncSecrets(spId, secrets)
	PUT /servicePrincipals/{id}/synchronization/secrets
	saas.credential.issue

	getSyncStatus(spId, jobId)
	GET /servicePrincipals/{id}/synchronization/jobs/{jobId}
	saas.attest, drift detection

	assignAppRole(spId, principalId, roleId)
	POST /servicePrincipals/{id}/appRoleAssignedTo
	saas.assign, saas.roles

	disableSyncJob(spId, jobId) / deleteServicePrincipal(spId)
	DELETE …/jobs/{jobId}, DELETE /servicePrincipals/{id}
	saas.offboard


Least-privilege note. These are write operations on the application layer. The MID-routed service identity holds Application.ReadWrite.OwnedBy and Synchronization.ReadWrite.All — not Application.ReadWrite.All — so the app can only act on integrations it owns. Standing tenant admin is never used, per the Book 00 rule. EntraHelpdeskGate refuses any Lane F actuation whose change record is unapproved or whose approver equals the requester.
Federation Closes the Controls — SSO and SCIM Against 800-53
The Entra SaaS app-integration surface (the per-app SSO and provisioning configuration guides) is not just convenience plumbing — configured under this book’s gate, it is the technical closure mechanism for a specific set of NIST SP 800-53 Rev 5 controls:
· AC-2 (Account Management) — SCIM provisioning centralizes account creation and removal for every federated app: a joiner is provisioned, and a leaver is deprovisioned, in the connected SaaS automatically. The gap SCIM exists to close is the one audits find first — accounts in a SaaS app that outlive the person.
· AC-3 / AC-6 (Enforcement, Least Privilege) — with SSO, access to each application is an assignment decision in the directory (user/group assignment + Conditional Access), not a per-app credential; the least-privilege envelope is administered in one place.
· IA-2 (Identification and Authentication) — federation means every SaaS sign-in is the agency’s authentication event: phishing-resistant MFA and session policy apply universally, including to apps that could never enforce them natively.
· SC-8 (Transmission Confidentiality) — SAML 2.0 / OpenID Connect federation rides TLS with signed assertions; no password ever transits to the SaaS side at all.
· AU groundwork — every federated sign-in and provisioning action lands in the central sign-in and audit logs, feeding the evidence fabric; a directly-credentialed app logs to nowhere the agency reads.
SCIM is what makes identity MACD-R propagate. Every Move, Add, Change, Deletion, and Reset executed against the directory (Vol IX Book 01’s five-verb matrix) rides SCIM to every federated application — one authorized operation, one closure probe, the whole connected estate converged. The converse is the finding: an integrated app without SCIM provisioning is a manual-closure island — its joiners and leavers are hand-worked tickets whose closures carry no probe, exactly the class of unverifiable closure the Closure Provenance Doctrine (Vol 0 Book 00) refuses to count. The catalog therefore treats “SSO without provisioning” as a degraded state that Phase 4 must either remediate or record as an accepted, visible exception.
Configuration is not compliance. The federation mechanics above close technical controls; they do not write the policies (AC-1, IA-1), sign the external-system agreements, or run the access reviews that 800-53 demands alongside them. This book’s own gate closes the external-system direction (AC-20, SA-9 — the authorization verdict before configuration), and the review-and-certification layer is Vol IX Book 06’s subject. Chapter and verse for the split lives in the Authorities table below.
The Catalog — 24 Governed Items, 24 Controls
The ordering is the control. The authorization verdict is recorded before anything is configured, because a verdict collected afterward is a rationalization, not a gate.
Every row below is generated from servicenow-day2/saas-control-map.json, which the CI check validates against the spine — the book cannot drift from the map it describes.
Phase 1 — Intake and authorization
Nothing is configured here. This phase answers may this integration happen at all, and records the answer before anyone can act on the opposite.
Phase 1 — closes SA-9 †; operationalizes AC-20, SA-9(2), AC-4, CA-3, AC-5
	Catalog item
	What happens
	Approval
	Control

	saas.request
	Records the SaaS, its business owner, the business need, and the specific identity attributes it will receive. That last field is what makes classification possible; without it, exposure gets reasoned about from vendor marketing
	owner
	AC-20

	saas.verify.authorization
	The gate. A FedRAMP Marketplace verdict at or above the Moderate baseline, recorded against the request. No verdict, no progression
	security approver
	SA-9 †

	saas.verify.interfaces
	The CSO’s SSO/SCIM endpoints, ports and protocols recorded; the NGFW allow-list and DDI records derive from this, so an undocumented endpoint is drift
	security approver
	SA-9(2)

	saas.classify
	Assertion-only or standing replica? Derived from the attributes captured at request, not judged ad hoc
	automated
	AC-4

	saas.isa
	SCIM path only — an ISA attached and approved before the sync job is enabled
	owner + security
	CA-3

	saas.approve
	Requester may never approve. Privileged scope or any SCIM path requires a security approver distinct from the owner
	security approver
	AC-5


Phase 2 — Register and configure
The integration becomes a governed object — a reconciled CI and an approved change — before it becomes a federation trust.
Phase 2 — operationalizes CM-8, CM-3, IA-2, IA-4
	Catalog item
	What happens
	Approval
	Control

	saas.register.ci
	The service principal, its gallery template id, SSO mode and sync-job state become a CMDB CI reconciled to the authoritative IPAM/DDI asset identity (the CM-8 join key, Book 01). An integration absent from the register is drift
	automated
	CM-8

	saas.change
	Every compliance-affecting change carries an approved, reviewable change record before actuation
	owner + security
	CM-3

	saas.sso.configure
	Federation actuated via Graph through the MID Server — never a portal click. Records that SaaS-local credentials are disabled or exception-approved: “SSO available” is not “SSO required”
	owner
	IA-2

	saas.identifier
	One enterprise identifier per person from the HR-derived worker record (Book 04). The vendor never mints its own identifier for an organizational user
	owner
	IA-4


Phase 3 — Credentials
The SAML signing certificate and the SCIM bearer token are authenticators with lifecycles, not setup steps. This is Lane E’s rule applied to the federation trust.
Phase 3 — operationalizes IA-5(2), IA-5, SC-17
	Catalog item
	What happens
	Approval
	Control

	saas.credential.issue
	Certificate-based where the SaaS supports it; a secret with a mandatory expiry where it does not. No long-lived secret in configuration
	owner
	IA-5(2)

	saas.credential.rotate
	Rotation is raised automatically ahead of expiry and approved by the integration owner, with the SaaS-side update tracked as a change. The trust never depends on a human remembering a three-year certificate
	owner
	IA-5

	saas.pki
	Issuance, publication to the relying party, rollover and revocation under the agency certificate policy — not the IdP’s default self-signed certificate accepted at setup
	owner
	SC-17


Phase 4 — Provision and authorize
Only now does directory data move, and only under an approved scoping filter and attribute mapping.
Phase 4 — operationalizes AC-2(1), AC-3, AC-6
	Catalog item
	What happens
	Approval
	Control

	saas.scim.enable
	Creating the sync job is automated account management. Blocked until saas.isa is approved. Scoping filter and attribute mapping ride in the change record, so which attributes leave is reviewable, not discovered later
	owner + security
	AC-2(1)

	saas.assign
	User/group assignment required — never “available to all users”. The assignment is the enforcement point the agency still controls once the trust exists
	owner
	AC-3

	saas.roles
	App roles mapped from the authoritative org model, not a vendor default. Administrative roles inside the SaaS require a security approver
	security approver
	AC-6


Phase 5 — Lifecycle (joiner/mover/leaver)
The HR system owns the fact (Book 04); this lane is where the fact reaches the SaaS.
Phase 5 — operationalizes AC-2(3), PS-5
	Catalog item
	What happens
	Approval
	Control

	saas.leaver
	The separation event drives disable/remove in the SaaS on the effective date, evidenced per step. Separation-to-revocation interval inside the SaaS becomes a ConMon metric
	manager + identity
	AC-2(3)

	saas.mover
	A transfer re-derives entitlements from the new assignment and raises an access review of the residual
	owner
	PS-5


This phase is why the others matter. Without it the directory is clean and the vendor still holds a live account — the precise failure an assessor probes, and the one an ungoverned portal-click integration guarantees. Separation is not network-observable: absence of logins is indistinguishable from leave. Only an event-driven feed from the owner of the fact starts the revocation on time.
Phase 6 — Evidence
Collection is not review. Both are catalog items, because only an owned task proves somebody looked.
Phase 6 — operationalizes AC-2(4), AU-2, AU-6
	Catalog item
	What happens
	Approval
	Control

	saas.account.audit
	Account create/modify/enable/disable/remove emit audit records automatically, correlated to the originating HR or catalog event
	automated
	AC-2(4)

	saas.logs
	Provisioning and sign-in telemetry routed to the SIEM at onboarding, not retrofitted after an incident
	automated
	AU-2

	saas.audit.review
	A named reviewer, a cadence, a closure record. Collection is AU-2; evidence that somebody looked is AU-6
	security approver
	AU-6


Boundary caveat on saas.logs. This collects what the tenant can see; it does not conjure what the boundary withholds. GCC-Moderate telemetry limits bound what reaches the SIEM in the first place — see the SCuBA boundary-limitations analysis. A ConMon claim built on this must state that limit rather than imply completeness.
Phase 7 — Attest and exit
Authorization is not a one-time fact, and the step most often skipped is the last one.
Phase 7 — operationalizes CA-7, SI-12, AC-2
	Catalog item
	What happens
	Approval
	Control

	saas.attest
	Cadence re-verification of the marketplace verdict, the owner and the attribute scope. A lapsed authorization or orphaned integration raises a task; feeds Book 04 attestation and the KSI pipeline
	owner + security
	CA-7

	saas.retention
	Which attributes flow, from which authoritative source, and the vendor’s retention/deletion commitments — recorded where the data originates, because lineage cannot be reconstructed from the vendor’s copy at audit time
	owner
	SI-12

	saas.offboard
	Disable the sync job, remove assignments, revoke the trust and credential, confirm vendor-side deletion against the retention record, retire the CI
	owner + security
	AC-2


Authorization is not a one-time fact. A CSO can lose its authorization; an integration can outlive its business need. saas.offboard is the step most often skipped — an integration nobody uses still holds a live directory replica and a valid signing certificate.
The Control Map — Data, Checked Against the Spine
servicenow-day2/saas-control-map.json binds each catalog item to (control, task_type, approval, actuation, ksi, slot). It is data, not prose, and validate_day2_control_maps.py enforces on every item:
· boundary == "gcc-moderate" — the series scope parameter, mechanically;
· required fields present;
· every slot is a real evidence slot in federal-compliance-compliance-spine.yml;
· every ksi is a real theme in the in-repo FedRAMP CR26 OSCAL catalog — not a plausible-looking invention;
· every control parses as a NIST SP 800-53 control id.
The spine’s closure rows for this book are derived from that map, so the map and the spine cannot disagree at birth: control, KSI and slot are copied, and only the mechanism prose is authored.
Why the lane is validated for free
validate_day2_control_maps.py globs servicenow-day2/*-control-map.json. Adding Lane F required no wiring — the existing gate picked it up and reported 6 day-2 control maps, 55 catalog items, all consistent with the spine. That is the concrete payoff of reusing the day-2 app instead of forking one.
Tests — What Would Falsify This
ATF cases run against test_mode, extending the Lane E negative suite. A catalog that only tests the happy path proves nothing:
Lane F ATF cases — the negatives are the point
	Test
	Asserts

	configure_without_verdict_is_refused
	saas.sso.configure and saas.scim.enable refuse when no saas.verify.authorization verdict is recorded. The ordering rule, mechanically.

	scim_without_isa_is_refused
	saas.scim.enable refuses when saas.classify = SCIM and no approved saas.isa exists

	sso_only_does_not_require_isa
	The SSO-only path completes without an ISA — over-gating the cheap path is how a control gets routed around

	self_approval_is_refused
	saas.approve refuses when approver == requester

	standing_admin_is_refused
	Lane F actuation refuses if the service identity holds Application.ReadWrite.All

	unreconciled_integration_is_flagged
	An SP present in the tenant with no CI raises drift (the un-governed portal click)

	lapsed_authorization_raises_task
	saas.attest raises a task when the recorded verdict ages past its cadence

	offboard_revokes_trust_and_credential
	saas.offboard leaves no enabled sync job, no assignment, no valid signing certificate


Closure Necessity
Closure Necessity — consent restriction governs who approves, not what they approve
The strongest alternative a reviewer will propose is SCuBA’s application-consent baseline: restrict who may register applications and who may consent (MS.AAD.5.1v1, 5.2v1, 5.3v1). Those are good controls and this series endorses them — but they do not close SA-9.
Consent restriction governs who approves an integration. It says nothing about whether the service on the far end is authorized to hold federal data. A tenant fully compliant with admin-only consent, admin consent workflow configured, still has an administrator — correctly, within policy, through every approved gate — consenting to a CSO with no FedRAMP authorization. Every check passes. The boundary still leaks.
That is a scope gap, not a configuration gap, and no amount of configuration hardening reaches it. Only an authorization verdict recorded against the integration, before configuration, closes SA-9.
What the other 23 closures are, and are not. Per the Vol 0 Book 02 convention, Volume VII/IX rows record where a control is coordinated, evidenced and operated — not a second independent closure claim. The architecture volumes own the primary closure: identity lifecycle in Vol I Book 04, naming and the CM-8 join key in Vol I Book 01, certificates in Vol I Book 03. This lane is the workflow plane where each is made operational and evidenced during provisioning. SA-9 is the exception — it is closed here first, because no other book in the series carries it.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — SaaS Integration Governance (the Entra app gallery as a governed SA-9 event) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8
	System Component Inventory
	The service principal, its gallery template id, SSO mode and sync-job state are registered as a CMDB CI reconciled to the authoritative IPAM/DDI asset identity (CM-8 join key); an integration absent from the register is drift
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	AC-2
	Account Management
	Offboarding disables the sync job, removes assignments, revokes the federation trust and credential, confirms vendor-side deletion against the retention record and retires the CI — the step whose omission leaves a live replica behind
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-2(1)
	Account Management | Automated System Account Management
	Enabling the synchronization job is automated account management: accounts in the SaaS are created, updated and removed from the authoritative directory, with scoping filter and attribute mapping carried in the approved change record
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-2(3)
	Account Management | Disable Accounts
	The HR separation event drives disable/remove in the SaaS on the effective date with per-step evidence; separation-to-revocation interval inside the SaaS becomes a continuous-monitoring metric
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-20
	Use of External Systems
	The governed request records which organizational identity data leaves the boundary, to which external system, and under which authorization — closing the outbound direction that inbound-scoped external-access controls do not reach
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-3
	Access Enforcement
	User/group assignment is required on the enterprise application — never ‘available to all users’ — making the assignment the enforcement point the agency still controls once the trust exists
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-4
	Information Flow Enforcement
	Each integration is classified from the attributes captured at request as assertion-only (transient) or SCIM (a standing directory replica), determining what organizational data may cross and whether an interconnection agreement applies
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Data
	KSI-IAM
	No

	AC-5
	Separation of Duties
	Requester may never approve; privileged scopes and any SCIM path require a security approver distinct from the business owner, enforced pre-flight by the gate rather than by convention
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	App roles are mapped from the authoritative org/assignment model rather than a vendor default; any role carrying administrative authority inside the SaaS requires a security approver
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-2
	Identification and Authentication (Organizational Users)
	Federation is configured via Graph through the in-boundary MID Server and the catalog records that SaaS-local credentials are disabled or exception-approved — enforcing ‘SSO required’, not merely ‘SSO available’
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	IA-4
	Identifier Management
	One enterprise identifier per person, sourced from the HR-derived worker record, is carried into the SaaS; the vendor never mints its own identifier for an organizational user, preventing per-app identity sprawl
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5
	Authenticator Management
	Federation credentials are rotated automatically ahead of expiry with the SaaS-side update tracked as a change; the trust never depends on a human remembering a three-year certificate
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5(2)
	Authenticator Management | Public Key-Based Authentication
	The SAML token-signing certificate and SCIM bearer token are issued as authenticators with mandatory expiry — certificate-based where the SaaS supports it — never as a long-lived secret pasted into configuration
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; EO 14028
	Identity
	KSI-IAM
	No

	PS-5
	Personnel Transfer
	A mover event re-derives SaaS entitlements from the new assignment and raises an access review of the residual — the transfer is only visible to the SaaS because the HR event carries it
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	SI-12
	Information Management and Retention
	Which identity attributes flow to the SaaS, from which authoritative source, and the vendor’s retention and deletion commitments are recorded where the data originates — lineage cannot be reconstructed from the vendor’s copy at audit time
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; Privacy Act
	Data
	KSI-PIY
	No

	SA-9(2)
	External System Services | Identification of Functions, Ports, Protocols, and Services
	The CSO declares its SSO/SCIM endpoints, ports and protocols as a catalog record; the NGFW allow-list and DDI records derive from that record, so an undocumented endpoint is detectable as drift rather than invisible
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Network
	KSI-SCR
	No

	AC-2(4)
	Account Management | Automated Audit Actions
	Creation, modification, enable/disable and removal of SaaS accounts emit audit records automatically, correlated to the originating HR or catalog event
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Telemetry
	KSI-MLA
	No

	AU-2
	Event Logging
	Provisioning and application sign-in telemetry for the integration are routed to the agency SIEM at onboarding rather than retrofitted after an incident — bounded by what the GCC-Moderate boundary permits the tenant to see
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA CDM
	Telemetry
	KSI-MLA
	No

	AU-6
	Audit Record Review, Analysis, and Reporting
	A named reviewer, a cadence and a closure record over the integration’s audit trail — collection is AU-2; evidence that somebody looked is AU-6, and only an owned task produces it
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Telemetry
	KSI-MLA
	No

	CA-3
	Information Exchange
	SCIM-provisioned integrations are classified as interconnections and gated on an approved ISA before the synchronization job is enabled; SSO-only integrations, which pass assertions without a standing replica, are recorded but do not require one
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-PIY
	No

	CA-7
	Continuous Monitoring
	Cadence re-verification of the marketplace verdict, the owner and the attribute scope; a lapsed authorization or orphaned integration raises a task feeding the attestation and KSI evidence pipeline
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-137; FedRAMP 20x KSIs
	Telemetry
	KSI-MLA
	No

	CM-3
	Configuration Change Control
	Every compliance-affecting change to the integration — enabling SSO, enabling SCIM, widening attribute scope, rotating a credential — carries an approved, reviewable change record before actuation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No

	SA-9 †
	External System Services
	Every SaaS integration request is gated on a recorded FedRAMP Marketplace authorization verdict at or above the Moderate baseline before SSO or provisioning is configured; the verdict is re-checked on cadence and a lapsed authorization raises a task
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; FedRAMP 20x KSIs
	Security / supply chain
	KSI-SCR
	No

	SC-17
	Public Key Infrastructure Certificates
	Issuance, publication to the relying party, rollover and revocation of the token-signing certificate run under the agency certificate policy rather than accepting the identity provider’s default self-signed certificate at setup
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Security / supply chain
	KSI-IAM
	No


Closure-Necessity — alternate-path rebuttals (†). For each necessity anchor, the strongest alternative a reviewer might propose and the specific reason it fails to close the control:
· SA-9 — “Restrict who can consent” (SCuBA MS.AAD.5.1v1/5.2v1) is the nearest alternative and does not close this: consent restriction governs who approves an integration, not whether the service on the far end is authorized to hold federal data. A tenant fully compliant with admin-only consent still has an administrator correctly consenting to an unauthorized CSO — every gate passes, the boundary still leaks. Only an authorization verdict recorded against the integration closes SA-9.
Honest Limits
1. The population is unmeasured. No inventory has been run against the tenant. This book specifies a gate for a problem whose size is unknown — how many gallery integrations exist, and how many carry SCIM. Run the read-only inventory before this leaves draft; if the count is small, scale the prescription down and say so.
1. The Graph surface is specified, not built. The methods in §“The Graph surface Lane F needs” are the operations the catalog requires; EntraHelpdeskClient does not yet carry them. The control map and the closures are real; the Script Include extension is work.
1. x_fed_compliance is a DRAFT skeleton, not a built app. Its kit now exists (x_fed_compliance/, registered in the spine) with real Script Includes and a CI-validated control map — but the Flows, ATF XML and update set are specs to be built and exported from a sub-prod instance, same disposition as the day-2 kit.
1. The ISA line is a judgement. Gating ISAs on SCIM only is asserted, not derived — a password-SSO app stores credentials in Entra and replays them, arguably a standing flow of secrets. CA-3’s closure encodes the current answer; revisit it before this leaves draft.
1. Li-SaaS is not distinguished. saas.verify.authorization records “at or above the Moderate baseline”. The marketplace distinguishes Li-SaaS from full authorization; this book does not yet.
1. The marketplace has no API. The export is taken by hand from fedramp.gov/marketplace; the join is only as fresh as the last one, and the catalog date-stamps it. Name-matching is a permanent heuristic — the tooling emits a review queue and never an “unauthorized” verdict, because absence of a name match is not evidence of absence of authorization.
1. The corpus measurement is point-in-time. The vendor revises those tutorials continuously; the zero-mention finding should be re-measured, not assumed permanent.
Cross-References
	Topic
	Where

	Coordination doctrine; boundary treatment; MID Server rule
	Vol VII Book 00

	CMDB reconciliation to the IPAM/DDI CM-8 join key
	Vol VII Book 01

	M365 surface control automation (AC-2, CM-6, CA-7 over Entra)
	Vol VII Book 02

	Attestation, evidence, KSI roll-up; POA&M for legacy integrations
	Vol VII Book 04

	The scoped-app pattern this lane extends
	Vol VII Book 05

	App registrations as machine identity — the inbound counterpart (Lane E)
	Vol IX Book 03

	The day-2 catalog and kit this lane ships in
	Vol IX Book 00

	HR-derived identity lifecycle — the owner of the JML facts this lane propagates
	Vol I Book 04

	Product authorization verification at procurement
	Vol 0 Book 01


Provenance
· Lane F control map: servicenow-day2/saas-control-map.json — 24 catalog items, 24 distinct controls, validated by validate_day2_control_maps.py against the spine’s slots and the in-repo FedRAMP CR26 catalog’s KSI themes.
· Spine closures: derived from the control map (control, KSI, slot copied; mechanism authored), so the two cannot disagree.
· Boundary pairing (GCC Moderate → Commercial Entra ID on Azure Commercial; GCC High/DoD → Azure Government) verified against Microsoft Learn, not assumed.
· Gallery detection constant (applicationTemplateId ≠ 8adf8e6e-67b2-4cf2-a259-e3dc5476c621) verified verbatim against the Graph applicationTemplate reference.
· Vendor corpus: 12,940 pages / 1,295 tutorials, term frequencies via PyMuPDF, page count independently confirmed with pypdf. The scuba hits were manually inspected and confirmed to be the SaaS application Scuba Analytics, not CISA SCuBA.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-21 14:46 ET
Series Context — Volume IX Book 06. Book 01 governs identity requests: an operator asks, an approver approves, the MID actuates. This book is the governance layer above that lane — the lifecycle that runs without anyone asking (JML automation from HR events), the review that runs on a calendar (access-certification campaigns), and the evidence both produce (the IAM feed into Vol VII Book 04 attestation). It is the series home for the Identity & Access Governance Kit — Kit Expansion Phase 2; the kit realization is gated as stated below.
Phase 2 gates — the kit is not buildable yet. Three gates precede implementation, per the kit-expansion roadmap: (1) the foundation kits (Vol VII, DDI, Day-2) running in sub-production with green ATF; (2) Vol I Book 04’s HRIT Identity & Org SSOT implemented and providing reliable event data; (3) the kit requirements advanced from Draft v0.9 to a signed-off v1.0 through CSI/OIS workshops. This book records the series home, the control contract, and the design shape so the kit lands into a settled slot when the gates clear — the control closures below are the book’s contract, not yet kit-bound.
What This Document Addresses
Identity governance today is manual where it matters most. Access reviews are compiled by hand for ConMon. Least-privilege verification is a spreadsheet exercise. Leaver de-provisioning is evidenced after the fact, if at all. The Book 01 catalog made identity requests governed — but a request lane only governs what someone remembers to request. The three standing obligations that run on events and calendars rather than tickets have no automation:
1. JML from the HRIT Org SSOT. Joiner provisioning, mover access re-derivation and residual review, and leaver de-provisioning within SLA — driven by effective-dated HR events, with approval gates on high-risk events and one-way attribute flow from HR to the directory, with drift detected against the HR record.
1. Access-certification campaigns. Scheduled user, manager, application-owner, and privileged reviews with SSOT context; bulk decisions with an audit trail; every revocation triggering a tracked remediation workflow.
1. IAM evidence generation. Campaign completion, MFA and Conditional-Access coverage, SSOT-versus-directory least-privilege comparison, and immutable JML audit logs — exported OSCAL-compatibly into the attestation loop.
Configuration Is Not Compliance — Why This Book Exists
The identity stack beneath this book is genuinely strong: federation puts every SaaS sign-in behind the agency’s phishing-resistant MFA (Vol IX Book 05), SCIM automates provisioning and deprovisioning, and the five-verb help-desk catalog (Vol IX Book 01) makes routine identity operations governed and evidenced. It is tempting to conclude the identity controls are therefore closed. NIST SP 800-53 says otherwise — deliberately. The control families begin with policy and procedure requirements (AC-1, IA-1), and the account-management family carries the enhancements configuration cannot reach: AC-2(5) and the review-and-recertification discipline, where a human accountable for an access decision periodically re-affirms or revokes it against the SSOT. A perfectly configured tenant with no certification campaigns has automated its grants and abandoned its reviews — every entitlement is efficiently provisioned and nobody has confirmed it should still exist. This book is the layer that closes that split: scheduled campaigns with SSOT context, revocations that become tracked remediation (not advisory emails), and evidence that the review happened and bit — exported into the same attestation loop as everything else. Configuration makes identity controls enforceable; governance makes them true over time.
The Governance Loop
	Lane
	What runs
	Trigger
	Control

	JML automation
	Joiner provisioning · mover re-derivation + residual review · leaver de-provisioning within SLA
	Effective-dated HR event
	AC-2, IA-4, IA-5

	Approval gates
	High-risk lifecycle events (privileged roles, sensitive orgs) held for second-party approval
	Risk classification
	AC-5

	Certification campaigns
	User / manager / application-owner / privileged reviews; bulk decisions audited; revocation → remediation workflow
	Calendar cadence
	AC-6

	Evidence feed
	Campaign completion, coverage comparisons, immutable JML logs — OSCAL-compatible export
	Every action
	AU-2 → CA-2/CA-7


The truth planes do not move. The HRIT Org SSOT (Vol I Book 04) remains the source of employment truth; IPAM/DDI remains the source of asset truth; the CMDB reconciles and never replaces either. This book automates consequences of truth-plane events — it does not create a second place where identity truth lives.
Governance, Not Requests — the Book 01 Seam
Book 01 and this book divide the identity surface cleanly. A password reset is a request: someone asks, the catalog governs the asking. A leaver de-provisioning is not a request — nobody asks for their own departure to be processed — it is a consequence that must fire because the HR record changed. The request lane cannot close that class of obligation, which is why AC-2’s event-driven half, the certification calendar, and the evidence feed live here. The seam is the trigger: tickets govern asks; this book governs events and calendars.
Closure Necessity
Closure Necessity — a review that depends on remembering is not a control
Vol I Book 04 proves the SSOT is the only source that generates employment truth. This book is where that truth becomes enforcement on a schedule no human sustains: leavers de-provisioned within SLA every time, certifications that fire on a calendar rather than an audit finding, and evidence produced by the workflow itself rather than reconstructed for the assessor. Remove the automation and AC-2/AC-6 regress to whatever the last hand-run review caught; remove the evidence feed and the controls may hold but cannot be proven.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — Identity & Access Governance (JML automation · certification campaigns · IAM evidence) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	Joiner/mover/leaver executed as lifecycle automation from effective-dated HR events — joiner provisioning, mover access re-derivation, leaver de-provisioning within SLA — with approval gates on high-risk events; extends the Book 01 request lane from operator-requested to event-driven
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-5
	Separation of Duties
	Requester, approver, and certifier are distinct roles enforced by the campaign and JML workflows; high-risk lifecycle events require a second-party approval gate
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	Scheduled user / manager / application-owner / privileged access-certification campaigns with SSOT context; every revocation decision triggers a tracked remediation workflow
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	IA-4
	Identifier Management
	Identifiers issued, re-derived, and retired as consequences of the authoritative worker-record lifecycle — no orphaned identifiers because retirement is an HR event, not a hygiene sweep
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5
	Authenticator Management
	Authenticators disabled on the leaver event within the de-provisioning SLA and re-scoped on mover events, closing the ghost-credential window the request lane alone leaves open
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; EO 14028
	Identity
	KSI-IAM
	No

	AU-2
	Event Logging
	Every JML action and certification decision an immutable, audited change record reconciled to the join key and exported OSCAL-compatibly into the attestation loop
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No


Honest Limits
· The kit is gated. Until the three Phase 2 gates clear — sub-production foundation kits with green ATF, an implemented Vol I Book 04 SSOT, and a signed-off requirements v1.0 — this book is a contract and a design shape, not shippable Flows. Nothing here should be procured against before the sign-off.
· Certification quality is bounded by SSOT quality: a campaign with stale manager chains produces confident wrong answers. The Vol I Book 04 reliability gate exists precisely for this reason.
· Bulk certification decisions are efficient and dangerous in equal measure; the audit trail records who bulk-approved what, and privileged-access campaigns exclude bulk approval entirely.
· The mover event is the hard case — re-derivation plus residual review, not a fresh grant — and the SLA that matters most is the leaver’s.
Cross-References
· Vol I Book 04 (HRIT Identity & Org SSOT) — the truth plane every lane in this book consumes; its AC-2/PS-5 closures are the necessity argument this book operationalizes.
· Vol IX Book 01 (Helpdesk & ITSM Catalog) — the request lane this book governs above; JML requests stay there, JML events live here.
· Vol IX Book 03 (App Registration Governance) — the machine-identity mirror of this lifecycle; its attestation cadence is the workload analogue of a certification campaign.
· Vol VII Book 04 (Control Attestation & Evidence) — where the evidence feed lands (CA-2/CA-7) and becomes the FedRAMP 20x KSI submission.
Provenance
Draft. The series home decided here (Vol IX Book 06, per the kit-expansion roadmap’s Phase 2) and the control contract registered in federal-compliance-compliance-spine.yml are the authoritative artifacts; the underlying requirements document remains Draft v0.9 pending CSI/OIS sign-off. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom. This book’s own DOCX/PPTX derivatives follow on the next authoring pass.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and workflow designs are subject to revision pending formal review.
Date Code: 2026-07-19 16:20 ET
Series Context — This is the Volume X overview of the Federal Compliance series. Volumes I–IV establish the architecture — the network and transport plane, the data platform, security operations, and governance and assurance — as what must be true and why. Volume V addresses training; Volume VI carries the deployable artifacts; Volumes VII–IX carry the coordination, multi-cloud DDI, and day-2 operations layers. Volume X is the integration layer: it explains how everything the earlier volumes produce becomes machine-checked evidence on the governance substrate — the vertical-agnostic engine that maps this series’ artifacts to a fixed set of control-plane surface slots, scores them as Key Security Indicators, and gates them against drift. Where an architecture book says a control is closed, this volume shows where that closure lands on the substrate and how it stays honest.
What This Volume Addresses
The earlier volumes answer what, why, and how: which controls a mechanism closes, why no alternate mechanism closes them, and the artifacts that stand the mechanism up. They deliberately stop at the edge of a specific governance product, because a series entangled with one engine’s wiring ages badly and reads as advocacy rather than architecture.
This volume answers a different question: once the series has produced its closures and evidence, where does that evidence go, and what keeps it trustworthy over time? The answer is a governance substrate that sits underneath the whole series — a general-purpose engine that is not itself federal, not itself tied to this series, and not itself a compliance regime. The Federal Compliance corpus is one body of content that rides on top of it. This overview documents that binding: the conformance layer that maps series artifacts to the substrate’s surface slots, the single source of truth that makes the mapping auditable, the drift gates that keep the prose honest, and the positioning consequence — that the same substrate carries non-federal regimes just as readily as it carries this one.
A note on naming. In keeping with the series’ engine-neutrality discipline, this volume names no governance product. It speaks of the governance substrate, the conformance layer, the surface slots, and the evidence contract — the functions, not a brand. The mechanism, not the product, is the load-bearing claim, exactly as in the architecture volumes.
The Substrate Premise
The load-bearing idea of this volume is a separation the earlier volumes imply but never state outright:
The compliance regime is not the engine. Federal compliance — the NIST SP 800-53 Rev 5 baseline, the FedRAMP 20x Key Security Indicators, the authorization-package machinery — is one vertical layered on a governance substrate that makes no assumption about compliance regime, sector, or jurisdiction. The substrate governs identity, addressing, telemetry, policy, and enforcement as functions. A regime is a crosswalk laid over those functions.
That separation is what lets this series be honest about its own scope. The architecture volumes argue from control text, physics, and protocol behavior — claims that are true regardless of which engine scores them. The substrate is what turns those claims into continuously-checked evidence. Neither depends on the other’s identity: the series would still be correct if scored by a different engine, and the substrate would still function if it were carrying a different regime’s content entirely.
Why this matters to an assessor. A reviewer who sees the series and the substrate as one product is right to be skeptical — coupling architecture to a single engine is the advocacy smell the series works to avoid. Seeing them as two layers is what makes the evidence credible: the architecture stands on its own reasoning, and the substrate is a general instrument that would score any regime’s closures the same way.
The Surface-Slot Binding
The substrate exposes a small, fixed set of control-plane surface slots — regime-agnostic anchors, each a place where evidence of a particular kind lands. The conformance layer maps this series’ artifacts onto those slots. A federal reviewer reads each slot through the NIST baseline and the FedRAMP 20x Key Security Indicator that scores it; the slot itself knows nothing about “federal.”
The seven surface slots and where this series binds to each:
The series’ evidence, mapped to the substrate’s seven surface slots
	Surface slot
	Series content that binds here
	NIST anchor (Rev 5)
	FedRAMP 20x KSI theme

	Identity
	Certificates & tokens, HRIT identity, privileged access
	IA-2 / AC-2
	KSI-IAM

	Addressing
	Landing zone, IPAM/DDI naming plane
	CM-8 / AC-4
	KSI-PIY / KSI-CNA

	Network
	Network access control, telecommunications modernization
	SC-8 / CA-7
	KSI-CNA

	Telemetry
	Detection, evidence fabric, continuous monitoring
	CA-7 / SI-4
	KSI-MLA

	Endpoint
	Endpoint posture, patch & systems management
	CM-8 / IA-3
	KSI-PIY

	Security
	Data protection, change management, supply chain
	CM-2 / AC-4
	KSI-CMT / KSI-SCR

	Continuity
	Business continuity, recovery, day-2 operations
	CP-9 / CP-10
	KSI-RPL / KSI-CED


The binding is not prose. It is a set of machine-readable evidence-binding files — one per slot — that name, for each slot, the series artifacts that feed it, the controls those artifacts close, and the Key Security Indicators the closures satisfy. The conformance layer reads those files and produces a single evidence-bindings artifact the authorization package consumes. Nothing here re-derives a control closure; the binding only routes closures the architecture volumes already argued to the slot that scores them.
Slots are functions, not products. “Identity” is not an identity product; it is the plane where authentication, credential-lifecycle, and least-privilege evidence lands. The series’ Identity-slot content (organizational-user authentication under IA-2, account management under AC-2, device identity under IA-3) would satisfy the same slot whether the identity provider were one vendor’s or another’s. The slot is the invariant; the product is the substitution.
The Single Source of Truth
A crosswalk that is hand-typed drifts the moment a book changes. The substrate binding avoids that failure the way the rest of the series avoids it: one source of truth, everything else generated and gated.
The series’ control closures live in a single compliance spine — one row per control-and-book closure, carrying the closing mechanism, the accreditation gate, the authority drivers, the surface slot, and the Key Security Indicator theme. From that spine, a set of generators renders every derived artifact:
· the per-book authorities tables (“Authorities Closed Here”), so each book’s control table is emitted from the spine, never hand-maintained;
· the series control crosswalk, the reverse index from a control to the volumes and books that address it;
· the claim → evidence → test traceability matrix, which states, per closure, the evidence slot it lands in, the implementing kit if one exists, and the named falsifying test that would disprove it — and states honestly how many closures carry a test versus are merely asserted.
Each generator ships with a drift gate: a continuous check that fails when a committed artifact diverges from what the spine now produces. The effect is that the prose cannot silently fall out of step with the source of truth — the same regen-and-diff discipline the series uses for every other derived table.
Honesty is a first-class output. The traceability matrix does not hide its gaps. It reports the coverage the spine can prove — how many books carry machine-checked closures, how many claims carry a named test — so a reader can see exactly which claims are verified, which are asserted, and which controls are authored outside the spine. Coverage that is not yet proven is labeled as such, not rounded up.
The interface between this series and whatever engine scores it is written down as an open contract — the Evidence & Authorization Contract: compliance spine in, OSCAL authorization-package artifacts out. The series speaks only to that contract and names no engine; any conformant engine may implement it, and an engine’s own conformance documentation is maintained separately, on the engine side of the arrow. That one-way dependency — the engine names and consumes the series; the series never names the engine — is what keeps the series portable: swap the engine and every book here is untouched.
Vertical-Agnosticism, Made Concrete
The substrate premise would be an empty claim if federal were the only regime it ever carried. It is not. The same seven surface slots that carry this series’ NIST-and-KSI evidence also carry commercial-regulated regimes with no change to the substrate — only a different crosswalk.
The clearest demonstration is a second conformance pack for the SOC 2 Type II Trust Services Criteria. It binds the same slots this series binds:
· Slot 1 (Identity) — where a federal reviewer reads IA-2 and AC-2, a SOC 2 auditor reads the CC6.1–CC6.3 logical-access criteria over the same sign-in, credential-lifecycle, and least-privilege evidence.
· Slot 4 (Telemetry) — the same correlation-and-drift evidence a federal reviewer maps to CA-7 and SI-4, a SOC 2 auditor reads as CC7.1–CC7.3 (detect configuration change, monitor anomalies, evaluate events).
· Slot 6 (Security) — the same change-controlled deployment a federal reviewer maps to CM-2 and change management, a SOC 2 auditor reads as CC8.1.
The substrate supplies the evidence; the vertical adapter supplies the crosswalk. That is the whole point of a general-purpose governance engine: federal compliance is the most mature and most-adopted vertical on it, but it is a vertical — an adapter pack — not the core.
What this does not claim. A shared substrate does not make a SOC 2 attestation and a FedRAMP authorization interchangeable. The boundary, the assessor’s determination, and the regime’s own rules govern what a closure means. The claim is narrower and exact: the substrate evidence is regime-agnostic, and a vertical adapter is what reads it as one regime’s criteria. Two regimes reading the same slot is not two regimes satisfying each other.
What This Means for the Reader
For the architect, this volume is the reassurance that the series’ reasoning is not hostage to a product: the closures stand on control text and physics, and the substrate is a general instrument that scores them.
For the assessor, it is the map from a control-closure claim to the machine-checked evidence that backs it — the spine row, the surface slot, the Key Security Indicator, and the falsifying test — plus an honest statement of how much of that chain is proven today versus asserted.
For the program, it is the positioning that keeps the offering credible to a commercial prospect as readily as a federal one: the engine is universal, this series is its federal vertical, and adding a regime is adding a crosswalk, not rebuilding the engine.
Volume Roadmap
This overview is the whole of Volume X at present: a single integration document that ties the series to the substrate that scores it. It is deliberately engine-neutral and deliberately narrow — it routes and explains; it closes no new controls of its own and therefore carries no “Authorities Closed Here” table. Future books in this volume, if the program adds them, would deepen a single topic — the evidence-bindings file format, the drift-gate mechanics, or a second worked vertical — without changing the premise this book establishes: the compliance regime is content; the governance substrate is the engine; and this series is one vertical among the many that engine can carry.
Separable Adoption — Together or Entirely Independently
The binding this volume documents is an offer, not an obligation. Three adoption facts govern it:
1. The series stands alone. Volumes 0–IX close their controls and produce their evidence at FedRAMP Moderate with no substrate engagement at all. An agency can adopt the series, reach authorization, and never touch the conformance layer.
1. The substrate binding is additive and late-bindable. Adopting the substrate adds machine-checked scoring, drift-gating, and the evidence contract on top of closures that already exist. Nothing in Volumes 0–IX has to be reworked to bind later — the conformance layer maps existing artifacts to surface slots; it does not reshape them.
1. Compliance and OrgMod implement together or entirely independently. This series — Compliance, Federal Compliance — is one of two operational expressions of one governance substrate, alongside OrgMod (modernization). The two share a substrate by design, and each is adoptable on its own, in any order, with neither a prerequisite for the other. An agency may run Compliance alone, OrgMod alone, or both — the evidence and authorization contract is the seam that lets any conformant engine satisfy whichever expressions are adopted.
Compliance Training Program
Two academies on this site
This is the Compliance Training Program — the two-track curriculum over the Federal Compliance book series. The host site also publishes a separate engine Academy — the governance engine’s own contributor/operator curriculum. Within Compliance, Vol V of the series is this program’s narrative layer; the pages here are the courseware.
Not part of the governance engine
The Compliance book series and this training program are companion material for the federal vertical — they are not part of the governance engine. The reference implementation’s core is vertical-agnostic; the Compliance corpus is external federal-modernization content that the reference implementation’s conformance tooling happens to consume as evidence. Nothing on these pages is host-repo canon, defines engine doctrine, or is scoped for a FMP_NNN allocation. These pages are hosted here for convenience alongside the adapter that binds the books’ evidence.
Living program — expansion expected
This program is a research-driven living curriculum. It launches with the program charter, the two track outlines, and a first-pass vendor training catalog. As research continues, modules gain per-book lesson pages, labs, assessment rubrics, and additional vendor offerings. See Expansion roadmap.
What this program is
The Federal Compliance series spans eleven volumes; this training program covers its 20 core books (Book 00 through Book 19) that document a complete federal network modernization: landing zone and IPAM, network access control, cryptographic identity, the HR-driven identity and organizational SSOT, network and telecommunications modernization, data-platform authentication, privileged access, vulnerability management, data protection, detection engineering, business continuity, supply-chain risk, program governance, PII transparency, cybersecurity training, and the authorization package / ConMon wrapper. The books live on the published site at [docs/customer-documents/federal-compliance-series/] and are bound to FedRAMP 20x evidence slots by the [fedramp_aan_catalog adapter].
The Compliance Training Program teaches that corpus in two tracks:
	Track
	Page
	Audience
	Outcome

	Track A — Compliance
	Compliance track
	ISSOs / ISSMs, assessors, ConMon operators, compliance leads
	Can state, for each of the 20 books, which NIST SP 800-53 Rev 5 controls it closes, which FedRAMP 20x KSI category evaluates that closure, and how the evidence flows through the engine’s conformance pipeline

	Track B — Implementation
	Implementation track
	Network, platform, database, identity, and security engineers
	Can implement the architecture each book describes and produce the machine-readable evidence Track A consumes


A third page, the Vendor training catalog, maps each book to existing external training from the vendors whose products the books deploy (Microsoft, Infoblox, Cisco, AWS, and others), plus federal/compliance training sources (CISA, FedRAMP, NIST).
Relationship to governance engines
· This program is separate from the reference implementation’s own training program (Contributor + Operator tracks). That program teaches the reference implementation; this program teaches the Compliance book series, which is not the governance engine material. The only connection is mechanical: the fedramp_aan_catalog conformance adapter reads the books’ artifacts as evidence, the same way the engine’s adapters read any external vendor’s output.
· The engine core is vertical-agnostic. Describing this curriculum as part of any governance engine would itself be a positioning bug.
· The compliance backbone follows the [Compliance / ConMon Compliance Gap Roadmap] and the slot bindings in [fedramp_aan_catalog/mappings/].
Provenance status
The Compliance books are published under docs/customer-documents/federal-compliance-series/. They are external companion material, not host-repo canon, and are not on a canonization path. If the books move to their own home, the links below follow them. Treat control-closure counts as working figures from the gap roadmap, not attested facts.
The 20-book corpus
Each book now has a module page — objectives, key concepts, implementation sequence, compliance hooks, labs, pitfalls, and vendor training pointers, all derived from the book’s actual content. The module page links to the canonical manuscript source.
	Book
	Module page
	Domain
	Evidence slot(s)
	KSI category

	00
	Executive Summary
	Orientation
	—
	—

	01
	Cloud Landing Zone, IPAM & FedRAMP
	DDI / IPAM landing zone
	2 — addressing
	KSI-PIY

	02
	Network Access Control (802.1X)
	Device identity at the port
	(binding pending mapping refresh)
	KSI-CMT / KSI-IAM themes

	03
	Certificates, Tokens & Cryptographic Identity
	PKI, tokens, phishing-resistant MFA
	1 — identity
	KSI-IAM

	04
	HRIT Identity & Org SSOT
	HR-driven identity lifecycle
	1 — identity
	KSI-IAM

	05
	Network Modernization
	SD-WAN, SASE, UC
	3 — network
	KSI-CNA

	06
	Federal Telecommunications Modernization
	Entra ID, ZTNA, cloud voice
	1 — identity
	KSI-IAM

	07
	SQL Server Authentication Modernization
	Data-platform identity
	1 — identity
	KSI-IAM

	08
	SQL Server Implementation Guide
	Data-platform runbook
	(procedural evidence for Book 07)
	—

	09
	Database Consolidation & Network Physics
	Database architecture
	3 — network
	KSI-CNA

	10
	Privileged Access Management
	Entra PIM + PAW
	1 — identity; 5 — endpoint
	KSI-IAM, KSI-PIY

	11
	Vulnerability Management
	Defender VM + KEV
	4 — telemetry; 5 — endpoint; 6 — security
	KSI-MLA, KSI-PIY, KSI-CMT

	12
	Data Protection (Purview)
	Purview + Key Vault CMK
	4 — telemetry
	KSI-MLA

	13
	SIEM / XDR Detection
	Sentinel detection engineering
	4 — telemetry; 6 — security
	KSI-MLA, KSI-CMT

	14
	Business Continuity
	Contingency planning
	7 — continuity
	KSI-RPL

	15
	Supply Chain Risk Management
	SBOM, VDR/VER, BOD 26-04
	6 — security
	KSI-CMT

	16
	Program Management & Governance
	PM charter
	6 — security
	KSI-CMT

	17
	PII Processing & Transparency
	PT control family
	5 — endpoint
	KSI-PIY

	18
	Cybersecurity Training & Awareness
	AT control family, LMS evidence
	8 — training
	KSI-CED

	19
	Authorization Package & ConMon
	OSCAL AP/AR/POA&M, CA family
	(assembles all eight slots)
	—


Slot definitions, KSI categories, and NIST anchors come from the adapter’s [mapping files] — the same data the conformance pipeline evaluates, so the curriculum cannot silently drift from the evidence model.
The adapter’s mapping files still reference the pre-restructure numbering and filenames and are pending refresh for the 20-book series; the slot column above uses the books’ own stated bindings (Books 03/04 → slot 1) plus the prior bindings translated to the new numbering.
Program structure
1. Orientation (both tracks) — read Book 00 and the [gap roadmap]; understand the FedRAMP 20x timeline (Class A opens August 3, 2026; 20x mandatory January 2027; BOD 26-04 VDR/VER due December 7, 2026).
1. Pick a track — Track A Compliance or Track B Implementation. The tracks share the corpus but read it differently: Track A reads books as control-closure evidence; Track B reads them as build instructions.
1. Supplement with vendor training — each module points into the vendor training catalog for the underlying product skills (Entra, Sentinel, Purview, Infoblox DDI, SD-WAN, …).
1. Capstone (both tracks) — produce or evaluate a KSI evidence bundle with the engine CLI (<engine> ksi evaluate, <engine> oscal ksi-ar, <engine> oscal generate) against the eight Compliance evidence slots.
The Core Compliance Pathway
The full program walks all 20 books; most ISSOs and engineers should start with the nine-book spine below, which feeds six of the eight evidence slots directly and exercises both capstone surfaces:
	Book
	Module page
	Why it is in the spine
	Slot(s) fed

	00
	Executive Summary
	The argument and the deadline map
	— (orientation)

	01
	Cloud Landing Zone, IPAM & FedRAMP
	Addressing is the dependency everything else assumes
	2

	03
	Certificates, Tokens & Cryptographic Identity
	The credential plane
	1

	04
	HRIT Identity & Org SSOT
	The lifecycle source of truth
	1

	05
	Network Modernization
	The application-aware transport argument
	3

	10
	Privileged Access Management
	The highest-blast-radius identity surface
	1, 5

	11
	Vulnerability Management
	The KEV-driven telemetry spine
	4, 5, 6

	13
	SIEM / XDR Detection
	Detection engineering closes the telemetry loop
	4, 6

	19
	Authorization Package & ConMon
	Assembles everything into the package
	(assembles all)


Pair the spine with the four scripted labs (DDI, PIM, Sentinel, Purview).
The pathway is a starting sequence, not a credential path: slots 7 (continuity — Book 14) and 8 (training — Book 18), the supply-chain depth of Book 15, and the full capstones still come from the complete tracks, and the Track A pass bar remains all eight slots. Read the spine, run the labs, then finish the track you belong to.
The <engine> token — what the commands run
Every command block in this program writes <engine> where a CLI name would go. It is a substitution token, not a product: the program is engine-neutral, and the commands are defined by the [Compliance Evidence & Authorization Contract] — the open specification (compliance spine + eight evidence slots + OSCAL AP/AR/POA&M boundary) that any conformant evidence engine can satisfy. Substitute the CLI name of whichever conformant engine your agency runs.
The three commands the capstones need:
	Command
	What it does
	What you get

	<engine> ksi evaluate --ir <file> --out <file>
	Evaluates a machine-readable evidence (IR) file against the KSI rules
	Per-rule verdicts (the raw scoring pass)

	<engine> oscal ksi-ar --output <file>
	Builds Assessment Results from the eight Compliance slot evidence bindings
	Per-KSI satisfied / not-satisfied / not-evaluated verdicts — the artifact both capstones require

	<engine> oscal generate
	Generates the OSCAL package documents from an evidence bundle
	SSP / POA&M material for the Book 19 assembly


What Tier F actually runs: the host repository that publishes these pages ships a reference engine satisfying the contract, alongside the [slot mapping files] the curriculum is derived from. The fixture path is: clone the repository, install the reference engine per its README, substitute its CLI name for <engine>, and run the three commands above — no cloud footprint required (see the lab tiers).
Completion criteria
Borrowing the pattern of the reference implementation’s training program (no parallel certification system), without being part of that program:
· Track A — a clean walk of all eight slot mappings: for each slot, name the books that feed it, the KSI category that evaluates it, and produce a <engine> oscal ksi-ar run showing each KSI verdict (satisfied / not-satisfied / not-evaluated), with a short written gap statement for anything not yet evaluable.
· Track B — implement (or lab-simulate) one module end-to-end and land its evidence artifact where the slot mappings can bind it, verified by regenerating the KSI Assessment Results (<engine> oscal ksi-ar) and seeing the slot’s verdict reflect the new evidence.
Expansion roadmap
Planned growth as research continues (tracked in ordinary PRs against this directory):
· ✅ Per-book module pages — shipped: all 20 books have module pages (see the table above) with objectives, key concepts, implementation sequence, labs, and pitfalls derived from the manuscripts. Next iteration: reading checkpoints and quiz items.
· ✅ Vendor catalog verification — first research pass complete: the original research-queue vendors (Zscaler, Netskope, ServiceNow, Linux Foundation/OpenSSF, ISACA, IAPP, Tenable, Qualys) are now catalog rows with verified training-portal URLs.
· ✅ Lab environments — shipped: the lab hub with scripted setups for DDI (B1), PIM (B5), Sentinel (B6), and Purview (B6), tiered fixture / trial-tenant / product-eval. Next iteration: B2 access/identity and B3 SD-WAN eval-gear labs.
· ✅ Assessment rubrics — shipped: per-slot scoring sheets for the Track A capstone with a four-level scale and explicit pass bar.
· ✅ Corpus sync (July 2026) — Books 18 (Training & Awareness) and 19 (Authorization Package & ConMon) joined the corpus; slot 8 — training (KSI-CED) joined the evidence model, taking the series’ internal 29-rule KSI decomposition to fully evaluable. Module pages, tracks, rubrics, and figures updated.
· ✅ Series restructure sync (July 2026) — resynced to the 20-book Compliance series: three new early books (02 Network Access Control, 03 Certificates/Tokens, 04 HRIT Identity & Org SSOT), all downstream books renumbered (+3), filenames moved to the Compliance_ scheme, module pages/tracks/figures/rubrics/bundle regenerated.
· ✅ External-evaluation response (July 2026) — the program was independently reviewed (see the evaluation and its graded assessment in the series directory); this wave shipped the graded response: the Core Compliance Pathway, the <engine> tooling note, the PIM lab’s bind-the-evidence close, boundary-context cross-links from Books 05/06/11/12/13, the post-implementation KPIs, and stable Date Codes replacing render-time dates on every page.
· A permanent home — this material is not the governance engine’s and will not be canonized as a FMP_NNN spec; if the Compliance corpus moves to its own repo/product, the program moves with it.
Next
· Compliance staff → Track A — Compliance track, scored by the assessment rubrics
· Engineers → Track B — Implementation track, with lab environments
· Everyone → Vendor training catalog
Compliance ServiceNow Kit Expansion Roadmap
Status: DRAFT for author review · Surface: inbox/ (not canon) Scope parameter: FedRAMP Moderate + Microsoft GCC Moderate (per the series rule). Companion to: inbox/Federal_Compliance_Automation_Roadmap.md (lanes A–F, phases 0–5), Compliance_Vol_VII_ServiceNow_Automation_Plan.md, Compliance-Training-Program/Compliance_Identity_Access_Governance_Kit_Requirements.docx, Compliance_Series_Requirements.md Date Code: 2026-07-15 22:19 ET
1. Purpose
Name the Compliance ServiceNow kit portfolio — the scoped applications that operate the Compliance architecture — and sequence its expansion beyond what the series already carries. The Compliance_Identity_Access_Governance_Kit_Requirements.docx cites this roadmap as the document that proposes that kit “as a Phase 2 deliverable”; this file is that roadmap, reconciled against the lanes and phases the repo already tracks in Federal_Compliance_Automation_Roadmap.md so there is one sequencing story, not two.
Numbering reconciliation (read this first). The compliance-automation roadmap’s phases 0–5 sequence all federal compliance work (DDI decision, Vol VII deployment, day-2 build, Teams, RedHat-on-AWS). The kit phases below sequence only the ServiceNow kit portfolio, and are numbered independently:
	Kit phase
	Contents
	Maps onto compliance-roadmap phase

	Kit Phase 1 — Foundation kits (exist)
	Compliance Kit (Vol VII), DDI Kit (Vol VIII exemplar), Day-2 Kit (Vol IX)
	Phases 2–4

	Kit Phase 2 — Identity & Access Governance Kit (proposed)
	JML automation, access certification, IAM KSI evidence
	After phase 3 (extends the Day-2 Kit’s JML lane)

	Kit Phase 3+ — Candidate kits (future)
	PAM/JIT, Device Compliance (Intune), AWS/RedHat queue extension, analytics
	Phase 5 and beyond


2. Doctrine guardrails (inherited, non-negotiable)
Every kit in the portfolio — existing and proposed — carries the Vol VII discipline:
1. Coordination, not actuation. The kit routes drift/requests to an owner, gates change (CM-3), and rolls posture up to ConMon (CA-7); actuation stays platform-native (Microsoft Graph, Azure Policy, Update Manager).
1. CMDB reconciles to the naming plane. IPAM/DDI (CM-8 join key) and HRIT are the truth planes; a CMDB that drifts from them is a reconciliation defect, never a second source of truth.
1. FedRAMP Moderate + GCC Moderate only. ServiceNow Government Cloud referred to as FedRAMP-authorized; never cite High.
1. In-boundary by construction. MID Server inside the ATO boundary; least-privilege connector identities — read plus scoped/logged/approved write, never standing tenant admin (AC-6).
1. Everything as code, checked against the SSOT. Each kit’s control map is machine-readable data projected from compliance-compliance-spine.yml, CI-checked with the regen-and-diff discipline (validate_day2_control_maps.py pattern); ATF coverage and update-set packaging are release requirements.
1. Requirements before build. Each new kit enters the portfolio through a detailed requirements document in the format of Compliance_Identity_Access_Governance_Kit_Requirements.docx / Compliance_Series_Requirements.md (overview, scope, FR tables with Req IDs, integration matrix, NFRs, personas, KPIs, dependencies), reviewed by CSI, OIS, and ServiceNow stakeholders.
3. Kit Phase 1 — Foundation kits (exist today)
	Kit
	Series home
	Lanes
	What it operates
	Status

	Compliance Kit (x_fed_compliance)
	Vol VII Books 00–05
	A
	M365 + Azure control drift → tracked work, CMDB reconciliation (CM-8), attestation/evidence/KSI (CA-2/5/7)
	Authored; deploy to sub-prod, wire MID + Graph/ARM connectors, run ATF

	DDI Kit
	Vol VIII / infoblox-ddi-book/servicenow-app/
	B
	Catalog → approval/SoD (CM-5) → Terraform → validation gate → CMDB for DDI change
	Complete importable exemplar; point at the DDI backend once the InfoBlox decision (compliance-roadmap Task #1) lands

	Day-2 Kit
	Vol IX Books 00–05 / servicenow-day2/
	C, D, E, §4, F
	Helpdesk/ITSM catalog (JML, credential, access), landing-zone front door, app-registration governance, Teams telephony, SaaS integration governance (SA-9 gate)
	Books + control maps + flows + ATF spec authored (issues #1139–#1141); remaining: export sys_atf_test XML and the assembled update set from a sub-prod build, per-item catalog variable sets


These three kits close the coordination layer for the estate’s routine state: compliance drift, DDI change, and day-2 requests. What they deliberately do not carry is identity governance — certification campaigns, least-privilege evidence, and the IAM KSI feed — which is the Phase 2 kit’s job.
4. Kit Phase 2 — Identity & Access Governance Kit (proposed)
Detailed requirements: Compliance-Training-Program/Compliance_Identity_Access_Governance_Kit_Requirements.docx (Draft v0.9). Tracking issue: #1221 (same pattern as #1139–#1141). Summary of what it adds and where it sits:
· Extends, not duplicates, the Day-2 Kit. Vol IX Book 01 already governs JML requests; this kit automates the full lifecycle from HRIT Org SSOT events (joiner/mover/leaver with approval gates, FR-JML-001..005) and layers access certification campaigns (user, manager, application-owner, privileged; FR-CERT-001..006) on top.
· Feeds the Compliance Kit’s evidence loop. Campaign completion, MFA/conditional access coverage, SSOT-vs-Entra least-privilege comparison, and JML audit trails become IAM KSI evidence (FR-EVD-001..006), exported OSCAL-compatibly via the <engine> oscal bundle path into Vol VII Book 04 attestation.
· Dependencies: Vol I Book 04 (HRIT Identity & Org SSOT) implemented and reliable; Vol I Book 05 (Entra ID modernization) on at least a parallel path; foundation kits deployed (the requirements doc assumes the Day-2 and DDI kits are live).
· Series home (proposal): a new Vol IX book (Vol IX Book 06 — Identity & Access Governance) or, if certification-campaign scope grows, its own volume; decide at requirements sign-off. Spine registration, control map, ATF, and update set follow the guardrails in §2 either way.
· Out of the kit’s scope, deferred to Phase 3+: full PAM/JIT provisioning, device compliance / Intune integration, non-Entra identity sources, AI-driven access recommendations, automated remediation beyond evidence + alerting.
5. Kit Phase 3+ — Candidate kits (future, unsequenced)
Candidates named by the Phase 2 requirements document and the series’ explicit follow-ups; each requires its own requirements document (§2 guardrail 6) before any build:
	Candidate kit
	Seed doctrine in the series
	Would close / operate

	PAM / JIT Access Kit
	Vol III Book 01 (Privileged Access Management)
	Just-in-time elevation, standing-privilege burndown (AC-6), privileged-session evidence

	Device Compliance Kit (Intune)
	ZTNA-related work in Vol I Book 05; Intune-first drafts in inbox/drafts/
	Device-compliance gates in conditional access, endpoint evidence slots

	AWS / RedHat Queue Extension
	Vol III Book 03 (Patch & Systems Management), Vol VIII Book 02 (AWS DDI)
	SI-2/CM-6/RA-5 queues for the AWS RedHat estate reconciling into the same ServiceNow queues (compliance-roadmap phase 5)

	Identity Analytics Kit
	Phase 2 kit’s evidence store
	AI-assisted access recommendations, anomaly detection, risk scoring — evidence-consuming, never auto-remediating without human-in-the-loop


6. Sequencing & gates
Kit Phase 1 (deploy)          Kit Phase 2 (build)                Kit Phase 3+ (propose)
Compliance Kit ──┐
DDI Kit ─────────┼─ sub-prod, ATF, update sets
Day-2 Kit ───────┘        │
                          ▼
              Identity & Access Governance Kit
              (gate: HRIT SSOT live, Entra modernization
               underway, requirements v1.0 signed off)
                          │
                          ▼
              PAM/JIT · Device Compliance · AWS/RedHat · Analytics
              (gate: per-kit requirements doc + OIS review)
Gates, concretely:
1. Phase 1 → 2: foundation kits running in sub-prod with green ATF; HRIT Org SSOT (Vol I Book 04) providing reliable data; Identity & Access Governance Kit requirements advanced from Draft v0.9 to a signed-off v1.0 through the CSI/OIS workshops the document itself calls for.
1. Phase 2 → 3+: IAM KSI evidence flowing into Vol VII Book 04; per-candidate requirements documents authored and reviewed; sequencing decided against the compliance-roadmap phase 5 (RedHat-on-AWS) timing.
7. Immediate next actions
1. Decide the Phase 2 kit’s series home (Vol IX Book 06 vs. new volume) and register it in compliance-compliance-spine.yml.
1. Advance the Identity & Access Governance Kit requirements doc to v1.0 (CSI/OIS workshop pass; align with the CR26 Indicator Mapping effort).
1. Finish the Day-2 Kit’s remaining steps (issue #1139: ATF XML export, update-set assembly, catalog variable sets) so the Phase 1 → 2 gate is testable.
1. File a tracking issue for the Phase 2 kit (same pattern as #1139–#1141) so the portfolio backlog lives in GitHub, not only in documents. Done — #1221.
8. Cross-references
· inbox/Federal_Compliance_Automation_Roadmap.md — lanes A–F, compliance phases 0–5.
· docs/customer-documents/compliance-series/Compliance-Training-Program/Compliance_Identity_Access_Governance_Kit_Requirements.docx — Phase 2 kit detailed requirements (Draft v0.9).
· docs/customer-documents/compliance-series/Compliance_Series_Requirements.md — series-level requirements document.
· docs/customer-documents/compliance-series/Compliance_Vol_VII_ServiceNow_Automation_Plan.md — Vol VII volume plan and doctrine guardrails.
· docs/customer-documents/compliance-series/servicenow-day2/README.md — Day-2 Kit data layer and remaining steps.
· infoblox-ddi-book/servicenow-app/ — DDI Kit scoped-app exemplar.
· docs/customer-documents/compliance-series/compliance-compliance-spine.yml — the machine-readable SSOT every kit’s control map projects from.
Compliance — Evidence & Authorization Contract
Date Code: 2026-07-18 06:37 ET Status: Published (series-owned specification) Scope: FedRAMP Moderate (GCC Moderate / Class C) — Agency consuming-agency RMF/FISMA posture

0. Why this document exists
The Federal Compliance series is two separable things:
1. The architecture corpus — the books, the control-closure narrative, the “mechanism, not product” doctrine, the seven functional planes, and the coordinated-native management model. This layer is already vendor-neutral and framework-anchored (NIST SP 800-53 Rev 5, FedRAMP 20x / CR26, the CISA/OMB directive timeline). It stands on its own.
1. The evidence-and-authorization layer — the machine-readable artifacts that prove which mechanism closes which control, on a continuous cadence, in a form an Authorizing Official and a ConMon program can consume.
This specification defines layer 2 as a contract, not as a tool. The series emits to this contract. Any conformant evidence engine — a purpose-built governance platform, a FedRAMP-authorized COTS GRC product, or native OSCAL tooling — may satisfy it. The series names none of them, exactly as it names no single DDI, SD-WAN, or SIEM product: mechanism classes are mandatory; the product that implements a class is a per-layer selection the agency makes.
This is the artifact that lets the Compliance series stand alone. Nothing here depends on any specific downstream implementation.

1. The three-part contract
An evidence engine is Compliance-conformant if it accepts the three inputs in §2–§4 and produces the two outputs in §5–§6, honoring the invariants in §7.

2. Input 1 — The compliance spine
A single generated data artifact (federal-compliance-compliance-spine.yml) is the series’ single source of truth. Every book’s control table renders from it; it is CI drift-gated so no book can assert a closure the spine does not carry.
Each row is one (authority, requirement, mechanism, book, slot, KSI) tuple:
	Field
	Meaning
	Example

	authority
	Framework the requirement comes from
	NIST SP 800-53 Rev 5

	requirement_id
	Control / indicator identifier
	IA-3

	requirement_text
	Verbatim requirement statement
	“The information system uniquely identifies and authenticates …”

	mechanism_class
	The protocol/behavior that closes it (never a product)
	port-based network authentication (802.1X EAP-TLS)

	book
	Series book that demonstrates the mechanism
	Vol I Book 02

	evidence_slot
	Which evidence slot carries the proof (§3)
	slot-03-network

	ksi_ref
	FedRAMP 20x KSI indicator(s) the row contributes to
	KSI-CNA-*

	attestable_by_tooling
	true if a conformance scanner alone can attest; false if the architecture must exist first
	false


Invariant: mechanism_class is falsifiable and names no vendor. “Only port-based authentication closes IA-3” is a claim about protocol behavior. The deployed product that realizes the mechanism is recorded elsewhere (the agency’s selection record), never in the spine.

3. Input 2 — Evidence slot records
Evidence is organized into eight numbered slots. A slot is a stable evidence category; books bind their proofs into slots, and the engine evaluates per slot.
	Slot
	Category
	Representative books

	slot-01
	identity
	Certs/Tokens; HRIT SSOT; Entra/ZTNA; PAM

	slot-02
	data
	Data Protection (Purview / CMK)

	slot-03
	network
	DDI/IPAM; NAC/802.1X; SD-WAN/SASE

	slot-04
	telemetry
	Vuln mgmt; Data protection; SIEM/XDR

	slot-05
	endpoint
	NAC posture; PAM; Vuln mgmt; PII

	slot-06
	security
	Vuln mgmt; SIEM; SCRM; PM governance

	slot-07
	continuity
	Business Continuity / Contingency

	slot-08
	training
	Cybersecurity Awareness & Training


Each slot record is machine-readable and carries, per evidenced item:
slot: slot-03-network
evidence:
  - id: <stable-evidence-id>
    requirement_ids: [SC-8, CA-7]        # controls this item supports
    ksi_refs: [KSI-CNA-*]
    source: <named mechanism/system class>   # e.g. "SD-WAN telemetry"
    collected_at: <timestamp>
    result: pass | fail | inconclusive
    disposition: null | governed_exception | actionable_drift | lapsed_acceptance
    poam_ref: <optional POA&M ticket id>
    expiry: <optional review-by date>
Invariant: a slot record is the only thing the engine trusts. Prose in a book is narrative; the slot record is evidence. If the two disagree, the slot record governs and the disagreement is itself a drift finding.

4. Input 3 — Cadence and disposition rules
The contract requires a defined continuous-monitoring cadence and a disposition vocabulary so “satisfied” is never a static claim.
· Cadence (CA-7): monthly evidence refresh; quarterly evidence-quality review; semi-annual IR/CP exercise; annual full re-assessment. VDR machine-resource verification cadence follows the applicable class window.
· Disposition vocabulary — every evidence item that could fail resolves to one of: actionable_drift (new deviation, POA&M-bound), governed_exception (deviation backed by a registered boundary/compensating-control decision, with expiry), or lapsed_acceptance (a governed exception whose expiry passed — reverts to actionable). No item may be “always satisfied.”

5. Output A — The OSCAL bundle
The engine produces a NIST OSCAL Assessment Plan + Assessment Results + POA&M bundle. OSCAL is an open NIST format; this is the deliberate exit-ramp that keeps the series independent of any one engine.
· AP — the assessment plan: which controls, which evidence slots, which cadence.
· AR — assessment results with per-KSI verdicts derived from slot records.
· POA&M — open items, each with a disposition, mitigating factors drawn from slot evidence, and characterizations.
Acceptance test: 29/29 (or the reconciled indicator count — see §8) satisfied must be reproducible from the spine + slot records alone, with zero manual edits, and must survive re-generation.

6. Output B — The continuous-monitoring stream
The same engine, on the §4 cadence, re-emits the AR and updates POA&M dispositions. The ConMon stream is not a separate reporting chore — it is the monitoring output. This output feeds agency FISMA/CDM reporting and the CA-7 program described in the Authorization Package book.

7. Conformance invariants (the whole contract in five rules)
1. Spine is SSOT. No book asserts a closure the spine does not carry; CI gates this.
1. Mechanism, not product. Closure claims name protocol behavior, never a vendor.
1. Slot record is truth. Narrative never overrides a machine-readable slot record.
1. Nothing is always satisfied. Every failable item carries a live disposition.
1. OSCAL is the boundary. Outputs are open-format so the engine is swappable.
An engine that honors these five is conformant. The series does not care which engine it is — only that the contract holds.

8. Known open — the KSI-count reconciliation
The “29 KSI rules” cited throughout the series are an internal rule decomposition, not the published FedRAMP CR26 Moderate KSI catalog. Until the internal rule set is diffed indicator-by-indicator against the finalized CR26 Moderate list and the mapping is stated explicitly, “29/29 satisfied” is a claim about the internal rule set — not about coverage of the full CR26 indicator surface. Closing this is a precondition for the authorization-package claim and is tracked as the series’ #1 evidence-layer open item. This reconciliation is the responsibility of whatever engine implements this contract, and its result must be reflected back into the spine (ksi_ref column) before the AR count is asserted externally.

9. What this buys the series
With this contract in hand, the Compliance corpus is complete and self-standing: an architecture that demonstrates control closure, plus a precise, open-format specification of the evidence it emits. The choice of evidence engine becomes a downstream procurement decision on the same footing as the choice of DDI or SIEM — evaluated on its merits, swappable by the OSCAL boundary, and named nowhere in the books.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, the Office of Information Security, or leadership. Date Code: 2026-07-21 15:20 ET
What this is. A set of common service-desk tasks — password and authenticator resets, admin-consent requests, tenant account creation, scripted-command execution, the morning sync check, and event-log handling — each written the way Compliance requires it to run. Each task below states, briefly, the ungoverned “as-found” shape most estates inherit, then gives the exact compliant process: the catalog item that carries it, the source of truth it originates from, the authorization gate, the just-in-time elevation, the actuation path, the closure probe, and the control and KSI evidence it emits. The compliant steps are the five-verb Identity MACD-R matrix (Vol IX Book 01), the SaaS-integration gate (Book 05), and the identity-governance layer (Book 06), applied to real tasks. No agency, tenant, host, or person is named; substitute your own environment’s identifiers where the steps say the production tenant, the sync host, and so on.
The One Rule Every Task Obeys
Every task in this runbook is one operation in the MACD-R Lifecycle (Vol 0 Book 00). It must:
1. originate with the source of truth for the object’s class — an HR joiner/mover/leaver event for a person, the non-human identity registry for a service account, a governed request resolved against the SSOT record for everything else. An email is not a source of truth. The email opens a ticket; the ticket resolves against the SSOT.
1. carry an authoritative authorization in the path — the approver the control requires, resolved from the SSOT-derived routing, never the requester acting on their own word. Requester ≠ approver, always.
1. execute under least privilege, elevated just-in-time — a scoped, time-boxed role activated at execution (PIM), actuated through the in-boundary MID Server via Microsoft Graph; never standing tenant or portal admin.
1. close with provenance — the closing record carries the verification payload (the probe result proving the state took), not a “done” reply.
1. emit verified evidence automatically — the request, approval, PIM activation, actuation result, and closure probe become a change record (CM-3 / AU-2) reconciled to the CM-8 join key, feeding attestation (Vol VII Book 04) and the KSI evidence pipeline. No hand-compiled report.
If any of the five is missing, the task is unauthorized by construction — the finished action is un-attestable no matter how correctly the estate change itself was made.
Task 1 — Password Reset
Verb: Reset · Catalog item: entra.credential.password_reset · Control: IA-5 · KSI: KSI-IAM
As-found gap. An email arrives; the operator, on standing portal admin, resets the password and emails a temporary password back to the same mailbox that made the request. No identity re-proofing; account status is disclosed to an unverified requester; the temporary credential and the request share one channel — if that mailbox is compromised, the reset hands the account to the attacker.
The Compliance process.
1. Originate. The email opens a password_reset catalog request against the reconciled identity record — not a portal action. The request resolves the target against the HR/identity source of truth; if the account is disabled, the request halts and routes to the security office rather than silently proceeding.
1. Authorize. Self-service where policy allows (the user proves identity through the self-service portal’s own factors); otherwise a service-desk gate that performs identity re-proofing against the SSOT record (IA-4) — knowledge derived from the authoritative record, never caller-supplied facts.
1. Elevate & actuate. The catalog actuator resets the credential via Graph through the in-boundary MID under a just-in-time scoped role. The operator holds no standing admin.
1. Deliver out-of-band. Issue a Temporary Access Pass (or an out-of-band channel distinct from the request channel) — not a password emailed to the requesting mailbox. The two-message instinct is right; the fix is a different channel, not two messages to one inbox.
1. Close with provenance. The closure probe confirms the temporary credential is active and the prior credential is dead; the change record captures who requested, who approved, what re-proofing occurred, and the probe result. IA-5 evidence lands in KSI-IAM automatically.
Task 2 — Authenticator (MFA) Reset
Verb: Reset · Catalog item: entra.credential.mfa_reset · Control: IA-5 (with IA-2 / IA-12) · KSI: KSI-IAM
This is the account-takeover primitive — treat it as the highest-risk task on the desk. After an MFA reset, the next person to enroll an authenticator controls the account. An MFA reset performed on an emailed request with no verification is the classic help-desk social-engineering entry. It must never be a look-up-and-click.
As-found gap. Email arrives, operator looks up the user, clicks “require re-register MFA,” replies “done.” Zero verification of the requester against the account owner.
The Compliance process.
1. Originate. The request opens an mfa_reset catalog item against the identity record.
1. Authorize — the gate is the point. servicedesk+verify: the operator performs identity-proofing to policy (IA-12) before anything is actuated — verified against the authoritative identity record and, for privileged or sensitive accounts, a second-party approval. High-assurance re-proofing (e.g., a supervisor-confirmed or in-person/video step) is required where the account’s risk tier demands it.
1. Elevate & actuate. Require re-registration via Graph through the MID under a just-in-time role.
1. Log and alert. Every MFA reset raises an audit event and a security alert (SI-4) — repeated resets on one identity are a detection signal, not routine.
1. Close with provenance. The closure record carries the re-proofing evidence and the confirmation that the old method is removed and a new enrollment is pending under the user’s control.
Task 3 — Admin Consent Request (Third-Party App)
Verb: Change (application integration) · Catalog items: Book 05 Lane F, Phases 1–2 · Controls: AC-20, SA-9, AC-6 · KSI: KSI-IAM, KSI-SCR
As-found gap. An app-consent email arrives; the operator checks an approved-software list (good instinct), eyeballs whether the requested permissions look “limited to what’s required,” and clicks Accept. No recorded authorization verdict on the service at the far end; a single approver; a subjective permission judgment.
The gap this closes is exact. Consent restriction governs who approves an integration; it does not govern whether the service is authorized to hold federal data. An administrator correctly consenting to an unauthorized cloud service passes every consent gate and still leaks the boundary. Only a recorded authorization verdict closes SA-9.
The Compliance process.
1. Originate. The consent email opens a Lane F SaaS-integration request recording the app, its business owner, and the directory attributes it will receive (AC-20 — what identity data leaves the boundary, to which external system).
1. Authorize — verdict before configuration. Record a marketplace/authorization verdict at or above the required baseline against the request before consent is granted (SA-9). A missing or lapsed authorization halts the request. The approved-software list is necessary but not sufficient; the authorization verdict is the gate.
1. Least privilege on the grant. Consent is scoped to the minimum the application requires; the reviewing approver is distinct from the requester; the grant is actuated through the MID, not a portal click by a standing admin.
1. Declare the endpoints. The app’s SSO/SCIM endpoints, ports, and protocols are recorded (SA-9(2)) so the network allow-list and DDI records derive from the declaration and an undeclared endpoint shows as drift.
1. Close and re-attest. Closure records the verdict, the scoped consent, and the endpoint declaration; the authorization is re-checked on cadence and a lapse raises a task (CA-7). Evidence lands in KSI-SCR.
Task 4 — Creating a Tenant Account
Verb: Add · Catalog item: entra.jml.joiner · Control: AC-2 (with AC-6, IA-5) · KSI: KSI-IAM
As-found gap. An operator on global admin creates the account from a request, emails the username and password to the user (credentials in cleartext), and assigns one of two groups by hand. Origination is an ask, not an HR event; privilege is global admin for a routine create; entitlements are a binary choice, not SSOT-derived.
The Compliance process.
1. Originate from the joiner event. The account is provisioned from the HR joiner event (the org/identity source of truth), not from an ad-hoc request. Provisioning that must happen before the HR record exists is the exception path, flagged and time-boxed, not the norm.
1. Authorize. manager+identity — the manager of record (SSOT-derived) plus the identity team.
1. Least privilege by derivation. Group, license, and role membership are derived from the identity’s attributes (department, role, location) — not a hand-picked group. The least-privilege baseline is the derivation, not the operator’s judgment. Usage-location and sync-filter attributes are set from the record so the account is well-formed on creation.
1. Elevate & actuate. Create via Graph through the MID under a just-in-time scoped role — never standing global admin for a routine joiner.
1. Deliver credentials out-of-band. A Temporary Access Pass or out-of-band channel; never username and password in cleartext email.
1. Close with provenance. The closure probe confirms the account exists with exactly the derived entitlements and the owner anchored; the change record feeds attestation. AC-2 evidence lands in KSI-IAM.
Task 5 — Scripted Command Execution (“Capstone”)
Verb: Change (bulk/attribute) · Catalog item: a typed Lane extension, not free-form script · Controls: AC-2, AC-6, CM-3 · KSI: KSI-IAM
Never run a command pasted from a request. In the as-found procedure the requester authors a PowerShell command and the operator runs it under admin Graph privileges — the requester is the author, the operator is the execution engine. A spoofed or compromised requesting mailbox obtains arbitrary tenant execution. This is exactly the pattern the “the form is the contract” rule exists to prevent.
As-found gap. Operator connects to Graph on an admin host, copy/pastes the requester’s command, runs it, replies “run successfully.” No record of what ran, no before/after state, no change record.
The Compliance process.
1. Parameters travel; commands do not. The request supplies validated inputs to a pre-approved, version-controlled Script Include — never a free-form command. The form is the contract: it can only submit the parameters the Script Include declares, and the Script Include is the only thing that runs. A secret is MID-resolved, never a form field.
1. Originate & authorize. The request resolves against the SSOT record for the objects it changes; the approval gate the change type requires holds it.
1. Elevate & actuate. The Script Include actuates via Graph through the MID under a just-in-time scoped role.
1. Close with provenance. The closing record captures the exact parameters submitted, the before/after state of each changed object, and the probe confirming the intended change and nothing broader — a CM-3 change record, not a “run successfully” reply. If a bulk change is genuinely one-off and outside the catalog, it is a change-managed, peer-reviewed, logged operation — never an emailed command.
Task 6 — Morning Synchronization Check
Verb: Evidence (continuous monitoring) · Home: Book 06 governance loop + the evidence fabric · Controls: CA-7, SI-4, AU-6, CP-9 · KSI: KSI-MLA, KSI-CM
As-found gap. An operator RDPs daily to the Tier-0 directory-sync hosts, eyeballs the most recent import/sync/export results, notes errors by hand, and pastes them into an email where “changes from yesterday must be bolded” — a human diffing yesterday’s email. Errors found do not become tracked remediation. This is the manual-compilation anti-pattern in its purest form, performed with daily privileged logon to the most sensitive hosts in the estate.
The Compliance process.
1. Probe, don’t RDP. A scheduled read-only probe collects sync run status, sync/export error counts, connector health, service-health advisories, and backup success from the sync service and connect-health surfaces — via API, under a scoped read-only identity. Daily interactive logon to Tier-0 sync hosts is eliminated (AC-6, and the privileged-access discipline of Vol III Book 01).
1. Derive the report, never compile it. The morning report is generated from the probe output — re-runnable and diffable, so “what changed since yesterday” is a computed delta, not a human bolding fields. Reports are derivations, never compilations (Vol 0 Book 00).
1. Errors become tracked work. Each sync/export error or unhealthy connector opens a remediation task with an owner and an SLA (CA-7) — not a line in an email that scrolls away. A failed nightly backup is a CP-9 finding, not a note.
1. Emit to the fabric. The probe result and the derived report flow into the evidence fabric and feed KSI-MLA (monitoring) and KSI-CM automatically; the attestation loop reads posture that is actioned, not eyeballed.
Task 7 — Event-Log Handling
Verb: Evidence (audit integrity) · Home: the SIEM / evidence pipeline (Vol III Book 06) · Controls: AU-2, AU-6, AU-9 · KSI: KSI-MLA
As-found gap. A scheduled script writes event-log output to an administrative file share (\\host\d$\...) — writable by anyone with server-admin rights, so the audit record can be altered by the very population it is meant to hold accountable (an AU-9 audit-integrity failure). No SIEM feed, no retention policy, no review procedure; the document itself ends “Review Monday to see if this is enough.”
The Compliance process.
1. Ship to the SIEM, not a share. Event logs are forwarded to the central SIEM / log pipeline (Vol III Book 06) — write-once to a store the monitored administrators cannot alter (AU-9). A d$ admin share is never an evidence destination.
1. Retain to policy. Retention and protection follow the audit-record policy (AU-11), not the free space on a server.
1. Review is a procedure, not a maybe. Log review (AU-6) is a scheduled, owned activity that raises findings into the same remediation stream as everything else — replacing “review Monday to see if this is enough” with a defined cadence and owner.
1. Emit to the fabric. Collection status and review completion feed KSI-MLA automatically.
Task 8 — Privileged Role Definition (Custom Roles)
Verb: the standing posture under every task above · Home: Book 06 + Vol III Book 01 (PAM) · Controls: AC-6, AC-2(7) · KSI: KSI-IAM
As-found gap. One scoped custom role exists (a good instinct — a helpdesk role limited to a narrow device action) while the rest of the operation runs on standing global and portal admin. The scoped role has no enumerated permission set, no PIM activation policy, and no review cadence recorded.
The Compliance process.
1. Least privilege by default, everywhere. Every operator task above actuates under a scoped role activated just-in-time; standing global/portal admin is removed from day-to-day operations (AC-6). The one good scoped role becomes the pattern, not the exception.
1. Enumerate and bind. Each custom role declares its exact permission set, its backing group, and the tasks it exists to serve — a governed record, not a spreadsheet row.
1. PIM on activation. Elevation into any privileged role is time-boxed, approved, and logged; the activation record is part of every task’s evidence, binding who could act to what was done.
1. Review on cadence. Privileged-role membership is a standing access-certification target (AC-2(7)) — reviewed on a calendar, with revocations becoming tracked remediation.
What Changes, in One Table
	Task
	As-found origin
	As-found auth
	As-found privilege
	As-found closure
	Compliant catalog item

	Password reset
	Email
	None (requester’s word)
	Standing portal admin
	“Done” + temp pw to same inbox
	entra.credential.password_reset

	MFA reset
	Email
	None
	Standing portal admin
	“Done” reply
	entra.credential.mfa_reset

	Admin consent
	Email
	Single operator’s judgment
	Standing admin
	“Accept”
	Book 05 Lane F P1–2

	Tenant account
	Request
	None from HR
	Standing global admin
	Cleartext creds emailed
	entra.jml.joiner

	Scripted command
	Email w/ pasted command
	None
	Admin Graph
	“Run successfully”
	Typed Script Include + params

	Morning check
	Manual RDP
	n/a
	Daily Tier-0 logon
	Hand-bolded email
	Scheduled probe → fabric

	Event logs
	Scheduled script
	n/a
	Admin share write
	Unprotected d$
	SIEM feed (Vol III Book 06)

	Custom roles
	Ad-hoc
	n/a
	Mostly standing admin
	Undocumented
	PIM + enumerated role record


Every “as-found” column is a control eroded a click at a time and a KSI that reads empty from work that happens every day. Every “compliant” column is the same task producing the evidence its control and KSI require — no extra work invented, the routine operation simply routed through the path that makes it attestable.
Cross-References
· Vol 0 Book 00 — the MACD-R Lifecycle, Closure Provenance, and the per-class SSOT Registry these procedures obey.
· Vol IX Book 01 — the five-verb Identity MACD-R matrix and the ten helpdesk catalog items (Tasks 1–5 above).
· Vol IX Book 05 — the SaaS-integration gate (Task 3).
· Vol IX Book 06 — the identity-governance layer, certification, and the evidence feed (Tasks 6 and 8).
· Vol III Book 01 / Book 06 — privileged access management and the SIEM evidence pipeline (Tasks 6–8).
· Vol VII Book 04 — where every closure above becomes attested control state and KSI evidence.
Federal Compliance Series - Moderate
Eleven-volume, engine-neutral FedRAMP Moderate compliance program
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Series Overview
The Federal Compliance Series - Moderate covers the network, identity, data-platform, security-operations, governance, training, automation, multi-cloud DNS/DHCP/IPAM, and day-2 architecture required for FedRAMP Moderate authorization under FedRAMP 20x rules.
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Evidence Contract
The series speaks only to an open Evidence & Authorization Contract that any conformant evidence engine can satisfy. It stands alone without any particular identity or modernization substrate.
One lifecycle
Every operational change — Move, Add, Change, Deletion, and Reset — travels the same five-clause authorized path:
1. It originates with the authoritative source.
1. It carries an authoritative authorization.
1. It executes under least privilege with just-in-time elevation.
1. It closes with provenance.
1. It emits verified, secured evidence automatically to continuous monitoring.
No closure counts unless it carries its proof.

Cleaned extraction for project use. No internal branding or document identifiers. All eleven volume overviews extracted; full individual books remain in source materials.
Federal Compliance Series - Moderate — Executive Brief
Two-page decision brief for authorizing officials, program executives, and budget decision-makers
The thesis
The agency’s federal compliance debt is not a resource shortage — it is an architectural pattern mismatch. The estate was built for a world where compute, identity, and communication sat inside a perimeter; the controls now required under Executive Order 14028, OMB M-22-09, TIC 3.0, and the FedRAMP 20x Consolidated Rules cannot be satisfied by a perimeter architecture at any budget. The implementations in this series are therefore structural prerequisites for an agency Moderate authorization whose evidence survives the FedRAMP 20x transition, not optional modernization projects. A small number of truth-plane mechanisms — authoritative naming and addressing, cryptographic identity, and a unified evidence contract — are load-bearing: everything else can be re-platformed; these can only be depended on.
The three deadlines that bind
	Date
	What happens
	Why it binds

	Aug 31, 2026
	FedRAMP 20x Class B + C opens
	The pipeline inherited Moderate providers enter. The substrate must exist to structure inherited evidence cleanly.

	Dec 7, 2026
	BOD 26-04 VDR/VER in force
	Software bill of materials + vendor disclosure required; risk-based remediation timelines live.

	Jan 1, 2027
	CR26 mandatory
	All continuous-monitoring evidence must be machine-readable Key Security Indicator format.


Decisions required
1. Endorse (or redirect) the architecture doctrine. Owner: Office of Information Security + CIO. By: before any procurement or build commitment.
1. Accept the automation platform boundary treatment, or name a Moderate-authorized alternative. Owner: Authorizing Official / Information System Security Officer. By: before the automation volumes build.
1. Fund the load-bearing substrate first — naming and addressing, then the transport overlay and boundary enforcement. Owner: CIO / budget. By: in time to structure evidence for the August 31, 2026 window.
1. Direct the internal-rules to CR26 reconciliation and schedule the independent security control assessment. Owner: Office of Information Security continuous-monitoring lead. By: before independent assessment; no later than August 31, 2026.
1. Decide the multi-cloud breadth. One volume spans multiple cloud providers — the one deliberate exception to the government-cloud / Microsoft scope. Owner: CIO. By: before committing that volume beyond the primary cloud.
Cost of inaction
If the substrate is not in place before the August 31, 2026 window and the January 1, 2027 mandate: - Inherited authorizations stop reconciling. Without the naming, identity, and evidence planes, the agency cannot assemble a continuous, machine-readable Key Security Indicator package. - The same findings recur every assessment cycle. Open component-inventory, DNSSEC, and transport-encryption findings become standing items that manual evidence assembly cannot clear under the new rules. - Spend does not fix it. The perimeter architecture cannot satisfy the Zero Trust controls regardless of tooling budget — the mismatch is structural.
Reading paths by role
· Authorizing Official / budget: this brief, then the product inventory questionnaire and the residual compliance risk section.
· Information System Security Officer / assessor: the series control crosswalk and the claim-to-evidence-to-test matrix, then the authorization package and continuous-monitoring volume.
· Engineer: the volume overview books, then the implementation volume and the deployable kits.
Honest status
Self-assessed against the series’ internal Key Security Indicator decomposition. Coverage is partial. The package is pending independent security control assessment. Nothing here is an authorization result.
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Federal Compliance Series - Moderate — Executive Summary
Technical compendium — thesis, doctrine, and control-closure framing
Draft posture
This document is a draft proposal. It is an attempt at a comprehensive agency-wide technical roadmap and has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review.
What this is
A comprehensive technical roadmap — mapping implementation areas to specific control families, identifying closure mechanisms, and sequencing the work against the regulatory timeline. It is an attempt at a true enterprise-wide view.
What this is not
A final implementation mandate, an organizational assignment of responsibilities, or a procurement decision. Security policy authority, control ownership, budget authority, and implementation accountability span multiple organizations and must be established through a formal alignment process.
Series structure
The series comprises implementation guides organized across eleven volumes:
· Vol 0 — Executive Summary, Questionnaire & Control Crosswalk
· Vol I — Foundation & Transport (naming, identity, trust, network, telecommunications)
· Vol II — Data Platform (database authentication and consolidation)
· Vol III — Security Operations (privileged access, vulnerability, patch, cloud-native posture, data protection, detection engineering, multi-cloud evidence)
· Vol IV — Governance & Assurance (business continuity, supply chain, program management, privacy, training, authorization package)
· Vol V — Training & Certification
· Vol VI — Implementation (deploy-as-code layer)
· Vol VII — Automation (workflow and evidence coordination)
· Vol VIII — Multi-Cloud DNS/DHCP/IPAM
· Vol IX — Day-2 Operations
· Vol X — Governance-Substrate Integration (optional binding)
Load-bearing mechanisms
A small number of truth-plane mechanisms are load-bearing: - Authoritative naming and addressing (IPAM/DDI). - Cryptographic identity. - A unified evidence contract.
Everything else can be re-platformed. These can only be depended on.
One lifecycle
Every operational change travels the same five-clause authorized path: 1. Originates with the authoritative source. 2. Carries an authoritative authorization. 3. Executes under least privilege with just-in-time elevation. 4. Closes with provenance. 5. Emits verified, secured evidence automatically to continuous monitoring.
No closure counts unless it carries its proof.
Control closure
Each book generates its authorities-closed table from a single compliance spine: the authoritative source that maps every NIST SP 800-53 control the series closes to the book that closes it, the mechanism, the accreditation gate, the FedRAMP 20x Key Security Indicator theme, and the evidence slot. The tables are generated, never hand-edited.
Honest limits
· The series is engine-neutral. It speaks to an open Evidence & Authorization Contract that any conformant evidence engine can satisfy.
· Coverage is partial and pending independent assessment.
· The compliance timeline is not advisory. The FedRAMP 20x mandatory date is a regulatory requirement.
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Federal Compliance Series - Moderate — Volume I: Foundation & Transport
Volume purpose — the naming, identity, and transport substrate every other volume depends on
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume I establishes the substrate every other volume depends on. Before a control can be scanned, an identity authorized, a workload consolidated, or an authorization package assembled, four things must exist and be authoritative:
· A naming and addressing plane (DNS, DHCP, IPAM, certificate issuance).
· A device and cryptographic identity plane.
· An organizational identity source of truth.
· An encrypted, governed transport between sites and clouds.
The volume’s governing claim is the series’ Closure Necessity doctrine at its foundation: you cannot inventory what you cannot name, authorize what you cannot identify, or encrypt a circuit that has no overlay. Remove Volume I and the controls claimed in later volumes do not degrade — they become unevaluable.
Books in this volume
	Book
	Title
	Role

	Book 01
	Cloud Landing Zone, IPAM/DDI, FedRAMP
	The authoritative naming/addressing plane — the asset-identity join key the whole program correlates on

	Book 02
	Network Access Control (802.1X)
	Device identity at the physical port — what is connected, proven at the wire

	Book 03
	Certificates & Tokens
	Cryptographic identity for users, devices, and workloads — path-independent, session-less

	Book 04
	HRIT Identity & Org SSOT
	The human/organizational source of truth every account and access decision asserts

	Book 05
	Network Modernization
	Cloud identity, zero-trust network access, and drift reconciliation — session-to-token identity modernization

	Book 06
	Federal Telecommunications Modernization
	SD-WAN + Secure Access Service Edge under TIC 3.0 — encrypted, application-aware transport

	Book 07
	Network Enforcement Substrate
	Customer-edge enforcement accredited via NIAP / DISA STIG / FIPS 140-3 / DoDIN APL


How this volume fits the program
Volume I feeds everything downstream. The naming-plane join key lets later evidence fabrics correlate multiple management stacks into one compliance picture. The identity source of truth is what every access decision sits on. Cryptographic identity is applied to the database tier in Volume II. Transport and edge enforcement close the customer-owned half of boundary and encryption controls — the half no cloud service provider’s FedRAMP authorization covers. Volume I is the floor; the rest of the series is built on it.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume II: Data Platform
Volume purpose — applying the identity and transport substrate to the database tier
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume II applies the identity and transport substrate of Volume I to the data tier. The database layer carries the same credential vulnerabilities as the identity and network layers — stored passwords, NTLM fallback, manual rotation, no continuous evidence — and it is where most federal business systems keep their crown jewels. This volume closes that surface: it eliminates stored SQL credentials through managed identity and token-based authentication, provides the operational runbooks to execute the migration, and resolves the network-physics constraints — the speed-of-light propagation floor and consistency-class alignment — that govern how far a database can be consolidated before physics, not procurement, decides.
The database is the first large estate where the series’ workload-identity progression is executed end to end. It is therefore both an application of the Volume I substrate and the first end-to-end test of whether the substrate holds under real production load.
Books in this volume
	Book
	Title
	Role

	Book 01
	SQL Server Authentication Modernization
	Managed identity replaces stored credentials; NTLM eliminated; cloud identity conditional access as the SQL perimeter

	Book 02
	SQL Server Implementation Guide
	The operational runbook — estate discovery, managed-identity deployment, login migration, NTLM remediation, continuous monitoring

	Book 03
	Database Consolidation & Network Physics
	Speed-of-light floor, consistency-class-to-transport alignment, SD-WAN traffic separation for replication


How this volume fits the program
Volume II consumes the cryptographic identity and transport of Volume I, and it feeds two downstream volumes: its disaster-recovery runbooks and geo-replicated replica architecture are assembled into the business continuity plan, and its continuous SQL compliance record emits into the multi-cloud evidence fabric like every other source. It is the bridge between the substrate and the operational and governance volumes that follow.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume III: Security Operations
Volume purpose — where the Management-Plane Coordination Doctrine is realized
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume III is where the series’ operational security planes live — and where the Management-Plane Coordination Doctrine is realized. The doctrine’s split runs through every book here: actuation is platform-native (privileged access, patching, and posture are performed by each platform’s own stack), while governance and evidence are unified into one machine-readable contract that flows to continuous monitoring and the FedRAMP 20x Key Security Indicator pipeline.
This is the volume that answers, for a genuinely multi-cloud federal estate, the question the doctrine poses: not “which single console runs everything,” but “which native stack actuates, and how does its evidence join the one compliance picture.” The multi-cloud evidence fabric closes that loop; the other books feed it.
Books in this volume
	Book
	Title
	Role

	Book 01
	Privileged Access Management
	Least privilege across clouds

	Book 02
	Vulnerability Management
	Assessment and prioritization — the scan half

	Book 03
	Patch & Systems Management
	Remediation actuation across cloud service provider and operating system — the close-it half

	Book 04
	Cloud-Native Security Posture & Containers
	Cloud security posture management, cloud-native application protection, Kubernetes — misconfiguration, exposure, runtime

	Book 05
	Data Protection
	Classification, data loss prevention, and multi-cloud key management

	Book 06
	SIEM / XDR Detection
	Detection engineering — analytics and response over the evidence lake

	Book 07
	Multi-Cloud Evidence Fabric
	The coordination home — every source’s record → one lake → continuous monitoring → Key Security Indicator


How this volume fits the program
Volume III depends on Volume I’s naming-plane join key — without one authoritative asset identity, multiple stacks produce multiple inventories that cannot be reconciled. It produces the correlated, machine-readable evidence stream that the authorization package and continuous-monitoring volume freezes into the structured bundle. Truth is separated from enforcement throughout: the evidence fabric is a truth plane, depended on; the actuation stacks are enforcement planes, re-platformable per vendor.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume IV: Governance & Assurance
Volume purpose — turning technical evidence into a federal authorization
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume IV turns the technical evidence of Volumes I–III into a federal authorization. The infrastructure volumes produce capabilities and machine-readable evidence; Volume IV supplies the layer that infrastructure alone cannot — the documents, signatures, processes, and the structured package that an authorizing official and an assessor actually consume. The volume’s books carry the closures for the control families that are satisfied by artifacts rather than configuration — contingency planning, supply-chain risk, program management, privacy/PII processing, awareness and training, and assessment/authorization/continuous monitoring.
The volume’s recurring lesson is the series’ sharpest governance point: a perfectly configured control that cannot produce a signed, tested, machine-readable artifact is, from the assessor’s chair, an open finding. Volume IV manufactures the artifacts.
Books in this volume
	Book
	Title
	Role

	Book 01
	Business Continuity
	Contingency plan, business impact analysis, disaster-recovery validation

	Book 02
	Supply Chain Risk Management
	Software bill of materials / vulnerability disclosure / vulnerability exploitability pipeline

	Book 03
	Program Management & Governance
	Information security program plan, plan of action and milestones, supply-chain risk management charter

	Book 04
	PII Processing & Transparency
	Privacy program, authority-to-process, system of records notice / privacy impact assessment

	Book 05
	Cybersecurity Training & Awareness
	Role-based curriculum and machine-readable training-effectiveness evidence

	Book 06
	Authorization Package & Continuous Monitoring
	Structured authorization package and continuous-monitoring program


How this volume fits the program
Volume IV is the capstone. It consumes the correlated evidence stream from the multi-cloud evidence fabric and the continuity, supply-chain, and training evidence its own books generate, and assembles them into the authorization package that carries the whole program to an authorization decision. Where Volumes I–III demonstrate that the controls are closed, Volume IV demonstrates it in the idiom — structured authorization package, Key Security Indicator, plan of action and milestones — that FedRAMP 20x and the agency’s authorizing official require.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume IX: Day-2 Operations
Volume purpose — extending the coordination layer from compliance drift to the governed day-2 catalog
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume VII established the coordination layer for control-compliance drift. Volume IX extends that same layer to day-2 operations — the governed catalog for the common helpdesk tasks, the landing-zone front door, application-registration governance, and telephony. Where Volume VII asks “is this control drifting?”, Volume IX asks “is this operator request governed, least-privilege, and evidenced?” — the same coordination discipline, applied to the work a service desk does every day.
The day-2 discipline
Four rules govern every catalog item:
1. Typed, control-mapped request. No day-2 action is a free-text ticket or a portal click; it is a catalog item bound to the control it satisfies.
1. The approval gate the control requires. A password reset is identity-verified; a conditional-access exception needs a security approver; a privileged group is time-bound and reviewed. The gate is a property of the control, not a workflow convenience.
1. In-boundary actuation; never standing admin. The connector holds scoped, logged, individually-approved write — never blanket tenant administration.
1. Audited and reconciled. Every action emits a change/approval record reconciled to the naming-plane-keyed configuration management database.
Books in this volume
	Book
	Title
	Focus

	Book 00
	Volume Overview
	The day-2 coordination discipline

	Book 01
	Helpdesk & ITSM Catalog
	Joiner/mover/leaver, password/multi-factor reset, unlock, group/license, guest invite

	Book 02
	Landing Zone Front Door
	Catalog request → change-controlled infrastructure-as-code → configuration management database reconcile

	Book 03
	App Registration Governance
	Request → scoped consent → secret/certificate lifecycle → attestation

	Book 04
	Telephony Catalog
	Number/calling-policy catalog

	Book 05
	SaaS Integration Governance
	Software-as-a-service provisioning gated on a recorded authorization

	Book 06
	Identity & Access Governance
	Event-driven joiner/mover/leaver from the human-resources source of truth, access-certification campaigns


Closure necessity
Volume IX does not re-close the identity and configuration mechanisms earlier volumes establish. Its necessity is operational: the highest-frequency changes to the estate are day-2 requests, and if they are not governed, approved, least-privilege, and evidenced, they are the largest continuous source of control erosion an assessor will find. This volume makes routine operations produce the evidence the authorization package needs.
How this volume fits the program
Volume IX depends on Volume I’s naming plane, Volume VII’s coordination pattern, and Volume VI’s landing-zone and identity-as-code artifacts. It produces the audited, control-mapped operational record that the attestation volume lifts into the Key Security Indicator feed. Truth is separated from enforcement: naming and addressing and the human-resources source of truth remain the truth planes; the day-2 catalog is a coordination/enforcement plane on top of them.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume V: Training & Certification
Volume purpose — the enablement layer that teaches Volumes 0–IV and evidences the training slot
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume V is where the series becomes a workforce. Volumes 0–IV describe the naming and identity substrate, the data platform, the security-operations planes, and the governance and authorization machinery. None of that closes a control until someone can build the mechanism, land its evidence, and trace it from the book that specifies it, through the NIST SP 800-53 control it satisfies, to the FedRAMP 20x Key Security Indicator that scores it. Volume V builds that competency — and, in doing so, operationalizes the training program that produces the training-effectiveness record: proof that the people running the program are trained.
The volume is organized as two tracks over the same corpus. A compliance track reads the series as control-closure evidence — one module per evidence slot, book → control → Key Security Indicator → evidence. An implementation track reads it as build instructions — one module per book cluster, each ending by landing an evidence artifact. The volume’s governing claim is that conformance tooling measures drift from an intended state; it cannot author one. A workforce, not a scanner, authors the evidence state — and that competency is itself a control.
Books in this volume
	Book
	Title
	Role

	Book 01
	The Compliance Track
	The evidence slots taught as curriculum

	Book 02
	The Implementation Track
	Building the architectures and landing the evidence

	Book 03
	Assessment, Rubrics & Certification
	Rubric ladder and certification exam

	Book 04
	Vendor Training & Lab Environments
	External courses mapped per volume and scripted lab environments


Relationship to Volume IV Book 05
Volume IV Book 05 specifies the awareness and training family program and its control closure. This volume is the academy that operationalizes that program — the two tracks, labs, and certification — and produces the training-effectiveness record. The division is deliberate: Volume IV Book 05 states what the program must be and close; Volume V teaches it, runs the labs, and certifies competency.
How this volume fits the program
Volume V depends on every architecture volume it teaches. It produces two things the program depends on: trained operators and assessors, and the training-effectiveness record that the authorization package freezes into the structured bundle. Remove Volume V and Volumes I–IV survive as documents, but the path from “the books exist” to “the workforce closes the controls and the training Key Security Indicator evaluates” does not.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume VI: Implementation
Volume purpose — the deployable-artifact layer
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volumes I–IV establish the architecture as what must be true and why. Volume V addresses training and certification. Volume VI is the deployable counterpart: the infrastructure-as-code, detection rules, response playbooks, configuration baselines, and evidence wiring that actually stand the architecture up. Where an architecture book says a control is closed by a mechanism, the corresponding Volume VI book carries the artifact that deploys that mechanism.
The deploy model
Three principles govern every artifact:
1. Everything as code, applied through a pipeline. No artifact is a click-path. Landing zones, policy, detection rules, and playbooks are declarative and applied through a change-controlled pipeline, so that the deployed state is reproducible, reviewable, and diffable against its intended state.
1. In-boundary by construction. Every artifact that processes identity-attributed or behavioral telemetry runs inside the agency’s own authorized boundary. The moment an artifact ships that telemetry to an out-of-scope service for convenience, it recreates the very flow the boundary forbids.
1. Evidence-emitting by default. An artifact that deploys a control but produces no machine-readable evidence of doing so has done half the job. Each artifact emits to the series evidence contract so that the continuous-monitoring pipeline can bind it to the control it closes.
Books in this volume
	Book
	Deployable artifacts
	Implements

	Book 00
	Deploy model, in-boundary principle, evidence emission
	All volumes

	Book 01
	Landing zone and network as code
	Volume I

	Book 02
	Identity and access as code
	Volume I identity, Volume III privileged access

	Book 03
	Detection engineering
	Volume III SIEM/XDR

	Book 04
	Response automation
	Volume III SIEM/XDR

	Book 05
	Data protection deployment
	Volume III data protection

	Book 06
	Configuration baselines and hardening
	Volume III posture and patch

	Book 07
	Evidence and continuous-monitoring pipeline
	Volume III evidence fabric, Volume IV

	Book 08
	Validation and test harnesses
	All


Closure necessity
Volume VI does not claim to close controls the architecture volumes already claim. Its necessity is of a different kind: a control-closure claim that is not deployed as code, and does not emit evidence, is not assessable. The architecture volumes prove the mechanism is sufficient; this volume is what makes the closure demonstrable.
What this volume is and is not
It is the agency-side build layer — the code and evidence that turn the architecture into an operating, assessable posture. It is not a claim that any single product is the only way to deploy the architecture: every artifact names a deployed example and preserves the substitution path, because the mechanism is the invariant. It is not a replacement for the operate-and-tune discipline: deployed detections rot, baselines drift, and sources silently stop emitting.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume VII: Automation
Volume purpose — the coordination layer
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volumes I–IV establish the architecture. Volume V covers training. Volume VI carries the deployable infrastructure-as-code, detection, and evidence artifacts. Volume VII is the coordination layer: the workflow, configuration management database, and governance-risk-compliance automation that turns control state into tracked tasks, reviewable change, machine-readable evidence, and authorization-package input. Where Volume VI deploys a control as code, Volume VII operates it — routing drift to an owner, gating change, and rolling posture up into the continuous-monitoring package.
The coordination doctrine
1. Actuation is platform-native and non-negotiable. The workflow platform does not patch a virtual machine, flip a conditional access policy, or rewrite a policy assignment as its primary job. It orchestrates who does, when, under what approval, and with what evidence.
1. Governance and evidence are unified. Every native surface emits its control state into one workflow-and-evidence system so that a single compliance picture, an approval trail, and an authorization-package feed exist.
Doctrine guardrail — the configuration management database reconciles to the naming plane; it does not replace it. The configuration management database is a workflow projection of asset state, reconciled to the authoritative naming and addressing identity. Naming and addressing and the human-resources source of truth remain the truth planes; the configuration management database and the workflow are enforcement/coordination planes — depended on for routing and evidence, never for truth.
Books in this volume
	Book
	Title
	Role

	Book 00
	Volume Overview
	The coordination doctrine

	Book 01
	CMDB Reconciliation & Asset Identity
	Reconcile to the naming plane

	Book 02
	Cloud SaaS Control Compliance Automation
	Drift → change/incident/attestation tasks

	Book 03
	Cloud IaaS/PaaS Control Compliance Automation
	Policy and update management → remediation tasks

	Book 04
	Control Attestation, Evidence & Key Security Indicator
	Control tests → structured package

	Book 05
	The Compliance App
	Deployable artifact

	Book 06
	Additional cloud control compliance automation
	Additional cloud surfaces

	Book 07
	Virtualization control compliance automation
	Virtualization surfaces


Boundary discipline
· The coordination platform holds a higher authorization than the boundary it coordinates; the direction of the delta is conservative.
· Any callout that reaches an agency surface runs through a connector registered inside the authorization boundary.
· Least-privilege service identity. The platform reaches cloud services through a scoped, auditable identity with only the permissions the coordination role needs.
Platform optionality
What this volume requires is the coordination contract, not a product: drift routed to a named owner, change gated by an approval record, actuation under least-privilege service identity, and machine-readable evidence emitted for the authorization package — with the configuration-management-database-reconciles-to-naming-plane guardrail holding throughout. The recommended platform is one realization of that contract. An agency on a different stack satisfies the same contract by another authorized workflow platform or a composed pipeline, so long as all four contract properties and the reconciliation guardrail demonstrably hold.
Closure necessity
Volume VII does not claim to close controls the architecture and implementation volumes already close. Its necessity is of the same kind Volume VI carries, one plane further out: a control-closure claim with no owner, no change gate, no service-level agreement clock, and no evidence feed is not an operating control — it is a hope.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume VIII: Multi-Cloud DNS/DHCP/IPAM
Volume purpose — the deployable realization of the naming plane across clouds
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volume VIII is the multi-cloud DNS, DHCP, and IP address management landing-zone automation kit — the deep, per-platform implementation of the naming plane that Volume I Book 01 establishes at the architecture level. It is the one deliberate breadth exception: it spans multiple cloud providers. DNS/DHCP/IPAM is a foundation service every landing zone needs regardless of cloud service provider, and the kit’s value is precisely the cross-cloud comparison.
What this volume addresses
The architecture volumes name the naming plane as a truth plane: authoritative DNS, DHCP, and IP address management are the source of truth every other plane depends on to find, address, and inventory what it governs. Volume I Book 01 argues why that plane is required and why no scanner can author it. This volume is the deployable realization of that plane, worked one cloud service provider at a time.
Because DNS/DHCP/IPAM is the join key the rest of the series reconciles to — the configuration management database, the multi-cloud patch queue, and the evidence fabric all key on the authoritative asset identity IP address management owns — this volume is upstream of much of the program. It is placed last in reading order only because it is the deepest implementation detail; in dependency order it is near the root.
Books in this volume
	Book
	Role

	Book 00
	Series front door; scope note

	Book 01
	DNS/DHCP/IPAM on primary cloud

	Book 02
	DNS/DHCP/IPAM on additional cloud

	Book 03
	DNS/DHCP/IPAM on additional cloud

	Book 04
	DNS/DHCP/IPAM on additional cloud

	Book 05
	DNS/DHCP/IPAM on virtualization

	Book 06
	Cross-platform operations and multi-cloud governance

	Book 07
	Workflow orchestration — the governed front door

	Book 08
	Workflow-led implementation strategy

	Appendix A
	Sizing, cost, IPv6/dual-stack, and DHCP guidance


How this volume fits the program
Volume VIII is the deployable realization of Volume I Book 01’s naming plane. It is depended on by the configuration management database reconciliation, the compliance app, the multi-cloud patch queue, and the evidence fabric. Truth is separated from enforcement: the DNS/DHCP/IPAM plane this volume builds is a truth plane; the per-cloud provisioning pipelines and the workflow front door are enforcement/coordination planes on top of it.
Where evidence lands
The binding of this volume’s closures and evidence to a governance substrate is optional and separable. The volume stands complete at FedRAMP Moderate with no substrate engagement at all. Adopting a substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
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Federal Compliance Series - Moderate — Volume X: Governance-Substrate Integration
Volume purpose — how the series’ evidence binds to a governance substrate
Draft posture
This document is a draft proposal. It has not been reviewed or approved by the agency CIO Office, the Office of Information Security, or organizational leadership.
Volume purpose
Volumes I–IV establish the architecture. Volume V addresses training. Volume VI carries the deployable artifacts. Volumes VII–IX carry the coordination, multi-cloud naming, and day-2 operations layers. Volume X is the integration layer: it explains how everything the earlier volumes produce becomes machine-checked evidence on a governance substrate — a vertical-agnostic engine that maps this series’ artifacts to a fixed set of control-plane surface slots, scores them as Key Security Indicators, and gates them against drift. Where an architecture book says a control is closed, this volume shows where that closure lands on the substrate and how it stays honest.
The substrate premise
The compliance regime is not the engine. Federal compliance — the NIST SP 800-53 baseline, the FedRAMP 20x Key Security Indicators, the authorization-package machinery — is one vertical layered on a governance substrate that makes no assumption about compliance regime, sector, or jurisdiction. The substrate governs identity, addressing, telemetry, policy, and enforcement as functions. A regime is a crosswalk laid over those functions.
That separation is what lets this series be honest about its own scope. The architecture volumes argue from control text, physics, and protocol behavior — claims that are true regardless of which engine scores them. The substrate is what turns those claims into continuously-checked evidence.
The surface-slot binding
The substrate exposes a small, fixed set of control-plane surface slots — regime-agnostic anchors, each a place where evidence of a particular kind lands. The conformance layer maps this series’ artifacts onto those slots.
	Surface slot
	Series content that binds here

	Identity
	Certificates and tokens, human-resources identity, privileged access

	Addressing
	Landing zone, naming and addressing plane

	Network
	Network access control, telecommunications modernization

	Telemetry
	Detection, evidence fabric, continuous monitoring

	Endpoint
	Endpoint posture, patch and systems management

	Security
	Data protection, change management, supply chain

	Continuity
	Business continuity, recovery, day-2 operations


Slots are functions, not products. The slot is the invariant; the product is the substitution.
The single source of truth
A crosswalk that is hand-typed drifts the moment a book changes. The substrate binding avoids that failure: one source of truth, everything else generated and gated. The series’ control closures live in a single compliance spine. From that spine, generators render every derived artifact: per-book authorities tables, the series control crosswalk, and the claim-to-evidence-to-test traceability matrix. Each generator ships with a drift gate.
Separable adoption
1. The series stands alone. Volumes 0–IX close their controls and produce their evidence at FedRAMP Moderate with no substrate engagement at all.
1. The substrate binding is additive and late-bindable. Adopting the substrate adds machine-checked scoring, drift-gating, and the evidence contract on top of closures that already exist. Nothing in Volumes 0–IX has to be reworked to bind later.
Where evidence lands
This volume is itself the documentation of where evidence lands. The binding is optional and separable. The series stands complete at FedRAMP Moderate with no substrate engagement at all.
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Federal Compliance Series — Book Summaries
Note: These are cleaned summaries of the source series. Full book text is not reproduced here. Extract specific volumes on request.
Cleaned summaries of the 60-book series, organized by volume.
	Volume
	File
	Books

	0
	vol-0-books.md
	Executive Summary, Brief, Inventory, Crosswalk

	I
	vol-i-books.md
	Foundation, Landing Zone, NAC, Certificates, HRIT, Network, Telecom, Enforcement

	II
	vol-ii-books.md
	Data Platform, SQL Auth, SQL Implementation, Consolidation

	III
	vol-iii-books.md
	SecOps, PAM, Vuln, Patch, CSPM, Data Protection, SIEM, Evidence Fabric

	IV
	vol-iv-books.md
	Governance, BC, SCRM, Program Mgmt, PII, Training, ATO/ConMon

	V
	vol-v-books.md
	Training tracks and certification

	VI
	vol-vi-books.md
	Implementation as code, detection, SOAR, evidence pipeline

	VII
	vol-vii-books.md
	Automation, CMDB, M365/Azure/AWS/VMware, attestation

	VIII
	vol-viii-books.md
	DDI automation

	IX
	vol-ix-books.md
	Day-2 operations, catalogs, app registration, SaaS, IAG

	X
	vol-x-books.md
	Governance substrate integration



Cleaned extractions. Full book content available on request for specific volumes.
Federal Compliance Series — Volume 0 Books
Foundation and cross-cutting artifacts.
Book 00 — Executive Summary
High-level summary of the eleven-volume program. Covers scope, FedRAMP Moderate alignment, evidence contract, and how the series stands alone or integrates with other modernization work.
Book 00a — Executive Brief
Two-page leadership brief. States the problem (continuous evidence under FedRAMP 20x), the solution (structured control implementation with evidence byproduct), and the ask (adopt the series as the compliance backbone).
Book 01 — Product Inventory Questionnaire
Structured questionnaire for inventorying products, services, and boundaries that fall under the authorization. Feeds the control crosswalk and residual risk decisions.
Book 02 — Control Crosswalk
Maps program controls to FedRAMP Moderate / NIST SP 800-53 requirements. Identifies which books address which controls and where evidence is produced.
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Federal Compliance Series — Volume I Books
Foundation and transport controls.
Book 00 — Foundation and Transport Overview
Scope of network, identity, and transport controls required for FedRAMP Moderate. Sets the boundary and evidence expectations for the volume.
Book 01 — Cloud Landing Zone, IPAM, and FedRAMP
Landing zone design, IP address management, and FedRAMP boundary considerations for cloud infrastructure.
Book 02 — Network Access Control (802.1X)
Port-based network access control. Covers authentication, authorization, and evidence for wired and wireless access.
Book 03 — Certificates, Tokens, and Cryptographic Identity
Certificate lifecycle, token binding, and cryptographic identity controls. Includes OCSP/CRL consistency and strong mapping.
Book 04 — HRIT Identity and Organizational SSOT
HR system of record as the authoritative source for identity and organizational attributes. Joiner/mover/leaver driven by HR events.
Book 05 — Network Modernization
Transition from legacy network controls to cloud and hybrid equivalents. Includes SD-WAN, private access, and boundary enforcement.
Book 06 — Federal Telecommunications Modernization
Telecommunications modernization aligned with TIC 3.0 and federal requirements. Covers trust zones and policy enforcement points.
Book 07 — Network Enforcement Substrate
Network-level enforcement mechanisms that produce evidence for access and boundary controls.
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Federal Compliance Series — Volume II Books
Data platform controls.
Book 00 — Data Platform Overview
Scope of data platform controls for FedRAMP Moderate. Covers authentication, authorization, encryption, and evidence for database and data services.
Book 01 — SQL Server Authentication Modernization
Migration from Windows Authentication and NTLM to modern authentication (OAuth, managed identity, certificate-based). Includes residual NTLM elimination.
Book 02 — SQL Server Implementation Guide
Implementation patterns for SQL Server under the modernized identity model. Covers login migration, auditing, and evidence collection.
Book 03 — Database Consolidation and Network Physics
Consolidation considerations and network-level constraints that affect data platform placement and access.
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Federal Compliance Series — Volume III Books
Security operations controls.
Book 00 — Security Operations Overview
Scope of security operations controls. Covers detection, response, vulnerability management, and evidence for continuous monitoring.
Book 01 — Privileged Access Management
Just-in-time privileged access, approval workflows, and evidence for privileged operations.
Book 02 — Vulnerability Management
Vulnerability scanning, prioritization, and remediation tracking with evidence retention.
Book 03 — Patch and Systems Management
Patch deployment, system configuration baselines, and evidence of currency.
Book 04 — Cloud Native Posture
Cloud security posture management. Continuous assessment of cloud configuration against baselines.
Book 05 — Data Protection (Purview)
Data classification, labeling, and protection controls with evidence of enforcement.
Book 06 — SIEM and XDR Detection
Security information and event management, extended detection and response, and evidence of detection coverage.
Book 07 — Multi-Cloud Evidence Fabric
Evidence collection and correlation across multiple cloud providers.
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Federal Compliance Series — Volume IV Books
Governance and assurance controls.
Book 00 — Governance and Assurance Overview
Scope of governance, risk, and assurance controls. Covers program management, supply chain, and authorization package requirements.
Book 01 — Business Continuity
Business continuity and disaster recovery planning with evidence of testing and currency.
Book 02 — Supply Chain Risk Management
Supply chain risk assessment, vendor oversight, and evidence of due diligence.
Book 03 — Program Management and Governance
Program structure, roles, change control, and evidence of governance decisions.
Book 04 — PII Processing and Transparency
Personally identifiable information handling, transparency, and evidence of compliance with privacy requirements.
Book 05 — Cybersecurity Training and Awareness
Training program requirements and evidence of completion.
Book 06 — Authorization Package and Continuous Monitoring
Authorization package assembly and continuous monitoring evidence for ongoing authorization.
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Federal Compliance Series — Volume IX Books
Day-2 operations and service catalogs.
Book 00 — Day-2 Operations Overview
Overview of operational controls required after initial authorization. Covers service catalogs, request workflows, and ongoing governance.
Book 01 — Helpdesk and ITSM Catalog
Helpdesk and IT service management catalog patterns with evidence of request fulfillment.
Book 02 — Landing Zone Front Door
Self-service landing zone provisioning with governance gates and evidence.
Book 03 — Application Registration Governance
Governance of application registrations, including consent, permissions, and evidence of review.
Book 04 — Teams and Telephony Catalog
Collaboration and telephony service catalog with compliance controls.
Book 05 — SaaS Integration Governance
Governance of SaaS integrations, including data flow, authentication, and evidence.
Book 06 — Identity and Access Governance
Ongoing identity and access governance workflows, access reviews, and evidence.
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Federal Compliance Series — Volume V Books
Training and certification.
Book 00 — Training and Certification Overview
Structure of training tracks and certification requirements for the compliance program.
Book 01 — Compliance Track
Training content for compliance practitioners. Covers control interpretation, evidence collection, and residual risk assessment.
Book 02 — Implementation Track
Training content for implementers. Covers technical deployment of controls and evidence production.
Book 03 — Assessment and Certification
Assessment methodology and certification criteria.
Book 04 — Vendor Training and Lab Environments
Guidance for vendor training and lab environment requirements.
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Federal Compliance Series — Volume VI Books
Implementation patterns.
Book 00 — Implementation Overview
Overview of implementation patterns for controls as code and automated evidence.
Book 01 — Landing Zone and Network as Code
Infrastructure as code patterns for landing zones and network controls.
Book 02 — Identity and Access as Code
Identity and access configuration as code. Includes Conditional Access, group membership, and role assignment.
Book 03 — Detection Engineering
Detection rule development, testing, and evidence of coverage.
Book 04 — Response Automation (SOAR)
Security orchestration, automation, and response patterns with evidence of execution.
Book 05 — Data Protection Deployment
Deployment patterns for data protection controls.
Book 06 — Configuration Baselines and Hardening
Baseline configuration and hardening as code.
Book 07 — Evidence and Continuous Monitoring Pipeline
Pipeline for collecting, retaining, and presenting continuous monitoring evidence.
Book 08 — Validation and Test Harnesses
Test harnesses for validating control effectiveness and evidence integrity.
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Federal Compliance Series — Volume VII Books
Automation and ServiceNow integration.
Book 00 — ServiceNow Automation Overview
Overview of automation patterns using ServiceNow or equivalent ITSM platforms for compliance workflows.
Book 01 — CMDB Reconciliation and Asset Identity
Configuration management database reconciliation with authoritative asset and identity sources.
Book 02 — M365 Control Compliance Automation
Automation of Microsoft 365 control evidence collection.
Book 03 — Azure Control Compliance Automation
Automation of Azure control evidence collection.
Book 04 — Control Attestation and Evidence (KSI)
Control attestation workflows and evidence packaging.
Book 05 — ServiceNow Compliance App
Compliance application patterns within ServiceNow.
Book 06 — AWS Control Compliance Automation
Automation of AWS control evidence collection.
Book 07 — VMware Control Compliance Automation
Automation of VMware control evidence collection.
Book 08 — Native IAM, RBAC, and Access Governance
Identity and access governance automation independent of a specific ITSM platform.
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Federal Compliance Series — Volume VIII Books
DDI (DNS, DHCP, IPAM) automation.
Book 00 — DDI Automation Overview
Overview of DNS, DHCP, and IP address management automation for compliance evidence. Covers resolution consistency, private endpoint DNS, and IPAM as a source of truth for network addressing.
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Federal Compliance Series — Volume X Books
Governance substrate integration.
Book 00 — Governance Substrate Integration Overview
How the compliance series integrates with a broader governance substrate. Covers evidence contract, residual risk, and the boundary between compliance proof and operational governance.

Cleaned extraction. No internal branding.
rId1542.png
Federal Compliance Series — Eleven Volumes

Engine-neutral - Evidence & Authorization Contract

Five-clause lifecycle: Originate - Authorize - Execute - Close - Emit

FedRAMP Moderate - Continuous evidence - No rip-and-replace




rId1547.png
Evidence & Authorization Contract

Compliance Spine Evidence Slots

Control -+ Book mapei ormal





