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HR-Driven Identity: From the HR System of Record to Entra ID
Status — Draft series
This series consolidates what used to be nine separate pages on HR-driven identity (two execution plans, a vendor-neutral lifecycle guide, three reference-deployment write-ups, a whitepaper, an architecture note and a dynamic-group library) into one ordered reading sequence, and adds a chapter on credentials and certificates. It’s a draft. Program facts about Federal HR 2.0 are dated and change; check them at engagement time.
One chapter at a time: 00 · 01 · 02 · 03 · 04 · 05 · 06 · 07 · 08 · 09 · 10 · 11
An agency’s identity platform can prove, cryptographically and at every hop, that a claim was signed by the party allowed to sign it. It can’t tell you whether the claim is true: whether the person behind the credential still works for the agency, still holds the position the access was granted for, still reports to the supervisor who approved it. That is an employment fact, and it lives in exactly one system: the human capital system of record.
This series is about wiring that system to Microsoft Entra ID so that accounts, access, and their removal become consequences of HR records rather than tickets. It’s written for a federal civilian agency in the commercial Microsoft cloud at GCC-Moderate / FedRAMP Moderate, receiving its HR data from the government-wide Federal HR 2.0 platform (Oracle Fusion Cloud HCM), and it stays source-agnostic wherever it can.
Reading sequence
Chapters 00–02 make the case and set the context. Chapters 03–05 define the data: who owns which attribute and what it’s called everywhere. Chapters 06–09 turn the data into lifecycle, credentials, access and evidence. Chapter 10 is the execution plan and Chapter 11 an illustrative deployment.
How this series relates to other parts of the site
· SQL Server Identity Transformation, Book 07 applies the attribute-to-access chain of Chapter 08 to SQL Server logins and database roles.
· SQL Server Identity Transformation, Book 10 covers the move from AD CS to Microsoft Cloud PKI; Chapter 07 covers only the certificate steps of the leaver sequence.
· Federal Compliance Vol I Book 04 carries the control-closure argument (AC-2, IA-4, PS-4, PS-5, SI-12) for the same architecture.
· Client-Server to Hybrid-Cloud, Chapter 04 covers the move from the OU tree to attribute-driven structure.
· The AD → Entra ID Identity Modernization Guide covers directory migration, the companion dimension to inbound provisioning.
Chapter 00 — Overview and Applicability
The facts that decide who should have access are recorded in the HR system of record before any administrator hears about them.
In this chapter
The problem the series solves, the architecture in one paragraph, the environment it’s written for, what it doesn’t cover, and the one caution that governs every chapter: no OPM document mandates Entra ID integration.
The problem
Hire, transfer, and separation are recorded as business events in the HR system before any administrator hears about them. In most estates the directory learns about those events by ticket, by email, by quarterly review or by audit finding — days to months late, or never. Bespoke, vendor-specific HR-to-directory pipelines make account management, identifier management, and authenticator management hard to verify continuously. And Federal HR 2.0 is consolidating Core HCM systems, which changes the feed shapes agencies integrate against today.
The architecture in one paragraph
An HR-agnostic architecture: any HR source feeds a per-source adapter, which produces one canonical schema, which flows through middleware to Microsoft Entra ID’s API-driven inbound provisioning endpoint. Joiner, mover, and leaver workflows, governance-attribute population, drift detection, and evidence are produced as byproducts. The integration path works with any HR source, not only the awarded platform; joiner/mover/leaver workflows are driven by HR events, not by directory-side changes; and the attributes policy depends on are populated from the HR feed so that targeting stays deterministic.
The ask
Build the HR-to-directory path against a canonical schema and a single provisioning interface, not against a vendor-specific connector. Treat the HR system as the source of truth for joiner, mover, and leaver events.
Where this series applies
· Cloud: the commercial Microsoft cloud — Microsoft 365 GCC (GCC-Moderate) and Entra ID in the commercial cloud, with commercial Azure services where the middleware needs them — under a FedRAMP Moderate authorization.
· HR source: an Executive Branch civilian agency onboarding to the Federal HR 2.0 Core HCM platform (Oracle Fusion Cloud HCM). The architecture also works for any HR source that can produce an extract or an event feed.
· Directories: hybrid estates where accounts are still mastered in on-premises Active Directory, and cloud-native populations mastered in Entra ID. Both are covered, because most agencies run both during coexistence.
Where it doesn’t apply as written
· GCC High and DoD tenants, which use different endpoints and service availability.
· Military personnel and Intelligence Community agencies, which the Federal HR 2.0 memo initially excludes.
· Directory migration itself (moving objects from AD to Entra ID), which is the companion AD → Entra ID Identity Modernization Guide.
One caution, stated up front
No OPM document mandates or specifies Entra ID integration. Federal guidance is deliberately product-neutral: OMB M-19-17 makes HR systems authoritative for identity, and the GSA/FICAM Identity Lifecycle Management Playbook — best practice, explicitly not policy — supplies the joiner-mover-leaver doctrine. The Entra specifics in this series come from Microsoft’s own integration guidance and from the agency’s implementation decisions. Don’t cite this series as OPM guidance for the Entra leg.
Chapter 01 — Why HR Is the Source of Authority
A token proves that an assertion was signed. It can’t prove the assertion describes a real, current employee with a real, current role.
In this chapter
Where identity truth lives today and why it contradicts itself. Why orphaned accounts are the guaranteed output of that design rather than an operational lapse. The federal frames that require a designated source. Why cleanup, directory mastery, and reviews can’t substitute for one. What HR provides and what identity architecture has to add.
What the claims in a token assert
An access token carries claims: an identifier, group memberships, role assignments. Those claims are projections of upstream facts. This person is employed; this person holds this position; this person reports to this supervisor; this person’s affiliation ended on this date. If the upstream facts are stale, scattered, or unrecorded, the whole cryptographic apparatus notarizes fiction.
The fragmented truth problem
Where identity truth lives today
Ask a federal estate three questions — who works here, what do they do, and who do they report to — and no single system answers. The answers are distributed across:
· Regional Active Directory OU trees, each built when compute was regional, each drifted through decades of reorganizations, ad-hoc container moves, and administrator judgment calls. The OU estate was originally a downstream projection of organizational truth; nobody maintained the projection, and the source it projected was never machine-readable to begin with.
· Per-system account stores. Every application old enough to predate federation keeps its own user table: database logins, mainframe RACF profiles, contact-center agent rosters, badge systems. Each is a private, unsynchronized opinion about who exists.
· Spreadsheets and email. The onboarding tracker, the contractor roster, the separation checklist — operational documents that carry authoritative-grade decisions (who gets an account, when access ends) with none of the properties of an authoritative source: no schema, no lineage, no events, no audit.
· Drawings. The organizational chart itself lives in Visio and briefing slides. It is read by humans, cited in memos, and queryable by absolutely no policy engine anywhere in the enterprise.
Each fragment is locally maintained and globally wrong. The regional OU tree knows an account exists but not whether its owner is still employed. The application user table knows a login works but not what position justified it. The spreadsheet knows a contractor started but is a copy the moment it is saved. Fragmented truth is not partial truth — it is contradiction with no arbiter, because no fragment is designated to win.
The visible symptom: orphaned accounts
The measurable consequence is the orphaned account: an enabled credential whose human justification has ended. Every audit finds them; every remediation sweep removes a batch; every year they return — because sweeps treat the symptom. An orphaned account is not an administrator’s mistake. It is the structurally guaranteed output of an architecture in which the system that knows a person left (HR) and the systems that must act on it (directory, applications, badge, VPN, database) share no event channel. The information exists on day zero; it arrives — by ticket, by email, by quarterly review, or by audit finding — days to months later, or never. No amount of process discipline closes a gap whose cause is the absence of a wire.
The anatomy is worth one concrete timeline, because it shows where the information is at every point during the gap:
The orphan timeline — the fact exists on day −14; the fragments learn it by accident
	Day
	What the HR System Knows
	What the Fragments Know
	Exposure

	−14
	Separation recorded, effective day 0
	Nothing — no fragment subscribes to HR events
	None yet; the fact exists and is actionable

	0
	Separation effective
	Directory: account enabled. Applications: logins valid. Badge: active
	Credentials of a former worker are fully live

	+3
	Unchanged
	Supervisor emails a ticket; the directory account is disabled; nine application accounts are not
	Partial: the fragments deprovision independently, in whatever order tickets are worked

	+45
	Unchanged
	A quarterly review flags two of the nine; nobody is sure who owns the rest
	The finding is now aging toward an audit

	+180
	Unchanged
	A penetration test authenticates to a case system with an orphaned service-desk account
	The gap is now an incident narrative


Nothing in that timeline is a failure of diligence. It is the wiring diagram working as built: a system that records the truth, five systems that need it, and no channel between them. The same anatomy produces the quieter failures: the transferred employee who keeps the old division’s access for years (the access-accretion problem PS-5 exists to stop), the contractor converted to staff who now has two identities, the rehired annuitant with three.
The statutory frame
Two federal frames make the fix a mandate rather than a preference. The Evidence Act (2018) and the Federal Data Strategy require that agency data trace to a single authoritative system of record for each data type, with documented lineage from source to decision. The FICAM Architecture requires that every governed identity carry a complete, authoritative set of identity attributes derived from authoritative sources such as HR systems. Neither frame is satisfied by cleaning the fragments. Both are satisfied only by designating the source — and for facts about people and organizational placement, the only candidate system that records hire, position, reporting line, and separation as a matter of business authority is the human capital system.
Why this can’t be patched
Three remediation strategies are regularly proposed to fix fragmented identity truth without designating a source. Each fails for a structural reason:
· “Clean up the directory.” A directory-hygiene project produces a correct snapshot with no event source behind it. Drift resumes the day the project ends, because hires, transfers, and separations keep happening in a system the directory still cannot hear. Cleanup is a measurement, not a source.
· “Make the directory the master.” Elevating the directory to authority inverts causation. Employment facts would then have to be entered into the directory by administrators — that is, by tickets — which re-creates the ticket queue as the source of truth, now with a grander title and still with no effective dating, no positions, no supervisory hierarchy, and no business authority behind any entry. Nothing that happens inside a directory is a hire or a separation. The directory can hold truth; it cannot originate it.
· “Review our way to correctness.” Quarterly access reviews sample state; they cannot observe transitions. A review that runs ninety days after a separation certifies an orphan for a quarter, and a reviewer confronted with four hundred entitlements approves them in bulk — the rubber-stamp failure mode every assessor recognizes. Reviews are AC-2(j)’s verification layer and this architecture keeps them, sharper (Chapter 08); but a detective control needs a truth to detect drift from, and reviews cannot manufacture the truth they check against.
Every patch preserves the premise — that identity truth can be maintained where it is consumed rather than where it originates — and the premise is the defect. The remediation is not a cleaner copy; it is a designated origin with an event feed.
What HR provides, and what identity architecture must add
The HR system of record supplies the authoritative origin:
· Authoritative employment status (joiner, mover, leaver)
· Organizational attributes (department, division, location, employee type)
· A consistent feed shape across agencies once Federal HR 2.0 consolidation completes
Identity architecture supplies everything that turns that origin into access:
· A canonical schema that normalizes HR attributes for directory consumption (Chapter 05)
· Joiner/mover/leaver workflows that act only on HR events (Chapter 06)
· Credential and certificate lifecycle tied to the same events (Chapter 07)
· Population of the attributes policy reads, so that targeting stays deterministic (Chapter 08)
· Drift detection between HR state and directory state, and evidence that account-management controls can be continuously verified (Chapter 09)
The identity architecture doesn’t depend on the platform being Oracle Fusion Cloud HCM. It depends on the HR system remaining the authoritative source and on the feed being normalizable to a canonical schema. Neither half is sufficient alone.
Chapter 02 — Federal HR 2.0 and the Core HCM Platform
The deadline isn’t the agency’s to set. The provisioning feed has to be ready when the agency’s onboarding reaches its interconnection slot.
In this chapter
What OPM HRIT is and who OPM is in this story. Five decades of federal HR consolidation. The Federal HR 2.0 program facts and the wave clock. Why integrations built against EHRI and eOPF have an expiry date. What OPM requires of the identity leg, and what it leaves to the agency.
OPM HRIT and Federal HR 2.0
OPM HRIT is the Office of Personnel Management’s Human Resources Information Technology line — the shared-services program through which OPM delivers HR systems and workforce data services across the federal government: personnel action processing (the SF-50 pipeline), the electronic Official Personnel Folder (eOPF), and the government-wide HR data backbone, Enterprise Human Resources Integration (EHRI). Since December 2025 the program has a directing instrument: the joint OMB/OPM memorandum Creating “Federal HR 2.0” by Consolidating Core Human Capital Management Across the Federal Government (December 10, 2025), which consolidates 100+ agency Core HCM systems onto one government-wide platform and — significant for integration planning — schedules eOPF and EHRI to become redundant and decommissioned once the Core HCM platform absorbs their function. Anything built against the EHRI/eOPF feed shapes is building against systems the program has already scheduled for retirement; the durable integration surface is the Core HCM platform’s own (federation, SCIM provisioning, extracts).
Who OPM is in this story. Not just a policy shop. Under OMB M-19-16 (Centralized Mission Support Capabilities for the Federal Government, April 2019), OPM was designated the HR Quality Services Management Office (HR QSMO) — the government-wide standards owner and storefront for HR IT. The policy direction is explicit: agencies procure HR technology through the QSMO’s vetted marketplace rather than building bespoke systems.
Fifty years of consolidation
Every milestone in the program’s history moves the same direction: fewer systems, more authoritative data, shared delivery. The architecture in this series is not a novel invention — it is the landing point that five decades of federal HR consolidation policy have been driving toward.
The OPM HRIT timeline — five decades of consolidation
	Year
	Milestone
	What Changed

	1972
	CPDF
	The Central Personnel Data File — OPM’s first government-wide personnel data system

	2002
	e-Gov era
	e-Payroll consolidates 26 federal payroll providers to 4; eOPF begins digitizing the paper personnel folder

	2004
	HR Line of Business
	OPM-led shared-services program; the federal HR business reference model; agency HR moves to shared service centers

	~2010
	EHRI
	Enterprise Human Resources Integration replaces CPDF — the government-wide HR data warehouse plus electronic OPF

	2019
	HR QSMO
	OMB M-19-16 designates OPM the HR Quality Services Management Office — standards owner and storefront

	2021
	QSMO marketplace
	The vetted HR IT catalog opens; agencies steered to standards-aligned shared solutions

	2025
	Federal HR 2.0
	The joint OMB/OPM memorandum (December 10, 2025) directs one government-wide Core HCM platform; agencies pause their own Core HCM modernization

	2026
	Core HCM award
	The Federal HRIT Modernization Core HCM contract is awarded to Oracle (June 11, 2026) — Oracle Fusion Cloud HCM, SaaS, the system-of-record feed this series builds on; Wave 1 agency transitions begin

	2027
	Wave transitions
	Wave 2 completes in FY 2027; each agency’s onboarding runs ~8 months with interconnections live around month 5

	2028
	One system
	Government-wide adoption goal (FY 2028); eOPF and EHRI become redundant and are decommissioned


The program facts
	Fact
	Value
	Source

	Directing instrument
	OMB/OPM memo, Creating “Federal HR 2.0” by Consolidating Core Human Capital Management Across the Federal Government
	Dec 10, 2025 (Vought/Kupor)

	Platform
	Oracle Fusion Cloud HCM (SaaS)
	Award announced Jun 11, 2026

	Wave 1 (begins FY26, concludes FY27)
	DHS, USDA, HHS, DOI, OPM, DOT, VA, EPA (~900K FTE)
	Memo, Appendix A

	Wave 2 (fully in FY27)
	SSA, DOC, ED, HUD, DOL, SBA, State, DOE, DoW, NASA, GSA, DOJ, Treasury, other (~1.1M FTE)
	Memo, Appendix A

	First go-lives
	Initial deployments slated to go live January–March 2027, with the first agencies starting onboarding as FY27 begins
	OPM Director, reported Sep 1, 2026[footnoteRef:33] [33:  Third-party source (trade press). MeriTalk, “OPM Eyes $40M Annual Cost for Governmentwide HR Platform,” Sep 1, 2026, https://www.meritalk.com/articles/opm-eyes-40m-annual-cost-for-governmentwide-hr-platform/ (accessed Oct 19, 2026). Reports OPM Director Scott Kupor’s statement that initial deployments are slated to go live between January and March.] 


	Agency onboarding shape
	~8 months; interconnection(s) go-live ≈ month 5; legacy systems discontinued at cutover
	Memo, Appendix B

	Government-wide adoption goal
	FY 2028
	Memo

	Standing systems
	eOPF and EHRI continue near-term, then are made redundant and decommissioned by Core HCM
	Memo

	Agency obligation now
	Pause own Core HCM modernization; execute the Appendix C preparation actions
	Memo, §II

	Interface requirement (procurement)
	PWS Appendix A Requirements Checklist Req #5: SCIM 2.0 near-real-time provisioning
	Solicitation 24322626R0007 (verified 2026-04-30)


Two planning consequences follow directly:
1. The deadline is not the agency’s to set. The first Wave 1 agencies go live between January and March 2027. For a Wave 2 agency the provisioning feed must be integration-ready when the agency’s onboarding reaches its interconnection slot (~month 5 of the wave window). Build backward from that.
1. EHRI-shaped thinking has an expiry date. Anything that treats the EHRI/eOPF feeds as the durable HR data interface is building against a system the memo has already scheduled for decommissioning. The durable interface is the Core HCM platform’s own surface: HCM Extracts, ATOM feeds, REST/SCIM.
What OPM requires, and what it leaves to the agency
No OPM document mandates or specifies Entra ID integration. The program fixes the HR side — the platform, the waves, the interface requirements in the solicitation — and leaves the identity side to each agency. The Entra-specific design in Chapters 04–08 is an agency implementation decision built on Microsoft’s own Oracle HCM integration guidance. Until mid-2026 the HR side of this architecture had to be planned agnostically, because the government-wide vendor was undecided. The award removed that uncertainty without changing the architecture: the pipe is source-shaped, not source-bound, so if the program changes again the adapter changes and nothing else does.
Chapter 03 — Attribute Authority
Every attribute has exactly one master. The rest of the series depends on writing that down.
In this chapter
The four record families only the HR system can originate. The split between system of record and identity provider. Why effective dating makes proactive automation possible. The attribute authority map. One person, one identifier. Worker type as the attribute policy hangs from. The operating rules.
What a human capital system actually owns
The human capital system of record — Oracle Fusion Cloud HCM for agencies on Federal HR 2.0, delivered as SaaS under the provider’s own authorization — isn’t “the payroll system.” It is the system where four categories of fact are created rather than copied:
The four record families the system of record owns
	Record
	What It Asserts
	Why It Cannot Originate Anywhere Else

	Worker record
	A person exists as a worker: identifier, legal name, worker type (employee, contractor, intern), employment status
	Hiring is an HR business act; the record is created by the act, not in response to it

	Position
	A seat exists in the organization with a title, grade, and organizational placement — independent of any incumbent
	Positions are established and abolished by organizational authority; a vacancy is a real, recorded state

	Assignment
	A worker holds a position, in an organization, at a location, under a supervisor, effective on a date
	The assignment is the employment relationship; every downstream access decision is a projection of it

	Supervisory hierarchy
	Who reports to whom — the reporting line from any worker to the head of the agency
	Reporting relationships are established by the same business acts that create assignments; the directory’s manager field is at best a copy


System of record versus identity provider
Naming the HCM as the source of authority for identity invites a predictable misreading — that it competes with the identity platform. It does not, and the boundary between them is worth stating precisely, because each is authoritative for a different category of fact:
The division of labor between the system of record and the identity platform
	Function
	System of Record (HCM)
	Identity Platform (Entra ID)

	Who a worker is — existence, status, type
	Authoritative
	Derived: account state follows the record

	Where a worker sits — position, org, supervisor
	Authoritative
	Derived: attributes stamped, memberships computed

	How identity is proven — credentials, MFA, device binding
	—
	Authoritative

	Whether a request is permitted now — conditional access, sessions
	—
	Authoritative (policy enforcement)

	Token issuance and claims format
	—
	Authoritative; claim values trace upstream


Effective dating: truth with a timeline
The property that separates a system of record from a directory is effective dating. An HCM record does not say “Jane is in the Program Integrity division”; it says “Jane’s assignment to Program Integrity is effective 2026-08-03, superseding her prior assignment, which ended 2026-08-02.” Future-dated hires, transfers, and separations exist in the system before they are true, with the date on which they become true.
This is not a bookkeeping nicety — it is what makes proactive automation possible. Day-one readiness (account, licenses, and group memberships waiting when a new hire badges in) requires knowing the hire before the start date. Same-day revocation requires knowing the separation on its effective date, not when the paperwork finishes circulating. A directory records state; the system of record records state transitions with timestamps, which is exactly the shape an event-driven lifecycle consumes.
Authoritative versus derived attributes
The discipline that makes the source of authority operable is a written, governed answer to one question per attribute: which system owns this? An attribute is authoritative where it is created by a business act, and derived everywhere else. Derived attributes are computed, stamped, and read — never edited in place.
The attribute authority map — which system owns which fact
	Attribute
	Authoritative system
	Derived consumers

	Worker identifier (employeeId)
	HR system of record — the immutable correlation anchor, assigned at first affiliation
	Directory correlation key, audit joins, per-system account linkage

	Legal name, worker type, employment status
	HR system of record
	Display name, account enable/disable state, guest-versus-member classification

	Position, title, grade
	HR system of record
	Role-eligible access packages, approval routing

	Organizational placement (department, org code, cost center)
	HR system of record
	Dynamic group membership, ABAC attributes, chargeback

	Supervisor / reporting line
	HR system of record
	manager attribute, access-package approval routing, attestation campaigns

	Duty location
	HR system of record
	Conditional access named-location context, E911 records

	User principal name, mail, group memberships
	Identity platform — derived from HR attributes by rule
	Applications, token claims

	Device identity and certificates
	Device management and PKI (Chapter 07)
	Network admission, workload identity, TLS

	Credential strength, token claims format
	Identity platform
	Conditional Access, applications


The map has one rule with no exceptions: corrections flow upstream. When a token carries a wrong department, the fix is a correction to the HR record (or to the derivation rule) — never a hand-edit of the directory attribute, because a hand-edited projection is a new fragment (Chapter 01).
One person, one identifier
IA-4 requires managing identifiers by receiving authorization to assign them, selecting and assigning them to the intended entity, and preventing their reuse for a defined period. The enterprise discipline this architecture implements is stricter and simpler: one person, one identifier, for the life of the affiliation — across every account, system, rehire, and conversion.
The employeeId assigned at first affiliation is the immutable correlation anchor. It never changes with name, position, region, or worker type; every account in every system that belongs to the person carries it; and when the person returns after a break in service, the rehire event re-links the same identifier rather than minting a fresh identity. This is only possible where the person — not the account — is the tracked entity. A directory cannot do it: directories track accounts, and an account deleted at separation takes its history with it. The worker record persists across affiliations, which is why identifier non-reuse and rehire correlation are properties of the HR system, projected downward.
The same anchor is what makes audit joins possible at all: the token event in the SIEM, the database login, the badge swipe, and the personnel action resolve to one person only because one identifier threads them.
The worker-type boundary
One authoritative attribute deserves special notice because entire policy families hang from it: worker type. Employee, contractor, intern, volunteer — the classification determines member-versus-guest treatment in the tenant, license assignment, access ceilings, and which conditional-access baseline applies. When worker type is a directory field someone sets at account creation, it is wrong exactly as often as staffing paperwork is ambiguous, and the errors are invisible because nothing reconciles them. When it is derived from the worker record, the contractor whose engagement ends loses access on the engagement’s end date (a leaver event for a non-employee), and the conversion seam — contractor on Friday, employee on Monday — is a re-derivation on the same identifier rather than a second identity with a second, forgotten first account. IA-4(4)’s status characterization (identifying each individual as, for example, a contractor) falls out of the same attribute for free: the characteristic is asserted by the system that classifies workers as a business act, not annotated by an administrator who heard about it.
Operating rules
· One master per attribute. An attribute is authoritative in exactly one system. Writeback, if used, carries only identity-platform-mastered values (username, work email, work phone) to HR for display; it never touches an HR-mastered fact, and no attribute is writable in both directions.
· No manual edits to HR-derived attributes. Any IT-originated write to an attribute the HR feed owns is a drift event (Chapter 09).
· Corrections flow upstream. A wrong value is fixed in the HR record or in the mapping rule, never in the directory.
· Every event produces a provenance record. No record, no closure.
Chapter 04 — The Provisioning Pipeline
One door into the directory, so there is exactly one door to instrument.
In this chapter
Why the canonical path is API-driven inbound provisioning. The Oracle HCM source surfaces. What the middleware must do for every event. The bulkUpload contract and its limits. The two landing zones and what each one does with structure. Native connectors and writeback.
The shape
HR system of record → integration middleware → Microsoft Graph /bulkUpload → Entra provisioning service → Entra ID or on-premises Active Directory
The API client reads identity data from the authoritative source and posts it to the provisioning app’s /bulkUpload endpoint as a SCIM bulk request. It doesn’t compare source and target values to decide whether to create, update, enable or disable; the provisioning service does that, applies the attribute mappings the administrator configured, and writes the user to on-premises AD (hybrid users) or to Entra ID (cloud-only users). The endpoint answers 202 Accepted and processes asynchronously; the client reads the provisioning logs API for the per-record result and resubmits failures.[footnoteRef:48] [48:  Microsoft Learn, “API-driven inbound provisioning concepts,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-concepts (accessed Oct 19, 2026).] 

Why this path and no other
· Oracle Fusion Cloud HCM has no native Entra connector. Entra’s prebuilt HR connectors are for Workday and SAP SuccessFactors. Microsoft’s own Oracle HCM integration guidance is the API-driven pattern: CSV extracts for the initial load, ATOM feeds or HCM Extracts for deltas, and optional writeback through Oracle’s SCIM APIs.[footnoteRef:51] [51:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).] 

· The architecture is source-agnostic; the deployed source is configuration. The middleware normalizes any HR export into the same SCIM payload, so the /bulkUpload call is identical whatever the source. If the source changes, the adapter changes; the pipeline and everything downstream don’t.
· One entry point gives one provenance stream. All inbound identity writes pass through a single provisioning surface, which is what makes lineage and drift detection tractable (Chapter 09).
· The procurement points the same way. The Core HCM solicitation’s requirements checklist asks for SCIM 2.0 near-real-time provisioning, the protocol this pipe speaks (Chapter 02).
If Microsoft later ships a native Oracle HCM connector, it becomes an optimization inside this architecture, not a replacement for it.
The source: Oracle Fusion Cloud HCM
Oracle HCM source surfaces
	Sync
	Mechanism
	Notes

	Initial / full
	HCM Extracts (or BI Publisher) to CSV
	Full worker population, scoped by the filter rules of Chapter 10, Phase 1

	Delta
	ATOM feeds: newhire, empassignment, empupdate, termination, cancelworkrelship, workrelshipupdate
	Turn on immediately after the initial sync; a gap loses changes

	Delta (alternative)
	Periodic HCM Extract deltas
	Simpler; latency equals the extract cadence

	Enrichment
	workers / employees REST endpoints
	When a feed event doesn’t carry an attribute the payload needs


Match key: Oracle PersonNumber to employeeId in Entra ID and AD. The employee ID must be populated on existing accounts before the first full sync; matching is what prevents duplicate identities at go-live.
The middleware: four duties per event
Azure Functions or Logic Apps, inside the agency’s authorization boundary, doing four things for every event:
1. Validate. Required attributes present; unknown worker types refused. Fail closed.
1. Sequence and retry. Apply feed events in order and handle failures explicitly. An out-of-order mover/leaver pair is a correctness bug and a dropped event is a silent drift source. A failed transform retries and is recorded, never skipped.
1. Normalize to SCIM. Build the bulk request (urn:ietf:params:scim:api:messages:2.0:BulkRequest) with the core and enterprise user schemas, plus a schema extension for any attribute the core schemas don’t carry.[footnoteRef:55] The canonical payload is defined in Chapter 05. [55:  Microsoft Learn, “API-driven inbound provisioning concepts,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-concepts (accessed Oct 19, 2026).] 

1. Write provenance. One record per event (source event ID, payload hash, derivation inputs, outcome) to the agency’s evidence store, before the Graph call returns. No record, no closure.
The middleware never writes back to the HR system’s HR-mastered facts. Send the complete user record in every request, for full and delta syncs alike: if clearing attribute values is enabled, an omitted or null mapped attribute can clear the target value.[footnoteRef:56] [56:  Microsoft Learn, “API-driven inbound provisioning concepts,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-concepts (accessed Oct 19, 2026).] 

The /bulkUpload contract
The /bulkUpload envelope[footnoteRef:58] [58:  Microsoft Learn, “API-driven inbound provisioning concepts,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-concepts (accessed Oct 19, 2026).] 

	Property
	Value

	Endpoint
	Microsoft Graph, worldwide endpoint graph.microsoft.com (Microsoft 365 GCC tenants use the worldwide endpoints)[footnoteRef:59] [59:  Microsoft Learn, “National cloud deployments” (Microsoft Graph): “If you’re working in a Microsoft 365 GCC environment, continue using the worldwide endpoints,” https://learn.microsoft.com/en-us/graph/deployments (accessed Oct 19, 2026).] 


	Payload
	SCIM bulk request; up to 50 operations per call

	Throttling
	40 calls in any 5-second window; HTTP 429 beyond it

	Tenant daily cap
	2,000 calls per 24 hours with Entra ID P1/P2; 6,000 with Entra ID Governance

	Graph permissions for the client
	SynchronizationData-User.Upload and ProvisioningLog.Read.All

	Licensing floor
	Entra ID P1; Entra ID Governance for Lifecycle Workflows


Each endpoint belongs to one provisioning app, and an agency with several sources (HR for employees, a contractor system, a badging system that only updates attributes) creates one app per source.[footnoteRef:61][footnoteRef:62] [61:  Microsoft Learn, “API-driven inbound provisioning concepts,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-concepts (accessed Oct 19, 2026).]  [62:  Microsoft Learn, “Frequently asked questions about API-driven inbound provisioning,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-faqs (accessed Oct 19, 2026).] 

Two landing zones
The same HR feed can land in two places, separately or at the same time:
· API-driven inbound provisioning to Microsoft Entra ID creates cloud-only users directly.
· API-driven inbound provisioning to on-premises Active Directory delivers the same payloads through the Microsoft Entra provisioning agent, which writes to AD DS from inside the agency network; Entra Connect then projects the user to the cloud.[footnoteRef:65][footnoteRef:66] [65:  Microsoft Learn, “API-driven inbound provisioning concepts,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-concepts (accessed Oct 19, 2026).]  [66:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).] 

Landing in Active Directory
· The OU is computed, not hand-picked. An expression mapping on parentDistinguishedName derives the destination domain and OU from HR attributes.[footnoteRef:67] [67:  Microsoft Learn, “Plan cloud HR application to Microsoft Entra user provisioning,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/plan-cloud-hr-provision (accessed Oct 19, 2026).] 

· The reporting line becomes a reference. The provisioning service writes AD’s manager attribute as a DN reference to the already-provisioned supervisor; for cross-domain managers Microsoft recommends a separate app that updates only manager.[footnoteRef:69] [69:  Microsoft Learn, “Plan cloud HR application to Microsoft Entra user provisioning,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/plan-cloud-hr-provision (accessed Oct 19, 2026).] 

· High availability. Deploy at least two provisioning agents, on servers with line of sight to the domain controllers.[footnoteRef:70] The agent service runs as a group managed service account (gMSA); Domain or Enterprise Administrator credentials are needed once, to create it, not to run the agent.[footnoteRef:71] Delegate the gMSA rights to the target OUs only. [70:  Microsoft Learn, “Plan cloud HR application to Microsoft Entra user provisioning,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/plan-cloud-hr-provision (accessed Oct 19, 2026).]  [71:  Microsoft Learn, “Prerequisites for Microsoft Entra Cloud Sync” (provisioning agent and gMSA requirements), https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/how-to-prerequisites (accessed Oct 19, 2026).] 

· Termination reaches the domain controller. The SCIM active value maps to AD’s accountDisabled, so an HR termination disables the AD account, and Entra Connect carries that state to the cloud.[footnoteRef:73][footnoteRef:74] [73:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).]  [74:  Microsoft Learn, “Plan cloud HR application to Microsoft Entra user provisioning,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/plan-cloud-hr-provision (accessed Oct 19, 2026).] 

The caveat: AD stores structure as place. An OU is a container, and Group Policy that reads OU position inherits every reorganization. HR-driven provisioning keeps AD correct; it can’t make AD attribute-native.
Landing in Entra ID
Entra ID has no OUs. The worker record lands as attributes, and structure becomes data: manager (a directory relationship that drives the org chart in Teams and Outlook and approval routing), department, jobTitle, employeeId, employeeType, employeeHireDate, employeeLeaveDateTime, and employeeOrgData (division, costCenter). Chapter 05 fixes which of these the agency uses and for what; Chapter 08 shows how they become access.
How each directory absorbs organizational structure
	Dimension
	Active Directory
	Entra ID

	Structural container
	OU tree: structure as place, which GPO reads
	None: structure as attributes, which policy reads through groups

	Reporting line
	manager DN reference
	manager relationship

	Org placement
	OU computed at provisioning (parentDistinguishedName)
	department, employeeOrgData, stamped

	Membership
	Static groups, manual or scripted
	Rules for dynamic membership, evaluated by the service

	Delegated admin
	OU ACL delegation
	Administrative units

	Reorganization cost
	OU restructure and GPO re-link: a project
	Attribute re-stamp and rule re-evaluation: a data change


During coexistence, provision both zones, read structure from attributes, and retire OU-bound policy deliberately (Chapter 10, Phase 5).
Native connectors
Where an HR source has a native connector (Workday, SAP SuccessFactors), it’s an acceptable accelerator. The API-driven path stays canonical because it works for any source and because its middleware is where validation and provenance happen before the identity platform sees the record.
Writeback: optional and one-way per attribute
Once inbound provisioning is proven, an optional outbound job can write identity-platform-mastered attributes the HR system wants to display (username, work email, work phone) back to Oracle HCM through its SCIM APIs.[footnoteRef:79] Two rules keep it safe: no attribute is writable in both directions (Chapter 03), and nothing in the plan depends on writeback. [79:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).] 

Chapter 05 — The Canonical Attribute Schema
Native attributes first. A small, coded set of extension attributes for access. Nothing hand-edited.
In this chapter
The design rules behind the schema. The schema table itself, which every other page on this site links to instead of repeating. Why three extension attributes, and why they hold codes. How the hire and leave dates reach Entra ID from each landing zone. Who is allowed to write any of it.
Design rules
1. Use a native Entra attribute wherever one exists. employeeId, department, jobTitle, companyName, manager, employeeType, employeeHireDate, employeeLeaveDateTime and employeeOrgData already mean what the HR record means. Other Microsoft features (the org chart, Lifecycle Workflows, access-package approvals) read them directly.
1. Add an extension attribute only where access needs a value a rule can’t read natively. Rules for dynamic membership support a fixed list of user properties. That list includes department, companyName, jobTitle, employeeId, employeeHireDate (preview), userType and accountEnabled, plus extensionAttribute1–15 and directory extension properties. It doesn’t include employeeType, employeeOrgData or manager (direct-reports groups use a separate rule form).[footnoteRef:83] Three attributes cover the gap. [83:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID” (supported properties; extension attributes and custom extension properties; security consideration on attribute write permissions), https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

1. Put codes in access attributes, never display strings. An organization code changes only when the business fact changes; a display name changes whenever someone retypes it.
1. Use the same carrier in both landing zones. extensionAttribute1–15 exist in on-premises AD and in Entra ID. For synced users, AD is the source and the Entra values are read-only; for cloud-only users they can be set when the user is created or updated.[footnoteRef:85] A rule written against user.extensionAttribute10 works the same for a hybrid user and a cloud-mastered one, which matters during the years of coexistence. [85:  Microsoft Graph, “onPremisesExtensionAttributes resource type,” https://learn.microsoft.com/en-us/graph/api/resources/onpremisesextensionattributes (accessed Oct 19, 2026).] 

1. Don’t build an organizational hierarchy into attributes. The reporting line is the manager relationship; organizational placement is department, employeeOrgData and one organization code. There’s no encoded path, tree or composite key to maintain.
The schema
The canonical attribute schema — the only attribute crosswalk on this site
	Canonical field
	Oracle HCM source
	SCIM attribute
	On-premises AD
	Entra ID
	Rule can read it
	Used for

	Person number
	workers.PersonNumber
	externalId
	employeeID
	employeeId
	Yes
	Match key, identifier for life (Chapter 03)

	Employment active
	Assignment status
	active
	accountDisabled
	accountEnabled
	Yes
	Joiner and leaver state

	Given name / surname
	workers.names
	name.givenName / name.familyName
	givenName / sn
	givenName / surname
	Yes
	Display, UPN rules

	Display name
	workers.DisplayName
	displayName
	cn
	displayName
	Yes
	Display only, never access

	Department
	Department name
	enterprise department
	department
	department
	Yes
	Display, address book, coarse scoping

	Division
	Business unit
	enterprise division
	division
	employeeOrgData.division
	No
	Reporting, profile card

	Cost center
	Cost center
	enterprise costCenter
	—
	employeeOrgData.costCenter
	No
	Chargeback, reporting

	Legal employer
	Legal employer
	enterprise organization
	company
	companyName
	Yes
	Agency or component

	Manager
	Manager’s person number
	enterprise manager
	manager (DN)
	manager
	Direct-reports rule only
	Supervisory chain, approvals, reviewers

	Job title
	JobName
	title
	title
	jobTitle
	Yes
	Display; not an access input

	Worker type
	Worker type / person type
	custom extension workerType
	employeeType
	employeeType
	No
	Employee, contractor, intern, volunteer

	Hire date
	Effective start date
	custom extension HireDate
	extensionAttribute2
	employeeHireDate
	Yes (preview)
	Joiner workflow trigger

	Leave date
	Termination effective date
	custom extension TermDate
	extensionAttribute3
	employeeLeaveDateTime
	No
	Leaver workflow trigger

	Work country
	Work address country
	addresses[type eq "work"].country
	co
	country
	Yes
	Address; source for the usageLocation expression that licensing needs

	Organization code
	Department ID (code)
	custom extension orgCode
	extensionAttribute10
	extensionAttribute10
	Yes
	Access targeting

	Worker type code
	Worker type (code)
	custom extension workerTypeCode
	extensionAttribute11
	extensionAttribute11
	Yes
	Access targeting; mirrors employeeType

	Position category
	Job family or position category (code)
	custom extension positionCategory
	extensionAttribute12
	extensionAttribute12
	Yes
	Access targeting


Notes on the table:
· The SCIM mappings for both landing zones follow the example worksheets in Microsoft’s Oracle HCM integration guide, which also maps a custom JobCode to extensionAttribute1 in both AD and Entra ID. Custom attributes are added to the provisioning app’s schema as SCIM schema extensions and then mapped.[footnoteRef:88][footnoteRef:89] For attributes with no AD equivalent, the same guide says to use extensionAttribute1–15 or extend the AD schema.[footnoteRef:91] [88:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).]  [89:  Microsoft Learn, “Extend API-driven provisioning to sync custom attributes,” https://learn.microsoft.com/en-us/entra/identity/app-provisioning/inbound-provisioning-api-custom-attributes (accessed Oct 19, 2026).]  [91:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).] 

· Neither date has a native AD attribute. For AD-landed users, Microsoft’s Oracle HCM worksheet writes HireDate and TermDate to extensionAttribute2 and extensionAttribute3;[footnoteRef:92] a sync rule then maps each one to employeeHireDate or employeeLeaveDateTime in Entra ID. The AD attribute must be a string, and the value must be converted to the format Entra expects, usually with a date-format expression. Inbound provisioning, Entra Connect cloud sync and Entra Connect Sync all support both target attributes.[footnoteRef:93] [92:  Microsoft Learn, “Configure Oracle Human Capital Management (HCM) for automatic user provisioning,” https://learn.microsoft.com/en-us/entra/identity/saas-apps/oracle-hcm-provisioning-tutorial (accessed Oct 19, 2026).]  [93:  Microsoft Learn, “How to synchronize attributes for Lifecycle Workflows,” https://learn.microsoft.com/en-us/entra/id-governance/how-to-lifecycle-workflow-sync-attributes (accessed Oct 19, 2026).] 

· The choice of extensionAttribute10–12 for access codes is this series’ decision, not a Microsoft default. Before Phase 1 closes, confirm that each one is in the provisioning app’s target attribute list and isn’t already used. Exchange calls extensionAttribute1–15 custom attributes 1–15.[footnoteRef:95] [95:  Microsoft Graph, “onPremisesExtensionAttributes resource type,” https://learn.microsoft.com/en-us/graph/api/resources/onpremisesextensionattributes (accessed Oct 19, 2026).] 

· Rules can’t use multi-value extension properties.[footnoteRef:96] All three access attributes hold one code. [96:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID” (supported properties; extension attributes and custom extension properties; security consideration on attribute write permissions), https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

Writers
A dynamic membership rule moves the access decision to whoever can write the attribute it reads. Microsoft’s guidance is to check write permissions for every attribute a rule uses, in Entra ID and in any source directory, and to restrict self-service write access to attributes used in security-sensitive groups.[footnoteRef:98] For this schema that means: [98:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID” (supported properties; extension attributes and custom extension properties; security consideration on attribute write permissions), https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

· The only writer of every field above is the provisioning service: the API-driven inbound app for cloud-mastered users, the provisioning agent plus Entra Connect for AD-mastered ones.
· Remove help-desk, self-service and Exchange-admin write paths to extensionAttribute10–12 and to the two date carriers. In AD, review the ACLs on the target OUs; in Exchange, the custom-attribute cmdlets are a write path.
· Any write by another principal is a drift event (Chapter 09).
How other pages use this schema
The SQL Server Identity Transformation series, Book 07 applies the same attribute-to-access discipline to SQL Server logins and database roles. The AD → Entra ID Identity Modernization Guide and the Conditional Access library link here rather than carrying their own attribute map.
Chapter 06 — Joiner, Mover, Leaver
Nobody requests an account for a new hire. The hire causes it.
In this chapter
The five events a worker record goes through and what each one causes in the directory. The division of labor between inbound provisioning and Lifecycle Workflows. Triggers, schedules and built-in tasks. Emergency termination, rehire, conversion and deletion. The leaver sequence itself, including credentials, is in Chapter 07.
The lifecycle is an event stream
Joiner, mover and leaver, plus the two transitions estates forget until they hurt, rehire and conversion (contractor to employee), are the five state changes a worker record goes through. Each is recorded in the HR system as an effective-dated event, and each maps to a fixed set of identity actions:
The five lifecycle events and the identity actions they cause
	HR event
	Recorded fact
	Identity actions derived from it

	Joiner
	Future-dated hire: worker record and assignment created
	Account created ahead of the start date by provisioning; licenses and baseline access derived from attributes; credential enrollment queued for day one (Chapter 07)

	Mover
	Assignment change: new position, organization, location or supervisor
	Attributes re-stamped; dynamic memberships re-evaluated, so the old organization’s access leaves as the new one’s arrives; access review on what remains (PS-5); approvals follow the new supervisor of record

	Leaver
	Effective-dated separation
	The leaver sequence of Chapter 07: devices, PIV, sessions, disable, delete after retention — one workflow, one evidence trail (PS-4)

	Rehire
	Returning worker matched to the prior worker record
	Prior identifier re-linked; the person resumes an identity rather than getting a second one (IA-4)

	Conversion
	Worker type changes; affiliation continuous
	Same identifier, access re-derived from the new worker type; no duplicate identity


The property that matters is the direction of causation. Nobody remembers to disable a leaver; the separation record causes the disablement, on the effective date. Tickets survive only for exceptions, and every exception is visible as a deviation from a computed baseline.
Who does what: provisioning and Lifecycle Workflows
Two Microsoft services share the work, and the boundary between them is easy to blur:
· Inbound provisioning creates and updates accounts. It creates the user, keeps attributes current, and enables or disables the account from the HR status (Chapter 04).[footnoteRef:104] [104:  Microsoft Learn, “Lifecycle Workflows tasks and definitions,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-tasks (accessed Oct 19, 2026).] 

· Lifecycle Workflows act on users who already exist. Microsoft describes them as automating the routine processes around HR-driven provisioning: while HR provisioning manages creation and attribute updates, workflows run additional tasks.[footnoteRef:106] A workflow is a set of tasks plus execution conditions: a scope (who) and a trigger (when).[footnoteRef:107] [106:  Microsoft Learn, “Lifecycle Workflows tasks and definitions,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-tasks (accessed Oct 19, 2026).]  [107:  Microsoft Learn, “What are lifecycle workflows?,” https://learn.microsoft.com/en-us/entra/id-governance/what-are-lifecycle-workflows (accessed Oct 19, 2026).] 

A workflow never creates the account. A page that says “Lifecycle Workflows provision the new hire” has the boundary wrong.
Triggers and schedule
Lifecycle Workflows support four scheduled trigger types — time-based attribute, attribute change, group membership change, and sign-in inactivity — plus on-demand only.[footnoteRef:109] The time-based trigger reads employeeHireDate, employeeLeaveDateTime or createdDateTime, with an offset of up to 365 days before or after.[footnoteRef:111] Scheduled workflows run every 3 hours by default; the interval can be set from 1 to 24 hours.[footnoteRef:112] Just before processing, the engine re-evaluates each user and skips anyone who no longer meets the conditions.[footnoteRef:114] [109:  Microsoft Learn, “Lifecycle workflow execution conditions and scheduling,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-execution-conditions (accessed Oct 19, 2026).]  [111:  Microsoft Learn, “Lifecycle workflow execution conditions and scheduling,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-execution-conditions (accessed Oct 19, 2026).]  [112:  Microsoft Learn, “Customize a workflow schedule,” https://learn.microsoft.com/en-us/entra/id-governance/customize-workflow-schedule (accessed Oct 19, 2026).]  [114:  Microsoft Learn, “Lifecycle workflow execution conditions and scheduling,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-execution-conditions (accessed Oct 19, 2026).] 

That schedule matters for evidence: a leaver workflow keyed to employeeLeaveDateTime runs at the first scheduled pass after the date, so the separation-to-revocation interval (Chapter 09) includes the schedule interval. Set the leaver workflow’s interval with that in mind.
Built-in tasks by stage
Lifecycle Workflows built-in tasks by stage[footnoteRef:116] [116:  Microsoft Learn, “Lifecycle Workflows tasks and definitions,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-tasks (accessed Oct 19, 2026).] 

	Stage
	Built-in tasks (selection)

	Joiner
	Send welcome email; generate a Temporary Access Pass and send it to the manager; request an access package assignment; assign licenses; add to groups and Teams; enable the account

	Mover
	Notify the manager of the move; request or remove access package assignments; add to or remove from selected groups; update user attributes

	Leaver
	Disable the account; remove from all groups and all Teams; remove all access package assignments and cancel pending requests; remove licenses; revoke all refresh tokens; delete the user

	Any stage
	Run a custom task extension (a call out to an Azure Logic App)


No built-in task revokes a certificate or a PIV credential, or retires a device. Those steps go through a custom task extension or a separate process (Chapter 07).
Joiner
Provisioning creates the account ahead of the start date from the future-dated hire. A pre-hire workflow runs a set number of days before employeeHireDate (for example, generate a Temporary Access Pass and send it to the manager), and a day-one workflow runs on the date (enable the account, assign licenses, add baseline groups). Microsoft recommends a 24-hour maximum lifetime for a Temporary Access Pass sent to a new hire, so that it hasn’t expired in another time zone.[footnoteRef:119] Day-one readiness (account, licenses and baseline access in place at start of day) is a metric, not a hope (Chapter 09). [119:  Microsoft Learn, “How to synchronize attributes for Lifecycle Workflows,” https://learn.microsoft.com/en-us/entra/id-governance/how-to-lifecycle-workflow-sync-attributes (accessed Oct 19, 2026).] 

Mover
The mover event re-stamps attributes through provisioning; dynamic memberships re-evaluate on their own (Chapter 08). An attribute-change workflow scoped to department or the organization code can notify the manager and start a review of what’s left. Old access that came from a dynamic group goes away when the rule stops matching; old access that came from an access package or a direct assignment doesn’t, which is why the review on the residual is a control, not a courtesy.
Leaver
The separation record sets employeeLeaveDateTime through provisioning, and the leaver workflows run against it: a pre-separation workflow (notify the manager), a last-day workflow, and a post-separation workflow that deletes the user after the retention period. The order of the steps, and the credential and device steps that the built-in tasks don’t cover, are Chapter 07’s subject.
Emergency termination
Some separations can’t wait for the schedule. Microsoft’s Real-time employee termination template is an on-demand workflow; its tutorial removes the user from all groups and all Teams and deletes the account.[footnoteRef:122] For an agency, use the template as the starting point for an on-demand workflow that runs the same sequence as the scheduled leaver workflow (Chapter 07), not a shorter one. The trigger is human; the execution and the evidence are identical. [122:  Microsoft Learn, “Execute employee termination tasks by using lifecycle workflows” (the Real-time employee termination template), https://learn.microsoft.com/en-us/entra/id-governance/tutorial-offboard-custom-workflow-portal (accessed Oct 19, 2026).] 

Rehire and conversion
· Rehire. The returning worker is matched to the prior worker record by person number, and the provisioning match on employeeId re-links the existing account if it still exists. If the account was deleted, the new account carries the same employeeId; the identifier history lives in the HR record, not the directory.
· Conversion. A contractor-to-employee change is an attribute change on the same person, not a leaver plus a joiner. employeeType and the worker-type code change; access re-derives; the identifier stays.
Deletion
Disable on the separation date; delete only after the retention period the agency’s records schedule sets, from a post-separation workflow. A deleted Entra user can be restored for 30 days, after which it is permanently deleted;[footnoteRef:127] retention for audit and records purposes has to be met by the logs and the HR record, not by keeping the account. [127:  Microsoft Learn, “Restore or remove a recently deleted user,” https://learn.microsoft.com/en-us/entra/fundamentals/users-restore (accessed Oct 19, 2026).] 

Chapter 07 — Credentials and Certificates Across Joiner, Mover, Leaver
Disabling an account doesn’t revoke a certificate. Deleting a user doesn’t either.
In this chapter
Where certificates sit in an HR-driven identity lifecycle. How a PIV credential comes into being and how Entra ID binds it to a user. What revocation checking does and doesn’t do. Derived PIV credentials. Device certificates from Intune and Microsoft Cloud PKI, and the actions that do and don’t revoke them. The canonical leaver sequence, and how to run it from Lifecycle Workflows.
Why certificates need their own chapter
Chapters 04–06 make the account a consequence of the HR record. Certificates don’t automatically follow. A PIV authentication certificate is issued by the agency’s card management system (CMS) under the Federal PKI and stays valid until it expires or is revoked; an Intune-delivered device certificate stays on the device until Intune revokes or removes it. Neither is touched by disabling or deleting an Entra user. An HR-driven lifecycle that stops at the account leaves the credentials of a former worker live in every relying party that trusts them: Entra ID, physical access control, on-premises smart card logon, signing and encryption, and other agencies.
Federal guidance treats the person, not the authenticator, as the thing being managed. The GSA/FICAM Identity Lifecycle Management Playbook tells agencies to designate HR systems as the authoritative source for identity creation and termination, and to build a Master User Record that links each user’s attributes, entitlements and authenticators, both PIV cards and alternative FIDO2 credentials, into one view.[footnoteRef:132] The playbook is best practice, not policy.[footnoteRef:134] In this series the HR record and Entra ID together play the Master User Record’s role for the Microsoft estate, and the CMS remains the system of record for the PIV card. [132:  GSA / Federal CISO Council ICAM Subcommittee, Identity Lifecycle Management Playbook (Executive Summary; Stage 1, Creation; Stage 3, Deletion; Disclaimer), https://www.idmanagement.gov/playbooks/ilm/ (accessed Oct 19, 2026).]  [134:  GSA / Federal CISO Council ICAM Subcommittee, Identity Lifecycle Management Playbook (Executive Summary; Stage 1, Creation; Stage 3, Deletion; Disclaimer), https://www.idmanagement.gov/playbooks/ilm/ (accessed Oct 19, 2026).] 

Joiner: proofing, issuance, binding
Proofing and issuance
The ILM Playbook’s creation stage starts with identity proofing at IAL3 as described in NIST SP 800-63A-4, which meets the requirements for PIV eligibility. After proofing, the user’s information is added to the Master User Record, the identity is bound to one or more phishing-resistant authenticators such as a PIV card or a FIDO2 token, and accounts are created for the systems the user’s roles require.[footnoteRef:136] The PIV card itself is governed by FIPS 201-3, which establishes the PIV system for federal employees and contractors under HSPD-12.[footnoteRef:137] NIST SP 800-63-4 (July 2025, superseding SP 800-63-3) is the current revision of the Digital Identity Guidelines covering proofing, authentication and federation.[footnoteRef:139] [136:  GSA / Federal CISO Council ICAM Subcommittee, Identity Lifecycle Management Playbook (Executive Summary; Stage 1, Creation; Stage 3, Deletion; Disclaimer), https://www.idmanagement.gov/playbooks/ilm/ (accessed Oct 19, 2026).]  [137:  NIST, FIPS 201-3, Personal Identity Verification (PIV) of Federal Employees and Contractors, January 2022, §2.9.4 “PIV Card Termination Requirements,” https://csrc.nist.gov/pubs/fips/201-3/final (accessed Oct 19, 2026).]  [139:  NIST, SP 800-63-4, Digital Identity Guidelines, July 2025, https://csrc.nist.gov/pubs/sp/800/63/4/final (accessed Oct 19, 2026).] 

The playbook’s point about binding is the one that matters here: without the binding between the card’s certificate and the digital identity, a PIV card is just a physical badge. The same binding process applies to PKI and non-PKI derived PIV authenticators.[footnoteRef:141] [141:  GSA / Federal CISO Council ICAM Subcommittee, Identity Lifecycle Management Playbook (Executive Summary; Stage 1, Creation; Stage 3, Deletion; Disclaimer), https://www.idmanagement.gov/playbooks/ilm/ (accessed Oct 19, 2026).] 

The gap between account creation and card issuance is normal: provisioning creates the account ahead of day one (Chapter 06), and the card follows proofing and adjudication. Bridge it with a Temporary Access Pass sent through the joiner workflow (Chapter 06), not with a password.
Binding the PIV certificate to the Entra user
Entra certificate-based authentication (CBA) validates the certificate the user presents against the trusted CAs configured in the tenant, checks the CRL, and then maps a field of the certificate to a user attribute through the tenant’s username bindings.[footnoteRef:143] By default the SAN Principal Name maps to userPrincipalName.[footnoteRef:145] The stronger option is the certificateUserIds attribute, which holds explicit certificate identifiers: [143:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).]  [145:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).] 

CBA username bindings and their affinity[footnoteRef:146] [146:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).] 

	Binding (certificate field)
	Example value in certificateUserIds
	Affinity

	PrincipalName
	X509:<PN>bob@woodgrove.com
	Low

	RFC822Name
	X509:<RFC822>user@woodgrove.com
	Low

	Subject
	X509:<S>DC=com,DC=contoso,OU=UserAccounts,CN=mfatest
	Low

	IssuerAndSubject
	X509:<I>…<S>…
	Low

	SKI (Subject Key Identifier)
	X509:<SKI>…
	High

	SHA1PublicKey
	X509:<SHA1-PUKEY>…
	High

	IssuerAndSerialNumber
	X509:<I>…<SR>…
	High


High-affinity bindings use identifiers that can’t be reused, which gives higher assurance that only one certificate can authenticate the user; bindings based on usernames and email addresses are low-affinity.[footnoteRef:147] If the tenant requires high-affinity binding, Entra drops the low-affinity bindings from evaluation.[footnoteRef:148] For PIV in a federal tenant, prefer a high-affinity binding. [147:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).]  [148:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).] 

The consequence for lifecycle is direct: a high-affinity value identifies one certificate. Every card reissue or certificate renewal produces a new SKI, key hash or serial number, so the binding must be rewritten as part of the CMS’s issuance event, and the old value removed. The binding is lifecycle data, and it needs a writer.
How the value gets written depends on where the user is mastered:
· Cloud-only users: the Entra admin center or Microsoft Graph, by at least a Privileged Authentication Administrator.[footnoteRef:149][footnoteRef:151] An admin center user can hold up to four values of up to 120 characters each.[footnoteRef:153] Microsoft’s CertificateBasedAuthentication PowerShell module computes the correct certificateUserIds value from a certificate.[footnoteRef:154] [149:  Microsoft Learn, “Mapping to the certificateUserIds attribute in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificateuserids (accessed Oct 19, 2026).]  [151:  Microsoft Learn, “Set up Microsoft Entra CBA,” https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-certificate-based-authentication (accessed Oct 19, 2026).]  [153:  Microsoft Learn, “Mapping to the certificateUserIds attribute in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificateuserids (accessed Oct 19, 2026).]  [154:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).] 

· Synced users: only Microsoft Entra Connect can update certificateUserIds. Populate altSecurityIdentities in on-premises AD and sync it to certificateUserIds, either with Connect rules or by syncing the AltSecId value; updating it requires at least the Hybrid Identity Administrator role.[footnoteRef:155][footnoteRef:156][footnoteRef:157] [155:  Microsoft Learn, “Mapping to the certificateUserIds attribute in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificateuserids (accessed Oct 19, 2026).]  [156:  Microsoft Learn, “Set up Microsoft Entra CBA,” https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-certificate-based-authentication (accessed Oct 19, 2026).]  [157:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).] 

Microsoft’s warning about synced users belongs in the security plan: Active Directory administrators can change the certificateUserIds value in Entra ID for any synchronized account, and that includes anyone with delegated administrative rights over synchronized users or administrative rights over the Entra Connect servers.[footnoteRef:158] Whoever can write altSecurityIdentities can decide which certificate signs in as which user. Treat that write path as you treat the access attributes of Chapter 05: one automated writer (the CMS integration), no help-desk or self-service path, and any other write is drift (Chapter 09). [158:  Microsoft Learn, “Mapping to the certificateUserIds attribute in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificateuserids (accessed Oct 19, 2026).] 

Revocation checking
Entra ID checks the CRL of the issuing CA during CBA sign-in.[footnoteRef:160] Three properties shape how fast a PIV revocation takes effect in Entra: [160:  Microsoft Learn, “Microsoft Entra CBA technical concepts,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-technical-deep-dive (accessed Oct 19, 2026).] 

· No CRL, no revocation. If a trusted CA has no CRL configured, Entra doesn’t check revocation and revoked certificates still authenticate.[footnoteRef:161] Turn on Require CRL validation, which makes CBA fail for certificates from a CA without a CRL; exempt a CA only while its CRL is being fixed.[footnoteRef:162] [161:  Microsoft Learn, “Set up Microsoft Entra CBA,” https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-certificate-based-authentication (accessed Oct 19, 2026).]  [162:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).] 

· Caching. Entra caches the CRL. A newly revoked certificate isn’t detected until the cache refreshes with a newer CRL; delta CRLs carry those updates, and without them revocation waits on the base CRL’s validity period. Entra doesn’t support OCSP.[footnoteRef:164] Microsoft advises revoking tokens manually when immediate revocation is critical.[footnoteRef:165] [164:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).]  [165:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).] 

· Size limits. In Azure Global, which includes GCC, the CRL download limits are 20 MB for interactive sign-in and 65 MB for the service.[footnoteRef:166] Check the issuing CAs’ CRL sizes against those limits during Phase 1. If Entra can’t reach a configured CRL endpoint, CBA fails.[footnoteRef:167] [166:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).]  [167:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).] 

So the PIV revocation in the leaver sequence closes CBA eventually, on the CA’s CRL schedule. The account disable and token revocation steps close Entra now. Both are needed: the first protects every other relying party, the second protects the tenant.
Derived PIV credentials
Derived PIV credentials let a person who holds a valid PIV card carry an equivalent credential on a device that can’t use the card. FIPS 201-3 requires PIV card termination procedures to invalidate every derived PIV credential bound to the PIV identity account.[footnoteRef:169] NIST SP 800-157 (December 2014) is the current final guideline; SP 800-157 Revision 1 is a final public draft (November 2024) that widens derived PIV credentials to include non-PKI authenticators verified by the home agency.[footnoteRef:170][footnoteRef:172] Plan for both forms in the Master User Record: a derived credential is an authenticator to revoke, and the leaver sequence has to find it. [169:  NIST, FIPS 201-3, Personal Identity Verification (PIV) of Federal Employees and Contractors, January 2022, §2.9.4 “PIV Card Termination Requirements,” https://csrc.nist.gov/pubs/fips/201-3/final (accessed Oct 19, 2026).]  [170:  NIST, SP 800-157, Guidelines for Derived Personal Identity Verification (PIV) Credentials, December 2014, https://csrc.nist.gov/pubs/sp/800/157/final (accessed Oct 19, 2026).]  [172:  NIST, SP 800-157 Rev. 1 (Final Public Draft), Guidelines for Derived Personal Identity Verification (PIV) Credentials, November 14, 2024, https://csrc.nist.gov/pubs/sp/800/157/r1/fpd (accessed Oct 19, 2026).] 

Mover: usually nothing, sometimes a reissue
Most moves don’t touch credentials: the person, the identifier and the PIV identity account stay the same (Chapter 03). Two exceptions:
· A change that reissues the card (a legal name change, a contractor whose engagement changes) produces new certificates, and the high-affinity binding must be rewritten.
· A change that ends eligibility. FIPS 201-3 requires termination of the card when, for example, a contractor changes positions and no longer needs access to federal buildings or systems.[footnoteRef:176] That is a mover in HR and a leaver for the credential. [176:  NIST, FIPS 201-3, Personal Identity Verification (PIV) of Federal Employees and Contractors, January 2022, §2.9.4 “PIV Card Termination Requirements,” https://csrc.nist.gov/pubs/fips/201-3/final (accessed Oct 19, 2026).] 

Device certificates: Intune and Microsoft Cloud PKI
Devices get their own certificates, for Wi-Fi, VPN and other authentication, through Intune SCEP or PKCS certificate profiles; Microsoft Cloud PKI can be the issuing CA for SCEP. The SQL Server series, Book 10 covers the move from AD CS to Cloud PKI; this section covers only what the leaver sequence needs.
For Windows devices, Intune documents when a SCEP certificate is revoked and removed:[footnoteRef:178] [178:  Microsoft Learn, “Remove SCEP or PKCS certificates in Microsoft Intune,” https://learn.microsoft.com/en-us/intune/device-configuration/certificates/remove-profiles (accessed Oct 19, 2026).] 

When Intune revokes a SCEP certificate on a Windows device[footnoteRef:180] [180:  Microsoft Learn, “Remove SCEP or PKCS certificates in Microsoft Intune,” https://learn.microsoft.com/en-us/intune/device-configuration/certificates/remove-profiles (accessed Oct 19, 2026).] 

	Action
	SCEP certificate

	User unenrolls the device
	Revoked and removed

	Administrator runs wipe
	Revoked and removed

	Administrator runs retire
	Revoked and removed

	Device removed from an Entra group
	Revoked and removed

	Certificate profile removed from the group assignment
	Revoked and removed

	User loses, or administrator withdraws, the Intune license
	Stays on the device; not revoked

	Administrator removes the user or group from Entra ID
	Stays on the device; not revoked


The same article lists the behavior for the other platforms; check the platforms the agency manages. Two more caveats from the same source: SCEP certificates from a third-party CA are removed but not revoked, and PKCS certificates are revoked and removed on unenroll, wipe or retire.[footnoteRef:181] [181:  Microsoft Learn, “Remove SCEP or PKCS certificates in Microsoft Intune,” https://learn.microsoft.com/en-us/intune/device-configuration/certificates/remove-profiles (accessed Oct 19, 2026).] 

The rule that follows: retire or wipe the leaver’s devices before deleting the user. Deleting the user first leaves valid device certificates on hardware the agency may not get back.
Manual revocation has a trap of its own. If you revoke a Cloud PKI certificate by hand for a user or device that still has an active SCEP profile assignment, the device requests a new certificate at the next check-in and gets one. To stop reissue, remove all SCEP policy assignments first.[footnoteRef:182] [182:  Microsoft Learn, “Monitor issued PKI certificates with Microsoft Intune,” https://learn.microsoft.com/en-us/intune/cloud-pki/monitor-certificates (accessed Oct 19, 2026).] 

The canonical leaver sequence
[image: /home/runner/work/modernization-workbook/modernization-workbook/docs/images/diagrams/hr-driven-iam/png/ch07-leaver-sequence.png]
The leaver sequence: retire or wipe devices, revoke the PIV credential through the card management system, disable the account and revoke sessions, then delete after the retention period.
1. Retire or wipe every managed device assigned to the leaver. This revokes and removes Intune SCEP and PKCS certificates.[footnoteRef:188] Wipe needs the device online.[footnoteRef:189] [188:  Microsoft Learn, “Remove SCEP or PKCS certificates in Microsoft Intune,” https://learn.microsoft.com/en-us/intune/device-configuration/certificates/remove-profiles (accessed Oct 19, 2026).]  [189:  Microsoft Learn, “Revoke user access in an emergency in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access (accessed Oct 19, 2026).] 

1. Revoke the PIV credential through the CMS. Collect and destroy the card where possible; otherwise revoke the PIV authentication and card authentication certificates, and the signature and key management certificates if present. Update the CMS, and invalidate all derived PIV credentials. For a card that can’t be collected, FIPS 201-3 requires the normal termination procedures to be completed within 18 hours of notification.[footnoteRef:191] [191:  NIST, FIPS 201-3, Personal Identity Verification (PIV) of Federal Employees and Contractors, January 2022, §2.9.4 “PIV Card Termination Requirements,” https://csrc.nist.gov/pubs/fips/201-3/final (accessed Oct 19, 2026).] 

1. Disable the account in Entra ID, and in AD for synced users.[footnoteRef:192] [192:  Microsoft Learn, “Revoke user access in an emergency in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access (accessed Oct 19, 2026).] 

1. Revoke sessions and refresh tokens. Microsoft’s emergency-revocation procedure disables the user and then revokes refresh tokens, so no new token can be issued after the revocation.[footnoteRef:193] This is also the step that closes CBA immediately rather than at the next CRL refresh.[footnoteRef:194] [193:  Microsoft Learn, “Revoke user access in an emergency in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access (accessed Oct 19, 2026).]  [194:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list,” https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).] 

1. Delete the user after the retention period (Chapter 06).
Steps 3 and 4 run back to back. Disabling first, then revoking, follows Microsoft’s documented order;[footnoteRef:195] revoking first would leave a window in which a still-enabled account could get a new token. [195:  Microsoft Learn, “Revoke user access in an emergency in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access (accessed Oct 19, 2026).] 

Running it from Lifecycle Workflows
The built-in leaver tasks cover groups, Teams, access packages, licenses, disabling the account, revoking refresh tokens and deleting the user, but none of them revokes a PIV credential or retires a device.[footnoteRef:196] Microsoft’s real-time termination tutorial, for example, removes the user from all groups and Teams and deletes the account.[footnoteRef:197] The missing steps go through a custom task extension, which calls an Azure Logic App (consumption plan).[footnoteRef:198] [196:  Microsoft Learn, “Lifecycle Workflows tasks and definitions,” https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-tasks (accessed Oct 19, 2026).]  [197:  Microsoft Learn, “Execute employee termination tasks by using lifecycle workflows,” https://learn.microsoft.com/en-us/entra/id-governance/tutorial-offboard-custom-workflow-portal (accessed Oct 19, 2026).]  [198:  Microsoft Learn, “Workflow extensibility” (Lifecycle Workflows custom task extensions), https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-extensibility (accessed Oct 19, 2026).] 

· Use Launch and wait: the next task waits for the Logic App’s response, and if no response arrives within the configured duration the task is considered failed.[footnoteRef:200] A third-party system such as the CMS integration can send the response if the Logic App only acts as an intermediary.[footnoteRef:201] [200:  Microsoft Learn, “Workflow extensibility” (Lifecycle Workflows custom task extensions), https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-extensibility (accessed Oct 19, 2026).]  [201:  Microsoft Learn, “Workflow extensibility” (Lifecycle Workflows custom task extensions), https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-extensibility (accessed Oct 19, 2026).] 

· Authorize the response with the Logic App’s system-assigned managed identity, the default.[footnoteRef:202] [202:  Microsoft Learn, “Workflow extensibility” (Lifecycle Workflows custom task extensions), https://learn.microsoft.com/en-us/entra/id-governance/lifecycle-workflow-extensibility (accessed Oct 19, 2026).] 

· Order the workflow as the sequence above: custom task (retire or wipe devices through Intune), custom task (CMS revocation), Disable user account, Revoke all refresh tokens for user, then the group, Teams, access package and license removals. Put Delete user in a separate post-offboarding workflow keyed to the retention period.
A failed custom task is a finding, not a retry loop: route it to the service desk and the ISSO, and carry it in the separation-to-revocation metric (Chapter 09).
What the evidence must show
For each leaver: the HR effective date; the device actions and their completion; the CMS revocation record and the CRL that published it; the disable and token-revocation timestamps; and the deletion date. The interval from the HR effective date to the last of those steps is the number an assessor asks for under PS-4 (Chapter 09).
Chapter 08 — From Attributes to Access
In a dynamic group, whoever writes the attribute controls access.
In this chapter
The derivation chain. Valid rule patterns against the canonical schema, with Microsoft’s limits. Administrative units. Access packages and access reviews that route to the supervisor of record. Where dynamic membership stops: privileged roles, PIM and break-glass.
The derivation chain
Worker record → stamped attributes → dynamic groups → entitlements.
Rules for dynamic membership evaluate HR-derived attributes, so nobody joins these groups and nobody forgets to leave one. Access packages bundle entitlements behind eligibility rules and approvals that route to the supervisor of record. Conditional Access and application roles consume the same groups. Three properties follow:
· Membership is computed. There’s no group owner to lobby, no ticket to lose, no offboarding step to forget. A mover’s access converges on the new assignment within the provisioning and rule-processing cycle.
· Every entitlement has a because. Access exists because an attribute satisfied a rule; the attribute exists because an HR record asserted it; the record has an author, a date and a business act behind it. That chain is the access authorization record AC-2 asks for, and it can be queried end to end.
· Roles and attributes stop competing. Roles define what a position may touch; attributes prove which position the person holds. Both resolve against the same upstream record.
The chain is only as good as its weakest writer. Microsoft’s guidance is to review write permissions for every attribute a rule uses, in Entra ID and in any source directory, before using it in a security-sensitive group.[footnoteRef:208] Chapter 05 sets the only writer of the access attributes: the provisioning service. [208:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

Rule patterns
Write rules against the canonical schema of Chapter 05: native attributes where a rule can read them, and the three coded access attributes otherwise. Every rule that grants access excludes disabled accounts and guests explicitly.
Rule patterns against the canonical schema[footnoteRef:210] [210:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

	Pattern
	Rule
	Use

	Organization
	(user.accountEnabled -eq true) -and (user.userType -eq "Member") -and (user.extensionAttribute10 -eq "FIN-LED")
	Organization-scoped access

	Several organizations
	(user.accountEnabled -eq true) -and (user.userType -eq "Member") -and (user.extensionAttribute10 -in ["FIN-LED","FIN-AP"])
	Roll-up without chains of -or

	Organization and worker type
	(user.accountEnabled -eq true) -and (user.extensionAttribute10 -eq "FIN-LED") -and (user.extensionAttribute11 -eq "EMP")
	Employees only

	Exclusion
	(user.accountEnabled -eq true) -and (user.extensionAttribute10 -eq "FIN-LED") -and (user.extensionAttribute11 -ne "CTR")
	Everyone but contractors

	Position category
	(user.accountEnabled -eq true) -and (user.userType -eq "Member") -and (user.extensionAttribute12 -eq "ANALYST")
	Role-like access across organizations

	Legal employer
	(user.accountEnabled -eq true) -and (user.companyName -eq "Example Bureau")
	Component-wide baseline

	Direct reports
	Direct Reports for "<manager object ID>"
	A supervisor’s team, maintained from manager

	Device class
	(device.deviceOSType -eq "Windows") -and (device.deviceOwnership -eq "Company")
	Device policy


The codes (FIN-LED, EMP, CTR, ANALYST) are placeholders for the agency’s own code lists. The -in operator takes a bracketed list.[footnoteRef:211] The direct-reports rule uses the manager’s object ID, and the manager is also added to the group.[footnoteRef:212] Rules can’t read employeeType, employeeOrgData or manager, which is why worker type and organization have coded carriers.[footnoteRef:213] [211:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).]  [212:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).]  [213:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

Limits and efficiency
· A rule body can’t exceed 3,072 characters, and a tenant can have at most 15,000 dynamic membership groups.[footnoteRef:214] [214:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

· Prefer -eq, then -startsWith or -endsWith, over -match and -contains; replace chains of -or on one property with -in.[footnoteRef:215] [215:  Microsoft Learn, “Create simpler and faster rules for dynamic membership groups,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-rule-more-efficient (accessed Oct 19, 2026).] 

· Dynamic membership needs an Entra ID P1 license for each unique user who is a member of one or more dynamic groups.[footnoteRef:217] [217:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

Governance of the rules themselves
· Code lists are controlled vocabularies owned by HR. A value that isn’t on the list is a drift event (Chapter 09).
· Every rule that grants access is validated, run in shadow against the group it replaces, and gated on a verified pilot cohort before it’s attached to a resource.
· A group’s membership must be explainable from attributes alone. A manual addition to a dynamic group isn’t possible; a manual change to an attribute is drift.
Administrative units
Administrative units scope delegated administration (for example, a help desk that may reset passwords only for one component) without making policy read a container path. An administrative unit’s user membership can itself be a dynamic rule, using the same canonical attributes; such units hold users or devices, not both, and not groups. Each administrative-unit administrator and member needs Entra ID P1, and the feature is available in the global Azure cloud, which is where GCC tenants run.[footnoteRef:221][footnoteRef:223] [221:  Microsoft Learn, “Manage users or devices for an administrative unit with rules for dynamic membership groups,” https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/admin-units-members-dynamic (accessed Oct 19, 2026).]  [223:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list” (FAQ: “Azure Global includes GCC”), https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).] 

Restricted management administrative units protect sensitive objects from tenant-level administrators. The setting must be applied when the unit is created and can’t be changed afterward.[footnoteRef:224] [224:  Microsoft Learn, “Restricted management administrative units in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/admin-units-restricted-management (accessed Oct 19, 2026).] 

Access packages and access reviews
· Access packages carry the entitlements that a rule can’t decide alone. An approval policy for users in the directory can name Manager as approver,[footnoteRef:227] which resolves to the manager relationship the HR feed maintains. [227:  Microsoft Learn, “Change approval settings for an access package in entitlement management,” https://learn.microsoft.com/en-us/entra/id-governance/entitlement-management-access-package-approval-policy (accessed Oct 19, 2026).] 

· Access reviews verify what remains. Reviews can be assigned to managers,[footnoteRef:229] and the review population can be scoped to exceptions — access outside the derivation baseline — instead of four hundred rows a reviewer will approve in bulk. A rejected entitlement is removed by fixing the attribute, the rule or the exception that produced it, so the same wrong answer can’t regrow. [229:  Microsoft Learn, “What are access reviews?,” https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview (accessed Oct 19, 2026).] 

· Separation-of-duties checks read the same rails: whether two roles are held by the same person (the employeeId anchor) and whether an approver reports to the requester (the manager chain).
Where dynamic membership stops
· Privileged roles use assigned groups. Role-assignable groups require assigned membership, which Microsoft notes already removes the attribute-write risk.[footnoteRef:232] [232:  Microsoft Learn, “Manage rules for dynamic membership groups in Microsoft Entra ID,” https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership (accessed Oct 19, 2026).] 

· PIM for Groups doesn’t take dynamic groups. Any security group or Microsoft 365 group can be enabled for PIM for Groups except dynamic membership groups and groups synchronized from on-premises.[footnoteRef:233] Privileged access is assigned, cloud-only and time-bound; HR attributes decide eligibility (through an access package), not standing membership. [233:  Microsoft Learn, “Privileged Identity Management (PIM) for Groups,” https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/concept-pim-for-groups (accessed Oct 19, 2026).] 

· Break-glass accounts depend on none of this. Emergency access accounts are cloud-only, excluded from HR-driven rules and lifecycle workflows, and monitored.
The SQL Server Identity Transformation series, Book 07 applies this chapter to SQL Server logins and database roles, including naming, shadow testing and rollout gates.
Chapter 09 — Drift, Metrics and Evidence
An architecture that can’t measure its own revocation latency is asserting PS-4 on faith.
In this chapter
Five lifecycle metrics. The drift classes between the HR record and the directory, and the signal for each. What evidence each event leaves. The control-closure argument for AC-2, PS-4, PS-5, IA-4 and SI-12.
The measured lifecycle
An event-driven lifecycle is also a measured one: every interval from event to action is a number.
Lifecycle metrics
	Metric
	Definition
	What it evidences

	Separation-to-revocation interval
	HR effective date and time → last step of the leaver sequence (Chapter 07)
	PS-4: access disabled within the defined period, continuously

	Transfer-to-review interval
	Transfer effective date → completion of the review on residual access
	PS-5: review initiated within the defined period

	Joiner readiness rate
	Share of new hires whose account, licenses and baseline access exist at start of day one
	AC-2 automation working in the creation direction

	Correlation coverage
	Share of enabled accounts that resolve to a current worker record by employeeId
	The orphan population, as a query instead of a hunt

	Derivation purity
	Share of access-granting memberships computed by rule rather than assigned by hand
	How much of the estate still runs on fragments


None of these numbers exists in a ticket-driven estate, because the events they measure aren’t recorded as events. Two inputs shape the first metric and belong in its definition: the Lifecycle Workflows schedule interval (Chapter 06) and the CRL publication interval of the PIV issuing CA (Chapter 07).
Drift between HR and the directory
Drift is any difference between what the HR record says and what the directory holds. Each class has a detection signal and a default severity:
Drift classes and how to detect them
	Drift class
	Example
	Detection signal
	Severity

	Missing identity
	A worker record with no account after a provisioning cycle
	Set difference: active HR records without a matching employeeId
	High

	Stale access
	An enabled account for a separated worker
	Same employeeId: terminated in HR, enabled in Entra or AD
	High

	Orphan account
	An enabled account that matches no worker record
	Enabled accounts with no or unknown employeeId
	High

	Attribute drift
	A department, code or manager value that differs from HR
	Field-by-field comparison of the canonical schema (Chapter 05)
	Medium

	Unauthorized write
	A write to an HR-mastered attribute by a principal other than the provisioning service
	Entra audit log and AD change auditing, filtered on the attributes of Chapter 05 and certificateUserIds / altSecurityIdentities
	High

	Credential drift
	A valid PIV binding, derived credential or device certificate for a separated worker
	CMS status and Intune certificate reports joined on the worker
	High

	Schema drift
	A record that fails validation in the middleware
	The middleware’s validation output (Chapter 04)
	Medium


The provisioning logs are the first source for most of these: the API client already reads them for each record’s result (Chapter 04). The rest are joins between the HR extract, the directory and the CMS, on the one identifier they share.
In the first month of a new pipeline, expect a burst of high-severity findings: leavers the old manual process hadn’t caught up with, and orphan accounts from earlier connectors that the canonical pipeline can now see. That burst is the measurement working, not the pipeline failing.
The evidence each event leaves
Evidence by event
	Event
	Evidence

	Any HR event
	The middleware’s provenance record: source event ID, payload hash, derivation inputs, outcome (Chapter 04)

	Provisioning
	The provisioning log entry for the record

	Joiner, mover, leaver
	Lifecycle Workflows run history, per task

	Leaver credentials
	Intune device action records; the CMS revocation record and the CRL that published it (Chapter 07)

	Access
	Group membership changes and the rule that produced them; access-review decisions


Keep the evidence outside the directory, in the agency’s log store, for the retention period the records schedule sets: the account itself is deleted after retention (Chapter 06), and the evidence has to outlive it.
Control closure: NIST SP 800-53 Rev 5
How the architecture closes the account-management controls
	Control
	Without this architecture
	With it
	Why nothing else closes it

	AC-2 Account Management
	Accounts created, changed and disabled by ticket; authorizations undocumented or encoded in group names; alignment with personnel processes exists as a memo
	Every account traces to a worker record; creation, change and disablement follow hire, transfer and separation events; authorizations resolve to attribute, rule and record
	Alignment with personnel processes presumes a machine-readable personnel record to align to. Employment facts originate in HR; nothing downstream can generate them, only copy them late

	AC-2(1) Automated System Account Management
	No automation, or automation wired to the directory, which automates stale data
	Provisioning and Lifecycle Workflows run the account lifecycle from effective-dated HR events, with provenance per action
	Automation is as correct as its input. The only authoritative input for existence, status and placement is the system of record

	PS-4 Personnel Termination
	Termination by email and checklist; access removed days or weeks late, system by system
	The separation record starts the leaver sequence on the effective date, with a timestamp per step; the separation-to-revocation interval is a reported metric
	The clock starts at an event only HR records. Termination isn’t visible on the network, and an absence of sign-ins looks like leave

	PS-5 Personnel Transfer
	Transfers invisible to the directory; access accumulates across reassignments
	The mover event re-derives access and starts a review of the residual within the defined period
	The formal transfer action is an HR record. To the directory, the transferred person is the same account on the same laptop

	IA-4 Identifier Management
	Identifiers minted per system; conversions and rehires create duplicates; reuse prevention unenforceable
	One identifier per person from the worker record, carried by every account and preserved across rehire and conversion; worker type available as the IA-4(4) status characteristic
	Non-reuse and rehire correlation need durable memory of persons. Directories track accounts and forget them at deletion

	SI-12 Information Management and Retention
	The same fact in five stores with five values and no lineage
	One authoritative source per data type, with lineage from the HR record through middleware provenance to each consumer
	Lineage can’t be reconstructed from copies; it has to be emitted where the data originates and flows


The full requirements mapping, including OMB M-19-17, the FICAM ILM Playbook and CISA’s Zero Trust Maturity Model, is Appendix A. The compliance treatment of the same controls is in Federal Compliance Vol I Book 04.
Chapter 10 — Execution Plan
Designate the source, prove the pipe, automate the lifecycle, then derive access.
In this chapter
The one phase model this site uses, 0 to 6, with each phase’s work and exit gate. The program at a glance. Roles. The open verification register.
Sequencing principle
Each phase’s gate is the next phase’s precondition. The order isn’t optional: deriving access from attributes nobody has agreed to trust is how fragmented truth gets rebuilt with better tooling. One caveat governs the whole program: the source must be correct, not just designated. A drifted HR feed produces drifted access faster than any ticket queue could, so data quality at the source is Phase 1 work, not a later clean-up. A phase that can’t pass its gate stops the plan, not the standard.
Phase 0 — Program alignment
Directed by the Federal HR 2.0 memo’s preparation actions: executing it is compliance, not overhead (Chapter 02).
· Name the agency’s integrated project team point of contact and the working-group points of contact.
· Inventory integration points, interfacing systems and data flows. The identity provisioning feed is one of them.
· Identify legacy identity-relevant data to retain, and define how to preserve what doesn’t migrate.
· Confirm the pause on any competing Core HCM modernization.
Gate: the integration-point inventory is signed by the ISSO and submitted to the agency’s HR 2.0 team.
Phase 1 — Attribute authority and schema
· Sign the attribute authority map (Chapter 03): every attribute any access decision reads, its authoritative system, its derivation rule if derived, and its data-quality owner.
· Finalize the canonical schema (Chapter 05) against Oracle HCM field names, and validate the crosswalk against a sandbox extract. Confirm the extension-attribute carriers are free and in the provisioning apps’ target lists.
· Define the worker-type taxonomy (employee, contractor, intern, volunteer, vendor, external), each mapped to license, access ceiling and retention, and the code lists for the three access attributes.
· Define UPN and samAccountName generation rules, OU placement rules for AD-landed users, and scoping filters: which HR records provision at all, including leave of absence, secondment and historical records.
· Baseline HR data against reality for worker type, organization, supervisor and status, and fix errors at the source. Populate employeeId on existing accounts; flag every unmatched enabled account as an orphan candidate with an owner.
· Inventory the PIV issuing CAs’ CRL distribution points and sizes against Entra’s limits (Chapter 07).
Gate: the authority map and schema are signed; match-key population is at least 99% on the pilot cohort; every enabled account is correlated to a worker record or on a dated exception list.
Phase 2 — Pipeline build and test
· Build the middleware: transform, validation, sequencing and the provenance writer, hosted in-boundary (Chapter 04).
· Configure the API-driven provisioning apps and grant the client only SynchronizationData-User.Upload and ProvisioningLog.Read.All.
· Define the joiner, mover and leaver workflows and their triggers (Chapter 06), including the custom task extensions for device retirement and CMS revocation (Chapter 07).
· Prove the chain end to end in a test tenant with canned feed payloads and a sandbox extract.
· Size the throttling envelope: batches toward 50 operations per call, the daily call budget against the tenant cap.
Gate: joiner, mover and leaver each run end to end in the test tenant with a provenance record and a workflow run; the leaver run includes a device retire and a test-CA certificate revocation.
Phase 3 — Hybrid go-live (pilot)
· Deploy at least two provisioning agents under a gMSA with OU-scoped rights (Chapter 04) and map SCIM to AD attributes.
· Run the initial full sync with scoping filters; reconcile mismatches before enabling deltas. Enable delta feeds immediately after the initial sync, with monitoring and alerting.
· Run the pilot cohort in shadow mode first: the pipeline computes what it would do, and the output is compared with the directory’s actual state. Then let it act.
Gate: thirty days in which every pipeline-versus-directory difference is explained and fixed at the right end; a full joiner/mover/leaver cycle on the pilot cohort closes with evidence; zero unmatched-record creations.
Phase 4 — Lifecycle automation and attribute-derived access
· Turn causation on for covered populations, leaver first, because revocation is where the risk and the evidence value are. Measure the separation-to-revocation interval from day one (Chapter 09).
· Route exceptions (emergency terminations, litigation holds) through defined manual entries into the same workflows and the same evidence.
· Validate rehire and conversion matching against history before it acts.
· Convert hand-maintained groups to rules for dynamic membership, group by group, with a shadow comparison before each cutover (Chapter 08). Re-base access packages so approvals route to the supervisor of record.
· Inventory OU-bound policy for retirement in Phase 5.
Gate: zero missed leavers across a full pay-period cycle, with separation-to-revocation measured in hours; day-one readiness demonstrated; the account-creation ticket queue retired for covered populations; for covered applications, every entitlement resolves to a rule, an attribute and a worker record; a test reorganization in HR propagates to groups and approvals with zero manual directory changes.
Phase 5 — Cutover to cloud-mastered populations
· Align the cutover with the agency’s Core HCM onboarding: the provisioning feed must be ready when the agency’s interconnections go live (Chapter 02).
· As populations become cloud-mastered, retarget their provisioning from the AD app to the Entra app — a configuration change per population, evidence-gated — with the AD leg dormant but intact until nothing remains synced.
· Retire OU-bound policy deliberately, and retire EHRI- and eOPF-shaped integrations as the program decommissions those systems, not before.
Gate: cloud-mastered populations run the full lifecycle cloud-native with evidence; no AD writes for migrated populations; the rollback path tested once.
Phase 6 — Sustained posture
· Drift detection runs continuously (Chapter 09); the five lifecycle metrics are reported on the ConMon cadence.
· Code lists, rules and workflows change only through change control, with the same shadow-then-act discipline.
· Annual re-validation of the authority map, the schema and the verification register.
Gate (recurring): metrics within thresholds for each reporting period; every high-severity drift finding closed or on a dated plan.
The program at a glance
The phase model
	Phase
	Output
	Gate

	0 — Program alignment
	Integration-point inventory; named points of contact
	Inventory signed and submitted

	1 — Attribute authority and schema
	Signed authority map and schema; source data fixed; correlation baseline
	≥ 99% match key on pilot; every enabled account correlated or excepted

	2 — Pipeline build and test
	Middleware, apps, workflows, extensions in a test tenant
	End-to-end J/M/L with evidence, including device and certificate steps

	3 — Hybrid go-live (pilot)
	Agents, initial sync, deltas, shadow mode
	30 days of explained differences; zero unmatched creations

	4 — Lifecycle automation and derived access
	Leaver-first automation; dynamic groups; re-based access packages
	Zero missed leavers; test reorganization with zero manual changes

	5 — Cutover to cloud-mastered
	Per-population retarget; OU policy retired
	Cloud-native lifecycle with evidence; rollback tested

	6 — Sustained posture
	Continuous drift detection and metrics
	Recurring thresholds met


Phases 1 and 2 produce no visible change for end users, which is exactly why estates skip them, automate against unverified data in month one, and spend year two explaining to an assessor why the automation deprovisioned a regional director.
Roles
Roles
	Role
	Owns

	Agency HR 2.0 integrated project team point of contact
	Phase 0 actions, the interface inventory, the onboarding schedule

	Identity engineering
	Middleware, provisioning apps, agents, mappings, workflows, extensions

	Oracle HCM administrator
	Extracts, feed enablement, REST access, sandbox data

	PIV / credentialing office
	The CMS, issuance and revocation, the CMS side of the leaver extension

	Endpoint management
	Intune device actions and certificate profiles

	ISSO
	Phase gates, evidence review, the security assessment (Appendix B)

	Service desk
	Exceptions and failed-task follow-up


Open verification register
Open verification register
	Item
	Why it matters
	Status

	Post-award interface requirements for Core HCM
	May constrain or enrich the feed contract
	Open; check at engagement time

	eOPF and EHRI decommission schedule
	Times the retirement of EHRI-shaped integrations
	Open; the memo says “eventually”

	Native Oracle HCM connector for Entra
	Would become an optimization inside the architecture
	Watch

	Agency onboarding schedule movement
	The interconnection go-live is the deadline
	Watch program communications

	Extension-attribute carriers free and mappable
	Phase 1 gate
	Check per tenant

	PIV issuing CA CRL sizes and delta CRLs
	Revocation latency and CBA availability (Chapter 07)
	Check per issuing CA

	GCC availability of API-driven provisioning and Lifecycle Workflows
	Licensing and the Phase 2 gate
	Closed. Microsoft Entra ID Governance for Government is available in GCC, GCC High and DoD;[footnoteRef:254] GCC tenants run in Azure Global, the worldwide Entra service.[footnoteRef:256] Confirm licenses in-tenant as usual [254:  Microsoft Learn, “Microsoft Entra ID Governance licensing fundamentals,” https://learn.microsoft.com/en-us/entra/id-governance/licensing-fundamentals (accessed Oct 19, 2026).]  [256:  Microsoft Learn, “Understand Microsoft Entra certificate-based authentication certificate revocation list” (FAQ: CRL size limits for “Azure Global includes GCC”), https://learn.microsoft.com/en-us/entra/identity/authentication/concept-certificate-based-authentication-certificate-revocation-list (accessed Oct 19, 2026).] 



Chapter 11 — Reference Deployment (Illustrative)
What the series looks like when one agency runs it end to end.
In this chapter
The agency archetype and its starting estate. What each phase of Chapter 10 does and typically finds. The evidence package. What survives the engagement.
Illustrative, not an engagement record
This chapter is a pattern. The agency, the numbers and the findings are representative, not drawn from a specific engagement, and there are no agency identifiers, contractor names or dates in it. Replace the prose with measured values when real, releasable engagement material exists.
The agency
A federal civilian agency of about fifty thousand employees and several thousand active contractors, in Federal HR 2.0 Wave 2, with a Microsoft 365 GCC tenant and Entra ID in the commercial cloud under a FedRAMP Moderate authorization.
Its HR data exchange today is typical:
· The HR system of record is run by a legacy HR shared service provider, under that provider’s interconnection agreements. The agency is the data steward but doesn’t own the exchange contract. That system is scheduled to be replaced by the Core HCM platform during the agency’s wave (Chapter 02).
· USA Staffing is the upstream hire trigger; new-hire data flows from USA Staffing to the HR system of record.
· PIV cards are issued through a shared-service PIV issuer and its card management system.
· A bespoke HR-to-AD connector built for an earlier modernization creates accounts; organizational assignments are handled by hand; there’s no drift detection between HR and Entra ID and no provisioning evidence.
· About two-thirds of users are still mastered in on-premises AD.
Phase by phase
Phase 0 — Program alignment. The integrated project team inventories integration points. The identity provisioning feed is listed alongside payroll and benefits, with the Core HCM interconnection go-live as its deadline.
Phase 1 — Attribute authority and schema. The authority map and the canonical schema (Chapter 05) are signed. Code lists for organization, worker type and position category are agreed with HR. The correlation baseline finds the usual problems: a few percent of enabled accounts with no employeeId, duplicate identities from contractor-to-employee conversions, and service accounts sitting in user OUs. Each gets an owner and a date.
Phase 2 — Pipeline build and test. The middleware is built against extracts from the current HR system and sandbox extracts from Core HCM, because the source will change mid-program. The adapter is the only part that differs. The leaver workflow’s custom task extensions retire a test device and revoke a test certificate in the test tenant.
Phase 3 — Hybrid go-live (pilot). Two provisioning agents go in; the old connector is switched off for the pilot population. Thirty days of shadow mode surface the differences between what HR says and what AD holds: stale departments, managers who left years ago, and accounts the old connector created for records HR had already cancelled.
Phase 4 — Lifecycle automation and derived access. Leaver automation goes first. In the first month the drift report shows a burst of high-severity findings: separated workers whose accounts the manual process hadn’t reached, and orphan accounts from the old connector that the canonical pipeline can now see (Chapter 09). Each high-severity finding blocks the dependent provisioning action until it’s resolved. Dynamic groups replace hand-maintained ones application by application; a test reorganization in HR moves a division’s access with no directory edits.
Phase 5 — Cutover to cloud-mastered. As the agency’s Core HCM interconnection goes live, the adapter switches source. New hires land cloud-mastered in Entra ID directly; existing AD-mastered populations follow per population as their dependencies on AD retire.
Phase 6 — Sustained posture. The five lifecycle metrics go into the monthly ConMon report. The separation-to-revocation interval, measured for the first time, becomes a number the agency can defend.
The evidence package
At any point after Phase 2, the agency can hand an assessor:
· the signed attribute authority map, canonical schema and code lists;
· the adapter and middleware configuration, under change control;
· the provenance records and provisioning logs for every HR event in the period;
· Lifecycle Workflows run history, including the device and CMS steps for every leaver;
· drift findings with severity, class and remediation;
· the five lifecycle metrics for the period.
It’s produced by operating the pipeline, not assembled before the assessment.
What survives the engagement
The schema, the code lists, the workflows, the rules and the evidence belong to the agency, not to whichever integrator delivered the work. The next assessment reads the same records; the Core HCM cutover plugs a new adapter into the same schema; the next reorganization is a set of mover events against the same pipeline.
Companion
The AD → Entra ID Identity Modernization Guide covers directory migration, the companion dimension to inbound provisioning. An agency usually runs both programs at once.
rId185.png
HR separation record

Effective-dated; sets employeelLeaveDateTime through provisioning

| s

(STEP 1-INTUNE
Retire or wipe every managed device

\Revokes and removes Intune SCEP and PKCS certificates

('STEP 2- CARD MANAGEMENT SYSTEM
Revoke the PIV credential

PIV authentication and card authentication certificates, plus any derived

PIV tial
\F credentials

(STEP 3-ENTRA ID AND AD
Disable the account

\No new sign-ins or tokens

(STEP 4 -ENTRAID
Revoke sessions and refresh tokens

\Ends issued tokens now, without waiting for the next CRL

(STEP 5- AFTER THE RETENTION PERIOD
Delete the user

\Post—offboarding workflow

Why devices come first

Deleting the user or removing the
license leaves SCEP certificates
valid on the device





